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September 7, 2025

Note:

« The Session Recording service is available for provisioning in the Asia Pacific South (APS),
EU, Japan, and US regions of Citrix Cloud. For more information, see Citrix Cloud Geograph-
ical Considerations.

+ Forinformation about the Session Recording service customer data storage, retention, and
control, see Customer data management.

+ The Session Recording service doesn’t send data to Citrix Analytics for Security (CAS). On-
premises Session Recording servers can send data to CAS. For more information, see Con-
nect to Session Recording deployment in the Citrix Analytics for Security documentation.

Overview

Session Recording is a key differentiator for security in Citrix DaaS (formerly the Citrix Virtual Apps and
Desktops™ service). Acommon challenge that prevents you from benefiting from Session Recording is
the solution’s deployment and management complexity. The introduction of the Session Recording
service provides an advanced administration experience and simplifies deployment.

The Session Recording service is a management platform that provides comprehensive automation,
faster troubleshooting, and informative insights. It facilitates administrative tasks by providing a uni-
fied entry point to manage and observe the Session Recording servers across your organization.

The following diagram illustrates how the Session Recording service works.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 4


https://docs.citrix.com/en-us/citrix-cloud/overview/signing-up-for-citrix-cloud/geographical-considerations.html
https://docs.citrix.com/en-us/citrix-cloud/overview/signing-up-for-citrix-cloud/geographical-considerations.html
https://docs.citrix.com/en-us/session-recording/service/customer-data-management.html
https://docs.citrix.com/en-us/security-analytics/getting-started-security/virtual-apps-desktops-data-source.html#connect-to-session-recording-deployment
https://docs.citrix.com/en-us/security-analytics/getting-started-security/virtual-apps-desktops-data-source.html#connect-to-session-recording-deployment

Session Recording service

Citrix DaaS
1]
service to service communication service to service communication 1
P — —_— 3
i Session Recordi i H
Citrix Cloud tenant 1 ©SSIONIIRSCOTCINGISOIVICO Citrix Cloud tenant 2 5
@
3
HTTPS Traffic CVAD traffic Session Recording traffic CVAD traffic e
(Ports: 443) (Ports: 443,1494,2598) (Ports: 443") (Ports: 443,1494,2598)
1 [ — | o
E ] o | = °
| == g | == P .o o
E Connector é | Connector Cloud Client §
1 o
8 Session Recording server ® ! Session Recording server 3
BIoWSEl i i (1912 LTSR, 2203, or later) i & (1912 LTSR, 2203, or later) °
B £
< 2 H
[ o i+ ¢ o a
e g | O 2 8
1 [~ I8
! I | 8
| o 1 o
' 9 | Events i
] 17 o
! @ 0 o
i i
! Site A L Site B
cifrix

Note:

With versions 7.40.13020.11 and later of the cloud client, you need to only open a single port (TCP
port 443) for communication. With a cloud client earlier than version 7.40.13020.11, allow the
outbound ports 80,443, 8088, and 9090-9094 for session recording traffic. For more information,

see Ports.

Video about the Session Recording service:

CIlTIX
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Prerequisites

Prerequisites for using the Session Recording service:

+ You have subscribed to Citrix DaaS.
+ You have a Session Recording 1912 LTSR, 2203, or later deployment in place.

Forinformation on how to install the Session Recording components, see the installation article.

What’s new

March 17,2026

A goal of Citrix®is to deliver new features and product updates to Session Recording service customers
when they’re available. New releases provide more value, so there’s no reason to delay updates. Up-
dates are rolled out to the service release approximately every six weeks.

This process is transparent to you. Initial updates are applied to Citrix internal sites only, and are then
applied to customer environments gradually. Delivering updates incrementally in waves helps ensure
product quality and maximize availability.

March 2026
Al-powered insights for session recording

This new feature uses Al to analyze session recordings and provide actionable insights without man-
ually reviewing hours of video.

Key capabilities
+ Insights dashboard for session activities
« Detailed reports for security and productivity analysis
+ Customizable prompt templates for tailoring analysis to your business needs

For configuration details, see Al-powered insights for session recording.
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December 2025
Session recording for endpoint devices (preview)

The Session Recording service can now configure to capture user actions on endpoint devices when
accessing Citrix-delivered web apps, virtual apps and desktops. This capability, currently in preview,
helps you monitor user actions on the endpoint itself.

For more information, refer to endpoint recording policies and Site settings.

September 2025
Enhanced visibility for session recording agents and servers

Session Recording service now provides enhanced visibility into your Session Recording agents and
servers. Key updates include a comprehensive agent status overview on the dashboard, detailed
agent information within site management, and the introduction of server geolocation.

For more information, see the articles under Site and server settings and Management dashboard.

Session recording file export

Authorized administrators can now securely export session recordings to MP4 format. This feature is
designed for critical use cases like digital evidence and compliance audits. Key capabilities include:

+ Role-based access control to ensure only authorized users can export.
« Mandatory justifications for every export action.
+ A complete audit trail for all export activities in the Playback Logging.

For more information, see Session recording file export.

June 2025
Interactive Demo Mode for exploring Session Recording

The Interactive Demo Mode for Session Recording allows administrators to explore and understand
the functionalities of the session recording service without impacting real user data or requiring ini-
tial server setup. This feature provides a hands-on management experience using pre-generated or
synthetic data, offering a risk-free environment to learn the service.

The Interactive Demo Mode offers a risk-free environment for administrators to:

+ Navigate the management interface and become familiar with its layout.
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+ Observe how data is presented and how different features operate using sample data.
+ Evaluate the service’s suitability for their organization’s needs before onboarding actual ses-

sion recording servers.

For more information, see Interactive Demo Mode for exploring Session Recording

Enhanced Recording Playback Insights

The Session Recording service now offers enhanced insights into recording playback activity. This
includes a new “Recording playback”statistical section on the management console’s Dashboard, as
well as the ability to view detailed playback history for individual recordings within the player.

These new capabilities help administrators better understand how session recordings are being uti-
lized. Key benefits include:

+ Quickly identify frequently accessed or critical recordings through the “Most played recordings”
view.

+ Understand the primary consumers of recordings via the “Top viewers”data.

« Audit playback activity for specific recordings directly within the player through a detailed his-
tory.

For more information, see the articles under Tips for using the dashboard and the Open and play
recordings.

March 2025
Agent installation prompt on the welcome page

The Session Recording agent is essential for recording sessions and capturing detailed user activity.
We’ve updated the Session Recording service welcome page to include a required agent installation
prompt. Find it within the service or learn more here: Get-started guide

Support for multiple Azure AD identity provider instances

The Session Recording service now supports multiple Azure AD identity provider instances. When
configuring policies and playback permissions, selecting Azure AD as the identity provider allows you
to choose an instance from the drop-down list. For more information, see the articles under Configure
policies and the Playback permissions.
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Site-level user activity reporting to the cloud

Based on event detection in recorded sessions, Session Recording now empowers you to identify in-
cidents from events. It also displays the event and incident data in the cloud for aggregation and
analysis, providing a comprehensive view of user activity across an entire site.

This site-level reporting feature enables you to:

« Quickly filter incidents from events by category.
« Identify abnormal activity with greater efficiency.
+ Gain a broader understanding of user activity patterns across your site.

Note:

The availability of the event data in the cloud is solely determined by the active event detection
policy, and is independent of settings or Session Recording server versions. Therefore, if the
active policy dictates event data, it will always be displayed in the cloud.

The availability of the incident data in the cloud is governed by three factors: the active event de-
tection policy, site-specific event data analysis settings, and incident library settings that iden-
tify incidents from events. Separately, Session Recording 2503 or later is required for incident
identification and display in the cloud.

Incidents, like event data, are tagged within recordings, which simplifies searching and review
during playback.

For more information, see Site-level user activity reporting.

November 2024
Session Recording service now available in the Japan region of Citrix Cloud™

The Session Recording service is now available for provisioning in the Japan region of Citrix Cloud.

Diagnostic logging
A new diagnostic logging view is now available in the cloud, providing enhanced visibility into issues
detected on the VDAs.

Diagnostic logging is available and enabled by default with Session Recording version 2411 and later.
For more information, see Diagnostic logging.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 9


https://docs.citrix.com/en-us/session-recording/service/site-level-user-activity-reporting
https://docs.citrix.com/en-us/session-recording/service/troubleshooting/diagnostic-logging

Session Recording service

Capturing printing activities in recorded sessions is now generally available

You can capture printing activities that occur during recorded sessions, tagging them as events for
easy search and playback. This feature, which captures the full path of printed files for enhanced
context, was previewed in Session Recording 2407 and is now generally available in both the cloud
and on-premises releases, starting with Session Recording version 2411. For more information, see

Configure event detection policies.

Unified platform experience with Citrix Daas™

We have redesigned the Session Recording service navigation pane to offer a unified platform experi-

ence with Citrix DaaS.
Tip:

To access the Session Recording service, scroll down in the DaaS navigation pane and locate
Session Recording which is at the same level as the Manage menu. You can hover over and pin
the Session Recording menu to the top PINNED section of the navigation pane for quick access.

Fixes

Automatic upgrades of the cloud client might fail if PROXYMODE was set to 2 for automatic proxy setup
during the previous installation. This release resolves the issue, allowing successful automatic up-
grades from this version onward. If your cloud client is not upgraded to the latest version, follow
these steps to upgrade it manually:

1. Download the latest installer for the Session Recording cloud client by following the relevant

step in Connect existing Session Recording servers to the cloud.
2. Run the following command to upgrade the Session Recording cloud client manually.

msiexec /i SRCloudClientServices.msi /1lxv "C:\tmp\
srcloudclientupgrade.log" /qgn+

[SRT-13461]

July 2024
Deployment to Microsoft Azure is further simplified and enhanced

When creating and deploying a site through a host connection, you now have the option to create
private endpoints for storage and databases, and to create an Azure load balancer with the internal

type.
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For more information, see Deploy Session Recording resources to a cloud subscription.

Hide specific applications during screen recording

This feature requires that you select Enable lossy screen recording. It lets you hide specific applica-
tions with a layer mask during screen recording. The color for the layer mask is configurable, which
can be Black, Gray, or White.

Explicit user consent before recording sessions

If the active recording policy records sessions with notifications, users receive recording notifications
after typing credentials. This feature forces end users to explicitly consent to the session recording dis-
claimer before they can continue with their session. If end users accept the disclaimer, their session
continues with session recording enabled. If end users deny the disclaimer, their session is termi-
nated.

To enable this feature, configure Session Recording Server settings. For more information, see Site
and server settings.

Capture printing activities in recorded sessions (preview)

We have extended the scope of event detection to monitor printing activities that occur during
recorded sessions and tag the printing activities as events in recordings for later search and
playback.

To use this feature, make sure that:

+ You have configured and activated a session recording policy that specifies sessions to record.
For more information, see Configure session recording policies.

+ You have created an event detection policy and selected the Printing option when specifying
events to log. For more information, see Configure event detection policies.

Note:

This is a preview feature. It is available with Session Recording version 2407 and later. Preview
features might not be fully localized and are recommended for use in non-production environ-
ments. Citrix Technical Support doesn’t support issues found with preview features.

Fixes

Error 8632 might be raised when you archive or delete recordings. [SRT-12763]
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April 2024
Azure Resource Manager template (ARM template) support for simplified deployment in Azure

You can now create an Azure Resource Manager template (ARM template) to deploy Session Recording
resources in Azure. The ARM template is a JavaScript Object Notation (JSON) file that contains how
and which resources you want to deploy. For more information, see Create and deploy a site through
an ARM template.

Pure Azure Active Directory (Azure AD) deployment can now be achieved through simplified
deployment

Simplified deployment refers to creating and deploying a site through a host connection or an ARM
template. While doing simplified deployment, you now have an option to join the Session Recording
serversyou are about to deploy to an Azure AD domain where your VDAs reside. For more information,
see Deploy Session Recording resources to a cloud subscription.

Community-driven event trigger templates

To help you quickly find a template that fits your business need, Cloud Software Group has created
a community for all full admins of the Session Recording service to contribute towards it. You can
contribute to the community by publishing templates of your organization for other customers to
access for free. Cloud Software Group has also built a resource library to accommodate all event trig-
ger templates, both from your organization and from the other community members including Cloud
Software Group itself.

Note:

See the End User Agreement before submitting a template.

For more information, see Create a custom event response policy.

Recording success rates visualized on the cloud

You can now see a new widget showing the recording success rates for the current site on the upper
right corner of the Session Recording management dashboard. You can see both the latest recording
success rate and the recording success rates for the past 12 hours.

To facilitate identifying issues, recording success rates below 100% are displayed as an orange dot in
comparison to 100% success rates that are displayed as a green dot. You can hover over an orange
dot and click the link in the hint to jump to the corresponding event logged on the Activity Feed page
where you can:
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« view the event details including those sessions which failed to record.
« subscribe to Email notifications to get notified when a recording success rate is below 100%.

Note:

This feature is available with the cloud client versions 7.42.15010.4 and later. To use this feature,
make sure that only one site has available servers and this feature is enabled on the dashboard
settings page of that site.

For more information, see Management dashboard.

Fixes

+ Attempts to add or modify a policy might fail if the length of users or user groups specified as
the applicable scope exceeds 16 characters. [SRT-12247]

+ Attemptstoinstall a Session Recording server from within the cloud might fail. The issue occurs
when you connect the Session Recording server to a cloud database but the database password
you provide contains a double quote (“). [SRT-12119]

March 2024
Azure Active Directory (AD) support (preview)

You can now install the Session Recording server and agent on an Azure AD joined machine and en-
able Azure AD support for them. Later when you configure various policies and playback permissions
from the cloud, you can specify Azure AD users and groups who launch sessions from Azure AD joined
machines.

For information about installing Session Recording, see Install, upgrade, and uninstall.

For information about configuring policies and playback permissions from the cloud, see Configure
session recording policies and Playback permissions.

Note:

Azure AD support is available with Session Recording version 2402 and later.

January 2024
Storage consumption forecast

A storage consumption forecast for the next 7 days can be generated based on sufficient historical
consumption data of approximately one month. This feature allows you to predict resource usage
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and take precautions in advance. For more information, see the Management dashboard article.

Support for sharing recordings as restricted and unrestricted links from the cloud player

You can now share recordings as restricted and unrestricted links from the cloud player. Other users
can use the links to access the shared recordings directly, which obliterates the need to search among
many recordings. If you share a recording as a restricted link, only users who already have playback
permission can view the recording using the link. If you share a recording as an unrestricted link,
anyone in your AD domain can view the recording using the link.

For unrestricted recording sharing, you can further:

+ Specify whether to issue email notifications to specific recipients when an unrestricted record-
ing link is generated. For more information, see Notifications.
+ View the events related to unrestricted recording sharing on the Events tab of the activity feed.

To share recordings as links and manage unrestricted links, you must have full access to the Session
Recording service. It means that you must be a Citrix Cloud administrator assigned any of the follow-
ing permissions:

+ Full access
+ Cloud Administrator, All role
+ Session Recording-FullAdmin, All role

For more information, see Share recordings as links and Types of Session Recording administrators.

October 2023
Simplified Session Recording deployment to Microsoft Azure is now generally available

You can create a site to deploy the Session Recording resources to your Azure subscription from within
the Session Recording service. The feature is now generally available and enhanced to let you:

+ Add resources including servers and storage to an existing site deployed on Azure.
+ Change the IP addresses that are allowed to access the load balancer.

For more information, see Deploy Session Recording resources to a cloud subscription.

Introduction of event trigger templates

By event triggers in event response policies, you can specify actions in response to different events
including session starts and the events detected in recorded sessions. Starting with this release, you’
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re provided with event trigger templates for direct use or customization. For more information, see
Configure event response policies.

Support for single-port communication

With versions 7.40.13020.11 and later of the cloud client, you need to only open a single port (TCP port
443) for communication.

Fixes

« Host connections can’t be created successfully until you’ve onboarded at least one Session
Recording server to the Session Recording service. [SRT-11065]

+ Viewing the Session Recording management dashboard causes high CPU utilization on the data-
base machine. [SRT-11190]

+ Custom policies aren’t available for a site containing the Session Recording server 1912. [SRT-
11334]

September 2023

Administrative access to the Session Recording service is enabled for Azure Active Directory
(AD) users and groups

For more information, see Add administrators from Azure AD.

Audio recording for non-optimized HDX™ audio (preview)

You can now enable audio recording for non-optimized HDX audio when configuring session record-
ing policies. The audio that is handled on the VDA and delivered to/from the client where the Citrix
Workspace app is installed is referred to as non-optimized HDX audio. Unlike non-optimized HDX au-
dio, optimized HDX audio has its processing offloaded to the client, as seen in the Browser Content
Redirection (BCR) and Optimization for Microsoft Teams scenarios.

For information about enabling audio recording, see Configure session recording policies.
Note:

This feature is available with Session Recording version 2308 and later.
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Lossy screen recording

Lossy screen recording lets you adjust compression options to reduce the size of recording files and
to accelerate navigating recorded sessions during playback.

You can enable lossy screen recording in any of the following ways:

+ Activate a system-defined session recording policy that has lossy screen recording enabled.

«+ Create and activate a custom session recording policy, and make sure to select Enable lossy
screen recording when creating the custom policy.

+ Select Enable lossy screen recording when configuring an event response policy. When a mon-
itored event is detected later, lossy screen recording is triggered.

After you enable lossy screen recording, you can adjust compression options through the Lossy
Screen tab of Session Recording Agent Properties.

For more information, see:

« Configure session recording policies
+ Configure event response policies
» Enable or disable lossy screen recording

Note:

This feature is available with Session Recording version 2308 and later.

Fast seeking through ICA® screen recording
You can now enable fast seeking through ICA screen recording by configuring how often an I-Frame is
generated. This feature significantly improves the playback seeking experience.
For more information, see Configure preferences and Enable fast seeking.
Note:

This feature is available with Session Recording version 2308 and later.

Fixes

+ Session recording and event response policies configured from the cloud don’t take effect. This
issue occurs when you use Session Recording server 2305 or earlier. [SRT-10813]
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July 2023
Simplified Session Recording deployment to Microsoft Azure (preview)

You can now deploy the following Session Recording resources to your Azure subscription from within
the Session Recording service: the Session Recording servers, databases, storage, and load balancer.
You can also obtain recommended VM and storage configurations, predict costs, and view the actual
costs for using Azure from within the Session Recording service.

For more information, see Deploy Session Recording resources to a cloud subscription (preview).

Remove Session Recording servers from the cloud
You can now remove servers with the Offline, Uninstalled, and Installation Failed states from the
cloud to display only the desired Session Recording servers.

For more information, see Server removals.

Troubleshoot Session Recording servers from the cloud

You can perform a few troubleshooting actions from the cloud for the Session Recording servers con-
nected to the Session Recording service.

For more information, see Server troubleshooting from the cloud.

Specify players for a site

You can now specify either the cloud player, on-premises players, or both to play the recordings of a
site. By default, both the cloud player and on-premises players are selected.

This feature is available with Session Recording server 2308 and later.

For more information, see Specify players for a site.

Fixes

+ Attempts to send storage consumption and session statistics to the Session Recording manage-
ment dashboard always fail for Session Recording servers with a French operating system. [SRT-
10219]
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April 2023
A daemon introduced for the cloud client

This release introduces a daemon to keep the Session Recording cloud client running and to automati-
cally repairit when it runs abnormally. The daemon is available in cloud client versions 7.38.10030.16
and later.

Activity feed

As a supplement to the Session Recording management dashboard, the Session Recording service
introduces an activity feed to improve data visibility and data visualization.

The activity feed gives you information about the events and tasks that happened in the past.

For more information, see the Activity feed article.

Email notifications

To get notified about specific events and tasks through email, you can now subscribe to email notifi-
cations.

You can subscribe to be notified about:

+ Resource usage alerts: When resource usage thresholds are exceeded

+ Server status changes: When the status of a Session Recording server changes

+ Storage maintenanceresults: Adigest of the results of automated tasks forarchiving and delet-
ing recordings

For more information, see Email notifications.

Fixes

« Automated tasks for archiving and deleting recordings are terminated if the target sessions are
still live. [SRT-9832]

+ If you edit more than one rule of a policy in the Session Recording service, your edits might not
take effect and a “Policy adding failed”erroris logged in your web browser console. [SRT-9754]

« Attempts to edit policy rules that have a Japanese name fail. [SRT-9675]
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February 2023
Support for scheduling cloud client upgrades

Previously, the Session Recording cloud client was automatically upgraded each time a new release
was issued. Starting with this release, you can upgrade the Session Recording cloud client immedi-
ately or schedule automatic upgrades. For more information, see Schedule cloud client upgrades.

Cloud client enhancement

We’ve enhanced the Session Recording cloud client in version 7.37.9010.3. This version of the cloud
client handles REST API requests and file streaming requests directly, which brings the following ben-
efits and changes:

« Previously, to make a Session Recording server work properly in the cloud, you must install an
SSL certificate on it and add a certificate binding in 1IS. Versions 7.37.9010.3 and later of the
cloud client don’t depend on the local certificates on Session Recording servers and don’t sup-
port the CUSTOMDOMAIN parameter.

For more information, see Connect existing Session Recording servers to the cloud or Install
Session Recording servers from within the cloud.

« Versions 7.37.9010.3 and later of the cloud client obliterate the need to configure the web
streaming service in 1IS if you want to use the cloud player only.

+ We’ve removed the web configuration file (Web.config) from <Session Recording server
installation path>/WebSocketServer, and use the registry instead for setting the transport
packetsize. You can locate the registry key at HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SessionRecordin

For more information, see Increase the transport packet size.

« The cloud client enhancement increases playback speed and creates a greater playback experi-
ence.

December 2022
Server installation from within the cloud

Previously, you could connect only existing Session Recording servers to the Session Recording ser-
vice. For more information, see Connect existing Session Recording servers to the cloud.

Starting with this release, you can connect any machine to the Session Recording service and then
install the Session Recording server component on it from within the cloud. After installation com-
pletes successfully, the machine becomes a Session Recording server that is connected to the Session
Recording service. To do so:
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1. Prepare a machine and install the Session Recording cloud client on it.
The machine is automatically connected to the Session Recording service, appearing in the Un-
allocated servers list on the Server Management page.

2. Verify that the machineisin the Ready to install status, and then click the installation icon. The
installation wizard appears.

3. Follow the wizard to install the Session Recording server component on the machine.

This new feature obliterates the need to download the Citrix Virtual Apps and Desktops installer or the
SessionRecordingAdministrationx64.msi file. It also performs domain joining and certificate binding
checks to prevent issues that might keep Session Recording servers from functioning after being con-
nected.

For more information, see Install Session Recording servers from within the cloud.

Improved experience in server onboarding

To connect a Session Recording server to the cloud, you must install the cloud client on it. Previously,
you had to manually enter a command to do that.

This release introduces a Generate command wizard where you can generate a command by provid-
ing the necessary information. The wizard also provides important reminders such as for certificate
binding. To open the wizard, click Generate command on the Server connection guide page or click
Continue configuration on the Session Recording service Welcome page and then click Generate
command.

For more information, see Connect existing Session Recording servers to the cloud and Install Session
Recording servers from within the cloud.

Playback justification logging

This release introduces playback justification logging and creates a Playback Logging page to aggre-
gate all playback logs. With playback justification logging enabled, each time a user plays a recording,
a dialog box appears, asking the user to enter a justification for playback. For more information, see
Playback logging.

November 2022
Session Recording management dashboard

The Session Recording service introduces a comprehensive management dashboard that helps you
gain insights into your system. The dashboard lets you monitor various aspects of your system, in-
cluding:
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« Server status

« Storage consumption

« Session statistics

« Client device information

For more information, see the Session Recording management dashboard.

Trace collection from cloud clients

Citrix collects traces from the cloud clients installed on on-premises Session Recording servers and
uses the traces for troubleshooting.

September 2022
Support for automatically archiving and deleting recordings on a regular basis

In addition to archiving and deleting recordings manually, you can now schedule site-level tasks to
automatically archive and delete recordings on a regular basis. For more information, see Manage
recordings.

Recording access control

You can now restrict access to selected recordings from within the Session Recording service. In addi-
tion to playback permissions, this feature provides more granular access control.

Citrix Cloud administrators assigned any of the following access permissions are allowed to place ac-
cess restrictions on recordings:

« Full access

+ Cloud Administrator, All role

+ Session Recording-FullAdmin, All role

+ Session Recording-PrivilegedPlayerAdmin, All role
+ Session Recording-ReadOnlyAdmin, All role

Restricted recordings aren’t accessible to Session Recording read-only administrators, that is, Cit-
rix Cloud administrators assigned only the Session Recording-ReadOnlyAdmin, All role. Session
Recording read-only administrators do not have permission to access the Restricted page or remove
access restrictions on the page. For more information, see Place access restrictions on recordings.
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July 2022
Support for 1912 LTSR

Previously, using the Session Recording service required a Session Recording 2203 or later deploy-
ment. Starting with this release, you can connect Session Recording servers in a 1912 LTSR deploy-
ment to the Session Recording service.

Support for archiving and deleting recordings

You can now archive and delete recordings using the Session Recording service. When archiving
recordings, you can choose to move the recording files to a different location from the one where
they were originally stored. When deleting recordings, you can choose to also delete the recording
files along with the database records.

For information about the archiving and deletion operations, see Manage recordings.
June 2022
Session Recording service is available in the Asia Pacific South (APS) region of Citrix Cloud

In addition to the US and EU regions, the Session Recording service is now also available for provision-
ing in the Asia Pacific South (APS) region of Citrix Cloud.

Load-balancing Session Recording servers across sites

You can now manage Session Recording servers by load-balancing them across multiple sites. You
can also create or activate a policy for all Session Recording servers in a site at a time. For more in-
formation, see Connect existing Session Recording servers to the cloud, Configure Session Recording
servers, and Configure session recording policies.

Custom domain name support for HTTPS requests

In addition to the default FQDN, a Session Recording server can now use, for HTTPS requests, a custom
domain name with an SSL certificate binding. For more information, see Connect existing Session
Recording servers to the cloud.
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Support for configuring additional event response actions from the cloud

You can now configure, from the cloud, the following actions in response to logged events in recorded
sessions:

« Lock session
+ Log off session
« Disconnect session

This feature is available for Session Recording 2206 and later. For more information, see Configure
event response policies.

April 2022
Session Recording service available in the EU region of Citrix Cloud

In addition to the US region, the Session Recording service is now also available for provisioning in
the EU region of Citrix Cloud.

Administrator logging data available in the Session Recording service

The Session Recording service presents administrator logging data for Session Recording server 2204
and later. The data contains logs of administrator activities and of applicable policies triggering
recordings. For more information, see Query administrator logging data.

Support for configuring playback permissions

By default, all Citrix Cloud administrators with the Session Recording role have permission to play all
recordings. You can now limit playback permissions so that Session Recording read-only administra-
tors can play only specific recordings on a target Session Recording server. For more information, see
Configure playback permissions.

Third party notices

July 18,2023

The Session Recording service might include third-party software licensed under the terms defined in
the following document:

The Session Recording service third party notices
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Known issues

December 9, 2025

+ A Session Recording server might persist in maintenance status. The issue occurs when the
Session Recording cloud client that you installed on the Session Recording server didn’t update
with the new release. As a workaround, complete the following steps:

1. Remove the cloud client package (SRCloudClientService.ms1) from the Session
Recording server.

2. Download a new cloud client package to the Session Recording server. To download the
package, navigate to Configuration > Server Management > Server connection guide
and then click Download.

3. Install the Session Recording cloud client by using a command similar to the following:

msiexec /i SRCloudClientService.msi CUSTOMERID="<Citrix Cloud

customer ID>" CLIENTID="<secure client ID>" CLIENTSECRET="<
secure client secret>" CUSTOMDOMAIN="<a custom domain name
of the Session Recording server>" PROXYMODE='"<set the value
to 1 or 2>" PROXYSERVER="<http://proxy.example.com:
proxy_port_number>" PROXYSCRIPT="<script address>"
PROXYBYPASS="<entries separated by semicolons (;)>" /1lxv "<
log path>" /qgn+

Note:

Versions 7.37.9010.3 and later of the cloud client don’t depend on the local certifi-
cates on Session Recording servers and don’t support the CUSTOMDOMAIN parame-
ter.

For information on the command variables, see Connect existing Session Recording

servers to the cloud.

« Accounts created in 2025 may be unable to use the Generate Command button. If the auto-
matic generation fails, assemble the installation command manually by applying your client ID

and secrets from secure client or service principal.

Get started

March 11, 2025

This section provides instructions for you to:
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+ Plan your deployment

+ Get-started guide

+ Connect existing Session Recording servers to the cloud

« Install Session Recording servers from within the cloud

» Deploy Session Recording resources to a cloud subscriptions
+ Schedule cloud client upgrades

Plan your deployment

September 7, 2025

Connectivity requirements
Session Recording cloud client

The Session Recording cloud client requires access to the following addresses:

« https://*.citrixworkspacesapi.net (provides access to Citrix Cloud APIs that the services use)

+ https://*.cloud.com (provides access to the Citrix Cloud sign-in interface)

+ https://*.blob.core.windows.net (provides access to Azure Blob Storage, which stores
updates for the Session Recording cloud client)

The cloud player requires access to the following address over WebSocket:

+ wss:/[*.apps.cloud.com (provides access to play back recorded session files)

Full url addresses

srs.apps.cloud.com
srs-eu.apps.cloud.com
srs-ap-s.apps.cloud.com
srs-a.apps.cloud.com
srs-b.apps.cloud.com
srs-eu-a.apps.cloud.com
srs-eu-b.apps.cloud.com

srs-ap-s-a.pps.cloud.com
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Full url addresses

srs-ap-s-b.apps.cloud.com

trust.citrixworkspacesapi.net

trust-us.citrixworkspacesapi.net

trust-eu.citrixworkspacesapi.net

core.citrixworkspacesapi.net

produssrcloudclient.blob.core.windows.net

Ports

With versions 7.40.13020.11 and later of the cloud client, you need to only open a single port (TCP port

443) for communication:

Source

Session
Recording cloud
client on each
Session
Recording server

Cloud clients earlier than version 7.40.13020.11 require you to open more ports:

Source

Session
Recording cloud
client on each
Session
Recording server

Destination

Citrix Cloud™and TCP (HTTPS,

Microsoft Azure

Destination

Citrix Cloud and
Microsoft Azure

Type

Websocket)

Type

TCP (HTTPS)

Port

443

Port

80, 443

Details

Communication
with Citrix Cloud
and Microsoft
Azure.

Details

Communication
with Citrix Cloud
and Microsoft
Azure.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

26



Session Recording service

Source Destination Type Port Details
Session Session TCP (Websocket) 8088,9090-9094  WebSocket
Recording cloud Recording service connection

client on each
Session
Recording server

between the
Session
Recording cloud
clientand the
Session
Recording service

Proxy

You can set up a proxy when installing the Session Recording cloud client. For more information, see

Connect existing Session Recording servers to the cloud.

Increase the transport packet size

1. Onthe Session Recording server whereyou installed the cloud client, browse to HKEY_LOCAL_MACHINE\SO

2. Edit the BlockSizeMultiple value.

The default value is 4 (16 KB). We recommend you set the value to 8 (32 KB).

4 Begistry Finder - Administrater - [Lesal Regitsny]

Filg Edt 'Wepw Foworter Window Help

£z Local Reghtry |
Ky X Mares
w Citrin ~ | (Defpul)
- Audibor Cloud
CloudChentSerade
Citsix Dupsktes Dinlienry Cor
Ingalliigens
Kostainstsl
- Sessmnfecording
CloudChentieracs
w Smartfuditor
Server
AenTook
XemToohinstaller
KenToohMetSettingd
Clappes
Clarity
bt
Googh
Initd
Micippodt
Monily
ooec
Pasines
Pelicies

Crashyy bt
£ ¥ £

1 Blor ey B iple
= SeiiionRescadingULID

HKEY_LOCAL MACHINESOFTWARE Cigri' Sessionfecordng’ CloudChent Serioe

HEEY_LOCAL MACHMNESOF TWARE Citra SerianRetonding CloudChenlSerade
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¥

Egyic 0 ‘aluez 2 Selected: |

© 1997-2026 Citrix Systems, Inc. All rights reserved.

27


https://docs.citrix.com/en-us/session-recording/service/get-started/connect-existing-session-recording-servers-to-the-cloud.html

Session Recording service

Install certificates in IIS
Note:

If you’re using version 7.37.9010.3 or later of the cloud client and want to use the cloud player
only, you can skip this step.

Add an SSL binding in lIS so that:

« The Session Recording servers can connect to Citrix Cloud properly.
« You can use HTTPS to access the player.

For more information, see step 1 of HTTPS configuration.

Switch to web streaming service version 2.0

Note:

If you’re using version 7.37.9010.3 or later of the cloud client and want to use the cloud player
only, you can skip this step.

A fresh installation of Session Recording 2103 and later connects your web browser to the web
streaming service hosted in IIS when you access the player. The web streaming service hosted in IIS
is versioned 2.0, as indicated by WebSocketServerVersion under HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\SmartAuditor\Server.

[ Registry Editor - X
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server

v | SOFTWARE ~ | Name Type Data A
7-Zip b DatabaseFailoverPartner REG_SZ
Business Objects ab| DatabaseName REG_SZ CitrixSessionRecording2
v Citrix $%| DeferredHashCalcFileSizeThreshold REG_DWORD 0x00200000 (2097152)
Citrix Desktop Delivery Controller || g pormantTimelnHours REG_DWORD 0x00000030 (48)
InstallAgent 4 EnableAnalytics REG_DWORD 0x00000001 (1)
Metainstall 4 EnableAzureSQLService REG_DWORD 0x00000000 (0)
v SmartAuditor 4 EnableRecordingActionLogging REG_DWORD 0x00000001 (1)
EEe] 3 EnableSRStoragelogging REG_DWORD 0x00000001 (1)
XenDesktop 3% EnableWebBasedSrPlayer REG_DWORD 0x00000001 (1)
] aB)LinkExpire REG_SZ 1728000000000
XenToolsNetSettings !
Classes aB)LinkHost REG_SZ
Clionts a8)LinkSalt REG_SZ kk20d974
DefaultUserEnvironment #4|LoggingBlockState REG_DWORD 0x00000000 (0)
dotmet a¥)LoggingDatabaseFailoverPartner REG_SZ
GitForWindows a¥)LoggingDatabaseName REG_SZ CitrixSessionRecordingLogging
Google #)LoggingloggingState REG_DWORD 0x00000001 (1)
ntel #8MaxOpenFiles REG_DWORD 0x00002710 (10000)
JavaSoft 1) MaxRolloverFileSizelnMB REG_DWORD 0x0000012¢ (300)
JeMetics #4)PlaybackProtection REG_DWORD 0x00000001 (1)
Microsoft #4)PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
MozillaPlugins a8)policyFilePath REG_SZ C:\Program Files\Citrix\SessionRecording\Server\A...
ODBC #)policyFileRefreshPeriodinSeconds REG_DWORD 0x0000012¢ (300)
OpenSSH $2)RoleBasedSecurityEnabled REG_DWORD 0x00000001 (1)
Partner #RolloverFileSizelnMB REG_DWORD 0x00000032 (50)
Policies #)RolloverTimelnHours REG_DWORD 0x0000000c (12)
Python #%)SkipReceiverVersionCheck REG_DWORD 0x00000001 (1)
Qualys ab)SmAudDatabaselnstance REG_SZ 10.108.92.40
RegisteredApplications $%4)WebPlayerDisableAllRecording REG_DWORD 0x00000000 (0)
< > v

An upgrade installation from an earlier version to Session Recording 2103 and later connects your web
browser to the Python-based web streaming service (version 1.0). To connect to the web streaming
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service hosted in IIS, run the <Session Recording Server 1dnstallation path>\Bin\
SsRecUtils.exe -enablestreamingservice command.

Get-started guide

March 11,2025

The get-started guide outlines the necessary procedures for new and experienced administrators to
deploy and use the Session Recording service.

1. Access the Session Recording service hosted in Citrix DaaS.
Tip:

To access the Session Recording service, scroll down in the Daa$ navigation pane and lo-
cate Session Recording which is at the same level as the Manage menu. You can hover
over and pin the Session Recording menu to the top PINNED section of the navigation
pane for quick access.

ifrIX | DaaSPremium Je 0} TST testing | g v
Q Home - 5 CHE O
EditHome
PINNED |v % il
Local Host Cache or Service Continui foryour user s to Zones
— Resources [ Sessions €3 Recommendations
MANAGE >
) Sessions launched in last 7 days Try Secure Private Access and reduce costs to access non-
virtualized apps
Machines 12 1
2\ [ L
o ! . cur remote access to web, Saas, and cient.servar
5 Applications 6 “
@ No session launched for the last 7 days.
Avalabilty state &3 Delivery Groups 1 4
oo ,
Unregistered &) Machine Catalogs 2
r " \ " " e vars
- Go to Monitor > Viewall
& What's new (Featsred Es Preview features (9) B Configuration guides
Citrix Workspace app for macOS 2411 is now Generally . © WebStudioTest_Auto

Simplify the management of your Citrix deployment with guides that offer
essential resources and instructions for successful configuration.

MCS image management is now Generally Available!

1CS image management is now  Azure and Viware. In Azure, you can

e

Citrix Virtual Apps and Desktops 7 2411 is now Generally
Available!

X Optimized Webcam
features, and HOX Direct,

The Session Recording service displays its welcome page.
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Daa$ Premium

TSTtesting o

B Dass > Session Recording >

Welcome to Session Recording

Record, categorizé, and archive virtual apps and desktops.
sessions for retrieval and playback.

Get started with the Session Recording service with centralized management of policies, playback, and server configurations.

® ® ® ® ®
=] g E 2

Set up Session Recording Configure server settings Install Session Recording Configure recording Grant permissions to
policies administrators

ii0

Familiar with configuring Session Recording? Skip guide

Tip:

You can also access the welcome page by clicking the question mark icon (?) in the upper

right corner of any Session Recording service page. For example, see the following screen

capture:

i CirX  DaaSPremium 2 o) TST_testing o v
Dass a
[ Dasho
LINLINKUANGO02 v =]
Servers v Refresh  Last refreshed: Mar 10, 2025, 4:15:18 PM
Servername CPUusage Memoryussge  ©  Networklrecevel  ©  Network(send)  ©  Numberof e sessions
LINLINKUANGO002 " Jo JT . 35Kbps . 1eKops 4
&
Storage Mar 2-8, 2025
Storage locations Total size of al recordings 7-day total 7-day average Weskday average
2 0.03 s 171% 0.02 a8 V78% O Oce
Total size of al recordings (GB): Al ocations Size of gener
100 24
16
s0
°
0 0
Moz Mar3 Mard  MerS  Mar6  Mar7  Mars Merz  Mer3 M4 MarS  Mar6  Mar7  Mars
o Nion T Wed Tha (il St Sin ion Toe ied Thu i Sat
ons Totalsize Storage locations 7-day g Weskday ave.
o008 B cibrokenrecordings 0.068 0068

Clicking the question mark icon (?) makes the Return to welcome page option available.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

30



Session Recording service

itriX | DaaS Premium

B Dass > Session Recording > Dashboard
wd

‘ LINLINKUANGO02 ~
Servers
Servername CPUusage
LINUINKUANGO02 4%
Storage
Storage locations Total sze o all recordings
2 0.03 e 171%
Total size of all recordings (GB): All locations
200
s0
3
Moz Mara M4 Ma5  Mare  Mar7  Mars
Sin on Tie Wed The i Sad
Storage locations Total size
Alllocations 0068

Memory usage

Do

7-day total

0.02 ¢ V78%

TST testing | op v
Help X
Manage admin authorization
7
CvRefresh Lastre  Document tation &
Network (receive) Network (send) Return to welcome page
o 35Kbps o 14 Kbps
[}
7-day average Weekday avera
Oce O
Size of generated recordings (GB)
24
16
s
o
Marz  Ma3  Mard M5 Mae  Mar?
Sun Mon Tue Wed Thu Fri
Storage locations 7-day ave.
& cibrokenrecordings! 0068

2. On the welcome page, review the Session Recording service’s deployment and usage proce-

dures. If you’ve already installed the Session Recording server and agent and are familiar with

the configuration, click Skip guide to go directly to the service pages for setup. Otherwise, click

Get started to begin deployment.

3. (Optional) Follow the wizard to complete the getting started procedures.

a) Server setup: This page guides you through installing the Session Recording server and
connecting it to the cloud by downloading and installing the cloud client on it.

Daa$ Premium

Configure Session Recording X

@ serversewn

(- J&=>

6%
oo TSTtesting | oo v

Install Session Recording servers

the cloud
a cloud subscription

+ Install Ses:
loy Set

Connect to Session Recording servers ® Watchvidoo
Step 1: Download the Session Recording cloud client to the target server

Step 2: Install the Session Recording cloud client on the target server
the command to install For seethe

Installation Guide.

Generate command

Step 3: Refresh
After the s:
Sessi

& cloud client complates instalation, the target sarver is connected o the
Click. P Itmight take 2 few
be detected.

Connected servers
0 sites e,
> Unallocated servers 1 Servers
> HAOS 1 Servers, 0 Available
> LINUNKUANGOO2 1 Servers, 1 Available

®

b) Server settings: This page displays essential server settings for using the service. More

settings can be configured later, as detailed in Server settings.
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2000 TST._testing com: v
Configure Session Recording X
Configure server settings © Watchvideo
@ serversewn

@ serversetings
File storage location

@ Agentinstallation

@ Fecording pices
Radoeaton

Certificate

files will be stored without a signature.

Customer Experience Improvement Program

tomake

@ Join the Citrix Customer Experience Improvement Program

@ ®

c) Agent installation: This agent installation prompt reminds you that the Session Record-
ing agent, which is essential for recording sessions and capturing detailed user activity,
must be installed. Install it on each target VDA to record hosted sessions.

TST.testing >
Configure Session Recording X
@ senversewn Install Session Recording agents

The Session

in the product documentation to nstall a

@ serversetings

tyou skip thi step.

@ gt nstation

@ re

(- Y= ®

d) Recording policies: Activate a recording policy to enable session recording on a specific
site. The policy you activate applies to all Session Recording servers of the site. For policy
configuration details, see the Configure policies chapter.
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e TSTtesting | oop, v
Configure Session Recording X
Configure recording policies ® Watchvideo
By detaut
2corcin. Only e polcy S o acivate for 3 S ot 8t
Site
T
@ = cusom
D sitesta custom
® Hominautn
Systom
detined
System,
detined
Systom-
el

enabled (for everyone, with notification)

a

e) Admin authorization: This page remindsyou to assign permissions to administrators. For
more information, see Administrator permissions.

o TST testing | v
Configure Session Recording X
Grant permissions to administrators @watch iceo
@ serversetup )
ol
Retresh o
@ Serversettings
Authorized users and user groups
@ Agentinsatation a
@ Fecordingpolces iz e oo
User Custom
® Admnutnorzaon s Ftnin
User Full Admin
user custom
User Full Adnin
user custom
User Full Adnin
user Full Admin
User Full Adnin
user Full Admin

|::>

Connect existing Session Recording servers to the cloud

December 3, 2025

You can connect Session Recording servers in a 1912 LTSR, 2203, or later deployment to the Session
Recording service.

Before proceeding to the following steps on each server you want to connect, watch the video about
connecting Session Recording servers:
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CIlIIX

Note:

Since July 2023, Microsoft has renamed Azure Active Directory (Azure AD) to Microsoft Entra ID. In
this document, any reference to Azure Active Directory, Azure AD, or AAD now refers to Microsoft

Entra ID.

Steps

To connect an existing Session Recording server to the Session Recording service, complete the fol-

lowing steps on the server:
1. Allow the outbound ports based on the version of your cloud client.

« If you are using version 7.40.13020.11 or later of the cloud client, allow the outbound port

443 only.
+ Ifyou are usinga cloud client earlier than version 7.40.13020.11, allow the outbound ports

80, 443, 8088, and 9090-9094.

2. Download and install the Session Recording cloud client. After the Session Recording cloud
client completes installation, the target server is connected to the Session Recording service.

Note:

A daemon maintaining the cloud client’s running state is available for versions
7.38.10030.16 and later of the cloud client. The daemon automatically fixes the cloud
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client when it runs abnormally.

a) Signin to Citrix Cloud.
b) Inthe upper left menu, select My Services > Daas.

c) Inthe DaaStile, scrolldown in the left navigation pane and select Session Recording. You
can hover over and pin the Session Recording menu to the top PINNED section of the
navigation pane for quick access. You can reorder pinned menus by dragging them to the
desired places.

d) In the Session Recording service view, select Configuration > Server Management from
the left navigation.

e) Click Download on the Server connection guide page.

= CilmiX | paas Premium 2 o - M
Server connection guide X
@ The following steps walk you through the procedure of connecting a Session Recording server to the Session
Recording service.
To create a new Session Recording deployment with your host connections, click Create site on the Server
Management page.
Step 1: Download the Session Recording cloud client to the target server

Step 2: Install the Session Recording cloud client on the target server

Generate a command and then use the command to install the cloud client. For more information, see the Installation

®

« The Generate command button for cloud clientinstallation is unavailable for the
administrators that are added through Azure AD groups.

+ You can also access the Download and Generate command buttons by clicking
Continue configuration on the Session Recording service welcome page:

f) Install the cloud client on the Session Recording server. To do that, run a command as an
administrator from the location of the cloud client .msi file that you downloaded earlier.

You can enter a command manually or generate a command by clicking Generate com-
mand on the Server connection guide page.
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CifTIX | Daas Premium

20 co

Server connection guide

Recording service.

Management page.

Step 1: Download the Session Recording cloud client to the target server

Step 2: Install the Session Recording cloud client on the target server

Guide.

Generate command

Step 3: Refresh

take a few minutes for your servers to be detected.

© The following steps walk you through the procedure of connecting a Session Recording server to the Session

Tocreate a new Session Recording deployment with your host connections, click Create site on the Server

Generate a command and then use the command to install the cloud client. For more information, see the Installation

After the Session Recording cloud client completes installation, the target server is connected to the Session
Recording service. Click Refresh on the Server Management page to update the list of connected servers. It might

X

®

Answer questions and provide information where necessary on the Generate command
page. After that, click the Generate command button.

Generate command

To generate a command, answer the following questions and provide specific information where
necessary.

Are you using a proxy setup?

O Yes @ No

® Enable verbose logging

Log path

C:\CloudClientServicelnstall.log

Generate command

Close
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Generate command

Proxy bypass (optional) @

@ Enable verbose logging

Log path

C:\CloudClientServicelnstall.log

(@ Copy

msiexec /i SRCloudClientservice.msi CUSTOMERID="2viumgl7qifl"
PLOYMENTLOCATION="Production” 0-4dvf-bdd2-6b2c92a4da12”

CLIENTSECRET=" (YMODE: "1 /1M

"C:\CloudclientserviceInstall.log" STAGING="false" TEST="true" /qn+

@ Make sure to run the command as an administrator from the location of the .msi file.

If you modify the answers or provide different information after clicking the Generate
command button, the generated command automatically updates accordingly. The Gen-
erate command button is available again after you sign out and sign back in to Citrix

Cloud.

The command is similar to the following:

msiexec /i SRCloudClientService.msi CUSTOMERID="2viumgl7qifl"

DEPLOYMENTLOCATION="Production"

CLIENTID="edb604f6-ad50-4

dbf-bdd2-6b2c92a4dal2" CLIENTSECRET="yPj5zU_BVuo30d2eZTHaCw
==" PROXYMODE="1" PROXYSERVER="1" /1xv "C:\
CloudClientServiceInstall.log" STAGING="false" TEST="true"

/qn+

Where:

+ SRCloudClientService.msi installs the Session Recording cloud client that enables
interaction with Citrix Cloud. Download or copy the .msi file to each Session Record-

ing server you want to connect.

Note:

The status of a Session Recording server might not change to Offline after you
stop the cloud client service (CitrixSsRecCloudClientService) on it. For more in-

formation, see Configure Session Recording servers.

Citrix® collects traces from the cloud clients installed on on-premises Session

Recording servers and uses the traces for troubleshooting.

« CUSTOMERID is a required parameter. You can find the Citrix Cloud customer ID in
the upper right corner of the Citrix Cloud console. You can also find it on the Secure
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Clients tab (Identity and Access Management > APl Access > Secure Clients). For

example, see the following screen capture:

« |dentity and Access Management

Authentication ~ Administrators APl Access  Domains  Recovery
EEMSCTNSE  Product Registrations

Secure Clients are used to interact with Citrix Cloud APIs. Learn more about the APIs.

To use a secure client in a silent Cloud Connector install or to access Citrix Cloud APIs, use zok9h8n3pizo as the customer ID parameter.

Name your Secure Clien Create Client
Name D Created By Creation Date Last Used Date Actions
4:20113 PM Mar 2, 2022 @
2:02:39 PM Mar 7, 2022 5:10:29 PM Mar 7, 2022 &
4:22:24 PM Feb 8, 2022 1:35:13 PM Mar 30, 2022 @

« CLIENTID is a required parameter. The secure client ID is a Universally Unique Identi-
fier (UUID) automatically generated when you create the secure client. Secure clients
are used to interact with Citrix Cloud APIs.

« CLIENTSECRET is a required parameter. The secure client secret shows only once —
at the client creation time. After the secure client is created, click Download to save
both the secure client ID and the secure client secret in afile.

Note:

You need the secure client ID and secure client secret of the secure principal that
will be used to install the Session Recording Cloud Client.

To obtain these values, you must first create a secure principal in Citrix Cloud.

Ensure that the secure principal is created with Full Access permissions.

BRI Product Resistrations

Secure Clienls are used to interact with Citrix Cloud APls. Learn more about the APls.

Touseasec 3 Dporameter

Named [ @ Last Used Date

6:57:19 PM Jan 5, 2022
ID and Secret have been created successfully N

It i 210:22 PM Jan 19, 2022

Secrel. sessssasrsnsersasesenns @ [ o |
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+ PROXYMODE is an optional parameter. Set the value to 1 or 2 to enable a manual or
automatic proxy setup for the Session Recording service, respectively. If you leave the
parameter unspecified, the default value is 0, which means the proxy is disabled.

+ PROXYSERVER is an optional parameter. However, if you set PROXYMODE to 1, this
parameter is required. It specifies the proxy server name or IP address and the proxy
port number. For example, http://proxy.example.com:proxy_port_number.

+ [*vis an optional parameter. It specifies verbose logging.
+ [gqn+is a required parameter. It specifies a silent install with a user prompt at the end.

After the Session Recording cloud client completes installation, the target server is con-
nected to the Session Recording service. Click Refresh on the Server Management page
to update the list of connected servers. It might take a few minutes for your servers to be
detected.

Server management

You can manage Session Recording servers by load-balancing them across multiple sites. A site can
contain multiple Session Recording servers that connect to the same Session Recording database.

After you connect a Session Recording server to the Session Recording service, the server is automat-
ically grouped to the site connected to the same Session Recording database. If no such site is avail-
able, the server becomes a site itself and the site name is the name of the server.

You can perform the following actions for server management:

+ Create and edit sites with custom names and descriptions.

+ Expand sites to access Session Recording servers in them.

+ Draganddrop Session Recording servers to different sites. You can also change a server’s site by
clicking the Settings icon of the server. The Settings icon is present only for available servers.

+ Configure server settings. For more information, Configure Session Recording servers.

Install Session Recording servers from within the cloud

September 7, 2025

You can connect existing Session Recording servers to the cloud. You can also install Session Record-
ing servers directly from within the cloud.
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This feature obliterates the need to download the Citrix Virtual Apps and Desktops installer or the Ses-
sionRecordingAdministrationx64.msi file. It also checks domain joining to prevent issues that might
keep Session Recording servers from functioning after being connected.

This article walks you through the process of installing a Session Recording server from within the
cloud and provides guidance for post-installation actions.

Note:

Since July 2023, Microsoft has renamed Azure Active Directory (Azure AD) to Microsoft Entra ID. In
this document, any reference to Azure Active Directory, Azure AD, or AAD now refers to Microsoft
Entra ID.

Installation steps

To install a Session Recording server from within the cloud, connect a machine to the Session Record-
ing service and then install the Session Recording server on it from within the cloud. To do so:
1. Prepare a machine.
2. Allow the outbound ports based on the version of your cloud client.
+ If you are using version 7.40.13020.11 or later of the cloud client, allow the outbound port
443 only.
« Ifyou are usinga cloud client earlier than version 7.40.13020.11, allow the outbound ports
80, 443, 8088, and 9090-9094.
3. Download and install the Session Recording cloud client on the machine.

Note:

A daemon maintaining the cloud client’s running state is available for versions
7.38.10030.16 and later of the cloud client. The daemon automatically fixes the cloud
client when it runs abnormally.

a) Signin to Citrix Cloud.

b) Inthe upper left menu, select My Services > Daas.

c) Inthe DaaStile, scroll down in the left navigation pane and select Session Recording. You
can hover over and pin the Session Recording menu to the top PINNED section of the
navigation pane for quick access. You can reorder pinned menus by dragging them to the
desired places.

d) In the Session Recording service view, select Configuration > Server Management from
the left navigation.
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e) Click Download on the Server connection guide page.

= CIilriX | paas Premium L] cein v

Server connection guide X

© The following steps walk you through the procedure of connecting a Session Recording server to the Session
Recording service.
Tocreate a new Session Recording deployment with your host connections, click Create site on the Server
Management page.

Step 1: Download the Session Recording cloud client to the target server

Step 2: Install the Session Recording cloud client on the target server

Generate a command and then use the command to install the cloud client. For more information. see the Installation
Guide.

Generate command

Step 3: Refresh

After the Session Recording cloud client completes installation, the target server is connected to the Session
Recording service. Click Refresh on the Server Management page to update the list of connected servers. It might
take a few minutes for your servers to be detected.

®

+ The Generate command button for cloud client installation is unavailable for the
administrators that are added through Azure AD groups.

+ You can also access the Download and Generate command buttons by clicking
Continue configuration on the Session Recording service welcome page:

f) Install the cloud client on the machine. To do that, run a command as an administrator
from the location of the cloud client .msi file that you downloaded earlier.

You can enter a command manually or generate a command by clicking Generate com-
mand on the Server connection guide page.

= CilriX | paas Premium 2" e ceo: v

Server connection guide X

© The following steps walk you through the procedure of connecting a Session Recording server to the Session
Recording service.
Tocreate a new Session Recording deployment with your host connections, click Create site on the Server
Management page.

Step 1: Download the Session Recording cloud client to the target server

Step 2: Install the Session Recording cloud client on the target server

Generate a command and then use the command to install the cloud client. For more information, see the Installation
Guide.

Generate command

Step 3: Refresh

After the Session Recording cloud client completes installation, the target server is connected to the Session
Recording service. Click Refresh on the Server Management page to update the list of connected servers. It might
take a few minutes for your servers to be detected.

®

Answer questions and provide information where necessary on the Generate command
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page. After that, click the Generate command button.

Generate command X

To generate acommand, answer the following questions and provide specific information where
necessary.

Are you using a proxy setup?

O Yes @ No
® Enable verbose logging

Log path

C:\CloudClientServicelnstall.log

Generate command

®

Generate command X

Are you using a proxy setup?
@Ys (N

Proxy mode

[ Manual v

Proxy server @

: \

Proxy bypass (optional) @

@ Enable verbose logging

Log path

C:\CloudClientServicelnstall.log

(@ Copy

msiexec /i SRCloudClientservice.msi CUSTOMERID="2viumgl7qifl"
DEPLOYMENTLOCATION="Production” CLIENTID="edb664f6-ad50-4dbf-bdd2-6b2c92a4da12”
CLIENTSECRET=" PROXYMODE="1" ="1" /1*v
“c:\CloudclientserviceInstall.log" STAGING="false" TEST="true" /qn+

@ Make sure to run the command as an administrator from the location of the .msi file.

®

If you modify the answers or provide different information after clicking the Generate
command button, the generated command automatically updates accordingly. The Gen-
erate command button is available again after you sign out and sign back in to Citrix
Cloud.

4. Verify that the status of the machine shows Ready to install, and then click the installation icon.
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Server Management

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide.

—+ Createsite  C* Refresh

v Unallocated servers

Servers that do not belong to any load-balancing site. 1 server

Cloud client version
AUTOSERVER1 S i C L
erver version T Te000% O Ready toinstall

e}

Follow the wizard to install the Session Recording server component on the machine.

Install Session Recording X
sr-p2uyo2e-0

0 Overview Prerequisites m

@ Serverinavalid domain

@ Databases and logging Load-balancing site
@ Create a new site srtest ]
@ Summar Add to a non-empty site
Components to install Version:| 2308 v

Session Recording server
Session Recording broker and storage management

Session Recording administrator logging
Administrator logging captures Session Recording server configuration changes and recording
activities to the session recording database

Session Recording datahase
Session Recording database

Installation location
Specify the location for the installation

| C:\Program Files\Citrix ‘ Check path

@ Path valid

©

a) On the Overview page, complete the following steps:

i. Run a check to verify that the machine is in a valid domain.

The prerequisite check is to prevent issues that might keep Session Recording servers

from functioning after being connected.

iii. Choose a server version to install.

v. Specify an installation path and verify that the path is valid.

v. Click Next to proceed to the Databases page.
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b) Onthe Databases page, choose whether to use a cloud database, fill the fields accordingly,
and then click Test connection to test the connectivity to the Session Recording database
and the administrator logging database.

Install Session Recording X
CNENG5REQMKF8PX
o Overview Databases

We will create 2 SQL databases for recording and logging data, respectively. Specify the
instance name and customize the database names as needed.
@ Databases and logging

() Use cloud database
@ Summary Instance name

| |

Session Recording database name

| |

Administrator logging database name

| |

Test connection

Administrator logging options

Enable administrator logging

Enable or disable the administrator logging service.

Enable mandatory blocking

Lets you allow or block changes to policies and server properties if logging fails.

@D ®

Tip:

+ If you allocated the machine to an existing non-empty site earlier, the fields on
the Databases page are automatically filled.

+ You can deploy the Session Recording database on the following cloud SQL data-
base services:

« Azure SQL Database

« Azure SQL Managed Instance

« SQL Server on Azure Virtual Machines (VMs)
« AWS RDS

« Google Cloud SQL Server
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Install Session Recording X
serverl
@ overview Databases
We will create 2 SQL databases for recording and logging data, respectively. Specify the
@ Databases and logging instance name and customize the database names as needed.

@ Summary Use cloud database

Database service type

[ Azure SQL Managed Instance A4 ]

Instance name

{ Enter instance name }

User name

Enter user name }

Password

Enter password ]

Session Recording database name

[ Enter database name ]

Administrator logging database name

[ Enter database name ]

Administrator logging options

Enable administrator logging

Enable or disable the administrator logging service.

+ Instance name: If the database instance isn’t a named instance, you can use only the

computer name of the SQL Server. If you have named the instance during the instance
setup, use computer-name\instance-name as the database instance name. To deter-
mine the serverinstance name that you are using, run select @@servername on the
SQL Server. The return value is the exact database instance name. If your SQL server
is configured to be listening on a custom port other than the default port 1433, set
the custom listener port by appending a comma to the instance name. For example,
type DXSBC-SRD-1,2433 in the Instance name text box, where 2433, following the
comma, denotes the custom listener port.

+ Session Recording database name: Type a custom database name. If the Session
Recording server and the database instance are installed on different machines, grant
the sysadmin role permission on the database to the machine where the Session
Recording server is installed. If both the Session Recording server and the database
instance are installed on the same machine, grant the sysadmin role permission on
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the database to the machine where the Session Recording server is installed and to
the NT AUTHORITY\NETWORK SERVICE and NT AUTHORITY\SYSTEM accounts. Click
Test connection to test the connectivity to the SQL Server instance and the validity
of the database name.

+ Administrator logging database name: The administrator logging database name
must be different from the Session Recording database name. After typing the admin-
istrator logging database name, click Test connection to test the connectivity to the
administrator logging database.

« Enable administration logging: By default, the administration logging feature is en-
abled. You can disable it by clearing the check box.

+ Enable mandatory blocking: By default, mandatory blocking is enabled. The nor-
mal features might be blocked if logging fails. You can disable mandatory blocking by
clearing the check box.

Session Recording now supports different types of sgl authentication, please refer to the
following table for details:

Supported Sql Authentication Method Supported SQL Server Type

« On-Premises SQL Server
SQL Server Authentication + Azure SQL Database

+ Azure SQL Managed Instance

« SQL Server on Azure VMs

« AWS RDS

+ Google Cloud SQL Server

Microsoft Entra ID Password Authentication with « Azure SQL Database
Cloud Managed Entra id account + Azure SQL Managed Instance
Microsoft Entra ID Service Principal Azure SQL Managed Instance

Authentication with Cloud Managed Entra id
account

Note:

Need to install OLE DB Driver and ODBC Driver on the same machine as the cloud
client.

c) Onthe Summary page, verify your settings and click Install.
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Install Session Recording X
sr-p2uyo2e-0

Q Overview Summary
Component
0 Databases and logging Session Recording server

Session Recording administrator logging

Session Recording database

@ Summary

Version
2308

Installation location
C:\Program Files\Citrix

Databases

Instance name

tcpisessionrecording-p2uyo2eunvalo.database.windows.net, 1433

Session Recording database name

sessionrecording

Administrator logging database name

sessionrecordinglogging

@ ©

d) Check the installation progress by clicking the icon next to Installation in progress.

Server Management ®

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide

-+ Createsite ™ Refresh

v Unallocated servers

Servers that do not belong te any load-balaneing site. 1 server

Cloud client version
AUTOSERVER1 Server version o b0 B} installation in progress 0]

For example, the installation has progressed to the first step.
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Install Session Recording X
AUTOSERVER1

Step 1 of 4: D: i i ing ini: i 4.msi

Installation in progress. You can close this dialog and check back later. After the installation completes, you can find the server under
Site srtest on the Server Management page.

®

Afterinstallation completes successfully, the machine becomes a Session Recording server
that is connected to the Session Recording service. You can find the server under the site
that you created or specified. Refresh the Server Management page to view all connected

servers.

Server Management @
Manage your Session Recording servers by load-balancing sites and configuring server settings.

To add Session Recording servers, follow the Server connection guide.

—+ Createsite (¥ Refresh

> Unallocated servers (Empty)

Servers that do not belong to any load-balancing site. 0 server

e srtest 1 server, 1 available
Server version Cloud client version )
AUTOSERVER1 RN AT @ Available B

If the installation fails, click the icon next to Installation failed and run diagnostics to iden-
tify possible issues. Fix the issues if any, restart the machine, and then restart the installa-
tion wizard.
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Install Session Recording pd
TESTE]

0 Installation failed

Run diagnostics to identify possible issues. Restart the installation wizard when you are ready to retry.

S

Restart installation wizard %

Post-installation actions

After installing a Session Recording server from within the cloud, perform the following operations:

+ Connect the newly installed Session Recording server to the target Session Recording agent.
Go to the target VDA or VDI machine and open Session Recording Agent Properties. Type the
computer name of the machine where you installed the Session Recording server. Type the
protocol and port information for the connection to the Session Recording server.
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« Configure server settings, policies, and playback permissions based on your needs.

« Launch sessions to verify that sessions are recording.

+ View administrator logging data.

+ Gotothe Session Recording management dashboard to gain insightsinto your deployment. For
fresh installations, data is not immediately available on the dashboard.

Deploy Session Recording resources to a cloud subscription

September 7, 2025

This article provides information on deploying Session Recording resources to an Azure subscrip-
tion.

You can deploy the following Session Recording resources to an Azure subscription from within the
Session Recording service:

+ Session Recording servers
+ Databases

 Storage

+ Load balancer

There are two ways of deploying Session Recording resources to an Azure subscription:

+ Use a host connection that connects to the Azure subscription. Creating a host connection
requires you to provide your subscription information. For more information, see Create and
deploy a site through a host connection later in this article.

« If you do not want to provide your subscription information, create an Azure Resource
Manager template (ARM template) that contains how and which resources you want to deploy.
For more information, see Create and deploy a site through an ARM template later in this article.

Create and deploy a site through a host connection

This section guides you through the procedure of creating and deploying a site through a host con-
nection and the following operations that can be performed on a site deployed this way:

+ Add resources to an existing site deployed on Azure
+ Change the IP addresses that are allowed to access the load balancer
« View actual costs for using Azure
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Create and deploy a site through a host connection

1. Select Configuration > Server Management from the left navigation of the Session Recording

service.

Server Management

+ Createsite (¥ Refresh

Manage your Session servers by load-bal
To add Session Recording servers, follow the server connection guide.

sites and

ing server settings.

No data available.

2. Onthe Server Management page, click Create site. The Create Site page appears.

Create site

@ Site information

m CanCEI

What would you like to do?

X

I+

-

Create an empty site
Create a site and add servers later

@

s
oo

Site name

Create and deploy a site through a host connection
Deploy Session Recording resources using a host connection that connects to
your specific cloud subscription. Learn more

Create and deploy a site through an ARM template
Create an Azure Resource Manager template (ARM template) to deploy Session
Recording resources in Azure. Learn more

Description (optional)

©

3. Select Create and deploy a site through a host connection. The main steps are listed in the

left navigation.
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Create site X

Site information h
@ What would you like to do?
@ About your deployment

Jptiona - -

Optional I’+‘| Create an empty site
@ Net L) Create a site and add servers later

tual machines . .
@ Virtual machin C\‘ Create and deploy a site through a host connection
@ Deploy Session Recording resources using a host connection that connects to
@ Domain and certificate your specific cloud subscription. Learn more
@ Storage .
— Create and deploy a site through an ARM template

. -DDD Create an Azure Resource Manager template (ARM template) to deploy Session
@ Databases Recording resources in Azure. Learn more
Load balancer
® = -

Optional Site name
@ Summar Description (optional)

Host Connection

|' APIAutoTestTurnkey v ‘

Add connection

®

4. Enter a site name and description, select a host connection that connects to your Azure sub-

scription, and specify a region.

« Ifyoudon’thave a host connection in place, add one by referring to Add a host connection
later in this article.

+ Azure Government regions aren’t supported.

5. After completing the site information, click Next to continue.

6. (Optional) To get recommendations for VM and storage configurations, provide information
about your recording needs.

You can skip this step by clicking I’m good, skip this step or by clicking Next with nothing
selected.
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Create site hd

Site information
o Tell us about your recording needs, so we can provide some recommendations for your

VM and storage configurations.
@ About your deployment ® 8
L

Optional
@ tewo

@ rtual machines The following information helps determine the recommended number of Session

Recording servers.
@ Domain and certificate
How many cencurrent sessions do you have at most?

(® storage 4,000-6,000 v
(@ Database
Load balancer
® Gofora

@ Secure client

@ < a ‘ Some, the display changes but not drastically % ‘

Recommended number of servers: 3 K) reset

The following information helps determine the recommended storage capacity.

How much visual movement do your sessions typically have?

How many sessions do you need to record per day?

‘ 5.000-10,000 v ‘

For how long do you need to retain each recording file?
‘ 15-30 days v ‘

Recommended storage capacity: 30TiB ‘] reset

C- Y ®

When you select an option from the drop-down list, a recommendation is presented according

to your selection. Areset button is available next to the recommendation. It lets you clear your
selections and the corresponding recommendation in that section.

7. Go to the Azure portal and create a new virtual network in the region you selected and set up
virtual network peering between the new virtual network and the one that your VDAs are con-
nected to. Then, add a subnet in the new virtual network. Find and enter the subnet ID below.
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Create site

o Site information

o About your deplayment
Optional
and enter the subnet ID below. This will be the subnet for your Session Recording
@ Network resources te connect to

How to find the subnet ID?

® viua
Subnet ID
(5 Domain and certificate |
@ Database [ Create private endpoints for storage and databases
ad balance @ Use this option if you need to keep the connections between resources within the
L 1cer
private network.
@ Dp:\-:na\
@ some

X

Before you continue, head over to Azure and create a new virtual network in the region
you selected and set up virtual network peering between the new virtual network and
the one that your VDAs are connected to. Then, add a subnet in the new virtual network

®

To keep the connections between resources within the private network, select the Create pri-

vate endpoints for storage and databases check box.

After you select the Create private endpoints for storage and databases check box, decide on

whether to enter another subnet ID by taking the following into consideration:

« If you do not plan to join your Session Recording servers to an Active Directory domain,

the subnet is not needed and thus leave the subnet ID field empty.

« If you leave the subnet ID field empty, you are joining your Session Recording servers to

an Azure Active Directory domain.
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Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

Tags
Optional

Secure client

Summary

SONONONONONONONON N

X

Before you continue, head over to Azure and create a new virtual network in the region
you selected and set up virtual network peering between the new virtual network and
the one that your VDAs are connected to.

Then, add a subnet in the new virtual network, this is the subnet that your Session
Recording resources will connect to.

After you set up the new virtual network and subnet, select them below.

Virtual network

[ turn-key-v2-vnet (Resource group: a-turn-key-v2-xinzh) v }

Subnet

[ session-recording-subnet v }

Select a subnet that your VDAs can connect to.

Create private endpoints for storage and databases

Using private endpoints requires a DNS private resolver, which needs a dedicated
subnet. In the same virtual network you created, add another subnet and select it
below.

Note: If you do not plan to join your Session Recording servers to an Active Directory
domain, the subnet is not needed.

Subnet

dns-private-resolver-outhound-endpoint-subnet v

Estimated cost (per month)
$182.5

8. Create virtual machines (VMs) as your Session Recording servers.
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Create site X

o Site information
Create virtual machines as your Session Recording servers.

About your deployment
o Op'\cnar pioy Session Recording server version toinstall: | 2311 v |

o Network
Image

‘ Windows Server 2022 Datacenter: Azure Edition-x64 Gen2 v ‘

@ Virtual machines

@ Domain and certificate Size
‘ Standard_D4s_v3-4vcpus, 16 GiB memory 1% ‘
@ o Number of VMs
Databases
‘ 3 BC o Recommended for you: 3
Load balancer
Estimated cost (per month)
ags
@ Optional $812.16
@ Secure client
@ : Create an administrator account for the virtual machines.
L

Administrator account username

Password

\ ° |

Confirm password

| ° |

@ ®

Note:

« The Number of VMs field is prefilled with the recommended number if there’s one.
Change the number as needed.

« Estimated costs are based on standard pricing and don’t take discounts into consid-
eration. You can expect lower actual costs than estimated.

9. Join the Session Recording servers to the same domain with your VDAs and specify a certificate
for the Session Recording servers.

« If your VDAs connect to an Active Directory domain, select the Join servers to an Active
Directory domain check box and enter the relevant information. By selecting the Join
servers to an Active Directory domain check box, you are configuring the deployment
for a hybrid scenario, integrating on-premises Active Directory with Azure AD.

« IfyourVDAs connect to an Azure Active Directory (Azure AD) domain, clear the Join servers
to an Active Directory domain check box. After you complete creating the current site,
make sure to manually join the Session Recording servers to the same Azure AD domain.
Notice that pure Azure AD deployment is available only for Session Recording 2402 and
later.
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Create site

o Site information

About your deplayment
Optional

Network
Virtual machines

Domain and certificate

Load bala

Opw;nat

cure client

Summary

SSEONONONONON BN < 3N <]

® Join servers to an Active Directory domain

@ This should be the domain where your VDA reside.

Domain hame

| |
Domain controller IP address

| |

Username

Specify a domain user with sufficient rights to join machines to the domain.

Password

| ° |

Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

| ®
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Create site ¢

Site information ;
() Join servers to an Active Directory domain

About your deployment o Supported only on Session Recording server version 2402 or later. Please select a
Optional compatible version in the previous step. Go back

Network

Virtual machines Specify a certificate for the virtual machines to use. Only .pfx files are supported.
Domain and certificate Certificate

Certificate password

Databases | @

Load balancer

Tags
Optional

Secure client

® 6 @O0

Summary

®

Note:

Since July 2023, Microsoft has renamed Azure Active Directory (Azure AD) to Microsoft Entra
ID. In this document, any reference to Azure Active Directory, Azure AD, or AAD now refers
to Microsoft Entra ID.

10. Configure an Azure storage account and file shares to store your recording files. For pricing
information, see Azure Files pricing.
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Create site

Site information

About your deployment
Optional

Network

Virtual machines

Domain and certificate

Storage

@00 00000

«

X

Configure a storage account and file shares to store your recording files. For pricing

information, see Azure File Pricing,

@ A separate storage account will be created for your archived recordings, which does

not generate any cost if not used

Storage account

Performance

®) Standard: Recommended for most scenarios (general-purpose v2 account).

Premium: Recommended for scenarios that requires low latency.

Redundancy

Locally-redundant storage (LRS)

File shares
Tier
Transaction optimized

Maximum capacity
5TiB

Number of file shares

‘ 6 BC o Recommended for you: 6

Estimated cost (per month)
$1843.2 (max.)
$0.08 per used GiB, actual cost depends on your usage.

®

11. Create two SQL databasesin Azure. One is used as the Session recording database (named ses-

sionrecording) and the other as the administrator logging database (named sessionrecord-

inglogging).
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Create site X
Create 2 SQL databases for recording and logging data, respectively.
° Site information
Compute + storage
Q About your deployment
Optional
Service tier
° Network General Purpose
C te til
Q Virtual machines Dmplfl e ter
Provisioned
° Domain and certificate Hardware configuration
Standard-series (Gen5)
9 Storage Up to 128 vCores, up to 625 GiB memory
@ Databases vCores
A
o 2 B
Load balancer
N Data max size (GiB)
® & ;
Opfional 0 ‘ EEREN
@ Secure client Estimated cost (per month)
$441.3
@ summary
Database administrator
Username
‘ dbadmin1 ‘
Password
‘ ................ ® ‘
Confirm password
[ o
« > ®
Note:

When adding resources, specifically Session Recording servers, to an existing site deployed
through a host connection, you are required to provide the database administrator pass-
word set during the site creation.

12. Create a load balancer to distribute workload among the Session Recording servers. Enter the
IP addresses or ranges of your VDAs and separate them by a comma (,) in the Restrict access
of the load balancer to only the following addresses field. For pricing information, see Load
Balancer pricing.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 60


https://azure.microsoft.com/en-us/pricing/details/load-balancer/
https://azure.microsoft.com/en-us/pricing/details/load-balancer/

Session Recording service

©®@ 0000000

® & ©

Create site

Site information

About your deployment
Optional

Network

Virtual machines

Domain and certificate

Storage

Databases

Load balancer

Tags
Optional

Secure client

Summary

m Cancel

Create a load balancer to distribute workload among the servers. For pricing
information, see Load Balancer Pricing.

Azure load balancer

SKU
Standard

Type
O Ppublic
© Internal

Tier
Regional

Estimated cost (per month)
$61.6

Access

Restrict access of the load balancer to only the following addresses @

0.0.0.0/0

®

13. (Optional) Apply tags to the Azure resources to be created.
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Create site X
o Site Information You can apply tags to the Azure resources that will be created.
If no tags are needed, simply click Next to continue
o About your deployment
Optional
o Network Name Value
+ Add
o Virtual machines
o Domain and certificate
o Storage
o Databases
o Load balancer
@ Tags
Optional
@ sum

- 1= ®

14. Create a secure client to onboard the Session Recording servers to the Session Recording ser-

vice.

Click Create client to let Citrix create a secure client on your behalf. Alternatively, you can create
a secure client through the Identity and Access Management > API Access tab of the Citrix
Cloud™ console and then fill in the information below.
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Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

Tags
Optional

Secure client

®©®0000000000

m Can‘:EI

Create a secure client to onboard the Session Recording servers to the Session
Recording service.

Click Create client and we will create a secure client on your behalf. Alternatively, you
can create a secure client through the Identity and Access Management > AP Access tab of
the Citrix Cloud console and then fill in the information below.

Create client

D
| 6b63afdf-d048-49e1-b27d-781bffead7a2 ‘

©

15. View the summary about the site to be created. Click the pencil icon to edit your settings if

needed or click the button to start deployment.
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Create site

region UD Casl &
Site information

Resource group
About your deployment
Optional

3 Virtual machine e
Network

Virtual machines

Domain and certificate

[ Storage account Vs
Performance Standard

Storage
Redundancy LRS

Databases

File shares

Maximum capacity 5TiB
Load balancer

Tags
Optional
8 Databases @ V7
Secure client Service tier General Purpose
vCores 2
Summary Data max size 32 GiB

® 0000000000

Estimated cost (per month)

Virtual machines $541.44
Storage $307.20
Azure DNS $182.50

Start deployment

Image Windows Server 2022 Datacenter: Azure Edition-x64 Gen2
Size Standard_D4s_v3-4vcpus, 16 GiB memory

[ Storage account (for archive)
Performance Standard

Redundancy  LRS

File Share

Maximum capacity 5 TiB

o& Load balancer Va

SKU  Standard
Type Internal

Tier Regional

$1534.04

Databases $441.30
Azure load balancer $61.60

®

The following are examples of the deployment process:

Deployment in progress:

Server Management

Manage your Session servers by load-bal sites and server settings.
To add Session Recording servers, follow the server connection guide.

+ Createsite (> Refresh

My test site (Some description for my test site))

A 7 site deployment in progress

View status

While a site deployment is in progress, you can click View status to view the progress.

Deployment failed:

Server Management

Manage your Session servers by load-balancing sites and ing server settings.
To add Session Recording servers, follow the server connection guide.

+ createsite (> Refresh

My test site (Some description for my test site.)

A O sitedeployment failed

View status

If errors occur during the deployment process, click View status to view the error details.

an example of the error details:

For
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Create site X

0 Error

Go back to adjust your input as needed and then try again. When you retry, we will delete the resources that have been

created and start afresh.

Don’t want to create this site anymore? You can cancel the deployment and we will delete any resources already created.

N/

\

Back to configuration

You can click Back to configuration or cancel the deployment. If you click Back to configu-

ration, you’re taken back to the Create Site page where you can alter your configurations and
try again. If you’re sure to cancel the deployment, follow the wizard to remove the site and the
Azure resources created for the site. For example:
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Cancel deployment X

O Deleting site and resources...

You can now close this dialog. The site will be removed once the resources are deleted.

Deployment success:

When a site deployment is complete, you can expand the site and view and manage the re-
sources created under it. The View status button changes to Settings. An Azure icon is avail-
able to represent sites deployed on Azure.

For information about site settings, see Site and server settings.
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Server Management ®

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

+ Createsite (™ Refresh

My test site (Some description for my test site.]
Settings
M 2 servers, 2 available 2 storage locations Cost {current menth):

Add resources to an existing site deployed on Azure

For an existing site that you have deployed on Azure through a host connection, you can add re-
sources including servers and storage to it. To do so, complete the following steps:

1. Select Configuration > Server Management from the left navigation of the Session Recording

service.

2. Onthe Server Management page, locate and unfold the target site. An Azure icon is available
to represent sites deployed on Azure.

3. Click Add resources.

Server Management @
Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.
+ Createsite  (* Refresh
My test site (Some description for my test site.]
N . Settings
M 2 servers, 2 available 2 storage locations Cost (current month): $746.47
8 Servers
srserverl Server version Cloud client version
Availabl
Server goes here 23.05.01 7:39.16000.1 @ Avsilable @
srserver2 Server version Cloud client version
Available
Server description goes here. 23.05.0.1 7.39.16000.1 Q
[ Steragelocations  Storage maintenance
. Maximum capacity
West.file.core windows.netirecordings1 o
5
. Maximum capacity
Wtest.file.core windows.net\recordings2 =
5TiB
& Databases
Pricing tier
sr-recording o -~
General Purpose: Serverless, Gen5, 1 vCore
- Pricing tier
aEine General Purpose: Serverless, GenS, 1 vCore
o& Load balancer
sr-load-balancer &
> Site 1 (This is the description for Site 1)
Settings
3 servers, 1 available
N Site 2 (This is the description for Site 2.)
Settings
1server, 1 available

4. Onthe Add resources page, click Add server and Add storage as needed.
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Add resources
My test site

-+ Add server

-+ Add storage

+ To add servers, click Add server and then complete the following steps:
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Add resources
[0] Session Recording Site

Server  Estimated cost (per month): $270.72
Image
Windows Server 2022 Datacenter: Azure Edition-x64

Gen2

Domain &
sr.cloud (10.9.0.4) Provide credentials

Administrator accounts ®

Provide credentials

Close

Size
Standard_D4s_v3-4vcpus, 16 GiB memory

Secure client ®
Create client

Session Recording server version to install
2408 @

—+ Add storage

©

a) Specify the number of servers to add.

b) Click Provide credentials in the Domain section to join the new servers to the same

domain as the existing servers.

c) Click Provide credentials in the Administrator accounts section to provide the data-

base administrator password set during the site creation. Additionally, you need to

set a password for the administrator account on the server machine(s) being added.

We recommend using the same password as the one set during site creation.

d) Click Create client to onboard the new servers to the Session Recording service.

e) Click Start deployment.

+ To add storage for storing recording files, click Add storage and then complete the follow-

ing steps accordingly:

a) If your site was created with a standard storage account, you’re prompted to specify

the number of file shares to add. For example:
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Add resources X

My test site

-+ Add server

File shares  Estimated cost (per month): $307.20 (max.) @ O 16
Tier Maximum capacity
Transaction optimized 5TiB

Start deployment

b) If your site was created with a premium storage account, you can specify the number

of file shares to add and customize the capacity of each file share. For example:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 70



Session Recording service

Add resources X

My test site

-+ Add server

File shares  Estimated cost (per month): $819.20 @ O 1

Provisioned capacity (GiB)

5120

Start deployment

c) Click Start deployment.

Note:

« The Start deployment button is available when either of the following condi-
tions is met:

+ At least one server has been specified and the domain and secure client
have been configured.
« At least one file share has been specified.

« When resource deployment is in progress, the Settings button for the load
balancer is disabled.
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+ Thedeployment of added resources can fail and the Session Recording service
might not be able to remove these resources from your subscription. In this
case, a prompt similar to the following is provided for you to take action:

Resource deployment X
My test site

0 Deployment failed. Resolve the issue and try again.

Some resources have been created and we were unable to clean them up. Check in your Azure portal to make sure that the

following resources have been deleted to avoid unnecessary costs.
In resource group: citrix-session-recording-dov3h6mvvzxn5

[ Virtual machines (2)
srserver3

srserver4

! File shares (1) In storage account: srstoragern2olxc980bfr

recordings3

... 1=

Change the IP addresses that are allowed to access the load balancer

For an existing site that you have deployed on Azure through a host connection, you can change the
IP addresses that are allowed to access the load balancer. To do so, complete the following steps:

1. Select Configuration > Server Management from the left navigation of the Session Recording
service.

2. Onthe Server Management page, locate and unfold the target site. An Azure icon is available
to represent sites deployed on Azure.

3. Click the Settings button in the Load balancer section.
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Server Management

Manage your Session Recording servers by load-balancing sites and configuring server settings.

To add Session Recording servers, follow the server connection guide.

—~+ Createsite (* Refresh

My test site (Some cription for my tes:

A 2servers, 2 available 2 storage locations Cost (current month): $746.47

B servers

Server version
23.05.0.1

srserverl
Server description goes here.

Server version
23.05.0.1

srserver2
Server description goes here.

[ storage locations  Storage maintenance

Maximum capacity

est file.core.windows.net\recordings1 5Tig
5Ti

Maximum capacity

\\test file.core.windows.net\recordings2
5TiB

& Databases

Pricing tier

sr-recording
General Purpose: Server

Pricing tier
sr-logging

o& Load balancer

sr-load-balancer

> Site1 (This| 1 for Site 1)
3 servers, 1 available
Site 2 (This is t 1 for Site 2.)

1server, 1 available

Add resources

Cloud client version
7.39.16000.1

Cloud client version
7.39.16000.1

Gens, 1 vCore

General Purpose: Serverless, Gen5, 1 vCore

Settings

& Available

@ Available

Settings

Settings

4. On the Load balancer settings page, enter the new IP addresses or ranges of your VDAs and

separate them by a comma (,) in the Restrict access of the load balancer to only the following

addresses field.
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Load balancer settings

Access

Restrict access of the load balancer to only the following addresses @

192.168.99.0/24, 192.168.103.0/24

5. Click Save.
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View actual costs for using Azure

For an existing site that you have deployed on Azure through a host connection, click the cost

amount to view the cost details. For example:

Server Management

Manage your Session ing servers by load-bal

~+ Createsite (> Refresh

sites and ing server settings.

To add Session Recording servers, follow the server connection guide.

My test site (Some description for my tes

A 2servers, 2 available 2 storage locations

Cost (eurrent month): $746.47

B Servers

sr-server-01
Server description goes here.

sr-server-02
Server description goes here.

[ Storage locations ~ Storage maintenance
\itest file.core.windows.netisharel

\\test file.core.windows.net\share2

& Databases

s.recording

sr-logging

& Load balancer

sr-load-balancer

Server varsion
221200

Server varsion
221200

Maximum capacity
5TiB

Maximum capacity
5TiB

Pricing tier

Settings

Gloud client version O azes
736.25412.54733 welanie
Gloud client version

735.25358.46145 () A

General Purpose: Serverless, Gen5, 1vCore

Pricing tier

General Purpose: Serverless, Gen5, 1vCore
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Cost analysis
My test site

March 2023

Forecast

$809.12

Accumulated cost

$746.47

$900

$600

Mar 14
Accumulated cost

$300 $510.06

Increment $29.75

@ Virtual machines
B SQL database
$0

[ Virtual machines
$263.64

B SQL database
$203.15

B Storage
$152.81

B Load balancer

0]
Mar 1 Mar 10 Mar 20 Mar 31 $126.87
History
$1.2K
$800
h Sep 2022
$400 - @ Total $629.90

$172.99 /

s18214 —

- @ Storage $175.80 -
Mar Apr May Jun Jul Aug Sep @@ Load balancer $98.97 Jan Feb
2022 2022 2022 2022 2022 2022 2022 zuzz zuzz zuzz 2023 2023
@ Total @ Virtual machines B SQL database B Storage B Load balancer

Month Virtual machines SQL database Storage Load balancer Total
Feb 2023 $349.16 $361.66 $311.85 $61.90 $1,084.57
Jan 2023 $243.51 $251.47 $248.40 $116.35 $859.73
Dec 2022 $170.1 $137.90 $253.64 $119.56 $681.21

Tips for viewing the actual costs:

+ When you hover on the area graph for the current month, a reference line for the date and data

from that day appears as an overlay.

+ The history costs of different resources are represented by line graphs. Line graphs are avail-
able when there are at least two months of data. When you hover on the line graphs, a refer-
ence line and cost breakdown from the month appears as an overlay. To view the line graph of
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only a specific resource, hover on the resource.

Add a host connection

To add a host connection, complete the following steps:

1. Click Add connection on the Create site page with Create and deploy a site through a host
connection selected. Or, click Add connection on the Host Connection page.

To access the Create site page, select Configuration > Server Management from the left navi-
gation of the Session Recording service, and then click Create site.

Server Management @

Manage your Session servers by load-bal sites and ing server settings.
To add Session Recording servers, follow the server connection guide.

—+ Createsite (¥ Refresh

No data available.

To access the Host Connection page, select Configuration > Host Connection from the left
navigation of the Session Recording service:

Cifrix | paas Premium Q- (-] oCiD: 3 v
oo B Daas > SessionRecording > Configuration > Host connection
Server management .

Host connection ®

(o 0 Connect to your Microsoft Azure subscripa to deploy Session Recording resources withii. Learn more

Playback permissions
+ Add connection (™ Refresh
SIEM integration

e — Name “  Description Secret expiration date
APlAutoTestTurnkey APIAutoTestTurnkeyDescription 9/8/2024 0
APlAutoTestTurnkey APIAutoTestTurnkeyDescription 12/29/2024
BD 2/29/2024 @
8D bdtest1012 10/31/2023 @
8D Test Release 16 11/21/2025
BD Test Release 17 1030 10/17/2025
BDReleaseTest 71812023 @
BDReleaseTest1 8/7/2023 €
UlAutoTest202407111330 UlAutoTestDescription 9/9/2024 @
UlAutoTest202407111459 UlAutoTestDescription 9/9/2024 €@

2 > [ 10/page v |

®

2. Onthe Add connection page, give the new host connection aname and a description (optional).
Enter your Azure subscription ID and the following required information about your application
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registration:

Application (client) ID

.

Service principal object ID (ID of the service principal object associated with the applica-
tion)

Directory (tenant) ID

Client secret
+ Secret expiration date

Add connection X

Name

[ Name this connection

Description (optional)

Enter description

Complete the following fields to add a connection. You can obtain the information from your Azure portal.

Subscription ID

[ Enter subscription ID ]

Use the subscription with which your VDAs are deployed.

Application (client) ID

[ Enter application ID ]

Service principal object ID @

[ Enter service principal object ID ]

Directory (tenant) ID

[ Enter directory ID ]

Client secret

[ Enter client secret value ]

Secret expiration date

[ Select or enter date =

To find your Azure subscription ID, do the following:
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a) Signin to the Azure portal.
b) Under the Azure services section, select Subscriptions.

¢) Find your subscription in the list and copy the Subscription ID shown in the second col-

T e D8 08 0F &

To obtain the required information about your application registration, do the following:

a) (Skip this step if you already have an application registered.) Register an application with
your Azure AD tenant. An application must be registered to delegate identity and access
management functions to Azure AD.

There are two methods for registering an application.

Method 1:

i. Copy the following Citrix-provided script and name it, for example, AppRegistra-
tion.psl:

<#
.SYNOPSIS
Copyright (c) Citrix Systems, Inc. All Rights Reserved.
.DESCRIPTION
Create Azure app registrations and give proper
permissions for Citrix Session Recording service
deployment
.Parameter azureTenantID
.Parameter azureSubscriptionID
.Parameter appName
.Parameter role

#>

[CmdletBinding()]

Param(
[Parameter (Mandatory = $true)] [String] $tenantld,
[Parameter (Mandatory = $true)] [String] $subscriptionId

b

[Parameter (Mandatory = $true)] [String] $appName,
[Parameter (Mandatory = $true)] [String] $role

)

if ($role -ne "Citrix Session Recording service" -and $role
-ne "Citrix Session Recording Deployment" -and $role -
ne "Contributor") {
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throw [System.Exception] "Invalid role 'Srole', only
support 'Citrix Session Recording service', 'Citrix
Session Recording Deployment', and 'Contributor'."

}
try {
Get-InstalledModule -Name "Az.Accounts" -ErrorAction
Stop
+
catch {
Install-Module -Name "Az.Accounts" -Scope CurrentUser -
Repository PSGallery -SkipPublisherCheck -Force
+
try {
Get-InstalledModule -Name "Az.Resources'" -ErrorAction
Stop
}
catch {
Install-Module -Name "Az.Resources'" -Scope CurrentUser
-Repository PSGallery -SkipPublisherCheck -Force
}

Connect-AzAccount -TenantId $tenantId -Subscription
$subscriptionId

try {

SazureAdApplication = Get-AzADApplication -DisplayName
S$appName
if (Snull -eq SazureAdApplication) {

Write-Host "Create a new app registration for
Citrix Session Recording" —-ForegroundColor Green

SazureAdApplication = New-AzADApplication -
DisplayName $appName -AvailableToOtherTenants

$false
}
else {
Write-Host "App registration '$appName' already
exists." -ForegroundColor Yellow
}
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$azureAdApplicationServicePrincipal = Get-
AzADServicePrincipal -DisplayName SappName
if($null -eq $azureAdApplicationServicePrincipal) {

$SazureAdApplicationServicePrincipal = New-
AzADServicePrincipal -AppId $azureAdApplication.

AppId
Write-Host "Create a service principal for app
registration '$appName'" -ForegroundColor Green
}
else{
Write-Host "Service principal already exists for
app registration '$appName'" -ForegroundColor
Yellow
}

if ($role -eq "Citrix Session Recording service" -or
Srole -eq "Citrix Session Recording Deployment") {

$rootPath = Get-Location

ScustomRolePath = $(Join-Path -Path $rootPath -
ChildPath "sessionrecording.json") | Resolve-
Path

$customRoledson = Get-Content $customRolePath |
ConvertFrom-Json

$customRoleJson.AssignableScopes[0] = "/
subscriptions/" + $subscriptionld

$tmpCustomRolePath = Join-Path -Path S$rootPath -
ChildPath "sessionrecording_tmp.json"

SroleDef = Get-AzRoleDefinition —-Name S$role
if ($null -eq SroleDef) {

try {

$customRoleJson | ConvertTo-Json -depth 32
| Set-Content $tmpCustomRolePath

Write-Host "Create a custom role '$role'" -
ForegroundColor Green

New-AzRoleDefinition -InputFile

$tmpCustomRolePath
}
catch {
Write-Host "Failed to create custom role,
error: $_" -ForegroundColor Red
throw $_.Exception
+
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}

else {

try {

$customRoleJson | Add-Member -MemberType
NoteProperty —-Name 'id' -Value $(
SroleDef.Id)

$customRoleJson | ConvertTo-Json -depth 32
| Set-Content $tmpCustomRolePath

Write-Host "Upadate the custom role 'Srole'
" -ForegroundColor Green

Set-AzRoleDefinition -InputFile
$tmpCustomRolePath

}
catch {

Write-Host "Failed to update custom role,
error: $_" -ForegroundColor Red
throw $_.Exception

SroleAssignment = Get-AzRoleAssignment -
RoleDefinitionName $role -ObjectId $(
SazureAdApplicationServicePrincipal.Id)

if ($null -eq SroleAssignment) {

Write-Host "Assign role 'Srole' to app '$appName'"
—-ForegroundColor Green

New-AzRoleAssignment -RoleDefinitionName $role -
ApplicationId $azureAdApplication.AppId

}
else {
Write-Host "Role '$role' already assigned to app '
SappName'" -ForegroundColor Yellow
}
Write-Host "Tenant ID: $tenantId" -

ForegroundColor Green
Write-Host "Subscription ID:
$subscriptionId" -ForegroundColor Green
Write-Host "Application ID: $(
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SazureAdApplication.AppId)" -ForegroundColor Green

Write-Host "Service principal object ID: $(
$azureAdApplicationServicePrincipal.Id)" -
ForegroundColor Green

catch {

Write-Host "Failed to assign role assignment to this
app, error: $_" -ForegroundColor Red

Write-Host "Please make sure the current azure admin
has permission to assign roles" -ForegroundColor Red

ii. Copy the following custom role file and name it sessionrecording.json. This custom

role file helps to assign least permissions for the application to be registered.

{

"name": "Citrix Session Recording service",

"description": "This role has permissions which allow
Citrix Session Recording service to deploy Session
Recording resources using a host connection.",

"assignableScopes": [

"/subscriptions/*"

1,

"actions": [
"Microsoft.Compute/availabilitySets/write",
"Microsoft.Compute/virtualMachines/delete",
"Microsoft.Compute/virtualMachines/extensions/read"

)
"Microsoft.Compute/virtualMachines/extensions/write
n
b
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/virtualMachines/runCommands/read
n
"Microsoft.Compute/virtualMachines/runCommands/
write",
"Microsoft.Compute/virtualMachines/write",
"Microsoft.CostManagement/forecast/read",
"Microsoft.CostManagement/query/read",
"Microsoft.KeyVault/locations/deletedVaults/purge/
action",
"Microsoft.KeyVault/vaults/
PrivateEndpointConnectionsApproval/action",
"Microsoft.KeyVault/vaults/read",
"Microsoft.KeyVault/vaults/secrets/read",
"Microsoft.KeyVault/vaults/secrets/write",
"Microsoft.KeyVault/vaults/write",
"Microsoft.ManagedIdentity/userAssignedIdentities/
assign/action",
"Microsoft.ManagedIdentity/userAssignedIdentities/
read",
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27

28

29

30
31

32

33
34

35

36

37
38
39

40
41
42
43
44
45
46

47
48

49

50
51
52
53

54

55
56

57

58
59
60
61
62
63

"Microsoft.ManagedIdentity/userAssignedIdentities/
write'",
"Microsoft.Network/dnsForwardingRulesets/
forwardingRules/read",
"Microsoft.Network/dnsForwardingRulesets/
forwardingRules/write",
"Microsoft.Network/dnsForwardingRulesets/read",
"Microsoft.Network/dnsForwardingRulesets/
virtualNetworkLinks/read",
"Microsoft.Network/dnsForwardingRulesets/
virtualNetworkLinks/write",
"Microsoft.Network/dnsForwardingRulesets/write",
"Microsoft.Network/dnsResolvers/outboundEndpoints/
join/action",
"Microsoft.Network/dnsResolvers/outboundEndpoints/
read",
"Microsoft.Network/dnsResolvers/outboundEndpoints/
write",
"Microsoft.Network/dnsResolvers/read",
"Microsoft.Network/dnsResolvers/write",
"Microsoft.Network/loadBalancers/
backendAddressPools/join/action",
"Microsoft.Network/loadBalancers/read",
"Microsoft.Network/loadBalancers/write",
"Microsoft.Network/networkInterfaces/join/action",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/networkInterfaces/write",
"Microsoft.Network/networkSecurityGroups/delete",
"Microsoft.Network/networkSecurityGroups/join/
action",
"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/networkSecurityGroups/
securityRules/read",
"Microsoft.Network/networkSecurityGroups/
securityRules/write",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/privateDnsZones/join/action",
"Microsoft.Network/privateDnsZones/read",
"Microsoft.Network/privateDnsZones/
virtualNetworkLinks/read",
"Microsoft.Network/privateDnsZones/
virtualNetworkLinks/write",
"Microsoft.Network/privateDnsZones/write",
"Microsoft.Network/privateEndpoints/
privateDnsZoneGroups/read",
"Microsoft.Network/privateEndpoints/
privateDnsZoneGroups/write",
"Microsoft.Network/privateEndpoints/read",
"Microsoft.Network/privateEndpoints/write",
"Microsoft.Network/publicIPAddresses/join/action",
"Microsoft.Network/publicIPAddresses/read",
"Microsoft.Network/publicIPAddresses/write",
"Microsoft.Network/virtualNetworks/join/action",
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15

"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/join/
action",
"Microsoft.Network/virtualNetworks/subnets/read",
"Microsoft.Resources/deployments/operationstatuses/
read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/subscriptions/resourceGroups/
delete",
"Microsoft.Resources/subscriptions/resourceGroups/
read",
"Microsoft.Resources/subscriptions/resourceGroups/
write",
"Microsoft.Sql/servers/auditingSettings/write",
"Microsoft.Sql/servers/databases/write",
"Microsoft.Sql/servers/firewallRules/write",
"Microsoft.Sql/servers/
privateEndpointConnectionsApproval/action",
"Microsoft.Sql/servers/read",
"Microsoft.Sql/servers/write",
"Microsoft.Storage/storageAccounts/
PrivateEndpointConnectionsApproval/action",
"Microsoft.Storage/storageAccounts/fileServices/
shares/delete",
"Microsoft.Storage/storageAccounts/fileServices/
shares/read",
"Microsoft.Storage/storageAccounts/fileServices/
shares/write",
"Microsoft.Storage/storageAccounts/listkeys/action"

)
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/write"

"NotActions": [],
"DataActions": [],
"NotDataActions": []

iii. Put AppRegistration.ps1 and sessionrecording.json in the same folder.

iv. Run either of the following commands as needed.

To create an application and assign it least permissions with the preceding custom role file

(sessionrecording.json), run:

N

RN

.\AppRegistration.psl -tenantId <tenant ID> -subscriptionId <

N

N

N

subscription ID> -appName <application name> -role "Citrix
Session Recording service"

To create an application and assign it the Azure built-in *x*
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Contributorx* role, run:

.\AppRegistration.psl -tenantId <tenant ID> -subscriptionId <
subscription ID> -appName <application name> -role "
Contributor"

LIRNIRN

Method 2:

Go to the Azure portal and register an application by yourself. Grant proper permissions
to the application. For the least permissions that are required, see the sessionrecord-
ing.json file in Method 1.

b) Click the display name of your application.

H

App registrations 2 %

nd docs (6+/)

7 add fiters

Application (client) 1D Createdan Ty Certficates & secrets

392023 © curent

c) On the overview page, find the application (client) ID and directory (tenant) ID. Click the
link next to Managed application in local directory to find the ID of the service principal
object associated with the application. Click the link next to Client credentials to find the
client secret ID and its expiration date.

e e e e 1)

g2 Citrix Provisioning Service # X
E

2 ® m" = 8
o’ :9

Call APIs

For example, the ID of the service principal object associated with the application:
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2 e e Y

i Citrix Provisioning Service | Overview

Properties
Name
it Provsioning Service

Application 1D

ObjectD O
Getting Started

® 2
1. Assign users and groups é’_) 2. Provision User Accounts

P 3nd groups access

the a

Security §
What's New

S Permissions

@ Token encrypti A /e Sign in charts have moved!
TIR] 7@ new insights view shows sign i info along with cther usetul application data. View insights

Delete Application has moved to Propertics
You can now delete your application from the Properties page.

0}
vl

Getting started has moved to Overview
The Getting Started page has been replaced by the steps above

You reate user accounts in

For example, the client secret ID and its expiration date:

o ot 0 1)

Citrix Provisioning Service | Certificates & secrets =

£ Got feedback?

B ovenvew
@ quikstart

' integration assistant

Mange
g @ Appicaion egisaton et secrets s et credntls cn e found n hetabs below

Client secrets (1) Feder

that the spplication uses to

SecrstID

3. Click Save to test whether the host connection you specify is available.

If the host connection you specify is available, you

’re taken back to the Host Connection page

and prompted that the host connection is added successfully.

The Session Recording service reminds you of expired and expiring client secrets using error and
warning icons, respectively. You can click the corresponding host connection and click Change
secret on the Connection details page to update the client secret and its expiration date.
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Host Connection Connection details X

Connect to your Microsoft Azure subscription to deploy Session Recording resources withit. Learn more

+ Add connection (¥ Refresh Name
BDTestTurnKey Vi
Name 4 Description Secret expiration date
AIITEST test 8/30/2023 Description
APIAutoTestTurnkey 8/25/2023 testing0628 V4
y APlAutdTestTurnkey /3012023
BDTestTurnKey testing0628 72212024 A
Curry B 812023 | @ Subscription ID
€b0BIa2e-52h0-4492-9624-7bf579c{147
Hui ss 71112023 | @
Huiru TEST 6/28/20:
" o220 @ Application (client) 1D
UlAutoTest202306262702 8/25/202 79aB2451-6782-4754-8320-48e594a50e0e
UlAuteTest202306261721 UlAutoTestDescription 8/25/2023
UlAutdTest202306261733 UlAutoTestDescription 8/25/2023 Service principal object ID

da94dBae-55¢8-419d-9213-68d9de63c33

B2 3 > 10/pae v

03eacdb3-8322-4854-8219-30b052626428

Secret expiration date

712212023

A The secret is expiring in 6 days.

Create and deploy a site through an ARM template

You can create an Azure Resource Manager template (ARM template) to deploy Session Recording re-
sources in Azure. The following are the main steps to achieve this goal:

1. Create an ARM template in the Session Recording service. The ARM template is a JavaScript
Object Notation (JSON) file that contains how and which resources you want to deploy.

2. Download and unzip the ARM template. Run the deployment script in the unzipped template
folder to start deploying the recourses specified in the template to Azure.

3. Check the deployment progress in Azure. After the deployment is complete, set up Session
Recording to get it up and running. To set up Session Recording, you need to specify the ver-
sion of the Session Recording server to install and upload the resourcelnfo.json file.

The specific steps are as follows:

1. Select Configuration > Server Management from the left navigation of the Session Recording

service.
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Server Management ®

Manage your Session servers by load-bal sites and iguring server settings.
To add Session Recording servers, follow the server connection guide

+ Createsite (¥ Refresh

No data available.

2. Onthe Server Management page, click Create site. The Create Site page appears.

Create site X

Site inf ti
@ tte intormation What would you like to do?

1 | Create an empty site
() Create a site and add servers later

C\\ Create and deploy a site through a host connection
@ Deploy Session Recording resources using a host connection that connects to
your specific cloud subscription. Learn more

— Create and deploy a site through an ARM template
_unu Create an Azure Resource Manager template (ARM template) to deploy Session
Recording resources in Azure. Learn more

Site name ‘
I‘ )

Description (optional)

- e ®

3. Select Create and deploy a site through an ARM template. The main steps are listed in the

left navigation.
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Downloads
Create site X

Site information -

What would you like to do?

About your deployment

Optional "_;_"' Create an empty site

\ =2  Createasite and add servers later.

(\‘ Create and deploy a site through a host connection
@

Deploy Session Recerding resources using a host connection that connects to
Domain and certificate your specific cloud subscription. Learn more

E_\ Create and deploy a site through an ARM template
)
oo

Create an Azure Resource Manager template (ARM template) to deploy Session
Databases Recording resources in Azure. Learn more

();};3\]5\ Site name

, \ |
Secure client

(SGEONONONONONONONONC)

Summary Description (optional)

Region

| v

All your resources will be created in this region.

@ ®

4. Enter a site name and description, and then click Next.

5. (Optional) To get recommendations for VM and storage configurations, provide information
about your recording needs.

You can skip this step by clicking I’m good, skip this step or by clicking Next with nothing
selected.
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Create site hd

Site information
o Tell us about your recording needs, so we can provide some recommendations for your

VM and storage configurations.
@ About your deployment ® 8
L

Optional
@ tewo

@ rtual machines The following information helps determine the recommended number of Session

Recording servers.
@ Domain and certificate
How many cencurrent sessions do you have at most?

(® storage 4,000-6,000 v
(@ Database
Load balancer
® Gofora

@ Secure client

@ < a ‘ Some, the display changes but not drastically % ‘

Recommended number of servers: 3 K) reset

The following information helps determine the recommended storage capacity.

How much visual movement do your sessions typically have?

How many sessions do you need to record per day?

‘ 5.000-10,000 v ‘

For how long do you need to retain each recording file?
‘ 15-30 days v ‘

Recommended storage capacity: 30TiB ‘] reset

C- Y ®

When you select an option from the drop-down list, a recommendation is presented according

to your selection. Areset button is available next to the recommendation. It lets you clear your
selections and the corresponding recommendation in that section.

6. Go to the Azure portal and create a new virtual network in the region you selected and set up
virtual network peering between the new virtual network and the one that your VDAs are con-
nected to. Then, add a subnet in the new virtual network. Find and enter the subnet ID below.
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Create site

o Site information

o About your deplayment
Optional
and enter the subnet ID below. This will be the subnet for your Session Recording
@ Network resources te connect to

How to find the subnet ID?

® viua
Subnet ID
(5 Domain and certificate |
@ Database [ Create private endpoints for storage and databases
ad balance @ Use this option if you need to keep the connections between resources within the
L 1cer
private network.
@ Dp:\-:na\
@ some

X

Before you continue, head over to Azure and create a new virtual network in the region
you selected and set up virtual network peering between the new virtual network and
the one that your VDAs are connected to. Then, add a subnet in the new virtual network

®

To keep the connections between resources within the private network, select the Create pri-

vate endpoints for storage and databases check box.

After you select the Create private endpoints for storage and databases check box, decide on

whether to enter another subnet ID by taking the following into consideration:

« If you do not plan to join your Session Recording servers to an Active Directory domain,

the subnet is not needed and thus leave the subnet ID field empty.

« If you leave the subnet ID field empty, you are joining your Session Recording servers to

an Azure Active Directory domain.
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Optional

Network

Storage

Databases

Tags
Optional

(SISO NONONONONMONON

Summary

Next

Create site

° Site information

About your deployment

Virtual machines

Domain and certificate

Load balancer

Secure client

Cancel

X

Before you continue, head over to Azure and create a new virtual network in the region
you selected and set up virtual network peering between the new virtual network and
the one that your VDAs are connected to.

Then, add a subnet in the new virtual network, this is the subnet that your Session
Recording resources will connect to.

After you set up the new virtual network and subnet, select them below.

Virtual network

[ turn-key-v2-vnet (Resource group: a-turn-key-v2-xinzh) v }

Subnet

[ session-recording-subnet v }

Select a subnet that your VDAs can connect to.

Create private endpoints for storage and databases

Using private endpoints requires a DNS private resolver, which needs a dedicated
subnet. In the same virtual network you created, add another subnet and select it
below.

Note: If you do not plan to join your Session Recording servers to an Active Directory
domain, the subnet is not needed.

Subnet

dns-private-resolver-outhound-endpoint-subnet v

Estimated cost (per month)
§182.5

7. (Skip this step if you already have an application registered.) Register an application with your

Azure AD tenant. An application must be registered to delegate identity and access manage-

ment functions to Azure AD.

There are two methods for registering an application.

Method 1:

a) Copy the following Citrix-provided script and name it, for example, AppRegistration.ps1:

<#

.SYNOPSIS
Copyright (c) Citrix Systems, Inc. All Rights Reserved.

.DESCRIPTION

Create Azure app registrations and give proper permissions
for Citrix Session Recording service deployment
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.Parameter azureTenantID
.Parameter azureSubscriptionID
.Parameter appName

.Parameter role

#>

[CmdletBinding()]

Param(
[Parameter (Mandatory = $true)] [String] $tenantld,
[Parameter (Mandatory = $true)] [String] $subscriptionId,
[Parameter (Mandatory = $true)] [String] $appName,
[Parameter (Mandatory = $true)] [String] $role

)

if ($role -ne "Citrix Session Recording service" -and $role -
ne "Citrix Session Recording Deployment" -and $role -ne "
Contributor™) {

throw [System.Exception] "Invalid role '$role', only
support 'Citrix Session Recording service', 'Citrix
Session Recording Deployment', and 'Contributor'."

+
try {
Get-InstalledModule -Name "Az.Accounts" -ErrorAction Stop
}
catch {
Install-Module -Name "Az.Accounts" -Scope CurrentUser -
Repository PSGallery -SkipPublisherCheck -Force
}
try {
Get-InstalledModule -Name '"Az.Resources" -ErrorAction Stop
}
catch {

Install-Module -Name "Az.Resources'" -Scope CurrentUser -
Repository PSGallery -SkipPublisherCheck -Force

Connect-AzAccount -TenantId $tenantId -Subscription
$subscriptionId

try {

© 1997-2026 Citrix Systems, Inc. All rights reserved. 94



Session Recording service

SazureAdApplication = Get-AzADApplication -DisplayName
$appName
if ($null -eq SazureAdApplication) {

Write-Host "Create a new app registration for Citrix
Session Recording" -ForegroundColor Green

$azureAdApplication = New-AzADApplication -DisplayName
$appName -AvailableToOtherTenants $false

}
else {
Write-Host "App registration '$SappName' already exists
." —-ForegroundColor Yellow
}

$azureAdApplicationServicePrincipal = Get-
AzADServicePrincipal -DisplayName $appName
if($null -eq S$azureAdApplicationServicePrincipal) {

$azureAdApplicationServicePrincipal = New-
AzADServicePrincipal -AppId $azureAdApplication.

AppId
Write-Host "Create a service principal for app
registration 'S$appName'" -ForegroundColor Green
}
else{
Write-Host "Service principal already exists for app
registration '$appName'" -ForegroundColor Yellow
}

if (Srole -eq "Citrix Session Recording service" -or Srole
-eq "Citrix Session Recording Deployment") {

$rootPath = Get-Location

ScustomRolePath = $(Join-Path -Path $rootPath -
ChildPath "sessionrecordingdeployment.json") |
Resolve-Path

$customRoledson = Get-Content S$customRolePath |
ConvertFrom-Json

$customRoleJson.AssignableScopes[@] = "/subscriptions/
" + $subscriptionId

$tmpCustomRolePath = Join-Path -Path S$rootPath -
ChildPath "sessionrecording_tmp.json"

SroleDef = Get-AzRoleDefinition -Name S$role
if ($null -eq S$roleDef) {

try {
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$customRoledson | ConvertTo-Json -depth 32 |
Set-Content $tmpCustomRolePath

Write-Host "Create a custom role 'Srole'" -
ForegroundColor Green

New-AzRoleDefinition -InputFile

$tmpCustomRolePath
}
catch {
Write-Host "Failed to create custom role,
error: $_" -ForegroundColor Red
throw $_.Exception
+
}
else {
try {
$customRoleJson | Add-Member -MemberType
NoteProperty -Name 'id' -Value $($roleDef.
Id)
$customRoleJson | ConvertTo-Json -depth 32 |
Set-Content $tmpCustomRolePath
Write-Host "Upadate the custom role 'Srole'" -
ForegroundColor Green
Set-AzRoleDefinition —-InputFile
$tmpCustomRolePath
+
catch {
Write-Host "Failed to update custom role,
error: $_" -ForegroundColor Red
throw $_.Exception
+
}

$roleAssignment = Get-AzRoleAssignment -RoleDefinitionName
Srole -ObjectId $($SazureAdApplicationServicePrincipal.
Id)

if (Snull -eq SroleAssignment) {

Write-Host "Assign role 'Srole' to app '$appName''" -
ForegroundColor Green

New-AzRoleAssignment -RoleDefinitionName $role -
ApplicationId $azureAdApplication.AppId
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}
else {
Write-Host "Role 'Srole' already assigned to app '
$appName'" -ForegroundColor Yellow
}
Write-Host "Tenant ID: $tenantId" -
ForegroundColor Green
Write-Host "Subscription ID: $subscriptionId"
-ForegroundColor Green
Write-Host "Application ID: $(

SazureAdApplication.AppId)" -ForegroundColor Green

Write-Host "Service principal object ID: $(
S$azureAdApplicationServicePrincipal.Id)" -
ForegroundColor Green

catch {

Write-Host "Failed to assign role assignment to this app,
error: $_" -ForegroundColor Red

Write-Host "Please make sure the current azure admin has
permission to assign roles" -ForegroundColor Red

b) Copy the following custom role file and name it sessionrecordingdeployment.json. This

custom role file helps to assign least permissions for the application to be registered.

{

"name": "Citrix Session Recording Deployment",
"description": "This role has permissions which allow
users to deploy Session Recording resources using an
Azure Resource Manager template (ARM template). ",
"assignableScopes": [
"/subscriptions/x"

1,

"actions": [
"Microsoft.Compute/availabilitySets/write",
"Microsoft.Compute/virtualMachines/extensions/read",
"Microsoft.Compute/virtualMachines/extensions/write",
"Microsoft.Compute/virtualMachines/read",
"Microsoft.Compute/virtualMachines/runCommands/read",
"Microsoft.Compute/virtualMachines/runCommands/write",
"Microsoft.Compute/virtualMachines/write",
"Microsoft.ContainerInstance/containerGroups/read",
"Microsoft.ContainerInstance/containerGroups/write",
"Microsoft.KeyVault/vaults/

PrivateEndpointConnectionsApproval/action",
"Microsoft.KeyVault/vaults/read",
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20
21
22
23

24
25

26

27

28
29

30

31
32

33
34

35
36
37

38
39
40
41
42
43
44

45

46
47
48
49

50

51
52

53

54
55
56
57

"Microsoft.KeyVault/vaults/secrets/read",
"Microsoft.KeyVault/vaults/secrets/write",
"Microsoft.KeyVault/vaults/write",
"Microsoft.ManagedIdentity/userAssignedIdentities/assign
/action",
"Microsoft.ManagedIdentity/userAssignedIdentities/read",
"Microsoft.ManagedIdentity/userAssignedIdentities/write"

)
"Microsoft.Network/dnsForwardingRulesets/forwardingRules
/read",
"Microsoft.Network/dnsForwardingRulesets/forwardingRules
/write'",
"Microsoft.Network/dnsForwardingRulesets/read",
"Microsoft.Network/dnsForwardingRulesets/
virtualNetworkLinks/read",
"Microsoft.Network/dnsForwardingRulesets/
virtualNetworkLinks/write",
"Microsoft.Network/dnsForwardingRulesets/write",
"Microsoft.Network/dnsResolvers/outboundEndpoints/join/
action",
"Microsoft.Network/dnsResolvers/outboundEndpoints/read",
"Microsoft.Network/dnsResolvers/outboundEndpoints/write"

)
"Microsoft.Network/dnsResolvers/read",
"Microsoft.Network/dnsResolvers/write",
"Microsoft.Network/loadBalancers/backendAddressPools/
join/action",
"Microsoft.Network/loadBalancers/write",
"Microsoft.Network/networkInterfaces/join/action",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/networkInterfaces/write",
"Microsoft.Network/networkSecurityGroups/join/action",
"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/networkSecurityGroups/securityRules/
read",
"Microsoft.Network/networkSecurityGroups/securityRules/
write",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/privateDnsZones/join/action",
"Microsoft.Network/privateDnsZones/read",
"Microsoft.Network/privateDnsZones/virtualNetworkLinks/
read",
"Microsoft.Network/privateDnsZones/virtualNetworkLinks/
write",
"Microsoft.Network/privateDnsZones/write",
"Microsoft.Network/privateEndpoints/privateDnsZoneGroups
/read",
"Microsoft.Network/privateEndpoints/privateDnsZoneGroups
/write'",
"Microsoft.Network/privateEndpoints/read",
"Microsoft.Network/privateEndpoints/write",
"Microsoft.Network/publicIPAddresses/join/action",
"Microsoft.Network/publicIPAddresses/read",
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1,

"notActions":
"dataActions":
"notDataActions'":

"Microsoft.
"Microsoft.

"Microsoft

"Microsoft

b
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft

)
"Microsoft.
"Microsoft.
.Resources/templateSpecs/versions/write",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.
.Sql/servers/

"Microsoft

"Microsoft

Network/publicIPAddresses/write",
Network/virtualNetworks/join/action",

.Network/virtualNetworks/read",
"Microsoft.
"Microsoft.
"Microsoft.
"Microsoft.

Network/virtualNetworks/subnets/join/action",
Network/virtualNetworks/subnets/read",
Resources/deploymentScripts/read",
Resources/deploymentScripts/write",

.Resources/deployments/operationstatuses/read"

Resources/deployments/read",
Resources/deployments/validate/action",
Resources/deployments/write",

.Resources/subscriptions/resourceGroups/read",
"Microsoft.

Resources/subscriptions/resourceGroups/write"

Resources/templateSpecs/read",
Resources/templateSpecs/versions/read",

Resources/templateSpecs/write",
Sql/servers/auditingSettings/write",
Sql/servers/databases/write",
Sql/servers/firewallRules/write",

privateEndpointConnectionsApproval/action",

"Microsoft.
"Microsoft.
"Microsoft.

Sql/servers/read",
Sql/servers/write",
Storage/storageAccounts/

PrivateEndpointConnectionsApproval/action",

"Microsoft.

Storage/storageAccounts/blobServices/

containers/read",

"Microsoft.

Storage/storageAccounts/blobServices/

containers/write",

"Microsoft.
write",
"Microsoft.
"Microsoft.
"Microsoft.

Storage/storageAccounts/fileServices/shares/

Storage/storageAccounts/listkeys/action",
Storage/storageAccounts/read",
Storage/storageAccounts/write"

(1,
1,
[l

c) Put AppRegistration.psl and sessionrecordingdeployment.json in the same folder.

d) Run either of the following commands as needed.

To create an application and assign it least permissions with the preceding custom role file

(sessionrecordingdeployment.json), run:

.\AppRegistration.psl —-tenantId <tenant ID> -subscriptionId <
subscription ID> -appName <application name> -role "Citrix
Session Recording Deployment"
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To create an application and assign it the Azure built-in Contributor role, run:
.\AppRegistration.psl -tenantId <tenant ID> -subscriptionId <

subscription ID> -appName <application name> -role "
Contributor"

Method 2:

Go to the Azure portal and register an application by yourself. Grant proper permissions to
the application. For the least permissions that are required, see the sessionrecordingdeploy-
ment.json file in Method 1.

8. Specify configurations for your Session Recording servers to be installed later.

Create site X

Site information Create virtual machines as your Session Recording servers.

About your deployment Image
Optional -

‘ Windows Server 2022 Datacenter: Azure Edition-x64 Gen2 v ‘

Network

Size

Virtual machines -
‘ Standard_D4s_v3-4vecpus, 16 GiB memory v ‘

Domain and certificate
Number of VMs

‘ 3 BC o Recommended for you: 3

Estimated cost (per month)

$812.16
Load balancer

Tags
Optional - .
Create an administrator account for the virtual machines.

Secure client
Administrator account username

(SESNONONONONORON I I J

You will be prompted to set the password for this administrator when you run
the template.

@ ®

Note:

« The Number of VMs field is prefilled with the recommended number if there’s one.
Change the number as needed.

+ Estimated costs are based on standard pricing and don’t take discounts into consid-
eration. You can expect lower actual costs than estimated.

9. Join the Session Recording servers to the same domain with your VDAs and specify a certificate
for the Session Recording servers.
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+ If your VDAs connect to an Active Directory domain, select the Join servers to an Active
Directory domain check box and enter the relevant information.

« Ifyour VDAs connect to an Azure Active Directory (Azure AD) domain, clear the Join servers
to an Active Directory domain check box. After you complete creating the current site,
make sure to manually join the Session Recording servers to the same Azure AD domain.
Notice that pure Azure AD deployment is available only for Session Recording 2402 and
later.

Create site ¢

Site information ;
Join servers to an Active Directory domain

About your deployment @ This should be the domain where your VDA reside

Optional
Network Domain name

Domain controller IP address
Domain and certificate | ‘

Virtual machines

Username

Specify a domain user with sufficient rights to join machines to the domain

Password

| ° |

Specify a certificate for the virtual machines to use. Only .pfx files are supported.

® 6 @O0

Certificate

Certificate password

| ®

C- e ®
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Create site ¢

Site information ;
() Join servers to an Active Directory domain

Abf’Ut your deployment o Supported only on Session Recording server version 2402 or later. Please select a
Optional compatible version in the previous step. Go back

Network

Virtual machines Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

Domain and certificate

Database: | @

Load balancer

tJ‘;:{{élwaL

Secure client

® 6 @O0

@ ®

10. Configure an Azure storage account and file shares to store your recording files. For pricing

information, see Azure Files pricing.
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Create site

Site information

About your deployment
Optional

Network

Virtual machines

Domain and certificate

Storage

@00 00000

«

X

Configure a storage account and file shares to store your recording files. For pricing

information, see Azure File Pricing,

@ A separate storage account will be created for your archived recordings, which does

not generate any cost if not used

Storage account

Performance

®) Standard: Recommended for most scenarios (general-purpose v2 account).

Premium: Recommended for scenarios that requires low latency.

Redundancy

Locally-redundant storage (LRS)

File shares
Tier
Transaction optimized

Maximum capacity
5TiB

Number of file shares

‘ 6 BC o Recommended for you: 6

Estimated cost (per month)
$1843.2 (max.)
$0.08 per used GiB, actual cost depends on your usage.

®

11. Create two SQL databasesin Azure. One is used as the Session recording database (named ses-

sionrecording) and the other as the administrator logging database (named sessionrecord-

inglogging).
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Create site X

Site Information Create 2 SQL databases for recording and logging data, respectively.

About your deployment
Optional

Compute + storage
Network Service tier

General Purpose

Compute tier
Domain and certificate Provisioned

Hardware configuration

o Virtual machines

Storage
Standard-series (Gen5)
Up to 128 vCores, up to 625 GiB memory
Databases
vCores
N
o lz ¥

Data max size (GiB)

A
B =
Estimated cost (per month)
$441.3

Database administrator

Username

dbadminl

You will be
the template.

ompted rd for this administrator when you run

D ®

12. Create a load balancer to distribute workload among the Session Recording servers. Enter the

IP addresses or ranges of your VDAs and separate them by a comma (,) in the Restrict access
of the load balancer to only the following addresses field. For pricing information, see Load
Balancer pricing.
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©®@ 0000000

® & ©

Create site

Site information

About your deployment
Optional

Network

Virtual machines

Domain and certificate

Storage

Databases

Load balancer

Tags
Optional

Secure client

Summary

m Cancel

Create a load balancer to distribute workload among the servers. For pricing
information, see Load Balancer Pricing.

Azure load balancer

SKU
Standard

Type
O Ppublic
© Internal

Tier
Regional

Estimated cost (per month)
$61.6

Access

Restrict access of the load balancer to only the following addresses @

0.0.0.0/0

®

13. (Optional) Apply tags to the Azure resources to be created.
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Create site X
o Site Information You can apply tags to the Azure resources that will be created.
If no tags are needed, simply click Next to continue
o About your deployment
Optional
o Network Name Value
+ Add
o Virtual machines
o Domain and certificate
o Storage
o Databases
o Load balancer
@ Tags
Optional
@ sum

- 1= ®

14. Create a secure client to onboard the Session Recording servers to the Session Recording ser-

vice.

Click Create client to let Citrix create a secure client on your behalf. Alternatively, you can create
a secure client through the Identity and Access Management > API Access tab of the Citrix
Cloud console and then fill in the information below.
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Create site X

Site information Create a secure client to onboard the Session Recording servers to the Session

Recording service.
About your deployment e

Optional Click Create client and we will create a secure client on your behalf. Alternatively, you
can create a secure client through the Identity and Access Management > AP Access tab of
the Citrix Cloud console and then fill in the information below.

Virtual machines Create client

Domain and certificate

Network

D
| 6b63afdf-d048-49e1-b27d-781bffead7a2 ‘

Storage

Databases Secret

Load balancer

Tags

Optional

Secure client

®©®0000000000

« o ®

15. View the summary about the resources to be created and click the pencil icon to edit your set-
tings if needed. After that, click Download template. An AEM template that contains how and

which resources you want to deploy is then downloaded to the Downloads folder on your ma-
chine. You can also see the newly created site on the Server Management page.
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Create site X

o Site information Here is a summary of the resources that will be created when you run the template in

your Azure portal. Download the template and follow the instructions in the product
° About your deployment .
Optional documentation to deploy your resources

Network Region USEast

Virtual machines
Resource group

Domain and certificate

[ virtual machine € vz
° Storage Image Windows Server 2022 Datacenter: Azure Edition-x64 Gen2
Size Standard_D4s_v3-4vcpus, 16 GiB memory
o Databases
° Load balancer [ storage account V74 [D Storage account (for archive)
Performance  Standard Performance ~ Standard
Tags
o D;;—%;ml Redundancy LRS Redundancy LRS
° Secure client File shares @ File Share
Maximum capacity 5 TiB Maximum capacity 5 TiB
@ Summary
& Databases e V74 o& Load balancer vz
Service tier General Purpose SKU  Standard
vCores 2 Type Regional
Datamaxsize 32GiB Tier
Estimated cost (per month) $3468.76
Virtual machines $812.16 Databases $441.30
Storage $1843.20 Azure load balancer $189.60

DNS private resolver  $182.50

®

16. Go to the Downloads folder and unzip the ARM template. Open the unzipped file folder, type

PowerShell in the address bar, and hit Enter. Wait till a PowerShell window is opened at that
folder.

17. Run the JavaScript Object Notation (JSON) script named DeploySessionRecording.ps1. Pro-
vide values for the parameters prompted. The actual parameters vary depending on the settings
you specified when creating the template. For example:

PS D:\Downloads\Edge Downloads\47lafec3-f680-Ud33-a655-047480922194> .\DeploySessionRecording.psl

cmdlet DeploySessionRecording.psl at command pipeline position 1
Supply values for the following parameters:
TenantId: |
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PS D:\Downloads\Edge Downloads\U71la@ec3-f680-U4d33-a655-047480922194> .\DeploySessionRecording.psl

cmdlet DeploySessionRecording.psl at command pipeline position 1

Supply values for the following parameters:

TenantId: ©3eacdb3-8322-U4854-8219-30b0526a6U428

AzureClientId: 59e6dfu8-2aeb-487b-95b8-b95c6Ub8c8IT

Azureclientsec]_‘et TORAARAAKAAKRAAAAAAAAA AR R AR AR AR AR kkhkk

SubscriptionId: eb®89a2e-52b0-Uu92-9e2U-Tbf579cff1uUf

ResourceGroupName: a-xinzhang-rg-1

DomainPassword: **xkkkkkkkkkkk

VmAdminPassword: #skikdkskkskkkkskk

SqlAdminPassword: #kkkkkkkkkkkkk

WARNING: The provided service principal secret will be included in the 'AzureRmContext.json' file found in the user
profile ( C:\Users\xinzh\.Azure ). Please ensure that this directory has appropriate protections

Account SubscriptionName TenantId

nme
nt

ResourceGroupName : a-xinzhang-rg-1
Location eastus
ProvisioningState Succeeded
IEH {admin}
TagsTable

Name Value

n xinzh

Resourceld : /subscriptions/eb889a2e-52b0-U4492-9e2U-Tbf579cFf1Uf/resourceGroups/a-xinzhang-rg-1
ManagedBy

18. GototheAzure portal, locate the resource group that contains your deployment, and then check
the deployment progress. Wait until the entire deployment shows Succeeded.

Resource groups A a-sr-rg | Deployments| #
o

Deployment name Status Last modified Duration

Settings

000000000

072024, 3:57:04 PM 7 minutes, 43 seconds, 160 milliseconds

Cost Management

Monitoring

19. Return to the Server Management page of the Session Recording service. Find the newly cre-
ated site, and you will see a Set up button available. Click Set up to set up Session Recording
to get it up and running.
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Server Management (0]

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide.

+ Createsite (¥ Refresh

Unallocated servers (Servers that do not belong to any load-balancing site.) Empty)

> osenver
0] Session Recording Site .
o [0] Session Recording Si Settings
2 servers, 0 available
& Servers
Server version Cloud cient version
sr-ehlsdbh-0 N 7.42.26125.388 O Ready toinstall
Server version Cloud client version
sr-ehlsdbh-1 N 7.42.26125.388 O Ready toinstall
N [1] Session Recording Site (Public access) Settings

2 servers, 2 available

Set up Session Recording X

Install the Session Recording server and complete necessary configuration tasks to get Session Recording up and running.

QO Checking prerequisites...

o ®

To set up Session Recording, you need to specify the version of the Session Recording server to
install and upload the resourcelnfo.json file.
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Set up Session Recording

Install the Session Recording server and complete necessary configuration tasks to get Session Recording up and running.

Server version
Select the version of Session Recording server to install.

2311 v

Resource info

In order to set up Session Recording with your deployed resources, we need some information about them. Upload the
resourcelnfo.json outputted after running the ARM template and enter the administrator credentials for your databases.

Upload file

R st sescion Recording
X

Name
= parameter
7 template

[1] resourcelnfojson

Date modified

4/10/2024 2:18 PM

4/10/2024 2:15 PM

4/10/2024 2:31 PM

> ThisPC > Data (D) > Downloads > Edge Downloads > 6f515241-127d-4072-bd12-ee6a2f669060 >

Type Size
File folder
File folder

JSON Source File

v C | Search6f515241-127d-407.. P
Ilete necessary configuration tasks to get Session Recording up and running.

=- 0 0

rtoinstall.

£

deployed resources, we need some information about them. Upload the
ARM template and enter the administrator credentials for your databases.

fe | resourcelnfojson

~| 150N Fie *jsom) ~

Enter the credentials for your databases.

Uoas tom mobie o

Start setup
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Click Start startup. You can then check the setup progress on the Server Management page.

Set up Session Recording X

Install the Session Recording server and complete necessary configuration tasks to get Session Recording up and running.

Server version

Select the version of Session Recording server to install.

2311 v

Resource info

In order to set up Session Recording with your deployed resources, we need some information about them. Upload the
resourcelnfo.json outputted after running the ARM template and enter the administrator credentials for your databases.

Upload file resourcelnfo.json @

Instance name
sessionrecording-6jqtjftg4atra.database.windows.net

Session Recording database name
sessionrecording

Administrator logging database name
sessionrecordinglogging

username

[ XenAdmin ]

Password

Start setup

Server Management

—+ Createsite (™ Refresh

0 server

[0] Session Recording Site

2 servers, 2 available

2 servers, O available | | Setup in progress
Servers
sr-ehls4bh-0
sr-ehls4bh-1
N [1] Session Recording Site (Public access)

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide.

Unallocated servers (Servers that do not belong to any load-balancing site.) Empty)

Server version

Server version

Settings
Cloud client version
7.42.26125.388 B Installation in progress @
Cloud client version
YoYoo T c5E O Ready toinstall

Settings

@
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Set up Session Recording X

Step 1 of 2: Install the specified version of Session Recording server on the VMs

You can view the installation progress of individual servers in the server list.

©

You can view the installation progress of individual servers in the server list.

Install Session Recording X
sr-ehls4bh-0

Step 1 of 3: D i i i ini i .msi

Installation in progress. You can close this dialog and check back later. After the installation completes, you can find the server under

Site [0] Session Recording Site on the Server Management page.

()

When all the Session Recording servers show available in the list, your site creation is complete
and the specified resources are deployed to Azure.
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Install Session Recording X
sr-ehls4bh-0

Step 1 of 3: D¢ i i ing. ini: i 4.msi

Installation in progress. You can close this dialog and check back later. After the installation completes. you can find the server under

Site [0] Session Recording Site on the Server Management page.

Schedule cloud client upgrades

September 7, 2025

You install the Session Recording cloud client on each Session Recording server that you want to con-
nect to the cloud. Citrix® checks for upgrades for the Session Recording cloud client automatically.
You can upgrade the cloud client immediately or specify a time to upgrade the cloud client automati-
cally.

Upgrade the cloud client immediately or automatically

To upgrade the cloud clientimmediately or automatically, choose either of the following methods:

Method 1: Click Cloud client version in the row of the target Session Recording server

1. Locate the target Session Recording server by selecting Configuration > Server Management
from the left navigation of the Session Recording service.

2. Ensure that the Session Recording server is in Available status.
3. Click Cloud client version in the row of the Session Recording server.

Cloud client version is not clickable if the server is not in Available status.
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v SR1912 1 server, 1 available Settings
S s de, © hotee o
v SR2203 1 server, 0 available Settings
S @ onre
> g:}gjescnminmusm eget magna fermentum iaculis. 1 sorver, 1 availabls Settings
v STANDALONE2209 1 server, 1 available Settings
STANDALONE2209 2;”;’0"2'5'"“ [ %‘%@2 © Available ] &
> W2K16ST-SRGXDEV 1 server, 1 available Settings
> W2K19ST-74G7GI6 1 server, 1 available Settings.
> W2K19ST-DRV9I12 1 server, 0 available Settings
> W2K19ST-GA37VLG 1 server, 1 available Settings
> W2K19ST-VMODNLK 1 server, 0 available Settings
> WEEKLYSERVER2 4 servers, 1 available Settings

4. Click Upgrade now or Configure automatic upgrade.

Cloud client version

Current version  7.37.25459.8745

Latest version 7.37.25542.42517

o Upgrade available.

Upgrade now ( Configure automatic upgrade )

+ Click Upgrade now.

Upgrade now is not available if the version of your cloud client is already up to date. After
clicking Upgrade now, you are not prompted to confirm the upgrade.

+ Click Configure automatic upgrade.

After clicking Configure automatic upgrade, you are taken to the Cloud client upgrades
page where you can specify a time to upgrade the cloud client automatically.
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General

Recordings

Server settings
STANDALONE2209

Cloud client upgrades

We check for upgrades for your
tomaticall

nowif anew version s available.

Playback Latest version
7.37.25542.42517
Logging
© Upgrade available
Cloud DB
Enable rade
Upgrade
oL
pu—

will take effect the next day. You can als

X

atime to upgrade
lso upgrade

®

By default, automatic upgrade is enabled and occurs from 2:00 AM through 3:00 AM every
day. You can clear the Enable automatic upgrade check box to allow only manual up-

grades.

If you select the Enable automatic upgrade check box, you can specify a custom time slot
that suits your needs. The time shown here is the time on the Session Recording server.

Server settings

X

atime to upgrade

STANDALONE2209
General Cloud client upgrades.
Recordings We check
take effect the next day. You can also upgrade
now if a new versi
Playback Latest version
7.37.25542.42517
Logging
© Upsrace vaisbl
Cloud DB
@ Enable automatic upgrade
Upgrade Upgrade time (UTC-05:00)
[(#00 am-500am V]
CEIP 4:00 AM - 5:00AM
12:00 AM-1:00AM
1:00 AM-2:00AM
2:00 AM-3:00AM
3:00 AM-4:00AM
4:00 AM-5:00AM
5:00 AM-6:00AM
6:00 AM-7:00AM
7:00 AM-8:00AM

Your automatic upgrade settings take effect the next day.

Method 2: Click the settings icon in the row of the target Session Recording server

1. Locateyour target Session Recording server by selecting Configuration > Server Management

from the left navigation of the Session Recording service.

2. Ensure that the Session Recording server is in Available status.
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3. Click the settings icon in the row of the Session Recording server. The Server settings window
appears.

v SR1912 1 senver, 1 available Settings
Server version Cloud client version
Sk 19.12.6000.24093 7.37.25542.42517 O - &
v SR2203 1 server, 0 available Settings
Server version Cloud client version
Shez0s 22.3.2000.36 7.37.25542.42517 oot
> SRS- 1 server, 1 available Settings

Site description justo eget magna fermentum iaculis.

e STANDALONE2209 1 server, 1 available m

P © s °,
) ‘W2K16ST-SRGXDEV 1 server, 1 available Settings
) W2K19ST-74G7GI6 1 server, 1 available Settings
) W2K19ST-DRV9J12 1 server, 0 available Settings
) W2K19ST-GA37VLG 1 server, 1 available Settings
) W2K19ST-VMODNLK 1 server, 0 available Settings
) 'WEEKLYSERVER2 4 servers, 1 available Settings

4. Click Upgrade in the left navigation.

Server settings X
STANDALONE2209

General Cloud client upgrades

Recordings We check for upgrades for your Session Recording cloud client You can specify a time to upgrade
take effect the next day. You can alsoupgrade

nowif a new version s available.

Playback Latest version

7.37.25542.42517
Logging

L YE—
Cloud DB

Enable automatic upgrade
Uperade

cep

o ®

5. Click Upgrade now or set Enable automatic upgrade.

+ Click Upgrade now.

Upgrade now is not available if the version of your cloud client is already up to date. After
clicking Upgrade now, you are prompted to confirm the upgrade.

+ Set Enable automatic upgrade.
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Server settings
STANDALONE2209

General

Recordings

Playback

Logsing

Cloud DB

Upgrade

CEIP

Cloud client upgrades

We check for upgrades for your
tomatical

now if a new version s available,
Latest version
7.37.25542.42517

© Upsrade available Upgrade now

@ Enable automatic upgrade
Upgrade time (UTC-05:00)

take effect the next day. You can also upgrade

[ 4:00 AM-5:00AM g,

)

{400 4M- 50080

12:00 AM-1:00AM
1:00 AM-2:00AM
2:00 AM-3:00AM
3:00 AM-4:00AM
4:00 AM-5:00AM
5:00 AM-6:00AM
6:00 AM-7:00AM

7:00 AM-8:00AM

X

atime to upgrade

)

Note:

Ensure that the time you set for automatic cloud client upgrades is earlier than the
time you set for automatic archiving and deletion of recordings. Otherwise, auto-

matic archiving and deletion might fail.

Configure

November 11, 2024

This section provides instructions for you to:

+ Site and server settings

Configure policies

+ Configure session recording policies
« Configure event detection policies
+ Configure event response policies

Playback permissions

Administrator permissions
+ Configure preferences
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Site and server settings

February 5, 2026

Site settings

1. Select Configuration > Site Management from the left navigation of the Session Recording

service.

2. Click Settings for the target site.

0server, 0 available [—
>
> mme
> mmome
T
> e

'SERVER-3 _—

> 1server, 0 available

SERVER22-SIN
> 1server. 1 auailable Se‘ﬁgs

> e setings
> T e sotings
> T e sotings

‘SR2308LB -

2servers, 0 available

SRN2912
> 1 server, 0 available sam@

An Azure icon is available to represent sites deployed on Azure.

Server Management @]

Manage your Session Recording servers by load-k i configuring server settings

To adel Session Recording servers, follow the

+ Createsite  ( Refresh

Unallocated servers (Servers that do not belong to any load-balancing site.)

> 3servers
0 server, 0 available Settings
0server, 0 available Settings
0server, 0 available Settings
T
> A
»  Amessmmmoe
> e,

bettycsg (test)
0server, 0 available Settings!
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3. (Optional) On the General page, rename the site and give it a new description.

Site settings
AAJISRO6 X

Cenerl Site name

| AAJISRO6

Storage maintenance

Event data analysis Description

Al-powered insights

Email alerts | p

Playback

Endpoint recording

Diagnostic logging

®

4. (Optional) On the Storage maintenance page, schedule site-level tasks to automatically

archive and delete recordings. For more information, see Manage recordings on schedule.
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5. (Optional) On the Event data analysis page, specify which events need to be forwarded to a
third-party Security Information and Event Management (SIEM) system. For more information,
see Third-party SIEM integration. Additionally, you can enable the presentation of incident data
in the cloud, for more information, see Configure site-level user activity reporting.

6. (Optional) Onthe Al-powered insights page, specify the parameters of your Al model. For more
information, see Al-powered insighs for session recording.

7. (Optional) Onthe Emailalerts page, specify the email sender and content to send email alertsin
response to detected events. For more information, see Create a custom event response policy.

8. (Optional) On the Playback page, specify either the cloud player, on-premises players, or both
to play the recordings of a site. By default, both the cloud player and on-premises players are
selected. The on-premises playersinclude the Session Recording player (Windows) and the Ses-
sion Recording web player. For more information, see Specify players for a site.

9. (Optional) On the Endpoint recording page, specify which site’s policy can be in effect globally.
For more information, see Select the global configuration site.

10. (Optional) On the Diagnostic logging page, specify the retention period for diagnostic logs. For
more information, see Diagnostic logging.

Server settings

1. Select Configuration > Site Management from the left navigation of the Session Recording
service. You can manage the settings for your sites and the servers within them. This page is
organized into three tabs: Servers, VDAs and Media Servers.

The Servers tab displays a list of the Session Recording servers associated with the selected site.

Site management
Manage your Session Recording servers by load-balancing sites and configuring server settings. To add Session Recording servers, follow the Server connection guide. @
+ Createsite (™ Refresh

AWSERVER3-1UK5J

> Settings
Lserver, Lavailable | 0agent, 0 active

AWTSVDA-19285

1server, 1available | 2agents 1 active

Servers

Server name Server version Cloud client version Location Server status

AWTSVDA-192S5 25.11.10.3 7.46.26825.8596 Pune, India @ Available Q &

The VDAs tab provides detailed information about the Session Recording agents running on the
VDAs connected to the site. You can use the filters to quickly find specific VDAs.
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Site management

=+ Createsite (> Refresh

Unallocated servers (Servers that do not belong to any load-balancing site.)
5 servers

AALISRO6

1server, Lavailable | 2 agents. 2 active

Servers VDAs Task machines

Power state™ Registration state™ SR agent status

v Delivery group Unknown -1 Agents

Name VDA version Power state

VDA2311 2411.0.100.315 Unmanaged

v Delivery group ALIVDA -1 Agents

Name VDA version Power state

AJIVDA 2402.0.100.612 Unmanaged

Manage your Session Recording servers by load-balancing sites and configuring server settings. To add Session Recording servers, follow the Server connection guide.

Registration state SR agent status

Unregistered ® Active

Registration state SRagent status

Registered ® Active

SR agent version

2509.0.100.22

SR agent version

2503.0.100.35

0

1

Live recordings.

Live recordings.

Settings

The Media servers tab provides detailed information about the version and running status of

the media servers:

citrix

Daa$ Premium

Configuration
Site management .
Site management

Host connection

B DasS > SessionRecording > Configuration > Site management

Manage your servers by load: sites

Playback permissions + Createsite (™ Refresh

SIEM integration

Utilty settings N SR-SERVER

1server, Lavailable | 1 agent, 1 active

SR2203
> 1server, O available | 0 agent, 0 active
N SRN1912
1 server, 1 available
SRN2509
> 1server, 0 available | 0 agent, 0 active
SRN2509
v
1server, Lavailable | 1 agent. 0 active
Servers VDAs Media servers
Name

SRN2509.bdesp.local

server settings. To add Session Recording servers, follow the Server connection guide.

Media server version

25.9.100.25

+*Citrix Aidrien

Status

© Avsilsble

Settings

Settings

Settings

Settings

Settings

2. Expand asite to locate the target Session Recording server and then click the Settings icon next

to it. The Settings icon is present only for servers in Available state.
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Server Management

+ Createsite (> Refresh

>

3 servers

[Xin Zhang] 0707 (test)
0 server. 0 available

[Xin Zhang] 0707 (test)
0 server, 0 available

[Xin Zhang] 0707 (test)
0 server, 0 available

2308SRN
1server, 1 available

S Servers
2308SRN

ATEST

2 servers. 0 available

2 servers, 0 available

2 servers, 0 available

AutoTestSite202307 031440

Manage your Session Recording servers by load-balancing sites and configuring server sattings.

To add Session Recording servers, follow the Server connection guide

Unallocated servers (Servers that do not belong to any load-balancing site.)

Server version Cloud client version
22330004 7.39.25758.25384

Saved to this PC

S AutoTestApiSite202306301601

@ Ailable

Settings

Settings

Settings

Settings

“®

Settings

Settings

smm!‘!ﬁ'

Note:

The status of a Session Recording server might not change to Offline after you stop the

cloud client service (CitrixSsRecCloudClientService) on it.

3. Onthe General page, enter a description for the Session Recording server and move the server

to a different site. You can also drag and drop the Session Recording server to a different site.

Server settings
BDTESTSR

I General
Recording files
Recording netification
Playback
Logging
Cloud DB
Upgrade

CEIP

Description

Enter a description for this server.

Site
You can manage your Session Recording severs by load-balancing sites. Choose a site for this server.

Make sure that this server is connected to the database of the site you choose.

BDTESTSR v

e

X
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4. On the Recording files and other pages, configure the server settings listed in the following

table:

Server setting

File storage location

Certificate

File rollover

Restore location for archived files

Recording notification

Description

Specifies where to store recorded session files.
You can specify multiple locations to store files
in a load-balanced manner.

Lets you select a machine certificate to sign
recordings. If no certificate is provided, HTTP is
used as the communication protocol. In this
case, ensure that: (1) Secure Sockets Layer (SSL)
is disabled in Microsoft Internet Information
Services (IIS) on each Session Recording server.
(2) HTTP is selected as the connection protocol
on the Session Recording Agent. For more
information, see Use HTTP as the
communication protocol.

Lets you specify two thresholds for a rollover:
file size and recording duration.

Specifies a location to temporarily store
archived session recordings and make them
available for playback.

Customizes messages sent to end users to notify
them that their sessions are being recorded. You
can select Allow end user to deny recording of
their session to enable the feature that forces
end users to explicitly consent to the session
recording disclaimer before they can continue
with their session. If end users accept the
disclaimer, their session continues with session
recording enabled. If end users deny the
disclaimer, their session is terminated. When
Allow end user to deny recording of their
session is not enabled, the default notification
message is Your activity with the desktop or
program(s) you recently started is being
recorded. If you object to this condition, close
the desktop or program(s). Users can click OK to
dismiss the window and continue their sessions.
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Server setting

Live session playback

Recording file encryption

Citrix Workspace™ app version check

Hiding content on the web player home page

Administrator logging

Mandatory blocking

Cloud SQL support

Cloud client upgrades

CEIP

Server removals

Description

Sets whether you allow users to play ongoing
sessions that are being recorded.

Sets whether to encrypt recording files before
downloading to the player. Encryption prevents
files from being copied and viewed by users
other than the user who originally downloaded
them. This setting applies only to the Session
Recording player.

Sets whether you allow users to skip the Citrix
Workspace app version check that occurs before
the Session Recording player plays back a
recording. This setting applies only to the
Session Recording player.

Sets whether to prevent the web player home
page from displaying any content. Recordings
can be accessed only by way of their URLs. This
setting applies only to the on-premises web
player.

Sets whether to enable the administrator
logging service.

Sets whether to block changes to policies and
server settings if administrator logging fails.
Lets you enable or disable cloud SQL.

Lets you specify a time to upgrade the cloud
client automatically. Automatic upgrade
changes take effect the next day. You can also
upgrade immediately if a new version is
available.

Sets whether to join the Citrix Customer
Experience Improvement Program (CEIP).

The Session Recording service is a cloud platform that provides a unified entry point to manage and

observe the Session Recording servers across your organization. You can remove servers with the

Offline, Uninstalled, and Installation Failed states from the cloud to display only the desired Session
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Recording servers.
Note:

Removing a session recording server does not delete it and only hides it from the cloud user

W2K19ST-YMODNLK
v Settings
2 servers, 1 availsble
& Servers
Server version Cloud client version N
W2K18ST-S2N3DM7 el e @ Available Q &
Server version Cloud client version
W2K19ST-YMODNLK e T Ty @ Offline
v W2K22ST-TB81E13 Settings
Lserver, 0 available "
S Servers
Server version Cloud client version
W2K225TT881E13 T e T @ Offline w
WEEKLYSERVER2
v Settings
4 servers, 1 available
S Servers
Server version Cloud client version
SR-Server 22.3.1000.5 7.36.25431.20276 @ Uninstalled o
SR-Server2 Server version Gloud client version ) e
1213 22.31000.5 7.36.25410.34348 (R
Server version Cloud client version
W2K19ST-GBVA3PL Pl e © Ofiline
Server version Cloud client version N
WEEKLYSERVER? et S ooy @ Hvailable Q @

+ Offline: Session Recording servers with this state are disconnected from the Session Recording
service.

+ Uninstalled: Session Recording servers with this state are those servers that had the cloud
clientinstalled and then uninstalled.

« Installation failed: Session Recording servers with this state are those servers that you failed to
install from within the cloud. For more information, see Install Session Recording servers from
within the cloud.

Configure policies

December 3, 2025

Session Recording policies let you control your recording environment. You can:

« Specify which VDA sessions are recorded.
« Specify which events are logged within recorded VDA sessions.

« Specify which actions to trigger automatically in response to detected events in recorded VDA
sessions.

« Specify which endpoint sessions are recorded.

For more information, see:
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« Configure session recording policies

« Configure event detection policies

» Configure event response policies

» Configure endpoint recording policies

Video about configuring policies:

CIlTIX

Configure session recording policies

December 26, 2025

You can activate system-defined recording policies or create and activate your custom recording poli-
cies. System-defined recording policies apply a single rule to entire sessions. Custom recording poli-
cies specify which sessions are recorded.

The active recording policy determines which sessions are recorded. Only one recording policy is ac-
tive at a time.
Note:

After you create or activate a recording policy, the policy applies to all Session Recording servers
of the selected site. You can create and activate separate recording policies for different sites.
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System-defined recording policies

Session Recording provides the following system-defined recording policies:

Policies | AwsRs v | @

Recording policy Event detection policy Event response policy

Addpolicy JENeY

Do not record
System-defined
This policy means no sessions will be recorded

Record entire sessions excluding audio (for everyone, with notification)
This policy records entire sessions (screens and events), excluding audio. Users receive recording notifications in System-defined

advance.

Record entire sessions excluding audio (for everyone, without notification)
This poliey records entire sessions excluding audio (screens and events). Users do not receive recording System-defined
notifications

Record entire sessions excluding audio with lossy screen recording enabled (for everyone, with

notification) System-defined

) and using lossy screen recording mode to encode m

Note:

Both lossy screen recording and audio recording for non-optimized HDX™ audio are available
with Session Recording version 2308 and later.

» Donotrecord. The default policy. If you do not specify another policy, no sessions are recorded.

+ Record entire sessions excluding audio (for everyone, with netification). This policy
records entire sessions (including screens and events but excluding audio). Users receive
recording notifications in advance.

+ Record entire sessions excluding audio (for everyone, without notification). This policy
records entire sessions (including screens and events but excluding audio). Users do not receive
recording notifications.

+ Record entire sessions excluding audio with lossy screen recording enabled (for every-
one, with notification). This policy records entire sessions (including screens and events but
excluding audio). Lossy screen recording is enabled to reduce the size of recording files. Users
receive recording notifications in advance.

» Record entire sessions excluding audio with lossy screenrecording enabled (for everyone,
without notification). This policy records entire sessions (including screens and events but
excluding audio). Lossy screen recording is enabled to reduce the size of recording files. Users
do not receive recording notifications.

» Record entire sessions including audio (for everyone, with notification). This policy
records entire sessions (including screens, events, and audio). Users receive recording notifica-
tionsin advance. You can enable audio recording for non-optimized HDX audio. Non-optimized
HDX audio refers to the audio that is processed on the VDA and transmitted to/from the
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client where Citrix Workspace app is installed. In contrast to non-optimized HDX audio is
optimized HDX audio whose processing is offloaded to the client, such as in the Browser
Content Redirection (BCR) and Optimization for Microsoft Teams scenarios.

Record entire sessions including audio (for everyone, without notification). This policy
records entire sessions (including screens, events, and audio). Users do not receive recording
notifications.

Record only events (for everyone, with notification). This policy records only events that
your event detection policy specifies. It does not record screens or audio. Users receive record-
ing notifications in advance.

Record only events (for everyone, without notification). This policy records only events that
your event detection policy specifies. It does not record screens or audio. Users do not receive
recording notifications.

You can’t modify or delete the system-defined recording policies.

Create a custom recording policy

Considerations

You can record sessions of specific users or groups, published applications or desktops, delivery
groups or VDA machines, and Citrix Workspace™ app client IP addresses. To obtain the lists of
published applications or desktops and delivery groups or VDA machines, you must have the read
permission as a site administrator. Configure the administrator read permission on the Delivery
Controller™ of the site.

You can also specify smart access tags to use as scopes for a custom recording policy to apply to. This
feature is available with Session Recording 2402 and later. It lets you apply policies based on the user

access context including:

The user’s location
IP address range
Delivery group
Device type

Installed applications

For each rule you create, you specify a recording action and a rule scope. The recording action applies

to sessions that fall into the rule scope.

For each rule, choose one recording action:
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Add rule

Name an d description Recording actio

Description (optional)

O Published applic:

O Delivery groups and VDA machines

O 1P addresses and IP address ranges

O Fitter

®©

« Enable session recording with notification. This option records entire sessions (screens and
events). Users receive recording notifications in advance. With this option selected, you can
further select to enable audio recording or lossy screen recording. Additionally, you can choose
to hide specific applications in screen recordings.

« Enable session recording without notification. This option records entire sessions (screens
and events). Users do not receive recording notifications. With this option selected, you can
further select to enable audio recording or lossy screen recording. Additionally, you can choose
to hide specific applications in screen recordings.

+ Enable event only session recording with notification. Recording only specific events helps
to free up storage space. This option records throughout sessions only events that your event
detection policy specifies. It does not record screens. Users receive recording notifications in
advance.

+ Enable event only session recording without notification. Recording only specific events
helps to free up storage space. This option records throughout sessions only events that your
event detection policy specifies. It does not record screens. Users do not receive recording
notifications.

« Disable session recording. This option means that no sessions are recorded.

+ Hide specific applications in screen recording. This feature requires that you select Enable
lossy screen recording. It lets you hide specific applications with a layer mask during screen
recording. The color for the layer mask is configurable, which can be Black, Gray, or White.
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Add rule

Name and description Recording action

Rule name

Description (optional)

Scope

O Users and user groups

®

For each rule, choose at least one of the following items to create the rule scope. When a rule applies,
both the “AND”and the “OR”logical operators are used to compute the final action. Generally speak-
ing, the “OR”operator is used within arule item, and the “AND”operator is used between separate rule
items. If the result is true, the Session Recording policy engine takes the rule’s action. Otherwise, it
goes to the next rule and repeats the process.

+ Published applications and desktops. Creates a list of published applications and desktops
to which the action of the rule applies. Citrix DaaS (formerly Citrix Virtual Apps and Desktops™
service) sites are selected by default. Citrix Virtual Apps and Desktops sites are not supported.

+ Delivery groups and VDA machines. Creates a list of delivery groups and VDA machines to
which the action of the rule applies.

+ IP addresses and IP address ranges. Creates a list of IP addresses and ranges of IP addresses
to which the action of the rule applies. The IP addresses mentioned here are the IP addresses
of the Citrix Workspace apps.

« Filter. Creates a list of smart access tags to which the action of the rule applies. You can con-
figure contextual access (smart access) using smart access policies on Citrix NetScaler, Citrix
Device Posture service, and Adaptive access based on the user’s network location.
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Select tags X
ppl tags. Select from -defined tags or enter custom
tags. To learn more about Citrx-defined tags and theirdefinition, see the product documentation

Gitrix-defined tags
0 ™ Description

LOCATION_INTERNAL  Tag sent by default when the net type is set as INTERNAL.

(O LOCATION_EXTERNAL  Tag sent by defaultwhen the nat type s set as EXTERNAL.
Tag sent for an P address that i not defined in the polcy but is coming through the Network

() LOCATION_UNDEFINED L Launch for is defined n the resource
group.

COMPLIANT For compliant devices.

O NON-COMPLIANT For non-compliant devices.

Custom tags
Enter your custom tags separated by commas().

(= ®

Contextual access (smart access) is available with Session Recording 2402 and later.

+ Users and user groups. Creates a list of users and user groups to which the action of the rule ap-
plies. Both Azure Active Directory (Azure AD) and Active Directory identity types are supported.
Selecting Azure AD as the identity provider allows you to choose an instance from the drop-
down list. The available instances depend on your settings on the Citrix Cloud Identity and
Access Management > Authentication tab. For an example user group scenario, see Use user
groups and white list users.

Daa$ Premium o TST testing | cop v
Add users and groups X
Identity
Azure |
Instances
. WIn365._Citrix_TestOnly_TM
(test365)
10: 2¢649811-9ac 9035447141356
CTXLABSG2 Ses: ing team
TID: 03eacdsa-83: 210-300052606428
Olgal Test
o= ®

Note:

Azure AD support is a preview feature. It is available with Session Recording version 2402
and later.

Preview features might not be fully localized and are recommended for use in
non-production environments. Citrix Technical Support doesn’t support issues found
with preview features.
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To fully enable Azure AD identity support for configuring various policies and playback
permissions from the cloud, complete the following steps and then restart the VDA:

«+ Use the Citrix Virtual Apps™ and Desktops installer to install the Session Recording agent
on an Azure AD joined machine. Select Enable Azure AD support during the installation.

For a Session Recording agent that you’ve installed otherwise, set the following reg-
istry values under HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent to
enable Azure AD support:

+ Set CommunicationProtocalToggle to 1 (0 means .net remoting. 1 means Web-
socket).

+ Set AuthType to 1 (0 means Active Directory. 1 means Citrix Cloud™ authentication).

+ Set SmAudidpEnabled to 1 (0 means disabled. 1 means enabled)

+ Usethe MSI package to install the Session Recording server on an Azure AD joined machine
as well. Select Enable Azure AD support during the MSl installation.

« Connect Citrix Cloud to Azure AD.

When you create more than one rule in a recording policy, some sessions might match the criteria for
more than one rule. In these cases, the rule with the highest priority is applied to the sessions.

The recording action of a rule determines its priority:

+ Rules with the Disable session recording action have the highest priority.

+ Rules with the Enable session recording with notification action have the second-to-highest
priority.

+ Rules with the Enable session recording without notification action have the second-to-
lowest priority.

+ Ruleswiththe Enable event only session recording with notification action have the medium
priority.

+ Rules with the Enable event only session recording without notification action have the low-
est priority.

Some sessions might not meet any rule in a recording policy. For these sessions, the action of the
policy fallback rule applies. The action of the fallback rule is always Disable session recording. You
cannot modify or delete the fallback rule.

Steps

1. Signin to Citrix Cloud.
2. Inthe upper left menu, select My Services > DaaS.

3. Inthe DaaS tile, scroll down in the left navigation pane and select Session Recording.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 133


https://docs.citrix.com/en-us/session-recording/service/configure/playback-permissions.html
https://docs.citrix.com/en-us/session-recording/service/configure/playback-permissions.html
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/identity-access-management/connect-azure-ad.html#connect-citrix-cloud-to-azure-ad

Session Recording service

4. In the Session Recording service view, select Policies from the left navigation.
5. Select a target site. The Recording policy tab is displayed by default.

6. Click Add policy.

7. Enter a name and description for the new policy, and then click Add rule.

8. Enter a name and description for the rule. Specify a recording action and choose at least one of
the following items to create the rule scope.

For each rule, specify a recording action:

+ Enable session recording with notification
+ Enable session recording without notification

Enable event only session recording with notification
Enable event only session recording without notification
Disable session recording

For each rule, choose at least one of the following items to create the rule scope.

Published applications and desktops
Users and user groups

Delivery groups and VDA machines

IP addresses and IP address ranges
+ Filter

9. After the new policy is created, find it on the Recording policy tab and turn the toggle on to
activate the policy.

Use user groups

Session Recording allows you to use user groups when creating policies. Using user groups instead of
individual users simplifies the creation and management of rules and policies. For example, if users
in your company’s finance department are contained in an Active Directory group called Finance, you
can create a rule that applies to all the group members by selecting the Finance group in the

Rules wizard.

White list users

You can create Session Recording policies ensuring that the sessions of some users in your organiza-
tion are never recorded. This case is called

white listing these users. White listing is useful for users who handle privacy-related information or
when your organization does not want to record the sessions of a certain class of employees.
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For example, if all managers in your company are members of an Active Directory group called Exec-
utive, you can ensure that sessions of these users are never recorded by creating a rule that disables
session recording for the Executive group. While the policy containing this rule is active, no sessions
of members of the Executive group are recorded. The sessions of other members of your organization
are sessions recorded based on other rules in the active policy.

Understand rollover behavior

When you activate a policy, the previously active policy remains in effect until the session being
recorded ends or the session recording file rolls over. Files roll over when they have reached the
maximum size. For more information about the maximum file size for recordings, see Specify file size
for recordings.

The following table details what happens when you apply a new recording policy while a session is
being recorded and a rollover occurs:

If the previous recording policy After a rollover, the recording
was And the new recording policy is policy will be
Do not record Any other policy No change. The new policy

takes effect only when the user
logs on to a new session.

Record without notification Do not record The recording stops.

Record without notification Record with notification The recording continues and a
notification message appears.

Record with notification Do not record The recording stops.

Record with notification Record without notification The recording continues. No

message appears the next time
a user logs on.
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Video about configuring policies

CIlTIX

Configure event detection policies

December 6, 2024

You can configure event detection policies through the Session Recording service to log target events
in recorded sessions. Do not detect is the system-defined event detection policy. It’s inactive by
default. When it’s active, no events are logged.

Note:

An eventdetection policy applies to all Session Recording servers of a specific site. You can create

and activate separate event detection policies for different sites.

Policies | site1 v ®
Recording policy Event detection policy Event response policy
Add policy ‘ Q

Do not detect
This policy will disable logging of all events.

System-defined
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Events that can be detected

Session Recording detects target events and tags those events in recordings for later search and play-
back. You can search for events of interest from large amounts of recordings and locate those events
during playback.

System-defined events

Session Recording can detect and log the following system-defined events that occur during recorded
sessions:

+ Insertion of USB mass storage devices

Application starts and ends

« App failures

+ App installs and uninstalls

« File renaming, creation, deletion, and moving operations within sessions

« File transfers between session hosts (VDAs) and client devices (including mapped client drives
and generic redirected mass storage devices)

+ Web browsing activities

« Topmost window events

« Clipboard activities

+ Windows registry modifications

+ User account modifications

« RDP connections

« Performance data (data points related to the recorded session)
« Popup window events

« Printing activities

For more information about the various events, see the counterpart of the on-premises Session
Recording documentation.

Create a custom event detection policy

You can define which events to monitor by creating a custom event detection policy. Each policy can
include one or more rules. For each rule, you specify the events to monitor and determine which
sessions the rule applies to using the rule scope settings.
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Steps

=

9.

Sign in to Citrix Cloud.

In the upper left menu, select My Services > DaasS.

In the DaaS tile, scroll down in the left navigation pane and select Session Recording.

In the Session Recording service view, select Policies from the left navigation.

Select a target site. The Recording policy tab is displayed by default.

Select Event detection policy.

Click Add policy.

Enter a name and description for the new policy, and then click Add rule.

Enter a name and description for the rule.

Add event detection policy X
Name
Description (optional)
4
Rules
No rules configured.
«© > ©

Add rule

Name and description

F..., nama ‘

Description (optional)

Scope
O Users and user groups.
O Published applications and desktops
O Delivery groups and VDA machines
O 1P addresses and IP address ranges

O Fiter

- 1ED

Events tolog
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10. Choose at least one of the following items to create the rule scope. For more information about
the rule scope settings, see Create a custom event response policy.

+ Users and user groups

Published applications and desktops
Delivery groups and VDA machines
IP addresses and IP address ranges

« Filter

11. Specify one or more target events to monitor by selecting the check box next to each event
type. For exmaple, after you select App start events, you can click Monitored apps to specify
target applications to monitor and to avoid an excessive number of events from flooding the

recordings.

Monitored apps X

12. (Optional) Add more rules as needed. Each policy can include one or more rules.
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Video about configuring policies

CIlTIX

Configure event response policies

September 7, 2025

Event response policies let you configure event-triggered actions so that you can:

« Send an email alert when a session start event is detected.
+ Take action (any combination of the following actions) when events are detected in recorded
sessions:

« Send email alerts

Start screen recording immediately (with or without lossy screen recording enabled)
Lock session

Log off session

Disconnect session

The only system-defined event response policy is Do not respond. You can create custom event re-
sponse policies as needed. Only one event response policy can be active at a time. By default, there’
s no active event response policy.
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Note:

After you create or activate an event response policy, the policy applies to all Session Recording
servers of the selected site. You can create and activate separate event response policies for

different sites.

Policies | sie-1 v

Recording policy  Event detection policy

«@IT® (<

Event response policy

Do not respond
System-defined

This policy will disable all alert notificatior

System-defined event response policy

Session Recording provides one system-defined event response policy:

+ Do not respond. By default, no action is taken in response to logged events in your recordings.

Create a custom event response policy

1. Click Add policy.

2. Onthe Add event response policy page, enter a name and description for your new policy.
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Add event response policy

Name

Description (optional)

Rules

No rules configured.

~+ Add rule

3. Click Add Rule.

4. Enter the rule name and description.

Add rule

Name and description

Rule name

O Delivery groups and VDA machines.
O 1P addresses and P address ranges

O Filter

Events and responses

Event triggers

®

5. In the Event triggers section, click Configure to configure event-triggered actions so that you

can:

« Send an email alert when a session start event is detected.
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« Take action (any combination of the following actions) when events are detected in
recorded sessions

+ Send email alert

« Start screen recording immediately (with or without lossy screen recording enabled)
+ Lock session

+ Log off session

« Disconnect session

Click Add event triggers to create event triggers from scratch. Or, click Browse templates to
select existing event trigger templates to use directly or customize.

Configure event triggers and responses ¢

For each event trigger, select a session event, configure addtional conditions as needed, and specify the action to take when
the event s detected.

-+ Addeventtrigger 2= Browse templates

No event triggers configured.

©

Each time you click Add event triggers, a new event trigger is created in the pane below. You
can also click the Duplicate button to make duplicates of an existing event trigger.
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Configure event triggers and responses ¢

For each event trigger, select a session event, configure addtional conditions as needed, and specify the action to take when
the event is detected.

-+ Addeventtrigger 2= Browsetemplates [} Saveastemplate

Ifeventtype\s| v ‘ O w
Then Send email alert  and ‘ None v
Description:

O w

If event type is |

Then () Sendemail alert  and Start screen recording v

I |

Description: None
Start screen recording
Log off session
Disconnect session

Lock session

(- 1D ®

When you finish creating at least one event trigger, click Save as template to save your event

triggers as a template. You can then find the new template on the My organization tab of the
Event trigger templates page.

To access the Event trigger templates page, click Browse Template or click Resource Library
from the left navigation pane of the Session Recording service page.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 144



Session Recording service

Event trigger templates

My organization Community

Q

Theme ~  Eventcategory v  Created by ~

X

Submission history

TemplateAutomateTest20240418134 1Edit1 @] AutoTestCustomTrigger1202404181341Edit 0
Security Productivity Application Security Productivity Application

Created by L W Created by L W

AutoTestCustoniTrigger20240418134 1Edit @] bdtest0418 (]
Application Productivity ~ Application

Created by L W o Created by L W 3

mul template @] bdtest0418 O
Security Productivity Sensitive file Web browsing Troubleshooting Performance Sensitive file

Created by L W o Created by L W 3

ajjtest @] bdtest0418 0O
Application Session start Security Productivity use

Created by L W g Created by L W 3

®

The Event trigger templates page accommodates all event trigger templates, both from your

organization and from the other community members including Cloud Software Group itself.

On the My organization tab of the Event trigger templates page, you can publish your tem-
plates to the community for the other customers to access for free.
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Publish template X

Publishing your template allows other Session Recording administrators to view and
use itin their configuration.

Template summary

Summarize the event triggers in this template to help others find it easily.

Publish as
®

(O Anonymous

@ We will review the template after you submit. Make sure the template does not
include any sensitive information.

By submitting this template, you acknowledge and agree that this template is considered
"Feedback” in accordance with the End User Agreement, with all rights and obligations

associated therewith.

@D

Note:

See the End User Agreement before submitting a template.

On the My organization or Community tab of the Event trigger templates page, you can
search for target event trigger templates by keyword, theme, event category, and contributor.
You can also bookmark or give likes to the templates of your interest.

You can select multiple event trigger templates at a time. The templates you select appear on
the Add event triggers page where you can customize as needed.

Click Save to save your settings. You are taken back to the Events and responses page where
the event triggers you specify are listed. Click Configure to further adjust your event triggers. If
you select the Send email alert or Start screen recording action for any of your event triggers,
follow the GUI to configure email settings and recording options.
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Events and responses

Event triggers (6)

Gonfigure event triggers to trigger actions when certain events are detected

Event type Email alert Action

Client drive mapping @ vYes Lock session

File deletion @ ves Start screen recording
App start @ No None

Append @ Ves Start screen recording
App start @ No Start screen recording
Client drive mapping @ No Start screen recording

@ For your event triggers to work as expected, ensure that the relevant event types are logged by your active event detection policy.

Email settings

Applicable if you enabled send email alert in your event triggers.
To configure the email sender and content,go to site settings in Configuration > Server Management

Recipients

Recording options
Applicable to the start screen recording action.
Screen recording time span after an event is detected (min) @
0 AN
v
Screen recording time span before an event is detected (sec) @

0 N
v

[ Enable lossy screen recording

Session operation options

Applicable to the log off session, disconnect session, and lock session actions.

Delay before session operations begin (sec) @

AN
o |5

©

Note:

You must select the event types that the active event detection policy logs.

You can define your event triggers on the Description row or leave the row empty. Your defined
description of an event trigger is provided in the alert emails if you have Send email selected
and events of the type are logged. If you have Start screen recording selected, set the relevant
parameters asillustrated later in this article. After that, dynamic screen recording automatically
starts when certain events occur during an event-only recording.

For a complete list of supported event types, see the following table.
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Event type

App Start

App End

Top Most

Web Browsing

File Create

File Rename

File Move

File Delete

CDM USB

Dimension

App name

Full command line

App name

App name

Windows title

URL
Tab title

Browser name

Path
File size (MB)

Path

Name

Source path

Destination path

File size (MB)

Path
File size (MB)

Drive letter

Option

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches
Includes, Equals, Matches
Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Greater than, Between, Smaller

than

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Greater than, Between, Smaller

than

Includes, Equals, Matches

Greater than, Between, Smaller

than

Equals
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Event type

Generic USB

Idle

File Transfer

Registry Create

Registry Delete

Registry Set Value

Registry Delete Value

Registry Rename

User Account Modification

Unexpected App Exit

App Not Responding

New App Installed

App Uninstalled

Dimension

Device name

idle duration (Hrs)

File source

File size (MB)

File name

Key name

Key name

Key name

Value name

Key name

Value name

Key name

User name

App name

App name

App name

Option

Includes, Equals, Matches

Greater than

Equals (“host”or “client”)

Greater than

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches

Includes, Equals, Matches
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Event type Dimension Option

App name Includes, Equals, Matches

RDP Connection

IP address Includes, Equals, Matches
Popup Window

Process name Includes, Matches

Window content Includes, Equals, Matches
Performance Data

CPU usage (%) Greater than

Memory usage (%) Greater than

Net send (MB) Greater than

Net receive (MB) Greater than

RTT (ms) Greater than
Clipboard Operation

Data type Equals (Text, File, Bitmap)

Process name Includes, Equals, Matches

Content Includes, Equals, Matches

6. (Optional) Email settings are available after you choose Send email alert in your event triggers.
For an example email alert, see the following screen capture:
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Citrix Session Recaordin

File Message Help Q  Tell me what you want to do
[i] Delete ~ | = Archive [ Move~ | €3 Reply %3 Replyall —> Forward | B Todo v | &2 Mark Unrea

Citrix Session Recording Alert: A TopMost was detected. VDAMachine: AWTSVDA-0002;

e SR-ALERT <srt-no-reply@outlook.com=

This email comes from Citrix Session Recording to notify vou that 3 Tophbst was detected:

[CAUTION - EXTERNAL EMAIL] DO NOT reg

Session Details

Uger Mame adrministrator

Domain Mame KEHTE

Start Time 114852020 3:15:06 Al

Delivery Group Rz Desktop AndAppGiroup

Application H#Desktop,

WA Machine

Plavback LIRL hittpes:, wehplayer /4 plaver S
Event Text Topfpp: regedit

Event Time 117972020 317:51 AM

oucan find the session recomding video and more information here,

This is an automated email from Citrix Session Recording. Do not reply.

Tip:

Clicking the playback URL opens the playback page of the recorded session in the
on-premises web player. Clicking here opens the All recordings page in the on-premises
web player.

To send email alerts in response to detected events, complete the following settings:

a) In the Recipients section of the Events and responses page, enter email addresses for
the target recipients.

b) On the Email alerts page of your Site settings, specify the email sender and content.
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Site settings
SRSERVER
General
Storage maintenance
Email alerts

Playback

Email alerts

Specify the sender and content of email alerts triggered by your event response policy.

Allow sending email alerts

SMTP server

Display name

Enable SSL

Email address

Password

Email subject

O User name
O Dpomain name
[ start Time
O Delivery group
O Application
O VDA machine

Email body

[ User name

O Domain name
O Start Time

O Delivery group
O Application
O VDA machine
O Recording URL

c) Edit registry for accessing the on-premises web player.

To make the playback URLs in your alert emails work as expected, browse to the registry
key at HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server and

do the following:

+ Set the value data of LinkHost to the URL of the domain that you use to access the
on-premises web player. For example, to access an on-premises web playerathttps
://example.com/webplayer/#/player/, set the value data of LinkHost to

https://example.com.
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+ Add avalue called EmailThreshold, and set its value data to a number in the range of
1 through 100. The value data determines the maximum number of alert emails that
an email sending account sends within a second. This setting helps slow down the
number of emails that are being sent and thus reduces the CPU usage. If you leave
the value data unspecified or set it to a number out of range, the value data falls back
to 25.

Note:

+ Your email server might treat an email sending account as a spam bot and thus
prevent it from sending emails. Before an account is allowed to send emails, an
email client such as Outlook might request you to verify that the account is used
by a human user.

+ There’s a limit for sending emails within a given period. For example, when the
daily limit is reached, you can’t send emails until the start of the next day. In this
case, ensure that the limit is more than the number of sessions being recorded
within the period.

7. (Optional) To start screen recording immediately when certain events occur during an event-
only recording, set the following options for dynamic screen recordingin the Recording options
section:

+ Screen recording time span after an event is detected (min): You can configure the
time duration (minutes) that you want to record the screen after events are detected. If
you leave the value unspecified, screen recording continues until the recorded sessions
end.

+ Screen recording time span before an event is detected (sec): You can configure the
time duration (seconds) of the screen recording you want to keep before events are de-
tected. The value ranges from 1 to 120. Setting the value to any of 1 through 10 makes the
value 10 effective. If you leave the value unspecified, the feature does not take effect. The
actual length of the screen recording that Session Recording keeps might be a little longer
than your configuration.

+ Enable lossy screen recording: You can specify whether to enable lossy screen recording
when a session event is detected. Lossy screen recording lets you adjust compression op-
tions to reduce the size of recording files and to accelerate navigating recorded sessions
during playback. This feature is available with Session Recording 2308 and later. For more
information, see Enable or disable lossy screen recording.

8. (Optional) Specify delay before session operations begin (sec). If you specify any of the following
actions in response to logged events in recorded sessions, you can notify users of the actions in
advance:
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« Lock session
+ Log off session
« Disconnect session

For example:
Event type Email alert Action
Append @ No Start screen recording
App not responding. @ No Log off session

@ For your event triggers to work as expected, ensure that the relevant event types are logged by your active event detection policy.

Recording options
Applicable to the start screen recording action.
Screen recording time span after an event is detected (min) @
0 A
v
Screen recording time span before an event is detected (sec) @
~
0 v

(O Enable lossy screen recording

Session operation options
Applicable to the log off session. disconnect session. and lock session actions
Delay before session operations begin (sec) @

0 ~
v

Note:

If you set the value to 0, it means that users aren’t notified when you lock, log off, or dis-
connect them from their virtual sessions. To notify users, set an appropriate value.

For an example notice, see the following screen capture:

Session Recording

For security, your session will be disconnected in 30 seconds. Please contact your system
administrator.

Reason:
You moved the file "ClipboardOperation.PNG" from C:\Test to C:\Program Files\Citrix
\SessionRecording\Agent\Bin\en on Thursday, January 12, 2023 at 1:39 AM.

9. Select and edit the rule scope.

In a way similar to when you create a custom recording policy, you can choose at least one of
the following items to create the rule scope:

+ Users and user groups. Creates a list of users and groups to which the responses of the
rule apply. Both Azure Active Directory (Azure AD) and Active Directory identity types are
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supported. Selecting Azure AD as the identity provider allows you to choose an instance
from the drop-down list. The available instances depend on your settings on the Citrix
Cloud™ Identity and Access Management > Authentication tab. For more information,
see the instructions in the Create a custom recording policy section.

» Published applications and desktops. Creates a list of published applications and desk-
tops to which the responses of the rule apply.

+ Delivery groups and VDA machines. Creates a list of delivery groups and VDA machines
to which the responses of the rule apply.

+ IP addresses and IP address ranges. Creates a list of IP addresses and ranges of IP ad-
dresses to which the responses of the rule apply. The IP addresses mentioned here are
the IP addresses of the Citrix Workspace™ apps.

« Filter. Creates a list of smart access tags to which the rule applies. You can configure con-
textual access (smart access) using smart access policies on Citrix NetScaler, Citrix Device
Posture service, and Adaptive access based on the user’s network location.

Select tags X

L)

Contextual access (smart access) is available with Session Recording 2402 and later.
It lets you apply policies based on the user access context including:

+ The user’s location

IP address range
+ Delivery group

Device type

Installed applications
Note:

When a session or an event meets more than one rule in a single event response policy, the
oldest rule takes effect.

10. Follow the wizard to complete the configuration.
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11. Activate the new event response policy.

Video about configuring policies

CIlTIX

Endpoint recording policies

December 11, 2025

You can define policies to capture user actions on endpoint devices when accessing Citrix-delivered
web apps, virtual apps and desktops.

Prerequisites

Before you begin, ensure you have met the following requirements:

« Citrix Session Recording server version 2511 or later
« Citrix Workspace App version 2511 or later
+ Properintegration with Citrix Gateway and StoreFront, see Site settings
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Configure endpoint recording policies

You can activate system-defined endpoint recording policies or create and activate your custom end-
point recording policies. System-defined policies apply a single rule to entire sessions. Custom poli-
cies specify which sessions are recorded.

Note:

After you create or activate an endpoint recording policy, the policy applies to all Session Record-
ing servers of the selected site. You can create and activate separate endpoint recording policies
for different sites, but only one site’s active policy can be in effect globally.

System-defined endpoint recording policies

Session Recording provides the following system-defined endpoint recording policies:

Policies | Ak 06
RRRRRRRR 8 policy Event detection policy Event response policy Endpoint recording policy

[ cdsoicy JICY

» Do not record endpoint sessions. The default policy. If you do not specify another policy, no
sessions are recorded.

You can’t modify or delete the system-defined endpoint recording policies.

Create a customer endpoint recording policy
Considerations

You can record endpoint sessions of specific users or groups.

For each rule you create, you specify an endpoint recording action and a rule scope. The recording
action applies to sessions that fall into the rule scope.

For each rule, choose one endpoint recording action:
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Add rule

Name and description Endpoint recording action

fiuke name Erabile endpaint recording with notification

Descripticn [aptional]

Scope

« Enable endpoint recording with notification. This option records user actions on endpoint
devices. Users receive recording notifications in advance. With this option selected, you can fur-
ther select to enable recording for Citrix-delivered web apps or Citrix Virtual Apps and Desktops.
Additionally, you can choose to extend to full-screen record in endpoint recording.

« Enable endpoint recording without notification. This option records user actions on end-
point. Users do not receive recording notifications. With this option selected, you can further
select to enable recording for Citrix-delivered web apps or Citrix Virtual Apps and Desktops. Ad-
ditionally, you can choose to extend to full-screen record in endpoint recording.

« Disable endpoint recording. This option means that no user actions on endpoint devices are
recorded.

« Citrix-delivered web apps. This option lets you record user actions on endpoint devices ac-
cessing these apps.

« Citrix Virtual Apps and Desktops. This option lets record user actions on endpoint devices
accessing these apps.

+ Extend to full-screen recording. This option lets you record the entire screen space, including
any extended displays.
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Add rule

Endpoint recording action

Name and description

Fusle name

Dseription opticnal)
Options

For each rule, choose the following items to create the rule scope.

Users and user groups. Creates a list of users and user groups to which the action of the rule applies.
Both Azure Active Directory (Azure AD) and Active Directory identity types are supported. Selecting
Azure AD as the identity provider allows you to choose an instance from the drop-down list. The avail-
able instances depend on your settings on the Citrix Cloud Identity and Access Management > Au-
thentication tab.

Add users and groups

ity type
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Note:

Azure AD support is a preview feature. It is available with Session Recording version 2402 and
later.

Preview features might not be fully localized and are recommended for use in nonproduction
environments. Citrix Technical Support doesn’t support issues found with preview features.

When you create more than one rule in an endpoint recording policy, some sessions might match
the criteria for more than one rule. In these cases, the rule with the highest priority is applied to the
sessions.

The recording action of a rule determines its priority:

+ Rules with the Disable endpoint recording action have the highest priority.

+ Rules with the Enable endpoint recording with notification action have the second-to-
highest priority.

 Rules with the Enable endpoint recording without notification action have the lowest prior-
ity.

Some sessions might not meet any rule criteria in an endpoint recording policy. For these sessions,
the action of the policy fallback rule applies. The action of the fallback rule is always Disable endpoint
recording. You can’t modify or delete the fallback rule.

Steps
1. Signin to Citrix Cloud.
2. Inthe upper left menu, select My Services > DaaS.
3. Inthe DaaStile, scroll down in the left navigation pane and select Session Recording.
4. In the Session Recording service view, select Policies from the left navigation.
5. Select a target site. Choose the Endpoint recording policy.
6. Click Add policy.
7. Enter a name and description for the new policy, and then click Add rule.

8. Enter a name and description for the rule. Specify a endpoint recording action and choose at
least one of the following items to create the rule scope.

For each rule, specify a recording action:

+ Enable endpoint recording with notification.
+ Enable endpoint recording without notification.
+ Disable endpoint recording.
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For each rule, choose the following items to create the rule scope:
+ Users and user groups.

9. After the new policy is created, find it on the Endpoint recording policy tab and turn the toggle
on to activate the policy.

Select the global configuration site

Although you can have different active policies on different sites, only one site’s configuration and

active policy can be in effect globally at any time.

Steps
1. Select Configuration > Site Management from the left navigation of the Session Recording
service.

2. Click Settings for the target site.

3. Onthe Endpointrecording page, enable the checkbox of Apply this site’s endpoint recording
configuration.

Note:

+ By checking this box, you are making this site the single source for all endpoint record-
ing.

« The active policy and configuration you set for this site will now be applied globally.
Recording files will be saved to this site’s storage path.

« All endpoint recording policies and configurations on all other sites will be ignored.
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General . "
Endpoint recording

Storage maintenance
@ Apply this site's endpoint recording configuration
Event data analysis

Al-powered insights will be ignored.

Email alerts
StoreFront server addresses

Capture user actions on endpoint devices accessing Citrix-delivered web apps, virtual apps and deskiops.

@ When enabled, Session Recording applies this site's endpoint recording policy and the following
configurations, saving recording files to this site's storage path. Your configuration in other sites

Playback
Endpoint recording + Add
Diagnostic logging STA servers
Address Saecrat
+ Add
Session Recording server address or load balancer address
Gateway URL

[

4. Complete the other configuration fields

« (Optional) Storefront server addresses

+ Required for On-premised StoreFront.

+ Leave this blank if you are using Citrix Cloud StoreFront.

Note:

By default, the Cloud StoreFront integration is disabled. You must set the following

registry key to enable the Citrix Workspace app to communicate with the Cloud Store-

Front service.

+ For 64-bit Citrix Workspace App

Location: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

Name: EnableCwaToSraCloudstore
Type: String
Value: true

+ For 32-bit Citrix Workspace App

Location: HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\

Dazzle
Name: EnableCwaToSraCloudstore
Type: String
Value: true
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« STA Servers

+ Provides secure ticket authority server address

+ Session Recording server address or load balancer address

+ Enter the address of your Session Recording server or load balancer.

« Gateway URL

+ Provides on-prem Citrix gateway URL

Note:

For more detailed information on configuration steps, refer to session recording for endpoint

devices.

Playback permissions

September 7, 2025

Session Recording administrators and their playback permissions

Session Recording administrators are Citrix Cloud™ administrators assigned a permission to access

the Session Recording service. For an overview of Session Recording administrators and their play-

back permissions, see the following table:

Type of Session Recording
administrator Playback permission

Citrix Cloud administrator Can play all recordings
assigned full access

Citrix Cloud administrator Can play all recordings
assigned the Cloud

Administrator role

Citrix Cloud administrator Can play all recordings
assigned the Session

Recording-FullAdmin role

Remarks

Shows as a full admin on the
Playback Permissions page of
the Session Recording service
Shows as a full admin on the
Playback Permissions page of
the Session Recording service
Shows as a full admin on the
Playback Permissions page of
the Session Recording service
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Type of Session Recording
administrator

Citrix Cloud administrator
assigned the Session
Recording-
PrivilegedPlayerAdmin role
Citrix Cloud administrator
assigned only the Session
Recording-ReadOnlyAdmin
role

Playback permission

Can play all recordings

Can play all recordings except
restricted recordings by default,
or can play only recordings that
originate from users and
groups, published applications
and desktops, and delivery
groups and VDAs you specify.

Remarks

Shows as a privileged player on
the Playback Permissions
page of the Session Recording
service

Shows as a full admin on the
Playback Permissions page of
the Session Recording service
by default, or shows as a
read-only admin on the
Playback Permissions page of
the Session Recording service
when you specify the scope.

« For information about restricted recordings, see Place access restrictions on recordings.

« Citrix Cloud administrators assigned only the Session Recording-ReadOnlyAdmin, Allrole are
called Session Recording read-only administrators later in this article. For more information,

see Types of Session Recording administrators. You can limit playback permissions so that Ses-

sion Recording read-only administrators can play only specific recordings from a target site.

Limit the playback permission of a Session Recording read-only administrator

To limit the playback permission of a Session Recording read-only administrator, complete the follow-

ing steps:

1. Select Configuration > Playback Permissions from the left navigation of the Session Record-

ing service.

Note:

« The Playback Permissions menu in the left navigation of the Session Recording ser-

vice is invisible for the administrators that are added through Azure AD groups. It is

also invisible for Session Recording read-only administrators.

« All Session Recording administrators are listed on the Playback Permissions page.
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Playback Permissions SERVER

View, grant, and edit permissions to play recorded sessions.

Tomanage authorized users, go to Identity and Access Management

C Refresh

Name Type

User

User

User

User

User

User

User

User

User

User

Role

Read-only Admin

Full Admin

Full Admin

Full Admin

Full Admin

Full Admin

Full Admin

Full Admin

Full Admin

Full Admin

Playback Permission

Full

Full

Full

Full

Full

Full

Full

Full

Full

Full

Sh 2

2. Select a target site.

3. Target an administrator on the Playback Permissions page. To make the administrator a Ses-

sion Recording read-only administrator, complete the following steps:

a) Go tothe Identity and Access Management > Administrators tab of the Citrix Cloud con-

sole.

b) Locate the target administrator, click the ellipsis button, and select Edit access.

Home > Identity and Access Management > Administrators

ks

Identity and Access Management

Authentication  Administrators APl Access  Domains  Recovery

Add administrator/group

Je)

Type ¥ Display Name

0O 0000 OoOOoo

Device Posture

Type v Status v Access v Identity Provider v

Email

c) Select Custom access.

Status

Active

Active

Active

Active

Active

Active

Active

Access

Custom

Full

Full

Custom

Full

Custom

Full

Identity Provider

Azure Active Directory

Citrix Cloud
Citrix Cloud
Citrix Cloud
Copy Email Address
Citrx Cloud Delete Administrator
Edit Access
Citrix Cloud
Citrix Cloud v
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F 3
Edit access for administrator X
Set the access level and permissions for the administrator. Learn more A
O Full access
Administrators with full access to Citrix Cloud can manage all services and edit other administrators’
access.
@ Custom access
Administrators with custom access can manage Citrix Cloud services based on their configured roles
but cannot edit other administrators’ access.
o Switching to custom access has limitations and is not the same as configuring access for
all permissions to administrators.
Select all | Deselect All
‘ Search for permissions Q ‘
Analytics All roles selected >
General All roles selected >
= xaxd-devcpl 2 of 13 roles selected )
v
v

d) Click the angle bracket to expand all roles.

e) Clear the check marks next to Cloud Administrator, Session Recording-FullAdmin, and

Session Recording-PrivilegedPlayerAdmin. Select the check mark next to Session
Recording-ReadOnlyAdmin.

f) Click Save.

g) Return to and refresh the Playback Permissions page of the Session Recording service.

The Citrix Cloud administrator you edited shows as a Session Recording read-only admin-
istrator.
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Playback Permissions SERVER . @
View, grant, and edit permissions to play recorded sessions.
To manage authorized users, go to Identity and Access Management.
C Refresh
Name Type Role Playback Permission
User Read-only Admin Full V2
User Full Admin Ful
User Full Admin Ful
User Read-only Admin Full @
User Full Admin Ful
User Full Admin Ful
User Full Admin Ful

4. Click the Edit icon in the row of the Session Recording read-only administrator.
Tip:
A Session Recording read-only administrator can have full permission to play all record-
ings, limited permission to play only specific recordings, or no permission to play any

recordings. Unless otherwise specified, a Session Recording read-only administrator has
full permission to play all recordings.

5. To limit the recordings that the Session Recording read-only administrator can play, choose
Limited on the Edit Playback Permission page. The Scope section appears on the Edit Play-
back Permission page.

Edit Playback Permission X

Playback Permission

O Full
@ Limited

O None

Scope

Playback is allowed if a recording meets any of the following criteria

Users and groups Configure

and Configure

Delivery groups and VDA machines Configure

@ ®

6. Click Configure to specify the scope of recordings that the Session Recording read-only admin-
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istrator can play. Playback is allowed if a recording meets any of the following criteria.

« Users and user groups. Sets that the Session Recording read-only administrator can re-
play only the sessions that are opened by specific users and user groups. Both Azure Active
Directory (Azure AD) and Active Directory identity types are supported. Selecting Azure AD
as the identity provider allows you to choose an instance from the drop-down list. The
available instances depend on your settings on the Citrix Cloud Identity and Access Man-

agement > Authentication tab.

Note:

« The Azure AD identity support for configuring playback permissions is avail-
able with Session Recording server 2402 and later. It is a preview feature.
Preview features might not be fully localized and are recommended for use in
non-production environments. Citrix Technical Support doesn’t support issues
found with preview features.

+ The corresponding identity type is displayed only when the site is connected to
AD or Azure AD through Citrix Cloud’s Identity and Access Management (IAM). You
can check it on the Authentication tab of Citrix Cloud’s IAM.

+ Published applications and desktops. Sets that the Session Recording read-only admin-
istrator can replay only specific application and desktop sessions.

+ Delivery groups and VDA machines. Sets that the Session Recording read-only adminis-
trator can replay only the sessions of specific delivery groups and VDAs.

Your settings might not show on the Playback Permissions page. The issue occurs after you
upgrade to Session Recording 2204 or the initial release of Session Recording 2203 LTSR. As
a workaround, run the following script in SQL Server Management Studio (SSMS) that corre-
sponds to your Session Recording database:
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ALTER procedure [dbo].[EnumPlayerUserDeliveryGroupPoliciesOnCloud]

as
begin
set nocount on

select 3 as RoleType,

.ID as RoleAccountID,
.principleName as PrincipleName,
.IsEnabled as IsEnabled,

.name as PolicyType,

o ® Y I o

g.Name as AccountMemberName

from PlayerUserCloudAccountRoleConfigure a,

PlayerUserPolicyConfigSetMember b,
PlayerUserPolicyDeliveryGroupSetMember d,
PlayerUserPolicyType e,

DeliveryGroup g,

PlayerUserCloudAccount h

where e.id=5

and b.PlayerUserPolicyTypeID = e.ID

and a
and b.PolicySetID = d.PlayerUserPolicyDeliveryGroupSetID
and g.ID=d.DeliveryGroupID
and h.ID=a.CloudAccountID
end
[SRT-8028]

Administrator permissions

September 7, 2025

Assign administrative permissions

.DeliveryGroupID as AccountMemberAccountID,

.PlayerUserPolicyConfigSetID = b.PlayerUserPolicyConfigSetID

To assign permissions to administrators, go to the Administrators tab on the Identity and Access

Management page of Citrix Cloud.

Video about assigning permissions to administrators:
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CIlIIX

Types of Session Recording cloud administrators

For the Session Recording service specifically, there are three types of cloud administrators, which
are achieved by assigning different roles:

Type of Session Recording cloud administrator Description

Full admin Refers to a Citrix Cloud administrator assigned
Full access, the Cloud Administrator role, or
the Session Recording-FullAdmin role.

Privileged player admin Refers to a Citrix Cloud administrator assigned
only the Session
Recording-PrivilegedPlayerAdmin role, or
assigned the Session
Recording-PrivilegedPlayerAdmin and the
Session Recording-ReadOnlyAdmin roles.

Read-only admin Refers to a Citrix Cloud administrator assigned
only the Session Recording-ReadOnlyAdmin
role.
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Note:

The administrators that you add through Azure AD groups don’t have any permissions initially.
To assign them permissions, specify custom access that aligns with the administrators’roles in

your organization.

Add an administrator or group x

@ ‘aminsuator Set access for ADSyncPasswordSet.
details

@) setaccess @  Azure Active Directory groups are not permitted to have
full access.

() Fullaccess

@ oCustom access

lows you todetermine the exact part of Citrix Cloud
canmanage.

jstom access will remove management access to

0 Anaiytice >

O et >
() secure Private Access| | Norolesselected >

[ xaxd-xacepl | Noroles selected >
3] - )

Add administrators from Azure AD

Administrative access to the Session Recording service is enabled for Azure Active Directory (AD) users
and groups.

A general workflow to use the feature is as follows:

1. Connect your Citrix Cloud account to your Azure AD. For more information, see Connect Citrix
Cloud to Azure AD.

2. Add administrators to Citrix Cloud from Azure AD.

Citrix Cloud supports adding administrators either individually or as Azure AD groups.

 To add individual administrators from Azure AD, see Add new administrators. When you
add an administrator, Citrix sends them an invitation email. Before the administrator can
sign in, they must accept the invitation.

+ To add Azure AD administrator groups to Citrix Cloud, see Add an administrator group to
Citrix Cloud. Administrators that you add through Azure AD groups don’t receive invita-
tions and can sign in to Citrix Cloud immediately after you add them.

3. Specify permissions for the administrators that you add.

For Session Recording specifically, there are three types of administrators, which are achieved
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by assigning different roles. For more information, see Types of Session Recording administra-
tors.

Note:
« The administrators that you add through Azure AD groups don’t have any permissions

initially. To assign them permissions, specify custom access that aligns with the
administrators’roles in your organization.

Add an administrator or group X

o Administrator Set access for ADSyncPasswordSet.
derale
@ setacoess @ e

full access.

@ P
confirm

[ General | Morolessetected >

(O SecurePrivate Accesgl | Norolesselected | >
g >
GO €D

« The Playback Permissions menu in the left navigation of the Session Recording ser-
vice is invisible for the administrators that are added through Azure AD groups.

+ The Generate command button for cloud client installation is unavailable for the ad-
ministrators that are added through Azure AD groups.

Permissions of Session Recording administrators

For the permissions of Session Recording administrators, see the following table:

Privileged player

Full admin admin Read-only admin

Access the Enabled Disabled Disabled
Dashboard page

Configure server  Enabled Disabled Disabled
settings

Configure Enabled Disabled Disabled

policies

Place access Enabled Enabled Enabled

restrictions on
recordings
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Privileged player
Full admin admin Read-only admin

Remove access Enabled Enabled Disabled
restrictions on

recordings

Archive and Enabled Enabled Disabled
delete recordings

manually

Archive and Enabled Disabled Disabled
delete recordings

automatically

Configure Enabled Disabled Disabled
playback

permissions

For information on configuring permissions for Session Recording read-only administrators, see Con-

figure playback permissions.

Configure preferences

September 7, 2025

To configure your preferences for Session Recording, select Configuration > Utility Settings from the
left navigation.

. Downloads

Utility Settings ©

Set your preferences for Session Recording.

Player cache

Set the cache size you want the player to use for playback

— 0 2 A we

Seek options

@ Enable fast

seek
ct this check box to improve the seek performance during playback

You can configure the following preferences for Session Recording:
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+ Player cache. Drag the slider to set the cache size you want the player to use for playback.

+ Fast seek. You can enable fast seeking through ICA® screen recording by configuring how often
an I-Frame is generated. This feature significantly improves the playback seeking experience
and is available with Session Recording 2308 and later.

View recordings

September 7, 2025

If sessions are recorded with the live playback feature enabled, you can view sessions that are in
progress, with a delay of 1-2 seconds.

Sessions that have a longer duration or larger file size than the limits configured appear in more than
one session file.

Note:

Grant users the right to access the recorded sessions of VDAs.

Search for recordings

September 7, 2025

Search for recordings

On each subpage of Recordings, you can search for recordings by specifying:

« Aspecific time period. The options include Today, Last 7 days, Last 30 days, Last 90 days, All
time, and Custom.

« One or more sites.

« Filters include Host name, Client name, User name, Application, Client IP address, Event
text, Event type, and duration.

« Advanced search criteria.
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Show all recordings of a session

You can select a recording and click the Follow up button to show all recordings of the recorded ses-
sion.

CifTIX | DaaS Premium e — v
Recordings of the selected session %
2024 Lrecordings
Starttime User Host Client Events Duraton Acton
October 30,2024 228 P w0 2421008 2 coo13s [O)

Place access restrictions on recordings

September 7, 2025

© 1997-2026 Citrix Systems, Inc. All rights reserved. 175



Session Recording service

Overview

You can restrict access to selected recordings from within the Session Recording service. In addition
to playback permissions, this feature provides more granular access control.

Citrix Cloud™ administrators assigned any of the following access permissions are allowed to place
access restrictions on recordings:

« Full access

+ Cloud Administrator role

+ Session Recording-FullAdmin role

+ Session Recording-PrivilegedPlayerAdmin role
+ Session Recording-ReadOnlyAdmin role

Restricted recordings are not accessible to Session Recording read-only administrators, that is, Citrix
Cloud administrators assigned only the Session Recording-ReadOnlyAdmin role. Session Record-
ing read-only administrators do not have permission to access the Restricted page or remove access
restrictions on the page.

Note:

« This feature requires Session Recording server 2209 or later.
+ Placing access restrictions on live recordings is not supported.

Place and remove access restrictions on target recordings

1. Select Recordings > All Recordings from the left navigation of the Session Recording service.

2. Select a site consisting of Session Recording server 2209 or later.

CifrIX | DaaS Premium k) coiD:i N
) DasS > SessionRecording > Recordings > Allrecordings
Alltime ASERVER-3 v ‘ Q ®
@ Columns todispl O SERVER02 0 selected
SERVERO1
Start o User Event: Audio
time O Asr2407 User Principal Host Client Events . s, Application = Durati Acti
(UTC+8) Name. 4 &
O AuTESTSR2311

October 20 evon . ) y . R

O soseroarm O Asre40s TSvoA22 7 False Disabled False ##sDesktop  00:0155 @
. SRN191.
O eerzs O sruoiz Tsvoaze s Fatse Disabied P sssdsker 000330 (B)
ASERVER-3

O osisserm O Auseor Tsvonze s P Dswed  Fose  ssesos  o00s3s (D)

October 29, \sERVER-3 server-3 TSVDA22 3 False Disabled False ##2Desktop  00:01:52 >,

2024 3:54PM

October 29, sRVER-3 TSVDA22 4 False Disabled False ##2Desktop  00:01:25 >,

2024 3:51PM
O 2 asevers  senerd Tsvoaze 2 Falce Dissbled Fae  wwDeskop 000212 (B)
O b2 asevers Unknown  TSVDAZZ 2 False Dissbled Fae  wmDeskop 002313 (B)
O b2 asevers Unknown  TSVDAZZ 2 False Disabled Fase  wmDeskop  ooorzs (D)
O 2% VRS sener3 Unknown  TSVDAZZ 2 False Disabled Fase  wmDeskop  ooorzs (D)
O L AseRvERS  serverd Unkeown  TSVDAZZ 2 Fatze Disabied Fase  wwDeskop 00241 (B)

1100t 21items < [ 2 3 > (10 ;)a%
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3. Onthe Al Recordings page, select one or more target recordings.

Note:

We recommend you select no more than 40 recordings at a time. Otherwise, access restric-

tions can fail.

4, Click Place access restrictions.

= | CilrIX | Daas Premium

Recordings
Allrecordings

Archived

(@ Columns to display
Restricted

Start

time
(UTC+8)
October 29

2024 4:08PM

October 29
2024 4:04PM

October 29
2024356 PM

October 29
2024354PM

October 29
2024 351PM

October 29
2024349 PM

October 29
20243.02PM

October 29
20243.00PM

October 29
2024 258 PM

0O 0O 0O 0O 0O 00O @8O0 .

October 29
2024 255PM

Alltime Y ASERVER-3

Site

ASERVER-3

ASERVER-3

ASERVER-3

ASERVER-3

ASERVER-3

ASERVER-3

ASERVER-3

ASERVER-3

ASERVER-3

ASERVER-3

B DsaS > SessionRecording > Recordings > Allrecordings

@ Place accessrestrictions | [ Archive T Delete

Recording

server-3

server-3

server-3

server-3

User

N

User
Principal
Name

5. Read the prompt and then click Confirm.

A Place access restrictions

other recordings of the same session.

Host

TSVDAR2

TSVDA22

TSVDAZ2

TSVDAZ2

TSVDAZ2

TSVDAZ2

TSVDAZ2

TSVDAZ2

TSVDAZ2

TSVDAZ2

Client

Events

7

Are you sure you want to restrict access to the selected recordings?
Restricted recordings are accessible only to privileged players.
Mote: A single recorded session can produce more than one recording. If
you select any recording of a session, the access restrictions apply to all

Events
only

False

False

False

False

False

False

False

False

False

False

o oo v
[a | ®
2 selected
’!f::;:‘s ot Application *  Duration Action
recording

Disabled False ###Desktop 00:01:25 @
Disabled False ###Desktop 00:02:12 @
Disabled False ###Desktop 00:23:13 @
Disabled False ###Desktop 00:01:24 @
Disabled False ###Desktop 00:01:24 @
Disabled False ###Desktop 00:02:41 @

o YD

1100t 21items < [ 2 3 > (10 |)a§%

6. Verify that the selected recordings on which you placed access restrictions are moved from the

All Recordings page to the Restricted page.
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7. On the Restricted page, remove access restrictions as needed. With access restrictions
removed, recordings are moved back to the All Recordings page.

.

=  cilrX | paas Premium g

cci v
5 Desbrd B D2aS > SessionRecording > Recordings > Restricted
%) Dashboar
® Recordings Alltime ™ ‘ ASERVER-3 v Q ®
& Comments ; (D Columnstodisplay (&) Followup | 9 Remove access restrictions | @ Delete 1 selected
= Start User Lossy
L e o time site RecordE | User Principal ©  Host Client Events Event e screen  Application Duration = <571 Action
wic-s) Name 7 8" recording 4
[ Activity feed
EQ Actiityfee October 29 I
2024408 ASERVER3  server-3 Unknown  TSVDA22 7 False Disabled False ##4Desktop  00:01:55 l_“;:fm@ @
) Notifications M
October 29 min.wangaci
S Admin logging (0 2024356 ASERVER3  server3 Unknown  TSVDA22 3 False Disabled Falss  ##sDeskeop  00:0514 RS @
oM ¢
[R Diagnostic logging.
1-2 of 2 items [ 10/page v
£33 Configuration
B\ Resource library

Open and play recordings

June 3,2025

Open and play recordings
Tip:
Use a machine with a GPU for a better playback experience on it.

You can play live and completed recordings. Click the play button. Playback starts after memory
caching.

CifrIX | Daas Premium

o sunume Recorting Usrprincpa Losysereen
w S e Peoun v corc st clent s bty § Avdorscerdeg o Aoiaton uron oten
O o2 -
g oo - e . ®
o o } . }
o Tovosee s P— rase ®
= VDA: False )
o Tsiosze y @
@ o - Tsvonzz 2 . . [C)
O C
- " Fals ®
o Tsiosze 2 [ C
£ o . e ®
o Tsiosze 2 [ C
0 A ®
o - Tsiosze 2 ' y &
0 . _— o)
o Tsiosze 2 e ®
-
[m} erver- TSVDA22 2 alse Falss \\D |
0 A IO
o - Tsiosze 2 ' y C

The playback page provides comprehensive controls and information. For an example, see the follow-
ing screen capture. Notice at the bottom of the player, next to the recording date and time, a count
indicates how many times the recording has been played.
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Premium TST_testing
Daa$ >
° Incidents Events Comments
®  00:00:00 Comment (Normal)
2mm y Ecitrix.com:

*  00:00:48 Top-me:

Top-most window:Shell ExperienceHost, , 7112

indaow

®  00:01:09 Comment (Medium)

=y =gcitrix.com:, g

*  00:01:25 Top-mast window:
Top-most window ServerManager. Server Manager
8840

*  00:01:26 Top-most window:

- = Top-mast window WiShell ICA Seamiess Host
® Agent, 11736
1] ) ——e 00:01:44/00:13:36 & comments [ Share X1 [ Show stats 2% FULL SCREEN
®  00:01:28 Top-mast window:
2 User name: administrator - BvDA AIVDA + L2 Client name: MASPVDIPD1374 Top-most window.explorer, , 10200
Recording 1/1 *  View playlist

May 14, 2025 15:21°:07 UTC+8) » 00:13:36 + 55events @ 32 @

Clicking this playback count opens the Playback activity panel. This panel has two tabs: Top viewers,
which displays a list of users who have played this recording most frequently, and Playback history,

which shows a detailed log of each time the recording was played, including the viewer, timestamp,

and any justification provided (if applicable).

i citrx  DaaS Premium a ® TSTtesting | THTE
Playback activity x
Topviewers  Playback history
Total views: 32

Time{uTC + By . Administrator Playback justification
May 16, 2025 6:51 AM X o g 1 Eitrix.com Not required.

May 16, 2025 6:23 AM Xy == @citrix.com Not required.

May 16, 2025 5:22 AM Xt P g @itrix.com Not required

May 15, 2025 6:41 AM o g@citrix.com Mot required

May 14, 2025 11:50 AM W, WEcitrix.com Not required.

May 14, 2025 11:49 AM ™ M@citrix.com Not required

May 14, 2025 9:47 AM j@a - @citrix.com i

May 14, 2025 9:27 AM o m@citrix.com lkik

May 14, 2025 9026 AM Administrator Not required

May 14, 2025 9:25 AM Jim =&citrix. com ki

May 14, 2025 9:22 AM s @citrix.com hh

May 14, 2025 8:38 AM | I™=Ecitrix.com 1Y

o

+ Clicking the session progress time lets you switch to the absolute date and time the session
was recorded.
+ For an event-only recording, the play icon in the upper left corner is unavailable.
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Player controls

For a description of the player controls, see the following table:

Player Control

Play button

Mute/unmute button

Progress bar

Current position of recording playback

Comments

Share

Show stats

Hide stats

Playback speed

Full screen

Exit full screen button

Description

Plays the selected recording file.

Determines whether to remove audio during
playback.

You can drag the progress bar during playback.
Idle periods of recorded sessions are highlighted
during playback.

Indicates the current position of the recording
playback and the total recording duration. The
time format is HH:MM:SS.

Lets you click and leave a comment about the
recording being played.

Lets you share the recording as restricted and

unrestricted links.
Shows the overlay that features data points

related to the recorded session.

Hides the session data overlay.

Indicates the current speed of playback. Click
the icon to switch between options including
X0.5, X1, X2, and X4.

Displays the playback in full screen.

Displays the playback within the webpage.

In the right pane of the playback page, the Events and Comments filters, quick search box, and some

recording data are available:
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305ms
13 Kbps Session info View playlist
11 Kbps 2
59%
2773/8140 MB (34%)

eeeeeeee
“© Host name:

2 Client name:
Entire data

Recording 1/1
Oct 29. 2024 14:17:17 (UTC+8)
00:02:44 - 12 events

Session Recording

W 00:00:17 Top-most windowconhost, . 5136

Your activity with the desktop or program(s) you recently started is being

W 00:00:17 App end:1660: cml.exe v

recorded. If you object to this condition, close the desktop or program(s).

W 00:00:17 App end:5136: conhost.exe v

W 00:00:17 App start:5988: Conhost exe: v
“ o

W 00:00:17 App start4080: cmd exe: 9240: v
"C:Window.

W 00:00:18 App end:4080: cmdl.exe v
W 00:00:18 App end:5988: conhost.exe v

W 00:02:35 Top-most window:SearchApp, v
10504

W 00:02:37 Top-most
1l ) ——e 00:00:36/00:02:44 & Comments () Share X1 Hide stats 5 FULL SCREEN window:StartMenuExperienceHost. ... |

The date and time on the player machine. In this example, Oct 29,2024 and 14:17:17.

The duration of the recording in playback. In this example, 00:02:44.

The number of events in the recording. In this example, 12 EVENTS.
+ The name of the user whose session was recorded.

The host name of the VDA where the recorded session was hosted.

+ The name of the client device where the session was running.

Options for sorting search results: Select All, Events, or Comments to sort search results.

Event filters. You can select more than one filter to search for events in the current recording.

Event list. Clicking an event on the list takes you to the position of the event in the recording.

Quick search box. The search events quick search box helps to quickly narrow down a list of
events in the current recording.

Share recordings as links

September 7, 2025

Overview

You can share recordings as restricted and unrestricted links from the cloud player. Other users can
use the links to access the shared recordings directly, which obliterates the need to search among
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many recordings. If you share a recording as a restricted link, only users who already have playback
permission can view the recording using the link. If you share a recording as an unrestricted link,
anyone in your AD domain can view the recording using the link.

Note:

« Sharing recordings as restricted links requires Session Recording 2203 or later.
« Sharing recordings as unrestricted links requires Session Recording 2305 or later.

For unrestricted recording sharing, you can further:

 Specify whether to issue email notifications to specific recipients when an unrestricted record-
ing link is generated. For more information, see Notifications.
+ View the events related to unrestricted recording sharing on the Events tab of the activity feed.

To facilitate managing unrestricted links, the Session Recording service lets you:

« Set a validity period for each of the links.

+ (Optional) Enter a justification when generating the links.

+ Get an overview of which recordings have been shared as unrestricted links.
« View all unrestricted links of a specific recording.

+ Know which users have accessed an unrestricted link.

« Revoke unrestricted links that haven’t expired.

« Clear invalid links that have expired or revoked.

To share recordings as links and manage unrestricted links, you must have full access to the Session
Recording service. It means that you must be a Citrix Cloud™ administrator assigned any of the fol-
lowing permissions:

» Full access
« Cloud Administrator role
+ Session Recording-FullAdmin role

Note:

« Toview a recording using an unrestricted link, users must enter a justification.

Share recordings as restricted links

To share recordings as restricted links, complete the following steps:

1. Inthe cloud player, open and play the recording that you want to share.

2. Click Share on the playback page of the recording. The Generate recording link dialog ap-
pears.
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= | CilTIX | DaaS Premium

3. Select Restricted from the General access drop-down list.
4. Click Copy link.

After you click Copy link, either of the following messages appears, indicating a successful or
failed operation respectively:

« The URL to the shared recording has been copied to the clipboard

+ Sharing the recording URL failed

5. Share the generated URL link with users who already have playback permission.

Pasting the link in the address bar lets you jump to the location where the link was copied.

Share recordings as unrestricted links

To share recordings as unrestricted links, complete the following steps:

1. Inthe cloud player, open and play the recording that you want to share.

2. Click Share on the playback page of the recording. The Generate recording link dialog ap-
pears.

3. Select Unrestricted from the General access drop-down list.
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4. (Optional) Enter your justification for sharing the recording.
5. Set an expiration period for the link to be generated.
6. Click Copy link.

After you click Copy link, either of the following messages appears, indicating a successful or
failed operation respectively:

« The URL to the shared recording has been copied to the clipboard

+ Sharing the recording URL failed

7. Share the generated URL link with anyone in your AD domain.
Pasting the link in the address bar lets you jump to the location where the URL link was copied.

Note:

+ To view a recording using an unrestricted link, users must enter a justification.

« Theactionsof generating unrestricted links are logged on the Events tab of the activity
feed.

« For unrestricted recording sharing, you can specify whether to issue email notifica-
tions to specific recipients when an unrestricted recording link is generated. For more
information, see Notifications.

Manage unrestricted links
View which recordings have been shared as unrestricted links

To get an overview of which recordings have been shared as unrestricted links, check the Links col-
umn on the All Recordings page. If the Links column doesn’t show up, click Columns to display and
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then select Links.

CifrIX | Daas Premium
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After you click the link icon corresponding to a recording, the details about unrestricted links gener-
ated for the current recording appear, for example:
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Manage unrestricted links X

View and manage unrestricted links generated for this recording. Expand each row to view details.

¥ Refresh
Generated at (UTC+08:00) Generated by Justification Status
Oct 30, 2024 3:19:18 PM curry. bi@citrix.com bdtest Expiresin 21h 1min

o ®

View and manage unrestricted links of a specific recording

1. Open the Manage unrestricted links page.

Method 1: On the All Recordings page, click the link icon in the Links column next to a specific
recording.
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ilTIX | DaaS Premium
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semvER0L sener01 = Unkoown 2411008 2 Fatse e False WordPad 2411 000138 O
wmg sens oon  20umn s o - e ®
e, wirom sensis . e - e ®
e on , — e c
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Generate recording link

f

2. Onthe Manage unrestricted links page, expand each row to view details about the unrestricted
links that are generated for the specific recording.
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Manage unrestricted links X

View and manage unrestricted links generated for this recording. Expand each row to view details.

(v Refresh (@ Revoke

Generated at (UTC+08:00) Generated by Justification Status
Oct 30, 2024 3:19:18 PM curry_bi@citrix.com bdtest Expires in 20h 56min
URL

https://10.147.210.116/WebPlayer/#/player?key=42a87aade3374257a8adc85c26c10a%a EJ'E!

o ®

3. (Optional) To revoke a link, select it and then click Revoke that appears.

After you click Revoke, you are prompted to confirm the action.

A Revoke link

If you revoke this link, people can no longer access the
recording with it. This will not affect anyone who already
had the page open.

Are you sure you want to continue?

4. (Optional) To remove the links that have expired or revoked, click Clear invalid links.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 188



Session Recording service

Specify players for a site

November 11,2024

Overview

You can now specify either the cloud player, on-premises players, or both to play the recordings of a
site. By default, both the cloud player and on-premises players are selected.

Note:
This feature is available for Session Recording server 2308 and later only.

The on-premises players include the Session Recording player (Windows) and the Session
Recording web player.

Configuration

To specify players available to play the recordings of a site, complete the following steps:

1. Select Configuration > Server Management from the left navigation of the Session Recording
service.

2. Click Settings for the target site. The Site settings page appears.

0server, 0 available

EUSERVER2
1server,

1 available Settings

SERVER 2305 Settings
1server, 0 available &

SERVER 23052 Settings
1server, 0 available &

SERVER-1

1server. 0 available Settings

SERVER-2212

0server. 0 available Settings

SERVER-2305
> 1server. 0 available Settings

Settings

SERVER-3
1 server, 0 available

‘SERVER22-SIN
1 server, 1 available

Setj\?gs

SERVER2206A Settings

Lserver, L avalable

SR2303

Settings
1senver. 1 available &

SR2305
eener 0 Settings

available

SR2308LB
> e Settings

Setti
available ! ‘"@

3. On the Site settings page, select the Playback menu. The player selection page appears. By

SRN1912
1server.0

default, both options are selected.
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Site settings X

8 e
Playback The

— ®

4. Select at least one option as needed and then click Apply changes.

What if a player is disabled (not selected)

« If the cloud player is disabled for recording playback of a site, the play button for recordings
from the site is unavailable with a tooltip on hover.

a | ¢

Application Duration Links Action

SERVERDL 241108 2 False Enabled False WordPad 2411

« Ifthe on-premises players are disabled for recording playback of a site, you are prompted when
selecting recordings from the site. The prompt message reads “Recording playback has been
disabled for this server in the current player.”For an example of the prompt message in the on-
premises Session Recording web player:
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@ Recording playback has been disabled for this server in the current player.
Manage links

Start Time User Host Client Events Events Only Audio Recording Recording Server Duration

Jul10. 2023 11:07:18 AM administrator SR2308VDA APACENGVSUIATHE [} False Enabled NewTest 00:03:27
Jul 10,2023 10:47:11 AM administrator SR2308VDA APACENGVSUIATHE 0 False Enabled NewTest 00:03:23
Jul10. 2023 10:45:15 AM administrator SR2308VDA APACENGVSUIATHE 0 False Enabled NewTest 00:01:37
Jul10. 2023 10:32:41 AM administrator SRZ308VDA APACENGVSUIATHE o False Enabled NewTest 00:07:59
Jul10. 2023 10:23:15 AM administrator SR2308VDA APACENGVSUIATHS 0 False Enabled NewTest 00:01:18
Jul10. 2023 10:13:52 AM administrator SR2308VDA APACENGVSUIATHE [} False Enabled NewTest 00:02:59
Jul7,2023 6:31:45 PM administrator SR2308VDA APACENGVSUIATHS 0 False Disabled NewTest 00:09:27
Jul 7. 2023 6:17:55 PM administrator SR2308VDA APACENGVSUIATHE 0 False Disabled NewTest 00:09:38
Jul7.2023 4:26:46 PM administrator SRZ308VDA APACENGVSUIATHE o True Disabled NewTest 00:02:10
Jul7.2023 4:01:46 PM administrator SR2308VDA APACENGVSUIATHS 0 True Disabled NewTest 00:03:10
Jul 6.2023 8:14:34 PM administrator SR2308VDA APACENGVSUIATHE [} True Disabled NewTest 00:04:00
Jul 6, 2023 8:12:04 PM administrator SR2308VDA APACENGVSUIATHS 8 True Disabled NewTest 00:01:54.
Jul6. 2023 8:09:00 PM administrator SR2308YDA APACENGVSUIATHE 31 True Disabled NewTest 00:02:32

Meanwhile, if any recording of the site was shared as a link earlier, the Playback unavailable

message appears when the viewer opens the link to access the recording.

Highlight idle periods

June 13,2022

Session Recording can record idle events and highlight idle periods in the player.

To customize the idle event feature, set the following registry keys at HKEY _LOCAL_MACHINE\
SOFTWARE\Citrix\SmartAuditor\SessionEvents.

Registry key

DisableldleEvent

Default value

Description

To disable the idle event
feature, set the valueto 1. To
enable the idle event feature,
set the value to 0.
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Registry key Default value Description

IdleEventThrottle 30 seconds If there is no user activity
(including graphics changes
and keyboard/mouse inputs)
longer than the time threshold
set by the registry key, an idle
eventis recorded. Theidle
period is highlighted when the
recorded session plays back on
the Session Recording web
player.

IdleEventActiveThrottle 2 seconds Only a specified number of
graphics changes within a
specified amount of time
qualify as user activities. By
default, at least three packets
within 2 seconds can qualify as
user activities.

IdleEventActivePktNumThrottle 3 packets Only a specified number of
graphics changes within a
specified amount of time
qualify as user activities. By
default, at least three packets
within 2 seconds can qualify as
user activities.

IdleEventActivePktSizeThrottle 300 bytes Graphics packets smaller than
the key value are ignored and
the relevant time duration is
regarded as idle.

Use events and comments

November 11,2024

In the right pane of the playback page, the Events and Comments filters are available. You can use
events and comments to help you navigate through recorded sessions in the web player.
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Round trip time
Network (send)
Network (receive)

2773/8140 MB (34%)

Entire data

Session Recording

Your activity with the desktop or program(s) you recently started is being
recorded. If you object to this condition, close the desktop or program(s).

1l ¢ ——e 00:00:36/00:02:44 & Comments (2 Share X1 Hide stats 5 FULL SCREEN

Sessioninfo iew playlist

R Username
% Host name:
2 Client name:

Recording 1/1

Oct 29. 2024 14:17:17 (UTC+8)
00:02:44 - 12 events

1660:\72\C:

7

i<

00:00:17 App end:1660: cmdlexe

i<

00:00:17 App end:5136: conhost.exe

<

00:00:17 App start:5988: Conhost exe:
4080:\72\C:

W 00:00:17 App start4080: cmd.exe: 9240
"C:Window.

W 00:00:18 App end:4080: cmdl.exe
W 00:00:18 App end:5988: conhost.exe

W 00:02:35 Top-most window:SearchApp,
10504

W 00:02:37 Top-most
window:StartMenuExperienceHost, ..

00:00:17 Top-most windowconhost, . 5136

Comment on recordings

When a recorded session is being played, you can click the Comments player control to leave com-

ments and set comment severities. Severities include Normal, Medium, and Severe. Severe and

Medium comments are indicated with red and orange dots, respectively. During session playback,

you can view all comments about a recording.

Session Recording

Your activity with the desktop or program(s) you recently started is being
recorded. If you object to this condition, close the desktop or program(s).

Set up comment priority

@ Normal
O Medium

O Severe

1l ¢ ——e 00:00:36/00:02:41 (Z Comments (7} Share X1 Show stats 54 FULL SCREEN

Session info View playlist

A& User name:
& Host name:
3 Client name

Recording 1/1
0ct 29, 2024 14:55:53 (UTC+8)
00:02:41- 2 events

View All v
Q
© 00:00:34 2citrix.com: test
B 00:00:44 2citrix.com: test2

W 00:02:34 Top-most windowexplorer,
1644

W 00:02:35 Top-most
window:StartMenuExperienceHost,

Clicking a comment lets you jump to the location where the comment was given. You can view all your

comments on the My comments page.
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CilrIX | DaaS Premium 2" o 5T v
S E DasS > SessionRecording > Comments > Mycomments
My comments ]
Comments | aservers T - o
test test2 comment test
Jump to Recording Jump to Recording Jump to Recording Jump to Recording
Delete Delete Delete Delete

Note:

To make the comment feature work as expected, clear the WebDAV Publishing check box in the
Add Roles and Features wizard of Server Manager on the Session Recording Server.
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Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection [ Hyper-v P

Features [ ] Network Policy and Access Services
[ ] Print and Document Services
[ ] Remote Access
[ ] Remote Desktop Services
[ ] Volume Activation Services
4 [m] Web Server (IIS) (27 of 43 installed)
4 [E] Web Server (21 of 34 installed)
PRICIRCommon HTTP Features (5 of 6 installed)
| Default Document (Installed)
+/ Directory Browsing (Installed)
«| HTTP Errors (Installed)

« Static Content (Installed)
/| HTTP Redirection (Installed)
WebDAV Publishing

b [m] Health and Diagnostics (4 of 6 installed)
b |« Performance (Installed)
b [m] Security (3 of 9 installed) -

< Previous l l Next >

View graphical event statistics

November 11, 2024

Event data visualization is available for each recording. It provides graphical event statistics for you
to quickly comprehend the events inserted in recordings.

To view graphical event statistics, complete the following steps:

1. Open and play a recording.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 195



Session Recording service

2. Inthe upper left corner of the playback page, click the statistics icon.

®

3. Switch between the Screen time, File transfers, Commands, Printing, and Events tabs to

view statistics from different perspectives.

« Screen time

The Screen time tab lets you know the cumulative time an application window is in focus

(active window).

= | CifrIX | paas Premium

“
>

Screen time

Daa$ > Session Recording > Recordings > Allrecordings > Player

File transfers Commands Printing

Wishell
wordpad

Events

00:00:44
00:00:37

There is a horizontal time bar next to each application. Click the bar to view the start time

and duration each time an application becomes and stays in focus, respectively. You can

narrow down your search range by specifying a duration range other than the default All

option. For example:

@

= | CifrIX | DaasPremium 28

DasS > SessionRecording » Recordings » Allrecordings » Player

“« Screen time File transfers Commands Printing Events WfShell X

as the top-most window
> () (GP0minutes) (520 minutes)) (<5 minutes)
Wishell 00:00:44 Start time Duration
wordpad 00:00:37 T s
+ File transfers
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The File transfers tab provides graphical statistics about bidirectional file transfers be-
tween the VDA hosting the recorded session and the client device where the session runs.
You can customize the visualization by using the following settings:

+ Time granularity: Per 1 minute, Per 10 minutes, Per hour

« File transfer destination: All transfers, Transfer from host to client, Transfer from
client to host

« Number or size (Bytes or MB) of transferred files

The X axis represents the absolute time in the 24-hour system.

Per 1 minute AV All transfers s
~

Num| ilae

R o ot

File size (Bytes) 7 4
7 4

File size (MB) 6
6 -
5 4
5 -
4 4
4 4
3 J
3 4
2 4
2
1 4
1l [ ﬂ I
0 T T T T T T T T T T T T ™

10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05 11:10 11:15 11:20 11:25 11:30
. Transfer from host to client O Transfer from client to host

« Commands

The Commands tab shows CMD and PowerShell commands that are run during the
recorded session. You can customize the data display by typing your custom search in
Custom search or selecting a saved search from Saved search. The “OR”logical operator
is used to compute the final action.
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Custom search

Saved search

15/15 Commands

00:01:14

00:01:23

00:28:16

00:28:38

00:28:49

00:29:39

00:30:37

cmd

powershell

cmd

cmd

cmd

cmd

cmd

ot

IPv4 Address

E-mail Address

powershell: power

CDF TraceTas!

K.psl compmemt

taskmgr

logman: "C:\Windc

mspaint: mspaint

mmc

winver

control

control: "C:\Windo

netsh: netsh

control: "C:\Windows\System3 2\control.exe™ C:\Windows\system3 2\sysdm.cpl”,

mme: "CAWindows\system32\mme.exe” "CiWindows\system3 2\lusrmgr. msc”

+ Printing

The Printing tab provides graphical statistics of printing activities in the recorded session.

=  CilriX | DaaS Premium !.
DaaS > Session Recording » Recordings > Allrecordings » Player
“ Screen time File transfers Commands Printing Events
[\; All Printers Jobcount v Per 1 minute
1 print jobs, 1 pages 1
Microsoft Print to PDF
L] 1 print jobs, 1 pages
14
16:58 PM 16:50 PM 17:00 PM 17:01PM
Time (UTC+8) “  Printer Document Page count
0ct 29, 2024 4:59:25 PM Microsoft Print to PDF *New Text Document -Notepad 1
» Events

The Events tab shows the proportions and numbers of all types of events in the recorded

session.
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M Top-most window
W Web browsing
Pl Clipboard Operation
App Start
App End

File transfer

App Start
25 (7%}

Clipboard Operation
36120%

Top-most window

203(57%)
Web browsing
51(14%)

View performance data points

April 26, 2024

During playback, you can click the Show stats control to view, on an overlay, the following data points
related to the recorded session:

« Round trip time

Network (send)

Network (receive)
» CPU usage

Memory usage
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Oms
0 Kbps
0 Kbps
0%
0/0 MB (0%)
Lestlomins  (EREREGEE

Nodata Please make sure "Log performance data' is checked in the Policy Console.

LS

Session Recording
the de

n ¢ ——e 00:00:16/00:0T:11 & Comments 4 Share X1 Hide stats

Note:

52 FULL SCREEN

ccip:

Session info View playlist

A2 User name: administrator
& Host name:
3 Client name: Auto

Recording 1/1
Oct 29, 2024 15:10:52 (UTC+8)
00:01:11- 5 events

View All v
W 00:00:36 App start:5996: cmd: 1308:
"C:Windows\sy..

W 00:00:36 App start:4448: conhost: 5996:
\?22\C:Win.

W 00:00:44 App start:3696: HOSTNAME:
5996: hostname.

W 00:00:45 App end:3696: HOSTNAME

W 00:00:50 App start:13068: powershelt:
5996 powers.

®

+ Session Recording collects round trip time every 15 seconds and the rest of the data points

every second.

« Theoretically, Session Recording refreshes data on round trip times every five seconds.

However, round trip time data actually refreshes every 15 seconds because of the

collection cycle.

+ Session recording refreshes the rest of the data points every 5 seconds and presents their

average values on the overlay.

The overlay is semitransparent. You can relocate and hide it.

+ To relocate the overlay, hover your mouse over the eight dots and then do a drag and drop.

« To hide the overlay, click Hide stats.

You can enable the overlay by selecting Log performance data when creating your event detection

policy. For more information, see Configure event detection policies.

Manage recordings

February 5, 2026

This section provides instructions for you to:
+ Manage selected recordings

« Archive recordings manually
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+ Delete recordings manually
+ Manage recordings on schedule
+ Archive and delete recordings on schedule

+ Session recording media task service
+ Session recording file export

Manage selected recordings

September 7, 2025

You can select target recordings to archive and delete manually.

Archive recordings manually

To archive recordings manually:

1. Select Recordings > All Recordings from the left navigation of the Session Recording service.
2. Select one or more target recordings.

3. Click Archive.

Alltime ‘ SERVER-3 v ‘ Q ®

@ columns to display @ Place accessrestrictions & Archive [ Delete 2 selected
Start Time Recording Site User Hos! Client Events Events Only Recording server Duration Action
September 7, 2022 n )
e SERVER-3 administrator i o False Server-3 00:03:08 Q)

() SomGHrR SERVER-3 dministrator I 0 Fal Server-3 00:00:32 »
S X administrato alse erver- Q)
Septomber 6, 2022 SERVER-3 administrator mm m o False Server-3 00:01:41 »
9:23AM N
September 6, 2022 ) )
o SERVER-3 administrator N False Server-3 00:02:06 )
September 5. 2022 )
o SERVER-3 administrator n i o False Server-3 00:02:16 »)

)

September 5, 2022 SERVER-3 administrator L B " o0 False Server-3 00:02:02 o
3:38PM /
September 5. 2022 )
i SERVER-3 administrator T False Server-3 1.00:42:44 »)
September 5. 2022 )
e SERVER-3 administrator 0 False Server-3 00:02:17 )
September 5, 2022 )
P SERVER-3 administrator 10 False Server-3 00:02:19 )
September 5, 2022 )
oo SERVER-3 administrator 1o False Server-3 00:02:19 )

1-10 of 26 items 2 3 > 10/page v |

Note:

Only Citrix Cloud™ administrators of the following roles can archive recordings:

+ Full access
+ The Cloud Administrator, All role
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+ The Session Recording-FullAdmin, All role
« The Session Recording-PrivilegedPlayerAdmin, All role

If archiving a recording does not complete successfully, the recording is not available for playback or
deletion for the first 24 hours following the archiving operation.

A single session can produce multiple recordings. Only recordings of sessions recorded in their en-
tirety can be archived.

If you select any recording of a session, all other recordings of the same session are archived as well.

You can select one or more recordings to archive at a time. When archiving recordings, you can choose
to move the recording files to a different location from the one where they were originally stored.

« If you move the recording files to a different location on the same Session Recording server,
grant permissions for the System and Network Service accounts to read and write the archived
recordings.

« If you move the recording files to a UNC path, grant permissions for all computer accounts in
your site to read and write the archived recordings.

Delete recordings manually

To delete recordings manually:

1. Select Recordings from the left navigation of the Session Recording service.
2. Find one or more target recordings on any of the All Recordings, Archived, or Restricted pages.

3. Click Delete.

B DasS > SessionRecording > Recordings > Allrecordings

Recordings

Allrecordings

Alltime | ASERVER3 v [a ®
Archived
[ Columnstodisplay  [8) Followup ) Place accessrestrictions & Archive @ Delete 1 selected
Restricted
Start User Lossy
s MRS bt e s Gl s Bews s DS Al L e Dusten: Ao
(utc+s) Name Y o recording
e 20, ASERVER3  senver3 Unknown TsvDA22 7 False Disabled False ###Desktop  00:0155 @
O pgedoi2e, ASERVERS  servers Unknown TSvbA22 3 False Disabled False ##sDesktop  00:03:30 @
O poedoi2e, ASERVERS  servers Unknown  TSVDAZ2 3 False Disabled False s#4Desktop  00:05:14 @
O pgedoi2s, ASERVERS  servers Unknown  TSVDAZ2 3 False Disabled False sesbesktop  00:0152 @
O oeaoi20, ASERVERS  serverd Unknown  TSVDAZ2 4 Faise Disabled False stsDeskiop  00:01:26 @
O L0020 AseRvERS  senver Unknown  TSVDAZ2 2 False Disabled Fase  ##sDeskiop 000212 O
O 2 astvers  seners Unknown  TSVDAZ2 2 Faise Disabled Fase  wmDeskop 002313 (B)
O L0020 aseRvERs  senver Unkoown  TSVDAZ2 2 Faise Disabled Fase  amDeskop  o0or2s  (B)
O L0020 aSeRvERS  senvers Unkoown TSVDAZ2 2 Faise Disabled Fase  wmDeskop  o0or2s  (B)
October 29 ASERVER-3  server-3 Unknown  TSVDAZ2 2 False Disabled False sesDeskiop  00:0241 »)
2024 255 PM

1100f21items < [ 2 3 > (10 K)a%
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Note:

Only Citrix Cloud administrators of the following roles can delete recordings:

+ Full access

» The Cloud Administrator, All role

+ The Session Recording-FullAdmin, All role

« The Session Recording-PrivilegedPlayerAdmin, All role

A single session can produce multiple recordings. Only recordings of sessions recorded in their en-
tirety can be deleted.

If you select any recording of a session, all other recordings of the same session are deleted as well.

You can select one or more recordings to delete at a time. When deleting recordings, you can choose
to also delete the recording files along with the database records.

Manage recordings on schedule

September 7, 2025
You can schedule site-level tasks to automatically archive and delete recordings on a regular basis.
Note:

Only Citrix Cloud™ administrators of the following roles can schedule the tasks:

+ Full access
» The Cloud Administrator, All role
+ The Session Recording-FullAdmin, All role

Archive and delete recordings on schedule

1. Select Configuration > Server Management from the left navigation of the Session Recording

service.

2. Click the ellipsis (...) next to a target site.
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Server Management ®

Manage your Session Recording servers by load-balancing sites and configuring server settings.

To add Session Recording servers, follow the Server con:

+ Createsite ¥ Refresh
Site settings

> 1912(EUSERVER1 TESTSERVER1) 2 servers. 2 available
b

> 2209(EUSERVER2 TESTSERVER4 CloudDB) 2 servers. 2 available

> 2209(TESTSERVERS) 1 server. 1 available

> AutomateTestSiteEdit (Empty) 0 server, 0 available

AutomateTestSiteDescriptionEdit

> SERVER-1 1 server. 1 available
> SERVER-2 1 server. 1 available
> SERVER-3 1 server, 1 available
> Gendtmishinytey Lever. 1 avaable

> SERVER-C2 1 server. 1 available

3. On the Site settings page, select Storage maintenance.
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Site settings
SRSERVER X

General Automatic archive and delete

A w r tomatical i ings regul .
Storage maintenance Sets whether to automatically archive and delete recordings on a regular schedule

Enable automatic archive

Email alerts P
Archive recordings older than | 7 %{clays
Playback ( ( ]
v Execute every | 1 %H Day N |
At | 0:00 AM v fure

[ Move recording files to a different location

Enable automatic delete

Delete recordings older than | 7 %{days

Execute every | 1 %H Day N

At | 11:30 AM v :|UTC

[ Also delete recording files

4. Schedule tasks as needed and then click Apply changes.
Note:

The time you set for automatic archiving and deletion must be later than the time you set
for automatic cloud client upgrades. Otherwise, automatic archiving and deletion might
fail.
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Session recording media task service

February 5, 2026

The Session Recording Media Task Service handles backend operations such as exporting session
recordings and performing Al-based analysis tasks. It can be installed either on the Session Recording
Server itself or on a separate high-performance server within the same domain.

Prerequisites

For optimal performance, the server hosting the media task service should have:

o 8-core CPU

+ 16 GBRAM

Installation and configuration

Follow the steps below to install and configure the Task.

Step 1: Install the Session Recording media task service

1. Run theinstaller SessionRecordingTaskClient.ms1 which is included in the Session
Recording installer package.

2. On the Session Recording Server Configuration screen, enter the name of your Session Record-
ing Server or for load-balanced environments, the load balancer address. Specify the protocol
(HTTPS/HTTP) and port (443/80), then click the Test button to verify the connection.

Note:

When deploying in a load-balanced environment, enable session persistence on your load
balancer and select SOURCEIP (or equivalent) as the persistence type.

» For Citrix NetScaler/ADC, see Persistence settings.

« For Azure Load Balancer, see Session Persistence.
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"M Citrix Session Recording Media Task Service Setup = *

Session Recording Server Configuration .l_ .
Enter the Session Recording Server connection information below. C I rl X

Session Recording Server Name

Protocol
| HTTRS |
Port

443

Test

3. Onthe Destination Folder screen, confirm or change the installation path, and then complete

the installation.

"3 Citrix Session Recording Media Task Service Setup — X

Destination Folder C i I_ rl x

Click Next to install to the default folder or click Change to choose another

Install Citrix Session Recording Media Task Service to:

C:\Program Files\Citrix\SessionRecording\SRTaskService\,

Change...

Back Next Cancel

Step 2: Enable the media task service on the server

1. On the Session Recording Server, open Session Recording Server Properties.

2. Switch to the Web Player tab.
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3. Check the Enable the Session Recording media task service checkbox.

4. Click Apply. This action allows the service to perform backend tasks, such as exporting record-

ings.
Ifa Session Recording Server Properties — X
CEIP logging RBAC Emal Repot Cloud DB Web Player nlll 1L

Hide content on the web player home page

— This option prevents the web player home page from displaying any
LJ content Recordings can be accessed only by way of their URLs.

Enable the Session Recording media task service

— Enable this service to execute backend tasks such as exporting

- recordings and view their execution history.

| OK _ Cancel

Step 3: Assign permissions for the media task service

1. Onthe Session Recording Server, open the Session Recording Authorization Console.
2. From the menu bar, select Player > Assign Users and Groups.

3. Add the Fully Qualified Domain Name (FQDN) of the computer where the Session Recording
Media Task Service is installed.
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==

Select Users, Computers, or Groups x

| Select this object type: *
‘Uaeu, Computers, Groups, or Builtn security pincipals ‘ Object Types. . Type Description
: : User

Erom this location

bwlocal | | NGZHOWD.. User

Enterthe object names to select (2xamples):
expotmachine|

Check Names

Important:

If the Media Task Service is installed on the same machine as the Session Recording Server, you
must also add the SYSTEM account to the Playerrole.

i L. ord 4 zauor
Select Users or Groups x|
| Select this object type: .
ILlws. Groups, or Builtin security principals J Object Types... Type Description
From this location: User
| AWSERVER-1UK5J l Locations... NGZHOUO... User
Enter the object names to select (examples):
SYSTEM Check Names
Advanced . Cancel

Step 4 (Optional): Configure a custom export directory

Users can configure a custom path for exporting recordings by changing the registry key

value for: at Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\
SRTaskService\SROutputDir.
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Session recording file export

February 5, 2026

The session recording file export feature provides a secure and verifiable method for exporting ses-
sion recordings to meet critical needs such as digital evidence, fraud investigations, and regulatory
compliance. It allows authorized administrators to export selected session recordings into a universal
MP4 format.

Key capabilities of this feature include:

+ Role-Based Access Control: Ensures that only authorized users can perform export operations.

+ Mandatory Justification: Requires a reason for each export, enhancing the traceability of op-
erations.

« Comprehensive Activity Logging: All export activities are recorded in detail for auditing pur-
poses.

Prerequisites

Before you begin the configuration, please ensure your environment meets all of the following require-
ments:

+ The Session Recording Agent, Session Recording Server, and Session Recording Web Player are
allinstalled or have been upgraded to version 2511 or later.

+ Session recording media task service version 2511 or later is installed. Refer to the official setup
guide.

How to use recording file export

How to export Session Recording files
Note:
Only administrators who have been assigned as full admin can perform export operations. You
can refer to Playback permissions for more details.
1. Select All Recordings from the left navigation of the Session Recording service.
2. Select one or more recordings that you need to export.

3. Click the Export button located above the list.
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Daa$ Premium

cifrix

Recordings
Allrecordings
Archived

Restricted

] DasS > SessionRecording > Recordings » All

Altime | AALSROG

(@ Columns todisplay &) Follow up
0 e
oveiaaam  AAISROB
O osersam  AausRos
O sobsisermi  AMISROS
O o Taao  AAUSROS
O oservooau  AASR0S
O Speveit, ssnos
O sotsivoay  Aismos
O pymtemee 2 AAUSROS
O orTrs Gy AAUSROS
O Sevemberi2 o

202511:00 AM

recordings

@ Place access restrictions

Recording
server

8iisr06

aiisr06

8iisr08

8iisr08

8iisr06

aijsr08

aiisr06

8iisr08

8ijsr08

8ijsr06

User

administrator

administrator

administrator

administrator

administrator

administrator

administrator

administrator

administrator

administrator

S Archive @ Delete

user
Principal Host Client Events

Name
Unknown AVDA DEV 0
Unknown AVDA DEV 0
Unknown ALVDA DEV 0
Unknown Avpn  MASPYDIRDLS7 0
Unknown ALVDA Auto o
Unknown AVDA Auto 0
Unknown AVDA Auto 0
Unknown ALVDA Auto 0
Unknown ALVDA Auto 0
Unknown ALVDA Auto 0

Ziyuo Wang(EF..

Events
only

False

False

False

False

False

False

False

False

False

False

Audio
recording

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

1-10 0f 130 items

STG_US_testing convamyoxsses

| ®

1 selected

Application Duration Action
##4Desktop 00.01:46
###Deskton 00:04:48
##4Deskiop 000555
##4Deskiop 000123
##4Desktop 00:01:10
###Desktop 00:00:34 »)
£#4Deskton 00:00:29 O
##4Deskiop 000110
##4Deskiop 000111
###Desktop 00:00:57 »)
2345 - 13 >( 10/pese v |

4. Check the export files under the following folder on the machine running media task service:

%ProgramData%\Citrix\SessionRecording\SRTask\Cache.

How to monitor export tasks and audit logs

« To view export status:

1. In the Session Recording service view, select Activity Feed from the left navigation.

2. Switch to Tasks tabs to view the information about tasks that happened in the past.

3. This page displays the real-time status of all export tasks, including “In Progress,”Com-

pleted,*Pending,”or “Failed.”

Recordings
& Comments

P Policies

&9 Reports

Ed Activity feed

0 Notiications

2 Adminlogging
[Z Diagnostic logging

Configuration

B\ Resource library

B DasS > SessionRecording > Actty feed

Activity feed

Events  Tasks

Last7days v Task Exportrecording @  Initiated by v/
C Refresh () Export @ Dismissall

Task Initiated by Site
Export recording xenadmin SRN2509
Export recording xenadmin SRN2509
Export recording ‘xenadmin SRN2509
Export recording xenadmin SRN2509
Export recording xenadmin SRN2509
Export recording xenadmin SRN2509
Export recording ‘xenadmin SRN2509
Export recording xenadmin SRN2509
Export recording xenadmin SRN2509
Export recording xenadmin SRN2509
Export recording xenadmin SRN2509
Export recording xenadmin SRN2509
Export recording xenadmin SRN2509
Export recording ‘xenadmin SRN2509
Export recording xenadmin SRN2509

Site v

Server v

Server

Status: Completed ©

Start Time (UTC+08:00) +
January 22, 2026 2:15 PM
January 22,2026 2:15 PM
January 22,2026 215 PM
January 22,2026 2:11PM
January 22,2026 2:11 PM
January 22,2026 211 PM
January 22,2026 211 PM
January 22,2026 2:02 PM
January 22,2026 2:02 PM
January 22,2026 2:02 PM
January 22,2026 2:02 PM
January 22,2026 2:02 PM
January 22,2026 2:02 PM
January 22,2026 2:02 PM

January 22, 2026 1:57 PM

End time (UTC+08:00)

January 22,2026 2:19 PM
January 22,2026 2:20 PM
January 22,2026 2:20 PM
January 22. 2026 2:12 PM
January 22,2026 2:12 PM
January 22,2026 212 PM
January 22. 2026 2:12 PM
January 22, 2026 2:02 PM
January 22,2026 2:03 PM
January 22,2026 2:06 PM
January 22. 2026 2:03 PM
January 22, 2026 2:07 PM
January 22,2026 2:07 PM
January 22,2026 2:07 PM

January 22. 2026 1:58 PM

<1@: >

Status Status
@ Completed @ Completed
@ Completed Media server
@ Comptond SRN2509.bdcsp.local
@ Compited Creation time (UTC#08:00)
January 22, 2026 2:15 PM
@ Completed
@ Completed
@ Completed
& Compits Recording to export
omplete
Desktopxenadmin
Complted
© Complete Dec 3, 2025 12:56:34 AM
@ Completed
@ Completed Export file path ]
@ Completed Ci\ProgramData\Citrix\SessionRecording\SR
© Compietea Task|Cache\i_88a65201-65bb-43b1-87aa-
& Compl 66332001562e.mpé
omplete
© Completed Hash value(SHA256) [}
153527111 7e0ae329a

Server

Start Time (UTC+08:00)
January 22, 2026 2:15PM

End time (UTC+08:00)
January 22, 2026 2:19 PM

15/page v |

180dc7b4d451a82b9a80921a600d72

« To audit export activities:

1. Navigate to Admin Logging -> Playback Logging.
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2. Here you can view the export records for all recordings (Action will be Export recording),
along with details such as the user who performed the action and the timestamp.

[y — o=

B DS » SessionRecording > Adminlogaing > Playback logging

Admin logging

Playback logging | srnig1z.aan v ®

Log of administrator activities.

Alltime Action/  Action takenby \/ a

) Name Logging time FileID, Action Action taken by Authorized
1165 AALISROS 9/16/2025 4:32:00 PM 2c023c1b-415¢-4260-8159-cb4794502fed. Play recording MA4CQB/ALISRO4S True
1164 AALISROS 9/16/2025 4:32:00 PM 2c023c1b-4150-4260-8159.ch4794502fe4 Play recording M4CQB/ALISRO4S True
1163 ARLISROB 9/16/2025 4:32:00 PM 2c023¢1b-415¢-4260-8159-cb4794502fe4. Export recording. SRCloudUser True
1162 AALISROB 9/16/2025 4:32.00 PM 2c023c1b-415¢-4260-8159-cb4794502fed. Export recording SRCloudUser True
1153 AAJISROB 9/16/2025 3:34:00 PM 187¢1712-6781-45¢4-5100-5608156457d5 Play recording M4CQB/ANS True
1128 AALISROB 9/16/2025 2:40.00 PM 187¢1712-6781-45¢4-6100-5608156457d5 Export recording SRCloudUser True
1112 AALISROB 9/16/2025 10:34:00 AM €d9c03a7-4da2-434¢-5368-110130829833 Play recording M4CQBIALS True
1111 AALISROB 9/16/2025 10:34:00 AM ed9c03a7-4da2-434e-5368-11013d8a0833 Export recording. SRCloudUser True
1110 AALISROB 9/16/2025 10:32:00 AM 2d9c03a7-4da2-4340-5368-1101348a0833 Play recording M4CQB/ALS True
1100 ARLISROB 9/16/2025 10:32:00 AM ed9c03a7-4da2-4340-5368-110134820833 Export recording. SRCloudUser True

1-100f446 2 3 4 s 45 >

Administrator logging

September 29, 2025

Using Session Recording server 2204 or later, you can query administrator logging data through the
Session Recording service. If you select a site that contains a Session Recording server earlier than
version 2204, the following banner appears, and no data is available.

Configuration Logging ®

Log of administrator activities.

@ 7o use the administrator logging feature through the Session Recording service, upgrade the selected Session Recording servers toversion 2204 o later.

\7/

% No data available.
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Note:

If you install SQL Server on the same machine with the Session Recording server, the adminis-
trator logging data might not be available and a “No data available”’message is displayed. To
ensure that you can view the administrator logging data, add the NT AUTHORITY\SYSTEM user
to your Session Recording databases and assign it the db_owner permission.

You can select more than one Session Recording site to view logs.

CilrIX | DaaS Premium 2" o oD v

B[] DzaS > SessionRecording > Adminlogging > Configuration

Admin logging
Configuration loggin, - - -
SRR Confisuration ossing
Re d Ie
ccordessontossing Log of administrator activities. O SERVER02
Playback logging D SERVERO1

Alltime ' Category Acl g oo Dy

O Asr2407

D Name Logei Category Action Action taken by Authorized
O AUTESTSR2311

40 ASR2405 1073 PolicyDocumentChange Save policy document SRCloudUserjisjia aieitrix.com True
ASR2405

39 ASR2405 10/3 O sRN1912 PolicyDocumentChange Save policy document SRCloudUser/jiajia.ai@citrix.com True
O Ausro1

38 ASR2405 10/30/2022 10:37:00 AM PolicyDocumentChange New policy document SRCloudUserjisjia aieitrix.com True

37 ASR2405 10/30/2024 9:46:00 AM PolicyDocumentChange Save policy document SRCloudUserjisjia aieitrix.com True

36 ASR2405 10/30/2024 9:46:00 AM %Pomyooc-memcnange Save policy document SRCloudUser/jizjia.aigcitrix.com True

35 ASR2405 10/30/2024 9:46:00 AM PolicyDocumentChange New policy document SRCloudUserljiajia ai@citrix.com True

34 ASR2405 10/30/2024 9:45:00 AM PolicyDocumentChange Save policy document SRCloudUser/jisia.ai@eitrix.com True

33 ASR2405 10/30/2024 9:45:00 AM PolicyDocumentChange Save policy document SRCloudUser/jisjia sigeitrix com True

32 ASR2405 10/30/2024 9:45:00 AM PolicyDocumentChange New policy document SRCloudUserjisjia aieitrix.com True

31 ASR2405 10/29/2024 5:50:00 PM PolicyDocumentChange Save policy document SRCloudUserjisjia aieitrix.com True

1100738 . 2 3 %

Click the three dots (ellipsis) to view details about each log.

An administrator with Full access can view administrator logging. To grant the Full access permission,
go to Identity and Access Management in Citrix Cloud.

Logging data overview

Administrator logging data consists of:

+ Configuration logging
+ Recording reason logging
+ Playback logging

Configuration logging

This part logs the following administrator activities:

+ Policy change - Changes to policies on the Session Recording policy console or Citrix Director

© 1997-2026 Citrix Systems, Inc. All rights reserved. 213



Session Recording service

+ Server configuration change - Changes in Session Recording Server Properties

+ Log reading - Unauthorized attempts to access the administrator logging data

You can use the Logging time, Category, Action, and Action taken by filters to narrow your search.
The “AND”operator is used between the filters to compute the search action.

To log administrator activities, complete the following steps to enable administrator logging on your
Session Recording servers.

1. Select Configuration > Server Management from the left navigation of the Session Recording
service.

2. Find your Session Recording servers.
3. Click the gearicon corresponding to each Session Recording server.

4. On the Server Settings page, select Logging from the left navigation and then select Enable
administrator logging.

If you select Enable mandatory blocking, the following activities are blocked if logging fails. A
system event is also logged with an Event ID 6001:

« Changes to recording policies on the Session Recording Policy Console or Citrix Director

+ Changes in Session Recording Server Properties
The mandatory blocking setting does not impact the recording of sessions.
Tip:

You can enable administrator logging both through the Session Recording service and through
Session Recording Server Properties. Forinformation on enabling administrator logging through
Session Recording Server Properties, see Disable or enable administrator logging.

You can also configure an administrator logging service account to enhance security.

Recording reason logging

This part logs which policies have triggered recordings.
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= | CilrIX | paas Premium ™ 9 cei: ~

= DaaS > SessionRecording > Admin logging > Record reason logging
[& Dashboard 0

® Recordings Record reason logging | serverozse >

B e Log of applicable policies triggering recordings.

P Policies Alitime  ~ Applicable policy ~*  Recorded user
[ Activty feed D Name Logging time Applicable policy Recorded user Authorized
) Notifications 39 SERVER02 10/30/2024 7:46:00 AM RecordReason X9T3X/Administrator True
S Admin logging 38 SERVER02 10/30/2024 7:41:00 AM EventLogging X9T3X/Administrator True
[& Diagnostic logging 37 SERVER02 10/30/2024 7:41:00 AM RecordReason X9T3X/Administrator True
£33 Configuration 36 SERVER02 10/30/2024 7:38:00 AM EventLogging X9T3X/Administrator True
[y Resource library 35 SERVER02 10/30/2024 7:38:00 AM RecordReason X9T3X/Administrator True
34 SERVER02 10/30/2024 6:41:00 AM Eventlogging X9T3X/Administrator True
33 SERVERO2 10/30/2024 6:41:00 AM RecordReason X9T3X/Administrator True
32 SERVERO2 10/30/2024 5:50:00 AM Eventlogging XOT3X/Administrator True
31 SERVER02 10/30/2024 5:50:00 AM RecordReason X9T3X/Administrator True
30 SERVER02 10/30/2024 5:45:00 AM EventLogging X9T3X/Administrator True

To enable the feature, enable both administrator logging and recording reason logging on your Ses-
sion Recording servers. If Enable administrator logging is not selected, enabling recording reason
logging does not take effect.

Forinformation on enabling the recording reason logging, see Disable or enable the recording reason
logging.

Playback logging

This part logs playback-related actions. Click the three dots (ellipsis) to view details about each log.

CilrIX | DaaS Premium ™ 9 ceip: ~

fror B Deas > SessionRecording > Admin logging > Playback logging

Configuration logging.

Playback logging | serveroz st >

Record reason logging
Log of administrator activities.

Playback logging

Alltime ' Action\~ Action taken by - a

D Name Logging time File ID Action Action taken by Authorized
39 SERVER02 10/30/2024 6:11:00 AM dd766b1b-2cce-4e5d-9adb-339¢111bd919 Release file access sitrix.com True
38 SERVER02 10/30/2024 6:11:00 AM cd6026{5-501a-407d-3e28-25982565¢256 Release file access sitrix.com True
37 SERVER02 10/30/2024 6:10:00 AM 15539114-588d-4096-8b4e-4a9762a126d5 Release file access sitrix.com True
36 SERVER02 10/30/2024 6:10:00 AM dd766b1b-2cce-4e5d-9adb-339¢111bd919 Restrict file access sitrix.com True
35 SERVER02 10/30/2024 6:10:00 AM 15539114-588d-4096-8b4e-4a9762a126d5 Restrict file access sitrix.com True
34 SERVER02 10/30/2024 6:10:00 AM cd6026{5-501a-407d-3e28-25982565¢256 Restrict file access sitrix.com True
33 SERVER02 10/30/2024 6:08:00 AM 06b00a02-a5de-4e54-aee0-b63a57 2ebble Release file access sitrix.com True
32 SERVER02 10/30/2024 6:08:00 AM 47692267-c81a-4765-9ebd-c29e412467fh Release file access sitrix.com True
31 SERVER0Z 10/30/2024 6:08:00 AM 6191cf4-3352-4561-9643-641a2cdB300F Release file access sitrix.com True
30 SERVER02 10/30/2024 6:01. uhM 06b00a02-a5de-4e54-aee0-b63a572¢bble Restrict file access sitrix.com True

1-100f 263 2 3 4 5 2%

To log playbackjustifications, enable both administrator logging and playback justification logging on
your Session Recording servers. If administrator logging is disabled, enabling playback justification
logging does not take effect.
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Note:

Playback justification logging is available for Session Recording server 2212 and later only. If
you select a site that contains a Session Recording server earlier than version 2212, the playback
justification logging enabler isn’t available for any server in the site.

Management dashboard

September 22,2025

Overview

The Session Recording management dashboard helps you gain insights into your system. It lets you
monitor various aspects of your system, including:

« Server status

+ Recording success rate

« Storage consumption

« Session statistics

+ Client device information
» Agent Status

For a sample dashboard, see the following screen capture:
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DASHBOARD101202 - @
Servers (¥ Refresh  Last refreshed: 11/4/2022, 2:52:31 PM
Server name CPU usage Memory usage Network (receive) Network (send) Number of live sessions
-
DASHBOARD191201 3% ) 0% 501 Kbps 24 Kbps o
~»
DASHBOARD191202 10% ) 8% . 4BKbps — 25Kbps 1
Storage Oct 27-Nov 2, 2022
Storage locations Total size of all recordings 7-day total 7-day average Weekday average
2 110.98 e t2868% 107.33 ez M2771% 15.33 6 21.47 e
Total size of all recordings (GB): Al locations Size of generated recordings (GB)
150 48
100 32
50 16
0 0
0ct27  0ct28  O0ct29  Oct30  0ct31  Novl  Nov2 0ct27  Oct28  0Oct29  0ct30  Oct31  Novl  HNov2
Fri Sat Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu
Storage locations Total size Storage locations 7-day ave. Weekday avg.
Atz e GH B \dashboard1912011191 2sharedirecord... 11.2 6B 156G
1912011191 2shar 81.8GB B \'dachboard191202\191 2recordingssha...4.2 GB 5.8GB
11912021191 ding 29.2GB
Sessions Oct 27-Nov 2, 2022
Total number of sessions. Average session duration Longest session Average file size by session Largest file size by session
23 00:36:14 29:06:21 0.22487 s 32.69959 s
Number of Sessions Sortby: Duration v Number of VDAS
30 30
20 20
10 10
o ol M m m
Oct27 Oct 28 Oct 29 Oct30 Oct 31 Nov 1 Nov 2 Oct 27 Oct 28 Qct 29 0Oct 30 Oct31 Novl Nov 2
Fri Sat Sun Man Tue Wed Thu Fi Sat Sun Mon e Wed Thu
Duration Number of Sessions %
@ <n 6 26%
B 14n 1 4%
| 48h s 26%
8 -8h 10 43%
Clients Oct 27 -Nov 2, 2022
Device Workspace app version
B ML 6 86% B 2208 18 78%
[ ] .
CNENG4UH1YUMWOD B 14% w2210 3 18%
B 2207 2 9%

Note:

The recording success rate widget can be shown next to the Servers section if the following con-

© 1997-2026 Citrix Systems, Inc. All rights reserved.

217




Session Recording service

ditions are met:

+ You are using the cloud client version 7.42.15010.4 or later.
+ You have only one site that has available servers and you have turned on the feature toggle

on the dashboard settings page of that site.

Tips for using the dashboard

« The dashboard is the new home page for the Session Recording service console. It is available
only for Citrix Cloud™ administrators assigned any of the following roles:

 Full access
+ Cloud Administrator role
+ Session Recording-FullAdmin role

+ The dashboard presents data relevant to the site that you select from the drop-down menu in
the upper-left corner.

ENG}

| bastBoaRD181202 v

Servers O Refresh  Last refreshed: 11/4/2022, 2:52:31 PM
Server name CPU usage Memory usage Network (receive) ) Network (send) Number of live sessions
DASHBOARD191201 3% ) 40% o 501Kbps o 24Kbps o
DASHBOARD191202 10% ) 48% o 48 Kbps o 25Kbps 1

Storage Oct 27-Nov 2, 2022

Storage locations Total size of all recordings 7-day total 7-day average Weekday average

2 110.98 e 12868% 107.33 s 12771% 15.33 s 21.47

» The Servers section refreshes data automatically every 120 seconds. Immediate data refreshes
occur when you open the dashboard page, select a site, or click Refresh. The next data refresh
does not start until the previous refresh completes. Thus, if you click Refresh during a data
refresh, a popup window appears asking you to try again later.

| DasHBOARD11202 v ®
Servers CvRefresh [Last refreshed: 11/4/2022, 2:52:31 PM
Server name CPUusage Memory usage Network (receive) Network (send) Number of live sessions
DASHBOARD191201 " 3% ) 40% . 501Kbps . 24Kbps 0
DASHBOARD191202 =~ 0% D e . 48Kbps . 25Kbps 1
Storage Oct 27-Nov 2, 2022
Storage locations Total size of all recordings 7-day total 7-day average Weskday average
2 110.98 e 12868% 107.33 6 M2771% 15.33 21.47

« The Storage, Sessions, and Clients sections refresh data automatically at a specific time every
day. When you select a site or click Refresh on the dashboard page, data is refreshed immedi-

ately.
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+ Selectasite fromthedrop down listand clickon theicon to display and configure the dashboard

[ DasHBOARD192202 - / @
Servers O Refresh  Last refreshed: 11/4/2022, 2:52:31 PM
Server name CPU usage Memory usage Network (receive) Network (send) Number of live sessions.
DASHEOARD191201 o ) 400 — 50LKbps o 24Kbps 0
DASHBOARD121202 T D 8% o 48KbDS — 25KbDS 1
Storage Oct 27-Nov 2, 2022
Storage locations Total size of all recordings 7-day total 7-day average Weekday average
2 110.98 e 12868% 107.33 6 12771% 15.33 21.47 e
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Dashboard settings X
Servers
CPUusage Mamary usage
‘Warning threshold (%)  Critical threshold (%) ‘Warning threshold (%)  Critical threshold (%)
65 =~ 0 - 75 =~ 50 -
Network {send) Matwork (receive)
Warning threshold (kbpsl  Critical threshold (kbps) ‘Warning threshold (kbps]l  Critical threshold (kbps)
10000 ~ 50000 10000 ~ 50000 -

Recording success rale

Collect and show recording success rate

Storage

Storage location Warning threshold
Naervernameisharenameidireciony

Visarvernamaisharenamadirecioryl

Viservernamasharenamedirectiory2

Naarvainamaahananama\direcion3

B RS

Visersernamaisharename'directoryd

] Enabie sterage consumption forecast

Dashboard settings allow you to:

« Set warning and critical thresholds for:

+ CPU usage

+ Memory usage

« Network (send)

« Network (receive)

+ Enable the feature to collect and show recording success rates.

+ Allocate spacein a location for recording storage and set warning thresholds for the space
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usage. When a warning or critical threshold is reached, the entry is displayed with an or-
ange or red icon.

The storage usage for recorded sessions is influenced by factors such as the chosen image
mode and the on-screen activities throughout the sessions. For instance, viewing videos

during a virtual session can result in larger recording files.

Storage
Storage location Warning threshold
\\sacwpbwpvacsrO1\sessionrecordings\recordings\ 99 }%{"uuf‘ 13999 }%{GB N X

() Enable storage consumption forecast

+ Enable storage consumption forecast. Storage consumption forecast allows you to predict
resource usage and take precautions in advance. After you enable the feature, a storage
consumption forecast for the next 7 days can be generated based on sufficient historical
consumption data of approximately one month. You can view the forecast on the Total
size of all recordings chart of the Storage section.

When the storage consumption forecast is not enabled, the Total size of all recordings chart

shows only the actual consumption data over the past 7 days. For example:

Storage Jan17-23, 2024

Storage locations Total size of all recordings 7-day total 7-day average Weekday average

1 13970.77 e M1% 31395.81 ce M21% 4485.12 e 4078.43

Size of generated recordings (GB)

14,200 5,544
3,696
- I I
Jan jan jan jan jan Jan jan Jan 20 Jan 21 Jan 22 Jan 23
hu Fri at sun or e Fri sat Sun Mon Tue

7-day avg. Weekday avg.

Total size

Storage locations

13970.8 GB or... 4485.1GB 4285.9G8

Alllocations
A 1 13970.8 GB

When the storage consumption forecast is enabled, the Total size of all recordings chart shows
not only the actual consumption data over the past 7 days but also a consumption forecast for

the next 7 days. For example:
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Storage

Storage locations

1

7-day total

31395.81 e 121%

Total size of all recordings

13970.77 e M1%

Size of genera

Total size of all

14,200

14,050

13,750
Tni7  Jani8
Wed Thu

Tn19
Fi

Tan20  Jan2l
Sat Sun

5,544

3,696

1,848

Tn22  Jan23  Jn2d  Jn25  n26 Jend7 Jan28 Jan29
Mon  Te  Wed Tha  Fn St S Mon

Storage locations

Alllocations

A

Total size
13970.8 GB -

13970.8GB

7-day average

4485.12 e

ted recordings (GB)

Jan 17 Jan 18
Wed Th

Storage locations

\\sacwpbwpvacsr01\sessionrecordingsirecor... 4485.1GB

Jan 19
Fri

Jan17-23,2024

Weekday average

4078.43 s

Jan 20 Jan 21 Jan 22 Jan 23
Sat Sun Mon Tue
7-day avg. Weekday avg.
4285.9G8

Note:

The consumption forecast requires sufficient historical data of approximately one month.

For example, see

the following prompt:

Storage

Storage locations.

Total size of all recordings (GB): c:\sessionrecordi

100

knl7 18 19 2o
T TSR
Storage locations
Alllocations

cisessionrecordings\

Jan

Total size of all recordings 7-day total
0.02 ce 1100% 0 e 10%
ngs\
24
16
You do not have sufficient historical
data to generate a forecast.
s
0
o oz knes Wmot kn2s knze keer kzs s s
CEOMEREORE mIompowi owpomnoga
Total size
0.068 -
0.0GB

7-day average

O

Size of generated recordings (GB)

Jan17  Jan18  Jan19
Wed Thu Fri
Storage locations

cisessionrecordings\

Jan17-23, 2024
Weekday average
O
Jan20  Jan21  Jan22  Jan23
sat Sun Mon Tue
7-day avg. Weekday avg.
0.0G8 0,068

+ In the Servers section, you can open and play live sessions by clicking on the number of live

sessions. For example:

| pastBoarD121202 - |

Servers

Server name

DASHBOARD191201

DASHBOARD191202

Storage

Storage locations

2

CPUusage Memory usage
-
3% b )
~
10% ) 48%

7-day total

107.33 e M2771%

Total size of all recordings

110.98 s 12868%

Network (receive)

o 501KbPS

o 48Kbps

7-day average

15.33

ENO]

Q¥ Refresh  Last refreshed: 11/4/2022, 2:52:31 PM

Network (send) Number of live sessions

o

o 24KbPS

o 25KbDS

Oct 27-Nov 2, 2022

Weekday average

21.47 e
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Start Time

Live sessions
DASHBOARD191201

November 4, 2022 3:13 PM

User

administrator

Host Client

AGENTOL  HTML-2672-7522 1

Events

Events Only

false >

+ Inthe Recording success rate section, you can see a widget showing the recording success rates

for the current site. The recording success rate is calculated as follows:

Recording success rate = the number of successfully recorded sessions / the total number of

sessions matching the currently active recording policy.

Note:

The recording success rate widget can be shown next to the Servers section if the following

conditions are met:

+ You are using the cloud client version 7.42.15010.4 or later.

+ You have only one site that has available servers and you have turned on the feature

toggle on the dashboard settings page of that site.

For example:
®

Servers

Servername * | CPUusage

O
) 56%

»

serverl
serverd
20%

serverd

server2 (Offline)

C Refresh

| Memoryusage | Network(send) | Network...

’ 65%

) 26%

= 680 kbps = 980 kbps

_ 321kbps — 748 kbps

™ e = 825 kbps = 1142 kbps

| Number of liv...

Last refreshed: Sep 8, 2023, 11:45:53 AM

Recording success rate

C* Refresh
Latest: Sep 8, 2023, 4:00 PM
@ 100.00%
Sessions recorded: 5/5
Last 12 hours
LIRS . I

e o
.
10:00 AM

400 AM 4:00 PM

+ The Agent section provides a quick summary of the status of all your Session Recording agents

if the Session Recording Server/Agent are upgraded to 2503. It displays:

+ Total agents: The total number of Session Recording agents connected to the service.
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+ Active agents: The number of agents that are currently online and sending heartbeats to
the service.

+ Inactive agents: The number of agents that are currently offline or have not sent a heart-
beat within a specified time.

This overview helps you quickly identify any potential issues with agent connectivity and ensure that
your recording environment is healthy. For more detailed information about individual agents, in-
cluding their VDA status, you can navigate to Configuration > Site management.

For Example:

‘ AWTSVDA-19255 & ‘ 0]
Servers (¥ Refresh  Last refreshed: Sep 16, 2025, 5:58:23 PM Agents (vRefresh [oslrefieshed Sep 16, 2025, 5:56:24
i Deli Total it Acti it
Server name CPU usage Memory usage Network Network (send) Num—be’ oftive every groups ot agents ctive agents
(receive) sessions 1 2 1
AWTSVDA 19255 0% 0% . OKbps . Oxbps 0

® Active 1 Inactive 1

« In the Total size of all recordings (GB) section, you can switch between storage locations to

view relevant data. You can also hover over the chart to view the total size of all recordings on
a specific day.

Total size of all recordings (GB): All locations
150
100
s0 Oct 28,2022
Total size 81.819G8
o
Oct 27 Oct 28 Oct 29 Oct 30 Oct 31 Nov 1 Nov 2
Fri Sat Sun Man Tue Wed Thu
Storage locations Total size
All locations 111.0GB
Wdashboard191201\1912shared\recordings! B1L.BGB
Wdashboard19120211912recordingsshared\recordingsh 29.26GB

« Inthe Size of generated recordings (GB) section, you can hover over the bar chart correspond-
ing to a day to view the size of newly generated recordings on that day.

Size of generated recordings (GB)

48
32
0ct 28.2022
Total 46.63608
16 B \dashboardl...ings\ 46.636GE
o || I I

Oct27 Oct 28 Oct 29 Oct 30 Oct 31 Nov 1 Nov 2
Fri Sat

Sun Mon Tue Wed Thu

Storage locations

7-day ave. Weekday avg
@ ‘\dashboard19120111912shared\record.. 11.2 GB 156GE
B \\dashboard 1912021191 2recordingssha... 4.2 GB 53GE
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« Inthe Sessions section, you can click Longest session and Largest file size by session to view

session details.

Sessions

Total number of sessions

23

‘Average session duration
00:36:14

Number of Sessions

Longest session

Sortby: Duration v

30
20
10
. I I " =
Oct27  Oct28  Oct29  0ct30  0ctd1  Novl  Nov2
Fri Sat Sun Mon Tue Wed Thy
Duration Number of Sessions %
B <an 6 26%
B 14n 1 4%
® ssh s 260
8 -3h 10 43%

29:06:21

Number of VDAs

Average file size by session

0.22487

Oct 27-Nov 2, 2022

Largest file size by session

32.69959

0Oct27

Oct28  Oct29  Oct30  Oct31
Fri Sat Tue

Nov 1
Wed

Nov 2

Thy

Session details

The session starts from Tue Nov 01 2022 10:41:55 GMT+0800 (China Standard Time) and includes 30 recordings.

Session duration

29:06:26
File size
14.78606 GB
Recordings
Start Time User Client ©  Host Events & eente Duration

Only
November 1. 20223043 q3gN\administrator AGENTO1 CNENG4UHIYUMWOD 11 false 01:00:07 @
November 1, 20221142 po 38 administrator AGENTOL CNENG4UHLYUMWOD 0 false 01:00:00 @
s&"e’“w 120221242 poseN\admiistrator AGENTOL CNENGSUHLYUMWOD O false 01:00:01 @
s;;“e”‘w 2022242 po3gNadministrator AGENTOL CNENGUHIYUMWOD 1 false 01:00:00 @
s&vemer 12022242 osgNadministiator AGENTO1 CNENG4UH1YUMWOD O false 01:00:00 @
November 1. 2022342 gq3gN\administrator AGENTO1 ONENG4UHLYUMWOD 0 false 01:00:04 @
November 1. 2022442 po3gNadministrator AGENTOL CNENG4UHLYUMWOD 0 false 01:00:20 @
E&‘/emw 12022542 osgNadministiator AGENTO1 CNENG4UH1YUMWOD O false 01:00:00 @
:;;“e’“b” 12022642 posgN\administrator AGENTOL CNENGSUHIYUMWOD O false 01:00:00 @

+ The Clients section shows the percentage of client devices that have different machine name
prefixes and the percentage of sessions that run on different versions of Citrix Workspace™ app.

Clients Oct 27-Nov 2,2022
Device Workspace app version
| HTML* 6 86% | 2208 18 78%
L .
CNENGAUHLYUMWOD * et . 2210 3 13%
| 2207 2 9%

« The Recording playback section provides statistics for recording playback. It displays two views:
the most played recordings and the top viewers.
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Daa$ Premium

ALISROS v

MASPVDIPD1374
= DEv
[iF Policies

{2 Reports

Recording playback
Most played recordings
» kf:r.'ei(_kjuu «.(.-.':llr-lsual(:l
B s e
> .’l7:CE$r\IUD au‘llr‘l?\tral;r
¥ Feoeson sdeinrotor
###Desklop - userl
») wa 2025 2

, ##¥Desklop - administrator
P ia s '

Collapse

20

W 2409.10 3 15%

Ma2025 8-14, 2025

Tow viewers

s % COM

47
paministrator
21
@citrix.com
1

In this section:

+ When you hover the mouse over a recording item in the “Most played recordings”view (left
side), detailed information about that recording is displayed.

Daa$S Premium

ALSROS

Most played recordings

»

iy Resource library

-
MASPVDIPD1374
W eV

Recording playback

#4HDeskiop - ssministralo

,  ###Dasktop - sministrator
y  #4#Dasktop - administrator
##¥Dasktop - userl

###Dasktop - sdministrator

2 ® TSTeStiNG "o g

EE®

W 20910 3 15%

Ma2025 8-14, 2025

Top viawers

47

21

« Ifyouclickonarecordingitem in the “Most played recordingsview, the “Top viewers”view
(right side) shows the top 10 users who have played that specific recording.
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[ TSTtesting  emontcs ¥
S
ALISROS - SE]
WASPYDIF 3% | 220210 3 15%
| eV 3
Recording playback MaZ0258-14, 2025
[T p—— [T e m—
b' klog - M.'l m.::'.\lr.r 20 16
» # ..HD(.‘:lf!t.l: . J:mf , 8 4
’. ::1D|.‘.. k!r.l.: 'U'.'ll'l'-l ator 7
» :::Dﬁ]k!‘-l: -kl l!l:.f ator 5
S o wtarl .
) oo ssnrr .
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« Conversely, if you click on a viewer item in the “Top viewers”view, the “Most played record-
ings”view will update to show the top 10 recordings played by that specific viewer.

DaaS Premium @ TSTABBING op oy ™
B Dma5 0 sem
ALSRDE 5 o
MASPVDIPDL 374 1 3% B 240910
B eV 1
. e =
Recording playback Ma20258-14, 2025
Most played recordings  Viewsr: Adminisarioe € S
il in o
- ¢ —_ 47
Administrator
= ¢ 21
o itrix.com
» 5 - )

Site-level user activity reporting

September 7, 2025

Based on event detection in recorded sessions, Session Recording empowers you to identify incidents
from events. It also displays the event and incident data in the cloud for aggregation and analysis,
providing a comprehensive view of user activity across an entire site.

The following screen captures illustrate a site-specific overview of events and incidents.
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Gitri% | Daas Premium ® | ToLtesting | oo

) DasS > SessionRecaring » Reports » Overview

Overview 002 v strags Onscs 4 @
Events  Incidents
31 Erents 1 Users 2 Devicos o Barsraon | @ Hoatmap
Top vent types Tev  Userv  Deveew
Top mostwindow 132
Clsboard opeaton 130 162

Py - a

Sy Admin ogr s
Mar 4, 2025, 3:45:33 PM administrator MASPVDIPD1180 Clipboard operation Bitmap, explorer. ®
Mar 4. 2025, 3:43:22 PM ‘administrator MASPVDIPD1190 Top-most window explorer. TestUserApi. 6248 ®
Mar 4, 2025, 3:42:31 PM administrator MASPVDIPD1190 “Top-mst window sessionmsg, Session Recording, 11840 ®
Feb 28, 2025, 3:34:22 PM ‘administrator MASPVDIPD1190 Clipboard operation ‘Text. mm. . Component Services ®
Feb 28, 2025, 3:33:58 PM administrator MASPVDIPD1180 Clipboard operation Text, manc, . Component Services. ®
Feb 28, 2025, 3:31:26 PM ‘administrator MASPVDIPD1190 Clipboard operation Text. mm. . Component Services ®
Feb 28, 2025, 3:30:49 PM administrator MASPVDIPD1180 Clipboard operation Text, manc, . Component Services. ®
Feb 28, 2025, 3:30:49 PM ‘administrator MASPVDIPD1190 Clipboard operation ‘Text. mm. . Component Services ®
Feb 28, 2025, 3:30:48 PM administrator MASPVDIPD1180 Clipboard operation Text, manc, . Component Services. ®
Feb 28, 2025, 3:30:48 PM ‘administrator MASPVDIPD1190 Clipboard operation ‘Text. mm. . Component Services ®

CilriX | DaaS Premium 8 ol© TST_testing

Reports ] DesS > SessionRecording > Reports > Overview
Overview, Overview 2 v | Last7days v Qoatasouce @

Events Incidents

@ Incidents are identified based on the incident librry, to browse all incident rules and customize the shared lists, go to incident library.

1 3 Incidents 1 Users 1 Devices il Borsraoh | B Heatmap
Catesores s [ Y Coesov Usere Usrsow Devcew
WASPVDIPOL190 1

s

2

1

o

gy e [T
s A G s
a 3 recorts
Time (UTG+8) User Device Inident ategory Incicentsummary

et 28, 2025, 25152 M Vs Tt WASPVDIPDL150 Counterproductiy [ — ®
e 28, 2025, 244145 P e MASPVDIPDL190 Counterproducty Resching e time it ®
Feb 28, 2025, 21945 PM VLF6Tdmiiststor MASPVDIPDL190 [ —— Reacing s time it ®
Feb 26, 2025, 21843 M VLFTadmiisator MASPVDIPD1190 Comteraraductivty Reacing i time it ®
Feb 20,2025, 21813 M e — WASPVDIPDL1S0 Counterproductiviy Reaching e time imit ®
et 28, 2025, 21030 VLreT st WASPVDIPDL150 Comersmaaucrry [ — ®
et 22, 2025, 20825 M Vst Tt MASPVDIPDL150 Counterproductiy Resching e time it ®
Feb 28, 2025, 10/50:26 A e — MASPVDIPDL190 Conteramaductvy Reacing s time it ®
Feb 22, 2025, 102302 AM VLF6Tadmiisstor MASPVDIPDL190 [ — Reacing i time it ®
Feb 26, 2025, 10:30:33 Am VLF6acminstator MASPVDIPD1190 Comeroraductvty Reacing il time it ®

This site-level reporting feature enables you to:

+ Quickly filter incidents from events by category.
« Identify abnormal activity with greater efficiency.
+ Gain a broader understanding of user activity patterns across your site.

Prerequisites

« The availability of the event data in the cloud is solely determined by the active event detection
policy, and is independent of settings or Session Recording server versions. Therefore, if the
active policy dictates event data, it will always be displayed in the cloud.
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+ Theavailability of the incident data in the cloud is governed by three factors: the active event de-
tection policy, site-specific event data analysis settings, and incident library settings that iden-
tify incidents from events. Separately, Session Recording 2503 or later is required for incident
identification and display in the cloud.

For information about the event detection policy settings, see Configure event detection policies.

For information about the event data analysis and incident library settings, see Configure site-level
user activity reporting later in this article.

View site-specific user activity reports

Site-level user activity reporting delivers a comprehensive perspective of events and incidents across
an entire site, enabling enhanced monitoring and analysis. To view site-specific user activity reports,
proceed with the following steps:

[

. Sign in to Citrix Cloud.

2. Inthe upper left menu, select My Services > Daas.

3. Inthe DaaS tile, scroll down in the left navigation pane and select Session Recording.
4. In the Session Recording service view, select Reports from the left navigation.

5. Select a target site and specify the time range and time zone.

i CirIX  DaaSPremium o0 TST_testing e v

B Dass > Session Recording > Reports > Overview

Overview 202 v | ast7days N |

Events Ingi SRT-C-SERVER
SR2405

002

»

Time (UTC-12) User Device
Mar 3, 2025, 9:23:56 PM MASPVDIPD1190

Mar 3, 2025, 7:45:33 PM MASPVDIPD1190

Mar 3, 2025, 7:43:22 PM MASPVDIPD1190

Mar 3, 2025, 7:42:31 PM MASPVDIPD1190 Recording, 11840

Feb 27, 2025, 7:34:22 PM MASPVDIPD1190
Feb 27, 2025, 7:33:58 PM MASPVDIPD1190

Feb 27, 2025, 7:31:26 PM MASPVDIPD1190

Feb 27, 2025, 7:30:49 PM MASPVDIPD1190

Feb 27, 2025, 7:30:48 PM administrator MASPVDIPD1190

@ @ @ @ ® @ @ @ @
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ilrIX | DaaS Premium

oS0 TST._testing o= v
i B DsaS > Session Recording > Reports > Overview
Overview 02 Last 7 days(0:00-24:00) \/ Qoatasace & @
Events Incidents Time range

O Last 24 hours

O Lest73a
4 Events 1 Users 1 Devices il Bargraph [ Heatmap

@ Last 7 days(custom time frame)

3 000 <) - [2400
1 O customrange
Tim
u s Mare Maro Mor
202 025 2025 2025 20;
&
Q 4 record:
Time (UTC-8) User Device Event type. Event details

Mar 4, 2025, 1:23:56 AM MASPVDIPD1190 Top- explorer, TestUserApi, 6248 ®
Mar 3, 2025, 11:45:33 PM MASPVDIPD1190 Clipboard operation Bitmap, explorer ®
Mar 3, 2025, 11:43:22 PM MASPVDIPD1190 Top-most window explorer, TestUserApi, 6248 ©
Mar 3, 2025, 11:42:31 PM administrator MASPVDIPD1190 Top-most window sessionmsg, Session Recording, 11840 ®

6. Use the Events and Incidents tabs to review detected events within recorded sessions and in-
cidents identified from those events.

You can filter events and incidents for detailed analysis.

To find specific events on the Events tab, you can filter by event type, session user, and client

device. You can also use the search box to find events by keyword. Filters are combined using
‘AND’.

TST_testing | cop

B[] Daas > SessionRecording > Reports > Overview

Overview 202 V| Last7days @ pata source c e

Events Incidents

1 55 Events 1 Users 1 Devices o Bargraph [ Heatmap

Top event types Type: Appstart;@  User:administrator;@  Device: MASPVDIPD1190 ;0
Clipboard operation 93
Top-most window 32 24
Idle start 13
Idle end 13 .
App start 4 *
8
0 |
Feb28 Mar Mar2 Mar3 Mar 4 Mar 5 Mar6
3025 2025 2025 2025 2025 2025 2025
b
Q 1 records
Feb 28,2025, 10:24:47 AM administrator MASPVDIPD1190 App start 11792: powershell.exe: 1084: " 1 : ®

To find specific incidents on the Incidents tab, you can filter by category, session user, user
group, and client device. You can also use the search box to find events by keyword. Filters are
combined using ‘AND’.
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esting | cop

B Dass > Session Recording > Reports > Overview
Overview | 002 v | Last7days Qoatasoce & @
Events Incidents
@ Incidents are identified based on the incident library, to browse all incident rules and customize the shared lists, go to incident library,
B
1 3 Incidents 1 Users 1 Devices il Borgraph @ Heatmap
ers | Devices Categoryv  Userv  Usergroupy  Devicew
Counterproc ity 13
a
[J Dataexiiltration
[J Dpatainfiltration
[J Unauthorized access
[J unacceptable use
[ counterproductiaty sz e fren s wars
2025 2025 2025 2025 2028
[ systemissue
Q 13 records
Time (UTC +8) User Device Incident category Incident summary
Feb 28, 2025, 2:51:52 PM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit ®
Feb 28,2025, 2:44:45PM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit @
Feb 28,2025, 2:19:45 PM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit ®
Feb 28,2025, 2:18:43 PM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit ®
Feb 28,2025, 2:18:13PM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit ®
Feb 28, 2025, 2:10:30 PM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit ®
Feb 28, 2025, 2:08:15 PM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time lmit ®
Feb 28, 2025, 10:50:26 AM VLF6T\administrator MASPVDIPD1190 Counterproductivity Reaching idle time limit ® %

Both events and incidents are tagged within recordings, allowing for easy search and playback
review. Clicking the play button takes you to the recording playback page, where you can view
the events, incidents, and comments for the recorded session.

For example, see the following screen capture:

> - o : a 9

00:00:27 Top-most window:
son. o o s " s s At o Top-mast window: ¢, 10096

-

00:00:30 Incident

Reaching idle time limit

-

00:01:01 Incident

&
3 3 " 2 P Reaching idle time limit
&

00:01:05 Session pause
! [camont.. canenr. Session pause:hhiyL
& &b
00:01:07 Session pause

Session pause:hhiyL

-

00:02:03 Incident
Reaching idle time imit

00:02:11 Session resume:
Session resume:hiy;

00:04:42 Clipboard operation:
Clipboard operationText, powershell,
Administrator: Windows PoverShell

P O ——e 003410011003 & Comments 4 share X1 [@showstets 52 FULLSCREEN 00:05.05 Clipboard operation

Clipboard operationText, pov

Administrator: Windows P

2 User name: administrator - VDA AWTSVDA-10651 - & Client name: MASPVDIPD1190
Recording 1/1 - View playlist
Feb 28, 2025 14:17:42 (UTC+8) - 01:19:03 * 86 events

Configure site-level user activity reporting

To enable the presentation of event and incident data in the cloud for enhanced user activity moni-
toring and analysis, follow the configuration steps outlined below.
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Step 1: Enable the presentation of event data in the cloud

Configure and activate an event detection policy. Verify that the policy includes all event types neces-
sary for comprehensive data capture. Event data captured by the policy will be displayed in the cloud
for user activity monitoring and analysis. To also enable cloud presentation of incident data, continue
with Step 2 below.

For information about the event detection policy settings, see Configure event detection policies.

Step 2: Enable the presentation of incident data in the cloud

1. Select Configuration > Server Management from the left navigation of the Session Recording
service.

2. Click Settings for the target site.

3. Onthe Event data analysis page, select Upload event data to the Session Recording service
and Generate reports with event data. Specify whether to upload all captured events or select
specific types of events.
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TST_testing

Site settings %
LINLINKUANG002

General Event data analysis
You can choose to upload session event data and send them to third-party SIEM platforms for further analysis.

Storage maintenance . )
Upload event data to the Session Recording service

Event data analysis @ Enable data export to SIEM platforms

@ Toexport event data to SIEM platforms, configure the relevant settings in Configuration

Email alerts

Playhack

Diagnostic logging

> SIEM Integration.

Generate reports with event data

Scope

() Allcaptured events

@ Specific types of events

() appstart

() Append

[0 Appnot responding
(D App uninstalled

[J client drive mapping
(D clipboard operation
(O File creation

(O File deletion

[ File moving

[ File renaming

(O File transfer

() New app installed
(O Popup window

D RDP connection

(O Registry create

() Registry delete

() Registry delete value
() Registry rename

D Registry set value
(O Top-most window
(O Unexpected app exit
() usE drive insertion
D User account modification
(O web browsing

[ Printing activity

4. Accesstheincident library settings and configure the incident identification rules to analyze the

uploaded event data and identify incidents from them.

To access the incident library settings, click Resource Library from the left navigation pane of
the Session Recording service page and then click Incident library.
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A;- @ TST_testing cen: v
B Daas > Session Recording > Resource library
. @
Resource library

Event trigger templates
& : : , — >

Templates for configuring event triggers n your event response policies, covering your auditin, troubleshooting, and activity monitoring needs
=y Incident librar
B . >

Citrix | Daas o @ | =
[&) pashboard H] Daas » SessionRecording > Resourcelibrary > Incident library

(© Recordings Incident library

= comments Incidents  Shared lists

Policies.

@ Incident detection helps you monitor end user behavior and identify abnormal events. To detect incidents from events and generate reports, make sure your avent

am detection policy is cenfigured properly and event data analysis is enabled for each site. Check settings
G2 Reports

B vity feed 90 L}:‘I L‘D

[) Notifications
Data exfiltration Data infiltration System issue

Fg Admin logging 12incidents, 9 enabled Tincidents, 3 enabled 8incidents, 8 enabled

ER Diagnostic logging
: 2 =
82 Configuration .@ =

(M Resource library Counterproductivity Unacceptable use Unauthorized access
10incidents, 5 enabled 20 incidents, 15 enabled 18 incidents, 10 enabled

Collapse &«

The Incidents tab displays categories of incidents that can be reported, each containing pre-
defined incidents related to that category. Forexample, to view all pre-defined incidents related
to the data exfiltration category that can be reported, click Data exfiltration.
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I Cifrix | Daas o ®

] DasS > SessionRecording > Resourcelibrary > Incidentlibrary > Incidents > Data exfiltration

Data exfiltration v ®@
[ Q Search ‘ State v 12 incidents
Connecting unlisted USB device (@) Copying credit card number to the clipboard Copying sensitive file (@)

© Allowed USB devices (0)

Copying sensitive folder Copying social security number to the clipbo... Copying text from a sensitive file
O Sensitive folders (0) ® Social security number (regular expression) © Sensitive files (0)

Copying text from sensitive desktop applicat... Copying text from sensitive web application (B9 Performing large file or folder transfer outsi...
© Sensitive desktop apps (0) © Sensitive web apps (0) ® Working hours

Print large number of pages in a shert time £\ Printing large number of pages outside ... 4k Printing sensitive documents A

@ Credit card number (regular expression}

# Sensitive files (0)

® Working hours O Sensitive files (0)

To enable or disable reporting for a pre-defined incident related to a category, toggle the switch
next to it. Some of the pre-defined incidents have a filter to define identification criteria. For
example, the allowed USB devices filter lets you define an allow list. When a USB device not
on this list is connected during a recorded session, an incident is triggered.

TST_testing | oop

Manage list X

This list is associated with 1 incidents

allowed USB devices (5) D Reset to default

test1 w
a8 w
test11 w
AUtdTest202503061725 w

v/ X

D
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You can find a collection of these filters on the Shared lists tab.

Q- @ TST_testing

E] Dsas > SessionRecording > Resource library > Incident library

Incident library ®

Incidents Shared lists

76 lists

hillcom  paddypower.com  +8

torg  bitchute.com thedonald.win  +7

proxy websites 14 prohibited websites 14

Referenced by 1 incidents Referenced by 1 incidents

Activity feed

September 7, 2025

Overview

As a supplement to the Session Recording management dashboard, the Session Recording service
introduces an activity feed to improve data visibility and data visualization.

The activity feed gives you information about events and tasks that happened in the past.

Events that the activity feed can show

+ CPU usage exceeds threshold

+ Memory usage exceeds threshold

+ Network (send) usage exceeds threshold

+ Network (receive) usage exceeds threshold
+ Recording success rate alert

+ Storage usage exceeds threshold

+ Server status change

© 1997-2026 Citrix Systems, Inc. All rights reserved. 236



https://docs.citrix.com/en-us/session-recording/service/management-dashboard.html

Session Recording service

+ Unrestricted playback link sharing
Note:

The thresholds and the toggle for recording success rate alerts are configurable through the Ses-
sion Recording management dashboard. For more information, see dashboard settings in the
Tips for using the dashboard section.

Tasks that the activity feed can show

+ Automatic archive
Automatic delete

Manual archive
Manual delete
Statistics

.

Note:

+ You can select target recordings to archive and delete manually. You can also schedule
site-level tasks to automatically archive and delete recordings. For more information, see
Manage selected recordings and Manage recordings on schedule.

« Statistics refer to the daily tasks initiated by the system to collect data on storage consump-
tion, sessions, and client devices. The three types of data are displayed in the correspond-
ing sections of the Session Recording management dashboard.

View the activity feed

1. Signin to Citrix Cloud.

2. Inthe upper left menu, select My Services > DaaS.

3. Inthe DaaStile, scroll down in the left navigation pane and select Session Recording.
4. In the Session Recording service view, select Activity Feed from the left navigation.

5. Switch between the Events and Tasks tabs to view the information about events and tasks that
happened in the past.

Activity Feed —the Events tab
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® Recordings

& Comments

[ policies

[ Activity feed

) Notifications
dmin logging

(@ Disgnostic logging

¢ Confguration

0\ Resourcelibrary

CifrIX | DaaS Premium

Activity feed

Events  Tasks

Last7daysV  Eventv |Site v Server v
Q Refresh () Export @ Dismissal

Time (UTC+08:00)

October 30, 2024 6:13 PM
October 30, 2024 6:00 PM
October 30, 2024 6:00 PM
October 30, 2024 6:00 PM
October 30, 2024 5:37 PM
October 30, 2024 5:37 PM
October 30, 2024 5:33 PM
October 30, 2024 5:24 PM
October 30, 2024 5:23 PM
October 30, 2024 5:16 PM
October 30, 2024 5:15 PM
October 30, 2024 5:13 PM
October 30, 2024 5:13 PM
October 30, 2024 5:13 PM

October 30, 2024 5:08 PM

Activity Feed —the Tasks tab

= | CilriX | Daas Premium

& Comments

P Policies

[ Activity feed

£ Notifications

g Adminlogging
R Diagnostic logging

£33 Configuration

[\ Resource library

Note the following tips when viewing the activity feed:

Task

Collapse &

Activity feed

Events

Tasks

Last7daysV  Task v  Initiated by v

Q Refresh () Export @ Dismissal

Task

Initiated by

Manual delete

Manual delete

Manual archive

Manual delete

Manual archive

Manual archive

Manual archive

Statistics

Statistics

Statistics

Stat

Statistics

Statistics

Statistics

Statistics

System
System
System
System
System
System
System

System

site v

acitrix.com

aitrix.c

acitrix.c

rix.co

acitrix.com

acitrix.c

Severity v

Event

Unrestricted playback link sharing

Serv

s change
Server status change
Server status change
Server status change
Server status change

Server status change

Server status change

Server status change

Server status change

Server status change

Server status change
Server status change

Server status change

Server v Status v

Site
SERVER02
SRN1912
SRN1912
SRN2203
SRN2203
SERVEROL
SERVEROZ
SRN2203
ASERVER-3
SERVEROZ
ASR2407
AJSROL
SRN1912
ALTESTSR2311

SERVEROL

To filter and view specific events or tasks

To update the list of events or tasks immediately

To copy details about the entire events or tasks

To dismiss the entire events or tasks

Server
SERVERD2
SRN1912
SRN1912
SRN2203
SRN2203
SERVEROL
SERVEROZ
SRN2203
SERVER-3
SERVEROZ
SR2407
AJSROL
SRN1912
ALTESTSR2311

SERVEROL

Action

Site

SERVERO1

AutoTestSite202410301420

ASERVER-3

AutoTes

2202410301420

BD Test Dry Domain

8D Test Dry Domain

BD Test Dry Domain

BD Test Dry Domain

UnallocatedServers

BD Test Dry Domain

UnallocatedServers

UnallocatedServers

BD Test Dry NDJ

8D Test Dry NDJ

8D Test Dry NDJ

Start Time (UTC+08:00)

October 30,

October 30,

October 30.

October 30.

October 30,

October 30,

October 30.

October 30.

October 30

October 30,

October 30.

October 30.

October 30

October 30,

October 30.

2024 2:08PM

2024 2:03PM

2024 203PM

2024 203PM

2024 2:02PM

2024 201 PM

2024 201PM

202412:10PM

20241210PM

20241210 PM

20241210 PM

202412:10PM

20241210PM

20241210 PM

202412:10PM

Server

EMP3
SERVER-3
EMP4.
srim7qtrp-1
sr-m7qtrp-0
srim7qtrp-1

sr-im7qtrp-0

sr-m7qtrp-0

sr-kswyBwb-1

sr-kswyBwb-0

sr-kswyBwb-1

End time (UTC+08:00)

October 30.

October 30.

October 30.

October 30.

October 30.

October 30.

October 30.

October 30.

October 30.

October 30.

Oct

0.

October 30.

October 30.

October 30.

October 30.

2024 2:08PM
2024 2:03°PM
2024 2:03PM
2024 2:03PM
2024 2:02PM
2024 2:01PM
2024 2:01PM
20241211PM
20241211PM
20241211 PM
20241211 PM
20241211PM
20241211PM
20241211 PM

20241211 PM

cci:

Severity
@ o
@i
@ Info
@i
oo
@ o
@ Info
@i
@ o
@i
@ Info
@ o
@ o
@ o
@ Info

i

Status
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed

© Completed

B2 3 > 15/page v

®

Select the corresponding filters on the Events or

Tasks tab. For example, select the Last 7 days

filter to show only events or tasks that happened

within the past 7 days.

Click Refresh on the Events or Tasks tab.

Click Export on the Events or Tasks tab.

Click Dismiss all on the Events or Tasks tab.

When you click Dismiss all, you are prompted to

confirm the action.
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Task

To view the details of an individual event or task

To copy the details of an individual event or task

To dismissan individual event or task

Notifications

September 7, 2025

Email notifications

Overview

Action

Click the event or the task in the list. Events of
the same type, site, server and severity are
combined into one record and you can expand
to display all events.

Click Copy on the Event Details or Task Details
page.

Click Dismiss on the Event Details or Task
Details page. You are not prompted for
confirmation when clicking Dismiss.

To get notified about specific events and tasks through email, subscribe to email notifications.

You can subscribe to be notified about:

+ Resource usage alerts: When resource usage thresholds are exceeded

Resource usage refers to:

« CPU usage
+ Memory usage

Network (send) usage

Network (receive) usage

Storage usage

Resource usage thresholds are configurable through the Session Recording management dash-

board. For more information, see dashboard settings in the Tips for using the dashboard sec-

tion.

+ Server status changes: When the status of a Session Recording server changes

The status of a server can change to:
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« Offline

+ Discovered

+ Available

+ Deleted

+ Uninstalled

+ Upgrading

+ Ready to install

+ Installation in progress

+ Recording success rate alerts: When a recording success rate is below 100%. To ensure that
you can receive email notifications on recording success rates, enable the feature on the dash-
board settings page of your site. For more information, see Management dashboard.

+ Storage maintenanceresults: Adigest of the results of automated tasks forarchiving and delet-
ing recordings

For information on scheduling storage maintenance tasks, see Manage recordings on schedule.
+ Unrestricted playback link sharing: When an unrestricted playback link is shared

For more information, see Share recordings as links.

Subscribe to email notifications

1. Signin to Citrix Cloud.
2. Inthe upper left menu, select My Services > Daas.
3. Inthe left pane, select Session Recording.

4. From the left navigation of the Session Recording service, select Notifications.
Tip:

You are entitled to 500 email notifications from the Session Recording service every month.
After the monthly quota is used up, the Session Recording service stops sending email no-
tifications until the UTC first day of a new month.

5. Set the default recipients that you can apply to all subscribed categories.
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Notifications
Email
Quota usage
You're entitled to 500 email notifications from the Session Recarding service per month. View your email quota usage below
426/500
B Resource usage alerts 22
W Server status changes 388
@ Storage maintenance results 10
W Recording success rate alerts 3
W Unrestricted playback link sharing 3
Subscription
Send email based on your ions below.
Default recipi: (0) | ( Manage recipients
Subscribe to
O Resource usage alerts
Send a notification when resource usage exceeds the threshold
(O Server status changes
Send anotification when the status of a server changes.
(O Recording success rate alerts
Send anotification when recording success rate is below 100%
O Storase maintenance results
Send a summary of the results of automated tasks for archiving and deleting recordings.
O Unrestricted playback link sharing
Send a notification when an unrestricted playback link is shared.
Manage default recipients ¢

Emails are sent to the default recipients if no recipient is specified for a subscribed category.
Recipients (0)

+ Add

g
=

Emails are sent to the default recipients if no recipient is specified for a subscribed category.

To specify recipients for a subscribed category, clear the Use default recipients check box and

then click Manage recipients to add recipients.
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Manage default recipients X
Specify email recipients for recording success rate alerts.

Zan|
L 1ED) ®

6. Subscribe to any of the following categories by selecting the check boxes next to them:

+ Resource usage alerts
+ Server status changes

Recording success rate alerts
+ Storage maintenance results
Unrestricted playback link sharing

Tips:

« Whenyou select Resource usage alerts, specify the alert types and severities. To optimize
your quota usage, warning alerts are withheld after you exceed 50% of your quota until the
end of the month.
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Notifications

Email

Quota usage

You're entitled to 500 emai notifications from the Session Recording service per monith. View your email quota usage below

338/s500

o
68% B Resounceusagsalets 108
used W Serverstatus changes 136
W Storage maintenanca results 14

Subscription

8 Resource usage alerts

Send a netification when resource usage exceads the threshold.

Alert type
All selected
: 8 CPUusage
| @ memoryusage
| @ Notwork (send) usage
18 Notwork (receive) usage ing alerts are withheld after you axceed 50% of your quota until the end of the month. X
| 8 Storage usage

@ Use defauitrecipients

18 Server status changes
Send a notification when the status of a server changes
Send email when a server's status changes to
Allselected v
Recipients
) Uso defauit recipionts
8 Storage maintenance results
Send a summary of the results of sutomsted tasks for archiving and deleting recordings.

Recipients

8 Use default recipients

March 2023

Notifications

Email
Duuscipuun
‘Send email notifications based on your subscriptions below

[t rciients (7

‘Subscribe to
8 Resource usage alerts
Send a naification when resource usage xcesds the threshold

Alert type
| Al selected v

Severity
® Critical
8 waming

© Tooptimize your quota usage, warring alerts arewithheld after you excesd 50% of your quota uniil tha end of the month.

Use default recipients
Manage recipients (1)

8 Server status changes
S6nd 3 natification When the Status of  server changes

+ Forthe available server statuses, see the following screen capture:
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Notifications

Email

Quota usage

You're entitled to 50D email notificatians from the Session Recording service per month. View your email quota sage belaw

W Storagemaintenance results

Subscription
Send email notifications based on your subscriptions below.

Default recipients (6)

Subscribe to
8 Resource usage alerts
Send a notification when resource usage exceeds the threshol.
Alert type
Allselected ~
Severity
| @ Offline
| @ Discovered
@ Avilable ring alerts are withheld after you exceed 50% of your quota until the end of the month.
| @ Deteted
| © Uninstalled
Upgrading.
& Ready toinstall

Installationin progress
H 8 — 1anges to

Allselected ~

Recipients
1B Use defauit racipients
8 storage maintenance results
Send a summary of the results of sutomated tasks for archiving and deleting rasording

Recipients
8 Usedefault recipients

March 2023

338/s500
188
106
14

®

« Emails are sent separately for each subscribed category. For example, an email notifica-

tion about resource usage is similar to the following:

Session Recording resource usage alert @&@ma D inbex <

loud.com

cirrx

Customer name:
Organization 1D |

Site:
Critical threshold: 76%

Server:

WMemory usage: 76%

Session Recording - Memory usage alert (Critical)

Memory usage has exceeded Criical threshold.

Time (UTC-05:00): 2023-03-28 T19:41:61.514996

notification settings, 9o to Configuration > Notification Settings in the Session

Customer data management

September 7, 2025
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Data collection

The Session Recording service collects three types of customer data to Citrix Cloud™:

+ Logs collected from the Session Recording service console and from the Session Recording in-
frastructure services

+ The Session Recording service configurations and policies defined by administrators

« Statistics associated with Session Recording servers

Data control and storage

Log files. All log files are sent to Splunk.

Session Recording service configurations and policies. All the configurations and policies you con-
figure are saved and stored in the SQL Server database of your on-premises deployment.

Statistics associated with Session Recording servers. All statistics associated with Session Record-
ing servers are saved and stored in the back-end Azure database. They are not accessible to cus-

tomers.

Data retention

The customer data associated with the Session Recording service is retained by Citrix. Retention peri-
ods differ for different types of data:

« Log files are retained for 90 days by default and deleted thereafter. Retaining those log files for
a custom time period is not supported.

« Statistics associated with Session Recording servers are retained for 90 days by default and
deleted thereafter.

Third-party SIEM integration

September 7, 2025

Overview

Session Recording provides the capability to capture various events in recorded sessions. You can
upload a selected set of the event data to the Session Recording service and forward it to a third-party
Security Information and Event Management (SIEM) system for further analysis. Currently, the Session
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Recording service supports integration with Splunk (both Splunk Cloud and Splunk Enterprise) and
Microsoft Sentinel.

Integrating with a third-party SIEM platform enhances your organization’s security posture by lever-
aging advanced analytics and correlation capabilities to detect and respond to potential threats more
effectively.

Configuration

1. Enable SIEM integration.

a) Select Configuration>SIEM Integration from the left navigation of the Session Recording
service.

SIEM Integration

SIEM integration allows you to export session event data to SIEM services for further analysis.

Microsoft Sentinel e Splunk @ =
Destination Destination

Workspace ID: 9ed2e3cc-b08f-4310-a49d-2a03d9752a6f URI: https://http-inputs-citrixsys.splunkcloud

Data source Data source

None None

Events available (last 24 hours) Events sent (last 24 hours) Events available (last 24 hours) Events sent (last 24 hours)

0 0 0 0

b) Enable Microsoft Sentinel, Splunk, or both as needed. Then, click the Configure icon next
to the toggle to configure the destination and data source.

To send data to Microsoft Sentinel, provide the workspace ID and key for the Microsoft
Sentinel destination and select the target sites as the source of data to be sent. Only sites
containing Session recording version 2411 and later are supported for SIEM integration.
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Microsoft Sentinel

Destination

Data source

Configure data export 4

To send data to Microsoft Sentinel, provide the following information.

O Tofind the AP, 2o to your Azure portal, open the Log Analytics workspace
used by Sentinel, navigate to Agents, and see the information under Log Analytics agent

instructions.

Workspace ID

[ ]

Key

You can use either the primary key or secondary key. Make sure you
update the info here if you regenerate the key.

Table name

[ SiemTestl

Remove destination
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Configure data export X

Microsoft Sentinel

Destination As new event data becomes available in a selected site, the data will be sent to the destination

automatically. Historical data is not sent.

Data source
@ Exporting event data from a site requires the data to be uploaded to the Session Recording

service. For the selected sites, the option “Upload event data to the Session Recording
service” will also be enabled. This setting can be found in Configuration > Server Management
> Site settings.

() BDTESTSR

() BDNEWTEST

() AWTSVDA-192S5
O

@] )03

(C) ASERVER-3

" Y& ©

To send data to Splunk, set up an HTTP Event Collector in Splunk. For instructions, see the
Splunk documentation: Set up and use HTTP Event Collector in Splunk Web. The Session

Recording service supports both Splunk Cloud and Splunk Enterprise. If you are using
Splunk Enterprise, ensure that inbound connectivity from the Session Recording service
(currently hosted on Microsoft Azure) to your Splunk Enterprise is configured.

Provide the URL, token value, and specify the index where you want the data to be stored
in addition to the source type and source. Then, similar to Microsoft Sentinel, select the
target sites as the source of data to be sent. Only sites containing Session recording version
2411 and later are supported for SIEM integration.
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Configure data export X
Splunk

Destination To send data to Splunk, set up an HTTP Event Collector in Splunk and provide the URI and token

value. Additionally, specify the index where you want the data to be stored as well as the source type
Data source and source.

URL

[ https://i. ., _s.splunkcloud.com/services/collectc }

Token

Index

[ xacinternal_xaxd_services }

Source type

[ xaxd:sr_aps }

Source

[ test_siem ]

Remove destination

©
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Configure data export X
Splunk

Destination As new event data becomes available in a selected site, the data will be sent to the destination

automatically. Historical data is not sent.

Data source
@ Exporting event data from a site requires the data to be uploaded to the Session Recording

service. For the selected sites, the option “Upload event data to the Session Recording
service” will also be enabled. This setting can be found in Configuration > Server Management
> Site settings.

() BDTESTSR

() BDNEWTEST

() AWTSVDA-192S5
O Jiansh

[ LINLINKUANGO03

() ASERVER-3

C. Y= ©

2. Specify events to forward.

You must specify the types of events to be uploaded to the Session Recording service and for-
warded to the SIEM platforms you specified earlier. To do so, complete the following steps:

a) Go to Site settings for each of the sites that you selected earlier as the data source. For
example:
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TST_testing

Site settings %
LINLINKUANG002

General Event data analysis
You can choose to upload session event data and send them to third-party SIEM platforms for further analysis.

Storage maintenance ) ) )
Upload event data to the Session Recording service

Event data analysis [0 Enable data export to SIEM platforms

Generate reports with event data

Email alerts
Playback Scope

@® All captured events
Diagnostic logging Specific types of events

b) Select Upload event data to the Session Recording service and then select Enable data
export to SIEM platforms. In the Scope section, specify the types of events to forward.

For example:
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Site settings
AWTSVDA-192S5
General
Storage maintenance
Event data analysis
Email alerts

Playback

Event data analysis

You can choose to upload session event data and send them to third-party SIEM platforms for further analysis

Upload event data to the Session Recording service

Enable data export to SIEM platforms

° To export event data to SIEM platforms, configure the relevant settings in Configuration

> SIEM Integration.

Scope

All captured events

@ Specific types of events

[:] App start

() Append

[ App not responding
[ App uninstalled

[ client drive mapping
[ clipboard operation
[ File creation

[ File deletion

O File moving

[ File renaming

[ File transfer

[ New app installed

Apply changes

(O Popup window

(O RDP connection

D Registry create

(O Registry delete

(O Registry delete value
(D) Registry rename

(O Registry set value
(O Top-most window
(O Unexpected app exit
(O usB drive insertion
(O user account modification
(O web browsing

®

3. Test the integration.

After configuring the integration, test it to ensure that events are being forwarded correctly to

the SIEM platforms specified.

4. Monitor and adjust.

Continuously monitor the integration to ensure it is functioning as expected. Adjust the config-

uration as needed to fine-tune the event forwarding and improve the accuracy of the alerts.

5. Visualize event data.

You can visualize event data in Microsoft Sentinel and Splunk. The following are example views:

© 1997-2026 Citrix Systems, Inc. All rights reserved.

252



Session Recording service

e e e e 2 coior R

Recording Event Analysis */

Private dashboard
t Create T Upload (O Refresh " Fullscreen | 7 Edit &) share ¥ Export ~ [ Clone ss os [ Delete | & Feedback
Auto refresh : Off UTC Time : Past 30 days “Fp Add filter
O Getacce: improved dashboard experies mobile presence. Try it now

Pes Browsing - Top visisted Websites O =5 @ VP <creen Time (i)
Srlest = - o

O s O =3P
Websites 44 Count N AppName Ty screenTime N
iexplore (18.75%)
https//www.google.com 6 Iy sessionmsg 8543 K
googlecom 4 msedge 6075
httpsy//support microsoft.com 3 explorer 45217
httpss//www.cloud.com 1 | wishell 1065
T msedge (56.25%)
https://google.com 1 rome 25, 2 CDFControl 235
httpsy/support.google.com 1 chrome 2317
conhost 5583
@ chrome @ iexplore @ msedge Taskmgr 3433
V:zﬁllcaimn - Top started Application Ow Dz e Vi\iglltaimn - Top unexpceted exit application OeZ® VA:II ion - Top no responding application O m @

AppName Ty Count L FileName 1y Count N FileName Ty count N
msedge.exe 20 CrashMe.exe 1 AppHang.exe 1
logman.exe 6
Conhost.exe e
cmd.exe B
powershellexe B
dotnetexe 4
notepad.exe 1

Session Recording Events Analysis e
Server site VoA User
[ tasta0days - - B B B Hide Fiters
Web Browsing - Top visisted Websites Web Browsing - Browsers Distribution Screen Time (mins)
Websites count = AppName = ScreerTime =
https: //wev. google.con 6 sionnsg 8542, 50540522
google.con 4 nsedge 60.74168334
https://support.microsoft.com 3 explorer 45.26627384
https://support. google. com 1 sedge Wfshell 10.63983333
https://google.com 1 e CDFControl 8.33858193
https: //www. cloud. con 1 chrome 5.32523963
conhost 557943333
Taskmgr 3.44506667
Servertanager 0.72318333
me 0.64163333
N 2 Nexts
Application - Top started Application Application - Top unexpceted exit application Application - Top no responding application
Apphame ¢ counts  AppName count:  AppName count ¢
nsedge. exe 20 crashie.exe 1 Appang.exe 1
Tognan. exe 1
Conhost. exe 3
end.exe B
powershell.exe 8
dotnet. exe 4
1

notepad. exe

To visualize event data in Microsoft Sentinel, contact Citrix Technical Support.

To quickly import and visualize event data in Splunk, use the following dashboard template by
customizing the search queries such as ,, and “ and visualizations to match your data:

<form version="1.1" theme="1light">
<label>Session Recording Events Analysis</label>
<fieldset submitButton="false">
<input type="time" token="time_field">
<label></1label>
<default>
<earliest>-24h@h</earliest>
<latest>now</latest>
</default>
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</input>
<input type="dropdown" token="Server">
<label>Server</label>
<default>*</default>
<initialValue>*</initialValue>
<fieldForValue>Server</fieldForValue>
<search>
<query>index= sourcetype= source=
table dvc
rename dvc as Server
dedup Server
sort Server</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
</search>
</input>
<input type="dropdown" token="Site">
<label>Site</label>
<default>*</default>
<initialValue>*</initialValue>
<fieldForValue>Site</fieldForValue>
<search>
<query>index="" sourcetype= source=
table tenant.srSiteld
rename tenant.srSiteld as Site
dedup Site
sort Site</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
</search>
</input>
<input type="dropdown" token="VDA">
<label>VDA</label>
<default>x*</default>
<initialValue>x</initialValue>
<fieldForValue>VDA</fieldForValue>
<search>
<query>index= sourcetype= source=
table payload.deviceld
rename payload.deviceld as VDA
dedup VDA
sort VDA</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
</search>
</input>
<input type="dropdown" token="User">
<label>User</label>
<default>*</default>
<initialValue>x</initialValue>
<fieldForValue>User</fieldForValue>
<search>
<query>index= sourcetype= source=
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table payload.user
rename payload.user as User
dedup User
sort User</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
</search>
</input>
</fieldset>
<row>
<panel>
<table>
<title>Web Browsing - Top visisted Websites</title>
<search>
<query>index= sourcetype= source=
search type=Citrix.EventMonitor.WebBrowsing
spath payload.ExtEventDatal
stats count by payload.ExtEventDatal
sort count desc
rename payload.ExtEventDatal as WebSites</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
<sampleRatio>1</sampleRatio>
</search>
<option name="dataOverlayMode">none</option>
<option name="drilldown">none</option>
<option name="percentagesRow'">false</option>
<option name="rowNumbers">false</option>
<option name="totalsRow">false</option>
<option name="wrap">true</option>
<format type="color" field="FunctionFailed">
<colorPalette type="T1list">[#118832,#D41F1F]</colorPalette>
<scale type="threshold">1</scale>
</format>
</table>
</panel>
<panel>
<chart>
<title>Web Browsing - Browsers Distribution</title>
<search>
<query>index= sourcetype= source=
| search type=Citrix.EventMonitor.WebBrowsing
| spath payload.ExtEventData3
| stats count by payload.ExtEventData3|sort count desc</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
<sampleRatio>1</sampleRatio>
</search>
<option name="charting.chart">pie</option>
<option name="charting.drilldown">none</option>
<option name="refresh.display">progressbar</option>
</chart>
</panel>

© 1997-2026 Citrix Systems, Inc. All rights reserved. 255



Session Recording service

<panel>
<table>
<title>Screen Time (mins)</title>
<search>
<query>index= sourcetype= source=
spath "payload.type"
search "payload.type"="Citrix.EventMonitor.TopMost"
rename payload.ExtEventDatal as AppName, payload.deviceld as
Deviceld
eval time=strptime(st, "%Y-%m-%dT%H:%M:%S.%7TN")
sort DeviceId time
streamstats current=f window=1 last(time) as last_time by
Deviceld
eval time_diff = if(isnull(last_time), null(), time - last_time)
table time, DeviceIld, AppName, time_diff |eval time_diff =
time_diff/60
stats sum(time_diff) by AppName |[sort by sum(time_diff) desc |
rename sum(time_diff) as ScreenTime</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
<sampleRatio>1</sampleRatio>
</search>
<option name="dataOverlayMode">none</option>
<option name="drilldown">none</option>
<option name="percentagesRow">false</option>
<option name="refresh.display">progressbar</option>
<option name="rowNumbers'">false</option>
<option name="totalsRow">false</option>
<option name="wrap'">true</option>
<format type="color" field="FunctionFailed">
<colorPalette type="T1list">[#118832,#D41F1F]</colorPalette>
<scale type="threshold">1</scale>
</format>
</table>
</panel>
</row>
<row>
<panel>
<table>
<title>Application - Top started Application</title>
<search>
<query>index= sourcetype= source=
search type=Citrix.EventMonitor.AppStart
spath payload.ExtEventData2
stats count by payload.ExtEventData2
sort count desc
rename payload.ExtEventData2 as AppName</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
<sampleRatio>1</sampleRatio>
</search>
<option name="dataOverlayMode">none</option>
<option name="drilldown">none</option>
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<option name="percentagesRow'">false</option>
<option name="rowNumbers'">false</option>
<option name="totalsRow">false</option>
<option name="wrap">true</option>
<format type="color" field="FunctionFailed">
<colorPalette type="T1list">[#118832,#D41F1F]</colorPalette>
<scale type="threshold">1</scale>
</format>
</table>
</panel>
<panel>
<table>
<title>Application - Top unexpceted exit application</title>
<search>
<query>index= sourcetype= source=
search type=Citrix.EventMonitor.UnexpectedAppExit
spath payload.ExtEventData2
stats count by payload.ExtEventData2
sort count desc
rename payload.ExtEventData2 as AppPath
eval AppNameSplit = split(AppPath, "\\")
eval AppName = mvindex (AppNameSplit, -1)
table AppName|stats count by AppName</query>
<earliest>$time_field.earliest$</earliest>
<latest>S$time_field.latest$</latest>
<sampleRatio>1</sampleRatio>
</search>
<option name="dataOverlayMode">none</option>
<option name="drilldown">none</option>
<option name="percentagesRow">false</option>
<option name="refresh.display">progressbar</option>
<option name="rowNumbers'">false</option>
<option name="totalsRow">false</option>
<option name="wrap">true</option>
<format type="color" field="FunctionFailed">
<colorPalette type="T1list">[#118832,#D41F1F]</colorPalette>
<scale type="threshold">1</scale>
</format>
</table>
</panel>
<panel>
<table>
<title>Application - Top no responding application</title>
<search>
<query>index= sourcetype= source=
search type=Citrix.EventMonitor.AppNotResponding
spath payload.ExtEventData2
stats count by payload.ExtEventData2
sort count desc
rename payload.ExtEventData2 as AppPath
eval AppNameSplit = split(AppPath, "\\")
eval AppName = mvindex (AppNameSplit, -1)
table AppName|stats count by AppName</query>
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<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
<sampleRatio>1</sampleRatio>
</search>
<option name="dataOverlayMode">none</option>
<option name="drilldown">none</option>
<option name="percentagesRow'">false</option>
<option name="refresh.display">progressbar</option>
<option name="rowNumbers'">false</option>
<option name="totalsRow">false</option>
<option name="wrap'">true</option>
<format type="color" field="FunctionFailed">
<colorPalette type="1l1ist">[#118832,#D41F1F]</colorPalette>
<scale type="threshold">1</scale>
</format>
</table>
</panel>
</row>
<row>
<panel>
<table>
<title>File Transfer - Top transfered in file count</title>
<search>
<query>index= sourcetype= source=type="Citrix.EventMonitor.
FileTransfer"
spath payload.ExtEventData3
search payload.ExtEventData3 = "Host:x"
rename payload.ExtEventData3 as filePath
eval fileSplit = split(filePath, "\\")
eval FileName = mvindex(fileSplit, -1)
table FileName
stats count by FileName
sort bv count desc</query>
<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
<sampleRatio>1</sampleRatio>
</search>
<option name="dataOverlayMode">none</option>
<option name="drilldown">none</option>
<option name="percentagesRow'">false</option>
<option name="rowNumbers'">false</option>
<option name="totalsRow">false</option>
<option name="wrap">true</option>
<format type="color" field="FunctionFailed">
<colorPalette type="1l1ist">[#118832,#D41F1F]</colorPalette>
<scale type="threshold">1</scale>
</format>
</table>
</panel>
<panel>
<table>
<title>File Transfer - Top transfered in file size by user</
title>
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<search>
<query>index= sourcetype= source=type="Citrix.EventMonitor.
FileTransfer"

spath payload.ExtEventData3
search payload.ExtEventData3 = "Host:x"
rename payload.ExtEventData4 as filesize
eval filesize_mb =
case(
like(filesize, "% B"), tonumber(replace(filesize, " B", "")) /

1024 /1024,

like(filesize, "% KB"), tonumber(replace(filesize, " KB", ""))

/ 1024,

like(filesize, "% MB"), tonumber(replace(filesize, " MB", "")),
like(filesize, "% GB"), tonumber(replace(filesize, " GB", ""))

* 1024,

like(filesize, "% TB"), tonumber(replace(filesize, " TB", ""))

)

* 1024 x 1024

| table payload.user, filesize_mb
| stats sum by payload.user |rename sum(filesize_mb) as FileSize(
MB), payload.user as User</query>

<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
<sampleRatio>1</sampleRatio>
</search>
<option name="dataOverlayMode">none</option>
<option name="drilldown">none</option>
<option name="percentagesRow'">false</option>
<option name="refresh.display">progressbar</option>
<option name="rowNumbers'">false</option>
<option name="totalsRow">false</option>
<option name="wrap'">true</option>
<format type="color" field="FunctionFailed">
<colorPalette type="1l1ist">[#118832,#D41F1F]</colorPalette>
<scale type="threshold">1</scale>
</format>
</table>
</panel>
<panel>
<table>
<title>File Transfer - Top transfered out file count by
user</title>
<search>
<query>index= sourcetype= source=type="Citrix.EventMonitor
.FileTransfer"

spath payload.ExtEventData2

search payload.ExtEventData2 = "Host:x"
table payload.user, payload.ExtEventData2
stats count by payload.user

rename payload.user as User</query>

<earliest>$time_field.earliest$</earliest>
<latest>$time_field.latest$</latest>
<sampleRatio>1</sampleRatio>
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</search>
<option name="dataOverlayMode">none</option>
<option name="drilldown">none</option>
<option name="percentagesRow">false</option>
<option name="rowNumbers'">false</option>
<option name="totalsRow">false</option>
<option name="wrap'">true</option>
<format type="color" field="FunctionFailed">
<colorPalette type="Tlist">[#118832,#D41F1F]</colorPalette>
<scale type="threshold">1</scale>
</format>
</table>
</panel>
</row>
</form>

Best practices

November 11,2024

You can consult the following best practices documentation for deploying Session Recording:

+ Integrate with Citrix HDX plus for Windows 365 in a Session Recording deployment

Integrate with Citrix HDX™ plus for Windows 365 in a Session Recording
deployment

September 7, 2025

This article walks you through the procedures of creating a Session Recording site through a host con-
nection and then integrating the Session Recording service with Citrix HDX plus for Windows 365.

Requirements for using this solution

To successfully implement the solution, the following requirements must be fulfilled:

Citrix requirements

+ Citrix Cloud tenant with Citrix HDX Plus for Windows 365 entitlement
+ Citrix Cloud™ administrator account with full administrator rights.
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+ The deployed environment must have access to:

« https://*.citrixworkspacesapi.net (provides access to Citrix Cloud APIs that the services
use)

+ https://*.cloud.com (provides access to the Citrix Cloud sign-in interface)

« https://*.blob.core.windows.net (provides access to Azure Blob Storage, which stores
updates for the Session Recording cloud client)

Microsoft requirements

« Azure administrator account:

« Azure AD Global administrator

Supported Configurations

The Session Recording service supports Windows 365 deployments with Entra joined, and Entra hy-
brid joined Cloud PCs.

Step 1: Add a host connection to your Azure subscription

For a step-by-step guide, see Add a host connection.

Step 2: Create and deploy a Session Recording site through the host connection

You can create a site to deploy the following Session Recording resources to your Azure subscription
from within the Session Recording service:

+ Session Recording servers
+ Databases

« Storage

+ Load balancer

You can also get recommended VM and storage configurations, predict costs, and view the actual
monthly costs for using Azure from within the Session Recording service.

For an existing site deployed on Azure, you can add resources including servers and storage to it and
change the IP addresses that are allowed to access the load balancer.

This article guides you through the following procedures:
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1. Select Configuration > Server Management from the left navigation of the Session Recording

service.
Server Management ®
Manage your Session servers by load-bal sites and iguring server settings.

To add Session Recording servers, follow the server connection guide

+ Createsite (¥ Refresh

No data available.

2. Onthe Server Management page, click Create site. The Create Site page appears.

Create site X

Site inf ti
@ tte intormation What would you like to do?

| -_|-\| Create an empty site
() Create a site and add servers later

Deploy Session Recording resources using a host connection that connects to
your specific cloud subscription. Learn more

C\\ Create and deploy a site through a host connection
@

— Create and deploy a site through an ARM template
_unu Create an Azure Resource Manager template (ARM template) to deploy Session
Recording resources in Azure. Learn more

Site name ‘
I‘ )

Description (optional)

- e ®

3. Select Create and deploy a site through a host connection. The main steps are listed in the

left navigation.
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ONONONONCONONONGC

® ©

@

Create site

Site information

About your deployment
Optional

Network

Virtual machines

Domain and certificate

Storage

Databases

Load balancer

Tags

Optional
Secure client
Summary

What would you like to do?

Create an empty site
Create a site and add servers later

Create and deploy a site through a host connection
Deploy Session Recording resources using a host connection that connects to

your specific cloud subscription. Learn more

Site name

Create and deploy a site through an ARM template

Create an Azure Resource Manager template (ARM template) to deploy Session

Recording resources in Azure. Learn more

Description (optional)

Host Connection

|' APIAutoTestTurnkey

Add connection

©

4. Enter a site name and description, select the host connection that you added in Step 1, and

specify a region. Azure Government regions aren’t supported.

5. After completing the site information, click Next to continue.

6. (Optional) To get recommendations for VM and storage configurations, provide information

about your recording needs.

You can skip this step by clicking I’m good, skip this step or by clicking Next with nothing

selected.
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Create site hd

Site information
o Tell us about your recording needs, so we can provide some recommendations for your

VM and storage configurations.
@ About your deployment ® 8
L

Optional
@ tewo

@ rtual machines The following information helps determine the recommended number of Session

Recording servers.
@ Domain and certificate
How many cencurrent sessions do you have at most?

(® storage 4,000-6,000 v
(@ Database
Load balancer
® Gofora

@ Secure client

@ < a ‘ Some, the display changes but not drastically % ‘

Recommended number of servers: 3 K) reset

The following information helps determine the recommended storage capacity.

How much visual movement do your sessions typically have?

How many sessions do you need to record per day?

‘ 5.000-10,000 v ‘

For how long do you need to retain each recording file?
‘ 15-30 days v ‘

Recommended storage capacity: 30TiB ‘] reset

C- Y ®

When you select an option from the drop-down list, a recommendation is presented according

to your selection. Areset button is available next to the recommendation. It lets you clear your
selections and the corresponding recommendation in that section.

7. Go to the Azure portal and create a new virtual network in the region you selected and set up
virtual network peering between the new virtual network and the one that your VDAs are con-
nected to. Then, add a subnet in the new virtual network. Find and enter the subnet ID below.
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Create site

o Site information

o About your deplayment
Optional
and enter the subnet ID below. This will be the subnet for your Session Recording
@ Network resources te connect to

How to find the subnet ID?

® viua
Subnet ID
(5 Domain and certificate |
@ Database [ Create private endpoints for storage and databases
ad balance @ Use this option if you need to keep the connections between resources within the
L 1cer
private network.
@ Dp:\-:na\
@ some

X

Before you continue, head over to Azure and create a new virtual network in the region
you selected and set up virtual network peering between the new virtual network and
the one that your VDAs are connected to. Then, add a subnet in the new virtual network

®

To keep the connections between resources within the private network, select the Create pri-

vate endpoints for storage and databases check box.

After you select the Create private endpoints for storage and databases check box, decide on

whether to enter another subnet ID by taking the following into consideration:

« If you do not plan to join your Session Recording servers to an Active Directory domain,

the subnet is not needed and thus leave the subnet ID field empty.

« If you leave the subnet ID field empty, you are joining your Session Recording servers to

an Azure Active Directory domain.
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Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

Tags
Optional

Secure client

Summary

SONONONONONONONON N

X

Before you continue, head over to Azure and create a new virtual network in the region
you selected and set up virtual network peering between the new virtual network and
the one that your VDAs are connected to.

Then, add a subnet in the new virtual network, this is the subnet that your Session
Recording resources will connect to.

After you set up the new virtual network and subnet, select them below.

Virtual network

[ turn-key-v2-vnet (Resource group: a-turn-key-v2-xinzh) v }

Subnet

[ session-recording-subnet v }

Select a subnet that your VDAs can connect to.

Create private endpoints for storage and databases

Using private endpoints requires a DNS private resolver, which needs a dedicated
subnet. In the same virtual network you created, add another subnet and select it
below.

Note: If you do not plan to join your Session Recording servers to an Active Directory
domain, the subnet is not needed.

Subnet

dns-private-resolver-outhound-endpoint-subnet v

Estimated cost (per month)
$182.5

8. Create virtual machines (VMs) as your Session Recording servers.
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Create site X

o Site information
Create virtual machines as your Session Recording servers.

About your deployment
o Op'\cnar pioy Session Recording server version toinstall: | 2311 v |

o Network
Image
@ Virtual machines ‘ Windows Server 2022 Datacenter: Azure Edition-x64 Gen2 v ‘
@ Domain and certificate Size
‘ Standard_D4s_v3-4vcpus, 16 GiB memory v ‘
@ o Number of VMs
Databases
‘ 3 BC o Recommended for you: 3
Load balancer
Estimated cost (per month)
ags
@ Optional $812.16
@ Secure client
@ : Create an administrator account for the virtual machines.
L

Administrator account username

Password

\ ° |

Confirm password

| ° |

@ ®

Note:

« The Number of VMs field is prefilled with the recommended number if there’s one.
Change the number as needed.

« Estimated costs are based on standard pricing and don’t take discounts into consid-
eration. You can expect lower actual costs than estimated.

9. Join the Session Recording servers to the same domain with your VDAs and specify a certificate
for the Session Recording servers.

« If your VDAs connect to an Active Directory domain, select the Join servers to an Active
Directory domain check box and enter the relevant information. By selecting the Join
servers to an Active Directory domain check box, you are configuring the deployment
for a hybrid scenario, integrating on-premises Active Directory with Azure AD.

« IfyourVDAs connect to an Azure Active Directory (Azure AD) domain, clear the Join servers
to an Active Directory domain check box. After you complete creating the current site,
make sure to manually join the Session Recording servers to the same Azure AD domain.
Notice that pure Azure AD deployment is available only for Session Recording 2402 and
later.
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Create site

o Site information

About your deplayment
Optional

Network
Virtual machines

Domain and certificate

Load bala

Opw;nat

cure client

Summary

SSEONONONONON BN < 3N <]

® Join servers to an Active Directory domain

@ This should be the domain where your VDA reside.

Domain hame

| |
Domain controller IP address

| |

Username

Specify a domain user with sufficient rights to join machines to the domain.

Password

| ° |

Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

| ®
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Create site ¢

Site information ;
() Join servers to an Active Directory domain

About your deployment o Supported only on Session Recording server version 2402 or later. Please select a
Optional compatible version in the previous step. Go back

Network

Virtual machines Specify a certificate for the virtual machines to use. Only .pfx files are supported.
Domain and certificate Certificate

Certificate password

Databases | @

Load balancer

Tags
Optional

Secure client

® 6 @O0

Summary

®

Note:

Since July 2023, Microsoft has renamed Azure Active Directory (Azure AD) to Microsoft Entra
ID. In this document, any reference to Azure Active Directory, Azure AD, or AAD now refers
to Microsoft Entra ID.

10. Configure an Azure storage account and file shares to store your recording files. For pricing
information, see Azure Files pricing.
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Create site

Site information

About your deployment
Optional

Network

Virtual machines

Domain and certificate

Storage

@00 00000

«

X

Configure a storage account and file shares to store your recording files. For pricing

information, see Azure File Pricing,

@ A separate storage account will be created for your archived recordings, which does

not generate any cost if not used

Storage account

Performance

®) Standard: Recommended for most scenarios (general-purpose v2 account).

Premium: Recommended for scenarios that requires low latency.

Redundancy

Locally-redundant storage (LRS)

File shares
Tier
Transaction optimized

Maximum capacity
5TiB

Number of file shares

‘ 6 BC o Recommended for you: 6

Estimated cost (per month)
$1843.2 (max.)
$0.08 per used GiB, actual cost depends on your usage.

®

11. Create two SQL databasesin Azure. One is used as the Session recording database (named ses-

sionrecording) and the other as the administrator logging database (named sessionrecord-

inglogging).
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Create site X

Create 2 SQL databases for recording and logging data, respectively.
Site information

Compute + storage
About your deployment
Optional -

Service tier

Network General Purpose
Compute tier

Virtual machines
Provisioned

Domain and certificate Hardware configuration

Standard-series (Gen5)

Q000000

Storage Up to 128 vCores, up to 625 GiB memory
Databases vCores
A
o 2 B

Load balancer

Data max size (GiB)

@ Opiional 0 ‘ %2 C
@ Secure client Estimated cost (per month)
$441.3

@ Summa

Database administrator

Username

‘ dbadmin1 ‘
Password

‘ ................ ® ‘
Confirm password

[ o |

@ ®

12. Create a load balancer to distribute workload among the Session Recording servers. Enter the
IP addresses or ranges of your VDAs and separate them by a comma (,) in the Restrict access
of the load balancer to only the following addresses field. For pricing information, see Load

Balancer pricing.
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©®@ 0000000

® & ©

Create site

Site information

About your deployment
Optional

Network

Virtual machines

Domain and certificate

Storage

Databases

Load balancer

Tags
Optional

Secure client

Summary

m Cancel

Create a load balancer to distribute workload among the servers. For pricing
information, see Load Balancer Pricing.

Azure load balancer

SKU
Standard

Type
O Ppublic
© Internal

Tier
Regional

Estimated cost (per month)
$61.6

Access

Restrict access of the load balancer to only the following addresses @

0.0.0.0/0

®

13. (Optional) Apply tags to the Azure resources to be created.
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Create site X
o Site Information You can apply tags to the Azure resources that will be created.
If no tags are needed, simply click Next to continue
o About your deployment
Optional
o Network Name Value
+ Add
o Virtual machines
o Domain and certificate
o Storage
o Databases
o Load balancer
@ Tags
Optional
@ sum

- 1= ®

14. Create a secure client to onboard the Session Recording servers to the Session Recording ser-

vice.

Click Create client to let Citrix create a secure client on your behalf. Alternatively, you can create
a secure client through the Identity and Access Management > API Access tab of the Citrix
Cloud console and then fill in the information below.
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Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

Tags
Optional

Secure client

®©®0000000000

m Can‘:EI

Create a secure client to onboard the Session Recording servers to the Session
Recording service.

Click Create client and we will create a secure client on your behalf. Alternatively, you
can create a secure client through the Identity and Access Management > AP Access tab of
the Citrix Cloud console and then fill in the information below.

Create client

D
| 6b63afdf-d048-49e1-b27d-781bffead7a2 ‘

©

15. View the summary about the site to be created. Click the pencil icon to edit your settings if

needed or click the button to start deployment.
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Create site X

region UD Casl &
Site information
Resource group

About your deployment
Optional

[ Virtual machine e V4

Image Windows Server 2022 Datacenter: Azure Edition-x64 Gen2

Network

Size Standard_D4s_v3-4vcpus, 16 GiB memory
Virtual machines

Domain and certificate

® 0000000000

[ Storage account Vs [ Storage account (for archive)
Performance  Standard Performance Standard
Storage
Redundancy  LRS Redundancy  LRS
Databases File shares File Share
Maximum capacity 5TiB Maximum capacity 5 TiB
Load balancer
Tags
Optional
rien 8 Databases @ Vs o& Load balancer V4
Secure client Service tier  General Purpose SKU  Standard
vCores 2 Type Internal
Summary Data max size 32 GiB Tier Regional
Estimated cost (per month) $1534.04
Virtual machines $541.44 Databases $441.30
Storage $307.20 Azure load balancer  $61.60
Azure DNS $182.50

Start deployment %

The following are examples of the deployment process:

Deployment in progress:

Server Management ®

Manage your Session servers by load-bal sites and server settings.
To add Session Recording servers, follow the server connection guide.

+ Createsite (> Refresh

My test site (Some description for my test site.)
View status
A 7 site deployment in progress

While a site deployment is in progress, you can click View status to view the progress.

Deployment failed:

Server Management ®

Manage your Session servers by load-balancing sites and ing server settings.
To add Session Recording servers, follow the server connection guide.

+ createsite (> Refresh

My test site (Some description for my test site.)

A O sitedeployment failed

View status

If errors occur during the deployment process, click View status to view the error details. For
an example of the error details:
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Create site X

0 Error

Go back to adjust your input as needed and then try again. When you retry, we will delete the resources that have been

created and start afresh.

Don’t want to create this site anymore? You can cancel the deployment and we will delete any resources already created.

N/

\

Back to configuration

You can click Back to configuration or cancel the deployment. If you click Back to configu-

ration, you’re taken back to the Create Site page where you can alter your configurations and
try again. If you’re sure to cancel the deployment, follow the wizard to remove the site and the
Azure resources created for the site. For example:
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Cancel deployment X

O Deleting site and resources...

You can now close this dialog. The site will be removed once the resources are deleted.

Deployment success:

When a site deployment is complete, you can expand the site and view and manage the re-
sources created under it. The View status button changes to Settings. An Azure icon is avail-
able to represent sites deployed on Azure.

For information about site settings, see Site and server settings.
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Server Management

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

+ Createsite (™ Refresh

My test site (Some description for my test site.]
Settings

|
M 2 servers, 2 available 2 storage locations Cost {current menth):

Keep arecord of the storage location and the DNS name listed in the load balancer section. The
DNS name will serve as the Session Recording server name that you need to fill in later for com-

municating with the VDAs.

Step 3: Install and configure the Session Recording agent on Windows 365 cloud PCs

On the target Windows 365 cloud PCs, install the Session Recording agent. During the agent installa-
tion, make sure that you complete the following steps on the Agent configuration page:

« Enter the DNS name you previously recorded in the Session Recording Server name text box.

« If you are installing the Session Recording agent on an Azure AD joined machine, select Enable
Azure AD support. Otherwise, clear the check box. By clearing the check box, you are configur-
ing the deployment for a hybrid scenario, integrating on-premises Active Directory with Azure

AD.
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Citrix Virtual Apps and Desktops 7
Agent Configuration
v Licensing Agreement : "
i Configuration
v Core Components ) )
Session Recording Server name
Agent
[ o
Summary
Install Naote! Enter information for connecting to the Session Recording Server. You can madify
i such information later in the Session Recording Agent Properties
inish
Protocol:
|HTTRS |
Port
443 i ]
Enable Azure AD support
u make Session Re Azure AD joined
en configuring po re AD users and
essions from Azu
Back | | cancel

Step 4: Configure policies

The Session Recording service lets you view and configure session recording, event detection, and
event response policies for a specific site. Each policy you create or activate applies to all Session
Recording servers of a site.

For more information, see:
+ Configure session recording policies

+ Configure event detection policies
+ Configure event response policies

Step 5: Replay recorded sessions

To replay recorded sessions, go to the All Recordings and Archived pages. each recording has a play
button on the right side. You can play live and completed recordings. For more information, see the
View recordings chapter.
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Troubleshoot

November 11,2024

The troubleshooting information contains solutions to issues that might occur when you use the Ses-
sion Recording service, for example:

+ Diagnostic logging
« Server troubleshooting from the cloud

« Servers not seen in the cloud

Diagnostic logging

November 11, 2024

Overview

Issues detected on the VDAs (such as message queue quota exceedance) can be sent to the Session
Recording service as diagnostic logs for display.

Note:

Diagnostic logging is available and enabled by default with Session Recording 2411 and later.

For an example diagnostic logging view, see the following screen capture:
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= CilriX ' paasPremium L 2] cei: e

B Daas > SessionRecording > Diagnostic logging

Dashboard

® Recordings Diagnostic logging = Aserver-3 v

= comments

View diagnostic logs from VDA

Q C Refresh

D v @
Latest: Oct 29, 2024, 3:46:05 PM
POLICY_QUERY_ERROR

[ 10/page v

Message queue quota exceedance

In any of the scenarios outlined below, there’s a chance of exceeding the maximum size of the Mi-
crosoft Message Queuing (MSMQ) directory on a VDA, resulting in packet drops or pushback.

+ On the VDA side, the incoming rate of Message Queuing messages exceeds the outgoing rate.

« The network connection between the VDA and the Session Recording server is poor and thus
messages are stuck in the queue on the VDA side.

« The queue quota on the Session Recording server side is used up and messages are stuck in the
queue on the VDA side.

Configuration

Diagnostic logging is enabled by default. You can disable and re-enable the feature by using the fol-
lowing registry value on the target VDA:

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent\DiagnosticLoggingEnabled
Value data: 1 =enabled, 0 =disabled

You can also set how long these logs can be retained on the Session Recording database. To do so,
go to the site settings for the target site and configure the retention period for diagnostic logs. The
default value is 30 days.
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= CilriX ' DaaS Premium A (> oo v
Site settings X
ASERVER-3

General t Diagnostic logging

Storage maintenance Diagnostic logs are collected from your VDAS and stored in the database
Retention period for diagnostic logs.

Event data analysis (o TA
[30 Lfaays

Email alerts

Playback

Diagnostic logging

View diagnostic logging

1. Signin to Citrix Cloud.
2. Inthe upper left menu, select My Services > DaaS.

3. Inthe DaaS tile, scroll down in the left navigation pane and select Session Recording. You can
hover over and pin the Session Recording menu to the top PINNED section of the navigation
pane for quick access. You can reorder pinned menus by dragging them to the desired places.

4. In the Session Recording service view, select Diagnostic logging from the left navigation.

All VDAs with diagnostic logs are presented and sorted by their total log counts. You can also
view the time the latest log is generated on each VDA and click Refresh to check for more in-
coming logs.
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= cilrX  paas premium

_ B DaaS > SessionRecording > Diagnostic logging
[&3] pashboard

O fir=ming: Diagnostic logging | aservers o
S e Viewdiagnostic logs fromVDAS.
=] Comments

[a
Policies

D voar @B

[BS ity Latest: Oct 29, 2024, 3:46:05 PM

POLICY_QUERY_ERROR
L Notifications

#g Admin logging
[ Diagnostic logging

£33 Configuration

[0y Resource library

Collapse &

ceip:

C Refresh

10/page ¥

5. Click a target VDA to view its diagnostic logs.

By default, logs are grouped by type. For example:

Diagnostic logging > VDAL
Diagnostic logs for VDAL
All time v (¥ Refresh @ Clearall logs
Log type Time

+ CcoNsoLE_MODE_ERROR (EF

+ EXTRACT_DATA_FROM_WRAPPER_PROCESS_ERROR (0

+ FAILED_To_SEND_DIsaBLE (@D

+ FAILED_TO_SEND_ROLLOVER (1

+ FaLLBACK_PoLicY

+ FaTAL_ERROR @EBD

+ Licensing_FaiLen (€

+ L0G_DRIVER_DATA_ERROR (CE

+ MsMQ_sTORAGE_ExceeDeD (EED)

+ poLIcY_QUERY_ERROR (D

+ RECEIVED_EXISTING_SESSION (€

+ VIDEO_AUDIO_DATA_ALIGN_ERROR (EZ1

Group by log type

You can disable log grouping by type and list all logs in chronological order instead.

For example:
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Diagnostic logging > VDAL

Diagnostic logs for VDAL

All time v C Refresh ® Clearall logs
Time Log type Count
Oct 29, 2024, 3:50:06 PM POLICY_QUERY_ERROR 16
Oct 29, 2024, 3:48:06 PM POLICY_QUERY_ERROR 29
Oct 29, 2024, 3:46:05 PM POLICY_QUERY_ERROR 28
Oct 29, 2024, 3:44:05 PM POLICY_QUERY_ERROR 24
Oct 29, 2024, 3:42:05 PM POLICY_QUERY_ERROR 22
Oct 29, 2024, 3:40:05 PM POLICY_QUERY_ERROR 25
Oct 29, 2024, 3:38:05 PM POLICY_QUERY_ERROR 23
Oct 29, 2024, 3:36:05 PM POLICY_QUERY_ERROR 26
Oct 29, 2024, 3:34:05 PM POLICY_QUERY_ERROR 27
Oct 29, 2024, 3:32:05 PM POLICY_QUERY_ERROR 27

2 3 4 5 8 > 10/page ¥

Use the time filter to select and view logs generated during the specified time frame.

Diagnostic logging > VDAL

Diagnostic logs for VDAL

All time v (¥ Refresh  ® Clearall logs Group by log type

Last 24 hours Log type Count

Last 48 hours 50:06 PM POLICY_QUERY_ERROR 16
Last 7 days 48:06 PM POLICY_QUERY_ERROR 29
All time 46:05PM POLICY_QUERY_ERROR 28
Custom 44:05 PM POLICY_QUERY_ERROR 24
Oct 29, 2024, 3:42:05 PM POLICY_QUERY_ERROR 22
Oct 29, 2024, 3:40:05 PM POLICY_QUERY_ERROR 25
Oct 29, 2024, 3:38:05 PM POLICY_QUERY_ERROR 23
Oct 29, 2024, 3:36:05 PM POLICY_QUERY_ERROR 26
Oct 29, 2024, 3:34:05 PM POLICY_QUERY_ERROR 27
Oct 29, 2024, 3:32:05 PM POLICY_QUERY_ERROR 27

23456) 10/page ¥

7. To check for any incoming logs, click Clear all logs to hide the currently displayed logs, and
then click Refresh.

Server troubleshooting from the cloud

July 13,2023

When a Session Recording server does not work as expected even though it shows Available on the
cloud, you can perform a few troubleshooting actions from the cloud:

1. Select Configuration > Server Management from the left navigation of the Session Recording
service.

2. Expand asite to locate the target Session Recording server and then click the Troubleshooting
icon next to it. The Troubleshooting page appears.
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Tip:

The Troubleshooting icon is present only for servers in Available state.

2308SRN
v Settings
1 server, 1 available

8 Servers Troubleshooting
&

Server version Cloud client version
23085RN 22.3.3000.4 7.39.25756.25384 O Qeftis

v ATEST Settings
2 servers, 0 available

S Servers

79880BF6B89I1 52 eeeeeeeeeeee

Cloud client version !

2.6.0.760 7.30.25732.44993 © orfine w
Server version Cloud client version

AUTOSERVER3 233.017 7.39.25754.46001 0 Uninstalled w

AutoTestApiSite202306301601
ilable

Settings
A 85

@ Ofline
@ Uninstalled

3. Perform the following troubleshooting actions on the target server as needed :

S Servers

AUTOSERVERL

AUTOSERVER2

a) Inthe Service monitoring section, check and restart the following services running on the
Session Recording server:

ThelllS,

« The Citrix Session Recording Analytics Service (CitrixSsRecAnalyticsService),

+ The Citrix Session Recording Storage Manager Service (CitrixSsRecStorageManager),
and

+ The Citrix Session Recording Cloud Client Monitor Service (CitrixSsRecCloudClient-

MonitorService).

For example:

Troubleshooting X

Service monitoring

Log uploading

- ®

If you restart a service successfully, the Restarted status initially appears and then the
Restart button is displayed.

If your attempt to restart a service is unsuccessful, the Failed status initially appears and
then the Restart button is displayed.
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b) Inthe Registries section, click Check Registry to view, modify, and create relevant registry

values.

Select a registry key from the drop-down list.

Check registry X

Specity aregistry value to check or update its data.

Registry key
soPrwRECiin [ Smarudnserer

Le

&

SmartAud

Value name
Sessi

- ®

Enter a registry value to check whether it exists. If a registry value you enter does not exist,

you can create it as needed by following the instructions.

Check registry X

Specify a registry value to check or update its data

Registry key
SOFTWAREGitrix\| SmartAuditor\Server

Value name

[ installation

Check value

| The specified value does not exist. You can create it by specifying its type and data. |

Registrykey  SOFTWARE\Citrix\SmartAuditoriServer

Value name installation

Type
® string

(=) ®

If a registry value you enter exists, you can view its information and modify its value data

as needed.
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Check registry

ify & registry valus to check or update its data,

Registrykey  SOFTWARECitrix\SmartAuditor\Sarver
Valuename  installiocation

Type Sting

Data C:\Program Files\Citrix\SessionRecording

You can change the value data in the following field and then click Save to aply

®

c) In the Log uploading section, select services of your choice to upload logs about them
to the cloud. The logs help Citrix identify issues for you. Click Save after making your

selections.

Trouhleshooting
2308SRN

Cloud client manitor

Registries

Log uploading

Bro ice

Service name CPU usage

Memory usage

0.0% 173.9M8
0.0% 30.9MB
0.0% 46.6ME
18.7% 98.5MB
0.0% 18.8MB
i umon log uploading for a

Action

Restart

Restart

Restart

Restart

Restart

Servers not seen in the cloud

February 22,2024

A Session Recording server you connected might not show in the cloud.

Possible cause: Outbound traffic is denied for the Session Recording server to reach the Session

© 1997-2026 Citrix Systems, Inc. All rights reserved.

287



Session Recording service

Recording service through port 443 or ports 80, 443, 8088, and 9090-9094 depending on the version
of your cloud client.

With versions 7.40.13020.11 and later of the cloud client, you need to only open a single port (TCP port
443) for communication. Cloud clients earlier than version 7.40.13020.11 require you to open more
ports. For more information, see Ports.

If you are using version 7.40.13020.11 or later of the cloud client, complete the following steps
to address the issue:

1. Check whether port443is open by running the following script on the Session Recording server:

# Copyright (c) Citrix Systems, Inc. All rights reserved.

<#
.SYNOPSIS
This script is used to check whether or not port 443 4is open.
Note: Execute this script from the machine where you installed
the cloud client.
#>

$SR_CLOUD_DOMAIN = '"srs.apps.cloud.com"
function Check-PortStatus {

$ctResult = tnc $SR_CLOUD_DOMAIN -port 443
if(SctResult.TcpTestSucceeded -ne S$True) {

Write-Host "Error : S$SSR_CLOUD_DOMAIN : $_ 1is unreachable"
-ForegroundColor Red

+
else {
Write-Host "S$SSR_CLOUD_DOMAIN : 443 1is open" -
ForegroundColor Green
}

Check-PortStatus

The output of the port checking script can be srs.apps.cloud.com <port number> is unreach-
able or srs.apps.cloud.com <port number> is open.

2. Allow outbound traffic on port 443 for the Session Recording server to reach the Session Record-
ing service.

3. Reinstall the cloud client on the Session Recording server.
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After the Session Recording cloud client completes installation, the target server is connected
to the Session Recording service. Click Refresh on the Server Management page to update the
list of connected servers. It might take a few minutes for your servers to be detected.

If you are using a cloud client earlier than version 7.40.13020.11, complete the following steps
to address the issue:

1. Check whether ports 8088, 443, 9090, 9091, 9092, 9093, and 9094 are open by running the fol-
lowing script on the Session Recording server:

# Copyright (c) Citrix Systems, Inc. All rights reserved.

<#
.SYNOPSIS
This script is used to check whether or not ports
8088,443,9090,9091,9092,9093,and 9094 are open.
Note: Execute this script from the machine where you installed
the cloud client.
#>

$SR_CLOUD_DOMAIN = "sessionrecording.apps.cloud.com"
function Check-PortStatus {

(8088,443,9090,9091,9092,9093,9094) | ForEach-Object {

$ctResult = tnc $SR_CLOUD_DOMAIN -port $_
if(SctResult.TcpTestSucceeded -ne S$True) {

Write-Host "Error : S$SR_CLOUD_DOMAIN : $_ 1s
unreachable" -ForegroundColor Red

}

else {

Write-Host "$SR_CLOUD_DOMAIN : $_ is open" -
ForegroundColor Green

}

Check-PortStatus
The output of the port checking script can be sessionrecording.apps.cloud.com <port num-
ber> is unreachable or sessionrecording.apps.cloud.com <port number> is open.

2. Allow outbound traffic on ports 80, 443, 8088, and 9090-9094 for the Session Recording server
to reach the Session Recording service.

3. Reinstall the cloud client on the Session Recording server.
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