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What’s new in ShareFile documentation

April 2,2024

A goal of ShareFile is to deliver new features and product updates to ShareFile customers when avail-
able.

Toyou, the customer, this process is transparent. Initial updates are applied to ShareFile internal sites
only, and are then applied to customer environments gradually. Delivering updates incrementally in
waves helps to ensure product quality and to maximize the availability.

April 2,2024
ShareFile storage zones controller 5.11.25

This release includes general security and user improvements.

For more information, see About storage zones controller.

April 1,2024
ShareFile Integrations

Using the ShareFile Catalog you can now add the ability to export from your ShareFile account to the
following third-party applications:

+ FreshBooks
+ Pipedrive
» QuickBooks
+ Salesforce

« Xero

For more information, see Integrations.

March 21, 2024
ShareFile HIPAA Support updates

HIPAA enabled ShareFile accounts now include several enhancements to assist your staff optimize
collaboration processes and provide straightforward tools.
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For more information see, HIPAA Support

March 8, 2024
ShareFile 24.2.12.0 for Outlook

This release addresses issues that improve overall performance and stability.

For more information, see ShareFile for Outlook.

March 1, 2024
ShareFile secure share and request management

ShareFile admins can manage the defaults for both sharing and requesting files. For more information,
see:

+ Share Settings

» Request Settings
February 28, 2024
ShareFile 24.2.2

This release addresses issues that improve overall performance including:

ShareFile share and request settings - Admins can set share and request link defaults across all
ShareFile applications. For more information, see Secure sharing options.

February 21,2024
ShareFile 24.2.2 for Windows

Added support for new ShareFile admin Share settings.

For more information, see Share settings.
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February 20, 2024
Signatures

This release addresses issues that improve functionality by including the following enhancement:

+ Import fields - save time by importing fields from previous signature request documets. For
more information, see Import fields

ShareFile 24.2.10 for Outlook
February 16, 2024
ShareFile 24.2.10 for Outlook

This release addresses issues that improve overall performance including:

ShareFile share and request settings - Admins can set share and request link defaults across all
ShareFile applications. For more information, see Secure sharing options.

For release information regarding fixed issues, see ShareFile for Outlook

February 15, 2024
ShareFile 24.2 for Mac

This release addresses issues that improve functionality by including the following enhancements:

Storage protection - ShareFile for Mac can detect storage overages and block uploads from occurring.
For more information, see ShareFile Storage.

ShareFile share and request settings - Admins can set share and request link defaults across all
SharefFile applications. For more information, see Secure sharing options.

Supported Language update - ShareFile has updated the supported language list. For more infor-
mation see Supported languages.

ShareFile API

All public share links accessed through api.sharefile.comwill require authentication.

For more information, see REST API Quick Start Guide.
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February 9, 2024
ShareFile Managing Security Notifications

ShareFile now provides flexible email notifications for Security Alerts. ShareFile now enables Admins
to efficiently route security-related email alerts to their organization’s internal security team.

For more information, see Manage notifications.

February 6, 2024

Domain inclusion list

ShareFile added * . harness. io to the recommened inclusion list of domains.
For more information, see Firewall configuration.

February 5, 2024

Signatures

This release addresses issues that improve functionality by including the following enhancements:

« Use Saved Signatures in Signature Annotations.
« Align fields when preparing a signature request.

+ Add, modify, or remove recipients from the signature requests details page.

Note:

These are only available in ShareFile Signature. For more information, see Signatures.

January 25, 2024
ShareFile for Windows 24.1.26

This release addresses issues that improve overall performance.

For more information, see ShareFile for Windows.
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January 9, 2024
Signatures

This ShareFile release provides the bulk send enhancement that allows you to send multiple signers
their own copy of a single document.

For more information, see Send in bulk.

December 20, 2023
Signatures

This ShareFile release provides three enhancements that improve the signature flow and abilities
when requesting a signature. Select the links below to learn more about these new enhancements.

Revise a signature request - Users can now revise a Signature request that is In-Progress to make any
necessary changes.

Using Payment fields - Signature users with Stripe integrated can use the new Payment field when
setting up their signature requests.

Using checkbox groups - Checkbox groups allow you to create optional or required lists of items for
the signer to acknowledge when completing a signature request. The flexibility with these checkboxes
allow you to customize your signature requests and requirements for different recipients.

December 11, 2023
RightSignature

This release addresses issues that improve overall performance and include the following enhance-
ment:

Signer document download - RightSignature admins can enable or disable the option for recipients
to download a document before signing. For more information on using this new option, see Signer
document download.

For more product information, see Electronic signature - Fixed issues.

ShareFile

As part of our on going Product improvements, we are in the process of updating our backend systems.
This process should be seamless for our customers and new billing functionality might be introduced
for your account.
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Signatures This release also includes the following enhancement for our ShareFile Signatures
users:

ShareFile signature users can now edit a new permission for recipients under Default settings that
allow recipients to download a document before signing. For more information regarding this new
setting, see Signer permissions.

Saving emails with ShareFile

ShareFile is excited to announce our new product enhancements for ShareFile for Google Workspace
and ShareFile for Microsoft Outlook Online. You now have the ability to easily save emails with at-
tachments directly to ShareFile. This enables you to organize, access, and share your email content
effortlessly within the same platform you trust for secure file storage.

For more information see:

« Save Outlook Online emails with ShareFile

+ Save Google Workspace emails with ShareFile

November 30,2023
ShareFile Projects (or Engagements) enhancements

Delete and restore Projects (or Engagements) - Deleted projects (or engagements) are easily restored
with the latest release.

Restore a deleted document request - Deleted document requests can be restored using the new Re-
store feature.

Delete and restore a file or files in a Project (or Engagement) - Project files can be deleted and restored
with the latest release.

November 6,2023
ShareFile Threat detection alerts and remediation updates

This release includes enhancements to our threat detection and remediation features.

For more information, see ShareFile threat detection alerts.
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ShareFile Projects (or Engagements) enhancements

Projects dashboard - updated with the latest ShareFile branding.
Projects search and sort - Users can now search and sort Projects.

Projects user clean-up - Projects are now included in the Delete employee users process and will
require reassignment when a Project owner is no longer available.

Document Requests - Project owners can change and add assignees to an active document request
list.

Projects status - We now allow filtering based on the Project status of either Open or Closed.

RightSignature enhancement

This release includes an enhancement to RightSignature:

Editing signer name after request is sent - Senders can edit the signer name and email on a signa-
ture request.

November 1,2023

ShareFile for Mac beta release

The beta release of ShareFile for Mac provides the following updates to the application:

+ Co-editing a Microsoft Office file
« Add a place - allows ShareFile direct access to your Microsoft Office applications with your Mac.

Download ShareFile for Mac beta release to try these beta features.

For more information, see ShareFile for Mac.

October 31, 2023

ShareFile 23.10 for Mac

We have updated ShareFile for Mac to utilize our new brand in the application. This includes the fol-
lowing updated features:

+ Redesigned experience for sharing and requesting files - following the latest secure sharing op-
tionsimplemented in our ShareFile web application, the ShareFile for Mac experience now offer
a consistent experience.

« Editable shares - ShareFile for Mac now offers the ability to provide editable shares.
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For more information, see Share files in ShareFile for Mac.

October 26, 2023
ShareFile managed cloud storage zone is available in the UAE region

Anew ShareFile managed cloud storage zone is now available in the UAE region. If you are a customer
located in the UAE region, reach out to ShareFile support to get the new storage zone enabled on your
account.

For more information including the list of available ShareFile cloud storage zones see, ShareFile man-
aged cloud storage zones.

October 23, 2023
New secure sharing options

We are taking steps to improve the security posture of file sharing. From now on all links default to
use secure sharing options which will apply across all ShareFile locations: ShareFile desktop app for
Mac and Windows, ShareFile Web app, ShareFile Mobile app, ShareFile Plug-in for Microsoft Outlook
and Gmail.

+ The ‘signin required’option will be selected by default for all shares
« Anew alert when you are about to share a link that can be viewed by anyone.

« Admins can require authentication for all share or request links for the account.

Note:

When selecting the “Anyone (public, must enter a name and email) option, the recipient is
required to complete the reCAPTCHA request.
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Email
|

First Name
Last Name

Company

[ remember Me

For more information, see our Learn more page for New secure sharing options.

October 12, 2023

s ShareFile

ShareFile announces a new look and feel to show ShareFile’s evolution into a complete
solution

We’ve evolved our solution to go beyond secure document sharing. We’re helping our customers em-
brace digital-first workflows that use automation, native e-signature, and best-in-class security. The
efficiencies and cost savings created by these workflows allow our customers to focus on delivering a
modern client experience.

At the core of our renewed brand identity is ease. We wanted to capture that feeling of checking off all
the boxes from start to finish —without any roadblocks. Our new logo mark, for example, brings this
feeling to life by using the iconic check mark, a sign of accomplishment.

From our brand colors to our 3D elements, ShareFile’s new look and feel helps us tell the story of
smooth processes and the resulting moments of energy and joy that make work meaningful.

To learn more about our evolution, see Amodernized brand to take ShareFile into the future of work.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16


https://docs.sharefile.com/en-us/sharefile/learn-more/anonymous-link-sharefiles.html
https://www.sharefile.com/resource/blog/modernized-brand-take-sharefile-future-work

ShareFile

September 26, 2023
New ShareFile storage features

For net-new accounts created after August 4, 2023, ShareFile Admins will see a new dashboard for
storage consumption on the account in addition to enforcement of storage limits. The following new
features are available for net-new accounts.

Storage usage admin dashboard - is a new feature in ShareFile. Storage usage is an admin space
that includes a dashboard where admins can view and perform the following:

View the total storage used by the account through the indicator.

+ Review how much storage is consumed out of the allocated storage.
« The date when the storage was updated.

+ Get a list of top storage consumers in the account.

+ Select and notify the users that are using more storage than needed.

Notifications on the ShareFile Ul display the storage consumed by an account and what action must
be taken to get the storage within the limit. ShareFile also sends emails to admins when an account
reaches 90% and 100% of allocated storage.

Storage enforcement - If an account has consumed 100% of its storage and exceeds the total storage
limit, the account actions are blocked, not allowing users of that account to upload files, create docu-
ments, add new data, request a file, or duplicate files. However, the users can log in to their account,
view, and download.

For more information, see ShareFile storage.
September 25, 2023
ShareFile - Tenant Management

ShareFile allows partners to add new tenant accounts. The new automated provisioning provides
more streamlined account management, easy tenant setup, and faster time to market.

For more information, see Tenant Management.

September 19, 2023
ShareFile signature enhancements

This release addresses issues that improve overall performance and include the following features:
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Set to date of Signature - Enable this when sending for signature to autofill the date the document
is signed. For more information, see Auto-fill date

Date Formats - ShareFile added five additional date format options. For more information on setting
the date option in ShareFile, see Time and Date.

ShareFile VDR feature update

ShareFile VDR users can access the following new feature:

Threat detection alerts: Secure client data by getting notified of unusual access to ShareFile account
via email.

September 14, 2023
ShareFile for Outlook Online

ShareFile is excited to announce the launch of our ShareFile for Outlook Online add-in.

ShareFile for Outlook Online is a feature app available for ShareFile Advanced and Premium
customers when using Outlook Online.

To access the ShareFile for Outlook Online add-in, go to Microsoft AppSource. For more information,
see ShareFile for Outlook Online.

September 11, 2023
New features now available in the EU control plane

ShareFile Premium subscribers under the EU control plane now have access to several new Premium
features. For more information on each of these features, select the feature name:

+ Projects (or Engagements) - a new collaborative space in ShareFile to organize, digitize, and
unify services with clients.

+ Document Requests our new request list tool that digitizes, organizes, and streamlines docu-
ment request and collection workflows, such as HR documents for hiring or collecting a list of
financial documents.

+ Automated Workflows - a new workflow builder in ShareFile that can be used to customize
workflows based on specific actions and automation triggers.

+ Accelerated Agreements for Client Onboarding - this ready-to-use workflow streamlines
and automates client onboarding agreements, such NDAs, or other signature agreements
commonly needed to begin services.
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August 31, 2023
Citrix Files for Mobile

ShareFile is happy to announce Microsoft Office 365 co-editing abilities in Citrix Files for iOS and Citrix
Files for Android. Advanced and Premium ShareFile users now have the following mobile abilities:

Live co-editing abilities with multiple users

+ View various types of Microsoft Office 365 online files
Edit Microsoft 365 files online

+ View offline files

« Create new Microsoft Office files to share with users

Citrix Files 2380 for Android For more information on the new co-editing feature with Citrix Files
for Android, see Co-editing using your Android device.

Citrix Files 2380 for i0OS For more information on the new co-editing feature with Citrix Files for
i0S, see Co-editing using your iOS device.

August 14, 2023
ShareFile new and updated features

Tasks: Now you can easily track the status of tasks related to client matters, including whether they
are in progress, completed, overdue, or yet to start. Utilize this new feature within our recently re-
leased Projects (or Engagements) functionality.

Threat detection alerts: Secure client data by getting notified of unusual access to ShareFile account
via email.

Integrations of prospective client data with Salesforce and QuickBooks.
Projects (or Engagements) has added functionality with the above new Tasks feature.

Accelerated Agreements with auto-fill templates - now with built-in unlimited e-signature, and up-
dated Project Creation to expedite tedious document preparation.

Automated workflows with new Send an email action - Personalized welcome emails are effortlessly
sent to clients fostering better client relationships and trust, directly from an automated workflow.
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ShareFile for Windows

Add a place - ShareFile for Windows users can now connect to native Microsoft applications for a full
experience on their desktop tool and automatically save files back to ShareFile while editing or co-
editing.

August 7,2023
ShareFile 2023.8.7 for Mac

We are proud to announce the new ShareFile for Mac application. To download ShareFile for Mac,
click here.

The new ShareFile for Mac release addresses issues that improve overall performance.

For more information, see ShareFile for Mac.

August 3, 2023
ShareFile Migration Tool v4.4.3.0

Download the latest version of the ShareFile Migration tool here.

See ShareFile Data Migration Tool for more information.

August 2,2023
ShareFile for Google Workspace

This new ShareFile add-on is seamlessly integrated into your productivity tools and transforms col-
laboration, simplifies file sharing, and supercharges productivity.

Be notified whenever someone accesses a file or sends you a file so you are always aware of what is
going and can take action. You can also set different security and access levels.

For end-user help including accessing and sign in, see User Guidance for ShareFile in Google Work-
space

Access the ShareFile add-on by visiting the ShareFile add-on page.
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August 1, 2023
ShareFile

ShareFile is happy to announce a major update to our ShareFile Projects (or Engagements) feature:

Delete a project - ShareFile Premium customers now have the ability to delete the projects or engage-
ments they create. For more information, see Delete Projects (or Engagements).

Clients can add other contributors to a project - ShareFile Project (or Engagement) owners can
now allow clients on their project to add other contributors from the client’s organization. For more
information, see Manage project users.

Project owners can add team members - ShareFile Project (or Engagement) owners can add team
members from their organization to assist with their project. For more information, see Manage
project users.

July 20, 2023
ShareFile for Windows 23.7.10

This release addresses issues that improve overall performance.

For more information, see ShareFile for Windows.

July 11, 2023

ShareFile 23.7.3 for Outlook

This release addresses issues that improve overall performance.
To download the latest release, please see the ShareFile for Outlook downloads page.

For more information, see ShareFile for Outlook

Citrix Files 2370 for iOS

This release addresses issues that improve overall performance.

For more information, see Citrix Files for iOS.
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July 10,2023
ShareFile 23.7 for Windows

We are proud to announce the new ShareFile for Windows application. To download ShareFile for
Windows, click here.

ShareFile ] --- || ShareFile

EBecent Files Queue Recent Files  Queue

CTX208471.docx
5.14 MB

? ShareFile v23.6 (26d24).dmg

33.24 ME
] ) T
? ShareFileForwindows-v23.7.2.0.exe l
51.73 ME

?  ShareFileForwindows_x64_v23.7.2.0.msi
27.75 MB
Mo items in queue.

[ Storage Summary Report 2023-June-23.xlsx
4.25 KB

@ All files up to date. @ All files up to date.

The new ShareFile for Windows release addresses issues that improve overall performance and in-
clude the following feature update:

New request files experience - this update offers more options for requesting files including
enhanced link creation and definition and access for specific people while using ShareFile for
Windows.

For more information, see ShareFile for Windows.
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June 26, 2023

Citrix Files 2360 for Android

This release addresses issues that improve overall performance.

For more information, see Citrix Files for Android.

June 20, 2023

Citrix Files 2360 for iOS

This release includes user improvements including an update to version 23.4.0 for MDX SDK.
For more information, see Citrix Files for iOS.

May 23, 2023

ShareFile

ShareFile is happy to announce our redesigned log-in and sign-on screens. We have improved accessi-
bility and security along with a new modernized logo and fresh look and feel. No changes were made
to the functionality.

Previous version Mew version

S S
ShareFile ShareFile’

Email *

Password *

Password
sign In

C”’rl)'( [] Remember Me Forgot Password?

Privacy Policy
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ShareFile

Sign in to your ShareFile account, using your preferred method today, to see our new look.

May 22,2023
Citrix Files 2355 for iOS

This release addresses issues that improve overall performance and includes the following new up-
date to our sharing capabilities with iOS devices:

Improved sharing capabilities - this update includes more options for sharing, for link creation and
definition, and access for specific people.

For more information, see Upload Files.

May 17,2023
ShareFile announces the inclusion of *.sharefile.io

Add *.sharefile.io for future ShareFile feature releases and improved functionality.

For more information on who this might impact, see Firewall configuration.

May 11, 2023
Storage zones controller 5.11.24

This release includes security updates and fixed issues for ShareFile storage zone controllers.

For more information, see About storage zones controller.

May 4, 2023
ShareFile Virtual Data Room

ShareFile Virtual Data Room now allows customers to easily configure HIPAA compliance and pro-
tect sensitive documents that are stored or distributed during confidential transactions.

Also, during account sign up, customers can now select the EU control plane, which enables VDR to
be utilized internationally while being EU compliant and following stringent guidelines like GDPR.

For more information, see ShareFile Virtual Data Room.
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May 1, 2023
ShareFile
This release addresses issues that improve overall performance and includes the following new fea-

tures:

Enhanced Accelerated Agreements for Client Onboarding - this update includes added function-
alities for current clients and added capabilities for visibility and management of the workflow. For
more information, see:

+ Accelerated Agreements

» Create auto-fill agreement templates

Automated Workflows beta release - this new feature, for ShareFile Premium users, enables you to
easily track and manage the progress of accelerated agreements. For more information, see:

« Automated Workflows

April 19,2023
Citrix Files 23.4 for Windows

Thisrelease addresses issues thatimprove overall performance and includes the following updates:

Improved sharing capabilities - this update includes more options for sharing, for link creation and
definition, and access for specific people.

Citrix Workspace integration is no longer available.

For more information, see Citrix Files for Windows.

April 17,2023
SharefFile for Outlook

Citrix Files applications are changing their names to ShareFile. In this release, Citrix Files for Outlook
is now ShareFile for Outlook.

Citrix Workspace integration is no longer available.

For more information, see ShareFile for Outlook
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March 29, 2023
Citrix Files 2330 for iOS

This release addresses issues that improve overall performance and includes the following new up-
date to our upload capabilities with iOS devices:

Upload Files - you can now upload files directly from your device to your ShareFile folders.

For more information, see Upload Files.

March 22, 2023

Citrix Files 23.3 for Mac

This release includes native support for Apple Silicon and addresses issues that improve overall per-
formance and stability.

For more information, see Citrix Files for Mac.

February 22,2023

ShareFile

This release addresses issues that improve overall performance and includes the following new up-
date:

Improved sharing capabilities - this update includes more options for sharing, for link creation and
definition, and access for specific people.

For more information, see Share files.
February 14, 2023
Citrix Files 2320 for Android

This release addresses issues that improve overall performance.

For more information, see Citrix Files for Android.
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February 6, 2023
RightSignature

This release addresses issues that improve overall performance and include the following feature:

Decline to sign - signers can now decline to sign documents received from RightSignature accounts.
For more information, see: RightSignature - Decline to sign.

For more product information, see Electronic signature - Fixed issues.
Citrix Files 2320 for XenMobile

Thisrelease addressesissues thatimprove overall performance including better file uploads from your
iOS device.

For more information, see Citrix Files for iOS.
January 24,2023
Citrix Files 2310 for iOS

This release addresses issues that improve overall performance and includes local file uploads from
your iOS device.

For more information, see Citrix Files for iOS.
January 12, 2023
ShareFile 01-12-2023

This release addresses issues that improve overall performance and includes the following new fea-
ture:

Accelerated Agreements - This new feature for ShareFile Premium users improves their client on-
boarding process. This feature reduces onboarding cycle time.

For more information, see Accelerated Agreements - Client Onboarding.

Getting started with ShareFile

May 3, 2023
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ShareFile

Notes:

« If starting with a Trial account, see Setting up a trial account.

« If starting with an account representative, see Getting started with ShareFile - Account Rep-
resentative

Get ShareFile
System requirements

ShareFile is accessible by any computer with a supported web browser and an internet connection.
In order to utilize all features and functions of the ShareFile web application, we recommend the fol-
lowing browser types:

+ Microsoft Edge - Latest version

+ Mozilla Firefox - Latest version

+ Google Chrome - Latest version

« Apple Safari - Latest version
Note:

Due to issues with displaying certain folders and menus, the ShareFile web application
may not be accessible via Safari in Private Browsing mode.

Go to ShareFile.com

1. Type ShareFile.com in your supported browser.
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2. Select Buy Now.
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Use any dowics to securely aconss your files, share data and
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3. Select the ShareFile plan you want to purchase. For more information regarding plan features,

see ShareFile pricing.

4. Select the plan you want, then Buy Now.

5. After you complete the checkout process, check your email for the activation message.

Signing in for the first time

1. Inthe email, select Log in to ShareFile.

2. Enter the requested information and select Continue.
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Continue

Cifrix

3. Create your password then select Save and Sign In.
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“' S
ShareFile

Wour usermame is com.

Plaase create a password.

Passwords must meef the f-:x!amng requirements

at beast 1 upper case letter
at beast 1 lower case letter
at least 1 number

at beast 1 spedial characiers
at least B characters in length
Passwords should match

we'll also perform an additional strength check on save. (7

Passwond Show Passwornd

Wk

citrix

Your free ShareFile account is now available for a trial period.
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Tutorials lhettrog Startess o
Wideos  Helphd Links
Tips:

+ To learn how to utilize two-step verification with your new ShareFile account, see Security
- Two-step verification.

+ For more information on ShareFile account configuration see Set up ShareFile.

Sign in on another device

1. Enter your company name.
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ShareFile

S
ShareFile

e youar company name used for B sccount

cifrix

2. Enter your sign on credentials.

S
ShareFile

EwmaTicer e Rk 3

cikrix

ShareFile Auto-renew Policy

ShareFile accounts are set to auto-renew. To avoid being charged for an unwanted renewal, cancella-
tion must be completed prior to the renewal date. Fore more information, see CSG TOS.
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Setting up a trial account

June 18, 2022

Notes:

« If accessing ShareFile through a Citrix Cloud account, see Deploy under Citrix Content Col-

laboration for assistance.
« If you bought a ShareFile plan and are ready to sign in for the first time, see Getting started

with ShareFile.

Starting a ShareFile trial

1. Goto ShareFile.com.

1 = 4
< & O

i 3§ whorelilecom
] SEARTH

& LDOGIN HILF DINTIR

FREATURLS + FOLUTIONE # WIRTUAL DATA ROOMW ENTIRFRISL PRICING

L LBO0.44)1.3453

Cifrx | ShareFile

Work the way you want

Use any device to securely acoess your files, share data and

ersate time-saving workilows

atw =
Kara Lt Ka~a
[ Compey
Try Froe Buy Mow =
W) CRE DT (AR NEDSED
ﬁ Wk e barelie coem! o 'lo
irial i Bor Promium ple :
Talk 10 & speciplis fodsy ot LA 3453 d wou nead 1esiures 10 SuDDort

2. Select Try Free.

3. Create your account by entering the requested information.
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Create Your Account

]

€D

WO CRIT CARD NDDDAD

Talk 1o a spacaalist Woday at LBOD. 4413453 11 you meed fealures 1o Support

compliance needs ke HIFAA, FINRA, or other customizations

4. Select Try Free to activate your new account.

Welcome,

We've created your account. Now we need to create your customized

ShareFile website.

CI= «—

5. Select Save and Continue.

An email frommail@sf-notifications.comissent.

Signing in for the first time

1. Inthe email, select Log in to ShareFile.

Frea 30 Day Trial

i
I —

FLAM BENEFITS
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a free trial of ShareFile.

d
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\arnamae tm
Login LIRL. hitps: . shawells com?

Lig in to ShareFile

We're here for you

Visit sharefiie com'support | 1-B00-44 13453
Internationak: 1-8189-T45-6111

EEEEE

CHitn | 110 5 Weml Sheeel, ek, RC T80

D Lo Rl P R Fiaeied By M) P i T pea S i P SRR TS O LR W Py STy
Ca el e el e e L] Ll oS e e el e e s o ek, sl ey -
e e g L Feeed g T Emmety Pl pa mopiee maeitaa A ot TESPSE PR T R PP CHOSOTOE DR

Towrmn of Sprve  Pracacy Poicy

2. Enter the requested information and select Continue.
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Continue
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3. Create your password then select Save and Sign In.
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ShareFile

Wour usermame is com.

Plaase create a password.

Passwords must meef the f-:x!amng requirements

at beast 1 upper case letter
at beast 1 lower case letter
at least 1 number

at beast 1 spedial characiers
at least B characters in length
Passwords should match

we'll also perform an additional strength check on save. (7

Passwond Show Passwornd

Wk

citrix

Your free ShareFile account is now available for a trial period.
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Iy Cihnz | ShareFila

| -3 [asrstusid

Getting started with ShareFile - Account Representative

September 12,2023

Hello

The following provides the steps necessary to complete the creation of your ShareFile account once

you receive the confirmation email after speaking to your account representative.
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ShareFile

S ShareFile

Welcome to ShareFile!

Thank you for trusting us with your business, We're excited to be part of
your team! Mow let's get to wark,

Create your account to get started.

Create account

Having trouble with the link? Copy and paste this into your browser:
https://secure.sharefiletest.com/accountsetup?a=04758f40d9d74c158b3a

MNeed help? We're here for you.
Visit sharefile.com/support and look for “Start chat.”

ShareFile | 120 5. Wast Street, Raleigh, NC 27603
(€1 2023 Clowd Software Group, Inc. All rights reserved. Cloud Software Group, ShareFile, the ShareFile logo, and other marks
appearing hergin are gither registened trademarks or trademarks of Cloud Softeare Group, Inc. and/or its subsidiaries in the
United States andior cther couniries,

Terms of Service | Privacy Palicy
1. After receiving the email confirming your account, select Create account in the message.
2. Onthe Welcome to ShareFile! page, complete the following items:

+ Select a region for your account. Answer the Protective Health Information question. For
more information, see ShareFile account creation - Region Learn More.
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ShareFile

1. Choose the region for this account

This is permanent and cannot be changed later, Learn more
@® United States

O Europe

Do you plan to store or maintain Protected Health Information (PHI) in
this service? (D

O Yes
O No

+ Choose your subdomain. For more information, see Subdomain.

2. Choose your subdomain
This will create the unigue URL for your ShareFile account. You can change this later in
Settings. Learn more

httpss/f | mycompany sharefiletest.com

Check Availability

3. Select Create Account.

4. Complete the personal information screen, then select Continue.
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S
ShareFile

5. Create your password using the requirements listed then select Save and Sign In to access your
ShareFile dashboard. For more information on ShareFile account passwords, see Security.
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&
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Save and Sign In

The ShareFile dashboard displays.

cit | ShareFile

{at Dashboard
W Hello Joe astcetiscene
Folders
Recent Files Shortcuts
Ik 2
Pecple
i b
Setsge D Share Files Remqueest Files

Fas you recntly sccedtid will appaar hade ﬁ_ ﬁ
G o Shaned Folders

Srared Folders Favontes

Tutorials Baey W

Videas Helpful Links

a4 15

Ardel pasopiles £0 your Ardd & parson toa
BOCEn Felichesr

Apps  Log Owt

Q Help

E8 Edit Dashboard

b A

Create New User  Persoral Folders
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ShareFile

ShareFile Auto-renew Policy

ShareFile accounts are set to auto-renew. To avoid being charged for an unwanted renewal, cancella-
tion must be completed prior to the renewal date. For more information, see CSG TOS.

Account creation - Region learn more

April 1,2024

Choose the region for your account

1. Choose the region for this account

This 15 permanent and cannot be changed later, Learn more
@) United States

O Europe

Notes:

+ Once you select a region, it is permanent and cannot be changed.
« Consider performance optimizations when choosing your region.
« Storage is provisioned to the closest GEO based on the region selected.

By selecting either region, you are selecting the following:

+ You choose to have your top level domain as .com or .eu.

« You choose to have your data stored in either the United States (default) or in Europe.
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Do you plan to store or maintain Protected Health Information (PHI) in this service?

Do you plan to store or maintain Protected Health Information (PHI) in
this service? )

() Yes
() No

Selecting Yes to this will create a ShareFile HIPAA account. To have a HIPPA account you must have a
Premium ShareFile account.

Account creation - Subdomain learn more

December 5, 2022

Choose your subdomain

2. Choose your subdomain
Thus will create the unigue URL for your ShareFile account. You can change this later in

Settings. Learn more

https:// mycompany sharefiletest.com

Check Availability

Each ShareFile account has its own unique URL that is generally in the format of https://
yourcompanyname.sharefile.com. The section of this URL with mycompany in it is called
the subdomain, and it will always be followed with .sharefile.com or a plan-specific variant. The
creator of the ShareFile account picks the subdomain during the account setup process, and a single
account can have up to three different subdomains tied to it.

Select Check Availability to verify your selected name is available to use.
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Log Locations for ShareFile Applications

August 21,2023

Application

Log Location

Shortcut

ShareFile

ShareFile for Mac

ShareFile for Outlook

Storage zones controller logs

User Management Tool (UMT)

C:\Users\\%USERNAME%\
AppData\Local\
sharefile\sharefile\
Logs

~/Library/Logs/com.
sharefile.desktop.
widget

Tool logs: C:\Users\\%
USERNAME%\AppData\
Roaming\ShareFile\
ShareFile for Outlook

adx logs:
C:\Users\\%USERNAME%\
AppData\Local\Temp\
ShareFile for Outlook

C:\inetpub\wwwroot\
Citrix\StorageCenter)
SC\logs

C:\inetpub\wwwroot\
Citrix\StorageCenter)
S3Uploader

IS Logs: C:\inetpub\logs
\LogFiles\W3SVC1

C:\ProgramData\Citrix
\ShareFile\User
Management Tool (Grabthe
umt.log file / and the .results
file in the “Resultsfolder)

%Appdata%\ShareFile\
ShareFile for Outlook

%temp%\ShareFile for
Outlook
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Application Log Location Shortcut

C:\Users\\%USERNAMES%\
AppData\Local\
ShareFile\UMT\Logs

C:\ProgrambData\Citrix
\ShareFile\User
Management Tool\Jobs

ShareFile Migration Tool C:\Users\\%USERNAME%\  %appdata%\ Roaming\
AppData\Roaming\ Citrix\Citrix Files\
Citrix\Citrix Files\ Migration Tool\LogsN
Migration Tool\Logs

Learn more - Secure sharing options

February 29, 2024

We’re taking steps to improve the security posture of file sharing. From now on all links default to use
secure sharing options that apply across all ShareFile locations: ShareFile desktop app for Mac and
Windows, ShareFile Web app, ShareFile Mobile app, ShareFile for Microsoft Outlook, and ShareFile for
Google Workspace.

+ Default share permissions update - The ‘sign in required’option is selected by default.
« Link share alert message - A new alert when you’re about to share a link that is viewable by all.
« Admins required authentication for all share or request links for the account

Default share permissions update

The default share permission is changing to “employee and client users sign-in”for every new link
shared. The default share makes it easier for users to understand the access permissions of the shared
links they’re creating.

We’re updating the default settings for shares to help you stay secure. Anytime you share a file, it
starts with the secure option. You can change the view and download permissions if you don’t require
security or privacy for that file.
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Link share alert message

We’ve added a message alerting users when they share a link that can be viewed by anyone. This alert
ensures that the user is aware that using links anyone can view isn’t secured. These links are used for

data that they’re comfortable sharing publicly.
The following message appears when “anyone”is elected for “who can access this link™:
+ Allow recipients to view -> “Creates a link that allows anyone to view what you’re sharing with-
outsigningin”
« Allow recipients to download - > “Creates a link that allows anyone to download what you’re

sharing without signing in”

Edit options X

Access options
Allow people with this link to
Deownload AV

Whae can access this link

Anyone (public) A

A Anyone can download what you're sharing without signing in

Access expires

Never N

Motifications

[0 Motify me when this link is accessed

@

Note:

When selecting the “Anyone (public, must enter a name and email) option, the recipient is
required to complete the reCAPTCHA request.
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To continue, please enter your
information below.

Email
I

First Name
Last Name

Company

I ot & robot

[ remember Me

[ Contine |

')

After the link is created, a notation will remain next to the notating the view or download permis-
sions:

« Anyone can view without signing 1in

+ Anyone can download without signing in

Get a link X
Filename.docx [B Filename.docx
A\ Anyone can view without signing in Edit options
company.sharefiscomi ]
Note:
.

ShareFile admins can manage the defaults for both sharing and requesting files. For more infor-
mation, see:

« Share Settings

+ Request Settings

ShareFile employee client permissions table

October 27, 2023
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Permission

Create Root Level Folders
Share and Request Files*
Be Folder Admin

Own Personal Folders
Own File Box

Access Personal Settings

Access Advanced and FTP
Connection Settings*

Be granted Admin Permissions
Be granted Super User role

Create employee users and
manage permissions

Create client users*

Access Inbox for Received
Messages
Access Inbox for Sent Messages

Create distribution groups
Edit Shared Address Book
Modify Account Appearance
Run Reports

Create or access Connectors

Configure single-sign on
settings
Send Encrypted Email

Edit Document*
ShareFile for Outlook*
Citrix Files for Windows
Citrix Files for iOS
Citrix Files for Android
Mobile Editing

Employee

< < < < < =< =< =< <

< < < < =< =< <

< < < < =< =< <

Client

< = < < Zz =z < z ==z

zZ =2 zZ2 =Z2 =2 Z2 Z

< < < < zZz < =z
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Permission Employee Client

Send document for Y N
e-signature®

Manage e-signature templates® Y N
Manage folder templates Y N
View notification history Y N

*Some permissions can be enabled or disabled depending on the account’s configuration, plan,
or available settings.

Configure ShareFile

March 14,2024

After you create or link your ShareFile account, perform the following tasks:

Provision administrators.
Provision users.
Import Active Directory users into ShareFile.

H W

Configure authentication.

Provisioning Administrators

The first thing you need to do is provision administrators. When your account was created, it was
provisioned with an account owner. In addition to this administrator, you can provision additional
administrators.

Provisioning Users

To begin using your new ShareFile account, you must add users and configure authentication. To
provide a seamless experience to your end users, you use SAML to authenticate against your Active
Directory user accounts.
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Importing Active Directory Users into ShareFile

The ShareFile User Management Tool (UMT) makes it easy for you to add your Active Directory users
into SharefFile. You can use the tool to provision user accounts and create distribution groups from
Active Directory (AD).

Importing users from Active Directory can take some time and be resource intensive. To help with this,
you can schedule the tool to run at selected times. In addition to the initial import, you can also use
the tool to keep your ShareFile users synchronized with your AD users.

For more information about the UMT, see User Management Tool for Policy-Based Administration.

Configuring Authentication

After you have imported your users in to ShareFile, you must configure authentication. When using
the Citrix Cloud environment, you want to use SSO. SSO is done using the SAML protocol. In this envi-
ronment you have two options for configuring SAML —either using ADFS or via Endpoint Management
SAML authorization.

Configuring Authentication with ADFS

You can integrate your ShareFile account with Active Directory (AD) to enable single sign-on for users
with AD credentials. ShareFile supports Security Assertion Markup Language (SAML) for single sign-
on. You configure ShareFile to communicate with a SAML-based federation tool running in your net-
work. User logon requests are then redirected to Active Directory. You can use the same SAML Identity
Provider that you use for other web applications. For more information, see ShareFile Single Sign-On
SSO.

Configuring Authentication to your Active Directory with Endpoint Management

You can configure Endpoint Management and Citrix Gateway to function as a SAML identity provider
for ShareFile. In this configuration, a user logging on to ShareFile using a web browser or other Share-
File clients is redirected to the Endpoint Management environment for user authentication. After suc-
cessful authentication by Endpoint Management, the user receives a SAML token thatis valid for logon
to their ShareFile account.

Accessing ShareFile

Now that you have configured your users and authentication, review how ShareFile will be accessed.
There are two specific types of access you need to look at: administrator access and user access.
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Administrator Access

As administrator, you may need to make changes to your ShareFile configuration or manage your ac-

count.

User Access

There are three options on how users access their data in ShareFile. Data can be accessed directly
using the Web Ul. The other two options depend on what other applications you have enabled. If you
have Citrix Virtual Apps and Desktops or Endpoint Management enabled, users can access their data
through one of those applications.

Accessing ShareFile through the Web Ul  End users can access ShareFile directly by goingto http

Admin overview

March 4, 2024

The Admin Overview page gives summarized information on your account using both Account Sum-
mary and Storage Usage. A View release notes link to What’s new in ShareFile documentation is
provided at the bottom of the page.

Account Information

The account information section provides the following details: Account Name, Account ID, Plan Type,
Account Owner, and Allocated User Licenses. The page also displays any entitlements on your ac-

count.

Account Information

Account Namae Storage az of 03/06/2024
CPA Services, PC.
dMBoutof BTB
Account ID 0%
Plan Type User Licenses

SharaFile Premium
Boutof 8

Account Owner
Jacob
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Account owner

Thisis an administrator whose skills and experience allow for greater permissions and who maintains
all user permissions available on the account. It cannot be deleted by any other user. If an account
feature is added to the account, the account owner automatically has access to the feature. Any other
users must be granted access as desired by the account owner.

All subsequent access to the customer’s account is managed by the account owner or administrators
designated by the account owner.

Identifying the account owner To identify the current account owner, go to People > Browse Em-
ployees. The account owner has a special icon to the right of their name.

.. -Jﬁ‘g‘

The account owner is also indicated on the Manage > Account Information page.

Changing the account owner The current account owner can use the Reassign account owner
option to designate a new account owner. Use the following steps to complete this task.

1. To change the account owner for an account, the current account owner must sign in and navi-
gate to Settings > Admin Settings > Account Information.

2. Select Reassign Account Owner.

Account Information

ACDouUTt Nams Storage as of 03/00/2024
CPA Sarvices, PO

IMBoUtoIB T
Accourt 1D %
Plan Type User Licenses
ShareFils Promium

Boutof 8
Astout Cwner
- ]

3. Use “Search existing employees™to locate the new account owner then select Assign New Ac-
count Owner.
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Reassign Account Owner X

Current Account Owner: J {you)
Please select a new account owner. By doing so, you will be

granting this user all admin permissions and you will no longer be
the account owner, You will not be able to revert changes.

Search existing employees

Notes:

+ The new account owner must be an employee user on the account, and that employee user
must have signed in at least once.

« The Reassign account owner option is only available to the current account owner.

If the current account owner is not available to place this request, contact ShareFile Support.

Storage The Storage indicator shows the storage utilized (xxGB out of XXTB) and the date when
storage was updated.

Company Information

The company information section provides the following details: Company name, Phone number, In-
dustry, Address, Website, Fax Number and Number of Employees. On top of that, this section includes
the contact information for the company key contacts.

Company Information

Compary Hame ‘Websibe
CPh Services, BT,

Pk Nursibar P Nussribar

() 550

Othar 1

Joom
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« Billing Contacts - These contacts may receive billing related communications from ShareFile.

+ Security Contacts - These contacts may receive security related communications from Share-
File

IMPORTANT

Please ensure that Billing Contacts and Security Contacts are updated properly to avoid miss-
ing important communications from ShareFile.

Company Account Info

August 15,2023

Reporting

Use ShareFile Reports to see how the account is being used by creating recurring and non-recurring
reports that track usage, access, messaging, storage, and other details. For more information on using
reports, see ShareFile Reports.

Company Branding

Your account’s account or company name allows ShareFile support staff to identify your account. It
is also the name that appears on any billing-related correspondences. Typically, your account name
is the same as the name of your business.

Set up company branding

Use the following instructions to set up your company branding.

1. Navigate to Settings > Admin Settings > Company Account Info > Edit Company Branding.
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KO

E

Dashboard Admin Overview

Background Operations

Folders >
Company Account Info W
Workflows >
Reporting
Inbox o > Notification History
Edit Company Branding
People >
' Receipts & Billing
Settings e Notifications
_ Security D
Personal Settings
Admin Settings Policies
Connectors

The Edit Company Branding page displays.

1. Under Acount Name, type the name of the account.

Edit Account Appearance G

Basic Options Use ShareFile Defaults

2. With Edit Account Appearance in Basic Options you can perform the following actions:
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Change the Page Title that appears at the top of the window.

Upload your company logo.

+ Change the Head Background Color.

Change the Accent Color.

NOTE:

By default, the Basic options page uses the page title, logo, header background color and
accent colors that you selected. To customize the appearance use the advanced appear-
ance options link on the page to expand the available options. For more information, see

Edit Account Appearance.

3. Select Save at the bottom of the page to save your branding page changes.

Edit Account Appearance

The following options are set by the users who have the Edit Account Appearance permission set.
These are optional.

Edit Account Appearance @

Browser Options ~

Header Options

Page Options -

Lagin Page Qptions P
£

Email Options

+ Browser Options - allows you to edit the page title, and favicon in the account appearance.

+ Header Options - allows you to edit the logo, background image, and background color in the

account appearance.
Notes:

- The logo image must be no taller than 80px and no wider than 400px
- The background image can be any size, but only display the first 80 vertical pixels and
will tile/repeat horizontally and vertically.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 58


https://docs.sharefile.com/en-us/sharefile/configure/admin-settings/company-account-info.html#edit-account-appearance

ShareFile

- The default background color is white but any HTML color code can be used. If both a
color and an image are entered, the image displays, and not the color.

« Page Options - allows you to set the accent bar color at the top of the tabs and in the content

boxes.

+ Login Page Options - Allows you to upload a logo, select a logo background color, a background
color, upload a background image, and provide a description of your page.

« Email Options - Allows you to upload a logo, provide a header description and provide a footer
description.

When all of your advanced options are completed, select Save at the bottom of the page.

Edit Subdomains

With your ShareFile account, you are allowed up to three subdomains. All of these subdomains share
the same custom branding for your company account.

The following requirements are necessary to create subdomains:

« Contain only letters, numbers, and hyphens.
+ Does not start with a hyphen.
+ Is at least 2 characters long.

Once you have added the subdomains, select Save at the bottom of the page.

ShareFile Reporting

February 26,2024

To see how your ShareFile account is being used, you can create recurring and non-recurring reports
that track usage, access, messaging, storage, and other details.

Limitations

« Allrecurring reports are run based on Eastern Standard Time.

« ShareFile does not provide or support customized reports.
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Prerequisites

+ An Administrative user on the ShareFile account.
« An Employee user with the Allow this user to access account-wide reporting permission.
« If running a report for a specific user, that user must be a member of the Shared Address Book.

Report types

Select the Report name for more information.
« Usage
+ Access
+ Access Change
+ Storage Detail
» Storage Summary
+ Share
» Request
» Users
« Bandwidth Detail
» Bandwidth Summary

« Messaging

Create report

Complete the following steps to create a ShareFile report:
1. Sign into ShareFile.
2. Navigate to Settings > Admin Settings > Company Account Info > Reporting.

3. Select the Create Report button and choose the type of report you want to run, then click Next.
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Create Report Secoamales 3

o Lisage
Pliraurw actevity based on accownt, folde or wseér.

Aroess
Review access and perressions for account. user or Tolder

®

Access Change
Eeniw who sdded/sdied vemaved & wiar Trom a folder

o

Storage Detail
Rerew Diles glored = your Scount

D)

Storage Summarny
Rirniw StorageZons data for the acoount or user.

o

Share

Gt cetmiled breakdown of who are shanng what files

®

Request
Gt & denaded braakoows of wha ané requesing what files

©

Users
Gt a detailed report showang all wsers anmy scoount

o)

Banchwedth Detail
Gt a detaited breakdown of your bandwidth wie

@

Bandwidth Summary
e a0 i of your bandwdth uiaie

©

Messaging
Fliwsw your culgonmg account messages

1. Fillin the details as required and click Create. Reports can be generated as Excel or CSV files.

e@
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X
Create Report: Access Change
{
ok

Name: Access Change Report
Range Custom Lv] 2_3)|,-'r0.ﬁ_’."118 ‘to 24;04;18
Based on: @ Entire Account

() User

() Folder
Recurring: ® No

) Yes
Generate: ® Excel

O csv

Recurring report:

To create a recurring report, follow the earlier steps through Step 3. Then, choose Recurring as Yes,
fillin the other details as required and click Next.
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Create Report: Bandwidth Detall

Set recurring options for Bandwidth Detail Report:

ke O Daily

® Weekly Day of week:| Monday |~

) Monthly

Save in:

+ [ Personal Folders

- [~ Shared Folders
+ [ Article Resources
+ [T Content-LifeCycle
+ [~ Program Managers
+ [~ Strategy-Roadmap

+ [~ Visual Design

Choose Daily, Weekly, or Monthly based on your needs. Choose the folder where you want the re-

curring reports to be saved on your account and click Create.
Do not remove the destination folder from the system. If you do, future recurring reports might fail.
Report Pending:

Allow time for your report to be processed and completed. Depending on the amount of time and the
final size of your report, the time it takes for the report to finish might vary.

G}bﬂa ndwidth Summary Report &) I

Pending... l
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View Completed Report:

You can view, download, move, or delete reports at any time by returning to the Reporting menu and
accessing the list to the right of the Report Title.

@ Bandwidth Summary Report @‘b

Download
View
WMove to Folder

Delete

Note:

Reports cover the account lifetime but can only be run in 90 day increments.

Notification History

The Notification History page contains a history of all email messages that have been sent from your
account. You can select a date or a specific email with the options shown.

Billing

April 4, 2024
The Billing page allows you to view receipts, edit billing information, and other related activities.

In your ShareFile account, navigate to Settings > Admin Settings > Billing to access:

+ Receipts & Billing Notifications

« Edit Billing Info

Receipts & Billing Notifications

Use the Receipts & Billing Notifications page to view and download to print your invoices for your
ShareFile account.

You can select Pay Now to pay your invoice. See Pay Now for more information.

To download an invoice, select the download icon next to the month you want to review or print. A
PDF is downloaded to your device.
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¥s ShareFile

Avimin Overvieny

Receipts & Billing
Notifications

Eciit Billing nfo
Update Your Flan

Cancel Account

advanced Preferences »

Pay Now

Q Help  Apps  LogOut

Receipts & Billing Notifications

Toy whew and/or print ShareFile billing receipts, click on the appropriate date below

@ Your account has an open payment

WOS/2023  Involce for ShareFlle PREMIUM Awaiting Payment Pay \
W02/2023  Ivvoice for ShareFile PREMIUM Awalting Payment Pay Now

WO/OSA023  Inwdice For ShareFile ADVANCED ShareF ..  Awaiting Payment Pay How

042023 Involce for ShareFile STANDARD Awniting Payment Pay Now
OR27/2023  liwoice for ShareFile STANDARD Awaiting Payment Pay Now
OBO412023  Invoice for ShareFile PREMIUM Awaiting Payment Pay How
08/04/2023 Invoice for ShareFlle PREMIUM Awaiting Paymant Pay Now
OTO4/2023  Invoice for ShareFile PREMIUM Awaiting Payment Pay How

B Send email notifications when my accourt ks biled

@ CEEEFEEFE

Pay Now allows you to make a one time payment using a credit card to pay your invoice.

Use the following steps to pay your account from the Receipts & Billing Notifications page.

1. Select Pay Now from the Receipts & Billing Notifications page.

¥% ShareFile Q) Hep Apps LopOut

A OvendEw

Receipts & Billing Notifications

Background Operations

Company Account In

T wiew and/or print ShareFile biling receipts, click on the appropriate date below

fo 2

@ Your account has an open payment

By w
T Darte Type Etabus Dowrioad
g Rceipts & Billing
Notifications
WOS/2023  Involce for ShareFile PREMIUM Awaiting Paymen n 4
Edit Billing info
1/02/2023  Invoice for ShareFile PREMIUM Awaiting Payment Pay How &
Update Yous Plan
W0/0S2023 1 ¢ For ShareFile ADVANCED ShareF .. Awaiting Payment Pay How &4,
Cancel Account
@ 10/0412023 s For ShareFile STANDARD Awaiting Payment Pay Mow &
Security 2 oB/27/2023 e for ShareFile STANDARD Awaiting Payment Pay How &4,
Connaciors "
nvoice for ShareFile PRELEUM Awaiting Payment | .i,
StarageZones
vvokce for ShareFile PREMIUM Awalting Payment Pay Now K3
Advanced Preferences )
nvoice for ShareFile PREMIUM Awaiting Payment Pay Now &,
B Send email notifications when my accourt ks biled %

The Enter Card Details pop-up displays.
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Enter Card Details X
Payment details visa @ %
*Indicates a required field
Card number® X Cardholder's name*
John Doe |

Enter a valid card number
Expiry date* Security code®

— 3 digits on the back of the cand or

AN fl:l === 4 digits on the fromt of card
Contact details +
johndoa(@ LCOm

- ~y

T BulPoving AdguiiTy Sciidiu \ﬂ-ln'an
aulhorzalion w
bevmination of
B iF e g

iy CRBONT AR WA UNOWVIEBNG ENGT thig
¥ account information or
ansaction will occur and

# el Business oy, | caveily
Bhat [ a0 setfovined user of this credil cand/debdt card and will nof dispode Dhess scheduled ransactions wilh ry Bank or credlt cavd
company; 50 long &5 the IFANSICHONS COMBSPONG L0 the fanms inakcated in this authorization form.

% Uk ST SO 10 vild 1M CRCEOUT Droceds,
e il

clades fall on u\.nmer o o e ay, | s rand i

2. Enter the requested information.

3. Select Continue to make the one-time credit card payment.

To pay all future invoices with a credit card, see Edit Billing Information for more information.

Edit Billing Information

The Edit Billing Information screen allows you to update your billing type from invoice billing to
credit card. You can also make changes to your billing address.

Update Billing Type

Use the Update Billing Type to make a change to how your ShareFile bill is paid.

1. Navigate to From ShareFile, navigate to Settings > Admin Settings > Billing > Edit Billing Info.
2. In the Update Billing Type section, select Switch to Credit Card.

The Update Billing Type screen displays.
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£x ShareFile Q) e e o
A Cvaniee Eueh v e Filling intormanio
moguedomeson | pdate Billing Type
Company Acoountinfo
Enter credit card detads to switch to credit card payments. The card will nof be verified and nof charged

Biling u

_ Credit Card Verification

Aszepts & BENg

Nofieations

Enbar cracit cand detali Tor varification
it Bing réa
Erter Cawrd Dtads

Update vour Plan

Ao AT

, )

Advarced Preferences

3. Select Enter Card Details.

The Enter Card Details pop-up displays.

Enter Card Details X

Payment details visa @

*Indicates a required figid

Card number* X Cardholders name*

[ | [John Doe |
Enter a valid card number

Expiry date* Security code*

3 digits on the back of the card o
BAR —
[om [ ] (I | iiabibiod wonpebioh

Contact details +
jehndoe@  :.com

autfscvine reguiay schaciuled churges in the amount agreed 1o vid ihe chackoul process; bo my creail card and undeveland thar this
autharization will remaka in affect watil F cancad it in writing. | agres to notify Citrlx in writing of sy changes in my account infiormation or
tevmmination of this Jcthorization 3¢ kesst 15 days prior 10 Bhe naxt bling oate. | understand that e recurring transsction will oocur snd
AL IF B DT RO AN O B W OF RO, | LMV ETING] ML (P DURTINES A D SORCUTBOl O 1MW T BUSINGES oY, | SavEily
Bl [ 0 gedforined user of Lhis Credil cand/det! cavd and will nod dispede [hedss scheduled Eransaclions will riy bank or oredit card
company; 50 long »s the iransactions cormespond do The fenms indicaled in this authorization form.

4. Select Continue to go back to the Edit billing information screen to receive confirmation of
the change.

Q < Heip g Sgn o

Edit billing information ) Uited 1 sitcerration,

WD et v LB 10 T e e Ty D
spfiactesimmaciately Puns Sow up b0 $4 hourtor any
charges K s Esos

il type

Couclt el et i 1734 o
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Update Billing Address

Use the Update Billing Address to make changes to your billing address.

1. Navigate to From ShareFile, navigate to Settings > Admin Settings > Billing > Edit Billing Info.
2. In the Update Billing Address section, select enter the new billing address information.

3. Select Save.

Cancel account
How to cancel your account

Use the following directions to cancel your ShareFile account.

1. In ShareFile, navigate Settings > Admin Settings > Billing.
2. Under Billing select Cancel Account.
The Cancel Account verification screen displays.

3. Verify you want to cancel by selecting Continue Cancellation.
Notes:

+ Cancelling the account requires an Employee user with the request plan changes permis-
sion.

+ ShareFile accounts are set to auto renew. To avoid being charged for an unwanted renewal,
cancellation must be completed prior to the renewal date.

« Once cancelled, Admins and Clients can login for 30 days; afterwards, only the account
owner can login to reactivate the account.

Security

April 4,2024

Password requirements

You can control password requirements for users here. By default, all passwords must contain at least
8 characters, containing at least 1 number, 1 upper case letter, and 1 lower case letter.
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To create other password requirements for your users, fill out the form on this page. Any changes you
make go into effect the next time a user changes their password.

For all users, passwords:

+ Must contain a minimum of 8 characters with a maximum number of 50 characters.

« Must contain 1 upper case and 1 lower case letter.

« Must contain at least 1 number.

« Must contain at least 1 of these special characters: ' # $ % » & x ( )- _ + =/ . ?
N1 ] "~et

« Can’t be the same as their last 25 passwords.

Forced Password Reset

In response to an increase in internet-account credential (user name and password) theft, ShareFile
might require a password reset and will continue to incorporate a regularly scheduled forced pass-
word reset into our normal operating procedures.

Login and security policy
Trusted domains

You can enter one or more domains to allow iframe embedding and Cross-Origin Resource Sharing
(CORS).

Two-step verification

Two-step verification uses your phone to provide an extra layer of security for your user name. After
you sign in, you’re asked to enter a verification code that is sent to your phone using a text message
(SMS) or voice call. Supported Authenticator apps like Google and Microsoft can be used as an option
instead of your usual password.

Notes:

« Two-step verification is enforced for all employee users in all ShareFile accounts.

« Admins who prefer to disable the two-step verification enforcement for employee users
can opt out of this enforcement by selecting Complete Opt-Out Waiver on the Two-step
verification pop-up. This disables the enforcement, however, employee users are able to
enable it for themselves to improve the security of their account.

« Client users can use two-step verification even if the admin did not enforce the use of the
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feature.

This feature is available to both Client and Employee users. Two-step verification is supported on iOS
and Android mobile devices.

Some apps require an app-specific password that must be generated each time you want to signin to
the app.

Account lock-out configuration

This allows you to select the number of times a user can enter an invalid password before being locked
out of the account for a specific time period of your choosing.

Terms and conditions

Terms and conditions can be added to the sign-in page for customers. We recommend that single
sign-on customers also implement the terms and conditions on their sign-in page for full coverage.
You have the option of including customizable terms and conditions that must be accepted to indicate
compliance with the terms before entering the account. Contact ShareFile Support for assistance with
adding terms to your sign-in page.

Users with the Admin Account Policies permission can request Terms and Conditions to be added.

IP restrictions

Use IP restrictions to restrict where your users can sign in to your account. contact ShareFile Support
to set IP restrictions.

Authentication

Inactive users can be signed out of the account after a chosen duration of inactivity. By default, this
durationis set to 1 hour.

OAuth tokens are used by apps and the API to authenticate. After the period selected here, users will
be required to reauthenticate with all apps. If set to Never, OAuth tokens can still be manually expired
through My Connections under Personal Settings, or by an administrator on the user’s profile page
using the Users menu.
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Limitations

+ This feature isn’t available for trial accounts.
+ This feature can’t be used with company credentials or a custom sign-in page.

Two-step verification

Q Two-step verification is enabled.
Two-step verification allows users to setup a phone number to receive a code via SMS or Voice. It also allows users to setup an
authenticator app. Users can enroll a verification method in their Personal Settings.

Two-step verification is required by default for all employee users, if you would like to opt-out of this setting you can fill out a
waiver, then change the setting and click save.

( Complete Opt-Out Waiver )

Require two-step verification

Employee users
[7] Client users

Require two-step verification requires that the user group enrolls and opts in for two-step verifica-
tion. When enabled, the setting is enabled for all Employee Users or Client Users or both. By default,
it is required for all employee users on all ShareFile accounts.

For new users, the activation process requires that the user enter a phone number that is enabled for
text message (SMS) or voice. For existing users, the user is prompted to enter the phone number that
is enabled for text message (SMS) or voice on the next sign-in from the web, desktop, or mobile app.

Device security

You can use these options to control the security level for devices used to access the ShareFile account
by other users. These settings override any individual user preferences.

Modifiable device security settings include:

File self destruct - Determines the number of days without the user logging in or accessing the ac-
count before the account is automatically removed from the mobile device. Self-Destruct occurs even
if the user is offline. Options are: Never, 1, 3, 7, 14, 30, 45, or 60 days. When self-destructis
triggered on a device, users with mobile push notifications enabled might receive a notification refer-
encing a Poison Pill activation.

Require user passcode - Controls whether users are required to enter a 4-digit PIN or a password to
access their content. When set, all content is encrypted. Options are: PIN, Password, or User-Selected
Passcode.
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Enable external applications - Determines whether users can open downloaded files outside of the
ShareFile application.

Enable offline access to files - Controls whether users can see ShareFile content when the device is
offline.

Restrict modified devices - Enabling this restricts users from being able to use ShareFile on a jail-
broken device. ShareFile can’t fully troubleshoot issues encountered by users that have chosen to
jailbreak their device.

Enable automatic login - Determines whether users can opt to save their password on their device.

Device security presets

You can configure each setting individually at the Configure Device Security menu. In addition to a
Custom setting option, ShareFile offers several presets with various differences.

+ Standard

» Secure

« Online Only
« Custom

Super user group

Administrators, also known as super users, are automatically added to all new and existing folders on
a given ShareFile account. Super users permissions include upload, download, delete, and adminis-
trator ability on all folders. Super-user group access to a folder can’t be modified or removed in the
folder access menu. This feature is enabled on your account by default.

Manage a super user group

Management of super users requires the Manage Super User Group membership permission.

Go to Manage > Security > Edit Super User Group.

To add a user, click Add New User.

Select a user from the menu from the list of employees on your account.
Use the checkboxes to select the users you want to add. Click *Add**.
Click Save.

ok wpn =

You can also remove all users from the super user group. The group can be edited by any employee
user with the Allow this user to manage Super User Group admin permission. Super users appear
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in the Folder Access section on each folder. Admin users can choose not to display the group in the
access list.

To hide super users from the Folder Access section, go to Manage > Security > Edit Super User
Group, then select the Hide Super Group from Folder Access List checkbox.

Download or upload alerts can be enabled for the super user group in the folder access menu on a
folder-by-folder basis.

Single sign-on (SSO)

Single sign-on (SSO) can be configured using various IdPs and certain SAML 2.0 or 3.0-based federa-
tion tools using basic, integrated, or forms authentication. This feature is available for Business and
Enterprise plans.

Supported configurations

The following configurations have been tested and are supported for most environments.
» Citrix Endpoint Management
« ADFS 3.0
+ ADFS 4.0 (Windows Server 2016)
» Dual IdP - ADFS and Citrix Endpoint Management
« Citrix Gateway

+ Microsoft Entra ID (Azure AD)

More configurations

These configurations have been successfully configured and tested by our engineering teams. The
following configuration documentation is subject to change due to continued product enhancements
and improvements. The following configuration guides are presented as is:

+ Centrify/Idaptive
« G Suite for Business
« Okta

» Ping-Federate

PingOne / PinglID

« Onelogin
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Note:

ShareFile no longer supports custom logout URLs for the SAML configuration. All users will be
directed to the ShareFile authentication service’s logout page when they sign out. Some of the
above configuration guides may still provide a logout URL, but are no longer necessary.

Data loss prevention

ShareFile integrates with third-party Data Loss Prevention (DLP) systems to identify files that contain
sensitive information. To limit access and sharing of items based their content, enable DLP scanning
on your storage zone controller and then configure the settings on this page.

Enable the Limit access to files based on their content setting if you have one or more private stor-
age zones configured to use a third-party DLP system to scan and classify documents. With this setting
enabled, sharing and access filters are applied to documents based on the results of the DLP scan. Use
the settings on this page to define the sharing and access filters for each classification.

+ Unscanned documents - Allow these actions for documents that your DLP system hasn’t
scanned. This includes all documents stored in ShareFile-managed storage zones or other
storage zones where DLP isn’t enabled.

» Scanned: OK - Allow these actions for documents that your DLP system allowed.

« Scanned: Rejected - Allow these actions for documents that your DLP system rejected because
they contain sensitive data.

For more information on Data Loss Prevention, see Data Loss Prevention.

Connectors

January 30, 2024

Connectors overview

Connectors allow employees to access files and folders stored on a connected on-premises or cloud-
based resource. Users can use the web application and ShareFile apps to view and interact with data
stored in connected locations.

NOTE:

ShareFile is decoupling accounts from Citrix Cloud and Workspace. Files integration is disabled
from Citrix Workspace. Users can download, upload, move, copy, and delete data from within
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the ShareFile web application. For more information see, Decouple your ShareFile account from

your Citrix Workspace.

sharefile_com

Personal Cloud
Connector

Personal Cloud Connectors

sharefile.eu

=8

On-premise Connectors
Client ' .

""""""""""""""" Metwork Storage zone
E Shares controller SharePoint

Connector type Description

Supported services

ShareFile Cloud Connectors Allows ShareFile account users
access to personal cloud-based
data storage services within
ShareFile apps. Users can
download, upload, move, copy,
and delete data within these
connected resources. These
connectors require each user to
authenticate with their service
credentials. Users must and
allow the ShareFile service to
communicate with the
permitted cloud-based service.

Office 365, OneDrive for
Business, SharePoint Online,
Dropbox, Box, OneDrive,
Google Drive
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Connector type

On-premises Connectors

Description

On-premises connectors allow

Supported services

SharePoint sites, collections,

users to access data locations libraries, Network file shares,

within Network file sharesoras Documentum Connector
SharePoint sites. These

connectors require an

additional configuration of

storage zone controllerin a

local environment.

Supported apps

App type Supported

Web app Latest version

Mobile apps i0S, Android, Universal Windows Platform
Desktop apps ShareFile

Connector types

The following connector types can be enabled once:

+ Box

+ Dropbox

+ Google Drive
+ OneDrive

Alternatively, the remaining connectors require additional configuration. The following connector
types can configure multiple connections for user access:

« On-premise connections
« OneDrive for Business

« SharePoint Online

Please note an Office 365 administrator must add the Citrix ShareFile Connector for Office 365 to se-
cure ShareFile service access to Office 365 data.
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Recommendations for using OneDrive for Business connector via ShareFile for
Windows application

Problem

While using the OneDrive for Business connector via the ShareFile for Windows application, a default
Folder and Files setting within the Windows operating system may lead to a large amount of API calls
to the Microsoft Graph API when hovering over files or folders in the Ul to display file size and file
count information.

Recommendations

To avoid a large number of inadvertent calls to the Graph API, ShareFile recommends that you or your
administrator disable the Display file size information in folder tips using the following steps:

1. InWindows Settings navigate to File Explorer Options > View tab > Advanced Settings > Files
and Folders menu.
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File Explorer Options b X

General View  Search
Folder views
_ You can apply this view (such as Detais or Icons)to
i allfolders of this type.

Apply to Folders Reset Folders

Advanced settings:
Files and Folders A
[ Always show icons. never thumbnails
[[] Aiways show menus
] Display file icon on thumbnais
[[] Display file size information in folder tips
[C] Display the full path in the title bar
Hidden files and folders
(@ DonY show hidden files, folders, or drives
(O Show hidden files, folders, and drives

£4 Hide empty drives
[A Hide extensions for known file types
(A Hide folder merge conflicts v
. Restore Defauls
OK Cancel | | Aoply

2. Deselect the Display file size information in folder tips option.
NOTES:

+ This setting drastically reduces your API calls to Microsoft Graph API resulting in optimized
performance of the ShareFile connector. For more information about throttling limits
posed by Microsoft, see Microsoft’s API throttling limits.

+ As a best practice to lessen the complexities, ShareFile recommends avoiding large and
complex folder structures when creating a Connector.

Configuration requirements

+ Personal Cloud Connector access is enabled for a ShareFile account.
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« Existing on-premises storage zone has connector features enabled on the primary storage zone
controller.

+ Employee users with the permission to Create and Manage Connectors have access to Connec-
tor settings in Admin Settings.

« To share files from connectors, Connector Sharing access must be enabled for the ShareFile
account.

» Users with access to Connectors require Use Personal File Box permissions to share files from
Connectors. Files shared from Connectors are copied to the File Box first. Recipients of the
share link or email might not have immediate access to download those files until the copy is
complete.

+ This feature requires ShareFile managed storage zones (cloud storage).

Enable and add connectors for ShareFile users
Note:

Account owners can request to activate this feature on their ShareFile account.

For accounts that have Personal Cloud Connectors features enabled, employee users with the re-
quired permissions to manage and add connectors can open Admin settings > Connectors.

Select Enable or Add from the available connectors.

Connectors
.
i e
b B 1 e cowr B ,
L 8 o
) setiings )
e v
] — N
Adesin Setting = Matwark Shares
@® o <
F— aveDiive for Bestieetts “
[] L PNaAE EHieE n

Manage access to connectors

When enabling and adding a Connector, you grant other users access to the Connector within their
ShareFile account. The user has access to data locations within their own accounts. Local storage
resource determines access-control permissions to those cloud-based data locations.
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You can choose which employee users or distribution groups have access to their cloud-based or on-
premises connector in the Manage Access dialog box. Click Save or Skip when done adding users. If
you select skip, only the user that creates the connector, and the Super User Group, have access to

the connector.

Manage Access

o Create Mew Liser 'ﬁ:' Super Users

Add an on-premises SharePoint, Network File share, or Documentum Connector

Note:
An existing storage zone with Network Share or SharePoint connector features enabled is re-
quired to add on-premises connectors. For more information, see Create and manage storage

zone connectors.

Employee users must have the permissions to Create and Manage Connectors and Create root-level

folders to add on-premises connectors.

1. Navigate to Admin Settings > Connectors and then select Add next to Network Share or Share-
Point connector. Please note that if you are using Citrix Cloud these settings are found in Con-

tent Collaboration > Manage > Connectors.

2. Within the Add Connector dialog box, enter the display name for the Connector. Connectors
must have a unique name and not one currently used on the account.
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Add Connector e Add Connector
Name: Mame:
Shared Drive SharePoint Site
Zone: (%) Zone: (@)
QA LAB e QA LAB
Path: Site
VWserverl\sharedPath http://sharepoint.company.net/sites

Continue Continue

3. You can choose the on-premises zone that is local to the Network Share or SharePoint site.
Note:

The zone must either be in the same domain or have a trust relationship with the storage

resource.

4. Enter the path to the Network File Share connector using the UNC Path or enter the Site using
the HTTP or HTTPS URL of the SharePoint site or document library.

Other considerations include:

» Network File shares and SharePoint document libraries will require additional (basic) authen-
tication upon opening the connector. The credentials used to log in to the ShareFile account
might be different than the credentials required to authenticate to the Connector.

+ If both Network File share and SharePoint connectors are configured, note the same credentials
are used to authenticate with SharePoint libraries and Network File shares. If a user needs to
use different credentials to access a connected library or share, the user must log out of their
ShareFile account and close the browser session. When you open the connector, you need to
authenticate using the alternate credentials.

+ Basic Authentication does not support non-ASCII characters. If using localized user names, try
using NTLM or Negotiate authentication.
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« Due to a known Microsoft Issue, Network File share connectors cannot be accessed from the
Microsoft Edge browser when utilizing a Citrix ADC for connector authentication.

Enable SharePoint Online Connector

SharePoint Online requires a few additional steps to work properly with ShareFile. Before taking any
action in the ShareFile web application, you need to add the ShareFile app to your SharePoint Online
site.

First, add the ShareFile App to your SharePoint Online site.

Navigate to this site where you replace the <Tenant> with your company/tenant name:
https://<tenant>.sharepoint.com/_layouts/15/appStore.aspx/appDetail/
WA104379108

Select the Add button, then follow the prompts.

Search the Offsce Stone

ShareFile Connector for
Office 365

Additional purchase may be
required

dick A D

DU SJISE 55 Thit DM Sl DOMCICONS I DTvdly
WL B e Arw e T e e

NOTE:

In order for the app to function properly, please take the required steps to Trust the ShareFile
app when prompted.

Once you have installed the app, navigate to Admin Settings > Connectors to view all Connectors
available for your account.

Select Enable for the SharePoint Online connector. You are prompted to name the Connector and
provide a Site URL.
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Add Connector X

Name:*

SharePoint Online

Siter* (2)

https://mysite-my.sharepoint.com/personal/%

s

Enter the URL path to your OneDrive for Business or SharePoint Online account. Enter the URL as
follows, replacing “mysite”with your own domain/site name and adding the %loginname% wildcard
where indicated. If you do not know your subdomain, you can find it in your web browser when you
sign into OneDrive or SharePoint.

https://mysite-my.sharepoint.com/personal/%loginname%/Documents or
https://.sharepoint.com/SitePages/Home.aspx
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Manage Access

{ s Added users: Remove Al

| o Create New User

224 Super Users
Apply permissions to:

User, ShareFile

Su

-

9 @citrix.com

By adding a user to the access list for a specific Connector, that user is able to use the Connector to

link their account to another data storage service. Select Save to continue.

Alternatively add the Connector app to the respective SharePoint Online account if the above option

does not work.

I - B

Change theme

Office 365 settings

Add a page
Add an app
Site contents

Site settings
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Site contents

Mo Foon e — o
Apps Yiou Can Add

Manage Licenses Apps you Can ManNage  News

Yo Ropuests

SharePoint Storne

ShareFile Connector for
Office 365

8 Office Store
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ShareFile Connector for
Office 365

Additional purchase may be
required
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Notes and limitations

Iltem Description

On-Prem Customer Restrictions Personal Cloud Connectors are supported for
accounts utilizing Customer-Managed storage
zones that are associated with
ShareFile-Managed storage zones. This feature is
not available to accounts with no association to
a ShareFile-Managed storage zone including
on-prem or tenant setups.

Limitation File uploads to Personal Cloud or SharePoint
Online currently have a maximum upload size
of 200 MB per file.

Limitation File uploads to the OneDrive for Business

Connector currently has a maximum upload size
of 16GB.
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Iltem Description

Limitation Connectors must have a unique display name.
Users are blocked from using a connector name
thatis currently in use elsewhere on the account.

Limitation Actions such as browsing folders or downloading
files may fail when using Safari web browser. To
resolve any issues, please ensure cookies are
allowed in your Safari system preferences.

Storage zones

July 18,2023

Storage zone provides administrators the flexibility to choose between ShareFile-managed, secure
cloud storage, or IT-managed storage zones (on-prem) storage within your own data center. In addi-
tion to allowing users the ability to create and manage on-premises storage zones, users also have
the option of utilizing ShareFile-managed storage zones.

For more information about storage zones controller including components, data storage, and more,
see Storage zones controller 5.x.

Managing public storage zones on your account

Administrators can choose to enable a customized subset of ShareFile-managed storage zones on
their account. Storage zones can be viewed at Settings > Admin Settings > StorageZone. From the
storage zones menu, select Citrix Managed.

NOTE:

Contact ShareFile support if you require alternative ShareFile managed zones

From this menu, you can enable or disable specific zones on your account by clicking the check box
to the left of the zone name. You can also edit the alias of a particular public zone by mousing over
the Alias column to the right of the zone title. Edit the alias of a public zone to better suit the users on
your account. In addition to editing your storage zones, you can see your current usage in the Usage
column.
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Selecting the default storage zone for a user

Account administrators can do the following:

+ designate the default storage zone for a specific user on their account
+ allow the user to create and manage storage zones

+ allow the user to select a zone when creating a root-level folder.
Use the following steps to set up a user.

1. To modify the settings for a user on your account, navigate to People > Browse Employees.

2. Locate the user you would like to modify using the Browse or Search function, then use the
Manage icon to open the user’s profile page.

3. In the Employee User Settings section of the user page, use the Storage Location menu to
choose the user’s default storage zone.

4. In the User Access section, you can choose to allow the user the ability to create and manage
zones by clicking the check box to the left of Creates and manage StorageZone.

5. Inthe User Access section, if you want your user to have the ability to select a zone when creat-
ing a root-level folder, click the check box for Create and manage StorageZone.

6. Once you have finished managing your user’s storage zone and permissions, select Save
Changes.

Enabling Limit access to files based on their content

Enable the Limit access to files based on their content setting if you have one or more private stor-
age zones configured to use a third party DLP system to scan and classify documents. With this setting
enabled, sharing and access filters are applied to documents based on the results of the DLP scan. Use
the settings on this page to define the sharing and access filters for each classification.

« Unscanned documents - Allow these actions for documents that your DLP system has not
scanned. This includes all documents stored in ShareFile-managed storage zones or other stor-
age zones where DLP is not enabled.

+ Scanned: OK - Allow these actions for documents that your DLP system accepted.

+ Scanned: Rejected - Allow these actions for documents that your DLP system rejected because
they contain sensitive data.

Advanced preferences

March 22,2024
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Email Settings
Send e-mails from

Some email services reject messages sent using the ShareFile mail server or flag the messages as
spam. If you are getting any reports of email delivery problems, setting the preference to user send-
ing message might resolve the issue. Once the preference is set, the name of the user sending the
message appears in the From field and that user’s email address is used when the message recipient
replies to the message. This option might trigger message rejection as well, so do not use this option
unless you are experience deliverability issues.

SMTP Server

By default, system notifications are sent from ShareFile mail servers to clients. At times this might
not be ideal, especially when dealing with recipient mail servers that employ aggressive spam filters
or whitelists. In these cases, setting a custom SMTP server allows you to send system notifications
from your own mail server instead. Once these settings are configured, all emails sent through your
accountare sent through your mail server, instead of ShareFile’s servers. By setting a custom SMTP on
your account, your users recognize your email address as the sender and any failed emails come back
to you. To use a custom SMTP, an employee user must have the Allow this user to modify account-
wide policies permission.

If you use Microsoft Office 365 and would like to utilize custom SMTP, view this set up guide from
Microsoft.

Setting up custom SMTP

1. Navigate to Settings > Admin Settings > Advanced Preferences > Email Settings > SMTP
Server.

2. Click Configure SMTP Settings. The Custom SMTP Configuration page appears.
3. Enter the appropriate information to enable this feature.

Required fields:

« Enable Custom SMTP —This option must be selected if you want to use these settings.

+ Email Address —This is the from email address of sent emails.

« Server —This is the host name of the email server that is used to send emails.

+ Port —This is the port number to be used. Port 25 is the default. The following ports are also
allowed: 26, 443, 465, 587, 2525.

« Username —This is the user name needed to access the server.

« Password —This is the password needed to access the server.
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+ Notify Email on Failure —This email address is sent notices if ShareFile Mail is unable to send
an email with the given settings.

Optional fields:

+ Use SSL —Choose between Implicit, Explicit, or Off.

+ Failback to ShareFile -If selected, messages that fail to send using the custom settings prompt
ShareFile to send future emails through standard email settings.

+ Authentication Method —Select an authentication method here if a particular one is required
by your server.

4, Click Save and Sent Test Email to complete the setup.

Troubleshooting your SMTP setup Email Notifications [ Messages are Delayed - This issue might
occur when you are utilizing certain filter services or programs processing messages on your local
mail servers. Before contacting ShareFile about delays in our system, verify that your messages are
not being delayed by local filter services. One means of verifying that information is to review the full
header details of a message and reviewing the time messages send between services or filters.

Email Notifications /| Messages Do Not Arrive - This issue might occur if you have IP restrictions
or policies on your local mail servers. See Firewall configuration to ensure you have whitelisted the
custom SMTP IPs. Likewise, review your mail server authentication methods to ensure that ShareFile
can communicate with your servers.

Too many connections from your host - This issue might occur when you have exceeded the max-
imum allowed connections on your SMTP server. To resolve this, you must update or increase your
maximum allowed connections in your SMTP configuration, or use consolidated notifications to limit
the number of connections you receive on a typical basis.

Notify users of their own activity

By default, even if a user has upload or download notifications for a folder, they do not receive no-
tifications about their own activity in those folders. Enabling this option causes users with folder
notifications set to receive updates about their own activity.

Upload Receipts

After enabling this setting, Request a File links that require recipients to enter their name and email
before uploading emails a receipt email to the person uploading afile. Only request links that require
name and email send upload receipts.
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Email Notifications

When you set upload or download notifications for certain users on folders, users receive notifications
about the uploads or downloads in real time by default. Users can change this default behavior by
clicking the Personal Settings link in their account. However, if you want to set a default value for
this setting for all users on your account, you can do so using this setting.

Changing this setting does not affect existing users in the system. It is only applied to newly created
users. You can update this setting for individual users at their individual profile page.

Users can receive email notifications in the following languages: English, German, Spanish, French,
Dutch, Japanese, or Portuguese.

Q&A Email Text

This feature determines whether the Folder Q&A feature sends the text of the questions and answersin
the body of the notification emails. When set to no, the emails do not contain the question or answer
text, but do include a link to sign in and view that information instead.

Encrypted Email

This option is used to enable the encrypted email feature. Setting the option to No prevents users
from sending or responding to encrypted email messages.

Secondary Email Addresses

By default, all users on the account can configure a secondary email address for their profile. Setting
the value to No removes the ability to configure a second email address for all users, including both
employees and clients.

Permissions
Client Shares

By default, all clients who have download access to a particular folder have a Send button that al-
lows them to send any of the files in the folder to a third-party recipient. However, in some use cases,
companies do not want clients to be able to send files to third-parties, even though the client can
download the files and send them to third-parties outside of the system. If Yes is selected, the Share
button appears for clients inside all folders. If No is selected, the Share button only appears for em-
ployee users.
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Folder Access List

To enable Folder Access List, navigate to Settings > Admin Settings > Advanced Preferences > Per-
missions then select Yes to Show “People on this Folder’tab to non-administrators.”

When enabled, all users will be able to see the Folder Access List for folders they have access to. Oth-
erwise, only users with Administrative rights on the folder will be able to see the list of other users for
the folder.

File settings

Use File Settings to configure the following items:

+ Share settings

+ Request settings

+ Set the Default Retention policy
« Enable Sorting

+ Enable Versioning

Share Settings

The following provides ShareFile admins with the information necessary to manage the Anyone (pub-
lic) and Anyone (public, must enter name and email) default share link options.

Access and manage your share settings by navigating from your ShareFile dashboard to Admin set-
tings > Advanced Preferences > File Settings > Share settings.

I
Share settings

Available parmissions
Choose who users are able to share files with.

[ Anyone (pubsic)

Armyone (pubic, must enter a name and email)
H chient and emplayes usars (after signing in)
B Employes users (after signing in)

Default settings

Choose what will be selected by default when users share files.
Defauli parmissions

After 30 ¢ -
Macimiem access expiration perisd Aftes 30 days bt
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Request settings

The following provides ShareFile admins with the information necessary to manage the Anyone (pub-
lic) and Anyone (public, must enter name and email) default request link options.

Access and manage your request settings by navigating from your ShareFile dashboard to Admin set-
tings > Advanced Preferences > File Settings > Request settings.

Request settings

Avnllable permissions
Choose who users ane able to request files from.

Aryons [public)

E AI“IUI'IE (public, must enter a name and ama |:I

[ chient and employes users (after signing in)

[ Employes users (after signing in}

Dofault settings

Choose what will ba sslected by default when users reguest files

s . Ao (public, must enter a name and emall o
Default parmissions o (bl X er @ nam and email)

- s e After T days o
Maxirmum access expiration period far 7 s

Retention policy

For accounts on the Professional plan and higher, the File Retention policy causes files to automati-
cally be deleted some days after they are uploaded. This option can be configured separately for each
root-level folder in the system. This setting determines the default file retention policy used when a
new root-level folder is created. Never is the default value.

Sorting

By default, files and folders are displayed so that the most recent items are listed first. Users can
choose a different order for files and folders by clicking the Title, MB, Uploader, or Creator headings.
ShareFile remembers the order that they choose and uses this option to display files in the same order
within that folder in the future. You can choose a different order in which files and folders display. To
do so, choose a category to use to display files and whether they are to be displayed in Ascending or
Descending order.
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Versioning

If Yes is marked, when a user uploads a file to a folder that already contains a file with the same name,
both versions of the file are saved so you can follow the progress of the file and prevent any data loss
from overwriting. If No is chosen, uploading a file with the same name as an existing file causes the
system to overwrite the older version of the file on your account.

You can set a maximum number of versions of files that the system saves. For example, if you choose
to save up to 10 versions of a file, and you have 10 versions of a file stored on your account, any new
uploads cause the oldest version of the file to be deleted.

Editing

When using Microsoft Office Online for viewing and editing, Office Online keeps a temporary copy of
the file being viewed and edited for the purposes of rendering and making changes to the file. It is
recommended that all administrators communicate this information to users along with reviewing
the Microsoft Terms of Use and Privacy Policy. An Office 365 subscription is required for editing.

For more information on Microsoft Office previewing and editing, see Co-editing in ShareFile.

Cloud rendering

If Cloud Rendering is enabled, ShareFile keeps a temporary copy of the files (images, audio, PDFs)
involved in your workflow.

When the workflow completes, ShareFile moves thefiles to the selected on-prem folder. If a user views
any file related to a completed workflow, ShareFile makes a temporary copy of the file from on-prem
to the ShareFile cloud cache. Afileis available for up to one week in the cloud cache after the last time
the file is viewed.

If Cloud Rendering is disabled, users are not able to use Feedback and Approval or Custom Workflow
features with files stored on a customer managed storage zone. It is recommended that all administra-
tors communicate this information to their users along with reviewing the ShareFile End User Services
Agreement and Privacy Policy.

Enable ShareFile tools

You can enable or disable access to individual apps and tools on your account. Any changes in this
menu impact all users on the account.

Show Apps Page in Navigation Bar allows the Apps link to be present in the upper right corner of
your account. You can customize which tools are shown in this list. You can enable or disable the
tools listed in this menu.
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Folder templates

This tool allows you to create a default set of subfolders that can be added to new or existing folders
on your account to allow for easy folder structure setup when the same subfolders are frequently
used. An example of this is if you have separate folders for specific projects or clients on your account
and information in each folder is always organized into the same subfolder categories. Applying a
folder template to the folder automatically creates the default subfolders within the selected folder
to streamline folder setup.

Important:

+ Folders associated with a template cannot be deleted until the template association has
been removed.

+ Folder template features rely on permissions that users must be granted.

+ When deleting a subfolder from the folder template, all instances of that folder within your
account and all files contained within said folders are deleted. Folders deleted from a
change to the template can be restored from the Recycle Bin.

Limitations

Users with a large amount of folders or deeply nested folder structures might not be able to apply
folder templates to subfolders in bulk or rename existing folders in bulk.

There might be a delay while ShareFile processes template changes across your account. If you are
editing templates that have been associated with many folders on your account, allow the web app
time to process these changes before navigating away from the folder template menu.

Instructions

Create folder template To create a template, navigate to Settings > Admin Settings > Advanced
Preferences > Folder Templates.

You can enter a name for this template which allows you to identify the template if you set up more
than one on the system. This title is not displayed in the folder screen. You can also enter a descrip-
tion which is displayed on the Dynamic Folder Templates page to help you further identify a specific
template, if you create more than one on your account. When you are done, click Create Template.

On the next screen, click the title of your template to highlight it, and then click Add Folder. You can
set up as many subfolders as you would like. To create a subfolder of a folder in the template, you
can click the name of the folder that the new subfolder will be in, then click Add Folder. Once you are
done, click Finish.
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Add a template during folder creation You can add a template when creating a folder. To do so,
create a folder and use the Apply Template drop-down menu to apply a folder template. When you
create the folder, the subfolders in the template are automatically set up inside the new folder.

You can also use a template to add subfolders to a folder that you have already created. To do so, nav-
igate to the folder you want to modify and hover your mouse over the drop-down menu carat directly
to the right of the folder’s name, then click Edit Folder Options. In the folder template section, apply
a template from the drop-down menu. To remove a template from a given subfolder, check the Do
not use a folder template option in the menu.

Apply folder templates to subfoldersin bulk You can apply folder templates to subfolders in bulk.
You must be an Employee user with the Allow this user to edit folder templates permission. You
must also be a member of the super user group to use the Apply Templates to Folder button.

To apply templates, click Settings > Admin Settings > Advanced Preferences > Folder Templates.
Locate the template you want to apply in bulk and click the Apply To Folders icon. At the menu, you
can designate which folder you want to apply the template to. The template is then applied to all
subfolders within the folder you choose. Once you have selected the folder, click Apply. Depending
onyour template, you might see a status screen as your templates are applied. Click Apply to finish.

Folder template permission requirements To create folder templates, you must be an employee
user with the Allow this user to edit folder templates permission enabled. You must also have ac-
cess to set up root level folders on the account or have upload permissions in one or more folders
where you can add subfolders.

To apply folder templates to subfolders in bulk, you must be an employee user with the Allow this
user to edit folder templates permission enabled. You must also be a member of the Super User
Group to use the Apply Templates to Folder button.

To apply a template to a folder, you must have Admin permissions on a folder to access the Advanced
Folder Settings menu where you can view template association.

To edit or delete a folder associated with a template, you must first remove the template association.
To do so, navigate to the folder in question and click the Advanced Folder Options using the drop-
down menu beside the folder name. In the menu, scroll down to the folder template section and click
Remove Association. You can now able to edit and delete the folder.

When deleting a subfolder from the folder template, all instances of that folder within your account
and all files contained within the folders are deleted. Folders deleted from a change to the template
can be restored from the Recycle Bin.
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Remote Upload Forms

Remote Upload Forms let you place HTML code on your website that allows visitors to upload files
from your website directly into your account. You can specify the folder that uploaded files get saved
to, and what additional information to collect from the person uploading files.

Warning:

ShareFile does not provide extra code or advice beyond the provided sample. ShareFile cannot
provide customer support for remote upload form code that has been modified beyond the tem-
plate generated in the web application at the time of creation.

Users must be an employee user with the “Manage Remote Upload Forms”permission to create a re-
mote upload form.

You can create a form in the ShareFile console by going to Settings > Admin Settings > Advanced
Preferences > Remote Upload Forms, then clicking Add New Form.

Adding a new form

Form Description: This is the name of the form in the remote upload wizard page of your account.
This name is not be shown on the form itself.

Choose Destination: Choose whether to store uploaded files in a specific Folder or a File Drop. If the
File Drops feature is enabled on your account, you can designate a created File Drop as the upload
destination. When choosing the File Drop option, use the list to choose from a list of File Drops that
you have already created.

Choose Upload Folder: Choose the folder where you want uploaded files to be stored. This folder
must be a folder in the Shared Folders section of your account. If this folder has not been created yet,
you must create it before using the remote upload wizard.

Return users to: When a website is correctly entered into this field, a user that has uploaded a file to
the Remote Upload Form is taken to the website chosen. Note that any address in this field requires
https:// tofunction properly.

Request Uploader Info: When checked, users must enter their email, first and last name, and com-
pany before adding files to the form. If this box is not checked, uploaders appear as Anonymous.

Custom Fields: You can add more fields using the + Add Custom Field option. You have the option of
marking these fields as required.

Once you have completed the form, click Save and Get Code. You can then copy the raw HTML iframe
for your Remote Upload Form.

This code remains available in the Remote Upload Forms section of your account. You can retrieve
it by clicking the View Code icon, or delete it from the list by choosing the Remove icon.
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FAQ for Remote Uploads for FINRA enabled accounts

There are a few differences when creating a Remote Upload Form for an account that has FINRA
Archiving enabled account.

When creating a Remote Upload Form on an Archiving enabled account, why is the Add Custom
Field(s) option not available?

This is intentional.

After generating the code for the Remote Upload Form with uploader information required,
the page only has the upload space but no fields to enter uploader Information?

Thisisintentional. FINRA policy requires all content on an archiving account to be static. Those fields
are added to the notes of a file, so they would not be static.

Those fields are not valid for archiving enabled accounts because they are not in compliance.

File drops

If the File Drops feature is enabled on your account, you can designate a created File Drop as the
upload destination. When choosing the File Drop option, use the list to choose from a list of File Drops
that you have already created. See File Drops for more information.

Folders

March 22,2023

Assigning folders and setting permissions

You can customize your new employee’s User Access and File settings. Depending on your account or
plan and your own permissions, certain permissions might not be visible or applicable. User Access
settings are typical access and feature-based permissions you can use to manage your employee’s
access and abilities on the account.
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Folder limitations

Users with a large amount of folders or deeply nested folder structures might not be able to apply
folder templates to subfolders in bulk or rename existing folders in bulk.

There might be a delay while ShareFile processes template changes across your account. If you are
editing templates that have been associated with many folders on your account, allow the web app
time to process these changes before navigating away from the folder template menu.

Personal Folders

As an employee user, you have Personal Folders in your assigned ShareFile account. By default, you
can upload and download files from this folder. You can also create subfolders inside this folder and
add other users to those subfolders with the permissions you desire.

Notes:

+ Personal Folders are named with email address of the user at time of first login.
« Thisis not synchronized with the users email address if changed and changing the name of

the folder is not supported.

Shared Folders

Shared Folders contains all folders (created by you or other users) that you have access to. This is
considered the root of the entire account.

Accessing another user’s personal folders
Requirements

+ Employee user with the following administrative permissions enabled:

- People: Manage employees

- Company Account Info: Access reporting

Instructions to access another’s personal folders

1. Goto People > Manage Users > Browse Employees.
2. Select the Manage icon to the right of the user’s name.

3. Select View folders and activity logs.
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Note:

 As a super user, you can upload and download files as well as manage user access on any
subfolders.

+ You can make any subfolder a favorite folder for easy access through the Favorites tab in
the future.

Use personal File Box

The File Box is a personal storage space where employees can store files for a limited period. This
space is not generally a collaborative or shared space, although some users might be given access to
see other employee’s File Boxes.

Note:

If you do choose to take away a user’s access to the File Box, they are not able to use any email
plug-in tool or add files from their computer when creating a Share message or Link.

See File Box for more information.

File Box

October 4, 2023
File Box allows you to temporarily store your files when sending or requesting files.

File Box allows the employee user to receive files directly from visitors when a designated link from
File Drops is created. For more information, see File Drops.

Notes:

 The File Box adheres to the account-wide Retention Policy. If no account-wide retention
policy has been set, the File Box will adhere to a default retention policy of 6 months (180
days).

+ To store files for a longer period, use Move to store your files in a permanent folder.

« Thecurrentretention policy of your File Boxis displayed toward the top of the File Box menu
in ShareFile.

« Ifyou choose to take away a user’s access to the File Box, they are not able to use any email
plug-in tool or add files from their computer when creating a share message or link.
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Prerequisites

In order to use a File Box, you must have the Use personal File Box permission. If you do not have
access to the File Box, please contact your ShareFile administrator.

TIPS:

« The retention policy for File Box is account wide and cannot be changed per user.

+ File Box does not support versioning of files which means files cannot have multiple ver-
sions.

« Files with the same name can be uploaded to File Box and will not overwrite the existing
files. Both files will exist as separate entities.

Accessing your File Box

To access your File Box, navigate to Folders > File Box.

File Drops

January 6, 2023

When enabled, a file drop link allows you to designate a created File Drop as the upload destination.
Once created, this link allows visitors to select an employee user on your account and drop files into
the employee users File Box.

When choosing the File Drops option, use the list to choose from a list that you previously created.

Note:

While this feature generates a URL you can use on your website, ShareFile does not provide ad-
ditional code or advice beyond the provided URL.

Create File Drop

The following information provides the steps necessary to create a File Drop in ShareFile.

1. Navigate to Settings > Admin Settings > Advanced Preferences > File Drops.

2. Select Create New File Drop.
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Create File Drop X

First, choose a name for the File Drop, After this step, you will be taken to a page
whire you can add members to the Fila Drop.

File Drop Mame: *

B Select recipient fram drop-down list (2
B Require user information (%)
] Make public &

Create File Drop

3. Enter a name for the File Drop then select Create File Drop.

4. Select recipients. Use search to find employee users.

1 Search Employees

M & Email

0 =

0O e

m TE  Employee, Test employeel23@sharefile.com

=l -

B select recipient from drop-down list (7
B Require user information
[ Make public &

Save Changes Cancel

Note:

Select Make public to make this filedrop accessible from your ShareFile subdomain
(https://yourcompany.sharefile.com/filedrop).

5. Select Save Changes to complete the creation of the file drop.
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For more information, see File Box.

Managing File Drops
Existing File Drops can be viewed and changed by navigating to Settings > Admin Settings > Ad-
vanced Preferences > File Drops.

To remove a previously created File Drop, select the check box next to the File Drop and click the
Delete Selected File Drops button.

To view the URL that the individual File Drop is accessible from, click the corresponding icon under
the Direct Link column.

Integrate with Remote Upload Forms

Remote Upload Forms let you place HTML code on your web site that allows visitors to upload files
from your web site directly into your account. You can specify the folder that uploaded files are saved
to and what additional information to collect from the person uploading files.

Navigate to Settings > Admin Settings > Advanced Preferences > Remote Upload Forms to create
a new form. For more information, see Remote Upload Form.

People settings

March 21,2024

Manage Users Home

Utilize manage users to do the following:

« Search for users including employee and client users.

+ Create employee users and set access to folders, storage locations, and add to distribution
groups.

+ Create client users and set access to folders and distribution groups.

Search Users

Use the search function to find existing employee or client users.
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Create New Users

New users for the ShareFile account can be created as either an employee user or a client user.

Create Employee An employee user is an internal user within your company. Employee users are
granted awide range of permissions and access to your account. Creating an employee user consumes
an employee license.

Requirements to create an employee user

« The manage employee users permission.
+ Employee users can only grant or revoke permissions that they themselves have been granted.
« Only account administrators can delete users from the system.

An email address can only be associated with ONE user at a time. You cannot use the same email
address for multiple users.

To create an employee, go to People > Manage Users Home in ShareFile. Use the Create Employee
button to begin creating an employee user.

Type your user’s name, email address, and company info. Depending on your account type, you can
customize the user’s individual bandwidth limit.

You can customize your new employee’s User Access and File settings. Depending on your account or
plan and your own permissions, certain permissions might not be visible or applicable. User Access
settings are typical access and feature-based permissions you can use to manage your employee’s
access and abilities on the account.
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You can assign folders to your user, and add the user to Distribution Groups. You can also customize

the user’s permissions to various folders on your account. To grant a user access to a folder, choose
the check box beside the folder name.

Set Folder Permissions X

= BRS_Dctcher 20M8

You can send a Welcome Email to your new user or opt to do so later. This email includes a link to
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activate their new account.

Resend a welcome email or employee activation link When a user is added, they are provided
an activation link (by email or by a link generated and delivered by the creator). If the newly created
user does not access that activation link within 30 days, a new activation link must be sent. When
resending an activation link, the previous activation link is deactivated.

To resend the welcome email containing the activation link

1. In ShareFile, go to Users > Resend Welcome Emails.

2. Enter your user’s email address or name to add them to the To field, or select them from the
Address Book.

3. Customize your email message as needed.

4. Click Send.

Accounts utilizing SAML If you have configured a SAML SSO provider on your account and have
created an employee user without any admin permissions, the user does not see or is not prompted
to change their password within the activation email. Instead, that user is expected to sign in with
their SAML credentials.

Strict employee licensing and company email address By default, you cannot create a client user
with the same email suffix as your company (ex: johndoe@company . com). This option is designed
to prevent accounts from circumventing employee licensing requirements.

Admins receive an email notification that allows them to review and approve the user creation re-
quest.

Manage employee permissions

ShareFile permissions are designed to give you granular control of your account and the permissions
of your users.

Requirements to modify permissions

+ The delegate administrator privileges to other employee users permission or Manage Em-
ployee Users permission.
« Employee users might only give or edit the permissions that they themselves have been given.
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How to manage permissions

1. In ShareFile, go to Users > Manage Users Home.

2. Browse or search for your user. Choose the user or the Manage icon on the right to open the
user profile.

3. Change permissions as needed, then Save.

Default employee permissions When creatingan employee, the following permissions are granted
by default. You can change these settings during the user creation process.

User Access W

Calget Al Ragtors Dedmyls

BCOESS COMPANy Bocount permessions (2

B Creete roat-level Folders in *Shared Foldens™
B Lize personal Fils Box (0

Acoess ckher ubers' File Bomes and Sent Ibems
B Send cocuesiig PO E-SipnaiE

Wi 8l & Shgnatung GoCuETesis

Marage &-sqranre emplsses

B hiensge clenis

Marage employees

B Edii Shaved Address Book
Share desiribution groups
Elit other users” shared distribaution groups

Marage Super Lser Group

Note:

A gray setting indicates a permission that the creating user does not have access to or is not
permitted to give to others, so they cannot grant that permission to another user.

Basic information

« Created - Date account is created.
« Email Address - The user’s email address.
First Name

Last Name

Company name
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+ Notifications - Change the user’s default Notification Frequency settings.

+ Default email language - Change the user’s default Email Notification Language.

+ Password - When a user wants to change their password, they can use the Forgot Password
link on the sign-in screen. If the link is not marked, they need to contact an employee who can
manage employee permissions for help with signing in.

« Bandwidth limit - You can choose a maximum monthly bandwidth allowance for the employee.
This limit prevents the employee from personally uploading and downloading more data than
you allow. It also applies to all of their folders, so that they cannot share files with others more
than you would like. Employee bandwidth limits can also affect clients that the employee sup-
ports by limiting how much they can download from the employee’s folders. Bandwidth limits
are used by accounts where employee use might need to be limited to prevent bandwidth over-
ages.

+ Authentication - This setting is offered if the customer is using ShareFile credentials or two-step
verification.

Access personal settings In personal settings, a user can manage their name, company name, and
avatar. They are able to update or change their password on this page if they have the permission to
change their password.

Access Company Account Permissions Advanced Preferences are account-wide settings that can
be turned on or off by an employee user granted the Access Company Account Permissions permis-
sion. These settings can be found at Manage > Advanced Preferences.

Create Client Create an external client with limited access to shared folders.

Requirements to create an external (client) user

+ Any employee user can go to People > Browse Client > Add Client to send an email request to
a prospective client.

« The Manage client users permission.

+ Changingan external (client) email address or deleting an external (client) user from the system
both require the Manage employee users permission.

To create an external (client) user, navigate to Users > Manage Users Home. Select the Create Client.
The Create New Client screen displays.

You can assign folders to your user, and add the user to distribution groups. You can also copy folder
permissions from an existing user to your new one. Using the Copy Folder Access option copies only
folder permissions, not account permissions.
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You can then send a welcome email to your new user, or opt to do so later. This email includes a link
to activate their new account.

Give User Access to Folders You can also create a client user from the Add People to Folder menu.
A client user is created if you add an individual to a folder that is not currently a member of your
account.

Click the name of the folder where you would like to grant the new user access.

Access the People tab or the folder access menu.

Click the Add People to Folder button.

Click Create New User to add a client user to your account with access to this specific folder.

ok 0w Dd

The user’s email address, first name, and last name are required. The user is created as a client
user and added to the list of users in the pane on the left.

6. Check the Notify Added Users option in the bottom right.

7. Save the changes. Your user then receives an email notification that they have been added to
the folder and must activate their account.

Send to specific people Send to specific people allows you to send your files using ShareFile email
system. With this method, the recipient receives an email message containing a secure link to down-
load the files. You can send a file stored on your account, or send a file stored on your computer.

See Send to specific people for more information.
Browse Employees

From ShareFile, click People > Browse Employees and locate the employee user. Click their name to
access their profile page.

Browse Clients

From ShareFile, click People > Browse Clients and locate the client user. Click their name to access
their profile page.

Shared Address Book

The Shared Address Book is shared across all employee users. This address book can be accessed
when you are adding users to folders or quickly sending a file.
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Distribution Groups

When setting up a new Distribution Group, users can share the group with all employees. If this per-
mission is enabled, the employee user is able to add more users to a group that has been created on
the system and shared with others.

Resend Welcome Emails
Note:

If you need to resend an existing user an activation email, you will need the Manage employees
or Manage clients permission.

To resend the welcome email containing the activation link:
1. In ShareFile, go to People > Resend Welcome Emails.

Resend Welcome Emails

Tar

2. Enter your user’s email address or name to add them to the To field, or select them from the

address book.
3. Customize your email message as needed.

4, Select Send.

Client users

February 28,2024
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SharefFile provides several ways to add a client user. Client users have limited access to your ShareFile

account based on how they are added and how you set permissions for new clients.

Create Client in Manage Users

ShareFile users can add clients using the following steps from their ShareFile account dashboard.

1. Signinto ShareFile.

#% ShareFile

> Manage Users

Search Users

[E] Poopie “ All Ackdress Bocks

Create How Ussrs \

anage Users Home

Create Employee

Create Client

Create an infemal company emplayee with shared acoess Creabe an external client with kmited access.

2. Select People > Manage Users Home > Create Client.

¥5 ShareFile

Create New Client

Step 1: Basic Information
First Name: Lt Mare * Emrall Addireec
Company:
&) Poove o
Step 2 (Recommended): Give User Access to Folders
Browse Chenty
.
P— .
. (o]
- [
.
i
b

The Create New Client screen displays.
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3. In Step 1: Basic Information enter the information for the client including First Name, Last
Name, Email Address, and Company.

4. In Step 2: Give User Access to Folders select Assignh Folders. See Give User Access to Folders
for more information. Other options include:

» Adding people to a distribution group

+ Copy Folder Access from Existing User - which saves time setting folder access permis-
sions when creating a client. Using the Copy Folder Access option copies only folder per-
missions, not account permissions.

5. Select Create & Continue.

%% ShareFile

Fe ]

MNotify Users
JT

Metsage:

> ve added you to my ShareFie acoount

[B]) Peope

{

[ send me a copy of this emad

\ /

Browse Clients

The Notify Users displays and provides the ability to send a customized Welcome message to
let the client know they are added to your account.

Important:

New clients must verify their email address to have access.

6. Select Notify.

The “Invitation(s) sent successfully”’message displays briefly and the Browse Clients dash-
board screen displays allowing you to review the added client.
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o Imvitationds] sent successully,

Create a client using a shared file link

ShareFile makes it easy to add a client when you share a file. Use the following steps to complete the
process in adding a client when using Share to create a link.

1. Navigate to the file that you want to share in your ShareFile account.

2. Select the file or files that you want to share.

b eciatie

[~ editable - weeopens

D ltems A People °
[m] HaTe & e Lo e =
[m] n emtel-in-sharedie L] S3PM e o »

w ik progect felds for 0 - 0328202 1 s -] w27 2021

[m] ' ShareFia « OMios OnBNg EING - A308 PA0E - MBS0S 000

] H ShareFile - 0ffice Online Editing - Add a Place - Windows 054

Emaid me when a file is: [ Downloaded from this folder Elupdmﬁed:c%

3. Select Share from the menu.
4. Select... to Edit the options for the link.

5. Tocreate a client, under Who can access this link: select Anyone (public, must enter name and
email).

‘Whao can access this link (5

Anrycae (pulnlic, must enter & name and amai S

Anyons [publc)

Anyone [public, must enter a name and email)

Cliant and smployes users (after signing in)
Emphoyes users [after signing in)
TS U TS W SRS U 1

Important:

If you select Anyone (public), the link you send will NOT require the recipient to enter their
name and email and will not create them as a Client once they access the file. Only Anyone
(Public must enter name and email) will create a new client once the recipient signs in
to access the shared file.
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6. Select Copy under the options offered.

B sharefile - o X

Share

E 1. Getting Started.docx Add more items

Users can download after signing in

f{,i;’ e

The Link copied to your clipboard message displays briefly.

7. Use the copied link to share with your email or another communication app.

Shanng an editable ink - Message (...

Options Format Text Review
& B alerg o § [
Encryption = Paste Basic Names Include Tags  Office ;itr'm Citrix View
OHf - x ¢ Textr | - = *  Add-ins Files~  Files | Templates
Citrie Files Clipboard s Add-ins Citrix My Templates

0 The following recipient is outside your organization: SrgusetﬁShareFiteUser.cnm}{

To. SFuser BSharsFlel lser com
Ce...
Send
Subject Sharing an editable link
Hi SFR,

Please utilize the link below to make edits to the document discussed in the meeting.

https:/ sharefile.com/d-sb592 bdad957d4af5hs

Thanks,

aFs

8. Once the recipient accesses the shared file, navigate to People > Browse Clients and select the

recipients name.

9. Under the Basic Information tab you can enter additional information about the client.
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10. Select Save Changes.

11. Selecttheclientagainthen select Email Login Information from the Actions > User-level right-
hand side menu to open the Resend Welcome Emails screen to let the user know they’ve been
added to the account.

Resend Welcome Emails

(AL RT LN

[ send me a copy of this emal

rd Y
L

12. Select Notify.

The “Invitation(s) sent successfully”’message displays briefly and the Browse Clients dash-
board screen displays allowing you to review the added client.

0 mwitationds) sent suncessfily

The recipient receives a message asking them to activate their account.

Create a client by adding them to a folder

You can create a new client by adding a new user to an existing folder in your ShareFile account. Use
the following steps to complete the process by adding a new user to a folder.

1. Inyour ShareFile account, open the folder you want to add a new user to.

2. Select People.
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I~ new sharefile folder using ShareFile for Mag «» ot
Diters A People

{1, Sewvch Foicks uaers

O e

(] e

W Spe e ] o L} o | B
0O & (Feandy Yachts L] ) L] O oo

3. Select Add People to Folder.

The Add People to Folder pop-up displays.

Add People to Folder

Folgier Permigsions
W-‘"w B Dowricad

.
O Deiete

O adtewin

Folder Alarts
) Email users when files ars dowrioaded

[ Emall users when flies are upicaded

= @

B nenty sdded ey [ pply seminga o
Edfit Meusags subloisens

4, Select Create New User.

Add People to Folder

Fodcior Parmissions
B Drwrices

B upioad

O owiese

0 s

Foider Alerts

B A P 8 )

0 rres s s i e ipinaciac)

© @

B ooty wdcten s I ety semey 10
Ecit Mssssce subcisens

W 151 e Shatefiec0m.

5. Enter the information requested for the new user including the required fields for Email Ad-
dress, First Name, and Last Name. Company is optional.
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6. Set the Folder Permission for the new user.
7. Select Notify added users to ensure the new client is notified and can receive an activation link.
8. Use the option to Apply settings to subfolders if necessary.
9. Select Add.
The “People added successfully”’message displays briefly.
10. Navigate to People > Browse Clients and select the person you added to the folder.
11. Under the Basic Information tab you can enter additional information about the client.
12. Select Save Changes.

13. Selecttheclientagain then select Email Login Information from the Actions > User-levelright-
hand side menu to open the Resend Welcome Emails screen to let the user know they’ve been
added to the account.

Resend Welcome Emails

Maessage:

[ send me a copy of this emal

ra Y
L

14. Select Notify.

The “Invitation(s) sent successfully”message displays briefly and the Browse Clients dash-
board screen displays allowing you to review the added client.

| G nvitationds] sent sucoessfully

The recipient receives a message asking them to activate their account.
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Resend a client user activation email

If you need to resend an existing client user an activation email, you will need the permission to Man-
age clients.

To resend the welcome email containing the activation link:

1. In ShareFile, navigate to People > Browse Clients.

2. Search or select the clients name.

3. Select the clients name or the manage icon to open the clients page.
4. Under Actions select Email Login Information.

The Resend Welcome Emails screen displays witht he client name pre-populated.

% ShareFile

@) oo

5. Customize your email message as needed.

6. Select Notify.

Send a client user a password reset email

1. In ShareFile, navigate to People > Browse Clients.
2. Search or select the clients name.
3. Select the clients name or the manage icon to open the clients page.

4, Under Actions select Reset Password.
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Actions

Uzer=level:

Beget two-gtep verification

Folder & Activity:

wiew folders and activity laas
Configurs folder access
Cogy Folder Apcess

Manage connacted apps and devices

The Send Password Reset Email popup displays.

Send Password Reset Email X

This will send an e-mail to -:,.‘ror.—jl oo with & Bk 1o reset thaeir
assword. The link will expire in 30 minutes.

m i

5. Select Send.

Delete a client

Use the following intructions to delete a client.

1. Sign into ShareFile.
2. Navigate to People > Browse clients.

3. Select the manage icon next to the listed client you want to delete.
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2% ShareFile a : v e oot

Browse Clents m

The client screen displays.

%% ShareFile @ searcn fies ana T ——
-

Fese Grams Gt .
[ ——— - 2 editing cag . -

) . ol ki -
gy Db
e A T Cimendty

4. Under Actions select Delete from system.

The Remove Client confirmation screen displays.

ﬂ Remove Client

Are you sure you want to completely delete this user? This process cannot
be reversed,

=

5. Select Continue.

The confirmation banner displays briefly.

The client is no longer in the system.
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Employee users

February 8, 2024

An employee user is an internal user within your company. Employee users may be granted a wide
range of permissions and access to your account.

Requirements & capabilities of an employee user

« The manage employee users permission
+ Employee users may only grant or revoke permissions that they themselves have been granted
« Only account administrators may delete users from the system

An email address can only be associated with ONE user at a time. You cannot use the same email
address for multiple users.

Create an employee user in Manage Users

ShareFile users can add clients using the following steps from their ShareFile account dashboard.

1. Sign into ShareFile.

2. Select People > Manage Users Home > Create Employee.

% ShareFile

Manage Users

Eearch Users

Create Hew Users

B Peosse

Mianage Uivers Home Create Employee Create Client

®

The Create New Employee screen displays.

3. In Step 1: Basic Information enter the information for the client including First Name, Last
Name, Email Address, and Company.
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Create New Employee

Step 1 Basic Information

[First Namae: * Last Noma: = Ermail Address: *

ﬂ Add arther

4. In Step 2: User Settings select the User Access by setting the Users roles and User permissions.
For more information, see User roles and permissions

5. In Step 3: Give User Access to Folders select Assign Folders. See Give User Access to Folders
for more information. Other options include:

+ Adding people to a distribution group

+ Copy Folder Access from Existing User - which saves time setting folder access permis-
sions when creating an employee user. Using the Copy Folder Access option copies only
folder permissions, not account permissions.

6. Select Create & Continue.

¥5 ShareFile

o

Motify Users

JT

Message:

> v adkdad you 1o My ShareFie account

@) poos

{

Browse Employee
[ send me a copy of this emad
Browse Clients

~
Prospedctive Client mr: R |

The Notify Users displays and provides the ability to send a customized Welcome message to
let the employee user know they are added to the account.

7. Select Notify.
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The “Invitation(s) sent successfully”’message displays briefly and the Browse Employees dash-
board screen displays allowing you to review the added employee.

Resend an employee user activation email
If you need to resend an existing user an activation email, you will need the permission to Manage
employees.

To resend the welcome email containing the activation link:

1. In ShareFile, navigate to People > Browse Employees.

2. Search or select the employees name.

3. Select the employees name or the manage icon to open the employees page.
4. Under Actions select Email Login Information.

The Resend Welcome Emails screen displays witht he client name pre-populated.

% ShareFile

@) oo

5. Customize your email message as needed.

6. Select Notify.

Send an employee user a password reset email

1. In ShareFile, navigate to People > Browse Employees.
2. Search or select the employees name.
3. Select the employees name or the manage icon to open the employees page.

4, Under Actions select Reset Password.
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Actions

Uzer-level:
Downorade to client

Delete from all the folders | gwn
Dalets from the System

Lo this usar cut

Add to Groups

Flit PASSWor

Reset two-gtep verification

Folder & Activity:

view folders an hvity loas
Configure folder accass
Cogy Folder Apcess

Manage connected apps and devices

The Send Password Reset Email popup displays.

Send Password Reset Email X

This will send an e—rmail to wtromd eomwith a Enk 1o reset their
assword. The link will expire in 30 minutes.

m i

5. Select Send.

Delete employee users

November 2, 2023

This article explains the process to remove employee users from your ShareFile account.

Requirements

+ Manage employee users permission must be enabled.
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Instructions

1. Navigate to People > Browse Employees.

2. Select the employee user that you want to remove by clicking the Manage icon in the same row
as the employee users name.

3. Under Actions, select Delete from system.

4. When asked to Assign files owned by this employee to:, select yourself or click the X to search
another employee user to own the reassigned items.

5. Select Delete and Reassign.
Tip:

When a user is deleted, the content of their Personal Folders, Shared Folders, and
Projects they owned must be reassigned.

The employee user is now deleted and their files contents are reassigned.

Notes:

+ Deleting a user requires the reassignment of files, folders, and projects to another user.
Share ownership will change to the new assigned user.

+ ShareFile recommends running all necessary user reports before deleting the user from
system.

+ Deleting a user from the system is permanent. Their employee license becomes available
immediately. An employee user that owned several items might take several moments for
the reassignment operation to complete.

+ Once the folders are reassigned, the new owner can delete the folders from Shared Folders.
Personal Folders are titled with the previous employee’s email address.

+ Inbox and Sent message items cannot be deleted.

« File Box, Inbox, and Sent message items of the deleted user reassigned to the user se-
lected.

Distribution Groups

August 21,2023

SharefFile allows you to create Distribution Groups to consolidate users into functional groups for
more efficient account management.
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This feature is useful for managing large groups of users with similar folder access needs.

Prerequisites

Managing Distribution Groups requires the following permissions:

+ Create shared distribution groups

« Edit shared distribution groups

Create a distribution group

The following provides the steps necessary to create a distribution group in ShareFile.
Notes:
« Members added to the Distribution Group will inherit the folder access permissions of the
group.

« Members removed from the Distribution Group will lose the folder access permissions given
to that group.

« Permissions given on a folder to a distribution group will apply to every member. This in-
cludes notifications about downloads and uploads.

1. Once you are signed into your ShareFile account, navigate to People > Distribution Groups.
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2. From the Distribution Group dashboard, select New Group.
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Distribution Groups
HAECDEFGHIJKLMNUF‘DRSTUVWET
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The Create Distribution Group popup displays.

Create Distribution Group

First, choose & rame Sor your destributon group. After ths step, you wil ks
Eabonrt 1y B g welsit you S scd erimbars B o roun

Groug Kam: ©

3. Typein a name for the new distribution group.
Note:

You have the option to Share this distribution group with all employees. The default
selection is No. Select Yes if desired.

4. Select Create Group.
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Create Distribution Group

First. choose a neme for your distribution group. After this step, you will be

taken 1o @ page where you can add members to your group.

Greap Nama: *

My néw ShareFile Distributon Group

Share this distributien greup with sll employess
e O

@

Adding people to a distribution group

The following provides the steps necessary to add people to a distribution group.

1. Once you are signed into your ShareFile account, navigate to People > Distribution Groups.
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2. Select from the exisiting distribution groups to open it.

3. Select Add New

User.
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o Create New User

S

4. Select the find people icon.

The Address book screen displays.
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Address Book Personal Address Book vy

| e
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5. Select the users you want to add then select Add.

6. Select Save to add new users to the distribution group.

@ShareF]le Q) Hep Apws LogOw

2023 Distribution Group | @ Memberis) saded successtully

), Sparch Use ( J( Add From Excel Ak Marer Lisar
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The Member(s) added successfully confirmation message displays.

Adding a distribution group to a folder

The following provides the steps necessary to add a distribution group to a ShareFile folder.
1. From your ShareFile navigate to the folder you want to add a distribution group to then open it.

2. Select the People tab.

S ShareFile Q) s Aoes
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3. Select Add People to Folder.

S ShareFile 8) he fm
«  Dashbomd I Shased Foders 5 1. 3030 Erplye ihirs Roldie
) Feders . = 1-2020 Employee share folder «-: weesopions

Personal Folders ot

B Shared Felders

Ol Sesrch folder users
¢ Fawories

_-;—_. ::nm‘ [l o U .ﬁ-::l ('-::-:.‘.-'..-'.--- :::' (I—'-- mcren Salected

The Add People to Folder popup screen displays.
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4. Select the find peopleicon.

The Address book screen displays.
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5. Select Distribution Groups from the drop-down menu.

Address Book Distribution Group i

a
Maime &
_ £ Files Team

[0 & MyGroup
]

6. Select the distribution group you want to add. Then select Add.

The members of the distribution group you selected now have access to the folder.

Importing multiple users from Excel to a distribution group

The following provides the steps necessary to import multiple users from Excel into a distribution

group

1. Once you are signed into your ShareFile account, navigate to People > Distribution Groups.

2. Select from the exisiting distribution groups to open it.
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3. Select Add From Excel.
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Import Multiple Users
From Excel

Step 1:
To add multiple users, download the template spreadsheet and
add as many users as desired.

Step 2:
Upload the completed Excel Spreadsheet

Choose File | No file chosen

4. Follow the steps listed on the Import Multiple Users From Excel pop-up.

Distribution Group FAQs
How many users can | add to a Distribution Group?

Adistribution group can have a maximum of 2000 users.

I added a user to a folder when they already had access through a Distribution Group. What
permissions apply?

The individual user’s access will override that of his/her group. Example: John Doe has Download
permissions on a folder due to his membership in the Doe Distribution Group. You add John Doe to
the folder manually, and grant him Upload permissions. He will have both Download and Upload
permissions, even though his Distribution Group membership does not include Upload.

How do | generate a Group Membership list?

To generate a membership list for your review, access People > Manage Users or Distribution Groups.
Select the group name to access it. Access the Generate Report drop-down menu and choose Export
Group List. Once the list is generated, a spreadsheet is downloaded to your local computer.
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How do | generate a Folder Access report?

A Folder Access report shows which folders and permissions the Distribution Group has access to.

To generate a folder access report for your review, access People > Manage Users or Distribution

Groups. Select the group name to access it. Access the Generate Report drop-down menu and

choose Folder Access. You can print this list for your records.

User roles and permissions

January 30, 2024

The following information provides descriptions for both user roles and user permissions in Share-

File.

User roles

Userrole

Account owner

Administrator

Super user

User permissions

Description

As the account owner, you have an employee
user type with the highest level of permissions.
This allows you to authorize account-wide
settings and delegate privileges to other
employee administrators. There is only one
account owner role per account.

As a ShareFile administrator, you have an
employee user type with granular administration
privileges on the account. Depending on your
administrator permission, you can authorize
account changes on behalf of the account owner.
As a designated user for the Super User Group,
you have automatic access with full control
(download, upload, delete, and share) to all new
existing folders within a ShareFile account, and
can manage all the account data.
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Permission Type

General

Files and folders

RightSignature

Workflows

People

Company account info

Billing

Connectors

Storage zones

Advanced preferences

Permission name and description

Access company account permissions - Allows
the user to access and change account-wide
permissions.

Allows the user to manage files and folders
including assigning folders and setting
permissions. For more information, see Folders.
This allows electronic signature capabilities such
as send for signature and view electronic
signature documents. For more information, see
Electronic signature.

Access other users’Custom Workflows - Allows
the user to manage Custom Workflows created
by other users.

Allows the user to manage employee users and
clients. For more information, see People
settings.

Allows the user to configure account settings
such as branding, access reports, and other
account tasks. For more information, see
Company account info.

This allows users to review receipts and billing
information. For more information, see Billing.
Connectors allow employees to access files and
folders stored on a connected on-premises or
cloud-based resource. For more information,
see Connectors.

Storage zones controller extends the ShareFile
Software as a Service (SaaS) cloud storage by
providing your ShareFile account with private
data storage. For more information, see Storage
zones.

This allows users to make changes to settings
like email, SMTP servers, and more. For more
information, see Advanced preferences.
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Firewall configuration

March 22,2024
All ShareFile tools use port 443.

Important!

« The inclusion of x.sharefile.io is required for future ShareFile feature releases and
improved functionality. Please update your domain inclusion list by June 30, 2023.

+ Ifyou are notin a managed work environment and do not have access to an IT department,
this inclusion listing is likely not going to impact your experience and no action is needed.

+ For users in a managed network environment, please partner with your IT department to
configure or update your domain inclusion list if needed.

« Sharefile support can allow / deny traffic to Sharefile from specified IP addresses. For more
information, see Restricting users access from specific IP Ranges or Addresses.

« It is the responsibility of your IT department to ensure traffic is originating from the IP(s)
specified.
Domain inclusion list

ShareFile recommends inclusion listing the domains listed when possible.

*.sharefile.com

« *.sf-api.com
*.sharefile.eu

« *.sf-api.eu
*.citrixdata.com

« *.securevdr.com

* sharefileftp.com
* sharefile.io

+ *.pendo.io
« *.harness.io
*.sharefile-webdav.com

*.sharefileconnect.com

*.sf-event.com

*.launchdarkly.com
sf-cv.sharefile.com

sf-rendering.sharefile.com

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 136


https://docs.sharefile.com/en-us/sharefile/configure/restrict.html

ShareFile

« *sf-cdn.net
sf-cv.sharefile.eu

« sf-assets.sharefile.com
« *.novu.co

ShareFile FTP information

DNS Server

ftp-ap.sharefileftp.com ftp-apsel-1
ftp-apsel-2

ftp-br.sharefileftp.com ftp-saeastl-1

ftp-saeast1-2
ftp-ec2.sharefileftp.com ftp-useastl1-1
ftp-useast1-2
ftp-useast1-3
ftp-useast1l-4
ftp-eu.sharefileftp.com ftp-euwest1-1

ftp-euwest1-2

ftp-eu2.sharefileftp.com ftp-eucl-1
ftp-eucl-2

ftp-syd.sharefileftp.com ftp-apse2-1
ftp-apse2-2
ftp-apse2-3

ftp-usw.sharefileftp.com ftp-uswest2-1

ftp-uswest2-2

NOTE:

IP

54.254.202.61
13.251.228.140
52.67.147.208
18.228.76.227
54.208.212.106
54.174.90.77
54.209.86.181
52.6.0.127
54.194.108.219
34.251.100.86
52.28.1.204
18.156.24.20
54.206.19.242
3.105.40.156
13.238.209.232
52.37.175.31
54.69.185.204

+ ShareFile Storagecenter Addresses - A list of IP addresses for our cloud-based storage

centers is available from AWS.

ShareFile Email notification IPs
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ShareFile email notifications name IP address

*.sf-notifications.com 198.37.153.46 or 198.21.0175 (for trial accounts)
mail@sf-notifications.com 167.89.16.23 167.89.16.232
noreply@sf-notifications.com 167.89.16.230 167.89.16.232
sharefile@sf-notifications.com 167.89.16.23 198.37.153.46 167.89.16.230

167.89.16.232

ShareFile Control Plane IP Ranges

Allow traffic to the listed connections in the US and EU Control Plane from your on-premises environ-
ment to communicate with the ShareFile Control Plane.

Example Scenarios:

+ Requests sent to ShareFile from an on-premises storage zone controllers for a health check
and data transfers.

« Users initiating data transfers using ShareFile web, desktop, and mobile tools.

US Control Plane
NOTE:

The latest IP addresses added to this list are identified using bold.

CIDR Notation IP Address Netmask

52.1.177.90/32 52.1.177.90 255.255.255.255
52.3.211.188/32 52.3.211.188 255.255.255.255
52.22.72.157/32 52.22.72.157 255.255.255.255
52.87.3.154/32 52.87.3.154 255.255.255.255
52.200.24.193/32 52.200.24.193 255.255.255.255
52.87.91.51/32 52.87.91.51 255.255.255.255
52.37.219.8/32 52.37.219.8 255.255.255.255
52.37.89.58/32 52.37.89.58 255.255.255.255
52.37.52.41/32 52.37.52.41 255.255.255.255
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CIDR Notation

52.11.136.239/32
52.37.208.125/32
52.37.210.167/32
52.200.24.11/32
52.37.129.37/32
52.6.55.146/32
52.37.243.95/32
3.94.248.86/32
3.213.151.108/32
100.24.163.216/32
100.25.95.239/32
3.218.174.246/32
35.170.240.139/32
3.217.81.52/32
3.208.185.30/32
54.161.218.199/32
34.202.201.239/32
54.196.214.245/32
34.227.203.234/32
54.166.105.254/32
54.163.57.146/32
54.163.57.200/32
3.225.182.160/32
3.86.137.66/32
34.236.102.120/32
34.237.178.245/32
34.237.80.135/32
52.1.74.147/32
52.21.196.12/32

IP Address

52.11.136.239
52.37.208.125
52.37.210.167
52.200.24.11
52.37.129.37
52.6.55.146
52.37.243.95
3.94.248.86
3.213.151.108
100.24.163.216
100.25.95.239
3.218.174.246
35.170.240.139
3.217.81.52
3.208.185.30
54.161.218.199
34.202.201.239
54.196.214.245
34.227.203.234
54.166.105.254
54.163.57.146
54.163.57.200
3.225.182.160
3.86.137.66
34.236.102.120
34.237.178.245
34.237.80.135
52.1.74.147
52.21.196.12

Netmask

255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
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CIDR Notation

52.4.155.245/32
52.45.187.193/32
52.54.145.13/32
52.54.57.222/32
54.156.235.204/32
54.165.232.145/32
54.83.66.127/324
34.203.96.105/32
54.145.88.246/327
54.197.162.63/32
173.199.0.0/18
13.248.193.251/32
76.223.1.166/32
75.2.123.246/32
99.83.158.181/32

EU Control Plane

NOTE:

The latest IP addresses added to this list are identified using bold.

CIDR Notation

52.28.80.248/32
52.28.86.15/32
52.28.93.20/32
52.28.106.33/32
52.28.123.31/32
52.28.123.168/32
52.48.148.82/32

IP Address

52.4.155.245
52.45.187.193
52.54.145.13
52.54.57.222
54.156.235.204
54.165.232.145
54.83.66.127
34.203.96.105
54.145.88.246
54.197.162.63
173.199.0.0-173.199.63.255
13.248.193.251
76.223.1.166
75.2.123.246
99.83.158.181

IP Address

52.28.80.248
52.28.86.15
52.28.93.20
52.28.106.33
52.28.123.31
52.28.123.168
52.48.148.82

Netmask

255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.192.0
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255

Netmask

255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
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CIDR Notation

52.50.40.140/32
52.50.103.48/32
52.50.103.153/32
52.49.128.78/32
52.50.108.81/32
52.50.111.193/32
52.28.124.54/32
52.48.197.157/32
52.28.126.247/32
18.196.153.205/32
35.158.181.96/32
54.93.144.35/32
3.121.15.139/32
3.121.255.90/32
35.157.224.37/32
18.184.195.75/32
35.156.143.205/32
35.156.161.131/32
35.157.201.218/32
35.157.208.120/32
52.28.176.168/32
52.29.102.192/32
52.57.51.106/32
52.28.189.54/32
18.157.252.190/32
18.157.205.75/32
18.156.24.20/32
78.108.112.0/20
13.248.181.201/32

IP Address

52.50.40.140
52.50.103.48
52.50.103.153
52.49.128.78
52.50.108.81
52.50.111.193
52.28.124.54
52.48.197.157
52.28.126.247
18.196.153.205
35.158.181.96
54.93.144.35
3.121.15.139
3.121.255.90
35.157.224.37
18.184.195.75
35.156.143.205
35.156.161.131
35.157.201.218
35.157.208.120
52.28.176.168
52.29.102.192
52.57.51.106
52.28.189.54
18.157.252.190
18.157.205.75
18.156.24.20
78.108.112.0 - 78.108.127.255
13.248.181.201

Netmask

255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.240.0
255.255.255.255
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CIDR Notation

76.223.50.161/32

75.2.122.192/32

99.83.226.161/32

IP Address

76.223.50.161
75.2.122.192
99.83.226.161

Outgoing requests - ShareFile to client

Netmask

255.255.255.255

255.255.255.255

255.255.255.255

Allow traffic to the listed connections in Outgoing requests to your on-premises environment to com-

municate with the ShareFile Control Plane.

Example Scenarios:

+ Requests sent from ShareFile to an on-premises storage zone controllers for data transfers.

Region

us-east-1
(Virgina)
us-west-2
(Oregon)
ap-southeast-
1 (Singapore)

Primary IP1

34.192.163.240

35.165.254.91

13.228.68.164

Primary IP2

34.192.163.223

35.162.215.209

13.228.227.43

Primary IP3

54.211.41.206

44.237.120.142

18.139.119.138

Primary IP4

52.21.5.67

35.82.168.81

18.138.220.132

Primary IP5

34.196.106.20

44.224.210.116

13.213.152.214

ap-southeast-  54.79.79.53 52.65.48.104 54.66.111.206 54.79.31.206 3.105.71.152
2 (Sydney)

ap-northeast- 52.198.62.54 13.113.146.65 35.74.188.226  54.65.210.219 35.74.101.7
1 (Tokyo)

ca-central-1 35.182.98.19 52.60.156.23 3.97.93.96 3.98.50.62 15.222.204.49
(Canada)

eu-central-1 35.156.155.92  35.156.109.86  35.158.91.72 3.67.150.192 18.158.179.99
(Frankfurt)

eu-west-1 52.211.90.91 52.214.90.84 52.212.166.176 54.247.7.102 52.211.87.230
(Ireland)

sa-east-1(Sao 18.231.13.112  54.207.6.242 177.71.235.129 18.230.38.62 18.229.128.2
Paulo)
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Custom SMTP IPs

Allow traffic to the listed connections to your on-premises SMTP servers.

ShareFile to Client SMTP Servers (US)

CIDR Notation IP Address Netmask
23.22.155.226 23.22.155.226 255.255.255.255
52.54.27.154 52.54.27.154 255.255.255.255
52.54.27.2 52.54.27.2 255.255.255.255
34.192.163.240/32 34.192.163.240 255.255.255.255
18.233.29.44/32 18.233.29.44 255.255.255.255

ShareFile to Client SMTP Servers (EU)

CIDR Notation IP Address Netmask
52.59.39.187 52.59.39.187 255.255.255.255
52.59.36.111 52.59.36.111 255.255.255.255
52.59.4.117 52.59.4.117 255.255.255.255
35.156.155.92/32 35.156.155.92 255.255.255.255
35.156.109.86/32 35.156.109.86 255.255.255.255
HIPAA Support

March 21, 2024

Overview

The Health Insurance Portability and Accountability Act of 1996, or “HIPAA,”is a U.S. federal law that
required the creation of national standards to protect patient health information. This includes, for
example, obligations around the confidentiality and security of such data.
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Cloud Software Group, Inc. (“ShareFile”) supports these obligations when storing and sharing data,
and provides various tools to supplement a customer’s compliance efforts under HIPAA. However,
it is the customer’s responsibilty to configure and operate its ShareFile environment appropriately.
Additionally, ShareFileis not a substitute for a customer’s broader compliance obligations. Customers
must have their own an adequate HIPAA program, along with appropriate processes and controls to
ensure compliance throughout their organization.

Adding ShareFile with HIPAA Support

ShareFile with HIPAA support is available only with a ShareFile Premium Account. Additionally, cus-
tomers must accept the ShareFile Business Associate Agreement (BAA). In such case, ShareFile op-
erates as a “Business Associate”of customer, generally a “Covered Entity.”For more information on
these roles, visit The U.S. Dept. of Health and Human Services.

Accepting the Business Associate Agreement
New accounts

A ShareFile customer’s administrator can accept the BAA upon activation of their Premium Account
. Once the account is set up and the required account details are completed, the BAA acceptance
prompt will be displayed. Administrators can view and accept the BAA before accessing the customer’
s ShareFile environment.

Existing accounts

Once a ShareFile account is converted to a Premium Account with HIPAA support, administrators can
clickon Admin Setting ->Admin Overview page, within their ShareFile account. A statementregarding
BAA acceptance will be highlighted where the BAA can be reviewed and accepted directly within the
account.

Administrators can access and review their executed ShareFile BAA at any time via the same Admin
Overview page.

HIPAA Features

Upon in-product acceptance of the ShareFile BAA, customers can immediately feel confident using
ShareFile to process protected health information (PHI) in the HIPAA-supported version of their Share-
File account. Not only do world-class security measures come standard in our products, ShareFlle
also automatically adjusts various features to help support customer’s enhanced obligations under
HIPAA.
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« Public share links - To prevent customers from inadvertently sharing PHI publicly, this feature
is disabled. Administrators may enable this feature.

« Co-edit with Microsoft - This feature requires customer data to be transferred to your Microsoft
environment. ShareFile does not have an agreement with Microsoft and cannot control what
happens to your data once it leaves ShareFile’s system. Administrators may enable this feature.

« 3rd Party integrations and connectors - This feature requires customer data to be transferred
to your environment which is hosted by a third party provider of the integration or connector.
ShareFile does not have an agreement any third party providers of integrations or connectors,
and cannot control what happens to your data once it leaves ShareFile’s system. Administrators
may enable this feature.

« Notifications - Activity notifications (view/download/upload) will notinclude the file name went
sent via email. This is to prevent sharing of PHI that may be inadvertently contained in a file
name. Such notifications will include the file type extension (ex: .doc, .pdf)

Additionally, the following products are not supported for HIPAA product plans:

+ On Prem or “Self-hosted” - ShareFile does not have access to PHI when customers deploy an
on-premises version of the product. For this reason, ShareFile cannot act a business associate
of the customer.

« Customer Managed Encryption Key for Cloud Storage - ShareFile does not have direct access to
PHI where product encryption keys are maintained by the customer. For this reason, ShareFile
cannot act a business associate of the customer.

+ Request Lists - This feature is not currently supported for HIPAA accounts.

« Custom Workflows - This feature is not currently supported for HIPAA accounts.

Integrations

April 1,2024

ShareFile allows you to eliminate manual data entry by automatically syncing prospective client data
with various third-party software packages.

The integration allows users to connect ShareFile to these applications and automate the flow of in-
formation between the two platforms without the need for coding.

Browse integrations in the ShareFile Catalog

Use the following instructions to download third party integrations from the ShareFile Catalog.
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1. Open ShareFile in your web browser.

2. Select Catalog from the menu.

&% ShareFile

| @ o » '
% Hello Joe R £ Dushinard

Recent Files Shori

workf ebatetLre
B sea
B rorian et

ﬂ Tost Slgrabaedocs

- . %
N ) -

The ShareFile Catalog page opens in a new tab.
£ ShoreFile | Catalog
Integrations
-] -] zm oo
am . ﬂ am h a an . @ @B - &P

Frenhibacks Fis Export Pipacirive Fils Export Quickbocks Fls Erpart Sabenforcs Fila Expart

3. Select Install by the integration that you require.
4. Select New Connection.

The Create connection screen displays.
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Install Freshibooks File Export

The solution must be configured before it can be used.
—

o

Seleot a connection for file trarsfer | Mew Connectic |

5. Type in a name for the connection.

Create connection

Give a name to this new connection. This will belp to identify it later.

MName

FrashBooks=axport

Cancel Continue
\ ;

The third party application opens in a new tab.

[ FreshBooks
Log in to FreshBogks

b e Lot )

oRr

-

] Sign in with Googhe

o Sagn in with Apple

Forgo! Your Pacimaed?

Hin b

6. Sign into the application.

7. Follow the prompts to connect the application to ShareFile.
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Tasks

Select from the list of tasks below to use the application you use to sync with ShareFile.

Import customer/client information

» QuickBooks - allows you to add Quickbook customers to your ShareFile account.

« Salesforce - allows you to add Salesforce Leads to your ShareFile account

Export to an application from ShareFile

You can export files from folders to third-party solutions saving time, reducing errors, and streamline
your workflow.

+ FreshBooks
» QuickBooks
+ Pipedrive

+ Salesforce

o Xero

Export ShareFile files to integrated applications

April 8,2024

ShareFile export integrations allow users to export files to a connected third party application saving
time, reducing errors, and streamline your workflow. File export works from both your projects and
folder files.

We currently offer export ability with the following products:

+ FreshBooks
» QuickBooks
» Pipedrive

+ Salesforce

o Xero
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Note:

If thisis your first time using integrations, select Browse Integrations to access the Catalog. See
Browse integrations in the ShareFile Catalog for more information.

FreshBooks

Use the following instructions to export files to Freshbooks from ShareFile.

1. In ShareFile, navigate to the Project > Files tab or to a specific ShareFile Folder.

2. Select one or more files.

&% ShareFile

Branch Sales Data Q12023 o= - v P

®

3. Select Export.

4. Choose Destination to specify the third-party system where the files are exported.
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Export

o Destination

Exporting sends a copy of the selected file to another application.

2y Export

First, you'll choose an application to be the destination. Next you'll
L specify where in that application you want to export the file.

H PD Info in CSG KB.xlsx

Destination

(F reshbooks Invoice

¢ ™y
| Cancel )
Mo, -

5. Select Continue to start the export to Freshbooks.

Files might take a few minutes to show up in the third party tool depending on the size and the

number of files exported.

Pipedrive

Use the following instructions to export files to Sage from ShareFile.

1. In ShareFile, navigate to the Project > Files tab or to a specific ShareFile Folder.

2. Select one or more files.

&% ShareFile € Soacch Mo ard fokders
o Dabboand
b Bewrch Seles Dude G 295
Feters 3 Branch Sales Data Q1 2023 o=
Bl Proimn
Home  Tazk Cioourment request o rmartion Fegus Fles T +
Wk fowT ¥
Targlate:
| - e
Sagrans »
. . POIdS n 050 KLt Dranch Salon Data O4 3057
b »
Faopls »
Seltings »

3. Select Export.

Help Catalg  Aped LegOut
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4. Choose Destination to specify the third-party system where the files are exported.

Export
o Destination #23 Export
Exporting sends a copy of the selected file to another application.

First, you'll choose an application to be the destination. Next you'll
specify where in that application you want to export the file.

ﬂ PD Info in CSG KB.xlsx

Destination

(Plpa-drive Invoice

O .1.- e lf—CJ c‘-_'\u
Continue ncel )
p. v

5. Select Continue to start the export to Pipedrive.

Files might take a few minutes to show up in the third party tool depending on the size and the
number of files exported.

QuickBooks

Use the following instructions to export files to QuickBooks from ShareFile.

1. In ShareFile, navigate to the Project > Files tab or to a specific ShareFile Folder.

2. Select one or more files.
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3. Select Export.

4. Choose Destination to specify the third-party system where the files are exported.

Export
o Destination { _.2-'1- Export
Exporting sends a copy of the selected file to another application.

First, you'll choose an application to be the destination. Next you’ll
specify where in that application you want to export the file.

H PD Info in CSG KB.xisx

Destination

( Quickbaoks Customers

O .1.- e lf—CJ c‘-_'\u
Continue ncel )
A

\

Files might take a few minutes to show up in the third party tool depending on the size and the
number of files exported.

Salesforce

Use the following instructions to export files to Salesforce from ShareFile.

1. In ShareFile, navigate to Project > Files tab or to a specific ShareFile Folder.
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2. Select one or more files.
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3. Select Export.

4. Choose Destination to specify the third-party system where the files are exported.

Export
o Destination '(2 Export
Exporting sends a copy of the selected file to another application.

First, youll choose an application to be the destination. Next you'll
specify where in that application you want to export the file.

ﬂ PD Info in CSG KB.xlsx

Destination

[Salasfnrce invoice

Continue 'f_CJ"“e'_\
Co © W0

\

Files might take a few minutes to show up in the third party tool depending on the size and the

amount of files exported.

Xero

Use the following instructions to export files to Xero from ShareFile.
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1. In ShareFile, navigate to the Project > Files tab or to a specific ShareFile Folder.

2. Select one or more files.

$ ShﬂreF“a Ot Snaeen Mg s foiders Welp  Catakay  Aped  Logite
far Oashioard
¥ earch Bates Dt 1 0D
Foes :  Branch Sales Data Q12023 o= - sv (9
Frojesin.
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BN worfioms B
4 Downoad (5 Prevew [ ugicaa
Torplates
B e sz . R
S mapranees 3
B [ rordcinceaniams earch: Sales Data 912003 Jon Whasiar B
s ]
] ]
b
Semings ¥

®

3. Select Export.

4. Choose Destination to specify the third-party system where the files are exported.

Export
o Destination KB Export
Exporting sends a copy of the selected file to another application.

First, you'll choose an application to be the destination. Next you'll
specify where in that application you want to export the file.

ﬂ PD Info in CSG KB.xisx

Destination

( Xero inveice

Continue

Files might take a few minutes to show up in the third party tool depending on the size and the
number of files exported.
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ShareFile apps and integrations

February 15,2024

ShareFile integrates seamlessly with the software you love so you can automate document workflows,
securely send files, and sync work across all your devices. For informations on downloads and more
integration information, see Integrate ShareFile with your favorite apps.

With your ShareFile account and apps, you can:

Access:

« Access files and folders located in your ShareFile account.

« Edit files located in your ShareFile account (not available on all plans).

« Download and upload files between your ShareFile account and your local device.
« Syncfiles in your ShareFile account from all of your devices.

Share:

+ Share or sync multiple files with multiple users at once.
« Request files and provide secure links for recipients to upload files to your ShareFile account.

Manage:

« Set custom access permissions to files and folders for individual users.
+ Specify a passcode for additional protection for your ShareFile account.
+ Add users to existing folders in your ShareFile account.

Integrate:

+ Use SharefFile by integrating with your favorite operating system both on your desktop and mo-
bile.

+ Use third party integrations using Microsoft 365, Google Workspace, Zapier, and Scrypt Sfax.

« Utlize our app catalog for:

- Integrating Quickbooks
- Integrating SalesForce
Supported languages

ShareFile supports the following languages:

« Dutch
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+ English

+ French

« German

« Japanese
» Portuguese

+ Spanish

ShareFile Web

May 5, 2023
ShareFile is a file sharing service that enables users to easily and securely exchange documents.

ShareFile helps you exchange files easily, securely and professionally with secure data sharing and
storage, customizable usage and settings, and tools that allow you to collaborate more easily and get
your work done.

For information about new features, see What’s new.

System requirements

ShareFile is accessible by any computer with a supported web browser and an internet connection.
In order to utilize all features and functions of the ShareFile web application, we recommend the fol-
lowing browser types:

+ Microsoft Edge - Latest version

+ Mozilla Firefox - Latest version

+ Google Chrome - Latest version

+ Apple Safari - Latest version
Note:

Due to issues with displaying certain folders and menus, the ShareFile web application
may not be accessible via Safari in Private Browsing mode.
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Fixed issues
Fixed issues in 22.0615

+ Expiration dates for uploaded files might not update correctly when using Get A Link. [SFWEB-
13309]

Fixed issuesin 21.1210

+ File details might not display for some uploaded files. [SFPLATFORM-14977]
+ Moving files using Citrix Files for Windows might cause an error. [SFPLATFORM-15008]
« Attempts to save account preferences might fail. [SFWEB-13173]

Fixed issues in Files 21.1007

« File requests might fail when invalid recipients are included. [SFPLATFORM-14852]

Fixed issues in 21.0813

Note:

Releases for Files in Citrix Workspace now incorporate the date into the release version number.
Multiple releases are provided at the end of the week.

« Clients created in some Content Collaboration acounts might not receive an activation email.
[SFPLATFORM-14323]

Fixed issues in 21.26

Attempts to link Cloud licenses might cause Premium Plan customers to lose electronic signa-
ture capability. [SFPLATFORM-14198]

+ Bounce notifications might not be received after Welcome Emails are sent to bad addresses.
[SFPLATFORM-14208]

Attempts to change the account wide retention policy might fail. [SFWEB-13094]

When uploading an updated file with the same name but different case, the correct versioning
of the file might fail. [SFWEB-13095]

Fixed issues in 21.22

+ Attempts to copy files in the same storage zone might fail. [SFPLATFORM-14183]
+ Attempts to delete files or folders created by the user might fail. [SFPLATFORM-14177]
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Fixed issuesin 21.21

+ Attempts to update your account with a new credit card might fail. [SFWEB-13080]

Fixed issues in 21.20

« Attempts to send an encrypted email in the WebApp or Citrix Files for Outlook might fail.
[CCCHELP-524]

Fixed issuesin 21.14

+ Accessing .mp4 files might not trigger a notification to the file owner. [SFPLATFORM-13955]

+ Whenyou enablerestricted sharing for connectors, you might lose the ability to edit link options.
[SFWEB-12728]

« Some .jpg files do not display correctly in preview. [SFWEB-13040]

Fixed issuesin 21.9

+ The download access setting might display the option of “29 days”in error. [SFWEB-13024]

Fixed issuesin 21.4

+ During parallel syncs, attempting to pause a multiple file upload might not work. [SFWEB-
12983]

Fixed issuesin 21.1

« This release addresses several issues that help to improve overall performance and stability.

Known issues
Known issues in 21.1

No new issues have been observed in this release.

Known issues in 20.31

No new issues have been observed in this release.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 158



ShareFile

Known issues in 20.30

No new issues have been observed in this release.

Accelerated Agreements

September 8, 2023

Accelerated Agreements is a feature for ShareFile Premium users to improve their client onboarding
process. This feature reduces onboarding cycle time.

Other benefits of the feature include:

« Send one-click agreements

+ Automated client onboarding experience

+ Send agreements for signature inside ShareFile

+ Create and use agreement templates in ShareFile

Auto-fill Agreement templates, see Create auto-fill agreement templates.
+ Use automated workflows to track progress, see Automated Workflows for more information.

TIP:

For Salesforce Leads and Quickbook Customers, see Integrations for steps on how to add
prospective client data from these tools.

Prerequisites

+ Must have a ShareFile Premium account
+ Employee user must have an Admin assigned RightSignature account.

One-click agreements

Accelerated agreements in ShareFile allow to send one-click agreements for existing clients.

Send one-click agreements

1. From your ShareFile dashboard, navigate to People > Browse Clients.

2. Select the current client from the list by checking the box next to their name.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 159


https://docs.sharefile.com/en-us/sharefile/sharefile-app/sharefile-web/accelerated-agreements-templates.html
https://docs.sharefile.com/en-us/sharefile/sharefile-app/sharefile-web/automated-workflows.html
https://docs.sharefile.com/en-us/sharefile/sharefile-app/sharefile-web/integrations.html

ShareFile

citrlk|3hareFlle C welo Asos  LegOut

Browse Clients m

Foldars
n.‘.;L[\}lulll_':.'\I'_r'U!JI:!.".L,'.'JLx-‘,'-
2 werkfions
_ P

Dashbess

Swarch Clonts
Sqrairen
o et e [ p—
onR P et s e e £ SharsFin e
&) poeote
o w Nreney shaceBlaprospecicliostsdgmad com ShansFln ouRIRZI M
Marage Users Home i
(L B sharphilepraspectclent@rmad com ShareFile T RGIP
vt Eelermes
B — B & SmEkio SharefibeorasDeciclients Fpmad com ShaneFia L

Prossactive Clissts
Shared Addeess Rack
Pernonat Address ook
Custribution Grozps

Fieverd Welzame Emals

Settegs

3. Select Send Client Agreement.

4. Once the Preview - Client agreement displays, review the information then select Send.

Preview -Client Agreement w0

NON-DISCLOSURE AGREEMENT

VAT S AT R R T

This Non-Disclesure Agreement (the "Agreement”) is entered into by and between Trltar
located at

Wi s [ sl

thien a selibar 11 2
, (the "Disclosing Party™) and e il crmate
| —1 located at [ Sva—
42 Wallaby Way Sydney FL _33sz27 [aist ks
» (the "Receiving Samw egns cicarmere ax
Party™) on day of . for the purpose of preventing the unauthorized e S Baronks Blanonee Searels sewd

disclosure of Confidential Information as defined below, The parties agree to enter into a confidential
relationship concemning the disclosure of certain proprictary and confidential information ("Confidential
Information").

1. Confidential Information

° Wl e pach sigred

dscumant rva e ke T OORTE

The “Client agreement successfully sent.”confirmation message displays.
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Q Client agreament successfully sent. I

Send Client Agresment Delete Selected

&
01/23/2023 1213PM &
12/22/2022 3:03PM &

&

Automated client onboarding
Adding a new prospective client

1. In your ShareFile Premium account, navigate to People > Prospective Clients to open the
Browse Prospects screen.

2. Select Add Prospect then complete the form.

Add Prospect

3. Select Add. The Prospective client added successfully banner displays.

4. Select the new prospect from the list by checking the box next to their name.
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(11 Test Demo sharefiledemocsg@email.com
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5. Select Send Client Agreement. The Select a template screen displays.

Select a template X
.H' i
Accounting Contract o Client Agreement
Select >
W‘" Rightsignature Demo Documsnt — Rightsignature Sample Document
L Cr wamed by - Craumtad by
&
.
Sebwit == TP
_W'_" Rightsignature Demo Documsnt Demo
g Cressed by Created by

Can't find what you are looking for? Create & template

6. Choose the template that you want to use for the selected client. For more information, see
Create auto-fill agreement templates.

7. Review the auto-filled template on the Preview - Client Agreement screen then click Send.
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The prospective client receives a Review & Sign Document request email from your ShareFile ac-
count. Oncethey complete the form, they click Submit. The Document Signature Completed screen
displays. They’re asked to check their email to activate their account.
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Once the client activates their ShareFile account access, they can sign into ShareFile and view their

signed agreements.

The employee is notified that the client has completed the agreement and can review it in ShareFile.
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Afolder is created under the client’s name and is automatically shared.

Automated existing client workflow

1. Inyour ShareFile Premium account, navigate to People > Browse Clients.
2. Select the client from the list by checking the box next to their name.
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3. Select Send Client Agreement. The Select a template screen displays.
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Select a template X
=a 18
Accounting Contract o Client Agresmant
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.
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Wﬂ_ Rightsignature Demo Document Demo
-

1 Crested by Created By

Can't find what you are looking for? Create & templale

4. Choose the template that you want to use for the selected client. For more information, see
Create auto-fill agreement templates.

5. Review the auto-filled template on the Preview - Client Agreement screen then click Send.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 165


https://docs.sharefile.com/en-us/sharefile/sharefile-app/sharefile-web/accelerated-agreements-templates.html

ShareFile

Preview - Client Agreement b e

¥

Selected Clients

| RO Ralph Oto

This Accounting Contract (“Contract”) is made and entered into on 285

by and between, AWESOME ACCOUNTING ("Accountant™), duly licensed in
the State of NORTH CAROLINA as a certified public accountant, and

_Balph __ ome (“Client”), having a principal place of

business at

ill W, Harket Strest

Goesnsboce B aT40l

In consideration of the mutual promises contained in this Contract, the
contracting parties agree a5 follows:

1. Contract Term. This Contract shall become effactive on

— | “Effective Date”). It shall remain in effect until the
services required hereunder have been completed satisfactorily by
Accountant unless sooner terminated in writing to Client by Accountant. In
no event shall the term of this Contract exceed 12 meonths beyend the
Effective Date without the consent of the Accountant or the execution of &
new Contract,

2. Accounting Services. Under the terms and conditions stated in this
Contract, Accountant agrees to perform the following specific accounting
services for Client: Business Consultingl “Accounting Services™). -

- Y=

The prospective client receives a Review & Sign Document request email from your ShareFile ac-
count. Oncethey complete the form, they click Submit. The Document Signature Completed screen
displays. They’re asked to check their email to activate their account.
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ShareFile

Hello Ralph,

sent you the following document to sign:

ClientAgreement {accounting_contract.docx)
Reference =:

Status: Pending

Expires: 05/26/2023 11:30

Sender:

To review the document and sign with an electronic signature, follow this link:

REVIEW & SIGN DOCUMENT

If clicking the button doesn't work, copy and paste this link into your browser's URL bar:

https://citrix.sharefile.com/sign

73fdage?

The client can sign into ShareFile and view their signed agreements.

cirr|>'<|ShareFile Q o A Lo
Dashboard » Crig, Redph
[ Fotsers [~ Oto, Ralph -+ Mereoptions

-~ O tems & People
Parsonal Folders °

E§ Shared Folders

Farvoaites:

N & . Saw Liglepataedd [

Fite Box
(. Accounting Contract-signed pdi
Aecycle En
o & Sigred Contract - Elecironic Smgnature Example-sipned pdf
Warkflows
Emal me when a fibe is: [ Downloaded from this folder [J] Uploaded to this folder

Signabures

The employee can track the status of the client’s activity in the Automated Workflows dashboard.
See Automated Workflows for more information.
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Client side agreement completion

As a recipient of an accelerated agreement, use the following steps to complete the signature and
document request process.

1. Check your email for the document or signature request.

ShareFile

Hello Ralph,

sent yvou the following document to sign:

ClientAgreement (zccounting_contract.doc:)
Reference &:

Status: Pending

Expires: 05/26/2023 11:30

Sender:

To review the document and sign with an electronic signature, follow this link:

REVIEW & SIGN DOCUMENT

If clicking the button deesn't work, copy and paste this link into your browser's URL bar:

https://citrix.sharefile.com/sign

73fdage2

2. Select REVIEW & SIGN DOCUMENT to access the document.

3. After completing the request, select Submit signature then confirm by selecting Submit.
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citrix |SharcFllc

assumed in it. Any oral representations or modifications concerning
this instrument shall be of no force or effect except any amendment by
the parties by a written agreement.

7. Attorneys’ Fees: If any action at law or in equity is brought to
enfarce or interpret the provisions of this Contract, the prevailing party
will be entitled to reasonable attorneys’ fees in addition to any other
relief to which that party may be entitled.

CLIENT:

Rl b

Name = te
Company Namezea:s
Client Address - -
Client ADdress ;,.eseere 2o

The Document Signature Completed popup displays confirming your submission and asks

you to check your email to activate your account.

Document Signature Completed
Check your email to activate your account.

ﬂ Securely download your signed documents
View and organize your documents

& Receive updates about your documents

4. You have the option to download the document from the Download dropdown list.
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“citrnix | ShareFile

JdientAgreement Download o Statu

This Accounting Contract {“Contract”) is made and entered inte on “/2872%
by and between, AWESOME ACCOUNTING ("Accountant”), duly licensed "
the State of NORTH CAROLINA as a certified public accountant, and

Ralpn - (“Client”}, having a principal place of

business at

11 M. Marker Screer

Advanced Connections

January 30, 2024

ShareFile is compatible with FTP clients including WS-FTP or FileZilla. You can also connect to your
ShareFile account using a WebDAV client.

Use your FTP or WebDAV settings by going to Settings > Personal Settings > Advanced Connec-
tions.

FTPS Support

ShareFile supports FTPS transfers.
« SFTPis not currently supported.

Notes:

 ShareFile acts as an FTP server and not as an FTP client. ShareFile does not automatically
integrate with other FTP sites and servers directly.

+ If you have Two-step verification, please generate an Application Specific Password to con-
nect to FTP using your login information.

Port Requirements

+ You can connect to ShareFile using an implicit SSL/TLS connection (port 990).
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« When an FTP client connects to ShareFile, they will be using an outbound port in the range of
32768-57344. To enhance security, the connection randomly switches port numbers within this
large range.

« Forinformation on ShareFile IPs, see Domain inclusion list.

+ Finding the IP of my server - You can find the IP of your account’s assigned FTP server using the
“ping yoursubdomain.sharefileftp.com”command in the Windows Command Line menu. You
can find your FTP server name within your ShareFile account under Personal Settings > Ad-
vanced Connections.

Limitations

+ Auser can have 8 simultaneous connections. Attempting any more connections will resultin an
error. If you cannot close connections, you may do so by closing your FTP client.

+ Move and Copy functions are not supported. Changes made in this manner will not be reflected
in the ShareFile web app.

+ ShareFile does not support the Rename function when moving files.

This feature does not support company credentials.
« This feature is not currently available for data on customer-managed StorageZones.

« This feature is not compatible with VDR accounts using the view-only feature.

Enabling external tools

Go to Admin Settings > Enable ShareFile Tools > External Tools to select FTPS Access and WebDAV
Access.

Advanced Connections for FTP Settings

You can connect to ShareFile using an implicit SSL/TLS connection (port 990). For security, ShareFile
only supports secure FTPS transfers, which are sent over SSL/TLS, and not SFTP transfers, which are
sent over SSH.

ShareFile FTP login and server information can be found in the ShareFile web app. Navigate to Per-
sonal Settings > Advanced Connections > FTP Settings.

In your FTP client or etc., enter the following FTP Server Information:

Security: Implicit SSL/TLS (Port 990) Required
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FTP Server: yoursubdomain.sharefileftp.com (If your account is mycompany.sharefile.com enter my-
company for the subdomain).

User name: yoursubdomain/youremailaddress

Password: (your ShareFile password or your FTPS application specific password)

[ivbnard Edit Frafile .
_ Advanced Connections
Bl anguriy
My Appe & Devices

Yiou can connect bo your accourt using an FTP clizng such as WE-FTP or FileZila To connect using an FTP dient use
o e satings balow.

Your FIP uzer name incudes your account’s subdomain 1o the lefz of your e-mai addre

£ you are unahble to log in
or your FTP ¢hs w o 10 enbes Lhe f s @ characlers as parm of you aime, you £an uie the
Peanle shorter, alternate fonm ta the: ight of your full user name.

Ietailed Set-up Instnuctins

@ Settings FTP Server Infarmation
Seeurity: Imglicit S5LTLS [Part 550] - Requined
FTP Server: NN : - e fileftr com
user name: [ T - - User name: subdomain/ernail address
Passward: [ S . wriricl)

Mete:; For sacuricy, e FTFS transhars are parmitted. Cenfigure your FTR chant se connect wsing ‘implicit

SEL/TLS mede ower Port 930, To enable standard FTP an your account, click bere to medify yowr Power Toals settings.

If FTP Settings are not present, an Admin on your account can enable this feature within the External
Tools menu in the Admin Settings section of their account.

5[0'(10(:.{21&5 FIF AODESS AIOWS YOU T3 CRNNECT 10 YOUr SNares e account ana Upiaan ana agwniond Using & Tpal F1F CHEnT. WSemn m you nave
Peos clients alveady familiar with FTR or business processes scheduled to run over FTR
e Advanced Preferences
@ Settings Email Settings
; FTPS Access

Permissions

Personal Seitings B enabled
G

W File Settings FTPS Access allows you to use FTP with S5L/TLS encryption, for an extra layer of sscurity. If FTPS is enabled but regular FTP Accees is
- disabled, you can ensure that transfers over FTP will always be encrypted. Note: Connections using should be made using 'Imphcit
Enable SharcFile Tacls SSUTLS mode over Port 950,

Remote Upload Forms

Configuration examples
The following recommended setups have been verified by ShareFile Support.
Note:

Use of these clients with settings not listed here may not be fully supported.

FileZilla for Windows and Mac

1. SelectFile.
2. Select Site Manager. A new window will pop up.

3. Select New Site and set it up as follows:

+ Name the connection. e.g. ‘ShareFile’

» Host - Server address
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Server Type - For FTP, select Regular FTP. For FTPS, select Require implicit FTP over TLS.
+ Login Type - ‘Normal’

« User - Enter username in format subdomain/email address

Enter Password - ShareFile account password

4. Click on the Transfer Settings tab
5. Select Passive Mode.

6. Select Connect.

Ipswitch FTP

1. SelectFile.

2. Select Connect

3. Select Connection Wizard

4. Name the connection - e.g. ‘ShareFile’

5. Connection Type —> Regular FTP: Select ‘FTP’from drop down. Secure FTP: Select ‘FTP/Implicit
SSL’from drop down

« Enter Server Address

« Enter user name

+ Format of ‘subdomain’/’email address’
Enter Password

ShareFile account password

6. Select on the Advanced button.
7. Select the Advanced tab on the left.
8. Ensure the check box for Use Passive mode for data connections is selected.

9. Select OK to finish.

Cute FTP

1. Select the File drop-down menu

2. Select New > Regular FTP: Select ‘FTP’from drop down. Secure FTP: Select ‘FTP/Implicit SSL’
from drop down

A new window will pop up
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+ Label - A connection name, e.g. ‘ShareFile’

« Host name - Server address

3. Enter user name - Use format of subdomain/email address
4. Enter password - ShareFile account password

5. Select Login method - Normal

6. Select Type.

7. Under the Data connections type select: Use PASV

8. Select the Connect button.

Smart FTP

1. SelectFile.

2. Select New Remote Browser.

Protocol - Regular FTP: Select ‘FTP’from drop down. Secure FTP: Select FTP over SSL
Implicit.

« Host - Server address

« Enter user name - Format of ‘subdomain’/’email address’

Enter Password - ShareFile account password

3. Name the connection - e.g. ‘ShareFile’

4. Click on the Properties button

5. Highlight the Connection tabc.

6. Under Data Connection and Mode, select Passive Mode

7. Select OK.

Cyberduck for Mac

1. Selectthe Open Connection icon

2. Select Protocol: FTP

3. Select Server - Server address

4. Enter username - Format of subdomain/email address

5. Enter password - ShareFile account password
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6. Select the More Options button
7. Select Connect Mod then Passive.

8. Select Connect.

My Apps & Devices

May 1,2023

The My Apps & Devices allows you to do the following:

» Review devices used to connect to your ShareFile account.
» Lock a user’s device.
« Wipe a user’s device.

« Revoke a user’s device.

ShareFile Qe

My Apps & Devices

My Apps & Devices

Using Lock

Lock a user’s account from a device to prevent the user from accessing the ShareFile data on it.

To lock a device, use the following steps.

1. Select the device you want to lock.

2. Select Lock.
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ShareFile Q, e Ages  Logowt

My Apps & Devices
Devices used 10 conrect & ShareFile account are Listed below. (&

 Wipe 5] Revoke

My Apps & Devices

i BIME 1102 PM
| 36 A0
| w2an
[ Phone (C Phons 315191227 PM
& 0l /515 924 AM
1 YANBWTAM - -

3. Select Continue to confirm the locking of the device.

A confirm Lock

Using Wipe

Wipe a user’s account from a device to remove the ShareFile data from it the next time the device
connects to the account.

To wipe a device, use the following steps.

1. Select the device you want to wipe.

2. Select Wipe.

ShareFile Q Hep  Apps  Logowt

My Apps & Devices

Devices uega | achareFile account are Listed below. @

< wipe | T Revake

My Apps & Devices

B19IB1102 PM

& Lok | &
= ot
|

)
gCco

3. Select Continue to confirm the wiping of the device.
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A confirm Wipe

Remove all ShareFile data from the device for the selected accounts? (The
data remains in ShareFile, A user can set up a new account to access the
data.

Using Revoke

Revoke a user’s saved credentials and remove the device from the list.

To lock a device, use the following steps.

1. Select the device you want to revoke.

2. Select Revoke.

ShareFile Q hep A

My Apps & Devices

g 1 cONNECE & Shy

Phone; 315191227 FM

3. Select Continue to confirm the revoking of the device.

A confirm Revoke

Create auto-fill agreement templates

October 2, 2023

Accelerated Agreements is a new feature that allows you to create auto-fill agreement templates to
automate the prospective client onboarding experience.
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TIP:

For Salesforce Leads and Quickbook Customers, see Integrations for steps on how to add

prospective client data from these tools.

Use the instructions below to create auto-fill templates.

Instructions

1. In your ShareFile Premium account, navigate to People > Prospective Clients to open the

Browse Prospects screen.

2. Select an existing Prospect or click Add Prospect. For more information on adding a prospect,

see Accelerated Agreements.

Add Prospact

3. Select the new prospect from the list by checking the box next to their name.

Browse Prospects

Send Client Agresmsant

e . Ermai Fhone
O (0% Iest Demo sharefiledemo.csg@gmail.com
B R0 Ot Ralph ralph@vvt.com 919-555-1212

4. Select Send Client Agreement. The Select a template screen displays.

Add Prospect
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Select a template X
Accoianting Contract i Clent Agreamant
‘F}h thtrl'i gnaturg Demo Dooumsnt — .-'-':ghtr..ngnmn.lrn- Sampls Document

[ Solect ] === €D
N i Rightsignature Demo Document Demo
% . .
Can't find what you are looking for? Create & templale

5. Select Create a Template. The Upload screen displays.
6. Select Upload a File to browse for a document in your system or select Choose from Cloud.

7. Once the document template is displaying in the Prepare template screen, use the right pane
to expand the Data Fields for Prospect. Customize the template utilizing the data fields.
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M gy proision of this Agreament i held invalid under ary appboatibe law, Such Eralainy will nol affect any other provision of this
Agreemsent that can be given efleci without the invalld provision. Prepare Document

Thee waiver by a pasty of a beeach of any provision of this Agreement by the other party will nol operale or be inlerpreted a5 a waber
il By OUhed of SUBSEqUENT Brach, All Winers maist be in weitng and signad by the waning pary.

This Agreement, inchiing BILAhments, il Ay, Smbodes the Entie understanding betwesn I pafies BAANNG 1o he subject

matber hereod and supersedes anmy and all other prior agneements o dscussions, oral or weillen, relating 1o the subject matber .

hereunder.  Any addisions or modifications o this Agreement must be made in writing and must be signed by authorized £ Sounsm
prEEnlatives of both paries.

Request:

[ED Tuui Fd
This Agi e My be exbiuled by lacsimile of slecroncally And i COURREIDAN Cophes. -
Whgrge Pk £omgparry (5] oae Fieta
ShareFile Participant:
[Company Name) -] Chaddox
N i Fobll STt Adinest Linet 1
1205 West 51 = e o
Rabeigh, NC 27603 CirylSuatelZip: - —_
Data Fields
Tgrudun
By Authorized Representative® (Sign) By Authorized Representative® [Sign) Chort
ey Farded Farst N Maige Fatled Farst N ] Frsthame
Hame [Print) Hama [Print]
[ vae daeme
Tigle Tisle [ED e
* Divector or highes, o member of Legal Department, [E] Compuny
[ED e
[E] Sirent Address Line 1
wildl Page 2ol 2 [E]) Sweerdddees Line 2
[ <y

8. Select Create Template to save the template.
Notes:
« The template is created under the filename of the document uploaded.

« The template is saved under your RightSignature account and is available for any fu-
ture agreements.

« Templates can be edited or deleted under the RightSignature Templates screen.

9. Use the Preview - Client Agreement screen to review. If correct, select Send.
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ShareFile

ShareFile
Participant:

(Company Name}
Address: L EIMe
;zn':a?n:ﬁt:?mna citylstateizip; "2121" M€ i
Signature

By Authorized Representative* (Sign)

-By Authorized Representative* (Sign)

Name (Print) Name (Print)
Title Title

* Director or higher, or member of Legal Department.

v.21.31 Page 2of 2

m camel

The client will receive and email requesting action.

Automated Workflows

February 14,2024

Automated Workflows in ShareFile allow you to set up automation for common business workflows,
repetitive tasks, and client outreach processes. It also enables you to easily track and manage the
progress of accelerated agreements. See Accelerated Agreements for more information.

Prerequisites

« Must have a ShareFile Premium account

Tracking My workflows

The My workflows dashboard allows you to review and manage all the workflows created in your
account.
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S shareFile’

Automated Workflows m
B wonnows
Autamated Workfows VPt v W e
r Untstlaed woorkdflow o L_'b
fjﬂ:o’rr{: T’f’!:“ a5 client ‘. {__B
s o ® 3
— s ® -]
Lyt Lo szar il a m ........
Lot Ll st it lioni i ﬂ
My workflows descriptions
Column Description
Name Workflow name
Last updated by Last employee to edit the workflow
Active Use this toggle to Enable / Disable a workflow.
View runs Select View runs to see the Run history.
Start Select Start to initiate a new workflow run for

the specific workflow.
Vertical ellipses Select to check for more Options: Preview / Edit
/ Delete

Note:

Edit and Delete options are only visible for workflows where you have edit access.

Run history

This screen displays the details of the agreement workflow.
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S ShareFile

Automated Workflows

Agbomated Work Nows VP tean
Agriamant Tor Prodpect - Bailiy, Frandy
Agranmant for Protpect - Molloway, lamia
Agrosmant for Client - Fesrington, Anna
Agroamant for Client -Melia, Torra
Agrosmant for Prospect - Dhae, Sabeael
Agreamant for Prospect - Testi. BOB
Agrasmant for Prospact -Walburg, Alax

Agrosmant for Prospect - Smith, Bill

Run history descriptions

Column

Name
Started
Triggered by
Last updated
Status

Vertical ellipses

Run history details

vP 22475 A 1N pogress

AF FELET In progreee

0 24 oy sgo

S0 29 dayT a0 In progrese

Description

Workflow run name.

Initial start time for the workflow run.

Name of employee who started the workflow.
Latest activity time.

Current status of the workflow.

Select to view the Run history details or to cancel
a flow that is In progress.

Run details provides you with an up to date status on where your automated workflow stands in the

process. It includes the date and time for all actions up to the end of the defined process.
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Run details

Agreement for Client - Oto, Ralph
Send agreement to client

Started workflow
D4126/2023 11:30AM

Began action Send an agreement to a client for signature
04262023 11230AM

Sent document for signature
42672023 11-30AM

Waiting for signature...
042672023 N30AM

Tracking My Accelerated Agreements Workflows

Prospective client When initiating an agreement for a prospective client, you can track the work-
flow runs by going to Automated Workflows > My Workflows. Select View runs for the workflow
named “Accelerated Agreements for Prospects.”

Accalaratsd i ts for Pr
Comvert 8 proapect ba a clent [ | t} Vierwr nums

You are directed to the run history specific to this workflow. Each run highlights the name of the
prospective client specific to it:
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Run name: Agreement for Prospect - Prospective Client’s last name, first name

S ShareFile ! S

Automated Workflows

i ok horas Roun history
Projects
n Workfiows
Asbamated Work Ny WP teat 3 days &g WP 3 carys &g In pHGETEES
Foadtnck snd Apgrer
- - Agreemant lor Proipect - Bailiy. Frandy 3 days o -‘ T

P

= Agreamant for Proapsct - Holloway. Jamie 18 days ago L) Thdays s

Fgnatunes Agreamant for Client - Fesrington, Anna 24 days age aF 24 days agn In progress
Agroamant for Client - Melia. Terma 24 s B0 Ay 2 ey BT

Pac
Agrosmant for Prospect - Dhar, Sabeal 28 s sgw E= 24 deys ago

-

Agreamant for Prospect - Test] BOB 29 diryd Bps =8 29 diyd mpa 1A progress
Agreamant for Prospect -Walburg. Alax 29 duys age £ 2 dayT age In progress
Agresmant for Prospect -Smath, Bill 29 diryd s 8 29 diyd mpa 1A progress

Existing client When initiating an agreement for an existing client, you can track the workflow runs
by going to Automated Workflows > My Workflows. Select View runs for the workflow named “Ac-
celerated Agreements for Clients.”

Accalerated Agreomants for Cliants
Sand sgreemant 1o clhent || ] D Wiew flans

You are directed to the run history specific to this workflow. Each run highlights the name of the client
specific toit:

Run name: Agreement for Client - Client’s last name, first name
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S shareFile

Dpanoderd

Automated Workflows

Foiders
Projecis
B wonnows

Butomated Worklows
Fagdtaca and Appoisl
Cumtom Workfiowt
Forma

Foogues List

Sgnatures

Parionsl Sattings

Tip:

chflows  [Run bestorny

WP ten

Agraamant Tor Prodpact -Bailay, Frandy
Agronmant for Proapect -Molloway, lamia
Agreamant for Client - Fesrington, &nna
Agrosmant for Cliant -Melia, Torra
Agreamant for Prospect - Dihae, Sabeel
Agresmant for Prospect - Testl BOB
Agresmant for Prospect -‘Walburg, Alex

Agrosmant for Prospect - Smath, Bill

1alsys s

3yt ags

sy g

4 s ago

24 s B0

4 s ago

3yt apa

29wy ago

29 days ago

L

AF

2 3875 8D

3 sayt ags

Wisys Bgo

4 ey o

24 ey g

4 ey o

3 dayt mpa

29 dayt mgo

5 days mpo

I paogress

Ini prograss

Comgieed

In progress

In prograee

in progress

Onceyou are in the Run History for either of these workflows, you can track the workflow runs by

checking the run status and run details. You also have the ability to cancel a run if needed. Refer

to the Run history section for more information.

Creating an Automated Workflow

Use the following steps to create a new automated workflow.

1. Navigate to Workflow > Automated Workflows to open the dashboard.

=

Dashboard
Automated Workflows
Folders
{9 Workfiows My workflows  Run history
AUTOMATSd Workllows. e

Feadback and Approval

Custom Workdflows
Forms

Request List

Signatures

It

People

Personal Sestings

Business Consulting

Accelerated Agreements fior Clients

Send agreement 1o client

My new flow

My flow name
my Flow description

Last updated By

Wi rund.

Wiew rurs:

Wiew runs

Wiaw rung

Stam

Harl

Start

e
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2. Select Add. The workflow designer window displays.
< Untitled Flow & X

Properties

Warkflow name

Uneitbed Flow

Description

@ Starts when...

!
{; Action

‘What happens next?

jcl

®

3. Under Properties, type in a name for your new workflow in the corresponding field. This is the
name of the workflow that appears in the Automated Workflows dashboard once completed.
You can add an optional description in the field below the name.

Properties

Workflow name

Request Signature Form

Description

Use to request a signature.

4, Select Save.
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5. Select the Starts when... button on the Automated Workflow designer screen. This opens the
Action editor.

{ Client onboarding Beta X

(@ Al fields are required unless otherwise notad,

Action

¢ selectanaction Select 1

This is the final step of the workflow.

@ Manual start

The workflow starts when it's manually
triggered from the workflow list.

|
4 Action

What happens next?

Note:

The defaults for “What triggers this workflow?”and “Where can this workflow be
triggered?”are set to Manual start and Workflow list for now. There will be added
functionality to the trigger presets in future releases.

6. Select Action to request the necessary information for the user running this workflow.
Tips:

« Variables are typically information that would need to change for every workflow run
and cannot be set as a constant value in the workflow configuration.

« These variables are referred to later in one or more actions of this workflow.

+ You can add multiple actions, set them as either required or optional for workflow run

execution, or delete them.
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i ? All fields are required unlass otherwise noted

Action

| if} Select an action Select

E Send an email

Sends an email 1o proricdied recipsts

Upload & document to ShareFile

Uplpads a file from a prewicus action io e speciflied folder in ShareFile
Send a template for signature

ﬂ:ﬁ Sends a document to the specified user email address via Right Signature
_ i S ————— =
WWiaits for the wser 1o sign ihe document bedore procesding

7. Select the Action button on the Automated Workflow designer screen or the What happens
next? link. This opens the Action editor. Select the required Action category. You can add
multiple actions to a workflow with each action pertaining to a single action category.

Note:

We currently have three action types. There will be added functionality to the automated
action library in future releases.

E Send an email

Sends an email 1o proricdied recipsts

Upload & document to ShareFile

Uplpads a file from a prewicus action io e speciflied folder in ShareFile

Send a template for signature
‘iﬁ Sends a document to the specified user email address via Right Signature
Wiaite Tor the wier (o Bign 1he document before procesdng

8. Select Send template for signature. This opens the Action Category description screen and
in the flow, explains what is needed.

Note:

This action uses our native e-signature integration via RightSignature. So you must have
RightSignature access to configure and use this action successfully.

9. You can choose an existing template or create a template. In this step, we select an existing
template.

Note:

For information on creating a template, see Create auto-fill agreement templates.
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Select a template *

0 Search templates .

e Sarole s Inf Lotter Temgiste
Croatad by = Created by
@ caml S oem
F021-05-10 Afscevit Alranceschin . Sagned Contract - Elscirons Sigratune

= Dratt S Exampla
Craated by Croated by
| oo Loomi

. Signed Contract - Elsctronis Sigrature § _ Astounting Contract
= Example = Created by
Crawied by e 4z
{ cromp el
-~

Note:

If the selected template has data/merge fields, then you get the option to “Set data fields”
to choose values to be auto-filled in the template.

10. Forthe Recipient Email Address, you have the option to either add a constant value or choose
avariable by clicking on the Add variable link.
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< Add Merdic Roofing as a client e I X
. g —
[
a
@ Manual start s 1
. g Cormract- Binctronie Sagroters
é 9‘:::::2: THE P
ﬁ Send a template for signature Ll m
—

$ Template data fields

o &g fapkdn complets

Thies is Ehe final step of the workflow.

Note:

Since recipient addresses would ideally be different for each workflow run, you can click
on the + Add variable link next to the email field. This will give you the option to choose
from the list of all Trigger Variables you added in the Trigger section. If you did not add
any Trigger variable or do not find the appropriate variable on the list, you can anytime go
back to the Trigger section to add another appropriate variable.

11. After successfully configuring one action, you can choose to either save the workflow and exit

or add more actions.

12. Select the blue + sign to add another action.

|
+

Add action

13. If you choose the File action category, you get to choose the exact action type available under

the File action category.
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Action X

Updeand 8 document to ShareFila ()

14. Select Upload a document to ShareFile. This opens the Action Category description screen
and in the flow, explains what is needed.
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() All fields are required unless otherwise noted.

Action

‘ @ Upload a document to ShareFile Change

() Users will need access to this folder to run the workflow.

Description

Upload a document to ShareFile

File to upload

Select a file referenced earlier in the workflow or paste the URL of a new one. It'll
upload as a PDF when the workflow runs.

Signed Document x (¥ Variable ‘

File name
You can use variables if you want to customize the file name for each run.

‘ Signed Document x (¥ Variable ‘

Upload location

D Personal Folders Change

Personal Folders

This is the final step of the workflow.

15. For File to Upload, if you have an action prior to this step in the workflow that generates a
file, you can select that file as a reference by clicking on + Add variable. For example, if you
have used a signature action prior to this step, then the Signed Document will be available as a
variable here.
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File to upload

Select a file referenced earlier in the workflow or paste the URL of a new one. It'll
upload as a PDF when the workflow runs.

Signed Document x (® Variable

16. For File Name you either enter a constant file name for every workflow run or choose a variable
name. Ifyou need a different file name for every different run of this workflow, click on the + Add
variable link next to the File name field. This will give you the option to choose from the list of
all Trigger Variables you added in the Trigger section. If you did not add any Trigger variable or
do not find the appropriate variable on the list, you can anytime go back to the Trigger section
to add another appropriate variable.

File name
You can use variables if you want to customize the file name for each run.

Signed Document x (¥ Variable

17. Select a Folder from your ShareFile folder structure to be configured as a Destination Folder for
this workflow action.
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Folders Variahles

C, Search content...
r'__| Perzonal Folders >
B Shared Folders )

Change

D Personal Folders

18. Verify your selections on the right. After successfully configuring this action, you can choose to
either save the workflow and exit or add more actions.
Select the blue + sign to add another action. Or, select Save and then X to exit the workflow
designer screen.
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() All fields are required unless otherwise noted.

Action

‘ @ Upload a document to ShareFile Change

() Users will need access to this folder to run the workflow.

Description

Upload a document to ShareFile

File to upload

Select a file referenced earlier in the workflow or paste the URL of a new one. It'll
upload as a PDF when the workflow runs.

Signed Document x (¥ Variable ‘

File name
You can use variables if you want to customize the file name for each run.

‘ Signed Document x (¥ Variable ‘

Upload location

D Personal Folders Change

Personal Folders

This is the final step of the workflow.

19. Select Save.

¢ Request Signature Form & | X

The new automated workflow is available to use from the Automated Workflows dashboard. If it is

not set as “Active”, you can toggle it to enable the workflow before starting it.
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Automated Workflows m

My workflows Run history

HName Lasn updated Iry Active
Request Signature Form .
Use to request a signature. ‘ D View runs Start H
Business Consulting

- (} View runs Start E
Accelerated Agreaments for Clients .
Send agreement to client ' ‘:} Wi rung Start H

By mmnar Bl

Action variable descriptions

Send an email action Use the Send an email action to trigger automatic emails to clients when
using accelerated agreements in ShareFile

1. When in the Select an action field, select the Send an email action.

Action

| J:J;' Select an action Select

E Send an email

Sends an email to provided recipients.

Ia Upload a document to ShareFile
Updoads a file from a previcus action to a specified folder in ShareFi

Send a template for signature

f Sends e document to the specified user email address via RightSignature
‘Waits for the user to sign the document before procesding

The variable fields screen dsiplays for the Send an email action.
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(L) AL feelds are required unless otherwese noted

Acton

| &) Send anemail Change |

Description

Send an ermail

Recipients
Enter one email address per field

Ak Facipisnt

CC recipients (optional)
Enter one email address per field

Add CC recipient

BCC recipients (optional)
Enter one emal address per fasld

Add BOC recipient

Email subject

(&) Variable |

Email content

| (=) Variable |

Reply recipients (optional)
If amyone replies to the original email, these people will receive the reply. Enter one email addness per fisld

( Add reply to recipient )

This is the final step of the workflow.

2. Complete the following variable fields:

« Description (optional) - provide a description if desired.

(%) Variable i

+ Recipients - enter one email address per field. You can also add CC recipients and BCC

recipients (both are optional).
+ Email subject - add a subject to be used for the email action.
+ Email content - provide information regarding purpose for the email.

+ Add reply to recipient (optional) - use to select people to receive any replies sent by the

recipient.
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3. Select Save to complete the settings for the Send an email action.

Video: Automated Workflows

The following 3 minute and 14 seconds video provides how to increase efficiency of your workflows
with ShareFile.

This is an embedded video. Click the link to watch the video

Co-editing in ShareFile

March 19, 2024

This article explains the steps necessary to co-edit and share editable links from your ShareFile ac-
count. This allows your recipients to make edits to your Microsoft Office files.

Add a place for direct access to Microsoft Office applications in Mac or Windows

Use the information provided for either Mac or Windows to add a place for direct access to your Mi-
crosoft Office account.

+ ShareFile for Mac - see Add a place for more information.

+ ShareFile for Windows - see Add a place for more information.

Supported Microsoft Office 365 Plans

« Office 365 F1

« Office 365 Enterprise E1

« Office 365 Enterprise E3

+ Office 365 Enterprise E4

« Office 365 Enterprise E5

« Office 365 ProPlus

+ Office 365 Business Essentials
+ Office 365 Business Premium

« Office 365 Business
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« Office 365 Education License

See Microsoft 365 and Office 365 plan options for more information.

ShareFile user requirements for co-editing

This feature is available to both employee and client users so long as the following requirements are
met:

+ Previewing files - Download permission must be enabled on the folder where the file is stored.

+ Editing Files - The following requirements are necessary to edit files in ShareFile:

- Must have a Microsoft Office 365 Commercial license.
- Upload and download permissions on the folder where the file is stored.
- File Versioning is enabled.

Note:

Co-editing is not supported with the ShareFile FINRA Archiving plan or ShareFile Enterprise
Archiving plan because of limitations around file versioning within the archiving plans.

Enable Office Online Editing - ShareFile-Managed Storage

For customers using ShareFile-managed storage (customers not using on-prem storage) - This feature
is enabled by an Administrator user on the account.

Disclaimer:

By enabling this feature, you are confirming that you have reviewed and agreed to the Microsoft
Terms of Use and Privacy Policy linked. The Preview option is required for editing.

File type requirements

Microsoft requirements file type requirements for editing.

Application Previewing Files Editing Files

Word .doc .docm .docx .dot .dotm .docm .docx .odt
.dotx .odt

Excel Xls xlsm .xlsb .xlsx .0ods .xlsb .xlsm .xlsx

PowerPoint .odp .pot .potm .potx .pps .odp .ppsx .pptx

.ppsm .ppsx .ppt .pptm .pptx
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Limitations and known issues

This feature is subject to Microsoft Known Issues and Limitations.
+ The editing feature is not compatible with HIPAA Cloud, Archiving, and VDR accounts.

« To ensure your file is saved, ensure that “Saved to ShareFile”is indicated at the bottom of the
editor before exiting.

+ Currently, you must refresh your ShareFile folder after editing a file to access or preview the
updated version.

+ Once you select the Edit option, do not attempot to select Edit again while the new tab is load-
ing. This could register as a concurrent access attempt and cause an error in accessing the file.

+ Preview and Editing for private zones can be enabled or disabled via the settings in the storage
zones controller configuration only. These are enabled only at the zone level and are indepen-
dent of any Admin settings in the web application.

+ For multi-tenant zones: This setting is enabled/disabled at the multi-tenant zone level and
would therefore impact all tenants. It cannot be enabled/disabled on a per tenant level.

« Due to Microsoft Office Online limitations, 0 Byte files can neither be previewed nor edited.

Edit a file

To edit, right-click on a supported file type for Office Online editing and select Edit Document.
Note:

You are prompted to verify your Microsoft Office credentials before accessing the file.

After signing in to your Office 365 account, you can edit the file.

Changes to the file are automatically saved. You can view the Save status of your file at the top left of
the Office Online editing session. Verify it displays “Saved to ShareFile”before exiting the editor.

Co-editing a Microsoft Office file

Multiple users can edit a file simultaneously in ShareFile. To co-edit a document or join an active
editing session, right-click the file and select Edit Document.

After verifying your Microsoft credentials, you may use the web-based editor to modify the file.
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Using Share in Microsoft Office application online

To add other users to an editing session or share while the file is open in the corresponding Microsoft
Office application online, use the following steps.

1. Once thefileis open in the corresponding Microsoft Office application online, select Share.

& 3 @ @ joswsharelibe.com Soosment e sieedd 3.5 308 45 e-af 2 Spb0S a5 T G a o &0 .1('-""-"""

(%) Paaple 2an sdet Mhar srang in

(%) Erplayess can s s Sigrng

The Share screen displays. Refer to the following sections for more information regarding Share
options and configurations:

+ Get a shareable link
» Send to specific people

« Link options

Other users in the editing session are denoted by colored cursors within the document. You can also
view editing users in the upper right corner of the editor menu.
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.-@} 47 bditing ~ m 3 Commerits

L

Headin Heading? Title ~| 0 o~

CTXE471
ShareFile Create a Client User
Article

Information
| ] Requirements to create a Client User
* An Employas user
« TheManage client USEFSDIHWIEE-IE_
« Changing a client email address or deleting a client user from the

system both requirg the manage employee USErs permission |

Create a Client
First, head to People > Manape Users Home gr Browse Clients. Click Create Client

Get a shareable link

Get a Link allows you to share an editable link with your recipients.

Notes:

+ All collaborators both internal and external to the organization can utilize the Microsoft Of-
fice Online integration. It requires the author to select permissions and the collaborator to
have a Microsoft license.

« Thisfeatureisavailable to ShareFile Advanced and Premium edition customers who have
the setting Microsoft Office Editing enabled.

Permissions

Editing
File Sattings
Enable ShareFile Tools Microsoft Office Editing &
Folder Templates Enable Editing
® Yes (O Mo
Remate Upload Forms
File Drops

« Compatible file types are: .docx for Word, .pptx for PowerPoint, and .xlsx for Excel.

1. Select afile to share in your ShareFile account.

2. Select Share.
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5 iy
F= editable - meeoption
D ltems R People

[m] iaw - o4 & =
a . e g L1 ] LAIPYY e »

= u A project flelds for [ -0325202 1 xdsx HKE 127202

O ﬂ ShareFis = Office Online Editing = Addla Place = MacOS docx MB 43PN me

[m] ! ShareFie - Ofices Oniine Editing - Add a Place - Windows 05.d TEOKE  43PM me

Emiad ma when a file i ] Downloaded from this foider DUM(E%

3. Select Copy under the People can edit after signing in. option.

B sharefile - o X

Share

ﬂ 1. Getting Started.docx Add more items

Users can download after signing in

Cuf:y e
Users can edit after signing in
A Anyone can download without signing in

=+ Add another link

B Send to specific people

The Link copied to your clipboard message displays briefly.

4. Use the copied link to share with email or another communication app.
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Sharing an editable link - Message (... 53]

Message Options Format Text Review ¢ Tl me...

@,"‘b’&t}@k“@@[‘}
Yiew

Encryption = Paste  Basic Mames Include Tags  Office  Citrét | Cibrix
Off = - * | Tt~ | - - *  Add-ine Files~  Filee  Templates

Cittrin Files Clipboard ru Add-ins Citrix ' My Templates b

0 The following recipient is outside your organization: SFuser@ShareFileUser.com X

Te.. SFuser Pchareflel icer . com
Ce...
Send
Subject Sharing an editable link
Hi 5FR,

Please utilize the link below to make edits to the document discussed in the meeting.

https:/ sharefile.com/d-sh592bhdad957d4af5h3

Thanks,

a3Fs

Send to specific people

Use this option when you want to send using ShareFile to send a Share message to a specific per-
son.

1. Navigate to the file you want to share in your ShareFile account.

2. Select the file or files you want to share.

= Rl

[~ editable - weoeopens

D Items R People °

M B Dwsate *
O o & ™ Lt rociied Conater =
a . el - i aER LAIPM e »
B o Bl s project fiekds for 1 -0328202 Lale MKE 1207202 celer
O o Bl shaceFie - Offics Oniine Editing - Addia Place - Mac0% docs ME  343PM me
[m] ! ShareFile - Ofice Online Editing - Adda Place - Windows 05 d.  799KE 343 me

Emall me when a fle i [ Downloaded from this foider Dum:n%
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3. Select Share from the menu.

4. Select Send to specific people under the the options offered.

Share

E 1. Getting Started doox

Users can download after signing in

Add another link

B Send to specific people

The Send to specific people message window displays.
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B8 sharefile - m] X

Send to specific people

ﬁ 1. Getting Started.docx

o Recipients can download after signing in Edit options
To
18]
Subject

has sent you files

Message

Sharinq my file with you.

[r—

Cancel
—_—

5. Select Edit options to review and set the following options:

« Access options:

Allow recipients to: - select Edit (sign in required) to allow the editing of Microsoft
Office files.

Access expires - select from various expiration options for recipients.

Checkbox for Require recipients to sign in.

Downloads per user - provides a restriction to the number of downloads if necessary.

Checkbox for Always link to the latest version of the file.
+ Notifications:

- Checkbox for Notify me when this is accessed.
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10.

11.

- Checkbox for Send me a copy of this email.

Select Save.

. Type in the email address of the recipient in the To text box.

Though the Subject is prefilled, you can type in replacement text.
Type in a message if necessary.
Click the Remember subject and message checkbox if desired.

Click Send.

The Share sent successfully message displays briefly.

Link options

Choose ... to Edit the options for the link, Replace the link, or Delete the link.

1load after signing in

after sianina in

Edit options

In Edit options, you set the parameters for recipient access and notifications.
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Edit options X

A\ Permissions will change for everyone who already has this link.
You can create a new link if you don't want to change this one.

Access options
Allow people with this link to (&)

Download ~

Who can access this link (&)

employee users (after signing in e

Access expires

after 179 days w

H - ways link to the latest version of the file (3

O Add a watermark

Notifications

Access options Under Access options, select the access parameters for the recipients.
« Allow people with this link to:

- View - Recipients can only view the file in the Preview window.

- Download - Recipients can download the file.

- Edit (signin Required) - Recipients can edit the file but must sign in either with their client
or employee sign-in.

« Who can access this link:

- Anyone (anonymous) - Recipients can only view the file in the Preview window.
- Anyone (name and email required) - Recipients can download the file.

- Client and employee users(sign in required) - The recipient is presented with a sign-in
screen. The recipient must be an existing user (either an employee or client user) in the
account to sign in and view the content. If the recipient is not a user in the account, then
it is necessary to create the user account for the recipient before they can access the file.

- Employee users (sign in required) - The recipient will be presented with a sign in screen.
The recipient must be an existing employee user in the account to sign in. If the recipient
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isnot a user in the account, then itis necessary to create the user account for the recipient
before they can access the file.

+ View access expires can be adjusted to the available presets.

« Always link to the latest version of this file is selected by default. The current version of files
will be immediately available within the link.

Notifications Thischeck box defaultis set for the sender of the file to receive notifications when the
file is accessed. If you prefer not to receive this notification, uncheck the box.

Replace link

A Replace link

Replacing this link will create a new link with the same permissions. The old
link will become inaccessible, Are you sure you want to remove access?

Replace link

Replace link allows you to create a new link with the same permissions. The old link will become
inaccessible.
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Delete link

A Delete link

Deleting this link will make it inaccessible. Are you sure you want to remove
access?

Delete link

Delete link allows you to make the link inaccessible. Anew link is created by starting the share process
again.

Preview a File

To preview a Microsoft Office file, select the file to open the preview in the Content Viewer. The pre-
view will be rendered in the pane on the left. See Preview files for more information.

Copy files

May 1, 2023

Permissions required

« Upload on the destination folder
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Instructions

The following steps explain how to copy files in ShareFile.

1. Select the file you want to copy.

. Download

M Select All

f Send for Signature

Cltrix ShareFile

e vt

S

1ME

1. Getting Started.docx

Initiate Approval

* More

Delete

Preview

Maove

Copy

Rename

Edit Document
Check Out
Favorite

Add Note

Email me loaded
Sign Yourself
2. Select Copy.
3. Select the file you want to copy to.
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Copying X

Copying "1. Getting Started.docx” to 1-2020 Employee share folder

+ [ Personal Folders
- [ Shared Folders
F~ 1 -2020 Employee share folder

+ [ 1-a-Share

+ [ Aidan's Party 16 -

4. Select Copy.

The file is copied to the location you selected.

Create a folder

October 2, 2023

If you are an employee user, the Personal Folders section is visible within your ShareFile account.
By default, you have the ability to upload and download files from this folder. You also will be able
to create subfolders inside this folder and add other users to those subfolders with permissions you
select.

The Shared Folders section of your account contains all folders (created by you or other users) that
you have been granted access to. This is considered the root of the entire account.

Folder Retention policy

Personal and shared folders might be subject to a retention policy set by the Admin of your account.
To view the retention policy set by your ShareFile administrator, click the Advanced Folder Options
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link under More Options beside the folder name. Under File Retention Policy you can view how long
your files will stay in the folder before deletion.

Instructions

The following information provides the steps necessary to create and manage folders in ShareFile.

1. Navigate to either Personal Folders or Shared Folders in your ShareFile account.

2. Hover your cursor over the blue plus sign and select Create Folder.

[ Create Folder

3. Typein the folder Name and Details.
NOTES:

 ShareFile does not allow you to have duplicate folder names on the root of the account
or in the same parent folder.

« If you would like to allow other users to access this folder with specific permissions,
click the checkbox for Add People to Folder. Leave this box unchecked if you do not
wish to add users at this time, or if you plan to add users at a later date.

4. Select Create Folder.

To create subfolders, repeat the above steps.

Notes:

+ Personal Folders are named with email address of the user at time of first login.
+ Ifthe user’s email address is updated, the Personal Folder name will not change.

Delete files

May 1, 2023

Permissions required

« Delete on the current folder
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Instructions

The following steps explain how to delete files in ShareFile.

1. Select the file you want to delete.

2, Downlosd |'_".:' Share |0} Du%e B Prevew o+ Mo

Hame & Bire Upicaded Craaioe
1t P CF for Ardrosd Devices
o P CF fori0S Devices
o I docs_presentation

ir m COC_doc_all_hands_presentation [Autosanesd) pptx

@ 000 oo

tr [ KB Artcle-FUSE docx

Email m whaen a file is D Doreenloaded from thes folder D Uploaded to this folder

2. Select Delete.

3. Select Continue to confirm you want to delete the file.

A Confirm Deletion

Are you sure you want to delete the selected item?

Continue Cancel

Thefile is deleted.

Delete and restore Projects (or Engagements)

November 29, 2023

You can delete and restore ShareFile Projects (or Engagements) including the content and user re-
source information.
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Note:

Upon deletion, the owner of the project or engagement has the ability to restore the deleted
projectand resourcesin the project within 45 days of deletion. For more information, see Restore
a deleted project or engagement

Permissions required

+ Only available to ShareFile Premium subscribers

+ Project Owner is the only role that can delete a project. No
other role including Account Admininstrator, account Super User or counterpart can delete a
project or engagement created by you.

Warning:

The only role that can add additional Project Ownersis the current Project Owner only. So before
deleting a user who is the Project Owner, you must assign an additional Project Owner. If a new
Project Owner is not assigned before removing the current Project Owner, a new Project Owner
cannot be added and the Project cannot be deleted.

Deleting a project or engagement

Use the following steps to delete a project or engagement.

1. Inyour ShareFile account, navigate to your Projects (or Engagements) dashboard.

2. Select the Project that you want to delete.

%% ShareFile Q Soaren fhes and foer wep  apps Logout
Delete and Restore Project or Engagement  osn - eespns o e
Ecit detals
Bl eroiecns Homa " antrequests ik 1 -
% Recently deleted
Document requests Vi Filez

Change to closed
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3. Select the ellipses by More options.
4. Select Delete.

The Delete Project confirmation popup displays.

A\ Delete project

Are you sure you want to dalate Delete and Restore Project or
Engagement?

Deleted resources can be restored within 45 days via the ‘More options'
e

5. Select Delete project to confirm or Cancel to keep the project.

The Deleted project message displays briefly confirming the project or engagement is no longer avail-
able.

% ShareFile P —— P

Fiasttaiad

[ R

Projects - versme L=

Restore a deleted project or engagement
Project and Engagement owners can restore a deleted Project or Engagement. Once a project or en-
gagement is deleted, the owner has 45 days to restore the Project or Engagement.
Use the following steps to restore a previously deleted project or engagement.
1. Inyour ShareFile account, navigate to your Projects (or Engagements) dashboard.
2. Select the ellipses by More options.
3. Select Recently Deleted from the list.

Projects - moeoptons 4__—_.-—"' [—
Fecaatly deleted

QO Spare Status  Open Seetby  Date created (Newest)

The Recently Deleted screen displays.
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T3 Pty Gumted

Recently deleted
W'l stone recently deleted projects here for 45 days.

tiara

el

B 2002-tax-return-Nordic- Anofing

®

4. Select Restore next to the project or engagement you wish to restore.

The Restore project confirmation pop-up displays.

A Restore project

Are you sure you want to restore 2022-tax-return-Nordic-Roofing?
Everyone on this project will regain access to it

Cancel

5. Select Restore.

The Restored Project confirmation message displays briefly.

€ Sepsrich Fiirg aned fesdcders Help Apps LogOut
Mty St

Recently deleted
el one recently debsted peopscts here for 48 days.

IQ Faeasawed project

Return to your Projects (or Engagements) dashboard to confirm the project or engagement

was restored.
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o

% ShareFile

PI'OJ'E‘GTS ven MAOME OplIoNS

ﬁ Prajects 1 S Status  Open Sorthy Datecreated Newsst] ~”

2022-tax-return-Nordic-Roofing
Business Tax return for Hordic Roofing 5'
b o » Opan [ Coeatet a2

Document requests

November 13, 2023

Document requestsis a request list tool to request and collect documents securely and digitally. Doc-
ument requests are found and initiated in the Projects (or Engagements) tab in ShareFile Premium.

The following information explains the process of using Document requests to complete tasks on
both the service provider side and the client side.

TIP:

For a list of FAQs for both ShareFile Projects (or Engagements) and Document requests, see
FAQ - Projects and Document Request.

Send Document Request - service provider

1. Navigate to Projects in your ShareFile account.
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5:5 ShareFile & Search files.and foiders Mo Apet LogOut
\b Dashboard
Projeots - e
Foiders >
ﬁ Projects ", Sadrch Stbus  Open W Sortby  Dabe created (Hewsst) ~
B2 worktiows b
Nordic Roofing Tax Return 2021
T b >
- P-4k al the 2021t foe NGHTSC ()
People > Opan B Crested on 202
Settings >
Nordic Reofing Tax Return 2022
o description provided.. W rcceww

Open [ Created oo 542000

2. Select an existing project or select Create Projects. In these instructions, we selected an exist-
ing project.

Nordic Roofing Tax Return 2021 osen - worecptions W
Edit details
Home Tasks Document requests Files Comments
Recently deleted
Document requests View all Change to closed View all
Dedete
@
No document requests yet N files yet
Comments View 3 -

3. Select ...More options then Manage project users. The Manage project users pop-up dis-
plays.

Manage project users

Narne

Invite users

4. Select Invite users to add a client user to the project.
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Share project

To

E ko
cE ER, Chisa

Role *

Client

Allow user to share project

Anyone they invite to the project will be able to see its contents.

Message (optional)

Please provide the 2021 tax receipt if‘-fOl

5. Type the name of the client that you want to invite and confirm the Role as Contributor. As an
option, you can add a message.

6. Select Invite. The “User successfully added”message displays briefly.

7. In the Project dashboard, select the Document requests tab.

Nordic Roofing Tax Return 2021  oeen

Home  Tasks

Document requests Wiew 2

Tips:

The remaining steps are examples of creating a document request which includes listing
the items you are requesting and then sharing the request with the people you want to
receive the files from.

8. Select Create a Document Request. The Create a document request pop-up displays.
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!::? ShareFile Q Ses Help  Apps  LogOut
}  Dashboard
Nordic Roofing Tax Return 2021 open - worecptons e
Folders
Projects Hame Tasks Document requests Files Comments
08 workflows > 7.
£7  Signatures > ﬁ
] inbox > e w
There aren't any document requests.
5| People »

Create a new document request and assign items 10 request documents

Settings >
e Create a document nequest

9. Typein a title for the request.

Create document request X

Title *
Cash and Credit receipts request
Description

Please submit the requested receipts,

Due date

5 1/os/2023 N

:Ca " “I

10. Type in the Description text block, directions for the request. As an example: "Please
provide a copy of your W-2."

11. Use the calendar to select a Due date.
12. Select Create. The “Document request created”message displays briefly.

13. Select Create an item.
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bSO O e T

2021 credit receipts request ' omR 8 swnoszen e m

tems ATLaChmgnts

[

This request dossn't have any iterms yet
Start by creafing an item to request files

+ Vv

Create anitem Import items

14. Type a name for the item and add a description.

Create an item

MHame *

Cash receipls

Description

Add for cash receipts|

Create itéem

15. Select Create item. You can create as many items as you need for the request.

| [ QR
O sag ae oo
Cash and Credit receipts request (B Doasmen o m
marfd  AmachTrd
) Wi 35 3
Swiwc! an Rom o vieew delady
O Cash receipts :

O Credit receipts

16. Select Share request. The Share request pop-up displays.
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Share request X

Who needs to complete this document request?

Agsign to *

(1, Search for a user..

Message (optional)

. Assigning a document request to anyone not in the project will
also add them to the project.

m

17. Select Assign to to add: any user already in the project, a client, an employee, or create a client.

Share request X

Who needs to complete this document request?
Assign to
Q Search for a user..

Sharefile Client
Message (optional)
Please provide the 2021 credit receipts.

Q Assigning a document request to anyone not in the project will
also add them to the project.

18. You have the option to type a message then select Share.
Note:

You can repeat steps 16 and 17 above to add more users to the request. You can also re-
move users assigned to a document request by using the Manage users option on the ...
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menu. For more information, see Manage users.

Manage users

The Manage users option allows you to remove users from a document request.

1. Inthe Document request dashboard, select the Manage users option on the ... menu. The Man-
age users pop-up displays.

Horde Fioafing Tax Fetum 2021+ Gredit Receipts for 2021 neview
Credit Receipts for 2021review  open & owerioazz o cE
For the 2021 review Close request
Open In review Approved Edit details
1 - - Manage users
0 of titemns approved 0% Delete

Note:

You can also access Manage users from the avatar icon group.

Manage users

Shans with otters

2. Select the vertical ellipses beside the users name.
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ShareFile

Manage users X

| Marme

clant1 Sharefie

cs

clent 2 Sharefile

c3s

Share with others

[ £

3. Select Remove. The Remove user confirmation request pop-up displays.

A Remove user

Are you sure you want to remove clientt Sharefile? They'll no longer be
assigned to this request.

4, Select Remove.

The user is removed from the Document Request.

The document request is sent to the client. Use the Projects dashboard to track the status.

Receive Document Request - client

The following information provides you, the client, with the steps necessary to respond to a ShareFile
document request from a service provider.
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1. Once you receive a document request in your email, select View document request. Your
ShareFile account opens to the Projects dashboard displaying the request.

Y5 ShareFile

Joe sent you a document request

RE{|IIESI name

2021 cradit raceipts reguest
Description

Please provide the 2021 credit receipts
Due date

November 07, 2023

ltems requested

1

View document request

Need help? We're here for you.
Visit sharefile com/support and look for “Start chat

2. Select the items to review the Details. The Details tab displays the title of the requested item,
the date of the last update, the name of the assignee (you), a description of the request, and a
file upload where you can drag one or more requested documents or browse your computer.

¥ ShareFile

Credit Receipts for 2021review  open

1. e o

0 of 1items approved

Items
O tems (1) Showall

O Cash receipts Opan o B

Note:

Use the Comments tab to provide any information you would like to share regarding their
document request.
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3. Use Drag your files here or browse your computer to upload one or more requested documents.
The upload indicator displays the progress of the document upload.

Credit Receipts for 2021 review o
; i

| ttems (1) Detalls

B Cashreceits Opan o B Cashrecelpts

Open

ited $0/3U2023

Repeat this step for the remaining items requested if applicable.

4. Select Submit for review. One or more requested documents are submitted. The “Submitted
item for review”’message displays briefly.

25 ShareFile

Credit Receipts for 2021review s & oenes ot

- . : Cashrecelpts
open
* Chigs N

ned WFIVIEY

Dasoription

Aftachments 4

L=

The client’s Project display shows the item to be In review.
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Credit Receipts for 2021 review  ope  £3 ower
—_— 1 _—
Ites
B items (1) w0 Details
B Cashreceipts [ i B : Cashrecelpts
. Inreview
ted WONI/H0ES

Description

Attachments 1

Document review and approval - service provider

Tracking the client responses and documents on the service provider side is available in the Projects

folder for the specific client. The following instructions provide the steps necessary to approve and
close a document request.

1. Open the project for the client in the Projects dashboard.

Credit Receipts for 2021 review om0 saseses oo ce m (
_— 1 —
B ttems (1) Edit Download | Show Detals
W Cashreceipts mreveew 1 ! Cash receipts
nreview
d % Chioe BV
WNI20TS

Description
o

Attachments 1

2. Highlight the requested item in review and then select Approve. The “Approved item”message
displays briefly.

Repeat this for all requested items received.
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Credit Receipts for 2021 review  oem 8 sencezes e

B ftaens (1)

B Cashreceipts

3. Select Close request.

Credit Receipts for 2021 review o= B

tams

B mems (1)

8 Cashreceipts

4. Select Close request to confirm in the pop-up. Type a message to the client if desired.

© sovomain

Cash receipts
Approved

163 IR

Description

Attachments 4

Detais
Cash receipts
Aggroved
o Choed
st updated SMI0EY

Duscription
Acka for Cashrecept

Aftachments 4

a8

F
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@ Close request X

Are you ready to close this request? Assignees will no longer be able to
attach files.

[ /] Notify pecple in this request

Thanks for providing the requested documents)

Cloze request

The “Closed request”’message displays briefly and an email to the client is sent.

#% ShareFile &, Search flos and folders

PR B
Credit Receipts for 2021 review  cows =

ftems  Attachments
() Hwens 1) Agditem~ | Srowsl W

# Sopatan 3 0 Cashreceipts &1 Bo

Note:

You can always reopen a closed Document Request, if necessary. The client receives a

confirmation email if the request is reopened.

The client receives a confirmation email that the document request is complete. The client can select

View document request to review the request.
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vs ShareFile

Your document request is complete!

Thanks for providing the requested documents

Request name
Credit Receipts for 2021 review
Description

For the 2021 review

Need help? We're here for you.
Visit gharefile com/support and look for “Start chat.”

Document request due date change

The owner can edit a due date for each item of the Document Request.

Use the following instructions to make changes to the due date for a requested item.

1. In the Document request dashboard, select the document request you must change the due

date on.
. . ) B "
2021 Expenditures worksheet  ope |2 swmseses - oG Iwww m( —
1 _— _—
Items
B tems (1} £7 Edit how all Detads
B 2021 Expenditures worksheet Open o = : 2021 Expenditures worksheet
Open
nssigned o Joe Cllent
Janw
dsted 02023
Description

Please provide the worksheet. If you need more time, |

2. Select the Edit details option on the ... menu.
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3. Change the date using the Due date drop-down calendar.

Edit details

Tithe *

Deseription

Please provide the worksheet. f more time is needed, | can change the due date
later.

Dus date

2 1oz W

LA November 2023 >R

SUM  WONM TUE WED THU  FRl SAT

I

Edit files

May 1, 2023
The following steps explain how to open and edit a file using ShareFile.
Tip:

Use editable sharing with Microsoft 365. For more information, see ShareFile editable sharing
with Microsoft 365.

1. Navigate to the file you want to edit from your ShareFile folder.

2. Select Download. The file donwloads locally to your device.

3. Use the corresponding application to edit the file.

4. After completing the edits, select Save from the application menu.
5

. Upload the edited file to your ShareFile account.
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Email files to ShareFile

March 20, 2024
Important:

We’re taking steps to improve the security posture of file requests and sharing. All links default
to use secure sharing options which apply across all ShareFile locations: ShareFile desktop app
for Mac and Windows, ShareFile Web app, ShareFile Mobile app, ShareFile Plug-in for Microsoft
Outlook and Gmail. See New secure sharing options to learn more about ShareFile secure shar-

ing.
Limitations

ShareFile cannot guarantee that this feature will function properly in all customers environments.

Getting a link to email files directly to ShareFile

The following steps explain how to get a link to send files by email to your ShareFile account.

1. Open you ShareFile account.

2. Select Request Files from the Shortcuts tile on the ShareFile dashboard.
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ShareFile

éf:& ShcreFile ( Q. Search files and folder
{a> Dashboard
@ Hello Joe
D Folders >
B Proects Shortcuts
m Workflows >
Q
i D 2 A
f Signatures >
Share Files Request Files Create New User Personal Folders
[ Inbox >
People > ﬁé ﬁ @ f
@ Settings 5 Shared Folders Favorites FeedbackWgd Approval Send for Signature
E
Projects
Favorites

The Request files pop-up displays.

Request files
Fille locartion

7 eso o

& &

Gat a link Send to specific people

3. Select Edit to change the File location if necessary.

The Upload Location pop-up displays. Select the new location then Done.
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Upload Location

+ [ File Box
= [ Parsonal Folders
+ [ docdes-22

+ P emal files directly 1o & ShareFie folder

Note:

The default setting for files requests is File Box. For more information, see File Box.

The Request files pop-up displays again with the updated file location.

Request files

File location

r_ emall files directly to a ShareFile fold...

&

Getalink Send to specific people

4. Select Get a link.

The Get a link popup displays.
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Getalink

A Anyone can upload without signing in if they provide
& nane and email

Note:

Select Edit options to review and make changes to the link options if necessary. For more
information on editing the link options, see Edit options - Get a link

5. From the Get a link popup, in the URL provided, select and copy the text following the URL(in
the example below you would select and copy the text highlighted in blue: MeEEIEEEET PR WVE

Get alink

A\ Anyone can upload without signing in if they
a name and email.

2254508

6. With the highlighted part of the link copied, open your email software and compose a new mes-
sage.
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MY 77T

e —

sending files to ShareFile by email - & X
From "@sharefile.com> «
¢ To | rr9t 285824 ficTdc365ad3@email sharefile com | a
r
Cc Bec &
" b.
Screenshot-ShareFile-Email-File.jpg (182K) x oM@
Sindhura answered the question in t (1).t ) x

© o SansSerif ~ 1T~ BT U A~ =~ |

1]
iii
I;I
I;I
4

a. In the To field, paste the copied text followed by @mail.sharefile.com.

b. Select the add attachments icon to navigate and choose the file you want to email to Share-
File.

7. Select Send to email the files you selected to ShareFile.
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“ uUripnl L
i

sending files to ShareFile by email - & X
From ‘@sharefile.coms «
€ To rd 858249 f4c w3fpemail sharefile com
f
Cc Bec &
"
Screenshot-ShareFile-Email-Fijffpg (182K) x oM@
Sindhura answered the stion in t (1).txt (1K) x
6 & sassggf- T~ B I U A~ E~i= = & F -

Al A R0 AR A 2B HE 0

8. Open ShareFile and navigate to the folder selected to receive emailed files.

$ ShﬂrBFile Qs files and folders Help  Apos  LogOat
1 Dashbcand P —
[ Feiden " I~ email files directly to a ShareFile folder - v optons
a DO fems 8 Peopls
SharedFoldens °
xten
. o — - — =
% Dropbes 0O @2 P sossnnat-snaerie-emas-Fisjog =1 KB
Fia B (m} D Girette,  werpwered B questionin LEn B4, WL
Fiaycie Bin Ervaill me when a fe s [ Dewrioades from this foises [ Usksaded 5o this foder
o

Workflows 3

Edit options - Get a link

1. Select Edit options from the Get a link popup.
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Edit options

Access options
Who can access this link (5

Anyone {public, must enter a name and emadl)

Access expires

after 180 days

Notifications

u Modify g whien g are uploaded

The Edit options screen displays.
2. Review and set the following options:
« Access options:

- Who can access this link: - select from various options including Anyone (public),
Anyone (public, must enter a name and email), Client and employees users (after
signing in) and Employee users (after signing in).

- Access expires - select from various expiration settings for recipients.
+ Notifications:

- Check box for Notify me when files are uploaded.

3. Select Save to save the changes made to the link options.

File versioning

August 15, 2023

File Versioning allows you to keep and download multiple versions of a singlefile. Files with the same
file name and type are automatically saved as the latest version.

File Versioning ensures that changes are not lost between updates or edits. Any user with download
permissions on the folder can view the available file versions for a given file.
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Upload a new version of a file

When File Versioning is enabled, uploading a file type with the same file name displays as the latest
version.

Note:

Each version counts toward the account storage limit.

When users download a file that has multiple versions, the latest version will be downloaded. To ac-
cess previous versions of a file, click the blue versioning icon.

After uploading an updated version of

Original File the file, with the same file name
m E e Oz VY FILE - Ward (=TI - I I & MY FILE - Word
Hi T P Fi M Rl
ETRl oM | MSERT  DESIGN PAGELAVOUT  REFERENCES  MAIINGS  REVIEW  VIEW FILE OME [ MNGERT IDESION) IPACELAYOUT IREFERENCET) IWALINGY IRCVIEW) WEEW
FETI

ey ¥ Cut .. 0 A e, J0 AR libri - A A ha- B S-S .Nce EE R

ith oo Cu Calibri (Bedy) -[11 <[ A A Aa- & % I ] L € copy CabitBoay -J11 -] X A7 Aa- | B2 EE AL g

L By Copy Paste o - B — v
Paste Crommtbaine | B U BeWeop. S 5 - St Formatpainter | B T 4 v X, x| A . A 5-0

Clipboard & Fant & Paragiaph & Clboard - Fent
= L e T e T 3000

= (G T (e - b 3

This is my file!

WITH SOME CHANGESE‘

This is my file!

Title size Uploaded »  Creator

B wrriedon 11KB  912AM v B mvrLedon 11KB  S13AM |
O W Cl with Content Collaboration.docx 324KB  310PM ﬁ E

Tine size Uplozoea ¥ Creator

Access Versions

Theicon indicates a file with multiple versions. Click the icon to view previous versions of the file. You
can download or delete as needed.

N
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Ider

Number of Versions

By default, file versioning saves unlimited versions of a file allowing you to see the entire history. You
can configure an account-wide default setting and manage version count on a folder-by-folder ba-
sis.

Account Default

An Admin user on the account can customize the account-wide default by navigating to Advanced
Preferences > File Settings > Versioning.

Individual Folder

To view advanced folder settings, access the More Options menu beside the Folder Name.
NOTE:

Enabling or disabling file versioning on the folder level requires the Admin permission on the
folder.

On the folder options screen, use the Maximum Versions drop-down menu to pick the number of
versions that can be saved. You can select Custom to enter a different value.

You can choose to apply the same setting to all of the subfolders of a folder. When you are finished,
select Save.

File Versioning
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FAQ
What happens if | upload another version of a file when file versioning is disabled?

When versioningisdisabled, uploading a new version of a file with the exact same file name overwrites
the current file.

NOTE:

Similar file names are treated as a new entity.

What happens if | disable File Versioning on a folder?

Previous versions of your file are not removed. The latest version of your file is displayed within your
folder.

Uploading a new version of a file overwrites the latest file version. The older versions are “stacked”
beneath the latest version of the file.

Integrations

February 22,2024

Eliminate manual data entry and duplicate effort by automatically syncing prospective client data,
saving time and reducing data entry errors.

Utilize these integrations when using ShareFile:

+ Accelerated Agreements
+ Creating auto-fill agreement templates.
Video: Integrations

The following 2 minute video provides information on how Salesforce and QuickBooks are integrated
with ShareFile.

This is an embedded video. Click the link to watch the video

Integrating QuickBooks

Use the following steps to add QuickBooks Customers to your ShareFile account.
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ShareFile

1. From your ShareFile dashboard, navigate to Apps > Third Party Integrations.

A ff O O @ testommens §

s ShareFile
g Dasbboad

5 ShareFile

s fow Wi

R —

e

2. For Quickbook Customers, select Add.

Favorites

Apps for Windows

ShareFile for Windows

o

R tdtDashbcurd

u _ : S
. Shacelliig
B chavefie dera.med

I coment_uigrts_Devrpd

B sheeerse oo

ShareFile for Quthoak
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5 ShareFile
Third Party Integrations
@ = [ =
Thiel Parvy =mgrmias e fhooky Cumicemens Saleviorcs Leads
e ] o]

Microsoft Office Online Intgration

Zapier

The Connect ShareFile to your QuickBooks account popup displays.

3 ShareFile a
Third Party Integrations
L]
@ ets T mooontuanbuet oo g B o Bop_grop s Exsemusi Do parPor il st sk
e — ""‘w'c“"‘“"‘" InTuwIT
L] -] @
- Sign in
- -
Eveull ¢ U 10
Microsoft Office Onlir

[ ——

3. Select Next.

The Please select your company screen displays.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 245



ShareFile

It

4. Select or search for a company or firm.
5. Select or search for a client.

6. Select Next.

~

8. Select or use search to locate a prospects.

. Navigate in ShareFile to People > QuickBooks Customers.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

246



ShareFile

9. Select Send Client Agreement.
@ SharekFile

10. Choose from the available client agreement templates.
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Select a template:

11. Review the auto-fill information provided by the integrated QuickBooks Customers for verifica-
tion.

Preview - Client Agreement »

Proagmnin (groet

I-.n-..-ml_-

Chenes & Parirss Ly

454 Magroia Aeprue
Samanrul, Geprpis Siadd
emanis  Les

MMl Corprosiles

Al Madn WLrEET

Fiyaras & ah Bidsa

B Ergaptomeend Leries - Busines Formation & Soreciune Matier
[ - ST =

Wi e gl Lo porimn o evagapeTreril an begal oourril 05 dride o b e ST of Burideii
IorTioen e UNETUNE. 34 U during D4 redt consEtaton, This Crpaphment kes gutines
e Lt ared of cur Pl i L ot carchuly and md=sle
VA srepianoy by sgring ard roSeming s copy 8 oo olfie.

SCope of Senices

[ s ——
deramany g e Vg o

[ e
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Preview - Client Agreement k4
oy unoely,
P
{hesner & Partrees L I A
4% Mlagrafia Aepri
Sarwinr, Genrpla 31401

1 harvg rousd. and erdenSacd e ferma of this engapement ketier;
Puijamin Lo

Fhgrature

‘ PR e i e T
dcsmae g s ol

S

12. Select Send. This creates a folder for the new client.

The “Client agreement successfully sent.”confirmation message displays briefly.
3 ShareFile’ e — ¢

e L O

| [ R e ]

QuezhBooks Customers

Integrating Salesforce

Use the following steps to add Salesforce Leads to your ShareFile account and send a client agree-
ment.

1. From your ShareFile dashboard, navigate to Apps > Third Party Integrations.
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- o a 5 Ehaetile com dashboed e fn]} [n ] ‘- Mopws Sz mandatie §

¥+ ShareFile Q. Search fles and wgoun

Q Dasbboard
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Foksery, >
— Shortouts Recent Files
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2 wernows 3 o
] =
. X o ~derma.mps
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I 5 FursdFoidery Farvme ta Fosefbuci g Seeddor Sgraturs
: Apprivval O coment_ienights. Desvsarrgd
. B e doos
|5 S e
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ShareFile for Windows

ShareFile for Quthoak

2. For Salesforce Leads, select Add.
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i ShareFile o . o s Loptue

i far g et s, sk ook Cuniomans Salesiorcs Leads

[P Third Party Integrations
- @ = & - /

Microsoft Office Online Integration

Zapier
The Salesforce sign on page displays.
£% ShareFile a: :
Apps for Windows Third Party Integrations
T LI COMTIAMLIAL s H2F SUR IR e Cur R 2 RO AL LA TSNP R a- Beta

salesforce

! Integration

o e s o coolleaguen, ll

lusly
[ of pkoadieng and

RO

N
)
d
i
i

© 2024 Salostoros, Inc. All righés reserved, | Privacy

. | e s -

3. Typein your Salesforce credentials.
4. SelectLogIn.

5. Navigate in ShareFile to People > Salesforce Leads.
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S ShareFile’

Salesforce Leads

= o R
. n oL Ay re———
6. Select or use search to locate a lead.
S ShareFile’
Salesforce Laads
[ =] e
™ Ay pe———
L Ay re———

PER R EEDEREE D=

7. Select Send Client Agreement.
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S ShareFile’ -

Salesforce Leads

==

TEDPRPEDEDEBEDDEEED |

8. Choose from the available client agreement templates.

Select a ternplate

9. Review the auto-fill information provided by the integrated Salesforce Leads for verification.
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Prowiew - Client Agrecment

sl youy B b mabler of Bunine

Thiss ETMpRpREMENS hrer oucines

[T e —

this ke Sty and indsle

Frrmgmrin Cnee

| % e

[ LA ——
i ] e @ e ikl L]

Prevwiew - Client Agresment

Foury uinomerly,

Chested & Partir's L
434 Flagraoila Aennig
Sarnsiuah, Gaorpis 3140

| v i il wrderiaad Hae B of thin enpapesent iefler:

| ST les

Fhgrature

Bars

o

[ B R
i ] g bl

10. Select Send. This creates a folder for the new client.

The “Client agreement successfully sent.”confirmation message displays.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

254



ShareFile

@ ShareFile

o

Manage your ShareFile storage

April 5, 2024

Five ways to clean data and reduce storage

If your account’s storage consumption is high, you can free up space in your account by self-cleaning
your storage. We recommend you follow these tips to maintain ShareFile storage hygiene:

+ To delete unnecessary, infrequently used files from personal folders:

- Sortfiles & folders by size to see the largest or smallest file or folder.

- Sort files & folders by upload date to identify the oldest file or folder not accessed.

+ Delete unsupported and large audio or video files.
+ Limit the file versioning. See File versioning for more information.
+ Delete messages with large attachments from ShareFile Inbox.

+ Clean ShareFile Recycle Bin.

Note:

Once afile is deleted from ShareFile, it cannot be restored. We recommend you save files locally

if needed.
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Allocate more storage

Storage and employee accounts can be added to most plans. Contact ShareFile Support, and we’ll
help you design the perfect ShareFile plan for your business.

Tenant Management

December 15, 2023

Did you know...

+ You can add new tenants in ShareFile.

+ You can download your tenant list as CSV.

+ You can cancel a trial or paid account.

+ You can convert a trial account to a paid account.

+ You can change the ShareFile plan type for an account.

ShareFile now allows partnersto add new tenant accounts. The new automated provisioning provides
more streamlined account management, easy tenant setup, and faster time to market.

Tenant Management allows you to add new tenants and manage existing tenants. From the list you
can view:

« Account name

« Status

+ Licenses used

+ Plan name

« Storage zone

« Storage used

+ Ellipses to manage tenants

Edhgdekd Trial 2 Starsdard Shawef e US East Picne

u Trial 1 Siarsdard ShaewFile US East

Trial I FT @ ShareF il
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Prerequisites

+ Must have create and manage storage zones enabled.
« Must have Manage Tenant Access enabled.
« Must be an Admin with Manage employees permission enabled.

Add a tenant

The following steps explain how to add a tenant in ShareFile.

1.

In your ShareFile account, navigate to Settings > Admin Settings > Advanced Preferences >

Tenant Management.

Select Add Tenant.

Add Tenant

Type in the Admin Details in the corresponding fields.
Admin Details

First MName * Last Name * Email *

. Type in the Business Details (tenant) then select that you agree to Terms of Service.

Business Details

Company Name * Address * City *

State/Province * Country * Zip or Postal Code *

1 Search country

Phone Mumber *

[ rve read, understand and agree to the Terms of Service *

5. Enter account subdomain and check for availability. If taken, select another name.
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Subdomain *

Your subdomin is your unigue URL for your ShareFile account. You can change this later.

https:// (Chec:k Fk'«."E!ilELbiliT}f)

0/50

6. Select the account type.

Account Type *

Each paid service is delivered with 1000 ShareFile licenses to use but you will only be billed for licenses assigned to subscribers,

O Trial

30 days trial with limited storage

(O Paid Service

7. Select plan type. For mor information on ShareFile plan types, see ShareFile.

Plan *

Need help choosing? Learn about plan types

(O standard
(O Advanced

@® Premium

8. If necessary, select Provide a support contact for tenants. This is optional.

Note:

Complete the support contact information fields if you selected the option.

Suppart Infarmation

Enter the support contact details for end users here. All fields are required if entering.

Name Country Phone Mumber

1 Search country

Email
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9. Select the storage zone for the tenant account.

Storage Zone
Select the customer's storage zone. *

() shareFile Cloud Hosted

Everything will be stored and managed in the ShareFile Cloud.

(O Add to Multi-Tenant (?

Multi-tenant StorageZones created by the partner. Learn more

(O standard(Partner-Hosted)

Setup a dedicated StorageZone later.

10. Select Finish to create the tenant account.

Back Finish The ShareFile account will be created.

Download as CSV

The following steps explain how to download a CSV with tenant information including the tenant ac-
count name, current status, number of licenses, plan type, storage zone name, and storage used.

1. From the Tenant Management dashboard, select Download as CSV.

Download as CSV

2. Use your prefered application to open the file.

Cancel an account
1. Select the ellipses at the end of the row for the account that needs to be cancelled.

izdbgidgkd Trial 2 Standard ShareFile US East Hone

2. Select cancel depending on the type of account:
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« Foratrial account, select Cancel trial.

jzdhgidgkd
hienant3

Yahootenant

« For an account, select Cancel account.
2

Yahootenant
Tarhesal Tax Congultants

F

Trial

Trial

Paid

Trial

Standard Sharg? A5l MNome

Standard ShareFile US East Cancel trial
Premium ShareFile US East e

Fremium la LIS East Hone _i
Premiumm SharaFila US East Cancal account

L —

The status is updated to cancelled and no additional action is required.

Convert a trial account to a paid account

1. Selectthe ellipses at the end of the row for the account that needs to be converted from trial to

paid.

2. Select Convert to paid.

bl peiprae chin il Trial
sdhaidgka Trial
ari3 Trial

3. Select the plan type then Convert account.

Praésfrulem

&t

2tang.

anclarg

arg

ShareFile LIS East

S East

5 East

Nane

Cancel tria

Convert 1o paid
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Convert to paid

Convert the sharefileexperiencecloud3 account from a trial to a paid
plan.

O 1- standard Downgrade

Store, sync, share; mobile apps, unlimited clients

O 2- Advanced Downgrade

Email pluging, advanced collaboration and security

® 3-Premium  NoChange

Unlimited e-signatures, automated workflows, document requests, project
spaces, integrations

Convert account Cancel

Change the account plan

1. Select the ellipses at the end of the row of a paid account to change the plan type.

2. Select Change plan.

Lersant Paid 2 Presmium ShawefFie 15 East e
Tix Consultants Tirial 1 Presmium ShawrefFie S East Cancel account
Stenant! Canonlled 2 Premium Sharedie LIS East Crangs plan
Stenanti Pakd 1 Presmium Shawrefie U5 East e

3. Select the plan type then Change plan.
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Change plan

Change the Yahootenant account's plan.

O 1-standard Downgrade

Store, sync, share; mobile apps, unlimited clients

O 2- Advanced Downgrade

Email plugins, advanced collaboration and security

=y .
&) 3 - Premium No Change

Unlimited e-signatures, automated workflows, document requests, project

spaces, Integrations

Meed help choosing? Learn about plan types

e

Move files

May 1, 2023

Permissions required

« Delete on the current folder

+ Upload on the destination folder
Instructions

The following steps explain how to move files in your ShareFile account.

1. Select the file you want to move.
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-, Download |'j> Share f Send for Signature Initiate Approval =+ More
Delete
[[] Select All )
Preview
Move
[ s O — 0. o O [
Cliwix ShareFile . — 3 - | p— Copy
!-.-- = e | e T —
C =—= “= Rename
o & Edit Document
1. Getting Started.docx CC EOS KB article_DR... change-to-sharefile.png edit-op. Check Out
1MB 1T KB 99 KB 41KB Favorite
=== . _-‘- —e— ’7 Sign Yourself
~ = .

2. Select Move.

3. Select the folder you want to move to.

Moving

Moving "1. Getting Started.docx” to emailuser@user.com

+ [ electronic-signature-send
+ [ emailuser@user.com
+ employee photos

EOL Draits

Florida_August 18

folder2019

Form2021
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4. Select Move.

The file is moved to the location you selected.

Provide user access to folders

May 1, 2023

You can also create a new user from the Add People to Folder menu. A client user is created if you
add anindividual to a folder that is not currently a member of your account.

Click the name of the folder where you would like to grant the new user access.

Access the People tab or the folder access menu.

Click the Add People to Folder button.

Click Create New User to add a client user to your account with access to this specific folder.
The user’s email address, first name, and last name are required. The user is created as a client

ok DN

user and added to the list of users in the pane on the left.

6. Check the Notify Added Users option in the bottom right.

7. Save the changes. Your user then receives an email notification that they have been added to
the folder and must activate their account.

Personal Settings

September 18,2023

Employee users can edit their personal settings when they sign into their account. The following in-
formation provides the details for each section in Personal Settings.

Edit Profile

Edit Profile allows you to edit your profile settings.

Name and Company Details

You can make updates to the First Name, Last Name, and Company fields. Select Save once your
changes are complete.
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Profile Picture Select Edit to add or replace a Profile Picture. Select Remove to delete.

Change Password

Use Change Password to update your password. You are required to enter your previous password
before creating a one. You are asked to confirm the new password by entering it in the Confiirm
Password field.

Select Save to change your password.

Passwords must meet the following requirements:

« Mustinclude at least 1 upper case letter
+ Mustinclude at least 1 lower case letter
« Mustinclude at least 1 number
« Mustinclude at least 1 special character
« Must have at least 8 characters

Note:

ShareFile does perform a strength check against a weak password database before it is saved.

Edit Email Addresses

Use Edit Email Addresses to make changes to your primary email address. You can use the Add
Alternate Email to add a backup email if necessary.

Email notifications

Email notifications are controlled on a folder by folder basis.

Email Frequency Use the drop-down list to select your preference to receive upload/download no-
tifications in real-time or consolidated and sent at a time interval you specify.

Default email language Use the drop-down list to select the email language you prefer for notifica-
tions.

Bounce Back Emails Use Receive bounce back emails to edit your preference to receive these no-
tifications.
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Time and Date

Use this to change the default settings for all time-related items in your ShareFile account.

Time Zone Select your preferred time zone.
Note:

This setting affects the time zone in emails and account reports that you may generate from the

admin settings panel.

Daylight Saving Time Select your preferences for your Day Light Saving time location to automat-
ically set the correct time during these periods.

Date format

1. Inthe Date format drop-down list, select the date format preference.

S ShareFile

Edan Pralile

Emusl Framsency:

Every 15 margtes w

Dol mevatil Laeguaage: *

My Apos & Devices _
Es Aoooiard Detmsh ke

Bownce Back Emaile
T e e sl
Receiv Boance buck emaile

Oves BN

I Tirme and Date

2. Select Save.

Your selected preference is now the default for your ShareFile account and will be used as the

deafult in electronic signature requests.
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Personal Security

Users can change their security question and edit their information for Two-Step Verification. For
more information on setting up Two-Step verification, see Security.

My Connectors

Users are able to connect to other cloud services to allow access to those files.

NOTE:
Account administrators control which connectors are available to users.
Advanced Connections

ShareFile is compatible with FTP clients including WS-FTP or FileZilla. You can also connect to your
ShareFile account using a WebDAV client. For more information, see Advanced Connections.

My Apps & Devices

The user can control devices used to access their ShareFile account. For more information, see My
Apps & Devices.

Preview files

May 5, 2023

The following steps explain how to open and preview files in ShareFile.

1. Navigate to the folder where the file you want to open exists.

2. Select Preview.
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The ShareFile Content Viewer window opens and allows you to view the file before downloading.

Supported file types

BMP

GIF (depending on the size of your file, considerably large animated gifs may not display prop-
erly)

JPG

JPEG

PNG

TIF (only first page available for preview)

TIFF (only first page available for preview)

PSD

CRW

DNG

NEF (White Balance of original image may not be preserved)

Supported Microsoft 365 file types

Application Previewing Files Editing Files

Word .doc .docm .docx .dot .dotm .docm .docx .odt
.dotx .odt

Excel Last employee to edit the .ods xlsb .xlsm .xlsx
workflow
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Application Previewing Files Editing Files

PowerPoint .odp .pot .potm .potx .pps .odp .ppsx .pptx
.ppsm .ppsx .ppt .pptm .pptx

Projects (or Engagements)

August 16,2023
Projects is a feature for ShareFile Premium users to improve their client collaboration workflows.
Note:

Projects for some ShareFile Premium customers might be referred to as Engagements but have
the same functionality.

ShareFile Projects is a space centered around document collaboration. Projects is offered both in
internal ShareFile accounts and external user portals. Projects enable users to track and engage in
client collaboration, such as Document requests, all in one place.

TIP:

For a list of FAQs for both ShareFile Projects (or Engagements) and Document requests, see
FAQ - Projects and Document Request.

Creating a Project (or Engagement)

1. Navigate to Projects (or Engagements) in the left side menu.

2. Select Projects (or Engagements).
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%% ShareFile
Crarsboarnd
B eooieen
orkfiows
3
it >
Peopie

Projects - v esins

Search Status  Open Sortby  Datecreated (Newst)

Marine Wasts Management Accounting 2022

e dencriphion provided,

Open [ Comned on TV

Marine Waste Management Tax Accounting 2021

Wi Wikste LR DeMmEnT

Optn () Cosstedon BT

Mardic Raafing Tax Return 2021
Fot-looik at the 2021 returm for Nondc

Opan B Comned oe MAVEEES

Nordie Reafing Tax Retum 2022

P chedie e crraded

open 5 Crested on S0

BeGw e

3. Select Create project (or Create engagement). The create project pop-up displays.

MHamea *

Create project

[Name this project

Description (optional)

Add a description for this project

= S

4. Typein a name and optional description for the project. This can be edited later if necessary.

5. Select Create project. The new project dashboard displays.
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Branch Sales Data Q12023 oes - v otem

Hoe

e L P

Manage Project users

v €

L=

The following information explains the process of managing the users on a particular project.

Warning:

The only role that can add additional Project Owners is the current Project

Owner only. So prior to deleting a user who is the Project Owner, you must assign an additional

Project Owner. If a new Project Owner is not assigned before removing the current Project Owner,

a new Project Owner can not be added and the Project cannot be deleted.

Owner [ Contributor Description

Role

Description

Client

Team member

Owner

Can only edit and delete their own content in the
project unless the client is provided access with
the ability to add other contributors within their
organization.

Are counterparts in the project owners
organization and can assist with anythingin the
project. They cannot delete the project owner or
other team members from the project.

Can edit and delete anything in the project and
has the ability to delete the projects they created.
Project owners can also add team members
from their organization to work on the project.
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Inviting users

Project owners have the ability to invite client contributors to a specific project they own and can
provide those client the ability to add other contributors within their organization. Project owners
can also invite team members from their own organization to assist with their project.

The following instructions include the steps necessary to invite new users including both contributors
and team members.

1. Select ...More options then Manage project users. The Manage project users pop-up dis-
plays.

Manage project users

Name

& Joe®

Invite users

Project users can be an internal user (owner or team member), or an external user (client).
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P EEEEEREREREREREh— — — —

Share project X
To®
s x
m Ll

Chent L%

‘:} Allow user to share project
Anyone they irmvite to the project will be able to see its contents.

Mezzage |optional)
Adding you to assist in this project|

Select the toggle to Allow user to share project if you want to allow clients to share the project

with others in their organization.

Manage project users

2. Select Invite users to add a client user to the project.
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3. Typethe name of the client that you want to invite and confirm the Role as Client. As an option,
you can add a message.

4. Select Invite. The “User successfully added”message displays briefly.

%

Tasks

Tasks allows you to organize and track back-office work related to a client project inside the project
itself. For complete information on how to use this feature in Projects, see Tasks.

Document requests

Document requests is a request list tool to request and collect documents securely and digitally. For
complete information on the process of using document requests to complete tasks on both the ser-
vice provider side and the client side, see Document Requests.

Upload files

The following information explains the steps necessary to add files to a project.

Files such as .docx, .pdf, .jpg, .xlsx, and more, can be shared across the project with the invited
users.

1. Selectthe Files tab in the Projects dashboard or select View all in the Files tile to access or add
files.

2. Select Upload a file.
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Files

This project doesn't have any files yet

Upload files to share them with others in the project

Upload a file

The file upload pop-up displays.

Upload to "Branch Sales Data Q1 2023"

[

Drag files here

=

3. You can drag the file to the Drag files here section or select Browse files to navigate to the file
to upload.

4. Select Upload. The upload window displays allowing you the option to add more items. Once
you have selected the required files, select Upload to complete the process.
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Upload to "Branch Sales Data Q1 2023"

The file is available for assigned project users to review.

Branch Sales Data Q1 2023 -+~ v s

Document requasis w3 Files £o b Commants

Comments

Comments are used to communicate in the project with other assigned project users.

1. SelectView all in the Comments tile on projects dashboard. This opens the Comment viewer.
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Comments

There aren't any comments yet

i -

Hi Ralph, can you review the receipts file | uploaded to files sarlier? Thanks|

2. Type in a comment using the text box. Select Submit.

citnx | ShareFile Q, Search files and folders Help  Apos  Log Out
Dashboand
Branch Sales Data Q1 2023 - woreostions e« €D
Falders
| ﬁ Prajects Home Document regueests Files Commegnts

WarkTiows Write ant Submit

Signatures

Added by L e L
[l
Paople 6 o few sex g -
Hi Ralph. can you review the receipts file | uploaded 10 files earlier? Thanks

Personasl Samtings

All assigned project users can review the comments and provide their own comments or respond to
the previous comments.

Delete a Project (or Enagagement)

See Delete Projects (or Engagements) for information on how to delete a project.
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Video: ShareFile Projects

The following 2 minute video provides how to make client collaboration simple in ShareFile.

This is an embedded video. Click the link to watch the video

Rename files

May 1, 2023

Permissions required

« Delete on the current folder

Instructions

The following steps explain how to rename files in ShareFile.
1. Select the file you want to rename.

[0 ltemsin this Folder 8 People

o+, Download [j Share Initiate Approval

Name &
v PY ou_oootire
vz [Py D1i_0005_01jpg
¢ [l DJ_0005_02.psd

v7 BY D11_0005_03ipg

O OO0 0O . O

s [P D1i_0005_04,pg

2. Select Rename.

3. Type the new name for the file.

@ Delete

* More

Preview

[#5]

Move
Copy
Rename
Check Out
Favorite

Add Note
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L Mame &
m v PN | DEmmee Save Cancel

0O v Y pn_0005_otiog

4, Select Save.

The file is renamed.

Requesting files

January 31,2024
Important:

We’re taking steps to improve the security posture of file requests and sharing. All links default
to use secure sharing options which apply across all ShareFile locations: ShareFile desktop app
for Mac and Windows, ShareFile Web app, ShareFile Mobile app, ShareFile Plug-in for Microsoft
Outlook and Gmail. See New secure sharing options to learn more about ShareFile secure shar-

ing.

The following steps explain how to request a file using ShareFile.

Requesting files using the ShareFile webapp

1. Open you ShareFile account.

2. Select Request Files from the Shortcuts tile on the ShareFile dashboard.
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£ ShareFile Q search s v o

{2 Dwihboard

* HE"O £5 £t Dastbowd

Recent Files \
w50 e Thi It yous besietly ol ThES prhenti TS, cry vistohe 15 o

The Request files pop-up displays.

Request files X

Fila location

& ™

Gat alink Send to specific people

3. Select Edit to change the File location if necessary.

The Upload Location pop-up displays. Select the new location then Done.
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Upload Location

+ & File Box

= [ Parsonal Foldars
+ [ docfiles-22

+

+

&)

Note:

The default setting for files requests is File Box. For more information, see File Box.

The Request files pop-up displays again with the updated file location.

Request files P4

File location

& =

Get alink Send to specific people

4, Select either Request files - Get a link or Request files - Send to specific people
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Request files - Get a link

Request files *

Fila location

r_ rl;};-. ) -2?

& &

Get alink Send to specific people

1. Select Get a link.

The link is copied to the dashboard. You can make changes to the link options by selecting Edit
options. For more information, see Edit options

2. Paste the copied request link to your email or another communication app.

Edit options - Get a link

Edit options X

Access options
Wheo can access this link (5

Client and employee users (after signing in) W
Access axpires

after 180 days W

Notifications

B Hotify me when files are uploaded

1. Select Edit options to review and set the following options:

+ Access options:

- Who can access this link: - select from various options including Anyone (public),
Anyone (public, must enter a name and email), Client and employees users (after
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signing in) and Employee users (after signing in).
- Access expires - select from various expiration settings for recipients.
+ Notifications:
- Check box for Notify me when this is accessed.

2. Select Save to save the changes made to the link options.

3. Paste the copied request link to your email or another communication app.

Request files - Send to specific people

Use this option when you want to send using ShareFile to send a Request message to a specific per-
son.

Request files *

Fila location

& &

Get alink Send to specific people

1. Select Send to specific people.
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Send to specific people X
@ Recipients can upload after signing in. Edit options
Te
Select.
Subject

has requested files from you

Message

Please requested file,

@Remember subject and massage

The Send to specific people pop-up displays.
Note:

You can make changes to the access options by selecting Edit options. For more informa-
tion, see Edit options

2. Type in the email address of the recipient in the To text box.

3. Though the Subject is prefilled, you can type in replacement text.
4. Typein a message if necessary.

5. Select the Remember subject and message check box if desired.

6. Select Request.

The request is sent.
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Edit options - Send to specific people

Edit options X

Access options
Access expires

after 180 days Ny
B Require recipients to signin @
MNotifications

B notify me when files are uploaded

LI Send me a copy of this email

1. Select Edit options to review and set the following options:
« Access options:

- Access expires - select from various expiration settings for recipients.
- Check box for Require recipients to sign in.
+ Notifications:
- Check box for Notify me when files are uploaded.
- Check box for Send me a copy of this email.
2. Select Save.

3. Select Request.

The request is sent.

Share files

November 17, 2023

Important:

We’re taking steps to improve the security posture of file sharing. All links default to use secure
sharing options which apply across all ShareFile locations: ShareFile desktop app for Mac and
Windows, ShareFile Web app, ShareFile Mobile app, ShareFile Plug-in for Microsoft Outlook and
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Gmail. See New secure sharing options to learn more about ShareFile secure sharing.

The following steps explain how to share a file using ShareFile.

Getting a Share link

1. Navigate to the file that you want to share in your ShareFile account.

2. Select the file or files that you want to share.

¢ adtane

I~ editable :-- meeopm

D Items A Paople

Rl T re— ’ s3Pt »
u A progect felds for Df -D3252302 L KB TRt 0 eole r
O = ShareFia = Ofice Online Editing = Adda Place = MacOS doo

O B sharefie - 0ffice Cniine Editing - add.a Place - windows 05 4

e b [ Downloaded from this folder [ Urd:.\ﬁed:t%

3. Select Share from the menu.

4. Select Copy under the options offered.
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B shareFile - [u]

Share

Users can download after signing in

e

Users can edit after signing in

O (]
=

Oy e

A Anyone can download without signing in

=+ Add another link

B Send to specific people

ﬂ 1. Getting Started.docx Add more items

The Link copied to your clipboard message displays briefly.

5. Use the copied link to share with your email or another communication app.
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Sharing an editable link - Message (... 53]

Message Options Format Text Review ¢ Tl me...

@,"‘b’&t}@k“@@[‘}
Yiew

Encryption = Paste  Basic Mames Include Tags  Office  Citrét | Cibrix
Off = - * | Tt~ | - - *  Add-ine Files~  Filee  Templates

Cittrin Files Clipboard ru Add-ins Citrix ' My Templates b

0 The following recipient is outside your organization: SFuser@ShareFileUser.com X

Te.. SFuser Pchareflel icer . com
Ce...
Send
Subject Sharing an editable link
Hi 5FR,

Please utilize the link below to make edits to the document discussed in the meeting.

https:/ sharefile.com/d-sh592bhdad957d4af5h3

Thanks,

a3Fs

Send to specific people

Use this option when you want to send using ShareFile to send a Share message to a specific per-
son.

1. Navigate to the file that you want to share in your ShareFile account.

2. Select the file or files that you want to share.

= Rl

[~ editable - weoeopens

D Items R People °

M B Dwsate *
O o & ™ Lt rociied Conater =
a . el - i aER LAIPM e »
B o Bl s project fiekds for 1 -0328202 Lale MKE 1207202 celer
O o Bl shaceFie - Offics Oniine Editing - Addia Place - Mac0% docs ME  343PM me
[m] ! ShareFile - Ofice Online Editing - Adda Place - Windows 05 d.  799KE 343 me

Emall me when a fle i [ Downloaded from this foider Dum:n%
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3. Select Share from the menu.

4. Select Send to specific people under the options offered.

Share

ﬁ 1. Getting Started.docx

Users can download after signing in

Add another link

B Send to specific people

The Send to specific people message window displays.
T ————

B shaceiie - o ®
Send to specific people
H 1. Getting Started doox
A ot o)
@) Recipients can download after signing in Edit options
Tar
&
s sent you files
i ipcie
Shawing rmy fike with you
Cancel

5. Ifenabled, you can choose to Encrypt this email which provides an extra layer of security when

sharing confidential files.
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Tips:

« Encrypt this email allows you to encrypt the body of your message to your recipient,
along with any attachments, with industry-standard AES 256 bit encryption. This fea-
ture also includes the ability to compose and receive encrypted emails directly from
the ShareFile web application.

« Encrypt this emailis not available in the ShareFile Standard plan.

6. Select Edit options to review and set the following options:

« Access options:

Allow recipients to: - select from various options including View, Download, and
Edit (sign in required).

Access expires - select from various expiration settings for recipients.

Check box for Require recipients to sign in.

Downloads per user - provides a restriction to the number of downloads if necessary.

Check box for Always link to the latest version of the file.

+ Notifications:
- Check box for Notify me when this is accessed.

- Check box for Send me a copy of this email.

7. Select Save.

8. Type in the email address of the recipient in the To text box.

9. Though the Subject is prefilled, you can type in replacement text.
10. Type in a message if necessary.
11. Click the Remember subject and message check box if wanted.

12. Click Send.

The Share sent successfully message displays briefly.

Link options

Choose ... to Edit the options for the link, Replace the link, or Delete the link.
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1load after signing in

Cgply ten

after sianina in

Edit options

In Edit options, you set the parameters for recipient access and notifications.

o

Edit options X

A Permissions will change for everyone who already has this link.
You can create a new link if you don't want to change this one.

Access options
Allow people with this link to &)

Download ~

Who can access this link (7

Client and employee users (after signing in ~

Access expires

after 179 -'_:'.\u-J 5 Ao

[} Always link to the latest version of the file &

O Add a watermark

Notifications

O Matify me when this link is accessed

«e )

Access options Under Access options, select the access parameters for the recipients.
« Allow people with this link to:

- Download - Recipients can download the file.

- Edit (signin Required) - Recipients can edit the file but must sign in either with their client
or employee sign-in. For information about co-editing a Microsoft 365 shared file, see Co-
editing in ShareFile.
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+ Who can access this link:

- Anyone (public) - Anyone can download what you’re sharing without signing in.
- Anyone (public, must enter name and email) - Recipients can download the file.

- Client and employee users(after signing in) - The recipient is presented with a sign-in
screen. The recipient must be an existing user (either an employee or client user) in the
account to sign in and view the content. If the recipient is not a user in the account, then
itis necessary to create the user account for the recipient before they can access the file.

- Employee users (after signing in) - The recipient is presented with a sign-in screen. The
recipient must be an existing employee user in the account to sign in. If the recipient is
not a user in the account, then it is necessary to create the user account for the recipient
before they can access the file.

+ View access expires can be adjusted to the available presets.

« Always link to the latest version of this file is selected by default. The current version of files
will be immediately available within the link.

Notifications This check box defaultis set for the sender of the file to receive notifications when the
file is accessed. If you prefer not to receive this notification, uncheck the box.
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Replace link

A Replace link

Replacing this link will create a new link with the same permissions. The old
link will become inaccessible. Are you sure you want to remove access?

Cancel

Replace link

Replace link allows you to create a new link with the same permissions. The old link will become
inaccessible.
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Delete link

A Delete link

Deleting this link will make it inaccessible. Are you sure you want to remove
access?

Delete link

Delete link allows you to make the link inaccessible. Anew link is created by starting the share process

again.

Add more items

To add more items to a share link, select Add more items.

B sharerite — o
Share
. 1. Getting Started docx Add more items

Users can download after signing in

|I.:.: et L S e T E “ o

You are provided the option to add more files from ShareFile or from your device.
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Tasks

August 14, 2023
Tasks is a feature for ShareFile Premium users using Projects (or Engagements).

Tasks allows an organization to organize and track back-office work related to a client project inside
the project itself. It helps them see the overall project’s progress and know who is tasked with doing
the work.

Use the instructions below to create tasks in ShareFile Projects.

Instructions
1. Inyour ShareFile Premium account, navigate to your Projects and select the project you want
to create a task for.

The dashboard for the selected project displays.
S ShareFile

Nardic Roofing Settlemeant == Mo cpee

2]

2. Select the Tasks tab.

3. Select Create a task.
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Nordic Roofing Settlement -+ Morsoptions

Home Tasks Mew Document requests Files Comments

This project doesn't have any Tasks yet

Start by creating a Task for yourself or assign it to anyone on the project

Create a Task

The Create new Task popup displays.
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8.
9.

Create new Task

Duse Dus

2 Salecr Duce

. Type in the Title for the task.

Select who to assign the task to in the Assigned To field.

Type in a description if necessary.

Select the current status from the options provided in the Status dropdown.
Select a Due Date. You can backfill a task with a post date if the task is complete.

Select Create a task. The Created Task confirmation displays briefly.

You can track the progress of this task in the selected project’s dashboard. You can also review the
details of the task by selecting the View Details menu item from the verticle ellipses.
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Nordic Roofing Settlement <+ meeosuons »
Harme Tasks Mew Document requests Files Commenis
Tite Status Assigned To Dhpe Dt *
Rezearch XYZ Shingle Co Financials Mot started W R0 i
Wirw Dhstails

Mark a3 Complats

Delete

Create new Task

Title *

Research XYZ Shingle Co Financials

Assigned To

Start fyping.

Description

Look into the XY Z Shingles Co financial holdings

Status Due Date

Mot started (59 Select Date

Hot started

In progress

On hold

Completed
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Mordic Roofing Settlement -+- Moresptions Iw CE FS Share
Home Tasks Hew Document reguasts Files Comments

Create

Title Statug Aggigned To Due Date ~
S0t up mielling with Clignt In progress CE ChioaE O 2023
Regaarch Xy Shingle Co Financials Mot started W s Wheslar CE0R22023
S ShareFile’ a:
& coemed e
Mordic Roofing Settlement -« ueocptices o

I Eﬁ Prote Home  Tashs Mew
Tiriss Apegned To Dot Dse =
=8 D Mg with Cleant R prmned CE Chics [
e
Eesearch XYZ Shingle Co Finarcials Fat visred PN o Wi AR

Threat detection alerts

February 29,2024

If ShareFile detects unusual account activity, it will send out an email alert so admins, employee users,
or client users of ShareFile can act on threats as soon as they’re detected.

Security alerts and recipients

Security alerts are sent to each persona in the given scenarios.
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Alert type Client / Employee ShareFile Admin Folder owner
Unusual location alert Y Y Y

Unusual device & Y Y Y

location alert

More than 5 failed Y Y

sign-in attempts
Malware upload Y Y

Client | Employees - refers to the client and employee users who access ShareFile accounts.
ShareFile Admin - refers to the account owner or administrator of the ShareFile account.
Folder owner - refers to the employees or users with access to ShareFile accounts.

The security alert dashboard includes:

Alert History - A log of the past 30 days threats and their details, allowing users to review his-
torical security events.

+ Event Timeline - A chronological list of activities and events related to the alert, providing con-
text about what happened.

+ Affected Files or Folders - Information about the specific files or folders that may have been
involved in the security event.

« User and Location Details - Details about the user accounts, devices, and locations associated
with the alert.

Employees and administrators can access the Activity and Security Alerts dashboard within the
ShareFile web Ul by navigating People > Browse Clients > select client name then selecting
the Activity and Security Alerts tab that provides detailed information about the alert.

Activity and Security Alerts dashboard

The ShareFile Activity and Security Alerts dashboard provides a view of recent security alerts and
user activity details when a security warning occurs.

The security dashboard provides a range of response actions, allowing you to proactively mitigate po-
tential risks. Users can review folder activity, users simply need to tap on the Review folder activity
button. This opens a list of all folders allowing you to select the period of time using the drop-down
list. The list includes the date, time, location, and the type of action.
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Email alerts

These notifications are designed to keep you informed in real-time about any unusual activities or
potential threats related to your data.

1. Upon receiving an alert notification email, select the Review user activity button to review the
activity.

r"

5 ShareFile

Security alert

A client user signed in from an unusual device and location, You are
recgiving this nodification because the user has S0CESS 10 ONE OF Mare
of your folders.

fuocount
ACCOUMAnaTg

N

Firstname Lastnama
Emall

Dl

Dsnvicarims

Location

L cacsataoininasmia

T
000 00000 {UTC)

You canchange folder permissions for this user if you think someone olse
may have sccessed the sccount of if wou Teel this behavicus is suspicious.

1 this lookas Ik norenal Scthdly, yiu cae [Rrces thi metangn.

Huawd halp? Wa're hare for you.

Wisit shawedle. comisupporn and ook for “Starl chat ™

Selecting Review user activity redirects you to your dedicated security dashboard. The secu-
rity dashboard serves as a central hub for comprehensive threat analysis and response.

2. Review the items listed under the Activity and Security Alerts tab.
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I pack

I k trmgioyea
Fir stasity ind priviacy fakiofd, S50 SOENAtoN And editing capabilited My vy by uber. @

Basic nformation  Activity and Security Alerts
o View this user's folder activity to see how they've been using ShareFile.
Date Dwtals

Aot Bisoednba Troen i urissinl ooaton with &n unfsmiller

DAI2023 D& devios

A0 D& bt | nled 50n-in Nilempts

ierm fpicher activity

Location

Las Yegas, U3

Laa Vegas, US

Deaabie pocess
Log thisuser out
Fesed two-step verification

Reses paspwond

Foldar accass
Lirnit this user's aooeas t0 sensSive conhent in folden

Rermove fromn your folders

Within the security dashboard, you’ll have access to detailed threat information, including the
nature of the alert, a chronological timeline of events, files and folder details, and specific user

and location details.

Users can take actions like disabling other user’s access, resetting the user password, and re-

moving from folder access.

Threat remediation

ShareFile offers several actions to mitigate threats. Once alerts are received, employees, clients, and
administrators can use the information provided by the alerts to take action.

Roles and Actions:

Employee and client users: - upon receiving an alert can take immediate action including:

+ Change Password If they receive an alert about unusual access or failed sign-in attempts,

they can change their password to secure their account.

+ Review Files If alerted about a malware upload, clients can review their files and delete

them if necessary.

Administrators: - upon receiving a notification can take several steps to stop a threat including:

+ Blocking account access Admins are able to disable access to an account and delete the

user from the system.

+ Limit folder access Admins can change permissions for folder access and review folder

activity.

+ Logthe user out Admins can loga user out and reset the password or two-step verification.
+ Review files Admins can review, delete, and quarantine the affected files.
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Actions to take when an alert is received

1. Change your password: if you receive an alert of unusual access on your account, select

Change Password to secure your account.

2. Manage Folder Permissions: if you receive an alert of unusual access on a user or client ac-

count, change the folder permissions. For more information on changing folder permissions,

see Assigning folders and setting permissions.

3. User specific actions: from your ShareFile account, navigate to People > then select between

Browse Employees or Browse Clients to perform the following actions if necessary:

+ Logthis user out: if you receive an alert of unusual access on a user or client account, you

can log the user out.

Actions

User-level:

Disable User

Ungrade to Emploves
Delete from all the folders | own
Remove access to all folders

Delete from the Syste

Log_this user out

Add to Groups
Reset Password

Raesat two-step verification

+ Delete from all the folders | own: if you receive an alert of unusual access on a user or

client account, you can delete the user from all the folders you own.
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Actions

User-level:
Disable User

Upngrade to Employee

Delete from all the folders | own

REemove access to all folders

Delete from the System

Log this user out

Add to Groups

Reset Password

Reset two-step verification

disable the users account.

Actions

Usear-lavel:

Disable User |4

Ungrade to Employee
from he f rs | own
m f r
Delete from the System
Log this user out
Add to Groups
Reset Password

Raset two-stepn verification

Manage notifications

« Disable User: if you receive an alert of unusual access on a user or client account, you can
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NOTE:

Only ShareFile account administrators can make changes to Security alert settings.

ShareFile administrators are able to select what type of notification emails are sent to different ac-
count types. Administrators can tailor the notification settings to align the unique needs and respon-
sibilities of each account.

We can send security alerts whenever we detect potentially malicious activity. Choose which activities you'd like us to notify you about. You can
also choose to only be notified when the activity occurs on certain types of accounts (admin, employee, or client).

Send notifications about activity on...

Send an alert whenever... Admin accounts  Employee accounts  Client accounts

A user signs in from a different country D

A user signs in from a different city using a different device O

There are multiple fziled sign-in attempts on a user's account O

A suspicious file is uploaded to a folder O
Save

Enabling notifications by Admin

If an administrator enables notifications for employees, recipients will receive alert emails regardless
of their individual settings. In this scenario, even if employees have disabled notifications, they will
still receive alerts per the admin’s configuration.

Disabling Notifications by Admin

If an administrator chooses to disable notifications for clients, recipients will not receive alert emails.
However, if individuals have enabled notifications for themselves, they will still receive alerts. Admin
overrides do not affect individual user preferences in this case.

Mutual Disabling by Admin and Employees

When an administrator disables notifications for employees and individuals on their end and also
disables notifications, no alert emails will be sent. This mutual agreement makes it a seamless expe-
rience without unnecessary alerts.
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Security Threat Notifications

Motifications for security thraats s 360 10 y0u v emill svery tima potentially mabcious Bothvity i detectod. Uss th baslow
seftings to sslect what activity you would ke to receive emall notifications for.

Rlart bypm Wity e

Unusual sign-in

Every time user signs In from a diffenent country ( B
Every time user signa in from a differant country using o different device

Multiple failed sign-in attempts

Trigpered when there are multiple falled sign-in allempls on a ue's Booount ( B
Malhware upload

Trigpered when a suspicious file i uploaded to a foloer

Flexible Email Notification System for Security Alerts

Employee users can tailor their email notifications to their preferences. This ensures they are in-
formed about critical security incidents without being overwhelmed by less urgent alerts.

The following information defines the user email notification preferences for security alerts
customization.

« Individual control - Each employee user can customize their email notification preferences for
security alerts. They can access their settings or preferences within the system to specify which
types of security alerts they want to receive via email.

+ Enable and Disable alerts - Within their settings, employee users can enable or disable specific
types of email notifications. For instance, they might choose to receive email alerts for critical
security incidents but disable notifications for less severe issues.

Threat alerts forwarding to internal security teams

This allows Admins to efficiently route security-related email alerts to their organization’s internal
security team. This ensures prompt action and effective communication in the face of potential
threats.

Add Alternate Contacts

fou can configune Up o two Lsers or two distribution groups to reclove the alarts
User | Distirbution Groups

Alternate Contacts
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Alert forwarding overview

« Email routing setup - Admins can access the Alert Preferences section within ShareFile to
enable the Email Alert Routing feature. Once activated, they can specify one or more email
addresses for their internal security team or distribution list to receive security-related email
alerts.

« Customization Options - Users have the flexibility to add, edit, or remove email addresses asso-
ciated with the internal security team as needed. Additionally, they can customize the feature
by specifying multiple email addresses for different security teams or individuals within the or-
ganization.

« Email Format and Call to Action - Recipients will receive alerts in the same format as Admin
emails within the system, providing detailed information about specific security events. This
fosters a cohesive and informed response to potential threats.

ShareFile threat detection alerts FAQ
What are the threat detection alerts?

A threat detection alert is a notification that you receive when a potential security threat has been
detected on your account or system. ShareFile sends alerts to keep your data and account safe.

Why am | getting these alerts?

Threat detection alerts are sent to help you protect your account and system from harm. By being
aware of potential threats, you can take steps to mitigate them before they cause any damage.

The first thing to do is verify its legitimacy. Ensure that the emails are either from sharefile@sf-
notifications.comormail@sf-notifications.com.

You have to confirm that the alert is legitimate.

+ Client - Once the client receives an email, they can change the password.

« Employee / owner - Once they receive an email, they can select the Review user activity tab
within the email. You’reredirected to the dashboard, where you can take the appropriate action,
depending on the nature of the threat from the dashboard.

What is the security dashboard? What actions can | take?

It’s where employees/admins can see all the alert details. It provides real-time insights into security
events, threats, and vulnerabilities. Actions like disabling another user’s access, deleting the user, or
resetting the user’s password are available.
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What type of activities will | receive emails?

Clients, employee users, and administrators receive emails for the following types of suspicious activ-
ities:

+ Unusual login from a different location

+ Unusual login from different device and location
« Malware upload

+ Multiple authentication failure

Upload files

May 1, 2023

ShareFile allows you to upload ALL file types. There is a size limit based on your ShareFile plan level.
For more information on these size limits, see Account storage limits.

The following steps explain how to upload files using ShareFile once you have created a folder.

1. In the ShareFile webapp, select and open a folder.

citnx | ShareFile 0w

3 Faisen [~ 1-2020 Employee share folder - v \
T P

2. Hover your cursor over the blue plus sign and select Upload.

I, Upload
@l

[0 Create Folder

3. Either drag the file to the Drag files here window or select Browse files to navigate to the file
to upload.

4. Select Upload.
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i o e O@

Upload to "1- 2020 Employee share folder™ *

Drag files here

Account storage limits

Depending on your plan level, your ShareFile account supports the upload and download of files up
to 10GB or 100GB in size.

TIP:

The maximum file size for uploads and downloads on the ShareFile system is 100GB.

Account Upload Limits

« ShareFile Standard Plan: 10GB upload limit
+ ShareFile Advanced Plan: 100GB upload limit

+ ShareFile Premium Plan: 100GB upload limit

If you want to upgrade your plan that allows the maximum file size of 100GB for large uploads and
downloads, contact the ShareFile Sales team for assistance. Administrators on the account with Re-
quest Plan Change permissions can upgrade the plan while logged into ShareFile.

If your upload process cannot be completed within 18 hours, ShareFile recommends breaking your
upload into smaller segments.

Citrix Files for Android

September 1, 2023
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Citrix Files for Android helps you exchange files easily, securely and professionally.

Citrix Files for Android is a file manager that offers secure data sharing and storage. Citrix Files offers
customizable usage and settings allowing you to collaborate more easily and get your work done from
any Android device —anytime, anywhere.

Download Citrix Files for Android at Google Play Store
For information about new features, see What’s new.
System requirements

0OS requirements

Android 7.0 (Nougat) or later

Fixed issues
Fixed issues in 2360

« This release addresses issues that improve overall stability.

Fixed issues in 2320

« Client certificate authentication is updated. [SFAND-5895]

Fixed issues in 2250

« This release addresses issues that improve overall stability.

Fixed issues in 2230

+ Attempts to authenticate using Secure Mail might cause the Citrix Files application to fail.
[SFAND-5819]

Fixed issues in 2220

« This release addresses issues that improve overall stability.
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Fixed issuesin 21120

+ Attempts to sign on to the Citrix Files application might cause an error. [CCCHELP-2439]

Fixed issuesin 21110

« This release addresses issues that help to improve overall performance.

Fixed issues in 2175

« This release addresses issues that help to improve overall performance.

Fixed issues in 2130

+ Using Quick Edit for Excel files might produce an errant date format. [CCCHELP-1415]

« Attempts to launch Quick Edit in Citrix Files for Android using SSO might fail. [CCCHELP-1501]
Fixed issuesin 20110

+ When you launch the Citrix Files app from Citrix Workspace, you might be required to manually
sign in to Citrix Files. [SFAND-5454]

Fixed issues in 2080

« This release addresses issues that improve overall stability.

Fixed issues in 2070

+ When you launch Citrix Workspace app from Citrix Files, you might be required enter a pin.
[SFAND-5407]

Fixed issues in 2060

+ When accessing a shared link in Secure Mail, Citrix Files for Android might not open. [SFAND-
5325]

« Shared anonymous links requiring an email or username might cause an error. [SFAND-5377]
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Fixed issues in 2050

This release also addresses issues that help to improve overall performance and stability.

Fixed issues in 2040

+ After logging out of Citrix Files for Android, you might receive an error message. [CCCHELP-383]

+ When Notify user that he/she has been added to this folder is unchecked, the user might
receive a notification. [SFAND-5249]

« When offline and requesting files using Citrix Files email, an unknown error might occur. [SFAND-
5268]

Fixed issues in 2035

+ Launching Quick Editin Citrix Files for Android might stop the app from working. [CCCHELP-302]

Fixed issues in 2030

+ Using Citrix Files for Android to rename files within a network share might cause an unknown
error. [XMHELP-2555]

Known issues
Known issues in 2380

When attempting to open a file from Citrix Files for Android in your device’s Microsoft Office 365
application for the first time, Microsoft Office 365 might fail to launch. We are working with Microsoft
to resolve this issue.

Known issues in 2175

No new issues have been observed in this release.

Known issues in 2130

No new issues have been observed in this release.
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Known issues in 20110

No new issues have been observed in this release.

Known issues in 2080

No new issues have been observed in this release.

Known issues in 2070

No new issues have been observed in this release.

Known issues in 2060

No new issues have been observed in this release.

Known issues in 2040

No new issues have been observed in this release.

Known issues in 2035

No new issues have been observed in this release.

Known issues in 2030

No new issues have been observed in this release.

Known issues in 2020

No new issues have been observed in this release.

Known issues in 2010

No new issues have been observed in this release.
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Co-editing using your Android device

March 22,2024

ShareFile offers users Microsoft Office 365 editing abilities in Citrix Files for Android. This feature al-
lows you to do the following:

+ Live co-editing abilities with multiple users

« View all types of online files

« Edit Microsoft 365 files online

« View offline files

« Create new Microsoft Office files to share with users

Tips:

Though offline editing is not available, you can view offline files.

Prerequisites

« Users must have a ShareFile Advanced or Premium plan
« Users must have a supported Microsoft Office 365 plan and have the application installed on

their device.

Supported Microsoft Office 365 Plans

 Microsoft 365 Business Basics

« Microsoft 365 Business Standard
+ Microsoft 365 Business Premium
 Microsoft 365 Apps for business

See Microsoft announces mobile editing availability for more subscribers for more information.

Disclaimer:

By enabling this feature, you are confirming that you have reviewed and agreed to the Microsoft
Terms of Use and Privacy Policy linked. The Preview option is required for editing.

File type requirements

Microsoft requirements file type requirements for editing.
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Application Previewing Files Editing Files
Word .doc.docm .docx .docm .docx
Excel Xls .xlsm .xIsb .xlsx Xlsb .xlsm .xlsx
PowerPoint .pps -pptx.ppsx .ppt .ppsx .pptx
Open files to edit

The following information provides the steps necessary to open a Microsoft Office file in Citrix Files for
Android and make edits.

Note:

The Microsoft Office 365 application must be installed on your device and signed into before you
can make edits to a particular file. For instance, you need the mobile version of Microsoft Word
installed on your Android device before you can make edits to a document file stored in ShareFile.

1. Open your Citrix Files app on your device.

S

Citrix Files

LLom

: 18

Add an Account

2. Sign into your ShareFile account.
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S
ShareFile

Company Employee Sign In

SharoFile is o safe, secure maethed tor sharing files. To
SCCeEE, use your Active Directary credentiale

Signin

Emaill *

Erma!

Passwaord *

Fassword

S50 In

D Remember Me Eorgod Password?

3. Navigate to the folder that contains the file you want to edit.
4. Select thefile.
The file opens and is viewable in Citrix Files.

5. Select the vertical ellipses then Edit in 0365.
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D view

Ill_} Share

‘i‘ Make availabde offling
o Edit in OE63
[i] Open In
[« checkow
E Delete

@ View Details
ﬁ Favorite
LD Copy

K Kove

The file automatically opens the Microsoft Office app thefile type is associated with. In this case
it is Microsoft Word.
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O Microsoft 365

m=

Opening: Word File.docx...

anilaading from ShareFile (Beta)

C

Cancel

A,
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>, Word File.docx .

1. Files documentation;

https:finfo citrite.net/display/SHAR/Sha
reFile+Mobile

2. Product Knowledge - Files, Podio

Mobile and Web versions
https:iwww youtube com/c/sharefile/videos
httpsfwww youtube com/watch?
varj0_u2g_55E&1=356s (Connectors)
hittpsifwww youtube com/watch?
v=Ddig5Ejl-30 (CF admin console details)

R W, i
v=1K fREMc (Podio)
EEC Enablement (all courses) -
http:fenablement citrix.com/
Fundamentals of Content Collaboration -

httpeenablement.citrix.com/library/items/
6495

Podio app builder in Citrix Cloud -
https:enablement.citrix com/library/items/
6490

Fundamentals of Citrix Anahytics for Security

O L4

6. Make the necessary edits in the Microsoft Word mobile application.
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F4I AN > 100% 8

Word File &

This is edited. Introductory
knowledge on Files-Podio
apps. New change. Second
new change.

Edit after viewing.

Edit to make video. Need
to edit more

1. Files \

docurmnentation: https://info.citrite.n
et/display/5HARShareFile+Maobile

2. Product Knowledge - Files, Podio
Maobile and Web versions
https: fenwew voutube com/clsharefil
efvidegs
hitps:/ fenwrw voutube com/watch?
v=ri0 wig 55E&t=356s (Connectors)
https:/fwnsrw. youtube .com/watch?
v=DdigSE[l-30 (CF admip ~nnsol
details) g
https:/fwanw. youtube comy watch?

7. Return to your Citrix Files application to review the recent edits.

Create folders

March 22,2024

The following steps explain how to create folders in ShareFile using your Android device.
1. Open Personal or Shared Folders where you want to create a folder.
2. Tap the + blue circle to open the menu. The menu appears.

3. Tap Create Folder from the menu. The Create Folder screen appears.

4. Type a name for the new folder and any notes in the corresponding sections.
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5. Tap Create Folder. The new folder window appears.

Delete files

March 22,2024

The following steps explain how to delete files in ShareFile using your Android device.

1. Navigate on your device to the folder holding the file you want to delete.
2. Tap the vertical ellipses.

3. Tap Delete from the menu. A confirmation screen appears.

Delete 1 item?

This action will permanently delete the item from Citrix Files

~—~

CANCEL

4. Tap OK on the confirmation screen to delete the file. A “File deleted”’message appears at the
bottom of the screen.

Download Citrix Files app

March 22,2024
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The following steps explain how to download Citrix Files for your device and log into your Citrix Files
account.

1. Open the Play Store application on your device.
2. Search for Citrix Files.

3. Tap Install.
=X -] © ¥ . 62%m 1:33

< Q

Citrix Files
Citrix
Productivity

’ INSTALL I

4. Tap the Citrix Files icon to open.

5. Type your Citrix login information.

S
ShareFile

Citrix Files opens displaying your folders.

Download and view files

March 22,2024

The following steps explain how to download files in ShareFile using your Android device.
1. Using your device, navigate to the folder holding the file(s) you want to download.
2. Tap thefile. The file displays.

3. Tap the vertical ellipses for the menu.
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4. Tap Open In.

View Details
Share

Open In...

Copy

Move

Check Qut

Make available offline

Favorite

Delete

Save as ...

The app you select depends on the type of file you download. Select the corresponding application
to the file you selected.

Open X

@ View

Open file with

Send Logs

March 22,2024

When you are consulting with ShareFile Technical Support, they might ask you to provide them a
log file to assist them in diagnosing your problem.

The following provides the steps necessary to provide a log file for ShareFile Technical Support.

1. Inthe Citrix Files app, navigate to the hamburger menu and tap it.
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152 Mon FebS O @ @ - < v

T oo an

2. Tap Help and About.

V52 Men Feb5 B0 W - < T

L Personal Folders

=
=) FieBo
BR row 7312018_Panasonic_Phata_download
G s
o e
acc-agg
lT .

July 4th 2019

rToaaaaaaaaaann

JulySth2018

3. Tap Send Log to Citrix Files.
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FbS MO -

4. Enter a description of your issue to assist the technical support representative, then tap Send.

BCEEE

The confirmation message displays.

g OK(O

)
Receipt: db2e0f9Receipt has been copy to clipboard.
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Note:

If you need further assistance, reference the number noted in the confirmation message when

talking to the technical support representative.

Sharing files

March 22,2024

The following steps explain how to share files in ShareFile using your Android device.
1. Navigate on your device to the folder holding the files you want to share.
2. Tap the vertical ellipsis.

3. Tap Share from the menu.

4. Thefollowing screen allows you to select from the following options: Share by Citrix Files Email,
Copy a Link, or Send a Copy. For these steps, we are going to use Share by Citrix Files Email.

Share by Citrix Files Email

by wsing the Citrix Files
n

— R
O Copy a Link
I 0 ' Share a link directly with another
application on your device

Send a Copy

| co0Q |
fooo Send a copy o another application on

A “File deleted”message appears at the bottom of the screen.
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5. Tap Share by Citrix Files Email.

6. Enter a Recipient for your message. You can enter an email address manually, or select users

from your address book.

7. Enter a Subject for your message. You can enter additional text in the body of your message if

needed.

8. Edit Message Options allows you to customize the following:

Send me a copy of this email - Receive a copy of the email message

Require recipients to log in - Require that recipients log in with their Citrix account. If your
recipient is not already a user on your account, they are required to create a user name
and password before accessing the file.

Notify me when files are accessed - Receive a notification email when the file is Viewed or
Downloaded

Allow recipients to - choose from view and download with watermark or have full control.
Access expires - Set how long you want the download link to be accessible. If sending a file
stored on your computer, this defaults to the default length of time files can remain in the
File Box

Accesses per user - Limit the number of views or downloads

Always link to the latest version of the file - This feature is only available to users with File
Versioning enabled.

9. Click Send File Link when ready. A “File shared”message appears at the bottom of the screen.

Follow the instructions for your Mail app to send the message that includes the link. The recipient

receives a message:

s files

Joe,

has sent you files
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Upload files

March 22,2024

The following steps explain how to upload files in ShareFile using your Android device.
1. Tap the + blue circle to open the menu. The menu displays.
2. Tap Upload Files.

3. Choose from the available options to upload.

Note:

You might be asked to allow Citrix Files to access your device functions.
W = evEm

Upload Files

Take a Photo

Record a Video

Upload from Device

Record Audio

4. Tap the items you want to upload noting that for multiple items, use the long tap.

5. Tap Open.

The file uploads to your device.

ShareFile for Google Workspace

August 10, 2023

ShareFile for Google Workspace is a feature app for ShareFile Advanced and Premium customers when
using their Gmail accounts.

The ShareFile add-on is seamlessly integrated into your productivity tools and transforms collabora-
tion, simplifies file sharing, and supercharges productivity.

Be notified whenever someone accesses a file or sends you a file so you are always aware of what is
going and can take action. You can also set different security and access levels.
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For end-user help including accessing and sign in, see User Guidance for ShareFile in Google Work-
space

Access the ShareFile add-on by visiting the ShareFile add-on page.
For information about new features, see What’s new.
System requirements

Browser requirements

« Ensure users are on the latest version of Google Chrome.

Fixed issues

There are no fixed issues at this time.

Known issues

There are no known issues at this time.

About ShareFile in Google Workspace

August 1, 2023

The ShareFile add-on is seamlessly integrated into your productivity tools and transforms collabora-
tion, simplifies file sharing, and supercharges productivity. To add ShareFile, visit Google Workspace
Marketplace.

Simplify file sharing

Say goodbye to manual downloads and uploads —with just a few clicks you can securely share from
ShareFile and receive files in ShareFile all from your Gmail. Whether it’s large documents, multime-
dia files, or important presentations, effortlessly include them in your work without worrying about
attachment size limits.
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Secure collaboration

Effortlessly collaborate with ShareFile add-on - You can grant specific permissions to recipients, en-
suring secure and controlled access to shared files and folders. You can track document accesses and
keep everyone on the same page by linking to the latest version of files.

Work productively from anywhere

Access the ShareFile add-on from any browser or device and access the most up-to-date information
because ShareFile automatically syncs your files across devices.

About ShareFile

Join over a million users who have embraced ShareFile as their go-to solution for secure file sharing
and content collaboration. Simplify your workflow, enhance collaboration and elevate your produc-
tivity with SharefFile.

Adding and accessing ShareFile in Google Workspace

August 1, 2023

Adding ShareFile to your Google Workspace account

The following steps explain how to add ShareFile in Google Workspace.

1. Signin to your Google Workspace account.
2. Goto Google Workspace Marketplace or search for ShareFile.

The ShareFile selection displays.
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= o Google Workspace Markatplace G, Shanie * & @

) Home @ ANFHee Worky with = Price = riprmal spga
o Recommendsd Tor Goo
- IEI Ediior e chace

Imtelagant appa
Wiael Froem e pavbape
Basanh e u-antain
Appe i discover

5 Bt by Gucgle

= [ Vo ahains

Blery | peingusles
Tog rated

& 4 -
b Catagoriss

B =ternsd sppe

3. Select the ShareFile app.

4, Select Install.

= o Google Workspace Marketplace Q @ @&

ShareFile

Securehy share fles frodn ShareFile pnd recelve fled dirsctly
to ShargFile without leaving Gmail™,

By ShpreFile (3

Liztrng updated. Sy 12 I3

Works with: Wi Mo reviews (D) & 2

Chearwiow Permisgions Rarviires

Easily connect your ShareFile account to Google

=
-

:|’_"

5. Select Continue.
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@ Get ready to install

ShareFile neads your permission in ander to
start installing

By cliciing Contings, you scinowisdos Thal you
invioaraation Wil D e 0 BCCOrdanOE W Thie D of
PRrVSE e Brevady Bl 7 o B SOt

CAMCEL  CONTINUE

Note:

You might be asked to select a Google Account. If so, select the Google account you want
to add ShareFile to.

& Sign inwith Google

S

Choose an account from

1o continue 1o ShareFile

@ Usa anvother sccount

To continue, Google will share your name, emall address,
language preference, and profile picture with ShareFile
Before using this app, you can review ShareFile's
privacy pelicy and terms of service

English (United Stabes) - Help Privacy Terms

The request screen to allow ShareFile to access your Google account displays. Select Allow.
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3 Signinwith Google

ShareFile wants to access your
Google Account

This will allow ShareFlle to:

M Manage drafts and send emails when you {E}
inferact with the add-on

M View your email message metadata when the {1}
add-on is runining

M Run as a Groail sdd-on D
B Connect 1o an external service {1}

H View your country, language, and imezons (D]

Make sure you trust ShareFile

You may be sharing sensitive info with this site or app. Yo
Can always 59 oF FemOove aCCess In your G{ll:lgh‘ ACToW

Learn how Google helps you share data safely

See ShareFile’s Privacy Policy and Terms of Service

Cancel Al

6. Once the ShareFile has been installed screen displays, select Done.
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@ sharefile has been installed! %

You have successiully Installed o Google Workspace
Add-on.

ShareFie has Deen edced 10 your Gl schebue

Accessing ShareFile in Google Workspace

The following steps explain how to add ShareFile in Google Workspace.
1. Navigate to your Gmail account.
2. Select Compose to open up a new message window.

3. Select the ShareFile icon at the bottom of the new message window.
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ar Fram B 4a BB - [CALITIOMN - FYXTERNAI FMAI T MO NOT renke click nks ar an Jul 3%
New Message - X

3 9
Recipents
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e 2B

A 28

rn ShareFile Product 28

¥ 28

k) i 28
@ ShareFile

a O s Ll of

L L ST LA 28
www sharefile.com

h 2B

T 28

rs 28

@
rd ) — 28
B & SansSerf - T - ig om0
¥ 28
-
EIR - A o0l BEAR2ZE @ B

The Welcome to ShareFile Sign up/Sign in screen displays. If you are new to ShareFile, select
Sign up and see Getting started with ShareFile for more information.

Select Sign in if you have an existing ShareFile account.
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ShareFile

o]
o]
o]

A0

Welcome to ShareFile!
Once you sign in, you will be able to attach and redngst files directly
from Gmail™,

Sign up

4. Type your account URL (enter “mycompany”for mycompany.sharefile.com) then Continue.

B Shedae R

C O & sthahesbseienanteneTetnlls N2 onmecRdbuthoree S oibecN3idem il 2 % B 0O ﬁ i

S
ShareFile’

Enter your sccount's subdomain 1o continue. For example, o
WOIF BCEOUALS UL 1 e omany sharelilecom”, you weild
erfBr TyTomEany

5. Type your email and password, then select Sign In.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 336



ShareFile

S

ShareFile
e I
C—— =5
B Rermsmber We

Onceyou aresigned in, the “You’ve signed in to ShareFile for Google Workspace! Please close this
window to proceed.” screen displays.

9

You've signed in to ShareFile for Google Workspace! Please close this

window to proceed.

Insert files

August 8, 2023

Use the instructions on this page to insert files in your Gmail messages using ShareFile. For informa-
tion on how to insert files directly from ShareFile, see Insert files from your ShareFile account. For
information on how to upload files from your local PC, see Insert files from your local PC.
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Insert files from your ShareFile account

Use the following instructions to share files using ShareFile in Google Workspace.

1. Navigate to your Gmail account.
2. Select Compose to open up a new message window.

3. Select the SharefFile icon at the bottom of the new message window.

ar from Bl 4a BR - [CALITIOMN - FYXTERNAI FRMAI 1 MO NOT ran v click inks ar an Jull ¥%
New Message - M
9
i 28
al 28
rg 2B
A 28
rn ShareFile Product 28
¥ 28
. 28
6 ShareFile
k. D rhaed L a of
=% R ST (0 28
www sharefile.com
‘h 2B
o 28
rs 28
@
rd . o 28
B 2 SansSerif ~ [ - = = 15 s 0~
X 28

D tvv0enas8 @ ©

4. Select Share or request files using SharefFile.
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New Message - X
Recipients
Subject
it
i
ShareFi Default to full screen
Raleigh
Label ¥
Plain text mode
Ssl
3 ot Print

Check spelling

Smart Compose feedback

9 Share or request files using ShareFile

E. Select a layout

F Insert signature ] F

CPprrvsosoaT w

5. Select Insert files.

ShareFile

Quick

§ Hello,

actions

o

Insert files |

b
Recen

Request files

t files

Storage Summary Report 2023-July-28.xlsx
4.26 KB | 07/28/2023 ] J. W

permissions1.jpeg
226.47 KB | 03/31/2023 | J. W

sf-integrations-salesforce-5.png
409.12 KB | 07/23/2023 | J. W

Th

E &
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6. Navigate to select the file you want to share, then select Add items to choose files to share from

your ShareFile folders.

< ShareFile : X

Insert items

o Recipients can download Edit options

Add items 1

€ k

Select ADD ITEMS to insert K

Cancel

7. Select Edit options to set the share details.

& ShareFile : X M
Insert items TiC
o Recipients can edit after signing in Edit aptions

|
u a

Additems  Clear all

r— 1-a-google-workspace-screens-for-sharefile Remove
( 08| 07/30/2023 | J. Wheeler

The options screen displays.
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& ShareFile i X ¥
Insert files ]
Access options

Allow recipients to
B (Edit (sign in required) - ‘
ACCESS eXpires
After 180 days v
Who can access this link
Employee users (sign in required) i
L]
- |
Add a watermark ]
Motifications
Motify me when files are accessed
o
2 Cancel Save

Do THAane _nitrivian_1ic_aibriv_andrniné_mw

You can review and set the following options:
+ Access options:

- Allow recipients to - select from the available options including Download and Edit
(sign in required).

- Access expires - select from various expiration settings for recipients.

- Who can access this link - select from the following:

* Anyone (anonymous) - Recipients can only view the file in the Preview window.
* Anyone (name and email required) - Recipients can download the file.

*» Employee users (sign in required) - The recipient will be presented with a signin
screen. The recipient must be an existing employee user in the account to sign in.
If the recipient is not a user in the account, then it is necessary to create the user
account for the recipient before they can access the file.

* Client and employee users(sign in required) - The recipient is presented with
a sign-in screen. The recipient must be an existing user (either an employee or
client user) in the account to sign in and view the content. If the recipientis not a
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userintheaccount, thenitis necessary to create the user account for the recipient
before they can access the file.

- Always link to the latest version of this file - is selected by default. The current
version of files will be immediately available within the link.

- Add a watermark - allows you to track documents by user. This includes printing. If
the user has download permissions, the watermark does not appear while viewing.

« Notifications:

- Check box for Notify me when files are accessed.

8. Once the options are set, select Insert at the bottom of the window.

& ShareFile 4
Insert items
i ] Recipients can edit after signing in Edit options

Add items Clear all

Remove

The Gmail message then displays an Upload File link in the message.
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ShareFile in Google Workspace sharing example

I Gimini-krik@sharefile.com

« ShareFile in Google Workspace sharing e::ample{

| ShareFile files

Sharing editable links. docx

Screen Shot 2020-09-15 at 12.32.._ M png

e =R

ShareFile
Raleigh NC

-

S shareFile

0 Errbineds urt of
1 cloud softwane group

wnsanr rharafila coen

Y o Sans Serif

Link expires on 01/28/2024

"
4
i
iii
il
bl
4

N
o
()

o}

9. Verify your recipients, the Subject, and optional message to send the file, then select Send.

Insert files from your local PC

Use these steps to upload files from your local PC.

1. Navigate to your Gmail account.

2. Select Compose to open up a new message window.

3. Select the SharefFile icon at the bottom of the new message window.
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4. Select Share or request files using ShareFile.
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New Message - X
Recipients
Subject
it
i
ShareFi Default to full screen
Raleigh
Label ¥
Plain text mode
Ssl
3 ot Print

Check spelling

Smart Compose feedback

9 Share or request files using ShareFile

E. Select a layout

F Insert signature ] F

CPprrvsosoaT w

5. Select Insert files.

ShareFile

Quick

§ Hello,

actions

o

Insert files |

b
Recen

Request files

t files

Storage Summary Report 2023-July-28.xlsx
4.26 KB | 07/28/2023 ] J. W

permissions1.jpeg
226.47 KB | 03/31/2023 | J. W

sf-integrations-salesforce-5.png
409.12 KB | 07/23/2023 | J. W

Th

E &
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6. Select Add items to open your ShareFile folders.

€& ShareFile : X
Insert items

0 Recipients can download Edit options
Add items 1

€ b

Select ADD ITEMS to insert K

Cancel

7. Select the folder you want to upload to, then select Upload.
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& ShareFile 4

Home = Shared Folders "

Upload Refresh

- 1- 2020 Employee share folder
40.01 MB | 121742020

p— l-a-google-workspace-screens-for-sharefile

51.96 KB | 07/30/2023

p—  1-a-legal-integration-screens

84.97 MB | 07/21/2023
!
p— 1-a-project-delete
17.63 MB | 07/30/2023
I
— 1-a-Share

46.56 MB | 0B/10/2022

- 1-artivibve-damn

IIDEIDDI:I

Cancel Add Items

Your ShareFile web application opensin a new tab to the folder your designated in the previous
step.

S shareFile

1

P~ 1-a-Share = ves o

8. Use the blue + to select upload from your PC.
The file will load into the folder you selected. You can now return to the Gmail tab.

9. Select Refresh then select the checkbox next to the file loaded in the previous step and select
Add Items.
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< ShareFile

Home > Shared Folders > 1-a-Share

Upload Refresh \

r— desktop-04-11-2023

44,55 MB | 04/11/72023

E share-new.png

37.66 KB | 08/10/2022

E sent-to-specific-msg.png
40.41 KB | 08/10/2022

1y iccount manager.pdf

25.22 KB | 01/25/2023

haw-and-tall nnn

Cancel Add Items

10. Select Edit options to set the share details.

& ShareFile

Insert items
o Recipients can edit after signing in
Additerms  Clear all

r—  1-a-google-workspace-screens-for-sharefile
[ 0 B | 07/30/2023 | J. Wheeler

The options screen displays.

Edit options

Remove

dii

T
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& ShareFile i X ¥
Insert files ]
Access options

Allow recipients to
B (Edit (sign in required) - ‘
ACCESS eXpires
After 180 days v
Who can access this link
Employee users (sign in required) i
L]
- |
Add a watermark ]
Motifications
Motify me when files are accessed
o
2 Cancel Save

Do THAane _nitrivian_1ic_aibriv_andrniné_mw

You can review and set the following options:
+ Access options:

- Allow recipients to - select from the available options including Download and Edit
(sign in required).

- Access expires - select from various expiration settings for recipients.

- Who can access this link - select from the following:

* Anyone (anonymous) - Recipients can only view the file in the Preview window.
* Anyone (name and email required) - Recipients can download the file.

*» Employee users (sign in required) - The recipient will be presented with a signin
screen. The recipient must be an existing employee user in the account to sign in.
If the recipient is not a user in the account, then it is necessary to create the user
account for the recipient before they can access the file.

* Client and employee users(sign in required) - The recipient is presented with
a sign-in screen. The recipient must be an existing user (either an employee or
client user) in the account to sign in and view the content. If the recipientis not a
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userintheaccount, thenitis necessary to create the user account for the recipient
before they can access the file.

- Always link to the latest version of this file - is selected by default. The current
version of files will be immediately available within the link.

- Add a watermark - allows you to track documents by user. This includes printing. If
the user has download permissions, the watermark does not appear while viewing.

« Notifications:

- Check box for Notify me when files are accessed.

11. Once the options are set, select Insert at the bottom of the window.

& ShareFile 4
Insert items
i ] Recipients can edit after signing in Edit options

Add items Clear all

Remove

The Gmail message then displays an Upload File link in the message.
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ShareFile in Google Workspace sharing example

I Gimini-krik@sharefile.com

« ShareFile in Google Workspace sharing e::ample{

| ShareFile files

Sharing editable links. docx

Screen Shot 2020-09-15 at 12.32.._ M png

e =R

ShareFile
Raleigh NC

-

S shareFile

0 Errbineds urt of
1 cloud softwane group

wnsanr rharafila coen

Y o Sans Serif

Link expires on 01/28/2024

"
4
i
iii
il
bl
4

N
o
()

o}

12. Verify your recipients, the Subject, and optional message to send the file, then select Send.

Request afile

August 7,2023

Use the following instructions to request a file using ShareFile in Google Workspace.

1. Navigate to your Gmail account.

2. Select Compose to open up a new message window.

3. Select the ShareFile icon at the bottom of the new message window.
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ar Fram B 4a BB - [CALITIOMN - FYXTERNAI FMAI T MO NOT renke click nks ar an

New Message

rn ShareFile Product

¥
»n .
@ ShareFile
4 smmmme
www sharefile.com
h
"
rs
sd

B & SansSernf - T~ B T

send -~ I ECRCR- N

4. Select Share or request files using ShareFile.

&
IIIII

-
mi

Jul 28
- M

9

28

28

28

26

2B

28

"
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New Message
Recipients

Subject

ShareFi Default to full screen

Raleigh
Label

Plain text mode

SEl

LR

Print

Check spelling

Smart Compose feedback

9 Share or request files using ShareFile

o E. Select a layout

Insert signature

wﬂﬂwm

5. Select Request files.

ShareFile

& Hello,

Quick actions
[_'T Insert files

m Request files 4=

Recent files

E Storage Summary Report 2023-July-28.xlsx

426 KB | 07/28/2023

H permissionsi.jpeg
226.47 KB | 03/31/2023

u sf-integrations-salesforce-5.png
40912 KB | 07/23/2023

£E3
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6. Select Edit options to set the request details.

& ShareFile : X
Insert items \
(i ] Recipients can edit after signing in Edit options

Add items Clear all

The options screen displays.

You can review and set the following options:

+ Access options:
- Access expires - select from various expiration settings for recipients.
- Who can access this link - select from the following:
* Anyone (anonymous) - recipients can upload the file anonymously.
* Anyone (name and email required) - Recipients can download the file.

= Employee users (sign in required) - the recipient will be presented with a sign in
screen. The recipient must be an existing employee user in the account to sign in.
If the recipient is not a user in the account, then it is necessary to create the user
account for the recipient before they can access the file.

* Client and employee users(sign in required) - the recipient is presented with
a sign-in screen. The recipient must be an existing user (either an employee or
client user) in the account to sign in and view the content. If the recipientis not a
user in the account, then it is necessary to create the user account for the recipi-
ent before they can access the file.

+ Notifications:
- Check box for Notify me when files are accessed.

+ Upload location - the default is set to your File Box but you can set another ShareFile
folder for the requested file.

7. Once the options are set, select Insert request link at the bottom of the window.

The Gmail message then displays an Upload File link in the message.
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New Message - X

Upload File

ShareFile Product
Raleigh NC

S ShareFile

0 O baursiriess une of
Chowsd SOITWONg Qrodun

www.sharefile.com

5 ¢ SansSerif ~ T B I U A~ =~

8. Verify your receipients, the Subject, and optional message to requesting a file, then select Send.

Save Google Workspace emails with ShareFile

December 11,2023

Use the following steps to seamlessly save entire email threads and attachments directly to ShareFile
using your Gmail account in Google Workspace.

1. Open the email thread that you want to save.
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€« B ©0 ® B 0 & m D i

Alex's Tax Documents (Extemal inbox »

Alex

Hi Ryan,
Please find my tax documents attached.

Thanks,
Alax

3 attachments - Scanned by Gmail

E3 'ncome Statemen... ' [0 Tax Document Ins... ' B Receipt.pdf '

“ Reply r* Forward

2. Select the ShareFile icon in the Google Workspace apps.

“ m © @ 5 0 & m oo » B
Alex's Tax Documnents (Esmal) weo: < (=

‘ Adext & 0 e & = i @
Hi Ryan,

H
Pisase find my tax documents attached.
Thanks,
=
3attachments.  Scanned by Gmal 0 & o
B income st | 4 B Tax Document b r B Recsiptpdt |
4 Reply ~ Forward

3. Select the email and any attachment of file(s) you want to save.
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(o) T Enn T = Sucive - D B snn%hla ° L X
« B O B 2 0 & m O y B AR o
Alex's Tax Documents (ESR) wb « a8 & fios found
e & o A _s T
Documents_20231208_0
- ) =
Fyan, T
&
L atart [ oo S s =
P Tax Document
P B | B nsncsonse
Jattachments - Scanned by ( 8 R
a p O y o o v
~ Baply o~ Forward

_ Proceed 1o Save Fles.

4, Select Proceed to Save Files.

5. Select the destination folder or create a folder in SharefFile.

Q sescrncron 2 e 005,20 R
s B o B8 8 & & ® o ) O 8w A
Home » Personal Folder . > Cliant - Alex
Alex's Tax Documents (B e « a @
‘ o Ll wl & h | @
. L
H Ryar
-
Praane i moy b ocumants aftachest
Thariks,
A o
3 atanchaents - Scaneed by Gmad & LY &

B wncomesiaman_ g [0 Tex Cocemantion__ggr [} meceipepet r

1 Reply ~* Forward

6. Select Save Files here.

7. Select Close once the Upload completed screen displays.

Upload completed \m

Income Statement xlsx (]
Alex_s Tax Documents_20231206_05053856.eml (]
Receipt.pdf ]

User Guidance for ShareFile in Google Workspace

August 2, 2023
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User how-to articles

The following lists commonly used actions in ShareFile in Google Workspace. Select from the list to
learn more about a particular function or feature.

« About ShareFile in Google Workspace

» Adding and accessing ShareFile in Google Workspace

Request a file

« Insert files

Citrix Files for iOS

July 11,2023
Citrix Files for iOS helps you exchange files easily, securely and professionally.

Citrix Files for iOS is a file manager with tools that allow you to collaborate easily and get your work
done from any iOS device —anytime, anywhere.

Download Citrix Files for iOS at Apple App Store.

For information about new features, see What’s new.

System requirements
0S requirements

iOS 14 or later

Fixed issues
Fixed issues in 2370
+ When sending a watermarked file to specific people, the watermark might not display. [SFIOS-

7208]

« When sending a watermarked file to specific people, if the sign in option isn’t checked, informa-
tion might improperly display. [SFIOS-7209]

+ Selecting Add a link several times might cause an error. [SFIOS-7214]
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+ The Add watermark option isn’t available in Edit options. [SFIOS-7215]

+ Opening a shared file in co-editing might cause an error. [SFIO0S-7216]

+ When opening a file for view, the Share option doesn’t work. [SFIOS-7219]

+ Opening a checked out file with download permission might cause an error. [SFIOS-7233]

Fixed issues in 2360

+ Creating a duplicate link might not deactivate the share link option. [SFIOS-7164]

« When sharing multiple files, the file list might display the entire list before selecting Show all.
[SFI0S-7172]

+ Date added might not display for photo and video uploads. [SFIOS-7199]

Fixed issues in 2355

« This release addresses issues that improve overall stability.

Fixed issues in 2350

« This release addresses issues that improve overall stability.

Fixed issues in 2340

« This release addresses issues that improve overall stability.

Fixed issues in 2320

« This release addresses issues that improve overall stability in XenMobile iOS.

Fixed issues in 2310

« This release addresses issues that improve overall stability.

Fixed issues in 22125

« This release addresses issues that improve overall stability.
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Fixed issues in 2212

« This release addresses issues that improve overall stability.

Fixed issues in 2290

+ Attempting to print Microsoft Office files might cause an error. [CCCHELP-2654]

Fixed issues in 2250

« This release addresses issues that improve overall stability.

Fixed issues in 2220

« Some PDF file annotations do not display until file content is tapped. [SFIOS-6768]

Fixed issues in 2210

« The number keypad alignment might be off when entering a pin. [SFIOS-6801]

Fixed issuesin 21115

« This release addresses several issues that help to improve overall performance.

Fixed issuesin 21110

+ Adding people to a folder might cause Citrix Files to exit unexpectedly. [SFIOS-6794]

Fixed issues in 2190

« This release addresses several issues that help to improve overall performance.

Fixed issues in 2185

« This release addresses several issues that help to improve overall performance.
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Fixed issues in 2175

« This release addresses several issues that help to improve overall performance.

Fixed issues in 2170

« This release addresses several issues that help to improve overall performance.

Fixed issues in 2150

After editing a video in the Photos for iOS app, attempting to upload the video might fail. [SFIOS-
6684]

Fixed issues in 2120

« We are now integrating the Authman Lite SDK into Citrix Files to provide a more seamless expe-
rience across apps. [SFIOS-6303]
+ This release also includes general security and user improvements. [SFIOS-6640]

Fixed issuesin 2110

This release addresses several issues that help to improve overall performance and stability.

Fixed issues in 20112

Editing and saving a PowerPoint document might cause Citrix Files to exit unexpectedly. [SFIOS-
6595]

Fixed issues in 20110

+ Attempting to open files with the view only permission might cause an error. [CCCHELP-997]

+ When accessing a shared link created in Citrix Files for Windows, Citrix Files foriOS might display
an error. [CCCHELP-1096]

+ PDF notes written with an iPad pen might be visible only on other iOS devices. [CCCHELP-1147]

« In Citrix Files for iOS, the Cancel button might not be localized. [SFIOS-6359]

« When opening a shared file from a non-linked Citrix Workspace account, Citrix Files might cause
Citrix Workspace app to exit unexpectedly. [SFIOS-6590]
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Fixed issues in 20100

+ Hand written notes in Citrix Files might degrade after multiple saves. [CCCHELP-272]
+ Opening a verified DocuSign PDF might cause an error. [CCCHELP-649]
« Canceling a print screen might disable the Save option. [SFIOS-6461]

Known issues
Known issues in 2120

Editing a text file might cause Citrix Files for iOS to fail. [SFIOS-6603]

Known issues in 2110

Editing a text file might cause Citrix Files for iOS to fail. [SFIOS-6603]

Known issues in 20112

Editing a text file might cause Citrix Files for iOS to fail. [SFIOS-6603]

Known issues in 20110

+ Editing a PowerPoint document might cause Citrix Files for iOS to fail. [SFIOS-6595]
+ Editing a text file might cause Citrix Files for iOS to fail. [SFIOS-6603]

Known issues in 20100

No new issues were observed in this release.

Co-editing using your iOS device

March 22,2024

ShareFile offers users Microsoft Office 365 editing abilities in Citrix Files for iOS. This feature allows
you to do the following:

+ Live co-editing abilities with multiple users
+ View all types of online files
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« Edit Microsoft 365 files online
« View offline files
« Create new Microsoft Office files to share with users

Tips:

Though offline editing is not available, you can view offline files.

Prerequisites

« Users must have a ShareFile Advanced or Premium plan

+ Users must have a supported Microsoft Office 365 plan and have the application installed on

their device

Supported Microsoft Office 365 Plans

+ Microsoft 365 Business Basics

+ Microsoft 365 Business Standard
 Microsoft 365 Business Premium
 Microsoft 365 Apps for business

See Microsoft announces mobile editing availability for more subscribers for more information.

Disclaimer:

By enabling this feature, you are confirming that you have reviewed and agreed to the Microsoft

Terms of Use and Privacy Policy linked. The Preview option is required for editing.

File type requirements

Microsoft requirements file type requirements for editing.

Application Previewing Files

Word .doc.docm .docx .dot .dotm
.dotx .odt

Excel Xls .xlsm .xIsb .xlsx

PowerPoint .pot..potm .potx.pps.ppsm

.ppsx.ppt.pptm .pptx

Editing Files

.docm .docx

Xlsb .xlsm .xlsx

.ppsx .pptx
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Openfiles to edit

The following information provides the steps necessary to open a Microsoft Office file in Citrix Files for
iOS and make edits.

Note:

The Microsoft Office 365 application must be installed on your device and signed into before you
can make edits to a particular file. For instance, you need the mobile version of Microsoft Word
installed on your iOS device before you can make edits to a document file stored in ShareFile.

1. Open your Citrix Files app on your device.
4:38 = =

o Search

®

S

Citrix Files

o .com

Add an Account

2. Sign into your ShareFile account.
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ﬂ-33 .l ? -

A Gaarch

S
ShareFile

Company Employee Sign In

SharoFile is o sato, secure methed tor sharing files. To
SoOeEE, use your Active DNrectory criédentials.

Sagn In

Signn

Emiail *

Ermail

Pastwaord *

Password

[ rememiber Me Eatgol Password?

3. Navigate to the folder that contains the file you want to edit.
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4:37 ol T .

4 Search

Recents
Personal Folders

Shared With Me

& ¥ 0O

Favorites

Queue

s

Settings
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4:39 [l i
< Personal Folders QL Select

Soai: A-2 view: =

G

Filer Bt

1-a-tasks
AUlO=p0
h-m:!kmarkﬁ

BRS May 2020
deskiop-2-2-22

electronic-signaturg -sand

WOrKSpace=SCreens o

4, Select the file.

T 7 77T 7

The file opens and is viewable in Citrix Files.
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4:39 I

4 Sgarch

Close  Signed Contract - electronic si...  Actions

Sizgned Contract -1
{An electronic signature example)

The following is a sigmed contract between
+ o this Comtract Signing

Document

In this decument, the agreement allows imatinls haere: and
a s.il[.nrllunc here (813
course, vou can alse set up multiple places for inmials and

or just have @ final signature alomg with date enfry at the
bastoam,

Signature
Date

5. Select Actions.
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:39 L= -l

' =

4 Sgarch

Close  Signed Contract - electronic si..

Actions

Sizgned Contract -1

{An electronic signature example)

The following is a sigmed contract between
ol this Contract Signing

Document

In this decument, the agreement allowws matinls here: angd
n signature here (813
course, vou can alse set up multiple places for inmials and

or just have @ final signature alomg with date enfry at the
bottom,

Signature
Date

6. Select Edit your documents in Microsoft Word.
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4:40 W T .

A Search

Cloze Signed Contract - electronic si...  Actions

Share

i
'E': Open In

A

The Fellowing is a =i o .
| Edit your documents in

[ 1

In this documen, the agy Mlﬂrmﬂ. Wor‘d.

a signature hore

course, you can also set 1
of just Bave a final WEW DE'@H“E

BXDLUNFO|8 B G

bastgam.
hake fvailable Offline
Favorite
Signaturg L
e Check Out
Copy
Move
Delete

Opening: Signed Contract -
electronic signature
example.docx...
Downloading from ShareFile
(Beta)...

?

Cancel

Microsoft Word for mobile opens with the document you selected to edit displaying.

7. Make the necessary edits in the Microsoft Word mobile application.
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4:44 W T .
o CitrixFiles
Signed Conlract - elecironss ssgnatune exampie

Done 2D Ay B QL Ty e
{An electronic signature example)

The following is a signed contract between
, and this Contract

Signing Document.

In this docurnent, the agreement allows initials here:
and a signature

here . Of
course, you can also set up multiple places for
initials and ar just have a final signature

along with date entry at the bottom.

Adding address at the top can help with ShareFil~

Automated Workflows as well. 0
B I U ¥ &4 = iz -
It You This
g w e r t y u i o p

8. Select Done.
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“Microsoft 365 (Office)”
wants to open “CitrixFiles"”

Cancel Open

The “Microsoft 365 (Office)”’wants to open “CitrixFiles” message displays.
9. Select Open.

10. Return to your Citrix Files application to review the recent edits.
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5:02 al = .

Close  Signed Contract - electronic si..  Actions

Signed Contract -1

LA elbectrenkc sigmature example)

The following is 3 vigeed comtract botwon

. Efd this Comtract Skpfiifg
Dhoscurmeen
In this docament, the agreement albows imitials here: and
aspnarchee of

coura, youl cam allse set up multiple places for mitals and
of st Bane a final sgratune along with date entry 8 the
Fsattisen

Adding addiness at the top cam help with ShareFile Aulomatod
Woark flows as well.

Signature
D

Note:

You can review the recent edits from your ShareFile account on the web or in ShareFile for
Windows and Mac as well.
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B averie LI
“ 0 @ -sharefile.comydashboard Ea @ o w0 i
R D e Fabbd TN -
{ m Signad Contract -alesingnic signature sxample,Bocy ¢ Details
S ConITact - SHACITOrer SRatuns Famphs -
Sagied Contrnct -alpctionss ugnature o
T g
Sine
1252 KR
Lt updated
DEZRP0EE 4:44PM
Signed Contract -1
{ Ark il 1

ey D SR P N

it B 1 & g o Bt o e gy
'l el " Bwrinad
. W
o Ik, el (e apywveared sl Pk e atul pgralae
e B e T e T
roe =l £ FaTl WYE T T PO TS G T e btiom S’:? Edit
g i o P g an S wd b L] L dredmd e P s ]
[T Share

l::?:l Irntuate Agpr oal

.{9 Sand for Sagrature
[oa

gy e —

Sign Yourself

£
'E[ Delwrte

- \S,

Create a folder

March 22,2024

Use the following steps to create a folder in ShareFile using your iOS device.

1. Open Personal or Shared Folders where you want to create a new folder.

2. Tap the blue circle to open the menu. The menu appears.
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———

[2] Upload Photo or Video
'f:l Create Folder /

™y Reguest File

(=| Create File
[/ Create Note

Q, Record Audio

[} Copy

3. Tap Create Folder from the menu. The Create Folder screen appears.

B Search «1l = 10:54 A G4 (mm |4

Create Folder Cancel

Name: i0S Instructions

MNotes: Screens for i0S instructions

Create Folder

4. Type a name for the new folder and any notes in the corresponding sections.

5. Tap Create Folder. The new folder window appears.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

375



ShareFile

Delete files

March 22,2024

The following steps explain how to delete files in ShareFile using your iOS device.

1. Navigate on your device to the folder holding the file or files you want to delete.
2. Tap the ellipses.

3. Tap Delete from the menu. A confirmation screen displays.

Selected file will be deleted from
your account.

Cancel Delete

4. Tap the red Delete on the confirmation screen to delete the file.

A “File deleted”message appears at the bottom of the screen.

Download Citrix Files app for iOS devices

March 22,2024

The following steps explain how to download Citrix Files for your device and log into your Citrix Files
account.

1. Open the App store application on your device.

2. Search for Citrix Files.

3. Tap Get.
il ATET = 1:09 PM <« D9% .
1. Citrix Files @ Cancel

?i}:-rii.F:iles oot
* iy

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 376



ShareFile

4. Tap the Citrix Files icon to open.

5. Type your Citrix username and password.

1:19 o T -

S
ShareFile

Email

cifrix.

Citrix Files opens displaying your folders.

il ATET & 2:08 PM < 100% "

(9 Recents
£ Personal Folders
&8 Shared Folders

w7 Favorites

® Queue

{&b Settings
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Send Logs

March 22,2024

When you are consulting with ShareFile Technical Support, they might ask you to provide them a
log file to assist them in diagnosing your problem.

The following provides the steps necessary to provide a log file for ShareFile Technical Support.

1. Inthe Citrix Files app, navigate to Settings and tap it.

21 w T -
< Search
() Recents
(R Personal Folders
Fﬂ Shared Folders
ﬁ Favorites
Personal Cloud

e

2. Tap About.
23 = m
< Sewch
Settings

2 ae >
(&) security

() Celiutar Data >
ok, Offiine Files »

3. Tap Report an issue.
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214

— _
4 Search we= -
< About
Citrix Files for iPhone 2335
@2023 Citrix Systems, Inc. All Rights Reserved.
Citrix Terms >
End User Agreement >
Third Party Notices >
Report an issue >

4. Enteradescription of yourissue to assist the technical support representative, then tap Submit.

216 T -

 Saarch

< About Report an issue

Encountered a problem? Please provide a description
50 we can continue to improve.

Describe your issue: This is a test for documentation
nuromsi

Cancel Done

The You i
AN F28 P3N 4N R5) B6Y 74 FSY FaN RO
1S PR @)
| . &

return

&

The confirmation message displays.

2:16 W T -

- Search

Log sent successfully! If you need further

assistance, please contact support and mention
this number:|509E8C

Ok
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Note:

If you need further assistance, reference the number noted in the confirmation message when

talking to the technical support representative.

Share files

March 22,2024

The following steps explain how to share files in ShareFile using your iOS device.

Getting a share link

1. Navigate on your device to the folder holding the file or files you want to share.

2. Tap theellipses (...) next to the file name.

1:51 vl 4G .

Dummy_Upload
- xlect
< WF Q se

—
View: s=

Sort: A=Z

pOC Dummy.docx

E Photo_20220813_181427.JPG

3. Tap Share from the menu.
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©> View
L’,') Share
E] Open In

@ View Details

The Share screen displays.
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Close

Share

ﬁ Dummy.docx

People can edit after signing in.

Send to specific people

C Add another link

S

4. Tap Share to get a link. Use the copied link to share with your email or another communication
app.

Send to specific people

Use this option when you want to send using ShareFile to send a Share message to a specific per-
son.

1. Navigate on your device to the folder holding the file or files you want to share.

2. Tapthe ellipses (...) next to the file name.
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1:51 will 4G .
Dummy_Upload
'Y WE Q1 Select
Sort: A-Z View: 8=

Dummy.docx
T20ER

E Photo_20220813_181427 JPG

1.26MB

3. Tap Share from the menu.

&> View
L’,') Share
[I] Open In

@ View Details

The Share screen displays.

4. Select Send to specific people under the options offered.
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Close

Share

ﬁ Dummy.docx

People can edit after signing in.

C Add another link

\_/

Send to specific people

The Send to specific people message window displays.
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Plas o
Liose =end

Send to specific
people

m Dummy.docx

e Recipients can view onling

Edit aptions
Tox: [51.:.
Sulbject
Message:

Remambear subject and message

5. Select Edit options to review and set the following options:

« Access options:

Allow recipients to: - select from various options including View, Download, and
Edit (sign in required).

Access expires - select from various expiration settings for recipients.

Check box for Require recipients to sign in.

Downloads per user - provides a restriction to the number of downloads if necessary.

Check box for Always link to the latest version of the file.
+ Notifications:
- Check box for Notify me when this is accessed.
- Check box for Send me a copy of this email.
6. Typeinthe email address of the recipient in the To text box.

7. Though the Subject is prefilled, you can type in replacement text.
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8. Typein a message if necessary.
9. Select the Remember subject and message slider to enable.

10. Tap Send.

Follow the instructions for your Mail app to send the message that includes the link. The recipient will
receive a message similar to this:

i035 files

Joe,
has sant you files
Download
1ste the following URL into your web browses

Link options

Choose ... to Edit options for the link, Replace link, or Delete link.

Edit options

In Edit options, you set the parameters for recipient access and notifications.

Access options Under Access options, select the access parameters for the recipients.
+ Allow people with this link to:

- View - Recipients can only view the file in the Preview window.
- Download - Recipients can download the file.

- Edit (signinrequired) - Recipients can edit the file but must sign in either with their client
or employee sign-in. For information about co-editing a Microsoft 365 shared file, see Co-
editing in ShareFile.

« Who can access this link:

- Anyone (anonymous) - Recipients can only view the file in the Preview window.

- Anyone (name and email required) - Recipients can download the file.
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- Client and employee users (sign in required) - The recipient is presented with a sign-in
screen. The recipient must be an existing user (either an employee or client user) in the
account to sign in and view the content. If the recipient is not a user in the account, then
it is necessary to create the user account for the recipient before they can access the file.

- Employee users (sign in required) - The recipient is presented with a sign-in screen. The
recipient must be an existing employee user in the account to sign in. If the recipient is
not a user in the account, then it is necessary to create the user account for the recipient
before they can access the file.

+ Access expires can be adjusted to the available presets.

« Always link to the latest version of the file is selected by default. The current version of the
file is immediately available within the link.

+ Add watermark allows you to track documents by user. This includes printing. If the user has
download permissions, the watermark does not appear while viewing.

Notifications This check box defaultis set for the sender of the file to receive notifications when the
file is accessed. If you prefer not to receive this notification, uncheck the box.

Replace link

Replace link allows you to create a new link with the same permissions. The old link becomes inac-
cessible.

Delete link

Delete link allows you to make the linkinaccessible. Anew linkis created by starting the share process
again.

Add more items

To add more items to a share link, select Add more items.

You are provided the option to add more files from ShareFile or from your device.

Upload files

March 22,2024
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The following steps explain how to upload files in ShareFile using your iOS device.

1. Tap the +circle to open the menu. The menu displays.

2. Tap Upload File.

Upload Photo or Video

Create Folder

Request File

Create File

O oW O

Create Note

Upload File _

Record Audio

D ® |

Copy

x Mo

3. Select Browse to navigate to the file you wish to upload from your device.
4. Tap the file you want to upload.

5. If desired, add a description in the Details field.

6. Select Edit to change the upload destination in your ShareFile account.

7. Tap Upload.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 388



ShareFile

Note:

You might change the default File Prefix.

Upload photo and video files

March 22,2024

The following steps explain how to upload files in ShareFile using your iOS device.

1. Tap the +circle to open the menu. The menu displays.

2. Tap Upload Photo or Video.

@

Upload Photo or Video I@

Create Folder

O

Request File

Create File

O @ &

Create Note

Upload File

Record Audio

D & [

Copy

X

Mowe

3. Choose an existing file to load or tap Take a Photo (or Video) on your device.
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Note:

You might be asked to allow Citrix Files to access your Photos.

4. Select the items you want to upload. Tap Next.
5. Tap Upload.
Note:

You might change the default File Prefix.

View and download files

March 22,2024

Once you download a file in ShareFile using your iOS device, the location and file type determine how
you can view the file. The following steps use a photo for the type of file downloaded.

1. Navigate in your Citrix Files App to the folder holding the photo you want to download.
2. Tap the file name. The download begins immediately.

3. Goto the photo app to view the file.

ShareFile for Mac

March 14,2024

ShareFile for Mac allows you to access your files directly through a mapped drive, providing a native
Finder experience. Files are downloaded only when accessed, and temporarily stored on your com-
puter. Changes made to the files are automatically saved back to the cloud. You can access more func-
tionality through the right-click context menu and perform operations such as sharing or requesting
of files.

Important:
For information regarding ShareFile for Mac and Apple Silicon, see Citrix Files for Mac and Apple
Silicon.

For information about new features, see What’s new.

For end-user help including downloading and sign in, see ShareFile for Mac Help.
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Supported versions
Minimum supported version

« ShareFile for Mac v 2023.8.7 or later

Download the latest version of ShareFile for Mac at ShareFile Downloads.

System requirements
0OS requirements

« mac0S 10.15 or later

Other requirements

+ Local administrator rights are needed to install the app.

Fixed issues
Fixed issuesin 23.10

+ ShareFile for Mac might sign out unexpectedly. [CFMAC-3586]

+ ShareFile for Mac might sign out unexpectedly after closing. [CFMAC-3654]
Fixed issuesin 23.8.7

Some ShareFile for Mac users might experience higher than usual CPU usage. [CFMAC-3572]

Fixed Issues in 23.3

« Citrix Files for Mac authentication for connectors might fail. [CFMAC-3401]

Fixed Issuesin 22.10

« This release addresses issues that help to improve overall performance.
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Fixed Issuesin 22.4

« Citrix Files for Mac authentication prompt might not display when Citrix Workspace is installed.
[CFMAC-3296]

Fixed Issuesin 22.2

« Citrix Files for Mac might not complete an interrupted download. [CFMAC-3296]

Fixed Issues in 21.10

Citrix Files for Mac might not launch after sign-on. [CFMAC-3224]

+ Some items might not display correctly in the Queue tab. [CCCHELP-1355]

« Citrix Files for Mac might become unresponsive after authentication errors. [CFMAC-3260]
+ Opening and editing some Adobe Creative Suite files might cause an error. [CFMAC-3228]
+ Opening and editing some Vectorworks files might cause an error. [CFMAC-3228]

Fixed issuesin 21.2

+ The option to discard a checkout might not be available for administrators. [CCCHELP-1022]
+ Some failed uploads might require a manual retry. [CCCHELP-1291]

+ Some folder names containing a period might be treated as temporary files. [CCCHELP-1456]
+ Some remote updates might not show in Finder. [CFMAC-3185]

+ Client users with delete permission might not have the ability to use it. [CFMAC-3193]

Fixed issues in 20.9

+ Saving Adobe Photoshop files might cause an error. [CFMAC-3179]
+ When saving Adobe InDesign project files, the files might delete unexpectedly. [CFMAC-3179]

Fixed issues in 20.7.2

« This release addresses a number of issues that help to improve overall performance and stabil-
ity.

Fixed issues in 20.7

+ When editing a file in Catalina, the Finder icon might not appear. [CFMAC-3069]
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« When saving Adobe After Effects project files, the files might delete unexpectedly. [CFMAC-3128]

Attempts to edit a file in Adobe Photoshop might cause an error. [CFMAC-3128]

+ When signing into a previously used Mac, a new device sign-in notification might be sent.
[CFMAC-3137]

+ Using Citrix Files for Mac might require you to re-authorize the application multiple times.
[CFMAC-3158]

Fixed issues in 1911

« Thisfix addresses a sharing violation error that appeared on Microsoft Excel files. [CFMAC-3067]
« When using macOS Catalina, files might download to the cache when the user browses through
the folder. [CFMAC-3076]

Fixed issues in 1910

+ Moving the cache limit slider might toggle the beta flag on and off instead of changing the cache
limit. [CFMAC-3045]
+ Dutch localization might not display correctly. [CFMAC-3056]

Fixed issues in 1908

+ Moving a subfolder and then deleting its parent folder might cause the subfolder to be removed.
[CFMAC-2249]

Fixed issues in 1904

« Citrix Files for Mac might consume an excessive amount of CPU. [CFMAC-2719]

« Attempts to open files from the dashboard can fail for files that have not been opened previously.
[CFMAC-2738]

+ When editing a file or folder offline and going back online, the file might not be moved to a
recovery folder. [CFMAC-2762]

+ Users might have to reauthenticate by relaunching the app. [CFMAC-2765]

+ Deleting files during offline sync might cause Citrix Files for Mac to exit unexpectedly. [CFMAC-
2787]

Fixed issues in 4.6

« Citrix Files for Mac might exit unexpectedly when switching from dark to light mode or light to
dark mode. [CFMAC-2661]
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« Locally edited files might not update correctly if there’s a new remote version. [CFMAC-2676]

+ The database crawler might look up items without caching, which can consume a lot of CPU.
[CFMAC-2684]

+ File and folder might not stay up to date. [CFMAC-2695]

Known issues
Known issues in 21.10

Users who have Citrix Files v21.4 (19rc5) are required to manually install Citrix Files 21.10 for Mac.

Known issues in 21.2

+ Users on Big Sur might be required to reboot several times to allow the extension. This known
issue should be resolved with the release of Big Sur 11.3.

Known issues in 20.7

+ This release includes partial Italian language support. Full Italian language support will be in-
cluded in a future release. [CFMAC-3130]
« Authentication screens do not include Italian language support.

Known issuesin 1911

+ Afile might not delete properly if it is open in another application. As a workaround, close all
applications accessing a file before deleting it. [CFMAC-2998]

Known issues in 1910

+ Afile might not delete properly if it is open in another application. As a workaround, close all
applications accessing a file before deleting it. [CFMAC-2998]

Known issues in 1908

+ Afile might not delete properly if it is open in another application. As a workaround, close all
applications accessing a file before deleting it. [CFMAC-2998]
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Known issues in 1904

+ When opening and editing Adobe InDesign files, Citrix Files for Mac might not save the files and
cause Adobe InDesign to exit unexpectedly. [CFMAC-2552]

When installing Citrix Files for Mac for the first time, a kernel extension approval dialog appears.
Restricted Zones are not supported. [SFWGTM-515]

When using offline access, folders might not copy properly. [SFWGTM-2145]

Items in the dashboard might not open when double-clicked. [SFWGTM-2387]

Known issuesin 4.6

When opening and editing Adobe InDesign files, Citrix Files for Mac might not save the files and
cause Adobe InDesign to exit unexpectedly. [CFMAC-2552]

When installing Citrix Files for Mac for the first time, a kernel extension approval dialog appears.
Restricted Zones are not supported. [SFWGTM-515]

When using offline access, folders might not copy properly. [SFWGTM-2145]

Items in the dashboard might not open when double-clicked. [SFWGTM-2387]

Known issuesin 4.5

When opening and editing Adobe InDesign files, Citrix Files for Mac might not save the files and
cause Adobe InDesign to exit unexpectedly. [CFMAC-2552]

When installing Citrix Files for Mac for the first time, a kernel extension approval dialog appears.
Restricted Zones are not supported. [SFWGTM-515]

+ When using offline access, folders might not copy properly. [SFWGTM-2145]

Items in the dashboard might not open when double-clicked. [SFWGTM-2387]

Known issues in 4.4

When installing Citrix Files for Mac for the first time, a kernel extension approval dialog appears.
Restricted Zones are not supported. [SFWGTM-515]

+ When using offline access, folders might not copy properly. [SFWGTM-2145]

Items in the dashboard might not open when double-clicked. [SFWGTM-2387]

Known issuesin 4.3

+ When installing Citrix Files for Mac for the first time, a kernel extension approval dialog appears.
« Restricted Zones are not supported. [SFWGTM-515]
« When using offline access, folders might not copy properly. [SFWGTM-2145]
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« When using offline access, in-progress badges for files and folders might take longer than usual
to update. [SFWGTM-2310]

Limitations

+ Severalfeatures are temporarily disabled while there is no internet connectivity. These features
will become available again when internet connectivity is restored.

« Restricted Zones are not supported.

+ When opening and editing Adobe InDesign files, Citrix Files for Mac might not save the files and
cause Adobe InDesign to exit unexpectedly.

« When using offline access, folders might not copy properly.

+ Items in the dashboard might not open when double-clicked.

Add a place

February 14,2024

Add a place allows you to have direct access to your Microsoft Office applications for Co-editing in
ShareFile on your Mac.

Important!

When adding ShareFile direct access to your Microsoft Office account, be sure you use the same
ShareFile sign-in for both the ShareFile desktop application and Add a place.

The following instructions explain the steps necessary to add ShareFile direct access to your Microsoft
Office applications with your Mac.

1. Open your Microsoft Office application. This can be Word, PowerPoint, or Excel.
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D rde e WV AV . L " L

I I on My mac

<& Manage Storage Accounts

2. Navigate to Open > Manage Storage Accounts. The Storage Accounts popup displays.

= l On My Ma
e Connected Accounts
o]
Hame B ShaoPoin
®
- Add Storage Account
oo
e
. .
| |
C
ShacuFda (Beta)
xn
i«
Q
8 €3 MBnbg S15FgH Accounis

3. Select ShareFile. The ShareFile account subdomain pop-up displays.

4. Enter your ShareFile account subdomain.
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] Storage Accounts

¥5 ShareFile

Enter your account’s subdomain to continue, For example, if
your aceount's URL is “mycompany.sharefile.com™, you would
entar “mycompany”.

Subdomain *

l mycompany| ]

Continue

Don't know wour account’s subdomain?

Brivacy Policy

< Back

5. Follow the prompts to authenticate with your email and password for ShareFile.

L] Storage Accounts

¥s ShareFile

Email *

sharefileuser@sharefile.com

Password *

[LITITTTT TR ITYY Lo

Forgot Password?

Sign in to a different account

Privacy Policy

< Back

6. Select the aunthentication method you use to access your ShareFile account.
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e Storage Accounts
&% ShareFile

How would you like te verify this device? Standard data fees
and text messaging rates may apply.

Text Message
Voice Call

Authenticator App

( Back to Sign In )

< Back

7. Enter the code provided by the authenticator selected in step 6.

L] Storage Accounts

¥5 ShareFile

Enter the code that was sent to your device,

Verification Code *

[ b =

fication method

/

8. Select Verify.

< Back

Once you have signed on successfully, ShareFile will display under Other storage.
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&
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]

Cpen

g Manage Storage Accounts
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a-aharefite.semes
a-sharefi_workspate
a-sign-documens

At 2022 cTx08an

MWicrosaft Weed document [docx) - 5.3 MB

fiad Jon 30, 3003, T4QFM

Your ShareFile account is now connected to Add a Place and this new location is accessible across
Microsoft Word, Microsoft PowerPoint, and Microsoft Excel on the computer that you connected it

to.

Removing ShareFile from Add a Place

Use the following steps to remove ShareFile from your Microsoft Office applications with your Mac.

1. Open your Microsoft Office application. This can be Word, PowerPoint, or Excel.

2. Navigate to Open > Manage Storage Accounts. The Storage Accounts popup displays.

3. Select the gray X next to ShareFile.
0l —— e

= Fasority
|\. _J Recent Felderd
3 3 Felders
E ShareFia [Beta)
= Porsan

B o

] Slorage ALCoums
Connected Accounts

ﬂ SharePoint

)  Sharefie (Bata) ’

Add Storage Account
. ::heDﬁw

& Craliive far Buiarass
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4. Select Remove to confirm your decision to remove ShareFile from other storage on your Mac.

o Werd Fis Edt  View Inserl Formal  Tools  Table  Wiedow  Help

Wicrosaft Word
Slarsge Ascounty
() mecenn Foiders |
cB =
. ’ ¥
Chartia § ol
ErargFle (Bats)
a M - o |
[T oL
AR PO BUTE o eafL L PR
I ooy e s youmant
@ E Ving dm imgsd well lpm rerare Trien wara, *
Dt wrd e Ppfalef woms CPdfuges 78
Fre o, g Dut, Gt TR
@ Cancel
o
Draalivivn
(=] -
—5

Co-editing a Microsoft Office file

November 22, 2023

Multiple users can edit a file simultaneously in ShareFile. To co-edit a document or create an active
editing session, Control-click on the file to edit then select Open with > Microsoft Word (or other
Microsoft Office application).

Use the following instructions to share file file for co-editing.

1. Use Share in to share the MS Office File you wish to co-edit.

sharefile.com ™ ﬂj + E]
a [N shareFile - Whare Companies Connect = docx

= Open in desktop app &

teferences  Review View  Help @ Doommen  Fidgaingv

v ow A A|B|lT U £ A By S S 52 02 v Aesyles~ | DEditing~ e
: @ Copy Link

& Manage Access

ShareFile Create a Client User

Article
Information
n Requirements to create a Client User
+ AnEmployee user
= The Manage client users permission
+ Changing a client email address or deleting a client user from the
1 require th users isgi

Create a Client
First, head to People > Manage Users Homegor Browse Clients. Click Create Client,

New Client

The Share screen displays. Select Send to specific people.
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Send to specific people

= Ao

(I Ercrypt this s

@ Fecipients can edit after signing in.

2. After you enter the information requested, select Send.

Other users in the editing session are denoted by colored cursors within the document. You can also
view editing users in the upper right corner of the editor menu.

o | [

Headin Heading2? Tit|e |v| D Fagw | e )
CTXI08471
ShareFile Create a Client User
Article

Information
A Requirements to create a Client User
* An Empioyes user u_

+ TheManage client users permiss
* Changing a client email address or deleting a client user from the
system both require the manage employes USers permission |

Create a Client
First, head to People > Manage Users Home gr Browse Clients. Click Create Client

Create New Client

For more information, see Co-editing in ShareFile

Delete files

August 3, 2023
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The following steps explain how to delete files in ShareFile for Mac.
1. Select the file you want to delete.

< sharefile for mac g3 = QO O~ Q

. = b

Sereen Shot

20&%&%‘5 i_.:‘;tpu Screen Shot
2025 ——15 M 2023-0..35.14 PM

Screen Shot
2023-0_18 5% P

[

Screen Shot fersh
2023-0..31.55 PM 19054

Scregn Shot
202 (===t PM

2. Drag the file to Mac trash.

The file is no longer in your ShareFile account.

Download and open the app

February 14,2024

Minimum supported version

« ShareFile for Mac v 2023.8.7 or later

Download the latest version of ShareFile for Mac at ShareFile Downloads.

Download ShareFile for Mac

The following steps explain how to download ShareFile for your Mac.

1. Download the installer.
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2. Open the installer package and follow the prompts to install ShareFile. You might be required

to provide an administrator password to complete the installation.

O €8 ShareFile

Install ShareFile.pkg

3. Once theinstaller opens, select Continue through the prompts.
[ £ Install ShareFile

Welcome to the ShareFile Installer

This installer helps you setup ShareFile. To get started, click
® Introduction Continue.

&5 ShareFile

Continue

4. After reviewing the License aggreement, select Agree.
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- English -
ntroduction =
License This is & legal agreement ("AGREEMENT") batween the user (hersinafier
W™\ s Citriv Suetame Ine o e and sffilates -
b To continue installing the software you must agree to the terms of the

software license agreement.

L Click Agree to continue or click Disagree to cancel the installation and quit
1 the Installer.

H
[
Ul
Read License Disagree Agree

e fon

5. Select Install.

L ] £ Install ShareFile a8

Standard Install on “Macintosh HD"

 Intreduction This will take 101.9 MB of space on your computer.

@ License Click Install to perform a standard installation of this software
& Destination Select on the disk "Macintosh HD"

Installation Type

¥ ShareFile

Customize Go Back Install

Once the installation completes, the Installation was successful screen displays.

® £ Install ShareFile 8

The installation was completed successfully.

o

Introduction

License
Destination Select

Installation Type

L ]

[ ]

L]

& Installation

The installation was successful.

® Summary )
The software was installed,

¥5 ShareFile

6. Select Close.
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Open ShareFile for Mac

Once theinstallation is completed, the ShareFile sign on process starts.

1. Type your account URL (enter “mycompany”for mycompany.sharefile.com) then Continue.

L L] ShareFile

¥ ShareFile

Entor your account’s subdamain to continu, Far sxample, if
your acccunt’s URL is “mycompany.sharefile.com”, you would
enter “mycompany”.

Subdamain *

&g, mycompany

2. Type your email and password, then select Sign In.

LN ] ShareFile

¥% ShareFile

Email

3. Select how you would like to verify your device.
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[ LN ] ZhaeeFile

%% ShareFile

Hirw wold you like to werify this device™ Standard data fees
and text messaging rales may apply.

Text Message
Voice Call

Authenticator App

g
S

4. Enter the ciode you received to verify your device.

[N ] ShareFile

!u‘a.

¥s ShareFile

Enter the code that was sent to your device.

Werification Code *

Once you are verified, the Welcome to ShareFile screen displays. Select Continue for tips on how to
use your ShareFile for Mac application.
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L] [ ] ShareFile

Welcome to ShareFile

ece § shareFile
< B=owm @
S iCloud
e o 2 Q
% Applications 3
B Dosk Personal Shared Favarite
St Folders Folders Folders
B Documents
& shanFie
0 Downloads

Access ShareFile directly from Finder without taking space on your computer

- ...

o |

To access your ShareFile for Mac dashboard, see the Sharefile icon on the Mac bar.

Wi

'-...s
¥s ShareFile

Important:

To access SharefFile for Mac for the first time, you might receive a system message requiring you
to provide a system extension for ShareFile. For more information on system extensions, see

About system extensions and macOS.

o

System Extension Blocked

Download and view files

August 3,2023

The following steps explain how to download and view files using ShareFile for Mac.

1. Select the file you want to download from the ShareFile folder in finder.
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2. Open the ShareFile folder in Finder.

3. Drag the file and drop on your desktop.

E_
=Q

Archived_Invoices
.Zip

| ] Documents

0O ol | =S~ 3% ~

ions E

3
ZIP 0

ids Archived_lnvoices
.Zip

25

4. Double-click to open and view the file.

File Provider

February 14,2024

SharefFile for Mac uses Apple’s FileProvider API to sync data between your local Mac and online stor-
age.

Supported versions

« mac0S 11.0 or later

Download ShareFile for Mac.

Notable features

+ Easy installation: Users do not have to configure system security, approve a kernel extension,
or reboot.
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+ Spotlight integration: Accessed files and folders are indexed and appear in Spotlight search.

+ Co-editing: ShareFile for Mac now supports co-editing with Microsoft Office 365.

Notable changes

« Finder: ShareFile is now listed as a location in the Finder sidebar.

I

ec e < ShareFile
MName
Recents o )
S » o Favorites
A Applications > &7 Personal Cloud
=) Desktop > [ Personal Folders

> [ Shared Folders
[ Documents

@ Downloads

< iCloud Drive
£ ShareFile
;\h‘.

L% ShareFile

@ Metwork

® Red

@ Orange
St QUICEHBNUL ZULI™ 11710 @l L1347 iVl

« Offline settings: Offline settings for files and folders are now managed by cloud icons.

This new behavior is part of Apple’s FileProvider API.
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Bookl.xls <% canyon.png <. Citrix Files for
Mac Ex...9.xlsx .

W

dumpl.txt <> EditMe.txt < EventFlyer.docx

+ Cloud badges: Cloud badges are no longer displayed for files and folders.

- Acloud icon indicates that the file is not cached for offline use.

i

InUse_.png < justbeforeEclipse.
JPG

- Ifthereisnocloudicon nextto afile, it meansthat thefile is cached and available for offline

use.
- Clicking the cloud icon downloads the file.

- Clicking the cloud icon of a folder downloads the entire folder and contents.

EditMe.txt

+ Badge overlay: Badge overlay icons on files display differently.

+ Preferences: Preferences have been adjusted.
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Settings regarding caching and Offline Sync are no longer applicable

ShareFile

Preferences

Account

| .com Log Out
Idei refile. P €
Reset App Settings Reseat
Jdrg
L I LB

+ Context menu: Context menu options are adjusted.

sing ShareFileforMac 828 = [0 &
' Open
. Open With >
excel Download Now
sharefi

Move to Trash p——

Get Info
Rename

. § ‘eens
Compress "excel-in-sharefile” 1.6
Duplicate
Make Alias

Quick Look

Copy
Share...

® O [ N N N
Tags...

- Quick Actions

—
_’”:_-__g @ Share

: «-4 @ Check Out

= @ Initiate Approval
@ Download

@ View Details
@ Add to Favorites

« Favorites: The contents of the favorites folder now consists of shortcut links pointing to the
original items.
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Favorites

Marme

B canyon.png
@ FavoriteMe
B Files.zip

B InUse_.png

FAQ about FileProvider

What happens to cached/offline data from the previous installation of ShareFile for Mac?

The files remain cached on the local system.

Notes:

+ Choosing to remove offline data when using the Tech Preview will also remove data from
the previously installed version of ShareFile for Mac.

+ Resetting app settings will remove cached data from the older version of ShareFile for Mac.

How do | go back to the normal version of ShareFile?

You can uninstall the app using the help menu. Install the current release of ShareFile from https:
//dl.sharefile.com/sfmac.

Where are the files | have downloaded/edited, cached?

The files in Finder are the actual files, there is no longer a corresponding cache folder for files that
appear within ShareFile.

How does the app behave when going offline?

ShareFile files are placed into an offline state. In this state, only files and folders that have been previ-
ously cached, are accessible. Any changes made are queued up and ShareFile attempts to synchronize
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your changes remotely when returning online.

Jambalaya Town

Citrix Files is offline, functionality is limited until network connectivity is restored

N R

MFP3 MP3

01 Jambalaya 02 Take a Little 03 Still the 04 Crazy Kinda 05 Behind Closed
Town.mp3 <  Tripto..s.mp3 <* Same.mp3 < (Featuri...mp3 < Doors (...mp3 .

What can | do when encountering an issue?

Please report any issues through the help menu before troubleshooting.

° ShareFile
Help
ShareFile v24.2
Check for Update

Uninstall ShareFile
Privacy Policy D/‘

End User A

hird Party Nat
Third Party Il

Feedback & Support
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L J @ ShareFile

Report a Problem

Tell us about the problem you faced with our app

Capturing screen for log article)

@.
® *_—_'

Cancel Submit

General known issues with workarounds

+ Files must be completely downloaded before opening (Ex: streaming a video file).
- Workaround: None.
« Offline/Cached from previous versions of SFMac will not be available.

- Workaround: None.

Offline/Cached content from one account is lost when switching to a different account.

- Workaround: None.
Note:

The app displays a warning and requires confirmation before removing content.

+ When upload/downloading the progress icon in Finder doesn’t reflect the actual progress
of the upload/download.

- Workaround: Use the dashboard’s Queue tab to view progress.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 415



ShareFile

¥ ShareFile 3 - W

Recent Files  Queue

E Screenshot 2023-11-16 at 4.43.45PM.png
Saved at 1116/23, 4:44PM

E Screenshot 2023-11-16 at 4.44.28 PM.png
Saved at 11/16/23, 4:44 PM

ShareFile for Mac user guidance

September 27,2023

ShareFile for Mac allows you to access your files directly through a mapped drive, providing a native
Finder experience. Files are downloaded only when accessed, and temporarily stored on your com-
puter. Changes made to the files are automatically saved back to the cloud. You can access more func-
tionality through the right-click context menu and perform operations such as sharing or requesting
of files.

User how-to articles

The following lists commonly used actions in ShareFile for Mac. Select from the list to learn more
about a particular function or feature.

» Add a place
« Dashboard
+ Delete files

« Download and open the app
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Download and view files

Edit files

« Icon overlays

Open files

Send logs

Share files

Upload files

Icon overlays

August 3, 2023

Files and folders have an icon overlay that represents the status of that item. The following defines
what each icon overlay represents:

Online only files: Thesefiles and folders are stored on the cloud. These files and folders are not stored
on the local device.

NOTE:

When your device is not connected to the Internet, online only files and folders are not available.
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Only files or folders marked as “Make available offline”display a green circle with the white check
mark. These files or folders are downloaded to your device and are available offline.

Mixed state folder or cached file: This occurs when folder contents are in the various modes including

online, offline, and cached.
NOTE:

When you open an online only file, it downloads to your device and becomes a cached file. You
can open cached files anytime even without internet access. If you need to free up space, you
can change the file back to online only. To do so, right-click the file and select Make online only.

The file or folder is syncing to the cloud. This means upload and downloads are currently in

progress.

The file or folder is checked out.
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Send Logs

August 3, 2023

When you are consulting with ShareFile Technical Support, they might ask you to provide them a

log file to assist them in diagnosing your problem.

The following provides the steps necessary to provide a log file for ShareFile Technical Support.

1. Click the ShareFile logo in the Mac bar, then select Help from the ellipsis drop-down menu.

ot
W

@ All files up to date.

Y5 " B 3 T Q & MonFe

vs ShareFile (] e
View Workflows
Recent Files  Queue Launch Website A
Preferences
E Screenshot 2024-02-26 at 10.57.59 AM.png
474 KB Send Feedback

E Screenshot 2024-02-26 at 10.16.37 AM.png

269 KB Quit

u Screenshot 2024-02-26 at 10.15.24 AM.png
504 KB

E sf-mac-install-7.png
358 KB

E Screenshot 2024-02-26 at 10.15.04 AM.png

333 KB

2. Select Report a Problem.
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L] ShareFile

Help
ShareFile

Check for Updates
Uninstall ShareFile
Privacy Policy, Gf

£nd User Agreement [
Third Party Motices [

Feedback & Support

v24.2

Send Feedback to sfmac.feedback@sharefile.com

Get Support
ShareFile Help 7 /

Report a Problem

Dpen Recovery Folder

3. Enter any information to assist the technical support representative.

Note:

Check the box for Include database files if the technical support representative asks for

it.

ShareFile

Report a Problem

Tell us about the problem you faced with our app

Capturing screen for log article]

Include database file @

@

Cancel | Submit

4. Select Submit. The confirmation message displays.
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Ve
-7

A

Submitted! Thank you for
reporting your problem to us.

Open files

August 3,2023
The following steps explain how to open files using ShareFile for Mac.

1. Open the ShareFile folder in Finder.

2. Select the file you want to open.

. —

| JON ) < ShareFile
Favorites Mame
Recents = .
12 > o Favorites
& Applications > &3 Personal Cloud
| = Desktop » I Personal Folders

> 7 Shared Folders
[ Documents

@ Downloads
Lecations

& iCloud Drive
£ ShareFile a
#% ShareFile

& Network

Tags

® Red

® Orange

S A DUITENDIIUL VLo T IV L LoD v

3. Double-click to open the file.
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Share files

November 17, 2023

In Mac, sharing a file using your ShareFile account utilizes the ShareFile application for Mac. The fol-
lowing information provides the various methods and options in sharing a file.

Important:

We’re taking steps to improve the security posture of file sharing. All links default to use secure
sharing options which apply across all ShareFile locations: ShareFile desktop app for Mac and
Windows, ShareFile Web app, ShareFile Mobile app, ShareFile Plug-in for Microsoft Outlook and
Gmail. See New secure sharing options to learn more about ShareFile secure sharing.

Creating a Share link

1. Navigate to the file that you want to share from the ShareFile folder in Finder.
2. To open the menu, use Control-click on the file you would like to share.

The ShareFile for Mac menu displays.

n uwp—fialds-fm-‘i"“i"" (O San 20 20271 12210 PM 34KB P
Signed Conti  Open —

« staws Open With E 2

~ B3 emalluser@use  pownload Now -
1, Getting Sti g2 e

> I employee phon  Move to Trash =
» [ EOL Drafts

* [ Florida_August D
&3 Flor
3B toidacanaa__  REmAMA
o Compress “Signed Contract - electronic signature example2”
Duplicate & Preview

Make Alias
Quick Look
Copy

aility: Investigate Share...

LR BN N N N J
Tags...

mmTmE Mo

Quick Actions

: @ send for Signature

© @ view Details

@ Add to Favorites _n

@ Check Out
@ Initiate Approval
@ Download

= @ View Details

4 B Add to Favorites

| Set Desktop Picture
o -

s = i ey

3. Select Share.
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The Share pop-up displays.

LI ShareFile

Share

m CC EOS KB article_DRAFT.docx Add mare items

(D A\ Anyone can download withaut signing in.

hittps| ;b0 318822

Add ancther link

Send 1o specific people

4. Select Copy by the link.

The Link copied to your clipboard message displays briefly.

5. Use the copied link to paste the share link with your email or another communication app.

Sharing an editable link - Message (... &3

Options Format Text Review ¢ Tdll me...

- - :
& B alerg s § 0
Encryption = Paste  Basic MNames Include Tags  Office  Citrix  Citrix View

Off = - % Text- - - = Add-ins Files~  Files = Templates
Citri Files Clipboard s Add-ins Citrix ' My Templates

0 The following recipient is outside your organization: Sl'us-enﬁ‘_ih.areﬁl‘.el,!ser.mm}(_

To... SPuser BShareFlellser com
Ce...
Send
Subject %Sharing an editable link
Hi SFR,

Please utilize the link below to make edits to the document discussed in the meeting.

https:/ sharefile.com/d-sh592bdad957d4af5h3

Thanks,

SF3
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Send to specific people

Use this option when you want to send using ShareFile to send a Share message to a specific per-
son.

1. Navigate to the file that you want to share from the ShareFile folder in Finder.
2. To open the menu, use Control-click on the file you would like to share.

The ShareFile for Mac menu displays.

« satup-fields-fnr-sinninn £ San 202071 12108 34 KB
Signed Conti  Open ——
= status Open With 21 (28 KB
~ [ emalluserBuse  pownload Now .
1. Getting St g3 Me
= employee photi Move to Trash -
3 EOL Drafts
0 Florida_August 20t o
T3 fnldar?nia . L2
-+ Compress “Signed Contract - electronic signature example2”
Duplicate | e
Make Alias

Quick Look
Copy
aility: Investigate Share...

oo 0000
Tags...

hmTmeEsn oo

»
»
»
3

Quick Actions

= @ Send for Signature
o @ Check Out

B Initiate Approval
@ Download
@ view Details
x @ Add to Favorites

@ Check Out

@ Initiate Approval

@ Download

= @ View Details

i @ Add to Favorites

| Set Desktop Picture
" s

e DT RTINS

3. Select Share.

The Share pop-up displays.

e e ShareFile

Share

m CC EOS KB article_DRAFT.docx Add mare items

(O A\ Anyone can download without signing in.

Add ancther link

Send 1o specific people
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4. Select Send to specific people under the options offered.

e Shaeetite

Share

[ cc 208 KB article_DRAFT.docx Add mars tsms

(@ A Anyane can dawnload without signing in.

T TS A Sy

The Send to specific people message window displays.

T N . L ETE S 4 B Toeem—
(] ShareFile

Send to specific people

ﬂ CC EOS KB anticle_DRAF ...

§ - ~
Encrypt this email %

|

|

| o Recipiants can download after signing in Edit optigns.
|

| To

1 h ’
| Subject

| el has sent you files
] Message

| Please review the file,

1

Remember subject and message
Cancel

5. Ifenabled, you can choose to Encrypt this email which provides an extra layer of security when
sharing confidential files.

Send to specific people

[ CC EOS KB anicle_DRAF,

-
@) Encrynt this emai &

Tips:

+ Encrypt this email allows you to encrypt the body of your message to your recipient,
along with any attachments, with industry-standard AES 256 bit encryption. This fea-
ture also includes the ability to compose and receive encrypted emails directly from
the ShareFile web application.
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« Encrypt this email is not available in the ShareFile Standard plan.

6. Select Edit options to review and set the following message options:

« Access options:

- Allow recipients to: - select from various options including Download, and Edit
(sign in required).

Access expires - select from various expiration settings for recipients.

Check box for Require recipients to sign in.

Check box for Always link to the latest version of this file.

Check box for Add watermark.

+ Notifications:
- Check box for Notify me when this is accessed.

- Check box for Send me a copy of this email.

7. Select Save.

8. Type in the email address of the recipient in the To text box.

9. Though the Subject is prefilled, you can type in replacement text.
10. Type in a message if necessary.
11. Select the Remember subject and message check box if wanted.

12. Select Send.

The Share sent successfully message displays briefly.

Link options

Choose ... to Edit link options, Replace link, Delete link, or Email with Mail App.

T AT T L il i
Ke Sharefile

Share

a CC EQS KB article_DRAFT.docx Add more items

Users can download after signing in. \

=[]
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Edit link options
Replace link

Delete link

Email with Mail App

Edit options

In Edit options, you set the parameters for recipient access and notifications.

TTRT Faf T T TUTWGEE Tl GRS RS T
] ShareFile ]

Edit link options

[ T

A Permissions will change for everyone who already has this link.
You can create a new link if you don't want to change this one.

Access options

Allow people with this link to
Download

rt 1]
Who can access this link
Client and employee users (after signing in)
Access Expires
n three months
fill Always link to the latest version of this file C
Add watermark
Notifications

Motify me when this is accessed

cancel (B

Access options Under Access options, select the access parameters for the recipients.
« Allow people with this link to:

- View - Recipients can only view the file in the Preview window.
- Download - Recipients can download the file.

- Edit (signin Required) - Recipients can edit the file but must sign in either with their client
or employee sign-in. For information about co-editing a Microsoft 365 shared file, see Co-
editing in ShareFile.

+ Who can access this link:

- Anyone (public) - Anyone can download what you’re sharing without signing in.

- Anyone (public, must enter name and email) - Recipients can download the file.
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- Client and employee users(after signing in) - The recipient is presented with a sign-in
screen. The recipient must be an existing user (either an employee or client user) in the
account to sign in and view the content. If the recipient is not a user in the account, then
it is necessary to create the user account for the recipient before they can access the file.

- Employee users (after signing in) - The recipient is presented with a sign-in screen. The
recipient must be an existing employee user in the account to sign in. If the recipient is
not a user in the account, then it is necessary to create the user account for the recipient
before they can access the file.

+ Access expires can be adjusted to the available presets.

+ Always link to the latest version of the file is selected by default. The current version of the
file is immediately available within the link.

+ Add watermark allows you to track documents by user. This includes printing. If the user has
download permissions, the watermark does not appear while viewing.

Notifications Thischeck box defaultis set for the sender of the file to receive notifications when the
file is accessed. If you prefer not to receive this notification, uncheck the box.

Replace link

cle_DRAFT.docx

/-
h\
A

1load after sig

R [d-51824 ¢
comfd-s1824300 Replace link

Replacing this link will create a new link

with the same permissions. The old link

will become inaccessible. Are you sure
you want to remove access?

Cancel Replace link

Senad 1o speciric people

Replace link allows you to create a new link with the same permissions. The old link becomes inac-
cessible.
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Delete link

3 DRAFT.docx

ad after sig l_tfﬁ

im{d-s1824300
Delete link

Deleting this link will make it

inaccessible. Are you sure you want to
remove access?

Cancel Delete link

Send to specific people

Delete link allows you to make the link inaccessible. Anew link is created by starting the share process
again.

Email with Mail app

1300d21baddf18a64be577H2e8a
[Edit link options
Replace link
Delete link

Add another link Email with Mail App

Send to specific people

- . . 1
oo e =N @ e © @-

To:  sharefileuser@sharefile.com ~
Cec:

Subject: Sharing a file with you using ShareFile's email with mail app

| would like to share with you the following items:
hitps./H sharefile.com/d-s1824300d21b Bia

Sent from ShareFile

Add more items

To add more items to a share link, select Add more items.
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[ ] L ShareFile

Share
[ER cc Es KB article_DRAFT.docx

® A Anyone can download without signing in.

sba01t318cas 22 Copy

Add another link
Send 1o specific people

You are provided the option to add more files from ShareFile or from your device.

Upload files

August 3, 2023

The following steps explain how to upload files using ShareFile for Mac.
1. Select the file you want to upload.
2. Open the ShareFile folder in Finder.

3. Drag the file to the Citrix File folder in Finder. The upload success message displays.

G = o)) 100% @ Mon12:25PM Q =

Upload
amall Werd Document.docx uploaded successfully.

ShareFile for Outlook

March 11,2024

ShareFile for Outlook allows you to bypass Outlook’s file size limit on attachments and add security
to your attachments or emails. You can provide a secure file upload request directly in your email.
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ShareFile for Outlook provides notifications to alert you when someone accesses a file or sends you a
file. You can also set different security and access levels on a file-by-file basis.

For information about new features, see What’s new.

Supported versions
Minimum supported version

+ 22.1.10.0 or higher

Download ShareFile for Outlook here.

System requirements
0S requirements

« Windows 10 or later

.NET requirements

« Microsoft .NET Framework 4.8 or later

Microsoft Outlook version requirements

Important:
The SharefFile for Outlook plug-in is not compatible with the new Outlook for Windows. A new

compatible version is coming soon.

 Microsoft Outlook 2007, 2010, 2013, 2016, 2019 (32-bit and 64-bit).
« Office 365 plans that include full, installed Office applications.

Note:

The local version of the plug-in is not compatible with Microsoft Outlook Express, Outlook for

Mac, or web-based Outlook.

ShareFile requirements

+ A ShareFile Advanced, Premium, or Virtual Data Room plan.
» The user must be an Employee user on the account.
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Fixed issues
Fixed issuesin 24.2.12

« After upgrading to the latest version, user default settings might not load. [SFOLP-1617]

Fixed issues in 24.2.10

« Email sign-in required option might reset to other options after closing Outlook. [SFOLP-1596]

Fixed issues in 23.10.6

« The expiration text in shared files and links might not follow the expiration policy set for the
account. [SFOLP-1582]

+ Some recipients might receive a link that is invalid. [SFOLP-1587]
Fixed issuesin 23.7.3

+ When re-enabling the plug-in, a start-up error might occur. [SFOLP-1578]

Fixed issues in 23.4.6

« When attaching a file outside of ShareFile, the file might lose its extension. [SFOLP-1546]

+ When performing ShareFile actions, recipient categories on a new message might be reset.
[SFOLP-1549]

Fixed issues in 22.7.5

+ When viewing encrypted emails, Outlook might shut down unexpectedly. [SFOLP-1531]
+ Multiple login prompts might occur when opening a new compose window. [SFOLP-1532]

« WebView2 might not install an update if the previous version is too old. [SFOLP-1533]

Fixed issues in 22.4

« Failure to send error message might not display after a failed encrypted email. [SFOLP-1525]

+ The ability to install WebView2 twice might occur. [SFOLP-1528]
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Fixed issuesin 22.1

No fixed issues in this release.

Fixed issuesin 21.10

+ Resending a message with an attachment might fail. [SFOLP-1484]

Fixed issuesin 21.9

+ Sending encrypted emails might fail. [SFOLP-1474]

+ Attempting a reauthentication, the authentication might fail. [SFOLP-1481]

« If sending a file when not signed into Citrix Files, the message might not work properly. [SFOLP-
1485]

+ When replying to emails, the Outlook reply window might go out of focus. [SFOLP-1494]

+ Outlook Today feature might be disabled now that Internet Explorer is the default browser for
Outlook. [SFOLP-1501]

Fixed issues in 6.7

« Changing networks might cause an error with Citrix Files for Outlook. [SFOLP-1369]

« When using the German version, starting a workflow might result in a wrong description.
[SFOLP-1458]

« Attaching files to an encrypted email might cause an error. [SFOLP-1460]

« RTF formatted emails with photo attachments might fail on delivery. [SFOLP-1463]

Fixed issues in 6.6

+ When dragging files into Citrix Files for Outlook, some files might not convert. [SFOLP-1436]

Attempts to sign into Citrix Files for Outlook might fail when using Outlook 2013 and Outlook
2019. [SFOLP-1437]

+ The options window might display with errors when using a resolution smaller than 1280 x 960.
[SFOLP-1438]

Attempts to re-open the Citrix Files for Outlook sign-in window might fail. [SFOLP-1447]

Fixed issues in 6.5.1

+ Thebanner might not localize when attaching a file for the first time after changing the language
under the “Encryption”toggle button. [SFOLP-1306]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 433



ShareFile

« After attaching afile, the “Insert File”window might pop up again after thefileis loaded. [SFOLP-
1396]

« The English language might not show up as an available option when operating system culture
is set to another country. [SFOLP-1398]

+ “Convert Attachments”might not be disabled when the user isn’t authenticated. [SFOLP-1399]
« Citrix Files for Outlook add-in might crash when building a culture list. [SFOLP-1401]

Fixed issues in 6.5

Attachments might get converted to Citrix Files attachments even if the user is not signed in.
[SFOLP-1307]

Closing a folder that is still loading might display an incorrect folder when reopened. [SFOLP-
1334]

Attachments might be added as Citrix Files attachments even if the useris not signed in. [SFOLP-
1355]

Authentication intermittently fails when launching Outlook. [SFOLP-1360]

Fixed issuesin 6.4

+ The icon that displays on the welcome message after installing a new version of Citrix Files for
Outlook might be pixelated. [SFOLP-1042]

+ Users might have to manually authenticate again after using single sign-on to sign in. [SFOLP-
1152]

Fixed issuesin 6.3.1

+ Recipients might not be able to access shares that require logon. [SFOLP-1051]

Fixed issues in 6.3

+ When logging out from Citrix Workspace app, Citrix Files for Outlook might remain logged in.
[SFOLP-1020]

« Citrix Files for Outlook might prompt to log on frequently. [SFOLP-1025]

+ Attachments might auto-convert even if you are not logged on. [SFOLP-1046]

« Launching Microsoft Outlook after 15 minutes in a Citrix Virtual App or Citrix Virtual Desktop
session would prompt for logon instead of using single sign-on. [SFOLP-1048]

» Top-level personal cloud connector folders can be selected to share. [SFOLP-1092]

« When personal cloud connectors are not configured, an empty logon page appears. [SFOLP-
1093]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 434



ShareFile

« Some settings are preserved after tokens have expired and a different user has logged on.
[SFOLP-1128]

Fixed issues in 6.2

+ Items might fail to attach if the email is saved as a draft. [SFOLP-984]

+ The Custom Settings dialog might appear at the bottom of the screen. [SFOLP-990]

+ The Citrix Attachments banner might appear outside of an email window. [SFOLP-1006]

+ Special characters might not be allowed in email addresses. [SFOLP-1014]

« When using the per-machine install option, a “Browser out of date”prompt might appear after
entering a subdomain. [SFOLP-1018]

Known issues
Known issuesin 6.5

No new issues have been observed in this release.

Known issues in 6.4

No new issues have been observed in this release.

Known issuesin 6.3.1

No new issues have been observed in this release.

Known issuesin 6.3

No new issues have been observed in this release.

Known issuesin 6.2

No new issues have been observed in this release.

Access ShareFile in Outlook

July 30,2023
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Important:

The ShareFile for Outlook plugin is not compatible with the new Outlook for Windows. A new
compatible version is coming soon.

The following steps explain how to access ShareFile in Outlook.

1. Open Outlook. The ShareFile logo appears on the ribbon bar.

2. Select the SharefFile logo to log in (if necessary).
= File Home Send / Receive  Folder View Add-ins Help Acrobat

&4 & e W= 5 B OO Bueting  ElMoeta? > ToManager =

~ A B )

New New —CECIOUR™ oo rchive  Reply Reply Forward £ More « 2 Tearn Ermail © Reply & Delete " Move Rules | Unresd/ Follow B AddressBook | piy senyeceive

RR Email ltems~ 0 junk~ Al ¥ Create New = - v Read Up~ Y Filter Email Aloud All Folders
New Delete Respond Quick Steps 1] Move Tags Find Speech Send/Receive

Search People )

3. Login using your ShareFile account credentials.

8 ShareFile - Login >

ShareFile

Email

Password
Sign In

Forgot Password?

5ign in to a different account

Privacy Policy
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Change default settings for ShareFile for Outlook

August 7, 2023

You can change the default ShareFile settings in Outlook. Select the Options icon to access the
menu.

luﬂ-

A
Options

ShareFile

The Outlook settings screen displays.
B starefie for Outioek »
@rocketmail.com

sharefile.com Help 09 Oyt

(D) &n update has been installed. Learn more

03 Genera Edit

Automatically convert attachments over 5 MEB
Show kcon: On

Share links expire after 5ix months

Request links do not expire

& Attach ng Files .

Access Chent and employee users (after signing )
Hatifications: On

D) Request ng Files
AcoRss: Anyone (public. must enter & name and @mail)
Motifications: On
Upload file to: File Box i
4
& Encrypted Emai Eit

Access: Email recipients (sign in required)
Notifications: On
Share links expire after six months

& Inserting Links -

Appearance: Banner
Request link text: default
Language: Default (English (United States))

- OK

This allows you to make changes to the default settings under the following categories:
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+ General - Allows editing of General settings including

- Attachments

- lcon

- Access Options - To change the default for files and link expiration, select Edit > Access
Options > Files and links expire after > select the period of time you want to save as
default. Click Save.

5 n General x
Attachments
How do you want ShareFile for Outlook to handle attachments?

(O Convert all attachments to ShareFile
¢ (®) Automatically convert attachments over 5 MEB !

(O Only convert attachments that | choose

lcon

) Show an icon so recipients know my email has an attachment.

Access Options

Share links expire after:

six months hd

one day

ire after:
three days
aweek
q twio weeks £
¥gs Save Cancel
| a month |
xt: default

three months fault (English (United States))

six months oK

+ Attaching Files - Allows editing of these components

- Notifications
- Access Options
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Anyone (public)

Anyone (public, must enter a name and email)

o

Email recipients (sign in required)
Client and employee users (after signing in)

Employee users (after signing in)

"

+ Requesting Files - Allows editing of these settings

- Notifications
- Access Options
- Upload Location

+ Encrypted Email - Allows editing of these encryption settings

- Notifications
- Access Options

+ Inserting Links - Allows editing of these settings

- Appearance
- Linked Text
- Language

Install ShareFile for Outlook

April 1, 2024
Important:

« The ShareFile for Outlook plugin is not compatible with the new Outlook for Windows. A

new compatible version is coming soon.

« The information presented here applies to the latest version of ShareFile for Outlook and
can be referenced for previous versions of ShareFile Outlook Plug-in. To get the latest ver-
sion of ShareFile for Outlook, visit dl.sharefile.com/outlookplugin.

For known issues all system requirements, please visit ShareFile for Outlook
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Requirements and limitations

Review the following requirements and limitations before installing ShareFile for Outlook:

« Inorder to use the plugin, you must be an Employee user with the Personal File box permission
enabled on your account. Being an employee user requires one license.

+ The following plans do not include the ShareFile for Outlook plugin: Basic, Personal, Standard

+ The following plans do not include Encrypted Email: VDR, Archiving, Per-User Personal, Team,
Standard, FINRA Archiving

Basic installation

The following steps explain how to install ShareFile for Outlook.

1. Sign into your ShareFile account.

2. Select Apps in the upper right hand corner of the ShareFile dashboard.

w | B Sracefic - Where Companas | X |+
€ ¢ R o= Ea s O L 0@
%% ShareFile Q) He Lag ot
£ Dashtoare /El
_ Hello Joe 88 EstDasrboad
Shortcuts Recent Files

B be

By ot

B -

The ShareFile Apps page opens.

3. Select Download by ShareFile for Outlook.
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¥ ShareFile

A for Windows

f D

4. Locate the downloaded installer file and run the installation by double-clicking the file.
Notes:
« Microsoft Outlook for Windows must be closed when the installation begins.

+ ShareFile or Outlook installs only for the current user. If you wish to install the plugin
for all users on the PC, please refer to the Administrator installation section below.

5. Once the installation completes, open Microsoft Outlook.

Installation locations

« When installing a per-user version, the app will be installed in: C:\Users\USERNAME\
AppDatal\Local\ShareFile\ShareFile for Outlook

« When installing a per-machine version of the OLP, the app will be installed in: C:\Program
Files (or x86)\ShareFile

Authenticate your account

After installation, the initial login to Microsoft Outlook, users will be prompted to enter the subdo-
main of their Account URL. Next, Login with their Email Address and Password associated with their

ShareFile account.
Note:
+ If your email address and password are associated with more than one ShareFile account,

you will be prompted to select the account you wish to link from a list.

If your account is set up to accept company credentials (single sign-on), click Login with my company
credentials to be prompted to enter them at this time.
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Notes:

« If your company has deployed ShareFile Restricted Zones and your default zone is a Re-
stricted Zone, then you will be prompted to authenticate with your company credentials
into that zone during the configuration of the plugin.

« If your default zone is not a ShareFile Restricted Zone but you attempt to share a file from
a Restricted Zone using the Outlook Plugin, you will also be prompted to authenticate into
that zone with your company credentials.

Adminstrator installation

File name - ShareFileForOutlook-PerMachine-version.ms1 (per-machine install)
Notes:
+ The file names for installer packages will change to the currently released version number.

« The Per Machine MSl installer does not support the Auto-Update option.

Setting defaults

Administrators can automatically default and lock in preferences for the plugin in the Admin section
of their ShareFile account. Navigate to Advanced Preferences > Enable ShareFile Tools > Enable
Outlook Plugin.

Proxy configuration

ShareFile for Outlook must be configured to work with your proxy setup. To do so, close Microsoft Out-
lookandrun: ShareFileProxyConfig.exefromC:\Users\USERNAME\AppData\Local\
ShareFIle\ShareFileforOutlook/

Note:

If using an outdated version of the plugin, proxy config is located at C:\Program
Files (x86)\ShareFile\OutlookPlugin or C:\Program Files\ShareFile\
OutlookPlugin.

Adjust your proxy settings, then restart Microsoft Outlook.
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Remove ShareFile in Outlook

September 12,2023

The following information provides the steps necessary to remove the ShareFile add-on from Out-
look.

1. Open Outlook.

2. Select File.

|E| Home Send /Receive Folder View Add-ins Help  Acrobat

Eﬂ_ TS lgnore m E @ @ 8 53 Meeting E f% 9 FD (Search People | A.)) S @

New  New SNLECENUPY poe Archive  Reply Reply Forward £ More~ Move Rales | Unmemd/ Follow ) AddresBeok G Al SendfReceive | Log
Email Items v o~ Al v Read Upv 7 FikterEmail~  Aloud  Apps | AllFolders In
©
ol New Delete Respond Move Tags Find Speech  Apps | Send/Receive | ShareFile
3. Select Options
Sarer A 3 Account Settings
R Change settings for this S0CoUNE 00 360wl MOre Conectons
S 31 Adobe Ao *  Getthe Ctiook spe foc iS5 o Andioid
POF Setting ©

Mailbox Settings
] Manage the sise of year maiker by eptring Drbrbed lomy and sechiving

Rulbes and Alerts
=N Upe Eudes gnad Aleris b help foganine your sdoereng ermad messsqes, snd recere
ga nq sg
Manage Rules updates witen ibems se sddied, changed, o semasved

s Alartn
=1 Slow and Disabled COM Add-ins
Y Manage COM sdd-ing tht ane slecting your Dusleck experince.
Mansge COM
Audd-ina

4, Select Add-ins.
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Ouithank Optasns
[EEk, Geners ptionsfo working with Ok
- A
Mail
Calerdar Cloud storage options
Pecpde B Stare oy Chutlonk seblingt in the cloud (requines restarting Cudlosk) &
User Interface options
Search .
Whin uryg multple deplaye (L
Language [+] Optemize for best gppearance
Aiccessibility Optnize for gompatibility (spplication refen reguined
Advanced BB Shew i Teetltias o sebeetion ()
&2 Enable Live Preview [
Cuatomine Ribkan

ow feabure descnptions in ScreenTips -

Cuick Acceid Toalbat
Perwcnalire your copy of Microsolt (ifice
Yetr rame
Initiaks: vy
[ iibwmys use these values: regardiess of sign in to Office.
Office Backgraund: | Undenwater -

Teust Center

Privacy Setting.
Frraacy Settingd...

Start up opthos

When Outlook operas: | dsk me if | want to reopen previous tems =

Office Theme « | ) Mever change the message backgeound coler

L]

The Add-in window displays.
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Ouithank Optasns ? s
a E‘E}' Wiew and manage BAicrosoft Oifsce Add-ing.
Mail b
i alersdlar Md'hm
People Launsch Add-im cptiors dualoge | Add-in Qptions.
Tasks
Addd-ina
Search
Language [H.ule ” [Lou-lhﬂ ]lep! -
A cha ity Active Application Add-ay
Acrobat FOFMaker Office COM Addin C\Program Files (xBENAdobe\Acr  COM Add-in
Advanced Adchbe Documert Cloud for Mecrosolt Dutlook - Acrobat Ch\Program Files (xBSNubdobte’her  COM fidd-in
Cunbormize Ribbon iCioud Cutloak Add-in CAProgramData\ Apple inciCloud  COM Add-in
Whcrosol Exchange Addan CAProgram FiletiMiceosoli Officel,  COM Add-in
Ok Aeceid Toolbad :
Whicrasoft SharePoint Server Colleague Impar Add-in Ch\Program FilediMicrosoft Office’,.  COM fdd-n
I Add-ire | Pitlock Social 95 Lo bagram EileciAd £ E
Tust Contar [Ehasefile for Outicic C\LsersmpwhelfppDataiLocals  COM Add-in]
Inactive Application Add-ins
Bllir prrnnfs for g P stboorde Ao fne Pits Cnllardinn snd P B ila\hliranenb Pl £ Addain T,
Add-in: ShareFile s Thatlook
Publisher Citrix Systems, Inc.
Compatiality: Mo compatibilly mbarmation Laksd
Location: Chllserswiwhe AppDatai Locah Sharef areFile for Outhookady losdertd. Malore.dil
Desonpbesic AddinModule
Mgnage | COMidd-ins - | | Go..

5. From the list of Add-ins select ShareFile for Outlook.

6. Select Go from Manage COM Add-in

The COM Add-in pop-up displays.

COM Add-ins
Add-ang avaalable:
iClowd Oullsok Add-in

Micrasodt Eschange Add-in

“hareFile for Outlook

Adobe Document Clowd Tor Microsof Outlook - Acrab
Micrascdt Access Outlosk Add.in for Data Colection snd Publishang
Migrosodt SharePount Server Colleague Import Add-in

Migrasedt VBA Tor Dutleok Addin
Qutlook Sodisl Connectar 2016

Logation: CAUsersmpaih e\ AppDMatlocalihareFide ShaseFile Tor Dutlook'adadoadersd, Matore. il
Load Behavior: Load st Stafup

7. Select ShareFile for Outlook then select Remove.

8. Confirm you want to remove the add-in.

The ShareFile for Outlook add-in is removed.
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Request files using ShareFile for Outlook

April 17,2023
The following provides the steps necessary to request files using ShareFile in Outlook.

1. In Outlook, select the New Email icon to open a new message.

2. Select Request Files from the new message window then Use Custom Settings to select the
upload location. The default is File Box.

| 9 Request Files ~ |

10! Use Custom Settings
ShareFile

3. Select Insert Link.

Share files using ShareFile for Outlook

April 17,2023
The following provides the steps necessary to share files using ShareFile.

1. In Outlook, select the New Email icon to open a new message.

2. Select Attach Files from the new message window. You have the choice to select From PC or
From ShareFile.

|@ attach Files |

) FromPC p

@ From ShareFile >

3. Navigate the Add from ShareFile screen to select the files you want to share.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 446



ShareFile

Le

Add from ShareFile

All Files
@ Recent Files ¥
=7 Foe Box ¥
ﬁ Personal Folders »
[£5} shared Foiders 3
ﬂ Faraniis ¥
bosc Box »
@ Dropbox 3

o Iteeng selected 0K | Cancel

4. Click OK to create the ShareFile attachment to your message.

File Message Insert  Options  Format Text  Review  Help  Acrobat

@ r_xl"':l -'. [Calibri (Body ~[[11  ~| A" A" = « EE -

Encryption Paste B I U 2. A-[=]===
Off = - <& Farmat Painter =
Shiarefile Undo Clipboard ] Basic Text
B’ Te
Send Ce
Subject
ShareFile Attachments Expires October 13, 2023
logot.png 724 KB

Download Attachments

Joe uses ShareFile 1o share documents securely.

5. Select Send.
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ShareFile for Outlook Online

September 20, 2023

ShareFile for Outlook Online is a feature app available for ShareFile Advanced and Premium
customers when using their Outlook Online account.

ShareFile for Outlook Online allows you to bypass file size restrictions and add security to your attach-
ments or emails by sending them through ShareFile. You can provide a secure file upload request for
co-workers, customers, and partners directly in your email.

To access the ShareFile for Outlook Online add-in, go to Microsoft AppSource.

See ShareFile for Outlook Online User Guidance for help in getting started with ShareFile for Outlook
Online.

System requirements
Microsoft account requirements

+ Outlook.com
+ Office 365
+ Microsoft Exchange

- 2013 SP1
- 2016

Outlook requirements

Outlook WebApp

« Outlook for Mac 2016 or later (version 15.33 or later)

» Outlook for Windows 2013 or later is supported

« For more information, see Microsoft Office requirements

Cookie and pop-up requirements

Use the following cookie and pop-up settings to allow ShareFile for Outlook Online to work
efficiently.
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Required cookies

1. Enable third-party cookies for the following specific URLs:

« sf-outlook-api.sharefile.1dio
« outlook.office.com

2. Enable all third-party cookies.
Note:
For more information for specific browser cookie settings, see:

« Chrome

+ Microsoft Edge
« Firefox

« Safari

Required pop-ups
1. Enable site specific pop-ups:
+ outlook.office.com
2. Enable all pop-ups.
Note:
For more information for specific browser pop-up settings, see:

o Chrome

Microsoft Edge
Firefox

« Safari

Fixed issues

There are currently no fixed issues.

Known issues

There are currently no known issues.
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Adding and accessing ShareFile for Outlook Online

September 14,2023

Adding ShareFile for Outlook Online

The following steps explain how to add ShareFile for Outlook Online.

1. Navigate to your Outlook online account.
2. Select New mail.

3. Select the Apps icon in the Outlook ribbon bar.

m . i":.‘ll -

| = = Homae Wiew Help Message Inegrt Forma# text Opticns

Ta

e

£ Mo subject)

4. Select Add apps.

a Add apps

5. Type ShareFile into the search field on the Apps page.
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Apps Search results for “ShareFile”
= Filter
ShareFie = e )
9 e S B
Bult e ot 20g
w
-
a8
6. Select the ShareFile app.

ShareFile *

S

Overview  Permidgiong

ShareFile makes it easy to securely send large, sensitive files directly from Outlock using secure links.

ShareFile makes it easy to securely send large, sensitive files directly from Outlook using secure links.

App Permosions:

App features

Created by: Shasefile
ersion 102

Permissions

By using ShareFile. you agree to the privacy policy, terms of use. and permissions.

7. Select Add.

8. Select the ShareFile icon in the Outlook Online ribbon bar.

= Home W Halp Mlepiages Ingat Formad Saat Opfang

9. Select Sign In on the ShareFile welcome screen.
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Welcome to ShareFile!

Once you sign in, you'll be able to attach and
request files directly from Outlook.

10. Type your account URL (enter “mycompany”for mycompany.sharefile.com) then Continue.
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[

B pecureibuceflecomioasthiauthontetchent_sd=0aFTs i ZRTwEL

™

S
ShareFile’

Enftér your account’s subdomen 1o contnue. For example, if
your account’s URL is “mycompamy.sharefile.com”, you would
enler mycompany”.

Subdamain *

Dot ko vOuUr ACCount's subdomain?

Privacy Policy

11. Type your email and password, then select Sign In.
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S
ShareFile

Ermail *

Emad

Password *

FPassyword

Eoraal Password?

Sienanio & ditferent scoound

Note:

You might be asked to verify your account using a verification code sent by the method you

choose. Enter the code to continue with your ShareFile for Outlook Online account.

Change default settings for ShareFile for Outlook Online

January 25,2024
You can change the default ShareFile settings in Outlook Online. Select the ShareFile icon to access

Settings.
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Teams call Lo

2 - A - ) .
ShareFile
@ Send Files e
™ Request Files Bec
& Settings
Settings

Drraft saved at 8:29 PM

The Outlook settings screen displays.
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ShareFile

Account and settings

Sign out

& Attach settings

D1 Request settings

Version 1.2 Published by ShareFile

]

8 ShareFile

This allows you to make changes to the default settings for both Attach settings and Request set-
tings.

Attach settings

You can review and set the following attach settings:
+ Access options:
- Who can access this link - select from the following:
* Anyone (name and email required)
= Email recipients (sign-in required)
* Anyone (anonymous)

+ Access expires - select the period of time you want to save as default.

« Notifications:
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- Check box for Notify me when files are accessed.

Request settings

You can review and set the following request settings:
+ Access options:
- Who can access this link - select from the following:
* Anyone (name and email required)
*» Email recipients (sign-in required)
* Anyone (anonymous)

+ Access expires - select the period of time you want to save as default.

+ Notifications:
- Check box for Notify me when files are accessed.

« Upload location - the default is set to your File Box but you can set another ShareFile folder for
the requested file.

All settings can be changed when creating a Request Files link or a Send Files link in ShareFile for
Outlook Online.

Requesting files using ShareFile in Outlook Online

September 14,2023
Use the following instructions to request files using ShareFile in Outlook Online.
1. Navigate to your Outlook Online account.

2. Select New mail to open up a new message window.

3. Select the ShareFile icon in the Outlook Online ribbon bar.

Merage
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4. Select Request Files from the drop-down menu.

2 m
g.,

To Sharefie-User@raredibeoom | 2 Reguki Fles | B
@ Seneags Baguast Fler

L3

Requesting files wiing my Shanefde scoownt on Sharefils for Ouficok Onbng

B pr L = B

5. You can edit the request settings or accept the default settings and continue to the next step.

6. Select Request to enter the request link to your message.

ShareFile

Request Settings
Access Options

Whae can scoess this link

dprpone (name and emall nequined)

Acceid enpire

TP

7. Verify your recipients, the Subject, and optional message to requesting a file, then select Send.
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To ShareFile-User gFile.com

Request File settings

Before creating the request link you can review and set the following request settings:
« Access options:
- Who can access this link - select from the following:
* Anyone (name and email required)
= Email recipients (sign-in required)

* Anyone (anonymous)

+ Access expires - select the period of time you want to save as default.

+ Notifications:
- Check box for Notify me when files are accessed.

+ Upload location - the default is set to your File Box but you can set another ShareFile folder for
the requested file.

Save Outlook Online emails with ShareFile

December 11,2023

Use the following steps to seamlessly save entire email threads and attachments directly to ShareFile
using your Microsoft Outlook Online account.
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1. Open the email thread you want to save.
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3. Select the ShareFile icon in Outlook Online apps.
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Q, Find an app
10 Miicraaoft T..
F o, & & Quick steps =} Read f Unread .
Alex’s tax documents (2 . @
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Ce: @sharefilecom ShareFile
alex-tax-documents -2 xsx alex-ta-
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2 atachments (17 KE) < Save all to OneDvive - vanhad £ Do
Add apps
Yes, they are attached. Thanks.
. Reply . Reply all 7 Farward
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Can you plesse fonward the tax documents for Alex? Thanks, WK ue 120 2

4. Select the email and any attachment of file(s) you want to save.
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Alex’s tax documents (2 P Body
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5. Select the destination folder or create a new one in ShareFile.
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4 Sharetile x

Create Folder

Mame

Alex Tax Docs

Cancel

6. Select Save Files in this folder.

Ba e
€ Select Folder

+ Add a new Folder

Home % o % Alex Tax Docs

This folder is empty

Back

Save Files in this Folder

¥'5 ShareFile s

The email and the selected attachments are now available in your ShareFile account.
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. [ i
E¥a sharerile A
D Re_ Alex's tax documents_12_... ]
m alex-tax-documents-2.xdsx (]

m alex-tax-documents- 1.xdsx [}

Your upload is complete.

See File on ShareFile

Wi .
L X ShareFile AS

7. Select See File on ShareFile to open the ShareFile web app.
Sending files using ShareFile in Outlook Online

September 14, 2023

Use the following instructions to request a file using ShareFile for Outlook Online.

Send files from your ShareFile account

Use the following instructions to share files using ShareFile in Outlook Online.

1. Navigate to your Outlook Online account.

2. Select New mail to open up a new message window.

3. Select the ShareFile icon in the Outlook Online ribbon bar.
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@

Inbax £ (Mo msbjet W ¥ Sanafing fies waing m.., ¥
4. Select Send Files from the drop-down menu.
You can choose between the following options for attaching a file:

« Add from my device

« Add from ShareFile

Add from my device

1. Select Add from my device.
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ShareFile X

Attach Files

(i) Require recipients to enter name and
email.
Files and links never expire.
Motifications: On

Edit Settings

o [tems

T

Drag and drop files to upload

Add from my device

Add from ShareFile

2. Navigate to the the file you wish to upload from your device.
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Organize « MNew folder
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7 Quick access
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& Creative Cloud Fil
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OneDrive
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[ This PC
— W
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E~ @ @
/2
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v| | A Files v

3. Select Open.

Cancel

4. Verify your receipients, the Subject, and optional message, then select Send.

- —
=3
ShangFle kg
| open |
iibe 7 Akcimay 3 file with Sh
Add from ShareFile

1. Select Add from ShareFile.
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ShareFile X

Attach Files

(i) Require recipients to enter name and
email.
Files and links never expire.
Motifications: On

Edit Settings

o [tems

T

Drag and drop files to upload

Add from my device

Add from ShareFile

2. Navigate to the the file you wish to upload from your ShareFile account.
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ShareFile

Add fram ShareFile

Recent Files

1. Select Add.

2. Verify your recipients, the Subject, and optional message, then select Send.

= a s

To ShareFile-Userg B
Cc
Adding a file with ShareFile for Qutiopi Onding from my ShareFile acoount Craft sved at 859 P
ShareFile files
-l et - - Frde-ervy-evide, P ITER

It & (No subject) L & Pudding a file with Sh.., X

© Attach Files

(T} Require recipsen
email,
Fibes and links
Netifications: Or
Edit Settings

[

st-ol-0l-send
2T KB

'S ShareFile
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Send File settings

ShareFile X

Attach Files

(i) Require recipients to enter name and
email.
Files and links never expire.
Natifications Cin

Edit Settings

o [tems

T

Drag and drop files to upload

Add from my device

Add from ShareFile

S ShareFile SR

Before creating the request link you can review and set the following request settings:
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« Access options:

- Who can access this link - select from the following:
* Anyone (name and email required)
*» Email recipients (sign-in required)
* Anyone (anonymous)
+ Access expires - select the period of time you want to save as default.

« Notifications:

- Check box for Notify me when files are accessed.

ShareFile for Windows

April 1,2024

Download ShareFile for Windows

Download ShareFile for Windows installer files here.

ShareFile for Windows allows you to access your files directly through a mapped drive, providing a na-
tive Windows Explorer experience. Files are downloaded only when accessed, and temporarily stored
on your computer. Changes made to the files are automatically saved back to the cloud. You can ac-
cess more functionality through the Windows right-click context menu and perform operations such
as sharing or requesting of files.

For information about new features, see What’s new.
For end-user help including downloading and sign in, see ShareFile for Windows User Help.
Supported versions

Minimum supported version

+ Citrix Files for Windows v 23.4.8.0 or higher
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System requirements
0OS requirements

« Windows 10 or later
« Windows Server 2012 R2 or later

VDA requirements

« XenApp and XenDesktop 7.15 LTSR, XenApp and XenDesktop 7.18, or Citrix Virtual Apps and
Desktops 7 1808 or later

Other requirements

+ Local administrator rights are needed to install the app.
« .NET 4.7.1 Framework is required

Fixed issues
Fixed issuesin 24.2.2

This release addresses issues that improve overall stability.

Fixed issues in 24.1.26

+ Localization might not be applied to root folders. [SFWIN-3591]

+ ShareFile for Windows icon might not appear in the system tray. [SFWIN-3572]

+ Pinned applications might not appear after reboot.. [SFWIN-3578]

« Updated the feedback email address for new ShareFile Help Center. [SFWIN-3558]

Fixed issues in 23.10.14

« File conflicts might occur when frequent changes are made to a file. [SFWIN-3082]

« The manage permission dialog might not handle Super User Group properly. [SFWIN-3097]

+ A SharefFile for Windows session might cause the application to not close properly. [SFWIN-
3520]
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Fixed issues in 23.7.10

Some ShareFile for Windows users might experience higherthan usual CPU usage. [CCCHELP_4385]

Fixed issues in 23.7

+ Some deleted files with unsaved changes might not be recovered from the recycle bin. [SFWIN-
3399]
+ Using remote wipe might cause an infinite restart loop. [SFWIN-3485]

Fixed issuesin 23.4

+ Saving Excel files using OneDrive for Business connector might cause a file conflict. [SFWIN-
3381]

+ Google Drive connector might not mount initially. [SFWIN-3388]

+ Desktop icons might not display properly. [SFWIN-3392]

+ Adding a client user to a folder might cause an error. [SFWIN-3409]

+ Renaming a connector folder might cause an error. [SFWIN-3419]

« Renaming a connector folder remotely might cause an error. [SFWIN-3455]

+ Renaming desktop icons might cause a position change. [SFWIN-3457]

Fixed issuesin 22.11

+ Clicking the reset button in the Sync window might not release the selected folders. [SFWIN-
3169]

+ Selecting Cancel after modifying a folder in Sync might fail. [SFWIN-3358]

+ Modifying a folder in Sync to “Make online only”might cause an error. [SFWIN-3358]

+ Uploading a file might cause a conflict if a previously deleted file had the same name. [SFWIN-
3363]

« Saving to a sub-folder might cause a permission error to display. [SFWIN-3364]

Fixed issuesin 22.8

+ Clone user checkbox might not work when adding folder permissions.[SFWIN-3325]

+ CBFS driver might remain after new installation of Citrix Files for Windows. [SFWIN-3331]

+ On non-English systems, an assert error box might display. [SFWIN-3337]

+ Get a Link and Request a Link might show invalid access levels based on account settings.
[SFWIN-3343]

+ Office file changes might cause an inaccurate conflict detection notification. [SFWIN-3345]
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Fixed issues in 22.5

+ The correct error icon might not display when a network connection is unavailable. [SFWIN-
2732]

+ The virus status for some files might not display after a refresh. [SFWIN-3269]

+ Driver conflicts might occur with Windows Docker containers. [SFWIN-3285]

+ Autoupdates might fail to install. [SFWIN-3290]

+ The Citrix Files for Windows auto-updater might run cmd.exe indirectly. [SFWIN-3292]

« The Citrix Files for Windows installer might re-install WebView2. [SFWIN-3294]

« When utilizing the Get a Link function, the notify task might fail. [SFWIN-3323]

Fixed issues in 22.3

+ Checkingfilesin orout within a SharePoint connector folder might cause an error. [SFWIN-3218]

+ Ifthe local cache is manually deleted while uploading files, a failure to upload might not display.
[SFWIN-3223]

+ Modified dates might not display the correct information with saved WordPerfect files. [SFWIN-
3241]

Fixed issuesin 22.1

+ Folders moved remotely might cause an error. [SFWIN-3172]

+ Some network share connectors might not display a check out option. [SFWIN-3185]

+ Automatic selection of a client certificate might fail. [SFWIN-3190]

+ The accidental creation of item names with invalid Unicode characters might cause an error.
[SFWIN-3207]

Files might not update when there is no change in file size. [SFWIN-3212]

Fixed issues in 21.10

Uploading files with certain Unicode characters might fail. [SFWIN-3145]

+ File contents might not be updated when versioning is turned off. [SFWIN-3153]
+ Get a Link option for connector folders and files might fail. [SFWIN-3168]

+ Moving folders might result in high CPU utilization. [SFWIN-3180]

Fixed issuesin 21.7

+ Attempts to move a folder might cause the application to fail. [SFWIN-3018]
« Files that are renamed remotely might appear twice. [SFWIN-3073]
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Fixed issues in 21.5

+ Afile might display the wrong upload time when accessed in another time zone. [SFWIN-2740]

« After versioning is disabled for a folder, the ability to check files in and out of the folder might
continue. [SFWIN-2743]

« The offline sync window might display an incorrect content size. [SFWIN-2760]

+ When leaving files open during sign out, the cache might not clear. [SFWIN-2775]

« After signing out, the Confirm Sign Out window might remain on the screen after revoking the
device. [SFWIN-2778]

+ When remotely updating a file, the file might modify the date of the parent folder. [SFWIN-3030]

+ Files saved with a CAPS application might not sync to the cloud. [SFWIN-3066]

+ The Manage Folder Permissions window might not display permission content for some users.
[SFWIN-3077]

Fixed issuesin 21.2

+ Rotating an image file in Windows Photo Viewer might delete the original file. [CCCHELP-376]

+ Attempting to connect to CNS servers might fail. [CCCHELP-868]

« Accessing restricted zone folders might cause an authentication issue. [CCCHELP-932]

+ Saving AutoCad and AutoCadLT files might not include temp files. [CCCHELP-989]

+ Some files and folders created in Citrix Files might not sync. [CCCHELP-1008]

+ Authentication might fail causing the error message: “Failed to retrieve two factor backup op-
tions, please try again.”[CCCHELP-1366]

+ Saved AutoCad and AutoCadLT .dwg files in Citrix Files might display as .bak files. [CCCHELP-
1369]

+ Attempting to sign in using workspace authentication might cause a script error. [CCCHELP-
1379]

« Citrix Files for Windows might provide an incorrect URL during a redirect. [CCCHELP-1590]

+ Modified AutoCad Revit files might not save to the cloud in Citrix Files for Windows. [SFWIN-
3052]

+ Using WebView2 might cause a large cache file. [SFWIN-3054]

+ WebView2 might suffer compatibility issues during login on older machines. [SFWIN-3063]

Fixed issues in 20.9

+ Opening Citrix Files for Windows might cause high memory usage. [SFWIN-2911]

+ Cloud contents moved to a new local folder might disappear if the local folder isn’t created
successfully. [SFWIN-2915]

+ Local cache might fail if sign in is unsuccessful. [SFWIN-2916]
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« Attempts to create files and folders might fail after an unsuccessful sign-in. [SFWIN-2916]
+ Using the overwrite option during a file upload conflict might not work. [SFWIN-2919]
+ Authentication might fail in some environments. [SFWIN-2920]

Fixed issues in 20.7

« Attempting multiple edits using Excel might cause an error message. [SFWIN-2809]

Fixed issues in 2032

« Files and folders displaying in Citrix Files for Windows might differ from the WebApp. [CCCHELP-
186]

+ Some PowerPoint files might lose images when stored with Citrix Files for Windows. [CCCHELP-
186]

« Citrix files might error out after logout and synchronization stops working [CCCHELP-186]

+ Excel files might be deleted after editing in Citrix Files for Windows. [CCCHELP-68]

+ Opening and saving Excel files might cause an error message. [CCCHELP-111]

« Citrix Files for Windows content refresh might cause an error. [CCCHELP-150]

+ Changing networks might cause an error with Citrix Files for Windows. [SFWIN-2780]

« Folders in Citrix Files for Windows might display as files. [CCCHELP-55]

+ Citrix Files for Windows might fail to download files to a location with a long path name. [SFWIN-
2597]

« Overlay icons might not appear consistently on files in connectors. [SFWIN-2610]

+ Single sign-on might not work correctly on certain deployments. When this occurs, an error
message appears: “We’re sorry, access is not allowed because you have out-of-date software.”
[SFWIN-2641]

+ Citrix Files for Windows might display a warning about unsaved changes to files when exiting.
[PD-1404]

+ SSO might fail using SAML with Azure AD. [SFWIN-2783]

Note:

The user agent during authentication is now: Mozilla/5.0 (Windows NT; Win64; x64; Trident/7.0;
rv:) like Gecko NT, is the kernel version of the Windows Operating System and RV is the version

of Internet Explorer/Edge installed.

Fixed issues in 1912

« Citrix Files for Windows might fail to download files to a location with a long path name. [SFWIN-
2597]
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+ Overlay icons might not appear consistently on files in connectors. [SFWIN-2610]

« Single sign-on might not work correctly on certain deployments. When this occurs, an error
message appears: “We’re sorry, access is not allowed because you have out-of-date software.”
[SFWIN-2641]

Fixed issues in 1909

« The Last Modified Date on folders might not update correctly when changing files inside the
folder. [SFWIN-2397]

+ Citrix Files for Windows might not save the PDF correctly after editing a file in Adobe Acrobat.
[SFWIN-2543]

« Certain Windows applications might exit unexpectedly intermittently. [SFWIN-2559]

+ Users are not prompted to authenticate again after failure to authenticate when using network
share connectors. [SFWIN-2570]

+ Microsoft Office files might be deleted from Citrix Files after saving. [SFWIN-2596]

Fixed issues in 1907

« Citrix Files fail to mount in certain environments. [SFWIN-1775]

+ Folders with large image and video files might take longer than normal to load. [SFWIN-2273]
+ Offline files might not be accessible if the files remained offline. [SFWIN-2464]

+ AutoCAD files with changes might remove older versions of uploaded files. [SFWIN-2470]

When Citrix Files for Windows is signed in without a network connection, offline files cannot be
edited. [SFWIN-2483]

Fixed issues in 5.0

+ AutoCAD files might be randomly deleted. [SFWIN-2094]

« When users open a changed file, the content in the file might be outdated. [SFWIN-2132]
+ Opening files might incorrectly show a conflict message [SFWIN-2267]

+ Exporting a document as a PDF might fail.

Fixed issues in 4.6

+ An “Incorrect function”error message appears when accessing the mapped Citrix Files drive.
[SFWIN-2009]

+ Files saved using Microsoft Edge might not upload correctly. [SFWIN-2113]

« When a user’s AppData system variable points to a UNC path, Citrix Files for Windows exits un-
expectedly. [SFWIN-2117]
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+ PDF files might get corrupted when saving. [SFWIN-2120]

Fixed issues in 4.5

+ PDF files edited using Bluebeam become corrupted. [SFWIN-1451]

« Citrix Files incorrectly shows “Your access token might be expired or revoked”when logged on
to a VDA. [SFWIN-1686]

« After upgrading Citrix Files, the application maps to the wrong drive letter. [SFWIN-1819]

+ Saving to a Citrix Files location eventually corrupts the saved file. [SFWIN-1890]

« Disconnectingor changing networks might cause Citrix Files to exit unexpectedly. [SFWIN-1967]

Fixed issuesin 4.4

+ Citrix Files might consume high memory. [SFWIN-1502]

« When saving a file to Citrix Files, high latency might occur. [SFWIN-1556]

+ Users might see outdated versions of files. [SFWIN-1570]

« Citrix Files might perform slowly. [SFWIN-1642]

« Citrix Files might not save .dwg files from AutoCAD. [SFWIN-1669]

« Jupyter Notebooks keep adding new checkpoint folders into Citrix Files. [SFWIN-1676]

+ Windows Explorer might freeze when opening a folder. [SFWIN-1707]

+ When editing files with Blue Beam, zero-byte files might get uploaded. [SFWIN-1758]

+ Moving folders from Citrix Files to the local machine might not transfer files inside the folder.
[SFWIN-1782]

Fixed issues in 4.3

« Project files might become corrupt when opened. [SFWIN-1437]

« When storing app data using Fslogix, Citrix Files might not work. [SFWIN-1460]

+ When renaming a file before it is fully uploaded to the server, two files might be created locally.
[SFWIN-1468]

+ When using SAML single sign-on in a VDA, the automatic logon might not work. [SFWIN-1507]

+ PDF files might become corrupt when opening or editing. [SFWIN-1509]

+ File and folders might be mismatched between Citrix Files remotely and locally. [SFWIN-1524]

» When saving a file to the Citrix Files drive, the drive might write slowly. [SFWIN-1556]

« When right-clicking a file, the context menu might not appear. [SFWIN-1559]

+ The Last Modified Date on files might not be consistent. [SFWIN-1670]
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Known issues
Known issues in 22.5

No new issues have been observed in this release.

Known issues in 1912

No new issues have been observed in this release.

Known issues in 1909

No new issues have been observed in this release.

Known issues in 1907

No new issues have been observed in this release.

Known issues in 5.0

« Certain third party software might interfere with Citrix Files for Windows’ability to mount
the folder structure. For more information and workarounds, see Knowledge Center article
CTX250001.

« Citrix Files for Windows fails to mount on Windows 10. A recent Windows update in version 1809
introduced issues with drive mounting. For more information and workarounds on mapped
drives and Windows 10 1809, see Windows Support.

+ Accessing folders with large amounts of multimedia files causes slow loading times. For
workarounds, see Knowledge Center article CTX241253.

+ Renaming a file or folder to the same name with different case does not work. [SFWIN-1711]

Known issuesin 4.6

+ Upgrading from version 4.5 to version 4.6 with Beta features enabled while uploads are occur-
ring cancels those uploads. As a workaround, wait for your uploads to complete before you
upgrade.

« Citrix Files for Windows fails to mount on Windows 10. A recent Windows update (version 1809)
introduced issues with drive mounting. For more information and workarounds on mapped
drives and Windows 10 1809, see Windows Support.
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+ Accessing folders with large amounts of multimedia files causes slow loading times. For
workarounds, see Knowledge Center article CTX241253.
+ Renaming a file or folder to the same name with different case does not work. [SFWIN-1711]

Known issuesin 4.5

« Citrix Files for Windows fails to mount on Windows 10. A recent Windows update (version 1809)
introduced issues with drive mounting. For more information and workarounds on mapped
drives and Windows 10 1809, see Windows Support.

+ Renaming a file or folder to the same name with different case does not work. [SFWIN-1532]

Known issues in 4.4

« Citrix Files for Windows fails to mount on Windows 10. A recent Windows update (version 1809)
introduced issues with drive mounting. For more information and workarounds on mapped
drives and Windows 10 1809, see Windows Support.

+ Renaming a file or folder to the same name with different case does not work. [SFWIN-1532]

Known issuesin 4.3

No new issues have been observed in this release.

Limitations

Dynamic Disk Fair Sharing (used on Windows Server operating systems) may cause folder explorer
operations to hang. As a workaround, you can disable Disk Fair Sharing. This can be done using the
following PowerShell Script:
$temp = (gwmi win32_terminalservicesetting -N "root\cimv2\
terminalservices")
$temp.enableDiskFSS = 0

S$Stemp.put()
<!--NeedCopy-->

You can verify the changes via the following PowerShell command:

(gwmi win32_terminalservicesetting -N "root\cimv2\terminalservices")
<!--NeedCopy-->

For additional information see: Fair Share technologies are enabled by default in Remote Desktop
Services.
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The following information was previously published on Knowledge Center article CTX228273.

» Does not support ARM based processors.

« Severalfeatures are temporarily disabled while there is no internet connectivity. These features
will become available again when internet connectivity is restored.

« Uninstalling the Citrix Files app removes the currently signed in user’s local AppData, but
does not remove any other user’s Citrix Files AppData on that machine. As a workaround,
remove the C:\users\<user>\Appdata\Local\Citrix\Citrix Files\ and
C:\Users\<user>\AppData\Roaming\Citrix\Citrix Files directories for each
user.

+ Users might see “Failed to execute action”when signing in. As a workaround, clear the folder
C:\Users\<user>\AppData\Roaming\Citrix\Citrix Files and restarttheapp.

« Attempts to create or rename a folder, giving it the same name as that of a child folder inside it,
can fail. The issue occurs if you don’t have permission to see the namesake child folder inside.

+ Windows Explorer performance might be degraded if browsing a folder containing a large-sized
.exe file. As a workaround, users can wait momentarily while Explorer responds.

« Windows Explorer performance might be degraded if browsing a folder containing a large num-
ber of image or video files. For more information, see Knowledge Center article CTX241253.

+ Files are not displayed when browsing a long folder path exceeding 260 characters.

« When changing drive letters for Citrix Files, the left navigation pane might not refresh to the
new drive letter immediately. As a workaround, navigate to the PC folder and then into your
new drive letter.

« Citrix Files for Windows fails to mount on Windows 10. A recent Windows update in version 1809
introduced issues with drive mounting. For more information and workarounds on mapped
drives and Windows 10 1809, see Windows Support.

+ File or folder names starting with the ~ symbol cannot be uploaded.

+ When copying afile to a different folder, earlier versions of the file might not be copied over. This
issue applies only to copy operations. It does not apply to move operations.

+ Renaming a file or a folder to the same name with different case is not allowed.

« Editing a checked-out file might result in errors if the user does not have the delete permission.
As aworkaround, give the user delete permissions for that particular folder, or do not check out
and edit the file.

« Temporary Office files might be seen in Windows Explorer during editing of a file. As a
workaround, refresh the Explorer view to remove the temp files.

+ Mount points configured for the OneDrive for Business subfolder might intermittently fail to
load. As a workaround, create the mount point to point to the root of the connector.

« Restricted zones are not supported.

+ When attempting to delete a file from Citrix Files, the file temporarily disappears from the Ex-
plorer view and then reappears within a few seconds. Along with it, a system notification mes-
sage appears, stating that the delete operation failed. The issue occurs when the user does not
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have delete permissions.

Add a place

February 14,2024

Add a place allows you to have direct access to your Microsoft Office applications for Co-editing in
ShareFile on your PC using Windows.

The following instructions explain the steps necessary to add ShareFile direct access to your Microsoft
Office applications with Windows.

1. Open your Microsoft Office application. This can be Word, PowerPoint, or Excel.

2. Navigate to File > Open > Add a Place.

ﬂ ShareFile — Office Online Editing - Add a Place - Windows 05 « Saved to this PC

©

Open
{n] Home (
@ Recent
D Mew _
|| B Open R Shared with Me
Personal
Info

Save ‘

Save Az Other locations
Save as Adobe E This PC
PDF L]
m
- @ Add a Place

Share [~ Browse

3. Select ShareFile. The ShareFile sign-on pop-up displays.
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ShareFile

Open
@ Recent

P Shared with Me

i

6 Sites -

Tther locations

[;LJ This PC
@ Add a Place
E‘ Browse

o Shared with Me

Corw

* Gines -

(o bl

2 mr
Tl Adda place

¢t Browss

Add a Place

Wou can addl iocations 10 make it easier 1o save Office documents to the cloud.

| ShareFile [Beta)

Add a Place

ow £ il locaton B s i ke 1 e O

SharoFile Beta)

% ShareFile
Emad *
Ernail

Paggword *

Passworg

5. Follow the prompts to authenticate with your email and password for ShareFile or use Sign in

with my company credentials if your account leverages single sign-on for authentication.
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®
Open
(D) Rocees Add a Place j
e o £, del Mot B PRl i i B il O
.
R Shared i e B ¢% ShareFile
Ciowm
i = Emad *
Rt kil Ernail
_' This PC Pastword *
D) A e Password
o ~ TR
Share¥le (lats)

Once you have signed on successfully, ShareFile will display under Other locations.

=

O fecnt £ seoch
. ’ Documents Folders
P\ Shared with Me
) Y Hame Erate masdifeed =
3 Hame Duate maosdi
(<13
Pinned
Pims Biles youn v to earsaly find Lner. Click the pin icon that appeant when you hover over 3 file
Today
Gther Rcation
Py ShareFile (Beta) - ::""““:“' (R ECNaT ok 1141572023 238 P
= @rocketmaileom
= m_'\ ShareFile - Office Online Editing - Add._. 3 328 Pl
I:‘—] This PC | % u Personal Folders » doc-fikes-22 h
=
L,
@ Add a Place Older
B T m} Custemer Facing FAQ - Decouple from... BB/ 52 AM

e
m_ Praduct Documentation update - deco...

E Recover Urtaved Documents

Your ShareFile account is now connected to Add a Place and this new location is accessible across
Microsoft Word, Microsoft PowerPoint, and Microsoft Excel on the computer that you connected it
to.

Removing ShareFile from Add a Place

Use the following steps to remove ShareFile from your Microsoft Office applications with Windows.
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1. Open your Microsoft Office application. This can be Word, PowerPoint, or Excel.
2. Navigate to File > Account > Connected Services.
3. Select Remove next to ShareFile.

Connected Services:
& OneDrive -

B ShareFile (Beta)

Remove
com

Sites -

Add a service ~

Account

4. Select Yes to confirm your decision to remove ShareFile in the pop-up.

waded and installed,

Microsoft Word >

Do you want to remove ShareFile [Beta) from your account?

Pro | Ho
| Loy

lick-to-Run)

Note:

Add a place open in desktop will work only if the user’s default zone is ShareFile-managed cloud
storage.

Accessing the dashboard

July 11,2023

Access the dashboard by selecting the ShareFile icon in the Windows system tray. The dashboard
shows the recent uploaded files. You can also access your Settings and other options by clicking the (
...) in the top right corner of the dashboard.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 484



ShareFile

Dashboard notes:

« The Queue tab displays up to 20 of the most recent uploaded files.

+ To clear the queue, you must restart ShareFile for Windows. This is because queue information
is stored in your desktop’s memory.

« Newer entries replace older entries over time.

ShareFile ] === || ShareFile

Recent Files  Queue Recent Files  Queue

CTX208471.docx
5.14 MB

? ShareFile v23.6 (26d24).dmg

33.24 ME
] ) T
? ShareFileForwindows-v23.7.2.0.exe l
51.73 ME

? ShareFileForwindows_xg4 v23.7.2.0.msi
27.75 MB
Mo items in gqueue.

iy Storage Summary Report 2023-June-23.xlsx
4.25 KB

@ All files up to date. @ All files up to date.

Create a folder

July 14, 2023

The following steps explain how to create and name a folder in ShareFile for Windows.

1. Open the ShareFile folder in Windows Explorer.
2. Navigate to the location where you want to create the new folder.

3. Right-click to open the Citrix Files menu.
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4. Select New then Folder.

28 View ¥
(e (e
T Sort by
p-sharefide-  a-sign-doc
dermics urrEnt i= Group by
IN {N i-::l Nm bl Fl:‘ldfﬂ'
BRS August  BRS. &P Properties alsEnter A Shortout
29

5. Usingthe new folder icon you created, type the name you want to use for the folder.

(o —fe__(o (e

~ (§ ShareFile (5:)

1-2020 1-activity-d ~ 1-a-Share | |REUEGIEY
» ~ Favorites Employee emo
share
> ~ Personal Cloud folder
» ~ Personal Folders [N | (N | (N | (N |
? - Shared Folders a-sharefile-  a-sign-doc  Audit 2022
demos ument

Delete files

July 14,2023

The following steps explain how to delete files in ShareFile Files for Windows.

1. Select the file you want to delete.

v B Sanebide ) B = H
S - @  inatiste Workfiow
| B ke Avulable OfTine
Fersonal Cloud B Chwckon
= eronal Folden & Weew Detaski,

=N
|

& Mo Opem »
b el Folders

701 JaM Employes haes folder

Tebttroty-dirmt

0005 0%
1-a-Fhare

T a-af-win
- shatelie-demas
- sign-documant

Audin 2002

PAEIDRRD

o Foldar

BRS usgurst 2013

PREZDECS

| SR 4
e Permanendly ense wis Webnook
i S0en meth Webiest
Copy m path
[

Resftone pewica virisend

Sond te ]

PIEa

2. Drag the file to the Windows Recycle Bin or right-click and select Delete.
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Thefile is deleted.

Tip:

If you attempt to delete a file that has not yet uploaded to ShareFile, the file will be moved to the

Recycle Bin via a local recovery folder.

Download, install, and open the ShareFile for Windows app

March 11,2024

Download ShareFile for Windows installer

The following steps explain how to download and install ShareFile for Windows.

1. Download ShareFile for Windows installer files here.

2. Open the installer package and follow the prompts to install ShareFile. After reviewing the Li-

cense aggreement, click the check box if you agree to the terms and conditions.

{8 ShareFile Setup

@ ShareFile

b. Support. This Tool is offered without support.

2. DESCRIPTION OF OTHER LIMITATIONS AND OBLIGATIONS. You agree
that, except as specified in Section 1(a) above, You will not use the Toaol
for any other purpose. You may not modify, translate, reverse engineer,
decompile, disassemble, create derivative works based on, or copy the
Tool except as specifically licensed herein or to the extent such
foregoing restriction is expressly prohibited by applicable law.

You hereby agree that, to the extent that any applicable mandatory laws
(such as, for example, national laws implementing EC Directive 91/250
on the Legal Protection of Computer Programs) give You the right to

PP T T R T TR

Version 23.7.7.0 k11 agree to the license terms and conditions

— &) |5t Close

3. Select Install.

4, Select Yes on the User Account Control screen.
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@ ShareFile Setup

@ ShareFile for Windows

Verified publisher: Citgll Systems, Inc.
File origin: Hard dri this computer

Show more details

The Setup Progress screen displays.

{3 ShareFile Setup — ¥

@ ShareFile

Setup Progress

Processing:  ShareFile for Windows

Action 8:46:58: InstallValidate. Validating install

5. Select Launch when the Installation Successfully Completed screen displays.
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@ ShareFile Setup

e
@ ShareFile

Installation Successfully Completed

Open ShareFile for Windows

1. Select the ShareFile icon to open ShareFile for Windows.

2. Type your account URL (enter “mycompany”for mycompany.sharefile.com).

ShareFile

S
ShareFile

Enter your account's subdomain to continue. For example, if
your account’s URL is "mycompany sharefile.com®, you would
anter “mycompany”,

Subdomain *

£.g., mycompany

Ben't kngw veur sccount’s subdemain?

Brivacy Policy

3. Type your email and password to sign in.
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S

ShareFile

Open your ShareFile (S:) drive in Windows Explorer.

v (§ ShareFile (5)

> Favorites

> Perscnal Cloud
> Perscnal Folders
> Shared Folders

Troubleshooting install issues

If you have installation failures, contact ShareFile Help Center for assistance.

Download and view files

July 14,2023

The following steps explain how to download and view files using ShareFile for Windows.

1. Open the ShareFile folder in Windows Explorer.
2. Navigate to the file you want to download.

3. Drag the file and drop on your desktop.
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[ I 4 Sharefde (%) o Shaed Folders + T-a-Share . £8 5 € ¥l
Organize = Hew folder -0 @
w @ ShareFda (%) T
(e m- ==
Firvnines
desitep-4  CC EOS KB change-1o-
Personal Choasd 112023 armsche DRA tharefile

Personal Foldery

w 7 Shased Fokder =

e -opton get-temip-h vy prolile
1 = 2020 Emplespe share Nelder 4 fike 3 CREE
ount
H-actiity-dewe mange
V-a-5hare
S P YT
Dpen £heesd dist urmentd mags Srquence
File Asifie | chamage-bo-sharefile A0 Formats
Cpen Camsel
L S — . ==

4. Double-click to open and view the file.

Open and edit files

July 14,2023
The following steps explain how to open and edit a file using ShareFile for Windows.
Tip:

Use this to open and edit files from many popular applications including Microsoft Office and
Adobe.

1. Navigate to the file you want to open and edit from the ShareFile folder in Windows Explorer.

2. Right-click to open the Windows menu.

3. Select either Open or Edit. The file opens in the corresponding application.
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4. After completing the edits, select Save from the application menu. The edits are saved in Citrix

Files for Windows.
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ShareFile for Windows Help

September 27,2023

ShareFile for Windows allows you to access your files directly through a mapped drive. ShareFile pro-
vides a native Windows Explorer experience. Files are downloaded only when accessed and temporar-
ily stored on your computer. Changes made to the files are automatically saved back to the cloud.
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Download ShareFile for Windows

Download the new ShareFile for Windows at ShareFile for Windows download page.
TIP:

You can access more functionality through the Windows right-click context menu.

User how-to articles

The following lists commonly used actions in ShareFile for Windows. Select from the list to learn more
about a particular function or feature.

» Add a place

» Accessing the dashboard
+ Create afolder

+ Delete files

» Download, install, and open ShareFile for Windows
» Download and view files
« Editfiles

« lcon overlays

+ Send logs

» Open files

« Settings

+ Sharefiles

» Upload files

« Version check for ShareFile for Windows

Icon overlays

July 10, 2023

Files and folders have an icon overlay that represents the status of that item. The following defines
what each icon overlay represents:
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Online only files: These files and folders are stored on the cloud. These files and folders are not stored

on the local device.

NOTE:

When your device is not connected to the Internet, online only files and folders are not available.

Only files or folders marked as “Make available offline”display a green circle with the white check
mark. These files or folders are downloaded to your device and are available offline.

Mixed state folder or cached file: This occurs when folder contents are in the various modes including

online, offline, and cached.
NOTE:

When you open an online only file, it downloads to your device and becomes a cached file. You
can open cached files anytime even without internet access. If you need to free up space, you
can change the file back to online only. To do so, right-click the file and select Make online only.
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The file or folder is syncing to the cloud. This means upload and downloads are currently in
progress.

The file or folder is checked out.

Send Logs

July 11,2023

When you are consulting with ShareFile Technical Support, they might ask you to provide them a
log file to assist them in diagnosing your problem.

The following provides the steps necessary to provide a log file for ShareFile Technical Support.

1. Right click on the ShareFile logo in the Windows system tray, then select Help.
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ShareFile -
Pause Syncing
Recent Files  Queue View Workflows
Settings
Storage Summary Report 2023-July-07.xlsx T
425 KB i
Exat
cf-win-link-2.png _
119.63 KB Launch Website
I
2. Select Send Logs.
B sharefile - (] x
Help
ShareFile v23.7.2.0
@ share
Pri i
Reque
n r reemen
Third Party Motices
Feedback & Support
| aend Feedback
ople
Get Support 3

ShareFile Hu/
\ Send Logs

3. Select Submit.
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b

If a ShareFile Support representative has asked for your
logs, press Submit to automatically send to ShareFile.

B include database files (B

€<y -

Note:

Check the box for Include database files if the technical support representative asks for
it.

4. Provide the Technical Support Representative with the reference log code.
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5 Sharefile X

Your logs have been submitted to ShareFile. If you
have a Support case, please reference Log '3cbed?”.

/
.

Open files

July 17,2023

The following steps explain how to open files using ShareFile for Windows.
1. Navigate to and open the ShareFile (S:) drive in Windows Explorer.
2. Select the file you want to open.

v (§ ShareFile (5)

> Favorites

> Perscnal Cloud
> Perscnal Folders
> Shared Folders

3. Double-click to open the file.

Request files

July 17,2023
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The following steps explain how to request a file(s) using ShareFile for Windows.

1. Navigate to and open the ShareFile (S:) drive in Windows Explorer.

v (§ ShareFile (5

» Favorites
» Personal Cloud
» Personal Folders

v Shared Folders
1 - 2020 Employee share folder
1-activity-demo

) 1-a-Share

11 items 1 itemn selected 16.8 KB

2. Right-click in the folder you want the requested file to load then select Request.

aaa®a@

View >
Sort by >
Group by b
Refresh

Customize this folder...

te
12l

A%0E SNOricut

Undo Copy Ctrl+Z

Request

Make Available Offline

View Details

Refresh Content

More Options >

Give access to >
New P

Properties

The Request files popup displays.
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[

Request files
& =
Gt i s Tl B terifel paraple

3. Select either Request files - Get a link or Request Files- Send to specific people.

Request files - Get a link

B Beva

Request files /

& &

et bk Serl 1 il gt

1. Select Get a link.

The Get a link popup displays.

1 Sharefde - o ke
Get a link
ﬂ Employees can upload after signing in. Edit options

2. Select Copy under the options offered.
The Link copied to your clipboard message displays briefly.

3. Use the copied link to share with your email or another communication app.
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Request files - Send to specific people

Request files \

& &

et ek Terl v speniife perople

1. Select Send to specific people.

The Send to specific people message window displays.

B8 ShareFile - o X

Send to specific people

@ Recipients can upload Edit options
Toy
&

Subject

has requested files from you

Message

|

2. Select Edit options to review and set the following options:
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@ ShareFile - O ®

Edit options

Access Options

Access expires

nEver

[ ] require recipients to sign in

Motifications

+ Access options:

- Access expires - select from various expiration settings for recipients.

- Check box for Require recipients to sign in.
+ Notifications:
- Check box for Notify me when files are uploaded.
- Check box for Send me a copy of this email.
3. Select Save.

Complete the Send to specific people screen.
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B hareFile - o 4

Send to specific people

@ Recipients can upload after signing in. Edit aptions
Tol
@

Subject

has requested files from you

Message

Please send the files we discussed using the link in this message.

Thanks!

4. Typeinthe email address of the recipient in the To text box.

5. Though the Subject is prefilled, you can type in replacement text.
6. Typein a message if necessary.

7. Select the Remember subject and message check box if wanted.

8. Select Request.

The Request is sent.

Settings menu

July 14,2023

The following options are available in the Settings menu.
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Account

@ Sharefile X

Settings

Account
FunFam
ler@ Sign Out
Launch on Startup m
Reszet app Reset

Sign Out - Signs you out of your Citrix Files account. Cached files are deleted.
Launch on Startup - Allows the application to start automatically after starting Windows.

Reset app - Allows you to reset the application to the original default settings.
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ShareFile Drive

ShareFile Drive

Drive Location

Select a drive letter for your accou

5

Drive Space

This application stores files locally Free Up Space
to speed up access. You can free

up local storage space by

deleting these files.

Learn more

Drive Location - Allows you to select a drive letter for your Citrix Files account. Default is “S.”

Drive Space - Files made available offline take up space on your local device. Use the Free Up Space
option to remove files that are stored locally.

NOTE:

For more information on file status, see Icon overlays.

Offline Sync

Offline Sync allows you to select the ShareFile Folders that you would like to keep locally on your Win-
dows PC. Individual files can be marked for offline usefrom the ShareFile drive in Windows Explorer.

1. Select Manage to open the Manage Offline Sync screen.
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Offline Sync

0 B selected for offline use. Manage

B shareFie

Manage Offline Sync

Sebect the ShareFile Folders that you would like to kesp on your kacal comparter. Indididual files can be madkesd for offne

wese froem the Sharefile dimee in Windows Explorer,

ShareFile Folders:

+ [ ] P Favorites
+ D "= Perzonal Folders (11151 G

+ ] P~ Shared Folders

Space available an your computen Selected ShareFile Folder Size
I O ¢

W | Lise: B Sharefille Frow:
181 TE 251GB
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Conflict Resolution

Settings
Conflict Resolution

Select a default Conflict Resolution option for the
conflicted files

Prompt Ahlways

If the selected option is not valid for the conflicted
file the resolution window will be shown

This setting allows you to select a file conflict option.

Prompt Always: Prompts you to review the conflicted files.

« Overwrite: This option overwrites the existing file with an updated file.

Discard: Discards the changes being made to the existing file.
TIP:

We recommend you save a copy of an uploaded file to ensure you don’t lose the file
changes.

Save a Copy: This option creates a copy of the conflicted file so both files remain.

Share files

November 17, 2023

In Windows, sharing a file using your ShareFile account uses the ShareFile application for Windows.
The following information provides the various methods and options in sharing a file.

Important:

We’re taking steps to improve the security posture of file sharing. All links default to use secure
sharing options which apply across all ShareFile locations: ShareFile desktop app for Mac and
Windows, ShareFile Web app, ShareFile Mobile app, ShareFile Plug-in for Microsoft Outlook and
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Gmail. See New secure sharing options to learn more about ShareFile secure sharing.

Getting a Share link

1. Navigate to the file that you want to share from the ShareFile folder in Windows Explorer.
2. Right-click the file.
3. Select Share from the menu selections designated by the ShareFile icon.

H Open

fo Open with

= Share
doc-files-22 * + ) = o x
oc-files- )
7 Add to Favorites
« T (& L > ThisPC > Shar PR Compress to ZIP file 22 Search doc-files-22 Q
) @ Copy as path
@ New X O @ B ® B Detaits
&2 Properties
= Removable Disk (E) -
. B sharefile Share
~ B sharefile (5 39 Sharefile - Office O
= A : Initiate Workflow
23 Favorites &) sharefile- Officec ™ Show more options
i Make Available Offline
& Personal Cloud P 0 B & W
Send for Signature
~ o Personal Folders
Check Out
o doc-files-22
View Details
g Shared Folders
Download
== Remaovable Disk ()
2items 1 item selected 798 KB Add to Favorites =g

Open in Website
The Share pop-up displays.

B shorerie - o x
Share

e ShareFile - Office Online Editing - Add a Place - ... Add mare items

Users can download after signing in

E Send to specific people

4. Select Create link under the options offered.

The Link copied to your clipboard message displays briefly.
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5. Use the copied link to paste the share link with your email or another communication app.

Sharing an editable link - Message (... | =
Options Farmat Text Review 2 Tl me...
& B asrg o @ 0
Encryption Paste Basic Mames Include Tags  Office  Citrix  Citrix View
Off - - Text- - - *  Add-ins Files~  Files = Templates
Citrit Files Clipboard Add-ins Citrix ' My Templates b

0 The following recipient is outside your arganization: SFLuier@ShareFiteUser.mm}(

To... SFugser BShareFilel lser com
:__l
Ce...
Semd
Subject Sharing an editable link
Hi SFR,

Please utilize the link below to make edits to the document discussed in the meeting.

https:/ sharefile.com/d-sb592bdad957d4af5hs

Thanks,

SF5

Send to specific people

Use this option when you want to send using ShareFile to send a Share message to a specific per-
son.

1. Navigate to the file that you want to share from the ShareFile folder in Windows Explorer.
2. Right-click the file.

3. Select Share from the menu selections designated by the ShareFile icon.
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Open

p Open with

= Share

doc-files-22 b + )
7 Add to Favarites
L 1+ [&] 0 » ThisPC > Share Py Compressto ZIP file 22
@ Copy as path
® Mew oh = ]
&2 Properties
= Removable Disk (E) -
. B sharefile Share
~ B sharefile (5 34 Sharefile - Office O
= A : Initiate Workflow
& Favorites &) snarerile-Officec. 2 Show more options IKE
i Make Available Offline
&1 Persanal Cloud P @ &) o]
Send for Signature
~ g Personal Folders
Check Out
o doc-files-22
View Details
g Shared Folders
Download
== Removable Disk (D)
2items 1 item selected 798 KB Add to Favorites

Open in Website

The Share pop-up displays.
]

Share

1. Getting Started.docx

Users can download after signing in

i

B Send to specific people

4. Select Send to specific people under the options offered.

The Send to specific people message window displays.

(B Details

]
8]
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"B e < |

Send to specific people

ﬂ 1. Getting Started.docx

m Encrypt this email i‘@
o Recipients can download after signing in Edit options
To*
| ®

Subject*

| has sent you files

Message

D Remember subject and message

5. Ifenabled, you can choose to Encrypt this email which provides an extra layer of security when

sharing confidential files.

I B snareiie - (n] » -

<

Send to specific people

ﬁ 1. Getting Started docx

m Encrypt this emai @
n Recipients can download after signing in Edit options
Tips:

« Encrypt this email allows you to encrypt the body of your message to your recipient,
along with any attachments, with industry-standard AES 256-bit encryption. This fea-
ture also includes the ability to compose and receive encrypted emails directly from
the ShareFile web application.
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« Encrypt this email is not available in the ShareFile Standard plan.

6. Select Edit options to review and set the following options:

« Access options:

Allow recipients to: - select from various options including View, Download, and
Edit (sign in required).

Access expires - select from various expiration settings for recipients.

Checkbox for Require recipients to sign in.

Downloads per user - provides a restriction to the number of downloads if necessary.

Checkbox for Always link to the latest version of the file.
+ Notifications:
- Checkbox for Notify me when this is accessed.
- Checkbox for Send me a copy of this email.
7. Select Save.
8. Type in the email address of the recipient in the To text box.
9. Though the Subject is prefilled, you can type in replacement text.
10. Type in a message if necessary.
11. Click the Remember subject and message checkbox if wanted.

12. Click Send.

The Share sent successfully message displays briefly.

Link options

Choose ... to Edit options for the link, Replace link, or Delete link.
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B sharefile - o x

Share

m ShareFile — Office Online Editing - Add a Place - Wind... Add more items

Users can download after signing in

| Edit options
Replace link
<+ Add another link Delete link
| Email with Mail App

[ Send to specific people

Edit options

In Edit options, you set the parameters for recipient access and notifications.

™

Lg
B sraresiie - [s] *

Edit options

A Permissions will change for everyone who already has this link.
You can create a new link if you don’t want te change this one.

Access Options

Allows people with this link to
Download w

Who can access this link

Client and employee wsers (after signing in) w

Access expires

never W
Abwanys link to the latest version of the file
D.-‘\.d:| wratiermark

Notifications

D Motify me when this is accessed i

| ==
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Access options Under Access options, select the access parameters for the recipients.
« Allow people with this link to:

- Download - Recipients can download the file.

- Edit (signin Required) - Recipients can edit the file but must sign in either with their client
or employee sign-in. For information about co-editing a Microsoft 365 shared file, see Co-
editing in ShareFile.

« Who can access this link:

- Anyone (public) - Anyone can download what you’re sharing without signing in.
- Anyone (public, must enter name and email) - Recipients can download the file.

- Client and employee users(after signing in) - The recipient is presented with a sign-in
screen. The recipient must be an existing user (either an employee or client user) in the
account to sign in and view the content. If the recipient is not a user in the account, then
it is necessary to create the user account for the recipient before they can access the file.

- Employee users (after signing in) - The recipient is presented with a sign-in screen. The
recipient must be an existing employee user in the account to sign in. If the recipient is
not a user in the account, then it is necessary to create the user account for the recipient
before they can access the file.

+ Access expires can be adjusted to the available presets.

 Always link to the latest version of the file is selected by default. The current version of the
file is immediately available within the link.

+ Add watermark allows you to track documents by user. This includes printing. If the user has
download permissions, the watermark does not appear while viewing.

Notifications This checkbox defaultis set for the sender of the file to receive notifications when the
file is accessed. If you prefer not to receive this notification, uncheck the box.
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Replace link

Share

B snarefite ®
ﬂ ShareFile Add more items

Replace link

Replacing this link will create a new link with the
same permissions. The old link will becomse
inaccessible. Are you sure you want to remowe
access?

-+ Add anather link

Replace link allows you to create a new link with the same permissions. The old link becomes inac-
cessible.

Delete link

Share

n Sharefile x
2 ShareFile Add more items

Delete link

Deleting this link will make it inaccessible. Are you
surfe you want to remove access?

m

-+ Add another link

Delete link allows you to make the linkinaccessible. Anew linkis created by starting the share process
again.
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Email with Mail app

ting in

Add another link
Emiail with Mail App

Send to specific people

essage (HTML)

File Message Insert Options Format Text Rewview Help @ Tell me

.’-t]_\_ B

T Ta sharefile-ysen® sharefile.com

=

Shanng a file

1 would like to share with you the following items:

sharefile.com,'d-s38061500aff3 TBaa33lca

hittps:

Sent from ShareFile

Select this option to open your local email application with the link automatically added to the mes-
sage.

Add more items

To add more items to a share link, select Add more items.

B shaierile - ]

Share

ShareFile - Office Online Editing - Add a Place - Wind...

Users can download after signing in

Copy =00

You are provided the option to add more files from ShareFile or from your device.
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Upload files

July 24,2023

The following steps explain how to upload files using ShareFile for Windows.
1. Select the file you want to upload.
2. Open the ShareFile folder.

3. Drag the file to the ShareFile (S:) drive in Windows Explorer. The upload success message dis-
plays.

§ ShareFile

Version and End Of Life check for ShareFile for Windows

October 5, 2023

Usethetwo sets of directions in this article to do a standard version check or an end-of-life (EOL) check
when using ShareFile for Windows.

Version check - ShareFile for Windows

Use the following steps to locate the version of ShareFile for Windows you’re currently using.

1. Navigate to the Windows system tray.

2. Rightclick on the ShareFile logo, then select Help.
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XLS

The Help section displays allowing you to view the version number in the top right.

ShareFile

Recent Files  Queue

[7] »--

Storage Summary Report 2023-July-07.xlsx
425 KB

cf-win-link-2.png
119.63 KB

Pause Syncing
View Workflows
Settings

Help

Exait

Launch Website

B Sharefile - o o

Help

ShareFile v23.7.2.0

Privacy Policy

End User Agreement

Third Party Motices

End Of Life version check - ShareFile for Windows

1. Navigate to the Windows system tray.

2. Right click on the ShareFile logo, then select Help.
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ShareFile 3 ---

Pause Syncing

Recent Files  Queue View Workflows

Settings
Storage Summary Report 2023-July-07.xlsx T
425 KB _
Exat

cf-win-link-2.png

119.62 KB Launch Website

The Help section displays allowing you to view the version number in the top right.

B sharefile - 0O %
Help \
ShareFile v23.720
Pri li
e
I, r Agreement
Third Party Motices
Note:

We support the four most current versions of ShareFile for Windows. Subscribe to the
ShareFile product documentation RSS feed here to learn when updates to the ShareFile
for Windows application are available.

3. Toconfirmyour client version of ShareFile for Windows is EOL, continue to the next step to check
the recent log.

4. Navigateto C:\Users%USERNAME%\AppData\Local\Citrix\Citrix Files\Logs
in your Windows file explorer.

5. Order the files by clicking the Date modified column.
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Blame Dt modidied Tioe Size

S
ShareFile G063 _I003-09-27_15-26-4Rl0g ! 5 PM
+ Sharefile39856_2003-0%-2T_14-56-1T log
* ShareFila36000_2023-09-27_14-24-2000g 9/27/2023 254 PM Tent Dacurment 1,190 KB
* ShaneFile30296_I003-06-27_14-11-03log
* Sharefila34316_2003-09-27_13-59-001ag
* ShareFile20800_2023-09-27_13-07-38l0g
* ShareFile32900_003-09-27_13-03-36l0g
* ShareFiled 1676_2023-09-2T7_12-21-1210g

ShareFiled3400_2023-09-27_11-22-35)04

6. Search for the following keywords:

« End Of Life
« EOL

If either of the keywords are found and exception message similar to the following will display.

2023-09-26T12:11:26.376| ERROR | @HMTULCK2F10U-AppStartupError: unauthorized_client | Description:
SFWindows version 5.0.97.0 that is used by this account has reached End Of Life (EOL). Please upgrade
to a newer version of 5FWindows. Please refer to 5harefile product documentation
https://docs.sharefile.com/en-us/sharefile/sharefile-app.html for current version

Signatures

October 2, 2023

ShareFile delivers an electronic signature ability using Signatures. An electronic signature, some-
times known as an e-signature, is the same as your handwritten signature on a paper document, ex-
cept electronic—a mark on an electronic contract or document you make to demonstrate your intent
to agree to the terms of that document.
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£ ShareFile

Signature requests m

Sinben

r _— Signed Contract - slectronic signature sxamphed
roorsss ) Oue Getcter 3,303

Sigraturs Requeits

Test Sigrature N

Integrating Signatures with ShareFile gives you the power to obtain legally binding signatures on
documents entirely online, being completed more quickly and securely than executing paper docu-
ments.

User guidance for Signatures

The following lists commonly used actions in Signatures. Select from the list to learn more about a
particular function or feature.

+ Create a signature request

+ Decline signature

+ Default settings

+ Delete a listed request

» Force complete

+ Sending a signature request to multiple recipients
« Status

« Templates

+ Voiding a request

Create a signature request

November 1, 2023
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Use the following instructions to create a signature request in your ShareFile account.
Note:

Only for accounts created after October 3rd, 2023

Use the following steps to create a signature request in ShareFile Signatures.

1. Sign into your ShareFile account.

Y5 ShareFile

Dashboard

Folders b

Projects

Workflows >
‘5_9 Signatures ~

Signature Requests

Templates

2. Select Signatures > Signature Requests.

3. Select Create signature request.

£ ShareFile Q somn e o

Signature requests

’ s f‘ g

& signatures -
“You dar't have any signature requests yet
Signature Requests

/ e
>

4. Select a Document to send by dragging a file to the window or select Browse files.
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Slghatisrs requast R P dniigiets, seeas [ Pacefeldy saeeis [ W

Document to send
9

Who are the recipients?

5. Enter the recipient information including Name and Email.

Who are the reciplents?

=
6. Select if the recipient is to be a signer or viewer of the document.
Tips:

+ Add recipients is an option if you must send the same document for multiple signers
listed. For more information, see More

+ Set signing order toggle allows you to stagger the requests based on the order set
during the request for addition signers. For more information, see Set signing order.
7. Select Next Step.
The Place fields screen displays.

8. Select the fields that you want to add to the document then drag.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 523


https://docs.sharefile.com/en-us/sharefile/signatures/additional-signers.html
https://docs.sharefile.com/en-us/sharefile/signatures/additional-signers/#set-signing-order

ShareFile

Signature request @ rrosandrecipionts eeeens [ Placefids «ieese [ Raview and send e

signers Signed Contract - electronic...

Signed Contract 2

(A alpliced digrlun fudepht]

9. Select Next Step.

10. Verify the Document name and edit if necessary.

&
Document name

signad contract -electronic signature example

11. Select Edit to choose where you want the signed document to be stored or leave the default
setting.

Where would you like to store the Signed Document?

= Personal Folders Edit

12. Add an optional note for the signer.

Mote to all signers (optional) &

Add a personalized note to all signers

13. Set the expiration for the request.
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Expiration

The document will no longar be available to sign after the specified number of days:

30 | dayis) Expiration date: 10/28/2023

14. Select the Passcode toggle to generate a code the signer needs to open the signature request.

Security options

\» Passcode

Recipients must enter a 5-digit passcode to access the documents.

15. Selectthe Knowledge-Based Authentication toggle to require recipients to verify theiridentity
with a knowledge-based quiz. Each signer needs to independently verify before signing the
document.

Knowledge-Based Authentication

Require recipients to verify their identity with a knowledge-based quiz. Each signer will need

to independently verify before signing the document.

Note:

Signers will be locked out of the document after 3 failed attempts.

16. Under Default settings select the optional Edit Default settings or skip to the next step. For
more information on the setting options, see Default settings.
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Edit default settings X

@ Any changes you make here will be applied to all in progress
signature requests.

Reminders
Send automatic reminders ()

Newver W

Attachments

O send everyone an email with the completed PDF (3)

Signature types

B Aliow drawm signatures

B Aliow typed signatures

O Apply blue ink to signatures &

Signer permissions

B Allow signers to download the original document before signing

17. Select Save for changes to the default settings.

18. Select Send signature request.

Send signature request

Decline to sign

October 2, 2023

ShareFile Signatures provides signers the ability to decline to sign a document.

Instructions for the signer

The following instructions explain the process of a signer declining to sign a document.

1. You, the signer, receive a signature request email and you are asked to Review & Sign Docu-
ment.
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2. Open the document using the link in the email.

3. After reviewing the document, if you decide not to sign, select More Options. The Decline Doc-
ument option displays.

B | & RghtSigratere | Sign | Sgned - 5 |

“ 0 5 b GG O0m, iagner ! s & i aan
"I
+
G
Signed Contract &
[Am electronic signature example) i
The following is a signed contract between . and thig Contract Signing
Document.
In this decument, the agreement allows initials here: _ _and a signature
here - Of course you can also set up multiple places for
initials and or just hawe a final signature along with dabe entry at the bottom.
L]
- signature_ Date_ " =T
Signed Contract - Electronic Signature Example
Fooa Migig Optiang =
Heed Help? ﬂ Decling Dogumentd
——
1]
@

4. Select Decline Document.
The Decline Document confirmation pop-up displays. Provide a reason for declining to sign.
NOTE:

If the document is declined, there is no way to cancel and an automatic notification email
will be sent to all relevant participants.
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O | @ rortgranreltonisgredc: x l+
< O O hopwy wisigneny”

Decline Document Confirmation

Reason fof Deching will beé dhared only with the Sender)

A

I the document is onte decined. Bhen i no way back.
() T notcaton emas will e sent 10 8 reevant
pancpants.

e _

5. Select Confirm to complete the Decline Document process.

+ B0 + 0

O @ oo x |+ - o x
€ O & mmey 0 nghtgratuisest idseument-decined A BB -
Q
+
(<]
G
a - - K +

Citrix RightSignature

Document Declined
This document has been declined by one of the sagner{sl

Ad B rEult, 1he dodument CAnnot be snsduted.
PenacyPoity  Terera OF Use =
& 1959-2003 Chrin Syndema. bnc. A Righbs Reserved $
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The Decline confirmation email is immediately sent to all relevant participants.

« Sender received

nature Example’ has been declined RS e -

itk | FightSigrature

Ha low

signed Contract - Dlectronlc Signatuse Dxample
Thit Sosmant has Been dechesd SharsFile. Ax & result, the docemant cannct be
e Raason for Dmcleg - § chooss o decding this contract

+ Signer received

citrex | RightSignature

Hallo Jose,

Slgned Contract -
Electronic Signature
Ex3mple (sepeed_contract_-

s = _eheCRT el _Signatu re_esample, oo )
Refereme £ -

Stafus; Dechined
Expares: O0/05/2027 0957
Dender;

Thiss document has been declned by yvou. As 3 result, the documsnt cannot be exscuted.

Default settings

December 8, 2023
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Default settings can be edited during the Create a signature request workflow. This allows you to
make adjustments to customize the experience for a specific signature request.

To access the Edit default settings while creating a request, from the Review and Send section of
the workflow, select Edit default settings.

0 Files and recipients ssemss O Place figids =memes  [&7) Reviow and send ><
Expiration
30 dayls)  Experation dabe 105295720283

Securly epions

3 Passcode

") Fnowledge-Based Authentication

Rstpuir i erits to verify theer identity with a knowledge-based quiz. Each signer will nead

Default settings

[ET -':-"-"- Lol ORS ‘-\-\-—

The Edit default settings pop-up displays.
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Edit default settings X

o Any changes you make here will be applied to all in progress
signature requests.

Reminders
Send automatic reminders ()

MNever W

Attachments

[ send everyone an email with the completed PDF ()

Signature types

B Allow drawn signatures

B Allow typed signatures

O Apply blue ink to signatures

Signer permissions

B Allow signers to download the original document before signing

Reminders

When selected, you can provide automatic signature request reminders based on the time settings
allowed.

Reminders

Send automatic reminders @

Mever A

Mever
Weekly

Daily

Email document recipients:

+ Weekly (on the third, seventh, fourteenth, twenty-first, twenty-eighth day)

« Daily (starting on the seventh day until the thirtieth day) if a document is unsigned.
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Attachments

When selected, after the last signature request is completed, ShareFile Signatures sends an email with
a PDF attachment of the completed signed document.

After the last signature, we'll send everyons an email
wath the completed PDF as an attachment junless it's

Largger than 10 ME]

Attachments

Send everyona an email with the completed PDF ()
Note:

Documents larger than 10 MB are not provided.

Signature types

Select how you want the recipients of the request to sign using the following signature types avail-
able:

+ Allow drawn signatures - Select this signature type to allow the signer to draw their signature
using a mouse or a touch device.

| L~ —

Chick and drag to deaw your shgnature —— m

+ Allow typed signatures - Select this signature type to allow the signer to type their signature
using a keyboard.

‘ L

Type your signature
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+ Apply blue ink to signatures - Select the blue ink signature option to distinguish a signed orig-
inal from a photocopy. All original copies display the signature in blue.

Bgur |

Signature

Note:

Blue Ink Signatures settings can only be changed by Admins.

Signer permissions
By selecting or de-selecting the checkbox, ShareFile signature users can enable or disable the down-
load option that is available for signers before the document is signed.

Signer permissions

Allow signers to download the original document before signing

Delete a listed request

October 3, 2023

Deleting arequest, regardless of the request Statusis completed in from the Signature Request listing
page.

1. Select the signature request from the Signature Request listing page.

tigraed conract . slectronic signatune & —

—

sgred coniract . electronic signature ex S

Sagred Coniract - electranic signature e —

The selected listing displays with Details and Activity tabs.

2. In the Details tab, select Delete.
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{ Sagratore Begurihy Fl

sipned contract - electronic Signature sxample L4 Details Activity
Declined  Diclivmd by Jow
Dwcline reasonliecline rason lisbed hare.
Signed Contract &
sigctonc 5
L T cRmTe| .
s ERT e Eman Somiract Sy 1 ——
B, T P Mot R R
e, 0 0 0, I O B PO PR
SERI____aE T AR N BTN B S S T 0T e Sawed by
Jow Wheslar
Sart on
Septembar 27, 20X
# Tgratrn Enfpreria 10
P— I w2 T BTGB A05E- b4 Do T35
&, Download
'@' Dl

Page 1| o1 T - W00+

The confirmation pop-up displays.

ﬂ Delete request

T will parmanasntly celabs The mgraturs regues]. Onos g i dona. thers

3. Select Delete.

The Request deleted message displays briefly confirming the request listing is no longer avail-
able.
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o Reguast deleted
Signature requests —y

Note:

The deleted request listing might display until the screen is refreshed.

Signers and viewers receive an email with the completed document and signature certificate for their
records once the request is deleted.

Force complete

October 3, 2023

You have the option of forcing a “multiple signer”’signature request completion when the Statusis In
progress.

Note:

Force complete is available after one of several signers has signed the Signature Request.

Use the following instructions to void a request.

1. Select a In progress signature request from the Signature Request listing page.

signed contract -electronsc SIERATURE €XA... assignedis

In prograss f D September 29, 2023 53 Signer 3 &2

The selected listing displays with Details and Activity tabs.
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Sagradir ety =
< Sigred Coniract - electronic skgnafure exampled 1 o Detads  Actiity

Signed Contract 2 Pecigiarns  Edit
whectron
ke T L .
- I R
e by D L TR e Pt Do ey . S Segrad
ki mmi
P Sl P e i S by e By Ruiph
— P s o o e il P o B i
SN ___ Wl ___ 54 o i B M B . £ ARy B Do Bl
w
ot

e by
m o Wienlar
B,

T

ok, Duenioed

Pags 1 ol T & - 0%

2. Select Force complete request.

The Force complete Confirmation pop-up displays.

0 Force complete request

This will remove all the fields assigned to signers who have not yet signed
and will make the document a3 executed (hinal state). Once this is done,
there is no undo.

It may take a brief moment to reflect the new status on dashboard.
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Notes:

+ Using Force complete removes all fields assigned to the signers who have not yet

signed.
« Remaining signers are automatically reassigned as Viewers.

» Using Force complete cannot be undone. The request is completed and the docu-

ment isin the final state.

3. Select Force complete.

The Signature request voided message displays briefly confirming the request listing is now

in void.

a
{ Signed Contract - elecironic sipnature example? 1 ¥ Dathils

&) Regua forcs complened

| T & Sgned

Import fields

February 20,2024

Use import fields from previous sent documents to save time during document preparation.

Limitations

« Templates are not available to import fields.

+ Previous documents with merge fields are not displayed for use.

Instructions

Use the following instructions to import an overlay of fields from a previously created signature re-

quest document.
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1. Select Create signature request then Send for Signature

¥% ShareFile

Signature requests -~ RSSO
Slataa
[ s vt
Sagned Contract - slotroni Sgnaturs Sampe? Amigradto
& mganaes m - P B .
Segnature Reguetts
Signasd Contract - sCtrenc sgnaturns srampls! sniigradns ah
wiprogress [ EhMaA T 2004
Signad Coniract - sleciranic signature sxampiei Ay m

The Signature request flow starts.

2. Select a Document to send by dragging a file to the window or select Browse files.

Signature request B Phes anclrsements asvass [ paceteits ena = b4

Dacument to send

Dvag fles hare

Fraes Comguter

‘Whao are the recipients?
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3. Enter the recipient information including Name and Email.
SAGNATES FeqUaIL - R N 4 Tk, meerer = ne ®
Dy fhes hare
Who are the reciplents?
[ e ]

4. Select Next Step.

The Place fields screen displays.

5. Select Import fields to choose from previous sent documents to save time during document
preparation
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The Select a document to import fields popup displays.

6. Use Select next to the previous document you want to import fields from.
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The Import # fields screen displays.
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7. Verify the the fields on the new signature request, then select Import fields.

A “fields imported”confirmation briefly displays.

For more information about sending a signature request, see Create a signature request

Sending a signature request to multiple recipients

October 2, 2023

When requesting a signature, you can request that multiple signers complete the signature request

for the same document.

The ability to set the signing order is available. This allows you to stagger the request delivery based
on the order you set when you create a signature request.

Add recipients

Use the following instructions to add recipients to a signature request.

1. Underthe Who are the recipients? section, select Add recipient to send the signature request
to multiple signers.

Who are the recipients? D) ten the only sigrer {3)
_B Set signing order
Fecgient 1 m|
Name'
Signer | Fcloud com Signes b

2. Enter the recipient information including Name and Email.
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Note:

+ Set signing order toggle allows you to stagger the requests based on the order set
during the request for addition signers. For more information, see Set signing order.

Who are the recipients? O rmthe only signer (3

(ED set signing order

Recipient 1

G}

Hame Email

Signer 1 Ecloud.com Signer i

Recipient 2

G}

Harme Email”

Signer 2 LEOMm Signer il

Recipient 3 ‘|-T_'L|'

Mare Email”

Signer 3 ‘grockatmail.com Signer L

3. Select if the recipient is to be a signer or viewer of the document.
4. Select Next Step.
The Place fields screen displays.

5. Select the fields that you want to add to the document. For a multiple signature request, repeat
the field selection for each signer using the Signers drop-down list.
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Signers
@ Signer2 b
® Signer1 .
Signed Contract
@ Signer2
& [An electranic signature exarnple)
@ Signer3
The folowngisasipnedcontractbetween . andthis Contract Signing
e b
@ You (Now) (D) Documant
» Irs thig document. the agrasmant sllows witals here and 3 siprature
i Signat 'E hetre, . Of courte you can also 281 up multiple places for
initials_____and ____ or just hawve a final signature along with date entry at the bottom.
s [
S Em
Bg # Signature - i
Signaewee____ ) Date v .
)
SipnaturE Crats
‘_" Signature Date
¢ =

6. Select Next Step.

7. Verify the Document name and edit if necessary.

&
Document name

signad contract -electronic signature example

8. Select Edit to choose where you want the signed document to be stored or leave the default
setting.

Where would you like to store the Signed Document?

= Personal Folders Edit

9. Add an optional note for the signer.
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Note to all signers (optional) ®

Add a personalized note to all signers

10. Set the expiration for the request.

Expiration

The document will no longer be available to sign after the specified number of days:

30 | dayis) Expiration date: 10/28/2023

11. Select the Passcode toggle to generate a code the signer must open the signature request.

Security options

m Passcode

Recipients must enter a 5-digit passcode to access the documents.

12. Select the Knowledge-Based Authentication toggle to require recipients to verify their iden-
tity with a knowledge-based quiz. Each signer must independently verify before signing the
document.

Knowledge-Based Authentication

Require recipients to verify their identity with a knowledge-based quiz. Each signer will need

to independently verify before signing the document.

Note:

Signers will be locked out of the document after 3 failed attempts.

13. Under Default settings select the optional Edit Default settings or skip to the next step. For
more information on the setting options, see Default settings.
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Edit default settings X

@ Any changes you make here will be applied to allin progress
signature requests.

Reminders
Send automatic reminders ()

Newver W

Attachments

O send everyone an email with the completed PDF (3)

Signature types

B Allow drawn signatures

B Allow typed signatures

O Apply blue ink to signatures @

Signer permissions

B Allow signers to download the original document before signing

14. Select Save if you made any changes to the default settings.

15. Select Send signature request.

Send signature request

Set signing order

Use the following instructions if you need multiple signers to sign the document in a particular or-
der.

Note:

The first signer listed must complete the request before the second signer receives an email and
soon.

1. Once you completed adding the recipients for a signature request under the Who are the re-
cipients? section, select the Set signing order toggle.

Who are the recipients?

8 setsipningonder
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2. Select the dragicon ** to change the order of recipient signature request delivery.
Signature request B renaes Ll =

Wheo are the reciplents?

3. Select Next step when you completed setting the signing order.

Status

October 2, 2023

The Signatures requests provides a listing of the requests and provides a status of the various stages
of a request. This allows you to quickly track the progress.
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£ ShareFile

r _— Signed Contract - slectronic signature sxamphed
) npgren £ 1

Sigraturs Aegueits

iy - Eloctronic pla

Test Sigraturs

Tracking the status of a signature request includes the following events:

« In progress - The signature request is waiting on the completion by one or more recipients.
+ Completed - The signature request is fulfilled by the recipient or recipients.

+ Expired - The timeline for the signature request has expired and is no longer available for com-
pletion.

+ Declined - The recipient utilized the Decline signature option after receiving the signature re-
quest. For more information, see Decline signature.

+ Voided - The signature request is voided by the sender. For more information, see Voiding a
request.

Templates

October 2, 2023

This article explains how to use templates when creating documents to send for signatures.

Create a template

Use the following set of instructions to create templates in RightSignature.

1. In ShareFile, navigate to Signatures > Templates.

The ShareFile RightSignature page opens in a new tab.
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2. Select Create Template.

Templates

Reusable Templates

3. Select Upload A File to open the document you want to build a template with.

4. If replacing the underlying source file used to create the template, select the red x. Afterwards,
select the new source file of the template.

5. Select Prepare Document to continue editing.

6. First, edit the roles on the template - change the role names, edit the order, or add/delete roles.
Add Raoles

What roles does this template need?

@

7. Select Next: Place Fields to create the signer and annotation fields for the template.
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Signed Contract

L whecironic sgrsturs ensemgie |

==
©.

8. Next use the document overlay options to add, change, and remove various types of fields.
When finished with edits to the document, click Next: Review.

R

9. Select Create Template.

Edit a template

Follow these steps to edit an existing template:

1. In ShareFile, navigate to Signatures > Templates.
The ShareFile RightSignature page opensin a new tab.

2. Fromthe RightSignature dashboard, select Templates in the left menu bar, then select the tem-
plate that you want to edit from Reusable Templates.
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Templates
Create Template
Reghtiigna Yeu ang K A Name A
Reusable Templates
— ] H ]
8 b 4 b4
= = =

3. Select Details, and on the Details screen select Edit.

Reusable Templates

Signed Contract - Bectron

4. If replacing the underlying source file used to create the template, select the red x. Afterwards,

select the new source file of the template.

5. Select Prepare Document to continue editing.
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What roles does this template need?

@

First, edit the roles on the template - change the role names, edit the order, or add/delete roles.
When finished with editing the roles, click Next: Place Fields.

Prepare Sigred Contract - Electronic Signacure Examnple Prepare Document

Signed Contract

Lk e ronic sgrasturs ansmgie

@_
6. Use the document overlay options to add, change, and remove various types of fields. When
finished with edits to the document, click Next: Review.
7. Edit the name, message, tags, expiration, and carbon copies for this template.

8. When you are finished editing, select Create Template.

Status

October 2, 2023

The Signatures requests provides a listing of the requests and provides a status of the various stages
of a request. This allows you to quickly track the progress.
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Tracking the status of a signature request includes the following events:

In progress - The signature request is waiting on the completion by one or more recipients.
+ Completed - The signature request is fulfilled by the recipient or recipients.

+ Expired - The timeline for the signature request has expired and is no longer available for com-
pletion.

+ Declined - The recipient utilized the Decline signature option after receiving the signature re-
quest. For more information, see Decline signature.

+ Voided - The signature request is voided by the sender. For more information, see Voiding a
request.

Version check for ShareFile apps

September 26, 2023

ShareFile for Mac

Use the following steps to locate the version of ShareFile for Mac you’re currently using.

1. Navigate to your System Tray.

2. Left click the ShareFile icon to open the ShareFile for Mac dashboard view.
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3. Clickthe @®e® then select Help.

The Help section displays allowing you to view the version number in the top right.
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ShareFile for Outlook

Use the following steps to locate the version of ShareFile for Outlook you’re currently using.

1. Navigate to your Home tab in Microsoft Outlook and select the blue ShareFile Options icon.

» 8

ly with Options Rep
ling Pall Mess:
1Time 5hareFile Prote

2. When the Citrix Files for Outlook window opens, select Help.
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OK

The Help section displays allowing you to view the version number at the top.
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ShareFile for Windows

Use the following steps to locate the version of ShareFile for Windows you’re currently using.

1. Navigate to the Windows system tray.

2. Right click on the ShareFile logo, then select Help.
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The Help section displays allowing you to view the version number in the top right.
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ShareFile Virtual Data Room

November 20, 2023
ShareFile provides a simple virtual data room designed for your most complex deals.

Did you know...

+ ShareFile Virtual Data Room allows customers to easily configure HIPAA compliance and
protect sensitive documents that are stored or distributed during confidential transactions.

« When signing up for a VDR account, customers can now select the EU control plane. This
enables VDR to be utilized internationally while being EU compliant and following stringent
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guidelines like GDPR.

+ ShareFile VDR users can secure client data by getting notified of unusual access to ShareFile
account via email with Threat detection alerts.

« ShareFile Virtual Data Room supports FINRA archiving as per the SEC rule 17a-4 guidance.
To learn more, see ShareFile Archiving.

ShareFile Virtual Data Room (VDR) allows you to easily control, share, and track your secure docu-
ments —it’s your complete due diligence solution.

ShareFile’s web-based virtual data room allows parties around the world to access documents easily
and securely with complete audit trails.

Note:

Existing ShareFile accounts cannot be converted to the Virtual Data Room account type.

To learn more about ShareFile virtual data room functions and features, see ShareFile Virtual Data
Room user guidance.

Limitations

« Password protected files and corrupted files do not render correctly.
« Virtual Data Room features are not enabled for non-VDR accounts.

+ Some Virtual Data Room enhancements are only available for US customers at this time.

Fixed issues

Currently, there are no fixed issues to report.

KNown issues

Currently, there are no known issues to report.

Advanced Analytics

September 21, 2023
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This report allows you to view statistics on any root-folder in your account. Statistics include a graph
of downloads/views per day, most viewed documents (including the number of views), most active
users, and recent searches. To access this report, navigate to a root-folder and select VDR Analytics
under the More Options drop-down menu beside the folder name.

Selecting this link displays a snapshot of activity. Using the drop-down menu at the top, select to view
analytics for the last:

« 7days

« 14 days

« this month

+ 30days

« aspecific month dating back to when you first opened your account

Otheritemsinclude a graph of downloads/views per day, most viewed documents (including the num-
ber of views), most active users, and recent searches.

Selecting a specific users name opens the click trails reporting. This report tracks every link the user
clicked while in the ShareFile account. The report includes the time and date to show how long a
particular folder or files are viewed.

Click Trails

September 21, 2023

Using Click Trails allows an account administrator to see all of the steps that an individual has taken
within the Virtual Data Room from the time that they login until the time they logout. In order to use
Click Trails, you must:

« Have the VDR Analytics Page permission.
The Virtual Data Room Click Trails feature can be found at:
« Admin Settings > Advanced Preferences > Company Account Info > Click Trails

Select this to open the page that list your users, location, and the session start time. Thereis a link to
View Session on the right. Use the View Trails for dropdown to set the view for a specific period of
time.
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Admin, VDR

When you select View Session for a specific user, you can review a list of that individual’s ShareFile
session from the time that they logged in until the time that they logged out.

Selecting the individual’s name from the original list, you can review all of their sessions during a
specific period of time.

Data Room Index

September 21, 2023

You can generate a Data Room Index on a root-folder level. This report generates a list of all files and
folders within this root level folder and include an index. The index feature assigns a number to all
files and folders at the root level. Administrators can organize and track files and subfolders.

In order to create a Data Room Index, you must:

+ Have the “Access folder analytics”permission

« Admin permission on the root-level folder

To generate a Data Room Index:
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1. Access the root-level folder (either a root-level Shared Folder or your My Files and Folders loca-
tion)

2. Access the More Options drop-down menu beside the folder name link
3. Click Data Room Index

A popup window will appear with a PDF listing of all files and subfolders within the folder.

» Cloud Sarmple Folder

[~ Cloud Sample Folder == moreoptions

) ) VDR Analytics
D Items in this Folder R People on this Fok
View Actmaty Log
Copy Folder
] § Mowe Folder

View Folder Details

Edit Advanced Folder Settings
Recycle Bin

Edit Folder lrnvite

Folder Q&A

Delete Folcer

Favorite Folder

Allfiles and subfolders will be assigned a number. For example, Subfolder 1 will be assigned a number
of 1 and allfiles within this subfolder will be assigned numbersinthisorder: 1.1,1.2 andsoon. Files
within the folder will then be assigned [2], 3 and so on. This Data Room Index can be saved and printed
so that the administrator can keep track of all the information within each root-level folder.

Note:

A data room index report cannot be generated for folder structures that exceed 10,000 items.
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View only access

September 21,2023

The following file formats are compatible with the ShareFile document viewer: PDF, Word, Excel, and
PowerPoint. When these files formats are uploaded to your account they can be viewed in the con-
tent viewer. The viewer allows users to scroll through the pages and view the document without
downloading it to their computer.

Users with View only permissions can sign in to access a folder and view the files. The watermarking
feature is enabled on the account by default and displays the email address of the user viewing the
document.

Render times might vary depending on the document complexity and size.

The following size restrictions apply for rendering:

« PDF-50Mb
« Word -20 Mb
« Excel-20Mb

« PowerPoint - 52 Mb

Recipients cannot view PDF and Word files uploaded to File Box.

Watermarking

September 21,2023

Watermarking allows you to track documents by user. This includes printing. If the user has down-
load permissions, the watermark will not appear while viewing.

Setting the Watermark

To set an account-wide default: Access Settings > Admin Settings > Advanced Preferences > File
Settings. You find the Document Watermark setting under the Watermark settings on this page.

Note:

Once enabled the watermark will immediately display.

Folder-specific settings:
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1. Select the folder and access the more Options drop-down menu beside the folder name.
2. Select Edit Advanced Folder Settings.

There are three options under the Watermark section:

+ Use account wide setting
+ Do not use a watermark for this folder
+ Use another watermark (allows for custom text)

Watermark Options

« User’s Email

« User’s First Name
» User’s Last Name
« User’s Company
» User’s IP address
« Current Date

« CurrentTime

Select the New Line option from the list provided to create a line of text to be displayed on the water-
mark.

Watermarked Downloads

Use Watermarked Downloads for the entire account or within a folder in the Virtual Data Room.
Watermarked Downloads allow users with view-only access to download a PDF version of the file
with a custom watermark included.

To enable Watermarked Downloads for View-Only, navigate to Admin Settings > Advanced Prefer-
ences > File Settings. Change the default setting from No to Yes and select Save.

To enable this feature on the folder level:
1. Select the folder and access the More Options drop-down menu beside the folder name.
2. Select Advanced Folder Options.
3. Set the desired option for Watermarked Download for View-only.
4. Select Account-Wide Setting.

5. Selectfrom Enable View only, Watermarked Downloads, or Disable View only Watermarked
Downloads.

6. Select Save.

More than one file can be downloaded with watermark at a time including whole folders.
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RightSignature

December 8, 2023

SharefFile delivers electronic signature ability using RightSignature. An electronic signature, some-
times known as an e-signature, is the same as your handwritten signature on a paper document, ex-
cept electronic—a mark on an electronic contract or document you make to demonstrate your intent
to agree to the terms of that document.

Integrating ShareFile RightSignature with ShareFile gives you the power to obtain legally binding sig-
natures on documents entirely online, being completed more quickly and securely than executing
paper documents. ShareFile delivers electronic signature capability at different levels:

+ ShareFile electronic signature lets you send files stored in your ShareFile account for electronic
signature. For integration steps, see Getting started.

+ RightSignature is also available as a stand-alone solution. To get started, see RightSignature.

TIP:

Visit the RightSignature user guidance for electronic signature user information.

Fixed issues
December 11, 2023

Attempting to upload a file using periods in the filename might fail to upload. [ESPILET-351]

February 6, 2023

This release addresses a number of issues that help to improve overall performance and stability.

June 26, 2022

This release addresses a number of issues that help to improve overall performance and stability.

January 20, 2021

This release addresses a number of issues that help to improve overall performance and stability.
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RightSignature FAQs

For more information about RightSignature, see RightSignature FAQs.

Storage zones controller

February 25,2020
Storage zones controller 5.x

Storage zones controller 4.x

User Management Tool

February 25,2020
User Management Tool

User Management Tool for Policy-Based Administration


https://rightsignature.com/faq.html
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