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What’s new

July 7, 2022

About this release

About Cumulative Update 9 (CU9)
About Cumulative Update 8 (CU8)
About Cumulative Update 7 (CU7)
About Cumulative Update 6 (CU6)
About Cumulative Update 5 (CU5)
About Cumulative Update 4 (CU4)
About Cumulative Update 3 (CU3)
About Cumulative Update 2 (CU2)
About Cumulative Update 1 (CU1)

About 7.15 LTSR (initial release)

Cumulative Update 9 (CU9)

July 8,2022

Release date: July 8, 2022

About this release

XenApp and XenDesktop 7.15 LTSR Cumulative Update 9 (CU9) fixes more than 15 issues reported since
the release of 7.15 LTSR CUS8.

7.15 LTSR (general information)

Issues fixed since XenApp and XenDesktop 7.15 LTSR CU8
Known issues in this release

Deprecation and removals

Citrix Product Subscription Advantage Eligibility Dates
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Downloads

Download 7.15 LTSR CU9

Important:

This release has changes in how to install and upgrade StoreFront. In earlier releases, when you
clicked the Get Started tile in the full-product installer’s main page, the Core Components page
included StoreFront. You can select StoreFront and other core components to install on the same
machine.

As of this release, the Core Components page no longer contains a StoreFront check box. To
install or upgrade StoreFront, click Citrix StoreFront in the Extend Deployment panel on the
main page. This launches CitrixStoreFront-x64.exe from the installation media.

Inthe XenDesktopServerSetup.exe command,you can no longer specify /components

storefront. If you do, the command fails. To install StoreFront from the command line,
runCitrixStoreFront-x64.exe,whichisavailable in the Citrix Virtual Apps and Desktops
installation media’s x64 folder.

Important:

The Citrix License Administration Console reached end of life and end of support in License
Server 11.16.3.0 Build 30000. Use the Citrix Licensing Manager.

New deployments

How do | deploy CU9 from scratch?

You can set up a brand-new XenApp and XenDesktop environment based on CU9 - using the CU9
metainstaller. Before you do that, we recommend that you familiarize yourself with the product:

Peruse the XenApp and XenDesktop 7.15 LTSR (initial release) section and pay close attention to the
Technical Overview, Install and Configure, and Security sections before you start planning your de-
ployment. Ensure that your setup meets the system requirements for all components.

Existing deployments

What do | update?

CU9 provides updates to baseline components of the 7.15 LTSR. Remember: Citrix recommends that
you update all LTSR components of your deployment to CU9. For example: If Citrix Provisioning is part
of your LTSR deployment, update the Citrix Provisioning components to CU9. If Citrix Provisioning is
not part of your deployment, you do not need to install or update it.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14


https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/product-software/xenapp-and-xendesktop-715-ltsr-cu9.html
https://docs.citrix.com/en-us/licensing/current-release/citrix-licensing-manager.html
https://docs.citrix.com/en-us/xenapp-and-xendesktop/7-15-ltsr/whats-new/7-15-ltsr-initial-release.html
https://docs.citrix.com/en-us/xenapp-and-xendesktop/7-15-ltsr/technical-overview.html
https://docs.citrix.com/en-us/xenapp-and-xendesktop/7-15-ltsr/install-configure.html
https://docs.citrix.com/en-us/xenapp-and-xendesktop/7-15-ltsr/secure.html
https://docs.citrix.com/en-us/xenapp-and-xendesktop/7-15-ltsr/system-requirements.html

XenApp and XenDesktop 7.15 LTSR

XenApp and XenDesktop 7.15 LTSR CU9 baseline components

7.15 LTSR Baseline

Component Version Notes

VDA for Desktop OS 7.15.9000

VDA for Server OS 7.15.9000

Citrix Studio 7.15.9000

Citrix Director 7.15.9000

Delivery Controller 7.15.9000

Citrix Federated Authentication  7.15.9000

Service

Citrix Group Policy 3.1.9000

Management

Citrix Group Policy Client-Side ~ 3.1.9000

Extension

Linux VDA 7.15.6000 See the Linux VDA
documentation for supported
platforms

Profile Management 7.15.9000

Provisioning Services 7.15.45

Session Recording 7.15.9000 Premium Edition only

StoreFront 3.12.9000

Universal Print Server 7.15.9000

XenApp and XenDesktop 7.15 LTSR CU9 compatible components

The following components - at the versions given below - are compatible with LTSR environments.
They are not eligible for the LTSR benefits (extended lifecycle and fix-only cumulative updates). Citrix
might ask you to upgrade to a newer version of these components within your 7.15 LTSR environ-
ments.

7.15 LTSR CU9 Compatible Components and

Platforms Version
App Layering 2011
*Browser content redirection 15.19.2000
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7.15 LTSR CU9 Compatible Components and
Platforms Version

Citrix SCOM Management Pack for License Server 1.2

Citrix SCOM Management Pack for Provisioning ~ 1.19

Services

Citrix SCOM Management Pack for StoreFront 1.13

Citrix SCOM Management Pack for XenApp and 3.14

XenDesktop

HDX RealTime Optimization Pack 2.4.3000

License Server 11.16.6.0 build 33000
Self-Service Password Reset 1.1.20.0

Workspace Environment Management 2012

*Browser content redirection

Redirects the contents of a web browser to a client device, and creates a corresponding browser
embedded within Citrix Workspace app. This feature offloads network usage, page processing, and
graphics rendering to the endpoint. Doing so improves the user experience when browsing demand-
ing webpages, especially webpages that incorporate HTML5 or WebRTC. Only the viewport (the user’
s visible area of a webpage) is redirected to the endpoint.

Browser content redirection doesn’t redirect the user interface (the address bar, toolbar, and so forth)
of the browser on the VDA. For more information see Browser content redirection.

Compatible versions of Citrix Workspace app

All currently supported versions of Citrix Workspace app are compatible with theXenApp and Xendesk-
top 7.15 LTSR. For information about the lifecycle of Citrix Workspace app, see Lifecycle Milestones for
Citrix Workspace app & Citrix Receiver.

For your convenience, consider subscribing to the Citrix Workspace app RSS feed to receive a notifica-
tion when a new version of Citrix Workspace app becomes available.

XenApp and XenDesktop 7.15 LTSR notable exclusions

The following features, components, and platforms are not eligible for 7.15 LTSR lifecycle milestones
and benefits. Specifically, cumulative updates and extended lifecycle benefits are excluded. Updates
to excluded features and components are available through regular current releases.
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Excluded Features

Framehawk

StoreFront Citrix Online Integration

Excluded Components

Personal vDisk: Excluded for Windows 10 machines; For Windows 7 machines, limited LTSR support
until January 14, 2020 (CU requirements apply)
AppDisks

Excluded Windows Platforms *

Windows 2008 32-bit (for Universal Print Server)

* Citrix reserves the right to update platform support based on third-party vendors’lifecycle mile-
stones.

Install and upgrade analytics

When you use the full-product installer to deploy or upgrade XenApp or XenDesktop components,
anonymous information about the installation process is gathered and stored on the machine where
you are installing or upgrading the component. This data is used to help Citrix improve its customers’
installation experiences. For more information, see Install and upgrade analytics.

XenApp 6.5 migration

The XenApp 6.5 migration process helps you more efficiently and quickly transition from a XenApp
6.5 farm to a Site running XenApp 7.15 LTSR CU9. This is helpful in deployments that contain large
numbers of applications and Citrix group policies, lowering the risk of inadvertently introducing errors
when manually moving applications and Citrix group policies to the new XenApp Site.

After you install the XenApp 7.15 LTSR CU9 core components and create a Site, the migration process
follows this sequence:

+ Run the XenApp 7.15 CU9 installer on each XenApp 6.5 worker, which automatically upgrades it
to a new Virtual Delivery Agent for Server OS for use in the new Site.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17
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« Run PowerShell export cmdlets on a XenApp 6.5 controller, which exports application and Citrix
policy settings to XML files.

« Edit the XML files, if desired, to refine what you want to import to the new Site. By tailoring
the files, you can import policy and application settings into your XenApp 7.15 LTSR CU9 Site in
stages: some now and others later.

+ Run PowerShell import cmdlets on the new XenApp 7.15 CU9 Controller, which import settings
from the XML files to the new XenApp Site.

Reconfigure the new Site as needed, and then test it.

For more information, see Migrate XenApp 6.x.

Fixed issues

July 27,2022

Citrix Director

« On Citrix Director, the Session Details page might display applied policies twice if the policies
have both computer and user settings defined. [CVADHELP-19205]

Citrix Studio

+ Attempts to create a hosting connection to Azure in Citrix Studio might fail with an exception.
The issue occurs due to the Microsoft changes made on Azure. A private fix is available at
CTX457802. [CVADHELP-18741]

+ Delivery Controller shows a delayed response when you add, create, or remove policies using
the Policies tab in Citrix Studio. The typical response time is 10 to 15 minutes. [CVADHELP-
18743]

Delivery Controller

+ The site test might fail when the network connectivity among Delivery Controllers in different
satellite zones is blocked. [CVADHELP-17273]

+ Afteryou upgrade XenApp and XenDesktop 7.6 to XenApp and XenDesktop 7.15 LTSR CU6 or later,
or Citrix Virtual Apps and Desktops 1912 LTSR and create a Machine Creation Services (MCS) cat-
alog, the option Disk cache size (GB) might be disabled and cannot be enabled. To enable the
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fix, restart the Host service and reopen Citrix Studio after the DBschema upgrade. [CVADHELP-
17705]

« Citrix Director might not display IP addresses of some VDA machines when searched. The issue
occurs when the MonitorData.[Machine] table contains duplicate entries. [CVADHELP-18108]

Linux Virtual Delivery Agent

Linux Virtual Delivery Agent 7.15 LTSR CU9 documentation provides specific information about the
updates in this release.

Profile Management

« After enabling the Delete excluded files or folders policy, the initial logon attempt using Profile
Management might take longer. This issue occurs if the user profile contains unnecessary files
slowing the logon. [CVADHELP-17230]

« Verification of Active Directory group membership might fail when user devices in offline mode
connect to the network during logon. As a result, Profile Management also fails. [CVADHELP-
17364]

« Changing the folder redirection path through the Citrix Profile Management policy might result
in deletion of data in the legacy folder redirection path. [CVADHELP-17833]

+ Attempting to launch desktops using Profile Management might fail with this error message:
The Group Policy Client service failed the sign-in.
Access is denied.
[CVADHELP-18398]

+ Profile Management Service might exit unexpectedly due to an unhandled exception.
[CVADHELP-18813]

+ OnaWindows 1020H2 desktop, when you configure the user store path witha ! CTX_OSNAME !
variable, Profile Management might create folder names on the user store with incorrect infor-
mation. The following might be observed:

- For Version CU3, the new profiles might contain operating system as Win10RS6.
- For Version CU4, the new profiles might contain operating system as Win10_2009.

[CVADHELP-19016]

+ When you launch Edge Chromium on a published desktop with Profile Management enabled,
duplicate profiles might be created once you log back on. The issue occurs as Profile Manage-
ment might fail to delete local profiles during logoff. [CVADHELP-19865]
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Provisioning Services

Provisioning Services 7.15 LTSR CU9 documentation provides specific information about the updates
in this release.

StoreFront

« If the CtxsClientVersion cookie expires while the CtxsClientDetectionDone cookie is still ac-
tive, existing native applications switch to HTML5, and new applications are launched with
HTML5. [CVADHELP-18040]

« This fix addresses a security vulnerability in an underlying component. For more information,
see Knowledge Center article CTX377814. [CVADHELP-19161]

VDA for Desktop OS
Keyboard

+ This fix addresses Russian keyboard mapping issues on Citrix Workspace app for HTML5, Mac,
and Linux clients. [CVADHELP-19012]

Printing

+ When using the Save Print Output As option to print to a file in a seamless session, the print
window might not display correctly. [CVADHELP-16614]

+ When you add a policy to the generic universal printer, the default printer might change from
the main printer of the client to the generic Citrix Universal Printer. [CVADHELP-18157]

Session/Connection

+ When you exit a session, the server might become unresponsive. The issue occurs when you
use Generic USB redirection. [CVADHELP-18204]

System Exceptions
« VDAs might experience a fatal exception on wdica.sys and display a blue screen. [CVADHELP-
16055]

+ The VDAs might experience a fatal exception on icaussb.sys and display a blue screen with bug
check code, 0x3B. [CVADHELP-17339]
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VDA for Server OS
Keyboard

+ This fix addresses Russian keyboard mapping issues on Citrix Workspace app for HTML5, Mac,
and Linux clients. [CVADHELP-19012]

Printing
+ When using the Save Print Output As option to print to a file in a seamless session, the print
window might not display correctly. [CVADHELP-16614]

« When you add a policy to the generic universal printer, the default printer might change from
the main printer of the client to the generic Citrix Universal Printer. [CVADHELP-18157]

Session/Connection

« When you exit a session, the server might become unresponsive. The issue occurs when you
use Generic USB redirection. [CVADHELP-18204]

System Exceptions
+ VDAs might experience a fatal exception on wdica.sys and display a blue screen. [CVADHELP-
16055]
« Citrix Stack Control Service (SCService64.exe) might exit unexpectedly. [CVADHELP-18707]

« The VDAs might experience a fatal exception on icaussb.sys and display a blue screen with bug
check code, 0x3B. [CVADHELP-17339]

Cumulative Update 8 (CU8)

August 10, 2021

Release date: August 11, 2021

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 21
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About this release

XenApp and XenDesktop 7.15 LTSR Cumulative Update 8 (CU8) fixes more than 40 issues reported since
the release of 7.15 LTSR CU7.

7.15 LTSR (general information)

Issues fixed since XenApp and XenDesktop 7.15 LTSR CU7
Known issues in this release

Deprecation and removals

Citrix Product Subscription Advantage Eligibility Dates

Downloads

Download 7.15 LTSR CU8

Important:

This release has changes in how to install and upgrade StoreFront. In earlier releases, when you
clicked the Get Started tile in the full-product installer’s main page, the Core Components page
included StoreFront. You can select StoreFront and other core components to install on the same
machine.

As of this release, the Core Components page no longer contains a StoreFront check box. To
install or upgrade StoreFront, click Citrix StoreFront in the Extend Deployment panel on the
main page. This launches CitrixStoreFront-x64.exe from the installation media.

Inthe XenDesktopServerSetup.exe command,youcanno longer specify /components

storefront. If you do, the command fails. To install StoreFront from the command line,
run CitrixStoreFront-x64.exe,whichisavailableinthe Citrix Virtual Apps and Desktops
installation media’s x64 folder.

Important:

The Citrix License Administration Console reached end of life and end of support in License
Server 11.16.3.0 Build 30000. Use the Citrix Licensing Manager.

New deployments

How do | deploy CU8 from scratch?

You can set up a brand-new XenApp and XenDesktop environment based on CU8 - using the CU8
metainstaller. Before you do that, we recommend that you familiarize yourself with the product:
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XenApp and XenDesktop 7.15 LTSR

Peruse the XenApp and XenDesktop 7.15 LTSR (initial release) section and pay close attention to the
Technical Overview, Install and Configure, and Security sections before you start planning your de-
ployment. Ensure that your setup meets the system requirements for all components.

Existing deployments

What do | update?

CU8 provides updates to baseline components of the 7.15 LTSR. Remember: Citrix recommends that
you update all LTSR components of your deployment to CU8. For example: If Citrix Provisioning is part
of your LTSR deployment, update the Citrix Provisioning components to CU8. If Citrix Provisioning is
not part of your deployment, you do not need to install or update it.

XenApp and XenDesktop 7.15 LTSR CU8 baseline components

7.15 LTSR Baseline

Component Version Notes

VDA for Desktop OS 7.15.8000

VDA for Server OS 7.15.8000

Citrix Studio 7.15.8000

Citrix Director 7.15.8000

Delivery Controller 7.15.8000

Citrix Federated Authentication  7.15.8000

Service

Citrix Group Policy 3.1.8000

Management

Citrix Group Policy Client-Side ~ 3.1.8000

Extension

Linux VDA 7.15.6000 See the Linux VDA
documentation for supported
platforms

Profile Management 7.15.8000

Provisioning Services 7.15.39

Session Recording 7.15.8000 Premium Edition only

StoreFront 3.12.8000

Universal Print Server 7.15.8000
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XenApp and XenDesktop 7.15 LTSR

XenApp and XenDesktop 7.15 LTSR CU8 compatible components

The following components - at the versions given below - are compatible with LTSR environments.
They are not eligible for the LTSR benefits (extended lifecycle and fix-only cumulative updates). Citrix
might ask you to upgrade to a newer version of these components within your 7.15 LTSR environ-

ments.

7.15 LTSR CU8 Compatible Components and

Platforms Version
App Layering 2011
*Browser content redirection 15.19.2000
Citrix SCOM Management Pack for License Server 1.2

Citrix SCOM Management Pack for Provisioning ~ 1.19
Services

Citrix SCOM Management Pack for StoreFront 1.13

Citrix SCOM Management Pack for XenApp and 3.14
XenDesktop

HDX RealTime Optimization Pack 2.4.3000

License Server
Self-Service Password Reset

Workspace Environment Management

11.16.6.0 build 33000
1.1.20.0
2012

*Browser content redirection

Redirects the contents of a web browser to a client device, and creates a corresponding browser
embedded within Citrix Workspace app. This feature offloads network usage, page processing, and
graphics rendering to the endpoint. Doing so improves the user experience when browsing demand-
ing webpages, especially webpages that incorporate HTML5 or WebRTC. Only the viewport (the user’
s visible area of a webpage) is redirected to the endpoint.

Browser content redirection doesn’t redirect the user interface (the address bar, toolbar, and so forth)
of the browser on the VDA. For more information see Browser content redirection.

Compatible versions of Citrix Workspace app

All currently supported versions of Citrix Workspace app are compatible with theXenApp and Xendesk-
top 7.15 LTSR. For information about the lifecycle of Citrix Workspace app, see Lifecycle Milestones for
Citrix Workspace app & Citrix Receiver.
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XenApp and XenDesktop 7.15 LTSR

For your convenience, consider subscribing to the Citrix Workspace app RSS feed to receive a notifica-
tion when a new version of Citrix Workspace app becomes available.

XenApp and XenDesktop 7.15 LTSR notable exclusions

The following features, components, and platforms are not eligible for 7.15 LTSR lifecycle milestones
and benefits. Specifically, cumulative updates and extended lifecycle benefits are excluded. Updates
to excluded features and components are available through regular current releases.

Excluded Features

Framehawk

StoreFront Citrix Online Integration

Excluded Components

Personal vDisk: Excluded for Windows 10 machines; For Windows 7 machines, limited LTSR support
until January 14, 2020 (CU requirements apply)
AppDisks

Excluded Windows Platforms *

Windows 2008 32-bit (for Universal Print Server)

* Citrix reserves the right to update platform support based on third-party vendors’lifecycle mile-
stones.

Install and upgrade analytics

When you use the full-product installer to deploy or upgrade XenApp or XenDesktop components,
anonymous information about the installation process is gathered and stored on the machine where
you are installing or upgrading the component. This data is used to help Citrix improve its customers’
installation experiences. For more information, see Install and upgrade analytics.
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XenApp and XenDesktop 7.15 LTSR

XenApp 6.5 migration

The XenApp 6.5 migration process helps you more efficiently and quickly transition from a XenApp
6.5 farm to a Site running XenApp 7.15 LTSR CUS8. This is helpful in deployments that contain large
numbers of applications and Citrix group policies, lowering the risk of inadvertently introducing errors
when manually moving applications and Citrix group policies to the new XenApp Site.

After you install the XenApp 7.15 LTSR CU8 core components and create a Site, the migration process
follows this sequence:

+ Run the XenApp 7.15 CU8 installer on each XenApp 6.5 worker, which automatically upgrades it
to a new Virtual Delivery Agent for Server OS for use in the new Site.

« Run PowerShell export cmdlets on a XenApp 6.5 controller, which exports application and Citrix
policy settings to XML files.

+ Edit the XML files, if desired, to refine what you want to import to the new Site. By tailoring
the files, you can import policy and application settings into your XenApp 7.15 LTSR CU8 Site in
stages: some now and others later.

+ Run PowerShell import cmdlets on the new XenApp 7.15 CU8 Controller, which import settings
from the XML files to the new XenApp Site.

Reconfigure the new Site as needed, and then test it.

For more information, see Migrate XenApp 6.x.

Fixed issues

August 23,2021

Citrix Director

« Citrix Director might show incorrect user session count information. [CVADHELP-14849]

Citrix Policy

« The Policies> Assigned to tab mightincorrectly display Citrix policies you assign to one or more
delivery groups. For example, you assign a policy to two delivery groups and enable the assign-
ment for only one of them. When you navigate to the Assigned to tab, both delivery groups are
displayed. When you disable the policy, it becomes unassigned. But the Assigned to tab still
displays the policy as assigned. [CVADHELP-15233]
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+ When creating a policy in a Citrix Cloud environment and filter using the organizational unit for
domain A, the user in domain B might not have the ability to log on. The issue occurs when
accessing a published application or desktop. [[CVADHELP-17179]

Citrix Studio

« This fix provides enhanced security by allowing only approved StoreFront and Citrix Gateway
servers to communicate with the Delivery Controller. For more information, see Security keys.
[CVADHELP-15729]

+ Attempts to add or delete virtual machines from the existing catalogs might fail. [CVADHELP-
17316]

Delivery Controller

« This fix provides enhanced security by allowing only approved StoreFront and Citrix Gateway
servers to communicate with the Delivery Controller. For more information, see Security keys.
[CVADHELP-15729]

« When you delete machines or catalogs associated with an AWS hosting connection, EBS root
devices might not be automatically deleted. The issue occurs because the flag DeleteOnTermi-
nation on the base image changes from Strue to $false on disks created for those catalogs
during machine catalog creation. [CVADHELP-16096]

« The Citrix Broker Service (Brokerservice.exe) might become unresponsive and go offline.
[CVADHELP-16352]

« After upgrading XenApp and XenDesktop 7.15 CU6 to Citrix Virtual Apps and Desktops 1912 LTSR
CU2, issues might occur when updating the database. The issue occurs when the AdminAc-
countName/AdminUpn entries are longer than 64 characters. [CVADHELP-17379]

+ Attempts to update catalogs with names containing special characters, such as & and $, might
fail when the updated master image is not promoted to the VDAs. [CVADHELP-17686]

« With both multi-site aggregation functionality configured and the “SessionReconnection”prop-
erty set to SameEndPointOnly in the entitlement policy rule, a new session might be launched
instead of reconnecting to the active session. [CVADHELP-17692]

Linux Virtual Delivery Agent

Linux Virtual Delivery Agent 7.15 LTSR CU8 documentation provides specific information about the
updates in this release.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 27


https://docs.citrix.com/en-us/xenapp-and-xendesktop/7-15-ltsr/manage-deployment/security-keys.html
https://docs.citrix.com/en-us/xenapp-and-xendesktop/7-15-ltsr/manage-deployment/security-keys.html
https://docs.citrix.com/en-us/linux-virtual-delivery-agent/7-15-ltsr/whats-new/fixed-issues.html

XenApp and XenDesktop 7.15 LTSR

Profile Management
+ Windows user credentials might remain after being removed from the Credential Manager.
[CVADHELP-16083]

+ Folders created before enabling Delete excluded files or folders through the Logon Exclusion
Check policy but excluded by the Exclusion list —directories or Enable Default Exclusion list —
directories policy might not be deleted. [CVADHELP-16439]

+ New files created with the Large File Handling - Files to be created as symbolic links policy
setting, might not sync during logoff. [CVADHELP-16526]

« With Citrix Profile Management installed, redirected folders might be recreated under the local
user profile. [CVADHELP-16861]

« This fix addresses a security vulnerability in the Citrix Profile Management WMI plugin installer.
For more information, see Knowledge Center article CTX319750. [CVADHELP-17728]

« This fix addresses a security vulnerability in the Citrix Profile Management installer. For more
information, see Knowledge Center article CTX319750. [CVADHELP-17939]

Provisioning Services

Provisioning Services 7.15 LTSR CU8 documentation provides specific information about the updates
in this release.

StoreFront

This fix provides enhanced security by allowing only approved StoreFront and Citrix Gateway
servers to communicate with the Delivery Controller. For more information, see Security keys.
[CVADHELP-15729]

+ With socket pooling enabled, attempts to log on to StoreFront might fail with this error message:
Cannot Complete your Request
The issue occurs when there is a TCP dynamic port exhaustion.
[CVADHELP-16625]

+ With both multi-site aggregation functionality configured and the SessionReconnection prop-
erty set to SameEndPointOnly in the entitlement policy rule, a new session might be launched
instead of reconnecting to the active session. [CVADHELP-16698]

« After upgrading StoreFront from version 7.15 LTSR CU4, VDI desktops with the same host name
might appear in random order instead of serial order. [CVADHELP-16723]
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+ When you attempt to launch a user session using Citrix StoreFront services API, the parameters
passed to the launch request might be incorrect. [CVADHELP-16834]

Universal Print Server
Server

« The Universal Print Server (UPServer.exe) might exit unexpectedly. The issue occurs because of
the faulting module, prntvpt.dll. [CYVADHELP-12651]

User Profile Management VDA

« When you log on to a session, the user data might be deleted unexpectedly. The issue occurs
when you change the file server address from path1 to path2 in the Citrix folder redirection path
policy settings (for example, the Desktop path setting). But, path1 and path2 point to the same
physical location. To prevent this issue, enable the Microsoft group policy setting Verify old
and new Folder Redirection targets point to the same share before redirecting. For details,
see the Description part of the Citrix folder redirection path policy settings. [CVADHELP-12439]

VDA for Desktop OS
Printing
+ Attempting to print a PDF file from a session launched through Citrix Workspace app for Chrome

might fail. [CVADHELP-15318]

« When using a Remote PC Access VDA to print through Citrix Workspace app for Mac, the printer
settings might be ignored. [CVADHELP-15320]

« When you attempt to print a file using Citrix Universal Printer Driver (UPD), incorrect images
might appear in the printed file. The issue occurs when you upgrade a VDA from Version
7.15.5000 to Version 1912.1000 and enable heavyweight compression. [CVADHELP-15813]

Session/Connection
« When a session is recorded on Citrix Workspace app for Windows, movements of a mouse
pointer might not be recorded. The issue occurs with VDA Version 7.15.400. [CVADHELP-13300]

+ Whenyou attempt to switch to a window using the taskbar preview, opening that window might
take a long time. [CVADHELP-15422]
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« When using Generic IME for Microsoft Windows 10 20H2 with KB4586853 update, the application
might exit unexpectedly. [CVADHELP-16664]

« With this fix, you can now set different input methods for each application window available
under advanced keyboard settings. [CVADHELP-16731]

« When using certain third-party applications, a black screen might appear when the application
opens another window. [CVADHELP-16956]

System Exceptions

+ VDAs might experience a fatal exception on picadm.sys and display a blue screen with bug check
code 0x93 (INVALID_KERNEL_HANDLE). [CVADHELP-15326]

+ The Citrix Desktop Service (BrokerAgent.exe) might generate a large number of ID 1010 events
when using OU based Controller discovery through a direct access VPN tunnel. [CVADHELP-
16754]

+ The Citrix Desktop Service (BrokerAgent.exe) might experience an access violation and exit un-
expectedly. [CVADHELP-17055]

User Experience

+ A black patch might appear on the screen when using Explorer. The issue occurs when con-
nected to endpoints using certain AMD GPU models.

To enable the fix, set the following registry key:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Graphics
Name: MinTransientWidth

Type: DWORD

Value: 00000021

[CVADHELP-17057]

VDA for Server OS
Printing

+ Attemptingto print a PDF file from a session launched through Citrix Workspace app for Chrome
might fail. [CVADHELP-15318]
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« When using a Remote PC Access VDA to print through Citrix Workspace app for Mac, the printer
settings might be ignored. [CVADHELP-15320]

« When you attempt to print a file using Citrix Universal Printer Driver (UPD), incorrect images
might appear in the printed file. The issue occurs when you upgrade a VDA from Version
7.15.5000 to Version 1912.1000 and enable heavyweight compression. [CVADHELP-15813]

Session/Connection

« When a session is recorded on Citrix Workspace app for Windows, movements of a mouse
pointer might not be recorded. The issue occurs with VDA Version 7.15.400. [CVADHELP-13300]

+ When you attempt to launch a session through Citrix Workspace app for HTML5, the session
might run in windowed mode instead of full-screen mode. The issue occurs with VDAs running
on Windows Server 2012. [CVADHELP-14865]

+ Whenyou attempt to switch to a window using the taskbar preview, opening that window might
take a long time. [CVADHELP-15422]

« Awebcam might not be added to the registry. In a Citrix session, this might prevent other appli-
cations from recognizing the webcam.

Set the following registry key to allow users to tune the waiting time of WebcamArrivalEvent:

- On 32-bit systems:
HEKY_LOCAL_MACHINE\SOFTWARE\Citrix\HdxRealTime
Name: RetryNumToWaitWebcamArrival
Type: DWORD

Value: By default, the registry is absent. When the registry is absent or is not read, the
default value of 1000 will be used. This value indicates the default wait time length which
is 20 seconds. If the value is less than 1000, then the default value (1000) will be used.

- On 64-bit systems:
HEKY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\HdxRealTime
Name: RetryNumToWaitWebcamArrival
Type: DWORD

Value: By default, the registry is absent. When the registry is absent or is not read, the
default value of 1000 will be used. This value indicates the default wait time length which
is 20 seconds. If the value is less than 1000, then the default value (1000) will be used.

[CVADHELP-16318]
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« With this fix, you can now set different input methods for each application window available
under advanced keyboard settings. [CVADHELP-16731]

+ When using certain third-party applications, a black screen might appear when the application
opens another window. [CVADHELP-16956]

System Exceptions
+ VDAs might experience a fatal exception on picadm.sys and display a blue screen with bug check
code 0x93 (INVALID_KERNEL_HANDLE). [CVADHELP-15326]

+ The Citrix Desktop Service (BrokerAgent.exe) might generate a large number of ID 1010 events
when using OU based Controller discovery through a direct access VPN tunnel. [CVADHELP-
16754]

+ The Citrix Desktop Service (BrokerAgent.exe) might experience an access violation and exit un-
expectedly. [CVADHELP-17055]

User Experience

+ A black patch might appear on the screen when using Explorer. The issue occurs when con-
nected to endpoints using certain AMD GPU models.

To enable the fix, set the following registry key:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Graphics
Name: MinTransientWidth

Type: DWORD

Value: 00000021

[CVADHELP-17057]

Virtual Desktop Components —Other

+ App-V applications might take a long time to launch. [CVADHELP-16732]

Cumulative Update 7 (CU7)

June 21,2021

Release date: February 9, 2021
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About this release

XenApp and XenDesktop 7.15 LTSR Cumulative Update 7 (CU7) fixes more than 60 issues reported since
the release of 7.15 LTSR CU6.

7.15 LTSR (general information)

Issues fixed since XenApp and XenDesktop 7.15 LTSR CU6
Known issues in this release

Deprecation and removals

Citrix Product Subscription Advantage Eligibility Dates

Downloads

Download 7.15 LTSR CU7

Important:

This release has changes in how to install and upgrade StoreFront. In earlier releases, when you
clicked the Get Started tile in the full-product installer’s main page, the Core Components page
included StoreFront. You can select StoreFront and other core components to install on the same
machine.

As of this release, the Core Components page no longer contains a StoreFront check box. To
install or upgrade StoreFront, click Citrix StoreFront in the Extend Deployment panel on the
main page. This launches CitrixStoreFront-x64.exe from the installation media.

Inthe XenDesktopServerSetup.exe command,youcanno longer specify /components

storefront. If you do, the command fails. To install StoreFront from the command line,
run CitrixStoreFront-x64.exe,whichisavailableinthe Citrix Virtual Apps and Desktops
installation media’s x64 folder.

Important:

The Citrix License Administration Console reached end of life and end of support in License
Server 11.16.3.0 Build 30000. Use the Citrix Licensing Manager.

New deployments

How do I deploy CU7 from scratch?

You can set up a brand-new XenApp and XenDesktop environment based on CU7 - using the CU7
metainstaller. Before you do that, we recommend that you familiarize yourself with the product:
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XenApp and XenDesktop 7.15 LTSR

Peruse the XenApp and XenDesktop 7.15 LTSR (initial release) section and pay close attention to the
Technical Overview, Install and Configure, and Security sections before you start planning your de-
ployment. Ensure that your setup meets the system requirements for all components.

Existing deployments

What do | update?

CU7 provides updates to baseline components of the 7.15 LTSR. Remember: Citrix recommends that
you update all LTSR components of your deployment to CU7. For example: If Citrix Provisioning is part
of your LTSR deployment, update the Citrix Provisioning components to CU7. If Citrix Provisioning is
not part of your deployment, you do not need to install or update it.

XenApp and XenDesktop 7.15 LTSR CU7 baseline components

7.15 LTSR Baseline

Component Version Notes

VDA for Desktop OS 7.15.7000

VDA for Server OS 7.15.7000

Citrix Studio 7.15.7000

Citrix Director 7.15.7000

Delivery Controller 7.15.7000

Citrix Federated Authentication  7.15.7000

Service

Citrix Group Policy 3.1.7000

Management

Citrix Group Policy Client-Side ~ 3.1.7000

Extension

Linux VDA 7.15.6000 See the Linux VDA
documentation for supported
platforms

Profile Management 7.15.7000

Provisioning Services 7.15.33

Session Recording 7.15.7000 Premium Edition only

StoreFront 3.12.7000

Universal Print Server 7.15.7000
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XenApp and XenDesktop 7.15 LTSR CU7 compatible components

The following components - at the versions given below - are compatible with LTSR environments.
They are not eligible for the LTSR benefits (extended lifecycle and fix-only cumulative updates). Citrix
might ask you to upgrade to a newer version of these components within your 7.15 LTSR environ-

ments.

7.15 LTSR CU7 Compatible Components and

Platforms Version
App Layering 2011
*Browser content redirection 15.19.2000
Citrix SCOM Management Pack for License Server 1.2

Citrix SCOM Management Pack for Provisioning ~ 1.19
Services

Citrix SCOM Management Pack for StoreFront 1.13

Citrix SCOM Management Pack for XenApp and 3.14
XenDesktop

HDX RealTime Optimization Pack 2.4.3000

License Server
Self-Service Password Reset

Workspace Environment Management

11.16.6.0 build 33000
1.1.20.0
2012

*Browser content redirection

Redirects the contents of a web browser to a client device, and creates a corresponding browser
embedded within Citrix Workspace app. This feature offloads network usage, page processing, and
graphics rendering to the endpoint. Doing so improves the user experience when browsing demand-
ing webpages, especially webpages that incorporate HTML5 or WebRTC. Only the viewport (the user’
s visible area of a webpage) is redirected to the endpoint.

Browser content redirection doesn’t redirect the user interface (the address bar, toolbar, and so forth)
of the browser on the VDA. For more information see Browser content redirection.

Compatible versions of Citrix Workspace app

All currently supported versions of Citrix Workspace app are compatible with the XenApp and Xendesk-
top 7.15 LTSR. For information about the lifecycle of Citrix Workspace app, see Lifecycle Milestones for
Citrix Workspace app & Citrix Receiver.
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For your convenience, consider subscribing to the Citrix Workspace app RSS feed to receive a notifica-
tion when a new version of Citrix Workspace app becomes available.

XenApp and XenDesktop 7.15 LTSR notable exclusions

The following features, components, and platforms are not eligible for 7.15 LTSR lifecycle milestones
and benefits. Specifically, cumulative updates and extended lifecycle benefits are excluded. Updates
to excluded features and components are available through regular current releases.

Excluded Features

Framehawk

StoreFront Citrix Online Integration

Excluded Components

Personal vDisk: Excluded for Windows 10 machines; For Windows 7 machines, limited LTSR support
until January 14, 2020 (CU requirements apply)
AppDisks

Excluded Windows Platforms *

Windows 2008 32-bit (for Universal Print Server)

* Citrix reserves the right to update platform support based on third-party vendors’lifecycle mile-
stones.

Install and upgrade analytics

When you use the full-product installer to deploy or upgrade XenApp or XenDesktop components,
anonymous information about the installation process is gathered and stored on the machine where
you are installing or upgrading the component. This data is used to help Citrix improve its customers’
installation experiences. For more information, see Install and upgrade analytics.
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XenApp 6.5 migration

The XenApp 6.5 migration process helps you more efficiently and quickly transition from a XenApp
6.5 farm to a Site running XenApp 7.15 LTSR CU7. This is helpful in deployments that contain large
numbers of applications and Citrix group policies, lowering the risk of inadvertently introducing errors
when manually moving applications and Citrix group policies to the new XenApp Site.

After you install the XenApp 7.15 LTSR CU7 core components and create a Site, the migration process
follows this sequence:

+ Run the XenApp 7.15 CU7 installer on each XenApp 6.5 worker, which automatically upgrades it
to a new Virtual Delivery Agent for Server OS for use in the new Site.

« Run PowerShell export cmdlets on a XenApp 6.5 controller, which exports application and Citrix
policy settings to XML files.

+ Edit the XML files, if desired, to refine what you want to import to the new Site. By tailoring
the files, you can import policy and application settings into your XenApp 7.15 LTSR CU7 Site in
stages: some now and others later.

+ Run PowerShell import cmdlets on the new XenApp 7.15 CU7 Controller, which import settings
from the XML files to the new XenApp Site.

Reconfigure the new Site as needed, and then test it.

For more information, see Migrate XenApp 6.x.

Fixed issues

April 21, 2022

Citrix Director

« In scenarios with poor network connectivity, when you use Director in an environment contain-
ing large sites, the IIS worker process (w3wp.exe) might consume high memory. The Director
page stops loading. [CVADHELP-14959]

+ After uninstalling a VDA, the namespaces for Citrix Windows Management Instrumentation
(WMI) might remain. [CVADHELP-14965]

+ On the Historic Machine Utilization page, data in the Top 10 Processes table might not be
displayed. This message appears:

Process data collection is disabled on this machine. Enable process monitoring policy to
start collection.
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[CVADHELP-15893]

+ Onthe Director > Trends > Logon Performance > Export Report page, when you generate and
export a report, incorrect brokering time values might appear in the report. The issue occurs
with the German language report where . is replaced with ,. [CVADHELP-16097]

Citrix Policy

+ When you upgrade the Citrix Group Policy Engine from Version 1.7 to Version 7.15, the Printer
assignments policy under Citrix User Policies might not be displayed. [CVADHELP-15608]

Citrix Studio

+ While you are creating a hosting connection to Azure, attempts to create a service principal
might fail with an ADSTS700016 error. [CVADHELP-16219]

Delivery Controller

+ Some published applications might cause application enumeration to fail. The issue occurs
when a corrupted application icon is present in an .exe file. [CVADHELP-13133]

+ In a large Citrix Virtual Apps and Desktops environment, stored procedures for Monitor data-
base grooming might not work. The issue occurs when the size of the Monitor database is large.
[CVADHELP-13287]

+ Delivery Controllers might receive the following Local Host Cache Error 505 in the event log:
Unknown Error. [CVADHELP-14428]

+ After a VDA reports a full load due to high memory usage, the load index value might remain at
10,000 even if the memory usage drops to a low level. [CVADHELP-14563]

+ Attempts to create a Machine Creation Services (MCS) catalog in Azure using PowerShell might
fail with this error message:

Could not locate item with path=Citrix.AzureRmPlugin.InventoryltemPath.

The issue occurs when you use Shared Azure subscriptions in conjunction with narrow scope
service principals. [CVADHELP-14640]

« When you log on to a new session using Citrix Director, the logon might not appear on the Aver-
age Logon Duration graph available on the Logon Performance tab under Trends. However,
the logon appears in the Logon Duration by User Session form. [CVADHELP-14740]
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vSAN storage policies might not be applied on avirtual machine created using Machine Creation
Services (MCS). The issue occurs when the version of a disk attached to the machineis incorrect.
[CVADHELP-14935]

+ When you select Machine Catalogs in the Studio navigation pane, Studio might fail to display
the list of catalogs. This error message appears:

You cannot see any catalogs.

The issue occurs because Studio cannot retrieve the list of objects by using the Get-
ProvSchemeMasterVMImageHistory PowerShell command. [CVADHELP-15211]

Attempts to create a Machine Creation Services (MCS) catalog using VMware vSphere 7.0 might
fail. [CVADHELP-15237]

This fix addresses performance issues you might experience with Delivery Controller (XML ser-
vice) in slow active directory environments.

To enable the fix, set the following registry key:
HKEY_LOCAL_MACHINE\Software\Citrix\DesktopServer

Or
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\DesktopServer
Name: DisableGetPasswordExpirylnfo

Type: DWORD

Value: 1

[CVADHELP-15536]

« This fix provides Microsoft System Center Virtual Machine Manager (SCYMM) 2019 support for
Machine Creation Services (MCS). [CVADHELP-15779]

Metainstaller

« When installing a VDA, additional components such as Personal vDisk might be installed even
though you did not select them in the GUI. [CYADHELP-15572]

+ When upgrading a VDA, you cannot disable the Optimize performance feature on the Features
page. Also, you cannot enable other features on that page. [CVADHELP-14560]

Profile Management

+ With the Profile streaming policy enabled in Profile Management, attempts to download a file
in Internet Explorer 11 might fail. [CVADHELP-12970]
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« When you navigate to Control Panel > System and Security > System > Change settings >
Advanced > User Profiles > Settings, the profile for the logged-in user shows a question mark
for the Size field. The other user profiles show the correct sizes. [CVADHELP-13993]

+ Whenyou add Appdata\local\temp to the Exclusion list - directories, Profile Management does
not create the Appdata\local\temp folder in the user profile and runtime errors occur for some
applications such as Microsoft Outlook. The issue occurs during second or subsequent logons
with the Delete locally cached profiles on logoff policy enabled. [CVADHELP-14054]

+ Profile Management does not synchronize the subkeys of a registry key present in the Registry
inclusion list. For example, when you add Software\Citrix to the Registry inclusion list, only
HKEY_CURRENT_USER\SOFTWARE\Citrix is saved in the user store. The subkeys are not stored.
[CVADHELP-14815]

« When a folder on the Folders to Mirror list is not present in the user store during logons, the
local user profile is deleted. [CVADHELP-15248]

« With Desktop added to the Exclusion list —directories policy, an error might occur when users
attempt to save changes in a published application or desktop. [CVADHELP-15792]

Provisioning Services

Provisioning Services 7.15 LTSR CU7 provides specific information about the updates in this release.

StoreFront

+ On iPadOS 13 or later, StoreFront webpages might freeze when users attempt to log on. The
issue occurs when the Enable classic experience policy is enabled for your StoreFront deploy-
ment. [CVADHELP-14905]

« When a custom config file is present in the store folder, the custom file might replace the con-
tent of the web.config file in the store folder. The issue occurs when you upgrade StoreFront.
[CVADHELP-13485]

VDA for Desktop OS
Session/Connection

« When several USB devices are redirected to a session, one of them might not work correctly.
[CVADHELP-12516]

+ The default audio device in a session might not be the same as the default one on a user device.
In the session, the first device on the audio device list becomes the default. [CVADHELP-13324]
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+ In a site where XenApp and XenDesktop Version 7.15 LTSR Cumulative Update 4 runs on Mi-
crosoft Windows Server 2016, when you attempt to launch a published application, the applica-
tion session might become unresponsive. This error message appears:

Please wait for Local Session Manager
[CVADHELP-13967]

« If SAS netification is enabled, a user with multiple monitors connecting to an existing session
at the console might find the monitor layout is not restored correctly. For example, if the right
monitor is 1 and selected as the main monitor and the left monitor is 2, the user might find the
positions swapped when reconnecting. This issue affects only RemotePC users with a physical
desktop. This is due to incompatibility between two features.

To enable the fix, set the following registry key:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Graphics
Name: UseSDCForLocalModes

Type: DWORD

Value: 1

[CVADHELP-14249]

VDAs might unregister intermittently when IPv6 is enabled. [CVADHELP-14847]

This fix provides a timer to send a small datagram over a UDP connection to keep the connection

alive between the host and the client.

To enable the fix, set the registry key as follows:

- For 32-bit systems
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Audio
Name: KeepAliveTimer
Type: DWORD

Value: Indicates the wait time interval (in seconds) between keep-alive messages. If left
empty or set to 0, no keep-alive packets are sent and the keep-alive feature does not work.
The recommended value is 15.

- For 64-bit systems
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Audio
Name: KeepAliveTimer

Type: DWORD
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Value: Indicates the wait time interval (in seconds) between keep-alive messages. If left
empty or set to 0, no keep-alive packets are sent and the keep-alive feature does not work.
The recommended value is 15.

[CVADHELP-15122]

« With the CtxUvi Hooking driver disabled, event logs might not be generated. The issue occurs
when available system resources are low. [CVADHELP-15241]

« This fix provides support to a new feature that lets you configure multiple forest deployments
without enabling NTLM authentication on VDAs. However, the previous feature for enabling
NTLM authentication is reserved for other deployments without trusts. A registry entry named
SupportMultipleForestDdcLookup is added to avoid unwanted enabling of NTLM authentica-
tion on VDAs. (NTLM is less secure than Kerberos.) You can use SupportMultipleForestDd-
cLookup instead of the SupportMultipleForest entry. You can continue to use SupportMul-
tipleForest for backward compatibility. The SupportMultipleForestDdcLookup registry key
determines how VDAs perform delivery controller lookups. For more information, see Deploy
in a multiple Active Directory forest environment. [CVADHELP-15467]

« When a VDA attempts to register with a Delivery Controller, the broker agent performs an initial
DNS lookup in the local domain. This lookup ensures that the Delivery Controller is reachable.
When the DNS lookup fails, the broker agent falls back to performing top-down queries in Ac-
tive Directory, repeatedly performing searches in all domains. If the address of the Delivery
Controllerisinvalid (for example, the administrator typed the FQDN incorrectly when installing
the VDA), the query operations can cause DDoS-like results on the domain controller. For more
information, see Controller search during VDA registration. [CVADHELP-15484]

+ With the time zone policy set to Use server time zone, the client-side time zone might still get
redirected on a VDA through a user session. [CVADHELP-15628]

+ With the legacy graphics mode policy enabled, a gray screen might appear when you launch a
session. This issue occurs with VDA version 7.15.6000. [CVADHELP-15841]

+ On Server VDI VDAs, the power button on the Start menu might not offer the Disconnect option.
[CVADHELP-16595]

System Exceptions

+ After you upgrade a VDA from Version 7.15 Cumulative Update 5 to Cumulative Update 6
or Version 2003, the Group Policy engine (CseEngine.exe) service might exit unexpectedly.
[CVADHELP-14515]

« The Citrix Audio Redirection ServiceA (CtxAudioSvc) might exit unexpectedly with an Event ID
1000 and an exception code 0x0c0000005. The issue occurs because of the faulting module,
CtxVorbisDmo64.dll. [CVADHELP-14898]
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VDAs might experience a fatal exception on picadm.sys and display a blue screen with bug check
code APC_INDEX_MISMATCH (1). The issue occurs when you attempt to access a mapped client
drive. [CVADHELP-15003]

VDAs might experience a fatal exception on tdica.sys and display a blue screen with bug check
code 0x1000007e. The issue occurs when you launch a session through Citrix Workspace app
for HTML5. [CVADHELP-15220]

VDAs might experience a fatal exception on picadm.sys and display a blue screen with bug check
code 0x93 (INVALID_KERNEL_HANDLE). [CVADHELP-15326]

When you attempt to view embedded Windows Media files from a web application, Internet
Explorer might exit unexpectedly. The issue occurs because of the faulting module, HostMM-
Transport.dll. [CVADHELP-15598]

VDA for Server OS

Session/Connection

When several USB devices are redirected to a session, one of them might not work correctly.
[CVADHELP-12516]

In a site where XenApp and XenDesktop Version 7.15 LTSR Cumulative Update 4 runs on Mi-
crosoft Windows Server 2016, when you attempt to launch a published application, the applica-
tion session might become unresponsive. This error message appears:

Please wait for Local Session Manager
[CVADHELP-13967]

With the Allow the audio sandbox to run policy enabled, audio might not work in Google
Chrome you open through Citrix Virtual Apps and Desktops. [CVADHELP-14784]

License statistics might not be consistent among sites. For example, there can be an apparent
discrepancy between licenses consumed by Citrix Concurrent User (CCU) and licenses assigned
to unique users for multiple sites. [CVADHELP-14950]

This fix provides a timer to send a small datagram over a UDP connection to keep the connection
alive between the host and the client.

To enable the fix, set the registry key as follows:
- For 32-bit systems
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Audio

Name: KeepAliveTimer

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 43



XenApp and XenDesktop 7.15 LTSR

Type: DWORD

Value: Indicates the wait time interval (in seconds) between keep-alive messages. If left
empty or set to 0, no keep-alive packets are sent and the keep-alive feature does not work.
The recommended value is 15.

- For 64-bit systems
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Audio
Name: KeepAliveTimer
Type: DWORD

Value: Indicates the wait time interval (in seconds) between keep-alive messages. If left
empty or set to 0, no keep-alive packets are sent and the keep-alive feature does not work.
The recommended value is 15.

[CVADHELP-15122]

+ With the CtxUvi Hooking driver disabled, event logs might not be generated. The issue occurs
when available system resources are low. [CVADHELP-15241]

+ Microsoft Teams might fail to load in optimized mode when a clock drift is created. This drift
translates into an invalid or expired Citrix certificate. As a workaround, change the HTML5
Video Redirection Service (txHdxWebSocketService) startup type to Automatic (Delayed Start)
instead of the default Automatic. [CVADHELP-15298]

« This fix provides support to a new feature that lets you configure multiple forest deployments
without enabling NTLM authentication on VDAs. However, the previous feature for enabling
NTLM authentication is reserved for other deployments without trusts. A registry entry named
SupportMultipleForestDdcLookup is added to avoid unwanted enabling of NTLM authentica-
tion on VDAs. (NTLM is less secure than Kerberos.) You can use SupportMultipleForestDd-
cLookup instead of the SupportMultipleForest entry. You can continue to use SupportMul-
tipleForest for backward compatibility. The SupportMultipleForestDdcLookup registry key
determines how VDAs perform delivery controller lookups. For more information, see Deploy
in a multiple Active Directory forest environment. [CVADHELP-15467]

+ When a VDA attempts to register with a Delivery Controller, the broker agent performs an initial
DNS lookup in the local domain. This lookup ensures that the Delivery Controller is reachable.
When the DNS lookup fails, the broker agent falls back to performing top-down queries in Active
Directory, repeatedly performing searches in all domains. If the address of the Delivery Con-
trolleris invalid (for example, the administrator typed the FQDN incorrectly when installing the
VDA), the query operations can cause DDoS-like results on the domain controller. [CVADHELP-
15484]
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+ Aninvalid XenApp session on a VDA for Server OS might start when disconnecting and reconnect-
ing a remote desktop session. The invalid session remains until you restart the VDA. [CVADHELP-
16453]

System Exceptions

+ The Service Host (svchost.exe) process that hosts the Windows audio service might exit unex-
pectedly within a user session. The issue occurs because of a memory leak. [CVADHELP-13687]

« VDAs might experience a fatal exception on picadm.sys and display a blue screen with bug check
code APC_INDEX_MISMATCH (1). The issue occurs when you attempt to access a mapped client
drive. [CVADHELP-15003]

+ VDAs might experience a fatal exception on tdica.sys and display a blue screen with bug check
code 0x1000007e. The issue occurs when you launch a session through Citrix Workspace app
for HTML5. [CVADHELP-15220]

+ VDAs might experience a fatal exception on picadm.sys and display a blue screen with bug check
code 0x93 (INVALID_KERNEL_HANDLE). [CVADHELP-15326]

« When you attempt to view embedded Windows Media files from a web application, Internet
Explorer might exit unexpectedly. The issue occurs because of the faulting module, HostMM-
Transport.dll. [CVADHELP-15598]

« When you attempt to reconnect to a multiport-enabled TCP session launched from Citrix Work-
space app for Linux, the VDA might exit unexpectedly. [CVADHELP-15674]

Virtual Desktop Components —Other

« When you launch an App-V application from a VDA hosting many App-V applications, the VDA
might deregister. The issue occurs when the time it takes to process associated policy files is
long. [CVADHELP-12592]

« This fix addresses a security vulnerability in an underlying component. For more information,
see Knowledge Center article CTX285059. [CVADHELP-14755]

Cumulative Update 6 (CU6)

June 21,2021

Release date: June 30,2020
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About this release

XenApp and XenDesktop 7.15 LTSR Cumulative Update 6 (CU6) fixes more than 94 issues reported since
the release of 7.15 LTSR CU5.

7.15 LTSR (general information)

Issues fixed since XenApp and XenDesktop 7.15 LTSR CU5
Known issues in this release

Deprecation and removals

Citrix Product Subscription Advantage Eligibility Dates

Downloads

Download 7.15 LTSR CU6

Important:

This release has changes in how to install and upgrade StoreFront. In earlier releases, when you
clicked the Get Started tile in the full-product installer’s main page, the Core Components page
included StoreFront. You can select StoreFront and other core components to install on the same
machine.

As of this release, the Core Components page no longer contains a StoreFront check box. To
install or upgrade StoreFront, click Citrix StoreFront in the Extend Deployment panel on the
main page. This launches CitrixStoreFront-x64.exe from the installation media.

Inthe XenDesktopServerSetup.exe command,youcanno longer specify /components

storefront. If you do, the command fails. To install StoreFront from the command line,
run CitrixStoreFront-x64.exe,whichisavailableinthe Citrix Virtual Apps and Desktops
installation media’s x64 folder.

Important:

The Citrix License Administration Console reached end of life and end of support in License
Server 11.16.3.0 Build 30000. Use the Citrix Licensing Manager.

New deployments

How do | deploy CU6 from scratch?

You can set up a brand-new XenApp and XenDesktop environment based on CU6 - using the CU6
metainstaller. Before you do that, we recommend that you familiarize yourself with the product:
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Peruse the XenApp and XenDesktop 7.15 LTSR (initial release) section and pay close attention to the
Technical Overview, Install and Configure, and Security sections before you start planning your de-
ployment. Ensure that your setup meets the system requirements for all components.

Existing deployments

What do | update?

CUG6 provides updates to baseline components of the 7.15 LTSR. Remember: Citrix recommends that
you update all LTSR components of your deployment to CU6. For example: If Provisioning Services is
part of your LTSR deployment, update the Provisioning Services components to CU6. If Provisioning
Services is not part of your deployment, you do not need to install or update it.

XenApp and XenDesktop 7.15 LTSR CU6 baseline components

7.15 LTSR Baseline

Component Version Notes

VDA for Desktop OS 7.15.6000

VDA for Server OS 7.15.6000

Citrix Studio 7.15.6000

Citrix Director 7.15.6000

Delivery Controller 7.15.6000

Citrix Federated Authentication  7.15.6000

Service

Citrix Group Policy 3.1.6000

Management

Citrix Group Policy Client-Side  3.1.6000

Extension

Linux VDA 7.15.5000 See the Linux VDA
documentation for supported
platforms

Profile Management 7.15.6000

Provisioning Services 7.15.27

Session Recording 7.15.6000 Premium Edition only

StoreFront 3.12.6000

Universal Print Server 7.15.6000
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XenApp and XenDesktop 7.15 LTSR CU6 compatible components

The following components - at the versions given below - are compatible with LTSR environments.
They are not eligible for the LTSR benefits (extended lifecycle and fix-only cumulative updates). Citrix
might ask you to upgrade to a newer version of these components within your 7.15 LTSR environ-
ments.

7.15 LTSR CU6 Compatible Components and

Platforms Version
App Layering 1903
*Browser content redirection 15.15

Citrix SCOM Management Pack for License Server 1.2

Citrix SCOM Management Pack for Provisioning ~ 1.19

Services

Citrix SCOM Management Pack for StoreFront 1.13

Citrix SCOM Management Pack for XenApp and 3.14

XenDesktop

HDX RealTime Optimization Pack 2.4.3000

License Server 11.16.6.0 build 31000
Self-Service Password Reset 1.1.20.0

Workspace Environment Management 1906.0.1.1

*Browser content redirection

Redirects the contents of a web browser to a client device, and creates a corresponding browser
embedded within Citrix Workspace app. This feature offloads network usage, page processing, and
graphics rendering to the endpoint. Doing so improves the user experience when browsing demand-
ing webpages, especially webpages that incorporate HTML5 or WebRTC. Only the viewport (the user’
s visible area of a webpage) is redirected to the endpoint.

Browser content redirection doesn’t redirect the user interface (the address bar, toolbar, and so forth)
of the browser on the VDA. For more information see Browser content redirection.

Compatible versions of Citrix Workspace app

All currently supported versions of Citrix Workspace app are compatible with the XenApp and Xendesk-
top 7.15 LTSR. For information about the lifecycle of Citrix Workspace app, see Lifecycle Milestones for
Citrix Workspace app & Citrix Receiver.
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For your convenience, consider subscribing to the Citrix Workspace app RSS feed to receive a notifica-
tion when a new version of Citrix Workspace app becomes available.

XenApp and XenDesktop 7.15 LTSR notable exclusions

The following features, components, and platforms are not eligible for 7.15 LTSR lifecycle milestones
and benefits. Specifically, cumulative updates and extended lifecycle benefits are excluded. Updates
to excluded features and components are available through regular current releases.

Excluded Features

Framehawk

StoreFront Citrix Online Integration

Excluded Components

Personal vDisk: Excluded for Windows 10 machines; For Windows 7 machines, limited LTSR support
until January 14, 2020 (CU requirements apply)
AppDisks

Excluded Windows Platforms *

Windows 2008 32-bit (for Universal Print Server)

* Citrix reserves the right to update platform support based on third-party vendors’lifecycle mile-
stones.

Install and upgrade analytics

When you use the full-product installer to deploy or upgrade XenApp or XenDesktop components,
anonymous information about the installation process is gathered and stored on the machine where
you are installing or upgrading the component. This data is used to help Citrix improve its customers’
installation experiences. For more information, see Install and upgrade analytics.
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XenApp 6.5 migration

The XenApp 6.5 migration process helps you more efficiently and quickly transition from a XenApp
6.5 farm to a Site running XenApp 7.15 LTSR CU6. This is helpful in deployments that contain large
numbers of applications and Citrix group policies, lowering the risk of inadvertently introducing errors
when manually moving applications and Citrix group policies to the new XenApp Site.

After you install the XenApp 7.15 LTSR CU6 core components and create a Site, the migration process
follows this sequence:

+ Run the XenApp 7.15 CU6 installer on each XenApp 6.5 worker, which automatically upgrades it
to a new Virtual Delivery Agent for Server OS for use in the new Site.

« Run PowerShell export cmdlets on a XenApp 6.5 controller, which exports application and Citrix
policy settings to XML files.

+ Edit the XML files, if desired, to refine what you want to import to the new Site. By tailoring
the files, you can import policy and application settings into your XenApp 7.15 LTSR CU6 Site in
stages: some now and others later.

+ Run PowerShell import cmdlets on the new XenApp 7.15 CU6 Controller, which import settings
from the XML files to the new XenApp Site.

Reconfigure the new Site as needed, and then test it.

For more information, see Migrate XenApp 6.x.

Fixed issues

March 11,2021

Citrix Director

+ Whenyou logon to Citrix Director for the first time after you restart Internet Information Services
(11S), the following error message might appear on the Trends page:

No details are available.
[CVADHELP-12426]
+ Attempts to send messages to multiple users might fail with the following error message:

Message cannot be sent. Unexpected server error. View Director server event logs for
further information.

[CVADHELP-12601]
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« When Citrix Director attempts to set up an email configuration using an SMTP server, this error
message might appear:

Invalid Email Server
[CVADHELP-14449]

« When you attempt to configure an email server on a standalone server using Citrix Director, this
error message might appear:

Invalid Email Server.

The issue occurs when you configure the email server for alerts and notifications. [CVADHELP-
14648]

Citrix Policy

+ Servers might disconnect and become unresponsive unless you restart the Group Policy engine
(CseEngine.exe) service. [CVADHELP-12987]

Citrix Studio

Attempts to launch an App-V application might fail with the following error message:
Cannot start
The issue occurs when large App-V packages are not fully streamed to VDAs. [CVADHELP-12889]

« When you upgrade Citrix Studio from Version 7.6 to Version 7.15, the time it takes to open some
wizards (such as Machine Catalog and Delivery Group) might increase. [CVADHELP-13267]

+ When you add App-V packages to Citrix Studio, some packages might show defaulticons instead
of customized icons. [CVADHELP-13338]

+ When you attempt to add devices from PVS collection to a catalog in Citrix Studio, all target
devices might be listed including machines that already exist in the catalog. [CVADHELP-13403]

+ Whenyou attempt to change the executable path or the icon location of an existing app assigned
to an Application Group, the following error message might appear:

Unable to browse machines in the Delivery Group. Do you want to browse on the local
machine?

[CVADHELP-14199]

+ When you run Studio as a published app, Studio might become unresponsive. [CVADHELP-
14207]
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Delivery Controller

+ Attempts to send messages to many users through Citrix Director might fail. This error message
appears:

Message Cannot be sent. Data source unresponsive or reported an error.
The fix intends to minimize the occurrence of this issue.
[CVADHELP-12066]

« When you attempt to view custom reports for application instances from Citrix Director, some
fields might display null values instead of application end times. [CVADHELP-12733]

+ Application enumeration might cause a significantincrease in CPU usage on the SQL server host-
ing the site database. [CVADHELP-13043]

«+ Attempts to groom resource utilization data from a table in the Monitoring database might fail
with an execution timeout. [CVADHELP-13075]

+ With the Remote PC Access Wake on LAN feature enabled in a machine catalog, Local Host
Cache might stop synchronizing data. The issue occurs when you use Microsoft System Center
Configuration Manager (SCCM) as a hosting connection. [CVADHELP-13122]

« Avirtual machine where a user session is running might shut down unexpectedly. The issue
occurs when the Automatic Client Reconnection feature fails to trigger a Delete power action
that is pending in the database. [CVADHELP-13165]

« After daylight saving time ended for the year 2019 and with the restart schedule configured, an
unexpected scheduled restart occurred only for the Delivery Group. [CVADHELP-13486]

+ When you add administrators of other domains to Citrix Studio, Studio might display the follow-
ing error message:

Error: Failed to validate the Central Configuration Service Location.

You do not have sufficient permissions to administer the Site using Studio, or there is a
problem with the Delegated Administration service.

The issue occurs if a domain controller in any one of the domains is unreachable. [CVADHELP-
13651]

+ When you generate a License Server report using the udadmin command, the report might
show that the licenses are issued to the same device multiple times. The issue occurs when
different devices with the correct hardware IDs are updated against duplicate names. The issue
does not impact the license consumption, but only the report. [CVADHELP-13763]

+ Local Host Cache (LHC) files might disappear after download starts. As a result, the old files
remain or LHC files fail to appear in the location C:\Windows\ServiceProfiles\NetworkService.
[CVADHELP-13980]
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+ Attempts to import synchronized configurations to the Local Host Cache database might repeat-
edly fail with an Error 505. [CVADHELP-14237]

+ After you upgrade XenApp and XenDesktop 7.15 Cumulative Update 1 to Cumulative Update 3,
attempts to import Local Host Cache (LHC) might fail with an Error 505. [CVADHELP-14429]

Federated Authentication Service

« The GUI does not support multiple certificate authority (CA) servers. [CVADHELP-11919]

Linux Virtual Delivery Agent

Linux Virtual Delivery Agent 7.15 LTSR CU6 documentation provides specific information about the
updates in this release.

Profile Management

Attempts to create a user profile on Microsoft Windows 10 Version 2004 might fail. [CVADHELP-
14235]

« When you log on to a session using a temporary profile, an empty user profile folder might be
created under C:\Users. Profile Management deletes the temporary profile on logoff, leaving
behind the empty user profile folder. [CVADHELP-14297]

+ With the AppData(Roaming) folder redirection policy enabled, some tiles might disappear from
the Start menu. The issue occurs when you log on to a Windows Server 2016 or 2019 machine
running Citrix Virtual Apps and Desktops 1912 or earlier. [CVADHELP-14336]

+ With the Logon Exclusion Check policy enabled, Profile Management might fail to synchronize
files under an excluded folder. Instead, Profile Management might delete or ignore the files on
logon. The issue occurs with files that match paths containing wildcards in the List of files to
synchronize policy. [CVADHELP-14347]

Provisioning Services

Provisioning Services 7.15 LTSR CU6 provides specific information about the updates in this release.

StoreFront

+ When StoreFrontVersion 3.12 Cumulative Update 3 is configured using SAML authentication and
a complex AD architecture containing multiple domains, the Federated Authentication Service
(FAS) might fail to launch an application. This error message appears:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 53


https://docs.citrix.com/en-us/linux-virtual-delivery-agent/7-15-ltsr/whats-new/fixed-issues.html
https://docs.citrix.com/en-us/provisioning/7-15/whats-new/fixed-issues.html#provisioning-services-715-cu6-71527

XenApp and XenDesktop 7.15 LTSR

Cannot Start App.
The issue occurs with FAS enabled on a Store.
[CVADHELP-12865]

« If you configure the StoreFront management console with SAML authentication and enter the
IdP URL (for PinglD) in the address field, those changes might not be saved. This error message
appears:

Error received: An error occurred while saving changes
[CVADHELP-13373]

« Security Assertion Markup Language (SAML) authentication might fail when you use a third-
party application as an Identity Provider (IdP).

The following error message appears:
There was a failure with the mapped account.
[CVADHELP-13396]

+ When a custom config file is present in the store folder, the custom file might replace the con-
tent of the web.config file in the store folder. The issue occurs when you upgrade StoreFront.
[CVADHELP-13485]

« This fix addresses a security vulnerability in an underlying component. [CVADHELP-13602]

+ Upgrades that include 2.6, 3.0.1, 3.5, 3.8 in their upgrade history to 3.12 CU* and above may fail
if the Citrix StoreFront Protocol Transition service s in Stopped state. [CVADHELP-13626]

« When you log on to StoreFront, application enumeration might take a long time to complete.
The issue occurs if you type your user name in domain\username format and user authentica-
tion is delegated to Delivery Controllers. [CVADHELP-13891]

« In the StoreFront console, attempts to add domain names that contain an underscore (_) to a
trusted domain list might fail. [CVADHELP-14213]

« This fix addresses a security vulnerability in an underlying component. For more information,
see Knowledge Center article CTX277455. [LCM-7272]

« When you install a Delivery Controller, StoreFront might not be installed by default. To install it,
use the Citrix StoreFront option from the Citrix Virtual Apps and Desktops metainstaller. [LCM-
7335]
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Universal Print Server
Client

+ Due to an access violation, the Universal Print Server (UPServer.exe) might exit unexpectedly.
[CVADHELP-10627]

The Print Spooler service (spoolsv.exe) might enter a deadlock. As a result, the documents fail
to print and Microsoft Office applications do not launch. [CVADHELP-13315]

+ When you attempt to launch an application, the Citrix Print Manager Service (CpSvc.exe) might
exit unexpectedly. [CVADHELP-13945]

The Print Spooler service might exit unexpectedly. [CVADHELP-13954]

Server
+ Due to an access violation, the Universal Print Server (UPServer.exe) might exit unexpectedly.
[CVADHELP-10627]

+ The Universal Print Server (UPServer.exe) might exit unexpectedly. The issue occurs because of
the faulting module, prntvpt.dll. [CVADHELP-12651]

VDA for Desktop OS
Keyboard

+ With the Citrix generic client Input Method Editor (IME) feature enabled, an application might
exit unexpectedly when you use the Chinese client IME to input special characters and numbers
in the application. The issue occurs in desktop and app sessions running on Microsoft Windows
10 Version 1809 and Windows Server 2019. [CVADHELP-13961]

Installing, Uninstalling, Upgrading
« When you upgrade a VDA, the MaxVideoMemoryBytes registry key might revert to the default
value. [CVADHELP-13629]

+ When upgrading a VDA, you cannot disable the Optimize performance feature on the Features
page. Also, you cannot enable other features on that page. [CVADHELP-14560]
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Printing
+ After you upgrade a VDA to Version 7.15 Cumulative Update 4, the Citrix Print Manager Service
(CpSvc.exe) might exit unexpectedly. [CVADHELP-12888]

« When you attempt to launch an application, the Citrix Print Manager Service (CpSvc.exe) might
exit unexpectedly. [CVADHELP-13945]

Session/Connection

« When you start a dedicated desktop session, a logon failure might occur and the logoff process
might get stuck. Citrix Studio shows the session as connected, but you cannot log off until you
manually restart the machine. [CVADHELP-10931]

+ When the Windows Media Player moves from the current track to the next track in the playlist,
audio might not play at the beginning of the next track. The issue occurs if Windows Media
redirection is enabled. [CVADHELP-11639]

« When audio devices are added to a user session, you cannot hear sounds from any of the devices
except the sounds of Skype for Business. This error message appears:

Error - no more device slots available - failed to add the device.

The issue occurs when more than eight playback or record devices are attached to an endpoint.
[CVADHELP-12760]

+ Session roaming might not work on a VDA. The issue occurs with Dell Wyse thin client devices.
[CVADHELP-13003]

+ When you reconnect to an active session on another machine, redirected printers and client
drives might be missing. Theissue occurs when you move from one machine to another without
locking or disconnecting the active user session. [CVADHELP-13035]

« If you click the Cancel button when an application is capturing a video using a webcam, the ap-
plication might become unresponsive. The issue occurs because of the faulting module, MFDe-
viceSource.dll. [CVADHELP-13062]

+ Reading data from a client drive might take a long time after you change the value of the follow-
ing registry key to 1 on a VDA:

To enable it, add the following registry key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\Wds\icawd
Name: PacketintegrityChecks

Type: DWORD

Value: 1
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[CVADHELP-13063]

« When a session is recorded on Citrix Workspace app for Windows, movements of a mouse
pointer might not be recorded. The issue occurs with VDA Version 7.15.400. [CVADHELP-13300]

+ Attempts to launch a session on a VDA might fail when you use some third-party vulnerability
scanners. [CVADHELP-13306]

+ AVDA might become unresponsive after restart. The issue occurs when security software such
as Symantec SEP enforces security scans. [CVADHELP-13832]

+ Some portions of an application window might become transparent, causing the application
to run in the background instead of in the foreground. The issue occurs in seamless mode.
[CVADHELP-13903]

« In a multi-monitor environment, applications might not display consistently on the same mon-
itor. The issue occurs when you move to a new workstation. [CVADHELP-13657]

Smart cards

« After you configure smart card authentication on Windows 10, smart card pass-through authen-
tication might fail if you launch a desktop in a user session. The issue occurs when you launch
a desktop from a thin client. [CVADHELP-11757]

System Exceptions

+ USB redirection can cause VDAs to experience a fatal exception, displaying a blue screen with
bug check code SYSTEM_THREAD_EXCEPTION_NOT_HANDLED (7e). Also, global lock for USB
redirection might not be released, thus blocking other redirections. [CVADHELP-9237]

« VDAs might experience a fatal exception on ctxdvcs.sys and display a blue screen. [CVADHELP-
13000]

+ VDAs might experience a fatal exception on ctxdvcs.sys and display a blue screen with bug check
code 0xc0000409. [CVADHELP-13102]

+ An application that uses the Electron framework might exit unexpectedly with the following
error message:

{EXCEPTION} Illegal Instruction An attempt was made to execute an illegal instruction.

[CVADHELP-13440]
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User Interface

+ The Devices tab might be missing from the Citrix Workspace —Preferences window (Desktop
Viewer toolbar > Preferences). The issue occurs with a VDI desktop that runs on Microsoft
Windows Server through a Server VDI switch. [CVADHELP-14158]

VDA for Server OS
Keyboard

« With the Citrix generic client Input Method Editor (IME) feature enabled, an application might
exit unexpectedly when you use the Chinese client IME to input special characters and numbers
in the application. The issue occurs in desktop and app sessions running on Microsoft Windows
10 Version 1809 and Windows Server 2019. [CVADHELP-13961]

Printing

« After you upgrade a VDA to Version 7.15 Cumulative Update 4, the Citrix Print Manager Service
(CpSvc.exe) might exit unexpectedly. [CVADHELP-12888]

+ Attempts to print documents to a different output printer tray might fail. The print job uses
the default tray to print documents even if you choose a different tray in the Print dialog box.
[CVADHELP-13492]

+ When you attempt to launch an application, the Citrix Print Manager Service (CpSvc.exe) might
exit unexpectedly. [CVADHELP-13945]

Session/Connection

« When the Windows Media Player moves from the current track to the next track in the playlist,
audio might not play at the beginning of the next track. The issue occurs if Windows Media
redirection is enabled. [CVADHELP-11639]

+ Whenyou launch a published application on a VDA for Server OS, the Windows RunOnce registry
key might not execute. [CVADHELP-11991]

+ A Delivery Controller might show invalid session information. The issue occurs when session
information that a VDA sends to the Delivery Controller contains the IP address 127.0.0.1.
[CVADHELP-12767]

« Attempts to launch an application might fail. As a result, session details under Task Manager
cannot be found and the following application status in Citrix Studio appears: application not
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running. When the issue occurs, the VDA might reregister and the following error message ap-
pears:

Event ID 1048: WCF Failure or Rejection by Broker
[CVADHELP-12856]

+ When attempting to highlight text in a user session, you might experience performance issues.
The issue occurs when you do that in Microsoft Outlook Version 2016 running in a published
desktop.

To enable it, add the following registry key:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Graphics\
Name: CursorShapeChangeMinlinterval

Type: DWORD

Value: Possible values: 10 through 100. Recommended value: 50. The default is 0, which means
disabled.

[CVADHELP-12886]

« If you click the Cancel button when an application is capturing a video using a webcam, the ap-
plication might become unresponsive. The issue occurs because of the faulting module, MFDe-
viceSource.dll. [CVADHELP-13062]

+ Reading data from a client drive might take a long time after you change the value of the follow-
ing registry key to 1 on a VDA:

To enable it, add the following registry key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\Wds\icawd
Name: PacketintegrityChecks

Type: DWORD

Value: 1

[CVADHELP-13063]

« When a session is recorded on Citrix Workspace app for Windows, movements of a mouse
pointer might not be recorded. The issue occurs with VDA Version 7.15.400. [CVADHELP-13300]

+ Attempts to log off from a user session using Citrix Studio and Citrix Director might fail when a
published application is launched in that session. [CVADHELP-13307]

+ In a multi-monitor environment, applications might not display consistently on the same mon-
itor. The issue occurs when you move to a new workstation. [CVADHELP-13657]

+ AVDA might become unresponsive after restart. The issue occurs when security software such
as Symantec SEP enforces security scans. [CVADHELP-13832]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 59



XenApp and XenDesktop 7.15 LTSR

« Some portions of an application window might become transparent, causing the application
to run in the background instead of in the foreground. The issue occurs in seamless mode.
[CVADHELP-13903]

+ COM port redirection might fail to work after Automatic Client Reconnection (ACR) reconnects
to a session following a network disconnection. [CVADHELP-13926]

« After a VDA reports a full load due to high memory usage, the load index value might remain at
10,000 even if the memory usage drops to a low level. [CVADHELP-14563]

« When you lock a seamless session, the logon window might cover the entire screen, regardless
of the size of the session window. As a result, you cannot access the endpoint’s desktop and
other applications. [CVADHELP-14589]

Smart cards

+ Pass-through authentication with smart cards might fail intermittently. The issue occurs when
you launch an HDX session on Windows Server 2016. [CVADHELP-13054]

System Exceptions

+ USB redirection can cause VDAs to experience a fatal exception, displaying a blue screen with
bug check code SYSTEM_THREAD_EXCEPTION_NOT_HANDLED (7e). Also, global lock for USB
redirection might not be released, thus blocking other redirections. [CVADHELP-9237]

+ VDAs might experience a fatal exception on ctxdvcs.sys and display a blue screen. [CVADHELP-
13000]

+ VDAs might experience a fatal exception on ctxdvcs.sys and display a blue screen with bug check
code 0xc0000409. [CVADHELP-13102]

+ Servers might experience afatal exception onicardd.dll, displaying a blue screen with bug check
code 0x0000003B. [CVADHELP-13330]

+ An application that uses the Electron framework might exit unexpectedly with the following
error message:

{EXCEPTION} Illegal Instruction An attempt was made to execute an illegal instruction.
[CVADHELP-13440]

+ The Service Host (svchost.exe) process or the wfshell.exe process might experience an access vi-
olation and exit unexpectedly. The issue occurs because of the faulting module, icaendpoint.dll.
[CVADHELP-14276]

+ VDAs might experience a fatal exception on picadm.sys and display a blue screen with bug check
code 0x22. [CVADHELP-14332]
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+ On adevice that has more than nine monitors, attempts to launch a user session might fail with
a fatal exception, displaying a blue screen with bug check code 0x3B. [CVADHELP-14775]

Virtual Desktop Components —Other

« When you launch an App-V application from a VDA hosting many App-V applications, the VDA
might deregister. The issue occurs when the time it takes to process associated policy files is
long. [CVADHELP-12592]

Cumulative Update 5 (CU5)

June 21,2021

Release date: October 22,2019

About this release

XenApp and XenDesktop 7.15 LTSR Cumulative Update 5 (CU5) fixes more than 120 issues reported
since the release of 7.15 LTSR CU4.

7.15 LTSR (general information)

Issues fixed since XenApp and XenDesktop 7.15 LTSR CU4

Known issues in this release

Deprecation and removals

Citrix Product Subscription Advantage Eligibility Dates

Downloads

Download 7.15 LTSR CU5

New deployments

How do I deploy CU5 from scratch?

You can set up a brand-new XenApp and XenDesktop environment based on CU5 - using the CU5
metainstaller. Before you do that, we recommend that you familiarize yourself with the product:
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Peruse the XenApp and XenDesktop 7.15 LTSR (initial release) section and pay close attention to the
Technical Overview, Install and Configure, and Security sections before you start planning your de-
ployment. Ensure that your setup meets the system requirements for all components.

Existing deployments

What do | update?

CUS5 provides updates to baseline components of the 7.15 LTSR. Remember: Citrix recommends that
you update all LTSR components of your deployment to CU5. For example: If Provisioning Services is
part of your LTSR deployment, update the Provisioning Services components to CU5. If Provisioning
Services is not part of your deployment, you do not need to install or update it.

XenApp and XenDesktop 7.15 LTSR CU5 baseline components

7.15 LTSR Baseline

Component Version Notes

VDA for Desktop OS 7.15.5000

VDA for Server OS 7.15.5000

Citrix Studio 7.15.5000

Citrix Director 7.15.5000

Delivery Controller 7.15.5000

Federated Authentication 7.15.5000

Service

Group Policy Management 3.1.5000

Experience

Linux VDA 7.15.5000 See the Linux VDA
documentation for supported
platforms

Profile Management 7.15.5000

Provisioning Services 7.15.21

Session Recording 7.15.5000 Premium Edition only

StoreFront 3.12.5000

Universal Print Server 7.15.5000
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XenApp and XenDesktop 7.15 LTSR CU5 compatible components

The following components - at the versions given below - are compatible with LTSR environments.
They are not eligible for the LTSR benefits (extended lifecycle and fix-only cumulative updates). Citrix
might ask you to upgrade to a newer version of these components within your 7.15 LTSR environ-
ments.

7.15 LTSR CU5 Compatible Components and

Platforms Version
App Layering 1903
*Browser content redirection 15.15

Citrix SCOM Management Pack for License Server 1.2

Citrix SCOM Management Pack for Provisioning ~ 1.19

Services

Citrix SCOM Management Pack for StoreFront 1.13

Citrix SCOM Management Pack for XenApp and 3.14

XenDesktop

HDX RealTime Optimization Pack 2.4.3000

License Server 11.16.3.0 Build 28000
Self-Service Password Reset 1.1.10.0

Workspace Environment Management 1906.0.1.1

*Browser content redirection

Redirects the contents of a web browser to a client device, and creates a corresponding browser
embedded within Citrix Workspace app. This feature offloads network usage, page processing, and
graphics rendering to the endpoint. Doing so improves the user experience when browsing demand-
ing webpages, especially webpages that incorporate HTML5 or WebRTC. Only the viewport (the user’
s visible area of a webpage) is redirected to the endpoint.

Browser content redirection doesn’t redirect the user interface (the address bar, toolbar, and so forth)
of the browser on the VDA. For more information see Browser content redirection.

Compatible versions of Citrix Workspace app

All currently supported versions of Citrix Workspace app are compatible with the XenApp and Xendesk-
top 7.15 LTSR. For information about the lifecycle of Citrix Workspace app, see Lifecycle Milestones for
Citrix Workspace app & Citrix Receiver.
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For your convenience, consider subscribing to the Citrix Workspace app RSS feed to receive a notifica-
tion when a new version of Citrix Workspace app becomes available.

XenApp and XenDesktop 7.15 LTSR notable exclusions

The following features, components, and platforms are not eligible for 7.15 LTSR lifecycle milestones
and benefits. Specifically, cumulative updates and extended lifecycle benefits are excluded. Updates
to excluded features and components are available through regular current releases.

Excluded Features

Framehawk

StoreFront Citrix Online Integration

Excluded Components

Personal vDisk: Excluded for Windows 10 machines; For Windows 7 machines, limited LTSR support
until January 14, 2020 (CU requirements apply)
AppDisks

Excluded Windows Platforms *

Windows 2008 32-bit (for Universal Print Server)

* Citrix reserves the right to update platform support based on third-party vendors’lifecycle mile-
stones.

Install and upgrade analytics

When you use the full-product installer to deploy or upgrade XenApp or XenDesktop components,
anonymous information about the installation process is gathered and stored on the machine where
you are installing or upgrading the component. This data is used to help Citrix improve its customers’
installation experiences. For more information, see Install and upgrade analytics.
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XenApp 6.5 migration

The XenApp 6.5 migration process helps you more efficiently and quickly transition from a XenApp
6.5 farm to a Site running XenApp 7.15 LTSR CU5. This is helpful in deployments that contain large
numbers of applications and Citrix group policies, lowering the risk of inadvertently introducing errors
when manually moving applications and Citrix group policies to the new XenApp Site.

After you install the XenApp 7.15 LTSR CU5 core components and create a Site, the migration process
follows this sequence:

+ Run the XenApp 7.15 CU5 installer on each XenApp 6.5 worker, which automatically upgrades it
to a new Virtual Delivery Agent for Server OS for use in the new Site.

« Run PowerShell export cmdlets on a XenApp 6.5 controller, which exports application and Citrix
policy settings to XML files.

+ Edit the XML files, if desired, to refine what you want to import to the new Site. By tailoring
the files, you can import policy and application settings into your XenApp 7.15 LTSR CU5 Site in
stages: some now and others later.

+ Run PowerShell import cmdlets on the new XenApp 7.15 CU5 Controller, which import settings
from the XML files to the new XenApp Site.

Reconfigure the new Site as needed, and then test it.

For more information, see Migrate XenApp 6.x.

Fixed issues

July 9,2020

Citrix Director

+ There are two domains present in the same Active Directory forest, a parent and a child domain.
The user is added to a domain local group in the child domain, which automatically belongs to
the XenDesktop Delivery group. When the administrator from the parent domain logs on to the
Director, the dashboard displays a list of sessions. When the administrator attempts to view the
session details, the following error message appears:

This user doesn’t have any running sessions or assigned desktops.
However, the administrator from the child domain does not encounter this issue. [LD0178]

+ On the Citrix Director console, when you send messages to multiple users who are filtered with
Published Name for application instances, this error message might appear:
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Message cannot be sent. Unexpected server error. View Director server event logs for
further information. [LD1257]

« Citrix Director might not display personalization data in the user data section, and this error
message appears:

Unexpected server error. [LD1353]

+ In a multiple session environment, when you navigate to Filters > Sessions > All and log off
from a session, the session logs off. When you select another session with the same user name
for the second time and attempt to log off, this error message appears:

Data source unresponsive or reported an error. View Director Server event logs for further
information. [LD1441]

« Citrix Director might show only a few table records, followed by an empty space. You can see
the remaining records only after scrolling down the table. [LD1706]

Citrix Studio

« When you select Advanced for XenApp edition, you might not be able to create a new Amazon
Web Services (AWS) host connection. [LD1988]

+ Attempts to delete the virtual machines from a catalog might fail with the exception Sys-
tem.ArgumentNullException Value cannot be Null. [LD2014]

+ The App-V packages deployed to VDAs might be incorrectly removed from the VDAs. This fix in-
troduces a registry key under HKEY_LOCAL_MACHINE\Software\Citrix\AppV\Features. The key
controls whether to enable or disable cleanup. By default, cleanup is disabled. [LD2025]

To enable it, add the following registry key:
HKEY_LOCAL_MACHINE\Software\Citrix\AppV\Features
Name: RedundantPackageCleanup

Type: REG_SZ

Data: True

+ Attempts to add machines to a machine catalog through Citrix Studio might fail with the follow-
ing exception: Error Id: XDDS:081419B3. The issue occurs when the machine is added from
a Provisioning Services device collection containing one or more target devices that contains
a NULL domainObjectSID attribute in the dbo.devce table of the Provisioning Services
database. [LD2029]
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Configuration Logging Services

+ Thesite configuration test report might generate an error while resolving the user Security Iden-
tifiers (SID). The issue occurs when there is a check that verifies whether the Configuration Log-
ging SID identities can be resolved from Active Directory. [LD1569]

Controller

Attempts to delete a base diskimage using Machine Creation Services (MCS) might fail. [LD2143]

+ This fix addresses a memory leak issue that occurs in the Citrix High Availability Service when
you restart a VDA. [LD1121]

+ There might be a delay of several minutes when you restart a machine while using Amazon Web
Services (AWS). [LD1220]

+ The CPU usage of the Monitor database might be very high on the SQL Server. This issue de-
grades overall performance. [LD1478]

» The power action performed manually from the Citrix Studio, or any other scheduled power
action, might fail when using Amazon Web Services (AWS). The issue occurs when you reset the
virtual machines while the machine is powered on. [LD1548]

+ Attempts to stop the Citrix Broker Service might fail. [LD1753]
« This fix addresses an issue in an underlying component. [LD1808]

« When you run the Citrix Scout report, the Citrix Analytics Service might exit unexpectedly and
this error message appears:

The Citrix Analytics service has stopped running. [LD1860]
+ The catalog update might fail without displaying an error message or a progress bar. [LD1980]

« When you select Advanced for XenApp edition, you might not be able to create a new Amazon
Web Services (AWS) host connection. [LD1988]

+ Attempts to delete the virtual machines from a catalog might fail with the exception Sys-
tem.ArgumentNullException Value cannot be Null. [LD2014]

+ When you navigate to Citrix Director > Trends > Capacity management > Server OS Usage,
the Peak Concurrent Server OS Desktop Instances metric might show a session count that
is beyond the actual count. The issue occurs when the Peak Concurrent Server OS Desk-
top Instances calculation counts a single session multiple times because of session reconnect.
[LD2122]

« If you attempt to create a machine catalog using Machine Creation Services (MCS) in a VMware
environment, catalog creation fails with the following error message:
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FailedToCreatelmagePreparationVm [LD2158]

+ Attempts to create or update the Machine Creation Services (MCS) catalogs on Microsoft Azure
might fail with the following error message:

Error, exception of type: “System.OutOfMemoryExceotion” [LD2160]

Linux VDA

Linux Virtual Delivery Agent 7.15 LTSR CU5 documentation provides specific information about the
updates in this release.

Profile Management

+ When using Citrix Profile Management, Microsoft’s bug fix to delete the firewall rules that were
created during the userlogon under theregistry key HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Ser
might not work. The issue occurs because the Citrix Profile Management doesn’t call Microsoft’
s standard API to delete the local profile. For more information about the fix, see the Microsoft
Knowledge Base article KB4467684. [LD1074]

+ The files that you delete from a session might not be deleted from the UPM store. [LD1270]

+ There might be discrepancies in the logon duration time that Citrix Director records, compared
to the event log data that VDAs provide. [LD1679]

+ Profile Management does not cancel copy operations to the profile store after it fails to load
a corrupt local profile NTUSER . DAT. Instead, Profile Management copies the corrupt registry
hive to the profile store and overwrites the NTUSER . DAT file and its backup. [LD1816]

« Even though you add a registry path to the exclusion list, the registry path might still be saved.
The issue occurs when there is a backslash (\) present at the end of the registry path. [LD1862]

+ The Citrix Desktop Service (BrokerAgent.exe) might exit unexpectedly and the following excep-
tion occurs until you restart the Citrix Profile Management Service:

System_Management_Instrumentation_ni!WmiNative.WbemProvider.WmiNative.lWbemServices.Cr
[LD2223]

Provisioning Services

Provisioning Services 7.15 LTSR CU5 provides specific information about the updates in this release.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 68


https://docs.citrix.com/en-us/linux-virtual-delivery-agent/7-15-ltsr/whats-new/fixed-issues.html
https://support.microsoft.com/en-in/help/4467684/windows-10-update-kb4467684
https://docs.citrix.com/en-us/provisioning/7-15/whats-new/fixed-issues.html#provisioning-services-715-cu5-71521

XenApp and XenDesktop 7.15 LTSR

StoreFront

« When you attempt to reconnect to a previously disconnected session by clicking the same icon,
the session might not reconnect. This issue occurs when multiple desktops that have identical
names are published to the end user. [LD1367]

« When you edit the Controller assigned to a user farm mapping and then attempt to save the
changes, the Microsoft Management Console (MMC) might exit unexpectedly. The issue occurs
on servers with Microsoft .NET Framework 4.7 installed. [LD1668]

Universal Print Server
Client

+ ThePrintSpooler service might exitunexpectedly. Theissue occurswhen CRawStreamHeaderWriter
: :EndPage and CRawStreamHeaderWriter::StartPage attempt to access a null
object. [LC7893]

« The Universal Print Server might cause the Print Spooler service to become unresponsive.
[LC9341]

+ Beforeyou print a document, choose a printer from the list of available printersin the published
desktop session’s print dialog box. There might be a delay until the printer starts printing the
document. [LC9601]

« After installing a VDA, the printer ports under printer Properties might no longer appear on a
mapped network printer. [LD0949]

+ Attempts to print a document might be slow in some workflows. [LD1256]

+ With the Universal print driver usage setting set to Use universal printing only, the client
printers might not be auto-created in a session. [LD1395]

User Profile Management VDA

+ When you log on to a session, the user data might be deleted unexpectedly. The issue occurs
when you change the file server address from pathl to path2 in the Citrix folder redirection
path policy settings (for example, the Desktop path setting). But, pathl and path2 point to the
same physical location. To prevent this issue, enable the Microsoft group policy setting Verify
old and new Folder Redirection targets point to the same share before redirecting. For
details, see the Description part of the Citrix folder redirection path policy settings. [LD1500]
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VDA for Desktop OS
Keyboard

« When you use the Korean Input Method Editor (IME) to input text, the last character in the text
might disappear if you click the mouse. The issue occurs when generic client IME is enabled on
Citrix Receiver. [LD1380]

« Whenyou navigate to a website and set the keyboard as hidden, the keyboard might still appear
in the non-editable area of the website. [LD1382]

Printing

+ Attempts to print a document might be slow in some workflows. [LD1256]

+ With the Universal print driver usage setting set to Use universal printing only, the client
printers might not be auto-created in a session. [LD1395]

« On a VDA for Desktop OS, attempts to print a file with a mapped client printer might fail. The
issue occurs when the VDA is installed on Windows 10 version 1903. [LD2370]

Session/Connection

« When you play an audio in a user session, you might hear a popping sound. The issue occurs
when you play back the audio. [LD0455]

+ On Citrix Receiver for Windows, you might hear sounds intermittently when you play an audio.
[LD0624]

+ When Adobe Acrobat Reader and Microsoft Outlook are running in a seamless mode and you
maximize both, the Menu bar and the Minimize, Restore, and Close buttons in Acrobat Reader
might become unresponsive. [LD1006]

« When you connect a USB microphone to a user device and launch a session, the USB mi-
crophone might fail to redirect. The USB device displays as Optimized, Policy Restricted.
[LD1027]

« Some third-party applications might encounter noise when you play or pause the audio.
[LD1136]

+ Attempts to start a session on the VDA might fail. [LD1180]

+ When you install a VDA, the USB Root Hub is also installed in the Device Manager. The USB Root
Hubisinstalled eventhough USB 2.0 Root Hub or USB 3.0 Root Hub is already installed. [LD1196]
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« With the Legacy graphics mode policy enabled, attempts to connect to a VDA for the Desktop
0S might fail. The issue occurs when the VDA is installed as a Server VDI on Microsoft Windows
Server 2008 R2. [LD1296]

« After you restart a VDA, the Session reliability timeout policy might not be applied during the
initial connection. However, attempts to apply the policy for subsequent connections might
work. [LD1397]

+ With Enlightened Data Transport (EDT) enabled, VDAs might exit unexpectedly with bug check
code SYSTEM_THREAD_EXCEPTION_NOT_HANDLED (0x1000007E). The issue occurs when
you access user sessions externally through the Zscaler. [LD1493]

« When you change the client-side resolution, certain legacy applications such as Citrix Studio
might be redrawn incorrectly in a seamless session. [LD1554]

« When you reconnect to a session, the VDA notification icon might disappear from the user de-
vice’s notification area. [LD1629]

+ After you upgrade XenApp and XenDesktop 7.15 LTSR Cumulative Update 2 to Cumulative Up-
date 3, some .Net applications might become unresponsive in a published desktop session. The
issue occurs with VDAs on Windows Server 2008 R2. [LD1726]

+ When you change visual effects within a user session, the UserPreferencesMask value un-
der the registry key HKEY_CURRENT_USER\Control Panel\Desktop might not be updated to a
new value. [LD1827]

To enable the fix, create the following registry key:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\ApplInit_DLLs\Ul Tweak\SystemPropertiesComputerNe
Name: HookProcess

Type: REG_DWORD

Data: 1

+ The device description in Device Manager might be corrupted on a Japanese version of the Mi-
crosoft Windows operating system. [LD1834]

+ An access violation can cause the wfshell.exe process to exit unexpectedly. As a result, an at-
tempt to launch an application fails. [LD2050]

Smart cards

+ The smart card pass-through authentication might fail on Windows 8 or Windows 10. When
you lock and unlock a VDA session, the user changes to a domain user from a smart card user.
[LD1365]
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System Exceptions

+ The Internet Explorer (iexplore.exe) process might exit unexpectedly when you run web appli-
cations that implement the location API. [LD0677]

« The Citrix software graphics process (Ctxgfx.exe) might exit unexpectedly on an AMD
Opteron(tm) Processor 6128 HE. [LD0954]

+ The wfshell.exe process might exit unexpectedly on a VDA. The issue occurs because of the fault-
ing module, CtxUiMon.dll. [LD1359]

« VDAs on which XenApp and XenDesktop 7.15 LTSR is running might experience a fatal exception
on ctxdvcs.sys and display a blue screen with bug check code 0x0000007E. [LD1688]

+ The wfshell.exe process might exit unexpectedly on a VDA. [LD1847]

+ Afteryou apply Fix LD0624, VDAs for Desktop OS might experience a fatal exception on ctxad.sys
and display a blue screen with an audio client check code. [LD1995]

+ Attemptsto launch applications might fail when the wfshell.exe process exits unexpectedly. The
issue occurs because of the faulting module, cmpcom.dll. [LD2107]

User Interface

+ The logon window might not appear in the foreground when the credentials have to be entered
manually. [LC9861]

« With the Citrix Disconnect button installed, clicking the Start button might fail to open or might
open slowly. [LD1149]

» When you right-click the context menu in a published application, the menu might not open at
the location where the cursor is located. [LD1243]

+ An issue might occur when you launch a VDA session on a Surface Pro device and enable the
Write in the handwriting panel with your fingertip feature in the Pen and Windows Ink page.
The font size of the text or an image that you enter might be larger than the text or an image you
enter using your mouse. [LD1472]

+ A window might intermittently jump around or disappear from the VDI desktop screen.
[LD1696]

VDA for Server OS
Keyboard

« When you use the Korean Input Method Editor (IME) to input text, the last character in the text
might disappear if you click the mouse. The issue occurs when generic client IME is enabled on
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Citrix Receiver. [LD1380]

« Whenyou navigate to a website and set the keyboard as hidden, the keyboard might still appear
in the non-editable area of the website. [LD1382]

Printing

» Beforeyou printa document, choose a printer from the list of available printers in the published
desktop session’s print dialog box. There might be a delay until the printer starts printing the
document. [LC9601]

+ Attempts to print a document might be slow in some workflows. [LD1256]

+ With the Universal print driver usage setting set to Use universal printing only, the client
printers might not be auto-created in a session. [LD1395]

Session/Connection

+ When Adobe Acrobat Reader and Microsoft Outlook are running in a seamless mode and you
maximize both, the Menu bar and the Minimize, Restore, and Close buttons in Acrobat Reader
might become unresponsive. [LD1006]

« When you connect a USB microphone to a user device and launch a session, the USB mi-
crophone might fail to redirect. The USB device displays as Optimized, Policy Restricted.
[LD1027]

+ The Citrix Broker Service might report the following error in the event log:

The Citrix Broker Service failed to determine the base settings needed for the Virtual Desktop
Agent of machine ‘machine_name’.

Exception: System.ArgumentNullException
Parameter name: enumStr [LD1315]

« The launch time might increase when multiple Active Directory security groups are configured
to limit visibility. [LD1368]

« After you restart a VDA, the Session reliability timeout policy might not be applied during the
initial connection. However, attempts to apply the policy for subsequent connections might
work. [LD1397]

+ VDAs for Server OS might become unresponsive when the Winlogon.exe process exits unexpect-
edly. [LD1480]
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« With Enlightened Data Transport (EDT) enabled, VDAs might exit unexpectedly with bug check
code SYSTEM_THREAD_EXCEPTION_NOT_HANDLED (0x1000007E). The issue occurs when
you access user sessions externally through the Zscaler. [LD1493]

« When you change the client-side resolution, certain legacy applications such as Citrix Studio
might be redrawn incorrectly in a seamless session. [LD1554]

+ When you reconnect to a session, the VDA notification icon might disappear from the user de-
vice’s notification area. [LD1629]

« After you upgrade XenApp and XenDesktop 7.15 LTSR Cumulative Update 2 to Cumulative Up-
date 3, some .Net applications might become unresponsivein a published desktop session. The
issue occurs with VDAs on Windows Server 2008 R2. [LD1726]

+ When you change visual effects within a user session, the UserPreferencesMask value un-
der the registry key HKEY_CURRENT_USER\Control Panel\Desktop might not be updated to a
new value. [LD1827]

To enable the fix, create the following registry key:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\ApplInit_DLLs\Ul Tweak\SystemPropertiesComputerNe
Name: HookProcess

Type: REG_DWORD

Data: 1

+ The device description in Device Manager might be corrupted on a Japanese version of the Mi-
crosoft Windows operating system. [LD1834]

+ An access violation can cause the wfshell.exe process to exit unexpectedly. As a result, an at-
tempt to launch an application fails. [LD2050]

System Exceptions

+ The Internet Explorer (iexplore.exe) process might exit unexpectedly when you run web appli-
cations that implement the location API. [LD0677]

« The Citrix software graphics process (Ctxgfx.exe) might exit unexpectedly on an AMD
Opteron(tm) Processor 6128 HE. [LD0954]

+ Microsoft Internet Explorer might exit unexpectedly. The issue occurs because of the faulting
module, icaendpoint.dll. [LD1266]

+ The wfshell.exe process might exit unexpectedly on a VDA. The issue occurs because of the fault-
ing module, CtxUiMon.dll. [LD1359]
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« VDAs on which XenApp and XenDesktop 7.15 LTSR is running might experience a fatal exception
on ctxdvcs.sys and display a blue screen with bug check code 0x0000007E. [LD1688]

+ The wfshell.exe process might exit unexpectedly on a VDA. [LD1847]

« Attempts to launch applications might fail when the wfshell.exe process exits unexpectedly. The
issue occurs because of the faulting module, cmpcom.dll. [LD2107]

User Experience

+ When you click the volume control on the taskbar using the left mouse button, the volume con-
trol might fail to open. The issue occurs on a non-English version of the Microsoft Windows
operating system. [LD0039]

User Interface

+ The logon window might not appear in the foreground when the credentials have to be entered
manually. [LC9861]

« When you right-click the context menu in a published application, the menu might not open at
the location where the cursor is located. [LD1243]

+ An issue might occur when you launch a VDA session on a Surface Pro device and enable the
Write in the handwriting panel with your fingertip feature in the Pen and Windows Ink page.
The font size of the text or an image that you enter might be larger than the text or animage you
enter using your mouse. [LD1472]

Virtual Desktop Components - Other

« Director might show inconsistencies in the application name when retrieved in a published in-
stance of Internet Explorer. As a result, the same application name is shown for different users
who are connected to the same machine. [LD0351]

« An issue might occur if you log on to a session using the user principal name (UPN)
(user@domain). When you lock the screen, you can see the SAM account (Domain\username)
in the locked desktop instead of the UPN (user@ domain). [LD1141]

+ Attempts to start a session on the VDA might fail. [LD1180]
« The Citrix Broker Service might report the following error in the event log:

The Citrix Broker Service failed to determine the base settings needed for the Virtual Desktop
Agent of machine ‘machine_name’.

Exception: System.ArgumentNullException
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Parameter name: enumStr [LD1315]

Attempts to create a catalog using a VM created through System Center Virtual Machine Manager
as a template might fail. The issue occurs when the VM has Windows 10 version 1803 or later
installed and you have Secure boot enabled on the VM. [LD1608]

There might be discrepancies in the logon duration time that Citrix Director records, compared
to the event log data that VDAs provide. [LD1679]

The Broker Agent does not write the .gpf files to the persisted data location. [LD1691]

The App-V packages deployed to VDAs might be incorrectly removed from the VDAs. This fix in-
troduces a registry key under HKEY_LOCAL_MACHINE\Software\Citrix\AppV\Features. The key
controls whether to enable or disable cleanup. By default, cleanup is disabled. [LD2025]

To enable it, add the following registry key:
HKEY_LOCAL_MACHINE\Software\Citrix\AppV\Features
Name: RedundantPackageCleanup

Type: REG_SZ

Data: True

Cumulative Update 4 (CU4)

June 21,2021

Release date: April 23,2019

About this release

XenApp and XenDesktop 7.15 LTSR Cumulative Update 4 (CU4) fixes more than 140 issues reported
since the release of 7.15 LTSR CU3.

7.15 LTSR (general information)

Issues fixed since XenApp and XenDesktop 7.15 LTSR CU3
Known issues in this release

Deprecation and removals

Citrix Product Subscription Advantage Eligibility Dates
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Downloads

Download 7.15 LTSR CU4

New in this cumulative update

« When you upgrade Delivery Controllers and a site to 7.15 CU4, preliminary site tests run before
the actual upgrade begins. These tests include verification that essential Citrix services are run-
ning properly, and that the site database is operating correctly and has been recently backed
up. After the tests run, you can view a report. Then, you can fix any issues that were detected
and optionally run the tests again. This helps ensure that the upgrade will proceed successfully.

« Thisrelease removes the dependency on Version 2.0 of PowerShell in stand-alone deployments
of Citrix Studio and its components.

Note:

Aversion of PowerShell continues to be required on the machines where you install one or more
of those components, but the requirement is no longer for Version 2.0. On Delivery Controllers
and StoreFront servers, PowerShell 2.0 continues to be required. For more information, see
[LD0184]

« If the installation of a VDA or a Delivery Controller fails, an MSI analyzer parses the failing MSI
log, displaying the exact error code. The analyzer suggests a CTX article, if it’s a known issue.
The analyzer also collects anonymized data about the failure error code. This data is included
with other data collected by CEIP. If you end enrollment in CEIP, the collected MSI analyzer data
is no longer sent to Citrix.

New deployments

How do | deploy CU4 from scratch?

You can set up a brand-new XenApp and XenDesktop environment based on CU4 - using the CU4
metainstaller. Before you do that, we recommend that you familiarize yourself with the product:

Peruse the XenApp and XenDesktop 7.15 LTSR (initial release) section and pay close attention to the
Technical Overview, Install and Configure, and Securitysections before you start planning your de-
ployment. Ensure your setup meets the system requirements for all components.

Existing deployments

What do | update?
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CU4 provides updates to baseline components of the 7.15 LTSR. Remember: Citrix recommends that
you update all LTSR components of your deployment to CU4. For example: If Provisioning Services is
part of your LTSR deployment, update the Provisioning Services components to CU4. If Provisioning
Services is not part of your deployment, you do not need to install or update it.

XenApp and XenDesktop 7.15 LTSR CU4 baseline components

7.15 LTSR Baseline

Component Version Notes

VDA for Desktop OS 7.15.4000

VDA for Server OS 7.15.4000

Citrix Studio 7.15.4000

Citrix Director 7.15.4000

Delivery Controller 7.15.4000

Federated Authentication 7.15.4000

Service

Group Policy Management 3.1.4000

Experience

Linux VDA 7.15.4000 See the Linux VDA
documentation for supported
platforms

Profile Management 7.15.4000

Provisioning Services 7.15.15

Session Recording 7.15.4000 Platinum Edition only

StoreFront 3.12.4000

Universal Print Server 7.15.4000

XenApp and XenDesktop 7.15 LTSR CU4 compatible components

The following components - at the versions given below - are compatible with LTSR environments.
They are not eligible for the LTSR benefits (extended lifecycle and fix-only cumulative updates). Citrix
might ask you to upgrade to a newer version of these components within your 7.15 LTSR environ-
ments.
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XenApp and XenDesktop 7.15 LTSR

7.15 LTSR CU4 Compatible Components and

Platforms Version
App Layering 1903
*Browser content redirection 15.15

Citrix SCOM Management Pack for License Server 1.2

Citrix SCOM Management Pack for Provisioning ~ 1.19

Services

Citrix SCOM Management Pack for StoreFront 1.13

Citrix SCOM Management Pack for XenApp and 3.14

XenDesktop

HDX RealTime Optimization Pack 2.4.3000

License Server 11.15.0.0 Build 26000
Self-Service Password Reset 1.1.10.0

Workspace Environment Management 1811

*Browser content redirection

Redirects the contents of a web browser to a client device, and creates a corresponding browser
embedded within Citrix Workspace app. This feature offloads network usage, page processing, and
graphics rendering to the endpoint. Doing so improves the user experience when browsing demand-
ing webpages, especially webpages that incorporate HTML5 or WebRTC. Only the viewport (the user’
svisible area of a webpage) is redirected to the endpoint.

Browser content redirection doesn’t redirect the user interface (the address bar, toolbar, and so forth)
of the browser on the VDA. For more information see Browser content redirection.

System Requirements:

These requirements are specifically for the BCR.msi with XenApp and XenDesktop 7.15 LTSR CU4. Dis-
regard any browser content redirection system requirements listed in any other versions of XenApp,
XenDesktop, and Citrix Virtual Apps and Desktops.

« Version 7.15 LTSR CU4 on both the Delivery Controller and the VDA.

« Citrix Workspace app for Windows 1809 or later.

+ BCR.msi - available from the Citrix download page.

« Chrome (with the browser content redirection extension installed from the Chrome WebStore)
or Internet Explorer 11 (with the Browser Helper Object (BHO) Citrix HDXJsInjector enabled)

Installation:
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XenApp and XenDesktop 7.15 LTSR

1. Install or upgrade the VDA with Version 7.15 LTSR CU4 by using the command line /FEA-
TURE_DISABLE_HTMLS5 option.

Installation

Installs XenDesktop Virtual Desktop Agent Component
Options can be (see documentation for further details):

/COMPONENTS VDA, PLUGNS
/FEATURE_DISABLE_HTMLS Disables HTMLS video redirection

—

/EXCLUDE <package> excldes a package from nstalation

(HELP, M, 1? Shows this dialog

/MOREBOOT Suppress reboot after installation (if needed)
/IPASSIVE, /QUET Do not show Ul during installation
/BASEMAGE Enables Personal vDisk support
/CONTROLLERS List of controllers to register with (FQDNs)
/SITE_GUD XenServer site GUID in AD

This option removes the HTML5 video redirection feature, which must be done before running
the BCR.msi. BCR.msi adds the feature back during installation, and also adds the browser con-
tent redirection services. When this step is complete, open the services.msc console and verify
that the Citrix HDX HTML5 Video Redirection Service is not listed.

2. Startthe browser content redirection installation with the BCR.msi. Depending on your system,
the BCR.msi installs its files under:

C:\Program Files\Citrix\ICAService
or
C:\Program Files(86)\Citrix\ICAService

Because the installation is fast, the dialog box might close quickly. If that occurs, rerun ser-
vices.msc and verify that these services were added.

-:};Citrix HDX Browser Redirection Service

{i?; Citrix HDX MediaStream for Flash Service
-,‘:;%;Citrix HDX Port Forwarding Service

Policies:

You can control policies using the HKEY_LOCAL_MACHINE registries on the VDA or the HDX Browser
Content Redirection Citrix administration template for the Group Policy Management 