Device property names and values

Property name in Manage > Devices

page

AIK Present?

Account Suspended?

Activation lock bypass code

Activation lock enabled

Active iTunes account

ActiveSync ID

ActiveSync device known by MSP

Administrator disabled

Amazon MDM API available

Android for Work Device ID

Android for Work Enabled Device?

Android for Work Install Type
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Name and values for device provisioning file Values (meaning) Value type
WINDOWS_HAS_AIK_PRESENT String
GOOGLE_AW_DIRECTORY_SUSPENDED String
ACTIVATION_LOCK_BYPASS_CODE String
ACTIVATION_LOCK_ENABLED L (ves) Boolean
- - 0 (No)
1 (Yes)
ACTIVE_ITUNES 0 (No) Boolean
EXCHANGE_ACTIVESYNC_ID String
AS_DEVICE_KNOWN_BY_ZMSP 2 ) Boolean
0 (False)
ADMIN_DISABLED L (ves) Boolean
- 0 (No)
AMAZON_MDM S (U, Boolean
0 (False)
GOOGLE_AW_DEVICE_ID String
GOOGLE_AW_ENABLED_DEVICE String
GOOGLE_AW_INSTALL_TYPE DeviceAdministrator (Device Owner) String

AvengerManagedProfile (Work Managed
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Property name in Manage > Devices

P Name and values for device provisioning file Values (meaning) Value type

Device)
ManagedProfile (Work Profile)

Antispyware Signature Status (Windows

10 ANTI_SPYWARE_SIGNATURE_STATUS Boolean
Antispyware Status (Windows 10) ANTI_SPYWARE_STATUS Boolean
Not recent version
Antivirus Signature Status (Windows 10) ANTI_VIRUS_SIGNATURE_STATUS Most recent version String
N/A
ON and monitoring
Disabled
Antivirus Status (Windows 10) ANTI_VIRUS_STATUS OFF or not monitoring String
Temporarily not monitoring
N/A
Asset tag ASSET_TAG String
Autoupdate Status AUTOUPDATE_STATUS String
Available RAM MEMORY_AVAILABLE Integer
Available storage space TOTAL_DISK_SPACE Integer
BIOS Info BIOS_INFO String
Backup battery BACKUP_BATTERY_PERCENT Integer
Baseband firmware version MODEM_FIRMWARE_VERSION String
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Property name in Manage > Devices
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Battery Status

Battery charging (Windows 8.1 Phone)

Battery Charging (Windows 10

Battery Remaining (Windows 10)

Bes device known by MSP

BES PIN

BES server agent ID

BES server name

BES server version

BitLocker Status

Bluetooth MAC address

Boot Debugging Enabled?

Boot Manager Rev List Version

Carrier Code
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Name and values for device provisioning file

BATTERY_STATUS

BATTERY_CHARGING

BATTERY_CHARGING_STATUS

BATTERY_ESTIMATED_CHARGE_REMAINING

BES_DEVICE_KNOWN_BY_ZMSP

BES_PIN

ENROLLMENT_AGENT_ID

BES_SERVER

BES_VERSION

WINDOWS_HAS_BIT_LOCKER_STATUS

BLUETOOTH_MAC

WINDOWS_HAS_BOOT_DEBUGGING_ENABLED

WINDOWS_HAS_BOOT_MGR_REV_LIST_VERSION

CARRIER_CODE

Values (meaning)

1 (True)
0 (False)

1 (True)
0 (False)

1 (True)
0 (False)

Value type

String

Boolean

Boolean

Integer

Boolean

String

String

String

String

String

String

String

String

String
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Carrier settings version

Cellular latitude

Cellular longitude

Cellular technology

Cellular timestamp

Change Password at Next Login?

Client device ID

Cloud backup enabled

Code Integrity Enabled?

Code Integrity Rev List Version

Color

CPU clock speed

CPU type

Creation Time

Current carrier network
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Name and values for device provisioning file Values (meaning)

CARRIER_SETTINGS_VERSION

GPS_LATITUDE_FROM_CELLULAR

GPS_LONGITUDE_FROM_CELLULAR

CELLULAR_TECHNOLOGY

GPS_TIMESTAMP_FROM_CELLULAR

GOOGLE_AW_DIRECTORY_CHANGE_PASSWORD_NEXT_LOGIN

CLIENT_DEVICE_ID

CLOUD_BACKUP_ENABLED

WINDOWS_HAS_CODE_INTEGRITY_ENABLED

WINDOWS_HAS_CODE_INTGTY_REV_LIST_VERSION

COLOR

CPU_CLOCK_SPEED

CPU_TYPE

GOOGLE_AW_DIRECTORY_CREATION_TIME

CURRENT_CARRIER_NETWORK

Value type

String

String

String

Integer

Date

String

String

Boolean

String

String

String

Integer

String

String

String
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Current mobile country code

Current mobile network code

DEP account name

DEP Policy

Data roaming allowed

Date of the last iCloud backup

Description

Device Enrollment Program profile
assigned

Device Enrollment Program profile
pushed

Device Enrollment Program profile
removed

Device Enrollment Program registration

by

Device Enrollment Program registration

date

Device Type
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Name and values for device provisioning file

CURRENT_MCC

CURRENT_MNC

BULK_ENROLLMENT_DEP_ACCOUNT_NAME

WINDOWS_HAS_DEP_POLICY

DATA_ROAMING_ENABLED

LAST_CLOUD_BACKUP_DATE

DESCRIPTION

PROFILE_ASSIGN_TIME

PROFILE_PUSH_TIME

PROFILE_REMOVE_TIME

DEVICE_ASSIGNED_BY

DEVICE_ASSIGNED_DATE

DEVICE_TYPE

Values (meaning) Value type

Integer

String

String

String

1 (Yes)

0 (No) Boolean

Date

String

Date

Date

Date

String

Date

String
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Device model

Device name

Do Not Disturb activated

ELAM Driver Loaded?

Encryption Compliance (Windows 10)

ENROLLMENT_KEY_GENERATION_DATE

Enterprise ID

External storage 1: available space

External storage 1: name

External storage 1: total space

External storage 2: available space

External storage 2: name

External storage 2: total space

External storage encrypted
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Name and values for device provisioning file

MODEL_ID

DEVICE_NAME

DO_NOT_DISTURB

WINDOWS_HAS_ELAM_DRIVER_LOADED

ENCRYPTION_COMPLIANCE

ENROLLMENT_KEY_GENERATION_DATE

ENTERPRISE_ID

EXTERNAL_STORAGE1_FREE_SPACE

EXTERNAL_STORAGE1_NAME

EXTERNAL_STORAGE1_TOTAL_SPACE

EXTERNAL_STORAGE2_FREE_SPACE

EXTERNAL_STORAGE2_NAME

EXTERNAL_STORAGE2_TOTAL_SPACE

EXTERNAL_ENCRYPTION

Values (meaning)

1 (Yes)
0 (No)

Encrypted
Not Encrypted

1 (Yes)
0 (No)

Value type

String

String

Boolean

String

String

Date

String

Integer

String

Integer

Integer

String

Integer

Boolean
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Firewall Status (Windows 8.1 Phone)

Firewall Status (Windows 10)

Firmware version

First synchronization

GPS altitude

GPS latitude

GPS longitude

GPS timestamp

Google Directory Alias

Google Directory Family Name

Google Directory Name

Google Directory Primary Email

Google Directory User ID

HAS_CONTAINER
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Name and values for device provisioning file

FIREWALL_STATUS

DEVICE_FIREWALL_STATUS

FIRMWARE_VERSION

ZMSP_FIRST_SYNC

GPS_ALTITUDE_FROM_GPS

GPS_LATITUDE_FROM_GPS

GPS_LONGITUDE_FROM_GPS

GPS_TIMESTAMP_FROM_GPS

GOOGLE_AW_DIRECTORY_GOOGLE_ALIAS

GOOGLE_AW_DIRECTORY_FAMILY_NAME

GOOGLE_AW_DIRECTORY_NAME

GOOGLE_AW_DIRECTORY_PRIMARY

GOOGLE_AW_DIRECTORY_USER_ID

HAS_CONTAINER

Values (meaning)

On and monitoring
Disabled

Off or not monitoring
Temporarily not monitoring
N/A

1 (Yes)
0 (No)

Value type

String

String

String

Date

String

String

String

Date

String

String

String

String

String

Boolean
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P Name and values for device provisioning file Values (meaning) Value type
HTC API version HTC_MDM_VERSION String
HTC MDM API available HTC_MDM (1) ELZS‘)) Boolean
Hardware encryption capabilities HARDWARE_ENCRYPTION_CAPS Integer
'C"j::;:tfly’lg;:;'fnStore account ITUNES_STORE_ACCOUNT_HASH String
Home carrier network SIM_CARRIER_NETWORK String
Home mobile country code SIM_MCC Integer
Home mobile network code SIM_MNC String
ICCID ICCID String
IMEI/MEID number IMEI String
IMSI IMSI String
IP location IP_LOCATION String
Identity AS_DEVICE_IDENTITY String
Internal storage encrypted LOCAL_ENCRYPTION é g:lj;)) Boolean
IPV4 Address (Windows 10) IP_ADDRESSV4 String
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IPV6 Address (Windows 10)

Issued At

Jailbroken/Rooted

Kernel Debugging Enabled?

Kiosk mode

LSA Credential Guard Status

Last known IP address

Last policy update time

Last synchronization

Locator service enabled

MAC Address Network Connection
(Windows 10)
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Name and values for device provisioning file

IP_ADDRESSV6

WINDOWS_HAS_ISSUED_AT

ROOT_ACCESS

WINDOWS_HAS_OS_KERNEL_DEBUGGING_ENABLED

IS_KIOSK

DEVICE_GUARD_LsaCfgCredGuardStatus

LAST_IP_ADDR

LAST_POLICY_UPDATE_TIME

ZMSP_LAST_SYNC

DEVICE_LOCATOR

MAC_NETWORK_CONNECTION

Values (meaning)

1 (Yes)
0 (No)

1 (True)
0 (False)

Running

Reboot required

Not licensed for Credential Guard
Not configured

VBS not running

1 (Yes)
0 (No)

1 (Yes)
0 (No)

Value type

String

String

Boolean

String

Boolean

String

String

Date

Date

Boolean

Boolean
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MAC Address Type (Windows 10)

MDX_SHARED_ENCRYPTION_KEY

MEID

Mailbox Setup

Main battery

Mobile phone number

Model ID

Model Number

Network Adapter Type

NitroDesk TouchDown installed

NitroDesk TouchDown licensed via MDM

Operating system build

Operating System Edition (Windows 10)

Operating system language (locale)
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Name and values for device provisioning file

MAC_ADDRESS_TYPE

MDX_SHARED_ENCRYPTION_KEY

MEID

GOOGLE_AW_DIRECTORY_MAILBOX_SETUP

MAIN_BATTERY_PERCENT

TEL_NUMBER

SYSTEM_OEM

MODEL_NUMBER

NETWORK_ADAPTER_TYPE

TOUCHDOWN_FIND

TOUCHDOWN_LICENSED_VIA_MDM

SYSTEM_OS_BUILD

OS_EDITION

SYSTEM_LANGUAGE

Values (meaning)

Unknown
LAN
WLAN

1 (True)
0 (False)

1 (True)
0 (False)

Value type

String

String

String

String

Integer

String

String

String

String

Boolean

Boolean

String

String

String
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Operating system version

Organization address

Organization email

Organization magic

Organization name

Organization phone number

Other

Out of Compliance

Owned by

PCRO

PIN code for geofence

Passcode compliant

Passcode compliant with configuration

Passcode present
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Name and values for device provisioning file

SYSTEM_OS_VERSION

ORGANIZATION_ADDRESS

ORGANIZATION_EMAIL

ORGANIZATION_MAGIC

ORGANIZATION_NAME

ORGANIZATION_PHONE

OTHER

OUT_OF_COMPLIANCE

CORPORATE_OWNED

WINDOWS_HAS_PCRO

PIN_CODE_FOR_GEO_FENCE

PASSCODE_IS_COMPLIANT

PASSCODE_IS_COMPLIANT_WITH_CFG

PASSCODE_PRESENT

Values (meaning)

1 (True)
0 (False)

1 (Corporate)
0 (BYOD)

1 (Yes)
0 (No)

1 (Yes)
0 (No)

1 (Yes)
0 (No)

Value type

String

String

String

String

String

String

String

Boolean

Boolean

String

String

Boolean

Boolean

Boolean
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Perimeter breach

Personal Hotspot activated

Platform

Platform API level

Policy name

Primary Phone Number

Primary SIM Carrier Operator (Windows

10)

Primary SIM ICCID (Windows 10)

Primary SIM IMEI

Primary SIM IMSI

Primary SIM Roaming

Primary SIM Roaming Compliance
(Windows 10)

Product name

Publisher Device ID
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Name and values for device provisioning file

GPS_PERIMETER_BREACH

PERSONAL_HOTSPOT_ENABLED

SYSTEM_PLATFORM

API_LEVEL

POLICY_NAME

IDENTITY1_PHONENUMBER

IDENTITY1_CARRIER_NETWORK_OPERATOR

IDENTITY1_ICCID

IDENTITY1_IMEI

IDENTITY1_IMSI

IDENTITY1_ROAMING

IDENTITY1_ROAMING_COMPLIANCE

PRODUCT_NAME

PUBLISHER_DEVICE_ID

Values (meaning) Value type

1 (Yes)

0 (No) Boolean

1 (Yes)

0 (No) Boolean
String
Integer
String
String
String
String
String
String

1 (True)

0 (False) Boolean

1 (True)

0 (False) Boolean
String
String
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Reset Count

Restart Count

SBCP Hash

SMS capable

Safe Mode Enabled?

Samsung KNOX API available

Samsung KNOX API version

Samsung KNOX attestation

Samsung KNOX attestation updated date

Samsung SAFE API available

Samsung SAFE API version

Screen: X-axis resolution

Screen: Y-axis resolution
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Name and values for device provisioning file

WINDOWS_HAS_RESET_COUNT

WINDOWS_HAS_RESTART_COUNT

WINDOWS_HAS_SBCP_HASH

IS_SMS_CAPABLE

WINDOWS_HAS_SAFE_MODE

SAMSUNG_KNOX

SAMSUNG_KNOX_VERSION

SAMSUNG_KNOX_ATTESTED

SAMSUNG_KNOX_ATT_UPDATED_TIME

SAMSUNG_MDM

SAMSUNG_MDM_VERSION

SCREEN_XDPI

SCREEN_YDPI

Values (meaning)

1 (True)
0 (False)

1 (True)
0 (False)

1 (Passed)
0 (Failed)

1 (True)
0 (False)

Value type

String

String

String

Boolean

String

Boolean

String

Boolean

Date

Boolean

String

Integer
(PPI)

Integer
(PPI)
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Screen: height

Screen: number of colors

Screen: size

Screen: width

Secondary Phone Number

Secondary SIM IMEI

Secondary SIM IMSI

Secondary SIM Roaming

Secure Boot Enabled? (Windows 8.1
Phone)

Secure Boot Status (Windows 10)

SecureContainer Enabled

Serial number

Slot one -- ICCID
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Name and values for device provisioning file

SCREEN_HEIGHT

SCREEN_NB_COLORS

SCREEN_SIZE

SCREEN_WIDTH

IDENTITY2_PHONENUMBER

IDENTITY2_IMEI

IDENTITY2_IMSI

IDENTITY2_ROAMING

WINDOWS_HAS_SECURE_BOOT_ENABLED

SECURE_BOOT_STATE

WINDOWS_HAS_BIT_LOCKER_STATUS

SERIAL_NUMBER

ICCID_SLOT_ONE

Values (meaning)

1 (True)
0 (False)

Not supported
Enabled
Disabled

Value type

Integer
(pixels)

Integer

Decimal
(inches)

Integer
(pixels)

String

String

String

Boolean

String

String

String

String

String
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Slot one -- phone number

Slot one -- IMEI

Slot one -- MEID

Slot one -- eSIM status

Slot one -- home carrier network

Slot one -- current mobile country code

Slot one -- current mobile network code

Slot one -- EID

Slot two -- ICCID

Slot two -- phone number

Slot two -- IMEI

Slot two -- MEID

Slot two -- eSIM status

Slot two -- home carrier network
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Name and values for device provisioning file

PHONENUMBER_SLOT_ONE

IMEI_SLOT_ONE

MEID_SLOT_ONE

IS_ESIM_SLOT_ONE

SIM_CARRIER_NETWORK_SLOT_ONE

CURRENT_MCC_SLOT_ONE

CURRENT_MNC_SLOT_ONE

EID_SLOT_ONE

ICCID_SLOT_TWO

PHONENUMBER_SLOT_TWO

IMEI_SLOT_TWO

MEID_SLOT_TWO

IS_ESIM_SLOT_TWO

SIM_CARRIER_NETWORK_SLOT_TWO

Values (meaning) Value type

String
String
String

1 (True)
0 (False) Boolean

String
String
String
String
String
String
String
String

1 (True)
0 (False) Boolean

String
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Slot two -- current mobile country code

Slot two -- current mobile network code

Slot two -- EID

Sony Enterprise APl available

Sony Enterprise APl version

Supervised

Suspension Reason

Tampered Status

Terms & Conditions

Terms And Agreement Accepted?

Test Signing Enabled?

Total RAM

Total storage space

TPM Version (Windows 10)

uDID
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Name and values for device provisioning file

CURRENT_MCC_SLOT_TWO

CURRENT_MNC_SLOT_TWO

EID_SLOT_TWO

SONY_MDM

SONY_MDM_VERSION

Supervised

GOOGLE_AW_DIRECTORY_SUSPENTION_REASON

TAMPERED_STATUS

TERMS_AND_CONDITIONS

GOOGLE_AW_DIRECTORY_AGREED_TO_TERMS

WINDOWS_HAS_TEST_SIGNING_ENABLED

MEMORY

FREEDISK

TPM_VERSION

uDID

Values (meaning)

1 (True)
0 (False)

Value type

String

String

String

Boolean

String

Boolean

String

String

String

String

String

Integer

Integer

String

String

© 1999-2023 Cloud Software Group, Inc. All rights reserved.



Property name in Manage > Devices
page

User Account Control Status (Windows
10)

User agent

User defined #1

User defined #2

User defined #3

User language (locale)

VSM Enabled?

Vendor

Voice capable

Voice roaming allowed

VBS Hardware Requirement Status

VBS Status
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Name and values for device provisioning file

UAC_STATUS

USER_AGENT

USER_DEFINED_1

USER_DEFINED_2

USER_DEFINED_3

USER_LANGUAGE

WINDOWS_HAS_VSM_ENABLED

VENDOR

IS_VOICE_CAPABLE

VOICE_ROAMING_ENABLED

DEVICE_GUARD_VBS_HW_REQ

DEVICE_GUARD_VBS_STATUS

Values (meaning)

Not supported
Enabled
Disabled

1 (True)
0 (False)

1 (Yes)
0 (No)

System meets hardware configuration
requirements SecureBoot required
DMA Protection required

HyperV not supported for Guest VM
HyperV feature is not available

Running
Reboot required

Value type

String

String

String

String

String

String

String

String

Boolean

Boolean

String

String
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WINDOWS_ENROLLMENT_KEY

WNS Notification Status

WNS Notification URL

WNS Notification URL expiry date

WiFi MAC address

WinPE Enabled?

XenMobile agent ID

XenMobile agent revision

XenMobile agent version
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Name and values for device provisioning file

WINDOWS_ENROLLMENT_KEY

WNS_PUSH_STATUS

PROPERTY_WNS_PUSH_URL

PROPERTY_WNS_PUSH_URL_EXPIRY

WIFI_MAC

WINDOWS_HAS_WINPE

AGENT_ID

EW_REVISION

EW_VERSION

Values (meaning)

64 bit architecture required

Not licensed

Not configured System doesn’t meet
hardware requirements

Other. Event logs in Microsoft-Windows-
DeviceGuard have more details

Value type

String

String

String

String

String

String

String

String

String
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