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MWEEDRE L TN AR L —DOEBEAEICDOWVWTHLCIE. TKeyguard BEET /N1 RV —) Z28BLTLE

LY

Secure Hub 19.9.0

Secure Hub foriOS Secure Hub foriOS i2i0S 13 #HR— L TWET,

Secure Hub for Android Z DU U —XIZiE. NTDEBEREENTVET,

Secure Hub for Android 19.8.5

COUU=XICIE. NTDBELHEENTVWET,

Secure Hub 19.8.0

Secure Hub foriOS C U U —Xilik. NTDEBIEL /T =V ADBILBEENSEFNTULET,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13


https://docs.citrix.com/ja-jp/citrix-endpoint-management/policies/android-enterprise-keyguard-management-policy.html

Secure Hub

Secure Hub for Android Android Q ®#7R—+t, DU U —XiZlE Android Q DHR—bHREENE T,
Android Q 73w b7 #—LIZT v 7Y L— R F BHiIC. Google Device Administration APl gL' Android
QERFTIBTNARICEZBZHEEIZDWVWT. Device Administration 75 Android Enterprise AD#171 %
BRLTETWV, F/z. 7O (Citrix Endpoint Management & & 0 Android Enterprise - ) H&BL
TLRETL,

Secure Hub 19.7.5

Secure Hub foriOS CZ U U —Xilid. NTDBIEL/NT #—I Y ADBUHEENESEFNTVET,

Secure Hub for Android Samsung Knox SDK 3.x ®# 7R — k., Secure Hub for Android i3 Samsung
Knox SDK3.x #H#R— kL TWE T, Samsung Knox 3.x DFBITICDWTEL < ik, Samsung Knox OfI%E
BIFRFaAXYEESBLTLEIL, TOUU—XTIE #iLVL Samsung Knox BRIEEHHR—ELTUWE T,
LUEID Samsung Knox BRIEEH 5 DEEICDVWTHL <. THL Samsung Knox BRI=HEOZEE] #8EL
TLREW,

PN
Secure Hub for Android I&. Android 5 #%247L TW3 5 /3 X T Samsung Knox 3.x #HR— kL TW
Ft Ao

Secure Hub 19.3.5~19.6.6

NED))—XIZIF. NTDEBEL/INT #— 2 ADBUKENSEFNTVE T,

Secure Hub 19.3.0

Samsung Knox Platform for Enterprise 0+ — k, Secure Hub for Android i%. Android Enterprise
F N1 2T Knox Platform for Enterprise (KPE) #HR—~L %3,

Secure Hub 19.2.0

CDY—=XITIF. NTDEBIEEI/INT =< ADBUBELNSENTVE T,

Secure Hub 19.1.5

Secure Hub for Android Enterprise &, XRDORY S —%HR—rFTELSICHBDELT:

« WiFi ¥/\1 R > — Wi-Fi /81 2R > —i&. Android Enterprise 247 R—h 95 &S5 IR0 F LT,
CORIVD—IZDWTEHLIE TWI-Fi 7/NA ZARU > —) ZBRBLTIIESIL,
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https://docs.citrix.com/ja-jp/citrix-endpoint-management/device-management/android/migrate-from-device-administration-to-android-enteprise.html#impact-of-device-administration-deprecation
https://www.citrix.com/blogs/2019/06/26/citrix-endpoint-management-and-android-enterprise-a-season-of-change/
https://seap.samsung.com/content/important-notice-changes-old-samsung-knox-namespaces
https://docs.citrix.com/ja-jp/citrix-endpoint-management/policies/wifi-policy.html

Secure Hub

o ARBZLXML FNAZRRY S —HARE L XML 7810 KR 2 —i%. Android Enterprise Z47K—~93
E5ICBDELTe TORUD—IZDWVWTELLIF THXZLXMLFNAZR ) —] 2BRLTIET W,

o 771 TNA XKD > — Citrix Endpoint Management (X2 U7~ 7 7 JL%ZEML T. Android
Enterprise 7\ X CH#BEERITTIEJ, CORUD—IZDVWTEHELL K T 71IILTNA R > —]
ZBRL TS,

Secure Hub 19.1.0

SecureHub 07 x>+, &8, ZDIFH DO Ul DEBEENRIFHEThE Lize COXEI. Citrix OEFBENTILT S
DRRICEDHE—RESZ, I—H—DREEBELELTVET,

Secure Hub 18.12.0

CDUY—=RITIEF. NTDEBIELINT +—< > ADEUBENEENTVETD,

Secure Hub 18.11.5

+ Android Enterprise OFIRT /N1 ZKR) S —8E. HIRTNA AR —DOFHLLEREICLD, 21—~
i& Android Enterprise 7\ R TXF—4Z/N\N—. Ovo@@ED Keyguard. 7Ho > FEE, MEER
OHE. TN RABEORTEZEITFTIMEICT I ERTEET, s#L <A THIRT N IR >—) #5808
LTS,

Secure Hub 18.10.5~18.11.0 (ZI&. /X7 +#— > XDBUMEEL NI DBEHNEENTVET,

Secure Hub 18.10.0

« Samsung DeX E— RDH7R—k: Samsung DeX Z#FERAT 3 . I—H—Ik KNOX SIEF /N1 X% Fh
BT XRTLAICEHEL T PCOLSBAVEA—T A RTT TV EFERLIED. FFaxX>y hZ2ER
L7b, ET42R3ZeHTEET, Samsung DeX O F /N REH ¥ Samsung DeX OFEICDOWVT
&, TSamsung DeX O##gEl 28R LTI,

Citrix Endpoint Management T Samsung DeX £— R O#EEX RE T 3 ICId. Samsung Knox IR
TNAZR)—%EBHLET, #FLIE THIRT N7 ZARU>—1 @ TSamsung KNOX 0:%E1 =58
LTLIEE W,

+ Android SafetyNet 0 7K— ~: Android SafetyNet #g:%#EH L T. Secure Hub i*-r > X k=)L
INhTW3 Android 7N\ XD B ¥ 2 7+ 2:Hlis 5 & 5iC Endpoint Management 2% E T
TFET, BRIE. TNARALTEBUINIZIREE MU H—F3LDICHERTEE I, 2L <& TAndroid
SafetyNet) Z8BL T ET W,
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https://docs.citrix.com/ja-jp/citrix-endpoint-management/policies/custom-xml-policy.html
https://docs.citrix.com/ja-jp/citrix-endpoint-management/policies/files-policy.html
https://docs.citrix.com/ja-jp/citrix-endpoint-management/policies/restrictions-policy.html#android-enterprise-settings
https://developer.samsung.com/samsung-dex/how-it-works
https://docs.citrix.com/ja-jp/citrix-endpoint-management/policies/restrictions-policy.html#samsung-knox-settings
https://docs.citrix.com/ja-jp/citrix-endpoint-management/device-management/android/android-safetynet.html
https://docs.citrix.com/ja-jp/citrix-endpoint-management/device-management/android/android-safetynet.html

Secure Hub

+ Android Enterprise F/\1 2DAW X SEREZILTS: $IRTNA AR —DHLWVWRETHZ [HX
SOEREHA] #RET ST, A—H—H Android Enterprise TN ATHXSEFRATELRWVLS
ICTBEDTIET, sfL<IE THRIRTNAZRU > —] ZBRLTLLEIW,

Secure Hub 10.8.60~18.9.0

CNSDOUY—=RICTIE NTDBEC/NT #—I Y ADOBUMENEENTLET,

Secure Hub 10.8.60

o 7]':—5‘/|*\§§U)'U'7ﬁ— '\0
« Android P o# R — K,
o J—PJAR—=XATF VR TOERDYR— K,
Secure Hub #BWT#H. Secure Hub X F7IZRREINEEA. [FFUZREBNM] REVEHTE. 7—72

AR=RAFTFTIVRRTICBEILE T, ROEFTA Tk i0S /N1 X T Citrix Workspace 7 7 U %R L
T. Citrix Endpoint Management NOER2T5HFERLE T,

L
Secure Hul
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https://docs.citrix.com/ja-jp/citrix-endpoint-management/policies/restrictions-policy.html#android-enterprise-settings
https://www.youtube.com/watch?v=gUw7pOGzASQ

Secure Hub

BE:

COWEEEISIIRBERICOAMREINE T, REDE Z 3. BEOEEZEOBITIIVR—FThTULEEA,

COWEEZFERATBICIE. UTERELET:

- NRT—ROFvv2aR)Y—BLUNRT—FEBEERY S —Z2BMILEFT, ThE5DRIS—0D
BRICOWTEELCIE TEBEENCIILTZUDO MDX R > —0BE] #8RLTLEE W,

- Active Directory B:if%= AD %71 AD+Cert t LTHRLEd., Ch52D20E—RFRZHR—KFLT
WET, RADBRICOWVWTEHLLIE TRAAVERIE R XA +EFXa )T b—0 ViR 28R
LTLEEETWL

- Endpoint Management 07—V XXR—AZEEZBMICLET, T—IAR—AFEICDOVTHLL
3 M7= 2= DM 2BRBLTIETV

BE:

CDWEEE BMICY B L. Citrix Files SSO & Endpoint Management (I8 XenMobile) Tid%
L D—UZAR—ZAEBLTRITINEI, 7T—IXIR—ADOHKEZBMICT %8iIC. Endpoint
Management J>Y —JL T Citrix Files D& =ENCTZ e EHBHLE T,

Secure Hub 10.8.55

+ JSON #mZ AL T. Google o004 v FEERL Samsung Knox Mobile Environment (KME) R—
FINCA—H—RBENRT—REEITHEETY, s¥L <. TSamsung Knox 0—1E&E#R) 28R LT LY
LY

« SEBABOEVBOEBMICT I, - —I3ASERZHPEZEA L T Endpoint Management IZE
TBILIETIEEA, - —HESEZLEAEZEMEA L T Endpoint Management ICERL LS T
3. HAENMEEINTVRVL VWS ESEHRRINET,

Secure Hub 10.8.25: Secure Hub for Android T3 Android P F/N1 B R—rThTVWET,
E
AndroidP 73y b7 #—LICT v I L—R BRI F—N—1 > TS5 ZUF vhsubjectAltName
(SAN) iR CT—HITZRRAMRZFOELF 2 U TS ICENML TVWB e 2B LEY, KA MREIRE

TR T—N—3—H9 3 SAN ZECAEZRTIBHBENHBD EI. R FZIC—HTS SAN z&
FHRVIBEIEBEINEEA. 2L <IE Android BEREBERFa XY FEBSBL T TV

Secure Hub foriOS oF# (2018 £#3 5 19 H): Secure Hub foriOS /\—> 3> 10.8.6 Ti&. VPP 77U
RIS —OBBEBETEFY, s#L <& Citrix Knowledge Center ®s2E# SR LTI LT L

Secure Hub 10.8.5: Android Work (Android for Work) @ COSU £— k3t Secure Hub for Android T
HiR— ko 3L <&, Citrix Endpoint Management ® R a2 X > FEBRL T T L,
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https://docs.citrix.com/ja-jp/mobile-productivity-apps/administrator-tasks/policies-platform-mobile-productivity-apps.html
https://docs.citrix.com/ja-jp/citrix-endpoint-management/authentication/authentication-domain-security-token.html
https://docs.citrix.com/ja-jp/citrix-cloud/workspace-configuration.html
https://docs.citrix.com/ja-jp/citrix-secure-hub/samsung-knox-bulk-enrollment.html
https://support.citrix.com/article/CTX233532
https://docs.citrix.com/ja-jp/citrix-endpoint-management/whats-new.html

Secure Hub

Secure Hub n&iE

Secure Hub ICREE T 2 AHHDEESZ X U1%. Endpoint Management O#EAEMEHICETLEF T, 2—H—N
iOS % Android T Secure Hub 2 fIETE 3 & 519 5781, Secure Hub % iOS App Store. #7:zid Google
Play R b 7ic7v7O—- KL &9,

Secure Hub %, Citrix Gateway % f#f8 L 7=88:E#%I- 21— — Citrix Gateway £ v a v hABEH I N FiC.
YR R=ILINTWVS7TUD. Endpoint Management IZI#INTWVS MDX KU > —DIFL AL EEHML
=

BE.

NSDRUS—D550WTIhAZEETZHEF. 2—F—E7 T ZHBRLTHASEI X M—ILL.
BHINEARUS—%2BATIMBENHDET: EXaUTcJI—7 BSUEEML. Secure Mail ®
Exchange Server

Citrix PIN

Citrix PIN 293 & 512, Secure Hub ##8pliTE %9, Cot+a )7 ri%kElZ. Endpoint Management
AVY LT [RE] > [0 7>b7ONRT«] ZBRLTEMICLET. CORET. BRINTLSEN
TILTNA A== Secure Hub IZH1>#> L. SvFInfc MDX 77 2B5:iE&S (PIN) OERICED
TOT14THTBIRELRHD X7,

Citrix PIN #EET. EF¥a T+ THRESNALS Y IT7IVICOTA VTR T —H—BEHBRICAD £7,
Active Directory 02— —Z»/NXT—RAHY, BOBEREREZEDRIANTIHEIHD £ A,

Secure Hub iIc#1®TH - >4 >33 2—H—I&. Active Directory 2—H'—R /XX T —RENATZHEHLH
DET, Y1 >FVEC. Secure Hub i Active Directory BtgEHR £ 72130 5«0 7> MEAEE I —H —F N
ZUFREFL, A—HF—ICHLTPINZANTBLS5BERLET, A—F—IBEOY A VA VEICPINZEANTS
L&D, TOTa 7RI -ty a > ORETA RILEZALT I DR TTZET, Citrix 77U ELV
Store ICEFaT7ICT7IVERATEEXY, BETZ 717> b0FONT1 TlE PINZFERBLE—IL Y OB
S, PINONXZXO—RFOBEDIEE. BLUPINDBELREIDEHDIEEZRITTIEI, FLFK 1751
TrhTONT a1 ZBRLTRZE L,

EBGRIE (Touch ID) BB L FIC. TTUDNENRLDICH 750 VRBIANRD ShiifEs. 1—F—Idisus
FRALTHI I TEET, fcfEL. ¥ T Secure Hub IcH 1> 1> Lieb. NI REBEEBLID T35
. BLUVETI T T2 —DEHHRIINIEICIE. PIN ZANATEIHRELRHD £9, IBEERIOEMLIC
DWTEEL &, HELAEREE £ 7213 Touch ID FR3E) #BBLTLEI L,

FEEAEE VB

Secure Hub for iOS & & U Secure Hub for Android 3. SSLEFRZEDE B EHR— L TWVWE T, NI
&b, Citrix 7 57> ;H Endpoint Management L@E T 3BRIC. BEHLER LIAIASZEHEFERINET, L
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https://docs.citrix.com/ja-jp/citrix-endpoint-management/advanced-concepts/deployment/client-properties.html
https://docs.citrix.com/ja-jp/citrix-endpoint-management/advanced-concepts/deployment/client-properties.html
https://docs.citrix.com/ja-jp/mobile-productivity-apps/administrator-tasks.html#fingerprint-or-touch-id-authentication

Secure Hub

Tehto T TNAR LD — FEERRZED M VX = JLICE D SSLEY Y a VICBENRIBZEIC. 7517 h 5
Endpoint Management ADEFEHMEIEI N F T, Secure Hub i —N—2BF—ICHT3ASHDOEER K
B3, #ENMETTINET,

Android N LA, 22— —HNBMN L 7-3BEE%E (CA) I3ARL —F 4 YIS RATFLTEHIIN RS b 3, Citrix
TikaA—H—pEMLE CADRDLDIC. NTUwIIIL—hk CAZERTZIZ 28O LET,

Android N IZ7 v U L—R$32A—H—ld. T3AIR—FEIZECEE CALZERT 3 L EENRET SN
PRHD FEFT, ROWRTIE. Android N TN X EOEGIIM SN ET:

+ Endpoint Management 7> 3> 751 ~R— F/EEE% CA L BDEFEEH CAD [F2] ICHRTE
TINTW3, F#HLIE TFNTREE] #8BLTLED
« 751~R—K/BEE% CA L Endpoint ManagementAutoDlscoveryﬂ EX (ADS) I3EZERTRETI
HOEEA. EFa2UTr LOMRBEICED ADS ICEETEHVEE. BEDEEEA CAIL. R [£7]
IKRESNTULHBETD (V] IKARDET,

FINA ZDEEFT-1E Secure Hub 07 v 7J L — REiIC. SEBEOEVBHEEMICT I e 2RFLTLIES
Wo T7HIET. COATTavid [F7] ICH->THED. ADSIZ&>TEEINE T, :FAZDOEVBOZEM
ICT3L. A—H—IFBACERHABEEZFEA L T Endpoint Management ICER T2 IdTEFEHA. 21— —
PECERMPEZFERALTERLLS TR L. @ASEIEEINTVAVEVWSEERRRINE T, 21— —
HEEEREZ AR L BWESE. BRIIKELF T,

ARAEr VB EFEAT 3iCiE. Citrix ADS H—/N—IC Citrix AEEERZ%Z 7w 7O— RT3 & SICIRET IHEN
HDFET, Citrix W R— b R=ZILTTFIZAINYR— b Tr—XEZBEITET, WFEX—% Citrix ICEELARVWTLE
TV RIS, UTOBEHRZEANALEFT:

o A—H-—HERKIERTZTAIVFZELC AT,

+ Endpoint Management o2& < X1 >%& (FQDN),

« Endpoint Management ®1 > 242> X%, T7 AL L TIE. 1 VX2V RXEIF zdm THO. AXF L/
XFHXFEINET,

e A—H#—IDD&A1F, UPN £1BX—ILOWVWTNMNCITEE T, 774/ LTI 21 FIEUPN TY,

o« T7AIER— 8443 H5KR— hESEEELIHAIR. I0OSERICERAINSZR—

s T MR—F443 h5R— ~ESZEELBEIF. Endpoint Management H#E#i = Z I ANLB R
— b

« Citrix Gateway ®5E2% URL,

e BEEDX—ILTRLR (AF>3>),

o RAAIZIEMYT % PEM BZXDERE. Chid. MBF—TRB AKIRAETHIHENHD £J,

o BEFEOY—N—IEREOHIBSE. HWH—N—GEAEZ (BRICTS5INTWSc®) BESICHIBRY 3H\
KMNTBETHR— FEREGT D%

FHMIERS L UHEBAED Citrix Y —N— BT B . TIZALYR— b r—XDBEHINET,
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https://docs.citrix.com/ja-jp/citrix-endpoint-management/device-management.html
https://www.citrix.com/support/open-a-support-case.html

Secure Hub

SERRE + UV A A LINAT— RiB:

Citrix ADC Z#8p L T, sEFAZECtF¥a VT« =2 &AL T Secure Hub TREEZITS £ 51CFTB LT
FEG, EFaVTA b= VIETVEALNAT—RE LTHEELE Y. COBEMICKD. Active Directory 7
v FUY R ETNARCESBVBABEF 2T AT a VMRETNET,

Secure Hub THERBE + >4 LINRT— R A FORIEZFERATI 3 L5129 312id: Citrix ADC EFH R
TOIaveEIMIARIS—EBMTIHBBELHD EI, Znickh. Citrix Gateway OF A > 421 TERT
'X-Citrix-AM-GatewayAuthType: CertAndRSA| XD H X Z LIEBEANYH —DEATNE T,

&5 Secure Hub Ti&. Endpoint Management O> v — )L T# 3 17z Citrix Gateway OJ 7 > &« TH'E
BIhZxd, LI 0ERIG. Secure Hub A¥lEloO04 # > %587 95 £ T, Secure Hub TIZERTI £
ho ZDT=D. NAZLANYVE—HRBLEDFT,

A
Endpoint Management & Citrix ADC TRA 2074 > 21 THRESN TV BHEIE. Citrix ADC D1
MTEEIaNET, 5L <I&. Citrix Gateway & Endpoint Management; #£RBL T ZT W\,
1. Citrix ADC T. [#82] > [AppExpert] > [EZ#Zx] > [7U> 3] DIEISERLE T,
2. &m] 2oV v o LET,
[ESMRTI2a>0ER] EELVESIET,
3. LTOeBDICETr—ILEZANSALT. [ERK] 20Uy o LET,

Create Rewrite Action

Name*

InsertGatewayAuthTypeHeader

Type™
INSERT_HTTP_HEADER v

Use this action type to insert a header.

Header Name'
X-Citrix-AM-GatewayAuthType ‘

Expression Expression Editor

Operators  + || Saved Policy Expressions = || Frequently Used Expressions - Clear

“CertAndRSA

In string expressions, string constants and expressions can be concatenated with "+" operator. Please make sure that string constants are enclosed in double quotes.

Comments

oo [N

AA>D [BESHMATIIaV] BHICROERDPRRIINET,
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Secure Hub

NetScaler » AppExpert > Rewrite > Rewrite Actions O 9 H
| Add ‘ Show built-in Rewrite Actions Search =
Mame Type Target Expression Expression Pattern
ns_cvpn_sp_js_checkout_nw_act nsert_after_all TEXT "'\ +window.location.pathname.split(y A 1]V +wi.. re~asubstri(0,34).tolowerCase\(\)==\"%2f"\)a=
InsertGatewayAuthTypeHeader  insert_http_header  X-Citrix-AM-GatewayAuthType  "CertAndRSA"

»

4. ESMRAT I VEEIRMIARIS - LTREBY—N—ICNAVFLET,

Gateway] > [{Ri8H—/\—] DIBISEIRL T, REH—N—%FRLET,

[#&rZ] > [NetScaler

Dashboard Configuration Reporting Documentation Downloads #
+ System MetScaler » MetScaler Gateway > NetScaler Gateway Virtual Servers () (7] H
+ AppExpert

Add Edit Delete ‘ Statistics ‘ Visualizer Action = | Search ~
+ Traffic Management Q
Name tate IP Address Port Protocol Maximum Users Current Users Total Connected Users
+ Optimization _
_¥M_gweamamappcs @Up 10711230 43 ssL 0 3 3
+ Security SessionTransfe &Up 0.71.12.30 500 ssL 0 0 0

= NetScaler Gateway
Global Settings
Virtual Servers
Portal Themes
=+ User Administration
KCD Accounts
+ Policies

+ Resources
+ Authentication

Show Unlicensed Features

ntegrate with Citrix Products
44 XenMobile
4 XenApp and XenDesktop

&4 Unified Gateway

5 RE] 20VvILET,
6. (REY—N—0#B] BET. [(RUP—] ETRI/O-ILLEY,

7. +=22)y o LT RUS—%ZEBMLEY,
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Secure Hub

Profiles

Net Profile
TCP Profile
HTTP Profile  nshttp_default_strict_validation

Published Applications

No Next HOP Server
1 5TA Server

No url

Other Settings

ICMP Virtual Server Response  Passive

RHI State Passive
Redirect to Home page true
Policies

Request Policies

3 Session Policies
2 ClientlessAccess Policies

5 Cache Policies

‘ Done ‘

Listen Priority
Listen Policy Expression  NONE

ShareFile
AppController https://camamappc8.camam.net:844
L2 Connection false

8. [RUL—DER] 71 —JILFT [EZH]R] ZHRLE T,

9. [EDBR] 7 —JILFT [BE] Z#RLET,

Help

Advanced Settings

+  Content Switching Policies
+  SSL Profile

+  SSL Policies

=+  Intranet IP Addresses

4+ Intranet Applications

+  Portal Themes

+ EULA
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Secure Hub

Choose Type

Policies

Response

Cancel

10. [Gt17] 20V v o L&Y,

RUS=NA>TFo>J] o a hREASNE D,

Choose Type

Choose Type

Policies

Choose Policy Choose Ty

Rewrite Response

Policy Binding

Select Policy”

|Cli:k to select

\@Iﬂ_

100| l

Binding Details

Priority

Goto Expression®

| END

Close

pe
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Secure Hub

11. [RUS—D#ER] 20U v o L&Y,

ERARREEGRY > —DEEIRTINET,

Choose Type Rewrite Policies

Rewrite Policies 0O x
Show
% | Add ‘ | Edit ‘ | Delete ‘ ‘Sho‘»\.‘Bmcmgs| |Fohcy‘ h,ﬂanager‘ |Stat|st\cs‘ ‘Actlan A ;;‘;Il: Search
Policies
‘ Name Expression Action Undefined-Result Action Hits Undefined Hits Active
® InsertGatewayAuthTypePolicy  true InsertGatewayAuthTypeHeader Use Global 0 0 x

12, ERLIcRI =072 )y o LT BER] 20U v o LET, BRLERUS—DAKTh RIS
—NAYTa 7] BEICRD &Y,

Choose Type 9 x
Policies /
Choose Policy Choose Type
Rewrite Response
Policy Binding

CEZ
» More
Binding Details
Priority*
100 ‘
Goto Expression”
END v

[

13. [Bind] oV v o L%,

EBICNAYRTNB L. XMVOEBREEICRD. TR LAEESBRIRU S —DRREINET,
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Secure Hub

DESABLED jmar Teat Pt o w2 Rediect  DISABLED @ S50 Clphers
4 EMABLED Enabie Cipher Rechre DISABLED 3 DISAELED
o ENABLED ¥ ENABLED )
. EMABLED Mandstary el ENABLED (3) 551 Policies
1% erd YES TSy ENABLED
DISABLED PUSH Encrypton Tagger  Always TiS12 ENABLED (®) Prafites
DISABLED
(%) Intranet IP Addresses
Published Applications x
(%) Intsanet Agplicatiam
M Hest HOP
1574 Server 5
Mo Ur >
Other Settings F =
. Pastive
Passive sen Py Expression  Mome
true
hittps:f/xms3.dm com:B4dE
false

Palicies i+ =

Bagquest Pabeies

14, RIS —DFAZRTIBICIE [BEMARIS—] Z20Uv I L&Y,

VPN Virtual Server Rewrite Policy Binding

VPN Virtual Server Rewrite Policy Binding

Priority ‘ Policy Name | Expression ‘ Action ‘ Goto Expression

100 InsertGatewayAuthTypeHeaderPolicy true InsertGatewayAuthTypeHeader  END

Close

Android 7 /N1 2D ADS E#HD =D DR— FEfF  R— MERICK D. Secure Hub 1534t 9 % Android 7
NAZATHAESRY b T7—0h 5 Citrix ADS ICT7 02X TEBZ 2 REL EF 9, ADS A L CHIHERRERZF 2
FAEMTIOISLEET > O- RT3, ADSICT IR TRENIEFEETY, ADSEHIFFOF > —N—L
EMEABRVWAREARBHD T, COPFUATIE. ADSEGEHA TOF S —N—ZNANZXFTBHeZzAgEICLF
ED

5E:

Secure Hub for Android & &0 i0S Tid. Android /N1 05 ADS IZT VXTI ZHENHD 7,
2L <&, Citrix Endpoint Management D RFaX> b IR—bEH)] 28BLTRETV, ZO@EE
IFEER— b 443 TRITINE T, KFDIFET. BEFEORETRINZHFTISLSIRFATNTVEY, C
DBEEZFRETETHVIEEIE. Secure Hub 102 I27 v 7J L —RLAWVWTL IV, REEDANHNIL,
Citrix 4 R— MZEWVWEHLE TSI,

[l e
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Secure Hub

+ Endpoint Management & Citrix ADC O:EEBEZINEL £

AHEEAETHIHENHD £,

o Citrix H7R— MCEEEAZ L Y BOOBEMUEKEL T, COTOEXT.

PRI PEM ER T, MEF—TlE%R<

SEEREDIREZERDSNE T,

FFEAZ VU EOICBMIN#EER LD . T/ R IFEEFENIC ADS ICEGTI3RELNDD £T, CORREY
ICED. TNAREZRITIBIEORFOEF 1) 7 BHH Secure Hub TR TEZ e MREESh E T, TN
1 ZHADS ICEH T I A VWESIZ. Secure HUb IZTFN1 ROBFREHITLEFHA. LIzH>T. RERY b7 —

JRNTADS 7O RX%ERREICTRICIF. TNTADEREEMCTILHICEETY,

Secure Hub for Android I ADS ADT7 I A% FHA T 3ICIE. UTDIP 7RL X LT FQDN @R— k~ 443 %

BRLET:

FQDN

discovery.mdm.
zenprise.com

discovery.mdm.

zenprise.com

ads.xm.cloud.
com: Secure Hub /N—
3> 10.6.15 LIFET
ldads.xm.cloud.
compMERTNB LI
ABRLTLIETW,

ads.xm.cloud.
com: Secure Hub /N—
23> 10.6.15 LIFET
l&ads.xm.cloud.
compMERTNB LI
ABELTLIETVL,

IP7RFLZX

52.5.138.94

52.1.30.122

34.194.83.188

34.193.202.23

443

443

443

FERAEE Y BONEMRIBE. ROLENRTINET !

o Secure Hub (. TN+ REFEFICEEDIAEZETEL 75

IP & R—+~DfER

Secure Hub - ADS &{E

Secure Hub - ADS &(&

Secure Hub - ADS i&(E

Secure Hub - ADS &3

+ SecureHub 3. 7v 7L — FRICREBEIN TVWSHAEEREL. BREAI—F— I L TRID
BT —N—iPAEZEEELE T,

:

Ty TTL—REBICGGERAZEECEDEEMICT 215513 BERIDIHVENHD FT,

s AEFAEARF—ZEE LB 2B E.

SEAEDEMBFICBERTZHUERDHD T A
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HEFAE L Y EBHTIEU —TBAEN Y R — F I E T PREAES LURTEMASIE Y R—FIhEEA. i
BBEE > ®sid. Endpoint Management. Citrix Gateway % £'o Citrix 4 —N—ICIFBERINE TN H—K
N—T1 O —N—ICIFBERAINEE A

[ZHhor hDHIER] OEML

Auto Discovery Services (ADS) HE#ICH > TWBIRETId. Secure Hub T [7hU Y FOHIBR] Z&EHIC
TEET,

[(TAT Y DOBIRR] ZEXICTBICIE. ROFIEZRITLET:

1. FX1>® ADS Z#EL F7,

2. CitrixEndpoint Management T [AutoDiscovery #—t X &1 #fF.displayReenrollLink
DfE%* False IC:REL £7,
T7#)ETlE. CDfEIF True TY,

3. N1 XD MDM+MAM (ENT) E— R TEEINTWVWBRIEE. OFA 7L THEBEOS 133, BE
HEMCKEDET,
FINAZADBMBOE— R TERINTWVEGEEIE. TNTXAEZBERIZVELNHD £Y,

Secure Hub &M

d—%—d. &¥IC Apple £7#zix Android DX~ 7H5BS DT /N R EIZ Secure Hub #45>O— K L &
ER

Secure Hub 289 3 . B PABN SRUINIERBEREANN LTINS RZER T B HOEEDBES
F9, TN RFROFMICOVTIE, T2—H—THhor b RE BLUERF 28RLTIIETWV,

Secure Hub for Android Tl #Ei1 > X F=ILE L VEEEIC, KDX v E—CHRRINE T, [Secure Hub
BFNAREDBE. XF14 7. Z771IUCTIEIATERLSICLETH

COXytE—2F Android ZRL—F 1 YIS RAFLICEZHDTH D, Citrix B 5DHDTIEH O FH AL [BF
a]] #2v 7L TH. Secure Hub 2B Y 3 BEESH LU Citrix ICIE. AAT—FERTIhFEA. 77120 B
BELOVE—FMFR-—bEYIaVEIToTVERHAE. BEEREYYaYRNTEAT 7MIILZRETEET,

EBEPRT TR, A—H—0 [R1T7FV] 2TIEELLT IV TRV My IHRRINET, 21— —1F
Store 57 FUEBITE XY, AIN—+r 7>V EOELEBONYN—H=T12>D [FRE] OTFIC Store AdD
DY oBBDET,
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BB Allow Secure Hub to
access photos, media, and
files on your device?

DEMY ALLOW
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27w TR, Store ldBloa T %9,
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CiTRIX

Secure HuUb

E My Apps

Store

Preferences

Help

About

© 1999-2024 Cloud Software Group, Inc. All rights reserved.




Secure Hub

i0OS 9 LIFE®D iPhone Z2EAT 21— —HX S THSEBBAENAILNT TV EA VA L=ILTEL, XyvE—IH
RRINFET, ZOAXYE—C TR TVE—TSAITANOv/IN—TH 3 Citrix "2 d iPhone TEEINTULA
WIEDWRENET, COXvtE—JlF TAROYN—DEETIZIREICHRZIET. 7TVEFERTIHVILE
HBALTWET, COXvE—UNRRINIBE. Secure Hub I3a—+'—(Z. iPhone T Citrix T>4#—75+—
A7 TVPMERETNBELSICTBFIEERTHA RERTTEDLS5KRDFT,

Secure Mail ToBFHEE

MAM-only BR®#%H&. Endpoint Management %, Android #7:13i0S /N1 X &2 H5. X—LEEREHRT
Secure Hub IZ&$ L 7= —4' —n' Secure Mail ICEEIMNICERIND LS ICERTEF XY, Thik. 2—H—H
BINEREANNTZHEH B VD, Secure Mail ICBER T 3 EBMFIBERTTRIBEN BV #EHRLET,

Secure Mail 2#1& TEMAT 3154, Secure Mail 1 Secure Hub B 52— —DBFAX—IL7 KL A RXAY
HLUa—4— D #EEBL £7, Secure Mail I&. Autodiscovery ICEFXA—IL7RLRAEFEALEFT. RXTY
ra—4%—ID %= L T Exchange Server h'#5l S ¢, Exchange Server iZ& > T. Secure Mail ®a—
H—BEREIITONET, NXT—RENIZIL—LEVWLSIZRU S —DPREINATVBRHE. I—H—IF3/tX
T—ROANNZROSENE T, L. A—H—FETSICBEREANNTIHVEIIHD £ A

COMBREEGMICTBICIE. 320 FONT 1 2B T INELNHD FT:
o H—NnN—7O/N7« MAM_MACRO_SUPPORT, FIEIcDoWTl&. THF—N—=70ON7Tv1 28BLTLIET
A

s V547> ~7F0O/NT ENABLE_CREDENTIAL_STORE & & Uf SEND_LDAP_ATTRIBUTES, FIEIZ>
WTIE T 107> 70N T 11 28RLTLIETWL,

ARZIAZXSINIERA LT

ZARTEHREAIAXTEREEIE. [BE] > (V547> FDOTSYREBE] OIBISEIRL T, |FEZEL, OF
ZBMLT. 77)DMEEIEELE T,
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XenMobile Analyze Manage Configure 0

Settings > Client Branding

Client Branding

You can set the way apps appear in the store and add a |(‘Jg(’1 to brand Worx Home on mobile devices.

Store name* Store @
Default store view Category
o AL
Device @ Phone
Tablet
Note:

« The file must be in.png format (pure white logo,/text with transparent background at 72 dpi).
» The company logo should not exceed this height or width: 170px x 25px (1x) + 340px x 50px (2x).
# Files should be named as Headerpng and Header@2x png.

A .zip file should be created from the files, not a felder with the files inside of it.

Cancel m

Endpoint Management >V —ILT7 77U DSRBAEZHEETIT £9, Bl 2oV v oL T [7FU] #BIRL
£, RS TTVEZBEIRLT [R&E] 27UV I LET. RETIHALPHZTTVDT Sy b7+ —L%EER
L. [BiBA] Ry o RICXFHIZANNLE T,

Appr
MDX App Information
v 1 App Infosmation
mane® | wonera
2 Platform
a Daseription
..“ /;
B Android ——

Store Ti&. 21— —I% Endpoint Management THERS L MMRESNLT TVE LV TR by TOHZ SR
TEFET, 7TTUEBMTBICIE. ¥l 22y 7L Th 5. (Bl 22y L&D,

BREADANILTF Ty

F7=. Secure Hub Tlid. 2—H—HBANILTE2EBESNBIEIFAAFZFDRHLTVWET, 2T L v FTlE. AL
ICHBIVIRAFIIR—0EBRYTITBREANINTA T aVRRTIINET, AN— LT 42T EERBICHBZ/\>
N=—H—AZa—T742>%2yTLTHSE. [NLT] 22y TLET,
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Secure Hub

Close Help Desk

Your IT Department
Report Issue

Send Feedback to Citrix

Citrix Support

(T ZPI] ICBEHDOANILTTRIDEBEESEX—ILT RLADKRRIN, A—H—HT7TUDSEETI/EXT
T &9, Endpoint Management I> YV — )L TEHEBSEXA—ILTRFLRZANALE T, BLRBICHIEEDT
Aveo Vv o LET, [RE] R—OHPEESET, Fl] 20VvILT [OFAT7VRFR=-F 29U voL
9, BREANNTHIEBENKRRINET,

XenMobile Analyze Manage Configure

Settings > Client Support

Client Support

GoToAssist chat token

GoToAssist support ticket email

Support phone (IT help desk)
Support email (IT help desk)*

send device logs to IT help desk directly

@ byemail @

[(EOHE] ICA—HY—DT7TUDO—EBENRRINET, 1—F—I3. BEOHZT7 S ZHERLET, Secure
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Hub TtE#MICOIBER I N, Secure Mail iZ. zip 7 7Lz LTOIBRMAINX v - AR ET,
I—H—d. FEOITLEEDHBPZEMLEFT, XAV V—223y b Z2RNHTREDHTETET,

[Citrix ND T4 — RNy I DEE] 20U v 3B, Citrix 7 R— D7 KL BN I Secure Mail @ X
vt —UHEEE T, XvtE—UDARX T, Secure Mail DEREZICOVWTDOX Y E—SHEANNTRZIENRTESE
o TN RIC Secure Mail B YA R=ILETNTUVARVERIE. X1 T TOX=ILTFOTSLPBEETET,

Ffea—4—i3 [Citrix 4 R— ] 24wy FL T, Citrix Knowledge Center2Bi< CtHTEFF 9, T I Tl
TRTO Citrix "HEDO Y R— FNEZRERTIE T,

(B8R E] T A—H—DT7HI Y FETNA RICEAT3EREERBTEET,

UBFHAR > —

F7=. Secure Hub I BEHRA ) o —PHIIEBHRU S —%RBMHLF T, ChiCkD. Lt xiE. sHFREDTN
1 ABFEDHEBHIIERDIMICHTOAVWHE SHERRETI T, 2L IE. MIBBRTNA XKD —) &8
LTSS,

73y 1 REROBRINE & 9
Secure Hub TIZBRZEOFERERBTEI 3L 510, BEOBRZ BBMICINE LS L £9, Crashyltics V7 +Y
ITHCOWEEEYR—FLET,

iOS & U Android THIFB TS 2RI DLW TId. TCitrix Secure Huby @ FSw k7 #— LT X DiRex BB L
TLIET L,

Secure Hub o F /N1 207 D4R

CDEITa>Tik. Secure HUb OF N1 2O %#ER TR eblc. OFICELWTNY T LRILEREST 3 H
EICDWTERBAL £ 9,

Secure Mail DO F #EET 3 ICiE. UTFERITLET,

1. [Secure Hub] > [AJLT] > [RIEEDHRE] DIBICERIRLET, 7TV DO—EH 5 [Secure Mail] Z#IRL
£9,
HBDOANILTTRIBDEFA—IDEITET,

2. OJDREE FR—bF—LDBSZSTBLIICHETDHoIIBRICOH. EELET, RENELLLITD
NTWVWBILZBICHERBLTIET L,

3. SecureMail ICRD. FIEZBRLFY. BEOBRZMAE LRI BEIRELBRE TS — X
YE—IUDNRTFENFRHZNTEB LT RE L,
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Secure Hub

4, [Secure Hub] > [AN/L7] > [RIEDRE] OIBICRD T, 7TUD—EH 5 [Secure Mail] #:&RL F
ERS
HBDONANILTTRIBDEFA—IHDEITET,

5 #E1Te. MEZBRICHAT AN ENNLET, FIE3 TELZILRZTFHEML T, X(E] %
JUvILEY,
FRLIEXYyE—CHBEET, ERINOI 77 MUDRETNTVET,

6. [XfE] 2b5—EI/VvILEY,
EESNBESET 70ILICIE. ROOTDBPEEFNTVET !

« CtxLog_ApplInfo.txt (i0S). Device_And_AppInfo.txt (Android). logx.txt and WH_logx.txt
(Windows Phone)

TIVT—=2 a3 EROJICE. TRAARET TV r—2a VIiCBI3EHRIAEENTUVET,

E%%D @D Fl:ﬁ% e ﬁ@iﬁ’% k__k TLT: ﬁ:ﬁ%

February 27,2024

Citrix TlE. EBBENALUTTVOEE2 DON=J3 VW 507y T L—RZEHR—ELTULET,

Secure Hub for iOS 24.1.0
24.1.0 TR I-RIE

« Paleraln 77U ERALTIOS TNAREZ 1T L1293 . Citrix Endpoint Management
—N—ECDTNAREZIS AN T LA EFHC LTHRELERA. ZO&R. Endpoint Management
F—N—@FIzAINT LA I7TNETNA R2THEFRROREICREICUEY FTEIEEA. THIC
Endpoint Management #—N\—&. Sz AILTLAIVINETNAIOIY F)EHF—N=O>Y —ILH
SHIBTEEFHA. [XMHELP-4397]

+ MAMSDK 2R L TIiOS 77U 2 EBE T3 L. Secure Hub Z 7 TROWTNHDRIENKEL £7:

- T7UQEMRHFAERICR - IHEISERM L £ Ao
- TTUDEH SN BLAGHNICERZEBHLE T,

[XMHELP-4427]

« MAMSDK 2L TIOS 77U BRI 3. ROAV TS TV ABMHBRRINZBENHD £
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Secure Hub

FTCO7FVETHAYY b SEIRENE L. BBEVDTNAIDSHIRTEE T4

ZDOR&EIZ. MAM SDK & MDX Toolkit ®@A%ZRL i0S FNA RICA YA —ILTZHELFT, [XMHELP-
4463]

Secure Hub for Android 23.12.0
23.12.0 TR NT-ERE

Citrix Gateway BiBEHROEMEARHI NS . Secure Hub 1% Citrix Gateway Hr—/N\—IZiE&T T 570 DHFH L
VHEAZZ AR LBV e H B D £9, TDER. Secure Hub idREICEK L. ROIS—XyE—IHRRTH
7,

MEGITS—DEELE LI BEGL TV

[XMHELP-4446]

Secure Hub for iOS 23.11.0
23.11.0 CHRERINT-FEIRE

« Citrix Gateway 7 51 7> MEBRZEOBEMERMNMTIN T EBEHR I NGV, i0S 7/N1 X T Secure
Hub oBsEh' kML £9. C ORI, Citrix Gateway #* TLSv1.3 7O L EFERA L TWSBEICEE
L#*9, [XMHELP-4396]

+ Citrix Gateway #H T Secure Hub ICH 1 > 1> T3 L ROIZ— Xy E—IHRRINZIBEDHD £
ERS

M 2F > TEERAT LI, BRBEBRIELLBHD EFEA. Ly a>EKLTLET (Could notsignon.
Incorrect credentials. Ending the session) |

COR&IZ. nFactor Z{EM L TIiO0S F7/3-r X% Citrix Endpoint Management (CEM) IC&8R95¢ &
ICRELEY, [XMHELP-4423]

Secure Hub for Android 23.10.0
23.10.0 GRS N T-EIRE
Android /N\—< 3 > 11 U T, Android Enterprise /81 X T Wi-Fi /R ) > —HEBE IR VLA gEMEN

HOEFYT, COMBEIZ Wi-Fi RV —DEZ T+ —ILRICRX A VEMEETNTVWAVWBESICRELX T,
[XMHELP-4379]
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23.10.0 DREA D fERE

OV —=RICIFEERDEEIFH D £H Ao

Secure Hub for Android 23.9.0
23.9.0 TR N I-RIE

CDVY—=RTlE. N7 AT VARREEIEENICE LT E22FICHOLLTVWET,

23.9.0 TEEM & L THRE S NIRE

SNV —RICIFEEMDOREEIZH D A

Secure Hub for i0S 23.8.1
ARSI NI-RIE

o I—H#—H Secure HUb 2380 2B L TTNTITXEZEBEB LIS TRIHERIC. 2 —F—RDOER
hsAMAccountfer. 7OEZADKKL. RDIZ—XyvtE—IHKRRINET,

MERICKBLEL. MAM OOJ (1 VEHA—F—DERI—HF - —HLELA, BSI—EEFRLTE
T W [XMHELP-4410]

XA DR

DY —=RICIFEEHDOMEIZH D EH A

Secure Hub for i0S 23.8.0
ARSI NT-RIE

+ nFactor 6/ L T i0S 7/ X% Citrix Endpoint Management (CEM) ic&#29 3. ¥-r2-0VPN
MR ERILT ZRICRIENEET B AL HD £5, [XMHELP-4390]

XA DR

DV —=RICIFEERDOREIZH D EH A
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EWN= 3 Y TOBRMOBECBESNIHEE

Secure Hub OLUEIODN— 3 > TOBEMORBBE L BRI NRIEICD W TIE. TSecure Hub ORI DRES LU
fERSNIEMEDERE] Z#8RLTIETL,

RETHERHENBSFUA

October 31, 2022

Secure Hub Tld. 12— —OREINREICHD . TNA XA TERBROANNDROSNZIETERSFUTHDH
D&Y,

SFUFIFROEBERICE > TEBRD XY

+ Endpoint Management >V —LEETHO MDX 7 7URD > —=ELV I 17> F7ONT 1 DRE
o BADITONZDOHA T SAVhF >S540 >h (F/81 Zi& Endpoint Management AD+xy kT — %
BHBE) o

oo A—Y—HANH I 2EBFROELE (Active Directory /8Z7— K. Citrix PIN /SR O— R, 7> &A1 LN
27— R, $B8HGERHEE (I0S Tid Touch ID) &, BAEDBEPIEEICL >TEED £,

BMIC. BELZRODONBERE BB FUAICDODVWTHEBALET,

o FNAADHEEF: A—H—IE. TN REBREHT BIEE. Secure Hub TERIETEIHELHD £,

s ¥TITATHRATSAY (BALTIR): TITAIKTTFTTUNII— RO MDXRU S —HB#MICH>T
W3 . Endpoint Management @& 51 7> b 70/87 « Tnactivity Timer) H#8E L 9 Inactivity
Timerid. E£¥a7aY7F2FERATEIIRTOTIVICEVWT, A—F—T7 771 ET 1 DHRWVWIRREETREIR
TERAKEZHIRL EI,

BESNEEBRICI-—Y—T7ITsET DRV, - —EF NI ROEF 27 AV T HICBEREREZBAAD
LARFNIEED £HA. fcr z2IE. Inactivity Timer 0EMEARA TN TV R IBEIF. I—F—HF NI XZEL
TZDHZHENTH, FHLOI—H—DEDOTNARZF>TIAVTTHOBBRBRICT IV ERATEHLIETEXE
Ao Inactivity Timer @3 E & Endpoint Management >V =)L TTVWE T, T7 4L MK 159 TE, [
VI CRESNLT T NZXO— R L Inactivity Timer 0#aEabtid. B2 ROS5NDSFUFDEITHE
L&,

+ Secure Hub » 504 >#7: Secure Hub 54 >+ 733 . Secure Hub % MDX 771 &k[E
TOEREII. TFUNZI— RO MDX RS —¥ Inactivity Timer ORETED SNEDIC. /N3
—RANNZERDBZAYvE—IHRRINZ2H. A—F—IEBANNDOBRELRHD £,

e BAATSAVERE: TOFUAFIFTTVEMDO MDXKR) > —IC&> T3S TNDZDT. ERIDOT
TIICOHFYETIEEDEF T, MDXRUS—DBAFT TS VHRIZ. 774 T3 HTY, Secure Hub
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TT77TVEF 7534V TRIITIZRABENEBB IS, 7TVEHEOREIBE R S —BHMDOLDIC.
Endpoint Management 5O F v 71 VHRBICAD 9, Fxv o1 UhiThbhd . Secure Hub
TT77VDAYSA VAL ROSNET, MDX 77U ZFERATZHIIC. NROA—REBANTIHEDDH
D&EJ,

BRA TS VIR T O T« TR—) VI ABOBRICERLTIRE L,

s TUOTa TRHRAR—VIIEMIE. 7S Endpoint Management "5 F v o> LT FFUOO
VIRV TREDEF 2V T REERITIBZAWOL T, FLTIVIEE TTUORI S —BHLHF
TvIL&ET,

s TUTATHAR—UVIRAMOR) S —BHT, RUL—DF Ty IHNERITONZ L. RAFT 751V
AoL21<—NUEy bTh, BUADY M OUDMBED T,

TOT47BAR—VVIER. BLUVRKA 751 VHBORBEDOWVWTNICDOWVWTH,. Endpoint Management
DPEDFTvIAVIiE. TN RICEMA Citrix Gateway b=V hH B2 EHBRETYT, TN AIZEMH
Citrix Gateway ~k—2 > % 3158, 77V IE—0F#r7% <. Endpoint Management 5L LR > —%
S L 9, 77T Citrix Gateway b—2 Y HRELRIFEIE. Secure Hub ICIhBH O, RifzRHZ X vt
—UHRRINET,

Android /N1 X TlE. Secure Hub D705« EF v« BEN. BEEBFOT7 TVEBEO LHICHERTINE
¥, i0S TN X TlE. Secure Hub ARFIEICKREINT. BEFHFOT7 TUH—BNICENET,

A—H—HERBEREANNT S L. Secure Hub BT 7 FUICRD £, CDFEAIC. Fv v adThi Active
Directory Et&E#Rz Al § 2h\ REBFADI 1 7> bEBBERIAHNIL. 2—H—IF PIN. NXT—R, Ff
IIEBEREZE AN TE X T, €5 THWESIE. Active Directory 0&ERKIBEHRZ TR TANTIBELNHD £T,

R Citrix Gateway R > —T#AT 3 & S5IC. IFT7 U 7+ 774 Citrix Gateway v > 3>, Fhld@siniat
wiayAALTU RS —Ic& D, Citrix ADC b—0 U EMICHRZ e hH D £9, Secure Hub ICBEY
AA2TBRE. PTIDRTERHITDECHNTEET,

+ Citrix Gateway v > 3 >R > —: Citrix Gateway ® 2 DDRU > —H, I—H—NRiEERD SN
ZOFVFICHELET, D& S53%ABE. Citrix Gateway R > —H Endpoint Management (Zi&4t
357200, Citrix ADC X DA > SA >ty 3V EBILT B3R ETVET,

-ty a OEA LTI BESNIEBERICRY FT—0T7 071 ET 4D RELBVBE.
Endpoint Management @ Citrix ADC w3 >hlrIhEd, 774 ME309 T, fF2
L. Citrix Gateway T+ #'— REFEHL TR —%2RETR L. T4 ME 1440 BICHED £T,
HARY FT—IANDBELHIC. BERBRONNZRDEZXAyE—IHREFINET,

- BHEBZA LTI M CORED [F 2] DIFEIE. @HINGREZ 1 LT M OZiB#IC. Endpoint
Management @ Citrix ADC v > 3 VOIS hE ¢, EHINAEZA LTI FTiE. REINH
FEIC. BRBIROBANDUETY . ROFEAKIC. HARY FT—IAOBESIC. ERIBRON
NERDZ AV E—INRRINET, T 72N [F7] T, ffZL. Citrix Gateway v« #°
—RZFEALTRUS—2RETB L. 772 MF 1440 ZICHED £ T,
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BRiEROER

DL 3>TR. EOLSBBRICI—H—DRAERDSNIMNCOVWTHBLEL. TOEI 3> TR
A—HF—DANNHKRELREREROBEICOVWTHBELEY, TNMREOBSUINT—RIITIEITIICIE.
TEIEWRAEATOREDNBETY, RICTNAROOY V&R 3ICI1F. 7SIV TFoOvI%
BMRLET. CNARELTOACTFHBURESNDI L. BET7IERTREDIC. CAYA)aYTFFroOy s
R LE Y,

P
BEWRT ) e WS BiEIE. MDXToolkit T5w 7 L7 FUEIBLE T, ZDHBED MDX Toolkit 1%
FUNRROA—=RDO MDX RIS —HF 7+ )L b TEHDOFET. Inactivity Timer pNEEINTUWE T,

BERBROBEZ AT I 2RRITRDED TY !

« ISV TFOOY VR Active Directory /XX — k. Citrix PIN £f@/XXO—K, 741
LNXZRT—R, TouchID &7lE7« >A—=FV> DI 754V TFH 20y VRRT BT-DICHE
T,

i0S T. TNARICEBHERT7 U EA VA M—JLLT&IC. Secure Hub ¥ 7 I3BBWRT7 T &
MICHEIGE

i0S T. FN1 X%=BEs L TH 5 Secure Hub =< BE

Android T. Secure Hub REITThTLWHWVWE FICEEBRR 7 U BB E.

Android T. FN1 AOBEBESOMSHDEHT. Secure Hub #Bi2&d 3545,

s LAVAUIAYTFOOY VR EHYAV YT OOy VERICIE. IBEERHE BREINTVLIEAR).
Citrix PIN Z£7zi&/Y23— K. Active Directory EBEHRO VT NHNHUBETT,

- Inactivity Timer 0EZHARHIN IS, BENRT7 ) 2EIBE
- Secure Hub o4 1 > # 7#HICEENKR 77U 2B IES

RORRHPETEEZESIF. WFhod> 70Oy J#RICH Active Directory BERIEHRNMBETT :

e A—H—AOA—RL—brT7HU Y N CBEFITIOSNINRXI-FZEET B5H
« Citrix PIN: TENABLE_PASSCODE_AUTHJ & & U TENABLE_PASSWORD_CACHING) =28t s 37
HNYU 517> b FONT 1% Endpoint Management 3>V =L TRE L TLWARWEE
o RORKAT NetScaler Gateway £y > a YHERT LIBEE: £y a >y a4 LT b FEIEablnig g1
L7 RIS —DR2AI—DEHHARTINE 8D, TN ATERBHRNAF vy atnTuauns 7/
A RIZT AT > MEEBAZE DR LY,
IREGRED B BRFIC. 7T TUDENRIEDICA T 51 VRD RO SNFE. - — 3z ERLTY 1>
AV TEET, 720, #HT Secure HUb IZH 1> 1> LD TN XEBREELIEDTEHEICIE. PINZA

NIBZBELRBD E9, BOERHEDEMHICDOWTEEL < 1E. MEAERIEE721E Touch ID FB5E) 28R L TLET
LYo

MROTZA—Fv— bid SBEAEBROANNZRD SN F. EOERBMENIT BHHIMTZLHDOTAO—TT,
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Secure Hub

When do users see an
authentication prompt?

Starts when....

I
J l

o e || Qrinesunencation-prmay
7 N (initial) container unlock is required
required

| |

Triggered by Maximum Offline Period MDX
Triggered by client property policy or NetScaler Gateway Session .
setting for the inactivity timer: expiration/forced timeout (check-in with vxaei;,t(acgﬁscegtg&?y
(idle use in apps that use the XenMobile to refresh policies through e g Y
container) Worx Home and check on the NetScaler g
Gateway token)

NetScaler Gateway
Session time-out
policy - Inactivity

timer elapses

NetScaler Gateway
Session forced time-
out policy elapses™

Max Offline Period

{

MDX policy expires.
Reauthentication is required when users do the following:
» Openan managed app after the inactivity timer expires
(secondary container unlock) . _
* When signing off Worx Home and then opening a managed NetScaI@ilrtokentlsrmvatl!dtbe?use
app (primary and secondary container unlock)? session time-out (inactivity) timer

elapsed or was forced to elapse
Is the App Passcode

policy set to ON
(default)?

Device flips to Worx Home and
users must authenticate to the
NetScaler Gateway.

Does the user have cached
Active Directory with Worx
PIN credentials or client
certificate?

No need to unlock
the secondary
container

Is Touch ID (i0S)
configured?
Users can entera | | 815 Must enter

Worx PIN or their Active

Jsscode Directory

p credentials

Users can entera Us\e{;s car;lintera
Touch ID (i0S) orx PIN or
passcode

1 1f you set the session forced time-out policy to a lower value than for the inactivity ime-out policy, the forced time-out palicy
overrides the inactivity time-out palicy.

2 To see how these situations differ for i05 and Android devices, see the Credential Types section in Authentication Prompt
Scenarios in the Citrix documentation,

Secure Hub oE@EYIODEZICDWVWT

COIENMEEITANIRRELTIE. 7F7UH5 Secure Hub ADYIDEZ . TTOT7 TUADTID EZHNKBER
BEahBIFenEd, BEI’TDEDLZ Y. A—HF—0OEBHIVERBHNARIINET, COrE. REIIRE
HDEEA, CORRBPELZDIE. BART TS0 VHBET I T 1 THAKR—1 VI EHATEE S - Endpoint
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Secure Hub

Management 5D F = v ¥ 1 >#%IZ. Endpoint Management #. Secure Hub IZ& 3 F N1 ZAD T v
1BHARER, RUS—DOFHEZRELIBEETY,

FNARDINZAO—RICEITZ/NZ2O— RoE#S (Android 12 LIf%)

NRXOA—ROEMIIE. hREZLONZAT—REGLIDHBEINE T, NXDA—ROEMRIDLANILIZ. BRIESE
INFLRILDL1DTY, LIh>T. TVRIA—HF—FEHEITDOLARILDMBEVWNNRT—REZRETTEFHA,

Android 12 LD T N1 ZAD/NZAA— ROEME S IZIRDEED TY:

e NZAOA—FORMEZERTS: DAZLONIAT—REHTIIBRL, TV R IT4+—LICE>TERINSE
BHIDLARILDNRT—RPBETY, Android 12 LIFET Secure Hub 22.9 LIBE%FEBL TV TN
ZDHIR,

« WHIDLANI: BHEEINLNRIT—ROEEIDOLAIL,

BL: NAT—RREBEHD FH A,
|: NRT—=RIZRDBEDHD FT:
* NEZ—>
* PIN (4 2l ED¥F)
F: RRT—RRROBENHD F7:
* BEDIRLONF (4444) F£1-RIBELCEODOXF (1234) TIEAHEWPIN & &84 20HF
* ANXFUEDOTILT 7Ry
* 4 XXFP EDOREF
B NRT—RRROBEDHD F7:
* ZDIRLOXF (4444) FHIFIBELHDOXF (1234) TIEHRWPIN . RIE 8 20#F
* 6NFUEDTILT 7Ry
* 6 XFULEORKF

« BYOD #N\1A ZDBE. RINXFH. HENXTF. EERE. #MRAA 0/ 0— R&EIF. Android
12 UETIFERATEZFtA. KDDIC/NRI—ROEMIEFBAL T L,

c FERTOT77AIILDNROA— ROBEHIHEMICHR > TVEHEIF. TN ZRAO/NNRO— ROEHS
HBEMCTIBELRDHD 7,

#£ L <&, Citrix Endpoint Management @ K+ 2 X > k@ TAndroid Enterprise ®:&E1 28BL T T

LYo

KEBRBRZERB LT N1 XDER

November 21, 2020
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Secure Hub

IREBRBRICE > T ENAUTNA RTEABI—Y RN ESNE T, BERBERIF. AN—FH—FH5
KELTZHDT, A—RORDDICENAILTNAZAOFICEELFF T, AY¥— bAH— K& Personal Identity
Verification (PIV) #1— K %713 Common Access Card (CAC) T3,

REEKBRIZ. UPN Hro1—H—#BF2 AT FRMAE TY, Endpoint Management (3. &gERZO
NAHA =D 5B LEREREZT N ZDRLBIVTH—ICRELE T,

Endpoint Management Tlid. i0S 7\ ZDBEFITREEKBERZEATT £9, Endpoint Management =
IREBRBIRAICHBR LIBE. I0S TN ROERBHERCMOBRE—FRIYR—FENEHA, LELRAL

Endpoint Management # —/\—% /A L T. BRIBFRARCHOERE— FTAndroid 7NN XZ2&BI3 L
IITEET.

IREBRIBRZERT3HBE50T /N1 RBRFIR

BRIBICE. TRy FICMODRIISNAY— b A— R =4 —l21—HF—DEEOH— FZEAT ZHEN
HHET,

1. REERBRIONTCHZ—D5 Secure Hub e 77V AV A r—=ILLET, ZOFITIE ID 7ANAE—
7 7Ul%. Intercede MyID Identity Agent T3,
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Secure Hub

+ | — £

FaceTime Calculator Podcasts Watch

*G
m®0

=

Extras GoToMeeting TestFlight * MylD for Citrix

&

cimryx

Secure Hub

2. Secure Hub 28 L £3, 7OV 7 rHRIIN 5. Endpoint Management O e &8 K X1 >
% (FQDN) #AALT Al 201U w2 L%J, Secure Hub ADEENFB TN £ 9, Endpoint
Management TIREEEBERO T R— b Th3HE. Secure Hub 5 Citrix PIN Z1E T 5 & 5 IC3K&
S5NEY,
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Secure Hub

ciTRIX

Secure Hub

Please enter the credentials
provided by your organization.

com

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Secure Hub

9:41 AM 100% I +

citrRIX
Secure Hub

se enter the credentials
d by your arganization,

Enroll Your iPhone

Enrolling secures your IPhone and your work

apps. Do you want to enrall your device?

Yes, Enroll

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Secure Hub

ciTrRIX

Secure Hub

Create a Citrix PIN to simplify

GHI JEL MMNO
/ 8 9
PORS TUV WXEYZ

3. BRI TRAY—MERBRET VT THLET, TSy aBEEICHEVT. QRI-—FOIXF v %
RHZ IOV T AHBRFEINET,
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Secure Hub

Scan the QR code
displayed on the kiosk

4. FRUMYTICRODRITFENTRAR— b A—RU =L =L, h—RZHEALET, TRI MY TOTTVICE
>TQRI—FHIRTEIN. ENAMIUTNARZFERALTI-RZRF vV T35L5KROS5NET,
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Secure Hub

Please Wait

Collecting your identity

7Oy 7 hHREFINT=5. Secure Hub ® PIN #EANALZE T,
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Secure Hub

citrix

Secure Hub

Create a Citrix PIN to simplify
signing on.

GHI JEL MMGO
7/ 8 9
PORS TUV WXYZ
0 & |

PIN osR:E#IC. Secure Hub IC& > TREAEN Y U O—RENE Y, BEITOVT MR- TERZRTIEE
EE

Endpoint Management 2>V =L TF /N1 XBERERTT BICId. ROVWThOERITLET:

o [BE] > [TNA1R] DIREICBEL. IRV RRYIXERTIBDTNAXZRIRLEY, [FERT] 27
v LET,
o [9MR] >[4y aR—FR] OIRICEEILEY,

Citrix Endpoint Management >V — /L ZFERH LY FDER

February 27,2024

BEZIF. BBEETE—RPR2BRICEESINTVLBTNTIXD Secure Hub 1 > 1 o R—STe Y b EEBRTE F
To ROVWTNHDHETEY N EBRTEET !
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Secure Hub

s EVFETHFRAMLLTENRT S
s WebR—J DU ERBHLIEEY FOTFI N EERT S

EYhETFRXMELTHERT S

EYRDTFI BRI BICIE. ROFIEZEITLET:

1. Citrix Endpoint Management O>V —JLICEBREERBREGEAL T >T1 Y LET,
2. [&%] > (507> 7ONRT«] 1L T, [Add New Client Property] #21v oL %7,
3.[%—] rAOYTIETVVR DS, [hREZLE—] ZEIRLET,

4, [¥#—] 7« —JLRiZ. enrollment.twofactor.token.hint x¥ AL %7,

(&3]

Y= 2EBRFBHADPIN ZRBDIFBR N TEZELSHAIRLET,
6. [&#i] 7« —JLRIC. enrollment.twofactor.token.hint ¥ AL £,

7. [EHBA] 7 —IJLRIC. BRLEEY MCBEALTSHROBEICRZESHRAX Y REANNTEET,

Add New Client Property

Key Custom Key
Key enrollment.twofactor. token hint
Value Please check your mail for security token/PIN
Name enrollment.twofactor.token.hint
Description Please check your mail for security token/PIN. This is where to get your security token/PIN

8. rRE] 20V wILET,

BEZRTIBE. EXFDTFRIMYA VA UR—JICRRETINET,

citrix ‘ Secure Hub

Please enter the credentials provided by your
organization.

[ Prease check your mail for security token/PIN

Privacy Policy

. ME] 7o —=ILRICIE. YAV oR=JICEV RELTRRINDTFRMEANNTEE T, BV M. 21—
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Web X—20U Yo %EB&H#LIEY FDOTF I MZERT S

PINADT7 I XICEET 2 MEREST Web R—CU 2R TSI £, BH5. EXRDTFXFIFTWebR—2 D
Dy NAN—D)Y I LTHEELET, A—HF—HBHr>oa1oR—Joe>r bEIUwoF 32, Secure Hub
IHBEHAAB TSI -, BEICERINTVWS Web R—JICBFHL T,

Web R—=JDU > U %ERLTEY FOTFR BRI BICIE. £ TEY b2 TF X LTHERI OREET
MBATNTUVWBESIC. EYROTFI N ZEBHTIBEDHDEY, BT LS. ROFIEICEAFT:

1.

2.

3.

Citrix Endpoint Management J> YV —LICEBREERBEREERALTH1>1 > LT,

(] > [v507>+7ONRT1] IZ#EBL T, [Add New Client Property] #21v oL %79,
[F—] FOYTEIVUR DS, [BRZLF—] ZBIRLET,

[¥—] 7« —JLRrIZ. enrollment.twofactor.token.hint.url L ASLF7,

[f&] 71 —JLRIC. 8L Web =D URLEZANALF T,

[&&0] 7« —JLRIC. enter enrollment.twofactor.token.hint.url ¥t AXAL £,

. [BHEA] 7 —ILRIC. BRLIEEY MIBELTSEDBEIIRZLSABOA Y M EANITEET,

pE

A—H—HPAEe>rDI>I%IV v I TRL, BHRAHTZTHF—IC Web R—IHRRINE T,

Settings ~ Client Properties = Add New Client Property

Add New Client Property

Key Custom Key -
Key enrollment.twofactor.token.hint.url
Value https://www.citrix.com/contact/
Name enrollment.twofactor.token.hint.url
Description https://www.citrix.com/contact/

8. rE] 20w I L&Y,

BRERTTRL. EYPOTEIREWeb R—TJ DU T eHICHA V1Y R—JIZRRINET,


https://docs.citrix.com/ja-jp/citrix-secure-hub/configure-hint-cem#configure-hint-as-text

Secure Hub

citnx | Secure Hub

Please enter the credentials provided by your
organization.

pray

O »

| Where to get your enrollment token?

Privacy Policy

As required
data collec

le policy, we do not share
Irs

with any third p
for any reason
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