
Citrix Endpoint Management

Citrix Product Documentation | https://docs.citrix.com May 3, 2024

https://docs.citrix.com


Citrix Endpoint Management

Contents

Citrix Endpoint Management 9

What’s new 14

Third‑party notices 20

Deprecation 21

System requirements 34

Citrix Endpoint Management compatibility 46

Supported device operating systems 48

Language support 49

FIPS 140‑2 compliance 51

About Citrix Endpoint Management 51

Citrix Endpoint Management integration with Microsoft Endpoint Manager 67

Onboarding and resource setup 104

Scale and size considerations for Cloud Connectors 115

Prepare to enroll devices and deliver resources 116

Certificates and authentication 132

Upload, update, and renew certificates 136

NetScaler Gateway and Citrix Endpoint Management 149

Domain or domain plus security token authentication 160

Client certificate or certificate plus domain authentication 166

PKI entities 188

Credential providers 206

APNs certificates 214

SAML for single sign‑on with Citrix Files 223

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 1



Citrix Endpoint Management

Authentication with Azure Active Directory through Citrix Cloud 233

Authenticationwith Azure Active Directory throughNetScaler Gateway forMAMenrollment236

Authentication with Okta through Citrix Cloud 241

Authentication with Okta through NetScaler Gateway for MAM enrollment 243

Authentication with an on‑premises NetScaler Gateway through Citrix Cloud 252

nFactor authentication 254

User accounts, roles, and enrollment 257

Enrollment profiles 274

Notifications 279

Configure roles with RBAC 285

Licenses 305

Devicemanagement 305

Alexa for Business 332

Migrate from device administration to Android Enterprise 345

Android Enterprise 350

Distribute Android Enterprise apps 400

Legacy Android Enterprise for Google Workspace (formerly G Suite) customers 426

Android OS 463

Firebase Cloud Messaging 469

Android SafetyNet 473

Play Integrity API 478

Samsung 481

Network Access Control 483

iOS 489

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 2



Citrix Endpoint Management

macOS 506

Deploy devices through the Apple Deployment Programs 513

Enroll Apple devices in bulk 530

Integrate with Apple Education features 536

Shared iPads 551

Distribute Apple apps 563

Network Access Control 590

Windows Desktop and Tablet 596

Enroll Windows devices in bulk 605

Device policies 610

AirPlaymirroring device policy 636

AirPrint device policy 638

App permissions device policy 639

APN device policy 641

App access device policy 643

App attributes device policy 645

App configuration device policy 647

App inventory device policy 650

Application Guard device policy 652

App lock device policy 654

Apps notifications device policy 659

App uninstall device policy 660

App uninstall restrictions device policy 662

Automatically updatemanaged apps device policy 662

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 3



Citrix Endpoint Management

BitLocker device policy 664

Bluetooth device policy 670

Calendar (CalDav) device policy 670

Cellular device policy 672

Connection scheduling device policy 673

Contacts (CardDAV) device policy 675

Custom XML device policy 677

Defender device policy 680

Device Guard device policy 682

Device Health Attestation device policy 683

Device name device policy 684

Education Configuration device policy 685

Endpoint Management options device policy 688

Citrix Endpoint Management uninstall device policy 690

Exchange device policy 691

Files device policy 697

FileVault device policy 698

Firewall device policy 701

Font device policy 703

Home screen layout device policy 704

Import iOS &macOS Profile device policy 706

Keyguard Management device policy 709

Kiosk device policy 712

Knox Platform for Enterprise Key device policy 715

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 4



Citrix Endpoint Management

Launcher configuration device policy 716

LDAP device policy 717

Location device policy 719

Lock screenmessage device policy 726

Mail device policy 726

Managed configurations policy 729

Managed domains device policy 740

Maximum resident users device policy 742

MDM options device policy 743

Network device policy 744

Network usage device policy 758

Office device policy 759

Organization information device policy 761

OS Update device policy 761

Passcode device policy 772

Passcode lock grace period device policy 783

Personal hotspot device policy 783

Profile Removal device policy 784

Provisioning profile device policy 785

Provisioning profile removal device policy 785

Proxy device policy 786

Restrictions device policy 787

Roaming device policy 830

SCEP device policy 830

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 5



Citrix Endpoint Management

Siri and dictation policies 834

SSO account device policy 835

Store device policy 836

Subscribed calendars device policy 837

Terms and conditions device policy 838

Tunnel device policy 839

VPN device policy 841

Wallpaper device policy 877

Web Content Filter device policy 879

Web clip device policy 881

Windows Agent device policy 883

Windows GPO Configuration device policy 886

Windows Hello for Business device policy 889

Add apps 890

App connector types 939

Citrix Launcher 940

Add apps using Apple Volume Purchase 943

Use ShareFile with Citrix Endpoint Management 951

SmartAccess for HDX apps 967

Upgrade MDX or enterprise apps 984

Addmedia 986

Deploy resources 990

Macros 1004

Automated actions 1041

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 6



Citrix Endpoint Management

Monitor and support 1051

Connectivity checks 1059

Mobile Service Provider 1065

Reports 1067

REST APIs 1074

ActiveSync Gateway 1076

Citrix Endpoint Management connector for Exchange ActiveSync 1078

NetScaler Gateway connector for Exchange ActiveSync 1127

Advanced concepts 1142

Citrix Endpoint Management deployment 1143

Managementmodes 1144

Device requirements 1147

Security and user experience 1148

Apps 1165

User communities 1172

Email strategy 1179

Citrix Endpoint Management integration 1186

Integrating with NetScaler Gateway and Citrix ADC 1193

SSO and proxy considerations for MDX apps 1199

Authentication 1205

Server properties 1218

Device and app policies 1233

Client properties 1244

User enrollment options 1255

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 7



Citrix Endpoint Management

App provisioning and deprovisioning 1258

Dashboard‑based operations 1261

Role‑based access control and Citrix Endpoint Management support 1262

Citrix Support process 1264

Sending group enrollment invitations in Citrix Endpoint Management 1265

Configuring certificate‑based authentication with EWS for Citrix Secure Mail push notifi‑
cations 1268

Configuring an on‑premises Device Health Attestation server 1271

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 8



Citrix Endpoint Management

Citrix Endpoint Management

February 22, 2024

Citrix Endpoint Management is a solution for managing endpoints, offering Mobile Device Manage‑
ment (MDM), and mobile application management (MAM) capabilities. With Citrix Endpoint Manage‑
ment, youmanage device and app policies and deliver apps to users. Your business information stays
protected with strict security for identity, devices, apps, data, and networks.

Citrix and customer responsibilities

CitrixCloudOperationshandles various infrastructureandmonitoring tasks. As a result, youcan focus
on the user experience and onmanaging devices, apps, and policies.

Citrix responsibilities:

• Citrix Endpoint Management server nodes
• NetScaler Gateway (service or on‑premises) initial integration and configuration
• NetScaler Gateway Load Balancer
• Database
• Cloud Connector software configuration
• SAML authentication integration with ShareFile
• Citrix Endpoint Management site monitoring: Instance, database, enterprise connectivity
(LDAP), VPN tunnel (if applicable), public SSL certificate, Citrix Endpoint Management licensing

Customer responsibilities:

• NetScaler Gateway (on‑premises) management and updates
• Machines where Cloud Connectors and Gateway Connector (for Citrix Gateway service) are in‑
stalled

• LDAP/Active Directory
• DNS
• ShareFile: Initial ShareFile configuration, on‑premises storage zones controller installation, Cit‑
rix Files updates

• Citrix Endpoint Management configuration: Devices, policies, apps, delivery groups, actions,
and client certificates

Integration with Microsoft Endpoint Manager

Citrix Endpoint Management integrates with Microsoft Endpoint Manager (MEM). That integration
adds the value of Citrix Endpoint Management micro VPN to Microsoft Intune aware apps, such as
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the Microsoft Edge browser. With the integration, you can:

• SecureOffice 365 applicationswith conditional accesswith Azure AD. Formore information, see
Integrate with Azure AD Conditional Access.

• Wrap your own line of business apps with Intune and Citrix to provide micro VPN capabilities
inside an Intune mobile appmanagement (MAM) container.

• Manage and deliver Office 365 apps, line of business apps, and Citrix Secure Mail in one con‑
tainer. This management method provides ultimate security and productivity. For example,
you can:

– Block individual devices or operating systems
– Customize ActiveSync policies based on devices, users, or user groups
– Quarantine at the device level
– Monitor individual connections or devices
– Avoid the security risks of credential and data caching

UseCitrix EndpointManagementMDM+MAMor IntuneMDMtomanagedevices. Formore information,
see Citrix Endpoint Management integration with Microsoft Endpoint Manager.

Cloud Connector and resource locations

You connect to Citrix Endpoint Management through Cloud Connector. Cloud Connector serves as a
channel for communication between Citrix Cloud and your resource locations. Cloud Connector en‑
ables cloud management without requiring any complex networking or infrastructure configuration
such as VPNs or IPsec tunnels.

Resource locations have the resources required to deliver services to your subscribers. For Citrix End‑
point Management, resource locations are your NetScaler Gateway, LDAP, DNS, and PKI servers.
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For more information about Cloud Connector and resource locations, see About Citrix Endpoint Man‑
agement.

Get started with Citrix Endpoint Management

Tip:

XenMobile Migration Service

If you’re using XenMobile Server on‑premises, our XenMobile Migration Service can get you
started with Citrix Endpoint Management. Migration from XenMobile Server to Citrix Endpoint
Management doesn’t require you to re‑enroll devices.

For more information, contact your local Citrix salesperson, Systems Engineer, or Citrix Partner.

To learnmoreabout ourmigration service, see 3 reasons tomove toCitrix EndpointManagement
service.

To see why to migrate, how to migrate, and the benefits of migrating to Citrix Endpoint Manage‑
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ment, visit theCEMMigrationServiceCourseCatalog, or refer to theCitrix EndpointManagement
(CEM) Migration Service guide.

When you’re evaluating or buying Citrix Endpoint Management, the Citrix Endpoint Management Op‑
erations team provides ongoing onboarding help. The Operations team also communicates with you
tomake sure the coreCitrix EndpointManagement services are runningandconfigured correctly. This
figure shows the onboarding steps.

To sign up for a Citrix account and request an Citrix Endpoint Management trial, contact your Citrix
Sales Representative. When you’re ready to continue, go to https://onboarding.cloud.com.

For a quick overview of Citrix Endpoint Management onboarding and configuration, watch this
video.

This is an embedded video. Click the link to watch the video

Want to learn more before starting? Try these resources:

Citrix EndpointManagementdocumentation: Provides full Citrix EndpointManagement documen‑
tation, from onboarding to initial configuration to advanced configuration. A “What’s new”article de‑
scribes new features and fixes. Citrix notifies you when that article is available for a new version.

Citrix Endpoint Management Onboarding Handbook: Consolidates all the available information
around Citrix Endpoint Management, so you can continue smoothly enabling and onboarding Citrix
Endpoint Management. You can use the document to record changes for your internal processes and
to document your high‑level and functional designs.

Citrix Endpoint Management Deployment Handbook: Planning an Citrix Endpoint Management
deployment involves many considerations. The handbook includes recommendations, common
questions, and use cases for your Citrix Endpoint Management environment.

SalesIQ:More resources for our Citrix Partners.

Next steps

For information about the Citrix Endpoint Management onboarding process, see Onboarding and re‑
source setup.

After you complete onboarding, see Prepare to enroll devices and deliver resources.
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Deprecation announcements

For advanced notice of the Citrix Endpoint Management features that are being phased out, see Dep‑
recation.

Citrix Endpoint Management support

For details on how to access supported related information and tools in the Citrix Endpoint Manage‑
ment console, see Monitor and support.

Rolling updates to the Citrix Endpoint Management release occur approximately every twoweeks. To
you, the customer, this process is transparent. Initial updates are applied to Citrix internal sites only,
and are then applied to customer environments gradually. Wedeliver updates incrementally inwaves
to provide product quality and to maximize availability.

Citrix Endpoint Management customers receive updates and communications directly from the Citrix
Endpoint Management Cloud Operations team. Those updates keep you current with new features,
known issues, fixed issues, and so on.

The Citrix Cloud Operations teammaintains the Citrix Endpoint Management environments with the
latest Citrix Endpoint Management rolling patches. To get specific patches or fixes that are required
before the rolling patch, contact Citrix Technical Support.

If you have any issues with your environment, contact Citrix Technical Support or your Citrix Account
team. Such issues might include mobile device enrollment, Citrix Endpoint Management console ac‑
cess, or Citrix Secure Mail issues.

If you need any integration or changes made on NetScaler Gateway in the Cloud or Citrix Endpoint
Management, submit a request through Citrix Technical Support.

Examples of changes that youmight request are:

• Citrix Files integration with NetScaler Gateway in the Cloud
• Change NetScaler Gateway authentication type
• Validate connectivity to customer data center resources
• Change split tunnel configuration for micro VPN
• Restart Citrix Endpoint Management components because of some server configuration
changes

Service level agreement

Citrix Endpoint Management uses industry best practices to achieve cloud scale and a high degree of
service availability.
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For completedetails aboutCitrix’s commitment for availabilityofCitrixCloudservices, see theService
Level Agreement.

What’s new

May 3, 2024

Citrix aims to deliver new features and product updates to Citrix Endpoint Management customers
when they’re available. New releases provide more value, so there’s no reason to delay updates.

• Rolling updates to Citrix Endpoint Management go out approximately every two weeks.
• These updates don’t result in any downtime for your instance or device users.
• Not every release has new features and some updates include fixes and performance enhance‑
ments.

To you, the customer, this process is transparent. We apply initial updates to Citrix internal sites only,
and then to customer environments gradually. Delivering updates incrementally in waves helps to
provide product quality and to maximize availability.

You also receive Citrix Endpoint Management updates and communications directly from the Citrix
Endpoint Management Cloud Operations team. Those updates keep you current with new features,
known issues, fixed issues, and so on.

For more details, including cloud scale, and service availability, see the Citrix Endpoint Management
Service Level Agreement. To monitor service interruptions and scheduled maintenance, see the Ser‑
vice Health Dashboard.

Continued support for the Classic policies deprecated from Citrix ADC

Citrix recently announced the deprecation of some Classic policy‑based features starting with Citrix
ADC 12.0 build 56.20. The Citrix ADC deprecation notices have no impact to existing Citrix Endpoint
Management integrationswithNetScalerGateway. Citrix EndpointManagement continues to support
the Classic policies and no action is needed.

Before upgrading endpoints to iOS 14.5

Before upgrading any endpoint to iOS 14.5, Citrix recommends that you do the following to mitigate
app crashes:

• Upgrade Citrix Secure Mail and Citrix Secure Web to 21.2.X or higher. See Upgrade MDX or en‑
terprise apps.
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• If youuse theMDXToolkit, wrapall third‑party iOSapplicationswithMDXToolkit 21.3.Xorhigher
and upgrade those apps in the Citrix Endpoint Management console. Check the MDX Toolkit
download page for the latest version.

Before you upgrade an on‑premises Citrix ADC to 13.0‑64.35+

If you use the on‑premises version of Citrix ADC and upgrade to version 13.0–64.35+: use the
workaround described in Known issues in Citrix Endpoint Management 20.10.1.

Citrix Endpoint Management 24.4.0

• Added new Knox Platform for Enterprise Key device policy: A new device policy Knox Plat‑
form for Enterprise Key is added. This policy allows you to provide the required Samsung
Knox Platform for Enterprise (KPE) license information and use the KPE licenses to enhance the
security of your Samsung device. For more information, see Knox Platform for Enterprise Key
device policy.

• Enforce aminimumOSversion in order to complete setuponAutomatedEnrollment: With
iOS 17, MDMs can now enforce aminimumoperating system version on enrolling devices when
using Automated Device Enrollment. For more information see, step 3 in Add your account to
Citrix Endpoint Management.

• Supports iOS 17 Return to Service: With the Return to Service feature, MDM server can send
an erase command that includes Wi‑Fi details and a default MDM enrollment profile to the user
device. The device then automatically wipes all user data, connects to the specified Wi‑Fi net‑
work, and re‑enrolls itself back into the MDM server using the provided enrollment profile.

• Support Samsung Enhanced Attestation v3: Samsung Enhanced Attestation v3 improves
CEM security functionality on Samsung Knox devices. Formore information see Samsung Knox
Enhanced Attestation.

• Modernize sorting and filtering in Device enrollment: The list views in CEM are currently
difficult tonavigate and less user‑friendly. Bymoving filteringand sortingoptions to the column
headers, customers can easily combine these functions, making it much simpler and intuitive
to find the data they need.

• Support to install OS updates immediately for iOS devices: In the OS Update device policy,
a new radio button named Install ASAP is added in the OS update options for iOS. This feature
allows you to install the previously downloaded OS updates immediately for iOS devices. For
more information, see OS Update device policy for iOS.

• Enhance automatic Always‑On VPN connection restart: A new managed configuration set‑
ting Always On VPN (optional) has been added to Citrix Secure Access app, whichmust be set
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to “true”for this enhancement to work reliably for Always On VPN profiles. For more informa‑
tion, see Configure the Citrix SSO protocol for Android and Create an Android Enterprise man‑
aged configuration for Citrix SSO.

Fixed issues in CEM 24.4.0

• Enterprise apps might report incorrect version number after upgrade in iOS devices. [CXM‑
112711]

• Enrolled iOS devices are prompted to enter UPN on Secure Hub. [CXM‑114316]

Citrix Endpoint Management 24.1.0

This version addresses several issues that help to improve overall performance and stability. No new
features were added.

Citrix Endpoint Management 23.12.0

Added a newmandatory field “Domain”in the 802.1x settings for Android: A new fieldDomain is
added in the Android Enterprise platformnetwork policy settings page for 802.1x EAP authentica‑
tion type. For more information, see 802.1x settings for Android.

Current known issues

Known issues in Citrix Endpoint Management 22.6.0

Intermittently, selecting all three log types (Debug, Admin Audit, User Audit) to download under
Troubleshooting and Support > Logs isn’t working. Only Debug logs are being downloaded. As
a workaround, you can download each log separately, or open your browser in incognito mode to
download all logs by marking all three checkboxes. [CXM‑105334]

When creating a web link in Android Enterprise, an error occurs when trying to save the app with an
icon. This error is a Google services issue. As a workaround, save the app without uploading an icon.
[CXM‑105395]

Samsung Knox/SAFE policies are still active on enrolled devices even after deprecation, and cannot
be disabled or configured. As a workaround, unenroll and reenroll the device. [CXM‑104303]
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Known issues in Citrix Endpoint Management 22.4.0

When searching for an enrolled active directory user on the Monitor tab, no enrolled devices are
shown for the user. You can still see policies and apps assigned to the user, anduse all security actions
fromManage > Devices. Both iOS and Android enrolled devices are affected. [CXM‑104283]

Private apps fail to publish using Android Enterprise because of an issue in Google services. We will
update our documentation when the issue is resolved. [CXM‑103690]

Known issues in Citrix Endpoint Management 21.12.0

After migrating to Citrix Cloud based RBAC, admin users with full access permission in Citrix Cloud
also get full access permission in CEM, even if they had custom permission before themigration. As a
workaround, you can update admin permissions on the Citrix Cloud Identity and AccessManagement
page with the required access. [CXM‑102765]

Customers who onboarded before 2018 have local admin access to the console. CEM admin users
with permissions to add or edit local users can also add or edit local users in Citrix Cloud. These per‑
missions include changing local users’passwords. To remediate this issue, you can call Support to
have direct local admin access to the console blocked, allowing only Citrix Cloud admin access. [CXM‑
102780]

Known issues in Citrix Endpoint Management 21.11.0

On iOS devices enrolled only in MAM, enterprise apps fail to install. [CXM‑101852]

Using the Automatically Update Managed Apps policy for Android Enterprise fails to apply on de‑
vices when the CEM server is upgraded to 21.11.0. The policy failure impacts app updates on the de‑
vice. As a workaround, an administrator can edit and save the policy to refresh the default values.
[CXM‑102446]

Known issues in Citrix Endpoint Management 21.10.0

The VPN device policy does not work properly on managed Windows 11 devices. We reported this
issue to Microsoft and are working with them to resolve it. We’ll provide updates on any progress.

Known issues in Citrix Endpoint Management 21.9.1

OnAndroiddevicesenrolled inworkprofileoncorporate‑owneddevicesmode: Usersmight seeerrors
saying they can’t install or search apps on their personal profile. If they see those errors, update the
Google Play Store app and try again. [CXM‑100678]
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Known issues in Citrix Endpoint Management 21.5.0

Users can’t authenticate to Azure Active Directory (AAD) if they:

1. Enroll their device in Citrix Endpoint Management using AAD credentials.
2. Launch an Office 365 app and complete the AAD registration.
3. Remove their account from the Microsoft Authenticator app.
4. Launch an Office 365 app and sign out.

As aworkaround, unenroll thedevice fromCitrix EndpointManagement and re‑enroll. [CXM‑90235]

Known issues in Citrix Endpoint Management 21.4.0

Re‑enrollment fails on iOS devices if the user trying to re‑enroll is a different Azure Active Directory
user than the user originally enrolled on the device. As a workaround, unregister the original user
from the Microsoft Authenticator app on the device before re‑enrolling. [CXM‑90218]

Known issues in Citrix Endpoint Management 21.2.0

When adding Citrix Secure Web as an MDX app for Android Enterprise, Managed Google Play can’t
find the app using the app identifier. If you search for “Citrix SecureWeb”instead of the app identifier,
Managed Google Play can find the app. This issue is a Google bug. [CXM‑91991]

Importing the SSL Listener certificate might fail. Repackage the certificate keystore by following the
steps in CTX‑297153. [XMHELP‑3346]

Known issues in Citrix Endpoint Management 20.10.1

If you upgrade on‑premises Citrix ADC to 13.0‑64.35 or later, and Citrix Endpoint Management isn’t
Workspace‑enabled: Single sign‑on to Citrix Files or the ShareFile domain URL results in an error. The
user is unable to sign in. This error only occurs in a browser with the Company Employee Sign in
option.

To work around this issue: If you haven’t already run the following commands from the ADC CLI on
NetScaler Gateway, run them to enable global SSO:

set vpn parameter SSO ON

bind vpn vs <vsName> -portalTheme X1

For more information, see:

• Citrix ADC Release
• Impacted SSO configurations
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After you complete theworkaround, users can authenticate toCitrix Files or the ShareFile domainURL
using SSO in a browser with the Company Employee Sign in option. [CXM‑88400]

Known issues in Citrix Endpoint Management 20.2.1

After configuring ShareFile with a ShareFile URL in the Citrix Endpoint Management console, clicking
the Test Connection button results in an error. To resolve this issue, disable multifactor authenti‑
cation for ShareFile. Learn more about this issue and the workaround on this support page. [CXM‑
79240]

Known issues in Citrix Endpoint Management 20.1.0

When adding users to a library in Citrix Cloud, Citrix Endpoint Management reports success, but the
users aren’t added. [CXM‑73726]

Known issues in Citrix Endpoint Management 19.11.0

MDX and Public apps can’t be deleted from the console. As a workaround, select the app you want
to delete and then click Edit. Deselect Android Enterprise and select any other platforms from the
platform list. Save the app. You can then delete the app. [CXM‑74468]

Known issues in Citrix Endpoint Management 19.5.0

When enrolling a Citrix Ready workspace hub device, define the Ethernet (eth0) MAC address in the
allow list to avoid failed enrollment. [CXM‑43141]

Known issues in Citrix Endpoint Management 19.4.1

When tabbing through options in the Windows GPO device policy, radio buttons and checkboxes get
skipped. [CXM‑58277]

Known issues in Citrix Endpoint Management 19.2.1

If you unenroll an Android Enterprise enterprise by deleting it through the Google admin console: Try‑
ing to re‑enroll the enterprise might fail. Always use the Citrix Endpoint Management console to un‑
enroll an Android Enterprise enterprise, as described in Unenroll an Android Enterprise enterprise.
GoogleWorkspace customers, follow the instructions inUnenrolling an Android Enterprise enterprise.
[CXM‑62709] [CXM‑62950]
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Known issues in Citrix Endpoint Management 19.2.0

When creating a public store app in Citrix Endpoint Management 10.18.3: On the iPad App Settings
page, if you clickBackwithout searching for apps, and then you clickNext, the following issue occurs.
The navigation buttons appear unresponsive and don’t allow you to search for apps. The issue occurs
when creating public store apps for both iOS or Android. [CXM‑46820]

Known issues in Citrix Endpoint Management 10.19.1

After you complete the registration process on the Settings > Android Enterprise page, the following
errormessage appears: A configuration error occurred. Please try again. When
youclose theerrormessage, yourAndroidEnterprise configuration is saved, howeverEnableAndroid
Enterprise isOff. Toworkaround this issue, reduce thenumberof appcategories to30or fewer. [CXM‑
60899]

Known issues in Citrix Endpoint Management 10.18.5

WhenaChromeapp is configuredasa requiredapp forChromeOSdevices: Usersmightneed to logoff
and log back on to install the app. This third‑party issue is Google bug ID #76022819. [CXM‑48060]

Known issues in Citrix Endpoint Management 10.18.3

After you delete a Citrix Cloud administrator who has a device enrolled: Citrix Endpoint Management
doesn’t update the User Role in the Citrix Endpoint Management console until after the administrator
logs in again from the Citrix Secure Hub app or the Self‑Help Portal. [CXM‑45730]

Known issues in Citrix Endpoint Management 10.7.4

If you configure Citrix EndpointManagement for single sign‑on (SSO) using the Citrix identity provider
with Azure Active Directory: When an Citrix Endpoint Management administrator or user gets redi‑
rected to the Azure Active Directory sign‑in screen, the screen includes the message “Sign‑in page
for Citrix SecureHub.”The correctmessage is “Sign‑in page for Citrix EndpointManagement console.”
[CXM‑42309]

Third‑party notices

October 25, 2023
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Citrix Endpoint Management might include third‑party software licensed under the terms defined in
the following document:

Citrix Endpoint Management Third‑Party Notices

Deprecation

March 4, 2024

The announcements in this article are advanced notice of the Citrix Endpoint Management features
that are being phased out, so that you canmake timely business decisions. Citrix monitors customer
use and feedback to determinewhen they arewithdrawn. Announcements can change in subsequent
releases and might not include every deprecated feature or functionality. For details about product
lifecycle support, see the Product Lifecycle Support Policy article.

Important:

Thank you for using the Citrix Endpoint Management Analyzer Tool, we appreciate it. Owing
to our frequent and stable release cadence, this tool is no longer required. Citrix has decided
to stop this service from March 31, 2023. We recommend that you use the connectivity checks
available within the Citrix Endpoint Management console or Citrix NetScaler Gateway. For more
information, see Connectivity checks.

Deprecations and removals

The following list shows the Citrix Endpoint Management features that are deprecated or removed.

Deprecated items aren’t removed immediately. Citrix continues to support a deprecated item until
removing it in a future release.

Removed items are either removed, or are no longer supported, in Citrix Endpoint Management.

For information about themobile productivity apps that reached End of Life, see EOL and deprecated
apps.
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Item Description
Deprecation
announced Removed Alternative

Citrix Endpoint
Management
Government
offering

Deprecated
support for Citrix
Endpoint
Management
Government
offering.

January 2022 July 2022 Citrix Endpoint
Management
Standard edition

SafetyNet
Attestation API

Deprecated
support for
Android
SafetyNet
Attestation per
the
announcement
from Google here.

July 2023 November 2023 Play Integrity API

Chrome OS Deprecated
support for
Chrome OS.

July 2022 May 2023 No alternative

tvOS Deprecated
support for tvOS.

July 2022 May 2023 No alternative

Windows
Information
Protection (WIP)

Deprecated
support for
Windows
Information
Protection per
the
announcement
fromMicrosoft
here.

August 2022 October 2022 No alternative

Citrix Endpoint
Management
Analyzer

Deprecated
support for the
Citrix Endpoint
Management
Analyzer tool.

July 2022 Target: March 31,
2023

No alternative

Workspace hub
device
management

Deprecated
support for Citrix
Ready workspace
hub devices.

January 2022 June 2022 No alternative
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Item Description
Deprecation
announced Removed Alternative

Microsoft Store
for Business

Deprecated
support for
Microsoft Store
for Business.
Microsoft no
longer supports
this platform. For
more
information, see
the Microsoft
documentation.

July 2021 Target: March
2023

No alternative

Samsung SAFE Deprecated
support for
Samsung SAFE.

January 2022 June 2022 Use Android
Enterprise.

Custom XML for
Zebra

Deprecated
support for
custom XML on
Zebra devices.

January 2022 June 2022 Use Android
Enterprise
managed
configuration.

PKI identities:
Generic,
Symantec PKI,
DigiCert, and
Entrust

Deprecated
support for
Generic, DigiCert
Managed, and
Entrust adapter
PKI entities.

June 2021 January 2022 No alternative

Android for
Workspace

Deprecated
support for
Android for
Workspace

January 2022 April 2022 No alternative

Carrier SMS
Gateway

Deprecated
support for
Nexmo SMS
gateway
notifications

January 2022 April 2022 Use SMTP server
notifications
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Item Description
Deprecation
announced Removed Alternative

Mobile Service
Provider (MSP)

Deprecated
support for MSP
interface to query
Blackberry and
other Exchange
ActiveSync
devices and issue
operations

January 2022 April 2022 No alternative

MDX Toolkit Deprecate
support for the
MDX Toolkit in
favor of the
Mobile App
Management
(MAM) SDK.
During the
transition period,
you can use both
MDX wrapped
apps and MAM
SDK developed
apps.

March 2020 July 2023 To continue
managing your
enterprise
applications, use
the MAM SDK.

RBAC Role ‑
Shared devices
enroller and
COSU devices
enroller

Deprecate
support for
predefined Role
Based Access
Control settings
for both Shared
devices enroller
and COSU
devices enroller

July 2021 December 2021 Configure iOS
devices through
Apple School
Manager or Apple
Business
Manager.
Configure
Android COSU
(dedicated)
devices through
enrollment
profiles.
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Item Description
Deprecation
announced Removed Alternative

Allow
auto‑connect to
Wi‑Fi sense
hotspots
restriction for
Windows devices.

Remove support
for the Allow
auto‑connect to
Wi‑Fi sense
hotspots
restriction for
Windows 10
devices.
Windows 10 no
longer supports
this feature. For
information, see
the Microsoft
documentation.

October 2021 February 2022 No alternative

MDX: Alternative
Gateway Server

Deprecate
step‑up
authentication
for iOS and
Android devices.

March 2020 September 2021 No alternative

MDX: Micro VPN
(full tunnel mode)

Deprecated a full
virtual private
network (VPN)
tunnel for iOS
and Android
devices.

March 2020 September 2021 Use the MAM SDK
Web SSOmode or
create a per‑app
VPN policy with
the Citrix SSO
connection type.

MDX: PAC file
support

Deprecated
support for a
Proxy Automatic
Configuration
(PAC) file with a
full VPN tunnel
deployment for
iOS and Android
devices.

March 2020 September 2021 Use NetScaler
Gateway to
connect through
a proxy server for
access to internal
networks.
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Item Description
Deprecation
announced Removed Alternative

MDX shared
device support

Deprecated
shared device
support for MDX
apps.

March 2020 September 2021 For Android
Enterprise, use
shared devices
enrolled as
dedicated
devices. For iOS,
use Apple School
Manager or
GroundControl.

Android ‑ Sony Deprecated
support for
Android Sony
devices and
Sony‑specific
policies.

January 2021 February 2022 Use Android
Enterprise

Android ‑ HTC Deprecated
support for
Android HTC
devices and
HTC‑specific
policies.

January 2021 February 2022 Use Android
Enterprise

Android ‑ Amazon Deprecated
support for
Android Amazon
devices and
Amazon‑specific
policies.

January 2021 February 2022 Use Android
Enterprise

Knox Mobile
Enrollment
(legacy DA)

Deprecated
support for Knox
Mobile
Enrollment (KME)
in the legacy
Device
Administrator
mode on all
Android versions.

May 4, 2021 September 2021 Use KME to enroll
in Android
Enterprise mode.
Android 8, 9, 10,
11 support
Android
Enterprise.
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Item Description
Deprecation
announced Removed Alternative

High Security
enrollment mode

Deprecated
support for
generating
enrollment
invitations with
theHigh
Security
enrollment
security mode.

July 2021 February 2022 See Enrollment
invitations for a
list of supported
enrollment
security modes.

Derived
credentials

Deprecated
support for
derived
credentials and
the Citrix Derived
Credential
Manager app.

March 2021 December 2021 See iOS for a list
of authentication
types supported
for iOS.

APNs outgoing
ports

Apple support for
the APNs legacy
binary protocol
ends fromMarch
31, 2021. Apple
recommends that
you use the
HTTP/2‑based
APNs provider
API instead. As
part of this
change, we’re
deprecating
support for ports
2195 and 2196,
used to send
APNs
notifications to
*.push.apple
.com.

October 2020 March 2021 Use port 443
instead. See
Network and
firewall
requirements.
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Item Description
Deprecation
announced Removed Alternative

MDX Service Deprecated
support for the
MDX Service in
favor of the
Mobile App
Management
(MAM) SDK.
During the
transition period,
you can use both
MDX wrapped
apps using the
MDX Toolkit and
MAM SDK
developed apps.

March 2020 September 2021 To continue
wrapping your
enterprise
applications, use
the MDX Toolkit.

Enrollment
invitation setup
in the Self‑Help
Portal

Deprecated
support for users
to generate
enrollment
invitations from
the Self‑Help
Portal.

July 2021 July 2021 Contact your
administrator to
generate
enrollment
invitations in the
Citrix Endpoint
Management
console.

Enrollment
invitation setup

Deprecated
support for using
a device IMEI,
serial number,
and UDID to
create an
enrollment
invitation.

April 2021 July 2021 When you create
an enrollment
invitation,
configure the
available settings
underManage >
Enrollment
Invitations in the
Citrix Endpoint
Management
console.
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Item Description
Deprecation
announced Removed Alternative

Certificate‑based
authentication
signature
algorithms
(non‑FIPS and
weak ciphers)

Deprecated
support for the
following
signature
algorithms:
SHA1withRSA,
SHA224withRSA,
SHA1withECDSA,
SHA224withECDSA,
SHA1withDSA,
RIPEMD160withRSA,
RIPEMD128withRSA,
RIPEMD256withRSA.

May 2020 June 2021 When you create
a CSR for a
credential
provider in the
Citrix Endpoint
Management
console (Settings
> Credential
Providers >
Certificate
Signing
Request), choose
a stronger cipher.

Citrix mobility
apps and
Workspace apps
for Android 7.x
and iOS 12.x

Deprecated
support for the
Android 7.x and
iOS 12.x versions
of Citrix Secure
Hub, Citrix Secure
Mail, Citrix Secure
Web, and Citrix
Workspace app.

April 2021 June 2021 Use, at a
minimum, the
current and prior
version of each
major operating
system platform.
Older devices
remain enrolled.
However, Citrix
doesn’t test or
support the
legacy devices.

RSA soft token
support for
Android

Deprecated
support for the
direct import of
RSA soft tokens
into Citrix Secure
Hub for Android.

January 2021 February 2021 You can import
the RSA soft
token inside the
RSA secure ID
app available in
Google Play. You
can then use the
token for
NetScaler
Gateway
authentication.
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Item Description
Deprecation
announced Removed Alternative

Internet Explorer
11

Deprecated
support of
Internet Explorer
use with the Citrix
Endpoint
Management
console.

January 2021 January 2021 Use the latest
version of these
web browsers:
Google Chrome,
Mozilla Firefox,
Microsoft Edge,
Apple Safari

Gateway
configuration
checks in Citrix
Endpoint
Management
Analyzer

Deprecated
support for the
Gateway
configuration
check option.

November 2020 November 2020 Use the Citrix
Insight Services
check in Analyzer
to check your
Citrix ADC
configurations for
Citrix Endpoint
Management
deployment
readiness.

Apps published
for the legacy
Device
Administrator
mode on Android
Enterprise
devices

We no longer
deliver apps
published for the
legacy DA
platform to
devices enrolled
in Android
Enterprise.

October 2020 November 2020 For Android
Enterprise
devices, publish
apps for the
Android
Enterprise
platform. To
continue to
publish legacy DA
apps to devices in
DAmode, create
a separate
delivery group for
those apps.
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Item Description
Deprecation
announced Removed Alternative

Legacy Device
Administrator
mode for Android
10 devices

Google
deprecated some
Device
Administrator
APIs. Citrix
doesn’t support
Android 10
devices enrolled
into Device
Administrator
mode as of the
upgrade to Citrix
Secure Hub that
targets Android
API level 29.

February 2020 November 2020 Migrate Android
10 devices to
Android
Enterprise.

Android
TouchDown

DigiCert stopped
supporting
Android
TouchDown.
Citrix removed
the Android
TouchDown
platform page
from the
Exchange device
policy.

July 2018 November 2020 Recommendation:
Use Citrix Secure
Mail.
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Item Description
Deprecation
announced Removed Alternative

New Device
Administrator
enrollments for
Android 10

Deprecated
support for new
enrollments or
re‑enrollments
into the legacy
Device
Administrator
mode on Android
10 devices.
Already enrolled
devices continue
to work.

February 2020 September 2020 Enroll new
Android 10+
devices into
Android
Enterprise.

MDX encryption Deprecated MDX
encryption and
the MDX
encryption
feature in the
Citrix Endpoint
Management
console.

October 2019 September 2020 Enable iOS or
Android platform
encryption using
our Encryption
Management
feature with
added
compliance
checking. Ensure
you have tested
and planned for
migration off MDX
encryption by
July 2020.

Windows
Mobile/CE

Deprecated
support for
Windows
Mobile/CE
devices.

April 2018 September 2020 Use Windows 10
Desktop and
Laptop.

Samsung SEAMS
container

Deprecated
support for the
Samsung SEAMS
container.

June 2020 August 2020 Use Android
Enterprise.
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Item Description
Deprecation
announced Removed Alternative

Remote Support Deprecated the
Remote Support
client.

January 2019 August 2020 No alternative

Citrix mobility
apps and
Workspace apps
for Android 6.x
and iOS 11.x

Deprecated
support for the
Android 6.x and
iOS 11.x versions
of Citrix Secure
Hub, Citrix Secure
Mail, Citrix Secure
Web, and Citrix
Workspace app.

April 2020 June 2020 Use, at a
minimum, the
current and prior
version of each
major operating
system platform.
Older devices
remain enrolled.
However, Citrix
doesn’t test or
support the
legacy devices.

Citrix Secure Hub
Network
Extensions for iOS

Deprecated the
Network
Extension
framework that
allowed you to
customize
networking
features for iOS
devices. Citrix
Secure Hub
release 20.3.0.

October 2018 March 2020 No alternative

API sign in using
local accounts

Administrators
can no longer
sign in to the
REST API using a
local account.

October 2020 Administrators
can log in using a
Citrix Cloud
account. See
REST API.
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Item Description
Deprecation
announced Removed Alternative

Self‑signed
Secure Sockets
Layer (SSL)
certificates

Deprecated
support for
self‑signed SSL
certificates for all
device platforms.

May 2020 Replace your
existing
self‑signed
certificate with a
trusted SSL
certificate from a
well‑known
certificate
authority (CA).

System requirements

February 22, 2024

While waiting for Citrix to provision Citrix Endpoint Management, be sure to prepare for your Citrix
Endpoint Management deployment by installing Cloud Connector. Although Citrix hosts and delivers
your Citrix Endpoint Management solution, some communication and port setup is required. That
setup connects the Citrix Endpoint Management infrastructure to corporate services, such as Active
Directory.

Cloud Connector requirements

Citrix uses Cloud Connector to integrate the Citrix Endpoint Management architecture into your ex‑
isting infrastructure. Cloud Connector integrates the following resource locations to Citrix Endpoint
Management securely over port 443: LDAP, PKI Server, internal DNS queries, and Citrix Workspace
enumeration.

• At least two dedicated Windows Server machines that are joined to your Active Directory do‑
main. The machines can be virtual or physical. The machine where you’re installing the Con‑
nector must be in sync with UTC time for proper installation and operation. For a full list of the
latest requirements, see the deployment materials provided by your Citrix Account team.

The onboarding wizard guides you through installing Cloud Connector on those machines.

• For more platform system requirements, see Citrix Cloud Connector.
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Supported Active Directory functional levels

For use with Citrix Endpoint Management, the Citrix Cloud Connector supports the following forest
and domain functional levels in the Active Directory.

Forest Functional Level Domain Functional Level Supported Domain Controllers

Windows Server 2016 Windows Server 2016 Windows Server 2016, Windows
Server 2019

Windows Server 2016 Windows Server 2019 Windows Server 2019

Windows Server 2019 Windows Server 2019 Windows Server 2019

Note:

Windows Servers 2012 R2, 2012, and 2008 R2 are no longer supported as they have reached end
of life. For more information, see Microsoft products life cycle documentation.

NetScaler Gateway requirements

Citrix Endpoint Management requires a NetScaler Gateway installed in your resource location for the
following scenarios:

• You require a micro VPN for access to internal network resources for line‑of‑business apps.
Those apps are wrapped with Citrix MDX technology. The micro VPN needs NetScaler Gateway
to connect to internal back‑end infrastructures.

• You plan to use Citrix mobile productivity apps, such as Citrix Secure Mail.
• You plan to integrate Citrix Endpoint Management with Microsoft Endpoint Manager.

The requirements:

• Domain (LDAP) authentication
• NetScaler Gateway 12.1 or above, with a Platform/Universal license

For details, see Licensing.

• Public SSL Certificate.

For details, see Create and Use SSL Certificates on a Citrix ADC Appliance.

• Unused public IP address for NetScaler Gateway Virtual Server
• Publicly resolvable Fully Qualified Domain Name (FQDN) for NetScaler Gateway Virtual Server
• Cloud‑hosted Citrix Endpoint Management Intermediate and Root certificates (provided in the
script bundle)
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• Unused internal private IP address for the proxy load balancer IP
• For port requirements, see NetScaler Gateway port requirements later in this article.
• Citrix Endpoint Management integration with Microsoft Endpoint Manager
• Deploy Citrix ADC VPX instance on Microsoft Azure

For information about NetScaler Gateway requirements, see the deployment materials provided by
your Citrix Account team.

For information about Android Enterprise requirements, see the Android Enterprise section.

Citrix Files requirements

Citrix Files file sync and sharing services are available in the Citrix Endpoint Management Premium
Service offering. Storage zones controller extends the Citrix Files software as a service (SaaS) cloud
storage by giving private data storage to your Citrix Files account.

Storage zones controller requirements:

• A dedicated physical or virtual machine

• Windows Server 2012 R2 (Datacenter, Standard, or Essentials), Windows Server 2016, Windows
Server 2019, or Windows Server 2022

• 2 vCPUs

• 4 GB RAM

• 50 GB hard disk space

• Server roles for Web Server (IIS):

– Application Development: ASP. NET 4.5.2
– Security: Basic Authentication
– Security: Windows Authentication

Citrix Files platform requirements:

• The Citrix Files installer requires administrative privileges on the Windows Server
• Citrix Files Admin user name

Port requirements

To enable devices and apps to communicate with Citrix Endpoint Management, you open specific
ports in your firewalls. The following diagram shows the traffic flow for Citrix Endpoint Manage‑
ment.
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The following sections list the ports that youmust open. For information about the URLs that mobile
productivity apps use, see Feature flag management.

NetScaler Gateway port requirements

Open ports to allow user connections fromCitrix Secure Hub and Citrix Workspace through NetScaler
Gateway to:

• Citrix Endpoint Management
• StoreFront
• Other internal network resources, such as intranet websites

Formore informationaboutNetScalerGateway, seeConfiguringSettings for yourCitrix EndpointMan‑
agement Environment in theNetScaler Gateway documentation. For information about IP addresses,
see How NetScaler Gateway uses IP addresses in the NetScaler Gateway documentation.

TCP Port Description Source Destination

53 (TCP and UDP) Used for DNS
connections.

NetScaler Gateway
SNIP

DNS server

80/443 NetScaler Gateway
passes the micro VPN
connection to the
internal network
resource through the
second firewall.

NetScaler Gateway
SNIP

Intranet websites
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TCP Port Description Source Destination

123 (TCP and UDP) Used for Network Time
Protocol (NTP)
services.

NetScaler Gateway
SNIP

NTP server

389 Used for insecure
LDAP connections.

NetScaler Gateway
NSIP (or, if using a load
balancer, SNIP)

LDAP authentication
server or Microsoft
Active Directory

443 Used for connections
to StoreFront from
Citrix Workspace to
Citrix Virtual Apps and
Desktops.

Internet NetScaler Gateway

443 Used for connections
to Citrix Endpoint
Management for web,
mobile, and SaaS app
delivery.

Internet NetScaler Gateway

443 Used for Cloud
Connector
communication –LDAP,
DNS, PKI & Citrix
Workspace
enumeration

Cloud Connector
Servers

https://*.
citrixworkspacesapi
.net, https
://*.cloud.com
(commercial),
https://*.blob.
core.windows.
net/, https
://*.servicebus
.windows.net

443 Used for accessing the
Citrix Endpoint
Management Self‑Help
Portal, if enabled,
through the browser.

Access point (browser) Citrix Endpoint
Management (https
://<sitename>/
zdm/shp)

636 Used for secure LDAP
connections.

NetScaler Gateway
NSIP (or, if using a load
balancer, SNIP)

LDAP authentication
server or Active
Directory
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TCP Port Description Source Destination

1494 Used for ICA
connections to
Windows‑based
applications in the
internal network.
Citrix recommends
keeping this port
open.

NetScaler Gateway
SNIP

Citrix Virtual Apps and
Desktops

1812 Used for RADIUS
connections.

NetScaler Gateway
NSIP

RADIUS authentication
server

2598 Used for connections
to Windows‑based
applications in the
internal network using
session reliability.
Citrix recommends
keeping this port
open.

NetScaler Gateway
SNIP

Citrix Virtual Apps and
Desktops

3269 Used for Microsoft
Global Catalog secure
LDAP connections.

NetScaler Gateway
NSIP (or, if using a load
balancer, SNIP)

LDAP authentication
server or Active
Directory

4443 Used for accessing the
Citrix Endpoint
Management console
by an administrator
through the browser.

Access point (browser) Citrix Endpoint
Management

8443 Used for enrollment,
app store, andmobile
appmanagement
(MAM).

NetScaler Gateway
SNIP

Citrix Endpoint
Management

8443 Secure Ticket
Authority (STA) port
used for Citrix Secure
Mail authentication
token

NetScaler Gateway
SNIP

Citrix Endpoint
Management
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Network and firewall requirements

To enable devices and apps to communicate with Citrix Endpoint Management, you open specific
ports in your firewalls. The following tables list those ports.

Open ports from the internal network to Citrix Cloud:

TCP port Source IP Description Destination Destination IP

443 Cloud Connector https://*.
citrixworkspacesapi
.net, https
://*.cloud.
com (
commercial),
https://*.
sharefile.
com, https
://
cwsproduction
.blob.core.
wind ows.net
/downloads,
https://*.
servicebus.
windows.net

443 Administrative
Console

https://*.
citrixworkspacesapi
.net, https
://*.cloud.
com (
commercial),
https://*.
citrix.com,
https://
cwsproduction
.blob.core.
windows.net/
downloads
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TCP port Source IP Description Destination Destination IP

443 Citrix Endpoint
Management
Self‑Help Portal
access through a
browser (if the
portal is enabled)

Citrix Endpoint
Management

4443 Citrix Endpoint
Management
console access
through a
browser

Citrix Endpoint
Management

Open ports from the Internet to the DMZ:

TCP port Description Source IP Destination Destination IP

443 Citrix Endpoint
Management
Client Device

NetScaler
Gateway IP

443 Citrix Endpoint
Management
Client Device

NetScaler
Gateway VIP

443 Citrix Files Public
IP

CTX208318 NetScaler
Gateway VIP

Open ports from the DMZ to the internal network:

TCP port Description Source IP Destination Destination IP

389 or 636 NetScaler
Gateway NSIP

Active Directory
IP

53 (UDP) NetScaler
Gateway NSIP

DNS Server IP

443 NetScaler
Gateway SNIP

Exchange (EAS)
Server IP

443 NetScaler
Gateway SNIP

Internal Web
Apps/Services
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TCP port Description Source IP Destination Destination IP

443 NetScaler
Gateway SNIP

Storage zones
controller IP

Open ports from the internal network to the DMZ:

TCP port Description Source IP Destination Destination IP

443 Admin Client NetScaler
Gateway NSIP

Open ports from the internal network to the Internet:

TCP port Description Source IP Destination Destination IP

443 Exchange (EAS)
Server IP

Citrix Endpoint
Management
Push Notification
Listeners (1)

443 Storage zones
controller IP

Citrix Files
Control Plane

CTX208318

(1)us-east-1.mailboxlistener.xm.citrix.com, eu-west-1.mailboxlistener
.xm.citrix.com, ap-southeast-1.mailboxlistener.xm.citrix.com

Open ports from the corporate Wi‑Fi to the Internet:

TCP port Description Source IP Destination Destination IP

8443 / 443 Citrix Endpoint
Management
Client Device

Citrix Endpoint
Management

5223 Citrix Endpoint
Management
Client Device

Apple APNS
Servers

17.0.0.0/8
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TCP port Description Source IP Destination Destination IP

5228 Citrix Endpoint
Management
Client Device

Firebase Cloud
Messaging

android.apis
.google.com,
fcm.

googleapis.
com

5229 Citrix Endpoint
Management
Client Device

Firebase Cloud
Messaging

android.apis
.google.com,
fcm.

googleapis.
com

5230 Citrix Endpoint
Management
Client Device

Firebase Cloud
Messaging

android.apis
.google.com,
fcm.

googleapis.
com

443 Citrix Endpoint
Management
Client Device

Firebase Cloud
Messaging

fcm.
googleapis.
com

443 Citrix Endpoint
Management
Client Device

Windows Push
Notification
Service

*.notify.
windows.com

443 / 80 Citrix Endpoint
Management
Client Device

Apple iTunes App
Store

ax.apps.
apple.com,
*.mzstatic.
com, vpp.
itunes.apple
.com
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TCP port Description Source IP Destination Destination IP

443 / 80 Citrix Endpoint
Management
Client Device

Google Play play.google.
com, android
.clients.
google.com,
android.l.
google.com,
android.com,
google-

analytics.
com

443 / 80 Citrix Endpoint
Management
Client Device

Microsoft App
Store

login.live.
com, *.
notify.
windows.com

443 Citrix Endpoint
Management
Client Device

Citrix Endpoint
Management
AutoDiscovery
service for iOS
and Android

discovery.
cem.cloud.us

443 Citrix Endpoint
Management
Client Device

Citrix Endpoint
Management
AutoDiscovery
service for
Windows

enterpriseenrollment
.mycompany.
com,
discovery.
cem.cloud.us

443 Storage zones
controller IP

Citrix Files
Control Plane

CTX208318

443 Citrix Endpoint
Management
Client Device

Google Mobile
Management,
Google APIs,
Google Play Store
APIs

*.googleapis
.com
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TCP port Description Source IP Destination Destination IP

443 Citrix Endpoint
Management
Client Device

Connectivity
checks for
CloudDPC
versions earlier
than v470.
Android
connectivity
checks starting
with N MR1
requires
https://www.
google.com/
generate_204
to be reachable,
or for the given
Wi‑Fi network to
point to a
reachable PAC
file)

connectivitycheck
.android.com
, www.google
.com

Port requirement for AutoDiscovery service connectivity

This port configuration makes sure that Android devices connecting from Citrix Secure Hub for An‑
droid can access the Citrix Endpoint Management AutoDiscovery service (ADS) from within the inter‑
nal network. The ability to access theADS is importantwhendownloading any security updatesmade
available through the ADS.

Note:

ADS connectionsmight not support your proxy server. In this scenario, allow the ADS connection
to bypass the proxy server.

If you want to enable certificate pinning, complete the following prerequisites:

• Collect Citrix Endpoint Management server and NetScaler Gateway certificates: The cer‑
tificates must be in PEM format andmust be a public certificate and not the private key.

• Contact Citrix Support and place a request to enable certificate pinning: During this
process, you’re asked for your certificates.
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Certificate pinning requires that devices connect to ADS before the device enrolls. This requirement
makes sure that the latest security information is available to Citrix Secure Hub. For Citrix Secure Hub
to enroll a device, the device must reach the ADS. So opening ADS access within the internal network
is critical to enabling devices to enroll.

To allowaccess to the ADS for Citrix SecureHub for Android/iOS, openport 443 for the following FQDN
:

FQDN Port IP and port usage

discovery.cem.cloud.
us

443 Citrix Secure Hub ‑ ADS
Communication via CloudFront

For information on supported IP addresses, see Cloud‑based storage centers from AWS.

Android Enterprise network requirements

For information about the outbound connections to consider when setting up network environments
for Android Enterprise, see the Google support article, Android Enterprise Network Requirements.

App requirements

Citrix Endpoint Management supports adding and maintaining up to 300 apps. Going over this limit
causes your system to become unstable.

Citrix Endpoint Management compatibility

March 4, 2024

To use the new features, fixes, and policy updates, Citrix recommends that you install themost recent
version of the following:

• Citrix recommends that you integrate the Mobile Application Management (MAM) SDK with en‑
terprise iOS and Android apps to apply MDX capabilities to the apps.

The MDX Toolkit is scheduled to reach EOL in July 2023. To continue managing your enterprise
apps, youmust incorporate the MAM SDK.

• Mobile productivity apps
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This article summarizes the versions of the supported Citrix Endpoint Management components that
you can integrate.

The latest versions of Citrix Secure Hub, MDX Toolkit, and mobile productivity apps are compatible
with the latest version and the two prior versions of Citrix Endpoint Management.

Mobile productivity apps

Users access themobile productivity apps from the public app stores. The latest version of themobile
productivity apps requires the latest version of Citrix Secure Hub. The two previous versions of the
apps are compatible with the latest Citrix Secure Hub.

For more information about the mobile productivity apps two‑week phased release cadence, see Re‑
lease timeline. For support details, see Support for mobile productivity apps.

MAM SDK

The MAM SDK provides MDX functionality that isn’t covered by the iOS and Android platforms. You
make those apps available in either an internal store or public app stores. See MDX App SDK.

MDX Toolkit

The MDX Toolkit is scheduled to reach EOL in July 2023. To continue managing your enterprise appli‑
cations, youmust incorporate the MAM SDK.

Citrix supports the latest three releases (n.n.n) of the MDX Toolkit. See What’s new in the MDX
Toolkit.

Browser support

The Citrix Endpoint Management console requires one of the following supported web browsers:

• Latest version of Google Chrome
• Latest version of Mozilla Firefox
• Latest version of Microsoft Edge
• Latest version of Apple Safari
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Supported device operating systems

March 4, 2024

This article covers supported devices for enterprise mobility management with Citrix Endpoint Man‑
agement. Because of platform restrictions and security features, Citrix Endpoint Management doesn’
t support all functionality on all platforms.

For the latest versions of the mobile productivity apps, see Support for mobile productivity apps.

Note:

Citrix supports the current and prior versions of each major operating system platform. Some
Citrix Endpoint Management features don’t work on older platform versions.

For deprecation announcements, see Deprecation.

Operating system support list

Citrix Endpoint Management supports the following operating systems:

• Android: 10.x, 11.x, 12.x, 13.x, 14.x

Citrix recommends upgrading to Android 10+ before using Android Enterprise. For more infor‑
mation, see Android considerations.

• iOS: 13.x, 14.x, 15.x, 16.x, 17.x

Citrix EndpointManagementandCitrixmobile appsdon’t currently support all thenew features
available for iOS 14.x, iOS 15.x, iOS 16.x, and iOS 17.x.

• iPadOS: 13.x, 14.x, 15.x, 16.x, 17.x

Citrix EndpointManagement and Citrixmobile apps don’t currently support all the new iPadOS
14.x, iPadOS 15.x, iPadOS 16.x, and iPadOS 17.x features.

• macOS: 11.x, 12.x, 13.x, 14.x

Citrix EndpointManagementandCitrixmobile appsdon’t currently support all thenew features
available for macOS 11, macOS 12, macOS 13, andmacOS 14.

• Windows 10 andWindows 11 Desktops and Tablets: (MDM only)

– Windows 10 Professional and Windows 11 Professional
– Windows 10 Enterprise and Windows 11 Enterprise
– Windows 10 Education and Windows 11 Education
– Windows IoT Enterprise

Refer to Microsoft documentation for the level of support for a specific operating system.
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Android considerations

Before upgrading to Android 10 or later: For information about how the deprecation of Google Device
Administration APIs impacts devices running Android 10+, see Migrate from device administration to
Android Enterprise. Also see this Citrix blog.

• Google deprecated Device Administration APIs, which impact devices running Android 10+. En‑
rollment of Android 10+ devices in legacy device administration mode fails. Citrix doesn’t sup‑
port enrolling Android devices in device administration mode.

• Citrix recommends using Android Enterprise for Android devices. For more information, see
Migrate from device administration to Android Enterprise.

• The Google API change doesn’t impact devices enrolled in MAM‑only mode.
• Also see this Citrix blog.

Before upgrading:

• Make sure that your server infrastructure is compliant with security certificates that have a
matching host name in the subjectAltName (SAN) extension.

• To verify a host name, the server must present a certificate with a matching SAN. Citrix only
trusts certificates that have a SAN that matches the host name.

Language support

March 4, 2024

Citrix mobile productivity apps and the Citrix Endpoint Management console are adapted for use in
languages other than English. The support includes non‑English characters and keyboard input even
when the app isn’t localized in the preferred language of a user. For more information about global‑
ization support for all Citrix products, see https://support.citrix.com/article/CTX119253.

This article lists the supported languages in the latest version of Citrix Endpoint Management.

Citrix Endpoint Management console and the Self‑Help Portal

• French
• German
• Spanish
• Japanese
• Korean
• Portuguese
• Simplified Chinese
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Citrix mobile productivity apps

An X indicates that the app is available in that particular language.

iOS and Android

Language Secure Hub Secure Mail Secure Web
Secure
Notes

Secure
Tasks QuickEdit

Japanese X X X X X X

Simplified
Chinese

X X X X X X

Traditional
Chinese

X X X X X X

French X X X X X X

German X X X X X X

Spanish X X X X X X

Korean X X X X X X

Portuguese X X X X X X

Dutch X X X X X X

Italian X X X X X X

Danish X X X X X X

Swedish X X X X X X

Hebrew X X X X X iOS only

Arabic X X X X X X

Russian X X X X X X

Turkish X X Android
only

‑ ‑ ‑

Polish X X X ‑ ‑ ‑

Right‑to‑left language support

The following table summarizes support for text in Middle Eastern languages for each app. An X indi‑
cates that the feature is available for that platform. Right‑to‑left language support isn’t available for
Windows devices.
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App iOS Android

Citrix Secure Hub X X

Citrix Secure Mail X X

Citrix Secure Web X X

QuickEdit X X

FIPS 140‑2 compliance

March 4, 2024

The US National Institute of Standards and Technologies (NIST) issues the Federal Information Pro‑
cessing Standard (FIPS). FIPS specifies the security requirements for cryptographic modules used in
security systems. FIPS 140‑2 is the second version of this standard. For more information about NIST‑
validated FIPS 140 modules, see the NIST Computer Security Resource Center.

All data‑at‑rest and data‑in‑transit cryptographic operations on iOS use FIPS‑validated cryptographic
modules. On Android, all data‑at‑rest cryptographic operations use FIPS‑validated cryptographic
modules provided by Citrix or the platform’s crypto modules provided by the device manufacturer.
Contact your Citrix representative for more information on the device manufacturer’s modules.

All data‑at‑rest anddata‑in‑transit cryptographic operations forMobile DeviceManagement (MDM) on
supported Windows devices use FIPS‑validated cryptographic modules.

All data‑at‑rest anddata‑in‑transit cryptographicoperations forCitrix EndpointManagementMDMuse
FIPS‑validated cryptographic modules. All data‑at‑rest and data‑in‑transit for MDM flows use FIPS‑
compliant cryptographic modules end‑to‑end. That security includes the cryptographic operations
described earlier for mobile devices, plus the cryptographic operations between mobile devices and
NetScaler Gateway.

The MDX Vault encrypts MDX‑wrapped apps and associated data‑at‑rest on both iOS and Android de‑
vices using FIPS‑validated cryptographic modules.

About Citrix Endpoint Management

February 20, 2024
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Citrix Endpoint Management is a Unified Endpoint Management (UEM) solution that brings every app
and endpoint into one unified view to increase security and improve productivity. For an overview of
UEM, see the Citrix Tech Zone technical brief, Citrix Endpoint Management.

Citrix Endpoint Management provides Mobile Device Management (MDM) and Mobile App Manage‑
ment (MAM).

MDM features of Citrix Endpoint Management let you:

• Deploy device policies and apps.
• Retrieve asset inventories.
• Carry out actions on devices, such as a device wipe.

MAM features of Citrix Endpoint Management let you:

• Secure apps and data on BYOmobile devices.
• Deliver enterprise mobile apps.
• Lock the apps and wipe their data.

With a combination of MDM and MAM features, you can:

• Manage a corporate‑issued device by using MDM
• Deploy device policies and apps
• Retrieve an asset inventory
• Wipe devices
• Deliver enterprise mobile apps
• Lock apps and wipe the data on devices

The following table summarizes the Citrix Endpoint Management features supported for MDM, MAM,
or MDM+MAM.

Feature (by platform) MDM (1) MAM (2) MDM+MAM

Android Enterprise:

Device enrollment
support

Yes Yes Yes

Domain
authentication
support

Yes No Yes

Domain plus security
token authentication
support

No No Yes
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Feature (by platform) MDM (1) MAM (2) MDM+MAM

Client certificate
authentication
support

No Yes Yes

Client certificate plus
domain authentication
support

No No Yes

Client certificate plus
security token support

No No Yes

Azure AD identity
provider support

Yes No Yes

Okta identity provider
support

Yes No Yes

Single sign on to
native SaaS apps

Yes No Yes

Citrix Content Delivery
Network support for
enterprise apps

Yes Yes Yes

Citrix Content Delivery
Network support for
MDX apps

Yes Yes Yes

Shared device support
by provisioning
dedicated Android
Enterprise (COSU)
devices

Yes No Yes

Android (legacy):

Device enrollment
support

Yes Yes Yes

Domain or domain
plus security token
authentication
support

No No Yes

Client certificate
authentication
support

No Yes Yes
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Feature (by platform) MDM (1) MAM (2) MDM+MAM

Client certificate plus
domain authentication
support

No No Yes

Client certificate plus
security token support

No No Yes

Azure AD and Citrix
identity provider
support

Yes No Yes

Okta identity provider
support

Yes No Yes

Single sign on to
native SaaS apps

Yes No Yes

Citrix Content Delivery
Network support for
enterprise apps

Yes Yes Yes

Citrix Content Delivery
Network support for
MDX apps

Yes Yes Yes

Chrome:

Device enrollment
support

Yes No Yes

User name and
password
authentication
support

Yes No Yes

iOS:

Device enrollment
support

Yes Yes Yes

Domain or domain
plus security token
authentication
support

No No Yes

Client certificate
authentication
support

No Yes Yes
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Feature (by platform) MDM (1) MAM (2) MDM+MAM

Client certificate plus
domain authentication
support

No No Yes

Azure AD and Citrix
identity provider
support

Yes No Yes

Okta identity provider
support

Yes No Yes

Single sign on to
native SaaS apps

Yes No Yes

Citrix Content Delivery
Network support for
enterprise apps

Yes Yes Yes

Citrix Content Delivery
Network support for
MDX apps

Yes Yes Yes

Apple Education
integration

Yes No Yes

macOS:

Device enrollment
support

Yes No No

Domain or domain
plus one‑time
password support

Yes No No

Invitation URL plus
one‑time password
support

Yes No No

Windows:

Device enrollment
support

Yes No No

Automatic enrollment
of Windows 10 and
Windows 11 devices
through Citrix
Workspace app

Yes No No
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Feature (by platform) MDM (1) MAM (2) MDM+MAM

Domain or domain
plus security token
authentication
support

Yes No No

Client certificate
authentication
support

Yes No No

Client certificate plus
domain authentication
support

Yes No No

Federated
authentication
through Azure AD or
Citrix identity provider

Yes No No

Citrix Content Delivery
Network support for
enterprise apps

Yes No No

Workspace
Environment
Management
integration (3)

Yes No No

Notes:

(1)Deploymentorderingappliesonly todevices inadelivery group thathasanenrollmentprofile
configured for MDM.

(2) MAM enrollment requires NetScaler Gateway.

(3) Workspace EnvironmentManagement (WEM) integration provides access toMDM features on
a wide spectrum of Windows operating systems.

For more information, see Management modes.

Architecture

The device and app management requirements of your organization determine the Citrix Endpoint
Management components in your Citrix Endpoint Management architecture. The components of Cit‑

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 56

https://docs.citrix.com/en-us/citrix-endpoint-management/advanced-concepts/deployment/management-modes.html


Citrix Endpoint Management

rix Endpoint Management are modular and build on each other. For example, your deployment in‑
cludes NetScaler Gateway:

• NetScaler Gateway gives users remote access to mobile apps and tracks user device types.
• Citrix Endpoint Management is where youmanage those apps and devices.

The following diagram shows a general architectural overview of an Citrix Endpoint Management
cloud deployment and its integration with your data center.

The following subsections have reference architecture diagrams for:

• Citrix Endpoint Management
• Optional components such as an external Certificate Authority, Citrix Endpoint Management
connector for Exchange ActiveSync, and Citrix Endpoint Management MDM+MAM and Intune
MAM traffic flow.

For more information about Citrix ADC and NetScaler Gateway requirements, see the Citrix product
documentation at https://docs.citrix.com/.

Core reference architecture

For details about port requirements, see System requirements.
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Reference architecture with Citrix Virtual Apps and Desktops
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Reference architecture with Citrix Endpoint Management connector for Exchange ActiveSync
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Reference architecture with NetScaler Gateway connector for Exchange ActiveSync

Reference architecture with Citrix Endpoint Management MDM+MAM and Intune MAM
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Resource locations

Place resource locations where they best meet your business needs. For example, in a public cloud,
in a branch office, a private cloud, or a data center. Factors that determine the choice of location
include:

• Proximity to subscribers
• Proximity to data
• Scale requirements
• Security attributes

You can build any number of resource locations. For example, youmight:

• Build a resource location in your data center for the head office, based on subscribers and ap‑
plications that require proximity to the data.

• Add a separate resource location for your global users in a public cloud. Or, build separate re‑
source locations in branch offices to provide the applications best served close to the branch
workers.

• Adda further resource locationonaseparatenetwork thatprovides restrictedapplications. This
setupprovides restricted visibility toother resources and subscriberswithout theneed toadjust
the other resource locations.

Cloud Connector

Cloud Connector authenticates and encrypts all communication between Citrix Cloud and your re‑
source locations. Cloud Connector is required to access the following services: LDAP, IdPs, PKI Server,
internal DNS queries, Citrix Virtual Apps, NetScaler Gateway, Citrix Workspace, and Microsoft End‑
point Manager.

The following diagram shows the traffic flow for Cloud Connector.
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Cloud Connector establishes connections to Citrix Cloud. Cloud Connector doesn’t accept incoming
connections.

Cloud Connector is under load only during device enrollment. For more information, see Scale and
size considerations for Cloud Connectors.

A solution that includes Mobile App Management (MAM) requires a micro VPN that is provided by an
on‑premises NetScaler Gateway. In this scenario:

• The following components are in your data center:

– Cloud Connector
– NetScaler Gateway
– Your servers for Exchange, web apps, Active Directory, and PKI

• Mobile devices communicate with Citrix Endpoint Management and your on‑premises
NetScaler Gateway.

Citrix Endpoint Management components

Citrix Endpoint Management console. You use the Citrix Endpoint Management administrator con‑
sole to configure Citrix Endpoint Management. For details about using the Citrix Endpoint Manage‑
ment console, see the articles under Citrix Endpoint Management. Citrix notifies you when the What’
s new articles for Citrix Endpoint Management are updated for a new release.

Note these differences between the Citrix Endpoint Management service and the on‑premises
releases:

• The Remote Support client is not available for Citrix Endpoint Management.
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• Citrix does not support syslog integration in Citrix Endpoint Management with an on‑premises
syslog server. Instead, youcandownload the logs fromtheTroubleshootingandSupportpage
in the Citrix Endpoint Management console. When doing so, youmust click Download All.

MAMSDK. The MDX Toolkit is scheduled to reach EOL in July 2023. To continuemanaging your enter‑
prise applications, youmust incorporate the MAM SDK.

• The Mobile Application Management (MAM) SDK provides MDX functionality that isn’t covered
by the iOS and Android platforms. You can MDX‑enable and secure iOS or Android apps. You
make those apps available in either an internal store or public app stores. See MDX App SDK.

Mobile productivity apps. Citrix‑developed mobile productivity apps provide a suite of productiv‑
ity and communication tools within the Citrix Endpoint Management environment. Your company
policies secure those apps. For more information, see Mobile productivity apps.

Citrix Endpoint Management connector for Exchange ActiveSync. Citrix Endpoint Management
connector for ExchangeActiveSyncprovides secure email access touserswhousenativemobile email
apps. The connector for Exchange ActiveSync provides ActiveSync filtering at the Exchange service
level. As a result, filtering only occurs once the mail reaches the Exchange service, rather than when
it enters the Citrix Endpoint Management environment. The connector doesn’t require the use of
NetScaler Gateway. You can deploy the connector without changing the routing for the existing Ac‑
tiveSync traffic. For more information, see Citrix Endpoint Management connector for Exchange Ac‑
tiveSync.

NetScaler Gateway connector for Exchange ActiveSync. NetScaler Gateway connector for Ex‑
change ActiveSync provides secure email access to users who use native mobile email apps. The
connector for Exchange ActiveSync provides ActiveSync filtering at the perimeter. The filtering uses
NetScaler Gateway as a proxy for ActiveSync traffic. As a result, the filtering component sits in the
path of mail traffic flow, intercepting mail as it enters or leaves the environment. The connector
for Exchange ActiveSync acts an intermediary between NetScaler Gateway and Citrix Endpoint
Management. For more information, see NetScaler Gateway connector for Exchange ActiveSync.

Citrix Endpoint Management technical security overview

Citrix Cloud manages the control plane for Citrix Endpoint Management environments. The control
plane includes the Citrix Endpoint Management server, Citrix ADC load balancer, and a single‑tenant
database. The cloud service integrates with a customer data center using the Citrix Cloud Connec‑
tor. Citrix Endpoint Management customers who use Cloud Connector typically manage NetScaler
Gateway in their data centers.

The following figure illustrates the service and its security boundaries.
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The information in this section:

• Provides an introduction to the security functionality of Citrix Cloud.
• Defines the division of responsibility between Citrix and customers for securing the Citrix Cloud
deployment.

• Isn’t the configuration or administration guidance for Citrix Cloud or any of its components or
services.

For information about the technology usedbyCitrix EndpointManagement to deliver comprehensive,
end‑to‑end security, see Security and Productivity for the Mobile Enterprise.

Data flow

The control plane has limited read access to user and group objects. Those objects are in your direc‑
tory, DNS, and similar services. The control plane accesses those services over Citrix Cloud Connector
through secure HTTPS connections.

Company data, such as email, intranet, and web‑app traffic, flows directly between a device and the
application servers over NetScaler Gateway. NetScaler Gateway is deployed in the customer data cen‑
ter.
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Data isolation

The control plane stores metadata needed for managing user devices and their mobile applications.
The service itself consists of a mix of multi‑ and single‑tenant components. However, per the service
architecture, customer metadata is always stored separately for each tenant and secured by using
unique credentials.

Credential handling

The service handles the following types of credentials:

• User credentials: User credentials are transmitted from the device to the control plane over
an HTTPS connection. The control plane validates these credentials with a directory in the cus‑
tomer directory over a secure connection.

• Administrator credentials: Administrators authenticate against Citrix Cloud, which uses the
sign‑on system from Citrix Online. This process generates a one‑time signed JSON Web Token
(JWT), which gives the administrator access to the service.

• Active Directory credentials: The control plane requires bind‑credentials to read user meta‑
data from the Active Directory. These credentials are encrypted using AES‑256 encryption and
saved in a per‑tenant database.

Deployment considerations

Citrix recommends that you consult the published best practices documentation for deploying
NetScaler Gateway within your environments.

More resources

Customers are advised to review security bulletins that relate to their Citrix products. For informa‑
tion on new and updated security bulletins, see Citrix Security Bulletins. Also consider signing up to
receive alerts under your Alert Settings.

See the following resources for more security information:

• Citrix Security Site: https://www.citrix.com/security
• Citrix Cloud Documentation: Secure Deployment Guide for the Citrix Cloud Platform
• Secure Deployment Guide for Citrix ADC
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Integration with Mobile Threat Defense software

Mobile Threat Defense (MTD) software detects, analyzes, and helps prevent advanced cyberattacks
against enterprisemobile devices. The combination of MTD andUnified Citrix Endpoint Management
(UEM) increases security and visibility for your organization.

MTD software provides threat data that Citrix Endpoint Management uses to:

• Protect against malware, phishing, network attacks, andman‑in‑the‑middle attacks
• Determine device compliance status
• Determine risk levels
• Take policy‑based actions to protect your apps, data, devices, andmobile network

Citrix Endpoint Management integrates with the following MTD vendors:

• Check Point
• Lookout
• Wandera
• Zimperium

Formore information or to request a demo, contact our MTD partners or your Citrix Sales Representa‑
tive.

Citrix Endpoint Management integration with Microsoft Endpoint
Manager

February 22, 2024

Citrix Endpoint Management integration with Microsoft Endpoint Manager (MEM) adds the value of
Citrix Endpoint Management micro VPN to Microsoft Intune aware apps, such as the Microsoft Edge
browser.

To activate the integration, contact the Citrix Cloud Operations team.

This release supports the following use cases:

• Intune MAMwith Citrix Endpoint Management MDM+MAM.

This article focuses on the IntuneMAM+Citrix EndpointManagementMDM+MAMuse case. After
you add Citrix as your MDM provider, configure Intune managed apps for delivery to devices.

Important:

For this use case, Citrix Secure Mail doesn’t support integration with Intune. Citrix Secure
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Mail only works for devices enrolled in MDXmode.

• Intune MAM and Citrix Endpoint Management MDM.

• Intune MAM.

• IntuneMAM and IntuneMDM. Citrix SecureMail for iOS supports single sign‑on for this use case.

For aneasy‑to‑follow, graphical guide to settingupCitrix EndpointManagement integrationwithMEM,
see Getting Started Guide.

For information on integrating with Azure AD Conditional Access, see Integrate with Azure AD Condi‑
tional Access.

The following diagram provides an overview of Citrix Endpoint Management integration with
Microsoft Endpoint Manager.

System requirements

MDX‑enable

• MAM SDK

or

• MDX Toolkit
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Microsoft

• Azure Active Directory (AD) access (with Tenant Admin privileges)
• Intune‑enabled tenant

Firewall rule

• Enable a firewall rule to allow DNS and SSL traffic from a NetScaler Gateway subnet IP
to *.manage.microsoft.com, https://login.microsoftonline.com, and
https://graph.windows.net (port 53 and 443)

Prerequisites

• MicrosoftEdge browser: TheMobile Apps SDK is integratedwithin theMicrosoft Edge browser
app for iOS and Android. For more information about Microsoft Edge, see the Microsoft Edge
documentation.

• Citrix Cloud account: To sign‑up for a Citrix account and request a Citrix Endpoint Manage‑
ment trial, contact your Citrix Sales Representative. When you’re ready to continue, go to
https://onboarding.cloud.com. Formore information on requesting a Citrix Cloud account, see
Sign‑up for Citrix Cloud.

Note:

The email you supplymust be an address that is not associatedwith Azure AD. You can use
any free email service.

• APNs certificates for iOS: Ensure that you configure APNs certificate for iOS. To learn more
about setting up these certificates, see this Citrix blog post: Creating and Importing APNs Cer‑
tificates.

• AzureADsync: Set up synchronizationbetweenAzure ADandon‑premises ActiveDirectory. Do
not install the AD sync tool on the domain controller machine. For more information on setting
up this sync, see the Microsoft documentation on Azure Active Directory.

Configuring NetScaler Gateway

If you’re setting up a new Citrix Endpoint Management deployment, install one of these NetScaler
Gateway appliances:

• NetScaler Gateway VPX 3000 series or greater
• NetScaler Gateway MPX or dedicated SDX instance
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To use NetScaler Gateway with Citrix Endpoint Management integration with MEM:

• Configure NetScaler Gateway with a management interface and a subnet IP.
• Use TLS 1.2 for all client to server communication. For information about configuring TLS 1.2
for NetScaler Gateway, see CTX247095.

If you’re using Citrix Endpoint Management integration with MEM with an Citrix Endpoint Manage‑
ment MDM+MAM deployment, configure two Citrix Gateways. MDX app traffic is routed through one
NetScaler Gateway. Intune app traffic is routed through the other NetScaler Gateway. Configure:

• Two public IPs.
• Optionally, one network address translated IP.
• Two DNS names. Example: https://mam.company.com.
• Two public SSL certificates. Configure certificates that match the reserved public DNS name or
use wildcard certificates.

• A MAM load balancer with an internal non‑routable RFC 1918 IP address.
• An LDAP Active Directory service account.

Consenting to delegated permission prompts

For managed apps that require users to authenticate, the apps request application permissions ex‑
posed by Microsoft Graph. By consenting to these permission prompts, the app can access the re‑
quired resources andAPIs. Someapps require consent by the global administrator forMicrosoftAzure
AD. For these delegated permissions, the global administrator must grant Citrix Cloud permission to
request tokens. The tokens then enable the following permissions. For more information, see Mi‑
crosoft Graph permissions reference.

• Sign in and read user profile: This permission allows users to sign in and connect to Azure AD.
Citrix can’t view user credentials.

• Read all users’basic profiles: The app reads profile properties for users in the organization.
The properties include the display name, first and last name, and email address and photo of
users in the organization.

• Read all groups: This permission enables Azure AD groups to be specified for app and policy
assignment.

• Access directory as the signed‑in user: This permission verifies the Intune subscription and
enables NetScaler Gateway and VPN configurations.

• Read andwrite Microsoft Intune apps: The app can read and write the following:

– Microsoft‑managed properties
– Group assignments and the status of apps
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– App configurations
– App protection policies

Also, during the NetScaler Gateway configuration, the Azure AD global administrator must:

• Approve theActiveDirectory chosen formicroVPN. Theglobal administratormust also generate
a client secret that NetScaler Gateway uses to communicate with Azure AD and Intune.

• Not have the role of Citrix administrator. Instead, the Citrix administrator assigns Azure AD ac‑
counts to userswith appropriate Intune application admin privileges. The Intune administrator
then serves the role of a Citrix Cloud admin to manage Intune fromwithin Citrix Cloud.

Note:

Citrix only uses the IntuneGlobal Administrator password during setup and redirects the authen‑
tication to Microsoft. Citrix can’t access the password.

To configure Citrix Endpoint Management integration with MEM

1. Log on to the Citrix Cloud site and request a trial for Citrix Endpoint Management.

2. A sales engineer schedules anonboardingmeetingwith you. Let themknowthat youwantCitrix
Endpoint Management integration with MEM. When your request is approved, clickManage.

3. From here you can click the cog in the upper right of your site or you can click Configure Site.
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4. Follow the link in the first step to the Identity and Access Management page.

5. Click Connect to connect your Azure AD installation.
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6. Enter a unique logonURL that the Azure AD administrator uses to log on and then clickConfirm.

7. Add an Azure AD global administrator account and then accept the permission request.
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8. Confirm that your Azure AD instance connects successfully. To indicate a successful connection,
theNot Connected text changes to say Enabled.
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9. Click the Administrators tab and then add your Azure AD Intune administrator as a Citrix Cloud
administrator. Select Azure AD or Citrix Identity from the drop‑downmenu, and then search for
the user name you want to add. Click Invite and then grant the user Full Access or Custom
Access before clicking Send Invite.

Note:

Citrix Endpoint Management requires the following rules for Custom Access: Library and
Citrix Endpoint Management.

As a result, the Azure AD Intune administrator receives an email invitation to create a password
and sign in to Citrix Cloud. Before the administrator signs in, make sure that you sign out of all
other accounts.

The Azure AD Intune administrator must follow the remaining steps in this procedure.
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10. After signing in with the new account, under Citrix Endpoint Management, click Manage. If
you configure everything correctly, the page shows that the Azure AD administrator is signed in
and that your Intune subscription is valid.
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To configure NetScaler Gateway for micro VPN

To usemicro VPNwith Intune, youmust configure NetScaler Gateway to authenticate to Azure AD. An
existing NetScaler Gateway virtual server does not work for this use case.

First, configure Azure AD to syncwith the on‑premises Active Directory. This step is necessary tomake
sure that authentication between Intune and NetScaler Gateway occurs properly.

1. From the Citrix Cloud console, under Citrix Endpoint Management, clickManage.

2. Next toMicro VPN, click Configure Micro VPN.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 77



Citrix Endpoint Management

3. Enter a name for the micro VPN service and the external URL for your NetScaler Gateway and
then clickNext.

This script configures NetScaler Gateway to support Azure AD and the Intune apps.

4. Click Download Script. The .zip file includes a readme with instructions for implementing the
script. Even though you can Save and Exit from here, the Micro VPN isn’t set up until you run
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the script on your NetScaler Gateway installation.

Note:

When you finish the NetScaler Gateway configuration process, if you see an OAuth Status
other than COMPLETE, see the Troubleshooting section.

To configure devicemanagement

If you want tomanage devices in addition to apps, choose amethod of devicemanagement. You can
use Citrix Endpoint Management MDM+MAM or Intune MDM.

Note:

Theconsoledefaults to IntuneMDM.Touse IntuneasyourMDMprovider, see theMicrosoft Intune
documentation.

1. From the Citrix Cloud console, under Citrix Endpoint Management integration with MEM, click
Manage. Next to Device Management ‑ Optional, click Configure MDM.
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2. Enter a unique site name, select the Cloud region closest to you, and then click Request a Site.
You receive an email when your site is ready.
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3. Click OK to close the prompt. Select an Active Directory Location to associate with your site or
create a resource location and then clickNext.

4. ClickDownloadCloudConnectorand follow theon‑screen instructions to install the cloudcon‑
nector. After installation, click Test Connection to verify the connection between Citrix Cloud
and the Cloud Connector.
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5. Click Save & Exit to finish. Your resource location appears. Clicking Finish takes you back to
the settings screen.
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6. You can nowaccess the Citrix EndpointManagement console fromyour site tile. Fromhere, you
can do MDM management tasks and assign device policies. For more information on device
policies, see Device Policies.

Configure Intunemanaged apps for delivery to devices

To configure Intune managed apps for delivery:

• Add the apps to the Citrix Cloud library
• Create Citrix Endpoint Management device policies to control the flow of data
• Create a delivery group for the apps and policies
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AddMicrosoft Intune apps to the Citrix Cloud library

For each app you want to add:

1. From the Citrix Cloud console, click the menu icon and then click Library.

2. Click the plus sign icon on the upper‑right, and then click Add a Mobile app.

3. If you have Android Enterprise configured in the Citrix Endpoint Management console, select
Microsoft Intune Apps under Choose an application. Select an app template to customize or
clickUploadmy own App.
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Citrix supplies the existing app templates, each of which comes with a set of preconfigured de‑
fault policies. For apps that customers upload, the following policies apply:

• MDX Files: Includes MAM SDK enabled apps or MDX‑wrapped apps, such as:

– Intune app protection policies and the default MDX policies in the package
– Public storeapps, suchas Intuneappprotectionpolicies anddefaultMDXpolicies that
match the bundle ID or package ID

• IPA Files: Intune app protection policies.
• APK Files: Intune app protection policies.

Note:

If the app isn’t wrapped with Intune, Intune app protection policies do not apply.

4. ClickUploadmy own App and upload your .mdx or Intune wrapped file.
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5. Enter a name and description for the app, choose whether the app is optional or required, and
then clickNext.

6. Configure the application settings. The following configurations enable Citrix Endpoint Man‑
agement and Intune containers to transfer data to each other.

• Allow apps to receive data from other apps: Select Policymanaged apps.
• Allow app to transfer data to other apps: Select All apps.
• Restrict cut, copy, paste with other apps: Select Policymanaged apps.

7. Configure the storage repositories for saveddata. ForSelectwhich storageservices corporate
data can be saved to, select LocalStorage.

8. Optional: Set Data Relocation, Access, and PIN policies for the app. Click Next.

9. Review the summary of the app, and then click Finish.

The app configuration process might take a few minutes. When the process completes, a mes‑
sage indicates that the app has been published to the library.
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10. To assign user groups to the app, click Assign Users.

11. In the search box, search for user groups and click to add them. You can’t add individual users.
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12. When you’ve added all the groups you want, close the window by clicking the X.

Youmight see an error when adding user groups. This error occurs when the user group hasn’t
been synchronized to the Local Active Directory.
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Add Android Enterprise apps to the Citrix Cloud Library

To add Android Enterprise apps to the Citrix Cloud Library and set Intune app protection policies, con‑
figure your cloud environment with the following:

• Federate Citrix Cloudwith your Azure Active Directory (AAD) account. See Connect Azure Active
Directory to Citrix Cloud.

• Configure LDAP and Cloud Connector in Citrix Endpoint Management.
• Set up Android Enterprise in Citrix Endpoint Management. Make sure that Android Enterprise
devices enroll in MDM+MAM. To set up Android Enterprise, see Android Enterprise.

Following this procedure adds Android Enterprise apps to the Citrix Endpoint Management console
and the Intune console simultaneously. For each Android Enterprise app you want to add:

1. From the Citrix Cloud console, click the menu icon and then click Library.

2. Click the plus sign icon on the upper‑right, and then click Add a Mobile app.
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3. Under Choose an application, select Android Enterprise Apps.

4. Search for an app and approve it in the Managed Google Play store window. After the Google
window closes, clickNext.
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5. Add application details, and then click Next.
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6. If you searched for and selected a Citrix mobile productivity app, you can configure Micro VPN
policies. After you configure those policies, click Next.
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7. Configure Intune app protection policies. Click Next.
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8. Configure the application settings. The following configurations enable Citrix Endpoint Man‑
agement and Intune containers to transfer data to each other.

• Allow apps to receive data from other apps: Select Policymanaged apps.
• Allow app to transfer data to other apps: Select All apps.
• Restrict cut, copy, paste with other apps: Select Policymanaged apps.

9. Configure the storage repositories for saveddata. ForSelectwhich storageservices corporate
data can be saved to, select LocalStorage.

10. Optional: Set Data Relocation, Access, and PIN policies for the app. Click Next.

11. Review the summary of the app, and then click Finish.

The app configuration process might take a few minutes. When the process completes, a mes‑
sage indicates that the app has been published to the library. The app is available in the Citrix
Endpoint Management and Intune consoles. In the Citrix Endpoint Management console, the
app is part of a new delivery group and is identified as a public app store app.

12. To assign user groups to the app, click Assign Users.
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13. In the search box, search for user groups and click to add them. You can’t add individual users.

14. When you’ve added all the groups you want, close the window by clicking the X.
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Youmight see an error when adding user groups. This error occurs when the user group hasn’t
been synchronized to the Local Active Directory.

Control the type of data transferred betweenmanaged apps

Control the type of data can transfer betweenmanaged apps within the Citrix Endpoint Management
or Intune containers using Citrix Endpoint Management device policies. You can configure a Restric‑
tions policy to allow only data tagged as “corporate”. Configure an App Configuration policy to tag
the data.

To configure the Restrictions device policy:

1. In the Citrix Endpoint Management console, click Configure > Device Policies.

2. On the Device Policies page, click Add. The Add a New Policy page appears.
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3. Click Restrictions from the list of policies.

4. On thePolicy Informationpage, type anameand (optionally) a description for the policy. Click
Next.

5. To create a device policy for iOS apps, select iOS in the Platforms pane.

6. UnderSecurity ‑ Allow, setDocuments frommanagedapps inunmanagedapps toOff. Turn‑
ing this setting Off also sets Unmanaged apps read managed contacts and Managed apps
write unmanaged contacts toOff. Click Next.

7. ClickNext until the Save button appears. Click Save.

Configure the App Configuration device policy for each app:

1. In the Citrix Endpoint Management console, click Configure > Device Policies.

2. Click Add. The Add a New Policy page appears.

3. Click App Configuration from the list of policies.

4. On thePolicy Informationpage, type anameand (optionally) a description for the policy. Click
Next.

5. To create a device policy for an iOS app, select iOS in the Platforms pane.

6. Select the identifier for the app to be configured.

7. For iOS apps, add the following text to Dictionary content:

1 <dict>
2 <key>IntuneMAMUPN</key>
3 <string>${
4 user.userprincipalname }
5 </string>
6 </dict>
7 <!--NeedCopy-->
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8. Click Check Dictionary.

9. ClickNext.

10. Click Save.

Configure delivery groups for the apps and device policies

1. In the Citrix Endpoint Management console, click Configure > Delivery Groups.

2. On the Delivery Groups page, click Add. The Delivery Group Information page appears.

3. On the Delivery Group Information page, type a name and (optionally) a description for the
delivery group. Click Next.

4. On theAssignmentspage, specify howyouwant to deploy the delivery group: Choose In Citrix
Endpoint Management or In Citrix Cloud.

5. If you chose In Citrix Endpoint Management:

• Select domain: From the list, select the domain fromwhich to choose users.

• Include user groups: Do one of the following:
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– In the list of user groups, click thegroupsyouwant toadd. Theselectedgroupsappear
in the Selected user groups list.

– Click Search to see a list of all user groups in the selected domain.
– Type a full or partial group name in the search box, and then click Search to limit the
list of user groups.

To remove a user group from the Selected user groups list, do one of the following:

– In the Selected user groups list, click the X next to each of the groups you want to
remove.

– Click Search to see a list of all user groups in the selected domain. Scroll through the
list and clear the checkbox of each of the groups you want to remove.

– Type a full or partial group name in the search box, and then click Search to limit the
list of user groups. Scroll through the list and clear the checkbox of each of the groups
you want to remove.

6. ClickNext.

7. In the Policies page, drag the Restrictions policy and the App Configuration policy you create
from the left to right. Click Next.

8. In the Apps page, drag the apps you want to deliver from the left side of the page to Required
Apps orOptional Apps. Click Next.

9. Optional, configure the settings on the Media page, Actions page, and Enrollments page. Or
accept the defaults on each page and clickNext.

10. On the Summary page, review the delivery group settings and click Save to create the delivery
group.

When publishing the app in the Intune console, select Force apps to bemanaged. Users on unsuper‑
vised devices are prompted to allow management of the app. If users accept the prompt, the app is
managed on the device. If users decline the prompt, the app isn’t available on the device.

Configure Citrix Secure Mail

Citrix Secure Mail now supports various configurations. You can wrap Citrix Secure Mail in an Intune
MAM container connecting to an on‑premises Exchange Server. You can connect Citrix Secure Mail to
hosted Exchange or Office 365 accounts. This release does not support certificate‑based authentica‑
tion, however, so use LDAP instead.

Important:

To use Citrix Secure Mail in MDXmode, youmust use Citrix Endpoint Management MDM+MAM.
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CitrixSecureMail alsoautomaticallypopulatesusernames. Toenable this feature, youmust configure
the following custom policies first.

1. From your Citrix Endpoint Management console, go to Settings > Server Properties and then
click Add.

2. In the list, click Custom Key and then in the Key field, type xms.store.idpuser_attrs.

3. Set the value to true and then in Display name, type xms.store.idpuser_attrs. Click
Save.

4. Click Client Properties and then click Add.

5. Select Custom Key and then type SEND_LDAP_ATTRIBUTES in the Key field.

6. Type userPrincipalName=${ user.userprincipalname } ,email=${ user.
mail } ,displayname=${ user.displayname } ,sAMAccountName=${ user
.samaccountname } ,aadupn=${ user.id_token.upn } ,aadtid=${ user.
id_token.tid } in the Value field. Enter a description and then click Save.

The following steps only apply for iOS devices.

7. Go to Configure > Device Policies, click Add, and then select the App Configuration policy.

8. Enter a policy name and then clickNext.

In the Identifier list, click Add new. In the text box that appears, enter the bundle ID for your
Citrix Secure Mail app.

9. In the Dictionary content box, type the following text.

1 <dict>
2
3 <key>XenMobileUserAttributes</key>
4
5 <dict>
6
7 <key>userPrincipalName</key>
8
9 <string>${

10 user.userprincipalname }
11 </string>
12
13 <key>email</key>
14
15 <string>${
16 user.mail }
17 </string>
18
19 <key>displayname</key>
20
21 <string>${
22 user.displayname }
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23 </string>
24
25 <key>sAMAccountName</key>
26
27 <string>${
28 user.samaccountname }
29 </string>
30
31 <key>aadupn</key>
32
33 <string>${
34 user.id_token.upn }
35 </string>
36
37 <key>aadtid</key>
38
39 <string>${
40 user.id_token.tid }
41 </string>
42
43 </dict>
44
45 <key>IntuneMAMUPN</key>
46
47 <string>${
48 user.id_token.upn }
49 </string>
50
51 </dict>

10. Clear theWindows Desktop/Tablet checkbox and then clickNext.

11. Select the user groups to which you want the policy deployed and then click Save.

Troubleshooting

General issues

Issue: When opening an app, the following error message appears: App Policy Required.

Resolution: Add policies in the Microsoft Graph API.

Issue: You have policy conflicts.

Resolution: Only a single policy per app is allowed.

Issue: Your app can’t connect to internal resources.

Resolution: Ensure that the correct firewall ports are open, you use the correct tenant ID, and so
on.
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NetScaler Gateway issues

The following table lists common issues with NetScaler Gateway configurations and their solutions.
For troubleshooting, enable more logs and check them by doing the following:

1. In the command‑line interface, run the following command: set audit syslogParams
-logLevel ALL

2. Check the logs from the shell using tail -f /var/log/ns.log

Issue Solution

The permissions required to be configured for
the Gateway App on Azure are unavailable.

Check if a proper Intune license is available. Try
using the manage.windowsazure.com portal to
see if the permission can be added. Contact
Microsoft support if the issue persists.

NetScaler Gateway can’t reach
login.microsoftonline.com and
graph.windows.net.

From NS Shell, check if you can reach the
following Microsoft website: curl -v -k
https://login.microsoftonline.com.
Then, check whether DNS is configured on
NetScaler Gateway and that the firewall settings
are correct (in case DNS requests are firewalled).

An error appears in ns.log after you configure
OAuthAction.

Check if Intune licensing is enabled and the
Azure Gateway app has the proper permissions
set.

Sh OAuthAction command does not show OAuth
status as complete.

Check the DNS settings and configured
permissions on the Azure Gateway App.

The Android or iOS device does not show the
dual authentication prompt.

Check if the Dual Factor Device ID logonSchema
is bound to the authentication virtual server.

OAuth error condition and status

Status Error Condition

COMPLETE Success

AADFORGRAPH Invalid secret, URL not resolved, connection
timeout

MDMINFO *manage.microsoft.com is down or unreachable

GRAPH Graph endpoint is down unreachable
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Status Error Condition

CERTFETCH Cannot talk to “Token Endpoint:
https://login.microsoftonline.com
because of a DNS error. To validate this
configuration, go to shell and type curl
https://login.microsoftonline.com.
This commandmust validate.

Limitations

The following items describe some limitations of using MEMwith Citrix Endpoint Management.

• When you deploy apps with Citrix and Intune to support micro VPN: When users provide their
user name and password to access digest sites, even though their credentials are valid, an error
appears. [CXM‑25227]

• After changing Split tunnel from On to Off and waiting for the current gateway session to ex‑
pire: External traffic passes directly on without going through NetScaler Gateway until the user
launches an internal site in Full VPNmode. [CXM‑34922]

• After changing the Open‑in policy fromManaged apps only to All apps, users can’t open docu‑
ments in unmanaged apps until they close and relaunch Citrix Secure Mail. [CXM‑34990]

• When split tunneling is On in Full VPN mode, and the split DNS changes from local to remote,
internal sites fail to load. [CXM‑35168]

Known issues

When themVPNpolicy Enable http/https redirection (with SSO) is disabled, Citrix SecureMail does
not function. [CXM‑58886]

Third‑party known issues

On Citrix Secure Mail for Android, when a user taps Create New Event, the new event creation page
does not display. [CXM‑23917]

When youdeployCitrix SecureMail for iOSwithCitrix and Intune to supportmicro VPN: The apppolicy
that obscures theCitrix SecureMail screenwhenusersmove the app to thebackground isn’t enforced.
[CXM‑25032]
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Onboarding and resource setup

February 22, 2024

If you are new toCitrix, Citrix Cloud, or to Citrix EndpointManagement, this article guides you through
onboarding. Learn about workflow and the details that you need to get started.

• Where do I start?

– If you haven’t bought an Citrix EndpointManagement subscription, see For newCitrix cus‑
tomers.

– If you have an Citrix Endpoint Management subscription, skip toWhen theManage button
is available.

– If your Citrix Endpoint Management site is provisioned, skip to Configure authentication.

• Does the configuration order matter? This article follows a recommended configuration se‑
quence. You can work in a different order. The Citrix Endpoint Management console lets you
know if prerequisites are missing, throughmessages such as “Set up after provisioning”.

• Whatdo Idoafteronboarding? After you complete theonboardingand resource configuration
described in this article, continue your configuration in the Citrix Endpoint Management con‑
sole. For information about the next steps, see Prepare to enroll devices and deliver resources.

For new Citrix customers

For Citrix Cloud customers new to Citrix Endpoint Management:

If you already bought an Citrix Endpoint Management subscription, skip to When the Manage button
is available.

If you haven’t set up a Citrix Cloud account, see Sign‑up for Citrix Cloud.

If you already set up a Citrix Cloud account, but haven’t bought Citrix Endpoint Management, request
a service demo.

1. Use your Citrix Cloud administrator credentials to sign in to your Citrix Cloud account. TheCitrix
Cloud home page appears.

All Citrix Cloud administrator accounts are created as follows:

• Citrix Cloud administrators are Citrix Endpoint Management administrators by default.
• Citrix Cloud administrators created with customer access must have Citrix Endpoint Man‑
agement selected for them to administrate Citrix Endpoint Management.
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2. On the Citrix Cloud home page, locate the Citrix Endpoint Management service tile and click
Request Demo.

3. Complete and submit the demo request form. The button on the Citrix Endpoint Management
services tile changes to Demo Requested.

If you click the Citrix Endpoint Management services tile before your request is handled, a screen ap‑
pears advising you to contact your representative or partner. A Citrix sales representative can provide
more information and details about the service.

While waiting for the trial, be sure to prepare for your Citrix Endpoint Management deployment by
reviewing System requirements. Although Citrix hosts and delivers your Citrix Endpoint Management
solution, youmust handle some communication and port requirements.

Continue with the next section.

When the Manage button is available

This video guides you through onboarding:

This is an embedded video. Click the link to watch the video

When your Citrix Endpoint Management service is available, the button on the Citrix Endpoint Man‑
agement services tile changes toManage.

To start setup:

1. Sign in to your Citrix Cloud account using your Citrix Cloud administrator credentials.
2. ClickManage in the Citrix EndpointManagement tile to access the Citrix EndpointManagement

console.
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3. Type your site name and select a region. Then select Save & Continue.

Note:

To request the IPs to allow, contact the Citrix Support representative.

The Citrix Endpoint Management console then opens with amessage saying that we are provisioning
your suite and that some Citrix Endpoint Management functions are locked during provisioning.

1. In theWelcome screen, click Start setup.
2. Select the endpoints that you want to manage and click Save. You can add or clear endpoints

at any time to show or hide them in the console. Showing and hiding endpoints doesn’t affect
your configuration.

We send you an email when provisioning completes.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 106



Citrix Endpoint Management

Resource Center

Click the Resource Center icon to watch how‑to videos without leaving the console.

During provisioning

While we provision Citrix Endpoint Management, you can get started with configuration.

Configure resource locations

You need resource locations before you can configure Lightweight Directory Access Protocol (LDAP)
connections for Citrix Endpoint Management. Resource locations have the resources required to de‑
liver cloud services to your subscribers. You need one resource location per domain. For help, see the
Citrix Cloud article, Resource Locations.

While waiting for the trial, be sure to prepare for your Citrix Endpoint Management deployment by
reviewing System requirements. Although Citrix hosts and delivers your Citrix Endpoint Management
solution, some communication and port requirements are required. That setup connects the Citrix
Endpoint Management infrastructure to corporate services, such as Active Directory. The information
that you must provide is included in the Onboarding Handbook under “Citrix Endpoint Management
Trial Sales Engineer engagement.”

After you are authorized to access the trial, the button for Citrix Endpoint Management changes to
Manage. ClickManage to open the Citrix Endpoint Management console.

Configure authentication

After your site is provisioned, you can continue with the configuration. We recommend that you set
up a cloud‑hosted identity provider (IdP) or Lightweight Directory Access Protocol (LDAP) to import
groups, user accounts, and related properties.

To configure IdP

Citrix Endpoint Management supports authentication with identity providers, such as Azure Active
Directory, Okta, and on‑premises NetScaler Gateway.

To configure an IdP in Citrix Cloud and set it up for Citrix Endpoint Management:

• Authentication with Azure Active Directory through Citrix Cloud
• Authentication with Okta through Citrix Cloud
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• Authentication with an on‑premises NetScaler Gateway through Citrix Cloud

To configure LDAP

You can configure a connection in Citrix Endpoint Management to one or more LDAP‑compliant di‑
rectories for domain‑based authentication. Citrix Endpoint Management supports groups that are
nested in LDAP. Nested groups synchronize daily at 12 AM local time.

As a part of configuring LDAP, youmust install at least one Cloud Connector.

For a quick overview, watch this video.

This is an embedded video. Click the link to watch the video

To set up LDAP:

1. On the Settings page, scroll to the LDAP tile and then click Set Up.
2. Follow the on‑screen guidance to download and install a Cloud Connector. Cloud Connectors

are required for enabling communication between Citrix Cloud and your resources. For help,
see Citrix Cloud Connector.

If you have the LDAP configuration and you add Azure AD or Okta as an identity provider, Citrix End‑
pointManagement synchronizes IdP‑specific information for your ActiveDirectory groups in the Citrix
Endpoint Management database. This configuration doesn’t affect your existing delivery groups and
user enrollments. But, you can’t add LDAP settings in Citrix Endpoint Management afterwards. For
more information, see Identity provider authentication.

If you change theDomain alias orUser search by settings after enrollment, usersmust re‑enroll. For
more information about LDAP configuration, see Domain or domain plus security token authentica‑
tion.

After setting up LDAP, you can continue with the authentication configuration or set up a specific plat‑
form.

Configure NetScaler Gateway

When integratedwithCitrix EndpointManagement, NetScalerGatewayprovides remotedeviceaccess
to your internal network and resources.

Citrix Endpoint Management requires NetScaler Gateway for the following scenarios:

• You require a micro VPN for access to internal network resources for line‑of‑business apps.
Those apps are wrapped with Citrix MDX technology. The micro VPN needs NetScaler Gateway
to connect to internal back‑end infrastructures.
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• You plan to use Citrix Endpoint Management to manage apps (MAM or MDM+MAM). NetScaler
Gateway isn’t required to manage devices only (MDM).

• You plan to integrate Citrix Endpoint Management with Microsoft Endpoint Manager. (Requires
an on‑premises NetScaler Gateway.)

For a quick overview, watch this video.

This is an embedded video. Click the link to watch the video

The following table summarizes the features supported by the on‑premises NetScaler Gateway solu‑
tions.

Supported features NetScaler Gateway on‑premises

Citrix Secure Mail (STA)* yes

Tunneled ‑ Web SSO (web single sign‑on) yes

Full VPN (not available for Citrix mobile
productivity apps for iOS)

yes

Per‑app VPN yes

Mobile single sign‑on (access control) no

High Availability yes**

Multi‑POP deployment yes***

Proxy support yes

Split‑tunneling yes

Split DNS yes

* Citrix Cloud Secure Ticket Authority (STA) service configuration

** On‑premises configuration

*** Global Server Load Balancing configuration

On‑premises NetScaler Gateway use cases

Use one or more on‑premises NetScaler Gateway appliances with Citrix Endpoint Management
when:

• You require per‑app VPN capabilities.
• You require full tunneling, split tunneling, reverse split tunneling, or split DNS. We recommend
full VPN tunnel for connections that use client certificates or end‑to‑end SSL to a resource in the
internal network.
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• You use the Citrix Endpoint Management integration with Microsoft Endpoint Manager.

The usage of on‑premises NetScaler Gateway involves significant configuration andmaintenance. Af‑
ter youconfigureLDAPandNetScalerGateway in theCitrix EndpointManagement console, youexport
a script from that console. You then run the script on the NetScaler Gateway.

1. On the Settings page, scroll to theNetScaler Gateway tile and then click Start setup.
2. SelectNetScaler Gateway (on‑premises) as the type.
3. Follow the on‑screen guidance. For information, see Configure on‑premises NetScaler Gateway

for use with Citrix Endpoint Management.

Configure notification server

To send notifications, you must configure a gateway and a notification server. A notification server
makes sure of the connectivity and the possibility of communication between end users and the ad‑
ministrator. To set up a notification server in Citrix Endpoint Management, see Notifications.

Configure an Apple Push Notification service (APNs) certificate for Apple devices

Citrix EndpointManagement requires anApple PushNotification service (APNs) certificate fromApple
to enroll and manage Apple devices. Citrix Endpoint Management also requires an APNs certificate if
you plan to use push notifications for Citrix Secure Mail for Apple. For information about Citrix End‑
point Management and APNs, see Push Notifications for Citrix Secure Mail for iOS.

To get a certificate from Apple requires an Apple ID and developer account. For details, see the Apple
Developer Programwebsite.

For a quick overview, watch this video.

This is an embedded video. Click the link to watch the video

To configure APNs with a Citrix Certificate Signing Request:

1. On the Settings page, expand the Apple tile.
2. On the APNs Certificate tile, click Set Up and then follow the on‑screen guidance.

For more information, see Certificates and authentication.

Configure Android Enterprise

Citrix Endpoint Management is fully configured after you create delivery groups and assign users to
the delivery groups through the Cloud Library. From this point on, Citrix Endpoint Management ad‑
ministration takes place within Citrix Cloud. The combined interface simplifies switching between
Citrix Cloud and Citrix Endpoint Management.
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You can set up Android Enterprise for Citrix Endpoint Management with either Google Play or Google
Workspace.

1. If your organization does not use Google Workspace: You can use managed Google Play to
register Citrix as your EMM provider. If you use managed Google Play, you provision managed
Google Play Accounts for devices and end users. Managed Google Play Accounts provide ac‑
cess to managed Google Play, allowing users to install and use the work apps you make avail‑
able. If your organization uses a third‑party identity service, you can linkmanaged Google Play
Accounts with your existing identity accounts.

Because this type of enterprise isn’t tied to a domain, you can createmore than one enterprise
for a single organization. For example, each department or region within an organization can
enroll as a different enterprise. That setup enables you to use different enterprises to manage
separate sets of devices and apps.

2. If your organization already uses Google Workspace to provide users access to Google
apps: You can use Google Workspace to register Citrix as your EMM. If your organization uses
Google Workspace, it has an existing enterprise ID and existing Google Accounts for users. To
use Citrix Endpoint Management with Google Workspace, you sync with your LDAP directory
and retrieve Google Account information from Google using the Google Directory API.

This type of enterprise is tied to an existing domain. So, each domain can only create one enter‑
prise. To enroll a device in Citrix Endpoint Management, each user must manually sign in with
their existing Google Account. The account gives users access to managed Google Play and to
other Google services through your Google Workspace plan.

For a quick overview, watch this video.

This is an embedded video. Click the link to watch the video

To get started:

1. On the Settings page, expand the Android tile.
2. On the Android Enterprise tile, click Set Up.
3. Choose Google Play or G Suite, according to how you provide users access to Google applica‑

tions.
If you previously configured the Android Enterprise platformwith Google Play, the UI takes you
to the Google Play store to reenroll. Click Re‑enroll, return to the CEM console, and refresh the
page.

4. Follow the on‑screen guidance.

See:

• Create an Android Enterprise Account
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Configure Firebase Cloud Messaging

Citrix recommends that you use Firebase Cloud Messaging (FCM) to control how and when Android
devices connect to Citrix Endpoint Management. Citrix Endpoint Management sends connection noti‑
fications to Android devices that are enabled for FCM. Any security action or deploy command triggers
a push notification to prompt the user to reconnect to the Citrix Endpoint Management server. See
Firebase Cloud Messaging.

Integrate with Microsoft Endpoint Manager

Citrix Endpoint Management integration with Microsoft Endpoint Manager adds the value of the Cit‑
rix Endpoint Management micro VPN to Microsoft Intune aware apps, such as the Microsoft Edge
browser.

Citrix Endpoint Management integration with MEM also allows enterprises to wrap their own line of
business apps with Intune and Citrix. The app wrapping provides micro VPN capabilities inside an
Intune mobile app management (MAM) container. Citrix Endpoint Management micro VPN enables
your apps to access on‑premises resources. You canmanage and deliver Office 365 apps, line of busi‑
ness apps, and Citrix Secure Mail in one container. A single container provides ultimate security and
productivity.

• Citrix Cloud administrators are Citrix Endpoint Management administrators by default.
• Citrix Cloud administrators created with customer access must have Citrix Endpoint Manage‑
ment selected for them to administrate Citrix Endpoint Management.

In the Citrix Endpoint Management console, you can change only the role and membership of a user.
To change a role at any time, access the Citrix Endpoint Management console from the Citrix Cloud
dashboard. Go to theManage tab and click Users. Select a specific user and click Edit to change the
role. For more information, see Configure roles with RBAC.

To integrate with MEM, see Citrix Endpoint Management integration with Microsoft Endpoint Man‑
ager.

After you complete the configuration in Citrix Cloud, return to the Citrix Endpoint Management con‑
sole as follows: Go to the Citrix Cloud Home page and then click Manage on the Citrix Endpoint
Management tile. Then you can verify if you signed in toCitrix EndpointManagementwith your Azure
Active Directory account.

1. On the Settings page, scroll to the Integrate with Microsoft EMS/Intune tile.
2. Click Seemore. The UI indicates if you successfully enabled the connection.
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In the Citrix Cloud console, you can also change user names or passwords, and delete or edit local
users. See Identity and access management.

Link an existing ShareFile account to Citrix Cloud

If you had a ShareFile account before you signed up with Citrix Cloud, you must link that account
to Citrix Cloud. To link your account, your email address must be an administrator of the ShareFile
account. When you’re ready to continue, go to https://onboarding.cloud.com.

1. After you log in, a screen similar to the following appears.
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2. In the ShareFile tile, choose Link Account.

3. After we confirm your ShareFile account, the following page appears:
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4. Click the Link Account tab to complete the process. You can immediately manage your Share‑
File account from Citrix Cloud.

Scale and size considerations for Cloud Connectors

November 6, 2023

When evaluating the Citrix Endpoint Management service for sizing and scalability, research and test
the configuration of the Cloud Connectors for your specific requirements. Cloud Connector is under
load only during device enrollment. Undersizing the machines can impact system performance neg‑
atively.

Citrix requires two Cloud Connectors per resource location. Install Cloud Connector on a dedicated
server that doesn’t share responsibilities with any other components or products. In our testing,
Cloud Connectors were deployed in HA sets (they are not load‑balanced).
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Test configuration

• Two dedicated Windows Server 2019, 2 vCPU, 4 GBmemory
• Android and iOS device enrollments into MDM+MAM, split evenly over an 8‑hour period
• Citrix Endpoint Management configured to enroll 125 devices per hour per 1,000 devices

– 1,000 devices (125 device enrollments per hour)
– 5,000 devices (625 device enrollments per hour)
– 10,000 devices (1250 device enrollments per hour)
– 20,000 devices (2500 device enrollments per hour)

Test results

Cloud Connector 1,000 devices 5,000 devices 10,000 devices 20,000 devices

CPU average 2% 2% 4% 4%

CPUmaximum 8% 8% 10% 11%

Memory average 73% 73% 75% 75%

Memory
maximum

76% 76% 76% 79%

Prepare to enroll devices and deliver resources

February 23, 2024

Important:

Before proceeding, be sure to complete all the tasks described in Onboarding and resource
setup.

Keep your users informed about upcoming changes. See Welcome to your Citrix User Adoption
Kit.

Citrix Endpoint Management supports various enrollment options. This article covers the basic setup
required to enable all supported devices to enroll. The following diagram summarizes the basic
setup.
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For a list of supported devices, see Supported device operating systems.

Set up an Apple Push Notification service (APNs) certificate for iOS devices

Important:

Apple support for the APNs legacy binary protocol ends on March 31, 2021. Apple recommends
that you use the HTTP/2‑based APNs provider API instead. From version 20.1.0, Citrix Endpoint
Management supports the HTTP/2‑based API. For more information, see the news update, “Ap‑
ple Push Notification Service Update”in https://developer.apple.com/. For help with checking
connectivity to APNs, see Connectivity checks.

Citrix EndpointManagement requires anApple PushNotification service (APNs) certificate fromApple
to enroll and manage iOS devices. Citrix Endpoint Management also requires an APNs certificate for
Citrix Secure Mail for iOS push notifications.

• To get a certificate from Apple requires an Apple ID and developer account. For details, see the
Apple Developer Programwebsite.

• To get an APNs certificate and import it into Citrix Endpoint Management, see APNs certificates.
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• For more information about Citrix Endpoint Management and APNs, see Push Notifications for
Citrix Secure Mail for iOS.

Set up Firebase Cloud Messaging (FCM) for Android devices

Firebase Cloud Messaging (FCM) controls how and when Android devices connect to the Citrix End‑
point Management service. Any security action or deployment command triggers a push notification.
The notification prompts users to reconnect to Citrix Endpoint Management.

• FCM setup requires that you configure your Google account. To create Google Play credentials,
see Manage your developer account information. You also use Google Play to add, buy, and
approve apps for deployment to the Android Enterprise workspace on a device. You can use
Google Play to deploy your private Android apps, public apps, and third‑party apps.

• To set up FCM, see Firebase Cloud Messaging.

Set up Citrix Endpoint Management AutoDiscovery service

The AutoDiscovery service simplifies the enrollment process for users through email‑based URL dis‑
covery. The AutoDiscovery service also provides features such as enrollment verification, certificate
pinning, and other benefits for Citrix Workspace customers. The service, hosted in Citrix Cloud, is an
important part of many Citrix Endpoint Management deployments.
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With the AutoDiscovery service, users:

• Can use their corporate network credentials to enroll their devices.
• Don’t need to enter details about the Citrix Endpoint Management server address.
• Enter their user name in user principal name (UPN) format. For example, user@mycompany.
com.

We recommend that you use the AutoDiscovery service for high‑security environments. The AutoDis‑
covery service supports public key certificate pinning, which prevents man‑in‑the‑middle attacks.
Certificate pinning makes sure that the certificate signed by your enterprise is used when Citrix
clients communicate with Citrix Endpoint Management. To configure certificate pinnings for your
Citrix Endpoint Management sites, contact Citrix Support. For information about certificate pinning,
see Certificate pinning.

To access the AutoDiscovery service, navigate to https://adsui.cloud.com (commercial).

Prerequisites

• The new AutoDiscovery service in Citrix Cloud requires the latest version of Citrix Secure Hub:

– For iOS, Citrix Secure Hub version 21.6.0 or later

– For Android, Citrix Secure Hub version 21.8.5 or later

Devices running on earlier versions of Citrix Secure Hubmight experience interruptions in
service.

• To access the new AutoDiscovery service, you must have a Citrix Cloud administrator account
with full access. The AutoDiscovery service doesn’t support administrator accounts with cus‑
tom access. If you don’t have an account, see Sign‑up for Citrix Cloud.

Citrixmigrated all existing AutoDiscovery records to Citrix Cloudwithout a disruption in service.
The migrated records don’t automatically appear in the new console. You must reclaim
domains in the new AutoDiscovery service to prove ownership. For more information, see
CTX312339.

• Before starting using the AutoDiscovery service for your Citrix Endpoint Management deploy‑
ments, verify and claim your domain. You can claim up to 10 domains. The claim associates the
verified domain with the AutoDiscovery service. To claim more than 10 domains, open an SRE
ticket or contact Citrix Technical Support.

• Use the MAM Port setting instead of NetScaler Gateway FQDN to direct MAM traffic to your data
center. If youenter a fully qualifieddomainnamealongwith theport of yourNetScalerGateway,
the client device uses the configuration from theMAM Port setting.
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• If an ad blocker prevents the site from opening, make sure that you disable the ad blocker for
the entire website.

Claim a domain

1. On the Claims > Domains tab, click Add Domain.

2. In the dialog box that appears, enter the domain name of your Citrix Endpoint Management
environment and then click Confirm. Your domain appears in Claims > Domains.

3. On the domain you added, click the ellipsis menu and select Verify Domain to start the verifi‑
cation process. The Verify your domain page appears.
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4. On the Verify your domain page, follow the instructions to verify that you own the domain.

a) Click Copy to copy the DNS token to the clipboard.

b) Create a DNS TXT record in the zone file for your domain. To do so, go to your domain
hosting provider portal and add the DNS token you copied.

The following screenshot shows a domain hosting provider portal. Your portal might look
different.
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c) In Citrix Cloud, on the Verify your domain page, click Start DNS Check to start detecting
your DNS TXT record. If you want to verify the domain later, click Verify Domain Later.

The verification process generally takes about an hour. However, it can take up to two days to
return a response. It is OK for you to log out and log in again during the status check.

After the configuration completes, the status of your domain changes fromPending to Verified.

5. After you claim your domain, provide information about the AutoDiscovery service. Click the
ellipsis menu on the domain that you added and then click Add Citrix Endpoint Management
Info. The AutoDiscovery Service Information page appears.

6. Enter the following information and then click Save.

• Citrix Endpoint Management Server FQDN: Enter the fully qualified domain name of
the Citrix Endpoint Management server. For example: example.xm.cloud.com. This
setting is used for MDM and MAM traffic control.

• NetScaler Gateway FQDN: Enter the fully qualified domain name of NetScaler Gateway,
in the form FQDN or FQDN:port. For example: example.com. This setting is used to
direct MAM traffic to your data center. For MDM‑only deployments, leave this field blank.

Note:

Citrix recommends that you use theMAMPort setting instead ofNetScaler Gateway
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FQDN to control MAM traffic. If you enter a fully qualified domain name along with
the port of your NetScaler Gateway, the client device uses the configuration from the
MAM Port setting.

• Instance Name: Enter the instance name of the Citrix Endpoint Management server you
configured earlier. If you are unsure about your instance name, leave the default value
zdm.

• MDM Port: Enter the port used for MDM control traffic and MDM enrollment. For cloud‑
based services, the default is 443.

• MAM Port: Enter the port used for MAM control traffic, MAM enrollment, iOS enrollment,
and app enumeration. For cloud‑based services, the default is 8443.

Request AutoDiscovery for Windows devices

If you plan to enroll Windows devices, do the following:

1. Contact Citrix Support and create a support request to enable Windows AutoDiscovery.

2. Get a publicly signed, non‑wildcard SSL certificate for enterpriseenrollment.
mycompany.com. The mycompany.com portion is the domain that has the accounts
that users use to enroll. Attach the SSL certificate in .pfx format and its password to the support
request created in the previous step.

To use more than one domain to enroll Windows devices, you can also use a multi‑domain cer‑
tificate with the following structure:

• A SubjectDN with a CN that specifies the primary domain it serves (for example, enter‑
priseenrollment.mycompany1.com).

• The appropriate SANs for the remaining domains (for example, enterpriseenroll‑
ment.mycompany2.com, enterpriseenrollment.mycompany3.com, and so on).

3. Create a canonical name (CNAME) record in your DNS and map the address of your SSL certifi‑
cate (enterpriseenrollment.mycompany.com) to autodisc.xm.cloud.com.

When a Windows device user enrolls using a UPN, the Citrix enrollment server:

• Provides the details of your Citrix Endpoint Management server.
• Instructs the device to request a valid certificate from Citrix Endpoint Management.

At this point, you can enroll all supported devices. Go to the next section to prepare to deliver re‑
sources to devices.
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Integrate with Azure AD Conditional Access

You can configure Citrix EndpointManagement to apply Azure ADConditional Access support toOffice
365 applications. This feature lets you deploy the Zero Trust methodology to device users when de‑
ploying Office 365 applications. You can use device state, risk score, location, and device protections
to apply automated actions and define access to the Office 365 applications on managed Android
Enterprise and iOS devices.

To enforce Azure AD device compliance, you must configure Conditional Access policies for individ‑
ual Office 365 applications. You can restrict user access to specific Office 365 applications on non‑
managed and non‑compliant devices and allow access to individual applications only on managed
and compliant devices.

Prerequisites

• For this integration, youmust havea valid AzureADpremiumsubscription, including Intuneand
Microsoft Office 365 licenses.

• Citrix Secure Hub version 21.4.0 and later
• Configure Azure AD as an identity provider (IdP) in Citrix Cloud, and then set Citrix identity as
the IdP type for Citrix Endpoint Management. For information, see Authentication with Azure
Active Directory through Citrix Cloud.

• Consent to the Citrix multitenant AAD application to allowmobile applications to authenticate
with the AAD client app. Only required if the Azure Global Administrator set the value for Users
can register applications to No. Configure this setting in the Azure portal under Azure Active
Directory > Users > User Settings. To provide consent, see Configure Citrix Endpoint Manage‑
ment for Azure AD Compliance Management.

• Install theMicrosoft Authenticator application on the device before starting the Azure ADdevice
registration process.

• For the Android Enterprise platform, configure a web browser app as the required public store
app.

• Disable the Security defaults setting in the Azure AD console. When you start Azure AD config‑
uration, you replace security defaults with more granular Azure AD Conditional Access policies.
For more information about security defaults, see the Microsoft documentation.

Configure device compliance through Azure AD Conditional Access policies

The general steps to configure device compliance through Azure AD Conditional Access policies are as
follows:

1. Citrix Endpoint Management configuration:
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• In the Microsoft Endpoint Manager admin center, add Citrix Workspace device compli‑
ance as the compliance partner for each device platform and assign user groups.

• In Citrix Endpoint Management, synchronize information from the Microsoft Endpoint
Manager admin center.

2. Azure AD configuration: In the Azure AD portal, set Conditional Access policies for individual
Office 365 apps.

3. Citrix Endpoint Management configuration: After configuring Conditional Access policies for
Office 365 apps, add the Microsoft Authenticator app and Office 365 apps as public app store
apps in Citrix Endpoint Management. Assign these public apps to the delivery group and set
them as required apps.

Configure Citrix Endpoint Management for Azure AD compliancemanagement

1. Sign in to theMicrosoftEndpointManageradmincenter andnavigate toTenantadministration
> Connectors and tokens >Device compliancemanagement. ClickAdd compliance partner
and choose Citrix Workspace device compliance as the compliance partner for each device
platform. Then assign user groups.

2. In Citrix Endpoint Management, go to Settings > Azure AD compliancemanagement.

3. Optionally, set global consent so that users don’t need to provide consent on each device. Next
to Client App consent, click Provide consent. Enter your global admin Azure AD credentials
and follow the prompts to provide global consent for the client apps.

4. Click Connect to sync information from the Microsoft Endpoint Manager admin center.
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A dialog box prompts you to accept the permissions for this configuration. Click Accept. After
the configuration completes, synchronized device platforms appear in the list.
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Configure Conditional Access policies in Azure AD

In the Azure AD portal, configure Conditional Access policies for Office 365 apps to enforce device
compliance. Go toDevices > Conditional Access > Policies > Newpolicy. Formore information, see
the Microsoft documentation.

To configure device compliance for Intune managed apps:

• Configure Intune managed apps for delivery to devices
• Require approved client apps
• Require app protection policy and an approved client app for cloud app access
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Configure apps in Citrix Endpoint Management

After configuring Conditional Access policies for Office 365 apps, add the Microsoft Authenticator app
and Office 365 apps as public app store apps in Citrix Endpoint Management. Assign these public
apps to the delivery group and set themas required apps. For information, see Add a public app store
app.

User authentication workflow

1. A new user must enroll a device into Citrix Endpoint Management using Azure AD credentials.
Users who previously enrolled with Azure AD credentials, don’t need to re‑enroll their devices.

2. Citrix Endpoint Management pushes Microsoft Authenticator and configured Office 365 apps to
a device as required apps. If you configured aweb browser app as the required public store app
for the Android platform, Citrix Endpoint Management pushes it to the user device as well.

3. Citrix Secure Hub automatically installs and displays all appsmanaged through Citrix Endpoint
Management.

4. When a user tries to sign in to any available Office 365 app, the device prompts the user to tap
the Azure AD registration link to start the registration process.

5. After the user taps the registration link, the Microsoft authenticator app opens. The user enters
Azure AD credentials and agrees to the device enrollment terms. Then the Microsoft authenti‑
cator app closes and Citrix Secure Hub reopen.

6. Citrix Secure Hub displays a message that Azure AD device registration is complete. The user
can now use Microsoft apps to access their cloud resources.

After the registration completes, Azure AD marks the device as managed and compliant in the
console.

Default device policies andmobile productivity apps

If you onboard startingwith Citrix Endpoint Management 19.5.0 or later, we preconfigure a few device
policies andmobile productivity apps. That configuration enables you to:

• Immediately deploy basic functionality to devices
• Start with the recommended baseline configurations for a secure workspace

For the Android, Android Enterprise, iOS, macOS, and Windows Desktop/Tablet platforms, your site
has these preconfigured device policies:

• Passcode device policy: The Passcode device policy is On, with all default passcode settings
enabled.
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• App inventory device policy: The App inventory device policy isOn.

• Restrictions device policy: The Restrictions device policy is On, with all default restrictions
settings enabled.

Those policies are in the AllUsers delivery group, which has all Active Directory and local users. We
recommend that you use the AllUsers delivery grouponly for initial testing. Then, create your delivery
groups and disable the AllUsers delivery group. You can reuse the preconfigured device policies and
apps in your delivery groups.

All Citrix Endpoint Management device policies are documented under Device policies. That article
includes information about how to use the console to edit device policies. For information about
some commonly used device policies, see Device policies and Use Case Behavior.

For the iOS and Android platforms, your site has these preconfiguredmobile productivity apps:

• Citrix Secure Mail
• Citrix Secure Web
• Citrix Files

Those apps are in the AllUsers delivery group.

For more information, see About mobile productivity apps.

Continue your Citrix Endpoint Management configuration

After you complete the basic setup for device enrollment, how you configure Citrix Endpoint Manage‑
ment varies widely based on your use cases. For example:

• What are your security requirements and how do youwant to balance those requirements with
user experience?

• Which device platforms do you support?
• Do users own their devices or use corporate‑owned devices?
• What device policies do you want to push to devices?
• What types of apps do you provide users?

This sectionhelpsyounavigate through themanyconfigurationchoicesbydirectingyou to thearticles
in this documentation set.

As you complete configuration in third‑party sites, make note of the information and its location, for
reference when you configure Citrix Endpoint Management console settings.

• Security andauthentication. Citrix EndpointManagementuses certificates to create secure con‑
nections and authenticate users. Citrix provides wildcard certificates for your Citrix Endpoint
Management instance.
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– For a discussion of authentication components and recommended configurations by se‑
curity level, see the “Advanced concepts”article, Authentication. See also, Security and
user experience.

– For an overview of the authentication components used during Citrix Endpoint Manage‑
ment operations, see Certificates and authentication.

– You can choose from the following types of authentication. Configuring authentication
includes tasks in the Citrix Endpoint Management and NetScaler Gateway consoles.

* Domain or domain plus security token authentication

* Client certificate or certificate plus domain authentication

– To deliver certificates to users, configure:

* PKI entities

* Credential providers

– Device enrollment security modes. Device enrollment security modes specify the creden‑
tial types and use enrollment steps required for users to enroll their devices in Citrix End‑
point Management. For information, see Configure enrollment security modes.

– To allow users to authenticate with Azure Active Directory credentials, see Authenticate
with Azure Active Directory through Citrix Cloud.

• Device enrollment

– Programs are available to enroll large numbers of devices:

* Deploy devices through Apple Deployment Program

* Bulk enrollment of Apple devices

* Enroll Windows devices in bulk

– To enroll Android devices, create an Android Enterprise administrator account. See An‑
droid Enterprise. Or, see Legacy Android Enterprise for Google Workspace Customers.

– You can use enrollment invitations or send notifications for enrollment.

* Enrollment invitations.

* Notifications.

– For more information about enrollment, see Device management and articles under that
node.

• Device policies andmanagement

– Device (MDM) policies. All Citrix Endpoint Management device policies are documented
under Device policies. For information about some commonly used device policies, see
Device Policies and Use Case Behavior.
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– Client properties. Client properties have information that is provided directly to Citrix Se‑
cure Hub on user devices. See Client properties and Citrix Endpoint Management client
properties.

– Delivery groups. For a sample use case related to delivery groups, see User Communities
and Add a delivery group.

• Prepare apps for deployment

– For information about the apps supported by Citrix Endpoint Management, see Add apps.

– You canmanage iOS app licensingbyusing Apple VolumePurchase. Formore information,
see Apple Volume Purchase.

– You can use Citrix Endpoint Management to deploy iBooks that you obtain through Apple
Volume Purchase. See Addmedia.

– Citrix provides mobile productivity apps, including Citrix Secure Mail and Citrix Secure
Web. See About mobile productivity apps.

– As an alternative to Citrix Secure Mail, you can deliver native mail to devices. See:

* Email strategy

* Citrix Endpoint Management connector for Exchange ActiveSync

* NetScaler Gateway connector for Exchange ActiveSync

– To allowusers to securely transfer docs anddata toMicrosoftOffice 365 apps, see Allowing
Secure Interaction with Office 365 Apps and Office device policy.

– For general information about app policies, see App Policies and Use Case Scenario.

– The MDX Toolkit is an app wrapping technology that prepares enterprise apps for secure
deployment with Citrix Endpoint Management. The MAM SDK replaces the MDX Toolkit.
The MDX Toolkit is scheduled to reach EOL in July 2023.

For information about the MAM SDK, see MAM SDK overview.

– For more information about apps, see other articles under Add apps.

• The Role‑Based Access Control (RBAC) feature in Citrix Endpoint Management lets you assign
predefined roles, or sets of permissions, to users and groups. These permissions control the
level of access users have to system functions. For information, see Configure roles with RBAC.

• You create automated actions in Citrix Endpoint Management to specify the action to take in
reaction to events, certain settings, or the presence of apps on user devices. For information,
see Automated actions.
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Certificates and authentication

February 23, 2024

Several components play a role in authentication during Citrix Endpoint Management operations:

• Citrix Endpoint Management: The Citrix Endpoint Management server is where you define
enrollment security and the enrollment experience. Options for onboarding users include:

– Whether to make the enrollment open for all or by invitation only.
– Whether to require two‑factor authentication or three‑factor authentication. Citrix End‑
pointManagement client properties allowyou to enableCitrix PIN authentication and con‑
figure the PIN complexity and expiration.

• NetScaler Gateway: NetScaler Gateway provides termination for micro VPN SSL sessions.
NetScaler Gateway also provides network in‑transit security, and lets you define the authenti‑
cation experience used each time a user accesses an app.

• Citrix Secure Hub: Citrix Secure Hub and Citrix Endpoint Management work together in en‑
rollment operations. Citrix Secure Hub is the entity on a device that talks to NetScaler Gateway:
When a session expires, Citrix SecureHub gets an authentication ticket fromNetScaler Gateway
and passes the ticket to the MDX apps. Citrix recommends certificate pinning, which prevents
man‑in‑the‑middle attacks. For more information, see this section in the Citrix Secure Hub arti‑
cle: Certificate pinning.

Citrix Secure Hub also facilitates the MDX security container: Citrix Secure Hub pushes policies,
creates a session with NetScaler Gatewaywhen an app times out, and defines the MDX timeout
and authentication experience. Citrix Secure Hub is also responsible for jailbreak detection,
geolocation checks, and any policies you apply.

• MDX policies: MDX policies create the data vault on the device. MDX policies direct micro VPN
connections back to NetScaler Gateway, enforce offline mode restrictions, and enforce client
policies, such as time‑outs.

Citrix EndpointManagementauthenticatesusers to their resourcesusing the followingauthentication
methods:

• Mobile Device Management (MDM)

– Cloud‑hosted identity providers (IdPs)
– Lightweight Directory Access Protocol (LDAP)

* Invitation URL + Pin

* Two‑factor authentication

• Mobile application management (MAM)
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– LDAP
– Certificate
– Security token
MAM authentication requires NetScaler Gateway.

For other configuration details, see the following articles:

• Upload, update, and renew certificates
• NetScaler Gateway and Citrix Endpoint Management
• Domain or domain plus security token authentication
• Client certificate or certificate plus domain authentication
• PKI entities
• Credential providers
• APNs certificates
• SAML for single sign‑on with Citrix Files
• Authentication with Azure Active Directory through Citrix Cloud
• Authentication with Okta through Citrix Cloud
• Authentication with an on‑premises NetScaler Gateway through Citrix Cloud
• To authenticate to a Wi‑Fi server, send a certificate to the devices: Network device policy
• To push a unique certificate not used for authentication, such as an internal root certificate au‑
thority (CA) certificate, or a specific policy: Credentials device policy

Certificates

Citrix Endpoint Management generates a self‑signed Secure Sockets Layer (SSL) certificate during in‑
stallation to secure the communication flows to the server. Replace the SSL certificate with a trusted
SSL certificate from a well‑known certificate authority.

Citrix Endpoint Management also uses its own Public Key Infrastructure (PKI) service or gets certifi‑
cates from the CA for client certificates. All Citrix products support wildcard and Subject Alternative
Name (SAN) certificates. For most deployments, you only need two wildcard or SAN certificates.

Client certificate authentication provides an extra layer of security for mobile apps and lets users
seamlessly access HDX Apps. When client certificate authentication is configured, users type their
Citrix PIN for single sign‑on (SSO) access to Citrix Endpoint Management‑enabled apps. Citrix PIN
also simplifies the user authentication experience. Citrix PIN is used to secure a client certificate or
save Active Directory credentials locally on the device.

To enroll andmanage iOS devices with Citrix Endpoint Management, set up and create an Apple Push
Notification Service (APNs) certificate from Apple. For steps, see APNs certificates.

The following table shows the certificate format and type for each Citrix Endpoint Management com‑
ponent:
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Citrix Endpoint Management
component Certificate format Required certificate type

NetScaler Gateway PEM (BASE64), PFX (PKCS #12) SSL, Root (NetScaler Gateway
converts PFX to PEM
automatically.

Citrix Endpoint Management .p12 (.pfx on Windows‑based
computers)

SSL, SAML, APNs (Citrix
Endpoint Management also
generates a full PKI during the
installation process.)
Important: Citrix Endpoint
Management doesn’t support
certificates with a .pem
extension. To use a .pem
certificate, split the .pem file
into a certificate and key and
import each into Citrix
Endpoint Management.

StoreFront PFX (PKCS #12) SSL, Root

Citrix Endpoint Management supports client certificates with bit lengths of 4096 and 2048.

For NetScaler Gateway and Citrix Endpoint Management, it is recommended to get server certificates
from a public CA, such as Verisign, DigiCert, or Thawte. You can create a Certificate Signing Request
(CSR) from the NetScaler Gateway or the Citrix Endpoint Management configuration utility. After you
create the CSR, you submit it to the CA for signing. When the CA returns the signed certificate, you can
install the certificate on NetScaler Gateway or Citrix Endpoint Management.

Important:

Requirements for trusted certificates in iOS, iPadOS, andmacOS

Applehasnewrequirements forTLS server certificates. Verify that all certificates follow theApple
requirements. See the Apple publication, https://support.apple.com/en‑us/HT210176.

Apple is reducing the maximum allowed lifetime of TLS server certificates. This change affects
only server certificates issued after September 2020. See the Apple publication, https://support.
apple.com/en‑us/HT211025.
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LDAP authentication

Citrix Endpoint Management supports domain‑based authentication for one or more directories that
are compliant with the Lightweight Directory Access Protocol (LDAP). LDAP is a software protocol that
provides access to information about groups, user accounts, and related properties. For more infor‑
mation, see Domain or domain plus security token authentication.

Identity provider authentication

You can configure an identity provider (IdP) through Citrix Cloud to enroll andmanage user devices.

Supported use cases for IdPs:

• Azure Active Directory through Citrix Cloud

– Workspace integration is optional
– NetScaler Gateway configured for certificate‑based authentication
– Android Enterprise (Preview. Supports BYOD, fully managed devices, and enhanced en‑
rollment profiles)

– iOS for MDM+MAM and MDM enrollments
– iOS andmacOS for Apple Business Manager enrollments
– Legacy Android (DA)

Auto enrollment features such as the Apple School Manager are currently not supported.

• Okta through Citrix Cloud

– Workspace integration is optional
– NetScaler Gateway configured for certificate‑based authentication
– Android Enterprise (Preview. Supports BYOD, fully managed devices, and enhanced en‑
rollment profiles)

– iOS for MDM+MAM and MDM enrollments
– iOS andmacOS for Apple Business Manager enrollments
– Legacy Android (DA)

Auto enrollment features such as the Apple School Manager are currently not supported.

• On‑premises NetScaler Gateway through Citrix Cloud

– NetScaler Gateway configured for certificate‑based authentication
– Android Enterprise (Preview. Supports BYOD, fully managed devices, and enhanced en‑
rollment profiles)

– iOS for MDM+MAM and MDM enrollments
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– Legacy Android (DA)
Auto enrollment features such as the Apple Deployment Program are currently not sup‑
ported.

Upload, update, and renew certificates

February 26, 2024

We recommend that you list the certificatesneeded for yourCitrix EndpointManagementdeployment.
Use the list to track the certificate expiration dates and passwords. This article helps you administer
certificates throughout their lifespan.

Your environment might include the following certificates:

• Citrix Endpoint Management server

– SSL Certificate for MDM FQDN (Needed if you migrated from XenMobile Server to Citrix
Endpoint Management. Otherwise, Citrix manages this certificate.)

– SAML Certificate (for Citrix Files)
– Root and Intermediate CA Certificates for the preceding certificates and any other internal
resources (StoreFront/Proxy, and so on)

– APNs Certificate for iOS Device Management
– PKI User Certificate for connectivity to PKI (required if your environment requires
certificate‑based authentication)

• MDX Toolkit

– Apple Developer Certificate
– Apple Provisioning Profile (per application)
– Apple APNs Certificate (for use with Citrix Secure Mail)
– Android Keystore File

The MAM SDK doesn’t wrap apps, so it doesn’t require a certificate.

• NetScaler Gateway

– SSL Certificate for MDM FQDN
– SSL Certificate for Gateway FQDN
– SSL Certificate for ShareFile SZC FQDN
– SSL Certificate for Exchange Load Balancing (offload configuration)
– SSL Certificate for StoreFront Load Balancing
– Root and Intermediate CA Certificates for the preceding certificates
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Note:

The client devicemust have the required root/intermediate certificate to establish trust with the
certificate authority who issued the server certificate. Otherwise, youmight receive SSL Error 61.
To resolve the issue:

1. Download or get the SSL root/intermediate certificate file (.crt or .cer) issued by your SSL
certificate provider. Usually the root/intermediate/server certificate is present in the cer‑
tificate bundle provided by your SSL service provider.

2. Install the root/intermediate certificate on the client device.
3. If an antivirus is installed on the client device, make sure the antivirus trusts the certificate.

Upload certificates

Each certificate you upload has an entry in the Certificates table, including a summary of its contents.
When you configure PKI integration components that require a certificate, choose a server certificate
to satisfy the criteria. For example, you might want to configure Citrix Endpoint Management to in‑
tegrate with your Microsoft certificate authority (CA). The connection to the Microsoft CA must be au‑
thenticated by using a client certificate.

Citrix Endpoint Management might not have the private key for a given certificate. Likewise, Citrix
Endpoint Management might not require a private key for uploaded certificates.

This section provides general procedures for uploading certificates. For details about creating, up‑
loading, and configuring client certificates, see Client certificate or certificate plus domain authenti‑
cation.

You have two options for uploading certificates:

• Upload the certificates to the console individually.
• Do a bulk upload of certificates using the REST API. This option is available for iOS devices only.

When uploading certificates to the console, you can:

• Import a keystore. Then, you identify the entry in the keystore repository you want to install,
unless you are uploading a PKCS #12 format.

• Import a certificate.

You can upload the CA certificate (without the private key) that the CA uses to sign requests. You can
also upload an SSL client certificate (with the private key) for client authentication.

When configuring the Microsoft CA entity, you specify the CA certificate. You select the CA certificate
from a list of all server certificates that are CA certificates. Likewise, when configuring client authen‑
tication, you can select from a list of all the server certificates for which Citrix Endpoint Management
has the private key.
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To import a keystore

A keystore is a repository of security certificates. By design, keystores can have many entries. When
loading from a keystore, youmust specify the entry alias that identifies the entry you want to load. If
you don’t specify an alias, the first entry from the store loads. Because PKCS #12 files usually have
only one entry, the alias field doesn’t appear when you select PKCS #12 as the keystore type.

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner of the
console. Use the search bar to find and open the Certificates setting.

2. Click Import. The Import dialog box appears.

3. Configure these settings:

• Import: Select Keystore.
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• Keystore type: Click PKCS #12 in the drop‑down list.
• Use as: In the list, click how you plan to use the certificate. The available options are:

– Server: Server certificates are certificates used functionally by Citrix Endpoint Man‑
agement. You upload server certificates to the Citrix Endpoint Management web con‑
sole. Those certificates include CA certificates, RA certificates, and certificates for
client authenticationwith other components of your infrastructure. Also, you can use
server certificates as storage for certificates you want to deploy to devices. This use
especially applies to CAs used to establish trust on the device.

– SAML:Security AssertionMarkupLanguage (SAML) certificationallows you toprovide
SSO access to servers, websites, and apps.

– APNs: APNs certificates from Apple enable Mobile Device Management via the Apple
Push Network.

– SSL Listener: The Secure Sockets Layer (SSL) Listener notifies Citrix Endpoint Man‑
agement of SSL cryptographic activity.

• Keystore file: Browse to find the keystore you want to import. The keystore is a .p12 or
.pfx file. Select the file and clickOpen.

• Password: Type the password assigned to the certificate.
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• Description: Optionally, type a description for the keystore to help you distinguish it from
your other keystores.

4. Click Import. The keystore is added to the Certificates table.

To import a certificate

When importing a certificate, Citrix Endpoint Management tries to construct a certificate chain from
the input. Citrix Endpoint Management imports all certificates in a chain to create a server certificate
entry for each certificate. This operation only works if the certificates in the file or keystore entry do
form a chain. Each subsequent certificate in the chainmust be the issuer of the previous certificate.

You can add an optional description for the imported certificate. The description only attaches to the
first certificate in the chain. You can update the description of the remaining certificates later.

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner of the
console. Use the search bar to find and open the Certificates setting.

2. On the Certificates page, click Import. The Import dialog box appears. Configure the follow‑
ing:

• Import: click Certificate.
• Use as: Select how you plan to use the certificate. The available options are:

– Server: Server certificates are certificates used functionally by Citrix Endpoint Man‑
agement. You upload server certificates to the Citrix Endpoint Management web con‑
sole. Those certificates include CA certificates, RA certificates, and certificates for
client authenticationwith other components of your infrastructure. Also, you can use
server certificates as storage for certificates youwant todeploy todevices. This option
especially applies to CAs used to establish trust on the device.

– SAML:Security AssertionMarkupLanguage (SAML) certificationallows you toprovide
single sign‑on (SSO) access to servers, websites, and apps.

– SSL Listener: The Secure Sockets Layer (SSL) Listener notifies Citrix Endpoint Man‑
agement of SSL cryptographic activity.

• Certificate import: Browse to find the certificate you want to import. Select the file and
clickOpen.

• Private key file: Browse to find an optional private key file for the certificate. The private
key is used for encryption and decryption along with the certificate. Select the file and
clickOpen.

• Description: Type a description for the certificate, optionally, to help you identify it from
your other certificates.

3. Click Import. The certificate is added to the Certificates table.
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Uploadcertificates inbulkusing theRESTAPI Sometimesuploading certificates one at a time isn’
t reasonable. In those cases, do abulk uploadof certificates using theRESTAPI. Thismethod supports
certificates in the .p12 format. For more information about the REST API, see REST APIs.

1. Rename each of the certificate files in the format device_identity_value.p12. The
device_identity_value can be the IMEI, Serial Number, or MEID of each device.

As an example, you choose to use serial numbers as your identification method. One device
has a serial number A12BC3D4EFGH, so name the certificate file you expect to install on that
device A12BC3D4EFGH.p12.

2. Create a text file to store the passwords for the .p12 certificates. In that file, type the device iden‑
tifier andpassword for eachdevice onanew line. Use the formatdevice_identity_value
=password. See the following:

1 A12BC3D4EFGH.p12=password1!
2 A12BC3D4EFIJ.p12=password2@
3 A12BC3D4EFKL.p12=password3#
4 <!--NeedCopy-->

3. Pack all certificates and the text file that you created into a .zip file.

4. Launch your REST API client, log in to Citrix Endpoint Management, and get an authentication
token.

5. Import your certificates andmake sure that you put the following in the message body:

1 {
2
3 "alias": "",
4 "useAs": "device",
5 "uploadType": "keystore",
6 "keystoreType": "PKCS12",
7 "identityType":"SERIAL_NUMBER", # identity type can be

"SERIAL_NUMBER","IMEI","MEID"
8 "credentialFileName":"credential.txt" # The credential file

name in .zip
9 }

10
11 <!--NeedCopy-->
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6. Create a VPN policy with the credential type Always on IKEv2 and the device authentication
method Device Certificate Based on Device Identity. Select the Device identity type you
used in your certificate file names. See VPN device policy.

7. Enroll an iOS device and wait for the VPN policy to deploy. Confirm the certificate installation
by checking the MDM configuration on the device. You can also check the device details in the
Citrix Endpoint Management console.
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You can also delete certificates in bulk by creating a text file with the device_identity_value
listed for each certificate to delete. In the REST API, call the delete API and use the following request,
replacing device_identity_valuewith the appropriate identifier:

1 ```
2 {
3
4 "identityType"="device_identity_value"
5 }
6
7 <!--NeedCopy--> ```
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Update a certificate

Citrix Endpoint Management only allows one certificate per public key to exist in the system at a time.
If you try to import a certificate for the same key pair as an already imported certificate you can:

• Replace the existing entry.
• Delete the entry.

After you upload a new certificate to replace an old certificate, you can’t delete the old certificate.
When you configure the PKI Entities setting, both certificates exist in the SSL client certificatemenu.
The newer certificate is lower in the list than the old certificate.

To update your certificates

1. Create a replacement certificate by following the steps in Client certificate or certificate plus
domain authentication.

Important:

Do not use the option to create a certificate with the existing private key. When you create
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a certificate to update an expiring certificate, the private key must be new as well.

2. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner of the
console. Use the search bar to find and open the Certificates setting.

3. In the Import dialog box, import the new certificate.

When you update a server certificate, components using the previous certificate automatically switch
to using the new certificate. Likewise, if you have deployed the server certificate on devices, the cer‑
tificate automatically updates on the next deployment.

ToupdateanAPNscertificate, do the steps tocreateacertificate, thengo to theApplePushCertificates
Portal. For more information, see Renew an APNs certificate.

If your NetScaler Gateway is set up for SSL offload,make sure that you update your load balancerwith
the new cacert.pem.

Note:

If you have migrated from XenMobile on‑prem to Citrix Endpoint Management, and you are up‑
dating your certificate, contact Citrix Support after completing the previous steps. You need to
supply themwith a copy of the newcertificate (in PFX format), including the certificate password.
Citrix Support updates the cloudNetScaler and reboot tenant nodes to finalize the certificate up‑
date process.

To update a PKI service certificate authority (CA)

You can request that Citrix Cloud Operations refresh or regenerate the internal PKI certificate authori‑
ties (CAs) in your Citrix Endpoint Management deployment. Open a Technical Support case for these
requests.

1 When the new CAs are available, Cloud Operations lets you know that you
can proceed with renewing the device certificates for your users.

Renew device certificates

If a certificate on a device expires, the certificate becomes invalid. You can no longer run secure trans‑
actions on your environment and you can’t access Citrix Endpoint Management resources. The Cer‑
tification Authority (CA) prompts you to renew your SSL certificate before the expiration date. Do the
steps described previously to update the certificate, and then start a certificate renewal on enrolled
devices.

For supported iOS, macOS, and Android devices, you can start certificate renewal through the secu‑
rity action, Certificate Renewal. You renew device certificates from the Citrix Endpoint Management
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console or the Public REST API. For enrolled Windows devices, users must re‑enroll their devices to
receive a new device certificate authority (CA).

The next time that devices connect back to Citrix Endpoint Management, the Citrix Endpoint Manage‑
ment server issues new device certificates based on the new CA.

To renew device certificates by using the console

1. Go toManage > Devices and select the devices for which youwant to renew device certificates.

2. Click Secure and then click Certificate Renewal.

Enrolled devices continue to work without disruption. Citrix Endpoint Management issues a
device certificate when a device connects back to the server.

To query for the devices that are in a specific device certificate issuer CA group:

1. InManage > Devices, expand the Filters pane.

2. In theFilterspane, expandDeviceCertificate Issuer CA and then select the issuer CAs that you
want to renew.

In the table of devices, the devices for the selected issuer CAs appear.
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To renew device certificates by using the REST API

Citrix Endpoint Management uses the following certificate authorities (CAs) internally for PKI: Root
CA, device CA, and server CA. Those CAs are a logical group and have a group name. During Citrix
Endpoint Management provisioning, the server generates three CAs and gives them the group name
“default”.

TheCA issues the followingAPIs tomanageand renewthedevice certificates. Alreadyenrolleddevices
continue to work without disruption. Citrix Endpoint Management issues a device certificate when a
device connects back to the server. For more information, download the Public API for REST Services
PDF.

• Returna list of devices still using theoldCA (see section3.16.2 in thePublic API forRESTServices
PDF)

• Renew Device Certificate (see section 3.16.58)
• Get all CA groups (see section 3.23.1)

APNs certificate for Citrix Secure Mail

Apple Push Notification Service (APNs) certificates expire every year. Be sure to create an APNs SSL
certificate and update it in the Citrix portal before the certificate expires. If the certificate expires,
users face inconsistency with Citrix Secure Mail push notifications. Also, you can no longer send push
notifications for your apps.

APNs certificate for iOS devicemanagement

To enroll and manage iOS devices with Citrix Endpoint Management, set up and create an APNs cer‑
tificate from Apple. If the certificate expires, users cannot enroll in Citrix Endpoint Management and
you cannot manage their iOS devices. For details, see APNs certificates.

You can view the APNs certificate status and expiration date by logging on to the Apple Push Certifi‑
cates Portal. Be sure to log on as the same user who created the certificate.

You also receive an email notification from Apple 30 and 10 days before the expiration date. The noti‑
fication includes the following information:

1 The following Apple Push Notification Service certificate, created for
Apple ID CustomerID will expire on Date. Revoking or allowing this
certificate to expire will require existing devices to be re-
enrolled with a new push certificate.

2
3 Please contact your vendor to generate a new request (a signed CSR),

then visit https://identity.apple.com/pushcert to renew your Apple
Push Notification Service certificate.
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4
5 Thank You,
6
7 Apple Push Notification Service
8 <!--NeedCopy-->

MDX Toolkit (iOS distribution certificate)

An app that runs on a physical iOS device (other than apps in the Apple App Store) have these signing
requirements:

• Sign the app with a provisioning profile.
• Sign the app with a corresponding distribution certificate.

To verify that you have a valid iOS distribution certificate, do the following:

1. From the Apple Enterprise Developer portal, create an explicit App ID for each app you plan to
wrap with MDX. An example of an acceptable App ID is: com.CompanyName.ProductName.

2. From the Apple Enterprise Developer portal, go to Provisioning Profiles > Distribution and
create an in‑house provisioning profile. Repeat this step for each App ID created in the previous
step.

3. Download all provisioning profiles. For details, see Wrapping iOS Mobile Apps.

To confirm that all Citrix Endpoint Management server certificates are valid, do the following:

1. In the Citrix Endpoint Management console, click Settings > Certificates.
2. Check that all certificates including APNs, SSL Listener, Root, and Intermediate certificates are

valid.

Android keystore

The keystore is a file that has certificates used to sign your Android app. When your key validity period
expires, users can no longer seamlessly upgrade to new versions of your app.

NetScaler Gateway

Fordetails onhowtohandle certificateexpiration forNetScalerGateway, seeHowtohandle certificate
expiry on NetScaler in the Citrix Support Knowledge Center.

An expired NetScaler Gateway certificate prevents users from enrolling and accessing the Store. The
expired certificate also prevents users from connecting to Exchange Server when using Citrix Secure
Mail. Also, users cannot enumerate and open HDX apps (depending on which certificate expired).
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The Expiry Monitor and Command Center can help you to track your NetScaler Gateway certificates.
The Center notifies you when the certificate expires. These tools assist to monitor the following
NetScaler Gateway certificates:

• SSL Certificate for MDM FQDN
• SSL Certificate for Gateway FQDN
• SSL Certificate for ShareFile SZC FQDN
• SSL Certificate for Exchange Load Balancing (offload configuration)
• SSL Certificate for StoreFront Load Balancing
• Root and Intermediate CA Certificates for the preceding certificates

NetScaler Gateway and Citrix Endpoint Management

February 26, 2024

When integratedwithCitrix EndpointManagement, NetScalerGatewayprovides remotedeviceaccess
to your internal network and resources. Citrix Endpoint Management creates a micro VPN from the
apps on the device to NetScaler Gateway.

You can use the Citrix Gateway service (Preview) or on‑premises NetScaler Gateway, also known as
NetScaler Gateway. For an overview of the twoNetScaler Gateway solutions, see Configure NetScaler
Gateway use with Citrix Endpoint Management.

Configure authentication for remote device access to the internal network

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner of the
console. The Settings page appears.

2. Under Server, click NetScaler Gateway. The NetScaler Gateway page appears. In the follow‑
ing example, a NetScaler Gateway instance exists.

3. Configure these settings:

• Authentication: Select whether to enable authentication. The default isOn.
• Deliver user certificate for authentication: Select whether you want Citrix Endpoint
Management to share the authentication certificate with Citrix Secure Hub. Sharing the
certificate enables NetScaler Gateway to handle the client certificate authentication. The
default isOff.
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• Credential Provider: Click the credential provider to use fin the drop‑down list. Formore
information, see Credential providers.

4. Click Save.

Add a Citrix Gateway service instance (Preview)

After you save the authentication settings, you add a NetScaler Gateway instance to Citrix Endpoint
Management.

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page opens.

2. On the Settings page, scroll to the NetScaler Gateway tile and then click Start setup. The
NetScaler Gateway page appears.

3. Select Citrix Gateway service (cloud) and specify the resource location for the Gateway ser‑
vice.

• Resource location for Gateway service: is required if you use Citrix Secure Mail. Specify
the resource location for the STA service. The resource locationmust include a configured
NetScaler Gateway. If you later want to remove a resource location that’s configured for
the Gateway service, update this setting.

After youcomplete those settings, clickConnect toestablish theconnection. ThenewNetScaler
Gateway is added. The Citrix Gateway service (cloud) tile appears on the Settings page. To
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edit an instance, click See More. If Gateway Connectors are not available in the selected re‑
source location, click Add Gateway Connector. Follow the on‑screen guidance to install Gate‑
way Connectors. You can also add Gateway Connectors later.

4. Click Save and Export Script.

• Save and Export Script. Click the button to save your settings and export a configuration
bundle. You can upload a script from the bundle to NetScaler Gateway to configure it with
Citrix Endpoint Management settings. For information, see “Configure an on‑premises
NetScaler Gateway for use with Citrix Endpoint Management”after these steps.

You’veadded thenewNetScalerGateway. TheNetScalerGateway tile appears on theSettings
page. To edit an instance, click See More.

Configure on‑premises NetScaler Gateway for use with Citrix Endpoint Management

To configure an on‑premises NetScaler Gateway for use with Citrix Endpoint Management, do the fol‑
lowing general steps as detailed in the following sections.

1. Verify that your environment meets the prerequisites.

2. Export the script bundle from the Citrix Endpoint Management console.

3. Extract the files from the bundle. If you’re only using classic policies on NetScaler Gateway and
you’re running Citrix ADC 13.0 or earlier, use the script with “Classic”in the file name. If you’
re using any advanced policies or you’re running Citrix ADC 13.1 or later, use the script with
“Advanced”in the file name.

4. Run the appropriate script on the NetScaler Gateway. See the readme file provided with the
scripts for the latest detailed instructions.

5. Test the configuration.

The scripts configure these NetScaler Gateway settings required by Citrix Endpoint Management:

• NetScaler Gateway virtual servers needed for MDM and MAM
• Session policies for the NetScaler Gateway virtual servers
• Citrix Endpoint Management server details
• Proxy load balancer for certificate validation
• Authentication Policies and Actions for the NetScaler Gateway virtual server. The scripts de‑
scribe the LDAP configuration settings.

• Traffic actions and policies for the proxy server
• Clientless access profile
• Static local DNS record on NetScaler Gateway
• Other bindings: Service policy, CA certificate
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The scripts don’t handle the following configuration:

• Exchange load balancing
• Citrix Files load balancing
• ICA Proxy configuration
• SSL Offload

Prerequisites for using the NetScaler Gateway configuration scripts

Citrix Endpoint Management requirements:

• Complete theLDAPandNetScalerGatewayconfiguration inCitrix EndpointManagementbefore
exporting the script bundle. If you change the settings, export the script bundle again.

NetScaler Gateway requirements:

• When using certificate‑based authentication at theNetScaler Gateway, youmust create SSL cer‑
tificates onaCitrix ADCAppliance. SeeCreate andUseSSLCertificates onaCitrix ADCAppliance.

• NetScaler Gateway (minimum version 11.0, Build 70.12).
• The NetScaler Gateway IP address is configured and has connectivity to the LDAP server, unless
LDAP is load balanced.

• NetScaler Gateway Subnet (SNIP) IP address is configured, has connectivity to the necessary
back end servers, and has public network access over port 8443/TCP.

• DNS can resolve public domains.
• NetScaler Gateway is licensed with Platform/Universal or Trial licenses. For information, see
https://support.citrix.com/article/CTX126049.

Export the script bundle from Citrix Endpoint Management

After you save the authentication settings, you add a NetScaler Gateway instance to Citrix Endpoint
Management.

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page opens.

2. On the Settings page, scroll to the NetScaler Gateway tile and then click Start setup. The
NetScaler Gateway page appears.

3. SelectNetScaler Gateway (On‑premises) and configure these settings:

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 152

https://docs.citrix.com/en-us/citrix-adc/13/ssl/how-to-articles/create-and-use-ssl-certificates-on-a-citrix-adc-appliance.html
https://support.citrix.com/article/CTX126049


Citrix Endpoint Management

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 153



Citrix Endpoint Management

• Name: Type a name for the NetScaler Gateway instance.
• External URL: Type the publicly accessible URL for NetScaler Gateway. For example,
https://receiver.com.

• LogonType: Choose a logon type. Types include: Domain, Security tokenonly,Domain
and security token, Certificate, Certificate and domain, and Certificate and security
token. The default is Domain.

If you have multiple domains, use Certificate and domain. For more information, see Config‑
ure authentication for multiple domains.

Certificate‑based authentication at the NetScaler Gateway requires extra configuration. For ex‑
ample, you must upload your root CA certificate to your Citrix ADC Appliance. See Create and
Use SSL Certificates on a Citrix ADC Appliance.

For more information, see Authentication in the Deployment Handbook.

4. Click Save and Export Script.

• Save and Export Script. Click the button to save your settings and export a configuration
bundle. You can upload a script from the bundle to NetScaler Gateway to configure it with
Citrix Endpoint Management settings. For information, see “Configure an on‑premises
NetScaler Gateway for use with Citrix Endpoint Management”after these steps.

You’veadded thenewNetScalerGateway. TheNetScalerGateway tile appears on theSettings
page. To edit an instance, click See More.

Install the script in your environment

The script bundle includes the following.

• Readme file with detailed instructions
• Scripts that have the NetScaler CLI commands used to configure the required components in
NetScaler

• Public Root CA certificate and the Intermediate CA certificate
• Scripts that have the NetScaler CLI commands used to remove the NetScaler configuration

1. Upload and install the certificate files (provided in the script bundle) on theCitrix ADCappliance
in the /nsconfig/ssl/ directory. See Create and Use SSL Certificates on a Citrix ADC Appliance.
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The following examples show how to install the root certificate.
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Make sure that you install both the root and intermediate certificates.

2. Edit thescript (ConfigureCitrixGatewayScript_Classic.txtorConfigureCitrixGatewayScript_Advanced.txt)
to replace all placeholders with details from your environment.

3. Run your edited script in the NetScaler bash shell, as described in the readme file included in
the script bundle. For example:

/netscaler/nscli -U :<NetScaler Management Username>:<NetScaler
Management Password> batch -f "/var/OfflineNSGConfigtBundle_CREATESCRIPT
.txt"
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When the script completes, the following lines appear.

Test the configuration

To validate the configuration:

1. Validate that NetScaler Gateway Virtual Server shows a state of UP.

2. Validate that the Proxy Load Balancing Virtual Server shows a state of UP.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 157



Citrix Endpoint Management

3. Open a web browser, connect to the NetScaler Gateway URL, and try to authenticate. If the
authentication succeeds, you are redirected to an “HTTP Status 404 ‑ Not Found”message.

4. Enroll a device andmake sure that it gets both MDM and MAM enrollment.

Configure authentication for multiple domains

If you have multiple Citrix Endpoint Management instances, such as for test, development, and pro‑
duction environments, you configure NetScaler Gateway for the additional environments manually.
(You can use the NetScaler for XenMobile wizard only one time.)

NetScaler Gateway configuration

To configure NetScaler Gateway authentication policies and a session policy for a multi‑domain envi‑
ronment:

1. In the NetScaler Gateway configuration utility, on the Configuration tab, expand NetScaler
Gateway > Policies > Authentication.

2. In the navigation pane, click LDAP.

3. Click to edit the LDAP profile. Change the Server Logon Name Attribute to userPrincipal‑
Name or the attribute that you want to use for searches. Make a note of the attributes that
you specify. You provide it when configuring LDAP settings in the Citrix Endpoint Management
console.
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4. Repeat those steps for each LDAP policy. A separate LDAP policy is required for each domain.

5. In the session policy bound to the NetScaler Gateway virtual server, navigate to Edit session
profile > Published Applications. Make sure that Single Sign‑On Domain is blank.

Citrix Endpoint Management configuration

To configure Citrix Endpoint Management LDAP for a multi‑domain environment:

1. In the Citrix Endpoint Management console, go to Settings > LDAP and add or edit a directory.

2. Provide the information.

• In Domain Alias, specify each domain to use for user authentication. Separate the
domains with a comma and don’t use spaces between the domains. For example:
domain1.com,domain2.com,domain3.com

• Make sure that theUser search by fieldmatches the Server Logon Name Attribute spec‑
ified in the NetScaler Gateway LDAP policy.
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Drop inbound connection requests to specific URLs

If the NetScaler Gateway in your environment is configured for SSL offload, youmight prefer that the
gateway drop inbound connection requests for specific URLs. If you prefer that extra security, contact
Citrix Cloud Operations and request that they allow your IP to your on‑premises data centers.

Domain or domain plus security token authentication

February 26, 2024

Citrix Endpoint Management supports domain‑based authentication against one or more directories
that are compliant with the Lightweight Directory Access Protocol (LDAP). You configure a connection
inCitrixEndpointManagement tooneormoredirectories. CitrixEndpointManagementuses theLDAP
configuration to import groups, user accounts, and related properties.

Important:

Citrix Endpoint Management doesn’t support changing the authenticationmode from one type
of authentication mode to a different authentication mode after users enroll devices in Citrix
Endpoint Management. For example, you can’t change the authentication mode from Domain
authentication to Domain + Certificate after users have enrolled.
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About LDAP

LDAP is an open‑source, vendor‑neutral application protocol for accessing and maintaining distrib‑
uted directory information services over an Internet Protocol (IP) network. Directory information ser‑
vices are used to share information about users, systems, networks, services, and applications avail‑
able throughout the network.

A common usage of LDAP is to provide single sign‑on (SSO) for users, where a single password (per
user) is shared among many services. Single sign‑on enables a user to log on one time to a company
website, for authenticated access to the corporate intranet.

A client starts an LDAP session by connecting to an LDAP server, known as a Directory System Agent
(DSA). The client then sends an operation request to the server, and the server responds with the
appropriate authentication.

To add or edit LDAP connections in Citrix Endpoint Management

You typically configure LDAP connections when you onboard to Citrix Endpoint Management, as de‑
scribed in To configure LDAP. If you onboarded before the screens shown in that section are available,
use the information in this section to add LDAP connections.

1. In the Citrix Endpoint Management console, go to Settings > LDAP.

2. Under Server, click LDAP. The LDAP page appears.

3. On the LDAP page, click Add or Edit. The Add LDAP or Edit LDAP page appears.
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4. Configure these settings:

• Directory type: Click the appropriate directory type in the drop‑down list. The default is
Microsoft Active Directory.

• Primary server: Type the primary server used for LDAP; you can enter either the IP ad‑
dress or the fully qualified domain name (FQDN).

• Secondary server: Optionally, if a secondary server has been configured, enter the IP ad‑
dress or FQDN for the secondary server. This server is a failover server used if the primary
server cannot be reached.

• Port: Type the port number used by the LDAP server. By default, the port number is set
to 389 for unsecured LDAP connections. Use the port number 636 for secure LDAP con‑
nections, use 3268 for Microsoft unsecure LDAP connections, or 3269 for Microsoft secure
LDAP connections.

• Domain name: Type the domain name.
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• UserbaseDN:Type the locationofusers in theActiveDirectory throughaunique identifier.
Syntax examples include: ou=users, dc=example, or dc=com.

• Group base DN: Type the location of groups in the Active Directory. For example, cn=
users, dc=domain, dc=net where cn=users represents the container name of
the groups and dc represents the domain component of the Active Directory.

• User ID: Type the user ID associated with the Active Directory account.

• Password: Type the password associated with the user.

• Domain alias: Type an alias for the domain name. If you change theDomain alias setting
after enrollment, users must re‑enroll.

• Citrix Endpoint Management Lockout Limit: Type a number between 0 and 999 for the
number of failed logon attempts. A value of 0 means that Citrix Endpoint Management
never locks out the user based on failed logon attempts. The default is 0.

Consider setting this lockout limit to a lower value than your LDAP lockout policy. Doing
so helps prevent user lockouts if Citrix Endpoint Management is unable to authenticate
to the LDAP server. For example, if the LDAP lockout policy is 5 attempts, configure this
lockout limit to 4 or lower.

• CitrixEndpointManagementLockoutTime: Typeanumberbetween0and99999 repre‑
senting the number of minutes a user must wait after exceeding the lockout limit. A value
of 0means that the user isn’t forced to wait after a lockout. The default is 1.

• Global Catalog TCP Port: Type the TCP port number for the Global Catalog server. By
default, the TCP port number is set to 3268; for SSL connections, use port number 3269.

• Global Catalog Root Context: Optionally, type the Global Root Context value used to en‑
able a global catalog search in the Active Directory. This search is in addition to the stan‑
dard LDAP search, in any domain without the need to specify the actual domain name.

• User search by: Select the format of user name or user ID that Citrix Endpoint Manage‑
ment uses to search for users in this directory. Users enter their user name or user ID in
this format when enrolling. If you change the User search by setting after enrollment,
users must re‑enroll.

If you choose userPrincipalName, users enter a user principal name (UPN) in this format:

– *username*@*domain*

If you choose sAMAccountName, users enter a secure account manager (SAM) name in
one of these formats:

– *username*@*domain*
– *domain\username*
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• Use secure connection: Select whether to use secure connections. The default is NO.

5. Click Save.

To delete an LDAP‑compliant directory

1. In the LDAP table, select the directory you want to delete.

Youcan selectmore thanoneproperty todeleteby selecting the checkboxnext to eachproperty.

2. Click Delete. A confirmation dialog box appears. Click Delete again.

Configure domain plus security token authentication

You can configure Citrix Endpoint Management to require users to authenticate with their LDAP cre‑
dentials plus a one‑time password, using the RADIUS protocol.

For optimal usability, you can combine this configuration with Citrix PIN and Active Directory pass‑
word caching. With that configuration, users don’t have to enter their LDAP user names and pass‑
words repeatedly. Users enter user names and passwords for enrollment, password expiration, and
account lockout.

Configure LDAP settings

Use of LDAP for authentication requires that you install an SSL certificate from a Certificate Authority
on Citrix Endpoint Management. For information, see Upload certificates.

1. In Settings, click LDAP.

2. SelectMicrosoft Active Directory and then click Edit.

3. Verify that the Port is 636, which is for secure LDAP connections, or 3269 for Microsoft secure
LDAP connections.

4. ChangeUse secure connection to Yes.
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Configure NetScaler Gateway settings

The following steps assume that you already have added a NetScaler Gateway instance to Citrix End‑
point Management. To add aNetScaler Gateway instance, see NetScaler Gateway and Citrix Endpoint
Management.

1. In Settings, clickNetScaler Gateway.

2. Select the NetScaler Gateway and then click Edit.

3. From Logon Type, select Domain and security token.

Enable Citrix PIN and user password caching

To enable Citrix PIN and user password caching, go to Settings > Client Properties and select these
checkboxes: Enable Citrix PIN Authentication and Enable User Password Caching. Formore infor‑
mation, see Client properties.

Configure NetScaler Gateway for domain and security token authentication

ConfigureNetScaler Gateway sessionprofiles andpolicies for your virtual servers usedwithCitrix End‑
point Management. For information, see the NetScaler Gateway documentation.
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Client certificate or certificate plus domain authentication

February 26, 2024

The default configuration for Citrix EndpointManagement is user name and password authentication.
To add another layer of security for enrollment and access to Citrix Endpoint Management environ‑
ment, consider using certificate‑based authentication. In the Citrix Endpoint Management environ‑
ment, this configuration is the best combination of security and user experience. Certificate plus do‑
main authentication has the best SSO possibilities coupled with the security provided by two‑factor
authentication at NetScaler Gateway.

For optimal usability, you can combine certificate plus domain authentication with Citrix PIN and Ac‑
tive Directory password caching. As a result, users don’t have to enter their LDAP user names and
passwords repeatedly. Users enter user names and passwords for enrollment, password expiration,
and account lockout.

Important:

Citrix Endpoint Management doesn’t support changing the authentication mode from domain
authentication to some other authentication mode after users enroll devices in Citrix Endpoint
Management.

If you don’t allow LDAP and use smart cards or similarmethods, configuring certificates allows you to
represent a smart card to Citrix Endpoint Management. Users then enroll using a unique PIN that Cit‑
rix Endpoint Management generates for them. After a user has access, Citrix Endpoint Management
then creates and deploys the certificate used to authenticate to the Citrix Endpoint Management en‑
vironment.

You can use the NetScaler for XenMobile wizard to do the configuration required for Citrix Endpoint
ManagementwhenusingNetScalerGatewaycertificate‑onlyauthenticationor certificateplusdomain
authentication. You can run the NetScaler for XenMobile wizard one time only.

In highly secure environments, usage of LDAP credentials outside of an organization in public or in‑
secure networks is considered a prime security threat for the organization. For highly secure environ‑
ments, two‑factor authentication that uses a client certificate and a security token is an option. For
more information, see Configuring Citrix Endpoint Management for Certificate and Security Token Au‑
thentication.

Client certificate authentication is available for devices enrolled in MAM andMDM+MAM. To use client
certificate authentication for those devices, you must configure the Microsoft server, Citrix Endpoint
Management, and then NetScaler Gateway. Follow these general steps, as described in this article.

On the Microsoft server:

1. Add a certificate snap‑in to the Microsoft Management Console.
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2. Add the template to Certificate Authority (CA).
3. Create a PFX certificate from the CA server.

On Citrix Endpoint Management:

1. Upload the certificate to Citrix Endpoint Management.
2. Create the PKI entity for certificate‑based authentication.
3. Configure credentials providers.
4. Configure NetScaler Gateway to deliver a user certificate for authentication.

For information about the NetScaler Gateway configuration, see these articles in the Citrix ADC docu‑
mentation:

• Client authentication
• SSL profile infrastructure
• Configuring and Binding a Client Certificate Authentication Policy.

Prerequisites

• When you create a Microsoft Certificate Services Entity template, avoid possible authentication
issueswith enrolled devices by excluding special characters. For example, don’t use these char‑
acters in the template name: : ! $ ()# % + * ~ ? | { } []

• To configure Certificate‑based Authentication for Exchange ActiveSync, see the Microsoft docu‑
mentation on Exchange Server. Configure the certificate authority (CA) server site for Exchange
ActiceSync to require client certificates.

• If you use private server certificates to secure the ActiveSync traffic to the Exchange Server,
make sure that the mobile devices have all of the Root/Intermediate certificates. Otherwise,
certificate‑based authentication fails during the mailbox setup in Citrix Secure Mail. In the Ex‑
change IIS Console, youmust:

– Add awebsite for Citrix EndpointManagement usewith Exchange andbind theweb server
certificate.

– Use port 9443.
– For that website, you must add two applications, one for “Microsoft‑Server‑ActiveSync”
and one for “EWS”. For both of those applications, under SSL Settings, select Require
SSL.

Add a certificate snap‑in to the MicrosoftManagement Console

1. Open the console and then click Add/Remove Snap‑ins.
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2. Add the following snap‑ins:

• Certificate Templates
• Certificates (Local Computer)
• Certificates ‑ Current User
• Certificate Authority (Local)

3. Expand Certificate Templates.
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4. Select theUser template and Duplicate Template.

5. Provide the Template display name.

Important:

Select the Publish certificate in Active Directory checkbox only if necessary. If this op‑
tion is selected, all user client certificates are created in the Active Directory, which might
clutter your Active Directory database.

6. SelectWindows2003Server for the template type. In theWindows2012R2 server, underCom‑
patibility, select Certificate authority, and set the recipient asWindows 2003.

7. UnderSecurity, clickAddand thenselect theADuseraccount thatCitrix EndpointManagement
uses to generate certificates.

Important:

Add only the service account user here. Add the Enroll permission only to this AD user
account.

As described later in this article, you create a user .pfx certificate using the service account. For
information, see Creating a PFX certificate from the CA server.
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8. Under Cryptography, make sure that you provide the key size. You later enter the key size dur‑
ing Citrix Endpoint Management configuration.
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9. Under Subject Name, select Supply in the request. Apply the changes and then save.

Adding the template to Certificate Authority

1. Go to Certificate Authority and select Certificate Templates.
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2. Right‑click in the right pane and then selectNew > Certificate Template to Issue.

3. Select the template that you created in the previous step and then click OK to add it into the
Certificate Authority.
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Creating a PFX certificate from the CA server

1. Create a user .pfx cert using the service account with which you logged in. The .pfx uploads
to Citrix Endpoint Management, which then requests a user certificate for the users who enroll
their devices.

2. Under Current User, expand Certificates.

3. Right‑click in the right pane and then click Request New Certificate.

4. The Certificate Enrollment screen appears. Click Next.
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5. Select Active Directory Enrollment Policy and then clickNext.
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6. Select theUser template and then click Enroll.
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7. Export the .pfx file that you created in the previous step.

8. Click Yes, export the private key.
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9. Select Include all certificates in the certification path if possible and select the Export all
extended properties checkbox.
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10. Set a password to use when uploading this certificate into Citrix Endpoint Management.
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11. Save the certificate onto your hard drive.

Uploading the certificate to Citrix Endpoint Management

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings screen appears.

2. Click Certificates and then click Import.

3. Enter the following parameters:

• Import: Keystore
• Keystore type: PKCS #12
• Use as: Server
• Keystore file: Click Browse to select the .pfx certificate you created.
• Password: Enter the password that you created for this certificate.
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4. Click Import.

5. Verify that the certificate installed correctly. A correctly installed certificate displays as a User
certificate.

Creating the PKI entity for certificate‑based authentication

1. In Settings, go toMore > Certificate Management > PKI Entities.

2. Click Add and then clickMicrosoftCertificate Services Entity. TheMicrosoftCertificate Ser‑
vices Entity: General Information screen appears.

3. Enter the following parameters:

• Name: Type any name.
• Web enrollment service root URL: https://RootCA-URL/certsrv/ (Be sure to
add the last slash, /, in the URL path.)

• certnew.cer page name: certnew.cer (default value)
• certfnsh.asp: certfnsh.asp (default value)
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• Authentication type: Client certificate
• SSL client certificate: Select the user certificate to be used to issue the Citrix Endpoint
Management client certificate. If no certificate exists, follow the procedure in the preced‑
ing section to upload certificates.

4. UnderTemplates, add the template that you createdwhen configuring theMicrosoft certificate.
Don’t add spaces.

5. Skip HTTP Parameters and then click CA Certificates.

6. Select the root CA name that corresponds to your environment. This root CA is part of the chain
imported from the Citrix Endpoint Management client certificate.

7. Click Save.

Configuring credentials providers

1. In Settings, go toMore > Certificate Management > Credential Providers.

2. Click Add.

3. Under General, enter the following parameters:
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• Name: Type any name.
• Description: Type any description.
• Issuing entity: Select the PKI entity created earlier.
• Issuingmethod: SIGN
• Templates: Select the template added under the PKI entity.

4. Click Certificate Signing Request and then enter the following parameters:

• Key algorithm: RSA
• Key size: 2048
• Signature algorithm: SHA256withRSA
• Subject name: cn=$user.username

For Subject Alternative Names, click Add and then enter the following parameters:

• Type: User Principal name
• Value: $user.userprincipalname

5. Click Distribution and enter the following parameters:

• Issuing CA certificate: Select the Issuing CA that signed the Citrix Endpoint Management
Client Certificate.

• Select distributionmode: Select Prefer centralized: Server‑side key generation.
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6. For the next two sections, Revocation Citrix Endpoint Management and Revocation PKI, set
the parameters as required. In this example, both options are skipped.

7. Click Renewal.

8. Enable Renew certificates when they expire.

9. Leave all other settings as default or change them as required.

10. Click Save.

Configuring Citrix Secure Mail to use certificate‑based authentication

When you add Citrix Secure Mail to Citrix Endpoint Management, be sure to configure the Exchange
settings under App Settings.
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Configuring NetScaler Gateway certificate delivery in Citrix Endpoint Management

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings screen appears.

2. Under Server, clickNetScaler Gateway.

3. If NetScaler Gateway isn’t already added, click Add and specify the settings:

• Name: A descriptive name for the appliance.
• Alias: An optional alias for the appliance.
• External URL: https://YourCitrixGatewayURL
• Logon Type: Select Certificate and domain
• Password Required: Off
• Set as Default: On

4. For Authentication and Deliver user certificate for authentication, selectOn.

5. For Credential Provider, select a provider and then click Save.

6. Touse the sAMAccountattributes in theuser certificatesasanalternative toUserPrincipalName
(UPN), configure the LDAP connector in Citrix Endpoint Management as follows: Go to Settings
> LDAP, select the directory and click Edit, and select sAMAccountName inUser search by.
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Enable Citrix PIN and user password caching

To enable Citrix PIN and user password caching, go to Settings > Client Properties and select these
checkboxes: Enable Citrix PIN Authentication and Enable User Password Caching. Formore infor‑
mation, see Client properties.

Troubleshooting your client certificate configuration

After a successful configuration of the preceding configuration plus the NetScaler Gateway configura‑
tion, the user workflow is as follows:

1. Users enroll their mobile device.

2. Citrix Endpoint Management prompts users to create a Citrix PIN.

3. Users are then redirected to the app store.

4. When users start Citrix Secure Mail, Citrix Endpoint Management doesn’t prompt them for user
credentials for mailbox configuration. Instead, Citrix Secure Mail requests the client certificate
from Citrix Secure Hub and submits it to the Microsoft Exchange Server for authentication. If
Citrix Endpoint Management prompts for credentials when users start Citrix Secure Mail, check
your configuration.

If users candownloadand install Citrix SecureMail, but during themailbox configurationCitrix Secure
Mail fails to finish the configuration:

1. If Microsoft Exchange Server ActiveSync uses private SSL server certificates to secure the traffic,
verify that the Root/Intermediate certificates installed on the mobile device.
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2. Verify that the authentication type selected for ActiveSync is set as Require client certificates.

3. On the Microsoft Exchange Server, check the Microsoft‑Server‑ActiveSync site to verify that
client certificate mapping authentication is enabled. By default client certificate mapping au‑
thentication is disabled. The option is under Configuration Editor > Security > Authentica‑
tion.
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After selecting True, be sure to click Apply for the changes take effect.

4. Check the NetScaler Gateway settings in the Citrix Endpoint Management console: Make sure
that Deliver user certificate for authentication is On and that Credential provider has the
correct profile selected.

To determine if the client certificate was delivered to amobile device

1. In the Citrix Endpoint Management console, go toManage > Devices and select the device.

2. Click Edit or ShowMore.

3. Go to the Delivery Groups section, and search for this entry:

NetScaler Gateway Credentials: Requested credential, CertId=

To validate whether client certificate negotiation is enabled

1. Run this netsh command to show the SSL Certificate configuration that is bound on the IIS
website:

netsh http show sslcert
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2. If the value forNegotiate Client Certificate is Disabled, run the following command to enable
it:

netsh http delete sslcert ipport=0.0.0.0:443

netsh http add sslcert ipport=0.0.0.0:443 certhash=cert_hash
appid={ app_id } certstorename=store_name verifyclientcertrevocation
=Enable VerifyRevocationWithCachedClientCertOnly=Disable UsageCheck
=Enable clientcertnegotiation=Enable

For example:

netsh http add sslcert ipport=0.0.0.0:443 certhash=23498dfsdfhaf98rhkjqf9823rkjhdasf98asfk
appid={ 123asd456jd-a12b-3c45-d678-123456lkjhgf } certstorename=

ExampleCertStoreName verifyclientcertrevocation=Enable VerifyRevocationWithCachedClientCertOnly
=Disable UsageCheck=Enable clientcertnegotiation=Enable

If you cannot deliver Root/Intermediate certificates to aWindowsPhone 8.1 device throughCitrix End‑
point Management:

• Send Root/Intermediate certificates (.cer) files through email to the Windows Phone 8.1 device
and install them directly.

If Citrix Secure Mail doesn’t install successfully on Windows Phone 8.1, verify the following:

• The Application Enrollment Token (.AETX file) is delivered through Citrix EndpointManagement
using the Enterprise Hub device policy.

• The Application Enrollment Token was created using the same Enterprise Certificate from the
certificate provider used to wrap Citrix Secure Mail and sign Citrix Secure Hub apps.

• The same Publisher ID is used to sign and wrap Citrix Secure Hub, Citrix Secure Mail, and the
Application Enrollment Token.

PKI entities

February 26, 2024

An Citrix Endpoint Management Public Key Infrastructure (PKI) entity configuration represents a com‑
ponent doing actual PKI operations (issuance, revocation, and status information). These compo‑
nents are either internal or external toCitrix EndpointManagement. Internal components are referred
to as discretionary. External components are part of your corporate infrastructure.

Citrix Endpoint Management supports the following types of PKI entities:

• Microsoft Certificate Services
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• Discretionary Certificate Authorities (CAs)

Citrix Endpoint Management supports the following CA servers:

• Windows Server 2016
• Windows Server 2019

Note:

Windows Servers 2012 R2, 2012, and 2008 R2 are no longer supported as they have reached end
of life. For more information, see Microsoft products life cycle documentation.

Common PKI concepts

Regardless of its type, every PKI entity has a subset of the following capabilities:

• Sign: Issuing a new certificate, based on a Certificate Signing Request (CSR).
• Fetch: Recovering an existing certificate and key pair.
• Revoke: Revoking a client certificate.

About CA certificates

When you configure a PKI entity, indicate to Citrix Endpoint Management which CA certificate is the
signer of certificates issued by (or recovered from) that entity. That PKI entity can return (fetched or
newly signed) certificates signed by any number of different CAs.

Provide the certificate of each of these authorities as part of the PKI entity configuration. To do so,
upload the certificates to Citrix Endpoint Management and then reference them in the PKI entity. For
discretionary CAs, the certificate is implicitly the signing CA certificate. For external entities, youmust
specify the certificate manually.

Important:

When you create a Microsoft Certificate Services Entity template, avoid possible authentication
issues with enrolled devices: Don’t use special characters in the template name. For example,
don’t use: ! : $ ( )# % + * ~ ? | { } [ ]

Microsoft Certificate Services

Citrix EndpointManagement interfaceswithMicrosoftCertificate Services through itswebenrollment
interface. Citrix EndpointManagementonly supports the issuingofnewcertificates through that inter‑
face. If the Microsoft CA generates a NetScaler Gateway user certificate, NetScaler Gateway supports
renewal and revocation for those certificates.
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To create a Microsoft CA PKI entity in Citrix Endpoint Management, you must specify the base URL
of the Certificate Services web interface. If you choose, use SSL client authentication to secure the
connection between Citrix Endpoint Management and the Certificate Services web interface.

Add a Microsoft Certificate Services entity

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner of the
console and then click PKI Entities.

2. On the PKI Entities page, click Add.

A menu of PKI entity types appears.

3. ClickMicrosoft Certificate Services Entity.

TheMicrosoft Certificate Services Entity: General Information page appears.

4. On theMicrosoft Certificate Services Entity: General Information page, configure these set‑
tings:

• Name: Type a name for your new entity, which you use later to refer to that entity. Entity
names must be unique.

• Web enrollment service root URL: Type the base URL of your Microsoft CA web enroll‑
ment service. For example: https://192.0.0.1/certsrv/. The URL can use plain
HTTP or HTTP‑over‑SSL.

• certnew.cer page name: The name of the certnew.cer page. Use the default name unless
you have renamed it for some reason.

• certfnsh.asp: The name of the certfnsh.asp page. Use the default name unless you have
renamed it for some reason.

• Authentication type: Choose the authentication method that you want to use.

– None
– HTTP Basic: Type the user name and password required to connect.
– Client certificate: Choose the correct SSL client certificate.

• Use Cloud Connector: Choose On to use Cloud Connector for connections to the PKI
server. Then, specify a Resource Location and Allowed Relative Paths for the connec‑
tion.

– Resource Location: Choose from the resource locations defined in Citrix Cloud Con‑
nector.

– Allowed Relative Paths: The relative paths allowed for the specified resource loca‑
tion. Specify one path per line. You can use the asterisk (*) wildcard.
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Suppose that the resource location is https://www.ServiceRoot/certsrv.
To provide access to all URLs in that path, enter /* in Allowed Relative Paths.

5. ClickTestConnection tomakesure that the server is accessible. If it is notaccessible, amessage
appears, stating that the connection failed. Check your configuration settings.

6. ClickNext.

The Microsoft Certificate Services Entity: Templates page appears. On this page, you spec‑
ify the internal names of the templates your Microsoft CA supports. When creating credential
providers, you select a template from the list defined here. Every credential provider using this
entity uses exactly one such template.

For Microsoft Certificate Services template requirements, see the Microsoft documentation for
your Microsoft Server version. Citrix Endpoint Management doesn’t have requirements for the
certificates it distributes other than the certificate formats noted in Certificates.

7. On theMicrosoftCertificate Services Entity: Templatespage, clickAdd, type the nameof the
template and then click Save. Repeat this step for each template that you want to add.

8. ClickNext.

TheMicrosoftCertificate Services Entity: HTTP parameters page appears. On this page, you
specify custom parameters for Citrix Endpoint Management to add to the HTTP request to the
Microsoft Web Enrollment interface. Custom parameters are useful only for customized scripts
running on the CA.
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9. On the Microsoft Certificate Services Entity: HTTP parameters page, click Add, type the
name and value of the HTTP parameters you want to add, and then clickNext.

The Microsoft Certificate Services Entity: CA Certificates page appears. On this page, you
must inform Citrix Endpoint Management of the signers of the certificates that the system gets
through this entity. When your CA certificate is renewed, update it in Citrix Endpoint Manage‑
ment. Citrix Endpoint Management applies the change to the entity transparently.

10. On theMicrosoft Certificate Services Entity: CA Certificates page, select the certificates you
want to use for this entity.

11. Click Save.

The entity appears on the PKI Entities table.

NetScaler Gateway Certificate Revocation List (CRL)

Citrix Endpoint Management supports Certificate Revocation List (CRL) only for a third‑party Certifi‑
cate Authority. If you have a Microsoft CA configured, Citrix Endpoint Management uses NetScaler
Gateway to manage revocation.

When you configure client certificate‑based authentication, consider whether to configure the
NetScaler Gateway Certificate Revocation List (CRL) setting Enable CRL Auto Refresh. This step
makes sure that the user of a device inMAM‑onlymode can’t authenticate using an existing certificate
on the device.

Citrix Endpoint Management reissues a new certificate, because it doesn’t restrict a user from gener‑
ating a user certificate after one is revoked. This setting increases the security of PKI entities when
the CRL checks for expired PKI entities.

Discretionary CAs

A discretionary CA is created when you provide Citrix Endpoint Management with a CA certificate and
the associated private key. Citrix Endpoint Management handles certificate issuance, revocation, and
status information internally, according to the parameters you specify.

When configuring a discretionary CA, you can activate Online Certificate Status Protocol (OCSP) sup‑
port for thatCA. If youenableOCSPsupport, theCAadds theextensionid-pe-authorityInfoAccess
to the certificates that theCA issues. Theextensionpoints to theCitrix EndpointManagement internal
OCSP Responder at the following location:

https://<server>/<instance>/ocsp

When configuring the OCSP service, specify an OCSP signing certificate for the discretionary entity
in question. You can use the CA certificate itself as the signer. To avoid the unnecessary exposure
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of your CA private key (recommended): Create a delegate OCSP signing certificate, signed by the CA
certificate, and include this extension: id-kp-OCSPSigning extendedKeyUsage.

The Citrix Endpoint Management OCSP responder service supports basic OCSP responses and the
following hashing algorithms in requests:

• SHA‑256
• SHA‑384
• SHA‑512

Responses are signed with SHA‑256 and the signing certificate key algorithm (DSA, RSA, or ECDSA).

Generate and import a certificate for your CA

1. Onyour server, open theMicrosoftManagementConsole (MMC)withyourLocal Systemaccount,
and open the certificate snap‑in. In the pane on the right, right‑click and then click All Tasks >
Request New Certificate.

2. In the wizard that opens, clickNext twice. In the Request Certificates list, select Subordinate
Certification Authority and then click theMore information link.
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3. In the window, type a Subject name and Alternative name. ClickOK.
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4. Click Enroll, and then click Finish.

5. In theMMC, right‑click thecertificate youcreated. ClickAllTasks>Export. Export thecertificate
as a .pfx file with a private key. Select the option to Include all certificates in the certification
path if possible.
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6. In the Citrix Endpoint Management console, navigate to Settings > Certificates.

7. Click Import. In the window that opens, browse for the certificate and private key files you
exported previously.
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8. Click Import. The certificate is added to the table.

Add discretionary CAs

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner of the
console and then clickMore > PKI Entities.

2. On the PKI Entities page, click Add.
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3. Click Discretionary CA.

4. On the Discretionary CA: General Information page, configure the following:

• Name: Type a descriptive name for the discretionary CA.

• CA certificate to sign certificate requests: Click a certificate for the discretionary CA to
use to sign certificate requests.

This list of certificates is generated from the CA certificateswith private keys you uploaded
at Citrix Endpoint Management at Configure > Settings > Certificates.

5. ClickNext.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 198



Citrix Endpoint Management

6. On the Discretionary CA: Parameters page, configure the following:

• Serial number generator: The discretionary CA generates serial numbers for the certifi‑
cates it issues. From this list, click Sequential or Non‑sequential to determine how the
numbers are generated.

• Next serial number: Type a value to determine the next number issued.
• Certificate valid for: Type the number of days the certificate is valid.
• Key usage: Identify the purpose of the certificates issued by the discretionary CA by set‑
ting the appropriate keys toOn. Once set, the CA is limited to issuing certificates for those
purposes.

• Extended key usage: To add more parameters, click Add, type the key name and then
click Save.

7. ClickNext.
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8. On the Discretionary CA: Distribution page, select a distribution mode:

• Centralized: server‑sidekeygeneration. Citrix recommends the centralizedoption. The
private keys are generated and stored on the server and distributed to user devices.

• Distributed: device‑side key generation. The private keys are generated on the user
devices. This distributed mode uses SCEP and requires an RA encryption certificate with
the keyUsage keyEncryption extension and an RA signing certificate with the keyUsage
digitalSignature extension. The same certificate can be used for both encryption and
signing.

9. ClickNext.

10. On the Discretionary CA: Online Certificate Status Protocol (OCSP) page, configure the fol‑
lowing:

• If you want to add an AuthorityInfoAccess (RFC2459) extension to the certificates
signed by this CA, set Enable OCSP support for this CA to On. This extension points to
the CA OCSP responder at https://<server>/<instance>/ocsp.

• If you enabled OCSP support, select an OSCP signing CA certificate. This list of certificates
is generated from the CA certificates you uploaded to Citrix Endpoint Management.

Enabling the feature gives the Citrix ADC anopportunity to check the status of certificates. Citrix
recommends that you enable this feature.
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11. Click Save.

The discretionary CA appears on the PKI Entities table.

Configure a credential provider

1. In the Citrix Endpoint Management console, navigate to Settings > Credential Provider, and
click Add.

2. On the Credential Providers: General Information page, configure the following:

• Name: Type a unique name for the new provider configuration. This name is used later to
identify the configuration in other parts of the Citrix Endpoint Management console.

• Description: Describe the credential provider. Although this field is optional, a descrip‑
tion can provide useful details about this credential provider.

• Issuing entity: Select Discretionary CA.
• Issuing method: Click Sign or Fetch to serve as the method that the system uses to get
certificates from the configured entity. For client certificate authentication, use Sign.

3. Click Next. On the Credential Providers: Certificate Signing Request page, configure the
following according to your certificate configuration:
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• Key algorithm: Choose the key algorithm for the new key pair. Available values are RSA,
DSA, and ECDSA.

• Key size: Type the size, in bits, of the key pair. This field is required. Citrix recommends
using 2048 bits.

• Signature algorithm: Click a value for the new certificate. Values depend on the key al‑
gorithm. Citrix recommends SHA256withRSA.

• Subject name: Required. Type the Distinguished Name (DN) of the new certificate
subject. Use CN=${ user.username } for the user name or CN=${ user.
samaccountname } to use the sAMAccountName.

• To add an entry to the Subject alternative names table, click Add. Select the type of
alternative name and then type a value in the second column.

Add the following:

– Type: User Principal name
– Value: $user.userprincipalname

As with the subject name, you can use Citrix Endpoint Management macros in the value
field.

4. ClickNext. On the Credential Providers: Distribution page, configure the following:
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• Issuing CA certificate: Select the discretionary CA certificate that you added previously.
• Selectdistributionmode: Select oneof the followingwaysof generating anddistributing
keys:

– Prefer centralized: Server‑sidekeygeneration: Citrix recommends this centralized
option. It supports all platforms supported by Citrix Endpoint Management and is re‑
quiredwhenusingNetScaler Gateway authentication. The private keys are generated
and stored on the server and distributed to user devices.

– Prefer distributed: Device‑side key generation: The private keys are generated
and stored on the user devices. This distributed mode uses SCEP and requires an
RA encryption certificate with the keyUsage keyEncryption and an RA signing certifi‑
cate with the KeyUsage digitalSignature. The same certificate can be used for both
encryption and signing.

– Only distributed: Device‑side key generation: This option works the same as Pre‑
fer distributed: Device‑side key generation, except that no option is available if
device‑side key generation fails or is unavailable.

If you selected Prefer distributed: Device‑side key generation or Only distributed: Device‑
side key generation, click the RA signing certificate and RA encryption certificate. The same
certificate can be used for both. New fields appear for these certificates.

5. Click Next. On the Credential Providers: Revocation Citrix Endpoint Management page,
configure the conditions under which Citrix Endpoint Management internally flags certificates,
issued through this provider configuration, as revoked. Configure the following:
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• In Revoke issued certificates, select one of the options indicating when to revoke certifi‑
cates.

• To direct Citrix Endpoint Management to send a notification when the certificate is re‑
voked: Set the value of Send notification toOn and choose a notification template.

• Revoke certificate on PKI doesn’t work when using Citrix Endpoint Management as your
discretionary PKI.

6. Click Next. On the Credential Providers: Revocation PKI page, identify what actions to take
on the PKI if the certificate is revoked. You also have the option of creating a notification mes‑
sage. Configure the following:

• Enable external revocation checks: Turn this setting On. More fields related to revoca‑
tion PKI appear.

• In the OCSP responder CA certificate list, select the distinguished name (DN) of the cer‑
tificate’s subject.

You can use Citrix Endpoint Management macros for the DN field values. For example:
CN=${ user.username } , OU=${ user.department } , O=${ user.
companyname } , C=${ user.c } \endquotation
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• In the When certificate is revoked list, click one of the following actions to take on the
PKI entity when the certificate is revoked:

– Do nothing.
– Renew the certificate.
– Revoke and wipe the device.

• To direct Citrix Endpoint Management to send a notification when the certificate is re‑
voked: Set the value of Send notification toOn.

You can choose between two notification options:

– If you select Select notification template, you can select a pre‑written notification
message which you can then customize. These templates are in the Notification tem‑
plate list.

– If you select Enter notification details, you canwrite your own notificationmessage.
In addition to providing the recipient’s email address and the message, you can set
how often the notification is sent.

7. ClickNext. On the Credential Providers: Renewal page, configure the following:

Set Renew certificates when they expire toOn. More fields appear.

• In the Renewwhen the certificate comes within field, type howmany days before expi‑
ration to renew the certificate.

• Optionally, select Do not renew certificates that have already expired. In this case, “al‑
ready expired”means that the NotAfter date is in the past, not that it has been revoked.
Citrix Endpoint Management doesn’t renew certificates after they are internally revoked.

To direct Citrix Endpoint Management to send a notification when the certificate has been re‑
newed: Set Send notification to On. To direct Citrix Endpoint Management to send a notifica‑
tion when the certification nears expiration: Set Notify when certificate nears expiration to
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On.
For either of those choices, you can choose between two notification options:

• Select notification template: Select a pre‑written notification message which you can
then customize. These templates are in the Notification template list.

• Enter notification details: Write your own notification message. Provide the recipient’s
email address, a message, and a frequency for sending the notification.

8. Click Save.

Credential providers

February 26, 2024

Credential providers are the actual certificate configurations that you use in the various parts of the
Citrix Endpoint Management system. Credential providers define the sources, parameters, and life
cycles of your certificates. Those operations occur whether the certificates are part of device configu‑
rations or are standalone (that is, pushed as is to the device).

Device enrollment constrains the certificate life cycle. That is, Citrix Endpoint Management doesn’t
issue certificates before enrollment, although Citrix Endpoint Management might issue some certifi‑
cates as part of enrollment. Also, certificates issued from the internal PKI within the context of one
enrollment are revoked when the enrollment is revoked. After the management relationship termi‑
nates, no valid certificate stays.

You can use one credential provider configuration inmany places, to the effect that one configuration
can govern any number of certificates at the same time. The unity then is on the deployment resource
and the deployment. For example, if Credential Provider P is deployed to device D as part of config‑
uration C: The issuance settings for P determine the certificate that is deployed to D. Likewise, the
renewal settings for D apply when C is updated. And, the revocation settings for D also apply when C
is deleted or when D is revoked.

According to those rules, the credential provider configuration in Citrix Endpoint Management deter‑
mines the following:

• The source of certificates.
• The method in which certificates are got: Signing a new certificate or fetching (recovering) an
existing certificate and key pair.

• The parameters for issuance or recovery: For example, Certificate Signing Request (CSR) para‑
meters, such as key size, key algorithm, and certificate extensions.

• The manner in which certificates are delivered to the device.
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• Revocation conditions: Although all certificates are revoked in Citrix Endpoint Management
when the management relationship is severed, the configuration might specify an earlier revo‑
cation. For instance, the configuration can specify to revoke a certificate when the associated
device configuration is deleted. Also, under some conditions, the revocation of the associated
certificate in Citrix Endpoint Management might be sent to the back‑end public key infrastruc‑
ture (PKI). That is, certificate revocation in Citrix Endpoint Managementmight cause certificate
revocation on the PKI.

• Renewal settings: Certificates got through a given credential provider can automatically renew
when they near expiration. Or, separately from that situation, notifications can be issued when
that expiration approaches.

The availability of configuration options mainly depends on the type of PKI Entity and issuance
method that you select for a credential provider.

Method of certificate issuance

You can get a certificate, which is known as the method of issuance, by signing.

With this method, the issuance involves creating a new private key, creating a CSR, and submitting
the CSR to a Certificate Authority (CA) for signature. Citrix Endpoint Management supports the sign
method for both MS Certificate Services entities and Discretionary CA entities.

A credential provider uses the sign method of issuance.

Certificate Delivery

Twomodesof certificatedeliveryareavailable inCitrix EndpointManagement: centralizedanddistrib‑
uted. Distributed mode uses the Simple Certificate Enrollment Protocol (SCEP) and is only available
in situations in which the client supports the protocol (iOS only). Distributed mode is mandatory in
some situations.

For a credential provider to support distributed (SCEP‑assisted) delivery, a special configuration step
is necessary: Setting up Registration Authority (RA) certificates. The RA certificates are required, be‑
cause, if you use the SCEP protocol, Citrix Endpoint Management acts like a delegate (a registrar) to
the actual certificate authority. Citrix Endpoint Management must prove to the client that it has the
authority to act as such. That authority is established by uploading the previously mentioned certifi‑
cates to Citrix Endpoint Management.

Two distinct certificate roles are required (although a single certificate can fulfill both requirements):
RA signature and RA encryption. The constraints for these roles are as follows:

• The RA signing certificate must have the X.509 key usage digital signature.
• The RA encryption certificate must have the X.509 key usage key encipherment.
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To configure the credential provider RA certificates, you upload the certificates to Citrix EndpointMan‑
agement and then link to them in the credential provider.

A credential provider is considered to support distributed delivery only if the provider has a certificate
configured for certificate roles. You can configure each credential provider to either prefer central‑
ized mode, to prefer distributed mode, or to require distributed mode. The actual result depends on
the context: If the context does not support distributed mode, but the credential provider requires
this mode, deployment fails. Likewise, if the context requires distributed mode, but the credential
provider does not support distributed mode, deployment fails. In all other cases, the preferred set‑
ting is honored.

The following table shows SCEP distribution throughout Citrix Endpoint Management:

Context SCEP supported SCEP required

iOS Profile Service Yes Yes

iOS Mobile Device Management
enrollment

Yes No

iOS configuration profiles Yes No

SHTP enrollment No No

SHTP configuration No No

Windows Tablet enrollment No No

Windows Tablet configuration No, except for the network
device policy, which is
supported for Windows 10 and
Windows 11 releases

No

Certificate Revocation

There are three types of revocation.

• Internal revocation: Internal revocation affects the certificate status as maintained by Citrix
Endpoint Management. Citrix Endpoint Management considers this status when evaluating a
presented certificate, or when providing OCSP status information for a certificate. The creden‑
tial provider configuration determines how this status is affected under various conditions. For
instance, the credential provider might specify to flag certificates as revoked when the certifi‑
cates are deleted from the device.

• Externally propagated revocation: Also known as Revocation Citrix Endpoint Management,
this type of revocation applies to certificates got from an external PKI. The certificate is revoked
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on the PKI when Citrix Endpoint Management internally revokes the certificate, under the con‑
ditions defined by the credential provider configuration.

• Externally inducedrevocation: AlsoknownasRevocationPKI, this typeof revocationalsoonly
applies to certificates got from an external PKI. Whenever Citrix Endpoint Management evalu‑
ates a given certificate status, Citrix Endpoint Management queries the PKI as to that status. If
the certificate is revoked, Citrix Endpoint Management internally revokes the certificate. This
mechanism uses the OCSP protocol.

These three types are not exclusive, but rather apply together. An external revocation or indepen‑
dent finding can cause an internal revocation. An internal revocation potentially affects an external
revocation.

Certificate Renewal

A certificate renewal is the combination of a revocation of the existing certificate and an issuance of
another certificate.

Citrix Endpoint Management first tries to get the new certificate before revoking the previous certifi‑
cate, to avoid discontinuation of service when issuance fails. For distributed (SCEP‑supported) deliv‑
ery, the revocationalsoonly happensafter the certificatehasbeen successfully installedon thedevice.
Otherwise, the revocation occurs before the new certificate is sent to the device. That revocation is
independent of the success or failure of certificate installation.

The revocation configuration requires that you specify a certain duration (in days). When the device
connects, the server verifies whether the certificate NotAfter date is later than the current date,
minus the specified duration. If the certificate meets that condition, Citrix Endpoint Management
tries to renew the certificate.

Create a credential provider

Configuring a credential provider varies mostly as a factor of which issuing entity and which issuing
method you select for the credential provider. You can distinguish between credential providers that
use an internal entity or an external entity:

• A discretionary entity, which is internal to Citrix Endpoint Management, is an internal entity.
The issuingmethod for a discretionary entity is always a sign. Signmeans thatwith each issuing
operation, Citrix Endpoint Management signs a new key pair with the CA certificate selected for
the entity. Whether the key pair is generated on the device or on the server depends on the
distribution method you select.

• An external entity, which is part of your corporate infrastructure, includes Microsoft CA.
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1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner and
then click Settings > Credential Providers.

2. On the Credential Providers page, click Add.

The Credential Providers: General Information page appears.

3. On the Credential Providers: General Information page, do the following:

• Name: Type a unique name for the new provider configuration. This name is used later to
identify the configuration in other parts of the Citrix Endpoint Management console.

• Description: Describe the credential provider. Although this field is optional, a descrip‑
tion can provide useful details about this credential provider.

• Issuing entity: Click the certificate issuing entity.

• Issuing method: Click Sign or Fetch to serve as the method that the system uses to get
certificates from the configured entity. For client certificate authentication, use Sign.

• If the Template list is available, select the template that you added under the PKI entity
for the credential provider.

These templates become available when Microsoft Certificate Services Entities are added
at Settings > PKI Entities.

4. ClickNext.

The Credential Providers: Certificate Signing Request page appears.

5. On the Credential Providers: Certificate Signing Request page, configure the following ac‑
cording to your certificate configuration:

• Key algorithm: Choose the key algorithm for the new key pair. Available values are RSA,
DSA, and ECDSA.

• Key size: Type the size, in bits, of the key pair. This field is required.

The permissible values depend on the key type. For example, the maximum size for DSA
keys is 2048 bits. To avoid false negatives, which depend on the underlying hardware and
software, Citrix Endpoint Management doesn’t enforce key sizes. Always test credential
provider configurations in a test environment before activating them in production.

• Signature algorithm: Click a value for the new certificate. Values depend on the key al‑
gorithm.

• Subject name: Required. Type the Distinguished Name (DN) of the new certificate
subject. For example:
CN=${ user.username } , OU=${ user.department } , O=${ user.
companyname } ,C=${ user.c } \endquotation
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For example, for client certificate authentication, use these settings:

– Key algorithm: RSA
– Key size: 2048
– Signature algorithm: SHA256withRSA
– Subject name: cn=$user.username

• To add an entry to the Subject alternative names table, click Add. Select the type of
alternative name and then type a value in the second column.

For client certificate authentication, specify:

– Type: User Principal name

– Value: $user.userprincipalname

As with Subject name, you can use Citrix Endpoint Management macros in the value
field.

6. ClickNext.

The Credential Providers: Distribution page appears.

7. On the Credential Providers: Distribution page, do the following:

• In the Issuing CA certificate list, click the offered CA certificate. Because the credential
provider uses a discretionary CA entity, the CA certificate for the credential provider is al‑
ways the CA certificate configured on the entity itself. The CA certificate is presented here
for consistency with configurations that use external entities.

• InSelectdistributionmode, clickoneof the followingwaysofgeneratinganddistributing
keys:
– Prefer centralized: Server‑sidekeygeneration: Citrix recommends this centralized
option. It supports all platforms supported by Citrix Endpoint Management and is re‑
quiredwhenusingNetScaler Gateway authentication. The private keys are generated
and stored on the server and distributed to user devices.

– Prefer distributed: Device‑side key generation: The private keys are generated
and stored on the user devices. This distributed mode uses SCEP and requires an
RA encryption certificate with the keyUsage keyEncryption and an RA signing certifi‑
cate with the KeyUsage digitalSignature. The same certificate can be used for both
encryption and signing.

– Only distributed: Device‑side key generation: This option works the same as Pre‑
fer distributed: Device‑side key generation, except that since it is “Only”rather than
“Prefer”no option is available if device‑side key generation fails or is unavailable.

If you selected Prefer distributed: Device‑side key generation or Only distributed: Device‑
side key generation, click the RA signing certificate and RA encryption certificate. The same
certificate can be used for both. New fields appear for these certificates.
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8. ClickNext.

The Credential Providers: Revocation Citrix Endpoint Management page appears. On this
page, you configure the conditions under which Citrix Endpoint Management internally flags
certificates, issued through this provider configuration, as revoked.

9. On the Credential Providers: Revocation Citrix Endpoint Management page, do the follow‑
ing:

• In Revoke issued certificates, select one of the options indicating when to revoke certifi‑
cates.

• To direct Citrix Endpoint Management to send a notification when the certificate is re‑
voked: Set the value of Send notification toOn and choose a notification template.

• To revoke the certificate on PKI when the certificate is revoked from Citrix Endpoint Man‑
agement: SetRevokecertificateonPKI toOnand, in theEntity list, click a template. The
Entity list shows all available entities with revocation capabilities. When the certificate is
revoked from Citrix Endpoint Management, a revocation call is sent to the PKI selected
from the Entity list.

10. ClickNext.

The Credential Providers: Revocation PKI page appears. On this page, you identify what ac‑
tions to take on the PKI if the certificate is revoked. You also have the option of creating a noti‑
fication message.

11. On the Credential Providers: Revocation PKI page, do the following if you want to revoke
certificates from the PKI:

• Change the setting of Enable external revocation checks to On. More fields related to
revocation PKI appear.

• In theOCSP responder CA certificate list, click the distinguished name (DN) of the certifi‑
cate’s subject.

You can use Citrix Endpoint Management macros for the DN field values. For example:
CN=${ user.username } , OU=${ user.department } , O=${ user.
companyname } , C=${ user.c } \endquotation

• In the When certificate is revoked list, click one of the following actions to take on the
PKI entity when the certificate is revoked:

– Do nothing.
– Renew the certificate.
– Revoke and wipe the device.
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• To direct Citrix Endpoint Management to send a notification when the certificate is re‑
voked: Set the value of Send notification toOn.

You can choose between two notification options:

• If you select Select notification template, you can select a pre‑written notification mes‑
sage which you can then customize. These templates are in the Notification template list.

• If you select Enter notification details, you can write your own notification message. In
addition to providing the recipient’s email address and the message, you can set how of‑
ten the notification is sent.

12. ClickNext.

The Credential Providers: Renewal page appears. On this page, you can configure Citrix End‑
point Management to do the following:

• Renew the certificate. You can optionally send a notification on renewal, and optionally
exclude already expired certificates from the operation.

• Issue a notification for certificates that near expiration (notification before renewal).

13. On the Credential Providers: Renewal page, do the following if youwant to renew certificates
when they expire:

Set Renew certificateswhen they expire toOn. More fields appear.

• In the Renewwhen the certificate comes within field, type howmany days before expi‑
ration to renew the certificate.

• Optionally, select Do not renew certificates that have already expired. In this case, “al‑
ready expired”means that the NotAfter date is in the past, not that it has been revoked.
Citrix Endpoint Management doesn’t renew certificates after they are internally revoked.

To direct Citrix Endpoint Management to send a notification when the certificate has been re‑
newed: Set Send notification to On. To direct Citrix Endpoint Management to send a notifica‑
tion when the certification nears expiration: Set Notify when certificate nears expiration to
On.
For either of those choices, you can choose between two notification options:

• Select notification template: Select a pre‑written notification message which you can
then customize. These templates are in the Notification template list.

• Enter notification details: Write your own notification message. Provide the recipient’s
email address, a message, and a frequency for sending the notification.

In the Notify when the certificate comes within field, type how many days before the certifi‑
cate’s expiration to send the notification.
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14. Click Save.

The credential provider appears in the Credential Provider table.

APNs certificates

February 26, 2024

To enroll and manage Apple devices in Citrix Endpoint Management, you set up an Apple Push No‑
tification service (APNs) certificate from Apple. The certificate enables Mobile Device Management
through the Apple Push Network.

Workflow summary:

Step 1: Create a Certificate Signing Request (CSR) through any of these methods:

• Create a CSR by using Keychain Access onmacOS (recommended by Citrix)
• Create a CSR by using Microsoft IIS
• Create a CSR by using OpenSSL

Step 2: Sign the CSR in Citrix Endpoint Management Tools

Step 3: Submit the signed CSR to Apple to get the APNs certificate

Step 4: Using the same computer used for Step 1, Complete the CSR and export a PKCS #12 file:

• Create a PKCS #12 file by using Keychain Access onmacOS
• Create a PKCS #12 file by using Microsoft IIS
• Create a PKCS #12 file by using OpenSSL

Step 5: Import an APNs certificate into Citrix Endpoint Management

Step 6: Renew an APNs certificate

Create a Certificate Signing Request

We recommend that you create a CSR by using Keychain Access onmacOS. You can also create a CSR
by using Microsoft IIS or OpenSSL.

Important:

• For the Apple ID used to create the certificate:

– The Apple ID must be a corporate ID and not a personal ID.
– Record the Apple ID that you use to create the certificate.
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– To renew your certificate, use the same organization name and Apple ID. Using a differ‑
ent Apple ID to renew the certificate require device re‑enrollment.

• If you accidentally or intentionally revoke the certificate, you lose the ability to manage
your devices.

• If you used the iOS Developer Enterprise Program to create a mobile device manager push
certificate: Be sure to handle any actions for the migrated certificates in the Apple Push
Certificates Portal.

Create a CSR by using Keychain Access onmacOS

1. On a computer running macOS, under Applications > Utilities, start the Keychain Access app.
2. Open the Keychain Accessmenu and then click Certificate Assistant > Request a Certificate

From a Certificate Authority.
3. The Certificate Assistant prompts you to enter the following information:

• Email Address: Email address of the individual or role account who manages the certifi‑
cate.

• Common Name: Common name of the individual or a role account who manages the
certificate.

• CA Email Address: Email address of the Certificate Authority.

4. Select the Saved to disk and Letme specify key pair information options and then clickCon‑
tinue.

5. Enter a name for the CSR file, save the file on your computer, and then click Save.
6. Specify the key pair information: Select the Key Size of 2048 bits and the RSA algorithm and

then click Continue. The CSR file is ready for you to upload as part of the APNs certificate
process.

7. Click Donewhen the Certificate Assistant completes the CSR process.
8. To continue, Sign the CSR.

Create a CSR by using Microsoft IIS

The first step for generating an APNs certificate request is to create a Certificate Signing Request (CSR).
For Windows, generate a CSR by using Microsoft IIS.

1. Open Microsoft IIS.
2. Double‑click the Server Certificates icon for IIS.
3. In the Server Certificateswindow, click Create Certificate Request.
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4. Type the appropriate Distinguished Name (DN) information. For example, you can type the
fully qualified domain name (FQDN) of your Citrix Endpoint Management server, such as www.
domain.com. Then click Next.

5. Select Microsoft RSA SChannel Cryptographic Provider for the Cryptographic Service
Provider and 2048 for bit length and then clickNext.

6. Enter a file name and specify a location to save the CSR and then click Finish.
7. To continue, Sign the CSR.

Create a CSR by using OpenSSL

If you can’t use a macOS device or Microsoft IIS to generate a CSR, use OpenSSL. You can download
and install OpenSSL from the OpenSSL website.

1. On the computer where you install OpenSSL, run the following command from a command
prompt or shell.

openssl req -new -keyout Customer.key.pem –out CompanyAPNScertificate
.csr -newkey rsa:2048

2. The following message for certificate naming information appears. Enter the information as
requested.

1 You are about to be asked to enter information that will be
incorporated into your certificate request.

2 What you are about to enter is what is called a Distinguished Name
or a DN.

3 There are quite a few fields but you can leave some blank
4 For some fields there will be a default value,
5 If you enter '.', the field will be left blank.
6 -----
7 Country Name (2 letter code) [AU]:US
8 State or Province Name (full name) [Some-State]:CA
9 Locality Name (eg, city) []:RWC

10 Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Customer

11 Organizational Unit Name (eg, section) [:Marketing
12 Common Name (eg, YOUR name) []:John Doe
13 Email Address []:john.doe@customer.com
14 <!--NeedCopy-->

3. At the next message, enter a password for the CSR private key.

1 Please enter the following 'extra' attributes
2 to be sent with your certificate request
3 A challenge password []:
4 An optional company name []:
5 <!--NeedCopy-->

4. To continue, sign the CSR as described in the next section.
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Sign the CSR

To use a certificate with Citrix Endpoint Management, you must submit it to Citrix for signing. Citrix
signs the CSR with its Mobile Device Management signing certificate and returns the signed file in a
.plist format.

1. In your browser, go to the Citrix Endpoint Management Tools website and then click Request
push notification certificate signature.

2. On the Creating a new certificate page, clickUpload the CSR.
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3. Browse to and select the certificate.

Important:

The certificate must be in .pem/txt format. If needed, change the file name extension of
the certificate to .pem or .txt by right‑clicking and renaming the file.

4. On the Citrix Endpoint Management APNs CSR Signing page, click Sign. The CSR is signed
and automatically saved to your configured download folder.

5. To continue, submit the signed CSR as described in the next section.

Submit the signed CSR to Apple to get the APNs certificate

After receiving your signed Certificate Signing Request (CSR) from Citrix, submit the CSR to Apple to
get the APNs certificate needed to import into Citrix Endpoint Management.
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Note:

Some users have reported problems logging into the Apple Push Portal. As an alternative, you
can log on to the Apple Developer Portal. You can then follow these steps:

1. In a browser, go to the Apple Push Certificates Portal.

2. Click Create a Certificate.

3. The first time that you create a certificatewith Apple: Select the I have read andagree to these
terms and conditions checkbox, and then click Accept.

4. Click Choose File, browse to the signed CSR on your computer, and then click Upload. A con‑
firmation message indicates that the upload succeeds.

5. Click Download to retrieve the .pem certificate.

6. To continue, complete the CSR and export a PKCS #12 file as described in the next section.

Complete the CSR and export a PKCS #12 file

After you receive the APNs certificate fromApple, return to Keychain Access, Microsoft IIS, or OpenSSL
to export the certificate into a PCKS #12 file.

A PKCS #12 file has the APNS certificate file and your private key. PFX files usually have the extension
.pfx or .p12. You can use .pfx and .p12 files interchangeably.

Important:

Citrix recommends you save or export the personal and public keys from the local system. You
need the keys to access the APNs certificates for reuse. Without the same keys, your certificate
is invalid and youmust repeat the entire CSR and APNs process.

Create a PKCS #12 file by using Keychain Access onmacOS

Important:

Use the samemacOS device for this task that you used to generate the CSR.

1. On the device, locate the Production identity (.pem) certificate that received from Apple.

2. Start the Keychain Access application and navigate to the Login > My Certificates tab. Drag
and then drop the Product identity certificate onto the open window.

3. Click the certificate andexpand the leftarrow toverify that the certificate includes anassociated
private key.

4. To begin exporting the certificate into a PCKS #12 (.pfx) certificate, choose the certificate and
private key, right‑click, and select Export 2 items.
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5. Give the certificate file a unique name for use with Citrix Endpoint Management. Don’t include
space characters in the name. Then, choose a folder location for the saved certificate, select the
.pfx file format, and click Save.

6. Enter a password for exporting the certificate. Citrix recommends that you use a unique, strong
password. Also, be sure to keep the certificate and password safe for later use and reference.

7. The Keychain Access app prompts you for the login password or selected keychain. Type the
password, and then clickOK. The saved certificate is now ready for use with the Citrix Endpoint
Management server.

8. To continue, see Import an APNs certificate into Citrix Endpoint Management.

Create a PKCS #12 file by using Microsoft IIS

Important:

Use the same IIS server for this task that you used to generate the CSR.

1. Open Microsoft IIS.

2. Click the Server Certificates icon.

3. In the Server Certificateswindow, click Complete Certificate Request.

4. Browse to theCertificate.pemfile fromApple. Then, typea friendlynameor the certificatename
and clickOK. Don’t include space characters in the name.

5. Select the certificate that you identified in Step 4, and then click Export.

6. Specify a location and file name for the .pfx certificate and a password, and then clickOK.

You need the password for the certificate to import it into Citrix Endpoint Management.

7. Copy the .pfx certificate to the server on which you plan to install Citrix Endpoint Management.

8. To continue, see Import an APNs certificate into Citrix Endpoint Management.

Create a PKCS #12 file by using OpenSSL

If you use OpenSSL to create a CSR, you can also use OpenSSL to create a .pfx APNs certificate.

1. At a command prompt or shell, run the following command. Customer.privatekey.pem
is the private key from your CSR. APNs_Certificate.pem is the certificate that you just
received from Apple.

openssl pkcs12 -export -in APNs_Certificate.pem -inkey Customer.
privatekey.pem -out apns_identity.pfx

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 220

https://docs.citrix.com/en-us/citrix-endpoint-management/authentication/apns#import-an-apns-certificate-into-citrix-endpoint-management
https://docs.citrix.com/en-us/citrix-endpoint-management/authentication/apns#import-an-apns-certificate-into-citrix-endpoint-management


Citrix Endpoint Management

2. Enter a password for the .pfx certificate file. Remember this password because you use the
password again when you upload the certificate to Citrix Endpoint Management.

3. Note the location for the .pfx certificate file. Then, copy the file to the Citrix Endpoint Manage‑
ment server so you can use the console to upload the file.

4. To continue, import an APNs certificate into Citrix Endpoint Management as described in the
next section.

Import an APNs certificate into Citrix Endpoint Management

After you receive the new APNs certificate: Import the APNs certificate into Citrix Endpoint Manage‑
ment to either add the certificate for the first time or to replace a certificate.

1. In the Citrix Endpoint Management console, go to Settings > Certificates.

2. Click Import > Keystore.

3. FromUse as, choose APNs.

4. Browse to the .pfx or .p12 file on your computer.

5. Enter a password, and then click Import.

For more information about certificates in Citrix Endpoint Management, see Certificates and authen‑
tication.

Renew an APNs certificate

Important:

If you use a different Apple ID for the renewal process, youmust reenroll user devices.

To renewanAPNs certificate, do the steps to create a certificate, then go to the Apple PushCertificates
Portal. Use that portal to upload the new certificate. After logging on, your existing certificate or a
certificate imported from your previous Apple Developers account appears.

In the Certificates Portal, the only difference when renewing the certificate is that you click Renew.
You must have a developer account with the Certificates Portal to access the site. To renew your cer‑
tificate, use the same organization name and Apple ID.

To determine when your APNs certificate expires, in the Citrix Endpoint Management console, go to
Settings > Certificates. If the certificate expires, do not revoke it.

1. GenerateaCSRusingMicrosoft IIS,KeychainAccess (macOS), orOpenSSL. Formore information
on generating a CSR, see Create a Certificate Signing Request.
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2. In your browser, go to Citrix Endpoint Management Tools. Then, click Request push notifica‑
tion certificate signature.

3. Click + Upload the CSR.

4. In the dialog box, navigate to the CSR, clickOpen, and click Sign.

5. When you receive a .plist file, save it.

6. In the step 3 title, click Apple Push Certificates Portal and sign on.

7. Select the certificate that you want to renew, and then click Renew.

8. Upload the .plist file. You receive a .pem file as the output. Save the .pem file.

9. Using that .pem file, complete the CSR (according to the method you used to create the CSR in
Step 1).

10. Export the certificate as a .pfx file.

In the Citrix Endpoint Management console, import the .pfx file and complete the configuration as
follows:

1. Go to Settings > Certificates > Import.

2. From the Import menu, choose Keystore.

3. From the Keystore typemenu, choose PKCS #12.

4. FromUse as, choose APNs.
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5. For Keystore file, click Browse and navigate to the file.

6. In Password, type the certificate password.

7. Type an optional Description.

8. Click Import.

Citrix Endpoint Management redirects you back to the Certificates page. The Name, Status, Valid
from, and Valid to fields update.

SAML for single sign‑on with Citrix Files

February 26, 2024

You can configure Citrix Endpoint Management and ShareFile to use the Security Assertion Markup
Language (SAML) to provide single sign‑on (SSO) access to Citrix Files mobile apps. This functionality
includes:
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• Citrix Files apps that are MAM SDK enabled or wrapped by using the MDX Toolkit

• Non‑wrapped Citrix Files clients, such as the website, Outlook plug‑in, or sync clients

• For wrapped Citrix Files apps: Users who log on to Citrix Files get redirected to Citrix Secure
Hub for user authentication and to acquire a SAML token. After successful authentication, the
Citrix Files mobile app sends the SAML token to ShareFile. After the initial logon, users can ac‑
cess the Citrix Files mobile app through SSO. They can also attach documents from ShareFile
to Citrix Secure Mail mails without logging on each time.

• For non‑wrapped Citrix Files clients: Users who log on to Citrix Files using a web browser or
other Citrix Files client are redirected to Citrix Endpoint Management. Citrix Endpoint Manage‑
ment authenticates the users, who then acquire a SAML token which is sent to ShareFile. After
the initial logon, users can access Citrix Files clients through SSOwithout logging on each time.

To use Citrix EndpointManagement as a SAML identity provider (IdP) to ShareFile, youmust configure
Citrix Endpoint Management for usewith Enterprise accounts, as described in this article. Or, you can
configure Citrix Endpoint Management to work only with storage zone connectors. Formore informa‑
tion, see ShareFile use with Citrix Endpoint Management.

For a detailed reference architecture diagram, see Architecture.

Prerequisites

Complete the following prerequisites before you can configure SSOwith Citrix EndpointManagement
and Citrix Files apps:

• The MAM SDK or a compatible version of the MDX Toolkit (for Citrix Files mobile apps).

For more information, see Citrix Endpoint Management compatibility.

• A compatible version of Citrix Files mobile apps and Citrix Secure Hub.

• ShareFile administrator account.

• Connectivity verified between Citrix Endpoint Management and ShareFile.

Configure ShareFile access

Before setting up SAML for ShareFile, provide ShareFile access information as follows:

1. In the Citrix Endpoint Management web console, click Configure > ShareFile. The ShareFile
configuration page appears.
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2. Configure these settings:

• Domain: Type your ShareFile subdomain name. For example: example.sharefile.
com.

• Assign to delivery groups: Select or search for the delivery groups that you want to be
able to use SSO with ShareFile.

• ShareFile Administrator Account Logon
• User name: Type the ShareFile administrator user name. This usermust have administra‑
tor privileges.

• Password: Type the ShareFile administrator password.
• User account provisioning: Leave this setting disabled. Use the ShareFile User Manage‑
ment Tool for user provisioning. See Provision user accounts and distribution groups.

3. ClickTestConnection to verify that theusernameandpassword for theShareFile administrator
account authenticate to the specified ShareFile account.

4. Click Save.

• Citrix Endpoint Management syncs with ShareFile and updates the ShareFile settings
ShareFile Issuer/Entity ID and Login URL.
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• The Configure > ShareFile page shows the App internal name. You need that name to
complete the steps described later in Modify the Citrix Files.com SSO settings.

Set up SAML for Wrapped Citrix Files MDX Apps

You don’t need to use NetScaler Gateway for single sign‑on configuration with Citrix Files apps pre‑
pared with the MAM SDK. To configure access for non‑wrapped Citrix Files clients, such as the web‑
site, Outlook plug‑in, or the sync clients, see Configure the NetScaler Gateway for Other Citrix Files
Clients.

To configure SAML for wrapped Citrix Files MDX apps:

1. Download the ShareFile for Citrix Endpoint Management clients. See Citrix.com downloads.

2. Prepare the Citrix Files mobile app with the MAM SDK. For details, see the MAM SDK overview.

3. In the Citrix Endpoint Management console, upload the prepared Citrix Files mobile app. For
information about uploadingMDXapps, see To add anMDXapp toCitrix EndpointManagement.

4. Verify the SAML settings: Log on to ShareFile with the administrator user name and password
you configured earlier.

5. Verify that ShareFile and Citrix Endpoint Management are configured for the same time zone.
Makesure thatCitrix EndpointManagement shows thecorrect time for theconfigured timezone.
If not, the SSOmight fail.

Validate the Citrix Files mobile app

1. On the user device, install and configure Citrix Secure Hub.

2. From the app store, download and install the Citrix Files mobile app.

3. Start theCitrix Filesmobile app. Citrix Files startswithoutprompting for user nameorpassword.

Validate with Citrix Secure Mail

1. On the user device, if it has not already been done, install and configure Citrix Secure Hub.

2. From the app store, download, install, and set up Citrix Secure Mail.

3. Open a new email form and then tap Attach from ShareFile. Files available to attach to the
email are shown without asking for a user name or password.
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Configure NetScaler Gateway for other Citrix Files clients

To configure access for non‑wrapped Citrix Files clients, such as the website, Outlook plug‑in, or the
sync clients: Configure NetScaler Gateway to support the use of Citrix Endpoint Management as a
SAML identity provider as follows.

• Disable home page redirection.
• Create a Citrix Files session policy and profile.
• Configure policies on the NetScaler Gateway virtual server.

Disable home page redirection

Disable the default behavior for requests that come through the /cginfra path. That action enables
users to see the original requested internal URL instead of the configured home page.

1. Edit the settings for theNetScalerGatewayvirtual server that is used forCitrix EndpointManage‑
ment logons. In NetScaler Gateway, go toOther Settings and then clear the checkbox labeled
Redirect to Home Page.

2. Under ShareFile (now called ShareFile), type your Citrix Endpoint Management internal server
name and port number.

3. Under Citrix Endpoint Management, type your Citrix Endpoint Management URL.

This configuration authorizes requests to the URL that you entered through the /cginfra path.

Create a Citrix Files session policy and request profile

Configure these settings to create a Citrix Files session policy and request profile:
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1. In theNetScaler Gateway configuration utility, in the left‑hand navigation pane, clickNetScaler
Gateway > Policies > Session.

2. Create a session policy. On the Policies tab, click Add.

3. In theName field, type ShareFile_Policy.

4. Create an action by clicking the + button. TheCreateNetScaler GatewaySessionProfilepage
appears.

Configure these settings:

• Name: Type ShareFile_Profile.
• Click the Client Experience tab and then configure these settings:

– Home Page: Type none.
– Session Time‑out (mins): Type 1.
– Single Sign‑on to Web Applications: Select this setting.
– Credential Index: Click PRIMARY.

• Click the Published Applications tab.
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Configure these settings:

• ICA Proxy: ClickOn.

• Web Interface Address: Type your Citrix Endpoint Management server URL.

• Single Sign‑on Domain: Type your Active Directory domain name.

When configuring the NetScaler Gateway Session Profile, the domain suffix for Single
Sign‑on Domain must match the Citrix Endpoint Management domain alias defined in
LDAP.

5. Click Create to define the session profile.

6. Click Expression Editor.
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Configure these settings:

• Value: TypeNSC_FSRD.
• Header Name: Type COOKIE.

7. Click Create and then click Close.

Configure policies on the NetScaler Gateway virtual server

Configure these settings on the NetScaler Gateway virtual server.

1. In theNetScaler Gateway configuration utility, in the leftnavigation pane, clickNetScalerGate‑
way > Virtual Servers.

2. In the Details pane, click your NetScaler Gateway virtual server.

3. Click Edit.

4. Click Configured policies > Session policies and then click Add binding.
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5. Select ShareFile_Policy.

6. Edit theauto‑generatedPrioritynumber for theselectedpolicy so that it has thehighestpriority
(the smallest number) in relation to any other policies listed. For example:

7. Click Done and then save the running NetScaler Gateway configuration.

Modify the Citrix Files.com SSO settings

Make the following changes for both MDX and non‑MDX Citrix Files apps.

Important:

A new number is appended to the internal application name:

• Each time you edit or recreate the Citrix Files app
• Each time you change the ShareFile settings in Citrix Endpoint Management

As a result, youmust also update the Login URL in the Citrix Files website to display the updated
app name.

1. Log on to your ShareFile account (https://<subdomain>.sharefile.com) as a Share‑
File administrator.

2. In the ShareFile web interface, click Admin and then select Configure Single Sign‑on.

3. Edit the Login URL as follows:

Here’s a sample Login URL before the edits: https://xms.citrix.lab/samlsp/
websso.do?action=authenticateUser&app=ShareFile_SAML_SP&reqtype=1
.
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• Insert the NetScaler Gateway virtual server external FQDN plus /cginfra/https/ in front of
the Citrix Endpoint Management server FQDN and then add 8443 after the Citrix Endpoint
Management FQDN.

Here’s a sample of an edited URL: https://nsgateway.acme.com/cginfra/
https/xms.citrix.lab:8443/samlsp/websso.do?action=authenticateUser
&app=ShareFile_SAML_SP&reqtype=1

• Change the parameter &app=ShareFile_SAML_SP to the internal Citrix Files ap‑
plication name. The internal name is ShareFile_SAML by default. However, every
time you change your configuration, a number is appended to the internal name
(ShareFile_SAML_2, ShareFile_SAML_3, and so on). You can look up the App
internal name on the Configure > ShareFile page.

Here’s a sample of an edited URL: https://nsgateway.acme.com/cginfra/
https/xms.citrix.lab:8443/samlsp/websso.do?action=authenticateUser
&app=ShareFile_SAML&reqtype=1

• Add &nssso=true to the end of the URL.

Here’s a sample of the final URL: https://nsgateway.acme.com/cginfra/
https/xms.citrix.lab:8443/samlsp/websso.do?action=authenticateUser
&app=ShareFile_SAML&reqtype=1&nssso=true.

4. UnderOptional Settings, select the Enable Web Authentication checkbox.
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Validate the configuration

Do the following to validate the configuration.

1. Point your browser to https://<subdomain>sharefile.com/saml/login.

You are redirected to the NetScaler Gateway logon form. If you are not redirected, verify the
preceding configuration settings.

2. Enter the user name and password for the NetScaler Gateway and Citrix Endpoint Management
environment that you configured.

Your Citrix Files folders at <subdomain>.sharefile.com appear. If you do not see your
Citrix Files folders, make sure that you entered the proper logon credentials.

Authentication with Azure Active Directory through Citrix Cloud

February 26, 2024

Citrix Endpoint Management supports authentication with Azure Active Directory (Azure AD) creden‑
tials through Citrix Cloud. This authentication method is available only to users enrolling in MDM
through Citrix Secure Hub.

To use Citrix Secure Hub with MDM+MAM, configure Citrix Endpoint Management to use NetScaler
Gateway for MAM enrollment. Formore information, see NetScaler Gateway and Citrix Endpoint Man‑
agement.
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Citrix EndpointManagement uses theCitrix Cloud service, Citrix identity, to federatewith Azure Active
Directory. Citrix recommends that you use the Citrix identity provider instead of a direct connection
to Azure Active Directory.

Citrix Endpoint Management supports authentication with Azure AD for the following platforms:

• iOS andmacOS devices not enrolled in the Apple Business Manager or Apple School Manager
• iOS andmacOS devices enrolled in the Apple Business Manager
• Android Enterprise devices (preview), for BYOD and fully managedmodes

Authentication with Azure AD through Citrix Cloud has these limitations:

• Isn’t available for Citrix Endpoint Management local accounts.
• Doesn’t support authentication through Azure AD for enrollment invitations. If you send users
an enrollment invitation that has an enrollment URL, users authenticate through LDAP instead
of Azure AD.

Prerequisites

• Azure Active Directory user credentials
• User groups in Active Directory must match the user groups in Azure Active Directory.
• User names and email addresses in Active Directory must match the user names and email ad‑
dresses in the Azure Active Directory.

• Citrix Cloudaccount, with Citrix CloudConnector installed for directory service synchronization.
• NetScaler Gateway. Citrix recommends that you either enable certificate‑based authentication
or Azure AD for a full single sign‑on experience. If you use LDAP authentication on the NetScaler
Gateway forMAM registration, endusers experience adual authenticationpromptduring enroll‑
ment. For more information, see Client certificate or certificate plus domain authentication.

• In the enrollment profile for Android Enterprise, set Allow users to decline device manage‑
ment to Off. If users decline device management, they can’t enroll using an identity provider
to authenticate. For more information, see Enrollment security.

Configure Citrix Cloud to use Azure Active Directory as your identity provider

To set up this service for use with the Citrix Secure Hub, configure Azure Active Directory in Citrix
Cloud.

1. Go to https://citrix.cloud.com and sign in to your Citrix Cloud account.

2. From the Citrix Cloud menu, go to the Identity and Access Management page and connect to
Azure Active Directory.
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3. Type your administrator sign‑in URL and then click Connect.

4. After you sign in, your Azure Active Directory account connects to Citrix Cloud. The Identity
and Access Management > Authentication page shows which accounts to use to sign in to
your Citrix Cloud and Azure AD accounts.

5. To enable authenticationwith Azure AD for users enrolling through the Citrix SecureHub, under
Workspace Configuration > Authentication, select Azure Active Directory. After you com‑
plete the configuration, you can enroll user devices through the Citrix Secure Hub.

Configure Citrix identity as the IdP type for Citrix Endpoint Management

This configuration applies only to users enrolling throughCitrix SecureHub. After you configure Azure
Active Directory in Citrix Cloud, configure Citrix Endpoint Management as follows.

1. In the Citrix Endpoint Management console, go to Settings > Identity Provider (IDP) and then
click Add.

2. On the Identity Provider (IDP) page, configure the following:

• IDP Name: Type a unique name to identify the IdP connection that you’re creating.
• IDP Type: Choose Citrix Identity Platform.
• Authentication Domain: Choose Azure Active Directory. This domain corresponds to
the Identity provider domain on the Citrix CloudWorkspace Configuration > Authenti‑
cation page.
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3. ClickNext. On the IDP Claims Usage page, configure the following:

• User Identifier type: By default, this field is set to userPrincipalName. Make sure that
you configure all users with the same identifier in both your on‑premises Active Directory
and in Azure Active Directory. Citrix Endpoint Management uses this identifier to map
users on the identity provider with on‑premises Active Directory users.

• User Identifier string: This field is automatically filled.

4. ClickNext, review the Summary page, and then click Save.

Citrix Secure Hub users, Citrix Endpoint Management console, and Self‑Help Portal users can
now sign in with their Azure Active Directory credentials. Citrix Secure Hub users who are
domain‑joined can use Citrix Secure Hub to sign in with their Azure AD credentials. Citrix
Secure Hub uses client certificate authentication for MAM devices.

Citrix Secure Hub authentication flow

Citrix Endpoint Management uses the following flow to authenticate users with Azure AD as an IdP on
devices enrolled through Citrix Secure Hub:

1. A user starts Citrix Secure Hub.
2. Citrix Secure Hub passes the authentication request to Citrix identity, which passes the request

to Azure Active Directory.
3. The user types their Azure Active Directory user name and password.
4. Azure Active Directory validates the user and sends a code to Citrix identity.
5. Citrix identity sends the code to Citrix Secure Hub, which sends the code to the Citrix Endpoint

Management server.
6. Citrix Endpoint Management gets an ID token by using the code and secret and then validates

the user information that’s in the ID token. Citrix Endpoint Management returns a session ID.

Authentication with Azure Active Directory through NetScaler Gateway
for MAM enrollment

February 26, 2024

Citrix Endpoint Management supports authentication with Azure Active Directory (Azure AD) creden‑
tials through NetScaler Gateway. This authentication method is available only for users enrolling in
MAM through Citrix Secure Hub.
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Prerequisites

To configure Citrix Endpoint Management to use Azure AD through NetScaler Gateway as an identity
provider (IdP) for devices enrolled with MAM, make sure that the following prerequisites are met:

• Configure Citrix EndpointManagementwith Azure AD throughCitrix Cloud as IdP for devices en‑
rolledwithMDM. Formore information about configuring Azure AD forMDM, see Authentication
with Azure Active Directory through Citrix Cloud.

• Connect Azure AD to Citrix Cloud. For more information, see Connect Azure Active Directory to
Citrix Cloud.

• Enable the following relevant feature flags depending on the platform respectively:

– iOS:

* iOS‑V3Form‑MAM

* iOS‑SAMLAuth‑MAM

– Android:

* Android‑V3Form‑MAM

* Android‑SAMLAuth‑MAM

Note:

To enable the relevant feature flag in your environment, fill out the Podio form.

• For Android, enable Android Enterprise.

Note:

This feature is not tested or verified under legacy Android Device Administrator (DA)mode.
This mode is not supported.

Configure Azure AD for MAM as IdP

1. Configure NetScaler Gateway in Citrix Endpoint Management as follows:

a) Sign in to the Citrix Endpoint Management console and then click the Settings icon.

b) ClickNetScaler Gateway under Server.

c) Enable the Authentication toggle button.
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d) Make sure that the Logon Type of the gateway is the Identity provider.

e) Click Save.

2. Configure Azure AD as a SAML IdP by using Configure Azure AD as a SAML IdP.

3. Configure NetScaler ADC as a SAML SP using the advanced policy by using Configure NetScaler
ADC as SAML service provider (SP).

4. Create a AAA virtual server by using To set up an authentication virtual server by using the GUI.

5. Configure the AAA virtual server by using Configure the authentication virtual server.

6. Create and configure the authentication profile by using Authentication profiles.

7. Bind the authentication profile with the Gateway virtual server and save all the configurations.

Now,AzureAD isaddedasan identityprovider fordevicesenrolledwithMAMandyoucanauthenticate
them using Azure AD.

Expected behavior

The following example is using an Android device:

1. On your mobile device, open the Citrix Secure Hub app.
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2. Provide the required permissions.

3. On the sign‑in page, enter the credentials provided by your organization and then tapNext.

You are redirected to the Microsoft sign‑in page.

4. On the Microsoft sign in page, enter your email id and then tapNext.

5. Enter the password and then tap Sign in.
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6. On the Let’s set up your work profile page, tap Accept & continue.

7. Create the pin for the Citrix Secure Hub app and confirm the same.

You are successfully redirected to the Citrix Secure Hub home page.
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Authentication with Okta through Citrix Cloud

February 26, 2024

Citrix EndpointManagement supports authenticationwithOkta credentials throughCitrix Cloud. This
authentication method is available only to users enrolling in MDM through the Citrix Secure Hub.

Devices enrolling in MAM can’t authenticate using Okta credentials through Citrix Cloud. To use Cit‑
rix Secure Hub with MDM+MAM, configure Citrix Endpoint Management to use NetScaler Gateway for
MAM enrollment. For more information, see NetScaler Gateway and Citrix Endpoint Management.

Citrix Endpoint Management uses the Citrix Cloud service, Citrix identity, to federate with Okta. Citrix
recommends that you use the Citrix identity provider instead of a direct connection to Okta.

Citrix Endpoint Management supports authentication with Okta for the following platforms:

• iOS andmacOS devices not enrolled in the Apple Business Manager or Apple School Manager
• iOS andmacOS devices enrolled in the Apple Business Manager
• Android Enterprise devices (preview), for BYOD and fully managedmodes

Authentication with Okta through Citrix Cloud has these limitations:

• Isn’t available for Citrix Endpoint Management local accounts.
• Doesn’t support authentication through Okta for enrollment invitations. If you send users an
enrollment invitation that has an enrollment URL, users authenticate through LDAP instead of
Okta.

Prerequisites

• Okta user credentials
• User groups in the Active Directory must match the user groups at Okta.
• User names and email addresses in the active directory must match the user names and email
addresses at Okta.

• Citrix Cloud account with Citrix Cloud Connector installed for directory service synchronization.
• NetScaler Gateway. Citrix recommends that you enable certificate‑based authentication for a
full single sign‑onexperience. If youuseLDAPauthenticationon theNetScalerGateway forMAM
registration, end users experience a dual authentication prompt during enrollment. For more
information, see Client certificate or certificate plus domain authentication.

• In the enrollment profile for Android Enterprise, set Allow users to decline device manage‑
ment to Off. If users decline device management, they can’t enroll using an identity provider
to authenticate. For more information, see Enrollment security.
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Configure Citrix Cloud to use Okta as your identity provider

To configure Okta in Citrix Cloud, see Connect Okta as an identity provider to Citrix Cloud.

Configure Citrix identity as the IdP type for Citrix Endpoint Management

This configuration applies only to users enrolling throughCitrix SecureHub. After you configure Azure
Active Directory in Citrix Cloud, configure Citrix Endpoint Management as follows:

1. In the Citrix Endpoint Management console, go to Settings > Identity Provider (IDP) and then
click Add.

2. On the Identity Provider (IDP) page, configure the following:

• IDP Name: Type a unique name to identify the IdP connection that you are creating.
• IDP Type: Choose Citrix Identity Provider.
• Authentication Domain: Choose the Citrix Cloud domain. If you aren’t sure which one
to choose, your domain appears on the Citrix Cloud Identity and Access Management >
Authentication page.

3. ClickNext. In the IDP Claims Usage page, configure the following:

• User Identifier type: This field is set touserPrincipalName. Makesure that youconfigure
all users with the same identifier in your on‑premises Active Directory and at Okta. Citrix
Endpoint Management uses this identifier to map users on the identity provider with on‑
premises Active Directory users.

• User Identifier string: This field is automatically filled.
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After this configuration, Citrix Secure Hub users who are domain‑joined can use Citrix Secure Hub to
sign in with their Okta credentials. Citrix Secure Hub uses client certificate authentication for MAM
devices.

Citrix Secure Hub authentication flow

Citrix Endpoint Management uses the following flow to authenticate users with Okta as an IdP on
devices enrolled through Citrix Secure Hub:

1. A user starts Citrix Secure Hub.
2. Citrix Secure Hub passes the authentication request to Citrix identity, which passes the request

to Okta.
3. The user types their user name and password.
4. Okta validates the user and sends a code to Citrix identity.
5. Citrix identity sends the code to Citrix Secure Hub, which sends the code to the Citrix Endpoint

Management server.
6. Citrix Endpoint Management gets an ID token by using the code and secret, and then validates

the user information that’s in the ID token. Citrix Endpoint Management returns a session ID.

Authentication with Okta through NetScaler Gateway for MAM
enrollment

February 26, 2024

Citrix Endpoint Management supports authentication with Okta credentials through NetScaler Gate‑
way. This authentication method is available only for users enrolling in MAM through Citrix Secure
Hub.

Prerequisites

To configure Citrix Endpoint Management to use Okta through NetScaler Gateway as an identity
provider (IdP) for devices enrolled with MAM, make sure that the following prerequisites are met:

• Configure Citrix Endpoint Management with Okta through Citrix Cloud as IdP for devices en‑
rolled with MDM. For more information about configuring Okta for MDM, see Authentication
with Okta through Citrix Cloud.

• Enable the following relevant feature flags depending on the platform respectively:
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– iOS:

* iOS‑V3Form‑MAM

* iOS‑SAMLAuth‑MAM
– Android:

* Android‑V3Form‑MAM

* Android‑SAMLAuth‑MAM

Note:

To enable the relevant feature flag in your environment, fill out the Podio form.

• Download and install the latest version of Citrix Secure Hub.

• Make sure that the Okta service is available for your organization and the relevant users and
groups are created or imported to Okta.

Configure NetScaler Gateway in Citrix Endpoint Management

1. Sign in to the Citrix Endpoint Management console and then click the Settings icon.

2. ClickNetScaler Gateway under Server.

3. Enable the Authentication toggle button.

4. Make sure that the Logon Type of the gateway is the Identity provider.

5. Click Save.

Prepare on‑premises NetScaler Gateway

1. If you do not have an on‑premises NetScaler Gateway configured for Citrix Endpoint Manage‑
ment, then do the following steps:
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a) In the Citrix Endpoint Management console. click the Settings icon.

b) ClickNetScaler Gateway under Server.

c) Click Edit.

d) Click the Logon Type drop‑downmenu and select Domain only.

e) Click Export Configuration Script.

The Export Configuration Script is downloaded.

f) Click the Logon Type drop‑downmenu and select Identity provider.
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g) Click Save.

h) Open the downloaded zip file and extract the files from it.

i) Run the scripts in the extracted .txt files to prepare the on‑premises NetScaler Gateway.

2. Sign in to the Citrix ADC management console and then navigate to NetScaler Gateway > Vir‑
tual Servers.

3. Click the gateway relevant to your Citrix Endpoint Management setup.

4. Unbind any existing authentication policies on the on‑premises NetScaler Gateway.

Configure Okta

1. Sign in to Okta as administrator.

2. Click Applications > Applications > Browse App Catalog.
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3. Type NetScaler Gateway in the search bar under Browse App Integration Catalog and then
selectNetScaler Gateway (SAML, SWA).

4. Click Add Integration.

5. Enter the relevant name in the Application label field.

6. Enter the gateway virtual server URL in the Login URL field and then clickNext.
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Note:

The URL entered in the Login URL field must be the same as the NetScaler Gateway URL
for Citrix Endpoint Management settings.

7. Under Sign‑On Options Required > Sign onmethods, select SAML 2.0.

8. Click View Setup Instructions and follow the instructions provided in the page to create the
SAML policy in the Citrix on‑premises gateway admin console.
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Note:

• After installing the CA certificatewhile configuring NetScaler Gateway versions 11.1 or
later, create a SAML action. To create SAML action, navigate to Security > AAA ‑ Ap‑
plication Traffic > Policies > Authentication > Advanced Policies > Actions > SAML
Actions. Click Add and fill the information as provided in the preceding page. Don’
t follow the navigation provided in the page that is, Netscaler Gateway > Policies >
Authentication > SAML > Servers.

• Also, don’t follow the steps provided to create SAML policy as those steps are using
classic policy. We are using advanced policy now. Do the following step 9 to create a
SAML policy using an advanced policy.

9. Create a corresponding SAML policy for the SAML action, and bind the policy to the authentica‑
tion virtual server as follows:

a) Navigate to Security > AAA‑Application Traffic > Policies > Authentication > Advanced
Policies and click Add.

b) On the Create Authentication Policy page, provide the following details:

• Name ‑ Specify a name for the SAML policy.
• Action Type ‑ Select SAML as the authentication action type.
• Action ‑ Select the SAML server profile to bind the SAML policy with.
• Expression ‑ Displays the name of the rule or expression that the SAML policy uses
to determine if the user must authenticate with the SAML server. On the text box, set
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the value rule = true for the SAML policy to take effect and the corresponding SAML
action to be run.

c) Bind the SAML policy to the VPN virtual server and link the VPN virtual server to the au‑
thentication virtual server through an authentication profile. Formore information about
the binding procedure, see Bind the authentication policy.

10. Create a AAA virtual server by using To set up an authentication virtual server by using the GUI.

11. Configure the AAA virtual server by using Configure the authentication virtual server.

12. Create and configure the authentication profile by using Authentication profiles.

13. Bind the authentication profile with the Gateway virtual server and save all the configurations.

14. After creating the SAML policy in the Citrix on‑premises gateway admin console, click Done.

Now, you can see two applications for Citrix Endpoint Management integration that is, a web
application for Citrix Cloud and a SAML application for Citrix Endpoint Management MAM au‑
thentication.

15. Assign the relevant users and groups to the SAML application that you created.

Now, Okta is added as an identity provider for devices enrolled with MAM and you can authenticate
them using Okta.

Expected behavior

The following example is using an Android device:

1. On your mobile device, open the Citrix Secure Hub app.

2. Provide the required permissions.
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3. On the sign‑in page, enter the credentials provided by your organization and then tapNext.

You are redirected to the Okta sign in page.

4. On the Okta sign in page, enter your credentials and then tap Sign in.

5. On the Let’s set up your work profile page, tap Accept & continue.

6. Create the pin for the Citrix Secure Hub app and confirm the same.
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You are successfully redirected to the Citrix Secure Hub home page.

Authentication with an on‑premises NetScaler Gateway through Citrix
Cloud

February 26, 2024

Citrix Endpoint Management supports authentication with an on‑premises NetScaler Gateway
through Citrix Cloud. This authenticationmethod is available only to users enrolling in MDM through
the Citrix Secure Hub.

Devices enrolling in MAM can’t authenticate using on‑premises NetScaler Gateway credentials
through Citrix Cloud. To use Citrix Secure Hub with MDM+MAM, configure Citrix Endpoint Manage‑
ment to use NetScaler Gateway for MAM enrollment. For more information, see NetScaler Gateway
and Citrix Endpoint Management.

Citrix Endpoint Management supports authentication with an on‑premises NetScaler Gateway
through Citrix Cloud for the following platforms:

• iOS devices
• Android Enterprise devices, for BYOD and fully managedmodes

Note:

Citrix Endpoint Management doesn’t support authentication with an on‑premises NetScaler
Gateway through Citrix Cloud for enrollment invitations. If you send users an enrollment invi‑
tation that has an enrollment URL, users authenticate through LDAP instead of an on‑premises
NetScaler Gateway as an identity provider.

It is recommended that you enable certificate‑based authentication for a full single sign‑on experi‑
ence. If you use LDAP authentication on the NetScaler Gateway for MAM registration, then the end
users experience a dual authentication prompt during enrollment. For more information, see Client
certificate or certificate plus domain authentication.
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Prerequisites

• NetScaler Gateway. Citrix recommends that you enable certificate‑based authentication for a
full single sign‑onexperience. If youuseLDAPauthenticationon theNetScalerGateway forMAM
registration, end‑users experience a dual authentication prompt during enrollment. For more
information, see Client certificate or certificate plus domain authentication.

• Citrix Cloud account with Citrix Cloud Connector installed for directory service synchronization.
• Citrix Secure Hub 20.5.0 and later.

Configure Citrix Cloud to use NetScaler Gateway as your identity provider

To set up NetScaler Gateway authentication in Citrix Cloud, see Connect an on‑premises NetScaler
Gateway as an identity provider to Citrix Cloud.

Configure the Citrix identity provider as the IdP type for Citrix Endpoint Management

This configuration applies only to users enrolling through Citrix Secure Hub. After you configure
NetScaler Gateway in Citrix Cloud, configure Citrix Endpoint Management as follows.

1. In the Citrix Endpoint Management console, go to Settings > Identity Provider (IDP) and then
click Add.

2. On the Identity Provider (IDP) page, configure the following:

• IDP Name: Type a unique name to identify the IdP connection that you’re creating.
• IDP Type: Choose Citrix Identity Provider.
• Authentication Domain: Choose NetScaler Gateway. This domain corresponds to your
Identity provider domain on theCitrix CloudWorkspaceConfiguration>Authentication
page.

3. ClickNext. On the IDP Claims Usage page, configure the following:

• User Identifier type: By default, this field is set to userPrincipalName.
• User Identifier string: This field is automatically filled.

4. ClickNext, review the Summary page, and then click Save.

You cannowenroll user devices throughCitrix SecureHubusing anon‑premisesNetScalerGate‑
way as an identity provider.
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Citrix Secure Hub authentication flow

Citrix Endpoint Management uses the following flow to authenticate users with an on‑premises
NetScaler Gateway as an IdP on devices enrolled through Citrix Secure Hub:

1. A user starts Citrix Secure Hub.
2. Citrix Secure Hub passes the authentication request to Citrix identity, which passes the request

to an on‑premises NetScaler Gateway.
3. The user types their user name and password.
4. An on‑premises NetScaler Gateway validates the user and sends a code to Citrix identity.
5. Citrix identity sends the code to Citrix Secure Hub, which sends the code to the Citrix Endpoint

Management server.
6. Citrix Endpoint Management gets an ID token by using the code and secret and then validates

the user information that’s in the ID token. Citrix Endpoint Management returns a session ID.

nFactor authentication

February 26, 2024

nFactor authentication allows you to use all the authentication modes currently possible with the
NetScaler when you’re using Citrix Secure Hub. It enhances the security of an application by requir‑
ing the users to provide more proofs of identity to gain access. For more information about nFactor
authentication, see nFactor authentication.

Also, formore information about different authentication and authorizationmethods and how to con‑
figure them, see Authentication and Authorization.

Citrix Endpoint Management supports the following authentication types with nFactor authentica‑
tion:

• Local
• Lightweight Directory Access Protocol (LDAP)
• RADIUS
• SAML
• Client certificate authentication

Prerequisites

To configure Citrix EndpointManagement to use nFactor authentication,make sure that the following
prerequisites are met:
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• Make sure that you are using NetScaler 13.0 or later.

• Make sure that you have configured the following pattern set settings in the NetScaler for your
Android and iOS devices:

– Ns_vpn_client_useragents

– Ns_aaa_relaystate_param_whitelist

• Make sure that you installed the latest version of Citrix Secure Hub from Apple or Google Play.

• Make sure that you are using the Advanced authentication policy in the NetScaler Gateway.

• Make sure that you set the client property ENABLE_MAM_NFACTOR_SSO as True for both on‑
premises and cloud. For more information about the ENABLE_MAM_NFACTOR_SSO property,
see Client property reference.

Note:

If the client property Enable nFactor SSO is set to False, then make sure that the classic
authentication policies are bound to the NetScaler Gateway.
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Configure nFactor authentication

Configure nFactor authentication for Citrix Endpoint Management depending on how your NetScaler
Gateway is set up as follows:

• Citrix Endpoint Management is already set up with the NetScaler Gateway using the Classic au‑
thentication policy. For more information, see Update the Classic policy to the Advanced au‑
thentication policy in the existing NetScaler Gateway.

• Citrix Endpoint Management setup with the NetScaler Gateway using the Advanced authenti‑
cation policy. For more information, see Configure the NetScaler Gateway setup using the Ad‑
vanced policy.

Update the Classic policy to the Advanced authentication policy in the existing NetScaler
Gateway

If your Citrix Endpoint Management is already setup using the Classic authentication policy in the
NetScaler Gateway, then you must update the Classic authentication policy to the Advanced authen‑
tication policy using one of the following methods:

• Create an Advanced authentication policy and change the gateway configuration to use the Ad‑
vanced authentication policy. For more information, see Authentication policies.

• Update the Classic authentication policy to the Advanced authentication policy. Formore infor‑
mation see, Converting policy expressions using the NSPEPI tool.

Configure the NetScaler Gateway setup using the Advanced policy

To configure the nFactor authentication for Citrix Endpoint Management in the NetScaler Gateway
using the Advanced authentication policy, see Configure nFactor authentication.

Note:

• You can choose the relevant authentication type from the supported authentication types.
• If you are using SAML authentication type, then you can configure SAML using MAM IdP
using one of the following methods:

– To configure using Azure Active Directory, see Authentication with Azure Active Direc‑
tory through NetScaler Gateway for MAM enrollment.

– To configure using Okta, see Authentication with Okta through NetScaler Gateway for
MAM enrollment.
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User accounts, roles, and enrollment

February 22, 2024

You do user configuration tasks in the Citrix Endpoint Management console on the Manage tab and
the Settings page. Unless otherwise indicated, the steps for the following tasks are provided in this
article.

• Enrollment security mode and invitations

– From Settings > Enrollment, configure up to seven enrollment security modes and send
enrollment invitations. Each enrollment security mode has its own level of security and
the number of steps users must take to enroll their devices.

• Roles for user accounts and groups

– From Settings > Role‑Based Access Control, assign predefined roles, or sets of permis‑
sions, to users and groups. These permissions control the level of access users have to
system functions. For more information, see Configure roles with RBAC.

– FromSettings >NotificationTemplates, to create or update thenotification templates to
use in automated actions, enrollment, and standard notification messages sent to users.
You configure the notification templates to send messages over two different channels:
Citrix Secure Hub or SMTP. For more information, see: Creating and updating Notification
Templates.

• User accounts and groups:

– FromManage>Users, you canadd local user accountsmanually or use a .csvprovisioning
file to import the accounts and to manage local groups. However, most Citrix Endpoint
Management deployments connect to LDAP for user and group information. You might
prefer to create user accounts locally in use cases such as the following:

* In environments, such as retail, where devices are shared rather than dedicated to
individual users.

* If you use an unsupported directory, such as Novell eDirectory.

– From Settings > Workflows, use workflows to manage the creation and removal of user
accounts.

About user accounts

An Citrix Endpoint Management user account is either for a local, Active Directory, or cloud user.
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• Cloud users: A cloud user is a special user account that Citrix Cloud creates when an adminis‑
trator is added to your Citrix Cloud customer account. A cloud user account uses the same user
name as the administrator account on Citrix Cloud and defaults to the Admin role. The cloud
user account provides a single sign‑on and does other administrative functions.

To add administrators to a Citrix Cloud account, see Invite new administrators.

For cloud users:

• You can change the roles and user properties of cloud users through the Citrix Cloud console.
See Manage Citrix Cloud administrators.

• To change the password, see Administrators.
• To delete a cloud user, in Citrix Cloud, go to Identity and access management > Administra‑
tors. Click the ellipsis at the end of the user’s row, and then select Delete Administrator.

• You cannot add cloud users to a local group.

Configure enrollment security modes

You configure a device enrollment security mode to specify a security level and notification template
for device enrollment in Citrix Endpoint Management.

Citrix Endpoint Management offers six enrollment security modes, each with its own level of security
and stepsusersmust take toenroll their devices. Youconfigureenrollment securitymodes in theCitrix
Endpoint Management console from the Manage > Enrollment Invitations page. For information,
see Enrollment invitations.

Note:

If youplan touse customnotification templates, youmust setup the templatesbefore youconfig‑
ure enrollment securitymodes. Formore information about notification templates, see Creating
or Updating Notification Templates.

1. On the Citrix Endpoint Management console, click the gear icon in the upper‑right corner of the
console. The Settings page appears.

2. Click Enrollment. The Enrollment page appears. It has a table of all available enrollment se‑
curity modes. By default, all enrollment security modes are enabled.

3. Select any enrollment security mode in the list to edit it. Then, set the mode as the default or
disable the mode.

Select the checkbox next to an enrollment security mode to view the options menu. Or, click
anywhere else in the list to view the options menu on the right side of the listing.
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Tip:

When you edit the enrollment security mode, you can specify an expiration deadline after
which users cannot enroll their devices. For information, see To edit an enrollment secu‑
rity mode in this article. The value appears in the user and group enrollment invitation
configuration pages.

You have the following enrollment security mode choices depending on your platform:

• User name + Password
• Invitation URL
• Invitation URL + PIN
• Invitation URL + Password
• Two Factors
• User name + PIN

For information about platform‑specific enrollment security modes, see Enrollment security
modes by platform.

You can use enrollment invitations as an effective way to restrict the ability to enroll to specific
users or groups. To send enrollment invitations, you can use only Invitation URL, Invitation
URL + PIN, or Invitation URL + Password enrollment security modes. For devices enrolling
with User name + Password, Two‑factor authentication, or User name + PIN, users must
manually enter their credentials in Citrix Secure Hub.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 259

https://docs.citrix.com/en-us/citrix-endpoint-management/users.html#to-edit-an-enrollment-security-mode
https://docs.citrix.com/en-us/citrix-endpoint-management/users.html#to-edit-an-enrollment-security-mode
https://docs.citrix.com/en-us/citrix-endpoint-management/device-management.html#enrollment-security-modes-by-platform
https://docs.citrix.com/en-us/citrix-endpoint-management/device-management.html#enrollment-security-modes-by-platform


Citrix Endpoint Management

You can use one‑time PIN (sometimes also called OTP) enrollment invitations as a two‑factor
authentication solution. One‑time PIN enrollment invitations control the number of devices a
user can enroll. OTP invitations aren’t available for Windows devices.

To edit an enrollment security mode

1. In the Enrollment list, select an enrollment securitymode and then click Edit. The Edit Enroll‑
ment Mode page appears. Depending on themode you select, youmight see different options.

2. Change the following information as appropriate:

• Expire after: Type an expiration deadline after which users cannot enroll their devices.
This value appears in the user and group enrollment invitation configuration pages.

Type 0 to prevent the invitation from expiring.

• Days: Click Days or Hours in the drop‑down list to correspond to the expiration deadline
you entered in Expire after.

• Maximum attempts: Type the number of attempts to enroll that a user can make before
being locked out of the enrollment process. This value appears in the user and group en‑
rollment invitation configuration pages.

Type 0 to allow unlimited attempts.

• PIN length: Type a numeral to set the length of the generated PIN.
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• Numeric: ClickNumeric or Alphanumeric in the drop‑down list for the PIN type.

• Notification templates:

– Template forenrollmentURL:Clicka template in thedrop‑down list touse for theen‑
rollment URL. For example, the Enrollment invitation template sends users an email.
For more information on notification templates, see Create or update notification
templates.

– Template for enrollment PIN: Click a template in the drop‑down list to use for the
enrollment PIN.

– Template forenrollment confirmation: Click a template in thedrop‑down list touse
to inform a user that they enrolled successfully.

3. Click Save.

To set an enrollment security mode as default

The default enrollment security mode is used for all device enrollment requests unless you select a
different enrollment security mode. If no enrollment security mode is set as the default, you must
create an enrollment request for each device enrollment.

1. If the enrollment security mode that you want to use as a default isn’t enabled, select it and
click Enable. The only enrollment security modes that you can use as a default areUser name
+ Password, Two Factor, or User name + PIN.

2. Select the enrollment security mode and click Default. The selected mode is now the default.
If any other enrollment security mode was set as the default, the mode is no longer the default.

To disable an enrollment security mode

Disabling an enrollment security mode makes it unavailable for use, both for group enrollment invi‑
tations and on the Self‑Help Portal. You might change how you allow users to enroll their devices by
disabling one enrollment security mode and enabling another.

1. Select an enrollment security mode.

You cannot disable the default enrollment security mode. If you want to disable the default
enrollment security mode, youmust first remove its default status.

2. Click Disable. The enrollment security mode is no longer enabled.
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Add, edit, unlock, or delete local user accounts

You can add local user accounts to Citrix Endpoint Management manually or you can use a provision‑
ing file to import the accounts. For the steps to import user accounts from a provisioning file, see
Import user accounts.

All Citrix Cloud administrators get created as Citrix Endpoint Management administrators. If you cre‑
ate a Citrix Cloud administrator with custom access, make sure that access includes Citrix Endpoint
Management. For information on adding Citrix Cloud administrators, see Add administrators.

1. In the Citrix Endpoint Management console, clickManage > Users. The Users page appears.

2. Click Show filter to filter the list.

To add a local user account

1. On theUsers page, click Add Local User. The Add Local User page appears.
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2. Configure these settings:

• User name: Type the name, a required field. You can include the following in names:
spaces, uppercase letters, and lowercase letters.

• Password: Type an optional user password. The passwordmust be at least 14 characters
long andmeet all the following criteria:
– Include at least two numbers
– Include at least one uppercase and one lowercase letter
– Include at least one special character
– Don’t include dictionary words or restricted words, such as your Citrix user name or
email address

– Don’t include more than three sequential and repeating characters or keyboard pat‑
terns, such as 1111, 1234, or asdf

• Role: Click the user role in the drop‑down list. Formore information about roles, see Con‑
figure roles with RBAC. Possible options are:
– ADMIN
– DEVICE_PROVISIONING
– SUPPORT
– USER

• Membership: Click the group or groups in the drop‑down list to which to add the user.
• User Properties: Add optional user properties. For each user property you want to add,
click Add and do the following:
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– User Properties: Click a property in the drop‑down list and then type the user prop‑
erty attribute in the field next to the property.

– Click Done to save the user property or click Cancel.

To delete an existing user property, hover over the line that has the property and then click the
X on the right side. The property is deleted immediately.

To edit an existing user property, click the property and make changes. Click Done to save the
changed listing or Cancel to leave the listing unchanged.

3. Click Save. After you create a user, the User type field for a local user account stays empty.

To edit a local user account

1. On the Users page, in the list of users, click to select a user and then click Edit. The Edit Local
User page appears.

2. Change the following information as appropriate:

• User name: You cannot change the user name.
• Password: Change or add a user password.
• Role: Click the user role in the drop‑down list.
• Membership: Click the group or groups in the drop‑down list to which to add or edit the
user account. To remove the user account from a group, clear the checkbox next to the
group name.
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• User properties: Do one of the following:
– For each user property you want to change, click the property and make changes.
Click Done to save the changed listing or Cancel to leave the listing unchanged.

– For each user property you want to add, click Add and do the following:

* User Properties: Click a property in the drop‑down list and then type the user
property attribute in the field next to the property.

* Click Done to save the user property or click Cancel.
– For each existing user property you want to delete, hover over the line that has the
property and then click the X on the right side. The property is deleted immediately.

3. Click Save to save your changes or click Cancel to leave the user unchanged.

To unlock a local user account

A local user account gets locked according to these server properties:

• local.user.account.lockout.time

• local.user.account.lockout.limit

For more information, see Server Property Definitions.

When a local user account gets locked, you can unlock the account from the Citrix Endpoint Manage‑
ment console.

1. On theUsers page, in the list of user accounts, click to select a user account.

2. ClickUnlock User. A confirmation dialog box appears.

3. ClickUnlock to unlock the user account or click Cancel to leave the user unchanged.

Youcan’t openanActiveDirectoryuser fromtheCitrix EndpointManagement console. A lockedActive
Directory user must contact their Active Directory help desk for a password reset.

To delete a local user account

1. On theUsers page, in the list of user accounts, click to select a user account.

You can selectmore thanone user account to delete by selecting the checkbox next to each user
account.

2. Click Delete. A confirmation dialog box appears.

3. Click Delete to delete the user account or click Cancel.
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To delete Active Directory users

To delete one or more Active Directory users at a time, select the users and click Delete.

If a user that you delete has enrolled devices and you want to re‑enroll those devices, delete the de‑
vices before re‑enrolling them. To delete a device, go to Manage > Devices, select the device, and
then click Delete.

Import user accounts

You can import local user accounts and properties from a .csv file called a provisioning file, which you
can create manually. For more information about formatting provisioning files, see Provisioning file
formats.

Note:

• For local users, use the domain name along with the user name in the import file. For ex‑
ample, specify username@domain. If the local user that you create or import is for a
managed domain in Citrix Endpoint Management, the user cannot enroll by using the cor‑
responding LDAP credentials.

• If importing user accounts to the Citrix Endpoint Management internal user directory, dis‑
able the default domain to speed up the import process. Keep in mind that disabling the
domain affects enrollments. Reenable the default domain after the import of internal users
is complete.

• Local users can be in User Principal Name (UPN) format. However, Citrix recommends that
you do not use the managed domain. For example, if example.com is managed, do not
create a local user with this UPN format: user@example.com.

After you prepare a provisioning file, follow these steps to import the file to Citrix Endpoint Manage‑
ment.

1. In the Citrix Endpoint Management console, clickManage > Users. The Users page appears.

2. Click Import Local Users. The Import Provisioning File dialog box appears.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 266



Citrix Endpoint Management

3. Select either User or Property for the format of the provisioning file that you are importing.

4. Select the provisioning file to use by clicking Browse and then navigating to the file location.

5. Click Import.

Provisioning file formats

You can create a provisioning file and use it to import user accounts and properties to Citrix Endpoint
Management. Use one of the following formats for a provisioning file:

• User provisioning file fields: user;password;role;group1;group2
• User attribute provisioning file fields: user;propertyName1;propertyValue1;
propertyName2;propertyValue2

Note:

• Separate the fields within the provisioning file with a semi‑colon (;). If part of a field has a
semi‑colon, escape it with a backslash character (). For example, type the property prop‑
ertyV; test;1;2 as propertyV\;test\;1\;2 in the provisioning file.

• Valid values for Role are the predefined roles USER, ADMIN, SUPPORT, and DE‑
VICE_PROVISIONING, plus any other roles that you defined.

• Use the period character (.) as a separator to create a group hierarchy. Don’t use a period
in group names.

• Use lowercase for property attributes in attribute provisioning files. The database is case
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sensitive.

Example of user provisioning content The entry user01;pwd\\;o1;USER;myGroup.
users01;myGroup.users02;myGroup.users.users01means:

• User: user01
• Password: pwd; 01
• Role: USER
• Groups:

– myGroup.users01
– myGroup.users02
– myGroup.users.users.users01

As another example, AUser0;1.password;USER;ActiveDirectory.test.netmeans:

• User: AUser0
• Password: 1.password
• Role: USER
• Group: ActiveDirectory.test.net

Example of user attribute provisioning content The entry user01;propertyN;propertyV
\;test\;1\;2;prop 2;prop2 valuemeans:

• User: user01
• Property 1

– name: propertyN
– value: propertyV;test;1;2

• Property 2:

– name: prop 2
– value: prop2 value

Add or remove groups

Youmanage groups in theManage Groups dialog box in the Citrix Endpoint Management console on
these pages: Users, Add Local User, or Edit Local User. There is no group edit command.
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To add a local group

1. Do one of the following:

• On theUsers page, clickManage Local Groups.

• On either the Add Local User page or the Edit Local User page, clickManage Groups.

TheManage Group dialog box appears.
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2. Below the group list, type a new group name and then click the plus sign (+). The user group is
added to the list.

3. Click Close.

To remove a group

Removing a group has no effect on user accounts. Instead, removing a group only removes the user
associationwith that group. Users also lose access to apps or profiles providedby theDeliveryGroups
that are associated with that group. But, any other group associations stay intact. If users aren’t
associated with any other local groups, they are associated at the top level.

1. Do one of the following:

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 270



Citrix Endpoint Management

• On theUsers page, clickManage Local Groups.
• On either the Add Local User page or the Edit Local User page, clickManage Groups.

TheManage Groups dialog box appears.

2. On theManage Groups dialog box, click the group you want to delete.

3. Click the trash can icon to the right of the group name. A confirmation dialog box appears.

4. Click Delete to confirm the operation and remove the group.

Important:

You cannot undo this operation.

5. On theManage Groups dialog box, click Close.
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Create andmanage workflows

You can use workflows to manage the creation and removal of user accounts. Before you create a
workflow, identify individuals in your organization who have the authority to approve user account
requests. Then, use the workflow template to create and approve user account requests.

When you set upCitrix EndpointManagement for the first time, you configureworkflowemail settings,
whichmust be set before you can useworkflows. You can changeworkflow email settings at any time.
These settings include the email server, port, email address, and whether the request to create the
user account requires approval.

You can configure workflows in two places in Citrix Endpoint Management:

• In the Settings > Workflows page in the Citrix Endpoint Management console. On theWork‑
flows page, you can configure multiple workflows for use with app configurations. When you
configure workflows on the Workflows page, you can select the workflow when you configure
the app.

• When you configure an application connector in the app, provide a workflow name and then
configure the individuals to approve the user account request. See Add apps.

You can assign up to three levels for manager approval of user accounts. If you need other persons to
approve the user account, you can search for and select them by using their name or email address.
When Citrix Endpoint Management finds the person, you then add them to the workflow. All individ‑
uals in the workflow receive emails to approve or deny the new user account.

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner of the
console. The Settings page appears.

2. ClickWorkflows. TheWorkflows page appears.

3. Click Add. The AddWorkflow page appears.
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4. Configure these settings:

• Name: Type a unique name for the workflow.
• Description: Optionally, type a description for the workflow.
• Email Approval Templates: In the list, select the email approval template to be assigned.
You create email templates in the Notification Templates section under Settings in the
Citrix Endpoint Management console. When you click the eye icon to the right of this field,
you see a preview of the template you are configuring.

• Levels ofmanager approval: In the list, select the number of levels of manager approval
required for this workflow. The default is 1 level. Possible options are:
– Not Needed
– 1 level
– 2 levels
– 3 levels

• Select Active Directory domain: In the list, select the appropriate Active Directory do‑
main to be used for the workflow.

• Find additional required approvers: Type a name in the search field and then click
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Search. Names originate in the Active Directory.
• When the name appears in the field, select the checkbox next to the name. The name and
email address appear in the Selected additional required approvers list.
– To remove a name from the list, do one of the following:

* Click Search to see a list of everyone in the selected domain.

* Type a full or partial name in the search box, and then click Search to limit the
search results.

* Persons in the Selected additional required approvers list have check marks
next to their name in the search results list. Scroll through the list and clear the
checkbox next to each name that you want to remove.

5. Click Save. The created workflow appears on theWorkflows page.

After you create the workflow, you can view the workflow details, view the apps associated with the
workflow, or delete the workflow. You cannot edit a workflow after you create the workflow. If you
need a workflow with different approval levels or approvers, create another workflow.

To view details and delete a workflow

1. On theWorkflows page, in the list of existing workflows, select a specific workflow. To do that,
click the row in the table or select the checkbox next to the workflow.

2. To delete a workflow, click Delete. A confirmation dialog box appears. Click Delete again.

Important:

You cannot undo this operation.

Enrollment profiles

March 4, 2024

An enrollment profile specifies the following:

• Device management enrollment options for Android, iOS, and Windows devices.
• Appmanagement enrollment options for Android and iOS devices.
• Other enrollment options:

– Whether to limit the number of devices a user can enroll.
If the device limit is reached, an error message lets the user know that they exceeded the
device registration limit.
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– Whether to allow a user to decline device management.

You can use enrollment profiles to combine multiple use cases and device migration paths within a
single Citrix Endpoint Management console. Some use cases include:

• Mobile Device Management (MDM only)
• MDM+Mobile Application Management (MAM)
• MAM only
• Corporate‑owned enrollments
• BYOD enrollment (the ability to opt out of MDM enrollment)
• Migration of Android Device Administrator enrollments to Android Enterprise enrollments (fully
managed, work profile, dedicated device)

• Automatic enrollment ofWindows 10 andWindows 11 devices throughCitrixWorkspace app for
Windows (preview)

If your current site is MDM only and you want to add MAM, you must configure a NetScaler Gateway.
For more information, see NetScaler Gateway requirements.

When you create a delivery group, you can use the default enrollment profile named Global or specify
a different enrollment profile.

Enrollment profile features by platform include the following.

• For Android devices: You specify the management and device owner mode. For example:
Company‑owned device, fully managed with work profile, and BYOD work profile.

New devices enroll in Android Enterprise by default. You can opt to manage the devices using
legacy Android device administrator (DA) mode. New devices also enroll in app management
by default.

For information about specifying the level of security and required enrollment steps, see User
accounts, roles, and enrollment.

• For iOS devices: You specify the device management type: Apple User Enrollment, Apple
Device enrollment, orDonotmanagedevices. ThisAppleUser Enrollmentmode is available
as a public preview. To enable this feature, contact your support team.

If you select Apple User Enrollment, you can choose to use a customdomain forManaged Apple
IDs and configure that domain.

New devices enroll in Apple device management by default. New devices also enroll in app
management by default.

• For Windows 10 and Windows 11 devices: You specify whether to use Citrix device manage‑
ment for Windows. New devices enroll in device management by default.
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Global enrollment profile

The default enrollment profile is named Global. The Global profile is useful for testing until you have
a chance to create enrollment profiles.

If you onboard to Citrix EndpointManagement 20.2.1 or later, the Global enrollment profile has prede‑
fined settings. The following screenshots show the default settings for the Global enrollment profile.
MAM only deployments display a subset of these options.
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Enrollment profiles, delivery groups, and enrollment

Enrollment profiles and delivery groups interact as follows:

• You can attach an enrollment profile to one or more delivery groups.

• If a user belongs tomultiple delivery groups that havedifferent enrollment profiles, the nameof
thedelivery groupdetermines theenrollmentprofile used. Citrix EndpointManagement selects
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the delivery group that appears last in an alphabetized list of delivery groups. For example,
suppose that you have the following:

– Two enrollment profiles, named “EP1”and “EP2”.
– Two delivery groups, named “DG1”and “DG2”.
– “DG1”is associated with “EP1”.
– “DG2”is associated with “EP2”.

If the enrolling user is in both the “DG1”and “DG2”delivery groups, Citrix EndpointManagement
uses the “EP2”enrollment profile to determine the enrollment type for the user.

• The deployment order applies only to devices in a delivery group that has an enrollment profile
configured for MDM (device management).

• After a device enrolls, some changes to an enrollment profile require re‑enrollment:

– Changing the configuration to downgrade a device fromMDM+MAM toMAMorMDMenroll‑
ment. A downgrademight occur when you update an enrollment profile ormove a device
to a different delivery group.

– Adding MAM to an enrollment profile that’s configured for MDM.
– Adding MDM to an enrollment profile that’s configured for MAM.

• Switching to a different enrollment profile does not affect existing enrolled devices. However,
users must unenroll and then reenroll those devices for the changes to take effect.

To create an enrollment profile

1. In the Citrix Endpoint Management console, go to Configure > Enrollment Profiles.

2. On the Enrollment Info page, type a descriptive name for the profile. By default, a user can
enroll unlimiteddevices. Select a value to limit thenumberof devicesper user. The limit applies
to the sum of MAM or MDMmanaged Android, iOS, and Windows devices that a user enrolls.

3. Complete the platform pages. For information about enrollment settings specific to the plat‑
forms, see:

• Android Enterprise: Creating enrollment profiles
• iOS: Supported enrollment methods
• Windows Desktop and Tablet: Supported enrollment methods

4. On the Assignments page, attach one or more delivery groups to the enrollment profile.

A user might belong to multiple delivery groups that have different enrollment profiles. In that
case, the name of the delivery group determines the enrollment profile used. Citrix Endpoint
Management selects the delivery group that appears last in an alphabetized list of delivery
groups. To create delivery groups, go to Configure > Delivery Groups.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 278

https://docs.citrix.com/en-us/citrix-endpoint-management/device-management/android/android-enterprise.html#creating-enrollment-profiles
https://docs.citrix.com/en-us/citrix-endpoint-management/device-management/apple/ios.html#supported-enrollment-methods
https://docs.citrix.com/en-us/citrix-endpoint-management/device-management/windows/windows-desktop-laptop.html#supported-enrollment-methods


Citrix Endpoint Management

A list of your enrollment profiles appears on the Configure > Enrollment Profiles page. To edit the
Global profile or reset it to the original default, select the row for the Global profile and click Reset.
You can’t delete the Global profile.

Notifications

March 4, 2024

You can use notifications in Citrix Endpoint Management for the following purposes:

• To communicate with select groups of users for several system‑related functions. You can also
target these notifications for certain users. For example, all users with iOS devices, users whose
devices are out of compliance, users with employee‑owned devices, and so on.

• To enroll users and their devices
• To automatically notify users (using automated actions) when certain conditions are met. For
example:

– When a user device is about to be blocked from the corporate domain because of a com‑
pliance issue

– When a device has been jailbroken or rooted

For details about automated actions, see Automated Actions.

To send notifications with Citrix Endpoint Management, you must configure a gateway and a notifi‑
cation server. You can set up a notification server in Citrix Endpoint Management to configure SMTP
servers. Those servers send email notifications to users. You can use notifications to send messages
over SMTP.

• SMTP is a connection‑oriented, text‑based protocol in which amail sender communicates with
amail receiver. Themail sender issues command strings and supplies necessary data, typically
over a TCP connection. SMTP sessions consist of commands originated by an SMTP client (the
person sending the message) and corresponding responses from the SMTP server.
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Prerequisites

• Configure the SMTP notifications server to sendmessages to users. If the server is hosted on an
internal server, contact your system administrator for configuration information. If the server is
a hosted email service, locate the appropriate configuration information on the website of the
service provider.

• You can only use one active SMTP server. This communication channel allows only one active
configuration.

• Open port 25 fromCitrix Endpoint Management in your network DMZ to point back to the SMTP
server on your internal network. That enables Citrix Endpoint Management to send notifica‑
tions successfully.

Configure an SMTP server

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner of the
console. The Settings page appears.

2. Under Notifications, clickNotification Server. The Notification Server page appears.

3. Click Add. A menu appears with options to configure an SMTP server.

• To add an SMTP server, click SMTP Server and then see Add an SMTP server for the steps
to configure this setting.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 280



Citrix Endpoint Management

Add an SMTP server

1. Configure these settings:

• Name: Type the name associated with this SMTP server account.
• Description: Optionally, enter a description of the server.
• SMTP Server: Type the host name for the server. Specify either a fully qualified domain
name (FQDN) or an IP address.

• Secure channel protocol: Click SSL, TLS, or None in the drop‑down list for the secure
channel protocol used by the server (if the server is configured to use secure authentica‑
tion). The default is None.

• SMTP server port: Type the port used by the SMTP server. By default, the port is set to 25.
If SMTP connections use the SSL secure channel protocol, set the port to 465.
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• Authentication: SelectOn orOff. The default isOff.
• If you enable Authentication, configure these settings:

– User name: Type the user name for authentication
– Password: Type the authentication user’s password.

• Microsoft Secure Password Authentication (SPA): If the SMTP server is using the SPA,
clickOn. The default isOff.

• From Name: Type the name displayed in the From box when a client receives a notifica‑
tion email from this server. For example, Corporate IT.

• From email: Type the email address used if an email recipient replies to the notification
sent by the SMTP server.

2. Click Test Configuration to send a test email notification.

3. Expand Advanced Settings and then configure these settings:

• Number of SMTP retries: Type the number of times to retry a failed message sent from
the SMTP server. The default is 5.

• SMTP Timeout: Type the duration to wait (in seconds) when sending an SMTP request.
Increase this value ifmessage sending continuously fails becauseof timeouts. Use caution
when decreasing this value, to avoid increasing the number of timed out and undelivered
messages. The default is 30 seconds.

• Maximum number of SMTP recipients: Type the maximum number of recipients per
email message sent by the SMTP server. The default is 100.

4. Click Add.

Create and update notification templates

You can create or update notification templates in Citrix Endpoint Management to be used in auto‑
mated actions, enrollment, and standard notification messages sent to users. You configure the noti‑
fication templates to sendmessages over two different channels: Citrix Secure Hub or SMTP.

Citrix Endpoint Management includesmany predefined notification templates. The templates reflect
the distinct types of events that Citrix Endpoint Management automatically responds to for every de‑
vice in the system.

Note:

If you plan to use SMTP channels to send notifications to users, you must set up the channels
before you can activate them. Citrix Endpoint Management prompts you to set up the channels
when you add notification templates if they aren’t already set up.

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner of the
console. The Settings page appears.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 282



Citrix Endpoint Management

2. ClickNotification Templates. The Notification Templates page appears.

Add a notification template

1. Click Add. If no SMTP server is set up, a message about the use of SMTP notifications appears.
You can choose to set up the SMTP servers now or set them up later.

If you choose to set up SMTP server settings now, you’re redirected to the Notification Server
page on the Settings page. After setting up the channels you want to use, you can return to the
Notification Template page to continue adding or modifying notification templates.

Important:

If you choose to set up SMTP server settings later, you can’t activate those channels when
you add or edit a notification template. As a result, those channels aren’t available for
sending user notifications.

2. Configure these settings:

• Name: Type a descriptive name for the template.
• Description: Type a description for the template.
• Type: Click the notification type in the drop‑down list. Only supported channels for the
selected type appear. Only one APNS Cert Expiration template is allowed, which is a pre‑
defined template. You can’t add a template of this type.
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Note:

For some template types, the phrase “Manual sending supported”appears below the type.
Those template types are available in the Notifications list on the Dashboard and on the
Devices page. From those locations you canmanually send the notification to users. Man‑
ual sending isn’t available in any template that uses the following macros in the Subject
or Message field on any channel:

• ${outofcompliance.reason(whitelist_blacklist_apps_name)}

• ${outofcompliance.reason(smg_block)}

Note:

The Citrix Endpoint Management console includes the terms “blacklist”and
“whitelist”. We’re changing those terms in an upcoming version to “block list”and
“allow list”.

3. Under Channels, configure the information for each channel to be used with this notification.
You can choose anyor all channels. The channels you choosedependsonhowyouwant to send
notifications:

• If you choose Citrix Secure Hub, only iOS and Android devices receive the notifications,
which appear in the device notification tray.

• If you choose SMTP, users who enrolled with their email address receive the message.

Citrix Secure Hub:

• Activate: Click to enable the notification channel.
• Message: Type the message to be sent to the user. This field is required if you’re using
Citrix Secure Hub. For information about using macros in a message, see Macros.

• Sound File: In the list, click the notification sound the user hears when the notification is
received.

SMTP:

• Activate: Click to enable the notification channel.

You can activate the SMTP notification only after you set up the SMTP server.

• Sender: Type an optional sender for the notification, which can be a name, an email ad‑
dress, or both.

• Recipient: This field has a pre‑built macro for all but Ad Hoc notifications to make sure
that notifications are sent to the correct SMTP recipient address. Citrix recommends that
you do notmodifymacros in templates. You can addmore recipients (such as a corporate
administrator) by adding their addresses in this field. Use a semi‑colon (;) to separate the
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macros and other addresses. To send Ad Hoc notifications, you can enter specific recip‑
ients, or you can select devices from the Manage > Devices page and send notifications
from there. For details, see Devices.

• Subject: Type a descriptive subject for the notification. This field is required.

• Message: Type themessage to be sent to the user. For information about usingmacros in
a message, see Macros.

4. Click Add. When all channels are correctly configured, they appear in this order on the Noti‑
fication Templates page: SMTP and Citrix Secure Hub. Any channels not correctly configured
appear after the correctly configured channels.

Edit a notification template

1. Select a notification template. The edit page specific to that template appears. You can edit the
template, except for the Type field, and activate or deactivate channels.

2. Click Save.

Delete a notification template

Youcandeleteonly notification templates that you’veadded. You can’t deletepredefinednotification
templates.

1. Select an existing notification template.

2. Click Delete. A confirmation dialog box appears.

3. Click Delete to delete the notification template or click Cancel to cancel deleting the notifica‑
tion template.

Configure roles with RBAC

March 4, 2024

The role‑based access control (RBAC) feature in Citrix Endpoint Management lets you assign roles to
users and groups. Roles are sets of permissions that control the level of access users have to system
functions.

Citrix EndpointManagement comeswith the followingdefault user roles. Youcanuse thedefault roles
as templates that you customize to create your own user roles.
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• Administrator: Grants full system access.
• User: Allows users to enroll devices and access the Self‑Help Portal.

You can use the RBAC feature in Citrix Endpoint Management to:

• Create and edit user roles.
• Assign roles to local user groups and Active Directory (AD) groups.
• Assign roles to administrators in Citrix Cloud through Identity and Access Management > Ad‑
ministrators. See Add roles to Citrix Cloud administrators.

Use the RBAC feature

You can assign roles to local users, to cloud administrators (in Citrix Cloud), and to local user groups
and Active Directory groups.

• Local users: Assign roles to local users usingManage > Users. You can assign only one role to
local users. To change the roles, you can manually edit the user account. Or, you can create a
group for local users and assign a role to that group.

• Cloud administrators: A cloud administrator is a special user account that Citrix Cloud creates
when an administrator is added to your Citrix Cloud customer account. A cloud administrator
account uses the same user name as the administrator account on Citrix Cloud. Create RBAC
roles in the Citrix Endpoint Management console and assign roles to these users through Iden‑
tity and Access Management > Administrators in Citrix Cloud.

• Active Directory groups: All users in an Active Directory group have the same permissions. If
a user belongs to several Active Directory groups, all the permissions merge to define the per‑
missions for that user. For example, suppose ADGroupA users can locate manager devices and
ADGroupB users can wipe employee devices. A user who belongs to both groups can locate
and wipe the devices of managers and employees. If a user belongs to groups with conflicting
permissions, the allowed permissions prevail.

For more information, see About user accounts.

Create or edit roles

1. In the Citrix Endpoint Management console, to access the Settings page, click the gear icon in
the upper‑right corner.

2. ClickRole‑BasedAccess Control. TheRole‑BasedAccess Controlpage shows the default user
roles and any roles that you added.

Click the plus sign (+) next to a role to see all the permissions for that role.
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3. To add a role, click Add. Or, to edit a role, click the pen to the right of an existing role.

Note:

You can delete a role by clicking the trash can to the right of a role that you defined. You
can’t delete the default user roles.

4. On the Add Role page, enter the following information:

• RBAC name: Enter a descriptive name for the new user role. You can’t change the name
of an existing role.

• RBACtemplate: Optionally, select a template as the startingpoint for thenew role. (When
editing a role, you can’t select or change templates.) RBAC templates are the default user
roles that define the access to system functions.

Click the Apply button to populate the Authorized access and Console features checkboxes.
Citrix Endpoint Management fills those fields with the predefined access and feature permis‑
sions for the selected template.
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5. To customize the role, select or clear the checkboxes in Authorized access and Console fea‑
tures.

Click the triangle next to a console feature to reveal and select permissions specific to that fea‑
ture. Clicking the top‑level checkbox does not select the individual permissions. Select individ‑
ual options after expanding the top‑level permission.

6. Apply permissions: Click To specific user groups to apply permissions to the groups you se‑
lect.

For example, if an RBAC administrator has permission to the ActiveDirectory user group:

• The administrator can access information only for users who are in the ActiveDirectory
group.

• The administrator can’t viewany other local or ADusers. The administrator can viewusers
who are members of child groups of either of those groups.

• The administrator can send invitations to:

– The permission groups and their child groups
– The users who are members of permission groups and their child groups
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7. ClickNext and enter the following information to assign the role to user groups.

• Select domain: From the list, select a domain.
• Search for user groups: Click Search to see a list of all available groups. Type a full or
partial group name to narrow the search.

• Include user groups: In the list that appears, select the user groups you want to assign
the role to.

8. Click Save.

Add roles to Citrix Cloud administrators

Instead of assigning RBAC roles to Citrix Cloud administrators through the Citrix Endpoint Manage‑
ment console, assign roles from the Citrix Cloud console.

1. In the Citrix Cloud console, navigate to Identity and Access Management > Administrators.
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2. Selecting an identity provider, and then type an email address to add an administrator. Click
Invite.

Click the… at the end of an existing administrator row to edit those permissions.

3. ClickCustomaccess. Whenassigningpermissions to theadministrator, youcan select theRBAC
roles created in the Citrix Endpoint Management console.

4. Click Send Invite to send an invitation to a new administrator or click Save to finish editing an
administrator.
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Predefined roles

Each predefined RBAC role has certain associated access and feature permissions. The tables that
follow describe each of the permissions for the Admin role and for the User role. You can’t delete or
edit the predefined roles.

• For a full list of default permissions for each built‑in role, download Role‑Based Access Control
Defaults

• For information about the Citrix EndpointManagement user accounts, see About user accounts.

Important:

Under the Settings permission, the RBAC permission gives Admin users full access, including the
ability to assign their own permissions. Give this access only to users who you intend to give the
ability to manipulate everything in the Citrix Endpoint Management system.

Admin role

The predefined Admin role provides specific access in Citrix Endpoint Management. By default, Au‑
thorized access (except Self‑Help Portal), Console features, and Apply permissions are enabled.

You can change the role for local users who are assigned the Admin role by using Manage > Users.
For cloud users who have the Admin role, use the Citrix Cloud console to change the role. By default,
cloud and local users with the Admin role have Full access.

Authorized access for administrators

Admin console access Administrators can access all features on the
Citrix Endpoint Management console.

Self‑Help Portal access By default, administrators can’t access the
Self‑Help Portal. (Users with the User role can
access only the Self‑Help portal.)

Remote Support access Administrators can access the Remote Support
feature.

Public API access Administrators can access the public API to do
actions programmatically that are available on
the Citrix Endpoint Management console. The
actions include administering certificates, apps,
devices, delivery groups, and local users.
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Console features for administrators Administrators have unrestricted access to the Citrix End‑
point Management console.

Dashboard The Dashboard is the first page that
administrators see after logging on to the Citrix
Endpoint Management console. The Dashboard
shows basic information about notifications and
devices.

Reporting The Analyze > Reporting page provides
pre‑defined reports that let you analyze your
app and device deployments.

Devices TheManage > Devices page is where you
manage user devices. You can add individual
devices on the page or import a device
provisioning file to addmultiple devices at one
time.

Local Users and Groups TheManage > Users page is where you can add,
edit, or delete local users and local user groups.

Enrollment TheManage > Enrollment Invitations page is
where youmanage how users are invited to
enroll their devices in Citrix Endpoint
Management.

Policies The Configure > Device Policies page is where
youmanage device policies, such as VPN and
network.

App The Configure > Apps page is where you
manage the various apps that users can install
on their devices.

Media The Configure > Media page is where you
manage the various media that users can install
on their devices.

Action The Configure > Actions page is where you
manage responses to trigger events.

Delivery Group The Configure > Delivery Groups page is where
youmanage delivery groups and the resources
associated with them.
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Enrollment Profile The Configure > Enrollment Profiles page is
where you specify how users can enroll their
devices.

Alexa for Business The Settings page is where youmanage your
Alexa for Business profiles.

Settings The Settings page is where youmanage system
settings, such as client and server properties,
certificates, and credential providers.
Important: These settings include the RBAC
permission. The RBAC permission gives admins
full access, including the ability to assign their
own permissions. Give this access only to users
who you intend to give the ability to manipulate
everything in the Citrix Endpoint Management
system.

Support The Troubleshooting and Support page is
where you do troubleshooting activities such as
running diagnostics and generating logs.

Device restrictions for administrators Administrators access device features throughout the con‑
sole by setting device restrictions, setting up and sending notifications to devices, administering apps
on the devices, and so on.

Full Wipe device Erase all data and apps from a device, including
memory cards if the device has one.

Clear Restriction Remove one or more device restrictions.

Selective Wipe device Erase all corporate data and apps from a device,
leaving personal data and apps in place.

View locations See the location of and set geographic
restrictions on a device. Includes: Locate device,
Track device.

Lock device Remotely lock a device so that users can’t use
the device.

Unlock device Remotely unlock a device so that users can use
the device.
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Lock container Remotely lock the corporate container on a
device.

Unlock container Remotely unlock the corporate container on a
device.

Reset container password Reset the corporate container password.

Enable ASM/Bypass activation lock Store a bypass code on a supervised iOS device
when Activation Lock is enabled. To erase the
device, use this code to clear the Activation Lock
automatically.

Get Resident Users List the users that have active accounts on the
current device. This action forces a sync
between the device and the Citrix Endpoint
Management console.

Logout Resident User Force a log out of the current user.

Delete Resident User Delete the current session for a specific user. The
user can sign in again.

Rings the device Remotely ring a Windows device at full volume
for 5 minutes.

Reboot the device Restart Windows devices from the Citrix
Endpoint Management console.

Deploy to device Send apps, notifications, restrictions, and other
resources to a device.

Edit device Change the settings on the device.

Notification to device Send a notification to a device.

Add/Delete device Add or remove devices from Citrix Endpoint
Management.

Devices import Import a group of devices from a file into Citrix
Endpoint Management.

Export device table Collect device information from the Device page
and export it to a .csv file.

Revoke device Prohibit a device from connecting to Citrix
Endpoint Management.

App lock Deny access to all apps on a device. On Android,
this restriction prevents users from signing in to
Citrix Endpoint Management. On iOS, users can
sign in, but they can’t access the apps.
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App wipe On Android, this restriction deletes the user’s
Citrix Endpoint Management account. On iOS,
this restriction deletes the encryption key
required for users to access Citrix Endpoint
Management features.

View software inventory See what software is installed on a device.

Request AirPlay mirroring Request to start AirPlay streaming.

Stop AirPlay mirroring Stop AirPlay streaming.

Enable lost mode On theManage > Devices page, you can put a
supervised device in lost mode to block a
supervised device on the lock screen. You can
then locate the device when the device is lost or
stolen.

Disable lost mode On theManage > Devices page, you can disable
lost mode for a device that is set to lost mode.

OS Update device You can deploy an OS Update device policy to
devices.

Shut down device Shut down iOS devices from the Citrix Endpoint
Management console.

Restart device Restart iOS devices from the Citrix Endpoint
Management console.

Renew Device Enrollment Certificate Renew a device CA certificate.

Local Users and Groups Administrators manage local users and local user groups on theManage
> Users page in Citrix Endpoint Management.

Add Local Users

Delete Local Users

Edit Local Users

Import Local Users

Export Local Users

Local User Groups
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Get Local User Lock ID

Delete Local User Lock

Enrollment Administrators can add and delete enrollment invitations, send notifications to users,
and export the enrollment table to a .csv file.

Add/Delete enrollment Add or remove an enrollment invitation to a user
or a group of users.

Notify user Send and enrollment invitation to a user or
group of users.

Export enrollment invitation table Collect enrollment information from the
Enrollment page and export it to a .csv file.

Policies

Add/Delete policy Add or remove a device or app policy.

Edit policy Change a device or app policy.

Upload Policy Upload a device or app policy.

Clone Policy Copy a device or app policy.

Disable Policy Disable an existing app policy.

Export Policy Collect device policy information from the
Device Policies page and export it to a .csv file.

Assign Policy Assign a device policy to one or more delivery
groups.

App Administrators manage apps on the Configure > Apps page in Citrix Endpoint Management.
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Add/Delete app store or enterprise app Add or remove a public app store app or an
enterprise app (not MDX‑enabled).

Edit app store or enterprise app Change a public app store app or an enterprise
app (not MDX‑enabled).

Add/Delete MDX, Web, and SaaS app Add or remove an MDX‑enabled app, an app
from your internal network (Web app), or an app
from a public network (SaaS) to Citrix Endpoint
Management.

Edit MDX, Web, and SaaS app Change an MDX‑enabled app, an app from your
internal network (Web app), or an app from a
public network (SaaS) to Citrix Endpoint
Management.

Add/Delete category Add or delete a category in which apps can
appear in the app store.

Assign public/enterprise app to delivery group Assign a public app store app or an MDX‑enabled
app to a delivery group for deployment.

Assign MDX/WebLink/SaaS app to delivery group Assign to a delivery group an app that is
MDX‑enabled, doesn’t require single sign‑on
(WebLink), or that’s from a public network
(SaaS).

Export app table Collect app information from the App page and
export it to a .csv file.

Media Managemedia from a public app store or a Volume Purchase license.

Add/Delete app store or enterprise books

Assign public/enterprise books to delivery group

Edit app store or enterprise books

Action
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Add/delete action Add or remove an action defined by a trigger and
associated response. A trigger is an event,
device or user property, or installed app name.

Edit action Change an action defined by a trigger and
associated response. A trigger is an event,
device or user property, or installed app name.

Assign action to delivery group Assign an action to a delivery group for
deployment to user devices.

Export action Collect action information from the Actions page
and export it to a .csv file.

Delivery group Administrators manage delivery groups from the Configure > Delivery Groups
page.

Add/delete delivery group Create or remove a delivery group, which adds
specified users and optional policies, apps, and
actions.

Edit delivery group Change an existing delivery group, which
modifies users and optional policies, apps, and
actions.

Deploy delivery group Make the delivery group available for use.

Export delivery group Collect delivery group information from the
Delivery group page and export it to a .csv file.

Enrollment profile Manage enrollment profiles.

Add/delete enrollment profile

Edit enrollment profile

Assign enrollment profile to delivery group

Alexa for Business Manage Alexa for Business profiles.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 298



Citrix Endpoint Management

Add/delete/edit Rooms

Add/delete/edit Room profiles

Add/delete/edit Skill groups

Settings for administrators Administrators configure various settings on the Settings pages.

RBAC RBAC Assignment. Important: This permission
gives admins full access, including the ability to
assign their own permissions. Give this access
only to users who you intend to give the ability
to manipulate everything in the Citrix Endpoint
Management system.

LDAP Administer one or more LDAP‑compliant
directories, such as Active Directory, to import
groups, user accounts, and related properties.

Enrollment Enable enrollment security modes for users and
the Self‑Help Portal.

Release Management View the current installed release. Includes:
Release Management Update

Certificates Edit APNS certificate

Notification Templates Create notification templates to use in
automated actions, enrollment, and standard
notification message delivery to users.

Workflows Manage the creation, approval, and removal of
user accounts for use with app configurations.

Credential Providers Add one or more credential providers authorized
to issue device certificates. The credential
providers control the certificate format and the
conditions for renewing or revoking the
certificate.

PKI Entities Manage public key infrastructure entities
(generic, Microsoft Certificate Services, or
discretionary CA).

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 299



Citrix Endpoint Management

Test PKI Connection Use the Test Connection button on the Settings
> PKI Entities page to make sure that the server
is accessible.

Client Properties Manage various properties on user devices, such
as passcode type, strength, and expiration.

Client Support Set the ways in which users can contact your
support services (email, phone, or support ticket
email).

Client Branding Create a custom store name and default store
views for the app store. Add a custom logo that
appears in the app store or Citrix Secure Hub.

Carrier SMS Gateway Set up carrier SMS gateways to configure
notifications that Citrix Endpoint Management
sends through carrier SMS gateways.

Notification Server Set up an SMTP gateway server to send an email
to users.

ActiveSync Gateway Manage user access to users and devices
through rules and properties.

Google Chrome Configure Citrix Endpoint Management to
communicate with your Google Workspace
account.

Apple Deployment Program Add an Apple Deployment Program account to
Citrix Endpoint Management.

Apple Configurator Device Enrollment Configure Apple Configurator settings in the
Citrix Endpoint Management console.

iOS/volume purchase Settings Add Apple Volume Purchase accounts.

NetScaler Gateway Configure NetScaler Gateway (now renamed
NetScaler Gateway) settings in Citrix Endpoint
Management.

Network Access Control Set the conditions that determine a device is
noncompliant so that it can’t access the
network.

Server Properties Add or modify server properties. Requires
restarting Citrix Endpoint Management on all
nodes.

Virtual Apps and Desktops Allow users to add Citrix Virtual Apps and
Desktops through Citrix Workspace app.
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Citrix Files When using Citrix Endpoint Management with
Enterprise accounts: Configure settings to
connect to the ShareFile and administrator
service accounts for user account management.
Requires existing Citrix Files domain and
administrator credentials. When using Citrix
Endpoint Management with storage zone
connectors: Configure Citrix Endpoint
Management to point to network shares and
SharePoint locations defined in storage zone
connectors.

Android Enterprise Configure Android Enterprise server settings.

Identity Provider (IdP) Configure an identity provider.

Citrix Endpoint Management Tools Access the Citrix Endpoint Management Tools
page.

Windows Bulk Enrollment Configure Windows bulk enrollment settings.

Support Administrators can do various support tasks.

NetScaler Gateway Connectivity Checks Do various connectivity checks for NetScaler
Gateway by IP address. Requires a user name
and password.

Citrix Endpoint Management Connectivity
Checks

Do connectivity checks for selected Citrix
Endpoint Management features, such as
database, DNS, and Google Plan.

Citrix Product Documentation Access the public Citrix Endpoint Management
documentation site.

Citrix Knowledge Center Access the Citrix Support site to search for
knowledge‑base articles.

Logs View and download log files.
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Macros Populate user or device property data in the text
field of a profile, policy, notification, or
enrollment template. Configure a single policy,
deploy the policy to a large user base, and have
user‑specific values appear for each targeted
user.

PKI Configuration Import and export PKI configuration
information.

APNS Signing Utility Submit a request for Apple Push Network
signing (APNs) certificates, or upload a Citrix
Secure Mail APNs certificate for iOS.

Citrix Insight Services Upload logs to Citrix Insight Services (CIS) for
assistance with various issues.

Device NetScaler Gateway connector for
Exchange ActiveSync Status

Query Citrix Endpoint Management for the
status of a device sent to the connector for
Exchange ActiveSync. The query is based on the
device ActiveSync ID.

Restrict Group Access Admin users can apply permissions to all user groups.

Console features for device provisioning Device provisioning users have the following restricted
access to the Citrix Endpoint Management console. By default, each of the following features is en‑
abled.

Device restrictions

Edit device Change the settings on the device.

Add/Delete device Add or remove devices from Citrix Endpoint
Management.

Settings for device provisioning Device provisioning users can access the Settings page, but do
not have the right to configure the features.
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User role

Users with the User role have the following limited access to Citrix Endpoint Management.

Authorized access for users

Self‑Help Portal Provide users access only to the Self‑Help Portal
in Citrix Endpoint Management.

Console features for users Users have the following restricted access to the Citrix Endpoint Man‑
agement console.

Device restricted access for users

Full Wipe device Erase all data and apps from a device, including
memory cards if the device has one.

Selective Wipe device Erase all corporate data and apps from a device,
leaving personal data and apps in place.

View locations See the location of and set geographic
restrictions on a device. Included: Locate device,
See the location of a device, Track device, Track
device location over time

Lock device Remotely lock a device so that it can’t be used.

Unlock device Remotely unlock a device so that It can be used.

Lock container Remotely lock the corporate container on a
device.

Unlock container Remotely unlock the corporate container on a
device.

Reset container password Reset the corporate container password.

Enable ASM/Bypass activation lock Store a bypass code on a supervised iOS device
when Activation Lock is enabled. To erase the
device, use this code to clear the Activation Lock
automatically.
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Get Resident Users List the users that have active accounts on the
current device. This action forces a sync
between the device and the Citrix Endpoint
Management console.

Logout Resident User Force a log out of the current user.

Delete Resident User Delete the current session for a specific user. The
user can sign in again.

Rings the device Remotely ring a Windows device at full volume
for 5 minutes.

Reboot the device Restart a Windows device.

App lock Deny access to all apps on a device. On Android,
users can’t sign in to Citrix Endpoint
Management. On iOS, users can sign in, but they
can’t access the apps.

App wipe On Android, this restriction deletes the user’s
Citrix Endpoint Management account. On iOS,
this restriction deletes the encryption key
required for users to access Citrix Endpoint
Management features.

View software inventory See what software is installed on a device.

Enrollment restrictions for users

Add/Delete enrollment Add or remove an enrollment invitation to a user
or a group of users.

Notify user Send and enrollment invitation to a user or
group of users.

Restrict Group Access for all roles For the default roles, this permission is set by default and can
be applied to all user groups. You can’t edit the role.
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Licenses

November 6, 2023

For information about Citrix license usage, see:

• Monitor license and active usage for cloud services

• Monitor license and active usage for Citrix Endpoint Management

Devicemanagement

March 26, 2024

Citrix Endpoint Management can provision, manage, secure, and inventory a broad range of device
types within a single management console.

• Useacommonsetofdevicepolicies tomanagesupporteddevices. Foraquick lookat thedevice
policies available by platform:

1. Go to the Citrix Endpoint Management console and navigate to Configure > Device Po‑
lices.

2. Click Add and then select the platforms you want to view.

For more information, see Filter the list of added device policies.

• Protect business informationwith strict security for identity, corporate‑ownedandBYOdevices,
apps, data, and network. Specify the user identity to use to authenticate to devices. Configure
how to keep enterprise and personal data separate on devices.

• Deliver any app to end users, whatever device or operating system. Protect your information at
the app level and provide enterprise‑grademobile application management.

• Use provisioning and configuration controls to set up devices. Those controls include device
enrollment, policy application, and access privileges.

• Use security and compliance controls to create a customized security baseline with actionable
triggers. For example, lock, wipe, or notify a device in violation of defined compliance stan‑
dards.

• Use OS update controls to prevent or enforce operating system updates. This feature is critical
for data loss prevention against targeted operating system vulnerabilities.
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To access articles about each supported platform, expand the “Device management”section in the
contents list. Those articles provide details specific to each device platform. The rest of this article
describes how to do general device management tasks.

Devicemanagement workflows

Theworkflow diagrams in this section provide a suggested sequence for devicemanagement tasks.

1. Recommended prerequisites for adding devices and apps: Performing the following setup
in advance lets you configure devices and apps without interruption.

See:

Deploy resources

Configure roles with RBAC

Create and update notification templates

Create andmanage workflows

2. Add devices:
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See:

Prepare to enroll devices and deliver resources

Device policies

Deploy to delivery groups

Automated actions

3. Prepare enrollment invitations: You can send enrollment invitations to users with iOS, iPa‑
dOS, macOS, Android Enterprise, and legacy Android devices. Do the following if you plan to
use enrollment invitations.

See:

Configure enrollment security modes

Send a notification to devices

4. Add apps:
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See:

MAM SDK

Add apps

About app categories

Apply workflows

Deploy to delivery groups

5. Perform ongoing device and appmanagement: In addition to using the Citrix Endpoint Man‑
agement dashboard, we encourage you to review the What’s new content for each version.
What’s new provides information about any needed actions, such as configuring new device
policies.
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See:

Monitor and support

Reports

Security actions

What’s new

Device policies

Enrollment invitations

Tomanageuserdevices remotelyandsecurely, youenroll userdevices inCitrix EndpointManagement.
The Citrix EndpointManagement client software is installed on the user device and the user identity is
authenticated. Then, Citrix Endpoint Management and the user profile are installed. For enrollment
details for supported device platforms, see the device articles under this section.

In the Citrix Endpoint Management console:

• You can send an enrollment invitation to users with iOS, iPadOS, macOS, Android Enterprise,
and legacy Android devices. Enrollment invitations aren’t available for Windows devices.

• You can send an invitation URL to users with iOS, iPadOS, Android Enterprise, or legacy Android
devices. Invitation URLs aren’t available for Windows devices.

Enrollment invitations are sent as follows:

• If Active Directory users have an email address in Active Directory, they receive the invitation.
Local users receive the invitation at the email specified in user properties.
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After users enroll, their devices appear asmanaged onManage >Devices. The status of the invitation
URL is shown as Redeemed.

Prerequisites

• LDAP configured

• If using local groups and local users:

– One or more local groups.

– Local users assigned to local groups.

– Delivery groups are associated with local groups.

• If using Active Directory:

– Delivery groups are associated with Active Directory groups.

Create an enrollment invitation

1. In the Citrix Endpoint Management console, clickManage > Enrollment Invitations. The En‑
rollment Invitations page appears.

2. Click Add. A menu of enrollment options appears.

• To send an enrollment invitation to a user or group, click Add Invitation.
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• To send an enrollment installation link to a list of recipients over SMTP, click Send Instal‑
lation Link.

Sending enrollment invitations and installation links are described after these steps.

3. Click Add Invitation. The Enrollment Invitation screen appears.

4. Configure these settings:

• Recipient: Choose Group or User.

• Select a platform: If Recipient is Group, all platforms are selected. You can change the
platform selection. If Recipient isUser, no platforms are selected. Select a platform.

To create an enrollment invitation for Android Enterprise devices, select Android.

• Device ownership: Select Corporate or Employee.

Settings for users or groups appear, as described in the following sections.

To send an enrollment invitation to a user
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1. Configure theseUser settings:

• User name: Type a user name. The user must exist in Citrix Endpoint Management as a
local or Active Directory user. If the user is local, set the email property of the user so you
can send that user notifications. If the user is in the Active Directory, provided that LDAP
is configured.

• Phonenumber: This setting doesn’t appear if you selectmore than one platformor if you
select only macOS. Optionally, type the phone number of the user.

• Carrier: This setting doesn’t appear if you select more than one platform or if you select
only macOS. Choose a carrier to associate to the phone number of the user.

• Enrollment mode: Choose the enrollment security mode for users. The default is User
name + Password. Some of the following options aren’t available for all platforms:
– User name + Password
– Invitation URL
– Invitation URL + PIN
– Invitation URL + Password
– Two Factor
– User name + PIN

We deprecated support for High Security enrollment mode. To send enrollment invitations,
you can use only Invitation URL, Invitation URL + PIN, or Invitation URL + Password enroll‑
ment security modes. For devices enrolling with User name + Password, Two Factor, or User
name + PIN, users must download Citrix Secure Hub andmanually enter their credentials.

For more information, see Enrollment security modes by platform. A PIN for enrollment is also
called a one‑time PIN. Such PINs are valid only when the user enrolls.

Note:

When you select any enrollment security mode that includes a PIN, the Template for en‑
rollment PIN field appears. Click Enrollment PIN.

• Template for agent download: Choose the download link template named Download
link. That template is for all supported platforms.

• Template for enrollment URL: Choose Enrollment Invitation.
• Template for enrollment confirmation: Choose Enrollment Confirmation.
• Expire after: This field is set when you configure the enrollment security mode and indi‑
cates when the enrollment expires. For more information about configuring enrollment
security modes, see Configure enrollment security modes.

• Maximum Attempts: This field is set when you configure the enrollment security mode
and indicates the maximum number of times the enrollment process occurs.

• Send invitation: SelectOn to send the invitation immediately. SelectOff to add the invi‑
tation to the table on the Enrollment Invitations page, but not send it.
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2. Click Save and Send if you enabled Send invitation. Otherwise, click Save. The invitation
appears in the table on the Enrollment Invitations page.

To send an enrollment invitation to a group

The following figure shows the settings for configuring an enrollment invitation to a group.

1. Configure these settings:

• Domain: Choose the domain of the group to receive the invitation.
• Group: Choose the group to receive the invitation. Citrix Endpoint Management gets the
user list from Active Directory. The list includes users whose names have special charac‑
ters.

• Enrollmentmode: Choose how youwant users in the group to enroll. The default isUser
name + Password. Some of the following options aren’t available for all platforms:

– User name + Password

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 313



Citrix Endpoint Management

– Invitation URL
– Invitation URL + PIN
– Invitation URL + Password
– Two Factor
– User name + PIN

We deprecated support for High Security enrollment mode. To send enrollment invitations,
you can use only Invitation URL, Invitation URL + PIN, or Invitation URL + Password enroll‑
ment security modes. For devices enrolling with User name + Password, Two Factor, or User
name + PIN, users must download Citrix Secure Hub andmanually enter their credentials.

Only the enrollment securitymodes that are valid for each of the selected platforms appear. For
more information, see Enrollment security modes by platform.

Note:

When you select any enrollment security mode that includes a PIN, the Template for en‑
rollment PIN field appears. Click Enrollment PIN.

• Template for agent download: Choose the download link template named Download
link. That template is for all supported platforms.

• Template for enrollment URL: Choose Enrollment Invitation.
• Template for enrollment confirmation: Choose Enrollment Confirmation.
• Expire after: This field is set when you configure the enrollment security mode and indi‑
cates when the enrollment expires. For more information about configuring enrollment
security modes, see Configure enrollment security modes.

• Maximum Attempts: This field is set when you configure the enrollment security mode
and indicates the maximum number of times the enrollment process occurs.

• Send invitation: SelectOn to send the invitation immediately. SelectOff to add the invi‑
tation to the table on the Enrollment Invitations page, but not send it.

2. Click Save and Send if you enabled Send invitation. Otherwise, click Save. The invitation
appears in the table on the Enrollment Invitation page.
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To send an installation link

Before you can send an enrollment installation link, youmust configure channels (SMTP) on the noti‑
fication server from the Settings page. For details, see Notifications

1. Configure these settings and then click Save.

• Recipient: For each recipient that you want to add, click Add and then do the following:

– Email: Type the email address of the recipient. This field is required.
– Phone number: Type the phone number of the recipient. This field is required.

Note:

To delete a recipient, hover over the line with the listing and then click the trash icon
on the right side. A confirmationdialog box appears. ClickDelete to delete the listing
or click Cancel to keep the listing.

To edit a recipient, hover over the line with the listing. Then, click the pen icon on
the right side. Update the listing and then click Save to save the changed listing or
Cancel to leave the listing unchanged.

• Channels: Select a channel to use for sending the enrollment installation link. You can
send notifications over SMTP. These channels cannot be activated until you configure the
server settings on the Settings page inNotification Server. For details, see Notifications.

• SMTP:Configure theseoptional settings. If youdonot typeanything in these fields, thede‑
fault values specified in the notification template configured for the platform you selected
are used:
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– Sender: Type an optional sender.
– Subject: Typeanoptional subject for themessage. For example, “Enroll yourdevice.”
– Message: Type an optional message to be sent to the recipient. For example, “Enroll
your device to gain access to organizational apps and email.”

2. Click Send.

Note:

If your environment uses sAMAccountName: After users receive the invitation and click
the link, they must edit the user name to complete the authentication. The user name
appears in the form of sAMAccountName@domainname.com. Users must remove the
@domainname.com portion.

Enrollment security modes by platform

The following table displays security modes that you can use to enroll user devices. In the table, Yes
indicates which device platforms support specific enrollment andmanagementmodeswith different
enrollment profiles.

MDM
enroll‑
ment
secu‑
rity
mode

MAM
enroll‑
ment
secu‑
rity
mode
on
NetScaler
Gate‑
way

Management
modes

Support
differ‑
ent
enroll‑
ment
profiles

Android
(legacy)

Android
Enter‑
prise

iOS
(user
enroll‑
ment
mode) iOS macOS Windows

Azure
AD and
Okta as
iden‑
tity
providers
through
Citrix
Cloud

Client
certifi‑
cate

MDM+MAM
or MDM

Yes Yes Yes Yes Yes No No
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MDM
enroll‑
ment
secu‑
rity
mode

MAM
enroll‑
ment
secu‑
rity
mode
on
NetScaler
Gate‑
way

Management
modes

Support
differ‑
ent
enroll‑
ment
profiles

Android
(legacy)

Android
Enter‑
prise

iOS
(user
enroll‑
ment
mode) iOS macOS Windows

User
name +
Pass‑
word

LDAP,
LDAP +
client
certifi‑
cate,
and
client
certifi‑
cate
only

MDM+MAM,
MDM,
or MAM
(MAM‑
only
mode
doesn’
t sup‑
port
client
certifi‑
cates
on
NetScaler
Gate‑
way)

Yes Yes Yes Yes Yes Yes Yes

Invitation
URL

Client
certifi‑
cate

MDM+MAM
or MDM

Yes Yes Yes No Yes No No

Invitation
URL +
PIN

Client
certifi‑
cate

MDM+MAM
or MDM

Yes Yes Yes No Yes No No
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MDM
enroll‑
ment
secu‑
rity
mode

MAM
enroll‑
ment
secu‑
rity
mode
on
NetScaler
Gate‑
way

Management
modes

Support
differ‑
ent
enroll‑
ment
profiles

Android
(legacy)

Android
Enter‑
prise

iOS
(user
enroll‑
ment
mode) iOS macOS Windows

Invitation
URL +
Pass‑
word

LDAP,
LDAP +
client
certifi‑
cate,
and
client
certifi‑
cate
only

MDM+MAM
or MDM

Yes Yes Yes No Yes No No

Two‑
factor
authen‑
tica‑
tion
(user
name +
pass‑
word +
PIN)

LDAP,
LDAP +
client
certifi‑
cate,
and
client
certifi‑
cate
only

MDM+MAM
or MDM

Yes Yes Yes No Yes Yes No

User
name +
PIN

Client
certifi‑
cate

MDM+MAM
or MDM

Yes Yes Yes No Yes Yes No

The following describes how the enrollment security modes behave on iOS, Android, and Android
Enterprise devices:

• User name + Password (default)

– Sends a user a single notification that has an enrollment URL. When the user clicks the
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URL, Citrix Secure Hub opens. The user then types a user name and password to enroll
the device in Citrix Endpoint Management.

• Invitation URL

– Sends a user a single notification that has an enrollment URL. When the user clicks the
URL, Citrix Secure Hub opens. The Citrix Endpoint Management server name and the Yes,
Enroll button appear. The user taps Yes, Enroll to enroll the device in Citrix Endpoint
Management.

• Invitation URL + PIN

– Sends a user the following emails:

* An email with an enrollment URL, which lets the user enroll the device in Citrix End‑
point Management through Citrix Secure Hub.

* An email with a one‑timePIN that the usermust typewhen enrolling the device, along
with the user’s Active Directory (or local) password.

– With thismode, the user enrolls only by using the enrollment URL in the notification. If the
user loses the notification invitation, the user can’t enroll. However, you can send another
invitation.

• Invitation URL + Password

– Sendsauser a singlenotification thathas anenrollmentURL.When theuser clicks theURL,
Citrix Secure Hub opens. The Citrix Endpoint Management server name appears, along
with a field that lets the user type a password.

• Two Factor

– Sends a user a single notification that has an enrollment URL and a one‑time PIN. When
the user clicks the URL, Citrix Secure Hub opens. The Citrix Endpoint Management server
name appears, along with two fields that let the user type a password and the PIN.

• User name + PIN

– Sends a user the following emails:

* An email with an enrollment URL, which lets the user download and install Citrix Se‑
cure Hub. After Citrix Secure Hub opens, the user is prompted to type a user name
and password to enroll the device in Citrix Endpoint Management.

* An email with a one‑timePIN that the usermust typewhen enrolling the device, along
with the user’s Active Directory (or local) password.

– If the user loses the notification invitation, the user can’t enroll. However, you can send
another invitation.

The following describes how the enrollment security modes behave onmacOS devices:
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• User name + Password

– Sends a user a single notification that has an enrollment URL. When the user clicks the
URL, the Safari browser opens. A sign‑in page appears, prompting the user to type a user
name and password to enroll the device in Citrix Endpoint Management.

• Two Factor

– Sends a user a single notification that has an enrollment URL and a one‑time PIN. When
the user clicks the URL, the Safari browser opens. A sign‑in page appears, displaying two
fields that let the user type a password and the PIN.

• User name + PIN

– Sends a user the following emails:

* An email with an enrollment URL. When the user clicks the URL, the Safari browser
opens. A sign‑in page appears, prompting the user to type a user name and password
to enroll the device in Citrix Endpoint Management.

* An email with a one‑timePIN that the usermust typewhen enrolling the device, along
with the user’s Active Directory (or local) password.

– If the user loses the notification invitation, the user can’t enroll. However, you can send
another invitation.

Youcan’t sendenrollment invitations toWindowsdevices. Windowsusersenroll directly through their
devices. For information about enrolling Windows devices, see Windows devices.

Security actions

You do device and app security actions from theManage > Devices page. Device actions include re‑
voke, lock, unlock, and wipe. App security actions include app lock and app wipe.

• Activation Lock Bypass: Removes the Activation Lock from supervised iOS devices before de‑
vice activation. This command doesn’t require the personal Apple ID or password for a user.

• App lock: Denies access to all apps on a device. On Android, after an app lock, users can’t sign
in to Citrix Endpoint Management. On iOS, users can sign in, but they can’t access any apps.

• App wipe: Removes the user account from Citrix Secure Hub and unenrolls the device. Users
can’t reenroll until you use the App unwipe action.

• ASM Deployment Program Activation Lock: Creates an Activation Lock bypass code for iOS
devices enrolled in Apple School Manager.
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• Certificate renewal: For supported iOS, macOS, and Android devices, the Certificate Renewal
security action starts certificate renewal. The next time that devices connect back to Citrix End‑
pointManagement, theCitrixEndpointManagement server issuesnewdevicecertificatesbased
on the new certificate authority.

• Clear restrictions: On supervised iOS devices, this command allows Citrix Endpoint Manage‑
ment to clear the restrictions password and restrictions settings configured by the user.

• Enable/disable Lost Mode: Puts a supervised iOS device in Lost Mode and sends the device a
message, phone number, and a footnote to display. The second time that you send this com‑
mand takes the device out of Lost Mode.

• Enable tracking: OnAndroidor iOSdevices, this commandallowsCitrix EndpointManagement
topoll the locationof specific devices at a frequency youdefine. To viewdevice coordinates and
location on amap, go toManage >Devices, select a device, and then click Edit. The device info
is on the General tab under Security. Use Enable tracking to track the device continuously.
Citrix Secure Hub reports the location periodically when the device is running.

• Full wipe: Immediately erases all data and apps from a device, including from any memory
cards. Wipeddevices stay in thedevice list on theManage>Devicespage for auditingpurposes.
You can remove a wiped device from the device list.

– For Android devices, this request can also include the option to wipe memory cards.

– For Android Enterprise fully managed devices with a work profile (COPE devices), you can
do a full wipe after a selective wipe removes the work profile.

– For iOS andmacOS devices, the wipe occurs immediately, even if the device is locked.

For iOS 11 devices and iPadOS 12 devices (minimum version): When you confirm the full
wipe, you can choose to preserve the cellular data plan on the device.

For iOS 11.3 devices (minimum version): When you confirm the full wipe, you prevent iOS
devices fromdoing proximity setup. When setting up anew iOSdevice, users cannormally
use an already configured iOS device to set up their own. You can block proximity setup
on devices that are Citrix Endpoint Management managed and have been wiped.

– If the device user turns off the device before thememory card content is deleted, the user
might still have access to device data.

– You can cancel the wipe request until the request is sent to the device.

• Locate: Locates a device and reports the device location, including a map, on the Manage >
Devices page, under Device details > General. Locate is a one‑time action. Use Locate to dis‑
play the current device location at the time you do the action. To continuously track the device
over a period, use Enable tracking.
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– When applying this action to Android (except for Android Enterprise) devices or to Android
Enterprise (corporate‑owned or BYOD) devices, be aware of the following behavior:

* Locate requires the user to grant location permission during enrollment. The user
can choose not to grant location permission. If the user doesn’t grant the permission
during enrollment, Citrix Endpoint Management again requests location permission
when sending the Locate command.

– When applying this feature to iOS or Android Enterprise devices, be aware of the following
limitations:

* For Android Enterprise devices, this request fails unless the Locationdevicepolicy has
set the location mode for the device toHigh Accuracy or Battery Saving.

* For iOS devices, the command succeeds only if the devices are in MDM Lost Mode.

• Lock: Remotely locks a device. A lock is useful if a device is stolen and must be locked. Citrix
Endpoint Management then generates a PIN code and sets it in the device. To access the de‑
vice, the user types the PIN code. Use Cancel Lock to remove the lock from the Citrix Endpoint
Management console.

• Lock and Reset Password: Remotely locks a device and resets the passcode.

– Not supported for devices that are:

* enrolled in Android Enterprise in work profile mode and

* running Android versions earlier than Android 7.0

– On devices enrolled in Android Enterprise in work profile mode and that are running An‑
droid 7.0 or greater:

* The passcode locks the work profile. The device is not locked.

* If a passcode isn’t sent, or thepasscode sentdoesn’tmeet requirements and thework
profile doesn’t have a passcode: The device is locked.

* If apasscode isn’t sent, or thepasscodesentdoesn’tmeet requirements, but thework
profile has a passcode: The work profile is locked but the device isn’t locked.

• Notify (Ring): Plays a sound on Android devices.

• Reboot: RestartsWindows10andWindows11devices. ForWindowsTablet andPCs, amessage
about the pending reboot appears. The reboot occurs in five minutes.

• Request/StopAirPlayMirroring: Starts and stops AirPlaymirroring on supervised iOS devices.

• Restart/Shut Down: Immediately restarts or shuts down supervised devices.

• Revoke: Prohibits a device from connecting to Citrix Endpoint Management.

• Revoke/Authorize: Performs the same actions as a Selective Wipe. After revocation, you can
reauthorize the device to reenroll it.
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• Ring: If the device is in Lost Mode, Ring plays a sound on a supervised iOS device. The sound
plays until you removed the device from Lost Mode or the user disables the sound.

• Rotate personal recovery key: If you’ve enabled the FileVault device policy, this action gen‑
erates a new personal recovery key and replaces the old key with this new key. You can cancel
this request while the request is still pending. To do so, click Cancel Rotate personal recovery
key.

• Selective wipe: Erases all corporate data and apps from a device, leaving personal data and
apps in place. After a selective wipe, use the Authorize action to reauthorize the device so a
user can reenroll it. Wiped devices stay in the device list on the Manage > Devices page for
auditing purposes. You can remove a wiped device from the device list.

– Selectivelywiping an Android device does not disconnect the device fromDeviceManager
and the corporate network. To prevent the device from accessing Device Manager, you
must also revoke the device certificates.

– Selectively wiping an Android device also revokes the device. You can reenroll the device
only after reauthorizing it or deleting it from the console.

– For Android Enterprise fully managed devices with a work profile (COPE devices), you can
do a full wipe after a selective wipe removes the work profile. Or, you can re‑enroll the
device with the same user name. Re‑enrolling the device recreates the work profile.

– For iOS andmacOS devices, this command removes any profile installed through MDM.
– AselectivewipeonaWindowsdevicealso removes thecontentsof theprofile folder forany
currently signedonuser. A selectivewipedoesn’t remove anyweb clips that youdeliver to
users through a configuration. To removeweb clips, usersmanually unenroll their devices.
You can’t reenroll a selectively wiped device.

• Unlock: Clears the passcode sent to the device when it was locked. This command doesn’t
open the device.

InManage > Devices, the Device details page also lists device Security properties. Those properties
include Strong ID, Lock Device, Activation Lock Bypass, and other information for the platform type.
The Full Wipe of Device field includes the user PIN code. The user must enter that code after the
device is wiped. If the user forgets the code, you can look it up here.

You can automate some actions. For more information, see Automated actions.

Remove a device from the Citrix Endpoint Management console

Important:

When you remove a device from the Citrix Endpoint Management console, managed apps and
data stayon thedevice. To removemanagedappsanddata fromthedevice, see “Deleteadevice”
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later in this article.

To remove a device from the Citrix Endpoint Management console, go toManage > Devices, select a
managed device, and then click Delete.

Selectively wipe a device

1. Go toManage > Devices, select a managed device, and then click Secure.

2. In Security Actions, click Selective wipe.

3. For Android devices only, disconnect the device from the corporate network: After the device is
wiped, in Security Actions, click Revoke.

To withdraw a selective wipe request before the wipe occurs, in Security Actions, click Cancel
selective wipe.

Delete a device

This procedure removes managed apps and data from the device and deletes the device from the
Devices list in the Citrix Endpoint Management console. You can use the Citrix Endpoint Management
Public REST API to delete devices in bulk.

1. Go toManage > Devices, select a managed device, and then click Secure.

2. Click Selective Wipe. When prompted, click Perform Selective Wipe.

3. To verify that the wipe command succeeded, refreshManage > Devices. In the Mode column,
the amber color for MDM and MAM indicates that the wipe command succeeded.

4. On Manage > Devices, select the device, and then click Delete. When prompted, click Delete
again.
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Lock, unlock, wipe, or unwipe apps

1. Go toManage > Devices, select a managed device, and then click Secure.

2. In Security Actions, click the app action.

You can also use the Security Actions box to check the device status for a user whose account
is disabled or deleted from Active Directory. The presence of the App Unlock or App Unwipe
actions indicate apps that are locked or wiped.

Appwipe and unwipe

1. Go toManage > Devices. Select a device.

2. App wipe

• Click Secure > AppWipe. A dialog box with the followingmessage appears: Are you sure
youwant to appwipe this device? Click AppWipe.

3. App unwipe

• Click Secure > App Unwipe. A dialog box with the following message appears: Are you
sure youwant to app unwipe this device? Click Device App Unwipe.

4. Re‑enroll the device as the same user, in the samemode.

5. Launch an MDX app fromMy Apps page.

6. Launch Citrix Secure Hub.

Get information about devices

The Citrix Endpoint Management database stores a list of mobile devices. To populate the Citrix End‑
point Management console with your devices, you can add the devices manually or you can import
a list of devices from a file. For more information about device provisioning file formats, see Device
provisioning file formats later in this article.

The Manage > Devices page in the Citrix Endpoint Management console lists each device and the
following information:

• Status: Icons indicate whether the device is jailbroken, is managed, whether ActiveSync Gate‑
way is available, and the deployment state.

• Mode: Indicates the device mode, such as MDM or MDM+MAM.
• Other information about the device, such as User name, Device platform, Last access, and
Inactivity days. Those headings are the defaults shown.
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To customize theDevices table, click the down arrow on the last heading. Then, select the additional
headings you want to see in the table or clear any headings to remove them.

You can add devicesmanually, import devices from a device provisioning file, edit device details, cus‑
tomize theActiveDirectory user properties, do security actions, and sendnotifications todevices. You
can also export all device table data to a .csv file to create a custom report. The server exports all de‑
vice attributes. If you apply filters, Citrix Endpoint Management uses the filters when creating the .csv
file.

Import devices from a provisioning file

You can import a file supplied by mobile operators or device manufacturers, or you can create your
own device provisioning file. For details, see Device provisioning file formats later in this article.

1. Go to Manage > Devices and then click Import. The Import Provisioning File dialog box ap‑
pears.
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2. Click Choose File and then navigate to the file you want to import.

3. Click Import. The Devices table lists the imported file.

4. To edit the device information, select it and then click Edit. For information about the Device
details pages, see Get information about devices.

Deploy to a device

You can force one or several devices to connect with Citrix Endpoint Management. The selected de‑
vices immediately receive resources without waiting for the next scheduled check‑in.

1. Go toManage > Devices, select an MDM or MDM+MAMmanaged device, and then click Deploy.
2. In the dialog box, click Deploy to confirm your action.

Send a notification to devices

Youcan sendnotifications todevices fromtheDevicespage. Formore informationaboutnotifications,
see Notifications.
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1. On theManage > Devices page, choose the device or devices to which you want to send a noti‑
fication.

2. Click Notify. The Notification dialog box appears. The Recipients field lists all devices to re‑
ceive the notification.

3. Configure these settings:

• Templates: Click the type of notification that you want to send in the drop‑down list. For
each template except forAdHoc, theSubjectandMessage fields show the text configured
for the template that you choose.

• Channels: Select how to send themessage. The default is SMTP. Click the tabs to see the
message format for each channel.

• Sender: Enter an optional sender.
• Subject: Enter a subject for a Ad Hocmessage.
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• Message: Enter the message for an Ad Hocmessage.

4. ClickNotify.

Export the Devices table

1. Filter the Devices table according to what you want to appear in the export file.

2. Click the Export button above the Devices table. Citrix Endpoint Management extracts the in‑
formation in the filtered Devices table and converts it to a .csv file.

3. When prompted, open or save the .csv file.

Tag user devices manually

You canmanually tag a device in Citrix Endpoint Management in the following ways:

• During the invitation‑based enrollment process.
• During the Self‑Help Portal enrollment process.
• By adding device ownership as a device property

You have the option of tagging the device as either corporate‑ or employee‑owned. When using the
Self‑Help Portal to self‑enroll a device, you can tag the device as corporate‑ or employee‑owned. You
can also tag a device manually, as follows.

1. Add a property to the device from the Devices tab in the Citrix Endpoint Management console.

2. Add the property namedOwned by and choose either Corporate or BYOD (employee‑owned).
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Customize Active Directory user attributes

You can customize certain Active Directory user attributes to define which attributes Citrix Endpoint
Management can access to create a user account.

To view the list of attributes, add the optional.user.identity.attributes server property
as a customkey inSettings >ServerProperties. In theValues field, you can remove and later restore
theoptional ActiveDirectoryuser attributes thatCitrix EndpointManagementprovidesbydefault. For
more information, see Server properties.

After you edit the list of default values and save the changes, you can view the updated Active Direc‑
tory user attributes in Manage > Devices > User properties. Citrix Endpoint Management updates
the console after the user signs in to the device or during the next scheduled device check‑in. If you
make a spelling error or add a value that’s not supported, Citrix Endpoint Management ignores your
changes.

Removing the optional Active Directory user attributes can affect the following functionality:

• Provisioning of the user account: If you remove the first and last name values, Citrix Endpoint
Management can’t provision the user account for ShareFile and Salesforce.

• Enrollment invitations: If you remove the user’s email or mobile phone details, the user can’
t receive an enrollment invitation.

• Device notification actions: If you remove the user’s email details, the user can’t receive the
notifications through SMTP.

• Single sign‑on to Citrix SecureMail: If you remove the display name value, the user can’t sign
in to Citrix Secure Mail using single sign‑on.

• Userpropertyanddeployment rules: If you removeanyof theoptional attributes that youuse
to configure the user property and deployment rules, you can affect existing configurations.

• Actions: If you remove any of the optional attributes that you use to set an automated action
in Configure > Actions, you can affect existing configurations.

• Custom reports: If you remove any of the optional attributes that you use in custom reports,
you can affect existing configurations.

Search for devices

For fast searching, the default search scope includes the following device properties:

• Serial Number
• IMEI
• Wi‑Fi MAC address
• Bluetooth MAC address
• Active Sync ID
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• User Name

Youcanconfigure thesearchscope throughaserverproperty include.device.properties.during.search,
which defaults to false. To include all device properties in a device search, go to Settings > Server
Properties and change the setting to true.

Device provisioning file formats

Many mobile operators or device manufacturers provide lists of authorized mobile devices. You can
use these lists to avoid having to enter a long list ofmobile devicesmanually. Citrix Endpoint Manage‑
ment supports an import file format that is common to these supported device types: Android, iOS,
and Windows.

A provisioning file that you create manually must be in the following format:

SerialNumber;IMEI;OperatingSystemFamily;propertyName1;propertyValue1;
propertyName2;propertyValue2; ... propertyNameN;propertyValueN

Keep in mind the following:

• For valid values for each property, see the PDF Device property names and values.

• Use the UTF‑8 character set.

• Use a semi‑colon (;) to separate the fields within the provisioning file. If part of a field has a
semi‑colon, escape it with a backslash character (\).

For example, for this property:

propertyV;test;1;2

Escape it as follows:

propertyV\;test\;1\;2

• The serial number is required for iOS devices because the serial number is the iOS device iden‑
tifier.

• For other device platforms, youmust include either the serial number or the IMEI.

• Valid values forOperatingSystemFamily areWINDOWS, ANDROID, or iOS.

Example of a device provisioning file:

1 `1050BF3F517301081610065510590391;15244201625379901;WINDOWS;propertyN;
propertyV\;test\;1\;2;prop 2

2 2050BF3F517301081610065510590392;25244201625379902;ANDROID;propertyN;
propertyV$*&&ééétest

3 3050BF3F517301081610065510590393;35244201625379903;iOS;test;
4 4050BF3F517301081610065510590393;;iOS;test;
5 ;55244201625379903;ANDROID;test.testé;value;`
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Each line in the file describes a device. The first entry in that sample means the following:

• SerialNumber: 1050BF3F517301081610065510590391
• IMEI: 15244201625379901
• OperatingSystemFamily: WINDOWS
• ProertyName: propertyN
• PropertyValue: propertyV\;test\;1\;2;prop 2

Alexa for Business

February 26, 2024

The Alexa for Business service of AmazonWebServices (AWS) lets youmanage large numbers of Alexa‑
enabled devices for business uses, such as conference room assistance. Citrix Endpoint Management
lets you configure and manage these devices in the Citrix Endpoint Management console. Citrix End‑
point Management doesn’t deploy policies directly to Alexa devices. Instead, Citrix Endpoint Manage‑
ment updates AWS services and AWS deliver the configurations to Alexa devices.

For information about using Alexa for Business, see the Alexa for Business Administration Guide.

Authenticate your AWS account to Citrix Endpoint Management

1. To get your AWS account credentials, log in to the AWS console and selectMySecurity Creden‑
tials from the user menu.
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2. SelectUsers in the left panel.

3. Search for your user name and then select it.

4. In the Security Credentials tab, click Create access key to generate your access key ID and
secret access key.
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5. Download the access key ID and secret access key. Save or make a note of them.

6. In the Citrix Endpoint Management console, click the gear icon to go to Settings.

7. Under Platforms, select Alexa for Business.

8. Enter your access key ID and secret access key. Click Save.
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Configure Alexa for Business on Citrix Endpoint Management

Citrix Endpoint Management lets you configure:

• Room profiles of settings that you apply to rooms that have Alexa devices
• Rooms that represent the physical rooms that have the devices
• Skill groups that you assign to rooms or devices
• Alexa skills from the Alexa skill store that can be added to skill groups
• Conferencing features that let you choose a conferencing provider and control how people
schedule and join meetings in your rooms

Configure room profiles

A roomprofile is a set of commonconfigurations that canbe applied to a collection of rooms that have
Alexa devices. You can add, edit, and delete room profiles.

1. In the Citrix Endpoint Management console, select Configure > Alexa for Business > Room
Profiles. The list of available room profiles appears.

2. To add a roomprofile, click Add. To edit a roomprofile, select the roomprofile youwant to edit
and click Edit.

3. Enter the room profile settings:
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• Profile Name: Type the name of the profile.
• Address: Type the physical (street) address of the buildingwhere the rooms that have the
Alexa devices are.

• Time zone: Choose the time zone of the place.
• Wakeword: Choose the wake word that Alexa devices respond to.
• Temperature units: Select the units in which Alexa devices report the temperature.
• Distance units: Select the units in which Alexa devices report the distance.
• Maximum volume: Choose the maximum volume setting for Alexa.
• Devicesetupmode: Selectwhether theAlexadevicescanbe reconfiguredby forcing them
to the device setupmode.

• Outbound calling: Enable or disable the outbound calling capability of Alexa devices.
• Address book: Set up the address book configuration for Alexa devices.

4. Click Save.

Configure rooms

The rooms you configure in the Citrix Endpoint Management console represent the physical confer‑
ence rooms, meeting rooms, and other rooms in the building. While configuring a room, you asso‑
ciate an Alexa device for the room and add a skills group to the device. You can add, edit, and delete
rooms.
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1. In the Citrix Endpoint Management console, select Configure > Alexa for Business > Rooms.
The list of available rooms appears.

2. To add a room, click Add. To edit a room, select the room you want to edit and click Edit.
3. Enter these room settings:

• RoomName: Type the name of the conference room, meeting room, or other room.
• Room calendar email: Type the calendar email address of the room.
• Room Profile: Choose the name of the room profile configuration for the room.

4. ClickNext.
5. To associate an Alexa device with the room, click Add.
6. Select a device and click Add. The selected device appears in the Add Echo devices page.

7. ClickNext.
8. To add skill groups to the Alexa devices in the room, click Add.
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9. Select the skill groups that you want to add to the Alexa devices in the room. Click Add. The
selected skill groups appear in the Add skill groups page.

10. Click Save.

Configure skill groups

Skill groups are collections of skills that can be applied to a room. You can create a skill group and
then assign it to a room. Skills let you use an Alexa device to do things like start and end an online
meeting or review a list of agenda items. You can add, edit, and delete skill groups.

1. In the Citrix Endpoint Management console, select Configure > Alexa for Business > Skill
Groups. The list of available skill groups appears.
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2. To add a skill group, click Add. To edit a skill group, select the skill group you want to edit and
click Edit.

3. Enter these skill group settings:

• Name: Type the name of the skill group.
• Description: Type a brief description of the skill group.

4. ClickNext.
5. To add skills to the skill group, click Add.
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6. Select the skills that you want to include in the skill group and click Add. The selected skills
appear in the Add skills page.
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7. To add the skill group to Alexa devices in rooms that you specify, click Add.

8. Select the rooms.

9. Click Save.

Make skills available for skill groups

You configure the list of Alexa skills available to be included in skill groups in your Alexa for Business
organization. These skills are from the public Alexa skills store or private skills published to your or‑
ganization.

Add skills to your organization

1. In theCitrix EndpointManagement console, selectConfigure>Alexa forBusiness>Skills. The
list of enabled skills appears.
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2. To add a skill, click Add.
3. To see more Alexa skills, select a category and click Show more. Clicking Show more adds

up to 10 more skills to the list of skills available to add to your organization. Click Showmore
again addmore skills.

4. Select the skills that you want to add to your organization.
5. Click Save.

Remove skills from your organization

1. In theCitrix EndpointManagement console, selectConfigure>Alexa forBusiness>Skills. The
list of enabled skills appears.

2. Select the skills that you want to remove from your organization.
3. Click Disable.
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Configure conferencing

Conferencing features let you configure conferencing providers, like Google Hangout or Amazon
Chime that control how people join conferences in rooms that have Alexa devices. You can add, edit,
and delete conferencing providers. You can also set a default conferencing provider.

1. In the Citrix Endpoint Management console, select Configure > Alexa for Business > Confer‑
encing. The list of available room profiles appears.

2. To add a conferencing provider, click Add. To edit a conferencing provider, select the room
profile you want to edit and click Edit.

3. Enter the room profile settings:
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• Conferencing provider: Select a conferencing provider from the list.
• Name: Type the name that you want to give the conferencing provider.
• Meeting PIN: Specify whether to require a PIN to join the meeting.
• PSTN dial‑in settings

– Country code: Type the country code.
– Phone number: Type the phone number.
– Meeting ID delay: Specify the number of seconds before the meeting ID is sent.
– Meeting PIN delay: Specify the number of seconds before the PIN is sent.

• SIP/H323 dial‑in settings The SIP/H323 dial‑in settings are used to join meetings using
your existing video conferencing equipment.

– Protocol: Select a protocol.
– IP address: Type the IP address.

4. Click Save.

If you configure more than one conferencing provider, set the default provider.

1. In the Citrix Endpoint Management console, select Configure > Alexa for Business > Confer‑
encing. The list of available room profiles appears.

2. Select the conferencing provider that you want to set as the default.
3. Click Set Default.
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Migrate from device administration to Android Enterprise

February 29, 2024

This article discusses considerations and recommendations formigrating from legacy Android device
administration to Android Enterprise. Google is deprecating the Android Device Administration API.
That API supported enterprise apps on Android devices. Android Enterprise is the modern manage‑
ment solution recommended by Google and Citrix.

Citrix Endpoint Management is changing to Android Enterprise as the default enrollment method for
Android devices. After Google deprecates the APIs, enrollment will fail for Android Q devices in device
administration mode.

Android Enterprise includes support for fully managed and work profile device modes. The Google
publication, Android Enterprise Migration Bluebook, explains in detail about how legacy device ad‑
ministration and Android Enterprise differ. We recommend that you read the migration information
from Google.

We recommend that you also refer to the Citrix Tech Zone article, Migration from Android Device Ad‑
ministrator to Android Enterprise with Citrix Endpoint Management.

Impact of device administration deprecation

Googlehasdeprecated theDeviceAdministratorAPIs andwon’t support themfromNovember2, 2020.
These APIs won’t work on devices running Android 10+ after we upgrade Citrix Secure Hub to target
Android API level 29:

• Disable camera: Controls access to device cameras.
• Keyguard features: Controls features that are related todevice locking, suchasbiometrics and
patterns.

• Expire password: Forces users to change their password after a configurable time period.
• Limit password: Sets restrictive password requirements.

Requirements and recommendations

• If you can upgrade a device to Android 10+, youmust enroll that device in Android Enterprise.

– Youmust enroll Android 11 devices into Android Enterprise.
– From September 2020, for Android 10 devices: Citrix doesn’t support new enrollments
or device re‑enrollments into device administration mode. Devices already enrolled con‑
tinue to work until November 2, 2020, as noted in the preceding section.
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• For devices running Android 9 and lower, we support the legacy device administration mode.
However, we recommendmoving those devices to Android Enterprise as soon as possible.

• For new or existing devices enrolled in Citrix MAM‑only mode, no action is needed. The depre‑
cated Google APIs have no impact on devices in MAM‑only mode. However, with the move to
platformencryption,wehighly recommendmoving fromMAM‑onlymode toAndroidEnterprise
work profilemode (BYOD). Work profilemode providesMAM functionality, but in a container on
the device.

Analysis

The analysis phase of migration consists of:

• Understanding your legacy Android setup

• Documenting your legacy setup so you canmap legacy features to Android Enterprise features

Recommended analysis

1. Evaluate Android Enterprise on Citrix Endpoint Management: Fully managed, fully managed
with work profile, dedicated device, work profile (BYOD).

2. Analyze your current device administration features against Android Enterprise.

3. Document your device administration use cases.

To document your device administration use cases:

1. Create a spreadsheet and list the current policy groups in your Citrix Endpoint Management
console.

2. Create separate use cases based on the existing policy groups.

3. For each use case, document the following:

• Name
• Business owner
• User identity model
• Device Requirements

– Security
– Management
– Usability

• Device inventory

– Make andmodel
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– OS Version

• Apps

4. For each app, list:

• App name
• Package name
• Hosting method
• Whether the app is public or private
• Whether the app is mandatory (true/false)

Requirementsmapping

Based on the completed analysis, determine your Android Enterprise feature requirements.

Recommended requirementsmapping

1. Determine the management mode and enrollment method:

• Work profile (BYOD): Requires re‑enrollment. No factory reset needed.

• Fully managed: Requires factory reset. Enroll devices by using QR code, Near field com‑
munication (NFC) bump, device policy controller (DPC) identifier, zero touch.

2. Create an appmigration strategy.

3. Map use case requirements to Android Enterprise features. Document the feature for each de‑
vice requirement thatmost closelymatches the requirement and its corresponding Android ver‑
sion.

4. Determine the minimum Android OS based on feature requirements (7.0, 8.0, 9.0).

5. Choose an identity model:

• Recommended: Managed Google Play Account

• Use Google Workspace accounts only if you’re a Google Cloud Identity Customer

6. Create a device strategy:

• No action: If devices meet the minimumOS level

• Upgrade: If devices support and can be updated to the supported OS

• Replace: If devices can’t be updated to the supported OS level
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Recommended appmigration strategy

After you complete the requirements mapping, move the apps from the Android platform to the An‑
droid Enterprise platform. For details about publishing apps, see Add apps.

• Public store apps

1. Select the apps to migrate and then edit the apps to clear the Google Play setting and
select Android Enterprise as the platform.

2. Select the delivery group. If an app is mandatory, move the app to the Required Apps list
in the delivery group.

After yousaveanapp, it appears in theGooglePlayStore. If youhaveaworkprofile, appsappear
in the Google Play Store in the work profile.

• Private (enterprise) apps

Private apps are developed in‑house or by a third‑party developer. We recommend that you
publish private apps by using Google Play.

1. Select the apps to migrate and then edit the apps to select Android Enterprise as the
platform.

2. Upload the APK file and then configure the app settings.

3. Publish the app to the required delivery group.

• MDX apps

1. Select the apps to migrate and then edit the apps to select Android Enterprise as the
platform.

2. Upload the MDX File. Go through the app approval process.

3. Select the MDX policies.

For Enterprise MDX apps, we recommend changing them to MDX SDKmode wrapped apps:

– Option 1: Host the APK in Google Play with a developer account assigned privately to your
organization. Publish the MDX file in Citrix Endpoint Management.

– Option 2: Publish the app fromCitrix EndpointManagement as an enterprise app. Publish
the APK in Citrix Endpoint Management and select the platform Android Enterprise for
the MDX file.
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Citrix device policy migration

For policies that are available for both the Android (legacy DA) and Android Enterprise platforms:
Edit the policy and select the platform Android Enterprise.

• For Android Enterprise, consider the device enrollment method. Some policy options are avail‑
able only for devices in work profile mode or fully managed mode. See Configure Android En‑
terprise device and app policies.

• If you use the Exchange device policy for legacy DA devices, create a Managed configurations
policy device policy instead to configure email settings.

• Tomake sure that you target a policy to the intended devices (Android Enterprise versus legacy
DA), add a deployment rule to the policy. For example, for the legacy DA platform, use this
deployment rule:

1 Limit by known device property name Android Enterprise
2 Enabled Device? Isn ’ t equal to true
3 <!--NeedCopy-->

That deployment rule checks if the device is NOT enabled for Android Enterprise and delivers
the policy along with the apps to devices enabled for legacy DA.

Proof of concept

After you migrate the apps to Android Enterprise, you can set up a migration test to verify that the
features are working as intended.

Recommended proof‑of‑concept setup

1. Set up the deployment infrastructure:

• Create a Delivery Group for your Android Enterprise testing.

• Configure Android Enterprise in Citrix Endpoint Management.

2. Set up user apps.

3. Configure Android Enterprise features.

4. Assign policies to the Android Enterprise delivery group.

5. Test and confirm features.

6. Complete a device setup walkthrough for each use case.

7. Document user setup steps.
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Deployment

You can now deploy your Android Enterprise setup and prepare your users for migration.

Recommended deployment strategy

The recommended Citrix deployment strategy is to test all of your production systems for Android
Enterprise, then complete device migration later.

• In this scenario, users continue to use legacy devices with their current configuration. You set
up new devices for Android Enterprise management.

• Migrate existing devices only when an upgrade or replacement is necessary.

• Migrate existing devices to Android Enterprise management at the end of their usual lifecycle.
Or, migrate those devices when they need replacement because of loss or breakage.

Android Enterprise

February 29, 2024

Android Enterprise is a set of tools and services provided by Google as an enterprise management
solution for Android devices. With Android Enterprise:

• You use Citrix Endpoint Management to manage company‑owned and bring your own device
(BYOD) Android devices.

• You can manage the entire device or a separate profile on the device. The separate profile iso‑
lates business accounts, apps, and data from personal accounts, apps, and data.

• You can alsomanage devices dedicated to a single use, such as inventory management. For an
overview from Google of what Android Enterprise can do, see Android Enterprise Management.

Resources:

• For a list of terms and definitions related to Android Enterprise, see the Google Android Enter‑
prise developers guide article, Android Enterprise terminology. Google updates these terms
frequently.

• For a list of Android operating systems supported for Citrix Endpoint Management, see Sup‑
ported device operating systems.

• For information about the outbound connections to consider when setting up network envi‑
ronments for Android Enterprise, see the Google support article, Android Enterprise Network
Requirements.
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• For information about deploying Android Enterprise, see Deploy resources).

Getting started with Android Enterprise

Important:

Device administration mode is no longer supported. If your users have devices in device admin‑
istrationmode, seeMigrate fromdevice administration to Android Enterprise. After your devices
aremigrated to Android Enterprise, use the following steps to set up Android Enterprise devices.

One‑time setup

1. Create a managed Google Play account.

See Using managed Google Play with Citrix Endpoint Management and Requirements.
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2. Bind your Google Play account to Citrix Endpoint Management.

See Connecting Citrix Endpoint Management to Google Play.

3. Plan how you want to manage devices.

See Device deployment scenarios and profiles.

4. Plan enrollment security for user devices.

See Enrollment security.

5. Prepare to deliver MDX‑enabled apps.

Use the MAM SDK to develop apps. Or, if you aren’t ready to transition to the new SDK, use the
command‑line based MDX Toolkit to wrap the apps.

See MAM SDK overview.

At this point, you’re prepared to configure your Android Enterprise devices with app and devices poli‑
cies, enrollment profiles, and apps. See the following section for guidance.

Configure devices

1. Create delivery groups.

Control who gets what resources and when they get them. See Deploy resources.

We stop delivering apps published for the legacy DA platform to devices enrolled in Android
Enterprise. For Android Enterprise devices, publish apps for the Android Enterprise platform.
To continue to publish legacy DA apps to devices in DA mode, create a separate delivery group
for those apps. See Deprecation.

2. Add apps. You can approve the apps in Google Play directly from the Citrix Endpoint Manage‑
ment console.

See the Google support article, Manage apps in your organization.

3. Create enrollment profiles.

Specify device and app management enrollment options. See Device deployment scenarios
and profiles and Creating enrollment profiles.

• When you deploy an Android Enterprise public app store app to an Android device user,
that user is automatically enrolled in Android Enterprise.

• Zero‑touch enrollment allows you to configure devices to enroll automatically when they’
re first powered on. See Zero‑touch enrollment.

4. Configure device and app policies.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 352

https://docs.citrix.com/en-us/mdx-toolkit/mam-sdk-overview.html
https://docs.citrix.com/en-us/citrix-endpoint-management/deploy-resources.html
https://docs.citrix.com/en-us/citrix-endpoint-management/whats-new/removed-features.html
https://support.google.com/googleplay/work/topic/10000954?hl=en


Citrix Endpoint Management

Balance enterprise security with user privacy and user experience. See Configure Android En‑
terprise device and app policies.

5. Distribute apps.

You use managed Google Play to add, buy, and approve apps for deployment to the Android
Enterprise workspace on a device. Users can only install apps frommanaged Google Play that
youmake available for them.

See:

• Distribute Android Enterprise apps
• Managed configurations policy
• App permissions policy

6. Configure security actions to monitor and provide compliance.

See Security actions.

Usingmanaged Google Play with Citrix Endpoint Management

Whenyou integrateCitrix EndpointManagementwithmanagedGooglePlay touseAndroidEnterprise,
you create an enterprise. Google defines an enterprise as binding between the organization and your
enterprise mobile management (EMM) solution. All the users and devices that the organization man‑
ages through your solution belong to its enterprise.

An enterprise for Android Enterprise has three components: an EMM solution, a device policy con‑
troller (DPC) app, and a Google enterprise app platform. When you integrate Citrix Endpoint Manage‑
ment with Android Enterprise, the complete solution has these components:

• CitrixEndpointManagement: TheCitrix EMM.Citrix EndpointManagement is theunifiedCitrix
Endpoint Management for a secure digital workspace. Citrix Endpoint Management provides
the means for IT administrators to manage devices and apps for their organizations.

• Citrix Secure Hub: The Citrix DPC app. Citrix Secure Hub is the launchpad for Citrix Endpoint
Management. Citrix Secure Hub enforces policies on the device.

• Managed Google Play: A Google enterprise app platform that integrates with Citrix Endpoint
Management. The Google Play EMM API sets app policies and distributes apps.

This illustration shows how administrators interact with these components and how the components
interact with each other:
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Note:

You canuse eithermanagedGoogle Play orGoogleWorkspace (formerlyGSuite) to register Citrix
as your EMMprovider. This article discusses using Android EnterprisewithmanagedGoogle Play.
If yourorganizationusesGoogleWorkspace toprovideaccess toapps, youcanuse itwithAndroid
Enterprise. See Legacy Android Enterprise for Google Workspace customers.

When you use managed Google Play, provision managed Google Play Accounts for devices and end
users. Managed Google Play Accounts provide access to managed Google Play, allowing users to in‑
stall and use the apps youmake available. If your organization uses a third‑party identity service, you
can link managed Google Play Accounts with your existing identity accounts.

Because this type of enterprise isn’t tied to a domain, you can create more than one enterprise for a
single organization. For example, each department or region within an organization can enroll as a
different enterprise. Using different enterprises lets youmanage separate sets of devices and apps.

For Citrix EndpointManagement administrators,managedGoogle Play combines the user experience
andapp store featuresofGooglePlaywith a set ofmanagement featuresdesigned for enterprises. You
use managed Google Play to add, buy, and approve apps for deployment to the Android Enterprise
workspace on a device. You can use Google Play to deploy public apps, private apps, and third‑party
apps.

For users of managed devices, managed Google Play is the enterprise app store. Users can browse
apps, view app details, and install them. Unlike the public version of Google Play, users can only
install apps frommanaged Google Play that youmake available for them.
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Device deployment scenarios and profiles

Device deployment scenarios refer to who owns the devices you deploy and how you manage them.
Device profiles refer to how the DPCmanages and enforces policies on devices.

A work profile isolates business accounts, apps, and data from personal accounts, apps, and data.
Work profiles and personal profiles are separated at an OS level. Formore details about work profiles,
see What is a work profile.

Important:

When Android Enterprise devices update to Android 11, Google migrates devices managed as
“fullymanagedwithaworkprofile”toanewsecurity‑enhancedworkprofile experience. Thenew
enrollmentmode is called “workprofile on corporate‑owneddevices.”Formore information, see
Changes ahead for Android Enterprise’s Fully Managed with Work Profile.
For Android 12 devices, see Security and privacy enhancements for work profile.

Device
management Use cases Work profile Personal profile Notes

Company‑owned
devices (fully
managed)

Company‑owned
devices intended
only for work use

No No For new or
factory reset
devices only. See
Provisioning
Android
Enterprise fully
managed
devices.
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Device
management Use cases Work profile Personal profile Notes

Fully managed
with a work
profile / Work
profile on
corporate‑owned
devices

Company‑owned
devices intended
for work and
personal use

Yes Yes. Two copies
of the DPC run on
these devices:
Onemanages the
device in device
owner mode and
the other
manages the
work profile in
profile owner
mode. You can
apply separate
policies to the
device and the
work profile.

See Provisioning
Android
Enterprise fully
managed devices
with a work
profile or work
profile on
corporate‑owned
devices.

Dedicated
devices*

Company‑owned
devices
configured for a
single use case,
such as digital
signage or ticket
printing

No No See Provisioning
dedicated
Android
Enterprise
devices.

BYOD work
profile**

Personal devices
enrolled with
work profile
management
(also known as
profile owner
mode)

Yes Yes. The DPC
manages only the
work profile, not
the whole device.

These devices
don’t need to be
new or factory
reset. See
Provisioning
Android
Enterprise work
profile devices.

* Users can share a dedicated device. When a user signs on to an app on a dedicated device, the state
of their work is with the app, not the device.

** Citrix Endpoint Management does not support Zebra devices as in BYOD work profile mode. Citrix
Endpoint Management supports Zebra devices as fully managed devices using Android Enterprise.
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Enrollment security

Enrollment profiles determine whether Android devices enroll in MAM, MDM, or MDM+MAM, with the
option for users to opt out of MDM.

For information about specifying the level of security and required enrollment steps, see User ac‑
counts, roles, and enrollment.

Citrix Endpoint Management supports the following authentication methods for Android devices en‑
rolled in MDM or MDM+MAM. For information, see the following articles:

• Domain or domain plus security token authentication
• Client certificate or certificate plus domain authentication
• Identity providers:

– Authentication with Azure Active Directory through Citrix Cloud (Preview)
– Authentication with Okta through Citrix Cloud (Preview)

A rarely used authentication method is a client certificate plus security token. For information, see
https://support.citrix.com/article/CTX215200.

Requirements

Before you start using Android Enterprise, you need:

• Accounts and credentials:

– To set up Android Enterprise with managed Google Play, a corporate Google account
– To download the latest MDX files, a Citrix customer account

• Firebase Cloud Messaging (FCM) and a Connection scheduling device policy configured for Cit‑
rix Endpoint Management. See Firebase Cloud Messaging and Connection scheduling device
policy.

Connecting Citrix Endpoint Management to Google Play

To set up Android Enterprise for your organization, register Citrix as your EMM provider throughman‑
aged Google Play. That setup connects managed Google Play to Citrix Endpoint Management and
creates an enterprise for Android Enterprise in Citrix Endpoint Management.

You need a corporate Google account to sign in to Google Play.

1. In the Citrix Endpoint Management console, go to Settings > Android Enterprise.

2. Click Connect. Google Play opens.
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1. Sign in to Google Play with your corporate Google account credentials. Enter your organization
name and confirm that Citrix is your EMM provider.

2. An enterprise ID is added for Android Enterprise. To enable Android Enterprise, slide Enable
Android Enterprise to Yes.

Your Enterprise ID appears in the Citrix Endpoint Management console.

Your environment is connected to Google and is ready to manage the devices. You can now provide
apps for users.
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Citrix EndpointManagement canprovide userswith Citrixmobile productivity apps, MDXapps, public
app store apps, web and SaaS apps, enterprise apps, and web links. For more information on giving
these types of apps to users, see Distribute Android Enterprise apps.

The following section shows how to provide mobile productivity apps.

Providing Citrix mobile productivity apps to Android Enterprise users

Giving Citrix mobile productivity apps to Android Enterprise users requires these steps.

1. Publish the apps as MDX apps. See Configure apps as MDX apps.

2. Configure the rules for the security challenges your users use to access theworkprofiles on their
devices. See Configure security challenge policy.

The apps you publish are available to devices enrolled in your Android Enterprise enterprise.

Note:

When you deploy an Android Enterprise public app store app to an Android user, that user is
automatically enrolled in Android Enterprise.

Configure apps as MDX apps

To configure a Citrix productivity app as an MDX app for Android Enterprise:

1. In the Citrix Endpoint Management console, click Configure > Apps. The Apps page appears.

2. Click Add. The Add App dialog box appears.
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3. ClickMDX. The App Information page appears.

4. On the left side of the page, select Android Enterprise as the platform.

5. On the App Information page, type the following information:

• Name: Type a descriptive name for the app. This name appears under App Name on the
Apps table.

• Description: Type an optional description of the app.
• App category: Optionally, in the list, click the category to which you want to add the app.
For more information about app categories, see About app categories.

6. ClickNext. The Android Enterprise MDX App page appears.

7. Click Upload and navigate to the file location of the .mdx files for the app. Select the file and
clickOpen.

8. The UI notifies you if the attached application requires approval from themanaged Google Play
store. To approve the application without leaving the Citrix Endpoint Management console,
click Yes.
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9. When the managed Google Play store page opens, click Approve.

10. Click Approve again.

11. Select Keep approvedwhen app requests new permissions. Click Save.
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12. When the app is approved and saved, more settings appear on the page. Configure these set‑
tings:

• File name: Type the file name associated with the app.
• App Description: Type a description for the app.
• Product track: Specify which product track that you want to push to user devices. If you
have a track designed for testing, you can select and assign it to your users. The default is
Production.

• App version: Optionally, type the app version number.
• Package ID: The URL of the app in the Google Play store.
• Minimum OS version: Optionally, type the oldest operating system version that the de‑
vice can run to use the app.

• MaximumOS version: Optionally, type themost recent operating system that the device
must run to use the app.

• Excluded devices: Optionally, type the manufacturer or models of devices that can’t run
the app.

13. Configure the MDX Policies. For more information about app policies for MDX apps, see MDX
Policies at a Glance and MAM SDK overview.

14. Configure the deployment rules. For information, see Deploy resources.

15. Expand Store Configuration. This setting doesn’t apply to Android Enterprise apps, which ap‑
pear only in managed Google Play.
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Optionally, you can add an FAQ for the app or screen captures that appear in the app store. You
can also set whether users can rate or comment on the app.

• Configure these settings:

– App FAQ: Add FAQ questions and answers for the app.
– App screenshots: Add screen captures to help classify the app in the app store. The
graphic you uploadmust be a PNG. You can’t upload a GIF or JPEG image.

– Allow app ratings: Select whether to allow a user to rate the app. The default isOn.
Allow app comments: Select whether to allow users to comment about the selected
app. The default isOn.

16. ClickNext. The Approvals page appears.
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You use workflows when you need approval when creating user accounts. If you don’t want to
set up approval workflows, you can skip to Step 15.

Configure these settings to assign or create a workflow:

• Workflow to Use: Click an existing workflow in the drop‑down list or click Create a new
workflow. The default is None.

• If you select Create a newworkflow, configure these settings. For more information, see
Create andmanage workflows.

• Name: Type a unique name for the workflow.
• Description: Optionally, type a description for the workflow.
• Email Approval Templates: In the list, select the email approval template to be assigned.
When you click the eye icon to the right of this field, a dialog box appears where you can
preview the template.

• Levels ofmanager approval: In the list, select the number of levels of manager approval
required for this workflow. The default is 1 level. Possible options are:
– Not Needed
– 1 level
– 2 levels
– 3 levels

• Select Active Directory domain: In the list, select the appropriate Active Directory do‑
main to be used for the workflow.

• Find additional required approvers: Type the name of the additional required person in
the search field and then click Search. Names originate in the Active Directory.

• When the name appears in the field, select the checkbox next to the name. The name and
email address appear in the Selected additional required approvers list.
– To remove a person from the Selected additional required approvers list, do one of
the following:

* Click Search to see a list of all the persons in the selected domain.
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* Type a full or partial name in the search box, and then click Search to limit the
search results.

* Persons in the Selected additional required approvers list have check marks
next to their name in the search results list. Scroll through the list and clear the
checkbox next to each name you want to remove.

17. ClickNext. The Delivery Group Assignment page appears.

18. Next toChoose delivery groups, type to find a delivery group or select a group or groups in the
list. The groups you select appear in the Delivery groups to receive app assignment list.

19. Expand Deployment Schedule and then configure the following settings:

• Next toDeploy, clickOn to schedule deployment or clickOff to prevent deployment. The
default option is set asOn.

• Next to Deployment schedule, clickNow, or Later. The default option is set as Now.

• If you clickLater, click the calendar icon and then select the date and time for deployment.

• Next toDeployment condition, clickOn every connection, or clickOnlywhen previous
deployment has failed. The default option is set asOn every connection.

• Next toDeploy for always‑on connection, make sure thatOff is selected. The default op‑
tion is set asOff. The always‑on connections aren’t available for Android Enterprise to cus‑
tomers who began using Citrix Endpoint Management with version 10.18.19 or later. We
don’t recommend the connections for customers who began using Citrix Endpoint Man‑
agement before version 10.18.19.

This option applies when you’ve configured the scheduling background deployment key
in Settings > Server Properties.

The deployment schedule that you configure is the same for all platforms. Any changes
youmake apply to all platforms, except for Deploy for always‑on connection.
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20. Click Save.

Repeat the steps for eachmobile productivity app.

Configure security challenge policy

TheCitrix EndpointManagementPasscodedevicepolicy configures security challenge rules. The chal‑
lenges appearwhenusers access their devicesor theAndroidEnterpriseworkprofiles on their devices.
A security challenge canbeapasscodeor biometric recognition. Formore informationabout thePass‑
code policy, see Passcode device policy.

• If your Android Enterprise deployment includes BYOD devices, configure the passcode policy
for the work profile.

• If your deployment includes company‑owned, fully managed devices, configure the passcode
policy for the device itself.

• If your deployment includes both types of devices, configure both types of passcode policy.

To configure the passcode policy:

1. In the Citrix Endpoint Management console, go to Configure > Device Policies.

2. Click Add.

3. Click Show filter to show the Policy Platform pane. In the Policy Platform pane, select An‑
droid Enterprise.

4. Click Passcode on the right pane.
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1. Enter a Policy Name. Click Next.

2. Configure the Passcode policy settings.

• Set Device passcode required to On to see the settings available for security challenges
for the device itself.

• Set Work profile security challenge to On to see the settings available for work profile
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security challenges.

3. ClickNext.

4. Assign the policy to one or more delivery groups.

5. Click Save.

Creating enrollment profiles

Enrollment profiles control howAndroid devices are enrolled if Android Enterprise is enabled for your
Citrix Endpoint Management deployment. When you create an enrollment profile to enroll Android
Enterprise devices, you can configure the enrollment profile to enroll new and factory reset devices
as:

• Fully managed devices
• Dedicated devices
• Fully managed devices with a work profile/Work profile on corporate‑owned devices

You can also configure each of these Android Enterprise enrollment profiles to enroll BYOD Android
devices as work profile devices.

If Android Enterprise is enabled for your Citrix Endpoint Management deployment, all newly enrolled
or reenrolled Android devices are enrolled as Android Enterprise devices. By default, the Global en‑
rollment profile enrolls new and factory reset Android devices as fully managed devices and enrolls
BYOD Android devices as work profile on corporate‑owned devices.

When you create enrollment profiles, you assign delivery groups to them. If a user belongs to many
delivery groups that have different enrollment profiles, the name of the delivery group determines
the enrollment profile used. Citrix Endpoint Management selects the delivery group that appears last
in an alphabetized list of delivery groups. For more information, see Enrollment profiles.

Add an enrollment profile for fully managed devices

The Global enrollment profile enrolls fully managed devices by default, but you can create more en‑
rollment profiles to enroll fully managed devices.

1. In the Citrix Endpoint Management console, go to Configure > Enrollment Profiles.

2. To add an enrollment profile, click Add. In the Enrollment Info page, type a name for the enroll‑
ment profile.

3. Set the number of devices that members with this profile can enroll.

4. Select Android under Platforms or clickNext. The Enrollment Configuration page appears.
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5. SetManagement to Android Enterprise.

6. Set Device ownermode to Company‑owned device.

7. BYOD work profile allows you to configure the enrollment profile to enroll BYOD devices as
work profile devices. New and factory reset devices are enrolled as fully managed devices. Set
BYODworkprofile toOn toallowenrollmentofBYODdevicesasworkprofiledevices. SetBYOD
work profile toOff to restrict enrollment to fully managed devices. Default isOn.

8. Choose whether to enroll devices in Citrix MAM.

9. If you set BYOD work profile to On, configure user consent. To allow users of BYOD work pro‑
file devices to decline device management when they enroll their devices, set Allow users to
decline devicemanagement toOn.

If BYODwork profile is set toOn, the default value of Allow users to decline devicemanage‑
ment is On. If BYOD work profile is set to Off, then Allow users to decline device manage‑
ment is disabled.

10. Select Assignment (options). The Delivery Group Assignment screen appears.

11. Choose the delivery group or delivery groups that have the administratorswho enroll fullyman‑
aged devices. Then click Save.

The Enrollment Profile page appears with the profile that you added.
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Add a dedicated device enrollment profile

When your Citrix Endpoint Management deployment includes dedicated devices, a single Citrix End‑
point Management administrator or small group of administrators enroll many dedicated devices. To
make sure that these administrators can enroll all the devices required, create an enrollment profile
for themwith unlimited devices allowed per user.

1. In the Citrix Endpoint Management console, go to Configure > Enrollment Profiles.

2. To add an enrollment profile, click Add. In the Enrollment Info page, type a name for the enroll‑
ment profile. Set toUnlimited the number of devices members with this profile can enroll.

3. Select Android under Platforms or clickNext. The Enrollment Configuration page appears.

4. SetManagement to Android Enterprise.

5. Set Device ownermode to Dedicated device.

6. BYOD work profile allows you to configure the enrollment profile to enroll BYOD devices as
workprofile devices. Newand factory reset devices are enrolledasdedicateddevices. SetBYOD
workprofile toOn to allowenrollmentof BYODdevices asworkprofile devices. SetBYODwork
profile toOff to restrict enrollment to company‑owned devices. Default isOn.

7. Choose whether to enroll devices in Citrix MAM.

8. If you set BYOD work profile to On, configure user consent. To allow users of BYOD work pro‑
file devices to decline device management when they enroll their devices, set Allow users to

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 370



Citrix Endpoint Management

decline devicemanagement toOn.

If BYODwork profile is set toOn, the default value of Allow users to decline devicemanage‑
ment is On. If BYOD work profile is set to Off, then Allow users to decline device manage‑
ment is disabled.

9. Select Assignment (options). The Delivery Group Assignment screen appears.

10. Choose the delivery group or delivery groups that have the administrators who enroll the dedi‑
cated devices. Then click Save.

The Enrollment Profile page appears with the profile that you added.

Add an enrollment profile for fully managed devices with a work profile / work profile on
corporate‑owned devices

1. In the Citrix Endpoint Management console, go to Configure > Enrollment Profiles.

2. To add an enrollment profile, click Add. In the Enrollment Info page, type a name for the enroll‑
ment profile.

3. Set the number of devices that members with this profile can enroll.

4. Select Android under Platforms or clickNext. The Enrollment Configuration page appears.

5. Set Management to Android Enterprise. Set Device owner mode to Fully managed with
work profile / Work profile on corporate‑owned devices.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 371



Citrix Endpoint Management

6. BYOD work profile allows you to configure the enrollment profile to enroll BYOD devices as
workprofile devices. Newand factory reset devices are enrolled as fullymanageddeviceswith a
work profile. Set BYODwork profile toOn to allow enrollment of BYOD devices as work profile
devices. Set BYOD work profile to Off to restrict enrollment to dedicated devices. Default is
Off.

7. Choose whether to enroll devices in Citrix MAM.

8. If you set BYOD work profile to On, configure user consent. To allow users of BYOD work pro‑
file devices to decline device management when they enroll their devices, set Allow users to
decline devicemanagement toOn.

If BYODwork profile is set toOn, the default value of Allow users to decline devicemanage‑
ment is On. If BYOD work profile is set to Off, then Allow users to decline device manage‑
ment is disabled.

9. Select Assignment (options). The Delivery Group Assignment screen appears.

10. Choose the delivery group or delivery groups that have the administratorswho enroll fullyman‑
aged devices with a work profile. Then click Save.

The Enrollment Profile page appears with the profile that you added.

Adding an enrollment profile for legacy devices

Google deprecated the device administrator mode of device management. Google encourages cus‑
tomers to manage all Android devices in device owner mode or profile owner mode. (See Device ad‑
min deprecation in the Google Android Enterprise developer guides.)

To support this change:

• Citrix made Android Enterprise the default enrollment option for Android devices.
• If Android Enterprise is enabled for your Citrix Endpoint Management deployment, all newly
enrolled or re‑enrolled Android devices are enrolled as Android Enterprise devices.

Your organization might not be ready to begin managing legacy Android devices using Android En‑
terprise. In that case, you can continue to manage them in device administrator mode. For devices
already enrolled in device administrator mode, Citrix Endpoint Management continues to manage
them in device administrator mode.

Create an enrollment profile for legacy devices to allownewAndroid device enrollments to use device
administrator mode.

To create an enrollment profile for legacy devices:

1. In the Citrix Endpoint Management console, go to Configure > Enrollment Profiles.
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2. To add an enrollment profile, click Add. In the Enrollment Info page, type a name for the enroll‑
ment profile.

3. Set the number of devices that members with this profile can enroll.

4. Select Android under Platforms or clickNext. The Enrollment Configuration page appears.

5. SetManagement to Legacy device administration (not recommended). Click Next.

6. Choose whether to enroll devices in Citrix MAM.

7. To allow users to decline device management when they enroll their devices, set Allow users
to decline devicemanagement toOn. Default isOn.

8. Select Assignment (options). The Delivery Group Assignment screen appears.

9. Choose the delivery group or delivery groups that have the administrators who enroll the dedi‑
cated devices. Then click Save.

The Enrollment Profile page appears with the profile that you added.

To continue managing legacy devices in device administrator mode, enroll or re‑enroll them using
this profile. You enroll device administrator devices similar to work profile devices, by having users
download Citrix Secure Hub and giving an enrollment server URL.

Provisioning Android Enterprise work profile devices

Android Enterprise work profile devices are enrolled in profile owner mode. These devices do not
need to be new or factory reset. BYOD devices are enrolled as work profile devices. The enrollment
experience is similar to Android enrollment in Citrix Endpoint Management. Users download Citrix
Secure Hub from Google Play and enroll their devices.
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By default, the USB Debugging and Unknown Sources settings get disabled on a device when you
enroll the device in Android Enterprise as a work profile device.

When enrolling devices in Android Enterprise as work profile devices, always go to Google Play. From
there, enable Citrix Secure Hub to appear in the user’s personal profile.

Provisioning Android Enterprise fully managed devices

You can enroll fully managed devices in the deployment you set up in the previous sections. Fully
managed devices are company‑owned devices and are enrolled in device owner mode. Only new or
factory reset devices can be enrolled in device owner mode.

You can enroll devices in device owner mode using any of these enrollment methods:

• DPC identifier token: With this enrollment method, users enter the characters afw#
xenmobile when setting up the device. afw#xenmobile is the Citrix DPC identifier token.
This token identifies the device as managed by Citrix Endpoint Management and downloads
Citrix Secure Hub from the Google Play store. See Enrolling devices using the Citrix DPC
identifier token.

• Near field communication (NFC) bump: The NFC bump enrollment method transfers data
throughbetween twodevicesusingnear‑field communication. Bluetooth,Wi‑Fi, andother com‑
munication modes are disabled on a new or factory‑reset device. NFC is the only communica‑
tion protocol that the device can use in this state. See Enrolling devices with NFC bump.

• QR code: QR code enrollment can be used to enroll a distributed fleet of devices that do not
supportNFC, suchas tablets. TheQRcodeenrollmentmethodsetsupandconfigures thedevice
profile mode by scanning a QR code from the setup wizard. See Enrolling devices using a QR
code.

• Zero‑touch: Zero‑touch enrollment allows you to configure devices to enroll automatically
when they’re first powered on. Zero‑touch enrollment is supported on some Android devices
running Android 9.0 or later. See Zero‑touch enrollment.

• Google Accounts: Users enter their Google Account credentials to start the provisioning
process. This option is for enterprises using Google Workspace.

Enrolling devices using the Citrix DPC identifier token

Users enter afw#xenmobile when prompted to enter a Google account after powering on new or
factory reset devices for initial setup. This actiondownloads and installs Citrix SecureHub. Users then
follow the Citrix Secure Hub set‑up prompts to complete the enrollment.

System requirements
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• Supported on all Android devices running the Android OS.

To enroll the device

1. Power on a new or factory reset device.

2. The initial device setup loads and prompts for a Google account. If the device loads the home
screen of the device, check the notification bar for a Finish Setup notification.

3. Enter afw#xenmobile in the Email or phone field.
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4. Tap Install on the Android Enterprise screen prompting to install Citrix Secure Hub.

5. Tap Install on the Citrix Secure Hub installer screen.

6. Tap Allow for all app permission requests.

7. Tap Accept & Continue to install Citrix Secure Hub and allow it to manage the device.

8. Citrix Secure Hub is now installed and on the default enrollment screen. In this example, Au‑
toDiscovery isn’t set up. If it is, the user can enter their user name/email and a server can be
found for them. Instead, enter the enrollment URL for the environment and tapNext.
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9. The default configuration for Citrix Endpoint Management allows users to choose if they use
MAM or MDM+MAM. If prompted in this way, tap Yes, Enroll to choose MDM+MAM.

10. Enter the user email address and password, then tapNext.

11. The user is prompted to configure a device passcode. Tap Set and enter a passcode.

12. The user is prompted to configure a work profile unlock method. For this example, tap Pass‑
word, tap PIN, and enter a PIN.

13. The device is now on the Citrix Secure HubMy Apps landing screen. Tap Add apps from Store.

14. To add Citrix Secure Web, tap Citrix Secure Web.
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15. Tap Add.

16. Citrix Secure Hub directs the user to the Google Play store to install Citrix Secure Web. Tap In‑
stall.

17. After Citrix Secure Web is installed, tap Open. Enter a URL from an internal site in the address
bar and verify that the page loads.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 378



Citrix Endpoint Management

18. Go toSettings>Accountson thedevice. Observe that theManagedAccount can’t bemodified.
The developer options for sharing screen or remote debugging are also blocked.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 379



Citrix Endpoint Management

Enrolling devices with NFC bump

To enroll a device as a fully managed device using NFC bumps requires two devices: One that is reset
to its factory settings and one running the Citrix Endpoint Management Provisioning Tool.

System requirements and prerequisites

• Supported Android devices.
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• A new or factory‑reset device with the NFC feature, provisioned for Android Enterprise as a fully
managed device. See the section on Provisioning Android Enterprise fully managed devices.

• Another device with the NFC feature, running the configured Provisioning Tool. The Provision‑
ing Tool is available in Citrix Secure Hub or on the Citrix downloads page.

Each device can have only one Android Enterprise profile. In this case, the profile is for a managed
Citrix Secure Hub. Trying to add a second DPC app removes the installed Citrix Secure Hub.

Data transferred through the NFC bump Provisioning a factory‑reset device requires you to send
the following data through an NFC bump to start the Android Enterprise:

• Package name of the DPC app that acts as device owner (in this case, Citrix Secure Hub).
• Intranet/Internet location fromwhich the device can download the DPC app.
• SHA‑256 hash of the DPC app to verify if the download is successful.
• Wi‑Fi connection details so that a factory‑reset device can connect and download the DPC app.
Note: Android now does not support 802.1x Wi‑Fi for this step.

• Time zone for the device (optional).
• Geographic location for the device (optional).

When the two devices are bumped, the data from the Provisioning Tool is sent to the factory‑reset
device. That data is then used to download Citrix Secure Hub with administrator settings. If you don’
t enter time zone and location values, Android automatically configures the values on the new de‑
vice.

Configuring the Citrix EndpointManagement Provisioning Tool Before doing anNFC bump, you
must configure theProvisioningTool. This configuration is then transferred to the factory‑reset device
during the NFC bump.
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You can type data into the required fields or populate them by using a text file. The steps in the next
procedure describe how to configure the text file with descriptions for each field. The app doesn’t
save information after you type it, so you might want to create a text file to keep the information for
future use.

To configure theProvisioning Tool by using a text file Name the file nfcprovisioning.txt and place
the file in the /sdcard/ folder on the SD card of the device. The app can then read the text file and
populate the values.

The text file must have the following data:

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION
=<download_location>

This line is the intranet/internet location of the EMM provider app. After the factory‑reset device con‑
nects to Wi‑Fi following the NFC bump, the device must have access to this location for downloading.
The URL is a regular URL, with no special formatting required.
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android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=<SHA-256
hash>

This line is the checksumof the EMMprovider app. This checksum is used to verify that the download
is successful. Steps to get the checksum are discussed later in this article.

android.app.extra.PROVISIONING_WIFI_SSID=<wifi ssid>

This line is the connected Wi‑Fi SSID of the device on which the Provisioning Tool is running.

android.app.extra.PROVISIONING_WIFI_SECURITY_TYPE=<wifi security type
>

Supported values are WEP andWPA2. If the Wi‑Fi is unprotected, this field must be empty.

android.app.extra.PROVISIONING_WIFI_PASSWORD=<wifi password>

If the Wi‑Fi is unprotected, this field must be empty.

android.app.extra.PROVISIONING_LOCALE=<locale>

Enter language and country codes. The language codes are two‑letter lowercase ISO language codes
(such as en) as defined by ISO 639‑1. The country codes are two‑letter uppercase ISO country codes
(such as US) as defined by ISO 3166‑1. For example, type en_US for English as spoken in the United
States. If you don’t type any codes, the country and language are automatically populated.

android.app.extra.PROVISIONING_TIME_ZONE=<timezone>

The time zone inwhich the device is running. Type the database name of the area/location. For exam‑
ple, typeAmerica/Los_Angeles forPacific time. If youdon’t typeaname, the timezoneautomatically
populates.

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_NAME=<package
name>

This data isn’t required, because the value is hardcoded into the app as Citrix Secure Hub. It’s men‑
tioned here only for the sake of completion.

If there’s Wi‑Fi protected using WPA2, a completed nfcprovisioning.txt file might look like the follow‑
ing:

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION
=https://www.somepublicurlhere.com/path/to/securehub.apk

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=ga50TwdCmfdJ72LGRFkke4CrbAk
\u003d

android.app.extra.PROVISIONING_WIFI_SSID=Protected_WiFi_Name

android.app.extra.PROVISIONING_WIFI_SECURITY_TYPE=WPA2

android.app.extra.PROVISIONING_WIFI_PASSWORD=wifiPasswordHere
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android.app.extra.PROVISIONING_LOCALE=en_US

android.app.extra.PROVISIONING_TIME_ZONE=America/Los_Angeles

If there’s unprotected Wi‑Fi, a completed nfcprovisioning.txt file might look like the following:

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION
=https://www.somepublicurlhere.com/path/to/securehub.apk

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=ga50TwdCmfdJ72LGRFkke4CrbAk
\u003d

android.app.extra.PROVISIONING_WIFI_SSID=Unprotected_WiFi_Name

android.app.extra.PROVISIONING_LOCALE=en_US

android.app.extra.PROVISIONING_TIME_ZONE=America/Los_Angeles

To get the checksum of Citrix Secure Hub The checksum of Citrix Secure Hub is a constant value:
qn7oZUtheu3JBAinzZRrrjCQv6LOO6Ll1OjcxT3-yKM. To download an APK file for Citrix
Secure Hub, use the following Google Play store link: https://play.google.com/managed/
downloadManagingApp?identifier=xenmobile.

To get an app checksum Prerequisites:

• The apksigner tool from the Android SDK Build Tools
• OpenSSL command line

To get the checksum of any app, follow these steps:

1. Download the app’s APK file from the Google Play store.

2. In the OpenSSL command line, navigate to the apksigner tool: android-sdk/build-
tools/<version>/apksigner and type the following:

1 apksigner verify -print-certs <apk_path> | perl -nle 'print $& if
m{

2 (?<=SHA-256 digest:) .* }
3 ' | xxd -r -p | openssl base64 | tr -d '=' | tr -- '+/=' '-_'
4 <!--NeedCopy-->

The command returns a valid checksum.

3. Togenerate theQRcode, enter thechecksumin thePROVISIONING_DEVICE_ADMIN_SIGNATURE_CHECKSUM
field. For example:

1 {
2
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3 "android.app.extra.PROVISIONING_DEVICE_ADMIN_COMPONENT_NAME": "com.
zenprise/com.zenprise.configuration.AdminFunction",

4 "android.app.extra.PROVISIONING_DEVICE_ADMIN_SIGNATURE_CHECKSUM":"
qn7oZUtheu3JBAinzZRrrjCQv6LOO6Ll1OjcxT3-yKM",

5 "android.app.extra.
PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION": "https://
play.google.com/managed/downloadManagingApp?identifier=xenmobile",

6 "android.app.extra.PROVISIONING_ADMIN_EXTRAS_BUNDLE": {
7
8 "serverURL": "https://supportablility.xm.cloud.com"
9 }

10
11 }
12
13 <!--NeedCopy-->

Libraries used The Provisioning Tool uses the following libraries in its source code:

• v7 appcompat library, Design Support library, and v7 palette support library by Google under
Apache license 2.0

For information, see Support Library Features Guide.

• Butter Knife by Jake Wharton under Apache license 2.0

Enrolling devices using a QR code

Users can enroll a fully managed device by using the QR code you generate for them.

System requirements Android devices that run Android 7.0 or later.

Create a QR code You generate a QR code by specifying enrollment information as needed. After
you generate a QR code, save the QR code locally. Citrix Endpoint Management doesn’t store it.
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1. Navigate to Settings > Android Enterprise QR Code.

2. If needed, specify the following enrollment information:

• Server FQDN: Type the FQDN of the Citrix Endpoint Management server (for example,
example.cem.cloud.com). This field is optional. If you leave it empty, users must
populate this information when they enroll.

• User name: Type the user name used to enroll. If you plan on distributing the QR code to
more than one user, we recommend leaving this field empty. Configuring aQR codewith a
user name and password is useful for enrolling kiosk devices. If you leave the field empty,
users must populate this information when they enroll.

• Password: Type the password associated with the user name you typed. If you leave the
field empty, users must populate this information when they enroll.

• Skip encryption: If On, the device isn’t encrypted during enrollment. The default isOff.
• Enable all system apps: If On, allows access to all the system apps on the device. The
default isOff.

• Skip user consent: If Off, users can opt out of device management. The default isOff.
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The JSONoutput box displays the JSON content that corresponds to the information you spec‑
ified.

3. To addmore enrollment information, edit the JSON content in the JSON output box.

4. Click Generate QR Code. The QR code appears to the right of the JSON output.

5. Right‑click the QR code image and save it.

6. Send the image to the users for device enrollment.

A factory‑reset device scans this QR code to enroll as a fully managed device.

To enroll the device After powering up a new or factory reset device:

1. Tap the screen six times on the welcome screen to launch the QR code enrollment flow.

2. When prompted, connect to Wi‑Fi. The download location for Citrix Secure Hub in the QR code
is accessible over this Wi‑Fi network.

Once the device successfully connects toWi‑Fi, it downloads a QR code reader fromGoogle and
launches the camera.

3. Point the camera to the QR code to scan the code.

Android downloads Citrix Secure Hub from the download location in the QR code, validates the
signing certificate signature, installs Citrix Secure Hub, and sets it as the device owner.

For more information, see this Google guide for Android EMM developers: https://developers.google.
com/android/work/prov‑devices#qr_code_method.

Zero‑touch enrollment

Zero‑touch enrollment lets you set updevices to provision themselves as fullymanageddeviceswhen
they’re powered on for the first time.

Your device reseller creates an account for you on the Android zero‑touch portal, an online tool that
lets you apply configurations to devices. Using the Android zero‑touch portal, create one or more
zero‑touch enrollment configurations and apply the configurations to the devices assigned to your
account. When your users power up these devices, the devices are automatically enrolled in Citrix
Endpoint Management. The configuration assigned to the device defines its automatic enrollment
process.

System requirements

• Support for zero‑touch enrollment begins with Android 9.0.
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Devices and account information from your reseller

• Devices eligible for zero‑touch enrollment are bought fromanenterprise reseller or Google part‑
ner. For a list of Android Enterprise zero‑touch partners, see the Android website.

• An Android Enterprise zero‑touch portal account, created by your reseller.

• Android Enterprise zero‑touch portal account login information, provided by your reseller.

Create a zero‑touch configuration When you create a zero‑touch configuration, include a custom
JSON to specify details of the configuration.

Use this JSON to configure the device to enroll on the Citrix Endpoint Management server you specify.
Replace the URL of your server for ‘URL’in this example.

1 {
2
3 "android.app.extra.PROVISIONING_ADMIN_EXTRAS_BUNDLE":
4 {
5
6 "serverURL":"URL"
7 }
8
9 }

10
11 <!--NeedCopy-->

You can use an optional JSONwithmore parameters to further customize your configuration. This ex‑
ample specifies theCitrix EndpointManagement server and theuser nameandpassword that devices
using this configuration use to log on to the server.

1 {
2
3 "android.app.extra.PROVISIONING_ADMIN_EXTRAS_BUNDLE":
4 {
5
6 "serverURL":"URL",
7 "xm_username":"username",
8 "xm_password":"password"
9 }

10
11 }
12
13 <!--NeedCopy-->

Important:

Toenroll devices in theworkprofileoncorporate‑owneddevicesmode, add{ "desiredProvisioningMode
": "managedProfile"} to thecustomJSONunderPROVISIONING_ADMIN_EXTRAS_BUNDLE
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.

1. Go to the Android zero‑touch portal at https://partner.android.com/zerotouch. Log in with the
account information from your zero‑touch device reseller.

2. Click Configuration.

3. Click + above the configuration table.

4. Enter your configuration information in the configuration window that appears.
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• Configuration name: Type the name that you choose for this configuration.
• EMMDPC: Choose Citrix Secure Hub.
• DPC extras: Paste your custom JSON text in this field.
• Companyname: Type the name that youwant to appear on your Android Enterprise zero‑
touch devices during device provisioning.

• Support email address: Type an email address that your users can contact for help. This
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address appears on your Android Enterprise zero‑touch devices before device provision‑
ing.

• Support phone number: Type a phone number that your users can contact for help. This
phone number appears on your Android Enterprise zero‑touch devices before device pro‑
visioning.

• Custom Message: Optionally, add one or two sentences to help your users contact you
or give themmore details about what’s happening to their device. This custommessage
appears on your Android Enterprise zero‑touch devices before device provisioning.

5. Click Add.

6. To create more configurations, repeat steps 2 through 4.

7. To apply a configuration to a device:

a) In the Android zero‑touch portal, click Devices.

b) Find the device in the list of devices and choose the configuration youwant to assign to it.

c) ClickUpdate.

You can apply a configuration to many devices using a CSV file.

For information on how to apply a configuration to many devices, see Zero‑touch enrollment for IT
admins. This Android Enterprise topic has more information on how to manage configurations and
apply them to devices.
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Provisioning dedicated Android Enterprise devices

Dedicated Android Enterprise devices are fully managed devices that are dedicated to fulfill a single
usecase. You restrict thesedevices tooneapporasmall setof apps required todo the tasksneeded for
this use case. You also prevent users fromenabling other apps or doing other actions on the device.

Enroll dedicated devices using any of the enrollment methods used for other fully managed devices,
as described in Provisioning Android Enterprise fully managed devices. Provisioning dedicated de‑
vices require more setup before enrollment.

To provision dedicated devices:

• Add an enrollment profile for Citrix Endpoint Management administrators that you allow to en‑
roll dedicated devices to your Citrix Endpoint Management deployment. See Creating enroll‑
ment profiles.

• To enable a dedicated device to access apps, add them to the allow list.
• Optionally, set the allowed app to allow lock task mode. When an app is in lock task mode, the
app is pinned to the device screen when the user opens it. No Home button appears and the
Back button is disabled. The user exits the app using an action programmed into the app, such
as signing out.

• Enroll each device in the enrollment profile that you added.

System requirements

• Support for enrolling dedicated devices begins with Android 6.0.

Allow apps and set lock taskmode

The Kiosk device policy lets you allow apps and set lock taskmode. By default, Citrix Secure Hub and
Google Play services are on the allow list.

To add the Kiosk policy:

1. In theCitrix EndpointManagement console, clickConfigure>DevicePolicies. TheDevicePoli‑
cies page appears.

2. Click Add. The Add a New Policy dialog box appears.

3. ExpandMore and then, under Security, click Kiosk. The Kiosk Policy page appears.

4. Under Platforms, select Android Enterprise. Clear other platforms.

5. In the Policy Information pane, type the Policy Name and an optional Description.

6. ClickNext and then click Add.
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7. To allow an app and allow or deny lock task mode for that app:

Select the app that you want to allow from the list.

Choose Allow to set the app to be pinned to the device screen when the user starts the app.
Choose Deny to set the app not to be pinned. Default is Allow.

8. Click Save.

9. To allow another app and allow or deny lock task mode for that app, click Add.

10. Configure deployment rules and choose delivery groups. Formore information, seeDevice poli‑
cies.

Provisioning Android Enterprise fully managed devices with a work profile or work
profile on corporate‑owned devices

Devices running Android 9.0‑10.x enroll as “fully managed with a work profile.”Starting with Android
11+, devices enroll as “work profile on corporate‑owned devices.”All of these devices are company‑
owned devices that are used for both work and personal purposes. Your organization manages the
entire device. You can apply one set of policies to the device and a separate set of policies to thework
profile.

In the Citrix Endpoint Management console, fully managed devices with a work profile appear with
these terms:

• The device ownership is “Corporate”.

• The device Android Enterprise install type is “Corporate Owner Personally Enabled”.
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System requirements

• Support for enrolling fully managed devices with work profiles begins with Android 9.0.

To enroll the device

New and factory reset devices enroll as fully managed devices with a work profile. Those devices use
any of the enrollment methods used for other fully managed devices, as described in Provisioning
Android Enterprise fully managed devices. Devices running Android 11 can enroll in the work profile
on corporate‑owned devices mode using the QR code or zero‑touch enrollment methods described
in that section.

Important:

When enrolling devices in the work profile on corporate‑owned devicesmode using the QR code
method, add the following to the JSON output, above the serverURL field:
"desiredProvisioningMode": "managedProfile",

Devices that aren’t new or factory reset are enrolled as work profile devices as described in Provision‑
ing Android Enterprise work profile devices.

Viewing Android Enterprise devices in the Citrix Endpoint Management console

To viewAndroid Enterprise fullymanageddevices, dedicateddevices, and fullymanageddeviceswith
a work profile:

1. In the Citrix Endpoint Management console, go toManage > Devices.
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2. Add the Android Enterprise Enabled Device? column by clicking the menu on the right edge
of the table.

3. To view available security actions, select a fully managed device and click Secure. When the
device is fully managed, the Full Wipe action is available but Selective Wipe isn’t. That differ‑
ence is because the device only allows apps from the managed Google Play store. There isn’t
an option for the user to install applications from the public store. Your organization manages
all the content on the device.

Configure Android Enterprise device and app policies

For an overview of the policies controlled at both the device and app levels, see Supported device
policies and MDX policies for Android Enterprise.

What to know about policies:
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• Device restrictions: Dozens of device restrictions let you control features such as:

– Use of the device camera
– Use of copy and paste between work and personal profiles

• Per‑app VPN: Use the Managed configurations device policy to configure VPN profiles for An‑
droid Enterprise.

• Email policy: We recommend using the Managed configurations device policy to configure
apps.

Device policies

This table lists all device policies available for Android Enterprise devices.

Important:

For devices that enroll in Android Enterprise and use MDX apps: You can control some settings
throughMDXandAndroid Enterprise. Use the least restrictive policy settings forMDXand control
the policy through Android Enterprise.

App permissions App inventory App uninstall

Automatically update
managed apps

Connection scheduling Credentials

Custom XML Citrix Endpoint
Management options

Files

Keyguard
management

Kiosk Launcher
configuration

Location Managed
configurations

Network

OS update Passcode Restrictions

Device policies for fully managed devices with work profile (COPE devices)

For fully managed devices with work profiles, you can use some device policies to apply separate
settings to the entire device and the work profile. You can use other device policies to apply settings
only to the entire device or only to the work profile of fully managed devices with work profiles. For
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devices enrolled in theworkprofile oncorporate‑owneddevicesmode, policies applyonly to thework
profile and not the entire device.

Policy Applies to

App permissions Work profile

App inventory Work profile

App uninstall Work profile

Automatically update managed apps Work profile

Connection scheduling Work profile

Credentials Work profile

Custom XML N/A

Citrix Endpoint Management options Work profile

Files Work profile

Keyguard management Device and work profile

Kiosk N/A

Launcher configuration Device and work profile

Location Device (location mode only)

Managed configurations Work profile

Network Device

OS update N/A

Passcode Device and work profile

Restrictions Device and work profile (create separate policies
for the device and the work profile)

VPN N/A

See also, Supported device policies and MDX policies for Android Enterprise and MAM SDK
overview.

Security actions

Android Enterprise supports the following security actions. For a description of each security action,
see Security actions.
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Security action Work profile Fully managed

Certificate Renewal Yes Yes

Full Wipe Yes (after a selective wipe) Yes

Locate Yes Yes

Lock Yes Yes

Lock and Reset Password No Yes

Notify (Ring) Yes Yes

Revoke Yes Yes

Selective Wipe Yes Yes

Security action notes

• The locate security action fails unless the Location device policy sets the location mode for the
device toHigh Accuracy or Battery Saving. See Location device policy.

• On work profile devices that are running versions of Android earlier than Android 9.0:

– The lock and reset password action isn’t supported.

• On work profile devices with Android 9.0 or greater:

– The passcode sent locks the work profile. The device itself isn’t locked.
– If no passcode is set on the work profile:

* If nopasscode is sent, or thepasscode sentdoesn’tmeetpasscode requirements: The
device is locked.

– If a passcode is set on the work profile:

* If nopasscode is sent, or thepasscode sentdoesn’tmeetpasscode requirements: The
work profile is locked but the device itself isn’t locked.

Unenroll an Android Enterprise enterprise

If you no longer want to use your Android Enterprise enterprise, you can unenroll the enterprise.

Warning:

After you unenroll an enterprise, Android Enterprise apps on devices already enrolled through
it reset to their default states. Google no longer manages the devices. If you enroll into a new
Android Enterprise enterprise, you must approve apps for the new organization from managed
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Google Play. You can then update the apps from the Citrix Endpoint Management console.

After the Android Enterprise enterprise is unenrolled:

• Devices and users enrolled through the enterprise have the Android Enterprise apps reset to
their default state. Managed configurations policies previously applied no longer affect opera‑
tions.

• Citrix Endpoint Management manages devices enrolled through the enterprise. From the per‑
spective of Google, those devices are unmanaged. You can’t add new Android Enterprise apps.
You can’t apply Managed configurations policies. You can apply other policies, such as Sched‑
uling, Password, and Restrictions, to these devices.

• If you try to enroll devices in Android Enterprise, they’re enrolled as Android devices, not An‑
droid Enterprise devices.

Unenroll an Android Enterprise enterprise using the Citrix Endpoint Management server console and
Citrix Endpoint Management Tools.

When you do this task, Citrix Endpoint Management opens a Tools popup window. Before you be‑
gin, make sure that your browser has permission to open popup windows. Some browsers, such as
Google Chrome, require you to disable popup blocking and add the address of the Citrix Endpoint
Management site to the popup allow list.

To unenroll an Android Enterprise enterprise:

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page appears.

2. On the Settings page, click Android Enterprise.

3. ClickUnenroll.
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Distribute Android Enterprise apps

February 29, 2024

Citrix Endpoint Management manages apps deployed to devices. You can organize and deploy the
following types of Android Enterprise apps.

• Managed app store apps: These apps include free apps available in themanaged Google Play
Store. For example, GoToMeeting.

• MDX: Apps prepared with the MAM SDK or wrapped with the MDX Toolkit. These apps include
MDX policies. You get MDX apps from internal sources and public stores. Deploy Citrix mobile
productivity apps as MDX apps.

• Enterprise: Private apps you develop or get from another source. You provide these apps to
your users through the managed Google Play Store. The managed Google Play Store is the
Google enterprise app store.

• MDX‑enabled private apps: Enterprise apps prepared with the MAM SDK or wrapped with the
MDX Toolkit.

You can add enterprise apps and MDX‑enabled private apps two different ways.

• Add the apps to the Citrix Endpoint Management console as enterprise apps, as described in
the Enterprise apps and MDX‑enabled private apps sections in this article.

• Publish the apps directly to the managed Google Play Store using your Google developer ac‑
count. Then add the apps to the Citrix Endpoint Management console as managed app store
apps. See Managed app store apps.

If you publish apps using your Google developer account and then switch to using the Citrix Endpoint
Management console, the ownership of the apps differs. You need to manage your apps in both loca‑
tions, in this case. Citrix recommends adding your apps using onemethod or the other.

If you need to remove self‑managed apps from the managed Google Play Store, open a ticket with
Google. Developers can disable, but not delete, apps from themanaged Google Play Store.

The following sections provide more in‑depth information for Android Enterprise app configuration.
For information about distributing apps, see Add Apps. That article includes:

• The general workflows for adding web and SaaS apps or web links
• The required app workflow for enterprise and public store apps
• How to deliver enterprise apps from the Citrix Content Delivery Network (CDN) for Enterprise
Apps
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Managed app store apps

You can add free apps available on themanaged Google Play Store to Citrix Endpoint Management.

Note:

Tomake all apps in the Google Play store accessible frommanaged Google Play, use the Access
all apps in themanagedGoogle Play store server property. See Server properties. Setting this
property to true allows all Android Enterprise users to access public Google Play store apps. You
can then use the Restrictions device policy to control access to these apps.

Step 1: Add and configure apps

1. In the Citrix Endpoint Management console, navigate to Configure > Apps. Click Add.

2. Click Public App Store.

3. In the App Information pane, type the following information:

• Name: Type a descriptive name for the app. The name appears under App Name on the
Apps table.

• Description: Type an optional description of the app.

4. Select Android Enterprise as the platform.

5. Type the appnameorpackage ID in the searchboxandclickSearch. You can locate thepackage
ID in theGooglePlay store. The ID is in theURLof theapp. For example,com.Slack is thepack‑
age ID inhttps://play.google.com/store/apps/details?id=com.Slack&hl=
en_US.
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6. Apps matching the search criteria appear. Click the desired app then click Select.

7. Click Select again.

8. Click the app icon and configure the appName and Description.

9. Assign any delivery groups to the app and click Save. For information, see Deploy resources.

Step 2: Configure app deployment

1. Navigate to Configure > Delivery Groups and select the delivery group you configured. Click
Edit.
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2. In the Apps section, drag the desired apps to the Required Apps box.

3. On the Summary page, click Save.
4. On the Delivery Groups page, select the delivery group and click Deploy.

MDX apps

Add MDX files to Citrix Endpoint Management and configure app details and policy settings. To con‑
figure Citrix mobile productivity apps for Android Enterprise, add them asMDX apps. For information
about the app policies that are available for each device platform type, see:

• MAM SDK overview
• MDX Policies at a Glance

Step 1: Add and configure apps

1. ForCitrixmobile productivity apps, download thepublic‑storeMDX files: Go tohttps://www.citr
ix.com/downloads. Navigate to Citrix Endpoint Management (XenMobile) > Citrix Endpoint
Management Productivity Apps.

For other types of MDX apps, get the MDX file.

2. In the Citrix Endpoint Management console, click Configure > Apps. Click Add. The Add App
dialog box appears.
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3. Click MDX. The MDX App Information page appears. In the App Information pane, type the
following information:

• Name: Type a descriptive name for the app. The name appears under App Name on the
Apps table.

• Description: Type an optional description of the app.

4. Select Android Enterprise as the platform.

5. ClickUploadandnavigate to theMDX file. Android Enterprise only supports appspreparedwith
the MAM SDK or MDX Toolkit.

• TheUI notifies you if the attached application requires approval from themanagedGoogle
Play Store. To approve the application without leaving the Citrix Endpoint Management
console, click Yes.

After the managed Google Play Store opens, follow the instructions to approve and save
the app.
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When you successfully add the app, the App details page appears.

6. Configure these settings:

• File name: Type the file name associated with the app.
• App Description: Type a description for the app.
• App version: Optionally, type the app version number.
• Package ID: Type the package ID for the app got from themanaged Google Play Store.
• Minimum OS version: Optionally, type the oldest operating system version that the de‑
vice can run to use the app.

• MaximumOS version: Optionally, type themost recent operating system that the device
must run to use the app.

• Excluded devices: Optionally, type the manufacturer or models of devices that can’t run
the app.

7. Configure the MDX Policies. MDX policies vary by platform and include options for policy ar‑
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eas, including authentication, device security, and app restrictions. In the console, each of the
policies has a tooltip that describes the policy. For information about the app policies that are
available for each device platform type, see:

• MAM SDK overview
• MDX Policies at a Glance

8. Configure the deployment rules and store configuration.

9. Assign any delivery groups to the app and click Save. For information, see Deploy resources.

Step 2: Configure app deployment

1. Navigate to Configure > Delivery Groups and select the delivery group you configured. Click
Edit.

2. In the Apps section, drag the desired apps to the Required Apps box.

3. On the Summary page, click Save.

4. On the Delivery Groups page, select the delivery group and click Deploy.

Enterprise apps

Enterprise apps represent private apps that aren’t prepared with the MAM SDK or MDX Toolkit. You
develop these apps yourself or get them directly from other sources. To add an enterprise app, you
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need the APK file associatedwith the app. Make sure that you followGoogle Best practices for private
apps.

Watch this video to learn more:

Step 1: Add and configure apps

Add the app one of two ways:

• Publish the app directly to the managed Google Play Store and add it to the Citrix Endpoint
Management console as a Managed play store app. Follow the Google documentation on how
to Publish private apps, and then follow the steps in the Managed app store apps section.

• Add the app to the Citrix Endpoint Management console as an enterprise app. Do the following
steps:

1. In the Citrix Endpoint Management console, click Configure > Apps. Click Add. The Add App
dialog box appears.
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2. Click Enterprise. In the App Information pane, type the following information:

• Name: Type a descriptive name for the app. This name is listed under App Name on the
Apps table.

• Description: Type an optional description of the app.

3. Select Android Enterprise as the platform.

4. The Upload button opens the managed Google Play Store. You do not need to register for a
developer account to publish a private app. Click the Plus icon in the lower right corner to con‑
tinue.
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a) Type the name for your app and upload the .apk file. When finished, click Create. It might
take up to 10 minutes for your private app to publish.
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b) Enter an email address to get updates about your apps.
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c) After your application is published, click the icon for the private app. If you want to add
an app description, change the app icon, and other actions, click Make advanced edits.
Otherwise, click Select to open the app information page.
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5. ClickNext. The app information page for the platform appears.

6. Configure the settings for the platform type, such as:

• File name: Optionally, type a new name for the app.
• App description: Optionally, type a new description for the app.
• App version: You can’t change this field.
• Package ID: Unique identifier of your app.
• Minimum OS version: Optionally, type the oldest operating system version that the de‑
vice can run to use the app.

• MaximumOS version: Optionally, type themost recent operating system that the device
must run to use the app.

• Excluded devices: Optionally, type the manufacturer or models of devices that can’t run
the app.

7. Configure the deployment rules and store configuration.

8. Assign any delivery groups to the app and click Save. For information, see Deploy resources.
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Step 2: Configure app deployment

1. Navigate to Configure > Delivery Groups and select the delivery group you configured. Click
Edit.

2. In the Apps section, drag the desired apps to the Required Apps box.

3. On the Summary page, click Save.

4. On the Delivery Groups page, select the delivery group and click Deploy.

MDX‑enabled private apps

To add Android Enterprise apps as MDX‑enabled enterprise apps:

1. Create a private Android Enterprise app and MDX‑enable the app.
2. Add the app to the Citrix Endpoint Management console.

• Host and publish the app on the managed Google Play Store.
• Add the app to the Citrix Endpoint Management console as an Enterprise app.

3. Add the MDX file to Citrix Endpoint Management.

If youdecide tohostandpublishapps through theGooglePlayStore, don’t opt in forGoogle certificate
signing. Sign the appwith the same certificate used to MDX‑enable the app. Formore information on
publishing apps, see Google documentation on Publishing your app and Signing your app. The MAM
SDK doesn’t wrap apps, so it doesn’t require a certificate other than the one used to develop the
app.
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Formore information about publishing private apps through the Google Play Console, see the Google
documentation on how to Publish private apps from the Play Console.

To publish an app through Citrix Endpoint Management, see the following sections.

Prepare an Android Enterprise app

When you create an Android Enterprise app, make sure that you follow Google Best practices for pri‑
vate apps.

After you create an Android Enterprise app, integrate the MAM SDK with the app or wrap the app by
using the MDX Toolkit. Then, add the resulting files to XenMobile.

You can update the app by uploading an updated.apk file. The following steps cover app wrapping
with the MDX Toolkit.

1. Create your Android Enterprise app and generate a signed .apk file.

2. The following sample file has all known policies, some of which might not be applicable for
your environment. Any unusable settings are ignored. Create an XML file with the following
parameters:

1 <?xml version="1.0" encoding="UTF-8"?>
2 <MobileAppPolicies>
3 <PolicySchemaVersion>
4 1.0
5 </PolicySchemaVersion>
6 <Policies>
7 <DevicePasscode>false</DevicePasscode>
8 <AppPasscode>false</AppPasscode>
9 <MaxOfflinePeriod>72</MaxOfflinePeriod>

10 <StepupAuthAddress/>
11 <RequireUserEntropy>false</RequireUserEntropy>
12 <BlockRootedDevices>true</BlockRootedDevices>
13 <BlockDebuggerAccess>false</BlockDebuggerAccess>
14 <RequireDeviceLock>false</RequireDeviceLock>
15 <NonCompliantDeviceBehavior>AllowAppAfterWarning</

NonCompliantDeviceBehavior>
16 <WifiOnly>false</WifiOnly>
17 <RequireInternalNetwork>false</RequireInternalNetwork>
18 <InternalWifiNetworks/>
19 <AllowedWifiNetworks/>
20 <UpgradeGracePeriod>168</UpgradeGracePeriod>
21 <WipeDataOnAppLock>false</WipeDataOnAppLock>
22 <ActivePollPeriod>60</ActivePollPeriod>
23 <PublicFileAccessLimitsList/>
24 <CutAndCopy>Unrestricted</CutAndCopy>
25 <Paste>Unrestricted</Paste>
26 <DocumentExchange>Unrestricted</DocumentExchange>
27 <OpenInExclusionList/>
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28 <InboundDocumentExchange>Unrestricted</
InboundDocumentExchange>

29 <InboundDocumentExchangeWhitelist/>
30 <connectionSecurityLevel>TLS</connectionSecurityLevel>
31 <DisableCamera>false</DisableCamera>
32 <DisableGallery>false</DisableGallery>
33 <DisableMicrophone>false</DisableMicrophone>
34 <DisableLocation>false</DisableLocation>
35 <DisableSms>false</DisableSms>
36 <DisableScreenCapture>false</DisableScreenCapture>
37 <DisableSensor>false</DisableSensor>
38 <DisableNFC>false</DisableNFC>
39 <BlockLogs>false</BlockLogs>
40 <DisablePrinting>false</DisablePrinting>
41 <MvpnNetworkAccess>MvpnNetworkAccessUnrestricted</

MvpnNetworkAccess>
42 <MvpnSessionRequired>False</MvpnSessionRequired>
43 <NetworkAccess>NetworkAccessUnrestricted</NetworkAccess>
44 <DisableLocalhostConnections>false</

DisableLocalhostConnections>
45 <CertificateLabel/>
46 <DefaultLoggerOutput>file,console</DefaultLoggerOutput>
47 <DefaultLoggerLevel>15</DefaultLoggerLevel>
48 <MaxLogFiles>2</MaxLogFiles>
49 <MaxLogFileSize>2</MaxLogFileSize>
50 <RedirectSystemLogs>false</RedirectSystemLogs>
51 <EncryptLogs>false</EncryptLogs>
52 <GeofenceLongitude>0</GeofenceLongitude>
53 <GeofenceLatitude>0</GeofenceLatitude>
54 <GeofenceRadius>0</GeofenceRadius>
55 <EnableGoogleAnalytics>false</EnableGoogleAnalytics>
56 <Authentication>OfflineAccessOnly</Authentication>
57 <ReauthenticationPeriod>480</ReauthenticationPeriod>
58 <AuthFailuresBeforeLock>5</AuthFailuresBeforeLock>
59 </Policies>
60 </MobileAppPolicies>
61 <!--NeedCopy-->

3. Wrap the appusing theMDXToolkit. For information about using theMDXToolkit, seeWrapping
Android mobile apps.

Set the apptype parameter to Premium. Use the XML file from the previous step in the com‑
mand described next.

If you know the storeURL for the app, set the storeURLparameter to the storeURL. Users down‑
load the app from the store URL after you publish the app.

Here is an example of an MDX Toolkit command used to wrap an app called SampleAEapp:

1 ```
2 java -Dfile.encoding=UTF-8 -Duser.country=US -Duser.language=en -

Duser.variant
3 -jar /Applications/Citrix/MDXToolkit/ManagedAppUtility.jar wrap
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4 -in ~/Desktop/AEAppFiles/SampleAEApp-input.apk
5 -out ~/Desktop/AEAppFiles/SampleAEApp.mdx
6 -MinPlatform 5.0
7 -keystore /MyKeystore
8 -storepass mystorepwd123
9 -keyalias key0

10 -keypass mykeypwd123
11 -storeURL "https://play.google.com/store/apps/details?id=

SampleAEappPackage"
12 -appType Premium
13 -premiumMdxPolicies <Path to Premium policy XML>
14 <!--NeedCopy--> ```

Wrapping the app generates a wrapped .apk file and an .mdx file.

Add the wrapped .apk file

Add the app one of two ways:

• Publish the app directly to the managed Google Play Store and add it to the Citrix Endpoint
Management console as a Managed play store app. Follow the Google documentation on how
to Publish private apps, and then follow the steps in the Managed app store apps section.

• Add the app to the Citrix Endpoint Management console as an enterprise app. Do the following
steps:

1. In the Citrix Endpoint Management console, click Configure > Apps. The Apps page opens.

2. Click Add. The Add App dialog box appears.

3. Click Enterprise. In the App Information pane, type the following information:
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• Name: Type a descriptive name for the app. This name is listed under App Name on the
Apps table.

• Description: Type an optional description of the app.

4. Select Android Enterprise as the platform.

5. The Upload button opens the managed Google Play Store. You do not need to register for a
developer account to publish a private app. Click the Plus icon in the lower right corner to con‑
tinue.

a) Type the name for your app and upload the .apk file. When finished, click Create. It might
take up to 10 minutes for your private app to publish.
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b) Enter an email address to get updates about your apps.
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c) After your application is published, click the icon for the private app and click Select to
open the app information page.
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6. ClickNext. The app information page for the platform appears.

7. Configure the settings for the platform type, such as:

• File name: Optionally, type a new name for the app.
• App description: Optionally, type a new description for the app.
• App version: You can’t change this field.
• Package ID: Unique identifier of your app.
• Minimum OS version: Optionally, type the oldest operating system version that the de‑
vice can run to use the app.

• MaximumOS version: Optionally, type themost recent operating system that the device
must run to use the app.

• Excluded devices: Optionally, type the manufacturer or models of devices that can’t run
the app.

8. Configure the deployment rules and store configuration.

9. In the Enterprise App page, clickNext. The Approvals page appears.

To use workflows to require approval before allowing users to access the app, see Apply work‑
flows. If you don’t need an approval workflow, you can skip to Step 13.
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10. ClickNext.

11. TheDeliveryGroupAssignmentpageappears. Noaction is neededon this page. Youconfigure
the delivery groups and deployment schedule for this app when you add the .mdx file. Click
Save.

Optional: Add or change the store URL

If you didn’t know the store URL when you wrapped the app, add the store URL now.

1. View the app in the managed Google Play Store. When you select the app, the store URL
appears in the address bar of your browser. Copy the package name of the app from the
URL form. For example: https://play.google.com/store/apps/details?id=
SampleAEappPackage. The URL you copy might begin with https://play.google.
com/work/. Make sure that you change work to store.

2. Use the MDX Toolkit to add the store URL to the .mdx file:

1 java -jar /Applications/Citrix/MDXToolkit/ManagedAppUtility.jar \
2 setinfo \
3 -in ~/Desktop/SampleApps/Sample.mdx \
4 -out ~/Desktop/SampleApps/wrapped/Sample.mdx \
5 -storeURL "https://play.google.com/store/apps/details?id=

SampleAEappPackage"
6 <!--NeedCopy-->

Add the .mdx file

1. In the Citrix Endpoint Management console, click Configure > Apps. Click Add. The Add App
dialog box appears.
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2. Click MDX. The MDX App Information page appears. In the App Information pane, type the
following information:

• Name: Type a descriptive name for the app. The name appears under App Name on the
Apps table.

• Description: Type an optional description of the app.

3. Select Android Enterprise as the platform.

4. ClickUpload andnavigate to theMDX file. Android Enterprise only supports appswrappedwith
the MDX Toolkit.

• TheUI notifies you if the attached application requires approval from themanagedGoogle
Play Store. To approve the application without leaving the Citrix Endpoint Management
console, click Yes.

After the managed Google Play Store opens, follow the instructions to approve and save
the app.
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When you successfully add the app, the App details page appears.

5. Configure these settings:

• File name: Type the file name associated with the app.
• App Description: Type a description for the app.
• App version: Optionally, type the app version number.
• Package ID: Type the package ID for the app got from themanaged Google Play Store.
• Minimum OS version: Optionally, type the oldest operating system version that the de‑
vice can run to use the app.

• MaximumOS version: Optionally, type themost recent operating system that the device
must run to use the app.

• Excluded devices: Optionally, type the manufacturer or models of devices that can’t run
the app.

6. Configure the MDX Policies. MDX policies vary by platform and include options for policy ar‑
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eas, including Authentication, Device Security, and App Restrictions. In the console, each of the
policies has a tooltip that describes the policy. For information about the app policies that are
available for each device platform type, see:

• MAM SDK overview
• MDX third‑party app policies at a glance

7. Configure the deployment rules and store configuration.

The Deploy for always‑on connection applies when you’ve configured the scheduling back‑
ground deployment key in Settings > Server Properties.

The always‑on option:

• Isn’t available for iOS devices
• Isn’t available for Android and Android Enterprise customers who began using Citrix End‑
point Management with version 10.18.19 or later

• Isn’t recommended for Android and Android Enterprise customers who began using Citrix
Endpoint Management before version 10.18.19

The deployment schedule that you configure is the same for all platforms. Any changes you
make apply to all platforms, except for Deploy for always‑on connection.

8. Assign any delivery groups to the app and click Save. For information, see Deploy resources.

Update the app

To update the Android Enterprise app, wrap and upload an updated .apk file:

1. Wrap the .apk file for the updated app using the MAM SDK or MDX Toolkit.

2. In the Citrix Endpoint Management console, click Configure > Apps. The Apps page opens.
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3. Click Add. The Add App dialog box appears.

4. Click Enterprise. In the App Information pane, type the following information:

• Name: Type a descriptive name for the app. This name is listed under App Name on the
Apps table.

• Description: Type an optional description of the app.

5. Select Android Enterprise as the platform.

6. ClickNext. The Enterprise App page appears.

7. ClickUpload.

8. In the managed Google Play Store page, select the app you want to update.

9. In the app information page, click edit next to the .apk file name.
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10. Navigate to the new .apk file and upload it.

11. In the managed Google Play Store page, click Save.

Legacy Android Enterprise for Google Workspace (formerly G Suite)
customers

February 29, 2024

Google Workspace customersmust use the legacy Android Enterprise settings to configure legacy An‑
droid Enterprise. Google recently renamed G Suite to Google Workspace.

If your organization already uses Google Workspace to provide users access to Google apps, you can
use Google Workspace to register Citrix as your EMM. If your organization uses Google Workspace,
it has an existing enterprise ID and existing Google Accounts for users. To use Citrix Endpoint Man‑
agement with Google Workspace, you sync with your LDAP directory and retrieve Google Account
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information from Google using the Google Directory API. Because this type of enterprise is tied to an
existing domain, each domain can only create one enterprise. To enroll a device in Citrix Endpoint
Management, each user must manually sign in with their existing Google Account. The account gives
themaccess tomanagedGooglePlay inaddition toanyotherGoogle servicesprovidedbyyourGoogle
Workspace plan.

Requirements for legacy Android Enterprise:

• A publicly accessible domain
• A Google administrator account
• Android devices that have managed profile support
• A Google account that has Google Play installed
• A Work profile set up on the device

To start configuring the legacy Android Enterprise, click legacy Android Enterprise in the Android
Enterprise page in Citrix Endpoint Management Settings.

Create an Android Enterprise Account

Before you can set up an Android Enterprise account, you must verify your domain name with
Google.

If you have already verified your domain name with Google, you can skip to this step: Set up an An‑
droid Enterprise service account and download an Android Enterprise certificate.

1. Navigate to https://gsuite.google.com/signup/basic/welcome.

The following page displays where you type your administrator and company information.
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2. Type your administrator user information.

3. Type your company information, in addition to your administrator account information.
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The first step in the process is complete and you see the following page.
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Verify domain ownership

Allow Google to verify your domain in one of the following ways:

• Add a TXT or CNAME record to the website of your domain host.
• Upload an HTML file to the web server of your domain.
• Add a <meta> tag to your home page. Google recommends the first method. This article does
not cover the steps to verify your domain ownership, but you can find the information you need
here: https://support.google.com/a/answer/6248925.

1. Click Start to begin the verification of your domain.

The Verify domain ownership page appears. Follow the instructions on the page to verify your
domain.

2. Click Verify.
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3. Google verifies your domain ownership.
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4. After successful verification, the following page appears. Click Continue.

5. Google creates an EMM binding token that you provide to Citrix and use when you configure
Android Enterprise settings. Copy and save the token; you need it later in the setup procedure.

6. Click Finish to complete setting up Android Enterprise. A page appears, indicating that you’ve
successfully verified your domain.
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After you create an Android Enterprise service account, you can sign in to the Google Admin console
to manage your mobility management settings.

Set up an Android Enterprise service account and download an Android Enterprise
certificate

ToallowCitrix EndpointManagement to contactGooglePlay andDirectory services, youmust create a
service account using theGoogle Project portal for developers. This service account is used for server‑
to‑server communication between Citrix Endpoint Management and Google services for Android. For
more information about the authentication protocol being used, go to https://developers.google.co
m/identity/protocols/OAuth2ServiceAccount.

1. In a web browser, go to https://console.cloud.google.com/project and sign in with your Google
administrator credentials

2. In the Projects list, click Create Project.

3. In Project name, type a name for the project.

4. On the Dashboard, clickUse Google APIs.
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5. Click Library, in Search, type EMM and then click the search result.

6. On theOverview page, click Enable.
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7. Next to Google Play EMM API, click Go to Credentials.

8. In the Add credentials to our project list, in step 1, click service account.
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9. On the Service Accounts page, click Create Service Account.

10. InCreate service account, name the account, and select the Furnish a newprivate key check‑
box. Click P12, select the Enable Google Apps Domain‑wide Delegation checkbox and then
click Create.
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The certificate (P12 file) is downloaded to your computer. Be sure to save the certificate in a
secure location.

11. On the Service account created confirmation page, click Close.

12. In Permissions, click Service accounts and then underOptions for your service account, click
View Client ID.
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13. The details required for account authorization on the Google admin console display. Copy the
Client ID andService account ID to a locationwhere you can retrieve the information later. You
need this information, along with the domain name to send to Citrix support to add to an allow
list.

14. On the Library page, search for Admin SDK and then click the search result.

15. On theOverview page, click Enable.
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16. Open the Google admin console for your domain and then click Security.

17. On the Settings page, click Showmore and then click Advanced settings.
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18. ClickManage API client access.
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19. In Client Name, type the client ID that you saved earlier, in One or More API Scopes, type
https://www.googleapis.com/auth/admin.directory.user and then click Au‑
thorize.

Binding to EMM

Before you can use Citrix Endpoint Management to manage your Android devices, you must contact
Citrix Technical Support and provide your domain name, service account, and binding token. Cit‑
rix binds the token to Citrix Endpoint Management as your enterprise mobility management (EMM)
provider. For contact information for Citrix Technical Support, see Citrix Technical Support.

1. To confirm the binding, sign in to the Google Admin portal and then click Security.

2. ClickManage EMM provider for Android.

You see that your Google Android Enterprise account is bound to Citrix as your EMM provider.

After you confirm the token binding, you can start using the Citrix Endpoint Management con‑
sole to manage your Android devices. Import the P12 certificate that you generated in step 14.
Set up Android Enterprise server settings, enable SAML‑based single‑sign‑on (SSO), and define
at least one Android Enterprise device policy.
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Import the P12 certificate

Follow these steps to import your Android Enterprise P12 certificate:

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner of the
console to open the Settings page and then click Certificates. The Certificates page appears.

2. Click Import. The Import dialog box appears.

Configure the following settings:

• Import: Click Keystore in the drop‑down list.
• Keystore type: Click PKCS#12 in the drop‑down list.
• Use as: Click Server in the drop‑down list.
• Keystore file: Click Browse and navigate to the P12 certificate.
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• Password: Type the certificate password. This password is the private key password that
you created when setting up your Android Enterprise account.

• Description: Optionally, type a description of the certificate.

3. Click Import.

Set up Android Enterprise server settings

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner of the
console. The Settings page appears.

2. Under Platforms, click Android Enterprise. The Android Enterprise page appears.

Configure the following settings and then click Save.

• Domain name: Type your Android Enterprise domain name; for example, domain.com.
• Domain Admin Account: Type your domain administrator user name; for example, the
email account used for the Google Developer Portal.

• Service Account ID: Type your service account ID; for example, the email associ‑
ated in the Google Service Account (serviceaccountemail@xxxxxxxxx.iam.
gserviceaccount.com).

• Client ID: Type the numerical client ID of your Google service account.
• Enable Android Enterprise: Select to enable or disable Android Enterprise.

Enable SAML‑based single‑sign‑on

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page appears.

2. Click Certificates. The Certificates page appears.
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3. In the list of certificates, click the SAML certificate.

4. Click Export and save the certificate to your computer.

5. Sign in to the Google Admin portal by using your Android Enterprise administrator credentials.
For access to the portal, see the Google Admin portal.

6. Click Security.

7. Under Security, click Set up single sign‑on (SSO) and then configure the following settings.
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• Sign‑in page URL: Type the URL for users signing in to your system and Google Apps. For
example: https://<Xenmobile-FQDN>/aw/saml/signin.

• Sign out page URL: Type the URL to which users are redirected when they sign out. For
example: https://<Xenmobile-FQDN>/aw/saml/signout.

• Change password URL: Type the URL to let users change their password in your system.
For example: https://<Xenmobile-FQDN>/aw/saml/changepassword. If this
field is defined, users see this prompt even when SSO isn’t available.

• Verification certificate: Click CHOOSE FILE and then navigate to the SAML certificate
exported from Citrix Endpoint Management.

8. Click SAVE CHANGES.

Set up an Android Enterprise device policy

Set up a Passcode policy so that users must establish a passcode on their devices when they first
enroll.
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The basic steps to setting up any device policy are as follows.

1. In the Citrix Endpoint Management console, click Configure, and then click Device Policies.

2. Click Add.

3. On the Add a New Policy dialog box, select the policy you want to add. In this example, you
click Passcode.

4. Complete the Policy Information page.

5. Click Android Enterprise and then configure the settings for the policy.

6. Assign the policy to a Delivery Group.

Configure Android Enterprise account settings

Before you can start managing Android apps and policies on devices, you must set up an Android En‑
terprisedomain andaccount information inCitrix EndpointManagement. First, complete theAndroid
Enterprise setup tasks onGoogle to set up a domain administrator and to get a service account ID and
a binding token.

1. In the Citrix Endpoint Management web console, click the gear icon in the upper‑right corner.
The Settings page displays.
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2. Under Platforms, click Android Enterprise. The Android Enterprise configuration page ap‑
pears.

1. On the Android Enterprise page, configure the following settings:

• Domain Name: Type your domain name.
• Domain Admin Account: Type your domain administrator user name.
• Service Account ID: Type your Google Service Account ID.
• Client ID: Type the client ID of your Google service account.
• Enable Android Enterprise: Select whether to enable Android Enterprise or not.

2. Click Save.

Set up Google Workspace partner access for Citrix Endpoint Management

Some Citrix Endpoint Management features for Chrome use Google partner APIs to communicate be‑
tween Citrix Endpoint Management and your Google Workspace domain. For example, Citrix End‑
point Management requires the APIs for device policies that manage Chrome features such as Incog‑
nito mode and Guest mode.

To enable the partner APIs, you set up your Google Workspace domain in the Citrix Endpoint Manage‑
ment console and then configure your Google Workspace account.

Set up your Google Workspace domain in Citrix Endpoint Management

To enable Citrix Endpoint Management to communicate with the APIs in your Google Workspace do‑
main, go to Settings > Google Chrome Configuration and configure the settings.

• GoogleWorkspace domain: The Google Workspace domain that hosts the APIs needed by Cit‑
rix Endpoint Management.
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• GoogleWorkspace admin account: The administrator account for your GoogleWorkspace do‑
main.

• GoogleWorkspace client ID: The client ID for Citrix. Use this value to configure partner access
for your Google Workspace domain.

• GoogleWorkspaceenterprise ID:Theenterprise ID for your account, filled in fromyourGoogle
enterprise account.

Enable partner access for devices and users in your Google Workspace domain

1. Log in into the Google admin console: https://admin.google.com

2. Click Device Management.

3. Click Chromemanagement.

4. ClickUser settings.
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5. Search for ChromeManagement ‑ Partner Access.

6. Select the Enable ChromeManagement ‑ Partner Access checkbox.

7. Agree that you understand and want to enable partner access. Click Save.

8. In the Chromemanagement page, click Device Settings.
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9. Search for ChromeManagement ‑ Partner Access.

10. Select the Enable ChromeManagement ‑ Partner Access checkbox.

11. Agree that you understand and want to enable partner access. Click Save.

12. Go to the Security page and then click Advanced Settings.
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13. ClickManage API client Access.

14. In the Citrix Endpoint Management console, go to Settings > Google Chrome Configuration
and copy the value of G Suite Client ID. Then, return to theManage API client Access page and
paste the copied value to the Client Name field.

15. In One or More API Scopes, add the URL: https://www.googleapis.com/auth/
chromedevicemanagementapi

16. Click Authorize.

The message “Your settings have been saved”appears.

Enrolling Android Enterprise devices

If your device enrollment process requires users to enter a user name or user ID, the format accepted
depends on how the Citrix Endpoint Management server is configured to search for users by User
Principal Name (UPN) or SAM account name.
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If the Citrix Endpoint Management server is configured to search for users by UPN, usersmust enter a
UPN in the format:

• username@domain

If the Citrix Endpoint Management server is configured to search for users by SAM users must enter a
SAM in one of these formats:

• username@domain
• domain\username

To determine which type of user name your Citrix Endpoint Management server is configured for:

1. In the Citrix Endpoint Management server console click the gear icon in the upper‑right corner.
The Settings page appears.

2. Click LDAP to view the configuration of the LDAP connection.

3. Near the bottom of the page, view theUser search by field:

• If it is set to userPrincipalName, the Citrix Endpoint Management server is set for UPN.
• If it is set to sAMAccountName, the Citrix Endpoint Management server is set for SAM.

Unenrolling an Android Enterprise enterprise

You can unenroll an Android Enterprise enterprise using the Citrix Endpoint Management server con‑
sole and Citrix Endpoint Management Tools.

When you do this task, the Citrix Endpoint Management server opens a popup window for Citrix End‑
point Management Tools. Before you begin, make sure that the Citrix Endpoint Management server
has permission to openpopupwindows in the browser you are using. Somebrowsers, such asGoogle
Chrome, require you to disable popup blocking and add the address of the Citrix Endpoint Manage‑
ment site to the popup allow list.

Warning:

After an enterprise is unenrolled, Android Enterprise apps on devices already enrolled through
it are reset to their default states. The devices are no longer managed by Google. Re‑enrolling
theminanAndroidEnterpriseenterprisemightnot restoreprevious functionalitywithout further
configuration.

After the Android Enterprise enterprise is unenrolled:

• Devices and users enrolled through the enterprise have the Android Enterprise apps reset to
their default state. App permissions and Managed configurations policies previously applied
no longer have an effect.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 453



Citrix Endpoint Management

• Devices enrolled through the enterprise are managed by Citrix Endpoint Management, but are
unmanaged from the Google perspective. No new Android Enterprise apps can be added. No
App permissions or Managed configurations policies can be applied. Other policies, such as
Scheduling, Password, and Restrictions can still be applied to these devices.

• If you try to enroll devices in Android Enterprise, they’re enrolled as Android devices, not An‑
droid Enterprise devices.

To unenroll an Android Enterprise enterprise:

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page appears.

2. On the Settings page, click Android Enterprise.

3. Click Remove Enterprise.

4. Specify a password. You’ll need this for the next step to complete the unenrollment. Then click
Unenroll.
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5. When the Citrix EndpointManagement Tools page opens, enter the password you created in the
previous step.

6. ClickUnenroll.
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Provisioning fully managed devices in Android Enterprise

Only company‑owned devices can be fullymanaged devices in Android Enterprise. On fullymanaged
devices the entire device, not just thework profile, is controlled by the company or organization. Fully
managed devices are also known as work‑managed devices.

Citrix Endpoint Management supports these methods of enrollment for fully managed devices:

• afw#xenmobile: With this enrollment method, the user enters the characters afw#
xenmobile when setting up the device. This token identifies the device as managed by
Citrix Endpoint Management and downloads Citrix Secure Hub.

• QR code: QR code provisioning is an easy way to provision a distributed fleet of devices that
do not support NFC, such as tablets. The QR code enrollment method can be used on fleet
devices that have been reset to their factory settings. The QR code enrollment method sets up
and configures fully managed devices by scanning a QR code from the setup wizard.

• Near field communication (NFC) bump: The NFC bump enrollment method can be used on
fleet devices that have been reset to their factory settings. An NFC bump transfers data through
between two devices using near‑field communication. Bluetooth, Wi‑Fi, and other communica‑
tionmodes are disabled on a factory‑reset device. NFC is the only communication protocol that
the device can use in this state.

afw#xenmobile

Theenrollmentmethod is usedafter poweringonanewor factory reset devices for initial setup. Users
enter afw#xenmobile when prompted to enter a Google account. This action downloads and in‑
stalls Citrix Secure Hub. Users then follow the Citrix Secure Hub set‑up prompts to complete the en‑
rollment.

This enrollment method is recommended for most customers because the latest version of Citrix Se‑
cure Hub is downloaded from the Google Play store. Unlike with other enrollment methods, you do
not provide Citrix Secure Hub for download from the Citrix Endpoint Management server.

Prerequisites:

• Supported on all Android devices running Android OS.

QR code

To enroll a device in device mode using a QR code, you generate a QR code by creating a JSON and
converting the JSON to a QR code. Device cameras scan the QR code to enroll the device.

Prerequisites:

• Supported on all Android devices running Android 7.0 and above.
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Create a QR code from a JSON Create a JSONwith the following fields.

These fields are required:

Key: android.app.extra.PROVISIONING_DEVICE_ADMIN_COMPONENT_NAME

Value: com.zenprise/com.zenprise.configuration.AdminFunction

Key: android.app.extra.PROVISIONING_DEVICE_ADMIN_SIGNATURE_CHECKSUM

Value: qn7oZUtheu3JBAinzZRrrjCQv6LOO6Ll1OjcxT3‑yKM

Key: android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION

Value: https://play.google.com/managed/downloadManagingApp?identifier=
xenmobile

These fields are optional:

• android.app.extra.PROVISIONING_LOCALE: Enter language and country codes.

The language codes are two‑letter lowercase ISO language codes (such as en) as defined by ISO
639‑1. The country codes are two‑letter uppercase ISO country codes (such as US) as defined
by ISO 3166‑1. For example, enter en_US for English as spoken in the United States.

• android.app.extra.PROVISIONING_TIME_ZONE: The time zone in which the device is
running.

Type the database name of the area/location. For example, type America/Los_Angeles for Pa‑
cific time. If you don’t type a name, the time zone automatically populates.

• android.app.extra.PROVISIONING_LOCAL_TIME: Time in milliseconds since the Epoch.

The Unix epoch (or Unix time, POSIX time, or Unix timestamp) is the number of seconds that
haveelapsed sinceJanuary1, 1970 (midnightUTC/GMT). The timedoesn’t include leap seconds
(in ISO 8601: 1970‑01‑01T00:00:00Z).

• android.app.extra.PROVISIONING_SKIP_ENCRYPTION:Set to true to skip encryptionduring
profile creation. Set to false to force encryption during profile creation.

A typical JSON looks like the following:

Validate theJSONthat is createdusinganyJSONvalidation tool, suchashttps://jsonlint.com. Convert
that JSON string to a QR code using any online QR code generator.

This QR code gets scanned by a factory‑reset device to enroll the device as a fully managed device.
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To enroll the device

To enroll a device as a fully managed device, the device must be in factory reset state.

1. Tap the screen six times on the welcome screen to launch the QR code enrollment flow.

2. When prompted, connect to Wi‑Fi. The download location for Citrix Secure Hub in the QR code
(encoded in the JSON) is accessible over this Wi‑Fi network.

Once the device successfully connects toWi‑Fi, it downloads a QR code reader fromGoogle and
launches the camera.

3. Point the camera to the QR code to scan the code.

Android downloads Citrix Secure Hub from the download location in the QR code, validate the
signing certificate signature, install Citrix Secure Hub, and sets it as device owner.

For more information about provisioning devices using the QR codemethod, see the Google API doc‑
umentation for Android EMM developers.

NFC bump

To enroll a device as a fully managed device using NFC bumps requires two devices: One that is reset
to its factory settings and one running the Citrix Endpoint Management Provisioning Tool.

Prerequisites:

• Supported Android devices
• Citrix Endpoint Management enabled for Android Enterprise
• A newor factory‑reset device, provisioned for Android Enterprise as a fullymanageddevice. You
can find steps to complete this prerequisite later in this article.

• Another devicewith NFC capability, running the configured Provisioning Tool. The Provisioning
Tool is available in Citrix Secure Hub or on the Citrix downloads page.

Each device can have only one Android Enterprise profile, managed by an enterprise mobility man‑
agement (EMM) app. In Citrix Endpoint Management, Citrix Secure Hub is the EMM app. Only one
profile is allowed on each device. Trying to add a second EMM app removes the first EMM app.

Data transferred through the NFC bump Provisioning a factory‑reset device requires you to send
the following data through an NFC bump to initialize the Android Enterprise:

• Package name of the EMM provider app that acts as device owner (in this case, Citrix Secure
Hub).

• Intranet/Internet location fromwhich the device can download the EMM provider app.
• SHA‑256 hash of EMM provider app to verify if the download is successful.
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• Wi‑Fi connection details so that a factory‑reset device can connect and download the EMM
provider app. Note: Android now does not support 802.1x Wi‑Fi for this step.

• Time zone for the device (optional).
• Geographic location for the device (optional).

When the two devices are bumped, the data from the Provisioning Tool is sent to the factory‑reset
device. That data is then used to download Citrix Secure Hub with administrator settings. If you don’
t enter time zone and location values, Android automatically configures the values on the new de‑
vice.

Configuring the Citrix EndpointManagement Provisioning Tool Before doing anNFC bump, you
must configure theProvisioningTool. This configuration is then transferred to the factory‑reset device
during the NFC bump.

You can type data into the required fields or populate them via a text file. The steps in the next pro‑
cedure describe how to configure the text file and have descriptions for each field. The app doesn’t
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save information after you type it, so you might want to create a text file to keep the information for
future use.

To configure theProvisioning Tool by using a text file Name the file nfcprovisioning.txt and place
the file in the /sdcard/ folder on the SD card of the device. The app can then read the text file and
populate the values.

The text file must have the following data:

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION
=<download_location>

This line is the intranet/internet location of the EMM provider app. After the factory‑reset device con‑
nects to Wi‑Fi following the NFC bump, the device must have access to this location for downloading.
The URL is a regular URL, with no special formatting required.

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=<SHA-256
hash>

This line is the checksumof the EMMprovider app. This checksum is used to verify that the download
is successful. Steps to get the checksum are discussed later in this article.

android.app.extra.PROVISIONING_WIFI_SSID=<wifi ssid>

This line is the connected Wi‑Fi SSID of the device on which the Provisioning Tool is running.

android.app.extra.PROVISIONING_WIFI_SECURITY_TYPE=<wifi security type
>

Supported values are WEP andWPA2. If the Wi‑Fi is unprotected, this field must be empty.

android.app.extra.PROVISIONING_WIFI_PASSWORD=<wifi password>

If the Wi‑Fi is unprotected, this field must be empty.

android.app.extra.PROVISIONING_LOCALE=<locale>

Enter language and country codes. The language codes are two‑letter lowercase ISO language codes
(such as en) as defined by ISO 639‑1. The country codes are two‑letter uppercase ISO country codes
(such as US) as defined by ISO 3166‑1. For example, type en_US for English as spoken in the United
States. If you don’t type any codes, the country and language are automatically populated.

android.app.extra.PROVISIONING_TIME_ZONE=<timezone>

The time zone inwhich the device is running. Type the database name of the area/location. For exam‑
ple, typeAmerica/Los_Angeles forPacific time. If youdon’t typeaname, the timezoneautomatically
populates.

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_NAME=<package
name>
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This data isn’t required, because the value is hardcoded into the app as Citrix Secure Hub. It’s men‑
tioned here only for the sake of completion.

If there is a Wi‑Fi protected by using WPA2, a completed nfcprovisioning.txt file might look like the
following:

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION
=https://www.somepublicurlhere.com/path/to/securehub.apk

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=ga50TwdCmfdJ72LGRFkke4CrbAk
\u003d

android.app.extra.PROVISIONING_WIFI_SSID=Protected_WiFi_Name

android.app.extra.PROVISIONING_WIFI_SECURITY_TYPE=WPA2

android.app.extra.PROVISIONING_WIFI_PASSWORD=wifiPasswordHere

android.app.extra.PROVISIONING_LOCALE=en_US

android.app.extra.PROVISIONING_TIME_ZONE=America/Los_Angeles

If there is an unprotected Wi‑Fi, a completed nfcprovisioning.txt file might look like the following:

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION
=https://www.somepublicurlhere.com/path/to/securehub.apk

android.app.extra.PROVISIONING_DEVICE_ADMIN_PACKAGE_CHECKSUM=ga50TwdCmfdJ72LGRFkke4CrbAk
\u003d

android.app.extra.PROVISIONING_WIFI_SSID=Unprotected_WiFi_Name

android.app.extra.PROVISIONING_LOCALE=en_US

android.app.extra.PROVISIONING_TIME_ZONE=America/Los_Angeles

To get the checksum of Citrix Secure Hub The checksum of Citrix Secure Hub is a constant value:
qn7oZUtheu3JBAinzZRrrjCQv6LOO6Ll1OjcxT3-yKM. To download an APK file for Citrix
Secure Hub, use the following Google Play store link: https://play.google.com/managed/
downloadManagingApp?identifier=xenmobile.

To get an app checksum Prerequisites:

• The apksigner tool from the Android SDK Build Tools
• OpenSSL command line

To get the checksum of any app, follow these steps:

1. Download the app’s APK file from the Google Play store.
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2. In the OpenSSL command line, navigate to the apksigner tool: android-sdk/build-
tools/<version>/apksigner and type the following:

1 apksigner verify -print-certs <apk_path> | perl -nle 'print $& if
m{

2 (?<=SHA-256 digest:) .* }
3 ' | xxd -r -p | openssl base64 | tr -d '=' | tr -- '+/=' '-_'
4 <!--NeedCopy-->

The command returns a valid checksum.

3. Togenerate theQRcode, enter thechecksumin thePROVISIONING_DEVICE_ADMIN_SIGNATURE_CHECKSUM
field. For example:

1 {
2
3 "android.app.extra.PROVISIONING_DEVICE_ADMIN_COMPONENT_NAME": "com.

zenprise/com.zenprise.configuration.AdminFunction",
4 "android.app.extra.PROVISIONING_DEVICE_ADMIN_SIGNATURE_CHECKSUM":"

qn7oZUtheu3JBAinzZRrrjCQv6LOO6Ll1OjcxT3-yKM",
5 "android.app.extra.

PROVISIONING_DEVICE_ADMIN_PACKAGE_DOWNLOAD_LOCATION": "https://
play.google.com/managed/downloadManagingApp?identifier=xenmobile",

6 "android.app.extra.PROVISIONING_ADMIN_EXTRAS_BUNDLE": {
7
8 "serverURL": "https://supportablility.xm.cloud.com"
9 }

10
11 }
12
13 <!--NeedCopy-->

Libraries used The Provisioning Tool uses the following libraries in its source code:

• v7 appcompat library, Design Support library, and v7 palette support library

For information, look for the Support Library Features Guide in the Android developers docu‑
mentation.

• Butter Knife by Jake Wharton under Apache license 2.0

Provision work profile devices in Android Enterprise

On work profile devices in Android Enterprises, you securely separate the corporate and personal ar‑
eas on a device. For example, BYOD devices can be work profile devices. The enrollment experience
for work profile devices is similar to Android enrollment in Citrix Endpoint Management. Users down‑
load Citrix Secure Hub from Google Play and enroll their devices.
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By default, the USB Debugging and Unknown Sources settings are disabled on a device when it is
enrolled in Android Enterprise as a work profile device.

Tip:

When enrolling devices in Android Enterprise as work profile devices, always go to Google Play.
From there, enable Citrix Secure Hub to appear in the user’s personal profile.

Android OS

February 29, 2024

Note:

This article doesn’t apply to devices that aremanagedwith Android Enterprise. For information
about those devices, see other articles in this section.

Citrix Endpoint Management also supports Android OS devices that aren’t managed through an An‑
droid or Samsung enterprise program. To control how and when Android devices connect to the Cit‑
rix EndpointManagement service, use Firebase CloudMessaging (FCM). For information, see Firebase
Cloud Messaging.

Enrollment profiles determine whether Android devices enroll in MAM, MDM, or MDM+MAM, with the
option forusers tooptoutofMDM.CitrixEndpointManagement supports the followingauthentication
types for Android devices in MDM+MAM. For information, see the following articles:

• Domain or domain plus security token authentication
• Client certificate or certificate plus domain authentication
• Identity providers:

– Authentication with Azure Active Directory through Citrix Cloud
– Authentication with Okta through Citrix Cloud

Another rarely used authenticationmethod is a client certificate plus security token. For information,
see https://support.citrix.com/article/CTX215200.

A general workflow for starting Android device management is as follows:

1. Complete the onboarding process. See Onboarding and resource setup and Prepare to enroll
devices and deliver resources.

2. Choose and configure an enrollment method. See Supported enrollment methods.

3. Configure Android device policies.
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4. Enroll Android devices.

5. Set up device and app security actions. See Security actions.

For supported operating systems, see Supported device operating systems.

Supported enrollmentmethods

The following table lists the enrollment methods that Citrix Endpoint Management supports for An‑
droid devices:

Method Supported

Bulk enrollment No

Manual enrollment Yes

Enrollment invitations Yes

Add an Android devicemanually

If you want to add an Android or iOS device manually, such as for testing purposes, follow these
steps.

1. In the Citrix Endpoint Management console, click Manage > Devices. The Devices page ap‑
pears.

2. Click Add. The Add Device page appears.

3. Configure these settings:

• Select platform: Click Android.
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• Serial Number: Type the device serial number.
• IMEI/MEID: Optionally, type the device IMEI/MEID information.

4. Click Add. The Devices table appears with the device added to the bottom of the list. To view
and confirm the device details: Choose the device that you added and then, in the menu that
appears, click Edit.

Note:

Whenyou select the checkboxnext to adevice, theoptionsmenuappears above thedevice
list. When you click anywhere else in the list, the options menu appears on the right side
of the listing.

• LDAP configured

• If using local groups and local users:

– One or more local groups.

– Local users assigned to local groups.

– Delivery groups are associated with local groups.

• If using Active Directory:

– Delivery groups are associated with Active Directory groups.

5. The General page lists the device Identifiers, such as the serial number and other information
for the platform type. For Device Ownership, select Corporate or BYOD.

The General page also lists device Security properties, such as Strong ID, Lock Device, Activa‑
tion Lock Bypass, and other information for the platform type. The Full Wipe of Device field
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includes the user PIN code. The user must enter that code after the device is wiped. If the user
forgets the code, you can look it up here.

6. ThePropertiespage lists thedevice properties that Citrix EndpointManagement is toprovision.
This list shows any device properties included in the provisioning file used to add the device. To
add a property, click Add and then select a property from the list. For valid values for each
property, see the PDF Device property names and values.

When you add a property, it initially appears under the category where you added it. After you
clickNext and then return to the Properties page, the property appears in the appropriate list.

To delete a property, hover over the listing and then click theX on the right side. Citrix Endpoint
Management deletes the item immediately.

7. The remaining Device Details sections have summary information for the device.

• User Properties: Displays RBAC roles, group memberships, managed Google Play
accounts, and properties for the user. You can retire a managed Google Play account
from this page.

• Assigned Policies: Displays the number of deployed, pending, and failed policies. Pro‑
vides the policy name, type, and last deployed information for each policy. Lets you reset
the deployment status to pending and redeploy policies that the user removed.

• Apps: Displays, for the last inventory, the number of installed, pending, and failed app de‑
ployments. Provides the app name, identifier, type, and other information. For a descrip‑
tion of iOS and macOS inventory keys, such as HasUpdateAvailable, see Mobile Device
Management (MDM) Protocol.

• Media: Displays, for the last inventory, thenumberofdeployed, pending, and failedmedia
deployments.

• Actions: Displays the number of deployed, pending, and failed actions. Provides the ac‑
tion name and time of the last deployment.

• Delivery Groups: Displays the number of successful, pending, and failed delivery groups.
For each deployment, provides the delivery group name and deployment time. Select a
delivery group to viewmore detailed information, including status, action, and channel or
user.

• iOS Profiles: Displays the last iOS profile inventory, including name, type, organization,
and description.

• iOS Provisioning Profiles: Displays enterprise distribution provisioning profile informa‑
tion, such as the UUID, expiration date, andmanaged status.

• Certificates: Displays, for valid, expired, or revoked certificates, information such as the
type, provider, issuer, serial number, and the number of remaining days before expiration.

• Connections: Displays the first connection status and the last connection status. Provides
for each connection, the user name, penultimate (next to last) authentication time, and
last authentication time.
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• MDMStatus: Displays information such as theMDM status, last push time, and last device
reply time.

Configure Android device policies

Use these policies to configure how Citrix Endpoint Management interacts with devices running An‑
droid. This table lists all device policies available for Android devices.

APN App access App inventory

App lock App uninstall Credentials

Citrix Endpoint Management
options

Citrix Endpoint Management
uninstall

Files

Launcher configuration Location Network

Passcode Restrictions Scheduling

Store Terms and Conditions Tunnel

VPN Web clip

Enroll Android devices

1. Go to the Google Play store on your Android device, download the Citrix Secure Hub app, and
then tap the app.

2. When prompted to install the app, click Next and then click Install.

3. After Citrix Secure Hub installs, tapOpen.

4. For devices running Android 6.0 and greater, accept the required permissions:

• Allow Citrix Secure Hub to make andmanage phone calls? (required)
• Allow Citrix Secure Hub to access photos, media, and files on your device? (required)
• Allow Citrix Secure Hub to access this device’s location? (optional)

5. Enter your corporate credentials, such as your Citrix Endpoint Management server name, User
Principal Name (UPN), or email address. Then, click Next.

6. Choose how to enroll your device:

• To enroll in MDM+MAM, tap Yes, enroll.
• To enroll in MAM, tapNo.
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7. In the Activate device administrator screen, tap Activate.

8. Enter your corporate password and then tap Sign On.

9. Depending on the way Citrix Endpoint Management is configured, you might be asked to cre‑
ate a Citrix PIN. You can use the PIN to sign on to Citrix Secure Hub and other Citrix Endpoint
Management‑enabled apps, such as Citrix Secure Mail and Citrix Files. You enter your Citrix PIN
twice. On the Create Citrix PIN screen, enter a PIN.

10. Reenter the PIN. Citrix Secure Hub opens. You can then access the app store to view the apps
you can install on your Android device.

11. If you configured Citrix Endpoint Management to push apps to devices automatically after en‑
rollment, users are prompted to install the apps. Also, the policies that you configure in Citrix
Endpoint Management are deployed to the device. Tap Install to install the app.

To unenroll and reenroll an Android device

Users can unenroll from within Citrix Secure Hub. When users unenroll by using the following pro‑
cedure, the device still appears in the device inventory in the Citrix Endpoint Management console.
You can’t do the actions on the device, however. For example, you can’t track the device or monitor
device compliance.

1. Tap to open the Citrix Secure Hub app.

2. Depending on whether you have a phone or a tablet, do the following:

On a phone:

• Swipe from the left of the screen to open a settings pane.

• Tap Preferences, tap Accounts, and then tap Delete Account.

On a tablet:

• Tap the arrow next to your email address on the upper‑right corner.

• Tap Preferences, tap Accounts, and then tap Delete Account.

3. In the Delete Account? window, tap Yes, delete.
Citrix Secure Hub unenrolls your device. Follow the on‑screen instructions to re‑enroll your
device.

Security actions

Android supports the following security actions. For a descriptionof each security action, see Security
actions.
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App Lock AppWipe Certificate Renewal

Full Wipe Locate Lock

Lock and Reset Password Notify Revoke

Selective Wipe

Note:

For devices running Android 6.0 and greater, the Locate security action requires the user to grant
Location permission during enrollment. The user can opt not to grant Location permission. If
the user doesn’t grant the permission during enrollment, Citrix Endpoint Management again re‑
quests location permission when sending the Locate command.

Firebase Cloud Messaging

February 29, 2024

Note:

Firebase CloudMessaging (FCM)was previously known as Google CloudMessaging (GCM). Some
Citrix Endpoint Management console labels andmessages use the GCM terminology.

Citrix recommends that you use Firebase Cloud Messaging (FCM) to control how and when Android
devices connect to Citrix Endpoint Management. Citrix Endpoint Management, when configured for
FCM sends connection notifications to Android devices that are enabled for FCM. Any security action
or deploy command triggers a pushnotification toprompt theuser to reconnect to theCitrix Endpoint
Management server.

After you complete the configuration steps in this article and a device checks in, the device registers
with the FCM service in Citrix EndpointManagement. That connection enables near real‑time commu‑
nication from your Citrix Endpoint Management service to your device by using FCM. FCM registration
works for new device enrollments and previously enrolled devices.

When Citrix Endpoint Management needs to start a connection to the device, it connects to the FCM
service. Then, the FCM service notifies the device to connect. This type of connection is similar to
what Apple uses for its Push Notification Service.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 469



Citrix Endpoint Management

Prerequisites

• Latest Citrix Secure Hub client
• Google developer account credentials
• Google Play services installed on FCM‑enabled Android devices

Firewall ports

• Openport 443 onCitrix EndpointManagement tofcm.googleapis.com andGoogle.com.
• Open outgoing Internet communication for device Wi‑Fi on ports 5228, 5229, and 5230.
• To allow outgoing connections, FCM recommends adding ports 5228 through 5230 to an allow
list, with no IP restrictions. However, if you require IP restrictions, FCM recommends adding
all the IP addresses in the IPv4 and IPv6 blocks to an allow list. Those blocks are listed in the
Google ASN of 15169. Update that list monthly.

For more information, see Port requirements.

Architecture

This diagram shows the communication flow for FCM in the external and internal network.
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To configure your Google account for FCM

1. Sign in to the following URL using your Google developer account credentials:

https://console.firebase.google.com/

2. Click Add project.

3. After you create the project, click Project settings.

4. Click the Cloud Messaging tab. Verify that the Firebase Cloud Messaging API is enabled and
clickManage Service Accounts.
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5. Copy the values from the Key and OAuth 2 Client ID fields. If you don’t have a key listed, click
the ellipsis under Actions to add a key.

For steps to set up an FCM client app on Android, see this Google Developers CloudMessaging article:
https://firebase.google.com/docs/cloud‑messaging/android/client.

To configure Citrix Endpoint Management for FCM

In the Citrix Endpoint Management console, go to Settings > Firebase Cloud Messaging.

• Edit API key, and type the Firebase Cloud Messaging Key that you copied in the last step of the
Firebase Cloud Messaging configuration.

• Edit Sender ID, and type theOAuth 2 Client ID value you copied in the previous procedure.

To test your configuration

1. Enroll an Android device.

2. Leave the device idle for some time, so that it disconnects from Citrix Endpoint Management.

3. From the Citrix Endpoint Management console, click Manage, select the Android device, and
then click Secure.
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4. Under Device Actions, click Selective Wipe.

In a successful configuration, selective wipe occurs on the device.

Android SafetyNet

February 29, 2024

You can use the Android SafetyNet feature to assess the compatibility and security of Android devices
that have Citrix Secure Hub installed. Android SafetyNet isn’t available for MAM deployments.

When this feature is enabled, the SafetyNet Attestation API examines software and hardware informa‑
tion on a device to create a profile of that device. The API then looks for the same profile within a list
of device models that have passed Android compatibility testing. The API also uses this information
to determine whether an unknown source has modified Citrix Secure Hub.

When the Android SafetyNet feature is enabled, Citrix Secure Hub sends the SafetyNet Attestation
API request to Google Play services and the result is reported back to Citrix Endpoint Management.
Citrix Endpoint Management then updates device information with the attestation results. You can
set automated actions that use the attestation results to trigger actions on the device.

For more information about how the SafetyNet Attestation API works, see the Android developers
documentation.
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Estimate howmany SafetyNet Attestation API requests you need

SafetyNet Attestation API requests are sent:

• When a device is enrolled in Citrix Endpoint Management

• When a Citrix Secure Hub online authentication occurs

Online authentication occurs when a server session expires or when a user signs off the server
and then signs back on. Citrix Secure Hub prompts the user to provide credential to authenti‑
cate with the server.

• When a device is rebooted

• At a recurring time interval you configure, between 24 and 1,000 hours.

If your Citrix Endpoint Management deployment makes more than 10,000 requests per day, fill out
this quota request form.

Get the SafetyNet API key

To enable Android SafetyNet in Citrix Endpoint Management, you need the SafetyNet API key.

1. Log in to the Google API console with your Google administrator account credentials.

2. Go to the Library page.

3. Search for “Android Device Verification API”.

4. Click Android Device Verification API.
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5. If the API isn’t already enabled, click Enable.

6. ClickManage.

7. Click Create Credentials to generate an API key.

8. Select Android Device Verification clickWhat credentials to I need. Then click Done.

9. In the Credentials page, click the copy icon next to the key to copy the key.
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10. Save the key so you can paste it into the Citrix Endpoint Management console when you enable
the Android SafetyNet.

Enable Android SafetyNet

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page appears.

2. On the Settings page, click Android SafetyNet.

3. Configure these settings:
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• API Key. Paste in the SafetyNet API key that you got from the Google API console.

• Attestation schedule in hours. Type interval at which the SafetyNet Attestation API
assesses your Android devices, in hours. The minimum value is 24 hours. The maximum
value is 1000 hours. The default value is 24 hours.

4. Click Save.

View Android SafetyNet results

To view the results of the SafetyNet Attestation API assessment for a device:

1. In the Citrix Endpoint Management console, clickManage > Devices.

2. Select Android devices to see the SafetyNet Attestation API results. Then click Showmore.

3. In the Device details page, select Properties.

4. The results appear in the Security section.

The SafetyNet Attestation API returns these statuses for each device:
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• SafetyNet CTS profile match: If this value is True, the device has a profile that matches one
that haspassed theAndroidCompatibility Test Suite (CTS). If this value is set asFalse, thedevice
does not have a profile that matches one that has passed Android CTS.

• SafetyNetbasic integrity: If this value isTrue, the SafetyNet AttestationAPI foundnoevidence
that an unknown source has modified the Citrix Secure Hub on the device. If this value is set as
False, an unknown source has modified the Citrix Secure Hub on the device.

• SafetyNet last known status: This value shows the last know SafetyNet status of the device:

– Success: The SafetyNet Attestation API found no evidence that an unknown source has
modified the Citrix Secure Hub on the device.

– LOCK_BOOTLOADER: The user must lock the bootloader of the device. An unknown
source has modified the Citrix Secure Hub on the device.

– RESTORE_TO_FACTORY_ROM: The user must restore the device to a clean factory ROM.
An unknown source has modified the Citrix Secure Hub on the device.

Play Integrity API

February 29, 2024

The Play Integrity API helps protect your apps and games from potentially risky and fraudulent inter‑
actions, such as cheating and unauthorized access, allowing you to respondwith appropriate actions
to prevent attacks and reduce abuse. For more information, see Play Integrity API.

Enable the Play Integrity API

Follow these steps to switch to the Play Integrity API.

1. Turn on the afw.safetynet.attestation.api. deprecation feature flag for the specified Citrix End‑
point Management server.

2. On the Citrix Endpoint Management console, select Android PlayIntegrity from the Settings
page.
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3. Enter a value in the Attestation schedule in the hours field. It is the interval time at which the
PlayIntegrity AttestationAPI assesses your device. Theminimumvalue is 24 hours, and themax‑
imum value is 1000 hours. The default value is 24 hours. Click Save.

4. Upgrade to Citrix Secure Hub Android version 23.7.0. Sign off from your device, and sign into
Citrix Secure Hub to trigger the Attest via Play Integrity API.

View and analyze Play Integrity API attestation results

1. On the Citrix Endpoint Management console, go toManage > Devices.

2. Select the device forwhich youwant to see the Play Integrity API Attestation results. ClickShow
More.

3. In the Devices tab, select Properties. The results appear in the Security information section.
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4. The Play Integrity API attestation returns the following statuses:

• If the PlayIntegrity Device Recognition Verdict field has “MEETS_BASIC_INTEGRITY”
, it means that Citrix Secure Hub running on the device at least passes the basic system
integrity.

• If thePlayIntegrityDeviceRecognitionVerdict fielddoesn’t have“MEETS_BASIC_INTEGRITY”
, it means that Citrix Secure Hub on the device might be running on an unrecognized
version of Android, might have an unlocked bootloader, or might not have been certified
by the manufacturer.

• If the PlayIntegrity last known status is Success, it means that the PlayIntegrity API at‑
testation is successfully run.

• If thePlayIntegrity last known status is Failure, itmeans that the PlayIntegrity API attes‑
tation has failed to run.

Note:

Admin can clear the feature flag that allows you to use SafetyNet, before the final turndown of
SafetyNet Attestation ‑ the end of November 2023.

Limitations

1. Newly enrolled COSU devices and DO devices are marked incompliant, even if the devices are
compliant.

Play Integrity API returns empty for the first attest during DO enrollment, which makes the de‑
vice seem incompliant. This limitation is a known issue fromGoogle. DPCSupport Lib 20230418
is published to fix this issue.

The fix is available from the 23.9.0 version. Until then use these steps as a workaround:
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• Clear the feature flag, and continue using the SafetyNet API to continue using the Safe‑
tyNet Attestation API.

• Sign off and re‑sign in to trigger an attestation after enrollment. You can also wait for the
next periodic attest, which is the default of 24 hours.

This issue only occurs during enrollment. The Play Integrity API works well after enrollment.

2. Newly enrolled WPCOD devices are marked incompliant even when the devices are compliant.
Google is reviewing this issue.

Samsung

March 4, 2024

Samsung offers several solutions that are compatible with Citrix Endpoint Management.

To control how and when Android devices connect to the Citrix Endpoint Management service, use
Firebase Cloud Messaging (FCM). For information, see Firebase Cloud Messaging.

Enrollment profiles determine whether Android devices enroll in MAM, MDM, or MDM+MAM, with the
option forusers tooptoutofMDM.CitrixEndpointManagement supports the followingauthentication
types for Android devices enrolled in MDM+MAM. For information, see the following articles:

• Domain or domain plus security token authentication
• Client certificate or certificate plus domain authentication
• Identity providers:

– Authentication with Azure Active Directory through Citrix Cloud
– Authentication with Okta through Citrix Cloud

Another rarely used authenticationmethod is a client certificate plus security token. For information,
see https://support.citrix.com/article/CTX215200.

A general workflow for starting Android device management is as follows:

1. Complete the onboarding process. See Onboarding and resource set up and Prepare to enroll
devices and deliver resources.

2. Choose and configure an enrollment method. See Supported enrollment methods.

3. Deploy Samsung license keys.

4. Configure Samsung device policies.

5. Set up device and app security actions. See Security actions.

For supported operating systems, see Supported device operating systems.
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Supported enrollmentmethods

The following table lists the enrollment methods that Citrix Endpoint Management supports for An‑
droid devices:

Method Supported

Manual enrollment Yes

Enrollment invitations Yes

For information about enrolling devices, see Enroll Android devices.

Deploy Samsung license keys

Samsung has Enterprise License Management (ELM) keys. You buy Samsung licenses from Sam‑
sung.

Configure Samsung device policies

Device policies:

App Restrictions App Uninstall Browser

Copy Apps to Samsung
Container

Exchange Passcode

Restrictions VPN

Security actions

Android supports the following security actions. For a descriptionof each security action, see Security
actions.

App Lock AppWipe Certificate Renewal

Full Wipe Locate Lock

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 482

https://docs.citrix.com/en-us/citrix-endpoint-management/device-management/android/android-os.html#enroll-android-devices
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/app-restrictions-policy.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/app-uninstall-policy.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/browser-policy.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/copy-apps-to-samsung-container-policy.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/copy-apps-to-samsung-container-policy.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/exchange-policy.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/passcode-policy.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/restrictions-policy.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/vpn-policy.html
https://docs.citrix.com/en-us/citrix-endpoint-management/device-management.html#security-actions
https://docs.citrix.com/en-us/citrix-endpoint-management/device-management.html#security-actions


Citrix Endpoint Management

Lock and Reset Password Notify Revoke

Selective Wipe

Note:

For devices running Android 6.0 and greater, the Locate security action requires the user to grant
Location permission during enrollment. The user can opt not to grant Location permissions. If
the user doesn’t grant the permission during enrollment, Citrix Endpoint Management again re‑
quests location permissions when sending the Locate command.

Network Access Control

February 26, 2024

You can use your Network Access Control (NAC) solution to extend the Citrix Endpoint Management
device security assessment for Android and Apple devices. Your NAC solution uses the Citrix Endpoint
Management security assessment to facilitate and handle authentication decisions. After you con‑
figure your NAC appliance, the device policies and NAC filters that you configure in Citrix Endpoint
Management get enforced.

Using Citrix Endpoint Management with a NAC solution adds QoS and more granular control over
devices that are internal to your network. For a summary of the advantages of integrating NAC with
Citrix Endpoint Management, see Access control.

Citrix supports these solutions for integration with Citrix Endpoint Management:

• NetScaler Gateway
• ForeScout

Citrix doesn’t guarantee integration for other NAC solutions.

With a NAC appliance in your network:

• Citrix Endpoint Management supports NAC as an endpoint security feature for iOS, Android En‑
terprise, and Android devices.

• You can enable filters in Citrix Endpoint Management to set devices as compliant or non‑
compliant for NAC, based on rules or properties. For example:
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– If a managed device in Citrix Endpoint Management doesn’t meet the specified criteria,
Citrix Endpoint Managementmarks the device as non‑compliant. A NAC appliance blocks
non‑compliant devices on your network.

– If a managed device in Citrix Endpoint Management has non‑compliant apps installed, a
NAC filter can block the VPN connection. As a result, a non‑compliant user device cannot
access apps or websites through the VPN.

– If you use NetScaler Gateway for NAC, you can enable split tunneling to prevent the
NetScaler Gateway plug‑in from sending unnecessary network traffic to NetScaler
Gateway. For more information on split tunneling, see Configuring Split Tunneling.

Supported NAC compliance filters

Citrix Endpoint Management supports the following NAC compliance filters:

Anonymous Devices: Checks if a device is in anonymous mode. This check is available if Citrix End‑
point Management can’t reauthenticate the user when a device tries to reconnect.

Forbidden Apps: Checks if a device has forbidden apps, as defined in an App Access policy. Formore
information about that policy, see App access device policies.

Inactive Devices: Checks if a device is inactive as defined by the Device Inactivity Days Threshold
setting in Server Properties. For details, see Server properties.

Missing Required Apps: Checks if a device is missing any required apps, as defined in an App Access
policy.

Non‑suggested Apps: Checks if a device has non‑suggested apps, as defined in an App Access pol‑
icy.

Noncompliant Password: Checks if the user password is compliant. On iOS and Android devices, Cit‑
rix Endpoint Management can determine whether the password currently on the device is compliant
with the passcode policy sent to the device. For instance, on iOS, the user has 60 minutes to set a
password if Citrix Endpoint Management sends a passcode policy to the device. Before the user sets
the password, the passcodemight be non‑compliant.

Out of ComplianceDevices: Checkswhether a device is out of compliance, based on theOut of Com‑
pliance device property. Typically, automated actions or third parties using Citrix Endpoint Manage‑
ment APIs change that property.

Revoked Status: Checks whether the device certificate is revoked. A revoked device cannot re‑enroll
until it is authorized again.

Rooted Android and Jailbroken iOS Devices: Checks whether an Android or iOS device is jailbro‑
ken.
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Unmanaged Devices: Check whether Citrix Endpoint Management is managing a device. For exam‑
ple, a device enrolled in MAM or an unenrolled device is not managed.

Note:

The Implicit Compliant/Not Compliant filter sets the default value only ondevices that Citrix End‑
point Management is managing. For example, any devices that have a blocked app installed or
are not enrolled, get marked as Not Compliant. The NAC appliance blocks those devices from
your network.

Configuration overview

We recommend that you configure the NAC components in the order listed.

1. Configure device policies to support NAC:

For iOS devices: See Configure the VPN device policy to support NAC.

For Android Enterprise devices: See Create an Android Enterprise managed configuration for
Citrix SSO.

For Android devices: See Configure the Citrix SSO protocol for Android.

2. Enable NAC filters in Citrix Endpoint Management.

3. Configure a NAC solution:

• NetScaler Gateway, detailed in Update NetScaler Gateway policies to support NAC.

Requires that you install Citrix SSO on devices. See NetScaler Gateway Clients.

• ForeScout: See the ForeScout documentation.

Enable NAC filters in Citrix Endpoint Management

1. In the Citrix Endpoint Management console, go to Settings > Network Access Control.
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2. Select the checkboxes for the Set as not compliant filters you want to enable.

3. Click Save.

Update NetScaler Gateway policies to support NAC

You must configure advanced (not classic) authentication and VPN sessions policies on your VPN vir‑
tual server.

These steps update a NetScaler Gateway with either of these characteristics:

• Is integrated with Citrix Endpoint Management.
• Or, is set up for VPN, not part of the Citrix Endpoint Management environment, and can reach
Citrix Endpoint Management.

On your virtual VPN server from a console window, do the following. The FQDNs and IP addresses in
the commands and examples are fictitious.

1. If youareusing classic policies onyour VPNvirtual server, removeandunbindall classic policies.
To check, type:
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show vpn vserver <VPN_VServer>

Remove any result that has the word Classic. For example: VPN Session Policy Name:
PL_OS_10.10.1.1 Type: Classic Priority: 0

To remove the policy, type:

unbind vpn vserver <VPN_VServer> -policy <policy_name>

2. Create the corresponding advanced session policy by typing the following.

add vpn sessionPolicy <policy_name> <rule> <session action>

For example: add vpn sessionPolicy vpn_nac true AC_OS_10.10.1.1_A_

3. Bind the policy to your VPN virtual server by typing the following.

bind vpn vserver _XM_EndpointManagement -policy vpn_nac -priority
100

4. Create an authentication virtual server by typing the following.

add authentication vserver <authentication vserver name> <service
type> <ip address>

For example: add authentication vserver authvs SSL 0.0.0.0
In the example, 0.0.0.0means that the authentication virtual server is not public facing.

5. Bind an SSL certificate with the virtual server by typing the following.

bind ssl vserver <authentication vserver name> -certkeyName <
Webserver certificate>

For example: bind ssl vserver authvs -certkeyName Star_mpg_citrix.
pfx_CERT_KEY

6. Associate an authentication profile to the authentication virtual server from the VPN virtual
server. First, create the authentication profile by typing the following.

add authentication authnProfile <profile name> -authnVsName <
authentication vserver name>

For example:

add authentication authnProfile xm_nac_prof -authnVsName authvs

7. Associate the authentication profile with the VPN virtual server by typing the following.

set vpn vserver <vpn vserver name> -authnProfile <authn profile
name>

For example:

set vpn vserver _XM_EndpointManagement -authnProfile xm_nac_prof
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8. Check the connection from NetScaler Gateway to a device by typing the following.

curl -v -k https://<Endpoint Management_server>:4443/Citrix/
Device/v1/Check --header "X-Citrix-VPN-Device-ID: deviceid_<
device_id>"

For example, this query verifies connectivity by getting the compliance status for the first device
(deviceid_1) enrolled in the environment:

curl -v -k https://10.10.1.1:4443/Citrix/Device/v1/Check --header
"X-Citrix-VPN-Device-ID: deviceid_1"

A successful result is similar to the following example.

1 HTTP/1.1 200 OK
2 < Server: Apache-Coyote/1.1
3 < X-Citrix-Device-State: Non Compliant
4 < Set-Cookie: ACNODEID=181311111;Path=/; HttpOnly; Secure
5 <!--NeedCopy-->

9. When the preceding step is successful, create the web authentication action to Citrix Endpoint
Management. First, create a policy expression to extract the device ID from the iOS VPN plug‑in.
Type the following.

add policy expression xm_deviceid_expression "HTTP.REQ.BODY
(10000).TYPECAST_NVLIST_T(\'=\',\'&\').VALUE(\"deviceidvalue\")"

10. Send the request to Citrix Endpoint Management by typing the following. In this example, the
Citrix Endpoint Management IP is 10.207.87.82 and the FQDN is example.em.cloud.
com:4443.

add authentication webAuthAction xm_nac -serverIP 10.207.87.82 -
serverPort 4443 -fullReqExpr q{ "GET /Citrix/Device/v1/Check HTTP
/1.1\r\n"+ "Host: example.em.cloud.com:4443\r\n"+ "X-Citrix-VPN-
Device-ID: "+ xm_deviceid_expression + "\r\n\r\n"} -scheme https
-successRule "HTTP.RES.STATUS.EQ(\"200\")&&HTTP.RES.HEADER(\"X-

Citrix-Device-State\").EQ(\"Compliant\")"

The successful output for the Citrix Endpoint Management NAC is HTTP status 200 OK.
The X-Citrix-Device-State header must have the value of Compliant.

11. Create an authentication policy with which to associate the action by typing the following.

add authentication Policy <policy name> -rule <rule> -action <web
authentication action>

For example: add authentication Policy xm_nac_webauth_pol -rule "
HTTP.REQ.HEADER(\"User-Agent\").CONTAINS(\"NAC\")"-action xm_nac
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12. Convert the existing LDAP policy to an advanced policy by typing the following.

add authentication Policy <policy_name> -rule <rule> -action <
LDAP action name>

For example: add authentication Policy ldap_xm_test_pol -rule true -
action 10.10.1.1_LDAP

13. Add a policy label with which to associate the LDAP policy by typing the following.

add authentication policylabel <policy_label_name>

For example: add authentication policylabel ldap_pol_label

14. Associate the LDAP policy to the policy label by typing the following.

bind authentication policylabel ldap_pol_label -policyName
ldap_xm_test_pol -priority 100 -gotoPriorityExpression NEXT

15. Connect a compliant device to do a NAC test to confirm successful LDAP authentication. Type
the following.

bind authentication vserver <authentication vserver> -policy <web
authentication policy> -priority 100 -nextFactor <ldap policy

label> -gotoPriorityExpression END

16. Add the UI to associate with the authentication virtual server. Type the following command to
retrieve the device ID.

add authentication loginSchemaPolicy <schema policy>-rule <rule>
-action lschema_single_factor_deviceid

17. Bind the authentication virtual server by typing the following.

bind authentication vserver authvs -policy lschema_xm_nac_pol -
priority 100 -gotoPriorityExpression END

18. Create an LDAP advanced authentication policy enable the Citrix Secure Hub connection. Type
the following.

add authentication Policy ldap_xm_test_pol -rule "HTTP.REQ.HEADER
(\"User-Agent\").CONTAINS(\"NAC\").NOT"-action 10.200.80.60_LDAP

bind authentication vserver authvs -policy ldap_xm_test_pol -
priority 110 -gotoPriorityExpression NEXT

iOS

March 4, 2024
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Tomanage iOS devices in Citrix Endpoint Management, you set up an Apple Push Notification service
(APNs) certificate from Apple. For information, see APNs certificates.

Enrollment profiles determine whether iOS devices enroll in MDM+MAM, with the option for users to
opt out of Mobile Device Management (MDM). Citrix Endpoint Management supports the following
authentication types for iOS devices in MDM+MAM. For information, see the following articles:

• Domain or domain plus security token authentication
• Client certificate or certificate plus domain authentication
• Identity providers:

– Authentication with Azure Active Directory through Citrix Cloud
– Authentication with Okta through Citrix Cloud

Requirements for trusted certificates in iOS 13:

Apple has new requirements for TLS server certificates. Verify that all certificates follow the new
Apple requirements. See the Apple publication, https://support.apple.com/en‑us/HT210176.
For help with managing certificates, see Upload certificates.

A general workflow for starting iOS device management is as follows:

1. Complete the onboarding process. See Onboarding and resource setup and Prepare to enroll
devices and deliver resources.

2. Choose and configure an enrollment method. See Supported enrollment methods.

3. Configure iOS device policies.

4. Enroll iOS devices.

5. Set up device and app security actions. See Security actions.

For supported operating systems, see Supported device operating systems.

iOS 14 compatibility

Citrix Endpoint Management and Citrix mobile apps are compatible with iOS 14 but don’t currently
support the new iOS 14 features.

For supervised iOS devices, you can postpone software upgrades for up to 90 days. In the restrictions
device policy for iOS, use these settings:

• Force delayed software updates
• Enforce software update delay

See iOS settings. Those settings aren’t available for devices in user enrollmentmode or unsupervised
(full MDM) mode.
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Apple host names that must remain open

Some Apple host names must be open to make sure proper operation of iOS, macOS, and Apple App
Store. Blocking those host names can affect the installation, update, and proper operation of the
following: iOS, iOS apps, MDM operation, and device and app enrollment. For more information, see
https://support.apple.com/en‑us/HT201999.

Supported enrollmentmethods

You specify how tomanage iOS devices in enrollment profiles. You can choose between the following
enrollment settings:

• Apple User Enrollment: For BYOD devices, offers a balance of privacy for personal data and
security for corporate data. This enrollment mode is available as a public preview. To enable
this feature, contact your support team.

• Apple Device Enrollment: For supervised iOS devices, with separate personal and corporate
profiles on the device.

• Do notmanage devices: Exclude these devices fromMDM if you want to manage apps only.

For more information about creating enrollment profiles, see Enrollment profiles.

Citrix Endpoint Management supports the following enrollment methods for iOS devices:

Method Supported

Apple Business Manager Yes

Apple School Manager Yes

Apple Configurator Yes

Manual enrollment Yes

Enrollment invitations Yes

The Apple Deployment Programs include Apple Business Manager (ABM) for business organizations
and Apple School Manager (ASM) for educational organizations. For more information, see Deploy
devices through the Apple Deployment Programs.

Apple School Manager is a type of Education Apple Deployment Program. See Integrate with Apple
Education features.

Use the Apple Deployment Programs to bulkly enroll iOS, iPadOS, and macOS devices. You can buy
those devices directly fromApple, a participating Apple Authorized Reseller, or a carrier. Whether you
buy iOS devices directly from Apple, you can use the Apple Configurator to enroll those devices. See
Enroll Apple devices in bulk.
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Managed Apple IDs

User enrollment tightly integrates with Managed Apple IDs. You can create a Managed Apple ID man‑
ually using ABM/ASM or dynamically with Azure Active Directory (AAD).

For non‑federated authentication, create Managed Apple IDs using ABM/ASM to add an account.
For information about adding an account in ABM/ASM, see Apple documentation at https://
support.apple.com/guide/apple-business-manager/welcome/web and ASM at
https://support.apple.com/guide/apple-school-manager/welcome/web. We
recommend the following to avoid extra steps when users enroll:

• Use an email matching the corporate email address when creating a Managed Apple ID.
• Set the user role to Staff.
• Have users manually change their password before enrolling. Let users know that we recom‑
mend they use the same password as the corporate account.

To dynamically create Managed Apple IDs, configure Citrix Cloud to use AAD as its identity provider.
For more information about configuring Citrix Cloud to use AAD, see Authentication with Azure Ac‑
tive Directory through Citrix Cloud. Also, configure federated authentication in ABM/ASM. To learn
more about configuring federated authentication in ABM or ASM, see the Apple Business Manager
User Guide and the Apple School Manager User Guide.

When youmanually create Managed Apple IDs, you can configure a custom domain to use in place of
the default domain. The custom domain that you configure replaces the existing domain. For exam‑
ple, your corporate email addresses follow the format first.last@company.com, but you want
to use mycompany.website.com as the domain for the Managed Apple ID instead. When creat‑
ing the Managed Apple ID on ABM/ASM, the email address becomes first.last@mycompany.
website.com.

Add an iOS devicemanually

If you want to add an iOS device manually, such as for testing purposes, follow these steps.

1. In the Citrix Endpoint Management console, click Manage > Devices. The Devices page ap‑
pears.
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2. Click Add. The Add Device page appears.

3. Configure these settings:

• Select platform: Click iOS.
• Serial Number: Type the device serial number.

4. Click Add. The Devices table appears with the device added to the bottom of the list. To view
and confirm the device details: Choose the device that you added and then, in the menu that
appears, click Edit.

Note:

Whenyou select the checkboxnext to adevice, theoptionsmenuappears above thedevice
list. If you click anywhere else in the list, the optionsmenu appears on the right side of the
listing.

• LDAP configured

• If using local groups and local users:

– One or more local groups.

– Local users assigned to local groups.

– Delivery groups are associated with local groups.

• If using Active Directory:

– Delivery groups are associated with Active Directory groups.
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5. The General page lists the device Identifiers, such as the serial number and other information
for the platform type. For Device Ownership, select Corporate or BYOD.

The General page also lists device Security properties, such as Strong ID, Lock Device, Activa‑
tion Lock Bypass, and other information for the platform type. The Full Wipe of Device field
includes the user PIN code. The user must enter that code after the device is wiped. If the user
forgets the code, you can look it up here.

6. The Properties page lists the device properties that Citrix Endpoint Management provisions.
This list shows any device properties included in the provisioning file used to add the device.
To add a property, click Add and then select a property from the list. For valid values for each
property, see the PDF Device property names and values.

When you add a property, it initially appears under the category where you added it. After you
clickNext and then return to the Properties page, the property appears in the appropriate list.

To delete a property, hover over the listing and then click theX on the right side. Citrix Endpoint
Management deletes the item immediately.

7. The remaining Device Details sections have summaries for the device.

• User Properties: Displays RBAC roles, group memberships, Volume Purchase accounts,
and properties for the user. You can retire a Volume Purchase account from this page.

• Assigned Policies: Displays the number of deployed, pending, and failed policies. Pro‑
vides the policy name, type, and last deployed information for each policy. Lets you reset
the deployment status to pending and redeploy policies that the user removed.

• Apps: Displays, for the last inventory, the number of installed, pending, and failed app de‑
ployments. Provides the app name, identifier, type, and other information. For a descrip‑
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tion of iOS and macOS inventory keys, such as HasUpdateAvailable, see Mobile Device
Management (MDM) Protocol.

• Media: Displays, for the last inventory, thenumberofdeployed, pending, and failedmedia
deployments.

• Actions: Displays the number of deployed, pending, and failed actions. Provides the ac‑
tion name and time of the last deployment.

• Delivery Groups: Displays the number of successful, pending, and failed delivery groups.
For each deployment, provides the delivery group name and deployment time. Select a
delivery group to viewmore detailed information, including status, action, and channel or
user.

• iOS Profiles: Displays the last iOS profile inventory, including name, type, organization,
and description.

• iOS Provisioning Profiles: Displays enterprise distribution provisioning profile informa‑
tion, such as the UUID, expiration date, andmanaged status.

• Certificates: Displays, for valid, expired, or revoked certificates, information such as the
type, provider, issuer, serial number, and the number of remaining days before expiration.

• Connections: Displays the first connection status and the last connection status. Provides
for each connection, the user name, penultimate (next to last) authentication time, and
last authentication time.

• MDMStatus: Displays information such as theMDM status, last push time, and last device
reply time.

Configure iOS device policies

Use these policies to configure how Citrix Endpoint Management interacts with devices running iOS
or iPadOS. This table lists all device policies available for iOS and iPadOS devices.

AirPlay mirroring AirPrint APN

App access App attributes App configuration

App inventory App lock App uninstall

Apps notifications Bluetooth Calendar (CalDAV)

Cellular Contacts (CardDAV) Credentials

Device name Education
configuration

Exchange

Font Home screen layout Import iOS &macOS
profile
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LDAP Location Lock screenmessage

Mail Managed domains Maximum resident
users

MDM options Network Network usage

Organization info OS update Passcode

Passcode lock grace
period

Personal hotspot Profile removal

Provisioning profile Provisioning profile
removal

Proxy

Restrictions Roaming SCEP

SSO account Store Subscribed calendars

Terms and conditions VPN Wallpaper

Web content filter Web clip

Enroll iOS devices

This section shows how users enroll iOS devices (12.2 or later) into Citrix Endpoint Management. For
more information about the iOS enrollment, watch the following video:
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1. Go to the Apple store on your iOS device, download the Citrix Secure Hub app, and then tap the
app.

2. When prompted to install the app, tapNext and then tap Install.
3. After Citrix Secure Hub installs, tapOpen.
4. Enter your corporate credentials, such as your Citrix Endpoint Management server name, User

Principal Name (UPN), or email address. Then, click Next.
5. Tap Yes, Enroll to enroll your iOS device.
6. A list of the data Citrix Endpoint Management collects appears. Click Next. An explanation of

how an organization uses that data appears. Click Next.
7. After you type your credentials, tap Allowwhen prompted, to download the configuration pro‑

file. After you download the configuration profile, tap Close.
8. In your device settings, install the XenMobile profile.

• Go toSettings >General > Profile > XenMobile Profile Service and tap Install to add the
profile.

• In the notification window, tap Trust to enroll your device into remote management.
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9. Once enrollment succeeds, open Citrix Secure Hub. If you’re enrolling into MDM+MAM: After
your credentials validate, create and confirm your Citrix PIN when prompted.

10. After the workflow completes, the device is enrolled. You can then access the app store to view
the apps you can install on your iOS device.

Security actions

Device enrollment for iOS supports the following security actions. For a description of each security
action, see Security actions.

• Activation Lock Bypass
• App Lock
• App Wipe
• ASM Activation Lock
• Certificate Renewal
• Clear Restrictions
• Enable/Disable Lost Mode
• Enable/Disable Tracking
• Full Wipe
• Locate
• Lock
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• Ring
• Request/Stop AirPlay Mirroring
• Restart/Shut Down
• Revoke/Authorize
• Selective Wipe
• Unlock

User enrollment for iOS supports the following security actions:

• Revoke
• Lock
• Selective wipe
• Certificate renewal

Lock iOS devices

You can lock a lost iOS device with an accompanying display of a message and phone number that
displays on the device lock screen.

To display amessage and phone number on a locked device, set the Passcode policy to true in the Cit‑
rix Endpoint Management console. Instead users can enable the passcode on the device manually.

1. ClickManage > Devices. The Devices page appears.

2. Select the iOS device that you want to lock.

Select the checkbox next to a device to show the options menu above the device list. Click any‑
where else in the list to show the options menu on the right side of the listing.
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3. In the options menu, click Secure. The Security Actions dialog box appears.

4. Click Lock. The Security Actions confirmation dialog box displays.
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5. Optionally, type a message and phone number that appears on the lock screen of the device.

iOS appends the words “Lost iPad”to what you type in theMessage field.

If you leave theMessage field empty and provide a phone number, Apple displays themessage
“Call owner”on the device lock screen.

6. Click Lock Device.

Put iOS devices in Lost Mode

The Citrix Endpoint Management Lost Mode device property puts an iOS device in Lost Mode. Unlike
AppleManaged LostMode, Citrix EndpointManagement LostMode doesn’t require a user to do either
of the following actions to enable locating their device: Configure the Find My iPhone/iPad setting
or enable the Location Services for Citrix Secure Hub.

In Citrix Endpoint Management Lost Mode, only Citrix Endpoint Management can unlock the device.
(In contrast, if you use the Citrix Endpoint Management device lock feature, users can unlock the de‑
vice directly by using a PIN code that you provide.

To enable or disable lost mode: Go toManage > Devices, choose a supervised iOS device, and then
click Secure. Then, click Enable Lost Mode or Disable Lost Mode.
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If you click Enable Lost Mode, type information to appear on the device when it’s in lost mode.
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Use any of the following methods to check Lost Mode status:

• In the Security Actionswindow, verify if the button is set as Disable Lost Mode.
• FromManage > Devices, on the General tab under Security, see the last Enable Lost Mode or
Disable Lost Mode action.
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• From Manage > Devices, on the Properties tab, verify that the value of the MDM lost mode
enabled setting is correct.

If you enable Citrix Endpoint Management Lost Mode on an iOS device, the Citrix Endpoint Manage‑
ment console also changes as follows:
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• In Configure > Actions, the Actions list doesn’t include these automated actions: Revoke the
device, Selectively wipe the device, and Completely wipe the device.

• In Manage > Devices, the Security Actions list no longer includes the Revoke and Selective
Wipe device actions. You can still use a security action to do a Full Wipe action, as needed.

iOS appends thewords “Lost iPad”to what you type in theMessage in the Security Actions screen.

If you leave theMessage empty and provide a phone number, Apple shows themessage “Call owner”
on the device lock screen.

Bypass an iOS activation lock

Activation Lock is a feature of FindMy iPhone/iPad that prevents reactivation of a lost or stolen super‑
vised device. Activation Lock requires the user Apple ID and password before anyone can do these
actions: Turn off Find My iPhone/iPad, erase the device, or reactivate the device. For the devices that
your organization owns, bypassing an Activation Lock is necessary to, for example, reset or reallocate
devices.

To enable Activation Lock, you configure and deploy the Citrix Endpoint Management MDM Options
device policy. You can then manage a device from the Citrix Endpoint Management console without
the Apple credentials of the user. To bypass the Apple credential requirement of an Activation Lock,
issue the Activation Lock Bypass security action from the Citrix Endpoint Management console.

Forexample, if theuser returnsa lostphoneor to setup thedevicebeforeorafteraFullWipe: When the
phone prompts for the Apple App Store account credential, bypass that step by issuing the Activation
Lock Bypass security action.

Device requirements for activation lock bypass

• Supervised through Apple Configurator or Apple Deployment Program
• Configured with an iCloud account
• Find My iPhone/iPad enabled
• Enrolled in Citrix Endpoint Management
• MDM Options device policy, with activation lock enabled, is deployed to devices

To bypass an activation lock before issuing a Full Wipe of a device:

1. Go toManage>Devices, select thedevice, clickSecure, and then clickActivationLockBypass.
2. Wipe the device. The activation lock screen doesn’t appear during device setup.

To bypass an activation lock after issuing a Full Wipe of a device:

1. Reset or wipe the device. The activation lock screen appears during device setup.
2. Go toManage>Devices, select thedevice, clickSecure, and then clickActivationLockBypass.
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3. Tap the Back button on the device. The home screen appears.

Keep in mind the following:

• Advise your users not to turn off Find My iPhone/iPad. Don’t do a full wipe from the device. In
either of those cases, the user is prompted to enter the iCloud account password. After account
validation, the user won’t see an Activate iPhone/iPad screen after erasing all content and set‑
tings.

• For a device that has a generated Activation lock bypass code and has the Activation lock en‑
abled: If you can’t bypass the Activate iPhone/iPad page after a Full Wipe, you don’t need to
delete the device from Citrix Endpoint Management. Either you or the user can contact Apple
support to unblock the device directly.

• During a hardware inventory, Citrix Endpoint Management queries a device for an Activation
lock bypass code. If a bypass code is available, the device sends it to Citrix Endpoint Manage‑
ment. Then, to remove the bypass code from the device, send the Activation Lock Bypass se‑
curity action from the Citrix Endpoint Management console. At that point, Citrix Endpoint Man‑
agement and Apple have the bypass code required to unblock the device.

• The Activation Lock Bypass security action relies on the availability of an Apple service. If the
action doesn’t work, you can unblock a device using one of the following ways:

– On the device, manually enter the credentials of the iCloud account.
– Leave the user name field empty and type the bypass code in the password field. To look
up the bypass code, go toManage > Devices, select the device, click Edit, and click Prop‑
erties. The Activation lock bypass code is under Security information.

macOS

March 4, 2024

To manage macOS devices in Citrix Endpoint Management, you set up an Apple Push Notification
service (APNs) certificate from Apple. For information, see APNs certificates.

Citrix EndpointManagement enrollsmacOS devices intoMDM. Citrix EndpointManagement supports
the following enrollment authentication types for macOS devices in MDM.

• Domain
• Domain plus one‑time password
• Invitation URL plus one‑time password
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Requirements for trusted certificates in macOS 15:

Apple has new requirements for TLS server certificates. Verify that all certificates follow the new
Apple requirements. See the Apple publication, https://support.apple.com/en‑us/HT210176.
For help with managing certificates, see Upload certificates.

A general workflow for starting macOS device management is as follows:

1. Complete the onboarding process. See Onboarding and resource setup and Prepare to enroll
devices and deliver resources.

2. Choose and configure an enrollment method. See Supported enrollment methods.

3. Configure macOS device policies.

4. Enroll macOS devices.

5. Set up device and app security actions. See Security actions.

For supported operating systems, see Supported device operating systems.

Apple host names that must remain open

Some Apple host names must be open to make sure proper operation of iOS, macOS, and Apple App
Store. Blocking those host names can affect the installation, update, and proper operation of the
following: iOS, iOS apps, MDM operation, and device and app enrollment. For more information, see
https://support.apple.com/en‑us/HT201999.

Supported enrollmentmethods

The following table lists the enrollment methods that Citrix Endpoint Management supports for ma‑
cOS devices:

Method Supported

Apple Deployment Program Yes

Apple School Manager Yes

Apple Configurator No

Manual enrollment Yes

Enrollment invitations Yes
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Apple has device enrollment programs for business and education accounts. For business accounts,
you enroll in the Apple Deployment Program to use the Apple Deployment Program for device enroll‑
ment and management in Citrix Endpoint Management. That program is for iOS, macOS, and Apple
TV devices. See Deploy devices through Apple Deployment Program.

For education accounts, you create an Apple School Manager account. Apple School Manager unifies
the Deployment Program and Volume Purchase. Apple School Manager is a type of Education Apple
Deployment Program. See Integrate with Apple Education features.

You can use the Apple Deployment Program to bulkly enroll iOS, macOS, and Apple TV devices. You
can buy those devices directly from Apple, a participating Apple Authorized Reseller, or a carrier.

ConfiguremacOS device policies

Use these policies to configure how Citrix Endpoint Management interacts with devices running ma‑
cOS. This table lists all device policies available for macOS devices.

AirPlay mirroring App inventory App uninstall

Calendar (CalDAV) Contacts (CardDAV) Credentials

Device name Exchange FileVault

Firewall Font Import iOS &macOS profile

LDAP Mail Network

OS update Passcode Profile removal

Restrictions SCEP VPN

Web clip

Enroll macOS devices

Citrix Endpoint Management provides two methods to enroll devices that are running macOS. Both
methods enable macOS users to enroll over the air, directly from their devices.

• Send users an enrollment invitation: This enrollment method enables you to set any of the
following enrollment security modes for macOS devices:

– User name + password
– User name + PIN
– Two‑factor authentication
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When the user follows the instructions in the enrollment invitation, a sign‑on screen with the
user name filled in appears.

• Send users an enrollment link: This enrollment method for macOS devices sends users an
enrollment link, which they can open in Safari or Chrome browsers. A user then enrolls by pro‑
viding their user name and password.

To prevent the use of an enrollment link formacOS devices, set the server property Enablema‑
cOS OTAE to false. As a result, macOS users can enroll only by using an enrollment invitation.

SendmacOS users an enrollment invitation

1. Add an invitation for macOS user enrollment. See Enrollment invitations.

2. After users receive the invitation and click the link, the following screen appears in the Safari
browser. Citrix Endpoint Management fills in the user name. If you chose Two Factor for the
enrollment security mode, another field appears.

3. Users install certificates as necessary. Whether users see the prompt to install certificates de‑
pends on whether you configured the following for macOS: A publicly trusted SSL certificate
and a publicly trusted digital signing certificate. For information about certificates, see Certifi‑
cates and authentication.

4. Users provide the requested credentials.

TheMacdevicepolicies install. You cannowstartmanagingmacOSdeviceswithCitrix Endpoint
Management just as youmanagemobile devices.
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SendmacOS users an installation link

1. Send the enrollment link https://serverFQDN:8443/instanceName/macos/otae,
which users can open in Safari or Chrome browsers.

• serverFQDN is the fully qualified domain name (FQDN) of the server running Citrix End‑
point Management.

• Port8443 is thedefault secureport. If youconfiguredadifferentport, use thatport instead
of 8443.

• The instanceName, often shown as zdm, is the name specified during server installation.

For more information about sending installation links, see To send an installation link.

2. Users install certificates as necessary. If you configured a publicly trusted SSL certificate and
digital signing certificate for iOS andmacOS, users see the prompt to install the certificates. For
information about certificates, see Certificates and authentication.

3. Users sign on to their Macs.

TheMacdevicepolicies install. You cannowstartmanagingmacOSdeviceswithCitrix Endpoint
Management just as youmanagemobile devices.

Security actions

macOS supports the following security actions. For a description of each security action, see Security
actions.

Revoke Lock Selective Wipe

Full Wipe Certificate renewal Rotate personal recovery key

LockmacOS devices

You can remotely lock a lost macOS device. Citrix Endpoint Management locks the device. It then
generates a PIN code and sets it in the device. To access the device, the user types the PIN code. Use
Cancel Lock to remove the lock from the Citrix Endpoint Management console.

You can use the Passcode device policy to configure more settings associated with the PIN code. For
more information, see macOS settings.

1. ClickManage > Devices. The Devices page appears.
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2. Select the macOS device that you want to lock.

Select the checkbox next to a device to show the options menu above the device list. You can
also click anywhere else on a listed item to show the options menu on the right side of the list.

3. In the options menu, click Secure. The Security Actions dialog box appears.
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4. Click Lock. The Security Actions confirmation dialog box displays.

5. Click Lock Device.

Important:

You can also specify a passcode instead of using the code that Citrix Endpoint Management gen‑
erates. The lock action fails if the code specified does not meet the code requirements of the
device or existing work profile.
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Bootstrap token

A bootstrap token assists with granting the SecureToken macOS attribute to accounts when you sign
on to amacOS device. SecureToken passes down from one trusted account to another. SecureToken‑
enabled accounts can do cryptographic operations on the device. Without the bootstrap token, you
need to follow complex workflows to create accounts on that device before adding individual user
accounts.

Citrix Endpoint Management supports escrowing bootstrap tokens for macOS devices that are en‑
rolled through the Apple Deployment Program. You use the Apple Deployment Program to enroll ma‑
cOS devices that you buy directly from Apple, a participating Apple Authorized Reseller, or a carrier.
For information about enrolling in the Apple Deployment Program, see Deploy devices through Apple
Deployment Program.

Bootstrap tokens are generated during the Setup Assistant workflow. Specifically, they are generated
during local user account creation. The Setup Assistant runs the first time users start their devices.
The tokens are saved in the Citrix Endpoint Management database and not visible to you and end
users. Deleting the devices from your Citrix Endpoint Management site deletes the tokens. Doing a
factory reset doesn’t delete them.

Prerequisites:

• macOS 11.0 or later
• macOS devices that have the Apple T2 Security Chip
• macOS devices enrolled through Apple Deployment Program

One benefit of escrowing bootstrap tokens with Citrix Endpoint Management is that remote accounts
can be enabled for FileVault and able to unlock the FileVault volume. For information about FileVault,
see FileVault device policy.

Deploy devices through the Apple Deployment Programs

April 16, 2024

The Apple Deployment Programs (ADPs) let you automatically enroll Apple devices in Citrix Endpoint
Management without having to touch or prepare the devices before users get them. After a user un‑
boxes and activates the device, the device automatically enrolls in Citrix Endpoint Management, and
all management settings, apps, and books are ready for the user.

The ADPs include Apple Business Manager (ABM) for business organizations and Apple School Man‑
ager (ASM) for educational organizations. ABM and ASM are available for iOS, iPadOS, and macOS
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devices. For more information about device eligibility, see Apple Business Manager User Guide and
Apple School Manager User Guide.

Note:

ABM and ASM combine the previous Device Enroll Program and Volume Purchase Program from
Apple.

This article walks you through the general deployment workflow with ABM or ASM:

1. Enroll in ABM or ASM
2. Connect your ABM or ASM account to Citrix Endpoint Management
3. Order devices
4. Assign devices to Citrix Endpoint Management
5. Buy content in volume and synchronize it with Citrix Endpoint Management
6. Configure deployment rules for device policies and apps
7. Add delivery groups that have users and resources assigned to them

After you complete this deployment process, the devices are ready to be unboxed and activated for
an automated device enrollment.

Prerequisites

Open required ports for connectivity between Citrix Endpoint Management and Apple. For more in‑
formation, see Port requirements.

Enroll in ABM or ASM

To begin deploying devices at Apple, enroll in ABM or ASM.

ABMandASMareavailable for organizations andnot individuals. Youmustprovidemanyorganization
details and information to create an account. It might take time to request and receive approval for
accounts.

Enroll in ABM

To enroll in ABM, go to business.apple.com. Click Enroll now to apply for a new account.

Best practice is to use an email address for your organization, such asdeployment@company.com
. The enrollment process might take a few days. After you receive your logon credentials, follow the
steps provided in ABM to create an account.
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Enroll in ASM

To create your ASM account, go to Apple School Manager and follow the instructions to enroll. The
first time that you log in to ASM, the Setup Assistant opens.

• For information about ASM prerequisites, the Setup Assistant, and management tasks, see the
Apple School Manager User Guide.

• When settingupanASMuser account, useadomainname thatdiffers fromthedomainname for
Active Directory. For example, prefix the domain name for ASMwith something like appleid.

• When you connect ASM to your roster data, ASM creates Managed Apple IDs for instructors and
students. Your roster data includes instructors, students, and classes. For information about
adding roster data to ASM, see the Apple School Manager User Guide, linked earlier in this list.

• You can customize the Managed Apple ID format for your institution, as described in the Apple
School Manager User Guide, linked earlier in this list.

Important:

Don’t change Managed Apple IDs after you import ASM information into Citrix Endpoint
Management.

• If you bought devices through resellers or carriers, link those devices to ASM. For information,
see the Apple School Manager User Guide, linked earlier in this list.

Connect your ABM or ASM account to Citrix Endpoint Management

After you create your ABM or ASM account, connect it with your Citrix Endpoint Management server
deployment.

Step 1: Download a public key from your Citrix Endpoint Management server

1. In the Citrix Endpoint Management console, go to Settings > Apple Deployment Programs.

2. Under Download Public Key, click Download.
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Step 2: Create and download a server token file from your Apple account

1. Sign in to Apple Business Manager or Apple School Manager using an administrator or device
enrollment manager account.

2. At the bottomof the sidebar, click Settings and then clickDeviceManagement Settings > Add
MDM Server.

3. In theMDMServer Name setting, type a name for the Citrix Endpoint Management server. The
server name that you type is for your reference. It’s not the server URL or name.

4. UnderUpload Public Key, click Choose File. Upload the public key that you downloaded from
Citrix Endpoint Management and then save the changes.

5. Click Download Token to download the server token file to your computer.

You upload the server token file when adding the ABM or ASM account to Citrix Endpoint Man‑
agement. Your token information appears in the Citrix EndpointManagement console after you
import the token file.

6. Under Default Device Assignment, click Change. Choose how you want to assign devices and
thenprovide the information requested. Formore information, see theABMUserGuideorApple
School Manager User Guide.

Step 3: Add your account to Citrix Endpoint Management

You can addmultiple ABM or ASM accounts to Citrix Endpoint Management. This feature enables you
to use different enrollment settings and setup assistant options by country, department, and so on.
You then associate ABM or ASM accounts with different device policies.

For example, you might centralize all of your ABM or ASM accounts from different countries on the
same Citrix Endpoint Management server to import and supervise all ABM or ASM devices. You first
customize enrollment settings and setup assistant options per department, organizational hierarchy,
or other structure. You then configure policies to provide appropriate functionality across your orga‑
nization and let users receive the appropriate assistance.

1. In the Citrix EndpointManagement console, go to Settings > Apple Deployment Program and,
under Add Apple Deployment Program Account, click Add.
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2. In the Server Tokens page, specify your server token file and then clickUpload.

Your server token information appears.

3. In the Account Info page, specify these settings:
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• Apple Deployment Program account name: A unique descriptive name for this ADP ac‑
count, identifying how you organize ADP accounts, such as by country or organizational
hierarchy.

• Business/Education unit: The business unit or department to which the device is as‑
signed. This field is required.

• Unique service ID: An optional unique ID to help you further identify the account.
• Support phone number: A support phone number that users call for help during setup.
This field is required.

• Support email address: An optional support email address available to end users.
• Education suffix: For ASM accounts. Type the suffix assigned to devices enrolled through
this account.

4. In iOS Settings, specify these settings:
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Enrollment settings:

• Require device enrollment: Whether to require users to enroll their devices. The default
isOn.

• Require credentials for device enrollment: Whether to require users to enter their cre‑
dentials during ABM and ASM setup. We recommend that you require all users to enter
their credentials during device enrollment, allowing only authorized users to enroll de‑
vices. The default isOn.

When you enable ABM or ASM before first‑time setup and you don’t select this option, Cit‑
rix Endpoint Management creates the ABM or ASM components. This creation includes
components such as user, Citrix Secure Hub, software inventory, and deployment group.
If you select this option, Citrix Endpoint Management doesn’t create the components. As
a result, if you later clear this option, users who haven’t entered their credentials can’t
enroll in ABM or ASM because these components don’t exist. To add ABM or ASM compo‑
nents, in that case, disable and then enable the ABM or ASM account.

• Enroll using Citrix Identity Provider: Whether to enroll using Citrix Identity Provider.
This setting is available only to ABM accounts. If On, ADP‑enabled iOS devices enroll only
by using the Citrix identity provider. The default isOff.

To turn on the setting, you must first configure Citrix Identity Provider as your identity
provider. Go to Settings > Identity Provider (IDP), click Add, and select Citrix Identity
Provider.

If this setting is set asOn, be aware of the following considerations:
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– You can’t delete the corresponding Citrix Identity Provider configuration on the Set‑
tings > Identity Provider (IDP) page.

– When editing the corresponding Citrix Identity Provider configuration, you can’t
switch to a different identity provider.

• Wait for configuration to complete setup: Whether to require users’devices to be in
Setup Assistant mode until all MDM resources deploy to the device. This setting is avail‑
able for devices in supervised mode. The default isOff.

• Apple documentation states that the following commands might not work while a device
is in Setup Assistant mode:

– InviteToProgram
– InstallApplication
– ApplyRedemptionCode
– InstallMedia
– RequestMirroring
– DeviceLock

Device settings:

• Supervised mode: Set to On if you’re using the Apple Configurator to manage enrolled
devices or whenWait for configuration to complete setup is enabled. The default isOn.
For details on placing an iOS device in supervised mode, see Deploy devices using Apple
Configurator 2.

• Allowenrollment profile removal: Whether to allowdevices to use a profile that you can
remove remotely. The default isOff.

• Allow device pairing: Whether you can manage enrolled devices through Apple Music
and the Apple Configurator. The default isOff.

Required minimum Version

• Allow old devices to enroll: If enabled, devices can enroll even if they could not upgrade
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to the current required minimum version. The default is On. This option is available only
on iOS 17.0 and later.

• Specified version option: Whether to allow admin to input specified version manually.
The default isOff. This option is available only on iOS 17.0 and later.

• Available iOS versions: You can choose available iOS versions from the list. If the device
has an iOS version lower than the current version, it will kick off update process on device.
If the version expires in the future, a minimum version of the available version list is used.
The default is None, it will not take effect when set as None. This option is available only
on iOS 17.0 and later.

• Specified version: If the device has an iOS version lower than the current version, it will
kick off update process on device. If the version expires in the future, a minimum version
of the available version list is used. Enter the correct version number, otherwise unknown
errors may occur.

Supervision Identities

If you use the GroundControl tool, you can add a certificate to do the following:

• Override pairing restrictions to avoid the “Trust this host”prompt.
• Escalatemanageddevice actions over USB to do activities such as profile installationwith‑
outuser interaction. Doing soallowsGroundControl toenable singleappmodeanddevice
lock for checkout.

• Restore a backup to ABM or ASM devices.

For more information on GroundControl, see The GroundControl website.

5. InmacOS Settings, specify these settings:
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Enrollment settings:

• Require device enrollment: Whether to require users to enroll their devices. The default
isOn.

• Enroll using Citrix Identity Provider: Whether to enroll using Citrix Identity Provider.
This setting is available only to ABM accounts. If On, ADP‑enabled macOS devices enroll
only by using the Citrix identity provider. The default isOff.

To turn on the setting, you must first configure Citrix Identity Provider as your identity
provider. Go to Settings > Identity Provider (IDP), click Add, and select Citrix Identity
Provider.

If this setting is set asOn, be aware of the following considerations:

– You can’t delete the corresponding Citrix Identity Provider configuration on the Set‑
tings > Identity Provider (IDP) page.

– When editing the corresponding Citrix Identity Provider configuration, you can’t
switch to a different identity provider.

• Wait for configuration to complete setup: If On, the macOS device doesn’t continue in
the setup assistant until the MDM resource passcode gets deployed to the device. That
deployment occurs before the creation of the local account. This setting is available for
macOS 10.11 and higher devices. The default isOff.

Device settings:

• Allowenrollment profile removal: Whether to allowdevices to use a profile that you can
remove remotely. The default isOff.

6. In Apple TV Settings, specify these settings:

• Require device enrollment: Prevents users from skipping enrollment.
• Require Credentials for device enrollment: Challenges for credentials during enroll‑
ment. When this setting is off, Apple TV gets enrolled as the default “Device Enrollment
Program user”.

• Wait for configuration to complete setup: The device waits in the Setup Assistant
screen until all resources deploy.

• Supervised mode: Gives more capability to the administrator while configuring restric‑
tions.

• Allow enrollment profile removal: Allows users to remove the enrollment profiles.
• Allow device pairing: Allows devices enrolled through the Device Enrollment Program to
bemanaged through Apple tools, such as the Apple App Store and the Apple Configurator.
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7. In iOS Setup Assistant Options, select the steps that the iOS Setup Assistant skips when users
start their devices the first time. When a screen is skipped, the related feature uses default set‑
tings. Users can configure the skipped features after setup completes unless you restrict access
to those features completely. Formore information about restricting access to features, see Re‑
strictions device policy. The default for all items is cleared. The following descriptions explain
what occurs when a setting is selected.

• Location services: Prevents users from setting up the location service on the device.
• Touch ID: Prevents users from setting up Touch ID or Face ID on iOS devices.
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• Passcode lock: Prevents users from setting up a passcode for the device. If no passcode
exists, users can’t use Touch ID or Apple Pay.

• Set up as new or restore: Prevents users from setting up the device as new or from an
iCloud or Apple App Store backup.

• Move from Android: Prevents users from transferring data from an Android device to an
iOS device. This option is available only when Set up as new or restore is selected (that
is, the step is skipped).

• Apple ID: Prevents users from setting up a Managed Apple ID account for the device.
• Terms and conditions: Prevents users from reading and accepting terms and conditions
for use of the device.

• Apple Pay: Prevents users from setting up Apple Pay. If this setting is cleared, users must
set up Touch ID and Apple ID. Make sure that those settings are cleared.

• Siri: Prevents the user from configuring Siri.
• App analytics: Prevents users from setting up whether to share crash data and usage sta‑
tistics with Apple.

• Display zoom: Prevents users from setting up the display resolution (either standard or
zoomed) on iOS devices.

• True Tone: Prevents users from setting up four‑channel sensors to dynamically adjust the
white balance of the display.

• Home button: Prevents users from setting up the Home button style of feedback.
• New feature highlights: Prevents users from seeing screens that display information
about new features of Apple software.

• Privacy: Prevent users from seeing the data and privacy pane. For iOS 11.3 and later.
• Software update: Prevents users from updating iOS to the latest version. For iOS 12.0
and later.

• Screen Time: Prevents users from enabling Screen Time. For iOS 12.0 and later.
• SIM setup: Prevents users from setting up a cellular plan. For iOS 12.0 and later.
• iMessage&FaceTime: Prevents users fromenabling iMessageandFaceTime. For iOS12.0
and later.

• Appearance: Prevents users from selecting the appearance mode. For iOS 13.0 and later.
• Welcome: Prevents the user from seeing the Get Started screen. For iOS 13.0 and later.
• Restore completed: Prevents users from seeing whether a restore completes during
setup. For iOS 14.0 and later.

• Updatecompleted: Preventsusers fromseeingwhethera softwareupdatecompletesdur‑
ing setup. For iOS 14.0 and later.

• App Store: Prevents users from setting up the App Store. For iOS 11.1 and later.

The account appears on Settings > Apple Deployment Program.

8. InmacOSSetupAssistantOptions, select the steps that themacOSSetupAssistant skipswhen
users start their devices the first time. When a screen is skipped, the related feature uses default
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settings. Users can configure the skipped features after setup completes unless you restrict ac‑
cess to those features completely. For more information about restricting access to features,
see Restrictions device policy. The default for all items is cleared. The following descriptions
explain what occurs when a setting is selected.

• Setupasnewor restore: Prevents users fromsetting up thedevice as newor fromaTime
Machine backup or do a systemmigration.

• Location services: Prevents users from setting up the location service on the device. For
macOS 10.11 and later.

• Apple ID: Prevents users from setting up a Managed Apple ID account for the device.

• Terms and conditions: Prevents users from reading and accepting terms and conditions
for use of the device.

• Siri: Prevents the user from configuring Siri. For macOS 10.12 and later.

• FileVault: Use FileVault to encrypt the startup disk. Citrix Endpoint Management only
applies the FileVault setting if the system has a single local user account and that account
is signed into iCloud.

You can use the macOS FileVault Disk Encryption feature to protect the system volume by
encrypting its contents (https://support.apple.com/en‑us/HT204837). If you run the
Setup assistant on a late‑model portable Mac that doesn’t have FileVault turned on, you
might be prompted to turn on this feature. The prompt appears on both new systems and
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systems upgraded to OS X 10.10 or 10.11, but only if the system has a single local adminis‑
trator account and that account is signed into iCloud.

• App analytics: Prevents users from setting up whether to share crash data and usage sta‑
tistics with Apple.

• Privacy: Prevent users from seeing the Data and privacy pane. FormacOS 10.13 and later.

• iCloud Analytics: Prevent users from choosingwhether to send diagnostic iCloud data to
Apple. For macOS 10.13 and later.

• iCloud Documents and Desktop: Prevent users from setting up the iCloud Desktop and
Documents. For macOS 10.13 and later.

• Appearance: Prevents users from selecting the appearance mode. For macOS 10.14 and
later.

• Accessibility: Prevents the user from hearing Voice Over automatically. Only available if
the device is connected to Ethernet. For macOS 11 and later.

• Biometric: Prevents theuser fromsetting upTouch ID andFace ID. FormacOS10.12.4 and
later.

• True Tone: Prevents users from setting up four‑channel sensors to dynamically adjust the
white balance of the display. For macOS 10.13.6 and later.

• Apple Pay: Prevents users from setting up Apple Pay. If this setting is cleared, users must
set up Touch ID and Apple ID. Make sure that the Apple ID and Biometric settings are
cleared.

• Screen Time: Prevents users from enabling Screen Time. For macOS 10.15 and later.

• App Store: Prevents the user from setting up the App Store. For macOS 11.1 and later.

• Unlockwith AppleWatch: Prevents users from unlocking their Mac with an Apple Watch.
For macOS 12 and later.

• Local account setup options: Specify the settings to create an account on the device. Cit‑
rix Endpoint Management first creates the local administrator account by using the infor‑
mation that you specify here. Whenusers activate their device, a user account is createdas
the primary account. TheCreate primary account as a standard user option determines
whether the primary account has administrator privileges.

Important:

You can select Create primary account as a standard user only after you set Wait for
configuration to complete setup toOn on themacOS settings page.
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• Create primary account as a standard user: When selected, Citrix Endpoint Manage‑
ment creates the user with standard permissions rather than granting the user adminis‑
trator privileges on the device. Skip this option if youwant to grant the user administrator
privileges on the device. By default, this option isn’t selected.

• Admin full name: Type the name that the system displays for the administrator account.
• Admin short name: Type the name that the device displays for the home folder and in
the shell.

• Admin password: Type a secure password for the administrator account.
• Showadministrator account inUsers andGroups: If cleared, the administrator account
doesn’t appear in Users and Groups in the macOS settings. If you create the primary ac‑
count as a standard user, enable this setting to hide the administrator account that Citrix
Endpoint Management first creates.

To enhance security, Citrix Endpoint Management checks whether to rotate the password of
the administrator account daily. By default, Citrix Endpoint Management rotates the password
every 7 days. To change the default, update the mac.dep.admin.passwd.rotate server
property. For more information, see Server properties.

To increase password strength and security, Citrix Endpoint Management generates passwords
as follows:

• 12 characters long
• 3 upper‑case letters
• 3 lower‑case letters
• 3 numbers
• 3 special characters: ! \@ \\# \$ % \\^ \* ? + = -

To view the previous password, the current password, and password change status for a device,
go toManage > Devices. Click that device, click Showmore, and then view the Device details
> General page. The Security section displays the following:

• Previous administrator password: Lets you view theprevious password. Citrix Endpoint
Management displays only the last password. ClickShowpassword to view thepassword.

• Current administrator password: Lets you view the current password.
• Change administrator password: Lets you view password change status. The following
information might appear, depending on actual status:
– Password change was requested at <specific time value>.
– The password was changed at <specific time value>.
– Attempts to change the password failed at <specific time value>.
– The password has not yet been changed.

9. In Apple TV Setup Assistant Options, select the Apple TV Setup Assistant steps that your users
skip when they start their devices the first time. The default for all items is cleared. Save the
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changes.

10. The account appears on Settings > Apple Deployment Program. To test connectivity between
Citrix Endpoint Management and Apple, select the account and click Test Connectivity.

A status message appears.

Order devices

You can order devices directly from the following channels:

• Apple. Provide your Apple customer numbers to the seller.
• Participating Apple Authorized Reseller or carriers. Provide your Organization ID to the seller
and get its Reseller ID.
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For more information about managing device suppliers, see Apple Business Manager User Guide or
Apple School Manager User Guide.

After your order ships, the Apple devices that you bought are added to your ABM or ASM account.

Assign devices to Citrix Endpoint Management

In the ABM or ASM portal, search for an order number and use it to assign devices in this order to your
Citrix EndpointManagement. You can also add iPhone, iPad, iPod touch, and Apple TV devices to ABM
or ASM by using Apple Configurator 2, regardless of where the devices were bought.

For more information, see the Apple Business Manager User Guide or Apple School Manager User
Guide.

Buy content in volume and synchronize it to Citrix Endpoint Management

ABM and ASM let you buy, distribute, andmanage licenses of apps and books in volume from a single
organization account. To enable your Citrix Endpoint Management to communicate with ABM or ASM
to get the license information for distribution, complete the following steps:

1. In the ABMor ASMportal, buy public apps and books from theApps andBooks andbuy custom
apps that are developed for your Citrix Endpoint Management from Custom Apps.

2. In the ABMor ASMportal, download the content token assigned to your Citrix EndpointManage‑
ment.

Formore information about Steps 1 and 2, see the Apple BusinessManager User Guide or Apple
School Manager User Guide.

3. In the Citrix Endpoint Management console, create a Volume Purchase account based on the
content token you downloaded.

For more information, see Adding apps through Apple Volume Purchase.

After the Volume Purchase account is created, the apps and books that you bought appear in
Manage > Apps, and the devices that you assigned to the Citrix Endpoint Management server
appear inManage > Devices.

Configure deployment rules for device policies and apps

You can associate ABM or ASM accounts with different device policies and apps when configuring de‑
vice policies and apps.

1. On the Configure > Device Policies and Configure > Apps pages, expand Deployment Rules.
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2. Specify that a policy or app deploys for a particular ABM account or for all ABM accounts except
the one selected.

The list of ABM accounts includes only those accounts with a status of enabled or disabled. If the ABM
account is disabled, the ABM device doesn’t belong to this account. So, Citrix Endpoint Management
doesn’t deploy the app or policy to the device.

In the following example, a device policy deploys only for devices with the ABM account name “ABM
Account NR.”

Enroll Apple devices in bulk

March 4, 2024

You can enroll large numbers of iOS, iPadOS, and macOS devices in Citrix Endpoint Management in
two ways:

• Use the Apple Deployment Programs (ADP) to enroll Apple devices that you buy directly from
Apple or from a participating Apple Authorized Reseller or a carrier.

For more information about deploying ADP‑enabled devices, see Deploy devices through the
Apple Deployment Programs. This article describes how users enroll ADP‑enabled devices and
how to reenroll the devices.

• Use Apple Configurator 2 to enroll iOS devices regardless ofwhether youbuy themdirectly from
Apple.

This article describes how to deploy devices in bulk using Apple Configurator 2.

About bulk enrollment

The ADPs include Apple Business Manager (ABM) for business and Apple School Manager (ASM) for
Education. Bulk enrollment through the ADPs features the following:
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• You don’t have to touch or prepare the devices.
• After you complete the deployment settings in Citrix Endpoint Management, you can give the
devices to users who can start using them right away.

• You can simplify the setup process for users by eliminating some of the Setup Assistant steps.
• For more information about setting up ABM and ASM, see the documentation available from
Apple Business Manager and Apple School Manager.

Bulk enrollment through Apple Configurator 2 features the following:

• You attach iOS devices to aMac runningmacOS 10.7.2 or later and the Apple Configurator 2 app.
You prepare the iOS devices and configure policies through Apple Configurator 2.

• Devices automatically enroll in Citrix Endpoint Management during the setup process. Once
setup is completed, Citrix Endpoint Management pushes policies, apps, and other resources to
devices. You can then start managing the devices.

• For more information about using Apple Configurator 2, see the Apple Configurator Help.

How users enroll ADP‑enabled devices

Users enroll their devices in Citrix Endpoint Management as follows:

1. Users start their device.

2. Citrix Endpoint Management delivers the ADP settings that you configured on the Settings >
Apple Deployment Programs page to the device.

3. Users configure the initial settings on their device.

4. The device automatically starts the Citrix Endpoint Management device enrollment process.

5. Users continue to configure the other initial settings on their device.

6. In the home screen, users might be prompted to sign in to the Apple App Store so that they can
download Citrix Secure Hub.

Note:

This step is optional if you configure Citrix Endpoint Management to deploy the Citrix Se‑
cure Hub app using the device‑based Volume Purchase app assignment. In this case, you
don’t need to create an Apple App Store account or use an existing account.
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7. Users open Citrix Secure Hub and type their credentials. If required by the policy, users might
be prompted to create and verify a Citrix PIN.

Citrix Endpoint Management deploys any remaining required apps to the device.

Reenroll the ADP‑enabled devices

ADP‑enabled devices enroll from a factory reset condition. To reenroll an ADP‑enabled device, you
must first complete a full wipe to unenroll the device. Detailed steps are as follows:

1. On theManage > Devices page, select the device.
2. Click Security.
3. Click Full Wipe to unenroll the device to the factory reset condition.
4. Start the device.
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Important:

Do not use SelectiveWipe to unenroll an ADP‑enabled device because ADP enrollment requires
the device in the factory reset condition.

Deploy devices using Apple Configurator 2

You canuse Apple Configurator 2 to deploy large numbers of deviceswith settings, apps, anddata and
enroll these devices in Citrix Endpoint Management.

Step 1: Configure settings in Citrix Endpoint Management

1. In the Citrix Endpoint Management console, go to Settings > Apple Configurator Device En‑
rollment.

2. Set Enable Apple Configurator device enrollment to Yes.

3. Copy the EnrollmentURL to enter in Apple Configurator setting and paste this URLwhen you
configure settings in Apple Configurator 2. This setting provides the URL for the Citrix Endpoint
Management server that communicates with Apple. The enrollment URL is the Citrix Endpoint
Management server fully qualified domain name (FQDN), such as mdm.server.url.com, or
the IP address.

4. To prevent unknown devices from enrolling, set Require device registration before enroll‑
ment to Yes. Note: If this setting is set as Yes, you must add the configured devices toManage
> Devices in Citrix Endpoint Management manually or through a CSV file before enrollment.

5. To require users of iOS devices to enter their credentials when enrolling, set Require creden‑
tials for device enrollment to Yes. The default is No.

Note:

If the Citrix Endpoint Management server is using a trusted SSL certificate, skip this step.
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Click Export anchor certs and save the certchain.pem file to the macOS keychain (login
or System).

Step 2: Configure settings in Apple Configurator 2

1. Prepare a Mac that runs macOS 10.7.2 or later and has Apple Configurator 2 installed.

2. Use a Dock Connector‑to‑USB cable to connect Apple devices to the Mac. You can configure up
to 30 connected devices simultaneously. If you do not have a Dock Connector, use one or more
powered USB 2.0 high‑speed hubs to connect the devices.

3. Start Apple Configurator 2. The configurator shows any devices that you can prepare for super‑
vision.

4. To prepare a device for supervision:

• Select Supervise devices if you intend to maintain control of the device by reapplying a
configuration regularly. Click Next.

Important:

Placing a device into Supervised mode installs the selected version of iOS on the de‑
vice, completely wiping the device of any previously stored user data or apps.

• In iOS, click Latest for the latest version of iOS that you want to install.

5. In Enroll in MDM Server, choose an MDM server. To add a server, click Next.

6. In Define an MDM server, provide a name for the server and paste the MDM server URL from
the Citrix Endpoint Management console.

7. In Assign to organization, choose an organization to supervise the device.

For more information on preparing devices with Apple Configurator 2, see the Apple Configura‑
tor help page, Prepare devices.
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8. As each device is prepared, turn it on to start the iOS Setup Assistant, which prepares the device
for first‑time use.

Add devices to ABM or ASM using Apple Configurator 2

You can add iPhone, iPad, and Apple TV devices to your ABMor ASM account using Apple Configurator
2 regardless of where the devices were bought.
After you add devices, they appear in the Devices section. These devices no longer include enroll‑
ment settings assigned through Apple Configurator 2. For more information, see the Apple Business
Manager User Guide or Apple School Manager User Guide.

Renew the ADP token

Citrix Endpoint Management displays a license expiration warning when your ADP token expires. Re‑
place the token from ASM or ABM.

Step 1: Download a public key from your Citrix Endpoint Management server

1. In the Citrix Endpoint Management console, go to Settings > Apple Deployment Program to
download a new public key.

Step 2: Create and download a server token file from your Apple account

1. Sign in to ABM to download the token.

2. Open Settings and select the server fromwhich you need a token. Click Edit.

3. UnderMDMServer Settings, upload the new public key you downloaded from Citrix Endpoint
Management and save the changes.

4. Click Download Token to download the new token.

Step 3: Upload a server token file in Citrix Endpoint Management

1. In Citrix Endpoint Management, go to Settings > Apple Deployment Program.

2. Select the Deployment Program account, click Edit, and upload your server token file.

3. ClickNext and save the changes.
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Integrate with Apple Education features

March 4, 2024

You can use Citrix Endpoint Management as your Mobile Device Management (MDM) solution in an
environment that uses Apple Education. Citrix Endpoint Management support includes Apple School
Manager (ASM) and Classroom app for the iPad. The Citrix Endpoint Management Education Configu‑
ration device policy configures instructor and student devices for use with Apple Education.

You provide preconfigured and supervised iPads to instructors and students. That configuration in‑
cludes ASM enrollment in Citrix Endpoint Management, a Managed Apple ID account configured with
a new password, and required Volume Purchase apps and iBooks.

For more information about Apple Education features, see the Apple Education site and the Apple
Education Deployment Guide from the same site.

Apple School Manager

Follow these general steps to integrate Citrix Endpoint Management with ASM.

1. Create an account for your institution in ASM to enroll your institution in ASM.
2. Configure an Education Volume Purchase account for the Apple School Manager.
3. Add passwords for Apple School Manager users.
4. Plan and add resources and delivery groups to Citrix Endpoint Management.
5. Test instructor and student device enrollments.
6. Provide the preconfigured devices to instructors and students.
7. Manage instructor, student, and class data
8. If a device is lost or stolen, you can lock and locate the device.

For information on enrolling in ASMand connecting your account to Citrix EndpointManagement, see
Deploy devices through the Apple Deployment Program.

Prerequisites

• NetScaler Gateway

• Enrollment profile configured for MDM+MAM.

• Apple iPad third generation (minimum version) or iPad Mini, with iOS 9.3 (minimum version)
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Note:

Citrix Endpoint Management doesn’t validate ASM user accounts against LDAP or Active Direc‑
tory. However, you can connect Citrix Endpoint Management to the LDAP or Active Directory
for management of users and devices not related to ASM instructors or students. For example,
you can use Active Directory to provide Citrix Secure Mail and Citrix Secure Web to other ASM
members, such as IT administrators andmanagers.

Because ASM instructors and students are local users, there is no need to deploy Citrix Secure
Hub to their devices.

MAM enrollment that includes NetScaler Gateway authentication doesn’t support local users
(only Active Directory users). So, Citrix Endpoint Management deploys only required Volume
Purchase apps and iBooks to instructor and student devices.

Classroom app for iPad

The Classroom app for iPad enables instructors to connect to and manage student devices. You can
view device screens, open apps on iPads, share, and openweb links, and present a student screen on
Apple TV.

Classroom is free in the App Store. You upload the app to the Citrix Endpoint Management console.
You then use the Education Configuration device policy to configure the Classroom app, which you
deploy to instructor devices.

For more information on how to deploy the Classroom app, see Distribute Apple apps.

For more information on Classroom app requirements, setup, and features, see the Classroom user
guide on the Apple support site.

Add passwords for Apple School Manager users

After you add an ASM account, Citrix Endpoint Management imports classes and users from ASM. Cit‑
rix Endpoint Management treats classes as local groups and uses the term “group”in the console. If a
class has a groupname in ASM, Citrix EndpointManagement assigns the groupname to the class. Oth‑
erwise, Citrix Endpoint Management uses the source system ID for the group name. Citrix Endpoint
Management doesn’t use the course name for the class name because course names in ASM aren’t
unique.

Citrix EndpointManagement uses theManaged Apple IDs to create local userswith the user typeASM.
The users are local because ASM creates the credentials independently of all external data sources.
As a result, Citrix Endpoint Management doesn’t use a directory server to authenticate these new
users.
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ASM doesn’t send temporary user passwords to Citrix Endpoint Management. You can import them
from a CSV file or add themmanually. To import temporary user passwords:

1. Get the CSV file generated by ASMwhen creating the Managed Apple ID temporary passwords.

2. Edit the CSV file, replacing the temporary passwords with new passwords that users provide
to enroll to Citrix Endpoint Management. There’s no constraint on the password type for this
purpose.

The format of an entry in the CSV file is as follows: user@appleid.citrix.com,
Firstname,Middle,Lastname,Password123!

Where:

User: user@appleid.citrix.com

First name: Firstname

Middle name: Middle

Last name: Lastname

Password: Password123!

3. In the Citrix Endpoint Management console, clickManage > Users. The Users page appears.

The following Manage > Users screen sample shows a list of users imported from ASM. In the
Users list:

• User name shows the managed Apple ID.

• User type is ASM, to indicate the account originated from ASM.

• Groups show the classes.

4. Click Import Local Users. The Import Provisioning File dialog box appears.

5. For Format, choose ASM user, navigate to the CSV file you prepared in step 2, and then click
Import.
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6. To view the properties for a local user, select the user and then click Edit.

In addition to the name properties, these ASM properties are available:
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• ASM data source: The data source of the class, such as CSV or SFTP.
• ASM managed Apple ID: A Managed Apple ID might include your institution name and
appleid. For example, the ID might resemble johnappleseed@appleid.myschool.edu.
Citrix Endpoint Management requires a Managed Apple ID for authentication.

• ASM org name: The name you gave the account in Citrix Endpoint Management.
• ASM passcode type: Password policy of the person: complex (a non‑student password
of eight or more numbers and letters), four (digits), or six (digits).

• ASM person unique ID: Identifier for the user.
• ASM person status: Specifies whether the Managed Apple ID is Active or Inactive. This
status becomes active after the user provides their new password for the Managed Apple
ID account.

• ASM person title: Either Instructor, Student or Other.
• ASM person unique ID: Unique identifier for the user.
• ASM source system ID: Identifier for the system source.
• ASM student grade: Student grade information (not used by instructors).

Plan and add resources and delivery groups to Citrix Endpoint Management

A delivery group specifies the resources to deploy to categories of users. For example, you might cre‑
ate one delivery group for instructors and students. Alternatively, you might create multiple delivery
groups so you can customize the apps,media, andpolicies sent to various instructors or students. You
might create one or more delivery groups per class. You can also create one or more delivery groups
for managers (other staff in your educational institution).

Resources that you deploy to user devices include device policies, Volume Purchase apps, and
iBooks.

• Device policies:

If instructors use the Classroom app, the Education Configuration device policy is required. Be
sure to reviewother device policies to determine howyouwant to configure and restrict instruc‑
tor and student iPads.

• Volume Purchase apps:

Citrix Endpoint Management requires that you deploy Volume Purchase apps as required apps
for education users. Citrix Endpoint Management doesn’t support deploying such Volume Pur‑
chase apps as optional.

If you use the Apple Classroom app, deploy it only to instructor devices.

Deploy any other apps that youwant to provide to instructors or students. This solution doesn’
t use the Citrix Secure Hub app, so there’s no need to deploy it to instructors or students.
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• Volume Purchase iBooks:

After Citrix EndpointManagement connects to your ASMaccount, your bought iBooks appear in
the Citrix Endpoint Management console, in Configure >Media. The iBooks listed on that page
are available to add to delivery groups. Citrix Endpoint Management supports adding iBooks
as required media only.

After you plan the resources and delivery groups for instructors and students, you can create those
items in the Citrix Endpoint Management console.

1. Create any device policies that you want to deploy to instructor or student devices. For infor‑
mation about the Education Configuration device policy, see Education Configuration device
policy.

For information about device policies, see Device policies and the individual policy articles.

2. Configure apps (Configure > Apps) and iBooks (Configure > Media):

• By default, Citrix Endpoint Management assigns apps and iBooks at the user level. During
first‑time deployment, instructors and students receive a prompt to register to ASM. After
accepting the invitation, users receive their ASM apps and iBooks at the next deployment
(within six hours). Citrix recommends that you force the deployment of apps and iBooks
to new ASM users. To do that, select the delivery group and click Deploy.

You can choose to assign apps (but not iBooks) at the device level. To do that, change the
setting Force license association to device to On. When you assign apps at the device
level, users don’t receive an invitation to join the Volume Purchase program.
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• To deploy an app only to instructors, select a delivery group that includes only instructors
or use the following deployment rule:

1 Deploy this resource by ASM device type
2 only
3 Instructor
4 <!--NeedCopy-->

• For help with adding Volume Purchase apps, see Add a Public App Store app.

3. Optional. CreateactionsbasedonASMuserproperties. For example, youmight createanaction
to send a notification to student devices when a new app installs. Alternatively, you can create
an action that a user property triggers, as shown in the following example.
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To create an action, go to Configure > Actions. For information about configuring actions, see
Automated actions.

4. InConfigure>DeliveryGroups, createdelivery groups for instructors and for students. Choose
the classes that were imported from ASM. Also, create a deployment rule for instructors and
students.

For example, the following user assignments are for instructors. The deployment rule is:

1 Limit by user property
2 ASM person title
3 is equal to
4 Instructor
5 <!--NeedCopy-->
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The following user assignments are for students. The deployment rule is:

1 Limit by user property
2 ASM person title
3 is equal to
4 Student
5 <!--NeedCopy-->
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You can also filter a delivery group by using a deployment rule based on the ASM org name.

5. Assign the resources to delivery groups. The following example shows an iBook in a delivery
group.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 545



Citrix Endpoint Management

The following example shows the confirmation dialog that appears when you select a delivery
group and click Deploy.

For more information, see “To edit a delivery group”and “To deploy to delivery groups”in De‑
ploy resources.

Test instructor and student device enrollments

You can enroll devices through either of the following methods:

• A school administrator can enroll instructor and student devices by using the user password
you can set in the Citrix Endpoint Management console. As a result, you can provide users with
devices that are already set up with apps andmedia.

• When users receive the devices, they enroll using the user password that you provide to them.
After enrollment completes, Citrix Endpoint Management sends device policies, apps, and me‑
dia to the devices.
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To test enrollment, use Apple Deployment Program devices that are linked to ASM.

1. If the devices aren’t linked to ASM, erase the device contents and settings by doing a hard reset.

2. Enroll an ASM device with an instructor. Then, enroll an ASM device with a student.

3. In theManage > Devices page, check that both ASM devices are enrolled in MDM only.

You can filter theDevicespageby theASMdevice status: ASMregistered,ASMshared, Instruc‑
tor, and Student.

4. To verify that MDM resources deployed correctly for each device: Select the device, click Edit,
and check the various pages.

Distribute devices

Apple recommends that you host an event so you can distribute the devices to instructors and stu‑
dents.
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If you don’t distribute pre‑enrolled devices, also provide the following to these users:

• Citrix Endpoint Management passwords for enrollment

• ASM temporary passwords for Managed Apple IDs.

The first‑time user experience is as follows.

1. The first time that a user starts their device after a hard‑reset, Citrix Endpoint Management
prompts them in the enrollment screen to enroll their device.

2. The user provides their Managed Apple ID and Citrix Endpoint Management password used to
authenticate to Citrix Endpoint Management.

3. In the Apple ID setup step, the device prompts the user to provide their Managed Apple ID and
ASM temporary password. Those items authenticate the user to Apple services.

4. The device prompts the user to create a password for their Managed Apple ID, used to protect
their data in iCloud.

5. At the end of the Setup Assistant, Citrix Endpoint Management starts installing the policies,
apps, and media to the device. For apps and iBooks assigned at the user level, the assistant
prompts instructors and students to register to Volume Purchase. After accepting the invita‑
tion, users receive their Volume Purchase apps and iBooks at the next deployment (within six
hours).

Manage instructor, student, and class data

Whenmanaging instructor, student, and class data, note the following:

• Don’t change Managed Apple IDs after you import ASM information into Citrix Endpoint Man‑
agement. Citrix Endpoint Management also uses ASM user identifiers to identify users.

• If you add or change class data in the ASMafter you create one ormore Education Configuration
device policies: Edit the policies and then redeploy them.

• If the instructor for a class changes after you deploy the Education Configuration device policy:
Review the policy tomake sure it updates in the Citrix Endpoint Management console and then
redeploy the policy.

• If youupdateuser properties in theASMportal, Citrix EndpointManagement also updates those
properties in the console. However, Citrix Endpoint Management doesn’t receive the ASM per‑
son title property (Instructor, Student, or Other) in the same way it receives other properties.
Thus, if you change the ASM person title in the ASM, complete the following steps to reflect that
change in Citrix Endpoint Management.

To manage the data:
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1. In the ASM portal, update the student grade and clear the instructor grade.

2. If you changed a student account to an instructor account, remove the user from the list of stu‑
dents in the class. Then, add the user to the list of instructors in the same or another class.

If youchangedan instructor account toa student account, remove theuser fromtheclass. Then,
add the user to the list of students in the same or another class. Your updates appear in the
Citrix Endpoint Management console during the next sync (every five minutes by default) or
fetch (every 24 hours by default).

3. Edit the Education Configuration device policy to apply the change and redeploy it.

• If you delete a user from the ASM portal, Citrix Endpoint Management also deletes that
user from the Citrix Endpoint Management console after a fetch.

You can reduce the interval between the two baselines by changing this server property
value: bulk.enrollment.fetchRosterInfoDelay (default is 1440minutes).

• After you deploy resources: If a student joins a class, create a delivery group with just that
student and deploy the resources to the student.

• If a student or instructor loses their temporary password, have them contact the ASM ad‑
ministrator. The administrator can provide the temporary password or generate a new
one.

Manage a lost or stolen device

The Apple Find My iPhone/iPad service includes an Activation Lock feature. Activation Lock prevents
non‑authorized users from using or reselling a lost or stolen device that’s enrolled in the Apple De‑
ployment Program.

Citrix Endpoint Management includes an ASM Activation Lock security action that enables you to
send a lock code to an ASM Apple Deployment Program enrolled device.

When you use the ASM Activation Lock security action, Citrix Endpoint Management can locate de‑
vices without requiring users to enable the Find My iPhone/iPad service. When an ASM device is hard‑
reset or fully wiped, the user provides their Managed Apple ID and password to unlock the device.

To release the lock from the console, click the security action Activation Lock Bypass. For informa‑
tion about bypassing an activation lock, see Bypass an iOS activation lock. The user can also leave
the login blank and type the ASM activation lock bypass code as the password. That information is
available in Device Details, on the Properties tab.

To set the activation lock, go to Manage > Devices, select the device, click Security, and then click
ASM Activation Lock.
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The properties ASM escrow key and ASM activation lock bypass code appear in Device details.

The RBAC permission for an ASM Activation Lock is Devices > Enable ASM Bypass activation lock.
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Shared iPads

March 4, 2024

The shared iPad feature allows multiple users to use an iPad. The user experience can be personal‑
ized even though the devices are shared. You can use shared iPads for education or business. Apple
School Manager (ASM) supports the instructor and student roles in addition to the roles Apple Busi‑
ness Manager (ABM) supports.

Prerequisites for Shared iPads

• Apple School Manager or Apple Business Manager
• Citrix Endpoint Management
• Any iPad Pro, iPad fifth generation, iPad Air 2 or later, and iPadmini 4 or later
• At least 32 GB of storage
• Supervised devices

Configure Shared iPads

Multiple students or employees can share an iPad for different purposes.

Either you or device owners enroll Shared iPads and then deploy device policies, apps, and media to
the devices. After that, users provide theirmanaged Apple ID credentials to sign in to a Shared iPad. If
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you previously deployed an Education Configuration policy to students, they no longer sign‑in as an
“Other User”to share devices.

Citrix Endpoint Management uses two communications channels for Shared iPads: The system chan‑
nel for the device owner (instructor or supervisor) and the user channel for the current resident user
(student or employee). Citrix Endpoint Management uses those channels to send the appropriate
MDM commands for the resources supported by Apple.

Resources that deploy over the system channel are:

• Device policies, such as Education Configuration, Lock Screen Message, Maximum Resident
Users, and Passcode Lock Grace Period

• Device‑based Volume Purchase apps
Apple doesn’t support Enterprise apps or user‑based Volume Purchase apps on Shared iPads.
Apps installed on a Shared iPad are global to the device and not per user.

• User‑based Volume Purchase iBooks
Apple supports assignment of user‑based Volume Purchase iBooks on Shared iPads.

Resources that deploy over the user channel are:

• Device policies: Apps Notifications, Home Screen Layout, Restrictions, and Webclip.

Citrix Endpoint Management supports only these device policies over the user channel.

When configuring device policies, you specify the deployment channel in the policy setting Profile
scope.

To remove device policies that you deployed over the user channel, be sure to choose aDeployment
scope of User for the Profile Removal policy.

General workflow

Typically, you provide preconfigured and supervised Shared iPads to device owners. Those individu‑
als then distribute the devices to students or employees. If you don’t distribute pre‑enrolled Shared
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iPads: Be sure to provide the device owners with their Citrix Endpoint Management server passwords
so they can enroll their devices.

The general workflow for configuring and enrolling Shared iPads is as follows.

1. Use the Citrix Endpoint Management server console to add ASM or ABM accounts (Settings >
AppleDeploymentProgram) withSharedmode enabled. Formore information, see “Manage
accounts for Shared iPads”next.

2. Asdescribed in this section, add the requireddevicepolicies, apps, andmedia toCitrix Endpoint
Management. Assign those resources to delivery groups.

3. Have the device owners do a hard reset on the Shared iPads. The Remote Management screen
for enrollment appears.

4. The device owners enroll the Shared iPads.
Citrix Endpoint Management deploys configured resources to each enrolled Shared iPad. After
an automatic restart, device owners can share the devices with users. A sign‑in page appears
on the iPad.

5. A device user enters their Managed Apple ID and temporary ASM password.
The Shared iPad authenticates to ASM and prompts the user to create an ASM password. For
the next sign into the Shared iPad, the device user provides the new ASM password.

6. Another device user who shares the iPad can then sign in by repeating the previous step.

Manage accounts for Shared iPads

If you already use Citrix Endpoint Management with Apple Education or Apple Business: You have an
existing ASM/ABM account configured in Citrix Endpoint Management for devices that aren’t shared,
such as the devices used by device owners. You can use the same ASM/ABM account and the same
Citrix Endpoint Management server for both shared and non‑shared devices.

Organize Shared iPads into device groups

ASM/ABM lets you organize devices into groups by creating multiple MDM servers. When you assign
the Shared iPads to an MDM server, create a device group for each group of Shared iPads:

• Group 1 of Shared iPads > Device Group 1 MDM Server
• Group 2 of Shared iPads > Device Group 2 MDM Server
• Group N of Shared iPads > Device Group N MDM Server

Add ASM accounts for each device group

When you create multiple ASM/ABM accounts from the Citrix Endpoint Management server console,
you automatically import groups of Shared iPads:
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• Device Group 1 MDM Server > Device Group 1 account
• Device Group 2 MDM Server > Device Group 2 account
• Device Group N MDM Server > Device Group N account

Requirements specific to Shared iPads are as follows:

• One ASM/ABM account for each device group with these settings enabled:

– Require device enrollment
– Supervisedmode
– Sharedmode

• For a given educational organization, be sure to use the same Education suffix for all ASM ac‑
counts.

Apps for Shared iPads

Shared iPads support assignment of device‑based Volume Purchase apps. Before deploying an app
on a Shared iPad, Citrix Endpoint Management sends a request to the Apple Volume Purchase server
to assign Volume Purchase licenses to the devices. To check the Volume Purchase assignments, go to
Configure > Apps > iPad and expand Volume Purchase.

Media for Shared iPads

Shared iPads support assignment of user‑based Volume Purchase iBooks. Before deploying iBooks
on a Shared iPad, Citrix Endpoint Management sends a request to the Apple Volume Purchase server
to assign Volume Purchase licenses to users. To check the Volume Purchase assignments, go to Con‑
figure > Media > iPad and expand Volume Purchase.
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Deployment rules for Shared iPads

For Shared iPad deployment, the rules at the delivery group level don’t apply because they relate to
user properties. To filter the policies, apps, and media for each group of devices: Add a deployment
rule for the resources based on the account name. For example:

• For the Device Group 1 account, set this deployment rule:

1 Apple Deployment Program account name
2 Only
3 Device Group 1 account
4
5 <!--NeedCopy-->

• For the Device Group 2 account, set this deployment rule:

1 Apple Deployment Program account name
2 Only
3 Device Group 2 account
4
5 <!--NeedCopy-->

• For the Device Group N account, set this deployment rule:

1 Apple Deployment Program account name
2 Only
3 Device Group N account
4
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5 <!--NeedCopy-->

To deploy the Apple Classroom app only to device owners (using unshared iPads), filter the resources
by ASM shared status with these deployment rules:

1 Deploy this resource regarding ASM/ABM shared mode
2 only
3 unshared
4
5 <!--NeedCopy-->

Or:

1 Deploy this resource regarding ASM/ABM shared mode
2 except
3 shareable
4
5 <!--NeedCopy-->
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Delivery groups for Shared iPads

For the device group:

• Configure one delivery group. For instructors, assign all the classes that the Education Config‑
uration policy defines.

• That delivery groupmust include these MDM resources:
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– Device policies:

* Education Configuration (for ASM)

* Lock Screen Message

* Apps Notifications

* Home Screen Layout

* Restrictions

* Maximum Resident Users

* Passcode Lock Grace Period

– Required Volume Purchase apps
– Required Volume Purchase iBooks

Security actions for Shared iPads

In addition to existing security actions, you can use these security actions for Shared iPads:

• GetResidentUsers: Lists the users that have active accounts on the current device. This action
forces a sync between the device and the Citrix Endpoint Management console.

• Logout Resident User: Forces a log out of the current user.
• DeleteResidentUser: Deletes the current session for a specific user. The user can sign in again.
• Delete All Users: Deletes all users on the device.
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After you click Delete Resident User, you can specify the user name.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 559



Citrix Endpoint Management

Results of security actions appear on theManage > Devices > General andManage > Devices > De‑
livery Groups pages.

Get information about Shared iPads

Find information specific to Shared iPads on theManage > Devices page:

• Look up:

– Whether a device is shared (ASM/ABM shared)
– Who is logged in to the shared device (ASM/ABM logged‑in user)
– All users assigned to the shared device (ASM/ABM resident users)

• Filter the device list by its ASM/ABM Device Status:

• View details about the user logged in to a Shared iPad, on theManage > Devices > Logged‑in
User Properties page.
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• See the channel used to deploy resources to device owners and users in a delivery group on
the Manage > Devices > Delivery Groups page. The Channel/User column shows the type
(System or User) and the recipient.
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• Get information about resident users:

– Has data to sync: Whether the user has data to be synchronized to the cloud.
– Data quotas: The data quota set for the user in bytes. A quota might not appear if user
quotas are temporarily off or aren’t enforced for the user.

– Data used: The amount of data used by the user in bytes. A value might not appear if an
error occurs as the system gathers the information.

– Is logged in: Whether the user is logged on to the device.
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• View the push status for both channels.

Distribute Apple apps

March 4, 2024

Citrix Endpoint Management manages apps deployed to devices. You can organize and deploy the
following types of iOS/iPadOS andmacOS apps.

• Public AppStore (iOS/iPadOSonly): These apps include free or paid apps available in a public
app store, such as the Apple App Store or Google Play. For example, GoToMeeting.

• Enterprise (iOS/iPadOS/macOS): Native apps that aren’t MDX‑enabled and don’t have the
policies associated with MDX apps.

• MDX (iOS/iPadOS only): Apps prepared with the MAM SDK or wrapped with the MDX Toolkit.
These apps include MDX policies. You get MDX apps from internal sources and public stores.

• Volume Purchase (iOS/iPadOS/macOS): Apps with licenses managed through the Apple Vol‑
ume Purchase program.

• iOS custom apps (iOS/iPadOS only): Proprietary business‑to‑business apps developed
in‑house or by a third‑party.

For more information about different types of apps, see Add apps.

Some deployments require an Apple Business Management (ABM) or Apple School Management
(ASM) account. See the following sections for more information.
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For each type of app and distributionmethod, Citrix recommends a set of configuration practices. For
informationaboutdistributingapps for otherplatforms, seeAddApps. The following sectionsprovide
more in‑depth information for iOS app configuration.

General steps for app distribution

Scenario Step 1: Link accounts
Step 2: Add and
configure apps

Step 3: Configure
delivery groups and
deploy apps

Public app store apps,
including Citrix
mobility apps

Not applicable In Citrix Endpoint
Management:
Configure > Apps, add
Public App Store apps
for iPhone or iPad.
Configure the apps
and assign them to
delivery groups.

In Citrix Endpoint
Management:
Configure and deploy
apps using delivery
groups.

Public app store apps
delivered with Apple
Volume Purchase,
including Citrix
mobility apps

Enroll in an Apple
deployment program.
In Citrix Endpoint
Management: Go to
Settings > Volume
Purchase to add your
Volume Purchase
account.

In ABM or ASM:
Purchase and add
apps from Apps and
Books. In Citrix
Endpoint
Management: Go to
Configure > Apps,
configure the apps,
and assign them to
delivery groups.

In Citrix Endpoint
Management:
Configure and deploy
apps using delivery
groups.

Enterprise apps Not applicable In Citrix Endpoint
Management: Go to
Configure > Apps.
Click Add then click
Enterprise. Upload
the IPA file. Configure
the apps and assign
them to delivery
groups.

In Citrix Endpoint
Management:
Configure and deploy
apps using delivery
groups.
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Scenario Step 1: Link accounts
Step 2: Add and
configure apps

Step 3: Configure
delivery groups and
deploy apps

MDX apps Not applicable In Citrix Endpoint
Management: Go to
Configure > Apps.
Click Add then click
MDX. Make sure that
you select
iPad/iPhone for the
platform. Upload the
MDX file. Configure the
apps and assign them
to delivery groups.

In Citrix Endpoint
Management:
Configure and deploy
apps using delivery
groups.

MDX apps distributed
using Apple Volume
Purchase

Enroll in an Apple
deployment program.
In Citrix Endpoint
Management: Go to
Settings > Volume
Purchase to add your
Volume Purchase
account.

In ABM: Purchase and
add MDX apps from
Apps and Books. Link
the app to your ABM
account. In Citrix
Endpoint
Management: Go to
Configure > Apps,
configure the apps,
and assign them to
delivery groups.

In Citrix Endpoint
Management:
Configure and deploy
apps using delivery
groups.

Custom apps Enroll in an Apple
deployment program.
In Citrix Endpoint
Management: Go to
Settings > Volume
Purchase to add your
Volume Purchase
account.

In ABM: Add your app
to the App Store as a
private app. Link the
app to your ABM
account. In Citrix
Endpoint
Management: Go to
Configure > Apps,
configure the apps,
and assign them to
delivery groups.

In Citrix Endpoint
Management:
Configure and deploy
apps using delivery
groups.
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Scenario Step 1: Link accounts
Step 2: Add and
configure apps

Step 3: Configure
delivery groups and
deploy apps

MDX‑enabled custom
apps

Enroll in an Apple
deployment program.
In Citrix Endpoint
Management: Go to
Settings > Volume
Purchase to add your
Volume Purchase
account.

In ABM: Add your app
to the app store as a
private app. Link the
app to your ABM
account. In Citrix
Endpoint
Management: Go to
Configure > Apps and
upload the MDX file.
Configure the apps
and assign them to
delivery groups.

In Citrix Endpoint
Management:
Configure and deploy
apps using delivery
groups.

Public app store apps

You can add free and paid apps available on the App Store to Citrix Endpoint Management.

Feature availability

Requires device supervision No

Available for user enrollment mode No

Available on iOS/iPadOS

Step 1: Add and configure apps

1. In the Citrix Endpoint Management console, navigate to Configure > Apps. Click Add.
2. Click Public App Store.
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3. Select iPhone or iPad for platforms
4. Type the app name in the search box and click Search.

5. Apps matching the search criteria appear. Click the desired app.
6. Assign a delivery group to the app and click Save.

Step 2: Configure app deployment

1. In the Citrix Endpoint Management console, navigate to Configure > Apps.
2. Select the app that you want to configure and click Edit.
3. Citrix recommends enabling the Force app to bemanaged feature.
4. Assign any delivery groups and click Save.
5. Navigate to Configure > Delivery Groups and click Add.
6. In the Apps section, drag the desired apps to the Required Apps box.
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7. Navigate back up to Configure > Delivery Groups.
8. Select the delivery group and click Deploy.
9. Users receive a request to install the app and the app installs in the background after they ac‑

cept.
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Public app store apps delivered with Apple Volume Purchase

You canmanage iOS/iPadOS app licenses through the Apple Volume Purchase program. Follow these
steps to add Volume Purchase apps to Citrix Endpoint Management.

Feature availability

Requires device supervision No

Available for user enrollment mode Yes

Available on iOS/iPadOS/macOS

Step 1: Link accounts

1. Set up and enroll in Apple Business Manager (ABM) or Apple School Manager (ASM). For more
information about these programs, see the Apple documentation.

2. Link your ABM/ASMaccountwith Citrix EndpointManagement. Formore informationon linking
Volume Purchase accounts, see Apple Volume Purchase.

3. When you add your Volume Purchase account, enable App Auto Update. This setting makes
sure that apps onuser devices automatically updatewhen anupdate appears in the Apple store.
If an app has the Force app to bemanaged setting enabled, it updates without prompting the
user. The update happens regardless of whether the app is required or optional.

To use the Force app to be managed and App Auto Update settings, enable the apple.app
.force.managed server property. See Server properties.

Step 2: Get apps and licenses from Apple

Purchase the apps on your ABM/ASM account. You can make purchases in Apple Books (for iOS/iPa‑
dOS only) and the Apple App Store. Keep in mind that you must buy all apps, even if they are free.
Once you buy licenses on ABM/ASM, Citrix Endpoint Management shows the app automatically.

For information about how tomake apps available to your business, see the Apple documentation.

Step 3: Configure app deployment

1. In the Citrix Endpoint Management console, navigate to Configure > Apps.
2. Select the Volume Purchase app that you want to configure and click Edit.
3. Select the platforms: iPhone, iPad, ormacOS.
4. Citrix recommends enabling the Force app to bemanaged feature (iOS/iPadOS only).
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5. Assign any delivery groups and click Save.
6. Navigate to Configure > Delivery Groups and click Add.
7. In the Apps section, drag the desired apps to the Required Apps box.

8. Navigate back to Configure > Delivery Groups.
9. Select the delivery group and click Deploy.

10. Users receive a request to install the app and the app installs in the background after they ac‑
cept.
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Enterprise apps

You can also add native apps that don’t have any MDX policies associated with them. Follow these
steps to add apps that don’t exist on the App Store.

Feature availability

Requires device supervision No

Available for user enrollment mode Yes

OS iOS/iPadOS/macOS

Step 1: Add and configure apps

1. In the Citrix Endpoint Management console, navigate to Configure > Apps. Click Add.

2. Click Enterprise.

3. On the App information page, configure the following:

• Name: Type a descriptive name for the app. The name appears under App Name on the
Apps table.

• Description: Type an optional description of the app.
• App category: Optionally, in the list, click the category to which you want to add the app.

4. ClickNext. The App Platforms page appears.

5. Select the platforms: iPhone, iPad, ormacOS.
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6. Upload the IPA file (iOS/iPadOS) or upload the PKG file (macOS)

7. ClickNext. The App details page appears.

8. Configure these settings:

• File name: Optionally, type a new name for the app.
• App description: Optionally, type a new description for the app.
• App version: You can’t change this field.
• Minimum OS version: Optionally, type the oldest operating system version that the de‑
vice can run to use the app.

• MaximumOS version: Optionally, type themost recent operating system that the device
must run to use the app.

• Excluded devices: Optionally, type the manufacturer or models of devices that can’t run
the app.

• Remove app ifMDMprofile is removed: Select whether to remove the app fromadevice
when the MDM profile is removed. The default is On. (iOS/iPadOS only)

• Prevent app data backup: Select whether to prevent the app from backing up data. The
default is On. (iOS/iPadOS only)

• Force app to be managed: If you install an unmanaged app, select On if you want users
on unsupervised devices see a prompt to allowmanagement of the app. If they accept the
prompt, the app ismanaged. If an app has the Force app to bemanaged setting enabled,
it updateswithout prompting theuser. Theupdatehappens regardless ofwhether the app
is required or optional. (iOS/iPadOS only)

To use the Force app to be managed and App Auto Update settings, enable the apple.app
.force.managed server property. See Server properties.

9. Assign a delivery group to the app and click Save.
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Step 2: Configure app deployment

1. In the Citrix Endpoint Management console, navigate to Configure > Delivery Groups. Select
the delivery group to configure and click the Apps page.

2. Drag the desired apps to the Required Apps box.

3. Navigate to Configure > Delivery Groups.
4. Select the delivery group and click Deploy.
5. Users receive a request to install the app and the app installs in the background after they ac‑

cept.
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MDX apps

To use MDX policies and security features, add apps that are MAM SDK enabled or MDX‑wrapped. You
can deploy MDX apps using Volume Purchase or without it.

Feature availability

Requires device supervision No

Available for user enrollment mode Yes

Available On iOS/iPadOS

To add the MDX version of a public app store app, follow the steps under Public app store apps, and
then follow the steps in this section.

Step 1: Add and configure apps

1. In the Citrix Endpoint Management console, navigate to Configure > Apps. Click Add.
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2. ClickMDX.

3. Select iPhone or iPad for platforms.
4. Upload the MDX file.
5. Configure the app details. Set App deployed via Volume Purchase to Off. Citrix also recom‑

mends enabling the Force app to bemanaged feature.

6. Configure the MDX policies. Set Disable required upgrade toOn.
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7. Assign a delivery group to the app and click Save.

Step 2: Configure app deployment

1. In the Citrix EndpointManagement console, navigate toConfigure >DeliveryGroups and click
Add.

2. In the Apps section, drag the desired apps to the Required Apps box.
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3. Navigate to Configure > Delivery Groups.
4. Select the delivery group and click Deploy.
5. Users receive a request to install the app and the app installs in the background after they ac‑

cept.
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MDX apps distributed using Apple Volume Purchase

To use MDX policies and security features, add apps that are MAM SDK enabled or MDX‑wrapped. To
deploy apps using Volume Purchase, the apps must exist on the app store.

Feature availability

Requires device supervision No

Available for user enrollment mode Yes

Available on iOS/iPadOS

Step 1: Link accounts

1. Set up and enroll in Apple Business Manager (ABM) or Apple School Manager (ASM). For more
information about these programs, see the Apple documentation.

2. Link your ABM/ASMaccountwith Citrix EndpointManagement. Formore informationon linking
Volume Purchase accounts, see Apple Volume Purchase.

3. When you add your Volume Purchase account, enable App Auto Update. This setting makes
sure that the apps on user devices automatically update when an update appears in the Apple
store. If an app has the Force app to bemanaged setting enabled, it updates without prompt‑
ing the user. The update happens regardless of whether the app is required or optional.

To use the Force app to be managed and App Auto Update settings, enable the apple.app
.force.managed server property. See Server properties.

Step 2: Get apps and licenses from Apple

Purchase the apps on your ABM/ASM account. You can make purchases in Apple Books (for iOS/iPa‑
dOS only) and the Apple App Store. Keep in mind that you must buy all apps, even if they are free.
Once you buy licenses on ABM/ASM, Citrix Endpoint Management shows the app automatically.

For information about how tomake apps available to your business, see the Apple documentation.

Step 3: Add and configure apps

1. In the Citrix Endpoint Management console, navigate to Configure > Apps. Click Add.
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2. ClickMDX.

3. Select iPhone or iPad for platforms.
4. Upload the MDX file.
5. Configure the app details. Set App deployed via Volume Purchase to On. Citrix also recom‑

mends enabling the Force app to bemanaged feature.
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6. Configure the MDX policies. Set Disable required upgrade toOn.
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7. Assign a delivery group to the app for each platform and click Save.

This configuration results in two entries listed for this app in the apps list. When you select an app to
configure, select the app with Type MDX.

Step 4: Configure app deployment

1. In the Citrix EndpointManagement console, navigate toConfigure >DeliveryGroups and click
Add.

2. In the Apps section, drag the desired MDX apps to the Required Apps box.
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3. Navigate to Configure > Delivery Groups.
4. Select the delivery group and click Deploy.
5. Users receive a request to install the app and the app installs in the background after they ac‑

cept.
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Custom apps

Custom apps are proprietary business‑to‑business apps. You can use Citrix Endpoint Management
and Apple Volume Purchase to distribute proprietary apps privately and securely. You can distribute
the apps to specific partners, clients, franchisees, and internal employees.

Feature availability

Requires device supervision No

Available for user enrollment mode Yes

Available on iOS/iPadOS

Requirements for custom apps

• Apple Business Manager or Apple School Manager account
• Apple Volume Purchase account (requires devices with iOS 7 or later)
• Enroll devices in Citrix Endpoint Management, using one of the following Apple enrollment
modes:

– Automated Device Enrollment
– Device enrollment
– User enrollment

Step 1: Link accounts

Todeploy customapps using VolumePurchase, link your VolumePurchase account to Citrix Endpoint
Management.

1. Setupandenroll inAppleBusinessManager (ABM). Formore informationabout theseprograms,
see the Apple documentation.

2. Link your ABM account with Citrix Endpoint Management. For more information on linking Vol‑
ume Purchase accounts, see Apple Volume Purchase.

3. When you add your Volume Purchase account, enable App Auto Update. This setting makes
sure that apps onuser devices automatically updatewhen anupdate appears in the Apple store.
If an app has the Force app to bemanaged setting enabled, it updates without prompting the
user. The update happens regardless of whether the app is required or optional.

To use the Force app to be managed and App Auto Update settings, enable the apple.app
.force.managed server property. See Server properties.
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Step 2: Configure apps on ABM

Add apps on your ABM account. You can upload and distribute your own custom apps or buy licenses
for customapps fromother organizations. Formore informationonadding andenabling customapps
on ABM, see the Apple documentation.

Step 3: Add and configure apps in Citrix Endpoint Management

1. In the Citrix Endpoint Management console, navigate to Configure > Apps. Volume Purchase
apps appear in the list of apps.

2. Select the app that you want to configure. Click Edit.
3. Select the platforms: iPhone, iPad, ormacOS.
4. Choose the delivery groups to which you want the app distributed. Click Save.

Step 4: Configure app deployment

1. In the Citrix EndpointManagement console, navigate toConfigure >DeliveryGroups and click
Add.

2. In the Apps section, drag the desired apps to the Required Apps box.

3. Navigate back to Configure > Delivery Groups.
4. Select the delivery group that you want deployed and click Deploy.
5. Users receive a request to deploy apps. Apps install in the background after users accept them.
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MDX enabled custom apps

To use MDX policies and security features, add custom apps that are MAM SDK enabled or MDX‑
wrapped.

Feature availability

Requires device supervision No

Available for user enrollment mode Yes

Available on iOS/iPadOS

Step 1: Link accounts

Todeploy customapps using VolumePurchase, link your VolumePurchase account to Citrix Endpoint
Management.

1. Setupandenroll inAppleBusinessManager (ABM). Formore informationabout theseprograms,
see the Apple documentation.
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2. Link your ABM account with Citrix Endpoint Management. For more information on linking Vol‑
ume Purchase accounts, see Apple Volume Purchase.

3. When you add your Volume Purchase account, enable App Auto Update. This setting makes
sure that the apps on user devices automatically update when an update appears in the Apple
store. If an app has the Force app to bemanaged setting enabled, it updates without prompt‑
ing the user. The update happens regardless of whether the app is required or optional.

To use the Force app to be managed and App Auto Update settings, enable the apple.app
.force.managed server property. See Server properties.

Step 2: Configure apps on ABM

Add apps on your ABM account. You can upload and distribute your own custom apps or buy licenses
for customapps fromother organizations. Formore informationonadding andenabling customapps
on ABM, see the Apple documentation.

Step 3: Add and configure apps in Citrix Endpoint Management

1. In the Citrix Endpoint Management console, navigate to Configure > Apps. Click Add.
2. ClickMDX.

3. Select the iPhone or iPad platforms.
4. Upload the MDX file for the app that you want to add.
5. Configure the app details. Set App deployed via Volume Purchase to On. Citrix also recom‑

mends enabling the Force app to bemanaged feature.
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6. Configure the MDX policies. Set Disable required upgrade toOn.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 587



Citrix Endpoint Management

7. Assign a delivery group to the app and click Save.

This configuration results in two entries listed for this app in the apps list. When you select an app to
configure, select the app with Type MDX.

Step 4: Configure app deployment

1. In the Citrix Endpoint Management console, navigate to Configure > Apps. Volume Purchase
apps appear in the list of apps.

2. Select the app that you want to configure. Click Edit.
3. Choose the delivery groups towhich youwant the appdistributed on eachplatform. ClickSave.
4. Navigate to Configure > Delivery Groups and click Add.
5. In the Apps section, drag the desired MDX apps to the Required Apps box.
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6. Navigate back to Configure > Delivery Groups.
7. Select the delivery group that you want deployed and click Deploy.
8. Users receive a request to deploy apps. Apps install in the background after they accept.

Optional apps (iOS/iPadOS only)

Citrix recommends deploying apps as Required. Required apps install silently on user devices, mini‑
mizing interaction. Having this feature enabled also allows apps to update automatically.
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Optionalappsallowusers tochoosewhatapps to install, butusersmust start the installationmanually
through Citrix Secure Hub.

To install optional apps, users must launch Citrix Secure Hub, go to Store, select Details for the
desired app, and click Add.

Network Access Control

February 26, 2024

You can use your Network Access Control (NAC) solution to extend the Citrix Endpoint Management
device security assessment for Android and Apple devices. Your NAC solution uses the Citrix Endpoint
Management security assessment to facilitate and handle authentication decisions. After you con‑
figure your NAC appliance, the device policies and NAC filters that you configure in Citrix Endpoint
Management get enforced.

Using Citrix Endpoint Management with a NAC solution adds QoS and more granular control over
devices that are internal to your network. For a summary of the advantages of integrating NAC with
Citrix Endpoint Management, see Access control.

Citrix supports these solutions for integration with Citrix Endpoint Management:

• NetScaler Gateway
• ForeScout

Citrix doesn’t guarantee integration for other NAC solutions.

With a NAC appliance in your network:
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• Citrix Endpoint Management supports NAC as an endpoint security feature for iOS, Android En‑
terprise, and Android devices.

• You can enable filters in Citrix Endpoint Management to set devices as compliant or non‑
compliant for NAC, based on rules or properties. For example:

– If a managed device in Citrix Endpoint Management doesn’t meet the specified criteria,
Citrix Endpoint Managementmarks the device as non‑compliant. A NAC appliance blocks
non‑compliant devices on your network.

– If a managed device in Citrix Endpoint Management has non‑compliant apps installed, a
NAC filter can block the VPN connection. As a result, a non‑compliant user device cannot
access apps or websites through the VPN.

– If you use NetScaler Gateway for NAC, you can enable split tunneling to prevent the
NetScaler Gateway plug‑in from sending unnecessary network traffic to NetScaler
Gateway. For more information on split tunneling, see Configuring Split Tunneling.

Supported NAC compliance filters

Citrix Endpoint Management supports the following NAC compliance filters:

Anonymous Devices: Checks if a device is in anonymous mode. This check is available if Citrix End‑
point Management can’t reauthenticate the user when a device tries to reconnect.

Forbidden Apps: Checks if a device has forbidden apps, as defined in an App Access policy. Formore
information about that policy, see App access device policies.

Inactive Devices: Checks if a device is inactive as defined by the Device Inactivity Days Threshold
setting in Server Properties. For details, see Server properties.

Missing Required Apps: Checks if a device is missing any required apps, as defined in an App Access
policy.

Non‑suggested Apps: Checks if a device has non‑suggested apps, as defined in an App Access pol‑
icy.

Noncompliant Password: Checks if the user password is compliant. On iOS and Android devices, Cit‑
rix Endpoint Management can determine whether the password currently on the device is compliant
with the passcode policy sent to the device. For instance, on iOS, the user has 60 minutes to set a
password if Citrix Endpoint Management sends a passcode policy to the device. Before the user sets
the password, the passcodemight be non‑compliant.

Out of ComplianceDevices: Checkswhether a device is out of compliance, based on theOut of Com‑
pliance device property. Typically, automated actions or third parties using Citrix Endpoint Manage‑
ment APIs change that property.
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Revoked Status: Checks whether the device certificate is revoked. A revoked device cannot re‑enroll
until it is authorized again.

Rooted Android and Jailbroken iOS Devices: Checks whether an Android or iOS device is jailbro‑
ken.

Unmanaged Devices: Check whether Citrix Endpoint Management is managing a device. For exam‑
ple, a device enrolled in MAM or an unenrolled device is not managed.

Note:

The Implicit Compliant/Not Compliant filter sets the default value only ondevices that Citrix End‑
point Management is managing. For example, any devices that have a blocked app installed or
are not enrolled, get marked as Not Compliant. The NAC appliance blocks those devices from
your network.

Configuration overview

We recommend that you configure the NAC components in the order listed.

1. Configure device policies to support NAC:

For iOS devices: See Configure the VPN device policy to support NAC.

For Android Enterprise devices: See Create an Android Enterprise managed configuration for
Citrix SSO.

For Android devices: See Configure the Citrix SSO protocol for Android.

2. Enable NAC filters in Citrix Endpoint Management.

3. Configure a NAC solution:

• NetScaler Gateway, detailed in Update NetScaler Gateway policies to support NAC.

Requires that you install Citrix SSO on devices. See NetScaler Gateway Clients.

• ForeScout: See the ForeScout documentation.

Enable NAC filters in Citrix Endpoint Management

1. In the Citrix Endpoint Management console, go to Settings > Network Access Control.
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2. Select the checkboxes for the Set as not compliant filters you want to enable.

3. Click Save.

Update NetScaler Gateway policies to support NAC

You must configure advanced (not classic) authentication and VPN sessions policies on your VPN vir‑
tual server.

These steps update a NetScaler Gateway with either of these characteristics:

• Is integrated with Citrix Endpoint Management.
• Or, is set up for VPN, not part of the Citrix Endpoint Management environment, and can reach
Citrix Endpoint Management.

On your virtual VPN server from a console window, do the following. The FQDNs and IP addresses in
the commands and examples are fictitious.

1. If youareusing classic policies onyour VPNvirtual server, removeandunbindall classic policies.
To check, type:
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show vpn vserver <VPN_VServer>

Remove any result that has the word Classic. For example: VPN Session Policy Name:
PL_OS_10.10.1.1 Type: Classic Priority: 0

To remove the policy, type:

unbind vpn vserver <VPN_VServer> -policy <policy_name>

2. Create the corresponding advanced session policy by typing the following.

add vpn sessionPolicy <policy_name> <rule> <session action>

For example: add vpn sessionPolicy vpn_nac true AC_OS_10.10.1.1_A_

3. Bind the policy to your VPN virtual server by typing the following.

bind vpn vserver _XM_EndpointManagement -policy vpn_nac -priority
100

4. Create an authentication virtual server by typing the following.

add authentication vserver <authentication vserver name> <service
type> <ip address>

For example: add authentication vserver authvs SSL 0.0.0.0
In the example, 0.0.0.0means that the authentication virtual server is not public facing.

5. Bind an SSL certificate with the virtual server by typing the following.

bind ssl vserver <authentication vserver name> -certkeyName <
Webserver certificate>

For example: bind ssl vserver authvs -certkeyName Star_mpg_citrix.
pfx_CERT_KEY

6. Associate an authentication profile to the authentication virtual server from the VPN virtual
server. First, create the authentication profile by typing the following.

add authentication authnProfile <profile name> -authnVsName <
authentication vserver name>

For example:

add authentication authnProfile xm_nac_prof -authnVsName authvs

7. Associate the authentication profile with the VPN virtual server by typing the following.

set vpn vserver <vpn vserver name> -authnProfile <authn profile
name>

For example:

set vpn vserver _XM_EndpointManagement -authnProfile xm_nac_prof
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8. Check the connection from NetScaler Gateway to a device by typing the following.

curl -v -k https://<Endpoint Management_server>:4443/Citrix/
Device/v1/Check --header "X-Citrix-VPN-Device-ID: deviceid_<
device_id>"

For example, this query verifies connectivity by getting the compliance status for the first device
(deviceid_1) enrolled in the environment:

curl -v -k https://10.10.1.1:4443/Citrix/Device/v1/Check --header
"X-Citrix-VPN-Device-ID: deviceid_1"

A successful result is similar to the following example.

1 HTTP/1.1 200 OK
2 < Server: Apache-Coyote/1.1
3 < X-Citrix-Device-State: Non Compliant
4 < Set-Cookie: ACNODEID=181311111;Path=/; HttpOnly; Secure
5 <!--NeedCopy-->

9. When the preceding step is successful, create the web authentication action to Citrix Endpoint
Management. First, create a policy expression to extract the device ID from the iOS VPN plug‑in.
Type the following.

add policy expression xm_deviceid_expression "HTTP.REQ.BODY
(10000).TYPECAST_NVLIST_T(\'=\',\'&\').VALUE(\"deviceidvalue\")"

10. Send the request to Citrix Endpoint Management by typing the following. In this example, the
Citrix Endpoint Management IP is 10.207.87.82 and the FQDN is example.em.cloud.
com:4443.

add authentication webAuthAction xm_nac -serverIP 10.207.87.82 -
serverPort 4443 -fullReqExpr q{ "GET /Citrix/Device/v1/Check HTTP
/1.1\r\n"+ "Host: example.em.cloud.com:4443\r\n"+ "X-Citrix-VPN-
Device-ID: "+ xm_deviceid_expression + "\r\n\r\n"} -scheme https
-successRule "HTTP.RES.STATUS.EQ(\"200\")&&HTTP.RES.HEADER(\"X-

Citrix-Device-State\").EQ(\"Compliant\")"

The successful output for the Citrix Endpoint Management NAC is HTTP status 200 OK.
The X-Citrix-Device-State header must have the value of Compliant.

11. Create an authentication policy with which to associate the action by typing the following.

add authentication Policy <policy name> -rule <rule> -action <web
authentication action>

For example: add authentication Policy xm_nac_webauth_pol -rule "
HTTP.REQ.HEADER(\"User-Agent\").CONTAINS(\"NAC\")"-action xm_nac
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12. Convert the existing LDAP policy to an advanced policy by typing the following.

add authentication Policy <policy_name> -rule <rule> -action <
LDAP action name>

For example: add authentication Policy ldap_xm_test_pol -rule true -
action 10.10.1.1_LDAP

13. Add a policy label with which to associate the LDAP policy by typing the following.

add authentication policylabel <policy_label_name>

For example: add authentication policylabel ldap_pol_label

14. Associate the LDAP policy to the policy label by typing the following.

bind authentication policylabel ldap_pol_label -policyName
ldap_xm_test_pol -priority 100 -gotoPriorityExpression NEXT

15. Connect a compliant device to do a NAC test to confirm successful LDAP authentication. Type
the following.

bind authentication vserver <authentication vserver> -policy <web
authentication policy> -priority 100 -nextFactor <ldap policy

label> -gotoPriorityExpression END

16. Add the UI to associate with the authentication virtual server. Type the following command to
retrieve the device ID.

add authentication loginSchemaPolicy <schema policy>-rule <rule>
-action lschema_single_factor_deviceid

17. Bind the authentication virtual server by typing the following.

bind authentication vserver authvs -policy lschema_xm_nac_pol -
priority 100 -gotoPriorityExpression END

18. Create an LDAP advanced authentication policy enable the Citrix Secure Hub connection. Type
the following.

add authentication Policy ldap_xm_test_pol -rule "HTTP.REQ.HEADER
(\"User-Agent\").CONTAINS(\"NAC\").NOT"-action 10.200.80.60_LDAP

bind authentication vserver authvs -policy ldap_xm_test_pol -
priority 110 -gotoPriorityExpression NEXT

Windows Desktop and Tablet

February 26, 2024
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Citrix Endpoint Management enrolls Windows 10 and Windows 11 devices in MDM. Citrix Endpoint
Management supports the following authentication types for Windows 10 and Windows 11 devices
enrolled in MDM:

• Domain‑based authentication

– Active Directory
– Azure Active Directory

• Identity providers:

– Azure Active Directory
– Citrix identity provider

For more information about the supported authentication types, see Certificates and authentica‑
tion.

A general workflow for starting Windows 10 or Windows 11 device management is as follows:

1. Complete the onboarding process. See Onboarding and resource setup and Prepare to enroll
devices and deliver resources.

If you plan to enroll Windows devices using the AutoDiscovery service, you must configure the
Citrix AutoDiscovery service. Request Citrix Technical Support for assistance. Formore informa‑
tion, see Request AutoDiscovery for Windows devices.

2. Choose and configure an enrollment method. See Supported enrollment methods.

3. Configure Windows Desktop and Tablet device policies.

4. Users enroll Windows 10 and Windows 11 devices.

5. Set up device and app security actions. See Security actions.

For supported operating systems, see Supported device operating systems.

Supported enrollmentmethods

You specify how to manage Windows 10 and Windows 11 devices in the enrollment profiles. Two op‑
tions are available:

• Fully managed (MDM enrollment)
• Do not manage devices (no MDM enrollment)

To configure enrollment settings for Windows 10 and Windows 11 devices, go to Configure > En‑
rollment Profiles > Windows. For more information about enrollment profiles, see Enrollment pro‑
files.
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The following table lists the enrollment methods that Citrix Endpoint Management supports for Win‑
dows 10 and Windows 11 devices:

Method Supported

Azure Active Directory enrollment Yes

AutoDiscovery service enrollment Yes

Windows bulk enrollment Yes

Manual enrollment Yes

Enrollment invitations No

Note:

• Manual enrollment requires users to enter a fully qualified domain name (FQDN) of the
Citrix Endpoint Management server. We do not recommend using manual enrollment. In‑
stead, use other methods to simplify the enrollment process for users.

• You cannot send enrollment invitations to Windows devices. Windows users enroll directly
through their devices.

Configure Windows Desktop and Tablet device policies

Use these policies to configure how Citrix Endpoint Management interacts with desktop and tablet
devices running Windows 10 or Windows 11. This table lists all device policies available for Windows
desktop and tablet devices.
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App configuration App inventory App lock

App uninstall Application Guard BitLocker

Credentials Custom XML Defender

Device Guard Device Health Attestation Exchange

Firewall Kiosk Network

Office OS update Passcode

Restrictions Store Terms and Conditions

VPN Web clip Windows Agent

Windows GPO configuration Windows Hello for Business

Enroll Windows 10 andWindows 11 devices through Azure Active Directory

Important:

Before users can enroll, youmust configure Azure ActiveDirectory (AD) settings in Azure and then
configure Citrix Endpoint Management. For details, see Connect Citrix Endpoint Management to
Azure AD.

Windows 10 andWindows 11 devices can enroll with Azure as a federatedmeans of AD authentication.
This enrollment requires an Azure AD Premium subscription.

You can join Windows 10 andWindows 11 devices to Microsoft Azure AD by using any of the following
methods:

• For company‑owned devices:

– Enroll in MDM when joining the device to Azure AD the first time the device is powered
on. In this scenario, users complete the enrollment as described in this article: https:
//docs.microsoft.com/en‑us/azure/active‑directory/devices/azuread‑joined‑devices‑frx.

For Windows devices that you enroll with this method, you can use Windows AutoPilot to
set up and pre‑configure the devices. For more information, see Use Windows AutoPilot
to set up and configure devices.

– Enroll in MDM when joining the device to Azure AD from the Windows Settings page after
configuring the device. In this scenario, users complete the enrollment as described in
Enroll in MDMwhen joining Azure AD after configuring devices.

• For personal devices (BYOD or mobile devices):
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– Enroll in MDM when registering to Azure AD while adding the Microsoft work account to
Windows. In this scenario, users complete the enrollment as described in Enroll in MDM
when registering to Azure AD.

Enroll in MDMwhen joining Azure AD after configuring devices

1. On a device, from the Start menu, navigate to Settings > Accounts > Access work or school
and click Connect.

2. In the Set up a work or school account dialog box, under Alternate actions, click Join this
device to Azure Active Directory.

3. Enter Azure AD credentials and click Sign in.

4. Accept the terms and conditions that the organization requires.

• If users click Decline, the device neither joins Azure AD nor enrolls in Citrix Endpoint Man‑
agement.

5. Click Join to continue with the enrollment process.

6. Click Done to complete the enrollment process.

Enroll in MDMwhen registering to Azure AD

1. On a device, from the Start menu, navigate to Settings > Accounts > Access work or school
and click Connect.

2. In the Set up a work or school account dialog box, enter Azure AD credentials and click Sign
in.

3. Accept the termsandconditions that theorganization requires. Thedevice is registered toAzure
AD and enrolled in Citrix Endpoint Management.

• If users click Decline, the device is registered to Azure AD but not enrolled into Citrix End‑
point Management. There is no Info button on the account.

4. Click Join to proceed with the enrollment process.

5. Click Done to complete the enrollment process.

Enroll Windows devices by using the AutoDiscovery service

To configure the AutoDiscovery service for Windows devices, request Citrix Technical Support for as‑
sistance. For more information, see Request AutoDiscovery for Windows devices.
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Note:

ForWindowsdevices toenroll, theSSL listener certificatemustbeapublic certificate. Enrollment
fails for self‑signed SSL certificates.

Users do the following steps to complete the enrollment:

1. On a device, from the Start menu, navigate to Settings > Accounts > Access work or school
and click Enroll only in devicemanagement.

2. In the Set up a work or school account dialog box, enter a corporate email address and click
Next.

To enroll as a local user, enter a nonexistent email address with the correct domain name (for
example, foo\@mydomain.com). That step lets a user bypass a known Microsoft limitation
where the built‑in Device Management on Windows does enrollment. In the Connecting to a
servicedialogbox, enter theusernameandpasswordassociatedwith the localuser. Thedevice
then finds an Citrix Endpoint Management server and starts the enrollment process.

3. Enter the credential and click Continue.

4. In the Terms of use dialog box, agree to have the device managed and then click Accept.

Enrollingdomain‑joinedWindowsdevices through theAutoDiscovery service fails if thedomainpolicy
disables MDM enrollment. Users can use either of the following methods instead:

• Remove the devices from the domain, enroll, and then rejoin them.
• Enter the FQDN of the Citrix Endpoint Management server to continue.

Windows bulk enrollment

With Windows bulk enrollment, you can set up many devices for an MDM server to manage without
the need to reimage devices. You use a provisioning package for bulk enrollment for Windows 10 and
Windows 11 Desktop and Laptop devices. For information, see Enroll Windows devices in bulk.

Security actions

Windows 10 andWindows 11 devices support the following security actions. For a description of each
security action, see Security actions.

Locate Lock Reboot

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 601

https://docs.citrix.com/en-us/citrix-endpoint-management/device-management/windows/windows-bulk-enrollment.html
https://docs.citrix.com/en-us/citrix-endpoint-management/device-management.html#security-actions


Citrix Endpoint Management

Revoke Selective Wipe Wipe

Connect Citrix Endpoint Management to Azure AD

Windows 10 andWindows 11 devices can enroll with Azure. Users created in Azure AD can have access
to the devices. Citrix Endpoint Management is deployed in Microsoft Azure as an MDM service. Con‑
necting Citrix Endpoint Management to Azure AD enables users to automatically enroll their devices
into Citrix Endpoint Management when they enroll the devices into Azure AD.

To connect Citrix Endpoint Management to Azure AD, do the following steps:

1. In the Azure portal, navigate to Azure Active Directory > Mobility (MDM and MAM) > Add ap‑
plication and clickOn‑premises MDM application.

2. Provide a name for the application and click Add.

3. (Optional) Azure doesn’t allow unverified domains, such as cloud.com, to be used for IdP con‑
figuration. If your Citrix Endpoint Management Enrollment FQDN includes cloud.com, reach
out to Citrix Support and provide them with the TXT record from Azure. Citrix Support verifies
the subdomain, allowing you to continue your configuration. If your FQDN is under your own
domain, you can verify it normally within Azure.

4. Select the application that you created, configure the following, and then click Save.

• MDM user scope. Select All.
• MDM terms of use URL. Enter in the format, https://<Citrix Endpoint
Management Enrollment FQDN>:8443/zdm/wpe/tou.

• MDM discovery URL. Enter in the format, https://<Citrix Endpoint
Management Enrollment FQDN>:8443/zdm/wpe.

5. ClickOn‑premises MDM application settings.

• In thePropertiespane, setAPP IDURI in the format,https://< Citrix Endpoint
Management Enrollment FQDN>:8443. This App ID URI is a unique ID that you

cannot use again in any other app.
• In the Required permissions pane, select Microsoft Graph and Windows Azure Active
Directory.

• In the Keys pane, create the authentication key. Click Save to view the key value. The key
value appears only once. Save the key for later use. You need the key in step 7.

6. In the Citrix Endpoint Management console, go to Settings > Identity Provider (IDP) and then
click Add.
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7. On the Discovery URL page, configure the following and clickNext.

• IDP Name. Enter a unique name to identify the IdP connection that you are creating.
• IDP Type. Select Azure Active Directory.
• Tenant ID. TheDirectory ID in Azure. You see it when you navigate to Azure Active Direc‑
tory > Properties in Azure.

8. On theWindows MDM Info page, configure the following and click Next.

• App ID URI. The APP ID URI value you typed in Azure.
• Client ID. The Application ID that you see in the Properties pane in Azure.
• Key. The key value you created and saved in the preceding step 4.

9. On the IDP Claims Usage page, configure the following and click Next.

• User Identifier type. Select userPrincipalName.
• User Identifier string. Enter ${ id_token } .upn.

10. Click Save.

11. Add an Azure AD user as a local user and assign it to a local user group.

12. Create a terms and conditions device policy and a delivery group that includes that local user
group.

Devicemanagement when integrated with Workspace Environment Management

WithWorkspace EnvironmentManagement (WEM) alone, MDMdeployments aren’t possible. With Cit‑
rix EndpointManagement alone, you’re limited tomanagingWindows 10 andWindows 11devices. By
integrating the two,WEMcan accessMDM features and you canmanage awider spectrumofWindows
operating systems through Citrix Endpoint Management. That management takes the form of config‑
uring Windows GPOs. Currently, administrators import an ADMX file to Citrix Endpoint Management
and push it to Windows 10 and Windows 11 desktops and tablets to configure specific applications.
Using the Windows GPO Configuration device policy, you can configure GPOs and push changes to
the WEM service. The WEM Agent then applies the GPOs to devices and their apps.

MDMmanagement isn’t a requirement for WEM integration. Any device that WEM supports can have
GPO configurations pushed to it, even if Citrix Endpoint Management doesn’t support that device
natively.

For a list of the devices supported, see Operating System requirements.

Deviceswhich receive theWindowsGPOConfiguration device policy run in a newCitrix EndpointMan‑
agement mode called WEM. In the Manage > Devices list of enrolled devices, the Mode column for
WEM‑managed devices listsWEM.

For more information, see Windows GPO Configuration device policy.
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BitLocker recovery key

Encrypting disks using BitLocker is a useful security feature. However, unlocking devices can be a
challenge if the user loses their BitLocker recovery key. Citrix Endpoint Management can now auto‑
matically, securely save BitLocker recovery keys for users. Users can find their BitLocker recovery key
on the Self‑Help Portal. To enable and find the BitLocker recovery key:

1. In the Citrix Endpoint Management console, navigate to Settings > Server Properties.
2. Search for shp and enable the shp.console.enable feature. Make sure that enable.

new.shp stays disabled. Formore information on enabling the Self‑Help Portal, see Configure
enrollment security modes.

3. Navigate to Configure > Device policies. Find your BitLocker policy or create one and enable
the BitLocker Recovery backup to Citrix Endpoint Management setting.

When unlocking their device, end users see a message asking them to enter their key. The message
displays the Recovery key ID as well.

To find their BitLocker recovery key, users navigate to the Self‑Help Portal.

1. Under the General details, see the BitLocker Recovery Data.

• Recovery key ID: The identifier for the BitLocker recovery key used to encrypt the disk.
This ID must match the key ID given in the previous message.
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• Recovery key: The key user must enter to unlock their disk. Enter this key at the unlock
prompt.

For more information about the BitLocker device policy, see BitLocker device policy.

Enroll Windows devices in bulk

February 26, 2024

Citrix Endpoint Management supports bulk enrollment of Windows 10 and Windows 11 desktop and
tablet devices. With bulk enrollment, you can set up many devices for Citrix Endpoint Management
to manage without reimaging devices. You use the provisioning package for bulk enrollment.

A general workflow to bulk enroll Windows 10 and Windows 11 devices is as follows:

1. Assign devices. You can assign devices either on a per‑device basis or in bulk.
2. Configure bulk enrollment.
3. Create a provisioning package and apply that package per device.

Before running bulk enrollment, make sure that you assign all devices to the correct users. Do this
assignment by adding the devices on a per‑device basis or in bulk.

Assign devices on a per‑device basis

1. In the Citrix Endpoint Management console, navigate toManage >Devices >Device Allow List.
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2. To add each device, click Add.

3. Type the following information:

• Device platform: SelectWindows.
• Device ID Type: Select an ID that identifies the device. Citrix Endpoint Management sup‑
portsHardware ID and Device Name for Windows devices.

• Device ID: Type the ID corresponding to the type that you selected previously for the de‑
vice.
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• Associated User: Displays the associated user for this device. This field automatically
populates with the user that you select.

• Select domain: Select the domain fromwhich you want to search for an associated user.
• Search for user Type a full or partial user name in this field and click Search to find a user
to associate with this device.

4. Click Save.

Add devices in bulk

1. In the Citrix Endpoint Management console, navigate toManage >Devices > Device Allow List.

2. Click Import.
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3. Click Download to download a template (spreadsheet) for the device allow list. Fill out that
spreadsheet and then upload the spreadsheet using Choose File and Import.

Configure bulk enrollment

1. In the Citrix Endpoint Management console, navigate to Settings >WindowsBulk Enrollment.

2. In theUPN field, type a user name throughwhich to deploy all devices. TheUPNmust be a valid
user in Citrix Endpoint Management that has the enrollment permissions. You can provide a
UPN that is different from the associated user you selected previously.

You need the URLs when creating a provisioning package in the Windows Configuration De‑
signer.

3. Click Save.

Create and apply a provisioning package

To bulk provision devices, download the Windows Configuration Designer from the Microsoft Store.
TheWindows Configuration Designer creates provisioning packages used to image devices. As part of
these packages, you can include Citrix Endpoint Management bulk enrollment configuration settings
so that provisioned devices automatically enroll into Citrix Endpoint Management.

For information about using a provisioning package, see https://docs.microsoft.com/en‑us/windo
ws/client‑management/mdm/bulk‑enrollment‑using‑windows‑provisioning‑tool. Follow the
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steps described in the Create and apply a provisioning package for on‑premises authentication section
in that document. You follow those steps to include the following Citrix Endpoint Management bulk
enrollment configuration settings and to apply the package to each device.

• Discovery service URL.
• Enrollment service URL.
• Policy service URL.
• Secret. Password of the UPN. You previously typed the user name in the UPN field.

Bulk enroll devices out of the box

Citrix Endpoint Management supports bulk enrollment of Windows devices out of the box. Follow
these steps to set up and do bulk enrollment:

1. Use the Citrix Endpoint Management console to add devices (on a per‑device basis or in bulk)
and to configure bulk enrollment. Formore information, see Add devices in bulk and Configure
bulk enrollment.

2. Create a provisioning package, as described in Create, and apply a provisioning package.

Note:

Youmust configure the device name for each devicewhen creating a provisioning package.
To do so, in Windows Configuration Designer, navigate to Runtime settings > Accounts
> ComputerAccount > ComputerName and specify the name of the device. The device
name that you specify for each devicemust align with the name you usedwhen importing
allow list devices.

3. Place that provisioning package into a USB stick.

4. Insert the USB stick into the target device the first time that the user turns on the device.

Windows device automatically finds the provisioning package (.ppkg) on the USB stick. For de‑
tailed instructions, see the Microsoft documentation on how to apply a provisioning package
during initial setup.

The device automatically enrolls into Citrix Endpoint Management.

Fordevices runningWindows10(version2004or later) orWindows11, you can simplify the enrollment
process by creating only one provisioning package. The package can then be applied to all devices.
As a result, you no longer need to create a provisioning package on a per‑device basis.

To simplify the enrollment process, do these steps when creating a provisioning package:

1. In Windows Configuration Designer, navigate to Runtime settings > Accounts > ComputerAc‑
count > ComputerName.
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2. In the ComputerName field, include the following string as part of the device name: %SERIAL
%. For example: Surface-%SERIAL%. The string expands to the BIOS serial number of each
device.

Device policies

April 16, 2024

You can configure how Citrix Endpoint Management interacts with your devices by creating policies.
Althoughmanypolicies are common to all devices, eachdevice has a set of policies specific to its oper‑
ating system. As a result, you might find differences between platforms, and even between different
manufacturers of Android devices.

To view the policies that are available per platform:

1. In the Citrix Endpoint Management console, go to Configure > Device Policies.
2. Click Add.
3. Each device platform appears in a list in the Policy Platform pane. If that pane isn’t open, click

Show filter.
4. To seea list of all policies available for aplatform, select thatplatform. Toseea list of thepolicies

that are available formultiple platforms, select each of those platforms. A policy appears in the
list only if it applies to each platform selected.

For a summary description of each device policy, see Device policy summaries in this article.

Note:

If your environment is configured with Group Policy Objects (GPOs):

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 610



Citrix Endpoint Management

When you configure Citrix Endpoint Management device policies for Windows 10 and Windows
11, keep the following rules in mind. If a policy on one or more enrolled devices conflicts, the
policy aligned with the GPO takes precedence.

To see which policies the Android Enterprise container supports, see Android Enterprise.

Prerequisites

• Create any delivery groups that you plan to use.
• Install any necessary CA certificates.

Add a device policy

The basic steps to create a device policy are as follows:

1. Name and describe the policy.

Important:

Do not use a forward slash (/) in a policy name. If you do, an error might occur when you
edit the policy later.

2. Configure the policy for one or more platforms.

3. Create deployment rules (optional).

4. Assign the policy to delivery groups.

5. Configure the deployment schedule (optional).

To create andmanage device policies, go to Configure > Device Policies.
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To add a policy:

1. On the Device Policies page, click Add. The Add a New Policy page appears.

2. Click one or more platforms to view a list of the device policies for the selected platforms. Click
a policy name to continue with adding the policy.

You can also type the name of the policy in the search box. As you type, potential matches
appear. If your policy is in the list, click it. Only your selected policy stays in the results. Click it
to open the Policy Information page for that policy.

3. Select the platforms that youwant to include in the policy. Configuration pages for the selected
platforms appear in Step 5.

4. Complete the Policy Information page and then click Next. The Policy Information page col‑
lects information, such as the policy name, to help you identify and track your policies. This
page is similar for all policies.
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5. Complete the platform pages. Platform pages appear for each platform you selected in Step 3.
These pages are different for each policy. A policymight differ amongplatforms. Not all policies
apply to all platforms.

Some pages include tables of items. To delete an existing item, hover over the line that has the
listing and click the trash can icon on the right side. In the confirmation dialog, click Delete.

To edit an existing item, hover over the line that has the listing and click the pen icon on the
right side.

To configure deployment rules, assignments, and schedule

For more information about configuring deployment rules, see Deploy resources.

1. On a platform page, expand Deployment Rules and then configure the following settings. The
Base tab appears by default.

• In the lists, click options to specify the deployment conditions. You can choose to deploy
the policywhen all conditions aremet orwhen any conditions aremet. The default option
is set as All.

• ClickNew Rule to define the conditions.
• In the lists, click the conditions, such as Device ownership and BYOD.
• ClickNewRule again if youwant to addmore conditions. You can add asmany conditions
as you want.

2. Click the Advanced tab to combine the rules with Boolean options. The conditions you chose
on the Base tab appear.

3. You can use more advanced Boolean logic to combine, edit, or add rules.

• Click AND,OR, or NOT.

• In the lists, choose the conditions that you want to add to the rule. Then, click the Plus
sign (+) on the right side to add the condition to the rule.

At any time, you can click to select a condition and then click EDIT or Delete.

• ClickNew Rule to add another condition.

4. Click Next to move to the next platform page or, when all the platform pages are complete, to
the Assignments page.

5. On the Assignments page, select the delivery groups to which you want to apply the policy. If
you click a delivery group, the group appears in the Delivery groups to receive app assign‑
ment box.

Delivery groups to receive app assignment doesn’t appear until you select a delivery group.
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6. On the Assignments page, expand Deployment Schedule and then configure the following
settings:

• Next toDeploy, clickOn to schedule deployment or clickOff to prevent deployment. The
default option is set asOn.

• Next to Deployment schedule, click Now, or Later. The default option is set as Now.

• If you clickLater, click the calendar icon and then select the date and time for deployment.

• Next to Deployment condition, click On every connection, or Only when previous de‑
ployment has failed. The default option is set asOn every connection.

• Next to Deploy for always‑on connection, click On, or Off. The default option is set as
Off.

Note:

This option applies when you have configured the scheduling background deploy‑
ment key in Settings > Server Properties.

The always‑on option:

– Is not available for iOS devices
– Is not available for Android and Android Enterprise customers who began using
Citrix Endpoint Management with version 10.18.19 or later

– Is not recommended for Android and Android Enterprise customers who began
using Citrix Endpoint Management with before version 10.18.19

The deployment schedule that you configure is the same for all platforms. Any
changes you make apply to all platforms, except for Deploy for always‑on connec‑
tion.
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7. Click Save.

The policy appears in the Device Policies table.

Remove a device policy from a device

The steps to remove a device policy from a device depends on the platform.

• Android

To remove a device policy from an Android device, use the Citrix Endpoint Management Unin‑
stall device policy. For information, see Citrix Endpoint Management uninstall device policy.

• iOS andmacOS

To remove a device policy from an iOS or macOS device, use the Profile Removal device policy.
On iOS andmacOS devices, all policies are part of the MDM profile. So, you can create a Profile
Removal device policy for just the policy that you want to remove. The rest of the policies and
the profile stay on the device. For more information, see Profile Removal device policy.

• Windows 10 and Windows 11

You can’t directly remove a device policy from a Windows Desktop or Tablet device. However,
you can use either of the following methods:

– Unenroll the device and then push a new set of policies to the device. Users then re‑enroll
to continue.

– Push a security action to selectively wipe the specific device. That action removes all cor‑
porate apps and data from the device. You then remove the device policy from a delivery
group that has just that device and push the delivery group to the device. Users then re‑
enroll to continue.
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Edit a device policy

To edit a policy, select the checkbox next to a policy. The options menu appears above the policy list.
Or, click a policy in the list to showmore controls.

To view policy details, click Showmore.

To edit all settings for a device policy, click Edit.

If you click Delete, a confirmation dialog box appears. Click Delete again to delete the policy.

Check policy deployment status

Click a policy row on the Configure > Device Policies page to check its deployment status.
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When a policy deployment is pending, users can refresh the policy from Citrix Secure Hub by tapping
Preferences > Device Information > Refresh policy.

Filter the list of added device policies

You can filter the list of added policies by policy types, platforms, and associated delivery groups. On
theConfigure>DevicePoliciespage, clickShowfilter. In the list, select the checkboxes for the items
you want to see.
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Click SAVE THIS VIEW to save a filter. The name of the filter then appears in a button below the SAVE
THIS VIEW button.

Device policy summaries

Device Policy Name Device Policy Description

AirPlay Mirroring Adds specific AirPlay devices (such as Apple TV
or another Mac computer) to iOS devices. You
can also add devices to an allow list for
supervised devices. That option limits users to
only the AirPlay devices on the allow list.

AirPrint Adds AirPrint printers to the AirPrint printer list
on iOS devices. This policy makes it easier to
support environments where the printers and
the devices are on different subnets.

APN Determines the settings used to connect your
devices to the General Packet Radio Service
(GPRS) of a specific phone carrier. This setting is
already defined in most new phones. Use this
policy if your organization doesn’t use a
consumer APN to connect to the internet from a
mobile device.

App Access Defines a list of the apps that are required,
optional, or prevented on the device. You can
then create an automated action to react to the
device compliance with that list of apps.

App Attributes Specifies attributes, such as a managed app
bundle ID or per‑app VPN identifier, for iOS
devices.

App Configuration Remotely configures various settings and
behaviors of apps that support managed
configuration. To do that, you deploy an XML
configuration file (called a property list, or
plist) to iOS devices. Or, you deploy key/value
pairs to Windows 10 desktop or tablet devices.
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Device Policy Name Device Policy Description

App Inventory Collects an inventory of the apps onmanaged
devices. Citrix Endpoint Management then
compares the inventory to any app access
policies deployed to those devices. In this way,
you can detect apps that are on an allow list or
block list for app access and then act correctly.

App Lock Defines a list of apps that users either can or can’
t run on iOS or certain Android devices. Can turn
an iPad into a kiosk.

App Permissions Configures how requests to Android Enterprise
apps within work profiles handle what Google
calls “dangerous”permissions.

App Uninstall Remove apps from user devices.

App Uninstall Restrictions Specifies the apps that users can or can’t
uninstall.

Application Guard For the Microsoft Edge browser only, this policy
specifies Windows Defender Application Guard
settings. The settings include whether to block
external content on enterprise sites.

Apps Notifications Controls how iOS users receive notifications
from specified apps.

Automatically update managed apps Controls how installed managed apps are
updated on Android Enterprise devices.

BitLocker Configures the settings available in the BitLocker
interface on Windows 10 and Windows 11
devices.

Bluetooth Enables or disables Bluetooth on iOS devices.

Browser Defines whether user devices can use the
browser or which browser functions the devices
can use.

Calendar (CalDAV) Adds a calendar (CalDAV) account to iOS or
macOS devices. The CalDAV account enables
users to synchronize scheduling data with any
server that supports CalDAV.

Cellular Configures cellular network settings.
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Device Policy Name Device Policy Description

Connection scheduling Required for Android devices to connect back in
to Citrix Endpoint Management for MDM
management, app push, and policy deployment.
If you don’t send this policy to devices and don’t
enable Google FCM, a device can’t connect back
to the server.

Contacts (CardDAV) Adds an iOS contact (CardDAV) account to iOS or
macOS devices. The CardDAV account enables
users to synchronize contact data with any
server that supports CardDAV.

Credentials Enables integrated authentication with your PKI
configuration in Citrix Endpoint Management.
For example, with a PKI entity, a keystore, a
credential provider, or a server certificate.

Custom XML Customizes features such as provisioning
devices, enabling device features, configuring
devices, andmanaging faults.

Defender Configures Windows Defender settings for
Windows 10 and Windows 11 for desktop and
tablet.

Device Guard Enable security features such as secure boot,
UEFI lock, and virtualization.

Device Health Attestation Requires that Windows 10 and Windows 11
devices report the state of their health. To do
that they send specific data and runtime
information to the Health Attestation Service
(HAS) for analysis. The HAS creates and returns a
Health Attestation Certificate that the device
then sends to Citrix Endpoint Management.
When Citrix Endpoint Management receives the
Health Attestation Certificate, based on the
contents of that certificate, it can deploy the
automatic actions that you configured.

Device Name Sets the names on iOS andmacOS devices so
that you can identify the devices. You can use
macros, text, or a combination of both to define
a device name.
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Device Policy Name Device Policy Description

Education Configuration Configures instructor and student devices for
use with Apple Education. If instructors use the
Classroom app, the Education Configuration
device policy is required. Supported for iOS
(iPadOS) devices.

Citrix Endpoint Management Options Configures the Citrix Secure Hub behavior when
connecting to Citrix Endpoint Management from
Android devices.

Citrix Endpoint Management Uninstall Uninstalls Citrix Endpoint Management from
Android devices. When deployed, this policy
removes Citrix Endpoint Management from all
devices in the deployment group.

Exchange Enables ActiveSync email for the native email
client on the device.

Files Adds script files to Citrix Endpoint Management
that do certain functions for users. Or, you can
add document files that you want Android
device users to access on their devices. When
you add the file, you can also specify the
directory in which you want the file to be stored
on the device.

FileVault This policy lets you enable FileVault device
encryption on enrolled macOS devices. You can
also control howmany times a user can skip
FileVault setup during login. Available for macOS
10.7 or later.

Firewall Configures the firewall settings. You provide the
IP addresses, ports, and host names that you
want to allow or block on devices. You can also
configure the proxy and proxy reroute settings.

Font Adds fonts to iOS andmacOS devices. Fonts
must be TrueType (.TTF) or OpenType (.OFT)
fonts. Citrix Endpoint Management doesn’t
support font collections (.TTC, .OTC).

Home screen layout Specifies the layout of apps and folders for the
iOS Home screen on supervised iOS devices.
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Device Policy Name Device Policy Description

Import iOS &macOS Profile Imports device configuration XML files for iOS
andmacOS devices into Citrix Endpoint
Management. The file contains device security
policies and restrictions that you prepare by
using the Apple Configurator.

Keyguard Management Controls the features available to users before
they unlock the device keyguard and the work
challenge keyguard. You can also control device
keyguard features for fully managed and
dedicated devices. For example, you can disable
lock screen features such as fingerprint unlock,
trust agents, and notifications.

Knox Platform for Enterprise Key Allows you to provide the required Samsung
Knox Platform for Enterprise (KPE) license
information.

Launcher Configuration Specifies settings for Citrix Launcher on Android
devices, such as the apps allowed and a custom
logo image for the Launcher icon.

LDAP Provides information about an LDAP server to
use for iOS devices, including any necessary
account information such as the LDAP server
host name. The policy also provides a set of
LDAP search policies to use when querying the
LDAP server.

Location Lets you geo‑locate devices on amap, assuming
that the device has GPS enabled for Citrix Secure
Hub. After deploying this policy to the device,
you can send a locate command from Citrix
Endpoint Management. The device then
responds with its location coordinates. Citrix
Endpoint Management also supports geofencing
and tracking policies.

Lock screenmessage Sets messages to appear on the following
devices when they are lost: The login window of
shared iPads and the lock screen of supervised
iOS devices.

Mail Configures an email account on iOS or macOS
devices.
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Device Policy Name Device Policy Description

Managed Configurations Controls various app configuration options and
app restrictions for Android Enterprise devices.

Managed Domains Defines managed domains that apply to email
and the Safari browser. Managed domains help
you protect corporate data by controlling which
apps can open documents downloaded from
domains using Safari. For iOS supervised
devices, you can specify URLs or subdomains to
control how users can open documents,
attachments, and downloads from the browser.

Maximum resident users Specifies the maximum number of users for a
Shared iPad. Supported for iOS and iPadOS
devices.

MDM Options Manages Find My Phone and iPad Activation
Lock on supervised iOS devices.

Network Allows administrators to deploy Wi‑Fi router
details to managed devices. The router details
include SSID, authentication data, and
configuration data.

Network Usage Sets network usage rules to specify how
managed apps use networks, such as cellular
data networks, on iOS devices. The rules only
apply to managed apps. Managed apps are apps
that you deploy to user devices through Citrix
Endpoint Management.

Office Deploy Microsoft Office apps to any devices
running Windows 10 (version 1709 or later) or
Windows 11.

Organization Info Specifies organization information for alert
messages that Citrix Endpoint Management
deploys to iOS devices.

OS Update Deploys the latest OS updates to devices that are
supported and supervised.

Passcode Enforces a PIN code or password on amanaged
device. You can set the complexity and timeouts
for the passcode on the device.
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Device Policy Name Device Policy Description

Passcode lock grace period Specifies the number of minutes that a Shared
iPad screen stays locked before the user must
enter a passcode to unlock the screen.
Supported for iOS and iPadOS devices.

Personal Hotspot Allows users to connect to the internet when
they are not in range of a Wi‑Fi network. Users
connect through the cellular data connection on
their iOS device, using personal hotspot
functionality.

Profile Removal Removes the app profile frommacOS devices.

Provisioning Profile Specifies an enterprise distribution provisioning
profile to send to devices. When you develop
and code sign an iOS enterprise app, you usually
include a provisioning profile. Apple requires the
profile for the app to run on an iOS device. If a
provisioning profile is missing or has expired, the
app crashes when a user taps to open it.

Provisioning Profile Removal Removes iOS provisioning profiles.

Proxy Specifies global HTTP proxy settings for devices
running iOS. You can deploy only one global
HTTP proxy policy per device.

Restrictions Provides hundreds of options to lock down and
control features and functionality onmanaged
devices. Examples of restriction options: Disable
the camera or microphone, enforce roaming
rules, and enforce access to third‑party services,
such as app stores.

Roaming Configures whether to allow voice and data
roaming on iOS devices. If voice roaming is
disabled, data roaming is automatically
disabled.

Samsung MDM License Key Specifies the built‑in Samsung Enterprise
License Management (ELM) key that youmust
deploy to a device. Citrix Endpoint Management
also supports the Samsung Enterprise
Firmware‑Over‑The‑Air (E‑FOTA) service.
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Device Policy Name Device Policy Description

SCEP Configures iOS andmacOS devices to retrieve a
certificate from an external SCEP server. You can
also deliver a certificate to the device using SCEP
from a PKI that is connected to Citrix Endpoint
Management. To do that, create a PKI entity and
a PKI provider in distributedmode.

Single sign‑on (SSO) Account Creates SSO accounts so users sign on one‑time
only to access Citrix Endpoint Management and
your internal company resources. Users do not
need to store any credentials on the device.
Citrix Endpoint Management uses the enterprise
user credentials for an SSO account across apps,
including apps from the App Store. This policy is
compatible with Kerberos authentication.
Available for iOS.

Storage Encryption Encrypts internal and external storage. For some
devices, this policy prevents users from using a
storage card on their devices.

Store Specifies whether an app store web clip appears
on the home screen of user devices.

Subscribed Calendars Adds a subscribed calendar to the calendar list
on iOS devices. Make sure that you subscribe to
a calendar before you add it to the subscribed
calendars list on user devices.

Terms and Conditions Requires that users accept the specific policies
of your company that govern connections to the
corporate network. When users enroll their
devices with Citrix Endpoint Management, they
must accept the terms and conditions to enroll
their devices. Declining the terms and
conditions cancels the enrollment process.

Tunnel Define proxy parameters between the client
component of any mobile device app and the
app server component.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 625



Citrix Endpoint Management

Device Policy Name Device Policy Description

VPN Provides access to back end systems that use
legacy VPN gateway technology. This policy
provides VPN gateway connection details that
you can deploy to devices. Citrix Endpoint
Management supports several VPN providers,
including Cisco AnyConnect, Juniper, and Citrix
VPN. If your VPN gateway supports this option,
you can link this policy to a CA and enable VPN
on‑demand.

Wallpaper Adds a .png or .jpg file to set the wallpaper on an
iOS device lock screen, home screen, or both. To
use a different wallpaper on iPads and iPhones,
create different wallpaper policies and deploy
them to the appropriate users.

Web clip Places shortcuts, or web clips, to websites so
that they appear alongside apps on user devices.
You can specify your own icons to represent the
web clips for iOS, macOS, and Android devices.
Windows tablet only requires a label and a URL.

Web Content Filter Filters web content on iOS devices. Citrix
Endpoint Management uses the Apple auto‑filter
function and the sites that you add to allow lists
and block lists. Available only for iOS supervised
devices.

Windows Agent Enable this policy to run uploaded PowerShell
scripts on Windows desktops and tablets.

Windows GPO configuration Configure Group Policy Objects (GPOs) for any
Windows device supported by Citrix Workspace
Environment Management.

Windows Hello for Business Enable the Windows feature so users can
provision Windows Hello for Business on their
device. The policy also lets you configure
passcode limitations and other security features.

Device policies by platform
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Policy iOS macOS
Android
Enterprise

Android
(Legacy DA)

Windows
Desk‑
top/Tablet Other

AirPlay
mirroring
device
policy

X X

AirPrint
device
policy

X

APN device
policy

X X

App access
device
policy

X X

App
attributes
device
policy

X

App config‑
uration
device
policy

X X

App
inventory
device
policy

X X X X X

App lock
device
policy

X X X

App permis‑
sions
device
policy

X

App
uninstall
device
policy

X X X X
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Policy iOS macOS
Android
Enterprise

Android
(Legacy DA)

Windows
Desk‑
top/Tablet Other

App
uninstall
restrictions
device
policy

X

Application
Guard
device
policy

X

Apps notifi‑
cations
device
policy

X

Automatically
update
managed
apps

X

BitLocker
device
policy

X

Bluetooth
device
policy

X

Browser
device
policy

X

Calendar
(CalDav)
device
policy

X X

Cellular
device
policy

X
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Policy iOS macOS
Android
Enterprise

Android
(Legacy DA)

Windows
Desk‑
top/Tablet Other

Connection
scheduling
device
policy

X X

Contacts
(CardDAV)
device
policy

X X

Copy Apps
to Samsung
Container
device
policy

X

Credentials
device
policy

X X X X X

Custom
XML device
policy

X X

Defender
device
policy

X

Device
Guard
device
policy

X

Device
Health
Attestation
device
policy

X

Device
name
device
policy

X X

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 629



Citrix Endpoint Management

Policy iOS macOS
Android
Enterprise

Android
(Legacy DA)

Windows
Desk‑
top/Tablet Other

Education
Configura‑
tion device
policy

X

Citrix
Endpoint
Manage‑
ment
options
device
policy

X X

Citrix
Endpoint
Manage‑
ment
uninstall
device
policy

X

Exchange
device
policy

X X X X X

Files device
policy

X X

FileVault
device
policy

X

Firewall
device
policy

X X

Font device
policy

X X
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Policy iOS macOS
Android
Enterprise

Android
(Legacy DA)

Windows
Desk‑
top/Tablet Other

Home
screen
layout
device
policy

X

Import
Device Con‑
figuration
device
policy

X

Import iOS
&macOS
Profile
device
policy

X X

Keyguard
Manage‑
ment
device
policy

X

Kiosk
device
policy

X X

Launcher
configura‑
tion device
policy

X X

LDAP
device
policy

X X

Location
device
policy

X X X
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Policy iOS macOS
Android
Enterprise

Android
(Legacy DA)

Windows
Desk‑
top/Tablet Other

Lock screen
message
device
policy

X

Mail device
policy

X X

Managed
configura‑
tions device
policy

X

Managed
domains
device
policy

X

Maximum
resident
users
device
policy

X

MDM
options
device
policy

X

Network
device
policy

X X X

Network
usage
device
policy

X

Office
device
policy

X

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 632



Citrix Endpoint Management

Policy iOS macOS
Android
Enterprise

Android
(Legacy DA)

Windows
Desk‑
top/Tablet Other

Organization
information
device
policy

X

OS Update
device
policy

X X X X

Passcode
device
policy

X X X X X

Passcode
lock grace
period
device
policy

X

Personal
hotspot
device
policy

X

Profile
Removal
device
policy

X X

Provisioning
profile
device
policy

X

Provisioning
profile
removal
device
policy

X

Proxy
device
policy

X
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Policy iOS macOS
Android
Enterprise

Android
(Legacy DA)

Windows
Desk‑
top/Tablet Other

Restrictions
device
policy

X X X X

Roaming
device
policy

X

Samsung
MDM
license key
device
policy

X

SCEP
device
policy

X X

Siri and
dictation
policies

X

SSO
account
device
policy

X

Storage
encryption
device
policy
Store
device
policy

X X X

Subscribed
calendars
device
policy

X
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Policy iOS macOS
Android
Enterprise

Android
(Legacy DA)

Windows
Desk‑
top/Tablet Other

Terms and
conditions
device
policy

X X X

Tunnel
device
policy

X

VPN device
policy

X X X X

Wallpaper
device
policy

X

Web clip
device
policy

X X X X

Web
content
filter device
policy

X

Windows
Agent
device
policy

X

Windows
GPO config‑
uration
device
policy

X

Windows
Hello for
Business
device
policy

X
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AirPlaymirroring device policy

March 6, 2024

The Apple AirPlay feature allows users to stream content wirelessly from an iOS device to a TV screen
through Apple TV, or to mirror exactly what’s on a device display to a TV screen or another Mac com‑
puter.

You can add a device policy in Citrix Endpoint Management to add specific AirPlay devices (such as
Apple TV or another Mac computer) to iOS devices. You also have the option of adding devices to an
allow list for supervised devices, which limits users to only those AirPlay devices. For information
about placing a device into Supervised mode, see Deploy devices using Apple Configurator 2.

Note:

Before proceeding, be sure to have the device IDs and any passwords for all the devices youwant
to add.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• AirPlay Password: For each device you want to add, click Add and then do the following:

– Device name: Enter the hardware address (MAC address) in xx:xx:xx:xx:xx:xx format. This
field isn’t case‑sensitive.

– Password: Enter an optional password for the device.
– Click Add to add the device or click Cancel to cancel adding the device.
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• Allow list ID: This list is ignored for unsupervised devices. The device IDs in this list are the only
AirPlay devices available to users devices. For each AirPlay device you want to add to the list,
click Add and then do the following:

– Device ID: Type the device ID in the xx:xx:xx:xx:xx:xx format. This field isn’t case‑sensitive.
– Click Add to add the device or click Cancel to cancel adding the device.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

macOS settings

• AirPlay Password: For each device you want to add, click Add and then do the following:

– Device name: Enter the hardware address (MAC address) in xx:xx:xx:xx:xx:xx format. This
field isn’t case‑sensitive.

– Password: Enter an optional password for the device.
– Click Add to add the device or click Cancel to cancel adding the device.

• Allow list ID: This list is ignored for unsupervised devices. The device IDs in this list are the only
AirPlay devices available to users devices. For each AirPlay device you want to add to the list,
click Add and then do the following:

– Device ID: Type the device ID in the xx:xx:xx:xx:xx:xx format. This field isn’t case‑sensitive.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 637



Citrix Endpoint Management

– Click Add to add the device or click Cancel to cancel adding the device.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

– Allowuser to remove policy: You can select when users can remove the policy from their
device. Select Always, Passcode required, or Never from the menu. If you select Pass‑
code required, type a passcode in the Removal passcode field.

– Profile scope: Select whether this policy applies to a User or an entire System. The de‑
fault isUser. This option is available only onmacOS 10.7 and later.

AirPrint device policy

March 24, 2020

The AirPrint device policy adds AirPrint printers to the AirPrint printer list on iOS devices. This pol‑
icy makes it easier to support environments where the printers and the devices are on different sub‑
nets.

Note:

To configure the AirPrint device policy, you need the IP address and resource path for each
printer.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• AirPrint Destination: For each AirPrint destination youwant to add, click Add and then do the
following:

– IP Address: Enter the AirPrint printer IP address.
– Resource Path: Enter the Resource Path associated with the printer. This value corre‑
sponds to the parameter of the _ipps.tcp Bonjour record. For example, printers/
Canon_MG5300_series or printers/Xerox_Phaser_7600.
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• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 or later.

App permissions device policy

March 6, 2024

For Android Enterprise apps that are within work profiles: You can configure how requests to those
apps handle what Google calls “dangerous”permissions. You control whether the user is prompted
to grant or deny the permission request from the app. This feature applies to devices running Android
7.0 and later.

Google defines dangerous permissions as permissions that:

• Give the app access to data or resources that involve the user’s private information.
• Or, can potentially affect the user’s stored data or the operation of other apps. For example, the
ability to read user contacts is a dangerous permission.

You can configure a global status to control the behavior of all dangerous permission requests. The
scope of this configuration is Android Enterprise apps that are within work profiles. You can also con‑
trol the behavior of a dangerous permission request for individual permission groups, as defined by
Google, for each app. These individual settings override the global status.

For information on how Google defines permission groups, see the Android developers guide.

By default, users are prompted to grant of deny dangerous permission requests.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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Android Enterprise settings

• Global State: Controls the behavior of all dangerous permission requests. In the list, click
Prompt, Grant, or Deny.

– Prompt: Users are prompted to grant or deny dangerous permission requests.
– Grant: All dangerous permission requests are granted. The user isn’t prompted.
– Deny: All dangerous permission requests are denied. The user isn’t prompted.

Default is Prompt.

• Set an individual behavior for each permission group, for each app. To configure the behavior
for apermissiongroup: ClickAdd. ThenunderApp, choose anapp from the list. If you configure
Android Enterprise system apps, click Add new and enter the application package name you
enabled in the Restrictions device policy. Under Grant Status, choose Prompt, Grant, or Deny.
This grant status overrides the global status.

– Prompt: Users are prompted to grant or deny dangerous permission requests from this
permission group for this app.

– Grant: Dangerous permission requests from this permission group for this app are
granted. The user isn’t prompted.

Note:

For the devices enrolled in the Profile Ownermode, Grant permission isn’t applica‑
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ble for Camera, Location, Microphone, and Sensor if the device is running on Android
12 or later.

– Deny: Dangerous permission requests from this permission group for this app are denied.
The user isn’t prompted.

Default is Prompt.

• Click Save next to the app and grant status.

• To addmore apps for the permission group, click Add again and repeat these steps.

• When you have finished setting the Grant Status for permission groups, clickNext.

APN device policy

March 6, 2024

You can add a custom Access Point Name (APN) device policy for iOS and Android devices. You use
this policy if your organization does not use a consumer APN to connect to the Internet from amobile
device. AnAPNpolicydetermines the settingsused to connect yourdevices toa specific phonecarrier’
s General Packet Radio Service (GPRS). This setting is already defined in most newer phones.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings
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• APN: Type the name of the access point. The name must match an accepted iOS APN or the
policy doesn’t work.

• User name: This string specifies the user name for this APN. If the user name is missing, the
device prompts for the string during profile installation.

• Password: The password for the user for this APN. For obfuscation purposes, the password is
encoded. If it is missing from the payload, the device prompts for the password during profile
installation.

• Server proxy address: The IP address or URL of the APN proxy.
• Server proxy port: The port number for the APN proxy. The port number is required if you
entered a server proxy address.

• Under Policy Settings, next to Remove policy, click either Select date or Duration until re‑
moval (in hours).

– For the option Select date, click the calendar to select the specific date for removal.
– For the option Password required, type the password.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 or later.

Android settings
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• APN: Type the name of the access point. The name must match an accepted Android APN or
the policy doesn’t work.

• User name: This string specifies the user name for this APN. If the user name is missing, the
device prompts for the string during profile installation.

• Password: The password for the user for this APN. For obfuscation purposes, the password is
encoded. If it is missing from the payload, the device prompts for the password during profile
installation.

• Server: This setting, which predates smart phones, is usually empty. It references a Wireless
ApplicationProtocol (WAP) gateway server for phones that can’t access or render standardweb‑
sites.

• APNtype: This settingmustmatch the carrier’s intendeduse for theaccesspoint. It is a comma‑
separated string of APN service specifiers andmust match the wireless carrier’s published defi‑
nitions. Examples include:

– \*: All traffic goes through this access point.
– mms: Multimedia traffic goes through this access point.
– default: All traffic, including multimedia, goes through this access point.
– supl: Secure User Plane Location is associated with assisted GPS.
– dun: Dial Up Networking is outdated and rarely used.
– hipri.: High priority networking.
– fota: Firmware over the air is used for receiving firmware updates.

• Authentication type: Click the typeof authentication tobeused in thedrop‑down list. Defaults
to None.

• Server proxy address: The IP address or URL of the carrier’s APN HTTP proxy.
• Server proxy port: The port number for the APN proxy. The port is required if you entered a
server proxy address.

• MMSC: The MMS Gateway Server address provided by the carrier.
• Multimedia Messaging Server (MMS) proxy address: The address for the multimedia mes‑
saging service server for MMS traffic. MMS succeeded SMS for sending larger messages with
multimedia content, such as pictures or videos. These servers require specific protocols (such
as MM1,…MM11).

• MMS port: The port used for the MMS proxy.

App access device policy

March 6, 2024

The app access device policy allows you to define a list of apps thatmust be installed, can be installed,
or must not be installed. If the apps on a device contradict this policy, Citrix Endpoint Management
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marks the device as out of compliance. You can then create an automated action to react to that
device compliance.

Important:

The app access device policy doesn’t prevent a user from installing a forbidden app or unin‑
stalling a required app.

You can only configure one type of access policy at a time. Each policy has a list of required apps,
suggested apps, or forbidden apps, but not a mix within the same app access policy. If you create a
policy for each type of list, name each policy carefully, so you knowwhich policy applies to which list
of apps.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS and Android (legacy DA) settings

• Access policy: Select the type of list to configure for this policy.

– Required: The appmust exist on the device. If the app doesn’t exist, the device ismarked
as out of compliance. Required is the default option.

– Forbidden: The app must not exist on the device. If the app does exist, the device is
marked as out of compliance.

• To add one or more apps to the list:

1. Click Add and then configure the following:
– App name: Enter an app name.
– App Identifier: Enter an optional app identifier.

2. Click Save.
3. Repeat these steps for each app that you want to add.

Configure automated actions based on app access compliance

1. Add an app access policy to require or forbid apps.
2. Configure two automated actions based onwhether the apps in question are required or forbid‑

den:

• Required
– Mark a device as out of compliance if a required app doesn’t exist on the device.
– Mark a device as compliant once that required app is installed.

• Forbidden
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– Mark a device as out of compliance if a forbidden app exists on the device.
– Mark a device as compliant once that forbidden app is no longer installed.
For information on setting up automated actions, see Automated actions.

3. Create a restriction policy with the settings that you want to implement on out of compliance
devices.

a) As part of the restriction policy, add an advanced deployment rule with the options Limit
by a Boolean device property, Out of Compliance, and True. See Restrictions device
policy.

4. Create a profile removal policy to remove the restriction policy once the device is back in com‑
pliance.

5. Add an advanced deployment rule with the options Limit by a Boolean device property, Out
of Compliance, and False. See Profile removal device policy.

App attributes device policy

March 6, 2024

The App attributes device policy lets you specify attributes for apps on iOS devices. By configuring
this type of policy, you can accomplish the following:

• Assign per app VPNs to apps.

• Prevent users from uninstalling mission‑critical apps. Applies to iOS 14 and later.

• If the Associated Domains feature is enabled, specify associated domains to add to apps. Ap‑
plies to iOS 13 and later.

For more information, see About Associated Domains.
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To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

About Associated Domains

Associated Domains let you establish a secure association between domains and your app so you
can share credentials or provide features in your app from your websites. For example, with this fea‑
ture enabled, you can share data and sign‑in credentials between apps and websites in your organi‑
zation.

Formore information about how to enable this feature, see Supporting AssociatedDomains onApple’
s website.

iOS settings

• Managed app bundle ID: Specify an app in the following ways:

– Select the app bundle ID. Options are available only after you enable the App Inventory
device policy, which collects an inventory of apps onmanaged devices.

– Select Add new, and then type the app bundle ID.
To find an app bundle ID, see Find the bundle ID for an app in the App Store.

• Per‑app VPN identifier: (Optional) Select a per app VPN for this app. Options include the per
app VPN connections that you configured on the Device Policies > VPN Policy page.
For more information, see Configure a per app VPN.

• Removable app: (Optional) Specify whether this app is removable by users when it’s a man‑
aged app. To prevent users from uninstalling this app, set this option toOff. The default isOn.

• Enable associated domain direct download: (Optional) The default isOn, indicating this app
does claimed site association verification directly at the domain instead of on Apple’s servers.
Set this option toOn only for domains that can’t access the Internet.

• AssociatedDomains: (Optional) To add an AssociatedDomain for this app, clickAdd, and then
type its fully qualified domain name (FQDN).
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Find the bundle ID for an app in the App Store

1. Locate the app in the App Store and copy the number at the end of the URL. For example,
363501921 is the app ID for Citrix Workspace app.

2. Go to https://itunes.apple.com/lookup?id= and paste the number after that URL.
A TXT file is downloaded to your computer automatically.

3. In the TXT file, search for bundleId and get the bundle ID of the app. Example: the bundle ID
for Citrix Workspace app is com.citrix.ReceiveriPad.

App configuration device policy

March 6, 2024

You can remotely configure apps that support managed configuration by deploying:

• An XML configuration file (.plist, also called a property list) to iOS devices
• Key/value pairs for Phone, Desktop, or Tablet devices running Windows 10 or Windows 11

The configuration specifies various settings and behaviors in the app. Citrix Endpoint Management
pushes the configuration to devices when the user installs the app. The actual settings and behaviors
that you can configure depend on the app and are beyond the scope of this article.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Note:

The respective application owners define the app configuration variables.
For example, Chrome manages and maintains the app configuration variables for Chrome. For
more information, see Chrome app configuration variables.
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iOS settings

• Identifier: Click the app that you want to configure in the drop‑down list, or click Add new to
add an app to the list.

– If you click Add new, type the app identifier in the field that appears.

• Dictionary content: Type, or copy and paste, the XML property list (.plist) configuration
information.

• Click Check dictionary. Citrix Endpoint Management verifies the XML. If there are no errors,
you see Valid XML below the content box. If any syntax errors appear below the content box,
youmust correct them before you can continue.

Windows Desktop/Tablet settings

You can configure either UniversalWindows Platform (UWP) apps orWin 32 apps. To import Microsoft
Administrative Template (ADMX) policy settings, configure Win 32 apps.

Note:

The App Configuration device policy supports third‑party ADMX files for third‑party applications
suchasOffice. Not supportedareMicrosoftADMX templates forWindows that areprovidedasop‑
erating system Group Policies available under %SystemRoot%\PolicyDefinitions<!--
NeedCopy-->.

• If you chooseUWPApp: In theMakea selection list, click the app youwant to configure or click
Add new to add an app to the list.
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– If you click Add new, type the package family name in the field that appears.
– For each configuration parameter you want to add, click Add and then do the following:

* Parameter name: Enter the key name of an application setting for the Windows de‑
vice. For information about Windows app settings, refer to the Microsoft documenta‑
tion.

* Value: Enter the value for the specified parameter.

* Click Add to add the parameter or click Cancel to cancel adding the parameter.

• If you chooseWin32 App: Click Browse and navigate to the ADMX file you want to use to con‑
figure the policy.

– Click Add. Configuration options from the ADMX file appear on the right side of the page.
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– Choose a policy path. If you choose the same path more than once, the configuration as‑
sociated with the most recent version is enforced.

– Set Enable toOn.

– Input any required list element values as key‑value pairs. Use the text string &#xF000 to
separate each key‑value pair and the value and key within the pair.

– Element values that include a decimal might require values within a specific range.

App inventory device policy

March 6, 2024

TheApp inventorypolicy lets youcollect an inventoryof theappsonmanageddevices. Citrix Endpoint
Management can then compare the inventory to any app access policies deployed to those devices.
In this way, you can detect apps that appear on an app allow list or block list and act correctly. Use an
App access policy to define the allow list or block list.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 650

https://docs.citrix.com/en-us/citrix-endpoint-management/policies.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies.html


Citrix Endpoint Management

iOS, macOS, Android (legacy DA), Android Enterprise, andWindows Desktop/Tablet

• For each platform you select, leave the default setting or change the setting toOff. The default
isOn.

Inventory and delete Win32 apps

You can determine whether the Win32 apps on user devices follow your App access device policy.
To view an inventory of Win32 apps on managed Windows 10 and Windows 11 Desktop and Tablet
devices:

1. Go to Configure > Device Policies and add an App Inventory policy for the Windows Desk‑
top/Tablet platform. Deploy the policy.

2. Go toManage > Devices, select the Windows 10 and Windows 11 device that you want to view,
click Edit, and then click the Apps tab.

The results of the inventory appear.

Note:

If you’re configuring a Windows 11 device, you must wait up to 24 hours for correct inven‑
tory results, as designed by Microsoft.
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3. Compare the app inventory to your App access device policy. If the device has apps installed
that are on the block list, you can delete them from the device.

App install and uninstall issues caused by an incorrect Product Code

If a Win32 app is configured with the incorrect Product Code, the app initially installs, however Mi‑
crosoft doesn’t return the app status to Citrix Endpoint Management. As a result:

• The App Uninstall device policy doesn’t uninstall the app.
• Citrix Endpoint Management continues to deploy the app because it doesn’t have confirma‑
tion that the app installed. With each deployment, the device generates an error code because
the app is already installed. The error shown in Manage > Device > Delivery Group Details
is: Msi Application received: Reporting:AppPush id:7z1701-x64.msi:
Command execution failed -2147023293

To correct the Product Code:

1. Manually remove the app from the device.
2. In the Citrix Endpoint Management console, go to Configure > Apps and correct the Product

Code for the Win32 app.
3. Deploy the Win32 app.

Application Guard device policy

March 6, 2024

The Application Guard policy specifies Windows Defender Application Guard settings. The settings
include whether to enable Application Guard and controls for clipboard behavior.
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Windows Defender Application Guard protects your environment from sites that haven’t been de‑
fined as trusted by your organization. When users visit sites that aren’t listed in your isolated network
boundary: The sites open in a virtual browsing session in Hyper‑V. Enterprise cloud resources define
trusted sites.

Requirements

• Devices running Windows 10 Enterprise (64‑bit) or Windows 11 Enterprise (64‑bit). A device
restart is required to install the Windows Defender Application Guard.

• Microsoft Edge browser

Windows Desktop and Tablet settings

• Application guard: Enables Application Guard. Default isOff.

– Enterprise cloud resources: A comma‑separated list of enterprise cloud domains.

• Clipboard behavior: Controlswhich directions content can be copied and pasted. The options
are as follows:

– Not configured
– Allow copy and paste only from browser to PC: Allows users to copy and paste content
only from their browser to their PC.
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– Allow copy and paste only from PC to browser: Allows users to copy and paste content
only from their PC to their browser.

– Allow copy and paste between PC and browser: Allows users to copy and paste content
freely between their PC and browser.

– Block copy and paste between PC and browser: Does not allow users to copy and paste
content between their PC and browser.

• Clipboard content: Controls which content users can copy and paste. The options are as fol‑
lows:

– No restriction
– Allow text copying: Allows users to copy text only.
– Allow image copying: Allows users to copy images only.
– Allow both text and image copying: Allows users to copy both text and images.

• Block external content on enterprise sites: If On then the Windows Defender Application
Guard prevents content from unapproved sites from loading on enterprise sites. Default isOff.

• Retain user‑generated browser data: If On then allows saving user data created during an
Application Guard virtual browsing session. This data includes things like passwords, favorites,
and cookies. Default isOff.

App lock device policy

March 6, 2024

The App lock device policy defines a list of apps that are either:

• Allowed to run on a device.
• Blocked from running on a device.

The exact way that the policyworks differs for each supported platform. For example, you can’t block
multiple apps on an iOS device.

Likewise, for iOS devices, you can select only one iOS app per policy. Users are only able to use their
device to run a single app. They can’t do any other activities on the device except for the options you
specifically allow when the App lock device policy is enforced.

Also, the iOS devices must be supervised to push app lock policies.

Although the device policy works on most Android L and M devices, app lock doesn’t function on
Android N or later devices. It doesn’t work because Google deprecated the required API.
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For managed Windows Desktops and Tablets, you can create an App lock device policy that defines
the list of apps on the allow and block lists. You can allow or block executables, MSI installers, store
apps, DLLs, and scripts.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Appbundle ID:Click the app in thedrop‑down list towhich this policy applies, or clickAddnew
to add an app to the list. If you select Add new, type the app name in the field that appears.

• Options: For each option, the default isOff except forDisable touch screen, which defaults to
On.

– Disable touch screen

– Disable device rotation sensing

– Disable volume buttons

– Disable ringer switch
When Disable ringer switch is On, the ringer behavior depends on what position the
switch was in when it was first disabled.

– Disable sleep/wake button

– Disable auto lock

– Disable VoiceOver

– Enable zoom
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– Enable invert colors

– Enable AssistiveTouch

– Enable speak selection

– Enable mono audio

– Enable voice control

• User Enabled Options: For each option, the default isOff.

– Allow VoiceOver adjustment
– Allow zoom adjustment
– Allow invert colors adjustment
– Allow AssitiveTouch adjustment
– Allow voice control adjustment

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 or later.

Configure an iPad as a kiosk

You can use the App lock device policy to run a supervised iPad as a kiosk. Apple refers to this feature
as Single App Mode. For more information about this feature, see the Apple documentation. Make
sure that you deploy the app you want to run before deploying this policy.

1. Navigate to Configure > Device policies and click Add.
2. Select the App Lock policy.
3. Type a Policy Name and optional Description.
4. Select only the iOS platform.
5. For App bundle ID, select the app you want to run on the iPad.
6. Configure any options that you want, as described previously, and save the policy.
7. Add the policy to the same delivery group as your iPad and deploy the policy.

Android (legacy DA) settings

Note:

You can’t block the Android Settings app by using the App Lock device policy.
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• App Lock parameters

– Lockmessage: Type amessage that users see when they try to open a locked app.
– Unlock password: Type the password to unlock the app.
– Prevent uninstall: Select whether users are allowed to uninstall apps. The default isOff.
– Lockscreen: Select the image thatappearson thedevice’s lock screenbyclickingBrowse
and navigating to the file’s location.

– Enforce: ClickBlock list to create a list of apps that aren’t allowed to run ondevices. Click
Allow list to create a list of apps that are allowed to run on devices.

• Apps: Click Add and then do the following:

– App name: Click the name of the app in the drop‑down list that you want to add to the
allow or block list. Alternatively, click Add new to add an app to the list of available apps.

– If you select Add new, type the app name in the field that appears.
– Click Save or Cancel.
– Repeat these steps each app that you want to add to the allow or block list.

Windows Desktop and Tablet settings
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Prerequisites for App lock

• InWindows, configure the rules in the Local Security Policy editor on aWindows 10 orWindows
11 desktop.

• Export the policy XML file. Citrix recommends that you create default rules in Windows to avoid
locking the default configuration or causing issues on devices.

• Then, upload the XML file to Citrix Endpoint Management by using the App Lock device policy.
For more information about creating rules, see this Microsoft article: https://docs.microsoft.c
om/en‑us/windows/security/threat‑protection/applocker/applocker‑overview

To configure and export the policy XML file fromWindows

Important:

When configuring the policy XML file through the Windows policy editor, use Audit Only mode.

1. On the Windows computer, start the Local Security Policy editor. Click Start, type local secu‑
rity policy and then click Local Security Policy.

2. In the console tree, expand Application Control Policies.
3. Click AppLocker and then in the center pane, click Configure rule enforcement.
4. SelectConfiguredand thenEnforce rules. Whenyouenable a rule,Enforce rules is thedefault.
5. Right‑click AppLocker, click Export Policy, and then save the XML file.

Note:

You can create Executable Rules, Windows Installer Rules, Script Rules, and Packaged App
Rules. To do so, right‑click the folder and then click Create New Rule.

To import the policy XML file into Citrix Endpoint Management

Create an App Lock policy. Across from the App Lock policy file setting, click Browse and navigate
to the XML file.

To stop applying an App Lock policy

After you deploy an App Lock policy in Citrix Endpoint Management: To stop applying that App Lock
policy, create an empty XML file. Then, create another App Lock policy, upload the file, and deploy
the policy. Devices that have an App Lock enabled aren’t affected. Devices receiving the policy for the
first time do not have the App Lock policy in place.
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Apps notifications device policy

March 6, 2024

The Apps notifications policy lets you control how iOS users receive notifications from specified apps.
The policy is supported only on supervised iOS devices running iOS 9.3 or later.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• App bundle identifier: Specify the app where you want to manage notification settings:

– Select the app bundle ID. Options are available only after you enable the App Inventory
device policy, which collects an inventory of apps onmanaged devices.

– Select Add new, and then type the app bundle ID.
To find an app bundle ID, see Find the bundle ID for an app in the App Store.

• Allow notifications: SelectOn to allow notifications.
• Show in notification center: Select On to show notifications in the notification center of the
user device.

• Badge app icon: SelectOn to show a badge app icon with notifications.
• Sounds: SelectOn to include sounds with notifications.
• Show on lock screen: SelectOn to show notifications on the lock screen of the user devices.
• Show in CarPlay: SelectOn to show notifications in Apple CarPlay. Applies to iOS 12 and later.
Default isOn.

• EnableCriticalAlert: SelectOn toenable theapp tomarkanotificationasa critical notification
that ignores Do Not Disturb and ringer settings. Applies to iOS 12 and later. Default isOff.

• UnlockedAlert Style: SelectNone,Banner, orAlerts to configure the appearance of unlocked
alerts.

• Preview: Select how devices display notification previews for the app. Applies to iOS 14 and
later.
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– Always: To show notification previews when the device is locked or unlocked.
– When Unlocked: To show notification previews only when the device is unlocked.
– Never: To clear notification previews on the device.

• Grouping: Select how devices group notifications from the app. Applies to devices iOS 12 and
later.

– Automatic: To group notifications into groups specified by the app.
– By app: To group notifications from the app into one group.
– Off: To clear notification groupings for the app. Devices display all notifications in se‑
quence.

• Policy settings

– Remove policy: Select a method for scheduling policy removal. Options include the fol‑
lowing:

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Applies to iOS 6.0 or later.

– Profile scope: Select whether this policy applies to a User or an entire System. The de‑
fault isUser. Applies to iOS 9.3 and later.

App uninstall device policy

March 6, 2024

The App uninstall policy lets you remove apps from user devices. You might remove an app if you no
longer want to support it or if you want to replace it with a similar app from a different vendor.

When this policy is deployed to user devices, users receive a prompt to uninstall the app, then the app
is removed.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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iOS andmacOS settings

• Managed app bundle ID: In the list, select an existing managed app or Add new. If there are
no apps configured for this platform, the list is empty, and you must add a new managed app.
When you select Add new, a field appears where you can type amanaged app name. Available
for iOS 5.0 and later andmacOS 11.0 and later.

Android (legacy DA), Android Enterprise, andWindows Desktop/Tablet settings

• Apps to uninstall: For each app you want to add, click Add and then do the following:

– App name: Click an existing app in the drop‑down list, or click Add new to enter a new
app name. If there are no apps configured for this platform, the list is empty and youmust
add new apps.

– Click Add to add the app or click Cancel to cancel adding the app.

For Android Enterprise apps, also enable the App inventory device policy. See App inventory device
policy.

Automatically uninstall an Enterprise app after the corresponding public app store
app installs

You can configure Citrix Endpoint Management to remove the Enterprise version of Citrix apps upon
installation of the public app store version. This feature prevents user devices fromhaving two similar
app icons after the public app store version installs.

A deployment condition for the App Uninstall device policy triggers Citrix Endpoint Management to
remove older apps from user devices upon installation of the new version. This feature is available
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only formanaged iOSdevices connected to anCitrix EndpointManagement server in enterprisemode
(XME).

To configure a deployment rule with the Installed app name condition:

• Specify theManaged app bundle ID for the Enterprise app.

• Add a rule: ClickNewRule and then, as shown in the sample, choose Installed app name, and
is equal to. Type the app bundle ID for the public app store app.

In the example, when the public app store app (com.citrix.mail.ios) installs on a device in the delivery
groups specified, Citrix Endpoint Management removes the Enterprise version (com.citrix.mail).

App uninstall restrictions device policy

March 6, 2024

You can specify the apps users can or can’t uninstall on an Amazon device.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Amazon settings

• App Uninstall Restrictions Settings: For each app rule that you want to add, click Add and
then do the following:

– App Name: Click an app in the drop‑down list or Add new to add an app.
– Rule: Select whether users can uninstall the app. The default is to allow uninstallation.
– Click Save or Cancel.

Automatically updatemanaged apps device policy

April 26, 2022

This policy controls how installedmanaged apps are updated on Android Enterprise devices. You can
restrict the ability of users to allow automatic updates of apps on their devices. If you allow users to
control automatic updates for apps on their devices, they set automatic app update policies in the
managed Google Play store.
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To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

• Automatically Update Managed Apps

– Always: Enables automatic app updates. Always is the default.
– Allow user to configure policy: Allows the user to configure the automatic app update
policy for the device in the managed Google Play store.

– Never: Disables automatic app updates.
– Only when device is connected to Wi‑Fi: Allows automatic app updates only when the
device is connected to Wi‑Fi.

• App update priority: If On, you can configure an update priority level for eachmanaged app.

• Set priority for updating apps: Click Add to configure update priority for an app.

– Available apps: Select an app from themenu to configure the update priority.
– App auto‑update priority: Select an update priority from the following:

* Auto update lowpriority: The app updateswhen the device is charging, not actively
being used, and connected to an unmetered network.

* Autoupdatehighpriority: Theappupdates as soonaspossible, without constraints.

* Auto update postponed: The app isn’t updated automatically for a maximum of 90
days after a new version is available. After 90 days, the app updates automatically
with low priority. After the app updates, the app doesn’t update automatically for
another 90 days. The user can update the appmanually at any time.

– Click Save when you’re done. You can edit a configuration by clicking the pencil icon.
Delete the configuration by clicking the trash can.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 663

https://docs.citrix.com/en-us/citrix-endpoint-management/policies.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies.html


Citrix Endpoint Management

BitLocker device policy

March 6, 2024

Windows 10 andWindows 11 include a disk encryption feature called BitLocker, which provides extra
file and system protections against unauthorized access of a lost or stolenWindows device. For more
protection, you can use BitLocker with Trusted Platform Module (TPM) chips, version 1.2 or later. A
TPM chip handles cryptographic operations and generates, stores, and limits the use of cryptographic
keys.

Starting with Windows 10, build 1703, MDM policies can control BitLocker. You use the BitLocker de‑
vice policy in Citrix Endpoint Management to configure the settings available in the BitLocker wizard
onWindows 10 andWindows 11 devices. For example, on a device with BitLocker enabled, BitLocker
prompt users with several options:

• How they want to unlock their drive at startup
• How to back up their recovery key
• How to unlock a fixed drive.

BitLocker device policy settings also configure whether to:

• Enable BitLocker on devices without a TPM chip.
• Show recovery options in the BitLocker interface.
• Deny write access to a fixed or removable drive when BitLocker isn’t enabled.
• Securely save an encrypted BitLocker recovery key for users to access in case they forget or
misplace the key. This key can be found on the Self‑Help Portal.

Note

After BitLocker encryption starts on a device, you can’t change the BitLocker settings on the de‑
vice by deploying an updated BitLocker device policy.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Requirements

• The BitLocker device policy requires Windows 10 Enterprise or Windows 11 Enterprise edition.

• Before deploying the BitLocker device policy, prepare your environment for BitLocker use. For
detailed information from Microsoft, including BitLocker system requirements, and setup, see
the articles in BitLocker.
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Windows Desktop and Tablet settings
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• Bitlocker settings

– Require device to be encrypted: Determines whether to prompt users to enable Bit‑
Locker encryption on the Windows Desktop or Tablet. If On, the devices show a message
after enrollment completes indicating that the enterprise requires device encryption. If
Off, the user isn’t prompted and BitLocker uses the policy settings. Defaults toOff.

• Encryption settings

– Configure encryption methods: Determines the encryption methods to use for specific
drive types. IfOff, theBitLockerwizardprompts thedeviceuser for theencryptionmethod
to use for a drive type. The encryption method for all drives defaults to XTS‑AES 128 bit.
The encryptionmethod for removable drives defaults to AES‑CBC 128‑bit. IfOn, BitLocker
uses the encryptionmethod specified in the policy. IfOn, these extra settings appear: Op‑
erating systemdrive, Fixeddrive, andRemovable drive. Choose the default encryption
method for each drive type. Defaults toOff.

• OS drive settings

– Require additional authentication at startup: Specifies the additional authentication
required during device startup. Also specifies whether to allow BitLocker on devices that
don’t have a TPM chip. If Off, devices without TPM can’t use BitLocker encryption. For
information about TPM, see the Microsoft article, Trusted Platform Module Technology
Overview. If On, the following extra settings appear. Defaults toOff.

– BlockBitLockerondeviceswithoutaTPMchip: OnadevicewithnoTPMchip, BitLocker
requires users to create an unlock password or startup key. The startup key is stored in a
USBdrive, which theusermust connect to thedevicebefore startup. Theunlockpassword
is a minimum of eight characters. Defaults toOff.

– TPM startup: On a device with TPM, there are four unlock modes: TPM‑only, TPM + PIN,
TPM+Key, andTPM+PIN+Key. TPMstartup is for theTPM‑onlymode, inwhichencryption
keys are stored in the TPM chip. This mode doesn’t require a user to provide extra unlock
data. The user device automatically unlocks during restart, using the encryption key from
the TPM chip. Defaults to Allow TPM.

– TPM startup PIN: This setting is the TPM + PIN unlock mode. A PIN can have up to 20
digits. Use the Minimum PIN length setting to specify the minimum PIN length. A user
configures a PIN during BitLocker setup and provides the PIN during device startup.

– TPM startup key: This setting is the TPM + Key unlock mode. The startup key is stored in
a USB or other removable drive, which the usermust connect to the device before startup.

– TPM startup key and PIN: This setting is the TPM + PIN + Key unlock mode.
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If the unlock succeeds, the operating system starts loading. Otherwise, the device enters
recovery mode.

• PIN length

– Minimum PIN length: Theminimum length of the TPM startup PIN. Defaults to 6.

• BitLocker password recovery settings

– BitLocker Recovery backup to Citrix Endpoint Management: If this option is enabled,
userswhomust unlock their devices can find their BitLocker recovery key on the Self‑Help
Portal. The Citrix Endpoint Management administrator can’t see a user’s BitLocker recov‑
ery key. For more information on seeing your BitLocker recovery key, see BitLocker recov‑
ery key.

• OSdrive recovery settings: Configures the recoveryoptions tousers for aBitLocker‑encrypted
OS drive.

– EnableOS drive recovery: If the unlock step fails, BitLocker prompts the user for the con‑
figured recovery key. This setting configures the operating system drive recovery options
available to users if they don’t have the unlock password or USB startup key. Default is
Off.

– Allow certificate based data recovery agent: Specifies whether to allow a certificate‑
based data recovery agent. Add a data recovery agent from Public Key Policies, which is
in the Group Policy Management Console (GPMC) or in the Local Group Policy Editor. For
more information about data recovery agents, see the Microsoft article, BitLocker Group
Policy settings. Default isOff.

– 48‑bit recovery password: Specifies whether to allow or require users to use a recovery
password. BitLocker generates the password and stores it in a file or Microsoft Cloud ac‑
count. Default is Allow 48 bit password.

– 256‑bit recovery key: Specifies whether to allow or require users to use a recovery key. A
recovery key is aBEK file, which is storedonaUSBdrive. Default isAllow256‑bit recovery
key.

– Hide OS drive recovery options: Specifies whether to show or hide recovery options in
theBitLocker interface. IfOn, no recoveryoptionsappear in theBitLocker interface. In that
case, register the device to Active Directory, save the recovery options to Active Directory,
and set Save recovery info to AD DS toOn. Default isOff.

– Save recovery info to Active Directory Domain Services: Specifies whether to save the
recovery options to Active Directory Domain Services. Default isOff.

– Recovery info stored in Active Directory Domain Services: Specifies whether to store
the BitLocker recovery password or the recovery password and the key package in Active
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Directory Domain Services. Storing the key package supports recovering data fromadrive
that is physically corrupted. Default is Backup recovery password.

– Enable BitLocker after storing recovery info in Active Directory Domain Services:
Specifies whether to prevent users from enabling BitLocker unless the device is domain‑
connected and the backup of BitLocker recovery information to the Active Directory
succeeds. If On, a device must be domain‑joined before starting BitLocker. Default isOff.

– Preboot recovery message and URL: Specifies whether BitLocker shows a customized
message and URL on the recovery screen. If On, the following extra settings appear: Use
default recovery message and URL, Use empty recovery message and URL, Use cus‑
tom recovery message, Use custom recovery URL, and Use Citrix Endpoint Manage‑
ment recovery message and URL. If Off, the default recovery message and URL display.
Default isOff.

• Fixed drive recovery settings: Configures the recovery options for users for a BitLocker‑
encrypted fixed drive. BitLocker doesn’t display a message to users about fixed drive
encryption. To unlock a drive during startup, a user provides a password or smart card. The
startup unlock settings, which aren’t in this policy, appear in the BitLocker interface when a
user enables BitLocker encryption on a fixed drive. For information about the related settings,
see Configure OS drive recovery, earlier in this list. Default isOff.

• Fixed drive settings

– Block write access to fixed drives not using BitLocker: If On, users can write to fixed
drives only when those drives are encrypted with BitLocker. Default isOff.

• Removable drive settings

• Block write access to removable drives not using BitLocker: If On, users can write to re‑
movable drives only when those drives are encrypted with BitLocker. Configure this setting ac‑
cording to whether your organization allows the write access on other organization removable
drives. Default isOff.

• Block write access to other organization device: If On, users can’t write to other devices
within their organization, such as a network drive.

• Other drive settings

• Prompt for other disk encryption: Allows you to disable the warning prompt for other disk
encryption on devices. Defaults toOff.
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Bluetooth device policy

October 26, 2021

You can configure a Bluetooth policy on supervised iOS devices to enable or disable Bluetooth.

This setting requires the Network Information access right, does not support user enrollment, and is
available on iOS 11.3 and later.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Disable Bluetooth: Allows you to disable or enable Bluetooth on the supervised device.

Calendar (CalDav) device policy

November 6, 2023

You can add a device policy in Citrix Endpoint Management to add a calendar (CalDAV) account to
users’iOS or macOS devices to enable them to synchronize scheduling data with any server that sup‑
ports CalDAV.
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To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Account description: Type an account description. This field is required.

• Host name: Type the address of the CalDAV server. This field is required.

• Port: Type the port onwhich to connect to the CalDAV server. This field is required. The default
is 8443.

• Principal URL: Type the base URL to the user’s calendar.

• User name: Type the user’s logon name. This field is required.

• Password: Type an optional user password.

• Use SSL: Select whether to use a Secure Socket Layer connection to the CalDAV server. The
default isOn.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 or later.

macOS settings

• Account description: Type an account description. This field is required.

• Host name: Type the address of the CalDAV server. This field is required.

• Port: Type the port onwhich to connect to the CalDAV server. This field is required. The default
is 8443.

• Principal URL: Type the base URL to the user’s calendar.

• User name: Type the user’s logon name. This field is required.

• Password: Type an optional user password.

• Use SSL: Select whether to use a Secure Socket Layer connection to the CalDAV server. The
default isOn.

• Policy settings
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– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

– Allowuser to remove policy: You can select when users can remove the policy from their
device. Select Always, Passcode required, or Never from the menu. If you select Pass‑
code required, type a passcode in the Removal passcode field.

– Profile scope: Select whether this policy applies to a User or an entire System. The de‑
fault isUser. This option is available only onmacOS 10.7 and later.

Cellular device policy

March 6, 2024

This policy allows you to configure cellular network settings on an iOS device.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

You can use macros in non‑string fields, such as Proxy server port.

For example, you can use a macro such as ${ device.xyz } or ${ setting.xyz }, which
expands into an integer. You canalsouse themacros in adevice configurationXML file that you import
into Citrix Endpoint Management by using the Import iOS &macOS Profile device policy.

• Attach APN

– Name: A name for this configuration.
– Authentication type: ClickChallengeHandshakeAuthenticationProtocol (CHAP) orPass‑
word Authentication Protocol (PAP) in the drop‑down list. The default is PAP.

– User name and Password: The user name and password to use for authentication.

• APN

– Name: A name for the Access Point Name (APN) configuration.
– Authentication type: Click CHAP or PAP in the drop‑down list. The default is PAP.
– User name and Password: The user name and password to use for authentication.
– Proxy server: The proxy server network address.
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– Proxy server port: The proxy server port.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

Connection scheduling device policy

March 6, 2024

Important:

Citrix recommends that you use Firebase CloudMessaging (FCM) to control connections fromAn‑
droid and Android Enterprise devices to Citrix Endpoint Management. For information on using
FCM, see Firebase Cloud Messaging.

If you choose to not use FCM, you can create connection scheduling policies to control how andwhen
user devices connect to Citrix Endpoint Management. If you choose to use FCM, youmust also create
a connection scheduling policy.

You can specify that users connect their devices manually or that devices connect within a defined
time frame.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Android and Android Enterprise settings

• Require devices to connect: Click the option that you want to set for this schedule.

– Never: Connect manually. Users must start the connection from Citrix Endpoint Manage‑
ment on their devices. Citrix doesn’t recommend this option for production deployments
because it prevents you from deploying security policies to devices, which means users
never receive any new apps or policies. The Never option is enabled by default.

– Every: Connect at the designated interval. When this option is in effect and you send a
security policy such as a lock or a wipe, Citrix Endpoint Management processes the action
on the device the next time the device connects. When you select this option, theConnect
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every N minutes field appears where you must enter the number of minutes after which
the device must reconnect. The default, andminimum value, is 120.

– Define schedule: Citrix EndpointManagement on theuser device tries to reconnect to the
Citrix Endpoint Management server after a network connection loss. Citrix Endpoint Man‑
agement andmonitors the connection by transmitting control packets at regular intervals
within the time frame that you define. See Defining a connection time frame, next, for how
to define a connection time frame.

* Require a connection within each of these ranges: Users’devices must be
connected at least once in any of the defined time frames.

* Use local device time rather thanUTC:Synchronize the defined time frames to local
device time rather than Coordinated Universal Time (UTC).

Defining a connection time frame

When you enable the following options, a timeline appears where you can define the time frames
you want. You can enable either or both options to require a permanent connection during specific
hours or to require a connection within certain time frames. Each square in the timeline is 1 hour.
To specify a connection between 8:00 AM and 9:00 AM every weekday, you click the square on the
timeline between 8 AM and 9 AM every weekday.

For example, the two timelines in the following figure require:

• A permanent connection between 8:00 AM and 10:00 AM every weekday
• A permanent connection between 1:00 AM Saturday and 2:00 AM Sunday
• At least one connection every weekday between 5:00 AM and 8:00 AM or between 10:00 AM and
12:00 AM
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Contacts (CardDAV) device policy

November 6, 2023

You can add a device policy in Citrix Endpoint Management to add an iOS contacts (CardDAV) account
to users’iOS or macOS devices to enable them to synchronize contact data with any server that sup‑
ports CardDAV.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Account description: Type an account description. This field is required.
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• Host name: Type the address of the CardDAV server. This field is required.

• Port: Type the port on which to connect to the CardDAV server. This field is required. The de‑
fault is 8443.

• Principal URL: Type the base URL to the user’s calendar.

• User name: Type the user’s logon name. This field is required.

• Password: Type an optional user password.

• Use SSL: Select whether to use a Secure Socket Layer connection to the CardDAV server. The
default isOn.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

macOS settings

• Account description: Type an account description. This field is required.

• Host name: Type the address of the CardDAV server. This field is required.

• Port: Type the port on which to connect to the CardDAV server. This field is required. The de‑
fault is 8443.

• Principal URL: Type the base URL to the user’s calendar.

• User name: Type the user’s logon name. This field is required.

• Password: Type an optional user password.

• Use SSL: Select whether to use a Secure Socket Layer connection to the CardDAV server. The
default isOn.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.
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– Allowuser to remove policy: You can select when users can remove the policy from their
device. Select Always, Passcode required, or Never from the menu. If you select Pass‑
code required, type a passcode in the Removal passcode field.

– Profile scope: Select whether this policy applies to a User or an entire System. The de‑
fault isUser. This option is available only onmacOS 10.7 and later.

Custom XML device policy

March 6, 2024

You can create custom XML policies in Citrix Endpoint Management to customize the following fea‑
tures on supported Windows devices:

• Provisioning, which includes configuring the device, and enabling or disabling features
• Device configuration, which includes allowing users to change settings and device parameters
• Software upgrades, which include providing new software or bug fixes to be loaded onto the
device, including apps and system software

• Fault management, which includes receiving error and status reports from the device

Note:

When creating your XML content, use the \% character with caution. The \% character is an XML
reserved character, used only to escape XML special characters. To use \% in a name, encode it
as \%25.

For Windows devices: You create your custom XML configuration by using the Open Mobile Alliance
Device Management (OMA DM) API in Windows. Creating custom XML with the OMA DM API is beyond
the scope of this topic. For more information about using the OMA DM API, see OMA DM protocol
support on the Microsoft Developer Network site.

For Android Enterprise devices: You create your custom XML configuration by using the MX Manage‑
ment System (MXMS). Creating custom XML with the MXMS API is beyond the scope of this article.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Windows Desktop/Tablet settings

XML content: Type, or cut and paste, the custom XML code you want to add to the policy.

After you click Next, Citrix Endpoint Management checks the XML content syntax. Any syntax errors
appear below the content box. Fix any errors before you continue.
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If there are no syntax errors, the Custom XML Policy assignment page appears.

UseWindows AutoPilot to set up and configure devices

Windows AutoPilot is a collection of technologies used to set up and pre‑configure new devices, get‑
ting them ready for productive use. You can use Windows AutoPilot to reset, repurpose, and recover
devices. AutoPilot helps to remove some of the complexity of your current operating system deploy‑
ment. Using AutoPilot reduces the task to a set of simple settings and operations that can get your
devices ready to use quickly and efficiently.

For abrief overviewof usingWindowsAutoPilotwithCitrix EndpointManagement,watch this video.

This is an embedded video. Click the link to watch the video

Prerequisites

• Company branding configured in the Azure Active Directory portal.
• Company has an Azure Active Directory Premium P1 or P2 subscription.
• Configure Azure Active Directory as the IdP type for Citrix Endpoint Management. In the Citrix
Endpoint Management console, go to Settings > Identity Provider (IDP).

• Network connectivity to cloud services used by Windows AutoPilot.
• Devices pre‑installed with Windows 10 Professional, Enterprise, or Education (version 1703 or
later) or Windows 11 Professional, Enterprise, or Education.

• Devices have access to the internet.

Formore information about configuring prerequisites, see the MicrosoftWindows documentation on
AutoPilot: https://docs.microsoft.com.

To configure Windows Automatic Redeployment in Citrix Endpoint Management for AutoPilot
devices

1. Follow the steps to add a customXMLpolicy at the CustomXMLDevice Policy. Add the following
in XML Content:

1 <Add>
2 <CmdID>_cmdid_</CmdID>
3 <Item>
4 <Target>
5 <LocURI>./Vendor/MSFT/Policy/Config/CredentialProviders/

DisableAutomaticReDeploymentCredentials</LocURI>
6 </Target>
7 <Meta>
8 <Format xmlns="syncml:metinf">int</Format>
9 </Meta>
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10 <Data>0</Data>
11 </Item>
12 </Add>
13
14 <!--NeedCopy-->

2. On the Windows lock screen, type the keystroke CTRL +Windows key + R.

3. Log in with an Azure Active Directory account.

4. The device verifies that the user has the right to redeploy the device. The device then redeploys.

5. After the device updates with the AutoPilot configuration, the user can then log into the freshly
configured device.

Deploy a single‑app kiosk onWindows 11 devices

Note:

Windows 11 devices support only the single‑app Kiosk mode.

In the XML content text box, copy and paste the following XML script, and then replace the following
strings with your settings:

• your_username_here(two instances): user name you want to create on the device. Keep
the same settings for both instances.

• your password_here: password for the user.
• your_UWP_app_id_here: AUMID for the UMP app you want to deploy on the device.

XML script:

1 <Add>
2 <CmdID>_cmdid_</CmdID>
3 <Item>
4 <Target>
5 <LocURI>./Device/Vendor/MSFT/Accounts/Users/

your_username_here/Password</LocURI>
6 </Target>
7 <Meta>
8 <Format xmlns="syncml:metinf">chr</Format>
9 </Meta>

10 <Data>your_password_here</Data>
11 </Item>
12 </Add>
13 <Replace>
14 <CmdID>_cmdid_</CmdID>
15 <Item>
16 <Target>
17 <LocURI>./Device/Vendor/MSFT/AssignedAccess/Configuration</

LocURI>
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18 </Target>
19 <Meta>
20 <Format xmlns="syncml:metinf">chr</Format>
21 </Meta>
22 <Data><![CDATA[<AssignedAccessConfiguration
23 xmlns="http://schemas.microsoft.com/AssignedAccess/2017/config"
24 xmlns:rs5="http://schemas.microsoft.com/AssignedAccess/201810/

config">
25 <Profiles>
26 <Profile Id="{
27 AFF9DA33-AE89-4039-B646-3A5706E92957 }
28 ">
29 <KioskModeApp AppUserModelId="your_UWP_app_id_here"

/>
30 </Profile>
31 </Profiles>
32 <Configs>
33 <Config>
34 <Account>your_username_here</Account>
35 <DefaultProfile Id="{
36 AFF9DA33-AE89-4039-B646-3A5706E92957 }
37 "/>
38 </Config>
39 </Configs>
40 </AssignedAccessConfiguration>]]></Data>
41 </Item>
42 </Replace>
43 <!--NeedCopy-->

Defender device policy

March 6, 2024

Windows Defender is a malware protection included with Windows 10 and Windows 11. You can use
the Citrix Endpoint Management device policy, Defender, to configure the Microsoft Defender policy
for Windows 10 and Windows 11 desktop and tablet devices.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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Windows Desktop and Tablet settings

• Allow scanning of archived files: Allows or blocks Defender to scan archived files. Defaults to
Off.

• Allowcloudprotection: Allows or blocks Defender to send information toMicrosoft aboutmal‑
ware activity. Defaults toOn.

• Allow a full scan of removable drives: Allows or blocks Defender to scan removable drives
such as USB sticks. Defaults toOn.

• Allow real‑timemonitoring: Defaults toOn.
• Allow scans of network files: Allows or blocks Defender to scan network files. Defaults toOn.
• Allow access to the Windows Defender UI: Specifies whether users can access the Windows
Defender user interface. This setting takes effect the next time the user device starts. If this
setting is set asOff, users don’t receive any Windows Defender notifications. Defaults toOn.

• Excluded extensions: The extensions to exclude from real‑time or scheduled scans. To sepa‑
rate extensions, use the | character. For example, lib\|obj.

• Excluded paths: The paths to exclude from real‑time or scheduled scans. To separate paths,
use the | character. For example, C:\Example|C:\Example1.

• Excluded processes: The processes to exclude from real‑time or scheduled scans. To separate
processes, use the | character. For example, C:\Example.exe|C:\Example1.exe.

• Submit samples for further analysis: Controls whether to send to Microsoft files that might
require further analysis to determine if they’re malicious. Options: Always prompt, Send safe
samples,Never send, Send all samples. Defaults to Send safe samples.
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Device Guard device policy

March 6, 2024

Device Guard is a security feature available with Windows 10 and Windows 11. This feature enables
virtualization‑based security by using the Windows Hypervisor to support security services on the
device. The Device Guard policy enables security features such as secure boot, UEFI lock, and virtual‑
ization.

Prerequisites

• Windows 10 and Windows 11 Desktops and Tablets with an Enterprise or Education license

• Device Guard enabled in Windows

For more information on Device Guard, see https://docs.microsoft.com/en‑us/windows/acces
s‑protection/credential‑guard/credential‑guard‑manage.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Windows Desktop and Tablet settings

• Enable virtualization‑based security: Disable or enable virtualization‑based security
features. Virtualization‑based security uses the Windows Hypervisor to support security
services.

• Configure LSA protection: Lets you configure Credential Guard. This setting lets users turn
on Credential Guard with virtualization‑based security to help protect credentials on the next
restart. Options are Turns off Credential Guard, Turns on Credential Guard with UEFI lock,
and Turns on Credential Guard without UEFI lock. Default is Turns off Credential Guard.
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• Specify platformsecurity level: Lets you specify the platformsecurity level on the next restart.
Options are Turns on VBS with Secure Boot and Turns on VBS with Secure Boot and direct
memory access. Default is Turns on VBSwith Secure Boot.

Citrix Endpoint Management queries a device to determine whether the virtualization‑based security
settings match the settings on the server. If the security settings match, Citrix Endpoint Management
doesn’t deploy this policy to the device. If the security settings don’t match, Citrix Endpoint Manage‑
ment deploys the policy.

Device Health Attestation device policy

March 6, 2024

In Citrix Endpoint Management, you can require Windows 10 and Windows 11 devices to report the
state of their health. To report their health state, devices send specific data and runtime information
to the Health Attestation Service (HAS) for analysis. The HAS creates and returns a Health Attestation
Certificate that the device then sends to Citrix Endpoint Management. Citrix Endpoint Management
uses the contents of the Health Attestation Certificate to deploy automatic actions that you have set
up.

The data verified by the HAS are:

• AIK Present
• BitLocker Status
• Boot Debugging Enabled
• Boot Manager Rev List Version
• Code Integrity Enabled
• Code Integrity Rev List Version
• Apple Deployment Program Policy
• ELAM Driver Loaded
• Issued At
• Kernel Debugging Enabled
• PCR
• Reset Count
• Restart Count
• Safe Mode Enabled
• SBCP Hash
• Secure Boot Enabled
• Test Signing Enabled
• VSM Enabled

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 683



Citrix Endpoint Management

• WinPE Enabled

For more information, refer to the Microsoft Device HealthAttestation CSP page.

You can configure DHA by usingMicrosoft Cloud or an on‑premisesWindows DHA server, as follows:

• To configureDHAbyusingMicrosoftCloud: AddaDeviceHealthAttestationpolicy andconfigure
it as described in this article.

• To configure DHA by using an on‑premises Windows DHA server: Configure a DHA server. Then,
add a Device Health Attestation policy and configure it as described in this article.

To configure aDHA server, you install theDHA server role on amachine runningWindowsServer
2016 Technical Preview 5 or later. For instructions, see Configure an on‑premises Device Heath
Attestation server.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Windows Desktop/Tablet settings

If you configure DHA by using Microsoft Cloud

• Enable Device Health Attestation: Select whether to require Device Health Attestation. The
default isOff.

If you configure DHA by using an on‑premises Windows DHA server

• Enable Device Health Attestation: Set toOn.

• Configure On‑premHealth Attestation Service: Set toOn.

• On‑premDHA Service FQDN: Type the fully qualified domain name of the DHA server that you
set up.

• On‑prem DHA API version: Select the version of the DHA service installed on the DHA server.

Device name device policy

March 6, 2024

You can set the names on supervised iOS and macOS devices so that you can easily identify the
devices. You can usemacros, text, or a combination of both to define the device’s name. For example,
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to set the device name as the serial number of the device, you can use ${device.serialnumber}.
To set the device name as a combination of the user’s name and your domain, you can use
${user.username}@example.com. For more information aboutmacros, see Macros in Citrix Endpoint
Management.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS andmacOS settings

• Device name: Type the macro, a combination of macros, or a combination of macros and text
tonameeachdeviceuniquely. For example, use${device.serialnumber} to set thedevicenames
to each device’s serial number, or use ${device.serialnumber} ${ user.username } to include the
user’s Apple ID in the device name.

Education Configuration device policy

March 6, 2024

The Education Configuration device policy defines:

• The Apple Classroom app settings for instructor devices.

• The certificates used to do client authentication between instructor and student devices.

The Education Configuration device policy is supported for iOS (iPadOS) devices.

When you choose a class in this policy, the Citrix Endpoint Management console fills in the instructors
and students fromyourAppleSchoolManager configuration. Createonepolicy if theAppleClassroom
app settings in this policy are the same for all classes.
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To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Classes: To add a class, click Add.

Then, Click the Display Name list. A list of classes got from your connected Apple School Man‑
ager account appears.

When you choose a class from Display Name, Citrix Endpoint Management fills in the instruc‑
tors and students. Continue adding classes.
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• Allow students to change screen observation permission: If On, students enrolled in man‑
aged classes can choosewhether to allow their teacher to observe their device screens. Default
isOff.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

To edit class information in the policy

You can add a description to a class (the “Display name”in the Classroom app). You can also add or
remove instructors and students. Citrix Endpoint Management doesn’t save such changes to your
Apple School Manager account. For more information, see “Manage instructor, student, and class
data”in Integrate with Apple Education features.

Mouse over the Add column for the class you want to edit and then click the pencil icon.
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To delete a class from the policy, mouse over the Add column for the class you want to delete and
then click the trash icon.

Endpoint Management options device policy

March 7, 2024

You add an Endpoint Management options policy to configure Citrix Secure Hub behavior when con‑
necting to Citrix Endpoint Management from Android devices.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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Android settings

• Tray bar notification ‑ hide tray bar icon: Select whether the tray bar icon is hidden or visible.
The default isOff.

• Connection: time‑outs: Type the lengthof time in seconds that a connectioncanbe idlebefore
the connection times out. The default is 20 seconds.

• Keep‑alive intervals: Type the length of time in seconds to keep a connection open. The de‑
fault is 120 seconds.

• Prompt the user before allowing remote control: Select whether to prompt the user before
allowing remote support control. The default isOff.

• Before a file transfer: Clickwhether towarn the user about a file transfer orwhether to ask the
user for permission in the drop‑down list. Available values: Do not warn the user, Warn the
user, and Ask for user permission. The default is Do not warn the user.
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Android Enterprise settings

Supported starting with Android version 7.

Tray bar notification ‑ hide tray bar icon: Select whether the tray bar icon is hidden or visible. The
default isOff.

Note:

If you want to enable VPN service for devices running on Android Enterprise, then you can en‑
able the Enable Always‑On VPN option in the VPN device policy. If you have already enabled
the Enable Always‑On VPN option in the Endpoint Management Options device policy in a
previous version, thenmake sure that you enable the same in the VPN device policy again.

Citrix Endpoint Management uninstall device policy

November 6, 2023

You can add a device policy in Citrix Endpoint Management to uninstall Citrix Endpoint Management
from Android devices. When deployed, this policy removes Citrix Endpoint Management from all de‑
vices in the deployment group.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Android settings

• Uninstall Citrix Endpoint Management from devices: Select whether to uninstall Citrix End‑
point Management from every device to which you deploy this policy. The default isOff.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 690

https://docs.citrix.com/en-us/citrix-endpoint-management/policies.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies.html


Citrix Endpoint Management

Exchange device policy

March 6, 2024

You can use the Exchange ActiveSync device policy to configure an email client on user devices to
let them access their corporate email hosted on Exchange. Each platform requires a different set of
values, which are described in detail in the following sections.

To create this policy, you need the host name or IP address of the Exchange Server. For information
about ActiveSync settings, see the Microsoft article, ActiveSync CSP.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Exchange ActiveSync account name: Type the description of the email account that is dis‑
played on user devices.

• Exchange ActiveSync host name: Type the address of the email server.

• Use SSL: Select whether to secure connections between user devices and the Exchange Server.
The default isOn.

• Domain: Enter the domain in which the Exchange Server is. You can use the system macro
$user.domainname in this field to automatically lookup user domain names.
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• User: Specify the user name for the Exchange user account. You can use the system macro
$user.username in this field to automatically lookup user names.

• Email address: Specify the full email address. You can use the systemmacro $user.mail in
this field to automatically lookup user email accounts.

• Use OAuth: If set toOn, the connection uses OAuth for authentication. The default isOff. This
option applies to iOS 12.0 and later.

• Password: Enter an optional password for the Exchange user account. This setting doesn’t
appear whenUse OAuth isOn.

• Email sync interval: In the list, choose howoften the email is syncedwith the Exchange Server.
The default is 3 days.

• Identity credential (keystore or PKI): Click an optional identity credential in the drop‑down
list if you’ve configured an identity provider for Citrix Endpoint Management. This field is only
required when Exchange requires a client certificate authentication. The default is None.

• Authorizemoving email between accounts: Select whether to allow users to:

– move email out of this account into another account
– forward email from a different account
– reply from a different account.

The default isOff.

• Send email only from the email app: Select whether to restrict users to the iOS mail app for
sending email. The default isOff.

• Prevent users from syncing recent addresses: Select whether to prevent users from syncing
recent addresses. The default isOff.

• AllowMail Drop: Select whether to allow the account to use Mail Drop. The default isOff.

• Enable S/MIME signing: Select whether this account supports S/MIME signing. The default is
On. When set toOn, the following fields appear.

– Signing identity credential: Choose the signing credential to use.
– User can override S/MIME signing: If set toOn, users can turn S/MIME signing on and off
in the settings of their devices. The default isOff. This option applies to iOS 12.0 and later.

– User can override S/MIME signing certificate UUID: If set to On, users can select, in the
settings of their devices, the signing credential to use. The default is Off. This option ap‑
plies to iOS 12.0 and later.

• Enable S/MIME encryption: Select whether this account supports S/MIME encryption. The de‑
fault isOff. When set toOn, the following fields appear.

– Encryption identity credential: Choose the encryption credential to use.
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– Enable per message S/MIME switch: When set to On, shows users an option to switch
S/MIME encryption on or off for eachmessage they compose. The default isOff.

– User can override S/MIME encryption: If set to On, users can, in the settings of their
devices, select whether S/MIME is on by default. The default isOff. This option applies to
iOS 12.0 and later.

– User can override S/MIME encryption certificate UUID: If set to On, users can turn
S/MIME encryption identity and encryption on and off in the settings of their devices. The
default isOff. This option applies to iOS 12.0 and later.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

Synced Exchange Services

The synced Exchange Services settings allow you to choose whether to sync the following features:

• Calendars
• Contacts
• Mail
• Notes
• Reminders
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macOS settings

• Exchange ActiveSync account name: Type the description of the email account that is dis‑
played on user devices.

• User: Specify the user name for the Exchange user account. You can use the system macro
$user.username in this field to automatically lookup user names.

• Email address: Specify the full email address. You can use the systemmacro $user.mail in
this field to automatically lookup user email accounts.

• Use OAuth: If set toOn, the connection uses OAuth for authentication. The default isOff. This
option applies to macOS 10.14 and later.

• OAuth sign‑inURL:Specifies theURL to load into awebview to authenticate usingOAuthwhen
you don’t use the AutoDiscovery service. This field appears when Use OAuth is set toOn.

• Password: Enter an optional password for the Exchange user account. This setting doesn’t
appear whenUse OAuth isOn.

• Internal Exchange host: If you want your internal and external Exchange host names to be
different, type an optional internal Exchange host name.

• Internal server port: If you want your internal and external Exchange server ports to be differ‑
ent, type an optional internal Exchange server port number.

• Internal server path: If youwant your internal and external Exchange server paths to be differ‑
ent, type an optional internal Exchange server path.
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• Use SSL for internal Exchange host: Select whether to secure connections between user de‑
vices and the internal Exchange host. The default isOn.

• External Exchange host: If you want your internal and external Exchange host names to be
different, type an optional external Exchange host name.

• External server port: If you want your internal and external Exchange server ports to be differ‑
ent, type an optional external Exchange server port number.

• External server path: If you want your internal and external Exchange server paths to be dif‑
ferent, type an optional external Exchange server path.

• Use SSL for external Exchange host: Select whether to secure connections between user de‑
vices and the internal Exchange host. The default isOn.

• AllowMailDrop: Selectwhether toallowusers to share fileswirelessly between twoMacs,with‑
out having to connect to an existing network. The default isOff.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

– Allowuser to remove policy: You can select when users can remove the policy from their
device. Select Always, Passcode required, or Never from the menu. If you select Pass‑
code required, type a passcode in the Removal passcode field.

– Profile scope: Select whether this policy applies to a User or an entire System. The de‑
fault isUser. This option is available only onmacOS 10.7 and later.
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Windows Desktop/Tablet settings

Note:

This policy does not allowyou to set theuser password. Usersmust set that parameter from their
devices after you push the policy.

• Account name or display name: Type the Exchange ActiveSync account name.
• Server name or IP address: Type the Exchange Server host name or IP address.
• Domain: Enter the domain in which the Exchange Server is. You can use the system macro
$user.domainname in this field to automatically lookup user domain names.

• User ID or user name: Specify the user name for the Exchange user account. You can use the
systemmacro $user.username in this field to automatically lookup user names.

• Email address: Specify the full email address. You can use the systemmacro $user.mail in
this field to automatically lookup user email accounts.

• Use SSL connection: Select whether to secure connections between user devices and the Ex‑
change Server. The default isOff.

• Pastdays to sync: In the list, click howmanydays into thepast to sync all content on thedevice
with the Exchange Server. The default is All content.

• Frequency: Click the schedule in the drop‑down list that you want to use when syncing data
that is sent to the device from the Exchange Server. The default isWhen item arrives.

• Logging level: Click Disabled, Basic, or Advanced in the drop‑down list to specify the level of
detail when logging Exchange activity. The default is Disabled.
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Files device policy

March 6, 2024

You can add and deploy files for users to access on their Android and Android Enterprise devices. You
specify the directory where you want to store the file on the device. For example, you want users to
receive a company document or .pdf file. Deploy the file to devices and let users know where the file
is located.

Android devices don’t support running scripts natively. Users need third‑party software to run
scripts.

You can add the following file types with this policy:

• Text‑based files (.xml, .html, .py, and so on)
• Other files, such as documents, pictures, spreadsheets, or presentations

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Android Enterprise settings

• File to be imported: To select the file to import, click Browse and navigate to the file location.
• Destination folder: In the list, select the location where youwant to store the uploaded file, or
selectAddnew to specify a file location. Select the%Flash Storage%\or the%XenMobile
Storage%\ macro to indicate where to store the uploaded file. The macro expands to the

applicable location on each device.

– %XenMobile Storage%\ expands to Android/data/com.zenprise/ in the in‑
ternal storage directory.

– For Android 9.0 and earlier, %Flash Storage%\ saves the file to the external storage
directory.

– For Android 10.0 and later, %Flash Storage%\ saves the file to the Downloads folder
of the internal storage directory.

– For Android 11.0 and later, %XenMobile Storage%\ no longer applies because of re‑
strictions imposed by Google on access to the target location.

• Destination file name: Optional. If youmust change a file namebefore deploying it to a device,
type the file name.

• If file exists: In the list, select whether to copy an existing file. The default is Copy file only if
different.
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Important:

The Files device policy no longer supports adding scripts on the Android Enterprise. If an existing
policy has a script, an error message displays when selecting the policy and you can re‑add the
policy to resolve the issue.

Android settings

• File to be imported: To select the file to import, click Browse and navigate to the file location.
• File type: Select either File or Script.
• Execute immediately: When you select Script, the Execute immediately option appears.
Nothing happens when you enable this setting. Users must run the script manually.

• Replace macro expressions: Select whether to replace macro token names in a script with a
device or user property. For macro syntax, see Macros. The default isOff.

• Destination folder: In the list, select the location where youwant to store the uploaded file, or
selectAddnew to specify a file location. Select the%Flash Storage%\or the%XenMobile
Storage%\ macro to indicate where to store the uploaded file. The macro expands to the

applicable location on each device.

– %XenMobile Storage%\ expands to Android/data/com.zenprise/ in the in‑
ternal storage directory.

– For Android 9.0 and earlier, %Flash Storage%\ saves the file to the external storage
directory.

– For Android 10.0 and later, %Flash Storage%\ saves the file to the Downloads folder
of the internal storage directory.

– For Android 11.0 and later, %XenMobile Storage%\ no longer applies because of re‑
strictions imposed by Google on access to the target location.

• Destination file name: Optional. If youmust change a file namebefore deploying it to a device,
type the file name.

• If file exists: In the list, select whether to copy an existing file. The default is Copy file only if
different.

FileVault device policy

March 6, 2024

ThemacOS FileVault full‑disk encryption (FileVault 2) feature protects the system volume by encrypt‑
ing its contents. A user logs in to a FileVault‑enabledmacOS device with their account password each
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time that the device starts. If the user loses their password, a recovery key enables them to unlock
the disk and reset their password.

This device policy enables FileVault user setup screens and configures settings such as recovery keys.
For more information about FileVault, see the Apple support site.

To add the FileVault policy, go to Configure > Device Policies.

macOS settings

• Enable FileVault: If this setting is set asOn, then it prompts the user to enable FileVault during
the next N logouts as specified by the option Maximum times to skip FileVault setup. If Off,
users don’t receive a prompt to enable FileVault, but they can still enable FileVault on their own.

• Prompt for FileVault setup during logout: If On, users see a prompt asking them to enable
FileVault when they log out.

• Maximum times to skip FileVault setup: The maximum number of times that the user can
skip FileVault setup. When the user reaches themaximum, the user must set up FileVault to log
in. If 0, the user must enable FileVault during the first login attempt. Default is 0.

• Recovery key type: A user who forgets their password can type a recovery key to unlock the
disk and reset their password. Recovery key options:

– Personal recoverykey: Apersonal recoverykey isunique toauser. DuringFileVault setup,
a user chooses whether to create a recovery key or to allow their iCloud account to unlock
their disk. To show the recovery key to the user after FileVault setup completes, enable
Show personal recovery key. Showing the key enables the user to record the key for
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future use. To allow users to look up their key if they lose it, enable Escrow personal
recovery key.

You can rotate personal recovery keys through security actions. For more information on
rotating personal recovery keys, see Security actions.

For information about recovery key management, see the Apple support site.

– Institutional recovery key: You can create an institutional (or main) recovery key and
FileVault certificate, which you then use to unlock user devices. For information, see the
Apple support site. Use Citrix Endpoint Management to deploy the FileVault certificate to
devices. For information, see Certificates and authentication.

– Personal& institutional recoverykey: Byenablingboth typesof recoverykeys, youmust
unlock a user device only if the user loses their personal recovery key.

• Institutional recovery key certificate: If you select Institutional recovery key or Personal
& Institutional recovery key as the Recovery key type, select the recovery key certificate for
that key.

• Show personal recovery key: If On, the user device shows the personal recovery key to the
user after setting up FileVault. Defaults toOff.

• Escrowpersonal recovery key: When enabled, users can store a copy of the personal recovery
key for each device with Citrix Endpoint Management.
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To access the key fromCitrix EndpointManagement, go toManage >Devices, select themacOS
device, and click Edit. Then, go to Device details > General and locate the Personal recovery
Key.

To allow users to view their recovery key from the Self‑Help Portal, enable Escrow personal
recovery key and Display personal recovery key to user. The key appears in the Self‑Help
Portal on the Properties page under Security information. For more information about the
Self‑Help Portal, see Self‑Help Portal.

You can enable the Escrow personal recovery key setting even if you don’t enable the Enable
FileVault setting. If you disable the Enable FileVault setting, users can still enable FileVault on
their own. In this situation, enableEscrowpersonal recoverykey to allowusers to store a copy
of their key with Citrix Endpoint Management.

If a user enables FileVault before enrolling the device in Citrix EndpointManagement, Citrix End‑
point Management doesn’t store their recovery key. The device shows up as FileVault‑enabled
in the console.

Firewall device policy

June 28, 2022

This policy lets you configure firewall settings for Samsung, macOS, and Windows devices.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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macOS settings

Requires macOS 10.12 and later.

• Enable Firewall. To enable the firewall, set this option toOn.
• Block all incoming connections. When this option is set to On, it blocks all incoming connec‑
tions except the connections required for basic services.

• Enable stealthmode. In stealthmode, thedevicedoesn’t respond toor acknowledgeattempts
to access it from the network by test applications using ICMP, such as Ping. To enable stealth
mode, set this option toOn.

• Appspecific incomingconnectionsettings. Toallowspecific apps to receive connections, add
the apps and set Allowed to True.

Windows Desktop and Tablet settings

RequiresWindowsDesktopandTablet devices runningWindows10 (version 1709or later) orWindows
11.
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• Enable Feature: Controls incoming and outgoing traffic on computers to which this policy is
deployed. Default isOn.

• Public Profile: Controls Windows Firewall while computers are connected to untrusted net‑
works at public places, such as at an airport or coffee shop. Default isOn.

• Private Profile: Controls Windows Firewall while computers are connected to trusted
networks, such as their home network. Default isOn.

• Domain Profile: Controls Windows Firewall while the computers are connected to the domain
networks, such as at their workplace. Default isOn.

• Block all incoming connections, including those in the list of allowed programs: Default is
Off.

• Disable notifications to user when Firewall blocks a new program: Default isOff.

Font device policy

March 7, 2024

You can add a device policy in Citrix Endpoint Management to add more fonts to iOS and macOS de‑
vices. Fonts must be TrueType (.ttf) or OpenType (.oft) fonts. Font collections (.ttc or .otc)
aren’t supported.
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To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• User‑visible name: Type the name that users see in their font lists.

• Font file: To select the font file to add to user devices, click Browse and then navigate to the
file location.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

macOS settings

• User‑visible name: Type the name that users see in their font lists.

• Font file: To select the font file to add to user devices, click Browse and then navigate to the
file location.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

– Allowuser to remove policy: You can select when users can remove the policy from their
device. Select Always, Passcode required, or Never from the menu. If you select Pass‑
code required, type a passcode in the Removal passcode field.

– Profile scope: Select whether this policy applies to a User or an entire System. The de‑
fault isUser. This option is available only onmacOS 10.7 and later.

Home screen layout device policy

March 7, 2024
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TheHomescreen layoutdevicepolicy lets youspecify the layoutof appsand folders for the iOSHome
screen of supervised iOS devices.

Important:

Deploying multiple Home Screen Layout policies to a device results in an iOS error on the de‑
vice. This limitation applies whether you define the home screen through this Citrix Endpoint
Management policy or through the Apple Configurator.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• For each of the screen areas you want to configure (such as Dock or Page 1), click Add.

• Type: Choose Application, Folder, orWeb Clip.

The Restricted app usage > Allow only some apps setting in the Restrictions device policy
can prevent web clips from appearing properly on the home screen. For web clips to appear
properly, do either of the following:

– Set Restricted app usage to Allow all apps or Do not allow some apps.
– With Restricted app usage set to Allow only some apps, add an app with the bundle ID
com.apple.webapp to allow web clips.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 705

https://docs.citrix.com/en-us/citrix-endpoint-management/policies.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/restrictions-policy.html#ios-settings


Citrix Endpoint Management

• Display Name: The name to appear on the home screen for the app or folder.

• Value: For apps, type the bundle identifier. For folders, type a list of bundle identifiers, sepa‑
rated by commas. For web clips, type the bundle ID com.apple.webClip.managed and
configure the URL of the web clip in the web clip policy. If more than one Web Clip value exists
with the same URL, the behavior is undefined on iOS 11.3 and later devices.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

– Profile scope: Select whether this policy applies to a User or an entire System. The de‑
fault isUser. This option is available only on iOS 9.3 and later.

Import iOS &macOS Profile device policy

March 7, 2024

You can import device configuration XML files for iOS and macOS devices into Citrix Endpoint Man‑
agement. The file has device security policies and restrictions that you prepare with the Apple Con‑
figurator 2 or Profile Creator. The configuration XML file can have macros. For more information, see
Macros.

Use cases

Import the following configurations created outside of Citrix Endpoint Management for macOS de‑
vices using Profile Creator:
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• SystemPolicy Control: Thepolicy identifies apps signedby the certified Apple developers and
lets users download verified apps from the Mac App Store.

When configuring the policy:

– Select Enable Gatekeeper to make sure that users run only verified and trusted software.
– Select Allow Identified Developers to make sure that users install apps only signed by
certified Apple developers.

• Privacy Preferences Policy Control: The policy lets you grant or restrict cross‑application ac‑
cess to certain files or features, such as location services, camera, and screen capture.

Configure the settings that you plan to deploy. For more information, see Privacy Preferences
Policy Control payload settings.

• KernelExtensionsPolicy: Thepolicy lets theusers install appextensions that extend thenative
capabilities of the operating system. Kernel extensions run at the kernel level.

Configure the settings that you plan to deploy. For more information, see Kernel Extension Pol‑
icy payload settings.

• Ethernet Settings Policy: The policy lets youmanage the Ethernet network connection.

Configure the settings that you plan to deploy. For more information, see Ethernet settings.

Use either the Apple Configurator 2 or Profile Creator to configure the following policies for macOS
and iOS devices:

• Wi‑Fi Policy: The policy lets youmanage how users connect their devices to a Wi‑Fi network.

When configuring the policy:

– Add the target SSID to the top of the priority list.
– Choose the connection mode to use when the user joins a network. If you select System,
the device uses the system credentials to authenticate the user. If you select Login win‑
dow, the device uses the same credentials entered at the login window to authenticate
the user.

For more information, see Wi‑Fi settings.

• Restrictions Policy: The policy allows or restricts the use of certain features on user devices.

Configure the settings that you plan to deploy. Formore information, see Restrictions overview.

• VPN Policy: The policy provides a device‑level encrypted connection to private networks.

Configure the settings that you plan to deploy. For more information, see the VPN overview.
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Create a configuration profile using the Apple Configurator 2

1. Install the Apple Configurator 2 from the Apple App Store.

2. Start the Apple Configurator 2 and go to File > New Profile. A new configuration window ap‑
pears.

3. In the General settings pane, type a name and an identifier for your profile, then add any addi‑
tional payload options.

4. On the left pane, select a payload, click Configure, and enter the settings. Don’t sign your pro‑
file, as signed profiles aren’t supported.

To add multiple payloads within a single profile, select a payload and click the Add Payload
button in the upper‑right corner.

5. Go to File > Save, choose a name and location to save the XML file, and click Save.

Create a configuration profile using Profile Creator

1. Install the Profile Creator from GitHub.

2. Start the Profile Creator and go to File > New. A new configuration window appears.

3. In the General settings pane, type a name and description for your profile, then add any addi‑
tional payload options.

• Recommendation: Select Prevent users from removing this profile.
• Set Payload Scope to System or User.

4. On the left pane, choose the policy, configure the settings, and click Add in the upper‑right cor‑
ner.

To configure multiple policies within a single profile, select a policy and click the Add button.

5. Go to File > Export, choose a name and location to save the XML file, and click Save.

To import a configuration file for the iOS and macOS Profile device policy in the Citrix Endpoint Man‑
agement console, go to Configure > Device Policies. For more information, see Device policies.
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iOS andmacOS settings

• iOS configuration profile ormacOS configuration profile: To select the configuration file to
import, click Browse and then navigate to the file location.

Keyguard Management device policy

March 7, 2024

The Android keyguardmanages the device andwork challenge lock screens. This policy lets youman‑
age features for Android Enterprise work profile keyguard and advanced device keyguard. You can
control:

• Keyguardmanagement on work profile devices. You can specify the features available to users
before they unlock the device keyguard and the work challenge keyguard. For example, by de‑
fault users can use fingerprint unlock and view unredacted notifications on the lock screen.

• Keyguard management on fully managed and dedicated devices. You can specify the features
available, such as trust agents and secure camera, before they unlock the keyguard screen. Or,
you can choose to disable all keyguard features.

• Keyguard management on fully managed devices with work profiles. These devices were for‑
merly knownasCOPE (corporateownedpersonally enabled)devices. YoucanuseoneKeyguard
Management policy to apply separate settings to the device and the work profile.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Watch this video to learn more:
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Android Enterprise settings

• Apply to COPE: Allows you to configure Keyguard Management device policy settings for fully
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managed devices with work profiles.

When this setting isOn, you can apply separate settings to the device and to thework profile on
fully managed devices with work profiles.

When this setting isOff, you can apply settings towork profile devices or fullymanaged devices.
Settings you configure for work profiles only apply to work profile devices. Settings you config‑
ure for fully managed devices apply only to fully managed devices.

Default isOff.

• Work profile keyguard features: Controls whether the following features are available before
a user unlocks the work profile keyguard (lock screen).

– Disable trust agents: If Off, trust agents can operate on secure keyguard screens when a
challenge is set on theworkprofile. Set toOn to disable all trust agents on theworkprofile.
Default isOff.

– Disable biometric authentication: IfOff, biometric authentication is available on secure
keyguard screens when a challenge is set on the work profile. Set to On to disable bio‑
metric authentication on the work profile. This setting disables fingerprint unlock, face
authentication, and iris authentication. Default isOff. For Android 9.0 and later.

– Disable fingerprint unlock: If Off, fingerprint unlock is available on secure keyguard
screens when a challenge is set on the work profile. Set to On to disable fingerprint un‑
lock on the work profile. Default isOff.

– Disable face authentication: If Off, face authentication is available on secure keyguard
screens when a challenge is set on the work profile. Set to On to disable face authentica‑
tion on the work profile. Default isOff. For Android 9.0 and later.

– Disable iris authentication: If Off, iris authentication is available on secure keyguard
screens when a challenge is set on the work profile. Set to On to disable iris authentica‑
tion on the work profile. Default isOff. For Android 9.0 and later.

– Disable unredacted notifications: IfOff, both redacted and unredacted notifications ap‑
pear on secure keyguard screens. Set to On to disable unredacted notifications and only
show redacted notifications. Default isOff.

• Fully managed device keyguard features: Controls whether the following features are avail‑
able before a user unlocks the device keyguard (lock screen). These features apply to fullyman‑
aged or dedicated devices.

– Disable all keyguard features: If Off, all current and future keyguard customizations are
availableon thesecurekeyguardscreens. Set toOn todisableall keyguardcustomizations.
Default isOff.

– Disable trust agents: If Off, trust agents can operate on secure keyguard screens. Set to
On to disable trust agents. Default isOff.
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– Disable biometric authentication: IfOff, biometric authentication is available on secure
keyguard screens when a challenge is set on the device. Set toOn to disable biometric au‑
thentication on the device. The biometric authentication features disabled are fingerprint
unlock, face authentication, and iris authentication. Default is Off. For Android 9.0 and
later.

– Disable fingerprint unlock: If Off, fingerprint unlock is available on secure keyguard
screens when a challenge is set on the device. Set to On to disable fingerprint unlock on
the device. Default isOff.

– Disable face authentication: If Off, face authentication is available on secure keyguard
screens when a challenge is set on the device. Set toOn to disable face authentication on
the device. Default isOff. For Android 9.0 and later.

– Disable iris authentication: If Off, iris authentication is available on secure keyguard
screens when a challenge is set on the device. Set to On to disable iris authentication on
the device. Default isOff. For Android 9.0 and later.

– Disable all notifications: If Off, all notifications appear on secure keyguard screens. Set
toOn to show all notifications. Default isOff.

– Disable unredacted notifications: IfOff, both redacted and unredacted notifications ap‑
pear on secure keyguard screens. Set to On to disable unredacted notifications and only
show redacted notifications. Default isOff.

– Disable secure camera: IfOff, secure camera is availableon secure keyguard screens. Set
toOn to disable the secure camera. Default isOff.

Kiosk device policy

March 7, 2024

The Kiosk policy lets you restrict devices to Kiosk mode by limiting the apps that can run. Citrix End‑
pointManagementdoesnot controlwhichpartof thedevice locks inKioskmode. Thedevicemanages
the kiosk mode settings after you deploy the policy.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

To set up iPads to run in Kioskmode, use the App lock device policy. For information about setting up
iPads as kiosks, see Configure an iPad as a kiosk. You can also configure an iPad to open only a single
website. For information, see the Webclip policy.
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Windows Desktop and Tablet settings

For Windows Desktop and Tablet devices, the Kiosk policy applies only to local users and users en‑
rolled in Azure AD.

A single app or multiple apps can run in Kiosk mode on Windows Desktop and Tablet devices.

Note:

The Kiosk device policy applies only to Windows 10 devices.
To deploy a single‑app kiosk on Windows 11 devices, you can use the Custom XML device policy
to deploy the XML script we provide to the devices. For more information, see Deploy a single‑
app kiosk on Windows 11 devices.

• UWP app AUMID: Click Add, select Universal Windows Platform (UWP) app, and enter the ap‑
plication user model ID (AUMID) for each UWP app. For example, enter the following AUMID:

– Microsoft.WindowsCalculator_8wekyb3d8bbwe!App

• Win32 app path andWin32 app AUMID: Click Add, select the Windows desktop (Win32) app,
and enter the path and the AUMID for each Win32 app. For example, enter the following path
and AUMID:

– %windir%\system32\mspaint.exe or C:\Windows\System32\mspaint.
exe

– { 1AC14E77-02E7-4E5D-B744-2EB1AE5198B7 } \mspaint.exe

• Start layout: Only the default start screen for apps is available.
• Default XML: Only the default XML script is available.
• Select user type: Specify the user type to receive the Kiosk policy. Your options:
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– Local: Citrix EndpointManagement creates a user for the target device or adds an existing
user.

– Azure AD: Citrix Endpoint Management adds users enrolled in Azure AD.

• User name: Enter the user name to receive the Kiosk policy.

– To create a local user name on the target device, enter the name. Make sure that your
local user name doesn’t have the domain. If you enter an existing name, Citrix Endpoint
Management doesn’t create a user or change the current password.

– To add an Azure AD user, enter the name in the format azuread\user. The user por‑
tion can be either the Name entered when creating a user in Azure AD, or the User name
entered when creating a user in Azure AD. The assigned user can’t be an Azure AD admin‑
istrator.

• Password: There is no password configuration for the Azure AD users. Type the password only
for the local user name.

• Show task bar: Enable the taskbar to provide users with an easy way to view and manage ap‑
plications. The default isOff.

• ClickNext and save the changes.

For aUWPapp that youwant to allow inKioskmode, youneed toprovide theAUMID. Toget a list of the
AUMIDs for all Microsoft Store apps installed for the current device user, run the following PowerShell
command:

1 $installedapps = get-AppxPackage
2
3 $aumidList = @()
4 foreach ($app in $installedapps)
5 {
6
7 foreach ($id in (Get-AppxPackageManifest $app).package.applications

.application.id)
8 {
9

10 $aumidList += $app.packagefamilyname + "!"+ $id
11 }
12
13 }
14
15
16 $aumidList
17 <!--NeedCopy-->

Android Enterprise settings

You can allow apps and set lock task mode for dedicated Android Enterprise devices, which are also
known as corporate owned single use (COSU) devices.
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To allow an app, click Add. You can add multiple apps to the allow list. For more information, see
Android Enterprise.

• Apps to allow: Enter the package nameof the app that youwant to allowor select the app from
the list.

– Click Add new to enter the package name of the allowed app in the list.
– Select the existing app from the list. The list shows apps that are uploaded in Citrix End‑
pointManagement. Bydefault, Citrix SecureHubandGooglePlay servicesareon theallow
list.

• Lock taskmode: Choose Allow to set the app to be pinned to the device screen when the user
starts the app. Choose Block to set the app not to be pinned. Default is Allow.

When an app is in lock task mode, the app is pinned to the device screen when the user opens it.
No Home button appears and the Back button is disabled. The user exits the app using an action
programmed into the app, such as signing out.

Knox Platform for Enterprise Key device policy

April 16, 2024

This policy allows you to provide the required Samsung Knox Platform for Enterprise (KPE) license
information.

To add or configure this policy, navigate to Configure > Device Policies. For more information, see
Device policies.

Android Enterprise settings

This policy provides the required Samsung Knox Platform for Enterprise (KPE) license information.
For Android 12 or earlier, youmust request a KPE premium license to use Knox premium features. For
Android 13 or later, KPE premium license is provided by default.
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Knox Platform for Enterprise Key: Enter the Samsung Knox Platform for Enterprise (KPE) key that
you want to push to the Android Enterprise device. Apply for a KPE license key at Samsung Knox
Platform for Enterprise (KPE) key.

Launcher configuration device policy

November 6, 2023

Citrix Launcher lets you customize the user experience for Android Enterprise devices and legacy An‑
droid devices deployed by Citrix Endpoint Management.

Use a Launcher configuration policy to control these Citrix Launcher features:

• Manage Android Enterprise devices and legacy Android devices so that users can access only
the apps that you specify.

• Optionally specify a custom logo image for the Citrix Launcher icon and a custom background
image for Citrix Launcher.

• Specify a password that users must type to exit the launcher.

Citrix Launcher isn’t intended to be an extra layer of security over what the device platform already
provides.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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Android Enterprise and Android settings

• Define a logo image: Select whether to use a custom logo image for the Citrix Launcher icon.
The default isOff.

• Logo image: When you enable Define a logo image, select the image file by clicking Browse
and navigating to the file’s location. Supported file types are PNG, JPG, JPEG, and GIF.

• Define a background image: Select whether to use a custom image for the Citrix Launcher
background. The default isOff.

• Background image: When you enable Define a background image, select the image file by
clicking Browse and navigating to the file’s location. Supported file types are PNG, JPG, JPEG,
and GIF.

• Allowed apps: For each app that you want to allow in Citrix Launcher, click Add and then do
the following:

– Newapptoadd: Enter the full nameof theapp toadd. Forexample, com.android.calendar
for the Android calendar app.

– Click Save to add the app or click Cancel to cancel adding the app.

• Password: The password a user must enter to exit Citrix Launcher.

LDAP device policy

March 7, 2024

YoucreateanLDAPpolicy for iOSdevices inCitrix EndpointManagement toprovide informationabout
an LDAP server to use, including any necessary account information. The policy also provides a set of
LDAP search policies to use when querying the LDAP server.

You need the LDAP host name before configuring this policy.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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iOS settings

• Account description: Enter an optional account description.
• Account user name: Enter an optional user name.
• Account password: Enter an optional password. Use this field only with encrypted profiles.
• LDAP host name: Enter the LDAP server host name. This field is required.
• Use SSL: Select whether to use a Secure Socket Layer connection to the LDAP server. The de‑
fault isOn.

• Search Settings: Add search settings to use when querying the LDAP server. You can enter as
many search settings as you want, but you must add at least one search setting to make the
account useful. Click Add and then do the following:

– Description: Enter a description of the search setting. This field is required.
– Scope: Choose Base, One level, or Subtree to define how deeply into the LDAP tree to
search. The default is Base.

* Base searches the node pointed to by Search base.

* One level searches the Base node and one level below it.

* Subtree searches the Base node, plus all its children, regardless of depth.
– Search base: Enter the path to the node at which to start searching. For example,
ou=people or 0=example corp. This field is required.

– Click Save to add the search setting or click Cancel to cancel adding the search setting.
– Repeat these steps for each search setting that you want to add.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

macOS settings

• Account description: Enter an optional account description.
• Account user name: Enter an optional user name.
• Account password: Enter an optional password. Use this field only with encrypted profiles.
• LDAP host name: Enter the LDAP server host name. This field is required.
• Use SSL: Select whether to use a Secure Socket Layer connection to the LDAP server. The de‑
fault isOn.
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• Search Settings: Add search settings to use when querying the LDAP server. You can enter as
many search settings as you want, but you must add at least one search setting to make the
account useful. Click Add and then do the following:

– Description: Enter a description of the search setting. This field is required.
– Scope: Choose Base, One level, or Subtree to define how deeply into the LDAP tree to
search. The default is Base.

* Base searches the node pointed to by the Search base.

* One level searches the Base node and one level below it.

* Subtree searches the Base node, plus all its children, regardless of depth.
– Search base: Enter the path to the node at which to start searching. For example,
ou=people or 0=example corp. This field is required.

– Click Save to add the search setting or click Cancel to cancel adding the search setting.
– Repeat these steps for each search setting that you want to add.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

– Allowuser to remove policy: You can select when users can remove the policy from their
device. Select Always, Passcode required, or Never from the menu. If you select Pass‑
code required, type a passcode in the Removal passcode field.

– Profile scope: Select whether this policy applies to a User or an entire System. The de‑
fault isUser. This option is available only onmacOS 10.7 and later.

Location device policy

March 7, 2024

You create location device policies in Citrix Endpoint Management to enforce geographic boundaries.
When users breach the defined boundary, also called a geofence, Citrix Endpoint Management can
do certain actions. For example, you can configure the policy to issue a warning message to users
when they breach the defined perimeter. You can also configure the policy to wipe users’corporate
datawhen theybreach aperimeter, right awayor after adelay. For information about security actions,
such as enabling tracking and locating a device, see Security actions.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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iOS settings

• Location timeout: Type a numeral and then click Seconds or Minutes to set how often Citrix
Endpoint Management attempts to fix the device’s location. Valid values are 60–900 seconds or
1–15 minutes. The default is 1minute.

• Tracking duration: Type a numeral and then click Hours or Minutes to set how long Citrix
Endpoint Management tracks the device. Valid values are 1–10 hours or 10–600 minutes. The
default is 6 hours.

• Accuracy: Type a numeral and then click Meters, Feet, or Yards to set how close to a device
Citrix Endpoint Management tracks the device. Valid values are 10–5000 yards, 30–15000 feet,
or 10–5000 meters. The default is 328 feet (100meters).

• Report if Location Services are disabled: Select whether the device sends a report to Citrix
Endpoint Management when the user turns off the GPS. The default isOff.

• Geofencing

When you enable Geofencing, configure these settings:

• Radius: Type a numeral and then click the units to be used to measure the radius. The default
is 16400 feet (5000meters). Valid values for radius are:

– 164–16400 feet
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– 50–50000 meters
– 54–54680 yards
– 1–31 miles

• Center point latitude: Type a latitude, such as 37.787454, to define the geofence center point’
s latitude.

• Center point longitude: Type a longitude, such as 122.402952, to define the geofence center
point’s longitude.

• Warn user on perimeter breach: Select whether to issue a warning message when users
breach thedefinedperimeter. Thedefault isOff. No connection toCitrix EndpointManagement
is required to display the warning message.

• Wipe corporate data on perimeter breach: Select whether to wipe users’devices when they
breach the perimeter. The default isOff. When you enable this option, theDelay on local wipe
field appears.

– Typeanumeral and then clickSecondsorMinutes to set the lengthof time todelaybefore
wiping corporate data from user devices. The delay gives users an opportunity to return
to the allowed locationbeforeCitrix EndpointManagement selectivelywipes their devices.
The default is 0 seconds.

Android (legacy DA) settings

Android location tracking requires Android 9 or later.

• Poll interval: Type a numeral and then clickMinutes or Hours, or Days to set how often Citrix
Endpoint Management attempts to fix the device’s location. Valid values are 15–1440 minutes,
1–24 hours, or any number of days. The default is 15minutes.

• Report if Location Services are disabled: Select whether the device sends a report to Citrix
Endpoint Management when the user turns off the GPS. The default isOff.

• Geofencing
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When you enable Geofencing, configure these settings:

• Radius: Type a numeral and then click the units to be used to measure the radius. The default
is 16400 feet (5000meters). Valid values for radius are:

– 164–164000 feet
– 1–50 kilometers
– 50–50000 meters
– 54–54680 yards
– 1–31 miles

• Center point latitude: Type a latitude, such as 37.787454, to define the geofence center point’
s latitude.

• Center point longitude: Type a longitude, such as 122.402952, to define the geofence center
point’s longitude.

• Warn user on perimeter breach: Select whether to issue a warning message when users
breach thedefinedperimeter. Thedefault isOff. No connection toCitrix EndpointManagement
is required to display the warning message.

• Device connects to Citrix EndpointManagement for policy refresh: Select one of the follow‑
ing options for when users breach the perimeter:

– Perform no action on perimeter breach: Do nothing. This is the default.
– Wipe corporate data on perimeter breach: Wipe corporate data after a specified length
of time. When you enable this option, the Delay on local wipe field appears.

* Type a numeral and then click Seconds orMinutes to set the length of time to delay
beforewiping corporate data fromuser devices. The delay gives users an opportunity
to return to theallowed locationbeforeCitrix EndpointManagement selectivelywipes
their devices. The default is 0 seconds.

– Lock device locally: Lock users’devices after a specified length of time. When you enable
this option, the Delay on lock field appears.
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* Type a numeral and then click Seconds orMinutes to set the length of time to delay
before locking user devices. The delay gives users an opportunity to return to the
allowed location before Citrix Endpoint Management locks their devices. The default
is 0 seconds.

• Enable tracking: Select whether the device tracks user location. The default isOff.

Android Enterprise settings

For Android location tracking to work, make sure that the following requirements are met:

• Android 9 or later
• The Allow location sharing setting enabled in the Restrictions device policy for Android Enter‑
prise

• Connection scheduling (Firebase Cloud Messaging recommended)

Apply to fully managed devices with a work profile

For fully managed devices with work profiles (formerly known as COPE devices), only the location
mode setting is available.

• Apply to fully managed devices with a work profile/Work profile on corporate‑owned de‑
vices: Allows you to configure the location mode for fully managed devices with work profiles.
When this setting is on, configure the settings for the work profile:

– Report if Location Services are disabled: Select whether the device sends a report to
Citrix Endpoint Management when the user turns off the GPS. The default isOff.

– Geofencing: See the settings in this article under Managed device.
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When Apply to fully managed devices with a work profile/Work profile on corporate‑owned de‑
vices is off, settings apply to themanaged device andwork profile as shown in the following sections.
Default isOff.

Managed device

• Location Mode: Specify the degree of location detection to enable. You can use the Locate
security action only when the location mode is set to High Accuracy or Battery Saving. The
default isHigh Accuracy.

– High Accuracy: Enables all location detection methods, including GPS, networks, and
other sensors.

– Sensors Only: Enables only GPS and other sensors.
– Battery Saving: Enables only the network location provider.
– Off: Disables location detection.

• Geofencing:

When you enable Geofencing, configure these settings:

• Poll interval: Type a numeral and then clickMinutes or Hours, or Days to set how often Citrix
Endpoint Management attempts to fix the device’s location. Valid values are 1–1440 minutes,
1–24 hours, or any number of days. The default is 10minutes. Setting this value to less than 10
minutes might adversely affect the device’s battery life.

• Radius: Type a numeral and then click the units to be used to measure the radius. The default
is 16400 feet (5000meters). Valid values for radius are:
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– 164–164000 feet
– 1–50 kilometers
– 50–50000 meters
– 54–54680 yards
– 1–31 miles

• Centerpoint latitude: Typea latitude, suchas 37.787454, todefine the geofence center point’s
latitude. To lookup the value, go toManage>Devices, select thedevice, clickSecure, and then
click Locate. After locating the device, Citrix Endpoint Management reports the device location
in the Device Details > General page under Security.

• Center point longitude: Type a longitude, such as 122.402952, to define the geofence center
point’s longitude.

• Warn user on perimeter breach: Select whether to issue a warning message when users
breach thedefinedperimeter. Thedefault isOff. No connection toCitrix EndpointManagement
is required to display the warning message.

• Device connects to Citrix EndpointManagement for policy refresh: Select one of the follow‑
ing options for when users breach the perimeter:

– Perform no action on perimeter breach: Do nothing. This setting is the default.
– Wipe corporate data on perimeter breach: Wipe corporate data after a specified length
of time. When you enable this option, the Delay on local wipe field appears.

* Type a numeral and then click Seconds orMinutes to set the length of time to delay
beforewiping corporate data fromuser devices. The delay gives users an opportunity
to return to theallowed locationbeforeCitrix EndpointManagement selectivelywipes
their devices. The default is 0 seconds.

– Lock device locally: Lock users’devices after a specified length of time. When you enable
this option, the Delay on lock field appears.

* Type a numeral and then click Seconds orMinutes to set the length of time to delay
before locking user devices. The delay gives users an opportunity to return to the
allowed location before Citrix Endpoint Management locks their devices. The default
is 0 seconds.

Work profile

• Report if Location Services are disabled: Select whether the device sends a report to Citrix
Endpoint Management when the user turns off the GPS. The default isOff.

• Geofencing: See the settings in this article under Managed device.
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Lock screenmessage device policy

March 7, 2024

The Lock screenmessage policy lets you set messages to appear on the following iOS devices when
they’re lost:

• The login window of shared iPads
• The lock screen of supervised iOS devices

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Asset tag information for thedevice: The asset tag for thedevice. Apple devices truncate long
strings, so be sure to test a string before deploying the policy to production. The string length
depends on the Apple device model and Apple settings, which can change.

• Login window and lock screen footnote: Information to help in returning the device, such as
an address or other contact information. For example, your message might be in the form “If
Lost, return to”. Apple devices truncate long strings, so be sure to test a string before deploy‑
ing the policy to production. The string length depends on the Apple device model and Apple
settings, which can change.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 and later.

Mail device policy

March 7, 2024

You can add amail device policy in Citrix Endpoint Management to configure an email account on iOS
or macOS devices.
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To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS andmacOS settings

• Account description: Type an account description that appears in the Mail and Settings apps.
This field is required.

• Account type: Choose either IMAP or POP to select the protocol to be used for user accounts.
The default is IMAP. When you select POP, the following Path prefix option disappears.

• Path prefix: Type INBOX or your IMAPmail account path prefix. This field is required.
• User display name: Type the full user name to be used for messages and other purposes. This
field is required.

• Email address: Type the full email address for the account. This field is required.
• Incoming email settings

– Email server host name: Type the incoming mail server host name or IP address. This
field is required.

– Email server port: Type the incoming mail server port number. The default is 143. This
field is required.

– User name: Type the user name for the email account. This name is generally the same
as the email address up to the @ character. This field is required.

– Authentication type: Choose the authentication type to be used. The default is Pass‑
word. When None is selected, the following Password field disappears.

– Password: Type an optional password for the incomingmail server.
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– Use SSL: Select whether the incoming mail server uses Secure Socket Layer authentica‑
tion. The default isOff.

• Outgoing email settings

– Email server host name: Type the outgoing mail server host name or IP address. This
field is required.

– Email server port: Type the outgoing mail server port number. If no port, you do not
enter a port number, the default port for the given protocol is used.

– User name: Type the user name for the email account. This name is generally the same
as the email address up to the @ character. This field is required.

– Authentication type: Choose the authentication type to use. The default is Password.
– Password: Type an optional password for the outgoing mail server.
– Outgoing password same as incoming: Select whether the incoming and outgoing pass‑
words are the same. The default isOff, which means the passwords are different.

– UseSSL:Selectwhether theoutgoingmail serverusesSecureSocketLayerauthentication.
The default isOff.

• Policy

– Authorize email move between accounts: Select whether to allow users to:

* move email out of this account into another account

* forward email from a different account

* reply from a different account.

The default isOff.

– Sending email only frommail app: Select whether to restrict users to the iOS mail app
for sending email.

– Disable mail recents syncing: Select whether to prevent users from syncing recent ad‑
dresses. The default isOff. This option applies only to iOS 6.0 and later.

– Allow Mail Drop: Select whether to allow use of Apple Mail Drop for devices running iOS
9.2 and later. The default isOff.

– Enable S/MIME Signing: Select whether this account supports S/MIME signing. The de‑
fault isOn. When set toOn, the following fields appear.

* Signing identity credential: Choose the signing credential to use.

* S/MIMESigningUserOverridable: If set toOn, users can turnS/MIME signingonand
off in the settings of their devices. The default is Off. This option applies to iOS 12.0
and later.

* S/MIME Signing Certificate UUID User Overridable: If set to On, users can select,
in the settings of their devices, the signing credential to use. The default is Off. This
option applies to iOS 12.0 and later.
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– Enable S/MIME Encryption: Select whether this account supports S/MIME encryption.
The default isOff. When set toOn, the following fields appear.

* Encryption identity credential: Choose the encryption credential to use.

* Enable per message S/MIME switch: When set to On, shows users an option to
switch S/MIME encryption on or off for each message they compose. The default is
Off.

* S/MIME Encrypt By Default User Overridable: If set toOn, users can, in the settings
of their devices, selectwhether S/MIME is onbydefault. Thedefault isOff. This option
applies to iOS 12.0 and later.

* S/MIME Encryption Certificate UUID User Overridable: If set to On, users can turn
S/MIME encryption identity and encryption on and off in the settings of their devices.
The default isOff. This option applies to iOS 12.0 and later.

• Policy Settings

– Remove policy: To remove the policy later, configure this setting to remove the policy on
a Select date or for a Duration until removal (in hours).

– Allow user to remove policy: Allow users to remove the mail policy Always, only with a
Passcode required, or Never. Only available for macOS.

– Profile scope: For macOS only, choose whether the policy applies on a per User level or
across the whole System.

Managed configurations policy

May 3, 2024

TheManaged configurations device policy controls various app configuration options and app restric‑
tions. You create this policy for each Android Enterprise app that you want to control.

The app developer defines the options and tooltips available for an app. If a tooltip mentions using
a “templated value,”use the corresponding Citrix Endpoint Management macro instead. For more
information, see Remote configuration overview (on the Android developer site) and Macros.

The app configuration settings can include items such as:

• Email app settings
• Allow or block URLs for a web browser
• Option to control app content sync through a cellular connection or only by a Wi‑Fi connection

For information about the settings that appear for your apps, contact the app developer.
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Note:

Citrix SSO for Android is now called Citrix Secure Access. We are updating our documentation to
reflect this name change.

Prerequisites

• Complete Android Enterprise setup tasks on Google and connect Android Enterprise to man‑
aged Google Play. For more information, see Android Enterprise.

• AddAndroid Enterprise apps toCitrix EndpointManagement. Formore information, see Adding
Apps to Citrix Endpoint Management.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Requirements for per‑app VPNs

To create a per‑app VPN for AE, you need to do extra steps in addition to configuring the Managed
configurations device policy. Also, youmust verify that the following prerequisites are met:

• On‑premises NetScaler Gateway
• The following applications are installed on the device:

– Citrix SSO
– Citrix Secure Hub

A general workflow to configure a per‑app VPN for AE devices is as follows:

1. Configure a VPN profile as described in this article.

2. Configure Citrix ADC to accept traffic from the per‑app VPN. For details, see Full VPN setup on
NetScaler Gateway.

Limitations

The following are the limitations for per‑app VPN in the Android Enterprise environment on Android
11+ devices because of package visibility restrictions introduced in Android 11:

• If an app that is part of the allowed/denied list is deployed to a device after the VPN session has
started, the endusermust restart the VPN session for the app to route its traffic through the VPN
session.
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• If a per‑app VPN is used via an Always On VPN session, then after installing a new app on the
device, the end usermust restart the work profile or reboot the device for the app’s traffic to be
routed via the VPN session.

Note:

These limitations aren’t applicable if you’re using Citrix SSO for Android 23.8.1 or later versions.
For more information, see Automatic restart of Always On VPN.

Android Enterprise settings

After you choose to add a Managed configurations device policy, a prompt to select an app appears.
If there are no Android Enterprise apps added to Citrix Endpoint Management, you can’t continue.

After you select an app, then configure the policy settings. The settings are specific to each app.

Configure VPN profiles for Android Enterprise

Make VPN profiles available to Android Enterprise devices using the Citrix SSO app with the Managed
configurations device policy.

Start by adding Citrix SSO to the Citrix Endpoint Management console as a Google Play store app. See
Add a public app store app.
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Watch this video to learn more:

Create an Android Enterprise managed configuration for Citrix SSO

Configure theManaged configurations device policy for Citrix SSO to create VPNprofiles. Devices that
have the Citrix SSO app installed and the policy deployed can access the VPN profiles you create.

Citrix Endpoint Management uses the user certificate in the device keystore if:

• NetScaler Gateway is configured for certificate‑based authentication.
• Deliveruser certificate forauthentication is enabled in theCitrix EndpointManagementpage
Settings > NetScaler Gateway.

You need your NetScaler Gateway FQDN and port.

1. In the Citrix Endpoint Management console, click Configure > Device Policies. Click Add.
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2. Select Android Enterprise. ClickManaged configurations.

3. When the Select Application IDwindow appears, choose Citrix SSO from the list and clickOK.

4. Type a name and description for your Citrix SSO VPN configuration. Click Next.
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5. Configure VPN profile parameters.

• VPNProfile Name: Type a name for the VPNprofile. If you’re creatingmore than one VPN
profile, use a unique name for each. If you don’t provide a name, the address you put in
the Server Address field is used as the VPN profile name.

• Server Address(*): Type your NetScaler Gateway FQDN. If your NetScaler Gateway port
isn’t 443, also type your port. Use URL format. For example,https://gateway.
mycompany.com:8443.

• Username (optional): Provide the user name that end users use to authenticate to the
NetScaler Gateway. You can use the Citrix Endpoint Management macro {user.username}
for this field. (See Macros.) If you don’t provide a user name, users are prompted to pro‑
vide a user name when the connect to NetScaler Gateway.

• Password (optional): Provide the password that end users use to authenticate to the
NetScalerGateway. If youdon’t provide apassword, users are prompted toprovide apass‑
word when the connect to NetScaler Gateway.

• Certificate Alias (optional): Type a certificate alias. The certificate alias makes it easier
for the app to access the certificate. When the same certificate alias is used with the Cre‑
dentials device policy, the app retrieves the certificate and authenticates the VPNwithout
any action by users.

• Gateway Certificate Pins (optional): JSON object describing certificate pins
used for NetScaler Gateway. Example value: { "hash-alg": "sha256", "
pinset": ["AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA=",
"BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB="] }. For more

information, see NetScaler Gateway certificate pinning with Android Citrix SSO.

• Per‑AppVPNType (optional): If you’reusingaper‑appVPNto restrictwhichappsuse this
VPN, you can configure this setting. If you selectAllow, network traffic for the apppackage
names listed in thePerAppVPNapp list are routed through the VPN. The network traffic of
all other apps is routed outside the VPN. If you selectDisallow, network traffic for the app
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package names listed in thePerAppVPNapp list are routed outside the VPN. The network
traffic of all other apps is routed through the VPN. Default is Allow.

• PerAppVPNapp list: A list of appswhose traffic is allowedor blocked on the VPN, depend‑
ing on the value of Per‑App VPN Type. List the app package names separated by commas
or semicolons. App package names are case sensitive andmust appear on this list exactly
as they appear in the Google Play store. This list is optional. Keep this list empty for provi‑
sioning device‑wide VPN.

• Default VPN profile: Type the name of the VPN profile to use when users tap the connect
switch in the Citrix SSO app instead of a specific profile. If this field is left empty, themain
profile is used for the connection. If only one profile is configured, it is marked as the de‑
fault profile. For always‑on VPN, this fieldmust be set to the name of the VPN profile to be
used for establishing an always‑on VPN.

• Always On VPN (optional): This attribute indicates whether the VPN profile is configured
as an Always On VPN profile. When set to true, it signifies that the VPN profile is an Al‑
ways On VPN profile. The default value is false. This property can only be assigned to the
main VPN profile. Enabling this property is essential for ensuring the reliable functioning
of Always On VPN.

• Disable User Profiles: If this setting is On, users can’t create their own VPNs on their de‑
vices. If this setting is Off, users can create their own VPNs on their devices. Default is Off.

• Block Untrusted Servers: This setting is Off during either of the following scenarios:

– When you use a self‑signed certificate for NetScaler Gateway
– When the root certificate for the CA issuing the NetScaler Gateway certificate isn’t in
the system CA list.

If this setting is On, the Android operating system validates the NetScaler Gateway certifi‑
cate. If the validation fails, the connection isn’t allowed. The default value is On.

6. Optionally, create custom parameters. The custom parameters XenMobileDeviceId and User‑
Agent are supported. Select the current VPN configuration and click Add.
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Parameter name Description Value

XenMobileDeviceId This field is the device ID to use
for Network Access Check
based on device enrollment in
Citrix Endpoint Management. If
Citrix Endpoint Management
enrolls andmanages the
device, the VPN connection is
allowed. Otherwise,
authentication is denied at the
time of VPN establishment.

For Citrix Endpoint
Management to determine the
enrollment andmanagement
state of the devices, the value
of XenMobileDeviceID set to
DeviceID_${ device.id
}.

UserAgent This text appended to the
User‑Agent HTTP header for
doing an extra check on
NetScaler Gateway. The value
of this text is appended to the
User‑Agent HTTP header by the
Citrix SSO app while
communicating with the
NetScaler Gateway.

Type the text that you want to
append to the User‑Agent HTTP
header. This text must conform
to the HTTP User‑Agent
specifications.

EnableDebugLogging Enable debug logging on the
Citrix SSO app to help
troubleshoot VPN connectivity
issues in case of Always On VPN.
You can enable it in any one of
the managed VPN
configurations. The debug
logging takes effect when the
managed configurations are
processed.

True: Enables debug logging.
Default value: False
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To create another custom parameter, click Add again.

7. Optionally, create more VPN profile configurations. Click Add under the list of configurations.
A new configuration appears in the list. Select the new configuration and repeat step 5 and,
optionally, step 6.

8. When you’ve created all the VPN profiles you want, click Next.

9. Configure deployment rules for this managed configuration for Citrix SSO.

10. Click Save.

This managed configuration for Citrix SSO now appears in your list of configured device policies.

To enable always‑on for the VPN profiles you configured, set the Citrix Endpoint Management options
device policy.

Note:

Citrix Secure Hub 19.5.5 or higher is required for always‑on VPN for Android Enterprise.

Accessing VPN profiles from the device

To access the VPN profiles you created, Android Enterprise users install Citrix SSO from the managed
Google Play store.
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The VPNprofile or profiles you configured appear in theManagedConnections area of the app. Users
tap the VPN profile to connect using that VPN profile.

After users have authenticated and connected, a checkmark appears next to the VPN profile. The key
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icon indicates that the VPN is connected.

Manage Zebra Android devices using Zebra OEMConfig

Manage Zebra Android devices using the Zebra Technologies OEMConfig administrative tool. For in‑
formation about the Zebra OEMConfig app, see the Zebra Technologies website.

Citrix Endpoint Management supports Zebra OEMConfig version 9.2 and higher. For information
about system requirements for installing Zebra OEMConfig on devices, see OEMConfig Setup on the
Zebra Technologies website.

We currently support the following Zebra devices:

• EC50, EC55, ET56

• TC52x, TC52x‑HC

• TC52ax, TC52ax‑HC

• TC57x

To start: In the Citrix Endpoint Management console, add the Zebra OEMConfig app as a Google Play
store app. See Add a public app store app.

Create an Android Enterprise managed configuration for the Zebra OEMConfig app

Configure the Managed configurations device policy for the Zebra OEMConfig app. The policy applies
to Zebra devices that have the Zebra OEMConfig app installed and the policy deployed.

1. In the Citrix Endpoint Management console, click Configure > Device Policies. Click Add.

2. Select Android Enterprise. ClickManaged configurations.
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3. When the Select Application ID window appears, choose ZebraOEMConfig powered by MX
from the list and clickOK.

4. Type a name and description for your Zebra OEMConfig configuration. Click Next.

5. Type a name for the Zebra OEMConfig configuration.

6. Configure the available parameters. For example:

• To disable the camera on the front of the device, select Camera Configuration and set
Use of Front Camera toOff.

• To change the devices time format, select Clock Configuration and set Time Format to
12 (12‑hour) or 24 (24‑hour).

For a list and descriptions of all available configurations, see Zebra Managed Configurations on the
Zebra Technologies website.

1. Optionally, create more Zebra OEMConfig configurations. Click Add under the list of configura‑
tions. A new configuration appears in the list. Select the new configuration and configure the
parameters.

2. When you’ve created all the Zebra OEMConfig configurations you want, clickNext.

3. Configure deployment rules for this managed configuration for Zebra OEMConfig.

4. Click Save.

Managed domains device policy

March 7, 2024

You can define managed domains that apply to email and the Safari browser. Managed domains
help you protect corporate data by controlling which apps can open documents downloaded from
domains using Safari.

For iOS supervised devices, you specify:

• URLs or subdomains to control how users can open documents, attachments, and downloads
from the browser.

• URLs fromwhich users can save passwords in Safari.

For the steps on setting an iOS device to supervisedmode, see Deploy devices using Apple Configura‑
tor 2.
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When a user sends an email to a recipient whose domain isn’t on the managed email domains list,
themessage is flagged on the user’s device towarn them that they’re sending amessage to someone
outside your corporate domain.

For items such as documents, attachments, or downloads: When a user opens an itemby using Safari
from a web domain that is on the managed web domains list, the appropriate corporate app opens
the item. If the item isn’t from a web domain on the managed web domains list, the user can’t open
the itemwith a corporate app. They must use a personal, unmanaged app.

For supervised devices, even if you don’t specify Safari password autofill domains: If the device is
configured as an ephemeral multi‑user, users can’t save passwords. However, if the device isn’t con‑
figured as an ephemeral multi‑user, users can save all passwords.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

To specify domains:

Format Description

example.com Treat any path under example.com as
managed, but not site.example.com/.

foo.example.com Treat any path under foo.example.com as
managed, but not example.com/ or
bar.example.com/.

\*.example.com Treat any path under foo.example.com or
bar.example.com as managed, but not
example.com/.

example.com/sub Treat example.com/sub and any path under
it as managed, but not example.com/.

foo.example.com/sub Treat any path under foo.example.com/sub
as managed, but not example.com,
example.com/sub, foo.example.com/,
or bar.example.com/sub.

\*.example.com/sub Treat any path under foo.example.com/sub
or bar.example.com/sub as managed, but
not example.com or foo.example.com/.

Rules:
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• Leading “www.”and trailing slashes in URLs are ignored when domains are compared.
• If an entry has a port number, only addresses that specify that port number are consid‑
ered managed. Otherwise, only the standard ports are considered managed (port 80 for
http and port 443 for https). For example, the pattern *.example.com:8080 matches
https://site.example.com:8080/page.html, but not https://site.example
.com/page.html, but the pattern *.example.commatches https://site.example
.com/page.html and https://site.example.com/page.html, but not https:
//site.example.com:8080/page.html.

• Managed Safari web domain definitions are cumulative. Patterns defined by allmanaged Safari
web domain payloads are used to match a URL request.

Settings:

• Managed Domains

– Unmarked Email Domains: For each email domain you want to include in the list, click
Add and then do the following:

* Managed Email Domain: Type the email domain.

* Click Save to save the email domain or click Cancel to not save the email domain.

– Managed SafariWebDomains: For eachweb domain youwant to include in the list, click
Add and then do the following:

* ManagedWeb Domain: Type the web domain.

* Click Save to save the web domain or click Cancel to not save the web domain.

– Safari Password AutoFill Domains: For each autofill domain you want to include in the
list, click Add and then do the following:

* Safari Password AutoFill Domain: Type the autofill domain.

* Click Save to save the autofill domain or click Cancel to not save the autofill domain.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 and later.

Maximum resident users device policy

March 7, 2024
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The Maximum resident users device policy is for shared devices running iOS (iPadOS). For more infor‑
mation about Shared iPads, see Integrate with Apple Education features.

This policymust deploywhen the iPad is in the “awaiting configuration”phase during the Setup Assis‑
tant. Apple doesn’t allow this policy to deploy after Shared iPads enroll.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Maximum Resident Users: The maximum number of users for a Shared iPad. If the number
of users specified in this policy is greater than themaximum number of users supported by the
device: Citrix Endpoint Management uses the device maximum instead. Default is 5 users.

Apple recommends that you keep the Maximum resident users value as low as possible. A low
valuemaximizes the amount of iPad storage for each user. Also, a low valueminimizes commu‑
nicationwith iCloud and provides a faster sign‑in experience. For information about how Apple
handles shared storage on an iPad, see https://developer.apple.com/education/shared‑ipad/.

MDM options device policy

March 7, 2024

The MDM options device policy manages Find My Phone/iPad Activation Lock on supervised iOS de‑
vices. For the steps on setting an iOS device to supervised mode, see Deploy devices using Apple
Configurator 2.

Activation Lock is a feature of Find My iPhone/iPad that prevents reactivation of a lost or stolen su‑
pervised device. Activation Lock requires the user Apple ID and password before anyone can turn off
FindMy iPhone/iPad, erase the device, or reactivate the device. For the devices that your organization
owns, bypassing an Activation Lock is necessary to, for example, reset or reallocate devices.
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To enable Activation Lock, you configure and deploy the Citrix Endpoint Management MDM Options
device policy. You can then manage a device from the Citrix Endpoint Management console without
the Apple credentials of the user. To bypass the Apple credential requirement of an Activation Lock,
issue the Activation Lock Bypass security action from the Citrix Endpoint Management console.

For example, if the user returns a lost phone or to set up the device before or after a Full Wipe: When
the phone prompts for the Apple App Store account credential, you can bypass that step by issuing
the Activation Lock Bypass security action from the Citrix Endpoint Management console.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Enable Activation Lock: Select whether to enable Activation Lock on the devices to which you
deploy this policy. The default isOff.

After you enable Activation Lock by deploying the MDM options device policy: The Security action
Activation Lock Bypass appears when you select those devices on theManage > Devices page and
click Security. An Activation Lock Bypass allows you to remove the Activation Lock from supervised
devices before device activation without knowing the Apple ID and password of the device users. You
can send an Activation Lock Bypass to a device before or after a Full Wipe. For more information, see
Bypass an iOS activation lock.

Network device policy

March 7, 2024

Thenetworkdevicepolicy lets youmanagehowusers connect their devices toWi‑Fi networksbydefin‑
ing the following items:
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• Network names and types
• Authentication and security policies
• Proxy server use
• Other Wi‑Fi related details

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Prerequisites

Before you create a policy, complete the following:

• Create any delivery groups that you plan to use.
• Know the network name and type.
• Know any authentication or security types that you plan to use.
• Know any proxy server information that youmight need.
• Install any necessary CA certificates.
• Have any necessary shared keys.
• Create the PKI entity for certificate‑based authentication.
• Configure credential providers.

For more information, see Authentication and its subarticles.
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iOS settings

• Network type: In the list, chooseStandard, LegacyHotspot, orHotspot2.0 to set thenetwork
type you plan to use.

• Network name: Type the SSID that is seen in the list of available networks for the device. Does
not apply toHotspot 2.0.

• Hide network: Choose whether the network is hidden.

• Automatically join this wireless network: Choose whether a device joins the network auto‑
matically. If a device is connected to another network, it doesn’t join this network. The user
must disconnect from the previous network before the device automatically connects. The de‑
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fault isOn.

• Disable captive network detection: The captive network assistant helps users access sub‑
scription or Wi‑Fi Hotspot networks. You typically find these networks in coffee shops, hotels,
and other public locations. If On, devices can still connect to captive networks, but the user
must open a browser and log in manually. The default isOff.

• Use static MAC address: MAC addresses are unique identifiers that a device transmits within
a network. To increase privacy, iOS and iPadOS devices can use a different MAC address each
time they connect to a network. If On, the device always uses the same MAC address when
connecting to thisnetwork. IfOff, thedeviceusesadifferentMACaddress every time it connects
to this network. The default isOff.

• Security type: In the list, choose the security type you plan to use. Does not apply to Hotspot
2.0.

– None ‑ Requires no further configuration.
– WEP
– WPA/WPA2/WPA3 Personal
– Any (Personal)
– WEP Enterprise
– WPA/WPA2/WPA3 Enterprise: For the latest release of Windows 10, configure the Simple
Certificate Enrollment Protocol (SCEP) to use WPA‑2 Enterprise. Citrix Endpoint Manage‑
ment can then send the certificate to the devices to authenticate to the Wi‑Fi server. To
configure SCEP, go to the Distribution page of Settings > Credential Providers. For more
information, see Credential providers.

– Any (Enterprise)

The following sections list the options that you configure for each of the preceding connection
types.

• Proxy server settings

– Proxy configuration: In the list, chooseNone,Manual, or Automatic to set how the VPN
connection routes through a proxy server and then configure any additional options. The
default isNone, which requires no further configuration.

– If you chooseManual, configure these settings:

* Host name or IP address: Type the host name or IP address of the proxy server.

* Port: Type the proxy server port number.

* User name: Type an optional user name to authenticate to the proxy server.

* Password: Type an optional password to authenticate to the proxy server.

– If you choose Automatic, configure these settings:

* Server URL: Type the URL of the PAC file that defines the proxy configuration.
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* Allow direct connection if PAC is unreachable: Choose whether to allow users to
connect directly to the destination if the PAC file is unreachable. The default isOn.

• Fast Lane QoS marking: If you don’t restrict QoS marking for a Wi‑Fi network that supports
Cisco Fast Lane QoS, all apps are allowed to use L2 and L3marking. If you restrict QoSmarking,
specify the apps that can use L2 and L3marking.

– EnableQoSmarking: If you restrict QoSmarking, use this setting to disable it completely
or only mark certain apps. If Off, you disable QoS marking entirely. If On, configure a list
of apps that can use QoSmarking. The default isOn.

– Allow Apple audio/video calling: Choose whether audio and video calling apps can use
QoSmarking. If Off, the quality of video and audio calls can suffer.

– Allow specific apps: Add an app package ID to this list to allow the app to use QoSmark‑
ing.

• Hotspot 2.0 settings

– Displayedoperator name: The friendly namebroadcast by theHotspot device. Users see
this name in their list of available Wi‑Fi networks.

– Domain name: The domain name used for Hotspot 2.0 negotiation.
– Allow connecting to roaming partner networks: If On, devices roaming off their home
network can connect to partner networks.

– RoamingConsortiumOrganization Identifiers (OI): Add a list of organization identifiers
that the device can access. A Roaming Consortium OI belongs to an organization with
shared authentication methods. If the Hotspot you configure isn’t available, the device
connects to a Roaming Consortium OI listed here.

– Network Access Identifier (NAI) realm names: Configure a list of realm names used to
identify users to a roaming network. A NAI transmits in the form user@realm.

– Mobile Country Codes (MCCs) and Mobile Network Configurations (MNCs): A Mobile
Country Code consists of three digits that identify the country of a network. The Mobile
NetworkCode consists of 2 or 3 uniquedigits. Whenused together, theMCC/MNCuniquely
identifies a mobile network operator or carrier.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

– Allowuser to remove policy: You can select when users can remove the policy from their
device. Select Always, Passcode required, or Never from the menu. If you select Pass‑
code required, type a passcode in the Removal passcode field. Not available for iOS.
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WPA, WPA Personal, Any (Personal) settings for iOS

Password: Type anoptional password. If you leave this field blank, usersmight be prompted for their
passwords when they log on.

WEP Enterprise, WPA Enterprise, WPA2 Enterprise, WPA3 Enterprise, Any (Enterprise) settings
for iOS

When you choose any of these security types, EAP settings appear afterQoS settings.

Important:

If you select theWPA2 Enterprise security type, youmust allow at least one EAP protocol.

• Allowed EAP protocols: Enable the EAP types that youwant to support and then configure the
associated settings. The default isOff for each of the available EAP types.

• Inner authentication (TTLS): Required only when you enable TTLS. In the list, choose the inner
authentication method to use. Options are: PAP, CHAP,MSCHAP, orMSCHAPv2. The default
isMSCHAPv2.

• EAP‑FASTwith PAC: Choose whether to use protected access credentials (PACs).

– If you chooseUse PAC, choose whether to use a provisioning PAC.

* If you choose Provisioning PAC, choose whether to allow an anonymous TLS hand‑
shake between the end‑user client and Citrix Endpoint Management.
· Provisioning PAC anonymously

• Authentication:

– User name: Type a user name.
– Per‑connection password: Choose whether to require a password each time that users
log on.

– Password: Type an optional password. If you leave this field blank, users might be
prompted for their passwords when they log on.

– Identity credential (keystore or PKI credential): In the list, choose the type of identity
credential. The default is None.

– Outer identity: Required only when you enable PEAP, TTLS, or EAP‑FAST. Type the exter‑
nally visible user name. You can increase security by typing a generic term such as “anony‑
mous”so that the user name isn’t visible.

– Require a TLS certificate: Choose whether to require a TLS certificate.

• Trust

– Trusted certificates: To add a trusted certificate, click Add and, for each certificate you
want to add, do the following:
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* Application: In the list, choose the application you want to add.

* Click Save to save the certificate or click Cancel.
– Trusted server certificate names: To add trusted server certificate commonnames, click
Add and, for each name you want to add, do the following:

* Certificate: Type the name of the server certificate. You can use wildcards to specify
the name, such as wpa.*.example.com.

* Click Save to save the certificate name or click Cancel.

• Allow trust exceptions: Choose whether the certificate trust dialog appears on users devices
when a certificate is untrusted. The default isOn.

macOS settings

• Network: In the list, choose the network option you plan to use. The default isWi‑Fi.

– Wi‑Fi
– Global Ethernet
– First Active Ethernet
– Second Active Ethernet
– Third Active Ethernet
– First Ethernet
– Second Ethernet
– Third Ethernet

• Network type: In the list, chooseStandard, LegacyHotspot, orHotspot2.0 to set thenetwork
type you plan to use.

• Network name: Type the SSID that is seen in the list of available networks for the device. Does
not apply toHotspot 2.0.
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• Hide network: Choose whether the network is hidden.

• Automatically join this wireless network: Choose whether the network is joined automati‑
cally. If a device is already connected to another network, it doesn’t join this network. The user
must disconnect from the previous network before the device automatically connects. The de‑
fault isOn.

• Security type: In the list, choose the security type you plan to use. Does not apply to Hotspot
2.0.

– None ‑ Requires no further configuration.
– WEP
– WPA/WPA2 Personal
– Any (Personal)
– WEP Enterprise
– WPA/WPA2 Enterprise
– Any (Enterprise)

The following sections list the options that you configure for each of the preceding connection
types.

• Priority: Formultiple networks, type anumber todefine thepriority of thenetwork connection.
The device connects to the networkwith the lowest priority number first. Negative numbers are
acceptable. The default is 0.

• Proxy server settings

– Proxy configuration: In the list, chooseNone,Manual, or Automatic to set how the VPN
connection routes through a proxy server and then configure any additional options. The
default isNone, which requires no further configuration.

– If you chooseManual, configure these settings:

* Host name or IP address: Type the host name or IP address of the proxy server.

* Port: Type the proxy server port number.

* User name: Type an optional user name to authenticate to the proxy server.

* Password: Type an optional password to authenticate to the proxy server.

– If you choose Automatic, configure these settings:

* Server URL: Type the URL of the PAC file that defines the proxy configuration.

* Allow direct connection if PAC is unreachable: Choose whether to allow users to
connect directly to the destination if the PAC file is unreachable. The default isOn.

• Hotspot 2.0 settings

– Displayedoperator name: The friendly namebroadcast by theHotspot device. Users see
this name in their list of available Wi‑Fi networks.
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– Domain name: The domain name used for Hotspot 2.0 negotiation.
– Allow connecting to roaming partner networks: If On, devices roaming off their home
network can connect to partner networks.

– RoamingConsortiumOrganization Identifiers (OI): Add a list of organization identifiers
that the device can access. A Roaming Consortium OI belongs to an organization with
shared authentication methods. If the Hotspot you configure isn’t available, the device
connects to a Roaming Consortium OI listed here.

– Network Access Identifier (NAI) realm names: Configure a list of realm names used to
identify users to a roaming network. A NAI transmits in the form user@realm.

– Mobile Country Codes (MCCs) and Mobile Network Configurations (MNCs): A Mobile
Country Code consists of three digits that identify the country of a network. The Mobile
NetworkCode consists of 2 or 3 uniquedigits. Whenused together, theMCC/MNCuniquely
identifies a mobile network operator or carrier.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

– Allowuser to remove policy: You can select when users can remove the policy from their
device. Select Always, Passcode required, or Never from the menu. If you select Pass‑
code required, type a passcode in the Removal passcode field.

– Profile scope: Select whether this policy applies to a User or an entire System. The de‑
fault isUser. This option is available only onmacOS 10.7 and later.

WPA, WPA Personal, WPA 2 Personal, Any (Personal) settings for macOS

• Password: Type an optional password. If you leave this field blank, users might be prompted
for their passwords when they log on.

WEP Enterprise, WPA Enterprise, WPA2 Enterprise, Any (Enterprise) settings for macOS

• Connectionmode: If On, choose the connectionmode to use when the user joins the network.
The default isOff.

– System: If marked, the device uses the system credentials to authenticate the user. The
default is cleared.

– Login window: If marked, the device uses the same credentials entered at the login win‑
dow to authenticate the user. The default is cleared.
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When you choose any of these security types, EAP settings appear afterQoS settings.

Important:

If you select theWPA2 Enterprise security type, youmust allow at least one EAP protocol.

• Allowed EAP protocols: Enable the EAP types that youwant to support and then configure the
associated settings. The default isOff for each of the available EAP types.

• Inner authentication (TTLS): Required only when you enable TTLS. In the list, choose the inner
authentication method to use. Options are: PAP, CHAP,MSCHAP, orMSCHAPv2. The default
isMSCHAPv2.

• EAP‑FASTwith PAC: Choose whether to use protected access credentials (PACs).

– If you selectUse PAC, choose whether to use a provisioning PAC.

* If you choose Provisioning PAC, choose whether to allow an anonymous TLS hand‑
shake between the end‑user client and Citrix Endpoint Management.

· Provisioning PAC anonymously

• Authentication:

– UseActiveDirectory authentication: Choosewhether to enable ActiveDirectory authen‑
tication. Available for macOS 10.7 and later. To make this option available, complete the
following:

* Set PEAP as the EAP protocol.

* Set the profile scope to System. You can use this setting option only when you apply
the policy to the entire system.

– User name: Type a user name.
– Per‑connection password: Choose whether to require a password each time users log
on.

– Password: Type an optional password. If you leave this field blank, users might be
prompted for their passwords when they log on.

– Identity credential (keystore or PKI credential): In the list, choose the type of identity
credential. The default is None.

– Outer identity: Required only when you enable PEAP, TTLS, or EAP‑FAST. Type the exter‑
nally visible user name. You can increase security by typing a generic term like “anony‑
mous”so that the user name isn’t visible.

– Require a TLS certificate: Choose whether to require a TLS certificate.

• Trust

– Trusted certificates: To add a trusted certificate, click Add and, for each certificate you
want to add, do the following:

* Application: In the list, choose the application you want to add.
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* Click Save to save the certificate or click Cancel.
– Trusted server certificate names: To add trusted server certificate commonnames, click
Add and, for each name you want to add, do the following:

* Certificate: Type the name of the server certificate that youwant to add. You can use
wildcards to specify the name, such as wpa.*.example.com.

* Click Save to save the certificate name or click Cancel.

• Allow trust exceptions: Choose whether the certificate trust dialog appears on user devices
when a certificate is untrusted. The default isOn.

Android Enterprise settings

• Network name: Type the SSID that is in the list of available networks on the user device.
• Authentication: In the list, choose the type of security to use with the Wi‑Fi connection.

– Open
– Shared
– WPA
– WPA‑PSK
– WPA2
– WPA2‑PSK
– 802.1x EAP

The following sections list the options that you configure for each of the preceding connection types.
The default isOpen.
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Open, Shared settings for Android Enterprise

• Encryption: In the list, choose either Disabled orWEP. The default isWEP.
• Password: Type an optional password.
• Hide network: Choose whether the network is hidden.

WPA, WPA‑PSK, WPA2, WPA2‑PSK settings for Android Enterprise

• Encryption: In the list, choose either TKIP or AES. The default is TKIP.
• Password: Type an optional password.
• Hide network: Choose whether the network is hidden.

802.1x settings for Android Enterprise

• EAP Type: In the list, choose PEAP, TLS, or TTLS. The default is PEAP.

• Password: Type an optional password.

• Authentication phase 2: In the list, choose None, PAP, MSCHAP, MSCHAPPv2, or GTC. The
default is PAP.

• Identity: Type the optional user name and domain.

• Anonymous: Type the optional, externally visible user name. You can increase security by typ‑
ing a generic term like “anonymous”so that the user name isn’t visible.

• CA certificate: In the list, choose the certificate to use.

• Domain: Type the required domain name. For more information, see Domain.

Note:

When you configure theWi‑Fi policy on devices running on Android 13 or later, the CA cer‑
tificate andDomain fieldsmust bemandatorily updated. If they aren’t updated, then the
configuration fails.

• Identity credential: In the list, choose the identity credential to use. The default is None.

• Hide network: Choose whether the network is hidden.
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Android (legacy DA) settings

• Network name: Type the SSID that is in the list of available networks on the user device.
• Authentication: In the list, choose the type of security to use with the Wi‑Fi connection.

– Open
– Shared (Android Enterprise only)
– WPA (Android Enterprise only)
– WPA‑PSK (Android Enterprise only)
– WPA2
– WPA2‑PSK
– 802.1x EAP

The following sections list the options that you configure for each of the preceding connection
types.

Open, Shared settings for Android

• Encryption: In the list, choose either Disabled orWEP. The default isWEP.
• Password: Type an optional password.
• Hide network: Choose whether the network is hidden.

WPA, WPA‑PSK, WPA2, WPA2‑PSK settings for Android

• Encryption: In the list, choose either TKIP or AES. The default is TKIP.
• Password: Type an optional password.
• Hide network: Choose whether the network is hidden.
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802.1x settings for Android

• EAP type: In the list, choose PEAP, TLS, or TTLS. The default is PEAP.
• Password: Type an optional password.
• Authentication phase 2: In the list, choose None, PAP, MSCHAP, MSCHAPPv2, or GTC. The
default is PAP.

• Identity: Type the optional user name and domain.
• Anonymous: Type the optional, externally visible user name. You can increase security by typ‑
ing a generic term like “anonymous”so that the user name isn’t visible.

• CA certificate: In the list, choose the certificate to use.
• Identity credential: In the list, choose the identity credential to use. The default is None.
• Hide network: Choose whether the network is hidden.

Windows Desktop/Tablet settings

• Network name: The SSID seen in the list of available networks.
• Authentication: Click the type of security in the drop‑down list that you want to use with the
Wi‑Fi connection.

– Open
– WPA Personal
– WPA‑2 Personal
– WPA Enterprise
– WPA‑2 Enterprise: For the latest release of Windows 10, configure SCEP to use WPA‑2 En‑
terprise. SCEP configuration enables Citrix Endpoint Management to send the certificate
to devices to authenticate to the Wi‑Fi server. To configure SCEP, go to Distribution page
of Settings > Credential Providers. For more information, see Credential providers.
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The following sections list the options that you configure for each of the preceding connection
types.

Open settings for Windows 10 andWindows 11

• Hide network: Choose whether the network is hidden.
• Connect automatically: Choose whether to connect to the network automatically.

WPA Personal, WPA‑2 Personal settings for Windows 10 andWindows 11

• Encryption: In the list, choose either AES or TKIP to set the type of encryption. The default is
AES.

• Shared key: Provide the encryption key for the method that you selected.
• Hide network: Choose whether the network is hidden.
• Connect automatically: Choose whether to connect to the network automatically.

WPA‑2 Enterprise settings for Windows 10 andWindows 11

• Encryption: In the list, choose either AES or TKIP to set the type of encryption. The default is
AES.

• EAP Type: in the list, choose either PEAP‑MSCHAPv2 or TLS to set the EAP type. The default is
PEAP‑MSCHAPv2.

• Hide network: Choose whether the network is hidden.
• Connect automatically: Choose whether to connect to the network automatically.
• Enable SCEP?: Choose whether to push the certificate to user devices by using SCEP.
• Credential provider for SCEP: In the list, choose the SCEP credential provider. The default is
None.

Network usage device policy

March 7, 2024

You can set network usage rules to specify how iOS devices use networks, such as cellular data net‑
works. The rules apply to managed apps and specified SIMs. Managed apps are apps that you de‑
ploy to users’devices through Citrix Endpoint Management. They don’t include apps that users have
downloaded directly to their devices if they aren’t being deployed through Citrix Endpoint Manage‑
ment. They also don’t include apps already installed on the devices when the devices were enrolled
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in Citrix Endpoint Management. This policy applies to SIMs for iOS 13 devices. You can configure app
rules, SIM rules, or both. SIM rules apply to all managed apps on that device.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Application Rules

– Allow roaming cellular data: Select whether the specified apps can use a cellular data
connection while roaming. The default isOff.

– Allow cellular data: Select whether the specified apps can use a cellular data connection.
The default isOff.

– App Identifier Matches: For each app you want to add to the list, click Add, and then
configure the following:

* App Identifier: Type an app identifier.

– Click Save to save the app to the list or Cancel to not save the app to the list.

• SIM Rules

– SIM Wi‑Fi assist policy: Enabling Switch from poor Wi‑Fimakes the Wi‑Fi assist policy
switch frompoorWi‑Fi to cellular connectionsmore aggressively. This setting can increase
cellular data use and impact battery life.

– SIM ICCIDs: For each SIM you want to add to the list, click Add, and then configure the
following:

* ICCID: Type the 19‑ or 20‑digit number for the SIM card to add.

Office device policy

November 6, 2023

Citrix Endpoint Management lets you deploy Microsoft Office 365 products using the Office configu‑
ration service provider (CSP). By configuring the Office device policy, you can deploy Microsoft Office
apps to any devices running Windows 10 (version 1709 or later) or Windows 11.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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Windows Desktop/Tablet settings

• Product ID:Select a product IDbasedon yourOffice 365plan. Options areO365ProPlusRetail,
O365BusinessRetail, orO365SmallBusPremRetail.

• Office 365 Apps: Select the Office 365 apps that you want deployed. All apps are selected by
default.

• Additional Office apps: If you own licenses for Project Online Desktop Client or Visio Pro for
Office 365, you can select these apps to have them installed.

• Office Version: Select whether to install the 32‑bit or 64‑bit version of Office.
• Update channel: Choose howoften youwant updates to occur. Options areMonthly,Monthly
(Targeted), Semi‑Annual, or Semi‑Annual (Targeted).

• Properties:

– Automatically accept the app end user license agreement: Select On or Off. Defaults
toOn.

– User sharedcomputeractivation: Selectwhether thecomputer is sharedornot. Options
areOn orOff. Defaults toOff.

• Office Language: Office automatically installs in any languages that Windows already has in‑
stalled. You can select extra languages to install.
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Organization information device policy

November 6, 2023

TheOrganization informationdevicepolicy specifies yourorganization information for alertmessages
that are pushed from Citrix Endpoint Management to iOS devices.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Name: Type the name of the organization running Citrix Endpoint Management.
• Address: Type the organization’s address.
• Phone: Type the organization’s support phone number.
• Email: Type the support email address.
• Magic: Type a word or phrase that describes the services managed by the organization.

OS Update device policy

April 16, 2024

The OS Update device policy lets you deploy:

• The latest OS updates to supervised iOS devices.

The OS Update device policy only works for supervised devices enrolled in the Apple Deploy‑
ment Program.

• The latest OS and app updates to the Apple Deployment Program enrolled macOS devices run‑
ning macOS 10.11.5 and later.

Note:

Apple currently limits OS updates to major versions only. Administrators aren’t allowed to up‑
date minor versions. For more information, see this article in Apple’s documentation.

• The latest OS updates to supervised Desktop and Tablet devices running Windows 10 or Win‑
dows 11.

You can also use the OS Update policy to manage delivery optimization settings for desktops
and tablets running Windows 10 (version 1607 or later) or Windows 11. Delivery optimization
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is a peer‑to‑peer client update service provided by Microsoft for Windows 10 and Windows 11
updates. The goal of delivery optimization is to reduce bandwidth issues during the update
process. Bandwidth reduction is achieved by sharing the downloading task among multiple
devices. For more information, see the Microsoft article, Configure Delivery Optimization for
Windows 10 updates.

• The latest OS updates to managed Android Enterprise devices (Android 7.0 and later).

Important:

The OS update policy does not allow you to disable updates entirely. To delay updates up to 90
days, create a restriction policy. See Restriction device policy.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

The following settings are for supervised iOS devices.

• OS update options: Both of the options download the latest OS updates to supervised de‑
vices according to theOS update frequency. The device prompts users to install updates. The
prompt is visible after the user unlocks the device.

• OS update frequency: Determines how frequently Citrix Endpoint Management checks and
updates the device OS. The default is 7 days.

• OSupdates version: Specifies the version to use to update supervised iOSdevices. The default
is Latest version.

– Latest version: Select to update to the latest OS version.
– Specific version only: Select to update to a specific OS version and then type the version
number.
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macOS settings

• Software updates options: Controls howmacOS devices check for and install updates. Select
from the following options:

– Automatically install macOS updates: Updates download and install automatically.
– Download new updates when available: Updates download but require manual instal‑
lation.

– Check for updates: Checks to see if updates exist but doesn’t download or install the
updates automatically.

– Don’t check for updates: Don’t check for new updates, download the updates, or install
the updates automatically. Users can still install updates manually.

• Critical updates: Allow automatic installation of critical macOS updates.
• Install xProtect, MRT, and GateKeeper updates automatically: Allow macOS devices to in‑
stall updates for security software automatically.

• Allow installation ofmacOS pre‑release software: Allow users to install pre‑release versions
of macOS software.

• Automatically install App Store app updates: Allow App Store apps to update automatically.

Get status for iOS andmacOS update actions

For iOS and macOS, Citrix Endpoint Management doesn’t deploy the Control OS Update policy to
devices. Instead, Citrix Endpoint Management uses the policy to send these MDM commands to de‑
vices:

• Schedule OS Update Scan: Requests that the device does a background scan for OS updates.
(Optional for iOS)

• Available OS Updates: Queries the device for a list of available OS updates.
• Schedule OS Update: Requests that the device does macOS updates, app updates, or both.
Thus, the device OS determines when it downloads or installs the OS and app updates.
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TheManage > Devices > Device details (General) page shows the status of scheduled and available
OS update scans, and scheduled macOS and app updates.

For more details about the status of update actions, go to the Manage > Devices > Device details
(Delivery Groups) page.

For details such as availableOS updates and the last installation attempt, go to theManage >Devices
> Device details (Properties) page.
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Windows Desktop and Tablet settings

• Select active hours mode: Select a mode to configure the active hours for doing OS updates.
You can specify a range of hours or a start and end time. After you select a mode, more settings
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appear: Specifymax range for active hours or Active hours start and Active hours end. Not
configured allows Windows to do OS updates at any time. Defaults toNot configured.

• Auto update behavior: Configures the download, install, and restart behavior of the Windows
update service on user devices. Defaults to Auto install and restart.

– Notify user before downloading the update: Windows notifies users when updates are
available. Windowsdoesn’t automatically download and install updates. Usersmust start
the download and install actions.

– Auto install and notify to schedule device restart: Windows downloads updates auto‑
matically on non‑metered networks. Windows installs updates during Automatic Mainte‑
nance when the device isn’t in use and isn’t running on battery power. If Automatic Main‑
tenance can’t install updates for two days, Windows Update installs the updates imme‑
diately. If the installation requires a restart, Windows prompts the user to schedule the
restart time. The user has up to seven days to schedule the restart. After seven days, Win‑
dows forces the device to restart. Enabling the user to control the start time reduces the
risk of accidental data loss caused by apps that don’t shut down properly on restart.

– Auto install and restart: Default setting. Windows downloads updates automatically on
non‑metered networks. Windows installs updates during Automatic Maintenance when
the device isn’t in use and isn’t running on battery power. If Automatic Maintenance can’
t install updates for two days, Windows Update installs the updates immediately. If the
installation requires a restart, Windows automatically restarts the device when the device
is inactive.

– Auto install and restart at a specified time: When you choose this option, more settings
appear so you can specify the day and time. The default is 3 AM daily. Automatic installa‑
tion happens at the specified time and device restart occurs after a 15‑minute countdown.
WhenWindows is ready to restart, a logged‑in user can interrupt the 15‑minute countdown
to delay the restart.

– Auto install and restart without end‑user control: Windows downloads updates auto‑
matically on non‑metered networks. Windows installs updates during Automatic Mainte‑
nance when the device isn’t in use and isn’t running on battery power. If Automatic Main‑
tenance can’t install updates for two days, Windows Update installs updates immediately.
If the installation requires a restart, Windows automatically restarts the device when the
device is inactive. This option also sets the user control panel to read‑only.

– Turn off automatic updates: Disables Windows automatic updates on the device.

• Scan for app updates from Microsoft update: Specifies whether Windows accepts updates
for other Microsoft apps from the Microsoft update service. Defaults toNot configured.

– Not configured: Use this setting if you don’t want to configure the behavior. Windows
doesn’t change the relatedUI on user devices. Users can accept or reject updates for other
Microsoft apps.
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– Yes: Windows allows app updates to be installed from the Windows update service. The
related setting on the user device is inactive, so the user can’t modify the setting.

– No: Windows doesn’t allow app updates to be installed from theWindows update service.
The related setting on the user device is inactive, so the user can’t modify the setting.

• Specify updates branch: Specifies which Windows update service branch to use for updates.
Defaults toNot configured.

– Not configured: Use this setting if you don’t want to configure the behavior. Windows
doesn’t change the relatedUIonuserdevices. Users canchooseaWindowsupdate service
branch.

– Current Branch: Windows receives updates from Current Branch. The related setting on
the user device is inactive, so the user can’t modify the setting.

– Current Branch for Business: Windows receives updates from Current Branch for Busi‑
ness. The related setting on the user device is inactive, so the user can’t modify the set‑
ting.

• Configurenumberofdays todefer featureupdates: IfOn,Windowsdefers featureupdatesby
the specified number of days and the user can’t change the setting. If Off, the user can change
the number of days to defer feature updates. Defaults toOff.

• Configurenumberofdays todeferqualityupdates: IfOn,Windowsdefersquality updatesby
the specified number of days and the user can’t change the setting. If Off, the user can change
the number of days to defer quality updates. Defaults toOff.

• Pause quality updates: Specifies whether to pause quality updates for 35 days. Defaults to
Not configured.

– Not configured: Use this setting if you don’t want to configure the behavior. Windows
doesn’t change the related UI on user devices. Users can choose to pause quality updates
for 35 days.

– Yes: Windowspauses the installationof quality updates from theWindowsUpdateService
for 35 days. The related setting on the user device is inactive, so the user can’t modify the
setting.

– No: Windows doesn’t pause the installation of quality updates from theWindows Update
Service. The related setting on the user device is inactive, so the user can’t modify the
setting.

• Allowupdates only in approval list: Specifieswhether to install only the updates that anMDM
server approves. Citrix Endpoint Management doesn’t support configuring an approved list of
updates. Defaults toNot configured.

– Not configured: Use this setting if you don’t want to configure the behavior. Windows
doesn’t change the related UI on user devices. Users can choose which updates to allow.

– Yes, install only approved updates: Allows installation of approved updates only.
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– No, install all applicable updates: Allows installation of any applicable updates on the
device.

• Use internal update server: Specifies whether to get updates from the Windows update ser‑
vice or an internal update server through Windows Server Update Services (WSUS). If Off, de‑
vices use the Windows update service. If On, devices connect to the specified WSUS server for
updates. Defaults toOff.

– Accept updates signed by entities other than Microsoft: Specifies whether to accept
updates signed by third‑party entities other than Microsoft. This feature requires that the
device trusts the third‑party vendor certificate. Defaults toOff.

– Allow connection toMicrosoft update service: AllowsWindows update on the device to
connect periodically to theMicrosoft update service, even if the device is configured to get
updates from aWSUS server. Defaults toOn.

– WSUS server: Specify the server URL for the WSUS server.
– Alternate intranet server to host updates: Specify an alternate intranet server URL to
host updates and receive reporting information.

• Configure delivery optimization: Whether to use delivery optimization for Windows 10 and
Windows 11 Updates. Default isOff.

• Cache size: The maximum size of the delivery optimization cache. A value of 0means an un‑
limited cache. The default is 10 GB.

• Allow VPN peer caching: Whether to allow devices to participate in peer caching when con‑
nected to the domain network through VPN.WhenOn, the device can download fromor upload
to other domain network devices, either on VPN or on the corporate domain network. Default
isOff.

• Download method: The download method that delivery optimization can use for downloads
of Windows Updates, app, and app updates. Default is HTTP blended with peering behind
the same NAT. Options are:

– HTTP only, no peering: Disables peer‑to‑peer caching but allows delivery optimization
to download content from Windows Update servers or Windows Server Update Services
(WSUS) servers.

– HTTP blended with peering behind the same NAT: Enables peer sharing on the same
network. The Delivery Optimization cloud service finds other clients that connect to the
Internet using the same public IP as the target client. These clients then try to connect to
other peers on the same network by using their private subnet IP.

– HTTPblendedwithpeeringacrossaprivategroup: Automatically selects agroupbased
on the device Active Directory Domain Services (AD DS) site or the domain that the device
authenticates to. Peering occurs across internal subnets, between devices that belong to
the same group, including devices in remote offices.
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– HTTPblendedwith Internetpeering: Enable Internetpeer sources forDeliveryOptimiza‑
tion.

– Simple downloadmodewithnopeering: Disable the use of DeliveryOptimization cloud
services. Delivery Optimization switches to this mode automatically during these condi‑
tions: When the Delivery Optimization cloud services are unavailable, unreachable, or
when the content file size is less than 10 MB. In this mode, Delivery Optimization provides
a reliable download experience, with no peer‑to‑peer caching.

– Do not use Delivery Optimization and use BITS instead: Enables clients to use Branch‑
Cache. For more information, see the Microsoft article, BranchCache.

• Max download bandwidth: The maximum download bandwidth in KBs/second. Default is 0,
which means dynamic bandwidth adjustment.

• Percentageofmaximumdownloadbandwidth: Themaximumdownloadbandwidth that de‑
livery optimization can use across all concurrent download activities. The value is a percentage
of the available download bandwidth. Default is 0, which means dynamic adjustment.

• Maxupload bandwidth: Themaximumupload bandwidth in KBs/second. Default is 0. A value
of 0means unlimited bandwidth.

• Monthly upload data cap: The maximum size in GBs that delivery optimization can upload
to Internet peers in each calendar month. The default is 20 GB. A value of 0 means unlimited
monthly uploads.

How Citrix Endpoint Management handles approved updates to Windows Desktop and Tablet
devices

You can specify whether to install only approved updates. Citrix Endpoint Management handles the
updates as follows:

• For a security update, such as for Windows Defender definitions, Citrix Endpoint Management
automatically approves the update and sends an install command to the device during the next
sync.

• For all other update types, Citrix Endpoint Management waits for your approval before sending
the install command to the device.

Prerequisites

• You must upload the Microsoft root certificate to the Citrix Endpoint Management server as a
server certificate.

• For information about importing a server certificate, see “To import a certificate”in Certificates
and authentication.
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To install only approved updates

1. Go to Configure > Device Policies and open the OS Update device policy.
2. Change theAllowupdates only in approval list setting to Yes, install only approvedupdates.

To approve an update

1. In the OSUpdate device policy, scroll down to thePending updates table. Citrix Endpoint Man‑
agement gets the updates listed in the table from the devices.

2. Search for updates with an Approval status of Pending.

3. Click the row for the update that you want to approve and then click the edit icon for that row
(in the Add column).

4. To approve the update, click Approved and then click Save.

Note:

Although the Pending updates table includes add and delete commands, those commands don’
t result in any changes to the Citrix Endpoint Management database. Editing approval status is
the only action available for pending updates.

To view the Windows update status for a device, go toManage > Devices > Properties.

Whenanupdatepublishes, theUpdate IDappears in the first columnwith a status (Success or Failure).
You can create a report or an automated action for devices with failed updates. The date and time of
the publication also appears.
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How updates work for first‑time and subsequent deployments The effect of the OS Update de‑
vice policy on devices differs for a first‑time deployment versus a deployment after devices get up‑
dates.

• For Citrix Endpoint Management to query a device for updates, you must configure and assign
to a delivery group at least one OS Update device policy.

Citrix Endpoint Management queries a device for installable updates during a device MDM sync.

• After the first OS Update device policy deploys, the list of Windows updates is empty because
no device has reported yet.

• When the devices in the assigned delivery group report updates, Citrix Endpoint Management
saves those updates in its database. To approve any reported updates, edit the policy again.

Update approval applies only to the policy that you are editing. Updates approved in one policy
don’t show as approved in another policy. The next time that a device syncs, Citrix Endpoint
Management sends a command to the device to indicate that the update is approved.

• For a second OS Update device policy, the update list has the updates stored in the Citrix End‑
point Management database. Approve updates for each policy.

During each device sync, Citrix Endpoint Management queries the device for the approved up‑
date state until the device reports that an update installed. For updates that require a restart
after an install, Citrix Endpoint Management queries the state of the update until the device
reports that the update installed.

• Citrix Endpoint Management doesn’t restrict the updates shown in the policy configuration
page by delivery group or device. All updates reported by devices appear in the list.

Android Enterprise settings

• System update policy: Determines when system updates occur.
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– Automatic: Installs an update when it’s available.
– Windowed: Installs an update automatically within the daily maintenance window speci‑
fied in the Start time and End time.

* Start time: The start of the maintenance window, measured as the number of min‑
utes (0 ‑ 1440) frommidnight in the device local time. Default is 0.

* End time: The end of themaintenance window, measured as the number of minutes
(0 ‑ 1440) frommidnight in the device local time. Default is 120.

– Postpone: Allows a user to postpone an update for up to 30 days.
– Default: Sets the update policy to the system default.

• Allowover‑the‑airupgrade: If disabled, user devices can’t receive softwareupdateswirelessly.
The default isOn.

• Freeze Period: If On, OS updates aren’t installed on the device during the date range specified
for the Automatic, Postpone, andWindowed update policies. Only one freeze period can be
set for a device at a time. The length of the freeze period can’t exceed 90 days.

– StartDate/EndDate: Thedate range inwhichOSupdatesaren’t installed if FreezePeriod
is enabled.

• Freeze Period: If On, OS updates aren’t installed on the device during the date range specified
for the Automatic, Postpone, andWindowed update policies. Only one freeze period can be
set for a device at a time. The length of the freeze period can’t exceed 90 days.

– StartDate/EndDate: Thedate range inwhichOSupdatesaren’t installed if FreezePeriod
is enabled.

Passcode device policy

March 7, 2024

Create a passcode policy in Citrix EndpointManagement based on your organization’s standards. You
can require passcodes on users’devices and can set various formatting and passcode rules. Create
policies for iOS, macOS, Android, Android Enterprise, and Windows desktop/tablet. Each platform
requires a different set of values, which are described in this article.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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iOS settings

• Passcode required: Select this option to require a passcode and to display the configuration
options for an iOS passcode device policy. The page expands to let you configure settings for
passcode requirements, passcode security, and policy settings.

• Passcode requirements

– Minimum length: Click the minimum passcode length in the drop‑down list. The default
is 6.

– Allow simple passcodes: Select whether to allow simple passcodes. Simple passcodes
are a repeated or sequential set of characters. The default isOn.

– Required characters: Selectwhether to require passcodes to have at least one letter. The
default isOff.

– Minimumnumberof symbols: In the list, click thenumber of symbols thepasscodemust
have. The default is 0.

• Passcode security

– Device lock grace period: In the list, click the length of time before users must enter a
passcode to unlock a locked device. The default is Immediately.

– Lock device after inactivity: In the box, enter the length of time a device can be inactive
before it is locked. The value can be between 1 and 15 minutes. Set the value to None to
disable the policy. The default is None.

– Passcode expiration in days (1‑730): Type the number of days after which the passcode
expires. Valid values are 1–730. The default is 0, whichmeans the passcode never expires.

– Previous passwords saved (0‑50): Type the number of used passwords to save. Users
are unable to use any password found in this list. Valid values are 0–50. The default is 0,
which means users can reuse passwords.
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– Maximum failed sign‑on attempts: In the list, click the number of times a user can fail to
sign in.

* If you set this number higher than 6, after the sixth attempt, the device imposes a time
delay between attempts. The time delay increases with each failed attempt. After the
final attempt, all data and settings are securely erased.

* If you set the number at 6 or lower, the device is erased without implementing a time
delay.

* If you selectNotdefined, after 6 attempts, thedevice imposes an increasing time limit
between attempts but isn’t wiped.

The default isNot defined.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 and later.

macOS settings

• Passcode required: Select this option to require a passcode and to display the configuration
options for an iOS passcode device policy. The page expands to let you configure settings for
passcode requirements, passcode security, and policy settings.

• IfPasscode required is disabled, next toDelayafter failed sign‑onattempts, inminutes, type
the number of minutes to delay before allowing users to reenter their passcodes.
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• If you enable Passcode required, configure the following settings:
• Passcode requirements

– Minimum length: Click the minimum passcode length in the drop‑down list. The default
is 6.

– Allow simple passcodes: Select whether to allow simple passcodes. Simple passcodes
are a repeated or sequential set of characters. The default isOn.

– Required characters: Selectwhether to require passcodes to have at least one letter. The
default isOff.

– Minimumnumberof symbols: In the list, click thenumber of symbols thepasscodemust
have. The default is 0.

• Passcode security

– Device lock grace period: In the list, click the length of time before users must enter a
passcode to unlock a locked device. The default is None.

– Lock device after inactivity: In the list, click the length of time a device can be inactive
before it is locked. The value can be between 1 and 5 minutes. Set the value to None to
disable the policy. The default is None.

– Passcode expiration in days (1‑730): Type the number of days after which the passcode
expires. Valid values are 1–730. The default is 0, whichmeans the passcode never expires.

– Previous passwords saved (0‑50): Type the number of used passwords to save. Users
are unable to use any password found in this list. Valid values are 0–50. The default is 0,
which means users can reuse passwords.

– Maximum failed sign‑on attempts: In the list, click the number of times a user can fail to
sign in.

* If you set this number higher than 6, after the sixth attempt, the device imposes a time
delay between attempts. The time delay increases with each failed attempt. After the
final attempt, the device locks.

* If you set the number at 6 or lower, the device locks without implementing a time
delay.

* If you selectNotdefined, after 6 attempts, thedevice imposes an increasing time limit
between attempts but does not lock.

The default isNot defined.

– Delay after failed sign‑on attempts, inminutes: Type the number ofminutes before the
login window appears after a user reaches the maximum number of failed attempts.

– Force passcode reset: If Off, users don’t need to reset their passcode the next time they
authenticate after their device receives this policy. The default isOn.

• Policy settings

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 775



Citrix Endpoint Management

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

– Allowuser to remove policy: You can select when users can remove the policy from their
device. Select Always, Passcode required, or Never from the menu. If you select Pass‑
code required, type a passcode in the Removal passcode field.

– Profile scope: Select whether this policy applies to a User or an entire System. The de‑
fault isUser. This option is available only onmacOS 10.7 and later.

Android (legacy DA) settings

Note:

The default setting for Android isOff.

• Passcode required: Select this option to require a passcode and to display the configuration
options for an Android passcode device policy. The page expands to let you configure settings
for passcode requirements, passcode security, and encryption.

• Passcode requirements

– Minimum length: Click the minimum passcode length in the drop‑down list. The default
is 6.

– Biometric recognition: Selectwhether toenablebiometric recognition. If youenable this
option, the Required characters field is hidden. The default isOff.
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– Required characters: In the list, click No Restriction, Both numbers and letters, Num‑
bers only, or Letters only to configure how passcodes are composed. The default is No
restriction.

– Advanced rules: Select whether to apply advanced passcode rules. The default isOff.
– When you enable Advanced rules, from each of the following lists, click the minimum
number of each character type that a passcodemust have:

* Symbols: Theminimum number of symbols.

* Letters: Theminimum number of letters.

* Lowercase letters: Theminimum number of lowercase letters.

* Uppercase letters: Theminimum number of uppercase letters.

* Numbers or symbols: Theminimum number of numbers or symbols.

* Numbers: Theminimum number of numbers.

• Passcode security

– Lock device after inactivity: In the list, click the length of time a device can be inactive
before it is locked. The default is None

– Passcode expiration in days (1‑730): Type the number of days after which the passcode
expires. Valid values are 1–730. The default is 0, whichmeans the passcode never expires.

– Previous passwords saved (0‑50): Type the number of used passwords to save. Users
are unable to use any password found in this list. Valid values are 0–50. The default is 0,
which means users can reuse passwords.

– Maximum failed sign‑on attempts: In the list, click the number of times a user can fail to
sign in successfully after which the device is wiped. The default is Not defined.

• Encryption

– Enable encryption: Select whether to enable encryption. The option is available regard‑
less of the Passcode required setting.
To encrypt their devices, users must start with a charged battery and keep the device
plugged in until encryption completes. The process can take an hour or more. If they
interrupt the encryption process, they can lose some or all data on their devices. After a
device is encrypted, the process can’t be reversed except by doing a factory reset, which
erases all the data on the device.
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Android Enterprise settings

For Android Enterprise devices, you can require a passcode for the device or a security challenge for
the Android Enterprise work profile or both.

• Device passcode required: Requires a passcode on the device. When this setting is On, con‑
figure the settings underPasscode requirements for device passcode andPasscode security
for device passcode. Default isOff.

• Showapps and shortcutswhile passcode is not in compliance: When this setting isOn, apps
and shortcuts on the device aren’t hidden, even when the passcode isn’t compliant. When this
setting isOff, apps and shortcuts are hidden when the passcode isn’t compliant. If you enable
this setting, Citrix recommends you create an automated action to mark the device as out of
compliance when the passcode isn’t in compliance. Default isOff.

• Passcode requirements for device passcode:

– Minimum length: Specifies the minimum passcode length. The default is 6.
– Biometric recognition: Enables biometric recognition. If this setting isOn, theRequired
characters field is hidden. The default isOff.

– Required characters: Specifies the types of characters required for passcodes. In the list,
choose No Restriction, Both numbers and letters, Numbers only, or Letters only. Use
No restrictions only for devices running Android 7.0. Android 7.1 and later don’t honor
theNo restrictions setting. The default is Both numbers and letters.

– Advanced rules: Applies advanced rules for the types of characters that can occur in pass‑
codes. When this setting is On, configure the settings under Minimum number of and
Maximumnumber of. This setting isn’t available for Android devices earlier than Android
5.0. The default isOff.

– Minimum number of:

* Symbols: Specifies the minimum number of symbols. Default is 0.
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* Letters: Specifies the minimum number of letters. Default is 0.

* Lowercase letters: Specifies the minimum number of lowercase letters. Default is 0.

* Uppercase letters: Specifies theminimum number of uppercase letters. Default is 0.

* Numbers or symbols: Specifies the minimum number of numbers or symbols. De‑
fault is 0.

* Numbers: Specifies the minimum number of numbers. Default is 0.

* Changed characters: For devices running Samsung Knox 3.0 and later that have a
valid Knox license key configured. For fully managed devices only. This setting does
not apply to devices enrolled as work profile devices. Specifies the number of charac‑
ters users must change from their previous passcode. The default is 0.

– Maximum number of: For devices running Samsung Knox 3.0 and later that have a valid
Knox license key configured. For fully managed devices only. This setting does not apply
to devices enrolled as work profile devices.

* Times a character can occur: Specifies the maximum number of times a character
can occur in a passcode. The default is 0, which means there is no maximum limit.

* Alphabetic sequence length: Specifies the maximum length of an alphabetic se‑
quence in a passcode. The default is 0, which means there is no maximum limit.

* Numeric sequence length: Specifies the maximum length of a numeric sequence in
a passcode. The default is 0, which means there is no maximum limit.

• Passcode complexity for device passcode (Android 12+):

– Apply passcode complexity: Requires a password with a complexity level defined by the
platform, rather than a custom password requirement. Only for devices on Android 12+
and using Citrix Secure Hub 22.9 or later.

– Complexity level: Predefined levels of password complexity.

* None: No password required.

* Low: Passwords can be:
· A pattern
· A PIN with a minimum of four numbers

* Medium: Passwords can be:
· A PINwith no repeating sequences (4444) or ordered sequences (1234), and amin‑
imum of four numbers

· Alphabetic with a minimum of four characters
· Alphanumeric with a minimum of four characters

* High: Passwords can be:
· A PINwith no repeating sequences (4444) or ordered sequences (1234), and amin‑
imum of eight numbers

· Alphabetic with a minimum of six characters
· Alphanumeric with a minimum of six characters
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Note:
For BYOD devices, passcode settings such as Minimum length, Required
characters, Biometric recognition, and Advanced rules aren’t applicable on
Android 12+. Use passcode complexity instead.

• Passcode security for device passcode:

– Wipe the device after (failed sign‑on attempts): Specifies the number of times a user
can fail to sign on after which the device is fully wiped. Default is Not defined.

– Lock device after inactivity: Specifies the number of minutes a device can be inactive
before it is locked. Set the value to 0 to disable the policy.

– Passcode expiration in days (1‑730): Specifies the number of days after which the pass‑
code expires. Valid values are 1–730. The default is 0, which means the passcode never
expires.

– Previous passwords saved (0‑50): Specifies the number of used passwords to save.
Users are unable to use any password found in this list. Valid values are 0–50. Default is 0,
which means users can reuse passwords.

• Work profile security challenge: Require users to complete a security challenge for access to
apps running in an Android Enterprise work profile. For devices running Android 7.0 and later.
When this setting isOn, configure the settings under Passcode requirements forwork profile
security challenge andPasscode security forworkprofile security challenge. Default isOff.

• Passcode requirements for work profile security challenge:

– Minimum length: Specifies the minimum passcode length. The default is 6.
– Biometric recognition: Enables biometric recognition. If this setting isOn, theRequired
characters field is hidden. The default isOff.

– Required characters: Specifies the types of characters required for passcodes. In the list,
choose No Restriction, Both numbers and letters, Numbers only, or Letters only. Use
No restrictions only for devices running Android 7.0. Android 7.1 and later don’t honor
theNo restrictions setting. The default is Both numbers and letters.

– Advanced rules: Applies advanced rules for the types of characters that can occur in pass‑
codes. When this setting is On, configure the settings under Minimum number of and
Maximumnumber of. This setting isn’t available for Android devices earlier than Android
5.0. The default isOff.

– Minimum number of:

* Symbols: Specifies the minimum number of symbols. Default is 0.

* Letters: Specifies the minimum number of letters. Default is 0.

* Lowercase letters: Specifies the minimum number of lowercase letters. Default is 0.

* Uppercase letters: Specifies theminimum number of uppercase letters. Default is 0.

* Numbers or symbols: Specifies the minimum number of numbers or symbols. De‑
fault is 0.
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* Numbers: Specifies the minimum number of numbers. Default is 0.

* Changed characters: For devices running Knox 3.0 and later that have a valid Knox
license key configured. Specifies the number of characters users must change from
their previous passcode. The default is 0.

– Maximum number of: For devices running Knox 3.0 and later that have a valid Knox li‑
cense key configured.

* Times a character can occur: Specifies the maximum number of times a character
can occur in a passcode. The default is 0, which means there is no maximum limit.

* Alphabetic sequence length: Specifies the maximum length of an alphabetic se‑
quence in a passcode. The default is 0, which means there is no maximum limit.

* Numeric sequence length: Specifies the maximum length of a numeric sequence in
a passcode. The default is 0, which means there is no maximum limit.

• Passcode complexity for work profile security challenge (Android 12+):

– Apply passcode complexity: Requires a password with a complexity level defined by the
platform, rather than a custom password requirement. Only for devices on Android 12+
and using Citrix Secure Hub 22.9 or later.

– Complexity level: Predefined levels of password complexity.

* None: No password required.

* Low: Passwords can be:
· A pattern
· A PIN with a minimum of four numbers

* Medium: Passwords can be:
· A PINwith no repeating sequences (4444) or ordered sequences (1234), and amin‑
imum of four numbers

· Alphabetic with a minimum of four characters
· Alphanumeric with a minimum of four characters

* High: Passwords can be:
· A PINwith no repeating sequences (4444) or ordered sequences (1234), and amin‑
imum of eight numbers

· Alphabetic with a minimum of six characters
· Alphanumeric with a minimum of six characters

Note:
If you enable passcode complexity for a work profile, you must also enable
it for the device.

• Passcode security for work profile security challenge

– Wipe the container after (failed sign‑onattempts): Specifies the number of times auser
can fail to sign on, after which the work profile and its data are wiped from the device.
Users must reinitialize the work profile after the wiping occurs. Default is Not defined.
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– Lock container after inactivity: Specifies the number ofminutes a device canbe inactive
before the work profile is locked. The value can be between 0 and 999 minutes. Set the
value to 0 to disable the policy.

– Passcode expiration in days (1‑730): Specifies the number of days after which the pass‑
code expires. Valid values are 1–730. The default is 0, which means the passcode never
expires.

– Previous passwords saved (0‑50): Specifies the number of used passwords to save.
Users are unable to use any password found in this list. Valid values are 0–50. The default
is 0, which means users can reuse passwords.

Windows Desktop/Tablet settings

• Passcode required: Select this option to not require a passcode for Windows Desktop/Tablet
devices. The default setting is On, which requires a passcode. The page collapses and the fol‑
lowing options disappear when you disable this setting.

• Passcode security

– Lock device after inactivity: Type the number ofminutes a device can be inactive before
it is locked. The default is 0.

– Passcode expiration in days (0‑730): Type the number of days after which the passcode
expires. Valid values are 0–730. The default is 0, whichmeans the passcode never expires.

– Previous passwords saved (0‑24): Type the number of used passcodes to save. Users
are unable to use any passcode found in this list. Valid values are 1–24. Enter a number
between 1 and 24 in this field. The default is 0.

• Passcode requirements
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– Minimum length: Click the minimum passcode length in the drop‑down list. The default
is 6.

Passcode lock grace period device policy

April 15, 2020

The Passcode lock grace period device policy is for shared devices running iOS (iPadOS). For more
information about Shared iPads, see Integrate with Apple Education features.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Passcode Lock Grace Period: The number of minutes that a Shared iPad screen stays locked
before the user must enter a passcode to unlock the screen. Changing this setting to a less
restrictive value doesn’t take effect until a user signs out. Default is Immediately.

By default, the Shared iPad locks itself automatically after twominutes of inactivity.

Personal hotspot device policy

March 7, 2024

You can allow users to connect to the Internet when they aren’t in range of a Wi‑Fi network by using
the cellular data connection through their iOS devices’personal hotspot functionality.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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iOS settings

• Disablepersonalhotspot: Selectwhether todisable thepersonalhotspot functionalityonuser
devices. Thedefault isOff, which switchesoff thepersonal hotspot onusers devices. This policy
does not disable the functionality. Users can still use the personal hotspot on their devices, but
when the policy is deployed, the personal hotspot is turned off so that it doesn’t stay on by
default.

Profile Removal device policy

March 7, 2024

You can create an app profile removal device policy in Citrix Endpoint Management. The policy, when
deployed, removes the app profile from users’iOS or macOS devices.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

macOS settings

• Profile ID: Click the app profile ID in the drop‑down list. This field is required.
• Deployment scope: Click User or System in the drop‑down list. The default is User. This op‑
tion is available only onmacOS 10.7 and later.

• Comment: Type an optional comment.
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Provisioning profile device policy

March 7, 2024

When youdevelop and code sign an iOS enterprise app, you usually include an enterprise distribution
provisioning profile, which Apple requires for the app to run on an iOS device. If a provisioning profile
is missing or has expired, the app crashes when a user taps to open it.

The primary problem with provisioning profiles is that they expire one year after they are generated
on the Apple Developer Portal and you must keep track of the expiration dates for all your provision‑
ing profiles on all iOS devices enrolled by your users. Tracking the expiration dates not only involves
keeping track of the actual expiration dates, but also which users are using which version of the app.
Two solutions are to email provisioning profiles to users or to put them on aweb portal for download
and installation. These solutions work, but they’re prone to error because they require users to react
to instructions in an email or to go to theweb portal and download the correct profile and then install
it.

Tomake this process transparent to users, in Citrix Endpoint Management you can install and remove
provisioning profiles with device policies. Missing or expired profiles are removed as necessary and
theup‑to‑date profiles are installed onusers’devices, so that tapping an app simply opens it for use.

Before you can create a provisioning profile policy, you must create a provisioning profile file. For
more information, see the Apple article about how to create a development provisioning profile on
the Apple Developer site.

iOS settings

• iOS provisioning profile: Select the provisioning profile file to import by clicking Browse and
then navigating to the file location.

Provisioning profile removal device policy

March 7, 2024

A provisioning profile lets you distribute iOS apps to user devices. Apple requires that you sign an app
using a provisioning profile to authorize the app to run on iOS devices. For more information, see
Provisioning profile device policy.

To remove or replace an older provisioning profile, use the Provisioning profile removal device pol‑
icy.
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To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• iOS provisioning profile: Click the provisioning profile in the drop‑down list that you want to
remove.

• Comment: Optionally, add a comment.

Proxy device policy

March 7, 2024

TheProxydevicepolicy specifiesglobalHTTPproxy settings for supported iOSdevices. Youcandeploy
only one global HTTP proxy policy per device.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Prerequisites

Before deploying this policy, be sure to set all iOS devices for which you want to set a global HTTP
proxy into Supervised mode. For details, see Deploy devices using Apple Configurator 2 or Deploy
devices through the Apple Deployment Program.

Set deployment rules to enroll devices before sending the Proxy policy to the devices.

iOS settings

• Proxy configuration: Click Manual or Automatic for how the proxy has to be configured on
the users’devices.
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– If you clickManual, configure these settings:

* Hostname or IP address for the proxy server: Type the host name or IP address of
the proxy server. This field is required.

* Port for the proxy server: Type the proxy server port number. This field is required.

* User name: Type an optional user name to authenticate to the proxy server.

* Password: Type an optional password to authenticate to the proxy server.

– If you click Automatic, configure these settings:

* Proxy PAC URL: Type the URL of the PAC file that defines the proxy configuration.

* Allowdirect connection if PAC is unreachable: Selectwhether to allowusers to con‑
nect directly to the destination if the PAC file is unreachable. The default isOn.

• Allow bypassing proxy to access captive networks: Select whether to allow bypassing the
proxy to access captive networks. The default isOff.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 and later.

Restrictions device policy

March 7, 2024

Note:

When an upgrade includes new Restrictions device policy settings, you must edit and save the
policy. Citrix EndpointManagementdoesn’t deploy theupgradedRestrictionsdevicepolicyuntil
you save it.

TheRestrictions device policy allows or restricts certain features or functionality onuser devices, such
as the camera. You can set security restrictions and restrictions on media content. You can also set
restrictions on the types of apps users can and can’t install. Most of the restriction settings default
to On, or allows. The main exceptions are the iOS Security ‑ Force feature and all Windows Tablet
features, which default toOff, or restricts.

Any option for which you select Onmeans that the user can do the operation or use the feature. For
example:
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• Camera: IfOn, the user canuse the camera on their device. IfOff, the user can’t use the camera
on their device.

• Screenshots: If On, the user can take screenshots on their device. If Off, the user can’t take
screenshots on their device.

If you have both the restrictions device policy and the kiosk device policy configured, the restrictions
device policy takes precedence.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

Some iOS restrictions policy settings apply only to specific versions of iOS, as noted here and in the
Citrix Endpoint Management console Restrictions policy page.

These settings apply when the device is enrolled in user enrollment mode, unsupervised (full MDM)
mode, or supervised mode. The following table shows the enrollment modes that are available for
each setting for iOS 13 and later.

• Automated Device Enrollment: Supervised devices. These are the devices that are enrolled
through bulk enrollment.

• Device Enrollment: Unsupervised devices. These devices are individually enrolled and the
entire device is fully MDM.
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• User Enrollment: Devices on which only specific users are managed. For more information
about User Enrollment, see the Apple documentation.

iOS Restrictions policy settings might apply when the device is enrolled in user enrollment mode, un‑
supervised (full MDM) mode, or supervised mode. The following table shows the enrollment modes
that are available for each Restrictions policy setting for iOS 13 and later.

As noted in the table, some settings that were previously available in unsupervised and supervised
mode are available only in supervised mode starting with iOS 13. The following rules apply:

• If a supervised iOS 13+ device enrolls in Citrix Endpoint Management, the settings apply to the
device.

• If an unsupervised iOS 13+ device enrolls in Citrix Endpoint Management, the settings don’t
apply to the device.

• If an iOS12 (or lower) devicealreadyenrolled inCitrix EndpointManagementand thenupgrades
to iOS 13, there are no changes. The settings apply to the device as they did before the upgrade.

For information on setting an iOS device to supervised mode, see Deploy devices using Apple Config‑
urator 2.

Setting User Enrollment Unsupervised Supervised

Allow hardware controls

Camera No Yes Yes

FaceTime No No Yes

Screen captures Yes No Yes

Allow the Classroom
app to remotely
observe student
screens

No No Yes

Allow the Classroom
app to perform AirPlay
and View Screen
without prompting

No No Yes
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Setting User Enrollment Unsupervised Supervised

Photo streams No Yes Yes

Shared photo streams No Yes Yes

Allow shared iPad
temporary session

No No Yes

Voice dialing No Yes Yes

Siri Yes Yes Yes

Allow while device is
locked

Yes Yes Yes

Siri profanity filter No No Yes

Installing apps No No Yes

Allow global
background fetch
while roaming

No Yes Yes

Allow apps

Apple App Store No No Yes

In‑app purchases No Yes Yes

Require Apple App
Store password for
purchases

No Yes Yes

Safari No No Yes

Autofill No No Yes

Force fraud warning Yes Yes Yes

Enable JavaScript No Yes Yes

Block pop‑ups No Yes Yes

Accept cookies No Yes Yes

Network ‑ Allow iCloud actions

iCloud documents and
data

No No Yes

iCloud backup No Yes Yes

iCloud photo keychain No Yes Yes

iCloud photo library No Yes Yes

Security ‑ Force
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Setting User Enrollment Unsupervised Supervised

Encrypted backups Yes Yes Yes

Limited ad tracking No Yes Yes

Passcode on first
AirPlay pairing

Yes Yes Yes

Paired Apple Watch to
use Wrist Detection

Yes Yes Yes

Sharing managed
documents using
AirDrop

Yes Yes Yes

Security ‑ Allow

Accepting untrusted
SSL certificates

No Yes Yes

Automatic update to
certificate trust
settings

No Yes Yes

Require managed
pasteboard

Yes Yes Yes

Documents from
managed apps in
unmanaged apps

Yes Yes Yes

Unmanaged apps read
managed contacts

No No Yes

Managed apps write
unmanaged contacts

No No Yes

Documents from
unmanaged apps in
managed apps

Yes Yes Yes

Diagnostic submission
to Apple

Yes Yes Yes

Touch ID to unlock
device

No Yes Yes

Auto unlock No Yes Yes

Wallet notifications
when locked

No Yes Yes

Handoff No Yes Yes
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Setting User Enrollment Unsupervised Supervised

iCloud sync for
managed apps

Yes Yes Yes

Backup for enterprise
books

Yes Yes Yes

Notes and highlights
sync for enterprise
books

Yes Yes Yes

Internet results in
Spotlight

No Yes Yes

Enterprise app trust No Yes Yes

Allow Apple
personalized
advertising

No Yes Yes

Supervised only settings ‑ Allow

Allow eSIM
modification

No No Yes

Erase all content and
settings

No No Yes

Screen Time No No Yes

Podcasts No No Yes

Installing
configuration profiles

No No Yes

Touch ID and Face ID
modification

No No Yes

Installing apps from
device

No No Yes

Keyboard shortcuts No No Yes

Paired Apple watch No No Yes

Passcodemodification No No Yes

Device name
modification

No No Yes

Wallpaper
modification

No No Yes

Automatically
downloading apps

No No Yes
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Setting User Enrollment Unsupervised Supervised

AirDrop No No Yes

iMessage No No Yes

Siri user‑generated
content

No No Yes

iBooks No No Yes

Removing apps No Yes Yes

Game Center No No Yes

Add friends No No Yes

Multiplayer gaming No No Yes

Modifying account
settings

No No Yes

Modifying app cellular
data settings

No No Yes

Modifying app cellular
data settings

No No Yes

Allow network drive
connections

No No Yes

Allow USB device
connections

No No Yes

Allow Find My Device No No Yes

Allow Find My Friends
settings

No No Yes

Modifying Find My
Friends settings

No No Yes

Pairing with
non‑Configurator
hosts

No No Yes

Predictive keyboards No No Yes

Keyboard
auto‑corrections

No No Yes

Keyboard spell‑check No No Yes

Allow QuickPath
Keyboard

No No Yes

Definition lookup No No Yes
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Setting User Enrollment Unsupervised Supervised

Single App bundle ID

News No No Yes

Apple Music service No No Yes

Apple Music No No Yes

Notifications
modification

No No Yes

Restricted App usage No No Yes

Diagnostic submission
modification

No No Yes

Bluetooth
modification

No No Yes

Allow dictation No No Yes

Modify whether Wi‑Fi
is on or off

No No Yes

Join only Wi‑Fi
networks installed by a
network policy

No No Yes

Allow the Classroom
app to perform AirPlay
and View Screen
without prompting

No No Yes

Allow the Classroom
app to lock to an app
and lock the device
without prompting

No No Yes

Automatically join the
Classroom app classes
without prompting

No No Yes

Allow AirPrint No No Yes

Allow storage of
AirPrint credentials in
Keychain

No No Yes

Allow discovery of
AirPrint printers by
using iBeacons

No No Yes
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Setting User Enrollment Unsupervised Supervised

Allow AirPrint only to
destinations with
trusted certificates

No No Yes

Adding VPN
configurations

No No Yes

Modifying cellular plan
settings

No No Yes

Removing system apps No No Yes

Setting up new nearby
devices

No No Yes

Allow USB restricted
mode

No No Yes

Force delayed
software updates

No No Yes

Enforced software
update delay

No No Yes

Force classroom
request permission to
leave classes

No No Yes

Force authentication
before autofill

No No Yes

Force automatic date
and time

No No Yes

Password AutoFill No No Yes

Password proximity
requests

No No Yes

Password Sharing No No Yes

Allow personal hotspot
modification

No No Yes

Allow boot to recovery
by an unpaired device

No No Yes

Install rapid security
response

No No Yes

Remove rapid security
response

No No Yes

Allowmail privacy
protection

No No Yes
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Setting User Enrollment Unsupervised Supervised

NFC No No Yes

Allow App clips No No Yes

Security ‑ Show in lock screen

Control Center Yes Yes Yes

Notification Yes Yes Yes

Today view Yes Yes Yes

Media content ‑ Allow

Explicit music,
podcasts, and iTunes U
material

No No Yes

Explicit sexual content
in iBooks

No Yes Yes

Ratings region No Yes Yes

Movies No Yes Yes

TV Shows No Yes Yes

Apps No Yes Yes

• Allow hardware controls

– Camera: Allow users to use the camera on their devices.

* FaceTime: Allow users to use FaceTime on their devices. For supervised iOS devices.

– Screen captures: Allow users to take screenshots on their devices.

* Allow the Classroom app to remotely observe student screens: If this restriction
is unselected, an instructor can’t use the Classroom app to remotely observe student
screens. The default setting is selected, an instructor can use the Classroom app to
observe student screens. The setting for Allow the Classroom app to perform Air‑
Play and View Screen without prompting determines whether students receive a
prompt to give the instructor permission. For supervised iOS devices.

* Allow the Classroom app to perform AirPlay and View Screen without prompt‑
ing: If this restriction is selected, the instructor can do AirPlay and View Screen on a
student device, without prompting for permission. The default setting is unselected.
For supervised iOS devices.

– Photo streams: Allow users to use MyPhotoStream to share photos through iCloud to all
their iOS devices.
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– Shared photo streams: Allow users to use iCloud Photo Sharing to share photos with
coworkers, friends, and family.

– Allow shared iPad temporary session: Prevents access to temporary sessions on shared
iPads.

– Voice dialing: Enables voice dialing on user devices.
– Siri: Allows users to use Siri.

* Allowwhile device is locked: Allow users to use Siri while their devices are locked.

* Siri profanity filter: Enable the Siri profanity filter. The default is to restrict this fea‑
ture, which means no profanity filtering is done.
For more information about Siri and security, see Siri and dictation policies.

– Installing apps: Allow users to install apps. For supervised iOS devices.
– Allowglobal background fetchwhile roaming: Allowdevices to automatically syncmail
accounts to iCloud while the device is roaming. When Off, disables global background
fetch activity when an iOS phone is roaming. Defaults toOn.

• Allow apps

– Apple App Store: Allow users to access the Apple App Store. For supervised iOS devices.
– In‑app purchases: Allow users to make in‑app purchases.

* Require Apple App Store password for purchases: Require a password for in‑app
purchases. Thedefault is to restrict this feature,whichmeansnopassword is required
for in‑app purchases.

– Safari: Allow users to access Safari. For supervised iOS devices.

* Autofill: Allow users to set up autofill for user names and passwords on Safari.

* Force fraud warning: If this setting is enabled and users visit a suspected phishing
website, Safari alerts users. The default is to restrict this feature, which means no
warnings are issued.

* Enable JavaScript: Allow JavaScript to run on Safari.

* Block pop‑ups: Block pop‑ups while viewing websites. The default is to restrict this
feature, which means pop‑ups aren’t blocked.

– Accept cookies: Set to what extent cookies are accepted. In the list, choose an option to
allow or restrict cookies. The default option is Always, which allows all websites to save
cookies in Safari. Other options are Currentwebsite only,Never, and Fromvisited sites
only.

• Network ‑ Allow iCloud actions

– iCloud documents and data: Allow users to sync documents and data to iCloud. For su‑
pervised iOS devices.

– iCloud backup: Allow users to back up their devices to iCloud.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 797

https://docs.citrix.com/en-us/citrix-endpoint-management/policies/siri-and-dictation-policies.html


Citrix Endpoint Management

– iCloud keychain: Allow users to store passwords, Wi‑Fi network, credit card, and other
information in the iCloud Keychain.

– Cloud photo library: Allow users to access their iCloud photo library.

• Security ‑ Force

The default is to restrict the following features, which means no security features are enabled.

– Encrypted backups: Force backups to iCloud to be encrypted.
– Limited ad tracking: Block targeted ad tracking.
– Passcode on first Airplay pairing: Require that AirPlay‑enabled devices are verified with
a one‑time onscreen code before they can use AirPlay.

– Paired Apple Watch to use Wrist Detection: Require a paired Apple Watch to useWrist
Detection.

– Sharing managed documents using AirDrop: Setting this option to On makes AirDrop
appear as an unmanaged drop target.

• Security ‑ Allow

– Accepting untrusted SSL certificates: Allow users to accept websites’untrusted SSL cer‑
tificates.

– Automatic update to certificate trust settings: Allow trusted certificates to be updated
automatically.

– Require managed pasteboard: Allow copy and paste functionality to follow the same
restrictions that you apply to Documents frommanaged apps in unmanaged apps and
Documents from unmanaged apps inmanaged apps.
For example, you configure the following:

* Requiremanaged pasteboard: On

* Documents frommanaged apps in unmanaged apps: Off

* Documents from unmanaged apps inmanaged apps: On
After you deploy the policy to iOS devices, users can’t copy and paste data fromman‑
aged apps to unmanaged apps, but they can copy and paste data from unmanaged
apps to managed apps.

– Documents from managed apps in unmanaged apps: Allow users to move data from
managed (corporate) apps to unmanaged (personal) apps.

– Documents from unmanaged apps in managed apps: Allow users to move data from
unmanaged (personal) apps to managed (corporate) apps.

– Diagnostic submission to Apple: Allow anonymous diagnostic data about users’devices
to be sent to Apple.

– Touch ID or Face ID to unlock device: Allow users to use Touch ID or Face ID to unlock
their devices.
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– Auto unlock: If Off, the user can’t use the Apple watch to unlock a paired iPhone. Default
isOn. Available for iOS 14.5 or later.

– Wallet notifications when locked: Allow Wallet notifications to appear on the lock
screen.

– Handoff: Allow users to transfer activities from one iOS device to another nearby iOS de‑
vice.

– iCloud sync for managed apps: Allow users to sync managed apps to iCloud.
– Backup for enterprise books: Allow enterprise books to be backed up to iCloud.
– Notes and highlights sync for enterprise books: Allow notes and highlights users have
added to enterprise books to be synced to iCloud.

– Enterpriseapp trust: Allowenterprise applications tobe trusted. Enterprise apps are any
apps that are custom‑made for your organization. These apps can be made internally or
they can be developed and bought from an external vendor. For additional information,
see Install custom enterprise apps on iOS.

– Internet results in Spotlight: Allow Spotlight to show search results from the Internet in
addition to the device.

– Unmanaged apps readmanaged contacts: Optional. Only available if Documents from
managedapps inunmanagedapps is disabled. If thispolicy is enabled, unmanagedapps
can read data frommanaged accounts’contacts. Default isOff. Available from iOS 12.

– Managedappswriteunmanagedcontacts: Optional. If enabled, allowmanagedapps to
write contacts to unmanaged accounts’contacts. If Documents from managed apps in
unmanaged apps is enabled, this restriction has no effect. Default is Off. Available from
iOS 12.

– Allow Apple personalized advertising: If Off, the Apple advertising platform can’t use
the users’data to deliver personalized ads. Default isOn. Available for iOS 14.0 or later.

• Supervised only settings ‑ Allow

These settings apply only to supervised devices. For the steps on setting an iOS device to super‑
vised mode, see Deploy devices using Apple Configurator 2.

– Allow eSIMmodification: Allow users to change the eSIM settings on their device.

– Erase all content and settings: Allow users to erase all content and settings from their
devices.

– Screen Time: Allow users to enable Screen Time.

– Podcasts: Allow users to download and sync podcasts.

– Installing configuration profiles: Allow users to install a configuration profile other than
that the one deployed by you.

– Touch IDandFace IDmodification: Allowusers to changeor delete their Touch IDor Face
ID.
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– Installing apps from device: Allow users to install apps. Disabling this setting stops end
users from installing new apps. The App Store is disabled and its icon is removed from the
Home Screen.

– Keyboard shortcuts: Allow users to create custom keyboard shortcuts for words or
phrases that they use often.

– Paired Apple watch: Allow users to pair an Apple Watch to a supervised device.

– Passcodemodification: Allow users to change the passcode on a supervised device.

– Device namemodification: Allow users to change the name of their device.

– Wallpapermodification: Allow users to change the wallpaper on their devices.

– Automatically downloading apps: Allow apps to download.

– AirDrop: Allow users to share photos, videos, websites, locations, and more with nearby
iOS devices.

– iMessage: Allow users to text over Wi‑Fi with iMessage.

– Siri user‑generated content: Allow Siri to query user‑generated content from the web.
Consumers, not traditional journalists; produce user‑generated content. For example,
content found on Twitter or Facebook is user‑generated.

– iBooks: Allow users to use the iBooks app.

– Removing apps: Allow users to remove apps from their devices.

– Game Center: Allow users to play online games through Game Center on their devices.

* Add friends: Allow users to send a notification to a friend to play a game.

* Multiplayer gaming: Allow users to start multiplayer game play on their devices.

– Modifying account settings: Allow users to modify their device account settings.

– Modifying app cellular data settings: Allow users to modify how apps use cellular data.

– Allow network drive connections: Prevents connecting to network drives in the Files
app.

– AllowUSBdevice connections: Prevents connecting to any connectedUSBdevices in the
Files app.

– Allow Find My Device: Disables the Find My Device option in the Find My app.

– Allow FindMy Friends settings: Disables the FindMy Friends option in the Find My app.

– Modifying FindMyFriends settings: Allowusers to change their FindMy Friends settings.
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– Pairing with non‑Configurator hosts: Allow the administrator to control to which de‑
vices a user device can pair. Disabling this setting prevents pairing except with the super‑
vising host running the Apple Configurator. If no supervising host certificate is configured,
all pairing is disabled.

– Predictive keyboards: Allow user devices to use the predictive keyboard for suggesting
words as they type. Disable this option in situations such as administering standardized
tests where you do not want users to have access to suggested words.

– Keyboardauto‑corrections: Allowuser devices touse keyboardautocorrect. Disable this
option in situations such as administering standardized testswhere you do notwant users
to have access to autocorrect.

– Keyboard spell‑check: Allowuser devices to use spell checkingwhile typing. Disable this
option in situations such as administering standardized testswhere you do notwant users
to have access to the spell‑checker.

– Definition lookup: Allow user devices to use definition look‑up while typing. Disable this
option in situations such as administering standardized tests where you don’t want users
to look up definitions as they type.

– Single App bundle ID: Create a list of apps allowed to keep control over the device and
prevent interaction with other apps or functions.
To add an app, click Add, type an App name, and click Save. Repeat that process for each
app you want to add.

– News: Allow users to use the News app.

– Apple Music service: Allow users to use the Apple Music service. If you don’t allow Apple
Music service, the Music app runs in classic mode.

– Apple Music: Allow users to use Apple Music.

– Notificationsmodification: Allow users to modify notification settings.

– Restricted App usage: Allow users to use all apps or to use or not use apps, based on the
bundle IDs you provide. Applies only to supervised devices. If you selectOnly allow some
apps, add an app with the bundle ID com.apple.webapp to allow web clips.

Note:

Beginning with iOS 11, Apple introduced changes to the policies that are available to
app restrictions. Apple no longer lets you remove access to the Settings app and the
Phone app by restricting the appropriate iOS application bundle.

After you configure the Restrictions device policy to block some apps and then deploy the
policy: If you later want to allow some or all of those apps, changing and deploying the
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Restrictions device policy doesn’t change the restrictions. In this case, iOS doesn’t apply
the changes to the iOS profile. To continue, use the Profile Removal policy to remove the
iOS Profile and then deploy the updated Restrictions device policy.

If you change this setting to Only allow some apps: Before deploying this policy, advise
users of devices enrolled using the Apple Deployment Program to sign in to their Apple
accounts from the Setup Assistant. Otherwise, users might have to disable two‑factor au‑
thentication on their devices to sign in to their Apple accounts and access‑allowed apps.

– Diagnostic submission modification: Allow users to modify the diagnostic submission
and app analytics settings in the Settings > Diagnostics & Usage pane.

– Bluetoothmodification: Allow users to modify Bluetooth settings.

– Allow dictation: Supervised only. If this restriction is set to Off, dictation input isn’t al‑
lowed, including speech‑to‑text. The default setting isOn.

– Modify whether Wi‑Fi is on or off: Prevents Wi‑Fi from being turned on or off in the Set‑
tings or Control Center. Entering airplane mode has no effect also. This restriction does
not prevent selecting which Wi‑Fi network to use.

– Join only Wi‑Fi networks installed by a network policy: Optional. Supervised only. If
this restriction is set toOn, the device can join Wi‑Fi networks only when they were set up
through a configuration profile. The default setting isOff.

– Allow the Classroom app to perform AirPlay and View Screen without prompting: If
this restriction is selected, the instructor can perform AirPlay and View Screen on a stu‑
dent device, without prompting for permission. The default setting is unselected. For su‑
pervised iOS devices.

– Allow the Classroom app to lock to an app and lock the device without prompting:
If this restriction is set to On, the Classroom app automatically locks user devices to an
app and locks the device, without prompting the users. The default setting is Off. For
supervised devices running iOS 11 (minimum version).

– Automatically join the Classroom app classes without prompting: If this restriction
is set to On, the Classroom app automatically joins users to classes, without prompting
the users. The default setting is Off. For supervised devices running iOS 11 (minimum
version).

– Allow AirPrint: If this restriction is set to Off, users can’t print with AirPrint. The default
setting is On. When this restriction is On, these extra restrictions appear. For supervised
devices running iOS 11 (minimum version).

* Allow storage of AirPrint credentials in Keychain: If this restriction is unselected,
the AirPrint user name and password aren’t stored in the Keychain. The default set‑
ting is selected. For supervised devices running iOS 11 (minimum version).
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* Allow discovery of AirPrint printers by using iBeacons: If this restriction is unse‑
lected, iBeacon discovery of AirPrint printers is disabled. This setting prevents spuri‑
ous AirPrint Bluetooth beacons from phishing for network traffic. The default setting
is selected. For supervised devices running iOS 11 (minimum version).

* Allow AirPrint only to destinations with trusted certificates: If this restriction is
selected, users can use AirPrint to print only to destinations with trusted certificates.
The default setting is unselected. For supervised devices running iOS 11 (minimum
version).

– Adding VPN configurations: If this restriction is set to Off, users can’t create VPN con‑
figurations. The default setting is On. For supervised devices running iOS 11 (minimum
version).

– Modifyingcellularplansettings: If this restriction is set toOff, users can’tmodify cellular
plan settings. The default setting isOn. For supervised devices running iOS 11 (minimum
version).

– Removing system apps: If this restriction is set to Off, users can’t remove system apps
from their device. The default setting is On. For supervised devices running iOS 11 (mini‑
mum version).

– Setting up new nearby devices: If this restriction is set to Off, users can’t set up new
nearby devices. The default setting is On. For supervised devices running iOS 11 (mini‑
mum version).

– Allow USB restricted mode: If Off, the device can always connect to USB accessories
while locked. Default isOn. Available only for supervised iOS 11.3 and later devices.

– Force delayed software updates: If On, delays user visibility of software updates. With
this restriction in place, the user doesn’t see a software update until the specified number
of days after the software update release date. Default isOff. Available only for supervised
iOS 11.3 and later devices. The OS update policy has more settings for controlling how
often devices receive updates. See OS Update device policy.

– Enforced software update delay (days): Allows you to specify the number of days to
delay a software update on the device. The maximum delay is 90 days. Default is 30 days.
Available only for supervised iOS 11.3 and later devices.

– Force classroom request permission to leave classes: If On, a student enrolled in an
unmanaged course with Classroom must request permission from the teacher when at‑
tempting to leave the course. Default is Off. Available only for supervised iOS 11.3 and
later devices.

– Forceauthenticationbeforeautofill: Forces theuser toauthenticatebefore they canuse
the autofill feature.
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– Force automatic date and time: Allows you to automatically set the date and time on
supervised devices. If On, device users can’t clear Set Automatically under General >
Date & Time. The time zone on the device updates only when the device can determine
its location. That is, when a device has a cellular connection or a Wi‑Fi connection with
location services enabled. Default is Off. Available only for supervised iOS 12 and later
devices.

– Password AutoFill: Optional. If disabled, users can’t use the AutoFill Passwords or Auto‑
matic Strong Passwords features. Default isOn. Available from iOS 12.

– Password proximity requests: Optional. If disabled, users’devices don’t request pass‑
words from nearby devices. Default isOn. Available from iOS 12.

– Password Sharing: Optional. If disabled, users can’t share their passwords using the Air‑
Drop Passwords feature. Default isOn. Available from iOS 12.

– Allow personal hotspot modification: Prevents users from changing the personal
hotspot settings.

– Allow boot to recovery by an unpaired device: If On, then allows the devices to be
booted into recovery by an unpaired device. The default is Off. Available for iOS 14.5 or
later.

– Install rapid security response: If Off, then prohibits the installation of rapid security
responses. The default isOn.

– Remove rapid security response: If Off, prohibits removal of rapid security responses.
The default isOn.

– Allowmail privacy protection: IfOff, disablesMail Privacy Protection on the device. The
default isOn. Available for iOS 15.2 or later.

– NFC: If Off, disables NFC. The default isOn. Available for iOS 14.2 or later.

– Allow App clips: If Off, prevents a user from adding any App Clips and removes any exist‑
ing App Clips on the device. The default isOn. Available for iOS 14.0 or later.

• Security ‑ Show in lock screen

– Control Center: Allowaccess to theControl Center on the lock screen. TheControl Center
lets users easily modify Airplane Mode, Wi‑Fi, Bluetooth, Do Not Disturb Mode, and Lock
Rotation settings.

– Notification: Allow notifications on the lock screen.
– Todayview: AllowTodayView,which aggregates information suchas theweather and the
current day’s calendar items, on the lock screen.

• Media content ‑ Allow
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– Explicit music, podcasts, and iTunes U material: Allow explicit material on users’de‑
vices.

– Explicit sexual content in iBooks: Allow explicit material to be downloaded from iBooks.
– Ratings region: Set the region fromwhich parental control ratings are got. In the list, click
a country to set the ratings region. The default is United States.

– Movies: Set whether movies are allowed on users’devices. If movies are allowed, option‑
ally set the ratings level for movies. In the list, click an option to allow or restrict movies
on the device. The default is Allow all movies.

– TV Shows: Set whether TV shows are allowed on users’devices. If TV shows are allowed,
optionally set the ratings level for TV shows. In the list, click an option to allow or restrict
TV shows on the device. The default is Allow all TV Shows.

– Apps: Set whether apps are allowed on users’devices. If apps are allowed, optionally set
the ratings level for apps. In the list, click an option to allow or restrict apps on the device.
The default is Allow all apps.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 and later.

– Profile scope: Select whether this policy applies to a User or an entire System. The de‑
fault isUser. This option is available only on iOS 9.3 and later.
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macOS settings

Setting Unsupervised Supervised

Apps

Allow use of Game Center No Yes

Allow adding Game Center
friends

No Yes

Allowmultiplayer gaming No Yes

Allow Game Center account
modification

Yes Yes

Allow App Store adoption Yes Yes

Allow Safari Autofill No Yes

Require admin password to
install or update apps

Yes Yes

Restrict App Store to software
update only

Yes Yes
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Setting Unsupervised Supervised

Restrict which apps are allowed
to open

Yes Yes

Media

Allow AirDrop No Yes

Functionality

Lock desktop picture No Yes

Allow use of camera No Yes

Allow Apple Music No Yes

Allow Spotlight Suggestions Yes Yes

Allow Look Up Yes Yes

Allow use of iCloud password
for local accounts

Yes Yes

Allow iCloud documents & data Yes Yes

Allow iCloud Desktop and
Documents

No Yes

Allow iCloud Keychain Sync No Yes

Allow iCloud Mail Yes Yes

Allow iCloud Contacts Yes Yes

Allow iCloud Calendars Yes Yes

Allow iCloud Reminders Yes Yes

Allow iCloud Bookmarks Yes Yes

Allow iCloud Notes Yes Yes

Allow iCloud Photos Yes Yes

Allow Auto Unlock Yes Yes

Allow Touch ID To Unlock Mac Yes Yes

Force delayed software
updates

No Yes

Password AutoFill No Yes

Password proximity requests No Yes

Password Sharing Yes Yes
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• Preferences

– Restrict items in System Preferences: Allow or restrict user access to System Prefer‑
ences. The default isOff, which allows users full access to System Preferences. If enabled,
configure the following settings.

* System Preference Pane: Select whether the settings you select are enabled or dis‑
abled. The default is to enable all settings, which areOn by default.

· Users & Groups
· General
· Accessibility
· App Store
· Software Update
· Bluetooth
· CDs & DVDs
· Date & Time
· Desktop & Screen Saver
· Displays
· Dock
· Energy Saver
· Extensions
· FibreChannel
· iCloud
· Ink
· Internet Accounts
· Keyboard
· Language & Text
· Mission Control
· Mouse
· Network
· Notifications
· Parental Controls
· Printers & Scanners
· Profiles
· Security & Privacy
· Sharing
· Sound
· Dictation & Speech
· Spotlight
· Startup Disk
· Time Machine
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· Trackpad
· Xsan

• Apps

– Allow use of Game Center: Allow users to play online games through Game Center. The
default isOn.

– Allow adding Game Center friends: Allow users to send a notification to a friend to play
a game. The default isOn.

– Allowmultiplayer gaming: Allow users to initiate multiplayer game play. The default is
On.

– Allow Game Center account modification: Allow users to modify their Game Center ac‑
count settings. The default isOn.

– Allow App Store adoption: Allow or restrict the App Store to adopt apps that preexist in
OS X. The default isOn.

– AllowSafari Autofill: Allow Safari to automatically populate fields onwebsites with pass‑
words, addresses, and other basic information that it has stored. The default isOn.

– Require admin password to install or update apps: Require an administrator password
to install or update apps. The default is Off, which means no administrator password is
required.

– Restrict App Store to software update only: Restrict the App Store to updates only,
which disables all tabs in the App Store except Updates. The default is Off, which allows
full App Store access.

– Restrict which apps are allowed to open: Restrict or allow apps users can use. The de‑
fault is Off, which allows all apps to be used. If enabled, configure the following settings:

* AllowedApps: ClickAdd, enter the nameandbundle ID for an app allowed to launch,
and then click Save. For Citrixmobile productivity apps, use the ID from thePackage
ID field when adding the app. Repeat this step for each app allowed to launch.

* Disallowed Folders: Click Add, type the file path to a folder you want to restrict user
access (for example, /Applications/Utilities), and then click Save. Repeat this step for
all folders that you do not want users to be able to access.

* Allowed folders: Click Add, type the file path to a folder to which you want to grant
user access, and then click Save. Repeat this step for all folders that you want users
to be able to access.

• Widgets

– Allow only the following Dashboardwidgets to run: If On, users can only run the Dash‑
board widgets configured in this setting. The default is Off, which allows users to run all
widgets. If enabled, configure the following setting:

* AllowedWidgets: Click Add, type the name and ID of a widget that is allowed to run,
and then click Save. Repeat this step for each widget that you want to run on the
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Dashboard.

• Media

– Allow AirDrop: Allow users to share photos, videos, websites, locations, and more with
nearby iOS devices.

• Sharing

– Automatically enable new sharing services: Select whether to automatically enable
sharing services.

– Mail: Select whether to allow a sharedmailbox.
– Facebook: Select whether to allow a shared Facebook account.
– Video Services ‑ Flickr, Vimeo, Tudou, and Youku: Select whether to allow shared video
services.

– Add to Aperture: Select whether to allow shared ability to add to Aperture.
– Sina Weibo: Select whether to allow a shared Sina Weibo account.
– Twitter: Select whether to allow a shared Twitter account.
– Messages: Select whether to allow shared access to messages.
– Add to iPhoto: Select whether to allow shared ability to add to iPhoto.
– Add to Reading List: Select whether to allow shared ability to add to Reading List.
– AirDrop: Select whether to allow a shared AirDrop account.

• Functionality

– Lock desktop picture: Select whether users can change the desktop picture. The default
isOff, which means users can change the desktop picture.

– Allowuse of camera: Select whether users can use the camera on their Macs. The default
isOff, which means users can’t use the camera.

– Allow AppleMusic: Allow users to use the Apple Music service (macOS 10.12 and later). If
you don’t allow Apple Music service, the Music app runs in classic mode. Applies only to
supervised devices. Defaults toOn.

– Allow Spotlight Suggestions: Select whether users can use Spotlight Suggestions to
search their Mac and to provide Spotlight Suggestions from the Internet and the App
Store. The default isOff, which prevents users from using Spotlight Suggestions.

– AllowLookUp: Selectwhether users can lookup thedefinitions ofwordswith the context
menu or the Spotlight search menu. The default is Off, which prevents users from using
Look Up on their Macs.

– Allow use of iCloud password for local accounts: Select whether users can use their
Apple ID and iCloud password to sign on to their Macs. Enabling this policy means that
users use only one ID and password for all login screens on their Macs. The default is On,
which allows users to use their Apple ID and iCloud password to access their Macs.
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– Allow iCloud documents& data: Select whether to allow users to access documents and
data stored on iCloud on their Macs. The default is On, which prevents users from using
iCloud documents and data on their Macs.

* Allow iCloud Desktop and Documents: (macOS 10.12.4 and later) The default is se‑
lected.

– Allow iCloud Keychain Sync: Allow iCloud Keychain sync (macOS 10.12 and later). The
default isOn.

– Allow iCloud Mail: Allow users to use iCloud Mail (macOS 10.12 and later). The default is
On.

– Allow iCloud Contacts: Allow users to use iCloud Contacts (macOS 10.12 and later). The
default isOn.

– Allow iCloud Calendars: Allow users to use iCloud Calendars (macOS 10.12 and later).
The default isOn.

– Allow iCloud Reminders: Allow users to use iCloud Reminders (macOS 10.12 and later).
The default isOn.

– Allow iCloud Bookmarks: Allow users to sync with iCloud Bookmarks (macOS 10.12 and
later). The default isOn.

– Allow iCloud Notes: Allow users to use Cloud Notes (macOS 10.12 and later). The default
isOn.

– Allow iCloud Photos: If you change this setting to Off, any photos not fully downloaded
from the iCloud Photo Library are removed from local device storage (macOS 10.12 and
later). The default isOn.

– Allow Auto Unlock: For information about this option and Apple Watch, see https://ww
w.imore.com/auto‑unlock (macOS 10.12 and later). The default isOn.

– Allow Touch ID To Unlock Mac: (macOS 10.12.4 and later). The default isOn.
– Force delayed software updates: If On, this setting delays user visibility of software up‑
dates. Users don’t see a software update until the specified number of days after the soft‑
ware update release date. Default is Off. Available only for supervised devices running
macOS 10.13.4 and later. The OS update policy has more settings for controlling how of‑
ten devices receive updates. See OS Update device policy.

– Enforced software update delay (days): Specifies how many days to delay a software
updateon thedevice. Themaximum is 90days. Default is30. Availableonly for supervised
devices running macOS 10.13.4 and later.

– Password AutoFill: Optional. If disabled, users cannot use the AutoFill Passwords or Au‑
tomatic Strong Passwords features. Default isOn. (macOS 10.14 and later)

– Password proximity requests: Optional. If disabled, users’devices don’t request pass‑
words from nearby devices. Default isOn. (macOS 10.14 and later)

– Password Sharing: Optional. If disabled, users can’t share their passwords using the Air‑
Drop Passwords feature. Default isOn. (macOS 10.14 and later)
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Android settings

• Camera: Allow users to use the camera on their devices. IfOff, the camera is disabled. Defaults
toOn.

Android Enterprise settings

When a newor factory reset Android device enrolls in work profilemode, devices running Android 9.0‑
10.x enroll as fully managed devices with a work profile. Devices running Android 11+ enroll as work
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profile on corporate‑owned devices. The restriction policy can apply to either the work profile on the
device or the managed device.

On devices enrolled in the work profile on corporate‑owned devices mode, the following restrictions
don’t work:

• Allow backup service
• Enable system apps
• Keep the keyguard from locking the device
• Allow use of the status bar
• Keep the device screen on
• Allow user control of application settings
• Allow user to configure user credentials
• Allow VPN configuration
• Allow USBmass storage
• Allow factory reset
• Allow app uninstall
• Allow non‑Google Play apps
• Allow cross profile copy and paste
• Enable app verification
• Allow account management
• Allow printing
• Allow NFC
• Allow adding users

By default, the USB Debugging and Unknown Sources settings are disabled on a device when it is
enrolled in Android Enterprise in work profile mode.

Watch this video to learn more:
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• Apply to fully managed devices with a work profile/Work profile on corporate‑owned de‑
vices: Allows Restrictions policy settings to be configured for fully managed devices with work
profiles. These devices are also known as COPE (corporate owned personally enabled) devices.
When this setting isOn, select one of these settings:

– Work profile: The restrictions settings you configure apply only to thework profile on the
device.

– Managed device: The restrictions settings you configure apply only to the device.

When this setting is Off, the credentials settings you configure apply to the device, except for
settings that explicitly apply to the work profile. Default isOff.

When Apply to fully managed devices with a work profile/Work profile on corporate‑owned de‑
vices is off, configure the following settings:

• Security

– Allow accountmanagement: Allows an account to be added to in work profile andman‑
aged devices. Default isOff.

– Allow copy and paste fromwork profile: IfOn, users can copy and paste data from apps
in the work profile to apps in the personal profile. Default isOff.

– Allow data sharing from personal profile: If On, users can copy, paste, and share files
and data from apps in the personal profile to apps in the work profile. Default isOff.
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– Allowscreencapture: Allowsusers to recordor takea screen captureof thedevice screen.
Default isOff.

– Allow use of camera: Allows users to take pictures andmake videos with the device cam‑
era. Default isOff.

– Allow VPN configuration: Allows users to create VPN configurations. For work profile
devices running Android 6 and later and for fully managed devices. Default isOn.

– Allow backup service: Allows users to back up application and system data on their de‑
vices. Default isOn.

– Allow NFC: Allow users to send webpages, photos, videos, or other content from their
devices to another device using Near Field Communication (NFC). For MDM 4.0 and later.
Default isOn.

– Allow configuring location provider: Allows users to turn on GPS on their devices. For
Android API 28 and later. Default isOn.

– Allow location sharing: Formanaged profiles, the device owner can override this setting.
Default isOff.

Tip:

You can create Location device policies in Citrix Endpoint Management to enforce ge‑
ographic boundaries. See Location device policy.

– Allow user to configure user credentials: Specify whether users can configure creden‑
tials in the managed keystore. Default isOn.

– Allow printing: If On, the setting allows users to print to any printer accessible from the
user device. The default isOff. Available for: Android 9 and later.

– Allow USB debugging: Default isOff.

• Apps

– Enable system apps: Allows users to run pre‑installed device apps. Default is Off. To
enable specific apps, click Add in the System apps list table.

* System apps list: A list of the system apps you want to enable on the device. Set
Enable system apps to On and add the app package name. To look up the pack‑
age name for a system app, you can use the Android Debug Bridge (adb) to call the
Android package manager (pm) command. For example, adb shell "pm list
packages -f name", where “name”is part of the package name. For more infor‑
mation, see https://developer.android.com/studio/command‑line/adb. For Android
Enterprise devices, you can restrict apppermissions using the Android Enterprise app
permissions policy.
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– Disable applications: Blocks a specified list of apps from running on devices. Default
is Off. To disable an installed app, change the setting to On and then click Add in the
Application list table.

* Application list: A list of the apps you want to block. Set Disable applications
to On and add the app. Type the app package name. Changing and deploying an
app list overwrites the prior app list. For example: If you disable com.example1 and
com.example2, and then later change the list to com.example1 and com.example3,
Citrix Endpoint Management enables com.example.2.

– Enable app verification: Enables the OS to scan apps to detect malicious behavior. De‑
fault isOn.

– Enable Google apps: Allows users to download apps from Google Mobile Services onto
the device. Default isOn.

– Allow non‑Google Play apps: Allows the installation of apps from stores other than
Google Play. Default isOff.

– Allow non‑Google Play apps for all profiles: If On, users can install apps from stores
other than Google Play on all profiles on the device. Default isOff.

– Allow user control of application settings: Allows users to uninstall apps, disable apps,
clear cache and data, force stop any app, and clear defaults. Users do these actions from
the Settings app. Default isOff.

– Allow app uninstall: Allows users to uninstall apps fromwithin the Managed Google Play
Store. Default isOff.

• BYODwork profile

– Enable connected apps: If enabled, users can select apps that can communicate across
work and personal profiles, using both work and personal data. After enabling, click Add,
select the desired apps, then click Save. A work profile is required to enable this feature.
Default isOff.

– Allow work profile app widgets on home screen: If this setting is On, users can place
work profile appwidgets on the device home screen. If this setting isOff, users can’t place
work profile app widgets on the device home screen. Default isOff.

* Appswith allowedwidgets: A list of the apps youwant to allow on the home screen.
Set Allow work profile app widgets on home screen to On and add the app. Click
Add and select an appwhosewidgets youwant to allow on the home screen from the
list. Click Save. Repeat that process to allowmore app widgets.

– Allow work profile contacts in device contacts: Shows contacts from the managed An‑
droid Enterprise profile in the parent profile, for incoming calls (Android 7.0 and later). De‑
fault isOff.

• Fully managed device only
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– Allow adding users: Allows users to add new users on a device. Default isOn.
– Allow data roaming: Allows users to use cellular data while roaming. The default is Off,
which disables roaming on users’devices. Default isOff.

– Allow SMS: Allows users to send and receive SMSmessages. Default isOff.
– Allowuse of the status bar: IfOn, this setting enables the status bar onmanaged devices
and dedicated devices (also known as COSU devices). This setting disables notifications,
quick settings, and other screen overlays that allow escape from full‑screen mode. Users
can go to system settings and see notifications. For Android 6.0 and later. Default isOff.

– Allow Bluetooth: Allows users to use Bluetooth. Default isOn.

* Allow Bluetooth sharing: If unselected, users can’t establish outgoing Bluetooth
sharing on their device. The default is selected.

– Allow configuring date and time: Allows users to change the date and time on their de‑
vices. Default isOn.

– Allow factory reset: Allows users to do a factory reset on their devices. Default isOn.
– Keep the device screen on: If this setting is set toOn, the device screen remains onwhen
the device is plugged in. Default isOff.

– Allow USBmass storage: Allows transfer of large data files between users’devices and a
computer over a USB connection. Default isOn.

– Allowmicrophone: Allows users to use the microphone on their devices. Default isOn.
– Allow tethering: Allows users to configure portable hotspots and tether data. Default is
Off.

– Keep the keyguard from locking the device: If On, this setting disables the keyguard on
the lock screen onmanaged devices and dedicated devices (also known as COSU devices).
Default isOff.

– AllowWi‑Fi changes: If On, users can turn Wi‑Fi on or off and connect to Wi‑Fi networks.
Default isOn.

– Allow file transfer: Allows file transfers over USB. Default isOff.

• Samsung

– Enable TIMA Keystore: The TIMA Keystore provides TrustZone‑based secure key storage
for the symmetric keys. RSA key pairs and certificates are routed to the default key store
provider for storage. Default isOff.

– Allow share list: Allows users to share content between apps in the Share Via list. Default
isOn.

– Enable audit log: Enables creation of event audit logs for forensic analysis of a device.
Default isOff.

• Samsung: Fully managed device only

– Enable ODE Trusted Boot verification: Use ODE trusted boot verification to establish a
chain of trust from the bootloader to the system image. Default isOn.
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– Allow emergency calls only: Allows users to enable Emergency Call Only mode on their
devices. Default isOff.

– Allow firmware recovery: Allows users to recover the firmware on their devices. Default
isOn.

– Allow fast encryption: Allows encryption of only used memory space. This encryption
contrasts full disk encryption, which encrypts all data. That data includes settings, appli‑
cation data, downloaded files and applications, media, and other files. Default isOn.

– EnableCommonCriteriamode: Places thedevice intoCommonCriteriaMode. TheCom‑
mon Criteria configuration enforces stringent security processes. Default isOn.

– Enable reboot banner: Displays a DoD approved systemuse notificationmessage or ban‑
ner when users’devices are restarted. Default isOff.

– Allow settings changes: Allows users to change settings on their fully managed devices.
Default isOn.

– Enable background data usage: Allows apps to sync data in the background. for fully
managed devices. Default isOn.

– Allow clipboard: Allow users to copy data to the clipboard on their devices.

* Allowclipboard share: Allowusers to share clipboard content between their devices
and a computer (MDM 4.0 and later).

– Allow home key: Allows users to use the Home key on their fully managed devices. De‑
fault isOn.

– Allowmock location: Allows users to fake their GPS location. For fully managed devices.
Default isOff.

– NFC: Allows users to use NFC on their fully managed devices (MDM 3.0 and later). Default
isOn.

– Allowpoweroff: Allowsusers topoweroff their fullymanageddevices (MDM3.0and later).
Default isOn.

– AllowWi‑Fi direct: Allows users to connect directly to another device through their Wi‑Fi
connection. Default isOn. If On, you must enable the AllowWi‑Fi changes setting.

– Allow SD card: Allows users to use an SD card, if available, with their devices. Default is
On.

– Allow USB host storage: Allows users’devices to act as the USB host when a USB device
connects to their devices. Users’devices then supply power to the USB device. Default is
On.

– Allow voice dialer: Allows users to use the voice dialer on their devices (MDM 4.0 and
later). Default isOn.

– AllowSbeam: Allows users to share contentwith others using NFC andWi‑Fi Direct (MDM
4.0 and later). Default isOn.

– Allow S voice: Allows users to use the intelligent personal assistant and knowledge navi‑
gator on their devices (MDM 4.0 and later). Default isOn.
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– AllowUSB tethering: Allows users to share amobile data connectionwith another device
using their USB connection. The default isOff. If On the Allow tethering setting must be
On as well.

– AllowBluetooth tethering: Allows users to share amobile data connection with another
device using their Bluetooth connection. The default is Off. If On the Allow tethering
setting must beOn as well.

* Allow Bluetooth sharing: If unselected, users can’t establish outgoing Bluetooth
sharing on their device. The default is selected.

– Allow Wi‑Fi tethering: Allows users to share a mobile data connection with another de‑
vice using their Wi‑Fi connection. The default is Off. If On the Allow tethering setting
must beOn as well.

– Allow incoming MMS: Allows users to receive MMS messages. Default is Off. If On, you
must turn on the Allow SMS setting.

– AllowoutgoingMMS: Allows users to sendMMSmessages. Default isOff. IfOn, youmust
turn on the Allow SMS setting.

– Allow incoming SMS: Allows users to receive SMS messages. Default is Off. If On, you
must turn on the Allow SMS setting.

– Allow outgoing SMS: Allows users to send SMSmessages. Default isOff. If On, you must
turn on the Allow SMS setting.

– Configure mobile networks: Allows users to use their cellular data connection. Default
isOff.

– Limit by day (MB): Enter the number of MB of mobile data users can use each day. The
default is 0, which disables this feature (MDM 4.0 and later).

– Limit byweek (MB): Enter the number ofMBofmobile data users can use eachweek. The
default is 0, which disables this feature (MDM 4.0 and later).

– Limit by month (MB): Enter the number of MB of mobile data users can use each month.
The default is 0, which disables this feature (MDM 4.0 and later).

– Allow only secure VPN connections: Allows users to only use secure connections (MDM
4.0 and later). Default isOn.

– Allow audio recording: Allows users to record audio with their devices (MDM 4.0 and
later). Default isOn. If On youmust turn on the Allowmicrophone setting.

– Allowvideorecording: Allowsusers to recordvideowith their devices (MDM4.0and later).
Default isOff. If On youmust turn on the Allow use of camera setting.

– Allow push messages when roaming: Allow users to use cellular data for pushing. De‑
fault isOff. If On, you must enable the Allow data roaming setting.

– Allow automatic synchronization when roaming: Allow users to use cellular data for
syncing. Default isOff. If On, you must enable the Allow data roaming setting.

– Allow voice calls when roaming: Allow users to use cellular data for voice calls. Default
isOff. If On, you must enable the Allow data roaming setting.
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• Samsung: Fully managed device

– Enable revocation check: Enables checking for revoked certificates. Default isOff.

When Apply to fully managed devices with a work profile/Work profile on corporate‑owned de‑
vices is on and For fully managed devices with a work profile, apply the policy to is set toWork
profile, configure these settings:

• Security

– Allow account management: Allows an account to be added to in the work profile and
managed devices. Default isOff.

– Allow cross profile copy and paste: If On, users can copy and paste between apps in the
Android Enterprise profile and apps in the personal area. Default isOff.

– Allowscreencapture: Allowsusers to recordor takea screen captureof thedevice screen.
Default isOff.

– Allow use of camera: Allows users to take pictures andmake videos with the device cam‑
era. Default isOff.

– Allow configuring location provider: Allows users to turn on GPS on their devices. For
Android API 28 and later. Default isOn.

– Allow location sharing: Formanaged profiles, the device owner can override this setting.
Default isOff.

Tip:

You can create Location device policies in Citrix Endpoint Management to enforce ge‑
ographic boundaries. See Location device policy.

– Allow user to configure user credentials: Specify whether users can configure creden‑
tials in the managed keystore. Default isOn.

– Allow printing: If On, the setting allows users to print to any printer accessible from the
user device. The default isOff. Available for: Android 9 and later.

• Apps

– Enable system apps: Allows users to run pre‑installed device apps. Default is Off. To
enable specific apps, click Add in the System apps list table.

* System apps list: A list of the system apps you want to enable on the device. Set
Enable system apps to On and add the app package name. To look up the pack‑
age name for a system app, you can use the Android Debug Bridge (adb) to call the
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Android package manager (pm) command. For example, adb shell "pm list
packages -f name", where “name”is part of the package name. For more infor‑
mation, see https://developer.android.com/studio/command‑line/adb. For Android
Enterprise devices, you can restrict apppermissions using the Android Enterprise app
permissions policy.

– Disable applications: Blocks a specified list of apps from running on devices. Default
is Off. To disable an installed app, change the setting to On and then click Add in the
Application list table.

* Application list: A list of the apps you want to block. Set Disable applications
to On and add the app. Type the app package name. Changing and deploying an
app list overwrites the prior app list. For example: If you disable com.example1 and
com.example2, and then later change the list to com.example1 and com.example3,
Citrix Endpoint Management enables com.example.2.

– Enable app verification: Enables the OS to scan apps to detect malicious behavior. De‑
fault isOn.

– Enable Google apps: Allows users to download apps from Google Mobile Services onto
the device. Default isOn.

– Allow non‑Google Play apps: Allows the installation of apps from stores other than
Google Play. Default isOff.

– Allow user control of application settings: Allows users to uninstall apps, disable apps,
clear cache and data, force stop any app, and clear defaults. Users perform these actions
from the Settings app. Default isOff.

– Allow app uninstall: Allows users to uninstall apps fromwithin the Managed Google Play
Store. Default isOff.

• BYODwork profile

– Allow work profile app widgets on home screen: If this setting is On, users can place
work profile appwidgets on the device home screen. If this setting isOff, users can’t place
work profile app widgets on the device home screen. Default isOff.

* Appswith allowedwidgets: A list of the apps youwant to allow on the home screen.
Set Allow work profile app widgets on home screen to On and add the app. Click
Add and select an appwhosewidgets youwant to allow on the home screen from the
list. Click Save. Repeat that process to allowmore app widgets.

– Allow work profile contacts in device contacts: Shows contacts from the managed An‑
droid Enterprise profile in the parent profile, for incoming calls (Android 7.0 and later). De‑
fault isOff.

• Samsung

– Enable TIMA Keystore: The TIMA Keystore provides TrustZone‑based secure key storage

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 821

https://developer.android.com/studio/command-line/adb
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/app-permissions-policy.html#android-enterprise-settings
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/app-permissions-policy.html#android-enterprise-settings


Citrix Endpoint Management

for the symmetric keys. RSA key pairs and certificates are routed to the default key store
provider for storage. Default isOff.

– Allow share list: Allows users to share content between apps in the Share Via list. Default
isOn.

– Enable audit log: Enables creation of event audit logs for forensic analysis of a device.
Default isOff.

• Samsung: Fully managed device

– Enable revocation check: Enables checking for revoked certificates. Default isOff.

When Apply to fully managed devices with a work profile/Work profile on corporate‑owned de‑
vices is onandFor fullymanageddeviceswithaworkprofile, apply thepolicy to is set toManaged
device, configure these settings:

• Security

– Allow account management: Allows an account to be added to in the work profile and
managed devices. Default isOff.

– Allow cross profile copy and paste: If On, users can copy and paste between apps in the
Android Enterprise profile and apps in the personal area. Default isOff.

– Allowscreencapture: Allowsusers to recordor takea screen captureof thedevice screen.
Default isOff.

– Allow use of camera: Allows users to take pictures andmake videos with the device cam‑
era. Default isOff.

– Allow VPN configuration: Allows users to create VPN configurations. For work profile
devices running Android 6 and later and for fully managed devices. Default isOn.

– Allow backup service: Allows users to back up application and system data on their de‑
vices. Default isOn.

– Allow NFC: Allow users to send webpages, photos, videos, or other content from their
devices to another device using Near Field Communication (NFC). For MDM 4.0 and later.
Default isOn.

– Allow configuring location provider: Allows users to turn on GPS on their devices. For
Android API 28 and later. Default isOn.

– Allow location sharing: Formanaged profiles, the device owner can override this setting.
Default isOff.

Tip:

You can create Location device policies in Citrix Endpoint Management to enforce ge‑
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ographic boundaries. See Location device policy.

– Allow user to configure user credentials: Specify whether users can configure creden‑
tials in the managed keystore. Default isOn.

– Allow printing: If On, the setting allows users to print to any printer accessible from the
user device. The default isOff. Available for: Android 9 and later.

– Allow USB debugging: Default isOff.

• Apps

– Enable system apps: Allows users to run pre‑installed device apps. Default is Off. To
enable specific apps, click Add in the System apps list table.

* System apps list: A list of the system apps you want to enable on the device. Set
Enable system apps to On and add the app package name. To look up the pack‑
age name for a system app, you can use the Android Debug Bridge (adb) to call the
Android package manager (pm) command. For example, adb shell "pm list
packages -f name", where “name”is part of the package name. For more infor‑
mation, see https://developer.android.com/studio/command‑line/adb. For Android
Enterprise devices, you can restrict apppermissions using the Android Enterprise app
permissions policy.

– Disable applications: Blocks a specified list of apps from running on devices. Default
is Off. To disable an installed app, change the setting to On and then click Add in the
Application list table.

* Application list: A list of the apps you want to block. Set Disable applications
to On and add the app. Type the app package name. Changing and deploying an
app list overwrites the prior app list. For example: If you disable com.example1 and
com.example2, and then later change the list to com.example1 and com.example3,
Citrix Endpoint Management enables com.example.2.

– Enable app verification: Enables the OS to scan apps to detect malicious behavior. De‑
fault isOn.

– Enable Google apps: Allows users to download apps from Google Mobile Services onto
the device. Default isOn.

– Allow non‑Google Play apps: Allows the installation of apps from stores other than
Google Play. Default isOff.

– Allow user control of application settings: Allows users to uninstall apps, disable apps,
clear cache and data, force stop any app, and clear defaults. Users perform these actions
from the Settings app. Default isOff.

– Allow app uninstall: Allows users to uninstall apps fromwithin the Managed Google Play
Store. Default isOff.
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• Fully managed device only

– Allow adding users: Allows users to add new users on a device. Default isOn.
– Allow data roaming: Allows users to use cellular data while roaming. The default is Off,
which disables roaming on users’devices. Default isOff.

– Allow SMS: Allows users to send and receive SMSmessages. Default isOff.
– Allowuse of the status bar: IfOn, this setting enables the status bar onmanaged devices
and dedicated devices (also known as COSU devices). This setting disables notifications,
quick settings, and other screen overlays that allow escape from full‑screen mode. Users
can go to system settings and see notifications. For Android 6.0 and later. Default isOff.

– Allow Bluetooth: Allows users to use Bluetooth. Default isOn.

* Allow Bluetooth sharing: If unselected, users can’t establish outgoing Bluetooth
sharing on their device. The default is selected.

– Allow configuring date and time: Allows users to change the date and time on their de‑
vices. Default isOn.

– Allow factory reset: Allows users to do a factory reset on their devices. Default isOn.
– Allowfactory resetprotection: If set toOn, when thedevice is reset using recoverymode,
the user must provide credentials for the account that was on the device before the reset.
They can also provide the device lock if one was set before the reset. If set toOff, authen‑
tication isn’t required after a reset. The default isOn.

– Keep the device screen on: If this setting is set to On, the device screen stays on when
the device is plugged in. Default isOff.

– Allow USBmass storage: Allows transfer of large data files between users’devices and a
computer over a USB connection. Default isOn.

– Allowmicrophone: Allows users to use the microphone on their devices. Default isOn.
– Allow tethering: Allows users to configure portable hotspots and tether data. Default is
Off. When this setting is on, these settings are available for Samsung devices:

– Keep the keyguard from locking the device: If On, this setting disables the keyguard on
the lock screen onmanaged devices and dedicated devices (also known as COSU devices).
Default isOff.

– AllowWi‑Fi changes: If On, users can turn Wi‑Fi on or off and connect to Wi‑Fi networks.
Default isOn.

– Allow file transfer: Allows file transfers over USB. Default isOff.

• Samsung

– Enable TIMA Keystore: The TIMA Keystore provides TrustZone‑based secure key storage
for the symmetric keys. RSA key pairs and certificates are routed to the default key store
provider for storage. Default isOff.

– Allow share list: Allows users to share content between apps in the Share Via list. Default
isOn.
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– Enable audit log: Enables creation of event audit logs for forensic analysis of a device.
Default isOff.

• Samsung: Fully managed device only

– Enable ODE Trusted Boot verification: Use ODE trusted boot verification to establish a
chain of trust from the bootloader to the system image. Default isOn.

– Allow emergency calls only: Allows users to enable Emergency Call Only mode on their
devices. Default isOff.

– Allow firmware recovery: Allows users to recover the firmware on their devices. Default
isOn.

– Allow fast encryption: Allows encryption of only used memory space. This encryption
contrasts full disk encryption, which encrypts all data. That data includes settings, appli‑
cation data, downloaded files and applications, media, and other files. Default isOn.

– EnableCommonCriteriamode: Places thedevice intoCommonCriteriaMode. TheCom‑
mon Criteria configuration enforces stringent security processes. Default isOn.

– Enable reboot banner: Displays a DoD approved systemuse notificationmessage or ban‑
ner when users’devices are restarted. Default isOff.

– Allow settings changes: Allows users to change settings on their fully managed devices.
Default isOn.

– Enable background data usage: Allows apps to sync data in the background. for fully
managed devices. Default isOn.

– Allow clipboard: Allow users to copy data to the clipboard on their devices. Default isOn.

* Allowclipboard share: Allowusers to share clipboard content between their devices
and a computer (MDM 4.0 and later).

– Allow home key: Allows users to use the Home key on their fully managed devices. De‑
fault isOn.

– Allowmock location: Allows users to fake their GPS location. For fully managed devices.
Default isOff.

– NFC: Allows users to use NFC on their fully managed devices (MDM 3.0 and later). Default
isOn.

– Allowpoweroff: Allowsusers topoweroff their fullymanageddevices (MDM3.0and later).
Default isOn.

– AllowWi‑Fi direct: Allows users to connect directly to another device through their Wi‑Fi
connection. Default isOn. If On, you must enable the AllowWi‑Fi changes setting.

– Allow SD card: Allows users to use an SD card, if available, with their devices. Default is
On.

– Allow USB host storage: Allows users’devices to act as the USB host when a USB device
connects to their devices. Users’devices then supply power to the USB device. Default is
On.
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– Allow voice dialer: Allows users to use the voice dialer on their devices (MDM 4.0 and
later). Default isOn.

– AllowSbeam: Allows users to share contentwith others using NFC andWi‑Fi Direct (MDM
4.0 and later). Default isOn.

– Allow S voice: Allows users to use the intelligent personal assistant and knowledge navi‑
gator on their devices (MDM 4.0 and later). Default isOn.

– AllowUSB tethering: Allows users to share amobile data connectionwith another device
using their USB connection. The default isOff. If On the Allow tethering setting must be
On as well.

– AllowBluetooth tethering: Allows users to share amobile data connection with another
device using their Bluetooth connection. The default is Off. If On the Allow tethering
setting must beOn as well.

– Allow Wi‑Fi tethering: Allows users to share a mobile data connection with another de‑
vice using their Wi‑Fi connection. The default is Off. If On the Allow tethering setting
must beOn as well.

– Allow incoming MMS: Allows users to receive MMS messages. Default is Off. If On, you
must turn on the Allow SMS setting.

– AllowoutgoingMMS: Allows users to sendMMSmessages. Default isOff. IfOn, youmust
turn on the Allow SMS setting.

– Allow incoming SMS: Allows users to receive SMS messages. Default is Off. If On, you
must turn on the Allow SMS setting.

– Allow outgoing SMS: Allows users to send SMSmessages. Default isOff. If On, you must
turn on the Allow SMS setting.

– Configure mobile networks: Allows users to use their cellular data connection. Default
isOff.

– Limit by day (MB): Enter the number of MB of mobile data users can use each day. The
default is 0, which disables this feature (MDM 4.0 and later).

– Limit byweek (MB): Enter the number ofMBofmobile data users can use eachweek. The
default is 0, which disables this feature (MDM 4.0 and later).

– Limit by month (MB): Enter the number of MB of mobile data users can use each month.
The default is 0, which disables this feature (MDM 4.0 and later).

– Allow only secure VPN connections: Allows users to only use secure connections (MDM
4.0 and later). Default isOn.

– Allow audio recording: Allows users to record audio with their devices (MDM 4.0 and
later). Default isOn. If On youmust turn on the Allowmicrophone setting.

– Allowvideorecording: Allowsusers to recordvideowith their devices (MDM4.0and later).
Default isOff. If On youmust turn on the Allow use of camera setting.

– Allow push messages when roaming: Allow users to use cellular data for pushing. De‑
fault isOff. If On, you must enable the Allow data roaming setting.
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– Allow automatic synchronization when roaming: Allow users to use cellular data for
syncing. Default isOff. If On, you must enable the Allow data roaming setting.

– Allow voice calls when roaming: Allow users to use cellular data for voice calls. Default
isOff. If On, you must enable the Allow data roaming setting.

• Samsung: Fully managed device

– Enable revocation check: Enables checking for revoked certificates. Default isOff.

Windows Desktop/Tablet settings

• Wi‑Fi Settings

– Allow Internet sharing: Allowadevice to share its internet connectionwith other devices
by turning it into a Wi‑Fi hotspot.

• Connectivity

– Allow bluetooth: Allow the device to connect through Bluetooth.
– Allow VPN over cellular: Allow the device to connect over VPN to a cellular network.
– Allow VPN over cellular while roaming: Allow the device to connect over VPN when the
device roams over cellular networks.

– Allow cellular data roaming: Allow users to use cellular data while roaming.

• Accounts

– AllowMicrosoftaccount connection: Allow thedevice to use aMicrosoftaccount for non‑
email related connection authentication and services.
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– Allow non‑Microsoft email: Allow user to add non‑Microsoft email accounts.

• System

– Allow storage card: Allow the device to use a storage card.
– Telemetry: Click an option in the drop‑down list to allow or restrict the device from send‑
ing telemetry information. The default is Allowed. Other options are Not allowed and
Allowed, except for secondary data request.

– Allow app access to Location service: Allow app access to location services.
– Allow preview of internal builds: Allow users to preview Microsoft internal builds.

• Camera: Windows Desktop/Tablet only

– Allow use of camera: Allow users to use their device camera.

• Bluetooth: Windows Desktop/Tablet only

– Allow discoverablemode: Allow Bluetooth devices to find the local device.
– Local device name: A name for the local device.

• Experience: Windows Desktop/Tablet only

– Allow Cortana: Allow users access to Cortana, the intelligent personal assistant and
knowledge navigator.

– Allow device discovery: Allow network discovery of the device.
– Allow manual MDM unenrollment: Allow users to manually unenroll their device from
the Citrix Endpoint Management MDM.

– Allow sync of device settings: Allowusers to sync settings betweenWindows 10 andWin‑
dows 11 devices when roaming.

• Above Lock: Windows Desktop/Tablet only

– Allow toast notifications on lock screen: Allow toast notifications on the lock screen.
Windows Desktop/Tablet only

• Apps

– Allowautomaticupdates fromappstore: Allowapps fromtheappstore toautomatically
update. Windows Desktop/Tablet only.

• Privacy: Windows Desktop/Tablet only

– Allow input personalization: Allows the input personalization service to run. The input
personalization service improves predictive inputs such as pen and touch keyboard based
on what a user types.

• Settings: Windows Desktop/Tablet only.

– Allow auto play: Allows users to change Auto Play settings.
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– Allow data sense: Allows users to change Data Sense settings.
– Allow date time: Allows users to change date and time settings.
– Allow language: Allows users to change language settings.
– Allow power sleep: Allows users to change power and sleep settings.
– Allow region: Allows users to change region settings.
– Allow sign‑in options: Allows users to change sign‑in settings.
– Allowworkplace: Allows users to change workplace settings.
– Allow your account: Allows users to change account settings.

Amazon settings

• Allow hardware controls

– Factory reset: Allow users to do a factory reset on their devices
– Profiles: Allow users to change the hardware profile on their devices.

• Allow apps

– Non‑Amazon Appstore apps: Allow users to install non‑Amazon app store apps on their
devices.

– Social networks: Allow users to access social networks from their devices.

• Network

– Bluetooth: Allow users to use Bluetooth.
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– Wi‑Fi switch: Allow apps to change Wi‑Fi connectivity state.
– Wi‑Fi settings: Allow users to change Wi‑Fi settings.
– Configuremobile networks: Allow users to use their cellular data connection.
– Roaming data: Allow users to use cellular data while roaming.
– Location services: Allow users to use GPS.

• USB actions:

– Debugging: Allow users’devices to connect through USB to a computer for debugging.

Roaming device policy

November 6, 2023

You can add a device policy in Citrix Endpoint Management to configure whether to allow voice and
data roaming on supported iOS devices. When voice roaming is disabled, data roaming is automati‑
cally disabled.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Disable voice roaming: Select whether to disable voice roaming. When this option is enabled,
data roaming is automatically disabled. The default isOff, which allows voice roaming.

• Disable data roaming: Select whether to disable data roaming. This option is available only
when voice roaming is enabled. The default isOff, which allows data roaming.

SCEP device policy

March 7, 2024

This policy lets you configure iOS and macOS devices to retrieve a certificate from an external SCEP
server over the Simple Certificate Enrollment Protocol (SCEP). To deliver a certificate to devices us‑
ing SCEP from a PKI that is connected to Citrix Endpoint Management, create a PKI entity and a PKI
provider in distributedmode. For details, see PKI Entities.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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iOS settings

• URL base: Type the address of the SCEP server to define where SCEP requests are sent, over
HTTP or HTTPS. The private key isn’t sentwith the Certificate Signing Request (CSR), so itmight
be safe to send the request unencrypted. If the one‑time password is configured for reuse, use
HTTPS to protect the password. This step is required.

• Instance name: Type any string that the SCEP server recognizes. For example, it can be a do‑
main name like example.org. If a CA hasmultiple CA certificates, you can use this field to distin‑
guish the required domain. This step is required.

• Subject X.500 name (RFC 2253): Type the representation of an X.500 name as an array of Ob‑
ject Identifier (OID) and value. For example, /C=US/O=Apple Inc./CN=foo/1.2.5.3=
bar, which translates to: [ [ [“C”, “US”] ], [ [“O”, “Apple Inc.”] ], …, [
[“1.2.5.3”, “bar” ] ] ]. You can represent OIDs as dotted numbers with shortcuts

for country (C), locality (L), state (ST), organization (O), organizational unit (OU), and common
name (CN).

• Subject alternative names type: Select an alternative name type. An optional alternative
name type can provide the values required by the CA for issuing a certificate. You can specify
None, RFC 822 name, DNS name, or URI.

• Maximum retries: Type the number of times a device must retry when the SCEP server sends
a PENDING response. The default is 3.

• Retry delay: Type the number of seconds to wait between subsequent retries. The first retry is
attempted without delay. The default is 10.

• Challenge password: Enter a pre‑shared secret.

• Key size (bits): Select 2048 or higher as the key size in bits.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 831



Citrix Endpoint Management

• Use as digital signature: Choosewhether to use the certificate as a digital signature. The SCEP
server verifies the certificate use as a digital signature before using the public key to decrypt the
hash.

• Use for key encipherment: Choose whether to use the certificate for key encipherment. A
server first checks whether the certificate provided by a client is allowed for key encipherment.
Then the server uses the public key in a certificate to verify that a piece of data was encrypted
using the private key. If not, the operation fails.

• SHA‑256 fingerprint (hexadecimal string): If your CA uses HTTP, use this field to provide the
fingerprint of the CA certificate. The device uses the fingerprint to confirm the authenticity of
the CA response during enrollment. You can provide an SHA‑256 fingerprint, or you can select
a certificate to import its signature.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 and later.

macOS settings

• URL base: Type the address of the SCEP server to define where SCEP requests are sent, over
HTTP or HTTPS. The private key isn’t sentwith the Certificate Signing Request (CSR), so itmight
be safe to send the request unencrypted. If the one‑time password is configured for reuse, use
HTTPS to protect the password. This step is required.
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• Instance name: Type any string that the SCEP server recognizes. For example, it can be a do‑
main name like example.org. If a CA hasmultiple CA certificates, you can use this field to distin‑
guish the required domain. This step is required.

• Subject X.500 name (RFC 2253): Type the representation of an X.500 name as an array of Ob‑
ject Identifier (OID) and value. For example, /C=US/O=Apple Inc./CN=foo/1.2.5.3=
bar, which translates to: [ [ [“C”, “US”] ], [ [“O”, “Apple Inc.”] ], …, [
[“1.2.5.3”, “bar” ] ] ]. You can represent OIDs as dotted numbers with shortcuts

for country (C), locality (L), state (ST), organization (O), organizational unit (OU), and common
name (CN).

• Subject alternative names type: Select an alternative name type. An optional alternative
name type can provide the values required by the CA for issuing a certificate. You can specify
None, RFC 822 name, DNS name, or URI.

• Maximum retries: Type the number of times a device must retry when the SCEP server sends
a PENDING response. The default is 3.

• Retry delay: Type the number of seconds to wait between subsequent retries. The first retry is
attempted without delay. The default is 10.

• Challenge password: Type a pre‑shared secret.

• Key size (bits): Select 2048 or higher as the key size in bits.

• Use as digital signature: Choosewhether to use the certificate as a digital signature. The SCEP
server verifies the certificate use as a digital signature before using the public key to decrypt the
hash.

• Use for key encipherment: Choose whether to use the certificate for key encipherment. A
server first checks whether the certificate provided by a client is allowed for key encipherment.
Then the server uses the public key in a certificate to verify that a piece of data was encrypted
using the private key. If not, the operation fails.

• SHA‑256 fingerprint (hexadecimal string): If your CA uses HTTP, use this field to provide the
fingerprint of the CA certificate. The device uses the fingerprint to confirm the authenticity of
the CA response during enrollment. You can provide an SHA‑256 fingerprint, or you can select
a certificate to import its signature.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.
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– Allowuser to remove policy: You can select when users can remove the policy from their
device. Select Always, Passcode required, or Never from the menu. If you select Pass‑
code required, type a passcode in the Removal passcode field.

– Profile scope: Select whether this policy applies to a User or an entire System. The de‑
fault isUser. This option is available only onmacOS 10.7 and later.

Siri and dictation policies

March 7, 2024

When users ask Siri something or dictate text on managed iOS devices, Apple collects the voice data
for the purposes of improving Siri. The voice data passes through Apple’s cloud‑based services, and
therefore exists outside the secure Citrix Endpoint Management container. The text that results from
the dictation, however, remains within the container.

Citrix Endpoint Management allows you to block Siri and dictation services, as your security needs
require.

In MAM deployments, the Block dictation policy for each app is On by default, which disables the
device’s microphone. Set it to Off if you want to allow dictation. You can find the policy in the Citrix
Endpoint Management console at Configure > Apps. Select the app, click Edit, then click iOS.

InMDMdeployments, you can also disable Siri with the Siri policy atConfigure >DevicePolicies. The
use of Siri is allowed by default.
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A few points to keep in mind when deciding whether to allow Siri and dictation:

• According to information that Apple has made public, Apple keeps Siri and dictation voice clip
data for up to two years. The data is assigned a randomnumber to represent the user, and voice
files are associated with this random number.

• You can review the Apple privacy policy by going toSettings >General > Keyboards on any iOS
device and tapping the link under Enable Dictation.

SSO account device policy

March 7, 2024

The SSO account device policy lets ou create single sign‑on (SSO) accounts in Citrix Endpoint Man‑
agement. Those accounts let users sign on one‑time only to access Citrix Endpoint Management and
your internal company resources from various apps. Users do not need to store any credentials on
the device. The SSO account enterprise user credentials are used across apps, including apps from
the App Store. This policy is designed to work with a Kerberos authentication back‑end.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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iOS settings

• Accountname: Enter theKerberos SSOaccount name that appears onusers’devices. This field
is required.

• Kerberos principal name: Enter the Kerberos principal name. This field is required.
• Identity credential (Keystore or PKI credential): Click an optional identity credential in the
drop‑down list that can be used to renew the Kerberos credential without user interaction.

• Kerberos realm: Enter the Kerberos realm for this policy. This value is typically your domain
name in all capital letters (for example, EXAMPLE.COM). This field is required.

• Permitted URLs: For each URL for which you want to require SSO, click Add and then do the
following:

– PermittedURL: Enter a URL that youwant to require SSOwhen a user visits the URL from
the iOS device.
For example, when a user tries to browse to a site and the website starts a Kerberos chal‑
lenge: If that site isn’t in the URL list, the iOS device doesn’t attempt SSO by providing the
Kerberos token that Kerberos might have cached on the device from a previous Kerberos
logon. The match has to be exact on the host part of the URL. For example, https://
shopping.apple.com is valid, but https://*.apple.com isn’t.
Also, if Kerberos isn’t activated based on host matching, the URL still falls back to a stan‑
dard HTTP call. This can mean almost anything including a standard password challenge
or an HTTP error if the URL is only configured for SSO using Kerberos.

– Click Add to add the URL or click Cancel to cancel adding the URL.

• App Identifiers: For each app that is allowed to use this login, clickAdd and then do the follow‑
ing:

– App Identifier: Enter an app identifier for an app that is allowed to use this login. If you
do not add any app identifiers, this login matches all app identifiers.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 and later.

Store device policy

November 6, 2023
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You can create apolicy in Citrix EndpointManagement to specifywhether devices display an app store
web clip on the home screen.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS, Android, andWindows Desktop/Tablet settings

For each platform that you configure, select whether an app store web clip appears on user devices.
The default isOn.

Subscribed calendars device policy

November 6, 2023

You can add a device policy in Citrix Endpoint Management to add a subscribed calendar to the cal‑
endars list on iOS devices. The list of public calendars to which you can subscribe is available on the
Apple Support site in Downloads.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Prerequisite

Youmust have subscribed to a calendar before you can add it to the subscribed calendars list on user
devices.

iOS settings

• Description: Enter a description of the calendar. This field is required.

• URL: Enter the calendar URL. You can enter a webcal:// URL or an https:// link to an
iCalendar file (.ics). This field is required.

• User name: Enter the user’s logon name. This field is required.

• Password: Enter an optional user password.

• Use SSL: Select whether to use a Secure Socket Layer connection to the calendar. The default
isOff.

• Policy settings
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– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 and later.

Terms and conditions device policy

March 7, 2024

You create terms and conditions device policies in Citrix Endpoint Management when youwant users
to accept your company’s specific policies governing connections to the corporate network. When
users enroll their devices with Citrix Endpoint Management, they’re presented with the terms and
conditions and must accept them to enroll their devices. Declining the terms and conditions cancels
the enrollment process.

You can create different policies for terms and conditions in different languages if your company has
international users and you want them to accept terms and conditions in their native languages. You
must provide a file for each platform and language combination you plan to deploy. For Android and
iOS devices, you must supply PDF files. For Windows devices, you must supply text (.txt) files and
accompanying image files.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS and Android settings

• File tobe imported: Select the termsand conditions file to import by clickingBrowse and then
navigating to the file’s location.

• Default Terms&Conditions: Selectwhether this file is the default document for userswho are
members of multiple groups with different terms and conditions. The default isOff.

Note:

TermsandConditions aren’t displayed if an iOSdevice is enrolled through theDevice Enrollment
Program (DEP).
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Windows Tablet settings

• File tobe imported: Select the termsand conditions file to import by clickingBrowse and then
navigating to the file’s location.

• Image: Select the image file to import by clicking Browse and then navigating to the file’s lo‑
cation.

• Default Terms&Conditions: Selectwhether this file is the default document for userswho are
members of multiple groups with different terms and conditions. The default isOff.

Tunnel device policy

March 7, 2024

Application tunnels (app tunnels) aredesigned to increase service continuity anddata transfer reliabil‑
ity for your mobile apps. App tunnels define proxy parameters between the client component of any
mobile device app and the app server component. You can configure the Tunnel policy for Android
devices.

Any app traffic sent through a tunnel that you define in this policy goes through Citrix Endpoint Man‑
agement before being redirected to the server running the app.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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Android settings

• Connection initiated by: Click Device or Server to specify the source starting the connection.

• Maximum connections per device: Type a number to specify how many concurrent TCP con‑
nections the app can establish. This field applies only to device‑initiated connections.

• Define connection time out: Select whether to set a length of time an app can be idle before
the tunnel is closed.

– Connection time out: If you set Define connection time out to On, type the length of
time in seconds that an app can be idle before the tunnel is closed.

• Blockcellular connectionspassingby this tunnel: Selectwhether this tunnel is blockedwhile
roaming. Wi‑Fi and USB connections aren’t blocked.

• Client port: Type the client port number. Usually, this value is the same as for the server port.

• IP address or server name: Type the IP address or name of the app server. This field applies
only to device‑initiated connections.

• Server port: Type the server port number.
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VPN device policy

May 3, 2024

The VPN device policy configures virtual private network (VPN) settings that enable user devices to
connect securely to corporate resources. You can configure the VPN device policy for the following
platforms. Each platform requires a different set of values, which are described in detail in this arti‑
cle.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Note:

Citrix SSO for Android and iOS are now called Citrix Secure Access. We are updating our docu‑
mentation to reflect this name change.

Requirements for per‑app VPNs

You configure the per‑app VPN feature for the following platforms through VPN policies:

• iOS
• macOS
• Android (legacy DA)

For Android Enterprise, use the Managed configurations device policy to configure VPN profiles.

Per‑app VPN options are available for certain connection types. The following table indicates when
per‑app VPN options are available.

Platform Connection type Remark

iOS Cisco Legacy AnyConnect,
Juniper SSL, F5 SSL, SonicWALL
Mobile Connect, Ariba VIA,
Citrix SSO, or Custom SSL.

macOS Cisco AnyConnect, Juniper SSL,
F5 SSL, SonicWALL Mobile
Connect, Ariba VIA, or Custom
SSL.

Android (legacy DA) Citrix SSO
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To create a per‑app VPN for iOS and Android (legacy DA) devices using the Citrix SSO app, you need
to do extra steps, in addition to the VPN policy configuration. Also, youmust verify that the following
prerequisites are met:

• On‑premises NetScaler Gateway
• The following applications are installed on the device:

– Citrix SSO
– Citrix Secure Hub

A general workflow to configure a per‑app VPN for iOS and Android devices using the Citrix SSO app
is as follows:

1. Configure a VPN device policy as described in this article.

• For iOS, see Configure Citrix SSO protocol for iOS. After you configure the Citrix SSO proto‑
col for iOS through a VPN device policy, you also must create an App Attributes policy to
associate anapp to theper‑appVPNpolicy. Formore information, seeConfigure aper‑app
VPN.

– For the Authentication type for the connection field, if you select Certificate, you
must first configure certificate‑based authentication for Citrix Endpoint Management.
See Client certificate or certificate plus domain authentication.

• For Android (legacy DA), see Configure the Citrix SSO protocol for Android.

– For the Authentication type for the connection field, if you select Certificate or
Password and Certificate, you must first configure certificate‑based authentication
for Citrix Endpoint Management. See Client certificate or certificate plus domain au‑
thentication.

2. Configure Citrix ADC to accept traffic from the per‑app VPN. For details, see Full VPN setup on
NetScaler Gateway.

iOS settings

TheCitrix VPN connection type in the VPNdevice policy for iOSdoesn’t support iOS 12. Do these steps
todelete your existingVPNdevicepolicy and create aVPNdevicepolicywith theCitrix SSOconnection
type:

1. Delete your VPN device policy for iOS.
2. Add a VPN device policy for iOS with the following settings:

• Connection type: Citrix SSO
• Enable per‑app VPN: On
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• Provider type: Packet tunnel

3. Add an App Attributes device policy for iOS. For Per‑app VPN identifier, choose iOS_VPN.

• Connection name: Type a name for the connection.
• Connection type: In the list, select the protocol to be used for this connection. The default is
L2TP.

– L2TP: Layer 2 Tunneling Protocol with pre‑shared key authentication.

– PPTP: Point‑to‑Point Tunneling.

– IPSec: Your corporate VPN connection.

– Cisco Legacy AnyConnect: This connection type requires that the Cisco Legacy AnyCon‑
nect VPN client is installed on the user device. Cisco is phasing out the Cisco Legacy Any‑
Connect client that was based on a now deprecated VPN framework.
To use the current Cisco AnyConnect client, use a Connection type of Custom SSL. For
required settings, see “Configure Custom SSL protocol”in this section.

– Juniper SSL: Juniper Networks SSL VPN client.

– F5 SSL: F5 Networks SSL VPN client.

– SonicWALL Mobile Connect: Dell unified VPN client for iOS.

– Ariba VIA: Ariba Networks Virtual Internet Access client.

– IKEv2 (iOS only): Internet Key Exchange version 2 for iOS only.

– AlwaysOn IKEv2: Always‑on access using IKEv2.

– AlwaysOn IKEv2 Dual Configuration: Always‑on access using IKEv2 dual configuration.

– Citrix SSO: Citrix SSO client for iOS 12 and later.
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– Custom SSL: Custom Secure Socket Layer. This connection type is required for the Cisco
AnyConnect client that has a bundle ID of com.cisco.anyconnect. Specify a Connection
name of Cisco AnyConnect. You can also deploy the VPN policy and enable a Network
Access Control (NAC) filter for iOS devices. The filter blocks a VPN connection for devices
that have non‑compliant apps installed. The configuration requires specific settings for
the iOS VPN policy as described in the following iOS section. For more information about
other settings required to enable the NAC filter, see Network Access Control.

The following sections list the configuration options for each of the preceding connection types.

Configure L2TP Protocol for iOS

• Server name or IP address: Type the server name or IP address for the VPN server.
• User Account: Type an optional user account.
• Select either Password authentication or RSA SecurID authentication.
• Shared secret: Type the IPsec shared secret key.
• Send all traffic: Select whether to send all traffic over the VPN. The default isOff.

Configure PPTP Protocol for iOS

• Server name or IP address: Type the server name or IP address for the VPN server.
• User Account: Type an optional user account.
• Select either Password authentication or RSA SecurID authentication.
• Encryption level: In the list, select an encryption level. The default is None.

– None: Use no encryption.
– Automatic: Use the strongest encryption level supported by the server.
– Maximum (128‑bit): Always use 128‑bit encryption.

• Send all traffic: Select whether to send all traffic over the VPN. The default isOff.

Configure IPsec Protocol for iOS

• Server name or IP address: Type the server name or IP address for the VPN server.
• User Account: Type an optional user account.
• Authentication type for the connection: In the list, select either Shared Secret orCertificate
for the type of authentication for this connection. The default is Shared Secret.

• If you enable Shared Secret, configure these settings:

– Group name: Type an optional group name.
– Shared secret: Type an optional shared secret key.
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– Use hybrid authentication: Select whether to use hybrid authentication. With hybrid
authentication, the server first authenticates itself to the client, and then the client au‑
thenticates itself to the server. The default isOff.

– Prompt for password: Select whether to prompt users for their passwords when they
connect to the network. The default isOff.

• If you enable Certificate, configure these settings:

– Identity credential: In the list, select the identity credential to use. The default is None.
– Prompt forPINwhenconnecting: Selectwhether to requireusers toenter theirPINwhen
connecting to the network. The default isOff.

– Enable VPN on demand: Select whether to enable triggering a VPN connection when
users connect to the network. The default is Off. For information on configuring the set‑
tings when Enable VPN on demand isOn, see Configure Enable VPN on demand settings
for iOS.

• Enable per‑app VPN: Select whether to enable per‑app VPN. The default isOff.
• On‑demand match app enabled: Select whether per‑app VPN connections trigger automati‑
callywhen apps linked to the per‑app VPN service initiate network communication. The default
isOff.

• Safari domains: Click Add to add a Safari domain name.

Configure Cisco legacy AnyConnect Protocol for iOS

To transition from the Cisco legacy AnyConnect client to the new Cisco AnyConnect client, use the
Custom SSL protocol.

• Providerbundle identifier: For theLegacyAnyConnect client, thebundle ID is com.cisco.anyconnect.gui.
• Server name or IP address: Type the server name or IP address for the VPN server.
• User Account: Type an optional user account.
• Group: Type an optional group name.
• Authentication type for the connection: In the list, select either Password or Certificate for
the type of authentication for this connection. The default is Password.

– If you enablePassword, type an optional authentication password in the Authentication
password field.

– If you enable Certificate, configure these settings:

* Identity credential: In the list, select the identity credential to use. The default is
None.

* Prompt forPINwhenconnecting: Selectwhether topromptusers for their PINwhen
they connect to the network. The default isOff.
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* Enable VPNondemand: Selectwhether to enable triggering a VPN connectionwhen
users connect to the network. The default is Off. For information on configuring the
settings when Enable VPN on demand is On, see Configure Enable VPN on demand
settings for iOS.

• Include All Networks: Select whether to allow all networks to use this connection. The default
isOff.

• Exclude Local Networks: Select whether to exclude local networks from using the connection
or to allow the networks. The default isOff.

• Enable Per‑app VPN: Select whether to enable per‑app VPN. The default is Off. If you enable
this option, configure these settings:

– On‑demand match app enabled: Select whether per‑app VPN connections trigger auto‑
matically when apps linked to the per‑app VPN service start network communication. The
default isOff.

– Provider type: Selectwhether theper‑appVPN isprovidedasanAppproxyorasaPacket
tunnel. Default is App proxy.

– Safari domains: For each Safari domain that can trigger a per‑app VPN connection you
want to include, click Add and do the following:

* Domain: Type the domain to be added.

* Click Save to save the domain or click Cancel to not save the domain.

Configure Juniper SSL Protocol for iOS

• Provider bundle identifier: If your per‑app VPNprofile has the bundle identifier of an appwith
multiple VPN providers of the same type, specify the provider to use here.

• Server name or IP address: Type the server name or IP address for the VPN server.
• User account: Type an optional user account.
• Realm: Type an optional realm name.
• Role: Type an optional role name.
• Authentication type for the connection: In the list, select either Password or Certificate for
the type of authentication for this connection. The default is Password.

• If youenablePassword, type anoptional authenticationpassword in theAuthenticationpass‑
word field.

• If you enable Certificate, configure these settings:

– Identity credential: In the list, select the identity credential to use. The default is None.
– Prompt for PIN when connecting: Select whether to prompt users for their PIN when
they connect to the network. The default isOff.

– Enable VPN on demand: Select whether to enable triggering a VPN connection when
users connect to the network. The default is Off. For information on configuring the set‑
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tings when Enable VPN on demand isOn, see Configure Enable VPN on demand settings
for iOS.

– Enable Per‑app VPN: Select whether to enable per‑app VPN. The default is Off. If you
enable this option, configure these settings:

– On‑demand match app enabled: Select whether per‑app VPN connections trigger auto‑
matically when apps linked to the per‑app VPN service initiate network communication.
The default isOff.

– Provider type: Selectwhether theper‑appVPN isprovidedasanAppproxyorasaPacket
tunnel. Default is App proxy.

– Safari domains: For each Safari domain that can trigger a per‑app VPN connection you
want to include, click Add and do the following:

– Domain: Type the domain to be added.

• Click Save to save the domain or click Cancel to not save the domain.

Configure F5 SSL Protocol for iOS

• Provider bundle identifier: If your per‑app VPNprofile has the bundle identifier of an appwith
multiple VPN providers of the same type, specify the provider to use here.

• Server name or IP address: Type the server name or IP address for the VPN server.
• User Account: Type an optional user account.
• Authentication type for the connection: In the list, select either Password or Certificate for
the type of authentication for this connection. The default is Password.

– If you enablePassword, type an optional authentication password in the Authentication
password field.

– If you enable Certificate, configure these settings:

* Identity credential: In the list, select the identity credential to use. The default is
None.

* Prompt forPINwhenconnecting: Selectwhether topromptusers for their PINwhen
they connect to the network. The default isOff.

* Enable VPNondemand: Selectwhether to enable triggering a VPN connectionwhen
users connect to the network. The default is Off. For information on configuring the
settings when Enable VPN on demand is On, see Configure Enable VPN on demand
settings for iOS.

• Enable Per‑app VPN: Select whether to enable per‑app VPN. The default is Off. If you enable
this option, configure these settings:

– On‑demand match app enabled: Select whether per‑app VPN connections trigger auto‑
matically when apps linked to the per‑app VPN service initiate network communication.
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– Provider type: Selectwhether theper‑appVPN isprovidedasanAppproxyorasaPacket
tunnel. Default is App proxy.

– Safari domains: For each Safari domain that can trigger a per‑app VPN connection you
want to include, click Add and do the following:

* Domain: Type the domain to be added.

* Click Save to save the domain or click Cancel to not save the domain.

Configure SonicWALL Protocol for iOS

• Provider bundle identifier: If your per‑app VPNprofile has the bundle identifier of an appwith
multiple VPN providers of the same type, specify the provider to use here.

• Server name or IP address: Type the server name or IP address for the VPN server.
• User Account: Type an optional user account.
• Logon group or domain: Type an optional logon group or domain.
• Authentication type for the connection: In the list, select either Password or Certificate for
the type of authentication for this connection. The default is Password.

– If you enablePassword, type an optional authentication password in the Authentication
password field.

– If you enable Certificate, configure these settings:

* Identity credential: In the list, select the identity credential to use. The default is
None.

* Prompt forPINwhenconnecting: Selectwhether topromptusers for their PINwhen
they connect to the network. The default isOff.

* Enable VPNondemand: Selectwhether to enable triggering a VPN connectionwhen
users connect to the network. The default is Off. For information on configuring the
settings when Enable VPN on demand is On, see Configure Enable VPN on demand
settings for iOS.

• Enable Per‑app VPN: Select whether to enable per‑app VPN. The default is Off. If you set this
option to On, configure these settings:

– On‑demand match app enabled: Select whether per‑app VPN connections trigger auto‑
matically when apps linked to the per‑app VPN service initiate network communication.

– Provider type: Selectwhether theper‑appVPN isprovidedasanAppproxyorasaPacket
tunnel. Default is App proxy.

– Safari domains: For each Safari domain that can trigger a per‑app VPN connection you
want to include, click Add and do the following:

* Domain: Type the domain to be added.

* Click Save to save the domain or click Cancel to not save the domain.
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Configure Ariba VIA protocol for iOS

• Provider bundle identifier: If your per‑app VPNprofile has the bundle identifier of an appwith
multiple VPN providers of the same type, specify the provider to use here.

• Server name or IP address: Type the server name or IP address for the VPN server.
• User Account: Type an optional user account.
• Authentication type for the connection: In the list, select either Password or Certificate for
the type of authentication for this connection. The default is Password.

– If you enablePassword, type an optional authentication password in the Authentication
password field.

– If you enable Certificate, configure these settings:

* Identity credential: In the list, select the identity credential to use. The default is
None.

* Prompt forPINwhenconnecting: Selectwhether topromptusers for their PINwhen
they connect to the network. The default isOff.

* Enable VPNondemand: Selectwhether to enable triggering a VPN connectionwhen
users connect to the network. The default is Off. For information on configuring the
settings when Enable VPN on demand is On, see Configure Enable VPN on demand
settings for iOS.

• Enable Per‑app VPN: Select whether to enable per‑app VPN. The default is Off. If you enable
this option, configure these settings:

– On‑demand match app enabled: Select whether per‑app VPN connections trigger auto‑
matically when apps linked to the per‑app VPN service initiate network communication.

– Safari domains: For each Safari domain that can trigger a per‑app VPN connection you
want to include, click Add and do the following:

* Domain: Type the domain to be added.

* Click Save to save the domain or click Cancel to not save the domain.

Configure IKEv2 protocols for iOS

This section includes settings used for the IKEv2, Always On IKEv2, and Always On IKEv2 Dual Config‑
uration protocols. For the Always On IKEv2 Dual Configuration protocol, configure all these settings
for both Cellular and Wi‑Fi networks.

• Allow user to disable automatic connection: For the Always On protocols. Select whether to
allow users to disable automatic connection to the network on their devices. The default isOff.

• Host name or IP address for server: Type the server name or IP address for the VPN server.

• Local Identifier: The FQDN or IP address for the IKEv2 client. This field is required.
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• Remote Identifier: The FQDN or IP address for the VPN server. This field is required.

• Device Authentication: Choose Shared Secret, Certificate, or Device Certificate Based on
Device Identifier for the type of authentication for this connection. The default is Shared Se‑
cret.

– If you choose Shared Secret, type an optional shared secret key.

– If you choose Certificate, choose an Identity credential to use. The default is None.

– If you chooseDevice Certificate Based on Device Identifier, choose theDevice identity
type to use. The default is IMEI. To use this option, bulk import certificates using the REST
API. See Upload certificates in bulk using the REST API. Only available when you select
Always On IKEv2.

• Extended Authentication Enabled: Select whether to enable Extended Authentication Proto‑
col (EAP). If On, type theUser account and Authentication password.

• Dead Peer Detection Interval: Choose how often a peer device is contacted tomake sure that
the peer device stays reachable. The default is None. Options are:

– None: Disable dead peer detection.

– Low: Contacts peer every 30 minutes.

– Medium: Contacts peer every 10 minutes.

– High: Contacts peer every 1 minute.

• Disable Mobility and Multihoming: Choose whether to disable this feature.

• Use IPv4/IPv6 internal subnet attributes: Choose whether to enable this feature.

• Disable redirects: Choose whether to disable redirects.

• Enable Fallback: If enabled, this setting allows a tunnel over cellular data to carry traffic that
is eligible for Wi‑Fi Assist and requires a VPN. Default isOff.

• Enable NAT keepalive while the device is asleep: For the Always On protocols. Keepalive
packetsmaintain NATmappings for IKEv2 connections. The chip sends these packets at regular
intervals when the device is awake. If this setting is on, the chip sends keepalive packets even
while the device is asleep. The default interval is 20 seconds over Wi‑Fi and 110 seconds over
cellular. You can change the interval by using the NAT keepalive interval parameter.

• NAT keepalive Interval (seconds): Defaults to 20 seconds.

• Enable Perfect Forward Secrecy: Choose whether to enable this feature.

• DNS server IP addresses: Optional. A list of DNS server IP address strings. These IP addresses
can include a mixture of IPv4 and IPv6 addresses. Click Add to type an address.
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• Domain name: Optional. The primary domain of the tunnel.

• Search domains: Optional. A list of domain strings used to qualify single‑label host names
fully.

• Append supplemental match domains to resolver’s list: Optional. Determines whether to
add the supplemental match domains list to the resolver’s list of search domains. Default is
On.

• Supplemental match domains: Optional. A list of domain strings used to determine which
DNS queries are to use the DNS resolver settings that are in the DNS server addresses. This key
creates a split DNS configuration where only hosts in certain domains get resolved by using the
DNS resolver of the tunnel. Hosts not in one of the domains in this list get resolved by using the
default resolver of the system.

If this parameter has an empty string, then that string is the default domain. As a result, a split tunnel
configuration can direct all DNS queries to the VPNDNS servers before the primary DNS servers. If the
VPN tunnel is the default route of the network, the listed DNS servers become the default resolver. In
that case, the supplemental match domains list is ignored.

• IKE SA Parameters and Child SA Parameters: Configure these settings for each Security Asso‑
ciation (SA) parameters option:

– Encryption Algorithm: In the list, select the IKE encryption algorithm to use. The default
is 3DES.

– Integrity Algorithm: In the list, select the integrity algorithm to use. The default is SHA‑
256.

– Diffie Hellman Group: In the list, select the Diffie Hellman group number. The default is
2.

– ike LifeTime in Minutes: Type an integer between 10 and 1440 representing the SA life‑
time (rekey interval). The default is 1440minutes.

• Service Exceptions: For the Always On protocols. Service exceptions are system services that
are exempt from Always On VPN. Configure these service exceptions settings:

– Voice Mail: In the list, select how to handle the voice mail exception. The default is Allow
traffic via tunnel.

– AirPrint: In the list, select how to handle the AirPrint exception. The default is Allow traf‑
fic via tunnel.

– Allow traffic from captive web sheet outside the VPN tunnel: Select whether to allow
users to connect to public hotspots outside the VPN tunnel. The default isOff.
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– Allow traffic fromall captivenetworking appsoutside theVPN tunnel: Selectwhether
to allow all hotspot networking apps outside the VPN tunnel. The default isOff.

– Captive networking app bundle identifiers: For each hotspot networking app bundle
identifier that users are allowed to access, click Add and type the hotspot networking app
Bundle Identifier. Click Save to save the app bundle identifier.

• Per‑app VPN: Configure these settings for IKEv2 connection types.

– Enable per‑app VPN: Select whether to enable per‑app VPN. The default isOff.
– On‑demand match app enabled: Select whether per‑app VPN connections trigger auto‑
matically when apps linked to the per‑app VPN service initiate network communication.
The default isOff.

– Safari domains: Click Add to add a Safari domain name.

• Proxy configuration: Choose how the VPN connection routes through a proxy server. Default
isNone.

Configure Citrix SSO protocol for iOS

The Citrix SSO client is available in the Apple Store.

• Server name or IP address: Type the server name or IP address for the VPN server.
• User Account: Type an optional user account.
• Authentication type for the connection: In the list, select either Password or Certificate for
the type of authentication for this connection. The default is Password.

– If you enablePassword, type an optional authentication password in the Authentication
password field.

– If you enable Certificate, configure these settings:

* Identity credential: In the list, select the identity credential to use. The default is
None.

* Prompt forPINwhenconnecting: Selectwhether topromptusers for their PINwhen
they connect to the network. The default isOff.

* Enable VPNondemand: Selectwhether to enable triggering a VPN connectionwhen
users connect to the network. The default is Off. For information on configuring the
settings when Enable VPN on demand is On, see Configure Enable VPN on demand
settings for iOS.

• Enable Per‑app VPN: Select whether to enable per‑app VPN. The default is Off. If you set this
option to On, configure the following settings:

– On‑demand match app enabled: Select whether per‑app VPN connections trigger auto‑
matically when apps linked to the per‑app VPN service initiate network communication.
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– Provider type: Selectwhether theper‑appVPN isprovidedasanAppproxyorasaPacket
tunnel. Default is App proxy.

– Provider type: Set to Packet tunnel.
– Safari domains: For each Safari domain that can trigger a per‑app VPN connection you
want to include, click Add and do the following:

* Domain: Type the domain to be added.

* Click Save to save the domain or click Cancel to not save the domain.

• Custom XML: For each custom XML parameter you want to add, click Add and specify the key/‑
value pairs. Available parameters are:

– disableL3: Disables system level VPN. Allows only per app VPN. No Value is needed.
– user agent: Associates with this device policy any NetScaler Gateway policies that are
targeted to VPN plug‑in clients. For requests started by the plug‑in, the Value for this key
is automatically added to the VPN plug‑in.

Configure Custom SSL protocol for iOS

To transition from the Cisco Legacy AnyConnect client to the Cisco AnyConnect client:

1. Configure the VPNdevice policywith the CustomSSL protocol. Deploy the policy to iOS devices.
2. Upload the Cisco AnyConnect client from https://apps.apple.com/us/app/cisco‑secure‑clie

nt/id1135064690, add the app to Citrix Endpoint Management, and then deploy the app to iOS
devices.

3. Remove the old VPN device policy from iOS devices.

Settings:

• Custom SSL identifier (reverse DNS format): Set to the bundle identifier. For the Cisco Any‑
Connect client, use com.cisco.anyconnect.

• Provider Bundle Identifier: If the app specified in Custom SSL identifier has multiple VPN
providers of the same type (App proxy or Packet tunnel), then specify this bundle identifier. For
the Cisco AnyConnect client, use com.cisco.anyconnect.

• Server name or IP address: Type the server name or IP address for the VPN server.
• User Account: Type an optional user account.
• Authentication type for the connection: In the list, select either Password or Certificate for
the type of authentication for this connection. The default is Password.

– If you enablePassword, type an optional authentication password in the Authentication
password field.

– If you enable Certificate, configure these settings:

* Identity credential: In the list, select the identity credential to use. The default is
None.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 853

https://apps.apple.com/us/app/cisco-secure-client/id1135064690
https://apps.apple.com/us/app/cisco-secure-client/id1135064690


Citrix Endpoint Management

* Prompt forPINwhenconnecting: Selectwhether topromptusers for their PINwhen
they connect to the network. The default isOff.

* Enable VPNondemand: Selectwhether to enable triggering a VPN connectionwhen
users connect to the network. The default is Off. For information on configuring the
settings when Enable VPN on demand is On, see Configure Enable VPN on demand
settings for iOS.

• Include All Networks: Select whether to allow all networks to use this connection. The default
isOff.

• Exclude Local Networks: Select whether to exclude local networks from using the connection
or to allow the networks. The default isOff.

• Enable Per‑app VPN: Select whether to enable per‑app VPN. The default is Off. If you set this
option to On, configure the following settings:

– On‑demand match app enabled: Select whether per‑app VPN connections trigger auto‑
matically when apps linked to the per‑app VPN service initiate network communication.

– Provider Type: A provider type indicates whether the provider is a VPN service or proxy
service. For VPN service, choosePacket tunnel. For proxy service, chooseAppproxy. For
the Cisco AnyConnect client, choose Packet tunnel.

– Safari domains: For each Safari domain that can trigger a per‑app VPN connection you
want to include, click Add and do the following:

* Domain: Type the domain to be added.

* Click Save to save the domain or click Cancel to not save the domain.

• CustomXML: For each custom XML parameter youwant to add, click Add and do the following:

– Parameter name: Type the name of the parameter to be added.
– Value: Type the value associated with the Parameter name.
– Click Save to save the parameter or click Cancel to not save the parameter.

Configure the VPN device policy to support NAC

1. The Connection type of Custom SSL is required for configuring the NAC filter.
2. Specify a Connection name of VPN.
3. For Custom SSL identifier, type com.citrix.NetScalerGateway.ios.app
4. For Provider bundle identifier, type com.citrix.NetScalerGateway.ios.app.vpnplugin

The values in steps 3 and 4 come from the required Citrix SSO installation for NAC filtering. You do not
configure an authentication password. Formore information on using the NAC function, see Network
Access Control.
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Configure enable VPN on demand options for iOS

• OnDemandDomain: For each domain and associated action to takewhen users connect, click
Add and do the following:

• Domain: Type the domain to be added.
• Action: In the list select one of the possible actions:

– Always establish: The domain always triggers a VPN connection.
– Never establish: The domain never triggers a VPN connection.
– Establish if necessary: The domain triggers a VPN connection attempt if domain name
resolution fails. Failure happens when the DNS server can’t resolve the domain, redirects
to a different server, or times out.

– Click Save to save the domain or click Cancel to not save the domain.

• On demand rules

– Action: In the list, select the action to be taken. The default is EvaluateConnection. Pos‑
sible actions are:

* Allow: Allow VPN on demand to connect when triggered.

* Connect: Unconditionally start a VPN connection.

* Disconnect: Remove the VPN connection and do not reconnect on demand as long
as the rule matches.

* EvaluateConnection: Evaluate the ActionParameters array for each connection.

* Ignore: Leave any existing VPN connection up, but do not reconnect on demand as
long as the rule matches.

– DNSDomainMatch: For each domain against which a device’s search domain list can
match that you want to add, click Add and do the following:

* DNS Domain: Type the domain name. You can use the wildcard “*”prefix
for matching multiple domains. For example, *.example.com matches mydo‑
main.example.com, yourdomain.example.com, and herdomain.example.com.

* Click Save to save the domain or click Cancel to not save the domain.
– DNSServerAddressMatch: For each IP address to which any of the network’s specified
DNS servers canmatch that you want to add, click Add and do the following:

* DNSServer Address: Type the DNS server address that youwant to add. You can use
the wildcard “*”suffix for matching DNS servers. For example, 17.* matches any DNS
server in the class A subnet.

* Click Save to save the DNS server address or click Cancel to not save the DNS server
address.

– InterfaceTypeMatch: In the list, select the type of primary network interface hardware in
use. The default is Unspecified. Possible values are:

* Unspecified: Matches any network interface hardware. This option is the default.
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* Ethernet: Matches only Ethernet network interface hardware.

* WiFi: Matches only Wi‑Fi network interface hardware.

* Cellular: Matches only Cellular network interface hardware.
– SSIDMatch: For each SSID to match against the current network that you want to add,
click Add and so the following.

* SSID: Type the SSID to add. If the network isn’t a Wi‑Fi network, or if the SSID does
not appear, the match fails. Leave this list empty to match any SSID.

* Click Save to save the SSID or click Cancel to not save the SSID.
– URLStringProbe: Type a URL to fetch. If this URL is successfully fetched without redirec‑
tion, this rule matches.

– ActionParameters : Domains: For eachdomain thatEvaluateConnectionchecks that you
want to add, click Add and do the following:

* Domain: Type the domain to be added.

* Click Save to save the domain or click Cancel to not save the domain.

– ActionParameters : DomainAction: In the list, select the VPN behavior for the speci‑
fied ActionParameters : Domains domains. The default is ConnectIfNeeded. Possible
actions are:

* ConnectIfNeeded: The domain triggers a VPN connection attempt if domain name
resolution fails. Failure happens when the DNS server can’t resolve the domain, redi‑
rects to a different server, or times out.

* NeverConnect: The domain never triggers a VPN connection.

– Action Parameters: RequiredDNSServers: For each DNS server to use for resolving the
specified domains, click Add and do the following:

* DNS Server: Valid only when ActionParameters : DomainAction = Connec‑
tIfNeeded. Type the DNS server IP address. This server can be outside of the device’
s current network configuration. If the DNS server isn’t reachable, a VPN connection
is established in response. Make sure that the DNS server is either an internal DNS
server or a trusted external DNS server.

* Click Save to save the DNS server or click Cancel to not save the DNS server.
– ActionParameters : RequiredURLStringProbe: Optionally, type an HTTP or HTTPS (pre‑
ferred) URL to probe, using a GET request. If the URL’s host name can’t be resolved, the
server is unreachable, or the server doesn’t respond, a VPN connection is established.
Valid only when ActionParameters : DomainAction = ConnectIfNeeded.

– OnDemandRules : XML content: Type, or copy and paste, the XML configuration‑on‑
demand rules.

* Click Check Dictionary to validate the XML code. Valid XML appears below the XML
content text box if the XML is valid. If it isn’t valid, an error message describes the
error.
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• Proxy

– Proxy configuration: In the list, select how the VPN connection routes through a proxy
server. The default is None.

* If you enableManual, configure these settings:
· Hostnameor IPaddress for theproxy server: Type thehost nameor IP address
for the proxy server. This field is required.

· Port for the proxy server: Type the proxy server port number. This field is re‑
quired.

· User name: Type an optional proxy server user name.
· Password: Type an optional proxy server password.

* If you configure Automatic, configure this setting:
· Proxy server URL: Type the URL for the proxy server. This field is required.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 and later.

Configure a per‑app VPN

Per‑app VPN options for iOS are available for these connection types: Cisco Legacy AnyConnect, Ju‑
niper SSL, F5 SSL, SonicWALL Mobile Connect, Ariba VIA, Citrix VPN, Citrix SSO, and Custom SSL.

To configure a per‑app VPN:

1. In Configure > Device Policies, create a VPN policy. For example:
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2. In Configure > Device Policies, create an App Attributes policy to associate an app to the per‑
app VPNpolicy. ForPer‑app VPN identifier, choose the name of the VPN policy created in Step
1. For Managed app bundle ID, choose from the app list or type the app bundle ID. (If you
deploy an iOS App Inventory policy, the app list has apps.)
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macOS settings

• Connection name: Type a name for the connection.
• Connection type: In the list, select the protocol to be used for this connection. The default is
L2TP.

– L2TP: Layer 2 Tunneling Protocol with pre‑shared key authentication.
– PPTP: Point‑to‑Point Tunneling.
– IPSec: Your corporate VPN connection.
– Cisco AnyConnect: Cisco AnyConnect VPN client.
– Juniper SSL: Juniper Networks SSL VPN client.
– F5 SSL: F5 Networks SSL VPN client.
– SonicWALL Mobile Connect: Dell unified VPN client for iOS.
– Ariba VIA: Ariba Networks Virtual Internet Access client.
– Citrix VPN: Citrix VPN client.
– Custom SSL: Custom Secure Socket Layer.
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The following sections list the configuration options for each of the preceding connection types.

Configure L2TP Protocol for macOS

• Server name or IP address: Type the server name or IP address for the VPN server.
• User Account: Type an optional user account.
• Select Password authentication, RSA SecurID authentication, Kerberos authentication, or
CryptoCard authentication. The default is Password authentication.

• Shared secret: Type the IPsec shared secret key.
• Send all traffic: Select whether to send all traffic over the VPN. The default isOff.

Configure PPTP Protocol for macOS

• Server name or IP address: Type the server name or IP address for the VPN server.
• User Account: Type an optional user account.
• Select Password authentication, RSA SecurID authentication, Kerberos authentication, or
CryptoCard authentication. The default is Password authentication.

• Encryption level: Select the desired encryption level. The default is None.

– None: Use no encryption.
– Automatic: Use the strongest encryption level supported by the server.
– Maximum (128‑bit): Always use 128‑bit encryption.

• Send all traffic: Select whether to send all traffic over the VPN. The default isOff.

Configure IPsec Protocol for macOS

• Server name or IP address: Type the server name or IP address for the VPN server.
• User account: Type an optional user account.
• Authentication type for the connection: In the list, select either Shared Secret orCertificate
for the type of authentication for this connection. The default is Shared Secret.

– If you enable Shared Secret authentication, configure these settings:

* Group name: Type an optional group name.

* Shared secret: Type an optional shared secret key.

* Use hybrid authentication: Select whether to use hybrid authentication. With hy‑
brid authentication, the server first authenticates itself to the client, and then the
client authenticates itself to the server. The default isOff.

* Prompt forpassword: Selectwhether topromptusers for their passwordswhen they
connect to the network. The default isOff.
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– If you enable Certificate authentication, configure these settings:

* Identity credential: In the list, select the identity credential to use. The default is
None.

* Prompt for PINwhen connecting: Select whether to require users to enter their PIN
when connecting to the network. The default isOff.

* Enable VPNondemand: Selectwhether to enable triggering a VPN connectionwhen
users connect to the network. The default is Off. For information on configuring the
settings when Enable VPN on demand is On, see Configure Enable VPN on demand
options.

Configure Cisco AnyConnect Protocol for macOS

• Server name or IP address: Type the server name or IP address for the VPN server.
• User account: Type an optional user account.
• Group: Type an optional group name.
• Authentication type for the connection: In the list, select either Password or Certificate for
the type of authentication for this connection. The default is Password.

– If you enablePassword, type an optional authentication password in the Authentication
password field.

– If you enable Certificate, configure these settings:

* Identity credential: In the list, select the identity credential to use. The default is
None.

* Prompt forPINwhenconnecting: Selectwhether topromptusers for their PINwhen
they connect to the network. The default isOff.

* Enable VPNondemand: Selectwhether to enable triggering a VPN connectionwhen
users connect to the network. The default is Off. For information on configuring the
settings when Enable VPN on demand is On, see Configure Enable VPN on demand
options.

– Enable Per‑app VPN: Select whether to enable per‑app VPN. The default is Off. If you
enable this option, configure these settings:

* On‑demandmatch app enabled: Select whether a per‑app VPN connection triggers
automatically when apps linked to the per‑app VPN service start network communi‑
cation. The default isOff.

* Safari domains: For each Safari domain that can trigger a per‑app VPN connection
you want to include, click Add and do the following:

· Domain: Type the domain to be added.
· Click Save to save the domain or click Cancel to not save the domain.
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Configure Juniper SSL Protocol for macOS

• Server name or IP address: Type the server name or IP address for the VPN server.
• User account: Type an optional user account.
• Realm: Type an optional realm name.
• Role: Type an optional role name.
• Authentication type for the connection: In the list, select either Password or Certificate for
the type of authentication for this connection. The default is Password.

– If you enablePassword, type an optional authentication password in the Authentication
password field.

– If you enable Certificate, configure these settings:

* Identity credential: In the list, select the identity credential to use. The default is
None.

* Prompt forPINwhenconnecting: Selectwhether topromptusers for their PINwhen
they connect to the network. The default isOff.

* Enable VPNondemand: Selectwhether to enable triggering a VPN connectionwhen
users connect to the network. The default is Off. For information on configuring the
settings when Enable VPN on demand is On, see Configure Enable VPN on demand
settings.

• Enable per‑app VPN: Select whether to enable per‑app VPN. The default is Off. If you enable
this option, configure the following settings:

– On‑demand match app enabled: Select whether a per‑app VPN connection triggers au‑
tomatically when apps linked to the per‑app VPN service initiate network communication.
The default isOff.

– Safari domains: For each Safari domain that can trigger a per‑app VPN connection you
want to include, click Add and do the following:

* Domain: Type the domain to be added.

* Click Save to save the domain or click Cancel to not save the domain.

Configure F5 SSL Protocol for macOS

• Server name or IP address: Type the server name or IP address for the VPN server.
• User account: Type an optional user account.
• Authentication type for the connection: In the list, select either Password or Certificate for
the type of authentication for this connection. The default is Password.

– If you enablePassword, type an optional authentication password in the Authentication
password field.
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– If you enable Certificate, configure these settings:

* Identity credential: In the list, select the identity credential to use. The default is
None.

* Prompt forPINwhenconnecting: Selectwhether topromptusers for their PINwhen
they connect to the network. The default isOff.

* Enable VPNondemand: Selectwhether to enable triggering a VPN connectionwhen
users connect to the network. The default is Off. For information on configuring the
settings when Enable VPN on demand is On, see Configure Enable VPN on demand
settings.

• Enable per‑app VPN: Select whether to enable per‑app VPN. The default is Off. If you enable
this option, configure these settings:

– On‑demand match app enabled: Select whether per‑app VPN connection triggers auto‑
matically when apps linked to the per‑app VPN service start network communication. The
default isOff.

– Safari domains: For each Safari domain that can trigger a per‑app VPN connection you
want to include, click Add and do the following:

* Domain: Type the domain to be added.

* Click Save to save the domain or click Cancel to not save the domain.

Configure SonicWALL Mobile Connect Protocol for macOS

• Server name or IP address: Type the server name or IP address for the VPN server.
• User account: Type an optional user account.
• Logon group or domain: Type an optional logon group or domain.
• Authentication type for the connection: In the list, select either Password or Certificate for
the type of authentication for this connection. The default is Password.

– If you enablePassword, type an optional authentication password in the Authentication
password field.

– If you enable Certificate, configure these settings:

* Identity credential: In the list, select the identity credential to use. The default is
None.

* Prompt forPINwhenconnecting: Selectwhether topromptusers for their PINwhen
they connect to the network. The default isOff.

* Enable VPNondemand: Selectwhether to enable triggering a VPN connectionwhen
users connect to the network. The default is Off. For information on configuring the
settings when Enable VPN on demand is On, see Configure Enable VPN on demand
settings.
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• Enable per‑app VPN: Select whether to enable per‑app VPN. The default is Off. If you enable
this option, configure these settings:

– On‑demand match app enabled: Select whether per‑app VPN connection triggers auto‑
matically when apps linked to the per‑app VPN service initiate network communication.
The default isOff.

– Safari domains: For each Safari domain that can trigger a per‑app VPN connection you
want to include, click Add and do the following:

* Domain: Type the domain to be added.

* Click Save to save the domain or click Cancel to not save the domain.

Configure Ariba VIA protocol for macOS

• Server name or IP address: Type the server name or IP address for the VPN server.
• User account: Type an optional user account.
• Authentication type for the connection: In the list, select either Password or Certificate for
the type of authentication for this connection. The default is Password.

– If you enablePassword, type an optional authentication password in the Authentication
password field.

– If you enable Certificate, configure these settings:

* Identity credential: In the list, select the identity credential to use. The default is
None.

* Prompt forPINwhenconnecting: Selectwhether topromptusers for their PINwhen
they connect to the network. The default isOff.

* Enable VPNondemand: Selectwhether to enable triggering a VPN connectionwhen
users connect to the network. The default is Off. For information on configuring the
settings when Enable VPN on demand is On, see Configure Enable VPN on demand
settings.

• Enable per‑app VPN: Select whether to enable per‑app VPN. The default is Off. If you enable
this option, configure these settings:

– On‑demand match app enabled: Select whether per‑app VPN connection triggers auto‑
matically when apps linked to the per‑app VPN service initiate network communication.
The default isOff.

– Safari domains: For each Safari domain that can trigger a per‑app VPN connection you
want to include, click Add and do the following:

* Domain: Type the domain to be added.

* Click Save to save the domain or click Cancel to not save the domain.
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Configure Custom SSL protocol for macOS

• Custom SSL identifier (reverse DNS format): Type the SSL identifier in reverse DNS format.
This field is required.

• Server name or IP address: Type the server name or IP address for the VPN server. This field
is required.

• User account: Type an optional user account.

– Authenticationtype for theconnection: In the list, select eitherPasswordorCertificate
for the type of authentication for this connection. The default is Password.

– If you enablePassword, type an optional authentication password in the Authentication
password field.

– If you enable Certificate, configure these settings:

* Identity credential: In the list, select the identity credential to use. The default is
None.

* Prompt forPINwhenconnecting: Selectwhether topromptusers for their PINwhen
they connect to the network. The default isOff.

* Enable VPNondemand: Selectwhether to enable triggering a VPN connectionwhen
users connect to the network. The default is Off. For information on configuring the
settings when Enable VPN on demand is On, see Configure Enable VPN on demand
settings.

– Per‑app VPN: Select whether to enable per‑app VPN. The default isOff. If you enable this
option, configure these settings:

* On‑demand match app enabled: Select whether per‑app VPN connections trigger
automatically when apps linked to the per‑app VPN service initiate network commu‑
nication.

* Safari domains: For each Safari domain that can trigger a per‑app VPN connection
you want to include, click Add and do the following:
· Domain: Type the domain to be added.
· Click Save to save the domain or click Cancel to not save the domain.

• CustomXML: For each custom XML parameter youwant to add, click Add and do the following:

– Parameter name: Type the name of the parameter to be added.
– Value: Type the value associated with Parameter name.
– Click Save to save the domain or click Cancel to not save the domain.

Configure enable VPN on demand options

• On Demand Domain: For each domain and associated action to be taken when users connect
to them that you want to add, click Add to and do the following:
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– Domain: Type the domain to be added.
– Action: In the list select one of the possible actions:

* Always establish: The domain always triggers a VPN connection.

* Never establish: The domain never triggers a VPN connection.

* Establish if necessary: The domain triggers a VPN connection attempt if domain
name resolution fails. Failure happenswhen theDNS server can’t resolve the domain,
redirects to a different server, or times out.

– Click Save to save the domain or click Cancel to not save the domain.

• On demand rules

– Action: In the list, select the action to be taken. The default is EvaluateConnection. Pos‑
sible actions are:

* Allow: Allow VPN on demand to connect when triggered.

* Connect: Unconditionally initiate a VPN connection.

* Disconnect: Remove the VPN connection and do not reconnect on demand as long
as the rule matches.

* EvaluateConnection: Evaluate the ActionParameters array for each connection.

* Ignore: Leave any existing VPN connection up, but do not reconnect on demand as
long as the rule matches.

– DNSDomainMatch: For the domains against which a device’s search domain list can
match, click Add to and do the following:

* DNS Domain: Type the domain name. You can use the wildcard “*”prefix
for matching multiple domains. For example, *.example.com matches mydo‑
main.example.com, yourdomain.example.com, and herdomain.example.com.

* Click Save to save the domain or click Cancel to not save the domain.

– DNSServerAddressMatch: For each IP address to which any of the network’s specified
DNS servers canmatch that you want to add, click Add and do the following:

* DNSServer Address: Type the DNS server address that youwant to add. You can use
the wildcard “*”suffix for matching DNS servers. For example, 17.* matches any DNS
server in the class A subnet.

* Click Save to save the DNS server address or click Cancel to not save the DNS server
address.

– InterfaceTypeMatch: In the list, click the type of primary network interface hardware in
use. The default is Unspecified. Possible values are:

* Unspecified: Matches any network interface hardware. This option is the default.

* Ethernet: Matches only Ethernet network interface hardware.

* WiFi: Matches only Wi‑Fi network interface hardware.

* Cellular: Matches only Cellular network interface hardware.
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– SSIDMatch: For each SSID to match against the current network that you want to add,
click Add and so the following.

* SSID: Type the SSID to add. If the network isn’t a Wi‑Fi network, or if the SSID does
not appear, the match fails. Leave this list empty to match any SSID.

* Click Save to save the SSID or click Cancel to not save the SSID.
– URLStringProbe: Type a URL to fetch. If this URL is successfully fetched without redirec‑
tion, this rule matches.

– ActionParameters : Domains: For eachdomain thatEvaluateConnectionchecks that you
want to add, click Add and do the following:

* Domain: Type the domain to be added.

* Click Save to save the domain or click Cancel to not save the domain.
– ActionParameters : DomainAction: In the list, select the VPN behavior for the speci‑
fied ActionParameters : Domains domains. The default is ConnectIfNeeded. Possible
actions are:

* ConnectIfNeeded: The domain triggers a VPN connection attempt if domain name
resolution fails. Failure happens when the DNS server can’t resolve the domain, redi‑
rects to a different server, or times out.

* NeverConnect: The domain never triggers a VPN connection.
– Action Parameters: RequiredDNSServers: For each DNS server to use for resolving the
specified domains, click Add and do the following:

* DNS Server: Valid only when ActionParameters : DomainAction = Connec‑
tIfNeeded. Type the DNS server IP address to add. This server can be outside of
the device’s current network configuration. If the DNS server isn’t reachable, a VPN
connection is established in response. This DNS server must be either an internal
DNS server or a trusted external DNS server.

* Click Save to save the DNS server or click Cancel to not save the DNS server.
– ActionParameters : RequiredURLStringProbe: Optionally, type an HTTP or HTTPS (pre‑
ferred) URL to probe, using a GET request. If the URL’s host name can’t be resolved, the
server is unreachable, or the server does not respond, a VPN connection is established.
Valid only when ActionParameters : DomainAction = ConnectIfNeeded.

– OnDemandRules : XML content: Type, or copy and paste the XML configure‑on‑demand
rules.

* Click Check Dictionary to validate the XML code. Valid XML appears below the XML
content text box if the XML is valid. If it isn’t valid, an error message describes the
error.

• Proxy

– Proxy configuration: In the list, select how the VPN connection routes through a proxy
server. The default is None.
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* If you enableManual, configure these settings:
· Hostnameor IPaddress for theproxy server: Type thehost nameor IP address
for the proxy server. This field is required.

· Port for the proxy server: Type the proxy server port number. This field is re‑
quired.

· User name: Type an optional proxy server user name.
· Password: Type an optional proxy server password.

* If you configure Automatic, configure this setting:
· Proxy server URL: Type the URL for the proxy server. This field is required.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

– Allowuser to remove policy: You can select when users can remove the policy from their
device. Select Always, Passcode required, or Never from the menu. If you select Pass‑
code required, type a passcode in the Removal passcode field.

– Profile scope: Select whether this policy applies to a User or an entire System. The de‑
fault isUser. This option is available only onmacOS 10.7 and later.

Android (legacy DA) settings
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Configure Cisco AnyConnect VPN protocol for Android

• Connection name: Type a name for the Cisco AnyConnect VPN connection. This field is re‑
quired.

• Server name or IP address: Type the name or IP address of the VPN server. This field is re‑
quired.

• Identity credential: In the list, select an identity credential.
• Backup VPN server: Type the backup VPN server information.
• User group: Type the user group information.
• Trusted Networks

– Automatic VPN policy: Enable or disable this option to set how the VPN reacts to trusted
and untrusted networks. If enabled, configure these settings:

* Trusted network policy: In the list, select the desired policy. The default is Discon‑
nect. Possible options are:
· Disconnect: The client terminates the VPN connection in the trusted network.
This setting is the default.

· Connect: The client starts a VPN connection in the trusted network.
· Do Nothing: The client takes no action.
· Pause: When a user establishes a VPN session outside the trusted network then
enters a network configured as trusted, the VPN session gets suspended. When
the user leaves the trusted network again, the session resumes. This setting elim‑
inates the need to establish a new VPN session after leaving a trusted network.

* Untrusted network policy: In the list, select the desired policy. The default is Con‑
nect. Possible options are:
· Connect: The client starts a VPN connection in the untrusted network.
· Do Nothing: The client starts a VPN connection in the untrusted network. This
option disables the always‑on VPN.

– Trusted domains: For each domain suffix that the network interface has when the client
is in the trusted network, click Add to do the following:

* Domain: Type the domain to be added.

* Click Save to save the domain or click Cancel to not save the domain.
– Trusted servers: For each server address that a network interface has when the client is
in the trusted network, click Add and do the following:

* Servers: Type the server to be added.

* Click Save to save the server or click Cancel to not save the server.

Configure the Citrix SSO protocol for Android

• Connection name: Type a name for the VPN connection. This field is required.
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• Server name or IP address: Type the FQDN or IP address of the NetScaler Gateway.

• Authentication type for the connection: Choose an authentication type and complete any of
these fields that appear for the type:

– User name and Password: Type your VPN credentials for the Authentication types of
Password or Password and Certificate. Optional. If you don’t provide the VPN creden‑
tials, the Citrix VPN app prompts for a user name and password.

– Identity credential: Appears for the Authentication types of Certificate or Password
and Certificate. In the list, select an identity credential.

• Enable per‑appVPN: Selectwhether to enable per‑app VPN. If you don’t enable a per‑app VPN,
all traffic goes through the Citrix VPN tunnel. If you enable a per‑app VPN, specify the following
settings. The default isOff.

– Allow list or Block list: If Allow list, all apps in the allow list tunnel through this VPN. If
Block list, all apps except those apps on the block list tunnel through this VPN.

– Application List: The apps on an allow list or block list. ClickAdd and then type a comma‑
separated list of app package names.

• Custom XML: Click Add and then type the custom parameters. Citrix Endpoint Management
supports these parameters for Citrix VPN:

– DisableUserProfiles: Optional. To enable this parameter, type Yes for the Value. If en‑
abled, Citrix Endpoint Management doesn’t display user‑added VPN connections and the
user can’t add a connection. This setting is a global restriction and applies to all VPN pro‑
files.

– userAgent: A string value. You can specify a custom User Agent string to send in each
HTTP request. The specified user agent string gets appended to the existing Citrix VPN
user agent.

– IsAlwaysOnVpn: Optional. This propertydetermineswhether theVPNprofile is anAlways
ON VPN profile or not. Set to Yes to indicate that VPN profile is an Always On VPN profile,
default is No. Only one VPN profile can have this property set to Yes for Always On VPN to
function reliably.

Configure VPNs to support NAC

1. Use the Connection type of Custom SSL to configure the NAC filter.
2. Specify a Connection name of VPN.
3. For Custom XML, click Add and do the following:

• Parameter name: Type XenMobileDeviceId. This field is the device ID to use for the NAC
check based on device enrollment in Citrix Endpoint Management. If Citrix Endpoint Man‑
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agement enrolls and manages the device, the VPN connection is allowed. Otherwise, au‑
thentication is denied at the time of VPN establishment.

• Value: Type DeviceID_${device.id}, which is the value for the parameter XenMobileDe‑
viceId.

• Click Save to save the parameter.

Configure VPNs for Android Enterprise

To configure VPNs for Android Enterprise devices, create an Android Enterprise managed configura‑
tion device policy for the Citrix SSO app. See Configure VPN profiles for Android Enterprise.

Android Enterprise settings

• Enable always‑onVPN: Selectwhether the VPN is always on. The default isOff. When enabled,
the VPN connection stays on until the user manually disconnects.

• VPN package Type the package name for the VPN app devices use.
• Enable lockdown: If disabled, no app can access the network if a VPN connection doesn’t exist.
If enabled, the apps youconfigure in the following settings canaccess thenetwork, even if a VPN
connection doesn’t exist. Available for Android 10 and later devices.

• Applications exluded from lockdown: Click Add to type the package names of the apps that
you want to bypass the lockdown setting.
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Windows Desktop/Tablet settings

• Connection name: Enter a name for the connection. This field is required.
• Profile type: In the list, select either Native or Plugin. The default is Native.
• Configure Native profile type: These settings apply to the VPN built into users’Windows de‑
vices.

– Server address: Type the FQDN or IP address for the VPN server. This field is required.
– Remember credential: Select whether to cache the credential. The default is Off. When
enabled, credentials are cached whenever possible.

– DNS Suffix: Type the DNS suffix.
– Tunnel type: In the list, select the type of VPN tunnel to use. The default is L2TP. Possible
options are:

* L2TP: Layer 2 Tunneling Protocol with pre‑shared key authentication.

* PPTP: Point‑to‑Point Tunneling.

* IKEv2: Internet Key Exchange version 2.
– Authenticationmethod: In the list, select the authenticationmethod to use. The default
is EAP. Possible options are:

* EAP: Extended Authentication Protocol.

* MSChapV2: Use the Microsoft Challenge‑Handshake Authentication Protocol for mu‑
tual authentication. This option isn’t available when you select IKEv2 for the tunnel
type.

– EAP method: In the list, select the EAP method to be used. The default is TLS. This field
isn’t available when MSChapV2 authentication is enabled. Possible options are:

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 872



Citrix Endpoint Management

* TLS: Transport Layer Security

* PEAP: Protected Extensible Authentication Protocol

– Trustednetworks: Typea list of networks separatedby commas that donot require aVPN
connection for access. For example, when users are on your company wireless network,
they can access protected resources directly.

– Require smart card certificate: Select whether to require a smart card certificate. The
default isOff.

– Automatically select client certificate: Select whether to automatically choose the
client certificate to use for authentication. The default is Off. This option is unavailable
when you enable Require smart card certificate.

– Always on VPN: Select whether the VPN is always on. The default is Off. When enabled,
the VPN connection stays on until the user manually disconnects.

– Bypass For Local: Type the address and port number to allow local resources to bypass
the proxy server.

• Configure Plugin profile type: These settings apply to VPN plug‑ins got from the Windows
Store and installed on users’devices.

– Server address: Type the FQDN or IP address for the VPN server. This field is required.
– Remember credential: Select whether to cache the credential. The default is Off. When
enabled, credentials are cached whenever possible.

– DNS Suffix: Type the DNS suffix.
– Client app ID: Type the package family name for the VPN plug‑in.
– Plugin Profile XML: Select the custom VPN plug‑in profile to be used by clicking Browse
and navigating to the file’s location. Contact the plug‑in provider for format and details.

– Trustednetworks: Typea list of networks separatedby commas that donot require aVPN
connection for access. For example, when users are on your company wireless network,
they can access protected resources directly.

– Always on VPN: Select whether the VPN is always on. The default is Off. When enabled,
the VPN connection stays on until the user manually disconnects.

– Bypass For Local: Type the address and port number to allow local resources to bypass
the proxy server.
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Amazon settings

• Connection name: Enter a name for the connection.
• VPN type: Select the connection type. Possible options are:

– L2TP PSK: Layer 2 Tunneling Protocol with pre‑shared key authentication. This setting is
the default.

– L2TP RSA: Layer 2 Tunneling Protocol with RSA authentication.
– IPSEC XAUTH PSK: Internet Protocol Security with pre‑shared key and extended authen‑
tication.

– IPSEC HYBRID RSA: Internet Protocol Security with hybrid RSA authentication.
– PPTP: Point‑to‑Point Tunneling.

The following sections list the configuration options for each of the preceding connection types.

Configure L2TP PSK settings for Amazon

• Server address: Type the IP address for the VPN server.
• User name: Type an optional user name.
• Password: Type an optional password.
• L2TP Secret: Type the shared secret key.
• IPSec Identifier: Type the name of the VPN connection that users see on their devices when
connecting.

• IPSec pre‑shared key: Type the secret key.
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• DNS search domains: Type the domains against which a user device’s search domain list can
match.

• DNS servers: Type the IP addresses of DNS servers to be used for resolving the specified do‑
mains.

• Forwarding routes: If your corporate VPN server supports forwarding routes, for each forward‑
ing route to use, click Add and do the following:

– Forward route: Type the IP address for the forwarding route.
– Click Save to save the route or click Cancel to not save the route.

Configure L2TP RSA settings for Amazon

• Server address: Type the IP address for the VPN server.
• User name: Type an optional user name.
• Password: Type an optional password.
• L2TP Secret: Type the shared secret key.
• DNS search domains: Type the domains against which a user device’s search domain list can
match.

• DNS servers: Type the IP addresses of DNS servers to be used for resolving the specified do‑
mains.

• Server certificate: In the list, select the server certificate to be used.
• CA certificate: In the list, select the CA certificate to be used.
• Identity credential: In the list, select the identity credential to be used.
• Forwarding routes: If your corporate VPN server supports forwarding routes, for each forward‑
ing route to use, click Add and do the following:

– Forward route: Type the IP address for the forwarding route.
– Click Save to save the route or click Cancel to not save the route.

Configure IPSEC XAUTH PSK settings for Amazon

• Server address: Type the IP address for the VPN server.
• User name: Type an optional user name.
• Password: Type an optional password.
• IPSec Identifier: Type the name of the VPN connection that users see on their devices when
connecting.

• IPSec pre‑shared key: Type the shared secret key.
• DNS search domains: Type the domains against which a user device’s search domain list can
match.
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• DNS servers: Type the IP addresses of DNS servers to be used for resolving the specified do‑
mains.

• Forwarding routes: If your corporate VPN server supports forwarding routes, for each forward‑
ing route to use, click Add and do the following:

– Forward route: Type the IP address for the forwarding route.
– Click Save to save the route or click Cancel to not save the route.

Configure IPSEC AUTH RSA settings for Amazon

• Server address: Type the IP address for the VPN server.
• User name: Type an optional user name.
• Password: Type an optional password.
• DNS search domains: Type the domains against which a user device’s search domain list can
match.

• DNS servers: Type the IP addresses of DNS servers to be used for resolving the specified do‑
mains.

• Server certificate: In the list, select the server certificate to be used.
• CA certificate: In the list, select the CA certificate to be used.
• Identity credential: In the list, select the identity credential to be used.
• Forwarding routes: If your corporate VPN server supports forwarding routes, for each forward‑
ing route to use, click Add and do the following:

– Forward route: Type the IP address for the forwarding route.
– Click Save to save the route or click Cancel to not save the route.

Configure IPSEC HYBRID RSA settings for Amazon

• Server address: Type the IP address for the VPN server.
• User name: Type an optional user name.
• Password: Type an optional password.
• DNS search domains: Type the domains against which a user device’s search domain list can
match.

• DNS servers: Type the IP addresses of DNS servers to be used for resolving the specified do‑
mains.

• Server certificate: In the list, select the server certificate to be used.
• CA certificate: In the list, select the CA certificate to be used.
• Forwarding routes: If your corporate VPN server supports forwarding routes, for each forward‑
ing route to use, click Add and do the following:

– Forward route: Type the IP address for the forwarding route.
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– Click Save to save the route or click Cancel to not save the route.

Configure PPTP settings for Amazon

• Server address: Type the IP address for the VPN server.
• User name: Type an optional user name.
• Password: Type an optional password.
• DNS search domains: Type the domains against which a user device’s search domain list can
match.

• DNS servers: Type the IP addresses of DNS servers to be used for resolving the specified do‑
mains.

• PPP encryption (MPPE): Select whether to enable data encryption with Microsoft Point‑to‑
Point Encryption (MPPE). The default isOff.

• Forwarding routes: If your corporate VPN server supports forwarding routes, for each forward‑
ing route to use, click Add and do the following:

– Forward route: Type the IP address for the forwarding route.
– Click Save to save the route or click Cancel to not save the route.

Wallpaper device policy

March 7, 2024

The Wallpaper device policy lets you add a .png or .jpg file to set wallpaper on an iOS device lock
screen, home screen, or both. This policy is available for supervised devices only. To use different
wallpapers on iPads and iPhones, you need to create different wallpaper policies and deploy them to
the appropriate users.

The following table lists the Apple recommended image dimensions for iOS devices.

iPhone

Device Image dimensions in pixels

iPhone 12 Pro Max 2778 x 1284

iPhone 12 & iPhone 12 Pro 2532 x 1170

iPhone 12 Mini 2340 x 1080
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Device Image dimensions in pixels

iPhone 11 Max 2688 x 1242

iPhone 11 Pro 2436 x 1125

iPhone 11 1792 x 828

iPhone XS Max 2688 x 1242

iPhone X, XS 2436 x 1125

iPhone XR 1792 x 828

iPhone SE 2nd Gen 1334 x 750

iPhone 7 Plus, 8 Plus 2208 x 1242

iPhone 7, 8 1334 x 750

iPhone 8 Plus 1334 x 750

iPhone 8 1334 x 750

iPad

Device Image dimensions in pixels

iPad Pro (1st, 2nd, and 3rd Gen 12.9”) 2732 x 2048

iPad Pro 10.5 inch 2224 x 1668

iPad Pro (9.7 inch) 1536 x 2048

iPad Air 2 2048 x 1536

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Apply to: In the list, select Lock screen, Home (icon list) screen, or Lock and home screens
to set where the wallpaper is to appear.

• Wallpaper file: To select the wallpaper file, click Browse and then navigate to the file location.
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Web Content Filter device policy

March 13, 2024

You can filter web content on iOS devices by using the Apple auto‑filter function with specific sites
that you add to allow or block lists. Web Content Filter device policy is available only on iOS devices
in Supervised mode. For information about placing an iOS device into Supervised mode, see Deploy
devices using Apple Configurator 2.

Note:

• Android devices don’t support web content filtering.
• From iOS version 16.5 and later, the Web Content Filter device policy stops recogniz‑
ing https://localhost in the allow list. This results in some apps becoming
unresponsive. Also, adding a derivative of the URL such as http://localhost:,
http://localhost:*, and so on to the allow list doesn’t resolve the issue.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Filter type: ClickBuilt‑in orPlug‑in in the drop‑down list, and then follow the procedures that
follow for the option you choose. The default is Built‑in.

Built‑in filter type

• Web Content Filter

– Auto filter enabled: Whether to use the Apple auto‑filter function to analyze websites for
inappropriate content. The default isOff.

– Permitted URLs: This list is ignored when Auto filter enabled is set to Off. When Auto
filter enabled is set to On, the items in this list are always accessible whether the auto
filter allows access or not. For each URL youwant to add to the allow list, click Add and do
the following:

* Type the URL of the permitted website. You must add https:// or https:// be‑
fore the web address.

* Click Save to save the website to the allow list or click Cancel not to save it.
– Blocked URLs: Items in this list are always blocked. For each URL you want to add to the
block list, click Add and do the following:
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* Enter the URL of the website to be blocked. You must add https:// or https://
before the web address.

* Click Save to save the website to the block list or click Cancel not to save it.

• Bookmark allow list

– Bookmark allow list: Specifies the sites that users can access. To enable access to web‑
sites, add their URL.

* URL: The URL of each website that users can access. For example, to enable access
to the Citrix Secure Hub store, add the Citrix Endpoint Management server URL to the
URL list. You must add https:// or https:// before the web address. This field
is required.

* Bookmark folder: Enter an optional bookmark folder name. If this field is left blank,
the bookmark is added to the default bookmarks directory.

* Title: Enter a descriptive title for thewebsite. For example, type “Google”for the URL
https://google.com.

* Click Save to save the website to the allow list or click Cancel not to save it.

Plug‑in filter type

• Filter name: Enter a unique name for the filter.
• Identifier: Enter the bundle ID of the plug‑in that provides the filtering service.
• Service address: Enter an optional server address. Valid formats are IP address, host name, or
URL.

• User name: Enter an optional user name for the service.
• Password: Enter an optional password for the service.
• Certificate: Click an optional identity certificate in the drop‑down list that has to be used to
authenticate the user to the service. The default is None.

• Filter WebKit traffic: Select whether to filter WebKit traffic.
• Filter Socket traffic: Select whether to filter socket traffic.
• CustomData: For each custom key youwant to add to the web filter, click Add and then do the
following:

– Key: Type the custom key.
– Value: Type a value for the custom key.
– Click Save to save the custom key or click Cancel not to save it.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.
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* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 and later.

Web clip device policy

March 7, 2024

You can place shortcuts, or web clips, to websites to appear alongside apps on user devices. You
can specify your own icons to represent the web clips for iOS, iPadOS, macOS, and Android devices.
Windows tablet requires just a label andaURL. For iOSand iPadOSdevices, configure thehomescreen
layout device policy to organize the web clips you create. If you restrict access to apps on iOS, make
sure that you configure the restrictiondevice policy to allowweb clips. For informationon configuring
these policies, see Home screen layout device policy and Restrictions device policy.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

iOS settings

• Label: Type the label that is to appear with the web clip.

• URL: Type the URL associated with the web clip. The URLmust begin with a protocol, for exam‑
ple, https://server.

• Removable: Select whether users can remove the web clip. The default isOff. This option isn’
t supported on shared iPads.

• Icon to be updated: Select the icon to be used for the web clip by clicking Browse and navigat‑
ing to the file location.

• Precomposed icon: Select whether the icon has effects (rounded corners, drop shadow, and
reflective shine) applied to it. The default isOff, which adds the effects.

• Full screen: Select whether the linked webpage opens in full‑screen mode. This setting also
enables an iPad to only open a single website. Alternatively, to set up iPads to run in Kiosk
mode, use the App lock device policy. For more information, see Configure an iPad as a kiosk.
The default isOff.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.
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* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs. Only available for iOS 6.0 and later.

– Profile scope: Selectwhether the policy applies to aUser or an entire System. Thedefault
value is System. Only available for iOS 9.3 and later.

macOS settings

• Label: Type the label that is to appear with the web clip.

• URL: Type the URL associated with the web clip. The URLmust begin with a protocol, for exam‑
ple, https://server.

• Icon to be updated: Select the icon to be used for the web clip by clicking Browse and navigat‑
ing to the file location.

• Policy settings

– Remove policy: Choose a method for scheduling policy removal. Available options are
Select date and Duration until removal (in hours)

* Select date: Click the calendar to select the specific date for removal.

* Duration until removal (in hours): Type a number, in hours, until policy removal
occurs.

– Allowuser to remove policy: You can select when users can remove the policy from their
device. Select Always, Passcode required, or Never from the menu. If you select Pass‑
code required, type a passcode in the Removal passcode field.

Android settings

• Rule: Select whether this policy adds or removes a web clip. The default is Add.
• Label: Type the label that is to appear with the web clip.
• URL: Type the URL associated with the web clip.
• Define an icon: Select whether to use an icon file. The default isOff.
• Icon file: If Define an icon is On, select the icon file to use by clicking Browse and navigating
to the file location.

Windows Desktop/Tablet settings

• Name: Type the label that is to appear with the web clip.
• URL: Type the URL associated with the web clip.
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Windows Agent device policy

March 7, 2024

Use the Windows Agent device policy to run PowerShell scripts on managed Windows desktops and
tablets. You can point to script files uploaded to Citrix Endpoint Management as an enterprise app
and to other servers that host scripts. For information about adding enterprise apps, see Add apps.

All scripts run under privileged status, you don’t need to run scripts as an administrator.

After deploying and running the script, you can configure automated actions based on the results of
the script. For instance, you run a script that monitors a registry key and returns a result. Based on
the returned result, an automated action runs. The action grants or denies access to an app, marks
the device as out of compliance, or has other effects.

You canalsouse this policy todeploy customizedMSI installers by configuring aPowerShell script that
points to an .msi file and an .mst file.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.

Windows Desktop and Tablet settings
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• Config name: Type a descriptive name for your configuration.

• Task type: Select PowerShell.

• Script type: Select Uploaded script for scripts that you’ve uploaded to Citrix Endpoint Man‑
agement or select Script location (URL) for scripts hosted externally. For more information on
how to upload a script to Citrix EndpointManagement, see AddWin32 apps as Enterprise apps.

– Select script: If you chose Uploaded script, select the script to run.

– Script location (URL): If you chose Script location (URL), enter the location of the script
to run. This URLmust deliver the script as a payload. Citrix Endpoint Management doesn’
t support URLs that deliver scripts as a JavaScript download. The script must also be pub‑
licly available.

• Schedule: Select Run once to run the selected script one time or select Run on a recurring
basis to run the script regularly.

– Run every (hours): Type the number of hours between script runs.

To check on the status of a script, navigate toManage > Devices in your console. Select the device on
which you want to check the script status and click Edit. Under Properties, you can check the status
of your scripts by clicking Download under theWindows Agent heading.
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Deploy a PowerShell script to trigger an automated action

1. Create a PowerShell script to monitor a registry key. The following PowerShell script checks to
see if the firewall is enabled.

1 $body = @{
2 }
3
4 $firewallEnabled = Get-ItemPropertyValue HKLM:\SYSTEM\

CurrentControlSet\Services\SharedAccess\Parameters\
FirewallPolicy\StandardProfile -Name EnableFirewall

5 if($firewallEnabled -eq 1){
6
7 $body["firewallEnabled"]="true"
8 }
9 else {

10
11 $body["firewallEnabled"]="false"
12 }
13
14 $body | ConvertTo-Json -Depth 10
15 <!--NeedCopy-->

This script returns a value of either

1 {
2
3 "firewallEnabled": "true"
4 }
5
6 <!--NeedCopy-->

or

1 {
2
3 "firewallEnabled": "false"
4 }
5
6 <!--NeedCopy-->

2. Upload the script to the Citrix Endpoint Management console as an enterprise app or host the
script at an accessible URL.

3. Configure the Windows Agent device policy described in this article. Make sure that the script
is scheduled to run immediately.

4. After the script runs, determine the script status.

a) Navigate toManage > Devices in your console.
b) Select the device to check its script status and then click Edit.
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c) Click Download under theWindows Agent heading.

5. Configure an automated action based on the status received. For more information on config‑
uring automated actions, see Create an automated action based on a Windows Agent device
policy result. That section shows the specific automated actions created for the example script
and Windows Agent device policy.

Windows GPO Configuration device policy

November 6, 2023

The Windows GPO Configuration device policy allows you to:

• Use theCitrix EndpointManagement console to import GroupPolicyObjects (GPOs) anddeploy
them to Windows 10 and Windows 11 devices.

• Configure GPOs for any Windows device supported by Citrix Workspace Environment Manage‑
ment.

• Configure GPOs at a device and user level.

Import GPOs for deployment to Windows 10 andWindows 11 devices

Rather than relying on an AD administrator to use the Group Policy Management console to manage
GPOs, you can import and deploy GPOs through the Citrix Endpoint Management console.

To create a backup of your GPOs in Citrix Endpoint Management:

1. Request that your AD administrator export GPOs from the Group Policy Management console
and provide the files to you.

2. In the Citrix Endpoint Management console, go to Configure > Device Policies and create a
Windows GPO Configuration policy.

3. ClickUpload, locate the file, and then clickOpen to import the file.
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For information about configuring GPOs, see in this article, Windows desktop and tablet set‑
tings.

Configure GPOs for deployment to Citrix Workspace Environment Management

The Windows GPO Configuration device policy allows you to configure GPOs for any Windows de‑
vice supported by Citrix Workspace Environment Management (WEM). Citrix Endpoint Management
pushes the policies to the Citrix WEM service. The WEM service then applies the GPOs to devices and
their apps by using the WEM agent installed on devices.

For information about installing theWorkspace Environment Management agent, see Install and con‑
figure.

This policy uses all Windows OS ADMX files. If youwant to upload a third‑party ADMX file, use the App
Configuration device policy. For more information on uploading third‑party ADMX files, see Applica‑
tion Configuration device policy.

• You can push GPO configurations to any device that WEM supports, even if Citrix Endpoint Man‑
agement doesn’t support the device natively. For a list of the devices supported, see Operating
System requirements.

• This policy requires that a device has theWEM agent installed and configured. There is no need
to MDM or MAM enroll the devices.

• Citrix Endpoint Management pushes GPO settings through theWEM channel. (Microsoft doesn’
t support pushing device‑level settings through the MDM channel.) Devices which receive the
Windows GPO Configuration device policy run in the Citrix Endpoint Management mode called
WEM. In the Manage > Devices list of enrolled devices, the Mode column for WEM‑managed
devices listsWEM.

To add or configure this policy, go to Configure > Device Policies. For more information, see Device
policies.
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Windows desktop and tablet settings

This policy allows you to configure GPOs at a device and user level.

Select and configure the Windows GPO to deploy to your Windows devices. You can modify Device
Configuration and User Configuration. Policies are listed in a tree structure. Click All Settings to
display every setting. For information about the settings, download a GPO reference sheet from Mi‑
crosoft.

To configure a setting, you first enable it. During configuration, Citrix Endpoint Management auto‑
saves the changes so that those settings persist. If you try to leave the page before a setting has been
saved, a pop‑upmessage indicates that there are unsaved changes.

If a setting has two options, a radio button selection appears. With more than two options, a menu
appears.

Note:

If you need to check which settings you configured, you can do the following.

1. In the Citrix Endpoint Management console, open theWindowsGPOConfiguration policy
you want to edit.

2. Under Devices or Users, select All Settings.
3. Sort the table by Status, ascending. All unconfigured policies have the status Not Config‑

ured. The policies you configure are listed at the top.
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Windows Hello for Business device policy

March 7, 2024

WindowsHello for Business allows users to sign on toWindows devices by using their Active Directory
or Azure Active Directory account. You use theWindows Hello for Business device policy to enable
the feature so users can provisionWindowsHello for Business on their device. The policy also lets you
configure passcode limitations and other security features.

Go to Configure > Device Policies to add theWindows Hello for Business device policy. Configure
these settings:

Windows Desktop/Tablet settings

• UseWindowsHello forBusiness: Enable the feature to allowusers toprovisionWindowsHello
for Business on their device.

• Require security device: Require that users have a Trusted PlatformModule (TPM) to sign on.
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• Minimum/MaximumPIN length: Minimumandmaximum length for user PINs. MinimumPIN
Length defaults to 4. MaximumPIN Length defaults to 127.

• Uppercase letters, Lowercase letters, Special characters: Select whether to Allow, Require,
or Do not allow each type of character. Defaults to Do not allow.

• Digits: Whether to Allow, Require, or Do not allow digits. Defaults to Require.
• History: Thenumber of past PINs that users can’t reuse. Defaults to0, meaning users can reuse
all PINs.

• Expiration: Thenumberofdaysbeforeausermust change theirPIN.Defaults to0, whichmeans
that PINs don’t expire.

• Use biometrics: Allow the use of biometrics instead of PINs for user sign‑on.

Add apps

March 18, 2024

Addingapps toCitrix EndpointManagementprovidesmobile applicationmanagement (MAM) capabil‑
ities. Citrix Endpoint Management assists with application delivery, software licensing, configuration,
and application life cycle management.

MDX‑enabling apps is an important part of preparing some types of apps for distribution to user
devices. For an introduction to MDX, see Citrix Endpoint Management components and MAM SDK
overview.

• Citrix recommends use of the MAM SDK toMDX‑enable apps. Or, you can continue to MDX‑wrap
apps until the MDX Toolkit is deprecated. See Deprecation.

• You can’t use the MDX Toolkit to wrap Citrix mobile productivity apps. Get the mobile produc‑
tivity app MDX files from Citrix downloads.

When you add apps to the Citrix Endpoint Management console, you:

• Configure app settings
• Optionally arrange apps into categories to organize them in Citrix Secure Hub
• Optionally define workflows to require approval before allowing users to access an app
• Deploy apps to users

This article covers the general workflows for adding apps. See the following articles for platform
specifics:

• Distribute Android Enterprise apps
• Distribute Apple apps
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Important:

Citrix Endpoint Management supports adding and maintaining up to 300 apps. Going over this
limit causes your system to become unstable.

App types and features

The following table summarizes the types of apps that you can deploy with Citrix Endpoint Manage‑
ment.

App type Sources Notes See

MDX iOS and Android apps
you develop for your
users. Citrix mobile
productivity apps.

Develop iOS or
Android apps with the
MAM SDK or wrap
themwith the MDX
Toolkit. For the mobile
productivity apps,
download the
public‑store MDX files
from Citrix downloads.
Then add the apps to
Citrix Endpoint
Management.

Add an MDX app

Public app store Free or paid apps from
public app stores such
as Google Play or the
Apple App Store.

Upload the apps,
MDX‑enable the apps,
then add the apps to
Citrix Endpoint
Management.

Add a public app store
app

Web and SaaS Your internal network
(web apps) or a public
network (SaaS).

Citrix Endpoint
Management provides
mobile single sign‑on
to native SaaS apps
from iOS and Android
devices enrolled in
MDM. Or, use Security
Assertion Markup
Language (SAML)
application connectors

Add a Web or SaaS app
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App type Sources Notes See

Enterprise Private apps, including
Win32 apps, that aren’
t MDX‑enabled. Private
Android Enterprise
apps that are
MDX‑enabled.
Enterprise apps are in
Content Delivery
Network locations or
Citrix Endpoint
Management servers.

Add the apps to Citrix
Endpoint
Management.

Add an enterprise app

Web link Internet web
addresses, intranet
web addresses, or web
apps that don’t
require single sign‑on.

Configure web links in
Citrix Endpoint
Management.

Add a Web link

When planning app distribution, consider these features:

• About silent installations
• About required and optional apps
• About app categories
• Deliver enterprise apps from the Citrix CDN
• Enable Microsoft 365 apps
• Apply workflows
• App store and Citrix Secure Hub branding
• Citrix Virtual Apps and Desktops through the app store

About silent installations

Citrix supports the silent installation and upgrade of iOS, Android Enterprise, and Samsung apps.
Silent installation means that users aren’t prompted to install apps that you deploy to the device.
The apps install automatically in the background.

Prerequisites to implement silent installation:

• For iOS, put themanaged iOS device in supervisedmode. Formore information, see Import iOS
&macOS Profile device policy.
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• For Android Enterprise, the apps install in the Android work profile on the device. For details,
see Android Enterprise.

• For Samsung devices, enable Samsung Knox on the device.

To do so, you set the Samsung MDM license key device policy to generate Samsung ELM and
Knox license access codes. For details, see Samsung MDM license key device policies.

About required and optional apps

When you add apps to a delivery group, you choose whether they’re optional or required. Citrix rec‑
ommends deploying apps as Required.

• Required apps install silently on user devices, minimizing interaction. Having this feature en‑
abled also allows apps to update automatically.

• Optional apps allow users to choose what apps to install, but users must start the installation
manually through Citrix Secure Hub.

For apps marked as required, users can promptly receive updates in situations such as:

• You upload a new app andmark it as required.
• Youmark an existing app as required.
• A user deletes a required app.
• A Citrix Secure Hub update is available.

Requirements for forced deployment of required apps

• Citrix Secure Hub 10.5.15 for iOS and 10.5.20 for Android (minimum versions)
• MAM SDK or MDX Toolkit 10.6 (minimum version)
• After you upgrade Citrix Endpoint Management and Citrix Secure Hub: Users with enrolled de‑
vices must sign off and then sign on to Citrix Secure Hub to get the required app deployment
updates.

Examples

The following examples show the sequence of adding an app named Secure Tasks to a delivery group
and then deploying the delivery group.
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After the sample app, Secure Tasks, deploys to the user device, Citrix Secure Hub prompts the user to
install the app.
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Important:

MDX‑enabled required apps, including enterprise apps and public app store apps, upgrade im‑
mediately. This upgrade occurs even if you configure an MDX policy for an app update grace
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period and the user chooses to upgrade the app later.

iOS required appworkflow for enterprise and public store apps

1. Deploy the mobile productivity app during initial enrollment. The required app is installed on
the device.

2. Update the app on the Citrix Endpoint Management console.
3. Use the Citrix Endpoint Management console to deploy the required apps.
4. The app on the home screen is updated. And, for public store apps, the upgrade starts automat‑

ically. Users aren’t prompted to update.
5. Users open the app from the home screen. Apps upgrade immediately even if you set an App

update grace period and the user taps to upgrade the app later.

Android required appworkflow for enterprise apps

1. Deploy the mobile productivity app during initial enrollment. The required app is installed on
the device.

2. Use the Citrix Endpoint Management console to deploy the required apps.
3. Theapp isupgraded. (Nexusdevicesprompt for install updates, butSamsungdevicesdoasilent

install.)
4. Users open the app from the home screen. Apps upgrade immediately even if you set an App

update grace period and the user taps to upgrade the app later. (Samsung devices do a silent
install.)

Android required appworkflow for public store apps

1. Deploy the mobile productivity app during initial enrollment. The required app is installed on
the device.

2. Update the app on the Citrix Endpoint Management console.
3. Use the Citrix Endpoint Management console to deploy the required apps. Or, open the Citrix

Secure Hub Store on the device. The update icon appears in the store.
4. App upgrade starts automatically. (Nexus devices prompt users to install the update.)
5. Open the app on the home screen. The app is upgraded. Users aren’t prompted for a grace

period. (Samsung devices do a silent install.)

Uninstall an appwhen the app is configured as required

You can allow users to uninstall an app that is configured as required. Go to Configure > Delivery
Groups andmove the app from Required Apps toOptional Apps.
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Recommended: Use a special delivery group to temporarily change an app to optional, so that spe‑
cific users can uninstall the app. You can then change an existing required app to optional, deploy
the app to that delivery group, and then uninstall the app from those devices. After that, if you want
future enrollments for that delivery group to require the app, you can set the app back to required.

Organize apps (Android Enterprise)

When users log on to Citrix Secure Hub, they receive a list of the apps, web links, and stores that you
set up in Citrix Endpoint Management. In Android Enterprise, you can organize these apps into col‑
lections to let users access only certain apps, stores, or web links. For example, you create a Finance
collection and then add apps to the collection that only pertain to finance. Or, you can configure a
Sales collection to which you assign sales apps.

1. In theCitrix EndpointManagement console, clickConfigure>Apps>OrganizeApps. TheMan‑
aged Google Play storewindow appears.

2. Click Create a collection and select the apps to be added to that collection.

3. When you’re done adding collections, click Save.
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Note:

IT admins need to approve an app before it can be added to a collection on theManaged Google
Play window. An IT admin can approve an app by going to https://play.google.com/work. In a
future release, you won’t need to approve an app before adding it to a collection.

About app categories (iOS and MDX)

When users log on to Citrix Secure Hub, they receive a list of the apps, web links, and stores that you
set up in Citrix Endpoint Management. In iOS or MDX, you can use app categories to let users access
only certain apps, stores, or web links. For example, you can create a Finance category and then add
apps to the category that only pertain to finance. Or, you can configure a Sales category to which you
assign sales apps.

When you add or edit an app, web link, or store, you can add the app to one ormore of the configured
categories.

1. In the Citrix Endpoint Management console, click Configure > Apps > Category. The Cate‑
gories dialog box appears.
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2. For each category you want to add, do the following:

• Type the name of the category that you want to add in the Add a new category field at
the bottom of the dialog box. For example, you might type Enterprise Apps to create a
category for enterprise apps.

• Click the plus sign (+) to add the category. The newly created category is added and ap‑
pears in the Categories dialog box.
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3. When you’re done adding categories, close the Categories dialog box.

4. On the Apps page, you can place an existing app into a new category.

• Select the app that you want to categorize.
• Click Edit. The App Information page appears.
• In theApp category list, apply the new category by selecting the category checkbox. Clear
the checkboxes for any existing categories that you don’t want to apply to the app.

• Click the Delivery Groups Assignments tab or click Next on each of the following pages
to step through the remaining app set‑up pages.

• ClickSaveon theDeliveryGroupsAssignmentspage to apply thenewcategory. Thenew
category is applied to the app and appears in the Apps table.
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Add an MDX app

When you receive an MDX file for an iOS or Android app, you can upload the app to Citrix Endpoint
Management. After you upload the app, you can configure app details and policy settings. For infor‑
mation about the app policies that are available for each device platform type, see:

• MAM SDK overview
• MDX Policies at a Glance

1. ForCitrixmobile productivity apps, download thepublic‑storeMDX files: Go tohttps://www.citr
ix.com/downloads. Navigate to Citrix Endpoint Management (XenMobile) > Citrix Endpoint
Management Productivity Apps.

2. For other types of MDX apps, get the MDX file.

3. In the Citrix Endpoint Management console, click Configure > Apps > Add. The Add App dialog
box appears.

4. ClickMDX. TheMDX App Information page appears.

5. On the App Information pane, type the following information:

• Name: Type a descriptive name for the app. The name appears under App Name on the
Apps table.

• Description: Type an optional description of the app.
• App category: Optionally, in the list, click the category to which you want to add the app.
For more information about app categories, see About app categories.

6. ClickNext. The App Platforms page appears.
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7. Under Platforms, select the platforms you want to add. If you’re only configuring for one plat‑
form, clear the others.

8. To select an MDX file to upload, click Upload and navigate to the file location.

9. In the App details page, configure these settings:

• File name: Type the file name associated with the app.
• App Description: Type a description for the app.
• App version: Optionally, type the app version number.
• Package ID: Type the package ID for the app from themanaged Google Play Store.
• Minimum OS version: Optionally, type the oldest operating system version that the de‑
vice can run to use the app.

• MaximumOS version: Optionally, type themost recent operating system that the device
must run to use the app.

• Excluded devices: Optionally, type the manufacturer or models of devices that can’t run
the app.

• Remove app if MDM profile is removed: Select whether to remove the app from an iOS
device when the MDM profile is removed. The default isOn.

• Prevent app data backup: Select whether to prevent users from backing up app data on
iOS devices. The default isOn.

• Product track: Specify which product track that you want to push to iOS devices. If you
have a track designed for testing, you can select and assign it to your users. The default is
Production.

• Force app to be managed: For an app that installs as unmanaged, select whether to
prompt users to allow the app to bemanaged on unsupervised iOS devices. The default is
On.

• Appdeployedviavolumepurchase: Selectwhether todeploy theappbyusingApple vol‑
ume purchase. If On, and you deploy anMDX version of the app and use volume purchase
to deploy the app, Citrix Secure Hub shows only the volume purchase instance. Default is
Off.

10. Configure the MDX Policies. MDX policies vary by platform and include options for policy ar‑
eas, including authentication, device security, and app restrictions. In the console, each of the
policies has a tooltip that describes the policy.

11. Configure the deployment rules. For information, see Configure deployment rules.

12. Expand Store Configuration.
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Optionally, you can configure the following:

• App FAQ: Click Add a new FAQ question and answer to create a FAQ for the app.
• Add screenshots for phones/tablets: Add screen captures that appear in the app store.
• Allow app ratings: Allow users to rate the app in the app store.
• Allow app comments: Allow users to leave comments on the app in the app store.

13. ClickNext. The Delivery Group Assignment page appears.
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14. Next toChoose delivery groups, type to find a delivery group or select a group or groups in the
list. The groups you select appear in the Delivery groups to receive app assignment list.

15. Expand Deployment Schedule and then configure the following settings:

• Deploy: Choose whether to deploy the app to devices. The default isOn.
• Deployment schedule: Choose whether to deploy the app Now or Later. If you select
Later, configure a date and time to deploy the app. The default is Now.

• Deployment condition: Choose On every connection to deploy the app every time the
device connects. ChooseOnly when previous deployment has failed to deploy the app
when the device failed to receive the app previously. The default isOn every connection.

The Deploy for always‑on connection option applies when you’ve configured the scheduling
background deployment key in Settings > Server Properties.

The always‑on option:

• Isn’t available for iOS devices
• Isn’t available for Android and Android Enterprise customers who began using Citrix End‑
point Management with version 10.18.19 or later

• Isn’t recommended for Android and Android Enterprise customers who began using Citrix
Endpoint Management before version 10.18.19

The deployment schedule that you configure is the same for all platforms. Any changes you
make apply to all platforms, except for Deploy for always‑on connection.

16. Click Save.

Add a public app store app

You can add free or paid apps to Citrix Endpoint Management that are available in a public app store,
such as the Apple App Store.
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You can configure settings to retrieve app names and descriptions from the Apple App Store. When
you retrieve the app information from the store, Citrix Endpoint Management overwrites the existing
name and description. Manually configure Google Play store app information.

Note:

Paid apps for Android through Android Enterprise Managed Google Play is no longer supported
by Google. For more information, see Managed Google Play Help documentation.

Configure app information and choose platforms to deliver the app to:

1. In the Citrix Endpoint Management console, click Configure > Apps > Add. The Add App dialog
box appears.

2. Click Public App Store. The App Information page appears.

3. On the App Information pane, type the following information:

• Name: Type a descriptive name for the app. This name appears under App Name on the
Apps table.

• Description: Type an optional description of the app.
• App category: Optionally, in the list, click the category to which you want to add the app.
For more information about app categories, see About app categories.

4. ClickNext. The App Platforms page appears.

5. Under Platforms, select the platforms you want to add. If you’re only configuring for one plat‑
form, clear the others.

Next you configure the app settings for each platform. See:
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• Configure app settings for Google Play apps
• Managed app store apps
• Configure app settings for iOS apps

When you finish configuring the settings for a platform, set the platform deployment rules and app
store configuration.

1. Configure the deployment rules. For information, see Configure deployment rules.

2. Expand Store Configuration.

Optionally, you can configure the following:

• App FAQ: Click Add a new FAQ question and answer to create a FAQ for the app.
• Add screenshots for phones/tablets: Add screen captures that appear in the app store.
• Allow app ratings: Allow users to rate the app in the app store.
• Allow app comments: Allow users to leave comments on the app in the app store.

Configure app settings for Google Play apps
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Note:

Tomake all apps in the Google Play store accessible frommanaged Google Play, use the Access
all apps in the managed Google Play store server property. (See Server properties.) Setting
this property to true allows all Android Enterprise users to access public Google Play store apps.
You can then use the Restrictions device policy to control access to these apps.

Configuring settings for Google Play store apps requires different steps than apps for other platforms.
Manually configure Google Play store app information.

1. Make sure that Google Play is selected under Platforms.

2. Go to the Google Play store. From the Google Play store, copy the package ID. The ID can be
found in the URL of the app.

3. When adding a Public Store app in the Citrix Endpoint Management console, paste the package
ID in the search bar. Click Search.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 907

https://docs.citrix.com/en-us/citrix-endpoint-management/advanced-concepts/deployment/server-properties.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/restrictions-policy.html#android-enterprise-settings


Citrix Endpoint Management

4. If the package ID is valid, a UI appears allowing you to enter app details.

5. You can configure the URL for the image to appear with the app in the store. To use the image
from the Google Play store:

a) Go the Google Play store. Right‑click the app image and copy the image address.

b) Paste the image address into the Image URL field.

c) ClickUpload image. The image appears beside Image.

If you don’t configure an image, the generic Android image appears with the app.
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Configure app settings for iOS apps

1. Type theappname in the searchboxandclickSearch. Appsmatching the search criteria appear.
Apps matching the search criteria appear.

The following figure shows the result of searching for podio in apps on an iPhone.

2. Click the app that you want to add.

3. The App Details fields pre‑populate with information related to the chosen app (including the
name, description, version number, and associated image).

4. Configure the settings:

• If necessary, change the name and description for the app.
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• App URL: Enter a comma‑separated list of URLs to launch your apps from the Citrix Work‑
space app. This field is only available for iPhone and iPad devices.

• Paid app: This field is preconfigured and cannot be changed.
• Remove app if MDM profile is removed: Select whether to remove the app if the MDM
profile is removed. The default isOn.

• Prevent app data backup: Select whether to prevent the app from backing up data. The
default isOn.

• Product track: Specify which product track that you want to push to user devices. If you
have a track designed for testing, you can select and assign it to your users. The default is
Production.

• Force app to be managed: For an app that installs as unmanaged, select whether to
prompt users to allow the app to be managed on unsupervised iOS devices. The default
is Off. For iOS devices enrolled through user enrollment, Citrix Endpoint Management
doesn’t enforce this setting and doesn’t prompt users to allow appmanagement.

• Force license to association to device: Select whether to associate an app (developed
with device association enabled) to a device rather than to a user. If the app you chose
does not support assignment to a device, you can’t change this setting.

5. Configure the deployment rules. For information, see Configure deployment rules.

6. Expand Store Configuration.
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Optionally, you can configure the following:

• App FAQ: Click Add a new FAQ question and answer to create a FAQ for the app.
• Add screenshots for phones/tablets: Add screen captures that appear in the app store.
• Allow app ratings: Allow users to rate the app in the app store.
• Allow app comments: Allow users to leave comments on the app in the app store.

7. For iPhone or iPad, expand Volume Purchase.

a) To enable Citrix Endpoint Management to apply a volume purchase license for the app: In
the Volume purchase license list, click Upload a volume purchase license.

b) In the dialog box that appears, import the license.

The License Assignment table shows the number of licenses in use for the app, out of the
total licenses available.

You can disassociate Volume Purchase licenses for an individual user. Doing so ends the
license assignments and frees licenses.

c) When you add your volume purchase account, enable App Auto Update. This setting
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makes sure that apps on user devices automatically update when an update appears in
the Apple store. If an app has the Force app to be managed setting enabled, it updates
without prompting the user. The update happens whether the app is required or optional.

8. After you complete the Volume Purchase settings, clickNext. The Approvals page appears.

To use workflows to require approval before allowing users to access the app, see Apply work‑
flows. If you don’t need approval workflow, continue with the next step.

9. ClickNext. The Delivery Group Assignment page appears.

10. Next toChoose delivery groups, type to find a delivery group or select a group or groups in the
list. The groups you select appear in the Delivery groups to receive app assignment list.

11. Expand Deployment Schedule and then configure the following settings:

• Deploy: Choose whether to deploy the app to devices. The default isOn.
• Deployment schedule: Choose whether to deploy the app Now or Later. If you select
Later, configure a date and time to deploy the app. The default is Now.

• Deployment condition: Choose On every connection to deploy the app every time the
device connects. ChooseOnly when previous deployment has failed to deploy the app
when the device failed to receive the app previously. The default isOn every connection.

The Deploy for always‑on connection option applies when you’ve configured the scheduling
background deployment key in Settings > Server Properties.

The always‑on option:

• Isn’t available for iOS devices
• Isn’t available for Android and Android Enterprise customers who began using Citrix End‑
point Management with version 10.18.19 or later

• Isn’t recommended for Android and Android Enterprise customers who began using Citrix
Endpoint Management before version 10.18.19

The deployment schedule that you configure is the same for all platforms. Any changes you
make apply to all platforms, except for Deploy for always‑on connection.

12. Click Save.

Add aWeb or SaaS app

Using the Citrix Endpoint Management console, you can give users single sign‑on (SSO) authorization
to your enterprise, web, and SaaS apps.

You can build your own connector in Citrix Endpoint Management when you add a Web app or SaaS
app. For a list of connector types available in Citrix Endpoint Management, see Application connector
types.
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If an app is available for SSO only: After you save the settings, the app appears on the Apps tab in the
Citrix Endpoint Management console.

1. In the Citrix Endpoint Management console, click Configure > Apps > Add. The Add App dialog
box appears.

2. ClickWeb & SaaS. The App Information page appears.

3. Configure an existing or new app connector as follows.

To configure an existing app connector

1. In the App Information page, Choose from existing connectors is already selected, as shown
previously. Click the connector that you want to use in the App Connectors list. The app con‑
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nector information appears.

2. Configure these settings:

• App name: Accept the pre‑filled name or type a new name.
• App description: Accept the pre‑filled description or type one of your own.
• URL: Accept the pre‑filled URL or type the web address for the app. Depending on the
connector you choose, this field can have a placeholder that youmust replace before you
canmove to the next page.

• Domain name: If applicable, type the domain name of the app. This field is required.
• App is hosted in internal network: Select whether the app is running on a server in your
internal network. If users connect from a remote location to the internal app, they must
connect through NetScaler Gateway. Setting this option to On adds the VPN keyword to
the app and allows users to connect through NetScaler Gateway. The default isOff.

• App category: Click an optional category in the drop‑down list to apply to the app.
• User account provisioning: Select whether to create user accounts for the app. If you
use theGloboforce_SAMLconnector, youmust enable this option toprovide seamless SSO
integration.

• If you enableUser account provisioning, configure these settings:
– Service Account

* User name: Type the name of the app administrator. This field is required.

* Password: Type the app administrator password. This field is required.

– User Account

* Whenuser entitlement ends: Click the action in thedrop‑down list to takewhen
users are no longer allowed access to the app. The default is Disable account.

– User Name Rule

* For each user name rule you want to add, do the following:

· User attributes: Click the user attribute in the drop‑down list to add to the
rule.

· Length (characters): Click the number in the drop‑down list of characters
from the user attribute to use in the user name rule. The default is All.

· Rule: Each user attribute you add is automatically appended to the user name
rule.

• Password Requirement
– Length: Type the minimum user password length. The default is 8.

• Password Expiration
– Validity (days): Type the number of days the password is valid. Valid values are 0–
90. The default is 90.
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– Automatically reset password after it expires: Select whether to reset the pass‑
word automatically when it expires. The default is Off. If you don’t enable this field,
users can’t open the app after their passwords expire.

To configure a new app connector

1. In theApp Information page, selectCreate a newconnector. The app connector fields appear.

2. Configure these settings:

• Name: Type a name for the connector. This field is required.
• Description: Type a description for the connector. This field is required.
• Logon URL: Type, or copy and paste, the URL where users log on to the site. For example,
if the app youwant to add has a logon page, open aweb browser and go to the logon page
for the app. For example, it might behttps://www.example.com/logon. This field
is required.

• SAML version: Select either 1.1 or 2.0. The default is 1.1.
• Entity ID: Type the identity for the SAML app.
• Relay state URL: Type the web address for the SAML application. The relay state URL is
the response URL from the app.

• Name ID format: Select either Email Address or Unspecified. The default is Email Ad‑
dress.
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• ACS URL: Type the Assertion Consumer Service URL of the identity provider or service
provider. The ACS URL gives users SSO capability.

• Image: Select whether to use the default Citrix image or to upload your own app image.
The default is Use default.

– To upload your own image, click Browse and navigate to the file location. The file
must be a .PNG file. You can’t upload a JPEG or GIF file. When you add a custom
graphic, you can’t change it later.

3. When you’re finished, click Add. The Details page appears.

4. ClickNext. The App Policy page appears.

5. Configure these settings:

• Device Security
• Block jailbroken or rooted: Select whether to block jailbroken or rooted devices from
accessing the app. The default isOn.

• Network Requirements
• WiFi required: Select whether a Wi‑Fi connection is required to run the app. The default
isOff.

• Internalnetwork required: Selectwhether an internal network is required to run theapp.
The default isOff.

• Internal WiFi networks: If you enabledWi‑Fi required, type the internal Wi‑Fi network
to use.

6. Expand Store Configuration.
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Optionally, you can configure the following:

• App FAQ: Click Add a new FAQ question and answer to create a FAQ for the app.
• Add screenshots for phones/tablets: Add screen captures that appear in the app store.
• Allow app ratings: Allow users to rate the app in the app store.
• Allow app comments: Allow users to leave comments on the app in the app store.

7. ClickNext. The Approvals page appears.
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To use workflows to require approval before allowing users to access the app, see Apply work‑
flows. If you don’t need approval workflow, continue with the next step.

8. ClickNext. The Delivery Group Assignment page appears.

9. Next to Choose delivery groups, type to find a delivery group or select a group or groups. The
groups you select appear in the Delivery groups to receive app assignment list.

10. Expand Deployment Schedule and then configure the following settings:

• Deploy: Choose whether to deploy the app to devices. The default isOn.
• Deployment schedule: Choose whether to deploy the app Now or Later. If you select
Later, configure a date and time to deploy the app. The default is Now.

• Deployment condition: Choose On every connection to deploy the app every time the
device connects. ChooseOnly when previous deployment has failed to deploy the app
when the device failed to receive the app previously. The default isOn every connection.

The Deploy for always‑on connection option applies when you’ve configured the scheduling
background deployment key in Settings > Server Properties.

The always‑on option:

• Isn’t available for iOS devices
• Isn’t available for Android and Android Enterprise customers who began using Citrix End‑
point Management with version 10.18.19 or later

• Isn’t recommended for Android and Android Enterprise customers who began using Citrix
Endpoint Management before version 10.18.19

The deployment schedule that you configure is the same for all platforms. Any changes you
make apply to all platforms, except for Deploy for always‑on connection.

11. Click Save.
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Add an enterprise app

Enterprise apps in Citrix EndpointManagement are private apps that you develop or get fromanother
source. Except for private Android Enterprise apps delivered as MDX‑enabled apps, enterprise apps
aren’t prepared with the MAM SDK or MDX Toolkit. You can upload an enterprise app on the Apps tab
in the Citrix Endpoint Management console. Enterprise apps support the following platforms (and
corresponding file types):

• iOS (.ipa file)

• macOS (.pkg file)

Citrix Endpoint Management does not limit the size of PKG files you upload but limits file up‑
load times. By default, youmust complete your upload within 100 s. For more information, see
Server properties.

• Android (.apk file)

• Android Enterprise (.apk file)

• See also: Add Win32 apps as Enterprise apps

• See also: MDX‑enabled private apps

Adding apps downloaded from the Google Play store as enterprise apps isn’t supported. Add apps
from the Google Play store as public app store apps instead. See Add a public app store app.

1. In the Citrix Endpoint Management console, click Configure > Apps > Add. The Add App dialog
box appears.

2. Click Enterprise. The App Information page appears.
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3. On the App Information pane, type the following information:

• Name: Type a descriptive name for the app. This name is listed under App Name on the
Apps table.

• Description: Type an optional description of the app.
• App category: Optionally, in the list, click the category to which you want to add the app.
For more information about app categories, see About app categories.

4. ClickNext. The App Platforms page appears.

5. Under Platforms, select the platforms you want to add. If you’re only configuring for one plat‑
form, clear the others.

6. For each platform you chose, select the file to upload by clicking Upload and navigating to the
file location.

7. ClickNext. The app information page for the platform appears.

8. Configure the settings for the platform type, such as:

• File name: Optionally, type a new name for the app.
• App description: Optionally, type a new description for the app.
• App version: You can’t change this field.
• Minimum OS version: Optionally, type the oldest operating system version that the de‑
vice can run to use the app.

• MaximumOS version: Optionally, type themost recent operating system that the device
must run to use the app.

• Excluded devices: Optionally, type the manufacturer or models of devices that can’t run
the app.

• Package ID: Unique identifier of your app.
• Remove app ifMDMprofile is removed: Select whether to remove the app fromadevice
when the MDM profile is removed. The default isOn. This setting doesn’t apply tomacOS.

• Prevent app data backup: Select whether to prevent the app from backing up data. The
default isOn. This setting doesn’t apply to macOS.

• Force app to be managed: Select whether to install an app as a managed app on unsu‑
perviseddevices. Thedevice typedetermineshowCitrix EndpointManagementprocesses
this setting when enabled. If you enable this setting, the app updates without prompting
the user. The update happens whether the app is required or optional. The default isOff.
– For iOS devices, if the app was already installed, users receive a prompt to allow the
app to be managed. If you deploy an app to devices where the app doesn’t exist, the
app installs as a managed app whatever the state of this setting. Available on iOS
9.0 and later. For iOS devices enrolled through user enrollment, Citrix Endpoint Man‑
agement doesn’t enforce this setting and doesn’t prompt users to allow appmanage‑
ment.
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– For macOS devices, enable the setting, and then deploy the app to the devices. The
app automatically installs as amanaged app. Users don’t receive any prompts. If you
deploy an app to devices where the app doesn’t exist, the app installs as a managed
app whatever the state of this setting. Available onmacOS 11.0 and later.

9. Configure the deployment rules. For information, see Configure deployment rules.

10. Expand Store Configuration.

Optionally, you can configure the following:

• App FAQ: Click Add a new FAQ question and answer to create a FAQ for the app.
• Add screenshots for phones/tablets: Add screen captures that appear in the app store.
• Allow app ratings: Allow users to rate the app in the app store.
• Allow app comments: Allow users to leave comments on the app in the app store.

11. ClickNext. The Approvals page appears.

To use workflows to require approval before allowing users to access the app, see Apply work‑
flows. If you don’t need an approval workflow, continue to the next step.
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12. ClickNext. The Delivery Group Assignment page appears.

13. Next toChoose delivery groups, type to find a delivery group or select a group or groups in the
list. The groups you select appear in the Delivery groups to receive app assignment list.

14. Expand Deployment Schedule and then configure the following settings:

• Deploy: Choose whether to deploy the app to devices. The default isOn.
• Deployment schedule: Choose whether to deploy the app Now or Later. If you select
Later, configure a date and time to deploy the app. The default is Now.

• Deployment condition: Choose On every connection to deploy the app every time the
device connects. ChooseOnly when previous deployment has failed to deploy the app
when the device failed to receive the app previously. The default isOn every connection.

The Deploy for always‑on connection option applies when you’ve configured the scheduling
background deployment key in Settings > Server Properties.

The always‑on option:

• Isn’t available for iOS devices
• Isn’t available for Android and Android Enterprise customers who began using Citrix End‑
point Management with version 10.18.19 or later

• Isn’t recommended for Android and Android Enterprise customers who began using Citrix
Endpoint Management before version 10.18.19

The deployment schedule that you configure is the same for all platforms. Any changes you
make apply to all platforms, except for Deploy for always‑on connection.

15. Click Save.

AddWin32 apps as Enterprise apps

You can upload MSI, APPX, AppxBundle, PS1, or EXE files for Win32 apps to Citrix Endpoint Manage‑
ment for deployment to managed Windows 10 and Windows 11 Desktop and Tablet devices. After
you use Citrix Endpoint Management to deploy the files, the Windows device then installs the app as
follows:

• If the upgraded app removes the old version during installation, then the device includes only
the upgraded app.

• If the upgraded app can’t remove the old version, but the new version can install, then the de‑
vice includes both versions of the app. Citrix Endpoint Management no longer has the informa‑
tion for the old version.

• If the upgraded app can’t install when an old version exists, the new app doesn’t install. In that
case, first deploy the App Uninstall device policy to remove the old version. Then, deploy the
new version.
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Requirements

• Windows 10 (version 1607 or later) or Windows 11
• Windows 10 Professional or Windows 11 Professional
• Windows 10 Enterprise or Windows 11 Enterprise
• Standalone Win32 MSI apps installed with the /quiet option. For this deployment use case, Mi‑
crosoft doesn’t support MSIs with more than one app, nested MSIs, or interactive installation.

Look up metadata When you add a Win32 app to Citrix Endpoint Management, specify the meta‑
data for the app. To lookup themetadata, use theOrca applicationonaWindows computer andmake
note of the following information:

• Product code
• Product name
• Product version
• Package install type, either per user or per machine

Add aWin32 app to Citrix Endpoint Management

1. Go to Configure > Apps, click Enterprise, and type a name for the app in the App Information
page.

2. Clear all Platform checkboxes except forWindows Desktop/Tablet.

3. On theWindows Desktop/Tablet Enterprise App page, clickUpload and navigate to the file.

4. Configure these settings:
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• App name: The name of the app, from the appmetadata.
• Description: A description for the app.
• App version: The app version number, from the appmetadata.
• MinimumOS version: Optional. The oldest operating system version that the device can
run to use the app.

• MaximumOS version: Optional. The most recent operating system that the device must
run to use the app.

• Excluded devices: Optional. The manufacturer or models of devices that can’t run the
app.

• Product Code: The MSI app product code, in UUID format, from the appmetadata.
• Installation Context: Based on the app metadata, select whether the app is to install for
the device or user. This setting isn’t available for EXE files.

• Command Line: The command‑line options to use when calling MSIEXEC.exe
• Install Command Line: Add command line arguments for installing EXE files silently.
• Uninstall CommandLine: Addcommand line arguments for uninstalling EXE files silently.
• Retry Count: The number of times you can retry a download and installation operation
before marking the installation as failed.

• Time Out: The number of minutes that the installation process runs before the installer
interprets the installation as failed and no longer monitors the process.

• Retry Interval: The number of minutes between retry operations.

5. Configure the deployment rules. For information, see Configure deployment rules.

6. Expand Store Configuration.
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Optionally, you can configure the following:

• App FAQ: Click Add a new FAQ question and answer to create a FAQ for the app.
• Add screenshots for phones/tablets: Add screen captures that appear in the app store.
• Allow app ratings: Allow users to rate the app in the app store.
• Allow app comments: Allow users to leave comments on the app in the app store.

7. ClickNext until you get to the Summary page and then click Save.

8. Go to Configure > Delivery Groups and add the Win32 app as a required app.

9. After you deploy the app, let your users know that the app is available.

Upgrade aWin32 app

1. Look up the metadata for the app, as described earlier in “Look upmetadata.”
2. Go to Configure > Apps to upload the new version of the app. Update the App version. If the

new version of the app has a different Product Code, update that setting.
3. Submit the changes and deploy the app.
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Deliver enterprise and MDX apps from the Citrix CDN

You candeliver enterprise andMDX apps from the Citrix Content Delivery Network (CDN). A CDN refers
to a geographically distributed group of servers that work together to securely provide fast delivery
of application content. A local server delivers the apps to mobile devices.

A CDN improves app download times by distributing content geographically closer to the mobile de‑
vices through a nearby CDN distribution point. CDN delivers apps from the closest Point of Presence
(POP) location to a user.

The following diagram shows an example of how CDN distributes apps to the Edge Server closest to
mobile device users. An Edge Server caches content from the originating server whenmobile devices
request apps.

Users can connect to apps by using Citrix Secure Hub. When you add an app, Citrix Endpoint Manage‑
ment creates the app connector for it.

The Citrix CDN support for enterprise apps is available for the following platforms:

• iOS (MDM or MAM enrollment)
• Android (MDM or MAM enrollment)
• Windows desktop or tablet (MDM enrollment)
• macOS (MDM enrollment)

The Citrix CDN support for MDX apps is available for the following platforms:

• iOS (MDM or MAM enrollment)
• Android (MDM or MAM enrollment)
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How CDNworks

At the core of the CDN service, servers are linked together with the goal of delivering apps faster. That
goal is achieved by placing the apps securely on different distribution points worldwide. The mobile
devices’DNS server used during the initial connection to the Citrix Endpoint Management server is
what determines the distribution point.

For example: Suppose that the DNS server IP of the mobile device originates in Fort Lauderdale,
Florida. TheCDNusesa local distributionpoint closest to that location todeliver theapp to themobile
device. That use of the CDN results in improved app download time.

When amobile device first requests or pushes an enterprise app, Citrix Endpoint Management copies
the app to the local distribution point and keeps the app there for 24 hours for other local device
downloads.

Deliver enterprise apps from the Citrix CDN

With Citrix Endpoint Management release 19.4.1, enterprise app delivery defaults to CDN delivery for
all newmultitenancy customers. For existing customers before this release, follow the instructions in
this section.

For enterprise apps already on the Citrix Endpoint Management server, Citrix Endpoint Management
continues to deliver those apps from the server until those apps get reuploaded after you complete
the following steps.

Important:

Only Citrix Cloud administrators can enable CDN for an account. The server property app.
delivery.cdn is visible in Citrix EndpointManagement onlywhen you log on as a Citrix Cloud
administrator. For information about Citrix Cloud administrators, see Manage Citrix Cloud ad‑
ministrators.

1. Enable CDN for your account: In the Citrix Endpoint Management console: Go to Settings >
Server Properties.

2. Search for app.delivery.cdn and then click Edit.

3. Change the value to true.
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4. In the Citrix Endpoint Management console, upload your enterprise apps again:

a) Go to Configure > Apps and filter the app list by Type (Enterprise) and Platform.
b) Select an app, click Edit, clickNext, and clickUpload.
c) Repeat the prior step for each enterprise app.

Deliver MDX apps from the Citrix CDN

With Citrix Endpoint Management release 20.12.0, MDX app delivery defaults to CDN delivery for all
new multitenancy customers. For existing customers before this release, follow the instructions in
this section.

For MDX apps already on the Citrix Endpoint Management server, Citrix Endpoint Management con‑
tinues to deliver those apps from the server until those apps get reuploaded after you complete the
following steps.

Important:

Only Citrix Cloud administrators can enable CDN for an account. The server property app.
delivery.cdn is visible in Citrix EndpointManagement onlywhen you log on as a Citrix Cloud
administrator. For information about Citrix Cloud administrators, see Manage Citrix Cloud ad‑
ministrators.

1. Enable CDN for your account: In the Citrix Endpoint Management console: Go to Settings >
Server Properties.

2. Search for app.delivery.cdn and then click Edit.

3. Change the value to true.
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4. In the Citrix Endpoint Management console, upload your MDX apps again:

a) Go to Configure > Apps and filter the app list by Type (MDX) and Platform.
b) Select an app, click Edit, clickNext, and clickUpload.
c) Repeat the prior step for each MDX app.

Add aWeb link

Aweb link is awebaddress toan internetor intranet site. Aweb link canalsopoint toawebapplication
that doesn’t require SSO. After you finish configuring aweb link, the link appears as an icon in the app
store. When users log on with Citrix Secure Hub, the link appears with the list of available apps and
desktops.

You can configureweb links from the Apps tab in the Citrix Endpoint Management console. When you
finish configuring the web link, the link appears as a link icon in the list in the Apps table. When users
log on with Citrix Secure Hub, the link appears with the list of available apps and desktops.

Watch this video to learn more:
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To add the link, you provide the following information:

• Name for the link
• Description of the link
• Web address (URL)
• Category
• Role
• Image in .png format (optional)

1. In the Citrix Endpoint Management console, click Configure > Apps > Add. The Add App dialog
box appears.
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2. ClickWeb Link. The App Information page appears.

3. On the App Information pane, type the following information:

• Name: Type a descriptive name for the app. This name is listed under App Name on the
Apps table.

• Description: Type an optional description of the app.
• App category: Optionally, in the list, click the category to which you want to add the app.
For more information about app categories, see About app categories.

4. ClickNext. The App Platforms page appears.

5. Under Platforms, select Other platforms to add a web app for iOS, Android (legacy DA), and
Windows 8, or select Android Enterprise. Clear the checkbox for any platforms that you don’t
want to include.

• If you selectOther platforms, continue to the next step to configure the settings.

• If you select Android Enterprise, click the Upload button to open the managed Google
Play store. You do not need to register for a developer account to publish a web app. Click
the Plus icon in the lower right corner to continue.
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Configure these settings:

– Title: Type the name for the web app.
– URL: Type the web address for the app.
– Display: Choose how to display the web app on the user devices. The available op‑
tions are Full screen, Standalone, andMinimal UI.

– Icon: Upload your own image for the web app.
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When finished, click Create. It might take up to 10 minutes for your web app to publish.

6. For platforms other than Android Enterprise, configure these settings:

• App name: Accept the pre‑filled name or type a new name.
• App description: Accept the pre‑filled description or type one of your own.
• URL: Accept the pre‑filled URL or type the web address for the app. Depending on the
connector you choose, this field can have a placeholder that youmust replace before you
canmove to the next page.

• App is hosted in internal network: Select whether the app is running on a server in your
internal network. If users connect from a remote location to the internal app, they must
connect through NetScaler Gateway. Setting this option to On adds the VPN keyword to
the app and allows users to connect through NetScaler Gateway. The default isOff.

• App category: Click an optional category in the drop‑down list to apply to the app.
• Image: Select whether to use the default Citrix image or to upload your own app image.
The default is Use default.
– To upload your own image, click Browse and navigate to the file location. The file
must be a .PNG file. You can’t upload a JPEG or GIF file. When you add a custom
graphic, you can’t change it later.

7. Configure the deployment rules. For information, see Configure deployment rules.
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8. Expand Store Configuration.

Optionally, you can configure the following:

• App FAQ: Click Add a new FAQ question and answer to create a FAQ for the app.
• Add screenshots for phones/tablets: Add screen captures that appear in the app store.
• Allow app ratings: Allow users to rate the app in the app store.
• Allow app comments: Allow users to leave comments on the app in the app store.

9. ClickNext. The Delivery Group Assignment page appears.

10. Next toChoose delivery groups, type to find a delivery group or select a group or groups in the
list. The groups you select appear in the Delivery groups to receive app assignment list.

11. Expand Deployment Schedule and then configure the following settings:

• Deploy: Choose whether to deploy the app to devices. The default isOn.
• Deployment schedule: Choose whether to deploy the app Now or Later. If you select
Later, configure a date and time to deploy the app. The default is Now.

• Deployment condition: Choose On every connection to deploy the app every time the
device connects. ChooseOnly when previous deployment has failed to deploy the app

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 934



Citrix Endpoint Management

when the device failed to receive the app previously. The default isOn every connection.

The Deploy for always‑on connection option applies when you’ve configured the scheduling
background deployment key in Settings > Server Properties.

The always‑on option:

• Isn’t available for iOS devices
• Isn’t available for Android and Android Enterprise customers who began using Citrix End‑
point Management with version 10.18.19 or later

• Isn’t recommended for Android and Android Enterprise customers who began using Citrix
Endpoint Management before version 10.18.19

The deployment schedule that you configure is the same for all platforms. Any changes you
make apply to all platforms, except for Deploy for always‑on connection.

12. Click Save.

Enable Microsoft 365 apps

You can open theMDX container to allowCitrix SecureMail, Citrix SecureWeb, and Citrix Files to trans‑
fer documents and data toMicrosoftOffice 365 apps. For details, see Allowing Secure Interactionwith
Office 365 Apps.

Apply workflows

Configure these settings to assign or create a workflow:

• Workflow to Use: Click an existing workflow in the drop‑down list or click Create a newwork‑
flow. The default is None.

If you select Create a newworkflow, configure these settings.

– Name: Type a unique name for the workflow.

– Description: Optionally, type a description for the workflow.

– Email Approval Templates: In the list, select the email approval template to be assigned.
When you click the eye icon to the right of this field, a dialog box appears where you can
preview the template.

– Levels ofmanager approval: In the list, select the number of levels of manager approval
required for this workflow. The default is 1 level. Possible options are:

* Not Needed

* 1 level
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* 2 levels

* 3 levels

– Select Active Directory domain: In the list, select the appropriate Active Directory do‑
main to be used for the workflow.

– Find additional required approvers: Type the name of the additional required person in
the search field and then click Search. Names originate in the Active Directory.

– When the name appears in the field, select the checkbox next to the name. The name and
email address appear in the Selected additional required approvers list.

To remove a person from the Selected additional required approvers list, do one of the
following:

* Click Search to see a list of all the persons in the selected domain.

* Type a full or partial name in the search box, and then click Search to limit the search
results.

* Persons in the Selected additional required approvers list have check marks next
to their name in the search results list. Scroll through the list and clear the checkbox
next to each name you want to remove.

App store and Citrix Secure Hub branding

You can set how apps appear in the store and add your logo to Citrix Secure Hub and the app store.
These branding features are available for iOS and Android devices.

Before you begin, make sure you have your custom image ready and accessible.

The custom imagemust meet these requirements:

• The file must be in .png format
• Use a pure white logo or text with a transparent background at 72 dpi.
• The company logo can’t be more than this height or width: 170 px x 25 px (1x) and 340 px x 50
px (2x).

• Name the files as Header.png and Header@2x.png.
• Create a .zip file from the files, not a folder with the files inside it.

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page appears.

2. Under Client, click Client Branding. The Client Branding page appears.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 936



Citrix Endpoint Management

Configure the following settings:

• Store name: The store name appears in the user’s account information. Changing the
name also changes the URL used to access store services. You typically do not need to
change the default name.

Important:

The Store name can only have alphanumeric characters.

• Default store view: Select either Category or A‑Z. The default is A‑Z

• Device option: Select either Phone or Tablet. The default is Phone.

• Branding file: To select a branding image or .zip file of images, clickBrowse and navigate
to the file location.

3. Click Save.

To deploy this package to user devices, create a deployment package and then deploy the package.

Citrix Virtual Apps and Desktops through the app store

Citrix Endpoint Management can collect apps from Citrix Virtual Apps and Desktops and make the
apps available tomobile device users in the app store. Users subscribe to the apps directly inside the
app store and launch them fromCitrixWorkspace. TheCitrixWorkspace appmust be installed onuser
devices to launch the apps.

To configure this setting, you need the fully qualified domain name (FQDN) or IP address and port
number for an on‑premises StoreFront.
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1. In the Citrix Endpoint Management web console, click the gear icon in the upper‑right corner.
The Settings page appears.

2. Click Virtual Apps and Desktops. The Virtual Apps and Desktops page appears.

3. Configure these settings:

• Host: Type the fully qualified domain name (FQDN) or IP address for StoreFront.

• Port: Type the port number for StoreFront. The default is 80.

• Relative Path: Type the path. For example, /Citrix/PNAgent/config.xml

• Use HTTPS: Select whether to enable secure authentication between StoreFront and the
client device. The default isOff.

• Use Cloud Connector: Choose On to use Cloud Connector for connections to the Store‑
Front server. Then, specify a Resource Location and Allowed Relative Paths for the con‑
nection.

– Resource Location: Choose from the resource locations defined in Citrix Cloud Con‑
nector.

– Allowed Relative Paths: The relative paths allowed for the specified resource loca‑
tion. Specify one path per line. You can use the asterisk (*) wildcard.
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Suppose that the resource location ishttps://StoreFront.company.com and you
want to provide access to the following URLs:

– https://StoreFront.company.com/Citrix/PNAgent/Config.xml
– https://StoreFront.company.com/Citrix/PNAgent/enum.aspx
– https://StoreFront.company.com/Citrix/PNAgent/launch.aspx

To allow all requests with the URL https://StoreFront.company.com/Citrix/
PNAgent/*, enter this path: /Citrix/PNAgent/*

Citrix Endpoint Management blocks all other paths.

4. Click Test Connection to verify that Citrix Endpoint Management can connect to the specified
StoreFront server.

5. Click Save.

App connector types

February 23, 2024

The following table lists the connectors and the types of connectors that are available in Citrix End‑
point Managementwhen you add aWeb or SaaS app. You can also add a connector to Citrix Endpoint
Management when you add a Web or SaaS app.

The table indicateswhether the connector supports user accountmanagement, which lets you create
accounts automatically or by using a workflow.

Connector name SSO SAML
Supports user account
management

EchoSign_SAML Y Y

Globoforce_SAML Note: When using this
connector, youmust enable
User Management for
Provisioning to make sure
seamless SSO integration.

GoogleApps_SAML Y Y

GoogleApps_SAML_IDP Y Y

Lynda_SAML Y Y

Office365_SAML Y Y
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Connector name SSO SAML
Supports user account
management

Salesforce_SAML Y Y

Salesforce_SAML_SP Y Y

SandBox_SAML Y

SuccessFactors_SAML Y

ShareFile_SAML Y

ShareFile_SAML_SP Y

WebEx_SAML_SP Y Y

Citrix Launcher

February 22, 2024

Citrix Launcher lets you customize the user experience for Android Enterprise devices and legacy An‑
droid devices deployed by Citrix Endpoint Management. With Citrix Launcher, you can prevent users
from accessing certain device settings and restrict devices to one app or a small set of apps.

The minimum Android version supported for Citrix Secure Hubmanagement of Citrix Launcher is An‑
droid 6.0.

Use a Launcher Configuration Policy to control these Citrix Launcher features:

• Manage Android Enterprise devices and legacy Android devices so that users can access only
the apps that you specify.

• Optionally specify a custom logo image for the Citrix Launcher icon and a custom background
image for Citrix Launcher.

• Specify a password that users must type to exit the launcher.

Citrix Launcher isn’t intended to be an extra layer of security over what the device platform already
provides.

Set up Citrix Launcher for Android Enterprise devices

1. Add the Citrix Launcher app (com.citrix.launcher.droid) to Citrix Endpoint Management as a
public store app. In Configure > Apps, click Add, and then click Public App Store. For more
information, see Add a public app store app.
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2. In the Kiosk device policy, specify which apps must be available on company‑owned devices
for dedicated use (also known as Android corporate owned single‑use (COSU) devices). Go to
Configure > Device Policies, click Add, and select Kiosk. Then select the Citrix Launcher app
andany additional apps in the allow list. If youpreviously addedapps to the list, youdon’t need
to upload the apps again. For more information, see Android Enterprise settings.

3. Add the Launcher Configuration device policy. Go to Configure > Device Policies, click Add,
and select Launcher Configuration. In the Launcher Configuration policy, add any of the apps
that you specified in the Kiosk policy. You don’t need to add all the apps you specified in the
Kiosk policy. You must add the Citrix Launcher app only in the Kiosk policy. For more informa‑
tion, see Launcher Configuration Policy.

4. Create a delivery group and deploy resources. For more information, see the Add a delivery
group and deploy resources section in this article.

After you deploy Citrix Launcher on company‑owned Android Enterprise devices for dedicated use,
Citrix Endpoint Management installs the app and replaces the default Citrix Secure Hub launcher. If
you exit the Citrix Launcher app, Citrix Secure Hub becomes the default launcher again.
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Set up Citrix Launcher for legacy Android devices

Note:

In August 2020, Citrix deprecated support for the CitrixLauncher.apk for legacy Android devices.
You can continue using the legacy Citrix Launcher app (com.citrix.launcher) for Android devices
without receiving the new feature updates.

1. To locate the Citrix Launcher app, go to the Citrix Endpoint Management download page and
search for Citrix Launcher. Download the latest file. The file is ready for upload into Citrix
Endpoint Management and doesn’t require wrapping.

2. Add the Launcher Configuration device policy. Go to Configure > Device Policies, click Add,
and select Launcher Configuration. For more information, see Launcher Configuration Policy.

3. Add the Citrix Launcher app to Citrix Endpoint Management as an enterprise app. In Configure
> Apps, click Add and then click Enterprise. For more information, see Add an enterprise app.

4. Create a delivery group and deploy resources. For more information, see the Add a delivery
group and deploy resources section in this article.

Add a delivery group and deploy resources

1. Create a delivery group for Citrix Launcher with the following configuration in Configure > De‑
livery groups.

• On the Policies page, add a Launcher Configuration Policy.
• On the Apps page, drag Citrix Launcher to Required Apps.
• On the Summary page, clickDeployment Order andmake sure that the Citrix Launcher
app precedes the Launcher Configuration policy.
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2. Deploy resources to a delivery group by sending a push notification to all users in the delivery
group. Formore information about adding resources to a delivery group, see Deploy resources.

Manage devices without Citrix Launcher

Instead of using Citrix Launcher, you can use features that are already available.

To provision dedicated devices:

1. Create an enrollment profile by setting the Device ownermode to Dedicated device. See Pro‑
visioning dedicated Android Enterprise devices and Enrollment profiles.

2. CreateaKioskdevicepolicy toaddapps to theallow list andset lock taskmode. If youpreviously
added apps to the list, you don’t need to upload the apps again. For more information, see
Android Enterprise settings.

3. Enroll each device in the enrollment profile that you created.

Add apps using Apple Volume Purchase

February 29, 2024
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Apple Business Manager (ABM) and Apple School Manager (ASM) let you buy licenses for apps and
books involumeandsynchronize theVolumePurchase informationwithCitrix EndpointManagement.
You can then use Citrix Endpoint Management to deploy these apps and books to iOS and macOS
devices. Buying contents in volume simplifies the process of finding, buying, and distributing apps
and books for an organization.

For more information about buying contents using ABM or ASM, see the Apple Business Manager
User Guide or Apple School Manager User Guide. This article describes how to synchronize volume‑
purchased licenses from ABM and ASM to Citrix Endpoint Management and how to manage the li‑
censes.

Note:

The apple Volume Purchase Program (VPP) is no longer available as of January 14, 2021. The
Volume Purchase function was integrated in ABM and ASM. If you currently use the Device En‑
rollment Program (DEP) or VPP, you can upgrade to ABM or ASM. For more information, see the
Apple documentation Upgrade from Apple Deployment Programs.

About Apple Volume Purchase

When you buy contents in volume using ABM or ASM, note the following:

• You can buy licenses for the following content:

– Public apps and books
– Custom apps that are developed specifically for your organization

• You can deploy volume‑purchased apps and books to organization‑owned devices and BYO de‑
vices. Organization‑owned devices enrolled through ABM or ASM support MDM or MDM+MAM
enrollment but not MAM enrollment.

• For more information about distributing apps, see Distribute Apple apps.
• For a list of known issues, see Knowledge Center article CTX222633.

Add a Volume Purchase account

After you buy content in the ABM or ASM portal, download the content token associated with Citrix
Endpoint Management from the portal. Next, in Citrix Endpoint Management, create a Volume Pur‑
chase account based on this content code. This code lets Citrix Endpoint Management synchronize
the content licenses from ABM or ASM.

With the VolumePurchase, you canbuy content anddeploy it to devices by usingmanaged licenses. If
you currently use redemption codes and want to change tomanaged licenses, see the Apple support
document.
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To add a Volume Purchase account in Citrix Endpoint Management

1. In the ABM or ASM portal, buy the content as needed and then download the content code file
to a secure location.

2. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page appears.

3. Click Volume purchase. The Volume purchase configuration page appears.

4. Configure the following settings:

• Storeuser password inCitrix SecureHub: Selectwhether to store a user nameandpass‑
word in Citrix Secure Hub for Citrix Endpoint Management authentication. The default is
On.

• User property for Volumepurchase countrymapping: Type a countrymapping code to
allow users to download apps from the country‑specific app store. Contact your content
manager for this code.

Citrix Endpoint Management uses the country mapping code to choose the property pool
of the Volume Purchase. For example, if the user property is United States, the user can’t
download apps if the mapping code is for the United Kingdom.

5. Click Add. The Add a Volume Purchase account dialog box appears.
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6. Configure the following account settings:

Note:

If you use Apple Configurator 1, upload a license file as follows: ClickConfigure > Apps, go
to a platform page of an app, and then expand Volume purchase.

• Name: Type a descriptive name for the account.
• Suffix: Type the suffix to appear with the app names inherited from the Apple stores. For
example, if you enter VP, the Citrix Secure Mail app appears in the apps list as Citrix
Secure Mail ‑ VP.

• Company Token: Copy and paste the content token that you downloaded in Step 1.
• User Login: (Optional) Type a user name for the administrator of this VolumePurchase ac‑
count. If configured, the user name and password are required for synchronizing volume‑
purchased custom apps into Citrix Endpoint Management.

• User Password: (Optional) Type a password for the user name you typed.
• App Auto Update: If turned On, volume‑purchased apps and optional apps in the Citrix
EndpointManagement console update automaticallywhenanewversion is available. You
must still update enterprise apps and public app store apps in the Citrix EndpointManage‑
ment consolemanually. If this setting is set asOff, you can still update volume‑purchased
apps in the Citrix Endpoint Management console manually. Once an app updates in the
console, devices with the app installed receive that update as well. The default isOff.
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After the volume account is added successfully, a message appears, notifying you of the follow‑
ing:

• On the Configure > Apps page, the volume‑purchased apps appear in the App list. The
app names appear with the suffix that you configured.

• On the Configure > Media page, the volume‑purchased books appear in the Media list.
The book names appear with the suffix that you configured.

Configure volume‑purchased apps

After you add a Volume Purchase account, the app information is synchronized to Citrix Endpoint
Management and appears on the Configure > Apps page. You can now configure these apps, tune
your delivery group, and adjust device policy settings for iOS andmacOS devices. After you complete
the configuration, users can enroll their devices.

When configuring a volume‑purchased app, note the following settings:

• On the Configure > Apps page:

– To let Citrix Endpoint Management deploy an app to a device rather than to a user, turn on
Force license association to device. When this setting is on, users don’t have to use their
Apple ID and can download the apps without signing into their App Store account.

– We recommend you turn on Force app to bemanaged for an app so that it automatically
installs as a managed app.

Note:

To enable the Force app to be managed setting to take effect, you must configure the
apple.app.force.managed server property to True on the Settings > Server Prop‑
erties page. For more information, see Server properties
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• On the Configure > Delivery Group page:

To have the app install silently on user devices with minimal user interaction, go to the Apps
page and then drag the app to the Required Apps list. By default, apps except Citrix Secure
Hub are Optional Apps, which means users must start the app installation manually through
Citrix Secure Hub.

Track andmanage the use of app licenses

You can track the license usage for an app. If needed, you can take back a used license, making it
available to another user or device.

1. Click Configure > Apps.

2. Select an app and click Edit.

3. Go to the Platform page and then expand Volume purchase.
In the Volume purchase ID Assignment table, you can track how many licenses are used and
by which user or device.
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4. To take back a license, select the license and then click Disassociate.

5. Click Disassociate to confirm the action.

Retire a user from the Volume Purchase account

If you associate app licenses to users, you can retire users from the Volume Purchase accounts to
take back all licenses that are assigned to those users. A use case includes when a user leaves your
organization.

1. ClickManage > Devices
2. Select the device belonging to the target user and then click Edit.
3. Go to theUser Properties page and select the Volume Purchase accounts as needed.
4. Click Retire.

Citrix Endpoint Management revokes app licenses in the selected Volume Purchase accounts
from the user.
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Synchronize the app information

Citrix Endpoint Management periodically synchronizes the app information with ABM or ASM. If
needed, you can manually synchronize the app information. Synchronization makes sure that the
app licenses and other app information reflect all changes. Such changes includewhen youmanually
delete an app from the Volume Purchase account.

Change the default synchronization interval

Bydefault, Citrix EndpointManagement refreshes the VolumePurchase license baseline at least every
1440 minutes (24 hours). A Citrix Cloud administrator can change the default interval through the
server property, vpp.baseline. For more information, see Server properties.

Manually synchronize the app information

You can force a synchronization with ABM or ASM to get the latest app information immediately.

1. Click Settings > Volume Purchase

2. Select a Volume Purchase account and then click Force synchronization. Or click Force
synchronizationwithout selecting a Volume Purchase account to synchronize all accounts.

3. Confirm the synchronization action. The synchronization starts.

The synchronizationmight take severalminutes depending on the number of Volume Purchase
licenses. After the synchronization completes, Citrix Endpoint Management refreshes the Vol‑
ume Purchase page and updates the sync date and time in the new Last Sync Date column.

Check for the app updates

If you turn on the App Auto Update setting when adding a Volume Purchase account, Citrix Endpoint
Management periodically checks for the new versions for volume‑purchased apps and optional apps
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andmakes updates. If needed, you canmanually check for the new version for any app and apply the
app updates to Citrix Endpoint Management.

Once Citrix EndpointManagement receives a new version of a required app, it pushes the new version
to the device for silent installation without prompting users.

To check and apply the new version for an app

1. Click Configure > Apps. The Apps page appears.

2. Select an app and click Edit.

3. Go to the Platform page, and then click Check for Updates next to Version.

4. In theUpdate dialog box that appears, apply the update if a new version is available.

Renew the content token for your Volume Purchase account

A content token expires annually. When the token is nearing expiration, Citrix Endpoint Management
displays a license expiration warning. Renew the content token in time to prevent interruption for
your users.

1. From the ABM or ASM portal, download an updated token.

2. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page appears.

3. Click Volume Purchase. The Volume Purchase configuration page appears.

4. Edit your Volume Purchase account with the updated token info.

Use ShareFile with Citrix Endpoint Management

February 23, 2024

Citrix Endpoint Management has two options for integrating with ShareFile. They are Citrix Files and
storage zone connectors.

Citrix Files

You can configure Citrix Endpoint Management to provide access to your ShareFile account. That
configuration:
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• Gives mobile users access to the full ShareFile feature set, such as file sharing, file sync, and
storage zone connectors.

• Can provide Citrix Files with single sign‑on authentication ofmobile productivity app users and
comprehensive access control policies.

• Provides ShareFile configuration, service level monitoring, and license usage monitoring
through the Citrix Endpoint Management console.

For more information about configuring Citrix Endpoint Management for Enterprise accounts, see
SAML for single sign‑on with Citrix Files.

Storage zone connectors

You can configure Citrix EndpointManagement to provide access only to storage zone connectors that
you create through the Citrix Endpoint Management console. That configuration:

• Provides securemobile access to existing on‑premises storage repositories, such as SharePoint
sites and network file shares.

• Doesn’t require that you set up a ShareFile subdomain or host Citrix Files data.
• Provides users withmobile access to data through the Citrix mobile productivity apps for Citrix
Files for iOS and Android. Users can edit Microsoft Office documents. Users can also preview
and annotate Adobe PDF files frommobile devices.

• Complies with security restrictions against leaking user information outside of the corporate
network.

• Provides simple setupof storage zone connectors through theCitrix EndpointManagement con‑
sole. If you later decide touse the full Citrix Files functionalitywithCitrix EndpointManagement,
you can change the configuration in the Citrix Endpoint Management console.

For an Citrix Endpoint Management integration with storage zone connectors only:

• ShareFile uses your single sign‑on configuration to NetScaler Gateway to authenticate with the
storage zones controller.

• Citrix Endpoint Management doesn’t authenticate through SAML because the Citrix Files con‑
trol plane isn’t used.

The following diagram shows the high‑level architecture for Citrix Endpoint Management use with
storage zone connectors.
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Requirements

• Minimum component versions:

– ShareFile for iOS (MDX) 5.3
– ShareFile for Android (MDX) 5.3
– Storage zones controller 5.11.20
This article has instructions for how to configure storage zones controller 5.0

• Make sure that the server to run the storage zones controller meets the system requirements.
For requirements, see System requirements.

The requirements for storage zones for Citrix Files Data and for Restricted storage zones don’t apply
to an Citrix Endpoint Management integration with storage zone connectors only.

Citrix Endpoint Management doesn’t support Documentum connectors.

• To run PowerShell scripts:

– Run the scripts in the 32‑bit (x86) version of PowerShell.

Installation tasks

Complete the following tasks, in the order presented, to install and set up storage zones controller.
These steps are specific toCitrix EndpointManagement integrationwith storage zone connectors only.
Some of these articles are in the storage zones controller documentation.

1. Configure NetScaler for storage zones controller

You can use NetScaler Gateway as a DMZ proxy for the storage zones controller.
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2. Install an SSL certificate

A storage zones controller that hosts standard zones requires an SSL certificate. A storage zones
controller that hosts restricted zones and uses an internal address doesn’t require an SSL cer‑
tificate.

3. Prepare your server

IIS and ASP.NET setup is required for storage zone connectors.

4. Install storage zones controller

5. Prepare storage zones controller for use with storage zone connectors‑only

6. Specify a proxy server for storage zones

The storage zones controller console enables you to specify a proxy server for the storage zones
controller. You can also specify a proxy server using other methods.

7. Configure the domain controller to trust the storage zones controller for delegation

Configure thedomaincontroller to supportNTLMorKerberosauthenticationonnetwork shares
or SharePoint sites.

8. Join a secondary storage zones controller to a storage zone

To configure a storage zone for high availability, connect at least two storage zones controllers
to it.

Install storage zones controller

1. Download and install the storage zones controller software:

a) From the Citrix Files download page at https://www.citrix.com/downloads/sharefile.html,
log on and download the latest storage zones controller installer.

b) Installing the storage zones controller changes the default website on the server to the in‑
stallation path of the controller. Enable Anonymous Authentication on the default web‑
site.

2. On the server where you want to install storage zones controller, run StorageCenter.msi.

The storage zones controller setup wizard starts.

3. Respond to the prompts:

• In the Destination Folder page, if Internet Information Services (IIS) is installed in the de‑
fault location, leave the defaults. If not, browse to the IIS installation location.

• When installation is complete, clear the checkbox for Launch Storage Zones Controller
Configuration Page and then click Finish.
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4. When prompted, restart the storage zones controller.

5. To test that the installation was successful, navigate to https://localhost/. (If you get
a certificate error, consider connecting with HTTP instead.) If the installation is successful, the
Citrix Files logo appears.

If the Citrix Files logo does not appear, clear the browser cache and try again.

Important:

If you plan to clone the storage zones controller, capture the disk image before you con‑
tinue with configuring the storage zones controller.

Prepare storage zones controller for use with storage zone connectors‑only

For an integration only with storage zone connectors, you don’t use the storage zones controller ad‑
ministrative console. That interface requires a Citrix Files administrator account, which isn’t neces‑
sary for this solution. As a result, you run a PowerShell script to prepare the storage zones controller
for use without the Citrix Files control plane. The script does the following:

• Registers the current storage zones controller as a primary storage zones controller. You can
later join a secondary storage zones controller to the primary controller.

• Creates a zone and sets the passphrase for it.
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1. Fromyour storage zones controller server, download thePsExec tool: Navigate toMicrosoftWin‑
dows Sysinternals and then click Download PsTools. Extract the tool to the root of the C drive.

2. Run the PsExec tool: Open the Command Prompt as the Administrator User and then type the
following:

1 ```
2 cd c:\pstools
3 PsExec.exe -i -u "NT AUTHORITY\NetworkService" C:\Windows\SysWOW64

\WindowsPowerShell\v1.0\powershell.exe
4 <!--NeedCopy--> ```

3. When prompted, click Agree to run the Sysinternals tool.
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A PowerShell widow opens.

4. In the PowerShell window, type the following:

1 ```
2 Import-Module "C:\inetpub\wwwroot\Citrix\StorageCenter\Tools\

SfConfig\SfConfig.dll"
3 New-Zone -Passphrase passphrase -ExternalAddress https://szcfqdn.

com
4 <!--NeedCopy--> ```

Where:

Passphrase: Is the passphrase that you want to assign to the site. Make a note of it. You can‑
not recover the passphrase from the controller. If you lose the passphrase, you cannot reinstall
storage zones, join more storage zones controllers to the storage zone, or recover the storage
zone if the server fails.

ExternalAddress: Is the external fully qualified domain name of the storage zones controller
server.

Your primary storage zones controller is now ready.

Before you log in to Citrix Endpoint Management to create storage zone connectors: Complete
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the following configuration, if applicable:

Specify a proxy server for storage zones

Configure the domain controller to trust the storage zones controller for delegation

Join a secondary storage zones controller to a storage zone

Tocreate storage zone connectors, seeDefine storage zones controller connections inCitrix End‑
point Management.

Join a secondary storage zones controller to a storage zone

To configure a storage zone for high availability, connect at least two storage zones controllers to it.
To join a secondary storage zones controller to a zone, install a storage zones controller on a second
server. Then join that controller to the zone of the primary controller.

1. Open a PowerShell window on the storage zones controller server that you want to join to the
primary server.

2. In the PowerShell window, type the following:

Join-Zone -Passphrase \<passphrase\> -PrimaryController \<HostnameOrIP
>

For example:

Join-Zone -Passphrase secret123 -PrimaryController 10.10.110.210

Define storage zones controller connections in Citrix Endpoint Management

Before you add storage zone connectors, you configure the connection information for each storage
zones controller enabled for storage zone connectors. You can define storage zones controllers as
described in this section, or when you add a connector.

On your first visit to the Configure > ShareFile page, the page summarizes the differences between
using Citrix Endpoint Management for Enterprise accounts and storage zone connectors.
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Click Configure Connectors to continue with the configuration steps in this article.

1. In Configure > ShareFile, clickManage Storage Zones.

2. InManage Storage Zones, add the connection information.
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• Name: A descriptive name for the storage zone, used to identify the storage zone in Citrix
Endpoint Management. Don’t include a space or special characters in the name.

• FQDN and Port: The fully qualified domain name and port number for a storage zones
controller that is reachable from the Citrix Endpoint Management server.

• Secure Connection: If you use SSL for connections to the storage zones controller, use
the default setting, On. If you don’t use SSL for connections, change this setting to Off.

• Administrator user name and Administrator password: An administrator service ac‑
count user name (in the form domain\admin) and password. Else, a user account with
read and write permissions on the storage zones controllers.

3. Click Save.

4. To test the connection, verify that the Citrix Endpoint Management server can reach the fully
qualified domain name of the storage zones controller on port 443.

5. To define another storage zones controller connection, click theAddbutton inManageStorage
Zones.

Toeditordelete the information fora storagezonescontroller connection, select theconnection
name inManage Storage Zones. Then, click Edit or Delete.
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Add a storage zone connector in Citrix Endpoint Management

1. Go to Configure > ShareFile and then click Add.

2. On the Connector Info page, configure these settings:

• Connector Name: A name that identifies the storage zone connector in Citrix Endpoint
Management.

• Description: Optional notes about this Connector.
• Type: Choose either SharePoint or Network.
• Storage zone: Choose the storage zone associatedwith the connector. If the storage zone
isn’t listed, clickManage Storage Zones to define the storage zones controller.

• Location: For SharePoint, specify the URL of the SharePoint root‑level site, site collection,
or document library, in the form https://sharepoint.company.com. For a net‑
work share, specify the fully qualified domain name of the Uniform Naming Convention
(UNC) path, in the form \\server\share.

3. On the Delivery Group Assignment page, optionally assign the Connector to delivery groups.
Else, you can associate connectors to delivery groups using Configure > Delivery Groups.
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1. On the Summary page, you can review the options you configured. To adjust the configuration,
click Back.

2. Click Save to save the connector.

3. Test the connector:

a) When you wrap the Citrix Files clients, set the Network access policy to Tunneled ‑ Web
SSO.

In this mode of tunneling, the MDX framework terminates SSL/HTTP traffic from an MDX
app. MDX then starts new connections to internal connections for the user. This policy
setting enables the MDX framework to detect and respond to authentication challenges
issued by web servers.

b) Add the Citrix Files clients to Citrix Endpoint Management. For details, see To add Citrix
Files clients to Citrix Endpoint Management.

c) From a supported device, verify single sign‑on to Citrix Files and connectors.

In the following samples, SharefileDev is the name of a connector.
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Filter the storage zone connectors list

You can filter the list of storage zone connectors by connector type, assigned delivery groups, and
storage zone.

1. Go to Configure > ShareFile and then click Show filter.
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2. Expand the filter headings to make selections. To save a filter, click Save This View, type the
filter name, and click Save.

3. To rename or delete a filter, click the arrow icon beside the filter name.
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Switch to Enterprise account

After integrating storage zone connectors with Citrix Endpoint Management, you can later switch to
the full Enterprise feature set. Citrix Endpoint Management keeps your existing storage zone connec‑
tor integration settings.

Go to Configure > ShareFile, click the Storage Zone Connectors drop‑down menu, and then click
Configure ShareFile.
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For information about configuring Enterprise accounts, see SAML for single sign‑onwith Citrix Files.

SmartAccess for HDX apps

February 22, 2024

This feature allows you to control access to HDX apps based on device properties, user properties of
a device, or applications installed on a device. You use this feature by setting automated actions to
mark the device as out of compliance to deny that device access. HDX apps used with this feature
are configured in Citrix Virtual Apps and Desktops by using a SmartAccess policy that denies access
to out‑of‑compliance devices. Citrix Endpoint Management communicates the status of the device to
StoreFront using a signed, encrypted tag. StoreFront then allowsor denies access basedon the access
control policy of the app.

To use this feature, your deployment requires:

• Citrix Virtual Apps and Desktops
• Citrix Endpoint Management
• Citrix Endpoint Management configured with a SAML certificate to be used for signing and en‑
crypting tags. The same certificate without private key is uploaded on the StoreFront server.

To start using this feature:

• Configure the Citrix Endpoint Management server certificate to the StoreFront store
• Configure at least one Citrix Virtual Apps and Desktops delivery group with the required Smar‑
tAccess policy

• Set the automated action in Citrix Endpoint Management

SmartAccess to HDX apps for endpoints

With this feature, you can apply policy‑based access control to restrict device access to HDX apps. You
can apply these access levels to HDX apps:
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• Full access. A device can access all HDX apps that the Citrix Secure Hub store provides.
• Restricted access. A device can access one or more but not all HDX apps.
• No access. A device cannot access any HDX apps.

The following graphic illustrates how access control works. An attempt to launch an HDX app in Cit‑
rix Secure Hub triggers a request to a Delivery Controller. The Delivery Controller then forwards the
request to the Citrix Endpoint Management server for validation. The result of the validation deter‑
mines the level of access the device has. For example, access to an HDX app is denied if the device is
jailbroken.

Export and configure the Citrix Endpoint Management server certificate and upload it
to the StoreFront store

SmartAccess uses signed and encrypted tags to communicate between the Citrix Endpoint Manage‑
ment and StoreFront servers. To enable that communication, you add the Citrix Endpoint Manage‑
ment server certificate to the StoreFront store.

Formore information about integrating StoreFront and Citrix Endpoint Managementwhen Citrix End‑
point Management is enabled with domain and certificate‑based authentication, see the Support
Knowledge Center.
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Export the SAML certificate from Citrix Endpoint Management

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page appears. Click Certificates.

2. Locate the SAML certificate for the Citrix Endpoint Management server.

3. Make sure that Export private key is set to Off. Click Export to export the certificate to your
download directory.

4. Locate the certificate in your download directory. The certificate is in PEM format.

Convert the certificate from PEM to CER

1. Open the Microsoft Management Console (MMC) and right‑click Certificates > All Tasks > Im‑
port.
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2. When the certificate import wizard appears, clickNext.
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3. Browse to the certificate in the download directory.

4. Select Place all certificates in the following store and select Personal as the certificate store.
ClickNext.
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5. Review your selections and click Finish. ClickOK to dismiss the confirmation window.

6. In the MMC, right‑click the certificate and then choose All Tasks > Export.

7. When the certificate export wizard appears, click Next.
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8. Choose the format DER encoded binary X.509 (.CER). Click Next.

9. Browse to the certificate. Type a name for the certificate and then click Next.
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10. Save the certificate.

11. Browse to the certificate and clickNext.
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12. Review your selections and click Finish. ClickOK to dismiss the confirmation window.
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13. Locate the certificate in your download directory. The certificate is in CER format.
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Copy the certificate to the StoreFront Server

1. On the StoreFront server, create a folder called SmartCert.

2. Copy the certificate to the SmartCert folder.

Configure the certificate on the StoreFront store

On the StoreFront server, run this PowerShell command to configure the converted Citrix Endpoint
Management server certificate on the store:

1 Grant-STFStorePnaSmartAccess – StoreService $store –
CertificatePath “ C:\xms\xms.cer ” – ServerName “ XMS server ”

2 <!--NeedCopy-->

If there are any existing certificates on the StoreFront store, run this PowerShell command to revoke
them:
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1 Revoke-STFStorePnaSmartAccess – StoreService $store – All
2 <!--NeedCopy-->

Else, you can run any of these PowerShell commands on the StoreFront server to revoke existing cer‑
tificates on the StoreFront store:

• Revoke by name:

1 $store = Get-STFStoreService – VirtualPath /Citrix/Store
2
3 Revoke-STFStorePnaSmartAccess – StoreService $store – ServerName “

My XM Server"
4 <!--NeedCopy-->

• Revoke by thumbprint:

1 $store = Get-STFStoreService – VirtualPath /Citrix/Store
2
3 Revoke-STFStorePnaSmartAccess – StoreService $store –

CertificateThumbprint "[Thumbprint]
4 <!--NeedCopy-->

• Revoke by server object:

1 $store = Get-STFStoreService – VirtualPath /Citrix/Store
2
3 $access = Get-STFStorePnaSmartAccess – StoreService $store
4
5 Revoke-STFStorePnaSmartAccess – StoreService $store – SmartAccess

$access.AccessConditionsTrusts[0]
6 <!--NeedCopy-->

Configure the SmartAccess policy for Citrix Virtual Apps and Desktops

To add the required SmartAccess policy to the delivery group delivering the HDX app:

1. Open Citrix Studio from the Citrix Cloud console.

2. Select Delivery Groups in the Studio navigation pane.

3. Select a group delivering the apps that youwant to control access to. Then select Edit Delivery
Group in the Actions pane.
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4. On the Access Policy page, select Connections through NetScaler Gateway and Connection
meeting any of the following.

5. Click Add.

6. Add an access policy where Farm is XM and Filter is XMCompliantDevice.

7. Click Apply to apply any changes you made and keep the window open, or click OK to apply
changes and close the window.

Set automated actions in Citrix Endpoint Management

The SmartAccess policy that you set in the delivery group for an HDX app denies access to a device
when the device in out of compliance. Use automated actions to mark the device as out of compli‑
ance.
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1. From the Citrix Endpoint Management console, click Configure > Actions. The Actions page
appears.

2. Click Add to add an action. The Action Information page appears.

3. On the Action Information page, type a name and description for the action.

4. ClickNext. The Action details page appears. In the following example, a trigger is created that
immediately marks devices as out of compliance if they have the user property name eng5 or
eng6.

5. In the Trigger list, choose Device property, User property, or Installed app name. SmartAc‑
cess doesn’t support event triggers.

6. In the Action list:

• ChooseMark the device as out of compliance.
• Choose Is.
• Choose True.
• To set the action to mark the device as out of compliance immediately when the trigger
condition is met, set the time frame to 0.
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7. Choose the Citrix Endpoint Management delivery group or groups to apply this action to.

8. Review the summary of the action.

9. ClickNext and then click Save.

When the device ismarked out of compliance, the HDX apps no longer appear in the Citrix Secure Hub
store. The user is no longer subscribed to the app. No notification is sent to the device and nothing in
the Citrix Secure Hub store indicates that the HDX apps were previously available.

If you want users to be notified when a device is marked out of compliance, create a notification and
then create an automated action to send that notification.

This example creates and sends this notification when a device is marked out of compliance: “De‑
vice serial number or telephone number no longer follows the device policy andHDX applications are
blocked.”

Create the notification users see when a device is marked as out of compliance

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner of the
console. The Settings page appears.

2. ClickNotification Templates. The Notification Templates page appears.

3. Click Add to add on the Notification Templates page.
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4. Configure these settings:

• Name: HDX Application Block
• Description: Agent notification when a device is out of compliance
• Type: Ad Hoc Notification
• Citrix Secure Hub: Activated
• Message: Device${ firstnotnull(device.TEL_NUMBER,device.serialNumber
)} no longer follows the device policy and HDX applications are blocked.

5. Click Save.

Create the action that sends the notification when a device is marked out of
compliance

1. From the Citrix Endpoint Management console, click Configure > Actions. The Actions page
appears.

2. Click Add to add an action. The Action Information page appears.

3. On the Action Information page, enter a name and description for the action:

• Name: HDX blocked notification
• Description: HDX blocked notification because device is out of compliance

4. ClickNext. The Action details page appears.

5. In the Trigger list:
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• Choose Device property.
• ChooseOut of compliance.
• Choose Is.
• Choose True.

6. In the Action list, specify the actions that occur when the trigger is met:

• Choose Send notification
• ChooseHDX Application Block, the notification you created.
• Choose 0. Setting this value to 0 causes the notification to be sent when the trigger condi‑
tion is met.

7. Select the Citrix Endpoint Management delivery group or groups to apply this action to. In this
example, choose AllUsers.

8. Review the summary of the action.

9. ClickNext and then click Save.

For more information on setting automated actions, see Automated actions.

How users regain access to HDX apps

Users can gain access to HDX apps again after the device is brought back into compliance:

1. On the device, go to the Citrix Secure Hub store to refresh the apps in the store.

2. Go to the app and tap Add to the app.

After the app is added, it appears in My Apps with a blue dot next to it, because it is a newly installed
app.
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Upgrade MDX or enterprise apps

February 22, 2024

To upgrade an MDX or Enterprise app in Citrix Endpoint Management, disable the app in the Citrix
Endpoint Management console, and then upload the new version of the app.

1. In the Citrix Endpoint Management console, click Configure > Apps. The Apps page appears.

2. For managed devices (devices enrolled in Citrix Endpoint Management for Mobile Device Man‑
agement), skip to Step 3. For unmanaged devices (devices enrolled in Citrix Endpoint Manage‑
ment for enterprise appmanagement purposes only), do the following:

a) In theApps table, select the checkbox next to the app or click the line that has the app you
want to update.

b) Click Disable in the menu that appears.
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c) Click Disable in the confirmation dialog box. Disabled appears in the Disable column for
the app.

Note:

While theapp isdisabled, users can’t reconnect to theappafter they logoff. Disabling
an app is optional, but we recommend disabling the app to avoid app functionality
issues. For example, users requesting to download the app at the same time you
upload the new version might result in an issue.

3. In the Apps table, click the checkbox next to the app or click the line that has the app you want
to update.

4. ClickEdit in themenu that appears. TheApp Informationpage appearswith the platforms you
originally chose for the app selected.

5. Configure these settings:

• Name: Optionally, change the app name.
• Description: Optionally, change the app description.
• App category: Optionally, change the app category.

6. Click Next. The first selected platform page appears. Do the following for each selected plat‑
form:

a) Choose the replacement file that youwant to upload by clickingUpload and navigating to
the file location. The app uploads to Citrix Endpoint Management.
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If you’re uploading an app for Android Enterprise, a managed Google Play window ap‑
pears. Upload the new version of the app here. For more details, see Distribute Android
Enterprise apps.

b) Optionally, change the app details and policy settings for the platform.

c) Optionally, configure deployment rules and the app store. For information, see Add an
MDX app.

7. Click Save. The Apps page appears.

8. If you disabled the app in Step 2, do the following:

a) In the Apps table, click to select the app you updated and then in the menu that appears,
click Enable.

b) In the confirmation dialog box that appears, click Enable. Users can now access the app
and receive a notification prompting them to upgrade the app.

Addmedia

February 22, 2024

You add media to Citrix Endpoint Management so you can deploy the media to user devices. You
can use Citrix Endpoint Management to deploy Apple Books that you get through Apple Volume Pur‑
chase.

After you configure a Volume Purchase account in Citrix Endpoint Management, your bought and free
books appear in Configure >Media. From theMedia pages, you configure books for deployment to
iOS devices by choosing delivery groups and specifying deployment rules.

The first time that a user receives a book and accepts the Volume Purchase license, deployed books
install on thedevice. Thebooks appear in theAppleBookapp. You can’t disassociate thebook license
from the user or remove the book from the device. Citrix Endpoint Management installs books as
requiredmedia. If a user deletes an installed book from their device, the book stays in the Apple Book
app, ready for download.

Prerequisites

• iOS devices

• Configure Apple Volume Purchase in Citrix Endpoint Management, as described in Apple Vol‑
ume Purchase.
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Configure books

Apple Books got through the Volume Purchase appear on the Configure >Media page.

To configure an Apple Book for deployment

1. In Configure > Media, select a book and click Edit. The Book Information page appears.

TheName and Description appear only in the Citrix Endpoint Management console and logs.

2. In the iPhone iBook Settings and iPad iBook Settings pages: While you can optionally change
the book name and description, Citrix recommends that you don’t change these settings. The
image is for your information and isn’t editable. Paid iBook indicates that a book is bought
through Apple Volume Purchase.
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You can also specify deployment rules or view the Volume Purchase information.

3. Optionally, assign the book to delivery groups and set a deployment schedule.

You can also assign books to delivery groups from the Media tab for Configure > Delivery
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Groups. Citrix Endpoint Management supports required book deployment only.

4. Use theMedia tab forManage > Devices to view deployment status.

Note:

On theConfigure >Media page, if you select a book and clickDelete, Citrix Endpoint Man‑
agement removes the book from the list. However, the next time Citrix Endpoint Manage‑
ment syncs with Apple Volume Purchase, the book reappears on the list unless it has been
removed from Apple Volume Purchase. Deleting a book from the list doesn’t remove the
book from the device.

Books appear on user devices as shown in the following example.
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Deploy resources

February 20, 2024

Device configuration and management typically involve creating resources (policies, apps, and me‑
dia) and actions in the Citrix Endpoint Management console and then packaging them using delivery
groups. Delivery groups define categories of users so you can deploy specified policies, apps, media,
and actions to their devices. Using the Citrix Endpoint Management console, you can:

• Add, manage, and deploy delivery groups.

• Change the order in which Citrix Endpoint Management pushes resources and actions in a de‑
livery group to devices. This order is called the deployment order.

You can specify deployment order in the Citrix Endpoint Management console. However, when
a user is in multiple delivery groups that have duplicate or conflicting policies, Citrix Endpoint
Management determines deployment order. See Calculation steps.

About delivery groups

Inclusion in a delivery group is typically based on user characteristics, such as company, country, de‑
partment, office address, and title. Delivery groups give you greater control over who gets which re‑
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sources andwhen they get them. You can deploy a delivery group to all users or to a defined group of
users.

Installing and configuring Citrix Endpoint Management creates the default delivery group, AllUsers.
This group has all local and Active Directory users. You can’t delete the AllUsers group, but you can
disable it when you don’t want to push resources to all users. For details, see Enable and disable the
AllUsers delivery group.

Whenyoudeploya resource toadelivery group, you sendapushnotification toall users in thedelivery
group. For Apple devices, use the Apple Push Notification service (APNs) to send notifications. For
more information see APNs certificates). For Android devices, use Firebase Cloud Messaging (FCM).
For more information, see Firebase Cloud Messaging. For Windows devices, use the Windows Push
Notification Service (WNS).

About deploying resources

When you work on pushing resources to devices, consider:

• Deployment order: Deployment order is the sequence in which Citrix Endpoint Management
pushes resources (policies, apps, and media) and actions to a device. The deployment order
applies to devices in a delivery group with an enrollment profile configured for device manage‑
ment (MDM) or for a combination of application management (MAM) and MDM.

• Deployment rules: Citrix Endpoint Management uses deployment rules that you specify for
user and device properties to filter policies, apps, media, actions, and delivery groups. For ex‑
ample, a deployment rulemight specify to push the deployment packagewhen a domain name
matches a particular value.

Within a delivery group, you can specify a subset of users and devices that receive the resources
based on their user and device properties. User and device property filtering within a delivery
group takes precedence over deployment rules set on the resource.

• Deployment schedule: Citrix Endpoint Management uses the deployment schedule that you
specify for policies, apps, media, and actions to control deployment of those items. You can
specify that a deployment occurs now, on a set date and time, or when deployment conditions
are met. You specify the schedule when you create the rule. See Configure deployment rules.

Before adding delivery groups, consider how deployment order, rules, and schedule relate to your
deployment goals.

Deployment order

Deployment order is the sequence inwhich Citrix Endpoint Management pushes resources to devices.
Deploymentorder is importantwhen thereareprerequisites for resourcesanddependenciesbetween
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resources. Resources include policies, apps, actions, and delivery groups.

For example, if you’re pushing out a Wi‑Fi policy that has certificate‑based authentication, you must
push the certification policy out before the Wi‑Fi policy. Else, errors occur. Conversely, for some poli‑
cies (such as Terms and Conditions, software inventory, and actions), deployment order doesn’t mat‑
ter.

When you add a delivery group, you can specify the order in which resources are deployed to devices.
However, Citrix Endpoint Management always identifies each situation in which a user is in multiple
delivery groups that have duplicate or conflicting policies. In these cases, Citrix Endpoint Manage‑
ment calculates a deployment order both for the objects that it delivers to a device and for the actions
it performs.

When determining deployment order, Citrix Endpoint Management applies filters and control criteria,
such as deployment rules and deployment schedule, to resources. The following table shows which
of these criteria you can apply to each type of resource.

Resource Device platform Deployment rules
Deployment
schedule User/groups

Device policy Y Y Y ‑

App Y Y Y ‑

Media Y Y Y ‑

Action ‑ Y Y ‑

Delivery group ‑ Y ‑ Y

Calculation steps

When Citrix Endpoint Management needs to calculate deployment order, it does these steps.

Note:

The device platform doesn’t affect the calculation steps.

1. Determine all the delivery groups for a specific user, based on the filters of users, groups, and
deployment rules.

2. Create an ordered list of all resources (policies, apps, media, and actions) in the selected deliv‑
ery groups. The list is basedon the filters of deviceplatform, deployment rules, anddeployment
schedule. The ordering algorithm is as follows:

a) Place resources from delivery groups that have an admin‑defined deployment order
ahead of resources from delivery groups without one. For details, see Example of
calculation with user‑defined order.
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b) As a tie‑breaker among delivery groups, order resources from delivery groups in reverse
alphabetical order by delivery group name. For example, Citrix Endpoint Management
places resources from delivery group B ahead of resources from delivery group A.

c) While sorting, if an admin‑defined deployment order is specified for the resources of a
delivery group, maintain that order. Otherwise, sort the resources within that delivery
group alphabetically by resource name.

d) If the same resource appearsmore than once, remove the duplicate resource. Deliver only
the first of these resources.

Resources associated with an admin‑defined order deploy before resources without an admin‑
defined order.

Example of calculationwith admin‑defined order Suppose that you have two delivery groups:

• Delivery group Account Managers 1: With unspecified order for resources. Has the policiesNet‑
work and Passcode.

• Delivery group Account Managers 2: With specified order for resources. Has the policies Con‑
nection scheduling, Restrictions, Passcode, andNetwork, in order.

If the calculation algorithm ordered deployment groups only by name, Citrix Endpoint Management
might deploy in this order, starting with the delivery group Account Managers 1: Network, Passcode,
Connection scheduling, andRestrictions. Citrix Endpoint Managementmight ignorePasscode and
Network, both duplicates, from the Account Managers 2 delivery group.

However, the Account Managers 2 group has an admin‑specified deployment order. So the calcula‑
tion algorithm places resources from the Account Managers 2 delivery group higher in the list than
the resources from the Account Managers 1 delivery group. As a result, Citrix Endpoint Management
deploys the policies in this order: Connection scheduling, Restrictions, Passcode, and Network.
Citrix EndpointManagement ignores the policiesNetwork andPasscode from the AccountManagers
1 delivery group, because they’re duplicates. The algorithm respects the order specified by the Citrix
Endpoint Management administrator.

Configure deployment rules

Configure deployment rules to deliver resources when specific conditions aremet. You can configure
base or advanced deployment rules.
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When adding a deployment rule using the base editor, first select when to deploy the resource.

• All: Deliver the resource when the user or device meets all the conditions you configure.
• Any: Deliver the resource when the user or device meets at least one of the conditions you
configure.

ClickNewRule to choose a rule from a list of available rules to add. The available rules vary based on
the resource being deployed and the platform for which you configure the resource. Within each rule
are conditions.

You can specify to deploy the resource:

• Only when the selected property exists or except when the selected property exists.
• When the property matches the text you type exactly, the property has the text you type, or the
property doesn’t match the text you type.

• When the device or user is compliant with the property you select or isn’t compliant with the
property you select.

• When the device or user properties match a condition you select from a predefined list.

Use the advanced editor to create more complex deployment rules. You can choose frommore rules
and you can combine different Boolean logic operators when creating an advanced rule.
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Work with delivery groups

You can work with delivery groups in the following ways:

• Add a delivery group
• Deploy to delivery groups
• Delete a delivery group
• Edit a delivery group
• Enable and disable the AllUsers delivery group.

Add a delivery group

When you create a delivery group, you specify whether the user assignments are managed in Citrix
Endpoint Management or in Citrix Cloud. You can’t change this specification after you create the de‑
livery group.

If you plan to use the delivery group to deliver other Citrix Cloud services, specify to manage the
user assignments in Citrix Cloud. Other Citrix Cloud services include Citrix Virtual Apps and Desktops,
ShareFile, or Secure Browser Service. You can add Active Directory users only to delivery groupsman‑
aged in Citrix Cloud.

If you need only mobility management for a delivery group of users and apps, set Manage user as‑
signments to In Citrix Endpoint Management. You can’t see delivery groups with users managed
in Citrix Endpoint Management in Citrix Cloud. So you can’t use delivery groups managed in Citrix
Endpoint Management to deliver other services.
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Note:

We recommend adding delivery groups before creating device policies and enrollment profiles.
For information on creating them, see Device policies and Enrollment profiles.

1. In the Citrix Endpoint Management console, click Configure > Delivery Groups.

2. From the Delivery Groups page, click Add.

3. In the Delivery Group Information page, type a name and description for the delivery group
and then clickNext.

4. On the Assignments page, specify how tomanage the delivery group assignments.

• Manage user assignments:
– In Citrix Endpoint Management: Select this option if you plan to create a delivery
group for users and apps that needonlymobilitymanagement. You can’t see delivery
groupswhose user assignments aremanaged in Citrix EndpointManagement in Citrix
Cloud and you can’t use them to deliver other services.

– InCitrixCloud: Select this option if youplan touse thedelivery group todeliver other
services. Those services might include Citrix Virtual Apps and Desktops or ShareFile.
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5. Add users to the delivery group.

Important:

You can’t change theManage user assignments setting after creating the delivery group.

• Select domain: From the list, select the domain fromwhich to choose users.

• Include user groups: Do one of the following:

– In the list of user groups, click thegroupsyouwant toadd. Theselectedgroupsappear
in the Selected user groups list.

– Click Search to see a list of all user groups in the selected domain. You can also type
a full or partial group name in the search box and then click Search to narrow your
search.

To remove a user group from the Selected user groups list, do one of the following:

– In the Selected user groups list, click the X next to each group you want to remove.
– Click Search to see a list of all user groups in the selected domain. Or, type a full or
partial groupnamebefore youclickSearch tonarrowyour search. Clear the checkbox
of each group that you want to remove.

• Or/And: Select whether users are in any group (Or) or whether they must be in all groups
(And) for the resource to be deployed to them.

• Deploy to anonymoususer: Selectwhether to deploy to unauthenticated users in the de‑
livery group. Unauthenticatedusers are users that you can’t authenticate but you allowed
their devices to connect to Citrix Endpoint Management anyway.

6. Expand Filter by User Properties or Filter by Device Properties to specify how the delivery
groupmanages resources.

• If you choose Filter by Device Properties, expand the device platform to configure the
deployment rules:

– Device Properties ‑ Android (see Create a rule to deploy resources to Android de‑
vices)

– Device Properties ‑ iOS
– Device Properties ‑ Windows Desktop/Tablet only

• The Base tab appears by default. Under the Base tab, specify when to deploy the policy.
You can choose to deploy the policy when All conditions are met or when Any conditions
are met. The default option is set as All.
– ClickNew Rule to define the conditions.
– In the lists, choose the conditions. For example, select Device ownership and BYOD.
– ClickNew Rule for each condition that you want to add.
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• Click the Advanced tab to combine the rules with Boolean options. The conditions you
chose on the Base tab appear.
– Click AND,OR, or NOT, and then clickNew Rule.
– In the lists, choose the conditions to add to the rule and then click the plus sign (+) on
the right side.
At any time, you can click to select a condition and then click Edit to change the con‑
dition or Delete to remove the condition.

7. Click Next to go to the Policies page. You optionally add policies, apps, media, or actions for
the delivery group here. For details, see:

• Add policies to a delivery group
• Add apps to a delivery group
• Addmedia to a delivery group
• Add actions to a delivery group

8. When you’re satisfied with your delivery group, click Summary to see a summary of the config‑
uration.

9. Click Save. The new delivery group appears on the Delivery Groups page.

Add policies to a delivery group

1. From the Resources (optional) list, click Policies.

2. For each policy you want to add, do the following:

• Scroll through the list of available policies to find the policy you want to add. Or, type a
full or partial policy name in the search box, and then click Search.

• Drag the policy that you want to add into the box on the right.

To remove a policy from the box, click the X next to the policy name.

3. ClickNext to go to the Apps page.

Add apps to a delivery group

1. For each app you want to add, do the following:

• Scroll through the list of available apps to find the app you want to add. Or, type a full or
partial app name in the search box, and then click Search.

• Drag the app into either the Required Apps box or theOptional Apps box.

For apps marked as required, users can promptly receive updates in situations such as when:

• You upload a new app andmark that it is required.
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• Youmark an existing app required.
• A user deletes a required app.
• A Citrix Secure Hub update is available.

For informationabout forceddeploymentof requiredapps, includinghow toenable the feature,
see About required and optional apps.

To remove an app from the box, click the X next to the app name.

2. ClickNext to go to theMedia page.

Addmedia to a delivery group

1. For each book you want to add, do the following:

• Scroll through the list of available books to find the book you want to add. Or, type a full
or partial book name in the search box, and then click Search.

• Drag the book that you want to add into the Required Books box.

For books marked as required, users promptly receive updates in situations such as when:

• You upload a new book andmark that it is required.
• Youmark an existing book required.
• A user deletes a required book.
• A Citrix Secure Hub update is available.

To remove a book from the box, click the X next to the book name.

2. ClickNext to go to the Actions page.

Add actions to a delivery group

1. For each action you want to add, do the following:

• Scroll through the list of available actions to find the action you want to add. Or, type a
full or partial action name in the search box, and then click Search.

• Drag the action that you want to add into the box on the right.

To remove an action from the box, click the X next to the action name.

2. ClickNext to go to the ShareFile page.

Apply the ShareFile configuration The ShareFile page differs depending on whether you config‑
uredCitrix EndpointManagement (Configure >ShareFile) for Enterprise accounts or for storage zone
connectors.
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• If you configured Enterprise accounts for use with Citrix Endpoint Management, set Enable
ShareFile to On. This setting provides the delivery group single sign‑on access to ShareFile
content and data.

• If you configured storage zone connectors for use with Citrix Endpoint Management, drag the
storage zone connectors to include in the delivery group to the box on the right.

Reviewconfiguredoptionsandchangedeploymentorder On theSummarypage, youcan review
the options you’ve configured for the delivery group and change the deployment order of resources.
The Summary page shows your resources by category. The Summary page doesn’t show the deploy‑
ment order.

Note:

Click Back to return to previous pages change the configuration.

To view or change the deployment order:

1. Click Deployment Order.

2. In the Deployment Order dialog box, drag a resource to the place in the order where you want
to deploy it. The resources deploy in top‑to‑bottom order.

3. Click Save to save the deployment order.

When you have finished configuring the delivery group, on the Summary page, click Save.
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Create a rule to deploy resources to Android Enterprise You can manage the deployment of a
delivery group to Android Enterprise devices by using the Android device property rules. If you enroll
multiple devices to the same user, you can create advanced filters for Android Enterprise based on
device enrollment mode or the device application package ID.

To deploy a delivery group to Android Enterprise devices by using device enrollment mode:

1. Create a delivery group.

2. On the Assignments page, expand Filter by Device Properties.

3. In Device Properties –Android, open the Advanced tab and clickNew rule.

4. In the list, choose the condition to add to the rule:

• FornewAndroidEnterprisedevices, chooseLimitby rawdevicepropertynameand type
GOOGLE_AW_INSTALL_TYPE in the first value field. Then you must set the condition to
equal one of the enrollment modes.

• For existing Android Enterprise devices, choose Limit by known device property name
and select Android Enterprise install type in the first value field. Then you must set the
condition to equal one of the enrollment modes.

5. In the second field, type an enrollment mode for your Android Enterprise devices:

• DeviceAdministrator: Specifies company‑owned devices intended only for work use
(also known as device owner mode)

• ManagedProfile: Specifies BYOD—personal devices enrolled with work Profile Manage‑
ment (also known as profile‑owner mode)

• CorporateOwnedSingleUse: Specifies dedicated devices (formerly known as corporate‑
owned, single‑use devices)
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• CorporateOwnedPersonallyEnabled: Specifies fully managed devices with a work pro‑
file (formerly known as corporate‑owned, personally enabled devices)

6. Finish configuring the delivery group as described Add a delivery group.

For more information, see Device deployment scenarios and profiles.

Todeployadelivery group toAndroidEnterprisedevicesbyusing thedevice applicationpackage ID:

1. In Device Properties –Android, open the Advanced tab and clickNew rule.
2. In the list, choose Installed app name and enter the application package ID.

Edit a delivery group

You can’t change the name of an existing delivery group. To update other settings, go to Configure >
Delivery Groups, select the group you want to edit, and then click Edit.

Enable and disable the AllUsers delivery group

AllUsers is the only delivery group that you can enable or disable. You cannot delete AllUsers as you
can other delivery groups.

From the Delivery Groups page, choose the AllUsers delivery group by selecting the checkbox next
to AllUsers or by clicking in the line containing AllUsers. Then do one of the following:

• Click Disable to disable the AllUsers delivery group. This command is available only if the Al‑
lUsers group is enabled (the default). Disabled appears under the Disabled heading in the de‑
livery group table.

• Click Enable to enable the AllUsers delivery group. This command is available only if the Al‑
lUsers group is disabled. Disabled no longer appears under the Disabled heading in the deliv‑
ery group table.

Deploy to delivery groups

Deploying to a delivery groupmeans to send a push notification to all users with Apple, Android, and
Windows tablet devices.

For users with other platform devices, if those devices are already connected to Citrix Endpoint Man‑
agement, they receive the resources immediately. Otherwise, based on their scheduling policy, they
receive the resources the next time that they connect.

For updated apps to appear in the Updated Available list in the app store on Android devices, first
deploy an App Inventory policy to the user devices.
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1. On the Delivery Groups page, do one of the following:

• To deploy to more than one delivery group at a time, select the checkboxes next to the
groups you want to deploy.

• To deploy to a single delivery group, either select the checkbox next to its name or click
the line containing its name.

2. Click Deploy.

Depending on how you select a single delivery group, the Deploy command appears over or to
the right of the delivery group.

Verify that the groups you want to deploy apps, policies, and actions to are listed. Then click
Deploy. The apps, policies, and actions are deployed to the selected groups based on device
platform and scheduling policy.

You can check deployment status on the Delivery Groups page in one of these ways:

• Look at the deployment icon under the Status heading for the delivery group, which indi‑
cates any deployment failure.

• Click the line that has the delivery group to display an overlay that shows Installed,Pend‑
ing, and Failed deployments.

Clone a delivery group

Clone a delivery groupwhen youwant to create a delivery group that is similar to an existing one. Use
the clone as the starting point for your new delivery group. Then make your changes to the clone,
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such as adding enrollment profiles or new sets of AD users.

1. In the Citrix Endpoint Management console, click Configure and then select the Delivery
Groups tab.

2. From the list of delivery groups, select the one you want to use as the basis for the new group.
3. Select Clone.
4. In the Clone a Delivery Group dialog box, enter the name of the new group and, optionally, a

description.
5. Select Clone.

Delete delivery groups

You can’t delete the AllUsers delivery group, but you can disable it when you don’t want to push re‑
sources to all users. See Enable and disable the AllUsers delivery group.

Important:

You cannot undo a delete.

1. On the Delivery Groups page, do one of the following:

• To deletemore than onedelivery group at a time, select the checkboxes next to the groups
you want to delete.

• To delete a single delivery group, either select the checkbox next to its name or click the
line containing its name.

2. Click Delete.

Depending on how you select a single delivery group, the Delete command appears over or to
the right of the delivery group.

3. In the Delete dialog box, click Delete.

Export the Delivery Groups table

1. Click Export above the Delivery Groups table. Citrix Endpoint Management extracts the infor‑
mation in the Delivery Groups table and converts it to a .csv file.

2. Open or save the .csv file by following the usual steps for your browser.

Macros

February 22, 2024
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Citrix EndpointManagementprovidesmacrosasaway topopulateuserordevicepropertydatawithin
the text field of the following items:

• Policies
• Notifications
• Enrollment templates
• Device configuration XML file
• Automated actions
• Credential provider Certificate Signing Requests

Citrix Endpoint Management replaces a macro with the corresponding user or system values. For ex‑
ample, you canprepopulate themailbox value for a user in a single Exchangeprofile across thousands
of users.

Macro syntax

Amacro can take the following form:

• ${ type.PROPERTYNAME }
• ${ type.PROPERTYNAME ['DEFAULT VALUE'] [ | FUNCTION [(ARGUMENT1,
ARGUMENT2)] }

Enclose all syntax following the dollar sign ($) in curly brackets ({ }).

• Qualified property names reference either a user property, a device property, or a custom prop‑
erty.

• Qualified property names consist of a prefix, followed by the actual property name.
• User properties take the form ${ user.[PROPERTYNAME] (prefix="user.")}.
• Device properties take the form ${ device.[PROPERTYNAME] (prefix="device.")
}.

• Property names are case‑sensitive.
• A function can be a limited list or a link to a third‑party reference that defines functions. This
macro for a notification message includes the function firstnotnull:

Device ${ firstnotnull(device.TEL_NUMBER,device.serialNumber)} has been
blocked…

• For custommacros (properties that you define), the prefix is${ custom }. You can leave out
the prefix.

Here’s an example of a commonly used macro, ${ user.username } that populates the user
name value in the text field of a policy. This macro is useful for configuring Exchange ActiveSync pro‑
files and other profiles used by many users. The following example shows how to use macros in an
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Exchange policy. The macro for User is ${ user.username }. The macro for Email address is
${ user.mail }.

The following example shows how to use macros for a certificate signing request. The macro for
Subject name is CN=$user.username. The macro for the Value of a Subject alternative name is
$user.userprincipalname.

The following example shows how to use macros in a notification template. The example template
defines the message sent to a user when HDX applications are blocked because of a non‑compliant
device. The macro for theMessage is:

Device ${ firstnotnull(device.TEL_NUMBER,device.serialNumber)} no longer fol‑
lows the device policy and HDX applications are blocked.
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For more examples of macros used in notifications, go to Settings > Notification Templates, select
a pre‑defined template, and click Edit.

The following example shows a macro in the Device Name device policy. You can type a macro, a
combination of macros, or a combination of macros and text to name each device uniquely. For ex‑
ample, use ${ device.serialnumber } to set the device names to the serial number of each
device. Use ${ device.serialnumber } ${ user.username } to include the user name
in the device name. The Device Name device policy works on supervised iOS andmacOS devices.

Macros for default notification templates

You can use the following macros in the default notification templates:

• ${ account.SUPPORT_EMAIL }
• ${ applicationName }
• ${ enrollment.andriod.agent.download.url }
• ${ enrollment.ios.agent.download.url }
• ${ enrollment.pin }
• ${ enrollment.url }
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• ${ enrollment.urls }
• ${ enrollment.ios.url }
• ${ enrollment.macos.url }
• ${ enrollment.android.url }
• ${ enrollment.ios.platform }
• ${ enrollment.macos.platform }
• ${ enrollment.android.platform }
• ${ firstnotnull(device.TEL_NUMBER,device.serialNumber)}
• ${ firstnotnull(device.TEL_NUMBER,user.mobile)}
• ${ outofcompliance.reason(smg_block)}
• ${ outofcompliance.reason(whitelist_blacklist_apps_name)}
• ${ vpp.account }
• ${ vpp.appname }
• ${ vpp.url }
• ${ zdmserver.hostPath } /enroll

Note:

The Citrix Endpoint Management console includes the terms “blacklist”and “whitelist”. We are
changing those terms in an upcoming version to “block list”and “allow list”.

This example shows how to create a notification that includes enrollment URLs for many device plat‑
forms. The macro for theMessage is:

${enrollment.urls}
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These examples show how to create messages for notifications that prompt the users to click the en‑
rollment URL for their device platforms:

Example 1:

1 To enroll, click the link below that applies to your device platform:
2
3 ${
4 enrollment.ios.platform }
5 - ${
6 enrollment.ios.url }
7
8
9 ${

10 enrollment.macos.platform }
11 - ${
12 enrollment.macos.url }
13
14
15 ${
16 enrollment.android.platform }
17 - ${
18 enrollment.android.url }
19
20
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21 <!--NeedCopy-->

Example 2:

1 To enroll an iOS device, click the link ${
2 enrollment.ios.url }
3 .
4
5 To enroll a macOS device, click the link ${
6 enrollment.macos.url }
7 .
8
9 To enroll an Android device, click the link ${

10 enrollment.android.url }
11 .
12
13 <!--NeedCopy-->

Macros for specific policies

For the Device Name device policy (for iOS and macOS), you can use these macros for the Device
name:

• ${ device.serialnumber }
• ${ user.username } @example.com
• ${ device.serialnumber }
• ${ device.serialnumber }
• ${ user.username }
• ${ enrollment.pin }
• ${ user.dnsroot }

For the Cellular device policy (for iOS), you can use macros for the values of non‑string fields, such
as Proxy server port. For example, you can now use a macro such as ${ device.xyz } or ${
setting.xyz }, which expands into an integer.

For a device configuration XML file that you import into Citrix Endpoint Management by using the
Import iOS &macOS Profile device policy, you can use macros for the values of non‑string fields.

For the Samsung MDM License Key device policy, you can use this macro for the ELM license key:

• ${ elm.license.key }

For the Web clip device policy, you can use this macro for theURL:

• ${ webeas-url }
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Macros to get built‑in device properties

Display name Macros

Device ID $device.id

Device GUID $device.uniqueid

Device IMEI $device.imei

OS Family $device.OSFamily

Serial Number $device.serialNumber

Macros for all device properties

Display name: Account Suspended?

• Web element: GOOGLE_AW_DIRECTORY_SUSPENDED

• Macros: ${ device.GOOGLE_AW_DIRECTORY_SUSPENDED }

Display name: Activation lock bypass code

• Web element: ACTIVATION_LOCK_BYPASS_CODE

• Macros: ${ device.ACTIVATION_LOCK_BYPASS_CODE }

Display name: Activation lock enabled

• Web element: ACTIVATION_LOCK_ENABLED

• Macros: ${ device.ACTIVATION_LOCK_ENABLED }

Display name: Active Apple App Store account

• Web element: ACTIVE_ITUNES

• Macros: ${ device.ACTIVE_ITUNES }

Display name: Administrator disabled

• Web element: ADMIN_DISABLED

• Macros: ${ device.ADMIN_DISABLED }

Display name: AIK Present?

• Web element: WINDOWS_HAS_AIK_PRESENT
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• Macros: ${ device.WINDOWS_HAS_AIK_PRESENT }

Display name: Amazon MDM API available

• Web element: AMAZON_MDM

• Macros: ${ device.AMAZON_MDM }

Display name: Android Enterprise Device ID

• Web element: GOOGLE_AW_DEVICE_ID

• Macros: ${ device.GOOGLE_AW_DEVICE_ID }

Display name: Android Enterprise Enabled Device?

• Web element: GOOGLE_AW_ENABLED_DEVICE

• Macros: ${ device.GOOGLE_AW_ENABLED_DEVICE }

Display name: Android Enterprise Install Type

• Web element: GOOGLE_AW_INSTALL_TYPE

• Macros: ${ device.GOOGLE_AW_INSTALL_TYPE }

Display name: Antispyware Signature status

• Web element: ANTI_SPYWARE_SIGNATURE_STATUS

• Macros: ${ device.ANTI_SPYWARE_SIGNATURE_STATUS }

Display name: Antispyware Status

• Web element: ANTI_SPYWARE_STATUS

• Macros: ${ device.ANTI_SPYWARE_STATUS }

Display name: Antivirus Signature Status

• Web element: ANTI_VIRUS_SIGNATURE_STATUS

• Macros: ${ device.ANTI_VIRUS_SIGNATURE_STATUS }

Display name: Antivirus Status

• Web element: ANTI_VIRUS_STATUS

• Macros: ${ device.ANTI_VIRUS_STATUS }

Display name: ASM Deployment Program activation lock bypass code

• Web element: DEP_ACTIVATION_LOCK_BYPASS_CODE
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• Macros: ${ device.DEP_ACTIVATION_LOCK_BYPASS_CODE }

Display name: ASM Deployment Program escrow key

• Web element: DEP_ESCROW_KEY

• Macros: ${ device.DEP_ESCROW_KEY }

Display name: Asset tag

• Web element: ASSET_TAG

• Macros: ${ device.ASSET_TAG }

Display name: Automatically check software updates

• Web element: AutoCheckEnabled

• Macros: ${ device.AutoCheckEnabled }

Display name: Automatically download software updates in the background

• Web element: BackgroundDownloadEnabled

• Macros: ${ device.BackgroundDownloadEnabled }

Display name: Automatically install app updates

• Web element: AutomaticAppInstallationEnabled

• Macros: ${ device.AutomaticAppInstallationEnabled }

Display name: Automatically install OS updates

• Web element: AutomaticOSInstallationEnabled

• Macros: ${ device.AutomaticOSInstallationEnabled }

Display name: Automatically install security updates

• Web element: AutomaticSecurityUpdatesEnabled

• Macros: ${ device.AutomaticSecurityUpdatesEnabled }

Display name: Autoupdate Status

• Web element: AUTOUPDATE_STATUS

• Macros: ${ device.AUTOUPDATE_STATUS }

Display name: Available RAM

• Web element: MEMORY_AVAILABLE
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• Macros: ${ device.MEMORY_AVAILABLE }

Display name: Available software updates

• Web element: AVAILABLE_OS_UPDATE_HUMAN_READABLE

• Macros: ${ device.AVAILABLE_OS_UPDATE_HUMAN_READABLE }

Display name: Available storage space

• Web element: FREEDISK

• Macros: ${ device.FREEDISK }

Display name: Backup battery

• Web element: BACKUP_BATTERY_PERCENT

• Macros: ${ device.BACKUP_BATTERY_PERCENT }

Display name: Baseband firmware version

• Web element: MODEM_FIRMWARE_VERSION

• Macros: ‘${device.MODEM_FIRMWARE_VERSION}

Display name: Battery Charging

• Web element: BATTERY_CHARGING_STATUS

• Macros: ${ device.BATTERY_CHARGING_STATUS }

Display name: Battery charging

• Web element: BATTERY_CHARGING

• Macros: ${ device.BATTERY_CHARGING }

Display name: Battery Remaining

• Web element: BATTERY_ESTIMATED_CHARGE_REMAINING

• Macros: ${ device.BATTERY_ESTIMATED_CHARGE_REMAINING }

Display name: Battery Runtime

• Web element: BATTERY_RUNTIME

• Macros: ${ device.BATTERY_RUNTIME }

Display name: Battery Status

• Web element: BATTERY_STATUS
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• Macros: ${ device.BATTERY_STATUS }

Display name: BES PIN

• Web element: BES_PIN

• Macros: ${ device.BES_PIN }

Display name: BES server agent ID

• Web element: AGENT_ID

• Macros: ${ device.AGENT_ID }

Display name: BES server name

• Web element: BES_SERVER

• Macros: ${ device.BES_SERVER }

Display name: BES server version

• Web element: BES_VERSION

• Macros: ${ device.BES_VERSION }

Display name: BIOS Info

• Web element: BIOS_INFO

• Macros: ${ device.BIOS_INFO }

Display name: BitLocker Status

• Web element: WINDOWS_HAS_BIT_LOCKER_STATUS

• Macros: ${ device.WINDOWS_HAS_BIT_LOCKER_STATUS }

Display name: Bluetooth MAC address

• Web element: BLUETOOTH_MAC

• Macros: ${ device.BLUETOOTH_MAC }

Display name: Boot Debugging Enabled?

• Web element: WINDOWS_HAS_BOOT_DEBUGGING_ENABLED

• Macros: ${ device.WINDOWS_HAS_BOOT_DEBUGGING_ENABLED }

Display name: Boot Manager Rev List Version

• Web element: WINDOWS_HAS_BOOT_MGR_REV_LIST_VERSION
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• Macros: ${ device.WINDOWS_HAS_BOOT_MGR_REV_LIST_VERSION }

Display name: Carrier Code

• Web element: CARRIER_CODE

• Macros: ${ device.CARRIER_CODE }

Display name: Carrier settings version

• Web element: CARRIER_SETTINGS_VERSION

• Macros: ${ device.CARRIER_SETTINGS_VERSION }

Display name: Catalog URL

• Web element: CatalogURL

• Macros: ${ device.CatalogURL }

Display name: Cellular altitude

• Web element: GPS_ALTITUDE_FROM_CELLULAR

• Macros: ${ device.GPS_ALTITUDE_FROM_CELLULAR }

Display name: Cellular course

• Web element: GPS_COURSE_FROM_CELLULAR

• Macros: ${ device.GPS_COURSE_FROM_CELLULAR }

Display name: Cellular horizontal accuracy

• Web element: GPS_HORIZONTAL_ACCURACY_FROM_CELLULAR

• Macros: ${ device.GPS_HORIZONTAL_ACCURACY_FROM_CELLULAR }

Display name: Cellular latitude

• Web element: GPS_LATITUDE_FROM_CELLULAR

• Macros: ${ device.GPS_LATITUDE_FROM_CELLULAR }

Display name: Cellular longitude

• Web element: GPS_LONGITUDE_FROM_CELLULAR

• Macros: ${ device.GPS_LONGITUDE_FROM_CELLULAR }

Display name: Cellular speed

• Web element: GPS_SPEED_FROM_CELLULAR
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• Macros: ${ device.GPS_SPEED_FROM_CELLULAR }

Display name: Cellular technology

• Web element: CELLULAR_TECHNOLOGY

• Macros: ${ device.CELLULAR_TECHNOLOGY }

Display name: Cellular timestamp

• Web element: GPS_TIMESTAMP_FROM_CELLULAR

• Macros: ${ device.GPS_TIMESTAMP_FROM_CELLULAR }

Display name: Cellular vertical accuracy

• Web element: GPS_VERTICAL_ACCURACY_FROM_CELLULAR

• Macros: ${ device.GPS_VERTICAL_ACCURACY_FROM_CELLULAR }

Display name: Change Password at Next Login?

• Web element: GOOGLE_AW_DIRECTORY_CHANGE_PASSWORD_NEXT_LOGIN

• Macros: ‘${device.GOOGLE_AW_DIRECTORY_CHANGE_PASSWORD_NEXT_LOGIN}

Display name: Client device ID

• Web element: CLIENT_DEVICE_ID

• Macros: ${ device.CLIENT_DEVICE_ID }

Display name: Cloud backup enabled

• Web element: CLOUD_BACKUP_ENABLED

• Macros: ${ device.CLOUD_BACKUP_ENABLED }

Display name: Code Integrity Enabled?

• Web element: WINDOWS_HAS_CODE_INTEGRITY_ENABLED

• Macros: ${ device.WINDOWS_HAS_CODE_INTEGRITY_ENABLED }

Display name: Code Integrity Rev List Version

• Web element: WINDOWS_HAS_CODE_INTGTY_REV_LIST_VERSION

• Macros: ${ device.WINDOWS_HAS_CODE_INTGTY_REV_LIST_VERSION }

Display name: Color

• Web element: COLOR
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• Macros: ${ device.COLOR }

Display name: CPU clock speed

• Web element: CPU_CLOCK_SPEED

• Macros: ${ device.CPU_CLOCK_SPEED }

Display name: CPU type

• Web element: CPU_TYPE

• Macros: ${ device.CPU_TYPE }

Display name: Creation Time

• Web element: GOOGLE_AW_DIRECTORY_CREATION_TIME

• Macros: ${ device.GOOGLE_AW_DIRECTORY_CREATION_TIME }

Display name: Critical software updates

• Web element: AVAILABLE_OS_UPDATE_IS_CRITICAL

• Macros: ${ device.AVAILABLE_OS_UPDATE_IS_CRITICAL }

Display name: Current carrier network

• Web element: CARRIER

• Macros: ${ device.CARRIER }

Display name: Current mobile country code

• Web element: CURRENT_MCC

• Macros: ${ device.CURRENT_MCC }

Display name: Current mobile network code

• Web element: CURRENT_MNC

• Macros: ${ device.CURRENT_MNC }

Display name: Data roaming allowed

• Web element: DATA_ROAMING_ENABLED

• Macros: ${ device.DATA_ROAMING_ENABLED }

Display name: Date of the last iCloud backup

• Web element: LAST_CLOUD_BACKUP_DATE
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• Macros: ${ device.LAST_CLOUD_BACKUP_DATE }

Display name: Default catalog

• Web element: IsDefaultCatalog

• Macros: ${ device.IsDefaultCatalog }

Display name: Apple Deployment Program account name

• Web element: BULK_ENROLLMENT_DEP_ACCOUNT_NAME

• Macros: ${ device.BULK_ENROLLMENT_DEP_ACCOUNT_NAME }

Display name: Apple Deployment Program Policy

• Web element: WINDOWS_HAS_DEP_POLICY

• Macros: ${ device.WINDOWS_HAS_DEP_POLICY }

Display name: Apple Deployment Program profile assigned

• Web element: PROFILE_ASSIGN_TIME

• Macros: ${ device.PROFILE_ASSIGN_TIME }

Display name: Apple Deployment Program profile pushed

• Web element: PROFILE_PUSH_TIME

• Macros: ${ device.PROFILE_PUSH_TIME }

Display name: Apple Deployment Program profile removed

• Web element: PROFILE_REMOVE_TIME

• Macros: ${ device.PROFILE_REMOVE_TIME }

Display name: Apple Deployment Program registration by

• Web element: DEVICE_ASSIGNED_BY

• Macros: ${ device.DEVICE_ASSIGNED_BY }

Display name: Apple Deployment Program registration date

• Web element: DEVICE_ASSIGNED_DATE

• Macros: ${ device.DEVICE_ASSIGNED_DATE }

Display name: Description

• Web element: DESCRIPTION
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• Macros: ${ device.DESCRIPTION }

Display name: Device model

• Web element: SYSTEM_OEM

• Macros: ${ device.SYSTEM_OEM }

Display name: Device name

• Web element: DEVICE_NAME

• Macros: ${ device.DEVICE_NAME }

Display name: Device Type

• Web element: DEVICE_TYPE

• Macros: ${ device.DEVICE_TYPE }

Display name: Do Not Disturb activated

• Web element: DO_NOT_DISTURB

• Macros: ${ device.DO_NOT_DISTURB }

Display name: ELAM Driver Loaded?

• Web element: WINDOWS_HAS_ELAM_DRIVER_LOADED

• Macros: ${ device.WINDOWS_HAS_ELAM_DRIVER_LOADED }

Display name: Encryption Compliance

• Web element: ENCRYPTION_COMPLIANCE

• Macros: ${ device.ENCRYPTION_COMPLIANCE }

Display name: ENROLLMENT_KEY_GENERATION_DATE

• Web element: ENROLLMENT_KEY_GENERATION_DATE

• Macros: ${ device.ENROLLMENT_KEY_GENERATION_DATE }

Display name: Enterprise ID

• Web element: ENTERPRISEID

• Macros: ${ device.ENTERPRISEID }

Display name: External storage 1: available space

• Web element: EXTERNAL_STORAGE1_FREE_SPACE

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 1020



Citrix Endpoint Management

• Macros: ${ device.EXTERNAL_STORAGE1_FREE_SPACE }

Display name: External storage 1: available space

• Web element: EXTERNAL_STORAGE1_FREE_SPACE

• Macros: ${ device.EXTERNAL_STORAGE1_FREE_SPACE }

Display name: External storage 1: name

• Web element: EXTERNAL_STORAGE1_NAME

• Macros: ${ device.EXTERNAL_STORAGE1_NAME }

Display name: External storage 1: total space

• Web element: EXTERNAL_STORAGE1_TOTAL_SPACE

• Macros: ${ device.EXTERNAL_STORAGE1_TOTAL_SPACE }

Display name: External storage 2: available space

• Web element: EXTERNAL_STORAGE2_FREE_SPACE

• Macros: ${ device.EXTERNAL_STORAGE2_FREE_SPACE }

Display name: External storage 2: name

• Web element: EXTERNAL_STORAGE2_NAME

• Macros: ${ device.EXTERNAL_STORAGE2_NAME }

Display name: External storage 2: total space

• Web element: EXTERNAL_STORAGE2_TOTAL_SPACE

• Macros: ${ device.EXTERNAL_STORAGE2_TOTAL_SPACE }

Display name: External storage encrypted

• Web element: EXTERNAL_ENCRYPTION

• Macros: ${ device.EXTERNAL_ENCRYPTION }

Display name: FileVault Enabled

• Web element: IS_FILEVAULT_ENABLED

• Macros: ${ device.IS_FILEVAULT_ENABLED }

Display name: Firewall Status

• Web element: DEVICE_FIREWALL_STATUS
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• Macros: ${ device.DEVICE_FIREWALL_STATUS }

Display name: Firewall Status

• Web element: DEVICE_FIREWALL_STATUS

• Macros: ${ device.DEVICE_FIREWALL_STATUS }

Display name: Firewall Status

• Web element: FIREWALL_STATUS

• Macros: ${ device.FIREWALL_STATUS }

Display name: Firmware version

• Web element: FIRMWARE_VERSION

• Macros: ${ device.FIRMWARE_VERSION }

Display name: First synchronization

• Web element: ZMSP_FIRST_SYNC

• Macros: ${ device.ZMSP_FIRST_SYNC }

Display name: Google Directory Alias

• Web element: GOOGLE_AW_DIRECTORY_GOOGLE_ALIAS

• Macros: ${ device.GOOGLE_AW_DIRECTORY_GOOGLE_ALIAS }

Display name: Google Directory Family Name

• Web element: GOOGLE_AW_DIRECTORY_FAMILY_NAME

• Macros: ${ device.GOOGLE_AW_DIRECTORY_FAMILY_NAME }

Display name: Google Directory Name

• Web element: GOOGLE_AW_DIRECTORY_NAME

• Macros: ${ device.GOOGLE_AW_DIRECTORY_NAME }

Display name: Google Directory Primary Email

• Web element: GOOGLE_AW_DIRECTORY_PRIMARY

• Macros: ${ device.GOOGLE_AW_DIRECTORY_PRIMARY }

Display name: Google Directory User ID

• Web element: GOOGLE_AW_DIRECTORY_USER_ID
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• Macros: ${ device.GOOGLE_AW_DIRECTORY_USER_ID }

Display name: GPS altitude

• Web element: GPS_ALTITUDE_FROM_GPS

• Macros: ${ device.GPS_ALTITUDE_FROM_GPS }

Display name: GPS course

• Web element: GPS_COURSE_FROM_GPS

• Macros: ${ device.GPS_COURSE_FROM_GPS }

Display name: GPS horizontal accuracy

• Web element: GPS_HORIZONTAL_ACCURACY_FROM_GPS

• Macros: ${ device.GPS_HORIZONTAL_ACCURACY_FROM_GPS }

Display name: GPS latitude

• Web element: GPS_LATITUDE_FROM_GPS

• Macros: ${ device.GPS_LATITUDE_FROM_GPS }

Display name: GPS longitude

• Web element: GPS_LONGITUDE_FROM_GPS

• Macros: ${ device.GPS_LONGITUDE_FROM_GPS }

Display name: GPS speed

• Web element: GPS_SPEED_FROM_GPS

• Macros: ${ device.GPS_SPEED_FROM_GPS }

Display name: GPS timestamp

• Web element: GPS_TIMESTAMP_FROM_GPS

• Macros: ${ device.GPS_TIMESTAMP_FROM_GPS }

Display name: GPS vertical accuracy

• Web element: GPS_VERTICAL_ACCURACY_FROM_GPS

• Macros: ${ device.GPS_VERTICAL_ACCURACY_FROM_GPS }

Display name: Hardware Device ID

• Web element: HW_DEVICE_ID
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• Macros: ${ device.HW_DEVICE_ID }

Display name: Hardware encryption capabilities

• Web element: HARDWARE_ENCRYPTION_CAPS

• Macros: ${ device.HARDWARE_ENCRYPTION_CAPS }

Display name: HAS_CONTAINER

• Web element: HAS_CONTAINER

• Macros: ${ device.HAS_CONTAINER }

Display name: Hash of the Apple App Store account currently logged on

• Web element: ITUNES_STORE_ACCOUNT_HASH

• Macros: ${ device.ITUNES_STORE_ACCOUNT_HASH }

Display name: Home carrier network

• Web element: SIM_CARRIER_NETWORK

• Macros: ${ device.SIM_CARRIER_NETWORK }

Display name: Homemobile country code

• Web element: SIM_MCC

• Macros: ${ device.SIM_MCC }

Display name: Homemobile network code

• Web element: SIM_MNC

• Macros: ${ device.SIM_MNC }

Display name: ICCID

• Web element: ICCID

• Macros: ${ device.ICCID }

Display name: Identity

• Web element: AS_DEVICE_IDENTITY

• Macros: ${ device.AS_DEVICE_IDENTITY }

Display name: IMEI/MEID number

• Web element: IMEI
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• Macros: ${ device.IMEI }

Display name: IMSI

• Web element: SIM_ID

• Macros: ${ device.SIM_ID }

Display name: Internal storage encrypted

• Web element: LOCAL_ENCRYPTION

• Macros: ${ device.LOCAL_ENCRYPTION }

Display name: IP location

• Web element: IP_LOCATION

• Macros: ${ device.IP_LOCATION }

Display name: IPV4 Address

• Web element: IP_ADDRESSV4

• Macros: ${ device.IP_ADDRESSV4 }

Display name: IPV6 Address

• Web element: IP_ADDRESSV6

• Macros: ${ device.IP_ADDRESSV6 }

Display name: Issued At

• Web element: WINDOWS_HAS_ISSUED_AT

• Macros: ${ device.WINDOWS_HAS_ISSUED_AT }

Display name: Jailbroken/Rooted

• Web element: ROOT_ACCESS

• Macros: ${ device.ROOT_ACCESS }

Display name: Kernel Debugging Enabled?

• Web element: WINDOWS_HAS_OS_KERNEL_DEBUGGING_ENABLED

• Macros: ${ device.WINDOWS_HAS_OS_KERNEL_DEBUGGING_ENABLED }

Display name: Kiosk mode

• Web element: IS_KIOSK
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• Macros: ${ device.IS_KIOSK }

Display name: Last known IP address

• Web element: LAST_IP_ADDR

• Macros: ${ device.LAST_IP_ADDR }

Display name: Last policy update time

• Web element: LAST_POLICY_UPDATE_TIME

• Macros: ${ device.LAST_POLICY_UPDATE_TIME }

Display name: Last scan date

• Web element: PreviousScanDate

• Macros: ${ device.PreviousScanDate }

Display name: Last scan result

• Web element: PreviousScanResult

• Macros: ${ device.PreviousScanResult }

Display name: Last scheduled software updates

• Web element: AVAILABLE_OS_UPDATE_INSTALL_LAST_ATTEMPT_TIME

• Macros: ${ device.AVAILABLE_OS_UPDATE_INSTALL_LAST_ATTEMPT_TIME }

Display name: Last scheduled software updates failure message

• Web element: AVAILABLE_OS_UPDATE_INSTALL_FAIL_MSG

• Macros: ${ device.AVAILABLE_OS_UPDATE_INSTALL_FAIL_MSG }

Display name: Last scheduled software updates status

• Web element: AVAILABLE_OS_UPDATE_INSTALL_STATUS

• Macros: ${ device.AVAILABLE_OS_UPDATE_INSTALL_STATUS }

Display name: Last synchronization

• Web element: ZMSP_LAST_SYNC

• Macros: ${ device.ZMSP_LAST_SYNC }

Display name: Locator service enabled

• Web element: DEVICE_LOCATOR
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• Macros: ${ device.DEVICE_LOCATOR }

Display name: MAC Address

• Web element: MAC_ADDRESS

• Macros: ${ device.MAC_ADDRESS }

Display name: MAC Address Network Connection

• Web element: MAC_NETWORK_CONNECTION

• Macros: ${ device.MAC_NETWORK_CONNECTION }

Display name: MAC Address Type

• Web element: MAC_ADDRESS_TYPE

• Macros: ${ device.MAC_ADDRESS_TYPE }

Display name: Mailbox Setup

• Web element: GOOGLE_AW_DIRECTORY_MAILBOX_SETUP

• Macros: ${ device.GOOGLE_AW_DIRECTORY_MAILBOX_SETUP }

Display name: Main battery

• Web element: MAIN_BATTERY_PERCENT

• Macros: ${ device.MAIN_BATTERY_PERCENT }

Display name: MDM lost mode enabled

• Web element: IS_MDM_LOST_MODE_ENABLED

• Macros: ${ device.IS_MDM_LOST_MODE_ENABLED }

Display name: MDX_SHARED_ENCRYPTION_KEY

• Web element: MDX_SHARED_ENCRYPTION_KEY

• Macros: ${ device.MDX_SHARED_ENCRYPTION_KEY }

Display name: MEID

• Web element: MEID

• Macros: ${ device.MEID }

Display name: Mobile phone number

• Web element: TEL_NUMBER
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• Macros: ${ device.TEL_NUMBER }

Display name: Model ID

• Web element: MODEL_ID

• Macros: ${ device.MODEL_ID }

Display name: Model Number

• Web element: MODEL_NUMBER

• Macros: ${ device.MODEL_NUMBER }

Display name: Network Adapter Type

• Web element: NETWORK_ADAPTER_TYPE

• Macros: ${ device.NETWORK_ADAPTER_TYPE }

Display name: Operating system build

• Web element: SYSTEM_OS_BUILD

• Macros: ${ device.SYSTEM_OS_BUILD }

Display name: Operating System Edition

• Web element: OS_EDITION

• Macros: ${ device.OS_EDITION }

Display name: Operating system language (locale)

• Web element: SYSTEM_LANGUAGE

• Macros: ${ device.SYSTEM_LANGUAGE }

Display name: Operating system version

• Web element: SYSTEM_OS_VERSION

• Macros: ${ device.SYSTEM_OS_VERSION }

Display name: Organization address

• Web element: ORGANIZATION_ADDRESS

• Macros: ${ device.ORGANIZATION_ADDRESS }

Display name: Organization email

• Web element: ORGANIZATION_EMAIL

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 1028



Citrix Endpoint Management

• Macros: ${ device.ORGANIZATION_EMAIL }

Display name: Organization magic

• Web element: ORGANIZATION_MAGIC

• Macros: ${ device.ORGANIZATION_MAGIC }

Display name: Organization name

• Web element: ORGANIZATION_NAME

• Macros: ${ device.ORGANIZATION_NAME }

Display name: Organization phone number

• Web element: ORGANIZATION_PHONE

• Macros: ${ device.ORGANIZATION_PHONE }

‘Display name: Out of Compliance

• Web element: OUT_OF_COMPLIANCE

• Macros: ${ device.OUT_OF_COMPLIANCE }

Display name: Owned by

• Web element: CORPORATE_OWNED

• Macros: ${ device.CORPORATE_OWNED }

Display name: Passcode compliant

• Web element: PASSCODE_IS_COMPLIANT

• Macros: ${ device.PASSCODE_IS_COMPLIANT }

Display name: Passcode compliant with configuration

• Web element: PASSCODE_IS_COMPLIANT_WITH_CFG

• Macros: ${ device.PASSCODE_IS_COMPLIANT_WITH_CFG }

Display name: Passcode present

• Web element: PASSCODE_PRESENT

• Macros: ${ device.PASSCODE_PRESENT }

Display name: PCR0

• Web element: WINDOWS_HAS_PCR0
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• Macros: ${ device.WINDOWS_HAS_PCR0 }

Display name: Perimeter breach

• Web element: GPS_PERIMETER_BREACH

• Macros: ${ device.GPS_PERIMETER_BREACH }

Display name: Periodic check

• Web element: PerformPeriodicCheck

• Macros: ${ device.PerformPeriodicCheck }

Display name: Personal Hotspot activated

• Web element: PERSONAL_HOTSPOT_ENABLED

• Macros: ${ device.PERSONAL_HOTSPOT_ENABLED }

Display name: PIN code for geofence

• Web element: PIN_CODE_FOR_GEO_FENCE

• Macros: ${ device.PIN_CODE_FOR_GEO_FENCE }

Display name: Platform

• Web element: SYSTEM_PLATFORM

• Macros: ${ device.SYSTEM_PLATFORM }

Display name: Platform API level

• Web element: API_LEVEL

• Macros: ${ device.API_LEVEL }

Display name: Policy name

• Web element: POLICY_NAME

• Macros: ${ device.POLICY_NAME }

Display name: Primary Phone Number

• Web element: IDENTITY1_PHONENUMBER

• Macros: ${ device.IDENTITY1_PHONENUMBER }

Display name: Primary SIM Carrier Operator

• Web element: IDENTITY1_CARRIER_NETWORK_OPERATOR
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• Macros: ${ device.IDENTITY1_CARRIER_NETWORK_OPERATOR }

Display name: Primary SIM ICCID

• Web element: IDENTITY1_ICCID

• Macros: ${ device.IDENTITY1_ICCID }

Display name: Primary SIM IMEI

• Web element: IDENTITY1_IMEI

• Macros: ${ device.IDENTITY1_IMEI }

Display name: Primary SIM IMSI

• Web element: IDENTITY1_IMSI

• Macros: ${ device.IDENTITY1_IMSI }

Display name: Primary SIM Roaming

• Web element: IDENTITY1_ROAMING

• Macros: ${ device.IDENTITY1_ROAMING }

Display name: Primary SIM Roaming

• Web element: IDENTITY1_ROAMING_COMPLIANCE

• Macros: ${ device.IDENTITY1_ROAMING_COMPLIANCE }

Display name: Product name

• Web element: PRODUCT_NAME

• Macros: ${ device.PRODUCT_NAME }

Display name: Publisher Device ID

• Web element: PUBLISHER_DEVICE_ID

• Macros: ${ device.PUBLISHER_DEVICE_ID }

Display name: Reset Count

• Web element: WINDOWS_HAS_RESET_COUNT

• Macros: ${ device.WINDOWS_HAS_RESET_COUNT }

Display name: Restart Count

• Web element: WINDOWS_HAS_RESTART_COUNT
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• Macros: ${ device.WINDOWS_HAS_RESTART_COUNT }

Display name: Safe Mode Enabled?

• Web element: WINDOWS_HAS_SAFE_MODE

• Macros: ${ device.WINDOWS_HAS_SAFE_MODE }

Display name: SBCP Hash

• Web element: WINDOWS_HAS_SBCP_HASH

• Macros: ${ device.WINDOWS_HAS_SBCP_HASH }

Display name: Screen: height

• Web element: SCREEN_HEIGHT

• Macros: ${ device.SCREEN_HEIGHT }

Display name: Screen: number of colors

• Web element: SCREEN_NB_COLORS

• Macros: ${ device.SCREEN_NB_COLORS }

Display name: Screen: size

• Web element: SCREEN_SIZE

• Macros: ${ device.SCREEN_SIZE }

Display name: Screen: width

• Web element: SCREEN_WIDTH

• Macros: ${ device.SCREEN_WIDTH }

Display name: Screen: X‑axis resolution

• Web element: SCREEN_XDPI

• Macros: ${ device.SCREEN_XDPI }

Display name: Screen: Y‑axis resolution

• Web element: SCREEN_YDPI

• Macros: ${ device.SCREEN_YDPI }

Display name: Secondary Phone Number

• Web element: IDENTITY2_PHONENUMBER
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• Macros: ${ device.IDENTITY2_PHONENUMBER }

Display name: Secondary SIM Carrier Operator

• Web element: IDENTITY2_CARRIER_NETWORK_OPERATOR

• Macros: ${ device.IDENTITY2_CARRIER_NETWORK_OPERATOR }

Display name: Secondary SIM ICCID

• Web element: IDENTITY2_ICCID

• Macros: ${ device.IDENTITY2_ICCID }

Display name: Secondary SIM IMEI

• Web element: IDENTITY2_IMEI

• Macros: ${ device.IDENTITY2_IMEI }

Display name: Secondary SIM IMSI

• Web element: IDENTITY2_IMSI

• Macros: ${ device.IDENTITY2_IMSI }

Display name: Secondary SIM Roaming

• Web element: IDENTITY2_ROAMING

• Macros: ${ device.IDENTITY2_ROAMING }

Display name: Secondary SIM Roaming Compliance

• Web element: IDENTITY2_ROAMING_COMPLIANCE

• Macros: ${ device.IDENTITY2_ROAMING_COMPLIANCE }

Display name: Secure Boot Enabled?

• Web element: WINDOWS_HAS_SECURE_BOOT_ENABLED

• Macros: ${ device.WINDOWS_HAS_SECURE_BOOT_ENABLED }

Display name: Secure Boot Status

• Web element: SECURE_BOOT_STATE

• Macros: ${ device.SECURE_BOOT_STATE }

Display name: SecureContainer Enabled

• Web element: DLP_ACTIVE
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• Macros: ${ device.DLP_ACTIVE }

Display name: Security patch level

• Web element: SYSTEM_SECURITY_PATCH_LEVEL

• Macros: ${ device.SYSTEM_SECURITY_PATCH_LEVEL }

Display name: Serial number

• Web element: SERIAL_NUMBER

• Macros: ${ device.SERIAL_NUMBER }

Display name: SMS capable

• Web element: IS_SMS_CAPABLE

• Macros: ${ device.IS_SMS_CAPABLE }

Display name: Supervised

• Web element: SUPERVISED

• Macros: ${ device.SUPERVISED }

Display name: Suspension Reason

• Web element: GOOGLE_AW_DIRECTORY_SUSPENTION_REASON

• Macros: ${ device.GOOGLE_AW_DIRECTORY_SUSPENTION_REASON }

Display name: Tampered Status

• Web element: TAMPERED_STATUS

• Macros: ${ device.TAMPERED_STATUS }

Display name: Terms & Conditions

• Web element: TERMS_AND_CONDITIONS

• Macros: ${ device.TERMS_AND_CONDITIONS }

Display name: Terms And Agreement Accepted?

• Web element: GOOGLE_AW_DIRECTORY_AGREED_TO_TERMS

• Macros: ${ device.GOOGLE_AW_DIRECTORY_AGREED_TO_TERMS }

Display name: Test Signing Enabled?

• Web element: WINDOWS_HAS_TEST_SIGNING_ENABLED
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• Macros: ${ device.WINDOWS_HAS_TEST_SIGNING_ENABLED }

Display name: Total RAM

• Web element: MEMORY

• Macros: ${ device.MEMORY }

Display name: Total storage space

• Web element: TOTAL_DISK_SPACE

• Macros: ${ device.TOTAL_DISK_SPACE }

Display name: TPM version

• Web element: TPM_VERSION

• Macros: ${ device.TPM_VERSION }

Display name: UDID

• Web element: UDID

• Macros: ${ device.UDID }

Display name: User Account Control Status

• Web element: UAC_STATUS

• Macros: ${ device.UAC_STATUS }

Display name: User agent

• Web element: USER_AGENT

• Macros: ${ device.USER_AGENT }

Display name: User defined #1

• Web element: USER_DEFINED_1

• Macros: ${ device.USER_DEFINED_1 }

Display name: User defined #2

• Web element: USER_DEFINED_2

• Macros: ${ device.USER_DEFINED_2 }

Display name: User defined #3

• Web element: USER_DEFINED_3
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• Macros: ${ device.USER_DEFINED_3 }

Display name: User language (locale)

• Web element: USER_LANGUAGE

• Macros: ${ device.USER_LANGUAGE }

Display name: Vendor

• Web element: VENDOR

• Macros: ${ device.VENDOR }

Display name: Voice capable

• Web element: IS_VOICE_CAPABLE

• Macros: ${ device.IS_VOICE_CAPABLE }

Display name: Voice roaming allowed

• Web element: VOICE_ROAMING_ENABLED

• Macros: ${ device.VOICE_ROAMING_ENABLED }

Display name: VSM Enabled?

• Web element: WINDOWS_HAS_VSM_ENABLED

• Macros: ${ device.WINDOWS_HAS_VSM_ENABLED }

Display name: Wi‑Fi MAC address

• Web element: WIFI_MAC

• Macros: ${ device.WIFI_MAC }

Display name: WINDOWS_ENROLLMENT_KEY

• Web element: WINDOWS_ENROLLMENT_KEY

• Macros: ${ device.WINDOWS_ENROLLMENT_KEY }

Display name: WinPE Enabled?

• Web element: WINDOWS_HAS_WINPE

• Macros: ${ device.WINDOWS_HAS_WINPE }

Display name: WNS Notification Status

• Web element: PROPERTY_WNS_PUSH_STATUS
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• Macros: ${ device.PROPERTY_WNS_PUSH_STATUS }

Display name: WNS Notification URL

• Web element: PROPERTY_WNS_PUSH_URL

• Macros: ${ device.PROPERTY_WNS_PUSH_URL }

Display name: WNS Notification URL expiry date

• Web element: PROPERTY_WNS_PUSH_URL_EXPIRY

• Macros: ${ device.PROPERTY_WNS_PUSH_URL_EXPIRY }

Display name: Citrix Endpoint Management agent ID

• Web element: ENROLLMENT_AGENT_ID

• **Macros:** {device.ENROLLMENT_AGENT_ID}‘

Display name: Citrix Endpoint Management agent revision

• Web element: EW\\_REVISION

• Macros: \${ device.EW\\_REVISION }

Display name: Citrix Endpoint Management agent version

• Web element: EW\\_VERSION

• Macros: \${ device.EW\\_VERSION }

Display name: Zebra API available

• Web element: ZEBRA\\_MDM

• Macros: \${ device.ZEBRA\\_MDM }

Display name: Zebra MXMF version

• Web element: ZEBRA\\_MDM\\_VERSION

• Macros: \${ device.ZEBRA\\_MDM\\_VERSION }

Display name: Zebra Patch version

• Web element: ZEBRA\\_PATCH\\_VERSION

• Macros: \${ device.ZEBRA\\_PATCH\\_VERSION }
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Macros to get built‑in user properties

Display name Macros

domainname (domain name; default domain) \${ user.domainname }

loginname (user name plus domain name) \${ user.loginname }

username (login nameminus the domain, if any) \${ user.username }

Macros for all user properties

Display name Web element Macros

Active Directory failed logon
tries

badpwdcount \${ user.badpwdcount
}

ActiveSync user email asuseremail \${ user.asuseremail
}

ASM data source asmpersonsource \${ user.
asmpersonsource }

ASM Deployment Program
account name

asmdepaccount \${ user.
asmdepaccount }

ASMmanaged Apple ID asmpersonmanagedappleid \${ user.
asmpersonmanagedappleid
}

ASM passcode type asmpersonpasscodetype \${ user.
asmpersonpasscodetype
}

ASM person ID asmpersonid \${ user.asmpersonid
}

ASM person status asmpersonstatus \${ user.
asmpersonstatus }

ASM person title asmpersontitle \${ user.
asmpersontitle }

ASM person unique ID asmpersonuniqueid \${ user.
asmpersonuniqueid }
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Display name Web element Macros

ASM source system ID asmpersonsourcesystemid \${ user.
asmpersonsourcesystemid
}

ASM student grade asmpersongrade \${ user.
asmpersongrade }

BES user email besuseremail \${ user.besuseremail
}

Company company \${ user.company }

Company name companyname \${ user.companyname
}

Country c \${ user.c }

Department department \${ user.department }

Description description \${ user.description
}

Disabled user disableduser \${ user.disableduser
}

Display name displayname \${ user.displayname
}

Distinguished name distinguishedname \${ user.
distinguishedname }

Domain name domainname \${ user.domainname }

Email mail \${ user.mail }

First name givenname \${ user.givenname }

Home address homestreetaddress \${ user.
homestreetaddress }

Home city homecity \${ user.homecity }

Home country homecountry \${ user.homecountry
}

Home fax homefax \${ user.homefax }

Home phone homephone \${ user.homephone }

Home state/region homestate \${ user.homestate }
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Display name Web element Macros

Home zip or post code homezip \${ user.homezip }

IP phone ipphone \${ user.ipphone }

Middle initial middleinitial \${ user.
middleinitial }

Middle name middlename \${ user.middlename }

Mobile mobile \${ user.mobile }

Name cn \${ user.cn }

Office address physicaldeliveryofficename\${ user.
physicaldeliveryofficename
}

Office city l \${ user.l }

Office fax number facsimiletelephonenumber\${ user.
facsimiletelephonenumber
}

Office state/province st \${ user.st }

Office street address officestreetaddress \${ user.
officestreetaddress }

Office telephone number telephonenumber \${ user.
telephonenumber }

Office zip or post code postalcode \${ user.postalcode }

P.O. box postofficebox \${ user.
postofficebox }

Pager pager \${ user.pager }

Primary group ID primarygroupid \${ user.
primarygroupid }

SAM account samaccountname \${ user.
samaccountname }

Street address streetaddress \${ user.
streetaddress }

Surname sn \${ user.sn }

Title title \${ user.title }
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Display name Web element Macros

User logon name userprincipalname \${ user.
userprincipalname }

Automated actions

February 20, 2024

You create automated actions in Citrix Endpoint Management to program a reaction to:

• Events
• User or device properties
• The existence of apps on user devices

When you create an automated action, the triggers defined for the action determinewhat happens on
the user device when it is connected to Citrix Endpoint Management. When an event is triggered, you
can send a notification to the user to correct an issue before more serious action is taken.

The effects that you set to happen automatically range from the following:

• Fully or selectively wiping the device.
• Setting the device to out of compliance.
• Revoking the device.
• Sending a notification to the user to correct an issue before more severe action is taken.

You can configure app lock and app wipe actions for MAM‑only mode.

You can use automated actions to mark Windows 10 and Windows 11 devices joined to Azure Active
Directory (AD) out of compliance in Azure AD.

Note:

Before you can notify users, you must configure notification servers in the Citrix Endpoint Man‑
agement settings for SMTP so that Citrix Endpoint Management can send the messages. For
more information, see Notifications. Set up any notification templates you plan to use before
proceeding. For more information, see Notifications. Set u, see Create, and update notification
templates.

Example actions

Here are some examples of using automated actions:
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Example one

• Youwant to detect an app that you previously blocked (for example, “Wordswith Friends”). You
can specify a trigger that sets the user device out of compliance after detecting the “Wordswith
Friends”app. The action then notifies users that theymust remove the app to bring their device
back into compliance. You can also set a time limit for how long to wait for users to comply.
After that time limit, a defined action occurs, such as selectively wiping the device.

Example two

• You want to verify if customers are using the latest firmware and block access to resources if
users have to update their devices. You can specify a trigger that sets the user device out of
compliance when a user device doesn’t have the latest version. You use automated actions to
block resources and to notify customers.

Example three

• A user device is put into an out‑of‑compliance state and the user then fixes the device. You can
configure a policy to deploy a package that resets the device into a compliant state.

Example four

• You want to mark user devices that have been inactive for a certain time period as out of com‑
pliance. You can create an automated action for inactive devices as follows:

1. In theCitrix EndpointManagement console, go toSettings>NetworkAccessControland
then select Inactive Devices. For more information about the Inactive Devices setting,
see Network Access Control.

2. Follow the steps to add an action, as outlined in Add, andmanage actions. The only differ‑
ence is that you configure the settings as follows on the Action details page:
– Trigger. Select Device property,Out of compliance, and True.
– Action. Select Send notification and select a template that you created by usingNo‑
tification Template in Settings. Then set the delay in days, hours, orminutes before
doing the action. Set the interval at which the action repeats until the user addresses
the triggering issue.

Tip:

To delete inactive devices in bulk, use the Citrix Endpoint Management Public REST API.
You first manually get the device IDs for inactive devices that you want to delete and then
run the delete API to delete them in bulk.

Add andmanage actions

To add, edit, and filter automated actions:
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1. From the Citrix Endpoint Management console, click Configure > Actions. The Actions page
appears.

2. On the Actions page, do one of the following:

• Click Add to add an action.
• Select an existing action to edit or delete. Click the option that you want to use.

3. The Action Information page appears.

4. On the Action Information page, enter or modify the following information:

• Name: Type a name to identify the action. This field is required.
• Description: Describe what the action is meant to do.

5. ClickNext. The Action details page appears.

The following example shows how to set up a Event trigger. If you select a different trigger, the
resulting options differ from the options shown here.

6. On the Action details page, enter or modify the following information:

In theTrigger list, click the event trigger type for this action. Select one of the following triggers:

• Event: Checks whether the device status matches the non‑compliance event you choose,
then reacts to it.

• Device property: Checks for a specific value for a device attribute on a device that isMDM‑
managed, then reacts to it. For more information, see the Device property names and
values PDF.

• Userproperty: Reacts to a specific value for a user attribute, usually fromActiveDirectory.
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• Installed app name: Reacts to an app being installed. Doesn’t apply to MAM‑only mode.
Requires the app inventory policy to be enabled on the device. The app inventory policy
is enabled on all platforms by default. For details, see App inventory device policy.

• Policy returned value: Checks if the value returned from PowerShell scripts meets cer‑
tain logic criteria. The Windows Agent policy must be enabled and configured. For more
information on the Windows Agent policy, see Windows Agent device policy.

7. In the next list, click the response to the trigger.

8. In the Action list, click the action to be done when the trigger criterion is met. Except for the
Send notification action, you choose a time frame in which users can resolve the issue that
caused the trigger. If the issue isn’t resolvedwithin that time frame, the selected action is taken.
For a definition of the actions, see Security actions.

If you pick Send notification, use the following steps to send a notification action.

9. In the next list, select the template to use for the notification. Notification templates relevant
to the selected event appear. If there’s no template for the notification type, you are prompted
to configure a template with the message: No template for this event type. Create a template
usingNotification Template in Settings.

To notify users, use Settings > Notification Server to configure settings for SMTP so that Citrix
Endpoint Management can send themessages. See Notifications. Also, before proceeding, use
Settings > Notification Template to set up any notification templates you plan to use. See
Create and update notification templates.

After you select the template, click Preview notificationmessage.
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10. In the following fields, set the delay in days, hours, or minutes before doing the action. Set the
interval at which the action repeats until the user addresses the triggering issue.

11. In Summary, verify that you created the automated action as you intended.

12. After you configure the action details, you can configure the deployment rules for each platform
individually. To do so, complete step 13 for each platform you choose.

13. Configure deployment rules. For general information about configuring deployment rules, see
Deploy resources.

For this example:

• Device ownership must be BYOD.
• The device must be passcode compliant.
• Device mobile country code cannot be only Andorra.

14. When you are done configuring the platform deployment rules for the action, click Next. The
Actions assignment page appears, where you assign the action to a delivery group or groups.
This step is optional.

15. Next to Choose delivery groups, type to find a delivery group or select groups in the list. The
groups you select appear in the Delivery groups to receive app assignment list.

16. Expand Deployment Schedule and then configure the following settings:
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• Next toDeploy, clickOn to schedule deployment or clickOff to prevent deployment. The
default option is set asOn. If you chooseOff, no other options are required.

• Next to Deployment schedule, click Now, or Later. The default option is set as Now.

• If you clickLater, click the calendar icon and then select the date and time for deployment.

• Next to Deployment condition, click On every connection, or Only when previous de‑
ployment has failed. The default option is set asOn every connection.

• Next to Deploy for always‑on connection, click On, or Off. The default option is set as
Off.

This optionapplieswhenyouhaveconfigured the schedulingbackgrounddeploymentkey
in Settings > Server Properties.

Note:

This option applies when you have configured the scheduling background deploy‑
ment key in Settings > Server Properties.

The always‑on option:

– Is not available for iOS devices
– Is not available for Android and Android Enterprise customers who began using
Citrix Endpoint Management with version 10.18.19 or later

– Is not recommended for Android and Android Enterprise customers who began
using Citrix Endpoint Management with before version 10.18.19

The deployment schedule that you configure is the same for all platforms. Any
changes you make apply to all platforms, except for Deploy for always‑on connec‑
tion.

17. ClickNext. The Summary page appears, where you can verify the action configuration.

18. Click Save to save the action.

App lock and appwipe actions for MAM‑onlymode

You can wipe or lock apps on a device for all four categories of triggers listed in the Citrix Endpoint
Management console: event, device property, user property, and installed app name.

To configure an automatic app wipe or app lock

1. In the Citrix Endpoint Management console, click Configure > Actions.

2. On the Actions page, click Add.
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3. On the Action Information page, enter a name for the action and an optional description.

4. On the Action Details page, select the trigger you want.

5. In Action, select an action.

For this step, keep the following conditions in mind:

When the trigger type is set as Event and the value is not Active Directory disabled user, the
Appwipe and App lock actions don’t appear.

When the trigger type is set as Device property and the value isMDM lost mode enabled, the
following actions don’t appear:

• Selectively wipe the device
• Completely wipe the device
• Revoke the device

For each option, a 1 hour delay is automatically set, but you can select the delay period in min‑
utes, hours or days. The intent of the delay is to give users time to fix an issue before the action
occurs. For more information about the App wipe and App lock actions, see Security actions.

Note:

If you set the trigger to event, the repeat interval is automatically a minimum of 1 hour.
The device must carry out a refresh of the policies to synchronize with the server for the
notification to come in. Typically, a device synchronizes with the server when users sign
on or manually refresh their policies through Citrix Secure Hub.

An extra delay of approximately 1 hour might occur before any action is carried out, to
allow the Active Directory database to synchronize with Citrix Endpoint Management.
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6. Configure the deployment rules and then clickNext.

7. Configure delivery group assignments and a deployment schedule and then clickNext.

8. Click Save.

To check app lock or appwipe status

1. Go toManage > Devices, click a device, and then click Showmore.

2. Scroll to Device AppWipe and Device App Lock.
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After a device gets wiped, the user is prompted to enter a PIN code. If the user forgets the code,
you can look it up in the Device Details.

Marking Windows 10 andWindows 11 devices out of compliance in Azure AD

WhenWindows 10 andWindows 11 devices that are joined to Azure AD aremarked out‑of‑compliance
by Citrix Endpoint Management, they can also be marked out‑of‑compliance in Azure AD. To enable
this functionality, add permissions to the on‑premisesMDMapplication to access theMicrosoftGraph
API in the Azure AD portal.

1. Log in to the Azure AD portal with your Azure AD administrator credentials.

2. In the Azure AD portal, navigate toAzure Active Directory >Mobility (MDMandMAM). Choose
On‑premises MDM application.

3. ClickOn‑premises Application Settings > Required Permissions > Add > Select an API > Mi‑
crosoft Graph. Click Select and save.

4. Under Required permissions, selectMicrosoftGraph. Under Enable Access, select Read and
write directory data.

5. Under Required permissions, selectMicrosoft Graph. Then click Grant permissions.

6. Click Yes to grant permission.

When an Azure AD enrolled device running Windows 10 or Windows 11 is out of compliance, Citrix
Endpoint Management also marks the device as out of compliance in Azure AD.
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Create an automated action based on aWindows Agent device policy result

Use the Windows Agent device policy to deploy scripts that monitor registry values onmanaged Win‑
dows desktops and tablets. Based on the values returned from a script, you can then configure an
automated action to run.

1. Configure aWindows Agent device policy and check the values returned by the script. For infor‑
mation on the Windows Agent device policy, see Windows Agent device policy.

Thatarticleand this section includeasample that’sbasedonascriptnamedEntApp_2019_checkFirewall
. The related Windows Agent device policy defines a config named cName_checkFirewall.
That config runs the sample script.

After the script runs on a device, you get the info required to create an action, as described in
the Windows Agent device policy.

2. In the Citrix Endpoint Management console, click Configure > Actions.

3. On the Actions page, click Add.

4. On the Action Information page, enter a name for the action and an optional description.

5. On the Action Details page, select the Policy returned value trigger.

6. In the fields that appear, define the trigger and the action:

• Windows Agent settings: Type the policy name, config name, and key name for the Win‑
dows Agent policy you created.

• Drop‑down menu: Select Is, Is Not, Contains, or Does Not Contain logic. This logic ap‑
plies to the next field and causes the action to trigger if the logic applies.

• Enter a string: Enter the string that resulted from running thePowerShell script uploaded
in your policy. For information about finding that string, seeWindows Agent device policy.

• Action: Select an action, a value for the action, and choose a time frame for resolving the
action.

In our example: If the key name firewallEnabled returns the value true, the following
action marks the device as in compliance.
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If the key name firewallEnabled returns the value false, the following actionmarks the
device as out of compliance.

7. If needed, set a deployment schedule and choose delivery groups.

Monitor and support

February 22, 2024

You can use the Citrix Endpoint Management Dashboard and the Citrix Endpoint Management Sup‑
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port page to monitor and troubleshoot your Citrix Endpoint Management server. Use the Citrix End‑
point Management Support page to access support‑related information and tools.

In the Citrix Endpoint Management console, click the wrench icon in the upper‑right corner.

The Troubleshooting and Support page appears.

Use the Citrix Endpoint Management Troubleshooting and Support page to:

• Access diagnostics.
• Access links to Citrix Product Documentation and the Knowledge Center.
• Access log operations.
• Use advanced configuration options.
• Access a set of tools and utilities.

You can also view information at a glance by accessing your Citrix Endpoint Management console
dashboard. With this information, you can see issues and successes quickly by using widgets.

The dashboard is usually the page that first appears when you sign on to the Citrix Endpoint Man‑
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agement console. To access the dashboard from elsewhere in the console, click Analyze. Click Cus‑
tomize on the dashboard to edit the layout of the page and to edit the widgets that appear.

• MyDashboards: You can saveup to four dashboards. You canedit thesedashboards separately
and view each one by selecting the saved dashboard.

• LayoutStyle: In this row, you can select howmanywidgets appear on your dashboard andhow
the widgets are laid out.

• Widget Selection: You can choose which information appears on your dashboard.

– Notifications: Mark the checkbox above thenumbers on the left to addaNotifications bar
above your widgets. This bar shows the number of compliant devices, inactive devices,
and devices wiped or enrolled in the last 24 hours.

– Devices By Platform: Displays the number of managed and unmanaged devices by plat‑
form.

– Devices By Carrier: Displays the number of managed and unmanaged devices by carrier.
Click each bar to see a breakdown by platform.

– Managed Devices By Platform: Displays the number of managed devices by platform.
– Unmanaged Devices By Platform: Displays the number of unmanaged devices by plat‑
form. Devices that appear in this chart might have an agent installed, but their privileges
are revoked or the devices are wiped.

– Devices By ActiveSync Gateway Status: Displays the number of devices grouped by Ac‑
tiveSync Gateway status. The information shows Blocked, Allowed, or Unknown status.
You can click each bar to break down the data by platform.

– DevicesByOwnership: Displays thenumberofdevicesgroupedbyownership status. The
information shows corporate‑owned, employee‑owned, or unknown ownership status.

– Failed Delivery Group Deployments: Displays the total number of failed deployments
per package. Only packages that have failed deployments appear.

– Devices By Blocked Reason: Displays the number of devices blocked by ActiveSync
– Installed Apps: Type an app name for a graph of app information.
– VolumePurchase Apps LicenseUsage: Displays license usage statistics for the Apple Vol‑
ume Purchase apps.

With each widget, you can click the individual parts to drill down for more information.
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You can also export the information as a .csv file by clicking the Actionmenu.
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Monitor page for help desk administrators

You can monitor and troubleshoot Citrix Endpoint Management on theMonitor page. This interface
is customized for help desk administrators to carry out user‑based troubleshooting efficiently.

Help Desk administrators must have the following permissions to access the Monitor page and all
available workflows:

• Authorized access

– Admin console access
– Public api access

• Console Features
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– Monitor
– Devices
– Full Wipe Device
– View Locations

* Locate Device

* Track Device

– Lock device
– Unlock device
– App Lock
– AppWipe
– App

TheMonitor page gives you a combined view of device policies and configuration. The view includes
troubleshooting actions such as app lock/unlock, app wipe, device lock/unlock, and device wipe.

Use theMonitor page to:

• Search for an Active Directory (AD) user and device you want to troubleshoot.
• Analyze the Device Details page that has the following:

– Policies: Displaysdeviceandapppolicies for the selecteddeviceandapp. For information
about modifying policies, see Device policies and Add apps.

– Configuration: Displays the device configuration. This panel includes icons that indicate
whether the device has location services enabled, is jailbroken, and is MDM or MAMman‑
aged. The panel also shows the storage encryption status.

– Running Applications table: Displays the details of the applications currently running on
the device.
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• Troubleshoot the device. Security actions available on this page are based on the enrollment
of the device, and the permissions available to the logged in administrator:

– Device lock/unlock
– Device wipe
– App lock/unlock (available if the device is MAM enrolled)
– App wipe (available if the device is MAM enrolled)

For more information about the actions you can take, see Security actions.

The Monitor page might not operate as expected 60 minutes after it was last loaded, because it does
not handle refreshes of the login token. As a workaround, refresh the token by reloading the page:
Click the Citrix Cloud link on your service console and then click Citrix Endpoint Management >
Manage > Monitor.

Access to Citrix Endpoint Management Tools from the console

You can access these Citrix Endpoint Management Tools from the Citrix Endpoint Management con‑
sole:

• APNs Portal –Submit a request to Citrix to sign an APNs certificate, which you then submit to
Apple.

• Auto Discovery Service –Request and configure AutoDiscovery for Citrix Endpoint Manage‑
ment in your domain.

• Manage Push Notifications –Manage push notifications for iOS and Windowsmobile apps.

To access these tools, go to Settings > Citrix Endpoint Management Tools. This page is available to
users with the Cloud Admin or Customer Admin role.
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View and analyze log files in Citrix Endpoint Management

1. In the Citrix Endpoint Management console, click the wrench icon in the upper‑right corner of
the console. The Troubleshooting and Support page opens.

2. Under Log Operations, click Logs. The Logs page appears. Individual logs appear in a table.

3. Select the log that you want to view:
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• Debug Log Files have information useful for Citrix Support, such as error messages and
server‑related actions.

• Admin Audit Log Files have audit information about activity on the Citrix Endpoint Man‑
agement console.

• User Audit Log Files have information related to configured users.

4. Use the actions at the top of the table to download all, view, or download a single log.

Note:

If you select multiple log files, only Download All is available.

5. Do one of the following:

• Download All: The console downloads all the logs present on the system (including de‑
bug, admin audit, user audit, server logs, and so on).

• View: Shows the contents of the selected log below the table.
• Download: The console downloads only the single log file type selected. The console also
downloads any archived logs for that same type.

Citrix Endpoint Management uses the log4j syslog appender to send RFC5424 formatted syslog mes‑
sages. The syslog message data is plain text with no specific format.

Connectivity checks

March 4, 2024

From the Citrix Endpoint Management Troubleshooting and Support page, you can check the Citrix
Endpoint Management connection to NetScaler Gateway and to other servers and locations. To run
Citrix Endpoint Management connectivity checks, you need the Support or the Admin role. Set this
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role using Role‑Based Access Control (RBAC). For more information on assigning roles, see Configure
roles with RBAC.

Run Citrix Endpoint Management connectivity checks

1. In the Citrix Endpoint Management console, click the wrench icon in the upper‑right corner of
the console. The Troubleshooting and Support page appears.

2. UnderDiagnostics, clickCitrix EndpointManagement Connectivity Checks. TheCitrix End‑
point Management Connectivity Checks page appears. If your Citrix Endpoint Management
environment has clustered nodes, all nodes are shown.

3. Select the servers that you want to include in the connectivity test and then click Test Connec‑
tivity. The test results page appears.

4. Select a server in the test results table to see detailed results for that server.
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For more information about connectivity checks that Citrix Endpoint Management can do and their
details, see Connectivity check details.

Conducting NetScaler Gateway connectivity checks

1. On theTroubleshootingandSupportpage, underDiagnostics, clickNetScalerGatewayCon‑
nectivity Checks. The NetScaler Gateway Connectivity Checks page appears. The table is
empty if there’s no connection between Citrix Endpoint Management and NetScaler Gateway.

2. Click Add. The Add NetScaler Gateway Server dialog box appears.
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3. InNetScalerGatewayManagement IP, type themanagement IPaddress for the server running
NetScaler Gateway that you want to test.

If you’re conducting a connectivity check for a NetScaler Gateway server that has already been
added before, the IP address is provided.

4. Type your administrator credentials for this NetScaler Gateway.

If you’re conducting a connectivity check for a NetScaler Gateway server that has already been
added before, the user name is provided.

5. Click Add. The NetScaler Gateway is added to the table on theNetScaler Gateway Connectiv‑
ity Checks page.

6. Select the NetScaler Gateway server and then click Test Connectivity. The results appear in a
test results table.

7. Select a server in the test results table to see detailed results for that server.

Connectivity check details

The following table lists various connectivity checks that Citrix Endpoint Management can do and
include details about each check.
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Connectivity to IP address or FQDN Details

Apple Push Notification Server api.push.apple.com Checks the connectivity
between the Apple Push
Notification Server and the
Citrix Endpoint Management
node. Apple Push Notification
Server is required to send
messages to iOS andmacOS
devices.

Apple Feedback Push
Notification Server

feedback.push.apple.com Checks connectivity between
Apple Feedback Server and the
Citrix Endpoint Management
node. Apple Feedback Push
Notification Server gives you
information about failed
remote notifications sent to iOS
andmacOS devices.

Citrix License Server IP address of License Server Checks connectivity between
Citrix License Server and the
Citrix Endpoint Management
node. Servers running Citrix
products contact Citrix License
Server to get licenses.

NetScaler Gateway FQDN of NetScaler Gateway
configured in Citrix Endpoint
Management

Checks connectivity between
NetScaler Gateway and the
Citrix Endpoint Management
node. NetScaler Gateway is
used by Citrix Endpoint
Management client apps (such
as Citrix Secure Mail and Citrix
Secure Web) to connect
through a VPN server for access
to internal networks.

Database IP address or FQDN of Database
Server

Checks connectivity between
the Citrix Endpoint
Management database and the
Citrix Endpoint Management
node.
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Connectivity to IP address or FQDN Details

Domain Name System (DNS) IP address configured in Citrix
Endpoint Management

Checks connectivity between
the DNS server and the Citrix
Endpoint Management node.

Secure Ticket Authority service localhost Checks the Citrix Endpoint
Management node connection
to authentication services, STA
(Secure Ticket Authority)
services, and cluster services.

Firebase Cloud Messaging
(FCM) Server

Checks connectivity between
FCM Server and the Citrix
Endpoint Management node.
Using FCM, you can notify a
client app that a new email or
other data is available to sync.
You can send notification
messages to drive user
engagement and retention.
FCM is a replacement for
Google Cloud Messaging (GCM).

Google Play play.google.com Checks connectivity between
Google Store Server and the
Citrix Endpoint Management
node. Google Play is used to
offer services that include a
managed, private enterprise
app delivery store.

iTunes Store/Volume Purchase vpp.itunes.apple.com Checks connectivity between
Apple Store Server and the
Citrix Endpoint Management
node. The Apple Store is used
to offer services that include a
managed, private enterprise
app delivery store.

LDAP IP address or FQDN of LDAP
configured in Citrix Endpoint
Management

Checks connectivity between
the LDAP server and the Citrix
Endpoint Management node.
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Connectivity to IP address or FQDN Details

Microsoft Push Notification
Server

sin.notifiy.windows.com Checks connectivity between
Windows Notification Server
and the Citrix Endpoint
Management node. Windows
Notification Server is used to
sendmessages to Windows
devices.

ShareFile Service IP address or FQDN of ShareFile
Service configured in Citrix
Endpoint Management

Checks connectivity between
ShareFile Service and Citrix
Endpoint Management.
ShareFile The Service is a
secure cloud‑based platform
for businesses to store and
share large files.

Windows Desktop/Tablet Store windows.microsoft.com Checks connectivity between
the Windows Desktop/Tablet
Store and the Citrix Endpoint
Management node. Windows
Desktop/Tablet Store is used to
offer services that include a
managed, private enterprise
app delivery store.

Windows Security Token
Service

login.live.com Checks connectivity between
Windows Security Token Server
and the Citrix Endpoint
Management node. Windows
Security Token Service
supports two‑factor
authentication (domain plus
security token) for Windows
devices.

Mobile Service Provider

March 4, 2024
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You can enable Citrix Endpoint Management to use the Mobile Service Provider interface to query
BlackBerry and Exchange ActiveSync devices and issue operations.

For example, suppose that your organization has 1,000 users and each user uses one ormore devices.
After you direct all users to enroll their devices with Citrix Endpoint Management, the Citrix Endpoint
Management console indicates the number of devices that users enroll. By configuring this setting,
you can determine how many devices connect to the Exchange Server. In this way, you can do the
following:

• Determine if any users still have to enroll their devices.
• Issue commands to user devices that connect to the Exchange Server, such as data wipes.

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page appears.

2. Under Server, clickMobile Service Provider. TheMobile Service Provider page appears.

3. Configure these settings:

• Web service URL: Type the URL of theWeb service; for example, https://XmmServer
/services/xdmservice.

• User name: Type the user name in the format domain\\admin.
• Password: Type the password.
• Automatically update BlackBerry and ActiveSync device connections: Select whether
to automatically update device connections. The default isOff

• Click Test Connection to verify connectivity.

4. Click Save.
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Reports

March 4, 2024

Citrix Endpoint Management provides the following pre‑defined reports that let you analyze your app
and device deployments. Each report appears as a table and a chart. You can sort and filter the tables
by column. You can select elements in the chart frommore detailed information.

• Total Apps Deployment Attempts: Lists deployed apps that users tried to install on their de‑
vices.

• Apps by Platform: Lists apps and app versions by device platform and version.
• Apps by Type: Lists apps by version, type, and category.
• Device Enrollment: Lists all enrolled devices.
• Devices & Apps: Lists devices that are running managed apps.
• Inactive Devices: A list of devices that haven’t had any activity for the number of days
specified by the Citrix Endpoint Management server property device.inactivity.days
.threshold.

• Jailbroken/Rooted Devices: Lists jailbroken iOS devices and rooted Android devices.
• Terms& Conditions: Lists users who have accepted and declined Terms and Conditions agree‑
ments. You can select areas of the chart to viewmore details.

• Top 10 Failed Deployments: Lists up to 10 apps that have failed to deploy.
• Blocked Apps by Device & User: Lists apps on the block list that users have on their devices.
• Non‑Compliant Devices: Lists devices that don’t meet compliance criteria. Criteria include
whether the device is jailbroken, the OS version running, and if the device has a passcode. The
report also displays the user nameassociatedwith the device and if the device is encrypted. For
iOS devices, the encryption column displays N/A.

You can export the data in each table in .csv format, which opens in programs such as Microsoft Excel.
Charts for each report can be exported in PDF format.

The Reporting tab includes device details, such as serial number, IMEI/MEID, apps, and connections.
Formore comprehensive reporting about a specific device, go toManage >Devices, click that device,
clickShowmore, and thenview theDevicedetailspage. TheDevicedetailspage lists device security
properties, deviceproperties, assignedpolicies, apps, actions, certificates, andmore. For information
about the Device details page, see Get information about devices.

The following aspects determine how Citrix Endpoint Management collects information about apps
deployed to or installed onmanaged devices:

• Device type
• Enrollment method
• Whether the App inventory device policy is deployed
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For Android devices, the behavior is different depending on the device type and the enrollment
method. The following table indicates where apps are listed for Android Enterprise (Device details
page, reports, or not available). App lists include all apps unless otherwise indicated.

MDM+MAM (all apps) MDM (all apps)

Required apps (the App
inventory policy isn’t
deployed)

Device details page and
reports

Public apps; Device details
page and reports

Optional apps (the App
inventory policy isn’t
deployed)

Not available Not available

Required apps (the App
inventory policy is deployed)

Device details page and
reports

Device details page and
reports

Optional apps (the App
inventory policy is deployed)

Enterprise, MDX, public, and
Web link apps; reports

Device details page and
reports

The following table indicates where apps are listed for Android (legacy DA) (Device details page,
reports, or not available). App lists include all apps unless otherwise indicated.

MDM+MAM (all apps)
MDM (public and
enterprise apps) MAM

Required apps (the
App inventory policy
isn’t deployed)

Device details page
and reports

Device details page
and reports

N/A

Optional apps (the App
inventory policy isn’t
deployed)

Device details page
and reports

Device details page
and reports

Not available

Required apps (the
App inventory policy is
deployed)

Device details page
and reports

Device details page
and reports

N/A

Optional apps (the App
inventory policy is
deployed)

Device details page
and reports

Device details page
and reports

Not available

For iOS devices, the behavior is different depending on the enrollment method. The following table
indicates where apps are listed (Device details page or reports). App lists include all apps unless
otherwise indicated.
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MDM+MAM (all apps)
MDM (public and
enterprise apps) MAM (all apps)

Required apps (the
App inventory policy
isn’t deployed)

Device details page
and reports

Device details page
and reports

Device details page
and reports. Those
apps are shown in a
pending state (even if
they aren’t installed)
or remain in a pending
state after they’re
installed manually.

Optional apps (the App
inventory policy isn’t
deployed)

Device details page
and reports

Device details page
and reports

Web, SaaS, and Web
link apps are listed on
the Device details
page as installed apps.
They aren’t listed in
the reports. Enterprise,
MDX, and public apps
aren’t listed on the
Device details page
after they’re installed
manually. Apps aren’t
listed in reports after
they’re installed
manually.

Required apps (the
App inventory policy is
deployed)

Device details page
and reports

Device details page
and reports

The App inventory
policy can’t be
deployed to devices.
Apps are listed on the
Device details page
and in the reports.
Those apps are shown
in a pending state
(even if they aren’t
installed) or remain in
a pending state after
they’re installed
manually.
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MDM+MAM (all apps)
MDM (public and
enterprise apps) MAM (all apps)

Optional apps (the App
inventory policy is
deployed)

Device details page
and reports

Device details page
and reports

The App inventory
policy can’t be
deployed to devices.
Web, SaaS, and Web
link apps are listed on
the Device details
page as installed apps.
They aren’t listed in
the reports. Enterprise,
MDX, and public apps
aren’t listed on the
Device details page
after they’re installed
manually. Apps aren’t
listed in reports after
they’re installed
manually.

For macOS and Windows devices, Citrix Endpoint Management collects an inventory of apps only
when the App inventory policy is deployed.

To generate a report

1. In the Citrix Endpoint Management console, click Analyze > Reporting. The Reporting page
appears.

2. Click the report that you want to generate.
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To viewmore details of a report

1. Click the areas of the chart to drill down and see more detailed information.
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To sort, filter, or search a table column, click the column heading

To filter the report by date

1. Click a column heading to view the filter settings.

2. From Filter Condition, choose how you want to restrict the dates reported.
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3. Use the date chooser to specify dates.

4. A column with a date filter displays as shown the following example.

5. To remove a filter, click the column heading and then click Remove Filter
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To export a chart or table

• To export the chart in PDF format, click Actions then Export graph as PDF.
• To export the table data in CSV format, click Actions then Export data as CVS.

REST APIs

February 23, 2024

With the Citrix Endpoint Management REST API, you can:

• Call services that display in the Citrix Endpoint Management console
• Call REST services by using any REST client

The API does not require you to sign on to the Citrix Endpoint Management console to call the ser‑
vices.

For the complete current set of available APIs, download the Public API for REST Services PDF.
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There are APIs available tomanage yourmobile and desktop endpoint devices and configure settings
for your Workspace apps. Go to https://developer.cloud.com/citrixworkspace and navigate to Citrix
Endpoint Management > Mobile Application Integration.

Permissions required to access the REST API

Access to the REST API requires one of the following permissions:

• Citrix Cloud administrator
• Public API access permission set as part of role‑based access configuration. For information,
see Configuring roles with RBAC.

• Super user permission

To access the REST API using your Citrix Cloud account, generate the API keys:

1. From the Citrix Cloudmenu, select Identity and Access Management.
2. Select API Access > Secure Clients.
3. Type a name for your secure client and click Create Client.

Citrix Cloud then creates the secure client ID and client secret. Download a copy of this information
and save it securely offline for your reference. Citrix Cloud doesn’t store the unique identifiers after
you close the dialog box.

To invoke the REST API services

You can call the REST API services by using the REST client or cURL commands. The following exam‑
ples use the Advanced REST client for Chrome.

Note:

In the following examples, change the host name and port number to match your environment.

Log in

The example shown here covers logging in using a token retrieved through the Citrix Cloud API.

URL: https://<host-name>:<port-number>/xenmobile/api/v1/authentication
/login/cloud

Method type: POST

Content type: application/json

Request sample:
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1 {
2
3 "bearerToken": "eyJ0eOiJSUzJiibGcI1AiONiJ9.

eyJkIjoMDExN1c2VIXiMzNDc1OTk4...qf0iQ"
4 }
5
6 <!--NeedCopy-->

Youmust retrieve thebearer tokenusing theCitrixCloudAPIhttps://trust.citrixworkspacesapi
.net/Help/Api/POST-customer-tokens-clients. For information, see the Developer
documentation.

Response sample:

1 {
2
3 "auth_token": "q483409eu82mkfrcdiv90iv0gc:q483409eu82mkfrcdiv90iv0gc"
4 }
5
6 <!--NeedCopy-->

Related information

• Citrix Endpoint Management REST API

ActiveSync Gateway

March 4, 2024

ActiveSync is a mobile data synchronization protocol developed by Microsoft. ActiveSync synchro‑
nizes data with handheld devices and desktop (or laptop) computers.

You can configure the ActiveSync Gateway rules in Citrix Endpoint Management. The ActiveSync gate‑
way keeps a list of ActiveSync IDs for all devices configured in Citrix Endpoint Management. Based
on the rules you configure, you can allow or deny devices access to ActiveSync data, based on those
ActiveSync IDs. For example, if you activate the rule Missing Required Apps, Citrix Endpoint Man‑
agement checks the App Access Policy for required apps. If the required apps are missed, the policy
denies access to ActiveSync data. For each rule, you can choose either Allow or Deny. The default
setting is set as Allow.

For more information about the App Access device policy, see App access device policy.

Citrix Endpoint Management supports the following rules:
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Anonymous Devices: Checks if a device is in anonymous mode. This check is available if Citrix End‑
point Management can’t reauthenticate the user when a device tries to reconnect.

Forbidden Apps: Checks if a device has forbidden apps, as defined in an App Access policy.

Implicit AllowandDeny: This action is thedefault for theActiveSyncGateway. Thegateway creates a
Device List of all devices that do notmeet any of the other filter rule criteria. The gateway then allows
or denies connections based on that list. If no rule matches, the default is set as Implicit Allow.

Inactive Devices: Checks if a device is inactive as defined by the Device Inactivity Days Threshold
setting in Server Properties.

Missing Required Apps: Checks if a device is missing the required apps, as defined in an App Access
policy.

Non‑suggested Apps: Checks if a device has non‑suggested apps, as defined in an App Access pol‑
icy.

Noncompliant Password: Checks if the user password is compliant. On iOS and Android devices, Cit‑
rix Endpoint Management can determine whether the password currently on the device is compliant
with the passcode policy sent to the device. For instance, on iOS, the user has 60 minutes to set a
password if Citrix Endpoint Management sends a passcode policy to the device. Before the user sets
the password, the passcodemight be non‑compliant.

Out of ComplianceDevices: Checkswhether a device is out of compliance, based on theOut of Com‑
pliance device property. Automated actions or third parties using Citrix Endpoint Management APIs
usually change that property.

RevokedStatus: Checkswhether the device certificatewas revoked. A revoked device can’t re‑enroll
until it is authorized again.

Rooted Android and Jailbroken iOS Devices: Checks whether an Android or iOS device is jailbro‑
ken.

UnmanagedDevices: Checkwhether adevice is still in amanaged state, controlledbyCitrix Endpoint
Management. For example, a device enrolled in MAM or an unenrolled device isn’t managed.

Send Android domain users to ActiveSync Gateway: Click YES to make Citrix Endpoint Manage‑
ment send the user name and ActiveSync ID of Android device owners to the ActiveSync Gateway.
Turn this feature off unless you’re running a legacy configuration. In more recent configurations, this
feature allows any device access to ActiveSync data as long as the user name associated with the de‑
vice exists on the Gateway.

To configure the ActiveSync Gateway settings

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page appears.
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2. Under Server, click ActiveSync Gateway. The ActiveSync Gateway page appears.

1. In Activate the following rules, select one or more rules you want to activate.

2. In Android‑only, in Send Android domain users to ActiveSync Gateway, click YES to make
sure thatCitrix EndpointManagement sendsAndroiddevice information to theActiveSyncGate‑
way.

3. Click Save.

Citrix Endpoint Management connector for Exchange ActiveSync

March 4, 2024

XenMobile Mail Manager is now a Citrix Endpoint Management connector for Exchange ActiveSync.
For details about the Citrix unified portfolio, see the Citrix product guide.
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The connector extends the capabilities of Citrix Endpoint Management in the following ways:

• Dynamic Access Control for Exchange Active Sync (EAS) devices. EAS devices can be automati‑
cally allowed or blocked access to Exchange services.

• The ability for Citrix Endpoint Management to access EAS device partnership information pro‑
vided by Exchange.

• The ability for Citrix Endpoint Management to wipe a mobile device based on EAS status.
• Theability forCitrix EndpointManagement toaccess informationaboutBlackberrydevices, and
to do control operations such as Wipe and ResetPassword.

To wipe a device based on EAS status, configure an automated action with an ActiveSync trigger. See
Automated Actions.

Important:

Starting inOctober 2022, theCitrix EndpointManagement andNetScalerGateway connectors for
Exchange ActiveSync no longer supports Exchange Online given the authentication changes an‑
nounced by Microsoft here. The Citrix Endpoint Management connector for Exchange continues
to work with Microsoft Exchange Server (on‑premises).

What’s new in version 10.1.10

The following issues are fixed in version 10.1.10:

• Customers who experience frequent network issues might not be able to complete a Snapshot
within the previously provided three attempts. With this release, an admin can configure the
maximum number of attempts (1‑10). This fix allows for a snapshot to incur multiple breaks in
communication without abandoning the snapshot process completely. [CXM‑70837]
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• In previous versions, the Snapshot type did not appear in the list of Exchange Configurations.
Now, the snapshot type appears. [CXM‑70846]

• The PSRemotingTransport exception reported by PowerShell indicates that the session to Ex‑
change is no longer viable. The status is added to the Critical Errors list in the configuration
file by default. By doing so, when the PSRemotingTransportException is detected, the connec‑
tion is marked as in Error for disposal later. The next communication uses a valid connection or
creates a connection. [XMHELP‑2184, CXM‑70836]

• When a configuration change is saved, it’s possible that not all previously configured internal
components were disposed of properly before loading the new configuration. This issuemight
lead to unpredictable behavior. The behavior depends on the specific change and if the change
conflictedwith the previous configuration. In this release, all internal components are disposed
of before loading the new configuration. [XMHELP‑2259, CXM‑71388]

What’s new in version 10.1.9

The following issues are fixed in version 10.1.9:

• Configuration changes are nowhandled in amore consistentmanner. When the service detects
a change in configuration, each internal subsystem is stopped, which means that any active or
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scheduled processing is interrupted. Next, the new configuration is loaded and the subsystems
are started again, which means that all schedules and other internal infrastructure are reestab‑
lished with the new settings. This issue corrects a known issue in version 10.1.8. [CXM‑47709,
CXM‑61330]

• During an upgrade, the existing database configuration wasn’t merged into the new configura‑
tion file. The database configuration is nowmerged into the upgraded configuration file. [CXM‑
49326]

• In the snapshot‑related diagnostics files, the column headers were missing. The headers are
restored. [CXM‑62680]

• When upgrading from a previous version, the defaults section of the configuration file was be‑
ing overwritten by the analogous section of the configuration file in use. This issue prevented
additions or improvements to the defaults section from being loaded by the service after the
upgrade. From this version, the defaults section always reflects the latest configuration. [CXM‑
62681]

• Admins can no longer access certain options by pressing Shift when running the application.
These options were previously available with Citrix permission. Some options are now fully
available, such as Allow Redirection, and others, such as Hang Detection and Count Correction,
are deprecated. [CXM‑62767]
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What’s new in earlier versions

The following section lists the new features and fixed issues in earlier versions of the Citrix Endpoint
Management connector for Exchange ActiveSync.

What’s new in version 10.1.8

• It’s possible that Exchange throttles back the Citrix Endpoint Management connector for the
Exchange ActiveSync service from issuing commands too frequently. This issue is common in
connections to Office 365. The effect of throttling requires that the service pause for a specified
period before sending the next command. The Configure console now shows the amount of
time remaining in the pause. [CXM‑48044]

• When modifications are made to the “Watchdog”and/or “SpecialistsDefaults”sections of the
configuration file (config.xml), the changes aren’t reflected in the configuration file after an up‑
grade. With this release, the modifications are merged correctly into the new configuration file.
[CXM‑52523]

• More detail has been added to the analytics sent to Google Analytics, especially concerning
snapshots. [CXM‑56691]

• The Exchange test connectivity feature would attempt to initialize the connection only once.
Because Office 365 connections can be throttled, it was possible that a test connectivity would
appear to fail when throttled. Citrix Endpoint Management connector for Exchange ActiveSync
now tries to start a connection up to three times. [CXM‑58180]

• To effect policies on Exchange, the Citrix Endpoint Management connector for Exchange Ac‑
tiveSyncmust compile aSet‑CASMailbox command that includes all pertinent devices for each
mailbox, in two lists: allow and block. If a device isn’t included in either list, Exchange falls back
to its default access state. If that default access state is different than the desired state for a
device, that device becomes out of compliance. So, a user might lose access to their email if
the Exchange default access state is blocked and it should be allowed. Or, a user whose access
to email should be blockedmay be granted access. Citrix Endpoint Management connector for
Exchange ActiveSync nowmakes sure that all devices with a valid desired state are included in
each Set‑CasMailbox command. [CXM‑61251]

The following issue is known in version 10.1.8:

If an admin makes a change in the Configure application that modifies configuration data, while the
service is doing long‑duration operations, such as a snapshot or policy evaluation, the service may
enter an indeterminate state. A possible symptom may be that policy changes aren’t processed, or
snapshots aren’t started. To return the service to a working state, the service must be restarted. You
may need to use the Windows Services manager to terminate the service process before starting the
service. [CXM‑61330]
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What’s new in version 10.1.7

• XenMobile Mail Manager is now a Citrix Endpoint Management connector for Exchange
ActiveSync.

• We’ve deprecated theDisable Pipelining option in the Exchange configuration dialog box. You
can achieve the same functionality by configuringmultiple steps for each command in the con‑
fig.xml file. [CXM‑54593]

The following issues are fixed in version 10.1.7:

• In the Snapshot History window, errormessagesmight be shownwith little context. Now, error
messages are prefixed with the context of where they occurred. [CXM‑49157]

• The XmmGoogleAnalytics .dll did not have the corresponding file version for the release. [CXM‑
52518]

• To improve diagnostics, we recently changed the string format for a list of device IDs used to
set a mailbox Allowed/Blocked state. A specification of too many devices, however, exceeded
the maximum string size. Now, we use an internal array data structure. This structure does not
have a size limit and also formats the data appropriately for diagnostic purposes. [CXM‑52610]

• When device policies that aren’t in sync with Exchange are detected, their commands may in‑
clude devices that do not belong to the relevant mailbox. Citrix Endpoint Management con‑
nector for Exchange ActiveSync now makes sure that commands to Exchange represent only
devices that belong to their respective mailboxes. [CXM‑54842]

• In some environments, a Microsoft assembly isn’t available. The required assembly is now ex‑
plicitly installed with the application. [CXM‑55439]

• If the Distinguished Names for devices or mailboxes have spaces between the attribute name
and theequals, or spacesafter theequals andbefore the value, theCitrix EndpointManagement
connector for Exchange ActiveSync may not properly match a device with its mailbox and the
opposite way. The result might be that some devices and/or mailboxes are rejected during the
snapshot reconciliation. [CXM‑56088]

Note:

The following What’s New sections refer to the Citrix Endpoint Management connector for Ex‑
change ActiveSync by its former name of XenMobile Mail Manager. The name changed from ver‑
sion 10.1.7.

Update in version 10.1.6.20

An update to 10.1.6 has the following fix in version 10.1.6.20:

• When device policies that aren’t in sync with Exchange are detected, their commands may in‑
clude devices that do not belong to the relevantmailbox. XenMobile Mail Manager now insures
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that commands to Exchange represent only devices that belong to their respective mailboxes.
[CXM‑54842]

What’s new in version 10.1.6

XenMobile Mail Manager version 10.1.6 has the following fixed issues and enhancements:

• The snapshot history window, at times, enters a state where the window is no longer updating.
The windows refresh mechanism is improved to update more reliably. [CXM‑47983]

• Two separate modes and code paths were used for partitioned and non‑partitioned snapshots.
Because non‑partitioned snapshots are equivalent to partitioned snapshots with a configura‑
tion using a single “*”partition, the non‑partitioned snapshot mode is eliminated. The default
snapshot mode is now partitioned snapshots with 36 partitions (0–9, A–Z). [CXM‑49093]

• In the Snapshot History window, error messages are overwritten by status messages. Now, the
XenMobile Mail Manager provides two separate fields so that users can view status and errors
simultaneously. [CXM‑51942]

• When connecting to Exchange Online (Office 365), snapshot‑related queries might result in
a truncated dataset. This issue may occur when the XenMobile Mail Manager runs a multi‑
command pipelined script. The upstream command can’t pass the data quickly enough to
the downstream command, which then completes the work prematurely. Incomplete data
occurs as a result. XenMobile Mail Manager can nowmimic the pipeline itself and wait until the
upstream command is done before invoking the downstream command. This change should
result in all data being processed and captured. [CXM‑52280]

• If a non‑resolvable error occurs in apolicy update command toExchange, the samecommand is
returned to theworkqueue repeatedly for a longperiod. This situation resulted in thecommand
being sent to Exchangemany times. In this version of XenMobileMail Manager, a command that
results in an error is only returned to the work queue a discrete number of times. [CXM‑52633]

• If a policy update for a specific mailbox involved the allowing or blocking of all devices: The
issued Set‑CASMailbox command would fail because of the empty list being converted to an
empty string instead of aNULL. The proper data is now sent. [CXM‑53759]

• When processing a new device, Exchange can return the state as “DeviceDiscovery”for some
time (usually 15 minutes). XenMobile Mail Manager wasn’t specifically handling this state. Xen‑
Mobile Mail Manager now handles the state. In the Monitor tab of the UI, users can filter for
devices in this state. [CXM‑53840]

• XenMobile Mail Manager did not check for the ability to write to the XenMobile Mail Manager
database. So, if permissions were restricted, the behavior might not be predicted. XenMo‑
bile Mail Manager now captures and validates required permissions from the database. XenMo‑
bile Mail Manager indicates reduced permissions when either testing the connection (message
shown) or in the Database indicator (hover for message) at the bottom of the main Configure
window. [CXM‑54219]
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• Depending on the currentworkload, whendirected to, the XenMobileMail Manager servicemay
not stop promptly. So, the service appears to be in an unresponsive state. Improvements allow
ongoing tasks to be interrupted, resulting in a more graceful shutdown. [CXM‑54282]

What’s new in version 10.1.5

XenMobile Mail Manager version 10.1.5 has the following fixed issues:

• When Exchange is applying throttling to XenMobile Mail Manager activity, there’s no indication
(outside of the logs) that the throttling is occurring. With this release, a user can hover over the
active snapshot and a “throttling”state appears. Also, while XenMobile Mail Manager is being
throttled, the start of amajor snapshot is prohibited until Exchange lifts the throttling embargo.
[CXM‑49617]

• If XenMobileMail Manager is being throttled by Exchange during amajor snapshot: It’s possible
that an insufficient amount of time is allowed to elapse before running the next attempt of a
snapshot. This issue results in further throttling and a failed snapshot. XenMobileMail Manager
now waits a minimum of the time that Exchange specifies to wait between snapshot attempts.
[CXM‑49618]

• When diagnostics is enabled, the commands file shows Set‑CasMailbox commands that have
missing hyphens before each property name. This issue only occurs in the formatting of the
diagnostics file and not the actual command to Exchange. Themissing hyphen prevents a user
from cutting the command and directly pasting it to a PowerShell prompt for testing or valida‑
tion. The hyphens have been added. [CXM‑52520]

• If a mailbox identity is of the form lastname, firstname, Exchange adds a backslash be‑
fore the comma when returning data from a query. This backslash must be stripped when the
XenMobile Mail Manager uses the identity to query for more data. [CXM‑52635]

Known limitations

Note:

The following limitation is resolved in version 10.1.6.

XenMobile Mail Manager has a known limitation that can cause commands to Exchange to fail. To
apply policy changes to Exchange, a Set_CASMailbox command is issued by the XenMobile Mail Man‑
ager. This command can take two lists of devices: one to Allow and one to Block. The command is
applied to the devices partnered with a mailbox.

These lists are limited to 256 characters each by the Microsoft API. If one of those lists exceeds the
limitation, the command fails in its entirety, preventing the policies for those devices of the mailbox
to be set. The error reported, which appear in the XenMobile Mail Manager logs, would look like the
following. The example is for the blocked list.
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“Message:’Cannot bind parameter ‘ActiveSyncBlockedDeviceIDs’to the target. Exception setting “Ac‑
tiveSyncBlockedDeviceIDs”: “The length of the property is too long. The maximum length is 256 and
the length of the value provided is…”

Device ID lengths can vary, but a good guideline is that about 10 devices or more simultaneously Al‑
lowed or Blocked might exceed the limit. Although having that many devices associated with a spe‑
cific mailbox is rare, it is a possibility. Until the Mail Manager is improved to handle such a scenario,
we recommend that you limit the number of devices associatedwith a user andmailbox to 10 or fewer.
[CXM‑52633]

What’s new in version 10.1.4

XenMobile Mail Manager version 10.1.4 has the following fixed issues:

• Because of its weakening security, the PCI Council is deprecating TLS 1.0 and TLS 1.1. Support
for 1.2 is added to the XenMobile Mail Manager. [CXM‑38573, CXM‑32560]

• XenMobile Mail Manager includes a new diagnostic file. When Enable Diagnostics is selected
in the Exchange specification, a new Snapshot History file is generated. With every snapshot
attempt, a line is added to the file with the results of the snapshot. [CXM‑49631]

• In the Commands diagnostic file, the list of devices allowed or blocked did not appear for the
Set‑CASMailbox command. Instead the internal classnamewas shown in the file for the related
arguments. XenMobile Mail Manager now shows the list of deviceIDs as a comma‑delimited list.
[CXM‑50693]

• When an attempt to acquire a connection to the Exchange fails because of a bad specification:
An incorrect message overrides the error message: “All connections in use”. More descriptive
messages now appear, such as “All connections are inoperable”, “Connection pool is empty”,
“All connections are throttled”, and “No available connections”. [CXM‑50783]

• Sometimes, Allow/Block/Wipe commands are queued up in the XenMobile Mail Manager inter‑
nal cache multiple times. This issue causes a delay in the command being sent to Exchange.
XenMobile Mail Manager now only queues up one instance of each command. [CXM‑51524]

What’s new in version 10.1.3

• Google Analytics support: We want to know how you use the XenMobile Mail Manager so we
can focus on where we canmake the product better.

• Setting for enabling diagnostics: An Enable Diagnostic checkbox appears in the Configure
console on the Configuration dialog box.
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Fixed issues in version 10.1.3

• In the Snapshot History window, tooltips that show the current state of the snapshot do not
reflect the actual state. [CXM‑5570]
Occasionally, the XenMobile Mail Manager can’t write to the Commands diagnostics file. When
this occurs, the command history isn’t logged in its entirety. [CXM‑49217]

• When an error occurs with a connection, the connection may not be marked as “errored”. As
a result, a subsequent command may attempt to use the connection and cause another error.
[CXM‑49495]

• When throttling from the Exchange Server occurs, an exception might be thrown in the Check
Health routine. As a result, connections that have experienced an error or have expired might
not be purged. Also, the XenMobile Mail Manager might not create connections until the throt‑
tling time expires. [CXM‑49794].

• When the max session count for Exchange is exceeded, XenMobile Mail Manager reports the
error “Device Capture Failed,”which isn’t an accuratemessage. Instead, themessage should in‑
dicate that the two sessions that the XenMobile Mail Manager normally uses for Exchange com‑
munication are in use. [CXM‑49994]
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What’s new in version 10.1.2

• Improvedconnection toExchange: XenMobileMailManager uses PowerShell sessions to com‑
municate with Exchange. A PowerShell session, especially when dealing with Office 365, can
become unstable after a while, blocking subsequent commands from succeeding. XenMobile
Mail Manager can now set an expiration period for connections. When the connection reaches
its expiration time, the XenMobile Mail Manager gracefully shuts down the PowerShell session
and creates a session. By doing so, the PowerShell session is less likely to become unstable,
significantly reducing the chance of a snapshot failure.

• Improved snapshot workflow: Major snapshots are a time‑consuming and process‑intensive
operation. If an error occurs during a snapshot, the XenMobile Mail Manager now attemptsmul‑
tiple times (up to three) to complete a snapshot. Subsequent attempts do not start from the be‑
ginning. XenMobile Mail Manager continues fromwhere it left off. This enhancement improves
the success rate of snapshots in general by allowing transient errors to pass while a snapshot is
still in progress.

• Improved diagnostics: Troubleshooting snapshot operations are now easier with three new
diagnostics files optionally generated during a snapshot. These files help identify PowerShell
command issues, mailboxes with missing information, and devices that can’t be related to a
mailbox. An admin can use these files to identify data that may not be correct in Exchange.

• Improvedmemory usage: XenMobile Mail Manager is nowmore efficient in its use of memory.
Admins can schedule the XenMobile Mail Manager to restart automatically to provide a clean
slate to the system.

• Microsoft .NET Framework 4.6 prerequisite: The prerequisite version of Microsoft .NET
Framework is now version 4.6.

Fixed issues

• Prompt for credentials error: Office 365 session instability often caused this error. The
Improved Connection to Exchange enhancement addresses the problem. (XMHELP‑293,
XMHELP‑311, XMHELP‑801)

• Mailbox and device count inaccuracies: XenMobile Mail Manager has an improved Mailbox‑to‑
Device association algorithm. The Improved Diagnostics feature helps in the identification of
mailboxesanddevices that theXenMobileMailManagerdeemsaren’twithin its realmof respon‑
sibility. (XMHELP‑623)

• Allow/Block/Wipe commands not being recognized: A bug was fixed where sometimes, XenMo‑
bile Mail Manager allow/block/wipe commands aren’t recognized. (XMHELP‑489)

• Memory management: Better memory management andmitigation. (XMHELP‑419)
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Architecture

The following diagram shows themain components of the Citrix EndpointManagement connector for
Exchange ActiveSync. For a detailed reference architecture diagram, see Architecture.

The twomain components are:

• Exchange ActiveSync Access Control Management: Communicates with Citrix Endpoint
Management to retrieve an Exchange ActiveSync policy from Citrix Endpoint Management,
and merges this policy with any locally defined policy to determine the Exchange ActiveSync
devices that should be allowed or denied access to Exchange. Local policy allows extending
the policy rules to allow access control by Active Directory Group, User, Device Type, or Device
User Agent (generally the mobile platform version).

• Remote PowerShell Management: Responsible for scheduling and invoking remote Power‑
Shell commands to enact the policy compiled by Exchange ActiveSync Access Control Manage‑
ment. Periodically takes a snapshot of the Exchange ActiveSync database to detect new or
changed Exchange ActiveSync devices.

System requirements and prerequisites

The following minimum system requirements are required to use the Citrix Endpoint Management
connector for Exchange ActiveSync:
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• WindowsServer 2016,WindowsServer 2012R2, orWindowsServer 2008R2ServicePack1. Must
beanEnglish‑basedserver. Support forWindowsServer2008R2ServicePack1endsonJanuary
14, 2020 and support for Windows Server 2012 R2 ends on October 10, 2023.

• Microsoft SQL Server 2016 Service Pack 2, SQL Server 2014 Service Pack 3, or SQL Server 2012
Service Pack 4.

• Microsoft .NET Framework 4.6.
• Blackberry Enterprise Service, version 5 (optional).

Minimum supported versions of Microsoft Exchange Server:

• Microsoft Office 365
• Exchange Server 2016
• Exchange Server 2013 (support ends April 11, 2023)
• Exchange Server 2010 Service Pack 3 (support ends January 14, 2020)

Prerequisites

• Windows Management Framework must be installed.

– PowerShell V5, V4, and V3

• The PowerShell execution policymust be set to RemoteSigned via Set‑ExecutionPolicy Remote‑
Signed.

• TCP port 80 must be open between the computer running the connector for Exchange
ActiveSync and the remote Exchange Server.

Device email clients: Not all email clients consistently return the same ActiveSync ID for a device.
Because the connector for Exchange ActiveSync expects a unique ActiveSync ID for each device, only
email clients that consistently generate the same, unique ActiveSync ID for each device is supported.
These email clients have been tested by Citrix and done without errors:

• Samsung native email client
• iOS native email client

Exchange: The requirements for the on‑premises computer running Exchange are as follows:

The credentials specified in the Exchange Configuration UI must be able to connect to the Exchange
Server and be given full access to run the following Exchange‑specific PowerShell cmdlets.

• For Exchange Server 2010 SP2:

– Get-CASMailbox
– Set-CASMailbox
– Get-Mailbox
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– Get-ActiveSyncDevice
– Get-ActiveSyncDeviceStatistics
– Clear-ActiveSyncDevice
– Get-ExchangeServer
– Get-ManagementRole
– Get-ManagementRoleAssignment

• For Exchange Server 2013 and Exchange Server 2016:

– Get-CASMailbox
– Set-CASMailbox
– Get-Mailbox
– Get-MobileDevice
– Get-MobileDeviceStatistics
– Clear-MobileDevice
– Get-ExchangeServer
– Get-ManagementRole
– Get-ManagementRoleAssignment

• If the connector for ExchangeActiveSync is configured to view theentire forest, permissionmust
have been granted to run: Set‑AdServerSettings ‑ViewEntireForest $true

• The supplied credentials must have been granted the right to connect to the Exchange Server
via the remote Shell. By default, the user who installed Exchange has this right.

• To establish a remote connection and run remote commands, the credentials must cor‑
respond to a user who is an administrator on the remote machine. You can use Set‑
PSSessionConfiguration to eliminate the administrative requirement, but discussion of
that command is beyond the scope of this document. For more information, see the Microsoft
article About Session Configurations.

• The Exchange Servermust be configured to support remote PowerShell requests via HTTP. Typ‑
ically, an administrator running the following PowerShell command on the Exchange Server is
all that is required: WinRM QuickConfig.

• Exchange has many throttling policies. One of the policies controls howmany concurrent Pow‑
erShell connections are allowed per user. The default number of simultaneous connections
allowed for a user is 18 on Exchange 2010. When the connection limit is reached, the connector
for Exchange ActiveSync isn’t able to connect to Exchange Server. There are ways to change
the maximum allowed simultaneous connections via PowerShell that are beyond the scope of
this documentation. If interested, investigate Exchange throttling policies as related to remote
management with PowerShell.
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Requirements for Office 365 Exchange

• Permissions: The credentials specified in the Exchange Configuration UI must be able to con‑
nect to Office 365 and be given full access to run the following Exchange‑specific PowerShell
cmdlets:

– Get-CASMailbox
– Set-CASMailbox
– Get-Mailbox
– Get-MobileDevice
– Get-MobileDeviceStatistics
– Clear-MobileDevice
– Get-ExchangeServer
– Get-ManagementRole
– Get-ManagementRoleAssignment

• Privileges: The supplied credentials must have been granted the right to connect to the Office
365 server via the remote Shell. By default, the Office 365 online administrator has the requisite
privileges.

• Throttling policies: Exchange has many throttling policies. One of the policies controls how
many concurrent PowerShell connections are allowed per user. The default number of simul‑
taneous connections allowed for a user is three on Office 365. When the connection limit is
reached, the connector for ExchangeActiveSync isn’t able to connect to Exchange Server. There
areways to change themaximumallowedsimultaneous connections viaPowerShell that arebe‑
yond the scope of this documentation. If interested, investigate Exchange throttling policies as
related to remote management with PowerShell.

Install and configure

1. Click the XmmSetup.msi file and then follow the prompts in the installer to install the Citrix
Endpoint Management connector for Exchange ActiveSync.

2. Leave Launch the Configure utility selected in the last screen of the setupwizard. Or, from the
Startmenu, open the connector for Exchange ActiveSync.

3. Configure the following database properties:

• Select the Configure > Database tab.
• Enter the name of the SQL Server (defaults to localhost).
• Keep the database as the default CitrixXmm.

4. Select one of the following authentication modes used for SQL:
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• SQL: Enter the user name and password of a valid SQL user.
• Windows Integrated: If you select this option, the logon credentials of the XenMobileMail
Manager Service must be changed to a Windows account that has permissions to access
the SQL Server. To do this, open Control Panel > Administrative Tools > Services, right‑
click the XenMobile Mail Manager Service entry and then click the Log On tab.

If Windows Integrated is also chosen for the BlackBerry database connection, the Windows ac‑
count specified here must also be given access to the BlackBerry database.

5. Click Test Connectivity to check that a connection can be made to the SQL Server and then
click Save.

6. A message prompts you to restart the service. Click Yes.

7. Configure one or more Exchange Servers:

• If managing a single Exchange environment, specify a single server only. If managingmul‑
tiple Exchange environments, specify a single Exchange Server for each Exchange environ‑
ment.

• Click the Configure > Exchange tab and then click Add.
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8. Select the type of Exchange Server environment: On Premise orOffice 365.

• If you select On Premise, enter the name of the Exchange Server to use for Remote Pow‑
erShell commands.

• Enter the user name of a Windows identity that has appropriate rights on the Exchange
Server as specified within the Requirements section and then enter the Password for the
user.

• Select the schedule for running Major snapshots. A major snapshot detects every
Exchange ActiveSync partnership.

• Select the schedule for runningMinor snapshots. Aminor snapshot detects newly created
Exchange ActiveSync partnerships.

• Select the Snapshot Type: Deep or Shallow. Shallow snapshots are typically much faster
and are sufficient to do all the Exchange ActiveSync Access Control functions of the con‑
nector for Exchange ActiveSync.

• Select the Default Access: Allow, Block, or Unchanged. This setting controls how all de‑
vices other than those devices identified by explicit Citrix Endpoint Management or Local
rules are treated. If you select Allow, ActiveSync access to all such devices is allowed. If
you select Block, access is denied. If you selectUnchanged, no change is made.

• Select the ActiveSync Command Mode: PowerShell or Simulation.
• In PowerShell mode, the connector for Exchange ActiveSync issues PowerShell com‑
mands to enact the desired access control. In Simulation mode, the connector for
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Exchange ActiveSync does not issue PowerShell commands, but logs the intended
command and intended outcomes to the database. In Simulation mode, the user can
then use the Monitor tab to see what would have happened if PowerShell mode was
enabled.

• In Connection Expiration, set the hours and minutes for the life of a connection. When
a connection reaches the age specified, the connection is marked as expired, so that the
connection is never used again. When the expired connection is no longer used, the con‑
nector for Exchange ActiveSync gracefully shuts down the connection. When a connection
is needed again, a new connection is initialized if none is available. If none is specified, the
default of 30 minutes is used.

• Select View Entire Forest to configure the connector for Exchange ActiveSync to view the
entire Active Directory forest in the Exchange environment.

• Select the authentication protocol: Kerberos or Basic. The connector for Exchange Ac‑
tiveSync supports Basic authentication for on‑premises deployments. This enables the
connector to be used when the connector server is not a member of the domain in which
the Exchange server resides.

• Click Test Connectivity to check that a connection can be made to the Exchange Server
and then click Save.

• A message prompts you to restart the service. Click Yes.

9. Configure the access rules: Select the Configure > Access Rules tab, click the Citrix Endpoint
Management Rules tab, and then click Add.
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10. On the Citrix Endpoint Management server Service Properties page, modify the URL string
topoint to theCitrix EndpointManagement server. For example, if the instancename iszdm, en‑
ter https://<XdmHostName>/zdm/services/MagConfigService. In the example,
replace XdmHostNamewith the IP or DNS address of the Citrix Endpoint Management server.

• Enter an authorized user of the server.
• Enter the password of the user.
• Keep the default values for the Baseline Interval, Delta Interval, and Timeout values.
• Click Test Connectivity to check the connection to the server and then clickOK.

If the Disabled checkbox is selected, the Citrix Endpoint Management Mail Service doesn’t col‑
lect policies from Citrix Endpoint Management.

11. Click the Local Rules tab.
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• You can add local rules based on ActiveSync Device ID, Device Type, AD Group, User, or
device UserAgent. In the list, select the appropriate type.

• Enter text or text fragments in the text box. Optionally, click the query button to view the
entities that match the fragment.

For all types other than Group, the system relies on the devices that have been found in a snap‑
shot. So, if you’re just starting and haven’t completed a snapshot, no entities are available.

• Select a text value and then click Allow or Deny to add it to the Rule List pane on the
right side. You can change the order of the rules or remove them using the buttons to the
right of the Rule List pane. The order is important because, for a given user and device,
rules are evaluated in theorder shownandamatchonahigher rule (nearer the top) causes
subsequent rules tohavenoeffect. For example, if youhavea rule allowingall iPaddevices
and a subsequent rule blocking the user Matt, Matt’s iPadwill still be allowed because the
iPad rule has a higher effective priority than the Matt rule.

• To do an analysis of the rules within the rules list to find any potential overrides, conflicts,
or supplemental constructs, click Analyze and then click Save.

12. If you want to construct local rules that operate on Active Directory Groups, click Configure
LDAP and then configure the LDAP connection properties.
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13. Optionally, configure one or more instances of BlackBerry Enterprise Server (BES): Click Add
and then enter the server name of the BES SQL Server
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• Enter the database name of the BESmanagement database.

• Select the Authentication mode. If you select Windows Integrated authentication, the
user account of the connector for the Exchange ActiveSync service is the account that is
used to connect to the BES SQL Server. If you also choose Windows Integrated for the
connector database connection, the Windows account specified here must also be given
access to the connector database.

• If you select SQL authentication, enter the user name and password.

• Set the Sync Schedule. This is the schedule used to connect to the BES SQL Server and
checks for any device updates.

• Click Test Connectivity to check connectivity to the SQL Server. If you select Windows
Integrated, this test uses the current logged on user and not the connector service user
and so it does not accurately test SQL authentication.

• To support remote Wipe and ResetPassword of BlackBerry devices from Citrix Endpoint
Management, select the Enabled checkbox.

• Enter the BES fully qualified domain name (FQDN).

• Enter the BES port used for the admin web service.

• Enter the fully qualified user and password required by the BES service.

• Click Test Connectivity to test the connection to the BES and then click Save.

Enforce email policies with ActiveSync IDs

Your corporate email policy may dictate that certain devices aren’t approved for corporate email use.
To follow this policy, you want to make sure that employees can’t access corporate email from such
devices. Citrix Endpoint Management connector for Exchange ActiveSync and Citrix Endpoint Man‑
agement work together to enforce such an email policy. Citrix Endpoint Management sets the policy
for corporate email access. When an unapproved device enrolls with Citrix Endpoint Management,
the connector for Exchange ActiveSync enforces the policy.

The email client on a device advertises itself to Exchange Server (or Office 365) using the device ID,
also known as the ActiveSync ID, which is used to identify the device. Citrix Secure Hub gets a similar
identifier and sends the identifier toCitrix EndpointManagementwhen thedevice is enrolled. By com‑
paring the two device IDs, the connector for Exchange ActiveSync can determine whether a specific
device should have corporate email access. The following figure illustrates this concept:
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If Citrix Endpoint Management sends the connector for Exchange ActiveSync an ActiveSync ID that is
different from the ID the device publishes to Exchange, the connector can’t indicate to Exchangewhat
to do with the device.

Matching ActiveSync IDs works reliably on most platforms. However, Citrix has found that on some
Android implementations, theActiveSync ID fromthedevice isdifferent fromthe ID that themail client
advertises to Exchange. Tomitigate this problem, you can do the following:

• On Android platforms, Citrix recommends that you use Citrix Secure Mail.

To guarantee that your corporate email access policy is enforced properly, you can adopt a defen‑
sive security stance. Configure the Citrix Endpoint Management connector for Exchange ActiveSync
to block emails by setting the static policy to Deny by default. This means that if an employee config‑
ures another email client on an Android device, and ActiveSync ID detection does notwork, corporate
email denies access to the employee.

Access control rules

Citrix Endpoint Management connector for Exchange ActiveSync provides a rule‑based approach for
dynamically configuring access control for Exchange ActiveSync devices. A connector access control
rule consists of two parts: a matching expression and a desired access state (Allow or Block). A rule
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may be evaluated against a given Exchange ActiveSync device to determine if the rule applies to, or
matches the device. There aremultiple kinds ofmatching expressions; for example, a rulemaymatch
all devices of a given Device Type, or a specific Exchange ActiveSync device ID, or all devices of a spe‑
cific user, and so on.

At any point during the adding, removing, and rearranging of the rules in the rule list, clicking the
Cancel button reverts the rules list back to the state at which it was when first opened. Unless you
click Save, any changes made to this window are lost if you close the Configure tool.

Citrix Endpoint Management connector for Exchange ActiveSync has three types of rules: local rules,
Citrix Endpoint Management server rules (also known as XDM rules), and the default access rule.

Local rules: Local rules have the highest priority: If a device is matched by a local rule, rule evalua‑
tion stops. Neither the Citrix Endpoint Management server rules nor the default access rule will be
consulted. Local rules are configured locally to the connector for Exchange ActiveSync via the Con‑
figure > Access Rules > Local Rules tab. Support matching is based on a user’s membership within
a given Active Directory group. Support matching is based on regular expressions for the following
fields:

• Active Sync Device ID
• ActiveSync Device Type
• User Principal Name (UPN)
• ActiveSync User Agent (typically the device platform or email client)

As long as amajor snapshot has completed and found devices, you can add either a normal or regular
expression rule. If a major snapshot hasn’t completed, you can only add regular expression rules.

Citrix EndpointManagement server rules: Citrix Endpoint Management server rules are references
to an external Citrix Endpoint Management server that provides rules about managed devices. The
Citrix Endpoint Management server can be configured with its own high‑level rules that identify the
devices to be allowed or blocked based on properties known to Citrix Endpoint Management, such as
whether the device is jailbroken or whether the device has forbidden apps. Citrix Endpoint Manage‑
ment evaluates the high‑level rules and produces a set of allowed or blocked ActiveSync Device IDs,
which are then delivered to the XenMobile Mail Manager.

Default access rule: The default access rule is unique in that it can potentially match every device
and is always evaluated last. This rule is the catch‑all rule, which means that if a given device does
not match a local or Citrix Endpoint Management server rule, the desired access state of the device is
determined by the desired access state of the default access rule.

• Default Access –Allow: Any device that isn’t matched by either a local or Citrix Endpoint Man‑
agement server rule will be allowed.

• Default Access –Block: Any device that isn’t matched by either a local or Citrix Endpoint Man‑
agement server rule will be blocked.
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• Default Access ‑ Unchanged: Any device that isn’t matched by either a local or Citrix Endpoint
Management server rule will not have its access state modified in any way by the connector for
Exchange ActiveSync. If a device has been placed intoQuarantinemode by Exchange, no action
is taken. For example, the only way to remove a device from Quarantine mode is to have an
explicitly Local or XDM rule override the quarantine.

About Rule Evaluations

For each device that Exchange reports to the connector for Exchange ActiveSync, the rules are evalu‑
ated in sequence, from highest to lowest priority as follows:

• Local rules
• Citrix Endpoint Management server rules
• Default access rule

Whenamatch is found, evaluationstops. Forexample, if a local rulematchesagivendevice, thedevice
will not be evaluated against any of the Citrix EndpointManagement server rules or the default access
rule. This holds true within a given rule type as well. For example, if there’smore than a singlematch
for a given device in the local rule list, when the first match is met, evaluation stops.

The connector for Exchange ActiveSync reevaluates the currently defined set of rules when device
properties change, or when devices are added or removed, or when the rules themselves change. Ma‑
jor snapshots pick up device property changes and removals at configurable intervals. Minor Snap‑
shots pick up new devices at configurable intervals.

ExchangeActiveSync has rules governing access aswell. It is important to understandhow these rules
work in the context of the connector for Exchange ActiveSync. Exchange may be configured with
three levels of rules: personal exemptions, device rules, and organization settings. The connector
for Exchange ActiveSync automates access control by programmatically issuing Remote PowerShell
requests to affect the personal exemptions lists. These are lists of allowed or blocked Exchange Ac‑
tiveSync device IDs associated with a given mailbox. When deployed, the connector for Exchange
ActiveSync effectively takes over management of the exemption lists capability within Exchange. See
the Microsoft article, Device management with Exchange and Configuration Manager.

Analyzing is useful in situations in whichmultiple rules for the same field have been defined. You can
troubleshoot the relationships between rules. You do analysis from the perspective of rule fields. For
example, rules are analyzed in groups based on the field that is being matched, such as ActiveSync
device ID, ActiveSync device type, User, User Agent.
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Rule terminology

• Overriding rule: Anoverride occurswhenmore than a single rule can apply to the samedevice.
Because rules are evaluated by priority in the list, the later rule instances which might apply
might never be evaluated.

• Conflicting rule: A conflict occurs when more than a single rule can apply to the same device
but the access (Allow/Block) does not match. If the conflicting rules aren’t regular expression
rules, a conflict always implicitly connotes an override

• Supplemental rule: A supplement occurswhenmore than one rule is a regular expression rule
and so there might be a need to make sure that the two (or more) regular expressions can ei‑
ther be combined into a single regular expression rule, or aren’t duplicating functionality. A
supplementary rule may also conflict in its access (Allow/Block).

• Primary rule: The primary rule is the rule that has been clickedwithin the dialog box. The rule
is indicated visually by a solid border line that surrounds it. The rule will also have one or two
green arrows pointing up or down. If an arrow points up, the arrow indicates that there are
ancillary rules that precede the primary rule. If an arrow points down, this indicates that there
are ancillary rules that come after the primary rule. Only a single primary rule can be active at
any time.

• Ancillary rule: An ancillary rule is related in some way to the primary rule either through over‑
ride, conflict, or a supplementary relationship. The rules are indicated visually by a dashed
border that surrounds them. For each primary rule, there can be between one andmany ancil‑
lary rules. When clicking any underlined entry, the ancillary rule or rules that are highlighted
are always from the perspective of the primary rule. For example, the ancillary rule is overrid‑
den by the primary rule, or the ancillary rule conflicts in its access with the primary rule, or the
ancillary rule supplements the primary rule.

How types of rules appear in the Rule Analysis dialog box

When there are no conflicts, overrides, or supplements, the Rule Analysis dialog box has no under‑
lined entries. Clicking any of the items has no impact; for example, normal selected item visuals oc‑
cur.

The Rule Analysiswindow has a checkbox which, when selected, displays only those rules which are
conflicts, overrides, redundancies, or supplements.
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When an override occurs, at least two rules will be underlined: the primary rule and the ancillary
rule or rules. At least one ancillary rule appears in a lighter font to indicate that the rule has been
overridden by a higher priority rule. You can click the overridden rule to find out which rule or rules
have overridden the rule. Anytime an overridden rule has been highlighted either because of the rule
being the primary or ancillary rule, a black circle appears next to it as a further visual indication that
the rule is inactive. For example, before clicking the rule, the dialog box appears as follows:

When you click the highest‑priority rule, the dialog box appears as follows:
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In this example, the regular expression rule WorkMail.* is the primary rule (indicated by the solid
border) and the normal rule workmailc633313818 is an ancillary rule (indicated by the dashed
border). The black dot next to the ancillary rule is a visual cue that further indicates that the rule is
inactive (will never be evaluated) because of the higher‑priority regular expression rule that precedes
it. After clicking the overridden rule, the dialog box appears as follows:

In the preceding example, the regular expression ruleWorkMail.* is the ancillary rule (indicated by
the dashed border) and the normal rule workmailc633313818 is a primary rule (indicated by the
solid border). For this simple example, there’s notmuch difference. For amore complicated example,
see the complex expression example later in this topic. In a scenariowithmany rules defined, clicking
the overridden rule would quickly identify which rule or rules had overridden it.

When a conflict occurs, at least two rules will be underlined, the primary rule and the ancillary rule or
rules. The rules in conflict are indicatedby a reddot. Rules that only conflictwith one another are only
possible with two or more regular expression rules defined. In all other conflict scenarios, there will
not only be a conflict, but an override at play. Before clicking either of the rules in a simple example,
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the dialog box appears as follows:

By inspecting the two regular expression rules, it’s evident that the first rule allows all devices with
a device ID that has “App”and that the second rule denies all devices with a device ID that has Appl
. Also, even though the second rule denies all devices with a device ID that has Appl, no devices
with that match criteria will ever be denied because of the higher precedence of the allow rule. After
clicking the first rule, the dialog box appears as follows:

In the preceding scenario, both the primary rule (regular expression rule App.*) and the ancillary
rule (regular expression rule Appl.*) are both highlighted in yellow. This is simply a visual warn‑
ing to alert you to the fact that you’ve applied more than a single regular expression rule to a single
matchable field, which canmean a redundancy issue or something more serious.

In a scenario with both a conflict and override, both the primary rule (regular expression rule App.*
) and the ancillary rule (regular expression rule Appl.*) are highlighted in yellow. This is simply a
visual warning to alert you to the fact that you’ve applied more than a single regular expression rule
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to a single matchable field, which canmean a redundancy issue or something more serious.

It is easy to see in the preceding example that the first rule (regular expression rule SAMSUNG.*) not
onlyoverrides thenext rule (normal ruleSAMSUNG-SM-G900A/101.40402), but that the two rules
differ in their access (primary specifies Allow, ancillary specifies Block). The second rule (normal rule
SAMSUNG-SM-G900A/101.40402) is displayed in lighter text to indicate that it has been overrid‑
den and is therefore inactive.

After clicking the regular expression rule, the dialog box appears as follows:

The primary rule (regular expression rule SAMSUNG.*) is followed by a red dot to indicate that its
access state conflicts with one or more ancillary rules. The ancillary rule (normal rule SAMSUNG-
SM-G900A/101.40402) is followed by a red dot to indicate that its access state conflicts with the
primary rule. That rule is also followed by a black dot to indicate that it is overridden and therefore
inactive.

At least two rules will be underlined, the primary rule and the ancillary rule or rules. Rules that only
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supplement one another will only involve regular expression rules. When the rules supplement one
another, they are indicatedwith a yellow overlay. Before clicking either of the rules, in a simple exam‑
ple, the dialog box appears as follows:

Visual inspection easily reveals that both rules are regular expression rules which have both been ap‑
plied to the ActiveSync device ID field in the Citrix Endpoint Management connector for Exchange
ActiveSync. After clicking the first rule, the dialog box looks as follows:

The primary rule (regular expression rule WorkMail.*) is highlighted with a yellow overlay to indi‑
cate that there exists at least one more ancillary rule which is a regular expression. The ancillary rule
(regular expression rule SAMSUNG.*) is highlighted with a yellow overlay to indicate that both it and
the primary rule are regular expression rules being applied to the same field within the connector for
Exchange ActiveSync. In this case, that field is the ActiveSync device ID. The regular expressions may
or may not overlap. It is up to you to decide if your regular expressions are properly crafted.
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Example of a complex expression

Many potential overrides, conflicts, or supplements can occur, making it impossible to give an exam‑
ple of all possible scenarios. The following example discusses what not to do, while also serving to
illustrate the full power of the rule analysis visual construct. Most of the items are underlined in the
following figure. Many of the items render in a lighter font, which indicates that the rule in question
has been overridden by a higher priority rule in some manner. Several regular expression rules are

included in the list as well, as indicated by the icon.

How to analyze an override

To see which rule or rules have overridden a particular rule, you click the rule.
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Example 1: This example examines why zentrain01@zenprise.com has been overridden.

Theprimary rule (AD‑Grouprulezenprise/TRAINING/ZenTraining B, ofwhichzentrain01@zenprise
.com is a member) has the following characteristics:

• Is highlighted in blue and has a solid border.
• Has an upwards pointing green arrow (to indicate that the ancillary rules are all to be found
above it).

• Is followedbybotha redcircleandblackcircle to indicate respectively thatoneormoreancillary
rule conflictswith its access and that theprimary rule hasbeenoverriddenand is hence inactive.

When you scroll up, you see the following:
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In this case, there are two ancillary rules that override the primary rule: the regular expression
rule zen.* and the normal rule zentrain01@zenprise.com (of zenprise/TRAINING/
ZenTraining A). In the case of the latter ancillary rule, what has occurred is that the Active
Directory Group rule ZenTraining A has the user zentrain01@zenprise.com, and the
Active Directory Group rule ZenTraining B also has the user zentrain01@zenprise.com.
Because the ancillary rule has a higher precedence than the primary rule, however, the primary rule
has been overridden. The primary rule’s access is Allow, and because both of the ancillary rule’s
access is Block, all are followed with a red circle to further indicate an access conflict.

Example 2: This example shows why the device with an ActiveSync device ID of 069026593
E0C4AEAB8DE7DD589ACED33 has been overridden:
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Theprimary rule (normaldevice ID rule069026593E0C4AEAB8DE7DD589ACED33) has the follow‑
ing characteristics:

• Is highlighted in blue and has a solid border.
• Has an upwards pointing green arrow (to indicate that the ancillary rule is to be found above it).
• Is followed by a black circle to indicate an ancillary rule has overridden the primary rule and is
hence inactive.

In this case, a single ancillary rule overrides the primary rule: The regular expression Ac‑
tiveSync device ID rule is 3E.* Because the regular expression 3E.* would match 069026593
E0C4AEAB8DE7DD589ACED33, the primary rule will never be evaluated.

How to analyze a supplement and conflict

In this case, the primary rule is the regular expression ActiveSync device type ruletouch.* The char‑
acteristics are as follows:
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• Is indicated by a solid border with a yellow overlay as a warning that there ismore than a single
regular expression rule operating against a particular rule field, in this case ActiveSync device
type.

• Two arrows are pointing up and down respectively, indicating that there is at least one ancillary
rule with higher priority and at least one ancillary rule with lower priority.

• The red circle next to it indicates that at least one ancillary rule has its access set toAllowwhich
conflicts with the primary rule’s access of Block

• There are twoancillary rules: the regular expressionActiveSyncdevice type ruleSAM.* and the
regular expression ActiveSync device type rule Andro.*.

• Both of the ancillary rules are bordered with dashes to indicate that they’re ancillary.
• Both of the ancillary rules are overlaid with yellow to indicate that they’re also applied to the
rule field of the ActiveSync device type.

• Youmust make sure in such scenarios that their regular expression rules aren’t redundant.

How to further analyze the rules

This example explores how rule relationships are always from theperspective of the primary rule. The
preceding example showed how a click the regular expression rule applied to the rule field of device
type with a value of touch.*. Clicking the ancillary rule Andro.* shows a different set of ancillary
rules highlighted.
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The example shows an overridden rule that is included in the rule relationship. This rule is the nor‑
mal ActiveSync device type rule Android, which is overridden (indicated by the lightened font and
the black circle next to it) and also conflicts in its access with the primary rule regular expression Ac‑
tiveSync device type rule Andro.*. That rule was formerly an ancillary rule before being clicked. In
the preceding example, the normal ActiveSync device type rule Android, wasn’t displayed as an an‑
cillary rule because, from the perspective of the then primary rule (the regular expression ActiveSync
device type rule touch.*), it wasn’t related to it.

To configure a normal expression local rule

1. Click the Access Rules tab.
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2. In the Device ID list, select the field for which you want to create a Local Rule.

3. Click the magnifying glass icon to display all of the unique matches for the chosen field. In this
example, the fieldDevice Type has been chosen and the choices are shown in the following list
box:
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4. Click one of the items in the results list box and then click one of the following options:

• Allowmeans that Exchange will be configured to allow ActiveSync traffic for all matching
devices.

• Denymeans that Exchange will be configured to deny ActiveSync traffic for all matching
devices.

In this example, all devices that have a device type of SamsungSPhl720 are denied access.
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To add a regular expression

Regular expression local rules can be distinguished by the icon which appears next to them ‑ .
To add a regular expression rule, you can either build a regular expression rule from an existing value
from the results list for a given field (as long as a major snapshot has completed), or you can simply
type in the regular expression that you want.

To build a regular expression from an existing field value

1. Click the Access Rules tab.
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2. In theDevice ID list, select the field forwhich youwant to create a regular expression Local Rule.

3. Click the magnifying glass icon to display all of the unique matches for the chosen field. In this
example, the fieldDevice Type has been chosen and the choices are shown in the following list
box:
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4. Click one of the items in the results list. In this example, SAMSUNGSPHL720 has been selected
and appears in the text box next to Device Type.
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5. To allow all device types that have “Samsung”in their device type value, add a regular expres‑
sion rule by following these steps:

a) Click within the selected item text box.

b) Change the text from SAMSUNGSPHL720 to SAMSUNG.*.

c) Ensure that the regular expression checkbox is selected.

d) Click Allow.

To build an access rule

1. Click the Local Rules tab.

2. To enter the regular expression, you must make use of both the Device ID list and the selected
item text box.
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3. Select the field that you want to match against. This example uses Device Type.

4. Type in the regular expression. This example uses samsung.*

5. Ensure that the regular expression checkbox is selected and then click Allow or Deny. In this
example, the choice is set as Allow. The final result is as follows:
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To find devices

By selecting the regular expression checkbox, you can run searches for specific devices that match
the given expression. This feature is only available if a major snapshot has successfully completed.
You can use this feature even if there is no plan to use regular expression rules. For example, assume
that you want to find all devices that have the text workmail in their ActiveSync device ID. To do so,
follow this procedure.

1. Click the Access Rules tab.

2. Make sure that the device match field selector is set to Device ID (the default).

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 1122



Citrix Endpoint Management

3. Click within the selected item text box (as shown in blue in the preceding figure) and then type
workmail.*.

4. Ensure the regular expression checkbox is selected and then click the magnifying glass icon to
display the matches as shown in the following figure.
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To add an individual user, device, or device type to a static rule

You can add static rules based on user, device ID, or device type on the ActiveSync Devices tab.

1. Click the ActiveSync Devices tab.

2. In the list, right‑click a user, device, or device type and select whether to allow or deny your
selection.

The following image shows the Allow/Deny option when user1 is selected.
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Devicemonitoring

The Monitor tab in the Citrix Endpoint Management connector for Exchange ActiveSync lets you
browse the Exchange ActiveSync and BlackBerry devices that have been detected and the history of
automated PowerShell commands that have been issued. The Monitor tab has the following three
tabs:

• ActiveSync Devices:

– You can export the displayed ActiveSync device partnerships by clicking the Export but‑
ton.

– You can add Local (static) rules by right‑clicking theUser,Device ID, or Type columns and
selecting the appropriate allow or block rule type.

– To collapse an expanded row, Ctrl‑click the expanded row.

• Blackberry Devices
• Automation History

The Configure tab shows the history of all snapshots. Snapshot history shows when the snapshot
took place, how long it took, howmany devices were detected and any errors that occurred:

• On the Exchange tab, click the Info icon for the desired Exchange Server.
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Troubleshooting and diagnostics

Citrix Endpoint Management connector for Exchange ActiveSync logs errors and other operational
information to its log file: Install Folder\log\XmmWindowsService.log. The connector for Exchange
ActiveSync also logs significant events to the Windows Event Log.

To change the logging level

Citrix EndpointManagement connector for Exchange ActiveSync includes the following logging levels:
Error, Info, Warn, Debug, and Trace.

Note:

Each successive level generates more detail (more data). For example, the Error level provides
the least detail, but the Trace level provides the most detail.

To change the logging level, do the following:

1. In C:\Program Files\Citrix\Citrix Citrix Endpoint Management connector, open
the nlog.config file.

2. In the <rules> section, change the minilevel parameter to the logging level you prefer. For
example:

1 <rules >
2
3 <logger name="*" writeTo="file" minlevel="Debug" />
4
5 </rules>
6 <!--NeedCopy-->

3. Save the file.

The changes take effect immediately. You don’t need to restart the connector for Exchange Ac‑
tiveSync.

Common errors

The following list includes common errors:

• The connector for the Exchange ActiveSync service doesn’t start

Check the log file and the Windows Event Log for errors. Typical causes are as follows:

– The connector for theExchangeActiveSync service cannot access theSQLServer. Thismay
be caused by these issues:
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* The SQL Server service isn’t running.

* Authentication failure.

If Windows Integrated authentication is configured, the user account of the connector for
the Exchange ActiveSync service must be an allowed SQL logon. The account of the con‑
nector for the Exchange ActiveSync service defaults to Local System, but may be changed
to any account that has local administrator privileges. If SQL authentication is configured,
the SQL logonmust be properly configured in SQL.

Troubleshooting tools

A set of PowerShell utilities for troubleshooting is available in the Support\PowerShell folder.

A troubleshooting tool does in‑depth analysis of user mailboxes and devices, detecting error condi‑
tions and potential areas of failure, and in‑depth RBAC analysis of users. It can save a raw output of
all cmdlets to a text file.

NetScaler Gateway connector for Exchange ActiveSync

March 4, 2024

XenMobileNetScalerConnector is nowtheNetScalerGatewayconnector for ExchangeActiveSync. For
more details about the Citrix unified portfolio, see the Citrix product guide.

The connector for Exchange ActiveSync provides a device‑level authorization service of ActiveSync
clients to NetScaler Gateway acting as a reverse proxy for the Exchange ActiveSync protocol. You con‑
trol authorization through a combination of:

• Policies that you define in Citrix Endpoint Management
• Rules defined locally by the NetScaler Gateway connector for Exchange ActiveSync

For more information, see ActiveSync Gateway.

For a detailed reference architecture diagram, see Architecture.

The current version of the NetScaler Gateway connector for Exchange ActiveSync is version 8.5.3.

To download the connector:

1. Go to https://www.citrix.com/downloads.
2. Navigate toCitrix EndpointManagement (andCitrix XenMobile Server) >XenMobile Server

(on‑premises) > Product Software > XenMobile Server 10 > Server Components.
3. On theNetScaler Gateway Connector tile, click Download File.
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To install the connector, see Installing the NetScaler Gateway connector for Exchange ActiveSync).

Important:

Starting inOctober 2022, theCitrix EndpointManagement andNetScalerGateway connectors for
Exchange ActiveSync will no longer support Exchange Online given the authentication changes
announced by Microsoft here. The Citrix Endpoint Management connector for Exchange contin‑
ues to work with Microsoft Exchange Server (on‑premises).

What’s new in version 8.5.3

• This release adds support for ActiveSync protocols 16.0 and 16.1.
• More detail has been added to the analytics sent to Google Analytics, especially concerning
snapshots. [CXM‑52261]

What’s new in earlier versions

Note:

The following What’s new section refers to the NetScaler Gateway connector for Exchange Ac‑
tiveSync by its former name, XenMobile NetScaler Connector. The name changed from version
8.5.2.

What’s new in version 8.5.2

• XenMobile NetScaler Connector is now the NetScaler Gateway connector for Exchange
ActiveSync.

The following issues are fixed in this version:

• If more than one criterion is used in defining a policy rule and if a criterion involves the user ID,
the following issue can occur: If a user has more aliases, the aliases aren’t also checked when
applying the rule. [CXM‑55355]

What’s new in version 8.5.1.11

• System requirement change: The current version of NetScaler Connector requires Microsoft
.NET Framework 4.5.

• Google Analytics support: We want to know how you use the Connector so we can focus on
where we canmake the product better.

• Support for TLS 1.1 and 1.2: Due to its weakening security, the PCI Council is deprecating TLS
1.0 and TLS 1.1. Support for TLS 1.2 is added to the XenMobile NetScaler Connector.
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Monitoring NetScaler Gateway connector for Exchange ActiveSync

The NetScaler Gateway connector for the Exchange ActiveSync configuration utility provides detailed
logging. Use the logs to view all traffic passing through your Exchange Server that the Secure Mobile
Gateway either allows or blocks.

Use theLog tab toviewthehistoryof theActiveSync requests forwarded to theconnector forExchange
ActiveSync for authorization.

Also, to make sure that the connector for the Exchange ActiveSync web service is running, load
the following URL into a browser on the connector server https://<host:port>/services
/ActiveSync/Version. If the URL returns the product version as a string, the web service is
responsive.

To simulate ActiveSync traffic with the connector for Exchange ActiveSync

You can use the NetScaler Gateway connector for Exchange ActiveSync to simulate ActiveSync traffic
with your policies. In the connector configuration utility, click the Simulator tab. The results show
how your policies apply according to the rules you configured.

Choosing filters for the connector for Exchange ActiveSync

The NetScaler Gateway connector for Exchange ActiveSync filters work by analyzing a device for a
given policy violation or property setting. If the device meets the criteria, the device is placed in a
Device List. This Device List is neither an allow list or a block list. It is a list of devices that meet the
criteria defined. The following filters are available for the connector for Exchange ActiveSync within
Citrix Endpoint Management. The two options for each filter are Allow or Deny.

• AnonymousDevices: Allowsordeniesdevices that areenrolled inCitrix EndpointManagement
but the user’s identity is unknown. For example, an enrolled user has an unknown identity if
the user has an expired Active Directory password or unknown credentials.

• Forbidden Apps: Allows or denies devices based on the Device List defined by block lists in
policies and the presence of apps on a block list.

• Implicit Allow/Deny: Creates a Device List of all devices that do not meet any of the other fil‑
ter rule criteria and allows or denies based on that list. The Implicit Allow/Deny option makes
sure that the connector for Exchange ActiveSync status in the Devices tab is enabled and shows
the connector status for your devices. The Implicit Allow/Deny option also controls all other
connector filters that aren’t selected. For example, the connector denies apps on the block list.
However, the connector allows all other filters because the Implicit Allow/Deny option is set to
Allow.
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• Inactive devices: Creates a Device List of devices that haven’t communicated with Citrix End‑
point Management within a specified time. These devices are considered inactive. The filter
allows or denies the devices accordingly.

• Missing required apps: When a user enrolls, the user receives a list of required apps that must
be installed. Themissing required apps filter indicates that one ormore of the apps is no longer
present; for example, the user deleted one or more apps.

• Non‑Suggested Apps: When a user enrolls, the user receives a list of the apps to install. The
non‑suggested apps filter checks the device for apps that aren’t in that list.

• Noncompliant password: Creates a Device List of all devices that do not have a passcode on
the device.

• Out of Compliance Devices: Allows you to deny or allow devices that meet your own internal
IT compliance criteria. Compliance is an arbitrary setting definedby thedevice property named
Out of Compliance, which is a Boolean flag that can be either True or False. (You can create this
property manually and set the value. Or you can use automated actions to create this property
on a device, based on whether the device meets specific criteria.)

– Out of Compliance =True: If a device does notmeet the compliance standards andpolicy
definitions set by your IT department, the device is out of compliance.

– Out of Compliance = False: If a device does meet the compliance standards and policy
definitions set by your IT department, the device is compliant.

• Revoked Status: Creates a Device List of all revoked devices and allows or denies based on
revoked status.

• Rooted Android/Jailbroken iOS Devices: Creates a Device List of all devices flagged as rooted
and allows or denies based on rooted status.

• Unmanaged Devices: Creates a Device List of all devices in the Citrix Endpoint Management
database. Deploy the Mobile Application Gateway in a Block Mode.

To configure a connection to NetScaler Gateway connector for Exchange ActiveSync

The NetScaler Gateway connector for Exchange ActiveSync communicates with Citrix Endpoint Man‑
agement and other remote configuration providers through Citrix Secure Web services.

1. In the connector for the Exchange ActiveSync configuration utility, click the Config Providers
tab and then click Add.

2. In the Config Providers dialog box, in Name, enter a user name that has administrative privi‑
leges and are used for basic HTTP authorization with the Citrix Endpoint Management server.

3. In Url, enter the web address of the Citrix Endpoint Management GCS, typically in the for‑
mat https://<FQDN>/<instanceName>/services/<MagConfigService>. The
MagConfigService name is case‑sensitive.
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4. In Password, enter the password to use for basic HTTP authorization with the Citrix Endpoint
Management server.

5. InManaging Host, enter the connector for the Exchange ActiveSync server name.
6. In Baseline Interval, specify a time period for when to pull a new refreshed dynamic ruleset

from Citrix Endpoint Management.
7. In Delta interval, specify a time period for when to pull an update of the dynamic rules.
8. In Request Timeout, specify the server request timeout interval.
9. In Config Provider, select if the configuration provider server instance is providing the policy

configuration.
10. In Events Enabled, enable this option if you want the connector for Exchange ActiveSync to

notify Citrix Endpoint Management when a device is blocked. This option is required if you’re
using the connector rules in any of your Citrix Endpoint Management Automated Actions.

11. Click Save and then click Test Connectivity to test gateway‑to‑configuration provider connec‑
tivity. If the connection fails, check that the local firewall settings allow the connection or con‑
tact your administrator.

12. When the connection succeeds, clear the Disabled checkbox and then click Save.

When you add a configuration provider, the connector for Exchange ActiveSync automatically cre‑
ates one or more policies associated with the provider. A template definition contained in config
\policyTemplates.xml in the NewPolicyTemplate section defines the policies. For each
Policy element defined within this section, a new policy is created.

The operator can add, remove, or modify policy elements if the following is true: The policy element
conforms to the schema definition and the standard substitution strings (enclosed in braces) aren’t
modified. Next, add new groups for the provider and update the policy to include the new groups.

To import a policy from Citrix Endpoint Management

1. In the connector for the Exchange ActiveSync configuration utility, click the Config Providers
tab and then click Add.

2. In the Config Providers dialog box, in Name, enter a user name for basic HTTP authorization
with Citrix Endpoint Management. The user must have administrative privileges.

3. In Url, enter the web address of the Citrix Endpoint Management Gateway Configura‑
tion Service (GCS), typically in the format https://<xdmHost>/xdm/services/<
MagConfigService>. The MagConfigService name is case‑sensitive.

4. In Password, enter the password that is used for basic HTTP authorization with the Citrix End‑
point Management server.

5. Click Test Connectivity to test gateway‑to‑configuration provider connectivity. If the connec‑
tion fails, check that your local firewall settings allow the connection or check with your admin‑
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istrator.

6. When a connection is successfully made, clear the Disabled checkbox and then click Save.

7. InManaging Host, leave the default DNS name of the local host computer. This setting used to
coordinate communication with Citrix Endpoint Management when multiple Forefront Threat
Management Gateway (TMG) servers are configured in an array.

After you save the settings, open the GCS.

Configuring NetScaler Gateway connector for Exchange ActiveSync policy mode

The NetScaler Gateway connector for Exchange ActiveSync can run in the following six modes:

• Allow All: This policy mode grants access for all traffic passing through the connector for Ex‑
change ActiveSync. No other filtering rules are used.

• Deny All: This policy mode blocks access for all traffic passing through the connector for Ex‑
change ActiveSync. No other filtering rules are used.

• Static Rules: Block Mode: This policy mode runs static rules with an implicit deny or block
statementat theend. Theconnector forExchangeActiveSyncblocksdevices thataren’t allowed
or permitted via other filter rules.

• Static Rules: Permit Mode: This policy mode runs static rules with an implicit permit or allow
statement at the end. Devices that aren’t blocked or denied via other filter rules are allowed
through the connector for Exchange ActiveSync.

• Static + ZDM Rules: Block Mode. This policy mode runs static rules first, followed by dynamic
rules from Citrix Endpoint Management with an implicit deny or block statement at the end.
Devices are permitted or denied based on defined filters and Citrix EndpointManagement rules.
Any devices that do not match on defined filters and rules are blocked.

• Static + ZDMRules: Permit Mode. This policy mode runs static rules first, followed by dynamic
rules from Citrix Endpoint Management with an implicit permit or allow statement at the end.
Devices are permitted or denied based on defined filters and Citrix EndpointManagement rules.
Any devices that do not match on defined filters and rules are allowed.

The connector for the Exchange ActiveSync process permits or blocks for dynamic rules based on
unique ActiveSync IDs for iOS andWindows‑basedmobile devices received from Citrix Endpoint Man‑
agement. Android devices differ in their behavior based on themanufacturer and somedonot readily
expose a unique ActiveSync ID. To compensate, Citrix Endpoint Management sends user ID informa‑
tion for Android devices tomake a permit or block decision. As a result, if a user has only one Android
device, permits and blocks function normally. If the user hasmultiple Android devices, all the devices
are allowed because Android devices can’t be differentiated. You can configure the gateway to stat‑
ically block these devices by ActiveSyncID, if they’re known. You can also configure the gateway to
block based on device type or user agent.
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To specify the policy mode, in the SMG Controller Configuration utility, do the following:

1. Click the Path Filters tab and then click Add.
2. In thePathProperties dialog box, select a policymode from thePolicy list and then click Save.

You can review the rules on the Policies tab of the configuration utility. The rules are processed on
the connector for Exchange ActiveSync from top to bottom. The Allow policies are displayed with a
green check mark. The Deny policies are shown as a red circle with a line through it. To refresh the
screen and see themost updated rules, clickRefresh. You can alsomodify the ordering of rules in the
config.xml file.

To test the rules, click the Simulator tab. Specify values in the fields. You can get the values from the
logs. A result message specifies Allow or Block.

To configure static rules

Enter static ruleswith values that the ISAPI filtering of the ActiveSync connectionHTTP requests reads.
Static rules enable the connector for Exchange ActiveSync to permit or block traffic by the following
criteria:

• User: The connector for Exchange ActiveSync uses the authorized user value and name struc‑
ture thatwas capturedduringdevice enrollment. That structure is commonly foundasdomain
\username as referencedby the server runningCitrix EndpointManagement connected to the
Active Directory via LDAP. The Log tab in the connector configuration utility shows the values
that pass through the connector. The values get passed if the connector must determine the
value structure or if the structure differs.

• DeviceID (ActiveSyncID):Alsoknownas theActiveSyncIDof theconnecteddevice. This value is
commonly foundwithin the specific device properties page in the Citrix Endpoint Management
console. This value can also be screened from the Log tab in the connector for the Exchange
ActiveSync configuration utility.

• DeviceType: The connector for Exchange ActiveSync can determine if a device is an iPhone,
iPad, or other device type and can permit or block based on that criteria. As with other values,
the connector configuration utility can reveal all connected device types being processed for
the ActiveSync connection.

• UserAgent: Contains information on the ActiveSync client that is used. Usually, the value spec‑
ified corresponds to a specific operating system build and version for the mobile device plat‑
form.

The connector for the Exchange ActiveSync configuration utility running on the server always man‑
ages the static rules.

1. In the SMG Controller Configuration utility, click the Static Rules tab and then click Add.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 1133



Citrix Endpoint Management

2. In the Static Rule Properties dialog box, specify the values that youwant to use as criteria. For
example, you can enter a user to allow access by entering the user name (for example, Allowe‑
dUser) and then clearing the Disabled checkbox.

3. Click Save.

The static rule is now in effect. Also, you can use regular expressions to define values, but you
must enable the rule processing mode in the config.xml file.

To configure dynamic rules Device policies and properties in Citrix Endpoint Management define
dynamic rules and can trigger a dynamic connector for the ExchangeActiveSync filter. The triggers are
basedon thepresenceof apolicy violationorproperty setting. Theconnector forExchangeActiveSync
filters work by analyzing a device for a given policy violation or property setting. If the device meets
the criteria, the device is placed in a Device List. This Device List is not an allow list or a block list. It
is a list of devices that meets the criteria defined. The following configuration options enable you to
define whether you want to allow or deny the devices in the Device List by using the connector for
Exchange ActiveSync.

Note:

Use the Citrix Endpoint Management console to configure dynamic rules.

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page appears.

2. Under Server, click ActiveSync Gateway. The ActiveSync Gateway page appears.

3. In Activate the following rules, select one or more rules you want to activate.

4. In Android‑only, in Send Android domain users to ActiveSync Gateway, click YES to make
sure that Citrix Endpoint Management sends Android device information to the Secure Mobile
Gateway.

With this option enabled, Citrix EndpointManagement sends Android device information to the
connector if Citrix Endpoint Management doesn’t have the ActiveSync identifier for the device
user.

To configure custom policies by editing the connector for the Exchange ActiveSync XML file
You can view the basic policies in the default configuration on the Policies tab of the connector
for the Exchange ActiveSync configuration utility. If you want to create custom policies, you
can edit the NetScaler Gateway connector for the Exchange ActiveSync XML configuration file
(config\config.xml).

1. Find the PolicyList section in the file and then add a new Policy element.
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2. If a new group is also required, such as another static group or a group to support another GCP,
add the new Group element to the GroupList section.

3. Optionally, you can change the ordering of groups within an existing policy by rearranging the
GroupRef elements.

Configuring the connector for Exchange ActiveSync XML File The connector for Exchange Ac‑
tiveSync uses an XML configuration file to dictate the actions of the connector. Among other en‑
tries, the file specifies the group files and associated actions the filter take when evaluating HTTP
requests. By default, the file is named config.xml and can be found at the following location: ..\Pro‑
gram Files\Citrix\XenMobile NetScaler Connector\config.

GroupRef Nodes

The GroupRef nodes define the logical group names. The defaults are AllowGroup and DenyGroup.

Note:

The order of the GroupRef nodes as they appear in the GroupRefList node is significant.

The ID value of a GroupRef node identifies a logical container or collection of members that are used
for matching specific user accounts or devices. The action attributes specify how the filter treats a
member that matches a rule in the collection. For example, a user account or device that matches a
rule in the AllowGroup set “passes.”To pass means to be allowed to access the Exchange CAS. A user
account or device that matches a rule in the DenyGroup set is “rejected.”Rejected means not to be
allowed to access the Exchange CAS.

When a particular user account/device or combinationmeets rules in both groups, a precedence con‑
vention is used to direct the request’s outcome. Precedence is embodied in the order of the GroupRef
nodes in the config.xml file fromtop tobottom. TheGroupRefnodesare ranked inpriorityorder. Rules
for a given condition in the Allow groupwill always take precedence over rules for the same condition
in the Deny group.

Group Nodes

Also, the config.xml defines Group nodes. These nodes link the logical containers AllowGroup and
DenyGroup to external XML files. Entries stored in the external files form the basis of the filter rules.

Note:

In this version, only external XML files are supported.

The default installation implements two XML files in the configuration: allow.xml and deny.xml.
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Configuring NetScaler Gateway connector for Exchange ActiveSync

You can configure the NetScaler Gateway connector for Exchange ActiveSync to selectively block or
allow ActiveSync requests based on the following properties: Active Sync Service ID, Device type,
User Agent (device operating system), Authorized user, and ActiveSync Command.

The default configuration supports a combination of static and dynamic groups. You maintain sta‑
tic groups by using the SMG Controller Configuration utility. The static groups can consist of known
categories of devices, such as all devices using a given user agent.

Anexternal sourcecalledaGatewayConfigurationProvidermaintainsdynamicgroups. Theconnector
for Exchange ActiveSync connects the groups on a periodic basis. Citrix Endpoint Management can
export groups of allowed and blocked devices and users to the connector for Exchange ActiveSync.

An external source called a Gateway Configuration Provider maintains dynamic groups. The connec‑
tor for Exchange ActiveSync collects dynamic groups periodically. Citrix Endpoint Management can
export groups of allowed and blocked devices and users to the connector.

A policy is an ordered list of groups in which each group has an associated action (allow or block) and
a list of group members. A policy can have any number of groups. Group ordering within a policy is
important because when a match is found the action of the group is taken, and subsequent groups
aren’t evaluated.

A member defines a way to match the properties of a request. It canmatch a single property, such as
device ID, or multiple properties, such as device type and user agent.

Choosing a Security Model for NetScaler Gateway connector for Exchange ActiveSync

Establishing a security model is essential to a successful mobile device deployment for organizations
of any size. It is common to use protected or quarantined network control to allow access to a user,
computer, or device by default. This practice isn’t always ideal. Every organization that manages IT
security might have a slightly different or tailored approach to security for mobile devices.

The same logic applies tomobile device security. Using a permissivemodel is a weak choice because
of themultitude ofmobile devices and types,mobile devices per user, and available operating system
platforms and apps. In most organizations, the restrictive model is the most logical choice.

The configuration scenarios that Citrix allows for integrating the connector for Exchange ActiveSync
with Citrix Endpoint Management are as follows:

Permissive Model (Permit Mode)

The permissive security model operates on the premise that everything is either allowed or granted
access by default. Only through rules and filtering is something blocked and a restriction applied.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 1136



Citrix Endpoint Management

The permissive security model is good for organizations that have a relatively loose security concern
about mobile devices. The model only applies restrictive controls to deny access where appropriate
(when a policy rule is failed).

Restrictive Model (Block Mode)

The restrictive security model is based on the premise that nothing is allowed or granted access by
default. Everything passing through the security check point is filtered and inspected, and is denied
access unless the rules allowing access are passed. The restrictive securitymodel is good for organiza‑
tions that have a relatively tight security criterion aboutmobile devices. Themode only grants access
for use and functionality with the network services when all rules to allow access have passed.

Managing NetScaler Gateway connector for Exchange ActiveSync

You can use the NetScaler Gateway connector for Exchange ActiveSync to build access control rules.
The rules either allow or block access to ActiveSync connection requests from managed devices. Ac‑
cess is based on device status, app allow or block lists, and other compliance conditions.

By using the connector for the Exchange ActiveSync configuration utility, you can build dynamic and
static rules that enforce corporate email policies. Those rules and policies allow you to block users
who are in violation of compliance standards. You can also set up email attachment encryption, so
that all attachments that pass through your Exchange Server tomanaged devices are encrypted. Only
authorized users with managed devices can view encrypted attachments.

To uninstall the XNC

1. Run XncInstaller.exe with an administrator account.
2. Follow the onscreen instructions to complete the uninstallation.

To install, upgrade, or uninstall the connector for Exchange ActiveSync

1. Run XncInstaller.exe with an administrator account to install the connector for Exchange Ac‑
tiveSync or allow for upgrade or removal of an existing connector.

2. Follow the onscreen instructions to complete the installation, upgrade, or uninstallation.

After you install the connector for Exchange ActiveSync, youmustmanually restart the Citrix Endpoint
Management configuration service and the notification service.
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Installing NetScaler Gateway connector for Exchange ActiveSync

You can install the connector for Exchange ActiveSync on its own server or on the same server where
you installed Citrix Endpoint Management.

You can consider installing the connector for Exchange ActiveSync on its own server (separate from
Citrix Endpoint Management) for the following reasons:

• If your Citrix Endpoint Management server is hosted remotely in the cloud (physical location)
• If you do not want restarts of the Citrix Endpoint Management server to affect the connector for
Exchange ActiveSync (availability)

• If you want to devote a server’s system resources entirely to the connector for Exchange Ac‑
tiveSync (performance)

The CPU load that the connector for Exchange ActiveSync puts on a server depends on howmany de‑
vices aremanaged. A general recommendation is to provision for onemore CPU core if the connector
is deployed on the same server as Citrix Endpoint Management. For large numbers of devices (more
than 50,000), youmight need to provisionmore cores if you donot have a clustered environment. The
memory footprint of the connector isn’t significant enough to warrant more memory.

NetScaler Gateway connector for Exchange ActiveSync system requirements

The NetScaler Gateway connector for Exchange ActiveSync communicates with NetScaler Gateway
over an SSL bridge configured on the NetScaler Gateway appliance. The bridge enables the appli‑
ance to bridge all secure traffic directly to Citrix Endpoint Management. The connector for Exchange
ActiveSync the following minimum system configuration:

Component Requirement

Computer and processor 733 MHz Pentium III 733 MHz or higher processor.
2.0 GHz Pentium III or higher processor
(recommended)

Citrix Gateway Citrix Gateway appliance with software version
10

Memory 1 GB

Hard disk NTFS‑formatted local partition with 150 MB of
available hard‑disk space
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Component Requirement

Operating system Windows Server 2016, Windows Server 2012 R2,
or Windows Server 2008 R2 Service Pack 1. Must
be an English‑based server. Support for
Windows Server 2008 R2 Service Pack 1 ends on
January 14, 2020 and support for Windows
Server 2012 R2 ends on October 10, 2023.

Other devices Network adapter compatible with the host
operating system for communication with the
internal network

Microsoft .NET Framework Version 8.5.1.11 requires Microsoft .NET
Framework 4.5.

Display VGA or higher‑resolution monitor

The host computer for the connector for Exchange ActiveSync requires the following minimum avail‑
able hard disk space:

• Application: 10–15 MB (100 MB recommended)
• Logging: 1 GB (20 GB recommended)

For information about platform support for the connector for Exchange ActiveSync, see Supported
device operating systems.

Device email clients

Not all email clients consistently return the same ActiveSync ID for a device. Because the connector
for Exchange ActiveSync expects a unique ActiveSync ID for each device, the following is true: Only
email clients that consistently generate the same, unique ActiveSync ID for each device is supported.
Citrix has tested these email clients and the clients have done without errors:

• Samsung native email client
• iOS native email client

Deploying NetScaler Gateway connector for Exchange ActiveSync

The NetScaler Gateway connector for Exchange ActiveSync enables you to use NetScaler Gateway to
proxy and loadbalance Citrix EndpointManagement server communicationwith Citrix EndpointMan‑
agement managed devices. The connector for Exchange ActiveSync communicates periodically with
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Citrix Endpoint Management to synchronize policies. You can cluster the connector for Exchange Ac‑
tiveSync and Citrix Endpoint Management, together or independently.

The connector for Exchange ActiveSync components

• The connector for Exchange ActiveSync service: This service provides a REST web service
interface thatNetScalerGateway can invoke todetermine if anActiveSync request fromadevice
is authorized.

• Citrix Endpoint Management configuration service: This service communicates with Citrix
Endpoint Management to synchronize Citrix Endpoint Management policy changes with the
connector for Exchange ActiveSync.

• Citrix Endpoint Management notification service: This service sends notifications of unau‑
thorized device access to Citrix Endpoint Management. In this way, Citrix Endpoint Manage‑
ment can take appropriate measures, such as notifying the user why the device was blocked.

• The connector for Exchange ActiveSync configuration utility: This application allows the
administrator to configure andmonitor the connector for Exchange ActiveSync.

To set up listening addresses for NetScaler Gateway connector for Exchange
ActiveSync

For the NetScaler Gateway connector for Exchange ActiveSync to receive requests from NetScaler
Gateway to authorize ActiveSync traffic, do the following. Specify the port on which the connector
for Exchange ActiveSync listens to NetScaler Gateway web service calls.

1. From the Startmenu, select the connector for the Exchange ActiveSync configuration utility.
2. Click theWeb Service tab and then type the listening addresses for the connector web service.

You can selectHTTP or HTTPS or both. If the connector for Exchange ActiveSync is co‑resident
with Citrix Endpoint Management (installed on the same server), select port values that do not
conflict with Citrix Endpoint Management.

3. After the values are configured, click Save and then click Start Service to start the web service.

To configure device access control policies in NetScaler Gateway connector for
Exchange ActiveSync

To configure the access control policy youwant to apply to yourmanaged devices, do the following:

1. In the connector for the Exchange ActiveSync configuration utility, click the Path Filters tab.
2. Select the first row,Microsoft‑Server‑ActiveSync is for ActiveSync and then click Edit.
3. From the Policy list, select the desired policy. For a policy that is inclusive of Citrix Endpoint

Management policies, select Static + ZDM: Permit Mode or Static + ZDM: Block Mode. These
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policies combine local (or static) rules with the rules from Citrix Endpoint Management. Per‑
mit Mode means that all devices not explicitly identified by the rules are permitted access to
ActiveSync. Block Modemeans that such devices are blocked.

4. After setting the policies, click Save.

To configure communication with Citrix Endpoint Management

Specify the name and properties of the Citrix Endpoint Management server that youwant to use with
the NetScaler Gateway connector for Exchange ActiveSync and NetScaler Gateway.

Note:

This task assumes that you have already installed and configured Citrix Endpoint Management.
The Exchange ActiveSync configuration utility uses the term Config Provider for Citrix Endpoint
Management.

1. In the connector for the Exchange ActiveSync configuration utility, click the Config Providers
tab and then click Add.

2. Enter the name and URL of the Citrix Endpoint Management server that you’re using in this de‑
ployment. If you havemultiple Citrix Endpoint Management servers deployed in amultitenant
deployment, this namemust be unique for each server instance.

3. In Url, enter the Web address of the Citrix Endpoint Management GlobalConfig Provider
(GCP), typically in the format https://<FQDN>/<instanceName>/services/<
MagConfigService>. TheMagConfigService name is case‑sensitive.

4. In Password, enter the password to use for basic HTTP authorization with the Citrix Endpoint
Management web server.

5. In Managing Host, enter the server name where you installed the connector for Exchange Ac‑
tiveSync.

6. In Baseline Interval, specify a time period for when a new refreshed dynamic ruleset is pulled
from Citrix Endpoint Management.

7. In Request Timeout, specify the server request timeout interval.
8. In Config Provider, select if the config provider server instance is providing the policy configu‑

ration.
9. In Events Enabled, enable this option if you want Secure Mobile Gateway to notify Citrix End‑

point Management when a device is blocked. This option is required if you’re using the Secure
Mobile Gateway rules in any of your Citrix Endpoint Management Automated Actions.

10. After configuring the server, click Test Connectivity to test the connection to Citrix Endpoint
Management.

11. When connectivity has been established, click Save.
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Deploying NetScaler Gateway connector for Exchange ActiveSync for redundancy and
scalability

To scale yourNetScaler Gateway connector for ExchangeActiveSync andCitrix EndpointManagement
deployment, you can install instances of the connector for Exchange ActiveSync onmultipleWindows
Servers. All connector instances point to the same Citrix Endpoint Management instance. Then you
can use NetScaler Gateway to load balance the servers.

There are twomodes for the connector for Exchange ActiveSync configuration:

• In non‑shared mode, each connector for an Exchange ActiveSync instance communicates with
anCitrixEndpointManagement serverandkeeps itsownprivatecopyof the resultingpolicy. For
example, for a cluster of Citrix Endpoint Management servers you can run a connector instance
on each Citrix Endpoint Management server. The connector then gets policies from the local
Citrix Endpoint Management instance.

• In shared mode, one connector for an Exchange ActiveSync node is designated the primary
node. The connector communicates with Citrix Endpoint Management. The other nodes share
the resulting configuration through a Windows network share or by Windows (or third‑party)
replication.

The entire connector for Exchange ActiveSync configuration is in a single folder (consisting of a few
XML files). The connector process detects changes to any file in this folder and automatically reloads
the configuration. There is no failover for the primary node in sharedmode. However, the system can
tolerate the primary server being down for a few minutes (for example, to restart). The last known
good configuration is cached in the connector process.

Advanced concepts

February 20, 2024

TheCitrix EndpointManagementAdvancedConcepts articles offer adeeperdive intoproduct informa‑
tion about Citrix Endpoint Management. The aim is to help reduce deployment time through expert
techniques. The articles might cite the technical experts who have authored the content.

For decision points, recommendations, common questions, and use cases for your Citrix Endpoint
Management environment, see Citrix Endpoint Management deployment in this section.

For community support forums on Citrix Endpoint Management, see Citrix Discussions.
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Citrix Endpoint Management deployment

February 22, 2024

There’s a lot to consider when you’re planning an Citrix Endpoint Management deployment. What
devices do you choose? How do you manage them? How do you make sure that your network stays
secure while still providing a good user experience? What hardware do you need in place and how do
you troubleshoot it? The articles in this section aim to help answer such questions. Included are use
cases and recommendations on topics that cover your deployment concerns.

Keep in mind that a guideline or recommendation might not apply to all environments or use cases.
Be sure to set up a test environment before going live with an Citrix Endpoint Management deploy‑
ment.

The articles in this section cover these areas:

• Assess: Common use cases and questions to consider when planning your deployment.
• Design & Configure: Recommendations for designing and configuring your environment
• Operate &Monitor: Making sure the smooth operation of your running environment.

Assess

As with any deployment, assessing your needs must be your first priority. What is your primary need
for Citrix EndpointManagement? Is it necessary tomanage every device in your environment, just the
apps, or both? What level of security is needed for your Citrix Endpoint Management environment?
Let’s look at commonuse cases and questions for you to considerwhen planning your deployment.

• Management modes
• Device requirements
• Security and user experience
• Apps
• User communities
• Email strategy
• Citrix Endpoint Management integration

Design and Configure

Once you finish assessing your deployment needs, you can decide how to design and configure your
environment. The items to plan include:

• Choosing the hardware for your server
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• Setting up policies for apps and devices
• Getting users enrolled

This section includes use cases and recommendations for each of these scenarios andmore.

• Integrating with NetScaler Gateway and Citrix ADC
• SSO and proxy considerations for MDX apps
• Authentication
• Server properties
• Device and app policies
• User enrollment options

Operate and Monitor

After your Citrix Endpoint Management environment is up and running, you’ll want to monitor it to
make sure the smooth operation. The monitoring section discusses where you can find the various
logs andmessages Citrix Endpoint Management and its components generate, and how to read those
logs. This section also includes various common troubleshooting steps that you can follow to reduce
customer support feedback time.

• App provisioning and deprovisioning
• Dashboard‑based operations
• Role‑based Access Control and Citrix Endpoint Management support
• Monitor and support
• Citrix support process

Managementmodes

February 23, 2024

Management modes is a term that includes Mobile Device Management (MDM) and Mobile App Man‑
agement (MAM). You can configure:

• Enrollment profiles to enroll Android and iOS devices into MDM, MAM, or both (MDM+MAM). If
you choose MDM+MAM, you can give users the ability to opt out of MDM.

• Enrollment profiles to enroll Windows 10 and Windows 11 devices into MDM.

You specify enrollment options in enrollment profiles, which you attach to delivery groups. For infor‑
mation about enrollment options, see Enrollment profiles. The following sections focus on consider‑
ations for managing devices and apps.
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Mobile Device Management (MDM)

Using MDM, you can configure, secure, and support mobile devices. MDM enables you to protect de‑
vices and data on devices at a system level. You can configure policies, actions, and security functions.
For example, you can wipe a device selectively if the device is lost, stolen, or out of compliance.

Even if you don’t choose tomanage apps on devices, you can delivermobile apps, such as public app
store and enterprise apps.

The following are common use cases for MDM:

• MDM is a consideration for corporate‑owned devices where device‑level management policies
or certain restrictions are required. Those restrictions include full wipe, selective wipe, or geo‑
location.

• When customers require management of an actual device, but do not require MDX policies.
• When users only need email delivered to their native email clients on their mobile devices, and
Exchange ActiveSync or Client Access Server is already externally accessible. In this use case,
you can use MDM to configure email delivery.

• When you deploy native enterprise apps (non‑MDX), public app store apps, or MDX apps deliv‑
ered from public stores. Consider that an MDM solution alone might not prevent data leakage
of confidential information between apps on the device. Data leakage might occur with copy
and paste or Save As operations in Office 365 apps.

Mobile appmanagement (MAM)

MAM protects app data and lets you control app data sharing. MAM also allows for the management
of corporate data and resources, separately from personal data. With Citrix Endpoint Management
configured for MAM, you can use MDX‑enabled mobile apps to provide per‑app containerization and
control.

By using MDX policies, Citrix Endpoint Management provides app‑level control over network access
(such as micro VPN), app and device interaction, and app access.

MAM is often suitable for bring‑your‑own (BYO) devices because although the device is unmanaged,
corporate data is protected. MDX has many MAM‑only policies that don’t require an MDM control.

MAM also supports the Citrix mobile productivity apps. This support includes:

• Secure email delivery to Citrix Secure Mail
• Data sharing between the secured Citrix mobile productivity apps
• Secure data storage in Citrix Files.

For details, see Mobile productivity apps.

MAM is often suitable for the following examples:
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• You deliver mobile apps, such as MDX apps, managed at the app level.
• You are not required to manage devices at a system level.

MDM+MAM

Citrix Endpoint Management lets you specify whether users can opt out of device management. This
flexibility is useful for environments that include a mix of use cases. These environments might re‑
quire management of a device through MDM policies to access your MAM resources.

MDM+MAM is suitable for the following examples:

• You have a single use case in which bothMDM andMAM are required. MDM is required to access
your MAM resources.

• Some use cases require MDMwhile some do not.
• Some use cases require MAMwhile some do not.

Device Management and MDM Enrollment

An Citrix Endpoint Management Enterprise environment can include a mixture of use cases, some of
which require device management through MDM policies to allow access to MAM resources.

Before deploying Citrix mobile productivity apps to users, fully assess your use cases and decide
whether to require MDM enrollment. If you later decide to change the requirement for MDM enroll‑
ment, users might need to re‑enroll their devices. For more information, see Enrollment profiles.

For information about enrollment and NetScaler Gateway, see Integrating with NetScaler Gateway
and Citrix ADC.

The following is a summary of the advantages anddisadvantages (alongwithmitigations) of requiring
MDM enrollment.

WhenMDM enrollment is optional

Advantages

• Users can access MAM resources without putting their devices under MDM management. This
option can increase user adoption.

• Ability to secure access to MAM resources to protect enterprise data.
• MDX policies such as App Passcode can control app access for each MDX app.
• Configuring NetScaler Gateway, Citrix Endpoint Management, and per‑application time‑outs,
along with Citrix PIN, provide an extra layer of protection.
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• While MDM actions do not apply to the device, some MDX policies are available to deny MAM
access. The denial is based on system settings such as jailbroken, or rooted devices.

• Users can choose whether to enroll their device with MDM during first‑time use.

Disadvantages

• MAM resources are available to devices not enrolled in MDM.
• MDM policies and actions are available only to MDM‑enrolled devices.

Mitigation options

• Have users agree to a company terms and conditions that hold them responsible if they choose
to go out of compliance. Have administrators monitor unmanaged devices.

• Manage application access and security by using application timers. Reduced time‑out values
increase security, but can affect the user experience.

WhenMDM enrollment is required

Advantages

• Ability to restrict access to MAM resources only to MDM‑managed devices.
• MDM policies and actions can apply to all devices in the environment as you wanted.
• Users are not able to opt out of enrolling their device.

Disadvantages

• Requires all users to enroll with MDM.
• Might reduce adoption for userswhoobject to corporatemanagement of their personal devices.

Mitigation options

• Educate users about what Citrix Endpoint Management actually manages on their devices and
what information administrators can access.

Device requirements

February 23, 2024
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An important point to consider for any deployment is the set of devices you plan to roll out. On the
iOS, Android, and Windows platforms, the options are many. For a list of devices that Citrix Endpoint
Management supports, see Supported device platforms.

In a bring your own device (BYOD) environment, a mixture of supported platforms is possible. Con‑
sider the limitations in the Supported device platform article, however, when informing users about
the devices they can enroll. Even if you only allow one or two devices in your environment, Citrix End‑
point Management functions slightly different on the iOS, Android, and Windows devices. Different
feature sets are available on each platform.

Also, not all app designs target both tablet and phone form factors. Before you make widespread
changes, test the apps to make sure that they fit the device screen that you want to roll out.

You can consider enrollment factors as well. Apple and Google offer enterprise enrollment programs.
Through the Apple Deployment ProgramandGoogle Android Enterprise, you can buy devices that are
preconfigured and ready for employees to use.

For more information about enrollment, see User enrollment options.

Security and user experience

February 23, 2024

Security is important to any organization, but you need to achieve a balance between security and
user experience. For example, youmight have a highly secured environment that is difficult for users
to use. Or, your environment might be so user‑friendly that access control is not as strict. The other
sections in this virtual handbook cover security features in detail. The purpose of this article is to give
a general overview of common security concerns and the security options available in Citrix Endpoint
Management.

Here are some key considerations to keep in mind for each use case:

• Do you want to secure certain apps, the entire device, or both?
• Howdo youwant your users to authenticate their identity? Do youwant to use LDAP, certificate‑
based authentication, or a combination of the two?

• How long do you want a user’s session to last before it times out? Keep in mind that there are
different time‑out values for background services, Citrix ADC, and for being able to access apps
while offline.

• Do you want users to set up a device‑level passcode and an app‑level passcode? How many
sign‑in attempts do you want to allow? Keep in mind the additional per‑app authentication
requirements that might be implemented with MAM and how users might perceive them.
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• What other restrictions do youwant to place onusers? Do youwant to give users access to cloud
services such as Siri? What can they dowith each app youmake available to themandwhat can
they not do? Do you want to deploy corporate network (Wi‑Fi) policies to prevent cellular data
plans from being used from inside the office?

App versus Device

One of the first things to consider is whether you want to secure:

• Only certain apps (mobile appmanagement, or MAM)
• The entire device (Mobile Device Management, or MDM).
• MDM+MAM

Most commonly, if you don’t require device‑level control, you only need to manage mobile apps, es‑
pecially if your organization supports Bring Your Own Device (BYOD).

Userswithdevices thatCitrix EndpointManagementdoesn’tmanage can install apps through theapp
store. Instead of device‑level controls, such as selective or full wipe, you control access to the apps
through app policies. Depending on the values you set, the policies require the device to check Citrix
Endpoint Management periodically to confirm that the apps are still allowed to run.

MDM allows you to secure an entire device, including the ability to take inventory of all the software
on a device. MDM allows you to prevent enrollment if the device is jailbroken, rooted, or has unsafe
software installed. Taking this level of control, however, makes users leery of allowing that much
power over their personal devices and can reduce enrollment rates.

Authentication

Authentication is where a great deal of the user experience takes place. If your organization is already
running Active Directory, using Active Directory is the simplest way to have your users access the sys‑
tem.

Another significant part of the authentication user experience is time‑outs. A high security environ‑
ment might have users sign on every time they access the system. That option might not be ideal for
all organizations or use cases.

User Entropy

For added security, you can enable a feature called user entropy. Citrix Secure Hub and some other
apps often share common data like passwords, PINs, and certificates to make sure everything func‑
tions properly. This information is stored in a generic vault within Citrix Secure Hub. If you enable
user entropy through the Encrypt Secrets option, Citrix Endpoint Management creates a vault called
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UserEntropy. Citrix EndpointManagementmoves the information fromthegeneric vault into this new
vault. For Citrix Secure Hub or another app to access the data, users must enter a password or PIN.

Enabling user entropy adds another layer of authentication in several places. As a result, whenever
an app requires access to shared data in the UserEntropy vault (including passwords, PINs, and cer‑
tificates), users must authenticate.

You can learn more about user entropy by reading About the MDX Toolkit. To turn on user entropy,
you can find the related settings in the Client properties.

Policies

Both MDX and MDM policies give a great deal of flexibility to organizations, but they can also restrict
users. You might want that restriction in some situations, but policies can also make a system unus‑
able. For instance, you might want to block access to cloud applications such as Siri or iCloud that
have the potential to send sensitive data to outside locations. You can set up a policy to block ac‑
cess to these services, but keep in mind that such a policy can have unintended consequences. For
example, the iOS keyboard mic relies on cloud access.

Apps

Enterprise Mobility Management (EMM) segments intoMobile DeviceManagement (MDM) andMobile
Application Management (MAM). While MDM enables organizations to secure and control mobile de‑
vices, MAM eases application delivery and management. With the increasing adoption of BYOD, you
can typically implement a MAM solution, such as Citrix Endpoint Management, to assist with the fol‑
lowing:

• app delivery
• software licensing
• configuration
• app life cycle management

With Citrix Endpoint Management, you can add more security to these apps by configuring specific
MAM policies and VPN settings to prevent data leaks and other security threats. Citrix Endpoint Man‑
agement provides organizationswith the flexibility to include bothMDMandMAM functionality in the
same environment.

In addition to the ability to deliver apps to mobile devices, Citrix Endpoint Management offers app
containerization throughMDXtechnology. MDXsecuresapps throughencryption that is separate from
device‑level encryption provided by the platform. You can wipe or lock apps. Apps are subject to
granular policy‑based controls. Independent software vendors (ISVs) can apply these controls using
the Mobile Apps SDK.
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In a corporate environment, users use various mobile apps to aid in their job role. The apps can in‑
clude apps from the public app store, in‑house developed apps, or native apps. Citrix Endpoint Man‑
agement categorizes these apps as follows:

Public apps: These apps include free or paid apps available in a public app store, such as the Apple
AppStoreorGooglePlay. Vendorsoutsideof theorganizationoftenmake their appsavailable inpublic
app stores. This option lets their customers download the apps directly from the Internet. Youmight
usemany public apps in your organization depending on users’needs. Examples of such apps include
GoToMeeting, Salesforce, and EpicCare apps.

Citrixdoesnot supportdownloadingappbinariesdirectly frompublic appstores, thenwrapping them
with theMDX Toolkit for enterprise distribution. ToMDX‑enable third‑party applications, contact your
app vendor to get the app binaries. You can wrap the binaries by using the MDX Toolkit or integrate
the MAM SDK with the binaries.

In‑house apps: Many organizations have in‑house developers who create apps that provide specific
functionality and are independently developed and distributed within the organization. In certain
cases, someorganizationsmight also have apps that ISVs provide. You candeploy such apps as native
apps or you can containerize the apps by using a MAM solution, such as Citrix Endpoint Management.
For example, a healthcare organization can create an in‑house app that allows physicians to view
patient information on mobile devices. An organization can then MAM SDK enable or MDM‑wrap the
app to secure patient information and enable VPN access to the back‑end patient database server.

Web and SaaS apps: These apps include apps accessed from an internal network (web apps) or over
a public network (SaaS). Citrix Endpoint Management also allows you to create customweb and SaaS
appsusinga list of appconnectors. Theseappconnectors can facilitate single sign‑on (SSO) toexisting
Web apps. For details, see App connector types. For example, you can use Google Apps SAML for SSO
based on Security Assertion Markup Language (SAML) to Google Apps.

Mobileproductivityapps: Mobile productivity appsareCitrix‑developedapps that are includedwith
the Citrix Endpoint Management license. For details, see About mobile productivity apps. Citrix also
offers other business‑ready apps. ISVs develop business‑ready apps by using the Mobile Apps SDK.

HDX apps: HDX apps are Windows‑hosted apps that you publish with StoreFront. If you have a Citrix
Virtual Apps andDesktops environment, you can integrate the appswith Citrix EndpointManagement
to make the apps available to the enrolled users.

Depending on the type of mobile apps that you plan to deploy andmanage with Citrix Endpoint Man‑
agement, the underlying configuration and architecture differ. Suppose that many groups of users
with various levels of permissions consume a single app. In that case, you can create separate deliv‑
ery groups to deploy two versions of the app. Make sure that the user groupmembership is mutually
exclusive to avoid policy mismatches on user devices.

You might also want to manage iOS application licensing by using Apple Volume Purchase. This op‑
tion requires that you register for the Apple Volume Purchase program. And, you must use the Citrix
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EndpointManagement console to configure VolumePurchase settings. That configuration allows you
to distribute the apps with the Volume Purchase licenses. Various such use cases make it important
to assess and plan your MAM strategy before implementing the Citrix Endpoint Management environ‑
ment. You can start planning your MAM strategy by defining the following:

Types of apps: List the different types of apps that you plan to support. Then, categorize the apps,
such as public, native, Citrix mobile productivity apps, Web, in‑house, and ISV apps. Also, categorize
the apps for different device platforms, such as iOS and Android. This categorization helps you to
align the Citrix Endpoint Management settings that are required for each type of app. For example:
Certain appsmight not qualify for wrapping. Or, a few appsmight require use of the Mobile Apps SDK
to enable special APIs for interaction with other apps.

Network requirements: Configure apps with specific network access requirements with the appro‑
priate settings. For example, certain apps might need access to your internal network through a VPN.
Some apps might require Internet access to route access via the DMZ. To allow such apps to connect
to the required network, you have to configure various settings accordingly. Define per‑app network
requirements to help finalize your architectural decisions up front. That work streamlines the overall
implementation process.

Security requirements: Define the security requirements that apply to either individual apps or all
the apps. Some settings, such as the MDX policies, apply to individual apps. Session and authen‑
tication settings apply across all apps. Some apps might have specific encryption, containerization,
wrapping, authentication, geofencing, passcode, or data sharing requirements. Outline those require‑
ments in advance to simplify your deployment.

Deployment requirements: You might want to use a policy‑based deployment to allow only com‑
pliant users to download the published apps. For example, you might want certain apps to require
that:

• device platform‑based encryption is enabled
• the device is managed
• the device meets a minimum operating system version
• certain apps are available only to corporate users

Outline such requirements in advance so that you can configure the appropriate deployment rules or
actions.

Licensing requirements: Record app‑related licensing requirements. Such notes help you to man‑
age license usage effectively and to decide if you need to configure specific features in Citrix Endpoint
Management to facilitate licensing. For example, if you deploy a free or paid iOS app, Apple enforces
licensing requirements on the appbymaking users sign on to their Apple Store account. You can regis‑
ter for Apple Volume Purchase to distribute andmanage these apps through Citrix Endpoint Manage‑
ment. Volume Purchase allows users to download the apps without having to sign into their Apple
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Store account. Also, tools, such as Samsung Knox, have special licensing requirements, which you
need to complete before deploying those features.

Allow list andblock list requirements: You likelywant toprevent users from installingor using some
apps. Create anallow list of apps thatmakeadeviceout of compliance. Then, set uppolicies to trigger
when a device becomes non‑compliant. On the other hand, an app might be acceptable for use but
might fall under the block list for some reason. In that case, you can add the app to an allow list and
indicate that the app is acceptable to use, but isn’t required. Also, keep in mind that the apps pre‑
installed on new devices can include some commonly used apps that are not part of the operating
system. Those apps might conflict with your block list strategy.

Apps use case

A healthcare organization plans to deploy Citrix Endpoint Management to serve as aMAM solution for
their mobile apps. Mobile apps are delivered to corporate and BYOD users. IT decides to deliver and
manage the following apps:

• Mobile productivity apps: iOS and Android apps provided by Citrix.
• Citrix Files: App to access shared data and to share, sync, and edit files.

Public app store

• Citrix SecureHub: Client used by allmobile devices to communicatewith Citrix Endpoint Man‑
agement. IT pushes security settings, configurations, andmobile apps tomobile devices via the
Citrix SecureHubclient. Android and iOSdevices enroll in Citrix EndpointManagement through
Citrix Secure Hub.

• CitrixWorkspace app: Mobile app that allows users to open onmobile devices apps hosted by
Citrix Virtual Apps.

• GoToMeeting: Anonlinemeeting, desktopsharing, andvideoconferencingclient that letsusers
meet with other computer users, customers, clients, or colleagues via the Internet in real time.

• SalesForce1: Salesforce1 lets users access Salesforce frommobile devices and brings all Chat‑
ter, CRM, custom apps, and business processes together in a unified experience for any Sales‑
force user.

• RSA SecurID: Software‑based token for two‑factor authentication.
• EpicCare apps: These apps give healthcare practitioners secure and portable access to patient
charts, patient lists, schedules, andmessaging.

– Haiku: Mobile app for the iPhone and Android phones.
– Canto: Mobile app for the iPad
– Rover: Mobile apps for iPhone and iPad.

HDX: Citrix Virtual Apps delivers HDX apps to Citrix Workspace.
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• Epic Hyperspace: Epic client application for electronic health record management.

ISV

• Vocera: HIPAA compliant voice‑over IP andmessaging mobile app that extends the benefits of
Vocera voice technology anytime, anywhere via iPhone and Android smartphones.

In‑house apps

• HCMail: App that helps compose encrypted messages, search address books on internal mail
servers, and send the encryptedmessages to the contacts using an email client.

In‑house web apps

• PatientRounding: Web application used to record patient health information by different de‑
partments.

• OutlookWeb Access: Allows the access of email via a web browser.
• SharePoint: Used for organization‑wide file and data sharing.

The following table lists the basic information required for MAM configuration.

App Name App Type MDXWrapping iOS Android

Citrix Secure Mail Mobile
productivity app

No for version
10.4.1 and later

Yes Yes

Citrix Secure Web Mobile
productivity app

No for version
10.4.1 and later

Yes Yes

Citrix Files Mobile
productivity app

No for version
10.4.1 and later

Yes Yes

Citrix Secure Hub Public App NA Yes Yes

Citrix Workspace
app

Public App NA Yes Yes

GoToMeeting Public App NA Yes Yes

SalesForce1 Public App NA Yes Yes

RSA SecurID Public App NA Yes Yes

Epic Haiku Public App NA Yes Yes

Epic Canto Public App NA Yes No

Epic Rover Public App NA Yes No

Epic Hyperspace HDX App NA Yes Yes
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App Name App Type MDXWrapping iOS Android

Vocera ISV App Yes Yes Yes

HCMail In‑House App Yes Yes Yes

PatientRounding Web App NA Yes Yes

Outlook Web
Access

Web App NA Yes Yes

SharePoint Web App NA Yes Yes

The following tables list specific requirements that you can consult when configuring MAM policies in
Citrix Endpoint Management.

App Name VPN Required

Interaction (with
apps outside of
container)

Interaction (from
apps outside of
container)

Device
platform‑based
encryption

Citrix Secure Mail Y Selectively
Allowed

Allowed Not required

Citrix Secure Web Y Allowed Allowed Not required

Citrix Files Y Allowed Allowed Not required

Citrix Secure Hub Y N/A N/A N/A

Citrix Workspace
app

Y N/A N/A N/A

GoToMeeting N N/A N/A N/A

SalesForce1 N N/A N/A N/A

RSA SecurID N N/A N/A N/A

Epic Haiku Y N/A N/A N/A

Epic Canto Y N/A N/A N/A

Epic Rover Y N/A N/A N/A

Epic Hyperspace Y N/A N/A N/A

Vocera Y Blocked Blocked Not required

HCMail Y Blocked Blocked Required

PatientRounding Y N/A N/A Required

Outlook Web
Access

Y N/A N/A Not required
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App Name VPN Required

Interaction (with
apps outside of
container)

Interaction (from
apps outside of
container)

Device
platform‑based
encryption

SharePoint Y N/A N/A Not required

App Name Proxy Filtering Licensing Geofencing
Mobile Apps
SDK

Minimum
Operating
System
Version

Citrix Secure
Mail

Required N/A Selectively
Required

N/A Enforced

Citrix Secure
Web

Required N/A Not required N/A Enforced

Secure Notes Required N/A Not required N/A Enforced

Citrix Files Required N/A Not required N/A Enforced

Citrix Secure
Hub

Not required Volume
Purchase

Not required N/A Not enforced

Citrix
Workspace
app

Not required Volume
Purchase

Not required N/A Not enforced

GoToMeeting Not required Volume
Purchase

Not required N/A Not enforced

SalesForce1 Not required Volume
Purchase

Not required N/A Not enforced

RSA SecurID Not required Volume
Purchase

Not required N/A Not enforced

Epic Haiku Not required Volume
Purchase

Not required N/A Not enforced

Epic Canto Not required Volume
Purchase

Not required N/A Not enforced

Epic Rover Not required Volume
Purchase

Not required N/A Not enforced

Epic
Hyperspace

Not required N/A Not required N/A Not enforced

Vocera Required N/A Required Required Enforced

HCMail Required N/A Required Required Enforced
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App Name Proxy Filtering Licensing Geofencing
Mobile Apps
SDK

Minimum
Operating
System
Version

PatientRound‑
ing

Required N/A Not required N/A Not enforced

Outlook Web
Access

Required N/A Not required N/A Not enforced

SharePoint Required N/A Not required N/A Not enforced

User Communities

Every organization consists of diverse user communities that operate in different functional roles.
These user communities do different tasks and office functions using various resources that you pro‑
vide through user devices. Users might work from home or in remote offices using mobile devices
that you provide. Or, usersmight own their mobile devices, which allow them to access tools that are
subject to certain security compliance rules.

As more user communities start using mobile devices in their job roles, Enterprise Mobility Manage‑
ment (EMM) becomes critical to prevent data leaks. EMM is also critical to enforce an organization’s
security restrictions. For efficient and more sophisticated Mobile Device Management, you can cate‑
gorize your user communities. Doing so simplifies the mapping of users to resources and aligns the
appropriate security policies to users.

The followingexample illustrateshowtheuser communitiesof ahealthcareorganizationareclassified
for EMM.

User communities use case

This example healthcare organization provides technology resources and access to many users, in‑
cluding network and affiliate employees and volunteers. The organization has chosen to roll out the
EMM solution to non‑executive users only.

User roles and functions for this organization can be broken into subgroups including: clinical, non‑
clinical, and contractors. Selected users receive corporate mobile devices, while others can access
limited company resources from their personal devices. To enforce the right level of security restric‑
tions and prevent data leaks, the organization decided that corporate IT manages each enrolled de‑
vice. Those devices might be corporate‑owned or Bring Your Own Device (BYOD). Also, users can only
enroll a single device.

The following section provides an overview of the roles and functions of each subgroup:
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Clinical

• Nurses
• Physicians (Doctors, Surgeons, and so on)
• Specialists (Dieticians, anesthesiologists, radiologists, cardiologists, oncologists, and so on)
• Outside physicians (Non‑employee physicians and office workers that work from remote of‑
fices)

• Home Health Services (Office and mobile workers doing physician services for patient home
visits)

• Research Specialist (KnowledgeWorkers and Power Users at six Research Institutes doing clini‑
cal research to find answers to issues in medicine)

• Education and Training (Nurses, physicians, and specialists in education and training)

Non‑Clinical

• Shared Services (Office workers doing various back‑office functions, including HR, Payroll, Ac‑
counts Payable, and Supply Chain Service)

• Physician Services (Office workers doing various healthcare management, administrative ser‑
vices, andbusiness process solutions to providers, including: Administrative Services, Analytics
and Business Intelligence, Business Systems, Client Services, Finance, Managed Care Adminis‑
tration, Patient Access Solutions, Revenue Cycle Solutions, and so on)

• Support Services (Office workers doing various non‑clinical functions including: Benefits Ad‑
ministration, Clinical Integration, Communications, Compensation and Performance Manage‑
ment, Facility and Property Services, HR Technology Systems, Information Services, Internal
Audit and Process Improvement, and so o.)

• Philanthropic Programs (Office andmobile workers that do various functions in support of phil‑
anthropic programs)

Contractors

• Manufacturer and vendor partners (Onsite and remotely connected via site‑to‑site VPN provid‑
ing various non‑clinical support functions)

Based on the preceding information, the organization created the following entities. For more infor‑
mation about delivery groups in Citrix Endpoint Management, see Deploy resources.

Active Directory Organizational Units (OUs) and Groups For OU = Citrix Endpoint Management
Resources:

• OU = Clinical; Groups =

– XM‑Nurses
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– XM‑Physicians
– XM‑Specialists
– XM‑Outside Physicians
– XM‑Home Health Services
– XM‑Research Specialist
– XM‑Education and Training

• OU = Non‑Clinical; Groups =

– XM‑Shared Services
– XM‑Physician Services
– XM‑Support Services
– XM‑Philanthropic Programs

Citrix Endpoint Management Local Users and Groups For Group= Contractors, Users =

• Vendor1
• Vendor2
• Vendor 3
• …Vendor 10

Citrix Endpoint Management Delivery Groups

• Clinical‑Nurses
• Clinical‑Physicians
• Clinical‑Specialists
• Clinical‑Outside Physicians
• Clinical‑Home Health Services
• Clinical‑Research Specialist
• Clinical‑Education and Training
• Non‑Clinical‑Shared Services
• Non‑Clinical‑Physician Services
• Non‑Clinical‑Support Services
• Non‑Clinical‑Philanthropic Programs

Delivery Group and User Groupmapping

Active Directory Groups Citrix Endpoint Management Delivery Groups

XM‑Nurses Clinical‑Nurses
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Active Directory Groups Citrix Endpoint Management Delivery Groups

XM‑Physicians Clinical‑Physicians

XM‑Specialists Clinical‑Specialists

XM‑Outside Physicians Clinical‑Outside Physicians

XM‑Home Health Services Clinical‑Home Health Services

XM‑Research Specialist Clinical‑Research Specialist

XM‑Education and Training Clinical‑Education and Training

XM‑Shared Services Non‑Clinical‑Shared Services

XM‑Physician Services Non‑Clinical‑Physician Services

XM‑Support Services Non‑Clinical‑Support Services

XM‑Philanthropic Programs Non‑Clinical‑Philanthropic Programs

Delivery Group and Resource mapping The following tables illustrate the resources assigned to
each delivery group in this use case. The first table shows the mobile app assignments. The second
table shows the public app, HDX apps, and device management resources.

Citrix Endpoint
Management Delivery
Groups Citrix Mobile Apps Public Mobile Apps HDX Mobile Apps

Clinical‑Nurses X

Clinical‑Physicians

Clinical‑Specialists

Clinical‑Outside
Physicians

X

Clinical‑Home Health
Services

X

Clinical‑Research
Specialist

X

Clinical‑Education and
Training

X X

Non‑Clinical‑Shared
Services

X X

Non‑Clinical‑Physician
Services

X X
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Citrix Endpoint
Management Delivery
Groups Citrix Mobile Apps Public Mobile Apps HDX Mobile Apps

Non‑Clinical‑Support
Services

X X X

Non‑Clinical‑
Philanthropic
Programs

X X X

Contractors X X X

Citrix
Endpoint
Manage‑
ment
Delivery
Groups

Public
App: RSA
SecurID

Public
App:
EpicCare
Haiku

HDX App:
Epic Hy‑
perspace

Passcode
Policy

Device Re‑
strictions

Automated
Actions

Network
Policy

Clinical‑
Nurses

X

Clinical‑
Physicians

X

Clinical‑
Specialists
Clinical‑
Outside
Physi‑
cians
Clinical‑
Home
Health
Services
Clinical‑
Research
Specialist
Clinical‑
Education
and
Training

X X
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Citrix
Endpoint
Manage‑
ment
Delivery
Groups

Public
App: RSA
SecurID

Public
App:
EpicCare
Haiku

HDX App:
Epic Hy‑
perspace

Passcode
Policy

Device Re‑
strictions

Automated
Actions

Network
Policy

Non‑
Clinical‑
Shared
Services

X X

Non‑
Clinical‑
Physician
Services

X X

Non‑
Clinical‑
Support
Services

X X

Notes and considerations

• Citrix Endpoint Management creates a default delivery group named All Users during the initial
configuration. If you do not disable this delivery group, all Active Directory users have the right
to enroll into Citrix Endpoint Management.

• Citrix Endpoint Management synchronizes Active Directory users and groups on demand using
a dynamic connection to the LDAP server.

• If a user is part of a group that is not mapped in Citrix Endpoint Management, that user can‑
not enroll. Likewise, if a user is a member of many groups, Citrix Endpoint Management only
categorizes the user as part of the groups mapped to Citrix Endpoint Management.

Security requirements

The scope of security considerations related to an Citrix Endpoint Management environment can
quickly become overwhelming. There aremany interlocking pieces and settings. Youmight not know
where to begin or what to choose tomake sure an acceptable level of protection is available. Tomake
these choices simpler, Citrix provides recommendations for High, Higher, and Highest Security, as
outlined in the following table.

Security concerns aren’t the only consideration for the mode in which your devices enroll: MAM,
MDM+MAM with MDM optional, or MDM+MAM with MDM required. It is important to also review the
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requirements of the use case and decide if you can mitigate security concerns before choosing your
management mode.

High: Using these settings provides an optimal user experience while maintaining a basic level of
security acceptable to most organizations.

Higher: These settings create a stronger balance between security and usability.

Highest: Following these recommendations provides a high level of security at the cost of usability
and user adoption.

Managementmode security considerations

The following table specifies the management modes for each security level.

High Security Higher Security Highest Security

MAM, MDM+MAM MDM+MAM MDM+MAM

Notes:

• Depending on the use case, a MAM‑only deployment can meet security requirements and pro‑
vide a good user experience.

• For use cases like BYOD in which all business and security requirementsmight be satisfied with
app containerization only, Citrix recommends MAM‑only mode.

• For high security environments (and corporate issued devices), Citrix recommends MDM+MAM
to take advantage of all security capabilities available.

Citrix ADC and NetScaler Gateway security considerations

The following table specifies the Citrix ADC and NetScaler Gateway recommendations for each secu‑
rity level.

High Security Higher Security Highest Security

Citrix ADC is recommended.
NetScaler Gateway is required
for MAM and MDM+MAM

Standard NetScaler for
XenMobile wizard configuration
with SSL bridge if Citrix
Endpoint Management is in the
DMZ.

SSL Offload with end‑to‑end
encryption

Notes:
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• Exposing the Citrix Endpoint Management server to the Internet via NAT or existing third‑party
proxies/load‑balancers might be an option for MDM. However, in that case, the SSL traffic ter‑
minates on an Citrix Endpoint Management server, which poses a potential security risk.

• For high security environments, NetScaler Gateway with the default Citrix Endpoint Manage‑
ment configuration typically meets or exceeds security requirements.

• For MDM enrollments with the highest security needs, SSL termination at NetScaler Gateway
enables you to inspect traffic at the perimeter, while maintaining end‑to‑end SSL encryption.

• Options to define SSL/TLS ciphers.
• For more information, see Integrating with NetScaler Gateway and Citrix ADC.

Enrollment security considerations

The following table specifies the Citrix ADC and NetScaler Gateway recommendations for each secu‑
rity level.

High Security Higher Security Highest Security

Active Directory Group
membership only. All users
Delivery Group disabled.

Invitation only enrollment
security mode. Active Directory
Groupmembership only. All
users Delivery Group disabled

Enrollment security mode tied
to Device ID. Active Directory
Groupmembership only. All
users Delivery Group disabled

Notes:

• Citrix generally recommends that you restrict enrollment to users in predefined Active Di‑
rectory groups only. This restriction requires disabling the built‑in All users delivery group.

• You can use enrollment invitations to restrict enrollment to users with an invitation. Enroll‑
ment invitations aren’t available for Windows devices.

• You can use one‑time PIN (OTP) enrollment invitations as a two‑factor authentication solu‑
tionand tocontrol thenumberofdevicesauser canenroll. (OTP invitationsaren’t available
for Windows devices.)

Device passcode security considerations

The following table specifies the device passcode recommendations for each security level.
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High Security Higher Security Highest Security

Recommended. High security
is required for device‑level
encryption. Can be enforced
with MDM. Can be set as
required for MAM‑only by using
the MDX policy, Non‑compliant
device behavior.

Enforced by using an MDM,
MAM, or MDM+MAM policy.

Enforced by using an MDM and
MDX policy. MDM Complex
passcode policy.

Notes:

• Citrix recommends the use of a device passcode.
• You can enforce a device passcode via an MDM policy.
• You can use an MDX policy to make a device passcode a requirement for using managed
apps; for example, for BYOD use cases.

• Citrix recommends combining the MDM and MDX policy options for increased security for
MDM+MAM enrollments.

• For environments with the highest security requirements, you can configure complex pass‑
code policies and enforced them with MDM. You can configure automatic actions to notify
administrators or issue selective/full devicewipeswhen adevice doesn’t followapasscode
policy.

Apps

February 23, 2024

The Enterprise Mobility Management (EMM) segments into Mobile Device Management (MDM) and
Mobile Application Management (MAM). While MDM enables organizations to secure and control mo‑
bile devices, MAM helps with application delivery and management. With the increasing adoption
of BYOD, you can typically implement a MAM solution, such as Citrix Endpoint Management. Citrix
Endpoint Management assists with application delivery, software licensing, configuration, and appli‑
cation life cycle management. You can require or allow users to also opt into MDMmanagement.

With Citrix Endpoint Management, you secure apps by configuring MAM policies and VPN settings to
prevent data leaks and other security threats. Citrix Endpoint Management provides organizations
with the flexibility to enroll devices as MAM‑only or MDM+MAM.
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Along with the ability to deliver apps to mobile devices, Citrix Endpoint Management offers app con‑
tainerization through MDX technology. The apps are subject to granular policy‑based controls. Inde‑
pendent software vendors (ISVs) can apply these controls using the Mobile Apps SDK.

In a corporate environment, users use various mobile apps to aid in their job role. The apps can in‑
clude apps from the public app store, in‑house developed apps, or native apps. Citrix Endpoint Man‑
agement categorizes these apps as follows:

• Public apps: These apps include free or paid apps available in a public app store, such as the
Apple AppStore orGoogle Play. Vendors outside of the organizationoftenmake their apps avail‑
able in public app stores. This option lets their customers download the apps directly from the
Internet. You might use many public apps in your organization depending on users’needs. Ex‑
amples of such apps include GoToMeeting, Salesforce, and EpicCare apps.

– If you use the MAM SDK: Obtain the app binaries from your app vendor. Then, integrate
the MAM SDK into the app.

– If you use the MDX Toolkit: Citrix does not support downloading app binaries directly
frompublic app stores, and thenwrapping themwith theMDX Toolkit for enterprise distri‑
bution. To wrap third‑party applications, work with your app vendor to get the app bina‑
ries. You can then wrap the binaries by using the MDX Toolkit.

• In‑house apps: Many organizations have in‑house developers who create apps that provide
specific functionality and are independently developed anddistributedwithin the organization.
In certain cases, some organizations might also have apps that ISVs provide. You can deploy
such apps as native apps or you can containerize the apps by using a MAM solution, such as
Citrix Endpoint Management.

For example, a healthcare organization might create an in‑house app that allows physicians to
view patient information on mobile devices. An organization can then secure patient informa‑
tion and enable VPN access to the patient database by using one of the following:

– MAM SDK
– MDX Toolkit

• Web and SaaS apps: These apps include apps accessed from an internal network (web apps)
or over a public network (SaaS). Citrix Endpoint Management also allows you to create custom
web and SaaS apps using a list of app connectors. These app connectors can facilitate single
sign‑on (SSO) to existingWeb apps. For details, see App connector types. For example, you can
use Google Apps SAML for SSO based on Security AssertionMarkup Language (SAML) to Google
Apps.

• Mobile productivity apps: Mobile productivity apps are Citrix‑developed apps that are
included with the Citrix Endpoint Management license. For details, see About mobile produc‑
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tivity apps. Citrix also offers other business‑ready apps that ISVs develop by using the Mobile
Apps SDK.

• HDX apps: HDX apps are Windows‑hosted apps that you publish with StoreFront. If you use
Citrix Virtual Apps and Desktops and CitrixWorkspace, HDX apps are available to enrolled users.

Depending on the type of mobile apps you plan to deploy and manage with Citrix Endpoint Manage‑
ment, the underlying configurationmight differ. For example,many groups of userswith different lev‑
els of permissions might consume a single app. In that case you can create separate delivery groups
to deploy two separate versions of the same app. Also, youmustmake sure that the user groupmem‑
bership is mutually exclusive to avoid policy mismatches on users’devices.

You can alsomanage iOS application licensing by using Apple Volume Purchase. This option requires
you to register for the Volume Purchase program and configure the Volume Purchase settings in the
Citrix Endpoint Management console. That configuration allows you to distribute the apps with the
Volume Purchase licenses. Various use casesmake it important to assess and plan your MAM strategy
before implementing theCitrix EndpointManagement environment. You can start planning yourMAM
strategy by defining the following:

• Types of apps: List the different types of apps that you plan to support and categorize them,
such as public, native, Web, in‑house, or ISV apps. Also, categorize the apps for different device
platforms, such as iOS and Android. This categorization helps with aligning the various Citrix
Endpoint Management settings that are required for each type of app. For example, a few apps
might require use of the Mobile Apps SDK to enable special APIs for interactionwith other apps.

• Network requirements: Configure the settings of apps that have specific network access re‑
quirements. For example, certain apps might need access to your internal network through a
VPN. Some apps might require Internet access to route access via the DMZ. To allow such apps
to connect to the required network, you must configure various settings accordingly. Defining
per‑app network requirements help in completing your architectural decisions early on, which
streamlines the overall implementation process.

• Security requirements: You can define security requirements to apply to either individual
apps or all apps.

– Settings, such as the MDX policies, apply to individual apps
– Session and authentication settings apply across all apps
– Some apps might have specific containerization, MDX, authentication, geofencing, pass‑
code, or data sharing requirements

Outline those requirements in advance to simplify your deployment. For details on security in
Citrix Endpoint Management, see Security and user experience.

• Deployment requirements: You might want to use a policy‑based deployment to allow only
compliant users to download the published apps. For example, certain apps can require that
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thedevice ismanagedor that thedevicemeets aminimumoperating systemversion. Youmight
also want certain apps to be available only to corporate users. Outline such requirements in
advance so that you can configure the appropriate deployment rules or actions.

• Licensing requirements: Keep a record of the app‑related licensing requirements. Your notes
canhelp youmanage licenseusageeffectively anddecidewhether to configure specific features
in Citrix Endpoint Management to facilitate licensing. For example, if you deploy a free or paid
iOS app, Apple enforces licensing requirements on the app. As a result, users must sign in to
their Apple App Store account.

However, you can register for Apple Volume Purchase to distribute and manage these apps by
using Citrix Endpoint Management. Volume Purchase allows users to download the apps with‑
out having to sign into their Apple App Store account.

Some platforms have special licensing requirements to complete before deploying those fea‑
tures.

• Allow list and block list requirements: You might identify apps that you do not want users
to install or use. Creating a block list defines an out of compliance event. You can then set up
policies to trigger when the event occurs. On the other hand, an app might be acceptable for
use but can fall under the block list for some reason. In that case, you can add the app to an
allow list and indicate that the app is acceptable to use but is not required. Also, keep in mind
that the apps pre‑installed on new devices can include some commonly used apps that are not
part of the operating system. Such apps can conflict with your block list strategy.

Use Case

A healthcare organization plans to deploy Citrix Endpoint Management to serve as aMAM solution for
their mobile apps. Mobile apps are delivered to corporate and BYOD users. IT decides to deliver and
manage the following apps:

Mobile productivity apps: iOS and Android apps provided by Citrix. For details, see Mobile produc‑
tivity apps.

Citrix Secure Hub: For customers who onboarded before Citrix Endpoint Management 10.18.14: You
push security settings, configurations, andmobile apps to mobile devices by using Citrix Secure Hub.
Android and iOS devices enroll in Citrix Endpoint Management through Citrix Secure Hub.

For new customers fromCitrix Endpoint Management 10.18.14: Citrix Secure Hub supports the use of
the Workspace app store. When opening Citrix Secure Hub, users no longer see the Citrix Secure Hub
store. Now, an Add Apps button takes users to the Workspace apps store.

The following is a video that shows an iOS device performing an enrollment to Citrix Endpoint Man‑
agement using the Citrix Workspace app.
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.

Citrix Workspace app: The Citrix Workspace app incorporates existing Citrix Receiver technology,
Citrix Secure Hub, and other CitrixWorkspace client technologies. Citrix Workspace app provides end
users with a unified, contextual experience.

GoToMeeting: Anonlinemeeting, desktop sharing, and video conferencing client that lets usersmeet
with other computer users, customers, clients, or colleagues via the Internet in real time.

SalesForce1: Salesforce1 letsusersaccessSalesforce frommobiledevicesandbringsall Chatter, CRM,
custom apps, and business processes together in a unified experience for any Salesforce user.

RSA SecurID: Software‑based token for two‑factor authentication.

EpicCareapps: Theseappsgivehealthcarepractitioners secureandportable access topatient charts,
patient lists, schedules, andmessaging.

Haiku: Mobile app for the iPhone and Android phones.

Canto: Mobile app for the iPad

Rover: Mobile apps for iPhone and iPad.

HDX: These apps are delivered via Citrix Virtual Apps in Citrix Workspace.

• Epic Hyperspace: Epic client application for electronic health record management.
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ISV:

• Vocera: HIPAA compliant voice‑over IP andmessaging mobile app that extends the benefits of
Vocera voice technology anytime, anywhere via iPhone and Android smartphones.

In‑house apps:

• HCMail: App that helps compose encrypted messages, search address books on internal mail
servers, and send the encryptedmessages to the contacts using an email client.

In‑house web apps:

• PatientRounding: Web application used to record patient health information by different de‑
partments.

• OutlookWeb Access: Allows the access of email via a web browser.
• SharePoint: Used for organization‑wide file and data sharing.

The following table lists the basic information required for MAM configuration.

App Name App Type MDX‑enabled iOS Android

Citrix Secure Mail Mobile
productivity app

No Yes Yes

Citrix Secure Web Mobile
productivity app

No Yes Yes

Citrix Files Mobile
productivity app

No Yes Yes

Citrix Secure Hub Public App N/A Yes Yes

Citrix Workspace
app

Public App N/A Yes Yes

GoToMeeting Public App N/A Yes Yes

SalesForce1 Public App N/A Yes Yes

RSA SecurID Public App N/A Yes Yes

Epic Haiku Public App N/A Yes Yes

Epic Canto Public App N/A Yes No

Epic Rover Public App N/A Yes No

Epic Hyperspace HDX App N/A Yes Yes

Vocera ISV App Yes Yes Yes

HCMail In‑House App Yes Yes Yes
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App Name App Type MDX‑enabled iOS Android

PatientRounding Web App N/A Yes Yes

Outlook Web
Access

Web App N/A Yes Yes

SharePoint Web App N/A Yes Yes

The following table lists specific requirements that you can consult configuring MAM policies in Citrix
Endpoint Management.

App
Name

VPN Re‑
quired

Interaction
(with
apps
outside
of con‑
tainer)

Interaction
(from
apps
outside
of con‑
tainer)

Proxy
Filter‑
ing Licensing

Geo‑
fencing

Mobile
Apps
SDK

Minimum
Operat‑
ing
System
Version

Citrix
Secure
Mail

Y Selectively
Allowed

Allowed Required N/A Selectively
Re‑
quired

N/A Enforced

Citrix
Secure
Web

Y Allowed Allowed Required N/A Not
required

N/A Enforced

Citrix
Files

Y Allowed Allowed Required N/A Not
required

N/A Enforced

Citrix
Secure
Hub

Y N/A N/A Not
required

Volume
Pur‑
chase

Not
required

N/A Not en‑
forced

Citrix
Work‑
space
app

Y N/A N/A Not
required

Volume
Pur‑
chase

Not
required

N/A Not en‑
forced

GoToMeetingN N/A N/A Not
required

Volume
Pur‑
chase

Not
required

N/A Not en‑
forced

SalesForce1N N/A N/A Not
required

Volume
Pur‑
chase

Not
required

N/A Not en‑
forced
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App
Name

VPN Re‑
quired

Interaction
(with
apps
outside
of con‑
tainer)

Interaction
(from
apps
outside
of con‑
tainer)

Proxy
Filter‑
ing Licensing

Geo‑
fencing

Mobile
Apps
SDK

Minimum
Operat‑
ing
System
Version

RSA
SecurID

N N/A N/A Not
required

Volume
Pur‑
chase

Not
required

N/A Not en‑
forced

Epic
Haiku

Y N/A N/A Not
required

Volume
Pur‑
chase

Not
required

N/A Not en‑
forced

Epic
Canto

Y N/A N/A Not
required

Volume
Pur‑
chase

Not
required

N/A Not en‑
forced

Epic
Rover

Y N/A N/A Not
required

Volume
Pur‑
chase

Not
required

N/A Not en‑
forced

Epic
Hyper‑
space

Y N/A N/A Not
required

N/A Not
required

N/A Not en‑
forced

Vocera Y Blocked Blocked Required N/A Required Required Enforced

HCMail Y Blocked Blocked Required N/A Required Required Enforced

PatientRound‑
ing

Y N/A N/A Required N/A Not
required

N/A Not en‑
forced

Outlook
Web
Access

Y N/A N/A Required N/A Not
required

N/A Not en‑
forced

SharePointY N/A N/A Required N/A Not
required

N/A Not en‑
forced

User communities

February 23, 2024

Every organization consists of diverse user communities that operate in different functional roles.
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These user communities do different tasks and office functions using various resources that you pro‑
vide through user mobile devices. Users might work from home or in remote offices using mobile
devices that you provide. Or, users might use personal mobile devices, which allow them to access
tools that are subject to certain security compliance rules.

Withmore user communities usingmobile devices, Enterprise Mobility Management (EMM) becomes
critical to prevent a data leak and to enforce organizational security restrictions. For efficient and
more sophisticatedMobile Device Management, you can categorize your user communities. Doing so
simplifies the mapping of users to resources and makes sure that the right security policies apply to
the right users.

Categorizing user communities can include the use of the following components:

• Active Directory Organizational Units (OUs) and Groups

Users added to specific Active Directory security groups can receive policies and resources such
as apps. Removingusers fromtheActiveDirectory security groups removesaccess topreviously
allowed Citrix Endpoint Management resources.

• Citrix Endpoint Management local users and groups

For users who don’t have an account in Active Directory, you can create the users as local Cit‑
rix Endpoint Management users. You can add local users to delivery groups and provision re‑
sources to them in the samemanner as Active Directory users.

• Citrix Endpoint Management delivery groups

If many groups of users with different levels of permissions are to consume a single app, you
might want to create separate delivery groups. With separate delivery groups, you can deploy
two separate versions of the same app. Citrix recommends creating delivery groups before you
create device policies.

• Delivery group and user groupmapping

Delivery group to Active Directory group mappings can be either one‑to‑one, or one‑to‑
many. Assign base policies and apps to a one‑to‑many delivery group mapping. Assign
function‑specific policies and apps to one‑to‑one delivery groupmappings.

• Delivery Group and Resource Mapping of Apps

Assign specific apps to each delivery group.

• Delivery Group and Resource Mapping of MDM Resources

Assign apps and specific device management resources to each delivery group. For example,
configure a delivery groupwith anymix of the following: Types of apps (public, HDX, and so on),
specific apps per app type, and resources such as device policies and automated actions.

The followingexample illustrateshowtheuser communitiesof ahealthcareorganizationareclassified
for EMM.
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Use case

This example healthcare organization provides technology resources and access to many users, in‑
cluding network and affiliate employees and volunteers. The organization has chosen to roll out the
EMM solution to non‑executive users only.

You can divide user roles and functions for this organization into subgroups including: clinical, non‑
clinical, and contractors. A selected set of users receives corporate mobile devices, while others can
access limited company resources from their personal devices (BYOD). To enforce the appropriate
level of security restrictions and prevent data leaks, the organization decided that corporate IT man‑
ages each enrolled device. Also, users can only enroll a single device.

The following sections provide an overview of the roles and functions of each subgroup.

Clinical

• Nurses
• Physicians (Doctors, Surgeons, and so on)
• Specialists (Dieticians, anesthesiologists, radiologists, cardiologists, oncologists, and so on)
• Outside physicians (Non‑employee physicians and office workers that work from remote of‑
fices)

• Home Health Services (Office and mobile workers doing physician services for patient home
visits)

• Research Specialist (KnowledgeWorkers and Power Users at six Research Institutes doing clini‑
cal research to find answers to issues in medicine)

• Education and Training (Nurses, physicians, and specialists in education and training)

Non‑clinical

• Shared Services (Office workers doing various back‑office functions including: HR, Payroll, Ac‑
counts Payable, Supply Chain Service, and so on)

• Physician Services (Office workers doing various healthcare management, administrative ser‑
vices, andbusiness process solutions to providers, including: Administrative Services, Analytics
and Business Intelligence, Business Systems, Client Services, Finance, Managed Care Adminis‑
tration, Patient Access Solutions, Revenue Cycle Solutions, and so on)

• Support Services (Office workers doing various non‑clinical functions including: Benefits Ad‑
ministration, Clinical Integration, Communications, Compensation and Performance Manage‑
ment, Facility and Property Services, HR Technology Systems, Information Services, Internal
Audit and Process Improvement, and so on.)

• Philanthropic Programs (Office andmobile workers that do various functions in support of phil‑
anthropic programs)
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Contractors

• Manufacturer and vendor partners (Onsite and remotely connected via site‑to‑site VPN provid‑
ing various non‑clinical support functions)

Based on the preceding information, the organization created the following entities. For more in‑
formation about delivery groups in Citrix Endpoint Management, see Deploy resources in the Citrix
Endpoint Management product documentation.

Active Directory Organizational Units (OUs) and Groups

For OU = Citrix Endpoint Management Resources

• OU = Clinical; Groups =

– XM‑Nurses
– XM‑Physicians
– XM‑Specialists
– XM‑Outside Physicians
– XM‑Home Health Services
– XM‑Research Specialist
– XM‑Education and Training

• OU = Non‑Clinical; Groups =

– XM‑Shared Services
– XM‑Physician Services
– XM‑Support Services
– XM‑Philanthropic Programs

Citrix Endpoint Management Local Users and Groups

For Group= Contractors, Users =

• Vendor1
• Vendor2
• Vendor 3
• …Vendor 10

Citrix Endpoint Management Delivery Groups

• Clinical‑Nurses
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• Clinical‑Physicians
• Clinical‑Specialists
• Clinical‑Outside Physicians
• Clinical‑Home Health Services
• Clinical‑Research Specialist
• Clinical‑Education and Training
• Non‑Clinical‑Shared Services
• Non‑Clinical‑Physician Services
• Non‑Clinical‑Support Services
• Non‑Clinical‑Philanthropic Programs

Delivery Group and User Groupmapping

Active Directory Groups Citrix Endpoint Management Delivery Groups

XM‑Nurses Clinical‑Nurses

XM‑Physicians Clinical‑Physicians

XM‑Specialists Clinical‑Specialists

XM‑Outside Physicians Clinical‑Outside Physicians

XM‑Home Health Services Clinical‑Home Health Services

XM‑Research Specialist Clinical‑Research Specialist

XM‑Education and Training Clinical‑Education and Training

XM‑Shared Services Non‑Clinical‑Shared Services

XM‑Physician Services Non‑Clinical‑Physician Services

XM‑Support Services Non‑Clinical‑Support Services

XM‑Philanthropic Programs Non‑Clinical‑Philanthropic Programs

Delivery Group and Resourcemapping of apps

Secure
Mail

Secure
Web

Citrix
Files

Workspace
app SalesForce1

RSA
SecurID

EpicCare
Haiku

Epic
Hyper‑
space

Clinical‑
Nurses

X X X
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Secure
Mail

Secure
Web

Citrix
Files

Workspace
app SalesForce1

RSA
SecurID

EpicCare
Haiku

Epic
Hyper‑
space

Clinical‑
Physicians
Clinical‑
Specialists
Clinical‑
Outside
Physi‑
cians

X X

Clinical‑
Home
Health
Services

X X

Clinical‑
Research
Special‑
ist

X X

Clinical‑
Education
and
Training

X X

Non‑
Clinical‑
Shared
Services

X X

Non‑
Clinical‑
Physician
Services

X X

Non‑
Clinical‑
Support
Services

X X X X
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Secure
Mail

Secure
Web

Citrix
Files

Workspace
app SalesForce1

RSA
SecurID

EpicCare
Haiku

Epic
Hyper‑
space

Non‑
Clinical‑
Philanthropic
Pro‑
grams

X X X X

ContractorsX X X X X X

Delivery Group and Resourcemapping of MDM Resources

MDM: Passcode
policy

MDM: Device
Restrictions

MDM: Automated
Actions

MDM: Network
policy

Clinical‑Nurses X

Clinical‑
Physicians

X

Clinical‑
Specialists
Clinical‑Outside
Physicians
Clinical‑Home
Health Services
Clinical‑Research
Specialist
Clinical‑
Education and
Training
Non‑Clinical‑
Shared Services
Non‑Clinical‑
Physician
Services
Non‑Clinical‑
Support Services
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MDM: Passcode
policy

MDM: Device
Restrictions

MDM: Automated
Actions

MDM: Network
policy

Non‑Clinical‑
Philanthropic
Programs
Contractors X

Notes and considerations

• Citrix Endpoint Management creates a default delivery group named All Users during the initial
configuration. If you do not disable this Delivery Group, all Active Directory users have the right
to enroll into Citrix Endpoint Management.

• Citrix Endpoint Management synchronizes Active Directory users and groups on demand using
a dynamic connection to the LDAP server.

• If a user is part of a group that is not mapped in Citrix Endpoint Management, that user can‑
not enroll. Likewise, if a user is a member of many groups, Citrix Endpoint Management only
categorizes the user as being in the groups mapped to Citrix Endpoint Management.

Email strategy

February 23, 2024

Secure access to email frommobile devices is one of the main drivers behind any organization’s mo‑
bility management initiative. Deciding on the proper email strategy is often a key component of any
Citrix Endpoint Management design. Citrix Endpoint Management offers several options to accom‑
modate different use cases, based on security, user experience, and integration requirements. This
article covers the typical design decision process and considerations for choosing the right solution,
from client selection to mail traffic flow.

Choosing your email clients

Client selection is generally at the top of the list for the overall email strategy design. You can choose
from several clients: Citrix Secure Mail, native mail that is included with a particular mobile platform
operating system, or other third‑party clients available through the public app stores. Depending
on your needs, you can possibly support the user communities with a single (standard) client or you
might have to use a combination of clients.
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The following table outlines some design considerations for the different client options available:

Topic Citrix Secure Mail Native (for example,
iOS Mail)

Third‑partymail

Configuration Exchange account
profiles configured via
an MDX policy.

Exchange account
profiles configured via
an MDM policy.
Android support is
limited to: Android
Enterprise. All other
clients are considered
third‑party clients.

Generally requires
manual configuration
by the user.

Security Secure by design,
providing the highest
security. Uses MDX
policies with added
data encryption levels.
Citrix Secure Mail is a
fully managed app via
an MDX policy. Added
layer of authentication
with Citrix PIN.

Based on vendor/app
feature set. Provides
higher security. Uses
device encryption
settings. Relies on
device‑level
authentication for
access to the app.

Based on vendor/app
feature set. Provides
high security.

Integration Allows interaction with
managed (MDX) apps
by default. Open web
URLswith Citrix Secure
Web. Save files to and
attach files from Citrix
Files. Directly join and
dial in to GoToMeeting.

Can only interact with
other unmanaged
(non‑MDX) apps by
default.

Can only interact with
other unmanaged
(non‑MDX) apps by
default.

Deployment/
Licensing

You can push Citrix
Secure Mail through
MDM, directly from
public app stores.
Included with Citrix
Endpoint Management
Advanced and
Enterprise licensing.

Client app included
with platform
operating system. No
additional licensing
requirements.

You can push via MDM,
as an enterprise app or
directly from public
app stores. Associated
licensing model/costs
based on app vendor.
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Support Single vendor support
for the client and EMM
solution (Citrix).
Embedded support
contact info in Citrix
Secure Hub/app debug
logging capabilities.
One client to support.

Vendor defined
support
(Apple/Google). Might
have to support
different clients based
on device platform.

Vendor‑defined
support. One client to
support, assuming
that the third‑party
client is supported on
all managed device
platforms.

Mail traffic flow and filtering considerations

This section discusses the threemain scenarios and design considerations about the flow of mail (Ac‑
tiveSync) traffic in the context of Citrix Endpoint Management.

Scenario 1: Exposed Exchange

Environments that support external clients commonly have Exchange ActiveSync services exposed to
the internet. Mobile ActiveSync clients connect through this externally facing path through a reverse
proxy (for example, NetScaler Gateway) or through an Edge Server. This option is required for the
use of native or third‑party mail clients, making these clients the popular choice for this scenario. Al‑
though not a commonpractice, you can also use the Citrix SecureMail client in this scenario. By doing
so, you benefit from the security features offered by the use of MDX policies and management of the
app.

Scenario 2: Tunneled via NetScaler Gateway (micro VPN and STA)

This scenario is the default when using the Citrix Secure Mail client, because of its micro VPN capa‑
bilities. In this case, the Citrix Secure Mail client establishes a secure connection to ActiveSync via
NetScaler Gateway. In essence, you can consider Citrix Secure Mail to be the client connecting di‑
rectly to ActiveSync from the internal network. Citrix customers often standardize on Citrix Secure
Mail as the mobile ActiveSync client of choice. That decision is part of an initiative to avoid expos‑
ing ActiveSync services to the internet on an exposed Exchange Server, as described in the first sce‑
nario.

Only apps that are MAM SDK enabled or MDX‑wrapped can use themicro VPN function. This scenario
does not apply to native clients if you use MDX wrapping. Even though it might be possible to wrap
third‑party clients with the MDX Toolkit, this practice is not common. The use of device‑level VPN
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clients to allow tunneled access for native or third‑party clients has proven to be cumbersome and
not a feasible solution.

Scenario 3: Cloud‑hosted Exchange services

Cloud‑hosted Exchange services, such as Microsoft Office 365, are becoming more popular. In the
context of Citrix Endpoint Management, this scenario might be treated in the same way as the
first scenario, because the ActiveSync service is also exposed to the internet. In this case, cloud
service provider requirements dictate client choices. The choices generally include support for most
ActiveSync clients, such as Citrix Secure Mail and other native or third‑party clients.

Citrix Endpoint Management can add value in three areas for this scenario:

• Clients with MDX policies and appmanagement with Citrix Secure Mail
• Client configuration with the use of an MDM policy on supported native email clients
• ActiveSync filtering options with the use of the Citrix Endpoint Management connector for Ex‑
change ActiveSync

Mail traffic filtering considerations

As with most services exposed to the internet, you must secure the path and provide filtering for au‑
thorized access. TheCitrix EndpointManagement solution includes two components designed specif‑
ically to provide ActiveSync filtering capabilities for native and third‑party clients: NetScaler Gate‑
way connector for Exchange ActiveSync and Citrix Endpoint Management connector for Exchange Ac‑
tiveSync.

NetScaler Gateway connector for Exchange ActiveSync

NetScaler Gateway connector for Exchange ActiveSync provides ActiveSync filtering at the perimeter,
by using NetScaler Gateway as a proxy for ActiveSync traffic. As a result, the filtering component sits
in the path ofmail traffic flow, interceptingmail as it enters or leaves the environment. The connector
for Exchange ActiveSync acts an intermediary between NetScaler Gateway and Citrix Endpoint Man‑
agement. When a device communicates with Exchange through the ActiveSync virtual server on the
NetScaler Gateway, NetScaler Gateway does an HTTP callout to the connector for the Exchange Ac‑
tiveSync service. That service then checks the device statuswith Citrix Endpoint Management. Based
on the status of the device, the connector for Exchange ActiveSync replies to NetScaler Gateway to
either allow or deny the connection. You might also configure static rules to filter access based on
user, agent, and device type or ID.

This setup allows Exchange ActiveSync services to be exposed to the internet with an added layer of
security to prevent unauthorized access. Design considerations include the following:
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• Windows Server: The connector for the Exchange ActiveSync component requires a Windows
Server.

• Filtering rule set: The connector for Exchange ActiveSync is designed for filtering based on de‑
vice state and information, rather than user information. Although you might configure static
rules to filter by user ID, no options exist for filtering based on Active Directory group member‑
ship, for example. If there is a requirement for Active Directory group filtering, you can use the
Citrix Endpoint Management connector for Exchange ActiveSync instead.

• NetScaler Gateway scalability: Given the requirement to proxy ActiveSync traffic via
NetScaler Gateway: Proper sizing of the NetScaler Gateway instance is critical to support the
added workload of all ActiveSync SSL connections.

• NetScaler Gateway Integrated Caching: The connector for the Exchange ActiveSync configu‑
ration on the NetScaler Gateway uses the Integrated Caching function to cache responses from
the connector. Becuase of that configuration, NetScaler Gateway doesn’t need to issue a re‑
quest to the connector for every ActiveSync transaction in a given session. That configuration
is also critical for adequate performance and scale. Integrated Caching is available with the
NetScaler Gateway Platinum Edition.

• Custom filtering policies: You might have to create custom NetScaler Gateway policies to re‑
strict certainActiveSync clients outsideof the standardnativemobile clients. This configuration
requires knowledge on ActiveSync HTTP requests and NetScaler Gateway responder policy cre‑
ation.

• Citrix Secure Mail clients: Citrix Secure Mail has micro VPN capabilities which eliminate the
need for filtering at the perimeter. The Citrix Secure Mail clientmight generally be treated as an
internal (trusted) ActiveSync client when connected through the NetScaler Gateway. If support
for both native and third‑party (with the connector for Exchange ActiveSync) and Citrix Secure
Mail clients is required: Citrix recommends that Citrix Secure Mail traffic does not flow via the
NetScaler Gateway virtual server used for the connector. You can accomplish this traffic flow
via DNS and keep the connector policy from affecting Citrix Secure Mail clients.

For a diagramof the NetScaler Gateway connector for Exchange ActiveSync in an Citrix Endpoint Man‑
agement deployment, see Architecture.

Citrix Endpoint Management connector for Exchange ActiveSync

Citrix Endpoint Management connector for Exchange ActiveSync is an Citrix Endpoint Management
component that provides ActiveSync filtering at the Exchange service level. As a result, filtering only
occurs once the mail reaches the exchange service, rather than when it enters the Citrix Endpoint
Management environment. Mail Manager uses PowerShell to query Exchange ActiveSync for device
partnership information and control access through device quarantine actions. Those actions take
devices in and out of quarantine based on the Citrix Endpoint Management connector for Exchange
ActiveSync rule criteria.
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Similar to NetScaler Gateway connector for Exchange ActiveSync, the connector for Exchange
ActiveSync checks the device statuswith Citrix Endpoint Management to filter access based on device
compliance. You might also configure static rules to filter access based on device type or ID, agent
version, and Active Directory groupmembership.

This solution does not require the use of NetScaler Gateway. You can deploy the connector for Ex‑
change ActiveSync without changes routing for the existing ActiveSync traffic. Design considerations
include:

• Windows Server: The connector for Exchange ActiveSync requires you to deploy Windows
Server.

• Filtering rule set: Just like the NetScaler Gateway connector for Exchange ActiveSync, the con‑
nector forExchangeActiveSync includes filtering rules toevaluatedevice state. Also, theconnec‑
tor for Exchange ActiveSync also supports static rules to filter based on Active Directory group
membership.

• Exchange integration: The connector for Exchange ActiveSync requires direct access to the
Exchange Client Access Server (CAS) hosting the ActiveSync role and control over device quar‑
antine actions. This requirement might present a challenge depending on the environment
architecture and security posture. It is critical that you evaluate this technical requirement up
front.

• Other ActiveSync clients: Because the connector for Exchange ActiveSync is filtering at the
ActiveSync service level, consider other ActiveSync clients outside the Citrix Endpoint Manage‑
ment environment. You can configure the connector for Exchange ActiveSync static rules to
avoid unintended impact to other ActiveSync clients.

• Extended Exchange functions: Through direct integration with Exchange ActiveSync, the con‑
nector for Exchange ActiveSync provides the ability for Citrix Endpoint Management to do an
Exchange ActiveSync wipe on a mobile device. The connector for Exchange ActiveSync also al‑
lows Citrix Endpoint Management to access information about Blackberry devices and to do
other control operations.

For a diagram of the Citrix Endpoint Management connector for Exchange ActiveSync in an Citrix End‑
point Management deployment, see Architecture.

Email platform decision tree

The following figure helps you distinguish the pros and cons between using native email or Citrix Se‑
cure Mail solutions in your Citrix Endpoint Management deployment. Each choice allows for associ‑
ated Citrix Endpoint Management options and requirements to enable server, network, and database
access. The pros and cons include details on security, policy, and user interface considerations.
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Citrix Endpoint Management integration

February 23, 2024

This article covers what to consider when planning how Citrix Endpoint Management is to integrate
with your existing network and solutions. For example, if you’re already using NetScaler Gateway for
Citrix Virtual Apps and Desktops:

• Do you want to use the existing NetScaler Gateway instance or a new, dedicated instance?
• Do you want to integrate with Citrix Endpoint Management the HDX apps that are published
using StoreFront?

• Do you plan to use Citrix Files with Citrix Endpoint Management?
• Do you have a Network Access Control solution that you want to integrate into Citrix Endpoint
Management?

NetScaler Gateway

NetScaler Gateway is required for Citrix Endpoint Management. NetScaler Gateway provides a micro
VPN path for access to all corporate resources and provides strong multifactor authentication sup‑
port.

You can use existing NetScaler Gateway instances or set up newones for Citrix EndpointManagement.
The following sections note the advantages and disadvantages of using existing or new, dedicated
NetScaler Gateway instances.

Shared NetScaler Gateway MPXwith a NetScaler Gateway VIP created for Citrix Endpoint
Management

Advantages:

• Uses a common NetScaler Gateway instance for all Citrix remote connections: Citrix Virtual
Apps, full VPN, and clientless VPN.

• Uses the existing NetScaler Gateway configurations, such as for certificate authentication and
for accessing services like DNS, LDAP, and NTP.

• Uses a single NetScaler Gateway platform license.

Disadvantages:

• It is more difficult to plan for scale when you handle two different use cases on the same
NetScaler Gateway.
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• SometimesyouneedaspecificNetScalerGatewayversion foraCitrix VirtualAppsusecase. That
same version might have known issues for Citrix Endpoint Management. Or Citrix Endpoint
Management might have known issues for the NetScaler Gateway version.

• If a NetScaler Gateway exists, you cannot run the NetScaler for XenMobile wizard a second time
to create the NetScaler Gateway configuration for Citrix Endpoint Management.

• ExceptwhenPlatinumlicensesareused forNetScalerGateway11.1or later: Useraccess licenses
installed on NetScaler Gateway and required for VPN connectivity are pooled. Because those li‑
censes are available to all NetScaler Gateway virtual servers, services other thanCitrix Endpoint
Management can potentially consume them.

Dedicated NetScaler Gateway VPX/MPX instance

Advantages:

Citrix recommends using a dedicated instance of NetScaler Gateway.

• Easier to plan for scale and separate Citrix Endpoint Management traffic from a NetScaler Gate‑
way instance that might already be resource constrained.

• Avoids issues when Citrix Endpoint Management and Citrix Virtual Apps need different
NetScaler Gateway software versions. The recommendation generally is to use the latest
compatible NetScaler Gateway version and build for Citrix Endpoint Management.

• Allows Citrix Endpoint Management configuration of NetScaler Gateway through the built‑in
NetScaler for XenMobile wizard.

• Virtual and physical separation of services.

Disadvantages:

• Requires setup of extra services on NetScaler Gateway to support Citrix Endpoint Management
configuration.

• Requires another NetScaler Gateway platform license. License each NetScaler Gateway
instance for NetScaler Gateway.

For information about what to consider when integrating NetScaler Gateway and Citrix ADC for Cit‑
rix Endpoint Management management modes, see Integrating with NetScaler Gateway and Citrix
ADC.

StoreFront

If you have a Citrix Virtual Apps and Desktops environment, you can integrate HDX applications with
Citrix Endpoint Management using StoreFront. When you integrate HDX apps with Citrix Endpoint
Management:
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• The apps are available to users who are enrolled with Citrix Endpoint Management.
• The apps display in the app store along with other mobile apps.
• Citrix Endpoint Management uses Citrix Receiver on StoreFront.
• When the Citrix Workspace app is installed on a device, HDX apps start using that app.

StoreFront has a limitation of one service site per StoreFront instance. Suppose that you have many
stores andwant to segment it fromother production usage. In that case, Citrix generally recommends
that you consider a new StoreFront Instance and services site for Citrix Endpoint Management.

Considerations include:

• Are there anydifferent authentication requirements for StoreFront? TheStoreFront services site
requires Active Directory credentials for logon. Customers only using certificate‑based authen‑
tication cannot enumerate applications through Citrix Endpoint Management using the same
NetScaler Gateway.

• Use the same store or create a store?
• Use the same or a different StoreFront server?

The following sections note the advantages and disadvantages of using separate or combined store‑
fronts for Citrix Workspace and Citrix mobile productivity apps.

Integrate your existing StoreFront instance with Citrix Endpoint Management

Advantages:

• Same store: No additional configuration of StoreFront is required for Citrix Endpoint Manage‑
ment, assuming that you use the same NetScaler Gateway VIP for HDX access. Suppose that
you choose to use the same store andwant to direct CitrixWorkspace access to a newNetScaler
Gateway VIP. In that case, add the appropriate NetScaler Gateway configuration to StoreFront.

• Same StoreFront server: Uses the existing StoreFront installation and configuration.

Disadvantages:

• Same store: Any reconfiguration of StoreFront to support Citrix Virtual Apps andDesktopswork‑
loads might adversely affect Citrix Endpoint Management.

• Same StoreFront server: In large environments, consider the additional load from Citrix End‑
point Management usage of Citrix Receiver for app enumeration and start‑up.

Use a new, dedicated StoreFront instance for integration with Citrix Endpoint Management

Advantages:
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• New store: Any configuration changes of the StoreFront store for Citrix Endpoint Management
don’t affect existing Virtual Apps and Desktops workloads.

• New StoreFront server: Server configuration changes don’t affect Virtual Apps and Desktops
workflows. Also, load outside of Citrix Endpoint Management usage of Citrix Receiver for app
enumeration and launch don’t affect scalability.

Disadvantages:

• New store: StoreFront store configuration.
• New StoreFront server: Requires a new StoreFront installation and configuration.

For more information, see Citrix Virtual Apps and Desktops through the app store.

ShareFile and Citrix Files

ShareFile enables you to easily and securely exchange documents, send large documents by email,
and securely handle document transfers to third parties. The Citrix Files app enables users to access
and sync all of their data from any device. With Citrix Files, users can securely share data with people
both inside and outside the organization.

Citrix Endpoint Management provides Citrix Files with:

• Single sign‑on authentication for mobile productivity app users.
• Active Directory‑based user account provisioning.
• Comprehensive access control policies.

Mobile users can benefit from the full Enterprise account feature set.

Alternatively, you can configure Citrix Endpoint Management to integrate only with storage zone con‑
nectors. Through storage zone connectors, Citrix Files provides access to:

• Documents and folders
• Network file shares
• In SharePoint sites: Site collections and document libraries.

Connected file shares can include the same network home drives used in Citrix Virtual Apps and Desk‑
tops environments. You use the Citrix Endpoint Management console to configure the integration
with Enterprise accounts or storage zone connectors. For more information, see Citrix Files for Citrix
Endpoint Management.

The following sections note the questions to ask whenmaking design decisions for Citrix Files.

Integrate with Citrix Files or only storage zone connectors

Questions to ask:
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• Do you want to store data in Citrix‑managed storage zones?
• Do you want to provide users with file sharing and sync capabilities?
• Do you want to enable users to access files on the Citrix Files website? Or to access Office 365
content and Personal Cloud connectors frommobile devices?

Design decision:

• If the answer to any of those questions is “yes,”integrate with an Enterprise account.
• An integration with only storage zone connectors gives iOS users secure mobile access to ex‑
isting on‑premises storage repositories, such as SharePoint sites and network file shares. In
this configuration, you don’t set up a Citrix Files subdomain, provision users to Citrix Files, or
host Citrix Files data. Using storage zone connectors with Citrix Endpoint Management follows
security restrictions against leaking user information outside of the corporate network.

Storage zones controller server location

Questions to ask:

• Do you require on‑premises storage or features such as storage zone connectors?
• If using on‑premises features of Citrix Files, where will the storage zones controllers sit in the
network?

Design decision:

• Determinewhether to locate the storage zones controller servers in theCitrix Files cloud, in your
on‑premises single‑tenant storage system, or in supported third‑party cloud storage.

• Storage zones controllers require some internet access to communicatewith theCitrix FilesCon‑
trol Plane. You can connect in several ways, including direct access or NAT/PAT configurations.

Storage zone connectors

Questions to ask:

• What are the CIFS share paths?
• What are the SharePoint URLs?

Design decision:

• Determine if on‑premises storage zones controllers are required to access those locations.
• Because of storage zone connector communication with internal resources such as file reposi‑
tories, CIFS shares, and SharePoint: Citrix recommends that the storage zones controllers are
in the internal network behind DMZ firewalls and fronted by NetScaler Gateway.
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SAML integration with Citrix Endpoint Management

Questions to ask:

• Is Active Directory authentication required for Citrix Files?
• Does first time use of the Citrix Files app for Citrix Endpoint Management require SSO?
• Is there a standard IdP in your current environment?
• Howmany domains are required to use SAML?
• Are there many email aliases for Active Directory users?
• Are there any Active Directory domain migrations in progress or scheduled soon?

Design decision:

You might choose to use SAML as the authentication mechanism for Citrix Files. The authentication
options are:

• Use the Citrix Endpoint Management server as the Identity Provider (IdP) for SAML

This option can provide excellent user experience, automate Citrix Files account creation, and
enable mobile app SSO features.

The Citrix Endpoint Management server is enhanced for this process: It does not require the
synchronization of the Active Directory.

Use the Citrix Files User Management Tool for user provisioning.

• Use a supported third‑party vendor as the IdP for SAML

If you have an existing and supported IdP and don’t require mobile app SSO capabilities, this
option might be the best fit for you. This option also requires the use of the Citrix Files User
Management Tool for account provisioning.

Using third‑party IdP solutions such as ADFS might also provide SSO capabilities on the Win‑
dows client side. Be sure to evaluate use cases before choosing your Citrix Files SAML IdP.

• Or, to satisfy both use cases, see ShareFile single sign‑on configuration guide for dual identity
providers.

Mobile apps

Questions to ask:

• Which Citrix Files mobile app do you plan to use (public, MDM, MDX)?

Design decision:

• You distribute Citrix mobile productivity apps from the Apple App Store and Google Play Store.
With that public app store distribution, you get wrapped apps from the Citrix downloads page.
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• If your security requirements are low and you don’t require containerization, the public Citrix
Files appmight not be suitable.

• For more information, see Apps and Citrix Files for Citrix Endpoint Management.

Security, policies, and access control

Questions to ask:

• What restrictions do you require for desktop, web, andmobile users?
• What standard access control settings do you want for users?
• What file retention policy do you plan to use?

Design decision:

• Citrix Files lets youmanage employeepermissions. For information, see EmployeePermissions.
• Some Citrix Files device security settings and MDX policies control the same features. In those
cases, the Citrix Endpoint Management policies take precedence, followed by the Citrix Files
device security settings. Examples: If you disable external apps in Citrix Files, but enable them
in Citrix Endpoint Management, the external apps get disabled in Citrix Files. You can configure
the apps so that Citrix Endpoint Management doesn’t require a PIN/passcode, but the Citrix
Files app requires a PIN/passcode.

Standard versus restricted storage zones

Questions to ask:

• Do you require restricted storage zones?

Design decision:

• A standard storage zone is intended for non‑sensitive data and enables employees to share data
with non‑employees. This option supports workflows that involve sharing data outside of your
domain.

• A restricted storage zone protects sensitive data: Only authenticated domain users can access
the data stored in the zone.

Access control

Enterprises can manage mobile devices inside and outside of networks. Enterprise Mobility Manage‑
ment solutions such as Citrix Endpoint Management are great at providing security and controls for
mobile devices, independent of location. However, when you combine them with a Network Access
Control (NAC) solution, you can add QoS and more fine‑grained control to devices that are internal
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to your network. That combination enables you to extend the Citrix Endpoint Management device
security assessment through your NAC solution. Your NAC solution then can use the Citrix Endpoint
Management security assessment to facilitate and handle authentication decisions.

You can use any of these solutions to enforce NAC policies:

• NetScaler Gateway
• ForeScout

Citrix doesn’t guarantee integration for other NAC solutions.

Advantages of a NAC solution integration with Citrix Endpoint Management include the following:

• Better security, compliance, and control for all endpoints on an enterprise network.
• A NAC solution can:

– Detect devices at the instant they try to connect to your network.
– Query Citrix Endpoint Management for device attributes.
– Use that device information to determine whether to allow, block, limit, or redirect those
devices. Those decisions depend on the security policies that you choose to enforce.

• A NAC solution provides IT administrators with a view of unmanaged and non‑compliant de‑
vices.

For a description of the NAC compliance filters supported by Citrix Endpoint Management and a con‑
figuration overview, see Network Access Control.

Integrating with NetScaler Gateway and Citrix ADC

February 23, 2024

When integrated with Citrix Endpoint Management, NetScaler Gateway provides an authentication
mechanism for remote device access to the internal network for MAM devices. The integration en‑
ables Citrix mobile productivity apps to connect to corporate servers in the intranet through a micro
VPN. Citrix Endpoint Management creates amicro VPN from the apps on the device to NetScaler Gate‑
way. NetScaler Gateway provides amicro VPN path for access to all corporate resources and provides
strongmultifactor authentication support.

When a user opts out of MDM enrollment, devices enroll using the NetScaler Gateway FQDN.

Citrix Cloud Operations manages Citrix ADC load balancing.
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Design Decisions

The following sections summarize the many design decisions to consider when planning a NetScaler
Gateway integration with Citrix Endpoint Management.

Certificates

Decision details:

• Do you require a higher degree of security for enrollment and access to the Citrix Endpoint Man‑
agement environment?

• Is LDAP not an option?

Design guidance:

The default configuration for Citrix Endpoint Management is user name and password authentica‑
tion. To add another layer of security for enrollment and access to the Citrix Endpoint Management
environment, consider using certificate‑based authentication. You can use certificates with LDAP for
two‑factor authentication, providing a higher degree of security without needing an RSA server.

If you don’t allow LDAP and use smart cards or similarmethods, configuring certificates allows you to
represent a smart card to Citrix Endpoint Management. Users then enroll using a unique PIN that Cit‑
rix Endpoint Management generates for them. After a user has access, Citrix Endpoint Management
creates and deploys the certificate later used to authenticate to the Citrix Endpoint Management en‑
vironment.

Citrix Endpoint Management supports Certificate Revocation List (CRL) only for a third party Certifi‑
cate Authority. If you have a Microsoft CA configured, Citrix Endpoint Management uses NetScaler
Gateway tomanage revocation. When you configure client certificate‑based authentication, consider
whether you need to configure the NetScaler Gateway Certificate Revocation List (CRL) setting En‑
able CRL Auto Refresh. This step makes sure that the user of a device enrolled in MAM only can’t
authenticate using an existing certificate on the device. Citrix Endpoint Management reissues a new
certificate, because it doesn’t restrict a user from generating a user certificate if one is revoked. This
setting increases the security of PKI entities when the CRL checks for expired PKI entities.

Dedicated or shared NetScaler Gateway VIPs

Decision details:

• Do you currently use NetScaler Gateway for Citrix Virtual Apps and Desktops?
• Will Citrix Endpoint Management use the same NetScaler Gateway as Citrix Virtual Apps and
Desktops?

• What are the authentication requirements for both traffic flows?
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Design guidance:

When your Citrix environment includes Citrix Endpoint Management, plus Virtual Apps and Desktops,
you can use the same NetScaler Gateway virtual server for both. Because of the potential versioning
conflicts and environment isolation, a dedicated NetScaler Gateway is recommended for each Citrix
Endpoint Management environment.

If you use LDAP authentication, Citrix Secure Hub can authenticate to the same NetScaler Gateway
with no issues. If you use certificate‑based authentication, Citrix Endpoint Management pushes a cer‑
tificate in the MDX container and Citrix Secure Hub uses the certificate to authenticate with NetScaler
Gateway.

Youmight consider this work around, which allows you to use the same FQDN for two NetScaler Gate‑
way VIPs. You can create two NetScaler Gateway VIPs with the same IP address. The one for Citrix
Secure Hub uses the standard 443 port and the one for Citrix Virtual Apps and Desktops (which de‑
ploys the Citrix Workspace app) uses port 444. Then, one FQDN resolves to the same IP address. For
this work around, youmight need to configure StoreFront to return an ICA file for port 444, instead of
the default, port 443. This workaround doesn’t require users to enter a port number.

NetScaler Gateway time‑outs

Decision details:

• Howdoyouwant toconfigure theNetScalerGateway time‑outs forCitrix EndpointManagement
traffic?

Design guidance:

NetScaler Gateway includes the settings Session time‑out and Forced time‑out. For details, see Rec‑
ommended configurations. Keep in mind that there are different time‑out values for background ser‑
vices, NetScaler Gateway, and for accessing applications while offline.

Enrollment FQDN

Important:

To change the enrollment FQDN requires a newSQL Server database and anCitrix EndpointMan‑
agement server rebuild.

Citrix Secure Web traffic

Decision details:

• Will you restrict Citrix Secure Web to internal web browsing only?
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• Will you enable Citrix Secure Web for both internal and external web browsing?

Design guidance:

If you plan to use Citrix Secure Web for internal web browsing only, the NetScaler Gateway configu‑
ration is straightforward. However, if Citrix Secure Web can’t reach all internal sites by default, you
might need to configure firewalls and proxy servers.

If you plan to use Citrix SecureWeb for both internal and external browsing, youmust enable the SNIP
to have outbound internet access. IT generally views enrolled devices (using theMDX container) as an
extension of the corporate network. Thus, IT typically wants Citrix Secure Web connections to come
back to NetScaler Gateway, go through a proxy server, and then go out to the Internet. By default,
Citrix SecureWebaccess tunnels to the internalnetwork. Citrix SecureWebusesaper‑applicationVPN
tunnel back to the internal network for all network access and NetScaler Gateway uses split tunnel
settings.

For a discussion of Citrix Secure Web connections, see Configuring User Connections.

Push Notifications for Citrix Secure Mail

Decision details:

• Will you use push notifications?

Design guidance for iOS:

If your NetScaler Gateway configuration includes Secure Ticket Authority (STA) and split tunneling is
off: NetScaler Gateway must allow traffic from Citrix Secure Mail to the Citrix listener service URLs.
Those URLs are specified in push notifications for Citrix Secure Mail for iOS.

Design guidance for Android:

Use Firebase Cloud Messaging (FCM) to control how and when Android devices need to connect to
Citrix Endpoint Management. With FCM configured, any security action or deploy command triggers
a push notification to Citrix Secure Hub to prompt the user to reconnect to the Citrix Endpoint Man‑
agement server.

HDX STAs

Decision details:

• What STAs to use if you integrate HDX application access?

Design guidance:

HDX STAs must match the STAs in StoreFront and must be valid for the Virtual Apps and Desktops
site.
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Citrix Files and ShareFile

Decision details:

• Will you use a storage zones controller in the environment?
• What Citrix Files VIP URL will you use?

Design guidance:

If you include a storage zones controller in your environment, make sure that you correctly configure
the following:

• Citrix Files Content Switch VIP (used by the Citrix Files Control Plane to communicate with the
storage zones controller servers)

• Citrix Files Load Balancing VIPs
• All required policies and profiles

For information, see the documentation for Storage zones controller.

SAML IdP

Decision detail:

• If SAML is required for Citrix Files, do you want to use Citrix Endpoint Management as the SAML
IdP?

Design guidance:

The recommendedbest practice is to integrateCitrix FileswithCitrix EndpointManagement, a simpler
alternative to configuring SAML‑based federation. Citrix Endpoint Management provides Citrix Files
with:

• Single sign‑on (SSO) authentication of Citrix mobile productivity apps users
• User account provisioning based on Active Directory
• Comprehensive access control policies.

The Citrix Endpoint Management console enables you to do Citrix Files configuration and to monitor
service levels and license usage.

There are two types of Citrix Files clients: Citrix Files for Citrix Endpoint Management (also known as
wrapped Citrix Files) and Citrix Files mobile clients (also known as unwrapped Citrix Files). To under‑
stand the differences, see How Citrix Files for Citrix Endpoint Management Clients differ from Citrix
Files mobile clients.

You can configure Citrix Endpoint Management and Citrix Files to use SAML to provide SSO access
to:
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• Citrix Files apps that are MAM SDK enabled or wrapped by using the MDX Toolkit
• Non‑wrapped Citrix Files clients, such as the website, Outlook plug‑in, or sync clients

If you want to use Citrix Endpoint Management as the SAML IdP for Citrix Files, make sure that the
proper configurations are in place. For details, see SAML for SSO with Citrix Files.

ShareConnect direct connections

Decision detail:

• Will users access a host computer from a computer or mobile device running ShareConnect us‑
ing direct connections?

Design guidance:

ShareConnect enables users to connect securely to their computers through iPads, Android tablets,
andAndroidphones toaccess their files andapplications. Fordirect connections, Citrix EndpointMan‑
agement uses NetScaler Gateway to provide secure access to resources outside of the local network.
For configuration details, see ShareConnect.

Enrollment FQDN for eachmanagementmode

Management mode Enrollment FQDN

MDM+MAMwith mandatory MDM enrollment Citrix Endpoint Management server FQDN

MDM+MAMwith optional MDM enrollment Citrix Endpoint Management server FQDN or
NetScaler Gateway FQDN

MAM‑only Citrix Endpoint Management server FQDN

MAM‑only (legacy) NetScaler Gateway FQDN

Deployment Summary

If you have many Citrix Endpoint Management instances, such as for test, development, and produc‑
tion environments, youmust configure NetScaler Gateway for the additional environmentsmanually.
When you have a working environment, take note of the settings before trying to configure NetScaler
Gatewaymanually for Citrix Endpoint Management.

A key decision is whether to use HTTPS or HTTP for communication to the Citrix Endpoint Manage‑
ment server. HTTPS provides secure back‑end communication, as traffic between NetScaler Gateway
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and Citrix Endpoint Management is encrypted. The re‑encryption impacts Citrix Endpoint Manage‑
ment server performance. HTTP provides better Citrix Endpoint Management server performance.
Traffic between NetScaler Gateway and Citrix Endpoint Management is not encrypted. The following
tables show the HTTP and HTTPS port requirements for NetScaler Gateway and Citrix Endpoint Man‑
agement.

HTTPS

Citrix typically recommends SSL Bridge for NetScaler GatewayMDM virtual server configurations. For
NetScaler Gateway SSL Offload use with MDM virtual servers, Citrix Endpoint Management supports
only port 80 as the back‑end service.

Management mode

NetScaler Gateway
load balancing
method SSL re‑encryption

Citrix Endpoint
Management server
port

MAM SSL Offload Enabled 8443

MDM+MAM MDM: SSL Bridge N/A 443, 8443

MDM+MAM MAM: SSL Offload Enabled 8443

HTTP

Management mode

NetScaler Gateway
load balancing
method SSL re‑encryption

Citrix Endpoint
Management server
port

MAM SSL Offload Enabled 8443

MDM+MAM MDM: SSL Offload Not supported 80

MDM+MAM MAM: SSL Offload Enabled 8443

For diagrams of NetScaler Gateway in Citrix Endpoint Management deployments, see Architecture.

SSO and proxy considerations for MDX apps

February 23, 2024

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 1199

https://docs.citrix.com/en-us/citrix-endpoint-management/about.html#architecture


Citrix Endpoint Management

Citrix Endpoint Management integration with NetScaler Gateway enables you to provide users with
single sign‑on (SSO) to all back end HTTP/HTTPS resources. Depending on your SSO authentication
requirements, configure user connections for anMDXapp touse SecureBrowse (Tunneled ‑WebSSO),
which is a type of clientless VPN.

Important:

Citrix deprecated support for a full VPN tunnel and a Proxy Automatic Configuration (PAC) file
with a full VPN tunnel deployment for iOS and Android devices. For more information, see Dep‑
recation.

IfNetScalerGateway isn’t thebestway toprovideSSO inyourenvironment, youcansetupanMDXapp
with policy‑based local password caching. This article explores the various SSO and proxy options,
with a focus on Citrix Secure Web. The concepts apply to other MDX apps.

The following flow chart summarizes the decision flow for SSO and user connections.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 1200

https://docs.citrix.com/en-us/citrix-endpoint-management/whats-new/removed-features.html
https://docs.citrix.com/en-us/citrix-endpoint-management/whats-new/removed-features.html


Citrix Endpoint Management

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 1201



Citrix Endpoint Management

NetScaler Gateway authenticationmethods

This section provides general information about the authenticationmethods supported by NetScaler
Gateway.

SAML authentication

When you configure NetScaler Gateway for Security Assertion Markup Language (SAML), users can
connect to web apps that support the SAML protocol for single sign‑on. NetScaler Gateway supports
the identity provider (IdP) single sign‑on for SAML web apps.

Required configuration:

• Configure SAML SSO in the NetScaler Gateway Traffic profile.
• Configure the SAML IdP for the requested service.

NTLM authentication

If SSO to web apps is enabled in the session profile, NetScaler Gateway does NTLM authentication
automatically.

Required configuration:

• Enable SSO in the NetScaler Gateway Session or Traffic profile.

Kerberos impersonation

Citrix Endpoint Management supports Kerberos for Citrix Secure Web only. When you configure
NetScaler Gateway for Kerberos SSO,NetScaler Gatewayuses impersonationwhenauser password is
available to NetScaler Gateway. Impersonation means that NetScaler Gateway uses user credentials
to get the ticket required to gain access to services, such as Citrix Secure Web.

Required configuration:

• Configure theNetScaler GatewayWorx Session policy to allow it to identify the Kerberos Realm
from your connection.

• Configure a Kerberos Constrained Delegation (KCD) account on NetScaler Gateway. Configure
that account with no password and bind it to a traffic policy on your Citrix Endpoint Manage‑
ment gateway.

• For those and other configuration details, see the Citrix blog: WorxWeb and Kerberos Imperson‑
ation SSO.
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Kerberos Constrained Delegation

Citrix Endpoint Management supports Kerberos for Citrix Secure Web only. When you configure
NetScaler Gateway for Kerberos SSO, NetScaler Gateway uses constrained delegation when a user
password is not available to NetScaler Gateway.

With constrained delegation, NetScaler Gateway uses a specified administrator account to get tickets
for users and services.

Required configuration:

• Configure a KCD account in the Active Directory with the required permissions and a KDC ac‑
count on NetScaler Gateway.

• Enable SSO in the NetScaler Gateway Traffic profile.
• Configure the back‑end website for Kerberos authentication.

Form Fill Authentication

When you configure NetScaler Gateway for Form‑based single sign‑on, users can log on one time to
access all protected apps in your network. This authentication method applies to apps that use the
Tunneled ‑ Web SSOmode.

Required configuration:

• Configure a Form‑based SSO in the NetScaler Gateway Traffic profile.

Digest HTTP authentication

If you enable SSO toweb apps in the session profile, NetScaler Gateway does digest HTTP authentica‑
tion automatically. This authenticationmethod applies to apps that use Tunneled ‑WebSSOmode.

Required configuration:

• Enable SSO in the NetScaler Gateway Session or Traffic profile.

Basic HTTP authentication

If you enable SSO to web apps in the session profile, NetScaler Gateway does basic HTTP authentica‑
tion automatically. This authenticationmethod applies to apps that use Tunneled ‑WebSSOmode.

Required configuration:

• Enable SSO in the NetScaler Gateway Session or Traffic profile.
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Secure Tunneled ‑ Web SSO

This section describes the Tunneled ‑ Web SSO user connection types for Citrix Secure Web.

Connections that tunnel to the internal network can use a variation of a clientless VPN, referred to
as Tunneled ‑ Web SSO. Tunneled ‑ Web SSO is the default configuration specified for the Citrix Se‑
cure Web Preferred VPNmode policy. Citrix recommends Tunneled ‑ Web SSO for connections that
require single sign‑on (SSO).

In Tunneled ‑ Web SSOmode, NetScaler Gateway breaks the HTTPS session into two parts:

• From the client to NetScaler Gateway
• From NetScaler Gateway to the back‑end resource server.

In thismanner, NetScaler Gatewayhas full visibility into all transactions between the client and server,
enabling it to provide SSO.

You can also configure proxy servers for Citrix Secure Web when used in Tunneled ‑ Web SSO mode.
For details, see theblogCitrix EndpointManagementWorxWebTraffic ThroughProxy Server in Secure
Browse Mode.

Note:

Citrix announced the deprecation of the Full VPN tunnel with PAC. See Deprecation.

Citrix Endpoint Management supports proxy authentication provided by NetScaler Gateway. A PAC
file has rules that define how web browsers select a proxy to access a given URL. PAC file rules can
specify handling for both internal and external sites. Citrix Secure Web parses the PAC file rules and
sends the proxy server information to NetScaler Gateway. NetScaler Gateway is unaware of the PAC
file or proxy server.

For authentication to HTTPS websites: The Citrix Secure Web MDX policy Enable web password
caching enables Citrix Secure Web to authenticate and provide SSO to the proxy server through
MDX.

NetScaler Gateway Split Tunneling

When planning your SSO and proxy configuration, you must also decide whether to use NetScaler
Gateway split tunneling. Citrix recommends that you use NetScaler Gateway split tunneling only if
needed. This section provides a high‑level look at how split tunneling works: NetScaler Gateway de‑
termines the traffic path based on its routing table. When NetScaler Gateway split tunneling is on,
Citrix Secure Hub distinguishes internal (protected) network traffic from Internet traffic. Citrix Secure
Hub makes that determination based on the DNS suffix and Intranet applications. Citrix Secure Hub
then tunnels only the internal network traffic through the VPN tunnel. When NetScaler Gateway split
tunneling is off, all traffic goes through the VPN tunnel.
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If you prefer to monitor all the traffic because of security considerations, disable NetScaler Gateway
split tunneling. As a result, all traffic goes through the VPN tunnel.

NetScaler Gateway also has a micro VPN reverse split tunnel mode. This configuration supports an
exclusion list of IP addresses that aren’t tunneled to the NetScaler Gateway. Instead, those addresses
are sent by using the device internet connection. For more information about reverse split tunneling,
see the NetScaler Gateway documentation.

Citrix Endpoint Management includes a Reverse split tunnel exclusion list. To prevent certain web‑
sites from tunneling through NetScaler Gateway: Add a comma‑separated list of fully qualified do‑
main names (FQDN) or DNS suffixes that connect by using the LAN instead. This list applies only to
Tunneled ‑ Web SSOmode with NetScaler Gateway configured for reverse split tunneling.

Authentication

February 23, 2024

In an Citrix Endpoint Management deployment, several considerations come into playwhen deciding
how to configure authentication. This section describes the various factors that affect authentica‑
tion:

• The main MDX policies, Citrix Endpoint Management client properties, and NetScaler Gateway
settings involved with authentication.

• The ways these policies, client properties, and settings interact.
• The tradeoffs of each choice.

This article also includes three examples of recommended configurations for increasing degrees of
security.

Broadly speaking, stronger security results in a less‑optimal user experience, because users have to
authenticatemoreoften. Howyoubalance those concerns dependson your organization’s needs and
priorities. Review the three recommended configurations to understand the interplay of the various
authentication options.

Authentication Modes

Online authentication: Allows users into the Citrix Endpoint Management network. Requires an In‑
ternet connection.

Offlineauthentication: Happenson thedevice. Usersunlock the securevault andhaveofflineaccess
to items, such as downloadedmail, cached websites, and notes.
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Methods of Authentication

Single Factor LDAP: You can configure a connection in Citrix EndpointManagement to one ormore
directories that are compliant with the Lightweight Directory Access Protocol (LDAP). This method is
commonly used to provide single sign‑on (SSO) for company environments. You might opt for Citrix
PIN with Active Directory password caching to improve the user experience with LDAP. At the same
time, you can provide the security of complex passwords on enrollment, password expiration, and
account lockout.

For more details, see Domain or domain plus security token authentication.

Client certificate: Citrix Endpoint Management can integrate with industry‑standard certificate au‑
thorities to use certificates as the solemethod of online authentication. Citrix Endpoint Management
provides this certificate after user enrollment, which requires either a one‑time password, invitation
URL, or LDAP credentials. When using a client certificate as the primary method of authentication, a
Citrix PIN is required in client certificate‑only environments to secure the certificate on the device.

Citrix Endpoint Management supports Certificate Revocation List (CRL) only for a third‑party Certifi‑
cate Authority. If you have a Microsoft CA configured, Citrix Endpoint Management uses NetScaler
Gateway tomanage revocation. When you configure client certificate‑based authentication, consider
whether youneed to configure theNetScalerGatewayCertificateRevocation List (CRL) setting, Enable
CRL Auto Refresh. This step makes sure that a device enrolled only in MAM can’t authenticate using
an existing certificate on the device. Citrix Endpoint Management reissues a new certificate, because
it doesn’t restrict a user from generating a user certificate if one is revoked. This setting increases the
security of PKI entities when the CRL checks for expired PKI entities.

For a diagram that shows the deployment needed for certificate‑based authentication or the use of
your enterprise Certificate Authority (CA) to issue device certificates, see Architecture.

Two‑factor authentication LDAP + Client Certificate: This configuration is the best combination
of security and user experience for Citrix Endpoint Management. Using both LDAP and client certifi‑
cate authentication:

• Has the best SSO possibilities coupled with security provided by two‑factor authentication at
the NetScaler Gateway.

• Provides securitywith something users know (their Active Directory passwords) and something
they have (client certificates on their devices).

Citrix Secure Mail can automatically configure and provide a seamless first‑time user experience with
client certificate authentication. That feature requires a properly configured Exchange client access
server environment.

For optimal usability, you can combine LDAP and client certificate authentication with Citrix PIN and
Active Directory password caching.
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LDAP + Token: This configuration allows for the classic configuration of LDAP credentials, plus a one‑
time password, using the RADIUS protocol. For optimal usability, you can combine this option with
Citrix PIN and Active Directory password caching.

Important policies, settings, and client properties for authentication

The following policies, settings, and client properties come into play with the following three recom‑
mended configurations:

MDX policies

App passcode: If On, a Citrix PIN or passcode is required to unlock the app when it starts or resumes
after a period of inactivity. Default isOn.

To configure the inactivity timer for all apps, set the INACTIVITY_TIMER value in minutes in the Citrix
Endpoint Management console in Client Properties on the Settings tab. The default is 15 minutes.
To disable the inactivity timer, so that a PIN or passcode prompt appears onlywhen the app starts, set
the value to zero.

micro VPN session required: If On, the user must have a connection to the enterprise network and
an active session to access the app on the device. If Off, an active session isn’t required to access the
app on the device. Default isOff.

Maximum offline period (hours): Defines the maximum period that an app can run without recon‑
firming app entitlement and refreshing policies from Citrix Endpoint Management. An iOS app re‑
trieves newpolicies forMDX apps fromCitrix EndpointManagementwithout any interruption to users
after meeting the following conditions:

• You set the Maximum offline period and
• Citrix Secure Hub for iOS has a valid NetScaler Gateway token.

If Citrix Secure Hub doesn’t have a valid NetScaler Gateway token, users must authenticate through
Citrix Secure Hub before app policies can update. The NetScaler Gateway token can become invalid
because of NetScaler Gateway session inactivity or a forced session time‑out policy. When users sign
on to Citrix Secure Hub again, they can continue running the app.

Users are reminded to sign on at 30, 15, and 5minutes before the period expires. After expiration, the
app is locked until users sign on. Default is 72 hours (3 days). The minimum period is 1 hour.

Note:

Keep in mind that in a scenario in which users travel often and use international roaming, the
default of 72 hours (3 days) might be too short.
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Background services ticket expiration: The time period that a background network service ticket
stays valid. When Citrix Secure Mail connects through NetScaler Gateway to an Exchange Server run‑
ning ActiveSync, Citrix Endpoint Management issues a token. Citrix Secure Mail uses that token to
connect to the internal Exchange Server. This property setting determines the duration that Citrix Se‑
cure Mail can use the token without requiring a new token for authentication and the connection to
the Exchange Server. When the time limit expires, users must log on again to generate a new token.
Default is 168 hours (7 days). When this time‑out expires, mail notifications stop.

micro VPN session required grace period: Determines how many minutes a user can use the app
offline until the online session is validated. The default is 0 (no grace period).

For information about authentication policies, see:

• If you use the MAM SDK: MAM SDK overview
• If youuse theMDXToolkit: Citrix EndpointManagementMDXPolicies for iOSandCitrix Endpoint
Management MDX Policies for Android

Citrix Endpoint Management client properties

Note:

Client properties are global settings that apply to all devices that connect to Citrix EndpointMan‑
agement.

Citrix PIN: For a simple sign‑on experience, you might choose to enable the Citrix PIN. With the PIN,
users do not have to enter other credentials repeatedly, such as their Active Directory user names and
passwords. You can configure the Citrix PIN as a standalone offline authentication only, or combine
thePINwithActiveDirectorypasswordcaching to streamlineauthentication for optimal usability. You
configure the Citrix PIN in Settings > Client > Client Properties in the Citrix Endpoint Management
console.

The following is a summary of a few important properties. For more information, see Client proper‑
ties.

ENABLE_PASSCODE_AUTH

Display name: Enable Citrix PIN Authentication

This key allows you to turn on Citrix PIN functionality. With the Citrix PIN or passcode, users are
prompted to define a PIN to use instead of their Active Directory password. Enable this setting if
ENABLE_PASSWORD_CACHING is enabled or if Citrix Endpoint Management is using certificate au‑
thentication.

Possible values: true or false

Default value: false
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ENABLE_PASSWORD_CACHING

Display name: Enable User Password Caching

This key lets you allow the users’Active Directory password to be cached locally on the mobile de‑
vice. When you set this key to true, users are prompted to set a Citrix PIN or passcode. The EN‑
ABLE_PASSCODE_AUTH key must be set to true when you set this key to true.

Possible values: true or false

Default value: false

PASSCODE_STRENGTH

Display name: PIN Strength Requirement

This key defines the strength of the Citrix PIN or passcode. When you change this setting, users are
prompted to set a new Citrix PIN or passcode the next time they’re prompted to authenticate.

Possible values: Low,Medium, or Strong

Default value: Medium

INACTIVITY_TIMER

Display name: Inactivity timer

This key defines the time inminutes that users can leave their devices inactive and then access an app
without being prompted for a Citrix PIN or passcode. To enable this setting for an MDX app, youmust
set the App Passcode setting to On. If the App Passcode setting is set to Off, users are redirected to
Citrix Secure Hub to do a full authentication. When you change this setting, the value takes effect the
next time users are prompted to authenticate. The default is 15 minutes.

ENABLE_TOUCH_ID_AUTH

Display name: Enable Touch ID Authentication

Allows the use of the fingerprint reader (in iOS only) for offline authentication. Online authentication
still requires the primary authentication method.

ENCRYPT_SECRETS_USING_PASSCODE

Display name: Encrypt secrets using Passcode

This key lets sensitive data be stored on the mobile device in a secret vault instead of in a platform‑
based native store, such as the iOS keychain. This configuration key enables strong encryption of key
artifacts, but also adds user entropy (a user‑generated random PIN code that only the user knows).

Possible values: true or false

Default value: false
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NetScaler Gateway Settings

Session time‑out: If you enable this setting, NetScaler Gateway disconnects the session if NetScaler
Gateway detects no network activity for the specified interval. This setting is enforced for users who
connect with the NetScaler Gateway Plug‑in, Citrix Secure Hub, or through a web browser. Default is
1440minutes. If you set this value to zero, the setting is disabled.

Forced time‑out: If you enable this setting, NetScaler Gatewaydisconnects the session after the time‑
out interval elapses nomatter what the user is doing. When the time‑out interval elapses, there’s no
action the user can take to prevent the disconnection. This setting is enforced for users who connect
with the NetScaler Gateway Plug‑in, Citrix Secure Hub, or through a web browser. If Citrix Secure
Mail is using STA, a special NetScaler Gateway mode, this setting doesn’t apply to Citrix Secure Mail
sessions. Default is no value, which means sessions are extended for any activity.

Formore information about time‑out settings for NetScaler Gateway, see the NetScaler Gateway doc‑
umentation.

For more information on the scenarios that prompt users to authenticate with Citrix Endpoint Man‑
agement by entering credentials on their devices, see Authentication Prompt Scenarios.

Default configuration settings

These settings are the defaults provided by the:

• NetScaler for XenMobile wizard
• MAM SDK or MDX Toolkit
• Citrix Endpoint Management console

Setting Where to Find the Setting Default Setting

Session time‑out NetScaler Gateway 1440 minutes

Forced time‑out NetScaler Gateway No value (off)

Maximum offline period MDX Policies 72 hours

Background services ticket
expiration

MDX Policies 168 hours (7 days)

micro VPN session required MDX Policies Off

micro VPN session required
grace period

MDX Policies 0

App passcode MDX Policies On
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Setting Where to Find the Setting Default Setting

Encrypt secrets using passcode Citrix Endpoint Management
client properties

false

Enable Citrix PIN
Authentication

Citrix Endpoint Management
client properties

false

PIN Strength Requirement Citrix Endpoint Management
client properties

Medium

PIN Type Citrix Endpoint Management
client properties

Numeric

Enable User Password Caching Citrix Endpoint Management
client properties

false

Inactivity Timer Citrix Endpoint Management
client properties

15

Enable Touch ID Authentication Citrix Endpoint Management
client properties

false

Recommended Configurations

This section gives examples of three Citrix Endpoint Management configurations that range from the
lowest security and optimal user experience to the highest security and more intrusive user experi‑
ence. These examples provide youwith helpful reference points to determine where on the scale you
want to place your own configuration. Modifying these settings might require you to alter other set‑
tings. For instance, the maximum offline period must not go past the session time‑out.

Highest Security

This configuration offers the highest level of security but has significant usability trade‑offs.

Setting Where to Find the
Setting

Recommended
Setting

Behavior Impact
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Session time‑out NetScaler Gateway 1440 Users enter their Citrix
Secure Hub
credentials only when
online authentication
is required‑every 24
hours.

Forced time‑out NetScaler Gateway No value Sessions are extended
if there’s any activity.

Maximum offline
period

MDX Policies 23 Requires policy refresh
every day.

Background services
ticket expiration

MDX Policies 72 hours Time out for STA,
which allows for
long‑lived sessions
without a NetScaler
Gateway session token.
For Citrix Secure Mail,
making the STA
time‑out longer than
the session time‑out
avoids having mail
notifications stop. In
that case, Citrix Secure
Mail doesn’t prompt
the user if they don’t
open the app before
the session expires.

micro VPN session
required

MDX Policies Off Provides a valid
network connection
and NetScaler
Gateway session to
use the apps.

micro VPN session
required grace period

MDX Policies 0 No grace period (if you
enabled micro VPN
session required).

App passcode MDX Policies On Require a passcode for
an application.
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Encrypt secrets using
passcode

Citrix Endpoint
Management client
properties

true A key derived from
user entropy protects
the vault.

Enable Citrix PIN
Authentication

Citrix Endpoint
Management client
properties

true Enable Citrix PIN for a
simplified
authentication
experience.

PIN Strength
Requirement

Citrix Endpoint
Management client
properties

Strong High password
complexity
requirements.

PIN Type Citrix Endpoint
Management client
properties

Alphanumeric PIN is an alphanumeric
sequence.

Enable Password
Caching

Citrix Endpoint
Management client
properties

false Active Directory
password isn’t cached
and a Citrix PIN is used
for offline
authentications.

Inactivity Timer Citrix Endpoint
Management client
properties

15 If a user doesn’t use
MDX apps or Citrix
Secure Hub for this
period, prompt for
offline authentication.

Enable Touch ID
Authentication

Citrix Endpoint
Management client
properties

false Disables Touch ID for
offline authentication
use cases in iOS.

Higher Security

A more middle‑of‑the‑road approach, this configuration requires users to authenticate more often ‑
every 3 days, at most, instead of 7 ‑ and stronger security. The increased number of authentications
lock the container more often, providing data security when devices aren’t in use.
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Setting Where to Find the
Setting

Recommended
Setting

Behavior Impact

Session time‑out NetScaler Gateway 4320 Users enter their Citrix
Secure Hub
credentials only when
online authentication
is required ‑ every 3
days

Forced time‑out NetScaler Gateway No value Sessions are extended
if there’s any activity.

Maximum offline
period

MDX Policies 71 Requires policy refresh
every 3 days. The hour
difference is to allow
for refresh ahead of
session time‑out.

Background services
ticket expiration

MDX Policies 168 hours Time out for STA,
which allows for
long‑lived sessions
without a NetScaler
Gateway session token.
For Citrix Secure Mail,
making the STA
time‑out longer than
the session time‑out
avoids having mail
notifications stop
without prompting the
user.

micro VPN session
required

MDX Policies Off Provides a valid
network connection
and NetScaler
Gateway session to
use the apps.

micro VPN session
required grace period

MDX Policies 0 No grace period (if you
enabled micro VPN
session required).
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App passcode MDX Policies On Require a passcode for
an application.

Encrypt secrets using
passcode

Citrix Endpoint
Management client
properties

false Do not require user
entropy to encrypt the
vault.

Enable Citrix PIN
Authentication

Citrix Endpoint
Management client
properties

true Enable Citrix PIN for a
simplified
authentication
experience.

PIN Strength
Requirement

Citrix Endpoint
Management client
properties

Medium Enforces medium
password complexity
rules.

PIN Type Citrix Endpoint
Management client
properties

Numeric A PIN is a numeric
sequence.

Enable Password
Caching

Citrix Endpoint
Management client
properties

true The user PIN caches
and protects the Active
Directory password.

Inactivity Timer Citrix Endpoint
Management client
properties

30 If a user doesn’t use
MDX apps or Citrix
Secure Hub for this
period, prompt for
offline authentication.

Enable Touch ID
Authentication

Citrix Endpoint
Management client
properties

true Enables Touch ID for
offline authentication
use cases in iOS.

High Security

This configuration, the most convenient to users, provides base‑level security.

Setting Where to Find the
Setting

Recommended
Setting

Behavior Impact
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Session time‑out NetScaler Gateway 10080 Users enter their Citrix
Secure Hub
credentials only when
online authentication
is required ‑ every 7
days

Forced time‑out NetScaler Gateway No value Sessions are extended
if there’s any activity.

Maximum offline
period

MDX Policies 167 Requires policy refresh
every week (every 7
days). The hour
difference is to allow
for refresh ahead of
session time‑out.

Background services
ticket expiration

MDX Policies 240 Time out for STA,
which allows for
long‑lived sessions
without a NetScaler
Gateway session token.
For Citrix Secure Mail,
making the STA
time‑out longer than
the session time‑out
avoids having mail
notifications stop. In
that case, Citrix Secure
Mail doesn’t prompt
the user if they don’t
open the app before
the session expires.

micro VPN session
required

MDX Policies Off Provides a valid
network connection
and NetScaler
Gateway session to
use the apps.
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micro VPN session
required grace period

MDX Policies 0 No grace period (if you
enabled micro VPN
session required).

App passcode MDX Policies On Require a passcode for
an application.

Encrypt secrets using
passcode

Citrix Endpoint
Management client
properties

false Do not require user
entropy to encrypt the
vault.

Enable Citrix PIN
Authentication

Citrix Endpoint
Management client
properties

true Enable Citrix PIN for a
simplified
authentication
experience.

PIN Strength
Requirement

Citrix Endpoint
Management client
properties

Low No password
complexity
requirements

PIN Type Citrix Endpoint
Management client
properties

Numeric A PIN is a numeric
sequence.

Enable Password
Caching

Citrix Endpoint
Management client
properties

true The user PIN caches
and protects the Active
Directory password.

Inactivity Timer Citrix Endpoint
Management client
properties

90 If a user doesn’t use
MDX apps or Citrix
Secure Hub for this
period, prompt for
offline authentication.

Enable Touch ID
Authentication

Citrix Endpoint
Management client
properties

true Enables Touch ID for
offline authentication
use cases in iOS.

Using Step‑Up Authentication

Some apps might require enhanced authentication. For example, a secondary authentication factor,
such as a token or aggressive session time‑outs. You control this authentication method through an
MDXpolicy. Themethod also requires a separate virtual server to control the authenticationmethods
(on either the same or on separate NetScaler Gateway appliances).
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Setting
Where to Find the
Setting

Recommended
Setting Behavior Impact

Alternate NetScaler
Gateway

MDX Policies Requires the FQDN
and port of the
secondary NetScaler
Gateway appliance.

Allows for enhanced
authentication
controlled by the
secondary NetScaler
Gateway appliance
authentication and
session policies.

If a user opens an app that uses the alternate NetScaler Gateway, all other apps use that NetScaler
Gateway instance to communicate with the internal network. The session only switches back to the
lower security NetScaler Gateway instance when the session times out from the NetScaler Gateway
instance with enhanced security.

Usingmicro VPN session required

For certainapplications, suchasCitrix SecureWeb, youcanmake sure thatusers runanapponlywhen
they have an authenticated session. This policy enforces that option and allows for a grace period so
users can finish their work.

Setting
Where to Find the
Setting

Recommended
Setting Behavior Impact

micro VPN session
required

MDX Policies On Makes sure that a
device is online and
has a valid
authentication token.

micro VPN session
required grace period

MDX Policies 15 Allows a 15‑minute
grace period before
the user can no longer
use the apps

Server properties

February 23, 2024
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Server properties are global properties that apply to operations, users, and devices across an entire
Citrix EndpointManagement instance. Citrix recommends that you evaluate for your environment the
server properties covered in this article. Be sure to consult with Citrix before changing other server
properties.

To update server properties, go to Settings > Server Properties.

Adding, Editing, or Deleting Server Properties

In Citrix Endpoint Management, you can apply properties to the server.

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page appears.

2. Under Server, click Server Properties. The Server Properties page appears. You can add,
edit, or delete server properties from this page.

To add a server property

1. Click Add. The Add New Server Property page appears.
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2. Configure these settings:

• Key: In the list, select the appropriate key. Keys are case‑sensitive. Contact Citrix Support
before you edit property values or to request a special key.

• Value: Enter a value depending on the key that you selected.
• Display Name: Enter a name for the new property value that appears in the Server Prop‑
erties table.

• Description: Optionally, type a description for the new server property.

3. Click Save.

To edit a server property

1. In the Server Properties table, select the server property you want to edit.

When you select the checkbox next to a server property, the options menu appears above the
server property list. Click anywhere else in the list to open the options menu on the right side
of the listing.

2. Click Edit. The Edit New Server Property page appears.
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3. Change the following information as appropriate:

• Key: You cannot change this field.
• Value: The property value.
• Display Name: The property name.
• Description: The property description.

4. Click Save to save your changes or Cancel to leave the property unchanged.

To delete a server property

1. In the Server Properties table, select the server properties you want to delete.

2. Click Delete. A confirmation dialog box appears. Click Delete again.

Server Property Definitions

Access all apps in themanaged Google Play store

• If true, Citrix Endpoint Management makes all apps from the public Google Play store accessi‑
ble from the managed Google Play store. You can use the Restrictions device policy to control
access to these apps. Defaults to false.

Add Device Always

• If true, Citrix Endpoint Management adds a device to the Citrix Endpoint Management console,
even if it fails enrollment. As a result, you can seewhich devices tried to enroll. Defaults to false.
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AG Client Cert Issuing Throttling Interval

• The grace period between generating certificates. This interval prevents Citrix Endpoint Man‑
agement from generating many certificates for a device in a short time period. Citrix recom‑
mends that you don’t change this value. Defaults to 30minutes.

Allows The Removal of Devices That Have Been Marked Inactive For A Specified Period Of Time

• If true, devices that have been inactive for a specified time (in days) are removed and deleted
from Citrix Endpoint Management. The period of activity is set by the Length of Time Device
Can Be Inactive Before Being Automatically Removed From CEM server property. The de‑
fault is true. To change the value of this property, consult your Citrix representative.

Audit Logger

• If False, does not log user interface (UI) events. Defaults to False.

Block Enrollment of Rooted Android and Jailbroken iOS Devices

When this property is set as true, Citrix Endpoint Management blocks enrollments for rooted Android
devices and jailbroken iOS devices. The recommended setting is true for all security levels. Defaults
to true.

cdn.s3.retry.interval and cdn.s3.max.retry

Thecdn.s3.retry.interval andcdn.s3.max.retry server propertieswork together to set
the maximum time limit on every macOS PKG file upload. By default, Citrix Endpoint Management
limits file upload times to 100 seconds. If a file upload is over that limit, the upload fails. To change the
default, configure the cdn.s3.retry.interval and cdn.s3.max.retry keys as follows:

• cdn.s3.retry.interval. Lets you define the interval, inmilliseconds, atwhich Citrix End‑
point Management verifies whether a file upload completes successfully. The default is 10000.

• cdn.s3.max.retry. Lets youdefine themaximumnumber of verification retries afterwhich
the upload fails. The default is 10.

The two keys work together to limit file upload times. By default, the time limit is 100 seconds
(10000*10 milliseconds).
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Certificate Renewal in Seconds

• The number of seconds before a certificate expires that Citrix Endpoint Management starts to
renew certificates. An example is when a certificate expires on December 30 and this property
is set to 30 days. If the device connects between December 1 and December 30, Citrix Endpoint
Management tries to renew the certificate. Defaults to 2592000 seconds (30 days).

Connection Timeout

• The session inactivity timeout, in minutes, after which Citrix Endpoint Management closes the
TCP connection to a device. The session stays open. Applies to Android devices. Defaults to 5
minutes.

Default deployment channel

• Determines how Citrix Endpoint Management deploys a resource to a device: At the user‑level
(DEFAULT_TO_USER) or device‑level. Defaults to DEFAULT_TO_DEVICE.

Deprecatemobile service provider

• Deprecates support for themobile serviceprovider interfaceused toqueryBlackberryandother
Exchange ActiveSync devices. While enabled, theMobile Service Provider interface is hidden
from the console. Default is true.

Device tagging

• If you set enable.device.tagging to true, Citrix Endpoint Management tags devices by
device type automatically. You can use device tags to deploy policies and apps or configure
delivery groups. Citrix Endpoint Management applies tags to devices for the following:

– BYOD tags

* iOS User Enrollment

* Android Enterprise work profile
– Corporate tags

* Android Enterprise fully managed corporate devices

* Bulk enrollment
· Apple Business Manager devices
· Apple School Manager devices
· Windows AutoPilot devices
· Android Enterprise bulk enrollment
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Disable Hostname Verification

• By default, host name verification is enabled on outgoing connections except for the Microsoft
PKI server. When host name verification fails, the server log includes errors such as: “Unable to
connect to the Volume Purchase Server: Host name ‘192.0.2.0’does not match the certificate
subject provided by the peer”. If host name verification breaks your deployment, change this
property to true. Defaults to false.

Disable SSL Server Verification

• If True, disables SSL server certificate validation when all the following conditions are met:

– You enabled certificate‑based authentication on Citrix Endpoint Management
– The Microsoft CA server is the certificate issuer
– An internal CA, whose root Citrix Endpoint Management doesn’t trust, signed your certifi‑
cate.

Defaults to True.

Enable Crash Reporting

• If true, Citrix collects crash reports and diagnostics to help troubleshoot issues with Citrix Se‑
cure Hub for iOS and Android. If false, no data is collected. The default value is true.

Enable/Disable Hibernate statistics logging for diagnostics

• If True, enables Hibernate statistics logging to assist with troubleshooting application perfor‑
mance issues. Hibernate is a component used for Citrix EndpointManagement connections to a
Microsoft SQL Server. By default, the logging is disabled because it impacts application perfor‑
mance. Enable logging only for a short duration to avoid creating a huge log file. Citrix Endpoint
Management writes the logs to /opt/sas/logs/hibernate_stats.log. Defaults to False.

EnablemacOS OTAE

• If false, prevents the use of an enrollment link for macOS devices, meaning macOS users can
enroll only by using an enrollment invitation. Defaults to true.
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Enable Notification Trigger

• Enables or disables Citrix Secure Hub client notifications. The value true enables notifications.
Defaults to true.

Full Pull of ActiveSync Allowed and Denied Users

• The interval in (in seconds) that Citrix Endpoint Management pulls a complete list (baseline) of
ActiveSync allowed and denied users. Defaults to 28800 seconds.

Identifies if telemetry is enabled or not

• Identifies if telemetry is enabled. Telemetry is also referred to as the Customer Experience Im‑
provement Program (CEIP). You can opt in to CEIP when you install or upgrade Citrix Endpoint
Management. If Citrix Endpoint Management has 15 consecutive failed uploads, it disables
telemetry. Defaults to false.

Inactivity Timeout in Minutes

• The number of minutes after which Citrix Endpoint Management logs out an inactive user. The
user must have used the Citrix Endpoint Management Public API to access the Citrix Endpoint
Management console or any third‑party app. A time‑out value of 0means that an inactive user
stays logged in. For third‑party apps that access the API, being logged in is typically necessary.
The default value is set as 5.

• If theWebServices timeout type server property is INACTIVITY_TIMEOUT: This property de‑
fines the number of minutes after which Citrix Endpoint Management logs out an inactive ad‑
ministrator who did the following:

– Used the Public API for REST Services to access the Citrix Endpoint Management console
– Used the Public API for REST Services to access any third‑party app. A timeout of 0means
that an inactive user stays logged in.

include.device.properties.during.search

• Includes all device properties in a device search. The default is Off, which limits the search
scope to these device properties, for fast searching:

– Serial Number
– IMEI

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 1225



Citrix Endpoint Management

– Wi‑Fi MAC address
– Bluetooth MAC address
– Active Sync ID
– User Name

When this property is set asOn, device searches can take longer.

ios.delayBeforeDeclareUnreachable; macos.delayBeforeDeclareUnreachable

• Specifies the number of days after which an offline iOS ormacOS device is considered unreach‑
able. When an iOS or macOS device reaches the limit specified, they stop checking back with
Citrix Endpoint Management. Both properties default to 45 days.

iOS Device Management Enrollment Install Root CA if Required

• The server property ios.mdm.enrollment.installRootCaIfRequired is set to False for all Citrix
Endpoint Management environments. Citrix Endpoint Management uses a publicly trusted cer‑
tificate chain, so that it isn’t necessary to push a root CA to devices. (This property is used only
for on‑premises environments.)

iOS Device Management Enrollment Last Step Delayed

• During device enrollment, this property value specifies the amount of time to wait between
installing the MDM profile and starting the Agent on the device. Citrix recommends that you
edit this property only for network latency or speed issues. In that case, don’t set to the value
to more than 5000 milliseconds (5 seconds). Defaults to 1000milliseconds (1 second).

iOS Device Management Identity Delivery Mode

• Specifies whether Citrix Endpoint Management distributes theMDM certificate to devices using
SCEP (recommended for security reasons) or PKCS12. In PKCS12 mode, the key pair is gener‑
ated on the server and no negotiation is done. Defaults to SCEP.

iOS Device Management Identity Key Size

• Defines the size of private keys for MDM identities, iOS profile service, and Citrix Endpoint Man‑
agement iOS agent identities. Defaults to 2048.
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iOS Device Management Identity Renewal Days

• Specifies the number of days before the certificate expiration that Citrix Endpoint Management
starts renewing certificates. For example: If a certificate expires in 10 days and this property is
10 days: When a device connects 9 days before expiration, Citrix Endpoint Management issues
a new certificate. Defaults to 30 days.

iOS MDM APNS Private Key Password

• This propertyhas theAPNspassword,which is required forCitrix EndpointManagement topush
notifications to Apple servers.

Length of Inactivity Before Device Is Disconnected

• Specifies how long a device can be inactive, including the last authentication, before Citrix End‑
point Management disconnects it. Defaults to 7 days.

Length of Time Device Can Be Inactive Before Being Automatically Removed From CEM

• The length of time (in days) a device can be inactive before being automatically removed from
Citrix Endpoint Management. The minimum is 14 days and the default is 30 days. The Allows
The Removal of Devices That Have Been Marked Inactive For A Specified Period Of Time
server property must be set to true for this property to take effect.

local.user.account.lockout.time

• Specifies the number of minutes a user must wait after exceeding the lockout limit. Supported
values are 0–999. The default is 30minutes.

local.user.account.lockout.limit

• Specifies the maximum number of consecutive invalid login attempts per user. Supported val‑
ues are 0–999. The default value is set as 6.

mac.dep.admin.passwd.rotate

This server property lets you configure administrator password rotation intervals for macOS devices
enrolled through the Apple Deployment Program. Citrix Endpoint Management checkswhether to ro‑
tate the password of the administrator account daily. By default, Citrix Endpoint Management rotates
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the password every 10,080 minutes (7 days). Configure the mac.dep.admin.passwd.rotate
key as follows:

• Value: administrator‑defined
The interval, in minutes, at which Citrix Endpoint Management rotates the password. Type a
value equal toor greater than360 (6 hours). Citrix EndpointManagement ignores values smaller
than 360 and rotates the password every 360 minutes (6 hours) instead.

• Display name: administrator‑defined
• Description: administrator‑defined

MAMOnly Device Max

• This Custom Key limits the number of MAM‑only devices that each user can enroll. Configure
the key as follows. A Value of 0 allows unlimited device enrollment.

• Key = number.of.mam.devices.per.user

• Value = 5

• Display name =MAMOnly Device Max

• Description = Limits the number of MAM devices each user can enroll.

MaxNumberOfWorker

• The number of threads used when importing many Volume Purchase licenses. Defaults to 3.
If you need further optimization, you can increase the number of threads. However, a larger
number of threads results in high CPU usage.

NetScaler Gateway (NetScaler) Single Sign‑On

• If False, disables the Citrix Endpoint Management callback feature during single sign‑on from
NetScaler Gateway to Citrix Endpoint Management. If the NetScaler Gateway configuration
includes a callback URL, Citrix Endpoint Management uses the callback feature to verify the
NetScaler Gateway session ID. Defaults to False.

Number of consecutive failed uploads

• Displays thenumberof consecutive failuresduringCustomerExperience ImprovementProgram
(CEIP) uploads. Citrix Endpoint Management increments the value when an upload fails. After
15 upload failures, Citrix Endpoint Management disables CEIP, also called telemetry. For more
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information, see the server property Identifies if telemetry is enabled or not. Citrix Endpoint
Management resets the value to 0when an upload succeeds.

Number of Users Per Device

• Themaximumnumber of users who can enroll the same device inMDM. The value 0means that
an unlimited number of users can enroll the same device. Defaults to 0.

optional.user.identity.attributes

• This server property lets you customize the optional Active Directory user attributes.

Create the custom key and, in the Values field, edit user attributes to define which attributes
Citrix Endpoint Management can access to create a user account. For more information, see
Customize user properties.

– Key: Custom Key
– Key: optional.user.identity.attributes
– Value: commonName, firstName, lastName, displayName, streetAddress, city, state,
country, workPhone, homePhone, mobilePhone, company, department, descrip‑
tion, employeeID, faxNumber, initials, ipPhone, manager, homePostalAddress,
otherMobile, pager, physicalDeliveryOfficeName, postalCode, postOfficeBox, title,
organization, preferredLanguage

– Display Name: optional.user.identity.attributes
– Description: Optional Active Directory user attributes

Organization Name for macOS and iOS/iPadOS Enrollment Profiles

• The value you type for apple.mdm.enrollment.profile.organization.name cor‑
responds to the name of the organization that provides the enrollment profile. The name dis‑
plays when users enroll their device to Citrix Endpoint Management. The default name that
displays is Citrix Workspace.

Pull of Incremental Change of Allowed and Denied Users

• The number of seconds that Citrix Endpoint Managementwaits for a response from the domain
when running a PowerShell command to get a delta of ActiveSync devices. Defaults to 60 sec‑
onds.
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Read Timeout to Microsoft Certification Server

• The number of seconds that Citrix Endpoint Management waits for a response from the certifi‑
cate server when doing a read. If the certificate server is slow and has much traffic, you can
increase this value to 60 seconds or more. A certificate server that doesn’t respond after 120
seconds requires maintenance. Defaults to 15000milliseconds (15 seconds).

RESTWeb Services

• Enables the REST Web Service. Defaults to true.

Retrieves devices information in chunks of specified size

• This value is used internally formultithreadingduringdevice exports. If the value is higher, a sin‑
gle thread parses more devices. If the value is lower, more threads fetch the devices. Reducing
the value might increase the performance of exports and device list fetches, yet might reduce
available memory. Defaults to 1000.

shp.console.enable

• If False, prevents access to the Self‑Help Portal. Users who navigate to the portal on port 4443
get an “Access Denied”message. If True, provides access to the Self‑Help Portal over port 443.

Defaults to False.

enable.new.shp

• If False, prevents users from enabling their devices from the Self‑Help Portal. If True, users can
enable their devices from the Self‑Help Portal.

The BitLocker recovery key feature requires that you set this property to False and the shp.
console.enable property to True.

Defaults to False.

Session Log Cleanup (in Days)

• The number of days that Citrix Endpoint Management keeps the session log. Defaults to 7.
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ShareFile configuration type

• Specifies the Citrix Files storage type. ENTERPRISE enables Citrix Files Enterprise mode. CON‑
NECTORS provides access only to storage zone connectors that you create through the Citrix
Endpoint Management console. Defaults to NONE, which shows the initial view of the Con‑
figure > Citrix Files screen where you choose between Citrix Files Enterprise and Connectors.
Defaults toNONE.

Static Timeout in Minutes

• If the WebServices timeout type server property is STATIC_TIMEOUT: This property defines
the number ofminutes after which Citrix Endpoint Management logs out an administrator after
using the following:

– The Public API for REST Services to access the Citrix Endpoint Management console.
– The Public API for REST Services to access any third‑party app.

Defaults to 60.

Trigger Agent Message Suppression

• Enables or disables Citrix Secure Hub client messaging. The value false enables messaging.
Defaults to true.

Trigger Agent Sound Suppression

• Enables or disables Citrix Secure Hub client sounds. The value false enables sounds. Defaults
to true.

Unauthenticated App Download for Android Devices

• If True, you can download self‑hosted apps to Android devices running Android Enterprise. Cit‑
rix Endpoint Management needs this property if the Android Enterprise option to provide a
download URL in the Google Play Store statically is enabled. In that case, download URLs can’
t include a one‑time ticket (defined by the XAM One‑Time Ticket server property) which has
the authentication token. Defaults to False.
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Unauthenticated App Download for Windows Devices

• Used only for older Citrix Secure Hub versions which don’t validate one‑time tickets. If False,
you can download unauthenticated apps from Citrix Endpoint Management to Windows de‑
vices. Defaults to False.

Use ActiveSync ID to Conduct an ActiveSync Wipe Device

• If true, theCitrix EndpointManagement connector for ExchangeActiveSyncuses theActiveSync
identifier as an argument for the asWipeDevicemethod. Defaults to false.

Users only from Exchange

• If true, disables user authentication for ActiveSync Exchange users. Defaults to false.

Volume Purchase baseline interval

• The minimum interval that Citrix Endpoint Management reimports Volume Purchase licenses
from Apple. Refreshing license information makes sure that the Citrix Endpoint Management
reflects all changes, such aswhen youmanually delete an imported app fromVolumePurchase.
By default, Citrix Endpoint Management refreshes the Volume Purchase license baseline amin‑
imum of every 1440minutes.

– If you havemany Volume Purchase licenses installed (for example, more than 50,000): Cit‑
rix recommends that you increase the baseline interval to reduce the frequency and over‑
head of importing licenses.

– If you expect frequent Volume Purchase license changes from Apple: Citrix recommends
that you lower the value to keep Citrix Endpoint Management updated with the changes.

– The minimum interval between the two baselines is 60 minutes. Also, the Citrix Endpoint
Management does a delta import every 60 minutes, to capture the changes since the last
import. So, if the Volume Purchase baseline interval is 60 minutes, the interval between
baselines might be delayed up to 119 minutes.

WebServices Timeout Type

• Specifies how to expire an authentication token retrieved from the public API.

– If STATIC_TIMEOUT:Citrix EndpointManagement considers a tokenexpired, basedon the
value of the server property Static Timeout in Minutes.
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– If INACTIVITY_TIMEOUT: Citrix Endpoint Management considers a token expired,
based on the value of the server property Inactivity Timeout in Minutes. Defaults to
STATIC_TIMEOUT.

Windows Tablet MDM Certificate Extended Validity (5y)

• The validity period of the device certificate issued by MDM for the Windows Tablet. Devices use
a device certificate to authenticate to the MDM server during device management. If true, the
validity period is five years. If false, the validity period is two years. Defaults to true.

WindowsWNS Channel ‑ Number of Days Before Renewal

• The renewal frequency for the ChannelURI. Defaults to 10 days.

WindowsWNS Heartbeat Interval

• How long Citrix Endpoint Management waits before connecting to a device after connecting to
it every three minutes five times. Defaults to 6 hours.

XAMOne‑Time Ticket

• The number of milliseconds that a one‑time authentication token (OTT) is valid for download‑
ing an app. This property and the properties Unauthenticated App download for Android
and Unauthenticated App download for Windows work together. Those properties specify
whether to allow unauthenticated app downloads. Defaults to 3600000.

Citrix Endpoint Management MDM Self‑Help Portal console max inactive interval (minutes)

• This property name reflects the older Citrix Endpoint Management versions. The property con‑
trols theCitrix EndpointManagement consolemax inactive interval. That interval is thenumber
of minutes after which Citrix Endpoint Management logs an inactive user out of the Citrix End‑
pointManagement console. A time‑out of 0means that an inactive user stays logged in. Default
is 30.

Device and app policies

February 23, 2024
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Citrix Endpoint Management device and app policies enable you to optimize a balance between fac‑
tors, such as:

• Enterprise security
• Corporate data and asset protection
• User privacy
• Productive and positive user experiences

The optimum balance between those factors can vary. For example, highly regulated organizations,
such as finance, require stricter security controls than other industries, such as education and retail,
in which user productivity is a primary consideration.

You can centrally control and configure policies based on users’identity, device, location, and con‑
nectivity type to restrict malicious usage of corporate content. If a device is lost or stolen, you can
disable, lock, or wipe business applications and data remotely. The overall result is a solution that in‑
creases employee satisfaction and productivity, while making sure of the security and administrative
control.

The primary focus of this article is the many device and app policies related to security.

Policies that address security risks

Citrix Endpoint Management device and app policies address many situations that might pose a se‑
curity risk, such as when:

• Users try to access apps and data from untrusted devices and unpredictable locations
• Users pass data between devices
• An unauthorized user tries to access data
• A user who has left the company used their own device (BYOD)
• A user misplaces a device
• Users must access the network securely always
• Users have their own device managed and youmust separate work data from personal data
• A device is idle and requires verification of user credentials again
• Users copy and paste sensitive content into unprotected email systems
• Users receive email attachments or web links with sensitive data on a device that holds both
personal and company accounts

Those situations relate to twomain areas of concern when protecting company data, which are when
data is:

• At rest
• In transit
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How Citrix Endpoint Management protects data at rest

Data stored on mobile devices is referred to as data at rest. Citrix Endpoint Management uses the
device encryption provided by the iOS and Android platforms. Citrix Endpoint Management supple‑
ments platform‑based encryption with features such as compliance checking, available through the
Citrix MAM SDK.

The mobile application management (MAM) capabilities in Citrix Endpoint Management enable com‑
pletemanagement, security, andcontrol overCitrixmobileproductivity apps,MDX‑enabledapps, and
their associated data.

The Mobile Apps SDK enables apps for Citrix Endpoint Management deployment through use of the
Citrix MDX app container technology. The container technology separates corporate apps and data
from personal apps and data on a user device. The data separation allows you to secure any custom‑
developed, third‑party, or BYOmobile app with comprehensive policy‑based controls.

Citrix Endpoint Management also includes app‑level encryption. Citrix Endpoint Management sep‑
arately encrypts data stored within any MDX‑enabled app without requiring a device passcode and
without requiring that youmanage the device to enforce the policy.

• On iOS devices, Citrix Endpoint Management uses strong FIPS‑validated cryptographic services
and libraries such as keychain.

• OpenSSL provides FIPS‑validated modules for various device platforms. OpenSSL further se‑
cures data in motion and the certificates required to manage and enroll devices.

• Citrix Endpoint Management uses the MAM SDK shared vault API to sharemanaged content be‑
tween apps that have the same keychain access group. For example, you can share user certifi‑
cates through an enrolled app so that apps can get a certificate from the secure vault.

• Citrix Endpoint Management uses the device encryption provided by the platforms.
• Citrix Endpoint Management MAM controls at the app level do a compliance check to validate
that device encryption is enabled at every app launch.

How Citrix Endpoint Management protects data in transit

Data on themove between your user’smobile devices and your internal network is referred to as data
in transit. MDX app container technology provides application‑specific VPN access to your internal
network through NetScaler Gateway.

Consider the situation where an employee wants to access the following resources that are in the
secure enterprise network from amobile device:

• The corporate email server
• An SSL‑enabled web application hosted on the corporate intranet
• Documents stored on a file server or Microsoft SharePoint
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MDX enables access to all these enterprise resources from mobile devices through an application‑
specific micro VPN. Each device has its own dedicatedmicro VPN tunnel.

Micro VPN functionality does not require a device‑wide VPN, which can compromise security on un‑
trusted mobile devices. As a result, the internal network is not exposed to malware or attacks that
can infect the entire corporate system. Corporate mobile apps and personal mobile apps can coexist
on one device.

To offer even stronger levels of security, you can configure MDX‑enabled apps with an Alternate
NetScaler Gateway policy. The policy is used for authentication and for micro VPN sessions with an
app. You can use an Alternate NetScaler Gateway with themicro VPN session‑required policy to force
apps to reauthenticate to the specific gateway. Such gateways might typically have different (higher
assurance) authentication requirements and traffic management policies.

In addition to security features, the micro VPN feature also offers data optimization techniques, in‑
cluding compression algorithms. Compression algorithmsmake sure that:

• Only minimal data is transferred
• The transfer is done in the quickest time possible. Speed improves user experience, which is a
key success factor in mobile device adoption.

Reevaluate your device policies periodically, such as in these situations:

• When a new version of Citrix Endpoint Management includes new or updated policies because
of the release of device operating system updates

• When you add a device type:

Although many policies are common to all devices, each device has a set of policies specific to
its operating system. Asa result, youmight finddifferencesbetween iOS, Android, andWindows
devices, and even between Android devices from different manufacturers.

• To keep Citrix Endpoint Management operation in sync with enterprise or industry changes,
such as new corporate security policies or compliance regulations

• When a new version of the MAM SDK includes new or updated policies

• When you add or update an app

• To integrate new workflows for your users because of new apps or new requirements

App policies and Use case scenarios

Although you can choose which apps are available through Citrix Secure Hub, youmight also want to
define how those apps interact with Citrix Endpoint Management. Use app policies:

• If you want users to authenticate after a certain time period passes.

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 1236



Citrix Endpoint Management

• If you want to provide users offline access to their information.

The following sections include some of the policies and example usage.

• For a list of the third‑party policies you can integrate in your iOS and Android app by using the
MAM SDK, see MAM SDK overview.

• For a list of all MDX policies per platform, see MDX Policies at a Glance.

Authentication policies

• Device passcode

Why use this policy: Enable the Device passcode policy to enforce that a user can access an
MDX app only if the device has a device passcode enabled. This featuremakes sure that the use
of iOS encryption at the device level.

User example: Enabling this policymeans that theusermust set a passcodeon their iOSdevice
before they can access the MDX app.

• App passcode

Whyuse thispolicy: Enable theApppasscodepolicy tohaveCitrix SecureHubpromptauser to
authenticate to themanagedappbefore they canopen the appandaccess data. Theusermight
authenticate with their Active Directory password, Citrix PIN, or iOS TouchID, depending what
you configure under Settings > Client Properties in the Citrix Endpoint Management console.
You can set an inactivity timer in Client Properties so that Citrix Secure Hub doesn’t prompt the
user to reauthenticate to the managed app until the timer expires.

The app passcode differs from a device passcode. With a device passcode policy pushed to
a device, Citrix Secure Hub prompts the user to configure a passcode or PIN. The user must
unlock their device when they turn on the device or when the inactivity timer expires. Formore
information, see Authentication in Citrix Endpoint Management.

User example: When opening the Citrix Secure Web application on the device, the user must
enter their Citrix PIN before they can browse websites if the inactivity period is expired.

• micro VPN session required

Whyuse this policy: If an application requires access to aweb app (web service) to run, enable
this policy. Citrix Endpoint Management then prompts the user to connect to the enterprise
network or have an active session before using the app.

User example: When a user tries to open an MDX app that has the micro VPN session‑required
policy enabled: They can’t use the app until they connect to the network. The connectionmust
use a cellular or Wi‑Fi service.
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• Maximum offline period

Why use this policy: Use this policy as an extra security option. The policy makes sure that
users who run an app offline for a specified duration must reconfirm app entitlement and re‑
fresh policies.

User example: If you configure an MDX app with a Maximum offline period, the user can open
anduse theappofflineuntil theoffline timerperiodexpires. At thatpoint, theusermust connect
back to the network via cellular or Wi‑Fi service and reauthenticate, if prompted.

Miscellaneous access policies

• App update grace period (hours)

Why use this policy: The app update grace period is the time available to the user before they
must update an app that has a newer version available in the app store. At the point of expiry,
the user must update the app before they can gain access to the data in the app. When set‑
ting this value, keep in mind the needs of your mobile workforce, particularly users who might
experience long periods offline when traveling internationally.

User example: You load a new version of Citrix Secure Mail in the app store and then set an
app update grace period of 6 hours. Citrix Secure Hub users then have 6 hours to upgrade Citrix
Secure Mail before they are routed to the app store.

• Active poll period (minutes)

Whyuse this policy: Theactive poll period is the interval atwhichCitrix EndpointManagement
checks apps for when to do security actions, such as App Lock and AppWipe.

User example: If you set the Active poll period policy to 60minutes and then send the App Lock
command, the lock occurs within 60 minutes of the last poll.

Non‑compliant device behavior policies

When a device falls below the minimum compliance requirements, the Non‑compliant device behav‑
ior policy allows you to select the action to take. For information, see Non‑compliant device behav‑
ior.

App interaction policies

Why use these policies: Use App Interaction policies to control the flow of documents and data from
MDX apps to other apps on the device. For example, you can prevent a user from:

• moving data to their personal apps outside of the container
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• pasting data from outside the container into the containerized apps

User example: You set an App interaction policy to Restricted, which means a user can copy text
from Citrix Secure Mail to Citrix Secure Web. The user can’t copy that data to their personal Safari
or Chrome browser that is outside the container. Also, a user can open an attached document from
Citrix Secure Mail into Citrix Files or QuickEdit. The user can’t open the attached document in their
own personal file viewing apps that are outside the container.

App Restrictions policies

Why use these policies: Use App Restriction policies to control what features users can access from
an MDX app while it is open. The restrictions help to make sure that no malicious activity can take
place while the app is running. The App Restriction policies vary slightly between iOS and Android.
For example, in iOS you can block access to iCloud while the MDX app is running. In Android, you can
stop NFC use while the MDX app is running.

User example: Suppose that you enable the App Restriction policy to block dictation on iOS in an
MDX app. As a result, the user can’t use the dictate function on the iOS keyboard while the MDX app
is running. So, the data that users dictate isn’t passed to the unsecure third‑party cloud dictation
service. When the user opens their personal app outside of the container, the dictate option stays
available to the user for their personal communications.

App Network Access policies

Why use these policies: Use the App Network Access policies to provide access from an MDX app in
the container on the device to data sitting inside your corporate network. The Tunneled ‑ Web SSO
option allows only the tunneling of HTTP andHTTPS traffic. That option provides single sign‑on (SSO)
for HTTP and HTTPS traffic and PKINIT authentication.

User example: When a user opens an MDX app that has tunneling enabled, the browser opens an
intranet site without requiring the user to start a VPN. The app automatically accesses the internal
site using the micro VPN technology.

App Geolocation and Geofencing policies

Why use these policies: The policies that control app geolocation and geofencing include center
point longitude, center point latitude, and radius. Those policies have access to the data in the MDX
apps to a specific geographical area. The policies define a geographic area by a radius of latitude and
longitude coordinates. If a user tries to use an app outside of the defined radius, the app stays locked
and the user can’t access the app data.
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User example: A user can access merger and acquisition data while they are in their office location.
When they move outside of their office location, this sensitive data becomes inaccessible.

Citrix Secure Mail App policies

• Background network services

Why use this policy: Background network services in Citrix Secure Mail use the Secure Ticket
Authority (STA),which is effectively a SOCKS5proxy to connect throughNetScaler Gateway. STA
supports long‑lived connections and provides better battery life compared to micro VPN. So,
STA is ideal for mail that connects constantly. Citrix recommends that you configure these set‑
tings for Citrix Secure Mail. The NetScaler for XenMobile wizard automatically sets up STA for
Citrix Secure Mail.

User example: When STA isn’t enabled and an Android user opens Citrix Secure Mail, they are
prompted to open a VPN,which stays open on the device. When STA is enabled and the Android
user opens Citrix Secure Mail, Citrix Secure Mail connects seamlessly with no VPN required.

• Default sync interval

Why use this policy: This setting specifies the default days of email that synchronize to Citrix
SecureMail when the user accesses Citrix SecureMail for the first time. Twoweeks of email take
longer to sync than three days of email. More data to sync prolongs the setup process for the
user.

User example: Suppose that the default sync interval is set to three days when the user first
sets up Citrix SecureMail. The user can see any emails in their Inbox that they received from the
present to three days in the past. If a user wants to see emails that are older than three days,
they can do a search. Citrix Secure Mail then shows the older emails stored on the server. After
installing Citrix Secure Mail, each user can change this setting to better suit their needs.

Device policies and use case behavior

Device policies, sometimes referred to as MDM policies, determine how Citrix Endpoint Management
manages devices. Althoughmany policies are common to all devices, each device has a set of policies
specific to its operating system. The following list includes some of the device policies and discusses
how youmight use them. For a list of all device policies, see the article under Device policies.

• App inventory policy

Why use this policy: To see the apps installed by a user, deploy the App inventory policy to
a device. If you don’t deploy the policy, you can see only the apps that a user installed from
the app store, not personally installed apps. Use the App inventory policy to block certain apps
from running on corporate devices.
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Userexample: AuserwithanMDM‑manageddevice cannotdisable this functionality. Theuser’
s personally installed applications are visible to Citrix Endpoint Management administrators.

• App lock policy

Why use this policy: The App Lock policy, for Android, allows you to place apps on an allow
list or block list. For example, for allowed apps you can configure a kiosk device. Typically, you
deploy the App lock policy only to corporate‑owned devices, because it limits the apps that
users can install. You can set an override password to provide user access to blocked apps.

Userexample: Suppose that youdeployanApp lockpolicy thatblocks theAngryBirdsapp. The
user can install the Angry Birds app from Google Play, yet when they open the app a message
advises them that their administrator blocked the app.

• Connection scheduling policy

Why use this policy: The Connection scheduling policy enables Windows Mobile devices to
connect back to Citrix Endpoint Management for MDM management, app push, and policy de‑
ployment. For Android and Android Enterprise devices, use Google Firebase Cloud Messaging
(FCM) instead. FCM controls connections to Citrix Endpoint Management. The Scheduling op‑
tions are as follows:

– Never: Connect manually. Users must start the connection from Citrix Endpoint Manage‑
ment on their devices. Citrix doesn’t recommend this option for production deployments
because it prevents you fromdeploying security policies to devices. As a result, users don’
t receive new apps or policies. The Never option is enabled by default.

– Every: Connects at the chosen interval. When you send a security policy, such as a lock or
a wipe, Citrix Endpoint Management processes the policy on the device the next time the
device connects.

– Define schedule: Citrix Endpoint Management tries to reconnect the user’s device to
the Citrix Endpoint Management server after a network connection loss. Citrix Endpoint
Managementmonitors the connection by transmitting control packets at regular intervals
within the timeframe that you define.

Userexample: Youwant todeploy apasscodepolicy to enrolleddevices. The schedulingpolicy
makes sure that the devices connect back to the server at a regular interval to collect the new
policy.

• Credentials Policy

Why use this policy: Often used with a network policy, the Credentials policy lets you deploy
certificates for authentication to internal resources that require certificate authentication.

User example: You deploy a network policy that configures a wireless network on the device.
The Wi‑Fi network requires a certificate for authentication. The Credentials policy deploys a
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certificate that is then stored in the operating system keystore. The user can then select the
certificate when connected to the internal resource.

• Exchange policy

Why use this policy: With Citrix Endpoint Management, you have two options to deliver Mi‑
crosoft Exchange ActiveSync email.

– Citrix Secure Mail app: Deliver email by using the Citrix Secure Mail app that you distrib‑
ute from the public app store or the app store.

– Native email app: Enable ActiveSync email for the native email client on the device. You
canusemacros to populate the user data from their ActiveDirectory attributes, such as${
user.username } topopulate theusernameand${ user.domain } topopulate

the user domain.

User example: When you push the Exchange policy, you send Exchange Server details to the
device. Citrix Secure Hub then prompts the user to authenticate and their email begins to sync.

• Location policy

Why use this policy: The Location policy lets you geolocate devices on amap, if the device has
GPSenabled forCitrix SecureHub. After youdeploy this policy and then senda locate command
from Citrix Endpoint Management, the device responds back with the location coordinates.

User example: When you deploy the Location policy and GPS is enabled on the device: If users
misplace their device, they can log on to the Citrix Endpoint Management Self‑Help Portal and
choose the locate option to see their device location on amap. A user chooseswhether to allow
Citrix Secure Hub to use location services. You cannot enforce the use of location serviceswhen
users enroll a device themselves. Another consideration for using this policy is the effect on
battery life.

• Passcode policy

Why use this policy: The passcode policy allows you to enforce a PIN code or password on a
managed device. This passcode policy allows you to set the complexity and time‑outs for the
passcode on the device.

User example: When you deploy a passcode policy to a managed device, Citrix Secure Hub
prompts the user to configure a passcode or PIN. The passcode or PIN gives the user access to
their device during start‑up or when the inactivity timer expires.

• Profile removal policy

Why use this policy: Suppose that you deploy a policy to a group of users and later must re‑
move that policy from a subset of the users. You can remove the policy for selected users by
creating a Profile removal policy. Then, use the deployment rules to deploy the Profile removal
policy only to specified users.
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Userexample: WhenyoudeployaProfile removal policy touserdevices, usersmightnotnotice
the change. For example, if the Profile removal policy removes a restriction that disabled the
device camera, the user doesn’t know about the change. Consider letting users know when
changes affect their user experience.

• Restrictions policy

Why use this policy: The restriction policy gives you many options to lock down and control
features and functionality on the managed device. You can enable hundreds of restriction op‑
tions for supported devices. For example, you can: disable the camera or microphone on a
device, enforce roaming rules, and enforce access to third‑party services like app stores.

User example: If you deploy a restriction to an iOS device, the usermight not be able to access
iCloud or the Apple App Store.

• Terms and conditions policy

Why use this policy: It might be necessary to advise users of the legal implications of having
their device managed. Also, you might want to make sure that users are aware of the security
risks when corporate data is pushed to the device. The Terms and Conditions document allows
you to publish rules and notices before the user enrolls.

User example: A user sees the Terms and Conditions information during the enrollment
process. If they decline to accept the conditions stated, the enrollment process ends and they
cannot access corporate data. You can generate a report to provide to HR/Legal/Compliance
teams to showwho accepted or declined the terms.

• VPN policy

Whyuse this policy: Use the VPNpolicy to provide access to back‑end systems using older VPN
Gateway technology. The policy supports various VPN providers, including Cisco AnyConnect,
Juniper, andCitrix VPN. It is alsopossible to link this policy to aCAandenabledVPNon‑demand,
if the VPN gateway supports this option.

User example: With the VPN policy enabled, a user’s device opens a VPN connection when the
user accesses an internal domain.

• Web clip policy

Why use this policy: Use the Web clip policy if you want to push to devices an icon that opens
directly to a website. A web clip has a link to a website and can include a custom icon. On a
device a web clip looks like an app icon.

User example: A user can click aweb clip icon to open an internet site to gain access to needed
services. Using a web link is more convenient than typing a link address in a browser.

• Network policy

© 1999–2024 Cloud Software Group, Inc. All rights reserved. 1243



Citrix Endpoint Management

Whyuse this policy: Thenetworkpolicy lets youdeployWi‑Fi networkdetails, such as theSSID,
authentication data, and configuration data, to a managed device.

User example: When you deploy the network policy, the device automatically connects to the
Wi‑Fi network and authenticates the user so they can gain access to the network.

• Endpoint Management Store policy

Why use this policy: The app store is a unified app store where administrators can publish all
the corporate apps and data resources needed by their users. An administrator can add:

– Web apps, SaaS apps, and MAM SDK enabled apps or MDX‑wrapped apps
– Citrix mobile productivity apps
– Native mobile apps such as .ipa or .apk files
– Apple App Store and Google Play apps
– Web links
– Citrix Virtual Apps published using Citrix StoreFront

User example: After a user enrolls their device into Citrix Endpoint Management, they access
the app store through the Citrix Secure Hub app. The user can then see all the corporate apps
and services available to them. Users can click an app to install it, access the data, rate and
review the app, and download app updates from the app store.

Client properties

February 23, 2024

Client properties have information that is provided directly to Citrix Secure Hub on user devices. You
can use these properties to configure advanced settings, such as the Citrix PIN. You can get client
properties from Citrix support.

Client properties are subject to change with every release of Citrix Secure Hub and occasionally for
client apps. For details about more commonly configured client properties, see Client property refer‑
ence, later in this article.

1. In the Citrix Endpoint Management console, click the gear icon in the upper‑right corner. The
Settings page appears.

2. Under Client, click Client Properties. The Client Properties page appears. You can add, edit,
and delete client properties from this page.
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To add a client property

1. Click Add. The Add New Client Property page appears.

2. Configure these settings:

• Key: Click the property key that you want to add from the drop‑down list. Important:
Contact Citrix Support before updating the settings. You can request a special key.

• Value: The value of the selected property.
• Name: A name for the property.
• Description: A description of the property.

3. Click Save.

To edit a client property

1. In the Client Properties table, select the client property you want to edit.
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Select thecheckboxnext toaclientproperty toopen theoptionsmenuabove theclientproperty
list. Click anywhere else in the list to open the options menu on the right side of the listing.

2. Click Edit. The Edit Client Property page appears.

3. Change the following information as appropriate:

• Key: You cannot change this field.
• Value: The property value.
• Name: The property name.
• Description: The property description.

4. Click Save to save your changes or Cancel to leave the property unchanged.

To delete a client property

1. In the Client Properties table, select the client property you want to delete.

Youcan selectmore thanoneproperty todeleteby selecting the checkboxnext to eachproperty.

2. Click Delete. A confirmation dialog box appears. Click Delete again.

Client property reference

The predefined client properties and their default settings for Citrix Endpoint Management are as fol‑
lows:

• ALLOW_CLIENTSIDE_PROXY

– Display name: ALLOW_CLIENTSIDE_PROXY
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– If your userswant to use a proxy they’ve configured on their iOS phones, leave this custom
policy set to the default value true.

Some users might already have a proxy configured in Settings >Wi‑Fi > Configure Proxy
on their devices. If Citrix Secure Hub doesn’t open for those users, do one of the following
actions:

* Remove the proxy configuration from the device and then restart Citrix Secure Hub.

* Connect thedevice toanotherWi‑Fi network. AfterCitrix SecureHub re‑authenticates,
it gets the ALLOW_CLIENTSIDE_PROXY property and opens.

– If ALLOW_CLIENTSIDE_PROXY is false and users configure a proxy on their device, Cit‑
rix Endpoint Management detects the proxy. However, Citrix Secure Hub doesn’t use the
proxy and displays an error message. If a device connects to an access point or router
that has a proxy enabled, Citrix Endpoint Management doesn’t detect the proxy. For the
highest security, we recommend that you use certificate pinning. For information about
enabling certificate pinning for Citrix Secure Hub, see Certificate pinning.

– To configure this custom client policy, go to Settings > Client Properties, add the custom
key ALLOW_CLIENTSIDE_PROXY, and set the Value.

• CONTAINER_SELF_DESTRUCT_PERIOD

– Display name: MDX Container Self‑Destruct Period

– Self‑destruct prevents access to Citrix Secure Hub and managed apps, after a specified
number of days of inactivity. After the time limit, apps are no longer usable. Wiping the
data includes clearing the app data for each installed app, including the app cache and
user data.

The inactivity time iswhen the serverdoesn’t receiveanauthentication request to validate
the user over a specific length of time. Suppose that this property is 30 days. If the user
doesn’t use the app for more than 30 days, the policy takes effect.

This global security policy applies to iOS and Android platforms and is an enhancement of
the existing app lock and wipe policies.

– To configure this global policy, go toSettings > Client Properties and add the customkey
CONTAINER_SELF_DESTRUCT_PERIOD.

– Value: Number of days

• DEVICE_LOGS_TO_IT_HELP_DESK

– Display name: Send device logs to IT help desk
– This property enables or disables the ability to send logs to the IT help desk.
– Possible values: true or false
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– Default value: false

• DISABLE_LOGGING

– Display name: Disable Logging

– Use this property to prevent users from collecting and uploading logs from their devices.
This property disables logging for Citrix Secure Hub and for all installed MDX apps. Users
can’t send logs for any app from the Support page. Even though the mail composition di‑
alog box appears, the logs aren’t attached. A message indicates that logging is disabled.
This setting also prevents you from updating log settings in the Citrix Endpoint Manage‑
ment console for Citrix Secure Hub and MDX apps.

When this property is set to true, Citrix Secure Hub sets Block application logs to true.
As a result, MDX apps stop logging when the new policy is applied.

– Possible values: true or false

– Default value: false (logging is not disabled)

• ENABLE_CRASH_REPORTING

– Display name: Enable Crash Reporting
– If true, Citrix collects crash reports and diagnostics to help troubleshoot issues with Citrix
Secure Hub for iOS and Android. If false, no data is collected.

– Possible values: true or false
– Default value: true

• ENABLE_CREDENTIAL_STORE

– Display name: Enable Credential Store
– Enabling the credential store means that Android or iOS users enter their password one
time when accessing Citrix mobile productivity apps. You can use the credential store
whether you enable Citrix PIN. If you don’t enable Citrix PIN, users enter their Active Di‑
rectory password. Citrix Endpoint Management supports the use of Active Directory pass‑
wordswith the credential store only for Citrix Secure Hub and public store apps. If you use
Active Directory passwords with the credential store, Citrix Endpoint Management doesn’
t support PKI authentication.

– Automatic enrollment in Citrix Secure Mail requires that you set this property to true.
– To configure this custom client policy, go to Settings > Client Properties, add the custom
key ENABLE_CREDENTIAL_STORE, and set the Value to true.

• ENABLE_PASSCODE_AUTH

– Display name: Enable Citrix PIN Authentication
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– This property allows you to turn onCitrix PIN functionality. With theCitrix PINor passcode,
users are prompted to define a PIN to use instead of their Active Directory password. This
setting is automatically enabled when ENABLE_PASSWORD_CACHING is enabled or when
Citrix Endpoint Management is using certificate authentication.

Forofflineauthentication, theCitrix PIN is validated locally andusers are allowed toaccess
the app or content they requested. For online authentication, the Citrix PIN or passcode
unlocks the Active Directory password or certificate, which is then sent to authenticate
with Citrix Endpoint Management.

If ENABLE_PASSCODE_AUTH is true and ENABLE_PASSWORD_CACHING is false, online au‑
thentication always prompts for the password because Citrix Secure Hub doesn’t save it.

– Possible values: true or false

– Default value: false

• ENABLE_PASSWORD_CACHING

– Display name: Enable User Password Caching
– This property enables Active Directory passwords to cache locally on the mobile device.
Whenyouset thisproperty to true, youmustalso set theENABLE_PASSCODE_AUTHprop‑
erty to true. With user password caching enabled, Citrix Endpoint Management prompts
users to set a Citrix PIN or passcode.

– Possible values: true or false
– Default value: false

• ENABLE_TOUCH_ID_AUTH

– Display name: Enable Touch ID Authentication

– For devices that support Touch ID authentication, this property enables or disables Touch
ID authentication on the device. Requirements:

User devicesmust have Citrix PIN or LDAP enabled. If LDAP authentication is off (for exam‑
ple, because only certificate‑based authentication is used), users must set a Citrix PIN. In
this case, Citrix Endpoint Management requires the Citrix PIN even if the client property
ENABLE_PASSCODE_AUTH is false.

Set ENABLE_PASSCODE_AUTH to false so that when users launch an app, they must re‑
spond to a prompt to use Touch ID.

– Possible values: true or false

– Default value: false

• ENABLE_WORXHOME_CEIP
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– Display name: Enable Citrix Secure Hub CEIP
– This property turns on the Customer Experience Improvement Program. That feature
sends anonymous configuration and usage data to Citrix periodically. The data helps
Citrix improve the quality, reliability, and performance of Citrix Endpoint Management.

– Value: true or false
– Default value: false

• ENCRYPT_SECRETS_USING_PASSCODE

– Display name: Encrypt secrets using Passcode

– This property stores sensitive data on the device in a secret vault instead of in a platform‑
based native store, such as the iOS keychain. This property enables strong encryption of
key artifacts and adds user entropy. User entropy is a user‑generated random PIN code
that only the user knows.

Citrix recommends that you enable this property to help provide higher security on user
devices. As a result, users experience more authentication prompts for the Citrix PIN.

– Possible values: true or false

– Default value: false

• INACTIVITY_TIMER

– Display name: Inactivity Timer

– This property defines how long users can leave their device inactive and then access an
app without a prompt for a Citrix PIN or passcode. To enable this setting for an MDX app,
set the App Passcode setting to On. If the App Passcode setting is set to Off, users are
redirected to Citrix Secure Hub to do a full authentication. When you change this setting,
the value takes effect the next time that users are prompted to authenticate.

On iOS, the Inactivity Timer also governs access to Citrix SecureHub forMDX and non‑MDX
apps.

– Possible values: Any positive integer

– Default value: 15 (minutes)

• ON_FAILURE_USE_EMAIL

– Display name: On failure Use Email to Send device logs to the IT help desk
– This property enables or disables the ability to use email to send device logs to IT.
– Possible values: true or false
– Default value: true

• PASSCODE_EXPIRY
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– Display name: PIN Change Requirement
– This property defines how long the Citrix PIN or passcode is valid, after which the user is
forced to change their Citrix PIN or passcode. When you change this setting, the new value
is set only when the current Citrix PIN or passcode expires.

– Possible values: 1 through 99 recommended. To eliminate PIN resets, set the value to
a high number (for example, 100,000,000,000). If you originally set the expiry period to
between 1 and 99 days and then change to the large number during that period: PINs still
expire at the end of the initial period, but never again afterward.

– Default value: 90 (days)

• PASSCODE_HISTORY

– Display name: PIN History
– This property defines the number of previously used Citrix PINs or passcodes that users
cannot reuse when changing their Citrix PIN or passcode. When you change this setting,
the new value is set the next time that users reset their Citrix PIN or passcode.

– Possible values: 1 through 99
– Default value: 5

• PASSCODE_MAX_ATTEMPTS

– Display name: PIN Attempts
– This property defines how many wrong Citrix PIN or passcode attempts users can make
before being prompted for full authentication. After users successfully do a full authenti‑
cation, they are prompted to create a Citrix PIN or passcode.

– Possible values: Any positive integer
– Default value: 15

• PASSCODE_MIN_LENGTH

– Display name: PIN Length Requirement
– This property defines the minimum length of Citrix PINs.
– Possible values: 4 through 10
– Default value: 6

• PASSCODE_STRENGTH

– Display name: PIN Strength Requirement
– This property defines the strength of a Citrix PIN or passcode. When you change this set‑
ting, users areprompted to create aCitrix PINorpasscode thenext time theyareprompted
to authenticate.

– Possible values: Low,Medium,High, or Strong
– Default value: Medium
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– The password rules for each strength setting based on the PASSCODE_TYPE setting are as
follows:

Rules for numeric passcodes:

Passcode strength
Rules for numeric
passcode type Allowed Not allowed

Low All numbers, any
sequences allowed

444444, 123456,
654321

Medium (default
setting)

All numbers cannot be
the same or
consecutive.

444333, 124567,
136790, 555556,
788888

444444, 123456,
654321

High Adjacent numbers
cannot be the same.

123512, 134134,
132312, 131313,
987456

080080, 112233,
135579, 987745,
919199

Strong Do not use the same
number more than
twice. Do not use three
or more consecutive
numbers in a row. Do
not use three or more
consecutive numbers
in the reverse order.

102983, 085085,
824673, 132312

132132, 131313,
902030

Rules for alphanumeric passcodes:

Passcode strength

Rules for
alphanumeric
passcode type Allowed Not allowed

Low Must have at least one
number and one letter

aa11b1, Abcd1#,
Ab123~, aaaa11,
aa11aa

AAAaaa, aaaaaa,
abcdef

Medium (default
setting)

In addition to the rules
for Low passcode
strength, letters and
all numbers cannot be
the same. Letters
cannot be consecutive
and numbers cannot
be consecutive.

aa11b1, aaa11b,
aaa1b2, abc145,
xyz135, sdf123, ab12c3,
a1b2c3, Abcd1#,
Ab123~

aaaa11, aa11aa, or
aaa111; abcd12,
bcd123, 123abc,
xy1234, xyz345, or
cba123
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Passcode strength

Rules for
alphanumeric
passcode type Allowed Not allowed

High Include at least one
capital letter and one
small letter.

Abcd12, jkrtA2, 23Bc#,
AbCd

abcd12, DFGH2

Strong Include at least one
number, one special
symbol, one capital
letter, and one small
letter.

Abcd1#, Ab123~,
xY12#3, Car12#,
AAbc1#

abcd12, Abcd12,
dfgh12, jkrtA2

• PASSCODE_TYPE

– Display name: PIN Type

– This property defines whether users can define a numerical Citrix PIN or an alphanumeric
passcode. When you select Numeric, users can use numbers only (Citrix PIN). When you
select Alphanumeric, users can use a combination of letters and numbers (passcode).

If you change this setting, users must set a new Citrix PIN or passcode the next time that
they are prompted to authenticate.

– Possible values: Numeric or Alphanumeric

– Default value: Numeric

• REFRESHINTERVAL

– Display name: REFRESHINTERVAL
– By default, Citrix Endpoint Management pings the AutoDiscovery Server (ADS) for pinned
certificates every 3 days. To change the refresh interval, go to Settings > Client Proper‑
ties, add the custom key REFRESHINTERVAL, and set the Value to the number of hours.

– Default value: 72 hours (3 days)

• SEND_LDAP_ATTRIBUTES

– For MAM‑only deployments of Android, iOS, or macOS devices: You can configure Citrix
Endpoint Management so that users who enroll in Citrix Secure Hub with email creden‑
tials are automatically enrolled in Citrix Secure Mail. As a result, users don’t provide extra
information or take extra steps to enroll in Citrix Secure Mail.

– To configure this global client policy, go to Settings > Client Properties, add the custom
key SEND_LDAP_ATTRIBUTES, and set the Value as follows.
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– Value: userPrincipalName=${ user.userprincipalname } ,sAMAccountNAme
=${ user.samaccountname } , displayName=${ user.displayName }
,mail=${ user.mail }

– The attribute values are specified as macros, similar to MDM policies.

– Here is a sample account service response for this property:

<property value="userPrincipalName=user@site.com,sAMAccountName
=eng1,displayName=user\,test1,email=user@site.com\,user@site.
com"name="SEND_LDAP_ATTRIBUTES"/>

– For this property, Citrix Endpoint Management treats comma characters as string termina‑
tors. So, if anattribute value includesa comma, precede itwithabackslash. Thebackslash
prevents the client from interpreting the embedded comma as the end of the attribute
value. Represent backslash characters with "\\".

• HIDE_THREE_FINGER_TAP_MENU

– When this property is not set or is set to false, users can access the hidden features menu
by doing a three‑finger tap on their devices. The hidden features menu allowed users to
reset application data. Setting this property to true disables users access to the hidden
features menu.

– To configure this global client policy, go to Settings > Client Properties, add the custom
keyHIDE_THREE_FINGER_TAP_MENU and set the Value.

• TUNNEL_EXCLUDE_DOMAINS

– Display name: Tunnel Exclude Domains

– By default, MDX excludes from micro VPN tunneling some service endpoints that Mobile
Apps SDKs and apps use for various features. For example, those endpoints include ser‑
vices that don’t require routing through enterprise networks, such as Google Analytics,
Citrix Cloud services, and Active Directory services. Use this client property to override
the default list of domains excluded.

– To configure this global client policy, go to Settings > Client Properties, add the custom
key TUNNEL_EXCLUDE_DOMAINS, and set the Value.

– Value: To replace thedefault listwith thedomains that youwant toexclude fromtunneling,
type a comma‑separated list of domain suffixes. To include all domains in tunneling, type
none. The default is:

app.launchdarkly.com,cis.citrix.com,cis-staging.citrix.com,
cis-test.citrix.com,clientstream.launchdarkly.com,crashlytics
.com,events.launchdarkly.com,fabric.io,firehose.launchdarkly.
com, hockeyapp.net,mobile.launchdarkly.com,pushreg.xm.citrix.
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com,rttf.citrix.com,rttf-staging.citrix.com,rttf-test.citrix.
com,ssl.google-analytics.com,stream.launchdarkly.com

The custom client properties for Citrix Endpoint Management are as follows:

ENABLE_MAM_NFACTOR_SSO:

• This property allows you to enable or disable the MAM nFactor SSO during the MAM enrollment
or login for Secure Hub while using the advanced authentication policy in the NetScaler Gate‑
way. If the value is set to true, then theMAMnFactor SSO is enabled during theMAMenrollment
or login for Secure Hub.

• To configure this property, go to Settings > Client Properties and click Add. Select Custom
Key in the Key drop‑downmenu and update the following information as appropriate:

– Key ‑ ENABLE_MAM_NFACTOR_SSO
– Value ‑ true or false
– Name ‑ ENABLE_MAM_NFACTOR_SSO
– Description ‑ Add the relevant description

User enrollment options

February 23, 2024

You can have users enroll their devices in Citrix Endpoint Management in several ways. Before con‑
sidering the specifics, decide which devices youwant to enroll in MDM+MAM, MDM, or MAM. Formore
information about those management modes, see Management modes.

At the highest level, there are four enrollment options:

• Enrollment Invitation: Send an enrollment invitation or invitation URL to users. Enrollment
invitations and URLs aren’t available for Windows devices.

• Self‑Help Portal: Set up a portal that users can visit to download Citrix Secure Hub, request
enrollment, and view device information.

• ManualEnrollment: Sendout anemail, handbook, or someother communication lettingusers
know that the system is up and that they can enroll. Users thendownloadCitrix SecureHuband
enroll their devices manually.

• Enterprise: Another option for device enrollment is through an Apple Deployment Program
and Google Android Enterprise. Through each of these programs, you can buy devices that are
pre‑configured and ready for employees to use. For more information, see Apple Deployment
Program articles in Apple Support and Google Android Enterprise documentation on the An‑
droid Enterprise website.
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Enrollment Invitation

You can email an enrollment invitation to users with iOS, macOS, Android Enterprise, and legacy An‑
droid devices. Enrollment invitations aren’t available for Windows devices.

You can also send an installation link through SMTP to users with iOS, macOS, Android Enterprise,
Android, or Windows devices. For more information, see Enroll devices.

If you choose to use the enrollment invitation method, you can:

• Choose Invitation URL, Invitation URL + PIN, or Invitation URL + Password enrollment secu‑
rity modes.

• Use any combination of the modes.
• Enable or disable the modes from the Citrix Endpoint Management Settings page.

For information on each enrollment security mode, see Configure enrollment security modes.

Invitations serve many purposes. The most common use of invitations is to notify users that the sys‑
tem is available, and that they can enroll. Invitation URLs are unique. After a user uses an invitation
URL, the URL is no longer available. You can use this property to limit the users or devices enrolling
to your system.

When configuring an enrollment profile, you can control the number of devices specific users can
enroll, based on Active Directory groups. For example, you might allow your Finance division only
one device per user.

Be aware of the extra costs and pitfalls of certain enrollment options. To send invitations using SMTP
requires extra infrastructure. For more information on this option, see Notifications.

Also, to send invitations by email, male sure that users have a way of accessing email outside of Citrix
Secure Hub. You can use one‑time password (OTP) enrollment security modes as an alternative to
Active Directory passwords for MDM enrollment.

Self‑Help Portal

The Self‑Help Portal can be accessed at the same URL that admins use to access the Citrix Endpoint
Management console. End users see the Self‑Help Portal instead of the admin console. Users can
download Citrix Secure Hub, request enrollment, and view device information in the Self‑Help Por‑
tal.

To set up a portal, update these server properties in Settings > Server Properties:

• shp.console.enable: Set to True to provide access to the Self‑Help Portal.
• enable.new.shp: Set toTrue to allowusers to enable their devices from theSelf‑HelpPortal.
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Manual Enrollment

Withmanual enrollment, users connect to Citrix EndpointManagement either through AutoDiscovery
or by entering the server information. With AutoDiscovery, users log on with only their email address
or Active Directory credentials in User Principal Name format. Without AutoDiscovery, they must en‑
ter the server address and their Active Directory credentials. For more information about setting up
AutoDiscovery, see Setup Citrix Endpoint Management AutoDiscovery service.

You can facilitate manual enrollment in several ways. You can create a guide, distribute it to users,
and have them enroll themselves. You can have your IT department manually enroll groups of users
in certain time slots. You can use any similar method where users must enter their credentials or
server information.

User Onboarding

After you have your environment set up, you need to decide how to get users into your environment.
An earlier section in this article discusses the specifics of user enrollment securitymodes. This section
discusses the way that you reach out to users.

Open Enrollment versus Selective Invitation

When onboarding users, you can allow enrollment through two basic methods:

• Open enrollment. By default, any user with LDAP credentials and the Citrix Endpoint Manage‑
ment environment information can enroll.

• Limited enrollment. You can limit the number of users by only allowing users with invitations
to enroll. You can also limit open enrollment by an Active Directory group.

With the invitation method, you can also limit the number of devices a user can enroll. In most situa‑
tions, open enrollment is acceptable, but there are a few things to consider:

• ForMAMenrollment, you can easily limit open enrollment through Active Directory groupmem‑
bership.

• For MDM enrollment, you can limit the number of devices that can enroll based on Active Di‑
rectory group membership. If you only allow corporate devices in your environment, that lim‑
itation typically isn’t an issue. You might want to consider this method, however, in a BYOD
workplace if you want to limit the number of devices in your environment.

Selective invitation is typically done less often because it requires a bit more work than open enroll‑
ment. For users to enroll their devices in your environment, you must send an invitation unique to
each user. For information on how to send an enrollment invitation, see Enrollment invitations.
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Send an invitation for each user or groupwhomyouwant enrolled in your environment. That process
can take a long time depending on the size of your organization. It is possible to use Active Directory
groups to create invitations in batches, but youmust carry out this approach in waves.

First Contact with Users

After deciding whether to use open enrollment or selective invitation and you set up those environ‑
ments, inform users about their enrollment options.

If you use the selective invitation method, email messages are a part of the process. You can send
emails through the Citrix Endpoint Management console for open enrollment as well. For details, see
Enrollment invitations.

In either case, keep inmind that for email, you need an SMTP server. Those servers might be an extra
cost to consider when making your decision. Consider how you expect new users to access informa‑
tion. If you want all users to access their email through Citrix Endpoint Management, sending them
an invitation email might be problematic.

You can also send communications by another means outside of Citrix Endpoint Management for an
open enrollment environment. For that option, be sure to include all the relevant information. Let
users know where they can get the Citrix Secure Hub app and what method to use to enroll. If you
havediscovery turnedoff, alsoprovideusers theCitrix EndpointManagement server address. To learn
more about discovery, see Setup Citrix Endpoint Management AutoDiscovery service.

App provisioning and deprovisioning

February 23, 2024

Application provisioning revolves around mobile app lifecycle management: Preparing, configuring,
delivering, and managing mobile apps within the Citrix Endpoint Management environment. Some‑
times, developing ormodifying application codemight also be part of the provisioning process. Citrix
Endpoint Management is equipped with various tools and processes that you can use for app provi‑
sioning.

Before reading this article on app provisioning, we recommend you read Apps andUser communities.
When you have finalized the type of apps your organization plans to deliver to users, you can then
outline the process for managing the apps throughout their lifecycle.

Consider the following points when defining your app provisioning process:

• App profiling: Your organizationmight start with a limited number of apps. However, the num‑
ber of apps you manage can rapidly increase as user adoption rates increase and your environ‑
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ment grows. Define specific app profiles up front to make app provisioning easy to manage.
App profiling helps you categorize apps into logical groups from a nontechnical perspective.
For example, you can create app profiles based on the following factors:

– Version: App version for tracking
– Instances: Many instances that are deployed for different sets of users, for example, with
different levels of access

– Platform: iOS, Android, or Windows
– Target Audience: Standard users, departments, C‑level executives
– Ownership: Department that owns the app
– Type: MDX, Public, Web and SaaS, or Web links
– Upgrade Cycle: How often the app is upgraded
– Licensing: Licensing requirements and ownership
– MAM SDK or MDX policies: To apply MDX capabilities to your mobile apps
– NetworkAccess: Typeof access, such as tunnelingHTTPandHTTPS trafficwith single sign‑
on (Tunneled ‑ Web SSO).

Example:

Factor Citrix Secure Mail Mail In‑House Epic Rover

Version 10.1 10.1 X.x X.x

Instance VIP Physicians Clinical Clinical

Platform iOS iOS iOS iOS

Target Users VIP Users Physicians Clinical Users Clinical Users

Ownership IT IT IT IT

Type MDX MDX Native Public

Upgrade Cycle Quarterly Quarterly Yearly N/A

Licensing N/A N/A N/A Volume Purchase

MDX Policies Yes Yes Yes No

Network Access VPN VPN VPN Public

• App versioning: Maintaining and tracking app versions is a critical part of the provisioning
process. Versioning is typically transparent to users. They only receive notifications when a
new version of the app is available for download. From your perspective, reviewing and testing
each app version in a non‑production capacity is also critical to avoid impacting a production
site.

It is also important to evaluate if a specific upgrade is required. App upgrades are usually of
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two types: Aminor upgrade, such as a fix to a specific bug, or amajor release, which introduces
significant changes. In either case, carefully review the Release Notes of the app to evaluate if
the upgrade is necessary.

• App development: When you integrate the MAM SDK in themobile apps that you develop, you
apply MDX capabilities to those apps. See MAM SDK overview.

The MAM SDK replaces the MDX Toolkit, which is scheduled for deprecation in July 2023. For
information about appwrapping, see MDX Toolkit. The app provisioning process for a wrapped
app differs from the provisioning process for a standard non‑wrapped app.

• App security: You define the security requirements of individual apps or app profiles as part
of the provisioning process. You can map security requirements to specific MDM or MAM poli‑
cies before deploying the apps. That planning simplifies and speeds up app deployment. For
example:

– Youmight deploy certain apps differently.
– You might want to make architectural changes to your Citrix Endpoint Management envi‑
ronment. The changes depend on the type of security compliance that the apps require.
For example, a particular appmight require end‑to‑end SSL encryption or geofencing.

• App delivery: Citrix Endpoint Management allows you to deliver apps as MDM apps or as MAM
apps. TheMDM apps appear in the app store. This store allows you to conveniently deliver pub‑
lic or native apps to users. Other than enforcing device level restrictions, no other app controls
are needed. However, delivering apps by using MAM allows full control over app delivery and
over the app itself. Delivering the apps through MAM is typically more suitable.

• Applicationmaintenance:

– Do an initial audit: Track the app version that is present in your production environment,
and the last upgrade cycle. Make note of specific features or bug fixes that required the
upgrade to take place.

– Establish baselines: Maintain a list of the latest stable releases of each app. Be ready to
fall back to an earlier app version if unexpected issues occur after an upgrade. Develop a
rollback plan. Test app upgrades in a test environment before deploying to production. If
possible, deploy the upgrade to a subset of production users first and then to the entire
user base.

– Subscribe to Citrix software update notifications and any third‑party software vendor noti‑
fications: Keeping up to datewith the latest releases of the apps is critical. An Early Access
Release (EAR) build might be available for testing ahead of time.

– Devise a strategy to notify users: Define a strategy to notify users when app upgrades are
available. Prepare users with training before deployment. Consider sending multiple no‑
tifications before updating the app. Depending on the app, the best notification method
might be email notifications or websites.
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App lifecycle management involves the complete lifecycle of an app from its initial deployment
through retirement. The lifecycle of an app has these phases:

1. Requirements for specifications: Start with business case and user requirements.
2. Development: Validate that the appmeets business needs.
3. Testing: Identify test users, issues, and bugs.
4. Deployment: Deploy the app to production users.
5. Maintenance: Update app version. Deploy the app in a test environment before updating the

app in a production environment.

Dashboard‑based operations

February 23, 2024

You can view information at a glance by accessing your Citrix Endpoint Management console dash‑
board. With this information, you can see issues and successes quickly by using widgets.

The dashboard is usually the screen that appears when you first sign on to the Citrix Endpoint Man‑
agement console. To access the dashboard from elsewhere in the console, click Analyze. Click Cus‑
tomize on the dashboard to edit the layout of the page and to edit the widgets that appear.

• MyDashboards: You can saveup to four dashboards. You canedit thesedashboards separately
and view each one by selecting the saved dashboard.

• LayoutStyle: In this row, you can select howmanywidgets appear on your dashboard andhow
the widgets are laid out.

• Widget Selection: You can choose which information appears on your dashboard.

– Notifications: Mark the checkbox above thenumbers on the left to addaNotifications bar
above your widgets. This bar shows the number of compliant devices, inactive devices,
and devices wiped or enrolled in the last 24 hours.

– Devices By Platform: Displays the number of managed and unmanaged devices by plat‑
form.

– Devices By Carrier: Displays the number of managed and unmanaged devices by carrier.
Click each bar to see a breakdown by platform.

– Managed Devices By Platform: Displays the number of managed devices by platform.
– Unmanaged Devices By Platform: Displays the number of unmanaged devices by plat‑
form. Devices that appear in this chart might have an agent installed on them, but have
had their privileges revoked or have been wiped.

– Devices By ActiveSync Gateway Status: Displays the number of devices grouped by Ac‑
tiveSync Gateway status. The information shows Blocked, Allowed, or Unknown status.
You can click each bar to break down the data by platform.
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– DevicesByOwnership: Displays thenumberofdevicesgroupedbyownership status. The
information shows corporate‑owned, employee‑owned, or unknown ownership status.

– Failed Delivery Group Deployments: Displays the total number of failed deployments
per package. Only packages that have failed deployments appear.

– Devices By Blocked Reason: Displays the number of devices blocked by ActiveSync
– Installed Apps: By using this widget, you can type an app name, and a graph displays
information about that app.

– VolumePurchaseAppsLicenseUsage: Displays licenseusage statistics for Apple Volume
Purchase apps.

Use cases

Some examples for the many ways you can use dashboard widgets to monitor your environment are
as follows.

• You have deployed Citrix mobile productivity apps and are receiving support tickets about mo‑
bile productivity apps failing to install on devices. Use the Out of Compliance Devices and
Installed Apps widgets to see the devices that do not have Citrix mobile productivity apps in‑
stalled.

• Youwant tomonitor inactivedevices so that youcan remove thedevices fromyour environment
and reclaim licenses. Use the Inactive Deviceswidget to track this statistic.

• You are receiving support tickets concerning data not being synced properly. You might want
to use theDevices by ActiveSyncGateway Status andDevices By BlockedReasonwidgets to
determine whether the issue is ActiveSync related.

Reporting

After your environment is set up andusers enroll, you can run reports to learn about your deployment.
Citrix EndpointManagement comeswith various reports built in to help you get a better picture of the
devices running on your environment. For details, see Reports.

Role‑based access control and Citrix Endpoint Management support

February 23, 2024

Citrix Endpoint Management uses role‑based access control (RBAC) to restrict user and group access
to Citrix Endpoint Management system functions such as the Citrix Endpoint Management console,
Self‑HelpPortal, andpublic API. This article describes the rolesbuilt in toCitrix EndpointManagement
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and includes considerations for deciding on a support model for Citrix Endpoint Management that
uses RBAC.

Built‑In roles

You can change the access granted to the following built‑in roles and you can add roles. For the full
set of access and feature permissions associated with each role and their default settings, download
Role‑Based Access Control Defaults. For a definition of each feature, see Configure roles with RBAC.

Admin role

Default access granted:

• Full system access except to the Self‑Help Portal.
• By default, administrators can do some support tasks, such as check connectivity and create
support bundles.

Considerations:

• Do some or all of your administrators need access to the Self‑Help Portal? If so, you can edit the
Admin role or add Admin roles.

• To restrict access further for some administrators or administrator groups, add roles based on
the Admin template and edit the permissions.

User

Default access granted:

• Access to the Self‑Help Portal, which lets authenticated users generate enrollment links. The
links allow them to enroll their devices or send themselves an enrollment invitation.

• Restricted access to the Citrix Endpoint Management console: device features (such as wipe,
lock/unlock device; lock/unlock container; see location and set geographic restrictions; ring
the device; reset container password); add, remove, and send enrollment invitations.

Considerations:

• The User role enables you to enable users to help themselves.
• To support shared devices, create a user role for shared device enrollment.
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Considerations for a Citrix Endpoint Management support model

The support models that you can adopt can vary widely and might involve third parties who handle
level 1 and 2 support while employees handle level 3 and 4 support. Regardless of how you distrib‑
ute the support load, keep in mind the considerations in this section specific to your Citrix Endpoint
Management deployment and user base.

Do users have corporate‑owned or BYO devices?
The primary question that influences support is who owns the user devices in your Citrix Endpoint
Management environment. If your users have corporate‑owned devices, youmight offer a lower level
of support, as a way to lock down the devices. In that case, youmight provide a help desk that assists
users with device issues and how to use the devices. Depending on the types of devices you need to
support, consider how you might use the RBAC Device Provisioning and Support roles for your help
desk.

If your users have BYO devices, your organization might expect users to find their own sources for
device support. In that case, the support your organization provides is more of an administrative role
focused around Citrix Endpoint Management‑specific issues.

What is your support model for desktops?
Consider whether your supportmodel for desktops is appropriate for other corporate‑owned devices.
Can you use the same support organization? What extra training might they need?

Do youwant to give users access to the Citrix Endpoint Management Self‑Help Portal?
Although some organizations prefer not to grant users access to Citrix Endpoint Management, giving
users some self‑support capabilities can ease the load on your support organization. If the default
User role for RBAC includes permissions that you don’t want to grant, consider creating a role with
only the permissions you want to include. You can create as many roles as needed to meet your re‑
quirements.

Citrix Support process

February 23, 2024

You can turnCitrix Technical Support Services to helpwith issues related toCitrix products. The group
offers workarounds and resolutions and works hand in hand with development teams to offer solu‑
tions.

Citrix Consulting Services or Citrix Education Services offer help related to product training, advising
on product usage, configuration, installation, or environment design and architecture.

Citrix Consulting helps with the Citrix product‑related projects including the following:
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• Proof of concepts
• Economic impact assessment
• Infrastructure health checks
• Design requirements analysis
• Architecture design verification
• Integration
• Operational process development

Citrix Education offers best‑in‑class IT training and certification on Citrix Virtualization, Cloud, and
networking technologies.

Citrix recommends that you take full advantage of the Citrix Self‑Help Resources and recommenda‑
tions before creating a support case. For instance, there are several places where you can access arti‑
cles and bulletins written by Citrix technical experts, see product documentation for Citrix solutions
and technologies, or read straight talk from Citrix executives, product teams, and technical experts.
See the Knowledge Center, Product documentation, and Blogs pages respectively.

Formore interactive assistance, you canparticipate in discussion forumswhere you canaskquestions
and get real‑world answers from other customers, share ideas, opinions, technical information, and
best practices within user groups and interest groups, or interact with Citrix Support engineers who
monitor Citrix Support social networking sites. See the Support Forums and Citrix Community pages
respectively.

You also have access to training and certification courses to build your skills. See Citrix Education.

Citrix Insight Services provides a simple, online troubleshooting platformandhealth‑checker for your
Citrix environment. Available for Citrix EndpointManagement, Citrix Virtual Apps andDesktops, Citrix
Hypervisor, and NetScaler Gateway. See Analysis Tool.

To seek technical support, you can create a support case either by phone or via the web. You can use
the web for low‑ and medium‑severity issues and use the phone option for high‑severity issues. To
contact support for Citrix Endpoint Management issues, see Citrix Support Services.

If you seekahighly trained singlepoint of contactwith extensive experiencedeliveringCitrix solutions,
Citrix Services offers a Technical Relationship Manager. For more information about Citrix services
offerings and benefits, see Citrix Worldwide Services.

Sending group enrollment invitations in Citrix Endpoint Management

February 22, 2024

Author:
John Bartel III
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You can send enrollment invitations to groups and nested groups in Citrix Endpoint Management. En‑
rollment invitations aren’t available for Windows devices.

When setting up the group invitation, you can specify one or more device platforms. You can also tag
devices so that you can, for example, differentiate corporate‑owned devices from employee‑owned
devices. Then, you set the authentication type for user devices.

Note:

If youplan touse customnotification templates, youmust setup the templatesbefore youconfig‑
ure enrollment security modes. For more information about notification templates, see Create
and update notification templates.

Formore information on basic configurations on user accounts, roles, and enrollment securitymodes
and invitations, see User accounts, roles, and enrollment.

General steps

1. Within theCitrix EndpointManagement console, navigate toManage>Enrollment Invitations.

2. Click Add toward the upper left of the screen and then click Add Invitation.

3. Click Group from the Recipientmenu.

This step lets you choose one ormore platforms. If you have amix of different operating system
platforms within your company, choose all platforms. Only clear the platform selection if you
are sure that no users are using the particular platform.

4. You can choose to tag devices during the invite process. Choose Corporate or Employee.

Tagging makes it easy to separate corporate‑owned devices and employee‑owned devices.

5. In the Domain list, choose the domain in which the group exists.

6. In the Group list, select the Active Directory group you want to send the invites to.

7. TheEnrollmentmodeallows you to set the typeof enrollment security that youprefer for users.

• User name + Password
• High Security
• Invitation URL
• Invitation URL + PIN
• Invitation URL + Password
• Two Factors
• User name + PIN
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Note:

We deprecated the High Security enrollment security mode. To send enrollment invita‑
tions, you can use only Invitation URL, Invitation URL + PIN, or Invitation URL + Pass‑
word enrollment securitymodes. For devices enrollingwithUser name+Password, Two
Factor, or User name + PIN, users must download Citrix Secure Hub and manually enter
their credentials.

8. For the Agent Download, Enrollment URL, Enrollment PIN, and Enrollment Confirmation
templates, choose the custom notification template that you have created in the past. Or,
choose the default that is listed.

For these notification templates, use your configured SMTP server setup within Citrix Endpoint
Management. Set your SMTP information first before proceeding.

Note:

TheExpireafterandMaximumAttemptsoptions changebasedon theEnrollmentmode
option that you choose. You cannot change these options.

9. Select On for Send invitation and then click Save and Send to complete the process.

Nested group support

You can use nested groups to send invites. Typically, nested groups are used in large‑scale environ‑
ments where groups with similar permissions are bound to each other.

Navigate to Settings > LDAP and then enable the Support nested group option.

Troubleshooting and known limitations

Issue: Invites are being sent out to users even though they have been removed from an Active Direc‑
tory group.

Solution: Depending on how large your Active Directory environment is, it can take up to six hours
for changes to propagate to all servers. If a user or nested group is removed recently, Citrix Endpoint
Management might still consider those users as a part of the group.

So, it’s best to wait up to six hours before sending out another group invite to your users.
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Configuring certificate‑based authentication with EWS for Citrix Secure
Mail push notifications

February 22, 2024

For Citrix Secure Mail push notifications to work, youmust do the following:

• Configure Exchange Server for certificate‑based authentication. This requirement is especially
necessary when Citrix Secure Hub is enrolled in Citrix Endpoint Management with certificate‑
based authentication.

• Configure the Active Sync and Exchange Web Services (EWS) virtual directory on the Exchange
Mail Server with certificate‑based authentication.

Unless you complete these configurations, the subscription to Citrix Secure Mail push notifications
fails and no badge updates occur in Citrix Secure Mail.

This article describes the steps to configure certificate‑based authentication. The configurations are
specifically against the EWS virtual directory on the Exchange Server.

To get started with the configuration, do the following:

1. Log on to the server or servers where the EWS virtual directory is installed.

2. Open the IIS Manager Console.

3. Under the Default Web Site, click the EWS virtual directory.

The Authentication, SSL, Configuration Editor snap‑ins are on the right side of the IIS Manager
Console
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4. Make sure that the Authentication settings for EWS are configured as shown in the following
figure.

5. Configure the SSL Settings for the EWS virtual directory.

a) Select the Require SSL checkbox.

b) UnderClient Certificates, clickRequire. Or, if other EWSmail clients use a user nameand
password to authenticate to the Exchange Server, click Accept.
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6. Click Configuration Editor. Go to the following section in the Section drop‑down list:

• system.webServer/security/authentication/clientCertificateMappingAuthentication

7. Set the enabled value to True.

8. Click Configuration Editor. Go to the following section in the Section drop‑down list:

• system.webServer/serverRuntime

9. Set the uploadReadAheadSize value to 10485760 (10 MB) or 20971520 (20 MB) or to a value
as required by your organization.

Important:

If you don’t set this value correctly, certificate‑based authentication while subscribing to
EWS push notifications can fail with an error code of 413.

Do not set this value to 0.

For more information, see the Microsoft article, Microsoft IIS server runtime.
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Formore information about troubleshooting Citrix SecureMail issueswith iOS push notifications, see
this Citrix Support Knowledge Center article.

Related information

Push notifications for Citrix Secure Mail for iOS

Configuring an on‑premises Device Health Attestation server

February 22, 2024

You can enable Device Health Attestation (DHA) for Windows 10 and Windows 11 mobile devices
through an on‑premises Windows server. To enable DHA on‑premises, you first configure a DHA
server.

After you configure the DHA server, you create an Citrix Endpoint Management policy to enable the
on‑premises DHA service. For information, see Device Health Attestation device policy.

Prerequisites for a DHA server

• A server runningWindows Server Technical Preview 5 or later, installed using the Desktop Expe‑
rience installation option.

• One or more Windows 10 and Windows 11 client devices. These devices must have TPM 1.2 or
2.0 running the latest version of Windows.

• These certificates:

– DHASSL certificate: An x.509 SSL certificate that chains to an enterprise trusted rootwith
an exportable private key. This certificate protects DHA data communications in transit
including:
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* server to server (DHA service and MDM server) communications

* server to client (DHA service and a Windows 10 or Windows 11 device) communica‑
tions

– DHA signing certificate: An x.509 certificate that chains to an enterprise trusted rootwith
an exportable private key. The DHA service uses this certificate for digital signing.

– DHA encryption certificate: An x.509 certificate that chains to an enterprise trusted root
with an exportable private key. The DHA service also uses this certificate for encryption.

• Choose one of these certificate validation modes:

– EKCert: EKCert validationmode is optimized for devices in organizations that are not con‑
nected to the Internet. Devices connecting to a DHA service running in EKCert validation
mode do not have direct access to the Internet.

– AIKCert: AIKCert ValidationMode is optimized for operational environments that do have
access to the Internet. Devices connecting to a DHA service running in AIKCert validation
modemust have direct access to the Internet and can get an AIK certificate fromMicrosoft.

Add the DHA server role to the Windows server

1. On the Windows server, if the Server Manager is not already open, click Start and then click
Server Manager.

2. Click Add roles and features.
3. On the Before you begin page, clickNext.
4. On the Select installation type page, click Role‑based or feature‑based installation, and

then clickNext.
5. On the Select destination server page, click Select a server from the server pool, select the

server, and then clickNext.
6. On the Select server roles page, select the Device Health Attestation checkbox.
7. Optional: Click Add Features to install other required role services and features.
8. ClickNext.
9. On the Select features page, click Next.

10. On theWeb Server Role (IIS) page, click Next.
11. On the Select role services page, clickNext.
12. On the Device Health Attestation Service page, click Next.
13. On the Confirm installation selections page, click Install.
14. When the installation is done, click Close.

Add the SSL certificate to the certificate store of the server

1. Go to the SSL certificate file and select it.
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2. For the store location, select Current user and then clickNext.

3. Type the password for the private key.

4. Make sure that the import option Include all extended properties is selected. Click Next.
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5. When this window appears, click Yes.

6. Confirm that the certificate is installed:

a) Open a Command Prompt window.

b) Typemmcandpress theEnterkey. To viewcertificates in the localmachine store, youmust
be in the Administrator role.

c) On the File menu, click Add/Remove Snap In.

d) Click Add.

e) In the Add Standalone Snap‑in dialog box, select Certificates.

f) Click Add.

g) In the Certificates snap‑in dialog box, select My User account. (If you are signed in as a
service account holder, select Service account.)

h) In the Select Computer dialog box, click Finish.
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7. Go to Server Manager > IIS and select Server Certificates from the list of icons.

8. From the Action menu, select Import… to import the SSL certificate.
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Retrieve and save the thumbprint of the certificate

1. In the File Explorer search bar, type mmc.

2. In the Console Root window, click File > Add/Remove Snap‑in.

3. Select the certificate from an available snap‑in and add it to the selected snap‑ins.
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4. SelectMy user account.

5. Select the certificate and clickOK.

6. Double‑click on the certificate and select the Details tab. Scroll down to see the certificate
thumbprint.
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7. Copy the thumbprint to a file. Remove the spaces when using the thumbprint in PowerShell
commands.

Install the signing and encryption certificates

Run these PowerShell commands on the Windows server to install the signing and encryption certifi‑
cates.

Replace the placeholder ReplaceWithThumbprint and enclose it inside double‑quotation marks as
shown.

1 $key = Get-ChildItem Cert:\LocalMachine\My | Where-Object {
2 $_.Thumbprint -like "ReplaceWithThumbprint" }
3
4
5 $keyname = $key.PrivateKey.CspKeyContainerInfo.UniqueKeyContainerName
6
7 $keypath = $env:ProgramData + "\Microsoft\Crypto\RSA\MachineKeys\" +

$keyname icacls $keypath /grant IIS_IUSRS`:R
8
9 <!--NeedCopy-->
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Extract the TPM roots certificate and install the trusted certificate package

Run these commands on the Windows server:

1 mkdir .\TrustedTpm
2
3 expand -F:\* .\TrustedTpm.cab .\TrustedTpm
4
5 cd .\TrustedTpm
6
7 .\setup.cmd
8 <!--NeedCopy-->

Configure the DHA service

Run this command on the Windows server to configure the DHA service.

Replace the placeholder ReplaceWithThumbprint.

1 Install-DeviceHealthAttestation -EncryptionCertificateThumbprint
ReplaceWithThumbprint

2
3 -SigningCertificateThumbprint ReplaceWithThumbprint
4
5 -SslCertificateStoreName My -SslCertificateThumbprint

ReplaceWithThumbprint
6
7 -SupportedAuthenticationSchema "AikCertificate"
8 <!--NeedCopy-->

Run these commands on the Windows server to set up the certificate chain policy for the DHA ser‑
vice:

1 $policy = Get-DHASCertificateChainPolicy
2
3 $policy.RevocationMode = "NoCheck"
4
5 Set-DHASCertificateChainPolicy -CertificateChainPolicy $policy
6 <!--NeedCopy-->

Respond to these prompts as follows:

1 Confirm
2
3 Are you sure you want to perform this action?
4
5 Performing the operation "Install-DeviceHealthAttestation" on

target "[Machine Name]".
6
7 [Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?]

Help (default is "Y"): A
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8
9 Adding SSL binding to website 'Default Web Site'.

10
11 Add SSL binding?
12
13 [Y] Yes [N] No [S] Suspend [?] Help (default is "Y"): Y
14
15 Adding application pool 'DeviceHealthAttestation_AppPool' to IIS.
16
17 Add application pool?
18
19 [Y] Yes [N] No [S] Suspend [?] Help (default is "Y"): Y
20
21 Adding web application 'DeviceHealthAttestation' to website '

Default Web Site'.
22
23 Add web application?
24
25 [Y] Yes [N] No [S] Suspend [?] Help (default is "Y"): Y
26
27 Adding firewall rule 'Device Health Attestation Service' to allow

inbound connections on port(s) '443'.
28
29 Add firewall rule?
30
31 [Y] Yes [N] No [S] Suspend [?] Help (default is "Y"): Y
32
33 Setting initial configuration for Device Health Attestation Service

.
34
35 Set initial configuration?
36
37 [Y] Yes [N] No [S] Suspend [?] Help (default is "Y"): Y
38
39 Registering User Access Logging.
40
41 Register User Access Logging?
42
43 [Y] Yes [N] No [S] Suspend [?] Help (default is "Y"): Y
44 <!--NeedCopy-->

Check the configuration

To check whether the DHASActiveSigningCertificate is active, run this command on the server:

Get-DHASActiveSigningCertificate

If the certificate is active, the certificate type (Signing) and thumbprint are displayed.

To check whether the DHASActiveSigningCertificate is active, run these commands on the server

Replace the placeholder ReplaceWithThumbprint and enclose it inside double‑quotation marks as
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1 Set-DHASActiveEncryptionCertificate -Thumbprint "ReplaceWithThumbprint"
-Force

2
3 Get-DHASActiveEncryptionCertificate
4 <!--NeedCopy-->

If the certificate is active, the thumbprint appears.

To do a final check, go to this URL:

https://<dha.myserver.com>/DeviceHeathAttestation/ValidateHealthCertificate
/v1

If the DHA service is running, “Method not allowed”appears.
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