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 MNBBEEFERE=AZMRIERS (Fla0 SAML) , MINRFKIXBIFFEEEE, FHEIE
AREREN, Hit, BNEFEFEZRRZSMNRIEERERRIIN—MFNRR (FH0
NOAUTH) LUEZiEFrBE =R,

FoRFMF

« BERBENEMRRIEERIARNR, BXIFHAER, BERCREEZXGENRIISEET
Netscaler BV B3&MN &7 I8IE 2 iB]8Y EL3R

o NIEHBENBRIIEEFIRE— FODN, flgl, aauth.xyz.com , fRi& xyz.com =&
BREH, Itk FQDN EAX PN BEN SR IRIEARSS FQDN, HEFMESLFINER, &
FQDN BRETE] 1dP EEHIARS2FAV/ALE IP hdik, itk IP At TS /S T &R+ S B HIREL

+ 79 aauth.xyz.com FKEBUEH. IERBHAEE SAN B, BN, IEPHAHIES,
o BENSHRIE Ul A2 EEIEREYI e, EFEPENER, BRREERENES,

- ECEMSEEININ (NTP) RSB RN EREZ. BXFARE, BERNMHREN TS
& EBRSRED

BCiE B &N S A 10IE LA

X BENSMIIERSEHENE P FER LU TRS&E TR RIEERAIEE RN, Citrix
BEN SR IIER RS S B B &N S I IESEHIRVEC B,
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1. EEEMNIAE U £, SHECE,

2. %% Citrix Cloud Connector™ {EJg Adaptive Authentication Y& iEEE
E I8 (Jlen-us/adaptive-authentication/media/adaptive-authentication-step11.png)

M FUHEREFER, BHTEARMTERIGEEESR. Citrix BIEEIFEFEEEDFA Citrix
Cloud Connector, i&ES Azure EHEER Citrix Gateway BIERE, EATILIF Citrix Cloud
Connector 5% /3 Adaptive Authentication SEHIREHVIEH/URL, FIa0, SBiF <https://
aauth.xyz.com/*> , F0Ag Citrix Cloud Connector AJRERE E X 30 D HF EFRRIRE,

MFEZIEERE, BEWFREMERE, &/ Adaptive Authentication FQDN 8] \iE %25
ERWLIEIE,

& X Citrix Cloud Connector BYiF4HEE, 1551 Citrix Cloud Connectoro

3. B3 Next ¥3%| Console access ZB4%9.

Rl a7
REERENAACEEREENSRIIENLE. EREEREHAHITIRT RS ARIE,
SRR R,

1. EEFERRHREER, BARRLNER.

MNEZFIRIFRRRECZERN AP GR THE shell iHRI RV EBL B IR,
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Provision Adaptive Authentication X
Overview Console access
Enter the credentials you want to use for accessing the management console of Adaptive ication. You can use the console to create policies for authentication, conditional access, and device posture.
Provision
User name
Console access [ citrixadmin I
Upload Certificate A\ Username can't be changed after

Allowed IP addresses [ ]

Manage Connectivity

«<D
2. REF—FLUHA LEEBE,

EfZIEH
2

Zioad BEN S MIIEMNFAF RERIT EZIEBEE, MAZEREE NetScaler® E
(£ GUI Bk CLI) - 7E NetScaler LN ERARAZEHISBENERIIEMNFAREY, HE
AR ER.

. J

. AINEEN SR IIEARSS FODN H EEIEPR-FEAX . I ASIREN BEN &R IRIERS
FQDN, BFARMIHRNERIEIEARSS25. Itk FQDN AR 22 FH#To

a. T EFERRER, WAZNBENSHEIEERN FQDNo
IR ZEE,

. BENEMIERS X1F PEX. PEM. DER ZERIHIEH BT LBIFRED

o IEBIMAANZFF PEM KERVEH, W FHMMHPLIER, Citrix® B =RIEH
FRENES, FREERRARSSIES.

c. ERUEBMER.
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2

- EBEN

o RERR
« IEBECE
FXARER

SMIIESEH) L REENRENER, FRESRSIIEDERE,

a. ERIBENEHIIELH,
b. $fnF Traffic Management > SSL, & X¥4ELE, 152 REEDEHEP,

HiEH, NEZHMEIR CA ZERBIEH.

SOEB BRI BEN Z AW Ul ST B77E#ESEA EE,
B2

Overview

Provision

Console access

Upload Certificate

Allowed IP addresses

Manage Connectivity

Instance Management

Close

Provision Adaptive Authentication

Add FQDN and certificate key pair

Enter the FQDN for the adaptive authentication IDP access and upload an SSL certificate and private key to secure the end user requests. You can obtain a certificate and key from a trusted Certificate Authority (CA). Ensure that the key

strength of the certificate keys is 2.048 bits or higher and that the keys are signed with secure signature algorithms.

FQDN

On.g.nssvctesting.net

@ Please add DNS mapping for the FODN to the public IP 4.156.160.32

Inorder to edit the FQDN, you need to first choose an option other than 'Adaptive i ' as the current i method from Citrix Cloud. Click the link below to open the

Workspace Configuration in Citrix Cloud.
Workspace Configuration

After choosing another option, click on Refresh and you should be able to edit FQDN.

Select the type of certificate you will upload:

PFX (Personal Exchange Format) N

Certificate
Certificate name

sn_all_feb_2025.pfx ]

Password

| Key Password

2. EEIEBMER,

IEBEERINE, BENSHIIERS

IS Ul 30 B &N SR I0IERR S5 BR TS,

S BEEhEREER| Citrix Cloud™ £/ IDP, AIUME2FA
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+ |dentity and Access Management

Authentication  Adminisirators APl Access  Domains  Recovery

St up the various ways you nesd your Citrix Cloud administraters and Citrix Warkspace subseribers to sign in,

Citrix Identity
Admin Sign-in URL: httpes/feitri.cloud com

Azure Active Directary

Active Directory

Active Directary + Token

Citrix Gateway

SAML 2.0

@ Connected

o Not Connected

© Mot Connected

© Mot Connected

& Connected

© Not Connected

@ Not Connected

Adaptive Authentication

® Connected

3. BET—3EIAIF 1P it E895,

FOUFAY 1P HhhE

EENSHIIERSDIFERMARS 15 MRH IP FRFAEA 1P #tuht, LUIARE&EN S5 I9IE

NetScaler® BIBIEHIE

A IP U FWENEEFRUATILA

o HARAL IP FWAY CIDR M F /20 T /32.B Zidl.
- WMREZBEREREES,

A

o RS 192.0.2.0/24 1 192.0.2.8, &7 192.0.2.8 fiIF 192.0.2.0/24 SEEA,

s EEFM : FES 192.0.2.0/24 1 192.0.0.0/20, FAFWES,
o AWML FNER, BRFMLE IP iR 1P itER Ao

B

o 192.0.2.2/24 RIEHA, ENA 191.0.2.0/24

o 192.0.2.0/20 AIEFA, EXA 192.0.0.0/20

1. RE— IP ik, @izt eI GR B EN S M IIEERER S
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a. TN IP AR RES, WFEINEG, MA—TRE P IENER IP ik, EFRE
XHEIE IP HIERYISIE], ERILGRINZ DRI EEERI SR 1P ik,

b. EZARMZA 1P Hullk, EABEEH RN, WA P, PARRE TR . 81 IP thit#ERA
TR ME, NRERBH TR RE, N IP MUARRHFMBBIEES, MRHAMNEA
FREH.

Provision Adaptive Authentication X

Overview Allowed Public source IPv4 address

YYou can enter up to 5 public source IPv4 addresses from where console of adapti can be accessed.

Enter IPv4 address ‘ m
Console access

Upload Certificate |Pv4 address

Allowed IP addresses

Manage Connectivity

Instance Management

G 2 & & &

G

2. R T i1k EEERE 5.

EEEE

ERILEE—HARRME (EESR) , B XEMEALGARE AD 2 RADIUS ARSE28. BIEGRIL
7 50 AD #1 RADIUS ARSS 23 0400810 IR LE 25 R AL B #H 1 TIh 18,

BEAILThEE, EFAUEHEGN AD/RADIUS ARS8 F Mz BIZIIIRGT, MUENRSMNIIERE
BTHEFM, NZAEFERNIFENTFLE, EE, MREZFUERMRFRFH, WEER
PRI LUETE XX & F I @ EC T BRI B
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Provision Adaptive Authentication X

Overview Add AD/RADIUS server subnet to resource location mapping
You can enter up to 10 subnet to resource location mappings.

Provision

Subnet ‘ ‘ Select Resource Location A4 ‘ Add
Console access g g

Use any available resource location for remaining subnets
Upload Certificate

Subnet Resource Location
Allowed IP addresses
AWS -USA -West o]
M tivit,
anage Connectivity Azure -Europe -North @

a N

Bitad BENSMIIEM A NAR REMARERZE NetScaler® £ (£/ GUI 5 CLI) #h
TEREERE. X NetScaler LRV ER AR BMISBENFMIIEMFEY, H A&
REKo

. J

1. FEENEHEIE U £, BEEEEK.
2. WAFMIFAE R EFENFRIE,

INRBHFEMNBRFRERTATANFRUE S EE, WREEOR EREFNNRES
=RFEE L,

3. BEARM, ARBELFREER.
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« Rf3iF RFC1918 IP i3k F [/,

« BITEFPNFW-RRABEMSHERS 10 1

o ZNFIA UGB — N ERALE,

- EEHFMEE, BERRIEEE, REHITER.

- NREEHBIAMBRT ZRMUE, BSOMNBEENEHNIIERFR REFH EEER R
BHmERZEE.

- EIEANT CLI S AR ERAFMNEAEREMTRARFS RE (SEMEH
IOETIAD > BIEER) HENBENES,
> set cloudtunnel parameter -subnetResourcelLocationMappings
> set policy expression aauth_allow_rfc1918 subnets <>

> set policy expression aauth_listen_policy _exp <>

4. BEHETF—HLIEREHEERD

SSHEE
BB S ARIERM A R SRS B S HRIERANAEFAENER, Bit, BNERESEERL
SRRIETBIFHRRISEBIREN RTM HRAR Citrik® BIAEIR BB M & HIIESRA,

HFZHIFE, VAR BRFEDBE 7GB Eidl. ik, BEMSHIERSANRTER AR
FEIESH EMBKEZEE, BINEARAEEUTERPREEABR. EEHPAER !

e /var/core

e /var/crash

* /var/tmp

e /var/nsinstall

/var/nstrace

 /var/nslog
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o EALKHRIE, BB var/nsinstall B R, JAEERR varitmp BR. MIRMKXFHEREZ
BER, WEMBESR (var/core. Ivar/crash. /var/nstracem # /var/nslog) &1 EMR.

s ZPRAEEIEMNAIR NetScaler® B 288 fk & 51E,

L J

BT EEERE & 22 8] Y551

RE Citrix INEEBEN S AIIESEH, EBEFTLUEEBIT/EELA LAHEZE, ErLETH
TUATRIEAOERRHAIAT A

1. FEENSMNEIESMERTD, BHKAEE"

2. ERHEENBCEERIEE, AREHINEENEER < EHEIA

3. REREFEER

Provision Adaptive Authentication X

Overview Disk space management

As part of Adaptive Authentication management, disk space on Adaptive Authentication instances must be cleared by Citrix before applying upgrades. For this reason,

Provision do not keep any sensitive, proprietary, or personal information in in directories /var/tmp and /var/nsinstall. Read more

| prefer Citrix to manage diskspace.
Console access
O | prefer to manage diskspace myself.

Upload Certificate

Allowed |P addresses

Manage Connectivity

Instance Management

Save Changes

TR LIRIEE P8 ZHEFA K. Citrix Cloud™ FIPARHERMARIZEN, B X LTHAR
ER, FERALEEENSPWIFSEOIRN AR,
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ECESREE

BEN & AIIE NetScaler® SEAIBRIFAESREE (FI40, OAuth. ZEEEIAIRA syslog) #B7EBEN &7
JOIESL EECE.

Complete these tasks to prepare and deploy Adaptive Authentication. About Adaptive Authentication:

@ Provision Adaptive Authentication instances

i ] : @ @
Provision Adaptive Authentication instances and optionally configure a connection with your on-premises network.
Connect Configure Enable
- Adaptive Auth policies Adaptive Auth
See Details

R
"3

@ Configure authentication policies With the Adaptive Authentication service, you can authenticate
Workspace subscribers based on policies for conditional
authentication and contextual access. These policies evaluate

Create and apply policies for authentication, conditional access, device posture, and more using the management console.
Complete this step before proceeding to the next step

conditions such as device posture and network location to allow
We recommend accessing the Adaptive Authentication management console using FQDN. You must acquire certificates, add DNS entries only authorized users to sign in to Workspace. You can also

for 20.51.200.174 (Primary) and 74.235.137.178 (Secondary) and bind the certificate on each instance. Click connect to your existing hosted identity provider on-premises or

here for more details. in a public cloud. learn more

Alternatively, if you prefer using the IP address of this management console, it might result in certificate errors in browsers.

Please use the Primary IP address for any configuration changes. Since primary instance may change, Click here to refresh the instance IPs.

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.

Complete this step before proceeding to the next step

Take me to authentication in Workspace Configuration

« LDAP T RADIUS 12EREIABINZE N 3 ¥ FATEIUHEBEIEINE 15 #,

« ¥F RADIUS RS 2:ERE, 1B NPIEERIRFLAE IP #7079 RADIUS ARSS 23+ EY
RADIUS & F I,

YRR R SN B E N SR 10 IESE )

e/, ERUBEEGNBENSMRNIEERE IP #ilt, EeILER FQDN 3 IP #ilihi5in) BiEMN
SMIIEERERE,

EERTE

E(HH FQDN A0 BEN B IRIEERIEHIS, 1528 ADC EIE5H Ul IHRIEZE SSL.

R B &R & R EREF S
- BERAEMULARBEN SR, FHRITUTRE !

a. M GUI BV ECEBSRIRIERIE 55 £ flE 1P #tisit, FHIEXEEFHRIHIRZ 1P ik,
b. EREETENBANTIEER.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 22


https://docs.citrix.com/zh-cn/citrix-adc/current-release/ssl/config-ssloffloading.html#configure-ssl-for-adc-admin-ui-access

BiEN S MRS

c. S 4kEE,

CilrIX ADC AZURE AA (100)

Dashboard Configuration Reporting Documentation Downloads

Welcome!

Use this wizard for initial configuration of your Citrix ADC virtual appliance. To configure or to change a previously configured setting, click each of the sections below. If a parameter has
skip this section.

Citrix ADC IP Address
O IP address at which you access the Citrix ADC for configuration, monitoring, and other management tasks.
Q Citrix ADC IP Address Netmask

255.255.255.0

Subnet IP Address

y Specify an IP address for your Citrix ADC to communicate with the backend servers.
N ] Subnet IP Address
Not configured

d. B3 BE > B2 > AAA - NERERE > BLIRSE,
e. RMBRIITER, BXEMMAR, 588 LDAP #1 LDAPS & & A B RA 1 ST
[iRlER N
T4 LDAP f1 LDAPS A & &=
Citrix B3&R &7 381U S2F)45 B a 2 1 2 AR 53 2812 fit LDAP/LDAPS X #F,
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R

o MNREAR{EH LDAP/LDAPS B &1, Bkt LDAP IRE 2 CIEIRS SRS 38,
NXARER IR BIEN B IIERRE,

o MNRBIETEER LDAP G EFfr, BRIB— 1 IRZBAFHFEDER N HFEHIRS, mMA
BIITARSS .

o LHERAFHTFEERLRSSSHITEHIIER, BAMRTE LDAP 2{FR NI F & E LR
223 1P ik, MAE3EPREY LDAP fRSS3S IP ik,

o BIABRT, TCP MAes4ER)EOIEMRSS . EBENFPIUIE NetScaler® 3241 E,
WNERFEA TCP YiHas, MPRSZERIARIE S UP,

o WFmEM, BIVEMEREEX EMER.

\

FoRFMHF

AT EELARSIFAFLE IP ittt (RFC1918 #itit) . ERIMUE—1ERLIP i, RJytttiitF
TRHECE,

fE % LDAP fREZE8

X TF A E A LDAP fRS528, 1BRIBR— 1 IRSAHSEBER N H T EEIMIRS . FEANHT
&1 LDAP ARZ2:812ARS,

fiEF NetScaler CLI g LDAP :

A LAERLLT CLI 8s G {EAEBCE LDAP BIEBE,

1. add serviceGroup <serviceGroupName> <serviceType>
2. bind servicegroup <serviceGroupName> (<IP> | <serverName>) <port>

3. add 1lb vserver <name> <serviceType> <ip> <port> - IR[WZE 389, LhimOATHER
BIE, HESARMARSB/AERST SSL #1717, EFEUAT NARSZSARERE,

4. bind lb vserver <name> <serviceGroupName>

5. add authentication ldapAction <name> {-serverIP} <ip_addr> | {-serverName

<string>}} <lb vserver ip>

6. add authentication policy <ldap_policy_name> -rule <expression> -action

<string>
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7. bind authentication vserver auth_vs -policy <ldap_policy_name> -priority

<ldap_policy_priority> -gotoPriorityExpression NEXT
{8/ NetScaler GUI EZi& LDAP :
1. SME REBEE > ARTE, AERE ELERSEHE.
2. BIEZEy TCP w4y 389 NELIARSS 28,

TEOIEAI S SSL/SSL_TCP Mt & FEIEIMARS 25,
3. ©ME REEE > AHTE, AEEE RS4A.
4. B3ERZEH TCP BimO 389 MIARS A,
5. MRSAEHEREETRE 1 PRIZNEARS .

BEXFATRE, BEH REERNEH T,

LDAPS AR5 2% 61 8 -

AT 3 LDAPS RRSSEm# T EITE, ERMeZE—1 TCP KA MM FIHEELIARSS SR, LOBRE
BEN S AIIERE R HITAER SSL INEHMEE, EXMERT, AEIEELRSHILETLS

MBIRZ. FE6IE SSL HERMH HI9E R IIRS 5.
{8 NetScaler CLI EC& LDAPS :
BRI LUERLLT CLI e {ENECE LDAPS lEZE,

1. add 1lb vserver <name> <serviceType> <ip> <port> - I #A%E 636,
2. bind 1b vserver <name> <serviceGroupName>

3. add authentication ldapAction <name> {-serverIP} <ip_addr> | {-serverName

<string>}} <lb vserver ip>

4. add authentication policy <ldap_policy_name> -rule <expression> -action

<string>

5. bind authentication vserver auth_vs -policy <ldap_policy_name> -priority

<ldap_policy_priority> -gotoPriorityExpression NEXT
{8 NetScaler GUI AZ{& LDAPS :

1. S RETE > hRHGE, AEET BERSE-
2. BlE TCP B Hix M 636 BELIIRS 28

AEQFE SSL/ISSL_TCP ARt 3o AR S5 85,
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3. B3 REER > AF9E, AERTE RS
4. B3 SSL_TCP & Hix [/ 636 BIARSS,
5. HIRSHEREELTE 1 PRIENELIRS 2.

BXXEIRENFAER, B2 REEAMHTH,

tIBEE X IEMES
fi5F3 NetScaler GUI I BHENX %5138 :

1. SME REEE > AHTE > HO8.
2. B LDAP SRR lER. ARG SASRNERKLEN 15 %, FmMMBIIZEN 10 ¥,
3. Flbmas g ERIERIARSS.

BXEZFAER, 155H BEX B

RADIUS fa#9EiE R

Citrix BEN S PIIESLFEE s #3398 R RIAR S 2sie it RADIUS 3§

_-==

AR

« MNREREH RADIUS B9 E5M, 1EE% N RADIUS RSB 2 EIERS RS2, EHAX
A RERIF BEN B P IRIERRE,

o WNREEFEFER RADIUS I EI5HE, 1HRIEBR—MIRSAEFIFER RADIUS BRE2[4EER]
ZARSE A,

o UFERMESEELIRSSSHITEMIQUERY, EHMRTE RADIUS 2/EFRIN G 354 RE L
RS2 239 IP sk, MAESEFRAY RADIUS ARSS 38 IP ik,

o ZMABRT, ping BMESHERELIENRS. EBENEDIIE NetScaler® L4 L,
RSB IS TEEER ping M2 ER. BEELE RADIUS Mg H FESERE S LIZEMER
24,

o WFKEM, BNEERBEENX S8,

o R Ping i3S, BATIEIE RADIUS 151123,

FoREMH
A ELIRS IRAVFLE IP itk (RFC1918 #iti) . EREIMUZE—TERLIP thht, RJyithitF
FREECE.
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fEI9% RADIUS fRZ 58
3 F a1 F 5% RADIUS BRSS 28, BRI — D IRSAFH SERED M HIE LIRS SR, FENRH
1% RADIUS BRSZ 2562 IR

£ NetScaler CLI figf& RADIUS
BRI LUERLLT CLI fa s {ENECE RADIUS BIEZE,

1. add serviceGroup <serviceGroupName> <serviceType>

2. bind servicegroup <serviceGroupName> (<IP> | <serverName>) <port>
3. add 1lb vserver <name> <serviceType> <ip> <port>

4. bind lb vserver <name> <serviceGroupName>

5. add authentication radiusAction <name> {-serverIP} <ip_addr> | {-serverName

<string>}} <lb vserver ip>

6. add authentication policy <radius_policy_name> -rule <expression> -action

<string>

7. bind authentication vserver auth_vs -policy <radius_policy_name> -priority

<radius_policy priority> -gotoPriorityExpression NEXT
{5/ NetScaler GUI E2f& RADIUS
1. S REEE > AHTE, ARRE BRRSE.
2. BIEEEEYH RADIUS HIELIARSS 25
3. SE REEE > ARTE, AEEE RSAE.
4. BIEFEES RADIUS HIARSS A,
5. FRSAHEREESE 1 PEIEMEIARS 2.

BXIFATE, BB REERNEH T,

{5 NetScaler GUI SIE2BEE X 151125
1. S REBEE > HEMYE > W8S,
2. BI3E—" RADIUS FRIMIEMES, FARRFIEMTNERRIEEN 15 #, MYEHZEN 10

3. MUt ER4E B IEAIARSS Ho

BEXEZRAER, B BEX BN,
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NGRS gy Bl

F P AIMECEMIERN S NIIERES, HFESERSMNIIEELIRSSR. FNEIEELIRS %S
FEESMNRWIEREXHHE, HeEEBEFNIIEREE, UTE2 LR,

SN E RREEE T R LT

Wit SHIMENZ AR SHLKIE
- FRANERAE ((R—KXAFBA) @3 LDAP fl RADIUS #TXE R Z A IIE
- RIBALKFAFPHEM (AL, SN HERE) A THRERERNNGHNIRIEERHE
- RIBAPEER THRENFNRIETRSE

s JFEBFEMHE ID (FHAFAR) MARBANE—RE, HRES-FERVBFEE ID HITHRIE
&fHiniEl, HAASMARMEAENERIER

« WABERPIEBHNARERIERSMIIE, MIBEBRFAERAN OTP EMHNZERSMIIE
- RIEAP ENRBANRES MR S RGF DI
« ERAN OTP SMIEIENNER S5 IIE

5 RRSHIIENE =R

¥ Azure AD ECiEJ SAML IdP (¥ F—EXZREACE /I LDAP HEE - NO_AUTH U5ERK OAuth 13
£)

« L SAML fEAB—RZRBIFZAZMINIE, AEREE SAML B BEXERFIEHEL LDAP

o BE—FZEN webauth %, SAEZ LDAP

RELEEAM (EPA)
« RELESKE RFARKRE) , AEREMAF (RADIUS) FIREMAF (LDAP) MBENXE
xR
 LDAP B3501E, AERREISEESHE
« AD B ARIERIERIRELTINE - [ EPA fl/F EPA 1EAEIER
- REIEBIEN EPARSE

Htiz |
o EBMINIEFAI EULA
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« BEX nFactor SREEIRE. B REHM

XFFBEEMXERE URL

BEXEE URL FUiFEEREE

URL ZE KR,

BEEEBEX URL, ERIAITLATRE

1.

2.

FREZHWEEXSE. BXFAER, FEH IKEENBE N,

FEE— 1N #THY OAuthIDP BREXH, HEFif ID. BIAMSREELFI XA EXXH
(AAuthAutoConfig_oauthldpProf) #8[E, BEEM URL FE. B XiFHAER, B8R L&
OAuth ZEBEFIEDE X 4o

Al
HEfcEX M -

add authentication OAuthIDPProfile AAuthAutoConfig_oauthIdpProf -clientID
XXxX -clientSecret yyyy -encrypted -encryptmethod ENCMTHD_3 -kek -suffix
2023_07_09_20_09_30 -redirectURL "https://accounts-internal.cloud.com/core/

login-cip" -audience zzzz -sendPassword ON

add authentication OAuthIdPPolicy AAuthAutoConfig_oauthIdpPol -rule true

-action AAuthAutoConfig_oauthIdpProf

bind authentication vserver auth_vs -policy AAuthAutoConfig_oauthIdpPol

-priority 100 -gotoPriorityExpression NEXT

HECENX -

add authentication OAuthIDPProfile AAuthAutoConfig_oauthIdpProf_Customl
-clientID xxxx -clientSecret yyyy -encrypted -encryptmethod ENCMTHD_3 -kek
-suffix 2023_07_09 20 09 30 -redirectURL "https://custom_domain/core/login-

cip" -audience zzzz -sendPassword ON

add authentication OAuthIdPPolicy AAuthAutoConfig_oauthIdpPol_Customl -rule

true -action AAuthAutoConfig_oauthIdpProf_Customl

bind authentication vserver auth_vs -policy
AAuthAutoConfig_oauthIdpPol_Customl -priority 101 -gotoPriorityExpression
NEXT

ERNERIGRIENTEE, BRAUERARENE URL. BEXEE
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« OAuth SRERMECE X HHTETRECH BRI B& N SR IRIEARSS €132, Eik, Citrix Cloud EIE5
TERRRINENE P iRER. EAILUM ns.conf XEFIREVINE R, E6IE OAuth AS
EXM, ERIERMEZRFAFXER CLI R elZEEX o

o RFEFA NetScaler® FF R mEeE OAuth EEEX 4,

XFFERABEN SR RIENERERIR

Citrix Cloud™ ZFaJUER BEN SR IIEIFR IdP B)=7FE, A Citrix DaaS FiR (U
RH) XREMHIHRRSREERISE (BERIFE) -

BREHAITNEEIF BE N S I IIEARS /A X TR RRBER 24 Citrix DaaS. BEN S
AR SS AT LR IS B ERS (EPA). MBMIE (REIMKBAEHINEE. WIBMIE) . BREE M
P4 « —XPNESHXESHRIVASIEARBERN—E D, Citrix DaaS BEERMEER MU
Rt SRR 1S SR ECE X E N B K EB L F3hR, RN AMKSER UIRECFIHSE (5
BRER) HITHMERAKEE, FLEAPRE, AINEMRIGE. THNEER. FFHRIEEHERE USB
BRET, eI LA TR,

THIRA
- EERAMNERENRNEFEMEMUE MRTAME) BRsnRNBEREFH,
- BEEGANRENXENRTHEEREERNSANNAERFSE, Fi0, EPAREAIMNEIRER
RNEFREIREILE BYOD &&, 1RIE EPATRER, JUNBRKEEXNNHBER.
FoREMH

- HEENSMEITERENSEFENSMNIIES X BXFAER, FEH BEN S KRS

« 5 Citrix DaaS Ec& R BEN & INIERS B R &IH ETEETTo
- BENIFRDRERH. BXIFARER, 52 BRBENIAR.

TSR RN R AR

1. ARERIHEEFE,

2. AFREERRECEN IdP HBENZ R IEIEARSS.
3. R TAF#ITMA DI (EPA) SR 150IE,
4. AP EINEI &Ik,
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5. BEEMIRRBIRIBREHTTIE, AT ESRARRIEXE.
6. BENFPIIEARS FATEHEXER] Citrix Graph ARSS. AFPNWEEMEIEIEE RINH,

7. StoreFront Cloud At SIERERERER, T ISas, HiT b IiMENNBEFRHE
Mo

8. EIEFATE Citrix DaaS LAZEIHIAIZKEE, LIRHIHAFE ICA® iA17l,

£ BERN S RIS H ERREE RE RIS
EEENSPIIESLS ERRER RN RRBE— T MT e -

1. EEENSPIRIESEA EEREREIHRINEE X EReiFiR R, fli, 158R £ 1.
2. TEf&RY DaaS/Secure Private Access & X HEEIIRE LUHTR RG] HU0, EER L& 2

o

B 1 : EEEEEARRBEUSFM Chrome MBS RNAF IR, FHEIEEBIMRIAR
SR 1 FEENSHRIERS R BHAE ARSI B ERES

1. BRIBENSPIIESLA,

2. FMBIBENSMIVEEBRS SR (RE > AAA - NHEFRE > EBIIRSESR) -
3. ERSMIIEELARSS 2, AEREHE.

4. BERERRIARIHRE,

5. RIBEERE X REEFRET

a. BEARINMBE"

b. TEERRREE" S, BEHARIN".
c. MABREIIEREBAISIT.
d. EXFREH.

Flan, FFFIFM Chrome N EEREREF AR, BRAREXIN HTTP.REQ.HEADER("User -

Agent").CONTAINS("Chrome")

B, ERILURIEREL. APER. SMHEIEARRAUREMIET IR AT,
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Authentication Smart Access Policy >
Create Authentication Smart Access Policy

’ .

Expression”

Inr'lDi?[Cl-i_l’\D[Rl User-Agent”).CONTAINSChrome)

Policy Bandeng > Smarl Access Policies

» Create Authenbeation Smanl Access Policy

Expression Editgr

a. TEHRIEH, BEFM

b. E&FFH, RABENINEEXHRIR.

c. EHRE R, EXEREIFETE. Fi, TAG-CHROME,

Name*

SmartTagl

Tags*

TAG-CHROME

Comment

Create Authentication Smart Access Profile

Authentication Smart Access Policy » Policy Binding » Smart Access Policies » Create Authentication Smart Access Policy » Create Authentication Smart Access Profile

a. BEglE

b. FEFERENIFIREE, AERIARMGE
c. FrtEREILIAIRE SR ER]Z Al eIERVE B P R EE.

Authentication Smart Access Policy > Policy Binding > Smant Access Palicies

Smart Access Policies @

Select Add Edit | | Delate Show Bindings

a

- SmartAccessPolicy

EXPRESSION

HTTR.REQHEADER{ User-Agent LCONTAINSChrome”)

ge ' Page

1 el
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AE

B3R AT LB Security >AAA - Application Traffic > Policies > Authentication >
Advanced Policies > Smart Access > Policies B2 ERES DK, ARNEHNER SHRK
IEEARSS 280

I8 2 . 7£ DaaS Studio PENXZREHNFE :

1. ANNHHEEEEIRE TAG-CHROME RIERRE, B XIF4HER, 1BBHTE Citrix Studio FIE XATE

o

B 2 : 1BHE EPA SRECEERENINEREE, BTFIRRIES
SI& 1 . £ Adaptive Authentication 3L EERBH B EREMRSHE sEIRIRINRES

M FEFIHRATERSNEEEIAR, BEECE nFactor ifE, X EPARIE, SARRIMEIAL,
¥ EPA BCEE A nFactor RAEFH—TRAER, BESEN EPAREN—TER.

ZIETRE

1. FAF7E Web %5 285§ Citrix Workspace N2 T FEREE URL,

2. BFP#ETEM[E Adaptive Authentication #1715 10IE/EPA.

3. WERLAFBHITHRIN, FRRIRAP MNIBIEXHBIAARFHEE R,

4. RAERRTAPHITT T EMRIERE,

5. WMhEREAREEE, HANRF 2EEEIRRIRE,

fCE :

NRZET PimER It BAE RN AR S IRE N EMARMT2IHENR. B2, KRLEDR
BRENARTENSIRRE AR EMFRMERIIENER,

1. 73 EPA gl}Z nFactor ZREg&, B XIFHER, BEHN EPARENEE,

£ nFactor ;REH, ARE—NEHAFPBHRIERZER,
2. %EF EPA RIEA UK EHREI G B EFE.
3. 7£ EPARIERE N EIAA,
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<~ Configure Authentication EPA Action

Name

EPA-client-scan

Default Group

Compliant @

Quarantine Group

Kill Process

Delete Files

Expression *

Select s Select s Select s

sys.client_expr("app_0_ANTIVIR_0_0_VERSION_<_1.2_AUTHENTIC_==_TRUE_RTP_==_TRUE[COMMENT: Generic Antivirus Product Scan]")

SNR EPA BXINETT, AP INEILERAIAE,
4. ITE, CIEEREINIR)RER

a. BFEF Adaptive Authentication 3241,
=

b. SMBIBENZHIIEREIBRSSES (Security > AAA - Application Traffic > Virtual
Servers)o

c. ¥%E¥E Adaptive Authentication FEEBIRSS 2, ARBETRIE.
d. BEERERIRER,
e. EAUTRAXCIER B IRIZRER,
« AAA.USER.IS_MEMBER_OF (“Compliant”) - BT EPA @i &H

« IAAA.USER.IS_MEMBER_OF (“Compliant”) — BT EPA kN
f. AXFEREETE XS BETHIRIATE
ol

o J¥%# SmartTagl #RiZ COMPLIANT, FAF AAA.USER.IS_MEMBER_OF
(“Compliant™)

o J¥%%5 smartTag2 #ric/J NONCOMPLIANT, F3F !AAA.USER.IS_MEMBER_OF
(“Compliant”)

© 1997-2026 Citrix Systems, Inc. All rights reserved. 34



BiEN S MRS

L EPA fEAEREINIRIRMA R BEN S I0IESSAIEC E I E 5Tl

SR ARE S ERECBAR M RIAT o

Authentication Smart Access Policy

Add Binding Regenerate Priorities

[ ORITY ¥ HA EXPRESSION ACTION GOTO EXPRESSION
. o0 aimpliant-EPA-pass I AARUSERIS_MEMBER_OF["Compliant™) I SmartTag! END

O L] moncompliant-EPA-Tail [ VAN AUSER IS_MEMEER_OF("Compliant™) ] | SmarTag2 | END

Authestication Smart Access Pelicy  » Configure Authentication Smart Access Profils

. o . Authentication Smart Access Policy > Configure Authentication Smart Access Profile
Configure Authentication Smart Access Profile

Configure Authentication Smart Access Profile

& ©)

« >

I8 2 . 7 DaaS Studio PEAIBEEREHINFE :

AN AT LA PR INEE BT S “COMPLIANT'FI“NONCOMPLIANT MU SRR, B XFAES,
JERIETE Citrix Studio FENXIFS,

7F DaaS Studio FENIFET
TEMFLAFE XA LABR &I B P B9 FB R A
T DENMBRURNMEEREESFENAREFN BEMIFIRRZAH WNBER. MERIN
R YREERE WFH Xf4E B BRERE.
& X3 Citrix Cloud,
2. &% EHPRSS > DaaS.
3. mEEHE,
4. IRIEEHNERQER[GH, EXIFMER, BSRCIER[TH,
5. MFRIEBERIENRA, ARG S EYRIEIT4A,
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Edit Delivery Group x
test
Users Access Policy
Daskiops You can restnet aceess for users thargaugch Smart Accass podicy Exprassons that filter user conneciions
made through Citrix Gatewsy. For example, you can restrict machine access to a subset of users and
Application Frelaunch spacify allowed user devices
Palicy | Status
Application Lingering
Citrix Gateway connections Default Enabled o
User Settings MNon-Citrix Gateway connections Default Enablied &
StoreFront

App Protection

Scopes

Access Policy

Restart Schedule

License Assignment

6. AR,
7. XF7E Citrix Workspace FEHERBENIHEINEF, BRITUA TSR, [FRAAHBHRNR
PRI PRAIBRML
a. BRREXMNA, AREFERHE,
b. EAMEMEE PR,
c. RE4RIBEINRLIESRERIND Citrix Gateway E# SR,
d. FERIERETIE L, ERTFEUTROENER, EFEEEER, ARRNSEMT.

n Connections meeting the following criteria
() Match all (@ Matchany
Filter: Value:
Workspace LOCATION_TAG_HOME i)
= Add criterion

MNFERDRAF, BEENMIRZEH] S HmA LT E,
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B TEX
5538 . LOCATION_TAG_HOME
HFREZNMAF, BEMERINEGZEREA L TE,
%SRS | TEX
{& : LOCATION_TAG_BRANCHOFFICE
TRINE B A5 A X L AR B SR IR I3 R FR A2 R Y A1)

BRI X PR SR AR YT T 63
B BRIRE P AR TEMEARNR,

1. 7£ DaaS Studio 7, SE) K", AR CIERKR .
2. QIR TIES, EREATFRZILIARIZE,
3. BEEE
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Create Policy

(D Select Setings

@ Assign Policy To

@ Summary

(ALl Varsioms)

Select Settings

All Settings

Settings 0 selactad

clipboard

(] View selected only

v Client clipboard redirection

Ltser satting -ICA

Not Configured (Default: Allowed)

Allow of prevent the clipboard on the client device to be
mapped 1o the clipboard on the server, By default, clipboard
redmacton is allowed,

To prevent cut-and-paste data transfer between a session and
the local clipboard, select ‘Prohibited’. Users can still cut and
paste data betwetn ApplCATIons FURRING iN & SE55I00,

After allowing thes setting, configure the maximum allowed
bandwidth the clipboard can consume in & client connaction
usang the Clipboard redirection bandwedth limit setung or the
Bandwidth limit for clipboard redirection channel as percent of
total session bandhwadth satting.

Salect

Client clipboard write allowed formats
Ltser setting -ICA
Not Configured (Default: )

Clipboard place metadata collecton for Security maonitonng
Computer setting - VDA Data Collection) Secunty
Not Configurad |Detfault: Enablad)

Clipboard redirection bandwidth limit
User setting - ICA\Bandwidth
Not Configured (Default: O Kbps)

Clipboard redirection bandwidth limit percent
User setting - lCA\Bandwadih
Not Configured (Default: 0)

Clipboard selection update mode
User setbing - ICA

Not Configured (Default: Selection changes are updated on both ...

Limit clipboard client 1o session transfer size
Usar setting -ICA
Mot Configured (Default: 0)

Salect

Select

Select
Salect
Select

Select

4. EYREIGE TIEHT, BERWNRL", ARREREF

5. %EE“_F_ "o

6. T RRBHIER NES, EEHER, AREET—F
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Edit Policy

Disable-clipborad-Home

@ seiectsettines Assign Policy To

Assign Policy T
@ ssign Fotiey To @ Selected user and machine objects
@ Sy User and machine objects: 1 selected

All objects in the site

(] View selected only

Qo v

Access control
Applies to user settings only

Allow - Workspace, LOCATION_TAG_HOME
Apply policy based on the access control conditions through

which a client connects.

Edit Unassign

» Citrix SD-WAN
Applies to user settings only Assign
» Client IP address
Applies to user settings only Assign
» Client name
Applies to user settings only Assign
» Delivery Group
Applies to all settings Assign
» Delivery Group type
Applies to all settings Assign
» Organizational Unit (OU)
Applies to all settings Assign
» Tag
Applies to all settings Assign
% Useror group
Applies to user settings only Assign
~ = == \\ .
7. ERAUTIFAERENXRE !
. A A
o B30 [ - I
\ 1] .
o FEEAT | - [ Citrix Gateway
- BB - TEX
Sobe N . 7]
« i5iRI&AF : LOCATION_TAG_HOME (£3FAE)
Assign Policy 9
Access control
Apply policy based on the access control conditions through which a client connects.
Access control elements:
Mode Connection type Gateway farm name Access condition
Allow v With Citrix Gateway Workspace LOCATION _TAG_| Enable

8. BEHET—%, ARHMALERRAI.
9. 5T
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Summary

Enable policy

View a summary of the settings yvou configured and provide a name for your new policy.

Poli -
olicy name Disable-clipborad-Home

Description:
Disable cipboard access for users working from home
Settings configured: 1 Assigned to: 1 user and maching objects
Client clipboard redirection » Access control
User setting - ICA Applies to user settings only

Prohibited (Default: Allowed)

&M 7E B AT ERYAE,

B REIREERE

. AR : {ZEB)5E B “Cannot Complete your Request”s
RRA R

a. MREBABENR. BXFHER, BBRERBENI.
b. SNRAKRBRAEINEE, EELR Citrix 32H5o

o A& RAERNAERHEH.

INREEITEZ RN BB FPIIEHEEEI TIEX, 3% DaaS &L 2T BINIRRKEEERE,
NA]ge = HFL L iR)E,

BRRTTER

Im}

o NEBRIANRBELTEN. BXIFHAESR, S8 <CTX138840,

7|‘
- & Citrix Adaptive Authentication LB B REBIEEE cas.citrix.com o
7|‘

o

2 Adaptive Authentication SEFILUGREXE BEAREHIFAE Ro
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o MfRTE set audit syslogParams @3, logLevel BETEFRE LA LEIRE SN
ALL o

o A putty F ) Adaptive Authentication 3241,
A shell
cd /var/log

cat ns.log | more or cat ns.log | grep -I “smartaccess”

o INRXEARIETTAMRIAIE, 1BEAR Citrix 324Fo

=R AMIRERNEREER

B, BRAMKERNUATERPAESHIXHRETIER, Eit, 7E Citrix ADM EAHRIEIE
BV AT AR B IR A

* /var/mastools/conf/agent.conf
* /var/mastools/trust/.ssh/private.pem

* /var/mastools/trust/.ssh/public.pem
NEERXHRE TR, BHRITUATTRUEHY TR EEFTIT set cloud #T,
> shell cat /var/mastools/conf/agent.conf
<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<mps_agent>
<uuid>temp_str</uuid>
<url>fuji.agent.adm.cloud.com</url>
<customerid>customer_id</customerid>
<instanceid>instance_id</instanceid>
<servicename>MAS</servicename>

<download_service_url>download.citrixnetworkapistaging.net</

download_service_url>

<abdp_url>fuji.agent.adm.cloud.com</abdp_url>
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</mps_agent> Done

-Deployment Production

2R BEN S5 RIE

<msg_router_url>fuji.agent.adm.cloud.com</msg_router_url>

> set cloud param -CustomerID customer_id -InstanceID instance_id

Complete these tasks to prepare and deploy Adaptive Authentication.

@ Provision Adaptive Authentication instances

Provision Adaptive Authentication instances and optionally configure a connection with your on-premises network.

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.
Complete this step before proceeding to the next step
We recommend accessing the Adaptive Authentication management console using FQDN. You must acquire certificates, add DNS entries
for 20.51.200.174 (Primary) and 74.235.137.178 (Secondary) and bind the certificate on each instance. Click
here for more details.

Alternatively, if you prefer using the IP address of this management console, it might result in certificate errors in browsers.

Please use the Primary IP address for any configuration changes. Since primary instance may change, Click here to refresh the instance IPs.

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.

Complete this step before proceeding to the next step

Take me to authentication in Workspace Configuration

About Adaptive Authentication:

(&
Connect Configure
Adaptive Auth policies

[ o]
Enable
Adaptive Auth

KA
N

With the Adaptive Authentication service, you can authenticate

Workspace subscribers based on policies for conditional

authentication and contextual access. These policies evaluate
conditions such as device posture and network location to allow
only authorized users to sign in to Workspace. You can also

connect to your existing hosted identity provider on-premises or

in a public cloud. learn more

FfcTERE, ERIbuEE B BT ) Workspace BABENEMRRIEHIPAIREEERS

(GETAN
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0 Adaptive Authentication is now connected

AQaptuve Aulnenucauon

Complete these tasks to prepare and deploy Adaptive Authentication.

@ Provision Adaptive Authentication instances

Provision Adaptive Al and configure a with your on-pi I network.

Complete this step before proceeding to the next step

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.
Complete this step before proceeding to the next step

Access the Adaptive Authentication management console by visiting 20.106.227.13 (Primary). You can also add DNS entries for 20.106.227.13 (Primary) and 20.127.209.21 (Secondary) and access the
management console using FQDN.
Since primary instance may change, Click here to refresh the instance IPs.

@ Enable Adaptive Authentication for Workspace

Select Adaptive Authentication as your preferred method for signing in to Citrix Workspace.

Complete this step before proceeding to the next step

@ Connect an identity provider to access its user directory

Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Take me to identity and access management.

Eit, BENBMEIIREETM. SRZBFIFRNEBEEN, tTSHEERR 8ENE%
I83F FQDN,

FHERN B A E TR B &SN S50 KIIE

BFABENSHIIEBR S HMIIES %A Citrix Gateway FIZ P AT BENSRWIE, SAE

MEBESERN SR IS B HIBR OAuth BZiE.

1. t#23) Citrix Gateway U E B3 I8IEH %o

2. 1E Citrix Cloud™ > BAFIIARERE 1, BH5 Citrix Gateway XMW B SR, AGERE
W R

W FF I X 1% 3% (/en-us/adaptive-authentication/media/adaptive-authentication-different-
authentication-method.png)

3. & WTRXMITREGRIRNEM, AFEE Bk

BE Wik G, TEFEABENEMNRIEZHE, AR ERABENSMNIIEHITSHEIE,
4. EEBENFPWIEKRAEEZEF SR, BIER OAuth tHXECE,

BIidER CLI :
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unbind authentication vs <authvsName> -policy <oauthIdpPolName>

rm authentication oauthIdpPolicy <oauthIdpPolName>

rm authentication oauthIdpProfile <oauthIdpProfName>

BEEA GUI -

a. $M3 B2 > AAA - CREFRE > BRIIRS .

b. FRFREEE OAuth HEER,

c. M2 BL >AAA- NAERFRE > K& > FHRIE > FHHKEE > OAuth IDP,
d. PR OAuth SREEFIECE X5

5. $#iF Citrix Cloud > SMMBREE, FHMNRIEET+F, T EHENSHRIET, £&

HIRSKBEHIER EE,

/18 <https://adaptive-authentication.cloud.com>
6. mii EEFMER.
7. T LRIEBRER, HITUATRE:

o AINEERN S5 FQDN,
o WIBRIEBFBEEXGHEF L,
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Provision Adaptive Authentication

Q Overview Add FQDN and certificate key pair

Enter the FQDN for the adaptive authentication IDP access and upload an SSL certificate and private key to secure the end user requests. You can obtain a certificgl
o Provision that the key strength of the certificate keys is 2,048 bits or higher and that the keys are signed with secure signature algorithms.

FQDN

Q Console access

ex: aauth.xyz.com ]

@ Upload Certificate

0 Please add DNS mapping for the FQDN to the public IP
@ Allowed IP addresses

Select the type of certificate you will upload:

{ PEM (Privacy Enhanced Mail) A4 ]

Certificate

Upload certificate

Key
Upload key

Password for key (only required if key is encrypted)

{ Key Password

0 User successfully added

EERT .

INRIZEREZRIE FODN EB-ZAXNMATIRE BERFHBRIE, WE5SHHIHRERE
EEFRMARTUTHEIR, ERITBE BENSMIIESEF BEE § XEHIR,

« ADC s nRBFH HIEIR, REEEHEIHEEM LK.
« ADC s RRMFH HIMEIR, TEMRIPE RGDE IR,

8. mii (REFEH

B, SMALNEEN BENSNRIE SN B&EE, FEEBENSMNEIILAEBEEE
OAuth B2E X 1%,

BRI LM GUI BQIE IR,

a. HRENBEEN S HRIEEAIHERTZNEESE R,

b. Sfn% Security > AAA - Application Traffic > Virtual Servers, ENiZ2E&F OAuth IdP
EBEXHERIZE,

c. SMnE Citrix Cloud > SMMIAREE, BENSHI0IEL T BEE RE.

9. EEENSMEIIENF, EIBEBA" (PE 3 BREABENIMNIIES X,
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B B B 1333 (/en-us/adaptive-authentication/media/adaptive-authentication-enable.png)

S BR S MIIER FRENBENFNRIE, BTENTEFE

10. BFH'BRAGE, BHPE 3 P StoreFront Cloud §51%, ENIZeERSHMIIEAEZEERNE
&N BRI,

A\

AP

TLETEMRERT R, FaEMER OAuth 1 X ECERY B

N\
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=pe VA gu LAl Spa g Eiib:: 270

B&E N SR IIE R BINFR B FRMLEIFIH Citrix Cloud FIAEIE, BINEARENBENSHIIER
PIFREERBIEN RTM hRAK, ERILURIER FRERHIAR. BXIFAER, BERREEN
SRIIESERIRIFER. Citrix Cloud FPARE/E SRt A LR IERISZ B,

« Citrix Cloud™ HIPA R EHNESLFIREE, WMRHBIMFER, BEN SIS IFHR
AR RERBXRIEUEFRE LA EENIR, NRLAHIERRERR, BENERWIE
HNHFTEEERAR. XARESEISEITH R ERIMA,

o BIUEERBEFHEREE, LUIRKE X BT BFIR AR 28 (8)(E 15 1 41(E B Y 5 F 1B
B, BEXIFEMER, BERE,

« HFBEENBMRIIEEAIFARE Citrix B, FILEFHIOHR VAR BRPE R HHIZEE

(B4 7GB) BFHE, B XUNEREK VAR BRZEIMFMAES, §8ENERER VAR
BR E8ZE(E],

o BN E R ARSI ENABLED /9 STAY PRIMARY = STAY SECONDARY, B5&

N BRI S ] ARSI ENABLED,

s BNERBENFHIIELF EAF (authadmin) IERS, MNIRZEBER, BEN S DK
IEFIAR TTEEEA Ko

ZHHEN BEN S BIIERAIFAR

MF YA RHKERE, EaLUEERFAHRNERE .

B0 BEN SN IIESEAIFAREIFENR RTM hRA. FRE BiEN SR IIESEAIFALRIIM Citrix

B,

1. £ BENSHRIE U L, £ FAEkREENSHRIESS SHoHh, BhHERSEE.
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Adaptive A ntication

omplete these tasks to prepare and deploy Adaptive Authentication. @

Schedule upgrades

@ Provision Adaptive Authentication instances Deprovision
Provision Adaptive Authentication instances and optionally configure a connection with your on-premises network.

Complete this step before proceeding to the next step Secure Management Access

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.

Complete this step before proceeding to the next step

Access the Adaptive Auth admin console by visiting the IPs, or access by FQDN after adding dns entries (Active),

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.

Complete this step before proceeding to the next step

Take me to authentication in Workspace Configuration

@ Connect an identity provider to access its user directory
Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Complete this step before proceeding to the next step

Take me to identity and access management.

2. B BHAR,
3. EERITHREY B HAFNEYiE],

Schedule Upgrades X

Sat the tima and day for future upgrades to Adaptive Authentication

Upgrade scheduled successfully.

Sunday AV

At this time: Selact time zone:

05:00 AM FM Amearica’Mew_York N

EEEHE

NetScaler Console [RZHITERTEENSMNEIILFANEZFHEE, EXEAER, B21R &0
% &€ NetScaler £,

MNMBIFHEETICHAMRERS, iEH A NetScaler Console fR$E. B XiFMAELR, HEFE AN
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FRBRTNECIERY B B R S I ESE Al

Z P AR TER THARYE Citrix® STHFBVZ I RIRTNAC B5E N & 1710 UE KB,

BENSMIIERAITERRE (CHEEHARRE) , REXMERATEFRRLZE,
« MRFFPUHM VNet WERIUTNIRBIEZBIREN, k27T

« SIRFFETEC VNet WERITER T HIRNFW (ZFME5EHBIEF.OBL Azure VNet 189
HWFWAHZE) o

FRIRTECIE SMIFRLAIRECEREM. Eib, ERRIEENBENSNIIESLAIZE, Eb
THAREENX .

HITA TR ELUBR RTINS B & N & R I0IE LA -

1. £ BENSMEIE Ul B, £ FEkBEENSHINIESA o, BHERSEH.

Adaptive Authentication

omplete these tasks to prepare and deploy Adaptive Authentication. ’@
Schedule upgrades

@ Provision Adaptive Authentication instances Deprovision

Provision Adaptive Authentication instances and optionally configure a connection with your on-premises network.

Complete this step before proceeding to the next step Secure Management Access

@ Configure authentication policies
Create and apply policies for authentication, conditional access, device posture, and more using the management console.

Complete this step before proceeding to the next step

Access the Adaptive Auth admin console by visiting the IPs, or access by FQDN after adding dns entries (Active),

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.

Complete this step before proceeding to the next step

Take me to authentication in Workspace Configuration

@ Connect an identity provider to access its user directory
Make sure the identity provider of the directory you wish to access for user lookup and resource assignment is connected.

Complete this step before proceeding to the next step

Take me to identity and access management.

2. B ARFRTIAC,

ERRIRTREC 2/, T BRFF Citrix Gateway 5 StoreFront Cloud HYZERS,

3. WIAZF ID LUEFRINEC B &N &1 IIEKR Ao

© 1997-2026 Citrix Systems, Inc. All rights reserved. 49



BiEN S MRS

Deprovision X

Are you sure you want to deprovision adaptive authentication instances?
Confirm by giving below information:

Customer ID

D I understand that all Adaptive Authentication resources that Citrix provisioned or managed are deleted, including Citrix-
managed VNets, VMet peering, public IP addresses, and gateway VMs. Mo customer-managed resources are affected.

I:] lunderstand that deprovisioning Adaptive Authentication deletes only resources that Citrix provisioned or managed. My
customer-managed resources will remain intact.

I:l I understand that deprovisioning is going to remove configuration as well as the configuration backup of Adaptive
Authentication instances and | confirm that | have taken the configuration backup for adaptive authentication instances.

REEHIAIR

MIRIEE T BEN FRIIELAINTE. B X1FAEE, BRMELEEN SR,

INRIRIE Windows EEA PUTTY EHER B EN B MR IOUESEE, NAZURG FE TR R
7 PEM &=

B ERMU TS @EIE MAC KRiRel Windows (FRZ 10) B9 PowerShell/&p SRR fTiERE
B BEN B R IIESEH,

ssh -i &lt;path-to-private-key> authadmin@&lt;ip address of ADC>

o MNRIFFL AD AP IHIREENZHDIUE GUI, MATUHMI1EIN Y LDAP AMNEFHEIE
B, BXFEMER, 15E5IH CTX123782,

MNFFAEHEMECE, Citrix®@ BIWEERBENFMINIE GUI, MARZ CLI 5%,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 50


https://docs.citrix.com/zh-cn/adaptive-authentication/configure-the-adaptive-authentication-service/provision-adaptive-authentication.html
https://support.citrix.com/article/CTX123782.html

BiEN S MRS

B RN XRS5
1. EEBNSHRIE U b, $HEEKSED.
2. BHRLEEIHL

Secure Access to the gateway X

Generate a private key to secure access to the Citrix Gateway command line interface.

Keys should expire in;

4 hours SN

SSH Private Key

Use this key with your S5H client so yvou can connect securely with the gateway.

( Generate and Download Key )

3. EEPANEUTENE AT, A SSH ZEEFE— I HARFLRaTa),

4. BEERHFTHEA, 45 TH sSHAPUEER, AATTE X AENATEET. WEHAR
BFERARA% authadmin EREENEHWIFLE,
MR EINESAFEE, EURHERF THRERUSIETNEZRY, B2, REE— 1 EH
I FSERIRTS

5. B

EHEEN &3 FQDN

TR A E T RIBTE TG B &N S I IEARS AV EC B, & o Tilc B &N S A I SS B LI+
R EERAER", ARRLRE UEMRE,

B3 BE RN &P I0IE 5= 6(/en-us/adaptive-authentication/media/update-aa-instances.png)

%% FQDN

YNER7E StoreFront Cloud Hi%k FE BENBERRIE EANBMRIIEAZE, WEZEHRmEE FQDN, ZAy]
B Hh SR A EF REdRiE FQDN, B2, MAXKE, ErILUREIETR,
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- TE{E2K FQDN ZHi, EHRFAY FQDN ESTE] IdP BRI EE 1P itk

+ 673 OAuth HFSIEREE) Citrix Gateway IOIVS B/ SIS RIS BEW
%ﬁ%ﬁo Efﬁéﬂﬁn IEN ) 8'%-—]\‘\' 1 5 3 3

.

EYRIE FQDN, JEHITUATIRME !
1. )\ BENEKREIE VIRBIEith B4 I0IE A E.

Y B 173030 /5 7% (/en-us/adaptive-authentication/media/adaptive-authentication-adaptive-
authentication-connected.png)

2. EFRRT EXIITREGRNENR, AERE WL,

HEEHHBNE, RXAPHNILEXERFIRIEM, FEEBRERAEENSMEIEZA],
EABENSPIIEHTHEMINIE, Fit, BiEE4PELEEH FQDN.

3. ELREH RESH, B FQDN,

4m%E FQDN(/en-us/adaptive-authentication/media/adaptive-authentication-edit-fqdn.png)
4. REREEH

INRIEYREET FQDN, MEMNERT EEIEH,

5. FRENSMIIEENF, [REBA" K 3) , BAERBEENSNRIES %,

@ Enable Adaptive Authentication for Workspace
Select Adaptive Authentication as your preferred authentication method for subscribers signing in to Citrix Workspace.
Complete this step before proceeding to the next step

6. Rl

B EEN S RIS

EINTENENBEN A IIIERS M A Y EEIER R0+ AR ERIGER. MizMF EF
BREBFUEA B I tenant-id. piX{RTETE  /nsconfig/ssl/ XHFH, RALBEEEIE—D SSL
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IERER, BAELES, BiA“-certkey’s FAIAFER (auth_vs #1 VPN global) 8= BEhEH
HBVEBER,

EARRIGERERRATEAEMBER, FAINT2EIRCIES (SAML) SAHFE (LB). WRIE
PEATERIABES (auth_vs 1 VPN global) Z5MER, MENBENSHIIEARS TP LEIE

P, EEIEER1EF] failed to update certkey”$&1Ro

° Please add DNS mapping for the FQDN to the public IP

Overview
In order to edit the FQDN, you need to first choose an option other than 'Adaptive Authentication as the current authentication
method from Citrix Cloud. Click the link below to open the Workspace Configuration in Citrix Cloud.
Provision
Workspace Configuration
Console access After choosing another option, click on Refresh and you should be able to edit FQDN.
Upload Certificate Select the type of certificate you will upload:
Allowed IP addresses PFX (Personal Exchange Format) N
Certificate

Manage Connectivity

Certificate name

u pfx T

Instance Management

Password

‘ Key Password

Provision Adaptive Authentication X

failed to update certkey, error: ADC command failed with error: Certificate is referenced by a CRL, OCSP responder, vserver, service,
monitor, SSL profile, CA Cert Group, another certificate, or a policy expression using XML_ENCRYPT() or XML_DECRYPT()

EBEORILTEIR, EHNAFINEMSE =SB RIEPEBAHER EEZIER,
UTRHYIIPERS LB LIRSS —E AN AR EIRAR IS E
1. iRFIFRE EEERIEBEAcertkey" TS (AIRBREME)

. FRZEN%E (SSH) ERZ NetScaler® HET SHTITU TS -

sh runn | grep [tenant-id]-certkey

ETEA, BRTERIAMBES (auth_vs 1 VPN global) 4V, IEBEIFELESR LB EHEIARS
Ao
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>
>

> sh runn | grep » m —certkey

add ssl certKey i-certkey -cert o -pfx —key

m -
bind vpn global -certkeyName & 1 ~certkey
bind ssl vserver auth_vs —certkeyName -certkey

bind ssl vserver ldap_lb -certkeyName | -certkey
>

>
> |

2. M LB EBIRSSBEMRABTILPEA. B X IFAER, 15217 FH CLI MELIRSSHERYE
SSL IEPFERFR,

3. NBEENEMIIERSMAER LEIEH,. X FAER, H2H LEIEH,

Provision Adaptive Authentication X

o Please add DNS mapping for the FQDN to the public IP
Overview

In order to edit the FQDN, you need to first choose an option other than 'Adaptive Authentication' as the current authentication

Provision method from Citrix Cloud. Click the link below to open the Workspace Configuration in Citrix Cloud.

Workspace Configuration

Console access i . i §
After choosing another option, click on Refresh and you should be able to edit FQDN.

Upload Certificate
Select the type of certificate you will upload:

Allowed IP addresses PFX (Personal Exchange Format) AV

Manage Connectivity Certificate

Instance Management Certificate name

LpfxTi]

Password

o FQDN, certificate and key updated successfully

4. BFESEPES (BN -certkey’) EHLITE LB EIRSE. BXFMER, BB T
SEBEAMMEES SSL EBARS .
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HIEEE

VA= gy LA 1)

XL BURIEEC B R RV AR BRHIT O 3E ¢

« FifC

o SLBIR]I5IE) IR R

« AD/RADIUS ZE£H S 1790 R)#

o BAWIEIRR

 EPA/Z&EZESIEX AR

o EHEAREEAE X B)RR

- BEE

ELRIUEABEN S M IIE CLI HFEX R, EEEES CLI, BHRITUTEE

o EENITEN_ETE SSH EFiE, H40 putty/securecrto
- FREEIP (F) #ubhn)EEN SR IRIERA,
- FERIEHNERSR.

B XIEFEHAEE, 1B5EIG18 NetScaler 1&%,

B BENSHIERERNIER

Eﬁ{%% % E /u\é&ﬂul'/(ﬁzt 5 Er‘_%ﬁ}q_ﬂﬁ E TN

=g

BREESREREZBALESRS, AREFTRNER. OIRFALESRNWLER, A
BERSHEE CPU hAER. XARSEERMENHMERAR T BEXFHEER, BS
7] CTX222945,

£/ cLI BRABEE .

1. BRI BEENEHICUESEA CLI,
2. fEH PuTTY WIABIEEE,
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I LT AN
3. BITS

set audit syslogParams loglLevel ALL

£ GUI BERABE -

1. ERANKIEEREBENF ISR,
2. &3 iE > R4% > Hit.
3. 7E“Auditing”TIEM, 7E Settings T, Eii Change Auditing syslog Settings.

4. 1 Log Levels H1, i ALL,

FiEC n)

« TEVIIEBENSAIE Ul

KRESTRNENER IDAEFERTIEN.
- ETECREEEEE 45 2§

WERIZRREE (NRHA) , JAEER Citrix 53 KEH,
« VNet WEHZEE XH

o WE Azure MARRERE SN SFEEMNER, FREGEZINATETE.
o MIBFNFEE, ARMNEENSHIIE Ul BRI,

« BURTECRTER
BX% Citrix 32453 X#Eh,

BRI 7 1R) 14 (R R

o SEAIRYETE 1P HhETTEK AR

o WERTFIFIENEFmAL 1P it REBEIFIVR IP fihkz 5,
o WIEREBHEMREBEEEREF IR IP itk

- TEEREH

HMREE SIS R EREEMECH M AR EHEESR TF
- REBAPRATENR

MERENIBAFEN, EERET SENMTRIBUHTTAN. BXIFMAER, BEHAF.
AN A REo
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AD B RADIUS &[0
Azure VNet XS5 ZEEERY 0/ .

- EBENEMIIEEAIRE IR P EIER Azure VNet,
. WENEFEIER Azure VNet B AD AUEE/AIAM RS EE T1E
- WMERERMLEHMERE, UFRENARHZE Azure VNet,

HF windows BUEHEER ©

- P AEEALIT B R Ivarllogins.log 1, FESNMBEEEU HETZ.
« BHEHH ConnectionID ATAF X BERARNES

o MREERELNNILE IP it B {ER RADIUS IRSZE5HHY RADIUS BRIGZ—iRil, ERHZ%
IP it 2 IEE S RYIR 1P ik,

HFENBMHERIEEK, BEERENFMNIIEILA (NS - AAAD #i2) 1 H P IIEARS 2R 8]
BT, —BRERINEY, Ma# i TEMmIIE,

B (R 45 2 K2 AN BT A RAT B S&E N & 47 J23IE FQDNo
« EERHERE, BAMERKK.

IOIE NSAUTH-TUNNEL REIEEE
cat ns.log | grep -I “tunnel”

INRFRIIEIE KA TR HERITETE ns.log X4, NIR]AE7E2 7 FE@E BT IR Rl @R EK &
Rrasim b I a) L,

LDAP:
[NS_AAUTH_TUNNEL] Entering bitpump for

Connectionl => Src : 192.168.0.7:28098, Dst : 10.106.103.60:636 ,
Connection2 => Src : 10.106.103.70:2271, Dst : 10.106.103.80:443"

RADIUS:

[NS_AAUTH_UDP_TUNNEL] MUX channel established"
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AEFAER
AEXHR AL EZRIRN

[NS_AAUTH_TUNNEL] RIBEZE

[NS_AAUTH_TUNNEL] Waiting for
outbound from connector XFIULHE,

4| [E+ETHE

3517 show cloudtunnel vserver @5

I Ep B AE HARZS A“UPEY (TCP A
UDP) =RRERE#IARESS.

o

KNEEEITEVE TR IHNBEENZ R
IE FQDN S EEESR RS AEREERIR
ENEHYIE FQDN B HihiERE

INRAKWEILL TR © [NS-AAUTH-TUNNEL ]
Received connect command from
connector and client connection

lookupsucceeded"

[NS_AAUTH_TUNNEL] Server is down or BXR Citrix 25,
couldn't create connection to ip

0.0.0.0 # [NS_AAUTH_TUNNEL] Connect

response code 401 is not 200 0K,

bailing out"

EEHEAR TN

« WERMNEZSREBW IR BEN S 7I2IE FQDNo
« HBRIEENFENEBEEFiEEE BEN S PIIESKA EBVARSS 2IEH.

LDAP/RADIUS & BERIEH :

NRIFR AD/RADIUS BRSZ 28 IP HitE2 /N3 1P #thlik, MMATTE NetScaler H7RMNF M 1P bR
ERo EMEEMETE,

o EfER CLI ZANINFMWEY IP ik :

set policy expression aauth_allow_rfc1918_subnets
"(CLIENT.IP.DST.BETWEEN(10.0.0.0,10.255.255.255) ||
CLIENT.IP.DST.BETWEEN(172.16.0.0,172.31.255.255) ||
CLIENT.IP.DST.BETWEEN(192.168.0.0, 192.168.255.255) ||
CLIENT.IP.DST.BETWEEN(13.14.0.0, 13.14.255.255)]| |
CLIENT.IP.DST.EQ(1.2.5.4))"

« B GUI FINFMEL IP ik

a. Sfn% Appexpert > FXRo
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b. ZINFXT aauth_allow_rfc1918_subnets,
NRBEE R ESHIIETIARY, BEAUTSEH LR,
LDAP :

- IO3F Bind DN #4E 2,

o ERMERERIAEIR.

« (£ aaad debug JIFEiR.

« {EF CLI ER% Adaptive Authentication 32,
shell

cd /tmp

cat aaad.debug

0 LDAP $£i2 :

« ARSSEREERY — ERZERX LDAP BT ML,

« Hh LDAP $&i%, 1B5EI% CTX138663,
RADIUS ¥ :

o ATE RADIUS ARSSESECE PISHERERS IP IR0 RADIUS ZFIRIR IP ik,

B 50IE n]
« OAuth TS EEIR

- HARFIEFEAEBH AD 121, BTN, EHEE 7 1 EH,
o BOIE /var/log/ns.log FEIBEE, UEH OAuth KIKAIEEIR,

cat /var/log/ns.log

o I&IF OAuth FEBSIHEBH,
« Azure AD B3IIEREMES

¥ AD S RIIERMAT—TREE, HFEMIIERENXH. XZA T RIS NIIEFTE
BIFRBEERR,
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EPA #H X )&

- BHEETE, ERFPKEITHEART.
FIRERYREA] | R AR PLEC S S HREF

o BITARARTERTIEEHTIRXHRE RS NetScaler® MIEHNE F init S IEERY
AR

o HffR NetScaler MR P inhk A5 & P imit 84 _ERkRAAER,
B3 NetScaler LBI%Z P i,

EEENSMIIESEA L, SF Citrix Gateway > Global Settings > Update client

libraries,

Citrix Downloads 89 EPA &4 ETIE A ERE T IFHER,
o BhY, BMERRAEEH, 15K AIRELETFE NetScaler L,

show cache object BREFHGEHFIFHAER, EAIUFEBAUTHSINFEMER ;
flush cache object -locator 0x00000023345600000007

B % EPA HEWEIFHAER, 1BEEIR CTX209148,
- APSEEENE, BEADEIKE EPAIRE (RR. B. &) ?

Bal, EPARERIKE BFNTMBY.

o EEFPIFITEN L, 8M3F) C:\Users\&lt;user_name>\AppData\Local\CitrixX\AGEE,

o ¥JFF config.js XMFHFF trustAlways i€ EH null - "trustAlways":null

BEEH AR EE R

. BREEEE, MARFRAR
R B S ARAE IR Citrix VDA S2941 EBEE N,
REIRS R DL SRR,

SNRUL AT, IERTLAKER ns.log FEXR Citrix 3245,
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B5ER &I iEScAlav:EA BEBE

o RAZHG I BXFMER, 1H5SH WM SDX F VPX & EERAZ R UHITRR S

o

o BREXMH, EXIFAER, #5R WA7E NetScaler Lid REIESERER,

BXZ Citrix X#3FKES
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= =
/\?téﬂlqm
TSR TEXHELRLIRTENEZER,

B REXRIEITTEN

UTFREFIFARERERE—E D FERIB—EITE.

julll

- MRBENSMIIE Ul ERE | FRARCIEN4rATHRBEN S MIRIE Ul (TR, R
FERIERES Citrix ZFHSMESFERANE, WEFPAEFESHAGHEXESEE.

« ZERRBMWIE . (FHRESXR, BEFUOIARESZRESMDIRIEERE, UBIERESTESUARZE
o

- SMWIEREEE | FRUSIRIEBER T 2MEEVERER SN IIEEE.

o JZFE CLI IFIE)R £ : Citrix AEFIRMIZIE CLI AR, BE, BERARESITREFRLFNZS
o

o SSL %A : BBF NetScaler® HEF#EH], Citrix TEIFRINERS. BFRUNABFREFEPEE
NetScaler 24 EHEERIIE P,

- BIEEN  EHEE. IR, B, MNP BEXUREREMXXERFES.

o NetScaler LAY ING © LEIFFEIE NetScaler BB ZEEAKEFIE, A X IFMAER, B8
1% SEAEIE,

o BXRAEHIHME LDAPS Ec&RF, 1520 LDAP M LDAPS fa# & Enal,

Z P H Citrix ZBRERINIITED

o WHIME : TS HIEM Azure XigH, NetScaler & u] B4 LB EEMEIIMETAXH, LUBSLE
BUEEK, NRAE Azure BIEES, Citrix IR ATEEZ MR E Citrix EIEBY Azure TR FHIE
o

NREBN Azure KRR, ER HRERXKEFERET P EENEMMEHLIEHR VNet 37
FHE,

o BELHEIR IP #tutRIFIAIRE -

T RECRI A 1P U RIFISEIRROIBYIAIE], HITIFHILZEREE Interneto
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MIRRENErEr SR

HiEN SR KIERFR P ERISEEEIBIEF OB Cloud Connector 3§ Azure VNet 3% H1E (40
RENEFREIER VNet B HIEFORXY) HREAMBS GRS R AEBTZE X Citrix
Cloud Connector™ #1 Azure VNet & B 1EERERMREZIE, MUK Citrix Cloud Connector i+ &4
HHEFREFI RN EE B,

AP & HEIEER

B%E 2/ vCPU # 7 GB RAM BViE#Z2SELWEM EIIRIE 14 TNAF,

BINERT, NMREEB[RSAENEXHR, EREENBNERRR, EMEENKRMESERS
F, RSH=EL. k5, B, NRSMIRIERFKESEH 4 XEMIIE, EEHRRSTEK. B
TG EBRRSEENTERAE AN EZEREE (Citrix Netscaler Cloud Gateway > i
£ > EFEDARSS) , PIAKRINLERSR, RKEBLOLE, RENEESH 4 XEMHIE,

{€H Citrix Cloud™ Connectors B ;REBIERF AP B3 L0iE
IR

TRETR TR Citrix Cloud Connectors BHAREZE R B F SR I0IEERR ©

SRR BRKIEEER (P95) (E#) SUEHRRIERAFERER
LDAP 5.99 14
RADIUS 3.17 14
LDAP+RADIUS 4.59 14
LDAPS 26.75 14
LDAPS+RADIUS 15.61 14

{58 Azure VNet W F HENBREBE R AR INERSR

TRETT R Azure VNet X ERERNBYREUERF AP LIRS :
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INIESEERY

LDAP 6.95

LDAPS 7.19

JEREER (P95) (MS)

SHINESRARERER
17.54
16.98
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R4 7] N1 B
= Dl ]2l
UTFEHiRt T E X —LRENNTNEZER,

HEBEN B3I IESY NetScaler [, AP EZEER. RiZE
LI?

BRITEEE -

- WNRBEENFRICIUE IdP FQDN Fi&iA1E) ¢
o MWESMHIIFELIARS S (auth_vs) EB4F UP R,
o NRERLT UP RRE, BRILIEPEEIEHIE,

REEFEHREEHEER RSB PHERAEHER, NMESHIIEELIIRS 2L T
DOWN Ko

o FARAUTHSNEBENFMNICUE NetScaler CLI R E B EELIRSZSIH/EE LT UP RS -
show cloudtunnel vserver o

T iE)&tE Azure IMDS Eia#, mREREMRSHREETEREAIERER.

RRAE . BITE—RER,
o WNREMA LDAP, BffR ldapAction ECiE7T 7-10 #BEVEEIAY(E] ( authTimeout )o

FRETHITTHE, MWAIRELEIS LDAP X HERITH,

A B5EN B9 EEIE NetScaler Sef5lfE ADM/NetScaler
Console F 2R “Down”3“In Grace Period”?

B3i&RMIAIE NetScaler 245 H £ R1E BEHIE RS > Bl > 54 > NetScaler #,

« EHSRETRE UP (RE) 5 DOWN (L48) REXRTEZEFGRSS5BENSHIEIE
NetScaler St [EIRYEREE, AR BEN S MHIIET RRYSKFRRTS.
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« DOWN EFRTSAEMABAERIINEE, EREITEUTEM !

o Citrix ToiER TR #EIXE] NetScaler S,

o FNRERNSIRET DOWN BT 30 X, BEMNHIVIE NetScaler LAS 1 RIIEAHLIRIZT AJ 6E

25, FEEFIFHZEAIRESERIH 10 Mbps, NetScaler B2 57 Ul R H I EES#E0E,

8 Eix

N5 ADM/NetScaler 4|8 R RIEEIRES S DOWN, NHRTKE €. BEBHRITUTHSBHER
Citrix ¥ :

1. @ SSH EFFERRSE RN DOWN B NetScaler 324,
2. 3&17 shell,

3. I8IE mastools HIER B IETEETT !
ps -ax | grep mastools

B IUE R mastools 1 mastools_upgrade #HiZEB1EIBTo

4. MRFE, EEFHEBDN mastools :
cd /var/mastools/scripts

./mastoolsd restart

At A RAPEBEN S AR WIEARES R 475 15K A

P EEEERRE)?

« NREFLEEBENFPWIE IdP ERTIEHILZHT, BEKR Citrix XHFo
o MRFMLEEBENZ ML IdP BERITAHMZEUKRBAFRZE !

- HIRAFE AD FIELUTAE 7 MABRIER,

o EBFHR4HnE

o RN

o RN

> sSAMAccountName
o P EAEIN

o XRIFAFRF (OID)

o ZEINAR (SID)
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o YNRIFIEEER SAML  RADIUS, BTERENN—1 NOAUTH LDAP EAFLUIREFAE 7

MR ERER,

BENSRWIFEHET LDAP BB 389 & 636 T{E. I
ZIEEAA?

RN ET RITEZENR (GUI & IEMSSER) .

1. BIHE ns.log FIAY Entering bitpump BERE, IIIERIAM AD BIBEE BT Ko
2. WNRFBEMTN, i&fT cat /tmp/aaad.debug BEEEMREILHEIR.

3. WNREFABATFIE, 1BEAR Citrix 32§F,

RIEEZRHAMEBENZRRIESE, BAMNREERKE
BE—1MHRILEHRNRE, RZELD?

BT RO EN S AR ERENR S T AR RS DR AR i,

B

TBEELR Citrix ZFEHR R FAECIE Ko

RXREE, BEABENENEIERES KAE?

E =
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BRI

AEFRMEE X Citrix BENSMNIIERSNBEEN S MIIELRAULE. FENEREEENER. X
£ EX FEXBEAEFHAEARESGES Citrix REAF RSN PEEN S Xo

- BENSMIIERS | EEAANUERUENEEBENFPIIESLAIR Citrix Cloud™ Ak

5o

- BENSMWIERE | BBEENFINIEARSERERN NetScaler® E#IHl, RFEEREERF
SRR,

R L

B3&EMN B SIEARSS
Citrix BEN S WIEARSZSZF ABHIER BT Azure TIRSFREIXiS, AEMAIRENAR, 1
8 FIBLALF Azure X1 :

o EEFEI

o JLRR

T R ARSECEMTITHY AR AR E BRI,

 Splunk fR%3, AFRAKEMIARXBE, XPEXEFEEE (European Union) X,

« NetScaler Application Delivery Management RS, BFREWAFIFRIEE. B XiFHER,
152 %) NetScaler ADM £iE51E,

« Citrix Cloud 24t HERSS, ATEEAHITAE. BX1EMELR, 1B5E% Citrix Cloud IREEF
AAF B ES B R IBN B EFE I,

BiEN SISkl

NetScaler Application Delivery Management fR%5, FATF&EMEFIEECE. LAE L. B XiF4E
B, 1520% NetScaler ADM #UEAIE,
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BIEBEE

Citrix B3&N SRR RITFE P EEET BEN & AW Ul MEERERSR IS E BT ZE o
FLEMRSS. WEMATEFRRA !

- BENSHMIIERSS

o 1dP (B31R1HM) fmmaB) FQDN (GE2MREES%) 1P ik,
o IP thitSEEL mOAITHIY
o FTFinE] IdP SR RIEEARS2RAVIES
o EIRIHSRAYAT IP Hhht
o 31F Azure VNet WEEE, EEMEL5EABNRS TR, EXIFMER, B2H FH
Azure VNet WFEEIRES A F N INIEARSS BAVER,
. NARFEENNAEF TR

« Citrix Cloud Connector /8 X ¥4 8., B XIFMER, 155 Citrix Cloud Connector,

o IP #i4ik5% FQDN
o AP, BRBENEBRMEFIRRF
o NEPRIBECE

N FARSZAMHWRENGTIHAE, XRESIE !

o BPH IP RGO

- B#% FOQDN/#IEFII%O

- BEFIRARAE

- MAEF URL BB1E

o [ FATERE IR BY (Bl R HF 4R AT i8]

« ERFTHH

o MR 158K

« HTTPE5 ID

o ER (EHEIIH Azure VNet WEFE)

i
ot

o Azure &L

o FHiIEBLTR
o VNet (IP #ilit. CIDR)
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o FM (IP #itit. CIDR)
o ERRINBFR

BIE

Citrix B3&N S AIIERRSS F B E X B R T MEZ £RIFBIBIT (Splunk).

PR

Citrix BEN S PIIEARSS BRi M E R X B SR XA LLEE A ARELIKE HRED,

BUER R

HR#E Citrix Cloud #IERE R, FREREZENTITAIH 0 X (Y93 17AH) FEMRSHBER.
B & B AR H AR S5 15 R RV RHE R B SR BK.

« B X 17f#7E Citrix Application Delivery Management RIS #, 1525 Citrix ADM HUIE L1,
 Splunk HERTE 90 X (Y93 1H) EEEHRERR,
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