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BFESERE, GXI&BUA, 15217 1&E Google Chrome £/, TG, EAIUM Chrome
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Citrix Secure Acoess

Inspect Logs

Export Logs

Manage exftension

View web penmissons

i@l F Chrome Enterprise BY Citrix Secure Access 2%

Citrix Secure Private Access X 1FH3i&HF Google Chrome Enterprise Premium (CEP) B Citrix
Secure Access ¥ BIEFR R EIHITHNLZ 2K, BXIFAER, 55R FHNEG,

=B LAM Secure Private Access EIRIZH S EE X L FER,

1. %% 5REE > NLARERE, ARES SIEN AR,
2. EFREE, AREE EE.
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B Ssecure Private Access > Policies > Browser Policies

Browser Policies

Platform support varies by policy. See supported platforms

Anti-keylogging

Protect against keylogger attacks by preventing unauthorized keystroke
capture in web applications.

Status: Disabled

Clipboard container

Status: Disabled

Session recording

Status: Disabled

SSH connections

Make SSH connections available to users in the Citrix Secure Access

in the extension.

Status:  Disabled

Control clipboard data transfer between web applications and virtual desktops.

Records supported browser sessions for auditing and investigation purposes.

extension. Users matching the rule conditions will see SSH as an available tool

Configure security policies for browser-based access to web applications and virtual desktops. Each policy can be enabled independently and configured with specific conditions.

Search policies by name, description, or status C)\ J

Browser session reauthentication

Control how often end users must reauthenticate their Chrome browser
session. Configure the reauthentication interval and warning banner period so
end users have time to save their work before they're signed out of their
Chrome profile and prompted to log back in.

Status: Disabled

DNS suffix

Configure DNS suffix for hostname resolution within the browser environment.

Status: Disabled

Remote Desktop (RDP)

Make Remote Desktop (RDP) available to users in the Citrix Secure Access
extension. Users matching the rule conditions will see RDP as an available tool
in the extension.

Status:  Disabled

3. JERBEAINARN,

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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Anti-keylogging X

Protect against keylogger attacks by preventing unauthorized keystroke capture in web applications. This policy requires Device Posture Service to be
configured. Learn how to install Citrix Workspace App and Endpoint Analysis

Enable Anti-keylogging

e Policy behavior: When a user matches multiple rules, only the first matching rule applies. Rules are evaluated in priority order from
top to bottom.

| Search rules by name Q l Add Rule

Priority Order | Rule Name | Conditions | Status | Actions
1 AntiKeylog_contractors 1
Showing 1-1 of 1 items Page 1 of1 20 rows

Cancel Save

4. 00 HRET Sk, DURFR SRR IR E BN S as RiE. WX iassReg, EX MK\, BX
HERANESER, BEERETHERIIAY RS L5,

5. EERAITITERIEBISRM

Edit Rule X
Q Rule details Step 2: Conditions
Conditions @
(2) Conditions
User:
C3> Actions Matches any of A4 ] ‘ *Ad v ’ aaa.local AV ’
@ Summary { Enter name, user ID, or email address O\ J

Vv Selected users/groups (1)

’ Filter by name O\ ‘ C W Remove selected (1) )

| Users/Groups | | Action
gwaasdevuser1
Email: gwaasdevuser1i@ com IdP type: Ad Q @
OID: 4e337f9a- 57ed164e  Domain: .com

@ Add condition

© 1997-2026 Citrix Systems, Inc. All rights reserved.



REBFEY B’

_[-=r .

b= W

o EEFERP AR, EERUKIEFNERF BRHPNZEREES Google Directory [A]
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e B/, ATRESHIMES., BXIFMER, FER FH -

- ZEBHEM, THREXAFNANESER.

BXFAEES R, BERESMNMEHFIIXE.
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BFHERHF — 5517 X BXRY B FER it
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% - AP SEPTERYE.

IERILURR AL, BIBREDT, HEERZS N REHERMRPMERNSFE—ERER.

ERRY I AFNA

EEAF AN, EERTUEIEFTERAF BRPHFZEEEES Google Directory [E4 3 IEFAEC
B, Secure Private Access RESIEFARS BB P MAEAR FeelEATE, TN, STESHIUT
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= -

i

o RO KPR,
ISR - 1F Google EIEHEHIEH, 5 Users > Read 1 Groups > Read R ECZATH AR
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Pri R iI0 R

MEILFED FEARFERBFEENHGIERER, AINEE. ERFSMNELBRKE,

iEF T Chrome Enterprise Premium (CEP) Y Citrix Secure Access Y5281 B iFHREZIC RN
B8, UEBRIPEHHIE. WIIERMELER, REIREIEFZHERBANGA, ERKRIE
KRAENFR, MEMNARREMEERENTIENAER,

SEFA9ERE . Citrix Secure Private Access IREZFESERE,

FIRWTES : Windows 11 RESARA,

A RDP RIERZHHERIC R

FoRFMF

EEAMBEICRE, BHREREEUTIREM

. B&EE CWA 2603 ESIRA,

« Citrix Secure Access 5 Chrome Enterprise Premium (CEP) Z BRI B 5o

EoERS R IC R R

1. BREF| Secure Private Access EIEZHI &,

2. FEERER > FKARRE, AERT IR KERE
3. EFHBERLR, RERHEE,

4. =i BN 9 A P ARIFNAE B ERIER.

a. WAL, AEmE F—%,

b. IRIBEHNERIEZRRZM, FINAF A, EETLURIEN BB, MSEAE M ig&RK
SRE FxM4,

C. uﬁna-:l -F_Jjo
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SRR R

£ Chrome 3#1T Web 3[R VDI #H1TANIN BIERFBYERE A LAE A S NIEHR B 83 T R K2 !
N2 VDI RIEZBINVEBIERER, FILREIEE Citrix RIEZEIERL R, MAREAXRMIER
FNER. XTERBREMENEN, MAHBFRME T ERMIFIRHRITERREM,

FIEA9ERE © Secure Private Access IRSHESERE,

ZROER © Windowso

Fo R
MRHE U T IoREM
« Citrix Secure Access 5 Chrome Enterprise Premium (CEP) ZIi8]FEERK B 5Tlo

« Citrix Workspace N2 2603.10 ¢ E mhR A

51T 2607 LTSR S E S hRAH] Windows VDA (HENEREZSEER GA BRA) . BXIFHESR,
EBR HEREEEE,

e i&1T 2507 LTSR B9 Windows VDA (BIMbtkHEZSEERTRSARA) , EREUTINEE
o 5 DaaS XX MIREIRIEE, EXFAER, 1BBIA 5 DaaS KX HERA2R. tLINEER
HITE DaaS F{EAT S hRig .
o BIMMIRHESTEIEMER. B XIFAER, BEEH ERELREZEREEMER.

|5 R st A sl

1. B F% Secure Private Access BIEEHIE,

2. ¥R5RB > NTAREER", A5 T GIEN RARERR

3. iF HMRAR, AERE EHE.

4. | AMFN, 79 VDA FIX 5588 Z B R B MR H = AR o

a. WAMN A, AERE T,

b. HRIBERER (BINAFEAE) EFERM, EERILURINELD hIBAIE. FKSAE M g&
BHENE F&MH
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C. EL:I -F_/o
d. EXFIFFINEHRIEEZRY URL F1 Secure Private Access N TR,

e. EERHEITEE,
- MATEMNKE — ZREERITELE XA PHPE SRS,
- MATRHENAERFMN URL — 1ZHRRNRFRERR BIZFFRAN URLAFHET,
o EENARF — ERNARRARRERSENER TR ARER.
> URL 58 - AR ENATEFHY URL 53,

BINLHR A 8512 1E(/en-us/citrix-secure-private-access/media/spa-cep-clipboard-container-

action.png)

5. mir k¥
AR A 23 RISEC BRI N E BTt MR ERERER > BIMGREER T+,

2 RABNERHESE
SEAF VDA hiiZ 2607 :

BB TIERE,

i&FAF VDA hi#s 2507 :

BRIt BIRAEEE MR,

1. £/ regedit.exe ¥J7F Windows MR ImiEER.
2. $M% HKEY_LOCAL_MACHINE\Software\Citrix\Clipboard\,

3. BIE—1&A clipboardSharingScope HJ REG_DWORD {&,

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Clipboard

v

Y

D

Citrix

Citrix Virtual Desk
CitrixUpgradeAg¢
Clipboard
CtxExceptionHan
CtxHook
Director
FileTransfer
Graphics
GroupPolicy
HDX-Direct
HDXMediaStrearr
Ica

IcaConfigTool
Icalme

Icak2m
ImageAnalysis
Install
InstalledProducts

o)

Name Type Data
2b) (Default) REG SZ (value not set)
! ClipboardSharingScope REG_DWORD 0x00000002 (2)

ClipboardsharingScope EB&#ZE| VDA SIMSARSUE A AE AL, 7557 DDC SISET A,

BI AR B EMRIEC B IR B,

ZRENE

TR

{XFE VDA

{XFE CEP

VDA 1 CEP

EEPUY

B NEARBUER & IR B P ImR
ZEINbR, FHERIAEF .
VDA #1 CEP ia,

BINbREEER VDA mIiA1E,
B ImR AT NERF CEP
AR B IER AR

BINEREEEIX CEP AIiAIR,
B IRRATNERFA VDA ¢
EIA DB IER AR

VDA #1 CEP 37 151a) 84 M4k
HBiE, B IRRATMRTE
IR B R R.
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B Registry Edito 0

Fjle Edit View Favorites Help

Clomputer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Clipboard
v Citrix A || Name Type Data
> Citrix Virtual Desk a5) (Default) REG_SZ (value not set)

CitrixUpgradeAgt || g ¢/ioboardSharingScope REG_DWORD 0x00000002 (2)
Clipboard

CtxExceptionHan
CtxHook
Director Edit DWORD (32-bit) Value X

FileTransfer
G . Value name:
raphics

GroupPolicy ‘Gipboadshamg |
HDX-Direct Value data: Base
HDXMediaStrear (® Hexadecimal

Ica
Decimal
IcaCenfigTool o

Icalme

lcak2m Cancel
ImageAnalysis
Install
InstalledProducts

« {XBR CEP (2) #1 VDA #1 CEP (3) iR\ B7E5 CEP ¥ BNk B2 eEE & A,
- EREMRASREREE, REESERIERN URL FEES VDI 5 EHREHE,

>- Content copied from the approved web applications can be pasted into
the VDI.

>- Content copied from the VDI can be pasted only into administrator-
configured, paste-allowed URLsS.

>- If a user attempts to paste VDI clipboard content into a website that
is not included in the policy, the paste operation is blocked and an error
message appears.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 15
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IERFREEA

Web [

ERAPENRSEPMABENRG NS (B0, sw 3 serverool ) HIZHRTF, HERESR
BEhfiAN DNS [54%, HERNKIEIER DNS EEREHEE R AT EREE S (FODN), MR

EIRFURERZIRY DNS FEECE.

DNS JE4Zh8ETE Windows 1 macOS F o LR, Hn&SERTEIA URL AR, &
&

° sw
* http://sw

e https://sw/
e sw/

* http://sw/

* https://sw/
FIFRIEBE : Secure Private Access IREZFIESE,

FRWES : Windows 1 macOS,

FoRFMF

MIREACE Citrix Secure Access 5 Chrome Enterprise IR, B X FMELR, 1525 Google

Chrome Enterprise Premium &R,

ACE DNS &

1. & F 3 Secure Private Access EIFHESIA,

a. ¥3) RBE > NAARRE, AREE SIENIKEERREE,

N

w

. %t¥¥ DNS 4%, AR®ET B,
. B RN, AEFRME URL BYELARMALN,

N

a. WAMN BT, ARREET T
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b. RIBEMER (PINAFRA) EFRME. EERTLURINSEY, Fia0 IBAE. WLAE
REREHRE,

C. $$ -F_ﬁo
d. EXZEMRMLHITIA AR,

Add Rule X
@ Rule details Step 3: Actions
DNS suffix
@ Conditions
test com
@ Actions Specify the DNS suffix to append to hostnames for name resolution. This helps resolve internal resources
without fully qualified domain names. Enter the suffix without a leading dot (e.g., "corp.example.com”).
(4) Summary
5 BE R

7 DNS [FZRERECERMNE ERTE NI IREREE > DNS B4 &I+,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 17
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DIERHIES!

DIERFIZER. REMFERIE, UERKMER,

RERGPREUATEEMS :

- RERERIRES, BEMANAREFNKERIEIRT.

o T ARBESSOMOERFER, HSZFRERER USKINANENEN R £ m Mo
 BEIINREEIR BN 48T AR ET B K EZE B AR S Fo

BXFAER, BEHANE,

FREH

DIERBIFRSFEHE=TFH :

« BEBEE Chrome EEES . Citrix Secure Access ¥ BIIE B Fin s MSIERHIIENE S,

« Citrix Cloud %@, EFE S Secure Private Access MIRIERFI RS
- ERFEENRBRME, S NetScaler Gateway. STA R85, RIERHIIRSZB/REBIEENR

il fifo

Chrome (HTTPS)

N\
User @J

Chrome Enterprise
remian meneged profie

CSA Browser Extension

Citrix Workspace

©)

Session Recording Agent for endpoint

Enablement - recording policies

Recording (SOCKSS5)

|

Citrix Cloud

Session Recording & SPA cloud services

@ SPA Cloud Service
9 Browser policy « toggle

Customer Managed Resource Location

’ NetScaler Gateway
v ¥
==
ement (=_<)  Session Recording Server STA Server
=
v

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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FoRFAF

« 3&HF Windows 2603.10 I E S hRAH Citrix Workspace N 2%
« Endpoint analysis (EPA) kit : 26.5.1.7 REShRA

RFER

« Citrix Secure Private Access, URZEXNFESEREE, H45S Chrome Enterprise
Premium (FHEERENXH) -

- RERHITRS, FASIERGIRSSE 2511 AEERE. BXFAGER, BSHRAM
- BEEMUTHEHM Windows 64 {5} 32 fiiif= :

o Citrix Endpoint Analysis (EPA) #ff 26.5.1.7 S E S kA

o &FAF Windows B Citrix Workspace RZFBFER, hRA 2603.10 HEBhRA, HERETRIE
Fhlim R R

REWIR

SERUUTH B LIS BHMISIE Chrome Enterprise &1ERYHR = R El,

IERIERFISR
RIRECE S SRR IE RIS BRI

_-==

AE

im A RHIFEE NetScaler Gateway, TIETH Secure Private Access BREIER FPERET STA
HREIRERBTSIERHIIRS 25, BMERFA Secure Private Access RS (ELH NetScaler
AEERPINBRERFRNIER) , BHATARGIRERMEM X URL,

1E Secure Private Access PEIEBE S IE R BN K IE KR

1. BR3) Secure Private Access EIZIEHIE,

2. B3 R > NKEREEE, AR T SIENINIRNRE,

3. EE RIERH, AEEEL BE,

4. BE FIFN, WAL, AFEE T—F.

5. REBERH (AFMA) . (AL%) FntIBE. WKAE M IgFNREKRE, ARRE T—%
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6. Bl R7F. MBI HRERREE > RIERF ET+ Lo

s R ZREFRIERHICIER Workspace M FERF
ERE RIERFIMNAHZIF PIEROT BRE

ERRFINRIE
RENBAERERHIRE A PR,

« 5P Chrome T{FECE X+ X BXBYFR A & L AR R R,

s B—1EZ T ERENZSTEOESRERS.

o REFREMNAREFERBE O ERS,

- R/ MEBEOURERT P RS HRNE QAR e 2R R ERER.

R{ELE

s RE—2RE, FRENEEEARFEAHIZREE, FREHEST]
HE LT B R,

o KM HRIERFIERSE URL. =R FinMEHREEER— Citrix Cloud XA, LOBRE
IR BRI R R,

- MREFE. 27 Web/SaaS REIFJEES HBAAEFMZEE, HENMIEAEIRSESS. RIERHIEUE
FEMRHTFERIAR), FHBEYEIEFMEERE,

o BFRIFISINFIAT, Citrix DaaS 1 Citrix Secure Private Access 1N AL ESHMEL MR E
WHERE,. EERERZA, BRINEFEENEINEFIER, FEESEMENEIEAG,

RRAHEMIE R

At

¢
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pULETE Rt g CrglZ e

Citrix Secure Private Access S IFEIE5 ¥t Chrome Enterprise Premium (CEP) % 882 iE 58 50
TRIEBERE, AREEEENSERFENBEREENHITEMRIE, IO KRETHFE, X
1058 7 3833 Google Chrome TEERE X HihiRIRIN 2RSS EIHRES,

REIHE, BRYEREUFENZESMHIEIE (MFA) ENEITEMEIE. RINEHRSHIIIE
&, #ixgE B ERGESRNEH EHREMRIETE 2R

SHRFAYEBE . Secure Private Access IRSZFESERE,

FERMWFES : Windows. macOS. Linux. ChromeOS,

FoiRFF
BERABUFARRNS -

« Citrix Secure Access 5 Chrome Enterprise Premium (CEP) Z[8]f95E % E 5o

BRI RS EEH S AR

1. &F Secure Private Access BIEEHIA,

2. ¥R REE > NRIWRAE, AFRE GUERNILIARRER,

3. EFE NWRBIBFERSHREIE, AREE BE,

4. BBE AN LURIIFRINRE AR S s 21E B S AT,

a. E@A%m)ﬂu%ﬁ]‘, %Eifﬁ -F_ii:o

b. RIBEMERIEZESRM, FINAFEAE, EETLORMNED EAE. WBRAE M Ig&EE
BHRE F5&M.

C. /'lgua-:l -F_ijo
d. EEEUTAR :

- EFNSHREIEER : AR FEERTHTEMOIIEZAN RERIEREENE, BRETURE
795 %8 14 Xzial, FUDH. NEERNBAEITERE,
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- BRESHEIERE  EXNEEIRCAEAR BT, X ANESER, ZERIUE
W HARET 5 B 60 NHZENRE, SRR 2 DHE, ILMB_NESHE, REERHNRE

TRIEIHENE.

° %ﬁﬁ1#ﬁﬁ :L.\E'J%'ﬁ-HE{ PﬁE'JTE@BEA-Ei:E% (FQDN), »L/( %ﬁj\[‘ﬁo /L,\_.]-'L/($
M, 7E IdP TE L SMBIIEEBMELLESNE, UBRRSHIEIEREZER T,
HARY, XLEIAY Cookie FHKIERR, UMARIBRIERTEBIR. Fh@ficr (B,

* authO.com) o

1%3]25

Add Rule

0 Rule details Step 3: Actions

Q Conditions domains should be excluded from session expiry overlays.

Reauthentication interval

(3 Actions How long a browser session lasts before the end user is required to log back in (minimum 5 minutes, maximum 14 days).

24

hours

@ Summary

First warning banner time

overlay when the session ends.

minutes before logout

Identity provider domains

Wildcards are supported (such as *.authO.com).

Configure the reauthentication interval, when warning banners appear before session expiry, and which identity provider

A dismissible information banner shown to the end user before their browser session expires (minimum 5 minutes, maximum 60
minutes). A final warning banner appears at 2 minutes remaining (also dismissible), followed by the browser session expired

Enter the fully qualified domain names (FQDNs) of your identity providers as comma-separated values (minimum 1domain,
maximum 25 domains). IDP pages never show session banners or blocking overlays, even during session expiry. This ensures the
authentication flow remains accessible. Cookies for these domains will also be cleared so the old session is fully removed.

*.auth0.com

5. mii %, AT &®F.

A BN A 25 SRS EC BRI AN E 2R 1E MR ERRER > NRBRIFEFREHWIE ETFH.

{ Cancel ’ ( Back ) @
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SSH =5l

Citrix Secure Private Access 5 Chrome Enterprise Premium £/, BIENISNSSAEEERLZEM
SSH ®i&, WERIERTZEMHE\L T BERMAFIIAIE,

HAFTEXNET SSH WRGHITRENTEEIE, BRI SSH BEFHNERA EFEXR,
NENHHERBRAIFTENER, FARZBANBIEERYIF (OLP) BHIHIT, MNMESHE
TIRIEA M.
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