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F8, BERIRENELRAHE,

LtbIhEE(XTE Windows F& £ 37$F, FHHEAM End Point Analysis (EPA) & P imhR A
24.8.1.19 FERRA 24.9.1.1 FART o
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« Windows EH X EFHAENIRRIHEE

M EPA FERRZA 24.9.1.1 FF48, Windows B _EXXREFHFAHR T8:d Windows BEIARIRS R
EEFHN, L BIEEE BigFix. Microsoft Intune FIEME =5 T ERENEH,

04 Dec 2024
« Jamf Pro 5ig&ZEER

PR ISBZESRSBIBENFEERE 2, IREZESIREIES Jamf Pro £%. BXIFMER, 1§
B Jamf Pro 518 & ZESE M.

29 May 2024
o RERESRSENRNEX T A

RELZSRSERENAMRN, EERIUTEEFIMEPFERZRS <A EHITIR, XEE
BB oM EESHENRELBF RSN, AREMEMIIETHAR, BREEFFE
REA. BXEAER, F2H AR THIREETRS,

o G EBVERRE
IEIAERI AN ECERE R A Windows IRERERRM, & 30 2% —R. BXFAGR, &
B IR EERRH,

14 May 2024
- BhEIREESHE

ERAUATRLAFARIHIRE EINREETNE, BX1FAREE, 72H BhIREES

28,

2> M

o REESMURIR

RELSRSMPIEE - BT R ZNKESR B ERNER EERIMTE AT UEA KR
HITHRIZENBEDR. AXBFAER, BN KELESHE.

- NRBAERERENTER A%

NRBEMRELENEST BN A, BXFAER, B2 KRELSFNAH.
- BEIGHERNEET A%

ERLIFRAIBENXERNETNEEEN A, BXFAER, BEH HRHRIELT RN
BEXHRo
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26 March 2024
- XRHEEXTEX URL

Device Posture IRESMELZIFEENX TEX URL, PR 7T cloud.com URL Z4V, X B]{ERB
SHEN URL RiAE TIEX, BERERTSIFEIMLLiSR citrix.coms B X BEMXIHBFHER,
HRRELE B E X,

12 February 2024

o TR BRFPLHRBIE - FEHR
Device Posture IREZMEZIFN R BMPHRENE, X FMER, BBFISEESZIFNAE

o

23 January 2024
« Device Posture fRFIGSFIEFBHREIEN AT

Device Posture [RSZHISFIE PR ENEEXN L. BXIFAER, BERISEIIPRE,
« Device Posture JREFMITHEE

Device Posture IREZMIEZIFUTRE :

o Device Posture IRZIMIEX#F IGEL F 5.

o Device Posture fREZIMIE S IR EFIME BN E,

BXFAER, BEAREES.

11 September 2023
« IREZLZE S Microsoft Intune ERER LT

RBESS Microsoft Intune ERILEER 4. B XIFHEER, 1HEIH Microsoft Intune 51%

BETEM.

30 August 2023
- EHATIGHESIRSEM Citrix Endpoint Analysis Z i
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REES

EPA B iHA] 5 NetScaler HlI§HFESLEEER. 5 NetScaler MliEFESEGERN, TE#
TERBEXRFTEEEIE EPAR PR, BXIFMAEER, B8R EEATIREELTIRED Citrix
Endpoint Analysis & i,

28 August 2023
* i0S ¥ 5 _EMIREZESIRSE S - MBI

RELSRSIET I0S FE LRZF. AXFAER, HEH IREES.

22 August 2023
« BHE Citrix REZESRSHITIREEBRE - MBIK

Citrix RFZSIRESUET LUBET R EXRIHRFIEP SR WIEBM AN HITLES, MNMAE
RIS E 2R AE, HTA Citrix DaaS # Secure Private Access ZRERA L T3AR (BRETH
m) . BXEFMAEER, BEER RFIIREE,

17 August 2023
« Citrix DaaS™ Monitor IS & ESEH

BEEASRSEGMNSERENE ST DaaS Monitor F#3R, B XiFMER, 1525 Citrix
DaaS Monitor LRI & ZEESEH.

23 January 2023
- IREESRS

Citrix BRESRZS2—MHETEHRRAER, FIEEEEIERRBGINITRAZISE NI EHFL
B3k, FHEIHIE) Citrix DaaS (BN FAFERFFEE) 5 Citrix Secure Private Access &R
(SaaS. Web [ZAFEF. TCP #1 UDP N EF) . BXIFHEER, BEEIH 18825,

« Microsoft Endpoint Manager Si8&&SER

PRTISEFLESRSREENANAE N, EELBRSETUSHME=SBRARER. &&F
LB BEE Windows 1 macOS _EAY Microsoft Endpoint Manager (MEM) ££%. B X IFHER,
}&£%) Microsoft Endpoint Manager 518 & &85 &E Mo
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I R 3 R 1T EA

IRR M (EPA) KITIRERIER T ERTEMT O EPA EFIREVIERINGE. FHThae. EIEE RIEAM
[SFS1EIFE

V26.07.20 i&FF macOS (18 September 2026)
« macOS RS R

Mac kRt R 2 IR S FFRF4E3aH8. LART, macOS LAV &EES[NE A EEI#HITIT E,
WERENER (FINREBHMERFELNRERP) B TOERZHNT RN, @I
B, KRONMEBTIIEHEFSEMMOREESHBRSEIRRS, NMELTXH
[E)ERBSBEB AN 1R HYSERYER, MAR—RMEMRIER. HINEERE macOS 5 Windows B4
AR —E, MMIB5R T Mac AP BI&RMIEIE,

_-= .

b=3— W

o WLINEEIEE MBI, HRZET B RM,
o TRHITEFPIHEEES,

v26.7.1.15 3&FF Windows (11 September 2026)
FIRThEE
 Windows G HrRIRE ARM64 ZHF

5 R T IEZ157E ARM64 Windows 18 EHITRAERE, FRT x64 BFIEZN, BIRHET
IR epasetup ARM64.exe T, NMEHET x64 (FEILITEF i,

MBESIGFEMITECRIIM S | x64 1&FFH epasetup.exe, ARM64 1&&{FEH
epasetup_ARM64.exe, R4 ARM64 215125 T ARM64 1&& ERIMERE,

BRI -

o ARM64 R3ZHHREEIC RN,
o ARM64 BFIGEESLHITE, REZTECFIFHEFIEIMAR Endpoint Analysis &

Ll
Uifio

« Endpoint Analysis PRERIZREBEN (FAKAR)
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Endpoint Analysis IR7E ] A2 MITE iR = _Eis{TRVRRIERIMY, H1E Monitor IR ENFLE(E
IL‘;\’ L/(fE%iEmEEO

LRI EMEERIRAFEER S EHNRERIERNE, SNBATIYE, FAEmESITEEAEIR
;;E%o E}EHET BE.JJ:FHF'LHF—’.IJ\/ o

R_-=x

AR

o WEINREB I FIREMER, AIRIEERASTIEFEA.
> ARM64 & &R 3ZFFILINEE,

« Endpoint Analysis BUR48#5 | %

@5 12 REHENZE BT S7E Endpoint Analysis EFP IR, HE5EFHE—ERE, B&
FimiliaEs | BT 2N B PRART AR A —EUE, FHIBRT Ea1Th N a5 | A AR
. FPIENBREFALIERTAE.

« Endpoint Analysis BU{X3Z#F 64 fif

Endpoint Analysis IITE{R# 64 (IR Fif. AEEMIZIF 32 i (Win32/x86) Z I 44
RZRERF, HFEARERFRIENR 32 fithikAR Windows 5517,

o EHF{EI5|F 32 i Endpoint Analysis 24 S RIEREB I ARG 0 ko

o FAMSZIFRY 64 (IZRHIIRF | epasetup.exe EFTF x64 8%,
epasetup_ARM64.exe &fF ARM64 1%,

« Endpoint Analysis A ARERE

Endpoint Analysis IIEZEE~ RISENX SR EMRMUE, MARERAHEZEH Secure
Access Client fiZi&,

B1+EAH: C:\Program Files\Citrix\\& &1 18] = 24
o R %LocalAppData%\Citrix\Z&z £/ 18] s 73 4

e EMERE | HKLM\SOFTWARE\Citrix\Secure Access Endpoint Analysis

- ENERAEA Endpoint Analysis &
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LUSE— 1 BERER Citrix &= @I&#i T Endpoint Analysis BY, E# Citrix ~=mAB 2R
Endpoint Analysis, X3&FF Endpoint Analysis 7£[E—i&& LB Z Citrix =& (H40 Citrix
Workspace W AFER. Citrix Enterprise Browser # Citrix Secure Access) HZ81ER. LAET,
HEH— = mAgE 2R Endpoint Analysis, SEHEM™ RREZEESEF i,

LRENHHSBIRNENZT iR, SPRERYHERSF Endpoint Analysis %23 RIKH N F
2o

p=F g

o WFHAIHER, EFMARE Endpoint Analysis FIERERENEHREIR KRS 1000 o £
ERREBRETE 1000 ACENRINAE.

o BEREFEKIMINIFER Endpoint Analysis, iIEMEH /skipConsumercheck HJ
RANRIERF FEFSITHEHD S

 Endpoint Analysis X#FEAETHE

Endpoint Analysis ZEZFIEZFET Configuration Manager #1 Intune FH 49 & T Ei#
TENETREMNNE, EREMENEEY, A8 /quiet #HITFREIRIE, HFER /log
<path> (EEBEALE.

=r .

b= W

o XLEETUERATFEPEERE, NRLZEEFLEEAEENHERE, THELEHE
TRHARS 1622 , MARFHRMITBAEEAEMUIE,

o TEENEFHAIE], BMEREM Citrix F=m&#iF Endpoint Analysis, AILAERXIRIRFIX
FEAY /SkipConsumercCheck ZEITUSF ELMIFR,

o EHEBEBIERFHREMNRIE 1000 EEBEAMINNE, LAIEERR Endpoint Analysis 5
BERYE, AAS— Citrix FRINEEE,

« M1t Endpoint Analysis BEEF

Endpoint Analysis Z&EZF REMECH T, BEMEPH#HITTIE8R, HAFPUREAREL
£, EEIMREFEHEN (AN THIEmKLEFE) , FERERNAE.
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PR BRI AR BMAR . BT ABXRET MSI EE, BRIBFEEAUT

epasetup.exe BB 1TFF %o

o [quiet. /silent. /q- TAF RENGHREE,

o [passive - (NET#HE, TRERIET

o [uninstall - ENEF" G

o [repair - & 8 MBERLE,

o flog" <file> " - LR EFBHEEAEERZ.
o Inorestart - 2 IF LR HHFENER,

o [?,/h, /hElp *Ir_%gﬁj]'fn%o
Bf& & ByiEE
* Windows Update ZSMIIRFRIRE | A THISRET T EMABANELR, HTFRETH

BXBWRE, FEKRSTTEAVENE, MARFHEIRIARTA,

* 7£ Windows Update fRS3E808Y, REFE =515 | ZENESESRERIEATA,

o 5 I ERERRE NRE LARREEMR S~ M, XEF5 I ERESEERZRRIFFIRET A
X5, MMSEAERAIGEELR,

s ERIIENFEREREEEINHFEEFEFRRIES. NMESTRAEEPZETIIRIES
FEEER, FRAEEXREEERIEBNEERMIFELZERE L.

 devicePostureNativeBridge.exe HIZAJLUERR config.js, MMMRERFHNER. &R,
EREFNEESNE P imER.

- B & AT EFEAEN O IF.

« AR AEREHBBRIITNRE,

BELEES, EPTmRAERESFHRBRERBRRERERD, FERIFNTZE FHHRK
BIHITIRE o

« %] Endpoint Analysis &8 TIZHIARSS FA R,
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« X NetScaler Gateway LFEIFNEHAEBERS 2R A ETE. HSTS. httpOnly cookie IARLZ LK
BRBY, ¥I'%588 Endpoint Analysis 2R E M,

- BRTHEA TR SR EAREANEE. FRE, ENALRSIRAERRENIY
BRI, MTRLERERESA,

o NEERRERBENLURERZ KB IFIEN NI HZERE, RACRNEERN Ik, @dlt
B8, SUAERIEMIREETRE—TNEEER,

- SERRERHAE X HE, SAENIEEREFRK.

BT Windows BY V26.6.1.4 (24 August 2026)
BUFERSMEAL T A % BT Windows #9 V26.6.1.4 FRAL B SEL,

Fi8Thek
o SEHTTY OPSWAT E, R T IEERSHERRENAFITIRR&
EPA B IRIMEZ S FHHI OPSWAT (OESIS) &, RIf#RE =7 miaNERiE a7zt Kin
T, PITMESHIESIGERSHENERERAEIERABHIREEHEIRNE L. tXEH

T BT ME=ZAREF MRS TF, S ALYac. WatchGuard Endpoint Security Prime #
Trellix EDRF,

BE & 1

o YUEEPImAR TIE AR ST BERIER, MK E3E 5D Citrix Secure Access AIRER TTENMEL
F, HMILRIBERER EPA Z3X T FIEMLKIER HTTP 53k, 1ZAR3k# NetScaler
Gateway B4,

« RERSHEARTETN, SEEFREET ETREENIRE.. THR, HiRERSRSEER
ErEEREBEE IR EN (FINEERERIMREERRE) , mIHITtEH,

- ETRABEEETR, BREURSEIELIHRRR, AAMRERSEERRSEEHRRERERE
MR E T XN T AL EERAFN, mahILtEH,

& T Windows BY V26.5.1.7 (08 Jul 2026)
UTFER2 R T B X EAT Windows B V26.5.1.7 lRA K HINEZER
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S1E24: )

o HHEIGE F, EPA B IREIZHIRE T Windows AR, HI40, Windows 11 & & IR & IR
|HAY Windows A, SHRETRERFNABRE TG ER, Lthio@nmEL Windows 10
#0 Windows 11 i&%& FRY EPA V] (28, Ah) 131#7RTE,

- EEEENRLER, KELEPESKERTRIKY, EN EPA BIERSEITLEE RS BohE
FIREIUEP. EXEMIRET, XRSHER (E8) REUEPLERE XK.

o WFHLELZL~M, HI40 CrowdStrike Falcon F1EF OPSWAT BYF=m, HiEReEEMN A2
BREBRMKEIRE, 4R, BIREEX EXEFHE XN ETREREK, BIME=mEiT
IEHE,

It iR & T R mAET OPSWAT BIBARENE X3,
- BPARERBEIREZRS L TIOREKK. flan, JERT BRRSIRE T EARBIEEESET

X, FREFER EPA TR BAISEMARENIRE, HiRELSIRS T AHMEEEHIRE
MEMZES EFXAERFE A, SRR,

V26.03.31 5&FF macOS (14 May 2026)
LUTFEB 1R T B X EATF macoS B9 V26.03.31 IRAMEZEL,

wiazhae
« JRITREEHFFA

MAERRAFIE, FEZFEBUSITRNES, XLAHNPRE R REFFCEIFARADN
CitrixEndpointAnalysis I FATEFF i,
- BAES EPA KABRFER

REMEFTENR O EI T EEIREE7E CitrixEndpointAnalysis N EEFS, ERTFSIEMA
HIERE,

XM T S

o ERRNEREENAERFEMHESEIT T RINERWIUE.

o BEIHXLERE T, VARFABREEESTR THMENE, AMSEIMERIIRIENE
QIE:S=ES
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B IR LR

RELZSERBNMNIAS, RELIHEXLEREMMUNFEIHRZR. S TREEMHUAT
BiEz— Gl FEMMELER, IS, STREEIAE—TMAREXE, WRREETEN
true, NUERBSITALRHEEFFATT X BXAVIRIE,

1. &R Citrix Cloud™, SARMNXEBFEFEF FHRMIFIREE",
2. BERREREX TN, AR ER,

p=3. g

« Secure Private Access FREZFF AU EZREEEGBAFR REANENSMPRELEIEEE
s
s WFEXRERANBR, RRFETERZNHESEREBIEREREERE, BARAENTF
BRI EIREESERE, BISERESKRBE, ©RIEANMNEET,

- RBRXIEIERAREESEEN. ERAREES, BHELAN RELESERA IR
X ABTHEFF,

3. B eIEIR&EREE

4. TEE/'H, ERBEYVHARBHNTES, TREEIREEN TN LSRR THMNME £, EB0 LU
& M Windows B2 macOS, RZIRA,

5. 7T EREEMN ", EEBZFNKELES—HORNITHNE, ARERCATERSEMT.
FERA X REFEBNENUTILR -
« MEMAEBLIBEETIRE L, &N, ERAIUEEEBKEETRENSAIRFIES, WMWK
BETETLERGE EEIEH. BEXFAER, BERRSFIIPBRE,

« AEMNRBIEBHAZEBEAMAELTRIMER, RELZSRS T EIEEIROIES. A
HBRIRS IR EREOVATIES, S MRRERNERLCED,. §XFHRER, FS
HEEIRFIEBRER .

o RIRISE A EPA BRI EIRE RIREZEE,

- REIEPUESRELESRSFAIFEBRHELE,
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10.

_[-=r .

b= W

- ZEIEFFAMKRABADITFEESARERZFEHELZIFRE, XEEIIFHEZIEM
FRINEREIMAY,

o NMEMEKNERIZRIEIMNES, EalEZEMNEELESIRSEHSRNMEMLE, B
&, BEHMEMUE, EAPEER Citrix Cloud RS ERE.

BEFRMSZ—TMNULULIZZ NN ZMHNZBMNA AND 5.

At iB1% & &3 (/len-us/device-posture/media/device-posture-configuration1.png)

ERBBERT, RIBEEBENRM, EFRREAMOTN AP IREHITH SR,

op

M
« e

« B4 710

HIARBE A

FELEED, AT EEREERIRE.

« IEAIURIA 1 B 100 ZEIRYE. BIEHELRBEENESNTR, HABRFEMRE,
/e B MR,

- [EEENLLERES.

« HBEEARREEY SIRIEML SRHITIT G,

R lE.
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Create device policy X

‘With device posture, yvou can define a set of conditions that contral which devices have access to various services and data sources.

Policy result
If policy conditions and rules are met, the device scan will classify the user device as one of the following: @

@ Compliant
The device will be considered compliant and full access will be granted.

) Mon-compliant

The device will be cansidered “nan-compliant” and restricted access will be granted.

) Denied access

The device will be denied access to all resources.

Scan details
Mame and sot the priarity order of this device scan. @

MName *

Device scan name

Priority * @

Priority number (1-100)

o BRI RIEBRBRIRA X IRENH, UEIREETRBER. TEARKEA, 2
WEBRREEEREE, HEEETURISERRITXEES,

o Linux ARPREREPEINGEZESHE, EREEEEAKKPEET Linux TN, F
1__\1:*:1E§n_.\o ﬁD%ﬂEEE% Linux *)bIJ_IJ &lu\l:F{Ej‘T‘-fIEIJEEU%ﬁlA—D%O

ERIREESEKE L TR (BeEihiR)

BBEZSRIEE, BRENHEADTFERHOLENEMIAAREM, WEBFERNIFEIRML Citrix DaaS AR
$Z#0 Citrix Secure Private Access™ fRSS, FHATIRIBIRREZSIRE LT AR, Hitb, HIEE
Citrix DaaS # Citrix Secure Private Access M{E RIS E RIS REIITIAREES],

Citrix DaaS 51§ SRESECE

ZRFIX Daas FWIRHIAIR), ERILUEESIRGEIHRITIHRIRGRIANAH, HERIKEESIREE
B 1712 HI RS,

FoREM

WIREERBENGEINEE (Citrix Workspace > i8] > BEMNIGE]) . BXIFAER, BEEE
FB B&E R 18)ThRE.
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1. & Citrix Cloud,
2. ¥'DaaS"BiME £, =L EE,

3. MAEMISRERILESFA EB o
4. ERBEHNHEERTIRELSHINEEHRNE, AEREHE

5. ERBRMATIEF, BE

RUIETE

6. EE“Citrix Gateway E3 1T RV RIEEINRARIBN X E R,

Edit Delivery Group

demo-group

Users

Load Balancing
Desktops

Application Prelaunch
Application Lingering
User Settings
StoreFront

App Protection
Scopes

Access Policy
Restart Schedule

License Assignment

Access Policy

Configure smart access policy expressions to control user access to resources. Only user connections
that meet the specified expressions can access resources in this delivery group. For example, you can
restrict user access to apps and desktops in this delivery group to a subset of users and specify allowed

user devices.

Policy

Citrix Gateway connections Default

Non-Citrix Gateway connections Default

Add

| Status
Enabled &
Enabled &

a. EmIERETIE L, &FEFEUTREEE

b. ZEFTEER", ARBHARMEH"

c. NEEECEMLE PECERFTE BRSNS -
8" A“COMPLIANT"Z{“NON-COMPLIANT",

79THi%as # A “Workspace”, A"

© 1997-2026 Citrix Systems, Inc. All rights reserved.

33



12%&&.\

Edit Policy

Add criteria to filter user connections. A criterion comprises a smart access filter and a value. You can add inclusion and exclusion criteria.

Policy name: Policy state:

@O

u Connections meeting the following criteria

() Match all (@ Match any
Filter: Value:

Workspace NON-COMPLIANT Ty
Filter: Value:

Waorkspace DEVICE_TYPE_WINDOWS Ty

< Add criterion

E] Connections not meeting any of the following criteria

No criteria added

Done Cancel

BEDEIEIB AN NS 2 AERNTE—, BI23KE (COMPLIANT #1 NON-
COMPLIANT) . &N, RBFESKIIF T AR T,

BRTIREDETEN, RELESRSERREISIRE X KR ERFAR SN AP REEATE, 2F
REAREAI 0 SREEARE L FNIAR B Ao

 DEVICE_TYPE_WINDOWS
« DEVICE_TYPE_MAC

- YIRS (KE)

{FHIGFRZEASBER Citrix Secure Private Access

ERRHIXS Secure Private Access ZRIRRIIAIR, FHe]LUAR A IGRHIITIHRIRGIMN BER, HE
iR FESInE AL B IH RS PR H,

1. &= Citrix Cloud,
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10.

11.

12.

13.

14.

7E Secure Private Access s E, #d S,

FEMSMi=RaE HRKRE, ARRE IR,

- B ASREE R MR ERBE Hi

£ NAERF F, EROIEREIHRITI RN BREF RN AREFSE.
B SUEMIN A sRER 82N,

WAMN RN EEED, ARSEE 9,

ERAF &G AR &MEETRAP AR AREFRREIE RS .
B+ MNKEESEM

M THIR S PIER IREFESHE MZERKH.
EEEXITETRANTEZ— !

- Al - EATENIRE
« REM - EATAENIRE

MELTNSHEFHRNTE—H, EAEFHARE ERNAEM) . B, REESK
B T AR IERE o

/Fi\\i -F_go

RIBESR T EE RO AN BRVIRIE, AEmE T—F.

“THE TIHE T REFHEER.
IR LAISIEFAR{E B = T Fehlo

BXEBIFEREBNEZFMRER, HEH KEEGZ M HNAYIHIERE,

FEITEIFIRI SRR RITIE NS M ARSI Secure Private Access N FITEF &R # A1  ZRIA
NAER, HELRIGEESUNM, #rlErmEma b,
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Step 2: Conditions
g Rule details

User*
(2) conditions

Matches any of AV l

Select a domain AV [ administratoradminis A4

(3:} Actions AND

@ Summary

Device posture check ™ l Matches any of

A4 [ Compliant, Mon-Compliant N ‘ @

(*) Add condition

(" cancet )

RIS E SRS

EENRERSHREI T REAM TTHPRETFE T ERIMUMILTIEERERIENRE, KiEA]

LIETIEE A A FRREE,

Device Posture
Device Scans

Windows mac0S Others
Priority Policy Name
12 dev-post-check-access-deny
17 dev-post-check-allow-acess
20 dev-post-check-access-restrict

Device posture s enabled L)

Result | Status
oens @
Compliant
Non-Compliant @
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Bic

BEREESERRE

U R—E ] LIREFEHTTEEENERIKEETIRE,

B EHFIRERSIRELIIEE S M (zh-cn/device-posture/device-posture-global-

settings.html#device-compliance-with-event-driven-posture-checks)

TE BAF3$818 % (/zh-cn/device-posture/device-posture-global-settings. html#periodic-scanning-of-

devices)

BT inin#iE4e 155/ B E XGH B (/zh-cn/device-posture/device-posture-global-

settings.html#customized-messages-for-access-denied-scenarios)

Bl 18 & ZE B E (/zh-cn/device-posture/device-posture-global-settings. html#skip-device-

posture-checks)

B E X I{EX URL #F(/zh-cn/device-posture/device-posture-global-settings.html#custom-

workspace-urls-support)

HERIGEETHRIERHIECE (/zh-cn/device-posture/device-posture-global-

settings.html#session-recording-configuration-with-device-posture)

KEIEBE (/zh-cn/device-posture/device-posture-global-settings.html#device-certificate-
check)

Ao B 701 RY1E%1 R (/zh-cn/device-posture/device-posture-global-settings. html#configure-the-list-
of-allowed-domains)

SEHRNESRELIIgESME

M EPA Library A7 24.11.1.1 748, &ELES5|IATIERNEE, DUHMEIRENEILE,

AT TR, DRSS S ERAVES

- AR EER | WREIISER USB FiEIRE R EERE N

- MSIgE | BT IREEDEETIRMAIFE Wi-Fi W%,

HREUTEREGE, RELSIETNMTHEHRENEGIMERE ¢

ECE TSRS EERE T, FEBANTBIRTHES USB Fi#igE.
EE T MEgESHE, FELNBIFBRMENZRIFILEZ BRI,
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 fidi& T Windows Defender i AEHE, HEECEBERTEZR,

RIFBH PR SAREF B S AMEINSHITER. XAR T IRERERESRIEPRSE T HME
X B IRAY I R AR,

=3

o EHIREINESKEBRIMYEERTF Windows kA 24.8.1.19 XE = RAR Citrix Secure
Access & Pin E= %1,
REAFPNEERARZESNILUABZSHE, BEETEHNRESMMINENTREE
EEANR,

\

TEETR T AREESEELY o PR ENNBREEENMLILELH,

Create device policy

With device posture, you can define a set of conditions that control which devices have access to various services and data sources.

Platform
Select the operating system for this device posture scan. (3

Windows

Policy rules
Select a condition and apply access rules for your services and data. (@

\v External Device Connected

L_)\ USB Storage A4 ‘ \ Equal to == NS ‘ \ false A4 \mj

— Add qualifier

AND

v Network Settings

|_>[ Password Protected WiFi AV ‘ [ Equal to == N ‘ true N ‘ @

IRE R E R

ERILINECERVILE S A Windows 12& S 30 o## T —RERT . XiRikE LR EPA B iHH
FNEEANRZEFEERAIRENERDE. EEAEMHAM, BHRITUTIEE !
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1. SMENSEES > g&HAM, ARRHRE,
2. EEINSELESHAMEI P, UL X BRI F LU RIS NERA .

Periodic device posture scans

Check the end user's device posture, every 30 minutes. Currently supported only on windows end devices.

o XF HTTP/HTTPS MAERER, MRRFZSHEERN &M TH A8 o IBLIBHIA, NFTE
TREYIG R ARIEFT B S RS H T EH
« JtF M Citrix Secure Access B Fim/E5IH) TCP/UDP N ARE, MNRIGEERSHIESHIEE
(IO &5 T A = BLIBIR) , APRKELER, HE S5 9HEXRIEEDNRIE,

Citrix Secure Access ves i

Device Non-Compliant Alert
Your device does not meet the company
compliance standards.

To avoid losing access, resolve the issues or
contact your administrator.

Session will be disconnected in 04:56 minutes

Dismiss

WRRIELRNBEIXCHER
B R AU B D RIS EREARISE HIHE,
MAFU TS BRI S ESCHA -

1. SE REES > I9&HH T,

2. B GE,
3. B 8, AETE HE ET, BAEAIMELTRTURRTIGES. ERSFTUHA 256
NEH,

4. BE RERBRBENHR LEEFIHITERBEEXHERRNED, MREREPLEEE, N
IZEEXHR, ERRENNGELERPEREIRE L,
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HE, EAUEISE mE LEER BENGHE A X UERE LETER.
5. B RE

TEERTERRAMIRRAEER.

— | CIITIX | Device Posture
Settings X

Home > Identity and Access Management > Device Posture Edit your Default Device Posture settings

Device Posture

Create device posture polices to enforce application access based on the end user's device

Denied access custom message  Proview

Display a global customized message when access is denied for the device.

Custom message

Configured message
Please check the following:-

Dashboard Device Scans Integrations

mac0S i0s Linux

1. Citrix CWA version should be at least 12.0
2. You are running latest os version
3. At least one antivirus is active

Priority | Policy Name

1 testl

TEERT SinR&ELN, RELAFKELETRNEENHER.

M

Access denied

Please check the following:-

1. Citrix CWA version should be at least 12.0
2. You are running latest os version
3. At least one antivirus is active

Check device again

If this persists contact your administrator and provide this |D: c9e36af5-9419-48e0-bel16-f4739ce29978 @

HAIRIREININRIELET, S ARERFEREE,
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7 SUNL g Y k=

EEANURERELESHESMRY, HERTRELAPEUTHRPHRINE !

o 8B ERTE EPA B iR,
o §E FHEMN EPA B IEEEE,

ERBIREINRER, NafRTIARERER (FEM) , FHRFFILXAFEM. REBPE
FR1§3F Citrix Secure Private Access™ 3§ Citrix DaaS &R BE R Z R A RIANER,

BRARSIREESHE

1. SHIE) RERE > BEEH

2. B B,

3. 7 BUTIREEBRE B9, WU X BHEFUBRITREESHE, AERE HE.

Skip device posture check m

If the end user device doesn't have the latest Endpoint Analysis (EPA) plug-in installed, specify if you want to automatically skip the device posture check or allow the user to optionally skip the check.

() Enable Skip device posture check on save

Automatically skip check @
O Optionally skip check @

4., EEUTERZ— !
- BEBkERE - & EPA BFPIHRANINE, RARBoISHIZESNE, NMELTNEE
EPA EFiRAYI& 1418 Citrix Workspace B P HIE R 12,
- ALEBLIRE - LMNRE EPA TP IRAVIZEEEF Citrix Workspace B, RASIR AP ES
B P ESKE RFBhEEENE,

U S AELEPNI R E R B KRR AP & FE Citrix Workspace BY, HHRARFPEIR FHE AR
F4k EPA RRABY, FMERUTER,
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cifrix

Update the EPA plug-in to check if this
device meets certain policy |
requirements. o— % AL
Cz'j

Already updated the plug-in? Check device

Alternately, you can continue to Citrix Workspace with restricted access. Click here

@ English  Privacy Policy,

5. BH&RE

BENX T{EX URL 2

BERESRSZIFEEX TEX URL, BRT &8 cloud.com URL Z4, EErILUERFIEER
URL RiFRITEX, MEREDIFENMLZIAIE citrix.com. BX BEXEMIFMESR, BFERKER
TE X35,

RIERG SIRENTEE

RERFIRTFARRTERRIEPNREAFED. TIUEEEEXRIERTIRE. EHEN
RESEE N SRESIHEER R . B X6, BBHCIEBENXRHIRE,

IREIEPRE

EEARBENSRSEERFIIEPRE, EERBIANERESANLEILER. —BERERSRS
hEEERNMAEILS, EERMAIFRESIERNERFRERSREIN—ED,
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REES

- IBERAIRS N PEM MAEIEHRR,

« XF Windows ERVISEFIERIE, RAIKE LR EPAZRPIRSTNEREGNRELE, X
TFHMGE, BAFEAMEEGNR, A X ZFNRRENFAESR, FEARERE%
FEY .

« E7f Windows ELUEIERINPRRZEE Endpoint Analysis B, HER I FENXHEE
f, MNEAMNSSIRRIHEITS epasetup.exe /quiet . £ ARM64i&&E L, iERHN
i&{T epasetup_ARM64.exe /quiet o

s FERRERSRSHNEEIEPRERZFHERRFENLE,

s NRKFIUEPAREERES, NI SRIEBMNRENEBHTERE LEEET PEM
X,

Example: chain.pem

EE IR R Sk S I R R S I I O

EE R R I R I I R I I R I O O R I

————— END CERTIFICATE

g EIED

1. FIREESEN L, RERE,

2. REEBE, ARRESAMAIES.

3. TEIEHAEB A, HEEEHAEE, (NXHF PEM 2E,
4. FFIEBXHFR, REEFIEBLOEFENAE LS,
5. RfIF, ARRERA.
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Import Issuer Certificate

Issuer certificate will be added to the Endpoint. View certificate details in certificate table once created.

Certificate Type *

{ PEM (Privacy Enhanced Mail)

™ |

Certificate File *

cgwsanitydc.pem

l ( =+ Choose Certificate )

D

PREIERIEIRE > MAEIERT, ERIUSAZSMESR,

EEESANIED

1 EREASENL, AHRE.

2. EFMREERS, DHEE,

3. MEFERTEIHT ESANMEEIES.

Issuer Certificates

Issuer Certificates will be used to validate the device certificates as per the configured policies.

Issuer Certificates Policies
cgwsanity-DC-CA cgwsanitydc.pem NA
int-CA combinedchain.pem NA

Status

Valid

Valid

Impart Issuer Certificate

E G

EEISEIEPRELRE
1. Eﬂlﬁuﬁﬁuﬁfﬂﬁo ﬁ?éﬁéﬁﬂ'f%%u 1@%'%@6%12%&&.\%%0

2. AINMLEIEPOENREBINE, BENEERERSCM MEE &

£ E & A& AT S EERBEHZE,

MRENIFRPEES MRS IEBHERERIMELER, EU5ERRERLED,
IEARSSTEECHIRAVIER . MRKE AR, ARSZFH(IRMAERINTEIES, XA

aEES
BE=1%

LR

TF
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N Device Certificate @
l_>[ Check Thumbprint AV ] [ Equal to == N ] [ true AV ] E]’
lﬁ[ Issuer AV J Included in N } { ca-cert.crt @ A4 }

Import Issuer
C+ Certificate ) @
—~+ Add qualifier
N ’I \ N
FELmgE ERESHIED
= ; e L=
1. NFRRE, ST HBENEBEERR
S ~ frmb 0 q 0 :
2. WRIEPELREIE certificates - Local Computer\Personal\Certificates o
AYEA N
o “TURARE N EIE B P RSB LEIIE
AYEA A
o “MRE NS EE GUI LEEEMN A E QFRICED,
== H B 4=
=) aniﬁcates - Local Computer A || ssued To - Issued By Expiration Date  Intended Purposes Friendly Name
v [ Personal 2:134c6b0a3-6753-4009-b4b1-95d1..  Microsoft Intune MDM Device CA 17-10-2024 Client Authentication ~ <None>
el Ce:'ﬁcates . 2] APACENGWAUMIMIN citritenet  ftlpintuneca01 18-10-2024 Client Authentication ~ <None>

j. E"fte ,R°‘T’t Cte“' cation £ -] APACENGWAUMImjN citritenet  felissuingca01 18-10-2024 Client Authentication  <None>

= In’::rrz:;eat;uzem ceation ?-]elebe5a6-b87c-4725-bd2f-2f4d2..  MS-Organization-P2P-Access [2023]  24-10-2023 Server Authentication  <None>
- . @;e1e6e5a6—b87c~4725-bd2f—2f4d2m MS-Organization-Access 19-10-2033 Client Authentication ~ <None>

|| Trusted Publishers

_ Untrusted Certificates

macOS .

1. T SARCERIAIR", SARGER RS
2. BEXH > FABB UFAILES.

“MAEFERVNBRIERBINE ELT.
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Keychain Access )

My Certificates Keys

login
. i APACMACCO2CXKJXML7H
Local ltems BN  Issued by: ftipintuneca01
Expires: Friday, 4 October 2024 at 9:06:09 AM India Standard Time

5 System
& System Roots Kind Expires Keychain

> . certificate 29-Mar-2025 at 6:14:10... System

~ @ APACMACCO2CXKJXML7H certificate 04-Oct-2024 at 9:06:09... System
9@ APACMACCO2CXKJXML7H private key - System

> I FD31E28D-D668-4040-81CE-EC239E15D339 certificate 15-Sep-2025 at 11:27:17... System

EAFREIZR

A LUECE NetScaler Gateway FERIARSZ 2509 FOQDN, MHAILEMNEEESIREZ P,

o tbINBE(GE R TF Secure Private Access ZBE,

« EHIRAY Secure Private Access ZREE R ILINGEE, 1HELR Citrix ¥,

1. SME)IREES > I9EEM, AREE RE.

2. 7 NetScaler Gateway URL 7, AN ANEHERIEREESOENELIARSS 2389 FQDN, 4l
40, https://gw.example.net o
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Settings X

Edit your Default Device Posture settings

NetScaler Gateway URLs

Review and/or add NetScaler Gateway URLs. This allows Device Posture to connect to StoreFronts.

NetScaler Gateway URL *

https:// | dpsspa... . .net I ( Add )

B X IhRenI BB, iEEI% 59 Secure Private Access JE SR A ZEERISEES,

E1F NetScaler LABIZEXRSIIMH, FEIR NetScaler Gateway EHISHESKNE,
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REES

GR/EDIRSE S Chrome Enterprise 19815

®FHZBARSZ 5 Chrome Enterprise & & EEEZSREM. BEULER, Citrix® BIERRILUHIZSE
BELLERHEZ4E Google Workspace, 1§ Chrome BEBIRIES B IREHZESEFIMIT L T XA IH
[nFNEIEEKBAIF (DLP) ZRE&

Citrix £EMZEESAH Chrome A, LT TR IHRIRSE !

15 oo

hrome 331 %8

hrome Boi& X 14

=1
=1

O 0O

2
- 2
B X Chrome AJILIMNE =5 EEBFEWBIE SR, BB Google BYnRILIES 1,

p=3._ g

NYIGEZSRESLATFTL2EERN, F£1FS5 Chrome Enterprise & &S EEESSEM.

XFRFSMEE

mE X
XEFHNFES Windows, EPA & FimhR7A 26.5.1.7 SE SR
X
EhE #A Citrix Enterprise Premium BIZ£Fh515
i ARSS
BZEIFIHAES

FoRFMF

« —PEBRELESRSENFHEEER Citrix Cloud /.

« —1E%H Chrome Enterprise Premium (CEP) ¥ aIiEFi5i7] Google BIRZEHISRIBREE RN
FRAY Google Workspace f2F,

« Chrome Enterprise Premium BEAZ P ERE,
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REES

* 7 Google EIR{EHIEH, ETFXBHIBRIAAEKINREN T BXIFMER, FSHRNAH
FRITIRRA,

[T
Citrix IRFZEIRSE 5 Chrome Enterprise IREEEEHZESNERTRUTERTE !

1. EZE& Chrome Enterprise Premium FlI& & Z SRS
2. it Citrix IREZESIRS 5 Chrome g & EEEESREN
3. A Citrix {55 & X £ TS RAFN

Bt Chrome Enterprise Premium flig &F&ESRS

£5 Chrome £ 81, IEMRETRUTEE -

1. EFEER Windows s _EEREFEZE Chrome Enterprise Premium (CEP), B XIFHER, &
2% 5 Google Chrome Enterprise Premium £,

2. CBIRELSRSHREE, UEREITES Chrome HENES (BN, BRIFRFRA. PEER
S HIEBEUESRNERMX. BEXKRE) . BEXFARR, BEAKEREESHRE,

3. MILIEAY Google Workspace f2F#5E Chrome Enterprise Premium (CEP) 8], X2FERI&
HEMEESRM LT XORMAEMNASLEN. BXIFMAER, BESRFRNE. MARANT B

o

¥ Cirix 8B ESIRS 5 Chrome I FEEEEREM

ELF Citrix IRFZEBIRSZ 5 Chrome R FEEERIIERN, BWITE Google BEIRIEHIERERE=
FHiEEER.

1. UBREERBMNER Google BEIRIEHIS,
2. SMBENEE > BahgEMiES > %8 > E=AEAM.
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REES

google.com,
= o Admin Q  Search for users, groups, settings, or devices fa) R @ = o
Devices » Mobile and endpoints > Third-party integrations
~ CO Devices
Overview .
R Showing settings for users in ou REMOVE SCOPE
- gl Thid-party
integrations
+ Mobile & endpoints .
P Third-party integrations ~
Devices
Organizational Units ~
Company owned Android EMM Third-party Android mobile management
inventory Inherited from XS Citrix Not enabled
Search for organizational units
~ Settings
Windows CSA testing OU Security and MDM partners Enable BeyondCorp Alliance partner services
Universal CSA testing OU 2 Overmidden
I Partners Manage I
Enroliment »  cwa_clipboard_policies
Third-party cwarollbackou [J Jamf
pitegielions b evinh Testing OU [J crowdstike
Audits
Gateway O citrix
Networks )
4 Apps ou [ ]
» 4 Generative Al PSEC-0U
» @ security SPACQE L] INHERIT CANCEL SAVE
, 03 pata sssakp_test

» ou
» 1l Reporting

3. EEEINESIRFPIET Citrix, ARREEER,
4. HBREE _FMIRTERIER Citrix Cloud 2P 5 Google Workspace 2 [8]8YiERE

X Manage partner connections

BeyondCorp Alliance partners

T ect, click Op nect nplet ) ) €. Learn mare
Lookout Open connection
Checkpoint BETA Open connection
Omnissa Open connection
Jamf Close connection
CrowdStrike Close connection
Ivanti BETA Open connection
Intune Open connection
FEE R R E RS SRR RS E S S SRR S SRS E RS S SRR RS SRR SRR R R R ST =
| Citrix Open connection

EFRINGE, Citrix WEMRSHENEER,
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Device Posture

Jamf Pro

wy
A jamf PRO  integrate with Jam Pro: Appresewn
Learn more about Jamf Pro

Integrate with Microsoft Entra ID in order to enable more policy expressions i
enrolled, is rooted, or has anti-malware installed.
Learn more about Microsoft Entra ID integration

@ chrome Enterprise integration configured successfully X

Microsoft Entra ID

External integrations

Enroliment managed in external platforms.

Chrome Enterprise Premium (CEP)
Integrate with Google Endpoint Management in the Google Admin console.
Learn more about Chrome Enterprise integration

BXIFAMER, BEHAIRES=ZASFNHEN.

74 Citrix §5 € X £ T>U=AF N

Google Workspace HfY_E T XX ZFNIARIF] DLP #N2FEABEARIARNIES (CEL) 851, Citrix
LEBUETE device.vendors["Citrix"].data[...] @&ZEETAF,

BXIFARER, BEENUTER :

< IREB=ZHEIFNHFENR

« 3 DLP MM E LTI RZMALES

Citrix 55 %A

LU TFESAH Citrix 1 &2 75ARS 78 Chrome & & SLER |

w1

OVERALL_OUTCOME

\/\

OVERALL_OUTCOME_CON
TEXT_NAME

RELSIRS Mtk ROREIRYER
BETER.

\/\

IREh B AL RV E LTSRS
SRBREN T RIS TR,

n your conditional rules, such as whether the machine is Entra ID managed, MDM-

ThIE

Bl FEM. EE

AR BEROKRNE, BT
£#E FEmYIHBNARE A

AUTHORIZED _COUNTRY,
AV_STATUS, OS_VERSION,
Google-DTC-Demo-Deny, (B
TE X RS TT)
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REES

& Fuh I
BAR-1&EID 1E Citrix Device Posture fR%% 6c813458-
AR BV IR = A ME—ARIR RS c27b-4299-87¢6-55832a95ae
7e
BAR-EZSID FRRESHESITEESHM 75ble3f6-4224-484a-8c47-9a
—IRIRRT. 35c4e5eabd

_-==

AR

 HYIRY LT RFIFBURTETE £ 8 1 F7E Device Posture fiRS3HE X BIRES

« Citrix-Deviceld #1 Citrix-Transactionld & X BX#riRfT. B IARABETFREARSE, 7E Citrix
Device Posture 12 ER LTS FESEREY, ATER I RERE L TELERIVAYIHE

e
Ho

Citrix FBHARXIVIES (CEL) 74

7B 1 — X Citrix IREFSHBIPA LR :

& Citrix 2AEER A AEM B, ELIHIR Google Workspace .
device.vendors["Citrix"].data["OVERALL_OUTCOME"] == "Non-Compliant"
£ LRI RIR SRR L RAT, HIHEIEIRE N HEL"

T 2 — REFEMAREZNHIERMX 5 R FFELE :

RERS ETXAMES, HANEERE AthIEE.

device.vendors["Citrix"].data["OVERALL_OUTCOME"] == "Non-Compliant" &&
device.vendors["Citrix"].data["OVERALL_OUTCOME_CONTEXT_NAME"] ==
"AUTHORIZED_COUNTRY"

Rl 3 — (X Citrix IRESHNF RIFIAR -
XY GFLESIRSPHEREI SMERNFIZFIHENE EEXH) .
device.vendors["Citrix"].data["OVERALL_OUTCOME"] == "Compliant"

7 4 —DLP : FHIEAREHIEE EAXHTEH :

© 1997-2026 Citrix Systems, Inc. All rights reserved. 52



REES

£ Google Drive By DLP N, RLATSRAMIMNE T H/FTE & F' %28, UBRIER SRR SR
iR

device.vendors["Citrix"].data["OVERALL_OUTCOME"] == "Non-Compliant"
TPl 5 — BFZA Citrix L TR BRI :

HESHPRETIRFRFERAKWAIAL, ERTFHMAESHREBRR. RERDBININ 2
#,

device.vendors["Citrix"].data["OVERALL_OUTCOME"] == "Non-Compliant" &&
( device.vendors["Citrix"].data["OVERALL_OUTCOME_CONTEXT_NAME"] == "AV_STATUS" ||
device.vendors["Citrix"].data["OVERALL_OUTCOME_CONTEXT_NAME"] == "OS_VERSION" )

75 6 — FRLERBIEEIRELESIRS RIFHBHHELER

LR E IR B R SIRS RIS ERFBAIEL LR (FIa0, BEXILIEHAEERAM Google-DTC-Demo-
Deny HREK)

device.vendors["Citrix"].data["OVERALL_OUTCOME"] == "Deny" &&
device.vendors["Citrix"].data["OVERALL_OUTCOME_CONTEXT_NAME"] == "Google-DTC-
Demo-Deny"

B 7 — 5 Citrix IEBIRE L Google REFELES ©
Citrix 55 I A5 RNER Chrome / s R IRIFE ML S FER,

device.vendors["Citrix"].data["OVERALL_OUTCOME"] == "Compliant" &&

device.encryption_status == ENCRYPTED && device.os_version.major >= 10

Rz AL

1. 7E Google BEIFZHIGH, HI'RL > HRMZEZEF > HRRAISE (3 DLP BEUER
#) "o

2. gUEARESN" (BDLP M) , HIF CEL FTEAAMEE BRIKRM R Fo
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= o Admin Q_  Search for users, groups, settings, or devices n R @ & e
Security > Context-Aware Access > Access Levels
@ Home
]
a0 Dashboard Access levels ~
. e Context-
» = Directory
Aware CREATE ACCESS LEVEL
» (:) Chrome browser Access
» LD Devices Name Description

Citrix_Non_Compliant heckif d dorf th " "
check if device is unmanaged or from unauthorized coun
Create access levels for context CEL name: citrix_compliant_le55jrnf 9

b i3 Apps

aware access policy or data
protection rules.

> * Generative Al Location in US and IND

CEL name: location_in_us_jqdgfzp?

i e Security Learn about access levels Require Chrome Managed Profile
CEL name: Require_Chrome_Managed_P
Overview
Test Access Level
Alert center CEL name: test_access_level_ineijjwws

» Authentication

~ Access and data control
API controls
Context-Aware Access

Data protection

Google Cloud session
control

» Security center

» Data

3. FHARIL R 4 B4R Google Workspace A (5140 Drive. Gmail %) LUIKHE * FYLELN BT

EIEE212 8

4. REFFHEL. FR/INDHUTRERE.

BOIESRAY

1.

M5B1T CEP BZE Windows i, MEMEIRERSIRSHEERN (Fa0, MRERNHIER/
WXERNRERBHHEERT) o

M IZiG =R _EBY Chrome J S 2R ACE XA 1A 1812 RFHY Google Workspace Ao
Wik Chrome SEFIHITER CEL MINE X HIEE (PHIE. BEEHAHF) o
T9RE > HITRIAE > Wi EHEFNEESEH TEEHITEE, UMIA Citix 5 BT,

B REHERR

ER ATRERE RRAR

ERRESHFIFREE OAuth/EIE R EE R T ERBRERERKP EHEIT
g2

WL N CEL BALVMIERIRHNIEE  AEEEHSMNBESHH
&lu\HE%EP;EE%%Eg Llﬁﬁ.‘%ﬁo Eﬁl* %ﬁlu\ﬂﬁﬂ
EPE’J%%&%F EEj_Hku_.\
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SER ARERE PR R
IR ERDES CEP RLZEHAFRER iR = E8 CEP BREHMIZ
LTSRS EM
BT EMEIEL F—TIRELESHRSERBEAY  KE

OVERALL_OUTCOME_CON
TEXT_NAME LRSS HY
B

p=3

NBRISEEREEFEMIFRLRE, BM Chrome / Workspace Bit HEF#HIK citrix-
DeviceId # citrix-TransactionId , FTE Citrix Device Posture #ZEHIER EEHRELT,
UEERENAESR. R EE,

{8 Citrix-Deviceld ] Citrix-Transactionld 1T EBERR

% Chrome 58]5% DLP REBEFEEFER :

1. {17 Google EEEHA > e > WHABE > AWAZESE (RFAEREEL) HRIUE
*EH.

2. BHIEHHEPIRED citrix-Deviceld 1 citrix-TransactionId fE.

3. & RZ| Citrix Cloud > Device Posture > ZHIE#R,

4. &g D BRUEFRIRESEMR. BERANSENERLIER.

5. #¥E5 ID BRUBFRYINARES — SE L T LR, WETWEESURLEE!

Chrome BYE&£% OVERALL_OUTCOME #1 OVERALL_OUTCOME_CONTEXT_NAME,

XM X B IR RE B A IAE S Chrome JRERZH Citrix 2L R, CEL RATIEZ Workspace Hlg
HB%E 5 [HEATY.

PRl

FNENBRZ AN 10 D Google IR ID M Citrix Device Posture RS HEIXE] Chrome & &EEE
#23.

ERELESESHXRIE N ENED 10 1 Google FiR ID, 7EEFR Citrix SZHFLUIFKY Bo
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IREETIRS B=TTRK

BRT7IRELESIRSEHEBAN BRI, I9EFLSIRSERILLE Windows ] macOS ERILTHE=
73 IR TS ZEEE o

o {H&X Entra ID
o Jamf FAlhR
o %X Intune

» CrowdStrike

Microsoft Entra ID 5B ZLSIRSZSVER

f&Bh Microsoft Entra ID ££5%, Citrix® XFAH—WNESMMETER, ZIT{ERTEFAE Microsoft Entra
ID SFEANEE ERF—H, TEWTHENZEEIE (MDM) f#/RA XS Microsoft Entra ID .

RHFEER
o ZHEBVFE : Windows
« SEATF Windows B9 #H) EPA B IRARA : 26.3.1.10 B E S hRA

%X Entra ID API 1R
TRINE T ATF5RELESRSEMA Microsoft Entra ID API AXR,

APl &7 FHRE R i)
HARER Devices.Read.All EEFEIE e
WERER User.Read BRHENAFRE &R

X
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- OERNNAREEANEEEEAFER TN ARRENER,

o BAARBESIREZBNEENFHERNRERIREY Entra ID IRFIFHAEE, EFREEREN
REEETARTHRAEN I,

 Microsoft Entra ID FERIAE SR User.Read (Delegated) MPRTERICHRIEFIVIIEIR
GNER, XBRAGENAE (2EEEATIFNABEERA) TR FIREETRS
PREEI R AR RIA RN BR

EZE Entra ID 5%

Entra ID £ ELER— 1T T2,

1. 7£ Citrix Device Posture AR35#1 Microsoft Entra ID ZBIZIL§F, XE—XMER, AF#E
Device Posture 1 Microsoft Entra ID Z[BIEILE{F,

2. FoB SRR LAfE Microsoft Entra ID SIS R,

1E Citrix Device Posture RS2 H] Microsoft Entra ID Z 8] &iI{E1E

1T B LUTE Citrix Device Posture ARS5#0 Microsoft Entra ID Z 811 {E51F.

1. &R Citrix Cloud™, $AIGMNXEH1%ESE Identity and Access Management,
2. Bfi*Device Posture”iEIF, FAFE T “Manage’s

3. B E“Integrations &£,
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Configure integrations from the available options below.

Microsoft Intune

=- Microsoft Integrate with Microsoft Intune in order to enable more policy expressions in your conditional rules, such as whether the machine is :onzf;iizsms

Azure AD-managed, MDM-enrolled, is rooted, or has anti-malware installed.

Learn more about Microsoft Intune integration

N CrowdStrike Falcon® Insight XDR
\

- Integrate with CrowdStrike's Falcon Insight XDR: Endpoint Detection and Response (EDR) platform. O Not Configured
CROWDSTRIKE Learn more about CrowdStrike Falcon® Insight XDR

Jamf Pro
L/ =
4 Ja mf PRO Integrate with Jamf Pro: Apple Device Management Platform. O Not Configured

Learn more about Jamf Pro

Microsoft Entra ID

Integrate with Microsoft Entra ID in order to enable more policy expressions in your conditional rules, such as whether the machine is O Not Configured
Entra ID managed, MDM-enrolled, is rooted, or has anti-malware installed.

Learn more about Microsoft Entra ID integration

HE, B AIUUEMZ] Secure Private Access RS GUI M EMME &P AY“Device
Posture” i1, A5 T “Integrations” ki,

4. B& Microsoft Entra ID {2V E RS iR, JAFE L Configure’s LLELFER“Microsoft
Entra ID"& &,

5. WAREXHN%TR, AFEE “Connect account’,

6. B&“Done’,

Microsoft Entra ID &%) 27REXINEC ERIIK P BAFE R EBIIKF . BAREE, BN EEX 4
M RIS RPEER MR EX M, AREFERKF,

79 Microsoft Entra ID SR EIREZSER

1. HEEBEKE, BXFMAER, BN EIRELESHERE,
2. 7ESRBERINAF, i%4F Microsoft Entra ID

3. IEE—ERMY, AEAERELENE,

o G - KEIFEZEE TS Microsoft Entra ID A E RS M4 FEEL .

o BE - MBIGFI2E B Microsoft Entra ID 3
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EA LR LRI & 7912 & ESECE R AN —EEfER,

4. STERCRERECE, ARSGEIE,

Jamf Pro 51§ &ZESIRZBVER

Jamf Pro 2 —% Apple B HEE (MDM) MEMEZ 2 MrE, ~IEEEALREENFRIFPE Apple

&’

o S&ATF macOS kx4 24.9.6 BY Citrix Secure Access B iE 1% Jamf Pro (8.

o BE(F Jamf Pro 5§ B ESEMTE i0S 18& 51T, BEGMTM Jamf Pro M #E%
Citrix Workspace™ [N BTERF. B XiIFHAER, FEIRM Jamf Pro [P #X Citrix
Workspace W FTER,

EZE Jamf Pro SERK

Jamf Pro ERECER— 1 T I 12,

1. 7E Citrix Device Posture fRZZ#0 Jamf Pro ARSS Z B2 1L F1E

2. BeERELIER Jamf Pro 5.

1E Citrix Device Posture iRS5#] Jamf Pro ARSS Z BI32 IS
HITUUTH B LUTE Citrix Device Posture AR5 Jamf Pro BRSZ 2 813 L5 1E.

1. &R Citrix Cloud, fAJGME AL Identity and Access Management,
2. Bi“Device Posture”iEIF, JAIGE FH"Manage’s

3. B#“Integrations”iETIE,
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Home > Identity and Access Management > Device Posture

Device Posture Device posture is enabled

Create device posture polices to enforce application access based on the end user's device

Dashboard Device Scans Integrations

Configure integrations from the available options below.

N

Microsoft Intune

. . s Y - @ laccount
=l Microsoft  mearate with Microsoft Intune in order to enable more policy expressions in your condition rules, such as whether the machine is Azure AD-managed, MDM-enrolled o | aceou
is rooted, or has anti-malware installed. 8!

Learn more about Microsoft Intune integration

CrowdStrike Falcon® Insight XDR
AN

Integrate with CrowdStrike's Falcon Insight XDR: Endpoint Detection and Response (EDR) platform. @ Configured
CROWDSTRIKE Learn more about CrowdStrike Falcon® Insight XDR

Jamf Pro

[
A jamf PRO  Integrate with Jamf Pro: Apple Device Management Platform © Not Configured
Learn more about Jamf Pro

HE, BFALUSHE Secure Private Access fRSE GUI EMISMBE &L HI“Device
Posture” 11, A5 & “Integrations &+,

4. B Jamf Pro BRI EEE SR, SAFGE T Connect’s LLBTF 2/ R“Configure Jamf Pro
Integration”& 1%,

5. AR ID. EFPiEZIAF Jamf Pro URL, ZAIGE T “Save’s

o fERILLM Jamf Pro M 3REX APl B F i 1D,
o MRIGERR FEBUTEAN M XSS SeE, HFEBIFEERIRUEIEFE.

« Jamf RENE P KPR Jamf Pro URL, Jamf Pro URL B9 https://

<organization name>.jamfcloud.com o

SIS KRECE Bch BERE /5, SEMREILAMI.
INREMARL, WESRETH FLAE, U NRLEESEE, ARRE EMmE
79 Jamf Pro SERECE IS & &SRS

1. BBIREESEKE, BXIEAER, FE8H BBEIREELSERE,
2. 1% SRB&GHM 7, %3 Jamf Pro,
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3. EFE—IRM, REERELERE,

- BRI - 10F Apple KERBEVBIKE B EshEME] Jamf R,

- BER - REIREEEH Jamf Pro BIE,

o FIREXRBYIE] - SGEATF macOS, KMEIRE XS Jamf Pro fRZ 25 BELRAIAE (U5
FABNM) .

o FRBEBEEHMNE - {CERT i0S, KEIEE EXSE Jamf Pro BEUEFEFREIELIRM
Bfja] (A $hsanL) .

4. B + AINEMIREFo

SR LORF LRI 5918 & E S ECE R E AN —EEfE R,

5. SERRIRECE, ARG eIE.

¥¥ Citrix Workspace BZFHF2F M Jamf Pro [M]PH#EXR] i0S & &

AT FF Jamf Pro 5 i0S &% LRI EESER, BERWMIEF Citrix Workspace N 2R M
Jamf Pro MP#EXE] i0S i%&. ITUTESE -

1. BREERY Jamf Pro MDMo

2. INEEEIER Citrix Workspace N TR
3. TE App Store FEEEIZN BIEF.

4. NZNBIZFREN FAEFECE R,

5. FLAF XML ZNMNEI N AR FECEH.

<dict>

<key>UDID</key>

<string>$UDID</string>
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</dict>

Microsoft Intune 51 HZESIRSZHIER

Microsoft Intune RIEH LRI EFAFPNIEERERAEINHEFM. 7EAFER Citrix Workspace
HAlE], 1&&ELASALE Microsoft Intune EIAFHIKERES, HERLLEZRNF Citrix Cloud HEYiE
BDEREHM. TEM EBoiAR) EEIELIFNAFERIUE. Citrix DaaS™ # Citrix Secure
Private Access™ RS RO KA AISELES/ G EN R, DA NELNAEFNEEmUK Saas
0 Web R AEFRME ET30EE (BEeihn) o

%™ Microsoft Intune P 518 R{ESHER

RELEBRSZFRZEME Microsoft Intune tKF . XEFEHESZD Intune R BERES
H. WWSEMADRER) NWAREBEEMEMERTEERREES,

FZ1 Intune IKF S B LTSRS EMN —LE T ENEUE
« EPNREFESER | NENRELESEREEZ Intune AR FIREZES,
- BMLER | TREAFARNREESKAZEIR, WEFAE Intune kP EIZRIMPVECE,
o SOARYAIMRE ¢ BIRIREBW Intune FHAERE, EERFABKRELZENWNNEGLE,
o WERMRIEM | TRHAE § & T IFEMZD Intune BRERIAR,

EZiE Microsoft Intune SEA¥

Intune £RRECER— 1T 1E1E,

1. HEELESS Microsoft Intune RS EM. XRE—RMIES, ATERELAA Microsoft Intune
2RI R,

2. FeE SRR LUER Microsoft Intune 15 Bo

FGELES S Microsoft Intune 5%
1. B EREIET+, BERUTAEZ— !
o TEXYI28FI58) URL <https://device-posture-config.cloud.com> , SAIREEE
B &+ o

« Secure Private Access & - 7f Secure Private Access GUI WAEMISMERT, BH9EH
BE, AEREHEMIETF,
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Device Posture Device posture is enabled

Create device postures and enable optional integrations to enforce application access control policies.

Device Scans Integrations About

Configure integrations from the available options below.

Microsoft Intune

¥ Microsoft
e Integrate with Microsoft Intune in order to enable more policy expressions in your conditional rules, such as

whether the machine is Azure AD-managed, MDM-enrolled, is rooted, or has anti-malware installed.
Learn more about Microsoft Intune integration

Connect

2. BEERS R, ARREER . BERNKETEME Azure AD #HITHMIIE,

B8 Microsoft

A e microsoft.com

Permissions requested

Review for your organization

Device Posture Integrations
Cloud Software Group, Inc. #

This app would like to:
~ HRead Microsoft Intune devices
~ Read Microsoft Intune configuration

~ Sign in and read user profile

If you accept, this app will get access to the specified resources
for all users in your organization. Mo one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it hers

e

21 Microsoft Intune Ik 5§ & EEEMR

1. EERTIES, g Microsoft Intune ZB5HEY B,

2. T'EEXHET T, WARBEXHRITLUEZERIEH Microsoft Intune 1A,
3. BHEEKF

© 1997-2026 Citrix Systems, Inc. All rights reserved. 63



12%&1@\

Microsoft Intune

Create up to 5 Intune account profiles and connect to an account using your login ><
credentials.

Profile name

Accountl
@ Configured

TenantID  XXXXXXXX-XXXX-XXXX-XXXX-e7fc8e4febf7

test
Pending
TenantID N/A

EEELE, REETNERE, HETREZIK, XBEHFEF 1D,
4. BEHE ST

Microsoft Intune &5 2 REMRINECENIKFA REURFERENIKARE, ERREE, HNEKE
XM T HIY R PR R IR EC & S ERTEREIK

i citrix  Device Posture el &)
=2 ca Scans .
— Configure integrations from the available options below.
S, Integrations
[ Microsoft Intune ® 2accounts
W g I h M ft inord bl l = d | rules, such configurad " Manage
= MICI’OSOﬂ ntegrate with Micresoft Intune in order to enable more policy expressions in your conditional rules, such as ( Manage )
whether the machine is Azure AD-managed, MDM-enrolled, is rooted, or has anti-malware installed. A 1account
Learn more about Microsoft Intune integration needs attention

CrowdStrike Falcon® Insight
W XDR

3
‘ o NotConfigured (D)

CROWDSTRIKE  "tegrate with CrowdStrike's Falcon Insight XDR: Endpoint Detection and Response (EDR) platform
Learn more about CrowdStrike Falcon® Insight XDR

Jamf Pro
o - :
= Jam1 PRO  Integrate with Jamf Pro: Apple Device Management Platform. O HNot Configurad

Learn more about Jamf Pro

ERRENKREBR TN ERE G, EEGRTULIRIGEESEKE,

yu%%ﬁiz_ﬁiljj %Iu\mﬂ_'\?ﬂ“ﬁﬂ‘ﬁ"o n_,\ ﬁ%fﬁ"‘é\%ﬁ"&%ﬂ: m\ ia-:l"g%ﬁg”o
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Microsoft Intune I BIZFFECONEE
TRIE T BTFE5IERESIRSE/MA Microsoft Intune API X [R,

APl &R AEHRE PR R -3
%k Graph DeviceManagement JEEY Microsoft Intune  NAATERE
ManagedDevices.Re W&
ad.All
&k Graph DeviceManagement JEEY Microsoft Intune  NAAIRRFE
ServiceConfig.Read. 54=5)
All
3k Graph User.Read BRHENEFRE Fx
prats

- DERNAEEERNEREERF R TN AREFNIR,

« BRARELESRSNEENAIZFNRFIRE Entra ID IREFAER, BPREERFEN
BT ARITHRERNIRE.

 Microsoft Entra ID FERIAEEH) User.Read (Delegated) IXIRTER T iRieHREISIEE
BENER, XBRAGENAE (2REEATSFNABREERA) TR TIREEESR
ZFrENRN BIEFRIARIR.

ECEAT Intune LA HLEERER

1. BEBIREESHKE, BEXFAGR, BEEAREIRELEHERE,
2. TESREEHINAF, i%EEMicrosoft Intune,

3. BWE—IERMY, AREEELRNE,

« R - RTIGEEFEMEA Intune,
o Bl - RNIKEFERTE Intune BIEZATE Intune BIER/MEEN SR,

SR LORF LRI 5918 S 2 S ECE R EL AN —EEfE A,
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4. SERURBRECE, AGRLEIE.

CrowdStrike 51§ B ZESIRSZIEN

CrowdStrike BEEIT(E (ZTA) BEASTERHIZHEITE 1 ] 100 B ZTA ZE2 D HRIRELZLZS

1;130 ZTA ﬁi&ﬂm; i% Jﬁﬁlﬂ%ﬂqﬁlu\ﬂﬁo

Citrix IREBZESIRS T LU FRLRIRIGEN ZTA 9#, 7 Citrix REENRS (DaaS) # Citrix £

HIRIE (SPA) BHIREALTRR (BEeiniE) -

RELSEERAIUER ZTA D BIFARBHN—8D, HFEIREEDERNER. FEM GEDH
[B]) EEHELISE, XA RATURARA T HELNAMKEEUK Saas Ml Web W AR

ETF3GAE (BEEIRIRD) o ZTA DEEREE S Windows #1 macOS F &,

EZ® CrowdStrike 55X
CrowdStrike £EXECER—THTZ 12,
1. 7 Citrix Device Posture BRS3#1 CrowdStrike ZTA AR =812 37 1E1F(/zh-cn/device-posture/

device-posture-third-party-integrations.html#establish-trust-between-citrix-device-posture-

service-and-crowdstrike-zta-service), X2— K 4E5ER,

2. E2i&iA 1R 5B (/zh-cn/device-posture/device-posture-third-party-integrations.html#configure-
device-posture-policies-for-crowdstrike-integration). /18] 5RB&fEF CrowdStrike ZTA 2 E{EH
#M, J9 Citrix DaaS # Citrix Secure Private Access & IRIREEREIAIE],

1E Citrix Device Posture RS2 H1 CrowdStrike ZTA IREZBIEI{E(F

AT F B LFE Citrix Device Posture fRZ5#1 CrowdStrike ZTA fREZ < BIZILE1E,

1. &R Citrix Cloud, FAIFGMXNEZEFIESE Identity and Access Management,
2. Bi“Device Posture” i EIF, JAGE FH*Manage’s

3. B E“Integrations %&£,
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Device Posture Device posture is enabled @
Create device postures and enable optional integrations to enforce application access control policies.

Device Scans Integrations About

Configure integrations from the available options below.

Microsoft Intune

Integrate with Microsoft Intune in order to enable more policy expressions in your conditional rules, such as
whether the machine is Azure AD-managed, MDM-enrolled, is rooted, or has anti-malware installed.
Learn more about Microsoft Intune integration

CrowdStrike Falcon?® Insight XDR

Integrate with CrowdStrike’s Falcon Insight XDR: Endpoint Detection and Response (EDR) platform. Connect
Learn more about CrowdStrike Falcon® Insight XDR

FE, BFALUSHE Secure Private Access fRZE GUI EMIS MBI P H“Device
Posture’ i1, $AfG 8 & Integrations” &I+,

4. B CrowdStrike fEFHARSIZH, AFETConnect’s BTFER CrowdStrike Falcon
Insight XDR £ &1,

5. MIAZFI% ID MEFIHER, AERE Save’s

o IEAIIUM CrowdStrike M1 (Support and resources > API clients and keys) F%EX
ZTAAP| B i ID F1E P %% o

. BFREERBEHIZENIER Zero Trust Assessment 1 Host SEEIMUEIIET,

. J

LR M Not Configured &4 Configured f5, SERHRARI,

WNREMART, RESFHETHN Pending, ENBEERSILH, SAREE Reconnect,

7 CrowdStrike EREEBIRELES K
BITU TS BREBER, LUER CrowdStrike ZTA S #{ERFIN, J9 Citrix DaaS 1 Citrix Secure

Private Access RiIRIEHEEEHIA,

1. EEBIREZEEEKE, X FAGEE, B8H MBIREETRK,
2. 7E Policy rules #, %#¥ CrowdStrike,

3. XF Risk Score [REFRF, EFEXRMF, AEHMANXKDE.
BE + URIN—1REN, AT ZE CrowdStrike Falcon 588 2B IE1EiETTo

B

© 1997-2026 Citrix Systems, Inc. All rights reserved. 67



REES

EA LR LRI & 7912 & ESECE R AN —EEfER,

5. FTeARERECE, PAJSS T Create,

B=HRMKGEA

Device Posture fRS55 Microsoft Intune. CrowdStrike 1 Jamf Pro B = AR A REM, XLESE
=FERESNENHEIRITESHENANLELRSHBER, KBEERAEE=AERERMERE
BRI M EM, XEEFEiRt S ER1E Secure Private Access #1 Device Posture BRSS!
ERF. XAFRFEERKRE=FRSZH, RUBEXNERES, NMEE Citrix ZFHBRME
HIESIEIE

R
ZER—1TEP, fEECE CrowdStrike FHELUFIREIFCHER. BN, REFFIFIEAFEM.

R A4 CrowdStrike F1lf7, Citrix Device Posture fRSZ A% CrowdStrike M RIGF A IMIEIF
MERE. ERZ2, RERAFPKREZFREBMITEAREM,

LI ELERN, ERSWRIBFHREER, FrJLATE Device Posture #1 Secure Private Access
WG ER P ESIFANEIRER, XM EEF B EERERE = AT IFHFARRE)M,
MR MEABTE],

TEERT AR FHi @A
558 BB RN R F BB 4 (/en-us/device-posture/media/dps-integration-failure-email.png)
TEER 7 HESER RS

Yo Ak F B 7 161 82 R XN R T (/en-us/device-posture/media/dps-integration-failure-on-
dashboard.png)

TR

Citrix EIZEME Citrix #KFIRE > BHOIEPES AU TINE, ARRENA,

 FhEY BB X IREN T
o EFXBEIZE,

IBFIENIRFF % (/en-us/device-posture/media/dps-integration-failure-email-setting.png)
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EIRELESIRS EEZH S PEEER
1. SHESREE,
2. EREESERBIIET, FIRIF X EAH T

Global Settings

After configuring device scan settings, you must create policies for device scans to take effect.

Device Posture integration notifications
Status: Enabled
Select Edit to change the frequency of notifications for each configured integration.

Notification Threshold

/@

If an integration is down for more than 15 minutes, send a notification. -

o Turn on notifications in Account settings

Enable Critical notifications in Account settings > Notifications to receive email alerts whenever there's a critical issue. Go to Notifications

BAINBRT, MREMTET, WRTE 15 DHEAXEN, EAILIRESE B E SGBRME,

EEUIAR, FROHEE, EERRNMEK, ARELFRE.
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RZBPRE

KEIREESKEHERIKEESE, UTEIBIERZRFER Citrix Workspace FA M E &
LRz

N R AR R R R A P i

macOS & FimAl Chrome X 528 A IERFIEHTIRER. BREMBEREEAF 518 Citrix
Workspace URL BY% w5 28 M 7o

o HREAPETNKEEERE Citrix Workspace URL https://<your-workspace-URL B, %
KRR TRAE P17 Citrix EndPointAnalysis N 2R

cifrix

=]
Checking if your device meets certain <,
policy requirements. _"/\_/\_ % c
YA R

I:I

1 , Searching for EPA plug-in...

o YRZAF L EFFTF Citrix End Point Analysis’lY, §EZESE PR THIERIZEEEER
BRE R HEIE R B,

o NRIKEF LRLZRERELESE P in, AFBHKEERDETEHEM ETTIH. NRE=R L
ELXERFEETER W, APUREEREIRE UL FF, IRRELLTENEPAR
BERFRA, BRREEERD SR EHEGETNTE. R EPAZFIREERN, WAFY
MBHREILE U
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citrix

Download the EPA plug-in to check if E
this device meets certain policy
requirements.

N

00

| ; g ! N s
/,1‘

]

Download plug-in [T:_

Already downloaded and installed the plug-in? Check device

@ English  Privacy Policy

EXRmHERT, IREATHNINEIRE, NWE THES N EFfEGF TEH L2 TER 2E,
ST L4845 a] Citrix Workspace, 1835/8]Z R,

cifrix

Update the EPA plug-in to check if this .
device meets certain policy - |
requirements. o— ‘% AR
VAR N
. —
s

Already updated the plug-in? Check device

Alternately, you can continue to Citrix Workspace with restricted access. Click here

1B Citrix Workspace N AfEFFRIRZL P R

- HRLAHF B Citrix Workspace W AERFE R E] Citrix Workspace URL https://your-
workspace-url BY, ZEFIHESA FANEEESE P IHMSITHIBEREZESKBRERHmE S
B,

s NRIHR ERLZRENREZSEF N, APFEEERDERNBREE M THEF ik
HNoiE. AR SR TEHEF 1w,

- IREFNEEZSEFPHELTRETHS L, ARPSARE BAKRE,
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RELRAPRE - REETER

RIEIREZSRIERM, TESHA=MBR.

R i s B SRR S, EFIRE WAL ;
« &l - RERBPHAEFER, HI Secure Private Access B Citrix DaaS &iRIHHE TEHA 184X

PR,
o REH - BARRBAFWHAIEES, BX Secure Private Access 3 Citrix DaaS &R HE 2 RiA184Y

PRo

cifrix

o000

Checking if your device meets certain <,
policy requirements.

I

1 ) Searching for EPA plug-in...

SNSRI A B RERSR M, EIFIREWIAAN IELEIFR, WRET IARBHEL JHR.
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cifrix

Access denied

Device does not meet certain requirements.

Check device again

If this persists contact your administrator and provide this 1D: L

() English  Privacy Policy
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IR ESHRS NIRRT

RELESRSERENRNEN, BERIUEEFFREPFERSELETRS <A H#ITIIH, X
FEEREREBIIMEEESHBNRLAFIRENEm, AEHEMMMANERESR, BELFRK
BHERATE. MR THIEEETREFWERLAFPIRENEIE, HHLESREM. FEM
FIEAEX=%, B2, UNEFRWNREAAFIEERHFIRITEMRE, Bk, EEEERERTH
HIfEHIgRZ M, SERANTRELSEIIR EEFHBIE. NEHE, BERERINER
MIHAE .

MRS E ERE EPA B PR, IRERRIKERLTE EPA R IR, uééuﬂﬁ%’ﬁ\ﬁ%%ﬁﬁ
FER—TTHIIE, HETHAZEE P, SUKLBRLTEE

|2 RAMRART

1. &R Citrix Cloud™, ABMXEFXEHRZFHMILREE,
2. PEIGERESAT+, AERHEE,

3. IS RESCRAUIRA X,

4. EINEOP, ERXHEDE IEE,

B A& (/en-us/device-posture/media/dp-enable-test-mode.png)
5. BEEIAHERA.

HEFLESHRSENLER TERN, KRELSENRETR—FRIHBAUBIALLE R,
Mt #E L (/en-us/device-posture/media/dp-enable-test-mode-banner.png)

BRI UEEREESHERRBNAN. EXFAGER, BEHEEREES. RIEDHRE
%, REBPIKERDENEGH. FEMNEL, EEGATUEZEFIR BB LBUE.

EERR_ EEENRRI TGN

1. EIRELSTEL, RENRERDF,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 74



12%&1@\

PHESEXETROENEM. TEMNERBIELNIRERE.

2. BEERWAGER, RTEEESHE.

Home > Identity and Access Management > Device Posture

Device Posture

(Create device posture polices ta enforce application access based on the end user's device
@ Device Posture is enabled in test mode. Go to the Dashboard to view activity

IDashboard Device Scans Integrations

A Diagnostic Logs

Filters

is enabled (Test mode)

« POLICY RESULT | Polcynfe = ey Word | Last 1 Week
O Login Denied Results are limited to the first 10000 records. Narrow your search criteria for more relevant results.
Time | Polieyinfo | Policy result | Operatingsystem | Infocode | Username | stats
> 2024-04-0113:42:51 DeviceCert Compliant Windows N/A N/A ® Success
> 2024-04.0113:32:22 DeviceCert Compliant Windows N/A N/A ® Success
> 2024-04-0113:2901 NoMatchingPolicy Login Denied Windows N/A N/A ® Success
> 2024-04.0113:28:58 GeoLocation Compliant Mac N/A N/A ® Success
> 2024040112196 DeviceCert Compliant Windows N/A N/A ® Success
> 2024-04-0112:19:14 GeoLocation Compliant Mac N/A N/A ® Success
> 2024-04-0112:14:09 NoMatchingPolicy Login Denied Windows N/A N/A ® Success
> 2024-04-0112:14:06 GeoLocation Compliant Mac N/A N/A ® Success
> 2024-04-01121251 DeviceCert Compliant Windows N/A N/A ® Success
2024-04-0112:12.09 NoMatchingPolicy Login Denied Windows N/A N/A @® Success

)

ooooo

ETMM%F%ET%MW Ho

FEEFHIRREANERD

MRIKELZSRSERETFMERER, BRITUTESRUBANIRMER

1. EENLE, FMEELESERBBYNRA X BEHE X H,
2. ERHEERERELESRERTHRER.

3. AEMWIAHER.
4. M7E, BEFSEESERBYEA X
5. fEFIAE O, ERUTEHNEDL,

- FARBA TERREES
- RIEBMAFNTREFREIER

6. mLEIAHEA.

ATIEIFERER

MUERDTERE~ R

EMW&ETLF@EFET,ﬁ%ﬁ%%fﬂﬁ&i¢ﬁ%h%£u,JF@WE%&%ﬁﬁ,

BEREE EMRBEXPERAREERES &

iﬂ%%?&o
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REES

o FNMHRIUTERE RN ZE, SEYEFREENRE, EURERFIRENREE
EFMRPRERITHATEIEAENTTN, XAEITMABAIRE, 532 ELIHR,
MR R, ELEFIE S LKA REM, IFRPASIBRREMAZTE. A
m, EEFHRR, WERREREELAR, AR ARRMERE,

o S, WERTVEERE AR, AIaeR HIVETERYEHAE, BIEFAMRLT
&, UmRATZEMRED T,
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B8 ERESZFFRARERE Citrix
Secure Access Endpoint Analysis (EPA) Z&

UhR 4

EATI D, EPAISHIZ Citrix Secure Access Endpoint Analysis iR, X NARIER] H i
Pz

BEARLOBTIEREETRS, BEEIPRIEZIFN EPA IRZAKEIR Citrix Secure Access
Endpoint Analysis (EPA) 2 P iAo

LaEl, 9B ESIRSEKRMERRERR—EERN EPA ZFiRhR A,
s :
G ELRBRES RS RHIT EPA BPIRIRATEEGUTMS ¢

o BEARAZER]
« BHEXFFH
- BRERTEIREESIRSZER

TIERE

RELZSRSSRELREESEEEFN OPRHET FONRE, RTAPZERARE P imRA.

« BESSRE | YEERRERBEXFRAN, RELSRSHITHAT :

BFmRE RELSRETH
RREZFIRNILE RERT AP RERA EPA & i,
B P ImR AT RERANIEE MPREHTHIE, REBPFHHREIALR

EPim, BEAEEARNERE, &, &=
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REES

EFmigE REREREITH
RERAFRITET, FAEFRLEERERT
Fo
RAFF S T RERANIRE TEH

- IMFERARFIRE | HTERIRERAERARIREEINN, FiEiEaffhsi TR RN
EPA & P imhR 2o

INRARLE EPAZFIHHEFHEIH, KERSRSFHEOTANET !

BEFmRE RERSREITH
REEZFIRNIRE RARIRTAR RERHH EPA B i,
FRAARIBRYIR & MPRETHER. RLARFHREIAR

ERm. BEAEEANRRE, B, &
RMERPIRIVTETT, FEXEINEERIEERA
Fo

7y

BEERUTHMHREFarRA, ERRERFRERN 24.8, RFREN 25.8

TRELTIRIEEEZEFSPEEBENRE, RFRSRSITAH !

BRI E RIETIFhRAIEER 24.8 AR RFhRA
KL EPA B i IRTREEHN EPA TR RTTEEFHH EPATF
- o
EPA kA <24.8 AR RFTIRAS T ARBIRFTIRA
EPA iR >24.8 (BRESH REFART IR RE R AR A
kiR A)
EPA HRZA == RFhRA RIFLAT RIFLAT
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HIRELESIRSEIAFTEEH EPA B IRAVHAINEEN, BEIMIERRIESIFRE, UHER
FRAMMRIEINEE,

I%E EPA & P inhR A< E T8 5E0
L SHE RESS > REDHE, AE0T 9,
2. B EPABRRBERATIT X, ARES GHE.
3. NFEIFE, HEUTEPBRAEATL —

» IRRMFRRIFTARE
« FIHMRERRA (H40, Windows /4 24.8.1.19)

4. B R1E

Endpoint Analysis (EPA) client minimum version

Select the minimum version of the EPA client that is required to be installed on endpoint devices.

Enable EPA client minimum version check

Platform Select Minimum Version

Linux [ Always use latest version N } View Support Matrix
Mac { 25.9.16 N } View Support Matrix
Windows { 25.10.1.10 N } View Support Matrix

On mobile devices, the EPA client version is inherited from Citrix Workspace app.

« EPA B URhRAEIESZR; FHIFIRPT HBMRA, HITEWENRZRA P ERXERA
EERA. ThERBRRIEBEMRAINEZNATEF R,

« BXEMNEFImRA, 1555 Citrix Endpoint Analysiss

EPA B iR A RAEEIEEM

X T EPAZRFIRD AKMRAER, BEZEUAT/IR
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REES

- DAEIE . FRPERREETIE (fl9, EBTF Windows B9 SCCM. &EAF macOS B9
Jamf) EEREF (&4 EPA BT %,

- fECIED | BIRESE N —BHIREXSRARZ S HHE P IREH,

- BNRZhEEHE @ MRERAWACERRIRAIRE, WERERFEAMINEERE R EPA
AR

- RAMRIE | BUHRBFNREETRSBEXINEN, ERREFRE, ERHRAR:
FRRYE P iRk AR

© 1997-2026 Citrix Systems, Inc. All rights reserved. 80



REES

EF TS

EEAAURARNSEZSRBNATARNEREE, AMEHEEERHEEZ2EE,

UaEl, 9B ESkSEEMESEETEREA, XMEIETEERRESDT URL NAREER.
EENZEIESRSs, EIERILBITIATRE

- HHEBERLATRNRE LSS,
- IRIBR PR E RN T R RRRIER & A
- EBHREZE, ENEEE RN E RS0,

Nz
EE/I/?\EIEI
EASTEIEXEARMNZE, FERATEN

« ZTEX URL ZHFAREATF Chrome Extension Premium (CEP).
« ZT{EX URL &A%#F NetScaler Gateway URL,
o SRS TEXIERE, EMNREXISEEN IS T IEX URL 5k,

- WEZFPALLGEKE—TIIR URL, ARNIKEZESIRSEAZE TIEX URL 3255, T XTEN
i URL EIAE, ENFRIFSELESIRSERER URL LATERS. XM EIFER
IEESIOERRIENR, MAZTINE ZRIAF 8.

BRESRSEZ TIEXEREFMARSSIELEE M Delivery Controller™ (DDC) 26.03 Fr A A
o

FoRFMF

o ZIFEMFTE : Windows. macOS #1i0S
« N EPARFPIHZFZ T{EX URL :

o Windows : fR7A 25.7.1.11 MEERA. THEFEEE,
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REES

o macOS : fRA 25.11.19 RESRA. TEFEE,

> iOS : Citrix Workspace RZFAF2F (CWA) 25.5.0 RE=mhRA (M App Store &) .

« M5B1T Windows. macOS 5% i0S U FEBIRE PP SR AER AR ZFIIL
&, FEEEEATRERNSRSEFGPEENRIAMTH. XXERETIRERE
H. &N, RARETAR THENEF in.

o AZRIHFE LHNEERIMFIEARER],.

o BAILUBTIGE RS NE LANEBIET £, HOEMNFEMETLXELTR,

s BEXEMMAREMEN, BEFRENX,

o Imsm FAY EPA B P IGAER TR PIEENMRA. MNREFIHERIBIRE, 8%
HiERTTEER. XF Windows BIER, IWEXREREL, ER EPAEFiHE Citrix
Secure Access™ Client for Windows 2505 48T —izo

o BRI BNE M AZZIIGEMNIEERETHE, BXIFMAER, BRI ERENE

o

ACE N RS URL

1.

Hfy{F3@3T StoreFront Cloud > i5ialEZE 7 T{EX URL,

A& L{EX URL(/en-us/device-posture/media/dps-workspace-access-urls.png)
ZIHRIGEES, BEERE Citrix Cloud™ HESMEIRELXSSMZFNEHBIFRER > 8§
25> 2R/igE.

2F1& & (/en-us/device-posture/media/dps-global-setting-multi-store-url.png)
BEEEERHEERS, ARRHRE,

EEAENIEX URL EERERIGEEH,

EEHRELESEERD, FREER.

ERIREZR S EED(/en-us/device-posture/media/dps-change-scan-preference.png)
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REES

R

« HASTIEX URL EAFRNIKEREETS AN, E4TAE T IIEX URL SIRE

B TR,
- RREFHERE, RARRTAFE 1-2/\WNAEFHITEMEIE, UBRERFRETE
HERRE
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REES

MeBESAREHS

P -

3| SIEM R4t

RELESRSEMHRSHILLEEMNEBHEIRE (SIEM) R, XEMEAIMUTE SIEM AEF51GHER

SIRSEXNUATRAEMS

- BiRBETIRSBXBFTEEMHEE,

< RELESHESEM, REBXRIEEEXRBIHMLIIKREESHER.

HMEGSHE SIEM RAEFLRNT -

« FIENLETERES XK. SRR EAEE SR,

« BPEHNZETERNRSIHIREE 2 K,
s ENEPUEEERZEER.

o ERAGERQNBENZ SR, USEMABALRKLOHINEE, FINNKERIETR. AR EBEX A

Yival s

« BEBSFFAF KA RY Citrix Analytics KF2IBIRIER S SIEM EZNN SR RHITASH X B,

BEXFMER, BEEUTER :
o REBLZESRESEH
o PHNERESRSEHHE
- TEEEMEHERE (SIEM) £5%
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12%£ll_.\

{5 DaaS Monitor HEPRIGEHZE S| H

RE] LAER I P @id Secure Private Access 3% DaaS E#E A NRIEERMES ID, 7F DaasS
Monitor FHFFRISEZ SR A/TEIR. HFIFES ID |5, DaaS Monitor EmTﬁf'r\lﬁlX&EF"ﬁHE’Ji
BRGBRZETHEEWER. Monitor R ETRRKRER, FHERFETBEITESKE,

Citrix DaaS™ Monitor ISR LESEH

RITUTTBRUERRELZSRSNEAFBE.

1. NRERBFIgE & BIRMEHELILMNRIERES 1D

2. &% Citrix Cloud,

3. £ DaaS BN £, BHEE", AGE LT ‘MonitoriEl+, 7£ Monitor Ul Ff, 383K 32 (i[H S
ID, AEERELHMER"

BXIEFEARER, 5

« {5/ Monitor HEBRIGE

Daa$S Premium o ® v
DaaS > Monitor Try unified search Search
=2 seare
<1 Transaction ID: # - = - _ Product Documentation
Status: Success Time: 11/18/2024 8:04 PM

Transaction Summary
Details of the device policy where all conditions were met.

Policy name CWA_0S_MeM_Check

Verify configured policies
Details of each device

¢ Policy30f3
Passed
e result @ Denied Policy name CWA_0S_MeM_Check
18 Nov 2024 at 804 PM ) 3
Evaluation result Passed
Policy result @ Denied
Policy conditions
Type CWAVersion
Condition crit >
Expected val 2321
Actual val 2420141
Condition result ° Tru

policy for this transaction ID.

icrosoftisManaged

1
10.0.19045.5011
® True

SR ED :

LIRS RIS FE ST
BERRBESENN SIEM BIESHRER
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REES

INEESHENMES

EEAALESIREESNRIREZREGRE. WIATUEEREEEENREESRE, X
RBSTENX T IHRARFRIE R G MEERENR, MIERIUEERERENKENEGIMRTS, 2
LT 2550 7 B iF BT (R4S

- Bl BREFABIEEREBERMRIBEANILE,
« FEM . REERE—IMHZ ML 2B REAENEEBRGIANRIILE,

EL4IFE | FREEARE NI KA LL SR FRIIZE,

& B LATE Secure Private Access 1XZ&#k # Identity and Access Management 128 F RIS EERS
NFRIR PEFIGEZSBEMES.

Identity and Access Management 2§l 5 PR ISR ESNERIR

HITU TS BIUEE Identity and Access Management 54| & Hi§EESNERR B EMEH,

1.

2.

3.

&R Citrix Cloud,
M Citrix Cloud 385, %% SHMBRER,
8 Device Posture > Manage, $Af5& & Dashboard,

Logging and Troubleshooting (HEIZCRMMELER) 92 ERSEEESIRSHEXIIZEH
-+

JCNO

BTEREESHENETEASHFARGR, EAIMURERIEER (G, FEHNEREHEL)
L3R,
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device

Dashboard

Diagnostic Logs (O

Device Posture

Create device posture polices to enforce application access based on the end user's

Device Scans

Home > Identity and Access Management > Device Posture

Integrations

Logging and Troubleshooting

Device Posture @

397

=

@® Compliant 162
@ Non-Compliant 113
@ Login Denied 122

Device posture is enabled

Last 1 Week A\

See more

RO LUERZRINESS R IE S M (AIINRRER. RBRER. BRERA. FL
1BEIg& ID) M biEER, Flu, EERFED, BB Device-ID, EHF
JE5A 6273, METS5EE 6273 H18% ID BXFAERE.

REETEES
P bR A M i

ES=ES

HAER.

WNEFE, EFFARESE, fnEHE

ID. 2R

~ (BaFEEE), A

KB, BEFIRNARFRA. TR

M Diagnostic Logs

Last 1 Week v

Results are limited to the first 10000 records. Marrow your search criteria

(F) Add tilter

for more relevant results.

G010, Monitog 1o view user session activi]

Endpoint Information

Tima Palicy infs. Pakicy result Oparating vyrism Infocode User nama Status.
2025-10-07 15201 Hard_Disk_Encyption_Scan_Windows Compliant Windows WA patestoopinvernekar @ Success
Time: 2025-10-07 15:201 Device ID: 52acle3d-07c4-403b-Bled- 256255645506,
Hard_Disk_Encyption_Scan_Windows User name: spatest.corpinvernekar
Compliant Status: ® Success
Windows ScanType: login
da44iatl.5091.4188.bbic 371014811 TcO TastMode: talse
103.14.255.9 SkipCheck: None
|nrw:do NIA OriginDomainType: 0
Description: MNIA ClientAppVersian: 248119
ClientLibraryVersion: 25612

Scan Configured
scanRasulExpinyTima

scanTime

Endpoint Evidence
202510-0TTIES0NT

2025-10-07T0S50NZ

HO-ENC Microseft Corporation BitLocker Drive Encryption VERSION

HD-ENC Microssft Corporation BitLocker Drive Encryption AUTHENTIC

HD-ENG Microseft Corparation BitLackor Drive Encryption ENC-PATH

100190411
true

E:\-oncrypted, C:\-unencrypted
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REES

R

« ClientAppVersion # ClientLibraryVersion FE9) 3 E = EPA B P imhRk A< ERR Ao
- BYHIFINMIELR, £S5 D URETRAREAF.
o MNREBIFBRHIFEERY, KFLSRES2ETR—TES ID, LES ID 7£ Secure Private

Access RSFINERMRFAIA, MRBETEBPFRNR, REAFEILLE Citrix SZ#FERM
HEZESE ID MR-,

BEAE

Windows &P im HEMTF :

» %localappdata%)\CitrixX\EPA\dpacCitrix.txt

» %localappdata%)\CitrixX\EPA\epalib.txt
macOS EFin A& T ¢

o ~/Library/Application Support/Citrix/EPAPIugin/EpaCloud.log

» ~/Library/Application Support/Citrix/EPAPIugin/epaplugin.log

ZE2IFIFIRHNERIR

PITU TS BUETEREELSRSNWBENES,

1. B Citrix Cloud,

2. 7% Secure Private Access féllt b, BEHEEE, ARREERFIR,
"BEIERABES R 0 B R 58S ESRSE X NiZk AR,

3. BEERESHBEUTERTFAGE. TALRERIERER (8. FEMMBREESL)
L3R,
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[Secure Private Access > Dashboard > Diagnostic Logs
< Diagnostic LOgS Go to Monitor to view user session activity
Diagnostic Logs (1947)  Device Posture Logs @
Last 1 Week ' ‘ () Add filter
| Device-ID v | [ ~(contains someval.. v | [ 6273] ) W +

Results are limited 1 Export to CSV format
Time | Device ID | User name | Status
2025-06-23 14... ingPo... Non-C i Windows 2d302471-3dc... N/A N/A 6273a9¢c6-ddS... aaa.local\ak2 @® Success
2025-06-2313... NoMatchingPo... Non-Compliant Windows dd33f310-4db... N/A N/A 6¢0ab353-ble... N/A @® Success
2025-06-2313... NoMatchingPo... Non-Compliant Windows 118eab28-1bc7... N/A N/A 6¢c0ab353-ble... N/A @ Success
2025-06-2313... NoMatchingPo... Non-Compliant Windows ecc2h35a-a83... N/A N/A 6273a9¢c6-dd9... aaalocal\ak2 @ Success
2025-06-2313... NoMatchingPo... Non-Compliant Windows 6bbc7c96-951... N/A N/A 6814abe8-00b... aaa.local\smil @® Success
2025-06-2313... NoMatchingPo... Non-Compliant Windows 0e041aa4-9bff... N/A N/A 6273a9¢c6-dd9... aaalocal\ak2 @® Success
2025-06-2313... NoMatchingPo... Non-Compliant Windows c8546095-a6... N/A N/A 6814abe8-00b... aaa.local\sm1 @ Success

IREESHREE

BJLATE Citrix Monitor 1 Secure Private Access ##lik L BB 5IREESRSEXHNUTHEE. *
FAREXLRE, BIEER Citrix ZIFEMIURIBAS 2.
o REEXINEECERIREE
REETHl I R i3
REEAIEFRAR/ZRXT
REERFIHRIFARER
REEAIER Bim R AFREE

INELESHIESH

REZSIRSEYSE (PHNREZRSERMEHADY) JUSHIZ2EERNEHEE (SIEM) BRS.
& Citrix Endpoint Analysis (EPA) & P imxd =147 Citrix Virtual Apps and Desktops™ 5§ Citrix
Secure Private Access HIRHIEFHITEBINERN, REMXLEEH,

« BEYINMANGE. BEIREZSREBEHHEESHE] SIEM, BEREZ2EENEHER
(SIEM) &R

o BEFATEIUMNESEESRSSHNEENARE, BRHRELESRSE M4
ETﬁﬁm—hﬁLﬁ*ﬂﬁF = 12%£IQ\HE£$73 ’ 1ﬁ |;é'—.|i//\li:ﬁ12 B &/L‘\H&%g%o

PSR LTSRS ES
R R A R TS R S AE RS F 5, LEHIRET Citrix Monitor HRE0HEHERT
B, ARG X RS AAERIE, SRS AT,
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REES

TSR ESIRS LR

BANR LG IHIAR VDI HERF ARSI RUF = ME :

1. MERWE : EAREESRSNTERNGEDERSE. NREERERTOMILER, W=
SARIEZ AL BIE,

2. BB : FHM BB #HITEMNEIE, MRFEREACESSMIRHEFER, WHHIE
IER M

3. MRERIAIR | LIRS RIA TR DFMER
o REEAEMKEMER | SAFNRE LT XOERREIZER, MNAEFIARRZEIR
o

- NREFEIME | RE—1TME, NBEFESMEHA Citrix Enterprise Browser™., 227
BiHNE P R ANIG R R P mTe Ko

Citrix Monitor PRI ELERRIBSRINAE
WBIE L EH, Citrix Monitor IR 7T BT RIS E LIRS K ELFRINGE, F IT FPAREDS :

« AP ID %HE5 ID MmEES, UHETHEHIIEREE.

« DITERBETHESER, AIIIRERE G, AN ERBEEMMERFEL.

- BIREFANGIMRE. FTHIEMSKHN L X ERERRBEHE,
ERRETHIE. REEENBE, UHITERARIZEL

« RAIERFHERSBHRKMES, HIRHEREERRIREXE UL IREAR,

IT F PASN T {sE RS R HE BRI SR TN RE

LFER DRI T B X MEHIREENESER -

paES S E T

BRAFPIRENES ID, UREEMAEXFSFLESKS AT, FEGMEREREIERRN,
HIERKERER,

BN, EERES D K, TIUEERELSNERBMER—FTILERY (EMHAEM) &
RREIRMAY. REGRMAKELSRSITEITE LT, SEFFmTHIE. REEFAERN
HtESFRER,
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DaaS > Monitor

< Transaction ID: d61b8781-2666-4339-8a4d-69869b427805

Status: Success Time: 11/13/2024 2:10 PM User name: dps0929@citrix.com

Transaction Summary

Details of the device policy where all conditions were met &
Policy name CWACheckWithMonitorEvent

Evaluation result Passed

Device Posture result @ Compliant

Last scanned time 13 Nov 2024 at 2:10 PM

Endpoint: windows

Verify configured policies

Details of each device policy for this transaction ID.

¢ Policy3ofd

Policy name CWACheckWithMonitorEvent
D 3
Evaluation result Passed
Policy result @ Compliant
Policy conditions
Type CWAVersion
Condition criteria >=
ExE 10.0.00
Act 2451029
Condition result ® True

EQ Try unified search ‘ Q Search

Product Documentation

FEETRIENAEMELE

HIREREMES, IT MU ERMBEARREESH, RSERHEENTUHAE S KEHKLINEE

BYFFHELEE

DaaS > Monitor

< Transaction ID: d61b8781-2666-4339-8a4d-69869b427783

Status: Success Time: 11/13/2024 1:26 PM User name: dps0924@citrix.com

Transaction Summary

Details of the device policy where all conditions were met

Policy name CWAVersion_Mem_Check
Passed

sresult (O Non Compliant |

13 Nov 2024 at 1:26 FM

EARHERIAR AR REESR

Endpoint: windows

Verify configured policies

Details of each device policy for this transaction ID.

¢ Policy2o13

Policy name CWAVersion_Mem_Check
D 3

Evaluation result Passed

Policy result © Non Compliant

Policy conditions

[EQ Try unified sear n | Q, Search

Product Documentation

Type CWAaVersion
Condition criteria
22.1.067
23556677
Condition result ® True
AND
Type MicrosoftEndpointManager
Condition criteria Is
Expected value IN raged Mi
Actual value MicrosoftisManaged
Condition result ® True

EEGUEEESTERBNE A RFERGESHY, ARIETHHAR L TXEEEE. R
REBBERLTER, RASEWMEE BRRMEEMS, AMIERRARERIR
M BTERES, BEMLRIEE T EUNMPLERIRER T HRINESER,

IJo Jtt%; &IEJ'_'\TL/(
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DaaS > Monitor

“» Transaction ID: d61b8781-2666-4339-8a4d-69869b427791

Status: Success Time: 11/13/2024 1:26 PM

Transaction Summary

Details of the device policy where all conditions were met.

Policy name CWAVersion_Mem_Check
Evaluation result Passed

@ Denied @
13 Nov 2024 at 1:26 PM

Device Posture result

Last scanned time

User name: dp! @citrix.com

[BQ Try unified search

Product Documentation

Verify configured policies
Details of each device policy for this transaction ID.
&Poliey1013 >
Policy name CWAVersion_CW_Check
0 1
Evaluation result Failed
Policy conditions
Type CWAVersion
Condition criteria »
Expected value 2109132
Actual value 20.55.66.77
Condition result ® False
AND
Type CrowdStrikeRiskScore
Condition criteria
Expected value 50
Actual value 20
Condition result ® False

EHFRAZRBE S T (FERKIE, EAUERSHEHEEMEN AP L TXEE LT,

Verify configured policies

Details of each device policy for this transaction ID.

Policy 10f 4 >

Actual value

Condition result

AND

Type
Condition criteria

Expected value

Actual value

Condition result

10.0.22621.4169

® True

MACAddress

in
00-B0-D0-63-C2-26
DE:AD:BE:EF:00:1
12:34:56:78:9A:BC
000(5e0053af

@ False

1234:56:78:9A:BC  1234:56:.78:9A:BC
01:23:45:67:89:AB  FE:DC:BA:98:76:54
12:34:56:78:9A:BC  +2 more

BN, ERENEEEET, RHETHFREZRIREER (ETEPER) , XRASHE
APEEC, XMACESBRGERNIR, #HMSHBARBEERFIEL,
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0SDomainCheck

Policy condition: MACAddress in

Expected value (10)

Q,  00005e0053af 1

REESHEMEIR

MR FRRITHERRFEEIRMEM, Citrix Monitor FEETRUTIFMAGER .

- AE ETOFE RV HEIR T,

o FEMHEBIRIERTERE, AINNRAERERE

DaaS > Monitor

v Transaction ID: d61b8781-2666-4339-8a4d-69869b427855

Status: Failed Time: 09/26/2024 3:50 PM L)

Transaction Summary

o An internal error occurred during the device posture scan. Please use the provided error
code to troubleshoot further.

Error Code 0x0050001

IS EESRSESHNT R

EQ Try unified search I Q Search

Product Documentation

Verify configured policies

Details of each device policy for this transaction ID.

®

Evaluation policies haven't been assessed yet because the device didn't
meet the posture check requirements.

1. NEREAFIgE 8 BIRMEGHRBIELRIERES 1D
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Access denied

Device does not meet certain requirements

Check device again

If this persists contact your administrator and provide this ID: 0d05fbcc-1690-48d5-9fd0-09fa415c8575 ID

2. & Citrix Cloud,
3. £ DaaS Bt Lk, i B, REHEL BII2R &I+,
4. 11 #8F FERPHAESE ID, REEE F4AEE.

i CitriX | DaaSPremium

DaaS > Monitor Q_ search
X
Search for
Transaction v H | 7 Q
12
@ .
Active Sessions (Web,Saas
and TCP/UDP)
LR CHlIS/2028 SEAS B 345 PM 350PM 355PM 400PM 405 PM 410PM 415PM 420PM 425PM 430PM 435PM 440PM

Data between 11/17/2024 3:00 PM and 11/18/2024 3:00 PM

Annliratinan 1ieaca £

© 1997-2026 Citrix Systems, Inc. All rights reserved. 94



REES

TR U EEESHENERERELSERNIIEFARGE. REITLNFREILEER. FEMR
MiBELs,

EEHE
‘BERE TIHRUMIELZSHBMNER, WTEM. FEMAELNER, METIE .
- I8 BPHSENRIERS.
o« JRERAH | IREETRBEHNBT.
° iIIME%% : ?Eﬁlﬂ%&/u%%a lZ_-.ZEEgEJHSZo
- RELSER  BTREZEDEREEM. FTEMEEWIEL,
ErAEediE g ERISERYETE],
KISk ERRE
‘B ERREE S IR MR ERNIFAESR, TE !

° 9&)”&%0
o RIGHY BRI,
o IR B|RYIEHE,

IEAE BT E IR SRR R IF (S S I TEIEHFIRH R EUE S 5.

INEESRETEIE
1. SREESREAAMMIRZ :

o IRFB AN R T LUK K MBI RE
« WEE KA X BYIERE.

2. ZBRYE

o RIERERITE, SRAUREN. FEMTHELE,
- NRZBERBEICE, SR TR

3. EERKIFE !

- EERAUEEREES ID WEMEERIBIIFAER.
o ERREMEEIFIKN KEARBYRE,

TEEM. FEMMELERNBERT, “KREES RETEERIIERERK MIZIUTE

l}l]]]'
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o HRBRALTR | I ERBRAIRAT.

« ID : SRESEYIFEINF.

« THMEER | ERREESEREBIEZR K.
- BRLER I ERRELSERES

o HRERSRA

o PR g/,

o FRFIRE | BT I ARSI AISRFo
o FAA(E : RESSRMHVECE(E,

o SERRME 1 Mim R URERIIEE.

o FULER I ERFRAHREIERKMK.

HIRAB
U I B8 SRR, FRRHIRRB,

R BT, 15 8 BRI FHELR Citrix o
RERFAE BRI B T AP R 72 M B HFR.

TREHTHRNEIRAE. SBREEMBERAER

# F5 HBIREHE HimE
FEEIEENACERIER 0x0050001
B&o
ToE s s, 0x0050002

ToER IR ERBR ak TRk 0x0050003
o

TERFIHRIFAE 0x0050004

/CANO

TENIERBIG R 0x0050005
iR,

TEFEIRELETIR 0x0050006
VBB,

#{E

BEZR Citrix ¥

BXR Citrix Z#¥

BEZR Citrix ¥

BXR Citrix Z#¥

BEZR Citrix ¥

BXR Citrix Z#¥
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Citrix Secure Access ¥ 2 34T (EPA) & P i
7 ZMAR

AEBNRT 73 & FMFR Citrix Secure Access Im AR IR ZIFH L. LAEIRNERER
FREMIEIEE Windows &5, UhE (KEFKREIRS) FAM (NetScaler® Gateway) ZBE,

EAEHEF, EPAFERIRZ Citrix Secure Access Iim 1 (EPA) B P i, XN ARIER] HEfE
Fo

Citrix Secure Access R 34T (EPA) B P iR AMAL S %

Bk BE FEE FEEE phR 2R WfrIECE

5 Citrix =ANAHY = = Bzh (ke Citrix
Workspace Citrix Workspace
™ W BIEF Workspace NARERZE
hi A< HR45 NABEFE EREFEIA
1) ™ Citrix
Secure
Access
Endpoint
Analysis &
Pk, 35
Citrix
Workspace
N RERF—
EEREHF
REo

BEE TEH
Citrix
Workspace
R 2R
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REES

WP

Citrix
Workspace
M RERFE
MEH (&
PN g
FEIE)

£

SCCM.

iRE

=ANAHY

ANAHIER
Z

=

=

= FHRE

i

ER

kg

B & (Citrix
Workspace
NRAERE
ARS3)

FrhERE

REE

WfAIECE

B XIFAEC
BEYE, 18
25 5
Citrix
Workspace
1z FAAZFF hik
AHRLE,

EE P RN
REFERE
(GACS) &
HafhEA
Citrix
Endpoint
Analysis ##
L BB
e

B X GACS
BB
58, &5
% = BB
GACS (&)

o

AERE
ACE GACS
(StoreFront)

o

B XIFAEC
BESE, 18
B[ Citrix
Workspace
N AERFE
HEH (¥
F s Rz
FEE)

BERM
Citrix &
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REES

WP

Intune.
Jamf S E1th
R EET
BxRRE

BF

FIREES
RSEHE
FigERE
EPA & i
&N

il
i

kg

R (R
SREIHIT)

WfAIECE

THZRERR
o

B X4
BYE, A
27 EH
SCCM.
Intune.
Jamf Sy EAth
HREET
BT E

2o

BITEHRAKhR
RHE i
REMFAH
BRI THEE
Blo X2
FHER SR HI
FRo R
RBFRFER
EHALEE
P, fEF
EEGIXR
TXKe B
0, ZEFF
ERPRI
TiB1T, H
BX®1h8E
BJRER AT
Ao

B X4
BYE, A
BRERE
NKEIRS
flEFILE
REEPAER
P ik A
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Bk e e FEFEE boad WAL E
a7 AHIERE = = = (R MPREET
g2l R EIRIT) IR, &
NetScaler KEARPF
Gateway '] REYFR
P B Pk, f#

AEERN

R&Zx, &
0, ZEFF
ERPRN
TiEfT, H
BREThEe
BJREARAI
Ao

B X I1F4EC
BESRE, 1B
BEIHEHS
HEER]
NetScaler

Gateway ']
Fo

FHRES R
WFEA DR MEESE

5 Citrix Workspace N BT iR A< HR 45

Citrix Secure Access Endpoint Analysis & F x5 Citrix Workspace N FIEF4E—iC,. Alt, &
LY FH2R Citrix Workspace N REF2EBMRESR AR EPA EF i,

1. 7£ Citrix Workspace R 27 & 1TiBAHERER Citrix Workspace N FFZFRIRT A M,

2. B EBRED & Citrix Workspace T2 © Citrix Workspace N2 EhE#H. Foh T
Hoh&EEE (MDM) TE,

ERELTEF, HWYPHY Citrix Secure Access Endpoint Analysis & FInZERFH. THEIH
1%1E.

SR . ciAMt, HENERE LS, REBAFBITRENEH Citrix Workspace N AERF.
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Citrix Workspace M FAT2fF BEIEH (BN AREFEE)

YUEZFIRNBEFREEHE A Citrix Endpoint Analysis plug-in B, Citrix Workspace N 2%
BhEFHARS SR Citrix Secure Access Endpoint Analysis ZF iR, BN HRFSEEGS
73 Citrix Endpoint Analysis plug-in, ©H&EFIHE Windows #ZEHIEHRAERA Citrix

Secure Access Endpoint Analysis,

1. fFIARFIRNAREFREEENG, WTx, B2 RELBNARFRERS (B) . MTXK
i, FESRE iBE:RBNAEFABARS (StoreFront).

2. BHA Citrix Endpoint Analysis plug-in LU#1TB5hEH.

3. MRECEBAIARA T FFREERY Citrix Secure Access Endpoint Analysis AR,

Citrix Workspace [ 2F BEhE#HARSSE1D Citrix Workspace [ FBHIZF BHIZFIRS BohF4&
RS R LR EPA B i,

EEMARARREMNFPI THERS, RLAF BT FTEAREIARE P i,

SR . slAt, HENIEREIRS.

£/ SCCM. Intune. Jamf HHEEREET EEXRRER
MFHEmR, SEARMUMEA SCCM. Intune. Jamf FEMIFEREIET B4 % Citrix Secure
Access Endpomt Analysis ZEiEF,

1. M Citrix T2 T# Citrix Secure Access Endpoint Analysis 223525

2. BIENHRERETERITIRRERER,

3. ERERIRER D &R RIS 2 ERERIFAFRVFEE Windows 185,

4. M Windows ZHIERENERFRHPINIEELERRA,

SR ¢ A, XREEIRE,

FIRERBRSZF S PIERE EPA T ikhRk4

FIRERSRSEF R, TIUNRERE EPA BPIRhRA, SITREMRANEFIHRENFTE
FITERED, RTRELRPREFAREZF o

1. TEISE NSRS IZHIE R, ¥ Endpoint Analysis (EPA) % F ik R AR A IS B 9 1E 1 B AR AR A
(Blg0, 26.5.1.7) » BXFHAEER, BBH BT IRERTIRESEIE EPA B imhRA,

TR, BITRIERAE P iR EM P RER THIET
2. REAP THHARERFARE P o
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REES

EREEANREZE, BN, REREAPKEINTET, HFEREEINERERAA,

WH AR TREBFENE iR, EARBHHITHIE AR

SRk XRm, HEMIHTE RS, HPRELAPEEREE S,

FHEHS L% 3] NetScaler Gateway 1]

IRAT LA Citrix Secure Access Endpoint Analysis 4 _E{f£%] NetScaler Gateway 17, &R,
M X iR~ AP TEEAREF .

EXERESRE, B8R AP LB NetScaler Gateway %R,

WHERICMNH R, RELAPAILIELZIRE, FEECTRERITHABERE.

EREEANREZE. &N, FFREFUBFARIZE, FERLENEAIERAA,
SR L AHEE, RENRERE, EEHERNNRETITN.

R EPA E P55 NetScaler MISERSRS S S ERNRER
FI

Y EPA B IR 5 EIRBIRSH NetScaler —iEEAE, IR HIREZILEITITR EPA EF IS
RRZAT NetScaler ;&1TARRIIRA EPA BEFIHHIER. XMARILAE R EER S E NetScaler IR "R H
P &% NetScaler ETF1ER EPA B IRARA, At hze, HNBIGHITUTREEX -

- MNREEHF EPARRBANBEENZHRIE. RSB MHIGUETM X EiIiRSZE:, BB INEE
NetScaler -2 F EPA B iHRIhRAIZES ], XAIMARE P inN AEFEIE (GACS) HigE KSR
ZRETFREFARAMN EPA B IHHEXTIRARIGE.

o RO LAfER CLI 3 GUI K EPA iRAEZEFNIZE N MR, XLEAIEERIE NetScaler 13.x RES
hRAS E =225,

o CLI : X BENSIIEM A S IIEERIARSS 2 EA CLI inho
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REES

o GUI @ AN X BHIARS 2 E GUlL, B X1FER, 155 24 Citrix Secure Access
B PR,

) CLI @ sy
add rewrite action <rewrite_action_name> insert_http_header Plugin-Upgrade

"\"epa_win:Never;epa_mac:Always;epa_linux:Always;vpn_win:Never;vpn_mac:Alw
ays;vpn_linux:Always;\""

add rewrite policy <rewrite_action_policy>
"HTTP.REQ.URL.CONTAINS(\"pluginlist.xml\")" <rewrite_action_name>

bind authentication vserver <Authentication_Vserver_Name> -policy
<rewrite_action_policy> -priority 10 -type RESPONSE
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REES

IS RESIREM deviceTRUST - 5R58BES

RPN ARRFMEBIERHEMEFTEN AN EFHESRIE, ENERSEN. T XENAE
i, XEAEHITE R P IRIEFRENER, Citrix IREZSAIRSH deviceTRUST ERES TR (Fi&
PIIE. MENRIER) RESEN LT ORRES,

BERESEEIBISFTESIRSEH deviceTRUST, SR TEM -

- ERIRFASEE L TXhE (EaeinE)

o deviceTRUST PEIGE

1 CifriX | Device Posture

Introducing X
Device Posture and deviceTRUST: better Benefits
oot o
together g oz
. . . . . . Over 300 data points Dynamic responses Take immediate action
Experience seamless end-to-end security with our next-generation endpoint solution, which
X o . X X - End-to-end coverage from Adapt instantly to posture Act instantly with precision
combines the proven reliability of Device Posture Service with the expert precision of start till end of sessions changes mid-session controls
deviceTRUST. :
Learn more §
Unified security lifecycle
e o e o R —— )
-~ cllrix Device Posture Service | | citrix_deviceTRUST
,,,,,,,,,,,,,,,,,,,,,,,,,,,, Y
™\ ™ o N
: Pre-authentication | & Enumeration @} In-session monitoring  cvAD/Daas only
B Devices 9 EE N\
DATA POINTS DATA POINTS DATA POINTS
1 Laptops -
BE Isit Microsoft Intune enrolled? m Virtual apps and @ Has the device security state changed?
) L "= desktops
[ pesktops © E‘e‘r’g‘ﬁ‘;”“’wd Citrix workspace & 9= Has the device left the approved geolocation?
)
- &y - Web and SaaS g ? i
- 93 From approved geolocation? 9 applications - & - B, Does the device still meet compliance requirements?
Tablets - i RN
@ 2 15 the domain recognized? ‘thgr::w Resource & (s the device still connected to a secure network?
Q and more. authentication) launch and more.
Phones
CONTROLS CONTROLS CONTROLS
Thin client
in clients £) ey login @ Partial access [S] Contextual m Contextual Contextual
\ J N ) \ ) | == desktop access app access configuration |
% \ S/ o /
Configure Device Posture Service Get started with deviceTRUST

Key use cases

Secure unknown devices Geofencing and location-based Version compliance Protection from unauthorized Comprehensive Data Loss

Validates posture for all managed or controls Ensures Citrix clients, OS meet version agents Prevention (DLP)

unmanaged devices. Restricts access by location or policy requirements. Blocks Al-driven data collection and Prevents USB, print, screen, and data
rules. access. leaks.

1B ELESIRSEM deviceTRUST WA B T{E

DUFER BT 5 338 & BAIET deviceTRUST MAMETIFIE R
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REES

FZ MR - EERNEILEE

RELSRSTEE—EHE, ERITHAP#ITENRIEZFN TR RENE, BEERAUEX
HEESRIGEIGE B, FIa0

« Citrix Workspace N A2 hr A

o RIERGhRA

- RE2RHERS (BESE)

« BT MDM R S TR AR

o« GEIEH

(SRR Z ;3

INRIEREREXLEER, WESHIIEFIRZAMEELEE,
aryl I

HAASHMANREERN, REESRSIRIEMBRERHREEREHETTIT. RS
REEHEEERIZENRBER, WRELER, NTHERIBREENIRETEHRBRERER,

citrix

Y

Access denied

Device does not meet certain requirements

Please re-enter the workspace URL. If issue persists contact your administrator and provide this ID: 93c276ee-0852-4€17-9¢35-9472039b3645 @

@ English(US)  Privacy Policy,

&ﬁ:%@mﬁﬁWtTKﬁﬁ

AR, REESIRSBIER P N S RPN AR R T LI S 2SS RU LR
1TRER, %ﬁmﬁjLME?EJ:'FSZBE%JUEB%EZﬁH&F%iE%EEJmEEEhHIﬂO
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7y

MRIKEEM, AP HEIFREENERNNARRF. MRIEEFAEGM, WELENBREFFIERH
feiEl, ENRIERERREIRS, FIANEEABIMatRaX H{&imThEe.

cirix Device Posture 29 aG

A\ Limited device Compliance v

Good afternoon, Avinash Gautam
Wednesday, January 21, 2026

£ - = - —
B - i
Allowed_All_Calculat ~ Allowed_All_Desktop Allowed_All_Notepad Calculator Command Prompt DT-VDA-Desktop-
or ONPrem
uuuuuuu
NON-COMPLIANT- Non_ iant_Deliv

NON i
Crick Info App ery_Group Goolgle_SAAS-App
Web Deskiop Web

REA : FEN ETGHIRTE

RIEREIE, deviceTRUST HEMRMHFSNZIERN LT hREZER], SNEERNEEIREES
BERAERS AR, deviceTRUST AENRIEHEEERE L TX, NMERRFELXEZLE
TN SEREI I TR B,

B © HigE L TIXRET (i, BmAKRZRIND USB AER. BAAE. EEE
RINER Wi-Fi. BERMAEAIE) , EERIUREREMMAERE. BHBRN S EHITTFRF

7y

RARPMNEMEEENRIE. TRIEHAE, deviceTRUST 1MBIEe—HFIMl, &&EFEIFREN
PEEER T RELENNEIRE. REIUBRRGIAE. BARIESEMAFAPIENERNE, MM
REFHFEE Mo
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Access Denied

Your device does not meet our security requirements. Access to the session is denied
For more details, contact your IT help desk

Disconnect

B/ ESIESE S deviceTRUST £/ FAH

BELESIRSE deviceTRUST £ 3F—XR5 X A, Hla0 :

o IRAGAM (REIHIESHEIRERANNBREFRAE)
o wIEE= (RIEBREMEZEFAIR)
s FERRERERT, fla

o IREBIRES

o BRIERZFIRIBVINEARIE - B shSEEHITINGMR. XHAFRAITE], LIMemIRIEEKXEA
P (DLP)

o £ BYOD R RIPARIMEIEEE RS-

XETREEEE RSB AT ESHRRRIFHFRGIME. RERPLHRIP &I EBIE,

hRAES R

WERRBTITEMANIRIERSZM Citrix Workspace FZ T2 (CWA) kAR I& & F BE1A R 2 IRo
ARSI B 5 2 R SRR RiE R, MMRHMERITAN T REHREIXPL,

5

B XIFARRBREES R, BERILEE,
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REES

Hh IR A=

RIEIRERIRAERGIN N AREFMKREAYAE. f, NOTFAEHENERINBTDRE]
8], Q0SRI%E T A5 NHEE TR ER,

B XIFANRBEESE, BERILEE,

BIELERENRS

RERHRE  RERSRHR—MEMZ K, SBTHERABREL. RRPIKEFEE
ERRMB AR IEHEGEEWVERR. XEDS. ESXBYODIRFLNER, RAEXLERF
BHRTAREIRE G,

BXFARRBREESE, BEHLLEE,
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BRI

AEFRMEE X RELSRSKE. FENEREAENER. EFRTE EXED PFEXHKRER
&, HEA Citrix REAFP RSN PEEN S Xo

BELE

Citrix IREFESEF AR BIEIEETE AWS M Azure TARS P, XEHIER & HIFI T XIELSEIA]
REMITR -

« AWS

o EERER

o ENFEFER

o BN CE=%t@)
« Azure ==

o E[EPEER

o FUMPEEER

o MM (FrAN)
o EEFRFED

MUTFRIRSEE. o7l BEMEAHNARRE BT,

* Splunk lRSATFRAEEZEMBIXBRE, NREEMX,

« Citrix Analytics Service B FIZHIAFIARIEE, BXEZER, FEN Citrix Analytics
Service Data Governance.

« Citrix Cloud System Logs fRSAFEERHITHE. B XFHAER, 1FEA Citrix Cloud

Services Customer Content and Log Handling and Geographical Considerations,

BB

Citrix Device Posture fRE iF R EIE R &@1d Device Posture Ul BRBARS . 1RIEIEERANFEIRED
BFE, WEULTEFHAER .
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o BRIERGRAE

« Citrix Workspace™ [ FBT2F hl A

« MAC Hiiit
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« REIEP

o AMKRIFAELS

* Windows ZXEEFIFMER

« XX Windows BFTFAER

o XHRG - X, XHERENESREE
. %

N FARSFAMHRENETHAR, XRERIFBATRE

« ZF/FF ID
« %% ID (Citrix £ RAIME—FRIAFRT)
o IREZESHEEE

o IRRIRERIAT 1P st

BRI

Citrix Device Posture [RE ¥ HEA XEIZEHE LT 2 FIPEIBE IR,

U2

Citrix Device Posture iS5 BRI RRHE R X I BEAEHELEZPRBEEICEEN £ HAYE

BUERE

1RHE Citrix Cloud™ BIERERE, TP EEHIEREITHNEIE 90 XIEMARSS B,
A& B iR B AR S5 15 E RV EHE R EE SRR,

- BXFMMER, BEBIR BUELE, THROWHENFRERE,
* Splunk BERTE 90 KEFEAHRZMIFR,

o
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HNAEERENARE, BFRNBIES HED,

o EIERBEITHEA M Citrix Cloud 324 B E1Z415 1410,

o IGEREBIRSIZEAE BRI LIM Citrix Analytics Service Bf Secure Private Access IRSZ RS
Hh CSV X,

= \\
EX
s EFRARA B LEREFIKF #HITEEIEAEIE, ¢ Citrix ARITIRS MRS IHRINENE IR
BHRAYEERE,
HEESRSEXNEEIEE, SEEE4E. BE%. ERER. Z2MUATFNIER.
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