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XS 217 IEARSS 2209

LEARARIEX S B IIERRS R T & TR, BETFRESBMEEEMEBE S RIMNERFIIEE.

BEXHRMEENER, BEREEERIRE,

B &

Federated Authentication Service 2209 F3&E BE& £ BYa A,

BHlir) &

Federated Authentication Service 2209 #;%5 E40iR) &,

UTESERTEMBNESEMRIBIZES A

L3 .

A EMMREIMRAIERSRTERDR, AIEFEEEMTERIERS. Citrix TARIERE
B RE RN ERERIMRRIERMSHARE, BETREBERIMRFERINIL E5H
HIEMRZA, BEUENEMR.

IR

AR A EE & B A IIEARSS A BE R EARIBIA T XA E X R AR BRI NE = A4 -
« Citrix Virtual Apps and Desktops £ =715 (PDF T %)

« FlexNet Publisher 2017 (11.15.0.0) B9V 24185 (PDF T &)
« FlexNet Publisher 3X#4%M3t : FlexNet Publisher 11.15.0 B ERRIE = AT R4 (PDF T&)
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o Windows Server 2019, #ERRFEBIEFORR, UK Server Core %I
o Windows Server 2016, ¥rERRFEBIEFORR, UK Server Core %I

Citrix Bl f¥ FAS ZETEATIZHAM Citrix HHFHIARSS 28 Lo

Windows Server WiZZE{RiF. ©RERGHRIEMNIERAFAEE, RDIFEBAEARPTA
i, HEERERHRIXLE R IR,

« FAS PowerShell cmdlet E3K7E FAS BR%E 25 £ &% 64 fiI Windows PowerShell,

« EZE Microsoft AEPRMANME (ARLME) FEEM AR IER,

£ RANEBINA 3 BANERISEE™ M -
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B, B8R EAREEED,.
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TERMECE

ZEMIZEIRR

1. ZEBEBMRIEARS (FAS)

2. 1E StoreFront EIEHE A FAS
3. ECERfHEHIZE

4. BoELHRR

5. f£F FAS BRI HITIATIRME

a. BPBILBRNR

b. REIEHIMAE A

c. I FAS fERIERVIERMA A
d. BCEMN

e. J¥ FAS &3 Citrix Cloud (AJ3%E)

l-l-l N
TEBKA B RIRIERS
HBFLZLEE, Citrix BICHBEEBMEIERS (FAS) ZETEETAIRS R L, ZRSZSHBHNLRLHENS
I HEHI BRI B M A AL, FAS AJLUEE A T AN ¢
« Citrix Virtual Apps and Desktops™ L2 (MIEA ISO NEMGTTEMRRE LNBESEHK
JERARSS¥R5) , o
o JMITHY FAS REERE XM (AJ7E Citrix T& _EER MSI XXHIRED)
XL LI TR -
. BREBMHIIEIRS
BT 5% FAS EZERI PowerShell B2 7T cmdlet

FAS BEIBZHIE

FAS 4A5RB&IEHR (CitrixFederatedAuthenticationService.admx/adml)
IEPHEAR S
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- MEREIHEEE M EHETE

% FAS

BRI LUE R AT FAS AREIFThRA, FkaET, 1BEERUTEIN :
o HITRAMFHLREY, FRE FAS IRS2RIEBEELIFIRE,
o TEFLR FAS 281, 1BHAR FAS BIEEFIGE X .

s BRBEAEDE— D FAS RERTH. NMRERATERKEEMRIEARS StoreFront™ RS 35K
EifREMRS R, WEFPNTEESRHE N BER.

EFAFZR, IEM Citrix Virtual Apps and Desktops ZERF IR FAS TREF XL
FAS,

{E StoreFront Zfii_ /S A FAS ¥

NRIF(F FAS 5 Citrix Cloud &8 FERH, WAZELSFSE,

E1F StoreFront FEJE LS FAS 558, 1BUABIERAMKFEITLAT PowerShell cmdlet, 1R FEES
MAME, 182X s$StorevirtualPath o

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StorevirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider
"FASLogonDataProvider"

E(=IEEA FAS, 1BEERALLT PowerShell B :
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Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

Ao 3 (o2l 2R ™

NRIF(F FAS 5 Citrix Cloud &8 EH, WAZE S E,

E{EF FAS, i5¥¥ Citrix Virtual Apps 8f Citrix Virtual Desktops™ Delivery Controller Bgi& RS ER]
E#ES)ER StoreFront ARS32S | 3517 Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$true PowerShell cmdlet, 8PN LRRFHITRULLIRTE, TithRPEZ D Delivery

Controller,

ACiE 40 SRER

L& FAS [5, HAERRETRHIVARBRREHLARBPIEE FAS IRSHHNTEREER
(FQDN),

EERT

HARIERZEAY StoreFront ARSS 2840 IR EUFRYERIRIERIE (VDA) EBHEERI FQDN B
B, SIEARENRNANBEMIRSE SRS,

REEEN, UTFRAEFEAFEET —NEATFRAEITENNER, B2, XX EN, RE
StoreFront fR5525. VDA #3517 FAS BIEEZEHISHITENAERI4EREL FQDN %15%, FAS BIAJIEH
BT, BBRATE 6,
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S 1. 1T %% FAS BIARSSE: £, #% C:\Program Files\Citrix\Federated Authentication
Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx #1 CitrixBase.admx X {4 A Kz
en-US X%,

@ - P | . = Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | | Search PolicyDefinitions )

. ~ €3 . -
457 Favorites Mame Date modified Type Size

B Desktop L en-US 22/07/2019 09:04 File folder

4 Downloads || CitrixBase.adrmx 19/07/2019 12:28 ADMEX File 2 KB

?_—3; Recent places u CitrixFederated AuthenticationService.admx 19/07/2019 12:28 ADMX File 4KB

I (M This PC
W
3 items = =

BHIE 2. fHXLE 4 & HIR)EaVIRIEHIEE, FIFEMRBE C:\Windows\PolicyDefinitions 1 en-US F
XFf,

I8 3. 5517 Microsoft BIRIZHIE (MBHITEIT mme.exe) . MIREFEH, EEFE X4 > FRMMB)
BREEEBIT, I AEKR SRR

LURFAIRRNIRIEFAREIIREY, FEF N, AEIEFE RINTERE, 3, EuUERRIEENT
ERENIFBEEBEH AR — NS ENRBY R, ZRBNIANATFREBITZEM Citrix 204
(VDA. StoreFront k5525, BEETE) BItEN.

a Consolel - [Console Root] =-|o| x
&4 File Action View Favorites Window Help -[=]x]
¢ [@ = @@ Select Group Palicy Object [ x
] Conzole Root Mame Wl to the G Policy Wizard — | Actions
Add = J MM
Mere Actions 3
fou can select snap4ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Movailsble snap-ns: or on & local computer.
Snap-n ven | Lise the: Beowses buston to seiect 2 Group Policy Object.
FADevice Manager M o aeeea Poloy
G owce M
= ik Management Mer
DN i Group Palicy Object:
T Enterprise BT Micr = | |
{21 Event viewer Mir
I Folder Mier | E _
2 Group Palicy Management M owse for a Gre
[ Growp Policy Mansgement Editor  Mier
= Group Palicy Object Editar Mier d | DomaineOlUs [Spes | M
=/ Group Palicy Starter GPO Editor Micr chang - )
| PIntemet Informatan Services (IIS... Ma | | | Lookin: [ crtest net | mEgaE-
'%PWJ'“":TW | e~ Domains, 0Us and frked Grous Palicy Coiects:
i Mame Domain
Description: () Domain Corfrollers cridest net
This snap-n alkews you to edit Group Policy Objects whid E Defaut Domain Policy
of stored on a computer,

HR 4. SMBMUT T BEYECE/ R/ EEER/Citrix B4/ FRWIE" W BB 5 7 I0UARS K&
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File Action View Help

e HE 2 HE T

=/ Default Domain Policy [DW-DC.DIW.NET] Poliey ||T= thentication

i Computer Configuration o . _
w ] Policies Federated Authentication Service Setting

» [ Software Settings

< oy

Federated Authentication Service

> ] Windows Settings Edit policy sefting. |i=| Storefront FAS Rule
w || Administrative Templates: Policy definit Description: |==] In-session Behavior
~ [ ] Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your

Citrix environment with your Active

| Control Panel . .
> & Directory infrastructure to allow users

> -_:I Network to log in with non-Active Directory
|| Printers credentials (e.g. SAML assertions).
7 Server

5 [ Start Menu and Taskbar If you enable this policy, you should

» B System specify a list of servers running the

S Federated Authentication Service

> (& Windows Components identified by their FODNs (e.g.

[ All Settings fasserver.company.com).

5 || Preferences

w 4%, User Configuration
» ] Policies
» || Preferences

< > | Extended £ Standard /
3 setting(s)

HE¥ CitrixBase.admx/CitrixBase.adml #&1k 347 10% PolicyDefinitions X4 X5, BEEH
MIIEARS REEIGBEF 718 GPO LA, EF R 3 ZfE, KREFMNIIERS RIRIZENIITE
ERER > Citrix A% > FHRIE XHEFH,

SR 5. I ABRKSEMNRIERSKERHERE BBH. XEATFREE BR B, EoUEEPRES
FAS BR552509 FQDN,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 16
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B Federated Authentication Service O .

@ Federated Authentication Service T Next Setting

() Mot Configured Comment:
{®) Enabled
() Disabled
Supported on:
Cptions:
FQDNs
List the installed servers in y Value
e
FOQDMs | Show. o fas 1 citrixtest net]

OK || Cancel

OK Cancel Ay

I 6. HiA FAS IRS525HY FODN,

NRIFHEAZD FQDN, NIFRMIARF SIS VDA, StoreFront fR328 (RIR7E7E) # FAS
RS EBFTEIIMNINE—. BEIRNHEERISE,

BR7. 24 WBE REARBRASHNAARKENR, ErZEEHEDTEN (FMBSITE
17 gpupdate /force) FREFEREM,

REATA

ULEERSTERIF B0 VDA RIBFRCE—MUBIE, HRRHRENIES. FENMERFEE. 12
U /2 A U SRS S AR T QUIEBRY FAS SINAWRIEAERE, RIENIEBF AR, FSRREN
T

© 1997-2026 Citrix Systems, Inc. All rights reserved. 17
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@ In-session Behavior Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Dizabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process ~

Prompt Scope | Per- e 9 policy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

20 | -

] - In-zession Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BRAERIRE, HItIF FAS RIE#HIZEAF R/ VDA RIEFIETT.

BRI ZAILERRE, HELE FAS REB#HIZIET,

RTEE
INREALLERRES, RAEERZFNARTAPRAERTNARFERIIENIER. B=MER :

ERRE—ILEMRERZ LT, WRFFHRIRER.
BHERE—S T EESTHREFT R RIRETRER.
BRERE—AFETHRER, WREFNATRIEFNFRERER.

[F =By

SNRERALLRES, FERERHERRSRSE (UMWREL) . Fi0, NRIKEN 300, A
FEADHRER—RET. BENEN, SXMARERIRETAF.
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BT ISR TR
NREALLERES, SAFPMNERRN, EXEREEiAER, WIERHS BIRE RIS
BRBR LT, WFRFPRE Active Directory EREBNIERIEEE Ao

PE R FEEREERT VDA LB R1E,

ERBRE S MRS EEEG S

RE FAS BIBEHIRERTF AZHERE, (B PowerShell REIRHT ESHKAET, B X FAS
PowerShell cmdlet BIE &, 1EEi#PowerShell cmdlet,

FAS BIBIZH|81ER FAS W—EiD%&E, — 1 E#r (Citrix Federated Authentication Service) 1
B TR SER,

BREAEEZEFSN, ER5IRERA—TEE, ZIIZHBIEBER. REEBMANIGFHE
R FAS ERIEBIANA, Hp—LS BB UERRERGEETEFoh5To

FAS EIZHIBIAEZTIAM FAS RS, MNMRFE, ERIUERESE L ANEEDIHRS
BERIIZERS.
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another serverl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREIE PR

RE G 5 HMAR G M I B IRIEMRIE, FAS BT =1 Citrix IEPEREEB S FEA,

 Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority

« Citrix_SmartcardLogon

XEARMR A BIE Active Directory iR, BETEBERE, ARREHE,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 20
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&4 Deploy Certificate Templates X

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

BARAVEC B R 7ERE FAS 2RI B2 (certificatetemplate B9 XML XHRE], BEN :

C:\VZF X fF\Citrix\BX & Z {7 IR IEAR S5 IEBRR

ThisPC » O05(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates w 0
Name Date modified Type Size
Citriog_RegistrationAuthority.certificatetemnplate 1 ERTIFICATETEM G KB
| Citrix_RegistrationAuthority_ManualAuthorization.certificatetemplate /1002020 5:25 AM ERTIFICATETEM... 7 KB
o ;
_| Citrix_SmartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIRCATETEM... 3 KB
(

INRIERA REXERRGNR, BRERHLIER Active Directory EIE 51,

BEFLERR, EAUNSEIEREIAERFEITLLT PowerShell an4s -

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory iEH RS

ZEE Citrix IEBERG, HAE—TTHZ Microsoft Enterprise IEBM LN MARS 23 LA BTN
B X 20{aIERE Active Directory IEPBARSZEIFMER, 1EEIH Microsoft X4,

MRBIRAEED—TIRS R LA, BER REIEPMENG KLHEl]. &
PIMENAINRBI A P S IT IR,

WA BB EEIE

~

(GEBIEHR BT LAEA Microsoft IEBMANMIESIS X%, )

&2 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif Tl

The required templ  ImPortant:

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up a cert Publish

o - Citrix_RegistrationAuthority_ManualAuthorization
The authorization t{  _ Citrix_RegistrationAuthority

: ) - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
Domain Administrator.

Authorize th

) ] ) ) Authorize
This step can also be configured manually. For more information,

Create an authoriz consult the online documentation.

Certificate Authority:
Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 22
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RN S B 10 IEARSS

b5 B S5 FAS RUISA, BIRHEE|AERA Citrix_RegistrationAuthority_ManualAuthorization &4k 4
BIERIER, ARNELXEEELBZERNENMERMENAE,

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Depl_oy certificate tamnlatac Deploy

&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration
o Setup acert Authority certificate to the selected Microsoft Certificate

Authority. Publish

The authorization t The CA Administrator must sign in to the Microsoft Certificate

Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize
Certificate authority:

Create an authoriz

Create arule

Arule defines a sm
Cancel

You have norules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BERRXE, ENERE Microsoft IEBIMANMIZHI SR FHEIER 5%+, FHRKE FAS HEH
bk RUHEEIE K, IEBMANMEIZRAIE FAS ECEME: 2 BIMA SELIZIEK.

FAS EIZEHI B R BR—MURRAY e BN, EXEERER Mk 5 54,

£ Microsoft IEBIMANGEZFIaH, GRES FREES, ARNEBIERER WA = #5454, NR
ITEE WA, FAS BIEEHRERRIGER, MREER B4, EHaRERERER.
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code

Request Disposition Message Request Submission Date
El é citrintest-CA-1-CA = . — e

Tl b e e ool bR 37407 /3040 40,

"] Revoked Certificates 3 View Attributes/Extensions...
1 lssued Certificates Refresh Export Binary Data...

| Pending Requests

| Failed Requests Help lssue

| Certificate Templates Deny

<] m [

Requester Mame Request C
CITRIXTEST\FAS-13

Contains actions that can be performed on the item.

FAS EIEZHa =Bttt I 2 M Tem. XA RERE 17 6T El

&L Citrix FAS Administration Console - connected to localhost

Initial Setup ‘Rules

— O

X

Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

(.’ Authorize this service

There is a pending authorization request on Cancel request

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Deploy

Publish

Authorize

Create

Connect

ECEXL

FAS fERMNIRZNNAZ BT VDA BRMERNERRVETS, E{XH StoreFront #8R. SN
EIEE T ZIS1ERY StoreFront Ax5588, XLEARSZIRAILOEKIES ; AILUAKIEBRAFSE ; UKkt

VFEEFIEEE 89 VDA i BN,
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FAS EVEEQEMECE—MM, FAVBRIVERIE—Z2 N default’ IR, EABINBERT,
StoreFront TEELZR FAS BY=153K % F“default’ BIFL NI,

S U SIBEMBENXIN, L5 |IBARBMIEPERFERMANG, FREREAEERENE
MEFAPR, XL BT UL ERE N EAREA StoreFront ARS5288L Workspace £/, AR EIE
INACE StoreFront fRZ28, LURBIMERBEE XTI,

BEQE (SN ED -+ ERQUEMN) LUSshHANEIEBS, ZRSHUREIZMNFRF
B2 “FMNER+ ERERMANBHE,

&& Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default y E Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ESFREUTER :

Bk . BTFMA B PIEBRIEBER, XMWiZE Citrix_SmartcardLogon &k, =& 2 HIEXEHE
A (BEBREPER) -

IEBMANM © 5% B PIEBRIERMANAE. ERGARIEBMANE LS. FAS FEFRMZD
IEBIUR A AR IS ERZ BN A H T E, BEREERFEBMANMERS 2R ERAR 15
SENEBMANEER,

REARFER | AWRIBRERETUEFEBRE I UEERE VDA FER.
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o ARFERER" FRIN, #75) —IBNATERNENER, BRESHRIEETRIAIE
ZIEF,

- ARRERAER BEEFE—AFESNRIEERILIAER. KSHEFRRERIEET, M
VDA RIEFIHRINFR (PIRIRNERMMLsSX =) FILUER Kerberos 8RB R#HITIAIM,
FAFEZRIERIUES,

MRGAFEAWFRIERER, WEKTERRIENITHARKHTENETF VDA, BRfG, i
PRBBERAFN T NEREERUENAREFER. fiil, IREFET VDA RIEFF Web
fRSS23#1T TLS B4I8IE, M Internet Explorer BILAEARIZIER,

RS | SR AR R ERNEMEEITKEBIREME StoreFront BRSS8ITENTIR. HF
FREXENR, ERILUGINE AD M REH,

BIEHIRENZEMEXETE, YINEEEE,

AR

SNRITARF FAS ARS328 5 Citrix Cloud &5, NEFEEHREZESl, = Citrix Cloud EAED
FNEY, StoreFront iRIAPRIF#H 2K, EAJLUFE—FIN S Citrix Cloud 7 StoreFront #F&
ZEFEMH. &AM StoreFront (EAZFNIES, StoreFront IhRINRTIFAE .

ARIMPR (RIFETEBHR) ELEFAERNS. Eit, TRTEBBHAARITFERN StoreFront fRS528.
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

BRE! : FILAGER FAS BERAFH VDA it BHFIRURALGET FAS fULIEBRAFFIR.

« T8 VDA PR IFZISE ML VDA AJLUER FAS BRAF . VDA SIKREGA AT BN
- SEBEPIBAIFEIEE ML B A UER FAS B5 VDA, ARPAIRBRIAAEAF,

MR FAS fkE2:5 VDA TFARBEA, NMATESERIAR S,
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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=AM : $87RM Citrix Workspace #ZW S DT SN BB N 1ZMMN, ZE#E] Citrix Cloud BY, ZB[IX
EEZE AT Citrix Cloud BIFIN, EHER| Citrix Cloud &, EF B MM ERER Citrix Cloud S35
BYSERE B SARNI,

&% Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:
o Deploy certificate templates Tl

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Y453 Citrix Cloud

IRA] LA Citrix Workspace ¥ FAS BRZ5251% 33! Citrix Cloud. IEE AL Citrix Workspace X E,

1. EYIRIRE TN E PR &S Citrix Cloud”~, B3 &E#
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. EBREERINE, ARREE T

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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i 55 bl (X 32 fE Citrix Cloud,

3. BOETR—TNMH—EME, ZEAEHLMTE Citrix Cloud FFAE#ME, B XIFMAER, BEEHE
{8 Citrix Cloud EAH~ .

&4 Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESODAR

Summary

( Waiting for confirmation...

= a=B

4. EFMEMIEELE, A TAZIRPIEFFRENRRIE .
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Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

&4 Connect to Citrix Cloud — O X

5. NREA, EEREFIKF, ARREEEE FAS RSBNHRME, ST HE", AFXAHIA

B Mo

6. FEEFEMM TR, ERAIMEMNEZEHRMU, BHT—H"
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&+ Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

7. EHEE Y, B ST USER Citrix Cloud &%,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud >Efift FAS ARSS28, HIMEE/REEM Citrix Cloud Tk P RSB E TUE Lo
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WTH 5 Citrix Cloud BYZERE

M Citrix Cloud FRAIEFMIFF FAS BRZ28fE (W0ACitrix Workspace XE HAfih) , 758D
Citrix Cloud"# & 2A",
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=
AT RN SRS T ERTHESHRIERS (FAS) NS REBNEEEM.

BxXER

« FAS ZENINIRENETESERMNELZENEE X5,

- MEFRGH XERMT EE FAS FREWHIRE, UKiERE X B E HMEREWHNEMNXE
HYSERL

IEB A ECE

AXNABTEEBMRIIERS (FAS) SIEPMANK (CA) RE[EMNSRICE, FAS EIREZEH]
BALIFEPAZHECE, XLLEHBEER FAS 121189 PowerShell APl, ERITANX HREMHERZ
B, 1ENiZ%t PowerShell BEAXH T 2.

HEZ CA IRSZ2ELUTE FAS F{EH
AT TR SRR AT, 55 FAS BIBEE AFIE FAS LUSFHS CA |
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&3 Edit Rule — | X
Edit rule "hello"

Template Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
Access control Template available
Template available

Restrictions

Summary

¢ >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IREERIFRE CA ZRDA TR Citrix_SmartcardLogon IEHENR  (FEEFN IR ZF A EENR) -

INRIEFRZEERRIRD CARKMATFRIRNR, 158% CARIT IREIEBMANI T,

RGBS CAHIT BIULARS P8, RAELSRAEERIGER AT ERER
CA.

PRI TR ER

ERERZ CARSIRACE FAS iREB2:E, BPIEBERISERE EEERN CA RSB
Ko A, MNMREF—EAERN CARSEBLAERIE, FAS IREZFFUIES— 1 AT A CA BR

55880

HC & Microsoft IEBMMA MM LLETT TCP i5iR]

ZHANER T, Microsoft CA £ DCOM #17ihia), XTESEMEAAELZ SNl Ea S E 2414, Eitt
Microsoft 12t 7 —F i E|5a7S TCP IO E, 7E Microsoft CA £, 1A Fa>iETT
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>dcomcnfg.exe ¥TFF DCOM ECBEtR, BF i+EH>FEHAYEA>DCOM A& AR CertSrv iFR
T=, 7AIE%4E CertSrv 753K DCOM N AREFRIENM :

CertSrv Request Properties L?] X |
General | Location | Secutty | Endoornts | identity

DCOM Protocols and endpoirts

T default system protocols

Select DCOM protocol and endpoint IS

Select the DCOM network protocol sequence that you want to
=y~ &dd. Enler the endpoint detals and dick OK when you have
7 finished

Protocol Sequence Correchon onerted TCP AP w

Disable protocol sequence
Lse defaut endports
®) Use statx: endpoint 200
Use intranet range of dynamic endponts
Use intemet range of dynamic endponts

oK | | Cancel

Leam more about aefting these properties

oK " Cancel

BRI IARBHSALERFEE TCP i[OS (EEHRY 900) -

B EEH Microsoft IEPIMA N FIRISERIERK, WMREIETT netstat -a -n -b , BNZEE
B certsvr MAEIETEWIFIR 900 -

TCP 0.0.0.0:636 LISTENING
[lsass.exe]
TCP 0.0.0.0:200 LISTENING

[certsrv.exe]

TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:3269 LISTENING

TEAE FAS RS2 (ST MEMERIERMANEITEN) , K7 DCOM A RPC HO#HTT
MEMER. HEFPIREE[FH DCOM BY, EaEEEIEPIRS 23 L0 DCOM RPC iREZFHiEK A
ER DCOM fRE 25, Xafi& im0 900 T, #F B DCOM fRE 2518 FAS IREZ [ UNMHE

%,
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PR P IET

£ FAS RSP FERAFIERE, AFRPNERNEGREERER. A THAINEATNEHAENHS
N FAS BRSSERHUITIEIRE,

FREY Active Directory AP35

IERILGET B8 AD FHFFA A IIREFMERIXER (P10, .csv X)) KSFHEBLER, WX TRA
7o

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser @— MR cmdlet, BFEBAFYIR, LEANTOISEE—HiERESH, BT
5 B8 UserPrincipalName B IKZ&S 9 enabled”BIE P,

SearchBase 2#48/)\ 7 7£ AD F#EZRAFIEE, NREBSTE AD FRFRAERF, ITUERILES
B, AE  EWFREREEIAERF,

CSV B RKEXHF !
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Bl user_list.csv - Notepad

File Edit Format View Help

"USerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FAS fR5S35
LU PowerShell Bl A<3REX 2 814 AY B9 A R 53R F+ 612 B P IEB5I5R,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule
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39



KE B MRS

INRIEBZ FAS IRSS2:, FERPRIEBRERMR | —REERSHRF, Z—REXEZRBR
S5aaHo

LR ASE BB F & R default’ B9 N, sIREBEAREMNZFE (Fl70, “hello”) , REEXREHAH
1 $rule TEENA],

& Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default IZAU| Summary
hello o W

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

ST EMVADIED

INRIEFEERZ N FAS fRSSE8, 1ERJLILETT FAS BAGEBMAREMEERNAF,

TR LUER GUI EFIEMN FAS
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FERIA T EY

1. SIEFIEFGES | New-FasAuthorizationCertificate
2. IBTHENGERA GUID, BT RE] ¢ Get-FasAuthorizationCertificate

3. I FAS RSB/ BEFHIPIET . Set-FasServer -Address <FAS server> -MaintenanceMode

$true

4. MEFHIFZALES | Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. & FAS [REZEIBEH4E3P1ET | Set-FasServer -Address <FAS server> -MaintenanceMode
$false

6. WIFRIEBAYIZALES © Remove-FasAuthorizationCertificate

BEXER
. REARE XER FAS RENRBNIESERN,
- BRMES SHIIEIRS IS S AT BRI —
. BARIER R XEEERRE—X PN R,
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FhEAERIP

=T

IERTFHETE FAS IRSS 28 ERVERATUBUREEF. XEXBIFATAET FAS ARSS SR BIMLEARSS 1K 7248,
HERIMTIEARA FHo

FhEAEMRIEE

o 5FMAADIEPE X BXAYELER, 3RE Citrix_RegistrationAuthority IEH1E4R,
« 5EPIEP XEXAYFELER, KB Citrix_SmartcardLogon JEHER,

S5 LB RMSEMAIMIES | Citrix_RegistrationAuthority_ManualAuthorization (BAINERKERH 24
/\BY) # Citrix_RegistrationAuthority (BRIABEREERFHE) o

TEERESBMIIEARS (FAS) BIEZEHI SRV IRIRE AT FP R 3 |, JERHRNET, FAS AR
SHREER—TEBIRN, HAIEBIMANMELXZ—T 85T
Citrix_RegistrationAuthority_ManualAuthorization IEBRHEPEZIBERK. XE—MIEEHER, 2RIA
BEHEAA 24 /B, IEBMENMAEINE LIES ; EMEL SRR EEREIEBMANA _ EF5h
B, —BiEPMAL FAS fRS528, FAS J¥EH Citrix_RegistrationAuthority ManualAuthorization
IE B &hIREX Citrix_RegistrationAuthority iEF (BRINEXHEAFE) o FAS IRSIF1EIREN
Citrix_RegistrationAuthority JIEPf5, 2IIEMMIER Citrix_RegistrationAuthority ManualAuthorization
BYIEBFER.

SEMAMIES X BXRIRA SRS AR, A EMAIIE R REE SO IFAA L RRE AT MR R P ES
ENARERHIERIER, Fit, ZHIERERMASRTUENZEREAAFERTTFR,

ERILRRU T AN —ECE FAS RSB URIFILE, ENSEEALSNZEEN !
o SICEMVDIEBMAFIERBFAEA, £ Microsoft 183834 RSA Hl AES INERSIRMHZFEL

Microsoft Fi {4 ZHFMEIREIEF.

o HXTEMADIERAIFASE, FEATREFESIRR (TPM) SH B Microsoft & & AFEIRHIE
F ; StxREAIEBRIFAEE, EA Microsoft 38588 RSA 1 AES MIFERSZ IR HEFEF X Microsoft
RERIAEFEERHER,

o SIGEMVIMBERFMBFIEPFEAT, FRBEHEZEER (HSM) SR EIINERS HE BEE
IRIEIZERR LU HSM 185,
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FhAEcEIE
A2 FAS WUBRIX=NEM —, ERXARESRE

Citrix.Authentication.FederatedAuthenticationService.exe.config X, ZXEHERIAMIEIE FAS

R385 _EMY Program Files\Citrix\Federated Authentication Service {435,

<?zml version="1.0" encoding="utf-8"2>

<configuration>

<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>
<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ ——>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->
<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>
<!-- Specify RSA Key length —->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>
<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.Systemlog.LoglLevel” value="3" / —->
<!-- Logging: Event IDs to not log (comma separated) —->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS {RTERRSS BEIEHRENECEN o MIRER TIEMRIE, MHBREFISE) FAS FREEFIREEN,

f£ Citrix.Authentication.FederatedAuthenticationService.exe.config X4 RN T AIEEHR X E :

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderLegacyCsp (£ CAPI #1 CNG

API Z[a)tJ3z)

=
=

& AR

{E/H CAPI API

false (BRiN) {5 CNG API

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderName (E{FRIRHEEFLTT)

R

=] p=3 =4

18587 RSA 1 AES INBIRSZIREIZF ZXIA CAP| 1R

HER R AT AR T #RIA CNG 1RiftERF

R

ToRiREERMER A TPM ', EER, RIS TPM
BFRR®ER. N TPM BF EMYAER.
INRIEHNTEEBYLIFRHRITIT FAS BRSS 28,
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HSM 15 CSP/ZRSRIFMEIRIHEIZT

p=d 2

BEWER TPM MESW EERRFHNE, T
R ESZFFREBI.

B HSM iR, ZERMNEmR. R
IS REEBUEIMREFRETT FAS RS54, &
WIRRY HSM MRS, THRESZIFERIL.

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType ({X7f CAPIAPI B1E R T &

=)

24

p=5 =3

ZRINE. 18 Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B PROV_RSA_AES 24, BRIEIENF
HSM 5 CAPI & A HSM 5B
E, BNIRIEER 24,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (% FAS EEHITFATHIRIE
B, EREALAEENE) ZEFMBNTSHE TS, NREHZR, WRFER TPM BiE

fifio

TR

GenerateNonExportableKey

GenerateTPMProtectedKey

AR
AR AR Ho
ke FAEATEFH
MEARER TPM #ITEE, MABIETE

ProviderName #$5EH ProviderName (I
70, Microsoft Platform Key Storage Provider)

HITIEE,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (15 A FHAIGIER)

=1

2048

P

ZRiho WAILUER 1024 3§ 4096,
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EBEXHREUELARARTUT (RERAMEUTIEETR)

P[Z;;(iir “True” “False”
CAPI API (CNG API)
CSP ( i )
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider EnhandcicésRSA HSM Vendor HSM Vendor Microsoft Microsoft
an ) Ksp Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Key Generate Non Generate TPM
Protection Exportable Key Protected Key
Key
Length ‘ 1024, grliE:Wor 4096

ECiB 7 =B

A1
I RBIEEE T £ Microsoft B IHIFEIRHIZ FFEREMAIEBFAEEF B P IiEBFATHE,

XRMINNZEEERE, TRMANAEE,

=l 2

tERAIETRT @ Microsoft FEERFMEIRMIBFFETE FAS IRSESEREEM TPM FREGEMAE
IEBFAEA, LUKRAER Microsoft B AFMER HIEFFMERN A IEH A,

A ERIZIER FAS BRSS 8RR TPM BEARIE TPM HERAINETE BIOS RER, ARTE
Windows H#J#81t ; 1525 <https://docs.microsoft.com/zh-cn/previous-versions/

windows/it-pro/windows-vista/cc749022(v=ws.10)> .

fiEF8 FAS EBZHIS
FAS EBIEHI S TTERITEAIE DI ZIBER, FLRIEEAIALR DI EMVAIERFITELIED
FTHIEK, BUARENERT,
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HWITHR FAS IRERY, ERBIERERMKELEBMANEE, BERNKRS A (BEEFSIHR
HE 3%)

B 1. BEINTESUTITREEE B

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMFrotectedEey" />

SABEN I FAR

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —-—>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedRey" />

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel"” value="3" / ——>
«!-- Logging: Event IDs to not log (comma separated) —-—>
<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" value="" / —-—>
<!-- Logging: Disable Key Management logs -->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

it TPM [REIBEAKE, BRIARAKERN 2048 i, EHFRIEEENBEEZESNRBEE,
B 2 . E|HFET Citrix Federated Authentication Service M MBRE X4 HiEEE,
S 3. BRRS,

B4 MEBMRNMRSSFFNMAFRIENIERIERK, RECEMMIERE, EEEN SR
BEFFFNE 3 THTNEE, LY, EMVIEBBIFIARTE TPM RER, IEBEIAERERN 2
Fo

ERINEMVMIE PR T IEMEMEE TPM A, 5ERLT PowerShell t85, 1R FMIA
IFBHFLAEATERETE TPM &1, NIl PrivateKeyProvider FEXISE &} Microsoft Platform Crypto
Provider .

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

SB5 . FREXHHELOUATRE
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<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableKey"/>

RE FAS BILLERRESR TPM RIFESARIAFIES, EXNFAREEEMS, TPM BEHFEIEE

SB,6: S FAS, XFFEHIRSEINRMEEXHH RIRENRIE, FEERIBEIRAFIR BRI
FAFIERESR ; XEARERARRILIAFMET TPM R, MEEEA Microsoft G HBFHEIRMUER,

SB7 7L FAS EIEIERI S ER ML+, HiER RENRE PrrtmERE,

{5 PowerShell

RJLAERS PowerShell B&IFICEMAIES. XERTARLEHIEBMANBIELIERERE
RO EMTAIEPIALR, EREEER FAS BIEEH S #HITE L EMYIMIERERIER.

LR 1 EEREEEG TR FAS EZERE, NFERRANTR | ‘BB IEBER T IREIE
PR

&2 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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R 2 EEERMANMRS S L, RINEBER'MMC BRI, ARESE
Citrix_RegistrationAuthority_ManualAuthorization #&#g, FAF%F§ HIER",

R BRI, BRMAMERE. FIREIFR, BN Offine_RA, BXHERN 2 F .

Subject Name | Server | lssuance Reguirements
Superseded Templates | Extensions | Security
Compatibility | General | Reguest Handling | Cryptography | Key Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2| | yEErs W | | ﬂl | days

[ ] Publish certfficate in Active Directory

[ ] Do not automatically reenroll if & duplicate certificate exists in Active
Directory

SR 3 EEEPMANMERSESE L, FLEBMATA MMC EE ST, AREEIEBRR .
R, ARRTEMANERRIR . EFENRIeIZAIRR.

R4 1L FAS BRS328 _EMNELLT PowerShell cmdlet :
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

S5 BIE FAS RS 28 i ALLT PowerShell cmdlet, 7F FAS ARZZ 288 TPM 4 L RSA &
PAMHLBIEPERIER, | L TPM REIZHEKE, BIABIKEN 2048 (i, iBENIEE
SNBSS BIRKE,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>
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fgn

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
ERUATAR !

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

¢ WaitingForApproval

e Id GUID (TEltb = FA“5ac3d8bd-b484-4ebe-abf8-4b2cfd62cal39”) 1EIEE S BHhEMNE
S

« AIRfIE PowerShell cmdlet (PA—RIEBE", BT EREMYAIERBRIFATA,

3BTt cmdlet BY, 10ZE FAS BBt MECE X HHiEIE, UREBRFERENTHKE
(BRiNH 2048)

o BFELFT) PowerShell BB EMVMIEBFAIFIR(ED, -UseTPM IKEA $true, RS
AR EER TPM FrBIRE R ITERE,

« BTt cmdlet AR EHECE X FHRIEIKE.
- E/R4BE) FAS BB A FIEBILRR(ERE, FHER FAS BEIIF M H4HHIREEIE,

« HFASERSSSR& A P IEBUE R TPMIRIFBY A FIEBRAAR, el LURECES 4R
KeyProtection{E1& & J1GenerateTPMProtectedKey,

E]

BEERSERTPMER T BN, IBEEMREAXNE, EEFASHRSE EWindowsEHEHEH
BN AERF BE.
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14 Mone
16 Mone
15 Mone

(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bbe1-44af-8d21-

1159d364d82e]

R

Application Number of events: 3
Event|D Task C...

Lewvel Date and Time Source
14 Mone

@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore
@Information 22/07/2019 12:5%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:

False]

IR . 4RMHA2F . Microsoft Platform Crypto Provider”

SR 6 . REBIERED & HEIXARERT, HRESFAXAR M
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50



KEEMRIERS

E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

£ >
SR TFASHE%%EJ:B’JPowerSheIIEP%L)\LUFP\]%‘, FHEPELIERIERA TR M A
A

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>

N

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

ETRUTARR !

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

AT AT RE = I IEBMANETI R E O, HRFIRAGERMANMERNERT http (TAER) #0
DCOM ([EZR) Fft. aIERATA, 15i%EE DCOM &I
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Certification Authority List

Select Certification Authority

B

CcA
151 CG-DC-2-ER-CA (Kerberos)

Computer

https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

[ o |

Cancel

IBEIEBMANMIG, PowerShell £ RequestiD :

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des

ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

Certificate request i1s pending: Taken Under Submissien (0D
PS5 C:vUsers‘Administrater.AUTH> _

S8 TIEPWMANMARS S L, EIEBMANE MMC
K ID. AEARBIZIZERHERME"

SR 9. EFMANIERT

MER LT+, BEERBIXHE ., EBESHASER. BHT—F%

T Re HEIMINIMAZRIES (EK ID NPEED) o WEFTFIER, %F
AR TOERLL T ik
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() - Certificate Export Wizard

Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:

() DER. encoded binary ¥.509 {CER)

() Base-64 encoded ¥.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS £12 (LPFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (L55T)

| Mext || Cancel |

KRNI IR RIEEFFA - PKCS #7 iEH (P7B)’, HEXTERMNRETEE, QIFEPRES
NFREIEE

S 10 . [FSHAEEXHE E FI2) FAS RS2,
HIB 11 @I TE FAS BRSEZ 28 LA LLT PowerShell cmdlet, JEEMAIMIERS A FAS ARSE2S .

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcsTCertificateFile «<Certificate file from step 10>

flan

Import-FashuthorizationCertificateResponse -address fashsm.auth.net -Id 5Sac3d8bd-
b484-4ebe-abf8-4h2cfdée2cald -PkecsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

ETUTRE !

PS C:\Users\administrator.sTU» Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo8bec27@5 C:\Users\administrator.sTu\Desktop\TPM_FAS_cCert.p7b

1 74d4271f-c55b-4ded-87ae-1ff98bec27es

: [offline CSR]

1 978816¢d-8b2f-4695-8c5d-08bb7df1816b
certificateRequest :
status 1 ok
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EIICEMIE PR B RS EMEMETE TPM 1, BEALLT PowerShell é35. MIREMYIA
IEPHFLEATERETE TPM 51, NIl PrivateKeyProvider FERHIZE R Microsoft Platform Crypto

Provider

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

FB12: XH FAS BIEEZHIG, AREMENE.

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:
o Deploy certificate templates T

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Reauthorize

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AR BAULRS S B ERFE LIRS,

S 13 | EF FAS EIRER S PRMNET -+, HiwiE ZEMEE PR

~H 3

HRPEEFEE HSM FECEMVWIERBLAMAPIEBR. WRAREERE HSM. 1E/Y
HSM FFERRMERST, FIU“HSM_Vendor WERFIERIEIZR",

NRIEREEBUEIFIRPIBTT FAS BRSS8, 15EWER HSM BT BEERF .
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SR 1. TEAEEREGG#T FAS NYIRIRERIE, MR NTE | BB HER MR EILE
PAAAA"

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

S 2. EFER HSM HEZER, UBEER HSM Y ProviderName BN A, (0RIEH
HSM /A CAPI, MX#EAagESFHREEZERIIAINEIRSIREIZESF (CSP), WIR&ERY HSM A
CNG, NI rIE R I HRHIZFMMABIRFMEIRHIERF (KSP),

B3 BN ARBECEN M -

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor’s HKey Storage Provider"/>

B IER A AR -
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<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ —->
<!-— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -3

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel" value="3" / —-—>
<!-— Logging: Event IDs to not log (comma separated) ——>

<!=— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs -->

<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

A ZREER HSM 8 CNG, EItk ProviderLegacyCsp {HIZE N false, MIRIEH HSM A
CAPI, N ProviderLegacyCsp {EMNIREN true, BER KL HSM H X, UBEERH HSM
M CAPI X2 CNG, BIEEREM HSM HEFENY, THEIEXTT RSA BIEMZIFNERK
B, FlRAG, BRKEIZBERIRINE 2048 i, BRTIEENRAKESEERIE,

LB 4 . E|EIET Citrix Federated Authentication Service W MEZE X HEFiEEE,

S5 7E HSM LR RSA ZAX, @I BT FAS EEREH o R EIET -+ FRRECE
BIBIEPRERIEK,
SB6 . BWIFRBMEEE HSM AR, BHRE Windows EFBEFRINAREFRAE !

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

AR IRMER | HSM B EAEERHIZRF]

SR7: TUEBWANMEARS S L, EIEBMANE MMC &, EEEERERT R

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
@1&? ————— BEGIM ME...  The operation cempl... Taken Under Submission 0770472016 1404 AUTHLUCSHSMS

ARBEIZIERFERTR.

AR BALRS S RE B REEAERIS,
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&& Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

Create arule

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

— | X

Connect to another server  Refres

Deploy

Publish

Reauthorize

Create

Connect

h

S 8 7£ FAS EIRIZEHI o ERMUET +, FERLENIEFFmhRmEIRE.

FAS iEB7E68

FAS &R FAS Ar3528 LRI Microsoft IERBEFEREFMEEIER. CERAMRANEIERE,

BT EMAMERM GUID, IE7E FAS RS 85 i ALLT PowerShell cmdlet :

Add-pssnapin Citrix.a&ast;

Get-FasAuthorizationCertificate -address \<FAS server FQDN>

{5140, Get-FasAuthorizationCertificate —address cg-fas-2.auth.net
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

EIRWAFIERAIR, BRIA

Get-FasUserCertificate -address \<FAS server FQDN>
40, Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate

ThumbPrint : 2A81185BBEF8B69618@F5FDEGFACOFBEFBAEBS9

UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

fas.stu.net

5

£ HSM 7Z&FAEAES, HSM B 28181d GUID #RiR. RILAERUUTAEFREY HSM #EAFARY

GUID :

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

fuan

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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Uzer Fr"1nc1p.:1rl.=rrn- : joe@djwfas.net
Role : default
Cn—-r+1-F1c.:+--Dn--F1r11tin:nn : default_Definition

E |:I1r-.I.'.l'.:1'n- : 19/91/2818 @9:18:48

BXER
. REFRE B FAS RENRENTESE 21,
- B FAS EBIEHA S HRITIRS ARG — T T B4
- BRIEH R XEEBRRE—X TN E

ZEMMKERE

BEE B RIRIEARS (FAS) 5 Microsoft Active Directory 1 Microsoft IEBMA N ERER. EHFR
RABIEINEEMRFRP, HEAEESRISRSEM X BEMEN—FFHE R 2K,

ANEEL T BRE FAS IREBEEZEENLZ 2R, ©lfht 7 eI FE BRGNS INEE.

PR EREN
TESRT FAS BERERANEIBAGTRINA,

FAS BRSZ 23N SIEPIANMAFNIFIES SR —1F, WAANTEXBEMENN—ED. TREFE
th, Citrix Gateway # Citrix StoreFront @ {EEHAYE, BFHT ﬁﬁF‘%f’ﬁBmE ; ,\ﬂﬂ Citrix
Virtual Apps and Desktops™ 2B A%5| A FAS B0,
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Citrix

ADFS Server (with Federated Authenti- . . .
X Domain Controller
Web Access Proxy) cation Server

Certificate Authority

Windows Server Windows Server i Windows Server

e FAS Pe FAS User ueN
T.LS §eruer j Authorization ,‘ Certificate " walter@auth.local
' Certificate Certificate Template | Alternative UPN

FASUser @ FAS Autharization walter@adfs.ext
Signature Certificates . Certificate

Certificate ' Template

Encryption
Certificate
(not used)

Kerberos

Citrix Gateway StoreFront Delivery Controller VDA

Windows Server & Desktog indows Server & Desktop

VPX indows Server . v
TLS Operating Systems KerberDS ating Systems

Root CA TLS Server TLS Server | FAS User
§ Certificate f| certificate § Cenificate @ Cerificate

Gateway Server
' Certificate

ADFS Signature
' Certificate

SAML SP (RP)

High Trust Intranet

MBS R L

i%0 443 E£RY TLS R3P Citrix Gateway. StoreFront 1 DeIivery Controller™ B4z [B]HYE (S,
StoreFront RSS2V ITHIIEIERE, Citrix Gateway HAIEZ &L Internet /8 HTTPS R 443
FRpEEE

StoreFront fRZS 25813 im M 80 EAMEE SR IRIER Kerberos BXR FAS BRS535. BMRRIEFHH
FAS ARS523HY Kerberos HOST/fqdn S 134K StoreFront IRS38589 Kerberos B &0, 1tk
WEIAE f— D — R MEE3HB AR, Citrix Virtual Delivery Agent (VDA) B & B P EE b a1,

Y HDX &iEi%E#EE] VDA B, VDA t@idi%O 80 B FAS IRSS85. S1RIIEER FAS IR 2589
Kerberos HOST/fqdn B34 K VDA BY Kerberos itEHE 7. b4, VDA At ERaH" FEE

WIEBEB A,

Microsoft JIEBIM AV K12 ER Kerberos HAL0IERY DCOM #H1Ti81E, 1Z DCOM rIUEEE RfE
BERE TCP %O, IEPRMANMIEERK FAS IRE [ H— T BHZREEATMRIBIEPESRB CMC

izl
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RSS2 B AR A

B A BHKIERS [in] 3R B StoreFront™ #1 VDA Y Kerberos
over HTTP, [out] DCOM % Microsoft JEH 1
A

Citrix ¥ % [in] RBZFIHITENB HTTPS, [in/out] /3R
B StoreFront ARZ588#9 HTTPS, [out] HDX %
VDA

StoreFront [in] 3R8 Citrix F* B HTTPS, [out] &) 33{71%
HI28H9 HTTPS, [out] ] FAS B9 Kerberos
HTTP

A1 HI2R [in] 3R B StoreFront ARZ525HY HTTPS, [in/out]

¥ B VDA #J Kerberos over HTTP

VDA [infout] 2k B3 HI2REVEE HTTP B9
Kerberos, [in] 3B Citrix [N X BJ HDX, [out]
Kerberos HTTP E] FAS

Microsoft IEHB 47k #1443 [in] 388 FAS B9 DCOM M& %

Citrix B BRIEIRSE 5 Citrix Cloud™ 72 8By
PREIAT FAS 438148 A A P 0K A R AR AR SS0K  S TE1 L0 R bk

- FAS BEEZFIE, EAFKAT

*.cloud.com
* citrixworkspacesapi.net
o MRENIFRRERAE=ASMIREER, NHERFZEMtE
« FAS AR5, TEMEARSIKAT !

*.citrixworkspacesapi.net

*.citrixnetworkapi.net

INRIERIMZA SNBSS R, 15EA FAS BEEEHI ortutEcER P A, 15, BHREER
netsh B 3Ll T B ACEMLEARSS 1K BYL,
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ZE2ABFEM
FAS EEEMAMIES, RIFEAKRENIAF BEMAIER. Fit, HEHEHR ERBURE
FAS BRS5 28 HIRFIHNRIFEEE,

TR
FAS @33 7 YISk & P IEP. Microsoft iEBIMA MM IFEREI AR, IEPIRMRIL
BoEM IR U A EMAIERHIREF,

Poiicy Module | Bt Madue
Enolment Agerts | Audtng | Recovery Agerts | Secuty

For more information see Delegated Enrollment Agentsd
() Do ot restrict enroliment agents
() Restrict erroiment agerts

Enrolment agents:

ISR UE R A IERER AR -

o JEMERSRINEE FAS RS 25,

o IFBERFIFRNEE FAS &,

o BRI SE UFER FAS R, a0, &EFFELE FAS mEIESZRIFE P AP AP M
RiEH,

RIS RECE

0 (/zh-cn/federated-authentication-service/2209/install-configure.html#configure-rules) 3843 Pk,
IRHERE— StoreFront ARS5 887K, XLEARSBFEMAIE BN REER A FAS FBEAF &7,
B, ERILARGIEL A A RERIGIES, URkMiTe ML VDA i+ BH#ITE M, WINEER
& B BB EEIFRAE Active Directory SHIEBMEZ N EZ 2 INEERIH o

© 1997-2026 Citrix Systems, Inc. All rights reserved. 62



KE B MRS

BAAE S

5 FAS BRSZ23M PR B BEEMERE im0 80 #HITHHE H 2 I9IERY Windows Communication

Foundation (WCF) Kerberos FI4&i%#,

BHAELE

FAS #1 VDA FHERE A Windows E4HE. XA TFHEENEITER. (/zh-cn/federated-

authentication-service/2209/config-manage/troubleshoot-logon.html#fas-event-logs) &8935 H T &4

MERBEMHBERE,

BHFR SRR

FRE®hA (2E FAS MMABYAFPIERRFAR) BMEMBRSIKF FREATETSHOFA, MRER

ZERRIEER, FAS SHIHERMEBEEHZEER,

B NNZRECE I £ FederatedAuthenticationService.exe.config XA E], XLiG B E X OIEF

AN A, Fitt, EMAFLAIA (B0, 4096 £, TPM fRIF) MiETTRI A IEBRUERRERY

KB,

ProviderLegacyCsp

ProviderName

reftE s

AR

BIARKE

EEMR

IMEEERIDANUTLA :

£ PN

IRIE A true BY, FAS fE/ Microsoft CryptoAPI
(CAPl), &N, FAS £/ Microsoft
Cryptography Next Generation APl (CNG).

A/ CAPI I CNG RIHIZFHILIT,

& Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B PROV_RSA_AES 24, [RIEIEfER
% #F CAPI B9 HSM B HSM B S BHE,
BN RN 24,

EHFAN IS H RS MNREARE, &7t
WEAREENTAEIR (TPM) ERFE.

RSA FAVEAREREAKE, ZIFMERN 1024,
2048 #1 4096 (EAIA{E : 2048) .
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e 2] RS
A EER EMAR L RHRIPIEBER
IEIE R FoEHRIRIGE
IERMANMEERR FoEIE B A
FAS BIE5 LZHEHECE FAS IRSS %
StoreFront/Citrix Gateway B2 5 ECER P SR
Citrix EEBIKE™ EER AcE VDA F#EHlgs

BUEERHERERAREERENARSE, MMARTFRBIRIETT ERFRIPRY.

HRIRIZE

E1ER FAS HEN @S AFRE BN RS S -> FQDN'EHRFRHITIFIN, LR FAS IRSZ S,
BFIRSINIE FAS ARS8589 HOST\<fqdn> Kerberos &9, FrEIE] FAS BRSS 2RSS 2R &R0
HE—%5 | EHG4EER FQDN EZE ; TN, StoreFront 1 VDA HFELZR AR FAS fRSS 88,

Citrix ZIFIFRRNFABEITENZ AR RS, WERILEIR. 1B FAS IRSSERTIRATS V)
0, THEEMRERNBIFREN,

Itt GPO WYIEFIRN X PR F R EFIEA FAS IRS23M FAS BIER (R/SIREIER) . HEERER
E£1=F FAS RSB EETFAE & AT EN FQDN £#5.

PR

WNRIEARAE(ER FAS BEMIRY Citrix_SmartcardLogon IEPENx, RILUEHREBIAR, ZIFUTEX.
ERRIEPBER

WRIZAEE % Citrix_SmartcardLogon URF & IRRVAL SR BinE, MM

o BIRIEPBRERVBEIAR, HFEEMRURFESENARIERB BT E,
 {£/ FAS PowerShell (e S EIE FAS, MARFEAEERAFRRE. (BEEAFRRAERNEEAT
Citrix ZRINERBFT. )
o {#H Microsoft MMC IE B iR E R 7Tk Publish-FasMsTemplate i % & RN, F B

o {#H New-FasCertificateDefinition fp S ECE FAS, HI&TE EHIENRZIT.
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R EMREE
ISR LUEBOEBRR P BB A,

BIMEREITH. FAS RBBIEBERPRIIZE, FAS REHEREIT ¥4 BEIEITIES,
UKL EBENE

BMERXLREM, FAS RZRRIEFIRIRFIXLEIRE, FAS IsZRBUHER RFSHILH HEUH
e EAERE AT,

ESUnE Rt
BNESXLERM, FAS RABBIEBRRPAIXLEIRE,

B X FAS IRERIEMIRE, BEH AR,

EERIERARNY
BNESXLERM, FAS AXFFE AR,

EREMHEREM
SEMERX LR, FAS REISIRIER,

Edy BRI
R MBSO LI BT & RV R SRS,

AR I AENT BREFRRSEL2R®, NFBUEBTEER.

ERL2REH

Citrix BIZESOXEIRE, BUXIIT FAS RS20V ENIK P HE 3RE 0 M AR FAS BRSS

AREHMIR, B2, SHAEBER—, Ga:

- DTFEERIEINHE AER
o AWEI F MR F IREUER
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Names:

8 Musthenticated Users
% Domain Admins (DJWFAS Domain Admins)
Domain Computers (DUWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

EREFALHERYE
Citrix B ERBESXLEE 4,

ZIEIREEAFE MUL Active Directory 15814, XRFEBUEBMANMEIERT BHFAZ AP
SID, X#E#T 5 R F Active Directory 1~ BI52BRST

RS SRR
RE Citrix 2, BMRFE, EILUERXEIRBEURTGERANRE,

ERMEEREY
BMESOX IR, XL B XN TATR -
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Citrix_SmartcardLogon Properties |2 N

General | Compathifty | Requast Handing | Coyptography | Key Ateststan |
Superseded Templates |  Exensions | Secunty | Server |
Subject Mame lssuance Requirements

Fequire the following for enmolment:
[_ICA cedficale manager approval
[+] This numbes of authorzed signatures: El
¥ you require more than ene signature, autoenrsliment is not allowed,

Palicy type required in signature

| Application policy V|
Appiication polcy
Catficate Requast Agent Vl
zsuance policies

Add...

Hemove

Require the following for reenmaliment :
) Same crienia as for enrcliment
) Valid exdating certicate
Alow ey based renewal [7)
Reguires subject inforation to be pravided within the cerificate
requeast,

= Cortrol ig dizabled dus to compatbify settings.

[ ok |[ Cacel || ooy [[ Heb

EUGRAIERY

A LUESOX LIS B, ZIGBHAED ) Windows Server 2003 CA (ZEMIfkA 2) . B, FAS
X3z #F Windows Server 2008 &REShRAEY CA, LA, a1 EFRR, FAS £ZBK1Ed 1% Windows
Server 2008 CA (Z2f9fkA< 3) 3 Windows Server 2012 CA (ZEHIhRA 4) MiREMIEMISE,

IEPMANAAEE
SEBIMEAIEIE R 51 FOEB L AR S5 SR B UL S SR AR

RIRIR
AT EIEBMAN A EEBIRIER I EE R HEVERMAIES, IEBMANEER RO IERE A
%R

—MEENRTEMER, TERE FAS IRE[ENLIFREMIDIEPIENR, E BIFTEBRVMA D
2. TICWMIER, IEBMANEEIER REANNTE TG EMDIEBIEKAVIRIN, FHlE RN
FAS AR 3389568,

BaAIEIR E

IEBIUR A EERER B IEBMANMBIMEHAIFIRE, TR LUERIE AER, IEBMAAN
HWEERAILUEE DCOM TCP MBIEMN, UERAE FAS fRSS2FEEIEKIEF,.
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SRR

AIMBER T, EECEMVWIERRYSE EE R UER I H R EAEBRREE A AP A IE
o WIERPREEM AR IER AN E IR IRE R A —BIFFIAE .

| G Mode

Ervolment Agents | Audtng |  Recovery Agents | Secumy

For more information see Delenated Enroliment fuentss
(# Do not restrict enmliment agents
() Restnct enmlment agents

Enrolment agents:

SRBRIRIRANEE I

NFEREE, FTUERBEXZEERRRENT RIEBMA,

FAS B8

FAS EBEZ L £IHE.

s&@iE ACL PRl StoreFront. FAFP#] VDA

FAS BRI OB HILE Kerberos M BT LA ) THAE ©

iR

StoreFront [IdP]

DU

XLE Kerberos kP ={E1E, AIEBEFBEIER
BE BRI, MNREF—MEFERIAR,
MAT LR FAS ER & FiFRY A P AU FNfE AR IIE
H,
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TiRlEE R
VDA [Relying party] XEZVFFIEIEBMAANITEN. EFE

IdP #RB TR, ELIbARZH VDA
KA X RGENBTSEEBR.

BF LEIETTHESIHLE A R AT LS IdP BT S, EE
B, XEIEBmENEe 2R FEMAIE R EIL
MEEES, 8%, BiFELIIRPRIZIE
BRI P IR A] B LESZ#5RY StoreFront K
FRPRIEA B E S ERER, FFE, Lt
ACL RMERIFEEERIK, .

BCERNY

INERZ/NMHIZHY Citrix Virtual Apps™ B¢ Citrix Virtual Desktops EREEREREIA FAS RSS2 B LS
¥, WMUWSBRER. SMHNEE—HPIMEE IR ; 55512, Kerberos 1AR1#EHIFER (ACL)
A LURIIACE,

EEBIE B A AR

B AR BRI RECERFRIERBERT CA. BRECE A e RIEIFREZRER AT EIR
SRAVIEH. AN, #MIRBIANES B A AT LURA L R ER B P IR E D RYIES,

RIERAN S A IRIEIES

FAS B AILUEHR AT RMRIEMEBRSAIEAFR RIERER. HIM, WETAIBATRERE
iR ER"ES, MINREERANEREBREERNER.

MEARIPNERKE

FAS BIERTILUN FAS BBE WAL AEHRERGH LT 2IEIR (HSM) HAEF SRR (TPM) A, Citrix
BNHTFZLERE, EVREMIMIERFAREMEE TPM B, HLEIEA B IE BB R I IERN—
o,

B, AFIEPEAIARIUTEMETE TPM 3 HSM AR, FREBIREUNINER A FASH", FEKEE
D73 2048 fiL,

=HEE
FAS frSSesietiF R EMEITNEMG AL, JRFHITMAREN,
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EEGANEETIR

FAS SiEIiZBIEIeE (MMEFH IR Kerberos) ITE, “AMEBEIRRA MK R FAS BB
Bt BAFMLEF IR,

Citrix B3N . Citrix ERISEEM VDA BIER

FAS B9{EB AR SHZ Delivery Controller 1 VDA B2 RHLZEIRE, AR FASYEIEGF 22t
T “Active Directory 3", Controller 1 VDA BIRAMN NN TS SEENREF, BAEIFEITNSE
HREE

—i% Windows IRZR/EZ L2

FRERRS SRV NT2TH T, HERETENAEMIRENRt. 2 X BEREMIRMARS 2L
REEVMERTENME, HEEEEMNEMNEMALER T,

BTN S4B EoNZ e tFEEREiT B8 L.

RDP 5 IUR T RINEE S, ERIENIBRT, BRIKFOMEREEFER, [N T
PIMEANEFVHEE R

BXER

« (/zh-cn/federated-authentication-service/2209/install-configure.html) 2 FAS ZEME BN T E
SERH,

« FAS AR 45MI7E (/zh-cn/federated-authentication-service/2209/deployment-architectures.html)
XERNE,

« Hh421EHE"XEE (/zh-cn/federated-authentication-service/2209/config-manage.html) X &

HN A,

MERETT &ER

FAS @12 —HATAHIRERAIIEREIT SR,
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@ Performance Monitor

Instance Parent Object Computer

— O >
(&) File Action View Window Help -8 x
e nE E= H
Perf '
@ s orm.anc.e Add Counters s
v [ Monitoring Tools
; &S Performance Available counters Added counters
’ :\3 Data Collector Sef Select counters from computer:
b :ﬁ Reports Counter Parent Inst... Computer
<Local computer = ~ Browse...
Citrix Federated Authentication Service o
Instances of selected object:
Search
Add => Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter

TRIG TRIRARNITEER. RIEFEURA, SN MRS 10 WEHF—R.

Y

FIERERIFKREY

IERITE

BAMEBERIERY

HRIEBEZHRIFKRITE

eI

BOMHILRRER

RiTHH

WA

IEBERIEROTFLEEE (UM HE
fin) , EAR—2HEIEETR,

RS SRS EENIERHE.

KESMIIERS SO A HIERBERIBER
HE, EAN—IHHNBIETR.

REXS MRS AENHLIEBERIENR
BE,

BRI BFIERERIEROTAE R
HEE,

KA B MRS S0 HHRITHIE R AIRIE
B, EAN—2HNEIETR.

KBS MIRIEARS IETEIRERRY VDA 1EH,
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B

&/ SRR

HEEE Windows &R0l

WA

KESMIIERS SO RRINERERIE
ROFGERE XEGRESOWHER—RX,
R —D R B BAH BENER
SEEAHHNAREFNEHEE KW,

AXNEET Windows EAFPERIERMN/EEEFERNRHUNBENHEIRHER, XERERMT

A RATHESMIIERMEIER.

IERM AR

Windows Active Directory 43P Z/MEREE, BTFEERSERAFPHESR,

o NTAuth iEB7EAE © M@ Windows HITH MWL, EFEMARFIER BEIRLIFEHE) FIEHM
AN AIBIETE NTAuth ZfiEh, BEEFXEUEH, 1BTE certutil FFEH5HA © certutil —

viewstore —enterprise NTAuth,

o *RIEBAFERERENE - ~8F, IEPERRGRERERMES, K, NRIEFERRE,
NFFAEITEN LR PEIERBFEANDEXEIER, RIEBBANTZETREFMETR, FIEE

“MMEBAIAITF NTAuth ZE5,

o ERIUEPT BMARE @ »*Windows FJLAECE M58HIIRIE EKU A EMIEBREE, 152

Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

AR

AllowCertificatesWithNoEKU

AllowSignatureOnlyKeys

AllowTimelnvalidCertificates

EnumerateECCCerts

PN

ZHEN, PSS ESERERFERY BEAR
7% (EKU)o

AIAMBER T, Windows R R0 IF RSA ##
BHERFA, EMSE &% Imikes.

ZINBERT, Windows £7#i% H 213 HARYIE
P, AN B ZHI1ZHIERS.

[E AR R h 4 & 12 30 1IE,
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RS i
X5091R "EE MRIEPAEIHE—RBF EEBIT (UPN)”,
HEABEEEENY, R FRFRFEE
H Windows &R,
UseCachedCRLOnlyAnd, YHRENT (BEEEEHRLIRE)

IgnoreRevocationUnknownErrors

o EEHEHIERIED | 2X Kerberos EEHAITHMINIE, FAE RS SELIE BAEN AT S IZEHIZR"IE
Fo AIMUERRITENIER T AFEMMC EERTRBIFRXEEFR,

UPN 4 FRH1EH R
BINARE BT EIE ALY B S s—b S AL (UPN)

Active Directory g UPN & #F

BINERT, Active Directory FRSTMHAFRHEREETER
\&It;samUsername>@\&It;domainNetBios> #1 \&It;samUsername>@\&It;domainFQDN> AYfaZ{
UPN. BIF1EF1 FQDN S22 7EMBY RootDSE &8, iHFE, B MM BILUTE RootDSE HFiEMZ
> FQDN bk,

tt9+, Active Directory FEIE N EEEE R UPN F altUserPrincipalNames, XLEEISERF
UPN Y LDAP %H.

#d UPN 2P, Windows B/EESRAIE (BT & UPN I#IERNSM) PEHRE
UPN, PARERER UPN, MIRXBCET, ESEHRI UPN, % UPN RIGERMEMT AMERIAR
it

IEHRGI RS

MFRIEBAEZER UPN, Active Directory RJLUEFETEx509certificate” @14 N8R FIEEH
NAHIER, ERLISERERTARR, ITEVAINERESALEYE GUABRT, B8N

)

RMET—ME, BRALMEE—TBAFKF, MNRIGERERE, HRFEBRIFEHRERILLT)
BEo

NRMPEFEZNE, FEBFRAHAIEER, N Active Directory rootDSE R#&7E IEFIRETARSSHY
LB, ZRSBEUTERFERITENL, HEBMFRE x509 IEBREIENEFMNE, LiTENA
BT {AREBEBAEE AR SEELAF K,
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PRI R AR

HIMFHA TS MYEGRN, EEMRGATFEMIIERNEIETSRIEEER, XFRIUERAMKE
%Elb\o

PRI R AR

Z52 ] Windows ER4FER Windows IH#ZEHISR#HTER, PILUEIEE Imhosts 34
(\Windows\System32\drivers\etc\Imhosts) 3RBEHI&E Windows 1+E A1 B EIHIZEHI2R5 3R,

ZABEEEE— NN Imhosts.sam" R B, REAS—1T
1.2.3.4 3 1ZHI23NetBIOSE ) #PRE #DOM: F 1%
Hrh+1.2.3.4" 2 “mydomain”ig 4 79“dcnetbiosname”BIFZEHI25 AY 1P bk,

BHEGE, Windows ITBEVIFERZEEERE] mydomain, HIEE, FiAFMEXIKE LA
&

pablinea =2l spegear b
BRE, Windows RIEE— MSDOS MiET =2, HPAUSERAFPNEZETRIZEE. EEEIER,
HEAMS echo WLOGONSERVERY E SRR

55 MIRIEE X B B EFEE e SR BRI B L.

B EZSEH

AIAMBER T, Windows IBZHIS B ATENIKA FiXAS. XALETHARBREERTLLIRE
PREZRERHITER. BRE, BERIELTE ARXHRERFNNEAHBEER.

=] Local Group Policy Editor [=[a]]

File Action View Help

o 2 B HE

= Local Computer Palicy ||| Policy - Security Setting
4 & Cornputer Configuration | Audit account legon events Success, Failure
B Software Settings 2| Awdit account management Success, Failure

4 [ Windows Settings

[ [ Mame Resolution Policy

zu| Audrt directory service access MNe auditing

2 Andit logon events Success, Failure
El Scﬁpt.s. (Start:n.lp.-‘Shutdnwn] 2 Awdit object access Me auditing
4 A SFturlk}fS{t'hngs. . [ ] 2| At policy change Success, Failure
44 A:.cc-:lunt PDIIEIES_ L] Auelit privilege uge Failure
. 5 iissmrden:q Poli | Audit process tracking Me auditing
b L@ Bccount Lockout Folicy | Auaclit system events Success, Failure

I+ [ g Kerberos Policy
4 g Local Policies
b Audit Pelicy
b 4 User Rights Assignment
p [ g Security Options

w7 Wimedmasie Cissssnll wdbb Ashssmead Camiisitg

© 1997-2026 Citrix Systems, Inc. All rights reserved. 74



KE B MRS

IEBRIERE

REIEPERME

NREEFIEBSHA DERIER (EFHA) , ERTUERNU T DX EFITIIE | certutil —verify

user.cer

EH cAPI BEIiER

EiEEEIZ AT EN L, ITHEHEEEIFH I Microsoft/Windows/CAPI2/Operational Logs /&

ABREFIER,

EA] LOEE L R /EMERIZES] CAPI HEIER ¢ CurrentControlSet\Services\crypt32.

E
DiagLevel (DWORD)
DiagMatchAnyMask (QUADWORD)

DiagProcessName (MULTI_SZ)

CAPI B&
ME

M HE

I mIE

X509 F5R

JOIIE S BR AR

HIRHR
SR

IEBARERE

i
AR (0 B 5)
EHimitas (£BMER Oxffffff)

BRIz iRk (B2, LSASS.exe)

PN

LSA i CertGetCertificateChain (a1 545
£)

LSA i CertVerifyRevocation (BZL5R)
FiFERT, IEBFIERAIETIER (CRL)
HAEE

AppData\LocalLow\Microsoft\X5090bjects

LSA JEH CertVerifyChainPolicy (G&5#4)

i

BReFIEBLEERITENMNFREIERNRZE
ERIRIEBEFMEPRIEREE,

© 1997-2026 Citrix Systems, Inc. All rights reserved.

75



KE B MRS

HixHE ik
IEPRENEEIR TAEMIES CRL & RISE R FEEREF

BY CRL, WISREEFIHMITARIENE, NRMELEE
KM BEH IEBMAREMEN B,

IEBEAHEIR ZIEBNERTER. fa, ErIsEERSE:
IEBHERIER.

Kerberos H7E
EEH Kerberos HEIEE, BEFEGESEARELAFITEV EQIZUT EMERE !
ACERTT BRin {& [DWORD]

CurrentControlSet\Control\Ls LogLevel 0x1
a\Kerberos\Parameters

CurrentControlSet\Control\Ls KerbDebuglevel O qiiii
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel 0x1
dc

CurrentControlSet\Services\K KdcExtraLogLevel Oxaf
dc

Kerberos H&EHHEIRAEEHFHE.
o B ANZEEIER Z300EBNIZIEBR 5121,
o LUTANEIRAREEEEMN, AIUREZK !

o KDC_ERR_PREAUTH_REQUIRED (AFE&IRIFEZEHIZZHERR)

o RENFEIZ Ox4b

EZERIEMTENAE

ABNBRAFERIEBEREY, E3EHI2SH TEw EMEANEERB.
o 1E1ZHI28 CAPI2 BE
o WEHISREEEE
o BHUERIE (VDA) Z2HE
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« VDA CAPI BE

« VDA RFKHE

428 CAPI2 BE
EEFERE, HiIZEHBR2RIDARENIER, HFERUTERNBESZEFEY .

Operational Number of events: &

Level Date and Time Source EventID Task Category

1| Information 21/06/2016 15:14:54 30 Verify Chain Policy
(i) Information 21/06/2016 13:14:54 CAPIZ 1T Build Chain

(i) Information 21/06/2016 13:14:54 CAPIZ 90 X509 Objects

(i) Information 2108/ 2016 15:14:54 CAPLIZ 41 Verify Revocation
G::lmfnm'laﬁﬂn 21/06/2016 15:14&:54 CAPLZ 40 Verify Revocation
@In!’nrmatian 2170672016 15:14:54 CAPI2 10 Build Chain

RANEMGAEEE S RIEESI28 LM Isass.exe 1R1E VDA IRIEAGEBMET — N5, HIIIHE
W (BIEHHE) o &R EREINERROR_SUCCESS”

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCESAFBTF18787ADAAADSCEFDOCCTS05C4 1 TEF.cer
[ subjectMame] fred

- CertificateChain

[ chainRef] [FFO3F79B-52F3-4C93-87TA-SDFFE40BI5T4)
- Flags

[ walue] a
- Status

[ chainindex] -1

[ elementindex] -1

- EventAuxinfo
[ ProcessMame)] |sass.exe
- CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4C76-9B1C-49FEDT786318F)
[ SeqMumber] 1
- Result
[ value] ]

HEHIRLERE

IR ET—RINEREYN, XHEBHRE 4768, HHEPEATIMA Kerberos ZiERFZiE
(krbtgt)o
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Itz BTEYH S B RARSS 2RI BAK A IEE iR RIss # T E M WL, ke ERERERBETH

krbtgt BYFA P IK P IEFE BB T RIS 2R 1T & 17 Ik,

Keywords Date and Time Source Event 1D Tack Category ~
'aa‘,ﬂudit Success 210652016 15:14:56 Security-Auditing 4624 Logon
2, pudlit Success 21/06/2016 15:14:56 Security-Auditing 4624 Legen
a:‘#-.ud'rt Success 2110672016 15:14:54 Security-Auditing ATES  Kerberos Service Ticket Operations
A Audit Sucoess 21/06/201615:14:54 Security-Auditing Kerberos Authentication Service
Bl Audit Success 21/06,/2016 151454 Security-Auditing 4763 Kerberos Service Ticket Operations
©,_Audit Success 21/06/206 15:14:54 Security-Auditing 4634 Logeff |
lEik,_;l’-.t.u:l'rt Success 2170652016 15:14:54 Security-Auditing 4624 Logon
L, Audit Success 21/06/2016 13:14:34 Security-Auditing 4624 Logon v
Event 4768, Security-Auditing *
General | Detsils |
@ Friendly View ) XML View
+ System
- EventData
TargetUserName fred
TargetDomainMName CITRIXTEST.NET
TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
SarviceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-302
TicketOptions  0x40810010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress «ffff:192.168.0.10
IpPort 453485
CertlssuerMame citrixtest-DC-CA
CertSerialNumber5F0001D1FCAZACI0F368T79CEECOOO00001 DT FC
CertThumbprint 23BCS5AFBTF18787ADAAADSCEFOSCCTS05C4176F
VDA Z£HE
BEEREHMRNE VDA ZEEKBEEEEM ID 7 4648 8958, JEE winlogon.exe,
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Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
b7~ VDA CAPI HER R T 3R H Isass.exe RN HEREMIIUEFRS, BTFRIESZESIZHED

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA RZRB &

E A Kerberos BHEIERE, RFEHESETRTEIR KDC_ERR_PREAUTH_REQUIRED (AJIAZ
B&) , LUX%EHE Winlogon 9% B, #*FA Kerberos BRI

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{5 windows E HEKA FAS

FiB FAS EM4#85 A Windows RAEREHBEE. ErILUER System Centre Operations
Manager (SCOM) Fr=fm, BiI It ERpYHZEM B4R IEM FAS RSB HETTIR .
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FAS IRZ BB IEEEIT?

BHE FAS RSB IEEETTT, Baliiz

Citrix.Authentication.FederatedAuthenticationService.exeo

AT T FAS IRSHIREZNE M. B X FAS EHABMTETIXR, BEH FAS EF

=
JENO

FAS TR S
UTEHETREN FAS REEFBIEEE1T.

EHJEZ Citrix.Authentication.Federated AuthenticationService,

ELS BHXE HEA
[S003] BIRR [{0)] PR FAS fRZE# AR
IREH [{1]] PR
[S022] EIER [{0)] MEPE  FAS RSB EIRELER
NIgEB X" &3
[S023] TR ({0} AR FAS IRESEHALER
BN F &E=to
[S123] ZREEA [upn: {0} role: R FAS ECERIESR
{1}] [exception: {2}] CA #PRBERLTHIN A
M E RAFPIEE, MitsE4
2TF [S124) Gk
. ZAFPNESE
IR
[S124] ZRAEA [upn: {0} role: H FAS ZIMATE
{1}] 7£ [certifcate CAEKBAFIERE
authority: {2}] EEWRE, R FAS
[exception: {3}] M4k FCET Z1 CA,
IEH FAS B=idms—1
CA ZHiEK,

&

EEIPEILT, FAS
IREBTERTES

ERo

M FAS 10.7 / CVAD
2109 iRt

EATF FAS 10.7/
CVAD 2109 R ES
R,

b= AT RERBFE
BCBAY CA BTIALE
B, WR FASEC
BRER HSM, N
KB EEEREA HSM &
EES T

Lt EHrTRERAA CA
TEEE TERTE
BX%o IR FAS idid
HAfEA HSM, MR
AJBEFRAA HSM Tk
EETE. LtREA
FAF#EBhIR B a5
S
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EfF

[S413]

[S414]

IEEMN FAS B

FHEXE

RBGEB AN A
(Fl {0} K) o iF
PIFMAGER {1}

BRAGEREIE. i
FIFAER {0}

EA

3 FAS #EZH0GEBEF
THREY, SERRER
ttEH, RINER
T, MNRTHOEBE
30 XRZHA, WX
Rt =,

4 FAS RBUEPEHA
BY, SEH%EMILE
o BINBERT, Itk
EHEEXRER—RK,

INRITE FAS & Citrix Cloud™ £&A, UTEERETREN FAS RS

E 4R Citrix.Fas.Cloud,

£

[S012]

[S013]

BhXXE

FAS IREZ AT M

Citrix Cloud #1785

ER

FAS BRSTTiEM

Citrix Cloud #1785

ERo. [{0}] EZi+4
ERUEEEZE S
FE

EA

b= 4R AT
Workspace (Bl
Citrix Cloud) HYEE s
BERNIER T

b= 145RER FAS o0&
M Workspace (B[l
Citrix Cloud) 2fite
RER, HEHEZ
BRERTEERADN
PSS

g

AL cmdlet Set-
FasRacCertificateMo
nitor FAEEINIL

B ; FSH
PowerShell cmdlet,

—Bi3HA, FAS %

EERFTHREFIE
B, HERERERFE
FFraR K,
BIEHIET.

&ix
T‘ﬂitHJtt%ffFZ“ﬁTJ,
FAS 2H0E (1)
BiE, 2 2

WTFLEFIER, Lx&
(3) REEEEE
Citrix Cloud,

FAS ¢3R5 Citrix
Cloud FYFA E#,
IteZE 3 ] BE R B R
(BIaNLE s pEDY
RIEARS 2R _EAVIERE

R EHARES) M
o A4 XFHENR
B, EHXAST
B RS RIEEE
=’ XRBIEETA,
FAS I EIEIRXER
B3I 5 Citrix Cloud
B,
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REEMH
TFEHRAREENHEEZIAER FAS,

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

=4 E=HE A

[S001] HIRIHIEL - B [{0)] A= S EFHEN FAS BIEE
Administrators BRIRE R B, BIAR&EARZE FAS BIF

[S002] HiR#IELE @ AP [{0)] A= ZIAERIENR FAS FLNEY
Al {1 NEEA ficE, BARERE FASE

R,

[S101] ARS52% [{0)] AWIRINEAE SXEEBARE%, BARE

{1} PAEBES % TARHITIEIRE. HBTE FAS

B B IR 1S eI B9
StoreFront™ AR%328 (WUABH&E
FB8Y Workspace) FiFmEeA

BF &4,
[S104] ARRZ528 [{0}] FRBEFRSEH UPN ZIAEEBAR B, BiR1E
{131 (UPN AASFHEAE [{2)] FAS MINECE, AAFIZAR
FER) P
[S205] EFAIFINHIEL - ARKF VDA £ FAS uiTER S
[{0}] REFMM [{1}] KWARFE TR, {B1EHE FAS M ED
a7 &, Nt1FiZ VDA,

FAS E4BE
THRIHT FAS £RMEHERTEE.

BEEH
XEEMHZ AN FAS RS2 RIECE BeRmMiZ R,

BEARE
[S001] A iR)#3EL - FHF [{0}] A2 Administrators ARV 52

[S002] IFIRIMIELE : B [{0)] F=AE [{1})) WEERA
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AEAE
[S003] BIER [{0}] FHEFRENIKERN [{1)]
[S004] BIEE [{0}] IEEMERRR [{2} and {3}] M CA [{1}] IERIZHGEH
[S005] EHEF [{0}] IEETEBUHE CA [{1}]
[S006] B2 [{0}] EELIEFAVEBEN [{1)]
[S007] BHEF [{0}] EETEEFMIEBEX [{1}]
[S008] B 5 [{0}] EFEMIBREREN [{1)]
[S009] EIE5 [{0}] EETECIZEFAM [{1}]
[S010] B 5 [{0}] IEFEEHHN [{1)]
[S011] B [{0}] EEFEMIBRFLM [{1}]

[S012] BIE 5 [{0}] IETECIERIETP [upn: {1} sid: {2} rule: {3} Certificate Definition: {4} Security
Context: {5}]

[S013] EIE R [{0}] IEFEMIBRIES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] E¥E 5 [{0}] IEFECIZIEBIEK [TPM: {1}]

[S016] BIER [{0}] IEFESAESGEF [Reference: {1}]

[S022] EIE5 [{0)] R ERIRE N X"

[S023] B A [{0}] FHEFEINIREN T

[S024] EIE5 [{0)] IRERFSITR N ez

[S025] B [{0}] RERFETI T mlas

[S026] BIER [{0}] IREE RA IEH N2

[S027] BIER [{0}] EE RAIEFEMER

[S050] BIER [{0}] IEERIEHNEEE: [{1)]

[S051] BIE R [{0}] EEFEH=ICE: [{1)]
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AEAE
[S052] BIEF [{0}] EEMIR=ECE
[S060] EIE5 [{0}] EEFRIERTEM. K6: {1}
[S060] EIE 5 [{0}] IEFEIBREREETEM. KH: {1} =ARSS URL L {2}
[S061] BIES [{0}] EFESTRTEM. FRAE: {1}, MR {2}
[S062] B [{0})] EFepi=iEM. HFMUE: {1} ({2}), MNWAF: {3}, FF: {4} ({5))
[S063] fE = EMHAIEI L 4 KRS iR, REN {0}

[S063] [S064] X = FAHAEI R ERHTEIR. FE N {0}

AEAE
[S401] IEFEHITECEF4K -- [From version {0} to version {1}]
[S402] &iR : Citrix BE S B R IIEARS B TUAMLEARSS B 1735517 [currently running as: {0}]
[S404] IETE5RHIERR Citrix BX S B R IR S BUERE
[S405] HEUREMEMRTIBEBIRER LK EHIR | [{0)]
[S406] BUEMEMERBNBIEERNTIRETHK CER | AFIEBRIR)
[S407] EF EMRMNBIBRIBIIMIEE, RAKIEEEER
[S408] TTEBELRECE -- [From version {0} to version {1}]

[S409] ZFZMECE LI - MinThreads M [workers: {0} completion: {1}] JAE 5 : [workers: {2}
completion: {3}]

[S410] ZAMECBE R - T7ERF MinThreads M [workers: {0} completion: {1}] BT : [workers: {2}
completion: {3}] ; XAIRER R M FAS AR 20Vl fRZa1E

[S411] Bxh FAS ARSSETHIEE © [{0}]
[S412] EEEFHRZERK -- [From version {0} to version {1}]

[S413] AVEBERHIH (IR {0} X) - EFFAER : {1}
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AEAE
[S414] B#RGEBEIHE, IERIFHER | {0}
[S415] MBGEBEETH. BIER {0} Naldl. FRIEERTE {1} F#IT
BB HWTE
LR EEINRSBS AR BERE, XLEEHRTE FAS RS2 LE1THIER.
AERE
[S101] ARS5 4% [{0}] EANFEAE [{1)] RIS SR
[S102] ARZ5 28 [{0}] REEETE UPN [{1}] (R&: {243}
[S103] AR$525 [{0}] 3EKT UPN [{1}] SID {2}, {B&E#IRE]T SID {3}
[S104] BRS3 2% [{0}] REEMTS UPN [{1}] (B [{2}] RAIFLE UPN)
[S105] AR5 28 [{0}] MK T FAH#TE [upn: {1}, A {2}, T2 LT3 [{3}]
[S120] IETE[M [upn: {0} BE: {1} Z2 LT [{2}]] AIES
[S121] SFBEH [certifcate authority: {2)] & %4 [upn: {0} role: {1}]
[S122] 4 RSB e E [upn: {0} BAE: (1[E9FIERE {21,
[S123] ZRAEA [upn: {0} role: {1}] [exception: {2}] AL+
[S124] 5REE [upn: {0} role: {1}] 7E [certifcate authority: {2}] [exception: {3}] SRAIEH
EREHMA
3 VDA BERAFE, XEEMHRE FAS RS8R LiE1TRHIER.
AERE
[S201] 5%i75 [{0}] TAUAIREE,.
[S202] fE%i7 [{0}] TAUAIEIES,

[S203] 5% 75 [{0}] TAIFIRIE S CSP
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AEAE
[S204] %175 [{0}] EETEILIEER CSP, AT [upn: {1}], A : [{2}] [Operation: {3}], £ [{4}] &M
[S205] {EFA IHIRIMEIELE - JERRKF {0} REMA [{1}] AT ERA
[S206] AR [{0}] FEEHA
[S208] #: A2 1ES MM [Operation: {0}] upn: {1} role: {2} certificateDefinition {3}][Error {4} {5}
SIERIEFHRS
LAFEARIENIERN, XLEEHRTE FAS RS LIER.
AERE
[S301] iAiAHIELE - FAF [{0}] TEAUA AR LIS &
[S302] AR [{0}] IE3K T RABIRELIEBEF [thumbprint: {1}]
[S303] IFiAItIEL © AP [{0}] 5 RIS EE [upn: {1}] RITER

[S304] AR [{0}] it &AM [{2)] LiB1T18F [{1)], ERELIEREF [upn: {3} role: {4} thumbprint: {5}]
HATHLEAIRAE [{6)]

[S305] #A$A121ESLIK [Operation: {0} upn: {1} role: {2} containerName {3}] [Error {4} {5}]o

FAS BrE M
XLEEHHR FAS BTEREMHFIZR.

AERE
[S500] RECE FAS WSl
[S501] FTEMEEEER FAS BS54 [exception:{0}]
[S502] FAS BrS &4 EMEL [pluginld={0}] [assembly={1}] [location={2}]
[S503] ARS3 38 [{0}] REEWTS UPN [{1)] (RRETERER, BEMG (2} A%
[S504] AR5 28 [{0}] SRAEMTE UPN [{1}] (RIMTEREHRE, BRECE FAS &)

[S505] AR5 25 [{0}] RAEMTS UPN [{1}] (FfF [{2}] IEE T BRIFE, WS {3}, HEA [{4))
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AEAE
[S506] #&f4 [{0}] ¥ 7 REARSS 28 [{1}] B9 UPN [{2}] BREE, HEN [{3)]
[S507] AR5 28 [{0}] REERTS UPN [{1}] (&M [{2)] £ 74 [{4)] HRlEM == [(3)])
[S507] ARS325 [{0}] REEMTS UPN [{1}] (Ff [{2)] i F = [{3}])
[S508] ARZ52R [{0}] REEMTE UPN [{1}] (R TIARILE, BIEH {2} FZFE)
[S509] ARS58% [{0}] REEMTE UPN [{1}] (R TIRRIAE, BRBECE FAS HEfH)
[S510] ARS5 25 [{0}] REEMTS UPN [{1}] (A RIRk B M [{2)] MATRK

[E A Workspace B FAS
% FAS 5 Workspace 55, RICFXLEEMH,

BERE
[S001] 58327 Citrix Cloud AN [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] =2 FFRRIEFEE RN, FasHub =ARES URL: {0}
[S003] FAS BAZ M [fas id: {0}] [transaction id: {1}]
[S004] FAS F#Em=:EAR [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS BEfFHE HFIECE &ZXE] = [fas id: {0}] [transaction id: {1}]
[S006] FAS e H HFific& & X F == [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S007] FAS B M= HSEE [fas id: {0)] [transaction id: {1}]
[S009] FAS FREEM=HEH [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] FAS B35 BE#ZEITH B2 URL: {0}
[S011] FAS IREZRE#EE =
[S012] FAS BRSSRIFF Citrix Cloud FYE 25 F

[S013] FAS ARSSABIATF Citrix Cloud N2 SER. [{0}] EZFAE ST EEZES &Pk E
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HERS
[S014] M =ARES <service name> RV [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] k& Citrix Cloud HYH 2L, RATERERHLILIF [message ID {0}] [transaction ID {1}]
[caller {2}]

[S016] W =ARZS <service name> HYIERIAI [fas id: {0}] [transaction id: {1}]
[S019] FAS EM = FHERBDE [fas id: {0}] [transaction id: {1}]

[S020] FAS REEM = T EEEADE [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S021] ZRFHEIRFKEER T, RE: {0}

[S022] =X FFRIRIETE(ZLE

[S023] #EHL I Citrix Cloud AR [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]

[S024] IETEEBf Citrix Cloud $28UE ARV HE [fas id: {0}] [current key id:{1}] [new key id:{2}]
[S025] HEARSS HIIE IR $ATE/E T Citrix Cloud & [current key: {0}] [keys in cloud: {1}]

[S026] AR AR ESAARTZIE T Citrix Cloud H [current key: {0}] [keys in cloud: {1}]
[S027] BF4k Citrix Cloud EAVFIAEMEIST [fas id: {0}]

ER
XEZHEERMERICRE VDA Lo

BERE
[S101] S EBEREM. TEIRFIRIEXS B HILIUEARSS [id: {0}]
[S102] BMMEEREKM. FTEEK {0} BY SID [Exception: {1{2}]
[S103] BREEEREKMK. FF {0} 89 SID /7 {1}, FilA SID A {2}
[S104] B EBERKW. TEEEDIKESFMNIIEARSS: {0} [Error: {1} {2}]

[S105] BHHIEER. IEEE R [Username: {0} Domain: {1}]
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AEAE
[S106] BAETEE R, \n\nEX &M IIEARSS: {O)\n\nIEEE F [Certificate: {1}]
[S107] BRETEERKM. [Exception: {0}{1}]
[S108] B3 E FHRY%. ACCESS_DENIED [Caller: {0}]
KRIERIES
LAFPSRERARIERIEREN, XEEHEFERTE VDA L.
AERE
[S201] ERIEREFIAIRE [{0}] B, ¥3TF PID: {1} F2FF&#5: {2)[Certificate thumbprint: {3}]
[S203] RIS RE R TR S, THIRIHIEL [caller: {0}, session {1}]
[S204] BHIEEEFFRYt. BEEFZHERA
IERIERMNFAN LR
& FAS BRSBHITERFIMEIRIERN, KiZRXLEEH,
BERE
[S001] TrustArea:: TrustArea: B Z%EIET [TrustArea: {0} Certificate {1} TrustAreaJoinParameters{2}]
[S014] Pkcs10Request::Create: E813 PKCS10 i53K [Distinguished Name {0}]

[S016] PrivateKey::Create [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3}] {# & #hZ
{4} BIRKE: S}RESH: {6)]

[S017] #A3R:: kR [CspName: {0}, Identifier {1}]

BERB
[S104] MicrosoftCertificateAuthority::GetCredentials: ¥ {E/A {0}
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 23R 1R [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest & iE+ [{0}]
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REARAFE

&

BERES

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - F4FHL 4
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RHR

BT 1E Windows ERTE LABAFRETR
BERHEIREE
THH P A s

RATEFEER
FHZIEK

ENRET AR, | A%

RATEFHEER. BTEMIIERNEREFIE

:F-I’Z:XTE1£0

£IZIER

BXER

. B

B LOAITERE
BREFERE -

FER:

SR AEN S

J/CNO

WAAISE

TENIAREREERENERFATA, 8
Kerberos 12 HI281E48 7 &, BEHAX
B“Kerberos HEER5 o

TR RIS, HEHIEFIZR R BT
BEEEFMRIEANER. FEEHI2 T
fit“Kerberos BAIIE". “HIEHIZFH DL
IR H 28 B, BMENAIERERRE
¥, BEOEESSIHIRE

FRENEBHRIEBRZE=ERMIHEN L, 15
SFENEBM AR,

XEBERTNIPENT BREMSE, &
RSA ZHHA%E (<2048 fiI)

<http://support.citrix.com/article/CTX206156>

<https://docs.microsoft.com/zh-cn/previous-versions/windows/

it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)>

EF CAPI BHEIERE :

<http://social.technet.microsoft.com/wiki/contents/

articles/242.troubleshooting-pki-problems-on-windows.aspx>

B Kerberos HEIER -

ERE=AIERMANIIME RS
cn/kb/281245>

<https://support.microsoft.com/zh-cn/kb/262177>

FERAVEN :

<https://support.microsoft.com/zh-
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PowerShell i

ERILTEA S S ARIEARSS (FAS) BIRZHISATFELLHE ; B2, PowerShell RERHET EBE

BUIEI, SNRIEITHRIERER SRR BRYED, Citrix ZINER PowerShell #1TECE,

LU En45 70N FAS PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7 PowerShell O, EAILUER Get-Help \<cmdlet name> 27~ cmdlet #Ef,

£ % FAS PowerShell SDK cmdlet IEZER, 15807 <https://developer-

docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o
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nkk

B

=T

BB BMIIEARS (FAS) @ Citrix® A, ©5EBY Active Directory IEBIMANMIER, BIF
FF7E Citrix IEHRLEHITERININE, AXENAT JEEATENEENZ M BB IIELEM,

EHE, FAS AR SMRIDRREILLZEERN StoreFront lRZ528. StoreFront HE—EESR
M Web BAMENEERNESMHIIEIXRT, HERUMFER StoreFront SDK HE=7 IIS &HHE
WY B, BXRGITBIRE, EAaLUSRAEIERIWiGH S5 I0ER RIEERIUB T ERE Citrix
Virtual Apps 3§ Citrix Virtual Desktops™ EFZE,

ASTRYHE 8 Ze VR IR IR o T R B TR SR B4,
. NEBERE

BAFXHE

ADFS SAML

B2B it BRET

« Windows 10 Azure JEEIE RMIA

RMETHEX FAS XENHERE, WTFRERE, ZENEKE XERIRE FAS WEBBEHK,

ZRgAhd

FAS FX#BRA KR H StoreFront J&IFAY Active Directory FAFP BEhil& BEEESGEH, XEAR API
ERGTEERTEYIEE RN ITESEM, HBFPHMAIER Citrix Virtual Apps™ 3% Citrix Virtual
Desktops EIIZIEAIE (VDA) BY, IEBEMIMNEITEN, HE Windows IS ERMARARSBE
£ HH I,

LA FIEKIAIE Citrix R38BT, ZISEMY StoreFront™ AREZI/REXR FAS, FAS £EFT— I,
FLHFEAN Citrix Virtual Apps X Citrix Virtual Desktops RIEERZRIEMNIEBHITE NI, Y
VDA REWIERAFN, EREES FAS HHIREIE, RE FAS FREIARIAFIERRTATE ; VDA &4
IR EFZECERIEBRITHE N ZLMBERIEL XS FAS,

TEERT FAS 5 Microsoft IEBMANIMEER, F/9 StoreFront # Citrix Virtual Apps and
Desktops™ FEHIIEIE (VDA) RIS HRS
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Synchronization Jb :
= - —1 - -~ =
= Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) 4 Certification
T ] Authority
&
g féi Assert . Access Logon
& H ., .
% &g/ Identity -~ Certificate
g o R §5;
g § o Federated
7 59 Authentication
=4 [s] i .
‘ ~ Service
- j e Nfuse Citrix \\
| SAML token Citrix AG Basic b protocol : Brokering
- . ’ — Protocol
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

NERERE

FAS RIFFA P ERZMEMHIIEEI (81E Kerberos B ER) LT4ihE StoreFront #1TH R
I, FEFEDFTEEESHIUER Citrix HDX™ &iF,

XJITIF Windows S AI0IE, MEFRTHABFRENEREF PIN, BEFERREFHERE

B'IhEE (FIENERERRS) o XaJBETFE# Citrix Virtual Apps FREARRAFIRHAY Kerberos £493R

EIRERINEE

P P& R ERIERIFR QN AEMEEH (PKI) IER, TR EAERFERIIRRIR
o XNIFFRIBINERSMIIERE, BERNREEREFIRFRNERFIIMFIREREF

R

EEEBEAIN T — 5817 FAS BIFARSS 8, ZARSHEIFNARBAMAEEFRIET, AF, X

IEBATER Citrix HDX MERRAFRIE, MRERTERFER—1%
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key
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Citrix Virtual Apps 8% Citrix Virtual Desktops IMRHIAS B FERELNANHITEE, XE
CTX206156 A%,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZRIEH. (FEI% CTX206156 HHY“MA IHIEFIZBRIEF EBD . )

BXER:

o BIAREEEEHFZ LR (HSM) XREREFaRR (TPM) F. BXIFAER, BEMH A
ARF XEo

« ZEMEE XENETHNARENMEE FAS,

BIRK X BB E

Citrix Gateway SPE XM FAZPERE, EIINNT & StoreFront EEXIHY Citrix Gateway, FEFEHHRR
IERFEE Citrix Gateway K&, Citrix Gateway 223 8§ 2B A IIEAIERGED, B B FRIFFLE
LRV ITAZ A,

It ERZE 7] F T8t 2 E & K[| Citrix Gateway #1TEMIOIEAEERAP SIETHITEIZ T PIN 16
Te EBIRSIFEREL Citrix Gateway B EIER A, MEEENER AD L ELE+E,

A1t E1& (/en-us/federated-authentication-service/2209/media/fas-architectures-netscaler.png)

Citrix Virtual Apps 8% Citrix Virtual Desktops IMEN A S HEFERELN A NHITEE, XTE
CTX206156 A5,

EIEZDEH, XEE DS RAFEMAR Microsoft IEBMANAE B, F BiEiEs)2s 2oz
HBIEH, (FE# CTX206156 AL IHIZHISRIER"ERS)

I Citrix Gateway Ec @ N EFEBRIIERFEY, 1BMHR Citrix Gateway # StoreFront Z [BIBYFRE &
fEEEE TLS R1P. 332, BWHFREE URL BIEMEE AIEM Citrix Gateway REZ88, FEHX
BT ERE 3T Citrix Gateway ARSS 883 1T & 10 3031F,

A1t B (/en-us/federated-authentication-service/2209/media/fas-architectures-netscaler-auth-
settings.png)
MxXER

- EFPE Citrix Gateway, BEEH“UAEIE NetScaler Gateway 10.5 L5 StoreFront 3.6 # Citrix
Virtual Desktops 7.6 EZ&1ERE"

« Install and configure 1487 fNfAIZ&EFECE FAS,
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ADFS SAML 3=

—I7 % /9 Citrix Gateway SR IRIFE R DFE Microsoft ADFS £/, BFERIFY SAML 1411
27 (IdP). SAML KTE RHZEME IdP ARSI MEAEES R XML R, ERNEARERITEN
R, XEMKE FAS lRS|BAVPRAR BHRIEEIEL Microsoft ADFS ARSS2: (SEMZH
SAML 89 I1dP) o

A (L El{% (/en-us/federated-authentication-service/2209/media/fas-architectures-adfs-saml.png)

ADFS BERTEY Internet IR 23t A ETRWHIRE AL ; HI20, ©BEFE AT Office
365 &M,

BXER:
* ADFS Hi& XEAFHFAER.

« ZERMEE XENMATINARZENEE FAS,

« AN HH] Citrix Gateway &iE BN 2 FEETEFT

B2B i Bt

MRBRLFFLEFEARLEATENRSE, —MENNEERIEE—TEBEEX KRB Active
Directory BX& B2 I0IEARSS (ADFS) fRSE25. XA F—RAOBINAF L4 a5 —3R A F]RI Active
Directory (AD) M E#HITE M. BRI, STAFPEHERECHLRAEREIE ; ADFS 2BohfF
HMERIE/NE) AD BRI FIKF,
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ADFS.EXT domain AUTH.LOCAL domain

Domain Controller

Certificate Authority

Hndousserer | Microsoft |

‘ E:I’:er@adts.exl @ FAS User .
: g (Corincate Domain Controller
Template

Windows Server

@ FAS Authorization
Certificate
f Template

walter@auth.local

- Certificate Authority Alternative UPN

walter @adfs.ext

Windows Server

StoreFront

Windows Server

Windows Server

Citrix Gateway $ Cerficate
ADFS Server
VPX
Root CA Export :
§  Certficate < Federated Authenti-
Eg '
] B P Cgrﬁf?g;f Gateway Server . cation Server Citrix
f conficare ‘ Virtual Delivery
Windows Server A
3 D') Signature Export ADFS Signature gent
g r certicate R corficare \ FAS Windows Server & Desktop
g - - | Authorization (bt Operating Systems
< ") Eneryption SAML SP (RP) r L! Certificate
& Certificate
£ (notusea) do 0 FASUser o Issue E FAS User
| @ Certficates — Certificate
K 4
. Login with !

o

I
I
I r
(]
'
(]
(]
I-E 1
= :E 1
itrix 21 -
15 Hardware Security
1 .
. g!
client :2 X Module (Optional)
1
: I Hardware Appliance
Windows / MacO5 / Linux 1 :
I
1 : &(’: Ushers
| === G" Private Keys
Export Root CA Certificate 1
' (from ADFS.EXT CA) 1
! Autharization
Root CA Certificate =-==r- (‘ Private Key

' (from AUTH.LOCAL CA)

Export

BXER:

ZRMNEE —XNMA T IRAZENEE FAS,

Windows 10 Azure JESIE FRINA

Windows 10 5| AT “Azure AD IIABIBER, EEBLRX LFEUUFEFR Windows IHINA, BEEH3THY
Z98d Internet’MV7H, XIEREATEICAERIMTIREM, 5E5H Windows EINA—#,
Azure AD EBERTABINUEMZRERARE —ERIEEINEE, XL ZHF Internet”, FELLRIUTERE
A% Internet WILBTE, MAXNENRZERIHM,
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Azure

!
|

Azure AD

Synchroneation

Cloud

DMZ

|
;

F ]

AD
Citrix Virtual Desktop

171

IERER— A, EREFEREDREFNEREZRAFBIER. EidREMERIA Azure AD

IHEESE @D Internet 1T A B 15811,

IR, WEHERNEMEMRIUEERITI AN P MiAIESET | Aith, IEERMHFE. Azure SHHE
fth =32 7H, Azure AD Connect [ 2355 B ohiE#E R Azure AD, AEEEN, REIEAER Azure

VMo

BXER:

o BEMRE —XNMATMRRENEE FAS.

« Azure AD £ —X A ZEFEMAER.
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ADFS Zf%&
PN

AR T a0 Citrix 7355 Microsoft ADFS $£Rf.

WZALER ADFS KEENFEER—SMNRIERNNENZ AP AR, fli, REIREERER
MR TERANFMANBTHTH ; XEMBEFEZERITE Windows B REREHITRIP.

BEEBMIRIEARSS (FAS) L1 Citrix Gateway F1 Citrix StoreFront™ 5 ADFS ERRAEMN ,
MR B THEBERK,

LLLEBZE ¥ Citrix Gateway {EA{E#i5 5 Microsoft ADFS &R

© 1997-2026 Citrix Systems, Inc. All rights reserved. 100



KEEMRIERS

AUTH.LOCAL domain

Citrix Gateway Certificate Authority
VPX .
Hndows e | Micosot |
Root CA < EXTIOL & FAS User
§ Ccenificate 1 Certificate sssssssssssssussmnssssasasas Domain Controller
Gateway Server Issue - Template
' Certificate @ FAS Authorization Wind S
Certificate Indows Server
ADFS Signature i Template
§ Centficate PN
() walter@auth.local
—{ samLsP (RP) (-
walter@adfs.ext
StoreFront

Windows Server

Issue ol TLS Server
R Certificate

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
- Issue Operating Systems
r-- AUthOTIZAtION  gueidenneranans
1 Certificate
FASUser
: :- 1 Certificates E Certificate
5, A
Web Access Proxy ADFS Server 1 -
Y e = Login with j—
: e TR
" . £
Windows Server Windows Server :'§ 1
B .
|_§ , | Hardware Security
12, .
1S Server 'E \ | Module (Optional)
Certificate L'
- : 1 Hardware Appliance
1
f) Signature L
S 1
' Certificate i : 6" Users
| == a" Private Keys
K') Encryption I {
Certificate 1
' (not used) !_ . J‘ Authorization
: Private Key

—| ADFS Proxy I— SAML IdP

T EHHERE Windows VDA X2 Linux VDA, &% BX5.

SAML.

ZEWEMRICIES (SAML) B2—EIRAEEREIERITE"R Web JHRERRG. REIEN
TR
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EE MR URL

& Citrix Gateway X IAAFREH#H{TEMIIER, EETRAFH Web X525 ADFS fRS38 L8
SAML BRMBIHIT HTTP POST, X@EERE https:// FINEMIE | https://

adfs.mycompany.com/adfs/1s o

LTI POST 22 EM(ER, 2E ADFS B RFea/a™ A REIR A R EHE",

FRIRR

Entityld & Citrix Gateway £ POST #iEH 2 2] ADFS HHE—IRIRTT. XX ADFS AR =

ﬁt’éiﬁ@ﬁ&i HIREZENARENEMIIEREE, ARME, SAML BMRIIE XML R{GERF
3|8 Entityld FRI989ARSS -

BE, EntitylD =2 Citrix Gateway IRZ 23 ERIEA URL, BEEBERUZREMRNE, HE Citrix
Gateway #1 ADFS fItt3KRE—2XENR] @ https://ns.mycompany.com/application/logonpage

o

R [E 4t

MR EMIIERIN, ADFS RIETRAFR Web X35 SAML B4 I035F XML POST [E]9 Entityld
ECEBRIEIE URL 2—, XiBEZRYA Citrix Gateway fR5385 ERY https:// ik, A :

https://ns.mycompany.com/cgi/samlauth o

WRAE T 2Bl E URL 3k, Citrix Gateway B IATEE & #] POST % ADFS BYiBERFIEEFE—,

FRIEH

ADFS EREFLXN SAML S4I0IE XML blob #ITINZBE L. AT WRIEE R, AU Citrix
Gateway BeB AERIEPXEF I SN NN EXLES L, IEBXHEE M ADFS fRSZ25IKENAY
XA o

B U URL
ADFS # Citrix Gateway 2 #F&HFH" R, XE— Citrix Gateway &/R¥1EH URL, BT
& SAML EAI0IE XML blob 2B MAARY ﬁueﬂiﬂ’yr\ﬁo

Xe— 1 uikEE, TRAEE, EBEE https:// &NEUMIE https://
adfs.mycompany.com/adfs/logout o (IFFE, EAAMUSESRER URLHEE, )
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[

Citrix Gateway SBE SB9NME T AAIIEE Citrix Gateway MM IERAE LDAP SHIIEEI, FIN5T
/S, ERILATE Citrix Gateway SIS M IIEEREE, UIF SAML B4 RIE, G, XA
F# Citrix Gateway [ SFEHBIRAIA LDAP ZKEL,

MetScaler > MetScaler Gateway » Policies » Authentication > SAML 3 Policies i':: ﬂ H
Policies Servers
Add f Jelete how Einding Primary VPM Global Bindings Search =
MName Expression Request Server
StareFrontSANL MN5_TRUE AzureAd
HHE SAML 5B

fEAZ BT ADFS BIZZEHISRINNE SEEHH SAML IdP fRE25. NMAILEEEE, Citrix
Gateway =¥ FEEME ADFS #1TER, FHiER ADFS 41 SAML FRRIESRE{EAEIR,
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Create Authentication SAML Server 5

Create Authentication SAML Server

MName®

Azurend
255
Authentication Type
SAML

IDP Certificate Name* 255
AZureADSAML v +
Redirect URL® Exact v
29f-4c20-9826-14d5e484c62e/5aml2
Single Logout URL InternetProtocol A
29f-4c20-9826-14d 54840628/ 5aml2 InternetProtocolPassword W
Uzer Field

userprincipalname

Signing Certificate Name

V|

Iszuer Name

https:/fns.cit rixsamidemao net/Citri®
Reject Unsigned Assertion®

on vi
SAML Binding™ Attribute
POST v

Default Authentication Group

Skew Time{mins)

BXER
. REFRE £ FAS RENRBNTESE HK,
« BILH FAS EREBIE SBELM XERHITT B4

s “BIEHENER SREE XERNE,

Azure AD 5§

=

ASTHEN LB T WN{ANF Citrix 385 Windows 10 Azure AD IhEEEERK, Windows 10 5| AT Azure
AD, X2—M#EaUEIARE, EFEICABREILLET Internet MMALREIT, USEMEEME S
TR,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 104



KE B MRS

AXEFARBER BT — MRS, Hb T AFAFPREAT B FHEMIEA M, HENA
Windows 10 £ieABEMEA, AP ATLUE T KB EmRP RS > X F > MA Azure AD"EI
1]t S

“— Settings - o 4
0% SYSTEM Find a setting Je
Display

PC
Motifications & actions BE name vda-win10
Apps & features Rename PC
Multitasking Organization  WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage " . '
Edition Windows 10 Enterprise
Offline maps Product ID 00325-00000-00003-AA060
Processor Intel{R) Xecn(R) CPU E3-1630 0 @ 3.20GHz
Default apps 309 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, xb4-based processor
Pen and touch  No pen or touch input is available for this
display
Channe neneiet kew or pinaeacds semair editinn of Windosses

ZiCKRBREME, Microsoft Edge Web R 585813 Azure SaaS N AR M EohEREI LM
UEFD Citrix RN BRRR, UNREM Azure ZAIEFE (40 Office 365) .
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B Access Panel Applicatior X+ — O *
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ
Microsoft Azure george@

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

ERER

AR REEMITE Azure HEL E Gl TRAMRNEIME, H5 Azure AD # Office 365 FIMR =R ALE
B REABPEHMATETEAR, BEEDHLERNIBME EBBER.

ZEB N ATHEME ARSI /AE, E Azure AD Connect [E% RILUET Internet E3EE!

Azureo
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Azure F

,_! Azure AD
!
|

Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud e —
DMZ -

101
1
i

PKI

FEItARER D, E5 LR AEE LAN 1 Kerberos/NTLM BA IR M Z 2EEMNE B R W
BN E] Azure B TLS &AM SAML, #TARSSHIEZEAMA Azure AD BY Azure N BTEF. FE
Active Directory FIIRE N FBTERF (140 SQL Server #3EE) TILUER Azure TERSHY IAAS B39
hAYFRE Active Directory ARS328 VM 5517,

LAFPEoESENBERE, 1@ Citrix Virtual Apps and Desktops™ & %5 N 2 F #1TiH18),
ARIERNN BEFES AP Azure BT T1HE, £/ Microsoft Edge BB B RINEEHITE
12, Microsoft ISR AT U EEFE B Azure N FBIEFHI Android 1 i0S N AR,

8l DNS XI5

Azure AD EXREEAEEM AT DNS st HIZEFIH A ERNERXIE, Ak, EERTLUER
Azure DNS Xig{IhE,

IR BIER DNS X% F1 citrixsamldemo.net,
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Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

PEHI S 71 Azure DNS R FFARSS 28R XEER ATV /E DNS ‘M ERIKIE NS S2BH518 (B

0, citrixsamldemo.net. NS ni1-01.azure-dns.com )

7£51 8 Azure HF3E1THY VM BY, RERBIAERER CNAME 15515M VM BY Azure $£%E DNS id
Fo TAR VM WY IP sk & £ Eal, MEFEFEF DNS X,

HERE IR ERFISEE DNS il fR235 PTER, 13 citrixsamldemo.net, FH{ERFS DNS (RERHA
10.0.0.*)

051 A Web N BEFEAIEIRS 288H“fs.citrixsamldemo.net’sc B, XZ2IHEIFHBE SRS,
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IE=ARSS

R BIBECE T — Citrix 3785, HAPaE—E Azure Fi51T ADFS ARS5 8509 AD IF35%, GIE 7T —

N A citrixsamldemo.” I =ARSS

URL

@ WEE APP ’ QUICK CREATE .
citrixsamldema

«Lloudapp.net
VIRTUAL MACHINE il-"i CUSTOM CREATE cloudapp.ne
REGION OFR AFFINITY GROUP

@ MOBILE SERVICE West Europe b |

| @ | CLOUD SERVICE

i EEI BATCH SERVICE

CREATE CLOUD SERVICE  +

Bl% Windows EEBIHL

EERSEFEIER Windows VM

12525 (domaincontrol)
« Azure Connect ADFS fR5328 (adfs)

ADFS Web i58)XIE (Web NEEFAIE, FRMALE)

Citrix Virtual Apps and Desktops 33 {71Z 28

Citrix Virtual Apps and Desktops FEHI&E IR (VDA)
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Create virtual machine >

Create virtual machine

Resource groups

2 All resources
= es =3 * Mame

1 Basic 5

Recent Configure basic settings

* User narne
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines

3 Subscription
SOL databases onMgure of 3 heatun visual Studio Professional with MSON w

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

P2
« 750 DNS BRS52% A1 Active Directory 3HARSS A B LLEIEATAH Active Directory E3ZE  (TELtbR Al
FR citrixsamldemo.net) o HFALRSERE, 700 Active Directory IEHIRSE A,
s BIE—TRETFIRNEBEFKS (Bl40, George@citrixsamldemo.net) o

- BT LIRS ZFHETTARR DNS, EILFrE RS 2E8N 5 | BILLARSS23141T DNS . XrJLuEE
Azure DNS &E TIHTM. (BXEZEL, BFEHAEENMR. )

ADFS #2841 Web N AR RIERSSS

« 1% ADFS BRZS2810A citrixsamldemo 35, Web N AR RIERS BN REERBHNITIEAR,
Etb3EF5hE AD DNS A DNS #idik,

o EXLERRSZ 25 5517 Enable-PSRemoting —-Force cmdlet, L7 AzureAD Connect T E@d
AN IE#HIT PS ImiERhIE,
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Citrix Virtual Desktops™ & E#EHI284] VDA

« EEMA citrixsamldemo BIE RS Windows AR5 28 %22 Citrix Virtual Apps 3 Citrix Virtual
Desktops #%2i£3%HI25™ F VDA,

BCE S8 DNS

iR IEHI2R S, FCiB DNS PRSZ22LULIE citrixsamldemo.net BIREZBME, H 7 Y428 DNS RS
22 (ff40 : 8.8.8.8) HYHELER,

2 DMS Manager == =
File Action View Help
e R Ba: BHE § 86

DS Mame Type [ata Timestar

&
T 5 DOMAINCONTROL 1 _msdes
4 [ Forwerd Lookup Zones || 7 sipec
b _j _msdcs. net | _tep
P & T _udp
B L Reverse Lookup Zones 7| DomainDnsZones
b _:I TrUSt_P_ﬂi mits _ | FerestDnsTones
b | Conditional Forwarders ] (same as parent folder) Start of Authority (S04)  [24], domaincantrol. static
g Glabal Legs ] (zarme 25 parent folder) Mame Server (N5} demaincentral, static
£ (same a5 parent falder) Host (A) 100,012 8320
] adfs Host (4) 10.0.0.13 LTy EI.fEDII
] demaincontrol Host (A) 10,0012 static
=1 Host (8) 10,0013 static
Flwap Host (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
< " >

ANEESIER, BT

* wap.citrixsamldemo.net
e fs.citrixsamldemo.net
e enterpriseregistration.citrixsaml.net

FRBTE Azure FiS1TH) VM R ERE AR ER L DNS ARS8, ERILUBE MO GUI FThltbig
Eo
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Essentials -~ ¥ /L O DNS servers @

PNEINNY Custom DNS
Resource group Private IP address
citrixsamldema .0.0. SUPPORT - TROUBLESHOOTING
) * Primary DMS server
Lacation

West Europe trixsamidemo/default B Auditiogs > [10005 v
g MNew support request b Secondary DNS server
up

GEMNERAL

Properties >
Al 35 =

W IP addresses >

B DMNS servers >

) Metwork security group b

FINBERT, WEBIP (10.0.0.9) B ohE S ECHY. EAILUER IP #INHE B KA 2 IP ik,
Web N REFAIEARS S5 125 288 N 1T Lt 3R 1R,

EOE 56 DN ik

2 VM EITEY, Azure 24P E SBY DNS XIEARSS 28, &ARSSSEMDECLE VM BRI 1P 3t
i, XEB—IERAMNINEE, EA Azure BRIAEED VM BRSO ES 1P #illk,

= Configuration

o, 0 AR O Assignment
Static
SUPPORT + TROUBLESHOOTING
1P address @
B Auditlogs > 13.94.252.54

. & New support request > Idle timeout (minutes) @
on 1D vir e 4
di224367-d4fg-4Gae-beTh-6475cdaeelca DemainCentrol
GENERAL DMS name label (optional) @
ezl domaincontral-citrozarideme
Properties >
westeurope.cloudapp.azure.com
Il settings
& Configuration >
dd tiles
®

RESOURCE MANAGEMENT
Eatt & T
& Locks

sl Users

Voo | v v

IR BIF DNS #ifit domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %3 Bo£5 1312 &
2o

HAR, HixiEidE=ME, RE Web W AZFIEHM Citrix Gateway VM R E A+ IP ik,
(fEECEHRIE), A\ IP st FF RDP HIRIFR) o

iEZ24

Azure =EALTELAEIEM Internet B VM BY TCP/UDP i a]BIB5 A LSRN, BRINER T, PFAE VM
#37C1F RDP iAi8), Citrix Gateway 1 Web N 2R IERS BN L IFEIR A 443 E{ER TLS,
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MNetwork security P Essentials ~ B89 (O
Metscaler
Res es
SUPPORT + TROUBLESHOOTING i . 0 outhound SUPPORT + TRCUBLESKOOTING
Lacation 350 vith
H Auditiogs > West Europe 0 subnets, 2 network interfaces H Audtlogs >
Subscription name
i Mew support request > sual Studio Professional with MSDH & Mew support request >
Subscription |0
dlf224366-04f9-463e-beTb-6479cdaeefca
SENERAL GENERAL
Il settings =+
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DNS servers > . Quthound security rules >
@ Metwork security group > B Hetwork interfaces >
Subnets >
RESOURCE MAMAGEMENT

SIE ADFS iFH

£ Microsoft IEPBIMEN LS Web IRSEFIEBIENR, XAIFRIEERBEENX DNS #sitAIE
B, ZEPAUEH (SZIEFFA) B) pix X, EATIE ADFS #1 Web N BIEFRIBIRS 23 L RE
HEH, Eit PFX X4 2 EIEEDL,

A BSEUTERBITEY Web ARSSEFIES -
. JBA%FF (Commonname) :
o adfs.citrixsamldemo.net
o EFEFRA%T (SubjectAltname) :

o * citrixsamldemo.net
o fs.citrixsamldemo. %

o enterpriseregistration.citrixsamldemo.net
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@

i@ File Action ¥
« | 2[m
[7] Console Root

a (G Certificates (L
4 || Personal
7 Certifig

[ Trusted R

[ Enterprise

7 Intermediz

|7 Trusted Py

[ Untrusted

[ Third-Part]

[ Trusted Pe

7 Client Aut

Remote Dg

Runtime_T

Smart Carg

Trusted Deg

v v vV WYV W W W W

DoREE

5 L1}

= Certificate Enroll

Request Certificats

You can request the fiol
click Enrall,

[] Cemputer

[w] Web Server
B, Mereinfo

[[] Show all templates

2 subject | General | Extensions | Private Key | Certification Autherity |

The subject of a certificate is the user ar camputer to which the certificate is issued. You
can enter information about the types of subject name and alternative narme values that

can be used in a certificate.
Subject of certificate

The user or computer that is receiving the certificate

Subject name:
Type:

|'Cornmm name

|

Value:

Alternative name:

Type

[DNs

Value:

\CN=adfs.citrisamldemonet

*.citrixsamldemo.net
fs.citrixsam|dema.net
istration.citrcsam,

FHERBFHE pix X, SEREDRIPEIFHA.

iSE Azure AD
ATFHANA T IREFHI Azure AD 2Rz 6% ] T4 Windows 10 A Azure AD SRR &4

Rpur:-

EHER

ERIVZH Azure NP HEIEFE R
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Add directory

DIRECTORY
Create new directory
MNAME
CitrixSAhLDemo
DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

;‘TEEEE, %Hjim_ﬁ\?ﬁjgﬁﬁo

1L E R (/en-us/federated-authentication-service/2209/media/fas-azure-setup-azure-

summarypage.png)

tIELR/HEERAP (AzureAdmin)

£ Azure FRIELBREER (FLtRAIHFA
AzureAdmin@citrixsamldemo.onmicrosoft.com ) , H{ERAFKFAERLUSER,

AL E R (/en-us/federated-authentication-service/2209/media/fas-azure-setup-azure-

userprofile.png)

FHEREEM B Azure AD
HINBRT, BPESUTEREFEREFHIE#HITIRG !

<user.name>@<company>.onmicrosoft.com .

REXTLEH—FEEBANAITIE, EMRERKXNBFHMFUEL, RITFESRERF BFHiHIK
P ICECEYEE FHBf4F It ¢ <user.name>@<company>.com o

‘iR EERC B MBI ESS N T TERE R, HRFIER citrixsamldemo.net o

NREEFENBERERIRE ADFS, 1HERA%E H1E
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AL Bl (/en-us/federated-authentication-service/2209/media/fas-azure-setup-azure-

adddomain.png)

23 Azure FEHE R E#%

Azure AD EiE GUI V5 2 £ 2EF A% Microsoft Azure AD Connect FET1HE., [SEHZER
ADFS VM L, FR‘BEMZE MASHIRIZE", LUE ADFS EIA A,

At E1& (/en-us/federated-authentication-service/2209/media/fas-azure-setup-azure-

installcomps.png)

5“5 AD FS BX&" 8B R B Rk,

User sign-in

Express Settings

Required Components Select the Single Sign On method:

I oo sroonizion ©
Connect to Azure AD ® Federation with AD FS 9
Syne 7 Do not configure €

Connect Directories
Domain/CU Filtering
|dentifying users
Filtenng
Optional Features
AD FS Farm
Azure AD Domain

Configure Far single sign on method, we will install Active Directory Federation Services (AD F5).

Verify
Far AD F5, you must have the fallowing:
= A Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An S5L Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

EREZHIRENESIERAKFIEESD Azure,
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Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: e
User Sign-In USERMAME
Connect to Azure AD |a.zurc.'ldrnm@atnxsa midemo.onmicrosoft.com |
Sync
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Azure AD Domain
Configure

Verify

Previous

ZEFEARES AD o

Connect your directories

Express Settings

Reguired Companents Enter connection information for your on-premises directories or forests: a
User Sign-in DIRECTORY TYPE

Connect to Azure AD | Active Directory |"'.

me FOREST @

| citrixsamldemo.cloudapp.net |’

Domain/OU Filtering
LISERMAME

|CITRI SAMLDEMON Adminstrator

Identifying users

Filtering
PASSWORD

i.i.u.ia‘ il'ﬂﬂ@t@ﬁ?

Optional Features

AD FS Farm

Azure AD Domain CONFIGURED DIRECTORIES

Configure

Verify

citrixsamldemo.cloudapp.net {Active Directory) & Remove
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J¥FREIBkR Active Directory XR5 Azure AD [El#%,

Domain and OU filtering
Express Settings
Required Components L'-irc-:t:,r:.-|citrimmldemo.cluudapp.nret |"| ﬂ

User Sign-in ) sync all domains and OUs
Connect to Azure AD ® sync selected domains and OUs
Zync a | citrizsamidemo.cloudapp.net

Connect Directories [ Euiltin
Domain/OU Filtering / Camputers

dentifying users Cromain Controllers

FareignSecurityPrincipals

[
[+
v
i [
Fitering P Infrastructure
Optional Features b O Lostandround
AD FS Farm b [¥ Managed Service Accounts
Azure AD Domain b [ MTDS Quotas
Configure b Program Data
verify b System
b Users
bl

Configuration

INREREHWER, EAUKEEBHE—NARRANERBRHTEMIRR,
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Uniguely identifying your users

Express Settings

Required Components Select how users should be identified in your on-premises directaries, (7]
User Sign-in ® Users are represented only once across all directories.
Connect to Azure AD ) User identities exist across multiple directories. Match wsing:
Sync ® NMail attribute
CObjectsSID and msExc inatorsiD attnbutes

Connect Directones

Domain/OU Filtenng

Identlhnng T A zpecinic attnout

. CUSTOM ATTRIBUTE
Filtering

Optional Features

aD F5 Fam
' I Select how users should be identified with Azure AD.
Azure AD Domain
SOURCE ANCHOR @
Configure -
. [ objectGUID B
Verify
USER PRINCIPAL NAME @
| userPrincipalMame |'

Previous

BERAINTBEED, SEFAPLERHEZASERE.

Filter users and devices

Express Settings

Regquired Compenents For a pilot deployment, specify 2 group containing your users and devices that will be synchronized.
User Sign-in #® synchronize all users and devices
Connect to Azure AD 7 Synchronize selected &)
Sync OREST GROUP
Connect Directories citrixsamldemo.cloudapp.net | nter 3 name or OV of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm

Azure AD Domain
Configure

Werify
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WMRFEE, AL Azure AD FE35 Active Directory [, XFETF ADFS HEHIIE, BER
REXEEM,

Optional features

Express Settings
Required Compenents Select enhanced functionality if required by your argamzation.

er Sign-| .
User fgn-in _| Ex change nyong .'tP'!'.|.'_.-""':.;!'l e

Connect fo Azure AD
] Azure AD app and attnbute filtering 9

Syne
[¥] Password hash synchronization &

] Password writeback €

Connect Directories

Domain/CU Filtering

Identifying users ] Group writeback ﬂ

Filtening ] Device writeback ﬂ

Opticnal Features (] Directery extension attribute sync @
AD FS Farm
Azure AD Damain Learn more sbout optional features
Configure

Verify

ERBEE AD FS RERRIER PFX X, FFF fs.citrixsamldemo.net 3§ /3 DNS & #ho
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&% Microsoft Azure Active Directory Connect

o AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Connect b Azure AD Use an existing Windows Server 2012 R2 AD FS farm

Sy
: Specify the 550 certificate used to secure the communication between clients and AD FS,

Connect Directories - . .
'® Provide a PFX Certificate File

Domain/OU Filterin - . ) .
9 ) Use a Certificate installed on the Federation Machines

Identifying users
Filtering CERTIFICATE FILE @)
Optional Features |C:\Users\Fred.ClTRlXSAMLDEMD\Desktnp‘-.ad{s.pfx | -Brme

|
SUBJECT NAME SUBJECT NAME PREFIX |

Federation Servers

|",|:itrixsamldemu.net I'l |fs | ] !

Prosy Servers l
Credentials FEDERATION SERVICE MAME f
Service account https://fs.citrixsamldemo.net !
t

Azure AD Domain
Configure
Verify

___reics JHINNNTI

LIRTIERARIEIRSS ST, A wap.citrixsamldemo.net fRSS8af9ithi, 1ZETREEEIE Web N TR
FRIEIRS 2 ELUEIE R B 193517 Enable-PSRemoting —Force cmdlet, LAfE Azure AD Connect
B AN EL#HITAC .
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Components Specify where to install web application proay.
User Sign-In SERVER
Connect 1o Azure AD | Type a server name or [P address Add
Sync
Connect Directories SELECTED SERVERS

Damain/OU Filtering ﬂ VDAcitrixsamldeme.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD FS Farm

Federation Servers

Proxy Servers

Credentials

Service account

Azure AD Domain

Configure

Werify

[

AR IH BRITIE PowerShell SERIEMEK, BEZ=1F Web AR RIEARS 2SI AE,

HFEAENERTE, BERRESERR, HADFS 8IE— RS, ARG, Azure AD
Connect FHERIQIE DNS XIigHIFR B ¥
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Azure AD Domain

Express Settings

Required Components Select the Azure AD domain to federate with your on-premises directory.
User Sign-In pomMain: @

Connect to Azure AD | citmssamldemo.cloudapp.net | ™

Sync

Connect Directories
DomamOU Filkening
Identifying users

Filtering
Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to
AD FS Farm the DNS settings.

Optional Features

Federation Servers

TXT record:
Proxy Servers Taxt: MS=ms59661451
Credentials

MX record:

Service account Destination: ms59661451.msv1.invalid

Azure AD Domain

You will need this setting in place to complete AD FS installation.
Configure

erify || Learn more about verifying DNS ownership for Azure Active Directory domains

I TXT #1 MX 2R 700%) Azure P9 DNS #itHE R,

HAME TYPE TTL WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

=]

N5 172800

= S0A 3600

= TAT 3600 msr0102213

fs CMAME 3600 adfs-citrinsamldermoawesteurepecloud., |,

£ Azure EIRZERI e AT BIE,

CitrixSam|Demo

&3 USERS  GROUPS APPLICATIONS  DOMAINS  DIRECTORY INTEGRATION COMFIGURE EPQRTS LICEMSES
DOMAIN NAME TYPE STATUS SINGLE SIGN-ON PRIMARY DOMAIN £
citricsamidemo.onmicrosoft.oom Basic W Active Mot Available Yes
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INRILT LM, 1EFLIEISTT Azure AD Connect Z B3SO IEE,

STRE, Fh@idimO 443 BRR N ERHIE fs.citrixsamldemo.nets

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:

10,0013

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

E B Azure AD Join

2 P i A BB FEB A LAE Windows 10 BJLAIT Azure AD fIIARY, DNS E&RFETFHE—
CNAME DNS 2%, %igRMN15[ ADFS: enterpriseregistration.\<upnsuffix>o

FLERfBIR, X2 fs.citrixsamldemo.net o

enterpriseresistration citrcsamidemo.net i
Type

CHAME
= TTL TTL unit

1 + | | Minutes w
Alias

s citrimsamidemionet W
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INREREANIIERMEN M, R ADFS RIFBERERE Windows 10 &N L, WUE
Windows {51 ADFS AR$Z28. R ZHi4ERAIARAER P K 4T Azure AD 3E0 A

e

Let's get you signed in

Work or school account

George@citrixsamldemo.net A

Password

| forgot my passwaord

Which account should | use?

Sign in with the username and password you use with Office 265 (or other business
services from Microsoft).

Privacy statement

-

EEE, UPN 415 ADFS 1825412538 5189 UPN PTED,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 125



KE B MRS

fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Fimsh

)
BEEEITTENHER BB FHb S RRIEIE Azure AD IIARE . ERfE, Boh
Microsoft Edge Fi%E#%E] <http://myapps.microsoft.com> ., ZMiLN BEHERESE R,

=¥ Citrix BN AT Citrix EHISHE

Ea  LURBBEI A0, BEIFEM Citrix Virtual Apps 3§ Citrix Virtual Desktops 1ISO £ Azure %23
Delivery Controller 1 VDA E##.

EIbRBIsR, StoreFront 5 Delivery Controller ZE7EE—RRSS 28 L. VDA fERIRIIAY Windows
2012 R2 RDS I1Fi2F%%E, k5 Machine Creation Services (£ (RE AJ AR iEH#H#1TED
B) . Edswal, BN ERP George@citrixsamldemo.net B4 A] LA A R HITH DI,
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« 16 e Y

Citrix StoreFront

Q, bearch Desktops

Details

7 Controller 3517 Set-BrokerSite —TrustRequestsSentToTheXmlServicePort $true
PowerShell cmdlet, LAFt¥F StoreFront™ 7£:%%8 P EIENER T H#TE MR,

RERSE DRSS

7Z ADFS fR5528 L% FAS, H Delivery Controller EEE— 1IN, FEFAYSEEN
StoreFront (RATELLRHIF, StoreFront 5 Delivery Controller ZEER— VM L) ., iESH &
FMEcE,

Edi& StoreFront

73 Delivery Controller IERITENIEFR, FHBIAEmO 443 KB IS 48EF T StoreFront B A1k
B https: KAZE 1IS # StoreFront LAEHE HTTPS,

Modify the base URL for sernices hosted on this deployment, For multiple senver
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixsamldemao.net

BoE StoreFront LUEA FAS fRSS38 (EF ZEEMEZE H8Y PowerShell BIA) , FH7E Azure RER
HITIER, BIEE FAS RS EMEHEERRABRERER FAS,
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File Action View Help

= | 7w l-
& Event Viewer |

[ L Custem V
4 L Windows

Event ID  Task C..

E Applic 1 Information 1 \ Citri. Authentication.FederatedAuthenticationSenvice 204 None

i) securit (@) Information .WUBNB?-&?ES AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] 2c authorized by [ \DDCS].

Log Mame: Application

BidE StoreFront LU Citrix Gateway

7£ StoreFront BIEEEHIGH, A EERHRIEAE GUI ECE StoreFront AER Citrix Gateway
WITR B IIE,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

E LR Citrix Gateway EAIIEIRI, BEEBRZ S ZIEMANIM (STA) HECE Citrix Gateway !
ks
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

73 StoreFront B S RECEFH Azure AD MNHERF

ATi{EMA Azure AD SAML 2.0 B ERINAE, ZIEEE IR & Azure Active Directory Premium iJ
i#o 1£ Azure AD BIET B, %EF FENARER, AEEE NERRINKARERF.

APPLICATION GALLERY %
Add an application for my organization to use | o
FEATURED APPLICATIONS (17) MNAME
B * Add an unlisted application my

I CUSTOM i‘ organization is using | StoreFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using. and add it to explore single sign-on

COLLABORATION (314) integration options.

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

P BEX > RMEBARIEEERABNKRIIENRAREF USIZEAF ERNHEEX AR,

EC iR B
BIEA/NA 215 x 215 RERMVEIR, HFE LA ECE TIE, BIENARERFIET.
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properties

APPLICATION TILE LOGO

cifrix

EoE SAML S2513F
IREINBREFRNERIRESE, REER BER—ER,

storefront

&3 DASHBOARD  USERS AND GROUPS — ATTRIBUTES — COMNFIGURE

StoreFront has been added

[ 5kip Quick Start the raxt time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Configure single sign-on

BB RFE A SAML 2.0 B4503E, XX F Microsoft Azure AD E—E R,
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

It FRIRF AIURERFHER (ELMS5IRML Citrix Gateway RIACEITER)
URL = Citrix Gateway AR5 28 _ERY /cgi/'samlauth,

-F_

COMFIGURE SINGLE SIGN-OR

Configure App Settings

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

e & BT Citrix Gateway ECiEZ Azure AD E#iAHIER,

s I RGIH, B8
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2018 11:06:20 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Dowmload Metadata [(XiL) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
httpsy/fstswindows.net/b1asf2 1b-d29f-4c20-2826-14d5e484 0628,

SINGLE SIGH-0M SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE LIRL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

T# base 64 SEEERIEPD, HEHFHBERMEHE URL, BEESFXLERNLE] Citrix Gateway fg
BEREY.

R ARFIESL AR

mRa—Y ERZNEER, FHERERF I ‘myapps.microsoft.com”ZEHITE . XEAF
H'TiE _E5ER. 9i8id Azure AD Connect [F25 BV A P itk P 3 B i R A BR . 12 BT LAfsE FR E bk
F, BERaEXME T, RATIIFARTE \&tuser>@\&lt;domain> &1,

storefront

&3 DASHEOARD USERS AMD GROUPS ATTRIBUTES COMFIGURE

sHow |l Users ~ 4
DISPLAY NAME USER NAME JOBTITLE DERARTMENT ACCESS METHOD: e
arure Admin Azyreddmin@citrixsamid.. No Unassigned

George User george@citrixsamldemao.net Mo Umassigned

On-Premises Diredory 5y..  Sync ADFS_21aTeE060dl... Mo Umassigned
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MyApps JH
FRENRERE, HAFIAE <https://myapps.microsoft.com> BY, EREREAFPR Azure
N BEFRYIRAF,

B Access Panel Applicatior X+ *

O
é > O | [5 account.activedirectory.windowsazure.com/a| ‘;fr ‘ = @A ﬁ

Microsoft Azure george®

applications  profile

clifrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy
I »

LINA Azure AD B, Windows 10 XFEFHAP I Azure NBREFHITRERE S, RHEEGSEN
Was R 2 BECERY SAML cgi/samlauth T,

B8R URL
R[E] Azure AD NRIRFHBINBEER. IE, ZNAEZRFE— I ENESE S URL, Itk URL AF
TR TN S A BEE oL 8 @ 0 F P B #5 B StoreFront BY“FFiR B REEA o

quick glance

APPLICATION TYPE
Web application

PUELISHER
URL

SINGLE SIGN-ON URL
https:/myapps.microsoft.com signing

@' View usage report
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FFIE URL #5053 Web %5885, LUFARIEH Azure AD EEMEZRIEZERY Citrix Gateway cgi/
samlauth MTl, X{GERFERENER, FHNABEIA Azure AD B9 Windows 10 BR=1ER
HEBEDER, (HEtAPEEERA Azure AD EE, )

HHEMAEIE Citrix Gateway

AT ImAZHAEE, R FIERESEIT NetScaler (F13 Citrix Gateway) BYEIHESIA XETLIM
Azure N FBEEME, HRFIER NetScaler 11.0 B9 B &1 AE" AR Ao

B RF NetScaler® E#IH, 5 Web XK 235mASE IP #ilt, FEBRBFHTEHINIEISENE
B FEE, BWRER Azure AD ERIHE nsroot A HIEREE,

ANVFRLE, EARMEMNFANEXHFEERERBR), 15 DNS #ArasigR Microsoft IHIZEHZR

=17 Citrix Virtual Apps and Desktops ZE @S
ARBIELEE— A SAML BI{E 8 StoreFront £/, EIZEREBEFEEITE, E2MI—
SAML B R,

XenApp/XenDesktop Setup Wizard
What is your deployment

[ \:: Single Hop

&-— —E— = . S
Client Internet Access Gatway \

What is your Citrix Integration Point?

storefront |4

WEIEAREE Citrix Gateway StoreFront iI&&. X1 F1E Microsoft Azure R, ARFIECERO
4433, MABIA 443, &, EolUimO¥% &KSEFHET Citrix Gateway EIEM ik,
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MetScaler Gateway Settings

MetScaler Gateway P Address™
w ., 0 . 0 _ 18

Port”
4433

Virtual Server Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 to secure port

NEBER, ARF EEEEEXHRIIERSSIEBMFAE.

Server Certificate

Certificate Format®
| pem V|

Certificates Fila*

|n5_citrixsamldemn.net | | Browse I - |

[w Private key ic password protected
Private key password

oot

ECEAT AD iKF EEAINEEHIEE
EIERIZR A TR P AT, FEUISRE 1P it ANMB EES MWL AT, HEREMNEERESITF
ERFRERIRET
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Primary authentication method®

| Active Directory/UDAP |i||

IF Address®

|1u.u.u.12||:|lp-.-a

[] Load Balancing
Post®

389 |
Time aut (secomnds]*

E |

Base DM®

|CN=LI5ErS,DC= citrizsamldemo DC |
Service account®

|CN=internaIadmin,CN =Users,DC= |

|| Group Extraction
Server Logon Name Attnbute®

|userPrim:ipaIName |

Password®

Confirm Password*

||-||u"u|||-[ ""|ﬂ
Secondary authentication method®
| Mone |

=

ECi& StoreFront it

EATRBIF, StoreFront EfFHE HTTPS BdiE, HEIiEERE SSL iR,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

I3 Citrix Gateway B3E

E#H Citrix Gateway H0EFH AR 2 NRE#HITEHKIEN SRS K.

€ B Htps e citrizsamideme, 0 = @ © || B Metscater Geteway 52 Citria MetScales VX - Configur...

NetScaler with Unified G

Please log on to continue.
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B Citrix Gateway SAML B{41SIE S 5

I% SAML 5 StoreFront £&EEFELTFIF SAML 5EMMiLESEB. FINFH SAML Fig, =
FEAHX N NS_TRUE,

A1t B (/en-us/federated-authentication-service/2209/media/fas-azure-enable-ns-sami-

policy.png)
FCEFTHY SAML IdP ARS325, fEFZBIM Azure AD FREXHYME Bo

AL B (/en-us/federated-authentication-service/2209/media/fas-azure-enable-ns-saml-idp-

server.png)

WiFmB R R A

fEATE Azure AD HEAEIIK A B REIEMA Azure AD BY Windows 10 £&. E5) Microsoft Edge
FiERER) ¢ <https://myapps.microsoft.com> o

Web X% 28R 2~ Azure AD N ERF.
A1t B (/en-us/federated-authentication-service/2209/media/fas-azure-verify-end-to-end.png)
B FEMNEESNEEE QR EEE B AIIER StoreFront ARS8,

EHE, BIFFEARRERE URL WEHEEELURE Citrix Gateway I m B EEEE RN EEER
3| Microsoft Azure F&[5]

&ia, WIERMA Azure AD Vi BH S HeeFEAEREN URL EEE51T (REEXNEHENEEN
Azure AD HIT—XEXER) o

Bt %

7£ Azure FIKE VM BY, NEZE LT AREIEDR

Rt 1P #hEA] DNS H#hht

Azure AFRE VM ERERFN (KB 10.x%*) EHE— 1P ik, BINERT, R H—
NE P s, ZtAERTLOBE shS EHTEY DNS iR& #1751 o
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AR O & AR O
P addres
- PORT + TROU
us NS
Running - H Auditiog M
Location
west Europe tessional with MSDN & New support request >
Sub Subseription 1D
s iith b df22436f-d4fa-d6ae-beTh-647acdaeefca
EMERAL
Sub ) - Il settings =
df22436f-d4f5-26ae-beTb-5479cdaeefca citrixsamid ault . .
Y Properties >
| settings =*
& Cenfigurtion >
- Add tiles
Monitoring )
@
RESOURCE MANAGEMENT
CPU percentage "
& Tags >
8 Locks >
sl Users >
BN Eepertemplate >
Add a section

#£#¥ Public IP address/DNS name label FYEEE., /5 VM EEFE—H DNS #tiit, Xe]BFEM
DNS Xigi>x 451 CNAME 5|F, FfRFTE DNS iZ REIfEE IP iiﬂﬂki%ﬁﬁﬁﬂ)ﬁ@ﬁﬂﬁﬁ?‘éﬁ
VMo

Configuration

Assigmment
Dynarmic e

IP adidress &
40.68.28.181

ldle timeout (minutes) @

LM name label (optional) @

ns-citrizsamldemo o

swesteurope.cloudapp.azure.com

ERFAERIN (Z248)

=HHEN VM =B BA—ARRAERN, iR eH, Z2AEFNLH 1P it LRFE
IP #INERYRE, EVABIRT, Azure R RDP ¥ &FIFAHE VM, Citrix Gateway 1 ADFS AR$5 25
WAIEEE TLS JRE (443),

FT7F VM B9 Network Interfaces, A/5E &5 Network Security Group 175, E0E AT SN LL
A& HM ML R =,
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Essentials ~ fa i S Essentials ~ 8RO

Security rules

1inbound. 0 outbound SURFORT - TROUBLESHOOTING

ed with

0 subnets, 1 network interfaces B Auditlogs >
ith MSDN dith MSDIN & New support request >
Sul an D 51 ription 10
df22436(-d4f0-d6ae-beTb-6470cdaeefca df22436f-d4fe-d6ae-heTb-6472cdaesfca GEMERAL
All settings =
!t Pproperties >
)=

£ Inbound security ules >
7 Dutbound security rules 2

BEXER
ZEAE 2 FAS RENRENTBSE,
« BIH FAS BB AR XEPHTT BLh
- RERE X EEBRIE XEPNE
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Federated Authentication Service 2209 X4
AseidR

TRNEBT Federated Authentication Service 2206 XM EEEN, EIEWE X XLLTEHEH,
1E1T1% RSS &,

=k % s
29 Sep 2022 BR& % Federated BR& % Federated
Authentication Service 2209 Authentication Service
2209, BE*EAMER, BEEH
FIBINEE,
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