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B &
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BHlir) &
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UM ESERTAEMENESCIMRIMAIBRT A

L3 .

BIRREIMRAESETENE, EEVURFEENTERIFRS., Citrix TARIEAEBRE
AREREREREMRFmESRMSRRE, 1FETREERIMRFIERINL, ERET
MsRzrl, BSUENEMR.
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ItbhiRA<HY Federated Authentication Service PIREE ZRIBLA T XA E X HEFIRBFIFINE=A
L/
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o Citrix B ¥ FAS ZETEA T ZHAM Citrix HEFHIARSS 2 Lo
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configure.html#enable-the-fas-plug-in-on-storefront-stores)

At & 32 {1152 4125 (/zh-cn/federated-authentication-service/2212/install-configure. html#configure-

the-delivery-controller)

Aic & 20 5k B& (/zh-cn/federated-authentication-service/2212/install-configure.html#configure-
group-policy)

. R FAS EIREHI S HITIATRME

a. BEPEIEPIEIR(/zh-cn/federated-authentication-service/2212/install-configure.html#deploy-
certificate-templates)

b. EEIEPM A HI(/zh-cn/federated-authentication-service/2212/install-configure.html#set-

up-active-directory-certificate-services)

c. ¥ FAS fEREHIEBINAL M H (/zh-cn/federated-authentication-service/2212/install-

configure.html#authorize-federated-authentication-service)

d. BEEFINI(/zh-cn/federated-authentication-service/2212/install-configure.html#configure-

rules)

e. ¥ FAS #&#%| Citrix Cloud(/zh-cn/federated-authentication-service/2212/install-
configure.html#connect-to-citrix-cloud) (AJ3%)

REBKSHMREIERS
HFZLEFE, Citrix BiUFBEE B HIIERS (FAS) RETERRSSHLE, ZRSBNFRIPARN
BRI 2R SO BMANAELL, FAS AILUBE MU T AEE !

« Citrix Virtual Apps and Desktops™ Z#i2F (MIEA ISO B BhETERE LHNBESEHK

IERRSSHZ) , WE

o JRIIMFASZEEZF XM (BI1ECitrix TH EFAMSIXHIRED)
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XL R TR Y
- BXE B WIEARS
« BTERFASEERIPowerShell EIEE T cmdlet
« FAS BIBZHIE
« FAS #HERB&IEHR (CitrixFederatedAuthenticationService.admx/adml)
o IERERRCH
- MR ESENEGHAE

4k FAS
EET USRS FAS FHREIFTRRA. EAEZE, EEEUTEM
. PUTHHTHERS, P FAS RS BIGEMITRE.
- TEFHR FAS 281, ERBR FAS BIEEESIAE %,
- WIRIGEEVE— FAS IRSBAM. REATHASNWIERSH StoreFront™ ARSI/
ENAEARSS, NAPSEAERREHNARER.

EFAF4R, IEM Citrix Virtual Apps and Desktops ZERF IR FAS ZEBEF XL
FAS,

{E StoreFront Zfii_ /S A FAS ¥

R FAS 5 Citrix Cloud £&8 R, NAEZ SR,

E7E StoreFront BEiE_EEF FAS 5%, 1BUBEIERKF 195517 PowerShell cmdlet, #1E S
[EZHFAE, BN $StorevirtualPath o

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StorevirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
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"FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider
"FASLogonDataProvider"

E(=IHEA FAS, BEERALLT PowerShell B4 :

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StorevirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName

"standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

ACiE 32 {2l ™

NRIT{LF FAS 5 Citrix Cloud £& R, NAEZ SR,

EFEMA FAS, 15 Citrix Virtual Apps 2% Citrix Virtual Desktops™ Delivery Controller Agi& A{E4Er]
E1#EE)E 8 StoreFront fR5328 | 5517 Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$true PowerShell cmdlet, BN ihm RERITRUILIRE, TitIhRFPEZ D Delivery
Controller,

Ao E4H SRR

L& FAS [7, B ERZEPRHEARIRENR, EHRBPIEE FAS IRSHHNTERENR
(FQDN)o
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ARIBERZEERY StoreFront FRSZ 281 52 Z=ERY Virtual Delivery Agents (VDA) EG1H[EIRY
FQDN EtiE, SHEAREMRNANBIRSSRFES -

HEEER, UTROEHEEAINEETY —NERTFRREITEVNER, B2, XAEHVNEN, RE
StoreFront fR5525. VDA #5517 FAS BIEIEHIS8ITEYVIEE)ERER FQDN 7%, FAS BIn[iEE
BT, BBRATE 6,

SR 1. TL%E FAS BIBRSS 28 £, B C:\Program Files\Citrix\Federated Authentication
Service\PolicyDefinitions\CitrixFederated AuthenticationService.admx #1 CitrixBase.admx X {4 A Kz

en-US X3,

I PolicyDefinitions | == [
/(-) - 4 | . <« Program Files » Citrix » Federated Authentication Service v PolicyDefinitions v & | | Search PolicyDefinitions P |
4+ Favorites Mame Date medified Type Size

B Desktop . en-US 22/07/2019 09:04 File folder

4 Downloads || CitrixBase.admx 1 ) ADMX File 2 KB

=l Recent places || CitrixFederatedAuthenticationService.admzx 19/07/201912:28 ADMX File 4 KB

I /M This PC

3 items E =]
WIR 2. XL M4 & BB ZaViiESIgR, FHREKEE C:\Windows\PolicyDefinitions 1 en-US F
XA,

W 3. i51T Microsoft BIRIZHIE (MMH1TIEIT mme.exe) » MRE=H, EEFEXHE > MR
BB, MIAFKREERIER.

LRSI ITIERAREITRET, EEFENE, AEERRIAEERE, 3E, EYUERMmETIER
IERIFIEL B AR —NELURRIET R, ZRENIN BT a7 MmAY Citrix 204 (VDAL
StoreFront fR328. BIETE) MFRBEITEN.
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= Console1 - [Console Root] == &
S File Action View Faverites Window Help
e @ = B[ Select Group Palicy Object | x|
] Consale Root ‘ Neme Welcome to the Group Policy Wizand — 7 |.ih:|.hm:
Add — WM
Mare Actions 3
‘four can select snap-ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Availshle snap-ns: or o a laeal computer.
Snap-n ven &, Uise the Browae button to select a Group Policy Object.
=Deviee Manager Micr ® Pokcy
" oHce M
= Disk Management Mer
E ons M Group Policy Object-
FEnkerprise FKT M = | |
{2] Event wiawer M
IR eMer Mier E
2 Group Palicy Management Mir Gre alic
[ Group Policy Menagement Editor  Mier
=] tGroup Palicy Object Editor M Domains/Ols | Stes | Al
i Growp Policy Starter GROEdtor  Micr ) ,
[ Internet Information Servieas (IIS... Mir_ | Look in: [353 cirotest net v mEE-
ME-Sequciy Mscitac | oz~ Domaing, Ols and firked Group Palicy Cbiects:
Hame Damain
Desaiption: ) Domain Controllers.ctridest net
This snap-in allvws you to edit Graup Policy Objects whid Defaul Domain Paolicy
of stored on a computer.

BB 4. SMBMI T EANE B/ SRR/ EIEENR/Citrix BE/IFHIIEPN B S5 H R IIARS B,

File Action View Help

&= 1m 2| HE 7T

Defautt Domin Policy [DIW-DCOM.NET] Policy | [T iiahentication

& Computer Configuration

<y

- Federated Authentication Service  Setting
~v [ Policies
; Federated Authentication Service
> [0 Software Settings Edit policy setting
» 7] Windows Settings Storefront FAS Rule
~v [°| Administrative Templates: Policy definit Description: || In-session Behavior
~ [7] Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your

Citrix environment with your Active

Control Panel . X
> B Control Pane Directory infrastructure to allow users

> [ Network to log in with non-Active Directory
7] Printers credentials {e.g. SAML assertions).
] Server

s [ Start Menu and Taskbar If you enable this policy, you should

s B System specify a list of servers running the

}f_ Federated Authentication Service

> Q Windows Components identified by their FODNs (e.g.

Uiy All Settings fasserver.company.com).

5 [ ] Preferences

v L, User Configuration
s [ Policies
5[] Preferences

< > | Extended £ Standard /
3 setting(s)
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\

X HIREF CitrixBase.admx/CitrixBase.adml AR HZXINE] PolicyDefinitions X 4328,
Federated Authentication Service BB EF £18 GPO Lo, TP E 3 /5, Federated
Authentication Service SRB&IGE ST EEREMNR > Citrix A > B RIESCHIH,

358 5. $TF Federated Authentication Service REEFHIER BB, XN FFERERIRH, &0
LEEAREE FAS BRS52889 FQDN,

& Federated Authentication Service

E Federated Authentication Service

() Mot Configured Comment:

HrerausSetiing

Mext Setting

(®) Enabled
i) Disabled
Supported on:
Options:
FQDONs
List the installed servers in Value
FODMs | Show v fas1.citrixtest net|

0K

OK

Cancel

Apply

SR 6. A FAS ARSS2389 FQDN,

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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NRHAZS FQDN, MFIRMIAF LTS VDA, StoreFront IRSZ2S (WNR7FE7E) # FAS BR
ZEFTETININE—. BBRAKKIEE,

SR 7. BEAERHARKBASHNBARKER. BrARFESHESNTEN (IMBRITET
gpupdate force) FREFTER LN,

RERTH
IESEBALE A 89 VDA RIEFRECE—MRIBHIE, WHREHRENIES, FENNENTEE. 2

ERIEBNELRRER #A BT OIZIEHMN FAS MURTFRIERNERNFAIA, FSHE ILEM
o

In-session Behavior Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

(") Disabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process ~

Prompt Scope | Per- e 9 policy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

30 | -

] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

B A nIEALLEREH D IF FAS RIBH#HETAP B VDA £1EH5517.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 18
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B AIRAIRBEHPALE FAS RIEHIZETT,

"SEE

INRILRREEA, f2EE EHNERTAFBESRITAREFERARIERIET, B= kM :
- ERAE—ENERTERT, MhANFHIRER.
s FHERE—S 1 EESTHNIEFHR 2R TER.
- BREAR—AFRE BE 5, EREFNATFRIEPNRERER.

A =B
NRILRIREEA, RREN ZHRERFEE (UBANRL) o flRl, RIKEN 3007, A
FEADHIBR—XER. EAEN, SRILIRETIRTAF.

BARE W

NRILRREEA, SRAFPNERSN, HXIEFEIIAER, kI8eRE T 580 FRRIET
FHERERIRELBTT N, ®TFRAFRE Active Directory ERFERNBERIEEER.

PE BT ERRERE A T VDA LRFE R

{EANKE B MIIERS EREH S

RE&E FAS BRI ERATF AZSHERE, {8 PowerShell REIRH T ESRKBET, B X% FAS
PowerShell cmdlet BIE &, &% PowerShell cmdlet,

FAS BIBHEHIE1EN FAS N—EBD %, — 1N E#r (Citrix Federated Authentication Service) &
BEEFR g,

BREREERZEFISN, ER5IFETMMBIETER. REIEBMANMURIZIN FAS ERIEF
MANMENIE, HP—ES BB UERIRIERARE TEFh5TH.

FAS BEIEZEFIDIAERD XM FAS RS, IRFE, EAUEREN A LAV EERS—
BRSs AR EEBITIZARSS .
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another serverl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREIE PR

RE G 5 HMAR G M I B IRIEMRIE, FAS BT =1 Citrix IEPEREEB S FEA,

 Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority

« Citrix_SmartcardLogon

XEARMR A BIE Active Directory A, B EBE R, ARREHE .

© 1997-2026 Citrix Systems, Inc. All rights reserved. 20
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&4 Deploy Certificate Templates
Important:
deployed to Active Directory:
- Citrix_RegistrationAuthority_ManualAuthorization

- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Domain or Enterprise Administrator.

consult the online documentation.

When you click "OK" the following certificate templates are

This step can also be performed manually. For more information,

-«

Deploying certificate templates may require you run this tool as a

BARAVEC B R 7ERE FAS 2RI B2 (certificatetemplate B9 XML XHRE], BEN :

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

ThisPC » O05(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates

-~
Name Date modified Type

+

o

| Citrix_RegistrationAuthority_ManualAuthorization.certificatetemplate /1002020 5:25 AM ERTIFIC
| Citrix_SmartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIFI

Citriog_RegistrationAuthority.certificatetemnplate 1 ERTIFICATETEM

6 KB
7KB
5 KB

INRIERA REXERRGNR, BRERHLIER Active Directory EIE 51,

BEFLERR, EAUNSEIEREIAERFEITLLT PowerShell an4s -

$template =

late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory iEH RS

ZEE Citrix IEBIERGE, HIFEEHRE—DHZD Microsoft BAERBMANMEARS 2 L. B X1
fAIEBZE Active Directory IEHARSS, 1EE IR Microsoft 31,

MRBIRAEAHBEED DRSS L, BEFKBIEBMEANEREGEN. EOAUEREEIE
PIMENAINRBI A P S IT IR,

(GEBIEHR BT LAEA Microsoft IEBMANMIESIS X%, )

&2 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif Tl

The required templ  ImPortant:

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up a cert Publish

o - Citrix_RegistrationAuthority_ManualAuthorization
The authorization t{  _ Citrix_RegistrationAuthority

: ) - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
Domain Administrator.

Authorize th

) ] ) ) Authorize
This step can also be configured manually. For more information,

Create an authoriz consult the online documentation.

Certificate Authority:
Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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RN S B 10 IEARSS

b5 B S5 FAS RUISA, BIRHEE|AERA Citrix_RegistrationAuthority_ManualAuthorization &4k 4
BIERIER, ARNELXEARHZIEROEMERNA T,

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Depl_oy certificate tamnlatac Deploy

&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Set up ace rt Author_lty certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Admlnistrator must sign in to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize
Certificate authority:

Create an authoriz

Create arule

Arule defines a sm
Cancel

You have norules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BREZEE, ERFAKRE FAS IHEHKS BFAEITKETRTE Microsoft IEBIUAHIAZERI S
FREFERIIRP, IEBMANER I VIR THELIZIFK, AEFERSECE FAS,

FAS EIRZEHI A R BR— TR e EfN, EIEERGRMASIEL,

£ Microsoft IEBIMANEIZEH o, ERBETABES, ARNEFEREFMEEL, WRE
ERMA, FAS BIEEHRERRMGER, MREEFEL, HHaNETEIRER,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 23




KE B MRS

lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code

Request Disposition Message Request Submission Date
El é citrintest-CA-1-CA = . — e

Tl b e e ool bR 37407 /3040 40,

"] Revoked Certificates 3 View Attributes/Extensions...
1 lssued Certificates Refresh Export Binary Data...

| Pending Requests

| Failed Requests Help lssue

| Certificate Templates Deny

<] m [

Requester Mame Request C
CITRIXTEST\FAS-13

Contains actions that can be performed on the item.

FAS EIEZHa =Bttt I 2 M Tem. XA RERE 17 6T El

&L Citrix FAS Administration Console - connected to localhost

Initial Setup ‘Rules

— O

X

Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

(.’ Authorize this service

There is a pending authorization request on Cancel request

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Deploy

Publish

Authorize

Create

Connect

ECEXL

FAS fERMNIRZNNAZ BT VDA BRMERNERRVETS, E{XH StoreFront #8R. SN
EIEE T ZIS1ERY StoreFront Ax5588, XLEARSZIRAILOEKIES ; AILUAKIEBRAFSE ; UKkt

VFEEFIEEE 89 VDA i BN,
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FAS EVEEQEMECE—MM, FAVBRIVERIE—Z2 N default’ IR, EABINBERT,
StoreFront TEELZR FAS BY=153K % F“default’ BIFL NI,

BRI QIBEMBEXFN, U5 BREIEPERFIERIANME, FRERENEERENE
MEFAPR, XL BT UL ERE N EAREA StoreFront ARS5288L Workspace £/, AR EIE
I, ¥F StoreFront fRS3 2300 E IR FMAERBE XN,

BEQE (SN ED -+ ERQUEMN) LUSshHANEIEBS, ZRSHUREIZMNFRF
B2 “FMNER+ ERERMANBHE,

&& Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default y E Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ESFREUTER :

Bk . BTFMA B PIEBRIEBER, XMWiZE Citrix_SmartcardLogon &k, =& 2 HIEXEHE
A (BEBREPER) -

IEBMANM © 5% B PIEBRIERMANAE. ERGARIEBMANE LS. FAS FEFRMZD
IEBIURNA AL I ERZ BN A HTE, BRREERIEBMANEIRESER A RIRAIA
BEHRIEBIMANEE,

RIEAER | RIFRERERETEF IS AEER VDA FER.
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« ARFSERER FA, #75) SEBNATERNERNER, BRESNIEIEEXNARIZ
IEHo

- AFRERERAEEP—AFPESMNIIEERILOARNIZER. KESHEFRROEZFLET, M
VDA RIEFIHRINFR (PIRIRNERMMLsSX =) FILUER Kerberos 8RB R#HITIAIM,
FAFEZRIERIUES,

MREEZFARWFRIEAER, WESANBERARIENTHAREHGENBATF VDA, A, IEH
RERERETAFPN DT NIERFEPUENAEFRER, flf0, NREFEX VDA RIEFH
Web fRZZ25#1T TLS B2I8IE, N Internet Explorer AJLAERIZIE .

IHIEIEEE] | ZASERY StoreFront fRSZERITEANTIR, XEHBNENERBTRAERAEHERE
BIEF, WFAEXENR, EEILURINET AD &R,

BIEHIRENZEMEXETE, YINEEEE,

AR

MRIEUF FAS BRS588 5 Citrix Cloud 55 1ER, NWEHEE A RS, = Citrix Cloud £ AR
B, StoreFront ifRIAFRIF#RER, ZAILUFERERIFLNE Citrix Cloud A4 StoreFront &L
BfEM. HAM StoreFront (ERAFENIES, StoreFront IARINERIFAEA.

ARIMPR (RIFETEBHR) ELEFAERNS. Eit, TRTEBBHAARITFERN StoreFront fRS528.
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

BRE! : FILAGER FAS BERAFH VDA it BHFIRURALGET FAS fULIEBRAFFIR.

« T8 VDA BER A IFERISEMILE VDA AT LUER FAS ERFEF, VDA SIREGAAE T BN
- EEAPBBRAFEISERL A B LUAER FAS B% VDA, BRSIREGAIZAF,

MR FAS fkE2:5 VDA TFARBEA, NMATESERIAR S,
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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=AM : F57RH M Citrix Workspace 2SI B TSRS N IZAN, %32 Citrix Cloud BY, &
BILUERE AT Citrix Cloud B3R, ZE3ER Citrix Cloud fg, AR LUEIT EES) Citrix
Cloud"&B4% F Ry FEE B SN,

&% Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:
o Deploy certificate templates Tl

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Y453 Citrix Cloud

RA] LA Citrix Workspace ¥ FAS BRZ5251% 35! Citrix Cloud. EERX R Citrix Workspace X

—
o

1. EYRIZERIFH, E9&E8E Citrix Cloud" £ &%
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. EBREERINE, ARREE T

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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i 55 bl (X 32 fE Citrix Cloud,

3. BOMER— 1 M—I ML, ZEMIBHIIE Citrix Cloud FEFHE, BXIFAER, B8
i%) 1£ Citrix Cloud HEM A= o

&4 Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESODAR

Summary

( Waiting for confirmation...

= a=B

4. EFMEMIEELE, A TAZIRPIEFFRENRRIE .
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Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

&4 Connect to Citrix Cloud — O X

5. NREA, EEREFIKF, ARREEEE FAS RSBNHRME, ST HE", AFXAHIA

B Mo

6. FEEFEMM TR, ERAIMEMNEZEHRMU, BHT—H"
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&+ Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

7. EHEE Y, B ST USER Citrix Cloud &%,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud >Efift FAS ARSS28, HIMEE/REEM Citrix Cloud Tk P RSB E TUE Lo
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WTH 5 Citrix Cloud BYZERE

M Citrix Cloud ZRNIEMIBR FAS RZ23/5, 204 Citrix Workspace XE Hpmih, 7E%E#%H) Citrix
Cloud"H % 8",
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el
=
ANHHNXERMER TS S MNIIEARS (FAS) NEREEENEEERE.

BXER

« FAS ZEMVIRIRENEBESZ RN ELEMNEE X&E

- MEFRGH XERMT EE FAS FREWHIRE, UKiERE X B E HMEREWHNEMNXE
HYSERL

Azure Active Directory B &R

Citrix BEFR R IRIEARSS (FAS) AEMAEBELIENIE (VDA) IRt 2 28 F (SS0O). FAS @it
79 VDA 1R P IEFHFREI SSO, VDA ERIZIEPAE Active Directory (AD) IIEAAFP &5, EF
B VDA RiER, TEEFHIIERIAIAR AD HiR.

1BE, Azure Active Directory (AAD) BSEHER 51889 AD #1 AAD ZEl#1TRY, NMABFPMITE
MEIEBREEM. AXNEATEA FAS B, M VDA RIENEREI AAD SSO FREMEINELE, X
R TEEFHIUERIAIA ) AAD fRIFIIR FBTER

Pz

FAS f#/H AAD BY SSO FNEEEAIFHIL B,
BAEE FAS RIEWIEHR,

1SR LUfER EAThRABY FAS,

IRO] USR5 FAS BYEMARZA VDA,

AAD SSO MU R BLEIE TR :

AAD BRIRIEEHE VDA BA VDA B:2&mMA

1E {EH AAD 4% SSO {EH AAD EFIEPBMNEHE
IE
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AAD B {350iF3ERY VDA BANA VDA BREMA
BX& 3] Active Directory BX& £ ADFS _tJ/E A Windows & BafR WS-Trust
B 5IEARSS (ADFS) R 50IIE certificatemixed i = 2/ A
KERE=ABRIRHER ERBE=ARRAR ERBE=ARRAR

- F£E AAD 25 F SR IIETE AAD 1T, BRI AR AAD FHEIE,

« BXE AAD 13218 AAD ECE N B RIS E R EMAERE. Ft0, EEMRE] ADFS T E
=H B MREER.

« JEETNAB VDA ZENIA AD #1 AAD B9 VDA,

EINAER VDA

X FENMABER VDA, £ Windows SRI8IE (54t LFF &AL Windows &3 353IESY
Kerberos) SRIL¥T AAD BY SSO, HAF M VDA R1EHISIRRE AAD RPN AREFE, 2&REX

AAD RIS RIIE. TEERT SRS MILIEIIE

Federated IdP AAD
or ADFS
A
: 4. Authenticate
i with Windows
4'. If federated, Authentication
2.AAD-protected | 5 Challenge i Windows
app is accessed with token i
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

BS&ATIE AAD B FEENE RIS RIS
BXHE AAD HIKENER, 158H TEERER.

JHTFEES R ADFS B9 AAD i3, i&57E ADFS BRS585 L2 A Windows S173393iF,

MNFERSRB =S FNIRMIZFH AAD B, FERLBIBRA R, BERRENSMIRHERER LRI

.
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ER BT LU A BN AER VDA ZHI R ARZA T EEIAR VDA, B, M FAS BBFR%S
4% AAD ERIFTSHE (PRT),

EBRIMAR VDA
EETIAR VDA [ERAIA AD #1 AAD, HAEFRERE VDAY, FeIZUTIH :

« Kerberos EiFHETEIE (TGT), AT AD HFEHITEMNRIE
o FRIFTBHE (PRT), BTX AAD FRFITEHKIE
PRT 228 X BFRFMITENNER, NEHXLE, IEEMNEBT AAD &4iHinZRES,

BT FAS i@l VDA RIEBRMB A #ITEMINIE, RRBEERLRE T ETIEHRI AAD H750
IR FEECIZE PRT, TEIETRT B4&5IHNSMNIIETIE

AAD Federated I1dP
or ADFS

3'. If federated,
certificate authentication
happens at
the IdP

3. Authenticate to AAD

b st il with FAS user

2. Kerberos TGT

1. Authenticate to AD g A
with FAS user

certificate Domain Controller

Hybrid joined VDA

BEATIE AAD BIRFTERE B S EHMR

FFHEE AAD 15, 1BECE AAD CBA, B XIFHER., 1EEIHAzure AD ETFIE BB ICIERLR,
VDA fEH AAD CBA @3 HF B FAS iEH A AAD IIERF &%,

Microsoft X5 T ERERFIERER, EEERANERTHER FAS BRIERERNIE
Lo
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FHTFEBESE] ADFS B9 AAD 13, VDA R ADFS BrRZ3 23089 WS-Trust certificatemixed % 1813 FA P
B FAS iE$H[mE AAD BiIFRF &5, ttis=E2IAEH.

HFEHEERIE=ABDIRMEIERD AAD i3, AJREFERLIVBRA R, B IREREFHIEI WS-
Trust certificatemixed s, 1BEHERENBDIRIEIERFKE,

IEBI A AIECE

AXNBHEEBRIIERS (FAS) WEREE, UWESIEHMAHNM (CA) IRSBZIBERM. FAS EIE
PHIEATIBEHPASHECE, XLEWEAFR FAS 121189 PowerShell APl, TERITAS HBI(EREIH
BB, &8 B & PowerShell FIEAREIIR,

REZ CA BRSZ2 LA FAS [
BRI UTE BB S RIBINIES, EH FAS BIRIEHISEE FAS UERAZSD

&% Edit Rule — O X
Edit rule "hello"

Template

Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
@ Certificate authority balancing and failover.
In-session use
Name Status
AaEres el Template available
Template available

Restrictions

Summary

< >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IRERBIFTE CA #B4 A A% Citrix_SmartcardLogon IEPEMR (BRI PR pEEER)

INREHRLERBEN CARKBAENER, 15AE CARIT REIEBMANNE TE,
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BEARGREA CAHIT BAULARS P8, RAELSRAEERIGER AT ERER
CA.

AT M E R

HHEZ CAIRSI[OCE FAS IRSZ 238G, AP IERERRNDHREFIBERERN CA RSE23E<iE, It
o, WMREFP—PEEERN CARSZ[HIMKIE, FAS IRSZBIHUIRE]S— 1B CA RS 35.

BdiE Microsoft IEBIMEZ WA LLIHIT TCP 510

EIAMERT, Microsoft CA £ DCOM #1Tiala], XELMPIANIELTERSHERE ZE, Al
Microsoft i€ AT AR FE%7S TCP . 1E Microsoft CA k£, {#H Start>Run>dcomcnfg.exe 1T
FF DCOM ECEMEHR, BFF Computers>My computer>DCOM Config ML &7 CertSrv Request T
=, SA[G4RiE CertSrv Request DCOM W FHIZEFHIEM !

CertSrv Request Properties |2 | X |
[ General | Locaton | Securty | Endoorts |[igentty |
DCOM Protocols and endporrts
T ... default system protocols

4 Select the DCOM network protocol sequencs that you want to
o add . Enter the endpoint detals and dick OK when you have

Frotocol Sequence: Cormection-onerted TCP /P

() Disable profocol sequence

() Use default endpoints

() Use intranet range of dynamic endports.
() Use intemet range of dynamic endponts.

[ ok | [ cace |

Leam more aboul getiing these properies.

ok | [ G || o

FWRE R LIARBHSALERFEE TCP wOS (EEFIY 900) -
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BHE ) Microsoft IEBMA VM FIERIERIEK, WMNREFIEIT netstat -a -n -b , BNIZE
B certsvr IETEIS0FIRO 900 :

TCP 0.0.0.0:636 LISTENING
[lsass.exe]
TCP 0.0.0.0:200 LISTENING

[certsrv.exe]
TCP 0.0.0.0:3268 LISTENING
[l1sass.exe]

TCP 0.0.0.0:3269 LISTENING

TEAE FAS iRSS38 (SEMEMERIERMANEAIITEN) , KX DCOM A RPC iHO#1T
MM ER. HBEFPIHEEFER DCOM K, EREERIEHRSES3 LA DCOM RPC BRSS, FHiEKiA
A4FER DCOM fR$B 25, XL i%O 900 TH, #H DCOM fREB 2S8R FAS IRZ [ UNMHE
%

PR P IET
UEPIEBE FAS FRSEBRTERME, BRNBRNENEERE, UTFBHRET HARS R
2 FAS RS BRI AUILIRIE,

FRHY Active Directory R %3
R LUBIE &8 AD FIFAPYREFEMEEIIES (B0, .csv X)) RSEHEPRER, WTHIFR

TNo

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8

-delimiter "," $filename

} else {
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Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser 2— MRAER ecmdlet, AFE@AFIIR. LEANTRASZT—1HiERSE, BTN
F|HBEH UserPrincipalName Bk P IR enabled’BIE o

SearchBase £ 48/\ 7 1£ AD FEZRAFHVERE, MREELSZ AD FHNFRERF, AIUERIES

o FE  EWAREEIRERF.

CSV XHERFGFXIFE :

B user_list.csv - Notepad

File Edt Format Wiew Help

"UserPrincipal Name"[l
"testuserl@bhvt. local”
"testuser2@bvt. Tocal”
"testuser3@hvt. local”
"testuserd@bvt. local”
"ucs3isBbvt. local”

"ucs3o@bvt. local”
"jime A N@kver Tass1"

FAS BR3538
LT PowerShell BIASIRER 2 Bl R BY B P 51 ZRFH R A P IEH5IER,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName
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if( $server.Server -ne $NULL) {

New-FasUserCertificate -Address $server.Server -UserPrincipalName
$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

INRIEBEZ FAS RSS2, FERPRIEBRERMR | —REERSHRF, B REXELRBR
S5aaHo

FIREAE B F &9 default’ 9N, WIREEREMUEFE (Fl0, “hello) , REFLREIAH
89 $rule TEENA],

&L Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default Z W summary
hello A"

IRubname: hello I
Status: OK
Template: Citrix_SmartcardLogon

ST EMVADIED

MNREEFEAZN FAS BRE28, MEIMUET FAS #0GEH, MASEMEZRAAF,
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1A B LAERR GUI EFIEIN FAS ©

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create

0 Create arule

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

TR TES

1. SIEHHISHEES | New-FasAuthorizationCertificate
2. IETFHENGER GUID, WML TF&nsiR[E ¢ Get-FasAuthorizationCertificate

3. ¥ FAS PRS2 E T4 1ET . Set-FasServer -Address <FAS server> -MaintenanceMode

$true

4. THRIBOIEAGESD | Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. {# FAS RSB IEH 3PS | Set-FasServer -Address <FAS server> -MaintenanceMode
$false

6. MPRIBEIIZFBGES © Remove-FasAuthorizationCertificate
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BEXER

. XEREHRE B FAS RENRENTESE AN,
« B BB S AU AR S B8 R A E B — S0,
. BARIER R X EE SRR E— PN R,

FhEAfRIP

=T

IEBFAETE FAS RS54 LRYBRATVBUERESR. XEXBIFLATAET FAS IRSS2HIMBARSS K 716,
HERIMTIENRA FHo

FhEAEMRAEE

o SIEMAAIIER X BXA9FLEA, KRB Citrix_RegistrationAuthority JEB1E#R,
« 5EPIIEP XEXAYFELAEA, KB Citrix_SmartcardLogon JEHER,

SopR BB RAEMAAIIES | Citrix_RegistrationAuthority_ManualAuthorization (ZRIABERERA 24
/\BY) F0 Citrix_RegistrationAuthority (BRIANERERAREE)

TS B MKIERS (FAS) BIEEH SN VIMIRE &5 & 3 F, HEEHEE, FAS RS
BEER—NEAX, HENERM A %AIX Citrix_RegistrationAuthority_ManualAuthorization i
PRIERBELIEK. XB—NIaHES, BIAGREAA 24 /B, IEBIANMET =B g thiE
), HMA MR EERTEIERMANE EFohiZi. IEBMAEL FAS fRS3R/E, FAS 2FH
Citrix_RegistrationAuthority_ManualAuthorization JiE4 B ah3REX Citrix_RegistrationAuthority JE+
(FHANESHEAINTE) o FAS IRSSESTEIAEN Citrix_RegistrationAuthority IEPfE, SI7EMHIER
Citrix_RegistrationAuthority_ManualAuthorization FJIEFH 1%,

5 SERUSIES % BRI, E MBI R G FASRE A A S AR R A
BIEPEEHIERER, Ei, PSRRI AR % S A P R
I,

BRI LUBRE FAS ARS8, UREHLLZLERNANFRIFFLGE, ERAUTAEZ—
« Microsoft 12583 RSA 1 AES NNERZIRHEFIZF X Microsoft R ZRAFMIRHEER, BT M
MAZIEBFI AP IEBEIFATR,

o SERATEMNADIEBFAFREEE T B ELR (TPM) A B Microsoft A REATRMEIRMIER, U
BERTFAAIEPBFA(ARY Microsoft 12388 RSA 1 AES NRRSFZIRHEFTZF L Microsoft FRER
AE#EIRERER,
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« BHRERR (HSM) HNERIINEIRS SH HSM IRERVEIREFMERHERER, BT EMIIE
PR IEBRIFAR.

FhiAEcEIE

FCE FAS UERX=MEDZ—. FRAXARIERmIE
Citrix.Authentication.FederatedAuthenticationService.exe.config X1, ZXEHERIAIER FAS
ARS528 EHY Program Files\Citrix\Federated Authentication Service X3,

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!—— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ ——>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] ——>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.LogLevel" value="3" / ——>
<!-- Logging: Event IDs to not log (comma separated) —-->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress” value="" / -->
<!-- Logging: Disable Key Management logs —->
<!-— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>

<startup»<supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS (XTEARS EohEHEEECE X e MNRER T EEME, NMMEFHESH FAS FREFHIEEEN.
7£ Citrix.Authentication.FederatedAuthenticationService.exe.config XN T AR GBI X & :

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderLegacyCsp (£ CAPI 1 CNG API
AT

& pa 3
= {EF8 CAPI API

false (ZXi\) {#H CNG API

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderName (Z1£ 1R ETZF & FR)

=] p=2,

Microsoft 32585 RSA #1 AES MR SZ1HIE 2R\ CAPI| 1R{HTZE
F
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& pa >3
Microsoft B4 HFMEIRHIER ZXIA CNG R{EREF
Microsoft L& R AFEIRIHIEF A TPM 1RIEIER, 15EE, TEIUT TPM

BFRFR®ER. XN TPM BT EMYAER.
IR RNTEEBUCIFRHRITIT FAS ARS8,
BEEWER TPM MESNERREFHNRE, T

RESFERL.
HSM [/ CSP/ZsATFEIR (L2 B HSM iR, ZERMNEmR. R

B RITEEBUEIFETRIETT FAS BRSS8, 1BE
WIKRY HSM IR, THRESSZIFERIL.

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType ({X7E£ CAPI API B9IER T &
)

=l p=d

24 #RIANE. 15 Microsoft
KeyContainerPermissionAccessEntry.Provider
Type Bt PROV_RSA_AES 24, BRIEIEIF
HSM & CAPI 55 E HSM S E M
E, BNIRIELR 24,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (2 FAS EEH1TARIR(E

B, EXERILAIEERE) ERFARR A FH RS, NREASS, NWRIFER TPM BiifF
o

E o 24
NoProtection FAEART AR Ho
GenerateNonExportableKey FRiko AT AESH.
GenerateTPMProtectedKey IR TPM #HTEE, AREIEE

ProviderName A#gERY ProviderName 77i#
(540, Microsoft Platform Key Storage
Provider)

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (38 FAfARINIED)
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=] #&ix

2048 ko WRILUER 1024 3§ 4096,

REXHFREUNELAXERTNT (RERNEUIEETR)

Pl.r:;zla(iir “True” “False”
CAPI API (CNG API)
CsP ( T )
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider Enhanced RSA HSM Vendor HSM Vendor Microsoft Microsoft
and AES
. KSP Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, hlERor 4096

EEA =R

=fl1

Ik~ BI3E = T 6 Microsoft Software Key Storage Provider ZZi&89;EMANAIIEBFA AR A P IEHFL
Ao

XRAINNREEERE, TRMANAEE,

=l 2

ERPIETRT & Microsoft FEERFMHEIRMIBFFETE FAS RS EREEM TPM FREGEMAE
IEBFAEA, LUIRAER Microsoft B & AFMER HIZFFMERN A IEH A,

A ERIZIER FAS BRSS 8RR TPM BEARIE TPM HERAINAETE BIOS RERA, ARTE
Windows H#]#21t, ; 1525 <https://docs.microsoft.com/zh-cn/previous-versions/

windows/it-pro/windows-vista/cc749022(v=ws.10)> .
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£ FAS EBIHIA
FAS BIBFZEF| B TERITRIIERERIER, RILEAENERT, RIEENAR DI EMHIMIIE
PBHTENIEPZERIER,

HITHIRA FAS IRERY, ESEIEPERINGBIEBMANEZE, BEEBNESr (BRBFYH
BT 3)

LR NI ERA T TIURIBECEX M ¢

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMFrotectedEey" />

A BEN I FAR

<?xml version="1.0" encoding="utf-8"7>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —-—>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedRey" />

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel"” value="3" / ——>
<!-- Logging: Event IDs to not log (comma separated) —-—>
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs -->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

Hit TPM REIRAKE. RRIABIAKE RN 2048 i, BHRIEEEHZIFNERAKE,
B 2 . E|HFET Citrix Federated Authentication Service M MBRE X4 PiEEE,
SB 3. BRRS.

B4 MEBMRNMRSSFFNMAFRIENIERIERK, RECEMMIERE, EEEN SR
BEFVFNTRE 3 FTNEE, LY, EMVMIEBBFIARTE TPM RER, IEBEIAERERN 2
%o

NEIEMNADIEBRIAEMWEFMET TPM R, JBEMBLLT PowerShell f85, SREMAADIES
BFLERTERETE TPM AR, NIl PrivateKeyProvider FERJFIZIE /I Microsoft Platform Crypto Provider :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
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S5 REEXHROUTAR :

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableKey"/>

RE FAS AIVERE SR TPM RIPERVAFIES, B TPM BB FAREERTREXIS,

SB6 . EFEH FAS, XRBHIRSEIRIECE X HH RIRERRIE, FEERIBEIFARIRIER
TMAFIERER ; XLERERRNAAREMET TPM R, MZFEA Microsoft G EATF AR HIE
o

WR 7. 7E FAS BIEESSHEZF MU EF, HIRER (/zh-cn/federated-authentication-service/
2212/install-configure.html) FIFFIRZRIEIG B,

{£F PowerShell

RJLAERS PowerShell BEIFICEMAWIES. XERTARLEHIEBMANMBIELIERERE
RIZEMVAIEBRALR, EREEMER FAS BIEEH S #H TR IMYIMIEBELIEK.

SR EEREEEFISHITIN FAS ECEHE, (NElRim TR | BB IEBRER MR EIIE
PR
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&& Citrix FAS Administration Console - connected to localhost — | X
Initial Setup Rules | Advanced Connect to another server  Refresh
Complete these setup steps:
o Deploy certificate templates =i
The required templates are deployed in Active Directory.
o Set up a certificate authority Publish
The authorization templates are published on:
Click "Publish” to publish the templates on another certificate authority.
Authorize this service
Create an authorization certicate for this service.
Create arule
A rule defines a smartcard-class certificate that signs users into a Citrix environment.
You have no rules configured.
Connect to Citrix Cloud
Complete this step if you wish to use this FAS service with Citrix Cloud.
SR 2 EENIEEMANMARSSE L, RIERERMMC EEET. ARESE
Citrix_RegistrationAuthority_ManualAuthorization &1y, fA/F1EFRE HIERR
TR B IETF, BRBEVMERME, TR AEIR, ¥R Offine_RA, B3EAAN 2 & !
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

BB 3 EEREBMANMARS S L, RNERMANME MMC EIEH T, ARPEEREK
W ERFE, ARRTEMAMERRIR . EFENRIeZAIRR.

\

R 4. TE FAS BRS28 EMELLT PowerShell cmdlet :
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

LIS 1E FAS RS8R LHIALUT PowerShell cmdlet, I7E FAS ARSS8RH9 TPM HRAERL RSA E$A
SFANBRIEBRRIER, B ¢ L TPM REIEZEAKE. RINEAKEN 2048 i, FUIEERHF
ZFEAKE,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

fan

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net

© 1997-2026 Citrix Systems, Inc. All rights reserved. 51



KEEMRIERS

RETRUTAR !

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

! WaitingForaApproval

Id GUID (it~ 9“5ac3d8bd-h484-4ebe-abf8-4b2cfd62cal39”) EELES BHEMNE
;8

BTt PowerShell cmdlet 339 3T 4 ARSERMAGIE AL — R T2,

iB1TiE cmdlet B, 0 FAS Boff WNEE B XEHHIREME, UHMEEFERNZRIRKE
(BRINEH 2048)

HFE I F5h PowerShell Esh8EMAIEBFLERIRES, -UseTPM IKEA $true, HIt
RGN AR ERE5ER TPM FREIREARENE,

BTt cmdlet AR EHECE X FHRIEIRE.,
- E/R4BE) FAS BB A LB RR(ERE, HER FAS B M HHHIRERIE,

« WHEILUTE FAS BRSS2R0MAE BB P IEBUERS TPM RIFEVAE P IEBAAAEY, FEEXHF
H) KeyProtection {EI1& &9 GenerateTPMProtectedKeys

BIEREER TPM £ T EAX, BEEMEANIIEE FAS 558 £ Windows EHEFHRT
BN AERF BiE.
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14 Mone
16 Mone
15 Mone

(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bbe1-44af-8d21-

1159d364d82e]

R

Application Number of events: 3
Event|D Task C...

Lewvel Date and Time Source
14 Mone

@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore
@Information 22/07/2019 12:5%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:

False]

IR . 4RMHA2F . Microsoft Platform Crypto Provider”

SR 6 . FEBIERED EHRIXARERT, HARERFIBEEIFANXEX S,
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E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

< >

SR 7 . BT FAS ARS8 ERY PowerShell EP%E]\L(_FV\]@, FHEPELIERIZRAIEAIE PN
R :

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>
fan -

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

ETRUTARR !

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

B A BE R HILIEBMANMTIR"E Do WRFIFENEBIMANMEERESA http (TRER) 0 DCOM
(8P EAft. HIRAA, EIEE DCOM 1ELT
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Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel

IBEIEBMANMIG, PowerShell £ RequestiD :

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

PS C:\lsers\Adninistrator. AUTH> -
S8 IEPMANMARS S L, EIERMANME MMC BIESTH, SEHEBINIER . 12 TI5
K ID. AEARBIZIZERHERME"

LR . REFBMRMER TR HEINNHLRES (EKID KZTE) o WEFTHIER, ®F
HRER AT+, 2 EHBIXME . EBSHASER. BET—%" AXGRIEFEUATIE
In :
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

KRB TAINEERIEEFFA - PKCS #7 iEH (P7B)’, HEXTERMNRETEE, QIREPRES
HFREIEB".

IR 10 . [HSHANEBXH E HIF FAS fR$B a5 L.

HIB 11 BT FAS BRSEZ 28 LA LLT PowerShell cmdlet, fEEMAMIERS AR FAS RS2
h :

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcaTCertificateFile <Certificate file from step 10>

fian

Import-FasAuthorizationCertificateResponse -address fashsm.auth.net -Id 5ac3d8bd-
b484—-4ebe-abfi-4biZcfdb2ca3® -PkcsT7CertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

BRUATAR !
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PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo9g8boc2705 C:\Users\administrator.sTU\Desktop\TPM_FAS_Cert.p7b

1 74d427ff-c55b-4d6d-87ae-1ff98bec27es

: [offline CSR]

1 978816¢cd-8b21-4695-8c5d-88bb7df1816b
CertificateRequest :
status : 0k

EMIAEMYIMIEBFLAR S EMEMETE TPM A, IEFERAUT PowerShell a5, BN FMAG
IEBRFLEATFHETE TPM &, NIl PrivateKeyProvider FEXFHI& & Microsoft Platform Crypto

Provider

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

HB12: X FAS BEEZHIG, AREHMENE.

&4 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AR BRAULRS S RE B REEAERIC,

LR 13 7E FAS EEEH o EHINLETF, HiRiE ZENEE FrmRAYIR
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=3

bR BEE T Z6ETE HSM PRV EMYAIE BN A FIEPRAH, RFBRESEE HSM. 1R
HSM [ EBIRHEREF LM, FIg0“HSM_Vendor's Key Storage Provider’s

INRIEH T EBULIFIRPITTT FAS ARS8, 1BEWER HSM MV BN T BEERF ZFE

SR 1. EEAEEEFSBRIRE FAS HHiE), XERRIRNT R | BB ILPER N REIERNA
A"

&$ Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

WIE 2 . BIFEH HSM HREEHISCRY, WUEEEER HSM B ProviderName B A1, fIRIEH
HSM fE/H CAPI, M rIaERFHEMIZERFIA Cryptographic Service Provider (CSP), #1R1&
B HSM {£F CNG, NIt el g FRHEIZF 579 Key Storage Provider (KSP),

;3 NTRIBREXH :

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadoinParameters.ProviderName™
value="H5M Vendor’s Key Storage Providexr"/>

B ITER A0 PR -
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<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ —->
<!-— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -3

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel" value="3" / —-—>
<!-— Logging: Event IDs to not log (comma separated) ——>

<!=— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs -->

<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

A ZREER HSM 8 CNG, EItk ProviderLegacyCsp {HIZE N false, MIRIEH HSM A
CAPI, N ProviderLegacyCsp {EMNIREN true, BER KL HSM H X, UBEERH HSM
M CAPI X2 CNG, BIEEREM HSM HEFENY, THEIEXTT RSA BIEMZIFNERK
B, FlRAG, BRKEIZBERIRINE 2048 i, BRTIEENRAKESEERIE,

LB 4 . E|EIET Citrix Federated Authentication Service W MEZE X HEFiEEE,

S5 7E HSM LR RSA ZAX, @I BT FAS EEREH o R EIET -+ FRRECE
BIBIEPRERIEK,
SB6 . BWIFRBMEEE HSM AR, BHRE Windows EFBEFRINAREFRAE !

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

AR IRMER | HSM B EAEERHIZRF]

SR7: TUEBWANMEARS S L, EIEBMANE MMC &, EEEERERT R

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
@1&? ————— BEGIM ME...  The operation cempl... Taken Under Submission 0770472016 1404 AUTHLUCSHSMS

ARBEIZIERFERTR.

AR BAULRS SR ERFE LIRS,
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

S8 . 1 FAS BIREH o FEFMMNED+, FRBLEMEEFFmhRIEIRE,
FAS IEH771#

FAS &R FAS Ar3528 LRI Microsoft IERBEFEREFMEEIER. CERAMRANEIERE,
EAEFMIMIERER GUID, IE7E FAS BRSS88 EHRIALLT PowerShell cmdlet :
Add-pssnapin Citrix.a&ast;

Get-FasAuthorizationCertificate -address \<FAS server FQDN>

Flgn, EILUEITIL T4 | Get-FasAuthorizationCertificate —address cg-fas-2.auth.net :
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

BERWMAFIERSIKR, BHEA

Get-FasUserCertificate -address \<FAS server FQDN>
g0, ERILUEITIA T4 | Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate fas.stu.net

ThumbPrint : 2A81185BBFEB696188F5FDE6GFACBFBEFBAEBSOCS
UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

£ HSM 7Z&FAEAES, HSM B 28181d GUID #RiR. RILAERUUTAEFREY HSM #EAFARY
GUID :

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true
Ban

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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PS CiwUsershadministrator:> Get-FasUserCertificate fas3.djwfas.net

PrivateKeyIdentifier : 38485c4d-63af-43e4-9135-2412246b1112
J Prowvider i Microsoft Software Key Storage Provider
PrivateKeyIsCng : True

ThumbPrint : AD2441FA5S8A02066A84DB198EAREA9T7 65 28DE0ET
UzerPrincipalName : joe@djwfas.net

Role : default

CertificateDefinition : default Definition

ExpiryDate : 19/81/2818 @9:18:48

BXER

. REFRE £ FAS RENRBNTESE 7L,

- B FAS HBIE BASARIERSAREWED XEPHTT B4
- BHRIER R XS BREE XEPNE,

ZEMMKERE

BE B R WIEARSS (FAS) 5 Microsoft Active Directory 1 Microsoft IEBM AN ERER. S04
ERRARFIEHEIEMRIP, MEAEES SR EM X BEMENFHIELZLRE—F, N FASHIE
ZeER,

AHEEHDR T ERE FAS HEBRZEEBNR LN, CEsht 7 AIBRIThEE, XEIhEErIsER B TRIP
JRNERE=Shi sy s

P E RGN
FEZRT FAS BETERNEBAFNREDR,
FAS BRS5 38R SIEBIMA MRS RS S — BRI R & % REMSNN 2, ERATHED,

Citrix Gateway # Citrix StoreFront @2 EEAHN, BFRITEF BMIIE ; EM Citrix Virtual
Apps and Desktops™ A4 ARZ5| A FAS BIFZM,
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Citrix

ADFS Server (with Federated Authenti- . . .
X Domain Controller
Web Access Proxy) cation Server

Certificate Authority

Windows Server Windows Server i Windows Server

e FAS Pe FAS User ueN
T.LS §eruer j Authorization ,‘ Certificate " walter@auth.local
' Certificate Certificate Template | Alternative UPN

FASUser @ FAS Autharization walter@adfs.ext
Signature Certificates . Certificate

Certificate ' Template

Encryption
Certificate
(not used)

Kerberos

Citrix Gateway StoreFront Delivery Controller VDA

Windows Server & Desktog indows Server & Desktop

VPX indows Server . v
TLS Operating Systems KerberDS ating Systems

Root CA TLS Server TLS Server | FAS User
§ Certificate f| certificate § Cenificate @ Cerificate

Gateway Server
' Certificate

ADFS Signature
' Certificate

SAML SP (RP)

High Trust Intranet

BiAENIMER 2

Citrix Gateway. StoreFront 1 Delivery Controller™ 2Bz [B/F@SR@E im0 443 LAY TLS i#
171R3P, StoreFront FRSZEFNHITHINERE, Citrix Gateway N {IEZIET Internet A HTTPS i

[ 443 g93E#H,

StoreFront fR5325:@:13 5% 0 80 EEAMEEIIERY Kerberos BXZR FAS ARSZ 25, BAI0IEFERA FAS AR
522309 Kerberos HOST/fqdn &7 LA StoreFront BR538389 Kerberos it BHKF B15. XSER—
D= EIEAINE", Citrix Virtual Delivery Agent (VDA) EEEXREFRHF,

Y HDX &iEi%E#EE] VDA B, VDA t@idi%O 80 B FAS IRSS85. S1RIIEER FAS IR 2589
Kerberos HOST/fqdn B34 K VDA BY Kerberos itEHE 7. b4, VDA At ERaH" FEE
I IRIEBFIFAEA.

Microsoft JIEBIM A VK12 ER Kerberos H1A50IERY DCOM &5, ZBErI BB NFERAEE TCP
w0 IEPMANMIEER FAS IRF 2R EAZETIEMCIEIEHBIZHM CMC BIES,
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ARS5 8% B SR A

B A BHKIERS [in] 3R B StoreFront™ #1 VDA Y Kerberos
over HTTP, [out] E] Microsoft IEBM& HHIHY
DCOM

Citrix M % [in] RBZFIHITENB HTTPS, [in/out] /3R
B StoreFront fR532889 HTTPS, [out] B] VDA
89 HDX

StoreFront [in] 3R 8 Citrix Gateway B HTTPS, [out]
Delivery Controller B HTTPS, [out] E] FAS 89
Kerberos HTTP

RA{FEHI2R [in] ¥ 8 StoreFront BRZ328HY HTTPS, [in/out]
3k E VDA B9 Kerberos over HTTP

VDA [infout] kB3 {1#EHIZ8HY Kerberos over
HTTP, [in] 38 Citrix FA% 8 HDX, [out] E
FAS BY Kerberos HTTP

Microsoft IEHB 47k #1443 [in] 388 FAS B9 DCOM M& %

Citrix B¢ B IIEIRSE S Citrix Cloud™ 72 8By
PREIAT FAS 4381 F A P B0 F RS BR 43 0 A 3513 A Rk

- FAS BEEZFIE, EAFKAT

* ,cloud.com

*.citrixworkspacesapi.net

o NREPIMERERFE =SS MRMEERF, WHEEHMI
« FAS k55, EMEARSKPT -

*.citrixworkspacesapi.net

*.citrixnetworkapi.net

INRIERIMZA SNBSS R, 15EA FAS BEEEHI ortutEcER P A, 15, BHREER
netsh B 3Ll T B ACEMLEARSS 1K BYL,
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ZE2ABFEM
FAS EEEMAMIES, RIFEAKRERNIAF BEMAIER. Fit, HEMSEIHER 2REBURE
FAS BRS5 28 HIRFIHNRIFEEE,

EREEMACER
FAS @ 7 HE MR MA B FIEH. Microsoft MERMA AR IFEREEMALIE. IEBIRRU
RCEMAER U EBFRIEBBAF

Poiicy Module | Bt Madue
Enolment Agerts | Audtng | Recovery Agerts | Secuty

For more information see Delegated Enrollment Agentsi
() Do not restrict enmliment agents
() Restrict erroiment agerts

Enrolment agents:

IEEILUE A A IEAERA IR -

o JEMERSRINEE FAS RS 25,
o IFBERFIFRNEE FAS &,
o BRI SE UFER FAS R, a0, &EFFELE FAS mEIESZRIFE P AP AP M
RiEH,
HinEHSRECE

WNERE RN ER D P, fEMMECE— StoreFront [RSS885K, XEARSZSBRIEMA I B SEET
[ FAS BTE R 811, B, ErLBREIMLE B P ERSIES, URMITAIU AL VDA itE A
HITEHIEIE, XANR T RECERIERIHRAE Active Directory SERMAN L £IhEE,
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BAAE S

FRE S FAS BR300 EERE T IR 80 FAMEELILIER Windows Communication Foundation

(WCF) Kerberos M48i%E#%,

BHAELE

FAS # VDA £EEE A Windows EHE. XOTHFREMNSEITER. EHHEMEAIHTH

QEEEE,J$1£F E II_;\7K

L 2RIR

FRE#EA (SE FAS MABYAFPIERRFAR) EEMBRSIKF FEATAISHIFA. NRER

LERRBEER, FAS SHHERMEEAHZEER,

ERNNZRECE ] £ FederatedAuthenticationService.exe.config X E], XLEEiGBIEE X OIEF

AN A, REit, T EMIMEFAER (B0, 4096 fii, TPM £x1F) FE1TE A IEBERRE

BYIRiE,

ProviderLegacyCsp

ProviderName

RItIZFEE

AR

BHARKE

ERRR
FEEEA RN TFLA :

WA

REBEA true BY, FAS {#F Microsoft CryptoAPI
(CAPl) &M, FAS {#/H Microsoft
Cryptography Next Generation APl (CNG).

EEAK CAPI 5 CNG R FRIZ T,

$5HY2 Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B1E PROV_RSA_AES 24, FRIEMEIT
HSM & CAPI & EH A HSM B S H iR
B, BNIIaLR 24,

AR R SRS, WREEMAS T, &7t
HMERREEFaER (TPM) ERFE,

RSA FAVEAREEIKE, ZHEMERN 1024,
2048 #1 4096 (ERIAE : 2048) o
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e 2] RS
A EER EMAR L RHRIPIEBER
IEIE R FoEHRIRIGE
IERMANMEERR FoEIE B A
FAS BIE5 LZHEHECE FAS IRSS %
StoreFront/Citrix Gateway B2 5 ECER P SR
Citrix EEBIKE™ EER AcE VDA F#EHlgs

BUEERENBARZRESEENARELE, MMSEIREBEGERERIFRSR.

HRIRIZE

E1ER FAS HEN @S AFRE BN RS S -> FQDN'EHRFRHITIFIN, LR FAS IRSZ S,
BFIRSISIE FAS iRS8589 HoST\<fqdn> Kerberos &19., FrEAIE) FAS BRSS 2RSS B ot
E—%5| EEERM FQDN A& ; TN, StoreFront 1 VDA FIREREXZRAREIR FAS ARS8,

FBRECERIR, Citrix 2R NRBNATIFRFRREITEN. 18 FAS iRSS8R5IKRN S L
b, THEREMRSEREIFREN,

Itk GPO MYFZEHIRN X PR F L =A1FF FAS ARSS58:R) FAS BEIEHR (F/SUREER) - F/H FAS IR
SafE, FEERERIEERITEN FQDN &5,

MEPER

WNRIEARAE(ER FAS BEMIRY Citrix_SmartcardLogon IEPENx, RILUEHREBIAR, ZIFUTEX.
ERRIEPBER

WNRIEHELE Citrix_SmartcardLogon B URT & EHALRIENRMGITA, WK

o BIEBIEBRERNBIER, HIFEEGHURTEENALRIERGBIRE,
 {£/ FAS PowerShell (e S EIE FAS, MARFEAEERAFRRE. (BEEAFRRAERNEEAT
Citrix ZRINERBFT. )
o {#H Microsoft MMC IE B iR E R 7Tk Publish-FasMsTemplate i % & RN, F B

- {#H New-FasCertificateDefinition 5B E FAS, FiSFEREIIEIRE .
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R EMREE
ISR LRI PRAR PSS E R,

BIMEREITH. FAS RBBIEBERPRIIZE, FAS REHEREIT ¥4 BEIEITIES,
UKL EBENE

BMERXLREM, FAS RZRRIEFIRIRFIXLEIRE, FAS IsZRBUHER RFSHILH HEUH
e EAERE AT,

ESUnE Rt
BNESXLERM, FAS RABBIEBRRPAIXLEIRE,

B X FAS IRERIEMIRE, BEH AR,

EERIERARNY
BNESXLERM, FAS AXFFE AR,

ESARRR R
BMERKLREE, FAS FRIFBABIR,

Edy BRI
R MBSO LI BT & RV R SRS,

AR I AENT BREFRRSEL2R®, NFBUEBTEER.

ERL2REH

Citrix BIZESOXEIZE, NILTF FAS BRSS5R0ITEAIK A AR M R, FAS BRSF

EBHMANR, B2, SEAEBER—, BTEE

- DTFEERIEINHE AER
o AWEI F MR F IREUER

© 1997-2026 Citrix Systems, Inc. All rights reserved.

68



KE B MRS

Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Names:

8 Musthenticated Users
% Domain Admins (DJWFAS Domain Admins)
Domain Computers (DUWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

ERERELTERYE
Citrix B ERBESXLEE 4,

IEREIEZE M UL Active Directory 155/, XR2SBUEPMANMEERYT BRI SHFAH
SID, XigtT 5 Active Directory fi P BI3RARST,

fERiRS R IE
RE Citrix FEWGXH, BMRFE, EALELXLRBURNAEHNARERR,

EURREREME
BMERXEIRE, XEIGENI TR -
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Citrix_SmartcardLogon Properties |2 N

General | Compathifty | Requast Handing | Coyptography | Key Ateststan |
Superseded Templates |  Exensions | Secunty | Server |
Subject Mame lssuance Requirements

Fequire the following for enmolment:
[_ICA cedficale manager approval
[+] This numbes of authorzed signatures: El
¥ you require more than ene signature, autoenrsliment is not allowed,

Palicy type required in signature

| Application policy W |

Appiication polcy

Catficate Requast Agent W |
ance policies

Add...

Hemove

Require the following for reenmaliment :
) Same crienia as for enrcliment
) Valid exdating certicate
Alow ey based renewal [7)
Reguires subject inforation to be pravided within the cerificate
requeast,

= Cortrol ig dizabled dus to compatbify settings.

[ ok |[ Cacel || ooy [[ Heb

EUGRAIERY

A LUESOX LIS B, ZIGBHAED ) Windows Server 2003 CA (ZEMIfkA 2) . B, FAS
X3z #F Windows Server 2008 &REShRAEY CA, LA, a1 EFRR, FAS £ZBK1Ed 1% Windows
Server 2008 CA (Z2¥3fkA 3) 3¢ Windows Server 2012 CA (ZEMIRRA 4) IBRHMEHMISE,

IEPMANAAEE
SEBIMEAVEIE R 51 S EE BN A RS 38 R 2O E H7A58,

RIRIR
AT EIEBMAN A EEBIRIER I EE R HEVERMAIES, IEBMANEER RO IERE A
%R

—MERENZEREE, ELRE FAS IRSHFNAREMIIERRR, HERFTE2RANNAD
2o TIEWMIBR, IEPMANEEE ZEN T2 EFEMTIERERBEN, HHIERN FAS
AR5 2R BYREK,

BaAIEIR E

BE, IEBMANMERREHEFIEBMAN ML MIEIRE, NMZEHEEAZEE, EBMm
ANHBEEZATLEE DCOM TCP FIFAAEFM, LUERE FAS BREZ 2 F aEFKIER,
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SRR
AIMBER T, EECEMVWIERRYSE EE R UER I H R EAEBRREE A AP A IE
o NMEARESEMIEERM AN EIER E IR A —AIFGINAE .

[ Ext Modue
Ervolment Agents | Audtng |  Recovery Agents | Secumy

For more information see Delenated Enroliment fuentss
(# Do not restrict enmliment agents
() Restnct enmlment agents

Enrolment agents:

HRBRIRIRA R IT
WFEREBE, FINEREEXZEBRRRERNTRIEBMEK.

FAS B8

FAS EBEZ L £IHE.

s&Eid ACL PRl StoreFront. FBF#1 VDA
FAS LB H L Kerberos 1~ BRI LAIG B THEE -

i EE R
StoreFront [IdP] XLE Kerberos kP #SEEERF B EH&ED

SMWIE, MREP—TIKFAERIAR, M
B FAS BCESYFRIA A e M ERIER.
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TiRlEE R
VDA [Relying party] XEZVFFIEIEBMAANITEN. EFE

IdP #RB TR, ELIbARZH VDA
KA N ERARSEEBR.

BF XEZH T WL B oI UE IdP TS, EEE,
XEIEFRMAE NN ZRFMCIE BB i E
EEE, B, BiNELHSIRPNIEIEFIN
KPR XBIIABALERZ45AY StoreFront ik ¥4
PRIEAZESHNEER. 52, LLACLR
NS ERE R,

ECiEREM

INERZ/NMHIZHY Citrix Virtual Apps™ B¢ Citrix Virtual Desktops EREEREREIA FAS RSS2 B LS
1, WMNSEER. SXANEE—AMIIAEEIED ; 55502, Kerberos i5R#EHF3R (ACL)
B AL E,

EEBIE B A AR

B AR BRI RECERFRIERBERT CA. BRECE A e RIEIFREZRER AT EIR
SRAVIEH. AN, MIRBIANES B AIsEHA L N ER B P IR E D RYIES,

RIERAN S A IRIEIES

FAS B AILUEHR AT EMRIEMIEBRSAIEAR IIERER. FlM, XAATRERIERR
MER"ER, MUEEBRANERMEBREERFER.

MEARIPNERKE

FAS BIERTILUN FAS BBE WAL AEHRERGH LT 2IEIR (HSM) HAEF SRR (TPM) A, Citrix
BNEVESFEEFHET TPM FREFEMVDIEBFALE 5 HETEA R ER BRI IZH—ER
D,

EHE, AFPIEPAFARIUTERETE TPM 3 HSM AR, FRBERHRENER AR SH BKEED A
2048 fiL,

=HEE
FAS frSSesietiF R EMEITNEMG AL, JRFHITMAREN,
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EEGANEETIR

FAS SiEIiZBIEIeE (MMEFH IR Kerberos) ITE, “AMEBEIRRA MK R FAS BB
BRI, NMFA%ErLtby)R.

Citrix B3N . Citrix ERISEEM VDA BIER

BE, FAS NERATSEZE Delivery Controller #1 VDA BIEGNRZ2EE, EH FAS“ERAR R
RER T “Active Directory Z83", Controller 1 VDA BIRAN XA S ZEENRAF, N4 E T
EHHEE

JEA Windows [RSZHREZ LM

FRERRS RN LT+ T, HEEMERMENMRENRG. T2 X REEMISERS RN IRE
AYERZRENME, HETHREMEBEM ELBALEED,

HItHE4HEN R & MEFHEEERITEN L.

RDP ISR RTFEINEE R, EARENERT, BRKFNERERFER, [l TFIEHM
AN EIE S

BXER

« (/zh-cn/federated-authentication-service/2212/install-configure.html) & FAS ZEME BN T E
BE,

« FAS AR 45M7E (/zh-cn/federated-authentication-service/2212/deployment-architectures.html)
XERNTE,

« Hh421EHE"XEE (/zh-cn/federated-authentication-service/2212/config-manage.html) 3X &

HN A,

MERETT &ER

FAS @12 —HATAHIRERAIIEREIT SR,
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@ Performance Monitor

— O >
(&) File Action View Window Help -8 x
= 25 E=H
Pert '
@ s orm.anc.e Add Counters *
v [ Monitoring Tools
; &S Performance Available counters Added counters
’ :\3 Data Collector Sef Select counters from computer:
b :ﬁ Reports Counter Parent Inst... Computer
<Local computer = ~ Browse...
Citrix Federated Authentication Service o
W i eve
Medium Load Level
Pool Key Count
Instances of selected object:
Search
Add => Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter Instance Parent Object Computer

TRIG TRIRARNITEER. RIEFEURA, SN MRS 10 WEHF—R.

Y

FIERERIFKREY

IERITE

BAMEBERIERY

HRIEBEZHRIFKRITE

eI

BOMHILRRER

=

5

IEBERIEROTFLEEE (UM HE
fin) , EAR—2HEIEETR,

KESMIKIERS EENIERRE,

KESMIIERS SO A HRIERERIES
#, EAN—2HNEIEITE.

KES MRS EEAENHLIERERE
K.

BRI BFIERERIEROTAE R
HEE,

B9 ¥ H Federated Authentication Service
TTENERALIRIRIERL, R —2#HREIET
=18
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e R
RIETTE H Federated Authentication Service ERERHY
VDA &1E#,
B/ /s hER Federated Authentication Service &% #ha] 1%

ZHNERERIFRAHEITHE, XEEIHE
BOWEH—RK, EAM—DHEVEE. &
TSR BEFNERSHREATHNNAREFN
KEENKK.

HEZ Windows B R0

z:YﬁéEé,FHFTQFﬁﬁE:EEE%ﬁE-E (E@Wi%) ﬁiﬁj’ Windows ?Z%{#B,\J H /L.\*D%Ellf/ﬁ N0 Jg_u:: E IS
RETATFHESHRIERMIEBNE R,

IEPM A ARREN

Windows Active Directory (3P 2 MEBEE, BTFEESFHEFWIESR,

 NTAuth IEH7FE | 2@ Windows #ITHMRIIUE, ITEIMARFIEBENERMANIA (AR
FigE) WAURETE NTAuth FiEHR, BEEEXLIEH, BM certutil EFHHA © certutil -

viewstore -enterprise NTAuth

o IRIEPMAPENERERE | B, IIPERRARGEREENED, FINRIEEFERSE, N
FAEIT BN EAENEREFEEA NS S XEEH, RIEPAANFRETREMRES, FHE_
MEBHAAGIF NTAuth FZ6EF,

o »LFRIFPY BIAZREE | »B] LU Windows B2 E AR HIIOIUE EKU A EMIEPEREE, 5215

Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

SRR SRR R
AllowCertificatesWithNoEKU Z2HE, PSS ESEERFERYT BERAH
& (EKU)o
AllowSignatureOnlyKeys EINER T, Windows &TfEHARDIF RSA 72

BHNEBTAIR, RSB &% ThitR.

AllowTimelnvalidCertificates FINBERT, Windows &kt 212 HARYIE
P, AN B H1ZHiERR.
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Ve el ErEpuN
EnumerateECCCerts E BRI &S D I0IE,
X500 REE NRIIEPAR T EM—RI AP EAELTT (UPN),
HEZAIARAN, RN AIFAP FEEE
H Windows BRI,
UseCachedCRLOnlyAnd, PHERENE (EEEFIZE LSS .

IgnoreRevocationUnknownErrors

o IWMPERISHED : T RIE Kerberos &, FAERSSFADNERE L IFHIEHIZRIES. U
ERAMITENIEBNATZE MMC BIRE TR B IERXLLTFR,

UPN 2 #FAIEH st
SN P IEBE LTS BN BHa S M—a R AR (UPN),

Active Directory B9 UPN %7K

FINBRT, Active Directory FHIE NP EEEE T \&lt;samUsername>@\&It;domainNetBios>
#0 \&lIt:samUsername>@)\&lt;domainFQDN> & A2, UPN, BIAIEA] FQDN @2 7EMBY
ROOtDSE B, B MFATLUIE RootDSE HEAZ D FQDN it

Itk4), Active Directory RIS NAFEE AR E I UPN # altUserPrincipalNames, XLE215EHF
UPN AY LDAP %8B,

#Z UPN 2% AP, Windows BFE7E S (BT & UPN RI#ERIMRIR) PEHREN
UPN, RAEEHER UPN, MIRKZBCET, EREHRIN UPN, XA AMARARE
1o

EFBRGTARSS

MRIFBAESETR UPN, Active Directory AJLUERREMNARIEH AT HEE
f£“x509certificate” @M. EFUIISEBRT AR, HENIUEEZALEY FRIAERT,
FEBEMNMEH)

RMET—MED, RFAFPEE—TRAPIKE, DINRIEZREE, HIUIFIIIEEBERIF R HE
Ao

MBMHPEEZSNMEY, FEBEFKBEWHIETES, N Active Directory rootDSE S1EEIE HBIRETARSSAY
B, ZRBMNTEBERITEN L, HEEMDBRE x509 IEBEMHNEEFNE, WitBENaTBRTF
AR Bt E IR E K.
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PRI R AR

SRS IS MMIER R, EEMREBTSMIIERISZEFIZRIEEER, XEUERAMEER
A&,

PRI R AR

Z52 ] Windows ER4FER Windows IH#ZEHISR#HTER, PILUEIEE Imhosts 34
(\Windows\System32\drivers\etc\Imhosts) RBEHIZIE Windows 1154115 B Vi HI2851 3Ro

ZAEBEE— NN Imhosts.sam"RBIX . REEZE—1T
1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Hrh+1.2.3.4" 2 “mydomain”ig 4 79“dcnetbiosname”BIFZEHI25 AY 1P bk,

H5ERE, Windows ITEVFHHEHEZERERE) mydomain, EIXTEREHIER LA E,
AR IEE 8 A AVIE I 25

B R, Windows RIEE— MSDOS IfiBT 2, HPASERAFRIIZH S, EEEHEER,
EEAS echo %LOGONSERVERY E i SR T 7o

5 S0 X B B EFEE b e SR BRI B L.

BRWP E&EH

AIAMBR T, Windows IBZHIS B ATENIKF FHiAS. XALETARBREERTLLIRE
PRV AIZERBR 1T, ETEIIERIZR LT AARERRIEER, 15517 gpedit.msc o ERAEKRE
&, BEfISRETEAEFERTNNEGAEER.

=] Local Group Policy Editor [= a5

File Action \View Help

eow #E = B

= Local Computer Palicy |~ || Policy = Security Setting
4 (& Computer Configuration | Audit account legon events Success, Failure
b _ Software Settings | Audit account management Success, Failure
a [ _'l'""ii"dUWS Seftings 2 ||| L Audit directeny service access Mo auditing
I Marne Resalution Policy 2| Audit logon events Success, Failure
= 5"-'F't_!' ':Sta"f'f:'ﬁh”tdn*"] 2| Audit ebject accese Me auditing
<A S'f"f"""k}rkt‘h”gs_ . [ 2| Awdit policy change Success, Failure
4 s A{cc-:lunt PD“C'ES_ 21 Awit privilege use Failure
b ‘ﬂ Password Policy . | Buaclit precess tracking Mo auditing
I L Account Lockout Policy i !
b " Kerberos Policy | Anselit system events Success, Failure
4 g Local Policies
b g Audit Pelicy
b 4 User Rights Assignment
[ [ g Security Options
= Winemse Eivsinll with fdhiamead Camsi -
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IERLIERGE

REIEPERME

NREEFIEBSHA DERIER (EFHA) , ERTUERNU T DX EFITIIE | certutil —verify
user.cer

B CAPI HEIiER

RSP I EN L, FTHSEEHEEERH I Microsoft/Windows/CAPI2/Operational Logs &
m E /L:\la%o

EIFIZEHIZRA VDA ITEN L, sTASEHEESRHEME NAERFMIRSBE > Microsoft >
Windows > CAPI2 > #1E, AEgTE BE Hi%F BAAE.

5y, BIbGEE I T RERIE CAPI BEIER !
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32, U TBEBRIARTEE, &
HBIEE . WREFLEME AR CAPI2 HEIBRIRE, 1BHIFRXL(E,

I 3
DiagLevel (DWORD) E4%5 (0 F 5)
DiagMatchAnyMask (QUADWORD) EMHTmikss (2EREM Oxffffff)
DiagProcessName (MULTI_SZ) BIBIZLFAFIE (F/90, LSASS.exe)
CAPI B&
HE 3
MR LSA JH CertGetCertificateChain (SE4E
£)
KR LSA JAF CertVerifyRevocation (GELEER)
X509 35 EFARNT, IERMIEBMAHETIR (CRL) &
g
AppData\LocalLow\Microsoft\X5090bjects
B IF S R LSA JER CertVerifyChainPolicy (@1F2%k)
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HIRER
IR
IEBFRREE
BB E IR
IEBERHER

Kerberos B3

fixd

=

BREFIEBI AR T BN FEMZEER
RIEBEFERINEREE,

TAEMIET CRL & RISE R T E e
B9 CRL, fNRBBHIHITHRIENDE, XFHELE
FH. &2 (/zh-cn/federated-
authentication-service/2212/config-manage/
troubleshoot-logon.html#certificates-and-
public-key-infrastructure) E53FRIFERF LA
ELhiH 18 ]

BIEBFAERTER. P, ©AaERMRS =
IEBHERIER.

Z/2H Kerberos BERIER, HEBZEHSMKRLAFA TR LEIZU T EMKRE !

BRI

CurrentControlSet\Control\Ls
a\Kerberos\Parameters

CurrentControlSet\Control\Ls
a\Kerberos\Parameters

CurrentControlSet\Services\K
dc

CurrentControlSet\Services\K
dc

=B2Y {& [DWORD]
LogLevel 0x1
KerbDebuglevel Oxffffffff
KdcDebugLevel 0x1
KdcExtraLogLevel Ox1f

Kerberos HEHHEIRAEHHE,

o BURREERNER 2 ERHE BN ZRE 7121
« MPHIRABEERER, ATUZEMZR !

o KDC_ERR_PREAUTH_REQUIRED (BT 5IRiEZEHIRAERR)

o FRENFEIR Ox4b
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s BN s B &
ABN AP EREBER, MRS TR LN ASERE,

o IHPEHIZE CAPI2 BE
SR lE
EIIRIERIE (VDA) Z2BE

VDA CAPI B&

« VDA R%HE

IR CAPI2 B
EERIE, SEHSSRIBARENIES, FERUTRRANBERREF,

Operational MNumber of events: §

Level Date and Time Source EventID Task Category

{1 Information 21/06/2016 15:14:54 30 Verify Chain Palicy
(i) Information 2170672016 15:14:54 CAPIZ 11 Build Chain

(il Information 21/06/2016 15:14:54 CAPIZ 90 X509 Objects
{Ellninm‘iatian 21/06/2016 15:14:54 CAPI2 41 Verify Revocation
@Inl‘nn’natian 21/06/2016 151454 CAPZ 40 Verify Revocation
II:E_]IIHI’\'.un-rlath::nl'. 21/06/2016 15:14:54 CAaPI2 10 Build Chain

RANEHEEERETR, HiZH25 EA Isass.exe 1R1E VDA IRIEHIEPHET — N5k, HIIEH
B (BERH) » £FRIREINERROR_SUCCESS,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCBSAFBTF18TETADAAADSCEFOSCCTS05C4176F.cer
[ subjectName] fred

- CertificateChain
[ chainRef] [FFO3F7SB-52F8-4C93-877A-5DFFE40B9574)
- Flags
[value] ]
- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe
= CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4C76-9B1C-49FEDTE6318F)

[ SeqMumber] 1
- Result
[ value] 0
HIEHISREEAE

IWZEHIRET—RIEREN, XBEEHE 4768, HPEPRATIMA Kerberos ZiFRFZiE
(krbtgt)o

Itz BTRYE R ERARSS 2RV B K P IEE RIS ESIZS# T E MR, e ERERERETH
krbtgt BYF P 1K P IE7E B T mEE S ss #H 1T B 7 11,
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Keywaords

"‘l‘»ﬂwdil Success
""-'4»‘ Audit Success
CL“ Audit Success

Date and Time Source Event D Task Category

21/06/2016 15:14:56 Security-Auditing 4624 Legen

21/06/2016 15:14:56 Security-Auditing 4624 Logon

21/06/2016 15:14:54 Security-Auditing 4763 Kerberos Service Ticket Operations

A Audit Sucoess 21/06/201615:14:54 Security-Auditing Kerberos Authentication Service
ﬂtﬁudﬁ Success 21/06/2016 151454 Security-Auditing 4763 Kerberos Service Ticket Operations
21, Audit Success 21/06/2015615:14:54 Security-Auditing 4634 Logoff |
':akﬂud'rt Success 21/06/2016 15:14:54 Security-Auditing 4624 Logon
21, Audit Success 21/06/2016 15:14:34 Security-Auditing 4624 Logon v
Event 4768, Security-Auditing X
General | Details |
@ Friendly View ) XML View
+ System
- EwventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-21-390731715-1143989709-137711700&-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-502
TicketOptions  0x40810010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress Hfff192.168.0.10
IpPort 49345
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5F0001D1FCAZACI0F36879CEECO0000001DIFC
CertThumbprint 23BC65AFBYF18787ADAAADSCEFDSCCTS05C4176F
VDA Z283&
EEREHWRNA VDA ZEEHKHEEREEM ID 7 4648 1958, JEE winlogon.exe,
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Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
b7~ VDA CAPI HER R T 3R H Isass.exe RN HEREMIIUEFRS, BTFRIESZESIZHED

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA R4 HE

B Kerberos BEIERGE, REHESETRHEIR KDC_ERR_PREAUTH_REQUIRED (RILLZER)
LUKk B Winlogon B95& B, #<BH Kerberos &R o

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{5 windows E HEKA FAS

FiB FAS EM4#85 A Windows AR EHBEE. ErILUER System Center Operations
Manager (SCOM) &=, BTt EmpyHEM B4R IEM FAS RS EEITIR .
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FAS IRZ BB IEEEIT?

BHE FAS RSB IEEETTT, Baliiz

Citrix.Authentication.FederatedAuthenticationService.exeo

ATRNEBA TR FAS IRSHKREEEM. B X FAS SHABENTEYIR, BBHEFAS EHA

=
JLNO

FAS TR S
UTEHETREN FAS REEFBIEEE1T.

E 4B A Citrix.Authentication.Federated AuthenticationService,

Hf BHEXE %ER

[S003] BIRR [{0)] PR FAS fRZE# AR
IRE A [{1)] H AP

[S022] EIER [{0)] MEPE  FAS RSB EIRELER
IEBEN X" ==

[S023] TR ({0} AR FAS IRESEHALER
RIEBRFE &E=to

[S123] ZREEA [upn: {0} role: R FAS ECERIESR
{1}] [exception: {2}] CA #PRBERLTHIN A
AIEF BFIE$, MitEHE

RE [S124) ZTEE
. ZAFPNERE
FREK,

[S124] FKRBEA [upn: {0} role: % FAS 2IHMNEATE
{1}] 7£ [certificate CAERAF IR
authority: {2}] & 3IE REME, 1R FAS
$ [exception: {3}] FCET Z1 CA,

FAS 2Z2RAS—1
CA R HiEK,

&

EEIPEILT, FAS
IREBTERTES

ERo

M FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 FF#A
R,

B FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 fr7
feiR i,

ttEHRBAEEE
B CAHTAEET
£, WNE FAS BCEH
£ HSM, MiEw]
BEFRPE HSM TT3ALE
= (R

Lt EHrTRERAA CA
TEEE TESRTE
BX%o IR FAS idid
HAfEA HSM, MR
AJBEFRAA HSM Tk
EETE. LtREA
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EfF

[S413]

[S414]

=iEEMN FAS B4
WNRITRF FAS 5 Citrix Cloud™ &85, UTEHNERER FAS RS

FHEXE

BAGIEHAHI HA
(% {0} X) - iF
PIEFAGER {1}

BERGEBESER, iF
FiEdEE : {0}

E4JE A Citrix.Fas.Cloud,

£

[S012]

[S013]

BHXE

FAS IRE AT M

Citrix Cloud #1785

R

FAS BRET/EM

Citrix Cloud #1785

EFR. [{0}] EZi¥4A
SRAEEEEHE
hE

EA

2 FAS 120G
TERRY, SFEHRER
tbEH. RIAER
T, MRBHGERE
30 XWZHA, MEX
ERRIEES

3 FAS EHGEHiSER
B, *EHIEMILE
%o BUANBERT, Lt
EHERER—NK,

EA

tbEHRIEKE
Workspace (Bl
Citrix Cloud) BY&
BERMNIER T

b 145REA FAS Toi&
M Workspace (BJI
Citrix Cloud) i2fit&
RER, HEHEZ
BRERTAEATEN
[RE&,

g

FAF# BRI R
S

A LAEH cmdlet Set-
FasRacCertificateMo
nitor FAEIINIL

B ; FEH
PowerShell cmdlet,

—BidH8, FAS ¥
EERGTRYA FIE
B, HEBERERA
AR ML,

BIERET.

-

ERELEEHS A,
FAS £1%E (1) @5
2iE, 2 2%
RFHEIPIET, UK
(3) BEEEER
Citrix Cloud,

FAS ¢3R5 Citrix

Cloud BI3FAER,

B0, LthEEARER
HZMEE (HIa0/M
S PERIEARS 25
SRS AR
B®) Mk, A4EX
IEREY, BEHXA
KBRS R EED
=, XRIERTTA,
FAS RIS ER

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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EfF

ZE2EMH

FHEXE

TR EHRARERNBIEEZIAER FAS,

E 487 Citrix.Authentication.FederatedAuthenticationService,

=5
[S001]
[S002]
[S101]
[S104]
[S205]
FAS 24 HE

EHXE

HiR#EIELE - AP [{0)] A&
Administrators BRI 5

TARIHAELE | AR [{0}] ~2
At {1 WEEA

ARs52% [{0}] EANEAE [{1)]
FEBREMD

AR53 25 [{0}] REEFREH UPN
{1} (At [{2)] Rl
UPN)

TRHTT AR BHELE - AR
[{0}] A= [{1}] BYTTIFIK
i

TRIIMT FAS ERHEHAERE.

EEEH

XEEHZ NN FAS fRSS SsPRIEEEMIZ R,

EA

g

E1iIE Citrix Cloud
BYESE,

WA

ZHREENERFASILE,
BIRAREARZ FAS BE5,

SiIAEEBIER FAS FNAY
&, BIAREAREFAS &
&,

=RERRAFR &R, BEARE
TRHRITILIRE, RBTE FAS
AN ECE P IRIFIFRIRY
StoreFront™ fRS28 (K&
FA#Y Workspace) FFiFERE
BFR &%,

ZiIAEEBAR S5, BiRIE
FAS MINECE, AAFILAR
o

VDA &£ FAS liTE8E 5
BR, BiEHE FAS #MED
B, it VDA,

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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AEAE
[S001] iRl #3ELL © FAF [{0}] &2 Administrators £ARYRL 5
[S002] iAiR)#R4ELE : FAF [{0)] F=RAE {1} WEER
[S003] BIER [{0}] FHEFRENIKERN [{1)]
[S004] BIEE [{0}] IEEMERRR [{2} and {3}] M CA [{1}] IERIZHGEH
[S005] EIER [{0}] IETEBUHE CA [{1}] BIE
[S006] EIEG [{0}] IETECIEIERE X [{1}]
[S007] BEHEG [{0}] EETEEFMIEBENX [{1}]
[S008] B 5 [{0}] EFEMIBRERE N [{1)]
[S009] EIE5 [{0}] EETECIEFM [{1}]
[S010] EIE5 [{0}] IEFEEHHN [{1)]
[S011] B [{0}] EEFEMIBRFRM [{1}]
[S012] BIEF [{0}] IETERUEEIES [upn: {1} sid: {2} rule: SIHEBENX : {4} T2 LT : {5)]
[S013] EIE R [{0}] IEFEMIBRIES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] EFE G [{0}] IEFEEIZRIERIEXK [TPM: {1}]
[S016]) EIER [{0}] FAEBGES [Reference: {1}]
[S022] ‘BIER [{0}] FAEFRENIGE N X ]
[S023] B G [{0)] HEFEVISENTE
[S024] BIER [{0}] RERFLSITIN A e
[S025] EIE5 [{0)] IRERFSITIN R i les
[S026] B [{0}] IRE RAIEH IR

[S027) BEER [{0}] Ei& RA IEFH SN2
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AEAE
[S050] EHEG [{0}] SIZRECE @ [{1)]
[S051] B [{0}] BH=EE & [{1)]
[S052] B [{0)] MIFR=ECE
[S060] EIE5 [{0}] iIER=EM. EH : {1}
[S060] EIE R [{0}] IEREZREFEFM. £F : {1} CloudServiceUrlIFormat: {2}
[S061] EIES [{0}] SET=EM. FRALE : {1}, MR : {2}
[S062] B [{0}] EFemi=iEM. HFMUE : {1} ({2}), MNAF : {3}, &FF : {4} ({5}
[S063] =IHEMHRAIEIR 4 KRS $#iR. FEH {0}

[S064] =EMHREI R R FEIR. FHEN {0}

AEAE
[S401] IEFEHITECE F4K - [From version {0} to version {1}]
[S402] &iR : Citrix BF S B A IIEARS B TUAMLEARSS B 1735517 [currently running as: {0}]
[S404] IETE5RHIERR Citrix BX S B R IIEARS BUERE
[S405] HEUREMEMRTIBEBIRER &K EHIR | [{0)]
[S406] BUEMEMERBNBIEERNTIRETK CER | AFIEBRIER)
[S407] EF EMRMNBIBRIRIIMIEE, RAKIEEEER
[S408] TTEBELRECE -- [From version {0} to version {1}]

[S409] ZFZMECE LI - MinThreads B M [workers: {0} completion: {1}] i§%79 : [workers: {2}
completion: {3}]

[S410] ZAZMECBE R - To7ERF MinThreads M [workers: {0} completion: {1}] BT : [workers: {2}
completion: {3}] ; XAIRER R M FAS AR 20Vl fR4a1E

[S411] B FAS BRSSBYIHEE : [{0}]
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AEAE
[S412] BEREFHLRFERY -- [From version {0} to version {1}]
[S413] AVERERHIH (IR {0} X) - EFFAER : {1}
[S414] F#BOEBEIHE, IERIFHER : {0}
[S415] BAGEBETM. BIER {0} N, TRIGEFTE (1} F#H1T.
BB HWTE
LR EEINRSBS AR BERE, XLEEHRTE FAS RS2 LE1THIER.
AERE
[S101] ARS5 8% [{O)] RERWNEAE [{1)] RERE SR
[S102] ARZ525 [{0}] REEMTS UPN [{1})] (R& : {23}
[S103] AR$525 [{0}] &K T UPN [{1}] SID {2}, {B&E#IRE]T SID {3}
[S104] ARS383 [{0}] REEWTS UPN [{1})] (UPN ARFEIAE [(2)])
[S105] ARS3 28 [{0}] &F 7 BAETES [upn: {1}, B {2}, 2 LT3 [{3}]]
[S120] IETE[M [upn: {0} BE: {1} 2 LT [{2}]] AIES
[S121] SEBEH [certificate authority: {2}] $i&%4 [upn: {0} role: {1}]
[S122] % : BRSE:EE [upn: {0} AE: {1[E2FiERE {2}
[S123] ZRAEA [upn: {0} role: {1}] [exception: {2}] AL+
[S124] REEJT [upn: {0} role: {1}] £ [certificate authority: {2}] [exception: {3}] & IEH
EREHMA
4 VDA BERAFY, XEEME FAS lRS#H LETIHIER.
BERE

[S201] 15#i75 [{0}] TAUAIREE,.
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AEAE
[S202] 1E%i7 [{0}] TAUAIEIES,
[S203] 2% 7 [{0}] AXIA A ER CSP
[S204] 15#i75 [{0}] IEFEiAIA] [upn: {1}] BIE R CSP, A : [{2)] [Operation: {3}], H [{4}] ¥
[S205] {EFA IHIRMEIELE - JRRKF [{0}] A2 [{1}] RIFHERA
[S206] AR [{0}] FEEHA
[S208] FAFRIRIELI [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4} {5}].
SIERIEFHRS
YAFEARIERNIERN, XLEEMATT FAS RSELIER.
AERE
[S301] iAiAHIEL - FAF [{0}] TAUA A ELISEE&
[S302] AR [{0}] IE3K T RABIRELIEBEF [thumbprint: {1}]
[S303] IFiAItIEL © AP [{0}] 5 RIS EE [upn: {1}] RITER

[S304] AR [{0}] it &AM [{2)] LiB1T18 [{1)], ERRELIEREF [upn: {3} role: {4} thumbprint: {5}]
HATHLEAIRAE [{6)]

[S305] #A$A121ERIL [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4} {5}]o

FAS BrE M
XLEEHH FAS BTEREMEFIZR.

AERE
[S500] RECE FAS WSl
[S501] FTEMEFEEER FAS B S #4 [exception:{0}]
[S502] FAS BrS &4 EMEL [pluginld={0}] [assembly={1}] [location={2}]

[S503] AR5 2% [{0}] REEMTS UPN [{1}] (BRMEREZE, EBHFMH {2} T2
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A&
[S504] AR5 2% [{0}] REEHTE UPN [{1}] (BRIEERER, BXRECE FAS )
[S505] ARSS 2% [{0}] ARBEKTS UPN [{1}] (&M [{2)) ELTERER, KEH (3}, EEA [{4))
[S506] #@EfF [{0}] &= T K ERS:: {1} WEREE, BF UPN[{2)], HEA [{3}]
[S507] ARZ588 [{0}] RAEMTE UPN [{1}] (& [{2}] £ [{4)] BB =2 [{3)])
[S507] AR5 88 [{0}] RHEEMTS UPN [{1})] (&M [{2)] HERE [{3)])

[S508] ARS32% [{0}] RAEHTE UPN [{1}] (RIETIHRKE, BHEH [{2)] FXFHE)

[l

[S509] BRS5 25 [{0}] RBEKTS UPN [{1)] (IRETIHRE, BREEE FAS )
[S510] ARS3 28 [{0}] REEETS UPN [{1)] (Aia4kBHES [{2)) AT

[E A Workspace B FAS
% FAS 5 Workspace 55, RICFXLEEMH,

BERE
[S001] 58327 Citrix Cloud AN [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] =2 FFRRIEFEE RN, FasHub =ARES URL: {0}
[S003] FAS B S [fas id: {0)] [transaction id: {1}]
[S004] FAS F#EmE=:EA [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS BEfFHE HFIECE & XE] = [fas id: {0}] [transaction id: {1}]
[S006] FAS e H HFifit B & XE| =i [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S007] FAS B M =153 % [fas id: {0}] [transaction id: {1}]
[S009] FAS FEEM =im:EH [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] FAS B35 BE#ZEITHR%E URL: {0}

[S011] FAS RSB REEE| =im
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BERE
[S012] FAS BRSZ A AT Citrix Cloud R RER
[S013] FAS AR5 A e] T Citrix Cloud B R E R, [{0}] EZFAE R rI T EIREH 5 PikE!
[S014] M =ARES <service name> RV [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] 3k & Citrix Cloud B H2#MELE, RATERERKIEN [message ID {0}] [transaction ID {1}]
[caller {2}]

[S016] W =ARES <service name> HYIERIAI [fas id: {0}] [transaction id: {1}]
[S019] FAS EM=im FHERBDE [fas id: {0}] [transaction id: {1}]

[S020] FAS REEM T T & HATE [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S021] ZRFHEIRFKEER T, RE: {0}

[S022] =X FFRIRIETE(ZLE

[S023] R #EHL I Citrix Cloud AR [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]

[S024] IEFEE5h Citrix Cloud ¥ EHIL R [fas id: {0}] [current key id:{1}] [new key id:{2}]
[S025] HEARSS HIIE IR $ATE/ET Citrix Cloud & [current key: {0}] [keys in cloud: {1}]
[S026] AR AR ESAAR1ZIE T Citrix Cloud H [current key: {0}] [keys in cloud: {1}]
[S027] BF4k Citrix Cloud EAVHIAEMEST [fas id: {0}]

ER
XEZHEERMERICRE VDA Lo

HERD
[S101] BAHIEEREM,. FTEINF8Y Federated Authentication Service [id: {0}]
[S102] BAEIEBERKRW. FTEEK {0} BY SID [Exception: {1}{2}]

[S103] BRMTEEREK. FF {0} B9 SID 9 {1}, FifA SID A9 {2}
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AEAE
[S104] BRI EEREM, FTEEEE Federated Authentication Service: {0} [Error: {1} {2}]
[S105] BSHIEER. IEEER [Username: {0} Domain: {1}]
[S106] BAHIEE R, Federated Authentication Service: {0} IETEE = [Certificate: {1}]
[S107] 2AESERKM. [Exception: {0{1}]
[S108] 2RI S FRGL. WIRIKIELE [Caller: {0}]
RIENIED
SAPEHEARIENIERE, XEFEHFIERTE VDA Lo
BERES
[S201] EERIEREFIAIR]EH [{0}] £ 3¢ [PID: {1} Program Name: {2}Certificate thumbprint: {3}] #%1X
[S203] BEIERE R TR S, THIRIHIEL [caller: {0}, session {1}]
[S204] EHISREF TR, B FXIHEEH
IEFERMB A LR
3 FAS fRSSEHITELRRIMNEBRIER, RIERXEEM,

BERE

[S001] TrustArea:: TrustArea: BZ%EIET [TrustArea: {0} Certificate {1} TrustAreaJoinParameters
{2}]

[S014] Pkcs10Request::Create: E813# PKCS10 i53K [Distinguished Name {0}]

[S016] #A%H:: €32 [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3} EllipticCurve: {4}
KeyLength: {5} isExportable: {6}]

[S017] #A$R:: kR [CspName: {0}, Identifier {1}]

BERES

[S104] MicrosoftCertificateAuthority::GetCredentials: ¥4 & {0}
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B&ERE
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 23R 1R [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest UL IES [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - F4FHt 4
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RELRFHEIRER

ATIFH T E Windows ERTE LRAF BRAELHEIRER.

BTHERER HEARSE
TEHI A P R B ERD HENUANERERMBNERNTA, B

Kerberos 132 HI283548 7 &, BERAXH
*Kerberos HE*E8%

RATEREER, ENERTERIE, /| A% TR RIS RIER, HEHIEHIZR R BT
FZIARK BEEEFMRIEANER. FEEHI2 T
fit“Kerberos BAIIE". “HIEHIZH DL
B SR 2R IR, BMEIEIERERRE
¥, WESSIEHLIRE

RAFETERHEER. BTEMIIERERE FENEBMRIEBRLZEZERMIT RN L. 15

FIERAFZEE. SFENEBM AR,
EIRIER XBEERNER LY BRERIRE, &

RSA ZHHA%E (<2048 fiI) »

m  mf
2
7|.|.
o
i
>3ﬂ
5

A CAPI BEIEH
« EH Kerberos BEIZF
FERE=AIEBMENEEBEREREREEN
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https://support.microsoft.com/zh-cn/kb/281245

KEEMRIERS

PowerShell cmdlet iP5y

BRI LMERE S B MIIEARSS (FAS) BEERERI S HITE REE ; B2, PowerShell RERMTES
RBVIED, ANRIETHRERIES 2 PRI RABNED, Citrix Zi{XER PowerShell #TECE.

LU En45 70N FAS PowerShell cmdlet :
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7 PowerShell O, EAILUER Get-Help \<cmdlet name> 271 cmdlet ZBBf,

A X FAS PowerShell SDK cmdlet B9i¥4HE R, 15517 <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o
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nkk

B

=T

BB BMIIEARS (FAS) @ Citrix® A, ©5EBY Active Directory IEBIMANMIER, BIF
FF7E Citrix IEHRLEHITERININE, AXENAT JEEATENEENZ M BB IIELEM,

EHE, FAS AR BMRIDRREIRLZEERN StoreFront lRZ528. StoreFront HIE—E2MA
HAEBESH IR, XLERTMELSIN Web AME, HE TR StoreFront SDK HE=74
IS BT B. ERNEITEINE, EfIEBXAF#1T Web if S S M KIERNRAIEE A LA

FEF 3| Citrix Virtual Apps 2% Citrix Virtual Desktops™ EBE&,

AXHENEBT RBITNRERELRM, £ Z4iEie,
. NERERE

Citrix [ % B3E&

ADFS SAML

B2B it BRET

« Windows 10 Azure JEEIE RMIA

RMETHEX FAS XENHERE, WTFRERE, ZENEKE XERIRE FAS WEBBEHK,

ZRgAhd

FAS 12 FRHE StoreFront J&IFAY Active Directory FAFP BEhil& BEe £ H, XERTER
WEIERTICHIEE g FHTEELE AP, HAFHAIER Citrix Virtual Apps™ % Citrix Virtual
Desktops EIIZIEAIE (VDA) BY, IEBEMIMNEITEN, HE Windows IS ERMARARSBE
£ HH I,

YA FIEKRIAIE Citrix FRIEES, ST StoreFront™ FREZEIRELR FAS, FAS BF—1EIE, 1
YA Citrix Virtual Apps 8% Citrix Virtual Desktops SiEERZSIERIIEBHITE MR, & VDA
FEWNHAPHTEMRIEN, EREEE FAS #HRIEEIE, 28 FAS FEEHRAFIERHNTAR ;
VDA #AFEREERIERHRITHNENSLMBRIRIERXL FAS,

TEERT FAS 5 Microsoft IEBMANIMIEER, FA StoreFront LA Citrix Virtual Apps and
Desktops™ FEHIIEIE (VDA) RIS HRS
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Synchronization Jb :
= - —1 - -~ =
= Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) 4 Certification
T ] Authority
&
g féi Assert . Access Logon
& H ., .
% &g/ Identity -~ Certificate
g o R §5;
g § o Federated
7 59 Authentication
=4 [s] i .
‘ ~ Service
- j e Nfuse Citrix \\
| SAML token Citrix AG Basic b protocol : Brokering
- . ’ — Protocol
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

NERERE

FAS RIFFA P ERZMEMHIIEEI (81E Kerberos B ER) LT4ihE StoreFront #1TH R
I, FEFEDFTEEESHIUER Citrix HDX™ &iF,

XJITIF Windows S AI0IE, MEFRTHABFRENEREF PIN, BEFERREFHERE

BIheE (FIMERERRS) » XATBEFERRHERMRA Citrix Virtual Apps F1EHEY Kerberos 293K

EIRERINEE

P P& R ERIERIFR QN AEMEEH (PKI) IER, TR EAERFERIIRRIR
o XNITFFRIBIINERSMIIERE, BIERNREEEFIREEENE REFHIMFIREREF

R

EEEBEAIN T — 5817 FAS BIFARSS 8, ZARSHEIFNARBAMAEEFRIET, AF, X

IEBRATE Citrix HDX MR ERAFRIE, MRERTERFER—1%
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key
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Citrix Virtual Apps 8% Citrix Virtual Desktops IMRHIAS B FERELNANHITEE, XE
CTX206156 A%,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZRIEH. (FEI% CTX206156 HHY“MA IHIEFIZBRIEF EBD . )

BXER:

o BIARLUEMEEEGFZ LR (HSM) SINENRIEFaRIR (TPM) B, BXFAER, B5H
FIRIRIF XF,

« ZEMEE XENETHNARENMEE FAS,

BIRK X BB E

Citrix Gateway ZPE S HNERERE ML, BIINT & StoreFront EExIHY Citrix Gateway, FEFEHRRK
IERFEE Citrix Gateway K&, Citrix Gateway 223 8§ 2B A IIEAIERGED, B B FRIFFLE
LRV ITAZ A,

It ERZE 7] F T8t 2 E & K[| Citrix Gateway #1TEMIOIEAEERAP SIETHITEIZ T PIN 16
Te EBIRSIFEREL Citrix Gateway B EIER A, MEEENER AD L ELE+E,
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AUTH.LOCAL domain

Citrix Gateway

VPX
Root CA P Export
' Certificate -
Gateway Server Issue
' Certificate =

—[ Authenticate ]—

Issue

Certificate Authority

Windows Server

&

FAS User

' Certificate
Template

&

FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server

1
I
I

Associated with

- &

- ' Certificate

Federated Authenti-
cation Server

Windows Server

FAS
Authorization

Issue

Certificate

FAS User

Issue

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

d‘ Users

Private Keys

Authorization
Private Key

"'J.

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

= FAS User
Certificate
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Citrix Virtual Apps 3% Citrix Virtual Desktops R IR#UA S EHEEFERELAXNHAITICE, X7E
CTX206156 A%,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZIEH, (F5% CTX206156 YA IFIZEIZRIEPR ERD)

I Citrix Gateway EeBANFEZMRIERSE, 1EHR Citrix Gateway #1 StoreFront Z [BIRNFTEE
BEGE TLS ®RiF. 5502, 1BHAMRENEA URL BEIEMEIE NIEME Citrix Gateway fRE 28, EAX
B FEILERE 3T Citrix Gateway ARSS 8838 1T & 153031,

StoreFm nt Authentication Settings

These settings specify how the remote user pravides authentication credentials

' General Settings - Varsian: [ 10,0 (Build 62.4) or later - |

¥ Secure Ticket Authority VServer IP address:
Authentication Settings [optianal)

Summary Logon type: [ Domain -

| v10.0: SNIP or MIF, vI01+:VIP |

1

amart card fallback: None -

Callback URL:

o) |http-s;-‘ﬂ\'ﬂ5ca!cr@arcﬂ'a}'¢0DN | /CitrixAuthService/AuthSenvice asmi

44 When no Callback URL is specified, Smart Access is not available,

BXER:

+ Efgi& Citrix Gateway, H2H" 21fIEZE NetScaler Gateway 10.5 L5 StoreFront 3.6 #l
Citrix Virtual Desktops 7.6 Eo&{ER. ”

s REMPRE NMATINARZENEE FAS.

ADFS SAML Z3&

—I0 % 2/ Citrix Gateway SR IRIER R DIFS Microsoft ADFS £/, FERIFTY SAML SRt
2R (IdP)o SAML BrS RHZEMTN IdP MEAMA I MEE LM XML R, BRAFERITENR
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KEEMRIERS

%, XERAE FAS IRSEVPRAF BRIEEIRS Microsoft ADFS ARSS2: (SUE 32 SAML

B 1dP) &

Citrix Gateway

VPX

Root CA

AUTH.LOCAL domain

Export

A

§ Centificate

Gateway Server

Issue

' Certificate

ADFS Signature
§ certficate

SAML SP (RP)

Web Access Proxy

ADFS Server

Windows Server

Windows Server

TLS Server
§ Cenificate

ADFS Proxy

Signature
' Certificate

Encryption
Certificate
' (not used)

Issue

Certificate Authority

Windows Server

@ FAS User

' Certificate
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

1

Associated with

Certificate

e
1

Federated Authenti-
cation Server

Windows Server

m==n  FAS
F='| a| Authorization ...]
Certificate
- FASUser ...
| ‘j Certificates

Hardware Security
Module (Optional)

Hardware Appliance

Users
Private Keys

Authorization
Private Key

Domain Controller

Windows Server

UPN
walter@auth.local
Alternative UPN
walter@adfs.ext

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

E

FAS User
Certificate

ADFS @%@ Internet iIti2Z £txt P # TR W FFEE PRI ; A0, ©& AT Office 365

&£

BXER:

« 5% ADFS BiE XETZFHAER.
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« BX ZENEE XENATURZENEE FAS.

« AXHH Citrix Gateway ZFE DB SEEE

B2B i Bt

BEEI,

IMRAMRNBHLEARULEITENRS, —MERNEERIRE—TEHREEXRE Active

Directory BA & B 1R IEIEARSS (ADFS) BRS5 88, X0iF—

=

EX¥N

SRR P ISR B —RATH

Active Directory (AD) IF5H, ERE, STHAFEHBERBECHNABERER ; ADFS 2B HEER

SR FNE AD IRHRY

ADFS.EXT domain

Export

- Certificate Authority

Issue

Domain Controller

Windows Server

UPN
walter @adfs.ext

Windows Server

ADFS Server

Windows Server

HFIF,

AUTH.LOCAL domain

T

Export

Issue

TLS Server
Certificate
T ) Signature
s Certificate
]
: R
c
T
»_?n ¥ | Encryption
& Certificate

I (not used)

Citrix

—
ow |

Client

Windows / MacQ5 / Linux

Root CA Certificate

' (from ADFS.EXT CA)

Root CA Certificate
' {from AUTH.LOCAL CA)

Export

Citrix Gateway
VPX
Root CA
§ Cenificate -
Gateway Server
' Certificate
Export ADFS Signature
TR Cenrtificate

SAML SP (RP)

Certificate Authority

Windows Server

@ FAS User

i Certificate
Template

@ FAS Authorization
Certificate
i Template

ETE—

StoreFront

Windows Server

Issue

TLS Server

§ Ccerficate

EE—

Federated Authenti-
cation Server

Windows Server

1
I
I

Issue

Certificate

- FASUser 4
@ Certficates

- FAS
- |—£‘l ;l Authorization

Issue

Assodiated with

Hardware Security
Module (Optional)

Hardware Appliance

[ e |

Users
Private Keys

%
g

Authorization
Private Key

S

Domain Controller

Windows Server

UPN

walter@auth local
Alternative UPN
walter @adfs.ext

T
Virtual Delivery
Agent

Windows Server & Desktop
Operating Systems

=

FAS User
Certificate

BXER:
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« ZEMEE XENETNALZENEE FAS,

Windows 10 Azure JESIE FRIMA

EEBR LT ESR Windows IANA, EEttEY

Windows 10 5| A T “Azure AD Il A"BIHER,

B8 Internet’li7R. XIFEERTEIRAEBMM FIREM. 54 Windows IIA—#E,

Azure AD EE RN BN R RN E—S RIERAINEE, XLEE 4 Internet”, EULRIIATEE

{A%E$E Internet B TE, MANNEDA

YE BT,

Azure

!
|

Azure AD

Synchronzation

|
;

AD

Cloud

DMZ

Citrix Yirtual Desktop

IERER— A, EREFEEREDREFNRLZRFBIBIR. EiCREMERIMN Azure AD

IheEST 2@ Internet HTEMFNF 155810,

EEE, WEERWERMEMTTUETATEN IP #HHAET | A, HEERMEE. Azure EM
iR, Azure AD Connect B4 285 B ohiE R Azure AD. RBIEIA T BLEEIERT Azure

VM,
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BXER:

« ZEMEE XENMA T INARZENEE FAS,

« Azure AD £ XEEFEFMAEE,

ADFS Zf%&

b))

AN B T a0 Citrix 37385 Microsoft ADFS &R,

WZALER ADFS KEENFEER—SMNRIERINNENZ AP AR, flil, REIREERER
MR TERANFMANAANBTHTEH ; XEMBEREZERITE Windows B REREHTTRIP.

B & BHIIEARSS (FAS) X7 Citrix Gateway # Citrix StoreFront™ 5 ADFS B RRSERM ,
MITEA B TR R

LLLEBZE ¥ Citrix Gateway EA{E#i5 5 Microsoft ADFS &R
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AUTH.LOCAL domain

Citrix Gateway Certificate Authority
VPX .
Hndows e | Micosot |
Root CA < EXTIOL & FAS User
§ Ccenificate 1 Certificate sssssssssssssussmnssssasasas Domain Controller
Gateway Server Issue - Template
' Certificate @ FAS Authorization Wind S
Certificate Indows Server
ADFS Signature i Template
§ Centficate PN
() walter@auth.local
—{ samLsP (RP) (-
walter@adfs.ext
StoreFront

Windows Server

Issue ol TLS Server
R Certificate

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
- Issue Operating Systems
r-- AUthOTIZAtION  gueidenneranans
1 Certificate
FASUser
: :- 1 Certificates E Certificate
5, A
Web Access Proxy ADFS Server 1 -
Y e = Login with j—
: e TR
" . £
Windows Server Windows Server :'§ 1
B .
|_§ , | Hardware Security
12, .
1S Server 'E \ | Module (Optional)
Certificate L'
- : 1 Hardware Appliance
1
f) Signature L
S 1
' Certificate i : 6" Users
| == a" Private Keys
K') Encryption I {
Certificate 1
' (not used) !_ . J‘ Authorization
: Private Key

—| ADFS Proxy I— SAML IdP

NREiHEEE Windows VDA B Linux VDA, MEEXH,

SAML.

ZEWEMRICIES (SAML) B2—EIRAEEREIERITE"R Web JHRERRG. REIEN
TR
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EE MR URL

& Citrix Gateway X IAAFREH#H{TEMIIER, EETRAFH Web X525 ADFS fRS38 L8
SAML BRMBIHIT HTTP POST, X@EERE https:// FINEMIE | https://

adfs.mycompany.com/adfs/1s o

LTI POST 22 EM(ER, 2E ADFS B RFea/a™ A REIR A R EHE",

FRIRR
Entityld & Citrix Gateway {£H POST #iEH T ZHIME—IFIRTT, BT AIXL ADFS, XR&HH

ADFS AR ZIRERMNTIRS, FHREFENHARNEMIIERE, 0RM%, SAML %mﬂrt
XML F{GE B FERH Entityld FRiRAYARS .

BE, EntitylD =2 Citrix Gateway IRZ 23 ERIEA URL, BEEBERUZREMRNE, HE Citrix
Gateway #1 ADFS fItt3KRE—2XENR] @ https://ns.mycompany.com/application/logonpage

o

R [E 4t

MR EMIIERIN, ADFS RIETRAFR Web X35 SAML B4 I035F XML POST [E]9 Entityld
ECEBRIEIE URL 2—, XiBEZRYA Citrix Gateway fR5385 ERY https:// ik, A :

https://ns.mycompany.com/cgi/samlauth o

WNREE T ZNElE URL 3Lk, Citrix Gateway A IATEE R ¥ A 3X4, ADFS Y POST 153K FiEEFE—

/N
(I

FRIEH

ADFS EREFAN SAML H2I8E XML blob #TMEBE %, AT HIEEFH, HATUEF Citrix
Gateway BeBNERIEPXEF TSN NN EXLES L, IERBXHEEE M ADFS IRSS253KEAY
XA o

B UER URL
ADFS # Citrix Gateway Z1FSEFEHRF. X2 Citrix Gateway =E/Ri18H URL, BF
& SAML B4 IIE XML blob @B AKX AT EERNRIE.

XE— 1 AiEINEE, THEE. TEERE https:// ik, LA https://
adfs.mycompany.com/adfs/logout » (IFIFE, EAMUSEAER URLHEE, )
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icE

EB4> Citrix Gateway BRE vk 7 #1{EII& & Citrix Gateway LM IRATAE LDAP SRIRIEER, RRINTE
/S, ERILATE Citrix Gateway SIS M IIEEREE, UIF SAML B4 RIE, G, XA
F# Citrix Gateway [ SFEHBIRAIA LDAP ZKEL,

MetScaler > MetScaler Gateway » Policies » Authentication > SAML 3 Policies i':: ﬂ H
Policies Servers
Add f Jelete how Einding Primary VPM Global Bindings Search =
MName Expression Request Server
StareFrontSANL MN5_TRUE AzureAd
HHE SAML 5B

fEAZ BT ADFS BIZZEHISRINNE SEEHH SAML IdP fRE25. NMAILEEEE, Citrix
Gateway =¥ FEEME ADFS #1TER, FHiER ADFS 41 SAML FRRIESRE{EAEIR,
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Create Authentication SAML Server 5

Create Authentication SAML Server

MName®

Azurend
255
Authentication Type
SAML

IDP Certificate Name* 255
AZureADSAML v +
Redirect URL® Exact v
29f-4c20-9826-14d5e484c62e/5aml2
Single Logout URL InternetProtocol A
29f-4c20-9826-14d 54840628/ 5aml2 InternetProtocolPassword W
Uzer Field

userprincipalname

Signing Certificate Name

V|

Iszuer Name

https:/fns.cit rixsamidemao net/Citri®
Reject Unsigned Assertion®

on vi
SAML Binding™ Attribute
POST v

Default Authentication Group

Skew Time{mins)

BXER
. REFRE £ FAS RENRBNTESE HK,
« BILH FAS ERBIEDERM BT T B

« “BIEHENEESREE XEFN A,

Azure AD 5§

=

ASTHEN LB T WN{ANF Citrix 385 Windows 10 Azure AD IhEEEERK, Windows 10 5| AT Azure
AD, X2—M#EaUEIARE, EFEICABREILLET Internet MMALREIT, USEMEEME S
TR,
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AP RBIEEER T — 1R, H T AFAFPIREA T B FHMEut i Emes, BFED
A Windows 10 £ie KRB, AP ATLLE S SEB mRPRE > X F > A Azure AD" &I 8]
lidae =R

“— Settings - o 4
0% SYSTEM Find a setting Je
Display

PC
Motifications & actions BE name vda-win10
Apps & features Rename PC
Multitasking Organization  WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage " . '
Edition Windows 10 Enterprise
Offline maps Product ID 00325-00000-00003-AA060
Processor Intel{R) Xecn(R) CPU E3-1630 0 @ 3.20GHz
Default apps 309 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, xb4-based processor
Pen and touch  No pen or touch input is available for this
display
Channe neneiet kew or pinaeacds semair editinn of Windosses

EiLABRFME, Microsoft Edge Web Xl 528 = B &hiEd Azure SaaS N BEFMITE R EIM
UEAD Citrix KN ATER, UREM Azure RZABTER (140 Office 365) o

© 1997-2026 Citrix Systems, Inc. All rights reserved. 111



KE B MRS

B Access Panel Applicatior X+ — O *
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ
Microsoft Azure george@

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

ERER

AR REEMITE Azure HEL E Gl TRAMRNEIME, H5 Azure AD # Office 365 FIMR =R ALE
B REABFPEHMATETIEAR, BEEEDHLENIBM _EAIEER.

ZEB N ATHEME ARSI /AE, E Azure AD Connect [E% RILUET Internet E3EE!

Azureo
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Azure F
,_! Azure AD

!
|

Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud e —
DMZ -

PKI

LREEEMBESEF, F5 LM AEE LAN 7 Kerberos/INTLM S1RI8IE, 7EULIAREEM iR
79E] Azure B TLS E#EH SAML, FARSZSMEANA Azure AD B Azure N FTERF. HE Active
Directory WL BN AR (U0 SQL Server ##EE) vl Azure =ARSHY 1AAS BB FRBEIAR
A Active Directory RS328 VM 5517,

LAFPEoESENBERE, fthi1ER Citrix Virtual Apps and Desktops™ & %5 N TR F #1TiH 18],
AREIERNNBREFES B ‘Azure N BERF TIEHITEIE, £/ Microsoft Edge R BRI
BE. Microsoft IR AT U EEFIE B Azure N FBTEFHI Android 1 i0S N AR,

8l DNS XI5

Azure AD EXREEAEEM AT DNS st HIZEFIH A ERNERXIE, Ak, EERTLUER
Azure DNS Xig{IhE,

IR BIER DNS X% F1 citrixsamldemo.net,
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Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

PEHI S 71 Azure DNS R FFARSS 28R XEER ATV /E DNS ‘M ERIKIE NS S2BH518 (B

0, citrixsamldemo.net. NS ni1-01.azure-dns.com )

TEAINFT Azure H5E1T8Y VM Y5 | BT, REEMAEZER CNAME 185HER VM B9 Azure IR
#Y DNS i2%. 1R VM 0 IP st & £ &k, NFEFEFshEH DNS Xig X4,

HERE IR ERFISEE DNS il fR235 PTER, 13 citrixsamldemo.net, FH{ERFS DNS (RERHA
10.0.0.*)

FI—151 8 Web M BAIZEFEARIEIRS 25/ fs.citrixsamldemo.net’s& B, X2 UMLK IEMEESIRS
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IE=ARSS

R BIBECE T — Citrix 3785, HAPaE—E Azure Fi51T ADFS ARS5 8509 AD IF35%, GIE 7T —

N F“citrixsamldemo” I =R S -

URL

@ WEE APP ’ QUICK CREATE .
citrixsamldema

«Lloudapp.net
VIRTUAL MACHINE il-"i CUSTOM CREATE cloudapp.ne
REGION OFR AFFINITY GROUP

@ MOBILE SERVICE West Europe b |

| @ | CLOUD SERVICE

i EEI BATCH SERVICE

CREATE CLOUD SERVICE  +

Bl% Windows EEBIHL

EERSEFEIER Windows VM

12525 (domaincontrol)
« Azure Connect ADFS fR5328 (adfs)

ADFS Web i58)XIE (Web NEEFAIE, FRMALE)

Citrix Virtual Apps and Desktops 33 {71Z 28

Citrix Virtual Apps and Desktops FEHI&E IR (VDA)
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Create virtual machine >

Create virtual machine

Resource groups

2 All resources
= es =3 * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

SQL databases Veual Studio Professional with MSDN e

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

PR ER
« 750 DNS BRS52370 Active Directory 1RSSR LLBIE T4 Active Directory E3E  (TEILLR B
FR citrixsamldemo.net) o HFALRTERE, 700 Active Directory IEHBREZ B €,
s BIE—TRETFIRNEBEFKS (Bl40, George@citrixsamldemo.net) o

- BT ILARSSERFHTITAER DNS, FREARSSesERM5 | FLLARSS 2511T DNS f#if. XAJLuEd
Azure DNS GEBTIH M. (BXFHAER, BHSRAEAEPMR, )

ADFS #2841 Web N AR RIERSSS

S ADFS ARSS28MNA citrixsamldemo 15, Web N AEFRIBIRS SN IR E TR TEAH,
ttiEF5hm AD DNS A DNS bk,

. TEXLEARSZ2S FIT1T Enable-PSRemoting —Force cmdlet, S{FtiF AzureAD Connect T Ei&id
B ANIEIHTT PS T2 IR,
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Citrix Virtual Desktops™ 3Z{J#=#I284] VDA

« FEEMA citrixsamldemo BIEIRF S Windows AR5 28 %22 Citrix Virtual Apps 3 Citrix Virtual
Desktops Delivery Controller™ #1 VDA,

BCE S8 DNS

ISR i AR fE, ACE DNS IRZ2RLUMIE citrixsamldemo.net BIREZRILE, HIEREE A 22iEMm
V&8 DNS BRs328 (540 : 8.8.8.8) o

2 DMS Manager == =
File Action View Help
e R Ba: BHE § 86

DS Mame Type [ata Timestar

&
T 5 DOMAINCONTROL 1 _msdes
4 [ Forwerd Lookup Zones || 7 sipec
b _j _msdcs. net | _tep
P & T _udp
B L Reverse Lookup Zones 7| DomainDnsZones
b _:I TrUSt_P_ﬂi mits _ | FerestDnsTones
b | Conditional Forwarders ] (same as parent folder) Start of Authority (S04)  [24], domaincantrol. static
g Glabal Legs ] (zarme 25 parent folder) Mame Server (N5} demaincentral, static
£ (same a5 parent falder) Host (A) 100,012 8320
] adfs Host (4) 10.0.0.13 LTy EI.fEDII
] demaincontrol Host (A) 10,0012 static
=1 Host (8) 10,0013 static
Flwap Host (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
< " >

ANEESIER, BT

* wap.citrixsamldemo.net
e fs.citrixsamldemo.net
e enterpriseregistration.citrixsaml.net

FRBTE Azure FiS1TH) VM R ERE AR ER L DNS ARS8, ERILUBE MO GUI FThltbig
Eo
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Essentials -~ ¥ /L O DNS servers @

PNEINNY Custom DNS
Resource group Private IP address
citrixsamldema .0.0. SUPPORT - TROUBLESHOOTING
) * Primary DMS server
Lacation

West Europe trixsamidemo/default B Auditiogs > [10005 v
g MNew support request b Secondary DNS server
up

GEMNERAL

Properties >
Al 35 =

W IP addresses >

B DMNS servers >

) Metwork security group b

FINBERT, WEBIP (10.0.0.9) B ohE S ECHY. EAILUER IP #INHE B KA 2 IP ik,
Web N2 FHIEARSS SSFN i H 2R 4R R Hh 1T b 32

EOE 56 DN ik

2 VM E1TES, Azure R4EPHECHI DNS XIRSS2:, MRS HRIERDELS VM BISRIAH 1P
ik, XR—TERNTIEE, AJMUER, AN Azure BRINTESD VM BB EC 1P ik,

= Configuration

o, 0 AR O Assignment
Static
SUPPORT + TROUBLESHOOTING
1P address @
B Auditlogs > 13.94.252.54

. & New support request > Idle timeout (minutes) @
on 1D vir e 4
di224367-d4fg-4Gae-beTh-6475cdaeelca DemainCentrol
GENERAL DMS name label (optional) @
ezl domaincontral-citrozarideme
Properties >
westeurope.cloudapp.azure.com
Il settings
& Configuration >
dd tiles
®

RESOURCE MANAGEMENT
Eatt & T
& Locks

sl Users

Voo | v v

IR BIF DNS #ifit domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %3 Bo£5 1312 &
2o

HAR, HixiEidE=ME, RE Web W AZFIEHM Citrix Gateway VM R E A+ IP ik,
(fEECEHRIE), A\ IP st FF RDP HIRIFR) o

iEZ24

Azure =EALTELAEIEM Internet B VM BY TCP/UDP i a]BIB5 A LSRN, BRINER T, PFAE VM
#37C1F RDP 4i8), Citrix Gateway 1 Web N ZFIERS /BN 1FIRO 443 ERY TLS,
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MNetwork security P Essentials ~ B89 (O
Metscaler
Res es
SUPPORT + TROUBLESHOOTING i . 0 outhound SUPPORT + TRCUBLESKOOTING
Lacation 350 vith
H Auditiogs > West Europe 0 subnets, 2 network interfaces H Audtlogs >
Subscription name
i Mew support request > sual Studio Professional with MSDH & Mew support request >
Subscription |0
dlf224366-04f9-463e-beTb-6479cdaeefca
SENERAL GENERAL
Il settings =+
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DNS servers > . Quthound security rules >
@ Metwork security group > B Hetwork interfaces >
Subnets >
RESOURCE MAMAGEMENT

SIE ADFS iFH

£ Microsoft IEPBIMEN LS Web IRSEFIEBIENR, XAIFRIEERBEENX DNS #sitAIE
B, ZEPAUEH (SZIEFFA) B) pix X, EATIE ADFS #1 Web N BIEFRIBIRS 23 L RE
HEH, Eit PFX X4 2 EIEEDL,

MR BB LT EFBITHT Web BRSZZRIES !
- BAKI:
o adfs.citrixsamldemo.net
- THEERRB

o * citrixsamldemo.net
o fs.citrixsamldemo. %

o enterpriseregistration.citrixsamldemo.net
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@

i@ File Action ¥
« | 2[m
[7] Console Root

a (G Certificates (L
4 || Personal
7 Certifig

[ Trusted R

[ Enterprise

7 Intermediz

|7 Trusted Py

[ Untrusted

[ Third-Part]

[ Trusted Pe

7 Client Aut

Remote Dg

Runtime_T

Smart Carg

Trusted Deg

v v vV WYV W W W W

DoREE

5 L1}

= Certificate Enroll

Request Certificats

You can request the fiol
click Enrall,

[] Cemputer

[w] Web Server
B, Mereinfo

[[] Show all templates

2 subject | General | Extensions | Private Key | Certification Autherity |

The subject of a certificate is the user ar camputer to which the certificate is issued. You
can enter information about the types of subject name and alternative narme values that

can be used in a certificate.
Subject of certificate

The user or computer that is receiving the certificate

Subject name:
Type:

|'Cornmm name

|

Value:

Alternative name:

Type

[DNs

Value:

\CN=adfs.citrisamldemonet

*.citrixsamldemo.net
fs.citrixsam|dema.net
istration.citrcsam,

FHERBFHE pix X, SEREDRIPEIFHA.

iSE Azure AD
ATFHANA T IREFHI Azure AD 2Rz 6% ] T4 Windows 10 A Azure AD SRR &4

Rpur:-

EHER

ERIVZH Azure NP HEIEFE R
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAhLDemo

DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

ThE, FER—MEERHE,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

) | Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

BIELR/EERMAF (AzureAdmin)

£ Azure FRIELBEIER (ELERAIGFR
AzureAdmin@citrixsamldemo.onmicrosoft.com ) , H{ERAFKFAERLUSER,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME
| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

FHERISEME Azure AD
FHINBRT, BPESUTEREFEREFIEHITIMR ¢

<user.name>@<company>.onmicrosoft.com o

REXEEH—FSERERNR LTI, EBiERNEFHEMILIELF, RiFfeS5REZRAF BFHMFK
FICERAHENE ¢ <user.name>@<company>.com o

‘TR RERCE N SN EL RN EIIHITHEE R, HRFIER citrixsamldemo.net o

tu%/u\Erh$_ﬂ§12 ADFS, 1ﬁﬁﬁﬁ1§§ﬁ*[o
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

#2&E Azure AD Connect TE
Azure AD Ei& GUI 95 2 £ 1% &= F@%) Microsoft Azure AD Connect FTET1HE., SHEHZEHRE
ADFS VM L., FRABEXZEMAIREILZE, UE ADFS ETA A,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

%$F5 AD FS BX&"B—F F %I,

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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ERE AR EIERIKFIERES Azure,

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

ZEFEARES AD o
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

J¥FREIBRR Active Directory XR5 Azure AD [E#%,

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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INREREHWER, EAKFEEBHE—NAFBRIRFIERAF

Uniguely identifying your users

Express Settings

Required Components selact how users should be identified in your on-premises directories, @
User Sign-In ® Users are represented enly once across all directories.
Connect 1o Azuie AD ) User identities exist across multiple directories. Match using:
Sync ®
connect Directories ObjectSID and msExchMasterdccountsID/msRTCSIP-OriginatorsID attributes
SaMAccauntMame and MaillMickMName attnbutes

Domain/OU Filtenng

T e & specific attnbute

- CUSTOM ATTRIBUTE
Filtering

Optional Features

AD FS Farm ) " .
Select how users should be identified with Azure AD.

Azure AD Domain

SOURCE ANCHOR @
Configure
. [ objectGUID -
Venfy
USER PRINCIPAL NAME €
| userPrincipalMame |'

ERAOATRIEED, SR FMIK&ERE AR EREE.
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

MNREE, TAILUS Azure AD i35 Active Directory [F%5, ¥FETF ADFS HEHINIE, BER
EEXFM.
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Optional features

Exprass Settings
Required Compenents Salect enhanced functionality if required by your arganization.

User Sign-In

J :_-."'|=."|: [ “:. ong '..=!'|.'_.-"“:.="| e
] Azure AD app and attribute filtering 9

Connect to Azure AD

Sync
[] Password hash synchronization @

[ Password writeback

Connect Directories

Domain/CU Filtering

Identifying users [ Group writeback (7]

Filkening [ Device writeback 0

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Domain Learn mare sbout optional features
Configure

Verify

Previous

EREE AD FS RERAIER PFX X4, FFF fs.citrixsamldemo.net 3§ /3 DNS £ #ho

&% Microsoft Azure Active Directory Connect

AD FS Farm

Required Compenents I Configure a new Windows Server 2012 R2 AD FS farm
User Sign-In

Express Settings

Connect b Azure AD Use an existing Windows Server 2012 R2 AD FS farm

Syne

[ ) ) Specify the S5L certificate used to secure the communication between clients and AD FS.,
Connect Directories , . .

® Provide a PFX Certificate File

Domain/GU Filterin - - . . .

o ! Use a Certificate installed on the Federation Machines

|dentifying users

Filtering CERTIFICATE FILE @)

Optional Features | CUsers\Fred CITRIXSAMLDEMO\Desktophadfs pfx |

|
SUBJECT NAME SUBJECT MAME PREFIX |

Federation Servers

|",|:itrixsamll:lem|:>.net l-| lfs | @ ¢
Prosy Servers [
Cradentials FEDERATION SERVICE MAME I
Service account https:f/fs.citrixzsamidemo.net 4

Azure AD Domain

Configure

Werify
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YRS TIERNIBARSSE80T, %A wap.citrixsamldemo.net ARS3 280N, IZETREEETE Web
BREFARIEIRS S EUEIR R 5133517 Enable-PSRemoting —-Force cmdlet, S{{@ Azure AD
Connect RIS H#1TACE,

& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Compenents Specify whare to install web application proxy.
User Sign-ln SERVER
Connect to AZure AD | Type 2 sarver name or P address Add
Sync
Connect Directories SELECTED SERVERS

Domain/OU Filtering & vDacitrixsamidemo.cloudapp.net  Remove
Identifying users
Filtering
Optional Faatures

AD F5 Farm

Federation Servers

Proxy Servers

Credentials

Service account
Azure AD Domain
Configure

Varify

[ e |

g0R LS BFITAZ PowerShell [SEREMA, B=1F Web N AREFRERSZSMARE.

MNTFRASHERTE, BERMEEEREN, 74 ADFS glZ— AR5 Azure AD Connect
&= R IIE DNS KIZRIFRE I,
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Azure AD Domain

Express Settings

Required Components Select the Azure AD domain to federate with your on-premises directory.
User Sign-In pomMain: @

Connect to Azure AD | citmssamldemo.cloudapp.net | ™

Sync

Connect Directories
DomamOU Filkening
Identifying users

Filtering
Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to
AD FS Farm the DNS settings.

Optional Features

Federation Servers

TXT record:
Proxy Servers Taxt: MS=ms59661451
Credentials

MX record:

Service account Destination: ms59661451.msv1.invalid

Azure AD Domain

You will need this setting in place to complete AD FS installation.
Configure

erify || Learn more about verifying DNS ownership for Azure Active Directory domains

I TXT #1 MX 2R 700%) Azure P9 DNS #itHE R,

HAME TYPE TTL WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

=]

N5 172800

= S0A 3600

= TAT 3600 msr0102213

fs CMAME 3600 adfs-citrinsamldermoawesteurepecloud., |,

£ Azure BIRIEHI R E Verifyo

CitrixSam|Demo

&3 USERS  GROUPS APPLICATIONS  DOMAINS  DIRECTORY INTEGRATION COMFIGURE EPQRTS LICEMSES
DOMAIN NAME TYPE STATUS SINGLE SIGN-ON PRIMARY DOMAIN £
citricsamidemo.onmicrosoft.oom Basic W Active Mot Available Yes
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INRILT LM, 1EFLIEISTT Azure AD Connect Z B3SO IEE,

STRE, Fh@idimO 443 BRR N ERHIE fs.citrixsamldemo.nets

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:

10,0013

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

E B Azure AD Join

2 P i A BB FEB A LAE Windows 10 BJLAIT Azure AD fIIARY, DNS E&RFETFHE—
CNAME DNS 2%, %igRMN15[ ADFS: enterpriseregistration.\<upnsuffix>o

FLERfBIR, X2 fs.citrixsamldemo.net o

enterpriseresistration citrcsamidemo.net i
Type

CHAME
= TTL TTL unit

1 + | | Minutes w
Alias

s citrimsamidemionet W
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INREREANIIERMEN M, R ADFS RIFBERERE Windows 10 &N L, WUE
Windows {51 ADFS AR$Z28. R ZHi4ERAIARAER P K 4T Azure AD 3E0 A

e

Let's get you signed in

Work or school account

George@citrixsamldemo.net A

Password

| forgot my passwaord

Which account should | use?

Sign in with the username and password you use with Office 265 (or other business
services from Microsoft).

Privacy statement

-

EEE, UPN 415 ADFS 1825412538 5189 UPN PTED,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Fimsh

)
BEEEITTENHER BB FHb S RRIEIE Azure AD IIARE . ERfE, Boh
Microsoft Edge Fi%E#%E] <http://myapps.microsoft.com> ., ZMiLN BEHERESE R,

=¥ Citrix BN AT Citrix EHISHE

Ea] LURBRE RS B M Citrix Virtual Apps 3§ Citrix Virtual Desktops 1ISO £ Azure %24
Delivery Controller 1 VDA E##.

EIbRBIsR, StoreFront 5 Delivery Controller ZE7EE—RRSS 28 L. VDA fERIRIIAY Windows
2012 R2 RDS I1Fi2F%%E, k5 Machine Creation Services (£ (RE AJ AR iEH#H#1TED
B) . Edswal, BN ERP George@citrixsamldemo.net B4 A] LA A R HITH DI,
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« 16 e Y

Citrix StoreFront

Q, bearch Desktops

Details

7 Controller 3517 Set-BrokerSite —TrustRequestsSentToTheXmlServicePort $true
PowerShell cmdlet, LAFt¥F StoreFront™ 7£:%%8 P EIENER T H#TE MR,

RERSE DRSS

7Z ADFS fR5528 L% FAS, H Delivery Controller EEE— 1IN, FEFAYSEEN
StoreFront (RATELLRHIF, StoreFront 5 Delivery Controller ZEER— VM L) ., iESH &
FMEcE,

Edi& StoreFront

73 Delivery Controller IERITENIEFR, FHBIAEmO 443 KB IS 48EF T StoreFront B A1k
B https: KAZE 1IS # StoreFront LAEHE HTTPS,

Modify the base URL for sernices hosted on this deployment, For multiple senver
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixsamldemao.net

BoE StoreFront LUEA FAS fRSS38 (EF ZEEMEZE H8Y PowerShell BIA) , FH7E Azure RER
HITIER, BIEE FAS RS EMEHEERRABRERER FAS,
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File Action View Help

= | 7w l-
& Event Viewer |

[ L Custem V
4 L Windows

Event ID  Task C..

E Applic 1 Information 1 \ Citri. Authentication.FederatedAuthenticationSenvice 204 None

i) securit (@) Information .WUBNB?-&?ES AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] 2c authorized by [ \DDCS].

Log Mame: Application

BidE StoreFront LU Citrix Gateway

£/ StoreFront BIEHEHIGHH BESFHBIIESE GUI, ECE StoreFront LUEF Citrix Gateway
WITR B IIE,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

E LR Citrix Gateway EAIIEIRI, BEEBRZ S ZIEMANIM (STA) HECE Citrix Gateway !
ks
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

BOEFTEY Azure AD T2 LTI StoreFront R E R

ATi{EMA Azure AD SAML 2.0 B ERINAE, ZIEEE IR & Azure Active Directory Premium iJ
i#o 1£ Azure AD BIET B, %EF FENARER, AEEE NERRINKARERF.

APPLICATION GALLERY ®
Add an application for my organization to use | o
FEATURED APPLICATIONS (1T) NAME
o * Add an unlisted application my

I LUsTOM i‘ organization is using | storeFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using. and add it to explore single sign-on

COLLABORATION (314) integration options.

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

P BEX > ARMEBARIEEERABNRTIEMRRF UENERNAF BN EEXNBRERF.

EC iR B
BIE—K 215 x 215 REWEIR, HHE LI EE TTE, RIENAREFIET.
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properties

APPLICATION TILE LOGO

cifrix

EoE SAML S2513F
BN BREFNERRELA TIE, AE%EE BBEE—ER.

storefront

&3 DASHBOARD  USERS AND GROUPS — ATTRIBUTES — COMNFIGURE

StoreFront has been added

[ 5kip Quick Start the raxt time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Configure single sign-on

IERERFE A SAML 2.0 B4503E, EX T Microsoft Azure AD E—E R,
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

RR IURERFRE (EHLMEIRMHLE Citrix Gateway FIEZETAD)
= Citrix Gateway ARZ528 LB /cgi/samlauth,

COMFIGURE SINGLE SIGN-OR

Configure App Settings

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

T—HE& BT Citrix Gateway ECiE/I Azure AD #1759 X 52,

; FEURAIS, E1] URL
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2018 11:06:20 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Dowmload Metadata [(XiL) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
httpsy/fstswindows.net/b1asf2 1b-d29f-4c20-2826-14d5e484 0628,

SINGLE SIGH-0M SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE URL

hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

T# base 64 SEEERIER, HEHBERMEHE URL, BEEIFTE Citrix Gateway FcBRET L

MEXERA,

R ARFIESL AR

Be—% 2ERANARER, FHERIEAF M “‘myapps.microsoft.com™EH|RE L. XE B
H'TiE _E5ER. 9i8id Azure AD Connect [F25 BV A P itk P 3 B i R A BR . 12 BT LAfsE FR E bk
F, BERaEXME T, RATIIFARTE \&tuser>@\&lt;domain> &1,

storefront

&3 DASHEOARD USERS AMD GROUPS ATTRIBUTES COMFIGURE

sHow |l Users ~ 4
DISPLAY NAME USER NAME JOBTITLE DERARTMENT ACCESS METHOD: e
arure Admin Azyreddmin@citrixsamid.. No Unassigned

George User george@citrixsamldemao.net Mo Umassigned

On-Premises Diredory 5y..  Sync ADFS_21aTeE060dl... Mo Umassigned

© 1997-2026 Citrix Systems, Inc. All rights reserved. 142



KE B MRS

MyApps JH
FRENFEERE, HAFIAR <https://myapps.microsoft.com> BY, ESERERAFE Azure
N BEFRYIRAF,

B Access Panel Applicatior X+ *

|
é 3 O | [5 account.activedirectory windowsazure.com,/a) ‘;fr ‘ = @ ﬁ

Microsoft Azure george®

applications  profile

clifrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy
I »

LINA Azure AD B, Windows 10 XFEFHAP I Azure NBREFHITRERE S, RHEEGSEN
Was R 2 BECERY SAML cgi/samlauth T,

B8R URL
R[E] Azure AD NRIRFBIN R, MENAREFRFE—TAUHENESER URL, It URL BTFiE#
W TN BE 2e ik s o 8 B L A P B #5658 StoreFront BY“ 8 S B IREEA o

quick glance

APPLICATION TYPE
Web application

PUELISHER
URL
SINGLE SIGN-0M URL

https:/myapps.microsoft.com signing

@' View usage report
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b URL 505 Web X EE8800, LUBAIRIEH Azure AD EERRIZFIEZERY Citrix Gateway cgi/
samlauth MBl, X{GEAFERERAR, H B Windows 10 Azure AD IIARNE R iEiEHE
RER. HttAPFETBA Azure AD EiE, )

HHEMAEIE Citrix Gateway

AT IIRIFREE, WREIERIEIT NetScaler (B9 Citrix Gateway) BIEH VM, XBTLM
Azure FEIEMSE, It RBIEF NetScaler 11.0 BY“BE & AR Ao

B RE) NetScaler® VM, I Web X335 mAER IP ik, AP #HITEMICIENTEENEE,
HEE, T IEH Azure AD VM H nsroot BB BYERRE,

AINFENE, RS MFRANEXHEEFEEHER), i DNS ##frastsm Microsoft 12|28

=17 Citrix Virtual Apps and Desktops Z&E @S
RAIESEE— AT SAML BIfE 8 StoreFront £, EZEEER LR, E2HMN—
SAML B R,

XenApp/XenDesktop Setup Wizard
What is your deployment

[ \:: Single Hop

_' /-
&-— —E— = -
Client Internet Access Gatway \

What is your Citrix Integration Point?

storefront |4

EEFRER Citrix Gateway StoreFront i&i&, 7E Microsoft Azure R{ERRET, I RABIED B iR
4433, MABIA 443, &, EolUimO¥% &KSEFHET Citrix Gateway EIEM ik,
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MetScaler Gateway Settings

MetScaler Gateway P Address™
w ., 0 . 0 _ 18

Port”
4433

Virtual Server Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 to secure port

NEBER, WRE EEEEEXHRRIERSEIEBMFAR.

Server Certificate

Certificate Format®
| pem V|

Certificates Fila*

|n5_citrixsamldemn.net | | Browse I - |

[w Private key ic password protected
Private key password

oot

ECEAT AD iKF EEAINEEHIEE
EIERIZR A TR P AT, FEUISRE 1P it ANMB EES MWL AT, HEREMNEERESITF
ERBYFRHERME TV
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Primary authentication method®

| Active Directory/UDAP |i||

IF Address®

|1u.u.u.12||:|lp-.-a

[] Load Balancing
Post®

389 |
Time aut (secomnds]*

E |

Base DM®

|CN=LI5ErS,DC= citrizsamldemo DC |
Service account®

|CN=internaIadmin,CN =Users,DC= |

|| Group Extraction
Server Logon Name Attnbute®

|userPrim:ipaIName |

Password®

Confirm Password*

||-||u"u|||-[ ""|ﬂ
Secondary authentication method®
| Mone |

=

ECi& StoreFront it

7ZUbRBI%, StoreFront BfFHE HTTPS EdiEd, HIiEERE SSL %R,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

I3 Citrix Gateway B3E

E#H Citrix Gateway H0EFH AR 2 NRE#HITEHKIEN SRS K.

€ B Htps e citrizsamideme, 0 = @ © || B Metscater Geteway 52 Citria MetScales VX - Configur...

NetScaler with Unified G

Please log on to continue.
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B Citrix Gateway SAML B4 18F 2§
J¥ SAML 5 StoreFront &5 & F BT SAML S EMRiLE SR, RN SAML 5kEE, H
FXH I NS_TRUE,

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML

Server®
| Aruredd E” T ?\

Expression®

| Operators - ” Saved Pelicy Expressians - I| Frequently Used Expressions -

WS_TRUE

BCEHTEY SAML IdP AR$338, fERZETM Azure AD SREXHIE B
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Create Authentication SAML Server

Create Authentication SAML Server

Name*
.A.:ureﬁ-d

Authentication Type

SAML

IDP Certificate Mame®

| AzureADSAML v +
Redirect URL"
29f-4c20-9826-14d5e4B84c6 28 /saml2
Single Logout URL

29f-4c20-9826-14d5e484062e/5aml2

e
0l

User Freld
userprincipalname

Signing Certificate Name

lssuer Marme

httpsz//ns. citrixs amldemo net/Citrg

Repect Unsigned Assertion”

ON el
SAML Binding®

POST v

Default Authenticatson Group

Shw Time{ming)

233

S

ntermetProtocol

ntemetProtocolPassword

BE R B iR

fSEATE Azure AD HFEMBIIKF EREIEMA Azure AD BY Windows 10 £ E.
FiEHES] . <https://myapps.microsoft.com>

Web X% 288 E /R P B Azure AD N FHTER,

E5h Microsoft Edge
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E Access Panel Applicatior » -+
—

yClg
é O Hj windowsazure.com

Microsoft Azure george®

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

12:28

228

e B 062006

Wi RN EE RN EEERR @S F/PIIER StoreFront BRS25.

E#, BWIEFRARERER URL NEEEZEUNEREEET) Citrix Gateway IR BN EEERE]
Microsoft Azure Fi&[5],

=i, WIERMA Azure AD B9 BN RS HeEFEAERDN URL EEE1T (REEXEENZTEN
Azure AD HIT—XRERESR) -

Bt
£ Azure HIIKIE VM BY, RZEACE LA FHRAEZEIN

fR it/ 3 1P #uhbA] DNS it

Azure {5FE VM ERERFM (AFIFH 10.*%) ERE— IP ik, BINERT, ERRE—
REH P i, ZMUEATDOBE EhASERTHY DNS 1R #1751 Ao
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N - o a 5]
gh AR <) Essentials A AR O
Resource group P address
citrixsamiclem: - SUPPORT + TROUBLESHOOTIN
5 ng system Lacation DS name
Running Ln X West Eurape - H Auditiogs bl
Location 71 Suls e
West Europe fessional with MSDN i MNew support request >
Subs
H l i-dafa-d6ae-beTh-64Tacdaselca
EMERAL
Subs 4 o "
an ; — All settings =
df22436f-d4f3-46ae-beTb-6479cdaeefca citrinsamidemoy/default eGiE .
Y Properties >
| settings =*
& Cenfigurtion >
Iuonitoring “LI./:i es
onitoring ®

RESOURCE MANAGEMENT

CPU percentage

& Tags
& Locks

o Users

v | v | v

B Exporttemplate

Add a section

R 433 1P #iht/DNS BFMFE HEEE, 7 VM EmE—1 A4 DNS #utik, XA AFE M DNS X
I HFEY CNAME 518, FA{RFTE DNS iZRENEE IP it S A A ESIER VM,

Assignment

Dynamic [elils

IF adldress &
40.68.28.181

ldle timeout (minutes) &

DWS name label (opticnal) @

ns-citrizsamldemo w

swesteurope.cloudapp.azure.com

BERASERN (Z24)

=HNET VM BN BA—AE SN, FAReH, REAEFINLE P it L 3HE
IP #HERYRE, FOIABIRT, Azure RFEF RDP #&FIFAE VM, Citrix Gateway 1 ADFS RS 35
HWEERZ K TLS R=E (443),

17 VM MO, RERETWMRELANT, IEAMMZ SN LIRS LML RE,
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Essentials ~ fa i S Essentials ~ 8RO

Security rules

1inbound. 0 outbound SURFORT - TROUBLESHOOTING

ed with

0 subnets, 1 network interfaces B Auditlogs >
ith MSDN dith MSDIN & New support request >
Sul an D 51 ription 10
df22436(-d4f0-d6ae-beTb-6470cdaeefca df22436f-d4fe-d6ae-heTb-6472cdaesfca GEMERAL
All settings =
!t Pproperties >
)=

£ Inbound security ules >
7 Dutbound security rules 2

BEXER
ZEAE 2 FAS RENRENTBSE R,
« BIH FAS BB AR XEPHTT BLh
- RERE X EEBRIE XEPNE
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Federated Authentication Service 2212 X4
AseidR

TRNEBT Federated Authentication Service 2212 XM EEER, EIEWE X XLTHEH,
1E1T1% RSS &,

B#A Y Er:puil
19 Dec 2022 Federated Authentication Federated Authentication
Service 2212 BI¥IEARRA Service 2212 B#IIRRRAE. B

XFMER, BBHEFIBEE

o

© 1997-2026 Citrix Systems, Inc. All rights reserved. 153



	Contents
	联合身份验证服务 2212
	联合身份验证服务 2212
	已修复问题
	已知问题
	第三方通知

	系统要求
	安装和配置
	安装和设置顺序
	安装联合身份验证服务
	升级 FAS

	在 StoreFront 存储上启用 FAS 插件
	配置交付控制器™
	配置组策略
	会话内行为
	提示范围
	同意超时
	锁定断开连接


	使用联合身份验证服务管理控制台
	部署证书模板
	设置 Active Directory 证书服务
	授权联合身份验证服务
	配置规则
	连接到 Citrix Cloud
	断开与 Citrix Cloud 的连接


	高级配置
	相关信息
	Azure Active Directory 单点登录
	已加入域的 VDA
	混合加入的 VDA

	证书颁发机构配置
	设置多个 CA 服务器以供 FAS 使用
	预期行为更改

	配置 Microsoft 证书颁发机构以进行 TCP 访问
	预生成用户证书
	获取 Active Directory 用户列表
	FAS 服务器

	续订注册机构证书
	相关信息

	私钥保护
	简介
	私钥配置设置
	配置方案示例
	示例 1
	示例 2
	使用 FAS 管理控制台
	使用 PowerShell

	示例 3

	FAS 证书存储
	相关信息

	安全和网络配置
	网络体系结构
	防火墙和网络安全
	Citrix 联合身份验证服务与 Citrix Cloud™ 之间的连接
	安全注意事项
	委派的注册代理
	访问控制列表配置
	防火墙设置
	事件日志监控
	硬件安全模块

	管理职责
	组策略设置
	证书模板
	重命名证书模板
	修改常规属性
	修改请求处理属性
	修改加密属性
	修改密钥证明属性
	修改取代的模板属性
	修改扩展属性
	修改安全属性
	修改使用者名称属性
	修改服务器属性
	修改颁发要求属性
	修改兼容性属性

	证书颁发机构管理
	发布模板
	防火墙设置
	受限注册
	策略模块和审计

	FAS 管理
	通过 ACL 限制 StoreFront、用户和 VDA
	配置规则
	配置证书颁发机构和模板
	会话内和身份验证证书
	私钥保护和密钥长度
	事件日志
	管理访问和管理工具

	Citrix 虚拟应用、Citrix 虚拟桌面和 VDA 管理员
	通用 Windows 服务器安全性
	相关信息

	性能计数器
	排查 Windows 登录问题
	证书和公钥基础结构
	UPN 名称和证书映射
	Active Directory 中的 UPN 名称
	证书映射服务

	控制登录域控制器选择
	控制域控制器选择
	识别正在使用的域控制器

	启用帐户审核事件
	证书验证日志
	检查证书有效性
	启用 CAPI 日志记录
	CAPI 日志
	错误消息

	Kerberos 日志
	域控制器和工作站日志
	域控制器 CAPI2 日志
	域控制器安全日志
	VDA 安全日志
	VDA CAPI 日志
	VDA 系统日志

	使用 Windows 事件日志监视 FAS
	FAS 服务是否正在运行?
	FAS 运行状况事件
	云连接的 FAS 事件
	安全事件

	FAS 事件日志
	管理事件 
	创建身份断言 
	作为信赖方 
	会话内证书服务器 
	FAS 断言插件 
	启用 Workspace 的 FAS 
	登录 
	会话内证书 
	证书请求和密钥对生成 

	最终用户错误消息
	相关信息

	PowerShell cmdlet 命令

	部署架构
	简介
	架构概述

	内部部署
	思杰网关部署
	ADFS SAML 部署
	B2B 帐户映射
	Windows 10 Azure 活动目录加入
	ADFS 部署
	简介
	SAML 概述
	重定向 URL 
	标识符 
	返回地址 
	签名证书 
	单点注销 URL 

	配置
	填写 SAML 策略

	相关信息

	Azure AD 集成
	简介
	体系结构
	创建 DNS 区域
	创建云服务
	创建 Windows 虚拟机
	域控制器
	ADFS 控制器和 Web 应用程序代理服务器
	Citrix Virtual Desktops™ 交付控制器和 VDA

	配置内部 DNS
	配置外部 DNS 地址
	配置安全组
	创建 ADFS 证书
	设置 Azure AD
	创建新目录
	创建全局管理员用户 (AzureAdmin)
	将您的域注册到 Azure AD
	安装 Azure AD Connect 工具

	启用 Azure AD Join
	安装 Citrix 虚拟应用或 Citrix 虚拟桌面
	安装联合身份验证服务
	配置 StoreFront
	配置 StoreFront 以使用 Citrix Gateway

	配置新的 Azure AD 应用程序以实现 StoreFront 单点登录
	配置图标
	配置 SAML 身份验证
	将应用程序分配给用户
	MyApps 页面
	单点登录 URL

	安装和配置 Citrix Gateway
	运行 Citrix Virtual Apps and Desktops 安装向导
	配置用于 AD 帐户管理的域控制器

	配置 StoreFront 地址
	验证 Citrix Gateway 部署

	启用 Citrix Gateway SAML 身份验证支持
	验证端到端系统
	附录
	提供公共 IP 地址和 DNS 地址
	设置防火墙规则（安全组）

	相关信息


	Federated Authentication Service 2212 文档历史记录

