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EFAFZR, IEM Citrix Virtual Apps and Desktops ZERF IR FAS TREF XL
FAS,

{£ StoreFront ZZfifHR/E A FAS &t

NRT FAS 5 Citrix Cloud &8, WAZE TS E,

E 7T StoreFront N AFEIE LS A FAS £/, BB AMKF 1T PowerShell cmdlet, #15RN
BEELTARRE, BEH $StorevirtualPath o

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StorevirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider
"FASLogonDataProvider"

E(=IEEA FAS, 1BEERALLT PowerShell B :
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Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

Ao 3 (o2l 2R ™

INR{EF FAS 5 Citrix Cloud £&8EH, WAEENSE,

E{EF FAS, i5¥¥ Citrix Virtual Apps 8f Citrix Virtual Desktops™ Delivery Controller Bgi& RS ER]
E#ES)ER StoreFront ARS32S | 3517 Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$true PowerShell cmdlet, 8PN LRRFHITRULLIRTE, TithRPEZ D Delivery

Controller,

ACiE 40 SRER

L& FAS [5, HAERRETRHIVARBRREHLARBPIEE FAS IRSHHNTEREER
(FQDN),

RIS EIERY StoreFront IRSZ23F R ZZIERY Virtual Delivery Agent (VDA) EE1EREIRY
FQDN fgi&, SHEHAREMRNANBMRS RS

REEEN, UTFRAEFEAFEET —NEATFRAEITENNER, B2, XX EN, RE
StoreFront fR5525. VDA #3517 FAS BIEEZEHISHITENAERI4EREL FQDN %15%, FAS BIAJIEH
BT, BBRATE 6,
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S 1. 1T %% FAS BIARSSE: £, #% C:\Program Files\Citrix\Federated Authentication
Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx #1 CitrixBase.admx X {4 A Kz
en-US X%,

@ - P | . = Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | | Search PolicyDefinitions )

. ~ €3 . -
457 Favorites Mame Date modified Type Size

B Desktop L en-US 22/07/2019 09:04 File folder

4 Downloads || CitrixBase.adrmx 19/07/2019 12:28 ADMEX File 2 KB

?_—3; Recent places u CitrixFederated AuthenticationService.admx 19/07/2019 12:28 ADMX File 4KB

I (M This PC
W
3 items = =

BHIE 2. fHXLE 4 & HIR)EaVIRIEHIEE, FIFEMRBE C:\Windows\PolicyDefinitions 1 en-US F
XFf,

SSIE 3. i51T Microsoft BIBIZEHIE (MBS 1TIEIT mme.exe) o MIREME=MR, SEFRSXHE > ARINMNER
BRI, MMIARKERRIESR.

LRGSR TNIRIEF AR REY, EENE, ASEERINTER, 3E, EoUERZIEENT
BRIENIFRIEFIEFR— S ENREY R, ZREMNIN B FiET22MmEY Citrix 24 (
VDA. StoreFront fk%Z23. BT E) BFEITEN.

a Consolel - [Console Root] =-|o| x
&4 File Action View Favorites Window Help -[=]x]
¢ [@ = @@ Select Group Palicy Object [ x
] Conzole Root Mame Wl to the G Policy Wizard — | Actions
Add = J MM
Mere Actions 3
fou can select snap4ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Movailsble snap-ns: or on & local computer.
Snap-n ven | Lise the: Beowses buston to seiect 2 Group Policy Object.
FADevice Manager M o aeeea Poloy
G owce M
= ik Management Mer
DN i Group Palicy Object:
T Enterprise BT Micr = | |
{21 Event viewer Mir
I Folder Mier | E _
2 Group Palicy Management M owse for a Gre
[ Growp Policy Mansgement Editor  Mier
= Group Palicy Object Editar Mier d | DomaineOlUs [Spes | M
=/ Group Palicy Starter GPO Editor Micr chang - )
| PIntemet Informatan Services (IIS... Ma | | | Lookin: [ crtest net | mEgaE-
'%PWJ'“":TW | e~ Domains, 0Us and frked Grous Palicy Coiects:
i Mame Domain
Description: () Domain Corfrollers cridest net
This snap-n alkews you to edit Group Policy Objects whid E Defaut Domain Policy
of stored on a computer,

SR 4. SMBMITITEANEE/ SRR/ EIRENR/Citrix BE/IBHIEPR B S5 7R IARS R,
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File Action View Help

e HE 2 HE T

=] Default Domain Policy (DIW-DC.OIWNETI Poliy |[™=authentication

v (& Computer Configuration .
Federated Authentication Service Setting

w || Policies
) ,'_‘| Software Settl_ngs Edit policy settin Federated Authentication Service
> [ Windows Settings policy seng. 2| Storefront FAS Rule
w || Administrative Templates: Policy definit Description: |==] In-session Behavior
w || Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your

Citrix environment with your Active

| Control Panel . .
> & Directory infrastructure to allow users

> -_:I Network to log in with non-Active Directory
|| Printers credentials (e.g. SAML assertions).
7 Server

5 [ Start Menu and Taskbar If you enable this policy, you should

» B System specify a list of servers running the

S Federated Authentication Service

> (& Windows Components identified by their FODNs (e.g.

[ All Settings fasserver.company.com).

5 || Preferences

w 4%, User Configuration
» ] Policies
» || Preferences

< > | Extended £ Standard /
3 setting(s)

N HIRZEF CitrixBase.admx/CitrixBase.adml R XA ZXI0E) PolicyDefinitions X {4328,
Federated Authentication Service SRE&IREF 7E1 GPO ErIfH, EF % 3 Z/5, Federated
Authentication Service $&I& BIF7 T EERIER > Citrix B4 > SHRIESTE K P,

358 5. $TFF Federated Authentication Service REEFIEIRBREH. XAFEERETIRMA, Ealld
EHAEE FAS fR552389 FQDN,
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B Federated Authentication Service O .

@ Federated Authentication Service

Pr=ilutis S=tre Mext Setting

() Mot Configured Comment:
{®) Enabled
() Disabled
Supported on:
Cptions:
FQDNs
List the installed servers in y Value
e
FOQDMs | Show. o fas 1 citrixtest net]

OK || Cancel

OK Cancel Ay

I 6. HiA FAS IRS525HY FODN,

EERTE

NRIFHEAZD FQDN, NIFRMIARF SIS VDA, StoreFront fR328 (RIR7E7E) # FAS
RS EBFTEIIMNINF R —. 52RAERISE,

SR 7. BERERHARBASHYAARKER. BAEEENENTEN (IMNBRITET
gpupdate [force) FREFFREN,

REATA
ULEERSTERIF B0 VDA RIBFRCE—MUBIE, HRRHRENIES. FENMERFEE. 12
MBS # 8 BT ORIEBH FAS MUAFRIENERN, REMERTAM, EEHA(N-

cn/federated-authentication-service/2303/install-configure.html#configure-rules),
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@ In-session Behavior Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Dizabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process ~

Prompt Scope | Per- e 9 policy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

20 | -

] - In-zession Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BRI E BRI H I FAS RIEHIZT AP RY VDA R1EHIEIT,

BRATTRALRRHELE FAS REHIZEIT.

RTEE
INREALLERRES, RAEERZFNARTAPRAERTNARFERIIENIER. B=MER :

ERRE—ILEMRERZ LT, WRFFHRIRER.
BHERE—S T EESTHREFT R RIRETRER.
BRERE—AFELHAE S, ILRERNATRIEFRFRERER.

[F =By

NRE AL, FRBRFERIRRFFESKEE (UWARL) . FW, &EH 300 ¥, B
FEADHRER—RET. BENEN, SXMARERIRETAF.
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PATE BT FF &4
NREAILERRE, SAFYERRN, ERIEREMMFERE, WIERM S SRR E
BB LT, XWTFRF RS Active Directory ERERENIBEREE A,

PERTERERERE A T VDA LB R

ERBRE S MRS EEEG S

RE FAS BIBEHIRERTF AZHERE, (B PowerShell REIRHT ESHKAET, B X FAS
PowerShell cmdlet BIE &, 1EEi#PowerShell cmdlet,

FAS BIBIZEH|81ER FAS W—EiD&E, — 1 E#r (Citrix Federated Authentication Service) &
REEFIR g,

BXRERAEEZFISN, ER5IFETHRMBIETRENR. REIEBMANIIURIZIN FAS ERIEF
MANMBERR, HP—ES BRI UERIRERGEE T EFh5TK.

FAS EIRZEHISBAEZTIAM FAS RS, MRFE, ERAIUEREN A AN EERS—D
BRS5 88 EERBITIZARSS.
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another sewerl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREIE PR

AR HMRGBERFIERE, FAS 21T =1 Citrik IEBRIREE B SR,

 Citrix_RegistrationAuthority_ManualAuthorization
+ Citrix_RegistrationAuthority

« Citrix_SmartcardLogon

XEARMR A BIE Active Directory A, B EBE R, ARREHE .
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&4 Deploy Certificate Templates
Important:
deployed to Active Directory:
- Citrix_RegistrationAuthority_ManualAuthorization

- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Domain or Enterprise Administrator.

consult the online documentation.

When you click "OK" the following certificate templates are

This step can also be performed manually. For more information,

-«

Deploying certificate templates may require you run this tool as a

BARAVEC B R 7ERE FAS 2RI B2 (certificatetemplate B9 XML XHRE], BEN :

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

ThisPC » O05(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates

-~
Name Date modified Type

+

o

| Citrix_RegistrationAuthority_ManualAuthorization.certificatetemplate /1002020 5:25 AM ERTIFIC
| Citrix_SmartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIFI

Citriog_RegistrationAuthority.certificatetemnplate 1 ERTIFICATETEM

6 KB
7KB
5 KB

INRIERA REXERRGNR, BRERHLIER Active Directory EIE 51,

BEF R xR R, ATUNE SRR GFEPTITLAT PowerShell 855

$template =

late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory iEH RS

L4 Citrix IEBERG, HAE—1THZ Microsoft Enterprise IEBIME N HIARSS 28 £ & X LR
Mo B XAMAIERE Active Directory IEBIRSZHIELR., 1EEIH Microsoft X1,

MRBIRAEED—TIRS SR LA, BEAKBIEBMANEREGEN. EOAUEREEIE
PIMENAINRBI A P S IT IR,

(GEBIEHR BT LAEA Microsoft IEBMANMIESIS X%, )

&2 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif Tl

The required templ  ImPortant:

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up a cert Publish

o - Citrix_RegistrationAuthority_ManualAuthorization
The authorization t{  _ Citrix_RegistrationAuthority

: ) - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
Domain Administrator.

Authorize th

) ] ) ) Authorize
This step can also be configured manually. For more information,

Create an authoriz consult the online documentation.

Certificate Authority:
Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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RN S B 10 IEARSS

b5 B S5 FAS RUISA, BIRHEE|AERA Citrix_RegistrationAuthority_ManualAuthorization &4k 4
BIERIER, ARNELXEARHZIEROEMERNA T,

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Depl_oy certificate tamnlatac Deploy

&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Set up ace rt Author_lty certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Admlnistrator must sign in to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize

Certificate authority:

Create an authoriz

Create arule

Arule defines a sm
Cancel

You have norules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BERERXE, ENERE Microsoft IEBIMANMEZESI 2 RFRFLERIERTIXRF, (FAXRE FAS IHE
MUK B AIRIER, IEBMATEERRGBIE FAS EoEMS 2 Al ABIEL ZIE R,

FAS EIRZEHI A R BR— TR e EfN, EIEERGRMASIEL,

£ Microsoft IEBIMANEIZEH o, ERBETABES, ARNEFEREFMEEL, WRE
ERMA, FAS BIEEHRERRMGER, MREEFEL, HHaNETEIRER,
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code

Request Disposition Message Request Submission Date
El é citrintest-CA-1-CA = . — e

Tl b e e ool bR 37407 /3040 40,

"] Revoked Certificates 3 View Attributes/Extensions...
1 lssued Certificates Refresh Export Binary Data...

| Pending Requests

| Failed Requests Help lssue

| Certificate Templates Deny

<] m [

Requester Mame Request C
CITRIXTEST\FAS-13

Contains actions that can be performed on the item.

FAS EIEZHa =Bttt I 2 M Tem. XA RERE 17 6T El

&L Citrix FAS Administration Console - connected to localhost

Initial Setup ‘Rules

— O

X

Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

(.’ Authorize this service

There is a pending authorization request on Cancel request

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Deploy

Publish

Authorize

Create

Connect

ECEXL

FAS fERMNIRZNNAZ BT VDA BRMERNERRVETS, E{XH StoreFront #8R. SN
EIEE T ZIS1ERY StoreFront Ax5588, XLEARSZIRAILOEKIES ; AILUAKIEBRAFSE ; UKkt

VFEEFIEEE 89 VDA i BN,
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FAS EVEEQEMECE—MM, FAVBRIVERIE—Z2 N default’ IR, EABINBERT,
StoreFront TEELZR FAS BY=153K % F“default’ BIFL NI,

S U SIBEMBENXIN, L5 |IBARBMIEPERFERMANG, FREREAEERENE
MEFAPR, XL BT UL ERE N EAREA StoreFront ARS5288L Workspace £/, AR EIE
INACE StoreFront fRZ28, LURBIMERBEE XTI,

BEQE (SN ED -+ ERQUEMN) LUSshHANEIEBS, ZRSHUREIZMNFRF
B2 “FMNER+ ERERMANBHE,

&& Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default y E Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ESFREUTER :

Bk . BTFMA B PIEBRIEBER, XMWiZE Citrix_SmartcardLogon &k, =& 2 HIEXEHE
A (BEBREPER) -

IEBMANM © 5% B PIEBRIERMANAE. ERGARIEBMANE LS. FAS FEFRMZD
IEBIUR A AR IS ERZ BN A H T E, BEREERFEBMANMERS 2R ERAR 15
SENEBMANEER,

RIERER | AWRRBEAERETIZFIEBEEAIEER VDA BER.
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o RIEFRFRERER RN, #7%5) SEBNBTERNEREE, BRESMNRIERETN
G EANSER

s ERTRFRIERER—AFESNRIEEERGINZIER. ASHEFP ARIEFIET, N
VDA RIEFIHRINFR (PIRIRNERMMLsSX =) FILUER Kerberos 8RB R#HITIAIM,
FAFEZRIERIUES,

IR E%ERE Allow in-session use, M In-session Behavior BSR40 2 AF N BT VDA,
BRE, EBEREBERFI N NEREEPUENBIEFRFER, fla, 10X VDA RIEHEE
3t Web BRSZ25:#1T TLS B4R IIE, M Internet Explorer A]LAUEBIZIEH,

RS | SR AR R ERNEMEEITKEBIREME StoreFront BRSS8ITENTIR. HF
FREXENR, ERILUGINE AD M REH,

WEEEIRER LT E X #, YINEEER,

AR

MRIEUF FAS BRS588 5 Citrix Cloud 55 1ER, NWEHEE A RS, = Citrix Cloud £ AR
B, StoreFront iR PRIF# Z2E, ERILUFMEREIRVFENI S Citrix Cloud A4 StoreFront E&E—
FofEf. HAH StoreFront (ERAFENIET, StoreFront IARINRIFAEA.

FRIARPRE  (FoiF“Assert Identity”) 1ELPRERNS. Ritt, EXFBEHDIFER StoreFront fRS5 25,
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

BRE! : FILAGER FAS BERAFH VDA it BHFIRURALGET FAS fULIEBRAFFIR.

« T8 VDA BER A IFERISEMILE VDA AT LUER FAS ERFEF, VDA SIREGAAE T BN
- EEAPBBRAFEISERL A B LUAER FAS B% VDA, BRSIREGAIZAF,

MR FAS fkE2:5 VDA TFARBEA, NMATESERIAR S,
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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=AM : F57RH M Citrix Workspace W E| B R BT SR E N AZMMN, ZE#HE Citrix Cloud B, f&8]
LUOEIRE T Citrix Cloud BIFINI, &R Citrix Cloud &, &R eI OB %8S Citrix Cloud”3B
A SERE R SR

&% Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:
o Deploy certificate templates Tl

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Y453 Citrix Cloud

RA] LA Citrix Workspace ¥ FAS BRZ5251% 35! Citrix Cloud. EERX R Citrix Workspace X

—
o

1. EYRIZERIFH, E9&E8E Citrix Cloud" £ &%
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. EBREERINE, ARREE T

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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i 55 bl (X 32 fE Citrix Cloud,

3. BOMER— 1 M—I ML, ZEMIBHIIE Citrix Cloud FEFHE, BXIFAER, B8
i%] {5 Citrix Cloud SEAAHIZ So

&4 Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESODAR

Summary

( Waiting for confirmation...

= a=B

4. EFMEMIEELE, A TAZIRPIEFFRENRRIE .
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Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

&4 Connect to Citrix Cloud — O X

5. NREA, EEREFIKF, ARREEEE FAS RSBNHRME, ST HE", AFXAHIA

B Mo

6. TELEEAN T, ERIEAURBAN, B TF—,
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Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

&+ Connect to Citrix Cloud — | X

7. EWE IO, BEHFEM AT Citrix Cloud E#,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud &7F#f FAS BR5528, FRHEHERTEER Citrix Cloud tk P YRR E T1E Lo
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WTH 5 Citrix Cloud BYZERE

M Citrix Cloud FRAIEFMIFF FAS BRZ28fE (W0ACitrix Workspace XE HAfih) , 758D
Citrix Cloud"# & 2A",
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el
=
ANHHNXERMTERTFRESEMRIERS (FAS) WEAEEMEIR M.

BXER

FAS ZEMIIMIKENEESEFTHELZENEE X&,

- MEFRGH XERMT EE FAS FREWHIRE, UKiERE X B E HMEREWHNEMNXE
HYSERL

AEFEF RS S AWIERSS

AXNEBTEZTEF (CSP) IMEREBEKE B MRS (FAS) WF B, BXIFHAEER, B8H &
EZRRLEER | Citrix IRSSIR1HE7E DaaS.

FoREZM

« JZ#A Citrix Cloud M FTRMUENEERARNR. BXIFARER, 52 EXEERINR

o

- BBIREMEP,-CSP X%, BXIFMER, 158 ERT Citrix fRSSRHEH Citrix DaaS,

BdiE cSPE
1. ERSEEREINERETRTFEAS,

1Bid &% Cloud Connector A E 45 #91%E#E Citrix Cloud,

IE S A HI2E X BXRVISE SAMEIRER > B/ TR A,
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B Citrix Cloud x e

< C (Y @& uscloudburrito.com/identity/domains

< ldentity and Access Management

Authentication Administrators API Access Domains Recovery

+ Domain | C Refresh | (] Show Unused Domains

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local coe >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v
iz AT J * )j
2. ’ITfiE/EH'* ==} gzl E. o
N N Lt s PN I
PR, ARBETAERS (..), HRE EERSE,
B Citrix Cloud X+ v = [=] X
& C () @ uscloudburrito.com/identity/domains e % O@
= | cifnx 2 o
© |dentity and Access Management
Authentication Administrators APl Access Domains Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local ooe >

Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v

Manage Federated Domain

Disable

WEEAHES +o ARRE HA.
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3. WIEX XAV S FETEAH.

WHBAENE, EREFEFIE S, BRIBRERIE SGMBRER > 15 T

v - o «x
o8 = s houdurrio.comides a @ Qsercn o0 @& om=
P Comectorss . £ Resmacs Do Ve DI Misc

= cilnx 2 0

“ |dentity and Access Management

k[E CSP &,

4. &I FAS BREZ 23 FH IS ELEM R Citrix Cloud,

7EFH P Y Citrix Virtual Apps and Desktops #JREFTTER Active Directory (AD) MAIZEE FAS, ¥
FAS E#%|51% AD M X BN R IRAE, BRI FAS BRSER, 1581 REMEE.

5. BB &EF

FEREFEHR FAS
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- EBEZERME (1dP)

PIREEFEF, %3 BMMBIRNEER > BHRWIE, EEEZE 1dP HARAD 5 1dP [F
278

- ATAFER FAS

%3 Workspace ECE > BAKIE, EFEBIRENGHRRIEHER FAS,

Citix Cloud x  +
¢ C { @ usdoudburrito.com/workspaceconfiguration/authentication 2 * O@:
citrix 2 e

& Home >

Workspace Configuration

Access Authentication Customize Service Integrations App Configuration (Beta)

Workspace Authentication
Select how subscribers will authenticate to sign in to their workspace.

Connected identity providers
For more authentication options, you need to first connect the identity provider in Identity and Access Management > Authentication

(O Active Directory

@ Auure Active Directory

Federated Authentication Service
Configure Authentication with the Federated Authentication Service

Unified user sign in flow for Citrix Files
When enabled, all employee and external users (clients) will be directed to authenticate through the same sign in page. m
If kept disabled, users will have the option to ch external ).

®

BEAia

EMBRIE P B S 2 BiffiBR CSP BEE— BN, KA UAEFRER FAS, EBARTFIZE
ABEETF CSP H, FAS MKk,

Azure Active Directory BB R & R

Citrix BEFR P IRIEARSS (FAS) NEMAEBELIRENIE (VDA) IRIHE = EH (SSO). FAS @il
[ VDA It B P IE BRI SSO, VDA fEHBIZIEPHE Active Directory (AD) ISiEAAF B0, R
VDA RiEfG, TEEHWIUERNIA]IGE) AD KR

1B, Azure Active Directory (AAD) FISEHER S1ZEY AD #1 AAD al#{TEYE , Xe AR ItE
MEBEREE M. AXNBTERER FAS B, M VDA RIFAEBSLIT AAD SSO FREBRIZISECE ,
XA EEEHWIEENR1AE)3 AAD RIFHIN ATER

© 1997-2026 Citrix Systems, Inc. All rights reserved. 40



KE B MRS

FAS TR HECERIRIEA AAD BY SSO,
IEREE FAS RIERIEHR,

1B LAUE AT ARY FAS,

IR A REfAIZ 45 FAS BY VDA R A,

|

AAD SSO MU ABLEE TR :

AAD B{RRIFIEH VDA BMA VDA BE&MA

rE £ AAD 4 SSO £ AAD EFEBH SR
JE

BX &% Active Directory BX& 7£ ADFS E/E A Windows & HBIREER WS-Trust

SR IIEARSS (ADFS) RIRIE certificatemixed 1 52
KEIE=HBMNIRHER FERE=ABRAE FERE=ABRAR

« 1€ AAD BRI F S 3IETE AAD Hi1T, BEFHIIANAA AAD S1558IE.

« BXE AAD 15215 AAD IRE N EMIIEEERE EMAIERE, fial, EEME] ADFS 558
=H B RERER,

« JEATNIAR VDA EINA AD #1 AAD B VDA,

EMAER VDA

s FEMALL VDA, 58 Windows SHAIIE (545 E#HR Windows SAMIES
Kerberos) SZI3E AAD B9 SSO. MM VDA DIEHiIEE AAD (RIPHIR IR, 5T
AAD HISHKIE, TESRT SRS HIIETE |
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Federated IdP AAD
or ADFS
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windowe
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

BFATE AAD 2 EENE KSR,
BEXHE AD IHIRENER, BBRALTEERE R,
JHFEXESE ADFS B9 AAD i3, i57E ADFS RS 28 /2 A Windows Z12%iE,

NFEXARE=ZA B MRMEIZEFE AAD 15, FERLNERLGR, BRRENEMNIRERSFFKRE
8o

BRI LU AN ARY VDA F VR S =R FES AR VDA, B2, £ FAS RIARs4%
B AAD ERIFTTHE (PRT).

EAIAR VDA
EENAR VDA BBTIIA AD #1 AAD, HAFERE) VDARY, REAIEBUTIH :

+ Kerberos EiHEFEIE (TGT), BT AD ZHRHITEHIIE
o ERIFFTHE (PRT), BFX AAD RIRH#ITHMIIE
PRT 22F * AFRIITENNER. NBELE, IERNAT AAD Z4i40 5K,

T FAS @M VDA RIIEBR M B A #ITEMIIE, FRBEERRE 7 ETIEHRI AAD H1750
IR FRERE PRT, TEIETR T RAFNEMIIETIE
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AAD Federated IdP
or ADFS

A

3. Authenticate to AAD 3'. If federated,

& AR T with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD

with FAS user A

certificate Domain Controller

Hybrid joined VDA

BEATIE AAD BT ERE R SR

FFHEER AAD 13, iBECE AAD CBA, B XIFHER, 15215 Azure AD ETIE B S0 IEHEE
i, VDA {EF AAD CBA &S AAF K FAS IEBX A [ AAD #1TEHE,

Microsoft X#5#Eh T EABREFIERER, BEERANERTER FAS ARPIEHER.

FFFELEE| ADFS 89 AAD 13, VDA fEFE ADFS BRZ 2809 WS-Trust certificatemixed i s 18313 F
B FAS iEBX AP @ AAD HITEHIE, LthissEARE A,

HFEHEERIE=ABDIRHEIERD AAD 13, AJREFERLIBRA R, B IREEFRHIEI WS-
Trust certificatemixed iim. ARG B IR EIZR LORENEE B,

IEBIAHHECE

AXNABTEREBMNIIERS (FAS) WSAECE, USIEPRMANIM (CA) IRSZ2SEM. FAS BIE
EHIEATBEPASHECE, XA RA FAS 121189 PowerShell APl, TERITA HBI(EREIH
BEZ B, BRI 3t PowerShell BEAM T #2,

KBS CA JRSZ2ELUTE FAS {EH
A IR SRS, (5 FAS BIRIZEISEE FAS LUERZ A CA |
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&3 Edit Rule — | X
Edit rule "hello"

Template Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
Access control Template available
Template available

Restrictions

Summary

¢ >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IREERIFRE CA ZRDA TR Citrix_SmartcardLogon IEHENR  (FEEFN IR ZF A EENR) -

INRIEFRZEERRIRD CARKMATFRIRNR, 158% CARIT IREIEBMANI T,

RGBS CAHIT BIULARS P8, RAELSRAEERIGER AT ERER
CA.

FATT N E

FHHEZ CAIRSIOCE FAS IRSZ 238G, AP IERBEMMEFREEEERN CARSEZE D L. It
o, MNREF—PBEEER CA RSB/ REMKIE, FAS IRZFIHUIRES— 1B CA BRE85.

BdiE Microsoft IEBIMEZ WA LLIHIT TCP 510

ERIANEIR T, Microsoft CA £/ DCOM #1Tih1A, XELMHIAIBER S M TIRER S E 24,
Itt Microsoft Fefit 7 —FhtiREIEEZS TCP IO, 7E Microsoft CA L, {EFH
Start>Run>dcomcnfg.exe ]/ DCOM ECiEEMR, BFF Computers>My computer>DCOM Config
LLE 7R CertSrv Request T2, $A/S4w4E CertSrv Request DCOM N FRIEFMEM :
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CertSrv Request Properties
General | Location | Secutty | Endoorrts | identity

DCOM Protocols and endpoirts

T ... defaull system protocols

Select DCOM protocol and endpoint

Ssetect the DUOM network protocol sequence that you want
add. Enter the andpoint detals and cick 0K when you have
firished

Protocol Sequence

g

Connection-onerted TCP /P

[isable protocol sequence
Use defaut andpoints
®) Use statx: endpoint 300
Use intranet range of dynamic endpoints
Use intemet range of dynamic endponts

OK Cancel

o

Leam more about aofiing §

0K Cancel

B “Endpoints” MUEFF#SIR R FIEE TCP w5 (EEHJ9 900) -

EF/E ) Microsoft IEFMAZHAHIRITIERIENRK, REEIT netstat -a -n -

B certsvr ILAEIEE PR 900 -

TCP 0.0.0.0:636
[lsass.exe]
TCP 0.0.0.0:900

[certsrv.exe]

TCP 0.0.0.0:3268
[lsass.exe]
TCP 0.0.0.0:3269

1R

s JCN

AL

LISTENING
LISTENING
LISTENING
LISTENING

TEEE FAS fRE2: (BEMNEMERIERMANEAIITEN) , KA DCOM A RPC imO#1T

il =

MEMER, HEFinE
ER DCOM R 28, Xefi& im0 900 TH, #A
%o

EFFH DCOM BY, EREHERIEPIRS 33 L8 DCOM RPC iREZFHiEKiAA

DCOM fR53252187T FAS IRSS 25801AE
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PR P IET

£ FAS RSP FERAFIERE, AFRPNERNENREERE. A TR TNAAENHS
™ FAS BRS3 25T IR,

FREY Active Directory AP35

IERILGET B8 AD FHFFA A IIREFMERIXER (P10, .csv X)) KSFHEBLER, WX TRA
7o

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser @— MR cmdlet, BFEBAFYIR, LEANTOISEE—HiERESH, BT
5 B8 UserPrincipalName B IKZ&S 9 enabled”BIE P,

SearchBase 2#48/)\ 7 7£ AD F#EZRAFIEE, NREBSTE AD FRFRAERF, ITUERILES
B, AE  EWFREREEIAERF,

CSV B RKEXHF !
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Bl user_list.csv - Notepad

File Edit Format View Help

"USerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FAS fR5S35
LU PowerShell Bl A<3REX 2 814 AY B9 A R 53R F+ 612 B P IEB5I5R,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule
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INRIEBZ FAS RSS2, FERPRIEBRERMR | —TEERSHF, Z—TEXELRBR
S5aaHo

LR ASE BB F & R default’ B9 N, sIREBEAREMNZFE (Fl70, “hello”) , REEXREHAH
1 $rule TEENA],

At E1& (/len-us/federated-authentication-service/2303/media/fas-caconfig-rule-name.png)

ST EMVAIES

INRFEATZ1 FAS iRSS4s, ERIUEAEMEERAFIBR T4 FAS BHUEH,

IEERIUER GUI IR FAS

AL Bl (/en-us/federated-authentication-service/2303/media/admin-console-reauthorize.png)
SR TFES :

1. SIEHHISHEES | New-FasAuthorizationCertificate

2. IETEHESGERA GUID, N FeniREIFAR ¢ Get-FasAuthorizationCertificate

3. ¥ FAS RSB ETEHPIET | Set-FasServer -Address <FAS server> -MaintenanceMode

$true

4. HETHIIZAGIES | Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. {& FAS RSS2HEB H4E1PIET, ¢ Set-FasServer -Address <FAS server> -MaintenanceMode
$false

6. MIFRIEAYIEZALIES © Remove-FasAuthorizationCertificate

BXER
. XEREARE 2 FAS RENRENTESE 71,

o % B FR B 15 10 AR S BB TE (/zh-cn/federated-authentication-service/2303/deployment-
architectures.htm) X EHRFFHITT B4,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 48



KE B MRS

« Hfth4@ERE X ZETE(/zh-cn/federated-authentication-service/2303/config-manage.html) X Z /1
R,

FhEAERIP

b))

IERTFHETE FAS IRSS 28 ERVERATUBUEEF. XEXBIFATAIET FAS BRSS 2RBIMLEARSS 1K 7245,
HERIMTIEARA FHo

FhEAE MR

o 5EMAAEIEPE X BXAVELER, 3R B Citrix_RegistrationAuthority IEH1EHR,
« 5EPIEP XEXAYELER, KB Citrix_SmartcardLogon JEPHER,

SepR B RAEMAAIIES | Citrix_RegistrationAuthority_ManualAuthorization (ZRIABERERA 24
/\BF) F0 Citrix_RegistrationAuthority (BRIANBEREAATREE)

EERE B MIIERS (FAS) EEZEHI S VIRIEE ET RIS R 3, HERHWINE, FAS
RSB ERSER—TEAX, FEIEBMANEZE
Citrix_RegistrationAuthority_ManualAuthorization IEBRHEPEZIBERK. XE—MIEEHER, 2RIA
BWHERA 24 NBY, IEBIMAVMA 2B LIES ; EMA SR EREREIERMAENE _EF5h
", —BEIEPMAL FAS BR$S28, FAS MaER
Citrix_RegistrationAuthority_ManualAuthorization JiE4 B &h3REX Citrix_RegistrationAuthority JiE+
ERANBEREIAME) o FAS IRSS837EFKEN Citrix_RegistrationAuthority IEPfE, =IZENHIER
Citrix_RegistrationAuthority_ManualAuthorization BIIEBFI R,

SEMAMIES X EXRIRLA SR8, EEMAIE BRI DIFRE ZA AR ER AT W ER
FERAFSEAHIERER, Eit, ZHILERHEAAZBRIUENZETERRFERTFR,

EOILUECE FAS BRSS28, LB U TAR2—RIFFAEE, NMAEREHALENEZEENK ©
o SR EMAAIUERFAFIERFLAEFR Microsoft #2588 RSA 1 AES IR HFZFE L Microsoft
RGBT IR IR,

o BRATFEMDIEBILANEEEF SRR (TPM) S8 Microsoft FaZtAfFMERIHIZR, X
K& T AP IEBFAEARY Microsoft 18585 RSA # AES MEREFZRF K Microsoft 24+ HIATE
R HAER.

o SEATEMTMDIEBHAFIEBANT HSM KRG R2IER (HSM) BN ERINERS
HE AFMERMER.
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FhAREIRE

A& FAS MUERX=MEDZ —. ERANXARmIEsRRIE
Citrix.Authentication.FederatedAuthenticationService.exe.config X, ZXEFHERIAIE R FAS
R385 _EMY Program Files\Citrix\Federated Authentication Service X143,

<?zml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ ——>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length —->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.Systemlog.LoglLevel” value="3" / —->
<!-- Logging: Event IDs to not log (comma separated) —->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS {RTERRSS BEpfRERECEN . MIREREBEREENR, WAMEHEE FAS FREEIIREE
Ao

7£ Citrix.Authentication.FederatedAuthenticationService.exe.config XEF RN T AR GBI X & :

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderLegacyCsp (£ CAPI #1 CNG
API ZEIHJHR)

& p=3 >4
= {5 CAPI API

false (ZRi\) {#H CNG API

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderName (E{FRNIRHEIEFLTT)
& P 3

Microsoft 8585 RSA #1 AES INEBARSSIRHIE ZXIA CAP| 1R
F

Microsoft B4 AEEIRIRIZSF ZXIA CNG 1R1HE1EF
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=] p=d 2

Microsoft F o &R ERHIZR AL TPM 'R, EER, TEIE TPM
BFRFER. X TPM BT EMAAE R,
NRIE R EBULIFIRFIETT FAS RS 25,
BEWER TPM MES EBREFHNBES
EFREBUIE.

HSM #[7 CSP/ZIRFMEIRMZRF B HSM ViR, ZERMNEmRF. R
IS REEBUEIRFETT FAS RS8R, BE
WIRRY HSM N PR B 32 FFRE S Eo

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType ({X7E CAPI API BJI&E R T E
=)

=] P

24 #RINE. 5 Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B PROV_RSA_AES 24, BRIEZRF
HSM & CAPI & A HSM S H
E, BMREEES 24,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (2 FAS EEH1TFAHR
EBY, EFEALAEENE) EFRAARNTRE RS, NREHZE, WRAIFER TPM FiF
fiio

& po 3
TARIF FAEARTIAZ o
GenerateNonExportableKey #Riko FFATAESH.
GenerateTPMProtectedKey TLEAHER TPM #1TEE, AABEEE

ProviderName H387EHY ProviderName 77fi#
(170, Microsoft B AFMEIRMEIZF)

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (A B8 EFLAEAA/N)
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=] p=d 2

2048 ko WRILUER 1024 3§ 4096,

REXHFREUNELAXERTNT (RERNEUIEETR)

Provider

L “True” “False”
egacy
CAPI API (CNG API)
CsP ( T )
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider Enhandcii:SA HSM Vendor HSM Vendor Microsoft Microsoft
an ) KsP Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, hlERor 4096

EEHRTA

1
BB Z=(ER Microsoft B R AFEIRIEIE R FEREMIIEBFA AR B P IEHFAEA

XRAMINNZEEERE, TRMANIAEE,

=~ 2

ERPIETRT @ Microsoft FEFERFMHEIRMIBFFETE FAS IRSSEREM TPM FFEGEMAE
IEPBFAEH, LUIRAER Microsoft SR AFMER HIEFFHERN AP IEH A,

b5 ZEBE FAS BRS 23 ER LR TPM E1RIE TPM FIERIXAETE BIOS HER, ARBTE
Windows H4J#81t ; i52% <https://docs.microsoft.com/zh-cn/previous-versions/

windows/it-pro/windows-vista/cc749022(v=ws.10)> o
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£ FAS EBIHIA
FAS BIBFZEF| B TERITELIIBERIER, RIRIEENALDIFIMIIEBNEXIPES
BXR, SNARBNERE.

HITHIRA FAS IRERY, ESEIEPERINGBIEBMANEZE, BEEBNESr (BRBFYH
BT 3)

$R1: BIUNTESATITREIEELEEX G -

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMFrotectedEey" />

A BEN I FAR

<?xml version="1.0" encoding="utf-8"7>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —-—>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedRey" />

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel"” value="3" / ——>
<!-- Logging: Event IDs to not log (comma separated) —-—>
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs -->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

Hib TPM [REIZEAKE, RIARPBEKEN 2048 i, EFHFEEENEHZHNRBAEKE,
B 2 . E|HFET Citrix Federated Authentication Service M MBRE X4 PiEEE,
SB 3. BRRS.

B4 NEBMANIEIRS SFFHMAFERIERER, RECIMYIERE, EEEHSIRE
R RS 3 HERNERE, I, EMYANERRIFAAFE TPM FER. IEBRINERHEN 2
%o

ERICEMVMIE BT R T EATEETE TPM &, EFERLULT PowerShell f35, RIS MM
IFBHFLAEATERETE TPM &1, NIl PrivateKeyProvider FEXISE &} Microsoft Platform Crypto
Provider
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

SB5 . FREXHHELOUTRE !

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EKeyProtection™
value="GenerateNonExportableKey"/ >

R%E FAS BJLLEREE TPM RIPESARAFIES, BXNFAREEEMS, TPM BEFAIEE
12,

B 6 . EFRE FAS, XFFREHIIRSEIRINECEX HH RRERRIE, FEEHIBEIFARIRIER
FMAFIERER ; XEREAINAAEMET TPM 2, MEEM Microsoft 2R EIRATFERHIZ
o

SR 7 7L FAS EIRIERI S ERRUET+, FHER ZEMEE PmbRIEIRE,

{5 PowerShell
BJLAfER PowerShell B4iEKFEMAMIER, XERAFAGEHIEPMAN MBS ELIEBERIE
KA EMAAIIEBHIAL, ERBEMER FAS BRI & HITE X IMVIEPERIEK,

TR EERAEERFISHRITIN FAS ECEHE, (Elaim MNP R | EEIEBER IR EIE
BAAAA"
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&& Citrix FAS Administration Console - connected to localhost — | X
Initial Setup Rules | Advanced Connect to another server  Refresh
Complete these setup steps:
o Deploy certificate templates =i
The required templates are deployed in Active Directory.
o Set up a certificate authority Publish
The authorization templates are published on:
Click "Publish” to publish the templates on another certificate authority.
Authorize this service
Create an authorization certicate for this service.
Create arule
A rule defines a smartcard-class certificate that signs users into a Citrix environment.
You have no rules configured.
Connect to Citrix Cloud
Complete this step if you wish to use this FAS service with Citrix Cloud.
SR 2 EENIEEMANMARSSE L, RIERERMMC EEET. ARESE
Citrix_RegistrationAuthority_ManualAuthorization &1k, SAEER§ HIER,
EEBRET+, BERAMMEMEE. ERFIS, BF7 Offine_ RA, BMHERN 2 F !
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

B 3. FEENERMANMIRS S L, RINGEBMEVE"MMC B2 T, AE2EIEBER.
TERFE, AERLEMEBIEPBER, FEFE NN S ZrIER,
S A 1T FAS BRSS25 EMNELLT PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

SR 5. 7E FAS IRSZ 23/ TPM HR4A R RSA R, FHiBITE FAS RS2 LA LLT PowerShell
cmdlet REBIEBELIEK, FE | FE TPM RHIEHAKE, RIAEHKERN 2048 I, FEH
IEERIEGZIFNEBAKE,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

fan

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
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ERUTAE :

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

! WaitingForaApproval

Id GUID (it~ 9“5ac3d8bd-h484-4ebe-abf8-4b2cfd62cal39”) EELES BHEMNE
;8

« AlFFItE PowerShell cmdlet fiA—X M “BE", BAFEREMAIKIERBIFAEH,

 SE17IE cmdlet BY, FFEE FAS Bt NECEXHHIEEE, UAEEFERNEEKE
(ZRIAH 2048)

o BFELFDD PowerShell BopfYEMYIEBFARIRIED, -UseTPM IRE AN $true, Hit
RGN AR ERE5ER TPM FREIREARENE,

« BTt cmdlet AR EHECE X FHRIEIIKE.
- E/R4BE) FAS BB A LB RR(ERE, HER FAS B M HHHIRERIE,

« HFASERSSSR& A P IEBUE R TPMIRIFBY A FIEBRAAR, el LURECES R
KeyProtection{E1& & J1GenerateTPMProtectedKey,

BIIER B ERATPMER T &Y, BEEMEANE, BEFASIRS S LWindowsEHEFRF
N AERFHE.
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14 Mone
16 Mone
15 Mone

(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bbe1-44af-8d21-

1159d364d82e]

R

Application Number of events: 3
Event|D Task C...

Lewvel Date and Time Source
14 Mone

@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore
@Information 22/07/2019 12:5%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:

False]

X RMF2ER ¢ Microsoft Platform Crypto Provider”

SR 6 . FEBIERED EHRIXARERT, HARERFIBEEIFANXEX S,
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E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

£ >
SR TFASHE%%EJ:B’JPowerSheIIEP%L)\LUFP\]%‘, FHEPELIERIERA TR M A
A

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>

N

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

ETRUTARR !

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

AT AT RE = I IEBMANETI R E O, HRFIRAGERMANMERNERT http (TAER) #0
DCOM ([EZR) Fft. aIERATA, 15i%EE DCOM &I
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Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel

IBEIEBMANMIG, PowerShell £ RequestiD :

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

PS C:\lsers\Adninistrator. AUTH> -
S8 IEPMANMARS S L, EIERMANME MMC BIESTH, SEHEBINIER . 12 TI5
K ID. AEARBIZIZERHERME"

LR . REFBMRMER TR HEINNHLRES (EKID KZTE) o WEFTHIER, ®F
HRER AT+, 2 EHBIXME . EBSHASER. BET—%" AXGRIEFEUATIE
In :
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() - Certificate Export Wizard

Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:

() DER. encoded binary ¥.509 {CER)

() Base-64 encoded ¥.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS £12 (LPFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (L55T)

| Mext || Cancel |

KRNI INEHERIEEFFA - PKCS #7 iEH (P7B)’, HEXFEFMRETEE, QIFEPRES
NFREIEE

S 10 . [FSHAEEXHE E FI2) FAS RS2,
HIB 11 @I TE FAS BRSEZ 28 LA LLT PowerShell cmdlet, JEEMAIMIERS A FAS ARSE2S .

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcsTCertificateFile «<Certificate file from step 10>

flan

Import-FashuthorizationCertificateResponse -address fashsm.auth.net -Id 5Sac3d8bd-
b484-4ebe-abf8-4h2cfdée2cald -PkecsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

ETUTRE !

PS C:\Users\administrator.sTU» Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo8bec27@5 C:\Users\administrator.sTu\Desktop\TPM_FAS_cCert.p7b

1 74d4271f-c55b-4ded-87ae-1ff98bec27es

: [offline CSR]

1 978816¢d-8b2f-4695-8c5d-08bb7df1816b
certificateRequest :
status 1 ok
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EIICEMIE PR B RS EMEMETE TPM 1, BEALLT PowerShell é35. MIREMYIA
IEPHFLEATERETE TPM 51, NIl PrivateKeyProvider FERHIZE R Microsoft Platform Crypto

Provider

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

FB12: XH FAS BIEEZHIG, AREMENE.

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:
o Deploy certificate templates T

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AR BLRS S RELE— T RELS,
ST 13 7E FAS EIEEH P EEHMUET+, HiRE ZEMRE PAmiRigE.

~H 3

LRGBS 7 Z6E7E HSM HREYEMAAIEBA AR A IEBFEA. WRAIBREEEE HSM. &89
HSM FEGRHEIEFSFR, FIUI“HSM_Vendor's Key Storage Provider’s

INRIETRTEEBUEIFIRRITTT FAS BRSS8, 15EWER HSM M B U T BEERF BT
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SR 1. TEAEEREGG#T FAS NYIRIRERIE, MR NTE | BB HER MR EILE
PAAAA"

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

S 2 . EFIER HSM I EERSRY, MUAERR HSM B9 ProviderName BN A1, MNRIER
HSM 8 CAPI, NISXHa] e FHEMIZF#A Cryptographic Service Provider (CSP)o 1R &
B HSM R CNG, NIt alaER R EIZRF# A Key Storage Provider (KSP)

R 3. WTRIEBEEXH :

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor’s HKey Storage Provider"/>

BXHOENETROT -
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<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ —->

<!-— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -3

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel" value="3" / —-—>
<!-— Logging: Event IDs to not log (comma separated) ——>

<!=— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs -->

<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

A ZREER HSM 8 CNG, EItk ProviderLegacyCsp {HIZE N false, MIRIEH HSM A
CAPI, NI ProviderLegacyCsp fERIRE N true, EEFIEEY HSM HE X, UBERL HSM
{5 CAPI I£E CNG, FBIEEREH HSM HEFEH, THRIEXH RSA BIAEMZRNERK
B, FItRfd, BAKEIRENIVIAE 2048 i, BERIEIEENERRKEZENEGSE,

LB, 4. FHBE Citrix BXE FDIRIEARS UMECE X 4 iEUE,

L5 72 HSM LR RSA ZAX, F@I BT FAS EIRES o MR E EH-F PRy
PR EIBIEBERIBER.

SR 6. BIIFFAXNSEE HSM RER, 1BEIRE Windows BEHHEFHINBREFEE -

/>

Ak B (/en-us/federated-authentication-service/2303/media/fas-privatekeys-eventlog-hsm.png)

AR [IRHER | HSM NN R AFERHER]
SR7: TUEPWMANEIRS S L, EIEBMANME MMC &, EFEERNER TR -

AL Elf&(/en-us/federated-authentication-service/2303/media/fas-privatekeys-cammc-
pendingrequests.png)

ARBEZIBERFAEF MK
AR D ERLRS S B EREEAETRIC.

A1t E1& (/len-us/federated-authentication-service/2303/media/fas-privatekeys-startup-
threestep.png)

S8 . 1 FAS BEIRZH o FERMUETF, HRR ZENEE PrmlhmiEiiE.
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FAS iEH77E
FAS 5 FAS BRSEE FHY Microsoft B RFMEEIE B, TEBRARKIEE,

EfEEMVIMIERH GUID, IB7E FAS fRS28 LA LLT PowerShell cmdlet :
Add-pssnapin Citrix.a&ast;
Get-FasAuthorizationCertificate -address \<FAS server FQDN>

0, Get-FasAuthorizationCertificate —address cg-fas-2.auth.net :

S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

Id ! e3044634-6790-4de@-a8ee-d599bbe47ad7
Address : [offline CSR]

TrustArea :

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status ! WaitingForApproval

PS C:\Users\administrator.STU>

BRIRWAFIERIIK, BRA

Get-FasUserCertificate -address \<FAS server FQDN>
540, Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate fas.stu.net

ThumbPrint : 2A81185BBF2B696180FS5FDEGFACOFBEFBAEBOOCS

UserPrincipalName : stuart

Role : default
CertificateDefinition : default Definition
SecurityContext

ExpiryDate : 15/07/2021 16:34:50
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£ HSM 7Z6i&FAEARBY, HSM B23:@1d GUID 11iH. AILERL T AEFREX HSM FFAEEAY
GUID :

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

BN

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true

t\Usershadministrator> Get-FasUserCertificate fas3.djwfas.net

! 33485c4d-63af-43e4-9] 24601112
: Microsoft Software Key Storage Provider
: True

ThumbPrint : AD2441Fasesd2066A84DB198EAB849T76528DEB66T
UserPrincipalName : joe@djwfas.n

Role : default

[Hr+1F1c.:+-Dn—-F1r11tin:nr1 v default_Definition

E xpiry D.:1'-

BEXER

. REFEE 8 FAS RENEENTELZ K,

« B FAS BB BASNRIERS ARSHED XEPHTT B4
« BRIERE XS BRIEE XEPNE

ZEMMSRE

BB B I8IERARSS (FAS) 5 Microsoft Active Directory 1 Microsoft IEBIM&L MM B RER. N
RAFEIESHNEIEMFRP, HEAFIEHSRFEM X BEMEH— I E L 2K,

AXHEEHR T BRE FAS HEBRZEBNZ LR, ©Esht 7 Al BT HEFRIFEMEMBIIIEE,

P EREN
TEZRT FAS BETERNTBAFNRZLDR,
FAS BRSS 28 M SIEBMENIAIS RIS —ERNNR S ¥ REMSHN—), EHAFES,

Citrix Gateway # Citrix StoreFront @2 EEAH, BFRITERF BHBIIE ; EM Citrix Virtual
Apps and Desktops™ A4 ARZ5| A FAS RIS,
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Citrix
ADFS Server (with Federated Authenti-

Web Access Proxy) cation Server Certificate Authority Domain Controller

Windows Server Windows Server i Windows Server

e FAS Pe FAS User ueN
T.LS §eruer j Authorization ,‘ Certificate " walter@auth.local
' Certificate Certificate Template | Alternative UPN

a FASUser @ FAS Autharization walter@adfs.ext

Certificates o  Certificate

Signature
' Template

Certificate

Encryption
Certificate
(not used)

Kerberos

Citrix Gateway StoreFront Delivery Controller VDA
VPX indows Server Windows Server & Desktan indows Server & Desktop

TLS Operating Systems KerberDS ating Systems

Root CA TLS Server TLS Server | FAS User
§ Certificate f| certificate § Cenificate @ Cerificate

Gateway Server
' Certificate

ADFS Signature
' Certificate

SAML SP (RP)

High Trust Intranet

BiAENIMER 2

Citrix Gateway. StoreFront 1 Delivery Controller™ 2Bz [B/F@SR@E im0 443 LAY TLS i#
171R3P, StoreFront FRSZEFNHITHINERE, Citrix Gateway N {IEZIET Internet A HTTPS i
[ 443 BY%ER

StoreFront AR5 25:@:13 5% 0 80 EEAMEEIVIEAY Kerberos 5 FAS fRZ25EE. BRRIEFER FAS
ARS528HY Kerberos HOST/fqdn &1L K StoreFront BRS525HY Kerberos BN S5, XS4
Citrix Virtual Delivery Agent (VDA) &R B P ATEHE X RSB

Y HDX £1%E#EE] VDAY, VDA @3 ix0 80 5 FAS fREZ 25 EE. BNWIEFERA FAS IRS
22/ Kerberos HOST/fqdn &7 4% VDA B Kerberos i+ 8#15 1. L9, VDA AT EiEG
W ¥ REIHIREBFIFAEA.

Microsoft JIEBIM A VK12 ER Kerberos H1A50IERY DCOM &5, ZBErI BB NFERAEE TCP
w0 IEPMANMIEER FAS IRF 2R EAZETIEMCIEIEHBIZHM CMC BIES,
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IRS525 Bh A& O]

B A BHKIERS [in] 3R B StoreFront™ F1 VDA BYi&id HTTP B9
Kerberos, [out] DCOM ] Microsoft iE P&
A

Citrix ¥ % [in] RBZFIHITENB HTTPS, [in/out] /3R
B StoreFront fR5328A9 HTTPS, [out] HDX %/
VDA

StoreFront [in] 3R 8 Citrix Gateway BJ HTTPS, [out]
HTTPS B3 {J4EHlg%, [out] Kerberos HTTP
F| FAS

A1 HI2R [in] 3R B StoreFront ARZ525HY HTTPS, [in/out]

X8 VDA H93@1d HTTP HY Kerberos

VDA [in/out] 328 Delivery Controller B9:&33 HTTP
8 Kerberos, [in] 3R Citrix Gateway FY
HDX, [out] Kerberos HTTP %] FAS

Microsoft IEHB 47k #1443 [in] 388 FAS B9 DCOM M& %

Citrix B¢ B IIEIRSE S Citrix Cloud™ 72 8By
PREIAT FAS 438148 A A P 0K A R AR AR SS0K  S TE1 L0 R bk

- FAS BEEZFIE, EAFKAT

* ,cloud.com

*.citrixworkspacesapi.net

o NREPIMERER T B=F B NIRMER, WEEHMI
« FAS k55, EMEARSKPT -

*.citrixworkspacesapi.net

*.citrixnetworkapi.net

INRIERIMZA SNBSS R, 15EA FAS BEEEHI ortutEcER P A, 15, BHREER
netsh B 3Ll T B ACEMLEARSS 1K BYL,
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ZE2ABFEM
FAS EEEMAMIES, RIFEAKRENEAF BEMAIER. Fit, HEHEHRR ERBURE
FAS BRS5 28 HIRFIHNRIFEEE,

EREEMACER
FAS @3 78 HEMAIERIMA A FIEH. Microsoft IEBMANMARIFIERENEMAIE. IEHRMRUL
RCEMAER U EBFRIEBBAF

General | Policy Module | Bxt Module
Enolment Agerts | Audtng | Recovery Agerts | Secuty

For more information see Delegated Enrollment Agentsi
() Do ot restrict enroliment agents
(®) Restrict erroliment agerts

Enrolment agents:

ISR UE R A IERER AR -

o JEMERSRINEE FAS RS 25,

o IFBERFIFRNEE FAS &,

o BRI SE UFER FAS REF, a0, &iFFELE FAS REERARZFIFAPATHER
MAIEH,

RIS RECE

0 (/zh-cn/federated-authentication-service/2303/install-configure.html#configure-rules) B84 Pk,
IRMERE— StoreFront ARS5 887K, XLERSBFEMAIE BN REER A FAS TS AR &7,
B, ERILARBIHL B A RERIGIES, URMiTeI ML VDA i+ BH#ITE MK, X5
B BYEAIHR 4 Active Directory SIEBMANME £INEER B 4MY,
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BAAE S

FRIE 5 FAS RSB 2B EEMER BT iR 80 BItHEIAUER Windows Communication Foundation

(WCF) Kerberos M48i%E#%,

BHAELE

FAS #1 VDA FHERE A Windows E4HE. XA TFHEENEITER. (/zh-cn/federated-
authentication-service/2303/config-manage/troubleshoot-logon.html#fas-event-logs) &843%!)H 7 7]

BEERNEMHEERE.

BHFR SRR

FREMIE, & FAS fARIAFIEREIFAER, EBERMEIRSIKPFEATFT SRR, NREN

ZERRIEER, FAS SHIHERMEBEEHZEER,

B NNZRECE I £ FederatedAuthenticationService.exe.config XA E], XLiG B E X OIEF

AN A, Fitt, EMAFLAIA (B0, 4096 £, TPM fRIF) MiETTRI A IEBRUERRERY

KB,

ProviderLegacyCsp

ProviderName

reftE s

AR

BIARKE

EEMR

IMEEERIDANUTLA :

£ PN

LB N true BY, FAS {EF Microsoft
CryptoAPI (CAPI), &N, FAS {ER Microsoft
Cryptography Next Generation APl (CNG).

A/ CAPI I CNG RIHIZFHILIT,

& Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B4 PROV_RSA_AES 24, RIZA%A
24, FRIFIEIETEERAZFF CAPIBY HSM B
HSM NS B IE.

EHFAN IS H RS MNREARE, &7t
WEARETaRR (TPM) BiREE,

RSA FAVEAREREAKE, ZIFMERN 1024,
2048 #1 4096 (EAIA{E : 2048) .
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e 2] RS
A EER EMAR L RHRIPIEBER
IEIE R FoEHRIRIGE
IERMANMEERR FoEIE B A
FAS BIE5 LZHEHECE FAS IRSS %
StoreFront/Citrix Gateway B2 5 ECER P SR
Citrix EEBIKE™ EER AcE VDA F#EHlgs

BN EERENBAREEENARSE, MMITITFRBIRETT ERFIPRY

HRIRIZE

E1ER FAS HEN @S AFRE BN RS S -> FQDN'EHRFRHITIFIN, LR FAS IRSZ S,
BFIRSINIE FAS ARS8589 HOST\<fqdn> Kerberos &9, FrEIE] FAS BRSS 2RSS 2R &R0
FEEMNZRS | EEHHEER FQDN BE ; &M, StoreFront 1 VDA ATREREXZRTEM FAS RS 85,

FBRECERIR, Citrix 2R NRBNATIFRFRREITEN. 18 FAS iRSS8R5IKRN S L
b, THEREMRSEREIFREN,

Itk GPO MYFZEHIRN X PR F L =A1FF FAS ARSS58:R) FAS BEIEHR (F/SUREER) - F/H FAS IR
i, BESWERIIENERITEN FQDN &5,

MEPER

WNRIEARAE(ER FAS BEMIRY Citrix_SmartcardLogon IEPENx, RILUEHREBIAR, ZIFUTEX.
ERRIEPBER

WNRIEHELE Citrix_SmartcardLogon B URT & EHALRIENRMGITA, WK

o BIEBIEBRERNBIER, HIFEEGHURTEENALRIERGBIRE,
 {£/ FAS PowerShell (e S EIE FAS, MARFEAEERAFRRE. (BEEAFRRAERNEEAT
Citrix ZRINERBFT. )
o {#H Microsoft MMC IE B iR E R 7Tk Publish-FasMsTemplate i % & RN, F B

- {#H New-FasCertificateDefinition 5B E FAS, FiSFEREIIEIRE .
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R EMREE
ISR LUEBOEBRR P BB A,

BIMEREITH. FAS RBBIEBERPRIIZE, FAS REHEREIT ¥4 BEIEITIES,
UKL EBENE

BMERXLREM, FAS RZRRIEFIRIRFIXLEIRE, FAS IsZRBUHER RFSHILH HEUH
e EAERE AT,

ESUnE Rt
BNESXLERM, FAS RABBIEBRRPAIXLEIRE,

B X FAS IRERIEMIRE, BEH AR,

EERIERARNY
BNESXLERM, FAS AXFFE AR,

SRR R IE
BMERKLREE, FAS FRIFBABIR,

Edy BRI
R MBSO LI BT & RV R SRS,

AR I AENT BREFRRSEL2R®, NFBUEBTEER.

ERL2REH

Citrix BIEESOXEIKE, NILIF FAS BRSS25R0ITENK A 86 RE A 32/ R, FAS BRSF

EBHMANR, B2, SEAEBER—, BTEE

- DTFEERIEINHE AER
o AWEI F MR F IREUER
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Nnames:

8 Musthenticated Users

% Domain Admins (DJWFAS Domain Admins)
Domain Computers (DUWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

EREFALHERYE
Citrix B ERBESXLEE 4,

B EERE MU Active Directory 1587722, XRSFBOERBMANMEIERY BEHFEEHFH SID,
X T 5 Active Directory i BI3RBRET,

fERiRS R IE
RE Citrix FEWGXH, BMRFE, EALELXLRBURNAEHNARERR,

EURREREME
BMERXEIRE, XEIGENI TR -
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Citrix_SmartcardLogon Properties |2 N

General | Compathifty | Requast Handing | Coyptography | Key Ateststan |
Superseded Templates |  Exensions | Secunty | Server |
Subject Mame lssuance Requirements

Fequire the following for enmolment:
[_ICA cedficale manager approval
[+] This numbes of authorzed signatures: El
¥ you require more than ene signature, autoenrsliment is not allowed,

Palicy type required in signature

| Application policy W |

Appiication polcy

Catficate Requast Agent W |
ance policies

Add...

Hemove

Require the following for reenmaliment :
) Same crienia as for enrcliment
) Valid exdating certicate
Alow ey based renewal [7)
Reguires subject inforation to be pravided within the cerificate
requeast,

= Cortrol ig dizabled dus to compatbify settings.

[ ok |[ Cacel || ooy [[ Heb

EUGRAIERY

IR LMEBOX LGB, ZIGBE S MED S Windows Server 2003 CA (ZEHIRA 2) » B2, FAS
X3z #F Windows Server 2008 &REShRAEY CA, LA, a1 EFRR, FAS £ZBK1Ed 1% Windows
Server 2008 CA (Z2tgfk4 3) 3K Windows Server 2012 CA (ZEHIRRA 4) FKIEHNZIHNIEE,

IEPMANAAEE
SEBIMEAVEIE R 51 S EE BN A RS 38 R 2O E H7A58,

RIRIR
MFIEBMANA, ERRIERIVERRRZHIVERMAIES, IEBMANEERROIERE LS
%R

—MERENTEMUAR, ERE FAS IRSHFNAREMIMIERRR, HERFTE2RANNAD
2o TIEWMIBR, IEPMANEEE ZEN T2 EFEMTIERERBEN, HHIERN FAS
AR5 2R BYREK,

BaAIEIR E

BE, IEBMANMERREHEFIEBMAN ML MIEIRE, NMZEHEEAZEE, EBMm
ANHBEEZATLEE DCOM TCP FIFAAEFM, LUERE FAS BREZ 2 F aEFKIER,
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SRR

BAINBRT, EECEMTIIERAVRE E &L e LUER SRR R B EAREBER AR A P UL E
Fo XNEE ERFRENEMCEIEBIUL AL B MERIRE N —AIFSIA o

| G Mode

Ervolment Agents | Audtng |  Recovery Agents | Secumy

For more information see Delenated Enroliment fuentss
(# Do not restrict enmliment agents
() Restnct enmlment agents

Enrolment agents:

SRBRIRIRANEE I

NFEREE, FTUERBEXZEERRRENT RIEBMA,

FAS B8

FAS EBEZ L £IHE.

s&@iE ACL PRl StoreFront. FAFP#] VDA

FAS BRI OB HILE Kerberos M BT LA ) THAE ©

iR

StoreFront [IdP]

DU

XLE Kerberos kP ={E1E, AIEBEFBEIER
BE BRI, MNREF—MEFERIAR,
MAT LR FAS ER & FiFRY A P AU FNfE AR IIE
H,
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TiRlEE R
VDA [Relying party] XEZVFFIEIEBMAANITEN. EFE

IdP #RB TR, ELIbARZH VDA
KA N ERARSEEBR.

BF XEZH T WL B oI UE IdP TS, EEE,
XEIEFRMAE NN ZRFMCIE BB i E
EEE, B, BiNELHSIRPNIEIEFIN
KPR XBIIABALERZ45AY StoreFront ik ¥4
PRIEAZESHNEER. 52, LLACLR
NS ERE R,

ECiEREM

ANRZANMHRIIAY Citrix Virtual Apps™ ¥ Citrix Virtual Desktops SREF AR FAS RSS2 E AL
M, MFMNSEERE. S8NHNEE—HRMVEEIED ; 55512, Kerberos iFa#EZEHIFIZR (ACL)
A URIIFEE,

EEBIE B A AR

B AR BRI RECERFRIERBERT CA. BRECE A e RIEIFREZRER AT EIR
SRAVIEH. AN, MIRBIANES B AIsEHA L N ER B P IR E D RYIES,

RIERAN S A IRIEIES

FAS B AILUEHR AT EMRIEMIEBRSAIEAR IIERER. FlM, XAATRERIERR
MER"ER, MUEEBRANERMEBREERFER.

MEARIPNERKE

FAS BIERTILUN FAS BBE WAL AEHRERGH LT 2IEIR (HSM) HAEF SRR (TPM) A, Citrix
BINE M EMIADIEBFAIAEFEMETE TPM ARLUEHITRIP ; ETER BV IEBIEREEN—E D
e ftt,

EHE, AFPIEPAFARIUTERETE TPM 3 HSM AR, FRBERHRENER AR SH BKEED A
2048 fiL,

=HEE
FAS frSSesietiF R EMEITNEMG AL, JRFHITMAREN,
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EEGANEETIR

FAS SiEIiZBIEIeE (MMEFH IR Kerberos) ITE, “AMEBEIRRA MK R FAS BB
BRI, NMFA%ErLtby)R.

BAREBNA. BARELIEEM VDA EER

BE, FAS NERATSEZE Delivery Controller #1 VDA BIEGNRZ2EE, EH FAS“ERAR R
RER T “Active Directory Z83", Controller 1 VDA BIRAN XA S ZEENRAF, N4 E T
EHHEE

JEA Windows [RSZHREZ LM

FRERRS RN LT+ T, HEEMERMENMRENRG. T2 X REEMISERS RN IRE
AYERZRENME, HETHREMEBEM ELBALEED,

HItHE4HEN R & MEFHEEERITEN L.

RDP ISR RTFEINEE R, EAENERT, BRKFNEREREEFER, FrlRN T
PIMEANEFVHEE R

BXER

« (/zh-cn/federated-authentication-service/2303/install-configure.html) 2 FAS ZEME BN T E
=%,

« FAS Z2¥37E (/zh-cn/federated-authentication-service/2303/deployment-architectures.html) XZE

RN A,

« Hh421EHE"XEE (/zh-cn/federated-authentication-service/2303/config-manage.html) X &

HN A,

MERETT &ER

FAS @12 —HATAHIRERAIIEREIT SR,
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@ Performance Monitor — O X
(&) File Action View Window Help -8 x
= 25 E=H
Pert '
@ s orm.anc.e Add Counters *
v [ Monitoring Tools
; &S Performance Available counters Added counters
’ :\3 Data Collector Sef Select counters from computer:
b :ﬁ Reports Counter Parent Inst... Computer
<Local computer = ~ Browse...
erated Authentication Service o
yw Load Leve
Medium Load Level
Pool Key Count
Instances of selected object:
Search
Add => Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter Instance Parent Object Computer

TRIG TRIRARNITEER. RIEFEURA, SN MRS 10 WEHF—R.

Y

FIERERIFKREY

IERITE

BAMEBERIERY

HRIEBEZHRIFKRITE

eI

BOMHILRRER

RiTHH

WA

IEBERIEROTFLEEE (UM HE
fin) , EAR—2HEBIETESE,

RS SRS EENIERHE.

KESMIIERS SO A HIERBERIBER
#, EAM—DHIEIEITERS .

KES MRS EEAENHLIERERE
K.

BRI BFIERERIEROTAE R
HEE,

BKBEMMIIERS B0 HHRITHNE B AIRIE
B, EAN—2HNEIETR.

B SR IRIEARSS IETEERERRY VDA R1EH,
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B

&/ SRR

HEEE Windows &R0l

WA

EAS MRS S0 RRENERER1E
ROFNEIHE. XEGITHESDHEHR—
R, ERARM—DHEERE. Bd SR HER
RERSEEAHHINAREFNRHEBEIR K.

AXNABT HAFERIERSHERF (BRE) BRE Windows IR BEMBIRER. XEAE

REFATATHESHIIERKBER,

IERM N TAEMESH

Windows Active Directory 43P Z/MEREE, BTFEERSERAFPHESR,

 NTAuth IEBZFE | 2@ Windows #ITHMIIE, EFMABFIES (BIRZHEER) IES
MANMLITRETE NTAuth ZiER, BEEFXEIES, 157E certutil BFPHA ¢ certutil

-viewstore -enterprise NTAuth

« RIEBMRELREREM | B8, IEPERRS R EE

RIEREMES, FIWIREFEERIERE, N

AN ENREREBEFHELOME S XL, RIEBLRUTREENREMED, AHET

MEBHAAITF NTAuth Z6EH,

- BRIEBH BMARR : Windows AJLUECEARFIIIUE EKU MEMIERREE, 55

Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

AR

AllowCertificatesWithNoEKU

AllowSignatureOnlyKeys

AllowTimelnvalidCertificates

EnumerateECCCerts

ZHEK, IEPHNIASESEEEERYT BEHE
& (EKU),

BINERT, Windows &kt A /LiT RSA f#
BHNERFA, EMSE &% Tmikes.

FINBERT, Windows £7fiske 213 HARYIE
., IENSEEZTHiERR.

[E AR R h 4 & 12 B0 1IE,
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AR WA

X509 fEm sk If a certificate does not contain a unique User
Principal Name (UPN), or it's ambiguous, this
option allows users to manually specify their
Windows Logon account.

UseCachedCRLOnlyAnd, PHERENT (EEEfss bigE)
IgnoreRevocationUnknownErrors

o BERFIZRIED | ZLIE Kerberos EHE, PRBEMRSS SRV MEB BN HZERISRIER. FJUE
AT BVIER N AGFE MMC BT 2 IERX LR,

UPN S F5A1E R

It is recommended that user certificates include a unique User Principal Name (UPN) in the

Subject Alternate Name extension.

Active Directory B9 UPN & #F

ERNERT, Active Directory FRE TR E#E—1 2L UPN, HIER A
\&It;samUsername>@\&It;domainNetBios> #1 \&It;samUsername>@\&It;domainFQDN>, FJ FAYiE
1 FODN 2 ZTEMBY RootDSE 2B, B MHFILATE RootDSE H/EMZ > FQDN ik,

tt4t, Active Directory FEVETHEF#E#E— 1230 UPN A altUserPrincipalNames, X£215E
FF UPN H LDAP B,

L3R UPN AP, Windows BEEZAIE (BT &K UPN BW#HERIEH) FERER
UPN, PARERER UPN, MIRXBCET, EXEXREIN UPN, XAIGERENTEIMPRIARE
1o

IEPBRETARSS

MRIEBFABZEIX UPN, Active Directory AJLUEIFTE“X509certificate” B4R AT AR EFE—T
BRNAHIER, EREESERERAAR, ITENATNEESAILEYE GUABRT, T8N
)

RET—MED, RFAFPEE—TAFPIKE, DINRIGERERE, HEERIFEBSFRHER
ItEIhEE.

MEMPEFEZS N, HERAFRIBABIEE, Active Directory rootDSE SETE IE U AR S5 BIAL
B, ZIRSUTFEBERITEN L, HEBMPFRE x509 IEBEENEFIE, HitENITRFN
RIFIE RSP EREIHRBAFP K
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PRI R AR

SRR A S S MEZRIZRN, EEHRGFIBTSMNIERNEZEFISRERER, UEJUEAMEER
A&,

PRI R AR

Z58H Windows ER4FER Windows HIEHISHETER, ErILLUEIECE Imhosts X4 KERHAIK
& Windows 1+E#1fE AR ZEHIZRYFR | \Windows\System32\drivers\etc\mhosts,

ZAIBEEE— N Imhosts.sam”RBIX ., REEE—1T !
1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Hr+1.2.3.4"2% 79 dcnetbiosname AU #3889 1P Htdik, {ZF“mydomain”&H,

BHETE, Windows iHEVHMERIZEREFE mydomain, IR GAIIKE AL E,
1R IE £ A RIS 2%

B R, Windows RIEE— MSDOS IfiBT 2, HPASERAFRIIZH S, EEEHEER,
EEAS echo %LOGONSERVERY E i SR T 7o

5 S0 X B B EFEE b e SR BRI B L.

BRWP E&EH

AIAMBR T, Windows BZHISE A =EATEBIKFEXAE, XAILUBTARBRERTLEIR
EPREIZRBEHITER] . BT FARKRRIESS, BERIERIER LiE1T gpedit.msc o BRAEKR
BfE, BRI EREAERERTNANEHAEER.

=] Local Group Policy Editor [= a5

File Action \View Help

eow #E = B

= Local Computer Palicy |~ || Policy = Security Setting
4 (& Computer Configuration | Audit account legon events Success, Failure
b _ Software Settings | Audit account management Success, Failure
a [ _'l'""ii"dUWS Seftings 2 ||| L Audit directeny service access Mo auditing
I Marne Resalution Policy 2| Audit logon events Success, Failure
= 5"-'F't_!' ':Sta"f'f:'ﬁh”tdn*"] 2| Audit ebject accese Me auditing
<A S'f"f"""k}rkt‘h”gs_ . [ 2| Awdit policy change Success, Failure
4 s A{cc-:lunt PD“C'ES_ 21 Awit privilege use Failure
b ‘ﬂ Password Policy . | Buaclit precess tracking Mo auditing
I L Account Lockout Policy i !
b " Kerberos Policy | Anselit system events Success, Failure
4 g Local Policies
b g Audit Pelicy
b 4 User Rights Assignment
[ [ g Security Options
= Winemse Eivsinll with fdhiamead Camsi -
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IERLIERGE

REIEPERME

NREEFIEBSHA DERIER (EFHA) , ERTUERNU T DX EFITIIE | certutil —verify
user.cer

B CAPI HEIiER

RSP I EN L, FTHSEEHEEERH I Microsoft/Windows/CAPI2/Operational Logs &
m E /L:\la%o

EIFIZEHIZRA VDA ITEN L, sTASEHEESRHEME NAERFMIRSBE > Microsoft >
Windows > CAPI2 > #1E, AEgTE BE Hi%F BAAE.

4N, BIAERFEMREEUTAIEMIE CAPI HEIER ¢
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32, U TBEBRIARTEE, &
HRBIEE]. MNREHFLEME RFIAN CAPI2 HEIERIRE, 1EMIFRXLE(E,

I 3
DiagLevel (DWORD) E4%5 (0 F 5)
DiagMatchAnyMask (QUADWORD) EMHTmikss (2EREM Oxffffff)
DiagProcessName (MULTI_SZ) BIBIZLFAFIE (F/90, LSASS.exe)
CAPI B&
HE 3
MR LSA JH CertGetCertificateChain (SE4E
£)
KR LSA JAF CertVerifyRevocation (GELEER)
X509 35 EFARNT, IERMIEBMAHETIR (CRL) &
g
AppData\LocalLow\Microsoft\X5090bjects
B IF S R LSA JER CertVerifyChainPolicy (@1F2%k)
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EIRHR

iU
IEBARERE
IEP R HOEHIR
IEBEAHEIR

Kerberos HE

fixd

=

AR BN FEMNZEERIEBEME
FRERBIEEREFIEH,

TEMIEF CRL 73 & =isE RN FEEREF
B9 CRL, fNRBBHIHITHRIENDE, XFHELE
FH. &2 (/zh-cn/federated-
authentication-service/2303/config-manage/
troubleshoot-logon.html#certificates-and-
public-key-infrastructure) 2843

ZIEBFRERTER. P, ©AaERMRS
IEBHERIER.

EE A Kerberos HEIER, BEEIEHIZSSMNRZLBAFITEN LSIZU T EMRE !

BRI

CurrentControlSet\Control\Ls
a\Kerberos\Parameters

CurrentControlSet\Control\Ls
a\Kerberos\Parameters

CurrentControlSet\Services\K
dc

CurrentControlSet\Services\K
dc

=B2Y {& [DWORD]

LogLevel

Oox1

KerbDebuglevel Oxffffffff
KdcDebugLevel 0x1
KdcExtraLogLevel Ox1f

Kerberos HEIERmHBIRASFHHE

o BURREERNER 2 ERHE BN IZRE 7121
« MPHIRABEERER, ATUZEMZR !

o KDC_ERR_PREAUTH_REQUIRED (BT 5 |RIZEHISBEEHE)

o FRENFEIR Ox4b
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s BN s B &
AN B P RIS E RIS T e LA B SR,

o IHPEHIZE CAPI2 BE
SR lE
EIIRIERIE (VDA) Z2BE

VDA CAPI B&

« VDA R%HE

IR CAPI2 B
EERIE, SEHSSRIBARENIES, FERUTRRANBERREF,

Operational MNumber of events: §

Level Date and Time Source EventID Task Category

{1 Information 21/06/2016 15:14:54 30 Verify Chain Palicy
(i) Information 2170672016 15:14:54 CAPIZ 11 Build Chain

(il Information 21/06/2016 15:14:54 CAPIZ 90 X509 Objects
{Ellninm‘iatian 21/06/2016 15:14:54 CAPI2 41 Verify Revocation
@Inl‘nn’natian 21/06/2016 151454 CAPZ 40 Verify Revocation
II:E_]IIHI’\'.un-rlath::nl'. 21/06/2016 15:14:54 CAaPI2 10 Build Chain

BANEGHATEEET, Hi%4)28 LAY Isass.exe 1R1E VDA IRIEAIEBMET — N6k, HIWIET
HEMM (SERHE) . ARIEREIHN“ERROR_SUCCESS,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCBSAFBTF18TETADAAADSCEFOSCCTS05C4176F.cer
[ subjectName] fred

- CertificateChain
[ chainRef] [FFO3F7SB-52F8-4C93-877A-5DFFE40B9574)
- Flags
[value] ]
- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe
= CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4C76-9B1C-49FEDTE6318F)

[ SeqMumber] 1
- Result
[ value] 0
HIEHISREEAE

WIEZEHISRETR T —RIEREH, HRXBREHE 4768, TZEMHT, IEPRATFMEK Kerberos Z
T ZI0E (krbtgt)s

Itz BTRYE R ERARSS 2RV B K P IEE RIS ESIZS# T E MR, e ERERERETH
krbtgt BYF P 1K P IE7E B T mEE S ss #H 1T B 7 11,
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Keywaords

"‘l‘»ﬂwdil Success
""-'4»‘ Audit Success
CL“ Audit Success

Date and Time Source Event D Task Category

21/06/2016 15:14:56 Security-Auditing 4624 Legen

21/06/2016 15:14:56 Security-Auditing 4624 Logon

21/06/2016 15:14:54 Security-Auditing 4763 Kerberos Service Ticket Operations

A Audit Sucoess 21/06/201615:14:54 Security-Auditing Kerberos Authentication Service
ﬂtﬁudﬁ Success 21/06/2016 151454 Security-Auditing 4763 Kerberos Service Ticket Operations
21, Audit Success 21/06/2015615:14:54 Security-Auditing 4634 Logoff |
':akﬂud'rt Success 21/06/2016 15:14:54 Security-Auditing 4624 Logon
21, Audit Success 21/06/2016 15:14:34 Security-Auditing 4624 Logon v
Event 4768, Security-Auditing X
General | Details |
@ Friendly View ) XML View
+ System
- EwventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-21-390731715-1143989709-137711700&-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-502
TicketOptions  0x40810010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress Hfff192.168.0.10
IpPort 49345
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5F0001D1FCAZACI0F36879CEECO0000001DIFC
CertThumbprint 23BC65AFBYF18787ADAAADSCEFDSCCTS05C4176F
VDA Z283&
EEREHWRNA VDA ZEEHKHEEREEM ID 7 4648 1958, JEE winlogon.exe,
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Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
b7~ VDA CAPI HER R T 3R H Isass.exe RN HEREMIIUEFRS, BTFRIESZESIZHED

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA RZRB &

E A Kerberos BHEIERE, RFEHESETRTEIR KDC_ERR_PREAUTH_REQUIRED (AJIAZ
B&) , LUX%EHE Winlogon 9% B, #*FA Kerberos BRI

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{5 windows E HEKA FAS

FiB FAS EM4#85 A Windows AR EHBEE. ErILUER System Center Operations
Manager (SCOM) Fr=fm, BiI It ERpYHZEM B4R IEM FAS RSB HETTIR .

© 1997-2026 Citrix Systems, Inc. All rights reserved.

88



KE B MRS

FAS IRSZ & IEEE1T?

BHE FAS RSB IEEETTT, Baliiz

Citrix.Authentication.FederatedAuthenticationService.exeo

ATRNBE FAS IRBSHIREESM. B X FAS FHABENTREIIK, i

FAS Z{TKRSEH
UTEHERERN FAS RS

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

= EHXXE oL
[S003] IER [{0}] PR FAS IRZE# AR
_t &BEA [{1)] PR T
[S022] 5 [{0)] [F4EIFIE FAS IRSBER LR
Eﬁi&%h x” ==
[S023] 25 [{0)] RHEIFIR  FAS IRSE#HALR
Eﬁiﬁ%jﬂﬁé ==
[S123] RBEA [upn: {0} role: HEHE [S124] g
{1}] MAEIEH 4%, IR FAS idid
[exception: {2}] BYER] CA B AE
ML R FIE. %
RAFRMNESERTK
Ko
[S124] FKBEA [upn: {0} role: % FAS 2IMATE
{1}] 7£ [certificate CA 5K FIEHET
authority: {2}] &1 KEWE, R FAS
3 [exception: {3}] FCET 21 CA,
FAS 2=im5E—
CA &R HiEK,

5205 FAS HHHE.

gz

EHEFIRAT, FAS
RSB TERTER
ERo

M FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 FF#4
R,

tEThEEM FAS 10.7 /
Citrix Virtual Apps
and Desktops 2109
iR A FFiatR (o

ttEHRPABEE
B CAHTAEEET
£, WNR FAS BB
A HSM, XiEr]
HEFREA HSM TIALE
=

Lt EHEIEERAB CA
TEEE TERTE
BX%Ro IR FAS fidid
AfEA HSM, XiF
AJBEFRAB HSM ook
EE T, AILUfER
5 REEBNRS )@
HER,
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EfF

[S413]

[S414]

IEEMN FAS B

FHEXE

RBGEB AN A
(Fl {0} K) o iF
PIFMAGER {1}

BRAGEREIE. i
FIFAER {0}

EA

3 FAS #EZH0GEBEF
THAEY, EHRE
Hi%E . IAER
T, MNRTHOEBE
30 XRZHA, WX
Rt =,

4 FAS RBUEPEHA
B, WEHERRE
o FOANBERT, It
EHEEXRER—RK,

g

AL cmdlet Set-
FasRacCertificateMo
nitor FAEEINIL

B ; FSH
PowerShell cmdlet,

—BdH8, FAS X
R BGHTRY A P IE
+, HEBERERF
FHInR Mo

INRITE FAS 5 Citrix Cloud™ £ &R, UTEHETREN FAS RSE2E E 51T

E 4R Citrix.Fas.Cloud,

£

[S012]

[S013]

BhXXE

FAS BRSZAIETFXRB
Citrix Cloud 98 5%

F

FAS BRSTTiEM

Citrix Cloud #1785

ERo. [{0}] EZi+4
ERUEEEZE S
FE

EA

b= HRAXRE
Workspace (Bl
Citrix Cloud) HYEE s
BERMNIZIEE T

LEEHRT FAS &
M Workspace (B[l
Citrix Cloud) 2fite
RER, HEHEZ
BRERTELIEN
PSS

&3

A EH A,
FAS 2% (1) @5
BEE, 2 2&
RFHEPER, UK
(3) BEBEEED
Citrix Cloud,

FAS ¢3R5 Citrix
Cloud FYFA E#,
IteZE 3 ] BE R B R
(BIaNLE s pEDY
RIEARS 2R _EAVIERE

oA RARRE) iR
IREIE, REXFF
B, EHXAS
B RS RIEEE
=’ XRBIEETA,
FAS I EIEIRXER
B3I 5 Citrix Cloud
B,
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ReEMH

T EHRTAREENEEZIAER FAS,

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

2
[S001]
[S002]
[S101]
[S104]
[S205]

FAS E4BE

=XE

HIREIELE - B [{0}] A2
Administrators BBIE 5

IBIRIKIELE © AR [{0)] R=2
At [{1)] NEER

ARs58% [{0}] EAFEAE [{1)]
hERSM

Aks58% [{0}] <BEFEA UPN
{1)] (e [{2)] RARiFLL
UPN)

BRI IR BHELE - RS
[{o} 2R [{1}] BITTHFE
®i75

TRIHT FAS EHHIEHHERE.

EEEH
X

LEMHZBNIEN FAS fRS32:FBYECE B MICRAY.

BERES

[S001] A iR)#3EL - FHF [{0}] A2 Administrators ARV 52

[S002] iiRI#3EL : FAF [{0)] A=RAR [{1)] NEERA

WA

ZINEBHER FAS EEiE,
BIRAREALRZ FAS B,

S ERTENR FAS FLNIAEY
fidE, BIAREARE FAS E
E&A,

=REERFR &R, BARE
AT E. HB7E FAS
M ER B RIS T el /Y
StoreFront™ A3 (MUARSE
FB8Y Workspace) FiFmEeA
BFR &4,

=RXEBREF 8%, ERIE
FAS MINECE, ARFIHAR
P,

VDA ZiRfEF FAS {78 =
BR, 1BiRHE FAS #INED
B, Tl VDA,
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AEAE
[S003] BIER [{0}] FHEFRENIKERN [{1)]
[S004] BIEE [{0}] IEEMERRR [{2} and {3}] M CA [{1}] IERIZHGEH
[S005] EHEF [{0}] IEETEBUHE CA [{1}]
[S006] EIEG [{0}] IETECIEIERE X [{1}]
[S007] BHEF [{0}] EETEEFMIEBEX [{1}]
[S008] B 5 [{0}] EFEMIBREREN [{1)]
[S009] EIE5 [{0}] EETECIEFM [{1}]
[S010] B 5 [{0}] IEFEEHHN [{1)]
[S011] B [{0}] EEFEMIBRFLM [{1}]
[S012] BIBR [{0}] IEEGIERIES [upn: {1} sid: {2} rule: BIEBENX: {4} T2 LT {5)]
[S013] EIE R [{0}] IEFEMIBRIES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] EFE G [{0}] IEFEEIZRIERIFEXK [TPM: {1}]
[S016] BIER [{0}] IEFESARSGES [Reference: {1}]
[S022] BIER [{0}] FAEFRENIGE N X ]
[S023] B 5 [{0)] HEFRIVISENTE
[S024] BIE [{0}] ERIRERILEITINA LIS
[S025] B G [{0)] EEIRERISEITIR T L ALEs
[S026] BEIEE [{0}] IETEIRE RA IEH LSS
[S027] BHEA [{0}] EEEE RA IEHLEMER
[S050] BEIEE [{0}] EEAIBREE: [{1)]

[S051]) BIE R [{0}] EEFH=ECE: [{1)]
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AEAE
[S052] BIEF [{0}] EEMIR=ECE
[S060] EIE5 [{0}] EEFRIERTEM. K6: {1}
[S060] EIE R [{0}] EEIEKEZEE=EM. KB {1} CloudServiceUrlFormat: {2}
[S061] BIES [{0}] EFESTRTEM. FRAE: {1}, MR {2}
[S062] B [{0})] EFepi=iEM. HFMUE: {1} ({2}), MNWAF: {3}, FF: {4} ({5))
[S063] IHMHRAIEIR 4 KRS $#i%. FEH {0}

[S064] E=FMHREIA ERHEIR. FEN {0}

AEAE
[S401] IEFEHITECE F4K - [From version {0} to version {1}]
[S402] iR : Citrix BX& B A IIEARS B IUEAMLEARSS T [currently running as: {0}]
[S404] IETE5RHIERR Citrix BX S B R IR S BUERE
[S405] HEUREMEMRTIBEBIRER LK EHIR | [{0)]
[S406] BUEMEMERBNBIEERNTIRETHK CER | AFIEBRIR)
[S407] EF EMRMNBIBRIBIIMIEE, RAKIEEEER
[S408] TTEBELRECE -- [From version {0} to version {1}]

[S409] ZFZMECE LI - MinThreads B M [workers: {0} completion: {1}] iH%J9 : [workers: {2}
completion: {3}]

[S410] ZAMECBE R - T7ERF MinThreads M [workers: {0} completion: {1}] BT : [workers: {2}
completion: {3}] ; XAIRER R M FAS AR 20Vl fRZa1E

[S411] Bxh FAS ARSSETHIEE © [{0}]
[S412] EEEFHRZERK -- [From version {0} to version {1}]

[S413] AVEBERHIH (IR {0} X) - EFFAER : {1}
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AEAE
[S414] B#RGEBEIHE, IERIFHER | {0}
[S415] BUERIRETEM. BIER {0} TR, TXRIQEREN {1}
BB HWTE
LR EEINRSBS AR BERE, XLEEHRTE FAS RS2 LE1THIER.
AERE
[S101] ARS5 4% [{0}] EANFEAE [{1)] RIS SR
[S102] ARZ52% [{0}] REEMFS UPN [{1}] (& : {2}{3})
[S103] ARS32% [{0}] 3EK UPN [{1}] SID {2}, {BZE#:R[E] SID {3}
[S104] ARS528 [{0}] SREEWTS UPN [{1}] (UPN RASFEHAE [{2}])
[S105] ARS32% [{0}] &% 7 B 1AMTE [upn: {1}, role {2}, Security Context: [{3}]]
[S120] IEEM[ [upn: {0} role: {1} Security Context: [{2}]] MA&IEF
[S121] SEBEH [certificate authority: {2}] $i&%4 [upn: {0} role: {1}]
[S122] & : AR 2513 [upn: {0} role: {1}][E 3 FHIEKREL {2}
[S123] ZRAEA [upn: {0} role: {1}] [exception: {2}] AL+
[S124] REEST [upn: {0} role: {1}] 7E [certificate authority: {2}] [exception: {3}] & IEH
EREHMA
3 VDA BERAFHY, XEEME FAS lRS#H LETIHIER.
AERE
[S201] 5%i75 [{0}] TAUAIREE,.
[S202] {53175 [{0}] TAGAEIES,

[S203] 5% 75 [{0}] TAIFIRIE S CSP
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[S204] {5#i75 [{0}] IETEIFIRIER CSP, BT [upn: {1}], A : [{2}] [Operation: {3}], H [{4}] ¥

[S205] {EFA IHIRIMEIELE - JERRKF {0} REMA [{1}] AT ERA

[S206] AR [{0}] FEEHA

[S208] FAFRIRIELM [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4} {5}].
SIERIEFHRS
LAFEARIERNIERN, XLEEMATT FAS RSELIER.

AERE
[S301] iAiAHIELE - FAF [{0}] TEAUA AR LIS &
[S302] AR [{0}] IE3K T RABIRELIEBEF [thumbprint: {1}]

[S303] ARl #ELE © AP [{0}] SEMEEEF [upn: {1}] RITEC

[S304] BBF [{0}] lEEFEIHEN [{2)] L1712 [{1}], ERELIEEEF [upn: {3} role: {4} thumbprint:

{5)] #TRLERIRME [{6)]

[S305] #A$A121ERIK [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4} {5}]o

FAS BrE M
XLEEHHR FAS BTEREMHFIZR.

AERE
[S500] RECE FAS WSl
[S501] TENNEECE R FAS B S [exception:{0}]
[S502] FAS BrS &4 EMEL [pluginld={0}] [assembly={1}] [location={2}]
[S503] AR5 28 [{0}] REEWTS UPN [{1)] (BERMERER, BEMG (2} %)
[S504] AR5 28 [{0}] SRAEMTE UPN [{1}] (BIREERERE, BRECE FAS &)

[S505] AR5 25 [{0}] RAEMTS UPN [{1}] (FfF [{2}] IEE T BRIFE, WS {3}, HEA [{4))

© 1997-2026 Citrix Systems, Inc. All rights reserved.

95



KE B MRS

A&
[S506] fEF [{0}] #= T KBRS [(1)] WERFEHE, AT UPN[{2}], JEEN [{3)
[S507] ARS32% [{0}] REEMTE UPN [{1}] Gl [{2}] £757% [{4}] AR = [{3}])
[S507] AR5 85 [{0}] RHEEMTS UPN [{1})] (&M [{2)] HERE [{3)])
[S508] ARS32% [{0}] RAEHTE UPN [{1}] (RIETIHRKE, BHEMH [{2)] FXFHE)
[S509] AR5 28 [{0}] RAEMTE UPN [{1}] (IRMETIHIRIAE, BRBEE FAS &)
[S510] ARS32% [{0}] RAEMTS UPN [{1)] Ghia&B#iEA [{2)] fIAFTK

[E A Workspace B FAS
% FAS 5 Workspace 55, RICFXLEEMH,

BERB
[S001] ## T Citrix Cloud ¥SAVE4A [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] =2 FFRRIEFEE RN, FasHub =ARES URL: {0}
[S003] FAS BYEZ=H3EM [fas id: {0}] [transaction id: {1}]
[S004] FAS FKBEFMEIZ [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS FE HHifdE & *F| == [fas id: {0}] [transaction id: {1}]
[S006] FAS e H HFific& & X F == [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S007] FAS B M= H3E4 [fas id: {0}] [transaction id: {1}]
[S009] FAS FREEM=HEH [fas id: {0}] [transaction id: {1}] [exception: {2}]
FAS fR$5 BEEBIRIEELE URL: {0} [S010]
[S011] FAS IREZRE#EE =
[S012] FAS ARS3FTFABF M Citrix Cloud #1THR RER

FAS BREZ A AT M Citrix Cloud HITRSE R, [S013] EZLFAE BRI EEEZTH & E) [{0}]

© 1997-2026 Citrix Systems, Inc. All rights reserved.

96



KE B MRS

B&ERE
M EARSE <service name> BYIAALKLIY [S014] [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] k8 Citrix Cloud HYH2#MELE, RATERERKIEN [message ID {0}] [transaction ID {1}]
[caller {2}]

HN=ARSS <service name> HIEAAKTH [SO16] [fas id: {0}] [transaction id: {1}]
[S019] FAS EM = FHERBDE [fas id: {0}] [transaction id: {1}]

[S020] FAS REEM = T EEEADE [fas id: {0}] [transaction id: {1}] [exception: {2}]
SXFHEREBIRK. FH: {0} [S021]

[S022] =X FFRIRIETE(ZLE

[S023] #EHL I Citrix Cloud AR [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]

[S024] IEFEE5h Citrix Cloud ¥ EHIL R [fas id: {0}] [current key id:{1}] [new key id:{2}]
[S025] HEARSS HIIE IR $ATE/E T Citrix Cloud & [current key: {0}] [keys in cloud: {1}]
[S026] AR AR ESAARTZIE T Citrix Cloud H [current key: {0}] [keys in cloud: {1}]
[S027] BF4k Citrix Cloud EAVFIAEMEIST [fas id: {0}]

ER
XEZHEERMERICRE VDA Lo

BERE
[S101] S EBEREM. TEIRFIRIEXS B HILIUEARSS [id: {0}]
[S102] BMMEEREKM. FTEEK {0} BY SID [Exception: {1{2}]
[S103] BREEEREKMK. FF {0} 89 SID /7 {1}, FilA SID A {2}
[S104] B EBERKW. TEEEDIKESFMNIIEARSS: {0} [Error: {1} {2}]

[S105] BHHIEER. IEEE R [Username: {0} Domain: {1}]
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[S106] BAETEE R, \n\nEX &M IIEARSS: {O)\n\nIEEE F [Certificate: {1}]
[S107] BMETEERKM, [Exception: {0K1}]
[S108] BA#TE FRG. IHIEIHRIELE [Caller: {0}]
KRIERIES
LA ZRERAKIERIERN, XEE4RIDRTE VDA L
AERE
[S201] EERIEREFIAIREH [{0}] £ 3¢ [PID: {1} Program Name: {2}Certificate thumbprint: {3}] #%#X
[S203] RIS RE R TR S, THIRIHIEL [caller: {0}, session {1}]
[S204] EHIEREFFRA. B +XHEEH
IERIERMNFAN LR
& FAS BRSSBHITERMBREN, RIERXLEEMN
BERE

[S001] TrustArea:: TrustArea: BZ#EIET [TrustArea: {0} Certificate {1} TrustAreaJoinParameters
{2}]

[S014] Pkcs10Request::Create: E813 PKCS10 i53K [Distinguished Name {0}]

[S016] #A%H:: €32 [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3} EllipticCurve: {4}
KeyLength: {5} isExportable: {6}]

[S017] #A3R:: kR [CspName: {0}, Identifier {1}]

BERB
[S104] MicrosoftCertificateAuthority::GetCredentials: ¥ &£/ {0}
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 23R 1R [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest BE34&E+ [{0}]
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[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - F4FHL 4
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RELRFHEIRER

ATIFH T E Windows ERTUE LRAF BRELHEIRER.

BRIEIRHER wmsE
THI AR P R B ERD HENUANEREREMBNERNTA, B

Kerberos 132 HI281548 7 &, BERAXH
*Kerberos HE&E*E8%

RRLTEERIE, ENERTERIE, | FHF TERRIEESISR, HEHEHIRRICEZTF
ZIEK B FEMIIERER, FEESRIEE
Af“Kerberos Authentication”. “Domain
Controller Authentication”%“Domain
Controller i+, BMEMBIEBEFLEREN, 1B
BRI LR,

REFIETEERE. BTEMRIENEREF FENEBMRIEBRLZEERMIT RN L. 15

IEBAREE i IEPM N AEAEEN,
EIRIER XEERNER LY BRERIRE, &

RSA ZHHA%E (<2048 fiI) »

il
R
7|.|.
o
pll
Vs
o

- EA CAPI BEIER
« =M Kerberos HEIEFE

ERE=HFIEBMATMERE R FERNER

PowerShell fpH 5

MFEREE, EAIUERKEFHRIERS (FAS) BIEZEFIS ; B2, PowerShell RERHETE
DERANET, WNRIE T XIERZERI PRI BAYIES, Citrix BIXEER PowerShell #1TECE.
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T84S 700 FAS PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7 PowerShell BO%, EAILUfE Get-Help \<cmdlet name> ¥ &7~ cmdlet B,

B % FAS PowerShell SDK cmdlet WEZ1ER, 15807 <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o
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B

=T

Federated Authentication Service (FAS) 2—" Citrix® A, ©5EH Active Directory IEFH A
VML, LFBFTE Citrix IMERTTEFHITTEHRRIE. AXENBT AEESATFEHENSMHESR

JOIESRH,

BRE, FAS &2 RAF SMIBRIDREZILREED StoreFront fRS588. StoreFront HE—EREISE
M Web BAMENESERNEZH IR, HBErIUER StoreFront SDK B(E =75 IS ffFiz
WY B, EXiITBnE, EAsesxt A # 1TSS 7 IIERNAIMEE T AR TFE R Citrix
Virtual Apps 3§ Citrix Virtual Desktops™ EfZ&,

AR B IR R i 7 R B TRER BR B 58 Mo

« REBERE

BRI X 2BE

ADFS SAML
B2B M 7 BRET
« Windows 10 Azure JEEIE RIA

R THEX FAS XERN#EE, NWTHRERN, KRENEE XERIRE FAS WEESE RN,

ZRAREh

FAS i FKH StoreFront IIEH 7Y Active Directory AP BEIMA ZEEEHEIEP. XERT
ERTEBRTEYIESERFN T EXMB AP, HAP#IEER] Citrix Virtual Apps™ 3§ Citrix
Virtual Desktops EE#I%E IR (VDA) BY, IEBRMMEITEN, FHEB Windows HEFERM AR
ABRRFEHIEIE,

YA FIERIAIE Citrix IFIBEY, SIS StoreFront™ FREZIRELZR FAS, FAS 2EBEF— 1 ZIE,
FLHFEA Citrix Virtual Apps B¢ Citrix Virtual Desktops Si&EAZSIERIEBHITE MR, X
VDA FEXM AP #HTEMINIERN, ©REED FAS HRIREIF, 28 FAS FREHIRIBAFIEPHHIFL
A ; VDA IR FBE2ERIEBRITHIBS N ERMNMBEIRIERIXL FAS,
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TEEXRT FAS 5 Microsoft IEBIMAENAMER, H79 StoreFront MUK Citrix Virtual Apps and
Desktops™ R AIE (VDA) IR IFRS.

g Synchronization -‘b b
= = I ==
—a = Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) y Certification
T ] Authority
&
S S ‘§“ b
s \'\ 5 &/ Assert R Access Logon
L L ——— .
% L fc% Identity = Certificate
] 3 B
3 2 é; Federated
g §5/ Authentication
= g 7 .
‘ ~5 Service
. - Nfuse : - Citrix \
| SAML token Citrix AG Basic h protocol Brokering
(= Protocol
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

RERERE

FAS RiFFA P ERZMBMHIIEEI (G11E Kerberos BB R) L4&ih@ StoreFront #1TH R
i, FEFEIREEEBHIIER Citrix HDX™ =iF,

X Windows B15%IE, MERRTBMARFPEIENEEF PIN, HEXTEFERARENRILEE
2'IhEE, BlIERERRS. XTATFERFEEIRRA Citrix Virtual Apps F1£8Y Kerberos £95RZ&E
TRERINEE,

FiE AP &R IIEESIEFR AR A AR (PKI) IEH, T REEREEEERIHSIR
Fo XATFRIBEINAZSMIIIRE, BFEERMNREEEFIEFIERNEEFVIMNFEREBRE
1”&

LEBE AT —B351T FAS RS 2:, ZIRSSH[WIRNARBFPMASRERISEPR. RE, Xt
IEBAFER Citrix HDX MEFHARRIE, MRERTEREFER—H,
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key
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Citrix Virtual Apps 8% Citrix Virtual Desktops IMRHIAS B FERELNANHITEE, XE
CTX206156 B IFHILH,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZRIEH. (FEI% CTX206156 HHY“MA IHIEFIZBRIEF EBD . )

BXER:

o BIARLUEMEEEGFZ LR (HSM) SINENRIEFaRIR (TPM) B, BXFAER, B5H
FIRIRIF XF,

« ZEMEE XENETHNARENMEE FAS,

BIRK X BB E

Citrix Gateway 2PE 5 RERERE S, {BIBINT 5 StoreFront BLxt8Y Citrix Gateway, HEEHZH
WIF =B E Citrix Gateway A&, Citrix Gateway 2 S § Z*MI SR IQIEAIRAGED, ATHEFRIPNA
B BTAR SR,

It ERZE 7] F T8t 2 E & K[| Citrix Gateway #1TEMIOIEAEERAP SIETHITEIZ T PIN 16
Te EBIRSIFEREL Citrix Gateway B EIER A, MEEENER AD L ELE+E,
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AUTH.LOCAL domain

Citrix Gateway

VPX
Root CA P Export
' Certificate -
Gateway Server Issue
' Certificate =

—[ Authenticate ]—

Issue

Certificate Authority

Windows Server

&

FAS User

' Certificate
Template

&

FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server

1
I
I

Associated with

- &

- ' Certificate

Federated Authenti-
cation Server

Windows Server

FAS
Authorization

Issue

Certificate

FAS User

Issue

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

d‘ Users

Private Keys

Authorization
Private Key

"'J.

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

= FAS User
Certificate
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Citrix Virtual Apps 3% Citrix Virtual Desktops R IR#UA S EHEEFERELAXNHAITICE, X7E
CTX206156 FAHEIEH,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZIEH, (F5% CTX206156 YA IFIZEIZRIEPR ERD)

I Citrix Gateway EeBANFEZMRIERSE, 1EHR Citrix Gateway #1 StoreFront Z [BIRNFTEE
EEGET TLS RIF. 15312, BHAERIEMEERLNE URL LUIER Citrix Gateway fRSEZ88, EAXA]
BFELEERE RIS Citrix Gateway BRSZ 21T B 1R I0IE,

StoreFm nt Authentication Settings

These settings specify how the remote user pravides authentication credentials

' General Settings - Varsian: [ 10,0 (Build 62.4) or later - |

¥ Secure Ticket Authority VServer IP address:
Authentication Settings [optianal)

Summary Logon type: [ Domain -

| v10.0: SNIP or MIF, vI01+:VIP |

1

amart card fallback: None -

Callback URL:

o) |http-s;-‘ﬂ\'ﬂ5ca!cr@arcﬂ'a}'¢0DN | /CitrixAuthService/AuthSenvice asmi

44 When no Callback URL is specified, Smart Access is not available,

BXER:

« EFgE Citrix Gateway, 525 UNAECE NetScaler Gateway 10.5 L5 StoreFront 3.6 # Citrix
Virtual Desktops 7.6 B & 1EM"

s REMPRE NMATINARZENEE FAS.

ADFS SAML Z3&

—I0 % $#89 Citrix Gateway F3I0IER ADIFS Microsoft ADFS 558, EERIUTEY SAML 1017
HIZRF (IdP). SAML HiS BHZEMEN IdP MARLTMBZEE L XML R, ERNEAFRERITE
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KEEMRIERS

MHRG. XERE FAS IRSSBLIFRAFP NS M IEIEEIEL Microsoft ADFS ARS38s (SUEth3ZHF

SAML #9 1dP)

Citrix Gateway

VPX

Root CA

AUTH.LOCAL domain

Export

A

§ Centificate

Gateway Server

Issue

' Certificate

ADFS Signature
§ certficate

SAML SP (RP)

Web Access Proxy

ADFS Server

Windows Server

Windows Server

TLS Server
§ Cenificate

ADFS Proxy

Signature
' Certificate

Encryption
Certificate
' (not used)

Issue

Certificate Authority

Windows Server

@ FAS User

' Certificate
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

s FAS
r—=—rF-'| @ Authorization ...
Certificate
FASUser  g.ivimne
:-- - g:ﬂ Certificates
| .
| =
T
£l
£
L i
z1 Hardware Security
%, | Module (Optional)
<
1
1
1
1
|
1

Certificate

e
1

Federated Authenti-
cation Server

Windows Server

Hardware Appliance

Users
Private Keys

Authorization
Private Key

Domain Controller

Windows Server

UPN
walter@auth.local
Alternative UPN
walter@adfs.ext

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

E

FAS User
Certificate

ADFS @%@ Internet iIti2Z £txt P # TR W FFEE PRI ; A0, ©& AT Office 365

&£
BXER:

* ADFS

HE XBAZFAER.
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RZENEE XENA T WNAIZEFMECE FAS,
AXHH Citrix Gateway & BN S S EFEEI,

B2B i Bt

IMRAMRNBHLEARULEITENRS, —MERNEERIRE—TEHREEXRE Active

Directory Federation Service (ADFS) fR$588. XATF—RLFINAF LEMBIFRS—RATH

Active Directory (AD) Ifi5HR, BRI, 8THAFFERBECHLABREREIE ; ADFS 2 B HRE

BI3FELR T AD IRV FIKF",

ADFS.EXT domain AUTH.LOCAL domain

Domain Controller

Certificate Authority

Windows Server

Windows Server

UPN
‘ walter@adfs.ext @ FAS!Jser
Certificate

i Template

@ FAS Authorization
Certificate
i Template

- Certificate Authority

StoreFront

Windows Server

Windows Server

Citrix Gateway f Certficate
ADFS Server
VPX
Root CA Export .
f cenificare < Federated Authenti-
Issue H
TLS Server
N g corhoe GatewayServer . cation Server
' Certificate
Windows Server
T ﬁ') Signature Export ADFS Signature
2 ] Certificate TR Cenrtificate
g FAS
Ea T | e |_—‘ql Authorization i23ug
= 7‘) En{rygtion SAML SP {RP) | Certificate
“ Certificate

I (not used)

ow |

- FASUser 4 L
@ Certficates

I
I
'r
(]
(]
(]
(|
I-E 1
= : e
itrix 3! :
1 § 1 | Hardware Security
1 .
. g!
client : b Module (Optional)
1
: ! Hardware Appliance
Windows / MacQ5 / Linux 1 :
I
1 : g UsAers
| === Private Keys
Export Root CA Certificate I OA
' (from ADFS.EXT CA) 1
! Authorization
Root CA Certificate =TT r- f Private Key
' {from AUTH.LOCAL CA)

Export

Domain Controller

Windows Server

UPN

walter@auth local
Alternative UPN
walter @adfs.ext

Virtual Delivery
Agent

Windows Server & Desktop
Operating Systems

E FAS User
= Certificate

BXER:
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« ZEMEE XENETNALZENEE FAS,

Windows 10 Azure JESIE FRIMA

Windows 10 5| A7 “Azure AD IIABIELR, EEBIR_ESELUTFELRI Windows EIIA, B TR

EESHEEM 7R, XIEEERTECABRMFIREM. 51£48Y Windows EIIA—#,

Azure AD EBRIFABEIMIEMZREIMB R B RIRERIINEE, XL FEEM", FILAIUERE
FEREBEMNUET(E, MAUXEDREREM.

Azure

&

!
|

Azure AD

Synchronzation

Cloud

DMZ

|
;

AD

Citrix Yirtual Desktop

IERER— A, EREFEEREDREFNRLZRFBIBIR. EiCREMERIMN Azure AD

Theese @l BB T/ EMA S 17 IIE,

HEE, WWERERMERZEMAIUEEAE P #iitAIt 55517 | A, IEERMEMS. Azure SiEfM
=iE7E. Azure AD Connect B4 23 1% B ol &R Azure AD, HAEREN, RFIEERT Azure

VM,
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BXER:

« ZEMEE XENMA T INARZENEE FAS,

« Azure AD £ XEEFEFMAEE,

ADFS Zf%&

b))

AN B T a0 Citrix 37385 Microsoft ADFS &R,

WZALNAER ADFS KEERAPNFEEZRE—SMNIRIERNMERNZ AR, fli, RERERER
TRIGEBFMARNBTN T ; XEVEFEFERITE Windows EREREHITRI

B & BHIIEARSS (FAS) X7 Citrix Gateway # Citrix StoreFront™ 5 ADFS B RRSERM ,
MR 53 TRIRE R IR AR B

I ERE R Citrix Gateway {EJI Microsoft ADFS BIE#i /5 #1TEE
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AUTH.LOCAL domain

Citrix Gateway Certificate Authority
VPX .
Hndows e | Micosot |
Root CA < EXTIOL & FAS User
§ Ccenificate 1 Certificate sssssssssssssussmnssssasasas Domain Controller
Gateway Server Issue - Template
' Certificate @ FAS Authorization Wind S
Certificate Indows Server
ADFS Signature i Template
§ Centficate PN
() walter@auth.local
—{ samLsP (RP) (-
walter@adfs.ext
StoreFront

Windows Server

Issue ol TLS Server
R Certificate

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
- Issue Operating Systems
r-- AUthOTIZAtION  gueidenneranans
1 Certificate
FASUser
: :- 1 Certificates E Certificate
5, A
Web Access Proxy ADFS Server 1 -
Y e = Login with j—
: e TR
" . £
Windows Server Windows Server :'§ 1
B .
|_§ , | Hardware Security
12, .
1S Server 'E \ | Module (Optional)
Certificate L'
- : 1 Hardware Appliance
1
f) Signature L
S 1
' Certificate i : 6" Users
| == a" Private Keys
K') Encryption I {
Certificate 1
' (not used) !_ . J‘ Authorization
: Private Key

—| ADFS Proxy I— SAML IdP

NREiHEEE Windows VDA B Linux VDA, MEEXH,

SAML.

ZEWEMRICIES (SAML) B2—EIRAEEREIERITE"R Web JHRERRG. REIEN
TR
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EE MR URL

& Citrix Gateway X IAAFREH#H{TEMIIER, EETRAFH Web X525 ADFS fRS38 L8
SAML BRMBIHIT HTTP POST, X@EERE https:// FINEMIE | https://

adfs.mycompany.com/adfs/1s o

LTI POST 22 EM(ER, 2E ADFS B RFea/a™ A REIR A R EHE",

FRIRR

Entityld & Citrix Gateway {£H POST #iEH 2 ZHIME—IFIRTT, AT AXE ADFS, XR&HH
ADFS AFZIRERM MRS, HIRIESENAARMNEMNIIERE, MREMA, SAML H7%K
IE XML H{GE R FE R H Entityld FRREIARSS

BE, EntitylD Z Citrix Gateway RS 285 RIUER URL, BEEBEIIUZERAZR, RE Citrix
Gateway #1 ADFS fItt3KRE—2XENR] @ https://ns.mycompany.com/application/logonpage

o

R [E 4t

MR EMIIERIN, ADFS RIETRAFR Web X35 SAML B4 I035F XML POST [E]9 Entityld
ECEBRIEIE URL 2—, XiBEZRYA Citrix Gateway fR5385 ERY https:// ik, A :

https://ns.mycompany.com/cgi/samlauth o

WRAE T 2Bl E URL 3k, Citrix Gateway B IATEE & #] POST % ADFS BYiBERFIEEFE—,

FRIEH

ADFS FEREFLEAX SAML F145EE XML blob i&’?huﬂz %o AT, IR Citrix
Gateway e B ANERIEPX P I SN LNIPRNEXLES S, IEBXHFEEEM ADFS ARZ25IKENEY
XA o

B—F5H URL
ADFS # Citrix Gateway 2 #FRIFH R, XE— Citrix Gateway B/R¥IEH URL, BT
& SAML H1AIEIE XML blob B %ﬁﬁé‘ﬁﬁ’éiﬂ’h—oﬁo

Xe— 1 uikEE, THREE, EBEE https:// ik, #&3LA https://
adfs.mycompany.com/adfs/logout » (IEFE, EAMUSE—FF URL fHE, )
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[

Citrix Gateway SBE SB9NME T AAIIEE Citrix Gateway MM IERAE LDAP SHIIEEI, FIN5T
/S, ERILATE Citrix Gateway SIS M IIEEREE, UIF SAML B4 RIE, G, XA
F# Citrix Gateway [ SFEHBIRAIA LDAP ZKEL,

MetScaler > MetScaler Gateway » Policies » Authentication > SAML 3 Policies i':: ﬂ H
Policies Servers
Add f Jelete how Einding Primary VPM Global Bindings Search =
MName Expression Request Server
StareFrontSANL MN5_TRUE AzureAd
HHE SAML 5B

fEAZ BT ADFS BIZZEHISRINNE SEEHH SAML IdP fRE25. NMAILEEEE, Citrix
Gateway =¥ FEEME ADFS #1TER, FHiER ADFS 41 SAML FRRIESRE{EAEIR,
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Create Authentication SAML Server 5

Create Authentication SAML Server

MName®

Azurend
255
Authentication Type
SAML

IDP Certificate Name* 255
AZureADSAML v +
Redirect URL® Exact v
29f-4c20-9826-14d5e484c62e/5aml2
Single Logout URL InternetProtocol A
29f-4c20-9826-14d 54840628/ 5aml2 InternetProtocolPassword W
Uzer Field

userprincipalname

Signing Certificate Name

V|

Iszuer Name

https:/fns.cit rixsamidemao net/Citri®
Reject Unsigned Assertion®

on vi
SAML Binding™ Attribute
POST v

Default Authentication Group

Skew Time{mins)

BXER
. REFRE £ FAS RENRBNTESE HK,
« BILH FAS EREBIE SBELM XERHITT B4

s BERENERE SREE XNEFHITTNE.
Azure AD 5§

=

ASTHEN LB T WN{ANF Citrix 385 Windows 10 Azure AD IhEEEERK, Windows 10 5| AT Azure
AD, X2—M#EaUEIARE, EFEICABREILLET Internet MMALREIT, USEMEEME S
TR,
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AEPRRBEERD T — RS, HPIT MFFAFRHELFBEFEAMuLAE N A Windows
10 A FEMBYEMET. BAA LB KB ERFRE > XF > A Azure ADETU AL
=N

“— Settings - o 4
0% SYSTEM Find a setting Je
Display

PC
Motifications & actions BE name vda-win10
Apps & features Rename PC
Multitasking Organization  WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage " . '
Edition Windows 10 Enterprise
Offline maps Product ID 00325-00000-00003-AA060
Processor Intel{R) Xecn(R) CPU E3-1630 0 @ 3.20GHz
Default apps 309 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, xb4-based processor
Pen and touch  No pen or touch input is available for this
display
Channe neneiet kew or pinaeacds semair editinn of Windosses

ZiKRBREME, Microsoft Edge Web R BE888:d Azure SaaS MNARZFMRI BB R LM
uEF0 Citrix KRN R, UKREM Azure 2R (40 Office 365) o
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B Access Panel Applicatior X+ — O *
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ
Microsoft Azure george@

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

ERER

AR REEMITE Azure HEL E Gl TRAMRNEIME, H5 Azure AD # Office 365 FIMR =R ALE
B REABPEHMATETEAR, BEEDHLERNIBME EBBER.

ZEB N ATHEME ARSI /AE, E Azure AD Connect [E% RILUET Internet E3EE!

Azureo
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Azure F
,_! Azure AD

!
|

Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud e —
DMZ -

101
1
i

PKI

FULERER R, RE2EEMERER (B4R L2/ AE LAN # Kerberos/INTLM BR33E) #HE
9B Azure BY TLS &M SAML, #TARSHIZAMA Azure AD B Azure 22T, FE Active
Directory WIL BN 2R (B4 SQL Server B3IEE) BILUfER Azure =ARSHY IAAS Ei 93 FRBIAR
A Active Directory RS328 VM 5517,

YAFPEESNBERE, 1@ Citrix Virtual Apps and Desktops™ & #E IR FAIRF#1Tih
1, REIZEEBN R ETHEF I Azure BIERF TIHE, £ Microsoft Edge B a5 RINAEH
1TEIB, Microsoft IR T AT ES IS 5 Azure N FBF2FE R Android #1 i0S N ATEF.

8l DNS XI5

Azure AD EXREEAEEM AT DNS st HIZEFIH A ERNERXIE, Ak, EERTLUER
Azure DNS Xig{IhE,

IR BIER DNS X% F1 citrixsamldemo.net,
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Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

PEHI S 71 Azure DNS R FFARSS 28R XEER ATV /E DNS ‘M ERIKIE NS S2BH518 (B

0, citrixsamldemo.net. NS ni1-01.azure-dns.com )

TERNIXS Azure 3B1THY VM B95 | FBRY, &EIPEAEEER CNAME 155H1ER Azure EIERY VM
DNS i2%. 1R VM i IP it & £ E2k, NFEFEFEhEH DNS X F.

HERE IR ERFISEE DNS il fR235 PTER, 13 citrixsamldemo.net, FH{ERFS DNS (RERHA
10.0.0.*)

FI—151 8 Web M BAIZEFEARIEIRS 25/ fs.citrixsamldemo.net’s& B, X2 UMLK IEMEESIRS
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IE=ARSS

R BIBECE T — Citrix 3785, HAPaE—E Azure Fi51T ADFS ARS5 8509 AD IF35%, GIE 7T —

N A citrixsamldemo.” I =ARSS

URL

@ WEE APP ’ QUICK CREATE .
citrixsamldema

«Lloudapp.net
VIRTUAL MACHINE il-"i CUSTOM CREATE cloudapp.ne
REGION OFR AFFINITY GROUP

@ MOBILE SERVICE West Europe b |

| @ | CLOUD SERVICE

i EEI BATCH SERVICE

CREATE CLOUD SERVICE  +

Bl% Windows EEBIHL

EERSEFEIER Windows VM

12525 (domaincontrol)
« Azure Connect ADFS fR5328 (adfs)

ADFS Web i58)XIE (Web NEEFAIE, FRMALE)

Citrix Virtual Apps and Desktops 33 {71Z 28

Citrix Virtual Apps and Desktops FEHI&E IR (VDA)
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Create virtual machine >

Create virtual machine

Resource groups

2 All resources
= es =3 * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

SQL databases Veual Studio Professional with MSDN e

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

PR ER
« 750 DNS BRS52370 Active Directory 1RSSR LLBIE T4 Active Directory E3E  (TEILLR B
FR citrixsamldemo.net) o HFALRTERE, 700 Active Directory IEHBREZ B €,
s BIE—TRETFIRNEBEFKS (Bl40, George@citrixsamldemo.net) o

- BT LIRS ZFHETTARR DNS, EILFrE RS 2E8N 5 | BILLARSS23141T DNS . XrJLuEE
Azure DNS IEBRETMH. (BXFHAER, BBRAAHEHHR, )

ADFS #2841 Web N AR RIERSSS

« 1% ADFS BRZS2810A citrixsamldemo 35, Web N AR RIERS BN REERBHNITIEAR,
Etb3EF5hE AD DNS A DNS #idik,

. TEXLEARSZ2S FIT1T Enable-PSRemoting —Force cmdlet, S{FtiF AzureAD Connect T Ei&id
B ANIEIHTT PS T2 IR,
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Citrix Virtual Desktops™ & E#EHI284] VDA

« EEMA citrixsamldemo BIE RS Windows AR5 28 %22 Citrix Virtual Apps 3 Citrix Virtual
Desktops Delivery Controller™ #1 VDA,

BCE S8 DNS

iR IEHI2R S, FCiB DNS PRSZ22LULIE citrixsamldemo.net BIREZBME, H 7 Y428 DNS RS
22 (ff40 : 8.8.8.8) HYHELER,

2 DMS Manager == =
File Action View Help
e R Ba: BHE § 86

DS Mame Type [ata Timestar

&
T 5 DOMAINCONTROL 1 _msdes
4 [ Forwerd Lookup Zones || 7 sipec
b _j _msdcs. net | _tep
P & T _udp
B L Reverse Lookup Zones 7| DomainDnsZones
b _:I TrUSt_P_ﬂi mits _ | FerestDnsTones
b | Conditional Forwarders ] (same as parent folder) Start of Authority (S04)  [24], domaincantrol. static
g Glabal Legs ] (zarme 25 parent folder) Mame Server (N5} demaincentral, static
£ (same a5 parent falder) Host (A) 100,012 8320
] adfs Host (4) 10.0.0.13 LTy EI.fEDII
] demaincontrol Host (A) 10,0012 static
=1 Host (8) 10,0013 static
Flwap Host (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
< " >

ANEESIER, BT

* wap.citrixsamldemo.net
e fs.citrixsamldemo.net
e enterpriseregistration.citrixsaml.net

FRBTE Azure FiS1TH) VM R ERE AR ER L DNS ARS8, ERILUBE MO GUI FThltbig
Eo
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Essentials -~ ¥ /L O DNS servers @

PNEINNY Custom DNS
Resource group Private IP address
citrixsamldema .0.0. SUPPORT - TROUBLESHOOTING
) * Primary DMS server
Lacation

West Europe trixsamidemo/default B Auditiogs > [10005 v
g MNew support request b Secondary DNS server
up

GEMNERAL

Properties >
Al 35 =

W IP addresses >

B DMNS servers >

) Metwork security group b

FINBERT, WEB IP (10.0.0.9) UL hE DA, EAILIER IP #IUHZ B KK A 2 ES IP ik,
Web N2 FHIEARSS SSFN i H 2R 4R R Hh 1T b 32

EOE 56 DN ik

4 VM iﬁﬁﬁﬂ‘, Azure 4P E ORI DNS XigARSS 2%, ZARSERIEMADECL VM BISEIRH 1P i
ik, XB—1NERMNINEE, EA Azure BRIAESED VM BRSO ES 1P #illk,

= Configuration

o, 0 AR O Assignment
Static
SUPPORT + TROUBLESHOOTING
1P address @
B Auditlogs > 13.94.252.54

. & New support request > Idle timeout (minutes) @
on 1D vir e 4
di224367-d4fg-4Gae-beTh-6475cdaeelca DemainCentrol
GENERAL DMS name label (optional) @
ezl domaincontral-citrozarideme
Properties >
westeurope.cloudapp.azure.com
Il settings
& Configuration >
dd tiles
®

RESOURCE MANAGEMENT
Eatt & T
& Locks

sl Users

Voo | v v

IR BIF DNS #ifit domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %3 Bo£5 1312 &
2o

HAR, HixiEidE=ME, RE Web W AZFIEHM Citrix Gateway VM R E A+ IP ik,
(fEECEHRIE), A\ IP st FF RDP HIRIFR) o

iEZ24

Azure =EALTELAEIEM Internet T VM BY TCP/UDP ifia)p5 SN, BRINERT, PFAE VM
#37C1F RDP 4i8), Citrix Gateway 1 Web N ZFIERS /BN 1FIRO 443 ERY TLS,
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MNetwork security P Essentials ~ B89 (O
Metscaler
Res es
SUPPORT + TROUBLESHOOTING i . 0 outhound SUPPORT + TRCUBLESKOOTING
Lacation 350 vith
H Auditiogs > West Europe 0 subnets, 2 network interfaces H Audtlogs >
Subscription name
i Mew support request > sual Studio Professional with MSDH & Mew support request >
Subscription |0
dlf224366-04f9-463e-beTb-6479cdaeefca
SENERAL GENERAL
Il settings =+
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DNS servers > . Quthound security rules >
@ Metwork security group > B Hetwork interfaces >
Subnets >
RESOURCE MAMAGEMENT

SIE ADFS iFH

£ Microsoft IEPBIMEN LS Web IRSEFIEBIENR, XAIFRIEERBEENX DNS #sitAIE
B, ZEPAUEH (SZIEFFA) B) pix X, EATIE ADFS #1 Web N BIEFRIBIRS 23 L RE
HEH, Eit PFX X4 2 EIEEDL,

MR BB LT EFBITHT Web BRSZZRIES !
- BR%
o adfs.citrixsamldemo.net
- THEERRB

o * citrixsamldemo.net
o fs.citrixsamldemo. %

o enterpriseregistration.citrixsamldemo.net
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@

i@ File Action ¥
« | 2[m
[7] Console Root

a (G Certificates (L
4 || Personal
7 Certifig

[ Trusted R

[ Enterprise

7 Intermediz

|7 Trusted Py

[ Untrusted

[ Third-Part]

[ Trusted Pe

7 Client Aut

Remote Dg

Runtime_T

Smart Carg

Trusted Deg

v v vV WYV W W W W

DoREE

5 L1}

= Certificate Enroll

Request Certificats

You can request the fiol
click Enrall,

[] Cemputer

[w] Web Server
B, Mereinfo

[[] Show all templates

2 subject | General | Extensions | Private Key | Certification Autherity |

The subject of a certificate is the user ar camputer to which the certificate is issued. You
can enter information about the types of subject name and alternative narme values that

can be used in a certificate.
Subject of certificate

The user or computer that is receiving the certificate

Subject name:
Type:

|'Cornmm name

|

Value:

Alternative name:

Type

[DNs

Value:

\CN=adfs.citrisamldemonet

*.citrixsamldemo.net
fs.citrixsam|dema.net
istration.citrcsam,

FHERBFHE pix X, SEREDRIPEIFHA.

iSE Azure AD
ATFHANA T IREFHI Azure AD 2Rz 6% ] T4 Windows 10 A Azure AD SRR &4

Rpur:-

EHER

ERIVZH Azure NP HEIEFE R
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAhLDemo

DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

FeRlE, MERHEERE,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

) | Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

BIELR/EERMAF (AzureAdmin)

£ Azure FRIELBEIER (ELERAIGFR
AzureAdmin@citrixsamldemo.onmicrosoft.com ) , H{ERAFKFAERLUSER,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME
| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

FHERISEME Azure AD
FHINBRT, BPESUTEREFEREFIEHITIMR ¢

<user.name>@<company>.onmicrosoft.com o

REXEEH—FSERERNR LTI, EBiERNEFHEMILIELF, RiFfeS5REZRAF BFHMFK
FICERAHENE ¢ <user.name>@<company>.com o

‘TR RERCE N SN EL RN EIIHITHEE R, HRFIER citrixsamldemo.net o

tu%/u\Erh$_ﬂ§12 ADFS, 1ﬁﬁﬁﬁ1§§ﬁ*[o

© 1997-2026 Citrix Systems, Inc. All rights reserved. 127



KE B MRS

Ay Pl A
FL DUINIATN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

223 Azure AD &R
Azure AD EEiE GUI B95 2 $ IS E FE@%) Azure AD Connect BY Microsoft FEiTi ., [SHZREE
ADFS VM L., FR'BEXZE MAE HREIRE", UE ADFS EWn A,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

%$F5 AD FS BX&"B—F F %I,

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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ERE AR EIERIKFIERES Azure,

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

ZEFEARES AD o
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

J¥FREIBRR Active Directory XR5 Azure AD [E#%,

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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INREREHER, EAUKEEBHE—NARRAERABFRHTEMIRG,

Uniguely identifying your users

Express Settings

Required Components selact how users should be identified in your on-premises directories, @
User Sign-In ® Users are represented enly once across all directories.
Connect 1o Azuie AD ) User identities exist across multiple directories. Match using:
Sync ®
connect Directories ObjectSID and msExchMasterdccountsID/msRTCSIP-OriginatorsID attributes
SaMAccauntMame and MaillMickMName attnbutes

Domain/OU Filtenng

T e & specific attnbute

- CUSTOM ATTRIBUTE
Filtering

Optional Features

AD FS Farm ) " .
Select how users should be identified with Azure AD.

Azure AD Domain

SOURCE ANCHOR @
Configure
. [ objectGUID -
Venfy
USER PRINCIPAL NAME €
| userPrincipalMame |'

ERBIANTREED, S0 A P MK &EREIENFERIE,
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

MNREE, TAILUS Azure AD i35 Active Directory [F%5, ¥FETF ADFS HEHINIE, BER
EEXFM.
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Optional features

Exprass Settings
Required Compenents Salect enhanced functionality if required by your arganization.

User Sign-In

J :_-."'|=."|: [ “:. ong '..=!'|.'_.-"“:.="| e
] Azure AD app and attribute filtering 9

Connect to Azure AD

Sync
[] Password hash synchronization @

[ Password writeback

Connect Directories

Domain/CU Filtering

Identifying users [ Group writeback (7]

Filkening [ Device writeback 0

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Domain Learn mare sbout optional features
Configure

Verify

Previous

EREE AD FS RERAIER PFX X4, FFF fs.citrixsamldemo.net 3§ /3 DNS £ #ho

&% Microsoft Azure Active Directory Connect

AD FS Farm

Required Compenents I Configure a new Windows Server 2012 R2 AD FS farm
User Sign-In

Express Settings

Connect b Azure AD Use an existing Windows Server 2012 R2 AD FS farm

Syne

[ ) ) Specify the S5L certificate used to secure the communication between clients and AD FS.,
Connect Directories , . .

® Provide a PFX Certificate File

Domain/GU Filterin - - . . .

o ! Use a Certificate installed on the Federation Machines

|dentifying users

Filtering CERTIFICATE FILE @)

Optional Features | CUsers\Fred CITRIXSAMLDEMO\Desktophadfs pfx |

|
SUBJECT NAME SUBJECT MAME PREFIX |

Federation Servers

|",|:itrixsamll:lem|:>.net l-| lfs | @ ¢
Prosy Servers [
Cradentials FEDERATION SERVICE MAME I
Service account https:f/fs.citrixzsamidemo.net 4

Azure AD Domain

Configure

Werify
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LIRTIERARIEIRSS ST, A wap.citrixsamldemo.net fRSS88f9itht, ZEIREEEIE Web N FRFE
FRIEIRS 2 ELUEIE R B 193517 Enable-PSRemoting —Force cmdlet, LAfE Azure AD Connect
B AN EL#HITAC .

& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Compenents Specify whare to install web application proxy.
User Sign-ln SERVER
Connect to AZure AD | Type 2 sarver name or P address Add
Sync
Connect Directories SELECTED SERVERS

Domain/OU Filtering & vDacitrixsamidemo.cloudapp.net  Remove
Identifying users
Filtering
Optional Faatures

AD F5 Farm

Federation Servers

Proxy Servers

Credentials

Service account
Azure AD Domain
Configure

Varify

[ e |

g0R LS BFITAZ PowerShell [SEREMA, B=1F Web N AREFRERSZSMARE.

WFRSHERTE, BEERIVEEERERN, HADFS SIB2— P IRSBWKF. A5, Azure AD
Connect SHERISIE DNS XIEMIFRE .
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Azure AD Domain

Express Settings

Required Components Select the Azure AD domain to federate with your on-premises directory.
User Sign-In pomMain: @

Connect to Azure AD | citmssamldemo.cloudapp.net | ™

Sync

Connect Directories
DomamOU Filkening
Identifying users

Filtering
Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to
AD FS Farm the DNS settings.

Optional Features

Federation Servers

TXT record:
Proxy Servers Taxt: MS=ms59661451
Credentials

MX record:

Service account Destination: ms59661451.msv1.invalid

Azure AD Domain

You will need this setting in place to complete AD FS installation.
Configure

erify || Learn more about verifying DNS ownership for Azure Active Directory domains

I TXT #1 MX 2R 700%) Azure P9 DNS #itHE R,

HAME TYPE TTL WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

=]

N5 172800

= S0A 3600

= TAT 3600 msr0102213

fs CMAME 3600 adfs-citrinsamldermoawesteurepecloud., |,

£ Azure EIRZERI e AT BIE,

CitrixSam|Demo

&3 USERS  GROUPS APPLICATIONS  DOMAINS  DIRECTORY INTEGRATION COMFIGURE EPQRTS LICEMSES
DOMAIN NAME TYPE STATUS SINGLE SIGN-ON PRIMARY DOMAIN £
citricsamidemo.onmicrosoft.oom Basic W Active Mot Available Yes
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INRILT LM, 1EFLIEISTT Azure AD Connect Z B3SO IEE,

STRE, Fh@idimO 443 BRR N ERHIE fs.citrixsamldemo.nets

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:
10:0.0.13

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

E B Azure AD Join

= A P s A BB F B & Windows 10 BJLAAAT Azure AD fIMABY, DNS B8R FHENIER
ADFS #J CNAME DNS i2® : enterpriseregistration.\<upnsuffix>o

FLERfBIR, X2 fs.citrixsamldemo.net o

enterpriseresistration citrcsamidemo.net i
Type

CHAME
= TTL TTL unit

1 + | | Minutes w
Alias

s citrimsamidemionet W
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INREREANIIERMEN M, R ADFS RIFBERERE Windows 10 &N L, WUE
Windows {51 ADFS AR$Z28. R ZHi4ERAIARAER P K 4T Azure AD 3E0 A

e

Let's get you signed in

Work or school account

George@citrixsamldemo.net A

Password

| forgot my passwaord

Which account should | use?

Sign in with the username and password you use with Office 265 (or other business
services from Microsoft).

Privacy statement

-

EEE, UPN 415 ADFS 1825412538 5189 UPN PTED,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Fimsh

)
BEEEITTENHER BB FHb S RRIEIE Azure AD IIARE . ERfE, Boh
Microsoft Edge Fi%E#%E] <http://myapps.microsoft.com> ., ZMiLN BEHERESE R,

=¥ Citrix BN AT Citrix EHISHE

Ea] LURBRE RS B M Citrix Virtual Apps 3§ Citrix Virtual Desktops 1ISO £ Azure %24
Delivery Controller 1 VDA E##.

EIbRBIsR, StoreFront 5 Delivery Controller ZE7EE—RRSS 28 L. VDA fERIRIIAY Windows
2012 R2 RDS I1Fi2F%%E, k5 Machine Creation Services (£ (RE AJ AR iEH#H#1TED
B) . Edswal, BN ERP George@citrixsamldemo.net B4 A] LA A R HITH DI,
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« 16 e Y

Citrix StoreFront

Q, bearch Desktops

Details

7 Controller 3517 Set-BrokerSite —TrustRequestsSentToTheXmlServicePort $true
PowerShell cmdlet, LAFt¥F StoreFront™ 7£:%%8 P EIENER T H#TE MR,

RERSE DRSS

7Z ADFS fR5528 L% FAS, H Delivery Controller EEE— 1IN, FEFAYSEEN
StoreFront (RATELRFIF, StoreFront 5 Delivery Controller ZE1ER— VM L) , iEBHE%TE
FMEcE,

Edi& StoreFront

73 Delivery Controller IERITENIEFR, FHBIAEmO 443 KB IS 48EF T StoreFront B A1k
B https: KAZE 1IS # StoreFront LAEHE HTTPS,

Modify the base URL for sernices hosted on this deployment, For multiple senver
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixsamldemao.net

BCE& StoreFront LUEA FAS fRS338 (EFRZEMECEFH PowerShell fIA) , F1E Azure RERH
TR, BT FAS RS LHNEHEERRBERERER FAS,
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File Action View Help

= | 7w l-
& Event Viewer |

[ L Custem V
4 L Windows

Event ID  Task C..

E Applic 1 Information 1 \ Citri. Authentication.FederatedAuthenticationSenvice 204 None

i) securit (@) Information .WUBNB?-&?ES AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] 2c authorized by [ \DDCS].

Log Mame: Application

BidE StoreFront LU Citrix Gateway

£/ StoreFront BIEHEHIEHH “BEEBEMHRIESZE” GUI, ECE StoreFront LUEF Citrix Gateway
WITR B IIE,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

E LR Citrix Gateway EAIIEIRI, BEEBRZ S ZIEMANIM (STA) HECE Citrix Gateway !
ks
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

73 StoreFront B S RECEFH Azure AD MNHERF

ATi{EMA Azure AD SAML 2.0 B ERINAE, ZIEEE IR & Azure Active Directory Premium iJ
i#o 1£ Azure AD BIET B, ®F “HENAER", AEIEE “MNEPRINKARERF.

APPLICATION GALLERY %
Add an application for my organization to use | o
FEATURED APPLICATIONS (17) MNAME
B * Add an unlisted application my

I CUSTOM i‘ organization is using | StoreFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using. and add it to explore single sign-on

COLLABORATION (314) integration options.

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

P BEX > RMEBARIEEERABNKRIIENRAREF USIZEAF ERNHEEX AR,

EC iR B
BIE—K 215 x 215 REWEIR, HHE LI EE TTE, RIENAREFIET.
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properties

APPLICATION TILE LOGO

cifrix

EoE SAML S2513F
BN BREFNERRELA TIE, AE%EE BBEE—ER.

storefront

&3 DASHBOARD  USERS AND GROUPS — ATTRIBUTES — COMNFIGURE

StoreFront has been added

[ 5kip Quick Start the raxt time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Configure single sign-on

BB RFE A SAML 2.0 B4503E, XX F Microsoft Azure AD E—E R,
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

RR IURERFRE (EHLMEIRMHLE Citrix Gateway FIEZETAD)
= Citrix Gateway ARZ528 LB /cgi/samlauth,

COMFIGURE SINGLE SIGN-OR

Configure App Settings

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

T—RE & BT Citrix Gateway ECiEZI Azure AD BIEHi 5 B9E Bo

; FEURAIS, E1] URL

© 1997-2026 Citrix Systems, Inc. All rights reserved.

145



KE B MRS

COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2018 11:06:20 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Dowmload Metadata [(XiL) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
httpsy/fstswindows.net/b1asf2 1b-d29f-4c20-2826-14d5e484 0628,

SINGLE SIGH-0M SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE LIRL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

T# base 64 EESRZIEH, HEHIZERIIHE URL, FBEERE Citrix Gateway ERE REFHENY

XERR,

R ARFIESL AR

Be—% 2ERANARER, FHERIEAF M “‘myapps.microsoft.com™EH|RE L. XE B
H'TiE _E5ER. 9i8id Azure AD Connect [F25 BV A P itk P 3 B i R A BR . 12 BT LAfsE FR E bk
F, BERaEXME T, RATIIFARTE \&tuser>@\&lt;domain> &1,

storefront

&3 DASHEOARD USERS AMD GROUPS ATTRIBUTES COMFIGURE

sHow |l Users ~ 4
DISPLAY NAME USER NAME JOBTITLE DERARTMENT ACCESS METHOD: e
arure Admin Azyreddmin@citrixsamid.. No Unassigned

George User george@citrixsamldemao.net Mo Umassigned

On-Premises Diredory 5y..  Sync ADFS_21aTeE060dl... Mo Umassigned
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MyApps JH
FRENFEERE, HAFIAR <https://myapps.microsoft.com> BY, ESERERAFE Azure
N BEFRYIRAF,

B Access Panel Applicatior X+ *

|
é 3 O | [5 account.activedirectory windowsazure.com,/a) ‘;fr ‘ = @ ﬁ

Microsoft Azure george®

applications  profile

clifrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy
»

L

LINA Azure AD 5, Windows 10 XFEFHAFP I Azure NBEREFHITRERE S, RHEEGSEN
Was R 2 BECERY SAML cgi/samlauth T,

B8R URL
R[E] Azure AD NRIRFBIN R, MENAREFRFE—TAUHENESER URL, It URL BTFiE#
IR DN 5 2R FE i o R iR B 35 S B P & B StoreFront BY“FF A S R A o

quick glance

APPLICATION TYPE
Web application

PUELISHER
URL
SINGLE SIGN-0M URL

https:/myapps.microsoft.com signing

@' View usage report
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Tt URL #T63] Web %88, LUBARIEHK Azure AD EEMEZHIECERT Citrix Gateway cgi/
samlauth MTl, X{GERFERENEF, FHNAMA Azure AD B Windows 10 ER=iEieH
BoER, (HEtBPNHEZEERA Azure AD EHE, )

HHEMAEIE Citrix Gateway

AT IIRIFREE, WREIERIEIT NetScaler (B9 Citrix Gateway) BIEH VM, XBTLM
Azure FEIEMSE, It RBIEF NetScaler 11.0 BY“BE & AR Ao

B FF NetScaler® VM, ¥¥ Web ¥ 2335mAEE IP ik, FERAF B MRIENIEENEIE. 153
B, BB H Azure AD VM 5 nsroot FI B,

AANVFENE, EEMFINEXHMIEEEFEERER, Hi DNS f#fastsm Microsoft 12228

=17 Citrix Virtual Apps and Desktops B[S

LB EABRE— T SAML BIfE 8 StoreFront £/, TIZSFEBEEETE, E2HmM—m
SAML B FE,

A1t Ef% (/en-us/federated-authentication-service/2303/media/fas-azure-install-ns-xaxd-

setup.png)

R Citrix Gateway StoreFront 1&i&. /97 7E Microsoft Azure £, LbRFIECE RO
4433, AR 443, HE, ErILUROF K SEFHET Citrix Gateway B IEFib,

AL B (/en-us/federated-authentication-service/2303/media/fas-azure-install-ns-xaxd-port.png)
AEERN, AP EEEFEEEX SRR GRS SFIEBMNFAA,

AL Bl (/len-us/federated-authentication-service/2303/media/fas-azure-install-ns-xaxd-server-

cert.png)

79 AD kP ERED B H 28

R R A TR T, EUISRE 1P #IERNB EE RIS EF. HEEMIEEFETF
ERBYFHERME T

AL B (/en-us/federated-authentication-service/2303/media/fas-azure-install-ns-dc.png)
Bdi& StoreFront ik
fEItb RIS, StoreFront BER HTTPS &, FHILiEIERF SSL £,

AL E R (/en-us/federated-authentication-service/2303/media/fas-azure-config-sf-address-
ssl.png)
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IRIE Citrix Gateway E
&R Citrix Gateway F1eEFEH AR 2NRE#HITEHKIENEHEE K.

A3k Bl (/en-us/federated-authentication-service/2303/media/fas-azure-config-sf-verify-ns.png)

B Citrix Gateway SAML B85 &5

¥ SAML 5 StoreFront E&FERZEMUTHF SAML SEMWiLESEH. RNINFE SAML FEg, H
F5XX 9 NS_TRUE,

Configure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication ._:,'[li."

SAML
Gerver”

|Azureﬂ.ﬂ E||T 7\

Expression®

Operators = || Saved Policy Expressions - | Frequently Lsed Expressions ¥
J

KS_TRUE

fEFRZEIM Azure AD FREXAYE BECEFTHY SAML IdP ARZE 28,
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Create Authentication SAML Server

Create Authentication SAML Server

Name*
.A.:ureﬁ-d

Authentication Type

SAML

IDP Certificate Mame®

| AzureADSAML v +
Redirect URL"
29f-4c20-9826-14d5e4B84c6 28 /saml2
Single Logout URL

29f-4c20-9826-14d5e484062e/5aml2

e
0l

User Freld
userprincipalname

Signing Certificate Name

lssuer Marme

httpsz//ns. citrixs amldemo net/Citrg

Repect Unsigned Assertion”

ON el
SAML Binding®

POST v

Default Authenticatson Group

Shw Time{ming)

233

S

ntermetProtocol

ntemetProtocolPassword

BE R B iR

fSEATE Azure AD HFEMBIIKF EREIEMA Azure AD BY Windows 10 £ E.
FiEHES] . <https://myapps.microsoft.com>

Web X% 288 E /R P B Azure AD N FHTER,

E5h Microsoft Edge
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E Access Panel Applicatior » -+ — X
lecycld

O
8 & @) 8 windowsazure.com b e = #A @

Microsoft Azure george®

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

12:28

228

e B 062006

WIFR FENERSREREERR LT BHIIER StoreFront fRSE 28

EHE, WIEFERAE—FR URL WEEZEHEUKS Citrix Gateway I m N EEEE G RN EREEM
3| Microsoft Azure Fi&[=],

=i, WIERMA Azure AD B9 BN RS HeEFEAERDN URL EEE1T (REEXEENZTEN
Azure AD HIT—XRERESR) -

Bt
£ Azure HIIKIE VM BY, RZEACE LA FHRAEZEIN

fR it/ 3 1P #uhbA] DNS it

Azure AFRE VM IRMEARIBFH LR IP it (FELMRBIFRR 105%%) o BRINMBERT, E2EH—
NP i, Z3tAEREE ShASEFHTAY DNS #5%55 1 B,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 151



KEEMRIERS

N - o a 5]
gh AR <) Essentials A AR O
Resource group P address
citrixsamiclem: - SUPPORT + TROUBLESHOOTIN
5 ng system Lacation DS name
Running Ln X West Eurape - H Auditiogs bl
Location 71 Suls e
West Europe fessional with MSDN i MNew support request >
Subs
H l i-dafa-d6ae-beTh-64Tacdaselca
EMERAL
Subs 4 o "
an ; — All settings =
df22436f-d4f3-46ae-beTb-6479cdaeefca citrinsamidemoy/default eGiE .
Y Properties >
| settings =*
& Cenfigurtion >
Iuonitoring “LI./:i es
onitoring ®

RESOURCE MANAGEMENT

CPU percentage

& Tags
& Locks

o Users

v | v | v

B Exporttemplate

Add a section

RN 1P Hiht/IDNS 2FFREHEE. 1 VM EFE— DA DNS #int, Xe]FFEM DNS [Xig
Y#¢%CWWEM%,ﬁﬁﬁﬁtwsﬁ%@ﬁ&PﬁME%ﬁME@mEm%ﬁvm

Assignment

Dynamic [elils

IF adldress &
40.68.28.181

ldle timeout (minutes) &

DWS name label (opticnal) @

ns-citrizsamldemo w

swesteurope.cloudapp.azure.com

BERASERN (Z24)

=HNET VM BE—ABoH AN AERRN, FAREE, REEEFI N 1P ki & B)F,
B 1P UtAHE, BIAERT, Azure S0IFF RDP ¥ &EIFFE VM, Citrix Gateway 1 ADFS fRSS
SN K TLS TRE (443),

17 VM MO, RERETWMRELANT, IEAMMZ SN LIRS LML RE,
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Essentials ~ fa i S Essentials ~ 8RO

Security rules

1inbound. 0 outbound SURFORT - TROUBLESHOOTING

ed with

0 subnets, 1 network interfaces B Auditlogs >
ith MSDN dith MSDIN & New support request >
Sul an D 51 ription 10
df22436(-d4f0-d6ae-beTb-6470cdaeefca df22436f-d4fe-d6ae-heTb-6472cdaesfca GEMERAL
All settings =
!t Pproperties >
)=

£ Inbound security ules >
7 Dutbound security rules 2

BEXER
ZEAE 2 FAS RENRENTBSE R,
« BIH FAS BB AR —PBTT BLh
« RERE X EEBREE —X PN
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Federated Authentication Service 2303 X4

AsEidR

TRNEBT Federated Authentication Service 2303 XM EEFR, BB * XLLEBHAEH,

11T RSS iR

=L EK

17 Mar 2023 Federated Authentication
Service 2303 B#IIRRRA & 75

P

£

Federated Authentication
Service 2303 FY#IBRRRA &
. BXIFMER, FSHAFH
12THEE,
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