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Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StorevirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
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Set-STFStoreLaunchOptions -StoreService $store -VdaLogonDataProvider
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E{=IEEA FAS, BEERALLT PowerShell B :
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Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

Ao 3 (o2l 2R ™

NRIF(F FAS 5 Citrix Cloud &5 EH, WELEEHITIHSE,

E{EF FAS, i5¥¥ Citrix Virtual Apps B} Citrix Virtual Desktops™ Delivery Controller BZ& A{EEiE
#3|EH StoreFront ARSZ2S © 5517 Set-BrokerSite -TrustRequestsSentToTheXmlIServicePort
$true PowerShell cmdlet, it _EHZ D Delivery Controller, BN ibm REEiT— Xtk

AN
Mo

ACiE 40 SRER

L& FAS [5, ERZEPRENHRKIRRTARBEPIEERSRNVTERERR (FQDN).

HARIERZEAY StoreFront RSS20 R ZEUERY Virtual Delivery Agent (VDA) EE1E[ERY
FQDN Fti&E, SHEARIRNANBRSSRES.

REEEN, UTFRAEFEEFNEE—EBTFAREITENNSEE, B2, XFA2NEN, RE
StoreFront fR$Z28. VDA #5517 FAS BIREHI 2891 BE VI EEEER FODN 7%, FAS BIRliEE
BT, BBRATE 6,
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S 1. 1T %% FAS BIARSSE: £, #% C:\Program Files\Citrix\Federated Authentication
Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx #1 CitrixBase.admx X {4 A Kz
en-US X%,

@ - P | . = Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | | Search PolicyDefinitions )

. ~ €3 . -
457 Favorites Mame Date modified Type Size

B Desktop L en-US 22/07/2019 09:04 File folder

4 Downloads || CitrixBase.adrmx 19/07/2019 12:28 ADMEX File 2 KB

?_—3; Recent places u CitrixFederated AuthenticationService.admx 19/07/2019 12:28 ADMX File 4KB

I (M This PC
W
3 items = =

BHIE 2. fHXLE 4 & HIR)EaVIRIEHIEE, FIFEMRBE C:\Windows\PolicyDefinitions 1 en-US F
XFf,

SSIE 3. i51T Microsoft BIBIZEHIE (MBS 1TIEIT mme.exe) o MIREME=MR, SEFRSXHE > ARINMNER
BRI, MMIARKERRIESR.

LRGSR TNIRIEF AR REY, EENE, ASEERINTER, 3E, EoUERZIEENT
BRIENIFRIEFIEFE—NEHAREY R, RN B Fis1T22MmEY Citrix 204 (
VDA. StoreFront fk%Z23. BT E) BFEITEN.

a Consolel - [Console Root] =-|o| x
&4 File Action View Favorites Window Help -[=]x]
¢ [@ = @@ Select Group Palicy Object [ x
] Conzole Root Mame Wl to the G Policy Wizard — | Actions
Add = J MM
Mere Actions 3
fou can select snap4ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Movailsble snap-ns: or on & local computer.
Snap-n ven | Lise the: Beowses buston to seiect 2 Group Policy Object.
FADevice Manager M o aeeea Poloy
G owce M
= ik Management Mer
DN i Group Palicy Object:
T Enterprise BT Micr = | |
{21 Event viewer Mir
I Folder Mier | E _
2 Group Palicy Management M owse for a Gre
[ Growp Policy Mansgement Editor  Mier
= Group Palicy Object Editar Mier d | DomaineOlUs [Spes | M
=/ Group Palicy Starter GPO Editor Micr chang - )
| PIntemet Informatan Services (IIS... Ma | | | Lookin: [ crtest net | mEgaE-
'%PWJ'“":TW | e~ Domains, 0Us and frked Grous Palicy Coiects:
i Mame Domain
Description: () Domain Corfrollers cridest net
This snap-n alkews you to edit Group Policy Objects whid E Defaut Domain Policy
of stored on a computer,

LR 4. SMB T BN EC B/ SRS/ EIERAR/Citrix QH#/%{??LW»IE”EF'EI’J:%’FAE/}J‘LzEﬁE SR
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File Action View Help

e HE 2 HE T

=/ Default Domain Policy [DW-DC.DIW.NET] Poliey ||T= thentication

i Computer Configuration o . _
w ] Policies Federated Authentication Service Setting

» [ Software Settings

< oy

Federated Authentication Service

> ] Windows Settings Edit policy sefting. |i=| Storefront FAS Rule
w || Administrative Templates: Policy definit Description: |==] In-session Behavior
~ [ ] Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your

Citrix environment with your Active

| Control Panel . .
> & Directory infrastructure to allow users

> -_:I Network to log in with non-Active Directory
|| Printers credentials (e.g. SAML assertions).
7 Server

5 [ Start Menu and Taskbar If you enable this policy, you should

» B System specify a list of servers running the

S Federated Authentication Service

> (& Windows Components identified by their FODNs (e.g.

[ All Settings fasserver.company.com).

5 || Preferences

w 4%, User Configuration
» ] Policies
» || Preferences

< > | Extended £ Standard /
3 setting(s)

N HITZEF CitrixBase.admx/CitrixBase.adml RS ZINE] PolicyDefinitions X438y, “BX&
BMWIERSRIEBEF EI GPO LAIA. ZRFPE 3 G, "HEEMNRIERS RIKIZET
FIFEEEER > Citrix A > FHEIUEH R,

SRS RS EMIIERS REHEEFEREH. XEEATLUERERERY, BUUEEFEE
FAS BR552509 FQDN,
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B Federated Authentication Service O .

@ Federated Authentication Service T Next Setting

() Mot Configured Comment:
{®) Enabled
() Disabled

Supported on:
Cptions:

FQDNs
List the installed servers in y Value
e

FOQDMs | Show. o fas 1 citrixtest net]

OK || Cancel

OK Cancel Ay

I 6. HiA FAS IRS525HY FODN,

NRIFHEAZD FQDN, NIFRMIARF SIS VDA, StoreFront fR328 (RIR7E7E) # FAS
RS EBFTEIIMNINF R —. 52RAERISE,

R 7. BERAELORHARBASHNBARKER. LS EENENTEN (IMNGRITE
1T gpupdate /force) LAfEERER.

REATA

ULERBSTERIF ) VDA RIERRCE—MUB#E, R RIENIES. FENMEHEE. R
BRI A AR T ORIEBN FAS MNAFRBNMEREN, REREBF TR, FSHRE
F,
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@ In-session Behavior

() Mot Configured Cemment:
(®) Enabled

() Disabled

Cpticns:

Previous Setting [NExEsetimg

Supported on:

Help:

Prompt Scope | Per-process

Consent timeout (seconds):

m

Disconnect on lock

Enabling this policy activates an agent process

(Citrix Authentication. VirtualSmartcard.exe) which runs inside the
user's VDA session. This agent process provides support for the
following functionality:

- In-zession Certificates
- Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BRALLERRHDIF FAS RIBH#HZEEAFP K VDA £1EF551T.

BRI ERBEHELE FAS IBHIZITIT,

RTEE

INREALLERRES, RAEERZFNARTAPRAERTNARFERIIENIER. B=MER :

[F =By

ERRE—ILEMRERZ LT, WRFFHRIRER.
BHERE—S T EREST
BRERE—AFSTHRER, WETFNATRIEFNFRERER.

HIEFE S RIRE R R R,

INREALLRE, FERERHERRSRSE (UMWREL) . Fi0, REHN 300 Wi, AR
BRDHWHRER—XIETR. BEAEN, SRLBRIERRRTA
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BT B %
MNREALLERE, YAPNERRN, ERIENEMMAEE. ITARUTBREEEINITE
EERR, YA I&E Active Directory B REEN, EEALLINEE,

PERTERERERE A T VDA LB R

ERBRE S MRS EEEG S

RE FAS BIBEHIRERTF AZHERE, (B PowerShell REIRHT ESHKAET, B X FAS
PowerShell cmdlet BIE &, 15EI% PowerShell cmdlet,

FAS BIBIZHIB81ER FAS N—Ei D&%, BoiREFRSME—1ER (Citrix Federated

Authentication Service) o

BXREAEEZEHEHN, ER5ISEBERUTERE, XU
o EREIE PR
o IRBEIERMANI,
o I FAS ERIEB M AN,

BRI UE AR ERARELEFaielHP— L5,

FAS EIEZHIEAERTIAM FAS RS, MBEFTE, ERIUEREH A LA EERHAR
S8 ERITiERSS.
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another sewerl Refresh

Complete these setup steps:
Deploy certificate templates Deploy
Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREIE PR

AR HMRGBERFIERE, FAS 21T =1 Citrik IEBRIREE B SR,

 Citrix_RegistrationAuthority_ManualAuthorization
+ Citrix_RegistrationAuthority

« Citrix_SmartcardLogon
XEEARMRA AT Active Directory M, REERE 1R, AEREWE
At B (/en-us/federated-authentication-service/2308/media/deploy-cert-templates.png)
BARAECE R 72 B2 (certificatetemplate B9 XML X3 E], XLEXHRE FAS ZEF
C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates
IEPEHR T, (/en-us/federated-authentication-service/2308/media/certificate-templates.png)

INRIERBLTEXERRERINR, IEFERZLER Active Directory EIE 51,
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BEFLERR, EAUMNSEIEREI AR FEITLLT PowerShell an4s -

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late™")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory IEH RS

R Citrix IEBIERE, DIFELHBE—DEZ Microsoft BAIEPMANMRS 2R L. BXA0
fAIEBZE Active Directory IEHARSS, 1EE IR Microsoft X1,

EEEEIEBMANENENER X AEED—BIRS 3R AT ER, FESBIEBMANAE KL
mell

(BT LUEA Microsoft IEFHIMANAAEZES & X HIEBIENR. )

A (L E{& (/en-us/federated-authentication-service/2308/media/setup-cert-authority.png)

RANER S SR IIEARSS

S B IS Th FAS RIS, BIBFEH|EE M Citrix_RegistrationAuthority ManualAuthorization &4k 4
BOERIER, REMELEEEERBIZIEREMER AN,
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X

&8 Citrix FAS Administration Console - connected to localhost — |

Initial Setup ‘ Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificata tamnlatas Deploy
£$ Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Setu P acert Authority certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Administrato{' must signin to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize
Certificate authority:

| Y |

Create arule Create

A rule defines a sm|

You have no rules ¢

Create an authorizg

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BREXE, ERERE Microsoft IEBIMANMIZRI SR FFAEIER 7R, (FAKRE FAS ItE
MUK BIRFAIRIER, IEBMANMER R B AMASIELIZIER, FAS RIECEFBELRLE,

FAS BIEZEH AR BT — PRI BN, BEREERER MA SHEL"

7£ Microsoft IEBMANMEIZEFI G, ERETFHEES", AERIEBIERER ML HEL" 1
RIEEFME”, FAS EIRIEHI G2 ERENER, NREEREFEL", EHEREREIRER.

IFiIe Action View Help I

e 2oz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Mame Request C
4 é citrixtest-CA-1-CA R S— BEGIM ME... —tr - T b [ e o smmrim 37407 /3040 404 CITRIXTEST\FAS-1%

| Revoked Certificates All Tasks 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

| Pending Requests ;

| Failed Requests Help ssue

| Certificate Templates Deny

< m [ >

Contains actions that can be performed on the item.

FAS BEEZEH o= Bt I 2R SEm. XAIRERER/L7H.
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&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize

C Authorize this service

There is a pending authorization request on Cancel request

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

ECEXL

FAS ERMNFNMAIES, BT VDAERMRIERER, HiRYE StoreFront BIHER#HTT,
BERMUEEATAS :

o SEEFEKRIEPH StoreFront BRSS85.
« NEEKIEBHBEFE,
o RIFERIERR VDA IHEE,

Citrix N 8% A default’BIFLNI, K} StoreFront TEEX% FAS B &iEKEZM,

EoI L RIBREZEEXFN, 5| BARRERRRFMIEBIANME, HNERENEERENE
MR, XL BT LA E N HAREA StoreFront BRS5288L Workspace # /8, FHHRBE B IE
INACE StoreFront ARSS 28 IR FMER B E XN,

BHeUE (SEMNETF ERHIERAN) UEHMNEERS, ZaSHUREESLULIEMR
Mo “FN"EIN+ BRETMNATHE,
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&& Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default y E Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ZRSKWEUTER !

Bk . BT AR IEBRIIEPER, XN Citrix_SmartcardLogon RS EIEHEIR (GBS
IEPIER) -

IEBMANM © 5% B PIEBHABEREERMEN M. FAS XERMZ MIEBIMANM LS
BIERBNAH T, BFRREEEMEBTNANEIREE TN RIRAIA" BERIEBMAN

B,
RIERER | RITFRERERETEFEPE S I EERE VDA BFER.

s RAFRERFER (BN, #5 — IBNATERRENERE, BREEMRIEETRGRIR
UEH,

s RFRIEARFEAEEF — AR ESHIIEEEROARNER. ASHEF RARIEFIIED, M
VDA £1EFIAHRBZEIR (B0 Intranet LS XA HE) BILUERA Kerberos B RS Fi#H1TIH
m, RtEAREBESIERNIER,

MREREAFRIERCEA, WEXTNERRIERITHARBHGENETF VDA, G, IERE
ERERBERFPI N NEREEPUENBZERER. fi, NRFEX VDA 2IEFH Web
RS 8533#1T TLS BPIRIE, N Internet Explorer AIMAfERIZIEF,
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IHIEIEEE] | ZASERY StoreFront fRSZERITENTIR, XEHBENENERBTRAERAEHERE
BIEF, WFAEXLENR, EEILURINET AD R4,

BIEHIRENZEMEXETE, YIEEEE,

AR

MRV FAS BRS588 5 Citrix Cloud 551, NEFHEE AR, = Citrix Cloud BN
B, StoreFront iFRIRFRIFHRER, ZAILURFE—FLNE Citrix Cloud At StoreFront BPEL S
£, ZHAM StoreFront FEAFLNIEY, StoreFront i RIAFRBFAE .

ARINMPR (RIFETEBH") ELEFAERNS. Eit, TNTEBBHAARITFERN StoreFront fRS528.

i Permissions for StoreFront Servers -

Security

GI'CIIJD ar User names:
& STF-1 (CITRIXTESTAS TF-15)

| Add... || Remove |
Pemissions for STF-1 Allow Dery
Assert Idertity ]
ok ][ Coos | [ ooy |

BRE! : FILAER FAS BERAFH VDA it BHFIRURALGET FAS fULIEBRAF SR,

- B VDA BRI IRIEEMLE VDA AJLAEH FAS BREF. VDA FRIKIASIFHITEN.
- EERAPNBAFEISEWL AP B UER FAS % VDA, BRPSIREAAIZAF,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 25



KE B MRS

INR FAS BR800 5 VDA AP BVEARE, MATUESBIABR

Securty

GI’DIJD ar user names:

Domain Computers ({CITRIXTEST \Domain Computers)

Pemissions for Domain

Computers
Rehing Party
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Securty

EI’CIUD ar user names:

Domain Users (CITRIXTES T \Domain Users)

Permissions for Domain Users

User Authentication

=AM : $57 M Citrix Workspace IR B R TS BT R BN A ZAN, &E#E Citrix Cloud BY, &BIIX
EFEZE BT Citrix Cloud BIFIN, EHER| Citrix Cloud &, £ 8] LOET %8R Citrix Cloud 384
R Y B B S
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&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refres

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

h

%33 Citrix Cloud

RET LA FAS BRS523 5 Citrix Workspace & #%!| Citrix Cloud. iEZ (AL Citrix Workspace X &,

1. FEEIgEEI R, £9%#%3 Citrix Cloud” TR &,

© 1997-2026 Citrix Systems, Inc. All rights reserved.

28



https://docs.citrix.com/cn/zh/citrix-workspace/workspace-federated-authentication.html

KE B MRS

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. EBREERINE, ARREE T

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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i 55 bl (X 32 fE Citrix Cloud,

3. BOETR—TNMH—EME, ZEAEHLMTE Citrix Cloud FFAE#ME, B XIFMAER, BEEHE
{8 Citrix Cloud EAH~ .

&4 Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESODAR

Summary

( Waiting for confirmation...

= a=B

4. EAMBEIEETE, M THSIRPIERFRFEINERUE.
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Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

&4 Connect to Citrix Cloud — O X

5. SNREA, EREFIKF, AREEEEE FAS RESBNHRME, LEHME, AR XHABIA

B Mo

6. EEFEMMER, ERAMEMNZEIZMN, BET—F,
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Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

&+ Connect to Citrix Cloud — | X

7. EHRELY, BEFEmUGER Citrix Cloud &,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud &7F#f FAS BR5528, FRHEHERTEER Citrix Cloud tk P YRR E T1E Lo
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==

A FAS RS ERIAMA AP IES, AR F2FIA1E Citrix Cloud # Citrix Virtual Apps and
Desktops.

WrFF & Citrix Cloud BYEE:

MIZRY Citrix Cloud IR B PR FAS fRZS28/5, 207 Citrix Workspace XE HFriR, £ &3
Citrix Cloud Hi%$F 2H,
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RRECE

ANHHNXERMTHE XKBIFMIIEARS (FAS) WERELEMEERERE.

BXER

« FAS ZENMIIGIRENETESERME LEMEE X&E,
(BREBFREN) XERMETEE FAS AREMNEE, UKIERE X E§ RAREHIEM
N ER &,

AEFEF RS S AWIERSS

AXNBTELZHPHREERSIEMER (MSP) IMEHERES BRRIEIRS (FAS) T B, B X4
S8, 5% BE44 | Citrix IRSBIR{HES DaaS.

FoREZM
+ 5487 Citrix Cloud HEIMIZRIBIERRBITIUR, 5% HBEL, HEH EXERRINR

« BEBREIUBP,-MSP XK. BXIFAESE, BB EAT Citrix ARSI Citrix DaaS.

BOiE MSP &
1. FRA=EEREEE RIFEA AT Citrix Cloud,

B ZREIEERS FAMEAIRMERES Citrix Cloud,

IE S A HI2E X BXRVISE SAMEIRER > B/ TR A,
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B Citrix Cloud x e

< C (Y @& uscloudburrito.com/identity/domains

< ldentity and Access Management

Authentication Administrators API Access Domains Recovery

+ Domain | C Refresh | (] Show Unused Domains

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local coe >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v
iz AT J * )j
2. ’ITfiE/EH'* ==} gzl E. o
N N Lt s PN I
SRR, ARBL TS (.), BRE EERSE,
B Citrix Cloud X+ v = [=] X
& C () @ uscloudburrito.com/identity/domains e % O@
= | cifnx 2 o
© |dentity and Access Management
Authentication Administrators APl Access Domains Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local ooe >

Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v

Manage Federated Domain

Disable

WEEAHES +o ARRE HA.
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3. WIEX XAV S FETEAH.

WHBAENE, EREFEFIE S, BRIBRERIE SGMBRER > 15 T

IO X BXRUIR B B 17 7E THH P #(/en-us/federated-authentication-service/2308/media/fas-verify-

domains.png)

R[E] MSP B,

4. &I FAS BREZ 23 H IS EEM R Citrix Cloud,

7EFH BV Citrix Virtual Apps and Desktops #JRFTTERY Active Directory (AD) MAIZEE FAS, ¥
FAS E#%]51% AD MX BN R IRAE, BRI FAS IRSER, 1581 REMKE.

5 BREEPER
HEFRERER FAS
- ILEEHNEDIREIER (1dP)

PIREEFEF, %3 SMMHNER > BHRWIE. FEE)ZE0 1dP HBARAD 5 1dP [F
27
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- RHEFEHRA FAS
23 TEXEE > BHRIE. EREEIRENSRIIEFHER FAS,

E A FAS 8 (/en-us/federated-authentication-service//current-release/media/fas-enable-

tenant.png)

BRI

TEMFRTE A BYEX Sz AR MSP BIFE— T BN, AR AEFERA FAS, BRTF
MSP FBFEZE, FAS HRXMK.

Azure Active Directory B R &5

Citrix BXFSF R ILIEARSS (FAS) AEMABBEIZENIE (VDA) IRIHESAER (SSO), FAS &
[ VDA IR FIEPREI SSO, VDA fERIZIEF M Active Directory (AD) IIEFEF 515, BR
VDA ®iEfE, TEEHIIEEIAIAE) AD FiRo

1BE , Azure Active Directory (AAD) BISEHER 5/&8Y AD 1 AAD 2B #1TEY, MM AAFPMITE
VMEEEEEM. AXNETEER FAS BY, M VDA RIEWEBSLIL AAD SSO FREHERANECE,
XAV P TEEFHRIEENTHIRS AAD RIPEIN BERF

=r .

b= W

FAS TREFSHECERIRILY SSO AT AAD,
IEREE FAS RIERIEH,

1B LAUE AT ARY FAS,

RO LUEA 15 FAS BIEfahiA VDA,

. J

AAD SSO MU ABLEE TR :

AAD B{RRIFIEH VDA BMA VDA BE&MA

rE £ AAD 4 SSO £ AAD EFEBH SR
JE

BX 5% Active Directory B & 7£ ADFS EEH Windows & HA{R WS-Trust
B 5IEARSS (ADFS) R 50IIE certificatemixed i = 2/ A
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AAD BRIIFIEHR VDA BlA VDA BE&IA
BXERE=H B MIRHERER FEHRE=ARRAR FRE=ARRAR

« F£B AAD B 25 B1HIETE AAD Fi#1T, BRFIAARN, AAD F1PIIF,

« BXE AAD 15215 AAD ECEN N BEMRIIETEE DR EMUE, F10, EFMEE ADFS HE=H
B EER,

« JEENMAR VDA E/0A AD #1 AAD,

BNALEER VDA

FFENMAEE VDA, B Windows B4R 5IE (584 LR AR Windows B2 581EE,
Kerberos) SEIR¥t AAD B9 SSO., HFF M VDA I1EFIAIEIS AAD FRIPHIN BEFE, S&%3t
AAD BB IEIE, TEIERT 2R3N EHINIETIE ¢

Federated IdP AAD
or ADFS
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windowe
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

BR4TE AAD EHZ2RENE &SR,
BEXHE ADIHIREMNEER, AR TEESER,
HFEESE ADFS B9 AAD 15, 157F ADFS BR5528 /S A Windows B 15511,

NTFEREGRB =S FNIEMEZFR AAD B, FERLBIBRARE. BRRIENSNIRHERERF T KT
B,
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BRI LU A BN AER VDA ZHI R ARZA T EEIAR VDA, B, M FAS iR
4% AAD ERIFTSHE (PRT),

EBRIMAR VDA
JEEINAR VDA FBIA AD #1 AAD, HAFERE VDAR, SEIEUTIH .

 Kerberos ZE R FEIE (TGT), BT AD BRHITEMRRKIE
o ERIFTH (PRT), AT AAD BIFRHITHRMAINIUE
PRT @88 X APMTBENNER. AXE, IERMNAT AAD 45105,

T FAS i@id [ VDA IBRIEBRIEAF 514, RtkRBEESLM 7 ETFIEHE AAD BRRIERD
8EBIE PRT, TEIERT 23N EHMIIETEE :

AAD Federated I1dP
or ADFS

3. Authenticate to AAD 3'. If federated,

b ettt with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD g A
with FAS user

certificate Domain Controller

Hybrid joined VDA

BSEATIE AAD BIRFEENE RIS RITR-

JTFHEER AAD 15, i5ACE AAD CBA., B ¥ FAER, 15217 Azure AD EFIF B S 1050 FH]
i, VDA f£F8 AAD CBA &I 8 FAS iEHE AAD BiEAF 515,

Microsoft X1t 7 ERERFIERER, BEEERXATEET FAS AFIERERNEER,
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FHTFEBESE] ADFS B9 AAD 13, VDA R ADFS BrRZ3 23089 WS-Trust certificatemixed % 1813 FA P
B FAS iE$H[mE AAD BiIFRF &5, ttis=E2IAEH.

N FEHEERIE=FBDIRMREM AAD 15, FIREFEERLNBRAAR, BHIREENIEIR WS-
Trust certificatemixed iim. BHERENBDIREE T KEER.

IEBI A AIECE

AXNBTEEBMRIRIEARS (FAS) SIERMANIM (CA) RZBZBIEMIHEMEIE, FAS EIEEEH|
BAZFEPARZHECE, XLRAFERE FAS 1I213H) PowerShell APl EHRITAN FRYERIFEEZ
7, E7iZE% PowerShell BIE AL,

REZ CARSERLATF FAS
BRI UE R B S mABFNIETS, {FH8 FAS BIRIEHISECE FAS 52/ CAESFER :

&% Edit Rule — O X
Edit rule "hello"

Template

Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
@ Certificate authority balancing and failover.
In-session use
Name Status
AaEres el Template available
Template available

Restrictions

Summary

< >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IRERBIFTE CA #B4 A A% Citrix_SmartcardLogon IEPEMR (BRI PR pEEER)

INREHRLERBEN CARKBAENER, 15AE CARIT REIEBMANNE TE,
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BEARGREA CAHIT BAULARS P8, RAELSRAEERIGER AT ERER
CA.

AT M E R

FEHEZ CAIRSIOCE FAS IRSZ 3G, AP IERBEMMEFREEEEN CARSEZED L. It
o, WMREP—PEEERN CARSZJ[/REKE, FAS IRSZBIFIHUNIRE]S— 1B CA RS 25.

BoE Microsoft IE A HALIHTT TCP 18]

ZRIANERT, Microsoft CA £/ DCOM #1Tih1A], XAIRERTELMAABLZ 2 SEE 2, Rt
Microsoft ¥t 7 —F iR EIEES TCP im O8I, 7E Microsoft CA £, {E/A “FFHa">“5
177>dcomcenfg.exe ¥ DCOM ECEMEMR, BFF i+ EV">“HEIBAT>DCOM iE" UK
CertSrv iER T s, JAE4%4E CertSrv 35k DCOM N ARRFHEM :

CertSrv Request Properties |2 | X |
[ General | Locaton | Securty | Endoorts |[igentty |
DCOM Protocols and endporrts
T ... default system protocols

4 Select the DCOM network protocol sequencs that you want to
o add . Enter the endpoint detals and dick OK when you have

Frotocol Sequence: Cormection-onerted TCP /P

() Disable profocol sequence

() Use default endpoints

() Use intranet range of dynamic endports.
() Use intemet range of dynamic endponts.

[ ok | [ cace |

Leam more aboul getiing these properies.

ok | [ G || o

B ARE R LUARBSARE S HIEE TCP OS5 (EBA 900) .
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BHE ) Microsoft IEBMA VM FIERIERIEK, WMNREFIEIT netstat -a -n -b , BNIZE
B certsvr ILAEIETEIPFIHE 900 :

TCP 0.0.0.0:636 LISTENING
[lsass.exe]
TCP 0.0.0.0:200 LISTENING

[certsrv.exe]

TCP 0.0.0.0:3268 LISTENING
[l1sass.exe]

TCP 0.0.0.0:3269 LISTENING

TEAE FAS iRSS38 (SEMEMERIERMANEAIITEN) , KX DCOM A RPC iHO#1T
MM ER. HBEFPIHEEFER DCOM K, EREERIEHRSES3 LA DCOM RPC BRSS, FHiEKiA
A4FER DCOM fR$B 25, XL i%O 900 TH, #H DCOM fREB 2S8R FAS IRZ [ UNMHE
%

TR AR I

£ FAS IRSBSEHPFERAFIERE, ARFNERNENGEELEE. UTHINBTNRHARENHZ
N FAS BRS3285ThR LRI,

FRHY Active Directory R %3

ERILGET B AD FHFA A SIREFMERIXHR (P10, .csv X)) KBFEBER, WX TRA
P 7o

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8

-delimiter "," $filename

} else {
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Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser 2 — i cmdlet, BFEIIAFSIR. LENRAIEZ—HESRESH, BTN
B UserPrincipalName Bk FIRZS R “enabled” 9B F,

SearchBase £ 48/\ 7 1£ AD FEZRAFHVERE, MREELSZ AD FHNFRERF, AIUERIES

o FE  EWAREEIRERF.

CSV BB !

B user_list.csv - Notepad

File Edt Format Wiew Help

"UserPrincipal Name"[l
"testuserl@bhvt. local”
"testuser2@bvt. Tocal”
"testuser3@hvt. local”
"testuserd@bvt. local”
"ucs3isBbvt. local”

"ucs3o@bvt. local”
"jime A N@kver Tass1"

FAS BR3538
LT PowerShell BIASIRER 2 Bl R BY B P 51 ZRFH R A P IEH5IER,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName
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if( $server.Server -ne $NULL) {

New-FasUserCertificate -Address $server.Server -UserPrincipalName
$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

INRIEBZ FAS RSS2, FERPRIEBRERMR | —TEERSHF, Z—TEXELRBR
S5aaHo

TEMHAERF %A default’ 89N, MNREERBAIFNEFR (Fa0, “hello”) , RETXEIA
g $rule TEET],

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default Z W summary
hello A"

IRubname: hello I
Status: OK
Template: Citrix_SmartcardLogon

ST EMVADIED

MNBIEEFERAZ FAS [RSE28, ERIMULEET FAS RGERMASEMEEREF,
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1A B LAERR GUI EFIEIN FAS ©

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create

0 Create arule

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

TR TES

1. SIEHHISHEES | New-FasAuthorizationCertificate
2. IETFHENGER GUID, R TS IR[E] ¢ Get-FasAuthorizationCertificate

3. ¥ FAS PRS2 E T4 1ET . Set-FasServer -Address <FAS server> -MaintenanceMode

$true

4. THRIBOIEAGESD | Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. {# FAS RSB IEH 3PS | Set-FasServer -Address <FAS server> -MaintenanceMode
$false

6. MPRIBEIIZFBGES © Remove-FasAuthorizationCertificate
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HXER
o (REMEEY XEZ FAS RENRBEMNETEESEZZE,
« 2 IlH Federated Authentication Service ZRETE SPELEH —XXHHIT T B4,

« HRFR A XERE BREE —XPNE.

FhEAfRIP

=T

IEBFAETE FAS RS54 LRYBRATVBUERESR. XEXBIFLATAET FAS IRSS2HIMBARSS K 716,
HERIMTIENRA FHo

FhEAEMRAEE

o SIEMAAIIER X BXA9FLEA, KRB Citrix_RegistrationAuthority JEB1E#R,
« 5EPIIEP XEXAYFELAEA, KB Citrix_SmartcardLogon JEHER,

SopR BB RAEMAAIIES | Citrix_RegistrationAuthority_ManualAuthorization (ZRIABERERA 24
/\BY) F0 Citrix_RegistrationAuthority (BRIANERERAREE)

£ Federated Authentication Service (FAS) EIR#IZEH| S PIRISE ETEL B 3 &, HEPHIR
BB, FAS BRE2|SER—TEAX, HHPERELERLEIIEDMENM, UIKE
Citrix_RegistrationAuthority ManualAuthorization iE$H, XE—MEEHER, BIAERERR 24 /)
B, MEBMANM AR BEMALES ; EfAAAEERREIERMANG EFoiEi. —BiE
PIMEL FAS RSS2, FAS fH#H Citrix_RegistrationAuthority ManualAuthorization iE B 5h3k
BY Citrix_RegistrationAuthority IEH (BRIAEBERAFE) o FAS BRSSERTEIREY
Citrix_RegistrationAuthority IEF/5, =IZEMMIFR Citrix_RegistrationAuthority _ManualAuthorization
HIIEHFIZ Ao

SEMAADIES X EXRIRA RIS A8, EEMATAIE BRI DITFRE ZA AR ER AT W ER
FCER AP SEAHIERER, Eib, ZHILERHEAAZBRIUENZETERRFERRFR,

IEaILUECE FAS BRSS28, LB U T AR Z—RIFIAE, FERFESEALSHNEZEEK
« Microsoft 12583 RSA 1 AES NNERZIRHEFIZF X Microsoft R ZRAFMIRHEER, BT M
MAZIEBFI AP IEBEIFATR,

* Microsoft ‘FEEHAFMIRHEREF (BFREEFAER (TPM) &F) , BFEMIMEREIFL
£A ; LU Microsoft 38588 RSA 1 AES IIEARSZIRIEIZF L Microsoft BRI Z HHFMEIRHIE
F, BFRFIEBHFLAEE,
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« BAREEIR (HSM) I EmNERS NEREFERMHERF (| HSM 18E) , BT MG
IEBAAPIERRIFAA.

FhiAEcEIE

FCE FAS UERX=MEDZ—. FRAXARIERmIE
Citrix.Authentication.FederatedAuthenticationService.exe.config X1, ZXEHERIAIER FAS
ARS528 EHY Program Files\Citrix\Federated Authentication Service X3,

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!—— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ ——>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] ——>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.LogLevel" value="3" / ——>
<!-- Logging: Event IDs to not log (comma separated) —-->

<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress” value="" / -->
<!-- Logging: Disable Key Management logs —->

<!-— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>
<startup»<supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS (XTEARS EohEHEEECE X e MNRER T EEME, NMMEFHESH FAS FREFHIEEEN.
7£ Citrix.Authentication.FederatedAuthenticationService.exe.config XN T AR GBI X & :

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderLegacyCsp (£ CAPI #1 CNG
API ZEI]HR)

=] p=2 =4

i

{EF8 CAPI API

\
/

false (ZXi\) {#H CNG API

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (E{EHNIRHIZEFEST)

=] p=2,

MERi8IR A RSA l AES MEMRSIRIERZR BRIA CAPI B2

Microsoft B4 AEEIRIHIZF ZXA CNG 1112 F
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=1

Microsoft & & H1F &R HIZF

HSM 17 CSP/Z sAfFtEIR 12T

p=d 2

AL TPM 'R, EER, TEIE TPM
BTRPEHR, X TPM BT EMIEEHR.
NRIE R EBULIFIRFIETT FAS RS 25,
BEWER TPM MESN EERRFHNE, T
R E TR,

B HSM ViR, ZERMNEmRF. R
IS REEBUEIRFETT FAS RS8R, BE
ISR HSM HIRE, THREESRFERI .

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType ({X7£ CAPIAPI NIBR T =

)

24

P

#RINE. 5 Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B PROV_RSA_AES 24, BRIEZRF
HSM & CAPI & A HSM S H
E, BMREEES 24,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (% FAS FEEHITHAEHIR(E
B, EREALAEENE) ZEFHBNTSHE TS, NREHZR, WRFER TPM BiE

fifio

TRIP

GenerateNonExportableKey

GenerateTPMProtectedKey

P2 =3
FAEARTUAZ o
ko FAEATESH
AR ER TPM #HITEE, AMABEIEE

ProviderName H387EHY ProviderName 77fi#
(170, Microsoft FEZHAFMIRHERER) o

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (& EFAFARIGIER)

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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=] p=d 2

2048 ko WRILUER 1024 3§ 4096,

REXHFREUNELAXERTNT (RERNEUIEETR)

Provider

L “True” “False”
egacy
CAPI API (CNG API)
CsP ( T )
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider Enhandcii:SA HSM Vendor HSM Vendor Microsoft Microsoft
an ) KsP Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, hlERor 4096
EEEARTA
71

It RBIEZEGER Microsoft ER{H & tATF BRI 2 1 (EBVEMAIIE B A B A IEH AR,

XRAMINNZEEERE, TRMANIAEE,

=~ 2

LERAIRTR T EMAMIERF @S Microsoft F 5B RFMERHIZFFMETE FAS IRSERAVE
% TPM B, URABFIEHRIFLATAFER Microsoft S sATF R IRIZF1F 08,

b5 REBREZR FAS RS2 FER_ER TPM BE1RHE TPM HIERERISASETE BIOS HEA, RAETE
Windows H4J#81t ; i52% <https://docs.microsoft.com/zh-cn/previous-versions/

windows/it-pro/windows-vista/cc749022(v=ws.10)> o
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£ FAS EBIHIA
FAS BIRZFI S TERITELIIBERIER, RILARENERT, RIEENAR DI EMHIAIE
PHRHTELIEPZRIER,

HITHIRA FAS IRERY, ESEIEPERINGBIEBMANEZE, BEEBNESr (BRBFYH
BT 3)

$R1: BIUNTESATITREIEELEEX G -

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMFrotectedEey" />

B IERN AN AR -

<?xml version="1.0" encoding="utf-8"7>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —-—>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedRey" />

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel"” value="3" / ——>
<!-- Logging: Event IDs to not log (comma separated) —-—>
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs -->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

Hib TPM [REIZEAKE, RIARPBEKEN 2048 i, EFHFEEENEHZHNRBAEKE,
B 2 . E|HFET Citrix Federated Authentication Service M MBRE X4 PiEEE,
SB 3. BRRS.

B4 MEBMRNMRSSFFNMAFRIENIERIERK, RECEMMIERE, EEEN SR
BEFFHNTRE 3 FTAEE, LY, EMVIEBBFIARTE TPM RER. FINERT, ZIUEH
BN 2 5

ERICEMVMIE BT R T EATEETE TPM &, EFERLULT PowerShell f35, RIS MM
IFBHFLAEATERETE TPM &1, NIl PrivateKeyProvider FEXISE &} Microsoft Platform Crypto
Provider
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

SB5 . FREXHHELOUTRE !

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EKeyProtection™
value="GenerateNonExportableKey"/ >

R%E FAS BJLLERCESR TPM RIPESARAFIES, BXNFAMRERLEMS, TPM EM-AI6E
PN

LB 6 . EFRE FAS, XFFRHIIRSEIRINECEX HH RRERRIE, LB EIFARIRIER
FMAFIERER ; XEREAINAAEMET TPM 2, MEEM Microsoft 2R EIRATFERHIZ
o

SR 7 7L FAS EIRIERI S ERRUET+, FHER ZEMEE PmbRIEIRE,

{5 PowerShell
BJLAfER PowerShell B4iEKFEMAMIER, XERAFAGEHIEPMAN MBS ELIEBERIE
KA EMAAIIEBHIAL, ERBEMER FAS BRI & HITE X IMVIEPERIEK,

TR EERAEERFISHRITIN FAS ECEHE, (Elaim MNP R | EEIEBER IR EIE
BAAAA"
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&& Citrix FAS Administration Console - connected to localhost — | X
Initial Setup Rules | Advanced Connect to another server  Refresh
Complete these setup steps:
o Deploy certificate templates =i
The required templates are deployed in Active Directory.
o Set up a certificate authority Publish
The authorization templates are published on:
Click "Publish” to publish the templates on another certificate authority.
Authorize this service
Create an authorization certicate for this service.
Create arule
A rule defines a smartcard-class certificate that signs users into a Citrix environment.
You have no rules configured.
Connect to Citrix Cloud
Complete this step if you wish to use this FAS service with Citrix Cloud.
27 D EREVIERMA £23E, NINEPRER MMC BIE28 T, ARBET
R 2 . EEANEBMANIMARS 2R
Citrix_RegistrationAuthority_ManualAuthorization &1k, SAEER§ HIER,
EEBRET+, BERAMMEMEE. ERFIS, BF7 Offine_ RA, BMHERN 2 F !
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

B 3. EENIERMANMIRSSRL, FINEPMANAE MMC E1EE T, AR5 IEBER,
TERFE, AERLEMEBIEPBER, FEFE NN S ZrIER,
S A 1T FAS BRSS25 EMNELLT PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

SIB 5. 7T FAS IR 22 L ALLT PowerShell cmdlet, 7E FAS BRS32389 TPM R4 RE RSA 23583
FHRBIEPERIER, T | FE TPM REIFEAKE, ABHEKENR 2048 i, ESHIEELED
BHZIFNRAKE,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

fan

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
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BRI

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

! WaitingForaApproval

Id GUID (it~ 9“5ac3d8bd-h484-4ebe-abf8-4b2cfd62cal39”) EELES BHEMNE
;8

* FF1t PowerShell cmdlet fPA—RIEBE", BT ERCEMTMIEBHFAH,

 SE17IE cmdlet BY, FFEE FAS Bt NECEXHHIEEE, UAEEFERNEEKE
(ZRIAH 2048)

o BFELFDD PowerShell BopfYEMYIEBFARIRIED, -UseTPM IRE AN $true, Hit
RAERBRNEREER TPM FREIREARENE,

« BTt cmdlet AR EHECE X FHRIEIIKE.
- E/R4BE) FAS BB A LB RR(ERE, HER FAS B M HHHIRERIE,

« HFASERSSSR& A P IEBUE R TPMIRIFBY A FIEBRAAR, el LURECES R
KeyProtection{E1& & J1GenerateTPMProtectedKey,

BIIER B ERATPMER T &Y, BEEMEANE, BEFASIRS S LWindowsEHEFRF
N AERFHE.
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14 Mone
16 Mone
15 Mone

(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bbe1-44af-8d21-

1159d364d82e]

R

[5ER :

Application Number of events: 3
Event|D Task C...

Lewvel Date and Time Source
14 Mone

@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore
@Information 22/07/2019 12:5%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:

False]

X RMF2ER ¢ Microsoft Platform Crypto Provider”

LR 6 L FREBIEKRERD & FIRIXARIESRT, HEREFRBEIFEN AR .
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E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

< >

IR 7 @I IEFASARSS 28 EAIPowerShell P AU TR, FEPBELIERIZRATHIERIM
RHLH

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>

N

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

ETRUTARR !

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

B A BE R HILIEBMANMTIR"E Do WRFIFENEBIMANMEERESA http (TRER) 0 DCOM
(8P EAft. HIRAA, EIEE DCOM 1ELT
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Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel

IBEIEBMANMIG, PowerShell £ RequestiD :

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

PS C:\lsers\Adninistrator. AUTH> -
S8 IEPMANMARS S L, EIERMANME MMC BIESTH, SEHEBINIER . 12 TI5
K ID. AEARBIZIZERHERME"

LR . REFBMRMER TR HEINNHLRES (EKID KZTE) o WEFTHIER, ®F
WHRER AT+, 2HEHBIXMH . EBSHASHEN. BEHT—%", AXHRIERUTE
In :
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() - Certificate Export Wizard

Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:

() DER. encoded binary ¥.509 {CER)

() Base-64 encoded ¥.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS £12 (LPFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (L55T)

| Mext || Cancel |

KRNI INEHERIEEFFA - PKCS #7 iEH (P7B)’, HEXFEFMRETEE, QIFEPRES
NFREIEE

S 10 . [FSHAEEXHE E FI2) FAS RS2,
HIB 11 @I TE FAS BRSEZ 28 LA LLT PowerShell cmdlet, JEEMAIMIERS A FAS ARSE2S .

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcsTCertificateFile «<Certificate file from step 10>

flan

Import-FashuthorizationCertificateResponse -address fashsm.auth.net -Id 5Sac3d8bd-
b484-4ebe-abf8-4h2cfdée2cald -PkecsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

ETUTRE !

PS C:\Users\administrator.sTU» Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo8bec27@5 C:\Users\administrator.sTu\Desktop\TPM_FAS_cCert.p7b

1 74d4271f-c55b-4ded-87ae-1ff98bec27es

: [offline CSR]

1 978816¢d-8b2f-4695-8c5d-08bb7df1816b
certificateRequest :
status 1 ok
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AINEMVADIEBRIFLFHEMEGETE TPM AR, JEFERMT PowerShell 55, HNIREMAADIES
HFLFAFERETE TPM AR, M PrivateKeyProvider FFE&FI&E 7 Microsoft Platform Crypto Provider :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

S 12 X FAS BEIREHE, AREFEHE.

&2 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AR BNLRS S RHREZELS,

S 13 | EF FAS EIRER S PRMNET £, HRiE RXMEE PAmb8YIL

3

L RBIREEGETE HSM FREYEMVAIEBFAAN B FIERAHA. RFBRESEE HSM. 1Y
HSM [ EFIRHEIEF LM, FIg0“HSM_Vendor's Key Storage Provider’s

R RTEEBMLIFIRDITTT FAS BRSS 88, 1BEWER HSM M BN T BEERF X
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SR 1. TEAEEREGG#T FAS NYIRIRERIE, MR NTE | BB HER MR EILE
PAAAA"

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

S 2. EFER HSM HIERINAR, UHAEZRR HSM B9 ProviderName BN A{A{E, I1REH
HSM /A CAPI, MX#EAagESFHREEZERIIAINEIRSIREIZESF (CSP), WIR&ERY HSM A
CNG, NI rIE R I HRHIZFMMABIRFMEIRHIERF (KSP),

L3 BN TP YRIBECENfF -

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor’s HKey Storage Provider"/>

B IER A AR -
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<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ —->
<!-— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -3

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel" value="3" / —-—>
<!-— Logging: Event IDs to not log (comma separated) ——>

<!=— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs -->

<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

A ZRIZER HSM 8 CNG, EItk ProviderLegacyCsp {EIZE N false, W1RIEH HSM A
CAPI, N ProviderLegacyCsp {EMNIREN true, BER KL HSM H X, UBEERH HSM
M CAPI X2 CNG, BIEEREM HSM HEFENY, THEIEXTT RSA BIEMZIFNERK
B, TR, BHKEIRBENIRINE 2048 (i, BHRFREIEENERKESENESSZIF

LB 4 . E|EIET Citrix Federated Authentication Service W MEZE X HEFiEEE,

S5 7E HSM AR RSA ZAX, AE@IRE FAS EIRZH B NAIRIKEIET-F AR
KEBIEBERITK,
SR 6. BRIIFANEEERE HSM FER, 51E Windows EHFBEFRNAEFEAE !

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

AR IRMER | HSM B EAEERHIZRF]

SR7: TUEBMRNAIRS 2 LBIEBMANA MMC 1, EFERIERT R -

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
@1&? ————— BEGIM ME...  The operation cempl... Taken Under Submission 0770472016 1404 AUTHLUCSHSMS

ARBEIZIERFERTR.

AR BALRS S RE B REEAERIS,
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&& Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

Create arule

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

— | X

Connect to another server  Refres

Deploy

Publish

Reauthorize

Create

Connect

h

S 8 7£ FAS EIRIZEHI o ERMUET +, FERLENIEFFmhRmEIRE.

FAS iEB7E68

FAS &R FAS Ar3528 LRI Microsoft IERBEFEREFMEEIER. CERAMRANEIERE,

BT EMAMERM GUID, IE7E FAS RS 85 i ALLT PowerShell cmdlet :

Add-pssnapin Citrix.a&ast;

Get-FasAuthorizationCertificate -address \<FAS server FQDN>

{5140, Get-FasAuthorizationCertificate —address cg-fas-2.auth.net
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

EIRWAFIERAIR, BRIA

Get-FasUserCertificate -address \<FAS server FQDN>
40, Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate

ThumbPrint : 2A81185BBEF8B69618@F5FDEGFACOFBEFBAEBS9

UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

fas.stu.net

5

£ HSM 7Z&FAEAES, HSM B 28181d GUID #RiR. RILAERUUTAEFREY HSM #EAFARY

GUID :

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

fuan

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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: joe@djwfas.ne
Role : default
CertificateDefinition : default Definition

ExpiryDate : 19/81/2818 @9:18:48

BXER

« (/Izh-cn/federated-authentication-service/2308/install-configure.html) I FAS ZEME BN T E
SEER,
- BB FAS B 245 1E (/zh-cn/federated-authentication-service/2308/deployment-

architectures.html) XZEZH,

- Hfth4$EH7E XZETE (Izh-cn/federated-authentication-service/2308/config-manage.html) XZ

HN A,

ZENMSEE

BEE B RIRIEARSS (FAS) 5 Microsoft Active Directory #1 Microsoft IEPM AN ERER. HRHA
KPR EHNEENRP, FIETLERE, MEEIFIEHSREM X BEMIZHEFTHMEIABEE,

ASCHBER T HE FAS NREE BNRLTH, TEHE T TAEHTRIPEER IS ALY
B

P& EREN

FERRT FAS BETERNEBARNRLDR,

FAS lREHR R E X BEMISHEN 85, UNRIEBMANMFIZIESIER. EEXSIFESR, Citrix
Gateway # Citrix StoreFront @#1THF BMIIERAMN. 5| A FAS AREMEM Citrix Virtual
Apps and Desktops™ £A 14,
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ADFS Server (with
Web Access Proxy)

Citrix

Federated Authenti-

cation Server

Windows Server

Windows Server

TLS Server
' Certificate

Signature
Certificate

Encryption
Certificate
(not used)

= FAS

j Authorization
Certificate
FAS User
Certificates

Kerberos

Certificate Authority

&

FAS User
.‘ Certificate
Template

FAS Autharization
Certificate
' Template

Domain Controller

Windows Server

UPN
Y walter@auth local

Alternative UPN
walter@adfs ext

Citrix Gateway StoreFront Delivery Controller VDA
VPX indows Server gindot\_vs Ss:en;er & Desktan 3 da\fus Server & Desktop
TLS perating Systems Kerberos ating Systems
Roat CA TLS Server TLS Server | FAS User
' Certificate ' Certificate ' Certificate | § Ccentificate
Gateway Server
' Certificate
ADFS Signature
' Certificate
SAML SP (RP)
High Trust Intranet

BiAENIMER 2

i%0 443 E£RY TLS R3P Citrix Gateway. StoreFront 1 Dellvery Controller™ 84z [B]HYE(E-
StoreFront fRSZ 25X HITHIGERE, Citrix Gateway {XIEZET Internet £ HTTPS ix[ 443 RUE

o

StoreFront fRZZ 28810 i% O 80 EFHEE B12I0IERY Kerberos BXZR FAS fR$BZ 25, B IIE(ER
FAS ARS523HY Kerberos HOST/fqdn S 134K StoreFront IRS38589 Kerberos B &0, 1tk
B IIE R4 R Citrix Virtual Delivery Agent (VDA) &3 P P&/ R E AR ZIEAR.

Y HDX &iEi%E#EE] VDA B, VDA t@idi%O 80 B FAS IRSS85. S1RIIEER FAS IR 2589
Kerberos HOST/fqdn B34 K VDA BY Kerberos itEHE 7. b4, VDA At ERaH" FEE
I IRIEBFIFAEA.

Microsoft JIEBIM AV ¥ ER Kerberos HA50IERY DCOM &1, FIUECE NERERE TCP in
Ho MEPMANMER FAS IREZHEHAZEENEMAIBIEIPE LI CMC BHES,
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ARS5 8% B SR A

B A BHKIERS [in] kB StoreFront™ #1 VDA FWETF HTTP B9
Kerberos, [out] E] Microsoft A& HHIHY
DCOM

Citrix M % [in] RBZFIHITENB HTTPS, [in/out] /3R
B StoreFront fR532889 HTTPS, [out] B] VDA
89 HDX

StoreFront [in] 3R 8 Citrix Gateway B HTTPS, [out]
Delivery Controller B HTTPS, [out] E] FAS 89
Kerberos HTTP

A1 HI2R [in] 3R B StoreFront ARZ525HY HTTPS, [in/out]
kB VDA F9ETF HTTP B9 Kerberos

VDA [infout] 32 8 Delivery Controller B9EF HTTP
8 Kerberos, [in] 3R Citrix Gateway FY
HDX, [out] &] FAS B9 Kerberos HTTP

Microsoft IEHB 47k #1443 [in] 388 FAS B9 DCOM M& %

Citrix B BRIEIRSE 5 Citrix Cloud™ 72 8By
PREIAT FAS 438148 A A P 0K A R AR AR SS0K  S TE1 L0 R bk

- FAS BEEZFIE, EAFKAT

* ,cloud.com

*.citrixworkspacesapi.net

o NREPIMERERE=H S MRER, WEEHMIE
« FAS k55, EMEARSKPT -

*.citrixworkspacesapi.net

*.citrixnetworkapi.net

INRIERIMZA SNBSS R, 15EA FAS BEEEHI ortutEcER P A, 15, BHREER
netsh B 3Ll T B ACEMLEARSS 1K BYL,
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ZEARSEM
FAS BAERIIES, RFEACHEAREEMEES, KEHTFHENRHE2HE, R
I FAS BRSS 285 IR ELIRR.

EREEMACER
FAS &3 78 ZUEMMIESRANA FA FIEP. Microsoft IERBMANA ARV EREEMAIR, JERERU
RCEMAER U EBFRIEBBAF

General | Policy Module | Bxt Module
Enolment Agerts | Audtng | Recovery Agerts | Secuty

For more information see {iglgaated Enrollment Agents;
() Do ot restrict enroliment agents
(®) Restrict erroliment agerts

Enrolment agents:

1EA] LAERLA E RIXHERER AR |

o JEMERSRINEE FAS RS 25,
o IFBERFIFRNEE FAS &,
o WHBIRDZRDIFER FAS AR, Ali0, BINAEREERHZHRIPAFAMLIER,

ViR EEIHIRECE

WMECEFRNER 2 FrIR, A IECE— StoreFront fRS 285K, HIMAIEFEY, XL StoreFront AR
e FAS ERRAF 817, R, ERIUREIMLRFRFRFIES, URMITRIAREL VDA
HENHITEMRNIE. thIhEEREEEMEI4RH# Active Directory SEPBIM AN R £INEERIHM

Feo
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BAAE S

FRE S FAS BR300 EERE T IR 80 FAMEELILIER Windows Communication Foundation

(WCF) Kerberos M48i%E#%,

BHAELE

FAS *D VDA ‘l_fTI:I % EA Windows $T¢ E Tho JHZ H ,L.\__[FH:F'V-*W*D =5 1-|-1IZI oNe) $1¢ E YN l:llzﬁgu Il:l:lI T

_.I-»L/(QEEEE,J%{L.F E ll_,\7'<

L 2RIR

FRBETLER, SUE FAS MANAFIERE
ERIEENK, FAS i?%ﬁﬁﬁbﬂ'{n‘ﬁﬁ{%zé’fii%o

, HREHMILEARSSIK P ZAE AR R FHAIFAR. MNRENR

ERNNZRECE ] £ FederatedAuthenticationService.exe.config X E], XLEEiGBIEE X OIEF

ARNA. Fit, FMVAFAAE (B0, 4096 fiZ, TPM RiF) MiTTHIAAIERRAIUERFRRER

KB,

ProviderLegacyCsp

ProviderName

reftE e

AR

BHARKE

ERRR
FEEEA RN TFLA :

WA

REBEA true BY, FAS {#F Microsoft CryptoAPI
(CAPl) &M, FAS {#/H Microsoft
Cryptography Next Generation APl (CNG).

EEAK CAPI 5 CNG R FRIZ T,

& Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B4 PROV_RSA _AES 24, AIRZA
24, FMRIFEIEEERAT CAPIBY HSM # A
HSM S BFE-

AR R SRS, WREEMAS T, &7t
WA EFaRR (TPM) BiREE,

RSA FAVEAREEIKE, ZHEMERN 1024,
2048 #1 4096 (ERIAE : 2048) o
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e 2] RS
A EER EMAR L RHRIPIEBER
IEIE R FoEHRIRIGE
IERMANMEERR FoEIE B A
FAS BIE5 LZHEHECE FAS IRSS %
StoreFront/Citrix Gateway B2 5 ECER P SR
Citrix EEBIKE™ EER AcE VDA F#EHlgs

BUEERENBARZEEENARSE, MMITITFRBIRETT ERFIPRY

HRIRIZE

EERY FAS I ENIBTARKEEN KR5S -> FQDN"EIHRRHAITIFIR. BAR FAS RS8R0, &
FImaIiE FAS AR558889 HOST\<fqdn> Kerberos 513, FiEAIR FAS AR5 88 AIARSS 2R X [F]
—3R5| EH5 18R/ FQDN E2& ; BN, StoreFront #1 VDA FIREREXZR R FAS ARS8,

Citrix ZIFIFRRNFABEITENZ AR RS, WERILEIR. 1B FAS IRSSERTIRATS V)
0, THEEMRERNBIFREN,

Ltk GPO HYFEFIRUA AN R F L EFEFA FAS IRS81) FAS BIEA (FI/SHEER) . 2/ FAS
RSB ESE, BSWBE I ENE RIS FQDN £&#F.

MEPER

WNRIEARAE(ER FAS BEMIRY Citrix_SmartcardLogon IEPENx, RILUEHREBIAR, ZIFUTEX.
ERRIEPBER

AR IEHELE Citrix_SmartcardLogon B URT & ERIALRIEMRAITA, WA

o BIRIEPBRERVBEIAR, HFEEMRURFESENARIERB BT E,
 {£/ FAS PowerShell (e S EIE FAS, MARFEAEERAFRRE. (BEEAFRRAERNEEAT
Citrix ZRINERBFT. )
o {#H Microsoft MMC IE B iR E R 7Tk Publish-FasMsTemplate i % & RN, F B

o {#H New-FasCertificateDefinition fp S ECE FAS, HI&TE EHIENRZIT.
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R EMREE
AIMBERT, BRIEBRNEZHINER. ERUEIERERPESE .

BIMEREITHIRR, FAS RZBRIEHRIRFBIIRE, FAS RTEEBBHIEF I BRIEITIER.

UKL EBENE

BMERXLREM, FAS RZRRIEFIRIRFIXLEIRE, FAS IsZRBUHER RFSHILH HEUH
e EAERE AT,

ESUnE Rt
BNESXLERM, FAS RABBIEBRRPAIXLEIRE,

B X FAS IRERIEMIRE, BEH AR,

EERIERARNY
BNESXLERM, FAS AXFFE AR,

SRR R IE
BMERKLREE, FAS FRIFBABIR,

Edy BRI
R MBSO LI BT & RV R SRS,

AR I AENT BREFRRSEL2R®, NFBUEBTEER.

ERL2REH

Citrix BIEESOXEIKE, NILIF FAS BRSS25R0ITENK A 86 RE A 32/ R, FAS BRSF

BEEMEMAR. B2, SHATSER—, S

- DTFEERIEINHE AER
o AWEI F MR F IREUER
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Names:

8 Musthenticated Users
% Domain Admins (DJWFAS Domain Admins)
Domain Computers (DUWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

EREFALHERYE
Citrix B ERBESXLEE 4,

BIREEE MUL Active Directory 158 ##E, XREBCEBMANBIEIERT EHRESHFH SID,
MR 5 A Active Directory i 2 BI3RBRET,

RS SRR
RE Citrix 2, BMRFE, EILUERXEIRBEURTGERANRE,

ERMEEREY
BMESOX IR, XL B XN TATR -
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Citrix_SmartcardLogon Properties |2 N

General | Compathifty | Requast Handing | Coyptography | Key Ateststan |
Superseded Templates |  Exensions | Secunty | Server |
Subject Mame lssuance Requirements

Fequire the following for enmolment:
[_ICA cedficale manager approval

[+] This numbes of authorzed signatures: El
¥ you require more than ene signature, autoenrsliment is not allowed,

Palicy type required in signature

| Application policy W |

Appiication polcy

Catficate Requast Agent W |
ance policies

Add...

Hemove

Require the following for reenmaliment :
) Same crienia as for enrcliment
) Valid exdating certicate
Alow ey based renewal [7)
Reguires subject inforation to be pravided within the cerificate
requeast,

= Cortrol ig dizabled dus to compatbify settings.

[ ok |[ Cacel || ooy [[ Heb

EUGRAIERY

A LUESUX LGB, ZISBNAED ) Windows Server 2003 CA (ZRfhkA 2) . B2, FAS
{XZ#F Windows Server 2008 MEShRABE CA, LE7, NEFTIR, FAS £ZB&ETIEF Windows
Server 2008 CA (Z2¥3fkA 3) 3¢ Windows Server 2012 CA (ZEHIkRA 4) B AMNEHMISE.

IEPMANAAEE
SEBIMEAVEIE R 51 S EE BN A RS 38 R 2O E H7A58,

RIRIR

IEBMANEZREE I EE SIRERRRMAES, IEBMANAERROITEERHIZR
o

—MEENRTEMER, TERE FAS IRE[ENLIFREMIDIEPIENR, E BIFTEBRVMA D
2. TICWMIER, IEBMANEEIER REANNTE TG EMDIEBIEKAVIRIN, FHlE RN
FAS AR 3389568,

BaAIEIR E

IEBMEN M EIR G ERMA NI RGN IEIRE, MNMEREAER, IEBMAVMEE
G AEZE DCOM TCP FMIPAASEFN, LUERE FAS IRSE8F 8EIEKIER,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 72



KE B MRS

SRR

AIMBER T, EECEMVWIERRYSE EE R UER I H R EAEBRREE A AP A IE
o WIERTREEMAEEB AN B IEFUIE BN A RS AN —BIFFIBF.

| G Mode

Ervolment Agents | Audtng |  Recovery Agents | Secumy

For more information see Delenated Enroliment fuentss
(# Do not restrict enmliment agents
() Restnct enmlment agents

Enrolment agents:

SRBRIRIRANEE I

NFEREE, FTUERBEXZEERRRENT RIEBMA,

FAS B8

FAS EBEZ L £IHE.

s&@iE ACL PRl StoreFront. FAFP#] VDA

FAS BRI OB HILE Kerberos M BT LA ) THAE ©

iR

StoreFront [IdP]

DU

XLE Kerberos kP ={E1E, AIEBEFBEIER
BE BRI, MNREF—MEFERIAR,
MAT LR FAS ER & FiFRY A P AU FNfE AR IIE
H,
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TiRlEE R
VDA [Relying party] XEZVFFIEIEBMAANITEN. EFE

IdP #RB TR, ELIbARZH VDA
KA X RGENBTSEEBR.

=) LRI e FF P a] LA 1dP Br S, 1B7E
B, X5IEBMATMN SR FMAE B
MEEESE, BF, BVEIIRPNESIE
UK o X AT ARG LE 23589 StoreFront
PRI A R E S EIRELG, 32, 1t
ACL RMERIFEEERIK, .

BCERNY

INERZ/NMHIZHY Citrix Virtual Apps™ B¢ Citrix Virtual Desktops EREEREREIA FAS RSS2 B LS
¥, WMUWSBRER. SMHNEE—HPIMEE IR ; 55512, Kerberos 1AR1#EHIFER (ACL)
A LURIIACE,

EEBIE B A AR

BIUAARRER AR RECE AR REBRRA CA. SRECE R LUEEERNRBRERREIES,
S EEBATHER, f90, #WiR%1ANER" 89 AE A I LURE I RET A& A P BYIEH.

RIERAN S A IRIEIES

FAS EE G A LUERIA T EMIIERNIERES AR RIERER. fil, ARERIEFRH
BEREBIA, MRESH BERIEBREERNER.

MEARIPNERKE

FAS B2 n]LUR FAS BRE A FAAEMER G L 2IER (HSM) S r{EFa1ER (TPM) B, Citrix
BiNEMBES R EMAIE B IBEET TPM FRRIPE. FAS I 7T HALBPRER) TPM B9iE
I, YEABRAIERIERIIZ—EB

B, BPIEPRRARTLIZAETE TPM B HSM . FREE AR NER A FRIFH", #FEREED
79 2048 fiL,

=HEE
FAS frSSesietiF R EMEITNEMG AL, JRFHITMAREN,
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EEGANEETIR

FAS SiEIiZBIEIeE (MMEFH IR Kerberos) ITE, “AMEBEIRRA MK R FAS BB
BREEHN. FAS BECEXMZEHER,

Citrix B3N . Citrix ERISEEM VDA BIER

FAS B9{EB AR SHZ Delivery Controller 1 VDA B2 RHLZEIRE, AR FASYEIEGF 22t
T “Active Directory ZH3”, Controller 1 VDA EBH N BT SRETNAF . KMLEIFEITHEH

A&

H# Windows fRZERRZ LM

FRERRS SRV NT2TH T, HERETENAEMIRENRt. 2 X BEREMIRMARS 2L
REEVMERTENME, HEEEEMNEMNEMALER T,

BTN S4B EoNZ e tFEEREiT B8 L.

RDP 5 R T RINEE S, Citrix ZIAFPKAERASTEFER, Rl TIEBMAN
MFAEERME

BXER

« (/Izh-cn/federated-authentication-service/2308/install-configure.html)@ FAS ZEME BN T E
=%,

« FAS Z2#J7£(/zh-cn/federated-authentication-service/2308/deployment-architectures.html) X &

RN A,

o« Hfth4$EHE X ZETE (/zh-cn/federated-authentication-service/2308/config-manage. html) X Z /1

4B,

MERETT &ER

FAS @12 —HATAHIRERAIIEREIT SR,
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@ Performance Monitor

— O >
(&) File Action View Window Help -8 x
e nE E= H
Pert '
@ s orm.anc.e Add Counters *
v [ Monitoring Tools
; &S Performance Available counters Added counters
’ :\3 Data Collector Sef Select counters from computer:
> :ﬁ Reports Counter Parent Inst.. Computer
<Local computer = ~ Browse...
erated Authentication Service o
W i eve
Medium Load Level
Pool Key Count
Instances of selected object:
Search
Add => Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter Instance Parent Object Computer

TRIG TRIRARNITEER. RIEFEURA, SN MRS 10 WEHF—R.

Y

FIERERIFKREY

IERITE

BAMEBERIERY

HRIEBEZHRIFKRITE

eI

BOMHILRRER

RiTHH

5

féb

IEBERIEROTFLEEE (UM HE
fin) , EAR—2HEIEETR,

RS SRS EENIERHE.

KESMIIERS SO A HIERBERIBER
HE, EAN—IHHNBIETR.

KES MRS EEAENHLIERERE
K&

BAMP B TIEBERIBERTERE AN
#HE,

BKBEMMIIERS B0 HHRITHNE B AIRIE
B, EAN—2HNEIETR.

B SR IRIEARSS IETEERERRY VDA R1EH,
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B

&/ SRR

HEEE Windows &R0l

AXMAT Windows AP EAIERHERF (HRE) BRFEENETNERER. XEH

RETERTHESMNIIERKEIER.

IERM AR

PN

EAS MRS S0 RRENERER1E
ROFGERE XEGRESOWHER—RX,
R —D R B BAH BENER
SEEAHHNAREFNEHEE KW,

Windows Active Directory 43P EZ MEPEFHEX, ATFEBEERAFIIER,

-+

N

* NTAuth JEBZFMEX © 2@ Windows #HITEMRIRIE, BEEMARFIEBGERMANE (BIR
ZFETVEN) WIMETE NTAuth FEX R, BEEXLES, 57 certutil RFFHEA !

certutil -viewstore -enterprise NTAuth

o *RIEBANFEREREFEX 8, IEPERRERERESEMNES, Hlt, NRERELLS
), MFAEITHEN ERFREREREFEX ML S XL, RIEBLRUTREERIREERX

B, BIEEZ MEBSAATF NTAuth FAEXH,
o ERIUEPT BANHZRRS | 7] LU Windows AC

BER5RGIIIIE EKU MEMIERREE, 5505

Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

AR

AllowCertificatesWithNoEKU

AllowSignatureOnlyKeys

AllowTimelnvalidCertificates

EnumerateECCCerts

£ PN

2N, PSS ESEREFERY BEAR
7% (EKU)o

AINERT, Windows RIFEEARLIEF RSA f#
BHNERFA, hEMSE &% Imikes.

BINERT, Windows &ifikis B i HARIE
Po IETMZE H X THikes.

ERHRE LS 17 I,
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RS i
FE X509 I#R MRIEPA LI BF EEBFR (UPN)'3L
HARERH, EMAFRFPFisEH
Windows E R,
UseCachedCRLOnlyAnd, PHERENT (EEEfss bigE)

IgnoreRevocationUnknownErrors

o EEHEHIERIED | 2X Kerberos EEHAITHMINIE, FAE RS SELIE BAEN AT S IZEHIZR"IE
Fo AIMUERRITENIER T AFEMMC EERTRBIFRXEEFR,

UPN 4 FRH1EH R
BNAREBEERES ALY B a s s—i S AL (UPN),

Active Directory g UPN & #F

BINERT, Active Directory FRSTMHAFRHEREETER
\&It;samUsername>@\&It;domainNetBios> #1 \&It;samUsername>@\&It;domainFQDN> AYfaZ{
UPN. RJFRYIEF] FQDN @ E1EMAY RootDSE &£BH, E/MHEILATE RootDSE HiEMRZ
FQDN ik,

tt9+, Active Directory FEIE N EEEE R UPN F altUserPrincipalNames, XLEEISERF
UPN Y LDAP %H.

#d UPN 2%, Windows BEESFIET (BETEH UPN (HENER) BEHREN
UPN, PAREXER UPN, MIRXBCET, EXEHREIN UPN, XAIGERETAMPRIARE
1o

IEPBRETARSS

MRIEPBAREEET UPN, Active Directory RILUERN S MERRBH AL PEE
1£“x509certificate” BMEH. ERFUISEREFTNER, HENTUERETHALEYE (FIANBERT,
EENEH)

RET—ME, RIFAFEE—THAFKE, MINREREE, HIUIFIIEEBEEfREfE
Fo

NRMPEFEZNE, FEBFRAHAIEER, N Active Directory rootDSE R#&7E IEFIRETARSSHY
LB, ZRSUTER/FERITENL, FEBEMFFRE x509 IEBEIENEEFRE. LHENART
ARBIE B St E AR P KA
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PRI R AR

SRR A S S MIZERIZRN, EEHRFIBTEMIIEREZERISRIEEER, XFRIUERNRL
wEE,

PRI R AR

Z52 ] Windows ER4FER Windows IH#ZEHISR#HTER, PILUEIEE Imhosts 34
(\Windows\System32\drivers\etc\Imhosts) RBEHIZIE Windows 1154115 B Vi HI2851 3Ro

ZAIEEEE— NN Imhosts.sam"BIRBIX ., HEBE—1T !

1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Hrh+1.2.3.4" 2 “mydomain”ig 4 79“dcnetbiosname”BIFZEHI25 AY 1P bk,

H5ERE, Windows ITEVFHHEHEZERERE) mydomain, EIXTEREHIER LA E,

IRBIIEFE 2RI 2R

B RE, Windows £1&E—1 MSDOS BT £, HPhaS5ERAFPNIEIZHI2S, ESEIESR,
EEADS | echo %LOGONSERVERY E i SR T 7o

5 S0 X B B EFEE b e SR BRI B L.

BRWP E&EH

AIAMBR T, Windows IBZHIS B ATENIKF FHiAS. XALETARBREERTLLIRE
PRV AIZERBR 1T, ETEIIERIZR LT AARERRIEER, 15517 gpedit.msc o ERAEKRE
&, BiZEFlSRsELRE2ASPERINANEHAETER.

B Bk P 81t B4 (/en-us/federated-authentication-service/2308/media/fas-troubleshoot-logon-
auditpolicy.png)

IEREIERE

KREIERE¥Y
MRBEFIERSEH N DERIIEH (EFEFIA) , ERIUFERUTHESREIEE | certutil —verify

user.cer

B CAPI BEiR®

T‘ IHEHIRRM AP ITEN L, FTHASESEEIRFHI Microsoft/Windows/CAPI2/Operational Logs &
HEIER.
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TEEERIZRA VDA BN L, ITASEHEERHSME NAERFMRSSBE > Microsoft >
Windows > CAPI2 > ##F, AEE BF HEE BREE.

S, FIAEREMERET

HKEY_LOCAL_MACHINE\SYSTEMI\CurrentControlSet\Services\crypt32 %3 CAPI HEIERo
UTMERIAREE, BaAeEEN]. MNREFLME BIFOAN CAPI2 BEERIGE, 1EMHIFRXLE

(=18

Z#ZRk3! (DWORD)
ZHTICEZ RS (QUADWORD)

BER#IZEFR (MULTI_SZ)

CAPI B&E
ME

M HE

I mIE

X509 F5R

JOIE S SRR

HIRHE

IR

IEBARERE

IEBREREREIR

4R (0 B 5)
EHimitas (£BMER Oxffffff)

Iz iRk (B2, LSASS.exe)

£ PN

LSA iR CertGetCertificateChain (‘G11E45
£)

LSA JAF CertVerifyRevocation (GFELEER)

EAERT, IEBAEBREFIE (CRL) ¥
BAEE
AppData\LocalLow\Microsoft\X5090bjects

LSA JEH CertVerifyChainPolicy (G1EF5%%)

i

TEERITENRENZEERNRIEREFETS
AUIE R E BeFIEHo

FTEMIES CRL D& RIEERMUL FHEREF
BY CRL, WISREEFIMITARIENE, NRMELEE
K. BEH IEBMAREMEN B,
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HixHE ik
IERFEAEIR ZIEBAREHATER. fla, ErlseEiksSas
IEBHFRIEP.

Kerberos B3
EEH Kerberos BEIER, BEFIZEHIZBRMRELZB A ITEN LSIEU T EMRE -
ACE®T =B {& [DWORD]

CurrentControlSet\Control\Ls LogLevel Ox1
a\Kerberos\Parameters

CurrentControlSet\Control\Ls KerbDebuglevel Oxffffffff
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel 0x1
dc

CurrentControlSet\Services\K KdcExtraLoglLevel Ox1f
dc

Kerberos HEIERmHBIRASHFHE
o BUAZEEINER 2 EE RN IZBEZ 12,
o UTFTEMEIRABEEEMD, AIUREZE .

o KDC_ERR_PREAUTH_REQUIRED (AF&IRIFZEHIZEEER)

o KNSR Ox4b

EZERIZEM T e AE

ADEART AR ERIEPE R, SIS T/FiL A EESE,
o 1F¥EHIZS CAPI2 BHE

HirEHlaRZEl8E

EEIR3EMNIE (VDA) Z2HE

VDA CAPI HE

« VDA RLHE
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28 cAPI2 BE
EEFRERE, S SRSRINARENIER, HERUTERNBESZEFY.

Operational MNumber of events: §

Level Date and Time Source Task Category

{1 Information 21/06/2016 15:14:54 CAPIZ 30 Verify Chain Palicy
(i) Information 21/06/2016 15:14:54 CAPIZ 11 Build Chain

(il Information 21/06/2016 15:14:54 CAPIZ 90 X509 Objects
@Infﬁm‘iatian 21/06/2016 15:14:54 CAPI2 41 Verify Revocation
@Infnrmatian 21/06/2016 151454 CAPZ 40 Verify Revocation
®|nf0rmaﬁﬂn 21/06/2016 15:14:54 CAaPI2 10 Build Chain

EANEHATEEE R, HEI2R LR Isass.exe 1RHE VDA IRIHAIEBMET — N5, HIWIEHE
BRM (BERHE) » EFRIREIHN“ERROR_SUCCESS’,

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_MNT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCESAFBTF18T7E7ADAAADSCEFDOCCTS05CA 1 TEF.cer
[ subjectMame]| fred

- CertificateChain
[chainRef]  [FFO3F7S9B-52F8-4C93-877A-5DFFE40B9574)
- Flags
[ value] 0
- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe

- CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4CT6-9B1C-49FEDT 863 18F)
[ SeqNumber] 1
- Result
[ value] 0
HEHRREEHE

IWEFIRETR T —RINEREHN, XBEHR 4768, HPIEPATFMA Kerberos ZiERF ZiiE
(krbtgt)o

Itz AT E R B RARSS 2RRYIT BAK A IETE ISR 25
krbtgt BYA P IK P IEFE BB T RIS 28t 1T & 17 Il

TEMRIE. WZERERERETH
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Keywaords Date and Time Source Event D Task Category A
"‘l‘»ﬂwdil Success 21/06/2016 15:14:56 Security-Auditing 4624 Legon
D, Audit Success 21/06/2016 15:14:56 Security-Auditing 4624 Logon
a:,‘#-.ud'rt Success 21/06/2016 15:14:54 Security-Auditing 4763 Kerberos Service Ticket Operations
A Audit Sucoess 21/06/201615:14:54 Security-Auditing Kerberos Authentication Service
ﬂtﬁudﬁ Success 21/06/2016 151454 Security-Auditing 4763 Kerberos Service Ticket Operations
21, Audit Success 21/06/2015615:14:54 Security-Auditing 4634 Logoff |
':akﬂud'rt Success 21/06/2016 15:14:54 Security-Auditing 4624 Logon
21, Audit Success 21/06/2016 15:14:34 Security-Auditing 4624 Logon v
Event 4768, Security-Auditing X
General | Details |
@ Friendly View ) XML View
+ System
- EwventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-271-290731715-1143989709-1377117006-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-502
TicketOptions  0x40810010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress Hfff192.168.0.10
IpPort 49348
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5F0001D1FCAZACI0F36879CEECO0000001DIFC
CertThumbprint 23BC65AFBYF18787ADAAADSCEFDSCCTS05C4176F
VDA Z283&
VDA ZE2HITHEFSEREBHWNNZEEEH ID 7 4648 #9%H, EIRE winlogon.exe,
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Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
b7~ VDA CAPI HER R T 3R H Isass.exe RN HEREMIIUEFRS, BTFRIESZESIZHED

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA RZRB &

E A Kerberos BHEIERE, RFEHESETRTEIR KDC_ERR_PREAUTH_REQUIRED (AJIAZ
B&) , LUX%EHE Winlogon 9% B, #*FA Kerberos BRI

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{5 windows E HEKA FAS

FiB FAS EM4#85 A Windows AR EHBEE. ErILUER System Center Operations
Manager (SCOM) Fr=fm, BiI It ERpYHZEM B4R IEM FAS RSB HETTIR .
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FAS IRZ BB IEEEIT?

BHE FAS RSB IEEETTT, Baliiz

Citrix.Authentication.FederatedAuthenticationService.exeo

ATRNBYUM FAS RENFREESRH, B X FAS EHABMTZEYIR, 152H FAS HHHE.
FAS ziTIRREH

UTEHETIEN FAS REEFHIEEiTT.

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

= EHXXE oL - p=
[S003] EIEG [(0)] F4EIFE FAS IRSE#HATR TELEIFIEIVT, FAS
KB [{1)] PR T REBELTEATFER
ERo
[S022] EIEA [{0)] MAEFE  FAS RSBERELER M FAS 10.7 / Citrix
RIEBENK” %30 Virtual Apps and
Desktops 2109 k7
FFaatRft,
[S023] BIERA [{0)] P8 FAS RS B AR M FAS 10.7 / Citrix
NIREB N &= Virtual Apps and
Desktops 2109 FF#A
=1,
[S123] FRHEA [upn: {0} role: N5 FAS BECERVE B 4RAFREERE
{1}] [exception: {2}] CA #BREERIHIN A B CAYITEERT
A IEF FFIES, MitkE4 B, WNER FAS BCB R
[E [S124| ek 5/ HSM, MIBaE]
. ZAFPNESRE BERBA HSM TEIE
FRHEM, (R
[S124] ZRHEA [upn: {0} role: % FAS 2 MATE b= RTRERAA CA
{1}] 7£ [certificate CAERAFIEBE TEERTERTE
authority: {2}] REWE, 1R FAS BXRo IR FAS iciE
[exception: {3}] A& FCET 2 CA, HAfEA HSM, NIt

IEH

FAS &2Zidma3—"1
CA 5K,

AJBEFRAB HSM ook
EE T, AILUfER
5 REEBNRS )@
HER,
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EfF

[S413]

[S414]

IEEMN FAS B

FHEXE

RBGEB AN A
(Fl {0} K) o iF
PIFMAGER {1}

BRAGEREIE. i
FIFAER {0}

EA

3 FAS #EZH0GEBEF
HHARY, REMER
ttEH, RINER
T, MNRTHOEBE
30 XRZHA, WX
Rt =,

4 FAS RBUEPEHA
BY, SEH%EMILE
o BINBERT, Itk
EHEEXRER—RK,

g

AL cmdlet Set-
FasRacCertificateMo
nitor FAEEINIL

B ; FSH
PowerShell cmdlet,

—BdH8, FAS X
R BGHTRY A P IE
H, HEERERA
saR Mo

INRIEFF FAS 5 Citrix Cloud™ &R, UTEHREREN FAS RS 2B EEE1T.

E 4R Citrix.Fas.Cloud,

£

[S012]

[S013]

BhXXE

FAS IREZ AT M

Citrix Cloud #1785

ER

FAS BRSTTiEM

Citrix Cloud 12t 5

ERo. [{0}] EZi+4
ERUEEEZE S
FE

EA

tEHRTEKRE
Workspace (Bl
Citrix Cloud) HYEE s
B RNIEEIET.

b= 145RER FAS o0&
M Workspace (B[l
Citrix Cloud) 2fite
RER, ILEREE
BRERTELIEN
PSS

&3

A EH A,
FAS 210&E (1) 8%
BEE, 2 2&
RFHEPER, UK
(3) BEBEEED
Citrix Cloud,

FAS #4R 5 Citrix
Cloud FYFFA &R,
IEERE R A & TR
(BIaNMLE PR,
RIBARSS 88 L H0ERE
S EHAERE) M
IRERIE, REXMIE
TR, BEHEXART
&“Service is not
connected to the
cloud’s XRBIEETT
A, FAS 2IIHIER
EHEILE Citrix
Cloud BYE#,
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ReEMH

TFEHRAREENHEEZIAER FAS,

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

2
[S001]
[S002]
[S101]
[S104]
[S205]
FAS E4BE

TRYIHET FAS £EHIEHH

EEEH

=XE

HIREIELE - B [{0}] A2
Administrators BBIE 5

IBIRIKIELE © AR [{0)] R=2
At [{1)] WEER

ARs588 [{0}] EAFEAE [{1)]
HERSMN

Aks58% [{0}] <BEFEA UPN
{1} (e [{2)] RARiTLL
UPN)

MRF 55 IR BIEL - JE K
[{0}] A2 [{1}] BIFDiFfK
#A

=

=
XEEMHZ AN FAS RS2 RIECE BeRmMiZ R,

BERES

[S001] A iR)#3EL - FHF [{0}] A2 Administrators ARV 52

[S002] IFIRIMIELE : B [{0)] F=AE [{1})) WEERA

WA

BEAZHEBFREN FAS fid
B, BIAR&EARZE FAS BIF

o

palll

S ERTER FAS FLNIAEY
fidE, BIAREARE FAS E
E&A,

SAERAFR &7, ERAAE
TRRITIEIR(E, RBTE FAS
FM S & A IR 1S AT Y
StoreFront™ fR5238 (WIRE
F, &a#E Workspace) F 7
FEBEAF &%,

AR S, BRIE
FAS MINECE, ZAFKP R
WITIFo

VDA ZiRfEF FAS {78 =
BR, 1BiR#E FAS #INED
&, % VDA R DiFo
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AEAE

[S003] BIER [{0}] FHEFRENIKERN [{1)]

[S004] BIEE [{0}] IEEMERRR [{2} and {3}] M CA [{1}] IERIZHGEH
[S005] EHEF [{0}] IEETEBUHE CA [{1}]

[S006] EIEG [{0}] IETECIEIERE X [{1}]

[S007] BHEF [{0}] EETEEFMIEBEX [{1}]

[S008] B 5 [{0}] EFEMIBREREN [{1)]

[S009] EIE5 [{0}] EETECIEFM [{1}]

[S010] B 5 [{0}] IEFEEHHN [{1)]

[S011] B [{0}] EEFEMIBRFLM [{1}]

[S012] BIE 5 [{0}] IETECIERIETP [upn: {1} sid: {2} rule: {3}]Certificate Definition: {4} Security
Context: {5}]

[S013] EIE R [{0}] IEFEMIBRIES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] EIER [{0}] IEFECIZIERIEK [TPM: {1}]

[S016] EIER [{0}] FAEBGES [Reference: {1}]

[S022] EIE5 [{0)] R ERIRE N X"

[S023] B A [{0}] FHEFEINIREN T

[S024] EIE5 [{0)] IRERFSITR N ez

[S025] BIE R [{0)] I ERFLTI TV B TLER

[S026] BIER [{0}] IREE RA IEH N2

[S027] IR [{0}] EE RAIEH SIS

[S050] B 5 [{0}] IZ=EE - [{1)]

[S051] BIE R [{0)] EF=ECE - [{1}]
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A&
[S052] B [{0)] MIFf=ECE
[S060] EIE5 [{0}] iIER=EM. EH : {1}
[S060] EIE5 [{0)] EREEEERIM. A : {1} =ARSS URL B : {2}
[S061] EIEA [{0}] SERT=EM. FRAE : {1}, MR : {2}
[S062] B G [{0}] EFei=iEM. HFMUE : {1} ({2}), MNAF : {3}, &FF : {4} ({5}
[S063] ZHEMEAIEIR A KRS iR, REH {0}

[S064] =EMHREI R R FFEIR. FHEN {0}

AEAE
[S401] IEFEHITECE F4K - [From version {0} to version {1}]
[S402] &iR : Citrix BE S B R IIEARS B TUAMLEARSS B 1735517 [currently running as: {0}]
[S404] IETE5RHIERR Citrix BX S B R IR S BUERE
[S405] HBURMEMRI BRI BIEER K EHEIR ¢ [{0)]
[S406] BIEMEMFT TR EIBIBEE T CER | BRPIEBRIR)
[S407] EF EMRMNBIBRIBIIMIEE, RAKIEEEER
[S408] TTEBELRECE -- [From version {0} to version {1}]

[S409] ZFZMECE LI - MinThreads B M [workers: {0} completion: {1}] iH%J9 : [workers: {2}
completion: {3}]

[S410] ZAMECBE R - T7ERF MinThreads M [workers: {0} completion: {1}] BT : [workers: {2}
completion: {3}] ; XAIRER R M FAS AR 20Vl fRZa1E

[S411] E5h FAS ARSSESHIEE © [{0}]
[S412] EEEFHRZERK -- [From version {0} to version {1}]

[S413] AVEBERHIH (IR {0} X) - EFFAER : {1}
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AEAE
[S414] B#RGEBEIHE, IERIFHER | {0}
[S415] BAGEBETEM. IBRT {0} NMald. TRIGEFTE (1} F#H1T.
BB HWTE
LR EEINRSBSHFRBERE, XEEHRTDSITINICRTE FAS lRS#E L.
AERE
[S101] ARS5 4% [{0}] EANFEAE [{1)] RIS SR
[S102] ARZ525 [{0}] REEMTS UPN [{1})] (R& : {23}
[S103] AR$525 [{0}] 3EKT UPN [{1}] SID {2}, {B&E#IRE]T SID {3}
[S104] ARS383 [{0}] REEWTS UPN [{1})] (UPN ARIFEIAE [(2))
[S105] ARS3 28 [{0}] &F 7 BAETES [upn: {1}, B {2}, 2 LT3 [{3}]]
[S120] IETE[M [upn: {0} BE: {1} Z2 LT [{2}]] AIES
[S121] SEBEH [certificate authority: {2}] $i&%4 [upn: {0} role: {1}]
[S122] % : BRSE:EE [upn: {0} AE: {1[E2 FiERE {2)]
[S123] ZRAEA [upn: {0} role: {1}] [exception: {2}] AL+
[S124] RBETF [certificate authority: {2}] [exception: {3}] 73 [upn: {0} role: {1}] MK IEH
EREHMA
3 VDA BERAFHY, XEEME FAS lRS#H LETIHIER.
AERE
[S201] 5%i75 [{0}] TAUAIREE,.
[S202] fE%i7 [{0}] TAUAIEIES,

[S203] 5% 75 [{0}] TAIFIRIE S CSP
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AEAE
[S204] {5%i75 [{0}] IETEiAIA] [upn: {1}] BIE R CSP, AfA: [{2}] [Operation: {3}], H [{4}] ¥
[S205] {EFA IHIRMEIELE - JERRKF [{0}] REMA [{1}] RIFRERA
[S206] AR [{0}] FEEHA
[S208] FAFRIRIELM [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4} {5}].
SIERIEFHRS
LAFEARIERNIERN, XLEEMATT FAS RSELIER.
AERE
[S301] iAiAHIELE - FAF [{0}] TEAUA AR LIS &
[S302] AR [{0}] IE3K T RABIRELIEBEF [thumbprint: {1}]
[S303] IFiAItIEL © AP [{0}] 5 RIS EE [upn: {1}] RITER

[S304] AP [{0}] IEFEIT &AM [{2)] LiE1TER [{1}], HERERIEEEF [upn: {3} role: {4}
thumbprint: {5}] $1TFAERIRLE [{6}]

[S305] #A$A121ERIK [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4} {5}]o

FAS BrE M
XLEEHHR FAS BTEREMHFIZR.

AERE
[S500] RECE FAS WSl
[S501] FTEMEEEER FAS BS54 [exception:{0}]
[S502] FAS BrS &4 EMEL [pluginld={0}] [assembly={1}] [location={2}]
[S503] ARS3 38 [{0}] REEWTS UPN [{1)] (RRETERER, BEMG (2} A%
[S504] AR5 28 [{0}] SRAEMTE UPN [{1}] (RIMTEREHRE, BRECE FAS &)

[S505] AR5 25 [{0}] RAEMTS UPN [{1}] (FfF [{2}] IEE T BRIFE, WS {3}, HEA [{4))
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AEAE
[S506] ff4 [{0}] MARSSER [{1}] =T UPN [{2}] WERERE, HZ2A [{3)]
[S507] ARS32% [{0}] REEMTE UPN [{1}] Gl [{2}] £757% [{4}] AR = [{3}])
[S507] ARS528 [{0}] SREERTS UPN [{1}] (&M [{2)] HEFE [{3)])
[S508] ARS32% [{0}] RAEHTE UPN [{1}] (RIETIHRKE, BHEMH [{2)] FXFHE)
[S509] BRS3 2% [{0}] REERTS UPN [{1}] (RETIHRLE, BRBEE FAS &)
[S510] ARS52% [{0}] FREEMTS UPN [{1}] GhimBH#iEE [{2)] fIAFER)

[E A Workspace B FAS
% FAS 5 Workspace —if2fFHE, RICFXLEEMH,

BERE
[S001] 58327 Citrix Cloud AN [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] =2 FFRRIEFEE RN, FasHub =ARES URL: {0}
[S003] FAS B S [fas id: {0)] [transaction id: {1}]
[S004] FAS F#Em=:EAR [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS BEfFHE HFIECE &ZXE] = [fas id: {0}] [transaction id: {1}]
[S006] FAS e H HFific& & X F == [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S007] FAS B M= HSEE [fas id: {0)] [transaction id: {1}]
[S009] FAS FREEM=HEH [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] FAS B35 BE#ZEITH B2 URL: {0}
[S011] FAS IREZRE#EE =
[S012] FAS ARSZEIAF M Citrix Cloud ##{TH®RER

[S013] FAS BRSABIAF M Citrix Cloud #1ITRERER. [0} EZFAE BT EEES &Pk E
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HERS
[S014] M =ARFZHVIAR <service name> 2K [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] k8 Citrix Cloud HYH2#MELE, RATERERKIEN [message ID {0}] [transaction ID {1}]
[caller {2}]

[S016] W =ARSZAIIAR <service name> BYIA [fas id: {0}] [transaction id: {1}]
[S019] FAS EM = FHERBDE [fas id: {0}] [transaction id: {1}]

[S020] FAS REEM = T EEEADE [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S021] ZRFHEIRFKEER T, RE: {0}

[S022] =X FFRIRIETE(ZLE

[S023] #EHL I Citrix Cloud AR [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]

[S024] IEFEE5h Citrix Cloud ¥ EHIL R [fas id: {0}] [current key id:{1}] [new key id:{2}]
[S025] HEARSS HIIE IR $ATE/E T Citrix Cloud & [current key: {0}] [keys in cloud: {1}]
[S026] AR AR ESAARTZIE T Citrix Cloud H [current key: {0}] [keys in cloud: {1}]
[S027] BF4k Citrix Cloud EAVFIAEMEIST [fas id: {0}]

ER
XEZHEERMERICRE VDA Lo

BERE
[S101] S EBEREM. TEIRFIRIEXS B HILIUEARSS [id: {0}]
[S102] BMMEEREKM. FTEEK {0} BY SID [Exception: {1{2}]
[S103] BREEEREKMK. FF {0} 89 SID /7 {1}, FilA SID A {2}
[S104] B EBERKW. TEEEDIKESFMNIIEARSS: {0} [Error: {1} {2}]

[S105] BHHIEER. IEEE R [Username: {0} Domain: {1}]
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AEAE
[S106] BRIEE R, BEBMIOIEARS: {0} IETEE R [Certificate: {1}]
[S107] BMETEERKM, [Exception: {0K1}]
[S108] BA#TE FRG. IHIEIHRIELE [Caller: {0}]
KRIERIES
LAFPSRAFERARIERIEREN, XEEHRICRTE VDA L.
AERE
[S201] EERIEREFIAIREH [{0}] £ 3¢ [PID: {1} Program Name: {2}Certificate thumbprint: {3}] #%#X
[S203] RIS RE R TR S, THIRIHIEL [caller: {0}, session {1}]
[S204] BHIEEEFFRYt. BEEFZHERA

IEFARM B AN ER
2 FAS IRSFHBHITERMEREN, XEFEHIWICR.

BERE

[S001] TrustArea:: TrustArea: BZ#EIET [TrustArea: {0} Certificate {1} TrustAreaJoinParameters
{2}]

[S014] Pkcs10Request::Create: E813 PKCS10 i53K [Distinguished Name {0}]

[S016] #A%H:: €32 [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3} EllipticCurve: {4}
KeyLength: {5} isExportable: {6}]

[S017] #A3R:: kR [CspName: {0}, Identifier {1}]

BERB
[S104] MicrosoftCertificateAuthority::GetCredentials: ¥ &£/ {0}
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 23R 1R [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest BE34&E+ [{0}]
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BERES

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - F4FHL 4
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RELRFHEIRER

ATIFH T E Windows ERTUE LRAF BRELHEIRER.

BRIEIRHER wmsE
THI AR P R B ERD HENUANEREREMBNERNTA, B

Kerberos 132 HI281548 7 &, BERAXH
*Kerberos HE&E*E8%

RATERTER, ENERTERIE, /| 7% TR RIS, HEHIEFIZR R BT
FZIARK BEEEFMRIEANER. FEEHI2 T
fit“Kerberos BAIIE". “HIEHIZFH DL
B SR 2R IR, BMEIEIERERRE
¥, wEFSEE,

RAFIETERHEER. BTEMIIERERE FENEBMRIEBRLZEERMIT RN L. 15

FIERAFZEE B IE P NIRRT,
EIRIER XBEERNER LY BRERIRE, &

RSA ZEHA%E (<2048 i),

il
R
7|.|.
o
pll
Vs
o

- EA CAPI BEIER
« =M Kerberos HEIEFE

ERE=HFIEBMATMERE R FERNER

PowerShell cmdlet fip>

NFERREE, ERIUFERIKEZMNINIEARS (FAS) EIEZHIS ; B2, PowerShell RERMHT
FERRANET, NREHRIERER SR AREIARYED, Citrix ZBIXERA PowerShell #1TACE,

LU éa45 70N FAS PowerShell cmdlet :
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KE B MRS

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7 PowerShell O, EAILUEF Get-Help \<cmdlet name> ¥ &7~ cmdlet B,

B % FAS PowerShell SDK cmdlet WEZ1ER, 15807 <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o
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nkk

B

=T

BB BMIIEARS (FAS) @ Citrix® A, ©5EBY Active Directory IEBIMANMIER, BIF
FF7E Citrix IEHRLEHITERININE, AXENAT JEEATENEENZ M BB IIELEM,

EHRE, FAS AR BMRIDRAREIRLZIEER StoreFront fRZ528. StoreFront B —EESIN
X Web BAMENEERNES MHIIEIRT, HHARUFER StoreFront SDK HE=75 1S HRHEFER

TR, EXEITBInE, EEESX AP #1T Web IS SHIIEMR ARIMEE T LA FEF Citrix
Virtual Apps 3§ Citrix Virtual Desktops™ EFZE,

RXHENEBT & BB B TR AR B,

. NEBERE

Citrix Gateway FIERE

ADFS SAML
B2B it BRET

« Windows 10 Azure AD HI0A

RMETHEX FAS XENHERE, WTFRERE, ZENEKE XERIRE FAS WEBBEHK,

ZRgAhd

FAS 12 FRHE StoreFront J&IFAY Active Directory FAFP BEhil& BEe £ H, XERTER
WEIERTICHIEE g FHTEELE AP, HAFHAIER Citrix Virtual Apps™ % Citrix Virtual
Desktops EIIZIEAIE (VDA) BY, IEBEMIMNEITEN, HE Windows IS ERMARARSBE
£ HH I,

YA FIEKRIAIE Citrix FRIEES, ST StoreFront™ FREZEIRELR FAS, FAS BF—1EIE, 1
YA Citrix Virtual Apps 8% Citrix Virtual Desktops SiEERZSIERIIEBHITE MR, & VDA
FEWNHAPHTEMRIEN, EREEE FAS #HRIEEIE, 28 FAS FEEHRAFIERHNTAR ;
VDA 4 EEEFERIERHRITHNE NS L MBRIRIELXL FAS,

TEERT FAS 5 Microsoft IEBMANIMEER, FA StoreFront A Citrix Virtual Apps and
Desktops™ FEHIIEIE (VDA) RIS HRS

© 1997-2026 Citrix Systems, Inc. All rights reserved. 98



KE B MRS

Synchronization Jb :
= - —1 - -~ =
= Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) 4 Certification
T ] Authority
&
g féi Assert . Access Logon
& H ., .
% &g/ Identity -~ Certificate
g o R §5;
g § o Federated
7 59 Authentication
=4 [s] i .
‘ ~ Service
- j e Nfuse Citrix \\
| SAML token Citrix AG Basic b protocol : Brokering
- . ’ — Protocol
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

NERERE

FAS RIFFA P ERZMEMHIIEEI (81E Kerberos B ER) LT4ihE StoreFront #1TH R
I, FEFEDFTEEESHIUER Citrix HDX™ &iF,

XJITIF Windows S AI0IE, MEFRTHABFRENEREF PIN, BEFERREFHERE

BIheE (FIMERERRS) » XATBEFERRHERMRA Citrix Virtual Apps F1EHEY Kerberos 293K

EIRERINEE

P P& R ERIERIFR QN AEMEEH (PKI) IER, TR EAERFERIIRRIR
o XNIFFRIBINERSMIIERE, BERNREEREFIRFRNERFIIMFIREREF

R

LEEREAIN Y —8581T FAS B#FARSS &, ZIRSHEIFNARBAMAEEFRIET, AfF, X

IEBATER Citrix HDX MERRAFRIE, MRERTERFER—1%
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key
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Citrix Virtual Apps 8% Citrix Virtual Desktops IMRHIAS B FERELNANHITEE, XE
CTX206156 B IFHILH,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZRIEH. (FEI% CTX206156 HHY“MA IHIEFIZBRIEF EBD . )

BXER:

o BIARLUEMEEEGFZ LR (HSM) SINENRIEFaRIR (TPM) B, BXFAER, B5H
FIRIRIF XF,

« ZEMEE XENETHNARENMEE FAS,

BIRK X BB E

Citrix Gateway 2PE 5 RERERE S, {BIBINT 5 StoreFront BLxt8Y Citrix Gateway, HEEHZH
BIF =3 Citrix Gateway &5, Citrix Gateway @5 § M F R I0IEFATBAGED, v BT RPN
NSRS prany = v T S

It ERZE 7] F T8t 2 E & K[| Citrix Gateway #1TEMIOIEAEERAP SIETHITEIZ T PIN 16
Te EBIRSIFEREL Citrix Gateway B EIER A, MEEENER AD L ELE+E,

A1t E1& (/en-us/federated-authentication-service/2308/media/fas-architectures-netscaler.png)

Citrix Virtual Apps 3¢ Citrix Virtual Desktops MBS S E R FEREUNARHITRE, BEEKIF
B CTX206156,

EMEHER, XBEEIF HAREMAER Microsoft IEPMANMRIR, HBIsZEH|2SEHECE
PERISSIER,  (IEEIE CTX206156 FRAY“GI& ISIEHI 2SI HE84) o

I Citrix Gateway Ec @ N EFEBRIIERFEY, 1BMHR Citrix Gateway # StoreFront Z [BIBYFRE &
fEEEE TLS R1P. 332, BWHFREE URL BIEMEE AIEM Citrix Gateway REZ88, FEHX
BT ERE 3T Citrix Gateway ARSS 883 1T & 10 3031F,

A1t B (/en-us/federated-authentication-service/2308/media/fas-architectures-netscaler-auth-
settings.png)
MxXER

- EFPE Citrix Gateway, BEEH“UAEIE NetScaler Gateway 10.5 L5 StoreFront 3.6 # Citrix
Virtual Desktops 7.6 EZ&{ER"

« Install and configure 1487 fNfAIZ&EFECE FAS,
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ADFS SAML 3=

—I7 % /9 Citrix Gateway SR IRIFE R DFE Microsoft ADFS £/, BFERIFY SAML 1411
27 (IdP). SAML KTE RHZEME IdP ARSI MEAEES R XML R, ERNEARERITEN
R, XEMKE FAS lRS|BAVPRAR BHRIEEIEL Microsoft ADFS ARSS2: (SEMZH
SAML 89 I1dP) o

Ah{LE{% (/en-us/federated-authentication-service/2308/media/fas-architectures-adfs-saml.png)

ADFS @H A T@d Internet iIZizZ M A A # 1T FREMIIE ; flgl, ©&@E AT Office
365 & o
BXER:

* ADFS Hi& XEAFHFAER.

« ZERMEE XENMATINARZENEE FAS,

« AXH8 (/zh-cn/federated-authentication-service/2308/deployment-architectures. html#citrix-
gateway-deployment) 0 @ 2B FEE T,

B2B i Bt

MERRLBFLEFERRUITENRSE, —MENNEERIZE—TEBEEX R Active
Directory Federation Service (ADFS) R385, XD F—RLBINAF TTEMIIER S —RAEH
Active Directory (AD) 5/, ERE, 8 THFEERABCHABRERENE ; ADFS S EINHEM
SEIFTENT AD FIEARREFIHF,

(/en-us/federated-authentication-service/2308/media/fas-architectures-b2b.png)
BXER:

« (/zh-cn/federated-authentication-service/2308/install-configure.html) XENA T AL EMNE B
FAS,

Windows 10 Azure ;ESIERMA

Windows 10 5| A T“Azure AD IIABIBER, XEBLZ EAUFESR Windows IHANA, EEttHY
9B Internet’BV7R. XIEEEATEICARERAFREM, SE£40 Windows SIIA—,
Azure AD EBERFREIMEMZRERRE— S RIEEINEE, XL ZHF Internet”, FELLRIUTERE
fEAIEREE Internet WLBLE, MAEDRERIEHM.

(/fen-us/federated-authentication-service/2308/media/fas-architectures-azure-ad.png)
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HERER— B, HRLFEREDANEFTNEXBF S, EiZABERERIA Azure AD
IhEETE2@d Internet H 1T XM H D LEIE,

HEE, HEREFMEMEMTUEEMAR B IP #ilt B55iT | A, IEERMEME. Azure SHEf
LiRFE, Azure AD Connect B2 2855 B ohiE#E R Azure AD., AfEEREN, TEIEAERT Azure
VMo

BXER:

« (/zh-cn/federated-authentication-service/2308/install-configure.html) XENA T MNAI LB
FAS,

* (/zh-cn/federated-authentication-service/2308/deployment-architectures/azure-ad.html) XE &

SEFAER.

ADFS £
&N

AXHENB T aEE Citrix 37555 Microsoft ADFS &R

WZALEA ADFS REEBENEES —FHIRIESNMILNEZ 2B iR, Hli0, ATAEERE R
ToANENRNBHNTEH ; XLEMNEZEEZFEHIVE Windows EREERHITHRIP,

BXEBMRIEARSS (FAS) X 7LiF Citrix Gateway # Citrix StoreFront™ 5 ADFS BRZA%KEM, M
iR R THEBE R,

ILLEBZE ¥ Citrix Gateway {EAE#i5 5 Microsoft ADFS &R
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AUTH.LOCAL domain

Citrix Gateway Certificate Authority
VPX .
Hndows e | Micosot |
Root CA < EXTIOL & FAS User
§ Ccenificate 1 Certificate sssssssssssssussmnssssasasas Domain Controller
Gateway Server Issue - Template
' Certificate @ FAS Authorization Wind S
Certificate Indows Server
ADFS Signature i Template
§ Centficate PN
() walter@auth.local
—{ samLsP (RP) (-
walter@adfs.ext
StoreFront

Windows Server

Issue ol TLS Server
R Certificate

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
- Issue Operating Systems
r-- AUthOTIZAtION  gueidenneranans
1 Certificate
FASUser
: :- 1 Certificates E Certificate
5, A
Web Access Proxy ADFS Server 1 -
Y e = Login with j—
: e TR
" . £
Windows Server Windows Server :'§ 1
B .
|_§ , | Hardware Security
12, .
1S Server 'E \ | Module (Optional)
Certificate L'
- : 1 Hardware Appliance
1
f) Signature L
S 1
' Certificate i : 6" Users
| == a" Private Keys
K') Encryption I {
Certificate 1
' (not used) !_ . J‘ Authorization
: Private Key

—| ADFS Proxy I— SAML IdP

NREiHEEE Windows VDA B Linux VDA, MEEXH,

SAML.

ZEWEMRICIES (SAML) B2—EIRAEEREIERITE"R Web JHRERRG. REIEN
TR
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EE MR URL

& Citrix Gateway X IAAFREH#H{TEMIIER, EETRAFH Web X525 ADFS fRS38 L8
SAML BRMBIHIT HTTP POST, X@EERE https:// FINEMIE | https://

adfs.mycompany.com/adfs/1s o

LTI POST 22 EM(ER, 2E ADFS B RFea/a™ A REIR A R EHE",

FRIRR
Entityld & Citrix Gateway £ POST #iEH 2 2] ADFS HHE—IRIRTT. XX ADFS AR =

RERBNRSE, FIREZENAARARNSHIOUEEREE, MRMA, SAML BRIIE XML H{GER
F& R Entityld #FiRHARS .

BE, EntitylD =2 Citrix Gateway IRZ 23 ERIEA URL, BEEBERUZREMRNE, HE Citrix
Gateway #1 ADFS fItt3KRE—2XENR] @ https://ns.mycompany.com/application/logonpage

o

R [E 4t

MR EMIIERIN, ADFS RIETRAFR Web X35 SAML B4 I035F XML POST [E]9 Entityld
ECEBRIEIE URL 2—, XiBEZRYA Citrix Gateway fR5385 ERY https:// ik, A :

https://ns.mycompany.com/cgi/samlauth o

WRAE T 2Bl E URL 3k, Citrix Gateway B IATEE & #] POST % ADFS BYiBERFIEEFE—,

FRIEH

ADFS EREFLXN SAML S4I0IE XML blob #ITINZBE L. AT WRIEE R, AU Citrix
Gateway BeB AERIEPXEF I SN NN EXLES L, IEBXHEE M ADFS fRSZ25IKENAY
XA o

B—F5H URL
ADFS # Citrix Gateway X #F&HFH 2%, XZ— 1 URL, Citrix Gateway RIfE/REIEE, UG
& SAML BAIIE XML blob @B MAKRLSFIEERNRE,

Xe— 1 uikEE, THREE, EBEE https:// ik, #&3LA https://
adfs.mycompany.com/adfs/logout » (IFFE, EAAMUSE—FF URLHEE, )
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[

Citrix Gateway SBE SB9NME T AAIIEE Citrix Gateway MM IERAE LDAP SHIIEEI, FIN5T
/S, ERILATE Citrix Gateway SIS M IIEEREE, UIF SAML B4 RIE, G, XA
F# Citrix Gateway [ SFEHBIRAIA LDAP ZKEL,

MetScaler > MetScaler Gateway » Policies » Authentication > SAML 3 Policies i':: ﬂ H
Policies Servers
Add f Jelete how Einding Primary VPM Global Bindings Search =
MName Expression Request Server
StareFrontSANL MN5_TRUE AzureAd
HHE SAML 5B

fEAZ BT ADFS BIZZEHISRINNE SEEHH SAML IdP fRE25. NMAILEEEE, Citrix
Gateway =¥ FEEME ADFS #1TER, FHiER ADFS 41 SAML FRRIESRE{EAEIR,
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Create Authentication SAML Server 5

Create Authentication SAML Server

Name®
Azuresd
Authentication Type -
SAML

IDP Certificate Name* L]
| AzureADSAML v +
Redirect URL" Exact v
29f-4c20-9826-14d5e484c62e/5aml2
Single Logout URL intemnetProtocol A
29f-4c20-9826-14d5e484c62e/5aml2 IntemetProtocolPassword "
Uzer Field

userprincipalname

Signing Certificate Name

]

Issuer Name

https:/fns.cit rixsamidemao net/Citri®
Reject Unsigned Assertion®

ON d
SAML Binding™ Attribute
' posT v

Default Authentication Group

Skew Time{mins)

BXER

. REFRE £ FAS RENRBNTESE HK,
« BILH FAS BB BRI EPIRT T BLh
s RER R X EEBRREXERN B,

Azure AD 5§

=

ARSI BT aEF Citrix 455 Windows 10 Azure AD IDE‘E%EJZO Windows 10 5| A7 Azure
AD, XZ2—MIaugin AR, EHEICABERMELEET Internet IIANENS, USSIMESIEMESE S
BFo

© 1997-2026 Citrix Systems, Inc. All rights reserved. 107



KE B MRS

AEPRRBEERD T — RS, HPIT MFFAFRHELFBEFEAMuLAE N A Windows
10 A FEMBYEMET. BAA LB KB ERFRE > XF > A Azure ADETU AL
=N

“— Settings - o 4
0% SYSTEM Find a setting Je
Display

PC
Motifications & actions BE name vda-win10
Apps & features Rename PC
Multitasking Organization  WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage " . '
Edition Windows 10 Enterprise
Offline maps Product ID 00325-00000-00003-AA060
Processor Intel{R) Xecn(R) CPU E3-1630 0 @ 3.20GHz
Default apps 309 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, xb4-based processor
Pen and touch  No pen or touch input is available for this
display
Channe neneiet kew or pinaeacds semair editinn of Windosses

ZiKRBREME, Microsoft Edge Web R BE888:d Azure SaaS MNARZFMRI BB R LM
uEF0 Citrix X BIN FATER, MUK Office 365 ZFH M Azure TR,
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B Access Panel Applicatior X+ — O *
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ
Microsoft Azure george@

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

ERER

AR REEMITE Azure HEL E Gl TRAMRNEIME, H5 Azure AD # Office 365 FIMR =R ALE
B REABFPEHMATETIEAR, BEEEDHLENIBM _EAIEER.

ZEB N ATHEME ARSI /AE, E Azure AD Connect [E% RILUET Internet E3EE!

Azureo
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Azure F
,_! Azure AD

!
|

Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud e —
DMZ -

101
1
i

PKI

FEItARER D, E5 LR AEE LAN 1 Kerberos/NTLM BA IR M Z 2EEMNE B R W
BN E] Azure B TLS &AM SAML, #TARSSHIEZEAMA Azure AD BY Azure N BTEF. FE
Active Directory FIIRE N FBTERF (140 SQL Server #3EE) TILUER Azure TERSHY IAAS B39
R AYFRE Active Directory Server VM i&1To

YAFPEESNBERE, 1@ Citrix Virtual Apps and Desktops™ & #E IR FAIRF#1Tih
1, REIZEEBN R ETHEF I Azure BIERF TIHE, £ Microsoft Edge B a5 RINAEH
1TEIB, Microsoft IR UMEFZE 5 Azure N AFEFHI Android 1 i0S N FETER.

8l DNS XI5

Azure AD EXREEAEEM AT DNS st HIZEFIH A ERNERXIE, Ak, EERTLUER
Azure DNS Xig{IhE,

IR BIER DNS X% F1 citrixsamldemo.net,
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Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

PEHI S 71 Azure DNS R FFARSS 28R XEER ATV /E DNS ‘M ERIKIE NS S2BH518 (B

0, citrixsamldemo.net. NS ni1-01.azure-dns.com )

TEAINFT Azure H5E1T8Y VM Y5 | BT, REEMAEZER CNAME 185HER VM B9 Azure IR
#Y DNS i2%. 1R VM 0 IP st & £ &k, NFEFEFshEH DNS Xig X4,

I ERE MR ERFISEE DNS il fR235 PTEZ, 132 citrixsamldemo.net, FHERFS DNS (RERHA
10.0.0.*)

FI—151 8 Web M BAIZEFEARIEIRS 25/ fs.citrixsamldemo.net’s& B, X2 UMLK IEMEESIRS
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IE=ARSS

R BIBECE T — Citrix 3785, HAPaE—E Azure Fi51T ADFS ARS5 8509 AD IF35%, GIE 7T —

N A citrixsamldemo.” I =ARSS

URL

@ WEE APP ’ QUICK CREATE .
citrixsamldema

«Lloudapp.net
VIRTUAL MACHINE il-"i CUSTOM CREATE cloudapp.ne
REGION OFR AFFINITY GROUP

@ MOBILE SERVICE West Europe b |

| @ | CLOUD SERVICE

i EEI BATCH SERVICE

CREATE CLOUD SERVICE  +

Bl% Windows EEBIHL

EERSEFEIER Windows VM

o E#EHIZS (domaincontrol)

« Azure Connect ADFS fR552% (adfs)

- ADFS Web iAiaf{I2 (Web R AEFMRIE, RIMAE)
o BAREMNANKER(TEG 2

« Citrix Virtual Apps and Desktops FE#1%iE LI (VDA)
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Create virtual machine >

Create virtual machine

Resource groups

2 All resources
= es =3 * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

SQL databases Veual Studio Professional with MSDN e

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

PR ER
« 750 DNS BRS52% A1 Active Directory 3HARSS A B LLEIEATAH Active Directory E3ZE  (TELtbR Al
FR citrixsamldemo.net) o HFALRSERE, 700 Active Directory IEHIRSE A,
- BIEAFNRNEERFHK, (fli0, George@citrixsamldemo.net) o

- BT LIRS ZFHETTARR DNS, EILFrE RS 2E8N 5 | BILLARSS23141T DNS . XrJLuEE
Azure DNS i&iE TIHTM. (BXFAER, BERAEEFHIMNR. )

ADFS #2841 Web N AR RIERSSS

« 1% ADFS BRZS2810A citrixsamldemo 35, Web N AR RIERS BN REERBHNITIEAR,
Etb3EF5hE AD DNS A DNS #idik,

. TEXLEARSZ2S FIT1T Enable-PSRemoting —Force cmdlet, S{FtiF AzureAD Connect T Ei&id
B ANIEIHTT PS T2 IR,
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Citrix Virtual Desktops™ 3Z{J#=#I284] VDA

« TENOA citrixsamldemo BYE RS Windows ARSZ 28 %% Citrix Virtual Apps 3§ Citrix Virtual
Desktops {1128 ™ #1 VDA,

BCE S8 DNS

iR IEHI2R S, FCiB DNS PRSZ22LULIE citrixsamldemo.net BIREZBME, H 7 Y428 DNS RS
22 (ff40 : 8.8.8.8) HYHELER,

2 DMS Manager == =
File Action View Help

e R Ba: BHE § 86

E'?:, DS Mame Type [ata Timestail
4 F DOMAINCONTROL 71 _msdes
4 [ Forwerd Lookup Zones || 7 sipec
[ _j _msdcs. net | _tep
B & | _udp
B L Reverse Lookup Zones 7| DomainDnsZones
b :‘I TrUSt_P_ﬂi mits _ | FerestDnsTones
[ ] Conditional Ferwarders i) (same as parent folder) Start of Autherity (S04)  [24], demaincantrel. static
g Glabal Legs ] (zarme 25 parent folder) Mame Server (N5} demaincentral, static
£ (same a5 parent falder) Host (A) 100,012 8320
] adfs Host (&) 10.0.0.13 51 BJEDII
] demaincontrol Host (A) 10,0012 static
=1 Host (8) 10,0013 static
Flwap Host (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
€ n >

ANEESIER, BT

* wap.citrixsamldemo.net
e fs.citrixsamldemo.net
e enterpriseregistration.citrixsaml.net

FRBTE Azure HIBTTHY VM # R ECB AN fERLL DNS ARS388. ERILUEII MO GUI RFTRLE
1%,
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Essentials =~ i H':,ﬂ O DNS servers @
PNEINNY Custom DNS
Resource group
citrixsamldema SUPFORT = TROUBLESHOOTING
* Primary DMS server
Lacation
West Europe B Auditiogs > [10005 v
& MNew support request b Secondary DING server
up
GEMNERAL
Properties >
Al 35 =
M [P addresses p
Bl DNS servers pd
) Network security group >

FINBER T, WEBIP (10.0.0.9) AR EIE D ECY, ERILAER IP #IMEGERKA D EC IP #ilik,
Web N2 FHIEARSS SSFN i H 2R 4R R Hh 1T b 32

EOE 56 DN ik

1709, Azure REIFEE ORI DNS XigARSS2s, ZARSERIEMDECLE VM IS RIRH IP
T—IERBIINEE, BN Azure BUARTESD VM BB EC 1P Ml

YU VM s
ik, X

= Configuration

o, 0 AR O Assignment
Static
SUPPORT + TROUBLESHOOTING
1P address @
B Auditlogs > 13.94.252.54
. & New support request > Idle timeout (minutes) @

on 1D virt e
di224367-d4fg-4Gae-beTh-6475cdaeelca DemainCentrol
GENERAL DMS name label (optional) @

ezl domaincontral-citrozarideme
Properties >
westeurope. cloudapp.azure.com

& Configuration >
RESOURCE MANAGEMENT
Eatt & T
& Locks

sl Users

Voo | v v

IR B5F domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com BJ DNS ik 93 Boa gz

il 280

IR, HEiERERME, 2B Web MBERMIER Citrix Gateway VM RIE RN IP ik,
(fEECERAIE], N P #iEATF RDP HRIFFER) o

iEZ24

Azure =EALTELAEIEM Internet T VM BY TCP/UDP ifia)p5 SN, BRINERT, PFAE VM
#37C1F RDP 4i8), Citrix Gateway 1 Web N ZFIERS /BN 1FIRO 443 ERY TLS,
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MNetwork security P Essentials ~ B89 (O
Metscaler
Res es
SUPPORT + TROUBLESHOOTING i . 0 outhound SUPPORT + TRCUBLESKOOTING
Lacation 350 vith
H Auditiogs > West Europe 0 subnets, 2 network interfaces H Audtlogs >
Subscription name
i Mew support request > sual Studio Professional with MSDH & Mew support request >
Subscription |0
dlf224366-04f9-463e-beTb-6479cdaeefca
SENERAL GENERAL
Il settings =+
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DNS servers > . Quthound security rules >
@ Metwork security group > B Hetwork interfaces >
Subnets >
RESOURCE MAMAGEMENT

SIE ADFS iFH

£ Microsoft IEPIMEN LS Web fRSE% IE PRk, XAFLIEEE BE N DNS #InERYE
B, ZEPAUEH (SZIEFFA) B) pix X, EATIE ADFS #1 Web N BIEFRIBIRS 23 L RE
HEH, Eit PFX X4 2 EIEEDL,

MR BB LT EFBITHT Web BRSZZRIES !
- BAKI:
o adfs.citrixsamldemo.net
- THEERRB

o * citrixsamldemo.net
o fs.citrixsamldemo. %

o enterpriseregistration.citrixsamldemo.net
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@

i@ File Action ¥
« | 2[m
[7] Console Root

a (G Certificates (L
4 || Personal
7 Certifig

[ Trusted R

[ Enterprise

7 Intermediz

|7 Trusted Py

[ Untrusted

[ Third-Part]

[ Trusted Pe

7 Client Aut

Remote Dg

Runtime_T

Smart Carg

Trusted Deg

v v vV WYV W W W W

DoREE

5 L1}

= Certificate Enroll

Request Certificats

You can request the fiol
click Enrall,

[] Cemputer

[w] Web Server
B, Mereinfo

[[] Show all templates

2 subject | General | Extensions | Private Key | Certification Autherity |

The subject of a certificate is the user ar camputer to which the certificate is issued. You
can enter information about the types of subject name and alternative narme values that

can be used in a certificate.
Subject of certificate

The user or computer that is receiving the certificate

Subject name:
Type:

|'Cornmm name

|

Value:

Alternative name:

Type

[DNs

Value:

\CN=adfs.citrisamldemonet

*.citrixsamldemo.net
fs.citrixsam|dema.net
istration.citrcsam,

FHERBFHE pix X, SEREDRIPEIFHA.

iSE Azure AD
ATFHANA T IREFHI Azure AD 2Rz 6% ] T4 Windows 10 A Azure AD SRR &4

Rpur:-

EHER

ERIVZH Azure NP HEIEFE R
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAhLDemo

DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

FeRlE, MERHEERE,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

) | Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

BIELR/EERMAF (AzureAdmin)

£ Azure FRIELBEIER (ELERAIGFR
AzureAdmin@citrixsamldemo.onmicrosoft.com ) , H{ERAFKFAERLUSER,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME
| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

FHERISEME Azure AD
FHINBRT, BPESUTERNEFEREFIEHITIRG

<user.name>@<company>.onmicrosoft.com o

REXTEH—FSEBNT TIE, ERERTIHNEFIMEMIITEL, RIFESREZBFPNBEFHMYE
K P PCERRYMbAE @ <user.name>@<company>.com o

‘TR RERCE N SN EL RN EIIHITHEE R, HRFIER citrixsamldemo.net o

tu%/u\Erh$_ﬂ§12 ADFS, 1ﬁﬁﬁﬁ1§§ﬁ*[o
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Ay Pl A
FL DUINIATN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

223 Azure AD &R
Azure AD B GUI 95 2 2 E F@%) Microsoft Azure AD Connect T T1HE., SEHZERE
ADFS VM L., FRABEXZEMAIREILZE, UE ADFS ETA A,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

%$F5 AD FS BX&"B—F F %I,

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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ERE AR EIERIKFIERES Azure,

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

ZEFEARES AD o
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

J¥FREIBRR Active Directory XR5 Azure AD [E#%,

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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FIRBIBERAF

NRBREME R, ERILUREAF % e B

Uniguely identifying your users
Express Settings
Required Components Select how users should be identified in your on-premises directaries, (7]
User Sign-in ® Users are represented only once across all directories.

Connect to Azure AD ) User identities exist across multiple directories. Match using:

=

P-OnginatorSID attnbutes

: ExchMasteraccountsID/msRTCS
Connect Directories aster MSI0/mERT

SaMaccountMame and MaillMickMName attnbutes

Domain/OU Filtenng

T e & specific attnbute

- CUSTOM ATTRIBUTE
Filtering

Optional Features

AD FS Farm ) " .
Select how users should be identified with Azure AD.

Azure AD Domain
SOURCE ANCHOR @

Configure
. [ objectGUID -
Venfy
USER PRINCIPAL NAME @
| userPrincipalMame |'

BERAINBEED, SCRAFMIREREIZIEGESR.
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connect to Azure AD 71 Synchronize selected &)
Syne QOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net l_*-r;‘cra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

MNREE, TAILUS Azure AD 835 Active Directory [F%5, ADFS SR I8IEE A EE XM,

Optional features
Exprass Settings
Required Components Salect enhanced functionality if required by your arganization.

User Sign-In

J :--."'|=."|:.= nyong '..=!'|.'_.-"“:.="' e

Connect to Azure AD
] Azure AD app and attibute filtening g

Sync
] Password hash synchronization @

] Password writeback &

Connect Directories

Domain/CU Filtering

Identifying users L] Group writeback @

Filtering ] Device writeback g

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Domain Learn more sbout optional features
Configura

Verify

Previous
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ERETE AD FS FRERBYIES PFX XX, FH¥ fs.citrixsamldemo.net %79 DNS %7,

&% Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD FS farm
Uszer Sign-In

Express Settings

Connect b Azure AD Use an existing Windows Server 2012 R2 AD FS farm

SynC
: Specify the 550 certificate used to secure the communication between clients and AD FE.

Connect Directories - . .
'® Provide a PFX Certificate File

Domain/OU Filterin - . ) .
9 ) Use a Certificate installed on the Federation Machines

Identifying users
Filtering CERTIFICATE FILE @)
Optional Features |c:\Usemerea.c|TR|:-:SAMLDEMG\Desktnp\ad{s.p{x | -Brme

|
SUBJECT NAME SUBJECT NAME PREFIX |

Federation Servers

|",|:itrixsamldemu.net I'Fl |f5 | /] t

Prosy Servers [
Credentials FEDERATION SERVICE MAME (
Service account https://fs.citrixsamldemo.net !
]

Azure AD Domain
Configure
Verify

___reics JHINNNTI

LIRTIERARIEIRSS ST, A wap.citrixsamldemo.net fRSS 889ttt 1ZEIREEETE Web N TR
FRIEARS 2 L LUEIE R 515517 Enable-PSRemoting —-Force cmdlet, LAfE Azure AD Connect
B AN EL#HITAC .
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Components Specify where to install web application proay.
User Sign-In SERVER
Connect 1o Azure AD | Type a server name or [P address Add
Sync
Connect Directories SELECTED SERVERS

Damain/OU Filtering ﬂ VDAcitrixsamldeme.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD FS Farm

Federation Servers

Proxy Servers

Credentials

Service account

Azure AD Domain

Configure

Werify

[

AR IH BRITIE PowerShell SERIEMEK, BEZ=1F Web AR RIEARS 2SI AE,

HFEAENERTE, BERRESERR, HADFS 8IE— RS, ARG, Azure AD
Connect FHERIQIE DNS XIigHIFR B ¥
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Azure AD Domain

Express Settings

Required Components Select the Azure AD domain to federate with your on-premises directory.
User Sign-In pomMain: @

Connect to Azure AD | citmssamldemo.cloudapp.net | ™

Sync

Connect Directories
DomamOU Filkening
Identifying users

Filtering
Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to
AD FS Farm the DNS settings.

Optional Features

Federation Servers

TXT record:
Proxy Servers Taxt: MS=ms59661451
Credentials

MX record:

Service account Destination: ms59661451.msv1.invalid

Azure AD Domain

You will need this setting in place to complete AD FS installation.
Configure

erify || Learn more about verifying DNS ownership for Azure Active Directory domains

I TXT #1 MX 2R 700%) Azure P9 DNS #itHE R,

HAME TYPE TTL WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

=]

N5 172800

= S0A 3600

= TAT 3600 msr0102213

fs CMAME 3600 adfs-citrinsamldermoawesteurepecloud., |,

£ Azure EIRZERI e AT BIE,

CitrixSam|Demo

&3 USERS  GROUPS APPLICATIONS  DOMAINS  DIRECTORY INTEGRATION COMFIGURE EPQRTS LICEMSES
DOMAIN NAME TYPE STATUS SINGLE SIGN-ON PRIMARY DOMAIN £
citricsamidemo.onmicrosoft.oom Basic W Active Mot Available Yes
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INRILT LM, 1EFLIEISTT Azure AD Connect Z B3SO IEE,

STRE, Fh@idimO 443 BRR N ERHIE fs.citrixsamldemo.nets

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:

10,0013

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

E B Azure AD Join

H P e A BB F B4t A& Windows 10 BILA$H1T Azure AD fIABY, DNS ERAFHE—
CNAME DNS 2%, %igRMN15[ ADFS: enterpriseregistration.\<upnsuffix>o

FLERfBIR, X2 fs.citrixsamldemo.net o

enterpriseresistration citrcsamidemo.net i
Type

CHAME
= TTL TTL unit

1 + | | Minutes w
Alias

s citrimsamidemionet W
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INREREANIIERMEN M, R ADFS RIFBERERE Windows 10 &N L, WUE
Windows {51 ADFS AR$Z28. R ZHi4ERAIARAER P K 4T Azure AD 3E0 A

e

Let's get you signed in

Work or school account

George@citrixsamldemo.net A

Password

| forgot my passwaord

Which account should | use?

Sign in with the username and password you use with Office 265 (or other business
services from Microsoft).

Privacy statement

-

EEE, UPN 415 ADFS 1825412538 5189 UPN PTED,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Fimsh

)
BEEEITTENHER BB FHb S RRIEIE Azure AD IIARE . ERfE, Boh
Microsoft Edge Fi%E#%E] <http://myapps.microsoft.com> ., ZMiLN BEHERESE R,

=¥ Citrix BN AT Citrix EHISHE

Ea] LURBRE RS B M Citrix Virtual Apps 3§ Citrix Virtual Desktops 1ISO £ Azure %24
Delivery Controller 1 VDA E##.

7EUtb;RBIH, StoreFront 5 Delivery Controller Z237EE—HRSS 88 Lo VDA YESIRIIAT Windows
2012 R2 RDS IT{#2F &%, k5 Machine Creation Services £ (RERJUANERE) . T4
Ziai, BEWERAP George@citrixsamldemo.net @& Bl A AR HITH M,
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« 16 e Y

Citrix StoreFront

Q, bearch Desktops

Details

7 Controller 3517 Set-BrokerSite —TrustRequestsSentToTheXmlServicePort $true
PowerShell cmdlet, LAFt¥F StoreFront™ 7£:%%8 P EIENER T H#TE MR,

RERSE DRSS

7Z ADFS fR5528 L% FAS, H Delivery Controller EEE— 1IN, FEFAYSEEN
StoreFront (RATELLRHIF, StoreFront 5 Delivery Controller ZEER— VM L) ., iESH &
FMEcE,

Edi& StoreFront

73 Delivery Controller IERITENIEFR, FHBIAEmO 443 KB IS 48EF T StoreFront B A1k
B https: KAZE 1IS # StoreFront LAEHE HTTPS,

Modify the base URL for sernices hosted on this deployment, For multiple senver
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixsamldemao.net

BoE StoreFront LUEA FAS fRSS38 (EF ZEEMEZE H8Y PowerShell BIA) , FH7E Azure RER
HITIER, BIEE FAS RS EMEHEERRABRERER FAS,
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File Action View Help

= | 7w l-
& Event Viewer |

[ L Custem V
4 L Windows

Event ID  Task C..

E Applic 1 Information 1 \ Citri. Authentication.FederatedAuthenticationSenvice 204 None

i) securit (@) Information .WUBNB?-&?ES AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] 2c authorized by [ \DDCS].

Log Mame: Application

BidE StoreFront LU Citrix Gateway

£/ StoreFront BIEHEHIGHH BESFHBIIESE GUI, ECE StoreFront LUEF Citrix Gateway
WITR B IIE,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

E LR Citrix Gateway EAIIEIRI, BEEBRZ S ZIEMANIM (STA) HECE Citrix Gateway !
ks
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

73 StoreFront HNE—E RECEFH Azure AD NHERF

AT5fEA Azure AD SAML 2.0 B—ERINeE, ZIWEEEFIEE Azure Active Directory Premium 3T
%o 7£ Azure AD BIET B, &1F FiENARR, AEEEFE MNERRINMARER.

APPLICATION GALLERY %
Add an application for my organization to use | o
FEATURED APPLICATIONS (17) MNAME
B * Add an unlisted application my

I CUSTOM i‘ organization is using | StoreFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using. and add it to explore single sign-on

COLLABORATION (314) integration options.

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

P BEX > RMEBARIEEERABNKRIIENRAREF USIZEAF ERNHEEX AR,

EC iR B
BIE—K 215 x 215 REWEIR, HHE LI EE TTE, RIENAREFIET.
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properties

APPLICATION TILE LOGO

cifrix

EoE SAML S2513F
BN BREFNERRELA TIE, AE%EE BBEE—ER.

storefront

&3 DASHBOARD  USERS AND GROUPS — ATTRIBUTES — COMNFIGURE

StoreFront has been added

[ 5kip Quick Start the raxt time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Configure single sign-on

BB RFE A SAML 2.0 B4503E, XX F Microsoft Azure AD E—E R,
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

RR IURERFRE (EHLMEIRMHLE Citrix Gateway FIEZETAD)
= Citrix Gateway ARZ528 LB /cgi/samlauth,

COMFIGURE SINGLE SIGN-OR

Configure App Settings

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

T—RE & BT Citrix Gateway ECiEZI Azure AD BIEHi 5 B9E Bo

; FEURAIS, E1] URL
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2018 11:06:20 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Dowmload Metadata [(XiL) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
httpsy/fstswindows.net/b1asf2 1b-d29f-4c20-2826-14d5e484 0628,

SINGLE SIGH-0M SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE LIRL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

=

T & base 64 ZEAEZIEP, HEHFHIEIMEHE URL, EHERIFXLE URL #MEE] Citrix
Gateway feERET,

R ARFIESL AR

Bie—% 2ERRNARER, FHEREAF M “‘myapps.microsoft.com™EHIRE Lo R EE R
A TIE LT, J93@id Azure AD Connect [B)% B P ik P 2 ECIARIANBR, 18] LA E btk
F, BERaEXME T, RATIIFARTE \&tuser>@\&lt;domain> &1,

storefront

&3 DASHEOARD USERS AMD GROUPS ATTRIBUTES COMFIGURE

sHow |l Users ~ 4
DISPLAY NAME USER NAME JOBTITLE DERARTMENT ACCESS METHOD: e
arure Admin Azyreddmin@citrixsamid.. No Unassigned

George User george@citrixsamldemao.net Mo Umassigned

On-Premises Diredory 5y..  Sync ADFS_21aTeE060dl... Mo Umassigned
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MyApps JH
FRENFEERE, HAFIAR <https://myapps.microsoft.com> BY, ESERERAFE Azure
N BEFRYIRAF,

B Access Panel Applicatior X+ *

|
é 3 O | [5 account.activedirectory windowsazure.com,/a) ‘;fr ‘ = @ ﬁ

Microsoft Azure george®

applications  profile

clifrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy
»

L

L Windows 10 JIA Azure AD 5, EXFEREPX Azure VAERRHITERE R, EHEREN
F e E R &R SAML cgi/lsamlauth FATI,

B8R URL
IR[E] Azure AD #ZEHIERFHINBRER. MENBERFE—THHANESER URL, It URL BTiE
# Web X Es i 8@ Fin B RiEA R, MAFBEES A StoreFront,

quick glance

APPLICATION TYPE
Web application

PUELISHER
URL
SINGLE SIGN-0M URL

https:/myapps.microsoft.com signing

@' View usage report
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b URL 505 Web X EE8800, LUBAIRIEH Azure AD EERRIZFIEZERY Citrix Gateway cgi/
samlauth MBl, X{GEAFERERBRF, H B Windows 10 EfIA Azure AD NERRIHR
HELER, (HMEAPRKE] Azure AD EiERT. )

HHEMAEIE Citrix Gateway

AT IIRIFRERE, REIERIEIT NetScaler (B9 Citrix Gateway) BIHII VM, XBTLM
Azure N AAEEME, It RFIER NetScaler 11.0 By B & 1F I IE kR Ao

B RE) NetScaler® VM, I Web X335 mAER IP ik, AP #HITEMICIENTEENEE,
HEE, T IEH Azure AD VM H nsroot BB BYERRE,

AINFENE, RS MFRANEXHEEFEEHER), i DNS ##frastsm Microsoft 12|28

=17 Citrix Virtual Apps and Desktops B[S
RAIESEE— AT SAML BIfE 8 StoreFront £, EZEEER LR, E2HMN—
SAML B R,

XenApp/XenDesktop Setup Wizard
What is your deployment

[ \:: Single Hop

_' /-
&-— —E— = -
Client Internet Access Gatway \

What is your Citrix Integration Point?

storefront |4

WRARAE Citrix Gateway StoreFront i&&. 7T 7E Microsoft Azure R, ItbRBIALELIRO
4433, MABIA 443, &, EolUimO¥% &KSEFHET Citrix Gateway EIEM ik,
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MetScaler Gateway Settings

MetScaler Gateway P Address™
w ., 0 . 0 _ 18

Port”
4433

Virtual Server Mama®
ns.citrixsamldemo.net

| Redirect requests from port 80 1o secure port

NEBER, WRE EEEEEXHRRIERSEIEBMFAR.

Server Certificate

Certificate Format®
| pem V|

Certificates Fila*

|n5_citrixsamldemn.net | | Browse I - |

[w Private key ic password protected
Private key password

oot

79 AD i EEEREIREHI2E
SRS EATIKARIT, R P RN ER S RRIESAT, BIEHERS T
BRI,
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Primary authentication method®

| Active Directory/UDAP |i||

IF Address®

|1u.u.u.12||:|lp-.-a

[] Load Balancing
Post®

389 |
Time aut (secomnds]*

E |

Base DM®

|CN=LI5ErS,DC= citrizsamldemo DC |
Service account®

|CN=internaIadmin,CN =Users,DC= |

|| Group Extraction
Server Logon Name Attnbute®

|userPrim:ipaIName |

Password®

Confirm Password*

||-||u"u|||-[ ""|ﬂ
Secondary authentication method®
| Mone |

=

ECi& StoreFront it

7ZUbRBI%, StoreFront BfFHE HTTPS EdiEd, HIiEERE SSL %R,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

I3 Citrix Gateway B3E

E#H Citrix Gateway H0EFH AR 2 NRE#HITEHKIEN SRS K.

€ B Htps e citrizsamideme, 0 = @ © || B Metscater Geteway 52 Citria MetScales VX - Configur...

NetScaler with Unified G

Please log on to continue.
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B Citrix Gateway SAML B4 18F 2§

¥t SAML & StoreFront E& A5 SAML SEMMiLESERIELL AID—1 % SAML KL,
HF XN NS_TRUE,

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML

Server®
| Aruredd E” T ?\

Expression®

| Operators - ” Saved Pelicy Expressians - I| Frequently Used Expressions -

WS_TRUE

fERZHIM Azure AD JRERBIE 2ECEHFTHI SAML IdP ARS 35
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Create Authentication SAML Server

Create Authentication SAML Server

Name*
.A.:ureﬁ-d

Authentication Type

SAML

IDP Certificate Mame®

| AzureADSAML v +
Redirect URL"
29f-4c20-9826-14d5e4B84c6 28 /saml2
Single Logout URL

29f-4c20-9826-14d5e484062e/5aml2

e
0l

User Freld
userprincipalname

Signing Certificate Name

lssuer Marme

httpsz//ns. citrixs amldemo net/Citrg

Repect Unsigned Assertion”

ON el
SAML Binding®

POST v

Default Authenticatson Group

Shw Time{ming)

233

S

ntermetProtocol

ntemetProtocolPassword

BE R B iR

fSEATE Azure AD HFEMBIIKF EREIEMA Azure AD BY Windows 10 £ E.
FiEHES] . <https://myapps.microsoft.com>

Web X% 288 E /R P B Azure AD N FHTER,

E5h Microsoft Edge
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E Access Panel Applicatior » -+ — X

O
& (@) 8 windowsazure.com b e = @ @

Microsoft Azure george®

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

12:28

228

~Ads B 01/06/2016

WP TEMEERHEEEMR E@EIHMNILIUER StoreFront ARS525.

EHE, WIEFERAE—FR URL WEEZEHEUKS Citrix Gateway I m N EEEE G RN EREEM
3| Microsoft Azure Fi&[=],

=i, WIERMA Azure AD B9 BN RS HeEFEAERDN URL EEE1T (REEXEENZTEN
Azure AD H#HIT—XEXER) o

Bt R

1£ Azure HIZIE VM BY, RZACE LA FARAEIZEIN,

R 1P AL DNS sk

Azure AFE VM RIEARERFMLERY IP it (AHIFRA 10.5%%) o BOABRT, EREH—ITRH
P #thiit, Zutbht AT EHSEHTHY DNS 721751 o
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N - o a 5]
gh AR <) Essentials A AR O
Resource group P address
citrixsamiclem: - SUPPORT + TROUBLESHOOTIN
5 ng system Lacation DS name
Running Ln X West Eurape - H Auditiogs bl
Location 71 Suls e
West Europe fessional with MSDN i MNew support request >
Subs
H l i-dafa-d6ae-beTh-64Tacdaselca
EMERAL
Subs 4 o "
an ; — All settings =
df22436f-d4f3-46ae-beTb-6479cdaeefca citrinsamidemoy/default eGiE .
Y Properties >
| settings =*
& Cenfigurtion >
Iuonitoring “LI./:i es
onitoring ®

RESOURCE MANAGEMENT

CPU percentage

& Tags
& Locks

o Users

v | v | v

B Exporttemplate

Add a section

#£#¥ Public IP address/DNS name label FYEEE., /5 VM EEFE—H DNS #tiit, Xe]BFEM
DNS Xigi>x 451 CNAME 5|F, FfRFTE DNS iZ REIfEE IP iiﬂﬂki%ﬁﬁﬁﬂ)ﬁ@ﬁalﬁﬁ?‘éﬁ
VMo

onfiguration

Assigmment
Dynarmic e

IP adidress &
40.68.28.181

ldle timeout (minutes) @

LM name label (optional) @

ns-citrizsamldemo o

swesteurope.cloudapp.azure.com

ERFAERIN (Z248)

=HHEN VM E—H B AN AERN, HAREH, REATEFINLLE 1P L FIFL
%ﬂpmmmmgo%u%RT,mNeﬁﬁﬂRopﬁﬁﬂ%ﬁVMoGW«Mmmyﬂmwsw%
SBMHFEERL TLS = (443)

17 VM BRSO, ARREMBRSANE, EEARRZEMULITIFE HHMERE,
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Essentials ~ fa i S Essentials ~ 8RO

Security rules

1inbound. 0 outbound SURFORT - TROUBLESHOOTING

ed with

0 subnets, 1 network interfaces B Auditlogs >
ith MSDN dith MSDIN & New support request >
Sul an D 51 ription 10
df22436(-d4f0-d6ae-beTb-6470cdaeefca df22436f-d4fe-d6ae-heTb-6472cdaesfca GEMERAL
All settings =
!t Pproperties >
)=

£ Inbound security ules >
7 Dutbound security rules 2

BEXER
ZEAE 2 FAS RENRENTBSE,
« BIH FAS BB AR XEPHTT BLh
- RERE X EEBRIE XEPNE
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Federated Authentication Service 2308 X4

AsEidR

TRNEBT Federated Authentication Service 2308 XM EEFRX, BB * XLLEBHAEH,

11T RSS iR

=L EK

14 Sep 2023 Federated Authentication
Service 2308 FY#IEBRRA & 7R

P

£

Federated Authentication
Service 2308 FY#IBRRRA &
. BXIFMER, FSHAFH
12THEE,
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