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4%k FAS
IRETLAE AR TR FAS FHRBIETARA, FHREI, EE B TSR :

o HITRAMFHLREY, FRE FAS IRS2RIEBEELIFIRE,
o JBSNTEFLR FAS ZHi1 X 4] FAS BIREZHI5.

o HRRBAEAEDE— FAS REZ2Z0TH. IRERTHRKEBMHIIEARSEH StoreFront™ RS 28
LB EARS 2R, WBFR L EERBEINARERER,

BFFEFL, IEM Citrix Virtual Apps and Desktops ZiEFZF I FAS ZEEFXHRE FAS,

{£ StoreFront ZZfifFE A FAS &t

WNRIGEF FAS 5 Citrix Cloud &R, MEFHRITILS R,

E 7% StoreFront B _EEF FAS £5%, 1BUEBIERIKFIEITLLT PowerShell cmdlet, #NREE%
ARG, BEHR $StorevirtualPath o

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StorevirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdaLogonDataProvider
"FASLogonDataProvider"

E{=IEEA FAS, BEERALLT PowerShell B :
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Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

ECiE 32 fd ™

NRIF(F FAS 5 Citrix Cloud &5 EH, WELEEHITIHSE,

E{EF FAS, i5¥¥ Citrix Virtual Apps B} Citrix Virtual Desktops™ Delivery Controller BZ& A{EEiE
#3|EH StoreFront ARSZ2S © 5517 Set-BrokerSite -TrustRequestsSentToTheXmlIServicePort
$true PowerShell cmdlet, it _EHZ D Delivery Controller, BN ibm REEiT— Xtk

AN
Mo

ACiE 40 SRER

L& FAS [5, ERZEPRENHRKIRRTARBEPIEERSRNVTERERR (FQDN).

HARIERZEAY StoreFront RSS20 R ZEUERY Virtual Delivery Agent (VDA) EE1E[ERY
FQDN Fti&E, SHEARIRNANBRSSRES.

REEEN, UTFRAEFEEFEET —NEATFRAEITEINNER, B2, XFTEHNEN. RE
StoreFront fR$Z28. VDA #5517 FAS BIREHI 2891 BE VI EEEER FODN 7%, FAS BIRliEE
BT, BBRATE 6,
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S 1. 1T %% FAS BIARSSE: £, #% C:\Program Files\Citrix\Federated Authentication
Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx #1 CitrixBase.admx X {4 A Kz
en-US X%,

@ - P | . = Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | | Search PolicyDefinitions )

. ~ €3 . -
457 Favorites Mame Date modified Type Size

B Desktop L en-US 22/07/2019 09:04 File folder

4 Downloads || CitrixBase.adrmx 19/07/2019 12:28 ADMEX File 2 KB

?_—3; Recent places u CitrixFederated AuthenticationService.admx 19/07/2019 12:28 ADMX File 4KB

I (M This PC
W
3 items = =

BHIE 2. fHXLE 4 & HIR)EaVIRIEHIEE, FIFEMRBE C:\Windows\PolicyDefinitions 1 en-US F
XFf,

I8 3. 5517 Microsoft BIRIZHIE (MBHITEIT mme.exe) . MIREFEH, EEFE X4 > FRMMB)
BREEEBIT, I AEKR SRR

LURFAIRRNIRIEFAREIIREY, FEF N, AEIEFE RINTERE, 3, EuUERRIEENT
ERENIFBEEH AR —NEYUNRBY R, ZRBNIANABTFREBITZEMY Citrix 204
(VDA. StoreFront k5525, BEETE) BItEN.

a Consolel - [Console Root] =-|o| x
&4 File Action View Favorites Window Help -[=]x]
¢ [@ = @@ Select Group Palicy Object [ x
] Conzole Root Mame Wl to the G Policy Wizard — | Actions
Add = J MM
Mere Actions 3
fou can select snap4ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Movailsble snap-ns: or on & local computer.
Snap-n ven | Lise the: Beowses buston to seiect 2 Group Policy Object.
FADevice Manager M o aeeea Poloy
G owce M
= ik Management Mer
DN i Group Palicy Object:
T Enterprise BT Micr = | |
{21 Event viewer Mir
I Folder Mier | E _
2 Group Palicy Management M owse for a Gre
[ Growp Policy Mansgement Editor  Mier
= Group Palicy Object Editar Mier d | DomaineOlUs [Spes | M
=/ Group Palicy Starter GPO Editor Micr chang - )
| PIntemet Informatan Services (IIS... Ma | | | Lookin: [ crtest net | mEgaE-
'%PWJ'“":TW | e~ Domains, 0Us and frked Grous Palicy Coiects:
i Mame Domain
Description: () Domain Corfrollers cridest net
This snap-n alkews you to edit Group Policy Objects whid E Defaut Domain Policy
of stored on a computer,

HR 4. SMB I+ BN ECE/ RS/ EIRENR/Citrix AH/FHIIERH B E S HIVIFARS SR,
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File Action View Help

e HE 2 HE T

=] Default Domain Policy (DIW-DC.OIWNETI Poliy |[™=authentication
v (& Computer Configuration .
. . Federated Authentication Service Setting
w || Policies
s [] Software Settings ) ) ) ederated Authentication Service
5 ] Windows Settings Edit policy setting Storefront FAS Rule
w || Administrative Templates: Policy definit Description: |==] In-session Behavior
w || Citrix Components Servers running the Federated
| Authentication Agthentic_ation Sewige integrate your
- Citrix environment with your Active
5 | Control Panel . )
N Directory infrastructure to allow users
? '_:I N?‘twork to log in with non-Active Directory
] Printers credentials (e.g. SAML assertions).
7 Server
» || Start Menu and Taskbar If you ena_ble this policy, you should
5 [ System specify a list of servers running the
. y. Federated Authentication Service
> (& Windows Components identified by their FQDN (e.g.
Ly All Settings fasserver.company.com).
5 || Preferences
w 4%, User Configuration
» ] Policies
» || Preferences
< >
< > | Extended £ Standard /

3 setting(s)

p=3. g

N HITZEF CitrixBase.admx/CitrixBase.adml RS ZINE] PolicyDefinitions X438y, “BX&
BMWIERSRIEBEF EI GPO LAIA. ZRFPE 3 G, "HEEMNRIERS RIKIZET
5I|7E BIEHEIR > Citrix HH > SHRIE XX,

SRS RS BMIIERS REHIERE BEA. XAFREE BF &, EoUEEPRE
FAS BR552509 FQDN,
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B Federated Authentication Service O .

@ Federated Authentication Service T Next Setting

() Mot Configured Comment:
{®) Enabled
() Disabled
Supported on:
Cptions:
FQDNs
List the installed servers in y Value
e
FOQDMs | Show. o fas 1 citrixtest net]

OK || Cancel

OK Cancel Ay

I 6. HiA FAS IRS525HY FODN,

MRWMAZ FQDN, MFIRMIAFESASE VDA, StoreFront RS2 (WIR7EE) # FAS BR
SEFIEEMNINE—E,. BSIRAEKRISE,

BR7. 24 WBE REARBRASHNAARKENR, ErZEEHEDTEN (FMBSITE
17 gpupdate /force) FREFEREM,

REATA
ULEERSIERIF M) VDA RIETRCERIBHE, RHELHRENIES. FENMENAEE, NYE
FRILERRS A BT ORRIERH FAS ANAFRFNERE, RENEBF AR, HEE REAN

o
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@ In-session Behavior Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Dizabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process ~

Prompt Scope | Per- e 9 policy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

20 | -

] - In-zession Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

B FIERALLERRS, HIiT FAS RIEHIZEAF M VDA RIEFEIT.

BH 2R, HELE FAS RIB#HIESET,

RTEE
INREAILLERRS, RASEE FERNERTAFRERITAREFERARIERIET, B=TiEm !

ERRBE—ILERMRERZ LT, HUBRSERILH.
BHERE—S T EESTHREFT R RIRETRER.
BRERE—AFEE BE &, ILETRNATFRIEFHNRERER.

[F =By

SNRERALLERES, FERER FHERRSSSEE (UWREBENA) o FliN, MRIKEN 300, A
FEADHRER—RET. BENEN, SXMARERIRETAF.
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BT B %
MNREALLEE, YAPNERREN, ERIENBEMMAEE. ITAUT S ERRIITE
EERR, YA I&E Active Directory B REEN, EEALLINEE,

PERTERERERE A T VDA LB R

ERBRE S MRS EEEG S

RE FAS BIBEHIRERTF AZHERE, (B PowerShell REIRHT ESHKAET, B X FAS
PowerShell cmdlet BIE &, 15EI% PowerShell cmdlet,

FAS BEIEZHIS{EN FAS BI—EiD#ITRE. BEHIREFRIME—TEWR (Citrix BXE HPIIEMR

%) o

BREREEEFSN, ER5|IFEEMUTIRE
o BREIEBIREMR,
« IREIEBIRANA.
« XM FAS ERIEBMANA,

BRI UE AR ERARELEFaielHP— L5,

FAS EIEZHIEAERTIAM FAS RS, MEFE, ERAUEREN A AN EERS—D
BRS5 88 BT AZARSS
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another serverl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREIE PR

RE G 5 HMAR G M I B IRIEMRIE, FAS BT =1 Citrix IEPEREEB S FEA,

 Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority

« Citrix_SmartcardLogon

XEARMR A BIE Active Directory A, B EBE R, ARREHE .
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&4 Deploy Certificate Templates
Important:
deployed to Active Directory:
- Citrix_RegistrationAuthority_ManualAuthorization

- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Domain or Enterprise Administrator.

consult the online documentation.

When you click "OK" the following certificate templates are

This step can also be performed manually. For more information,

-«

Deploying certificate templates may require you run this tool as a

BARAVEC B R 7ERE FAS 2RI B2 (certificatetemplate B9 XML XHRE], BEN :

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

ThisPC » O05(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates

-~
Name Date modified Type

+

o

| Citrix_RegistrationAuthority_ManualAuthorization.certificatetemplate /1002020 5:25 AM ERTIFIC
| Citrix_SmartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIFI

Citriog_RegistrationAuthority.certificatetemnplate 1 ERTIFICATETEM

6 KB
7KB
5 KB

INRIERBLEZXERRERINR, IHTFERRLER Active Directory EIE 51,

BEF R xR R, ATUNE SRR GFEPTITLAT PowerShell 855

$template =

late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
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$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory iEH RS

=4 Citrix IEBEWRGE, BIFEEHBE—1Z1 Microsoft Enterprise Certification Authority AR

£, B XUAIERE Active Directory IEBAREZHIER, EEIR Microsoft 31,

BSHEBIEBMANMRRNA R HAEED —a kS8 EAHIER, ERKEIEBMANE KL

mell

(AT LAfER Microsoft Certification Authority 58 & I HiER, )

&2 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif

The required templ  ImPortant:

When you click "OK" the following certificate templates are
o Set up a cert published on the certificate authority selected below:

o - Citrix_RegistrationAuthority_ManualAuthorization
The authorization t{  _ Citrix_RegistrationAuthority

: ) - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
Domain Administrator.

Authorize th

This step can also be configured manually. For more information,
Create an authoriz consult the online documentation.

Certificate Authority:

- d X

Connect to another server  Refresh

Deploy

Publish

Create arule

A rule defines a sm|

You have no rules ¢

-« O

Connectto C

Complete this step if you wish to use this FAS service with Citrix Cloud.

Authorize

Create

Connect
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RN S B 10 IEARSS

b5 B S5 FAS RUISA, BIRHEE|AERA Citrix_RegistrationAuthority_ManualAuthorization &4k 4
BIERIER, ARNELXEEELBZERNENMERMENAE,

At E1&(/en-us/federated-authentication-service/2311/media/authorize-service.png)

BREZEE, ERHIE Microsoft IEBIMAHN ISR FHABIERZIRF, FAKE FAS HE
MUK P B IRIEK, IEBMA N EE RO TINABIBLIZIEK, FAS BCEFBEALE,

FAS BIEZFI o R BR—MUERRYTeAc B, EIEEER MA L,

7 Microsoft IEBIMANWIERI G, GREGREES", ARNEFBERERWMEA N 4EL" 0
RICEFWR", FAS BEZFISFERRIGER, NREEFHEL", ZFHSFERHEIRER.

AL E1%(/en-us/federated-authentication-service/2311/media/pending-request.png)
FAS EIEZEH a2 BNt IR RINTR. XAk E/ /L5 HetiE,

AL B (/en-us/federated-authentication-service/2311/media/waiting-approval.png)

AoER
FAS fEFR#INI, 1B#E StoreFront BY387R, HINMA AT VDA BERMEIERERBIER,
BERANIEEUTHEA :

o REEFEKIEPH StoreFront BRS25.

« NEBEKRIEBHNBEFE,

« AFERIEHHY VDA i+ BN,

Citrix EiX eIE2% 79“default’BIFLN, &9 StoreFront TEBXFR FAS BI&iEKEAMA N,

EoI QIR EZEEXIN, 5| BRBIEPERFIERIANME, HREREANEERENE
MFAPR, XLEFR N T I A B N AREA StoreFront ARS52888L Workspace /8, FHARKREEIE
IRt StoreFront ARSZ2RACE NI FMER B EXFM,

=i A (HEHNET £ ERT M) USSHNEERAS, ZRASHWELIEMNIFAE
BfER. “MN"ET+ B RERMNATHE,
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&& Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default y E Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ZESHEEATER

Bk . BT iR AP IEBRIIEPER, XHIUE Citrix_SmartcardLogon 181k, & 2 HIEXEHIE
X (BBEEPER) o

IEBMANM © 5% B PIEBHABEREERMEN M. FAS XERMZ MIEBIMANM LS
BIERBNAH T, BFRREEEMEBTNANEIREE TN RIRAIA" BERIEBMAN

B,
RIERER | RITFRERERETEFEPE S I EERE VDA BFER.

« FAWREARER BN, #7%) SEBNATERNERERE, BRESNRIEELNGHEZ
IEHo

- AFREREREEF—AFAESNRIEEERAFIZER. KEHREF RMERLED, M
VDA RIERIFRIBNFIR (FIENIRNEBMMILE X =) AJLUER Kerberos R ER#HITIHIE,
FIEAFEZRIERIUES,

MREEFERWFRIEACER, WEXAEBARIENTHAREHFENBETF VDA, G, iEH
EEREREERFPINTNIEBEEPUENBEFRER, 6, REFEIS VDA RIEFH
Web fRZZ85#1T TLS BPIRIE, N Internet Explorer AJMAfEARIZIEH,
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WHIEIEEE] | ZASERY StoreFront fRSZERITEANTIR, XEHBHNBENEKRATRARERNERE
BONER. XTAABEXLENR, ERILUNINET AD HREH,

BIEHIRENZEMEXETE, YIEEEE,

AR

MRIEUF FAS BRS588 5 Citrix Cloud 55 1R, WEHEE A S, = Citrix Cloud AR
B, StoreFront ifRIARIF#REE, ZAILUFMEREIRIFLNE Citrix Cloud A4 StoreFront &L
BfEfH. HAM StoreFront (ERAFENIES, StoreFront IARINERIFAEA.

ARINMPR (RIFETEBH") ELEFAERNS. Eit, TNTEBBHAARITFERN StoreFront fRS528.

i Permissions for StoreFront Servers -

Security

GI'CIIJD ar User names:
& STF-1 (CITRIXTESTAS TF-15)

| Add... || Remove |
Pemissions for STF-1 Allow Dery
Assert Idertity ]
ok ][ Coos | [ ooy |

BRE! : FILAER FAS BERAFH VDA it BHFIRURALGET FAS fULIEBRAF SR,

- B VDA BRI IRIEEMLE VDA AJLAEH FAS BREF. VDA FRIKIASIFHITEN.
- EERAPNBAFEISEWL AP B UER FAS % VDA, BRPSIREAAIZAF,
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INR FAS BR800 5 VDA AP BVEARE, MATUESBIABR

Securty

GI’DIJD ar user names:

Domain Computers ({CITRIXTEST \Domain Computers)

Pemissions for Domain

Computers
Rehing Party
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Securty

EI’CIUD ar user names:

Domain Users (CITRIXTES T \Domain Users)

Permissions for Domain Users

User Authentication

=AM : #5872 M Citrix Workspace B S4B S B @E M AL, ZE#E Citrix Cloud B, &7]
LUERERTF Citrix Cloud BIFRM, ZE3EF] Citrix Cloud f§, A8 LUEITERER Citrix CloudZB4%
PRy SERE R RN,
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&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refres

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

h

%33 Citrix Cloud

IRET AR FAS BRZ523 5 Citrix Workspace #E# % Citrix Cloud, i&E&[AIE Citrix Workspace X &,

1. ERIREET £, EEEED Citrix Cloud TR HEE,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. EBREERINE, ARRE T

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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i 55 bl (X 32 fE Citrix Cloud,

3. BORER—1MHE—RGIMIY, ZEMILMTE Citrix Cloud FIRGHE, BXIFMAER, BS
A qn AR Citrix Clouds

&4 Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESODAR

Summary

( Waiting for confirmation...

= a=B

4. EAMBEIEETE, M THSIRPIERFRFEINERUE.
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Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

&4 Connect to Citrix Cloud — O X

5. SNREA, EREFIKF, AREEEEE FAS RESBNHRME, LEHME, AR XHABIA

B Mo

6. FEEFEMME D F, ERMEMMNLIZENN, BHTF—P,
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&+ Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

7. EHEELSH, BEFMLASER Citrix Cloud %#,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud &7F A FAS B335, FINE E/R7E Citrix Cloud kP& RAIE " TiE Lo
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==

A FAS RS ERIAMA AP IES, AR F2FIA1E Citrix Cloud # Citrix Virtual Apps and
Desktops.

M Citrix Cloud W%

M Citrix Cloud ZRAIEFPR FAS RS 23/5, 20ACitrix Workspace XERFmL, 7EE#EER] Citrix
Cloudi%EEEHH,
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RRECE

ATHNNERM T ERATEREFMNIIERS (FAS) NESAEENEEEmM.

BxXER

« FAS ZENINIRENETESERMNELZENEE X5,
- MEFRGH XERMT EE FAS FREWHIRE, UKiERE X B E HMEREWHNEMNXE
AR

AEFEF RS S AWIERSS

AXNABT ELZHPIEERSIEMERS (MSP) IFERERBS BMNRIEARS (FAS) WE B, B XiF4H
8, 158% B8E42H) | Citrix lRSZIZHE DaaS.

FoREZM
+ 5487 Citrix Cloud HEIMIZRIBIERRBITIUR, 5% HBEL, HEH EXERRINR

. MERERF-MSP %R, BXIFAER, 18R &B T Citrix IRSZBIEHEERY Citrix DaaS,

BdiE@ MSP &/
1. (EEEEEREEHE REF AT Citrix S

BIY REIEES SHAMEMEMIZERES] Citrix Cloud.

JOIE S AR X BXBVIR S E SHMIARER > 8 T A,
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B Citrix Cloud x e

< C (Y @& uscloudburrito.com/identity/domains

< ldentity and Access Management

Authentication Administrators API Access Domains Recovery

+ Domain | C Refresh | (] Show Unused Domains

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local coe >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v
iz AT J * )j
2. ’ITfiE/EH'* ==} gzl E. o
N N Lt s PN I
SRR, ARBL TS (.), BRE EERSE,
B Citrix Cloud X+ v = [=] X
& C () @ uscloudburrito.com/identity/domains e % O@
= | cifnx 2 o
© |dentity and Access Management
Authentication Administrators APl Access Domains Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local ooe >

Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v

Manage Federated Domain

Disable

WEEAHES +o ARRE HA.
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3. WIEX XAV S FETEAH.
X—H Bk, BREAZFIEGS, FRIBNEESESHBMBRER> ST,

IO X BXBYI R B 17 7E THH P # (/en-us/federated-authentication-service/2311/media/fas-verify-

domains.png)

i&[E] MSP &,
4. &I FAS BREZ 23 H IS EEM R Citrix Cloud,

7EFHF Y Active Directory (AD) &4 FAS, HEHEF Citrix Virtual Apps and Desktops 3
Bo TF FAS E#EI51Z AD MX BN RRAE. BERE FAS RS, BBRTENEE,

5 BREEPER
HEFRERER FAS
- ILEEHNEDIREIER (1dP)

IRBFEFREF, B3 BOFHREER > AW, EEFER IdP HBREAD 5 1dP [
27
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- RHEFEHRA FAS
BITHEXEE>BRRIE, EREERENSMNIRIEHER FAS,

E A FAS 8 (/en-us/federated-authentication-service//2311/media/fas-enable-tenant.png)

EREE

TEMIFRIE A BYEX B2 AR MSP BEE— T B, EATUNEFER FAS, ERTX
HABEEFEET MSP R, FAS XK.

Azure Active Directory 2R & 5

Citrix BXFR B R IIEARSS (FAS) NEMARMELIZERIE (VDA) IRIEESAER (SSO), FAS @it
[ VDA e FIEHRLI SSO, VDA fERIZIERM Active Directory (AD) 3R &7, ER
B VDA 2iEfG, ELEEFHRIULENATAR AD FHiR.

1B H 2 I2HE Azure Active Directory (AAD), F1EEZHY AD #1 AAD ziEli#1TREYE , XEABFRME
VEIEESEMR. AXNATEH FAS BY, M VDA RIEREPSLI AAD SSO FRENFNEEE, X
VAP TEEHWIEENATAR]13 AAD fRIFEIN ATER

xR

* FAS i/ AAD B SSO AEBTMIFHECE,
o BREE FAS RIERIEB,

o IEE]LUEREfATRRANEY FAS,

o RO LUER LI FAS BYEMRARZA VDA,

AAD SSO MY A RETE TR -

AAD B{A50IEAERY VDA BNAE VDA BEAMA
RE £/ AAD T4 SSO £/ AAD EFIEBH SR
JE
BX& 3| Active Directory BX& £ ADFS EEA Windows & F1% WS-Trust
B IIEARSS (ADFS) RIIIE certificatemixed =2 EE A
BERE=A5MNIRERER FERE=ABIAAR FERE=ABRAAR
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- B AAD I 2IEAF SR IIETE AAD i T, BRI AR AAD H4I8IE,

« BXE AAD 15218 AAD ECE NN BEMRIIEEE R EMAERE. Ft0, EEMRE] ADFS FEH
=H BMMREER.

« JEBIIABR VDA EN0A AD FIEMA AAD B VDA,

EMmAEN VDA

FFEMAER VDA, B Windows EA5IE (54 LR AR Windows B2 583EE,
Kerberos) SRIL3t AAD B9 SSO, HAF M VDA RiEFHiHIRIR AAD RIFEIN BIERFET, FE#TIT

AAD BISR30IE. FEIER T BRASMIIEIEE

Federated IdP AAD
or ADFS
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windows
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

BFRATE AAD I ERREENEREKENMRE
BXRE AAD HIRENER, BEH THEEAER
JHFEXEE ADFS B9 AAD i3, 157 ADFS BRSS85 L2 A Windows &172353iF,

MNTFERERIB =S DR AAD 1, FEEUNARG SR, BERENS R HE I RER,

S eI LORF /938N ARY VDA 5BV R A R TFESMAR VDA, B2, £ FAS RIAa4%
B AAD ERIFTTHE (PRT).

EAIAR VDA
EETNAR VDA FEBSIIA AD #1 AAD, HAFERE VDAR, SEIEBUTIH :
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« Kerberos ZjHR T2k (TGT), BTt AD #HRFHITEMRRIE
 ERIFTSH (PRT), BT AAD ZIFHTTRRIIE

PRT 228 XAPMITENNER. NELE, IEEFAT AAD FHARHRE.

T FAS i@id [ VDA IRIEBRIIEAF &1, RtkRBEESLM 7 ETFIEHE AAD BRRIERD
8EBIE PRT, TEIERT %3N EHMIGIETEE :

AAD Federated IdP
or ADFS

>W-E>)

3. Authenticate to AAD 3'. If federated,

b ot gl with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD g A
with FAS user

certificate Domain Controller

Hybrid joined VDA

B&ATIE AAD BRI ERNE KSR

IHFHEERI AAD 15, EECE AAD CBA, B X IFAER, 15215 Azure AD ETF PRSI0
i, VDA {8 AAD CBA &@iZ FHFH FAS iEBX AP #1T AAD S125830E,

Microsoft X1t 7 EAERFIERER, BEEERATEEI FAS AFIEHERINEER,

FTFEBEESE] ADFS B9 AAD 13, VDA R ADFS BrRZ32589 WS-Trust certificatemixed i =813 FA P
B9 FAS IEBX A #1T AAD BRI, LthinSZRIAE B,

HFEHEERE=ABDIRHETERD AAD 13, AJREFERLIEBRA R, B PIREREFHISEI WS-
Trust certificatemixed s, 1BEHERENBDIREIERFKE,
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IEBIAHHECE

AXNATEEBRWIERS (FAS) SIEPMANK (CA) RE[EMRNSRILE, XEREHHK
LT FAS BIBZH| S X1, XEHBEEA FAS 12189 PowerShell APl, 7EH{TASRRYER
HBAZE, ENIZE & PowerShell BIEARLTIR,

1E FAS g EZ 1 CA IR33:
AT AT OISR AINIEY, 6D FAS BIREEI SIS FAS MUEAZ A CA :

&3 Edit Rule — | X
Edit rule "hello"

Template

Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
PeEss Gl Template available
Template available

Restrictions

Summary

¢ >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IRERIFRE CA ZBRDA TR Citrix_SmartcardLogon IEHENR  (SZEFN FIRZFHEENR) -

INRIEFRZEERRIRD CARKMATRRIRNR, 158% CARIT IREIEBMANI T,

BEFNEN CAHIT BIULARS P8, RAELSRHAEERIGER AT ERER
CA.
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FUATT R

RIEERZ CARSHRECE FAS IRS4RE, BFIEBEMFEREEEER CARSHBRED
Ko IS, MMREF—IBEER CARSZHRAERE, FAS IRSB[HIRESZ—1AIHR CABR

5580

BoE Microsoft IE A HALIHTT TCP 18]

BINERT, Microsoft CA fEF DCOM #1Tifal, XEXMHANERENTRERSHE M4, Fit
Microsoft fefft 7 —F )i EIERE TCP iR OMINE, 1E Microsoft CA £, R F#>E1T
>dcomcnfg.exe T DCOM ECBEMR, BF i+E4¥>HEIEA>DCOM A& WL ER CertSrv IER
TR, FAIEYRAE CertSrv 155K DCOM A2 FRIEILE !

CertSrv Request Properties |2 | X |
| General | Location | Secusty | Endoorts | identiy |
DCOM Protocols and endpoints:
T defaut system protocols

¥ Select the DCOM network protocol sequence that you want to
Soy~ 2dd Enterthe endpont detals and cick OK when you have

Protocol Sequence: Carrectiononented TCPAP

() Disable profocol sequence
() Use defaull endpoints

®) Use static endpoint 900
() Use intranet range of dynamic endponts.
(7) Use intemet range of dynamic endpoints.

o | [ oo ]

| OK || Cancel | ook

FWRE R LIARRHSALERFHEE TCP iwOS (EEFRY 900) -

& Z Microsoft iEBMANMHIRZIERIE K, REFBIT netstat -a -n -b , ENZEET
certsvr IFEIETE IR 900 :
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TCP 0.0.0.0:636 LISTENING
[lsass.exe]
TCP 0.0.0.0:900 LISTENING

[certsrv.exe]

TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:3269 LISTENING

TEEE FAS fRE2: (BEMEMERIERMANAITEN) , KA DCOM A RPC imO#1T
MEMER. HEFPIREEFFR DCOM BY, EaEHEEIEPIRS 23 L0 DCOM RPC RS, FHiBEKiA
A4FERY DCOM RSB 25, Xft& w0 900 TH, #H DCOM fRFBEFSIER FAS IRSZ2[UNMHE
%o

FERAFIES

£ FAS RSP FERAFIERE, ARPNERNEGEESER. U TEHAINEATNRHAENHS
N FAS BRS5285Thl IR,

FXEY Active Directory FAFP 3R

IERILLET B AD FHFA A SIREFMERIX R (P10, .csv XfF) KBFIEBER, WX TRA
FiiizRo

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -Properties UserPrincipalName | Select UserPrincipalName |
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Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser 2 — TMRER ecmdlet, AFEWAFIIR. LEANTRASZ—1HiEsss8, BTN
5| BF UserPrincipalName B IKZ&S 9 enabled” BB F,

SearchBase £#4a/)\T £ AD FEZRAFHVEE, MREEAZ AD FHNFRERF, AIUERIES

B, IR EEFRZEEIARERF.

CSV XHEEFRFXHF

Bl user_list.csv - Notepad

File Edit Format View Help

"UEerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvt. Tocal”
"testuser3gbvt. local”
"testuserd@bvt, local”
"ucs3B@bvt. local”

"ucs3o@bvt. local”
"l A N@\kver Tasa1"

FAS fR5528
LT PowerShell BIA<3REX 2 14 B9 A R 713RFF 012 B P IiEB5I5R,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in S$users )

$server = Get-FasServerForUser -UserPrincipalNames

$user .UserPrincipalName

if( $server.Server -ne $NULL) {

New-FasUserCertificate -Address $server.Server -UserPrincipalName
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$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

INRIEBZ FAS RSS2, FERPRIEBRERMR | —TEERSHF, Z—TEXERBR
S5aaHo

LR ASE BB F & R default’ YN, sIREBEAREMNZFE (Flg0, “hello”) , REEHREHAH
1 $rule TZENA],

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default IZAU| Summary
hello o W

IRubname: hello I
Status: OK
Template: Citrix_SmartcardLogon

ST EMVADIED

MNBIFEEFERAZ FAS IRSS28, ERIUEEIT FAS B8GEH, MASEMEERMNEF,
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1A B LAERR GUI EFIEIN FAS ©

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create

0 Create arule

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

TR TES

1. SIEHHISHEES | New-FasAuthorizationCertificate
2. IETFHENGER GUID, R TS IR[E] ¢ Get-FasAuthorizationCertificate

3. ¥ FAS PRS2 E T4 1ET . Set-FasServer -Address <FAS server> -MaintenanceMode

$true

4. THRIBOIEAGESD | Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. {# FAS RSB IEH 3PS | Set-FasServer -Address <FAS server> -MaintenanceMode
$false

6. MPRIBEIIZFBGES © Remove-FasAuthorizationCertificate
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BEXER
. REARE XER FAS RENRBHEIESEAH,
. BB SMIERSBEE DEAREN —HETT B4
- BRIERE XS BREE —XPNE

FhEAfRIP

=T

IEBFAETE FAS RS54 LRYBRATVBUERESR. XEXBIFLATAET FAS IRSS2HIMBARSS K 716,
HERIMTIENRA FHo

FhEAEMRAEE

o SIEMAAIIER X BXA9FLEA, KRB Citrix_RegistrationAuthority JEB1E#R,
« 5EPIIEP XEXAYFELAEA, KB Citrix_SmartcardLogon JEHER,

SopR BB RAEMAAIIES | Citrix_RegistrationAuthority_ManualAuthorization (ZRIABERERA 24
/\BY) F0 Citrix_RegistrationAuthority (BRIANERERAREE)

TS HIIERS (FAS) BIEEEHISH MIMIEE SN FIF R 3 A, HEEHIEAE, FAS R
SHREER— BN, HFRIEBMANMAXZ—MERERIEKR, UK
Citrix_RegistrationAuthority ManualAuthorization iE$H, XE—MEEHER, BIAERERR 24 /)
B, MEBMANM AR BEMALES ; EfAAAEERREIERMANG EFoiEi. —BiE
PIMEL FAS RSS2, FAS fH#H Citrix_RegistrationAuthority ManualAuthorization iE B 5h3k
BY Citrix_RegistrationAuthority IEH (BRIAEBERAFE) o FAS BRSSERTEIREY
Citrix_RegistrationAuthority IEF/5, =IZEMMIFR Citrix_RegistrationAuthority _ManualAuthorization
BOIEBFER.

SEMAADIES X EXRIRA R4S, EEMAINER SRR O ITFAA L RRER AT MR PE
ENAFPERHIERIER, Fit, ZHIItEREMATRATUENZBEFSERRERRFAERDIF
%o

IEAIUECE FAS fRS58:, MU TARZ—RIPAR, FETEEALRNZLEK !

« Microsoft 12583 RSA 1 AES NNFHRZIRHEFIZF X Microsoft R ZRAFMIRHEER, BT M
MAIEHF B P IEBEYFATA.
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« Microsoft FERPEEIRHEERF (FZEEEESER (TPM) SF) , BT EMNAIERHIFE,
£A ; YAK Microsoft 3&52 8! RSA #1 AES INEARSZIRIHIZRF N Microsoft 2 HFMEIR TR
F, BFRFIEBEAE,

« BHZERR (HSM) HNENMBERSHEREFERMES (F HSM k&) , BT MG
IEBHAFIEBFAR.

FhiAlcEIRE

FEE FAS UERX =& —, FRXARIERRIE
Citrix.Authentication.FederatedAuthenticationService.exe.config X1, ZXEFHNERIAIE R FAS
ARS528 B9 Program Files\Citrix\Federated Authentication Service X%,

<?zml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG RAPI (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>

<!—— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ ——>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-— Specify RSA Key length —->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.Systemlog.LogLevel” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) —->
<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" value="" / ——>
<!-— Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS {RTERRSS BEIRHRERECENX . MIREREBEREENR, WAMEFEE FAS FREEIIREE
Ho

7£ Citrix.Authentication.FederatedAuthenticationService.exe.config XEF RN T AR IRBHE X & :

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderLegacyCsp (7£ CAPI #1 CNG
API Z[EIH]HR)

& p=3 >4
= {5/ CAPI API

& (BRN) {5 CNG API

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (E{FHAMNIREHEZEFRLTT)
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=1

Microsoft 18583 RSA #1 AES INZiRHIEF

Microsoft Z {4 ZHFMEIRHIER

Microsoft & & HFEIRHIZF

HSM 17 CSP/Z sAfFtEIR (12T

p=d 2

BAIA CAPI iR 12%

#AIA CNG 1Rt EF

AL TPM - RE . EER, TEINE TPM

BFRFER. X5 TPM BT EMAAE R,

NRIERTEEBLIFIRHIETT FAS RS 25,

BEWER TPM MESN EERRFHNE, T
A XFFRERIL.

B HSM ViR, ZERMNEmRF. R
I REEBUEIRFRETT FAS RS8R, BE
WIEH HSM 1R, THREESFFERI .

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType ({X7£ CAPIAPI BVIBR T =

)

24

P

#RINE. 18 Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B PROV_RSA_AES 24, WIR#EH
24, FRIFIER HSM 5 CAPI &5 fERHE HSM
MV ESEME,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (% FAS FEEHITFAEHIR(E
B, EREALAEENE) ZEFHLBNTSE TS, NREHZR, WRFER TPM BiE

fifio

TRIP

GenerateNonExportableKey

GenerateTPMProtectedKey

AR
FAEARTIUAF Ho
ke FAEATESH.
FIAFHER TPM #H1TEE, AT
ProviderName F$5EHR) ProviderName #Zfi#

(540, Microsoft Platform Key Storage
Provider)
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Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (38 EFAFARINIEA/)N)

2048

=1

REXHFREUNELAXERTUNT (RERNEUIEETR)

#&ix

ko WRILUER 1024 3§ 4096,

Pl.r:;zl;iir “True” “False”
CAPI API (CNG API)
CsP ( T )
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider Enhanced RSA HSM Vendor HSM Vendor Microsoft Microsoft
and AES
. KSP Software KSP Platform KSP
Name Cryptographic i
Provider
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, plfERor 4096

[i-£7k- el

Ay
IR BIEZEF Microsoft Software Key Storage Provider &R MM AIE B AR B IEHFAEH

XRAMINNZEEERE, TRMANIAEE,

=~ 2

LR AIER T @ Microsoft F o RFERMHIZFZFETE FAS RSB EREM TPM FREVEMAE
IEBFEHE, LUIRAER Microsoft BB AFMER HIZFFHERN AP IEH A,
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LA RBIGER FAS BRS2RER_EHY TPM BEARIE TPM HIERRINASTE BIOS HER, RABHE
Windows H4J#81t ; 1525 <https://docs.microsoft.com/zh-cn/previous-versions/

windows/it-pro/windows-vista/cc749022(v=ws.10)> ,

5/ FAS EEZHIS
FAS BIEEHI S EERITELIERERIER, RIRIFENARDIFEMVMIERNELIERES
i%) ) E:)nsuz:@i%ﬁﬁﬁreo

PATHIA FAS IRER, ESEILBIRRIIGBILBMANMZE, BEENRS 28 (BRBF 4
RS E 3)

SR B TERUATTRRIEREX 4 -

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.KeyProtection™
wvalue="GenerateTPMProtectedEey" />

XHEMIEN I AR

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] ——>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.Systemlog.Loglevel™ value="3" / —-—>
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —->
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

R TPM [REIBIEKE, RAFHEKERN 2048 il, i5HARFRIEE ENEAGZIFNBIAKE,
IR 2 . EFET) Citrix Federated Authentication Service U MEZE X EHIEZEE,
SR 3 IRANARS.

B4 NEBMANMEIRS SFF oA FFAIBAIERIER, RECEIMVIER/E, EEEH SR
EFFFHNTER 3 FTANEE, L, IMYADIERBRIFAA™TE TPM LR, FRINERT, EHE
WHAA 2 o

EICEMVAIE PR B RS EMEMETE TPM , BEALLT PowerShell f35. MR
IEPHFLEATERETE TPM 51, NIl PrivateKeyProvider EERHIZE R Microsoft Platform Crypto

Provider
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

SB5 . FREXHHELOUTRE !

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EKeyProtection™
value="GenerateNonExportableKey"/ >

R%E FAS BJLLEREE TPM RIPESARAFIES, BXNFAREEEMS, TPM BEFAIEE
12,

B 6 . EFRE FAS, XFFREHIIRSEIRINECEX HH RRERRIE, FEEHIBEIFARIRIER
FMAFIERER ; XEREAINAAEMET TPM 2, MEEM Microsoft 2R EIRATFERHIZ
o

ST 7 FAS EIRIERI S ERHUET+, FRRLENREFFmhRmEIRE.

{5 PowerShell
BJLAfER PowerShell B4iEKFEMAMIER, XERAFAGEHIEPMAN MBS ELIEBERIE
KA EMAAIIEBHIAL, ERBEMER FAS BRI & HITE X IMVIEPERIEK,

TR EERAEERFISHRITIN FAS ECEHE, (Elaim MNP R | EEIEBER IR EIE
BAAAA"
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&& Citrix FAS Administration Console - connected to localhost — | X
Initial Setup Rules | Advanced Connect to another server  Refresh
Complete these setup steps:
o Deploy certificate templates =i
The required templates are deployed in Active Directory.
o Set up a certificate authority Publish
The authorization templates are published on:
Click "Publish” to publish the templates on another certificate authority.
Authorize this service
Create an authorization certicate for this service.
Create arule
A rule defines a smartcard-class certificate that signs users into a Citrix environment.
You have no rules configured.
Connect to Citrix Cloud
Complete this step if you wish to use this FAS service with Citrix Cloud.
SR 2 EENIEEMANMARSSE L, RIERERMMC EEET. ARESE
Citrix_RegistrationAuthority_ManualAuthorization &1k, SAEER§ HIER,
EEBRET+, BERAMMEMEE. ERFIS, BF7 Offine_ RA, BMHERN 2 F !
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

B 3. FEENERMANMIRS S L, RINGEBMEVE"MMC B2 T, AE2EIEBER.
TERFE, AERLEMEBIEPBER, FEFE NN S ZrIER,
S A 1T FAS BRSS25 EMNELLT PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

SIB 5. 7T FAS IR 22 L ALLT PowerShell cmdlet, 7E FAS BRS32389 TPM R4 RE RSA 23583
FHRBIEPERIER, T | FE TPM REIFEAKE, ABHEKENR 2048 i, ESHIEELED
BHZIFNRAKE,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

fan

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
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BRI

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

! WaitingForaApproval

e Id GUID (TELtb = F A“5ac3d8bd-b484-4ebe-abf8-4b2cfd62cal39”) EEES BHENE
;8

* AIRfIE PowerShell cmdlet fLABFERCEMATIIEBR AN —RIEBE"

 SE17IE cmdlet BY, FFEE FAS Bt NECEXHHIEEE, UAEEFERNEEKE
(ZRIAH 2048)

o BFELFDD PowerShell BopfYEMYIEBFARIRIED, -UseTPM IRE AN $true, Hit
RAERBRNEREER TPM FREIREARENE,

« BTt cmdlet AR EHECE X FHRIEIIKE.
- E/R4BE) FAS BB A LB RR(ERE, HER FAS B M HHHIRERIE,

« HFASERSSSR& A P IEBUE R TPMIRIFBY A FIEBRAAR, el LURECES R
KeyProtection{E1& & J1GenerateTPMProtectedKey,

BIIER B ERATPMER T &Y, BEEMEANE, BEFASIRS S LWindowsEHEFRF
N AERFHE.
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14 Mone
16 Mone
15 Mone

(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bbe1-44af-8d21-

1159d364d82e]

R

Application Number of events: 3
Event|D Task C...

Lewvel Date and Time Source
14 Mone

@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore
@Information 22/07/2019 12:5%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:

False]

IR . 4RMHA2F . Microsoft Platform Crypto Provider”

SR 6 . REBIERED & HEIXAIERT, HRERFAARGEHEE,
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E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

£ >
SR TFASHE%%EJ:B’JPowerSheIIEP%L)\LUFP\]%‘, FHEPELIERIERA TR M A
A

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>

N

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

ETRUTARR !

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

AT AT RE = I IEBMANETI R E O, HRFIRAGERMANMERNERT http (TAER) #0
DCOM ([EZR) Fft. aIERATA, 15i%EE DCOM &I
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Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel

IBEIEBMANMIG, PowerShell £ RequestiD :

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

PS C:\lsers\Adninistrator. AUTH> -
S8 IEPMANMARS S L, EIERMANME MMC BIESTH, SEHEBINIER . 12 TI5
K ID. AEARBIZIZERHERME"

LR . REFBMRMER TR HEINNHLRES (EKID KZTE) o WEFTHIER, ®F
WHRER AT+, 2HEHBIXMH . EBSHASHEN. BEHT—%", AXHRIERUTE
In :
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() - Certificate Export Wizard

Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:

() DER. encoded binary ¥.509 {CER)

() Base-64 encoded ¥.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS £12 (LPFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (L55T)

| Mext || Cancel |

KRB TAINEERIEEFFA - PKCS #7 iEH (P7B)’, HEXTERMNRETEE, QIREPRES
NFREIEE

BB 10 . [HSHIEPRXXHE S HIF FAS RS2 L.
BB 11 . @I TE FAS IRS 2R LA LLT PowerShell cmdlet, SH5EMAAER S A FAS RS2 -

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcsTCertificateFile «<Certificate file from step 10>

flan

Import-FashuthorizationCertificateResponse -address fashsm.auth.net -Id 5Sac3d8bd-
b484-4ebe-abf8-4h2cfdée2cald -PkecsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

ETUTRE !

PS C:\Users\administrator.sTU» Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo8bec27@5 C:\Users\administrator.sTu\Desktop\TPM_FAS_cCert.p7b

1 74d4271f-c55b-4ded-87ae-1ff98bec27es

: [offline CSR]

1 978816¢d-8b2f-4695-8c5d-08bb7df1816b
certificateRequest :
status 1 ok
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EIICEMIE PR B RS EMEMETE TPM 1, BEALLT PowerShell é35. MIREMYIA
IEPHFLEATERETE TPM 51, NIl PrivateKeyProvider FERHIZE R Microsoft Platform Crypto

Provider

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

FB12: XH FAS BIEEZHIG, AREMENE.

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AR BRLRS S BRHERERELS,
ST 13 7E FAS EIEEH P EEHMUET+, HiRE ZEMRE PAmiRigE.

~H 3

FRPEEFEE HSM FRGEMVWIERBLAMAPIEBR. ARFREERE HSM. 18/
HSM FFERRMERST, FIU“HSM_Vendor WERFIERIEIZR",

NRIERTEEBUEIFIRRITTT FAS fRS5%, 15EWER HSM HMVEA X B SRR F 550
(E1=8
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SR 1. TEAEEREGG#T FAS NYIRIRERIE, MR NTE | BB HER MR EILE
PAAAA"

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

S 2 . BFEREE HSM HE BRI, UREZRMN HSM BY ProviderName BN A, wNRIEH
HSM /A CAPI, M algESFZIRBIEFTAMNERSRMERER (CSP), WNIREAY HSM FH
CNG, NI aIee R RZIRBIZFF A REMEIREIER (KSP),

R 3. WTRIEBEEXH :

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor’s HKey Storage Provider"/>

B IER A AR -
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<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ —->
<!-— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -3

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel" value="3" / —-—>
<!-— Logging: Event IDs to not log (comma separated) ——>

<!=— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs -->

<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

I =ERIER HSM {8 CNG, At ProviderLegacyCsp EIRE RN false, fIRIEAY HSM EH
CAPI, N ProviderLegacyCsp {EMNIREN true, BER KL HSM H X, UBEERH HSM
8 CAPI X2 CNG, HIFEFEH HSM HE S, TEIEXTT RSA BIAE N FINEAK
B, EItRfd, BAKEIRENIVIAE 2048 (i, EHERIEIEENBHRKESEG T,

LB 4 BXED Citrix BKE B MRS, UMEEXHFHIREE,

S5 7E HSM LR RSA ZAX, @I BT FAS EEREH o R EIET -+ FRRECE
BIBIEPRERIEK,
SB6 . BWIFRBMEEE HSM AR, BHRE Windows EFBEFRINAREFRAE !

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

AR IRMER | HSM B EAEERHIZRF]

SR7: TUEBMRNAIRS 2 LBIEBMANA MMC 1, EFERIERT R -

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
@1&? ————— BEGIM ME...  The operation cempl... Taken Under Submission 0770472016 1404 AUTHLUCSHSMS

ARBEERAEERERR.

AR BAULRS SR ERFE LIRS,
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&& Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

Create arule

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

— | X

Connect to another server  Refres

Deploy

Publish

Reauthorize

Create

Connect

h

S 8 7£ FAS EIRIERI G ERMUET+, FRRLEMEEFMERIEIRE,

FAS iEB7E68

FAS &R FAS Ar3528 LRI Microsoft IERBEFEREFMEEIER. CERAMRANEIERE,

BT EMAMERM GUID, IE7E FAS RS 85 i ALLT PowerShell cmdlet :

Add-pssnapin Citrix.a&ast;

Get-FasAuthorizationCertificate -address \<FAS server FQDN>

Ba0, TITUL T4 | Get-FasAuthorizationCertificate —address cg-

fas-2.auth.net :
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

ERIAFIERTIR, BERIA -
Get-FasUserCertificate -address \<FAS server FQDN>
g0, BT TS | Get-FasUserCertificate —address cg-fas-2.auth.net

s\Users\administrator.STu> Get-FasUserCertificate fas.stu.net

ThumbPrint : 2A81185BBFEB696188F5FDE6GFACBFBEFBAEBSOCS
UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

£ HSM 7Z&FAEAES, HSM B 28181d GUID #RiR. RILAERUUTAEFREY HSM #EAFARY
GUID :

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

fuan

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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: joe@djwfas.ne
Role : default
CertificateDefinition : default Definition

ExpiryDate : 19/81/2818 @9:18:48

BXER

. REFRE £ FAS RENRBNTESE 7L,

« B FAS BB BASARIERS AREWEER — P77 B4
- BRIER R XS BREE —XPNE

ZEMMKERE

BEE B RIRIEARS (FAS) 5 Microsoft Active Directory 1 Microsoft IEBMA N ERER. EHFR
REFRNZEEEMFRP, HEEZEGSRIEM X BEMISHEIELZESER—F, NFASTHIER
2R,

AR T HE FAS HRBEENRLTE, TEHE T TG TRIPEM RIS A
Bt
GREE S A

TEIETRT FAS S3EREANERAHNLZ2IAR,

FAS BRZE 23| 5IEBMANMAVFIEFIZF—E, ELE X BREMIZHN—E7. EEIER,
Citrix Gateway # Citrix StoreFront 2 1THF BHIIERAN. 5| A FAS AEEMEM Citrix
Virtual Apps and Desktops™ R4,
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ADFS Server (with
Web Access Proxy)

Citrix

Federated Authenti-

cation Server

Windows Server

Windows Server

TLS Server
' Certificate

Signature
Certificate

Encryption
Certificate
(not used)

- FAS

j Authorization
Certificate
FAS User
Certificates

Kerberos

Certificate Authority

&

FAS User
.‘ Certificate
Template

FAS Autharization
Certificate
' Template

Domain Controller

Windows Server

UPN

Y walter@auth local
Alternative UPN
walter@adfs ext

Citrix Gateway StoreFront Delivery Controller VDA
VPX indows Server gindot\_vs Ss:en;er & Desktan 3 da\fus Server & Desktop
TLS perating Systems Kerberos ating Systems
Roat CA TLS Server TLS Server | FAS User
' Certificate ' Certificate ' Certificate | § Ccentificate
Gateway Server
' Certificate
ADFS Signature
' Certificate
SAML SP (RP)
High Trust Intranet

BiAENIMER 2

i%0 443 E£RY TLS R3P Citrix Gateway. StoreFront 1 Dellvery Controller™ 84z [B]HYE(E-
StoreFront BRS3 88T HH I6EE, 1 Citrix Gateway 3@ HTTPS %[ 443 $#53KH Internet

B

StoreFront fR53 85810 i [ 80 EFAEE IAIERY Kerberos BXZR FAS fRSS28. BRIIEER FAS AR
552309 Kerberos HOST/fqdn &143%0 StoreFront ARZ5258Y Kerberos i+ BN &5, LB RIS
ESER— T ERERMEIEA, Citrix Virtual Delivery Agent (VDA) EE AR F REE R

Fo

Y HDX R1EEET) VDA BT, VDA hi@idin0 80 BXR FAS fR$Z85. BAKIEEA FAS IRSE:
B Kerberos HOST/fqdn &{3#1 VDA BY Kerberos i+ BN &3, ItL9, VDA RIRHEEIRAE T
BETAIRIERAFAEA,

Microsoft IEBMAHHEZFE A Kerberos IAIER DCOM 815, ZBEAECENFEREE TCP ik
Ho IEBMANMER FAS RSB B[ IREAZETEMAIBIERBTHEI CMC HIES,
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ARS5 8% B SR A

B A BHKIERS [in] 3R B StoreFront™ #1 VDA Y Kerberos
over HTTP, [out] DCOM % Microsoft JEH 1
AN

Citrix M % [in] RBZFIHITENB HTTPS, [in/out] /3R
B StoreFront fRS5288H HTTPS, [out] HDX F)
VDA

StoreFront [in] 28 Citrix B X 89 HTTPS, [out] HTTPS %/
RATHEHIZS, [out] Kerberos HTTP & FAS

RA{FEHI2R [in] 28 StoreFront BRS328HY HTTPS, [in/out]
3k E VDA B9 Kerberos over HTTP

VDA [in/out] 3B 3 {31EHI238Y Kerberos over
HTTP, [in] 38 Citrix % 8 HDX, [out]
Kerberos HTTP B] FAS

Microsoft IEHB ik H14 [in] 38 FAS B9 DCOM M&E %

Citrix B¢ & BRIIEIRSE S Citrix Cloud™ 72 8By
PREIAT FAS 438148 A A P 0K A R AR AR SS 0K A S a1 L0 R bk

- FAS BEZFIE, EAFKAT

*.cloud.com
* citrixworkspacesapi.net
o MIREIFIEPERTE=ASMEME, WEEH
« FAS AR5, TEMEARSIKAT !

*.citrixworkspacesapi.net

*.citrixnetworkapi.net

INRIERIMZA SNBSS R, 15EA FAS BEEEHI ortutEdER P A, 1o, BHREER
netsh B 3Ll T B ACEMLEARSS 1K B3,
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ZEARSEM
FAS BAEIIES, RFEAEHEAREEMEES, KEHTFHENRHLLHE, LR
I FAS BRSS 285 IR ELIRR.

TR
FAS @33 7 YISk & P IEP. Microsoft iEBIMA MM IFEREI AR, IEPIRMRIL
BoEM IR U A EMAIERHIREF,

Extensans | Centfilcate Managens

Poiicy Module | Bt Madue
Enolment Agerts | Audtng | Recovery Agerts | Secuty
For more information see Delegated Enrollment Agents:

() Do ot restrict enroliment agents
(®) Restrict erroliment agerts

Enrolment agents:

IERILUE R LA TE RIINEERFALR

o JEMERSRINEE FAS RS 25,
o IFBERFIFRNEE FAS &,
o WHBIRDZRDIFER FAS AR, Ali0, BINAEREERHZHRIPAFAMLIER,

T IRHEFI SR E

#(/zh-cn/federated-authentication-service/2311/install-configure.html#configure-rules) g8 3 Frat
1R BCE— StoreFront RS528515K. XLE StoreFront BRSZEBEMAKIEHAIE FAS EBEEFA &
Re BF, EAIURGIMLERFPFRFIES, URMITEIAEBLE VDA i+ BEN#EITH MR, 1)
BERIFEC BRI ERIFRE Active Directory SIER M AN L 2 IHEEAI#M TTo
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BAAE S

FAIE 5 FAS RS 2B EENMERE DR 80 #HITHE F M ILIEAY Windows Communication

Foundation (WCF) Kerberos FI4&i%#,

BHAELE

FAS #1 VDA IS EE A Windows B4 HE. LBETAFEZEM&EITER, (/zh-cn/federated-

authentication-service/2311/config-manage/troubleshoot-logon.html#fas-event-logs) &35 5! 7 7]

MERNEHBERE.

BHFR SRR

FREMIR, & FAS MARIABFIERER, MEAMLRSIKAFEATASHNA, NRENE

EREENR, FAS XFERAMEBERAHLTERIR,

B NNZRECE I £ FederatedAuthenticationService.exe.config XA E], XLiG B E X OIEF

AN A, Fitt, EMAFLAIA (B0, 4096 £, TPM fRIF) MiETTRI A IEBRUERRERY

KB,

ProviderLegacyCsp

ProviderName

reftE s

AR

BIARKE

EEMR

IMEEERIDANUTLA :

£ PN

LB N true BY, FAS {EF Microsoft
CryptoAPI (CAPI), &N, FAS {ER Microsoft
Cryptography Next Generation APl (CNG).

A/ CAPI I CNG RIHIZFHILIT,

1EHYE Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B PROV_RSA_AES 24, IHRLZRN
24, BRIEEERTH CAPI B HSM #H HSM
MV ESHEME,

EHFAN IS H RS MNREARE, &7t
WEARETaRR (TPM) BiREE,

RSA FAVEAREREAKE, ZIFMERN 1024,
2048 #1 4096 (EAIA{E : 2048) .
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e 2] RS
A EER EMAR L RHRIPIEBER
IEIE R FoEHRIRIGE
IERMANMEERR FoEIE B A
FAS BIE5 LZHEHECE FAS IRSS %
StoreFront/Citrix Gateway B2 5 ECER P SR
BANEMEE™ BER AcE VDA F#EHlgs

BUEERENBARZRESEENARELE, MMSEIREBEGERERIFRSR.

HRIRIZE

E1ER FAS HEN @S AFRE BN RS S -> FQDN'EHRFRHITIFIN, LR FAS IRSZ S,
BFIRSISIE FAS iRS8589 HoST\<fqdn> Kerberos &19., FrEAIE) FAS BRSS 2RSS B ot
E—%5| EEERM FQDN A& ; TN, StoreFront 1 VDA FIREREXZRAREIR FAS ARS8,

Citrix ZIFIFRRNFABEITENZ AR RS, WERILEIR. 1B FAS IRSSERTIRATS V)
0, THEEMRERNBIFREN,

Ltk GPO HYFEFIRUA AN R F L EFEFA FAS IRS81) FAS BIEA (FI/SHEER) . 2/ FAS
RSB ESE, BSWBE I ENE RIS FQDN £&#F.

MEPER

WNRIEARAE(ER FAS BEMIRY Citrix_SmartcardLogon IEPENx, RILUEHREBIAR, ZIFUTEX.
ERRIEPBER

AR IEHELE Citrix_SmartcardLogon B URT & ERIALRIEMRAITA, WA

o BIRIEPBRERVBEIAR, HFEEMRURFESENARIERB BT E,
 {£/ FAS PowerShell (e S EIE FAS, MARFEAEERAFRRE. (BEEAFRRAERNEEAT
Citrix ZRINERBFT. )
o {#H Microsoft MMC IE B iR E R 7Tk Publish-FasMsTemplate i % & RN, F B

o {#H New-FasCertificateDefinition fp S ECE FAS, HI&TE EHIENRZIT.
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R EMREE
AIMBERT, BRIEBRNEZHINER. ERUEIERERPESE .

BIMEREITH. FAS RBBIEBERPRIIZE, FAS REHEREIT ¥4 BEIEITIES,

UKL EBENE

BMERXLREM, FAS RZRRIEFIRIRFIXLEIRE, FAS IsZRBUHER RFSHILH HEUH
e EAERE AT,

ESUnE Rt
BNESXLERM, FAS RABBIEBRRPAIXLEIRE,

B X FAS IRERIEMIRE, BEH AR,

EERIERARNY
BNESXLERM, FAS AXFFE AR,

EREMHEREM
SEMERX LR, FAS REISIRIER,

Edy BRI
R MBSO LI BT & RV R SRS,

AR I AENT BRIREFRESHEZ2RE, HSBULBEERER.

ERL2REH

Citrix BIZESOXEAZE, NILTF FAS BRSS25RVITEAIK A A RIALEMNIR. FAS RS H

ZEMEMR, B2, SEHMEBERR—F, EaILL:

- DTFEERIEINHE AER
o AWEI F MR F IREUER
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Names:

8 Musthenticated Users
% Domain Admins (DJWFAS Domain Admins)
Domain Computers (DUWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

ERERELTERYE
Citrix B ERBESXLEE 4,

ZIENREIEZFE MU Active Directory 158/, X2SEIEPMANMEIERT BHE2RFPH
SID, M5 A Active Directory T BISRIRET

RS SRR
RE Citrix 2, BMRFE, EILUERXEIRBEURTGERANRE,

ERMEEREY
BMESOX IR, XL B XN TATR -
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Citrix_SmartcardLogon Properties |2 N

General | Compathifty | Requast Handing | Coyptography | Key Ateststan |
Superseded Templates |  Exensions | Secunty | Server |
Subject Mame lssuance Requirements

Fequire the following for enmolment:
[_ICA cedficale manager approval
[+] This numbes of authorzed signatures: El
¥ you require more than ene signature, autoenrsliment is not allowed,

Palicy type required in signature

| Application policy W |

Appiication polcy

Catficate Requast Agent W |
ance policies

Add...

Hemove

Require the following for reenmaliment :
) Same crienia as for enrcliment
) Valid exdating certicate
Alow ey based renewal [7)
Reguires subject inforation to be pravided within the cerificate
requeast,

= Cortrol ig dizabled dus to compatbify settings.

[ ok |[ Cacel || ooy [[ Heb

EUGRAIERY

A LUESUX LGB, ZISBNAED ) Windows Server 2003 CA (ZRfhkA 2) . B2, FAS
{XZ#F Windows Server 2008 MEShRABE CA, LE7, NEFTIR, FAS £ZB&ETIEF Windows
Server 2008 CA (Z2¥3fkA 3) 3¢ Windows Server 2012 CA (ZEMIRRA 4) IBRHMEHMISE,

IEPMANAAEE
SEBIMEAVEIE R 51 S EE BN A RS 38 R 2O E H7A58,

RIRIR

EEIEBMANRE I SR SRERIRIRIUZES, IEBMATEERDIEZ LB AR
o

—MEENRTEMER, TERE FAS IRE[ENLIFREMIDIEPIENR, E BIFTEBRVMA D
2. TICWMIER, IEBMANEEIER REANNTE TG EMDIEBIEKAVIRIN, FHlE RN
FAS AR 3389568,

BaAIEIR E

IEBME N E TR G A LTS EBMA AR NS AEIRE, MMEGIEAEE, IEBMAVE
EIERATLUEIE DCOM TCP A AIERN, UERHF FAS IRSE33F 8E1FKIEP.
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SRR

AIMBER T, EECEMVWIERRYSE EE R UER I H R EAEBRREE A AP A IE
o WIERTREEMAEEB AN B IEFUIE BN A RS AN —BIFFIBF.

| G Mode

Ervolment Agents | Audtng |  Recovery Agents | Secumy

For more information see Delenated Enroliment fuentss
(# Do not restrict enmliment agents
() Restnct enmlment agents

Enrolment agents:

SRBRIRIRANEE I

NFEREE, FTUERBEXZEERRRENT RIEBMA,

FAS B8

FAS EBEZ L £IHE.

s&@iE ACL PRl StoreFront. FAFP#] VDA

FAS BRI OB HILE Kerberos M BT LA ) THAE ©

iR

StoreFront [IdP]

DU

XLE Kerberos kP ={EE, ATUEBERAFEIE
M@ B MRRiE. MNREF—PiKFERA
12, WAL A FAS BEERIFRIEF SR
HEHo
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TiRlEE R
VDA [Relying party] XEZVFFIEIEBMAANITEN. EFE

IdP #RB TR, ELIbARZH VDA
KA N ERARSEEBR.

=) LRI e FF P a] LA 1dP Br S, 1B7E
B, X5IEBMATMN SR FMAE B
MEEESE, BF, BVEIIRPNESIE
UK o X AT ARG LE 23589 StoreFront
MR A R E R NEELT. 3=,
Itk ACL RIEARFIFEIER M,

BCERNY

INERZ/NMHIZHY Citrix Virtual Apps™ B¢ Citrix Virtual Desktops EREEREREIA FAS RSS2 B LS
¥, WHMNIEEER. SMNEE—HPIRWESE IR ; 5552, Kerberos 1AA1#EHIF5R (ACL)
A LURIIACE,

EEBIE B A AR

BIUAARRER RN RECE AR REBRRA CA. SRECE A LUEEEA IR N EGRAVIET,
BEEBUATHER, f90, #iR%A a8 89 7 AT LURA L REs" A P AR E D RIIES,

RIERAN S A IRIEIES

FAS BEESRAILUER BT EMNRIERERRSAIEAPIERER. i, ARERIEFREER
RERMEH, MINEEERANERIERBNEERNER,

MEARIPNERKE

FAS BIERTILUN FAS BBE WAL AEHRERGH LT 2IEIR (HSM) HAEF SRR (TPM) A, Citrix
BINEDREMIEPFAAEFEMETE TPM RLUETTRIP. FAS 127 E BV IEBiERS 2P
SAIR7ER TPM HYEIR,

B, BFPIEBIARIUEMETE TPM 3 HSM B, FAEERPREONNER N AISH BKEEDHA
2048 fiL,

=HEE
FAS frSSesietiF R EMEITNEMG AL, JRFHITMAREN,
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EEGANEETIR

FAS SiEIiZBIEIeE (MMEFH IR Kerberos) ITE, “AMEBEIRRA MK R FAS BB
BREEHN. FAS BECEXMZEHER,

Citrix B3N . Citrix ERISEEM VDA BIER

FAS BI{E RN Delivery Controller #1 VDA BIERMEZ2IRE!, KA FAS WEIEAOWN HEE
277 “Active Directory 285", Controller 1 VDA BIRAM MR A S ZEENAF . S E T
EHHEE

JEA Windows [RSZHREZ LM

FRERRS BT EITH T, HESEIMERIENMRENRG. T2 X REEMISHERS B[O NF
BEYEZEUE, FEEHEEMEN R LR ED

BTN S4B EoNZ e tFEEREiT B8 L.

RDP ARG R FRINEE S, Citrix BIAFKPERAEEFER, Fal2XFIERMANA
MIEEE R,

BXER

« (/zh-cn/federated-authentication-service/2311/install-configure.html) & FAS ZEME B T E
SEREK,
« FAS ZEMJTE (/zh-cn/federated-authentication-service/2311/deployment-architectures.html) X Z

RN A,

« Hh421EE"XEE (/zh-cn/federated-authentication-service/2311/config-manage.html) X &

HN A,

MERETT &ER

FAS @12 —HATAHIRERAIIEREIT SR,
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@ Performance Monitor — O X
(&) File Action View Window Help -8 x
= 25 E=H
Pert '
@ s orm.anc.e Add Counters *
v [ Monitoring Tools
; &S Performance Available counters Added counters
’ :\3 Data Collector Sef Select counters from computer:
b :ﬁ Reports Counter Parent Inst... Computer
<Local computer = ~ Browse...
Citrix Federated Authentication Service o
Instances of selected object:
Search
Add => Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter Instance Parent Object Computer

TRIG TRIRARNITEER. RIEFEURA, SN MRS 10 WEHF—R.

Y

FIERERIFKREY

IERITE

BAMEBERIERY

HRIEBEZHRIFKRITE

eI

BOMHILRRER

RiTHH

WA

IEBERIEROTFLEEE (UM HE
fin) , EAR—2HEIEETR,

RS SRS EENIERHE.

KESMIIERS SO A HIERBERIBER
#, EAMN—DHNEETR.

KES MRS EEAENHLIERERE
K.

BRI BFIERERIEROTAE R
HEE,

KA B MRS S0 HHRITHIE R AIRIE
B, EAN—2HNEIETR.

KBS MIRIEARS IETEIRERRY VDA 1EH,
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B

&/ SRR

HEEE Windows &R0l

AXMAT Windows AP EAIERHERF (HRE) BRFEENETNERER. XEH

REFATATHESHIIERKBER,

IERM N TAEMESH

WA

KESMIIERS SO RRINERERIE
ROFGERE XEGRESOWHER—RX,
R —D R B BAH BENER
SEEAHHNAREFNEHEE KW,

Windows Active Directory 43P Z/MEREE, BTFEERSERAFPHESR,

-+

N

* NTAuth IEBZE | 2@ Windows #1THMIEIE, IZEARBFIEBAERMANA (IR
FENAM) BB TE NTAuth 78, EEEXEIES, B1E certutil BFHHA -

certutil -viewstore -enterprise NTAuth

o *RIEBANFERERENE - ~8F, IEPBERRARERERMES, RHit, NREAENS
), MPAEHEHN ERREREREFELNSL S XEIER, RIEBHAUTREENREMED, £

BEZ MEBRIAALITF NTAuth Z &+,

o HERIULBY EAMARE | ~ A LUF Windows ECE /952 %I30IE EKU M EMIERREE, 15515

Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

AR

AllowCertificatesWithNoEKU

AllowSignatureOnlyKeys

AllowTimelnvalidCertificates

EnumerateECCCerts

£ PN

2N, PSS ESEREFERY BEAR
7% (EKU)o

AINERT, Windows RIFEEARLIEF RSA f#
BHNERFA, hEMSE &% Imikes.

AINBERT, Windows &fidetaid HARVIEH,
IR 7 &% Tk aso

ERHRE LS 17 I,
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RS i
X509 IBREK MRIEPAEIHE—RBF EEBIT (UPN)”,
HEZLVAENA, AR FEE
H Windows &R,
UseCachedCRLOnlyAnd, PHERENT (EEEfss bigE)

IgnoreRevocationUnknownErrors

o EEHEHIERIED | 2X Kerberos EEHAITHMINIE, FAE RS SELIE BAEN AT S IZEHIZR"IE
Fo AIMUERRITENIER T AFEMMC EERTRBIFRXEEFR,

UPN 4 FRH1EH R
BNAREBEERES ALY B a s s—i S AL (UPN),

Active Directory g UPN & #F

ERINBER T, Active Directory FRETHAFRHEBETIEK
\&lt;samUsername>@)\&lIt;domainNetBios> # \&It;samUsername>@\&It;domainFQDN> BIFR T
UPN, PIAIEF] FQDN & Z7EMHY RootDSE &£EH. B M FAIIUTE RootDSE HEMZ 1 FQDN
ik,

tt9+, Active Directory FEIE N EEEE R UPN F altUserPrincipalNames, XLEEISERF
UPN Y LDAP %H.

#d UPN 2 AFE, Windows B/E/ESAIE (BT & UPN RI#IZRIMRIR) PEHRE
UPN, PAREXER UPN, MIRXBCET, EXEHREIN UPN, XAIGERETAMPRIARE
1o

IEHRGI RS

MRIEBFABZEIX UPN, Active Directory AJLUEIFTE“X509certificate” B4R AT AR EFE—T
BRNAHIER, ERESEERERAAR, ITENAINEESAIEYE GUABRT, T8N
)

RET—MED, RIFAFEE—TBFKE, MINRIGERERE, HRFEBRIFEHRERILLT)
BEo

NRMPEFEZNE, FEBFRAHAIEER, N Active Directory rootDSE R#&7E IEFIRETARSSHY
LB, ZRSUTER/FERITENL, FEBEMFFRE x509 IEBEIENEEFRE. LHENART
REFIEREMER AR FRAP KA.
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PRI R AR

HIMFHA TS MYIEGRN, EEMREATFEMNIIERNSIETSRIEREER, WERILUERAMKL
%Elb\o

PRI R AR

Z52 ] Windows ER4FER Windows IH#ZEHISR#HTER, PILUEIEE Imhosts 34
(\Windows\System32\drivers\etc\Imhosts) 3RBEHI&E Windows 1+E A1 B EIHIZEHI2R5 3R,

ZNBEBEE— 1% "Imhosts.sam” BIRIX . RETE—IT !

1.2.3.4 1T HI23NetBIOS S FT #77 #13:mydomai

Hrh "1.2.3.4" & "mydomain” 1§H4 /3 "dcnetbiosname" BYISIEHIZREY IP ik,
EFEfE, Windows it BYHERIZEEERE mydomain, ARG E HECE,

IRBIIEFE 2RI 2R

B R, Windows RIEE— MSDOS IfiBT 2, HPASERAFRIIZH S, EEEHEER,
EEAS echo %LOGONSERVERY E i SR T 7o

5 S0 X B B EFEE b e SR BRI B L.

BRWP E&EH

AIAMBSR T, Windows IBZHIS A EATEKF BEZEE XAILUBTARBRERTRZEIRET
BYE R R B EITIE R, BAEIMERISR LT A RIRYRIEES, 155817 gpedit.msc o SRAFEKRE
&, BEfISRETEAEFERTNNEGAEER.

=] Local Group Policy Editor [= a5

File Action \View Help

eow #E = B

= Local Computer Palicy |~ || Policy = Security Setting
4 & Cornputer Configuration | Awdit account legon events Success, Failure
3 _ Software Settings | Audit account management Success, Failure
43 _"'I"'ii"dﬂ“'s Settings 2 ||| L Audit directeny service access Me auditing
I Marne Resolution Policy 2| Audit logon events Success, Failure
(] Scripts (Startup/Shutdown) ) Audit object access Me auditing
4 ﬂ 5“"""@'%”95 [ 2| Awdit policy change Success, Failure
4.8 A:.cc-:lunt PD“CIES_ 21 Awit privilege use Failure
b ‘ﬂ Password Policy . | Buaclit precess tracking Mo auditing
I L Account Lockout Policy i !
b il Kesberos Policy | Aaclit system events Success, Failure
4 g Local Policies
b g Audit Pelicy
b 4 User Rights Assignment
[ [ g Security Options
S Windemasir Eisanll wdibh Ashsmead Sam it v
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IEBRIERE

REIEPERME

NREEFIERSH N DERIER (EFAA) , EAUERANUTHREIEE | certutil —verify
user.cer

EH cAPI BEIiER

EiEEEIZ AT EN L, ITHEHEEEIFH I Microsoft/Windows/CAPI2/Operational Logs /&
BHEEIER.

TEEFERI2RH VDA B L, FIAEHEERZSRHSME Applications and Services Logs >
Microsoft > Windows > CAPI2 > Operational, & Operational 7% Enable Logs

te5Y, BIAERMN T EMRERKIE CAPI BHEIER !
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32, U TBEBRIARTEE, &
BTN, WMREFLIE BIIAN CAPI2 HEIERIRE, 1BMHBRIXL(E,

=] EEPUY
DiagLevel (DWORD) E4%5 (0 F 5)
DiagMatchAnyMask (QUADWORD) EMHTmikss (2EREM Oxffffff)
DiagProcessName (MULTI_SZ) BIBIZLFAFIE (F/90, LSASS.exe)
CAPI B
HE EEPUY
MR LSA JH CertGetCertificateChain (SE4E
£)
KR LSA JAF CertVerifyRevocation (GELEER)
X509 35 EFARNT, IERMIEBMAHETIR (CRL) &
gD
AppData\LocalLow\Microsoft\X5090bjects
B IF S R LSA JER CertVerifyChainPolicy (@1F2%k)
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HIRER
IR
IEBFRREE
IEH RN ERIR
IEBERHER

Kerberos B3

fixd

=

AR BN FEMNZEERIEBEME
FRERBIEEREFIEH,

FTEMIES CRL D& RIEERMUL FHEREF
B9 CRL, #IFRRFIHITRIENE, XFMELEE
KA. BB IEPM LA 5857,

ZIEBFEEER. fI0, ErIseRRSIIE

PRERIES,

Z/EH Kerberos BERIER, FEEZEHSMKRLAF TR LEIZU T EMKRE !

BRI

CurrentControlSet\Control\Ls

a\Kerberos\Parameters

CurrentControlSet\Control\Ls

a\Kerberos\Parameters

CurrentControlSet\Services\K

dc

CurrentControlSet\Services\K

dc

=E2E

LogLevel

KerbDebuglevel

KdcDebugLevel

KdcExtraLogLevel

Kerberos HEIERmHBIRASHHS

o BURREERNER < ERHE BN IZRE 7121

« MPHIRABEERER, ATUZEMZR !

{& [DWORD]
0x1
+7HEIE Oxfffffff
0x1
Ox1f

o KDC_ERR_PREAUTH_REQUIRED (BT 5|RiEZEHIRAERS)

o FRENFEIR Ox4b

EFEFIZEN TR A&

AT T B A ERIEBE R 2M T(Fus EFHIR BERE,
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i PEtIas CAPI2 BE
R L A&
EEI%EMNIE (VDA) Z2HE
VDA CAPI Hi&

VDA RAHE

428 cCAPI2 BE
EEFRERE, SR WIDRARENIER, HFERUTERNBESZEFEY.

Operational MNumber of events: &

Level Date and Tirme Source EventID Task Category

{1 Information 21/08/2016 15:14:54 30 Verfy Chain Paolicy
(1) Information 21/06/2016 15:14:54 CAPIZ 11 Build Chain

(i) Information 21/06/2016 15:14:54 Capiz 90 X509 Objects

(i) Information 21/06/2016 15:14:54 CAPLZ 41 Verify Revocation
@mfnm'laﬁﬂn 21/06/2016 13:14:34 CAaPI2 40 Verify Revocation
@Inlﬁrmatinn 21006,/ 2016 15:14:54 CAPIZ 10 Build Chain

EANEMHATEEET, HITH|28 A Isass.exe 1RIE VDA IREMFBWET —1N5E, HIGTFHE
BaM (ZERHHE) o E£RREIN"ERROR_SUCCESS’,

- CertVerifyCertificateChainPolicy

Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
Certificate
[ fileRef] 23BCESAFBTF18787ADAAADSCEFDOCCTS05C41TEF.cer
[ subjectMame] fred

CertificateChain

[ chainRef] [FFO3F79B-52F3-4C93-877TA-SDFFE4A0BI5T4)
Flags

[value] a
Status

[ chainindex] -1

[ elementindex] -1

EventAuxinfo
[ ProcessMame] lsass.exe
CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4CT6-9B1C-49FED786318F)
[ SeqMumber] 1
Result
[ value] 0
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WEHIRLERE

HIERIRETR T —RINERFH, ERXBEMHE 4768, EIFEMHT, IEFATIL Kerberos £

U FEIE (krbtgt)o

Itz BIBYH R B RARSS 209 BAIK P A f 28 3 1T B 101k

B9 b P 1E PR T e is ) 28 1T B9 J0E,

b2 IERYE R ERET# krbtgt

Keywaords

'2!,‘:!.”&'.: Success
2, Audit Success
':4:‘_ Audit Success

Date and Time

2170652016 15:14:56
217062016 15:14:56
2100872016 151454

Source

Security-Auditing
Security-Auditing
Security-Auditing

Event ID
4624
4624
4T

Task Category

Legon

Logon

Kerberos Service Ticket Operations

A Audit Success 21/06/2016 15:14:54 Security-Auditing Kerberos Authentication Service
Sl Audit Success 21/06/201615:14:54 Security-Auditing 4TE9  Kerberos Service Ticket Operations
Sl Audit Success 21/06/206 15:14:54 Security-Auditing 4634 Logeff |
|"zzlal_lﬂu.u:li‘t Success 21/06/2015 15:14:54 Security-Auditing 4624 Logon
E1,_Audit Success 21/06/2016 15:14:34 Security-Auditing 4624 Logon v
Event 4768, Security-Auditing X
General | Details |
& Friendly View ) XML View
+ System
- EventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-21-290731715-1143989709-1377117006-11046
SarviceName krbtgt
ServiceSid 5-1-3-21-390731715-1143989709-1377117006-302
TicketOptions  0x40310010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress «fff:192.168.0.10
IpPort 49348
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5FO001D1FCAZACI0F36879CEECO0000001DTFC
CertThumbprint 23BCS5AFBTF18TE7ADAAADSCEFDSCCTS05C4176F
VDA Z£H&E
VDA Z2BERZBHEREEREMMNNZE RSN ID 7 4648 958, JRE winlogon.exe,
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Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
b7~ VDA CAPI HER R T 3R H Isass.exe RN HEREMIIUEFRS, BTFRIESZESIZHED

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA RZRB &

E A Kerberos BHEIERE, RFEHESETRTEIR KDC_ERR_PREAUTH_REQUIRED (AJIAZ
B&) , LUX%EHE Winlogon 9% B, #*FA Kerberos BRI

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{5 windows E HEKA FAS

FiB FAS EM4#85 A Windows AR EHBEE. ErILUER System Center Operations
Manager (SCOM) Fr=fm, BiI It ERpYHZEM B4R IEM FAS RSB HETTIR .
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FAS IRZ BB IEEEIT?

BHE FAS RSB IEEETTT, Baliiz

Citrix.Authentication.FederatedAuthenticationService.exeo

ATRXNEBA TR FAS IRSHREEREM. B X FAS FSHNBERNTREYIR, 15581 FAS E4H

=
JLNO

FAS TR S
UTEHETREN FAS REEFBIEEE1T.

E 4B A Citrix.Authentication.Federated AuthenticationService,

Hf BHEXE HEA

[S003] TR ({0} FEIE  FAS [REEHATER
IRE A [{1)] H AP

[S022] EIER [{0)] MEPE  FAS RSB EIRELER
RIgBR X" &=

[S023] TR ({0} AR FAS IRESEHALER
RIgBE R F" &E=to

[S123] REBEA [upn: {0} role: R FAS ECERE
{1}] [exception: {2}] CA #PRBERLTHIN A
AIEF BFIE$, MitEHE

RE [S124) ZTEE
. ZAFPNERE
FREK,

[S124] FKRBEA [upn: {0} role: % FAS 2IHMNEATE
{1}] 7£ [certificate CAEKBAFIERE
authority: {2}] EEWRE, R FAS
[exception: {3}] M4k FCET Z1 CA,

IEH

FAS £ {ma3—"1
CA &K,

&

EEIPEILT, FAS
IREBTERTES

ERo

M FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 FF#A
R,

iERTF FAS 10.7/
Citrix Virtual Apps
and Desktops 2109
KB =R

ttEHRBAEEE
B CAHTAEET
£, WNE FAS BCEH
£ HSM, MiEw]
BEFRPE HSM TT3ALE
= (R

Lt EHrTRERAA CA
TEEE TESRTE
BX%o IR FAS idid
HAfEA HSM, MR
AJBEFRAA HSM Tk
EETE, AILUfERA
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EfF

[S413]

[S414]

=iEEMN FAS B4
WNRITRF FAS 5 Citrix Cloud™ &85, UTEHNERER FAS RS

FHEXE

BAGIEHAHI HA
(% {0} X) - iF
PIEFAGER {1}

BERGEBESER, iF
FiEdEE : {0}

E4JE A Citrix.Fas.Cloud,

£

[S012]

[S013]

BHXE

FAS IRESTTREFRE
Citrix Cloud Y22 &5 &

F

FAS BRET/EM

Citrix Cloud #1785
EFRo [{0)] EZi¥4

= QR EEEIS
rhiE,

EA

2 FAS 120G
TERRY, SFEHRER
tbEH. RIAER
T, MRBHGERE
30 XWZHA, MEX
ERRIEES

3 FAS EHGEHiSER
B, *EHIEMILE
%o BUANBERT, Lt
EHERER—NK,

EA

b= HREAR B
Workspace (Bl
Citrix Cloud) BY&
BERIIZIEE T

b 145REA FAS Toi&
M Workspace (BJI
Citrix Cloud) i2fit&
RER, HEHEZ
BRERTAEATEN
[RE&,

g

55 KEBIRS! B
BR &,

A LAEH cmdlet Set-
FasRacCertificateMo
nitor FAEIINIL

B ; FEH
PowerShell cmdlet,

—BidH8, FAS ¥
EERGTRYA FIE
B, HEBERERA
AR ML,

BIERET.

-

TEAR BB H A,
FAS £1%E (1) @5
BiE, (2) ®X&F
IR, UK (3)
A BEEEE Citrix
Cloud,

FAS ¢3R5 Citrix
Cloud BI3FAER,
Lt iE o] BER = R
(BIaNMLE sy,
RIBARSS 88 L H0ERE
e AHARES) i
IREIE, REXMIE
B, BHXART
RS REEED]
=, XRIERTTA,
FAS RIS ER
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ZE2EMH

FHEXE

TR EHRARERNBIEEZIAER FAS,

E 487 Citrix.Authentication.FederatedAuthenticationService,

=5
[S001]
[S002]
[S101]
[S104]
[S205]
FAS 24 HE

EHXE

HiR#EIELE - AP [{0)] A&
Administrators BRI 5

TARIHAELE | AR [{0}] ~2
At {1 WEEA

ARs52% [{0}] EANEAE [{1)]
FEBREMD

AR53 25 [{0}] REEFREH UPN
{1} (At [{2)] Rl
UPN)

TRHTT AR BHELE - AR
[{0}] A= [{1}] BYTTIFIK
i

TRIIMT FAS ERHEHAERE.

EEEH

XEEHZ NN FAS fRSS SsPRIEEEMIZ R,

EA

g

E1iIE Citrix Cloud
BYESE,

WA

ZHREENERFASILE,
BIRAREARZ FAS BE5,

SiIAEEBIER FAS FNAY
fRE, BIARAAREFASE
&,

SRERAR &%, BiRARA
TREAITILIRE. RBETE FAS
MBS E IR 1FIF AT Y
StoreFront™ fRZ538 (WIRE
A3, & 83E Workspace) F7
FEBEAF 85,

ZiIAEEBAR S5, BiRIE
FAS MINECE, AAFILAR
o

VDA &£ FAS liTE8E 5
BR, BiEHE FAS #MED
B, it VDA,
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AEAE
[S001] iRl #3ELL © FAF [{0}] &2 Administrators £ARYRL 5
[S002] iAiR)#R4ELE : FAF [{0)] F=RAE {1} WEER
[S003] BIER [{0}] FHEFRENIKERN [{1)]
[S004] BIEE [{0}] IEEMERRR [{2} and {3}] M CA [{1}] IERIZHGEH
[S005] EHEF [{0}] IEETEBUHE CA [{1}]
[S006] EIEG [{0}] IETECIEIERE X [{1}]
[S007] BEHEG [{0}] EETEEFMIEBENX [{1}]
[S008] B 5 [{0}] EFEMIBRERE N [{1)]
[S009] EIE5 [{0}] EETECIEFM [{1}]
[S010] EIE5 [{0}] IEFEEHHN [{1)]
[S011] B [{0}] EEFEMIBRFRM [{1}]
[S012] BIEF [{0}] IETERUEEIES [upn: {1} sid: {2} rule: SIHEBENX : {4} T2 LT : {5)]
[S013] EIE R [{0}] IEFEMIBRIES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] EFE G [{0}] IEFEEIZRIERIEXK [TPM: {1}]
[S016] BIER [{0}] IEFESARSGES [Reference: {1}]
[S022] EIE [{0}] EEFEFRIIEE N X"
[S023] B 5 [{0}] IETER4EIFRINIRE N F”
[S024] BIE [{0}] ERIRERILEITINL LIS
[S025] B G [{0)] EEIRERIHEITIR T L ALEs
[S026] BEIEE [{0}] [ETEILE RA IEH LSS

[S027] BIER [{0}] IEEEE RA IEF ISR
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AEAE
[S050] B G [{0)] (ETERIZRERE: [{1)]
[S051] B [{0)] EEEHTAEE: [{1)]
[S052] BIEA [{0}] EEMIPR=ECE
[S060] EIE5 [{0}] EEFRIERTEM. K6: {1}
[S060] EIE R [{0}] EEIEKREZEE=EM. KB {1} CloudServiceUrlFormat: {2}
[S061] BIES [{0}] EFESTRTEM. FRAE: {1}, MR {2}
[S062] B [{0})] EFemi=iEM. HFMUE: {1} ({2}), MNAF: {3}, FF: {4} ({5))
[S063] FE = EMEAIEI AL 4 KRS iR, REN {0}

[S064] =EMHREI R R FEIR. FHEN {0}

AEAE
[S401] IEFEHITECE F4K - [From version {0} to version {1}]
[S402] &iR : Citrix BF S B A IIEARS B TUAMLEARSS B 1735517 [currently running as: {0}]
[S404] IETE5RHIERR Citrix BX S B R IIEARS BUERE
[S405] HEURMEMRI BRI BIEER K EHEIR © [{0)]
[S406] BUEMEMERBNBIEERNTIRETK CER | AFIEBRIER)
[S407] EF EMRMNBIBRIRIIMIEE, RAKIEEEER
[S408] TTEBELRECE -- [From version {0} to version {1}]

[S409] ZFZMECE LI - MinThreads B M [workers: {0} completion: {1}] i§%79 : [workers: {2}
completion: {3}]

[S410] ZAZMECBE R - To7ERF MinThreads M [workers: {0} completion: {1}] BT : [workers: {2}
completion: {3}] ; XAIRER R M FAS AR 20Vl fR4a1E

[S411] BB FAS BRSSBYIHEE @ [{0}]
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AEAE
[S412] BEREFHLRFERY -- [From version {0} to version {1}]
[S413] AVERERHIH (IR {0} X) - EFFAER : {1}
[S414] F#BOEBEIHE, IERIFHER : {0}
[S415] MAGEBICEBE M. BIER {0} Mald. T RIERTEN {1}
BB HWTE
LR EEINRSBS AR BERE, XLEEHRTE FAS RS2 LE1THIER.
AERE
[S101] ARS5 4% [{0}] EANFEAE [{1)] RIS SR
[S102] BRS32% [{0}] REERTS UPN [{1}] (R : {243}
[S103] AR$525 [{0}] &K T UPN [{1}] SID {2}, {B&E#IRE]T SID {3}
[S104] AR5 38 [{0}] RHEEMTS UPN [{1})] (A [{2)] RAiFit UPN)
[S105] ARS3 28 [{0}] EMA SRS [upn: {1}, B {2}, RL LT [{3}]]
[S120] IETE[M [upn: {0} BE: {1} 2 LT [{2}]] AIES
[S121] SEBEH [certificate authority: {2}] $i&%4 [upn: {0} role: {1}]
[S122] % : BRSE:EE [upn: {0} AE: {1[E2FiERE {2}
[S123] ZRAEA [upn: {0} role: {1}] [exception: {2}] AL+
[S124] RBET [certificate authority: {2}] [exception: {3}] 73 [upn: {0} role: {1}] MK IEH
EREHMA
4 VDA BERAFY, XEEME FAS lRS#H LETIHIER.
BERE

[S201] 15#i75 [{0}] TAUAIREE,.
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AEAE
[S202] 1E%i7 [{0}] TAUAIEIES,
[S203] 2% 7 [{0}] AXIA A ER CSP
[S204] 154t [{0}] IEFEIAIAIER CSP, AT [upn: {1}], AE : [{2}] [Operation: {3}], H [{4}] X
[S205] {EFA IHIRIKIELE - JERRKF [{0}] REMA [{1}] AT ERA
[S206] AR [{0}] FEEHA
[S208] FAFRIRIELI [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4} {5}].
SIERIEFHRS
YAFEARIERNIERN, XLEEMICRTE FAS RSHE L.
AERE
[S301] iAiAHIEL - FAF [{0}] TAUA A ELISEE&
[S302] AR [{0}] IE3K T RABIRELIEBEF [thumbprint: {1}]
[S303] IFiAItIEL © AP [{0}] 5 RIS EE [upn: {1}] RITER

[S304] AR [{0}] it &AM [{2)] LiB1T18 [{1)], ERRELIEREF [upn: {3} role: {4} thumbprint: {5}]
HATHLEAIRAE [{6)]

[S305] #A$A121ERIL [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4} {5}]o

FAS BrE M
XLEEHH FAS BTEREMEFIZR.

AERE
[S500] RECE FAS WSl
[S501] FTEMEFEEER FAS B S #4 [exception:{0}]
[S502] FAS BrS &4 EMEL [pluginld={0}] [assembly={1}] [location={2}]

[S503] ARS58% [{0}] SREEWTE UPN [{1}] (RETEREE, BG4 {2} 7%H)
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A&
[S504] AR532% [{0}] REEHTE UPN [{1}] (RETERER, BXRECE FAS )
[S505] ARSS 2% [{0}] ARBEKTS UPN [{1}] (&M [{2)) ELTERER, KEH (3}, EEA [{4))
[S506] @ [{0}] #32 7 RBEARSER [{1}] B9 UPN [{2}] WBERERE, HEN (3]
[S507] ARZ588 [{0}] RAEMTE UPN [{1}] (& [{2}] £ [{4)] BB =2 [{3)])
[S507] AR5 88 [{0}] RHEEMTS UPN [{1})] (&M [{2)] HERE [{3)])

[S508] ARS32% [{0}] RAEHTE UPN [{1}] (RIETIHRKE, BHEH [{2)] FXFHE)

[l

[S509] BRS5 25 [{0}] RBEKTS UPN [{1)] (IRETIHRE, BREEE FAS )
[S510] ARS8 [{0}] REERTE UPN [{1)] GAIaB#IEY [(2)] AT

[E A Workspace B FAS
% FAS 5 Workspace 55, RICFXLEEMH,

BERE
[S001] 58327 Citrix Cloud AN [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] =2 FFRRIEFEE RN, FasHub =ARES URL: {0}
[S003] FAS B S [fas id: {0)] [transaction id: {1}]
[S004] FAS F#EmE=:EA [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS BEfFHE HFIECE & XE] = [fas id: {0}] [transaction id: {1}]
[S006] FAS e H HFific & & X F = [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S007] FAS B M= HSEE [fas id: {0)] [transaction id: {1}]
[S009] FAS FREEM=HEH [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] FAS B35 BE#ZEITHR%E URL: {0}

[S011] FAS fREZRE#EE =
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BERE
[S012] FAS BRSZ A AT Citrix Cloud R RER
[S013] FAS AR5 A e] T Citrix Cloud B R E R, [{0}] EZFAE R rI T EIREH 5 PikE!
[S014] M =ARFZHVIAR <service name> 2K [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] k& Citrix Cloud HYH 2L, RATERER#LILIF [message ID {0}] [transaction ID {1}]
[caller {2}]

[S016] W =ARSZAIIAR <service name> BYIA [fas id: {0}] [transaction id: {1}]
[S019] FAS EM = FHERBDE [fas id: {0}] [transaction id: {1}]

[S020] FAS REEM TR THEERE [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S021] X FFIRIRBENKRM. FE: {0}

[S022] =X FFRIRIETE(ZLE

[S023] R #EHL I Citrix Cloud AR [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]

[S024] IEFEE5h Citrix Cloud ¥ EHIL R [fas id: {0}] [current key id:{1}] [new key id:{2}]
[S025] HEARSS HIIE IR $ATE/ET Citrix Cloud & [current key: {0}] [keys in cloud: {1}]
[S026] AR AR ESAAR1ZIE T Citrix Cloud H [current key: {0}] [keys in cloud: {1}]
[S027] BF4k Citrix Cloud EAVHIAEMEST [fas id: {0}]

ER
XEZHEERMERICRE VDA Lo

BEAB
[S101] BMMTEBEREM,. TEIRFIMEKE BB IIEARS [id: {0)]
[S102] B EERKM,. FTEEHK {0} BY SID [Exception: {11{2}]

[S103] BRMTEEREK. FF {0} B9 SID 9 {1}, FifA SID A9 {2}
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AEAE
[S104] SMETEBEREM,. TEEEIKESFMHIIEARSS: {0} [Error: {1} {2}]
[S105] BSHIEER. IEEER [Username: {0} Domain: {1}]
[S106] BAETIEE R, \N\nEX &M IIEARSS: {O)\n\nIEEE F [Certificate: {1}]
[S107] BRETEERKM. [Exception: {0}{1}]
[S108] BAHTE FRG. IHIEIHIELE [Caller: {0}]
KRIERIES
LAFPSRERARIERIEREN, XEEHRICRTE VDA L.
AERE
[S201] ERIEREFIAIR]H [{0}] AL [PID: {1} Program Name: {2}Certificate thumbprint: {3}]
[S203] BEIERE R TR S, THIRIHIEL [caller: {0}, session {1}]
[S204] BRIEEEEFRYt. BEEFZHERA
IERIERMNFAN LR
& FAS BRSSBHITERMBREN, RIERXLEEMN

BERE

[S001] TrustArea:: TrustArea: BZ%EIET [TrustArea: {0} Certificate {1} TrustAreaJoinParameters
{2}]

[S014] Pkcs10Request::Create: E813# PKCS10 i53K [Distinguished Name {0}]

[S016] #A%H:: €32 [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3} EllipticCurve: {4}
KeyLength: {5} isExportable: {6}]

[S017] #A$R:: kR [CspName: {0}, Identifier {1}]

BERES

[S104] MicrosoftCertificateAuthority::GetCredentials: ¥4 & {0}
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BERES

[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 23R 1R [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest UL IES [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - F4FHt 4
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RELRFHEIRER

ATIFH T E Windows ERTE LRAF BRAELHEIRER.

ETHEIRHER
TEHI A P R B ERD

RATEERE. ENERTERIE, | FHF
ZIAK

REFIETEERE. BTEMRIENEREF
IEBAREE

BIRIANK

il
R
7|.|.
o
pll
Vs
o

- EA CAPI BEIER
« =M Kerberos HEIEFE

ERE=HFIEBMATEREEFERIEN

wanMmsE

HENIANEREBEREIEBITLEE, B
Kerberos 1% %I881E4 7 1E#., 1BSRAXH
Kerberos logs 343,

TR R ESSE, NEHIEHI S RECE R
B FEMIIIERER, FEERIEE
Af“Kerberos Authentication”. “Domain
Controller Authentication”%“Domain

Controller i+, BMEMBIERBEFLEREN, 1B
BRI LR,

FRENEBHRIEPRZE=ERMIHEN L, 15
SFENEBM AR,

XEERTIER LW BRIERIZE, HE
RSA ZHHA%E (<2048 fiI) »
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PowerShell i

NFEREE, ERIUERKRESHFMIIEIRS (FAS) BIRESIS ; (B2, PowerShell RERHET

BRBNED, WMREH R ERZERI SRR ABIES, Citrix BiXEER PowerShell #1TACE.,

LU En45 70N FAS PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7 PowerShell O, EAILUER Get-Help \<cmdlet name> 27~ cmdlet #Ef,

£ % FAS PowerShell SDK cmdlet IEZER, 15807 <https://developer-

B

docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o
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nkk

BREH

=T

BB BMIIEARS (FAS) @ Citrix® A, ©5EBY Active Directory IEBIMANMIER, BIF
FF7E Citrix B LEHITEHRIIE, AXENAT ISR TENHENEMHE MR IIEARSE
o

BRE, FAS AR SMBIDRERRLEZEMED StoreFront fRS588. StoreFront HE—EEISE
M Web BAMENESERNEZH IR, HBErIUER StoreFront SDK B(E =75 IS ffFiz
WY B, EXiITBnE, EAsesxt A # 1TSS 7 IIERNAIMEE T AR TFE R Citrix
Virtual Apps 3§ Citrix Virtual Desktops™ EfZ&,

RXHENET ROTNRBERRGH, 8 RMEEIE,

- NERERE

- BAAMXERE

 ADFS SAML

* B2B MK/ BRET

1% 10 Azure SERNERMA

RETHEX FAS XEN#EE, NTHREEREN, ZXMEE XERIRE FAS HEBSE RN,

HRERBILD

FAS 12 FRE StoreFront 3&IFAY Active Directory FAFP BEhil& BEeESFH, XEAR API
ERFERRTECIESEFIITERL, HAFPHLIESR Citrix Virtual Apps™ % Citrix Virtual
Desktops EIIRERIE (VDA) BY, JEPRMIMNRITENL, HEA Windows IHEFERM AR HESEE
*BHRIIE,

YA FIERIAIE Citrix IFIBEY, SIS StoreFront™ FREZIRELZR FAS, FAS 2EBEF— 1 ZIE,
FLHFEA Citrix Virtual Apps B¢ Citrix Virtual Desktops Si&EAZSIERIEBHITE MR, X
VDA FEXM AP #HTEMINIERN, ©REED FAS HRIREIF, 28 FAS FREHIRIBAFIEPHHIFL
1 ; VDA AN EZEFRIEPRITHNEN T LMBEIRIELIXLE FAS,
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TEERT FAS 5 Microsoft IEBIMANAMIER, FH79 StoreFront 1 Citrix Virtual Apps and
Desktops™ R AIE (VDA) IR IFRS.

g Synchronization -‘b b
= = I ==
—a = Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) y Certification
T ] Authority
&
S S ‘§“ b
s \'\ 5 &/ Assert R Access Logon
L L ——— .
% L fc% Identity = Certificate
] 3 B
3 2 é; Federated
g §5/ Authentication
= g 7 .
‘ ~5 Service
. - Nfuse : - Citrix \
| SAML token Citrix AG Basic h protocol Brokering
(= Protocol
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

RERERE

FAS RiFFA P ERZMBMHIIEEI (G11E Kerberos BB R) L4&ih@ StoreFront #1TH R
i, FEFEIREEEBHIIER Citrix HDX™ =iF,

X Windows B15%IE, MERRTBMARFPEIENEEF PIN, HEXTEFERARENRILEE
2'IhEE, BlIERERRS. XTATFERFEEIRRA Citrix Virtual Apps F1£8Y Kerberos £95RZ&E
TRERINEE,

FiE AP &R IIEESIEFR AR A AR (PKI) IEH, T REEREEEERIHSIR
Fo XATFRIBEINAZSMIIIRE, BFEERMNREEEFIEFIERNEEFVIMNFEREBRE
1”&

LEBE AT —B351T FAS RS 2:, ZIRSSH[WIRNARBFPMASRERISEPR. RE, Xt
IEBAFER Citrix HDX MEFHARRIE, MRERTEREFER—H,
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key
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Citrix Virtual Apps 8% Citrix Virtual Desktops IMRHIAS B FERELNANHITEE, XE
CTX206156 B IFHILH,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZRIEH. (FEI% CTX206156 HHY“MA IHIEFIZBRIEF EBD . )

BXER:

o BIAREEEEHFZ LR (HSM) XREREFaRR (TPM) F. BXIFAER, BEMH A
ARF XEo

« ZEMEE XENETHNARENMEE FAS,

BIRK X BB E

Citrix Gateway ZPE S HNERERE ML, BIINT & StoreFront EExIHY Citrix Gateway, FEFEHRRK
IERFEE Citrix Gateway K&, Citrix Gateway 223 8§ 2B A IIEAIERGED, B B FRIFFLE
LRV ITAZ A,

It ERZE 7] F T8t 2 E & K[| Citrix Gateway #1TEMIOIEAEERAP SIETHITEIZ T PIN 16
Te EBIRSIFEREL Citrix Gateway B EIER A, MEEENER AD L ELE+E,
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AUTH.LOCAL domain

Citrix Gateway

VPX
Root CA P Export
' Certificate -
Gateway Server Issue
' Certificate =

—[ Authenticate ]—

Issue

Certificate Authority

Windows Server

&

FAS User

' Certificate
Template

&

FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server

1
I
I

Associated with

- &

- ' Certificate

Federated Authenti-
cation Server

Windows Server

FAS
Authorization

Issue

Certificate

FAS User

Issue

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

d‘ Users

Private Keys

Authorization
Private Key

"'J.

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

= FAS User
Certificate
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Citrix Virtual Apps B Citrix Virtual Desktops IMRHITA S B FERELNANHITEE, EMFE
BH] CTX206156 FHYI 1,

EMBEMES, XBENSRBREMAEB Microsoft IEBMANAEAT A, FHEENEZEHIZEEC
THIERSRIER, (GBS CTX206156 HAY ML IHIEHISRIE B "ERS) o

I Citrix Gateway EeBANFEZMRIERSE, 1EHR Citrix Gateway #1 StoreFront Z [BIRNFTEE
BEBEA TLS #ITHRIP. 5512, EMREREERIE URL LUIEM Citrix Gateway ARS8, EH
XA AFELLERE AIEIE Citrix Gateway ARS8 Z 17

StoreFm nt Authentication Settings

These settings specify how the remote user pravides authentication credentials

' General Settings - Varsian: [ 10,0 (Build 62.4) or later - |

¥ Secure Ticket Authority VServer IP address:
Authentication Settings [optianal)

Summary Logon type: [ Domain -

| v10.0: SNIP or MIF, vI01+:VIP |

1

amart card fallback: None -

Callback URL:

o) |http-s;-‘ﬂ\'ﬂ5ca!cr@arcﬂ'a}'¢0DN | /CitrixAuthService/AuthSenvice asmi

44 When no Callback URL is specified, Smart Access is not available,

BXER:

« EFgE Citrix Gateway, 525 UNAECE NetScaler Gateway 10.5 L5 StoreFront 3.6 # Citrix
Virtual Desktops 7.6 Z5&{EM"

s REMPRE NMATINARZENEE FAS.

ADFS SAML Z3&

Citrix Gateway F9—I X B R AR IRIEF R DIF S Microsoft ADFS 558, [FERIMUIEY SAML H121R
HIZF (1dP). SAML #iE RHEZEMEM IdP MAMELIMEELH XML R, EENEAFRERITE
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KEEMRIERS

MRS, XEKE FAS IRSBDIFFAF B MRS Microsoft ADFS fRSS88 (EREMIF
SAML #9 1dP)

AUTH.LOCAL domain

C—

Citrix Gateway

Certificate Authority

Hndons e | microsoft

Root CA « Export L) FAS User .
f cenificate g Certficate s Domain Controller

Template

VPX

A

Gateway Server Issue H
§ Certificate N L6 FAS Authorization
Certificate
ADFS Signature i Template
§ certficate

Windows Server

) UPN
walter@auth.local
SAML SP (RP) ) AtterntiveupN
walter@adfs.ext

StoreFront

Windows Server

Issue —p TLS Server
f certficate

Federated Authenti-

caton Server

Windows Server Virtual Delivery Agent

FAS Windows Server & Desktop

+ | a| Authorization 4'“”5 Operating Systems

Certificate

FASUSEr  gurvunnnn lssue E‘ FAS User
Certificates . @ Certificate

E

Web Access Proxy ADFS Server

o

Windows Server Windows Server

Hardware Security
TLS Server Module (Optional)
§ cenificate

) Signature

' Certificate

r) Encryption

Certificate

' (not used) - { Authorization

Private Key
ADFS Proxy SAML IdP

Associated with
| D i |

Hardware Appliance

o v
- ?’ Prsis;ste Keys

ADFS BE B TF&@iT Internet ImiZLZ &M AR #HITEMRIIELLFRARRIE ; flt0, EE5BTF
Office 365 & o

BXER:

* ADFS H1Z XESFHFAER.
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LTENRE XENA T NREZEMNEE FAS,
AN HB Citrix Gateway ZPE SR SEE

B2B i Bt

IMRARNBHLEARUBITENRGE, —ME RBNEFEE]

Directory Federation Service (ADFS) fRS528. XFiF—

Active Directory (AD) &, B FAT,
HEIFFE LT AD IFIEHRY

ADFS.EXT domain

Export

- Certificate Authority

Issue

Domain Controller

Windows Server

UPN
walter @adfs.ext

Windows Server

ADFS Server

Windows Server

HFIF,

BTAPEERECHR

AUTH.LOCAL domain

T

Export

AEET,

RE—

TEEEMEX R Active
RNFR AR TEMICIER) S —RATR
\EIERER ; ADFS £ EmFHR

Issue

TLS Server
R Certificate
T ) Signature
s Certificate
]
: R
c
T
»_?n ¥ | Encryption
& Certificate

I (not used)

—
ow |

Citrix

Client

Windows / MacQ5 / Linux

Root CA Certificate

' (from ADFS.EXT CA)

Root CA Certificate
' {from AUTH.LOCAL CA)

Export

Citrix Gateway
VPX
Root CA
§ Cenificate -
Gateway Server
' Certificate
Export ADFS Signature
TR Cenrtificate

SAML SP (RP)

Certificate Authority

Windows Server

@ FAS User

i Certificate
Template

@ FAS Authorization
Certificate
i Template

ETE—

StoreFront

Windows Server

Issue

TLS Server

Certificate

|

EE—

Federated Authenti-
cation Server

Windows Server

Issue

G FAS
k- | —31; Authorization
Certificate

FAS User Issue

Certificates

Assodiated with

Hardware Security
Module (Optional)

Hardware Appliance

[ e |

Users
Private Keys

%
g

Authorization
Private Key

S

Domain Controller

Windows Server

UPN

walter@auth local
Alternative UPN
walter @adfs.ext

T
Virtual Delivery
Agent

Windows Server & Desktop
Operating Systems

=

FAS User
Certificate

BXER:
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« ZEMEE XENETNALZENEE FAS,

Windows 10 Azure JESIE FRIMA

Windows 10 5| A7 “Azure AD IIABIELR, EEBIR_ESELUTFELRI Windows EIIA, B TR

EESHEEM 7R, XIEEERTECABRMFIREM. 51£48Y Windows EIIA—#,

Azure AD EBRIFABEIMIEMZREIMB R B RIRERIINEE, XL FEEM", FILAIUERE
FEREBEMNUET(E, MAUXEDREREM.

Azure

&

!
|

Azure AD

Synchronzation

Cloud

DMZ

|
;

AD

Citrix Yirtual Desktop

IERER— A, EREFEEREDREFNRLZRFBIBIR. EiCREMERIMN Azure AD

Theese @l BB T/ EMA S 17 IIE,

HEE, WWERERMERZEMAIUEEAE P #iitAIt 55517 | A, IEERMEMS. Azure SiEfM
=iE7E. Azure AD Connect B4 23 1% B ol &R Azure AD, HAEREN, RFIEERT Azure

VM,
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BXER:

« ZEMEE XENMA T INARZENEE FAS,

« Azure AD £ XEEFEFMAEE,

ADFS Zf%&

b))

AN B T a0 Citrix 37385 Microsoft ADFS &R,

WZALAER ADFS REENFEER—SNINIERINMGNLZ AR AR, fli, REIRERER
TRIGEBFMARNBTN T ; XEVEFEFERITE Windows EREREHITRI

BXE B IRIEARSS (FAS) IX7tiF Citrix Gateway # Citrix StoreFront™ 5 ADFS BRARGKREM, M
MR R TEEER,

ILLERZE Citrix Gateway fEAE#I M E] Microsoft ADFS,
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AUTH.LOCAL domain

Citrix Gateway Certificate Authority
VPX .
Hndows e | Micosot |
Root CA < EXTIOL & FAS User
§ Ccenificate 1 Certificate sssssssssssssussmnssssasasas Domain Controller
Gateway Server Issue - Template
' Certificate @ FAS Authorization Wind S
Certificate Indows Server
ADFS Signature i Template
§ Centficate PN
() walter@auth.local
—{ samLsP (RP) (-
walter@adfs.ext
StoreFront

Windows Server

Issue ol TLS Server
R Certificate

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
- Issue Operating Systems
r-- AUthOTIZAtION  gueidenneranans
1 Certificate
FASUser
: :- 1 Certificates E Certificate
5, A
Web Access Proxy ADFS Server 1 -
Y e = Login with j—
: e TR
" . £
Windows Server Windows Server :'§ 1
B .
|_§ , | Hardware Security
12, .
1S Server 'E \ | Module (Optional)
Certificate L'
- : 1 Hardware Appliance
1
f) Signature L
S 1
' Certificate i : 6" Users
| == a" Private Keys
K') Encryption I {
Certificate 1
' (not used) !_ . J‘ Authorization
: Private Key

—| ADFS Proxy I— SAML IdP

T EHHERE Windows VDA X2 Linux VDA, &% BX5.

SAML.

ZEWEMRICIES (SAML) B2—EIRAEEREIERITE"R Web JHRERRG. REIEN
TR
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EE MR URL

& Citrix Gateway X IAAFREH#H{TEMIIER, EETRAFH Web X525 ADFS fRS38 L8
SAML BRMBIHIT HTTP POST, X@EERE https:// FINEMIE | https://

adfs.mycompany.com/adfs/1s o

LEMTT POST 22 & HMER, SE REIMLE", ADFS EERTHES[AFREEZiMtit,

FRIRTRF

Entityld 22 Citrix Gateway X POST BT ZHA1Xx4% ADFS BIE—IRIRRT. XS ADFS
RARERERNRS, HFIRESENAFRRNSHIIEER, NRMEL, SAML BHRIIE XML X
EATERHA Entityld FRiRRS

BE, EntitylD =2 Citrix Gateway IRZ 23 ERIEA URL, BEEBERUZREMRNE, HE Citrix
Gateway #1 ADFS 3 ESKRL—2XENR] @ https://ns.mycompany.com/application/logonpage

o

R [E 4t

MR EMIIERIN, ADFS RIETRAFR Web X35 SAML B4 I035F XML POST [E]9 Entityld
ECEBRIEIE URL 2—, XiBEZRYA Citrix Gateway fR5385 ERY https:// ik, A :

https://ns.mycompany.com/cgi/samlauth o

WNREE T ZNElE URL 3Lk, Citrix Gateway A IATEE R ¥ A 3X4, ADFS Y POST 153K FiEEFE—

/N
(I

FRIEH

ADFS EREFAN SAML H2I8E XML blob #TMEBE %, AT HIEEFH, HATUEF Citrix
Gateway ECBE AFERIEPXHEFEEHNLNAREEXLES Z, IEBXHEE M ADFS ARSZ25IKEX
BISTA S

B UER URL
ADFS # Citrix Gateway Z3FEHEH R, XZ2— Citrix Gateway {B/R¥IEH URL, BT
& SAML B4 IIE XML blob B EMARKRHFIEERMRIE,

XE—InnikINeE, TRAiE, EBEE https:// AL https://
adfs.mycompany.com/adfs/logout » (IFIFE, EAMUSEAER URLHEE, )
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[

Citrix Gateway SPE 280 #E1R T A& E Citrix Gateway MM IBARAE LDAP SHI0IEEI, I
/S, ERILATE Citrix Gateway SIS M IIEEREE, UIF SAML B4 RIE, G, XA
F# Citrix Gateway [ SFEHBIRAIA LDAP ZKEL,

MetScaler > MetScaler Gateway » Policies » Authentication > SAML 3 Policies i':: ﬂ H
Policies Servers
Add f Jelete how Einding Primary VPM Global Bindings Search =
MName Expression Request Server
StareFrontSANL MN5_TRUE AzureAd
HHE SAML 5B

fEAZ BT ADFS BIZZEHISRINNE SEEHH SAML IdP fRE25. NMAILEEEE, Citrix
Gateway =¥ FEEME ADFS #1TER, FHiER ADFS 41 SAML FRRIESRE{EAEIR,
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Create Authentication SAML Server 5

Create Authentication SAML Server

MName®

Azurend
255
Authentication Type
SAML

IDP Certificate Name* 255
AZureADSAML v +
Redirect URL® Exact v
29f-4c20-9826-14d5e484c62e/5aml2
Single Logout URL InternetProtocol A
29f-4c20-9826-14d 54840628/ 5aml2 InternetProtocolPassword W
Uzer Field

userprincipalname

Signing Certificate Name

V|

Iszuer Name

https:/fns.cit rixsamidemao net/Citri®
Reject Unsigned Assertion®

on vi
SAML Binding™ Attribute
POST v

Default Authentication Group

Skew Time{mins)

BXER
. REFRE £ FAS RENRBNTESE HK,
« BILH FAS ERBIEDERM BT T B

« “BIEHENEESREE XEFN A,

Azure AD 5§

=

ASTHEN LB T WN{ANF Citrix 385 Windows 10 Azure AD IhEEEERK, Windows 10 5| AT Azure
AD, X2—M#EaUEIARE, EFEICABREILLET Internet MMALREIT, USEMEEME S
TR,
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AEPRRBEERD T — RS, HPIT MFFAFRHELFBEFEAMuLAE N A Windows
10 A FEMBYEMET. BAA LB KB ERFRE > XF > A Azure ADETU AL
=N

“— Settings - o 4
0% SYSTEM Find a setting Je
Display

PC
Motifications & actions BE name vda-win10
Apps & features Rename PC
Multitasking Organization  WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage " . '
Edition Windows 10 Enterprise
Offline maps Product ID 00325-00000-00003-AA060
Processor Intel{R) Xecn(R) CPU E3-1630 0 @ 3.20GHz
Default apps 309 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, xb4-based processor
Pen and touch  No pen or touch input is available for this
display
Channe neneiet kew or pinaeacds semair editinn of Windosses

ZiKRBREME, Microsoft Edge Web R BE888:d Azure SaaS MNARZFMRI BB R LM
uEF0 Citrix X BIN FATER, MUK Office 365 ZFH M Azure TR,
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B Access Panel Applicatior X+ — O *
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ
Microsoft Azure george@

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

ERER

AR REEMITE Azure HEL E Gl TRAMRNEIME, H5 Azure AD # Office 365 FIMR =R ALE
B REABPEHMATETIEAR, BEEDHLRERNIBMEHIBR

ZEB N ATHEME ARSI /AE, E Azure AD Connect [E% RILUET Internet E3EE!

Azureo
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Azure F
,_! Azure AD

!
|

Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud e —
DMZ -

101
1
i

PKI

FEtARER D, E5 LR AEE LAN 1 Kerberos/NTLM SR ISIESE MM L 2EEMNBE S B R,
WERNE] Azure BY TLS &AM SAML, #ARSSEANMA Azure AD B Azure NARRZFHE, FTE
Active Directory FIIRE N FBTERF (140 SQL Server #3EE) TILUER Azure TERSHY IAAS B39
hAYFRE Active Directory ARS328 VM 5517,

YAFPEESNBERE, 1@ Citrix Virtual Apps and Desktops™ & #E IR FAIRF#1Tih
1, REIZEEBN R ETHEF I Azure BIERF TIHE, £ Microsoft Edge B a5 RINAEH
1TEIB, Microsoft IR UMEFZE 5 Azure N AFEFHI Android 1 i0S N FETER.

8l DNS XI5

Azure AD EXREEAEEM AT DNS st HIZEFIH A ERNERXIE, Ak, EERTLUER
Azure DNS Xig{IhE,

IR BIER DNS X% F1 citrixsamldemo.net,
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Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

PEHI S 71 Azure DNS R FFARSS 28R XEER ATV /E DNS ‘M ERIKIE NS S2BH518 (B

0, citrixsamldemo.net. NS ni1-01.azure-dns.com )

TEAINF Azure H5E1THY VM BY5 | ARY, REREMAGEZER CNAME $55H8M VM B9 Azure H£E
DNS i25%. 1R VM i IP #ilit &4 &Eak, NIEFEFshEH DNS Xisi .

HERE IR ERFISEE DNS il fR235 PTER, 13 citrixsamldemo.net, FH{ERFS DNS (RERHA
10.0.0.*)

FI—151 8 Web M BAIZEFEARIEIRS 25/ fs.citrixsamldemo.net’s& B, X2 UMLK IEMEESIRS
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IE=ARSS

R BIBECE T — Citrix 3785, HAPaE—E Azure Fi51T ADFS ARS5 8509 AD IF35%, GIE 7T —

N F“citrixsamldemo” I =R S -

URL

@ WEE APP ’ QUICK CREATE .
citrixsamldema

«Lloudapp.net
VIRTUAL MACHINE il-"i CUSTOM CREATE cloudapp.ne
REGION OFR AFFINITY GROUP

@ MOBILE SERVICE West Europe b |

| @ | CLOUD SERVICE

i EEI BATCH SERVICE

CREATE CLOUD SERVICE  +

Bl% Windows EEBIHL

EERSEFEIER Windows VM

12525 (domaincontrol)
« Azure Connect ADFS fR5328 (adfs)

ADFS Web i58)XIE (Web NEEFAIE, FRMALE)

Citrix Virtual Apps and Desktops 33 {71Z 28

Citrix Virtual Apps and Desktops FEHI&E IR (VDA)
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Create virtual machine >

Create virtual machine

Resource groups

2 All resources
= es =3 * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

SQL databases Veual Studio Professional with MSDN e

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

PR ER
« 750 DNS BRS52% A1 Active Directory 3HARSS A B LLEIEATAH Active Directory E3ZE  (TELtbR Al
FR citrixsamldemo.net) o HFALRSERE, 700 Active Directory IEHIRSE A,
- BIEAFNRNEERFHK, (fli0, George@citrixsamldemo.net) o

- BT LIRS ZFHETTARR DNS, EILFrE RS 2E8N 5 | BILLARSS23141T DNS . XrJLuEE
Azure DNS &iE T1HM. (BEXFAEE, BFEHAEENMR. )

ADFS #2841 Web N AR RIERSSS

« 1% ADFS BRZS2810A citrixsamldemo 35, Web N AR RIERS BN REERBHNITIEAR,
Etb3EF5hE AD DNS A DNS #idik,

. TEXLEARSZ2S FIT1T Enable-PSRemoting —Force cmdlet, S{FtiF AzureAD Connect T Ei&id
B ANIEIHTT PS T2 IR,
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Citrix Virtual Desktops™ & E#EHI284] VDA

« EEMA citrixsamldemo BIE RS Windows AR5 28 %22 Citrix Virtual Apps 3 Citrix Virtual
Desktops Delivery Controller™ #1 VDA,

BCE S8 DNS

iR IEHI2R S, FCiB DNS PRSZ22LULIE citrixsamldemo.net BIREZBME, H 7 Y428 DNS RS
22 (ff40 : 8.8.8.8) HYHELER,

2 DMS Manager == =
File Action View Help
e R Ba: BHE § 86

DS Mame Type [ata Timestar

&
T 5 DOMAINCONTROL 1 _msdes
4 [ Forwerd Lookup Zones || 7 sipec
b _j _msdcs. net | _tep
P & T _udp
B L Reverse Lookup Zones 7| DomainDnsZones
b _:I TrUSt_P_ﬂi mits _ | FerestDnsTones
b | Conditional Forwarders ] (same as parent folder) Start of Authority (S04)  [24], domaincantrol. static
g Glabal Legs ] (zarme 25 parent folder) Mame Server (N5} demaincentral, static
£ (same a5 parent falder) Host (A) 100,012 8320
] adfs Host (4) 10.0.0.13 LTy EI.fEDII
] demaincontrol Host (A) 10,0012 static
=1 Host (8) 10,0013 static
Flwap Host (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
< " >

ANEESIER, BT

* wap.citrixsamldemo.net
e fs.citrixsamldemo.net
e enterpriseregistration.citrixsaml.net

£ Azure HIBITHIFRE VM N ECE A ERLL DNS ARS8, ERILUBE MO GUI FThltbig
Eo
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Essentials -~ ¥ /L O DNS servers @

PNEINNY Custom DNS
Resource group Private IP address

SUPPORT - TROUBLESHOOTING .
* Primary DMS server

Location

West Europe trixsamidemo/default B Auditiogs > [10005 v
g MNew support request b Secondary DNS server
up

GEMNERAL

Properties >
Al 35 =

W IP addresses >

B DMNS servers >

) Metwork security group b

FHINBERT, WEB IP (10.0.0.9) B hE S ECH. EAILIER IP NGB KA 2 EC IP #idlk, [V
73 Web [ BIEFRIEIRSS 2 FIHITH 21T IR 1ES

EOE 56 DN ik

2 VM E1TES, Azure R4EPHECHI DNS XIRSS2:, MRS HRIERDELS VM BISRIAH 1P
Hitit, XB—TERANTIEE, EA Azure BUAEE VM BrpBTHES 1P #thdit,

= Configuration

o, 0 AR O Assignment
Static
SUPPORT + TROUBLESHOOTING
1P address @
B Auditlogs > 13.94.252.54

. & New support request > Idle timeout (minutes) @
on 1D vir e 4
di224367-d4fg-4Gae-beTh-6475cdaeelca DemainCentrol
GENERAL DMS name label (optional) @
ezl domaincontral-citrozarideme
Properties >
westeurope.cloudapp.azure.com
Il settings
& Configuration >
dd tiles
®

RESOURCE MANAGEMENT
Eatt & T
& Locks

sl Users

Voo | v v

IR BIF DNS #ifit domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %3 Bo£5 1312 &
2o

HER, miERETHE, 2B Web F“Fﬁ*zf’ﬁifﬁﬂ Citrix Gateway VM RS/ P ik,
(fEECEHRAIE], 1P kA FXIFE#IT RDP IAE)

iEZ24

Azure TERLZ2AEIEM Internet ¥t VM #1T TCP/UDP iHRIEIBGAIEMRN, BRINERT, FiE
VM #B7t1F RDP /i8], Citrix Gateway ¥ Web 2R IERS 2R EN B iFimE 443 £ TLS.
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MNetwork security P Essentials ~ B89 (O
Metscaler
Res es
SUPPORT + TROUBLESHOOTING i . 0 outhound SUPPORT + TRCUBLESKOOTING
Lacation 350 vith
H Auditiogs > West Europe 0 subnets, 2 network interfaces H Audtlogs >
Subscription name
i Mew support request > sual Studio Professional with MSDH & Mew support request >
Subscription |0
dlf224366-04f9-463e-beTb-6479cdaeefca
SENERAL GENERAL
Il settings =+
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DNS servers > . Quthound security rules >
@ Metwork security group > B Hetwork interfaces >
Subnets >
RESOURCE MAMAGEMENT

SIE ADFS iFH

£ Microsoft IEPBIMEN LS Web IRSEFIEBIENR, XAIFRIEERBEENX DNS #sitAIE
B, ZEPAUEH (SZIEFFA) B) pix X, EATIE ADFS #1 Web N BIEFRIBIRS 23 L RE
HEH, Eit PFX X4 2 EIEEDL,

MR BB LT EFBITHT Web BRSZZRIES !
- BAKI:
o adfs.citrixsamldemo.net
- THEERRB

o * citrixsamldemo.net
o fs.citrixsamldemo. %

o enterpriseregistration.citrixsamldemo.net
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@

i@ File Action ¥
« | 2[m
[7] Console Root

a (G Certificates (L
4 || Personal
7 Certifig

[ Trusted R

[ Enterprise

7 Intermediz

|7 Trusted Py

[ Untrusted

[ Third-Part]

[ Trusted Pe

7 Client Aut

Remote Dg

Runtime_T

Smart Carg

Trusted Deg

v v vV WYV W W W W

DoREE

5 L1}

= Certificate Enroll

Request Certificats

You can request the fiol
click Enrall,

[] Cemputer

[w] Web Server
B, Mereinfo

[[] Show all templates

2 subject | General | Extensions | Private Key | Certification Autherity |

The subject of a certificate is the user ar camputer to which the certificate is issued. You
can enter information about the types of subject name and alternative narme values that

can be used in a certificate.
Subject of certificate

The user or computer that is receiving the certificate

Subject name:
Type:

|'Cornmm name

|

Value:

Alternative name:

Type

[DNs

Value:

\CN=adfs.citrisamldemonet

*.citrixsamldemo.net
fs.citrixsam|dema.net
istration.citrcsam,

FHERBFHE pix X, SEREDRIPEIFHA.

iSE Azure AD
ATFHANA T IREFHI Azure AD 2Rz 6% ] T4 Windows 10 A Azure AD SRR &4

Rpur:-

EHER

ERIVZH Azure NP HEIEFE R
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAhLDemo

DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

FeRlE, MERHEERE,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

) | Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

BIELR/EERMAF (AzureAdmin)

£ Azure FRIELBEIER (ELERAIGFR
AzureAdmin@citrixsamldemo.onmicrosoft.com ) , H{ERAFKFAERLUSER,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 125


mailto:AzureAdmin@citrixsamldemo.onmicrosoft.com

KE B MRS

user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME
| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

FHERISEME Azure AD
FHINBRT, BPESUTERNEFEREFIEHITIRG

<user.name>@<company>.onmicrosoft.com o

REXLEEH—FERERNRTE, EIVERNNBFHFITERF, RIFRSREZBFNB T4
Tk PCACBY BB FHB 33k ¢ <user.name>@<company>.com o

‘TR RERCE N SN EL RN EIIHITHEE R, HRFIER citrixsamldemo.net o

tu%/u\Erh$_ﬂ§12 ADFS, 1ﬁﬁﬁﬁ1§§ﬁ*[o
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

#2&E Azure AD Connect TE
Azure AD Ei& GUI 95 2 £ 1% &= F@%) Microsoft Azure AD Connect FTET1HE., SHEHZEHRE
ADFS VM L., FR'BEXZE MAE HREIRE", UE ADFS EWn A,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

%$F5 AD FS BX&"B—F F %I,

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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ERE AR EIERIKFIERES Azure,

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

ZEFEARES AD o
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

J¥FREIBRR Active Directory XR5 Azure AD [E#%,

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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INREREHER, EAUKEEBHE—NARRAERABFRHTEMIRG,

Uniguely identifying your users

Express Settings

Required Components selact how users should be identified in your on-premises directories, @
User Sign-In ® Users are represented enly once across all directories.
Connect 1o Azuie AD ) User identities exist across multiple directories. Match using:
Sync ®
connect Directories ObjectSID and msExchMasterdccountsID/msRTCSIP-OriginatorsID attributes
SaMAccauntMame and MaillMickMName attnbutes

Domain/OU Filtenng

T e & specific attnbute

- CUSTOM ATTRIBUTE
Filtering

Optional Features

AD FS Farm ) " .
Select how users should be identified with Azure AD.

Azure AD Domain

SOURCE ANCHOR @
Configure
. [ objectGUID -
Venfy
USER PRINCIPAL NAME €
| userPrincipalMame |'

ERBIANTRIEED, S0~ A P M &EREINEFERE,
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

MNREE, TAILUS Azure AD i35 Active Directory [F%5, ¥FETF ADFS HEHINIE, BER
EEXFM.
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Optional features

Exprass Settings
Required Compenents Salect enhanced functionality if required by your arganization.

User Sign-In

J :_-."'|=."|: [ “:. ong '..=!'|.'_.-"“:.="| e
] Azure AD app and attribute filtering 9

Connect to Azure AD

Sync
[] Password hash synchronization @

[ Password writeback

Connect Directories

Domain/CU Filtering

Identifying users [ Group writeback (7]

Filkening [ Device writeback 0

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Domain Learn mare sbout optional features
Configure

Verify

Previous

EREE AD FS RERAIER PFX X4, FFF fs.citrixsamldemo.net 3§ /3 DNS £ #ho

&% Microsoft Azure Active Directory Connect

AD FS Farm

Required Compenents I Configure a new Windows Server 2012 R2 AD FS farm
User Sign-In

Express Settings

Connect b Azure AD Use an existing Windows Server 2012 R2 AD FS farm

Syne

[ ) ) Specify the S5L certificate used to secure the communication between clients and AD FS.,
Connect Directories , . .

® Provide a PFX Certificate File

Domain/GU Filterin - - . . .

o ! Use a Certificate installed on the Federation Machines

|dentifying users

Filtering CERTIFICATE FILE @)

Optional Features | CUsers\Fred CITRIXSAMLDEMO\Desktophadfs pfx |

|
SUBJECT NAME SUBJECT MAME PREFIX |

Federation Servers

|",|:itrixsamll:lem|:>.net l-| lfs | @ ¢
Prosy Servers [
Cradentials FEDERATION SERVICE MAME I
Service account https:f/fs.citrixzsamidemo.net 4

Azure AD Domain

Configure

Werify
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LIRTIERARIEIRSS ST, A wap.citrixsamldemo.net fRSS88f9itht, ZEIREEEIE Web N FRFE
FRIEIRS 2 ELUEIE R B 193517 Enable-PSRemoting —Force cmdlet, LAfE Azure AD Connect
B AN EL#HITAC .

& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Compenents Specify whare to install web application proxy.
User Sign-ln SERVER
Connect to AZure AD | Type 2 sarver name or P address Add
Sync
Connect Directories SELECTED SERVERS

Domain/OU Filtering & vDacitrixsamidemo.cloudapp.net  Remove
Identifying users
Filtering
Optional Faatures

AD F5 Farm

Federation Servers

Proxy Servers

Credentials

Service account
Azure AD Domain
Configure

Varify

[ e |

g0R LS BFITAZ PowerShell [SEREMA, B=1F Web N AREFRERSZSMARE.

WFRSHERTE, BEERIVEEERERN, HADFS SIB2— P IRSBWKF. A5, Azure AD
Connect SHERISIE DNS XIEMIFRE .
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Azure AD Domain

Express Settings

Required Components Select the Azure AD domain to federate with your on-premises directory.
User Sign-In pomMain: @

Connect to Azure AD | citmssamldemo.cloudapp.net | ™

Sync

Connect Directories
DomamOU Filkening
Identifying users

Filtering
Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to
AD FS Farm the DNS settings.

Optional Features

Federation Servers

TXT record:
Proxy Servers Taxt: MS=ms59661451
Credentials

MX record:

Service account Destination: ms59661451.msv1.invalid

Azure AD Domain

You will need this setting in place to complete AD FS installation.
Configure

erify || Learn more about verifying DNS ownership for Azure Active Directory domains

I TXT #1 MX 2R 700%) Azure P9 DNS #itHE R,

HAME TYPE TTL WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

=]

N5 172800

= S0A 3600

= TAT 3600 msr0102213

fs CMAME 3600 adfs-citrinsamldermoawesteurepecloud., |,

£ Azure EIRZERI e AT BIE,

CitrixSam|Demo

&3 USERS  GROUPS APPLICATIONS  DOMAINS  DIRECTORY INTEGRATION COMFIGURE EPQRTS LICEMSES
DOMAIN NAME TYPE STATUS SINGLE SIGN-ON PRIMARY DOMAIN £
citricsamidemo.onmicrosoft.oom Basic W Active Mot Available Yes
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INRILT LM, 1EFLIEISTT Azure AD Connect Z B3SO IEE,

STRE, Fh@idimO 443 BRR N ERHIE fs.citrixsamldemo.nets

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:
10:0.0.13

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

B Azure AD A

= A P s A BB F B & Windows 10 BJLAAAT Azure AD fIMABY, DNS B8R FHENIER
ADFS #J CNAME DNS i2® : enterpriseregistration.\<upnsuffix>o

FLERfBIR, X2 fs.citrixsamldemo.net o

enterpriseresistration citrcsamidemo.net i
Type

CHAME
= TTL TTL unit

1 + | | Minutes w
Alias

s citrimsamidemionet W
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MR FERANTIEBMENM, BEHAIFTE Windows 10 HHEH %2 ADFS RIEH, UE
Windows {51 ADFS AR$Z28. R ZHi4ERAIARAER P K 4T Azure AD 3E0 A

e

Let's get you signed in

Work or school account

George@citrixsamldemo.net A

Password

| forgot my passwaord

Which account should | use?

Sign in with the username and password you use with Office 265 (or other business
services from Microsoft).

Privacy statement

-

EEE, UPN 415 ADFS 1825412538 5189 UPN PTED,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Fimsh

)
BEEEITTENHER BB FHb S RRIEIE Azure AD IIARE . ERfE, Boh
Microsoft Edge Fi%E#%E] <http://myapps.microsoft.com> ., ZMiLN BEHERESE R,

ZE& BN Virtual Apps T B 7N Virtual Desktops

Ea] LURBRE RS B M Citrix Virtual Apps 3§ Citrix Virtual Desktops 1ISO £ Azure %24
Delivery Controller 1 VDA E##.

7EUtb;RBIH, StoreFront 5 Delivery Controller Z237EE—HRSS 88 Lo VDA YESIRIIAT Windows
2012 R2 RDS IT{#2F &%, k5 Machine Creation Services £ (RERJUANERE) . T4
Ziai, BEWERAP George@citrixsamldemo.net @& Bl A AR HITH M,
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« 16 e Y

Citrix StoreFront

Q, bearch Desktops

Details

7 Controller 3517 Set-BrokerSite —TrustRequestsSentToTheXmlServicePort $true
PowerShell cmdlet, LAFt¥F StoreFront™ 7£:%%8 P EIENER T H#TE MR,

RERSE DRSS

7Z ADFS fR5528 L% FAS, H Delivery Controller EEE— 1IN, FEFAYSEEN
StoreFront (RATELLRHIF, StoreFront 5 Delivery Controller ZEER— VM L) ., iESH &
FMEcE,

Edi& StoreFront

73 Delivery Controller IERITENIEFR, FHBIAEmO 443 KB IS 48EF T StoreFront B A1k
B https: KAZE 1IS # StoreFront LAEHE HTTPS,

Modify the base URL for sernices hosted on this deployment, For multiple senver
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixsamldemao.net

BoE StoreFront LUEA FAS fRSS38 (EF ZEEMEZE H8Y PowerShell BIA) , FH7E Azure RER
HITIER, BIEE FAS RS EMEHEERRABRERER FAS,
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File Action View Help

= | 7w l-
& Event Viewer |

[ L Custem V
4 L Windows

Event ID  Task C..

E Applic 1 Information 1 \ Citri. Authentication.FederatedAuthenticationSenvice 204 None

i) securit (@) Information .WUBNB?-&?ES AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] 2c authorized by [ \DDCS].

Log Mame: Application

BidE StoreFront LU Citrix Gateway

7£ StoreFront BIEEEHIGH, A EERHRIEAE GUI ECE StoreFront AER Citrix Gateway
WITR B IIE,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

E LR Citrix Gateway EAIIEIRI, BEEBRZ S ZIEMANIM (STA) HECE Citrix Gateway !
ks
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

BOEHTEY Azure AD B2 LIS StoreFront NE R ER

ATi{EMA Azure AD SAML 2.0 B ERINAE, ZIEEE IR & Azure Active Directory Premium iJ
i#o 1£ Azure AD BIET B, %EF FENARER, AEEE NERRINKARERF.

APPLICATION GALLERY ®
Add an application for my organization to use | o
FEATURED APPLICATIONS (1T) NAME
o * Add an unlisted application my

I LUsTOM i‘ organization is using | storeFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using. and add it to explore single sign-on

COLLABORATION (314) integration options.

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

P BEX > RMEBARIEEERABNKRIIENRAREF USIZEAF ERNHEEX AR,

EC iR B
BIE—K 215 x 215 REWEIR, HHE LI EE TTE, RIENAREFIET.
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properties

APPLICATION TILE LOGO

cifrix

EoE SAML S2513F
BN BREFNERRELA TIE, AE%EE BBEE—ER.

storefront

&3 DASHBOARD  USERS AND GROUPS — ATTRIBUTES — COMNFIGURE

StoreFront has been added

[ 5kip Quick Start the raxt time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Configure single sign-on

BB RFE A SAML 2.0 B4503E, XX F Microsoft Azure AD E—E R,
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

RR IURERFRE (EHLMEIRMHLE Citrix Gateway FIEZETAD)
= Citrix Gateway ARZ528 LB /cgi/samlauth,

COMFIGURE SINGLE SIGN-OR

Configure App Settings

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

T—RE & BT Citrix Gateway ECiEZI Azure AD BIEHi 5 B9E Bo

; FEURAIS, E1] URL
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2018 11:06:20 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Dowmload Metadata [(XiL) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
httpsy/fstswindows.net/b1asf2 1b-d29f-4c20-2826-14d5e484 0628,

SINGLE SIGH-0M SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE LIRL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

T# base 64 EESRZIEH, HEHIZERIIHE URL, FBEERE Citrix Gateway ERE REFHENY

XERR,

R ARFIESL AR

Be—% 2ERANARER, FHERIEAF M “‘myapps.microsoft.com™EH|RE L. XE B
H'TiE _E5ER. 9i8id Azure AD Connect [F25 BV A P itk P 3 B i R A BR . 12 BT LAfsE FR E bk
P, BRI T, RAENRRTE \&ituser>@\&It;domain> &,

storefront

&3 DASHEOARD USERS AMD GROUPS ATTRIBUTES COMFIGURE

sHow |l Users ~ 4
DISPLAY NAME USER NAME JOBTITLE DERARTMENT ACCESS METHOD: e
arure Admin Azyreddmin@citrixsamid.. No Unassigned

George User george@citrixsamldemao.net Mo Umassigned

On-Premises Diredory 5y..  Sync ADFS_21aTeE060dl... Mo Umassigned
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MyApps JH
FRENRERE, HAFIAE <https://myapps.microsoft.com> BY, EREREAFPR Azure
N BEFRYIRAF,

B Access Panel Applicatior X+ *

|
é 3 O | [5 account.activedirectory windowsazure.com,/a) ‘;fr ‘ = @ ﬁ

Microsoft Azure george®

applications  profile

clifrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy
I »

LINA Azure AD 5, Windows 10 XFEFHAFP I Azure NBEREFHITRERE S, RHEEGSEN
Was R 2 BECERY SAML cgi/samlauth T,

B8R URL
IR[E] Azure AD #ZHIERFHINBIER. IE, ZNBAREFE—TAHHNESRER URL, It URL
FHREM BTN S 2s ik o S BB I A P &) StoreFront BY“FFiR S E REA o

quick glance

APPLICATION TYPE
Web application

PUELISHER
URL

SINGLE SIGN-ON URL
https:/myapps.microsoft.com signing

@' View usage report
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b URL 505 Web X EE8800, LUBAIRIEH Azure AD EERRIZFIEZERY Citrix Gateway cgi/
samlauth MBl, X{GEAFERERAR, H B Windows 10 Azure AD IIARNE R iEiEHE
RER. EHttAPHEERA Azure AD i, )

HHEMAEIE Citrix Gateway

AT IIRIFREE, WREIERIEIT NetScaler (B9 Citrix Gateway) BIEH VM, XBTLM
Azure Store M3E, Itb~BIfERA NetScaler 11.0 B9“B® A IE AR Ao

&5 NetScaler® VM, ¥ Web X225 mAER IP #ilit, FEEF#ITEHRIIISENER, 3
FE, BMTIER Azure AD VM A nsroot A BYERRD,

AINFENE, RS MFRANEXHEEFEEHER), i DNS ##frastsm Microsoft 12|28

=17 Citrix Virtual Apps and Desktops Z&E @S
RAIESEE— AT SAML BIfE 8 StoreFront £, EZEEER LR, E2HMN—
SAML B R,

XenApp/XenDesktop Setup Wizard
What is your deployment

[ \:: Single Hop

_' /-
&-— —E— = -
Client Internet Access Gatway \

What is your Citrix Integration Point?

storefront |4

WRARAE Citrix Gateway StoreFront i&&. 7T 7E Microsoft Azure R, ItbRBIALELIRO
4433, MABIA 443, &, EolUimO¥% &KSEFHET Citrix Gateway EIEM ik,
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MetScaler Gateway Settings

MetScaler Gateway P Address™
w ., 0 . 0 _ 18

Port”
4433

Virtual Server Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 to secure port

NEBER, WRE EEEEEXHRRIERSEIEBMFAR.

Server Certificate

Certificate Format®
| pem V|

Certificates Fila*

|n5_citrixsamldemn.net | | Browse I - |

[w Private key ic password protected
Private key password

oot

ECERT AD P EIRMIREFI2E
SRS EATIKARIT, R P RN ER S RRIESAT, BIEHERS T
BRI,
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Primary authentication method®

| Active Directory/UDAP |i||

IF Address®

|1u.u.u.12||:|lp-.-a

[] Load Balancing
Post®

389 |
Time aut (secomnds]*

E |

Base DM®

|CN=LI5ErS,DC= citrizsamldemo DC |
Service account®

|CN=internaIadmin,CN =Users,DC= |

|| Group Extraction
Server Logon Name Attnbute®

|userPrim:ipaIName |

Password®

Confirm Password*

||-||u"u|||-[ ""|ﬂ
Secondary authentication method®
| Mone |

=

ECi& StoreFront it

7ZUbRBI%, StoreFront BfFHE HTTPS EdiEd, HIiEERE SSL %R,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

I3 Citrix Gateway B3E

E#H Citrix Gateway H0EFH AR 2 NRE#HITEHKIEN SRS K.

€ B Htps e citrizsamideme, 0 = @ © || B Metscater Geteway 52 Citria MetScales VX - Configur...

NetScaler with Unified G

Please log on to continue.
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B Citrix Gateway SAML B4 18F 2§

I% SAML 5 StoreFront £&ERFUITFIE SAML 5EMMiLESEH. FINFE SAML £, &
X9 NS_TRUE,

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML

Server®
| Aruredd E” T ?\

Expression®

| Operators - ” Saved Pelicy Expressians - I| Frequently Used Expressions -

WS_TRUE

fERZHIM Azure AD JRERBIE 2ECEHFTHI SAML IdP ARS 35
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Create Authentication SAML Server

Create Authentication SAML Server

Name*
.A.:ureﬁ-d

Authentication Type

SAML

IDP Certificate Mame®

| AzureADSAML v +
Redirect URL"
29f-4c20-9826-14d5e4B84c6 28 /saml2
Single Logout URL

29f-4c20-9826-14d5e484062e/5aml2

e
0l

User Freld
userprincipalname

Signing Certificate Name

lssuer Marme

httpsz//ns. citrixs amldemo net/Citrg

Repect Unsigned Assertion”

ON el
SAML Binding®

POST v

Default Authenticatson Group

Shw Time{ming)

233

S

ntermetProtocol

ntemetProtocolPassword

BE R B iR

fSEATE Azure AD HFEMBIIKF EREIEMA Azure AD BY Windows 10 £ E.
FiEHES] . <https://myapps.microsoft.com>

Web X% 288 E /R P B Azure AD N FHTER,

E5h Microsoft Edge
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E Access Panel Applicatior » -+ — X
lecycld

O
8 & @) 8 windowsazure.com b e = #A @

Microsoft Azure george®

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

12:28

228

e B 062006

Wi RN EE RN EEERR @S F/PIIER StoreFront BRS25.

E#, BWIEFRARE—ER URL NEEEEUNEREEET) Citrix Gateway IR BN EEERE)
Microsoft Azure Fi&[5],

=i, WIERMA Azure AD B9 BN RS HeEFEAERDN URL EEE1T (REEXEENZTEN
Azure AD HIT—XRERESR) -

Bt
£ Azure HIIKIE VM BY, RZEACE LA FHRAEZEIN

fR it/ 3 1P #uhbA] DNS it

Azure AFE VM RRIEREFR LY 1P toiik (FHIFR 10+%%) o BINERT, ERREE— IR
P #hiit, ZitbibR] DUBI BhASEHTRY DNS 5551751 Ao
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N - o a 5]
gh AR <) Essentials A AR O
Resource group P address
citrixsamiclem: - SUPPORT + TROUBLESHOOTIN
5 ng system Lacation DS name
Running Ln X West Eurape - H Auditiogs bl
Location 71 Suls e
West Europe fessional with MSDN i MNew support request >
Subs
H l i-dafa-d6ae-beTh-64Tacdaselca
EMERAL
Subs 4 o "
an ; — All settings =
df22436f-d4f3-46ae-beTb-6479cdaeefca citrinsamidemoy/default eGiE .
Y Properties >
| settings =*
& Cenfigurtion >
Iuonitoring “LI./:i es
onitoring ®

RESOURCE MANAGEMENT

CPU percentage

& Tags
& Locks

o Users

v | v | v

B Exporttemplate

Add a section

R A3 1P #HHDNS 2FMRE R BB . 79 VM IEFE— 24t DNS #itit, X BT A FHAM DNS
X3 4RI CNAME 51/, FAfRFTE DNS iZREMETE IP iﬂzﬁté%ﬁﬁﬁaﬁma‘éﬂﬁ?‘ar‘ﬂ VM,

Assignment

Dynamic [elils

IF adldress &
40.68.28.181

ldle timeout (minutes) &

DWS name label (opticnal) @

ns-citrizsamldemo w

swesteurope.cloudapp.azure.com

BERASERN (Z24)

=HNET VM BN BA—AE SN, FAReH, REAEFINLE P it L 3HE
IP #HERYRE, FOIABIRT, Azure RFEF RDP #&FIFAE VM, Citrix Gateway 1 ADFS RS 35
HWATEE R TLS = (443)0

T VM RO, ARREMBRLATE. RE AWEZEMNUiTESHMERE.
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Essentials ~ fa i S Essentials ~ 8RO

Security rules

1inbound. 0 outbound SURFORT - TROUBLESHOOTING

ed with

0 subnets, 1 network interfaces B Auditlogs >
ith MSDN dith MSDIN & New support request >
Sul an D 51 ription 10
df22436(-d4f0-d6ae-beTb-6470cdaeefca df22436f-d4fe-d6ae-heTb-6472cdaesfca GEMERAL
All settings =
!t Pproperties >
)=

£ Inbound security ules >
7 Dutbound security rules 2

BEXER
ZEARER FAS RENRENTBSE,
- BIH FAS BB AR ERHITT B
- RER R X BB RREXERN B,
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B 2P WIEARSS 2311 X

SRR

TRMATEREEMIRIERS 2311 XEHNEREN, BEEE X XEEHIER, 51T RSS

o

=L

15 Feb 2024

12 Jan 2024

20 Dec 2023

B

BHT 7B XIBRIX S HIIE
ARSZIER U S SID BIER.

EHTHEXE=H CAEFAS
15 Bo

e S MIIEARS 2311 B4
R Ao

WA

BXFARER, BB

==
BEo

BXIFAGER, BEHARRE
Ko

FAS 2311 SlEN B AF
%, LAZHF Citrix Virtual Apps
and Desktops™ 2311 UK %
ZiniE § ML EH.
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