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$auth = Get-STFAuthenticationService -StoreService $store
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E(=IEEA FAS, 1BEERALLT PowerShell B :
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Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
"standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

Ao 3 (o2l 2R ™

NRIF(F FAS 5 Citrix Cloud &5 EH, WELEEHITIHSE,

E{EF FAS, i5¥¥ Citrix Virtual Apps B} Citrix Virtual Desktops™ Delivery Controller BZ& A{EEiE
#3|EH StoreFront ARSZ2S © 5517 Set-BrokerSite -TrustRequestsSentToTheXmlIServicePort
$true PowerShell cmdlet, it _EHZ D Delivery Controller, BN ibm REEiT— Xtk

AN
Mo

ACiE 40 SRER

LZE FAS |5, ERARETIRHIVARBIENRRIEELREETIRS RITLRED® (FQDN),

HARIEKREIER StoreFront BREZ 230 R IR IRV EEIRECIE (VDA) EEHE[E FQDN fg
B, SIEARKENRNANEMIRSE (RS,

REEEN, UTFRAEFEEFEET —NEATFRAEITEINNER, B2, XFTEHNEN. RE
StoreFront fR$Z28. VDA #5517 FAS BIREHI 2891 BE VI EEEER FODN 7%, FAS BIRliEE
BT, BBRATE 6,
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S 1. 1T %% FAS BIARSSE: £, #% C:\Program Files\Citrix\Federated Authentication
Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx #1 CitrixBase.admx X {4 A Kz
en-US X%,

@ - P | . = Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | | Search PolicyDefinitions )

. ~ €3 . -
457 Favorites Mame Date modified Type Size

B Desktop L en-US 22/07/2019 09:04 File folder

4 Downloads || CitrixBase.adrmx 19/07/2019 12:28 ADMEX File 2 KB

?_—3; Recent places u CitrixFederated AuthenticationService.admx 19/07/2019 12:28 ADMX File 4KB

I (M This PC
W
3 items = =

S 2. fXLE 4 & BIRFIERIRS, FREKEE C:\Windows\PolicyDefinitions 1 en-US F3Z 4
e,

SSIE 3. i51T Microsoft BIBIZEHIE (MBS 1TIEIT mme.exe) o MIREME=MR, SEFRSXHE > ARINMNER
BRI, MMIARKERRIESR.

LURFIRRIRIEF AR REY, EENK, ASEERINEER, 3%, S UERFmETER
ERIFIRA B AR —NE PRI R, ZRENIN B TFEiT2 MY Citrix 204 (VDAL
StoreFront fR385. BIETE) WFABEITEN.

@ Consolel - [Cansole Root] =]o] x
&4 File Action View Favorites Window Help -[=]x]
¢ [@ = @@ Select Group Palicy Object [ x|
] Conzole Root Mame Wl to the G Policy Wizard — | Actions
Add —.J MM
Mere Actions 3
fou can select snap4ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Movailsble snap-ns: or on & local computer.
Snap-n ven | Lise the Browas biston to select a Group Policy Object.
FADevice Manager M oaresa Folor
" pece M
= ik Management Mer
DN i Group Palicy Object:
FEnkerprise PRI Micr = | |
{21 Event viewer Mir
e | —
& Group Palicy Management M rowse for a Gro
[ Growp Policy Mansgement Editor  Mier
= Group Palicy Object Editar Mier d | DomaineOlUs [Spes | M
= Group Poliey Starter GPOEditor  Mier chang n ,
| PIntemet Informatan Services (IIS... Ma | | | Lookin: [ crtest net | mEgaE-
'%PWJ'M‘:TW | e~ Domains. Os and frked Grous Palicy biscts:
Mame Domain
Description: () Domain Corfrollers cridest net
This snap-n alkews you to edit Group Policy Objects whid E Defaut Domain Policy
of stored on a computer,

HR 4. SMB I+ BN ECE/ RS/ EIRENR/Citrix AH/FHIIERH B E S HIVIFARS SR,
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File Action View Help

e HE 2 HE T

=] Default Domain Policy (DIW-DC.OIWNETI Poliy |[™=authentication

v (& Computer Configuration .
Federated Authentication Service Setting

w || Policies
» [ Software Settings Edit policy settin Federated Authentication Service
> [] Windows Settings OLCy SELNG. |i=| Storefront FAS Rule
w || Administrative Templates: Policy definit Description: |==] In-session Behavior
w || Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your
s [] Control Panel Citrix environment with your Active

Directory infrastructure to allow users

> -_:I Network to log in with non-Active Directory
|| Printers credentials (e.g. SAML assertions).
7 Server

5 [ Start Menu and Taskbar If you enable this policy, you should

» B System specify a list of servers running the

S Federated Authentication Service

> (& Windows Components identified by their FODNs (e.g.

[ All Settings fasserver.company.com).

5 || Preferences

w 4%, User Configuration
» ] Policies
» || Preferences

< > | Extended £ Standard /
3 setting(s)

N HIEFF CitrixBase.admx/CitrixBase.adml A 347 INE) PolicyDefinitions 3 {438,
Federated Authentication Service SRI&IEEF 1Fid GPO L8, TP E 3 /5, Federated
Authentication Service $&I& BIF7 T EERIER > Citrix B4 > SHRIESTE K P,

358 5. FTFF Federated Authentication Service JREEFH AR BEBH. XAFRIERERIZE, Tt
A& FAS BRZ525H9 FQDN,
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B Federated Authentication Service O .

@ Federated Authentication Service T Next Setting

() Mot Configured Comment:
{®) Enabled
() Disabled

Supported on:
Cptions:

FQDNs
List the installed servers in y Value
e

FOQDMs | Show. o fas 1 citrixtest net]

OK || Cancel

OK Cancel Ay

I 6. HiA FAS IRS525HY FODN,

MRWMAZ FQDN, MFIRMIAFESASE VDA, StoreFront RS2 (WIR7EE) # FAS BR
SEFIEEMNINE—E,. BSIRAEKRISE,

SR 7. BERERHARBASHYAARKER. BAEEENENTEN (IMNBRITET
gpupdate [force) FREFFREN,

REPTAH

USRS RTERIFH0 VDA RIERECE— MR, LR RIENIES. FIERMBEIHER.
RERIEBELERER #8 AT RIS FAS INAWRENERIN AR, ESHRED
T

© 1997-2026 Citrix Systems, Inc. All rights reserved. 20



KE B MRS

@ ==l s il Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Dizabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process ~

Prompt Scope | Per- e 9 policy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

30 | -

] - In-zession Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BRAAERIILREHITIT FAS RIE#HIZEA PR VDA RIEFET.
BRATTRA LR LE FAS REHIZEIT.

RTEE

NRILRBREEA, RSEREFEFHNARTAARESTFNAREFERZIENIER. =1
In .

o

- ERABR—IENRERZ RS, hANHIRER.
s FHRERE—S T EESTHNIEFSH B RTER.
- FRERE—AFRTHRER, WETRNATFRIEFHFERER.
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vy

INRILRREEH, FAEBIRHENRERREENE (UMW) . fg, NRIREHN 300 #,
BRERSTHRER—XIET. BEAEN, BXRAPRERRETAF,

BT B %
WMRICRIEER, HSAFPMHERREN, ERXENEAEE. T hRUUTHIREERITEH
HEE R, HHAFRE Active Directory B REIER, BHERLEINEE,

PERTERERIREA T VDA LRFE Rid.

ERBKE S HINIERS EEEH S

RE FAS BIEEFI S EATAZSHERE, (B PowerShell RERM T ESKMIAT, B X FAS

PowerShell cmdlet BIE &, 1EE#PowerShell cmdlet,

FAS BIBIZEH|B81ER FAS W—Ei D&, — 1 Eldr (Citrix Federated Authentication Service) &
B S g R,

BEXEAEETH SN, ER5ISERRUTERE, !
o EREIEBIENR

o GEIEBMANH,.

o 2 FAS FERIEBMA NI,

BRI UERRERGEB T EFohmH P — LS5,

FAS BIZZERIDBINERD| KM FAS BRSS. IRFE, EAUERET oA LAY EED H MR
S ERIniEmRSS.
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another serverl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREIE PR

RE G 5 HMAR G M I B IRIEMRIE, FAS BT =1 Citrix IEPEREEB S FEA,

 Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority

« Citrix_SmartcardLogon

XEARMR A BIE Active Directory A, B EBE R, ARREHE .
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&4 Deploy Certificate Templates X

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

BARAVEC B R 7ERE FAS 2RI B2 (certificatetemplate B9 XML XHRE], BEN :

C:\Program Files\Citrix\BX & B4 10 IE AR S IEP1ER

ThisPC » O05(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates w 0
Name Date modified Type Size
Citriog_RegistrationAuthority.certificatetemnplate 1 ERTIFICATETEM G KB
| Citrix_RegistrationAuthority_ManualAuthorization.certificatetemplate /1002020 5:25 AM ERTIFICATETEM... 7 KB
o ;
_| Citrix_SmartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIRCATETEM... 3 KB
(

INRIERA REXERRGNR, BRERHLIER Active Directory EIE 51,

BEFLERR, EAUNSEIEREIAERFEITLLT PowerShell an4s -

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)
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$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory iEH RS

2 Citrix IEBIERG, HIFERHBE—1Z Microsoft AVIEEMA MRS 28 Lo BXU0

fAIEBE Active Directory IEBARSZHIER, 1S Microsoft 314,

BSHEBIEBMANMRRNA R HAEED —a kS8 EAHIER, ERKEIEBMANE KL

mell

(AT LAERE Microsoft IEP M AN IMIZESH] & K HIEPIENR. )

&2 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif

The required templ  ImPortant:

When you click "OK" the following certificate templates are
o Set up a cert published on the certificate authority selected below:

o - Citrix_RegistrationAuthority_ManualAuthorization
The authorization t{  _ Citrix_RegistrationAuthority

: ) - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
Domain Administrator.

Authorize th

This step can also be configured manually. For more information,
Create an authoriz consult the online documentation.

Certificate Authority:

- d X

Connect to another server  Refresh

Deploy

Publish

Create arule

A rule defines a sm|

You have no rules ¢

-« O

Connectto C

Complete this step if you wish to use this FAS service with Citrix Cloud.

Authorize

Create

Connect
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RN S B 10 IEARSS

b5 B S5 FAS RUISA, BIRHEE|AERA Citrix_RegistrationAuthority_ManualAuthorization &4k 4
BIERIER, ARNELXEARHZIEROEMERNA T,

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Depl_oy certificate tamnlatac Deploy

&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Set up ace rt Author_lty certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Admlnistrator must sign in to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize

Certificate authority:

Create an authoriz

Create arule

Arule defines a sm
Cancel

You have norules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BRERXRE, ERERE Microsoft IEBIUANMEZESI SR RFLEBIERZIRD, (EAKRE FAS iR
MUK B AIRIER, IEBMATEERRGBIE FAS EoEMS 2 Al ABIEL ZIE R,

FAS BIEZHIa R BR—DICEREINEIE RS, BEREERGE A S HEE"

£ Microsoft IEBMANEEZF o, GREGFREES", ARMIEBIERER ML HEL" 1
REFMR", FAS BEEZFISRETERGER, MFREFEL", ZHRETHRER.
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA = —tn T 350700 CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FAS EIEZHa BNt I 2@ M. XA RERE L7 #.

X

&L Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘Rules

Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

C Authorize this service Authorize
There is a pending authorization request on Cancel request
Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AcERI
FAS fERFLNISRIENMNA BT VDA B RMSIERNFERIESR, E{KA StoreFront &7,

BRIMFEEATAR !

« {SE8Y StoreFront fRZZ28, ATFIENKIEPR.
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« BEXRIEBHAFE,
o RAVFERIEBH VDA B,

Citrix ZiX 8% A default’ BN, K79 StoreFront 7EEX% FAS BRI &iEKE& N,

EoI QIR EZEEXIN, 5| BRBIEPERFAIERIANME, HNRERENEERENE
MEFAR, XL N T IUECE N AREA StoreFront ARS52888L Workspace /8, FHAHARKE B IE
I, ¥ StoreFront BB 23ACE NIRBIMAK B E XN,

A el (SN EDF Lo elERN) LUSsHNIeIZRT, RS RREeZMNIAR
FHER. “FNET+F B RS SRMNAHE,

&4 Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default 2 W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ZRSWEUATER :

Bl . BFMABPIEBRIEBENR, XHAZE Citrix_SmartcardLogon &k, 5(& 2 EHIEXEHIE!
X (BBREPER)

IEBMAENA © 5% AP EBHARIEREEBMENME, FAS IERIIZ MEBMAAAGLUSEIR
BIERBNAH T, BEREERFEBMANEERSERARRATA" BERIEBMANE
i,
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REREA | AWRIFRERETHZEFITEE RE) VDA ERE BT UERIES,

o RIEFRFRERER RN, #7%5) SIBNBTERNEREE, BRESMNRIERETN
IEIZIEH.

- BERAWFRERER —AFPESNRIEEERGHMNZIER, KSHEEFFROERIIET, M
VDA RIEFIHRINFER (PIRIRNERMMLs X H4£=) FILUER Kerberos 8RB R#HITIAIN,
Ht A FERIERIUES,

MREEFRFRTERER", WEKTER 21ERTH ARBEHTHENEATF VDA, iEHkEE
AEEREREBEERAFPN D NIEBREEPUENBRERER. i, NREFEX VDA RIEFH
Web BRSZ25#1T TLS BAI8IE, M Internet Explorer AILAEAZIE R,

AR | SN AR R ERNEMEEITKIEBNREME StoreFront BRSSITENT IR HTF
FREXENR, SRS AD M RE4H,

“BEEFRENTEMEXEE, HIEEEE,

b= 3 g

MRIEUF FAS BRS588 5 Citrix Cloud 55 1ER, WEHEE A S, = Citrix Cloud AR
B, StoreFront ifRIARFRIFHRER, ZBILURFRE—FLNE Citrix Cloud At StoreFront BREL S
£, ZHAM StoreFront EEAAFLNIEY, StoreFront i RIARTEFAE .

ARIMPR (RRIFBTEBH) ELFAERNE. Eit, EHEBBAAITFERN StoreFront fRS528.
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

FR®Y : AT LAEAR FAS BRI VDA iTBEHIFIR, UKREILGEE FAS MAIEBIIAF R,

« T8 VDA BER A IFERISEMILE VDA AT LUER FAS ERFEF, VDA SIREGAAE T BN
- EEAPBBRAFEISERL A B LUAER FAS B% VDA, BRSIREGAIZAF,

9NR FAS BRS52:89E5 VDA MR P RVEARE, WATUESRERINRSo
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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=AM : $57 M Citrix Workspace IR B R TS BT BN A ZIN, E#E Citrix Cloud BY, &BIIX
EIFRE T Citrix Cloud BIFINI, ZE3ER| Citrix Cloud f&, ZFRa] LOE S %43 Citrix Cloud 2845
Y A EE S I

&% Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:
o Deploy certificate templates Tl

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Y453 Citrix Cloud

TEBILARF FAS BRS5288 5 Citrix Workspace ##%| Citrix Cloud, iEZ ALk Citrix Workspace X &,

1. FEIIgE LR, E9%#3 Citrix Cloud” T B %E#,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. EBREERINE, ARREE T

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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i 55 bl (X 32 fE Citrix Cloud,

3. BOETR—TNMH—EME, ZEAEHLMTE Citrix Cloud FFAE#ME, B XIFMAER, BEEHE
£ Citrix Cloud HR7EMASHIF= G

&4 Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESODAR

Summary

( Waiting for confirmation...

= a=B

4. EAMBEIEETE, M THSIRPIERFRFEINERUE.
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Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

&4 Connect to Citrix Cloud — O X

5. tNREA, EEREEPIKF, FHEREERE FAS IRSSNRRMUE, BEME, AR XAWIAE

Ho
6. EEFEMMER, ERAMEMNZEIZMN, BET—F,
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&+ Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

7. EHRELY, BEFEmUGER Citrix Cloud &,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud ;¥ A8 FAS BR588, FH7TEH Citrix Cloud tkP R BB TIE L ETE,
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==

A FAS BRSZ 2SI LUMA B P IES, UERBSiAIE Citrix Cloud ] Citrix Virtual Apps and
Desktops.

WrFF & Citrix Cloud BYEE:

M Citrix Cloud ZRAIEFPR FAS RS 23/5, 20ACitrix Workspace XERFmL, 7EE#EER] Citrix
Cloudi%EEEHH,
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RRECE

ATHNNERMT B XEKSFMNRIERS (FAS) NESAEENEEERM.

BxXER

« FAS ZENMIIGIRENETESERHNERLZENEEX R,

« MEFRGHXERDT EE FAS FR4EH, HEMTERE XE & MEREMHNEMNE
HYSERL

AEFEF RS S AWIERSS

AXNABT ELZHPIEERSIEMERS (MSP) IFERERBS BMNRIEARS (FAS) WE B, B XiF4H
8, 158% B8E42H) | Citrix lRSZIZHE DaaS.

FoREZM
+ 5487 Citrix Cloud HEIMIZRIBIERRBITIUR, 5% HBEL, HEH EXERRINR

- WEEIMBP,-MSP xR, BXFMAER, 1BSH EAT Citrix lRZZ1RHERY Citrix DaaS,
BB MSP &ZF
1. ERA=EESIE Active Directory AT AT Citrix =
B ZREEES NAMERZEERS Citrix Cloud.

IE S A HI2E X BXRVISE SAMEIRER > B/ TR A,
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B Citrix Cloud x e

< C (Y @& uscloudburrito.com/identity/domains

< ldentity and Access Management

Authentication Administrators API Access Domains Recovery

+ Domain | C Refresh | (] Show Unused Domains

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local coe >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v
iz AT J * )j
2. ’ITfiE/EH'* ==} gzl E. o
N N Lt s PN I
SRR, ARBL TS (.), BRE EERSE,
B Citrix Cloud X+ v = [=] X
& C () @ uscloudburrito.com/identity/domains e % O@
= | cifnx 2 o
© |dentity and Access Management
Authentication Administrators APl Access Domains Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local ooe >

Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v

Manage Federated Domain

Disable

WEEAHES +o ARRE HA.
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3. WIEX XAV S FETEAH.

WHBRANER, BERBEAZANZEGE, RIBRESESE SHMBREE > = T

IO X BEMI B B 1E7E TP B (/en-us/federated-authentication-service/2402-ltsr/media/fas-

verify-domains.png)

i&[E] MSP &,
4. T Citrix Cloud RZZEF 1 FAS ARSS 85,

7EFH BV Citrix Virtual Apps and Desktops #JRFTTERY Active Directory (AD) MAIZEE FAS, ¥
FAS E#%|51% AD M X BN HRIRME, BRI FAS RSER, BSRITENRE,

5 BREEPER
HEFRERER FAS
- ILEEHNEDIREIER (1dP)

PIREEFEF, %3 SMMHNER > BHRWIE. FEE)ZE0 1dP HBARAD 5 1dP [F
27
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« NIEFEH FAS
%3] Workspace E2E > B RIE, EREEBIRENEMRERIEHER FAS,

E A FAS 8 (/en-us/federated-authentication-service//current-release/media/fas-enable-

tenant.png)

BRI

TEMIBRTE P MBS 2 BifiER MSP IHZE— 12 MB, FARUNIEF B FAS, BHRTZ
IHARBFEETF MSP 1, FAS JF5KMK,

Azure Active Directory B R &5

Citrix BXFSF R ILIEARSS (FAS) AEMABBEIZENIE (VDA) IRIHESAER (SSO), FAS &
[ VDA IR FIEPREI SSO, VDA fERIZIEF M Active Directory (AD) IIEFEF 515, BR
VDA ®iEfE, TEEHIIEEIAIAE) AD FiRo

1EHE S I°HE Azure Active Directory (AAD), F7E AD # AAD Ziai#{TE%, XENBFMITENE!
BEEEM. AXNEBTHERMER FAS i, M VDA RIEASPSLI AAD B R B RFAENTINEE, X
RIFRP EEEHWILEIAA)5 AAD RPN FTER .

=r .

b= W

ERFEEEMSHRECERIPIL FAS 3 SSO AT AAD.
IEREE FAS RIERIEH,

1B LAUE AT ARY FAS,

IR A REfAIZ 45 FAS BY VDA R A,

. J

AAD SSO MU ABLEE TR :

AAD B{RRIFIEH VDA BMA VDA BE&MA
tE £ AAD 4 SSO £ AAD EFEBH SR
JE

BX 5% Active Directory B & 7£ ADFS EEH Windows & HA{R WS-Trust
B 5IEARSS (ADFS) R 50IIE certificatemixed i = 2/ A
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AAD BRIIFIEHR

KEeRB =1 S niRMER

ERE=SRRAR

VDA EiNAL

VDA BE&IA

ERE=RRAR

- 1TE AAD I 2IEF F SR IIETE AAD 1T, BRI AR AAD HFHRKILE,
« BXE AAD 15218 AAD ECE NN BEMRIIEEE DR EMUBERE. Flt0, EEMRE] ADFS TEH

=hH B RERER.

- JEENAR VDA ZEMA AD #1 AAD A VDA,

BINAEE VDA

FFENMAEE VDA, B Windows B4R 5IE (584 LR AR Windows B2 581EE,
Kerberos) SEIR¥t AAD B9 SSO., LA M VDA I1EFIHIEIS AAD FRIPHIN AEFT, [Tt
AAD BB IEIE, TEIERT 2R3N EHINIETIE ¢

2. AAD-protected
app is accessed
without a token

3. Challenge

Federated IdP AAD
or ADFS
A
4. Authenticate
! with Windows
4'. If federated, Authentication

Windows
Authentication
happens at
the IdP

5. AAD token

3
»

Domain joined VDA

1. User sign-on to the VDA
authenticates the user
to AD using the FAS user
certificate

A

Domain Controller

BEATIE AAD BT EEE B SR

BXHE AAD IHISERER, 55N TEERE R,

FHFEXEE] ADFS B9 AAD 13, 157 ADFS BRS385 L2 A Windows &12393iE,

NTFERSRIB =S FDIRMAEEY AAD 1, ZFEEUNARG SR, BERENS DR HE I KA,
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BRI LU AN AR VDA FHEVERR A RABTFES AR VDA, B2, FH FAS BAS4%E
B AAD ERIFTTHE (PRT).

EBRIMAR VDA
JEEINAR VDA FBIA AD #1 AAD, HAFERE VDAR, SEIEUTIH .

 Kerberos ZE R FEIE (TGT), BT AD BRHITEMRRKIE
o ERIFTH (PRT), AT AAD BIFRHITHRMAINIUE
PRT @88 X APMTBENNER. AXE, IERMNAT AAD 45105,

T FAS i@id [ VDA IBRIEBRIEAF 514, RtkRBEESLM 7 ETFIEHE AAD BRRIERD
8EBIE PRT, TEIERT 23N EHMIIETEE :

AAD Federated I1dP
or ADFS

3. Authenticate to AAD 3'. If federated,

b ettt with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD g A
with FAS user

certificate Domain Controller

Hybrid joined VDA

BSEATIE AAD BIRFEENE RIS RITR-

JTFHEER AAD 15, i5ACE AAD CBA., B ¥ FAER, 15217 Azure AD EFIF B S 1050 FH]
i, VDA f£F8 AAD CBA &I 8 FAS iEHE AAD BiEAF 515,

Microsoft X5 T EAEREFIERER, BEEERANERTER FAS ARPIERER.
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FHTFEBESE] ADFS B9 AAD 13, VDA R ADFS BrRZ3 23089 WS-Trust certificatemixed % 1813 FA P
B FAS iE$H[mE AAD BiIFRF &5, ttis=E2IAEH.

WFEEERE=ABMNIRMEEN AAD 15, TJEEFEERLBRAR, BHRIREBLISEI—P WS-
Trust certificatemixed iim., 1EEREN B DR EELIRENE B,

IEBI A AIECE

This article describes the advanced configuration of Federated Authentication Service (FAS) to
integrate with certificate authority (CA) servers. Most of these configurations are not supported by
the FAS administration console. The instructions use PowerShell APIs provided by FAS. You

should have a basic knowledge of PowerShell before executing any instructions in this article.

IREZ ™ CA IRS5ERATE FAS R{EMA

A TE RS R e IR, R FAS BIRZEHISACE FAS LUERZ CA :

&< Edit Rule — O x
Edit rule "hello"

Template

Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
AEEEs Gl Template available
Template available

Restrictions

Summary

< >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IRIEERIFRE CA #HIUAF Citrix_SmartcardLogon IEFHEMR (SRR HIRZFAEMIIENR) -

INREHRLERBED CARKEAENER, BN CARIT REIEBHMANE TE,
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BEFNEN CAHIT BIULARS P8, RAELSRHAEENRIGER AT ERER
CA.

FATT N E

ERERZ CARSIRACE FAS iREB2EE, BPIEBEISEREEEERN CA IRS3EZiE D
Ko A, MMREF—EAERN CARSERLAEBIE, FAS IREZFFUIES— 1 AT A CA BR

55880

HC & Microsoft IEHMMA MM LLETT TCP i5i0]

FAS f§8f8 DCOM ifia] Microsoft CA, DCOM fER %M 135 RAMARS EEMTRIEHO. FRIAER
T, BiFriEARMEREN. XELBHIERENTRERSHE 1%, HEit, Microsoft 127 —
FhECBERSIHOM A E. E7E Microsoft CA LERBREAIRO, iHEF Fia>E17">

dcomcnfg.exe UITH DCOM EEEM@EMR. BHIHEAN>BIBR">DCOM BE"UE R CertSrv
BERTE, RS, 4Ri8 CertSrv i5°k DCOM WM ABEFHENM
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CertSrv Request Properties |2 | X |
| General | Location | Secutty | Endoornts | identty |

DCOM Protocols and endpoirts:

-*T . defaul system protocols

¥ Select the DOOM network protocol sequence that you want to
Jry  add Enterthe endpoint detals and click OK when you have

Protocol Sequance: | Cormection-cnerted TCP/IP

() Disable protocol sequence

O Use defank endpoints

®) Use static endpoint EX

17 Use irtranet range of dyramic endports.
() Use intemet range of dynamic endponts.

o ] [ omes ]

| OK || Cancel | ook

B RERLUAERFHSKERFFIEE TCP imOS (FELEEAHA 900)
EUERAIR, BRAEEERFIRO 135 FimE 900,
& F Microsoft IE B A A LA F B2,

THREE FAS RS2 (HEMEMERIERMAVANITEN) , K7 DCOM £ RPC i%M 135
BHITIHEME. YEFIHEEMER DCOM Y, EREHDIRSEE LM DCOM RPC BRSHiEK AR
FEH DCOM RS8R, XA IHO 900 (FELRBIF) 17, HE DCOM REBIBRIETREF iR
EERNIZIE .

PR R FIE$

£ FAS IRSBSEHPFERAFIERE, ARFNERNENGEZEERE. UTHBINBTNRHNRENHZ
I FAS IRSZEHITILIRCE,

FXEY Active Directory FAP %R

IERILLET B AD FHFA P IIREFMERIXMHR (PN, .csv X)) RSFHIEBER, A THIFR
o
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Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser 2— MrAER cmdlet, BFE@AFIIR. LANTRASZT—1FiERSE, BTN
FHEH UserPrincipalName Bk PR 9 enabled’BIE o

SearchBase £ 48/\ 7 1£ AD F#ZRAFPHVER, MREELE AD FHNFRERF, AIUERILS
#H, FE EEAREEKRERF.

CSV XHARBM TR :

B user_list.csv - Notepad

File Edt Format Wiew Help

"UserPrincipal Name"[l
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuser3@hvt. local”
"testuserd@bvt. Tocal”
"ucsis@bvt. local"”

"ucs3ogbvt. local”
"jime A @Bk Ta~a1"
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FAS fR5523
LUF PowerShell BIAFREN 2z 814 LAY AR F 51K eI B P IEB5IER,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user .UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

INRIEBEZ FAS IRS328, FERPRIEBHERMR | — M EERSHF, B TEXERBR
SaaHo

EHIAE R T default’ BN, SNREFEARRBMNBF (B0, “hello”) , RFBLHIAF
B9 $rule LERNAL,
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AL B (/en-us/federated-authentication-service/2402-Itsr/media/fas-caconfig-rule-name.png)

ST EMVADIED

INRIEEERZ N FAS BRSS 88, 1ERILILRIT FAS BAGES, MAREMEERNAF.

EAT UER GUI EFIEMN FAS -

AL Bl (/len-us/federated-authentication-service/2402-Itsr/media/admin-console-
reauthorize.png)

SERUATFS

1. BUEFEVEAUEP | New-FasAuthorizationCertificate

2. IBFHIRSUESR GUID, 1% GUID UL Tds43R[E] | Get-FasAuthorizationCertificate

3. I FAS RSB/ BEFHIPIET . Set-FasServer -Address <FAS server> -MaintenanceMode
$true

4. MEFHIFZPLES | Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. & FAS [REZBEIBEH 4IPS | Set-FasServer -Address <FAS server> -MaintenanceMode
$false

6. WIFRIEBAYIZALGES © Remove-FasAuthorizationCertificate

BEXER

. REARE —XR FAS RENRBHIESEAN,
- BRMES SHIIEIRS IS S AT BRI —
. BAIRIER R XEN BB RRE—X R,

FhEARIA

b))

IEBEFHETE FAS IRSEHVERANEIEES. XEKBAIAET FAS IRSZHRIMBARS KA 708, H
BERANRIE AR T Ho

FhEAEMRAEE
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o 5XMANADIEP X EXAYELER, KB Citrix_RegistrationAuthority IEH1EHR,
« 5HPIIEP XEXAIFAEA, KB Citrix_SmartcardLogon JEHER,

SePR E B RMEMAAIIES | Citrix_RegistrationAuthority_ManualAuthorization (ZRIABERERA 24
/\BY) #0 Citrix_RegistrationAuthority (BRIABEREIAFE) o

TEEREBMIIEARS (FAS) BEIEZHI SRV ¥IMRIGRE AT+ 3 P, SERHERICEK, FAS RS
BRER—NEPN, HEMEBMENMELE—ET
Citrix_RegistrationAuthority_ManualAuthorization IEBAIEPEZIBER. X2—MEIHES, 2RI
BRHEAA 24 1B, IEPMANIMEA R BhMALIES ; Hig X RBEEREREIEBMAENE _ EFh
B IEBM AL FAS BRSE83/5, FAS R{EH Citrix_RegistrationAuthority_ManualAuthorization
IEPF BEhIREX Citrix_RegistrationAuthority iIEF (BRABREBATE) . FAS PREBEITEIREN
Citrix_RegistrationAuthority IEPf5, =IIEMIER Citrix_RegistrationAuthority ManualAuthorization
HIEBFZ .

SEMAAIES X EXRIRA RIS 580U, EAEMTIE BRI DIFRA ZA AR ER AT WER
FERAPEAHIERIER, b, ZHILEBRERATBIUENZE S RIERIE P EEDIF
Ko

BRI LUBRE FAS BRE28, URBSEREALRTLERMNARRIFA, FHRUTAHEZ—:
« Microsoft 38583 RSA 1 AES NNE RS IRHEFIZF o Microsoft R FATFMHIRHER, BT M

NAIERF AP IEBRIFAA.

. HAEZEEEEER (TPM) BB Microsoft FERAEFMEIRMERER, BT IMVAIERAIFA
£A, AR Microsoft 38588 RSA #1 AES INEIRSRIHIZR T Microsoft I EHFMEIR TR
FF, BFREFIEBREAR,

« BAREER (HSM) I EmNERS REREFMERMREF (F HSM 188) , BT MG
IEBAAFPIERRFAHA.

FhiAECEIRE

FCE FAS UMERX =Tk —. ERAXAYRIEZIRIE
Citrix.Authentication.FederatedAuthenticationService.exe.config X1, ZXEFHEIAIER FAS
fR5388_EAY Program Files\Citrix\Federated Authentication Service X3,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 50



KE B MRS

<2?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ ——>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] —->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!—— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.LogLevel"” value="3" / ——>
<!-— Logging: Event IDs to not log (comma separated) —->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress"” value="" / -->
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS (XTEARS EohE AL E X e MNRER T EEME, NHMEFHESH FAS FREFHMIEEEN.
7£ Citrix.Authentication.FederatedAuthenticationService.exe.config XEFIRIN T AR GBI X & :

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderLegacyCsp (£ CAPI #1 CNG
API ZEIHJHR)

& p=3 >4
= {E/H CAPI API

false (ZRi\) {#H CNG API

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderName (E{FERHIRHEIEFELTT)
& p=3 =
MARIEERA RSA F1 AES NMIRRSBIRIHIZER 2\ CAPI 1218525
Microsoft {4+ A Z IR HIERE ZXIA CNG R{EREF
Microsoft £ & ZHFMEIRHEER ZHA TPM 1R1H1ERF, 152, AR TPM
BTFRFPEH. X TPM BT EMNHAZEA.
INRIF TR EILIFIBRITIT FAS RS2,

EEWEN TPM MEBW EERRF AR, X
ARSI ERI,
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=] p=d 2

HSM_Vendor CSP/Z ATz iR {12 B HSM iR, ZERMNEmR. R
B RITEEBUEIRERIETT FAS BRSS8, 1BE
WIRE HSM R, UMIARE ZHRFERIL.

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType ({7t CAPI API &R TE
=)

=l p=d

24 FRINE. $ERYZ Microsoft
KeyContainerPermissionAccessEntry.Provider
Type Bt PROV_RSA_AES 24, BRIEIESF
HSM & CAPI 55 HE HSM B S E M
E, BNRIEER 24,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (% FAS EEH1TFATHIRIE
B, EERALAEENE) RPN IISH RS, NREGZRE, WATER TPM BiR%E
fifo

E put 2
TR FAEARTIUAF Ho
GenerateNonExportableKey FRiko AT AESH.
GenerateTPMProtectedKey IR TPM #HTEE, AREIEE

ProviderName A#gERY ProviderName 77i#
(5140, Microsoft FF&ZATZMEIRERREF)

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (38 FAfARINIED)

=] AR

2048 ko WRILUER 1024 3§ 4096,

EBEXHREUERARRTUT (RERIAMEUIEET)
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Pl-r:;;(ic;r “True” “False”
CAPI API (CNG APl)
Csp ( i )
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider Enhanced RSA HSM Vendor HSM Vendor Microsoft Microsoft
and AES
. csp KSP Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Key Generate Non Generate TPM
Protection Exportable Key Protected Key
Key
Length ‘ 1024, griiE:Wor 4096

EEARERG

=~f1
BB Z=(ER Microsoft R HIFEIRHIZ F FEREMAIERFA TR B P IEBrIFAR,

XRAMINNZEEERE, TRMANAEE,

=l 2

ERAIRTR T EMAMIERFAEE Microsoft F o5 B RFMERHIZFFMETE FAS IRS2ERAVEE
% TPM &, URAFIEBFATAERA Microsoft B E sAfF R IHIZFF0E.

A EREER FAS BRS5a R ER TPM BEARHE TPM KIS RAINIETE BIOS FERA, ARTE
Windows H#J#81t ; i52% <https://docs.microsoft.com/zh-cn/previous-versions/

windows/it-pro/windows-vista/cc749022(v=ws.10)> .

{58 FAS EBZHIS

FAS BIEZHI S TERITERAIIRBELIER, RERENVERE, BRIEEHASLDIFREMAMIE
PHRHITELIEPERIER,

HITHE FAS IRER, EESEIIPERINEEIIPMAN MG, BEEBNIRSH (BEFY)H
HFE 3)
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SR B TERU M TRBEE B -

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMFrotectedEey" />

SAFBEN D AR

<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -——>

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ --—>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] —-—>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-- Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / —-->
<!-- Logging: Event IDs to not log (comma separated) --—>
<!-- add key="Citriz.Authentication.UserCredentialService.Systemlog.Supress" value="" / —-->
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" wvalue=""/ -->

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

Bt TPM [REIBEAKE, RIARPBKEN 2048 i, FHFEEENBEHZEHNRAEKE,
S8 2 . EIET Citrix Federated Authentication Service M MBERE 4 PIEEE,
SB 3 BIRS.

B4 NEBMANIEIRS SFF ML FAIBAERIER, RECEMVIERfE, EEEH SR
EFFFHNTSER 3 FEREE, LB, IMYADIERBRIFAARTE TPM LR, FRINERT, EHE
BEHAA 2 o

EIAEMTIMIE B AR S EMRFMETE TPM B, EFERLLT PowerShell @4y, HNSEMAN
IFBHFLAEATEETE TPM &, NIl PrivateKeyProvider FEXISE &} Microsoft Platform Crypto

Provider

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

HE,5 . FREXHHREUATAR -

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableEey"/ >
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RE FAS TNEMES TPM RPEFNAAIES, BUFALBSEME, TPMBHTMA
2.

$R 6. EFEDH FAS, XRBFIRS BRI E XM H RIMEHME, M BohIARRIERS
FEMAFIEPESDR ; XEREFANIAEMET TPM B, ME(ER Microsoft Software Key

Storage Provider,
R 7. 1 FAS BEIREHI o EERIED &, HEREENEERRNRARIEIRE.,

{£F PowerShell

RILAERS PowerShell BEIFICEMAWIES. XERTARLHIERMANMBIELIERERE
SRUAEMAMIIEBRALR, BIREER FAS BIEEH a#HITELIMYMIEBELIEK.

SR EEREEEFISHITIN FAS ECEHE, (NElRim TR | BB IEBERR MR EIE
PR

&< Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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BB 2 EEEBMANMRS SR L, RINERBER MMC EIE% T, GRET
Citrix_RegistrationAuthority_ManualAuthorization #&#y, FAS%F & HIHER,

EREINET £, BRRITMEYH. FIREIFR, BFA Offine_RA, BXEIN 2 F !

Subject Name | Server | lssuance Reguirements
Superseded Templates | Extensions | Security
Compatibility | General | Reguest Handling | Cryptography | Key Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2| | yEErs W | | ﬂl | days

[ ] Publish certfficate in Active Directory

[ ] Do not automatically reenroll if & duplicate certificate exists in Active
Directory

B3 EEERMANMRSESE L, FLEBHMATIAE MMC EI28 7T, ARETIEBRR.
TR, AR EEMARNIERERR. ERERINI SRR,

R4 1L FAS BRS328 _EMNELLT PowerShell cmdlet :
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

S5 BIE FAS RS 28 i ALLT PowerShell cmdlet, 7F FAS ARZZ 288 TPM 4 L RSA &
PAMHLBIEPERIER, FE | L TPM SREIBAKE, ARPBKER 2048 i, ESHIE
EENBEHZIFNRAKE,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>
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fgn

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
ERUATAR !

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

¢ WaitingForApproval

A

o ID GUID (fEItb =I5 /9“5ac3d8hd-b484-4ebe-abf8-4b2cfd62cal9”) X4 BHE W

=8
« AIRfIE PowerShell cmdlet (PA—RIEBE", BT EREMYAIERBRIFATA,

* SE17IE cmdlet BY, FFOE FAS Bt NECEXHHIEEE, UREEERNERAKE
(BRINEH 2048)

o HFELFDD PowerShell oY EMYAIEBFAERIRIED, -UseTPM IRE A $true, Fit
RER AR EREER TPM FREIREARLENE,

« BTt cmdlet AR EHECE X FHRIEIKE.
- E/R4BE) FAS BB A FIEBILRR(ERE, FHER FAS BEIIF M H4HHIREEIE,

o WEITE FAS BRS2BMA BFIEBUERT TPM RIFEVEFIEBFATAR, BECEXHF
B KeyProtection {Ei%iE /Y GenerateTPMProtectedKeyo

RIEREER TPM £ T EAX, BEEMERMNEY, &BEF FAS ik3588L Windows EHEHER
PN ARERBE.
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14 Mone
16 Mone
15 Mone

(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bbe1-44af-8d21-

1159d364d82e]

R

helaRE

Application Number of events: 3

Lewvel Date and Time Source Event ID Task C...

@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore 14 MNone
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore
@ Information  22/07/2019 12:3%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:

False]

IR . 4RMHA2F . Microsoft Platform Crypto Provider”

SR 6 . FEBIERED EHRIXARERT, HARERFIBEEIFANXEX S,
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E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

< >

SR 7 . BT FAS ARS8 ERY PowerShell EP%E]\L(_FV\]@, FHEPELIERIZRAIEAIE PN
R :

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>

N

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

ETRUTARR !

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

AT AT RE S I IEBMA TR E O o RFIRAGERMANMENERT HTTP (TNER) 0
DCOM ([EZR) Fft. aIERATA, 15i%EE DCOM &I
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Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel

IBEIEBMANMIG, PowerShell £ RequestiD :

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

PS C:\lsers\Adninistrator. AUTH> -
S8 IEPMANMARS S L, EIERMANME MMC BIESTH, SEHEBINIER . 12 TI5
K ID. AEARBIZIZERHERME"

LR . REFBMRMER TR HEINNHLRES (EKID KZTE) o WEFTHIER, ®F
HRER AT+, 2 EHBIXME . EBSHASER. BET—%" AXGRIEFEUATIE
In :
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

KRNI INEHERIEEFFA - PKCS #7 iEH (P7B)’, HEXFEFMRETEE, QIFEPRES
HFREIEB".

IR 10 . [HSHANEBXH E HIF FAS fR$B a5 L.

HIB 11 BT FAS BRSEZ 28 LA LLT PowerShell cmdlet, fEEMAMIERS AR FAS RS2
h :

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcaTCertificateFile <Certificate file from step 10>

fian

Import-FasAuthorizationCertificateResponse -address fashsm.auth.net -Id 5ac3d8bd-
b484—-4ebe-abfi-4biZcfdb2ca3® -PkcsT7CertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

BRUATAR !
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PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo9g8boc2705 C:\Users\administrator.sTU\Desktop\TPM_FAS_Cert.p7b

1 74d427ff-c55b-4d6d-87ae-1ff98bec27es

: [offline CSR]

1 978816¢cd-8b21-4695-8c5d-88bb7df1816b
CertificateRequest :
status : 0k

EMIAEMYIMIEBFLAR S EMEMETE TPM A, IEFERAUT PowerShell a5, BN FMAG
IEBRFLEATFHETE TPM &, NIl PrivateKeyProvider FEXFHI& & Microsoft Platform Crypto

Provider

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

HB12: X FAS BEEZHIG, AREHMENE.

&4 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AR BRAULERSTRE—TEEAS,

IR 13 . 7f FAS BIEEF| S EZF RN &+, H4w1E (/zh-cn/federated-authentication-
service/2402-Itsr/install-configure.html) FRFIRRYIZIE,
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=3

R BIEHEFAETE HSM FRBGEMAWIE B AMA P IERA. RAREEEE HSM. 188
HSM BB RMERFSTR, FIUI“HSM_Vendor BVERTFIEIRIEIZR",

INRIEH T EBULIFIRPITTT FAS ARS8, 1BEWER HSM MV BN T BEERF ZFE

SR 1. EEAEEEHOHTT FAS NYIKERE, XTARIR NS R | “SEIEBER N IREIE
PR

&$ Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

W2 . FEFEEN HSM IR, LUBERA HSM B ProviderName B A{al, @R EH
HSM A CAPI, XiEHTIRERRHEBIEFIMANEBIRSIRHIZR (CSP). MRER HSM {EH
CNG, XHHAJRERIFHRHBIEFIMA R AFEIRHER (KSP),

;3 NTRIBREXH :

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadoinParameters.ProviderName™
value="H5M Vendor’s Key Storage Providexr"/>

XHEMMIEN I FAR
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<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ —->
<!-— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -3

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel" value="3" / —-—>
<!-— Logging: Event IDs to not log (comma separated) ——>

<!=— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs -->

<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

A ZREER HSM 8 CNG, EItk ProviderLegacyCsp {HIZE N false, MIRIEH HSM A
CAPI, N ProviderLegacyCsp {EMNIREN true, BER KL HSM H X, UBEERH HSM
EfER CAPI IXE CNG, FBEERE HSM BB, TRFEIEXTT RSA BIREMZIFNERAK
B, EltREIG, BEKEIZBERBINME 2048 i, BHERITIEENREKESBE S,

LB 4 . E|EIET Citrix Federated Authentication Service W MEZE X HEFiEEE,

S5 7E HSM LR RSA ZAX, @I BT FAS EEREH o R EIET -+ FRRECE
BIBIEPRERIEK,
SB6 . BWIFRBMEEE HSM AR, BHRE Windows EFBEFRINAREFRAE !

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

AR IRMER | HSM B EAEERHIZRF]

SR7 . EIEPWMRNMRSSE L, FIERBMENME MMC F, EEERERT R -

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
@1&? ————— BEGIM ME...  The operation cempl... Taken Under Submission 0770472016 1404 AUTHLUCSHSMS

ARBEIZIERFERTR.

AR L ERLRS T BTEREN S,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 64



KE B MRS

&& Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

Create arule

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

— | X

Connect to another server  Refres

Deploy

Publish

Reauthorize

Create

Connect

h

S 8 7£ FAS EIRIZEHI o ERMUET +, FERLENIEFFmhRmEIRE.

FAS iEB7E68

FAS &R FAS Ar3528 LRI Microsoft IERBEFEREFMEEIER. CERAMRANEIERE,

BT EMAMERM GUID, IE7E FAS RS 85 i ALLT PowerShell cmdlet :

Add-pssnapin Citrix.a&ast;

Get-FasAuthorizationCertificate -address \<FAS server FQDN>

{5140, Get-FasAuthorizationCertificate —address cg-fas-2.auth.net
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

EIRWAFIERAIR, BRIA

Get-FasUserCertificate -address \<FAS server FQDN>
40, Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate

ThumbPrint : 2A81185BBEF8B69618@F5FDEGFACOFBEFBAEBS9

UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

fas.stu.net

5

£ HSM 7Z&FAEAES, HSM B 28181d GUID #RiR. RILAERUUTAEFREY HSM #EAFARY

GUID :

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

fuan

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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: joe@djwfas.ne
Role : default
CertificateDefinition : default Definition

ExpiryDate : 19/81/2818 @9:18:48

BXER

« (/zh-cn/federated-authentication-service/2402-Itsr/install-configure.html) & FAS ZiEMECER
FEBEZRM,

« ®IH FAS ERZETE (/zh-cn/federated-authentication-service/2402-ltsr/deployment-

architectures.html) XZE #1777 B4,

o Hfth4$EHE XZETE (/zh-cn/federated-authentication-service/2402-Itsr/config-manage.html)
XERNE,

ZENMSEE

B A S I0IERARSS (FAS) 5 Microsoft Active Directory 1 Microsoft IEB&L MM ZRRER. BEHIF
RABIEHNEENRP, FERAFIERIZBFHEM X BEMENT AL LEE—E, NFASHXE
TR,

AXHSIE T HE FAS NREEEENRLAM, CEBRT AT EERPERSHNIILE,
P& EREN
FERRT FAS BETERNEBARNRLDR,

FAS lRZHRER e X BEREMEMN—E7, SIEBMANAFIEZESSE—itc. EEKSIFEAR,
Citrix Gateway # Citrix StoreFront BHITHF SMIIENA L. 5| A FAS AafZMmEM Citrix
Virtual Apps and Desktops™ R4,
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ADFS Server (with
Web Access Proxy)

Citrix

Federated Authenti-

cation Server

Windows Server

Windows Server

TLS Server
Certificate

Signature

e FAS
j Authorization
Certificate

Certificate Authority

FAS User
.‘ Certificate
Template

@ FAS Autharization
Certificate

Domain Controller

Windows Server

UPN

Y walter@auth local
Alternative UPN
walter@adfs ext

FAS User
Certificates

Certificate ' Template

Encryption
Certificate
(not used)

Kerberos

StoreFront

Delivery Controller VDA

Citrix Gateway

Windows Server & Desktog indows Server & Desktop

VPX indows Server . v
TLS Operating Systems KerberDS ating Systems

Root CA TLS Server TLS Server | FAS User
§ Certificate § cenificate § certficate @ Cerificate

Gateway Server
' Certificate

ADFS Signature
' Certificate

SAML SP (RP)

High Trust

Intranet

BiAENIMER 2

i%0 443 E£RY TLS R3P Citrix Gateway. StoreFront 1 DeIivery Controller™ B4z [B]HYE (S,
StoreFront fRSZ 85X HITHIGERE, Citrix Gateway {X3&id Internet £ HTTPS ix[0 443 $#59E

o

StoreFront fRZZ 28810 i% O 80 EFHEE B12I0IERY Kerberos BXZR FAS fR$BZ 25, B IIE(ER
FAS BRS523HY Kerberos HOST/fqdn & 3#0 StoreFront fRS5 889 Kerberos it &k &1, LS
REIE A R4 B Citrix Virtual Delivery Agent (VDA) B3R P FTEMN— RSB G,

Y HDX RiE%EESR VDA BY, VDA thai@idiwO 80 BXR FAS BRS338. BHIIEEA FAS BRS3:
8 Kerberos HOST/fqdn &{3#0 VDA BY Kerberos i+ BN &3, Itt9, VDA RIREEIRAH S
BEIRIRIEBAFLTA

Microsoft JIEBIM AN K2R Kerberos H350IERY DCOM #1Ti81E, DCOM AILUECE A fER
EE TCP im0, IEPMENIMERK FAS IRE[IREHZTETHEMRIBIEBE R CMC KBS
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ARS5 8% B SR A

B A BHKIERS [in] 3R B StoreFront™ #1 VDA Y Kerberos
over HTTP, [out] E] Microsoft IEBM& HHIHY
DCOM

BIRM X [in] REEFIHITEANE HTTPS, [in/out] E/3E
B StoreFront fR532889 HTTPS, [out] B] VDA
89 HDX

StoreFront [in] 3R 8 Citrix Gateway B HTTPS, [out]
Delivery Controller B HTTPS, [out] E] FAS 89
Kerberos HTTP

RA{FEHI2R [in] ¥ 8 StoreFront BRZ328HY HTTPS, [in/out]
3k E VDA B9 Kerberos over HTTP

VDA [in/out] 3k B 3 {31EHI238Y Kerberos over
HTTP, [in] RBRBARM X HDX, [out] F
FAS Y Kerberos HTTP

Microsoft IEHB 47k #1443 [in] 388 FAS B9 DCOM M& %

BARKERMRIERS S5 RAS™ ZaHE#E
PERIAT FAS 53 B3R B Pk P R A IR 55 Bk P S R R st

- FAS BEEZFIE, EAFKAT

* ,cloud.com

*.citrixworkspacesapi.net

o NREPIMERERE=H S MRER, WEEHMIE
« FAS k55, EMEARSKPT -

*.citrixworkspacesapi.net

*.citrixnetworkapi.net

INRIERIMZA SNBSS R, 15EA FAS BEEEHI ortutEcER P A, 15, BHREER
netsh B 3Ll T B ACEMLEARSS 1K BYL,
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ZEARSEM
FAS BAERIIES, RFEACHEAREEMEES, KEHTFHENRHE2HE, R
I FAS BRSS 285 IR ELIRR.

EREEMACER
FAS @ 7 HE MR MA B FIEH. Microsoft MERMA AR IFEREEMALIE. IEBIRRU
RCEMAER U EBFRIEBBAF

Poiicy Module | Bt Madue
Enolment Agerts | Audtng | Recovery Agerts | Secuty

For more information see Delegated Enrollment Agentsi
() Do not restrict enmliment agents
() Restrict erroiment agerts

Enrolment agents:

EA LA RLA E XIEIERA IR

o JEMERSRINEE FAS RS 25,
o IFBERFIFRNEE FAS &,
o WHBIRDZRDIFER FAS AR, Ali0, BINAEREERHZHRIPAFAMLIER,

ViR EEIHIRECE

WNECERNER 7 PR, A TECE StoreFront ARZ5 885K, MAIERRY, XL StoreFront RS 8RE
[ FAS S RAF 810, R, ErILREIMLER FRFIRIFIES, URMAITRIX AL VDA HHEA
HITEMIIIE. thINEER X EED B M EMATHE Active Directory SHEBMA VM EZ L INEERIH T,
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BAAE S

FRBE 5 FAS ARSS3R09:BEEER@DmO 80 BIMEE IAIER Windows Communication Foundation

(WCF) Kerberos M48i%E#%,

BHAELE

FAS %n VDA £HEEE A Windows EHHE. WHETRFRMAEITER. SHHEESDYH

éEEEEﬁ%#F E ll_,\7'<

L 2RIR

FRETLER (E3E FAS MANAFIERE
EREENR, FAS ZFERAMERAHLT2RIR,

ERBIINZHECE ] 7 FederatedAuthenticationService.exe.config X452,
FAEARN N A HELtE, JEMAMFLER (FI40, 4096 I, TPM fR#F) HLETTEAFIERAIUERRE

BYIRiE,

ProviderLegacyCsp

ProviderName

RItIZFEE

AR

BHARKE

ERRR
FEEEA RN TFLA :

WA

REBEA true BY, FAS {#F Microsoft CryptoAPI
(CAPl) &M, FAS {#/H Microsoft
Cryptography Next Generation APl (CNG).

EEAK CAPI 5 CNG R FRIZ T,

& Microsoft
KeyContainerPermissionAccessEntry.Provider
Type Bt PROV_RSA_AES 24, PRIEE(ER
#H CAPI f§ HSM B HSM N E S E/ME,
BN ERTIRE S 24,

AR R SRS, WREEMAS T, &7t
WA EFaRR (TPM) BiREE,

RSA FAVEAREEIKE, ZHEMERN 1024,
2048 #1 4096 (ERIAE : 2048) o

) EHEMERS KA FEANRISHNA, NRENR

XERBEEEREE
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e 2] RS
A EER EMAR L RHRIPIEBER
IEIE R FoEHRIRIGE
IERMANMEERR FoEIE B A
FAS BIE5 LZHEHECE FAS IRSS %
StoreFront/Citrix Gateway B2 5 ECER P SR
Citrix EEBIKE™ EER AcE VDA F#EHlgs

BUEERENBARZRESEENARELE, MMSEIREBEGERERIFRSR.

HRIRIZE

E1ER FAS HEN @S AFRE BN RS S -> FQDN'EHRFRHITIFIN, LR FAS IRSZ S,
BFIRSISIE FAS iRS8589 HoST\<fqdn> Kerberos &19., FrEAIE) FAS BRSS 2RSS B ot
E—%5| EEERM FQDN A& ; TN, StoreFront 1 VDA FIREREXZRAREIR FAS ARS8,

Citrix I FIRHRIFIA BN AR MR, LBRRERIR. 150 FAS IRSHRTIRTIES L
b, THEREMRSEREIFREN,

Itt GPO HYIEFIRUA N R F ZEFN1= A FAS BRSZ2300 FAS BIER (FI/EIREIER) . AFEE
RIEEH FAS RSB EREFAE & A ITEN FQDN %71,

MEPER

WNRIEARAE(ER FAS BEMIRY Citrix_SmartcardLogon IEPENx, RILUEHREBIAR, ZIFUTEX.
ERRIEPBER

WNRIEHELE Citrix_SmartcardLogon B URT & EHALRIENRMGITA, WK

o BIEBIEBRERNBIER, HIFEEGHURTEENALRIERGBIRE,
 {£/ FAS PowerShell (e S EIE FAS, MARFEAEERAFRRE. (BEEAFRRAERNEEAT
Citrix ZRINERBFT. )
o {#H Microsoft MMC IE B iR E R 7Tk Publish-FasMsTemplate i % & RN, F B

- {#H New-FasCertificateDefinition 5B E FAS, FiSFEREIIEIRE .

© 1997-2026 Citrix Systems, Inc. All rights reserved. 72



KEEMRIERS

R EMREE
AIMBERT, BRIEBRNEZHINER. ERUEIERERPESE .

BIMEREITHIRR, FAS RZBRIEHRIRFBIIRE, FAS RTEEBBHIEF I BRIEITIER.

UKL EBENE

BMERXLREM, FAS RZRRIEFIRIRFIXLEIRE, FAS IsZRBUHER RFSHILH HEUH
e EAERE AT,

ESUnE Rt
BNESXLERM, FAS RABBIEBRRPAIXLEIRE,

B X FAS IRERIEMIRE, BEH AR,

EERIERARNY
BNESXLERM, FAS AXFFE AR,

EREMHEREM
SEMERX LR, FAS REISIRIER,

Edy BRI
R MBSO LI BT & RV R SRS,

AR I AENT BREFRRSEL2R®, NFBUEBTEER.

ERL2REH

Citrix BIEESOXEIKE, NILIF FAS BRSS25R0ITENK A 86 RE A 32/ R, FAS BRSF

BEEMEMAR. B2, SHATSER—, S

- DTFEERIEINHE AER
o AWEI F MR F IREUER
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Names:

8 Musthenticated Users
% Domain Admins (DJWFAS Domain Admins)
Domain Computers (DUWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

EREFALHERYE
Citrix B ERBESXLEE 4,

ZIENREIEFE MUE Active Directory 158 #/#, XR2SECEBMANGEIERY BRI SHAFN
SID, M5 A Active Directory T BISRIRET

RS SRR
RE Citrix 2, BMRFE, EILUERXEIRBEURTGERANRE,

ERMEEREY
BMESOX IR, XL B XN TATR -
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Citrix_SmartcardLogon Properties |2 N

General | Compathifty | Requast Handing | Coyptography | Key Ateststan |
Superseded Templates |  Exensions | Secunty | Server |
Subject Mame lssuance Requirements

Fequire the following for enmolment:
[_ICA cedficale manager approval
[+] This numbes of authorzed signatures: El
¥ you require more than ene signature, autoenrsliment is not allowed,

Palicy type required in signature

| Application policy W |

Appiication polcy

Catficate Requast Agent W |
ance policies

Add...

Hemove

Require the following for reenmaliment :
) Same crienia as for enrcliment
) Valid exdating certicate
Alow ey based renewal [7)
Reguires subject inforation to be pravided within the cerificate
requeast,

= Cortrol ig dizabled dus to compatbify settings.

[ ok |[ Cacel || ooy [[ Heb

EUGRAIERY

A LUESOX LIS B, ZIGBHAED ) Windows Server 2003 CA (ZEMIfkA 2) . B, FAS
X3z #F Windows Server 2008 &REShRAEY CA, LA, a1 EFRR, FAS £ZBK1Ed 1% Windows
Server 2008 CA (Z2f9fkA< 3) 3 Windows Server 2012 CA (ZEHIhRA 4) MiREMIEMISE,

IEPMANAAEE
SEBIMEAVEIE R 51 S EE BN A RS 38 R 2O E H7A58,

RIRIR
IEBIUE A A ZARER IV ETE IR HBIRIRIMAIES, IEBMANEERDIER KB IAE
o

—MEENRTEMER, TERE FAS IRE[ENLIFREMIDIEPIENR, E BIFTEBRVMA D
2. TICWMIER, IEBMANEEIER REANNTE TG EMDIEBIEKAVIRIN, FHlE RN
FAS AR 3389568,

BaAIEIR E

IEBMEN M EIR G ERMA NI RGN IEIRE, MNMEREAER, IEBMAVMEE
SR L EZE DCOM TCP MBAASERIN, LERE FAS fREZ 2T EEIERIEH,
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SRR

BAINBRT, EECEMTIIERAVRE E &L e LUER SRR R B EAREBER AR A P UL E
Fo MIEPINA LIE R FREEM AR IER AN AL E MRS N —HIFSA Fo

| G Mode

Ervolment Agents | Audtng |  Recovery Agents | Secumy

For more information see Delenated Enroliment fuentss
(# Do not restrict enmliment agents
() Restnct enmlment agents

Enrolment agents:

SRBRIRIRANEE I

NFEREE, FTUERBEXZEERRRENT RIEBMA,

FAS B8

FAS EBEZ L £IHE.

s&@iE ACL PRl StoreFront. FAFP#] VDA

FAS BRI OB HILE Kerberos M BT LA ) THAE ©

iR

StoreFront [IdP]

DU

XLE Kerberos kP ={E1E, AIEBEFBEIER
BE BRI, MNREF—MEFERIAR,
MAT LR FAS ER & FiFRY A P AU FNfE AR IIE
H,
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HinmEE ik
VDA [Relying party] XEZFIAEERMABANITEN. TFE

IdP #RB TR, ELIbARZH VDA
KA N ERARSEEBR.

RR HEETHER] 1dP AT EMLERF. EER,
XSIERME N R IR EMAIE &R
TEE, BF, BNEIIRFPNAZTIEHN
Mo XATLABGLEZ AT StoreFront K 4Y
[RIRAZERMNEERF. 5312, ILACLAF
[ATFEHEERIK,

BCERNY

INERZ/NMHIZHY Citrix Virtual Apps™ B¢ Citrix Virtual Desktops EREEREREIA FAS RSS2 B LS
¥, MFMUBER. SFMNERE—HINTTHECEIRD ; 155312, Kerberos iha#ZEHI5ZR (ACL) B]
DRI ECE.

EEBIE B A AR

AEBGEFERF CA BIIAFH N RERIHENRHAITECE, SRECE A kR ER IR EGR
BUIEH, EEBURTIFE, fla0, #iR5IA NS BA A eI LUAE L W Es B R IR E D RYIEH.

RIERAN S A IRIEIES
FAS EXESRAILUEHR AT EMNRIERERTERAFREFEETA. fdl, ARERIERREERSE
BMER, MYREERARERIEBNEERNER.

MEARIPNERKE

FAS EIER 0] LUR FAS BB NS FAEAEMER G L 2IER (HSM) S r{EF SR (TPM) B, Citrix
BiNEDBES I EMAIE B IBEETE TPM RRFRIPE. FAS 2 7 HABER B IEBIEK
TN —EBDRER TPM HAYIEDL,

B, APIEBRARILUFMERE TPM 8L HSM . FRERSAECER A FRAISH HEAKEED
79 2048 fiL,

=HEE
FAS IR #HREMIFANEBNETRNSEMHAE, AIRTEITMAREN,
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EEGANEETIR

FAS SiEIiZBIEIeE (MMEFH IR Kerberos) ITE, “AMEBEIRRA MK R FAS BB
BreeZtil. UAZEHRF FAS BRE.

Citrix B3N . Citrix ERISEEM VDA BIER

FAS B9EB AR SHZ Delivery Controller 1 VDA BIERMEZESIRE!, EH FASYEIEAF Z2IA
T “Active Directory 3", Controller 1 VDA BIRAMN NN TS SEENREF, BAEIFEITNSE
HREE

H# Windows fRZERRZ LM

FRERRS BTt AT, HEEENMENPRER T, T2 X BEBEAMSHARS 254
NRFEVERZENMUE, FHISHEMENEBAWLERED,

BTN S4B EoNZ e tFEEREiT B8 L.

RDP iR RFRINEE S, Citrix BINARAFP KA ERERFER, TEHENTFIEBMAN
MFAEERME

BXER
. REARE B FAS REARENTESE,
+ FAS (EREHITE BT XEPNE,
- EARIES XS BRIEE XERN B,

MEREIT AR

FAS @ 2—HBE T HEBEEAMRETTEES

© 1997-2026 Citrix Systems, Inc. All rights reserved. 78



KE B MRS

@ Performance Monitor — O X
(&) File Action View Window Help -8 x
= 25 E=H
Pert '
@ s orm.anc.e Add Counters *
v [ Monitoring Tools
; &S Performance Available counters Added counters
’ :\3 Data Collector Sef Select counters from computer:
b :ﬁ Reports Counter Parent Inst... Computer
<Local computer = ~ Browse...
Citrix Federated Authentication Service o
Instances of selected object:
Search
Add => Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter Instance Parent Object Computer

TRIG TRIRARNITEER. RIEFEURA, SN MRS 10 WEHF—R.

Y

FIERERIFKREY

IERITE

BAMEBERIERY

HRIEBEZHRIFKRITE

eI

BOMHILRRER

RiTHH

5

féb

IEBERIEROTFLEEE (UM HE
fin) , EAR—2HEIEETR,

RS SRS EENIERHE.

KESMIIERS SO A HIERBERIBER
#, EAMN—DHNEETR.

KES MRS EEAENHLIERERE
K.

BRI BFIERERIEROTAE R
HEE,

KA B MRS S0 HHRITHIE R AIRIE
B, EAN—2HNEIETR.

KBS MIRIEARS IETEIRERRY VDA 1EH,
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B

&/ SRR

HEEEBR Windows B R Al

PN

KESMIIERS SO RRINERERIE
ROFNEIHE. XEGITHESDHEHR—
R, ERARM—DHEERE. Bd SR HER
RERSEEAHHINAREFNRHEBEIR K.

AXNABT HAFERIERSHERF (BRE) BRE Windows IR BEMBIRER. XEAE

RERNES I ATHES M IIERKIR,

IERM N TAEMESH

Windows Active Directory 43P Z/MEREE, BTFEERSERAFPHESR,

* NTAuth IEBZE | 2@ Windows #1THMIEIE, IZEARBFIEBAERMANA (IR
FER) WAURETE NTAuth FiER. EEEXEIES, BHM certutil BFHMA | certutil

-viewstore -enterprise NTAuth

o *ARIEBHMPERNERFME 8%, ERERRARERMEMES, HILNRIEEFERRE, W
AT BN ENREREBEFELMSD XL, RIEBOREREERREMET, ABE-T

HEPBATIE NTAuth 726859,

o ERIEPY BMARL | »*Windows FJUECE A5EHIIRIE EKU MEMIERREE, 155F

Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

AR

AllowCertificatesWithNoEKU

AllowSignatureOnlyKeys

AllowTimelnvalidCertificates

EnumerateECCCerts

ZHEK, IEPHNIASESEEEERYT BEHE
& (EKU),

BINERT, Windows &kt A /LiT RSA f#
BHNERFA, EMSE &% Tmikes.

ZINBERT, Windows &%k id BRI,
RIS B & 1% %280

[E AR R h 4 & 12 B0 1IE,
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RS ik
EEX5091E T MRIEPAEIHE—RBF EEBIT (UPN)”,
HEZLVAENA, AR FEE
H Windows &R,
UseCachedCRLOnlyAnd, PHERENT (EEEfss bigE)

IgnoreRevocationUnknownErrors

o SERFIZRED © T IUIE Kerberos &%, PRAARSSSREBLAIEEEN B HIER2RIEH. AT
BRI BENIER T AFE MMC SRS TR BT LIS,

UPN 4 FRH1EH R
BINAREBE IS B BRa S t—H B R T (UPN),

Active Directory g UPN & #F

BINERT, Active Directory FRSTMHAFRHEREETER
\&It;samUsername>@\&It;domainNetBios> #1 \&It;samUsername>@\&It;domainFQDN> AYfaZ{
UPN. RJFRYIEF] FQDN @ E1EMAY RootDSE &£BH, E/MHEILATE RootDSE HiEMRZ
FQDN ik,

tt9+, Active Directory FEIE N EEEE R UPN F altUserPrincipalNames, XLEEISERF
UPN Y LDAP %H.

#d UPN 2 AFE, Windows B/E/ESAIE (BT & UPN RI#IZRIMRIR) PEHRE
UPN, PAREXER UPN, MIRXBCET, EXEHREIN UPN, XAIGERETAMPRIARE
1o

IEPBRETARSS

MRIEBFABZEIX UPN, Active Directory AJLUEIFTE“X509certificate” B4R AT AR EFE—T
BRNAHIER, ERESEERERAAR, ITENAINEESAIEYE GUABRT, T8N
)

RMET—MED, BFRALHEE—TAFPIKFE, DINRIGERERE, HEERIFEBSFIRHER
ItEIhEE.

NRMPEFEZNE, FEBFRAHAIEER, N Active Directory rootDSE R#&7E IEFIRETARSSHY
LB, ZRSUTER/FERITENL, FEBEMFFRE x509 IEBEIENEEFRE. LHENART
AR BEEMEPSEERAP K
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PRI R AR
UFHOSS MURHEE, TRAIRHBTSNRIENEEHSEER, UETNSANRER

JCAO

PRI R AR

E58 ) Windows FERFER Windows IF1EFIZRETER, EAILGEIEACE Imhosts X4 >RERHAIK
& Windows 1+E#1fE AR ZEHIZRYFR | \Windows\System32\drivers\etc\mhosts,

ZUBEEE— %A Imhosts.samIRBIX . REES—1T:

1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Hrh+1.2.3.4" 2 “mydomain”ig 4 79“dcnetbiosname”BIFZEHI25 AY 1P bk,

H5ERE, Windows ITEVIFHHEHEZERERE) mydomain, EIXTEMEHNIKE LA E,

IRBIIEFE 2RI 2R

B R, Windows RIEE— MSDOS IfiBT 2, HPASERAFRIIZH S, EEEHEER,
EEAS echo %LOGONSERVERY E i SR T 7o

5 S0 X B B EFEE b e SR BRI B L.

BRWP E&EH

AIAMBR T, Windows IBZHIS B ATENIKF FHiAS. XALETARBREERTLLIRE
PRV ERIZERBSHITIER]. EFTFARMRYRIEES, BEIERIZR LiT1T gpedit.msc o EREKRE
&, BiZEFlSRsELRE2ASPERINANEHAETER.

B Bk P B 4 (/en-us/federated-authentication-service/2402-ltsr/media/fas-troubleshoot-logon-
auditpolicy.png)

IEREIERE

KREIERE¥Y
MRBEFIERSFEH N DER P (EFFIA) , EAIUFEAU RSN EFITRIE | certutil —verify

user.cer

B CAPI BEiR®

T‘ IHEHIRRM AP ITEN L, FTHASESEEIRFHI Microsoft/Windows/CAPI2/Operational Logs &
HEIER.
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TEEERIZRA VDA BN L, ITASEHEERHSME NAERFMRSSBE > Microsoft >
Windows > CAPI2 > ##F, AEE BF HEE BREE.

4, ATLMERU T EMREMIE CAPI HEIER :

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32, U TBEBRIARTEE, &
HRBIEE ], WREFLEINE BFIAR CAPI2 BEIZRIRE, BHRIXLLE,

E
DiagLevel (DWORD)
DiagMatchAnyMask (QUADWORD)

DiagProcessName (MULTI_SZ)

CAPI B&

M uE

YOI tH

X509 Ft5R

JOIEHE SR AR

HIRER
SR

IEBARERE

IEP R HEHIR

IEBEAHEIR

EZ:pu
VFHREELRS (0% 5)
BHHTHERR (2ERER OxIffff)

BHELMFIE (Fl0, LSASS.exe)

DU

LSA JAF CertGetCertificateChain (81545
£)

LSA JAF CertVerifyRevocation (G&458)
EFEINT, IEPFIEPBRBETIR (CRL)
AT

AppData\LocalLow\Microsoft\X5090bjects

LSA 8 CertVerifyChainPolicy (&&5%4)

fix

=

FTEERITENNFEMNZEERIEBEME
PREBIEEREFIEH,

FTEMIES CRL D& RIEERMUL FHEREF
B9 CRL, #IFRERFIHITRIENE, XFMELEE
KA. BB IEPM R AR 557,

BIEBFRERTER. P, ©AaERMRS
IEBHERIER.
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Kerberos HE

Z/2H Kerberos BERIER, BEEEHSMNRLAAITEN LSBT EMKE !

AcE&IT =RV

CurrentControlSet\Control\Ls LogLevel
a\Kerberos\Parameters

CurrentControlSet\Control\Ls KerbDebuglevel
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel
dc

CurrentControlSet\Services\K KdcExtraLogLevel
dc

Kerberos HEHHEIRAEHHE,

o BURREERER < ERE R NIZRE 7121

- MTHEIRABEERMNN, ATUREMZR

o KDC_ERR_PREAUTH_REQUIRED (BF & |Rigiz4

o RENFEIZ Ox4b

i B TFuE A&

{& [DWORD]

Ox1

Oxffffffff

Ox1

Oox1f

REAERE)

ATNNERFERIEBER, SRR T(FL EHAREERE.

° ij*”ﬁﬂ%ﬁ CAPI2 EIL;\
SRl E
EIIRIERIE (VDA) Z2BE

VDA CAPI HE&

VDA RAHE

%183 CAPI2 BiE

EEREAE, SEFISIIWIBERAENIESR, HERUTEANEERERFY.
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Operational  Number of events: §

Level Date and Tirme Source EventID Task Category

{1 Information 21/06/2016 15:14:54 30 Verify Chain Paolicy
(il Information 21/06/2016 15:14:54 CAPIZ 11 Build Chain
{Dlnfom'latian 2106/ 2016 15:14:54 CAPIZ 90 X509 Objects
l{i‘}lInﬁ:rminic:n 21/06/2016 15:14:54 CAPI2 41 Verify Revocation
@mfnm'laﬁﬂn 21/06/2016 13:14:34 CAaPI2 40 Verify Revocation
@mﬁ:rmaﬁﬂn 21/06/2016 15:14:54 CAPI2 10 Build Chain

EANEGHATEREET, HITH|28 A Isass.exe 1RHE VDA IREAFBWE T —1N5E, HIGTFHE
BN (BERH) . £RIR[EIN“ERROR_SUCCESS,

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCESAFBTF18787ADAAADSCEFDOCCTS05C41TEF.cer
[ subjectMame] fred

- CertificateChain
[ chainRef] [FFO3F79B-52F3-4C93-877TA-SDFFE4A0BI5T4)
- Flags
[value] a
- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe

= CorrelationAuxinfo

[ Taskid| {FSETFD3F-628F-4CT6-9B1C-49FED786318F)
[ SeqMumber] 1

- Result
[ value] 0

HIEFIRE L AE
IR ET—RINEREYS, XEEBHRE 4768, HHEPATHA Kerberos ZiERFZEiE
(krbtgt)o

HERTEYH B R ARSS 2BV EAIK P IEFE s EGI2# 1T 2 M IIE. t/ERHE 2RETH krbtgt
B9F A bk IETE AR T et Rl 2R #t 1T B2 19 ik
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Keywaords Date and Time Source Event D Task Category A
"‘l‘»ﬂwdil Success 21/06/2016 15:14:56 Security-Auditing 4624 Legon
D, Audit Success 21/06/2016 15:14:56 Security-Auditing 4624 Logon
a:,‘#-.ud'rt Success 21/06/2016 15:14:54 Security-Auditing 4763 Kerberos Service Ticket Operations
A Audit Sucoess 21/06/201615:14:54 Security-Auditing Kerberos Authentication Service
ﬂtﬁudﬁ Success 21/06/2016 151454 Security-Auditing 4763 Kerberos Service Ticket Operations
21, Audit Success 21/06/2015615:14:54 Security-Auditing 4634 Logoff |
':akﬂud'rt Success 21/06/2016 15:14:54 Security-Auditing 4624 Logon
21, Audit Success 21/06/2016 15:14:34 Security-Auditing 4624 Logon v
Event 4768, Security-Auditing X
General | Details |
@ Friendly View ) XML View
+ System
- EwventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-271-290731715-1143989709-1377117006-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-502
TicketOptions  0x40810010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress Hfff192.168.0.10
IpPort 49348
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5F0001D1FCAZACI0F36879CEECO0000001DIFC
CertThumbprint 23BC65AFBYF18787ADAAADSCEFDSCCTS05C4176F
VDA Z283&
VDA ReHERZBEFEEREMHWNNZEEEH ID 7 4648 #9%H, EIRE winlogon.exe,
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Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
b7~ VDA CAPI HER R T 3R H Isass.exe RN HEREMIIUEFRS, BTFRIESZESIZHED

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA RZRB &

E A Kerberos BEIERG, RFAEHESETRTEIZ KDC_ERR_PREAUTH_REQUIRED (HJZEK) ,
LUKk B Winlogon B9 B, #57R Kerberos &R

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{5 windows E HEKA FAS

FiB FAS EM4#85 A Windows AR EHBEE. ErILUER System Center Operations
Manager (SCOM) Fr=fm, BiI It ERpYHZEM B4R IEM FAS RSB HETTIR .
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FAS BRZB_EBIETEET?
EE FAS REREIEERIT, 1BWMHE

Citrix.Authentication.FederatedAuthenticationService.exeo

ATRNEBA TR FAS IRSHREREM. B X FAS EHABENTREIIR,

=
JLNO

FAS BT EH

UTHEHETREN FAS RS ESER BT,

EEBE FAS E4H

E 4B A Citrix.Authentication.Federated AuthenticationService,

=it BEHEXE L &
[S003] BIRR [{0)] PR FAS fRZE# AR FEHIPIENT, FAS
IRE A [{1)] H AP REBRTEATER
ERo
[S022] 25 [{0)] RHEIFIR FAS IRSERHR &R T FAS 10.7 5§
‘t&%t x" == Citrix EER AR
& 2109,
[S023] EA [{0}] FFEIPIE FAS IRSEH AL JERT FAS 10.7
‘t SERTFF &=, Citrix EERIN A=
& 2109,
[S123] ZREEA [upn: {0} role: IbEHTE [S124) 2le  WEHKRAFRBERE
{1}] MR IEH RE, MMRFASEE MW CAYEAEEET
[exception: {2}] HY1Efa] CA ZBREE £, WNE FAS BCEH
IhimE R F IS, % £/ HSM, XiEa]
AFNESERER AERBA HSM TIELE
Ko B
[S124] FREEAT [upn: {0} role: E FAS ZiIAMATE b4 PIRESREA CA
{1}] 1£ [certificate CAEKBAFIERE TAEERTERTE
authority: {2}] #i4&3iE KEMPE, 1R FAS X%, MR FAS BB
#F [exception: {3}] FCET Z1 CA, AER HSM, XiE
FAS &2=2i{mE— AJBEFRAA HSM Tk
CA % HiEK, EETE, AILUfERA
FEREBENRF AR
R R,
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EfF

[S413]

[S414]

IEEMN FAS B

FHEXE

RBGIEB RN EHA
(Fl {0} K) o iF
PIFMAGER {1}

BRAGEREIE. i
FIFAER {0}

EA

3 FAS #EZH0GEBEF
FHARY, REMER
ttEH, RINER
T, MNRTHOEBE
30 XWEH, WX
Rt =,

4 FAS RBUEPEHA
BY, SEH%EMILE
o BINBERT, Itk
EHEEXRER—RK,

g

AL cmdlet Set-
FasRacCertificateMo
nitor FAEEINIL

B ; FSH
PowerShell cmdlet,

—BdH8, FAS X
R BGHTRY A P IE
+, HEBERERF
FHInR Mo

INRIEFF FAS 5 Citrix Cloud™ &R, UTEHREREN FAS RS 2B EEE1T.

E 4R Citrix.Fas.Cloud,

£

[S012]

[S013]

BhXXE

FAS IREZ AT M

Citrix Cloud #1785

ER

FAS BRSTTiEM

Citrix Cloud #1785

ERo. [{0}] EZi+4
ERUEEEZE S
FE

EA

LtEEHREAM
Workspace (Bl
Citrix Cloud) #1789
BAGRNIERT
£

b= 145RER FAS o0&
M Workspace (B[l
Citrix Cloud) 2fite
RER, HEHEZ
BRERTELIEN
PSS

&3

A EH A,
FAS 210&E (1) 8%
BEE, 2 2&
RFHEPER, UK
(3) BEBEEED
Citrix Cloud,

FAS #4R 5 Citrix
Cloud FYFFA &R,
IEERE R A & TR
(BIaNMLE PR,
RIBARSS 88 L H0ERE
S EHAERE) M
IRERIE, REXMIE
TR, BEHEXART
&“Service is not
connected to the
cloud’s XRBIEETT
A, FAS 2IIHIER
EHEILE Citrix
Cloud BYE#,
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REEMH
TFEHRAREENHEEZIAER FAS,

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

=4 E=HE A

[S001] HIRIHIEL - B [{0)] A= BEAZHNEERENR FAS B2
Administrators BRIRE R B, BIAR&EARZE FAS BIF

[S002] HiR#IELE @ AP [{0)] A= ZIAERIENR FAS FLNEY
Al {1 NEEA fic&E, BIARAARE FASE

R,

[S101] AR5388 [{0}] TAEAE [{1)] SXEEBARE%, BRABA

hERES TARHITIEIRE. HBTE FAS

B B IR 1S eI B9
StoreFront™ AR%328 (WUABH&E
FB8Y Workspace) FiFmEeA

BF &4,
[S104] ARS52% [{0}] RBEAHAR UPN =RXERBFRE%, BiRIE
{1} (At [{2}] RIoiFLE FAS MIMERE, RAFLAR
UPN) 9l
[S205] HRHAIH IR HIEL - AR VDA £ FAS uiTER S
[{0}] A=W [{1}] BYFTIFHK BF, 1BiB1E FAS #LNED
a7 B, T VDA,

FAS E4BE
THRIHT FAS £RMEHERTEE.

BEEH
XEEMHZ AN FAS RS2 RIECE BeRmMiZ R,

BEARE
[S001] A iR)#3ELE: AP [{0}] <=2 Administrators £ARYAL 52

[S002] IHIRIIELE: BB [{0}] A=At (1) WEERA
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AEAE
[S003] BIER [{0}] FHEFRENIKERN [{1)]
[S004] BIEE [{0}] IEEMERRR [{2} and {3}] M CA [{1}] IERIZHGEH
[S005] EHEF [{0}] IEETEBUHE CA [{1}]
[S006] EIEG [{0}] IETECIEIERE X [{1}]
[S007] BHEF [{0}] EETEEFMIEBEX [{1}]
[S008] B 5 [{0}] EFEMIBREREN [{1)]
[S009] EIE5 [{0}] EETECIEFM [{1}]
[S010] B 5 [{0}] IEFEEHHN [{1)]
[S011] B [{0}] EEFEMIBRFLM [{1}]
[S012] BIBR [{0}] IEEGIERIES [upn: {1} sid: {2} rule: BIEBENX: {4} T2 LT {5)]
[S013] EIE R [{0}] IEFEMIBRIES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] EFE G [{0}] IEFEEIZRIERIFEXK [TPM: {1}]
[S016] BIER [{0}] IEFESARSGES [Reference: {1}]
[S022] ‘EIE5 [{0}] EERFEIFRINISE N X i
[S023] BIE R [{0)] IETEFEIFRNIRB AR
[S024] BIE [{0}] ERIRERILEITINA LIS
[S025] B G [{0)] EEIRERISEITIR T L ALEs
[S026] BEIEE [{0}] IETEIRE RA IEH LSS
[S027] BHEA [{0}] EEEE RA IEHLEMER
[S050] BEIEE [{0}] EEAIBREE: [{1)]

[S051]) BIE R [{0}] EEFH=ECE: [{1)]
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AEAE
[S052] EIE R [{0)] IEEMIREEIE
[S060] B R [{0}] EEIBEKRTEM. 26 {1}
[S060] EIE 5 [{0}] IEFEIBREREETEM. KH: {1} =ARSS URL L {2}
[S061]) BIER [{0})] EESER =AM, FIRAE: {1}, FINZHE: {2}
[S062] BIER [{0}] EFM=EM. FHIRALIE: {1} ({2}), MW %F: {3}, BFF: {4} ({5))
[S063] fE = EMHAIEI L 4 KRS iR, REN {0}

[S064] =EMHREI R R FFEIR. FHEN {0}

AEAE
[S401] IEFEHITECE F4K - [From version {0} to version {1}]
[S402] &iR : Citrix BE S B R IIEARS B TUAMLEARSS B 1735517 [currently running as: {0}]
[S404] IETE5RHIERR Citrix BX S B R IR S BUERE
[S405] FFEIR M EM R IR B BURRER & £ 581! [{0}]
[S406] BUEMEMERBNBIEERNTIRETHK CER | AFIEBRIR)
[S407] EF EMRMNBIBRIBIIMIEE, RAKIEEEER
[S408] TTEBELRECE -- [From version {0} to version {1}]

[S409] &AZMEZE RN - MinThreads M [workers: {0} completion: {1}] JAEA: [workers: {2}
completion: {3}]

[S410] ZAZMECBE R - TiERF MinThreads M [workers: {0} completion: {1}] JBEA: [workers: {2}
completion: {3}]; XATRER MM FAS ARSZ23MIBIHZEE

[S411] BEh FAS BRSZ AT HE8: [{0}]
[S412] EEEFHRZERK -- [From version {0} to version {1}]

[S413] AVEREIRLIH (IR {0} X) - IEFFMER: {1}
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AEAE
[S414] BBUEBEIHE, IEFRIFHER: {0}
[S415] MAGEBICEBE M. EIER {0} Dald. T RIERTEN {1}
BB HWTE
LR EEINRSBS AR BERE, XLEEHRTE FAS RS2 LE1THIER.
AERE
[S101] ARS5 4% [{0}] EANFEAE [{1)] RIS SR
[S102] ARZ5 28 [{0}] REEETE UPN [{1}] (R&: {243}
[S103] AR$525 [{0}] 3EKT UPN [{1}] SID {2}, {B&E#IRE]T SID {3}
[S104] BRS325 [{0}] REEMTS UPN [{1}] (UPN RAFEE A [{2}])
[S105] ARS3 28 [{0}] &F 7 BAETES [upn: {1}, B {2}, 2 LT3 [{3}]]
[S120] IETE[M [upn: {0} BE: {1} Z2 LT [{2}]] AIES
[S121] SEBEH [certificate authority: {2)] & %4 [upn: {0} role: {1}]
[S122] 4 RSB e E [upn: {0} BAE: (1[E9FIERE {21,
[S123] ZRAEA [upn: {0} role: {1}] [exception: {2}] AL+
[S124] 5REEA [upn: {0} role: {1}] 7E [certificate authority: {2}] A& JEF [exception: {3}]
EREHMA
3 VDA BERAFE, XEEMHRE FAS RS8R LiE1TRHIER.
AERE
[S201] 5%i75 [{0}] TAUAIREE,.
[S202] fE%i7 [{0}] TAUAIEIES,

[S203] 5% 75 [{0}] TAIFIRIE S CSP
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AEAE
[S204] {5%i75 [{0}] IETEiAIA] [upn: {1}] BIER CSP, A& : [{2}] [Operation: {3}], H [{4}] &
[S205] {EFA IHIRMEIELE - JERRKF [{0}] REMA [{1}] RIFRERA
[S206] AR [{0}] FEEHA
[S208] FAFRIRIELM [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4} {5}].
SIERIEFHRS
LAFEARIENIERN, XLEEHRTE FAS RS LIER.
AERE
[S301] iAiAHIELE - FAF [{0}] TEAUA AR LIS &
[S302] AR [{0}] IE3K T RABIRELIEBEF [thumbprint: {1}]
[S303] IFiAItIEL © AP [{0}] 5 RIS EE [upn: {1}] RITER

[S304] FAF [{0}] IEFEIT B [{2)] E5E1T2/F [(1}], EAELIEEEF [upn: {3} role: {4} thumbprint:
{5)] #TRLERIRME [{6)]

[S305] #A$A121ERIK [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4} {5}]o

FAS BrE M
XLEEHHR FAS BTEREMHFIZR.

AERE
[S500] RECE FAS WSl
[S501] FTEMEEEER FAS BS54 [exception:{0}]
[S502] FAS BrS &4 EMEL [pluginld={0}] [assembly={1}] [location={2}]
[S503] ARS3 38 [{0}] REEWTS UPN [{1)] (RRETERER, BEMG (2} A%
[S504] AR5 28 [{0}] SRAEMTE UPN [{1}] (RIMTEREHRE, BRECE FAS &)

[S505] AR5 25 [{0}] RAEMTS UPN [{1}] (FfF [{2}] IEE T BRIFE, WS {3}, HEA [{4))
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AEAE
[S506] #f [{0}] #32 7 RBEARSER [{1}] B9 UPN [{2}] WBERERE, HEN (3]
[S507] ARS32% [{0}] REEMTE UPN [{1}] Gl [{2}] £757% [{4}] AR = [{3}])
[S507] ARS528 [{0}] SREERTS UPN [{1}] (&M [{2)] HEFE [{3)])
[S508] ARS32% [{0}] RAEHTE UPN [{1}] (RIETIHRKE, BHEMH [{2)] FXFHE)
[S509] BRS3 2% [{0}] REERTS UPN [{1}] (RETIHRLE, BRBEE FAS &)
[S510] ARS52% [{0}] FREEMTS UPN [{1}] GhimBH#iEE [{2)] fIAFER)

[E A Workspace B FAS
% FAS 5 Workspace 55, RICFXLEEMH,

BERB
[S001] ## T Citrix Cloud ¥SAVE4A [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] =2 FFRRIEFEE RN, FasHub =ARES URL: {0}
[S003] FAS BYEZ=H3EM [fas id: {0}] [transaction id: {1}]
[S004] FAS FKBEFMEIZ [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS BEfFHE HFIECE &ZXE] = [fas id: {0}] [transaction id: {1}]
[S006] FAS e H HFifit B & X E| =i [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S007] FAS B M =534 [fas id: {0}] [transaction id: {1}]
[S009] FAS FEEM=im:EH [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] FAS B35 BE#ZEITH B2 URL: {0}
[S011] FAS RSB R EEE|=im
[S012] FAS BRSSRIFF Citrix Cloud FYE 25 F

[S013] FAS ARSSABIATF Citrix Cloud N2 SER. [{0}] EZFAE ST EEZES &Pk E
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HERS
[S014] M =ARES <service name> RV [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] k8 Citrix Cloud BYE 2L, RATEREFRKSFIFA [message ID {0}] [transaction ID
{1}] [caller {2}]

[S016] I =ARSS <service name> HYEHRRLIA [fas id: {0}] [transaction id: {1}]
[S019] FAS EM =i FHERBDE [fas id: {0}] [transaction id: {1}]

[S020] FAS kEEM Tl FEHEERE [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S021] X FFIRIRBENKRM. FE: {0}

[S022] =X FFRIRIETE(ZLE

[S023] #EHL I Citrix Cloud AR [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]

[S024] IEFEE5h Citrix Cloud ¥ EHIL R [fas id: {0}] [current key id:{1}] [new key id:{2}]
[S025] HEARSS HIIE IR $ATE/E T Citrix Cloud & [current key: {0}] [keys in cloud: {1}]
[S026] AR AR ESAARTZIE T Citrix Cloud H [current key: {0}] [keys in cloud: {1}]
[S027] BF4k Citrix Cloud EAVFIAEMEIST [fas id: {0}]

ER
XEZHEERMERICRE VDA Lo

BERE
[S101] BAHEEREM,. FTEINF8Y Federated Authentication Service [id: {0}]
[S102] HMEFEERKM,. TEEH {0} B SID [Exception: {1}{2}]
[S103] HMMTEBERKM,. FF {0} #9 SID K {1}, FiiHA SID 79 {2}
[S104] BRI EEREKM,. TiEEEER) Federated Authentication Service: {0} [Error: {1} {2}]

[S105] BHHIEER. IEEE R [Username: {0} Domain: {1}]
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AEAE
[S106] BRMIEER. BREBMIIERS : {0}, IEEEH [Certificate: {1}]
[S107] BRETEERKM. [Exception: {0}{1}]
[S108] BA#TE FRG. IHIEIHRIELE [Caller: {0}]
KRIERIES
LAFPSRAFERARIERIEREN, XEEHRICRTE VDA L.
AERE
[S201] ERIEREFIAIR]H [{0}] #AXLA [PID: {1} Program Name: {2}Certificate thumbprint: {3}]
[S203] RIS RE R TR S, THIRIHIEL [caller: {0}, session {1}]
[S204] BHIEEEFFRYt. BEEFZHERA
IERIERMNFAN LR
& FAS BRSSBHITERMBREN, RIERXLEEMN
BERE

[S001] TrustArea:: TrustArea: BZ#EIET [TrustArea: {0} Certificate {1} TrustAreaJoinParameters
{2}]

[S014] Pkcs10Request::Create: E813 PKCS10 i53K [Distinguished Name {0}]

[S016] €IEFLEA [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3} EllipticCurve: {4}
KeyLength: {5} isExportable: {6}]

[S017] #A3R:: kR [CspName: {0}, Identifier {1}]

BERB
[S104] MicrosoftCertificateAuthority::GetCredentials: ¥ &£/ {0}
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 23R 1R [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest BE34&E+ [{0}]
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BERES

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - F4FHL 4
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RELRFHEIRER

ATIFH T E Windows ERTUE LRAF BRELHEIRER.

BRIEIRHER wmsE
THI AR P R B ERD HENUANEREREMBNERNTA, B

Kerberos 132 HI281548 7 &, BERAXH
Kerberos HZE &5

RRLTEERIE, ENERTERIE, | FHF TERRIEESISR, HEHEHIRRICEZTF
ZIEK B FEMIIERER, FEESRIEE
Af“Kerberos Authentication”. “Domain
Controller Authentication”%“Domain
Controller i+, BMEMBIEBEFLEREN, 1B
BRI LR,

REFIETEERE. BTEMRIENEREF FENEBMRIEBRLZEERMIT RN L. 15

IEBAREE SFENEBM AR,
EIRIER XEERNER LY BRERIRE, &

RSA ZHHA%E (<2048 fiI) »

FAS 2 B RVERER
B IRA T ERERER, FAS FEIESHIERIIXNUR S, XBETHESR, HolseERENE R
SEHNFTE, IWEE{CERT LTSR 2402 CU4 EShRA
FERUTE—AELRERFE FAS B, HERKBAKRFENIERE !
« Citrix Virtual Apps and Desktops™ L2312/ : #A 1SO Y, MBETESIRR L
#“Federated Authentication Service™ &5 H {1 T&%E

« XenDesktopFasSetup.exe : fiIF Citrix Virtual Apps and Desktops ISO $E{&H, BEHN

x64\XenDesktop Setup\XenDesktopFasSetup.exe

+ FasSetup_xxxx.exe :ITH) FAS BEEFXH, BIM Citrix Downloads KB,
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RIT(ER FAS REEFRF MSI X4 FederatedAuthenticationService x64.msi #H{T%Z
oL, NRAHFERRERAR Ao

WER IR AT B RIERER

&R Citrix Scout M FAS RSS2 EIRA T BRI EMIZEEuE. R EiRE—7AERE FAS
B, JFZ2EE Citrix Scout,

FRAmATFEERER
MR B TFERRRBLRERRZASHRE, 57E FAS k558 LFIEH A Citrix Telemetry

Service,

L BHRERZ X3 PR A SRS
BEXFAGEERNMEES R, BRHBAFERIRE (AOT) X&E,

« B CAPI BEIEHE
« EF Kerberos BEIZF
s FRB=AIEBMENEEBSEFERIAN

PowerShell 55 /2T

A LU ER S B IIEARSS (FAS) EIEEH o BT EISEE ; B2, PowerShell RERM T ESR
BYET, AIRIETH R ERZES SRR R ABNED, Citrix ZiNfER PowerShell #1TECE.

LUTén<3 780 FAS PowerShell cmdlet :
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7 PowerShell BO%, EAILUE Get-Help \<cmdlet name> ¥ &7~ cmdlet B,
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http://support.citrix.com/article/CTX206156
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http://social.technet.microsoft.com/wiki/contents/articles/242.troubleshooting-pki-problems-on-windows.aspx
https://support.microsoft.com/zh-cn/kb/262177
https://support.microsoft.com/zh-cn/kb/281245

KEEMRIERS

B % FAS PowerShell SDK cmdlet WEZ1ER, 15EI# <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o
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nkk

B

=T

BB BMIIEARS (FAS) @ Citrix® A, ©5EBY Active Directory IEBIMANMIER, BIF
FF7E Citrix IEHRLEHITERININE, AXENAT JEEATENEENZ M BB IIELEM,

EHRE, FAS AR BMRIDRARERLZIEER StoreFront fRZ528. StoreFront B —EESI
X Web BAMENEERNES MHIIEIRT, HHARUFER StoreFront SDK HE=75 1S HRHEFER
V' B. BERgITEinE, EfseBx AR #ITMMmSMNIEIERNIA, WEE TR TFER Citrix
Virtual Apps 3§ Citrix Virtual Desktops™ EFZE,

AXHENBT 1R & Z B I8 YR B TNR BB E 5044,
. NEBERE

Citrix [ X E3E

ADFS SAML

B2B it BRET

« Windows 10 Azure JEEIE RMIA

RMETHEX FAS XENHERE, WTFRERE, ZENEKE XERIRE FAS WEBBEHK,

ZRgAhd

FAS 12 FRHE StoreFront J&IFAY Active Directory FAFP BEhil& BEe £ H, XERTER
WEERREIES R FHNITELELE AP, HAFHAIER Citrix Virtual Apps™ % Citrix Virtual
Desktops EIIZIEAIE (VDA) BY, IEBEMIMNEITEN, HE Windows IS ERMARARSBE
£ HH I,

YA FIEKRIAIE Citrix FRIEES, ST StoreFront™ FREZEIRELR FAS, FAS BF—1EIE, 1
YA Citrix Virtual Apps 8% Citrix Virtual Desktops SiEERZSIERIIEBHITE MR, & VDA
FEWNHAPHTEMRIEN, EREEE FAS #HRIEEIE, 28 FAS FEEHRAFIERHNTAR ;
VDA #AFEREERIERHRITHNENSLMBRIRIERXL FAS,

TEERT FAS 5 Microsoft IEBMANIMEER, F/9 StoreFront # Citrix Virtual Apps and
Desktops™ FEHIIEIE (VDA) RIS HRS
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Synchronization Jb :
= - —1 - -~ =
= Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) 4 Certification
T ] Authority
&
g féi Assert . Access Logon
& H ., .
% &g/ Identity -~ Certificate
g o R §5;
g § o Federated
7 59 Authentication
=4 [s] i .
‘ ~ Service
- j e Nfuse Citrix \\
| SAML token Citrix AG Basic b protocol : Brokering
- . ’ — Protocol
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

NERERE

FAS RIFFA P ERZMEMHIIEEI (81E Kerberos B ER) LT4ihE StoreFront #1TH R
I, FEFEDFTEEESHIUER Citrix HDX™ &iF,

X Windows B75iE, ERETBMARAFPEREHEEFR PIN, HELXLEERRENERLRE
B'IhEE, FIMNERERRS. XATUBFERRERMRA Citrix Virtual Apps FIR] Y Kerberos £93R
RIS RINEE,

PR B P& U ERIERIFR R AEMILH (PKI) IEH, TR SERAERFERIIRRIR
o XNIFFRIBINERSMIIERE, BERNREEREFIRFRNERFIIMFIREREF

R

LEEREAIN Y —8581T FAS B#FARSS &, ZIRSHEIFNARBAMAEEFRIET, AfF, X
IEBATER Citrix HDX IMERRBFARIE, HRERTERFER—1%
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key
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Citrix Virtual Apps 8% Citrix Virtual Desktops IMRHIAS B FERELNANHITEE, XE
CTX206156 B IFHILH,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZRIEH. (FEI% CTX206156 HHY“MA IHIEFIZBRIEF EBD . )

HxXER:
o BIARUGEBEBRELZSER (HSM) INEBNAEFAIER (TPM) 1, BXiIFAER, B2
AR XE,

« ZEMEE XENETHNARENMEE FAS,

BIRK X BB E

Citrix Gateway 2PE 5 RERERE S, {BIBINT 5 StoreFront BLxt8Y Citrix Gateway, HEEHZH
WIF =B E Citrix Gateway A&, Citrix Gateway 2 S § Z*MI SR IQIEAIRAGED, ATHEFRIPNA
B BTAR SR,

LEERE AT A T %/ B R[A Citrix Gateway #{TE MM INIEARERAF RIENHILAIZ R PIN 12
o TRAFFEREL Citrix Gateway BAIIERAR, MERIMAER AD EBHEEEF,

A1t B (/en-us/federated-authentication-service/2402-ltsr/media/fas-architectures-

netscaler.png)

Citrix Virtual Apps 3¢ Citrix Virtual Desktops MBS AU S B EFEREMUNAXHITRE, X7TE
CTX206156 FHEBLH,

EDESEH, XEE S RABFEIAEMN Microsoft IEBMANMEIA, HBiHiEs|288 5B
ZEHISSIEF, (BEEI% CTX206156 FAY“GRALIHIZERISSIEFR"ES) -

¥ Citrix Gateway ELBEANFEZMWIERSES, 1EHR Citrix Gateway #1 StoreFront Z [BIRNFIBEE
BEEGE TLS RiF, 5312, 1BHARENE URL BIEMELE NEM Citrix Gateway RS 28, FAX
BT ELERE 3 Citrix Gateway ARSZ 283 1T S 1A 1T,

A1t B (/en-us/federated-authentication-service/2402-ltsr/media/fas-architectures-netscaler-

auth-settings.png)
BXER:

- EfPE Citrix Gateway, EF2H“UNAECE NetScaler Gateway 10.5 L5 StoreFront 3.6 #1 Citrix
Virtual Desktops 7.6 Eo&{ERH. ”

« ZERMECE NATNAREMNEE FAS,
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ADFS SAML 3=

—I7 % /9 Citrix Gateway SR IRIFE R DFE Microsoft ADFS £/, BFERIFY SAML 1411
27 (IdP). SAML KTE RHZEME IdP ARSI MEAEES R XML R, ERNEARERITEN
R, XEMKE FAS lRS|BAVPRAR BHRIEEIEL Microsoft ADFS ARSS2: (SEMZH
SAML 89 I1dP) o

A1t Ef& (/en-us/federated-authentication-service/2402-Itsr/media/fas-architectures-adfs-
saml.png)

ADFS @ERT@&d Internet miERZ MM A P #HITEWF RS MINIE ; f40, ©&EHERBT Office
365 & .o

BXER :
* ADFS #1& XEIFHFMAER.
« REMEE XENMATINARZENEE FAS,

o AXHH Citrix Gateway HfE PBoE LB ERET,

B2B i Bt

MRABRLFFLEEARLITENRSG, —MELNEERIE—TEBEEXRH Active
Directory Federation Service (ADFS) R385, XD F—RLBINAF TTEMIIER S —RAEH
Active Directory (AD) I35/, ERE, 8 THAFERABECHABERRENE ; ADFS S ENFHIRSY
FIFFHENF AD FRIEHRE EFHF,
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ADFS.EXT domain AUTH.LOCAL domain

Domain Controller

Certificate Authority

Windows Server

Hndousserer | Microsoft |

‘ E:I’:er@adts.exl @ FAS User .
: g (Corincate Domain Controller
Template

@ FAS Authorization
Certificate
f Template

walter@auth.local

| Certificate Authority Alternative UPN

Windows Server

walter @adfs.ext
. StoreFront
Windows Server
Windows Server
Citrix Gateway §  Certficate
ADFS Server
VPX
Root CA Export .
§  Certficate < Federated Authenti-
] B P Cgrﬁf?g;f Gateway Server . cation Server Citrix
Certificate Virtual Deliver
t Windows Server A t Y
3 D') Signature Export ADFS Signature gen
g g coniicate B Certficate = S Windows Server & Desktop
g —-_—f- | Authorization (bt Operating Systems
Y ocyption SAML SP (RP) r L; Cortificate
& Certificate | . ) Jssue == racUser
R fmorused) i don FASUser 4 L \
| :- | @ Certficates — Certificate
Vo Login with L
L T TSy
I-E 1
H
itrix T .
15 Hardware Security
1 .
. gl
client :2 X Module (Optional)
1
: I Hardware Appliance
Windows / MacO5 / Linux 1 :
1
1 : &(’: Ushers
| === G" Private Keys
Export Root CA Certificate 1
§ (fromADESEXTCA) |
! Authorizati
Root CA Certificate =-==r- (‘ p?iv;zgii;on
§ (fromAUTH.LOCALCA)

Export

BXER:

« XE ZENEE NME7TINRZEMNEE FAS.

Windows 10 Azure JESIE R MIA

Windows 10 5| A7 “Azure AD IIA'BIELR, EEBR ESELUTFELRI Windows EIIA, B FRY
B EIEERMNTR. XIFEEATECKRERNFREM. 51%489 Windows BIIA—1F,
Azure AD EBRIFABIMEMZRERRRERRERINEE, XL FEEM", FILAIUERE
FEREBEMNUET(E, MAXEDREREM,
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Azure

Azure AD

!
|

Synchroneation

Cloud

DMZ

|
;

F ]

AD
Citrix Virtual Desktop

IERER— A, EREFEREDREFNEREZRAFBIER. EidREMERIA Azure AD

IheEsT e BB E T EMA S R30I,

HER, WWEREPMERZEM eI EEAT AR (P #ilt F551T | Attt ITEERMEE. Azure SiEf M
=B, Azure AD Connect [E%7 2815 B ohiE#EE] Azure AD, R~EIEN T EMLENFER T Azure

VMo
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ADFS Zf%&
PN

AR T a0 Citrix 7355 Microsoft ADFS $£Rf.

WZALER ADFS KEENFEER—SMNRIERNNENZ AP AR, fli, REIREERER
MR TERANFMANBTHTH ; XEMBEFEZERITE Windows B REREHITRIP.

BEEBMIRIEARSS (FAS) L1 Citrix Gateway F1 Citrix StoreFront™ 5 ADFS ERRAEMN ,
MR B THEBERK,

LLLEBZE ¥ Citrix Gateway {EA{E#i5 5 Microsoft ADFS &R
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AUTH.LOCAL domain

Citrix Gateway Certificate Authority
VPX .
Hndows e | Micosot |
Root CA < EXTIOL & FAS User
§ Ccenificate 1 Certificate sssssssssssssussmnssssasasas Domain Controller
Gateway Server Issue - Template
' Certificate @ FAS Authorization Wind S
Certificate Indows Server
ADFS Signature i Template
§ Centficate PN
() walter@auth.local
—{ samLsP (RP) (-
walter@adfs.ext
StoreFront

Windows Server

Issue ol TLS Server
R Certificate

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
- Issue Operating Systems
r-- AUthOTIZAtION  gueidenneranans
1 Certificate
FASUser
: :- 1 Certificates E Certificate
5, A
Web Access Proxy ADFS Server 1 -
Y e = Login with j—
: e TR
" . £
Windows Server Windows Server :'§ 1
B .
|_§ , | Hardware Security
12, .
1S Server 'E \ | Module (Optional)
Certificate L'
- : 1 Hardware Appliance
1
f) Signature L
S 1
' Certificate i : 6" Users
| == a" Private Keys
K') Encryption I {
Certificate 1
' (not used) !_ . J‘ Authorization
: Private Key

—| ADFS Proxy I— SAML IdP

T EHHERE Windows VDA X2 Linux VDA, &% BX5.

SAML.

ZEWEMRICIES (SAML) B2—EIRAEEREIERITE"R Web JHRERRG. REIEN
TR

© 1997-2026 Citrix Systems, Inc. All rights reserved. 110



KE B MRS

EE MR URL

& Citrix Gateway X IAAFREH#H{TEMIIER, EETRAFH Web X525 ADFS fRS38 L8
SAML BRMBIHIT HTTP POST, X@EERE https:// FINEMIE | https://

adfs.mycompany.com/adfs/1s o

LTI POST 22 EM(ER, 2E ADFS B RFea/a™ A REIR A R EHE",

FRIRR
Entityld & Citrix Gateway {£H POST #iE+H 2 = F] ADFS HME—IRIRTT. XS ADFS AR IE

EZRERBNRS, HBIEZSENBERAENE MR, RMA, SAML BAIIE XML X
EATERHA Entityld FRiRRS

BE, EntitylD =2 Citrix Gateway IRZ 23 ERIEA URL, BEEBERUZREMRNE, HE Citrix
Gateway #1 ADFS fItt3KRE—2XENR] @ https://ns.mycompany.com/application/logonpage

o

R [E 4t

MR EMIIERIN, ADFS RIETRAFR Web X35 SAML B4 I035F XML POST [E]9 Entityld
ECEBRIEIE URL 2—, XiBEZRYA Citrix Gateway fR5385 ERY https:// ik, A :

https://ns.mycompany.com/cgi/samlauth o

WRAE T 2Bl E URL 3k, Citrix Gateway B IATEE & #] POST % ADFS BYiBERFIEEFE—,

FRIEH

ADFS EREFLXN SAML S4I0IE XML blob #ITINZBE L. AT WRIEE R, AU Citrix
Gateway BeB AERIEPXEF I SN NN EXLES L, IEBXHEE M ADFS fRSZ25IKENAY
XA o

B—F5H URL
ADFS # Citrix Gateway X #F&HFH R, XZE— Citrix Gateway R1B/R¥188 URL, BT
& SAML B4I83E XML blob 2 FHAREY FJ'JE:_E'_iLE’J o

Xe— 1 uikEE, THREE, EBEE https:// ik, #&3LA https://
adfs.mycompany.com/adfs/logout » (IFFE, EAAMUSE—FF URLHEE, )
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[

Citrix Gateway SBE SB9NME T AAIIEE Citrix Gateway MM IERAE LDAP SHIIEEI, FIN5T
/S, ERILATE Citrix Gateway SIS M IIEEREE, UIF SAML B4 RIE, G, XA
F# Citrix Gateway [ SFEHBIRAIA LDAP ZKEL,

MetScaler > MetScaler Gateway » Policies » Authentication > SAML 3 Policies i':: ﬂ H
Policies Servers
Add t ] I 1ding Primary VPN Global Bindings Search ~
MName Expression Request Server
StareFrontSANL MN5_TRUE AzureAd
IHE SAML 5REE

fEAZ BT ADFS BIZZEHISRINNE SEEHH SAML IdP fRE25. NMAILEEEE, Citrix
Gateway =¥ FEEME ADFS #1TER, FHiER ADFS 41 SAML FRRIESRE{EAEIR,

AL Bl (/len-us/federated-authentication-service/2402-Itsr/media/fas-adfs-create-auth-saml-

server.png)

HEXER
. REARE B FAS RENRENTESE,
- B FAS ERBIEEDE LM ERHTT B,

o “BRIFAENEESREE XEFNAR.

Azure AD ;;52

b))

AN B T WN{ANF Citrix 7385 Windows 10 Azure AD IhEEEERK, Windows 10 5| AT Azure
AD, XZ2—MFaEMARE, EHFEICAREREILUEN Internet IMALEIS, USEMEEME S

EFo

AXHHRRBIESEBER T — RS, HA T SrIAFHEFIRHA T B FRE At EMES, HE
DA Windows 10 e AREBRER, AR LUET B mRFI RS > X F > A Azure AD"iE
153 1] AR
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i Settings - [ ] b4
@ SYSTEM Find a setting fs
Display

PC
Motifications & actions PC name vda-win0
Apps & features Rename PC
Multitasking Organization ~ WORK
Tablet mode Jain a domain
Power & sleep Jgin Azure AD
Storage " ) )
Edition Windows 10 Enterprise
Qffline maps Product 1D 00329-00000-00003-AA066
Processor Intel{R) Xeon(R) CPU E5-1650 0 @ 3.20GHz
Default apps 3.19 GHz
Installed RAM 2.00 GB
About
System type 64-bit operating system, xo4-based processor
Pen and touch  Neo pen or touch input is available for this
display
Channe arcduct bew ar inarads weair sdition of Windasae

EiZAREBRIEME, Microsoft Edge Web | 52345833 Azure SaaS AREFMTBIERAE W
uh#0 Citrix XN BIER, UKREM Azure RZFEFERF (40 Office 365) o
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B Access Panel Applicatior X+ — O *
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ
Microsoft Azure george@

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

ERER

AR REEMITE Azure HEL E Gl TRAMRNEIME, H5 Azure AD # Office 365 FIMR =R ALE
B REABPEHMATETEAR, BEEDHLERNIBME EBBER.

ZIRE TN AFRENEARMRARSAR LT, K Azure AD Connect Synchronization B] LUEE
Internet E#EE| Azure,
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Azure F
,_! Azure AD

!
|

Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud e —
DMZ -

101
1
i

PKI

FEtARER D, E5 LR AEE LAN 1 Kerberos/NTLM SR ISIESE MM L 2EEMNBE S B R,
WERNE] Azure BY TLS &AM SAML, #ARSSEANMA Azure AD B Azure NARRZFHE, FTE
Active Directory FIIRE N FBTERF (140 SQL Server #3EE) TILUER Azure TERSHY IAAS B39
hAYFRE Active Directory ARS328 VM 5517,

YAFPEESNBERE, 1@ Citrix Virtual Apps and Desktops™ & #E IR FAIRF#1Tih
1, REIZEEBN R ETHEF I Azure BIERF TIHE, £ Microsoft Edge B a5 RINAEH
1TEIB, Microsoft IR UMEFZE 5 Azure N AFEFHI Android 1 i0S N FETER.

8l DNS XI5

Azure AD EXREEAEEM AT DNS st HIZEFIH A ERNERXIE, Ak, EERTLUER
Azure DNS Xig{IhE,

IR BIER DNS X% F1 citrixsamldemo.net,
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Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

PEHI S 71 Azure DNS R FFARSS 28R XEER ATV /E DNS ‘M ERIKIE NS S2BH518 (B

0, citrixsamldemo.net. NS ni1-01.azure-dns.com )

TEAINF Azure H5E1THY VM BY5 | ARY, REREMAGEZER CNAME $55H8M VM B9 Azure H£E
DNS i25%. 1R VM i IP #ilit &4 &Eak, NIEFEFshEH DNS Xisi .

HERE IR ERFISEE DNS il fR235 PTER, 13 citrixsamldemo.net, FH{ERFS DNS (RERHA
10.0.0.*)

FI—151 8 Web M BAIZEFEARIEIRS 25/ fs.citrixsamldemo.net’s& B, X2 UMLK IEMEESIRS
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IE=ARSS

R BIBECE T — Citrix 3785, HAPaE—E Azure Fi51T ADFS ARS5 8509 AD IF35%, GIE 7T —

N A citrixsamldemo.” I =ARSS

URL

@ WEE APP ’ QUICK CREATE .
citrixsamldema

«Lloudapp.net
VIRTUAL MACHINE il-"i CUSTOM CREATE cloudapp.ne
REGION OFR AFFINITY GROUP

@ MOBILE SERVICE West Europe b |

| @ | CLOUD SERVICE

i EEI BATCH SERVICE

CREATE CLOUD SERVICE  +

Bl% Windows EEBIHL

EERSEFEIER Windows VM

12525 (domaincontrol)
« Azure Connect ADFS fR5328 (adfs)

ADFS Web i58)XIE (Web NEEFAIE, FRMALE)

Citrix Virtual Apps and Desktops 33 {71Z 28

Citrix Virtual Apps and Desktops FEHI&E IR (VDA)

© 1997-2026 Citrix Systems, Inc. All rights reserved. 117



KEEMRIERS

Create virtual machine >

Create virtual machine

Resource groups

2 All resources
= es =3 * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

SQL databases Veual Studio Professional with MSDN e

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

PR ER
« 750 DNS BRS52% A1 Active Directory 3HARSS A B LLEIEATAH Active Directory E3ZE  (TELtbR Al
FR citrixsamldemo.net) o HFALRSERE, 700 Active Directory IEHIRSE A,
- BIEAFNRNEERFHK, (fli0, George@citrixsamldemo.net) o

- BT LIRS ZFHETTARR DNS, EILFrE RS 2E8N 5 | BILLARSS23141T DNS . XrJLuEE
Azure DNS i&iE TIHTM. (BXFAER, BERAEEFHIMNR. )

ADFS #2841 Web N AR RIERSSS

« 1% ADFS BRZS2810A citrixsamldemo 35, Web N AR RIERS BN REERBHNITIEAR,
Etb3EF5hE AD DNS A DNS #idik,

. TEXLEARSZ2S FIT1T Enable-PSRemoting —Force cmdlet, S{FtiF AzureAD Connect T Ei&id
B ANIEIHTT PS T2 IR,
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Citrix Virtual Desktops™ & E#EHI284] VDA

« EEMA citrixsamldemo BIE RS Windows AR5 28 %22 Citrix Virtual Apps 3 Citrix Virtual
Desktops Delivery Controller™ #1 VDA,

BCE S8 DNS

iR IEHI2R S, FCiB DNS PRSZ22LULIE citrixsamldemo.net BIREZBME, H 7 Y428 DNS RS
22 (ff40 : 8.8.8.8) HYHELER,

2 DMS Manager == =
File Action View Help
e R Ba: BHE § 86

DS Mame Type [ata Timestar

&
T 5 DOMAINCONTROL 1 _msdes
4 [ Forwerd Lookup Zones || 7 sipec
b _j _msdcs. net | _tep
P & T _udp
B L Reverse Lookup Zones 7| DomainDnsZones
b _:I TrUSt_P_ﬂi mits _ | FerestDnsTones
b | Conditional Forwarders ] (same as parent folder) Start of Authority (S04)  [24], domaincantrol. static
g Glabal Legs ] (zarme 25 parent folder) Mame Server (N5} demaincentral, static
£ (same a5 parent falder) Host (A) 100,012 8320
] adfs Host (4) 10.0.0.13 LTy EI.fEDII
] demaincontrol Host (A) 10,0012 static
=1 Host (8) 10,0013 static
Flwap Host (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
< " >

ANEESIER, BT

* wap.citrixsamldemo.net
e fs.citrixsamldemo.net
e enterpriseregistration.citrixsaml.net

FRBTE Azure FIS1TH) VM R ERE X ER L DNS ARS8, ERILUBE MO GUI HiiTLbiE
Eo
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Essentials -~ ¥ /L O DNS servers @

PNEINNY Custom DNS
Resource group Private IP address
citrixsamldema .0.0. SUPPORT - TROUBLESHOOTING
) * Primary DMS server
Lacation

West Europe trixsamidemo/default B Auditiogs > [10005 v
g MNew support request b Secondary DNS server
up

GEMNERAL

Properties >
Al 35 =

W IP addresses >

B DMNS servers >

) Metwork security group b

FINBERT, WEBIP (10.0.0.9) B ohE S ECHY. EAILUER IP #INHE B KA 2 IP ik,
Web N2 FHIEARSS SSFN i H 2R 4R R Hh 1T b 32

EOE 56 DN ik

4 VM iﬁﬁﬁﬂ‘, Azure 4P E ORI DNS XigARSS 2%, ZARSERIEMADECL VM BISEIRH 1P i
ik, XB—1NERMNINEE, EA Azure BRIAESED VM BRSO ES 1P #illk,

= Configuration

o, 0 AR O Assignment
Static
SUPPORT + TROUBLESHOOTING
1P address @
B Auditlogs > 13.94.252.54

. & New support request > Idle timeout (minutes) @
on 1D vir e 4
di224367-d4fg-4Gae-beTh-6475cdaeelca DemainCentrol
GENERAL DMS name label (optional) @
ezl domaincontral-citrozarideme
Properties >
westeurope.cloudapp.azure.com
Il settings
& Configuration >
dd tiles
®

RESOURCE MANAGEMENT
Eatt & T
& Locks

sl Users

Voo | v v

IR BIF DNS #ifit domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %3 Bo£5 1312 &
2o

HER, mZRERETHE, 2B Web WAZRMIEF Citrix Gateway VM N2~ $ 1P ik,
(fEECEHRIE), A\ IP st FF RDP HIRIFR) o

iEZ24

Azure =EALTELAEIEM Internet B VM BY TCP/UDP i a]BIB5 A LSRN, BRINER T, PFAE VM
#37C1F RDP 4i8), Citrix Gateway 1 Web N ZFIERS /BN 1FIRO 443 ERY TLS,
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MNetwork security P Essentials ~ B89 (O
Metscaler
Res es
SUPPORT + TROUBLESHOOTING i . 0 outhound SUPPORT + TRCUBLESKOOTING
Lacation 350 vith
H Auditiogs > West Europe 0 subnets, 2 network interfaces H Audtlogs >
Subscription name
i Mew support request > sual Studio Professional with MSDH & Mew support request >
Subscription |0
dlf224366-04f9-463e-beTb-6479cdaeefca
SENERAL GENERAL
Il settings =+
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DNS servers > . Quthound security rules >
@ Metwork security group > B Hetwork interfaces >
Subnets >
RESOURCE MAMAGEMENT

SIE ADFS iFH

£ Microsoft IEPBIMEN LS Web IRSEFIEBIENR, XAIFRIEERBEENX DNS #sitAIE
B, ZEPAUEH (SZIEFFA) B) pix X, EATIE ADFS #1 Web N BIEFRIBIRS 23 L RE
HEH, Eit PFX X4 2 EIEEDL,

MR BB LT EFBITHT Web BRSZZRIES !
- BAKI:
o adfs.citrixsamldemo.net
- THEERRB

o * citrixsamldemo.net
o fs.citrixsamldemo. %

o enterpriseregistration.citrixsamldemo.net
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@

i@ File Action ¥
« | 2[m
[7] Console Root

a (G Certificates (L
4 || Personal
7 Certifig

[ Trusted R

[ Enterprise

7 Intermediz

|7 Trusted Py

[ Untrusted

[ Third-Part]

[ Trusted Pe

7 Client Aut

Remote Dg

Runtime_T

Smart Carg

Trusted Deg

v v vV WYV W W W W

DoREE

5 L1}

= Certificate Enroll

Request Certificats

You can request the fiol
click Enrall,

[] Cemputer

[w] Web Server
B, Mereinfo

[[] Show all templates

2 subject | General | Extensions | Private Key | Certification Autherity |

The subject of a certificate is the user ar camputer to which the certificate is issued. You
can enter information about the types of subject name and alternative narme values that

can be used in a certificate.
Subject of certificate

The user or computer that is receiving the certificate

Subject name:
Type:

|'Cornmm name

|

Value:

Alternative name:

Type

[DNs

Value:

\CN=adfs.citrisamldemonet

*.citrixsamldemo.net
fs.citrixsam|dema.net
istration.citrcsam,

FHERBFHE pix X, SEREDRIPEIFHA.

iSE Azure AD
ATFHANA T IREFHI Azure AD 2Rz 6% ] T4 Windows 10 A Azure AD SRR &4

Rpur:-

EHER

ERIVZH Azure NP HEIEFE R
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAhLDemo

DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

FeRlE, MERHEERE,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

) | Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

BIELR/EERMAF (AzureAdmin)

£ Azure FRIELBEIER (ELERAIGFR
AzureAdmin@citrixsamldemo.onmicrosoft.com ) , H{ERAFKFAERLUSER,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

@ Azure AD SEABIRRYIE
RINERT, BP@EIUTERBE FRp M ub# TR

<user.name>@<company>.onmicrosoft.com o

REXLEEH—FERERNRTE, EIVERNNBFHFITERF, RIFRSREZBFNB T4
Tk PCACBY BB FHB 33k ¢ <user.name>@<company>.com o

AR ERT R EMNEHNEL N EIRHITHETER, RFIER citrixsamldemo.net o

MRBNRRERIRE ADFS, BEEA%E ®1E,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 125



KE B MRS

ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

&3 Azure AD E#
Azure AD ECi& GUI B9 2 H S EE A% Microsoft Azure AD Connect F&{T1iE. £ ADFS VM Lt
TR, FRBEXZEMASREIZE, UERTLUER ADFS &,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

%5 AD FS BX§ 2 R B Rk,

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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ERE AR EIERIKFIERES Azure,

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

ZEFEARES AD o
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

J¥FREIBRR Active Directory XR5 Azure AD [E#%,

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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FIRBIBERAF

NRBREME R, ERILUREAF % e B

Uniguely identifying your users
Express Settings
Required Components Select how users should be identified in your on-premises directaries, (7]
User Sign-in ® Users are represented only once across all directories.

Connect to Azure AD ) User identities exist across multiple directories. Match using:

=

P-OnginatorSID attnbutes

: ExchMasteraccountsID/msRTCS
Connect Directories aster MSI0/mERT

SaMaccountMame and MaillMickMName attnbutes

Domain/OU Filtenng

T e & specific attnbute

- CUSTOM ATTRIBUTE
Filtering

Optional Features

AD FS Farm ) " .
Select how users should be identified with Azure AD.

Azure AD Domain
SOURCE ANCHOR @

Configure
. [ objectGUID -
Venfy
USER PRINCIPAL NAME @
| userPrincipalMame |'

ERBIANTREED, S0 A P MK &EREIENFERIE,
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

MNREE, TAILUS Azure AD i35 Active Directory [F%5, ¥FETF ADFS HEHINIE, BER
EEXFM.
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Optional features

Exprass Settings
Required Compenents Salect enhanced functionality if required by your arganization.

User Sign-In

J :_-."'|=."|:.= nyong '..=!'|.'_.-"“:.="' e

Connect to Azure AD
] Azure AD app and attribute filtering 9

Sync
[] Password hash synchronization @

[ Password writeback

Connect Directories

Domain/CU Filtering

Identifying users [ Group writeback (7]

Filkening [ Device writeback 0

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Domain Learn mare sbout optional features
Configure

Verify

Previous

EREE AD FS RERAIER PFX X4, FFF fs.citrixsamldemo.net 3§ /3 DNS £ #ho

&% Microsoft Azure Active Directory Connect

AD FS Farm

Required Compenents I Configure a new Windows Server 2012 R2 AD FS farm
User Sign-In

Express Settings

Connect b Azure AD Use an existing Windows Server 2012 R2 AD FS farm

Syne
i Specify the 550 certificate used to secure the communication between clients and AD FS,

Connect Directornes ; . )
® Provide a PFX Certificate File

Domain/GU Filterin - - . . .
9 .} Use a Certificate installed on the Federation Machines

Identifying users
Filtering CERTIFICATE FILE @)
Optional Features |{:\Usem\,Fretl.CITRIKSAMLDEMD\Desklnp‘-.adh.pfx || Browse |

|
SUBJECT NAME SUBJECT MAME PREFIX |

Federation Servers

|",|:itrixsamll:lem|:>.net l-| lfs | @ ¢
Prosy Servers [
Cradentials FEDERATION SERVICE MAME I
Service account https:f/fs.citrixzsamidemo.net 4

Azure AD Domain

Configure

Werify
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YRS TIERNIBARSSE80T, %A wap.citrixsamldemo.net ARS3 280N, IZETREEETE Web
BREFARIEIRS S EUEIR R 5133517 Enable-PSRemoting —-Force cmdlet, S{{@ Azure AD
Connect RIS H#1TACE,

& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Compenents Specify whare to install web application proxy.
User Sign-ln SERVER
Connect to AZure AD | Type 2 sarver name or P address Add
Sync
Connect Directories SELECTED SERVERS

Domain/OU Filtering & vDacitrixsamidemo.cloudapp.net  Remove
Identifying users
Filtering
Optional Faatures

AD F5 Farm

Federation Servers

Proxy Servers

Credentials

Service account
Azure AD Domain
Configure

Varify

[ e |

g0R LS BFITAZ PowerShell [SEREMA, B=1F Web N AREFRERSZSMARE.

WFRSHERTE, BEERIVEEERERN, HADFS SIB2— P IRSBWKF. A5, Azure AD
Connect SHERISIE DNS XIEMIFRE .
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Azure AD Domain

Express Settings

Required Components Select the Azure AD domain to federate with your on-premises directory.
User Sign-In pomMain: @

Connect to Azure AD | citmssamldemo.cloudapp.net | ™

Sync

Connect Directories
DomamOU Filkening
Identifying users

Filtering
Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to
AD FS Farm the DNS settings.

Optional Features

Federation Servers

TXT record:
Proxy Servers Taxt: MS=ms59661451
Credentials

MX record:

Service account Destination: ms59661451.msv1.invalid

Azure AD Domain

You will need this setting in place to complete AD FS installation.
Configure

erify || Learn more about verifying DNS ownership for Azure Active Directory domains

I TXT #1 MX 2R 700%) Azure P9 DNS #itHE R,

HAME TYPE TTL WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

=]

N5 172800

= S0A 3600

= TAT 3600 msr0102213

fs CMAME 3600 adfs-citrinsamldermoawesteurepecloud., |,

£ Azure EIRZERI e AT BIE,

CitrixSam|Demo

&3 USERS  GROUPS APPLICATIONS  DOMAINS  DIRECTORY INTEGRATION COMFIGURE EPQRTS LICEMSES
DOMAIN NAME TYPE STATUS SINGLE SIGN-ON PRIMARY DOMAIN £
citricsamidemo.onmicrosoft.oom Basic W Active Mot Available Yes

© 1997-2026 Citrix Systems, Inc. All rights reserved. 134



KEEMRIERS

INRILT LM, 1EFLIEISTT Azure AD Connect Z B3SO IEE,

STRE, Fh@idimO 443 BRR N ERHIE fs.citrixsamldemo.nets

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:

10,0013

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

B Azure AD A

H P e A BB F B4t A& Windows 10 BILA$H1T Azure AD fIABY, DNS ERAFHE—
CNAME DNS 2%, %igRMN15[ ADFS: enterpriseregistration.\<upnsuffix>o

FLERfBIR, X2 fs.citrixsamldemo.net o

enterpriseresistration citrcsamidemo.net i
Type

CHAME
= TTL TTL unit

1 + | | Minutes w
Alias

s citrimsamidemionet W
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INREREANIIERMEN M, R ADFS RIFBERERE Windows 10 &N L, WUE
Windows {51 ADFS AR$Z28. R ZHi4ERAIARAER P K 4T Azure AD 3E0 A

e

Let's get you signed in

Work or school account

George@citrixsamldemo.net A

Password

| forgot my passwaord

Which account should | use?

Sign in with the username and password you use with Office 265 (or other business
services from Microsoft).

Privacy statement

-

EEE, UPN 415 ADFS 1825412538 5189 UPN PTED,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Fimsh

)
BEEEITTENHER BB FHb S RRIEIE Azure AD IIARE . ERfE, Boh
Microsoft Edge Fi%E#%E] <http://myapps.microsoft.com> ., ZMiLN BEHERESE R,

T RANEHIN A 3 BAERISE

Ea  LURBBEI A0, BEIFEM Citrix Virtual Apps 3§ Citrix Virtual Desktops 1ISO £ Azure %23
Delivery Controller 1 VDA E##.

EIbRBIsR, StoreFront 5 Delivery Controller ZE7EE—RRSS 28 L. VDA fERIRIIAY Windows
2012 R2 RDS I1Fi2F%%E, k5 Machine Creation Services (£ (RE AJ AR iEH#H#1TED
B) . Edswal, BN ERP George@citrixsamldemo.net B4 A] LA A R HITH DI,
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« 16 e Y

Citrix StoreFront

Q, bearch Desktops

Details

7 Controller 3517 Set-BrokerSite —TrustRequestsSentToTheXmlServicePort $true
PowerShell cmdlet, LAFt¥F StoreFront™ 7£:%%8 P EIENER T H#TE MR,

RERSE DRSS

7Z ADFS fR5528 L% FAS, H Delivery Controller EEE— 1IN, FEFAYSEEN
StoreFront (RATELLRHIF, StoreFront 5 Delivery Controller ZEER— VM L) ., iESH &
FMEcE,

Edi& StoreFront

73 Delivery Controller IERITENIEFR, FHBIAEmO 443 KB IS 48EF T StoreFront B A1k
B https: KAZE 1IS # StoreFront LAEHE HTTPS,

Modify the base URL for sernices hosted on this deployment, For multiple senver
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixsamldemao.net

BoE StoreFront LUEA FAS fRSS38 (EF ZEEMEZE H8Y PowerShell BIA) , FH7E Azure RER
HITIER, BIEE FAS RS EMEHEERRABRERER FAS,
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File Action View Help

= | 7w l-
& Event Viewer |

[ L Custem V
4 L Windows

Event ID  Task C..

E Applic 1 Information 1 \ Citri. Authentication.FederatedAuthenticationSenvice 204 None

i) securit (@) Information .WUBNB?-&?ES AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] 2c authorized by [ \DDCS].

Log Mame: Application

BidE StoreFront LU Citrix Gateway

7£ StoreFront BIEEHIGH, FERBEEFMIIEAZEGUI ECE StoreFront AER Citrix Gateway
WITR B IIE,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

E LR Citrix Gateway EAIIEIRI, BEEBRZ S ZIEMANIM (STA) HECE Citrix Gateway !
ks
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

BOEHTEY Azure AD B2 LIS StoreFront NE R ER

ATi{EMA Azure AD SAML 2.0 B ERINAE, ZIEEE IR & Azure Active Directory Premium iJ
i#o 1f Azure AD BIET B, RAFRFENABER", AEEE MERRINNBER .

APPLICATION GALLERY ®
Add an application for my organization to use | o
FEATURED APPLICATIONS (1T) NAME
o * Add an unlisted application my

I LUsTOM i‘ organization is using | storeFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using. and add it to explore single sign-on

COLLABORATION (314) integration options.

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

P BEX > RMEBARIEEERABNKRIIENRAREF USIZEAF ERNHEEX AR,

EC iR B
BIE—K 215 x 215 REWEIR, HHE LI EE TTE, RIENAREFIET.
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properties

APPLICATION TILE LOGO

cifrix

EoE SAML S2513F
BN BREFNERRELA TIE, AE%EEF BBEERER.

storefront

&3 DASHBOARD  USERS AND GROUPS — ATTRIBUTES — COMNFIGURE

StoreFront has been added

[ 5kip Quick Start the raxt time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Configure single sign-on

IERERFE A SAML 2.0 B4, XX F Microsoft Azure AD R E R,
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

RR IURERFRE (EHLMEIRMHLE Citrix Gateway FIEZETAD)
= Citrix Gateway ARZ528 LB /cgi/samlauth,

COMFIGURE SINGLE SIGN-OR

Configure App Settings

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

T—RE & BT Citrix Gateway ECiEZI Azure AD BIEHi 5 B9E Bo

; FEURAIS, E1] URL
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2018 11:06:20 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Download Metadata (ML) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
httpsy/fstswindows.net/b1asf2 1b-d29f-4c20-2826-14d5e484 0628,

SINGLE SIGN-OM SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE LIRL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

T# base 64 EESRZIEH, HEHIZERIIHE URL, FBEERE Citrix Gateway ERE REFHENY

XERR,

M REFS SRR

Bie—% 2ERNARER, FHEREAFM‘myapps.microsoft.com™EH|RE L, XE“USERS
AND GROUPS’'TiE L5, J9H Azure AD Connect [E*5 891, P itk P 9 BC iR AR, AT LAfER
Hithk P, EXAERBEEN], RAETIFARTE \&t;user>@\&It;domain> &,

storefront

&3 DASHEOARD USERS AMD GROUPS ATTRIBUTES COMFIGURE

sHow |l Users ~ 4
DISPLAY NAME USER NAME JOBTITLE DERARTMENT ACCESS METHOD: e
arure Admin Azyreddmin@citrixsamid.. No Unassigned

George User george@citrixsamldemao.net Mo Umassigned

On-Premises Diredory 5y..  Sync ADFS_21aTeE060dl... Mo Umassigned
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RN AT
FRENFEERE, HAFIAR <https://myapps.microsoft.com> BY, ESERERAFE Azure
N BEFRYIRAF,

B Access Panel Applicatior X+ *

|
é 3 O | [5 account.activedirectory windowsazure.com,/a) ‘;fr ‘ = @ ﬁ

Microsoft Azure george®

applications  profile

clifrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy
»

L

HEMA Azure AD 5, Windows 10 ZHPEREFM Azure NBEEFE—E R, BEEGRFENRE

2322 AECERY SAML cgi/samlauth T,

B—8% URL
IR[E] Azure AD NRIRFBIN R, MENAREFRFE— T AHENE—ER URL, It URL BTFiE#
MDA S 2R S QR T as B A X, AP EEFE] StoreFront,

quick glance

APPLICATION TYPE
Web application

PUELISHER
URL
SINGLE SIGN-0M URL

https:/myapps.microsoft.com signing

@' View usage report
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FFIE URL #5053 Web %5885, LUFARIEH Azure AD EEMEZRIEZERY Citrix Gateway cgi/
samlauth MTl, X{GERFERENER, FHNABEIA Azure AD B9 Windows 10 BR=1ER
HE—3F, EHBAPEEERA Azure AD EE, )

HHEMAEIE Citrix Gateway

AT ImAZ[AEE, R FIERESEIT NetScaler (F1 Citrix Gateway) BYIRILESI. XETLIM
Azure N FBEEME, HRFIER NetScaler 11.0 B9 B &1 AE" AR Ao

B RE NetScaler® E#IH, & Web X E235mAEE 1P ik, FHEBFRHITEMRIINIEENE
B FEE, BWRER Azure AD ERIHE nsroot A HIEREE,

ANVFRLE, EARMEMNFANEXHFEERERBR), 15 DNS #ArasigR Microsoft IHIZEHZR

=17 Citrix Virtual Apps and Desktops Z&E @S
RAIESEE— AT SAML BIfE 8 StoreFront £, EZEEER LR, E2HMN—
SAML B R,

XenApp/XenDesktop Setup Wizard
What is your deployment

[ \:: Single Hop

&-— —E— = . S
Client Internet Access Gatway \

What is your Citrix Integration Point?

storefront |4

EEFRER Citrix Gateway StoreFront i&i&, 7E Microsoft Azure R{ERRET, I RABIED B iR
4433, MABIA 443, &, EolUimO¥% &KSEFHET Citrix Gateway EIEM ik,
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MetScaler Gateway Settings

MetScaler Gateway P Address™
w ., 0 . 0 _ 18

Port”
4433

Virtual Server Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 to secure port

NEBER, WRE EEEEEXHRRIERSEIEBMFAR.

Server Certificate

Certificate Format®
| pem V|

Certificates Fila*

|n5_citrixsamldemn.net | | Browse I - |

[w Private key ic password protected
Private key password

oot

ECERT AD P EIRMIREFI2E
SRS EATIKARIT, R P RN ER S RRIESAT, BIEHERS T
BRI,
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Primary authentication method®

| Active Directory/UDAP |i||

IF Address®

|1u.u.u.12||:|lp-.-a

[] Load Balancing
Post®

389 |
Time aut (secomnds]*

E |

Base DM®

|CN=LI5ErS,DC= citrizsamldemo DC |
Service account®

|CN=internaIadmin,CN =Users,DC= |

|| Group Extraction
Server Logon Name Attnbute®

|userPrim:ipaIName |

Password®

Confirm Password*

||-||u"u|||-[ ""|ﬂ
Secondary authentication method®
| Mone |

=

ECi& StoreFront it

7ZUbRBI%, StoreFront BfFHE HTTPS EdiEd, HIiEERE SSL %R,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

I3 Citrix Gateway B3E

E#%F) Citrix Gateway HE B R ANEBRESHIIEMEN RS K.

€ B Htps e citrizsamideme, 0 = @ © || B Metscater Geteway 52 Citria MetScales VX - Configur...

NetScaler with Unified G

Please log on to continue.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 149



KE B MRS

B Citrix Gateway SAML B4 18F 2§
J¥ SAML 5 StoreFront &5 & F BT SAML S EMRiLE SR, RN SAML 5kEE, H
FXH I NS_TRUE,

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML

Server®
| Aruredd E” T ?\

Expression®

| Operators - ” Saved Pelicy Expressians - I| Frequently Used Expressions -

WS_TRUE

BCEHTEY SAML IdP AR$338, fERZETM Azure AD SREXHIE B
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Create Authentication SAML Server

Create Authentication SAML Server

Name*
.A.:ureﬁ-d

Authentication Type

SAML

IDP Certificate Mame®

| AzureADSAML v +
Redirect URL"
29f-4c20-9826-14d5e4B84c6 28 /saml2
Single Logout URL

29f-4c20-9826-14d5e484062e/5aml2

e
0l

User Freld
userprincipalname

Signing Certificate Name

lssuer Marme

httpsz//ns. citrixs amldemo net/Citrg

Repect Unsigned Assertion”

ON el
SAML Binding®

POST v

Default Authenticatson Group

Shw Time{ming)

233

S

ntermetProtocol

ntemetProtocolPassword

BE R B iR

fSEATE Azure AD HFEMBIIKF EREIEMA Azure AD BY Windows 10 £ E.
FiEHES] . <https://myapps.microsoft.com>

Web X% 288 E /R P B Azure AD N FHTER,

E5h Microsoft Edge
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E Access Panel Applicatior » -+ — X
lecycld

O
8 & @) 8 windowsazure.com b e = #A @

Microsoft Azure george®

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

12:28

228

e B 062006

Wi RN EE RN EEERR @S F/PIIER StoreFront BRS25.

E#, BWIEFRARE—ER URL NEEEEUNEREEET) Citrix Gateway IR BN EEERE)
Microsoft Azure Fi&[5],

=i, WIERMA Azure AD B9 BN RS HeEFEAERDN URL EEE1T (REEXEENZTEN
Azure AD HIT—XRERESR) -

Bt
£ Azure HIIKIE VM BY, RZEACE LA FHRAEZEIN

fR it/ 3 1P #uhbA] DNS it

Azure AFRE VM ERERFM (AFIFHy 10.*%) ERE— IP ik, FINERT, ERRE—
REH P i, ZMUEATDOBE EhASERTHY DNS 1R #1751 Ao
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N - o a 5]
gh AR <) Essentials A AR O
Resource group P address
citrixsamiclem: - SUPPORT + TROUBLESHOOTIN
5 ng system Lacation DS name
Running Ln X West Eurape - H Auditiogs bl
Location 71 Suls e
West Europe fessional with MSDN i MNew support request >
Subs
H l i-dafa-d6ae-beTh-64Tacdaselca
EMERAL
Subs 4 o "
an ; — All settings =
df22436f-d4f3-46ae-beTb-6479cdaeefca citrinsamidemoy/default eGiE .
Y Properties >
| settings =*
& Cenfigurtion >
Iuonitoring “LI./:i es
onitoring ®

RESOURCE MANAGEMENT

CPU percentage

& Tags
& Locks

o Users

v | v | v

B Exporttemplate

Add a section

R 403 1P #iht/DNS BFMFE 89 BBB. 1 VM iEFE— D1t DNS sk, XeIFFEM DNS X
I HFEY CNAME 518, FA{RFTE DNS iZRENEE IP it S A A ESIER VM,

Assignment

Dynamic [elils

IF adldress &
40.68.28.181

ldle timeout (minutes) &

DWS name label (opticnal) @

ns-citrizsamldemo w

swesteurope.cloudapp.azure.com

BERASERN (Z24)

=HNET VM BN BA—AE SN, FAReH, REAEFINLE P it L 3HE
IP #HERYRE, FOIABIRT, Azure RFEF RDP #&FIFAE VM, Citrix Gateway 1 ADFS RS 35
HWATEE R TLS = (443)0

T VM B9 MEEEN, ARRE MEREE 17, BB ARSI URIFEHHNMERE,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 153



KEEMRIERS

Essentials ~ fa i S Essentials ~ 8RO

Security rules

1inbound. 0 outbound SURFORT - TROUBLESHOOTING

ed with

0 subnets, 1 network interfaces B Auditlogs >
ith MSDN dith MSDIN & New support request >
Sul an D 51 ription 10
df22436(-d4f0-d6ae-beTb-6470cdaeefca df22436f-d4fe-d6ae-heTb-6472cdaesfca GEMERAL
All settings =
!t Pproperties >
)=

£ Inbound security ules >
7 Dutbound security rules 2

BEXER
ZEAE 2 FAS RENRENTBSE,
« BIH FAS EREE SBELRM XERHITT B4
« RIESE BT BARE XERNE,
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BXS B IRSS 2402 LTSR XA 5RiE
R

TRNABT WNEEE B MRS 2311 XHEFMMMMNEETE, ERNE * XLEEHERM, F51TIH
RSS &,

B3 BEH A
15 Apr 2024 KRS BMIIERS 2402 BEXFMER, BERFIE)
e,
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