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configure.html#enable-the-fas-plug-in-on-storefront-stores)

3. BCERIEHIZR

4. BoELHERBE(/zh-cn/federated-authentication-service/2407/install-configure.html#configure-
group-policy)
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up-active-directory-certificate-services)

c. ¥ FAS fEREHIEBIML MM (/zh-cn/federated-authentication-service/2407/install-

configure.html#authorize-federated-authentication-service)

d. BE N (/zh-cn/federated-authentication-service/2407/install-configure.html#configure-

rules)

e. J¥ FAS #&#F Citrix Cloud(/zh-cn/federated-authentication-service/2407/install-

configure.html#connect-to-citrix-cloud) (FJ3Z)

REBKS BRHIERS
ATEEEEN, Citrix BINETRIRS 3R L ZRERS B MRS (FAS). LLARSSRATUAISUT I
PEHIBR OE BMA VM A NFHITRIF. FAS AILGBE U TE—ARRE !
« Citrix Virtual Apps and Desktops™ Z#&i2F (MEA ISO BNBohaiTERRE LB R4 K
IERRSSIREH) , =
o JMITHY FAS TR (FI1E Citrix T3 EEA MSI XHEHE) -
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XS BN IIEARSS

- BT 5% FAS BZiBR PowerShell EIEE 7t cmdlet

« FAS BIBZHIE

« FAS #HERB&IEHR (CitrixFederatedAuthenticationService.admx/adml)
o IERERRCH

 MEBEITEER M EHAE

4k FAS

IRETLUE AT FH BT FAS FHEBISETARA, FHREI, EEEUTER :
o HITRRMFIERT, FTE FAS IR RIS BEIHEE,
. BRMIEFE FAS 281 % H FAS BIRZEIS,

s JFRRBAEDE— FAS IRSZ23301H. WNRER T Federation Authentication Service BY
StoreFront™ RSB35 2RTTE1GIREMRS 2, WEPRITEERIESINAIERF.

EFAF4R, IEM Citrix Virtual Apps and Desktops ZERF IR FAS ZEBEF XL
FAS,

{E StoreFront Zfii_ /S A FAS ¥

NRIF(F FAS 5 Citrix Cloud &5 EH, WELEEHITIHSE,

E7E StoreFront B _EEF FAS 58, 1BUEIERMFIEITLAT PowerShell cmdlet, 1R EE%
MA@, BEEHR $StorevirtualPath o

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StorevirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName
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"FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider
"FASLogonDataProvider"

E(=IHEA FAS, BEERALLT PowerShell B4 :

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StorevirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -ClaimsFactoryName

"standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

ACiE 32 {2l ™

NRIT{LF FAS 5 Citrix Cloud &8 A, NEEH TS E,

EFEMA FAS, 15 Citrix Virtual Apps 2% Citrix Virtual Desktops™ Delivery Controller Bgi& A{E1EE
E3)EH StoreFront fRS385 © 5517 Set-BrokerSite -TrustRequestsSentToTheXmlIServicePort
$true PowerShell cmdlete Titihm B Z D Delivery Controller, 810 ihm RESITIHHRS—

N
/ko

Ao E4H SRR

X FAS [5, ERREPRENARKEIRIRKIEEALARBPIRSSBHTERERR (FQDN).

ARIERZERY StoreFront ARSZ28F1 52 = ERY Virtual Delivery Agent (VDA) EE 18RI/
FQDN EtiE, SHEARKEMRNANBIRSSRRES -
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NEEEN, UTREAEHEAFEET —NEATAEITENNER. B8, XfTEXEN. RE
StoreFront fR525. VDA #5517 FAS BIEIEHI S8t EYVIEEERER FQDN 7%, FAS BInliEE
BT, BBAYTE 6,

SR 1. TR FAS MIBRSS 28 £, B C:\Program Files\Citrix\Federated Authentication
Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx #1 CitrixBase.admx X & U K&
en-Us XH%,

-i(__—) - t | .. = Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | | Search PolicyDefinitions p
4 Favorites - MName Date medified Type Size

B Desktop 1 en-US 22/07/2019 09:04 File folder

& Downloads || CitrixBase.admx 19/07/201912:28 ADMX File 2KB

2 Recent places || CitrixFederated AuthenticationService.admx 19/07/2019 12:28 ADMX File 4 KB

I 18 This PC
b

3 items = =

IR 2. XXM & HIREaVEESIgR, FIFEBKET C:\Windows\PolicyDefinitions 1 en-US F
X T,

S8 3. 5517 Microsoft BIEZEEIE (MBS TTE1T mme.exe) . MBS, EEXH > MR
BERT, MMIARKREERIER.

URGIRRITER ARSI RES, EENE, ARERBRIANEER, 3E, EUEREERNT
B RIENIFELEAFER—NELUMEREN R, ZHRENIAN B TFE SIS M Citrix 24
(VDA. StoreFront 5528, BETE) BItEN.

z
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= Console1 - [Console Root] == &
S File Action View Faverites Window Help
e @ = B[ Select Group Palicy Object | x
[ Conzola Reot ‘ Neme Welooms ko tie Group Policy Wiz ¢ | |[Actions
Add — WM
Mare Actions 3
‘four can select snap-ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Availshle snap-ns: or o a laeal computer.
Snap-n Veni~ | Uise the Browae button to select a Group Policy Object.
=Deviee Manager Micr ® Pokcy
" oHce M
= Disk Management Mer
E ons M Group Policy Object-
FEnkerprise FKT M = | |
{2] Event wiawer M
IFalder Mer E
2 Group Palicy Management Mir Grc alic
[ Group Policy Menagement Editor  Mier
=/ Group Policy Object Editor Micr Domaina/0Us | Sfes ]H
i Growp Policy Starter GROEdtor  Micr ) ,
[ Internet Information Servieas (IIS... Mir_ | Look in: [353 cirotest net v mEE-
ME-Sequciy Mscitac | oz~ Domaing, Ols and firked Group Palicy Cbiects:
Hame Damain
Desaiption: ) Domain Controllers.ctridest net
This snap-in allvws you to edit Graup Policy Objects whid Defaul Domain Paolicy
of stored on a computer.

R 4. SMB T BN BB/ RS EIEENR/Citrix AH/SHIIE N B E S HIVIFRS 3R,

File Action View Help

&= 1m 2| HE 7T

Default Domain Pelicy [DIW-DC.DIW.NET] Policy
& Computer Configuration
~v [ Policies
» (] Software Settings
» [ Windows Settings
~v [°| Administrative Templates: Policy definit
~ [7] Citrix Components
| Authentication
» [] Control Panel
> [ Network
7] Printers
] Server
s [ Start Menu and Taskbar
> ] System
s [ Windows Components
(5 Al Settings
5 [ ] Preferences
v L, User Configuration
s [ Policies
5[] Preferences

<y

< >

Federated Authentication Service  Setting

) ) ] Federated Authentication Service
Edit palicy sefting Storefront FAS Rule

Description: || In-session Behavior
Servers running the Federated

Authentication Service integrate your

Citrix environment with your Active

Directory infrastructure to allow users

to log in with non-Active Directory

credentials {e.g. SAML assertions).

If you enable this policy, you should
specify a list of servers running the
Federated Authentication Service
identified by their FODMs (e.g.
fasserver.company.com).

Extended £ Standard /

3 setting(s)
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\

HBE¥F CitrixBase.admx/CitrixBase.adml #&4x X 47102 PolicyDefinitions X#4¥XfE, BX&&
MRS RIGIGBEF I GPO LA, EF R 3 zfE, BKES MRS HREIZERTIE
EIREMNR > Citrix A% > FHIIEHFEF,

S5 TAKEGENEBIIRSREHEFERA, X/ATFEERERET, ERIUEHPEE

FAS ARS52589 FQDN,

& Federated Authentication Service

E Federated Authentication Service

() Mot Configured Comment:

HrerausSetiing

Mext Setting

(®) Enabled
i) Disabled
Supported on:
Options:
FQDONs
List the installed servers in Value
FODMs | Show v fas1.citrixtest net|

0K

OK

Cancel

Appli

SR 6. A FAS ARSS2389 FQDN,
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NRHAZS FQDN, MFIRMIAF LTS VDA, StoreFront IRSZ2S (WNR7FE7E) # FAS BR
ZEFTETININE—. BBRAKKIEE,

SR 7. BEAERHARKBASHNBARKER. BrARFESHESNTEN (IMBRITET
gpupdate force) FREFTER LN,

RERTH
I SEBELE A 9 VDA RIEFRECE—MRIBHE, R RENIES. FEMNENTER. 12

LSRR HH BT EEIERR FAS MNRIFRIERERN, JTERNIERBF A, FEHREE
AR

In-session Behavior Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

(") Disabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process ~

Prompt Scope | Per- e 9 policy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

30 | -

] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

EATIEALLERR, FiF FAS RIEFHZEHAF M VDA £IEHIE T,
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BARRAILERER, HELE FAS RIE#IZEET.

"SEE

INREALLERES, RREENZEFNAR AP EENAEFERRIERNIER. B=MER :
- ERAE—ENERTERT, MhANFHIRER.
s FHERE—S 1 EESTHNIEFHR 2R TER.
- RRERBE—AFRTHRER, ETRNAFRIEFHFERER.

A =B
NREALLERRS, FRBRZERIESSRREE (UMWREA) . Fl, MRigEN 300, A
FEADHIBR—XER. EAEN, SRILIRETIRTAF.

B TE U
MREAILLEREE, YEFEREN, ERIENBEMMTEE. ITARMUTBIREEENTE
BER, YAPEE Active Directory B REIERT, EEALLINEE

PE BT ERRERE A T VDA LRFE R

{EANKE B MIIERS EREH S

RE&E FAS BRI ERATF AZSHERE, {8 PowerShell REIRH T ESRKBET, B X% FAS
PowerShell cmdlet B35 &, 1&E£1% PowerShell cmdlet,

FAS EIZHIB{EN FAS N—RRDRE, BEREPIKE—EMR (Citrix Federated

Authentication Service) o

BREREEEHISNN, ER5ISEERUTERE, XU :
o EREIUEPIEMG
o IRBEIERBMAENI,
o BN FAS FRIEBMANIM,

TR U ERRERFEELEFIER—ESE,
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FAS EIRZHISEAEETIAM FAS RS, MBEFE, ERAIUEREN A LANEERS—0
BRS5 88 BT AZARSS

&4 Citrix FAS Administration Consale - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another sewerl Refresh

Complete these setup steps:
Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREIE PR

AEREHMRG BRI EREERIER, FAS RMHET =1 Citrix IEBRIREEB S ER,

» Citrix_RegistrationAuthority_ManualAuthorization
» Citrix_RegistrationAuthority

« Citrix_SmartcardLogon

IXLEAE A TTE Active Directory 7. B ERE 1L, AEBEITHAE
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&4 Deploy Certificate Templates
Important:
deployed to Active Directory:
- Citrix_RegistrationAuthority_ManualAuthorization

- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Domain or Enterprise Administrator.

consult the online documentation.

When you click "OK" the following certificate templates are

This step can also be performed manually. For more information,

-«

Deploying certificate templates may require you run this tool as a

BARAECE R 7T B2 (certificatetemplate B9 XML X3RS, XLESHRE FAS ZEEU TN

=R

C:\VZRF X fF\Citrix\BX & B 17 IR IEAR S5 IEBRR

ThisPC » O5(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates

-

Name Date modified Type

+

W

| Citrie_RegistrationAuthority_ManualAuthorization.certificatetemplate 31002020 5:25 AM ERTIFIC
| Citr_SmartcardLogon.certificatetemiplate 2M0/2020 3:25 AN CERTIFI

Citrix_RegistrationAuthority.certificatetemplate 1 ERTIFICATETEM

& KB
TKB
S5KB

INRIERA TEXEFERAIINR, BRERHLIER Active Directory EIE 51,

BEFNLERR, ERUNSEIERBIERFEITLLT PowerShell ap4s -

$template =

late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

[System.IO0.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
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$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory IEFARSS

R Citrix IEBIERE, DAE—DTHZD Microsoft DAIFHME N KIARSS 25 E L X teiEtk, &
X GN{AIER=E Active Directory IEFRRZHIER, 1EEIR Microsoft 31,

BEIEBMANMEENRNAFRBAEED— T RSSHE LA HER, EAKEIEBMANA KL
mEN

(A UER Microsoft IEBIMANATIESR & L HIEHER. )
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Complete these setup steps:

&3 Citrix FAS Administration Consol

Initial Setup Rules Advanced

e - connected to localhost

Connect to another server

o Deploy certif

The required temp

o Set up acert
The authorization t

Click "Publish” to p

Authorize th

Create an authoriz

& Set Up Certificate Authority

Important:

When you click "OK" the following certificate templates are
published on the certificate authority selected below:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator.

This step can also be configured manually. For more information,
consult the online documentation.

Certificate Authority:

— t X

Deploy

Refresh

Publish

Create arule

A rule defines a sm|

You have no rules ¢

Connectto C

-« O

Complete this step if you wish to use this FAS service with Citrix Cloud.

Authorize

Create

Connect

IRANEX S S IIEARSS

F RSB FAS BB, BEIRHEH|&EA Citrix_RegistrationAuthority ManualAuthorization #&#k 4
FIEBRIBER, AENELAEE EELRBIZIERIIERMANEZ—,
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X

&8 Citrix FAS Administration Console - connected to localhost — |

Initial Setup ‘ Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificata tamnlatas Deploy
£$ Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Setu P acert Authority certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Administrato{' must signin to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize
Certificate authority:

| Y |

Create arule Create

A rule defines a sm|

You have no rules ¢

Create an authorizg

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BREXRE, ERHIE Microsoft IEBIUANMTIESI 2 HIFFARIERT|ERF, (FAKE FAS TR
MUK BIRFAIRIER, IEBMANMER R B AMASIELIZIER, FAS RIECEFBELRLE,

FAS BIREHI G2 ER— DU e B, EIEEREEMA L,

7£ Microsoft IEBIANHERI G, GR|TAEES, ARNEBBEREFMEIIEL, NRE
EEMR, FAS BIREGI AR EREBIGED, MREEFELE, FHaRETHEIRER,

IFiIe Action View Help I

e 2oz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Mame Request C
4 é citrixtest-CA-1-CA R S— BEGIM ME... —tr - T b [ e o smmrim 37407 /3040 404 CITRIXTEST\FAS-1%

| Revoked Certificates All Tasks 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

| Pending Requests ;

| Failed Requests Help ssue

| Certificate Templates Deny

< m [ >

Contains actions that can be performed on the item.

FAS EEZHI o= et i2 A e XA RERE /17 #hETEl
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&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

C Authorize this service

Authorize

There is a pending authorization request on Cancel request

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

ECEXL

FAS EE#INI, EHE StoreFront BY3E/R, WAUNA BT VDA BFRMSIERNFERINER,
BEMNIEEUTRE :

o SEEFEKRIEPH StoreFront BRSS85.
« NEEKIEBHBEFE,
o RIFERIERR VDA IHEE,

Citrix N 8% A default’BIFLNI, K} StoreFront TEEX% FAS B &iEKEZM,

EoI L RIBREZEEXFN, 5| BARRERRRFMIEBIANME, HNERENEERENE
MR, XL BT LA E N HAREA StoreFront BRS5288L Workspace # /8, FHHRBE B IE
ITf¥ StoreFront AiRZSARECE NIRGFMER B E X TN,

AEelE (RN R+ Lo EelERN") UEHMNEIERS, ZRSRHBESIEMRN AR
FHIER. MM ETF B RSN AIHE,
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&& Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default y W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ZRSKWEUTER !

BiR . BTMA B IEBAERIENR, XSBAZ Citrix_SmartcardLogon &4k, H&EZHIEXEME!
A (BBHEEBER) -

IEBMANM © 5% B PIEBHABEREERMEN M. FAS XERMZ MIEBIMANM LS
BIERBNAH T, BEREERNEBMANERRSERARRATA" BERIEBIMANEE
#,

RIEREA | AWFRIBEAERETHZFITEE RS VDA ERE R UERIES,

o RIEER“ADFRBEACER” FRA, #75) —IBNBATERHENEE, ARTESMNRIEEEN
lﬁlﬂu—f:ﬁo

- BERATFRIERER"—ARESNERIEEENOHRNER. ASHEF ARIEFIEDT, )
VDA RIERIFRIBNFIR (FIENIRNEBMMILE X =) AJLUER Kerberos R ER#HITIHIE,
Ht A FEERIERIETR,

MREEFRFRIEAGER", WEXNBERARIERNTHAREHNENBET VDA, iIEBRETE
ERERBERFPINNERE#EPUHENBRERER. fi, MREFEX VDA KiEFFH
Web IRSZ85#1T TLS BPIIE, Internet Explorer AILAEAIZIEF,
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AR | SN AR R ERNEMEEITREBNREME StoreFront BRS58ITENT IR HTF
FREXENR, SRS AD M REH,

“BEEFRENTEMEXEE, YWIEEEE,

AR

MRIEUF FAS BRS588 5 Citrix Cloud 55 1R, WEHEE A S, = Citrix Cloud AR
B, StoreFront iR PRIF# 2E, ERILUFMEREIRVFENI S Citrix Cloud A4 StoreFront E&E—
tefER. ZHAM StoreFront EFAFINIEY, StoreFront AR RIIZAE o

ARINMPR (RIFETEBH") ELEFAERNS. Eit, TNTEBBHAARITFERN StoreFront fRS528.

i Permissions for StoreFront Servers -

Security

GI'CIIJD ar User names:
& STF-1 (CITRIXTESTAS TF-15)

| Add... || Remove |
Pemissions for STF-1 Allow Dery
Assert Idertity ]
ok ][ Coos | [ ooy |

BRE! : FILAER FAS BERAFH VDA IHEHFIR, UKRAILUEE FAS MAIERBRIAF TR,

- B VDA BRI IRIEEMLE VDA AJLAEH FAS BREF. VDA FRIKIASIFHITEN.
- EERAPNBAFEISEWL AP B UER FAS % VDA, BRPSIREAAIZAF,
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INR FAS BR800 5 VDA AP BVEARE, MATUESBIABR

Securty

GI’DIJD ar user names:

Domain Computers ({CITRIXTEST \Domain Computers)

Pemissions for Domain

Computers
Rehing Party
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Securty

EI’CIUD ar user names:

Domain Users (CITRIXTES T \Domain Users)

Permissions for Domain Users

User Authentication

=AM : $87M Citrix Workspace IR B R TS BTE@ SR LERINI, %R Citrix Cloud BY, &I
EFEZE BT Citrix Cloud BIFIN, EHER| Citrix Cloud &, £ 8] LOET %8R Citrix Cloud 384
R Y B B S
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&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

%33 Citrix Cloud

RETLAEFR Citrix Workspace ¥ FAS AR$5251% 33! Citrix Cloud. EERX R Citrix Workspace X

=
Bo

1. EYRIREEIFH, E9&E#EE Citrix Cloud' 2 &5 &8,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. EBREERINE, ARREE T

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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kRS, HA Citrix Cloud 7],

3. BOETR—TNMH—EME, ZEAEHLMTE Citrix Cloud FFAE#ME, B XIFMAER, BEEHE
A= S EMRE) Citrix Clouds

&4 Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESODAR

Summary

( Waiting for confirmation...

= a=B

4. EMEIIERINE, M TRSIRPIERFRFEINERUE.
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Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

&4 Connect to Citrix Cloud — O X

5. SNREA, BEFEFFKF, AREREERE FAS IRSSNERMUE, PEME, A X AH

B,

6. EEFEMMER, ERAMEMNZEIZMN, BET—F,
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Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

&+ Connect to Citrix Cloud — | X

7. EHRELY, BEFEmUGER Citrix Cloud &,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud &7F#f FAS BR5528, FRHEHERTEER Citrix Cloud tk P YRR E T1E Lo
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==

A FAS RS ERIAMA AP IES, AR F2FIA1E Citrix Cloud # Citrix Virtual Apps and
Desktops.

WrFF & Citrix Cloud BYEE:

7EM Citrix Cloud ZRI B FAS fRSEZ23/5 (f0ACitrix Workspace XERFR) , 1EEED]
Citrix CloudFiEF 2,
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=
ATROXERETH XHEBRIIIRS (FAS) WERRBENERIER,

BxXER

o FAS ZEMIIRIEENTEESZEHRRZ (/zh-cn/federated-authentication-service/2407/install-
configure.html) 3XEHHY,

« (/zh-cn/federated-authentication-service/2407/deployment-architectures.html) XE AR T
FE FAS RREWNHE, UKRIEMA X B & #ARENNEMNENEE,

NHEFEFBRKEFHWIERSS

AXNET EZHFREERSIRMERE (MSP) IMEFE RS BRIRIERRSS (FAS) NP E, & XiE4
8, 1F8% 82454 | Citrix IRSZIZH DaaS.

FoRFM

« JZ#A Citrix Cloud HIFMFRMUENEERRIARNR. BXIFARER, 72 EREERNR

o

o IMBREIULTAF-MSP X%, BXIFHAER, 1BEIR ERHT Citrix REZIZEERY Citrix DaaS,
BoiE MSP &/
1. FAEEREENB R AI BT Citrix =o
B ZERIEERSS NAMEBERLERIERES Citrix Cloud,

JOIE S A R I2R X BXAVISTE S AMBREE > 8 T A,
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B Citrix Cloud x e

< C (Y @& uscloudburrito.com/identity/domains

< ldentity and Access Management

Authentication Administrators API Access Domains Recovery

+ Domain | C Refresh | (] Show Unused Domains

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local coe >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v
iz AT J * )j
2. ’ITfiE/EH'* ==} gzl E. o
N N Lt s PN I
SRR, ARBL TS (.), BRE EERSE,
B Citrix Cloud X+ v = [=] X
& C () @ uscloudburrito.com/identity/domains e % O@
= | cifnx 2 o
© |dentity and Access Management
Authentication Administrators APl Access Domains Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local ooe >

Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v

Manage Federated Domain

Disable

WEEAHES +o ARRE HA.

© 1997-2026 Citrix Systems, Inc. All rights reserved.



KE B MRS

Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3. WIEX XAV S FETEAH.

WHBAENE, EREFEFIE S, BRIBRERIE SGMBRER > 15 T

IO X BXRYIR R B 17 7E THH P H (/en-us/federated-authentication-service/2407/media/fas-verify-

domains.png)

R[E] MSP B,

4. &I FAS BREZ 23 H IS EEM R Citrix Cloud,

7EFH BV Citrix Virtual Apps and Desktops #JRFTTERY Active Directory (AD) MAIZEE FAS, ¥
FAS E#%]51% AD MX BN R IRAE, BRI FAS IRSER, 1581 REMKE.

5 BREEPER
HEFRERER FAS
- ILEEHNEDIREIER (1dP)

PIREEFEF, %3 SMMHNER > BHRWIE. FEE)ZE0 1dP HBARAD 5 1dP [F
27

© 1997-2026 Citrix Systems, Inc. All rights reserved. 42




KE B MRS

« NIEFEH FAS
%3] Workspace E2E > B RIE, EREEBIRENEMRERIEHER FAS,

E A FAS 8 (/en-us/federated-authentication-service//current-release/media/fas-enable-

tenant.png)

BRI

TEMIBRTE P MBS 2 BifiER MSP IHZE— 12 MB, FARUNIEF B FAS, BHRTZ
IHARBFEETF MSP 1, FAS JF5KMK,

Azure Active Directory B R &5

Citrix Federated Authentication Service (FAS) AENIAIZEB Virtual Delivery Agent (VDA) iR E =
E R (SSO). FAS &I M VDA IREAFIEFHHELI SSO, VDA EAZIEF M Active Directory
(AD) BWIEAF &R, R VDA RIER, TEEHWIEEIAIIAR] AD FHiR,

1BE , Azure Active Directory (AAD) BISEHER 5/&8Y AD 1 AAD 2B #1TEY, MM AAFPMITE
VMEEEEEM. AXNETEER FAS BY, M VDA RIEWEBSLIL AAD SSO FREHERANECE,
XAV P TEEFHRIEENTHIRS AAD RIPEIN BERF

=r .

b= W

FAS TREFSHECERIRILY SSO AT AAD,
IEREE FAS RIERIEH,

1B LAUE AT ARY FAS,

RO LUEA 15 FAS BIEfahiA VDA,

. J

AAD SSO MU ABLEE TR :

AAD B{RRIFIEH VDA BMA VDA BE&MA
tE £ AAD 4 SSO £ AAD EFEBH SR
JE

BX 5% Active Directory B & 7£ ADFS EEH Windows & HA{R WS-Trust
B 1R IIEARSS (ADFS) R I8IE certificatemixed 245 R BE A
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AAD BRIIFIEHR VDA BlA VDA BE&IA

KEeRB =1 S niRMER ERE=SRRAR ERE=RRAR

o LB AAD i 2IEAF SHWIETE AAD #1TRIE, BTN AR AAD B9%1E,

« BXE AAD 15218 AAD ECE NN BEMRIIEEE DR EMUBERE. Flt0, EEMRE] ADFS TEH
=H BMRREER.

« JEENMAR VDA E/0A AD #1 AAD,

BNALEER VDA

FFENMAEE VDA, B Windows B4R 5IE (584 LR AR Windows B2 581EE,
Kerberos) SEIR¥t AAD B9 SSO., HFF M VDA I1EFIAIEIS AAD FRIPHIN BEFE, S&%3t
AAD BB IEIE, TEIERT 2R3N EHINIETIE ¢

Federated IdP AAD
or ADFS
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windowe
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

BR4TE AAD EHZ2RENE &SR,
BEXHE ADIHIREMNER, BERLEERTR.
HFEESE ADFS B9 AAD 15, 157F ADFS BR5528 /S A Windows B 15511,

NTFERSRIB =S FDIRMAEEY AAD 1, ZFEEUNARG SR, BERENS DR HE I KA,
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BRI LU AN AR VDA FHEVERR A RABTFES AR VDA, B2, FH FAS BAS4%E
B AAD ERIFTTHE (PRT).

EBRIMAR VDA
JEEINAR VDA FBIA AD #1 AAD, HAFERE VDAR, SEIEUTIH .

 Kerberos ZE R FEIE (TGT), BT AD BRHITEMRRKIE
o ERIFTH (PRT), AT AAD BIFRHITHRMAINIUE
PRT @88 X APMTBENNER. AXE, IERMNAT AAD 45105,

T FAS i@id [ VDA IBRIEBRIEAF 514, RtkRBEESLM 7 ETFIEHE AAD BRRIERD
8EBIE PRT, TEIERT 23N EHMIIETEE :

AAD Federated I1dP
or ADFS

3. Authenticate to AAD 3'. If federated,

b ettt with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD g A
with FAS user

certificate Domain Controller

Hybrid joined VDA

BSEATIE AAD BIRFEENE RIS RITR-

JTFHEER AAD 15, i5ACE AAD CBA., B ¥ FAER, 15217 Azure AD EFIF B S 1050 FH]
i, VDA f£F8 AAD CBA &I 8 FAS iEHE AAD BiEAF 515,

Microsoft X5 T ERERFIERER, EEERANERTHER FAS BRIERERNIE
Lo
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FHTFEBESE] ADFS B9 AAD 13, VDA R ADFS BrRZ3 23089 WS-Trust certificatemixed % 1813 FA P
B FAS iE$H[mE AAD BiIFRF &5, ttis=E2IAEH.

WFEEERE=ABMNIRMEEN AAD 15, TJEEFEERLBRAR, BHRIREBLISEI—P WS-
Trust certificatemixed iim., 1EEREN B DR EELIRENE B,

IEBI A AIECE

This article describes the advanced configuration of Federated Authentication Service (FAS) to
integrate with certificate authority (CA) servers. Most of these configurations are not supported by
the FAS administration console. The instructions use PowerShell APIs provided by FAS. You

should have a basic knowledge of PowerShell before executing any instructions in this article.

IREZ ™ CA IRS5ERATE FAS R{EMA

A TE RS R e IR, R FAS BIRZEHISACE FAS LUERZ CA :

&< Edit Rule — O x
Edit rule "hello"

Template

Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
AEEEs Gl Template available
Template available

Restrictions

Summary

< >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IRIEERIFRE CA #HIUAF Citrix_SmartcardLogon IEFHEMR (SRR HIRZFAEMIIENR) -

INREHRLERBED CARKEAENER, BN CARIT REIEBHMANE TE,
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BEARGREA CAHIT BAULARS P8, RAELSRAEERIGER AT ERER
CA.

FRAIT X
ERERZ CARSIRACE FAS iREB2EE, BPIEBEISEREEEERN CA IRS3EZiE D
Ko A, MMREF—EAERN CARSERLAEBIE, FAS IREZFFUIES— 1 AT A CA BR

55880

HC & Microsoft IEHMMA MM LLETT TCP i5i0]

FAS f&£f DCOM ifia] Microsoft CA, DCOM fER RO 135 RAIARSS (ETEMHATAIIHO. BIAER
T, MmO SS . XEXMAHAERENAIRRSHE 4. Eit, Microsoft 27—
fhEEERSImOMNAE. E7E Microsoft CA LEZBERRSIwO, 5% F Start > Run >

dcomecnfg.exe UFJFF DCOM EEEEMR. EF Computers > My computer > DCOM Config L4
&R CertSrv Request Tim, A5, 4RiE CertSrv Request DCOM M AEFHIEMY :
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CertSrv Request Properties |2 | X |
| General | Location | Secutty | Endoornts | identty |

DCOM Protocols and endpoirts:

-*T . defaul system protocols

¥ Select the DOOM network protocol sequence that you want to
Jry  add Enterthe endpoint detals and click OK when you have

Protocol Sequance: | Cormection-cnerted TCP/IP

() Disable protocol sequence

O Use defank endpoints

®) Use static endpoint EX

17 Use irtranet range of dyramic endports.
() Use intemet range of dynamic endponts.

o ] [ omes ]

| OK || Cancel | ook

¥ Endpoints LUERESIHRHIEE TCP ixOS (£ LEfAZ A 900) o
FRFIF, BAAIEEERFIRO 135 MmO 900,
EE Microsoft JEHMM & HA AN FBE X,

THREE FAS RS2 (HEMEMERIERMAVANNEE) , EH DCOM A RPC %O 135
BHITIHEME. YEFIHEEMER DCOM Y, EREHDIRSEE LM DCOM RPC BRSHiEK AR
FEH DCOM RS8R, XA IHO 900 (FELRBIF) 17, HE DCOM REBIBRIETREF iR
EERNIZIE .

PR R FIE$

£ FAS RSP FERAFIERE, ARFNERNEREZESRE. UTHINBTNRHNENHZ
I FAS IRS3235T R IR (o

FXEY Active Directory FAP %R

IERILLET B AD FHFA P IIREFMERIXMHR (PN, .csv X)) RSFHIEBER, A THIFR
o
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Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser 2— MrAER cmdlet, BFE@AFIIR. LANTRASZT—1FiERSE, BTN
FHEH UserPrincipalName Bk PR 9 enabled’BIE o

SearchBase £ 48/\ 7 1£ AD F#ZRAFPHVER, MREELE AD FHNFRERF, AIUERILS
#H, FE EEAREEKRERF.

CSV XHERFGFXIE :

B user_list.csv - Notepad

File Edt Format Wiew Help

"UserPrincipal Name"[l
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuser3@hvt. local”
"testuserd@bvt. Tocal”
"ucsis@bvt. local"”

"ucs3ogbvt. local”
"jime A @Bk Ta~a1"
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FAS fR5523
LUF PowerShell BIAFREN 2z 814 LAY AR F 51K eI B P IEB5IER,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user .UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

INRIEBEZ FAS IRS328, FERPRIEBHERMR | — M EERSHF, B TEXERBR
SaaHo

EHIAE R T default’ BN, SNREFEARRBMNBF (B0, “hello”) , RFBLHIAF
B9 $rule LERNAL,
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AL B (/en-us/federated-authentication-service/2407/media/fas-caconfig-rule-name.png)

ST EMVADIED

INRIEEERZ N FAS fRSSE8, 1ERJLILETT FAS BAGEBMAREMEERNAF,

EAT UER GUI EFIEMN FAS -

A1t E1& (/len-us/federated-authentication-service/2407/media/admin-console-reauthorize.png)
TR AT

1. BUEFAUIBAGES | New-FasAuthorizationCertificate

2. B FHFIRSUEDRRI GUID, AT SIRE] : Get-FasAuthorizationCertificate

3. ¥ FAS IREBHE T HIPIET, . Set-FasServer -Address <FAS server> -MaintenanceMode
$true

4. IRFBUIEAGESD | Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. {# FAS RSZ2HRB H4EIPIET, ¢ Set-FasServer -Address <FAS server> -MaintenanceMode
$false

6. MIFRIEBAYIZALES © Remove-FasAuthorizationCertificate

BEXER
. XEREHRE £ FAS RENRENTESE AN,
« BB S RIIEIRS B E S A EB BRI E T,
. BARIER R X EESRREXERNE,

FhEALRIF

b))

IEBFAETE FAS RS & LRIBRATNBUEER. XEXBIFLATAET FAS BRS2HIMEARSS K 716,
HERIMTIENRA FHo

FhEAEMRIEE

o 5FMIAEIEP X BXAVELER, 3RE Citrix_RegistrationAuthority IEH1EHR,
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o 5HPIIEP XEXAIFLAEA, KB Citrix_SmartcardLogon JEHER,

SoPR E B RAEMAAIIES | Citrix_RegistrationAuthority_ManualAuthorization (ZRIABERERA 24
/\BY) F Citrix_RegistrationAuthority (BRINEREERFE) o

TEBRESMIIEARS (FAS) BRI EN MIRIGE AI-FHMFE 3 A, HERHWICE, FAS
RSB RER—TEAN, HEIEBMENELE—D
Citrix_RegistrationAuthority_ManualAuthorization IEPENEPEZIERK. XE—MIEIHER, ERIA
BWEAA 24 BT, IEBIMANMARBEMA LIS ; Hik B NBEERERTIERMANE EF&h
B IEBMAL FAS fRSE83/5, FAS 2{EH Citrix_RegistrationAuthority_ManualAuthorization
IEP ERPIREN Citrix_RegistrationAuthority IEF (BRIAERHAATEE) . FAS IRSIRTEIAEN
Citrix_RegistrationAuthority IEPf5, =IIEMMIBR Citrix_RegistrationAuthority ManualAuthorization
HIEBFE A,

SEMAAIES X BXRIRA RIS 38U, EEMAIIERRER D IFAE L RRER AT MR R FPES

BERRAFPEMAIERIEK. Eit, ZEHIERIERAEBAIUERNZESPREAAF ERTT
Ko

ISR LUECE FAS BRSS28, UBEREFALRLERNANRIPIA, ERUTAEZ—
« Microsoft 38583 RSA 1 AES NNFEIRSZIRHEFIZF o Microsoft R FATFHIRHER, BT M

NAIERF AP IEBRIFAA.

- HMAEZEEEESER (TPM) BB Microsoft FERAEFMEIRMEER, BT IMIAIERRIE,
£A, AR Microsoft 38588 RSA #1 AES INEARS1RIHIZRF N Microsoft I EHFMEIR TR
FF, BFREFIEBREAR,

« BHRERR (HSM) HN EBINE RS HNEREFERERREFLSS HSM 185, BT EMISIE
PR IEBRIFAR,

AR EIRE

FiE FAS UERAX =& —, FRAXARIERRIE
Citrix.Authentication.FederatedAuthenticationService.exe.config X1, ZXEFERIAMIETE FAS
AR5588 _EAY Program Files\Citrix\Federated Authentication Service X {43,
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<2?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ ——>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] —->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!—— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.LogLevel"” value="3" / ——>
<!-— Logging: Event IDs to not log (comma separated) —->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress"” value="" / -->
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS (XTEARS EohE AL E X e MNRER T EEME, NHMEFHESH FAS FREFHMIEEEN.
7£ Citrix.Authentication.FederatedAuthenticationService.exe.config XEFIRIN T AR GBI X & :

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderLegacyCsp (£ CAPI #1 CNG
API ZEIHJHR)

& p=3 >4
= {E/H CAPI API

false (ZRi\) {#H CNG API

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderName (E{FERHIRHEIEFELTT)
& p=3 =
WERIEIR A RSA A1 AES MNFRIHIERF 2\ CAP| 1Z1H12E
Microsoft {4+ A Z IR HIERE ZXIA CNG R{EREF
Microsoft £ & ZHFMEIRHEER ZHA TPM 1R1H1ERF, 152, AR TPM
BTFRFPEH. X TPM BT EMNHAZEA.
INRIF TR EILIFIBRITIT FAS RS2,

EEWEN TPM MEBW SRR A E, X
ARSI ERI,
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=] p=d 2

HSM_Vendor CSP/Z ATz iR {12 B HSM iR, ZERMNEmR. R
B RITEEBUEIRERIETT FAS BRSS8, 1BE
WIRE HSM R, UMIARE ZHRFERIL.

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType ({7t CAPI API &R TE
=)

=l p=d

24 #RIANE. 15 Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B PROV_RSA_AES 24, FRIEZMER
¥ CAPI B9 HSM B HSM S BHE,
BN IR R 24,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (% FAS EEH1TFATHIRIE
B, EERALAEENE) RPN IISH RS, NREGZRE, WATER TPM BiR%E
fifo

E o 24
NoProtection FAEART AR Ho
GenerateNonExportableKey FRiko AT AESH.
GenerateTPMProtectedKey IR TPM #HTEE, AREIEE

ProviderName A#gERY ProviderName 77i#
(5140, Microsoft ‘F&ZAEEIRERER) -

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (38 FAFHRIGIE AN

=] AR

2048 ko WRILUER 1024 3§ 4096,

EBEXHREUERARRTUT (RERIAMEUIEET)
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Provider

! “True” “False”
egacy
CAPI API (CNG APl)
CSP ( i )
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider EnhandcicésRSA HSM Vendor HSM Vendor Microsoft Microsoft
an ) Ksp Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Key Generate Non Generate TPM
Protection Exportable Key Protected Key
Key
Length ‘ 1024, griiE:Wor 4096

[i-£7k el

=~f1
B T R Microsoft 24 Z ATFMEIRIHIZE R FME 0 EMYAIE BV EAF B P iEBFA5R,

XRAMINNZEEERE, TRMANAEE,

=l 2

ERPIETRT @ Microsoft FEERFMHEIRMIBFFETE FAS IRSESEREEM TPM FREGEMAE
IEPBFAEA, LUIRAER Microsoft B &R AFMER HIZFFMER AP IEH A,

A ERIZIER FAS BRSSesER ER TPM BEARHE TPM KIS RAINETE BIOS FERA, AETE
Windows H#J#81t ; i52% <https://docs.microsoft.com/zh-cn/previous-versions/

windows/it-pro/windows-vista/cc749022(v=ws.10)> .

{58 FAS EBZHIS

FAS BIEZHI S TERITERAIIRBELIER, RERENVERE, BRIEEHASLDIFREMAMIE
PHRHITELIEPERIER,

HITHE FAS IRER, EESEIIPERINEEIIPMAN MG, BEEBNIRSH (BEFY)H
HFE 3)
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SR B TERU M TRBEE B -

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMFrotectedEey" />

SAFBEN D AR

<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -——>

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ --—>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] —-—>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-- Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / —-->
<!-- Logging: Event IDs to not log (comma separated) --—>
<!-- add key="Citriz.Authentication.UserCredentialService.Systemlog.Supress" value="" / —-->
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" wvalue=""/ -->

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

Bt TPM [REIBEAKE, RIARPBKEN 2048 i, FHFEEENBEHZEHNRAEKE,
S8 2 . EIET Citrix Federated Authentication Service M MBERE 4 PIEEE,
SB 3 BIRS.

B4 NEBMANIEIRS SFF ML FAIBAERIER, RECEMVIERfE, EEEH SR
EFFFHNTSER 3 FEREE, LB, IMYADIERBRIFAARTE TPM LR, FRINERT, EHE
BEHAA 2 o

EIAEMTIMIE B AR S EMRFMETE TPM B, EFERLLT PowerShell @4y, HNSEMAN
IFBHFLAEATEETE TPM &, NIl PrivateKeyProvider FEXISE &} Microsoft Platform Crypto

Provider

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

HBR5 ! NEREXHREBREIUTRA :

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableEey"/ >
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RE FAS TNEMES TPM RPEFNAAIES, BUFALBSEME, TPMBHTMA
2.

$R 6. EFEDH FAS, XNBFIRS BRI BE XM H RIMEHME, BN BohIARRIER
FEMAFIEPESDR ; XEREFANIAEMET TPM B, ME(ER Microsoft Software Key

Storage Provider,
R 7. 1 FAS BEIEREHI o ERNEDT+, HiER ZEMRKE RAmtRIEIRE.

{£F PowerShell

RILAERS PowerShell BEIFICEMAWIES. XERTARLHIERMANMBIELIERERE
SRAUAEMIMIIEBRALR, BREEEER FAS BIEEH a#HITELIMYMIEBELIEK.

SR EEREEEFISHITIN FAS ECEHE, (NElRim TR | BB IEBERR MR EIE
PR

&< Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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R 2 EEERMANMRS s L, RINYERER MMC B8, GRES
Citrix_RegistrationAuthority_ManualAuthorization #&#y, FAS%F & HIHER,

EREINET £, BRRITMEYH. FIREIFR, BFA Offine_RA, BXEIN 2 F !

Subject Name | Server | lssuance Reguirements
Superseded Templates | Extensions | Security
Compatibility | General | Reguest Handling | Cryptography | Key Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2| | yEErs W | | ﬂl | days

[ ] Publish certfficate in Active Directory

[ ] Do not automatically reenroll if & duplicate certificate exists in Active
Directory

B3 EEERMANMRSESE L, FLEBHMATIAE MMC EI28 7T, ARETIEBRR.
TR, AR EEMARNIERERR. ERERINI SRR,

R4 1L FAS BRS328 _EMNELLT PowerShell cmdlet :
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

S5 . 1E FAS RS20 TPM FRAERY RSA FEAx, FHiBid7E FAS BRSS 25 i ALLT PowerShell
cmdlet REIBIFPEFRIERK, FE : T TPM SRFIRBAKE, BRIABHAKERN 2048 fil, 1F5
WIEEIENEGZIFNEHRKE,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>
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fgn

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
ERUATAR !

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

¢ WaitingForApproval

s EEEFSBHREE IdGUID (TELERAFIF A 5ac3d8bd-b484-4ebe-
abf8-4b2cfd62ca39”) o

« AIRfIE PowerShell cmdlet (PA—RIEBE", BT EREMYAIERBRIFATA,

BTt cmdlet B, J$OE FAS Boift NECB X HIRENRIE, UMEBFERNERKE
(BRINEH 2048)

o HFELFDD PowerShell oY EMYAIEBFAERIRIED, -UseTPM IRE A $true, Fit
RER AR EREER TPM FREIREARLENE,

« BTt cmdlet AR EHECE X FHRIEIKE.
- E/R4BE) FAS BEIRAFIEBILRIR(ERE, HER FAS B WX HIREBE,

« 3 FAS RS ERMAR P IEBUERS TPM RIFEAFPIEBRAIAR, eI LUSECE XX HH
H KeyProtection {Ei& &9 GenerateTPMProtectedKeys

R TPM BB TEMEAN, BEEMEANE, BE FAS IrR5528 L Windows EHEEHRT
BN AERF BE.
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14 Mone
16 Mone
15 Mone

(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

: e61a73d7-bb61-44af-8d21-

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation
1159d864d82e]
sig : wn

MEER:

Application Number of events: 3

Lewvel Date and Time Source Event ID Task C...

@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore 14 MNone
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore
@ Information  22/07/2019 12:3%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:

False]

X RMF2ER ¢ Microsoft Platform Crypto Provider”

SR 6 . REBIERED & HEIXAIERT, HRERFAARGEHEE,
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E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

< >

SR 7 . @iLTE FAS IRSS 28 LB PowerShell EP%E]\L{_FP\]%‘, HEPEZIERERBEBIERIN
RHLH

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>
fan -

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

ETRUTARR !

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

B A BE R HILIEBMANMTIR"E Do WRFIFENEBIMANMEERESA http (TRER) 0 DCOM
(8P EAft. HIRAA, EIEE DCOM 1ELT
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Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel

IBEIEBMANMIG, PowerShell £ RequestiD :

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

PS C:\lsers\Adninistrator. AUTH> -
S8 IEPMANMARS S L, EIERMANME MMC BIESTH, SEHEBINIER . 12 TI5
K ID. AEARBIZIZERHERME"

LR . REFBMRMER TR HEINNHLRES (EKID KZTE) o WEFTHIER, ®F
WHRER AT+, 2HEHBIXMH . EBSHASHEN. BEHT—%", AXHRIERUTE
In :
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

RN MNEHRIBEITA - PKCS #7 3B (.P7B)", FHAMNITUEIFMNRETRE, FIEREIEBR

IR 10 . [HSHANEBXH E HIF FAS fR$B a5 L.

HIB 11 BT FAS BRSEZ 28 LA LLT PowerShell cmdlet, fEEMAMIERS AR FAS RS2
h :

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcaTCertificateFile <Certificate file from step 10>

fian

Import-FasAuthorizationCertificateResponse -address fashsm.auth.net -Id 5ac3d8bd-
b484—-4ebe-abfi-4biZcfdb2ca3® -PkcsT7CertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

BRUATAR !
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PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo9g8boc2705 C:\Users\administrator.sTU\Desktop\TPM_FAS_Cert.p7b

1 74d427ff-c55b-4d6d-87ae-1ff98bec27es

: [offline CSR]

1 978816¢cd-8b21-4695-8c5d-88bb7df1816b
CertificateRequest :
status : 0k

EMIAEMYIMIEBFLAR S EMEMETE TPM A, IEFERAUT PowerShell a5, BN FMAG
IEBRFLEATFHETE TPM &, NIl PrivateKeyProvider FEXFHI& & Microsoft Platform Crypto

Provider

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

HB12: X FAS BEEZHIG, AREHMENE.

&4 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AR BRAULRS S RE B REEAERIC,

S 13 . 1F FAS BIEZEHI S IEERINLEI &, H4%4E (/zh-cn/federated-authentication-service/
2407/install-configure.html) BFFTIRAYIGE,
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=3

e RBREFZMETE HSM PR EMANERFAAN B IEPAH, RFBRESERE HSM. 1R/
HSM [ EBIRHEREF LM, FIg0“HSM_Vendor's Key Storage Provider’s

INRIETHRTEEBULIFIRPIETT FAS ARS8, 1BEEER HSM ML T MR RE BN s A2 7 S 5
1B

SR 1. EEAEEEH S HTT FAS ¥IRIRERE, (NFEMAR TSR | BB IEHER M IREIES
AR A"

&4 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

SR 2. TREN HSM HEEX, UHEZR HSM B ProviderName BN A, HAREHN
HSM fEF8 CAPI, NIXtEA R e eEFZF 5/ Cryptographic Service Provider (CSP). #1R&
B HSM £/ CNG, NiRHIZFEIaE /9 Key Storage Provider (KSP).

B3 BT ANRBECENF -

<add key="Citrix.TrustFabric.ClientSDE.TrusthAreadoinParameters.ProviderName™
value="H5M Vendor’z Key Storage Provider"/>

XHEMIEN I TR
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<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ —->
<!-— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -3

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel" value="3" / —-—>
<!-— Logging: Event IDs to not log (comma separated) ——>

<!=— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs -->

<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

A ZRIZER HSM 8 CNG, EItk ProviderLegacyCsp {EIZE N false, W1RIEH HSM A
CAPI, N ProviderLegacyCsp {EMNIREN true, BER KL HSM H X, UBEERH HSM
M CAPI X2 CNG, BIEEREM HSM HEFENY, THEIEXTT RSA BIEMZIFNERK
B, FlRAG, BRKEIZBERIRINE 2048 i, BRTIEENRAKESEERIE,

LB 4 . E|EIET Citrix Federated Authentication Service W MEZE X HEFiEEE,

L5 . £ HSM RERERL RSA BIAR, HiBI R FAS BEIEZHISRIFIIRIREIET+ FBvRN
KEBIEBERITK,
SB6 . BWIFRBMEEE HSM AR, BHRE Windows EFBEFRINAREFRAE !

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

AR IRMER | HSM B EAEERHIZRF]

SR7 . EIEPWMRNMRSSE L, FIERBMENME MMC F, EEERERT R -

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
@1&? ————— BEGIM ME...  The operation cempl... Taken Under Submission 0770472016 1404 AUTHLUCSHSMS

ARBEIZIERFERTR.

AR D BRLERSSBRE—TERELS,
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&& Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

Create arule

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

— | X

Connect to another server  Refres

Deploy

Publish

Reauthorize

Create

Connect

h

S 8 7£ FAS EIRIZEHI o ERMUET +, FERLENIEFFmhRmEIRE.

FAS iEB7E68

FAS &R FAS Ar3528 LRI Microsoft IERBEFEREFMEEIER. CERAMRANEIERE,

BT EMAMERM GUID, IE7E FAS RS 85 i ALLT PowerShell cmdlet :

Add-pssnapin Citrix.a&ast;

Get-FasAuthorizationCertificate -address \<FAS server FQDN>

{5140, Get-FasAuthorizationCertificate —address cg-fas-2.auth.net
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

EIRWAFIERAIR, BRIA

Get-FasUserCertificate -address \<FAS server FQDN>
40, Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate

ThumbPrint : 2A81185BBEF8B69618@F5FDEGFACOFBEFBAEBS9

UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

fas.stu.net

5

£ HSM 7Z&FAAES, HSM B 28181d GUID #RiR. RILAERUTHRSIREY HSM FFAFARY

GUID :

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

fuan

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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ZWUsershadministrator: -FasUserCertificate fas3.djwfas.ne

entifier : 38485cdd-63af-43e4-9135-2412246b1112
W i Microsoft Software Key Storage Provider
: True

ThumbPrint : AD2441FA5S8A02066A84DB198EAREA9T7 65 28DE0ET
UzerPrincipalName : joe@djwfas.

Role : default

CertificateDefinition : default Definition

SecurityContex :

ExpiryDate : 19/81/2818 89:18:48

BXER
. REFRE B FAS RENRENTESE 21,
- B FAS HBIE BASARIERSAREWED XEPHTT B4
- BHRIER R XEE BREE XEPNE

FIREHERERER (KSP) T2 B (FKhR)
=

LABT, M Windows VDA B FAS FRSS S260MAR(ET iR B BB AT VDA L3E(TH—3IN%E
BRSIZHIZR (CSP) STHIAY |

e CitrixLogonCsp.dll - FF3 VDA #HITESER (SSO)

e CitrixvirtualSmartcardCsp.dll - AFSIERNIEH
fEBLEINEE, MERIEEIZIER T LOBEE R —XF KSP REIL :

e CitrixLogonKsp.dll - F3F3J VDA #1T SSO

e CitrixVvirtualSmartcardksp.dll - BFSIiERIER
KSP Z[[ Windows N ARZFEAFMBEREN&EH AN, TiRMTEZINE. flu

o Y ECC BEAMIES
o WRELHE (PSS) BERSHIF

ToiETE FAS EIE A ECC %R,
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E'.FH KSP iZi2ib i
BT EMRIKE B KSP IZfEAME ¢

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Authentication\UserCredentialService\RemoteKsp
ZA): string
{&: on

« FAS RZ325F0 VDA SERA 51T CVAD 2407 B4,
37 FAS BRZ223#0 VDA L8 FMRIKE A KSP IZi2hIE,
« EFEDH FAS ARSS 25 VDA LUFEREN.

R _ERERIZERHFRE, VDA IFELEREER CSP iTiZhIE,

IBF KSP IZRZA R BEHE
7T FAS IRB28 L, FEo]LUER Powershell 18& KSP itf2 BB B EFHFE -

C:\>» Get-FasServer localhost

: localhost

Info,CloudR tration,RaCertificateMonitaf,RemoteKsp, RemoveA

FZE KSP IZZMEEEZEH T VDA SSO, 157 FAS BRZZ 2387 Windows N B2 HEHEHIU
TEH:

Event 204, Citrix.Authentication.FederatedAuthenticationService x

General  Details

e —
[5204] Relying party [ accessing the Logen Provider for [upn:_] in role: [Defaul] [Qperation: SignHash2]
authorized by [N [ correlation: 768fd573-58bc-4d92-916b- d24b34745ec3/abBE3c35-985e-4e59-95Fa-4188754c5810]

121E signHash2 TR KSP iiZRIE, M SignHash 3R~ CSP imiZbIE,

B, HSRERIEBATIE (BIU0TLS FRHSMHIIIE) B, IB57E FAS RS8R EEHMNUTEMH ¢

Event 304, Citrix.Authentication.FederatedAuthenticationService x

General  Detaijls

[5304] User [N r.nning program [C:\Program Files (xB86)\Microsoft\Edge\Application\msedge.exe] on computer [_] Usin QTS B
Card [upn: I = Ccfault thumbprint: EBAT2ET1A31A9280444CB00%9119010ABTS4A3D4D] for private key operatic w
[correlation: bobbfadd-5342-4b1f-aced-6d3c0356e1ch]
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ERIRH

N4 FAS AEEENER KSP BvF £1F KSP inf24h 18, X2HIAELE. 1R FAS LB RFER
CSP, KSP iZf2b B AC/ER,

BXIRER :

<add
key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp"
value="false" /> 7EXF %programfiles%\Citrix\Federated Authentication

Service\Citrix.Authentication.FederatedAuthenticationService.exe.config 1

Flt, False F/ FASECET KSP, RIt#F KSP IZfzfbiEg,

ZEMMKERE

B & BHIIEARSS (FAS) 5 Microsoft Active Directory 1 Microsoft IEPME A BRER . BEHR
MRGHITE S EIEMRFRP, FHEITRHES88 S H M X BEME N —FHIE T2 B,

AR T HE FAS HRBEENRLFE, TEHET AR FERPERENIIEE.
GREZ R e
TFEZTT FAS BETERNTBAFNRLDR,

FAS RS 2RERE X BEMEMN—ED, SIEBMANAFIFHIZESSF—tE, TEXEIFER, Citrix
Gateway # Citrix StoreFront @ 1TRHF SMKIERIAH. 5| A FAS FamEM Citrix Virtual
Apps and Desktops™ £R 14,
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Citrix
ADFS Server (with Federated Authenti-
Web Access Proxy) cation Server

Certificate Authority Domain Controller

Windows Server Windows Server i Windows Server

e FAS Pe FAS User ueN
T.LS §eruer j Authorization ,‘ Certificate " walter@auth.local
' Certificate Certificate Template | Alternative UPN

FASUser @ FAS Autharization walter@adfs.ext
Signature Certificates . Certificate

Certificate ' Template

Encryption
Certificate
(not used)

Kerberos

Citrix Gateway StoreFront Delivery Controller VDA

Windows Server & Desktog indows Server & Desktop

VPX indows Server . v
TLS Operating Systems KerberDS ating Systems

Root CA TLS Server TLS Server | FAS User
§ Certificate § cenificate § certficate @ Cerificate

Gateway Server
' Certificate

ADFS Signature
' Certificate

SAML SP (RP)

High Trust Intranet

BiAENIMER 2

i%0 443 E£RY TLS R3P Citrix Gateway. StoreFront 1 Dellvery Controller™ 84z [B]HYE(E-
StoreFront BRSZ 831 THH IGERE, T Citrix Gateway {X3&:d Internet £ HTTPS [0 443 &%

Eio

StoreFront fRZZ 28810 i% O 80 EFHEE B12I0IERY Kerberos BXZR FAS fR$BZ 25, B IIE(ER
FAS BRS523HY Kerberos HOST/fqdn & 3#0 StoreFront fRS5 889 Kerberos it &k &1, LS
REIE A R4 B Citrix Virtual Delivery Agent (VDA) B3R P FTEMN— RSB G,

Y HDX RiE%EESR VDA BY, VDA thai@idiwO 80 BXR FAS BRS338. BHIIEEA FAS BRS3:
8 Kerberos HOST/fqdn &{3#0 VDA BY Kerberos i+ BN &3, Itt9, VDA RIREEIRAH S
BEIRIRIEBAFLTA

Microsoft IERBM AN K12 ER Kerberos HRI0IERY DCOM #TBE, ZBERUE B NERE
EB TCP imH, IEPMANBERK FAS IREZHHAZEENEMAIBIEPELR CMC BIEE.
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iS5 38

KESMMIIERS

Citrix M %

StoreFront

RAfHEHIZR

VDA

Microsoft JF i & #1459

B SR A

[in] 5RE StoreFront™ #1 VDA BYi& HTTP BY
Kerberos, [out] DCOM ] Microsoft iE P&
A

[in] REXEFimit & HTTPS, [in/out]
HTTPS B/ 8 StoreFront fR558%, [out] HDX
3| VDA

[in] k& Citrix X B9 HTTPS, [out] HTTPS
B 33{FEHI88, [out] Kerberos HTTP E) FAS

[in] >RE StoreFront ARS8 HTTPS, [in/out]
3RE VDA B9&T HTTP B Kerberos

[in/out] 328 Delivery Controller B93&3d HTTP
8 Kerberos, [in] 3R Citrix Gateway FY
HDX, [out] Kerberos HTTP %] FAS

[in] k8 FAS B9 DCOM 1% %

Citrix B¢ & BRIIEIRSE S Citrix Cloud™ 72 8By
PREIAT FAS 438148 A A P 0K A R AR AR SS 0K A S a1 L0 R bk

BAE

- FAS BEZFIE, RS T5EB1T

* ,cloud.com

*.citrixworkspacesapi.net

o MNREIMERERFE =SS MRMEERF, WHEEHMMI

« EMEARSS K/ 55178 FAS BRSS ¢

*.citrixworkspacesapi.net

*.citrixnetworkapi.net

Citrix Cloud BZ&
- AP TH FAS EIBZHIS
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o *,citrixcloud.jp
o *,citrixworkspacesapi.jp

o MREHIMERERFE =SS MRERER, NWHEEHMIE
- MEARSIKA THY FAS BRSS !

*.citrixworkspacesapi.jp

*.citrixnetworkapi.jp
MRENIFEDSRIBRS SR, BFRA FAS BEEFIENUEI B R RIE, o, BHREFRER
Netsh (U T BECE MK ARSS KA AU,

ZE2ABFEW

FAS EEFMVMIES, RFEHAENEBAF BoMAIER. XEBTHIEMLHELSKEE, UF

1P FAS BrS525FF IRHIE AR,

FREEMACER

FAS @3 78 HEMAIERMA A FIEH. Microsoft IEBMANMAIFERENEMAIE. IEHRMRUL

RCEMAER AN EHFRIEBBAF

Extansions Certificate Managerns
Modde | Bt Madue
Enolment Agerts | Audtng | Recovery Agerts | Secuty

For more information see Delegated Enrollment Agentsi
(2 Do ot restict enrcliment agents
(®) Festict enrodment agents

Enrolment agents:

1SR LAERLA E RIRIERER AR
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« ZHAEBIRNAE FAS IR 28,
o UFBEIRTIRINGAE FAS &R,
« RBIRAZTFER FAS AR, Hltl, BNAERERERZSRFRFAPAMAIES.

ViR 5 R ECE

MNECEFNER P, BRAECE StoreFront fRSS28513R, XLE StoreFront ARS3 23 1E A IE B A (5]
FAS BTE R 817, B, EolLRHIMIL AP fERSIES, URMITAUEEL VDA i+ BEA#HT
B1RI8IF, IthIhAE B IFERBRIEAI4TE Active Directory SUIFBM AN ML L IHEEZ NHIFN T,

BRAEIR B

FRIE S FAS RSB 2B EEMER BT im0 80 BItHE IAIUER Windows Communication Foundation
(WCF) Kerberos W&,

EHEERE

FAS #1 VDA FHMEEE A Windows EHHE, WWHETHAFSENTEITMER. SHHELRDIET
UERNESFRERE,

B L SRR

FRETLEE (SHEH FAS MAMAFIERER) HURTFHAANA X EETEMRIRSHKA R, 4l
RIENWRZEREEK, FAS XFHERMEBRHLZEEIR,

ERFINNZHEC BRI 7 FederatedAuthenticationService.exe.config X E), XLEIG BT E R B E
FAEARI R A ELE, JEMVIMMFLAER (FE0, 4096 I, = TPM R3P) FETRAFIERRIMUERR
BEIZE.

B WiEA

ProviderLegacyCsp RE N true BY, FAS £ Microsoft CryptoAPI
(CAPI), &N, FAS fEF Microsoft
Cryptography Next Generation APl (CNG).

ProviderName E(FFHAR CAPI 2 CNG 1I{EIZF AT,

ProviderType & Microsoft
KeyContainerPermissionAccessEntry.Provider
Type B PROV_RSA_AES 24, FIAAN
24, BRIEME(ERTHE CAPI B HSM B HSM 1#
NESEME,
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2% WA
KeyProtection EHRANSE RS, NREGHZR, &1

HMERREENTFERIR (TPM) BEiREFMHE.

KeyLength RSA FAAMEIAKE, ZIFMNERN 1024,
2048 #1 4096 (ERIAE : 2048) »

EERR

MEEERI AU TLA !

BT R
A EER MR L RFHRIPIEBRER
HEER FEARRIZE
IERMANMEIER B IERIMAE N
FAS B R LEMACE FAS IRS 2
StoreFront/Citrix Gateway B2 5 FCERF SR
BRELEE™ BER Foi& VDA 1225

BNEELENBARZEEENARAE, MMITIFRBIRETG ERFIPRY

HRBRIZE

SEERN FAS IHHENEDE T ARKREBN RS -> FQDN'ERFRFHITIFIR, LR FAS RS
856, BPIHSINIE FAS BRSZ28HY HOST\<fqdn> Kerberos 517, FRiEIHIA] FAS IRSZE5MARSSS
WARE—ZK5 | EEHAEK FQDN A& ; TN, StoreFront #1 VDA FIBESEBEZRAREIM FAS BRSS
25

Citrix B IFRHRIFA BN AR RE, BRRERIR. B0 FAS IRSZEHRTIRIISZ LN
0, THEEMRENRGIFRER,

It GPO RYFZEHIRM AN R T L EMZH FAS BRS525RY FAS B R (F/SEHEER) . HIE8#
RIEEA FAS RS EETAE & E£AITEA FQDN %,
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IEPHER
INRIZARAB(ER FAS FEMIRY Citrix_SmartcardLogon IEPER, EAILEREEIAR, ZFUTE
%o

SRl HER

INRITAEE A4 Citrix_SmartcardLogon U &S IRHALERMDAITE, EXM

- BIBIEBRRIBIAFH R EES L UNT R ERARR R RAITE,

« {#F FAS PowerShell @5 EIE FAS, MASEREERAFRAE. (BEAFPFREERT
Citrix ERIANENR BT, )

o 1§ Microsoft MMC IE B &M E R 8 Tk Publish-FasMsTemplate i85 28RN, FH

o fEF New-FasCertificateDefinition fpSECE FAS, FHis8EERIENRE TN,
EXEFBYE
FINBRT, BPIEBHNEREINER, ErIUEIERERPIEHRERE,
BHMEREEITHIRR, FAS SZBRIEPERPRIIIZE, FAS REEENHEET H Boh4iTiEH,

EUUARLEBRYE

BMERXLREM. FAS RZRRIEBRERPIXLIRE, FAS IRABUHEZFERITFSHAAHEIUEE
FERERERLSEIT,

ESUNE RN
BNESXLERM, FAS RABBIEBRRPRIXLEIRE,

BRI ARIFLT # FAS IRERNFHIRE,

IESE IR
BMESXLERE M, FAS RZFFETRIERA,

EERERRNYE
BMERXLREM, FAS FZRFERIER,

Edu BB
IR LUMEBEX I B & RV R SRS,

AR I AENT BIREFRSSEL2RE, HFBUEBTEER.
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ERRLEME

Citrix ZEIEIEIOXEIRE, UNIOITF FAS BRSS2BIITENINKF 85 Read (3EY) # Enroll GE
i) MPR. FAS IRSAFEEMEMNIR, BE, SHMIEBER—#F, Ea :

« RDIFEESIRINHE ARR
s AWEIH MU A IREURENR

Subject Name I lzsuance Reguirements
General | Compatibility | Reguest Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

Group or user Names:

8, Muthenticated Users
% Domain Adming (CJWFASYDomain Admins)
4 Domain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Fead
Wite
Enrall
Autoenroll

For special pemmissions or advanced settings, click
Advanced.

e EFAmENE
Citrix B EREEUSX LR 4.

1B BiEE MU Active Directory 158172, XRSHEIERMANBEIERYT BHRESHEFRH
SID, MRS EF Active Directory K~ RI5RM AT,

ESRSSBRIE
RE Citrix FEIWXFHH, BMRFE, EILUERXEIRBEUFEERAERER,
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EmAEREBYE
IBMERXEIRE, XEIGBENII TR -

Citrix_Smartcardlogon Properties L2 I

General | Compathiity | Requast Handing | Cryptography | Key Attestation |
Superseded Templates |  Exensions | Secunty | Server
Subject Name lssuance Requirements

Frequire the following for enmolment:
[IC4 cetficate manager approval
[+] This number of autherized signaturss: EI

¥ you require more than ene signature, autoenrcliment is not allowed,
F‘uicy type required in signature
| Application policy b |

Application policy
Cartficate Reguest Agert “|

LINCE POICIE:

Add...

Hemaove

Require the following for reenmolment:
{®) Same critenia as for enrcliment
2 Valid exigting cerificate
Alow key based renewal (7)
Reguires subject inforation to be pravided within the cerificate
requast,

*Cortrol ig dizabled due to compabbity settings.

[ ok |[ Cacl || ooy [[ Heb

ESGRAERNY

RO LUEMIXLEIG B, ZIEBENNED N Windows Server 2003 CA (ZE¥9RRA 2) , HEE, FAS
{3z #F Windows Server 2008 &REE S HRAEY CA, LtbS, a0 EFRiR, FAS £ZBK1E1%EF Windows
Server 2008 CA (ZE#IARkA 3) = Windows Server 2012 CA (ZEMIFRA 4) MiRHEEMISE,

IEPHANEEE
EBMENVIEIER 51 FOEB MLV B R 2SN BH AR E.

BRI
IEBMANER T B ERE SR HBRIRIULIES, IEBMANMEERERABIER L HIZIER.

—MEENRTLMER, TRE FAS RSB, (NAMEMVMIERER, HERFTEBNME
T2, TIEHFER, IEBMANVMERE QNN EIEGEMAIERIERIRI, FHHERR
FAS AR 3389568,
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BAAE S

IEBMEN M EIE G PERMA NI NEAIEIRE, MMEREAEE. IEBMAVMEE
SR L ECE DCOM TCP MBAASERIN, LUERE FAS fRSZB 2T EEIERIEH,

2R
AINBRT, EECEMTIIERAVE &L e LUER OV A R B EANREBER R A A P UL E
Fo WIERPRHEMAEEBMANG B IR UIE B RS A —BIFFIBF,.

A H{t E1& (/len-us/federated-authentication-service/2407/media/fas-security-props-

enrollmentagents.png)

ERBSARIRAIER T
NFEREE, FTUERBEXZEERRKRENT RIEBHA.

FAS &8

FAS BEEZ L £HE.

&2 ACL [R%#l StoreFront. FAF#l VDA
FAS Z 2R B A0 HILE Kerberos T P B] LA B]THEE -

wHiRREE i

StoreFront [IdP] X4 Kerberos tKFP 25, RIEARAFBEIER

it FRIIE, WREAR—IKFERIAR,
MBI F FAS BLE R FRI A F I8 HERIE
Ho

VDA [Relying party] XEZRFIAEERMAANITEN. TRE
|dP 1 3RAVEIR AR, EItItA 25089 VDA
ik P I T R AREEE R,

=) TSI LE B A AT 1dP BT S, 157E
B, X5IEBMATMN SR FMAE B
MEEESE, BF, BVEIRPNESIE
UMK . X AT ARG LE 23589 StoreFront
I RIRA R E S EIRLG, 32, 1t
ACL RERIFHEEGK,
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ECERLN

INRZANHRIZAY Citrix Virtual Apps™ 8, Citrix Virtual Desktops SRE{FEFEERIR FAS RSS2 EMLE
¥, WMUSBER. S8MHNEE—HPHMWECEIRD ; %512, Kerberos IARIEHIFIZR (ACL)
ARSI AR,

ECEIE B AAAMIRR

Bl ARRERIA RIS PREE R RRERERM CA. SRECE R LUEZEE RIS HRRIIES,
BEEURTIFR, F40, #WiR5ANER" 89/ AT LURE L mEs" B P AR E D RYIES,

RIEANSHIIEIES

FAS BEEGAIEH BT HMNRIERERRSAIEAPIERER. Hlil, BRERIEFREERE
BER"EH, MIMEERANERMEBNETERMER,

FEARIPANERKE

FAS B2 R LUSFASAFMETERE G R 21EIR (HSM) S alE - 81&R (TPM) B, Citrix BINEDIFE
MAADIEPRAFATZMETE TPM RLUHITIRIP, FAS 2R T E B ERIER SRS AFRES
TPM BYIEI,

B, APIEBFIARUEFMETE TPM 5 HSM H, FRERSREUAER N FAISH BEKEED A
2048 fiL,

SHEE
FAS RS BRIRILFANRBIETNSMHAE, ARTHEITMAGRIN,

EEBNAMEETIR

FAS 2 ini2BIEIIeE (MBEHH I Kerberos) MITE, “AMEBEIRRA MK R FAS EBREH
BreZtil. HUAZEHF FAS BRE.

Citrix FF#IN . Citrix ERISEEM VDA BER

FAS BYEB AR SHZ Delivery Controller 1 VDA BIERMEZEIRE!, FR FASYEIRGF R 2t
T “Active Directory 3", Controller 1 VDA BIRAMN NN T ESEENREF, BAEIFFEITNSE
HEE.

—i& Windows fRZ3EZ LM

BRSSO NTEITHT , HESINEHIEMPRER . e X BEEMIZHARS S840
REEVERTENME, HEEEEMNEMNEMALER T,
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HITNE MBS NZ 2 MFEETET B L.

RDP ISR FUN R T RINEE R, Citrix Z2IHAFIKF, FlRIEBMANENINEE Sk~ E
REEFER.

BXER

« RRMECE B FAS REMEBENTESE,
« FAS (FREMERMEFRREN XERNE,

« HREA A XEESREE XEREFHN

MEREIT AR

FAS 2&—HAThHRENIEREITTEER.

473

=Ho

@ Performance Monitor

— O >

(%) File Action View Window Help N
|25 EB= H

Perf '
@ ‘_e orm.anc.e Add Counters *
v g Monitering Tools|

. B8 Performance Available counters Added counters
’ "? Data Collector Sef Select counters from computer:
» L Reports

<Local computer >

Counter

B

Parent Inst... Computer

Citrix Federated Authentication Service

Medium Load Level

Pool Key Count

Instances of selected object:

Search

Add == Remove <<

[ show description

po 12:08:15
Cancel
Show Color Scale

Counter

tion 1:40

Instance

Parent Object

Computer

TRIL T AR =R RIESEURA, NSNS 10 WEHF—R.

EY i

B

FINRERERIFKREY IEBERIEROFIIRRE (UZEW AR
fi) , ERF—2HHEIETE,

© 1997-2026 Citrix Systems, Inc. All rights reserved.

82



KE B MRS

2% U
IEBITER RS SRS EERNIERHRE.
BOHIERERIERE HESEMNEIERS S A HAERERE

REBE, EAM—DHIEEITE,

HRIEBEZRIFKRITE MK S SRS L ERNH LIEBERIER
#E,

ME AT BAMP ] B FIEBERIBERTERE AR
HEE,

BOMILRRFER KESMIIERS SO ITRIEBIARERE

#, EAN—2HHNEIEITE,
RIETE BB MIRIEARSS IETEIRERRY VDA R1EH.

/RIS AR KESMIIERS SO RRENERERIE
ROFNEIHE. XEGIHESDHER—
R, ERM—DHEERE. Bd SR HER
RERSEEAHHINAREFNRHEBEIK K.

HEEE Windows & %|n)&

AXNETHAFERIES. B FHREREHITERE, Windows RIEFIAEMBIRER. X
LHERMT IR THESMNIRIERERNER.

IEBH L FAEGH IS T
Windows Active Directory 43P Z/MEREE, BTFEESERAFPHESR,

« NTAuth JEBEE | E@ Windows HTEAGIIE, BEFEMELZBAFIES BIRZHEFER) BIEH
MANMBIRETE NTAuth FZiER, BEEEFXELIEH, BT certutil BFPHA ¢ certutil
-viewstore -enterprise NTAuth

o BIERMPEHEREE : B, IERERRARBERERMNMEDR, RLtNRERRE, WAAEItE
M ERNFENERFELNE XL, BIEPHRMTFZEENIBREER, FHEZMERYS
MAIF NTAuth 7FiEH,

- BRIEBY BFHARE | Windows BIXERE J58HIILIE EKU AIEMIERRES, 1555
Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .
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RS R
AllowCertificatesWithNoEKU ZHE, IEPOANCIEEFERT BEHA
& (EKU)o
AllowSignatureOnlyKeys FINBERT, Windows RIfEIEATTIF RSA fi#

BHERFA, hEMSE &% Imikes.

AllowTimelnvalidCertificates ZHINBE R T, Windows &Tfidkis B3 HARYIE
P, ENMSEBEZH1ZTHIERS.

EnumerateECCCerts 2 B[R 4R B 13 3030k,
X509 If a certificate does not contain a unique User

Principal Name (UPN), or it's ambiguous, this
option allows users to manually specify their
Windows Logon account.

UseCachedCRLOnlyAnd, PHERENT (EEEfss bigE)
IgnoreRevocationUnknownErrors

o BERFIZRED © T IUIE Kerberos &%, PAAARSSHREBQUAEEE LRI IHERZRIEH. AT
BRI BEAIER T AFE MMC SRS TR BT LIS,

UPN 4 FRH1EH R
BINAPIEBE IS B B S — R TELHE (UPN),

Active Directory B9 UPN & #F

By default, every user in the Active Directory has an implicit UPN based on the pattern
\&lt;samUsername>@\&lt;domainNetBios> and \&lt;samUsername>@\&lt;domainFQDN>. The
available domains and FQDNSs are included in the RootDSE entry for the forest. A single domain

can have multiple FQDN addresses registered in the RootDSE.

Itt9+, Active Directory FEIE N EEEE R UPN F altUserPrincipalNames, XLERISERF
UPN Y LDAP %H.

#d UPN 2=, Windows B/E/ESAIE (BT & UPN RI#IEZRMRIR) PEHRE
UPN, PARE&EA UPN, IIREZEBMCET, EREKIEIN UPN, XA ITEIMERIARE S,
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MRS ARSS

MNRIEPASEEER UPN, SEIE RAILUEFRTEX509certificate” @R NE N R EHE— A
NHIFH, ENISFERT AR, ITENMaTUEESILEY (RIAMERT, E2MNMNEH)
T —MNE, RIFRFEE—TREFKF, JUINRIERRE, FARFEBRIFERERLLD)

Lok,
AEo

INBEMPIFES N, FERFREAMIETEE, N Active Directory rootDSE &35 IE H IS ARSSHY
B, ZRSMAT2BREFITEN L, FEBMPFRE x509 IEPEMHNEEMNE, WitEVAIBT
BB P St E IR AE KA,

PRI R AR

SRR A S S MEIEFIZR, EENRFIBTEMNIEREZERIZSRIEEER, XFIUERNKG
EE s

PR 2R AR

E58H) Windows FER4FER Windows IH1EHIZRHTE R, AJLUELALE Imhosts X :
\Windows\System32\drivers\etc\Imhosts RBFHAI%E Windows i+ &1 RIS IESIERTR.

ZUBEEEE— %A Imhosts.sam’tIRBIX . RFEEE—1T:

1.2.3.4 ¥ HIZENetBIOSH T #PRE #DOM:mydomai
Hrh+1.2.3.4"2“mydomain”ig 4 J3“dcnetbiosname” B HI25 A9 1P bk,

HER, Windows ITEVFFEHZERERE) mydomain, AIXTRG, DIAEREIEE,

IRBIETE L ARV H 2R

BRBY, Windows RIEE— MSDOS BT 2, HPESE AT, EEEIMEER,
EEHEDS  echo %LOGONSERVERY E i SRR /o

5 S0 X B B EFEE e R BRI B L.

B AP HEEH

BIANBR T, Windows SIS FEAREMIKS FRES, XTUBTARKARSEIRLRE
YRR SRBE TR, BAEIERISE AT AREIRIES, BT opedit.msc o /B AIRRALERRS
B, BEHIBRERS ARRERIMIMIEEBEES,
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File Action View Help

s 2@ = HE

Z Local Computer Policy
4 & Computer Configuration
B Software Settings
4 Windows Settings
. Mame Resolution Policy
= Seripts (Starbup/Shutdown)
] =a Security Settings
4 [ g Account Policies
[ [ g Password Policy
b L Account Lockout Pelicy
b |3 Kerberos Policy
4 g Local Policies
b g Audit Policy
b User Rights Assignment
B g Security Options

kT Wimdmsie Cissaassll bt Adosaead Camiisikg

FY

Palicy
) Audit account logen events
2| Audit account management
2| Audit directory service access
x| Audit logon events

£is| Mudit object access

2| Awadit policy change

2| Auait privilege use

2| Aneelit process tracking

i Audit system events

Security Setting
Success, Failure
Success, Failure
Me auditing
Success, Failure
Mo auditing
Success, Failure
Failure

Me auditing
Success, Failure

IEREIERX

IREREFIEBFHA DERIER (XFMIA) , EAIUERUATHEHHE

KEIERERE
user.cer
Ef CAPI BEiER

EIERIBR AP T BN L, ITHASEHEERERH Microsoft/Windows/CAPI2/Operational Logs &

m E II_,\‘LE%O

TEEERIZRA VDA BN L, ITASEHEERASME NAERFMRSSBE > Microsoft >

Windows > CAPI2 > #{E, BT BE HiEE EAAE.

S, FIAEREMERET

HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Serwces\crypt32 03 CAPI Ellb\laio
BIBIREA], tNREFELNE BIFIAR CAPI2 HEIRRIRE

LUMMERAREE, B4
=8

DiagLevel (DWORD)
DiagMatchAnyMask (QUADWORD)

DiagProcessName (MULTI_SZ)

HITIIE © certutil —verify

FA%S) (03 5)

Efimikes (LB OxIfffff)

Iz iRk (B2, LSASS.exe)
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CAPI BE
A

AfESad
I mIE

X509 Xf5

JOIE SRR

HIRER

HIRAE

IEBARERE

IEBRIBREHIR

IEBEREIR

Kerberos H7E

B
réé

LSA i CertGetCertificateChain (G13E4%5
2)

LSA JAF CertVerifyRevocation (GFE455R)

EFMERT, IEHALEHBRFIR (CRL) 19
RAEE
AppData\LocalLow\Microsoft\X5090bjects

LSA JAF CertVerifyChainPolicy (813F&#8)

DU

FTAERITENBFEMZEERRIEBFME
FENEBREEEFIER.

FTEMIES CRL & =isERVHItE FEE s+
B CRL, #NRBHIHITHIFNE, XFFELEE
FHM. 158 (/zh-cn/federated-
authentication-service/2407/config-manage/
troubleshoot-logon.html#certificates-and-
public-key-infrastructure) [MEHBF N FAERNLEH)
#Bo

RIEBNERTER. flal, ErsEERSE:
IERHZHIER.

EESHA Kerberos BRIER, BESIZERISNERLAPHEN LZU T EMERE !

ECE&T

CurrentControlSet\Control\Ls

a\Kerberos\Parameters

B {& [DWORD]

Ox1
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AcE&T =E2E {& [DWORD]

CurrentControlSet\Control\Ls KerbDebuglevel Oxfffffff
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel 0x1
dc

CurrentControlSet\Services\K KdcExtraLoglLevel Oxaf
dc

Kerberos E IL:\EHIJ Hﬂ?‘]%—}b%# E Tho

o B RZREERER < ERE R NZRE 7121
- MTHEIRABREERMNN, ITUREMZR

o KDC_ERR_PREAUTH_REQUIRED (AT 5|BigiZHIzgzmERES)
o RHFEEIR Ox4b

HEH BN TR e &
ATHET B ERIEBER, 2RSS ERENRSRE

o 1#HI38 CAPI2 BiE
iiEfSR el E
IR IE (VDA) Z2BE

VDA CAPI BE&

VDA R4 HE

EZHI2E CAPI2 BE
EEFREAE, HIZEHSRSRIBARENIER, HFERUTERNBESZEFEY.
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Operational  Number of events: §

Level Date and Tirme Source EventID Task Category

{1 Information 21/06/2016 15:14:54 C 30 Verify Chain Paolicy
(il Information 21/06/2016 15:14:54 CAPIZ 11 Build Chain
{Dlnfom'latian 2106/ 2016 15:14:54 CAPIZ 90 X509 Objects
l{i‘}lInﬁ:rminic:n 21/06/2016 15:14:54 CAPI2 41 Verify Revocation
@mfnm'laﬁﬂn 21/06/2016 13:14:34 CAaPI2 40 Verify Revocation
@mﬁ:rmaﬁﬂn 21/06/2016 15:14:54 CAPI2 10 Build Chain

RANSEHAEHEE B RIEESIZE LR Isass.exe 1R1E VDA IREIEPHET — N5, HUOIIHE
Wt (TEFRHE) o E£FRIREIN“ERROR_SUCCESS’,

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCESAFBTF18787ADAAADSCEFDOCCTS05C41TEF.cer
[ subjectMame] fred

- CertificateChain

[ chainRef] [FFO3F79B-52F3-4C93-877A-5DFFE40BO9574)
- Flags

[value] a
- Status

[ chainindex] -1

[ elementindex] -1
- EventAuxinfo

[ ProcessMame] lsass.exe
- CorrelationAuxinfo

[ Taskid| {FSE7FD3F-628F-4C76-0B1C-49FED786318F)
[ SeqMumber] 1
- Result
[ value] 0
HEFIRREEAE

IHITHISSE TR —RYNEFREMHE, XEEHZ 4768, HRIEFBATFIMA Kerberos EjFE T EiF
(krbtgt)o

b2z FIRYH R B RARS RV EAKS IET‘ EEEHIERHIT R AR, ZERERERETH
krbtgt BYFA P 1K IE7E B T R)Ei il 2 E_rﬁf_hﬂo
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Keywaords
"‘l‘»ﬂwdil Success
""-'4»‘ Audit Success
CL“ Audit Success
M Audit Success
‘21‘_ Audit Success
21, Audit Success
':akﬂud'rt Success
'Ek‘ﬁuud'n Success

Date and Time Source Event D Task Category

21/06/2016 15:14:56 Security-Auditing 4624 Legen

21/06/2016 15:14:56 Security-Auditing 4624 Logon

21/06/2016 15:14:54 Security-Auditing 4763 Kerberos Service Ticket Operations
21/06/201615:14:54 Security-Auditing Kerberos Authentication Service
21/06/2016 151454 Security-Auditing 4763 Kerberos Service Ticket Operations
21/06/2015615:14:54 Security-Auditing 4634 Logoff

2170652016 15:14:54 Security-Auditing 4624 Logon

21/06/2016 15:14:54 Security-Auditing 4624 Logon

Event 4768, Security-Auditing

General | Details |

@ Friendly View ) XML View

+ System
- EventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117008-502
TicketOptions  0x40810010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress «ffff192.168.0.10
IpPort 49348

CertlssuerMame citrixtest-DC-CA
CertSerialNumber5F0001D1FCAZACIOFIGETOCEECQOO00001DIFC
CertThumbprint 23BC65AFBYF18787ADAAADSCEFDSCCTS05C4176F

VDA Z283&
VDA R HERZBEFEEREMHWNNZEEEH ID 7 4648 9% H, JRE winlogon.exe,

© 1997-2026 Citrix Systems, Inc. All rights reserved.



KE B MRS

Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
b7~ VDA CAPI HER R T 3R H Isass.exe RN HEREMIIUEFRS, BTFRIESZESIZHED

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA RZRB &

E A Kerberos BHEIERE, RFEHESETRTEIR KDC_ERR_PREAUTH_REQUIRED (AJIAZ
B&) , LUX%EHE Winlogon 9% B, #*FA Kerberos BRI

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{5 windows E HEKA FAS

FiB FAS EM4#85 A Windows AR EHBEE. ErILUER System Center Operations
Manager (SCOM) Fr=fm, BiI It ERpYHZEM B4R IEM FAS RSB HETTIR .
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FAS IRZ BB IEEEIT?
EHE FAS AR

_—y—

IETEETT, AR

Citrix.Authentication.FederatedAuthenticationService.exeo

ABNNBEN FAS RENKREEEFH. HX FAS EHRBHTEIIR, ESH FAS EHAE.

A=/

FAS i&17

WREHS

UTEHEREN FAS RBRSIEREE T,

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

[S003]

[S022]

[S023]

[S123]

[S124]

=

EHXXE

EIER [{0)] fr4EPiE
RE N [{1)]

HIRR (o)) LR
RigEN %

RBEA [upn: {0} role:
{1}] [exception: {2}]
A IES

FKBEA [upn: {0} role:
{1}] 7£ [certificate
authority: {2}]
[exception: {3}] A&
IE$

wiEA

FAS IREZBE#H AR
HAEPIR T,

FAS z55 BB 451
R0

FAS BRZ B AL
=z

IR FAS ECERE
CA #BREERLIHIN A
BFIE$, MittEHE
2TF [S124]) 2k
Y. ZAPMESE
FRHEM,

4 FAS 2IHMATE
CAEKBFIERE
KEWE, R FAS
FCET 21 CA,
FAS 2ZiES—1
CA RHI1EK,

gz

EHEFIRAT, FAS
RSB TERTER

ERo

S&ERTF FAS 10.7/
Citrix Virtual Apps
and Desktops
2109,

M FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 FF#A
R,

ttEHRPABEE
B CAHTAEEET
£, WNR FAS BB
A HSM, Mt a]
HEFREA HSM TIALE
=

Lt EHEIEERAB CA
TEEE TERTE
BX%Ro IR FAS fidid
HAfEA HSM, NIt
AJBEFRAB HSM ook
EE T, AILUfER
5 REEBNRS )@
HER,
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EfF

[S413]

[S414]

IEEMN FAS B

FHEXE

RBGEB AN A
(Fl {0} K) o iF
PIFMAGER {1}

BRAGEREIE. i
FIFAER {0}

EA

3 FAS #EZH0GEBEF
HHARY, REMER
ttEH, RINER
T, MNRTHOEBE
30 XRZHA, WX
Rt =,

4 FAS RBUEPEHA
BY, SEH%EMILE
o BINBERT, Itk
EHEEXRER—RK,

g

AL cmdlet Set-
FasRacCertificateMo
nitor FAEEINIL

B ; FSH
PowerShell cmdlet,

—BdH8, FAS X
R BGHTRY A P IE
+, HEBERERF
FHInR Mo

INRIEFF FAS 5 Citrix Cloud™ &R, UTEHREREN FAS RS 2B EEE1T.

E 4R Citrix.Fas.Cloud,

£

[S012]

[S013]

BhXXE

FAS IREZ AT M

Citrix Cloud #1785

ER

FAS BRSTTiEM

Citrix Cloud #1785

ER. [{0}] EZFA

ERATEEREHE

FE

EA

EHRT
Workspace (Bl
Citrix Cloud) HYEE s
B RNIEEIET.

b= 145RER FAS o0&
M Workspace (B[l
Citrix Cloud) 2fite
RER, HEHEZ
BOERATEEAN
PSS

&3

A EH A,
FAS 210&E (1) 8%
BEE, 2 2&
RFHEPER, UK
(3) BEBEEED
Citrix Cloud,

FAS #4R 5 Citrix
Cloud FYFFA &R,
B8, tEEARR
HEMER (FIanm
EHEHRIERS 2R
FREEE AR
B®) Mk, REX
MIEREY, BHXA
£ BR“Service is not
connected to the
cloud’s XRBIEETT
A, FAS 2IIHIER
EHEILE Citrix
Cloud BYE#,
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REEMH
TFEHRAREENHEEZIAER FAS,

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

=4 E=HE A

[S001] HIRI4RIELE @ AP [{0}] =2 SNEBHEXN FAS EEE,
Administrators BRIARY 5 BIAREARZ FAS B8R,

[S002] HiR#IELE @ AP [{0)] A= ZIAEBRIENR FAS FLNEY
Al {1 NEER ficE, BARERE FASE

R,

[S101] AR5 2% [{0}] TARIEAE [{1)] SXEEBARE%, BARE

hERES TRBAITIE R e, RBETE FAS

B B IR 1S eI B9
StoreFront™ AR%328 (WUABG&E
FB8Y Workspace) FiFmEeA

BF &4,
[S104] ARZ528 [{0}] FRBEFRSEH UPN ZIAEEBAR B, BiRIE
{1} (At [{2}] AoiFLE FAS #INECE, AAFIZAR
UPN) 9l
[S205] RIS IH IR HIEL - AR VDA £ FAS UiTER =
[{0}] A2 [{1}] S1FRYfK R, {B1EHE FAS M ED
a7 &, RNtFiZ VDA,

FAS E4BE
THRIHT FAS £RMEHERTEE.

EEEY
XLEEMHEAMN FAS RS FFHEBEEXRMIZRMN.
BEARE
[S001] A iR)#3ELE: AP [{0}] <=2 Administrators £ARYAL 52

[S002] IHRIIELE: BB [{0)] A=At (1) WEERA
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AEAE
[S003] BIER [{0}] FHEFRENIKERN [{1)]
[S004] BHEEF [{0}] A CA[{1}] ERIBBUES, ERAEMR [{2} and {3}]
[S005] EIE 5 [{0}] BUB#AN CA [{1}]
[S006] BEIEE [{0}] BIEIEREX [{1}]
[S007] EIER [{0}] EFEPENX [{1}]
[S008] EE 5 [{0}] MIBRIERE X [{1}]
[S009] EHEG [{0}] BUZFLM [{1}]
[S010] B 5 [{0}] EHFMM [{1}]
[S011] EIE 5 [{0}] MIBRFRI [{1}]
[S012] EIE5 [{0}] BIESES [upn: {1} sid: {2} rule: {JPEBENX: {4} B2 LT {5)]
[S013] EIEH [{0}] MIBRIUES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] EFE G [{0}] SIBIEFRIEK [TPM: {1}]
[S016] BIER [{0}] IEFESARSGES [Reference: {1}]
[S022] BIER [{0}] FAEFRENIGE N X ]
[S023] BIER [{0)] HEIFERNIGEERNFAE
[S024] BIE [{0}] ERIRERILEITINA LIS
[S025] BIER [{0}] EEIRBRASI TR LLENER
[S026] BEIEE [{0}] IETEIRE RA IEH LSS
[S027] BIER [{0}] IEEEE RA IEF ISR
[S050] BEIEE [{0}] EEAIBREE: [{1)]

[S051]) BIE R [{0}] EEFH=ECE: [{1)]
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AEAE
[S052] BIEF [{0}] EEMIR=ECE
[S060] EIE5 [{0}] EEFRIERTEM. K6: {1}
[S060] EIE R [{0}] EEIEKEZEE=EM. KB {1} CloudServiceUrlFormat: {2}
[S061] EIEA [{0}] EFESTRTEM. FRAE: {1}, MU {2}
[S062] B [{0}] EFemi=iEM. HRMUE: {1} ({2}), MNAF: {3}, FF: {4} ({5))
[S063] IHMHRAIEIR 4 KRS $#i%. FEH {0}

[S064] =EMHREI R R FFEIR. FHEN {0}

BEAB
[S401] IEFEHITECEF4K - [From version {0} to version {1}]

[S402] $&i% : Citrix Federated Authentication Service 471 Network Service &145517 [currently
running as: {0}]

[S404] IETE5RHIIEBR Citrix Federated Authentication Service #X3EZE
[S405] FFEIR M EMRTI R EIBURER R £ $51R © [{0]]

[S406] BUEMEMERBNBIEERNTIRETHK CER | AFIEBRIER)
[S407] EF EMRMBIBRIBIIMIEE, RAKIEEEER

[S408] TTEBELRECE -- [From version {0} to version {1}]

[S409] ZFZMECE LT - MinThreads B M [workers: {0} completion: {1}] i§%J9 : [workers: {2}
completion: {3}]

[S410] ZAZMECBE R - To7ERF MinThreads M [workers: {0} completion: {1}] BT : [workers: {2}
completion: {3}] ; XAIRER R M FAS AR 20Vl fR4a1E

[S411] BT FAS ARSSEYHIEE © [{0}]

[S412] EEEFHRZERK -- [From version {0} to version {1}]
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AEAE
[S413] RBGEPENFER (Rl {0} K) - EBFHAER © {1}
[S414] EBUEREIH, IEFHFAMER : {0}
[S415] BGEBLEBETH. BIER {0} NMal@. TRIERTE {1} #1T
SESMHEE
LR EENRSBHEAFERN, XLEEHITE FAS RS LEITRHER.
AERE
[S101] ARZ54% [{0}] EANFEAE [{1}] FEFS SR
[S102] ARZ588 [{0}] RAEMTE UPN [{1}] (RE : {243}
[S103] ARS325 [{0}] 3EK T UPN [{1}] SID {2}, 1BZE#RElT SID {3}
[S104] ARZ528 [{0}] REERTE UPN [{1)] (B [{2)] RAIFLL UPN)
[S105] ARE588 [{0}] &7 7 BAKTS [upn: {1}, role {2}, R £ T3 [{3}]]
[S120] IEFEME [upn: {0} role: {1} & ETFXX: [{2}]] WA
[S121] IEPFEH [certificate authority: {2}] &4 [upn: {0} role: {1}]
[S122] & © RS ERZE [upn: {0} role: {1}[ED#HIEREL {2}
[S123] Z#EH [upn: {0} role: {1}] [exception: {2}] M &IEH
[S124] REET [certificate authority: {2}] [exception: {3}] 73 [upn: {0} role: {1}] K IE+
ERE#A
Y VDA B RAFE, XEFATESITIIERE FAS IS4 L.
AERE
[S201] fE%i7 [{0}] AL ER,

[S202] 5% 75 [{0}] TAUAIBLEH.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

98



KE B MRS

AEAE
[S203] fE#i75 [{0}] XA iAIEIER CSP
[S204] fE4t75 [{0}] IEFEIAIRIESR CSP, AT [upn: {1}], A& : [{2}] [Operation: {3}], H [{4}] #¥iX
[S205] fE#t A 5 IRIRIEL - AR [{0)] RN [{1}] WAFEBA
[S206] TR, [{0}] AE2EHA
[S208] FAFAIRIERY [#21F: {0} UPN: {1} A€ {2} IEPENX {3} FHiR {4} {5},
RIENIEPIRS 28
LAFREARSIENIER, XLEEHRITRE FAS RS L.
AERE
[S301] IFiRIIELE - FAF [{0)] EAUA IS e+
[S302] AF [{0}] &R T R EEREF [thumbprint: {1}]
[S303] IFiAIIEL: - AP [{0)] 5 EERIESEEF [upn: {1)] LA

[S304] AR [{0}] EETEITEAMN [{2}] LiB171E/ [{1})], EREIEEEF [upn: {3} role: {4} thumbprint:
{5}] FHITRLERIRIE [{6)]

[S305] #:\FA1R1ERIK [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4} {5}]o

FAS WS4
XLeEMHR FAS BISHEEIZRE.

BERE
[S500] FKACE FAS M st
[S501] T/EMEHBECER FAS WS [exception:{0}]
[S502] FAS WS4 E NN [pluginld={0}] [assembly={1}] [location={2}]
[S503] AR5 28 [{0}] SRAEMTE UPN [{1}] (RIMTERERE, BiEH [{2)) F2H)

[S504] ARS525 [{0}] REEMTS UPN [{1)] (RRETERER, BXREE FAS &)
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AEAE
[S505] AR5 85 [{0}] ARAEMTS UPN [{1}] (&M [{2)] IR T BRERE, KSR [{3)], HEH [{4))
[S506] ff4 [{0}] ¥ T KBRS 25 [{1}] T3 UPN [{2}] WERERE, BHRA [{3)]
[S507] AkS32% [{0}] REEERS UPN [{1}] (5 [{2}] £ 7574 [{4)] HRlE =% [{3}])
[S507] AR5 288 [{0}] ARAEMTS UPN [{1}] (F&#F [{2)] R [{3))
[S508] ARS3 88 [{0}] RAEWTS UPN [{1}] (RETIARE, BEMH [(2)] FZFHE)
[S509] ARZ5 88 [{0}] REERTE UPN [{1}] (R T IAIRIAE, BRBECE FAS )
[S510] ARS325 [{0}] REEERE UPN [{1}] (iRl BHIEM [{2)] AT

B R Workspace B FAS
% FAS 5 Workspace &5 HY, RIERXLESEMH,

AERE
[S001] #3# T Citrix Cloud 1Z#X#4A [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] =X FFRIRIEFEE DN, FasHub =ARSS URL: {0}
[S003] FAS BE =AM [fas id: {0}] [transaction id: {1}]
[S004] FAS REEMIZ 1M [fas id: {0)] [transaction id: {1}] [exception: {2}]
[S005] FAS EfFH HaIACE &&= [fas id: {0}] [transaction id: {1}]
[S006] FAS FEefrH L FificE & X E = [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S007] FAS EMZ=H7FE [fas id: {0}] [transaction id: {1}]
[S009] FAS REEMN=HESH [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] FAS BRS B &SI =H B 5% URL: {0}
[S011] FAS BRSREEEI =

[S012] FAS BRSZ AT M Citrix Cloud #{TRSER

© 1997-2026 Citrix Systems, Inc. All rights reserved. 100



KE B MRS

BERS
[S013] FAS BRSZAEIAF M Citrix Cloud #ITRERER. [{0}] EZFAERAIEEEEH aPHE
[S014] M =ARSS <service name> RYIARKIK [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] 3R & Citrix Cloud FYE 2L, RAERAERIKIZN [message ID {0}] [transaction ID {1}]
[caller {2}]

[S016] M =ARSS <service name> BYPERRLIY [fas id: {0}] [transaction id: {1}]
[S019] FAS EM =R THERZE [fas id: {0}] [transaction id: {1}]

[S020] FAS FEEM=H FHERIE [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S021] =X FHERBEIRW. F&H: {0}

[S022] ZZFFIRIRIETERLE

[S023] ZKAERLHE Citrix Cloud 24U H [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]

[S024] IE¥E/EE Citrix Cloud AN {8481t [fas id: {0}] [current key id:{1}] [new key id:{2}]
[S025] LthARSSBIIZARESATFEIE T Citrix Cloud H [current key: {0}] [keys in cloud: {1}]
[S026] HLARSS HIIEINERSAARTZIE T Citrix Cloud 5 [current key: {0}] [keys in cloud: {1}]
[S027] EF4k Citrix Cloud R ATEMEME T [fas id: {0}]

ER
XEZHETRMERIZRTE VDA Lo

AERE
[S101] BMEEBEREM. TEIRFIREXSHHILIEARSS [id: {0}]
[S102] BREFEEREKW. TEEHK {0} Y SID [Exception: {1}{2}]
[S103] HMHETEERKM. FF {0} B9 SID 79 {1}, FiiHA SID 79 {2}

[S104] B EBERKW. TEEEDIHKSHMNINIEARSS: {0} [Error: {1} {2}]
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AEAE
[S105] BHHIEER. IEEE R [Username: {0} Domain: {1}]
[S106] BAHIEER. \n\nEXE BRIIEARSS: {ONn\nIETEE R [Certificate: {1}]
[S107] HREIEERKM. [Exception: {0}{1}]
[S108] HHMIE FRYt. IHIRIHIELE [Caller: {0}]
SKIERIEH
YAFRREARIERIERN, XEE4RIBRE VDA L
AERE
[S201] FERIEREFEIAIE]E [{0}] #2444 [PID: {1} Program Name: {2}Certificate thumbprint: {3}]
[S203] ERIERE R TR Y. TAIRIMKIEL [caller: {0}, session {1}]
[S204] BMEEEEFRGF. BHEFZIHERHA
IEBIERMNBHANER
% FAS RS SBHITERMBIRIEN, RIERXLEEMN

BERES

[S001] TrustArea::TrustArea: EZRZIUETP [TrustArea: {0} Certificate {1} TrustAreaJoinParameters
{2}]

[S014] Pkcs10Request::Create: B8 PKCS10 353K [Distinguished Name {0}]

[S016] #4\$R::BI%E [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3} EllipticCurve: {4}
KeyLength: {5} isExportable: {6}]

[S017] #A$H::MIER [CspName: {0}, Identifier {1}]

BEAB
[S104] MicrosoftCertificateAuthority::GetCredentials: &8 {0}

[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 32 3ZMH 1% [{0}]
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BERE
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest B 20& iE+ [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - F4Ft 4
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RALRAPEIRHER

ATIFH T £ Windows ERTE L R4 AR LEIRER.

BRAHIRER REAfsE
TERHI A L B EED HENUANEIREEMBIERMTA, B

Kerberos 1% HI881E 48 7 &%, 152RAXH
Kerberos HE &85

RATEFEER, ENERLTERIE, / A% TR RIS ESIRR, HEHEFISRHRILES
FiziEK FEEEEBMWIERIER, AHEHZE
fit“Kerberos BRIIE". “IHIEHIZRE 5K
B SIS 28 e B, BMEIAIERERFRE
¥, WEFS I,

RAATRETEFEER. BTFEMNRIENERE FENERBHRIEPRZEERMHEN L, 15

FIEBARZEE BRI B NREMEN,
BIRIER XEERTER LT BRIERIRE, &

RSA A% (<2048 fiI) »

« BH CAPI BEIEHE
« EF Kerberos BEIZF
s FRBE=AIEPBMEANEEBSEFERIAN
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KE B MRS

PowerShell i

BRI LMERE S B MIIEARSS (FAS) BEERERI S HITE REE ; B2, PowerShell RERMTES
RBVIED, ANRIETHRERIES 2 PRI RABNED, Citrix Zi{XER PowerShell #TECE.

LU En45 70N FAS PowerShell cmdlet :
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7 PowerShell O, EAILUER Get-Help \<cmdlet name> 27~ cmdlet #Ef,

£ % FAS PowerShell SDK cmdlet IEZER, 15807 <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o
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nkk

B

=T

BB BMIIEARS (FAS) @ Citrix® A, ©5EBY Active Directory IEBIMANMIER, BIF
FF7E Citrix IEHRLEHITERININE, AXENAT JEEATENEENZ M BB IIELEM,

EHRE, FAS AR BMRIDRAREIRLZIEER StoreFront fRZ528. StoreFront B —EESIN
X Web BAMENEERNES MHIIEIRT, HHARUFER StoreFront SDK HE=75 1S HRHEFER
V' EB. BERgITEinE, EfseBx A # TGS MR ARIMEE TR FE R Citrix Virtual
Apps B Citrix Virtual Desktops™ EBE&,

ASTRYHE 8 R IRIRF A T T B TRRED B2,
. NEBERE

BAFXHE

ADFS SAML

B2B it BRET

« Windows 10 Azure JEEIE RMIA

RMETHEX FAS XENHERE, WTFRERE, ZENEKE XERIRE FAS WEBBEHK,

ZRgAhd

FAS 12 FRHE StoreFront J&IFAY Active Directory FAFP BEhil& BEe £ H, XERTER
WEIERTICHIEE g FHTEELE AP, HAFHAIER Citrix Virtual Apps™ % Citrix Virtual
Desktops EIIZIEAIE (VDA) BY, IEBEMIMNEITEN, HE Windows IS ERMARARSBE
£ HH I,

YA FIEKRIAIE Citrix FRIEES, ST StoreFront™ FREZEIRELR FAS, FAS BF—1EIE, 1
YA Citrix Virtual Apps 8% Citrix Virtual Desktops SiEERZSIERIIEBHITE MR, & VDA
FEWNHAPHTEMRIEN, EREEE FAS #HRIEEIE, 28 FAS FEEHRAFIERHNTAR ;
VDA 4 EEEFERIERHRITHNE NS L MBRIRIELXL FAS,

TEERT FAS 5 Microsoft IEBMANIMEER, F/9 StoreFront # Citrix Virtual Apps and
Desktops™ FEHIIEIE (VDA) RIS HRS
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Synchronization Jb :
= - —1 - -~ =
= Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) 4 Certification
T ] Authority
&
g féi Assert . Access Logon
& H ., .
% &g/ Identity -~ Certificate
g o R §5;
g § o Federated
7 59 Authentication
=4 [s] i .
‘ ~ Service
- j e Nfuse Citrix \\
| SAML token Citrix AG Basic b protocol : Brokering
- . ’ — Protocol
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

NERERE

FAS RIFFA P ERZMEMHIIEEI (81E Kerberos B ER) LT4ihE StoreFront #1TH R
IE, HEEITEBEITEHICIER Citrix HDX™ =&,

XAAFFHTT Windows BAIIE, MEFRABARFPEIEHE8EF PIN, UEHEFERRENERE
BIEhEE (PINERERRS) . XATATFERFERRRA Citrix Virtual Apps FH 89 Kerberos £9
RERE RINEE,

P P& R ERIERIFR QN AEMEEH (PKI) IER, TR EAERFERIIRRIR
o XNIFFRIBINERSMIIERE, BERNREEREFIRFRNERFIIMFIREREF

R

LEEREAIN Y —8581T FAS B#FARSS &, ZIRSHEIFNARBAMAEEFRIET, AfF, X
IEBATER Citrix HDX MERRAFRIE, MRERTERFER—1%
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key
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Citrix Virtual Apps 8% Citrix Virtual Desktops IMRHIAS B FERELNANHITEE, XE
CTX206156 B IFHILH,

EMBEZER, BBENGH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2o Emiz
HIZRIEH. (FEI% CTX206156 HHY“MA IHIEFIZBRIEF EBD . )

BXER:

o BIARLUEMEEEGFZ LR (HSM) SINENRIEFaRIR (TPM) B, BXFAER, B5H
FIRIRIF XF,

« ZEMEE XENETHNARENMEE FAS,

Citrix ] X §f&

Citrix Gateway ZPE S HNERERE ML, BIINT & StoreFront EExIHY Citrix Gateway, FEFEHRRK
IERFEE Citrix Gateway K&, Citrix Gateway 223 8§ 2B A IIEAIERGED, B B FRIFFLE
LRV ITAZ A,

It ERZE 7] F T8t 2 E & K[| Citrix Gateway #1TEMIOIEAEERAP SIETHITEIZ T PIN 16
Te EBIRSIFEREL Citrix Gateway B EIER A, MEEENER AD L ELE+E,
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KEEMRIERS

AUTH.LOCAL domain

Citrix Gateway

VPX
Root CA P Export
' Certificate -
Gateway Server Issue
' Certificate =

—[ Authenticate ]—

Issue

Certificate Authority

Windows Server

&

FAS User

' Certificate
Template

&

FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server

1
I
I

Associated with

- &

- ' Certificate

Federated Authenti-
cation Server

Windows Server

FAS
Authorization

Issue

Certificate

FAS User

Issue

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

d‘ Users

Private Keys

Authorization
Private Key

"'J.

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

= FAS User
Certificate
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Citrix Virtual Apps B Citrix Virtual Desktops IMRHITA S B FERELNANHITEE, EMFE
B% CTX206156,

EMBEZER, BBENGH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2o Emiz
HIZIEH, (F5% CTX206156 YA IFIZEIZRIEPR ERD)

I Citrix Gateway EeBANFEZMRIERSE, 1EHR Citrix Gateway #1 StoreFront Z [BIRNFTEE
BEER TLS #1TRIP. 32, BMAENE URL EIEMRECE /1EM Citrix Gateway BRSS28,
AX e ATFELERE T Citrix Gateway RSS2 #H1TH D IEIE,

StoreFm nt Authentication Settings

These settings specify how the remote user pravides authentication credentials

' General Settings - Varsian: [ 10,0 (Build 62.4) or later - |

¥ Secure Ticket Authority VServer IP address:
Authentication Settings [optianal)

Summary Logon type: [ Domain -

| v10.0: SNIP or MIF, vI01+:VIP |

1

amart card fallback: None -

Callback URL:

o) |http-s;-‘ﬂ\'ﬂ5ca!cr@arcﬂ'a}'¢0DN | /CitrixAuthService/AuthSenvice asmi

44 When no Callback URL is specified, Smart Access is not available,

BXER:

« EFgE Citrix Gateway, 525 UNAECE NetScaler Gateway 10.5 L5 StoreFront 3.6 # Citrix
Virtual Desktops 7.6 B & 1EM"

« Install and configure M4BT SRR EEFEIE FAS,

ADFS SAML Z3&

—I0 % $#89 Citrix Gateway F3I0IER ADIFS Microsoft ADFS 558, EERIUTEY SAML 1017
HIZRF (IdP). SAML HiS BHZEMEN IdP MARLTMBZEE L XML R, ERNEAFRERITE
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KEEMRIERS

MHRG. XERE FAS IRSSBLIFRAFP NS M IEIEEIEL Microsoft ADFS ARS38s (SUEth3ZHF

SAML #9 1dP)

Citrix Gateway

VPX

Root CA

AUTH.LOCAL domain

Export

A

§ Centificate

Gateway Server

Issue

' Certificate

ADFS Signature
§ certficate

SAML SP (RP)

Web Access Proxy

ADFS Server

Windows Server

Windows Server

ADFS Proxy

ADFS &% B F&id

&£

BXER:

TLS Server
§ Cenificate
.
) Signature
' Certificate
¥ , Encryption
Certificate

' (not used)

Issue

Certificate Authority

Windows Server

L0

FAS User

' Certificate
Template

&

FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

1

_-__-,{

Associated with
| D i |

Certificate

e
1

Federated Authenti-
cation Server

Windows Server

FAS
Authorization  g...d
Certificate

FASUser ...

o

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

o v
- ?’ Prsis;ste Keys

Authorization
Private Key

Domain Controller

Windows Server

UPN
walter@auth.local

| Alternative UPN
walter@adfs.ext

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

E

FAS User
Certificate

Internet ITIZ L MY A A #HITEWZREEMICIE ; a0, &% BT Office 365

X ADFS deployment X ZE S Z1EHER.
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« XJ& Install and configure XES MR 7 A1 ZZEHMECE FAS,

« AXHH Citrix Gateway HiE BBoE B ETRET,

B2B [ Bt

MEFARNBFELERRURITENIRS, —MEIAERE2IRE— T EBEEX R Active
Directory BX & B4 I0IEARSS (ADFS) RSZ38. XARF—RABNAF TEMICIER)S—RATR

Active Directory (AD) EH, BRE, 81T BEFEEEBECHLEERERE ; ADFS 2EohNHE

SEINFLT AD IMERREFIKS,

ADFS.EXT domain AUTH.LOCAL domain

Domain Controller

At

Certificate Authority

Windows Server

Hndousserer [ Microsort |

‘ &er:er@adls.exl @ FAS User )
% Certificate Domain Controller
Template

@ FAS Authorization
Certificate
i Template

walter@auth local

| Certificate Authority | Alternative UPN

walter @adfs.ext

Windows Server

StoreFront

Windows Server

Windows Server

Citrix Gateway f Centificate
ADFS Server
VPX
Root CA Export .
] Certfcate < Federated Authenti-
- i
N P Eemfg;f GatewayServer . cation Server Citrix
f Cortficate ‘ Virtual Delivery
Windows Server A t
3 lf) Signature Export ADFS Signature gen
§ ' Cerificate R Cortficate FAS Windows Server & Desktop
g R B |_‘1' Authorization Issue Operating Systems
£ Y ocyption SAML SP (RP) r E@I Certificate
w Certificate
R motused) d__T FASUser 4 Eale E FAS User
| @ Certificates = Certificate
, 4
- Login with -

ow |

I
I
'r
(]
(]
(]
(|
I-E 1
= : e
itrix 3! :
1 § 1 | Hardware Security
1 .
. g!
client : b Module (Optional)
1
: ! Hardware Appliance
Windows / MacQ5 / Linux 1 :
I
1 : g UsAers
| === Private Keys
Export Root CA Certificate I OA
' (from ADFS.EXT CA) 1
! Authorization
Root CA Certificate =TT r- f Private Key
' {from AUTH.LOCAL CA)

Export

BXER:
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« ZEMEE XENETNALZENEE FAS,

Windows 10 Azure JEE1E R A

Windows 10 5| A7 “Azure AD IIABIELR, EEBIR_ESELUTFELRI Windows EIIA, B TR

EESHEEM 7R, XIEEERTECABRMFIREM. 51£48Y Windows EIIA—#,

Azure AD EBRIFABEIMIEMZREIMB R B RIRERIINEE, XL FEEM", FILAIUERE
FEREBEMNUET(E, MAUXEDREREM.

Azure

&

!
|

Azure AD

Synchronzation

Cloud

DMZ

|
;

AD

Citrix Yirtual Desktop

IERER— 1A, EREFEEREDREFNERZAF IR, EiLREMTeBIEEMER

I Azure AD THEEH 1T EAA B2 IQ1E,

IR, WERERMERISHTUEEAE P #itAIt 55517 | A, ITEERMERS. Azure SEfM
=iRft7E. Azure AD Connect [B4 23 1% Bohi& &R Azure AD. R~BIEIN 7 E1LEEIMERT Azure

VM,
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BXER:

« ZEMEE XENMA T INARZENEE FAS,

« Azure AD £ XEEFEFMAEE,

ADFS Zf%&

b))

AN B T a0 Citrix 37385 Microsoft ADFS &R,

WZALAER ADFS REENFEER—SNINIERINMGNLZ AR AR, fli, REIRERER
TrRIRAMFNREN TH ; XEMEFEEANE Windows BERFEIEHITRIF.

B & BHIIEARSS (FAS) X7 Citrix Gateway # Citrix StoreFront™ 5 ADFS B RRSERM ,
MITEA B TR R

LLLEBZE ¥ Citrix Gateway EA{E#i5 5 Microsoft ADFS &R
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AUTH.LOCAL domain

Citrix Gateway Certificate Authority
VPX .
Hndows e | Micosot |
Root CA < EXTIOL & FAS User
§ Ccenificate 1 Certificate sssssssssssssussmnssssasasas Domain Controller
Gateway Server Issue - Template
' Certificate @ FAS Authorization Wind S
Certificate Indows Server
ADFS Signature i Template
§ Centficate PN
() walter@auth.local
—{ samLsP (RP) (-
walter@adfs.ext
StoreFront

Windows Server

Issue ol TLS Server
R Certificate

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
- Issue Operating Systems
r-- AUthOTIZAtION  gueidenneranans
1 Certificate
FASUser
: :- 1 Certificates E Certificate
5, A
Web Access Proxy ADFS Server 1 -
Y e = Login with j—
: e TR
" . £
Windows Server Windows Server :'§ 1
B .
|_§ , | Hardware Security
12, .
1S Server 'E \ | Module (Optional)
Certificate L'
- : 1 Hardware Appliance
1
f) Signature L
S 1
' Certificate i : 6" Users
| == a" Private Keys
K') Encryption I {
Certificate 1
' (not used) !_ . J‘ Authorization
: Private Key

—| ADFS Proxy I— SAML IdP

NREiHEEE Windows VDA B Linux VDA, MEEXH,

SAML.

ZEWEMRICIES (SAML) B2—EIRAEEREIERITE"R Web JHRERRG. REIEN
TR

© 1997-2026 Citrix Systems, Inc. All rights reserved. 115



KE B MRS

EE MR URL

& Citrix Gateway X IAAFREH#H{TEMIIER, EETRAFH Web X525 ADFS fRS38 L8
SAML BRMBIHIT HTTP POST, X@EERE https:// FINEMIE | https://

adfs.mycompany.com/adfs/1s o

LTI POST 22 EM(ER, 2E ADFS B RFea/a™ A REIR A R EHE",

FRIRTRF

Entityld 2 Citrix Gateway £ POST #iE+H T ZF] ADFS NHE—IRIRTT. XREH ADFS R =
RERNRS, HIRIESENAARRMNSHIIERE, WRME, SAML HRIIE XML F{GERF
B RH Entityld FriRBIARSS -

BE, EntitylD =2 Citrix Gateway IRZ 23 ERIEA URL, BEEBERUZREMRNE, HE Citrix
Gateway #1 ADFS fItt3KRE—2XENR] @ https://ns.mycompany.com/application/logonpage

o

R [E 4t

MR EMIIERIN, ADFS RIETRAFR Web X35 SAML B4 I035F XML POST [E]9 Entityld
ECEBRIEIE URL 2—, XiBEZRYA Citrix Gateway fR5385 ERY https:// ik, A :

https://ns.mycompany.com/cgi/samlauth o

WRAE T 2Bl E URL 3k, Citrix Gateway B IATEE & #] POST % ADFS BYiBERFIEEFE—,

FRIEH

ADFS EREFLXN SAML S4I0IE XML blob #ITINZBE L. AT WRIEE R, AU Citrix
Gateway BeB AERIEPXEF I SN NN EXLES L, IEBXHEE M ADFS fRSZ25IKENAY
XA o

B U URL
ADFS # Citrix Gateway 2 #F&HFH R, XZE—1 URL, Citrix Gateway RIB/R¥L1HZ
URL, H#ZE SAML HAIIE XML blob 2B MARYFIEZHNRIE,

Xe— 1 uikEE, TRAEE, EBEE https:// &NEUMIE https://
adfs.mycompany.com/adfs/logout o (IFFE, EAAMUSESRER URLHEE, )
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[

Citrix Gateway SBE SB9NME T AAIIEE Citrix Gateway MM IERAE LDAP SHIIEEI, FIN5T
/S, ERILATE Citrix Gateway SIS M IIEEREE, UIF SAML B4 RIE, G, XA
F# Citrix Gateway [ SFEHBIRAIA LDAP ZKEL,

MetScaler > MetScaler Gateway » Policies » Authentication > SAML 3 Policies i':: ﬂ H
Policies Servers
Add f Jelete how Einding Primary VPM Global Bindings Search =
MName Expression Request Server
StareFrontSANL MN5_TRUE AzureAd
HHE SAML 5B

fEAZ BT ADFS BIZZEHISRINNE SEEHH SAML IdP fRE25. NMAILEEEE, Citrix
Gateway =¥ FEEME ADFS #1TER, FHiER ADFS 41 SAML FRRIESRE{EAEIR,
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Create Authentication SAML Server 5

Create Authentication SAML Server

MName®

Azurend
255
Authentication Type
SAML

IDP Certificate Name* 255
AZureADSAML v +
Redirect URL® Exact v
29f-4c20-9826-14d5e484c62e/5aml2
Single Logout URL InternetProtocol A
29f-4c20-9826-14d 54840628/ 5aml2 InternetProtocolPassword W
Uzer Field

userprincipalname

Signing Certificate Name

V|

Iszuer Name

https:/fns.cit rixsamidemao net/Citri®
Reject Unsigned Assertion®

on vi
SAML Binding™ Attribute
POST v

Default Authentication Group

Skew Time{mins)

BXER
. REFRE £ FAS RENRBNTESE HK,
« BILH FAS ERBIEDERM BT T B

« “BIEHENEESREE XEFN A,

Azure AD 5§

=

ASTHEN LB T WN{ANF Citrix 385 Windows 10 Azure AD IhEEEERK, Windows 10 5| AT Azure
AD, X2—M#EaUEIARE, EFEICABREILLET Internet MMALREIT, USEMEEME S
TR,
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AEPRRBEERD T — RS, HPIT MFFAFRHELFBEFEAMuLAE N A Windows
10 A EMBYEMAID, AP ALUETGE ERPHRE > X F > MA Azure AD"ETAIRI
(AR

“— Settings - o 4
0% SYSTEM Find a setting Je
Display

PC
Motifications & actions BE name vda-win10
Apps & features Rename PC
Multitasking Organization  WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage " . '
Edition Windows 10 Enterprise
Offline maps Product ID 00325-00000-00003-AA060
Processor Intel{R) Xecn(R) CPU E3-1630 0 @ 3.20GHz
Default apps 309 GHz
Installed RAM 2.00 GB
About . )
System type 64-bit operating system, xb4-based processor
Pen and touch  No pen or touch input is available for this
display
Channe neneiet kew or pinaeacds semair editinn of Windosses

EiCARBREME, Microsoft Edge Web R 52881 Azure SaaS NARZFMRIBiIERE A F
kA0 Citrix X BN BIER, MUKREM Azure RZFETER (530 Office 365) o
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B Access Panel Applicatior X+ — O *
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ
Microsoft Azure george@

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

ERER

AR REEMITE Azure HEL E Gl TRAMRNEIME, H5 Azure AD # Office 365 FIMR =R ALE
B REABFPEHMATETIEAR, BEEEDHLENIBM _EAIEER.

ZEB N ATHEME ARSI /AE, E Azure AD Connect [E% RILUET Internet E3EE!

Azureo
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Azure F

,_! Azure AD
!
|

Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud e —
DMZ -

101
1
i

PKI

FEIARER D, E5 LR AEE LAN 1 Kerberos/NTLM SR IGIHR ML 2EENBE S ER,
IR AE] Azure BY TLS EHHM SAML. FTARSHIZANA Azure AD BY Azure AR, TE
Active Directory FIIRE N FBTERF (140 SQL Server #3EE) TILUER Azure TERSHY IAAS B39
hAYFRE Active Directory ARS328 VM 5517,

YAFPEoESNBERE, FEA Citrix Virtual Apps and Desktops™ & # BN IR F #1TiH18,
ARIERNN BEFES AP Azure BT T1HE, £/ Microsoft Edge BB B RINEEHITE
12, Microsoft ISR AT U EEFE B Azure N FBIEFHI Android 1 i0S N AR,

8l DNS XI5

Azure AD EXREEAEEM AT DNS st HIZEFIH A ERNERXIE, Ak, EERTLUER
Azure DNS Xig{IhE,

IR BIER DNS X% F1 citrixsamldemo.net,
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Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

PEHI S 71 Azure DNS R FFARSS 28R XEER ATV /E DNS ‘M ERIKIE NS S2BH518 (B

0, citrixsamldemo.net. NS n1-01.azure-dns.com ) o

TEAINF Azure H5E1THY VM BY5 | ARY, REREMAGEZER CNAME $55H8M VM B9 Azure H£E
DNS i25%. 1R VM i IP #ilit &4 &Eak, NIEFEFshEH DNS Xisi .

HERE IR ERFISEE DNS il fR235 PTER, 13 citrixsamldemo.net, FH{ERFS DNS (RERHA
10.0.0.*)

FI—151 8 Web M BAIZEFEARIEIRS 25/ fs.citrixsamldemo.net’s& B, X2 UMLK IEMEESIRS
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IE=ARSS

R BIBECE T — Citrix 3785, HAPaE—E Azure Fi51T ADFS ARS5 8509 AD IF35%, GIE 7T —

N F“citrixsamldemo” I =R S -

URL

@ WEE APP ’ QUICK CREATE .
citrixsamldema

«Lloudapp.net
VIRTUAL MACHINE il-"i CUSTOM CREATE cloudapp.ne
REGION OFR AFFINITY GROUP

@ MOBILE SERVICE West Europe b |

| @ | CLOUD SERVICE

i EEI BATCH SERVICE

CREATE CLOUD SERVICE  +

Bl% Windows EEBIHL

EERSEFEIER Windows VM

o E#EHIZS (domaincontrol)

« Azure Connect ADFS fR552% (adfs)

- ADFS Web iAiaf{I2 (Web R AEFMRIE, RIMAE)
o BAREMNANKER(TEG 2

« Citrix Virtual Apps and Desktops FE#1%iE LI (VDA)
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Create virtual machine >

Create virtual machine

Resource groups

2 All resources
= es =3 * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

SQL databases Veual Studio Professional with MSDN e

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

PR ER
« 750 DNS BRS52% A1 Active Directory 3HARSS A B LLEIEATAH Active Directory E3ZE  (TELtbR Al
FR citrixsamldemo.net) o HFALRSERE, 700 Active Directory IEHIRSE A,
e BIE—EEAFKFBTFR (FI20, George@citrixsamldemo.net) o

- BT ILARSSERFHTITAER DNS, FREARSSesERM5 | FLLARSS 2511T DNS f#if. XAJLuEd
Azure DNS &E TIHTM. (BXEZEL, BFEHAEENMR. )

ADFS #2841 Web N AR RIERSSS

« 1% ADFS BRZS2810A citrixsamldemo 35, Web N AR RIERS BN REERBHNITIEAR,
Etb3EF5hE AD DNS A DNS #idik,

. TEXLEARSZ2S FIT1T Enable-PSRemoting —Force cmdlet, S{FtiF AzureAD Connect T Ei&id
B ANIEIHTT PS T2 IR,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 124


mailto:%E5%88%9B%E5%BB%BA%E4%B8%80%E4%B8%AA%E6%99%AE%E9%80%9A%E7%94%A8%E6%88%B7%E5%B8%90%E6%88%B7%E7%94%A8%E4%BA%8E%E6%B5%8B%E8%AF%95%EF%BC%88%E4%BE%8B%E5%A6%82%EF%BC%8CGeorge@citrixsamldemo.net%EF%BC%89%E3%80%82

KE B MRS

Citrix Virtual Desktops™ & E#EHI284] VDA

« EEMA citrixsamldemo BIE RS Windows AR5 28 %22 Citrix Virtual Apps 3 Citrix Virtual
Desktops Delivery Controller™ #1 VDA,

BCE S8 DNS

iR IEHI2R S, FCiB DNS PRSZ22LULIE citrixsamldemo.net BIREZBME, H 7 Y428 DNS RS
22 (ff40 : 8.8.8.8) HYHELER,

2 DMS Manager == =
File Action View Help
e R Ba: BHE § 86

DS Mame Type [ata Timestar

&
T 5 DOMAINCONTROL 1 _msdes
4 [ Forwerd Lookup Zones || 7 sipec
b _j _msdcs. net | _tep
P & T _udp
B L Reverse Lookup Zones 7| DomainDnsZones
b _:I TrUSt_P_ﬂi mits _ | FerestDnsTones
b | Conditional Forwarders ] (same as parent folder) Start of Authority (S04)  [24], domaincantrol. static
g Glabal Legs ] (zarme 25 parent folder) Mame Server (N5} demaincentral, static
£ (same a5 parent falder) Host (A) 100,012 8320
] adfs Host (4) 10.0.0.13 LTy EI.fEDII
] demaincontrol Host (A) 10,0012 static
=1 Host (8) 10,0013 static
Flwap Host (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
< " >

ANEESIER, BT

* wap.citrixsamldemo.net
e fs.citrixsamldemo.net
e enterpriseregistration.citrixsaml.net

£ Azure HIBITHIFRE VM N ECE A ERLL DNS ARS8, ERILUBE MO GUI FThltbig
Eo
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Essentials -~ ¥ /L O DNS servers @

PNEINNY Custom DNS
Resource group Private IP address
citrixsamldema .0.0. SUPPORT - TROUBLESHOOTING
) * Primary DMS server
Lacation

West Europe trixsamidemo/default B Auditiogs > [10005 v
g MNew support request b Secondary DNS server
up

GEMNERAL

Properties >
Al 35 =

W IP addresses >

B DMNS servers >

) Metwork security group b

FINBERT, WEBIP (10.0.0.9) B ohE S ECHY. EAILUER IP #INHE B KA 2 IP ik,
Web N REFAIEARS S5 125 288 N 1T Lt 3R 1R,

EOE 56 DN ik

4 VM iﬁﬁﬁﬂ‘, Azure 4P E ORI DNS XigARSS 2%, ZARSERIEMADECL VM BISEIRH 1P i
ik, XB—1NERMNINEE, EA Azure BRIAESED VM BRSO ES 1P #illk,

= Configuration

o, 0 AR O Assignment
Static
SUPPORT + TROUBLESHOOTING
1P address @
B Auditlogs > 13.94.252.54

. & New support request > Idle timeout (minutes) @
on 1D vir e 4
di224367-d4fg-4Gae-beTh-6475cdaeelca DemainCentrol
GENERAL DMS name label (optional) @
ezl domaincontral-citrozarideme
Properties >
westeurope.cloudapp.azure.com
Il settings
& Configuration >
dd tiles
®

RESOURCE MANAGEMENT
Eatt & T
& Locks

sl Users

Voo | v v

IR BIF DNS #ifit domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %3 Bo£5 1312 &
2o

HER, mZRERETHE, 2B Web WAZRMIEF Citrix Gateway VM N2~ $ 1P ik,
(fEECEHRIE), A\ IP st FF RDP HIRIFR) o

iEZ24

Azure =EALTELAEIEM Internet B VM BY TCP/UDP i a]BIB5 A LSRN, BRINER T, PFAE VM
#37C1F RDP iAi8), Citrix Gateway 1 Web N 2R IERS BN L IFEIR A 443 E{ER TLS,
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MNetwork security P Essentials ~ B89 (O
Metscaler
Res es
SUPPORT + TROUBLESHOOTING i . 0 outhound SUPPORT + TRCUBLESKOOTING
Lacation 350 vith
H Auditiogs > West Europe 0 subnets, 2 network interfaces H Audtlogs >
Subscription name
i Mew support request > sual Studio Professional with MSDH & Mew support request >
Subscription |0
dlf224366-04f9-463e-beTb-6479cdaeefca
SENERAL GENERAL
Il settings =+
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DNS servers > . Quthound security rules >
@ Metwork security group > B Hetwork interfaces >
Subnets >
RESOURCE MAMAGEMENT

SIE ADFS iFH

£ Microsoft IEPBIMEN LS Web IRSEFIEBIENR, XAIFRIEERBEENX DNS #sitAIE
B, ZEPAUEH (SZIEFFA) B) pix X, EATIE ADFS #1 Web N BIEFRIBIRS 23 L RE
HEH, Eit PFX X4 2 EIEEDL,

MR BB LT EFBITHT Web BRSZZRIES !
- BAKI:
o adfs.citrixsamldemo.net
- THEERRB

o * citrixsamldemo.net
o fs.citrixsamldemo. %

o enterpriseregistration.citrixsamldemo.net
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@

i@ File Action ¥
« | 2[m
[7] Console Root

a (G Certificates (L
4 || Personal
7 Certifig

[ Trusted R

[ Enterprise

7 Intermediz

|7 Trusted Py

[ Untrusted

[ Third-Part]

[ Trusted Pe

7 Client Aut

Remote Dg

Runtime_T

Smart Carg

Trusted Deg

v v vV WYV W W W W

DoREE

5 L1}

= Certificate Enroll

Request Certificats

You can request the fiol
click Enrall,

[] Cemputer

[w] Web Server
B, Mereinfo

[[] Show all templates

2 subject | General | Extensions | Private Key | Certification Autherity |

The subject of a certificate is the user ar camputer to which the certificate is issued. You
can enter information about the types of subject name and alternative narme values that

can be used in a certificate.
Subject of certificate

The user or computer that is receiving the certificate

Subject name:
Type:

|'Cornmm name

|

Value:

Alternative name:

Type

[DNs

Value:

\CN=adfs.citrisamldemonet

*.citrixsamldemo.net
fs.citrixsam|dema.net
istration.citrcsam,

FHERBFHE pix X, SEREDRIPEIFHA.

iSE Azure AD
ATFHANA T IREFHI Azure AD 2Rz 6% ] T4 Windows 10 A Azure AD SRR &4

Rpur:-

EHER

ERIVZH Azure NP HEIEFE R
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAhLDemo

DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

FeRlE, MERHEERE,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

) | Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

BIELR/EERMAF (AzureAdmin)

£ Azure FRIELBEIER (ELERAIGFR
AzureAdmin@citrixsamldemo.onmicrosoft.com ) , H{ERAFKFAERLUSER,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

FHERISEME Azure AD
FHINBRT, BPESUTEREFEREFIEHITIMR ¢

<user.name>@<company>.onmicrosoft.com o

REXLEEH —FEBENA TIE, EfrERIIBEFERt T, KFe5 AP BFb ik
FICERAHENE ¢ <user.name>@<company>.com o

IR ERC BN ENEL AN HITHEER, tRFIER citrixsamldemo.net o

INREEENRERBERIKE ADFS, BEAZE EE,
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Ay Pl A
FL DUINIATN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

223 Azure AD &R
Azure AD Ei& GUI 95 2 £ 1% &= F@%) Microsoft Azure AD Connect FTET1HE., SHEHZEHRE
ADFS VM L., FRABEXZEMAIREILZE, UE ADFS ETA A,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

PeHEEMA AD FS BX§ R R B RiED,

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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ERE AR EIERIKFIERES Azure,

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

ZEFEARES AD o
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

J¥FREIBRR Active Directory XR5 Azure AD [E#%,

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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INREREHMER, EAILKBARREREBIHE—ERRBIERAF.

Uniguely identifying your users

Express Settings

Required Components selact how users should be identified in your on-premises directories, @
User Sign-In ® Users are represented enly once across all directories.
Connect 1o Azuie AD ) User identities exist across multiple directories. Match using:
Sync ®
connect Directories ObjectSID and msExchMasterdccountsID/msRTCSIP-OriginatorsID attributes
SaMAccauntMame and MaillMickMName attnbutes

Domain/OU Filtenng

T e & specific attnbute

- CUSTOM ATTRIBUTE
Filtering

Optional Features

AD FS Farm ) " .
Select how users should be identified with Azure AD.

Azure AD Domain

SOURCE ANCHOR @
Configure
. [ objectGUID -
Venfy
USER PRINCIPAL NAME €
| userPrincipalMame |'

ERAOATRIEED, SR FMIK&ERE AR EREE.
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

MNREE, TAILUS Azure AD i35 Active Directory [F%5, ¥FETF ADFS HEHINIE, BER
EEXFM.
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Optional features

Exprass Settings
Required Compenents Salect enhanced functionality if required by your arganization.

User Sign-In

J :_-."'|=."|: [ “:. ong '..=!'|.'_.-"“:.="| e
] Azure AD app and attribute filtering 9

Connect to Azure AD

Sync
[] Password hash synchronization @

[ Password writeback

Connect Directories

Domain/CU Filtering

Identifying users [ Group writeback (7]

Filkening [ Device writeback 0

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Domain Learn mare sbout optional features
Configure

Verify

Previous

EREE AD FS RERAIER PFX X4, FFF fs.citrixsamldemo.net 3§ /3 DNS £ #ho

&% Microsoft Azure Active Directory Connect

AD FS Farm

Required Compenents I Configure a new Windows Server 2012 R2 AD FS farm
User Sign-In

Express Settings

Connect b Azure AD Use an existing Windows Server 2012 R2 AD FS farm

Syne

[ ) ) Specify the S5L certificate used to secure the communication between clients and AD FS.,
Connect Directories , . .

® Provide a PFX Certificate File

Domain/GU Filterin - - . . .

o ! Use a Certificate installed on the Federation Machines

|dentifying users

Filtering CERTIFICATE FILE @)

Optional Features | CUsers\Fred CITRIXSAMLDEMO\Desktophadfs pfx |

|
SUBJECT NAME SUBJECT MAME PREFIX |

Federation Servers

|",|:itrixsamll:lem|:>.net l-| lfs | @ ¢
Prosy Servers [
Cradentials FEDERATION SERVICE MAME I
Service account https:f/fs.citrixzsamidemo.net 4

Azure AD Domain

Configure

Werify
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LIRTIERARIEIRSS ST, A wap.citrixsamldemo.net fRSS88f9itht, ZEIREEEIE Web N FRFE
FRIEIRS 2 ELUEIE R B 193517 Enable-PSRemoting —Force cmdlet, LAfE Azure AD Connect
B AN EL#HITAC .

& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Compenents Specify whare to install web application proxy.
User Sign-ln SERVER
Connect to AZure AD | Type 2 sarver name or P address Add
Sync
Connect Directories SELECTED SERVERS

Domain/OU Filtering & vDacitrixsamidemo.cloudapp.net  Remove
Identifying users
Filtering
Optional Faatures

AD F5 Farm

Federation Servers

Proxy Servers

Credentials

Service account
Azure AD Domain
Configure

Varify

[ e |

g0R LS BFITAZ PowerShell [SEREMA, B=1F Web N AREFRERSZSMARE.

WFRSHERTE, BEERIVEEERERN, HADFS SIB2— P IRSBWKF. A5, Azure AD
Connect SHERISIE DNS XIEMIFRE .
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Azure AD Domain

Express Settings

Required Components Select the Azure AD domain to federate with your on-premises directory.
User Sign-In pomMain: @

Connect to Azure AD | citmssamldemo.cloudapp.net | ™

Sync

Connect Directories
DomamOU Filkening
Identifying users

Filtering
Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to
AD FS Farm the DNS settings.

Optional Features

Federation Servers

TXT record:
Proxy Servers Taxt: MS=ms59661451
Credentials

MX record:

Service account Destination: ms59661451.msv1.invalid

Azure AD Domain

You will need this setting in place to complete AD FS installation.
Configure

erify || Learn more about verifying DNS ownership for Azure Active Directory domains

I TXT #1 MX 2R 700%) Azure P9 DNS #itHE R,

HAME TYPE TTL WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

=]

N5 172800

= S0A 3600

= TAT 3600 msr0102213

fs CMAME 3600 adfs-citrinsamldermoawesteurepecloud., |,

£ Azure EIRZERI e AT BIE,

CitrixSam|Demo

&3 USERS  GROUPS APPLICATIONS  DOMAINS  DIRECTORY INTEGRATION COMFIGURE EPQRTS LICEMSES
DOMAIN NAME TYPE STATUS SINGLE SIGN-ON PRIMARY DOMAIN £
citricsamidemo.onmicrosoft.oom Basic W Active Mot Available Yes
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INRILT LM, 1EFLIEISTT Azure AD Connect Z B3SO IEE,

STRE, Fh@idimO 443 BRR N ERHIE fs.citrixsamldemo.nets

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:
10:0.0.13

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

E B Azure AD Join

= A P s A BB F B & Windows 10 BJLAAAT Azure AD fIMABY, DNS B8R FHENIER
ADFS #J CNAME DNS i2® : enterpriseregistration.\<upnsuffix>o

FLERfBIR, X2 fs.citrixsamldemo.net o

enterpriseresistration citrcsamidemo.net i
Type

CHAME
= TTL TTL unit

1 + | | Minutes w
Alias

s citrimsamidemionet W
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INREREANIIERMEN M, R ADFS RIFBERERE Windows 10 &N L, WUE
Windows {51 ADFS AR$Z28. R ZHi4ERAIARAER P K 4T Azure AD 3E0 A

e

Let's get you signed in

Work or school account

George@citrixsamldemo.net A

Password

| forgot my passwaord

Which account should | use?

Sign in with the username and password you use with Office 265 (or other business
services from Microsoft).

Privacy statement

-

EEE, UPN 415 ADFS 1825412538 5189 UPN PTED,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Fimsh

)
BEEEITTENHER BB FHb S RRIEIE Azure AD IIARE . ERfE, Boh
Microsoft Edge FiZE#E] <http://myapps.microsoft.com> o WL BfERPEEREF.

T RANEHIN A 3 BAERISE

Ea  LURBBEI A0, BEIFEM Citrix Virtual Apps 3§ Citrix Virtual Desktops 1ISO £ Azure %23
Delivery Controller 1 VDA E##.

EIbRBIsR, StoreFront 5 Delivery Controller ZE7EE—RRSS 28 L. VDA fERIRIIAY Windows
2012 R2 RDS I1Fi2F%%E, k5 Machine Creation Services (£ (RE AJ AR iEH#H#1TED
B) . Edswal, BN ERP George@citrixsamldemo.net B4 A] LA A R HITH DI,
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« 16 e Y

Citrix StoreFront

Q, bearch Desktops

Details

7 Controller 3517 Set-BrokerSite —TrustRequestsSentToTheXmlServicePort $true
PowerShell cmdlet, LAFt¥F StoreFront™ 7£:%%8 P EIENER T H#TE MR,

RERSE DRSS

7Z ADFS fR5528 L% FAS, H Delivery Controller EEE— 1IN, FEFAYSEEN
StoreFront (RAELLRAIE, StoreFront 5 Delivery Controller REER—ERINL L) . HEH &
EMECE,

Edi& StoreFront

73 Delivery Controller IERITENIEFR, FHBIAEmO 443 KB IS 48EF T StoreFront B A1k
B https: KAZE 1IS # StoreFront LAEHE HTTPS,

Modify the base URL for sernices hosted on this deployment, For multiple senver
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixsamldemao.net

BoE StoreFront LUEA FAS fRSS38 (EF ZEEMEZE H8Y PowerShell BIA) , FH7E Azure RER
HITIER, BIEE FAS RS EMEHEERRABRERER FAS,
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File Action View Help

= | 7w l-
& Event Viewer |

[ L Custem V
4 L Windows

Event ID  Task C..

E Applic 1 Information 1 \ Citri. Authentication.FederatedAuthenticationSenvice 204 None

i) securit (@) Information .WUBNB?-&?ES AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] 2c authorized by [ \DDCS].

Log Mame: Application

BidE StoreFront LU Citrix Gateway

7£ StoreFront BIEEEHIGH, A EERHRIEAE GUI ECE StoreFront AER Citrix Gateway
WITR B IIE,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

E LR Citrix Gateway EAIIEIRI, BEEBRZ S ZIEMANIM (STA) HECE Citrix Gateway !
ks
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

73 StoreFront HNE—E RECEFH Azure AD NHERF

AT5fEA Azure AD SAML 2.0 B—ERINeE, ZIWEEEFIEE Azure Active Directory Premium 3T
%o 7£ Azure AD BIET B, &1F FiENARR, AEEEFE MNERRINMARER.

APPLICATION GALLERY %
Add an application for my organization to use | o
FEATURED APPLICATIONS (17) MNAME
B * Add an unlisted application my

I CUSTOM i‘ organization is using | StoreFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using. and add it to explore single sign-on

COLLABORATION (314) integration options.

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

P BEX > RMEBARIEEERABNKRIIENRAREF USIZEAF ERNHEEX AR,

EC iR B
BIE—K 215 x 215 REWEIR, HHE LI EE TTE, RIENAREFIET.
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properties

APPLICATION TILE LOGO

cifrix

EoE SAML S2513F
BN BREFNERRELA TIE, AE%EE BBEE—ER.

storefront

&3 DASHBOARD  USERS AND GROUPS — ATTRIBUTES — COMNFIGURE

StoreFront has been added

[ 5kip Quick Start the raxt time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Configure single sign-on

BB RFE A SAML 2.0 B4503E, XX F Microsoft Azure AD E—E R,
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

RR IURERFRE (EHLMEIRMHLE Citrix Gateway FIEZETAD)
= Citrix Gateway ARZ528 LB /cgi/samlauth,

COMFIGURE SINGLE SIGN-OR

Configure App Settings

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

T—BE & BT Citrix Gateway ECiEZI Azure AD &K#i A HIER,

; FEURAIS, E1] URL
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2018 11:06:20 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Dowmload Metadata [(XiL) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
httpsy/fstswindows.net/b1asf2 1b-d29f-4c20-2826-14d5e484 0628,

SINGLE SIGH-0M SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE LIRL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

T# base 64 EESRZIEH, HEHIZERIIHE URL, FBEERE Citrix Gateway ERE REFHENY

XERR,

R ARFIESL AR

Be—% 2ERANARER, FHERIEAF M “‘myapps.microsoft.com™EH|RE L. XE B
¢A"TUE E5ER. J9H Azure AD Connect [B)% IS A Pk 2 BCiGRINR. taTAfEREMK,,
EXREXRSFEN], RACHNARFTE \&ltuser>@\&It;domain> &1,

storefront

&3 DASHEOARD USERS AMD GROUPS ATTRIBUTES COMFIGURE

sHow |l Users ~ 4
DISPLAY NAME USER NAME JOBTITLE DERARTMENT ACCESS METHOD: e
arure Admin Azyreddmin@citrixsamid.. No Unassigned

George User george@citrixsamldemao.net Mo Umassigned

On-Premises Diredory 5y..  Sync ADFS_21aTeE060dl... Mo Umassigned

© 1997-2026 Citrix Systems, Inc. All rights reserved. 150



KE B MRS

MyApps JH
FRENFEERE, HAFIAR <https://myapps.microsoft.com> BY, ESERERAFE Azure
N BEFRYIRAF,

B Access Panel Applicatior X+ *

|
é 3 O | [5 account.activedirectory windowsazure.com,/a) ‘;fr ‘ = @ ﬁ

Microsoft Azure george®

applications  profile

clifrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy
I »

LINA Azure AD B, Windows 10 XFEFHAP I Azure NBREFHITRERE S, RHEEGSEN
Was R 2 BECERY SAML cgi/samlauth T,

B8R URL
R[E] Azure AD NRIRFBIN R, MENAREFRFE—TAUHENESER URL, It URL BTFiE#
IR DN 5 2R FE i o R iR B 35 S B P & B StoreFront BY“FF A S R A o

quick glance

APPLICATION TYPE
Web application

PUELISHER
URL
SINGLE SIGN-0M URL

https:/myapps.microsoft.com signing

@' View usage report
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b URL 505 Web X EE8800, LUBAIRIEH Azure AD EERRIZFIEZERY Citrix Gateway cgi/
samlauth MBl, X{GEAFERERAR, H B Windows 10 Azure AD IIARNE R iEiEHE
RER. HttAPFETBA Azure AD EiE, )

HHEMAEIE Citrix Gateway

AT IIRIFREE, WREIERIEIT NetScaler (B9 Citrix Gateway) BIEH VM, XBTLM
Azure FEIEMSE, It RBIEF NetScaler 11.0 BY“BE & AR Ao

B RE) NetScaler® VM, I Web X335 mAER IP ik, AP #HITEMICIENTEENEE,
HEE, T IEH Azure AD VM H nsroot BB BYERRE,

AINFENE, RS MFRANEXHEEFEEHER), i DNS ##frastsm Microsoft 12|28

=17 Citrix Virtual Apps and Desktops Z&E @S
RAIESEE— AT SAML BIfE 8 StoreFront £, EZEEER LR, E2HMN—
SAML B R,

XenApp/XenDesktop Setup Wizard
What is your deployment

[ \:: Single Hop

_' /-
&-— —E— = -
Client Internet Access Gatway \

What is your Citrix Integration Point?

storefront |4

WRARAE Citrix Gateway StoreFront i&&. 7T 7E Microsoft Azure R, ItbRBIALELIRO
4433, MABIA 443, &, EolUimO¥% &KSEFHET Citrix Gateway EIEM ik,
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MetScaler Gateway Settings

MetScaler Gateway P Address™
w ., 0 . 0 _ 18

Port”
4433

Virtual Server Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 to secure port

NEBER, WRE EEEEEXHRRIERSEIEBMFAR.

Server Certificate

Certificate Format®
| pem V|

Certificates Fila*

|n5_citrixsamldemn.net | | Browse I - |

[w Private key ic password protected
Private key password

oot

ECEAT AD iKF EEAINEEHIEE
EIERIZR A TR P AT, FEUISRE 1P it ANMB EES MWL AT, HEREMNEERESITF
ERBYFRHERME TV
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Primary authentication method®

| Active Directory/UDAP |i||

IF Address®

|1u.u.u.12||:|lp-.-a

[] Load Balancing
Post®

389 |
Time aut (secomnds]*

E |

Base DM®

|CN=LI5ErS,DC= citrizsamldemo DC |
Service account®

|CN=internaIadmin,CN =Users,DC= |

|| Group Extraction
Server Logon Name Attnbute®

|userPrim:ipaIName |

Password®

Confirm Password*

||-||u"u|||-[ ""|ﬂ
Secondary authentication method®
| Mone |

=

ECi& StoreFront it

7ZUbRBI%, StoreFront BfFHE HTTPS EdiEd, HIiEERE SSL %R,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

I3 Citrix Gateway B3E

E#H Citrix Gateway H0EFH AR 2 NRE#HITEHKIEN SRS K.

€ B Htps e citrizsamideme, 0 = @ © || B Metscater Geteway 52 Citria MetScales VX - Configur...

NetScaler with Unified G

Please log on to continue.
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B Citrix Gateway SAML B4 18F 2§
¥ SAML & StoreFront £& R S5 SAML S EMMILESEREL. RN SAML FRBE, H
F3iX A NS_TRUE,

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML

Server®
| Aruredd E” T ?\

Expression®

| Operators - ” Saved Pelicy Expressians - I| Frequently Used Expressions -

WS_TRUE

fERZHIM Azure AD JRERBIE 2ECEHFTHI SAML IdP ARS 35
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Create Authentication SAML Server

Create Authentication SAML Server

Name*
.A.:ureﬁ-d

Authentication Type

SAML

IDP Certificate Mame®

| AzureADSAML v +
Redirect URL"
29f-4c20-9826-14d5e4B84c6 28 /saml2
Single Logout URL

29f-4c20-9826-14d5e484062e/5aml2

e
0l

User Freld
userprincipalname

Signing Certificate Name

lssuer Marme

httpsz//ns. citrixs amldemo net/Citrg

Repect Unsigned Assertion”

ON el
SAML Binding®

POST v

Default Authenticatson Group

Shw Time{ming)

233

S

ntermetProtocol

ntemetProtocolPassword

BE R B iR

fSEATE Azure AD HFEMBIIKF EREIEMA Azure AD BY Windows 10 £ E.
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