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e @ = B[ Select Group Palicy Object | x
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Add — WM
Mare Actions 3
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extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Availshle snap-ns: or o a laeal computer.
Snap-n Veni~ | Uise the Browae button to select a Group Policy Object.
=Deviee Manager Micr ® Pokcy
" oHce M
= Disk Management Mer
E ons M Group Policy Object-
FEnkerprise FKT M = | |
{2] Event wiawer M
IFalder Mer E
2 Group Palicy Management Mir Grc alic
[ Group Policy Menagement Editor  Mier
=/ Group Policy Object Editor Micr Domaina/0Us | Sfes ]H
i Growp Policy Starter GROEdtor  Micr ) ,
[ Internet Information Servieas (IIS... Mir_ | Look in: [353 cirotest net v mEE-
ME-Sequciy Mscitac | oz~ Domaing, Ols and firked Group Palicy Cbiects:
Hame Damain
Desaiption: ) Domain Controllers.ctridest net
This snap-in allvws you to edit Graup Policy Objects whid Defaul Domain Paolicy
of stored on a computer.

HIE 4. SMEITENEB/RIEEIRER/Citrix A/ FRRIPH B S 7 IIFIRS Ko

File Action View Help

&= 1m 2| HE 7T

Default Domain Pelicy [DIW-DC.DIW.NET] Policy
& Computer Configuration
~v [ Policies
» (] Software Settings
» [ Windows Settings
~v [°| Administrative Templates: Policy definit
~ [7] Citrix Components
| Authentication
» [] Control Panel
> [ Network
7] Printers
] Server
s [ Start Menu and Taskbar
> ] System
s [ Windows Components
(5 Al Settings
5 [ ] Preferences
v L, User Configuration
s [ Policies
5[] Preferences

<y

< >

Federated Authentication Service  Setting

) ) ] Federated Authentication Service
Edit palicy sefting Storefront FAS Rule

Description: || In-session Behavior
Servers running the Federated

Authentication Service integrate your

Citrix environment with your Active

Directory infrastructure to allow users

to log in with non-Active Directory

credentials {e.g. SAML assertions).

If you enable this policy, you should
specify a list of servers running the
Federated Authentication Service
identified by their FODMs (e.g.
fasserver.company.com).

Extended £ Standard /

3 setting(s)
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& Federated Authentication Service

E Federated Authentication Service

() Mot Configured Comment:

HrerausSetiing

Mext Setting

(®) Enabled
i) Disabled
Supported on:
Options:
FQDONs
List the installed servers in Value
FODMs | Show v fas1.citrixtest net|

0K

OK

Cancel

Apply

SR 6. A FAS ARSS2389 FQDN,
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HItRBEERBH AR TRIRIERR FAS MUARIFRIERMEREN, [ERIEBF A, BSHEE
AR

2IEFITA. (/en-us/federated-authentication-service/2411/media/in-session-behavior.png)
ERARIEALLER, HR1F FAS RIEHIZEERAF K VDA RIEFIETT,

BRI, HELE FAS RIB#IZE1T.

e EE

INREALLERES, RREERZEFNRTAPREATNAEFERARIERIER. =M% :

- TRAR—WENERT2RR, HUFHRANERMA.
- BRHERE—S 1 EEETHREFEHIRIRETRE.
- BRERE—AFREWRE R, WETNNATRIEFHFRERERF.

A =B
INRE AR, FRERSZERIREFSENEE (UMW NEA) . Fli, NRIZEH 300 7,
FEADWHRER—RET. EAFN, SRILARESITETAF

iR IS W &

MRERLERE, YRFPMEREN, EXIENEIMAER. HITAXMUT SRR TE
B, YHAPRE Active Directory B R EIEEY, EFERALLINAE,

E SR EEREERT VDA LB R1E,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 21



KE B MRS

ERE B IRIERS EREH S

RE FAS BIBEHI R ERF AZHERE, {8 PowerShell REIRMH T ESHKBET, B X FAS
PowerShell cmdlet I8, 1E&I1# PowerShell cmdlet,

FAS BIBIZH|I81ER FAS N—E D&%, BoiREFRSME—1ER (Citrix Federated
Authentication Service) o

BRERAEEZGISN, ER5I1FETMRUTIRE, MU
o BREBIEPIREMR,

< IREIEBIRANA,
« XM FAS ERIEBMANA,

EEPIUE AR ERA B LEFaiel HP— L5 R,
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another serverl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREIE PR

RE G 5 HMAR G M I B IRIEMRIE, FAS BT =1 Citrix IEPEREEB S FEA,

 Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority

« Citrix_SmartcardLogon

XEARMR A BIE Active Directory A, B EBE R, ARREHE .
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&4 Deploy Certificate Templates
Important:
deployed to Active Directory:
- Citrix_RegistrationAuthority_ManualAuthorization

- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Domain or Enterprise Administrator.

consult the online documentation.

When you click "OK" the following certificate templates are

This step can also be performed manually. For more information,

-«

Deploying certificate templates may require you run this tool as a

BARAVEC B R 7ERE FAS 2RI B2 (certificatetemplate B9 XML XHRE], BEN :

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

ThisPC » O05(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates

-~
Name Date modified Type

+

o

| Citrix_RegistrationAuthority_ManualAuthorization.certificatetemplate /1002020 5:25 AM ERTIFIC
| Citrix_SmartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIFI

Citriog_RegistrationAuthority.certificatetemnplate 1 ERTIFICATETEM

6 KB
7KB
5 KB

INRIERA REXERRGNR, BRERHLIER Active Directory EIE 51,

BEF R xR R, ATUNE SRR GFEPTITLAT PowerShell 855

$template =

late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
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$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory iEH RS

ZEE Citrix IEBIERGE, HIFEEHRE—DHZD Microsoft BAERBMANMEARS 2 L. B X1
fAIEBZE Active Directory IEBARZHIFESR, 1ESIH Microsoft X1,

EEEEEBMANENENERHAEED—BIRS SR LA HER, FASBIEBMANAE KA
mell

(AT LAERE Microsoft IEP M AN IMIZESH] & K HIEPIENR. )

&2 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif Tl

The required templ  ImPortant:

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up a cert Publish

o - Citrix_RegistrationAuthority_ManualAuthorization
The authorization t{  _ Citrix_RegistrationAuthority

: ) - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
. Domain Administrator.
Authorize th

) ] ) ) Authorize
This step can also be configured manually. For more information,

Create an authoriz consult the online documentation.

Certificate Authority:
Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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RN S B 10 IEARSS

b5 B S5 FAS RUISA, BIRHEE|AERA Citrix_RegistrationAuthority_ManualAuthorization &4k 4
BIERIER, ARNELXEARHZIEROEMERNA T,

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Depl_oy certificate tamnlatac Deploy
& Authorize Service X

The required temp

Click "OK" to submit a certificate request for a Registration
o Setup acert Authority certificate to the selected Microsoft Certificate

Authority. Publish

The authorization t The CA Administrator must sign in to the Microsoft Certificate

Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize
Certificate authority:

Create an authoriz

Create arule Create

Arule defines a sm
Cancel

You have norules ¢

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BREEE, ESHME Microsoft IEPBMA N WSS E Pending Requests 5&RA+, {EAXRE
FAS B P BIFAIEIER, 7 FAS ECBHE 2 a], IERBMANLEIER NN A HIELZIE
Ko

FAS BEIEZF o R BR—NCEREYIIEF B, BREELER Issue B Deny,

7 Microsoft IEPMANEITHIEF, HHEET All Tasks, AFAIEHIEKIERE Issue T Deny,
WNRERE Issue, FAS BIEZFHISFETRERGER, NRIER Deny, EHIEREREIRES,
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA = —tn T 350700 CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FAS EIEZHa =Bttt I 2 M Tem. XA RERE 17 6T El

X

&L Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘Rules

Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

C Authorize this service Authorize
There is a pending authorization request on Cancel request
Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ECEA
FAS SEFICEEAINN, 1RIE StoreFront BIIETR, JEIITAMT VDA BRMAEREANIES.

BRIMFEEATAR !

o ZEMEEERIEFH StoreFront fRSS 25,
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« BEXRIEBHAFE,
o RAVFERIEBH VDA B,

Citrix ZiX 8% A default’ BN, K79 StoreFront 7EEX% FAS BRI &iEKE& N,

BRI U CEEZ B EXMNRS | B AREERRRAEBMANAE, FFEEENEERERNEG
AR, XEERN B LABD B N AREIRY StoreFront BRS3855¢ Workspace # /8, 1A RISED & %N
ACi& StoreFront fRS528, UIRGIMERBE XTI,

B Create (Z{‘Rules”i&IF_LRY Create rule) UBmHNEIERS, ZaSFUELIZEFNIFT
TFHEER, “Rules"BIE B REXMNAFEE,

&4 Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default y E Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

HSWENATER !

Bl . BFMABPIEBRIEBENR, XHAZE Citrix_SmartcardLogon &k, 5(& 2 EHIEXEHIE!
X (BBREPER)

IEBMAENA © 5% AP EBHARIEREEBMENME, FAS IERIIZ MEBMAAAGLUSEIR
BIERBMNAH T, BHREEEMEPMANAIRSERRRTA" BERIEBMAIE
i,
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REREAR | RITFRIERERETHEFIEPE S I EERE VDA BER.

- RRBEBAFAREF FA, #75) SIBNATERNERNER, BRESHEIEELNA
[E)3EHo

- AFRIEREREET—RAFRESNRIEEERAPER,. ASHEPMSERIET. N
VDA RIEFIHRINFER (PIRIRNERMMLs X H4£=) FILUER Kerberos 8RB R#HITIAIN,
Ht A FERIERIUES,

MREFERFRIEARER, WEKAEBARIENTHARKHNENEATF VDA, G, IEBE
BRERBERAFNNTNEREFEPUHNBZERER. i, NREFEX VDA 2IEFHH Web
ARSS2RIHIT TLS H1HIEIE, N Internet Explorer B]LAEARIZIE,

BRI | ZASERY StoreFront fRSSERITENTIR, XEHBENENERBTRAERAEMERE
BIEF, WFABEXENR, EEILURINTE AD 54,

BIEHIRENZEMEXETE, YINEEEE,

b= 3 g

MRV FAS BRS588 5 Citrix Cloud 55 1ER, NEFHEE AR, = Citrix Cloud RN
B, StoreFront iFRIARIF#REE, ZEILUFMERERIFLNE Citrix Cloud A4 StoreFront &L
BfEA. HAM StoreFront EAFINEY, StoreFront IFIRAFRTIIAE A,

ARIMPR (RRIFBTEBH) ELFAERNE. Eit, EHEBBAAITFERN StoreFront fRS528.
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

BRE! : FILAGER FAS BERAFH VDA it BHFIRURALGET FAS fULIEBRAFFIR.

« T8 VDA BER A IFERISEMILE VDA AT LUER FAS ERFEF, VDA SIREGAAE T BN
- EEAPBBRAFEISERL A B LUAER FAS B% VDA, BRSIREGAIZAF,

9NR FAS BRS52:89E5 VDA MR P RVEARE, WATUESRERINRSo
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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=AM : $57 M Citrix Workspace IR B R TS BT BN A ZIN, E#E Citrix Cloud BY, &BIIX
EIFRE T Citrix Cloud BIFINI, ZE3ER| Citrix Cloud f&, ZFRa] LOE S %43 Citrix Cloud 2845
Y A EE S I

&% Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:
o Deploy certificate templates Tl

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Y453 Citrix Cloud

RA] LA Citrix Workspace ¥ FAS BRZ5251% 35! Citrix Cloud. EERX R Citrix Workspace X

—
o

1. EYRIZERIFH, E9&E8E Citrix Cloud" £ &%
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. EFBEENE, AREHT—F

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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R Citrix Cloud fEFS KR AT .

3. BOETR—TNMH—EME, ZEAEHLMTE Citrix Cloud FFAE#ME, B XIFMAER, BEEHE
A= S EMRE) Citrix Clouds

&4 Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESODAR

Summary

( Waiting for confirmation...

= a=B

4. EAMBEIEETE, M THSIRPIERFRFEINERUE.
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Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

&4 Connect to Citrix Cloud — O X

5. tNREA, EEREEPIKF, FHEREERE FAS IRSSNRRMUE, BEME, AR XAWIAE

Ho
6. EEFEMMER, ERAMEMNZEIZMN, BET—F,
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&+ Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

7. EHRELY, BEFEmUGER Citrix Cloud &,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud ;¥ fft FAS BR5538, FIFEH E/RTEER Citrix Cloud kPR IR ERE L.
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A FAS RS 8RAIAMNA R FIES, MU7LiFEEYiAIR Citrix Cloud # Citrix Virtual Apps and
Desktops.

BT FF5- Citrix Cloud BYELE

M Citrix Cloud FIREMIERFFR FAS fREZ28/5, 20X Citrix Workspace X &= HFfR, £ %S
Citrix Cloud" %&£/
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RRECE

ATHRNNERMT B XEBHFNINIERS (FAS) NSAEENEEEmM.

BxXER

« FAS ZENMIIGIRENETESERHNERLZENEEX R,

- MEFRGHXERMT TE FAS BRREMIFEE, UNERE XE & MEREMHNEMNE
HYSERL

AEFEF RS S AWIERSS

AXNABT ELZHPIEERSIEMERS (MSP) IFERERBS BMNRIEARS (FAS) WE B, B XiF4H
8, 158% B8E42H) | Citrix lRSZIZHE DaaS.

FoREZM

« I&IHAENT Citrix Cloud LRI Z R EMNEIRGIAIONIE. B*FMER, 158% BEXREER
PR
. MERERF-MSP %R, BXIFAER, 18R &B T Citrix IRSZBIEHEERY Citrix DaaS,

BOiE MSP &
1. FRA=EEREEE RIFEA AT Citrix Cloud,

1Bid &% Cloud Connector A E A ZE#y1%E % E Citrix Cloud,

IE S A HI2E X BXRVISE SAMEIRER > B/ TR A,
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B Citrix Cloud x e

< C (Y @& uscloudburrito.com/identity/domains

< ldentity and Access Management

Authentication Administrators API Access Domains Recovery

+ Domain | C Refresh | (] Show Unused Domains

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local coe >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v
iz AT J * )j
2. ’ITfiE/EH'* ==} gzl E. o
N N Lt s PN I
PR, ARBETAERS (..), HRE EERSE,
B Citrix Cloud X+ v = [=] X
& C () @ uscloudburrito.com/identity/domains e % O@
= | cifnx 2 o
© |dentity and Access Management
Authentication Administrators APl Access Domains Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local ooe >

Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v

Manage Federated Domain

Disable

WEIEF, ARBE + AERE MA.
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3. WIEX XAV S FETEAH.

WHBRANER, BERBEAZANZEGE, RIBRESESE SHMBREE > = T

v - o «x
o8 = s houdurrio.comides a @ Qsercn o0 @& om=
P Comectorss . £ Resmacs Do Ve DI Misc

= cilnx 2 0

“ |dentity and Access Management

&k[E MSP &,

4. &I FAS BREZ 23 FH IS ELEM R Citrix Cloud,

7EFH P Y Citrix Virtual Apps and Desktops #JREFTTER Active Directory (AD) MAIZEE FAS, ¥
FAS E#%|51% AD M X BN R IRAE, BRI FAS BRSER, 1581 REMEE.

5. BB &EF

FEREFEHR FAS
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- EBEZEMNRMIZER (1dP)

RBER TR, ¥3 SOMBGIREE > SHEIE. EE2ERN 1dP HHERAD 5 1dP [
Zo

- ATAFER FAS

%3 THREE > SHRIE. TREERENSMNEIEHERM FAS.

B Citrix Cloud. x |+
<& C { @ usdoudburrito.com/workspaceconfiguration/authentication 2 4« O@e
= | citnx 2 e

& Home > Workspace Configuratior

Workspace Configuration

Access Authentication Customize Service Integrations App Configuration (Beta)

Workspace Authentication

Select how subscribers will authenticate to sign in to their workspace.

Connected identity providers
For more authentication options, you need to first connect the identity provider in Identity and Access Management > Authentication

(O Active Directory

@ Auure Active Directory

Federated Authentication Service -
v @)

Configure Authentication with the Federated Authentication Service

Unified user sign in flow for Citrix Files
When enabled, all employee and external users (clients) will be directed to authenticate through the same sign in page.
P ).

If kept disabled, users will have the option to ch as external

®

BEAia

EMIBRTE P BVBE S 2 5iMIBR MSP IFEE— 1B, EMART U ATAFREE FAS, ERTFZ
HABEETF MSP #1, FAS 35K,

Azure Active Directory BB R & 5

B 2023 & 7 B2, Microsoft B¥¥ Azure Active Directory (Azure AD) E#n$4 /9 Microsoft
Entra ID, EAX®IH, {E{ai2M& Azure Active Directory. Azure AD B AAD HYith 51545

Microsoft Entra 1D,
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Citrix Federated Authentication Service (FAS) B I1AIEY Virtual Delivery Agent (VDA) 18 =
E R (SSO). FAS &I M VDA IREAFIEFHRELI SSO, VDA EAZIEF M Active Directory
(AD) BIEAF &5, &R VDA RIEG, TEEHWIEEIEIIAR] AD FHik,

1BE , Microsoft Entra ID (ME-ID) BISEHER 5889 AD #1 Microsoft Entra ID Z[B)#1T[E*¥, MmN
BRMTENLIEREEED. AXNEBTERER FAS B, M VDA RIEARERSEIL Microsoft Entra ID
SSO FRIEMENELE, XAIFREF EEEFHIUEENAIA8)3 Microsoft Entra ID {RIPHIN BHIZRF

_[-=r .

AR

18T FAS fEH Microsoft Entra ID B9 SSO #TE A4S HECE.
IEREE FAS RIERIEH,

1ER] LUE R AR ANEY FAS,

IRO] USRS 15 FAS BYEMARZA VDA,

.

Microsoft Entra ID SSO AR RBLEE RS !

ME-ID B{3583FERY VDA BMA VDA BBZ&mMA
rE {#F ME-ID 4§ SSO B ME-ID EFIEBHNEH
ISF

BX& % Active Directory BX& 7£ ADFS E A Windows &1 Ha1R WS-Trust

B 5IEARSS (ADFS) ISE certificatemixed i = 2 /5 A
BRHE=ABRIRERER ERBE=ARRAR FERBE=ARRAR

o ¥ &M Microsoft Entra ID 18215 B P 15 IETE Microsoft Entra ID T, BEIHFRHA
#1 Microsoft Entra ID B 13383,

o BX&H Microsoft Entra ID 18215 Microsoft Entra ID B2 & % B30I E E M3 HMh i & Y,
a0, EEME ADFS 5E = FNIRHER,

« JEENARB VDA E10A AD #1 Microsoft Entra 1Do

EINAEE VDA

FFFEMAER VDA, FB Windows S450IE (B4 E#FRNER Windows &4 0IEDY,
Kerberos) S2IRFT Microsoft Entra ID By SSO, HAF M VDA £i1ERIA1A]5 Microsoft Entra ID &
PN AIEFERT, J$##1T3% Microsoft Entra ID IS RI8IE, TEIETRT 2R3N MHIEIETE
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Federated IdP AAD
or ADFS
N
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windowe
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

BAYAF5E Microsoft Entra ID 52 EENE 2SI M.
B X & Microsoft Entra ID iIHIEBERER, 1BEH TEERET R,
FtFEXEE| ADFS BY Microsoft Entra ID 13, 151 ADFS ARs328 EE B Windows &1425811E,

I FEESRE=H B MR EIEEBY Microsoft Entra ID 35, TZERUMNBRA R, FHREHNEHIZ
HIZFE I KEB,

A O A EMAED VDA FHNBRARBFEEMARN VDA, B2, £H FAS AR
4 B Microsoft Entra ID ERIFSHE (PRT).

ESINAR VDA

BEEINAR VDA EEIIA AD #1 Microsoft Entra ID, AP ERE] VDA KR, £6IBUTIH :

+ Kerberos EiHEFEIE (TGT), BT AD ZHRHITEHIIE
o TRIFSHE (PRT), AT X Microsoft Entra ID FIR#HITH D I0IE

PRT 228 X AR ENNER. WBLE, IERFAT Microsoft Entra ID &{4171R)5RE,

T FAS i&id [ VDA IRHEBREIEAF &%, FHILXRBETESLAE T Microsoft Entra ID BIEFIEH
NEMEIERNFEERIEE PRT, TEIERT 2R3N EHIQUETTE ¢
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AAD Federated IdP
or ADFS

4. AAD PRT| 3- Authenticate to AAD 3'. If federated,

with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD

with FAS user A

certificate Domain Controller

Hybrid joined VDA

B (KR40 E Microsoft Entra ID I E2EEMNE 2B SHMNH.

T FHEER Microsoft Entra ID 318, i&EECE Microsoft Entra ID CBA. B XiFHER, iFEIE Azure
AD EFFBHEHIIEELR, VDA 8/ Microsoft Entra ID CBA @3 BB HI FAS iEF A Microsoft
Entra ID IEAF &%,

Microsoft Xi5#d T ERERRFIERER, BEEERANERTER FAS BRIERERNIE
Lo

JFTFEESE ADFS BY Microsoft Entra ID 15, VDA {3 ADFS RZ% 2889 WS-Trust certificatemixed
=, WIEFH FAS iEH[E Microsoft Entra ID BIiEFAF 5153, IttisSZRIAEH.

I FEESTE = A BHIRHEFIZRFAY Microsoft Entra ID 15, BIREFERLIIMR AR, BHRIREERE
WIS EL WS-Trust certificatemixed ifsm. ARG B DR EIZF FKEER,

IEBMANMECE

AXNABTEREBMRRIERS (FAS) WERECE, UESIERBMAENI (CA) IREZ23REM. FASE
B4 ERATIFEPASHENE, XEiHBEER FAS 1211 PowerShell APl, TEHITAS R HIES
AT, BB PowerShell BIEAKNR,

KEZ CA BRSZB[BLUATF FAS
ECIESRIEMNET, Ea]LER FAS BIRIEHISEE FAS LUEFRAZ N CA .
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&3 Edit Rule — | X

Edit rule "hello"

Template

Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
PeEss Gl Template available
Template available

Restrictions

Summary

¢ >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IREERIFRE CA ZRDA TR Citrix_SmartcardLogon IEHENR  (FEEFN IR ZF A EENR) -

INRIEBFEABVRED CA RAHFAFRIIRMR, 5% CARIT IREIEBMANE TE,

BEFNEN CAHIT BIULARS P8, RAELSRHAEENRIGER AT ERER
CA.

FHAfT A X

EERAZ CAREERECE FAS IRE28E, ARPIEBERNEREERERN CA REZSE 2B %,
4, MNREF—PBEEER CA RSB AEKIE, FAS RE2FNUIERIS— 1 AT FHE CA RS
2%

HC & Microsoft IEBMMA MM LLETT TCP i5iR]

FAS f&£F DCOM 3fia] Microsoft CA, DCOM IR 135 K AMARS EEEMrAimH. EIANER
T, MO SDEN, XEEMHNIELZLNARESH E 24, Kk, Microsoft 2T —
MEEBRHASEHEOMNAZE. B Microsoft CA FEBESIEO, HEFFE>SET>
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dcomcnfg.exe MUITF“DCOM ECE 'mER. EF B >FAER">DCOM EEZE" U E R CertSrv
BEKRTI M. 7AIS, YwiE CertSrv 153K DCOM N AIEFHIEM -

CertSrv Request Properties | 2| X |
| General | Location | Secuty | Endoorts | identiy |

DCOM Protocols and endpoirts:

-*T . dedf sl system protocols

¥ Select the DCOM network protocol sequence that you want to
Soy~  dd.Enterthe endpoint detals and cick OK when you have

Protocol Sequance: | Cormection-onerted TCP/IP

() Disable protocol sequence

©) Use defak endpoints

®) Use static endpoint 900

() Use intranet range of dynamic endports.
() Use intemet range of dynamic endponts.

ok ] [omes ]

ok ][ G ]| i

B AL LUERBRSARE S HIEE TCP IwmO5S (FEE—BEHR 900) o
FRAIAR, BAASEEE RO 135 MmO 900
EFE&h Microsoft IEP A A LR BB B K,

TEEE FAS fRE2 (ST AEMERIERMANEITEN) , El DCOM fEH RPC %0 135
BITHE. UEFIFEEFH DCOM BY, E2&EERIRS 28 LA DCOM RPC IREHiBEKIFIREFE
B DCOM fR$E28. XaftAkim 900 (FEUbLRFIF) FTH, HHEH DCOM IREBRIET TP IHER

BizimHo

A FIES
7E FAS RS SR RAPESE, APNERMENEERE, UTHMERTNMNE RS
™ FAS BRSS BFRULIRIE,
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FREY Active Directory AP35
IZRILLUEI E IR AD FIFB P FREFMEEIXES (B0, .csv X)) RSEHEPER, WTEIFR

TNo

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser 22— METEWAFPYIRMNITE cmdlet, BIEARAIZE—NIHiEISSE, BT
878 UserPrincipalName B IiRZ& 9 enabled” B9 A

SearchBase 2#48/)\ 7 7£ AD FIEZRAFBEE, MNREBZLE AD FWFAERAF, AIMUREL
Tilo

EHAEERREIRERF,

CSV XHBIERFXHF
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Bl user_list.csv - Notepad

File Edit Format View Help

"USerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FAS fR5S35
LU PowerShell Bl A<3REX 2 814 AY B9 A R 53R F+ 612 B P IEB5I5R,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule
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INRIER FAS RS EBALE—, WRERFIERZERMR | —RIEERSEHET, 5—RELE
RiEARSS A Ho

TR ASE A F % 9 default’BIFE N, AIREERERIFNLFE (B0, “hello”) , FEHHIAF

E/‘J $rule ﬂrx\%o
&< Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

* Create rule
Default g W Summary
hello 7 u

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

4517 FAS BHGES
RO LATEAR BT FAS AP BYIER T421T FAS $R28GEH,

2/ FAS EEZHIE
B EFIRAN UERFTRY FAS REOEHEXK
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% Citrix FAS Administraticn Console - connected to localhost

Initial Setup |Rules | Advanced

Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Am authorization certificate is configured.

Deauthorize this service.

o Createarule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if yvou wish to use this FAS service with Citrix Cloud.

— O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect

IEFET CAFbAZIER,. BXIFARER, B KIS MNRIERS.

o ERFRRBGERE, FAS RIEREERSERNMN XEX, 2 EHMEE LUFRRIGERS

1EBIRLI X BXo

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup |Rules | Advanced
Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directaory.

0 Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.
Q Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect
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{&£/H PowerShell
SR TFEY :
1. SIESHGES | New-FasAuthorizationCertificate

2. IETFHEAGERR GUID, WML TFnsiE[E ¢ Get-FasAuthorizationCertificate

3. HRFAIIEALIES | Set-FasCertificateDefinition -AuthorizationCertificate

<GUID>

4. WIBRIBRYIZAGESD . Remove-FasAuthorizationCertificate . BSWAER
DeleteUserCerts $false option , UGHETEF &G,

BUH FAS 85+ HER FAS iE$H

£/ FAS BEEZHA

- BEBUHRAEERHMIRIEAGESR, ErIUMERFAE B IEBMPAENN (REBRIEBHIEYL

==
Ol o

X

& Citrix FAS Administration Conscle - connected to localhost — [}

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are de o
Deauthorize Service *

0 Set up a certificate
This operation deletes all authorization certificates from FAS.

The authorization templates a
Are you sure?

Click "Publish” to publish the {
Yes, delete all authorization certificates

o Authorize this servic Also delete all user certificates Reauthorize
An authorization certificate is Also delete all configured rules
I Deauthorize this service. I
) Create arule Create
You have a rule configured: Default
Connect to Citrix Cloud T —

Complete this step if you wish to use this FAS service with Citrix Cloud.

Initial Setup | Rules | Advanced Connect to another server  Refresh

o IREFBIERAN, HELUSERIN FAS B, BRBRES !
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X

&4 Citrix FAS Administration Console - connected to localhost = O

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

0 Deploy certificate templates Deploy

The required templates are deployed in Active Directaory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service Reauthorize

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.

Q Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ZESRERBOEBEARSEBINN X B, 2 EHEMEBLUFETRIRAGES S ERIN X B,

{4 PowerShell
fERRLLT PowerShell sp SHIBRIZRAGEBFBEFIES :

$AuthCert = Get-FasAuthorizationCertificate -Address localhost

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

Get-FasAuthorizationCertificate REIZFGERFMFIETBGERIFKRMGIR, HIZK
& sAuthCert HBIME, FARUAZENIT Remove-FasAuthorizationCertificate o

Be] UIMIBRIZSGES, BEFREHEFIEH, HEEH DeleteUserCerts BEIZEN false :

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

-DeleteUserCerts $false

FARBAFIEBMNAEA FAS BT VDA ZERMIEAIES, XELI] FAS EINERER. BXES
HHRER, BBREIT FAS #HUEH,.
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o« EALURINT A UMBRA A IES ¢

Remove-FasUserCertificate -Address localhost

tbEr S M FAS BRSSP MBRFAE B FIES. %amsER BT mEZRFREIEHEIED.

Y FAS NEREREMEP BRI AP IERE, EXESMER X BREAX.

BrRATLIEAN

BILUfEA PowerShell BRAIEK FAS #BAGER, XEATAHELZHIEBMANEIEBEYIEPES
ERMEZROEBRIAEL,

1. EfERAEERERE#HITIMR FAS ECEHAE, NSRRI INTE | BEIEBRRTIGEIEBMNA

M4,

o
9

4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

The authorization templates are published on: djw-dc.djw.local\djw-djw-dc-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certificate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O

X

Connect to another server  Refresh

Deploy

Authorize

Create

Connect

2. 1f FAS BR5385 _E/N#LLT PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1"”

3. WBITE FAS ARS8 E3IALLT PowerShell cmdlet SRAE BRI HAIZIERERIBNK -
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$AuthCertRequest = New-FasAuthorizationCertificateRequest -Address
localhost $AuthCertRequest

LRI

PS C:\> New-FasAuthorizationCertificateRequest localhost
Ps C:\>

Id : aBdab58f-aTel-U9bT7-abc3-6381c26a83a5
Address : [0ffline CSR]

TrustArea 3

CertificateRequest :

————— END CERTIFICATE REQUEST
: WaitingForApproval

ERERAMAIEIERH FAS BIVEARERE. BXFAER, BSHARE.

4. FOERIER 8 WA

"$AuthCertRequest.CertificateRequest > c:\temp\authcert.csr

5. FHEBIBERXHE (FELRAIATY authcert.csr) RRLGERVIERIMANG, #OEIFK, HIREGE
PR

LFAMNTBEMHMER Microsoft (RAVIEBIUAHIA ; X FHM CA, BECRIER CA HLE
FKEB.

o FEEAGEPMANARS 2L, FINERER MMC B8 T, ARES
Citrix_RegistrationAuthority_ManualAuthorization 11, $AGI%ER & SR, EFREH
B, BHAVHBERE. FLRGIFR, BFA Offine_ RA, BREAAME !
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

o FRIERMANAARSS 2 £, AINEBMANE MMC EIR8TT. ARPHIEPER. EFH
B, ARRhEMRNIEBRIR. EREIZENRR.

« BITE FAS fRS545 LAY PowerShell S B1R R THEAUTAR, FIERBERIFKIELZRE
BOIERMAAAN :

certreq -submit -attrib "certificatetemplate:<certificate template
from step 5a>" <certificate request file from step 4>

fan

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:
\temp\authcert.csr

TIT e RERWT -
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PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy
{3Ce6E1D3-UE2D-LB8B-9LUFA-C254192D89C6}

ldap:

RS ERE R MM — MEBMEHBAIRE . HWREIPERMANEERSA DCOM (TR
#B) M HTTP (E&R) EM. SNRFIA, 15%ERE DCOM, ARBEHHME :

Certification Authority List ? et

Select Certification Authority

CA Computer
diw-diw-dc-CA (Kerberos) djw-dc.djw.local
Edjw -djw-dc-CA (Username) https://djw-dc. djw Jocal {djw-djw

Ok l Cancel

BEIMEBMANMEG, dRTTHRHESR RequestlD :

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-LE2D-LUB8B-9UFA-C25U192D09C6}

ldap:

RequestId: 358

RequestId: "358"

Certificate request is pending: Taken Under Submission (8)
PS C:\> |

o EIEBMANGARS 2 £, TIERBMANA MMC EIRRtHh, BHEERIFER, EHIEK
ID, AEARBEHIZIBERAEEME.

o EREMEANERT R, EREMARIES (BK ID BHPLE) o WETHIESR. EFFM
BERET+, BEEHRNMH. IEBSHATED. BET—F. ANNHEREFUATIE
Im .
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

IR RIBERA - PKCS #7 iE+ ((P7B), HENITUAIRINRATEE, TIEIEPRE
AR,

6. S HANEEXH & HIF) FAS RS 25,
7. BIETE FAS IR FHIALLT PowerShell cmdlet, J¥:EAHAEB S A FAS ARS8

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile <Certificate file from step
6>

fuan -

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile C:\temp\response.p7b
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PS C:\> Import-FasAuthorizationCertificateResponse localhost
C:\temp\response.p7b

Id : aBda658f-aT7el-U9bT-aBc3-6381c26a83a5
Address : [Offline CSR]

TrustArea : Tababléb-e5ac-U2Uf-98d5-eclaebcl3d07
CertificateRequest :

Status : Ok

8. K& FAS BIEEEHIS. BHUIET FAS M ERERN,

&4 Citrix FAS Administration Console - connected to localhost = O

X

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:
0 Deploy certificate templates Deploy

The required templates are deployed in Active Directary.

Q Set up a certificate authority
The authorization templates are published on: djw-de.djw.local\djw-djw-dc-CA.
Click "Publish” to publish the templates on another certificate authority.

o Authorize this service R .

Am authorization certificate is configured.

Deauthorize this service.

Createarule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

“RAINLARSS 5 BEN0E — MR E 8 1ERIS,

9. WICIBMNMLEEE, B XIFMER, BHHBHEENN,

BEXER

- RENREXER FAS RENRBNEESE AL,

- BRMEE SRIERS BEENEEREM L ERHTT B4
+ BB A SEBRREXETNE,
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FhEAERIP

&

FAS IEBEHETE FAS iRZB 2 ERERANIEES, 5 FAS iEH X BXaVFLAFATFHETE FAS ARS23EYF
LIRS T BIABRT, XERHFEBARAISHA 2048 i RSA %30, 7 Microsoft R HATE
Bt HIEFE B FGE,

{# 8 FAS PowerShell #5455 PowerShell cmdlet, BT EXRFAIANBIEMZEMNE,

FAS ECEFIEBAMZMETE FAS ARS8 Lo BIEARTE FAS IRSSZEHE

7£ Citrix Virtual Apps and Desktops 2411 Z Hi8Y FAS frAH, FLAEARBEMED RIS
%programfiles®%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config. 4%bEY
XML X #HITECE, XB# PowerShell sp5EUY, PowerShell s Bt T EARWRENE, HETL
EEHEE FAS IREB[ENAIN A, IthH, 5 XML XH&EBRRE, FH PowerShell #{THEEBTE
FAS BRSEBHARNZRE. Hit, FEZFER XML XHEHITUTIRENEE :

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp
e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength

BRFE LTSRS © M Citrix Virtual Apps and Desktops™ 2411 Z &8 FAS ArRAFH K,

X F FAS IFBAERBER

FAS HFERMAERMIES | RAES (BERE—TEA) MAPIES,

FAS ZHGERE IR IERARE (RA) IEFR.
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FAS EIEKIEBIERIEBRENR, S F—TFml. R FAS FEIEHIERFPIEE T IERBIT, BER
BEEERAR. FAlLtt, FESUERIEETREM FAS ZHMIERIER, FHRRNELRERZM
CAERRNER. FIaN, ERIUERERESRE R,

FAS $#ZBUEH
I BERELE FAS BYRIEE, EaILUER FAS BIRIEHIS BRI ERRUE KA KFTaIE
W,
W R LUfER PowerShell 545, XIRM T EAMRIEM !
* New-FasAuthorizationCertificate : ltERBEITTRHEMLT FAS BIEERIS, FARIZAET
A LIS EEFEBOTIZ P B I PIRER.
« New-FasAuthorizationCertificateRequest : IERSAIBAGER IR HYEEK 5 BRI

o

BRAGERBERBIN RAES, B FAS FE0EMIE, AKRAFABERIESR. ZEBEEERNE
HAKRERERAE, RFHEEIEK FAS B IEREBIERNERE.

FINBERT, EREEERUTRR
e Citrix_RegistrationAuthority_ManualAuthorization :@ {HEMAILEIREIEZEIEFREIGES R
SHIEWH, AT 5/SENERE ;
e Citrix_RegistrationAuthority : {ERIEREIZIVIEBERIRKWNEMHEA, HH FAS iR
Szt
TIFAS 2FEUTHE ¢
1. FAS BIEERIAN, Hm CA LXKIEPFRIER (CSR), IEEFHAXMNLAFIERER

Citrix_RegistrationAuthority_ManualAuthorization o
2. IBEREIIMABERME CSR HIH CA EERAF ot 4,

3. — B CABHEAH#ET CSR, CARMREIZ—MEH, FAS SHRIZIEH, EBERHIA—
X, NBFUTHTE, FHE, FAS SHEEZIFBNRERAN,

4. FAS SIS —1&EAN, HME CARZXEZ CSR, EEMERBIMHINBANRR
Citrix_RegistrationAuthority . ZIEKH _E—FFHNEBENHES.

5. CA BEpfiRIES, FAS HFRIEF, FAS MEERFGRMN. FIABERT, ERSGEBHERURN
Mo

FILAfERA L PowerShell s B EE BT RIZRIEREIFIERMNANKE !

Get-FasKeyConfig -Address localhost -CertificateType ra
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FAS FFIE$H
FAS RIEZRFIEPRLUSBE R EF3 VDA,
Y FAS SIEZRFIFRE, E@REUTHE .

« FAS RIEZ—1EHEY, FHME CAKiEZ— CSR, IBERANNAH. BREMR, UKRERIAER
T, M citrix_SmartcardLogon (FREMERERIEER) o

CSR fF FAS RGP E %,

« Citrix_SmartcardLogon 1EHREGMALZEK Application Policy: Certificate
Request Agent » FHTFULEMEFET FAS BAUEFH, CASBEMMAAFIER,

FAS I0ZRIEH, FFHEEMETE FAS RS 88 EAVERANBUREF,
RIMBERT, IEBNEREAN—RE,.

BE, APIEPHRMLS VDA LIBREF,
B LAERLAT PowerShell e EE AT EIEZaEREINEBAXNHNLE :

Get-FasKeyConfig -Address localhost -CertificateType user

FLERF IR
FAS AIUEC B RTEU T =R EFEPIBMEFE R BT :
o Y 1 BEER Microsoft MR AFHERMER, ZIRERER (GBS IGRIF ; BUREMEER
2,
o ZEENFIIER (TPM) : TPM AIUEIHEN ERYIEES, Wl EELWIEIRERIRHA
RE3L TPM,

- BHFZLER (HSM) | XZ—MEBEANKEMEIRE, SEREFENEER.

FENGHE, BEEFETEERZE, BHEEERE, LERECIENFEAERPILHE
AR,

5 FAS EAGIEH X XA TR%S RIBUE, ENZIEBBREIIFHRE AN ERARIUERAEFBIE
FiEK. Ak, G IR ARERAG I ERERRFERDIFER,
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Microsoft CA AJLAEZE BRI FAS ZAGERRINIE, SERTUAEMAIEBHNAFRE, H58H
ZIREMCIE,

&k, FAS SUIFEIRIIECE RAGE B AP IEBavFARRE M,

—L B AVER BN T
BREHER BPIEH#ER p=2 53
LALS LGS RINELE
TPM LR BAGEBEAEA R
HSM HSM FRBIEBERE B BRI

FEVHES TPM BFHBFER, (¥ TPM BFESGERER, WRETHEEEIRETS
1T FAS fRS58:, BB WENELNEERFHENERE SR TPM EE1 L.

Z4PECE PowerShell &%
EFAEEBERXNGST ¢

* Get-FasKeyConfig
* Set-FasKeyConfig
°* Reset-FasKeyConfig

e Test-FasKeyConfig
BEXFMER, 15BI% PowerShell cmdlet,

BNMBARPIEBNRPEERINIIM, B certificateType BEIETE. Fla0, EHREUERFIGIE
F (RAED) BIERNFLIRECE :

Get-FasKeyConfig -Address localhost -CertificateType ra
ERAVEK AP IE I EARFATARCE !

Get-FasKeyConfig -Address localhost -CertificateType user
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&AL Set-FasKeyConfig #1 Get-FasKeyConfig RIGBMICEU TR :

= RRIAME AR

KE

GIE:

AR 2%

AT AR R
(KSP)

2048

iy

iy

R

AL BRI E A
B, #ER, &
Microsoft &1k GUI
/1, Cryptograhy %
MFR8E T *RIVE
AR WIR FAS
REENEAKENF
BERPIEE N R/NE
AR/, W CASFHE
£t CSR,

XF RSAEH, K
FERLIZ 1024 fi.
2048 fiI8k 4096

fiLo

3+ ECC &, K
EELLE 256 fi.
384 fiIgy 521 i,

ARSI UMELR
HiEFS L.

IEEEMRNNE] FAS &£
FXBYFAEAFRIR TRV AT
%o ERRAIRIRTTE
HIZRAN GUID ARk
B0,
MyPrefix70277985
-6908-4C6F-BE59-
B08691456804 o

SR A true, MIERL
ECC #5835 ; &/,
4 RSA ZAT,

MNERA true, FAS {E
A Windows
CNG API, HBE%M
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=3 BINME
B HEE Microsoft {247
FiERERER
CSPEY 24

AR
£ Provider Bt
187 KSP,
AR A false, FAS
fEFIHAR CAPI
APl, HEWINTE
Provider B4H357E
MERSEERER
(CSP). Citrix 1Y
f5F KSP,

BIEMEFEZR AR
RIMERSIN. &5
MEHUESEUIEE
TPM 2 HSM, HSM
B KSP (3 CSP)
FH HSM Lz
&, MR ME X
AIREERHEURIE
HIZF BRI ER,

X3 KSP BMigE
A false BYFHE %,
ENZ

Microsoft
KeyContainerPerm
issionAccessEntr
y.ProviderType
Property
PROV_RSA_AES 24
o WA NA 24,
PRIEIEERNES
CSP B HSM, #A
HSM LS E M
Eo

tk%}, Set-FasKeyConfig B] 5 LU NF X —itcfEA, UG EIRIE -
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*l]_‘l N

-UseDefaultSoftwareProvider

-UseDefaultTpmProvider

WA

¥ Provider EM1%E /9 Microsoft Software
Key Storage Provider, 3% KSP FERIEEH
true,

¥ Provider B £1%E /Y Microsoft Platform
Crypto Provider, ¥ KSP FERIEE N true

[e}

Microsoft Software Key Storage Provider &% B FEKE L QIEMEFHEEHIIRERER

Microsoft Platform Crypto Provider 2i& % AT 1E TPM HFeIZNEFEZHNRHER.

Get-FasKeyConfig if Bt FE, BEITFHWIAEEERABMNMRHEZFMEE !

FE

IsDefaultSoftwareProvider

IsDefaultTpmProvider

Bk

aX

WMRA true, MFRTIREEF
IRE N Microsoft Software
Key Storage Provider, 3 H
KSP FERIZIE N true,

WMRA true, RNRUIEFIG
&/ Microsoft Platform
Crypto Provider B KSP %
ERIZE N true,

RSA &G RSA %A
(EllipticCurve B4
false) .

ECC &R i¥E&E ECC %%A
(EllipticCurve B H

true) o

&I LUfEEF Reset-FasKeyConfig JH&EIRE AERIAE,

Reset-FasKeyConfig -Address localhost -CertificateType ra

Reset-FasKeyConfig -Address localhost -CertificateType user
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WL FPECEPAMMAYERR (8 Set-FasKeyConfig I Reset-FasKeyConfig ) &IZENNFH
F#HEIENIER. B2, EEFARAEENNEENAAFIEBAZ M,

RO OB N BB HI S BUEEN FAS IRSS, ZU@SfER BUEIEIY FAS FHflik FAS JEH Y
PowerShell g55 IR E IER,
FEHMPERIATS Hal AP BREENTIE R BRI W ER.

EEA R

T8 INTAITR, BEEEN FAS IRS ZRIEARMAY PowerShel IR EZEFCE, AANMEIERAR
EEC B B BRI,

NREERRPFERERRNVENIAFIES, AJLUBTE & FAS IEH M BUER FAS FH kR
FAS JEF FFEMIER,

SNRIEH FAS BRSSSAT LAMERE S, BEBEHTTEE EESETFHET PRI 4P R0
Bl 1 - FAPTEEPEFEME Microsoft GBI EFERHEF D
BTXERIARE, FILEEFHFNECE,

WMRBEENR T RIPERE, AIUAERU TSR E 7EH Microsoft Software Key Storage
Provider :

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultSoftwareProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

f&AILAfEA Reset-FaskeyConfig 1k & 79 Microsoft Software Key Storage Provider, &4}
R HMEPEEIREME NEIAE,

7B 2 - FHEBUERERFMETE TPM
Lt RBIRER T 7 FAS IREGEBEHAEMEE TPM (WIEESER) &+, MAPIEPREAEEE

Microsoft Software Key Storage Provider /&1,

RE FAS AILLERE SR TPM RIFPESRVAFIES, EXTARESEMS, TPM BARIRIIEHZ
FRFAR/
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{EBLLT PowerShell ;8% :

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultTpmProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

7 3 - AT EEHTEFEMETE HSM

LR BIBA Y R HSM EERBGEBMAFIEBHE. HRFAREBEERE HSM. 28 HSM #E
BIRIHIZF . H/a0, HSM Vendor Key Storage Provider,

fEFLLT PowerShell 8845 (RFRBIXABERAIER HSM 1R HIZFRISKFRTT)

Set-FasKeyConfig -Address localhost -CertificateType ra -Provider "HSM
Vendor Key Storage Provider"

Set-FasKeyConfig -Address localhost -CertificateType user -Provider "HSM
Vendor Key Storage Provider"

Bl 4 - EFRTEhZER

AIAMBRT, FAS Epl RSA #EHo FEULRAIF, AERSGEBMAFIEBEE T #HE L% (ECC) &
Ho

R BIERARENERKE, BBGERECEN 384 U#EH, BPIEBEREN 256 iIFR,

Set-FasKeyConfig -Address localhost -CertificateType ra -EllipticCurve
$true -Length 384

Set-FasKeyConfig -Address localhost -CertificateType user -EllipticCurve
$true -Length 256

LEEY, #RANFMAFIEBIERATBERW CA B4, KA FAS IERRIRFIR/NERRNRINKEN
1024 fiL,

i, WFUHRE, FERNTARAESERPHR/NEARN

e Citrix_RegistrationAuthority_ManualAuthorization and

Citrix_RegistrationAuthority : J&/NFIAKR/NEHRN 384 (HE/)H)
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e Citrix_SmartcardLogon : J¥E/NRIAKRNEHA 256 (FE/N)

BRERN, 1BE1T mmc.exe , AEFNEBRIREERR T, HEIRR, ARITHAEBMN. &)
ARG BN FIRRE MR I L+ .

#A ECC B P IEBIXFEBTT Citrix Virtual Apps and Desktops 2411 58 S hRA<HY
Windows VDA £, Linux VDA R ECC EH,

MiAFA AR E
RE set-FasKeyConfig fHRHIT—EINIE, BYRAREIRELRNEARE. flal, ErATsEi
HSM RIRMAZEF BITPIE T iR, HELIEENERRKE A RAREMH .

745 Test-FaskeyConfig FAJLURMEEE), ©RIAEAIREAKECIER AN, HiREMINEK
Mo MREREHRE, FHRERERRNIET. NRMY, BHIRILENHER.

LUF PowerShell sp 523 3UMNRAIRIFI B P R AR E -

Test-FaskKeyConfig -Address localhost -CertificateType ra

Test-FaskKeyConfig -Address localhost -CertificateType user

I FAS BrSS a8 eIEMNE, XN TARNNAFIERLIZENE CSR ¢

Test-FasCertificateSigningRequest -Address localhost -UserPrincipalName

user@example.com -Rule default

J¥ <mailto:user@example.com/> &5 Active Directory SBEFAIESS UPN, FAS #MNEEH%
7 default, B2, MNREHFLENASEBEVEMIN, BIEEZBT.

IR CSR FTh, FAS HEFLEMBIER,

KE FAS iEH
BT PowerShell K2 IE R M H BT X BEAFLSATEAE (IR,

RERBGESR
ERILLEE B FAS EIRIZEHI S RERSUE B R EFRAVLES :
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& Citrix FAS Administration Console - connected to localhost = | *

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

e Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on ancther certificate authority.

0 Authorize this service Reau

=3

horize

An authorization cerlificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish touse this FAS service with Citrix Cloud.

B2, BIRNEFANER, 15 PowerShell :
Get-FasAuthorizationCertificate -Address localhost -FullCertInfo

FHREIZNFE, HASHE PrivateKeyProvider, B8R T SIZMFH#IEBAIREEZR,

PRIVATEKEYPROVIDER BIAFHEUE

MR R IR TR PIRFEERE L, = Microsoft RIFIREIZF
R1P,

MEFE e mERERER ERTEMETE TPM (3Bl o

HSM L B HEMERRERER ((NFRRA) FREMETE HSM (IR BIH, HNERE
##2F %8 HSM Vendor Key Storage
Provider)

KREAFIEH

IEEILURAN T A VIREY FAS ARS8 ERFRIFRE A IERYIK !
Get-FasUserCertificate -Address localhost -KeyInfo $true

Keyinfo 28 ERHEEE X SIEB X BENIANEZER, 552, PrivateKeyProvider FE&35
TSR XBNBHAMNEFEELE (B X IIENSER, B8RLE—T) .

© 1997-2026 Citrix Systems, Inc. All rights reserved. 69



KEEMRIERS

BRI LERASMENESE (Flg0 -userPrincipalName ) THFEREIRIERE,

R EEAERFERE PEM HIBAFIER. MXAEHE .crt XHH, AEROTHFER
Windows IiE$H GUI B/RIEH .

k) BiER
$CertInfos = Get-FasUserCertificate 3 RPAEEE LS T AP IR

-Address localhost

$CertInfo = $CertInfos[0] FELRFIR, FINEFEE—TBPIES
$CertInfo.Certificate > c: ¥ PEM #iEBZEEEZWE .crt XH

\temp\user.crt

c:\temp\user.crt 7£ Windows GUI $TH .crt Xff

M Citrix Virtual Apps and Desktops 2411 ZBifY FAS hRA<F4%

7£ Citrix Virtual Apps and Desktops 2411 Z &i8Y FAS frAH, FAARBME D RIBUTAER XML
X #HITEE

%programfiles®%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config

XEMAX I HIEIRE PowerShell (e EUL, XEMSIRMTEARNREY, HFETLTEEHEDD
FAS AR 23B0AT R Ao
9, 5 XML XHIGERE, {EH8 PowerShell ZeHIERETE FAS IREZSBAHENESFE,

EFLARCE X B9 XML XHIgBI TR, REIIWE PowerShell %8 (40 Get-
FaskeyConfig # Set-FasKeyConfig HRFRA)

XML XHigE XML M{FFREYRR POWERSHELL A
ME =30 8]
Citrix.Trust 2048 KE -

Fabric.Client
SDK.TrustArea
JoinParameter

s.KeyLength
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XML X{5FigiE

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.KeyProtecti

on

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderLeg

acyCsp

XML &SR
AME

GenerateNonE
xportableKey

&

POWERSHELL
FH

-Exportable
-UseDefault

TpmProvider

-Ksp

AR

* NoProtecti
on @I
-Exporta
ble &E&E
73 $true
R
-Generat
eNonExpor
tableKey
PGRURRT
-Exporta
ble &&
7
$false
RS

-Generat
eTPMProte
ctedKey
BELIEE

-UseDefa
ultTpmPro
vider F
* RS

ProviderLegac
yCsp false i@
EfF -Ksp &%
BN $true
R
-ProviderLe
gacyCsp &@id
¥ -ksp 18E

© 1997-2026 Citrix Systems, Inc. All rights reserved.

71



KE B MRS

XML X{5FigiE

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderNam

e

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderTyp

€

XML ZEHRERR POWERSHELL AR
INE =3 8]
7 ¢$false ¥
SEIR true
iR
-CspType

XML E2EBRINEF] PowerShell BRIABETEIIRE LREFERH, R, BUNERT, LARAMUR
Citrix Virtual Apps and Desktops 2411 Z BIHRAH FAS £ HVE A E M RER.

Eitb, MNRERER XML EBEXHFRBIER _EMIKE, NEFAR FAS BEFHRITEMEE,

B, IREERTEMLMRE, FRUATTRALRFAS !

1§ FAS BT IR ; 4P 1ET

o HQEIE1T FAS ZERZRFEIATRMA LR FAS ; A%E, FRrEUEIRNRERNASBIE XML XH
F, FETEE XML XEFEE,

« M PowerShell i545 Set-FasKeyConfig (40 ZfAACE PowerShell 5% HFmt) RIBFE
IRIE FAS FAERECE ; ZE RN AP IEBrFARIILE,

« MiAEECE, 20 MEHFARECE FPmd
« { FAS RS 2R H4EPIET

TRFRES, FAS FhSAECEIRERRE, THFEREUEMAFHIRIE.
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INEEIE

5 FAS BPIEB X BXIFAEAE R E5E VDA, MK, & VDA ZEFERRBAFN FAS IERE (Tie
ZATER VDARXRZRATRIERFER) , IEIEFKBITEEEE] FAS RE2R. X TEE
%, RARBPKETASEF FAS BiHEE (TIERUHEE. TPMER HSM) .

£ Windows VDA £, XZ&37E VDA EEA—HRMERRSLIMB, AHINEIBERINBIEF
BIERGABRHRE IR FEEZZEE R FAS AR5 85,

7£ Citrix Virtual Apps and Desktops 2411 Z g, RHERFE NERSRHEER (CSP), MAERH
RERZAREEEKRIER Windows CAPI API #1Tih8], XLEIRMHIEFS ©

e CitrixLogonCsp.dll : BT VDAMEBESER

e CitrixvirtualSmartcardCsp.dll : HBHFRIERNIEH

M Citrix Virtual Apps and Desktops 2411 744, VDA LRI T ENMBRIRZMEIRERERF (KSP)o N
REFMIRERFRIDELKHH Windows CNG API 15 alX IR IETEF., FHIREERR

e CitrixLogonKsp.dll : BT VDAMEBESER

e CitrixvirtualSmartcardksp.dll : HBFRIERNIEH
KSP E—M [ Windows N AR LAFINERIENEHAIN, RETEZSIhEE, a0

o Y ECC BRAMIEH
 TEHBREELHE (PSS) EFR

2028 FAS # VDA #R3i&1T Citrix Virtual Apps and Desktops 2411 S{E m kA, M{EA KSP ZizahI2
(BB #r KSP BHTITZAE) . TN, RAFFELREFERIBMR CSP #1TiZiE R,

M KSP 2
MBHIMAERMBJEDMERR, TR KSP T2 IR, LEHRLEHIAM CSP T2 IE,

fEFLLT PowerShell :

Set-FasServer -Address localhost -KspRemoting $false

HEHIRT
X ER FAS RS BRMREHTERE, BEEFLEFAPER,

3 FAS Qe F4PIRTURY, UTERER !
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 Z Workspace 5% StoreFront™ {EAE AN RAEFHEESsHFIN—E721ERA FAS B,
FAS RIETRHEAFEIPER ; ARH HIUETIEZERREN FAS RS 235K thEH KR,

« ER—IRERSVITARSIETE, FAS E4PIRIVTIARITFERIIZAPIES. Ritt, FTLGEEREN
REMEEREERFIER.

- B2, SRIEAFIERRES) (HIW0 VDA BRERIEARMER) ML

REARFEIRIEBFIES, BEERTIATUEE PowerShell i85 (FI20 New-
FasUserCertificate 3 Test-FasCertificateSigningRequest ) BIZERFIEH,

ERAEEEFE
& Citrix FAS Administration Console - connected to localhost - 0 =
Initial Setup Rules Advanced Maintenance mode is ON Connect to another server  Refresh

Maintenance mode

Enable maintenance mode to prevent StoreFront and Citrix Cloud from selecting this FAS service

¥ Maintenance mode

{8 PowerShell
¥ FAS IR 2B THIPIRT, WA ¢

Set-FasServer -Address localhost -MaintenanceMode $true
I FAS IRSBB|MEIFEXPERE HIRE ERE1T) , TR -

Set-FasServer -Address localhost -MaintenanceMode $false

BXER
« REMECE B FAS REMEBNEESZ KL
- BIK FAS BRETE BXE B MRS AREMELE XERHITT B4,
- Hitt BF5E XEE RREE XERNE,

ZEMMWKERE

BEE B PIRIEARS (FAS) 5 Microsoft Active Directory #1 Microsoft IEPMA NI ERER. HRRA
FEIEENEEMRP, FITREER, REI0EIEHIZF T H it X EEMIEEFRHMEIARE.

RN T BRE FAS RIREEZEENR 2R, T©Efhh T rlsed B T RIPER ISR B AL

Lo
AEo
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P& REN
FERRT FAS BETERNEBAHENRLNR,

FAS lREHRE L E X BEMISHEN 05, URIEBANMFIZIESIER. EEXSIFESR, Citrix
Gateway # Citrix StoreFront @#1THF BMIIERAMN. 5| A FAS ARMMEM Citrix Virtual
Apps and Desktops™ £A 14,

Citrix

ADFS Server (with Federated Authenti- ifi hori Domain Controller
Web Access Proxy) cation Server Certificate Authority

Windows Server Windows Server i Windows Server

' FAS P FAS User UPN
T.LS Qenrer I: Authorization .‘ Certificate ") walter@auth local
§ Certificate Certificate Template Alternative UPN

FAS User FAS Autharization walter@adfs.ext

Signature Certificates Certificate
Certificate ' Template

Encryption
Certificate
(notused)

Kerberos

Citrix Gateway StoreFront Delivery Controller VDA

Windows Server & Desktan indows Server & Desktop

TLS Operating Systems KerberDS ating Systems

Root CA TLS Server TLS Server i . FASUser
§ Certificate § cenificate § Certificate = Certificate

Gateway Server
' Certificate

VPX indows Server

ADFS Signature
' Certificate

SAML SP (RP)

High Trust Intranet

PBFAERIMR LS

I%0 443 ERY TLS fR3P T Citrix Gateway. StoreFront #1 Delivery Controller™ 2R {427 [8]H93&1S,
StoreFront BRSZ 23N HITHILERE, Citrix Gateway {NIEX@1T Internet 8 HTTPS w0 443 ANE
%,

StoreFront fRS3 85832 i 0 80 EFAEE IGIEAY Kerberos BX% FAS IRSS28. F10I0IEER FAS AR
55280 Kerberos HOST/fqdn & 2% StoreFront ARS5 2887 Kerberos i+ EHKF &5, LLEHRIIES
JESERY Citrix Virtual Delivery Agent (VDA) &R AP FIE— X EiREW".
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4 HDX RIEE#EE] VDA BY, VDA i@idin 80 BX3R FAS ARS8, BAKIEMEA FAS IRSE:HY
Kerberos HOST/fqdn &3#1 VDA B Kerberos i+8N &7, LS, VDA BIREEIBEUR"FEER
[ EBFFLEA,

Microsoft IEBIM AN KI1EZER Kerberos H1AL0IERY DCOM &S, Z@BEREEENFERAETE TCP
me IEBMANMER FAS RS BHBZEEREMAIBIEPEREI CMC FiEE,
AR3338 B A i O

& B IIIERS [in] 3k 8 StoreFront™ F VDA #9i&id HTTP B9
Kerberos, [out] DCOM ) Microsoft iEH ik
A

Citrix [ % [in] SREZFFimit &N HTTPS, [in/out] B3R
B StoreFront fR5325H9 HTTPS, [out] HDX E|
VDA

StoreFront [in] k8 Citrix XY HTTPS, [out] &
Delivery Controller B HTTPS, [out] Kerberos
HTTP % FAS

RAF1EHIRR [in] kB StoreFront ARZ588HY HTTPS, [in/out]
k8 VDA BYi&d HTTP B9 Kerberos

VDA [in/out] 32 B Delivery Controller BY:@id HTTP
B9 Kerberos, [in] 2RB Citrix Gateway HJ
HDX, [out] Kerberos HTTP E| FAS

Microsoft JEH a0 A& 4 [in] 38 FAS 89 DCOM Ff&E4

Citrix BEFS B R IIEARSE S Citrix Cloud™ 28] A%
PRI AR FAS 5391 M A P 0K S A LS BRSSP 3 TR B T bk,

- FAS BEZFIE, EAFKAT

o * cloud.com

o *,citrixworkspacesapi.net

o INRIEIIFIERERE = SRR MERE, NWEEHE
* FAS BR%, EMSKIRSHKFT ¢

*.citrixworkspacesapi.net
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*.citrixnetworkapi.net

INRENIFRLSNERSSE, 5ER FAS B orIFRER P RIE, L, BWRERER

netsh B3 T B ECE LR ARSS bk Bk,

REAREM

FAS EHEEMAMIES, RIFHNENEAFBEMRIES, XBEBTHEMEREZ 2R, UR

1P FAS ArS5257F IRHIEANR,

EREEM AU

FAS @3 78 HE IR IMA A P IEH. Microsoft IEBMANM A IFIERENEMAIR. IEHRMRIU

RGEMARIERT AN ERURIEBRIAF

Extensianz Centfiicate Managerns

General [ Poicy Modue [ B Madue

Enolment Agerts | Audtng | Recovery Agerts | Secuty

For more information see Delegated Enrollment Agents]
) Do nat restrict enrcliment agents
(®) Restrict errodment agerts

Enralment agems:

ISR AR E IIEIERFALR -

o I HIRINE ST FAS AR5 880
« “IFPRIRFIRINE T FAS 1RR.

« “RBIRAZIIVFER FAS WA, Hlil, BINAEREERERNRRIFAAEAMAIES,
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TaREZEEIT RECE

o0 EEEFLN BB, EATACE StoreFront ARSBZ 285K, MAIUEFEY, XL StoreFront fR$5 25
2@ FAS BiE BRF %ﬁno Iﬂ7f¥, 18 0] LR HIIERLL BB PR ISIE R, U AT A mBLE VDA it &
MHITEMRRIE, tIhAER WHFERE R EEIFT# Active Directory SR M AN ML L ITHRERIA T,

B ER B

5 FAS IRZ23HIFAEBEEFER@T iR 80 #1THIME B B4 18IERY Windows Communication
Foundation (WCF) Kerberos FI4&i%#,

REHAERE

FAS #1 VDA IHEEE A Windows EHHE. IAETAFRANHEITMER. EHHEE B27ET
AU ERNEHFRERE,

LSRR

FRE®hA (SE FAS MABAPIEREA) HHMEIRSIKFP FEAFTSHAA, NRENE
ERIEENR, FAS XFERMEBERAHLTERIR,

BILUER PowersShell B4 TERSINEERE. FAS BAGERIANAS EBEHRLIERREN
RE. BXESMEL, WEH LHEP

EHERR
FEEER S U TILA :

B B3R

23
=
¥
e
pali

EMRZEFRIPIEBIER

IHEER FoEARRIZE
IERMANMEERR FoEIE B g A

FAS B 5 LRMACE FAS fRSS 28
StoreFront/Citrix Gateway B2 5 FCERF SR
Citrix EE#BIRE™ EER FRi& VDA FI#ZHI2%

BUEERENBAREEENARSE, MMITIFRBIRIETG ERFIPRY.
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HRBRIZ B

E1EM FAS HENLETAFIRECEBEN RS -> FODN'EHRIFITITIE, BX%R FAS RS8N, &
PiRISIE FAS BRS25M HOST\<fqdn> Kerberos &3, FrEIHIA] FAS RS2SRSS 24X [E]
—Z%5| EB+ERER FQDN A& ; TN, StoreFront #1 VDA FIREREXZRAREM FAS RS 25,

Citrix B IFRHRIFA BV AR N REE, BRRERIR. B0 FAS IRSZEHRTIRIISZ LN
0, THEREMRREFREFREN,

Ilt GPO BYZEHIRUA TN IR F ZEEF SR FAS BRZ2380 FAS BIER (FI/FIHEIRR) - 152H FAS
RE8RE, ETEEGITANERITEY FQDN £,

IEBIER

INRITAAB(ER FAS 1289 Citrix_SmartcardLogon IEP&EtR, FTLUEHREEIAR, ZIFUTER.
EMAIEPIER

WNRIGAELET Citrix_SmartcardLogon Efpa U S IRARIERDBATAE, EA2m .

« BIBIEBRRIVBIA, HFEHEGRUNFSENARERSDBITE,

« f£F FAS PowerShell Si S EIE FAS, MASEEAFRRE. (BEBFPFRECGERT Citrix 2
INEREFR )

o {#F Microsoft MMC IE B &M E IR 8 7Tk Publish-FasMsTemplate i85 2 SRR, FH

o fEF New-FasCertificateDefinition faSECE FAS, FHi8EERIENRE TN,
EERBYE
INBERT, BPIEBMEGERNER, Eel U IEPERPIERE SE,
BMEREEITER, FAS 2ZBIEBERTHILISE, FAS RTEEBESERT ¥ 0B 4 TIER,

EUUARLEBRYE

BMERXLREM. FAS RZRIEPIEIRFIXLEIRE, FAS IRZRBUHER RFSHTLA HEUH
2% ERERERRIT,

ESUnE Rt
BNESXLERM, FAS RABIEBRRPAIXLEIRE,

B X FAS RIEHIFHIRE, BEHMAR.
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B RIERARE
SRR, FAS FEHEIER.

EAERRNIRREXE
BMESXLRE M, FAS R FFEVAER,

ey RIRIE
EET DU BRI LR BT & IR AILALR SRS

FENY RIKERARZSBZ 2R, HFBIEBLEER.

L2 R%E

Citrix BIVEIEBIRLAGTE, NI FAS BRSS9 BAIKA 17 AN 7 SEM AR, FAS FRS
FRBEMEMIVR, B2, SEMEHRIR—, TN

. RIFEERIRMENE AR

. VPR SHIERFR P RERIRIR
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Names:

8 Musthenticated Users
% Domain Admins (DJWFAS Domain Admins)
Domain Computers (DUWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

ERERELTERYE
Citrix B ERBESXLEE 4,

ZIRNR B IEF MUE Active Directory 158 /2, X2SEUERMANMEIERT BHEEHFPH
SID, M5 A Active Directory T BISRIRET

RS SRR
RE Citrix 2, BMRFE, EILUERXEIRBEURTGERANRE,

ERMEEREY
BMESOX IR, XL B XN TATR -
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Citrix_SmartcardLogon Properties |2 N

General | Compathifty | Requast Handing | Coyptography | Key Ateststan |
Superseded Templates |  Exensions | Secunty | Server |
Subject Mame lssuance Requirements

Fequire the following for enmolment:
[_ICA cedficale manager approval
[+] This numbes of authorzed signatures: El
¥ you require more than ene signature, autoenrsliment is not allowed,

Palicy type required in signature

| Application policy W |

Appiication polcy

Catficate Requast Agent W |
ance policies

Add...

Hemove

Require the following for reenmaliment :
(®) Same crienia as for enrcliment
) Valid exdating certicate

Alow kay based renewal (7)

Reguires subject inforation to be pravided within the cerificate
requast.

= Cortrol ig dizabled dus to compatbify settings.

[ ok |[ Cacel || ooy [[ Heb

EUGRAIERY

IR LMEBOX LGB, ZIGBE S MED S Windows Server 2003 CA (ZEHIRA 2) » B2, FAS
X3z #F Windows Server 2008 &REShRAEY CA, LA, a1 EFRR, FAS £ZBK1Ed 1% Windows
Server 2008 CA (Z2tghk4s 3) 3K Windows Server 2012 CA (ZEHgRRA 4) BTN EMISE,

IEPMANAAEE
SEBIMEAVEIE R 51 S EE BN A RS 38 R 2O E H7A58,

RIRIR
IEBIUE A A ZARER IV ETE IR HBIRIRIMAIES, IEBMANEERDIER KB IAE
o

—MERENTEMUAR, ERE FAS IRSHFNAREMIMIERRR, HERFTE2RANNAD
2o TIEWMIBR, IEPMANEEE ZEUISTEIZFIRBCEMIANIERIERK, HHEIERN FAS
AR5 2R BYREK,

BaAIEIR E

IEBMEN M EIR G ERMA NI RGN IEIRE, MNMEREAER, IEBMAVMEE
SR L EZE DCOM TCP MBAASERIN, LERE FAS fREZ 2T EEIERIEH,
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SRR

BAINBRT, EECEMTIIERAVE E & o UER SRR AE R ER AR AP iUAE
Fo IEBRIMA L TUEL FREEM AR IER AN E MRS N —HIFSA Fo

| G Mode

Ervolment Agents | Audtng |  Recovery Agents | Secumy

For more information see Delenated Enroliment fuentss
(# Do not restrict enmliment agents
() Restnct enmlment agents

Enrolment agents:

SRBRIRIRANEE I

NFEREE, FTUERBEXZEERRRENT RIEBMA,

FAS B8

FAS EBEZ L £IHE.

s&@iE ACL PRl StoreFront. FAFP#] VDA

FAS BRI OB HILE Kerberos M BT LA ) THAE ©

iR

StoreFront [IdP]

DU

XLE Kerberos kP ={E1E, AIEBEFBEIER
BE BRI, MNREF—MEFERIAR,
MAT LR FAS ER & FiFRY A P AU FNfE AR IIE
H,
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HinmEE ik
VDA [Relying party] XEZFIAEERMABANITEN. TFE

IdP 1 REBINEIEOM, EibIbAPRHRR
VDA tKk P IRERFEHEE AR,

RR HEETHER] 1dP AT EMLERF. EER,
XSIERME N R IR EMAIE &R
TEE, BF, BNEIIRFPNAZTIEHN
Mo XATLABGLEZ AT StoreFront K 4Y
[RIRAZERMNEERF. 5312, ILACLAF
[ATFEHEERIK,

BCERNY

INERZ/NMHIZHY Citrix Virtual Apps™ B¢ Citrix Virtual Desktops EREEREREIA FAS RSS2 B LS
¥, WMUWSBRER. SMHNEE—HPIMEE IR ; 55512, Kerberos 1AR1#EHIFER (ACL)
A LURIIACE,

EEBIE B A AR

BIUAARRER RN RECE AR REBRRA CA. SRECE A LUEEEA IR N EGRAVIET,
BEEBUATHER, f90, #iR%A a8 89 7 AT LURA L REs" A P AR E D RIIES,

RIERAN S A IRIEIES

FAS B AILUEHR AT EMNRIENIEBRS AR IIERER. W, ARARREES"E
PAEREPER, MITEERANERIEBNEERNER,

MEAFRIPFNEZERKE
FAS BIERTILUN FAS BBE WAL AEHRERGH LT 2IEIR (HSM) HAEF SRR (TPM) A, Citrix
BINEDF FAS BRGEBFLIAFEMETE TPM AR LUEHTTRIP,

E#E, BFIEPFAERLUIEMETE TPM 2% HSM H1, WNREA RSA, FAEZRRENLNER N FTEH
, FEKEEDH 2048 fiL,

RE FAS BJLATE TPM 8¢ HSM RERMEFERFIERER, BN FAREEE, BHaEXE
R AR

BXBEZIFAER, 1551 AARF.
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SHEE
FAS IR #RIRMHIFANEBNTTINEMHRE, AIRTEITMASEN,

EEpRAMEETAR

FAS 22 iZi2'E12IAE (MR INERY Kerberos) FITE, “AMEIRSRABIR X FAS EBERA T
EIEHIIN. FAS ECEMNNZ ELHR,

Citrix EEBIN . Citrix EEHISEEM VDA B R

FAS BIfEAEARSHZ Delivery Controller #1 VDA B GMLZERE, AN FAS WEIEaiR R 2E
277 “Active Directory 285", Controller 1 VDA BIRAMNMR B ZEENAF . S PE T
E L e

JBF Windows RSZ2#REZ L

FRERRSSBREBNT2ITH T, HRETERMIEMIRENRt. & X BEEMIRMARS 220
REEVEZENME, HEEEEMBM ELA4ER T,

BTN E M4 BEu T e tFEETEiT B8 L.
RDP iR AN R FRINEE R, Citrix BIAFIKE, 5523 EBMAN A EES KA
EREEFER.

BXER
- REARE £ FAS RENRENTESE HK,
+ FAS BRHHEERELRM —XX PN B
- BRIER R XEHEBRIE —XBN B,

MERETT &SR

FAS @12 —4HA T A HIRERAIIERE T EER.
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@ Performance Monitor

— O >
(&) File Action View Window Help -8 x
= 25 E=H
Pert '
@ s orm.anc.e Add Counters *
v [ Monitoring Tools
; &S Performance Available counters Added counters
’ :\3 Data Collector Sef Select counters from computer:
b :ﬁ Reports Counter Parent Inst... Computer
<Local computer = ~ Browse...
Citrix Federated Authentication Service o
Instances of selected object:
Search
Add => Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter Instance Parent Object Computer

TRIG TRIRNITEER. FRIESEUA, 8N itEESE 10 WEHF—X.

Y

FIERERIFKREY

IERITE

BAMEBERIERY

HRIEBEZHRIFKRITE

eI

BOMHILRRER

RiTHH

5

féb

IEBERIEROTFLEEE (UM HE
fin) , EAR—2HEIEETR,

RS SRS EENIERHE.

KESMIIERS SO A HIERBERIBER
HE, EAN—IHHNBIETR.

KES MRS EEAENHLIERERE
K&

BRI BFIERERIEROTAE R
HEE,

KA B MRS S0 HHRITHIE R AIRIE
B, EAN—2HNEIETR.

KBS MIRIEARS IETEIRERRY VDA 1EH,
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2% U
&/ SRR KESMNNIERS S A RRIERERIE

ROFNEIHE. XEGITHESDHEHR—
R, EARN—DHNEE B SR HER
RERSEEAHHINAREFNRHEBEIR K.

HEEE Windows &R0l

AXMNMAT Windows AP ERIERHERF (EiRE) ERMRANBENHRER. XEAE
RETERTHESMNIIERKEIER.

IEBH L FAEGH IS T
Windows Active Directory 43P EZ MEPEFHEX, ATFEBEERAFIIER,

« NTAuth JEBZEMX . Em Windows #ITHHMIGIE, AL RFIEBRIERmANME (BIFR
SZHEFREEN) BIOUREBTE NTAuth FEX AR, EEFXLEIEF, 1BTE certutil BFRHHA -
certutil -viewstore -enterprise NTAuth

o *IRIEPMAPEHEPEMEEX | ~@E, IERERRAREREENES, ALk, NRERERLE
¥, WPABITEN ENPRENERFEXEN N ZXEIER, BIEBNIA T REERIRFMEX
R, FEEZMMEBSALTF NTAuth ZEXH,

o »EFIUEPY BAAKEE | o] LUF Windows A& 5a%30IE EKU FIEMIEFRERE, 75
Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

AR ik
AllowCertificatesWithNoEKU A, IEPY MO SR TERY BBHA
& (EKU)o
AllowSignatureOnlyKeys BIANBER T, Windows &TfEH AR DIF RSA f#2

BHNERFA, hEMSE &% Imikes.

AllowTimelnvalidCertificates ZMANER T, Windows &%k B3 HARYIE
B, IEMSEEZTHiERR.

EnumerateECCCerts E BRI Z AL,
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RS i
EEX5091E T MRIEPBALIH—BIEFP EEHTT (UPN),
HECATEN, WEMSFAFFieER
Windows E R,
UseCachedCRLOnlyAnd, PHERENT (EEEfss bigE)

IgnoreRevocationUnknownErrors

o SERFIZRED © T IUIE Kerberos &%, PRAARSSSREBLAIEEEN B HIER2RIEH. AT
BRI BENIER T AFE MMC SRS TR BT LIS,

UPN 4 FRH1EH R
BINAPEBE T IS B B S — PR TELHE (UPN),

Active Directory g UPN & #F

BINERT, Active Directory FRSTMHAFRHEREETER
\&It;samUsername>@\&It;domainNetBios> #1 \&It;samUsername>@\&It;domainFQDN> AYfaZ{
UPN. AJFRYIEA] FQDN @ Z7EMHY RootDSE B, B MHAIUE RootDSE HIEMZ
FQDN ik,

tt9+, Active Directory FEIE N EEEE R UPN F altUserPrincipalNames, XLEEISERF
UPN Y LDAP %H.

#d UPN 2P, Windows B/EESRAIE (BT & UPN I#IERNSM) PEHRE
UPN, PARERER UPN, MIRXBCET, EXEHREIN UPN, XAIGERFETEIMPRIARE
1o

IEHRGI RS

MRIEBFABZEIX UPN, Active Directory AJLUEIFTE“X509certificate” B4R AT AR EFE—T
BRNAHIER, ERESEERERAAR, ITENAINEESAIEYE GUABRT, T8N
)

RET—MED, RIFAFEE—TBFKE, MINRIGERERE, HRFEBRIFEHRERILLT)
BEo

NRMPEFEZNE, FEBFRAHAIEER, N Active Directory rootDSE R#&7E IEFIRETARSSHY
LB, ZRSUTER/FERITENL, FEBEMFFRE x509 IEBEIENEEFRE. LHENART
ARBIE B St E AR P KA
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PRI R AR

SRR A S S MIZERIZRN, EEHRFIBTEMIIEREZERISRIEEER, XFRIUERNRL
wEE,

PRI R AR

Z528%] Windows ER4FER Windows IHZEFISF#HITER, ERILUEIERE Imhosts XH#
(\Windows\System32\drivers\etc\Imhosts) RBEHIZIE Windows 1154115 B Vi HI2851 3Ro

ZUBEEE— %A Imhosts.samIRBIX . REES—1T:

1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Hrh+1.2.3.4"Z mydomain 15H$ 5 dcnetbiosname BUIFIERISREY 1P Ik,

E2E, Windows it BYHERIZEEERE mydomain, EidE, YK E LS,

IRBIIEFE 2RI 2R

B R, Windows RIEE— MSDOS IfiBT 2, HPASERAFRIIZH S, EEEHEER,
EEAS echo %LOGONSERVERY E i SR T 7o

5 S0 X B B EFEE b e SR BRI B L.

BRWP E&EH

AIAMBR T, Windows BZHISE A =EATEBIKFEXAE, XAILUBTARBRERTLEIR
BEPRVEHEZRIRHITIRS, BIEER s LT ARERYRIEER, 15iG1T gpedit.msc o BRABEKR
B/, BERSRSERTEATPERTFNNEHFBETER.

B Bk P B %4 (/en-us/federated-authentication-service/2411/media/fas-troubleshoot-logon-
auditpolicy.png)

IEREIERE

KREIERE¥Y
MRBEFIERSFEH N DER P (EFFIA) , EAIUFEAU RSN EFITRIE | certutil —verify

user.cer

B CAPI BEiR®

RSB P BN L, ITAEHEEEFHE R Microsoft/Windows/CAPI2/Operational Logs
E/JE/u\laio
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TEEERIZRA VDA BN L, ITASEHEERHSME NAERFMRSSBE > Microsoft >
Windows > CAPI2 > i##fF, ARELEBFEHEFBRAE

4, ATLMERU T EMREMIE CAPI HEIER :

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32, U TEBRIAFRTEE, &
BFBET . WREIRE ZRIA CAPI2 BEICRISE, BEMIFRXLEE,

E
DiagLevel (DWORD)
DiagMatchAnyMask (QUADWORD)

DiagProcessName (MULTI_SZ)

CAPI B&

M uE

YOI tH

X509 Ft5R

JOIEHE SR AR

HIRER
SR

IEBARERE

IEP R HEHIR

FA%S) (03 5)
BHHTHERR (2ERER OxIffff)

BHELMFIE (Fl0, LSASS.exe)

DU

LSA JAF CertGetCertificateChain (81545
£)

LSA JAF CertVerifyRevocation (G&458)
EFEINT, IEPFIEPBRBETIR (CRL)
AT

AppData\LocalLow\Microsoft\X5090bjects

LSA 8 CertVerifyChainPolicy (&&5%4)

=

s

FTEERITENNFEMNZEERIEBEME
PREBIEEREFIEH,

TEMIEF CRL 73 & =I5 RN FEEREF
B CRL, fNRBHIHITHRIFNE, XFHELE
FH. 1EE5 (/zh-cn/federated-
authentication-service/2411/config-manage/
troubleshoot-logon.html#certificates-and-

© 1997-2026 Citrix Systems, Inc. All rights reserved.

90



KE B MRS

HixHE ik
public-key-infrastructure) ZF5FRIGERF LA
EhH£EM),
IEREREIR ZIEBREATER, fla, ©rEeiRS3s
IERHE LRI,

Kerberos B3&E
EEEESISRNaR LB ITEN EE B Kerberos BEIER, BQIEBUTIMERE :
[Hi=i:=bar BB {& [DWORD]

CurrentControlSet\Control\Ls LogLevel 0x1
a\Kerberos\Parameters

CurrentControlSet\Control\Ls KerbDebuglevel Oxfffffff
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel 0x1
dc

CurrentControlSet\Services\K KdcExtraLogLevel Ox1f
dc

Kerberos HEHHEIRAEHHE,
o B AREEEPR Z23E8E BN 5 FiZ 1.
° ﬁ glglETtE%ZE{n:u\l‘EE'J —_I-J‘/(K%/u\mg .

- KDC_ERR_PREAUTH_REQUIRED (AT &Rz IssmEER)

o RENFEIR Ox4b

EEH BN T s B &
AN B ERIEHE RS T LA B SR,

o 1¥EHI88 CAPI2 BE
o RIS EEEE
o EEURIRERIE (VDA) Z2HE
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« VDA CAPI BE

« VDA RFKHE

428 CAPI2 BE
EEFERE, HiIZEHBR2RIDARENIER, HFERUTERNBESZEFEY .

Operational Number of events: &

Level Date and Time Source EventID Task Category

1| Information 21/06/2016 15:14:54 30 Verify Chain Policy
(i) Information 21/06/2016 13:14:54 CAPIZ 1T Build Chain

(i) Information 21/06/2016 13:14:54 CAPIZ 90 X509 Objects

(i) Information 2108/ 2016 15:14:54 CAPLIZ 41 Verify Revocation
G::lmfnm'laﬁﬂn 21/06/2016 15:14&:54 CAPLZ 40 Verify Revocation
@In!’nrmatian 2170672016 15:14:54 CAPI2 10 Build Chain

EANEHREHEEET, Hi%HI25 EA Isass.exe 1R1E VDA 1RMHANBERME T —PN5E, HIRIET
HE¥NM (BERHE) . ERIR[EIHN“ERROR_SUCCESS”,

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCESAFBTF18787ADAAADSCEFDOCCTS05C4 1 TEF.cer
[ subjectMame] fred

- CertificateChain

[ chainRef] [FFO3F79B-52F3-4C93-87TA-SDFFE40BI5T4)
- Flags

[ walue] a
- Status

[ chainindex] -1

[ elementindex] -1

- EventAuxinfo
[ ProcessMame)] |sass.exe
- CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4C76-9B1C-49FEDT786318F)
[ SeqMumber] 1
- Result
[ value] ]

HEHIRLERE

IHIERISRERT —RINEREHNH, ERXBEHRE 4768, TIZFHH, IEBAFMA Kerberos Z
RT3 (krbtgt)e
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EFIBYE R B ARSS 2209 EAIK P IETE RIEER B # TR M0, /SRS ERETH krbtgt
BYR P IR F IEFE B T RIsEH 2 # T S 10 Ik,

Keywords Date and Time Source Event 1D Tack Category

'aa‘,ﬂudit Success 21/06/2016 151456 Security-Auditing 4624 Logon

"‘l,_ﬂ-.ud'rt Success 210652016 15:14:56 Security-Auditing 4624 Logon

a:‘#-.ud'rt Success 2110672016 15:14:54 Security-Auditing ATES  Kerberos Service Ticket Operations

A Audit Sucoess 21/06/201615:14:54 Security-Auditing Kerberos Authentication Service
Bl Audit Success 21/06,/2016 151454 Security-Auditing 4763 Kerberos Service Ticket Operations
©,_Audit Success 21/06/206 15:14:54 Security-Auditing 4634 Logeff
lEik,_;l’-.t.u:l'rt Success 21/06/2016 15:14:54 Security-Auditing 4624 Logon
L, Audit Success 21/06/2016 13:14:34 Security-Auditing 4624 Logon

Event 4768, Security-Auditing

General | Details |

@ Friendly View ) XML View
+ System
- EventData

TargetUserName fred
TargetDomainMName CITRIXTEST.NET

TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceName krbtgt

ServiceSid 5-1-5-21-390731715-1143989709-1377117006-502
TicketOptions  0x40810010

Status 0x0

TicketEncryptionType0x12

PreAuthType 16

IpAddress «ffff:192.168.0.10

IpPort 49348

CertlssuerName citrixtest-DC-CA
CertSerialNumber 5F0001D1FCAZACI0OF368TOCEECOO000001 DI FC
CertThumbprint 23BCS5AFBTF18787ADAAADSCEFOSCCTS05C4176F

VDA Z£H7&
BEEREHMRNE VDA ZEEKBEEEEM ID 7 4648 8958, JEE winlogon.exe,
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Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
b7~ VDA CAPI HER R T 3R H Isass.exe RN HEREMIIUEFRS, BTFRIESZESIZHED

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA R4 HE

EH Kerberos HEIERE, RABERERTEIR KDC_ERR_PREAUTH_REQUIRED (RIIUZ
B%) , WK Windows B RA 7R Kerberos BREINNE B,

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{5 windows E HEKA FAS

P8 FAS E4#EE A Windows ZFAEFEH4HHEE. ZrIUUER System Center Operations
Manager (SCOM) &=, @i tbAME R HIEFM F ARG FAS RSB IS TR
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FAS IRZ BB IEEEIT?

BHE FAS RSB IEEETTT, Baliiz

Citrix.Authentication.FederatedAuthenticationService.exeo

ATRNEBA TR FAS IRSHKREEEM. B X FAS SHABENTEYIR, BBHEFAS EHA

=
JLNO

FAS TR S
UTEHETREN FAS REEFBIEEE1T.

E 4B A Citrix.Authentication.Federated AuthenticationService,

ELS BHXE %ER
[S003] TR ({0} FEIE  FAS [REEHATER
IRE A [{1)] H AP
[S022] EIER [{0)] MEPE  FAS RSB EIRELER
IEBEN X" ==
[S023] TR ({0} AR FAS IRESEHALER
NIREBERFE &E=to
[S123] REBEA [upn: {0} role: LLEHE [S124) Zfa
{1}] [exception: {2}] K&, MR FASECE
FEREERERMA N B ERIER AN
A E #BARBERL TN A P
. ZAFPMNER
BRI,
[S124] FKRBEA [upn: {0} role: % FAS 2IMABEIE
{1}] 7£ [certificate BamENMIEREF
authority: {2}] PR R EHPE, 10
[exception: {3}] A& R FAS BB T 2N

IEH

FMENM, FAS =

&

EEIPEILT, FAS
IREBTERTES

ERo

IEIhEEE T FAS
10.7 / Citrix Virtual
Apps and Desktops
2109 MERRA

tbIThEeEAF FAS
10.7 / Citrix Virtual
Apps and Desktops
2109 MERARA

ttEHRBAEEE
HIEBMA NS T
BEBTE. R
FAS ECENfER
HSM, XthrgeskEA
HSM TTAER T
Eo

b= AT RE R AT
MANMMIEEEST
EHTTEBRR. TNR
FAS ECER{ERA
HSM, Xthr]gezREH
HSM TTAER T
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EfF

[S413]

[S414]

TIEEN FAS B

FHEXE

TG EI HA
("% {0} X) - iF
PIEFAER {1}

BERGEBESER, iF
FiEdEE : {0}

EA

Z=REB—MEHM
A& HIE K,

2 FAS $ZHGEPBENF
HHARY, WEHRTE
HA%E . RIAER
T, MRBHGERE
30 XWZHA, MIEX
ERRIEES

3 FAS EZHGEHiSHR
B, thEGRERRE
o ERINBERT, Lt
EHEXRERK.

- p=3
B, AIUERZEF

FBIR 7! R)EERYR
S

A LAEH cmdlet Set-
FasRacCertificateMo
nitor FAEIINIL

B ; EEH
PowerShell cmdlets

o

—BidH8, FAS ¥
EERGTRIA FIE
B, HEBERERA
TRR ML,

NRIEFF FAS 5 Citrix Cloud™ &&H, UTEHHEREN FAS RSB EEE1T.

E4JE A Citrix.Fas.Cloud,

£

[S012]

[S013]

BHXXE

FAS IRE AT M

Citrix Cloud #1785

R

FAS RS TEAF

Citrix Cloud HY8 &5 &

Fo [{0Y] EZFAE
EoEEEEH a4
HE,

EA

b= REAM
Workspace (Bl
Citrix Cloud) #4789
BRERNIZEET
Eo

LEEHRT FAS &
M Workspace (B]I
Citrix Cloud) i2fit&
RER. WHEESE
BRERTAEATEN
[RE&,

-

ERBLEEHS A,
FAS 21T (1) 8%
2iE, 2 2%
RFHIPIET, UK
(3) BEEEER
Citrix Cloud,

FAS #41R 5 Citrix
Cloud RY#FAIERE,
b EHE T RE R & IR
(BIaNMLs ik PEsy,
RIEARSS 28 L BOEE
EFHASRRR) MER
Kb, REXMER
B, BHXAT
&“Service is not
connected to the
cloud’s XRBIEETT

© 1997-2026 Citrix Systems, Inc. All rights reserved.

97



KE B MRS

EfF

ZE2EMH

FHEXE EA

UTFEHRTARERNBEEZIAER FAS,

E (487 Citrix.Authentication.FederatedAuthenticationService,

=5
[S001]
[S002]
[S101]
[S104]
[S205]
FAS 24 A&

EHXE

HiR#EIELE - AP [{0)] A&
Administrators HBIE 5

TARIHAELE | R [{0}] ~2
At {1 WEEA

ARs52% [{0}] EANEAE [{1)]
FEBREMR

AR%3 25 [{0}] RBEFREH UPN
{1y (At [{2)] Rt
UPN)

TRHTTH IR BHELE - AR
[{0}] A= [{1}] BYTTIFIK
i

TRIIMT FAS ERHEHAERE.

EEEH

XEEHZ NN FAS RS SR RIECEERMIZ R,

g

A, FAS £IIANER
EFHEIIE Citrix
Cloud BY%E#,

WA

ZHEENER FASILE,
BIRARBAARZ FAS 5,

S ERIER FAS FNAY
&, BIAREAREFAS &
&,

=RERRAFR &R, BEARE
TRHRITILIRE, RBTE FAS
AN ECE P IRIFIFRIRY
StoreFront™ fRS28 (URSE
FA#Y Workspace) FFiFERE
BFR &%,

ZiIAEEBAR S5, BiRIE
FAS MINECE, AAIFILLAR
Mo

VDA & FAS liTE 5
BR, BiEHE FAS M ED
B, it VDA,
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AEAE
[S001] iRl #3ELL © FAF [{0}] &2 Administrators £ARYRL 5
[S002] iAiR)#R4ELE : FAF [{0)] F=RAE {1} WEER
[S003] BIER [{0}] FHEFRENIKERN [{1)]
[S004] BIEE [{0}] IEEMERRR [{2} and {3}] M CA [{1}] IERIZHGEH
[S005] EHEF [{0}] IEETEBUHE CA [{1}]
[S006] EIEG [{0}] IETECIEIERE X [{1}]
[S007] BEHEG [{0}] EETEEFMIEBENX [{1}]
[S008] B 5 [{0}] EFEMIBRERE N [{1)]
[S009] EIE5 [{0}] EETECIEFM [{1}]
[S010] EIE5 [{0}] IEFEEHHN [{1)]
[S011] B [{0}] EEFEMIBRFRM [{1}]
[S012] BIEF [{0}] IETERUEEIES [upn: {1} sid: {2} rule: SIHEBENX : {4} T2 LT : {5)]
[S013] EIE R [{0}] IEFEMIBRIES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] EFE G [{0}] IEFEEIZRIERIEXK [TPM: {1}]
[S016] BIER [{0}] IEFESARSGES [Reference: {1}]
[S022] EIE5 [{0}] FAFERIREN X"
[S023] B 5 [{0}] P EVIKEN T
[S024] BIE [{0}] ERIRERILEITINL LIS
[S025] B G [{0)] EEIRERIHEITIR T L ALEs
[S026] BEIEE [{0}] [ETEILE RA IEH LSS

[S027] BIER [{0}] IEEEE RA IEF ISR
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AEAE
[S028] B [{0}] IEFEHM [{1}] IERIREETAECE N [({2}]
[S029] BEIEE [{0}] ETER [{1)] IEBMEREBEE HBIAME [{2)]
[S030] EIER [{0}] ETEARSBMIRE N [{1)]
[S050] B [{0}] EFERIBRACE: [{1)]
[S051] B G [{0)] EEEFH=ME: [{1)]
[S052] EIE 5 [{0}] EEEMIPR=ACE
[S060] B 5 [{0}] IETEIER=EM. L {1}
[S060] EIE5 [{0}] EREIFEREFEER M. SO {1} =ARSS URL &3 {2}
[S061] IR [{0)] EETEM =M. HIFMUE : {1}, ML : {2}
[S062] BIEE [{0}] BEFRA=EM. RIFME : {1} (2)), MR : {3}, BF {4} ({5)
[S063] =AMHAIEL R & KRS 1R, REH {0}

[S064] =EMEREI R ERAHIR. FREN {0}

BERE
[S401] IEFEHITACEF4K - [From version {0} to version {1}]

[S402] $&1% : Citrix Federated Authentication Service 4Z1LA Network Service &125517 [currently
running as: {0}]

[S404] IETE5RHI#EBR Citrix Federated Authentication Service #X3EZE
[S405] FEUEMEMR IR B HIEER R EHIR | [{0)]

[S406] BIEMEMRBIBUEERERERM CER © BFIEHERIR)
[S407] BT EMERNBIERIBIIMIEE, AABEFEHFTE

[S408] TiEBFLRECE -- [From version {0} to version {1}]
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BERES

[S409] Z&FZMWECE I - MinThreads B M [workers: {0} completion: {1}] H% 79 : [workers: {2}
completion: {3}]

[S410] ZAZMEZE R - REESF MinThreads M [workers: {0} completion: {1}] TR : [workers: {2}
completion: {3}] ; XAIBERFM FAS ARZS 2RV AT R4a1E

[S411] E5h FAS ARSSETHIEE @ [{0}]
[S412] BREFER5TRY -- [From version {0} to version {1}]
[S413] RBGEPENFER (Rl {0} K) - EBFHAER © {1}
[S414] EBUEREIH, IEHFMER | {0}
[S415] #EAUEBIOETR. BIEF {0} M. TRIGEFAE {1} #17
SESMHEE
LR EENRSBHEAFERN, XLEEHRTE FAS IRS|/ETHIER.
AERE
[S101] ARZ54% [{0}] EANFEAE [{1}] RIS SR
[S102] ARS5 2% [{0}] FRBEMTE UPN [{1}] (R&: {213})
[S103] ARS325 [{0}] 3EK T UPN [{1}] SID {2}, {BZE#RElT SID {3}
[S104] BR%5288 [{0}] RHEEMTS UPN [{1}] (UPN R#AE [{2)] /oiF)
[S105] AR5 28 [{0}] &% 7 BAMAS [upn: {1}, B8 {2}, Z2£ LT3 [{3}]]
[S120] IETEM[E [upn: {0} At: {1} £ LT [{2}]] TAIEH
[S121] IEPFEH [certificate authority: {2}] &4 [upn: {0} role: {1}]
[S122] & © RS ERZE [upn: {0} role: {1}[ED#HIEREL {2}
[S123] F&E/I [upn: {0} role: {1}] TEEfAT CA A IEF [exception: {2}]

[S124] ZREEA [upn: {0} role: {1}] 7£ [certificate authority: {2}] & IEH [exception: {3}]
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BERS
[S125] FFHERAGEPRIERFTHBIABTE {0} # S8R [upn: {1} role: {2} Security Context: [{3}]]
[S126] ARS5 2R [{0}] B ERRE X HFMNETE F147 [{1}]

[S127] FAS T [upn: {0} role: {1} definition: {2}] IEKIEH, RARSSIRA TR ; iEFEA
powershell cmdlet Set-FasServer TE4PIRT FERITH

EREMA
3 VDA BERAFH, XEEMHRE FAS RS LiE1TRHIER.
AERE
[S201] 1E%i7 [{0}] TAAIEER,
[S202] 1E#t7 [{0}] AU IEREF.
[S203] %7 [{0}] TARERIREIZF

[S204] 5#i75 [{0}] IETEIAIA] [upn: {1}] BB RIZHEIERF, AR | [{2)] [Operation: {3}], H [{4}] %
3%

[S205] fE#t A 5 IRIRIELE - AR [{0)] RN [{1})] RFHEBA

[S206] ARAMKF [{0}] ~=2E#HA

[S208] FAFAIRIELRY [#21F: {0} UPN: {1} A€ {2} IEPBENX {3} FHiR {4} {5}
KIERNIEBIRS 2
LAFREASIENIER, XLEEHRITRE FAS RS L.

BERE

[S301] iAiA#IEL © FF [{0}] TAUA AR EE+

[S302] AR [{0}] &R T RABIELIE 8EF [thumbprint: {1}]

[S303] iAiA#IEL © FF [{0}] 5 EHIEEE+ [upn: {1}] FECES

[S304] AR [{0}] it &M [{2}] Li&1Ti2R [{1)], EAEBIEEEF [upn: {3} role: {4} thumbprint: {5}]
BTEAAIRE [{6}]
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AEAE
[S305] FAFAIRESLIY [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4} {5}]-
FAS BrEHafH
XEEEMHER FAS IS EHIER.
AERE
[S500] REZE FAS KBS
[S501] T/EMEFBECER FAS WS [exception:{0}]
[S502] FAS BrSHEHEME [pluginld={0}] [assembly={1}] [location={2}]
[S503] ARS32% [{0}] RAEMTE UPN [{1}] (RIETERRZE, BHEH [(2)] FXFHE)
[S504] ARS5 8% [{0}] SREEMTE UPN [{1)] (RETEREIE, BREE FAS &)
[S505] ARS3 2% [{0}] AREEMTS UPN [{1}] (& [{2}] IEETEREE, WKEN ({3}, EHEN [{4))
[S506] ff [{0}] #32 7R BARSER [{1}] B9 UPN [{2}] WBEREIE, HEN (3]

[S507] AR5388 [{0}] REERAS UPN [{1)] (& [{2)] T4 ZE [{4)] BRiEt == [{3)])

i

[S507] ARS528 [{0}] SREERTS UPN [{1}] (&fF [{2)] HEFE [{3)])
[S508] ARZ58% [{0}] RAEMTS UPN [{1}] (RETIHELE, BREM (2} FZHE)
[S509] ARS3 88 [{0}] SRAEWTS UPN [{1}] (RETIHIAE, BREE FAS )
[S510] ARS52% [{0}] FRAEMTS UPN [{1)] GhrimB#iEA [{2)] fIAFER)
B Workspace B FAS
% FAS 5 Workspace 55 F A, RIERXLEEMH,
AERE

[S001] Citrix Cloud 2B [fas id: {0}] [old key id:{1}] [new key id:{2}]

[S002] =2 FFHEIRIEFEE RN, FasHub =ARES URL: {0}
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AEAE
[S003] FAS EE =AM [fas id: {0}] [transaction id: {1}]
[S004] FAS ZkEEMZ= A [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS EfFEH HaIECE &&= [fas id: {0}] [transaction id: {1}]
[S006] FAS FEefrH HFificE & X E = [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S007] FAS EM=7E$H [fas id: {0}] [transaction id: {1}]
[S009] FAS REEM =X [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] FAS BRSB E &SR =H B 5% URL: {0}
[S011] FAS AR RiEEEI=
[S012] FAS BRSZ A AT Citrix Cloud MR RER
[S013] FAS AR5 A E] AT Citrix Cloud B R E R, [{0}] EZFAE R rI T EIREH 5 PikE!
[S014] I =ARSS <service name> HYARKRIY [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] k8 Citrix Cloud HYH2#MELE, RATERERKIEN [message ID {0}] [transaction ID {1}]
[caller {2}]

[S016] W =ARSZAIIARA <service name> BYIA [fas id: {0}] [transaction id: {1}]
[S019] FAS M=t F& T EALE [fas id: {0}] [transaction id: {1}]

[S020] FAS kEEM i FEHEFRE [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S021] X FFIRIRBENKRM. FE: {0}

[S022] =X FFIRIRIETE(ZLE

[S023] R #EHL I Citrix Cloud AR [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]

[S024] IEFEE 5 Citrix Cloud A IAAVE I [fas id: {0}] [current key id:{1}] [new key id:{2}]

[S025] HEARSS HIIE IR $ATZ/E T Citrix Cloud & [current key: {0}] [keys in cloud: {1}]
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[S026] LEARSS HIIEINERSAARTZ/E T Citrix Cloud 5 [current key: {0}] [keys in cloud: {1}]
[S027] BFH4E Citrix Cloud BB A [fas id: {0}]
[S028] FAS B H H i@ MR & XF| =if [fas id: {0}] [transaction id: {1}]
[S029] FAS FKeeH HaENKIB L X =i [fas id: {0}] [transaction id: {1}] [exception: {2}]

58
XLEEHETRMERICREIE VDA L,

AERE
[S101] B EFEEREW. RIRFIKIEKE ZMHILIEARSS [id: {0}]
[S102] HRETEERKM, {0} BY SID T KM [Exception: {1{2}]
[S103] HAMTEEREWK. FAF {0} 89 SID J9 {1}, FiHA SID 79 {2}
[S104] HHEIEBERKM. * {0} BYEARIGE [Error: {1} {2}]
[S105] BAHIEER. IEEER [Username: {0} Domain: {1}]
[S106] BREIEE R, BEBMIOIEIRSS: {0} IETEE R [Certificate: {1}]
[S107] BRETEERKM. [Exception: {0}{1}]
[S108] BAHTE FRG. IHIEIHRIELE [Caller: {0}]
KIERIEH
YA ZRERAKIERIERN, XEE4RIDRTE VDA L
BERE
[S201] ERIEREFIAIRE [{0}] ¥, AT [PID: {1} Program Name: {2}Certificate thumbprint: {3}]
[S203] EEIERE R TR S, THIRIHIEL [caller: {0}, session {1}]

[S204] IS REFFRG. BEREFIFERA
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WEFARM B AN ER
3 FAS IRSFHBHITERIMNEIRIER, JIERXEEM,
HERB

[S001] TrustArea:: TrustArea: BZ%EIET [TrustArea: {0} Certificate {1} TrustAreaJoinParameters
{2}]

[S014] Pkcs10Request::Create: E8lJ3# PKCS10 i&3K [Distinguished Name: {0}] [Reason: {1}]

[S016] #A%H:: €% [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]

[S017] #A3R:: kR [Provider: {0}] [Identifier {1}]
[S018] PrivateKey::Create 5K [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}] [Exception: {8}]
AERE
[S104] MicrosoftCertificateAuthority::GetCredentials: E3&#{& A {0}
[S105] MicrosoftCertificateAuthority:: SubmitCertificateRequest 1232l 1% [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest B30& iE+ [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - Z4F#tt
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

BAAPEIRER
ATHHT Windows ERNE LAAFERNEREIRER.
BRBNHIZER WA &E
RBP4 ZEBILM HEHIAREREERAEBFFILEE, B

Kerberos 1332 HI25164 7 EEE, BERAXH

*Kerberos HE*E8%

RATEREESR, ENERETERIL, /15K ToEBRRIEIEHIZR, EINIEHIZIRACE
AZTH HEREEBMWIEMIER, RigEHIgsE
ft“Kerberos B4 I0IE". “H1ZH|23 F 1710
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ETHHEIRER WAASE

ISR RIZE IE R, BMEMBIEBEERE
M, WESZHLIEF.

ROFIRETEREER. BTEMRIENERE RENERBRIEBREZEERMITEN L. 15

FIEBFRZEE SEIE B QAR
BIRIER XEERTEB LT BRIERIRE, &

RSA AR (<2048 fiI) »

« B CAPI BEIEHE
« EF Kerberos BEIZF
o FERE=ZAIEPMEAVLERSEEERNIES

PowerShell cmdlet iP5

A LU ER S B IIEARSS (FAS) EIEEH o BT EISEE ; B2, PowerShell RERM T ESR
BYET, ANRIETH R ERZES 2 RAR ABNED, Citrix ZiNfER PowerShell #1TECE.

LUTén<3 780 FAS PowerShell cmdlet :
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7 PowerShell BO%, EA]LUER Get-Help \<cmdlet name> 27 cmdlet BB,

B % FAS PowerShell SDK cmdlet WEZ1ER, 15807 <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o
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KE B MRS

nkk

B

=T

BB BMIIEARS (FAS) @ Citrix® A, ©5EBY Active Directory IEBIMANMIER, BIF
FF7E Citrix IEHRLEHITERININE, AXENAT JEEATENEENZ M BB IIELEM,

EHE, FAS AR BHRIDRREIRGZEERN StoreFront lRZ528. StoreFront HIE—EET
MA Web BANEEABEZHIIEET, H BRI StoreFront SDK E =7 IIS iEHENY
B. EXigitBing, Ereesxt A #1TM B 5 IIER R AT EE A MU A FER Citrix Virtual
Apps B Citrix Virtual Desktops™ EBE&,

AXHENBT 1R & Z B I8 YR B TNR BB E 5044,
. NEBERE

Citrix [ X E3E

ADFS SAML

B2B it BRET

« Windows 10 Azure JEEIE RMIA

RMETHEX FAS XENHERE, WTFRERE, ZENEKE XERIRE FAS WEBBEHK,

ZRgAhd

FAS FX#BRA KR H StoreFront J&IFAY Active Directory FAFP BEhil& BEEESGEH, XEAR API
ERGTEERTEYIEE RN ITESEM, HBFPHMAIER Citrix Virtual Apps™ 3% Citrix Virtual
Desktops EIIZIEAIE (VDA) BY, IEBEMIMNEITEN, HE Windows IS ERMARARSBE
£ HH I,

LA FIEKIAIE Citrix R38BT, ZISEMY StoreFront™ AREZI/REXR FAS, FAS £EFT— I,
FLHFEAN Citrix Virtual Apps X Citrix Virtual Desktops RIEERZRIEMNIEBHITE NI, Y
VDA ZEBXM AP #HITEMRINIEN, ©RIEED FAS HRIREIF, 38 FAS FREHRIAFIEPHTL
£ ; VDA AR EERIEBRITHE N T LB RIRIEARIXS FAS,

TEERT FAS 5 Microsoft IEBMANIMEER, F/9 StoreFront # Citrix Virtual Apps and
Desktops™ FEHIIEIE (VDA) RIS HRS
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Synchronization Jb :
= - —1 - -~ =
= Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) 4 Certification
T ] Authority
&
g féi Assert . Access Logon
& H ., .
% &g/ Identity -~ Certificate
g o R §5;
g § o Federated
7 59 Authentication
=4 [s] i .
‘ ~ Service
- j e Nfuse Citrix \\
| SAML token Citrix AG Basic b protocol : Brokering
- . ’ — Protocol
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

NERERE

FAS RIFFA P ERZMEMHIIEEI (81E Kerberos B ER) LT4ihE StoreFront #1TH R
I, FEFEDFTEEESHIUER Citrix HDX™ &iF,

X Windows B15%0IE, MERRTMARFPEIEXNEEF PIN, WEHERRENERLEE
BIheE (FIMNERERRS)  XATBEFEULRERARA Citrix Virtual Apps F1EHEY Kerberos £93R
RIS RINEE,

P P& R ERIERIFR QN AEMEEH (PKI) IER, TR EAERFERIIRRIR
Fo XEFAILIRFTRIMARSMIIEER, BERNREERFIZFHRNERFINTIRE
MEFIZE.

EEEBEAIN T — 5817 FAS BIFARSS 8, ZARSHEIFNARBAMAEEFRIET, AF, X
IEBATER Citrix HDX MERRAFRIE, MRERTERFER—1%
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key
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Citrix Virtual Apps 8% Citrix Virtual Desktops IMRHIAS B FERELNANHITEE, XE
CTX206156 A%,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZRIEH. (FEI% CTX206156 HHY“MA IHIEFIZBRIEF EBD . )

BXER:

o BIARLUEMEEEGFZ LR (HSM) SINENRIEFaRIR (TPM) B, BXFAER, B5H
FIRIRIF XF,

« ZEMEE XENETHNARENMEE FAS,

BIRK X BB E

Citrix Gateway ZPE S HNERERE ML, BIINT & StoreFront EExIHY Citrix Gateway, FEFEHRRK
IERFEE Citrix Gateway K&, Citrix Gateway 223 8§ 2B A IIEAIERGED, B B FRIFFLE
LRV ITAZ A,

It ERZE 7] F T8t 2 E & K[| Citrix Gateway #1TEMIOIEAEERAP SIETHITEIZ T PIN 16
Te EBIRSIFEREL Citrix Gateway B EIER A, MEEENER AD L ELE+E,
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AUTH.LOCAL domain

Citrix Gateway

VPX
Root CA P Export
' Certificate -
Gateway Server Issue
' Certificate =

—[ Authenticate ]—

Issue

Certificate Authority

Windows Server

&

FAS User

' Certificate
Template

&

FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server

1
I
I

Associated with

- &

- ' Certificate

Federated Authenti-
cation Server

Windows Server

FAS
Authorization

Issue

Certificate

FAS User

Issue

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

d‘ Users

Private Keys

Authorization
Private Key

"'J.

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

= FAS User
= Certificate
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Citrix Virtual Apps 3% Citrix Virtual Desktops R IR#UA S EHEEFERELAXNHAITICE, X7E
CTX206156 A%,

EMEEA, XEE R RAEEMNAR Microsoft iIF BIMANMEI B, H B iS22 5 Bz
HIZIEH, (F5% CTX206156 YA IFIZEIZRIEPR ERD)

¥ Citrix Gateway FECBE N EEZMIIERLES, EMALR Citrix Gateway 1 StoreFront Z [BIFFAE &
BALER TLS #TRIP. 1312, EMREITE URL BEMEE /8™ Citrix Gateway iRSS28, &
AX e ATFELERE T Citrix Gateway RSS2 #H1TH D IEIE,

StoreFm nt Authentication Settings

These settings specify how the remote user pravides authentication credentials

' General Settings - Varsian: [ 10,0 (Build 62.4) or later - |

¥ Secure Ticket Authority VServer IP address:
Authentication Settings [optianal)

Summary Logon type: [ Domain -

| v10.0: SNIP or MIF, vI01+:VIP |

1

amart card fallback: None -

Callback URL:

o) |http-s;-‘ﬂ\'ﬂ5ca!cr@arcﬂ'a}'¢0DN | /CitrixAuthService/AuthSenvice asmi

44 When no Callback URL is specified, Smart Access is not available,

BXER:

« EFZ{E Citrix Gateway, 1EEH" WAl & NetScaler Gateway 10.5 L5 StoreFront 3.6 #1
Citrix Virtual Desktops 7.6 Eo&{ER. ”

s REMPRE NMATINARZENEE FAS.

ADFS SAML Z3&

—I7 % $#89 Citrix Gateway F3I0IER A2 iF5 Microsoft ADFS 258, Microsoft ADFS AJ 78
SAML BA1RIEIER (IdP). SAML KiE RHEZEMEN IdP MANELIMAEZT LI XML IR, BRI
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KEEMRIERS

BREFRITENRS. XEKE FAS IREBDIFNAF B HINIEETEL Microsoft ADFS RS 28
(R EMh%3EF SAML BY IdP) &

Citrix Gateway

VPX

Root CA

AUTH.LOCAL domain

Export

A

§ Centificate

Gateway Server

Issue

' Certificate

ADFS Signature
§ certficate

SAML SP (RP)

Web Access Proxy

ADFS Server

Windows Server

Windows Server

ADFS Proxy

TLS Server
§ Cenificate
.
) Signature
' Certificate
¥ , Encryption
Certificate

' (not used)

Issue

Certificate Authority

Windows Server

@ FAS User

' Certificate «=seeeee
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

1

_-__-,{

Associated with
| D i |

Certificate

e
1

Federated Authenti-
cation Server

Windows Server

FAS
+ | g| Authorization ...
Certificate

FAS User

o

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

o v
- ?’ Prsis;ste Keys

Authorization
Private Key

Domain Controller

Windows Server

UPN
walter@auth.local

| Alternative UPN
walter@adfs.ext

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

E

FAS User
Certificate

ADFS :@® B T&d Internet it Z £t AP #HITEW R REEMIIUE ; HE0, ©&8E AT Office

365 & .o

BXER:

« 5% ADFS HiE XEHREEFAER
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e X

ZERMECE XEN

BT INARE

FBZE FAS,

« AXHH Citrix Gateway HiE BBoE B ETRET,

B2B i Bt

NEHFLEFEARIEITENRSE, —fENAERZIRE
Directory Bf & B IRIEARS (ADFS) RS 28, XAF—RABTMWAFP T4t S—
TEMREIE. BRN, STHEPEFERECHREERER ; ADFS 2B

SNRMR

Directory (AD) Ifi&#
HMERIXENE) AD BRI TR,

ADFS.EXT domain

Export

- Certificate Authority

Issue

Domain Controller

Windows Server

UPN
walter @adfs.ext

Windows Server

ADFS Server

Windows Server

AUTH.LOCAL domain

Export

— " EBEEX R Active

K/NFIR Active

Issue

TLS Server
Certificate
T ) Signature
s Certificate
]
: R
c
T
»_?n ¥ | Encryption
& Certificate

I (not used)

Citrix

ow |

Client

Windows / MacQ5 / Linux

Root CA Certificate

' (from ADFS.EXT CA)

Root CA Certificate
' {from AUTH.LOCAL CA)

Export

Citrix Gateway
VPX
Root CA
§ Cenificate -
Gateway Server
' Certificate
Export ADFS Signature
TR Cenrtificate

SAML SP (RP)

Certificate Authority

Windows Server

@ FAS User

i Certificate
Template

@ FAS Authorization
Certificate
i Template

StoreFront

Windows Server

Issue

TLS Server

§ Ccerficate

Federated Authenti-
cation Server

Windows Server

1
I
I

Issue
Authorization

Certificate

- |E,|
-5

FAS User Issue

Certificates

Assodiated with

Hardware Security
Module (Optional)

Hardware Appliance

[ e |

Users
Private Keys

%
g

Authorization
Private Key

S

Domain Controller

Windows Server

UPN

walter@auth local
Alternative UPN
walter @adfs.ext

Virtual Delivery
Agent

Windows Server & Desktop
Operating Systems

=

FAS User
Certificate

BXER:
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« ZRMEE —XNMETNALZENEE FAS,

Windows 10 Azure JESIE FRIMA

EEBR LT ESR Windows IANA, EEttEY

Windows 10 5| A T “Azure AD Il A"BIHER,

B8 Internet’li7R. XIFEERTEIRAEBMM FIREM. 54 Windows IIA—#E,

Azure AD EE RN BN R RERA RS FRIERAINEE, XLEEZHF Internet”, EULRIATEE

{A%E$E Internet B TE, MANNEDA

YE BT,

Azure

!
|

Azure AD

Synchronzation

|
;

AD

Cloud

DMZ

Citrix Yirtual Desktop

IERER— A, EREFEEREDREFNRLZRFBIBIR. EiCREMERIMN Azure AD

IheEST 2@ Internet HTEMFNF 155810,

EEE, WEERWERMEMTTUETATEN IP #HHAET | A, HEERMEE. Azure EM
iR, Azure AD Connect B4 2835 B ohiEER Azure AD., AfEEEN, REIEAER Azure

VM,
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BXER:

« ZERMEE —XNMATINARZENEE FAS,

« Azure AD £ —X B2 EFMEE,

ADFS Zf%&

b))

AN B T a0 Citrix 37385 Microsoft ADFS &R,

WEAHLAER ADFS EENFER—SMNWIERNNMGBEZ2AF AR, flgl, NEREREAH
RITERNFANANBTHTH ; XEMBEFEERTE Windows BREREHITRIP.

BXE B IRIEARSS (FAS) IX7tiF Citrix Gateway # Citrix StoreFront™ 5 ADFS BRARGKREM, M
MR R TEEER,

ILLERZE Citrix Gateway fEAE#I M E] Microsoft ADFS,
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AUTH.LOCAL domain

Citrix Gateway Certificate Authority
VPX .
Hndows e | Micosot |
Root CA < EXTIOL & FAS User
§ Ccenificate 1 Certificate sssssssssssssussmnssssasasas Domain Controller
Gateway Server Issue - Template
' Certificate @ FAS Authorization Wind S
Certificate Indows Server
ADFS Signature i Template
§ Centficate PN
() walter@auth.local
—{ samLsP (RP) (-
walter@adfs.ext
StoreFront

Windows Server

Issue ol TLS Server
R Certificate

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
- Issue Operating Systems
r-- AUthOTIZAtION  gueidenneranans
1 Certificate
FASUser
: :- 1 Certificates E Certificate
5, A
Web Access Proxy ADFS Server 1 -
Y e = Login with j—
: e TR
" . £
Windows Server Windows Server :'§ 1
B .
|_§ , | Hardware Security
12, .
1S Server 'E \ | Module (Optional)
Certificate L'
- : 1 Hardware Appliance
1
f) Signature L
S 1
' Certificate i : 6" Users
| == a" Private Keys
K') Encryption I {
Certificate 1
' (not used) !_ . J‘ Authorization
: Private Key

—| ADFS Proxy I— SAML IdP

NREiHEEE Windows VDA B Linux VDA, MEEXH,

SAML.

ZEWEMRICIES (SAML) B2—EIRAEEREIERITE"R Web JHRERRG. REIEN
TR
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EE MR URL

& Citrix Gateway X IAAFREH#H{TEMIIER, EETRAFH Web X525 ADFS fRS38 L8
SAML BRMBIHIT HTTP POST, X@EERE https:// FINEMIE | https://

adfs.mycompany.com/adfs/1s o

LTI POST 22 EM(ER, 2E ADFS B RFea/a™ A REIR A R EHE",

FRIRR
Entityld & Citrix Gateway {£H POST #iEH T ZHIME—IFIRTT, BT AIXL ADFS, XR&HH

ADFS AR EEZRXERW RS, HIEEZFENBARMNEMIIERE, MNREMEL, SAML%
RIGIE XML FHGERF & FRH Entityld FRIRBIARSS

1BE, EntitylD 2 Citrix Gateway fRZ 235 R 1HEBY URL, {EHZE Citrix Gateway #1 ADFS iXp{—
¥, ©EEUZEMASA © https://ns.mycompany.com/application/logonpage o

R EN#hE

WMREMIIERIN, ADFS RIETRAFR Web X RE38F SAML B4 I0IE XML POST [E]9 Entityld
ECEBRIEIE URL 2—, X@E Z/RHA Citrix Gateway IREZ25 EH https:// Hohit, o -

https://ns.mycompany.com/cgi/samlauth o

WNRENE T 2Ol E URL i3k, Citrix Gateway RJIATEE & #] POST ®| ADFS BB RFIEE—,

FRIEF

ADFS EREFLEX SAML S4I0IE XML blob #ITINBE L. AT RIS R, AU Citrix
Gateway ECENFERII PN EF IS NIPREXLEE L, IEPXHEEE M ADFS IR TR
XA o

BT URL
ADFS # Citrix Gateway Z#FF&EHFH R, XE— Citrix Gateway &/R#IEH URL, BT
& SAML B4 XML blob @ EHAR KR H AT Eﬁ%ﬂ’ﬂ%iﬁo

Xe— 1 uikEE, TREE, EBEE https:// AL https://
adfs.mycompany.com/adfs/logout » (IFEE, EAUEERER URLMEE. )

[

EB843 (/zh-cn/federated-authentication-service/2411/deployment-architectures.html#citrix-gateway-
deployment) N3 7 A{Ali%E Citrix Gateway MR LDAP B4 WIEIRT, MIhERGE, &0
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LATE Citrix Gateway L S8IZHBEHNINIEER, U SAML BRIE, A, XelMUEH Citrix
Gateway [@FEARIEAIA LDAP FEE,

MetScaler » MetScaler Gateway » Policies » Authentication » SAML > Policies {:J ﬂ H
Palicies Servers
Add t relete how Binding Primary VPM Global Bindings Search =
Mame Expression Request Server
StoreFrontSAML N5_TRUE AzureAd

IEE SAML S8

BRI ADFS EIRZHI S IRENRYE REE BRI SAML IdP fRS3388. RZALLERES/S, Citrix
Gateway =¥ P EEMRE ADFS #1TER, FHESZ ADFS 41 SAML SR IIESREERN EHR.

Create Authentication SAML Server

Create Authentication SAML Server

Name®
Azuread _ Assevtion Consummtr Servics: Indes

Authentication Type
SAML

IDP Certificate Name* 255
AZureADSAML [v]| +
Redirect UAL®

20f-4c20-9826-14d5e484c62e/saml2

Single Logout URL ) InternetProtocol ~
291-4c20-9826-14d5e484ch2¢/5aml2 P —— v
User Field
userprincipalname

'ilgn ] Certificate Mame

v
Issuer Name
hrtps:ﬁns,cirrixsa'mldemn n;e'[,l’citnxﬁ.
Reject Unsigned Assertion® Attribute 1
ON v/
SAML Binding®

posT v

Default Authentication Group

Skew Time[mins)

5
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BEXER
ZEAE 2 FAS RENRENTBSERH.
« BIH FAS ERBE SRERH XERHITT B4
- RIEE BT BARE XERNE

Azure AD R}

=T

AR T a0 Citrix 355 Windows 10 Azure AD IJJ EfE . Windows 10 5| AT Azure
AD, XZ2—MHegIARE, HA8iEICABAILLED Internet A LREE, ASSIIEIEM
BOER,

AEPRRFEBHER T — RS, HPIT MFFAFPRELE B FERAtut A E N A windows
10 A HEMBYEMET. BFA BT IREERPIRSE > XF > A Azure AD EI AL
=N

i Settings - o 4
@ SYSTEM Find a setting e
Display

PC
Matifications & actions PC name vda-winl0
Apps & features Rename PC
Multitasking Organization WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage . . '
Edition Windows 10 Enterprise
Offline maps Product 1D 00329-00000-00003-AA066
Processor Intel(R) Xeon(R) CPU E3-1650 0 @ 3.20GHz
Default apps 318 GHz
Installed RAM 2.00GE
About . )
System type 64-bit operating system, x64-based processor
Pen and touch  Neo pen or touch input is available for this
display
Channe aroauet bew sr pnarades seanr editinn nf Windosus
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EiLABRIEME, Microsoft Edge Web Xl 528 = B &hiEd Azure SaaS N BEFMITERAEIM
BEFN Citrix TN BTER, UNEM Azure RZFATERF (640 Office 365) o

B Access Panel Applicatior X+ — O *
é > O | [Ej account.activedirectory.windowsazure.com/3) ﬁ' ‘ = &A ﬁ
Microsoft Azure george®@

applications  profile

cClfrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy

ERER

A REHTE Azure B2 E B TERMNREING, H5 Azure AD 1 Office 365 FMA I ARE
B REBPEBHMATETIEAR, BEEDHLERNIBME LB,

ZEB TN ATHREME ARSI /ANT, N Azure AD Connect [E RILUET Internet E3EE)

Azureo
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Azure F
,_! Azure AD

!
|

Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud e —
DMZ -

101
1
i

PKI

FEItEARER D, E5 E@idhAE LAN F Kerberos/NTLM S IIESE MM L SEENE S5 F
WERNE] Azure BY TLS &AM SAML, #ARSSEANMA Azure AD B Azure NARRZFHE, FTE
Active Directory FIIRE N FBTERF (140 SQL Server #3EE) TILUER Azure TERSHY IAAS B39
hAYFRE Active Directory ARS328 VM 5517,

LAFPEESENBERE, fthi1&fEA Citrix Virtual Apps and Desktops™ %k # N AR #1Tih
1, AR ARZFBIHAFNAzure BERFTIE, £/ Microsoft Edge £ R & RINEEHTT
EIB, Microsoft ;TR AT LAMEEFZ 5 Azure N FAFEFEHY Android #1 iOS N TR

8l DNS XI5

Azure AD EXREEAEEM AT DNS st HIZEFIH A ERNERXIE, Ak, EERTLUER
Azure DNS Xig{IhE,

IR BIER DNS X% F1 citrixsamldemo.net,
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Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

PEHI S 71 Azure DNS R FFARSS 28R XEER ATV /E DNS ‘M ERIKIE NS S2BH518 (B

0, citrixsamldemo.net. NS ni1-01.azure-dns.com )

TEAINFT Azure H5E1T8Y VM Y5 | BT, REEMAEZER CNAME 185HER VM B9 Azure IR
#Y DNS i2%. 1R VM 0 IP st & £ &k, NFEFEFshEH DNS Xig X4,

HERE IR ERFISEE DNS il fR235 PTER, 13 citrixsamldemo.net, FH{ERFS DNS (RERHA
10.0.0.*)

FI—151 8 Web M BAIZEFEARIEIRS 25/ fs.citrixsamldemo.net’s& B, X2 UMLK IEMEESIRS
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IE=ARSS

R BIBECE T — Citrix 3785, HAPaE—E Azure Fi51T ADFS ARS5 8509 AD IF35%, GIE 7T —

N A citrixsamldemo.” I =ARSS

URL

@ WEE APP ’ QUICK CREATE .
citrixsamldema

«Lloudapp.net
VIRTUAL MACHINE il-"i CUSTOM CREATE cloudapp.ne
REGION OFR AFFINITY GROUP

@ MOBILE SERVICE West Europe b |

| @ | CLOUD SERVICE

i EEI BATCH SERVICE

CREATE CLOUD SERVICE  +

Bl% Windows EEBIHL

EERSEFEIER Windows VM

12525 (domaincontrol)
« Azure Connect ADFS fR5328 (adfs)

ADFS Web i58)XIE (Web NEEFAIE, FRMALE)

Citrix Virtual Apps and Desktops 33 {71Z 28

Citrix Virtual Apps and Desktops FEHI&E IR (VDA)

© 1997-2026 Citrix Systems, Inc. All rights reserved. 125



KEEMRIERS

Create virtual machine >

Create virtual machine

Resource groups

2 All resources
= es =3 * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

SQL databases Veual Studio Professional with MSDN e

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

PR ER
« 750 DNS BRS52% A1 Active Directory 3HARSS A B LLEIEATAH Active Directory E3ZE  (TELtbR Al
FR citrixsamldemo.net) o HFALRSERE, 700 Active Directory IEHIRSE A,
s BIE—TRETFIRNEBEFKS (Bl40, George@citrixsamldemo.net) o

- BT ILARSSERFHTITAER DNS, FREARSSesERM5 | FLLARSS 2511T DNS f#if. XAJLuEd
Azure DNS &iE T1HM. (BEXFAEE, BFEHAEENMR. )

ADFS #2841 Web N AR RIERSSS

« 1% ADFS BRZS2810A citrixsamldemo 35, Web N AR RIERS BN REERBHNITIEAR,
Etb3EF5hE AD DNS A DNS #idik,

. TEXLEARSZ2S FIT1T Enable-PSRemoting —Force cmdlet, S{FtiF AzureAD Connect T Ei&id
B ANIEIHTT PS T2 IR,
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Citrix Virtual Desktops™ & E#EHI284] VDA

« TENOA citrixsamldemo BYE RS Windows ARSZ 28 %% Citrix Virtual Apps 3§ Citrix Virtual
Desktops Delivery Controller™ #1 VDA,

BCE S8 DNS

iR IEHI2R S, FCiB DNS PRSZ22LULIE citrixsamldemo.net BIREZBME, H 7 Y428 DNS RS
22 (ff40 : 8.8.8.8) HYHELER,

2 DMS Manager == =
File Action View Help
e R Ba: BHE § 86

DS Mame Type [ata Timestar

&
T 5 DOMAINCONTROL 1 _msdes
4 [ Forwerd Lookup Zones || 7 sipec
b _j _msdcs. net | _tep
P & T _udp
B L Reverse Lookup Zones 7| DomainDnsZones
b _:I TrUSt_P_ﬂi mits _ | FerestDnsTones
b | Conditional Forwarders ] (same as parent folder) Start of Authority (S04)  [24], domaincantrol. static
g Glabal Legs ] (zarme 25 parent folder) Mame Server (N5} demaincentral, static
£ (same a5 parent falder) Host (A) 100,012 8320
] adfs Host (4) 10.0.0.13 LTy EI.fEDII
] demaincontrol Host (A) 10,0012 static
=1 Host (8) 10,0013 static
Flwap Host (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
< " >

ANEESIER, BT

* wap.citrixsamldemo.net
e fs.citrixsamldemo.net
e enterpriseregistration.citrixsaml.net

FRBTE Azure FiS1TH) VM R ERE AR ER L DNS ARS8, ERILUBE MO GUI FThltbig
Eo
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Essentials -~ ¥ /L O DNS servers @

PNEINNY Custom DNS
Resource group Private IP address
citrixsamldema .0.0. SUPPORT - TROUBLESHOOTING
) * Primary DMS server
Lacation

West Europe trixsamidemo/default B Auditiogs > [10005 v
g MNew support request b Secondary DNS server
up

GEMNERAL

Properties >
Al 35 =

W IP addresses >

B DMNS servers >

) Metwork security group b

FINBERT, WEBIP (10.0.0.9) B ohE S ECHY. EAILUER IP #INHE B KA 2 IP ik,
Web N REFAIEARS S5 125 288 N 1T Lt 3R 1R,

EOE 56 DN ik

4 VM iﬁﬁﬁﬂ‘, Azure 4P E ORI DNS XigARSS 2%, ZARSERIEMADECL VM BISEIRH 1P i
ik, XB—1NERMNINEE, EA Azure BRIAESED VM BRSO ES 1P #illk,

= Configuration

o, 0 AR O Assignment
Static
SUPPORT + TROUBLESHOOTING
1P address @
B Auditlogs > 13.94.252.54

. & New support request > Idle timeout (minutes) @
on 1D vir e 4
di224367-d4fg-4Gae-beTh-6475cdaeelca DemainCentrol
GENERAL DMS name label (optional) @
ezl domaincontral-citrozarideme
Properties >
westeurope.cloudapp.azure.com
Il settings
& Configuration >
dd tiles
®

RESOURCE MANAGEMENT
Eatt & T
& Locks

sl Users

Voo | v v

IR BIF DNS #ifit domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %3 Bo£5 1312 &
2o

HER, miERETHE, 2B Web F“Fﬁ*zf’ﬁifﬁﬂ Citrix Gateway VM RS/ P ik,
(fEECEHRAIE], 1P kA FXIFE#IT RDP IAE)

iEZ24

Azure =EALTELAEIEM Internet B VM BY TCP/UDP i a]BIB5 A LSRN, BRINER T, PFAE VM
#37C1F RDP 4i8), Citrix Gateway 1 Web N ZFIERS /BN 1FIRO 443 ERY TLS,
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MNetwork security P Essentials ~ B89 (O
Metscaler
Res es
SUPPORT + TROUBLESHOOTING i . 0 outhound SUPPORT + TRCUBLESKOOTING
Lacation 350 vith
H Auditiogs > West Europe 0 subnets, 2 network interfaces H Audtlogs >
Subscription name
i Mew support request > sual Studio Professional with MSDH & Mew support request >
Subscription |0
dlf224366-04f9-463e-beTb-6479cdaeefca
SENERAL GENERAL
Il settings =+
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DNS servers > . Quthound security rules >
@ Metwork security group > B Hetwork interfaces >
Subnets >
RESOURCE MAMAGEMENT

SIE ADFS iFH

£ Microsoft IEPBIMEN LS Web IRSEFIEBIENR, XAIFRIEERBEENX DNS #sitAIE
B, ZEPAUEH (SZIEFFA) B) pix X, EATIE ADFS #1 Web N BIEFRIBIRS 23 L RE
HEH, Eit PFX X4 2 EIEEDL,

& BB UTEFERITE Web ARSSERIET !

o adfs.citrixsamldemo.net
o FHFERAM

o * citrixsamldemo.net
o fs.citrixsamldemo. %

o enterpriseregistration.citrixsamldemo.net
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@

i@ File Action ¥
« | 2[m
[7] Console Root

a (G Certificates (L
4 || Personal
7 Certifig

[ Trusted R

[ Enterprise

7 Intermediz

|7 Trusted Py

[ Untrusted

[ Third-Part]

[ Trusted Pe

7 Client Aut

Remote Dg

Runtime_T

Smart Carg

Trusted Deg

v v vV WYV W W W W

DoREE

5 L1}

= Certificate Enroll

Request Certificats

You can request the fiol
click Enrall,

[] Cemputer

[w] Web Server
B, Mereinfo

[[] Show all templates

2 subject | General | Extensions | Private Key | Certification Autherity |

The subject of a certificate is the user ar camputer to which the certificate is issued. You
can enter information about the types of subject name and alternative narme values that

can be used in a certificate.
Subject of certificate

The user or computer that is receiving the certificate

Subject name:
Type:

|'Cornmm name

|

Value:

Alternative name:

Type

[DNs

Value:

\CN=adfs.citrisamldemonet

*.citrixsamldemo.net
fs.citrixsam|dema.net
istration.citrcsam,

FHERBFHE pix X, SEREDRIPEIFHA.

iSE Azure AD
ATFHANA T IREFHI Azure AD 2Rz 6% ] T4 Windows 10 A Azure AD SRR &4

Rpur:-

EHER

ERIVZH Azure NP HEIEFE R
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAhLDemo

DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

FeRlE, MERHEERE,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

) | Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

BIELR/EERMAF (AzureAdmin)

£ Azure FRIELBEIER (ELERAIGFR
AzureAdmin@citrixsamldemo.onmicrosoft.com ) , H{ERAFKFAERLUSER,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME
| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

FHERISEME Azure AD
FHINBRT, BPESUTERNEFEREFIEHITIRG

<user.name>@<company>.onmicrosoft.com o

REXTEH—FSEBNT TIE, ERERTIHNEFIMEMIITEL, RIFESREZBFPNBEFHMYE
K P PCERRYMbAE @ <user.name>@<company>.com o

‘TR RERCE N SN EL RN EIIHITHEE R, HRFIER citrixsamldemo.net o

tu%/u\Erh$_ﬂ§12 ADFS, 1ﬁﬁﬁﬁ1§§ﬁ*[o
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Ay Pl A
FL DUINIATN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

223 Azure AD &R
Azure AD Ei& GUI 95 2 £ 1% &= F@%) Microsoft Azure AD Connect FTET1HE., SHEHZEHRE
ADFS VM L., FR'BEXZE MAE HREIRE", UE ADFS EWn A,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

%$F5 AD FS BX&"B—F F %I,

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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ERE AR EIERIKFIERES Azure,

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

ZEFEARES AD o
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

J¥FREIBRR Active Directory XR5 Azure AD [E#%,

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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INREREHER, EAUKEEBHE—NARRAERABFRHTEMIRG,

Uniguely identifying your users

Express Settings

Required Components selact how users should be identified in your on-premises directories, @
User Sign-In ® Users are represented enly once across all directories.
Connect 1o Azuie AD ) User identities exist across multiple directories. Match using:
Sync ®
connect Directories ObjectSID and msExchMasterdccountsID/msRTCSIP-OriginatorsID attributes
SaMAccauntMame and MaillMickMName attnbutes

Domain/OU Filtenng

T e & specific attnbute

- CUSTOM ATTRIBUTE
Filtering

Optional Features

AD FS Farm ) " .
Select how users should be identified with Azure AD.

Azure AD Domain

SOURCE ANCHOR @
Configure
. [ objectGUID -
Venfy
USER PRINCIPAL NAME €
| userPrincipalMame |'

ERBIANTREED, S0 A P MK &EREIENFERIE,
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

MNREE, TAILUS Azure AD i35 Active Directory [F%5, ¥FETF ADFS HEHINIE, BER
EEXFM.
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Optional features

Exprass Settings
Required Compenents Salect enhanced functionality if required by your arganization.

User Sign-In

J :_-."'|=."|: [ “:. ong '..=!'|.'_.-"“:.="| e
] Azure AD app and attribute filtering 9

Connect to Azure AD

Sync
[] Password hash synchronization @

[ Password writeback

Connect Directories

Domain/CU Filtering

Identifying users [ Group writeback (7]

Filkening [ Device writeback 0

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Domain Learn mare sbout optional features
Configure

Verify

Previous

EREE AD FS RERAIER PFX X4, FFF fs.citrixsamldemo.net 3§ /3 DNS £ #ho

&% Microsoft Azure Active Directory Connect

AD FS Farm

Required Compenents I Configure a new Windows Server 2012 R2 AD FS farm
User Sign-In

Express Settings

Connect b Azure AD Use an existing Windows Server 2012 R2 AD FS farm

Syne

[ ) ) Specify the S5L certificate used to secure the communication between clients and AD FS.,
Connect Directories , . .

® Provide a PFX Certificate File

Domain/GU Filterin - - . . .

o ! Use a Certificate installed on the Federation Machines

|dentifying users

Filtering CERTIFICATE FILE @)

Optional Features | CUsers\Fred CITRIXSAMLDEMO\Desktophadfs pfx |

|
SUBJECT NAME SUBJECT MAME PREFIX |

Federation Servers

|",|:itrixsamll:lem|:>.net l-| lfs | @ ¢
Prosy Servers [
Cradentials FEDERATION SERVICE MAME I
Service account https:f/fs.citrixzsamidemo.net 4

Azure AD Domain

Configure

Werify
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YRS TR MNIERS28R0T, A wap.citrixsamldemo.net ARS3 25V, IEATREEETE Web
Application Proxy fR5385_ELUE IR 5 5173517 Enable-PSRemoting -Force cmdlet, LA{E Azure
AD Connect AJ X E#1TERE,

& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Compenents Specify whare to install web application proxy.
User Sign-ln SERVER
Connect to AZure AD | Type 2 sarver name or P address Add
Sync
Connect Directories SELECTED SERVERS

Domain/OU Filtering & vDacitrixsamidemo.cloudapp.net  Remove
Identifying users
Filtering
Optional Faatures

AD F5 Farm

Federation Servers

Proxy Servers

Credentials

Service account
Azure AD Domain
Configure

Varify

[ e |

AR K Remote PowerShell [F{ERIRMAM, F=IAF Web Application Proxy ARZ5 8%
IOAIE,

WFRSHERTE, BERICEEERERN, HADFS tI2— P IRSHKF. A5, Azure AD
Connect SHERIOIE DNS XIAIFRE R,
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Azure AD Domain

Express Settings

Required Components Select the Azure AD domain to federate with your on-premises directory.
User Sign-In pomMain: @

Connect to Azure AD | citmssamldemo.cloudapp.net | ™

Sync

Connect Directories
DomamOU Filkening
Identifying users

Filtering
Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to
AD FS Farm the DNS settings.

Optional Features

Federation Servers

TXT record:
Proxy Servers Taxt: MS=ms59661451
Credentials

MX record:

Service account Destination: ms59661451.msv1.invalid

Azure AD Domain

You will need this setting in place to complete AD FS installation.
Configure

erify || Learn more about verifying DNS ownership for Azure Active Directory domains

I TXT #1 MX 2R 700%) Azure P9 DNS #itHE R,

HAME TYPE TTL WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

=]

N5 172800

= S0A 3600

= TAT 3600 msr0102213

fs CMAME 3600 adfs-citrinsamldermoawesteurepecloud., |,

£ Azure BEIEZF P =T Wik

CitrixSam|Demo

&3 USERS  GROUPS APPLICATIONS  DOMAINS  DIRECTORY INTEGRATION COMFIGURE EPQRTS LICEMSES
DOMAIN NAME TYPE STATUS SINGLE SIGN-ON PRIMARY DOMAIN £
citricsamidemo.onmicrosoft.oom Basic W Active Mot Available Yes
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INRILT LM, 1EFLIEISTT Azure AD Connect Z B3SO IEE,

SERkfE, TH@i port 443 BXRANERMIE fs.citrixsamldemo.net,

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:

10,0013

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

E B Azure AD Join

2 P i A BB FEB A LAE Windows 10 BJLAIT Azure AD fIIARY, DNS E&RFETFHE—
CNAME DNS 2%, %igRMN15[ ADFS: enterpriseregistration.\<upnsuffix>o

FLERfBIR, X2 fs.citrixsamldemo.net o

enterpriseresistration citrcsamidemo.net i
Type

CHAME
= TTL TTL unit

1 + | | Minutes w
Alias

s citrimsamidemionet W
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INREREANIIERMEN M, R ADFS RIFBERERE Windows 10 &N L, WUE
Windows {51 ADFS AR$Z28. R ZHi4ERAIARAER P K 4T Azure AD 3E0 A

e

Let's get you signed in

Work or school account

George@citrixsamldemo.net A

Password

| forgot my passwaord

Which account should | use?

Sign in with the username and password you use with Office 265 (or other business
services from Microsoft).

Privacy statement

-

EEE, UPN 415 ADFS 1825412538 5189 UPN PTED,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Fimsh

)
BEEEITTENHER BB FHb S RRIEIE Azure AD IIARE . ERfE, Boh
Microsoft Edge Fi%E#%E] <http://myapps.microsoft.com> ., ZMiLN BEHERESE R,

23 Citrix BRIV 3 Citrix EEEISEH

Ea  LURBBEI A0, BEIFEM Citrix Virtual Apps 3§ Citrix Virtual Desktops 1ISO £ Azure %23
Delivery Controller 1 VDA E##.

EIbRBIsR, StoreFront 5 Delivery Controller ZE7EE—RRSS 28 L. VDA fERIRIIAY Windows
2012 R2 RDS I1Fi2F%%E, k5 Machine Creation Services (£ (RE AJ AR iEH#H#1TED
B) . Edswal, BN ERP George@citrixsamldemo.net B4 A] LA A R HITH DI,

© 1997-2026 Citrix Systems, Inc. All rights reserved.

146


mailto:George@citrixsamldemo.net

KE B MRS

« 16 e Y

Citrix StoreFront

Q, bearch Desktops

Details

7 Controller 3517 Set-BrokerSite —TrustRequestsSentToTheXmlServicePort $true
PowerShell cmdlet, LAFt¥F StoreFront™ 7£:%%8 P EIENER T H#TE MR,

RERSE DRSS

7Z ADFS fR5528 L% FAS, H Delivery Controller EEE— 1IN, FEFAYSEEN
StoreFront (RATELRFIF, StoreFront 5 Delivery Controller ZE1ER— VM L) , iEBHE%TE
FMEcE,

Edi& StoreFront

73 Delivery Controller IERITENIEFR, FHBIAEmO 443 KB IS 48EF T StoreFront B A1k
B https: KAZE 1IS # StoreFront LAEHE HTTPS,

Modify the base URL for sernices hosted on this deployment, For multiple senver
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixsamldemao.net

BCE& StoreFront LUEA FAS fRS338 (EFRZEMECEFH PowerShell fIA) , F1E Azure RERH
TR, BT FAS RS LHNEHEERRBERERER FAS,
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File Action View Help

= | 7w l-
& Event Viewer |

[ L Custem V
4 L Windows

Event ID  Task C..

E Applic 1 Information 1 \ Citri. Authentication.FederatedAuthenticationSenvice 204 None

i) securit (@) Information .WUBNB?-&?ES AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] 2c authorized by [ \DDCS].

Log Mame: Application

BidE StoreFront LU Citrix Gateway

7£ StoreFront BIEHEHIGH, FEREBIMRIESZE GUI ECE StoreFront LUEF Citrix Gateway
WITR B IIE,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

E LR Citrix Gateway EAIIEIRI, BEEBRZ S ZIEMANIM (STA) HECE Citrix Gateway !
ks
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

73 StoreFront B S RECEFH Azure AD MNHERF

ATi{EMA Azure AD SAML 2.0 B ERINAE, ZIEEE IR & Azure Active Directory Premium iJ
%o 1£ Azure AD BIET B, EZEHEBNARER, AEEEMNEPRNKBRERF,

APPLICATION GALLERY %
Add an application for my organization to use | o
FEATURED APPLICATIONS (17) MNAME
B * Add an unlisted application my

I CUSTOM i‘ organization is using | StoreFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using. and add it to explore single sign-on

COLLABORATION (314) integration options.

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

P BEX > RMEBARIEEERABNKRIIENRAREF USIZEAF ERNHEEX AR,

EC iR B
BIE—K 215 x 215 REWEIR, HHE LI EE TTE, RIENAREFIET.
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properties

APPLICATION TILE LOGO

cifrix

EoE SAML S2513F
BN BREFNERRELA TIE, AE%EE BBEE—ER.

storefront

&3 DASHBOARD  USERS AND GROUPS — ATTRIBUTES — COMNFIGURE

StoreFront has been added

[ 5kip Quick Start the raxt time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Configure single sign-on

BB RFE A SAML 2.0 B4503E, XX F Microsoft Azure AD E—E R,
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

RR IURERFRE (EHLMEIRMHLE Citrix Gateway FIEZETAD)
= Citrix Gateway ARZ528 LB /cgi/samlauth,

COMFIGURE SINGLE SIGN-OR

Configure App Settings

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

T—RE & BT Citrix Gateway ECiEZI Azure AD BIEHi 5 B9E Bo

; FEURAIS, E1] URL
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X
CONFIGURE SINGLE SIGM-ON
Configure single sign-on at AzureStoreFront
Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.
1. The following certificate wall be used for federated single sign-on:
Thumbgrint: EDTERZEBFTCTI1EDDBED325F526053BAGE20ATIR
Expiry: 05/31/2018 11:06:20 UTC
Download Cerificate (Base 64 - most common) @
Download Certificate [Raw) @
Download Metadata (ML) (%)
2. Configure the certificate and values in AzureStoreFront
ISSUER LURL
httpsy/fstswindows.net/b1asf2 1b-d29f-4c20-2826-14d5e484 0628,
SINGLE SIGN-ON SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e
SINGLE SIGN-OUT SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062
[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working
for this apphcation,
«)=>

T# base 64 SEEERIER, HEHBERMEHE URL, BEEIFTE Citrix Gateway FcBRET L
MEIXLEA R,

RMAEFRSERSRARP

RASBEEERNRER, FHERTEHRF M ‘myapps.microsoft.com™ZEHIT1E £, XEAFPHM
A TUE E5ER. J9381d Azure AD Connect [E% BUIE P itk P 9 ECIA IR AR, 1 B] LAfEF E fhbk
F, BaEXMEE(], RAETFRFTE \&tuser>@\&It;domain> &,

storefront

&3 DASHEOARD USERS AMD GROUPS ATTRIBUTES COMFIGURE

sHow |l Users ~ 4
DISPLAY NAME USER NAME JOBTITLE DERARTMENT ACCESS METHOD: e
arure Admin Azyreddmin@citrixsamid.. No Unassigned

George User george@citrixsamldemao.net Mo Umassigned

On-Premises Diredory 5y..  Sync ADFS_21aTeE060dl... Mo Umassigned
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MyApps JH
FRENFEERE, HAFIAR <https://myapps.microsoft.com> BY, ESERERAFE Azure
N BEFRYIRAF,

B Access Panel Applicatior X+ *

|
é 3 O | [5 account.activedirectory windowsazure.com,/a) ‘;fr ‘ = @ ﬁ

Microsoft Azure george®

applications  profile

clifrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy
I »

LINA Azure AD 5, Windows 10 XFEFHAFP I Azure NBEREFHITRERE S, RHEEGSEN
Was R 2 BECERY SAML cgi/samlauth T,

B8R URL
R[E] Azure AD NRIRFBIN R, MENAREFRFE—TAUHENESER URL, It URL BTFiE#
W TN BE 2e ik s o 8 B L A P B #5658 StoreFront BY“ 8 S B IREEA o

quick glance

APPLICATION TYPE
Web application

PUELISHER
URL
SINGLE SIGN-0M URL

https:/myapps.microsoft.com signing

@' View usage report
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FFIE URL #5053 Web %5885, LUFARIEH Azure AD EEMEZRIEZERY Citrix Gateway cgi/
samlauth MTl, X{GERFERENEF, F AN Windows 10 Azure AD TIARE R iEieHtE
RER, (HttAPRNEEIRM Azure AD FiR, )

HHEMAEIE Citrix Gateway

AT ImAZ[AEE, R FIERESEIT NetScaler (F1 Citrix Gateway) BYIRILESI. XETLIM
Azure Store £, IEREIER NetScaler 11.0 BB H i AIIE" R4S,

B RF NetScaler® E#IH, 5 Web XK 235mASE IP #ilt, FEBRBFHTEHINIEISENE
B FEE, BWRER Azure AD ERIHE nsroot A HIEREE,

ANVFRLE, EARMEMNFANEXHFEERERBR), 15 DNS #ArasigR Microsoft IHIZEHZR

=17 Citrix Virtual Apps and Desktops Z&E @S
RAIESEE— AT SAML BIfE 8 StoreFront £, EZEEER LR, E2HMN—
SAML B R,

XenApp/XenDesktop Setup Wizard
What is your deployment

[ \:: Single Hop

&-— —E— = . S
Client Internet Access Gatway \

What is your Citrix Integration Point?

storefront |4

WEIEAREE Citrix Gateway StoreFront iI&&. /97T £ Microsoft Azure R, ItbRFIECEiRO
4433, MABIA 443, &, EolUimO¥% &KSEFHET Citrix Gateway EIEM ik,
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MetScaler Gateway Settings

MetScaler Gateway P Address™
w ., 0 . 0 _ 18

Port”
4433

Virtual Server Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 to secure port

NEBER, WRE EEEEEXHRRIERSEIEBMFAR.

Server Certificate

Certificate Format®
| pem V|

Certificates Fila*

|n5_citrixsamldemn.net | | Browse I - |

[w Private key ic password protected
Private key password

oot

ECERT AD P EIRMIREFI2E
SRS EATIKARIT, R P RN ER S RRIESAT, BIEHERS T
BRI,
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Primary authentication method®

| Active Directory/UDAP |i||

IF Address®

|1u.u.u.12||:|lp-.-a

[] Load Balancing
Post®

389 |
Time aut (secomnds]*

E |

Base DM®

|CN=LI5ErS,DC= citrizsamldemo DC |
Service account®

|CN=internaIadmin,CN =Users,DC= |

|| Group Extraction
Server Logon Name Attnbute®

|userPrim:ipaIName |

Password®

Confirm Password*

||-||u"u|||-[ ""|ﬂ
Secondary authentication method®
| Mone |

=

ECi& StoreFront it

7ZUbRBI%, StoreFront BfFHE HTTPS EdiEd, HIiEERE SSL %R,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

I3 Citrix Gateway B3E

E#%F) Citrix Gateway HE B R ANEBRESHIIEMEN RS K.

€ B Htps e citrizsamideme, 0 = @ © || B Metscater Geteway 52 Citria MetScales VX - Configur...

NetScaler with Unified G

Please log on to continue.
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B Citrix Gateway SAML B{41SIE S 5

I% SAML 5 StoreFront £&EEFELTFIF SAML 5EMMiLESEB. FINFH SAML Fig, =
FEAHX N NS_TRUE,

A1t B (/en-us/federated-authentication-service/2411/media/fas-azure-enable-ns-sami-

policy.png)
fEFAZBIM Azure AD SREXHVE BECEFTHI SAML IdP AR 28,

AL B (/en-us/federated-authentication-service/2411/media/fas-azure-enable-ns-saml-idp-

server.png)

WiFmB R R A

fEATE Azure AD HEAEIIK A B REIEMA Azure AD BY Windows 10 £&. E5) Microsoft Edge
FiERER) ¢ <https://myapps.microsoft.com> o

Web X% 28R 2~ Azure AD N ERF.
A1t B (/en-us/federated-authentication-service/2411/media/fas-azure-verify-end-to-end.png)
B FEMNEESNEEE QR EEE B AIIER StoreFront ARS8,
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