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ARG K ZIER StoreFront ARSS 25 F1 52 ZIEAY Virtual Delivery Agents (VDA) EBERER
FQDN FC&, SIiEARBEMRNANEMRSH#RES.

REEEN, UTFRAEFEEFEE—SEBTAAEITENNEE, B2, XA2NEN, IE
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SIB 1. T2 FAS BIARSSE: £, #% C:\Program Files\Citrix\Federated Authentication
Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx #1 CitrixBase.admx X {4 A Kz

en-US X3,

I PolicyDefinitions - | o [
/(-) - T | .« Program Files » Citrix » Federated Authentication Service » PolicyDefinitions W C,| | Search PolicyDefinitions o |
-~ Mame Date modified Type Size

4750 Favorites
B Desktop . en-US File folder
& Downleads || CitrixBase.admx

ADMX File 2KB
=l Recent places || CitriFederatedAuthenticationService.admzx ADMX File 4 KB
I /M This PC
A
3 items E =

BB 2. FEXLE 4 § FIEPHIEFIER, FIFEKETE C:\Windows\PolicyDefinitions 1 en-US FX
*rh,

W, 3. 3517 Microsoft BIEEHEHIE (MASITIEIT mme.exe) o MFEEIZH, EIZEXMG > ZRNNMNER
Eﬁﬁﬁo //J\\ﬂﬂéﬂﬁmﬁmﬁ?ﬁiﬂ%ﬁo

SRS RIEFARRIIREY, EFNE, REEFERINFREE, E, EOUERFMETIER
ERIFIRA B AR —NELURRIET R, ZRENIN B TFEiT2MmBY Citrix 204 (VDA.
StoreFront fEZ 88, BIETEH) WAEITENL.
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= Console1 - [Console Root] == &
S File Action View Faverites Window Help
e @ = B[ Select Group Palicy Object | x
(5] Cansole Root ‘ Name Welcome to the Group Policy Wizand — | Actions
Add — WM
Mare Actions 3
‘four can select snap-ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Availshle snap-ns: or o a laeal computer.
Snap-n Veni~ | Uise the Browae button to select a Group Policy Object.
=Deviee Manager Micr ® Pokcy
" oHce M
= Disk Management Mer
E ons M Group Policy Object-
FEnkerprise FKT M = | |
{2] Event wiawer M
IFalder Mer E
2 Group Palicy Management Mir Grc alic
[ Group Policy Menagement Editor  Mier
=/ Group Policy Object Editor Micr Domaina/0Us | Sfes ]H
i Growp Policy Starter GROEdtor  Micr ) ,
[ Internet Information Servieas (IIS... Mir_ | Look in: [353 cirotest net v mEE-
ME-Sequciy Mscitac | oz~ Domaing, Ols and firked Group Palicy Cbiects:
Hame Damain
Desaiption: ) Domain Controllers.ctridest net
This snap-in allvws you to edit Graup Policy Objects whid Defaul Domain Paolicy
of stored on a computer.

FHB 4. ST T BN B/ LR/ EIEENR/Citrix 2B14H/B3583F B Federated Authentication

Service &,

File Action View Help

o | HE 2 HE T

=|' Default Domain Poelicy [DJW-DC.DIW.NET] Policy
i Computer Configuration
w [ Policies
» [7] Software Settings
» [ Windows Settings
~v [°| Administrative Templates: Policy definit
~ [7] Citrix Components
| Authentication
» [] Control Panel
» [ Netwaork
[ Printers
[ Server
» [7] Start Menu and Taskbar
> ] System
» [ Windows Components
[ Al Settings
» [ Preferences
v ¢, User Configuration
» [ Policies
5[] Preferences

<

Federated Authentication Service Setting

Federated Authentication Service
Storefront FAS Rule

|| In-session Behavior

Edit policy setting

Description:

Servers running the Federated
Authentication Service integrate your
Citrix environment with your Active
Directory infrastructure to allow users
to log in with non-Active Directory
credentials (e.g. SAML assertions).

If you enable this policy, you should
specify a list of servers running the
Federated Authentication Service
identified by their FQDNs (e.g.
fasserver.company.com).

< >
< > |" Bxtended A Standard /
3 setting(s)
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X HIREF CitrixBase.admx/CitrixBase.adml AR HZXINE] PolicyDefinitions X 4328,
Federated Authentication Service BB EF £ GPO Lo, ¥ % 3 25, Federated
Authentication Service SRB&IGE ST EEREMNR > Citrix A > B RIESCHIH,

\

358 5. $TFF Federated Authentication Service FREEFHIEREBBEH. XA EERBRIRHE, FalY
EEPEE FAS BRS858Y FODN,

& Federated Authentication Service O s

E Federated Authentication Service T Next Setting

() Mot Configured Comment:
(®) Enabled
() Disabled

Supported on:
Options:

FQDMNs
List the installed servers in Value
e

FODMs | Show v fas1.citrixtest net|

OK | Cancel

OK Cancel Apply

SR 6. A FAS ARSS2389 FQDN,
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INRIFHAZ FQDN, MIF|RMIAEF XS VDA, StoreFront IRS528 (JIR7F7E) # FAS
RSZ23FAERIMINE —, BERLAERKRISE,

SR 7. BEAERHARKBASHNBARKER. BrARFESHESNTEN (IMBRITET
gpupdate force) FREFTER LN,

RERTH
B AIERA R VDA RIEREE—MIBHE, THRESRIERIES. FEURHEENE

¥, RIERNIEPBEIRIEEERAABTAEIEPM FAS SN FRIERFERNF A, 15517
FOE Mo

In-session Behavior Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

(") Disabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process ~

Prompt Scope | Per- e 9 policy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

30 | -

] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

EATIEALLERR, FiF FAS RIEFHZEHAF M VDA £IEHIE T,
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BAREAIERR, FHELE FAS RIEHIZET.

"SEE
INRILRRESA, MR EEZEHNARTAARESTFNAREFERRIERNIER. B=11
Im .

(3

- TRAR—WENZERLT2RT, HUFRRAERMR.
- BHERE S EEETHREFHIRIRRETRE.
- BRERBE—AFRTHRER, WETRNAFRIEPHFAERER.

AR
NRIREEEA, NWEAREBRHERIESREMEYE (UMW ARL) . F, INRIREN 300 7,
NAFRESEDHEER—XIET. BATH, SXIPRERIRERTARF.

BiE ST
MEREALLEE, YAFPNERRN, ESIENBEMMTERE. ITAXUTBIRE eI E
BERg, YAPRE Active Directory B REIER, EEHALEINE

PE BT FERERIRE A T VDA LRFE R

ERNKE B MNRIERSS EREH S

RE FAS SIREL4I5EHF AZSHERE, {H PowerShell REIZHET FSLIET, B ¥ FAS
PowerShell cmdlet BIE R, 1EEi#PowerShell cmdlet,

FAS BIEZEHIS1EN FAS N—ED&RE, AXEHRSKRE—1EfR (Citrix Federated
Authentication Service) o
BREREEZEHISN, ER5ISEERUT IR

o EREIUEBIENR.

o KEIEBMANH,

o BN FAS ERIEPMANI,
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AU ERRERAEETEF IR ELET R,

FAS EIZHIBBIAEZTIAM FAS RS, MRFE, ERIUERESE L ANEEDIHARS

SREEIITIEARSS,
&4 Citrix FAS Administration Console - connected to localhost - O X
Initial Setup Rules | Advanced I Connect to another sewerl Refresh

Complete these setup steps:
Deploy certificate templates

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Deploy

Authorize

Create

Connect

EBEIE BRI

Bt S HMR IV EIREIEIRIRR, FAS I'ft 7 =1 Citrix IEBRIRME BB M.

» Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority

« Citrix_SmartcardLogon

IXLEAE A TTE Active Directory 7R, B ERE LM, AEBEITHE
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&4 Deploy Certificate Templates
Important:
deployed to Active Directory:
- Citrix_RegistrationAuthority_ManualAuthorization

- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Domain or Enterprise Administrator.

consult the online documentation.

When you click "OK" the following certificate templates are

This step can also be performed manually. For more information,

-«

Deploying certificate templates may require you run this tool as a

BARAVEC B R 7ERE FAS 2RI B2 (certificatetemplate B9 XML XHRE], BEN :

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

ThisPC » O05(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates

-~
Name Date modified Type

+

o

| Citrix_RegistrationAuthority_ManualAuthorization.certificatetemplate /1002020 5:25 AM ERTIFIC
| Citrix_SmartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIFI

Citriog_RegistrationAuthority.certificatetemnplate 1 ERTIFICATETEM

6 KB
7KB
5 KB

INRIERA REXERRGNR, BRERHLIER Active Directory EIE 51,

BEFLERR, EAUNSEIEREIAERFEITLLT PowerShell an4s -

$template =

late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
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$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory iEH RS

ZEE Citrix IEBIERGE, HIFEEHRE—DHZD Microsoft BAERBMANMEARS 2 L. B X1
fAIEBZE Active Directory IEBARZHIFESR, 1ESIH Microsoft X1,

EEEEEBMANENENERHAEED—BIRS SR LA HER, FASBIEBMANAE KA
mell

(GEBIEHR BT LAEA Microsoft IEBMANMIESIS X%, )

&2 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif Tl

The required templ  ImPortant:

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up a cert Publish

o - Citrix_RegistrationAuthority_ManualAuthorization
The authorization t{  _ Citrix_RegistrationAuthority

: ) - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
. Domain Administrator.
Authorize th

) ] ) ) Authorize
This step can also be configured manually. For more information,

Create an authoriz consult the online documentation.

Certificate Authority:
Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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RN S B 10 IEARSS

b5 B S5 FAS RUISA, BIRHEE|AERA Citrix_RegistrationAuthority_ManualAuthorization &4k 4
BIERIER, ARNELXEARHZIEROEMERNA T,

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Depl_oy certificate tamnlatac Deploy

&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

Setup acert Authority certificate to the selected Microsoft Certificate .
o Authority. Publish

The authorization t The CA Administrator must sign in to the Microsoft Certificate

Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize

Certificate authority:

Create an authoriz

Create arule

Arule defines a sm
Cancel

You have norules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BRERXE, EFERE Microsoft IEBIUANMEZES SR EEEERTIERF, FHKE FAS HEH
bk BYEERCIE N, IEBMAN EIE I OIL HELIZIFK, A FAS BIECEF BEAEL,

FAS BIEZHIa R BR—NMUERY e BN, EEERER MA S L,

£ Microsoft IEBMANEEZF o, GREGFREES", ARMIEBIERER ML HEL" 1
REFMR", FAS BEEZFISRETERGER, MFREFEL", ZHRETHRER.
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA = —tn T 350700 CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FAS EIEZHa BNt I 2@ M. XA RERE L7 #.

X

&L Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘Rules

Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

C Authorize this service Authorize
There is a pending authorization request on Cancel request
Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ECEA
FAS BEFIEEAINISRIGIRATE FBTF VDA BRAILIEMEAIES, BIke StoreFront 7R,

BRIMFEEATAR !

o REMEEIERIEFH StoreFront fRSS 25,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 27



KE B MRS

« BEXRIEBHAFE,
o RAVFERIEBH VDA B,

Citrix ZiX 8% A default’ BN, K79 StoreFront 7EEX% FAS BRI &iEKE& N,

BRI U CEEZ B EXMNRS | B AREERRRAEBMANAE, FFEEENEERERNEG
AR, XEERN B LABD B N AREIRY StoreFront BRS3855¢ Workspace # /8, 1A RISED & %N
I+ StoreFront RS 23AC B IR MAERBE XN,

BEegE (S MNED -+ ERRIEMN) LUSEhANIEIERS, ZRSFRESRIUCIEM
Mo “FEN"EIR+ RSN ATHE,

&4 Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default 2 W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ZRSWEUATER :

Bl . BFMABPIEBRIEBENR, XHAZE Citrix_SmartcardLogon &k, 5(& 2 EHIEXEHIE!
X (BBREPER)

IEBMAENA © 5% AP EBHARIEREEBMENME, FAS IERIIZ MEBMAAAGLUSEIR
BIERBMAH T, BRREEEMEBMANBMIRESETARIRAIA" BERIEBMANY

B,
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REREAR | RITFRIERERETHEFIEPE S I EERE VDA BER.

- RRFEBAFEAREF RN, #75) —IEBXATERNENER, BRESNEIEETLN
TIEEH,

- AFREREREET — BARPESNIRIEEENGIER. AZHELNFEFUIET, N
VDA RIEFIHRINFER (PIRIRNERMMLs X H4£=) FILUER Kerberos 8RB R#HITIAIN,
Ht A FERIERIUES,

MREFERFRIEARER, WEKAEBARIENTHARKHNENEATF VDA, G, IEBE
BRERBERAFNNTNEREFEPUHNBZERER. i, NREFEX VDA 2IEFHH Web
ARSS2RIHIT TLS H1HIEIE, N Internet Explorer B]LAEARIZIE,

BRI | ZASERY StoreFront fRSSERITENTIR, XEHBENENERBTRAERAEMERE
BIEF, WFABEXENR, EEILURINTE AD 54,

BIEHIRENZEMEXETE, YINEEEE,

b= 3 g

SNRITARF FAS ARS328 5 Citrix Cloud BE2& £, MEFEE RS, 2 Citrix Cloud EAED
FLMET, StoreFront IR PRIF 1R 2BE, R LUK EI—FLN AT Citrix Cloud F1A#t! StoreFront &B
£, LK StoreFront EERIZIRNIES, StoreFront JRIAPRIYFAE Ao

ARIMPR (RRIFBTEBH) ELFAERNE. Eit, EHEBBAAITFERN StoreFront fRS528.
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

BRE! : FILAGER FAS BERAFH VDA it BHFIRURALGET FAS fULIEBRAFFIR.

« T8 VDA BER A IFERISEMILE VDA AT LUER FAS ERFEF, VDA SIREGAAE T BN
- EEAPBBRAFEISERL A B LUAER FAS B% VDA, BRSIREGAIZAF,

9NR FAS BRS52:89E5 VDA MR P RVEARE, WATUESRERINRSo
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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=AM : $57 M Citrix Workspace IR B R TS BT BN A ZIN, E#E Citrix Cloud BY, &BIIX
EIFRE T Citrix Cloud BIFINI, ZE3ER| Citrix Cloud f&, ZFRa] LOE S %43 Citrix Cloud 2845
Y A EE S I

&% Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:
o Deploy certificate templates Tl

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Y453 Citrix Cloud

RA] LA Citrix Workspace ¥ FAS BRZ5251% 35! Citrix Cloud. EERX R Citrix Workspace X

—
o

1. EIEIREETFH, E &S Citrix Cloud™~, B&HERE
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. EBREERINE, ARREE T

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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3. EHER—THE—RVEMED, ZEMEBLIE Citrix Cloud FIRFHUE, B X1F4E

1E Citrix Cloud HEM A= GRo

2, BB

&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

|

Confirmation Code:

POQESDAS

( Waiting for confirmation...

= aEB

4. EMREEIEETSE,

N TR R FEEPRER BRIRALIE
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Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

&4 Connect to Citrix Cloud — O X

5. NREHA, EEEFKF, FHEREERE FAS RSBNARUE, RHUE, ARXABIAE

Ho
6. TELEEAN T, ERIEAURBAN, B TF—,

© 1997-2026 Citrix Systems, Inc. All rights reserved.

35




KEEMRIERS

Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

&+ Connect to Citrix Cloud — | X

7. EWE IO, BEHFEM AT Citrix Cloud E#,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud ;¥ fft FAS BR5528, FIEHERTEER Citrix Cloud tk PV R IBEAE T1E Lo
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AHFASER S 2R AT AL AP IES, WUEBY 2 R]Citrix CloudFCitrix Virtual Apps and
Desktops.

BT FF5- Citrix Cloud BYELE

MIEBY Citrix Cloud FIRAIBEFR FAS BRS2:E, 20X Citrix Workspace X E HFml, 1£ &E#EE|
Citrix Cloud Hi%#F 2,
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*
=
=S&ECE
ATHNNERM T ERATEREFMNIIERS (FAS) NESAEENEEEmM.

BXER

« FAS ZENVIRIRENEESZ HHE ZEMNEE X&

« BREZRN XERMT EE FAS RWRIRE, UNIERE X E & ARWHEMNXER5EE.

AP ER BREE SR IWIERSS

AXNATEZSHPEERSRME (MSP) EHRERKS R MIIERSS (FAS) WF R, B X1F4
ER, B85 SE5HM ! Citrix IRSS1RHES DaaS,

TR

« 1Z8E Citrix Cloud EEFMFFUERNEERAANR. BXIFMAER, B2 EXEERNR

o

- EBIREHEFP-MSP X%, BXIFMER, 1BEIW EAT Citrix IRSZIRMEFEH Citrix DaaS,
Ao MSP ZF
1. {EA=IEREES(E Active Directory I BJFATF Citrix Cloud,
B RETEERSR FAERZEAEREED) Citrix Cloud,

IO 5 AU PERIEE X BXAVITE S AMAERERE > 5 T A,

B Citrix Cloud x  + o _ = X
<« C Y & uscloudburrito.com/identity/domains 2 %« 0@ :
= | cilnx 2 @

“ ldentity and Access Management

Authentication Administrators APl Access Domains Recover y

+ Domain C Refresh | (] Show Unused Domains

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local .o >

Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector
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2. HEEXEEIE,,

VR, ARRETAXS (.), BRE EEKSH.

B Citix Cloue x o+ v - B
€« C Y & uscloudburrito.com/identity/domains e % 0@
= | @ik 2 o
© |dentity and Access Management

Authentication Administrators APl Access Domains Recovery

+ Domain C Refresh E] Show Unused Domains

Forest: multifas.local

Forest Preferred Connector Type:Cloud Connector v

oo >

MultiFas.local

Forest: fasmuilti.staging
Forest Preferred Connector Type:Cloud Connector v

Manage Federated Domain

Disable

WEEAHEE +o ARRE MA.

1 available customers

Search...

Add or remove customers to create a federated domain

Add all 0 federated customers

FAS Tenant1 with service profile. -+

( Cancel )

3. WIEXEXRVREFETHEA o

WHSBAHAERSE, EREAZANENS, BIEBREERYE SHAMIBRER > 5 T
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IO X BXRYIR B B 17 7E THH P H (/en-us/federated-authentication-service/2503/media/fas-verify-

domains.png)

R[E] MSP B,

4. &I FAS BREZ 23 H IS EEME Citrix Cloudo

7EFH BV Citrix Virtual Apps and Desktops #JRFTTERY Active Directory (AD) MAIZEE FAS, ¥
FAS E#%|51% AD M X BN HRIRAIE, BRI FAS RSER, BSRTENEE,

5 BREEPER
HEFRERER FAS
- ILEEHNEDIREIER (1dP)

PIREEFEF, %3 S4MHRNER > BHWIE. FEE)ZE0 1dP HBARAD 5 1dP [F
27

« NP EH FAS
%3] Workspace E2E > B RIE, EREEBIRENEMRRIEHER FAS,

E R FAS # F (/len-us/federated-authentication-service//current-release/media/fas-enable-

tenant.png)

EE=

EMIFRFE P B9BX S5 2 iR MSP HEE—1 B8, EMATLUATEREE FAS, {ERTF
MSP B AEBTETE, FAS XK.

Azure Active Directory B R &5
AR

B 2023 &£ 7 B2, Microsoft E¥¥ Azure Active Directory (Azure AD) 445 Microsoft Entra
ID, AN, {EfaIE& Azure Active Directory. Azure AD Z¢ AAD Rt 53538 Microsoft
Entra ID,

Citrix BX& B IIIEARSS (FAS) REMABIEIIZENIE (VDA) IRIHERER (SSO), FAS &
[ VDA R FIEHRLI SSO, VDA fERIZIEHM Active Directory (AD) IR &7, ER
VDA £iEfE, EEILIAIE) AD BRMEEEFHIIES 5o
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1BE , Microsoft Entra ID (ME-ID) B9SEHER 5 &89 AD I Microsoft Entra ID Z [B)HEF &S,
MMARBFMTENEEES BN, AXNABTEFER FAS B, M VDA RIEAREBLIMFT Microsoft
Entra ID By SSO FREEIANECE, XA FAF AR Microsoft Entra ID fRIFHIN BIEFM TR E
FIIE R4

_-= .

b=3— W

« FAS f#F Microsoft Entra ID #Y SSO AEEAMIFHECE.
o MAFE FAS RIEAIEF,

o IERILAERE(AThR AR FAS,

o RO LUER LI FAS BUEMRARZA VDA,

Microsoft Entra ID SSO AR SBLEETFERT !

ME-ID B{333E3ERY VDA BIALE VDA BE&MA
rE fEF ME-ID &% SSO £ ME-ID EFEBHE%
IOE
BX &% Active Directory BX & £ ADFS E/EA Windows & F8{® WS-Trust
B IRIEARSS (ADFS) RIEIE certificatemixed S B2 E B
BXERE=H B MR HERER ERE=ARRAE ERE=ARRAE

« 3EEB Microsoft Entra ID g 2188 P S 112 53E7E Microsoft Entra ID i#{THYE, BRWBIHFAER
#1 Microsoft Entra ID B 1353,

o BX& M Microsoft Entra ID 18215 Microsoft Entra ID Bt & % B4 EE MR H i &,
fFlan, EEEME ADFS SE=H SHiRHEER.

. JEAIMAR VDA ZE10A AD F1 Microsoft Entra ID FJ VDA,

EINAEER VDA

I FEMAER VDA, EH Windows BERI0IE (E4 LA Windows B738IESE
Kerberos) SZILXF Microsoft Entra ID BY SSO, HAEF M VDA £1EH148)5 Microsoft Entra ID &
PN AIEFERY, FF##1TX Microsoft Entra ID IS 1RI8IE, TEIERT 2R3N MEIETE
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Federated IdP AAD
or ADFS
N
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windowe
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

BAYAF5E Microsoft Entra ID 52 EENE 2SI M.
B X & Microsoft Entra ID iIHIEBERER, 1BEH TEERET R,
FtFEXEE| ADFS BY Microsoft Entra ID 13, 151 ADFS ARs328 EE B Windows &1425811E,

I FEESRE=H B MR EIEEBY Microsoft Entra ID 35, TZERUMNBRA R, FHREHNEHIZ
HIZFE I KEB,

A O A EMAED VDA FHNBRARBFEEMARN VDA, B2, £H FAS AR
4 B Microsoft Entra ID ERIFSHE (PRT).

ESINAR VDA

BEEINAR VDA EEIIA AD #1 Microsoft Entra ID, AP ERE] VDA KR, £6IBUTIH :

+ Kerberos EiHEFEIE (TGT), BT AD ZHRHITEHIIE
o TRIFSHE (PRT), AT X Microsoft Entra ID FIR#HITH D I0IE

PRT 228 X AR ENNER. WBLE, IERFAT Microsoft Entra ID &{4171R)5RE,

T FAS i&id [ VDA IRHEBREIEAF &%, FHILXRBETESLAE T Microsoft Entra ID BIEFIEH
NEMEIERNFEERIEE PRT, TEIERT 2R3N EHIQUETTE ¢
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AAD Federated IdP
or ADFS

4. AAD PRT| 3- Authenticate to AAD 3'. If federated,

with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD

with FAS user A

certificate Domain Controller

Hybrid joined VDA

B (KR40 E Microsoft Entra ID I E2EEMNE 2B SHMNH.

T FHEER Microsoft Entra ID 318, i&EECE Microsoft Entra ID CBA. B XiFHER, iFEIE Azure
AD EFFBHEHIIEELR, VDA 8/ Microsoft Entra ID CBA @3 BB HI FAS iEF A Microsoft
Entra ID IEAF &%,

WEXEEL T EREREFIERER, EEERATEIFASHFIERERNBER,

T FBEESEIADFSEIMicrosoft Entra ID13,, VDAfEFRADFSBRSS288IWS-Trust certificatemixed U
=, @B HFASIEB@EMicrosoft Entra IDIIEEFR 55, IttiHS2RiAE R,

I FEESTE = A B IR EIEFEAIMIicrosoft Entra IDIS, BIREREXRLMNBRAE, BHIRERER
WIS IIWS-Trust certificatemixed s, 1BEERIEHN B RIEIZR T KE B,

IEB A AECE

AXNMBEREFNIIERSS (FAS) WERECE, UESIERMANIN (CA) IRS2EEM. FAS B
EHIEAZHEPALHEE, XLEHAMER FAS 121HBY PowerShell APl, TERITARN HRIERS
BRz A, AR #E PowerShell BYEAZIIR,

KEZS CA IRSEZ2BBLLATF FAS
A LT QUSRS HUNIRY, R0 FAS BIREREIA NS FAS BAEAS N CA |
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&3 Edit Rule — | X
Edit rule "hello"

Template

Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
PeEss Gl Template available
Template available

Restrictions

Summary

¢ >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IREERIFRE CA ZRDA TR Citrix_SmartcardLogon IEHENR  (FEEFN IR ZF A EENR) -

INRIEBFEABVED CA RATFAFIRMR, BA1%Z CARITKEIEBMANE T,

BEARGREN CAHRITEULRS P8, RAtSBAEENRIGER A FERER CA.

PRI T N ER

£t FAS IRSZERECENERZ N CARSEE, BFIEBENFEREBEER CARSHRED
Ko IS, MMREF—IBEER CARSZHRAERE, FAS IRSB[HIRESZ—1AIHH CABR

5580

79 TCP i R]EZ & Microsoft MEH T L4

FAS f£A DCOM il Microsoft CA. DCOM fERtwMA 135 AMARSS IEE MR, PIAER
T, MriEOMSNEN, XELMHANBLZENAREESHE M. Hitk, Microsoft It TEE
BESIHONIE, ZE7E Microsoft CA LECERSIRO, BIEFEFIR > iB1T > dcomenfg.exe M
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77 DCOM BREBE R, EFITHEMN > MM > DCOM EBRBLLE R CertSrv 5 KRP 8. ARG, &
18 CertSrv i35k DCOM M AHREFENEN .

¥ Select the DOOM network protocol sequence that you want to

Protocol Sequence: | Cormection-onerted TCP/IP

() Disable protocol sequence

() Use defaull endpoints.

®) Use static endpoint 900

() Use intranet range of dynamic endponts.
() Use intemet range of dynamic endponts.

(o | [ conce ]

B Endpoints LUEEFRSIRRFIEE TCP iwOS (EEAH 900)
FRAIR, BAAEEE RO 135 MmO 900,
BHE TN Microsoft JEBM A& MK AR FH E S,

LTHECE FAS RS88 (SAEMEMERIERMANMEITEN) , EX DCOM #FH RPC #%O 135
HITIHEM . YEFIHEEMER DCOM Y, EREETIRS 2 LA DCOM RPC BRSHiAK AR
FEER DCOM RS 88, XRAAIRO 900 (TELLRFIF) $TH, B DCOM RBEBRARIETE i
ERERIZIE .

PR P IET

7T FAS IRE®BPHERBFIEREE, BFAFNERNEEEESEE,. UTETBNE TSN HZ
D FAS IRSZB 2/ ITUEIR1E,
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FREY Active Directory AP35

IERILGET &8 AD FHFA A IIRFMERIXER (P10, .csv X)) KSFHEBER, WX TRA
7o

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser 22— METEWAFPYIRMNITE cmdlet, BIEARAIZE—NIHiEISSE, BT
878 UserPrincipalName B IiRZ& 9 enabled” B9 A

SearchBase 2#48/)\ 7 7£ AD FIEZRAFBEE, MNREBZLE AD FWFAERAF, AIMUREL
Tilo

EHAEERREIRERF,

CSV B RGXHF

© 1997-2026 Citrix Systems, Inc. All rights reserved. 46



KE B MRS

Bl user_list.csv - Notepad

File Edit Format View Help

"USerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FAS fR5S35
LU PowerShell Bl A<3REX 2 814 AY B9 A R 53R F+ 612 B P IEB5I5R,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule
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INRIEEZ FAS k5%, BHEAPMIEBRERMR | —REERSHFF, B REREZBR
S5aaHo

LERTBIRAE A F4 9 default’BIRE N, dIREERENFMNBF (FIE0, “hello”) , EBKHAH
E/‘J $rule ﬂrx\%o

&< Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

* Create rule
Default g W Summary
hello 7 u

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

4517 FAS EBGEH

RO LATEAR BT FAS AP BYIER T421T FAS $R28GEH,

2/ FAS EEZHIE
B EFIRAN UERFTRY FAS REOEHEXK
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% Citrix FAS Administraticn Console - connected to localhost

Initial Setup |Rules | Advanced

Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Am authorization certificate is configured.

Deauthorize this service.

o Createarule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if yvou wish to use this FAS service with Citrix Cloud.

— O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect

IEFET CAFbAZIER,. BXIFARER, B KIS MNRIERS.

o EREFRRBGERE, FAS RIEERZIEBHARGERIMN XX, B& EHEE LUFHFTBIRBGE

PBEERIFN X BXo

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup |Rules | Advanced
Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directaory.

0 Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.
Q Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O

X

Connect to another server  Refres|

Deploy

Reauthorize

Create

Connect

h
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{&£/H PowerShell
SERUTES

1. SIESHGES | New-FasAuthorizationCertificate
2. IE TFHIENGEREM GUID, ¥l Get-FasAuthorizationCertificate R[EIFfTRo

3. HRFAIIEALIES | Set-FasCertificateDefinition -AuthorizationCertificate

<GUID>

4. MIFRIBIEAGESR © Remove-FasAuthorizationCertificate . FA{R{EF DeleteUserCerts

$false option , ASEHRMTE &R,

BUHIE FAS FHIHER FAS iE$H

£/ FAS BEEZHA

- BEBUHRAEERHMIRIEAGESR, ErIUMERFAE B IEBMPAENN (REBRIEBHIEYL

==
Ol o

& Citrix FAS Administration Conscle - connected to localhost

Initial Setup |Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are de o
Deauthorize Service

X

Connect to another server  Refresh

0 Set up a certificate

This operation deletes all authorization certificates from FAS.

The authorization templates a
Are you sure?

Click "Publish” to publish the {
Yes, delete all authorization certificates

o Authorize this servic Also delete all user certificates Reauthorize
An authorization certificate is Also delete all configured rules
I Deauthorize this service. I
) Create arule Create
You have a rule configured: Default
Connect to Citrix Cloud T —

Complete this step if you wish to use this FAS service with Citrix Cloud.

o SNREFHIBERAN, NFEERN FAS HIURBES :
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X

&4 Citrix FAS Administration Console - connected to localhost = O

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

0 Deploy certificate templates Deploy

The required templates are deployed in Active Directaory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service Reauthorize

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.

Q Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ZESRTENEBEARSEBAN KB, 2 EHEMEBLUSFTRRAGES S ERIMN X B,

{4 PowerShell
fERRLLT PowerShell sp SHIBRIZRAGEBFBEFIES :

$AuthCert = Get-FasAuthorizationCertificate -Address localhost

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

Get-FasAuthorizationCertificate REIZFGERFMFIETBGERIFKRMGIR, HIZK
& sAuthCert HIE, FARBZEHIT Remove-FasAuthorizationCertificate o

Be] UIMIBRIZSGES, BEFREHEFIEH, HEEH DeleteUserCerts BEIZEN false :

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

-DeleteUserCerts $false

FARBAFIEBMAEA FAS BT VDA BERMIERIES, XELIT FAS EINERER. B X ¥4
BR, BBRASIT FAS EIUEF,
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o« EALURINT A UMBRA A IES ¢

Remove-FasUserCertificate -Address localhost

b SR FAS BRS2FHIBRFAE B AL, & ERRAT

i

B BRBVIE B ERIED,

Y FAS NEREREFEPBREAGEBHA P IEBEN, EXESMER X BRI ARX.

BrRATLIEAN

BILUfEA PowerShell BRAIEK FAS #BAGER, XEATAHELZHIEBMANEIEBEYIEPES
ERMEZROEBRIAEL,

1. EfERAEERERE#HITIMR FAS ECEHAE, NSRRI INTE | BEIEBRRTIGEIEBMNA

M4,

o
9

4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

The authorization templates are published on: djw-dc.djw.local\djw-djw-dc-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certificate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O

X

Connect to another server  Refresh

Deploy

Authorize

Create

Connect

2. 1f FAS BR5385 _E/N#LLT PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1"”

3. WBITE FAS ARS8 E3IALLT PowerShell cmdlet SRAE BRI HAIZIERERIBNK -
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$AuthCertRequest = New-FasAuthorizationCertificateRequest -Address
localhost $AuthCertRequest

LRI

PS C:\> New-FasAuthorizationCertificateRequest localhost
Ps C:\>

Id : aBdab58f-aTel-U9bT7-abc3-6381c26a83a5
Address : [0ffline CSR]

TrustArea 3

CertificateRequest :

————— END CERTIFICATE REQUEST
: WaitingForApproval

ERERAMAIEIERH FAS BIVEARERE. BXFAER, BSHARE.

4. FOERIER 8 WA

"$AuthCertRequest.CertificateRequest > c:\temp\authcert.csr

5. FHEBIBERXHE (FELRAIATY authcert.csr) RRLGERVIERIMANG, #OEIFK, HIREGE
PR

UTFANSBEMBTER Microsoft (AERMANA ; 3FFEM CA, BEBELRIER CA HNF
FREEBN,

o EERBEBMANIMIRSSE L, FNHEBER'MMC E8% T, ARET
Citrix_RegistrationAuthority_ManualAuthorization 11, $AGI%ER & SR, EFREH
B, BHAVHBERE. FLRGIFR, BFA Offine_ RA, BREAAME !
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Subject Name |

Server

| lssuance Requirements

Superseded Templates |

Security

Exdensions |

Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:

|Ofﬂine_HA

Template name:

Cffline_RA

Validity period:

Renewal period:

v] |

[ 2lfom

0

Directory

[ ] Publish certficate in Active Directony
[ ] Do not automatically reenroll f a duplicate certificate exists in Active

o FEEENEBIUA ARS8 L,

AILERMA TN MMC EI28 T, GRETIEBRR

SRR, ARRHEMRNIEBERIR . EEEEIEER,
« BITE FAS fRS545 LAY PowerShell S B1R R THEAUTAR, FIERBERIFKIELZRE

BOIERMAAAN :

certreq -submit -attrib "certificatetemplate:<certificate template

from step 5a>" <certificate request file from step 4>

fan

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\temp\authcert.csr
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PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-UE2D-UBSB-9LUFA-C25L192D09C6}
ldap:

RS ETRE R I IEBMANAFIRE o LR fFRNERM A AENERAT DCOM (T
#8) M HTTP (E&R) M. SNRAIA, HEFDCOM”, AERELHEE" :

Certification Authority List ? et

Select Certification Authority

CA Computer
diw-diw-dc-CA (Kerberos) djw-dc.djw.local
Edjw -djw-dc-CA (Username) https://djw-dc. djw Jocal {djw-djw

Ok l Cancel

BEIMEBMANMEG, dRTTHRHESR RequestlD :

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-LE2D-LUB8B-9UFA-C25U192D09C6}

ldap:

RequestId: 358

RequestId: "358"

Certificate request is pending: Taken Under Submission (8)
PS C:\> |

o EIEBMANGARS 2 £, TIERBANA MMC EIRRcHh, BHEERIRR. HEEK
ID, AEARBHIZIBERFAEFME"

o EFREMEMNER TR, HBIEMARIESR (&K ID BMICE) o WELITHIES, #EEFE:
WHERED+, PHEHBIXE . LERENERSHES . B T—% . AXHE
UL T DN
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

I IR BIBFATAE - PKCS #7 iE$ ((P7B)’, HEXTUAFRMNRARE, FIHIEHHR
ZEHRMPREIER"

6. HFHENERXHE & HIE] FAS fRS28 Lo
7. BIETE FAS IR FHIALLT PowerShell cmdlet, J¥:EAHAEB S A FAS ARS8

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile <Certificate file from step
6>

fuan -

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile C:\temp\response.p7b

SITISRRRFEUTER !
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PS C:\> Import-FasAuthorizationCertificateResponse localhost
C:\temp\response.p7b

Id : aBda658f-aT7el-U9bT-aBc3-6381c26a83a5
Address : [Offline CSR]

TrustArea : Tababléb-e5ac-U2Uf-98d5-eclaebcl3d07
CertificateRequest :

Status : Ok

8. K& FAS BIEEEHIS. BHUIET FAS M ERERN,

&4 Citrix FAS Administration Console - connected to localhost = O

X

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:
0 Deploy certificate templates Deploy

The required templates are deployed in Active Directary.

Q Set up a certificate authority
The authorization templates are published on: djw-de.djw.local\djw-djw-dc-CA.
Click "Publish” to publish the templates on another certificate authority.

o Authorize this service R .

Am authorization certificate is configured.

Deauthorize this service.

Createarule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

TR BIRULIRSS 2108 — MR8 8 ERic.

9. WILIBMNMLEEE, AXEZFMER, BSH BBEMN.

BEXER
. REFRE XER FAS REARENIESE,
- BRWEE SRIERSBEE DEAREN XEPHTT B4
- BRMEREXENE BREE XEPNE

© 1997-2026 Citrix Systems, Inc. All rights reserved. 57



KE B MRS

FhEAERIP

&

FAS IEBEHETE FAS iRZB 2 ERERANIEES, 5 FAS iEH X BXaVFLAFATFHETE FAS ARS23EYF
LIRS T BIABRT, XERHFEBARAISHA 2048 i RSA %30, 7 Microsoft R HATE
Bt HIEFE B FGE,

{# 8 FAS PowerShell #5455 PowerShell cmdlet, BT EXRFAIANBIEMZEMNE,

FAS ECEFIEBAMZMETE FAS ARS8 Lo BIEARTE FAS IRSSZEHE

7£ Citrix Virtual Apps and Desktops 2411 Z &i8Y FAS frAaH, FAABMESRIBMLT
%programfiles®%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config. HJ XML
XHFHITEE, XEM PowerShell s EUR, EIRMBTEANREN, HAELHEEHEE FAS
ARSSEENRIN A, S, 5 XML XHHZEARE, fER PowerShell #1TRIECETE FAS ARS8
RRE, Hit, FEXFER XML XE#ITUTIRENRE !

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp
e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength

BRFE LTSRS © M Citrix Virtual Apps and Desktops™ 2411 Z &8 FAS ArRAFH K,

X F FAS IFBAERBER

FAS HFERMAERMIES | RAES (BERE—TEA) MAPIES,

FAS BZHGEHE WA EMIMEIERAE (RA) IEH.
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FAS EIEKIEBIERIEBRENR, S F—TFml. R FAS FEIEHIERFPIEE T IERBIT, BER
BEEERAR. FAlLtt, FESUERIEETREM FAS ZHMIERIER, FHRRNELRERZM
CAERRNER. FIaN, ERIUERERESRE R,

FAS $#ZBUEH
I BERELE FAS BYRIEE, EaILUER FAS BIRIEHIS BRI ERRUE KA KFTaIE
W,
W R LUfEER PowerShell a5, ENHRH T EAMRIEMN ¢
* New-FasAuthorizationCertificate : lt@RBEITTHE FAS BIEEZEHIGHEL, FARIZAET
A LIS EEFEBOTIZ P B I PIRER.
» New-FasAuthorizationCertificateRequest : IMERSAIBAGERREEHEK ; BEAEN

o

BRAGERERBIN RAES, B FAS FE0EMAME, BMAKRAFIEKIER. ZIEBEHEEN
FIRAAILEBIERAE, XEHAFK FAS APIEBI A BIERINER.

INBERT, BAGIRRERUTER -
e Citrix_RegistrationAuthority_ManualAuthorization : {EfILIENREIZVIEREIRETEY
BEMERRE, BT 5/ SHEREE
e Citrix_RegistrationAuthority : {ERIEREIZIVIEBERIRKWNEMHEA, HH FAS iR
SertFiE.
BN FAS 2= U THE -
1. FAS BIZ2—1EAX, A CA BXIEPFLIER (CSR), 1EEREAMHLRIAMIENR
Citrix_RegistrationAuthority_ManualAuthorization o
2. 1ERBMAERIE, CSR HIH CA BIEFFohith i,

3. —BCAEERH#ETCSR, CARRBIE—TFASKRIIESR, IEBHNEREAEE, RE—
X, AERXBTRESSE, EAGE, FASSHKIZIEBREERM.

4. FASBIES— &R, FRICAKXEZICSR, 1EELEAXBILIAFIRR
Citrix_RegistrationAuthority . ZIEKH E—FBIEPTINFLZ %,

5. CABGIARIES, FASKZRIES, FASHIEEREERN. RIABERT, HESGEBHNETHIAR
Fo

I LUfERA ttPowerShellsn S EE A T IZREREIRVE AN ENRE

Get-FasKeyConfig -Address localhost -CertificateType ra

© 1997-2026 Citrix Systems, Inc. All rights reserved. 59



KE B MRS

FASHFIE$
FASSIZBFPIEBLUFBE R EREIVDA,
YUFASRIEAPIEREN, EakEUTHE .

« FASSIE—1EHM, HECAKZE—1CSR, IEEFHMNLA. AFREMD, UKRERKINERT
{FEAIENR citrix_SmartcardLogon (fEFRMIEMNRAIELE) .

CSRERFASIRBUER#HI TR %o

e Citrix_SmartcardLogon EIREENMAERK Application Policy: Certificate Request
Agent . HTFILEMEFEETFFASESUERF, CARBIMARFIEH,

FASIORIES, HFHEFMEEFASIRS 28 LR ABIRES,
RIMBERT, IEBNEREAN—RE,.

HE, BPIEBRHEHEAVDALUZEREF,
B LAER LA FPowerShellip S EE B T RIEmEER| N EHMNNRE !

Get-FasKeyConfig -Address localhost -CertificateType user

FhEATFHEE
FAS TR TE T =277 oA A 5% |

« Bt EEMER Microsoft MEEREMHREHUER, ENEINARIF ; BIEEFHEERE L.

o ZEENFIIER (TPM) | TPM AIUEIHEN EYIRES, WU EEEWIERERIRHA
REHL TPM,

- BHRZLSER (HSM) | X2—MEBANSHMEIRE, SEREMEFMEINERSH.

FENGHE, BEEFETEERZE, BHEEERE, LERECIENFEAERPILEE
AR,

5 FAS #2A0EH X BXRIFATRR 28U, RAWZIEBHRER DITF BB AR ERARSUEA A BE
FiEK. Ak, G ABERAG I ERERRFERDIFR,
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A LAEZE Microsoft CA LABRH FAS R2HGERBISIRE, SIEIUAEMAIEBINEARE, 78
FEREMAIE,

&k, FAS SUIFEIRIIECE RAGE B AP IEBavFARRE M,

—L B AVER BN T
BREHER BPIEH#ER p=2 53
LALS LGS RINELE
TPM LR BAGEBEAEA R
HSM HSM FRBIEBERE B BRI

FEVHES TPM BFHBFER, (¥ TPM BFESGERER, WRETHEEEIRETS
1T FAS fRS58:, BB WENELNEERFHENERE SR TPM EE1 L.

Z4PECE PowerShell &%
EFAEEBERXNGST ¢

* Get-FasKeyConfig
* Set-FasKeyConfig
°* Reset-FasKeyConfig

e Test-FasKeyConfig
BEXFMER, 15BI% PowerShell cmdlet,

BNMBARPIEBNRPEERINIIM, B certificateType BEIETE. Fla0, EHREUERFIGIE
F (RAED) BIERNFLIRECE :

Get-FasKeyConfig -Address localhost -CertificateType ra
ERAVEK AP IE I EARFATARCE !

Get-FasKeyConfig -Address localhost -CertificateType user
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&AL Set-FasKeyConfig #1 Get-FasKeyConfig RIGBMICEU TR :

= RRIAME AR

KE

GIE:

AR 2%

AT AR R
(KSP)

2048

iy

iy

R

BIKE (UfIRe
fiI) . HIR, &
Microsoft &1k GUI
/1, Cryptograhy %
MFR8E T *RIVE
AR WIR FAS
REENEAKENF
BERPIEE N R/NE
AR/, W CASFHE
£t CSR,

XF RSAEH, K
FERLIZ 1024 fi.
2048 fiI8k 4096

fiLo

3+ ECC &, K
EELLE 256 fi.
384 fiIgy 521 i,

ARSI UMELR
HiEFS L.

IEEEMRNNE] FAS &£
FXBYFAEAFRIR TRV AT
%o ERRAIRIRTTE
HIZRAN GUID ARk
B0,
MyPrefix70277985
-6908-4C6F-BE59-
B08691456804 o

SR A true, MIERL
ECC #5835 ; &/,
4 RSA ZAT,

MNERA true, FAS {E
A Windows
CNG API, HBE%M
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=3 BINME
B HEE Microsoft {247
FiERERER
CSPEY 24

AR
£ Provider Bt
187 KSP,
AR A false, FAS
fEFIHAR CAPI
APl, HEWINTE
Provider B4H357E
MERSEERER
(CSP). Citrix 321X
f5F KSP,

BIEMEFEZR AR
RIUEFRINRIN. &
AU E UL B IS
E TPM I HSM,
HSM B9 KSP (2§
CSP) H HSM {57
R, iR EE
XU REE R
AR HIE B TR
BA.

X KSP BMHIRE
5 false BYF M X,

& Microsoft
KeyContainerPerm
issionAccessEntr
y.ProviderType
Property
PROV_RSA_AES 24
o WAIRERA 24,
PRIFEERERTE
CSP By HSM #8
HSM 5 E M
Eo

k%4, Set-FasKeyConfig IS LU X —EEMA, IRHER)
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*l]_‘l N

-UseDefaultSoftwareProvider

-UseDefaultTpmProvider

WA

¥ Provider EM1%E /9 Microsoft Software
Key Storage Provider, 3% KSP FERIEEH
true,

¥ Provider B £1%E /Y Microsoft Platform
Crypto Provider, ¥ KSP FERIEE N true

[e}

Microsoft Software Key Storage Provider &% B FEKE L QIEMEFHEEHIIRERER

Microsoft Platform Crypto Provider 2i& % AT 1E TPM HFeIZNEFEZHNRHER.

Get-FasKeyConfig if Bt FE, BEITFHWIAEEERABMNMRHEZFMEE !

FE

IsDefaultSoftwareProvider

IsDefaultTpmProvider

Bk

aX

WMRA true, MFRTIREEF
IRE N Microsoft Software
Key Storage Provider B
KSP FERIZIE N true,

WRA true, MRTIREREF
IZE A Microsoft Platform
Crypto Provider B KSP %
ERIZE N true,

RSA &G RSA %A
(EllipticCurve B4
false) .

ECC &R i¥E&E ECC %%A
(EllipticCurve B H

true) o

&I LUfEEF Reset-FasKeyConfig JH&EIRE AERIAE,

Reset-FasKeyConfig -Address localhost -CertificateType ra

Reset-FasKeyConfig -Address localhost -CertificateType user
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WL FPECEPAMMAYERR (8 Set-FasKeyConfig I Reset-FasKeyConfig ) &IZENNFH
F#HEIENIER. B2, EEFARAEENNEENAAFIEBAZ M,

RO OB N BB HI S BUEEN FAS IRSS, ZU@SfER BUEIEIY FAS FHflik FAS JEH Y
PowerShell g55 IR E IER,
FEHMPERIATS Hal AP BREENTIE R BRI W ER.

EEA R

T8 INTAITR, TR FAS BRS A, EARMAY PowerShel IREZEACE, AANMEBIEBFAR
EEC B B BRI,

MREELRABEBHRERRIFENIA IS, AILLEE 1F FAS IEF M BUERN FAS FH#lFx
FAS JEF FFEMIER,

SNRIEH FAS ARS8 T LAMERE S, BEHTIREB NN ZEFHETHPIRI 4P R0
Bl 1 - FAPTEEPEFEME Microsoft GBI EFERHEF D
BTXERIARE, FILEEFHFNECE,

WMRBEENR T RIPERE, AIUERU TSR E £/ Microsoft Software Key Storage
Provider :

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultSoftwareProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

f&ALAfEA Reset-FasKeyConfig 1k & {8 Microsoft Software Key Storage Provider, %7
NFFrEEMEAEEIREE NEIAE,

7B 2 - FHEBUERERFMETE TPM
Lt RBIRER T 7 FAS IREGEBEHAEMEE TPM (WIEESER) &+, MAPIEPREAEEE

Microsoft Software Key Storage Provider /&1,

RE FAS AILLERE SR TPM RIFPESRVAFIES, EXTARESEMS, TPM BARIRIIEHZ
FRFAR/
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{EBLLT PowerShell ;8% :

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultTpmProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

7 3 - AT EEHTEFEMETE HSM

R BiRBR Y A HSM FAEIRAGERM A IEBFHA. RFRIZERE HSM. ERY HSM R
BIRHIEF %N, 70, HSM Vendor Key Storage Provider,

fEFLLT PowerShell 8845 (RFRBIXABERAIER HSM 1R HIZFRISKFRTT)

Set-FasKeyConfig -Address localhost -CertificateType ra -Provider "HSM
Vendor Key Storage Provider"

Set-FasKeyConfig -Address localhost -CertificateType user -Provider "HSM
Vendor Key Storage Provider"

Bl 4 - EFRTEhZER

AIAMBRT, FAS Epl RSA #EHo FEULRAIF, AERSGEBMAFIEBEE T #HE L% (ECC) &
Ho

R BIERARENERKE, BBGERECEN 384 U#EH, BPIEBEREN 256 iIFR,

Set-FasKeyConfig -Address localhost -CertificateType ra -EllipticCurve
$true -Length 384

Set-FasKeyConfig -Address localhost -CertificateType user -EllipticCurve
$true -Length 256

LEEY, #RANFMAFIEBIERATBERW CA B4, KA FAS IERRIRFIR/NERRNRINKEN
1024 fiL,

i, WFUHRE, FERNTARAESERPHR/NEARN

e Citrix_RegistrationAuthority_ManualAuthorization and

Citrix_RegistrationAuthority : J&/NFIAKR/NEHRN 384 (HE/)H)
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e Citrix_SmartcardLogon : J¥E/NRIAKRNEHA 256 (FE/N)

BREEN, 1BIE1T mmc.exe , AEMNEBRIREERR T, HENIZIER, ARTHAHEML.
INEFRARNR BT RARE IR INE E T+ o

il

{Y1E5B17 Citrix Virtual Apps and Desktops 2411 38 =k AR Windows VDA L& 3FHHE
ECC B FIEH, Linux VDA Rz#F ECC &$A,

MiAFA AR E
RE set-FasKeyConfig fHRHIT—EINIE, BYRAREIRELRNEARE. flal, ErATsEi
HSM RYIRMAZF Binh s, SEEIEENERRKERRIRENH .

745 Test-FaskeyConfig FAJLURMEEE), ©RIAEAIREAKECIER AN, HiREMINEK
Mo MREREHRE, FHRERERRNIET. NRMY, BHIRILENHER.

LUF PowerShell sp 523 3UMNRAIRIFI B P R AR E -

Test-FaskKeyConfig -Address localhost -CertificateType ra

Test-FaskKeyConfig -Address localhost -CertificateType user

I FAS BrSS a8 eIEMNE, XN TARNNAFIERLIZENE CSR ¢

Test-FasCertificateSigningRequest -Address localhost -UserPrincipalName

user@example.com -Rule default

J¥ <mailto:user@example.com/> &5 Active Directory SBEFAIESS UPN, FAS #MNEEH%
7 default, B2, MNREHFLENASEBEVEMIN, BIEEZBT.

IR CSR FTh, FAS HEFLEMBIER,

KE FAS iEH
BT PowerShell K2 IE R M H BT X BEAFLSATEAE (IR,

RERBGESR
ERILLEE B FAS EIRIZEHI S RERSUE B R EFRAVLES :
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& Citrix FAS Administration Console - connected to localhost = | *

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

e Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on ancther certificate authority.

Q Authorize this service [ o
An authorization cerlificate is configured.
Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish touse this FAS service with Citrix Cloud.

B2, BIRNEFANER, 15 PowerShell :
Get-FasAuthorizationCertificate -Address localhost -FullCertInfo

FHREIZNFE, 2FE PrivateKeyProvider, ERaSiE BN EFMEUBRRHIZFET.

PRIVATEKEYPROVIDER BIAFHEUE

Microsoft 24 IR FEIRHIER BIAEEERE L, = Microsoft IR EIEF
BRI

Microsoft ‘F & MR HIZRF ERTEMETE TPM (3Bl o

HSM L B HEMERRERER ((NFRRA) FREMETE HSM (IR BIH, HNERE
##2F %8 HSM Vendor Key Storage
Provider)

KREAFIEH

IEEILURAN T A VIREY FAS ARS8 ERFRIFRE A IERYIK !
Get-FasUserCertificate -Address localhost -KeyInfo $true

Keyinfo 28 ERHEEE X SIEB X BENIANEZER, 552, PrivateKeyProvider FE&35
TSR XBNBHAMNEFEELE (B X IIENSER, B8RLE—T) .
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BRI LERASMENESE (Flg0 -userPrincipalName ) THFEREIRIERE,

I HRBENERFERE PEM RHEAFIER. MXAEHE .crt XHH, ARKBKUOTAHNER

Windows if$ GUI E/RIEH :

k) BiER
$CertInfos = Get-FasUserCertificate 3 RPAEEE LS T AP IR

-Address localhost

$CertInfo = $CertInfos[0] FELRFIR, FINEFEE—TBPIES
$CertInfo.Certificate > c: ¥ PEM #iEBZEEEZWE .crt XH

\temp\user.crt

c:\temp\user.crt 7£ Windows GUI $TH .crt Xff

M Citrix Virtual Apps and Desktops 2411 ZBifY FAS hRA<F4%

£ Citrix Virtual Apps and Desktops 2411 ZHilJ FAS hrA7, FIFBRMETREMTUTAERN
XML X4 #{TECE

%programfiles®%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config

XEMAX I HIEIRE PowerShell (e EUL, XEMSIRMTEARNREY, HFETLTEEHEDD
FAS AR 23B0AT R Ao
9, 5 XML XHIGERE, {EH8 PowerShell ZeHIERETE FAS IREZSBAHENESFE,

EFLARCE X B9 XML XHIgBI TR, REIIWE PowerShell %8 (40 Get-
FaskeyConfig # Set-FasKeyConfig HRFRA)

XML XHigE XML M{FFREYRR POWERSHELL A
ME =30 8]
Citrix.Trust 2048 KE -

Fabric.Client
SDK.TrustArea
JoinParameter

s.KeyLength
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XML X{5FigiE

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.KeyProtecti

on

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderLeg

acyCsp

XML &SR
AME

GenerateNonE
xportableKey

&

POWERSHELL

FRm

-Exportable

-UseDefault

TpmProvider

-Ksp

AR

-Exporta
ble K&
73 $true
RELIMER
i
SGRURNS

-Exporta
ble K&
A

$false
R

-Generat
eNonExpor

tableKey

BIEE
-UseDefa
ultTpmPro
vider FF
* KK
-Generat
eTPMProte

ctedKey

B -Ksp
RIE $true
REM -
ProviderLegac
yCsp false
W -Ksp
REN
$false , A
SR
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XML X{5FigiE XML M5B ER POWERSHELL pazt =9
INE =3 8]
-ProviderLe

gacyCsp true

Citrix.Trust - -RIMER
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderNam

€

Citrix.Trust - -CspType
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderTyp

€

XML E2EBAINEF] PowerShell BABEEIIRE LREFERH, EER, BONERT, LLARAMUR
Citrix Virtual Apps and Desktops 2411 Z BIARAH FAS £V AT E 4B R

Eitb, MNRERER XML EBEXHRRIER _ENIKE, WEFAR FAS BEFHRITEMEE,
B, MIREERT AR LME, FRW T AR FAS !

 }¥ FAS BT IR ; P 1ET

o BIIIEIT FAS ZEEEFMMFAL FAS ; ARE, FIEUFIENEENFASHIIE XML X4, H
BTETE XML XEH#TEE,

- f&F PowerShell 65493 Set-FaskeyConfig (41 Z$AECE PowerShell &5 HFmR) RIBHRE
RE FAS FhTAECE ; ZEENMAFIEBAABENIRE,

« MiAEECE, 40 MHFLRECE FFmd
« { FAS RS 2R H4EPIET

TRFARES, FAS FhAECEIRERRE, THFEREUEMAFAHEZREIF.
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INEEIE

5 FAS BPIEB X BXIFAEAE R E5E VDA, MK, & VDA ZEFERRBAFN FAS IERE (Tie
ZATER VDARXRZRATRIERFER) , IEIEFKBITEEEE] FAS RE2R. X TEE
%, RARBPKETASEF FAS BiHEE (TIERUHEE. TPMER HSM) .

£ Windows VDA £, XZ&37E VDA EEA—HRMERRSLIMB, AHINEIBERINBIEF
BIERGABRHRE IR FEEZZEE R FAS AR5 85,

7£ Citrix Virtual Apps and Desktops 2411 Z &, REERFE INERSRMHER (CSP), HAWARE
FEAIRERFEAE @D HIBRY Windows CAPI API #1{TihiR], XLRHIEESE

e CitrixLogonCsp.dll : FF¥t VDA HITELSER

e CitrixvirtualSmartcardCsp.dll : HBHFRIERNIEH

M Citrix Virtual Apps and Desktops 2411 744, VDA LRI T ENMBRIRZMEIRERERF (KSP)o N
REFMIRERFRIDELKHH Windows CNG API 15 alX IR IETEF., FHIREERR

e CitrixLogonKsp.dll : FF¥t VDA HTESER

e CitrixvirtualSmartcardksp.dll : HBFRIERNIEH
KSP E—MME Windows N BREFAHIMERENEHR AN, BiRMTEZSIEE, M :

o Y ECC BRAMIEH
 TEHBREELHE (PSS) EFR

2028 FAS # VDA #R3i&1T Citrix Virtual Apps and Desktops 2411 S{E m kA, M{EA KSP ZizahI2
(BB #r KSP BHTITZAE) . TN, RAFFELREFERIBMR CSP #1TiZiE R,

M KSP 2
MBHIMAERMBJEDMERR, TR KSP T2 IR, LEHRLEHIAM CSP T2 IE,

fEFLLT PowerShell :

Set-FasServer -Address localhost -KspRemoting $false

HEHIRT

Xt ST FAS ARS5EsBVECEHRITENEY, BEEREBET4IPED.

3 FAS Qe F4PIRTURY, UTERER !
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« % Workspace 3§ StoreFront™ T E A4 GHNAEFNEEENFFIFIEA FAS BY, FAS R85
TEAFEIFER ; BREASIETIEREREN FAS RS8R IFH R R,

« ER—IRERSNRRGHERE, FAS EAEFRATAITEMEIZRFIES. Fit, AJLERREREN g
EMEEFEIZERFIES.

- B2, SRIEAFIERRES) (HIW0 VDA BRERIEARMER) ML

RERARDFEICIZBAIER, EEERMALUER PowerShell &5 (FI80 New-
FasUserCertificate 3 Test-FasCertificateSigningRequest ) BIZERFIEH,

ERAEEEFE
& Citrix FAS Administration Console - connected to localhost - 0 =
Initial Setup Rules Advanced Maintenance mode is ON Connect to another server  Refresh

Maintenance mode

Enable maintenance mode to prevent StoreFront and Citrix Cloud from selecting this FAS service

¥ Maintenance mode

{8 PowerShell
¥ FAS IR 2B THIPIRT, WA ¢

Set-FasServer -Address localhost -MaintenanceMode $true
I FAS IRSBB|MEIFEXPERE HIRE ERE1T) , TR -

Set-FasServer -Address localhost -MaintenanceMode $false

BXER
« REMECE B FAS REMEBNEESZ KL
- BIK FAS BRETE BXE B MRS AREMELE XERHITT B4,
- HREGEXETE aRiE XEFNE,

ZEMMWKERE

BEA B 1R U0IERARSS (FAS) 5 Microsoft Active Directory #1 Microsoft IEBI &N ZRRER. EMHRIF
RABIEENBIEMFRP, FERASERIZEFHEM X REMEN—EFHE R 2EE,

ANEEL T BRE FAS IREEZEENLZ 2R, ©Efht T ol AT EERFEihEMpIINEe.
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M EREUNE M

TEERT FAS SZREANERARNRZEDR,

FAS [RS8 2R e X RAEMSMN—E8Y, SIEPMANMFEESI2E—ik, TEEIFER,
Citrix Gateway # Citrix StoreFront BHITHF S M IIERNA M, EM Citrix Virtual Apps and
Desktops™ £4AR5Z5| A FAS BIFZIM,

ADFS Server (with
Web Access Proxy)

Citrix

Federated Authenti-

cation Server

Windows Server

Windows Server

TLS Server
Certificate

Signature
Certificate

Encryption
Certificate
(notused)

Citrix Gateway

FAS
Authorization
Certificate

FAS User
Certificates

Kerberos

Citrix

StoreFront

Certificate Authority Domain Controller

Windows Server

FAS User UPN
,‘ Certificate walter@auth local
Template | Alternative UPN

FAS Autharization walter@adfs.ext

Certificate
' Template

Delivery Controller VDA

VPX

i
i
1

Root CA
Certificate

Gateway Server
Certificate

ADFS Signature
Certificate

SAML SP (RP)

High Trust

e SRS

Citrix M %

indows Server

TLS Server
’ Certificate

Windows Server & Desktan

indows Server & Desktop

TLS Operating Systems KerberDS ating Systems
TLS Server | FASUser
§ Certificate = Certificate

Intranet
EE

[in] 5RB StoreFront™ #1 VDA BJ% Kerberos
ZEH HTTP, [out] B) Microsoft IE P&
# DCOM

[in] REEFIHITEANE HTTPS, [in/out] E/3E
B StoreFront fR532889 HTTPS, [out] B] VDA
89 HDX
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ARS5 8% i

StoreFront [in] 3R 8 Citrix Gateway BJ HTTPS, [out]
Delivery Controller™ By HTTPS, [out] & FAS
B Kerberos Z2H) HTTP

A2 3R B StoreFront fRZS258Y [in] HTTPS, kB
VDA Y Kerberos &1 [in/out] HTTP

VDA 3k B Delivery Controller B [in/out] & Kerberos
ZEH HTTP, 3RB Citrix Gateway Y [in]
HDX, ¥ FAS B [out] 7 Kerberos Z£H
HTTP

Microsoft IEPB LA 3RE FAS 89 [in] DCOM

StoreFront 5 FAS Z[E]EE

 I25h VDA BY, StoreFront ARS5258X3R FAS ARS8 AIREX—RIEEHE, Citrix Virtual Delivery
Agent (VDA) REIEREFTRERAF.

 StoreFront fEAET HTTP BY SOAP EEE] FAS, ZRIANBERT, ©EARO 80,

- ©fERAEE Kerberos #ITEHRINIE, HEARE S FAS fRZZ2389 Kerberos HOST/fqdn B3 UK
StoreFront fR5528HY Kerberos &K &7

- FIERIERAERRZ LN #HITME, THEIMHNECERAERBME,

VDA 5 FAS Z[alfyE(E
L HDX™ 2iEERER| VDA K, VDA BX% FAS BRS 2/ LUERIER,

o VDA ERET HTTP #Y SOAP E#E3] FAS IRE 2. BIAERT, ©EAHEO 80,

« ©fERAEE Kerberos #ITEMINIE, EARE S FAS fRZZ2389 Kerberos HOST/fqdn B3 MUK
VDA By Kerberos it &#H&10, b4, VDA AR ZIEAWRF 8EIHBIERMFAEE.

- FIEEIERAERRN T2 EHITINE, TEMHNEERAEBME,

FAS 5 Microsoft JIEBil & [BEYEE
HHEFPED VDAR, MR FAS RZEZHKRIBEZAFINIER, ES5IEPRMANAEESLOEKIE
H, IEPMANHBEK FAS IREZ 2 HEAZETEEMIBIEPEHRM CMC HIEE,

« FAS R385 DCOM & Microsoft IERMANMBE, B XArSmAONER, B5H
Microsoft 324
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s ©fEF Kerberos #1TE 3531,

Citrix BXF BB P ILIERRSS & Citrix Cloud™ Z[B]A0%ERE

INRITFF FAS 1E#E| Citrix Cloud, MR FAS RS 23 4NEETS@IT HTTPS im 443 AR LA
it

S PN
- AP KF TE1TH FAS BIEESHIS

o * cloud.com

o *,citrixworkspacesapi.net
o B=REMIRMEERFARNML, IMRENIFEHERT -1
« TEMEARSS K, T551T8 FAS BRSS ¢
*.citrixworkspacesapi.net
*.citrixnetworkapi.net

Citrix Cloud BZ :
« FAS BIEEHIS, EAPKRT

*.citrixcloud.jp
*.citrixworkspacesapi.jp
- MREHIFRRERE=FENREREF, WEEZSHRHEFIMILE
« FAS B35, EMSRSKAT !

*.citrixworkspacesapi.jp

*.citrixnetworkapi.jp

INRENIFIRDSRIEARSS SR, B FAS EERZFI et ECE R AR, A, FHRER
netsh B 2Ll T BECEMLLARSS 1K BYE,

BEER
B X RIpEAMD Citrix A ZEEERER, BERUTXE !

« Citrix Virtual Apps and Desktops - Z2F BB REME,

o {RIPIRHY StoreFront ZRE,
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ZE2ABFEM
FAS EEEMMANIIES, RIFHAERAR BEMRIER. XBEBTHEMSEI R 2RI
fRIP FAS BRS5288HPRBIEANR,

EREEMACER
FAS @ 7 HE MR MA B FIEH. Microsoft MERMA AR IFEREEMALIE. IEBIRRU
RCEMAER U EBFRIEBBAF

Poiicy Module | Bt Madue
Envolment Agerts |.u._,dam | Recovery Agents |  Secudy

For more information see Delegated Enrollment Agentsi
() Do not restrict enmliment agents
() Restrict erroiment agerts

Enrolment agents:

ISR LA RLA E MIEIERAALR -

. EHAIPIIRNDE FAS IRES.
. TBERTIRNDE FAS IR,
- HRFIFDERVER FAS A, HIll, BVFBAEERRS SRS BMRIED.

Vi EHS RECE

WERERNER 2P, EHAECE StoreFront fRS523%5R. X LE StoreFront FRSZ 2R TEMAIEHES A
FAS EEHREF 817, B, EolLRHImBLE R P MU BRI e A EBLE VDA i+ E#ITE
PIRIE, IINEER EED BRI MIFTE Active Directory SUIERBM AN L £ IIEERIHTTo
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BAAE S

FAS BRS5 288002 KB StoreFront Ml VDA BIfR Ak, MRIEXTTECE, BNEARwO 80, B X
MEBENEZER, BEAMZEREMNZ 2T,

FAS ZEREFRILUAIREIE Windows FANIE, B XIFHER, 1BBRFAS ZEIZRFIEI,

B FAS Brs3 38w
FAS RSS2 2RIAERIRO 80, FRIUBEENXKmOA :

BT LURE FAS BRSE 23/ O E R NIEO 443, BXFRER FAS FEHEMIMY BMfEREERO
443 k, FAS B R{EH HTTPS,

1. 78R FAS BRSSE: LT IA R e B1T ¢

"C:\Program Files\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe" /
SVCPORT [port] /CONFIGUREFIREWALL

¥ [port] BMAEHLFEANIKOS,

/CONFIGUREFIREWALL FF¥{EEE$ Windows PAAE, URIFEIESTEEO  BHITEAER,
2. E¥ETH FAS RS,

3. TE1Z8Y FAS AEBRITRA, FTH FAS IRBaRFIRUSBZiwmA (FlE0 fas.example.com:
[port] ) o

4. FFEXEIES FAS ARS588. StoreFront #1 VDA (fI#01EF gpupdate /force )

EHAEEE

FAS #1 VDA {2 F A Windows £HE. IWAEATATHREMHEITER. AKX SO7HT
AU ERNEHAERE.

B RLRIR
FREMAIE, 2E FAS MARIAAIERER, MEMBRSIKAFEATASHNR, NRENE
ERBEK, FAS XFEEAMEBREGLTERIR,

BILUEF PowerShell sa i TERINEBECE, FAS EAGERFLTAT AP IEHBE AR UERARER
KRB, BXEZHAER, B2 PR
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EERR

MEEERIUZ AU TILA :

BT R
A EER MR L RFHRIPIEBRER
HEER FEARRKIZE
IERMANMEIER B IERIMA N
FAS B R LREHICE FAS RS2
StoreFront/Citrix Gateway B2 5 FCERF S35
BREHEE™ BEER Foi& VDA 1225

BNMEENENBARZEEENARLE, NMSEIREBEGERERIFRTR.

HRBRIZE

ZEER FAS T BEAVLET AR BN FR5|5 -> FQDN'EHRRHITIRR, HEXR FAS RS 2R
B, BPIESIIE FAS IRSZ28M) HOST\<fqdn> Kerberos &3, FiEiHIA] FAS BRSZ2HIARSZ S5
FxtE—z5 | EBEER FQDN EE ; &N, StoreFront #1 VDA AIREREBXZRARERY FAS BRSS25.

Citrix IR NPRBE T BV AR, LUBRIREHEIR. B FAS RRSERIIRMES®
b, THEEMRSEREFRER,

Ittt GPO HUEHIRMA TN PR FREFEA FAS RS20 FAS BIER (R/SIHEIER) . FH FAS
RS8R E, BESHEGRITENEFitE4 FQDN %,

MEBER

N RIZARAB(ER FAS FEMIAY Citrix_SmartcardLogon IEP1&ER, FTLUEHEEIAR, IFUTER.
EnRIEBIER

AR EF Citrix_SmartcardLogon BB U TS EALR R RITE, MKLm

- BIBIEBRRIBIAFH R EES L UNT S ERARR R RAITE,

- f£F FAS PowerShell S EIE FAS, MASEBIREAFRE. (BERBFAEMUERT Citrix 24
INENRZFT )
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o {#F Microsoft MMC IEBEHR EIEE stk Publish-FasMsTemplate S5 & fiEtk, HE

o {EH New-FasCertificateDefinition fa S ECZE FAS, FIsEIREMRBET.
E-Ei" B
FINBERT, BRIEBMNEREAER, ErIUEIEBERPESE R,
BMEREETTHE, FAS 2ZBKIEBERTALIEE, FAS RTEIEPBE T i Bon4iTiEH,

s ARAE BRIt

BIMERXLERM, FAS RZRIEPRIRFIXLEIRE, FAS IAXBUHEZF RIFSHAA N ER
MEBHALIT

ESunE Rt
BNMERXLERM, FAS RBRRIEBRRPIXLEIRE,

B X FAS RIEHIFMIRE, BEH AR,

B RIERAR
SRR, FAS REHEER.

EAERRNIRRENXE
BMESXLRE M. FAS R FFEUAER,

ey RIRIE
EET DU BRI LR B AT & IR AILA LR SRS

FENT RIKEARZSBZ 2R, HSFBIEBLEER.

EUREREYE

Citrix BEIEMESORLEIRE, BURIYF FAS BRSS9 ENUIKF I BRI A AR, FAS BRSS
AREEALMAUR. B2, SHMEBRIR—H, T8N

« RFEERERAEABIR

+ AR SHRIERR PRI
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Names:

8 Musthenticated Users
% Domain Admins (DJWFAS Domain Admins)
Domain Computers (DUWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

EREFALHERYE
Citrix B ERBESXLEE 4,

ZIRNR B IEF MUE Active Directory 158 /2, X2SEUERMANMEIERT BHEEHFPH
SID, M5 A Active Directory T BISRIRET

RS SRR
RE Citrix 2, BMRFE, EILUERXEIRBEURTGERANRE,

ERMEEREY
BMESOX IR, XL B XN TATR -
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Citrix_SmartcardLogon Properties |2 N

General | Compathifty | Requast Handing | Coyptography | Key Ateststan |
Superseded Templates |  Exensions | Secunty | Server |
Subject Mame lssuance Requirements

Fequire the following for enmolment:
[_ICA cedficale manager approval
[+] This numbes of authorzed signatures: El
¥ you require more than ene signature, autoenrsliment is not allowed,

Palicy type required in signature

| Application policy W |

Appiication polcy

Catficate Requast Agent W |
ance policies

Add...

Hemove

Require the following for reenmaliment :
(®) Same crienia as for enrcliment
) Valid exdating certicate

Alow kay based renewal (7)

Reguires subject inforation to be pravided within the cerificate
requast.

= Cortrol ig dizabled dus to compatbify settings.

[ ok |[ Cacel || ooy [[ Heb

EUGRAIERY

IR LMEBOX LGB, ZIGBE S MED S Windows Server 2003 CA (ZEHIRA 2) » B2, FAS
X3z #F Windows Server 2008 &REShRAEY CA, LA, a1 EFRR, FAS £ZBK1Ed 1% Windows
Server 2008 CA (Z2tghk4s 3) 3K Windows Server 2012 CA (ZEHgRRA 4) BTN EMISE,

IEPMANAAEE
SEBIMEAVEIE R 51 S EE BN A RS 38 R 2O E H7A58,

RIRIR
AT AEBMANARTER L EE R EHVRRMAIES, IEBMANMNERRBIER LR IZIR
o

—MERENTEREE, X% FAS IRSHFNAREIMIIERRR, HERFTRE2RANMNAD
2o TIEWMIBR, IEPMANEEE ZEUISTEIZFIRBCEMIANIERIERK, HHEIERN FAS
AR5 2R BYREK,

BaAIEIR E

IEBMEN M EIR G ERMA NI RGN IEIRE, MNMEREAER, IEBMAVMEE
SR L EZE DCOM TCP MBAASERIN, LERE FAS fREZ 2T EEIERIEH,
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SRR

AIMBER T, EECEMVWIERRYSE EE R UER I H R EAEBRREE A AP A IE
o WIERTREEMAEEB AN B IEFUIE BN A RS AN —BIFFIBF.

| G Mode

Ervolment Agents | Audtng |  Recovery Agents | Secumy

For more information see Delenated Enroliment fuentss
(# Do not restrict enmliment agents
() Restnct enmlment agents

Enrolment agents:

SRBBIRIRAN B A%

NFEREE, FTUERBEXZEERRRENT RIEBMA,

FAS B8

FAS EBEZ L £IHE.

s&@iE ACL PRl StoreFront. FAFP#] VDA

FAS BRI OB HILE Kerberos M BT LA ) THAE ©

iR

StoreFront [IdP]

DU

XLE Kerberos kP ={E1E, AIEBEFBEIER
BE BRI, MNREF—MEFERIAR,
MAT LR FAS ER & FiFRY A P AU FNfE AR IIE
H,
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HinmEE ik
VDA [Relying party] XEZFIAEERMABANITEN. TFE

IdP #RB TR, ELIbARZH VDA
KA N ERARSEEBR.

RR HEETHER] 1dP AT EMLERF. EER,
XSIERME N R IR EMAIE &R
TEE, BF, BNEIIRFPNAZTIEHN
Mo XATLABGLEZ AT StoreFront K 4Y
[RIRAZERMNEERF. 5312, ILACLAF
[ATFEHEERIK,

BCERNY

INERZ/NMHIZHY Citrix Virtual Apps™ B¢ Citrix Virtual Desktops EREEREREIA FAS RSS2 B LS
¥, WHMNIEEERH. SFMNEE—HPIRWEE IR ; 55512, Kerberos 1AR1#EHIFER (ACL)
A LURIIACE,

EEBIE B A AR

BIUAARRER RN RECE AR REBRRA CA. SRECE A LUEEEA IR N EGRAVIET,
BEEBUATHER, f90, #iR%A a8 89 7 AT LURA L REs" A P AR E D RIIES,

RIERAN S A IRIEIES
FAS BESRAILEH BT EMNRIERNIERRSAIEAPRERER. i, AR REEERIETH
BERED, MYREERANERIERBEERIER,

MEAFRIPFNEZERKE
FAS BIERTILUN FAS BBE WAL AEHRERGH LT 2IEIR (HSM) HAEF SRR (TPM) A, Citrix
BINEDESN FAS BRGEPILBEMEE TPM FREFRIFE,

E#E, BFIEPFAERLUIEMETE TPM 2% HSM H1, WNREA RSA, FAEZRRENLNER N FTEH
, FEKEEDH 2048 fiL,

RE FAS BJLATE TPM 8 HSM RERMEFFERFAIERER, BN FRETLBEMS, EHAEE
W8T A \RFo

BXEFARER, BSHE RARF.
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SHEE
FAS BRS 2RI ANEENTITH FM4AE, TRATHITNARRN,

EEpRAMEETAR

FAS 2@ izi2E1EIEE (HESHIRIER Kerberos) TR, “AMERERA MG FAS ECEH
BreeZfil. HAZEHF FAS BB,

BAEBINA. BAEREEA VDAEER

FAS BIfEAEARSHZ Delivery Controller #1 VDA B GMLZERE, AN FAS WEIEaiR R 2E
277 “Active Directory 285", Controller 1 VDA BIRAMNMR B ZEENAF . S PE T
E L e

JBF Windows RSZ2#REZ L

FRERRS SRV AT2ITH T, HERETENMIEMIRENRt. e X BEEMBEMARS RN
REEVEZENME, HEEEEMBM ELA4ER T,

BTN E M4 BEu T e tFEETEiT B8 L.
RDP IFEAFTU R FRINEE R, Citrix ZIYAFPKFERAERFER, KRN FIEBMAN
ML EERMW,

BXFHR{E BN BT (FIPS) 23%

FAS 723#F FIPS B9 Windows 11841 L FIPS IiFMNINBZRE %, RIET FAS BB NER
TPM T HSM #1TEBFME, 1BZ R HNEUIREY FIPS & M ER.

BEXER
« REFEE £ FAS RENEENTELZ 5K,
« FAS ZRHITE ERBLRH) XEPN LB,
« BRIEEE XS BREE XEPNE,

MERETT BiER

FAS A3 —4HATAHRERAIIEREIT EER.
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@ Performance Monitor

— O >
(&) File Action View Window Help -8 x
= 25 E=H
Pert '
@ s orm.anc.e Add Counters *
v [ Monitoring Tools
; &S Performance Available counters Added counters
’ :\3 Data Collector Sef Select counters from computer:
b :ﬁ Reports Counter Parent Inst... Computer
<Local computer = ~ Browse...
Citrix Federated Authentication Service o
Instances of selected object:
Search
Add => Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter Instance Parent Object Computer

TRIG TRIRARNITEER. RIEFEURA, SN MRS 10 WEHF—R.

Y

FIERERIFKREY

IERITE

BAMEBERIERY

HRIEBEZHRIFKRITE

eI

BOMHILRRER

RiTHH

5

féb

IEBERIEROTFLEEE (UM HE
fin) , EAR—2HEIEETR,

KESMIKIERS EENIERRE,

KESMIIERS SO A HIERBERIBER
#, EAMN—DHNEETR.

KES MRS EEAENHLIERERE
K.

BAMP B TIEBERIBERTERE AN
#HE,

KA B MRS S0 HHRITHIE R AIRIE
B, EAN—2HNEIETR.

KBS MIRIEARS IETEIRERRY VDA 1EH,
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B

&/ SRR

HEEE Windows &R0l

AXNABT AP ERIERSHERF (8RE) BRE, Windows {RHHBEMBIRER,

IL_;\*ITE{jiT _.”EH :_Fﬁ?k%ﬁfg_zu_tﬁﬂlﬁiﬁ'}fn VN

IERM AR

PN

KESMIIERS SO RRINERERIE
ROFGERE XEGRESOWHER—RX,
R —D R B BAH BENER
SEEAHHNAREFNEHEE KW,

Windows Active Directory 43P Z/MEREE, BTFEERSERAFPHESR,

« NTAuth iEB7EAE : @ Windows #H1THRINIE,

MANMLITRETE NTAuth ZiER, BEEFXEIES, 157E certutil BFPHA ¢ certutil

-viewstore -enterprise NTAuth

« RIEBMRELREREM | B8, IEPERRS R EE

XEH

EEMARFIES (BIRFER) AES

RMESEMES, RILMRERSE, NWAEITE

M LR FENEREFESNELEXEIER. RIEBBANUTREENREFER, FEEZMEHY

THIF NTAuth FfEA,

- BRIEBH BMARR : Windows AJLUECEARFIIIUE EKU MEMIERREE, 55

Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

AR

AllowCertificatesWithNoEKU

AllowSignatureOnlyKeys

AllowTimelnvalidCertificates

EnumerateECCCerts

ZHEK, IEPHNIASESEEEERYT BEHE
& (EKU),

BINERT, Windows &kt A /LiT RSA f#
BHNERFA, EMSE &% Tmikes.

FINBERT, Windows £7fiske 213 HARYIE
., IENSEEZTHiERR.

[E AR R h 4 & 12 B0 1IE,
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RS i
X509 R MRIEPAEIHE—RBF EEBIT (UPN)”,
HECATEN, WEMSFAFFieER
Windows E R,
UseCachedCRLOnlyAnd, PHERENT (EEEfss bigE)

IgnoreRevocationUnknownErrors

o BERFIZRIED © N7 IUIE Kerberos &%, PAAARSHREBQAEEE LRI IHERZRIEH. AT
BRI BENIER T AFE MMC SRS TR BT LIS,

UPN 4 FRH1EH R
BINAREBE IS B BRa S t—H B R T (UPN),

Active Directory FIfJ UPN &7

ZIABRT, Active Directory FRIE TR EBE—1FEI UPN, HEIEN A
\&It;samUsername>@\&It;domainNetBios> #1 \&It;samUsername>@\&It;domainFQDN>, 7] FHAY1E
1 FODN S E7EMEY RootDSE £HH, S MHAILTE RootDSE A/FEAZ™ FQDN ik,

Itk%%, Active Directory FEYB TR HBE—TE UPN # altUserPrincipalNames, X£EEIEER
F UPN B9 LDAP %&H.,

#d UPN 2R AFE, Windows BEfESAIE (BT & UPN RI#IERSM) PERE
UPN, AEZ&EA UPN, MIFREMTET, EREHRI UPN, XETRERETEIMPRIARRESE,

UEHBRSTARSS

MRIEBFBEZEIL UPN, Active Directory AJLUEFTEx509certificate” B4R AT BBREHE —T
BANAHIER, RIS REFAAAR, ITENIUERETALEE GHABRT, RN
) o

RET—MEDR, BIFRAFEE—TAFKS, MINREERERE, HRIFILEEERf RS fE
Fo

NRMPEFEZ N, HFERFPRAMAIEER, W Active Directory rootDSE S#E7E IEBIRETARSSAY
LB, ZRSUTERRFERIUTENL, FEBEMHBFRE x509 IEBEIENEEFRE. LHENART
ARIBIE B St E AR PRIA K.
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PRI R AR

SRR A S S MZERIZRE, EENRGIBTSMIIEREZERISRIEEER, UERIUEBAML
%Elb\o

PRI R AR

Z52 ] Windows ER4FER Windows IH#ZEHISR#HTER, PILUEIEE Imhosts 34
(\Windows\System32\drivers\etc\Imhosts) EEz{i&E Windows i+ B BV EHI2871 Ko

ZAEBEE— NN Imhosts.sam"RBIX . REEZE—1T
1.2.3.4 dcnetbios$ #1 #PRE #DOM:mydomai

Hrh+1.2.3.4"Z mydomain 15H$ 5 dcnetbiosname BUIFIERISREY 1P Ik,

E2E, Windows it BYFHERIZEEERE mydomain, EidTRE, HIERIEE,
R IEE ARSI

B R, Windows RIEE— MSDOS IfiBT 2, HPASERAFRIIZH S, EEEHEER,
EEAS echo %LOGONSERVERY E i SR T 7o

5 S0 X B B EFEE b e SR BRI B L.

BRWP E&EH

AIAMBR T, Windows IBZHIS B ATENIKF FHiAS. XALETARBREERTLLIRE
PRV ERIZERBSHITIER]. EFTFARMRYRIEES, BEIERIZR LiT1T gpedit.msc o EREKRE
&, BEfISRETEAEFERTNNEGAEER.

=] Local Group Policy Editor [= a5

File Action \View Help

eow #E = B

= Local Computer Palicy |~ || Policy = Security Setting
4 (& Computer Configuration | Audit account legon events Success, Failure
b _ Software Settings | Audit account management Success, Failure
a [ _'l'""ii"dUWS Seftings 2 ||| L Audit directeny service access Mo auditing
I Marne Resalution Policy 2| Audit logon events Success, Failure
= 5"-'F't_!' ':Sta"f'f:'ﬁh”tdn*"] 2| Audit ebject accese Me auditing
<A S'f"f"""k}rkt‘h”gs_ . [ 2| Awdit policy change Success, Failure
4 s A{cc-:lunt PD“C'ES_ 21 Awit privilege use Failure
b ‘ﬂ Password Policy . | Buaclit precess tracking Mo auditing
I L Account Lockout Policy i !
b " Kerberos Policy | Anselit system events Success, Failure
4 g Local Policies
b g Audit Pelicy
b 4 User Rights Assignment
[ [ g Security Options
= Winemse Eivsinll with fdhiamead Camsi -
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IEBRIERE

REIEPERME

NREEFIEBSHA DERIER (EFHA) , ERTUERNU T DX EFITIIE | certutil —verify
user.cer

EH cAPI BEIiER

EiEEEIZ AT EN L, ITHEHEEEIFH I Microsoft/Windows/CAPI2/Operational Logs /&
BHEEIER.

TEEFERI2RH VDA B L, FIAEHEERZSRHSME Applications and Services Logs >
Microsoft > Windows > CAPI2 > Operational, & Operational 7% Enable Logs

b5y, FERMNTEMREME CAPI BHEIER !
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32, U TBEBRIAFRTEE, &
HFBET . WREIRE FIZIAR CAPI2 BERIZRISE, BEMRXL(E,

=] EEPUY
DiagLevel (DWORD) FRRA (0 B 5)
DiagMatchAnyMask (QUADWORD) EMHTmikss (2EREM Oxffffff)
DiagProcessName (MULTI_SZ) BIBIZLFAFIE (F/90, LSASS.exe)
CAPI B
HE EEPUY
MR LSA JH CertGetCertificateChain (SE4E
£)
KR LSA JAF CertVerifyRevocation (GELEER)
X509 35 EFARNT, IERMIEBMAHETIR (CRL) &
gD
AppData\LocalLow\Microsoft\X5090bjects
B IF S R LSA JER CertVerifyChainPolicy (@1F2%k)
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HIRER
IR
IEBFRREE
BB E IR
IEBERHER

Kerberos B3

fixd

=

FTEERIT BN FERIEREFENREERIR
IEBEEPRIERHRAGEE e FIEH.

TAEMIET CRL & RISE R T E e
B9 CRL, fNRBBHIHITHRIENDE, XFHELE
FH. &2 (/zh-cn/federated-
authentication-service/2503/config-manage/
troubleshoot-logon.html#certificates-and-
public-key-infrastructure) &84 A IEBFINEH
B,

BIEBFAERTER. P, ©AaERMRS =
IEBHERIER.

Z/2H Kerberos BERIER, HEBZEHSMKRLAFA TR LEIZU T EMKRE !

BRI

CurrentControlSet\Control\Ls
a\Kerberos\Parameters

CurrentControlSet\Control\Ls
a\Kerberos\Parameters

CurrentControlSet\Services\K
dc

CurrentControlSet\Services\K
dc

=B2Y {& [DWORD]
LogLevel 0x1
KerbDebuglevel Oxffffffff
KdcDebugLevel 0x1
KdcExtraLogLevel Ox1f

Kerberos HEIERmHBIRASHHE

o« BINAREERIEH 2 EB0E BB INZ Fi21,
« MPHIRABEERER, ATUZEMZR !

o KDC_ERR_PREAUTH_REQUIRED (BT 5IRiEZEHIRAERR)

o FRENFEIR Ox4b
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s BN s B &
AR T SAAERIEBE R, RSN RPN RSRE

° tz?bﬁﬂ%ﬁ CAPI2 Ell_,\
SR lE
EIIRIERIE (VDA) Z2BE

VDA CAPI B&

« VDA R%HE

IR CAPI2 B
LREAE, SERISRIEERENIES, FERUTRANEEREFT.

Operational MNumber of events: §

Level Date and Time Source EventID Task Category

{1 Information 21/06/2016 15:14:54 C 30 Verify Chain Palicy
(i) Information 2170672016 15:14:54 CAPIZ 11 Build Chain

(il Information 21/06/2016 15:14:54 CAPIZ 90 X509 Objects
{Ellninm‘iatian 21/06/2016 15:14:54 CAPI2 41 Verify Revocation
@Inl‘nn’natian 21/06/2016 151454 CAPZ 40 Verify Revocation
II:E_]IIHI’\'.un-rlath::nl'. 21/06/2016 15:14:54 CAaPI2 10 Build Chain

BANEHREEEERIEIERZS EM Isass.exe 1B1E VDA IRIEAEPHET — N5, HIKWIITHEHSB
W (BERHE) - ERIREINERROR_SUCCESS,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCBSAFBTF18TETADAAADSCEFOSCCTS05C4176F.cer
[ subjectName] fred

- CertificateChain
[ chainRef] [FFO3F7SB-52F8-4C93-877A-5DFFE40B9574)
- Flags
[value] ]
- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe
= CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4C76-9B1C-49FEDTE6318F)

[ SeqMumber] 1
- Result
[ value] 0
HIEHISREEAE

IWZEHIRET—RIEREN, XBEEHE 4768, HPEPRATIMA Kerberos ZiFRFZiE
(krbtgt)o

Itz BTRYE R ERARSS 2RV B K P IEE RIS ESIZS# T E MR, e ERERERETH
krbtgt BYF P 1K P IE7E B T mEE S ss #H 1T B 7 11,
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Keywaords
"‘l‘»ﬂwdil Success
""-'4»‘ Audit Success
CL“ Audit Success
M Audit Success
‘21‘_ Audit Success
21, Audit Success
':akﬂud'rt Success
'Ek‘ﬁuud'n Success

Date and Time Source Event D Task Category

21/06/2016 15:14:56 Security-Auditing 4624 Legen

21/06/2016 15:14:56 Security-Auditing 4624 Logon

21/06/2016 15:14:54 Security-Auditing 4763 Kerberos Service Ticket Operations
21/06/201615:14:54 Security-Auditing Kerberos Authentication Service
21/06/2016 151454 Security-Auditing 4763 Kerberos Service Ticket Operations
21/06/2015615:14:54 Security-Auditing 4634 Logoff

2170652016 15:14:54 Security-Auditing 4624 Logon

21/06/2016 15:14:54 Security-Auditing 4624 Logon

Event 4768, Security-Auditing

General | Details |

@ Friendly View ) XML View

+ System
- EventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117008-502
TicketOptions  0x40810010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress «ffff192.168.0.10
IpPort 49348

CertlssuerMame citrixtest-DC-CA
CertSerialNumber5F0001D1FCAZACIOFIGETOCEECQOO00001DIFC
CertThumbprint 23BC65AFBYF18787ADAAADSCEFDSCCTS05C4176F

VDA Z283&
VDA R HERZBEFEEREMHWNNZEEEH ID 7 4648 9% H, JRE winlogon.exe,
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Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
b7~ VDA CAPI HER R T 3R H Isass.exe RN HEREMIIUEFRS, BTFRIESZESIZHED

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA R4 HE

B Kerberos BEIRRE, RARELETEIZ KDC_ERR_PREAUTH_REQUIRED (ATIXZ
B&) , LUARE Windows B RMIZE, 3RFA Kerberos BRI

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{5 windows E HEKA FAS

P8 FAS E4#EE A Windows ZFAEFEH4HHEE. ZrIUUER System Center Operations
Manager (SCOM) &=, @i tbAME R HIEFM F ARG FAS RSB IS TR
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FAS IRZ BB IEEEIT?

BHE FAS RSB IEEETTT, Baliiz

Citrix.Authentication.FederatedAuthenticationService.exeo

ATRNBYUM FAS RENFREESRH, B X FAS EHABMTZEYIR, 152H FAS HHHE.
FAS ziTIRREH

UTEHETIEN FAS REEFHIEEiTT.

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

=% BEHEXE EH - p=d
[S003] TR [{0)] FEIFE  FAS IREZEHATER EEIPERT, FAS
IREN [{1)] PR IRSBREERTER
BR
[S022] FIEG [{0)] 4R FAS BRSZERHLAR M FAS 10.7 / Citrix
RIEBENK” %30 Virtual Apps and
Desktops 2109 FF#4
R,
[S023] EIEGN [{0)] £IFIE FAS IRSE# AR FAS 10.7 / Citrix
NIREHF” &= Virtual Apps and
Desktops 2109 K258
BT,
[S123] FReE R CA Mk 1R FAS ECER CA LtEH4IERFRBECE
IR, £ [upn: {0} ¥IRBERL TN & FB B CABITAEEET
role: {1}] [exception: WEH, MitkEHFE £, TR FAS EZE N
{2} [S124]) 2l R%E. % fEFE HSM, MIBA]
RARPHNEREREE BE¥ER HSM TTiALE
Ko I
[S124] FRBEA [upn: {0} role: 4 FAS 2IHMATE Lt EHEIEERS R CA
{1}] 7£ [certificate CAERAFIEBE TEERTERTE
authority: {2}] &1 KEWE, R FAS BXR. MR FAS ECiE
$ [exception: {3}] L& T %1 CA, AER HSM, NI
FAS 2=2im5S—1 AIHETE R HSM TTi&
CA X HiEK, EE TR aIUfER

55 R A BNIR! R) R
BRE,
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EfF

[S413]

[S414]

IEEMN FAS B

FHEXE

RBGEB AN A
(Fl {0} K) o iF
PIFMAGER {1}

BRAGEREIE. i
FIFAER {0}

EA

3 FAS #EZH0GEBEF
HHARY, REMER
ttEH, RINER
T, MNRTHOEBE
30 XRZHA, WX
Rt =,

4 FAS RBUEPEHA
B, WEHERRE
o FOANBERT, It
EHEXRER.

g

AL cmdlet Set-
FasRacCertificateMo
nitor FAEEINIL

B ; FSH
PowerShell cmdlet,

—BdH8, FAS X
R BGHTRY A P IE
+, HEBERERF
FHInR Mo

INRITEF FAS 5 Citrix Cloud™ Z£&81EH, UTEGHRETEN FAS RSB EEIET.

E 4R Citrix.Fas.Cloud,

£

[S012]

[S013]

BhXXE

FAS BRSZAIETFXRB
Citrix Cloud 98 5%

F

FAS BRSTTiEM

Citrix Cloud #1785

ERo. [{0}] EZi+4
ERUEEEZE S
FE

EA

b= HRAXRE
Workspace (Bl
Citrix Cloud) HYEE s
BERMNIZIEE T

b= 145RER FAS o0&
M Workspace (B[l
Citrix Cloud) 2fite
RER, HEHEZ
BOERATEEAN
PSS

&3

A EH A,
FAS 2% (1) @5
Bid&, 2) 2%
RFHEPER, UK
(3) BEBEEED
Citrix Cloud,

FAS ¢3R5 Citrix
Cloud FYFA E#,
B, LthEERER
REMERERR (Hlanm
EI R IEARSS 28
EREEESARR
Bg) MLk, REX
FiEREY, FHXA
KU IRS R EEE
=’ XRBIEETA,
FAS I EIEIRXER
B3I 5 Citrix Cloud
B,
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ReEMH

TFEHRAREENHEEZIAER FAS,

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

2
[S001]
[S002]
[S101]
[S104]
[S205]
FAS E4BE

TRYIHET FAS £EHIEHH

EEEH

=XE

HIREIELE - B [{0}] A2
Administrators BBIE 5

IBIRIKIELE © AR [{0)] R=2
At [{1)] WEER

ARs588 [{0}] EAFEAE [{1)]
HERSMN

Aks58% [{0}] <BEFEA UPN
{1y GRI [{2)] ATk
UPN)

MRF 55 IR BIEL - JE K
[{0}] A2 [{1}] SIFRYfK
#A

=

=
XEEMHZ AN FAS RS2 RIECE BeRmMiZ R,

BERES

[S001] A iR)#3EL - FHF [{0}] A2 Administrators ARV 52

[S002] IFIRIMIELE : B [{0)] F=AE [{1})) WEERA

WA

SN EBHER FAS B
B, BIAR&EARZE FAS BIF

o

palll

S ERTER FAS FLNIAEY
fidE, BIARAARE FAS E
E&A,

=AERAFR &%, ERAAA
TRRITIEIR(E, RBTE FAS
FM S & A IR 1S AT Y
StoreFront™ fR5238 (WIRE
F, &a#E Workspace) F 7
FEBEAF &%,

=RXEEREFR 8%, ERIE
FAS MINECE, AARFILHAR
P,

VDA ZiRfEF FAS {78 =
BR, 1BiR#E FAS #INED
B, Tl VDA,
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AEAE
[S003] BIER [{0}] FHEFRENIKERN [{1)]
[S004] BIEE [{0}] IEEMERRR [{2} and {3}] M CA [{1}] IERIZHGEH
[S005] EIE 5 [{0}] IETEMIER FAS #Z4X [RA cert id: {1}]
[S006] EIEG [{0}] IETECIEIERE X [{1}]
[S007] BHEF [{0}] EETEEFMIEBEX [{1}]
[S008] B 5 [{0}] EFEMIBREREN [{1)]
[S009] EIE5 [{0}] EETECIEFM [{1}]
[S010] B 5 [{0}] IEFEEHHN [{1)]
[S011] B [{0}] EEFEMIBRFLM [{1}]
[S012] BIBR [{0}] IEEGIERIES [upn: {1} sid: {2} rule: BIEBENX: {4} T2 LT {5)]
[S013] EIE R [{0}] IEFEMIBRIES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] EFE G [{0}] IEFEEIZRIERIFEXK [TPM: {1}]
[S016]) EIER [{0}] FAEBGEF [Reference: {1}]
[S022] EIE5 [{0}] FAFERIREN X"
[S023] B 5 [{0}] P EIKEN T
[S024] BIER [{0}] RERFHSITIN A e
[S025] EIE5 [{0)] IRERFSI TN mles
[S026] B [{0}] IRE RAIEH IR
[S027] B [{0)] EE& RA IEP IR
[S028] EIEG [{0}] ¥ [{1}] IEBHEIAEEIRE N [{2}]

[S029] BIER [{0}] ¥ [{1}] IEBHEAEEEBE NEIAME [{2)]
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AEAE
[S030] EIEG [{0}] AR EMIZE AN [{1)]
[S031] EIE5 [{0}] BUERAX CA[RA cert id: {1}]
[S050] B [{0)] CIZ=ECE: [{1)]
[S051] B [{0}) BFREE: [{1)]
[S052] B [{0)] MIFf=ECE
[S060] B 5 [{0}] ER=EM. A {1}
[S060] EIER [{0}] IEREZEFEFM. SLFI: {1} CloudServiceUrlFormat: {2}
[S061] EIES [{0}] EFESTRTEM. FRAE: {1}, MR {2}
[S062] B [{0}] EFepi=iEM. HFMUE: {1} ({2}), MNWAF: {3}, FF: {4} ({5))
[S063] =IHMHAIEIR 4 KRS $#i%. FEH {0}
[S064] =iEMHRIEI R EARMEIR. FH A {0}

[S065] BIER [{0}] ImKEEET=EM. F=Hl: {1} CloudServiceUrlFormat: {2}

BERE
[S401] IEFEHITECE F+4K - [From version {0} to version {1}]
[S402] $8iR: Citrix BX & B R IIEARSS S LA Network Service B33517 [currently running as: {0}]
[S404] IETEREIERRR Citrix BX& B IEARS BuEE
[S405] FFEHE M MR TR BLIREZER & £ 51X [{0}]
[S406] BB M EMRBIBUEENTIBERMR CEE: AFIEHRIR)
[S407] BT EMRMEBIER IR IEIEE, RAKIEERER

[S408] TiEBFLRECE -- [From version {0} to version {1}]
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BERES

[S409] &I MWEZE RN - MinThreads M [workers: {0} completion: {1}] A [workers: {2}
completion: {3}]

[S410] ThreadPool EEE %KM - ToiERF MinThreads M [workers: {0} completion: {1}] H#EA:
[workers: {2} completion: {3}]; XAJBESFM FAS ARSZ 2309 0] #4514

[S411] E5h FAS ARSSES 8 [{0}]
[S412] BREFER5TRY -- [From version {0} to version {1}]
[S413] MAGERENHTHE (FlR {0} X) - MEBIFHAER: {1}
[S414] EBUEREIH, IEFHIFHMESR: {0}
[S415] BAGEBETM. BEI1ER {0} NMald. FRIGERE (1} F#H1T
SESMHEE
LREENRSBHEAFERN, XLEEHITE FAS RS LEITRHER.
AERE
[S101] ARZ54% [{0}] EANFEAE [{1}] RIS SR
[S102] ARS5 2% [{0}] FRBEMTE UPN [{1}] (R&: {213})
[S103] ARS325 [{0}] 3EK T UPN [{1}] SID {2}, {BZE#RElT SID {3}
[S104] BRS5 25 [{0}] FREEKTS UPN [{1}] (UPN RAIFESFN [{2}])
[S105] AR5 28 [{0}] &% 7 BAMAS [upn: {1}, B8 {2}, Z2£ LT3 [{3}]]
[S120] IETEM[E [upn: {0} At: {1} £ LT [{2}]] TAIEH
[S121] IEPFEH [certificate authority: {2}] &4 [upn: {0} role: {1}]
[S122] 4 BRE28EH [upn: {0} A: {L)[E2D #HERE {(2)].
[S123] F&E/I [upn: {0} role: {1}] TEEfAT CA A IEF [exception: {2}]

[S124] ZREEA [upn: {0} role: {1}] 7£ [certificate authority: {2}] & IEH [exception: {3}]
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BERS
[S125] FHFFERAEBIERFTTAEERT {0} # [upn: {1} A {2} Z2 LT [{3}]
[S126] ARS5 2R [{0}] EIMERRE XHFN [{1}] 7 E &%

[S127] FAS T [upn: {0} role: {1} definition: {2}] IEKIEH, RARSSIRA TR ; iEFEA
PowerShell cmdlet Set-FasServer E4EHFIER FEXRITH

EREMA
3 VDA BERAFH, XEEMHRE FAS RS LiE1TRHIER.
AERE
[S201] 1E%i7 [{0}] TAAIEER,
[S202] 1E#t7 [{0}] AU IEREF.
[S203] %7 [{0}] TARERIREIZF

[S204] 5#i75 [{0}] IETEIAIA] [upn: {1}] BB RIZHEIERF, AR | [{2)] [Operation: {3}], H [{4}] %
3%

[S205] fE#t A 5 IRIRIELE - AR [{0)] RN [{1})] RFHEBA

[S206] EARKF [{0}] ~=2EHA

[S208] FAFAIRIERIN [#21E: {0} UPN: {1} A f: {2} certificateDefinition {3} $51% {4} {5}

[S209] KILBIEEFITEF. [Caller: {0}] [upn: {1}] [role: {2}] [cert definition: {3}] [Operation: {4}]
SIERIEFHRS 2
LAFEARIERNIERN, XLEEHRIZRE FAS RS L.

AERE
[S301] IHia)44E4E © AP [{0)] AU BIE sE+~
[S302] A [{0}] IE3K T RABIRELIEBEF [thumbprint: {1}]

[S303] IFIRIIELE © A [{0}] 5EHIEREF [upn: {1}] FPEED
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BERES

[S304] AP [{0}] IEFEIT &AM [(2)] LiE1TER [{1}], HEREBIEEEF [upn: {3} role: {4}
thumbprint: {5}] $1TFAERIRLE [{6}]

[S305] #hEAIRIELM [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4} {5}
FAS BT St
XLEEEMH FAS S HEMHIER,
AERE
[S500] REACE FAS s fEf
[S501] FTEMEFEEER FAS B S 4 [exception:{0}]
[S502] FAS B E 0% [pluginid={0}] [assembly={1}] [location={2}]
[S503] ARS525 [{0}] RBEMTE UPN [{1)] (IRETEREIE, BiH [({2)] F2H)
[S504] AR5 285 [{0}] SRAEMTS UPN [{1}] (IRTEREE, BKREE FAS &)
[S505] AR5 2% [{0}] REEMTS UPN [{1}] (& [{2}] LT EREE, REN {3}, HEN [{4))
[S506] f&EfF [{0}] ¥ 7 KBRS 2R [{1}] B9 UPN [{2}] BREE, HEN {3
[S507] AR5 2% [{0}] RAEMTS UPN [{1}] (&4 [{2}] T757E [{4)] BRI E =& [{3)])
[S507] ARS528 [{0}] REERTE UPN [{1)] (& [{2)] HF= [{3)])
[S508] ARS585 [{0}] RBEMTE UPN [{1)] (IRETIARILE, BiEH [{2)] FZH)
[S509] ARZ5 8% [{0}] RAEWTE UPN [{1}] (RETIHRLE, BXREE FAS )
[S510] ARZ528 [{0}] REEWTE UPN [{1)] GAmLBHIEH (2] fIATR)
B R Workspace B FAS
X4 FAS 5 Workspace &AM, RIZRXLEEMH

BERE

[S001] ##& 7 Citrix Cloud EAXZH [fas id: {0}] [old key id:{1}] [new key id:{2}]
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BERE
[S002] =2 FHEIRIEFEE DN, FasHub =ARES URL: {0}
[S003] FAS BRIz [fas id: {0}] [transaction id: {1}]
[S004] FAS F#EmE=:EAR [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS EfFH HFIECE &ZXE) = [fas id: {0}] [transaction id: {1}]
[S006] FAS e H HFifidE & X F = [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S007] FAS EM=HESH [fas id: {0}] [transaction id: {1}]
[S009] FAS FREEM=HEH [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] FAS Bk55 BE#ZEITHR%E URL: {0}
[S011] FAS IREZREREE =
[S012] FAS BRSSRIFF Citrix Cloud FVEE R 5 F
[S013] FAS ARSSTEZAM Citrix Cloud TR RBER. [{0)] EZFAESIEEEEG G
[S014] W =AREZHIIEAA <service name> 4K [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] 3R & Citrix Cloud BYE 2L, RAERAEFRKFIFA [message ID {0}] [transaction ID
{1}] [caller {2}]

[S016] M =ARSZAIIARE <service name> BYIA [fas id: {0}] [transaction id: {1}]
[S019] FAS M=im F& T EEZE [fas id: {0}] [transaction id: {1}]

[S020] FAS Ree\=iim FEEECE [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S021] ZXFHERE IR M. RE: {0}

[S022] ZZFFIRIRIETERLE

[S023] ToiE#E Citrix Cloud 240 H [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]

[S024] IEFEE T Citrix Cloud AV AL [fas id: {0}] [current key id:{1}] [new key id:{2}]
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AEAE
[S025] ItLARSZ BRI FATZ/E T Citrix Cloud & [current key: {0}] [keys in cloud: {1}]
[S026] AR AR ESAAR1ZIE T Citrix Cloud H [current key: {0}] [keys in cloud: {1}]
[S027] BF4k Citrix Cloud EZAFIAEMEET [fas id: {0}]
[S028] FAS BEiFH Hai&E NEIE & XE] =if [fas id: {0}] [transaction id: {1}]
[S029] FAS FKaefrH HanENEIE & X =im [fas id: {0}] [transaction id: {1}] [exception: {2}]

BER
XEZHEERMEBRICRE VDA Lo

AERE
[S101] B ETEEREW. TEIRFIKEKEFHIIEARSS GPO %35 [index: {0}] [registry name: {1}]
[S102] B TEERKM. SID ZHRM, FRF {0} [Exception: {142}]
[S103] B MMTEERKM. FF {0} #9 SID A {1}, {BFAHARY SID A {2}
[S104] BMHETEBERKM,. *F {0} BYFEARE [Error: {1} {2}]
[S105] BHHIEER. IEEE R [Username: {0} Domain: {1}]
[S106] BMEIEER. \N\nEXEH MR ILIEARSS: {ONn\nIETEE R [Certificate: {1}]
[S107] SRS ERKM. [Exception: {0}{1}]
[S108] 1AM E F% 4. ACCESS_DENIED [Caller: {0}]
SIERIEH
YA SRFERARIERIEREN, XLEEMFIDRE VDA L,
AERE
[S201] FERIEEREFEIAIE]E [{0}] #2444 [PID: {1} Program Name: {2}Certificate thumbprint: {3}]

[S203] ERIERE R TR Y. TAIRIMKIEL [caller: {0}, session {1}]
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BERES
[S204] B REF FRY. BREFIFEERA
IEFARM B AN ER
3 FAS fRSSESHITERMEIREN, IERXLESEMH,
BERE

[S001] TrustArea:: TrustArea: B ZEIET [TrustArea: {0} Certificate {1} TrustAreaJoinParameters
{2}]

[S014] Pkcs10Request::Create: E8lJ32 PKCS10 i&3K [Distinguished Name: {0}] [Reason: {1}]

[S016] #A%H:: €% [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]

[S017] #4$8:: B [Provider: {0}] [Identifier {1}] [Twin: {2}]
[S018] PrivateKey::Create 5K [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}] [Exception: {8}]
BERES
[S104] FAS M CA {0} #E KB HZHLES
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 32 3MH $51% [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest B30 & iE+ [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - Z4Ft 4
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RALRAFHEIRER

AT T £ Windows ERTE LRIAF BRAE LEIRER.
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ETHHEIRER
TESHI A P 2 B ERD

RATEERE. ENEETERIE, | FZHF
ZiIEK

RATEERE. BTEMEIENEEFIES
F2{EE.

EIRIER

FAS SR8 7 /2 RO ERER

RIS E

TENIAREREERENEBFAEA, 8
Kerberos 132 H25104 7 EE, BEREAXH
*Kerberos BE&E*ZB570

TEBRRIGIESIZR, HEHEFIBI KRBT
BEEHMEIEANER, fEEHIZRF

it “Kerberos BRIIIE". “HIEHIZRE 5K
I iR H 28 B, BMEIAIERERRE
¥, WEFSSEIH.

FENEBMRIEBREEERMIT BN L. 15
S BN AREMEEN,

XBERTEB LT BRIEMWISE, ;&
RSA A% (<2048 i) »

BRBZFENRIERGE, FAS RFEEMERIIXARG. XETHREHRSR, HAIEHEREIR

REEHFE.

FRUTE—AERERFAR FAS BY, FERBAEFEHERER :

« Citrix Virtual Apps and Desktops™ Z&42/ | A I1ISO [, MBhHEITESIRE LN BKE 57

IIERRSS 1%

» XenDesktopFasSetup.exe : {iF Citrix Virtual Apps and Desktops I1SO R X HHH

x64\XenDesktop Setup\XenDesktopFasSetup.exe &TE

e FasSetup_2503.exe . JITHY FAS REZFMH, BIM Citrix Downloads KB,

NRIT(ER FAS REEFEF MSI X4+ FederatedAuthenticationService x64.msi #H{T%
Ta AL, NLEFERIBAFENRE.

WER IR AT B RIERER

R Citrix Scout M FAS ARS325IEIRA T B RREM HMIZET IR, R LME—75EARE FAS

BY, #SZ2EE Citrix Scout,
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KEEMRIERS

RABRATENRE
MR BT ERRRBLRERRZFSHERE, 157 FAS r558: LFIEH A Citrix Telemetry

Service,

BXER
- NERTFEREER
- BREFERER
EF CAPI BHEIZR
- EH Kerberos HEIER
EAE=FIEBMANIEERE e FERAAEN

PowerShell cmdlet iP5

ERIUERBK S BMIIIEARS (FAS) BRI GH1TEEEE ; (B2, PowerShell AHERMETES
LAY, ANRFTRIER SIS AR BRYED, Citrix 2N {#EHA PowerShell #{THCE,

LUFén<3 780 FAS PowerShell cmdlet :
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7£ PowerShell O, EAILUEA Get-Help \<cmdlet name> 27 cmdlet #BBf,

& % FAS PowerShell SDK cmdlet WEZ1ER, 15807 <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o

FAS RZIEFEFF RN
BF L FAS RS TEI
TSI U FRESEN :

1. fiIF Citrix Virtual Apps and Desktops ISO £HJ XenDesktopFasSetup.exe X, BEA

x64\XenDesktop Setup\XenDesktopFasSetup.exe

2. FasSetup_2503.exe, HH 2503 2rJM Citrix T & IKEXAIRR A

e /configure_firewall
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NR Windows BAIBARSS IETEETT, BMEAIERER, WRITHZEASRERE
Windows B AIERBIFRE IR, MNREFERNEE = AR ARERHAE, WHHFL)
FHmO. FAS FEALL TCP %M 80,

e /help or /h or /? ?

e /noreboot

FRIEZREEEFHIEE.

« /quiet I /passive

ZERIEPATHIAR R E, ZENEEIZRIME—IEETE Windows (E55EE&EH. U
KRBT, NWEEHERRE.

e /remove

IR FAS,

B X Citrix iR SHEH R ELERER, 1HEF Citrix ZEREHHD,

£ Windows Server Core _F 23 FAS

Citrix Virtual Apps and Desktops ISO S HIIHY FAS ZIEFERF exe ( FasSetup_2503.exe ) @&
FAS NEIEA . B2, RIEERANIEIERSAINEE, EAseA2EHAEN]E Windows Server Core
TRE,

¥R, EfEA Citrix Virtual Apps and Desktops™ 1SO FHJLLT MSI X5 :

MSI X ISO LRI E 0=
FederatedAuthentication x64\Federated WNEE
Service_x64.msi Authentication Service
TelemetryServiceInstall x64\Virtual Desktop HE, AT Always-on
er_x64.msi Components Tracing 1

ERFREM, BANRE .netd.8 o

BREIAL, BEAUTGHS !
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msiexec /i FederatedAuthenticationService_x64.msi [/quiet]
CONFIGUREFIREWALL=[YES|NO]

msiexec /i TelemetryServiceInstaller_x64.msi [/quiet]

net start "Citrix Telemetry Service"

PN -

« /quiet [ AEREMRBFRR@E

« CONFIGUREFIREWALL : #5%F YES UECERAASE, FiFiwO 80 ERVE AERE, (R EBRILIE
I, MZRIAES NO

EMFR FAS, BERAUTHS :

msiexec /x FederatedAuthenticationService_x64.msi [/quiet]

msiexec /x TelemetryServiceInstaller_x64.msi [/quiet]

Windows Server Core LY FAS B
B LB U T E—ARERMINLET FAS HF—aITBVEENEIE FAS !

« FAS PowerShell cmdlet 5%

» FAS EIEZHIAE GUI

f£F PowerShell cmdlet BY, ¥ -Address B#I&KENBEHR FAS RSS20 FQDN, &, &ulX
JTE s$CitrixFasAddress I®EN FQDN, MIREBEIRAM FAS, RAILUIERE localhost,

£ FAS BIEZHIO, RBEA AN EEDS—oRSE X,
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nkk

BREH

=T

BB BMIIEARS (FAS) @ Citrix® A, ©5EBY Active Directory IEBIMANMIER, BIF
FF7E Citrix B LEHITEHRIIE, AXENAT ISR TENHENEMHE MR IIEARSE
o

BRE, FAS AR SMBIDRERRLEZEMED StoreFront fRS588. StoreFront HE—EEISE
M Web BAMENESERNEZH IR, HBErIUER StoreFront SDK B(E =75 IS ffFiz
WY B, EXgiTBinE, EAsesx A # TGS 7 IR AIMEE TR TFERE Citrix
Virtual Apps 3§ Citrix Virtual Desktops™ EfZ&,

RIHENET R E wIERIBHIR A TR S B REM,

- NERERE

« BARM X &BE

 ADFS SAML

* B2B MK/ BRET

« Windows 10 Azure SEEIB RMMA

RETHEX FAS XEN#EE, NTHREEREN, ZXMEE XERIRE FAS HEBSE RN,

HRERBILD

FAS i FRHA StoreFront H1238IERY Active Directory AP BEIMA B EEESIEH, XERH
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