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NRIF(F FAS 5 Citrix Cloud &5 EH, WELEEHITIHSE,

B X A0fEI7E StoreFront 77 LIS A FAS N EZFAER, 1B5SIH <https://
docs.citrix.com/zh-cn/storefront/current-release/configure-authentication-and-

delegation/fas> o

BB R {2l aa™

INRIF(F FAS 5 Citrix Cloud E&ERH, MEEHITHTSE,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 15


https://docs.citrix.com/cn/zh/citrix-virtual-apps-desktops/manage-deployment/cis/scout.html

KE B MRS

EfFF FAS, 15 Citrix Virtual Apps 3} Citrix Virtual Desktops™ Delivery Controller B2& AEEZE
#%F)el StoreFront fRS338 | 5517 Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$true PowerShell cmdlete B MEFEITIERS—R, Titih= EBHZ D Delivery Controller,

ACiE 40 SRER
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StoreFront fR$Z28. VDA #5517 FAS BIREHI 5891 EYVIEEEER FODN 7%, FAS BIRliEE
E'f—_ro ]ﬁ |%_]-’LJ/=QJI’< 60

BB 1. TR FAS BIBRSS 2R £, B C:\Program Files\Citrix\Federated Authentication
Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx #1 CitrixBase.admx X {4 A Kz
en-UsS XH3%,

n PolicyDefinitions - | o [
i(-) > 1 | . = Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v -C,| | Search PolicyDefinitions 2 |
S
- Mame Date modified Type Size

4750 Favorites
B Desktop . oen-US File folder
& Downloads | CitrixBase.admx

ADMX File 2 KB
£ Recent places || CitrixFederatedAuthenticationService,adrmx ADMX File 4 KB
1> (M This PC
W
3 itermns E =]

SR 2. FXLE 4 8 HIEIIERISS, FIFEMETE C:\Windows\PolicyDefinitions 1 en-US FX ¥
FH,

S 3. 5517 Microsoft BIEZEIE (MBHBITEIT mme.exe) . MBS, EEME > RN
EEEEO P \ﬂﬂiﬂﬁ%‘“ﬂ?ﬁﬁﬂﬁﬁo

LRSI A FARRITRET, EEFENE, AEEFERINAR, 3E, BUUFERAPMETIE AR
IR G B HEFE—E LRI R, ZRENIN B FRABESTR MY Citrix 204 (VDAL
StoreFront fR$Z28. BIETE) BIHEN.
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= Console1 - [Console Root] == &
S File Action View Faverites Window Help
e @ = B[ Select Group Palicy Object | x
[ Conzola Reot ‘ Neme Welooms ko tie Group Policy Wiz ¢ | |[Actions
Add — WM
Mare Actions 3
‘four can select snap-ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Availshle snap-ns: or o a laeal computer.
Snap-n Veni~ | Uise the Browae button to select a Group Policy Object.
=Deviee Manager Micr ® Pokcy
" oHce M
= Disk Management Mer
E ons M Group Policy Object-
FEnkerprise FKT M = | |
{2] Event wiawer M
IFalder Mer E
2 Group Palicy Management Mir Grc alic
[ Group Policy Menagement Editor  Mier
=/ Group Policy Object Editor Micr Domaina/0Us | Sfes ]H
i Growp Policy Starter GROEdtor  Micr ) ,
[ Internet Information Servieas (IIS... Mir_ | Look in: [353 cirotest net v mEE-
ME-Sequciy Mscitac | oz~ Domaing, Ols and firked Group Palicy Cbiects:
Hame Damain
Desaiption: ) Domain Controllers.ctridest net
This snap-in allvws you to edit Graup Policy Objects whid Defaul Domain Paolicy
of stored on a computer.

HIE 4. SMEITENEB/RIEEIRER/Citrix A/ FRRIPH B S 7 IIFIRS Ko

File Action View Help

&= 1m 2| HE 7T

Default Domain Pelicy [DIW-DC.DIW.NET] Policy
& Computer Configuration
~v [ Policies
» (] Software Settings
» [ Windows Settings
~v [°| Administrative Templates: Policy definit
~ [7] Citrix Components
| Authentication
» [] Control Panel
> [ Network
7] Printers
] Server
s [ Start Menu and Taskbar
> ] System
s [ Windows Components
(5 Al Settings
5 [ ] Preferences
v L, User Configuration
s [ Policies
5[] Preferences

<y

< >

Federated Authentication Service  Setting

) ) ] Federated Authentication Service
Edit palicy sefting Storefront FAS Rule

Description: || In-session Behavior
Servers running the Federated

Authentication Service integrate your

Citrix environment with your Active

Directory infrastructure to allow users

to log in with non-Active Directory

credentials {e.g. SAML assertions).

If you enable this policy, you should
specify a list of servers running the
Federated Authentication Service
identified by their FODMs (e.g.
fasserver.company.com).

Extended £ Standard /

3 setting(s)
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\

HBE¥F CitrixBase.admx/CitrixBase.adml &4 X 475012 PolicyDefinitions X435,
Federated Authentication Service BB EF £ GPO Lo, ¥ % 3 25, Federated
Authentication Service SRB&IGE ST EEREMNR > Citrix A > B RIESCHIH,

358 5. $TF Federated Authentication Service REEFHIER BB, XN FFERERIRH, &0
LEEAREE FAS BRS52889 FQDN,

Options:

() Mot Configured
(®) Enabled

() Disabled

& Federated Authentication Service

E Federated Authentication Service

Comment:

Supported on:

FQDONs

FODMs

List the installed servers in

Show...

HrerausSetiing

Mext Setting

Yalue

fas1.citrixtest net|

0K

OK

Cancel

Appli

SR 6. A FAS ARSS2389 FQDN,
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INRIFHAZ FQDN, MIF|RMIAEF XS VDA, StoreFront IRS528 (JIR7F7E) # FAS
RSZ23FAERIMINE —, BERLAERKRISE,

SR 7. BEAERHARKBASHNBARKER. BrARFESHESNTEN (IMBRITET
gpupdate force) FREFTER LN,

RERTH
LB AIERA R VDA RIEREE—MIBHE, THRESRIENIES. FENNENTIEE.

RENIEBNELREER FE BFEEIERR FAS N TFRIERNERANF A, BEHARE
AR

In-session Behavior Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

(") Disabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process ~

Prompt Scope | Per- e 9 policy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

30 | -

] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BRI ERLERERH DI FAS RIBHZERAFH VDA 21EH551T.
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B ZAILRIRHFLLE FAS RIEE#HIZETT.

"SEE
INRILRBREEA, REEFZEFNARTAFARESTFNAREFERRIERNIER. B=11
Im .

(3

- TREARLETERZERER, RAFHMRER.
- BHERE S EEETHREFHIRIRRETRE.
- BRERBE—AFRTHRER, WETRNAFRIEPHFAERER.

AR
INRILRREEA, ARERNHENRERSZ KIE (UWARM) . Fli, WRIKEN 300
¥, BREARHSER—XIET. BEARKTERALARERRTAR.

BT B
MEREALLEE, YAFPNERRN, ESIENBEMAERE. ITAUT R ERRITETE
BERg, YAPRE Active Directory B REIER, EEHALEINE

PE BT FERERIRE A T VDA LRFE R

ERNKE B MNRIERSS EREH S

RE FAS SIREL4I5EHF AZSHERE, {H PowerShell REIZHET FSLIET, B ¥ FAS
PowerShell cmdlet BIE 2, 15&I% PowerShell cmdlet,

FAS EIZHIS{EN FAS W—EBDRE, —TEMR (Citrix BXEFMHIIEARSS) METE Fia"RE
EE

BRERAEEEFSN, ER5IFETAUATIREN

o ZREIEPIER
o REBIEBMENIM,
o ¥ FAS ERIEB M AN
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TR U ERRERAERETEFImEF—ESE,

FAS EIRZHISEAEZTIAM FAS RS, MRFE, ERIUEREH A LA EEDHAR
S EETITIERSS

&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules ' Advanced I Connect to another sewerl Refresh

Complete these setup steps:
Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EBEIE BRI

Bt S HMR IV EIREIEIRIRR, FAS I'ft 7 =1 Citrix IEBRIRME BB M.

» Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority

« Citrix_SmartcardLogon

IXLEAE A TTE Active Directory 7R, B ERE LM, AEBEITHE
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&4 Deploy Certificate Templates X

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

BARAVEC B P 7ERE FAS 2RI B2 (certificatetemplate B9 XML X%, BREFWNTF -

C:\Program Files\Citrix\BX & B4 10 IE AR S IEP1ER

ThisPC » O05(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates w 0
Name Date modified Type Size
Citriog_RegistrationAuthority.certificatetemnplate 1 ERTIFICATETEM G KB
| Citrix_RegistrationAuthority_ManualAuthorization.certificatetemplate /1002020 5:25 AM ERTIFICATETEM... 7 KB
o ;
_| Citrix_SmartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIRCATETEM... 3 KB
(

INRIERA REXERRGNR, BRERHLIER Active Directory EIE 51,

BEFLERR, EAUNSEIEREIAERFEITLLT PowerShell an4s -

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)
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$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory iEH RS

ZEE Citrix IEBIERGE, HIFEEHRE—DHZD Microsoft BAERBMANMEARS 2 L. B X1
fAIEBZE Active Directory IEBARZHIFESR, 1ESIH Microsoft X1,

BSHEBIEPMANMRRN AR HAEED —a RS8R EAHXERR, A REIEBMAEN
B REHBEN

(GEBIEHR BT LAEA Microsoft IEBMANMIESIS X%, )

&2 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif Tl

The required templ  ImPortant:

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up a cert Publish

o - Citrix_RegistrationAuthority_ManualAuthorization
The authorization t{  _ Citrix_RegistrationAuthority

: ) - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
. Domain Administrator.
Authorize th

) ] ) ) Authorize
This step can also be configured manually. For more information,

Create an authoriz consult the online documentation.

Certificate Authority:
Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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RN S B 10 IEARSS

b5 B S5 FAS RUISA, BIRHEE|AERA Citrix_RegistrationAuthority_ManualAuthorization &4k 4
BIERIER, ARNELXEARHZIEROEMERNA T,

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Depl_oy certificate tamnlatac Deploy

&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Set up ace rt Author_lty certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Admlnistrator must sign in to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize

Certificate authority:

Create an authoriz

Create arule

Arule defines a sm
Cancel

You have norules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BREZEE, EFEAKRE FAS HEHIKF BFLAEITKERTE Microsoft IEBIRA A RIS HY
FREFERTIERR, IEBMAANEERE RV IME FAS BECEMRL BITUR FHELIZIF K,

FAS BIEZHIa R BR—NMUERY e BN, EEERER MA S L,

£ Microsoft IEBMANEEZF o, GREGFREES", ARMIEBIERER ML HEL" 1
REFMR", FAS BEEZFISRETERGER, MFREFEL", ZHRETHRER.
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA = —tn T 350700 CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FAS EIEZHa BNt I 2@ M. XA RERE L7 #.

X

&L Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘Rules

Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

C Authorize this service Authorize
There is a pending authorization request on Cancel request
Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ECEA
FAS BEFIEEAINISRIGIRATE FBTF VDA BRAILIEMEAIES, BIke StoreFront 7R,

BRIMFEEATAR !

o Z{S1EAY StoreFront fRS5238, BTFIBEKRIER,
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« BEXRIEBHAFE,
o RAVFERIEBH VDA B,

Citrix ZiX 8% A default’ BN, K79 StoreFront 7EEX% FAS BRI &iEKE& N,

B UEIEEZ BENXAN, L5 IBARRMIEPERFERMANG, FEEEREAEERENE
MEFAR, XL N T IUECE N AREA StoreFront ARS52888L Workspace /8, FHAHARKE B IE
INERE StoreFront ARS528, LURBFMERBE XN,

B AR ECHNED+ L8 QIEMN) UEHMNIZRS, ZaSHRELIEMNFRFENE
o “MNE+ 2 RE N ATHE.

&4 Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default 2 W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ZRSWEUATER :

Bl . BFMABPIEBRIEBENR, XHAZE Citrix_SmartcardLogon &k, 5(& 2 EHIEXEHIE!
X (BBREPER)

IEBMAENA © 5% AP EBHARIEREEBMENME, FAS IERIIZ MEBMAAAGLUSEIR
BIERBMAH T, BRREEEMEBMANBMIRESETARIRAIA" BERIEBMANY

B,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 26




KE B MRS

REACEA | RIFRTEARFER ETUEHIEBE S AIUEERE VDA GFEM.

- RiEE RFRBERER (BUA, #75) —EBXATERNETERE, BRESNEIEETLN
WIRRER,

« ERT AFRIERER—BFESMRIEEALARIER, KSHEEFFAROERIED, M
VDA RIEFIHRINFER (PIRIRNERMMLs X H4£=) FILUER Kerberos 8RB R#HITIAIN,
Ht A FERIERIUES,

MRIEEFE RFRIEFAER, WEKAER RIERNITH AREHNRENBTF VDA, G, IEH
AEEREREBEERAFPN D NIEBREEPUENBRERER. i, NREFEX VDA RIEFH
Web BRSZ25#1T TLS BAI8IE, M Internet Explorer AILAEAZIE R,

BRI | ZASERY StoreFront fRSZERITEANTIR, XEHBNBENEKRATRARERNERTE
EAVER. WTFAAEXENRR, ERTLURMNET AD HRIH,

BIEH RENREUEXER, HIEEEE,

b= 3 g

INRUKF FAS BRS388 5 Citrix Cloud &£ & M, WEFEEIARIESl, 3H Citrix Cloud ERE M
NIEY, StoreFront IGIAAPRIFMEREE, AT LUFR—HN 5 Citrix Cloud At StoreFront BRE LS
BfER. &AM StoreFront ERZFINIEY, StoreFront AR RIS,

BINGR (RiF WS E10") ELRFABAR. Eit, EAERHAIFERR StoreFront fRSS 28,
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

BRE! : FILAGER FAS BERAFH VDA it BHFIRURALGET FAS fULIEBRAFFIR.

« T8 VDA BER A IFERISEMILE VDA AT LUER FAS ERFEF, VDA SIREGAAE T BN
- EEAPBBRAFEISERL A B LUAER FAS B% VDA, BRSIREGAIZAF,

9NR FAS BRS52:89E5 VDA MR P RVEARE, WATUESRERINRSo
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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=AM : F57RH M Citrix Workspace 2SI B TSRS N IZAN, %32 Citrix Cloud BY, &
BILUERE AT Citrix Cloud B3R, ZE3ER Citrix Cloud fg, AR LUEIT EES) Citrix
Cloud"&B4% F Ry FEE B SN,

&% Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:
o Deploy certificate templates Tl

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Y453 Citrix Cloud

EBILATF FAS BRS528 5 Citrix Workspace %32 Citrix Cloud, &£ Citrix Workspace X &,

1. EYIRIREEIES, 7 &#3 Citrix Cloud T2F &%,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. ERBEERINR, AREE T

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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3. EHER—THE—RVEMED, ZEMEBLIE Citrix Cloud FIRFHUE, B X1F4E

AU SEME) Citrix Clouds

2, BB

&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

|

Confirmation Code:

POQESDAS

( Waiting for confirmation...

= aEB

4. EMREEIEETSE,

M THIFIRFEZPRER HIFRAE.
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Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

&4 Connect to Citrix Cloud — O X

5. tNREA, EREFIKF, ARTEEERE FAS IRSBNHRME, P& 48, ARXFWHIA

B Mo

6. £ EEMN 2o, ERMEMUEIENMM, BEH F—F
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Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

&+ Connect to Citrix Cloud — | X

7. 7 f8E o, B TR UUSER Citrix Cloud E#,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud &7F#f FAS BR5528, FRHEHERTEER Citrix Cloud tk P YRR E T1E Lo
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AHFASERS 2R AT AL AP IES, WIS IFREESIARCitrix CloudFCitrix Virtual Apps and
Desktops.

BT FF5- Citrix Cloud BYELE

MCitrix CloudiZ RN & MIPRFASARSS 28/, 0ACitrix Workspace XERFmL, 7EEER) Citrix
Cloud? &R A,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 35


https://docs.citrix.com/cn/zh/citrix-workspace/workspace-federated-authentication.html

KEEMRIERS

RRECE

ATHNNERM T ERATEREFMNIIERS (FAS) NESAEENEEEmM.

BXER
« FAS ZENMIIGIRENETESERME LEMECE —3
« MERRGH —XIRMT EE FAS FREWHIRE, UKiERE X B & HMEREWHNEMNXE
AR

AEFEF RS S AWIERSS

AXNBTELZHPHREERSIEMER (MSP) IMEHERES BRRIEIRS (FAS) T B, B X4
B8, B8R 8EFEREM | Citrix lRSB1RHERE Daas,

FoREZM

« T8 Citrix Cloud £ FRAUBE NEERZIFENR. BXFHER, BEHA ENEER
R
- BEIREMEP,-MSP X%, BXIFARESE, 5B ERAT Citrix ARSI Citrix DaaS.

BB MSP &ZF
1. & Cloud Connector, f& Active Directory 3R]} Citrix Cloud £,
Id &4 Cloud Connector fFAMEREEMZERES] Citrix Cloud,

IE S A HI2E X BXRVISE SAMEIRER > B/ TR A,
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B Citrix Cloud x e

< C (Y @& uscloudburrito.com/identity/domains

< ldentity and Access Management

Authentication Administrators API Access Domains Recovery

+ Domain | C Refresh | (] Show Unused Domains

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local coe >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v
iz AT J * )j
2. ’ITfiE/EH'* ==} gzl E. o
N N Lt s PN I
SRR, ARBL TS (.), BRE EERSE,
B Citrix Cloud X+ v = [=] X
& C () @ uscloudburrito.com/identity/domains e % O@
= | cifnx 2 o
© |dentity and Access Management
Authentication Administrators APl Access Domains Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local ooe >

Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v

Manage Federated Domain

Disable

WEEAHES +o ARRE HA.
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3. WIEX XAV S FETEAH.

WHBRANER, BERBEAZANZEGE, RIBRESESE SHMBREE > = T

IO X BEMI B B 1E7E TP B (/en-us/federated-authentication-service/2507-ltsr/media/fas-

verify-domains.png)

R[E] MSP B,

4. &I FAS BREZ 23 H IS EEM R Citrix Cloud,

7EFH BV Citrix Virtual Apps and Desktops #JRFTTERY Active Directory (AD) MAIZEE FAS, ¥
FAS E#%]51% AD MX BN R IRAE, BRI FAS IRSER, 1581 REMKE.

5 BREEPER
HEFRERER FAS
- ILEEHNEDIREIER (1dP)

PIREEFEF, %3 SMMHNER > BHRWIE. FEE)ZE0 1dP HBARAD 5 1dP [F
27
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« NIEFEH FAS
%3] Workspace E2E > B RIE, EREEBIRENEMRERIEHER FAS,

E A FAS 8 (/en-us/federated-authentication-service//current-release/media/fas-enable-

tenant.png)

BRI

TEMIBRTE P MBS 2 BifiER MSP IHZE— 12 MB, FARUNIEF B FAS, BHRTZ
HABEETF MSP 1, FAS 2%,

Azure Active Directory B &R
R

B 2023 & 7 B2, Microsoft E¥¥ Azure Active Directory (Azure AD) Efn$ 9 Microsoft
Entra ID, EAXRIH, {E{a#@&% Azure Active Directory. Azure AD B AAD Iyttt 5 IR 7E54E
Microsoft Entra 1D,

Citrix BX& B R I0IEARS (FAS) NEMABMEIZEIE (VDA) IRHE S5 F (SS0), FAS @it
[ VDA IR B FIEPRILI SSO, VDA fERIZIEFE Active Directory (AD) liIiEBEF 515, BF
VDA £iEf5, BEXEHZEFHRIUEENATIAH) AD FiF,

BE LN Microsoft Entra ID (ME-ID), HTE&EHY AD # Microsoft Entra ID Z[Bl#1T[EE, X&H
BRMTENEIEESEMN. AXNABTEMER FAS B, M VDA RIEAREBLILAT Microsoft Entra
ID By SSO FRBRVEIANECE, XA LR EFHILIEENFIAR]R Microsoft Entra ID fRIFAIN FTE
o

_[-=r .

p=3— W

FAS TRESHECERIRAIY SSO AT Microsoft Entra IDo
BREE FAS RIERIEB,

1B LUE PR AT ARY FAS,

IRR] A REfAIZ 45 FAS BY VDA R A,

. J

Microsoft Entra ID SSO AR BLEETRT !
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ME-ID B{3I8E3E VDA BiNALE VDA BE&MA
rE fEF ME-ID &% SSO £ ME-ID EFEBHEHR
IOE
BX& 3 Active Directory BX& 7£ ADFS EER Windows & HafR WS-Trust
B IRIEARS (ADFS) RIEIIE certificatemixed R4E R BB H
BXERE=H B MIRHEIER ERE=ZABEAAE ERE=ZABRAAE

« 3£EB Microsoft Entra ID 1a 218 P S 17 %IETE Microsoft Entra ID i#1TAYE, BRWIFAER
#1 Microsoft Entra ID S 155%1iF,

« B4 Microsoft Entra ID 18.2%5 Microsoft Entra ID BEBE NGB HRWIFEE AR H MM ERE, 5
i, EEMET ADFS SE=HFNREER,

- JEENAR VDA E50A AD #1 Microsoft Entra 1Do

BMmAESN VDA

X FEMABER VDA, #H Windows B4IIE (R4 EF AR Windows B238IES
Kerberos) SZILXT Microsoft Entra ID By SSO., HFF M VDA £1&H14[8)5 Microsoft Entra ID &
PN FAEFERT, i#{TX Microsoft Entra ID IS R0, FTEIERT &&FIMNSFHIILTE !

Federated IdP AAD
or ADFS
N
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2.AAD-protected | 5 Challenge 6 focos Windows
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

B AT & Microsoft Entra ID IH 2 EENE 2B SR,
B X EEB Microsoft Entra ID IS BERMER, 1581H TEERER,

3T FEXEF| ADFS B9 Microsoft Entra ID 13, 157f ADFS BR% 25 E/E B Windows &14303iE,
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M FEEEIE = S MRMEIERFR Microsoft Entra ID 35, FEXLHBRARE. BRRENIHIR
HIERF FREEB,

BT LUFABEMARE VDA ) HEEAARATFESIARN VDA, B2, FH FAS BF&
4 A% Microsoft Entra ID ERIFTSHEE (PRT).

ESIAR VDA

EANAR VDA EEANA AD #1 Microsoft Entra ID, HAFEFEE VDA, SOIEMU T I :

» Kerberos ZifEFZIE (TGT), BT AD BR#HITHMHIEIE

o TRIFSHE (PRT), AT X Microsoft Entra ID FIRH#HITH R I0IE
PRT 228 X AFPMIITENBNER. IRFE, ILEEMATF Microsoft Entra ID 415105k,

HF FAS i@id [ VDA IRIE RS AR #ITH R0, RIttRBELR T Microsoft Entra ID BYE
FIEPHN BRI FEECIE PRT, TERETRT 2RNMNBHICIETEE

AAD Federated IdP
or ADFS

3. Authenticate to AAD 3'. If federated,

4 An0 BT with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD A
with FAS user

certificate Domain Controller

Hybrid joined VDA

B{AAT & Microsoft Entra ID 2t BT 2B SR

I FHEEH Microsoft Entra ID 15, iEECE Microsoft Entra ID CBA., B X FHER, 1FEI% Azure
AD EFIEBHEHIIEELR, VDA {8 Microsoft Entra ID CBA @3 FAS IEBXMAF A
Microsoft Entra ID #{TE 5 1EF,
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Microsoft iR T EAERFIERER, BERKATTET FAS AFIEBERINERE
Fo

I FEXSE) ADFS By Microsoft Entra ID 18, VDA f/H ADFS IRZ25H9 WS-Trust certificatemixed
i, @I EFH FAS iEHME Microsoft Entra ID I3 EBF B3, ItbisSZRiAE Bo

T FEEESRE =5 B NIREIZFEM Microsoft Entra ID 15, BIEERERLIMNBRAR. BHIRERERE
AZNSEH WS-Trust certificatemixed Ifm. 1EHERIEN SRR KA,

IEBIAHHECE

AXNBTEEBMRRIEARS (FAS) SIERMANIM (CA) RSZBBFEMIHEMEIE, FAS EIEEEH]
BALIFHEPAZHELE, XLEHBER FAS 1211 PowerShell APl, 1555174 HRIEMHERZ
g, BN MEE PowerShell BIEARHNI,

71 FAS iBZ1 CA RS %
(T AR SRIEHINIEY, (5F) FAS SIRHRSIA Y FAS BRESA CA
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&3 Edit Rule — | X
Edit rule "hello"

Template

Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
PeEss Gl Template available
Template available

Restrictions

Summary

¢ >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IREERIFRE CA ZRDA TR Citrix_SmartcardLogon IEHENR  (FEEFN IR ZF A EENR) -

INRIEBFEABVED CA RATFAFRIIRMR, BA%Z CARITIREIEBMANET B,

BEARGREN CAHRITEULRS SR, HAELRSBRERENEIGES AT ERERA
CA.

PRI TR ER

EERAZ CABREB[ECE FAS IRE2RE, BPIEPERN2HRIFIEERRERN CA RSE:. It
o, MNREF—PBEEER CA RSB/ REMKIE, FAS IRZFIHUIRES— 1B CA BRE85.

B2 Microsoft IEHBIMAE N LLETT TCP iR

FAS {#HH DCOM ifj[a] Microsoft CA, DCOM {FAixM 135 RAIMIRS EEMFNHO. KINER
T, DiEORMESDEEN, XURESERMHAEZE N SEE 24, &k, Microsoft fefit T
— MBSO A E. Z1F Microsoft CA _FEIB&#AEO, EEFEFE > 5517 >
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dcomcnfg.exe MITFFDCOM EZEmEMR. EFITHEN > FHAYLM > DCOM EEBIUE R CertSrv 15
KRN R PG, #wiE CertSrv 153K DCOM W AZERFEN :

CertSrv Request Properties | 2| X |
| General | Location | Secuty | Endoorts | identiy |

DCOM Protocols and endpoirts:

-*T . dedf sl system protocols

¥ Select the DCOM network protocol sequence that you want to
Soy~  dd.Enterthe endpoint detals and cick OK when you have

Protocol Sequance: | Cormection-onerted TCP/IP

() Disable protocol sequence

©) Use defak endpoints

®) Use static endpoint 900

() Use intranet range of dynamic endports.
() Use intemet range of dynamic endponts.

ok ] [omes ]

ok ][ G ]| i

EWARL QLUAFRBSARESHFIEE TCP ixO5 (LB 900) .
EbRAIS, PAEEERFRDO 135 FMiKO 900,
EH BN Microsoft JEBMM A& HAI LN FB X,

THACE FAS RS88 (SAEMEMERIERMANMEIITEN) , X DCOM FH RPC %O 135
HITIHEME. YEFIHEEMER DCOM Y, EREETIRS 2 LM DCOM RPC BRSHiEK AR
IR DCOM fRSS 88, XRAAIRO 900 (TELLRFIF) $TH, #H B DCOM BRBEBRARIETE 1 i
ERERNIZIR .

A FIES
7E FAS RS SR RAPESE, APNERNNESRE. UTEHNET MR RS
™ FAS BRSS BFRULIRIE,
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FREY Active Directory AP35
BT AD FHIGFAFFIREMEIIXM4R (FIH0 .csv X)) , AIMSBHEBER, WU TREIFT

TNo

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser =ATEWAFFIRIIME cmdlet, BIEAIRAIEZE— LS, AFNIIHE
B UserPrincipalName B IXZ 7 “enabled’ B9 F,

SearchBase 2#48/)\ 7 7£ AD FIEZRAFBEE, MNREBZLE AD FWFAERAF, AIMUREL
Tilo

EHAEERREIRERF,

CSV B RGXHF
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Bl user_list.csv - Notepad

File Edit Format View Help

"USerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FAS fR5S35
LU PowerShell BlA<IRER S B804 Y BY A R 53R FF 612 B P IE B3R,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

© 1997-2026 Citrix Systems, Inc. All rights reserved.

46



KE B MRS

INRIEBZ FAS IkSS2:, WREAFRIEBREMRRX | —REXRSHEF, ZF—RELEREE

e

LERTRIBIAGE A T4 A9 default’ AURENI, SNREBRERIMN AT (FIE0, “hello”) , EELHAH

E/‘J $rule ﬂrx\%o

A1t E1& (/len-us/federated-authentication-service/2507-Itsr/media/fas-caconfig-rule-name.png)

4537 FAS #BHGEH

RB] LITEAENE FAS AP BYIER T 4:1T FAS 28GEFR,

5/ FAS BEEHIE
B Reauthorize A% FFTHY FAS IAGEFRIEK | EFIEN (/en-us/federated-authentication-
service/2507-ltsr/media/reauthorize-fas-admin-console.png)

EFETE CA LFobEIZIE R, BXIFAER, BERARNEKE B MRS,

o ERFHNESGERE, FAS RIERZIEPHEAREEAMN X BX, 2F Update the
configuration LUSFTRRAGE B S ER0FN X B, FHFECE (/en-us/federated-authentication-

service/2507-Itsr/media/update-the-config-fas-admin-console.png)

{&/H PowerShell
SERUTHE .

1. SIESHGES | New-FasAuthorizationCertificate
2. IETFHEAGERR GUID, R TansiR[E ¢ Get-FasAuthorizationCertificate

3. BHIAIEALES | Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

4. WIBRIBRYIZAGES © Remove-FasAuthorizationCertificate . MA{R{ER
DeleteUserCerts $false option , UGHETEF &G,
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5 FAS TBOFER FAS iEH

5/ FAS EEZHIA

o BEHIERNCEERARRRSOER. SRR RAIERMAAERN (REXXN FERRIE
PARBBED) o

*

& Citrix FAS Administration Console - connected to localhost — O

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

0 Deploy certificate templates Deploy

T S —

The required templates are dg :
&4 Deauthorize Service x

o Set up a certificate
This operation deletes all authorization certificates from FAS.

The authorization templates a
Are you sure?

Click "Publish” to publish the {
) ) ] Yes, delete all authorization certificates
o Authorize this servic

Also delete all user certificates Reauthorize

An authorization certificate is Also delete all configured rules

Yes, I'm sure | want to deathorize

I Deauthorize this service. I

Create

0 Create arule

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

o WIRAMBRAN, NMELUSEN FAS RERBIES :
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X

&4 Citrix FAS Administration Console - connected to localhost = O

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

0 Deploy certificate templates Deploy

The required templates are deployed in Active Directaory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service Reauthorize

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.

Q Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

HRESETREMUEBEARSEAN X B, 2EHEHEE LR SGER S &N X X,

{4 PowerShell
fERRLLT PowerShell sp SHIBRIZRAGEBFBEFIES :

$AuthCert = Get-FasAuthorizationCertificate -Address localhost

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

Get-FasAuthorizationCertificate REFFRFSGERBFMEFLIERBGERIERNSIFR, HEE
P4 1T Remove-FasAuthorizationCertificate ZBIGZE $Authcert HI{E.

BATLUEIE S DeleteUserCerts BHUIKEN false RMIFRIVAGES, EBEEREAHFAIUES !

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

-DeleteUserCerts $false

FARBABFIEBMA A FAS BT VDA BRMIIERIES, XELI] FAS EINEIEEER. BX1F
AER, BBIIL] FAS BREGEF.
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o« EALURINT A UMBRA A IES ¢

Remove-FasUserCertificate -Address localhost

b SR FAS BRS2FHIBRFAE B AL, & ERRAT

i

B BRBVIE B ERIED,

Y FAS NEREREMEP BRI AP IERE, EXESMER X BREAX.

BrRATLIEAN

BILUfEA PowerShell BRAIEK FAS #BAGER, XEATAHELZHIEBMANEIEBEYIEPES
ERMEZROEBRIAEL,

1. EfERAEERERE#HITIMR FAS ECEHAE, NSRRI INTE | BEIEBRRTIGEIEBMNA

M4,

o
9

4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

The authorization templates are published on: djw-dc.djw.local\djw-djw-dc-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certificate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O

X

Connect to another server  Refresh

Deploy

Authorize

Create

Connect

2. 1f FAS BR5385 _E/N#LLT PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1"”

3. WBITE FAS ARS8 E3IALLT PowerShell cmdlet SRAE BRI HAIZIERERIBNK -
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$AuthCertRequest = New-FasAuthorizationCertificateRequest -Address
localhost $AuthCertRequest

LRI

PS C:\> New-FasAuthorizationCertificateRequest localhost
Ps C:\>

Id : aBdab58f-aTel-U9bT7-abc3-6381c26a83a5
Address : [0ffline CSR]

TrustArea 3

CertificateRequest :

————— END CERTIFICATE REQUEST
: WaitingForApproval

ERERAMAIEIERH FAS BIVEARERE. BXFAER, BSHARE.

4. FHEHIEKE FIBIHEE
"$AuthCertRequest.CertificateRequest > c:\temp\authcert.csr
5. FHEBIERXMH (FELRFIF S authcert.csr) RRLGEAIERIANM, #AEFRK, HIREGE
Bz,

LUTFRNMSBEM AT A Microsoft Enterprise Certification Authority ; 3 FE M CA, 158 %R
IREY CA 1R T KEB,

o ERAVERBMANIMIRSSE L, FINEPER MMC BIESE T, ARESE
Citrix_RegistrationAuthority_ManualAuthorization #&%x, $AF%F 8 FliElR, EFE
R+, BRVMERH. ZFLRAIF, B4 Offine_RA, BMEAARE !
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Subject Name |

Server

| lssuance Requirements

Superseded Templates |

Security

Exdensions |

Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:

|Ofﬂine_HA

Template name:

Cffline_RA

Validity period:

Renewal period:

v] |

[ 2lfom

0

Directory

[ ] Publish certficate in Active Directony
[ ] Do not automatically reenroll f a duplicate certificate exists in Active

o FEEENEBIUA ARS8 L,

AILERMA TN MMC EI28 T, GRETIEBRR

SRR, ARRHEMRNIEBERIR . EEEEIEER,
« BITE FAS fRS545 LAY PowerShell S B1R R THEAUTAR, FIERBERIFKIELZRE

BOIERMAAAN :

certreq -submit -attrib "certificatetemplate:<certificate template

from step 5a>" <certificate request file from step 4>

fan

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\temp\authcert.csr
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PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-UE2D-UBSB-9LUFA-C25L192D09C6}
ldap:

B AT RES M EBMENAFIRE . tRAIPRSEBMANAENERT DCOM (T
) FHTTP (E3B) M. WIRATH, EiEF'DCOM’, AFREHE" !

Certification Authority List ? et

Select Certification Authority

CA Computer
diw-diw-dc-CA (Kerberos) djw-dc.djw.local
Edjw -djw-dc-CA (Username) https://djw-dc. djw Jocal {djw-djw

BEIMEBMANMEG, R FTEAHET RequestlD :

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-LE2D-LUB8B-9UFA-C25U192D09C6}

ldap:

RequestId: 358

RequestId: "358"

Certificate request is pending: Taken Under Submission (8)
PS C:\> |

o EIEBMANGARS 2 £, TIERBANA MMC EIRRcHh, BHEERIRR. HEEK
D, AEARBETZIFRAEE MR
o EFREMEMNER TR, HBIEMARIESR (&K ID BME) o WEFTHIER, EFF

MERDEDT+, BHERBXHE . FEHNERSHAES . BHT—F. AXHEBREE
LU TR
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

IR IR BIBEATAE - PKCS #7 iE$ ((P7B)’, HEXTUATMNRARE, FIRIEHHK
ZEHRMPREIER"

6. HFHENERXHE & HIE] FAS fRS28 Lo
7. BIETE FAS IR FHIALLT PowerShell cmdlet, J¥:EAHAEB S A FAS ARS8

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile <Certificate file from step
6>

fuan -

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile C:\temp\response.p7b
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PS C:\> Import-FasAuthorizationCertificateResponse localhost
C:\temp\response.p7b

Id : aBda658f-aT7el-U9bT-aBc3-6381c26a83a5
Address : [Offline CSR]

TrustArea : Tababléb-e5ac-U2Uf-98d5-eclaebcl3d07
CertificateRequest :

Status : Ok

8. K& FAS BIEEEHIS. BHUIET FAS M ERERN,

&4 Citrix FAS Administration Console - connected to localhost = O

X

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:
0 Deploy certificate templates Deploy

The required templates are deployed in Active Directary.

Q Set up a certificate authority
The authorization templates are published on: djw-de.djw.local\djw-djw-dc-CA.
Click "Publish” to publish the templates on another certificate authority.

o Authorize this service R .

Am authorization certificate is configured.

Deauthorize this service.

Createarule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

“RAINLARSS 5 BEN0E — MR E 8 1ERIS,

9. BILIBMNMLEEE, BXEZFMAER, BESHREENN.

BEXER

- RENREXER FAS RENRBNEESE AL,

- BRMEE SRIERS BEENEEREM L ERHTT B4
+ BB A SEBRREXETNE,
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FhEAERIP

&

FAS IEBEHETE FAS iRZB 2 ERERANIEES, 5 FAS iEH X BXaVFLAFATFHETE FAS ARS23EYF
LIRS T BIABRT, XERHFEBARAISHA 2048 i RSA %30, 7 Microsoft R HATE
Bt HIEFE B FGE,

{# 8 FAS PowerShell #5455 PowerShell cmdlet, BT EXRFAIANBIEMZEMNE,

FAS ECEFIEBEFHETE FAS RS8B4, BUEARTE FAS RS EIHE,

7£ Citrix Virtual Apps and Desktops 2411 Z &i8Y FAS frAH, FLAAEMEEL RIS
%programfiles®%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config. 4%bEY
XML XHFREER, XEBM PowerShell sp5EUY, PowerShell s migt T EARNRENE, HETL
EEHEE FAS IREB[ENAIN A, IthH, 5 XML XH&EBRRE, FH PowerShell #{THEEBTE
FAS BRSEBHARNZRE. Hit, FEZFER XML XHEHITUTIRENEE :

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp
e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength

IEE5)“ M Citrix Virtual Apps and Desktops™ 2411 Z BifY FAS kR AFL ERS (#upgrading-from-

versions-of-fas-before-citrix-virtual-apps-and-desktops-2411),

X F FAS iFBHIRIRMER
FAS 1SS TMARNGES | IBAGES (CBERE—SF) FEAIES,

FAS RZHGEHE B EMAAEEIERAE (RA) IEH.
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FAS EIEKIEBIERIEBRENR, S F—TFml. R FAS FEIEHIERFPIEE T IERBIT, BER
BEEERAR. FAlLtt, FESUERIEETREM FAS ZHMIERIER, FHRRNELRERZM
CAERRNER. FIaN, ERIUERERESRE R,

FAS $#ZBUEH
I BEREE FAS BYRIEE, EAILUER FAS BIRIEHIS B0 S EFRAU R H K15 KT
BEEH,
W] LAER PowerShell in4y, XLappiet T EANRIEM ¢
* New-FasAuthorizationCertificate : lt@RBEITTHE FAS BIEEZEHIGHEL, FARIZAET
A LIS EEFEBOTIZ P B I PIRER.
« New-FasAuthorizationCertificateRequest : IERSAIBAGER IR HYEEK 5 BRI

o

BRAGERBERBIN RAES, B FAS FE0EMIE, AKRAFABERIESR. ZEBEEERNE
HARIERHERRE", RDIFEEEK FAS AP IERNBERINERE.

FINBERT, EREEERUTRR
» Citrix_RegistrationAuthority_ManualAuthorization : {#HILIRIREIZIIEREIGEIEY
B4 EERRE, BT5/SRNEE
e Citrix_RegistrationAuthority : {ERIEREIZIVIEBERIRKWNEMHEA, HH FAS iR
Szt
TIFAS 2FEUTHE ¢
1. FAS BIZ2—1EAX, A CA BXIEPFLIER (CSR), 1EEREAMHLRIAMIENR

Citrix_RegistrationAuthority_ManualAuthorization o
2. IBEREIIMABERME CSR HIH CA EERAF ot 4,

3. —BE CAEIEGIHET CSR, CARMREIE—ES, FAS RFRIZIEH. IEHIERHAERE
%E_l, ;.\E_BE) #E‘y}zﬁzjzl'x—ltijgﬁo ﬁﬁﬁ’é; FAS %%ﬁ%ﬁiz'i«m:ﬁ&ﬁ@%ﬁ}jo

4. FAS SIS —1&EAN, HME CARZXEZ CSR, EEMERBIMHINBANRR
Citrix_RegistrationAuthority . ZIEKH _E—FFHNEBENHES.

5. CA BEpfiRIES, FAS HFRIEF, FAS MEERFGRMN. FIABERT, ERSGEBHERURN
Mo

FILAfERA L PowerShell s B EE BT RIZRIEREIFIERMNANKE !

Get-FasKeyConfig -Address localhost -CertificateType ra
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FAS FFIE$H
FAS RIEZRFIEPRLUSBE R EF3 VDA,
Y FAS SIEZRFIFRE, E@REUTHE .

« FAS RIEZ—1EHEY, FHME CAKiEZ— CSR, IBERANNAH. BREMR, UKRERIAER
T, M citrix_SmartcardLogon (FREMERERIEER) o

CSR fF FAS RGP E %,

« Citrix_SmartcardLogon 1EHREGMALZEK Application Policy: Certificate
Request Agent » FHTFULEMEFET FAS BAUEFH, CASBEMMAAFIER,

FAS I0ZRIEH, FFHEEMETE FAS RS 88 EAVERANBUREF,
RIMBERT, IEBNEREAN—RE,.

BE, APIEBRHEMHLS VDA UBARER,
B LAERLAT PowerShell e EE AT EIEZaEREINEBAXNHNLE :

Get-FasKeyConfig -Address localhost -CertificateType user

FhEATFHEE
FAS TR TE T =277 oA A 5% |

o Bt EEEAMicrosoft MG BEAFMRMER, CEIRHEHITRIP ; BiEFHEERE L.

« AMEFEEIER (TPM) | TPM BRI EN ERYIEEREY, BRI ELNEEZFIRIEAIEL
TPMo

- BHRZLSER (HSM) | X2—MEBANSHMEIRE, SEREMEFMEINERSH.

AXTES,

5 FAS EAGES X BXBIRA RS 58U, EWIEBREIFRE R ANERARNERAFBIES
BRo Hit, FHIIERBERAERTUENERAFPEZRIFE,
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BILUEZE Microsoft CA LRS! FAS IERGEPMIAIR, SIEAUMAIEPHERE, B2RE
TROEMRAIE,

&k, FAS SUIFEIRIIECE RAGE B AP IEBavFARRE M,

—L B AVER BN T
BREHER BPIEH#ER &
LALS LGS RINELE
TPM LR BAGEBEAEA R
HSM HSM FRBIEBERE B BRI

FEVHES TPM BFHBFER, (¥ TPM BFESGERER, WRETHEEEIRETS
iB1T FAS BRS588, BB WIENEERFHNEES R TPM E#lt.

Z4PECE PowerShell &%
EFAEEBERXNGST ¢

* Get-FasKeyConfig
* Set-FasKeyConfig
°* Reset-FasKeyConfig

e Test-FasKeyConfig
BEXFMER, 15BI% PowerShell cmdlet,

BNMBARPIEBNRPEERINIIM, B certificateType BEIETE. Fla0, EHREUERFIGIE
F (RAED) BIERNFLIRECE :

Get-FasKeyConfig -Address localhost -CertificateType ra
ERAVEK AP IE I EARFATARCE !

Get-FasKeyConfig -Address localhost -CertificateType user
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&AL Set-FasKeyConfig #1 Get-FasKeyConfig RIGBMICEU TR :

= RRIAME AR

KE

GIE:

AR 2%

AT AR R
(KSP)

2048

iy

iy

R

AL BRI E A
B, #ER, &
Microsoft &1k GUI
/1, Cryptograhy %
MFR8E T *RIVE
AR WIR FAS
REENEAKENF
BERPIEE N R/NE
AR/, W CASFHE
£t CSR,

XF RSAEH, K
FERLIZ 1024 fi.
2048 fiI8k 4096

fiLo

3+ ECC &, K
EELLE 256 fi.
384 fiIgy 521 i,

ARSI UMELR
HiEFS L.

IEEEMRNNE] FAS &£
FXBYFAEAFRIR TRV AT
%o ERRAIRIRTTE
HIZRAN GUID ARk
B0,
MyPrefix70277985
-6908-4C6F-BE59-
B08691456804 o

SR A true, MIERL
ECC #5835 ; &/,
4 RSA ZAT,

MNERA true, FAS {E
A Windows
CNG API, HBE%M
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=3 BINME
B HEE Microsoft {247
FiERERER
CSPEY 24

AR
£ Provider Bt
187 KSP,
AR A false, FAS
fEFIHAR CAPI
APl, HEWINTE
Provider B4H357E
MERSEERER
(CSP). Citrix 1Y
f5F KSP,

BIEMEFEZR AR
RIMERSIN. &5
MEHUESEUIEE
TPM 2 HSM, HSM
B KSP (3 CSP)
FH HSM Lz
&, MR ME X
AIREERHEURIE
HIZF BRI ER,

X KSP BHIRE
7 false B FHE %o
EHNZ

Microsoft
KeyContainerPerm
issionAccessEntr
y.ProviderType
Property
PROV_RSA_AES 24
o WIMIAL N 24,
PRIEEERERTE
CSP By HSM, #E
HSM N E S B
TEo

tk%}, Set-FasKeyConfig B] 5 LU NF X —itcfEA, UG EIRIE -
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*l]_‘l N

-UseDefaultSoftwareProvider

-UseDefaultTpmProvider

PN

¥ Provider EM1%E /9 Microsoft Software
Key Storage Provider, 3% KSP FERIEEH
true,

¥ Provider B £1%E /Y Microsoft Platform
Crypto Provider, ¥ KSP FERIEE N true

[e}

Microsoft Software Key Storage Provider &% B FEKE L QIEMEFHEEHIIRERER

Microsoft Platform Crypto Provider 2i& % AT 1E TPM HFeIZNEFEZHNRHER.

Get-FasKeyConfig if Bt FE, BEITFHWIAEEERABMNMRHEZFMEE !

FE

IsDefaultSoftwareProvider

IsDefaultTpmProvider

Bk

aX

WMRA true, MFRTIREEF
IRE N Microsoft Software
Key Storage Provider B
KSP FERIZIE N true,

WRA true, MRTIREREF
IZE A Microsoft Platform
Crypto Provider B KSP %
ERIZE N true,

RSA &G RSA %A
(EllipticCurve B4
false) .

ECC &R i¥E&E ECC %%A
(EllipticCurve B H

true) o

&I LUfEEF Reset-FasKeyConfig JH&EIRE AERIAE,

Reset-FasKeyConfig -Address localhost -CertificateType ra

Reset-FasKeyConfig -Address localhost -CertificateType user
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JFEAECE (£ Set-FasKeyConfig BY Reset-FasKeyConfig ) FRfHIEXSIIEINF
F#HEIENIER. B2, EEFARAEENNEENAAFIEBAZ M,

B LUBE N EIEESI S BUEIRI FAS BRSS, S@1E BUBRI FAS HfliFR FAS JIEH #1EH
PowerShell g55 IR E IER,
FEHMPERIATS Hal AP BREENTIE R BRI W ER.

EEA R

T8 INTAITR, BEEEN FAS IRS ZRIEARMAY PowerShel IR EZEFCE, AANMEIERAR
EEC B B BRI,

MREELRABEBHRERRIFENIA IS, AILLEE 1F FAS IEF M BUERN FAS FH#lFx
FAS JEF FFEMIER,

SNRIEH FAS BRSSSAT LAMERE S, BEBEHTTEE EESETFHET PRI 4P R0
Bl 1 - FAPTEEPEFEME Microsoft GBI EFERHEF D
BTXERIARE, FILEEFHFNECE,

WMRBEENR T RIPERE, AIUAERU TSR E 7EH Microsoft Software Key Storage
Provider :

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultSoftwareProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

f&AILAfEA Reset-FaskeyConfig 1k & 79 Microsoft Software Key Storage Provider, &4}
R HMEPEEIREME NEIAE,

7B 2 - FHEBUERERFMETE TPM
Lt RBIRER T 7 FAS IREGEBEHAEMEE TPM (WIEESER) &+, MAPIEPREAEEE

Microsoft Software Key Storage Provider /&1,

RE FAS A EMR TPM RIFESANAFIES, EXTAREREMS, TPM BEHFAIEREXIEN
RAR\BRHo
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{EBLLT PowerShell ;8% :

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultTpmProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

7 3 - AT EEHTEFEMETE HSM

LR BIBA Y R HSM EERBGEBMAFIEBHE. HRFAREBEERE HSM. 28 HSM #E
BIRIHIZF . H/a0, HSM Vendor Key Storage Provider,

fEFLLT PowerShell 8845 (RFRBIXABERAIER HSM 1R HIZFRISKFRTT)

Set-FasKeyConfig -Address localhost -CertificateType ra -Provider "HSM
Vendor Key Storage Provider"

Set-FasKeyConfig -Address localhost -CertificateType user -Provider "HSM
Vendor Key Storage Provider"

Bl 4 - EFRTEhZER

AIAMBST, FAS Eal RSA#EHo FEURAIF, BRSGEBMAFIEBEEE T HE /L% (ECC) &
Ho

R BIERARENERKE, BBGERECEN 384 U#EH, BPIEBEREN 256 iIFR,

Set-FasKeyConfig -Address localhost -CertificateType ra -EllipticCurve
$true -Length 384

Set-FasKeyConfig -Address localhost -CertificateType user -EllipticCurve
$true -Length 256

LEEY, #RANFMAFIEBIERATBERW CA B4, KA FAS IERRIRFIR/NERRNRINKEN
1024 fiL,

i, WFUHRE, FERNTARAESERPHR/NEARN

e Citrix_RegistrationAuthority_ManualAuthorization and

Citrix_RegistrationAuthority : f¥&/NFIHA/NER N 384 (FHE/))
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e Citrix_SmartcardLogon : SFER/NFFAXK/NER N 256 (TE/))

BRIERN, 1BIE1T mmc.exe , AEFNEBRIREERR T, HERIRATAERM. &/)\ER
A/ EN FAERE MR I T+,

#A ECC B P IEBIXFEBTT Citrix Virtual Apps and Desktops 2411 58 S hRA<HY
Windows VDA £, Linux VDA R ECC EH,

MiAFA AR E
RE set-FasKeyConfig fHRHIT—EINIE, BYRAREIRELRNEARE. flal, ErATsEi
HSM RIRMAZEF BITPIE T iR, HELIEENERRKE A RAREMH .

745 Test-FaskeyConfig FAJLURMEEE), ©RIAEAIREAKECIER AN, HiREMINEK
Mo MREREHRE, FHRERERRNIET. NRMY, BHIRILENHER.

LUF PowerShell sp 523 3UMNRAIRIFI B P R AR E -

Test-FaskKeyConfig -Address localhost -CertificateType ra

Test-FaskKeyConfig -Address localhost -CertificateType user

I FAS BrSS a8 eIEMNE, XN TARNNAFIERLIZENE CSR ¢

Test-FasCertificateSigningRequest -Address localhost -UserPrincipalName

user@example.com -Rule default

J¥ <mailto:user@example.com/> &5 Active Directory SBEFAIESS UPN, FAS #MNEEH%
7 default, B2, MNREHFLENASEBEVEMIN, BIEEZBT.

IR CSR FTh, FAS HEFLEMBIER,

KE FAS iEH
BT PowerShell K2 IE R M H BT X BEAFLSATEAE (IR,

RERBGESR
ERILGEE B FAS EIRZHI S RHRAGER SRR EERDOES !
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& Citrix FAS Administration Console - connected to localhost = | *

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

e Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on ancther certificate authority.

Q Authorize this service [ o
An authorization cerlificate is configured.
Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish touse this FAS service with Citrix Cloud.

B2, BIRNEFANER, 15 PowerShell :
Get-FasAuthorizationCertificate -Address localhost -FullCertInfo

FHREIZNFE, 2FE PrivateKeyProvider, ERaSiE BN EFMEUBRRHIZFET.

PRIVATEKEYPROVIDER BIAFHEUE

Microsoft 24 IR FEIRHIER BIAEEERE L, = Microsoft IR EIEF
BRI

Microsoft ‘F & MR HIZRF RIRATEMETE TPM (BB ERD) .

HSM L B HEMERRERER ((NFRRA) FREMETE HSM (IR BIH, HNERE
##2F %8 HSM Vendor Key Storage
Provider)

KREAFIEH

IEEILURAN T A VIREY FAS ARS8 ERFRIFRE A IERYIK !
Get-FasUserCertificate -Address localhost -KeyInfo $true

Keyinfo 28 ERHEEE X SIEB X BENIANEZER, 552, PrivateKeyProvider FE&35
TSR XBNBHAMNEFEELE (B X IIENSER, B8RLE—T) .
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BRI LERASMENESE (Flg0 -userPrincipalName ) THFEREIRIERE,

R EEAERFERE PEM HIBAFIER. MXAEHE .crt XHH, AEROTHFER
Windows IiE$H GUI B/RIEH .

k) BiER
$CertInfos = Get-FasUserCertificate I RPAEEFEEZS AP IR

-Address localhost

$CertInfo = $CertInfos[0] FELRFIR, FINEFEE—TBPIES
$CertInfo.Certificate > c: ¥ PEM #iEBZEEEZWE .crt XH

\temp\user.crt

c:\temp\user.crt 7£ Windows GUI $TH .crt Xff

M Citrix Virtual Apps and Desktops 2411 ZBifY FAS hRA<F4%

£ Citrix Virtual Apps and Desktops 2411 ZHil FAS lrARF, FIFBM @I RBATUATMUERN
XML XHREEER

%programfiles®%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config

XEMAX I HIEIRE PowerShell (e EUL, XEMSIRMTEARNREY, HFETLTEEHEDD
FAS AR 23B0AT R Ao
9, 5 XML XHIGERE, {EH8 PowerShell ZeHIERETE FAS IREZSBAHENESFE,

EFARCEE X B XML XHgBI TR, HEHEMERNA PowerShell %1 (40 Get-
FaskeyConfig # Set-FasKeyConfig HRFRA)

XML XHigE XML M{FFREYRR POWERSHELL A
ME =30 8]
Citrix.Trust 2048 KE -

Fabric.Client
SDK.TrustArea
JoinParameter

s.KeyLength
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XML X{5FigiE

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.KeyProtecti

on

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderLeg

acyCsp

XML &SR
AME

GenerateNonE
xportableKey

&

POWERSHELL

FRm

-Exportable

-UseDefault

TpmProvider

-Ksp

AR

o B
-Exporta
ble K&
73 $true
KSR
NoProtecti
on
pEPURRT
-Exporta
ble &E&E
A
$false
LI
-Generat
eNonExpor

tableKey

BEIEE
-UseDefa
ultTpmPro
vider FF
* SRR
-Generat
eTPMProte

ctedKey

B -Ksp
REBN $true
kLM -
ProviderlLegac
yCsp false

-ProviderLe
gacyCsp @it

& -ksp &E
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XML X{5FigiE

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderNam

e

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderTyp

€

XML ZEHRERR POWERSHELL AR
INE =3 8]
7 ¢$false ¥
SEIR true
iR
-CspType

XML E2EBRINEF] PowerShell BRIABETEIIRE LREFERH, R, BUNERT, LARAMUR
Citrix Virtual Apps and Desktops 2411 Z BIRRAH FAS £ BIE A E 4 BRI,

Eitb, MNRERER XML EBEXHFRBIER _EMIKE, NEFAR FAS BEFHRITEMEE,

B, IREERTEMLMRE, FRUATTRALRFAS !

1§ FAS BT IR ; 4P 1ET

o HQEIE1T FAS ZERZRFEIATRMA LR FAS ; A%E, FRrEUEIRNRERNASBIE XML XH
F, FETERE XML XEF#HTEE,

« M PowerShell i545 Set-FasKeyConfig (40 ZfAACE PowerShell 5% HFmt) RIBFE
IRIE FAS FAERECE ; ZE RN AP IEBrFARIILE,

« MiAEECE, 20 MEHFARECE FPmd
« { FAS RS 2R H4EPIET

TRFRES, FAS FhSAECEIRERRE, THFEREUEMAFHIRIE.
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INEEIE

5 FAS APIEP X BERFARE R 2T VDA, K, 2 VDA EEFERBFH FAS IEHEY (Fit
RHETER VDAXZETRIENGER) , MBEBERBRITIELOIEER) FAS RSE3H. XiRaTRE
%, RARIPXKEREBIF FAS BiAEFEME (TICRUGEE. TPM IRR HSM) o

£ Windows VDA £, XZ&37E VDA EEA—HRMERRSLIMB, AHINEIBERINBIEF
BIERGABRHRE IR FEEZZEE R FAS AR5 85,

7£ Citrix Virtual Apps and Desktops 2411 Z g, RHEFEMBRSEMEERF (CSPs), HAMNATE
FARIERFAE I AR Windows CAPI API #1TifiR), XEEREEFE !

e CitrixLogonCsp.dll : BT VDAMEBESER

e CitrixvirtualSmartcardCsp.dll : HBHFRIERNIEH

M Citrix Virtual Apps and Desktops 2411 744, VDA LRI T ENMBRIRZMEIRERERF (KSP)o N
REFMIRERFRIDELKHH Windows CNG API 15 alX IR IETEF., FHIREERR

e CitrixLogonKsp.dll : BT VDAMEBESER

e CitrixvirtualSmartcardksp.dll : HBFRIERNIEH
KSP B—MME Windows N BREFAHMERENERARLSNX, BRETEZSIIEE. fi :

o Y ECC BRAMIEH
 TEHBREELHE (PSS) EFR

2028 FAS # VDA #R3i&1T Citrix Virtual Apps and Desktops 2411 S{E m kA, M{EA KSP ZizahI2
(EMBiT#7 KSP #HITImIZRNIE) » BN, RFANFEIREMFERIRRR CSP #1724 8,

M KSP 2
MBHIMAERMBJEDMERR, TR KSP T2 IR, LEHRLEHIAM CSP T2 IE,

fEFLLT PowerShell :

Set-FasServer -Address localhost -KspRemoting $false

HEHIRT
X ER FAS RS BRMREHTERE, BEEFLEFAPER,

3 FAS Qe F4PIRTURY, UTERER !
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3 Workspace 5% StoreFront™ {EAE A NN BEFHNEEBHFFIN—E37EA FAS B,
FAS RIETRHEAFEIPER ; ARH HIUETIEZERREN FAS RS 235K thEH KR,

« ER—IRERSVITARSIETE, FAS E4PIRIVTIARITFERIIZAPIES. Ritt, FTLGEEREN
REMEEREERFIER.

« B2, FRIMEAFIEBES) (FlE0 VDA BRIFFAER) AR,

RERARDFEICIZBAIER, EEERMALUER PowerShell &5 (FI80 New-
FasUserCertificate 3 Test-FasCertificateSigningRequest ) BIZERFIEH,

ERAEEEFE
& Citrix FAS Administration Console - connected to localhost - 0 =
Initial Setup Rules Advanced Maintenance mode is ON Connect to another server  Refresh

Maintenance mode

Enable maintenance mode to prevent StoreFront and Citrix Cloud from selecting this FAS service

¥ Maintenance mode

{8 PowerShell
¥ FAS IR 2B THIPIRT, WA ¢

Set-FasServer -Address localhost -MaintenanceMode $true
It FAS RSB23BHAEIFER (I8 EHiE1T) , TR

Set-FasServer -Address localhost -MaintenanceMode $false

BXER
« REMECE B FAS REMEBNEESZ KL
- BIK FAS BRETE BXE B MRS AREMELE XERHITT B4,
- HREGEXETE aRiE XEFNE,

ZEMMWKERE

BEA B 1R U0IERARSS (FAS) 5 Microsoft Active Directory #1 Microsoft IEBI &N ZRRER. EMHRIF
RARFRESNEENRP, HHERL2R, MEEEZEHERSEM X BEMESMPRIEaIAR
=N

AHEELDR T BRE FAS HEZ BN 2R, Eilfht T A A B FRIPERIERESMAITEE.
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MEFRERNZ M
FERRT FAS BETERNEBAHENRLNR,

FAS lREHRERE X BEMSMN 05, URIEBMANMFIZIESIER. EEXSIFESR, Citrix
Gateway # Citrix StoreFront @HITHAF S IIENAH. 5| A FAS AaLmEM Citrix Virtual
Apps and Desktops™ £A 14,

ERIRSE 23 Y BIE FR (/len-us/federated-authentication-service/2507-ltsr/media/fas-security-
network.png)

ARS5 8% i

BXEB MRS 3£ 8 StoreFront™ #1 VDA I Kerberos &4
B HTTP [in], DCOM % Microsoft JEH5& #l
# [out]

Citrix ¥ % KEZFPIHITENM HTTPS [in], HTTPS 2/
M StoreFront 5525 [in/out], HDX % VDA
[out]

StoreFront 3B Citrix Gateway BJ HTTPS [in], HTTPS |
Delivery Controller™ [out], & Kerberos Z&
B HTTP % FAS [out]

RAFHEHIZR [in] 3k B StoreFront ARZS2589 HTTPS, [in/out]
KB VDA BY% Kerberos ZEH HTTP

VDA [infout] 38 Delivery Controller B9 Kerberos
ZEMW HTTP, [in] 38 Citrix Gateway HY
HDX, [out] E| FAS 897 Kerberos Z£HY
HTTP

Microsoft JIEPBHE A [in] 328 FAS B9 DCOM

StoreFront 5 FAS Z[E]EE

« 250 VDA BY, StoreFront BRS5EREAR FAS ARS8 LUFAEN— XM EIE, Citrix Virtual Delivery
Agent (VDA) BEIEIFF B REAF.

 StoreFront fEFAET HTTP BY SOAP EEE] FAS, BRIANBERT, ©EARO 80,

- ©fERAEE Kerberos #ITERINIE, HEAREE FAS fRZZ2389 Kerberos HOST/fqdn B3 MUK
StoreFront fR5525HY Kerberos &K &7
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- BIERIERERRAZEMEHTNE. THFTHECERRIERME.

VDA & FAS Z[alf)E(E
Y HDX™ &%) VDA i, VDA £2B£R FAS IREZ 2B LUERIES,

o VDAERAET HTTP B9 SOAP EEE] FAS fRS385. BUNBRT, BEARRO 80,

- EffAMEE Kerberos #{THMINIE, HHP TS FAS ARS52717 Kerberos HOST/qdn &1 MUK
VDA K Kerberos ItEN &1, L, VDA IRt SR F8EHIRIEBMALEA.

- BIEERERRZEEME, TETMNECERAERMNE.

FAS & Microsoft IEH & HH9:2 BIHYE(E

SAFEE VDA RS, 1R FAS fRS&EKRABZAFIES, WERSIEBMANMERELIEK
IEH. IEPMANMER FAS BRSS et ARETEMREILRERR CMC BUES.,

« FAS %323 DCOM & Microsoft IERMANMEE, B XxAAHIHANER, B8R
Microsoft {14,

. ©{#E/A Kerberos #H{TEHIEIE,

Citrix BSFBF R IIERRSS S Citrix Cloud™ Z[a]A0%ERE

INRIREE FAS E#EE Citrix Cloud, MRRY FAS IREZ 23 EENS@EIE HTTPS w1 443 xR LR
ik,

S PN
- ERAFIKP T51TH FAS BIEZH&

*,cloud.com

*.citrixworkspacesapi.net

o B=HBMIRMEAARNMLE GNRENIFRHERTE=H SR IRIER)
- MRS KA TE1THY FAS BRSS !

*.citrixworkspacesapi.net

*.citrixnetworkapi.net
Citrix Cloud H# :
- FAS BEEZSIE, TAFKAT

o *,citrixcloud.jp
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*.citrixworkspacesapi.jp

o B=ABMIRHEFAENMN (MREIFERER)
* FAS fR%, EMSKIRSHKFAT ¢

*.citrixworkspacesapi.jp

*.citrixnetworkapi.jp

NRERIFRT S NIEMRS SR, 5ER FAS BEIEREH ortutEcER P AR, 1o, BHRERER
netsh B3 T B ECE LR ARSS bk Bt,

E§El§\
B X RIFEM Citrix A zE@ERNER, BN TXE !

« Citrix Virtual Apps and Desktops - Z& ¥ 2 EIMM & ELE,

o {RIPIERY StoreFront BFE,

REAREM
FAS EAEAHMIES, AFEAEIEAREEMEES, REHTFHENSHRHE, R
1 FAS BRSS 385 IR ELATR,

ZREGERAE
FAS @3 78 SRR ML BB FIER. Microsoft IERBMANADSIFZREEMAIE. IEBZERU
RGEMAER A EHFRIEBAF
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citrixtest-DC-CA Prc

Extensions | Starage Certificate Managerns:

General | Policy Modhde | Ext Modude
Envolment Agerts | Auding | Recovery Agerts | Secuty
For more information see rol A

() Da nat restrict enmliment agents
() Restrict errclment agerts

Enralment agents:

&R AGE R L IHIFER A LR

o EMAERFIRINGE FAS RS 88

o “IFBERTIRINEE FAS &R,

s “HRFNRTZARFER FAS AR, HIf0, EiNAZEM[ Administrators 3¢ Protected Users 28
IR+,

VhiREEI5IRECE

o0 ECERL BR3Pk, RAZECE StoreFront ARS38875R, XLE StoreFront AR5 2R 7E A& IEHEY
[ FAS WTE AP 815, R, EaIUBREIRMILE A P A IEB UK A TR A A HLE VDA T+ E A
TEMIIE, tLINEEREEBIVEMIIRAE Active Directory FIEPMENM R £ INRERIA o
BHASEISE

FAS BRSS 884602 K B StoreFront ] VDA RUE AiEHE, FRIESTTECE, BNERM%O 80, B X
MEZBENEZER, BERANZERENNRZEM,

FAS ZEIZRF AJ LUEEECE Windows PiAtE. B XIFAER, BEHFAS RERZF LT,

B FAS IRSZ830
FAS RSS2 BIAERAKRO 80, FRIMUBEENX KA -
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BRI LU FAS BRSS 238w O FE R NIRO 443, BXAEEH FAS FHEMMY. BMEREERmO
443 F, FAS B R{EH HTTPS,

1. 7 FAS fr558s LT T o7 !

"C:\Program Files\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe" /
SVCPORT [port] /CONFIGUREFIREWALL

¥ [port] BMANEHRLFEANKROS,

/CONFIGUREFIREWALL FFX{EETEH Windows PHANE, URFEISE O FEITEAERE,
2. EFEEI FAS BRS.

3. TE FAS ARSI RP, FH FAS IRF2IVRUSFiHO (FU0 fas.example.com:
[port] ) o

4. TFEREHEE FAS BR$S23. StoreFront #1 VDA (fI%0, f#H gpupdate /force )

EHAEERE
FAS #1 VDA FHE2E A Windows E4HE. LLAEABFEZEMEITHER. (/zh-cn/federated-

authentication-service/2507-ltsr/config-manage/troubleshoot-logon.html#fas-event-logs) #5457
TRIXERNEHFHESRE,

R SER
FREMAIR, SE FAS MARIAFIERER, MEMBRSIKAFEATASHNA, NRENE
EREEK, FAS XFEEAMEBRGLTERIR,

B[ LUfEF PowerShell ey B TEABIMBER B, FAS EAGERFAHANAFPIERERIUERRRE
BB, BXESFMER, BB (/zh-cn/federated-authentication-service/2507-Itsr/config-
manage/private-key-protection.html),

EERR

MEEERI AU TILA !
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e 2] RS
A EER EMAR L RHRIPIEBER
IEIE R FoEHRIRIGE
IERMANMEERR FoEIE B A
FAS BIE5 LRHECE FAS IR
StoreFront/Citrix Gateway B2 5 ECER P SR
BANEMEE™ BER AcE VDA F#EHlgs

BN EERENBAREEENARSE, MMITITFRBIRETT ERFIPRY

HRIRIZE

E1ER FAS HEN @S AFRE BN RS S -> FQDN'EHRFRHITIFIN, LR FAS IRSZ S,
BFIRSISIE FAS ARS8589 HoST\<fqdn> Kerberos 519, FrEIE] FAS IRSZ 2RSS BTN
HEIMZRS | ECEERAY FQDN ; M, StoreFront #1 VDA FIREREXZRAEAI FAS AR5,

Citrix I FIRHRIFIA BN AR MR, LBRRERIR. 150 FAS IRSHRTIRTIES L
b, THEREMRSEREIFREN,

Itt GPO BYIZEFIRNA T R F 2 =M= FAS fRSS23:0 FAS BIER (FI/SIREER) . #EEE
RIEEF FAS IREBEFAAE & FEAITEN FQDN & #5,

PR

WNRIEARAE(ER FAS BEMIRY Citrix_SmartcardLogon IEPENx, RILUEHREBIAR, ZIFUTEX.
SEHBIEPER

WNRIEHELE Citrix_SmartcardLogon B URT & EHALRIENRMGITA, WK

o BIRIEPERVBIAHHFEERBUTSEALRIERDBITA,
 {£/ FAS PowerShell (e S EIE FAS, MARFEAEERAFRRE. (BEEAFRRAERNEEAT
Citrix ZRINERBFT. )
o fF Microsoft MMC IEB1EIREIRE T Publish-FasMsTemplate g3 &R ERIENR, HE

- {#H New-FasCertificateDefinition 5B E FAS, FiSFEREIIEIRE .
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R EMREE
AIMBERT, BRIEBRNEZHINER. ERUEIERERPESE .

BIMEREITH. FAS RBBIEBERPRIIZE, FAS REHEREIT ¥4 BEIEITIES,

UKL EBENE

BMERXLERM, FAS RZRRIEPRIRFIXLEIRE, FAS IRARBUHEFEATFSHAANERHE
[ EALEIT

ESUnE Rt
BNESXLERM, FAS RARIEBRRPRIXLEIRE,

BRI IARIF LU B2 FAS IRIERIFRRIE,

EERIERARNY
BNESXLERM, FAS AXFFE AR,

ESARRR R
BMERKLREE, FAS FRIFBABIR,

e BRIE
AT BB LIS B LR & 1RO 4R LR SRS,

RERY RIREFRERSRL 2R, NFEOEBITERER.

ERERLRMY

Citrix BIEESXEAKE, NILHF FAS BRS32:80ITEAIKF A REAEMNIR. FAS IRS5AH
EEMEMIR. B2, SEMIEPERR—#F, &L

- RIFEERIRINEE AER

o RIS HINIEN AP EEUER
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Names:

8 Musthenticated Users
% Domain Admins (DJWFAS Domain Admins)
Domain Computers (DUWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

ERERELTERYE
Citrix B ERBESXLEE 4,

BIREEE MUL Active Directory 158 ##E, XREBCEBMANBIEIERT EHRESHFH SID,
MR 5 A Active Directory i 2 BI3RBRET,

RS SRR
RE Citrix 2, BMRFE, EILUERXEIRBEURTGERANRE,

ERMEEREY
BMESOX IR, XL B XN TATR -
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Citrix_SmartcardLogon Properties |2 N

General | Compathifty | Requast Handing | Coyptography | Key Ateststan |
Superseded Templates |  Exensions | Secunty | Server |
Subject Mame lssuance Requirements

Fequire the following for enmolment:
[_ICA cedficale manager approval
[+] This numbes of authorzed signatures: El
¥ you require more than ene signature, autoenrsliment is not allowed,

Palicy type required in signature

| Application policy W |

Appiication polcy

Catficate Requast Agent W |
ance policies

Add...

Hemove

Require the following for reenmaliment :
) Same crienia as for enrcliment
) Valid exdating certicate
Alow ey based renewal [7)
Reguires subject inforation to be pravided within the cerificate
requeast,

= Cortrol ig dizabled dus to compatbify settings.

[ ok |[ Cacel || ooy [[ Heb

EUGRAIERY

A LUESUX LGB, ZISBNAED ) Windows Server 2003 CA (ZRfhkA 2) . B2, FAS
{XZ#F Windows Server 2008 MEShRABE CA, LE7, NEFTIR, FAS £ZB&ETIEF Windows
Server 2008 CA (Z2¥3fkA 3) 3¢ Windows Server 2012 CA (ZEHIkRA 4) B AMNEHMISE.

IEPMANAAEE
SEBIMEAVEIE R 51 S EE BN A RS 38 R 2O E H7A58,

RIRIR

IEBMANEZREE I EE SIRERRRMAES, IEBMANAERROITEERHIZR
o

—MEENRTEMER, TERE FAS IRE[ENLIFREMIDIEPIENR, E BIFTEBRVMA D
2. TICWMIER, IEBMANEEIER REANNTE TG EMDIEBIEKAVIRIN, FHlE RN
FAS AR 3389568,

BaAIEIR E

IEBME N E TR G A LTS EBMA AR NS AEIRE, MMEGIEAEE, IEBMAVE
EIERATLUEIE DCOM TCP A AIERN, UERHF FAS IRSE33F 8E1FKIEP.
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SRR

BAINBRT, EECEMTIIERAVRE E &L e LUER SRR R B EAREBER AR A P UL E
Fo MIEPINA LIE R FREEM AR IER AN AL E MRS N —HIFSA Fo

| G Mode

Ervolment Agents | Audtng |  Recovery Agents | Secumy

For more information see Delenated Enroliment fuentss
(# Do not restrict enmliment agents
() Restnct enmlment agents

Enrolment agents:

SRBBIRIRAN B A%

NFEREE, FTUERBEXZEERRRENT RIEBMA,

FAS B8

FAS EBEZ L £IHE.

s&@iE ACL PRl StoreFront. FAFP#] VDA

FAS BRI OB HILE Kerberos M BT LA ) THAE ©

iR

StoreFront [IdP]

DU

XLE Kerberos kP ={E1E, AIEBEFBEIER
BE BRI, MNREF—MEFERIAR,
MAT LR FAS ER & FiFRY A P AU FNfE AR IIE
H,
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HinmEE ik
VDA [Relying party] XEZFIAEERMABANITEN. TFE

IdP #RB TR, ELIbARZH VDA
P W ERFREE B R,

RR HEETHER] 1dP AT EMLERF. EER,
XSIERME N R IR EMAIE &R
TEE, BF, BNEIIRFPNAZTIEHN
Mo XATLABGLEZ AT StoreFront K 4Y
[RIRAZERMNEERF. 5312, ILACLAF
[ATFEHEERIK,

BCERNY

INERZ/NMHIZHY Citrix Virtual Apps™ B¢ Citrix Virtual Desktops EREEREREIA FAS RSS2 B LS
¥, WMUWSBRER. SMHNEE—HPIMEE IR ; 55512, Kerberos 1AR1#EHIFER (ACL)
A LURIIACE,

EEBIE B A AR

BIUAARRER RN RECE AR REBRRA CA. SRECE A LUEEEA IR N EGRAVIET,
BEEBUATHER, f90, #iR%A a8 89 7 AT LURA L REs" A P AR E D RIIES,

RIERAN S A IRIEIES
FAS BEESRAILUER BT EMNRIERERRSAIEAPIERER. i, ARERIEFREER
FR“E%MER, MYREERANERIEREERIIER,

MEAFRIPFNEZERKE
FAS BIERTILUN FAS BBE WAL AEHRERGH LT 2IEIR (HSM) HAEF SRR (TPM) A, Citrix
BINEDF FAS BRGEBFLIAFEMETE TPM AR LUEHTTRIP,

EtE, AFPIEPFAFARIUTZEETE TPM 3¢ HSM AR, SN ER RSA, FAERBENNER N RS
4 BKEZED ) 2048 {i,

RE FAS BJLATE TPM 8¢ HSM REMEFEAFIERESR, EXNFAIMELBEMS, EEA
AE

KIEFHAKNZ R,

BXEFARER, BSHE RARF.
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SHEE
FAS BRS 2RI ANEENTITH FM4AE, TRATHITNARRN,

EEpRAMEETAR

FAS 2@ izi2E1EIEE (HESHIRIER Kerberos) TR, “AMERERA MG FAS ECEH
BreeZfil. HAZEHF FAS BB,

BAEBINA. BAEREEA VDAEER

FAS BIfEAEARSHZ Delivery Controller #1 VDA B GMLZERE, AN FAS WEIEaiR R 2E
277 “Active Directory 285", Controller 1 VDA BIRAMNMR B ZEENAF . S PE T
E L e

JBF Windows RSZ2#REZ L

FRERRS SRV AT2ITH T, HERETENMIEMIRENRt. e X BEEMBEMARS RN
MEEYEZEMNME, HEEEEMBMEMA4ER T,

BTN E M4 BEu T e tFEETEiT B8 L.
RDP FEAFTU R FRINEE R, Citrix BRI, (LEZIERMANMEMIRERSKS)
EREEFER.

BXFHR{E BN BT (FIPS) 23%

FAS 7ZE A FIPS B9 Windows 11841 L FIPS WiFMINEBE %, RS FAS EBB NER TPM
g HSM #1TZ5ATEE, 1I5ZREME LN EUFRE FIPS &IEE R,

BEXER
« REMEER FAS RENRBNEBEERH.
+ FAS ZRHMHESRELMIS BN,
. BRSNS SRR EX SN,

MERETT BiER

FAS A3 —4HATAHRERAIIEREIT EER.
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@ Performance Monitor

— O >
(&) File Action View Window Help -8 x
= 25 E=H
Pert '
@ s orm.anc.e Add Counters *
v [ Monitoring Tools
; &S Performance Available counters Added counters
’ :\3 Data Collector Sef Select counters from computer:
b :ﬁ Reports Counter Parent Inst... Computer
<Local computer = ~ Browse...
Citrix Federated Authentication Service o
Instances of selected object:
Search
Add => Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter Instance Parent Object Computer

TRIG TRIRNITEER. FRIESEUA, 8N itEESE 10 WEHF—X.

Y

FIERERIFKREY

IERITE

BAMEBERIERY

HRIEBEZHRIFKRITE

eI

BOMHILRRER

RiTHH

5

féb

IEBERIEROTFLEEE (UM HE
fin) , EAR—2HEIEETR,

RS SRS EENIERHE.

KESMIIERS SO A HIERBERIBER
HE, EAN—IHHNBIETR.

KES MRS EEAENHLIERERE
K&

BRI BFIERERIEROTAE R
HEE,

KA B MRS S0 HHRITHIE R AIRIE
B, EAN—2HNEIETR.

KBS MRS IRIRRY VDA RIEH,
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2% U
&/ SRR KESMNNIERS S A RRIERERIE

REFENAH LR, EEESIHEN—
R, ERARM—DHEERE. Bd SR HER
RERSEEAHHINAREFNRHEBEIR K.

2R Windows B R0

AXNBRAFERIERHEREF (HFHE) ERE Windows RHIBENEIRER, XERERM
A RATHESMIIERERER.

IERM N TAEMESH

Windows Active Directory 43P Z/MEREE, BTFEERSERAFPHESR,

« NTAuth JEBESE | E@ Windows #HTEMIIE, BEFEMARFIER EIRZEEANEL) B
IEBMANAAIBRETE NTAuth FEHR, EEEXEIEE, 157 certutil R A -
certutil -viewstore -enterprise NTAuth

o HBIFBMAPENEREE . B8, IPRERRAREREREMNES, RICNRIEEERIEPEE,
MErE T BN _ EWNRENEREERH NS ZXEIER, BIERBSAMTFZEERIREED, F5
BT MERHILTF NTAuth 7FEH,

- BRIEBY BMARIE : 9T LUF Windows FEE 52130 EKU MEMIEPRE, ESH
Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

AR ik
AllowCertificatesWithNoEKU A, IEPY MO SR TERY BBHA
7% (EKU)o
AllowSignatureOnlyKeys BIANBER T, Windows RTfEiE A DiF RSA 2

FHNERMA, AN B SR ZIHiERR.

AllowTimelnvalidCertificates ZMIANER T, Windows &kl B3 HARYIE
B, IEMSEEZTHiERR.

EnumerateECCCerts E BRI %S 1D IE,
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RS i
EEX5091E T MRIEPAEIHE—RBF EEBIT (UPN)”,
HECATEN, WEMSFAFFieER
Windows E R,
UseCachedCRLOnlyAnd, PHERENT (EEEfss bigE)

IgnoreRevocationUnknownErrors

o BERFIZRIED © N7 IUIE Kerberos &%, PAAARSHREBQAEEE LRI IHERZRIEH. AT
BRI BENIER T AFE MMC SRS TR BT LIS,

UPN 4 FRH1EH R
BINAPEBE T IS B B S — PR TELHE (UPN),

Active Directory FIfJ UPN &7

ZIABRT, Active Directory FRIE TR EBE—1FEI UPN, HEIEN A
\&It;samUsername>@\&It;domainNetBios> #1 \&It;samUsername>@\&It;domainFQDN>, 7] FHAY1E
1 FODN S E7EMEY RootDSE £HH, S MHAILTE RootDSE A/FEAZ™ FQDN ik,

Itk%%, Active Directory FEYB TR HBE—TE UPN # altUserPrincipalNames, X£EEIEER
F UPN B9 LDAP %&H.,

#Z UPN 2R AFE, Windows BEESAIE (BT & UPN RI#IZRIARIR) PERE
UPN, ZAEEHER UPN, SIRXBCERD, EREHIRN UPN, XA ARNRE
1o

UEH B ARSS

WMRIEBAEZEI UPN, Active Directory AJLURIETE“X509certificate” B4R AEBNEEEE—
RN AHIER, ERHISERERNAR, ITENaNERSELLEE GUABRT, EEMF
H) o

RRPALHEE—TAFKF, MUNRLEEZRERE, HiFEssifrRHeEmLtInee.

MBRMPFES N, HEBPRAWIEEE, N Active Directory rootDSE =H57E IEHIRGTARSSHY
LB, ZRSUTERRFERIUTENL, FEBEMHBFRE x509 IEBEIENEEFRE. LHENART
RETFIEBEEAEPESRERAP K,
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PRI R AR

SRS IS MMIER R, EEMREBTSMIIERISZEFIZRIEEER, UEJUEAMEER
A&,

PRI R AR

Z52 ] Windows ER4FER Windows IH#ZEHISR#HTER, PILUEIEE Imhosts 34
(\Windows\System32\drivers\etc\imhosts) XEXi&E Windows 1B B EHIZEHI2R5 R,

ZNBBEE— %A Imhosts.sam"REIX . REFE—1T

1.2.3.4 HEH2ENetBIOSH 7T #PRE #DOM: T AV

Hrh+1.2.3.4"Z mydomain 15H$ 5 dcnetbiosname BUIFIERISREY 1P Ik,

BHFENGE, Windows ITBEVIFERZEEERE] mydomain, AIRTEHENINERILEE,

IRBIIEFE 2RI 2R

B R, Windows RIEE— MSDOS IfiBT 2, HPASERAFRIIZH S, EEEHEER,
EEAS echo %LOGONSERVERY E i SR T 7o

5 S0 X B B EFEE b e SR BRI B L.

BRWP E&EH

AIAMBR T, Windows IBZHIS B ATENIKF FHiAS. XALETARBREERTLLIRE
PRV AIZERBR 1T, ETEIIERIZR LT AARERRIEER, 15517 gpedit.msc o ERAEKRE
&, BEfISRETEAEFERTNNEGAEER.

=] Local Group Policy Editor [= a5

File Action \View Help

eow #E = B

= Local Computer Palicy |~ || Policy = Security Setting
4 & Cornputer Configuration | Awdit account legon events Success, Failure
3 _ Software Settings | Audit account management Success, Failure
43 _"'I"'ii"dﬂ“'s Settings 2 ||| L Audit directeny service access Me auditing
I Marne Resolution Policy 2| Audit logon events Success, Failure
(] Scripts (Startup/Shutdown) ) Audit object access Me auditing
4 ﬂ 5“"""@'%”95 [ 2| Awdit policy change Success, Failure
4.8 A:.cc-:lunt PD“CIES_ 21 Awit privilege use Failure
b ‘ﬂ Password Policy . | Buaclit precess tracking Mo auditing
I L Account Lockout Policy i !
b il Kesberos Policy | Aaclit system events Success, Failure
4 g Local Policies
b g Audit Pelicy
b 4 User Rights Assignment
[ [ g Security Options
S Windemasir Eisanll wdibh Ashsmead Sam it v
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IERLIERGE

REIEPERME

NREEFIEBSHA DERIER (EFHA) , ERTUERNU T DX EFITIIE | certutil —verify
user.cer

B CAPI HEIiER

RSP I EN L, FTHSEEHEEERH I Microsoft/Windows/CAPI2/Operational Logs &
m E /L:\la%o

EIFIZEHIZRA VDA ITEN L, sTASEHEESRHEME NAERFMIRSBE > Microsoft >
Windows > CAPI2 > &k, A2 FREHFEFRBERBS.

5y, BIbGEE I T RERIE CAPI BEIER !
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32, U TBEBRIAFRTEE, &
HABIEENT. MREIRE BZIAM CAPI2 BEICRIGE, BEMRXLEE,

=1 -3
DiagLevel (DWORD) E4%5 (0 F 5)
DiagMatchAnyMask (QUADWORD) EMHTmikss (2EREM Oxffffff)
DiagProcessName (MULTI_SZ) BIBIZLFAFIE (F/90, LSASS.exe)
CAPI B&
HE -3
MR LSA AT CertGetCertificateChain (21E4%
£)
KR LSAJAMAT CertVerifyRevocation (ZIELER)
X509 35 EFARNT, IERMIEBMAHETIR (CRL) &
gD
AppData\LocalLow\Microsoft\X5090bjects
I SRR LSA AT CertVerifyChainPolicy (@&

)
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HIRER
IR
IEBFRREE
BB E IR
IEBERHER

Kerberos B3

fixd

=

AR BN FEMNZEERIEBEME
FRERBIEEREFIEH,

TEMIEF CRL 73 & =isE RN FEEREF
B CRL, #NRBHENITHRIFNE, WRMELEE
FH. &2 (/zh-cn/federated-
authentication-service/2507-Itsr/config-
manage/troubleshoot-logon.html#certificates-
and-public-key-infrastructure) &84 FRI[FEFHFI
REAENER),

BIEBFAERTER. P, ©AaERMRS =
IEBHERIER.

Z/2H Kerberos BERIER, HEBZEHSMKRLAFA TR LEIZU T EMKRE !

BRI

CurrentControlSet\Control\Ls
a\Kerberos\Parameters

CurrentControlSet\Control\Ls
a\Kerberos\Parameters

CurrentControlSet\Services\K
dc

CurrentControlSet\Services\K
dc

=E2E

LogLevel

KerbDebuglevel

KdcDebugLevel

KdcExtraLogLevel

Kerberos HEIERmHBIRASHHE

o I AREENIES ZEBVERBNZ T2,
« MPHIRABEERER, ATUZEMZR !

{& [DWORD]

Oox1

F7EFE | OxIfffffff

Oox1

oxaf

o KDC_ERR_PREAUTH_REQUIRED (BT 5IRiEZEHIRAERR)

o FRENFEIR Ox4b
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s BN s B &
ABN AP EREBER, MRS TR LN ASERE,

o IHPEHIZE CAPI2 BE
SR lE
EIIRIERIE (VDA) Z2BE

VDA CAPI B&

« VDA R%HE

IR CAPI2 B
EERIE, SEHSSRIBARAANIES, FERUTRRANBERREF,

Operational MNumber of events: §

Level Date and Time Source EventID Task Category

{1 Information 21/06/2016 15:14:54 30 Verify Chain Palicy
(i) Information 2170672016 15:14:54 CAPIZ 11 Build Chain

(il Information 21/06/2016 15:14:54 CAPIZ 90 X509 Objects
{Ellninm‘iatian 21/06/2016 15:14:54 CAPI2 41 Verify Revocation
@Inl‘nn’natian 21/06/2016 151454 CAPZ 40 Verify Revocation
II:E_]IIHI’\'.un-rlath::nl'. 21/06/2016 15:14:54 CAaPI2 10 Build Chain

RANEHHEERERIHZEFI23 R Isass.exe 1B VDA IREHNEPHWET — 15k, HRIETH
B (BERH) » £FRIREINERROR_SUCCESS,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCBSAFBTF18TETADAAADSCEFOSCCTS05C4176F.cer
[ subjectName] fred

- CertificateChain
[ chainRef] [FFO3F7SB-52F8-4C93-877A-5DFFE40B9574)
- Flags
[value] ]
- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe
= CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4C76-9B1C-49FEDTE6318F)

[ SeqMumber] 1
- Result
[ value] 0
HIEHISREEAE

IWZEHIRET—RIEREN, XBEEHE 4768, HPEPRATIMA Kerberos ZiFRFZiE
(krbtgt)o

Itz BTRYE R ERARSS 2RV B K P IEE RIS ESIZS# T E MR, e ERERERETH
krbtgt BYF P 1K P IE7E B T mEE S ss #H 1T B 7 11,
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Keywaords
"‘l‘»ﬂwdil Success
""-'4»‘ Audit Success
CL“ Audit Success
M Audit Success
‘21‘_ Audit Success
21, Audit Success
':akﬂud'rt Success
'Ek‘ﬁuud'n Success

Date and Time Source Event D Task Category

21/06/2016 15:14:56 Security-Auditing 4624 Legen

21/06/2016 15:14:56 Security-Auditing 4624 Logon

21/06/2016 15:14:54 Security-Auditing 4763 Kerberos Service Ticket Operations
21/06/201615:14:54 Security-Auditing Kerberos Authentication Service
21/06/2016 151454 Security-Auditing 4763 Kerberos Service Ticket Operations
21/06/2015615:14:54 Security-Auditing 4634 Logoff

2170652016 15:14:54 Security-Auditing 4624 Logon

21/06/2016 15:14:54 Security-Auditing 4624 Logon

Event 4768, Security-Auditing

General | Details |

@ Friendly View ) XML View

+ System
- EventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117008-502
TicketOptions  0x40810010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress «ffff192.168.0.10
IpPort 49348

CertlssuerMame citrixtest-DC-CA
CertSerialNumber5F0001D1FCAZACIOFIGETOCEECQOO00001DIFC
CertThumbprint 23BC65AFBYF18787ADAAADSCEFDSCCTS05C4176F

VDA Z283&
VDA R HERZBEFEEREMHWNNZEEEH ID 7 4648 9% H, JRE winlogon.exe,
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Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
b7~ VDA CAPI HER R T 3R H Isass.exe RN HEREMIIUEFRS, BTFRIESZESIZHED

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA R4 HE

B Kerberos BEIRRE, RARELETEIZ KDC_ERR_PREAUTH_REQUIRED (ATIXZ
B&) , LUARE Windows B RMIZE, 3RFA Kerberos BRI

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{5 windows E HEKA FAS

P8 FAS E4#EE A Windows ZFAEFEH4HHEE. ZrIUUER System Center Operations
Manager (SCOM) &=, #ALLAME R FEIEMFZHRIENM FAS RSB IS TR
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FAS IRZ BB IEEEIT?
EHE FAS AR

_—y—

IETEETT, AR

Citrix.Authentication.FederatedAuthenticationService.exeo

ATNNBEN FAS RENREEEH. BX FAS EHRBMNTEIIR, EBHFAS HHHE.

A=/

FAS i&17

WREHS

UTEHEREN FAS RBRSIEREE T,

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

[S003]

[S022]

[S023]

[S123]

[S124]

=

EHXXE

EIER [{0)] fr4EPiE
RE N [{1)]

HIRR (o)) LR
RigEN %

RBEA [upn: {0} role:
{1}] [exception: {2}]
TE{EE CA URIEF

FKBEA [upn: {0} role:
{1}] 7£ [certificate
authority: {2}]
[exception: {3}] A&
IE$

wiEA

FAS IREZBE#H AR
HAEPIR T,

FAS z55 BB 451
R0

FAS BRZ B AL
=z

2R FAS ECERY CA
IR BERR IO & A P
P, NtEERE
[S124]) 2l R%E. %
RAFRMNESERTK
Ko

4 FAS 2IHMATE
CAEKBFIERE
KEWE, R FAS
FCET 21 CA,
FAS 2ZiES—1
CA RHI1EK,

gz

EHEFIRAT, FAS
RSB TERTER

ERo

LETHEERT M FAS 10.7
#0 Citrix Virtual Apps
and Desktops 2109
ENSSEFREN

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 K258
STt

tEMRTFAEEE
B CAHTAEEET
£, WNR FAS BB
A HSM, Mt a]
BEFRR HSM TIELE
=

Lt EHEIEERT CA
TEEE TERTE
BX%Ro IR FAS fidid
HAfEA HSM, NIt
AJBERT HSM Tk
EE T, AILUfER
5 REEBNRS )@
HER,
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EfF

[S413]

[S414]

IEEMN FAS B

FHEXE

RBGIEB RN EHA
(Fl {0} K) o iF
PIFMAGER {1}

BRAGEREIE. i
FiFAER: {0}

EA

3 FAS #EZH0GEBEF
FHRRY, *FEHRER
ttEH, RINER
T, MNRTHOEBE
30 XWEH, WX
Rt =,

4 FAS RBUEPEHA
BY, SEH%EMILE
o BINBERT, Itk
EHEEXRER—RK,

INRITE FAS & Citrix Cloud™ £&A, UTEERETREN FAS RS

E 4R Citrix.Fas.Cloud,

£

[S012]

[S013]

BhXXE

FAS IREZ AT M

Citrix Cloud #1785

ER

FAS BRSTTiEM

Citrix Cloud #1785
EFR, [{0)] EZ ¥

ERUEEEZE S
FE

EA

tEHRTEKRE
Workspace (Bl
Citrix Cloud) HYEE s
BERNIER T

b= 145RER FAS o0&
M Workspace (B[l
Citrix Cloud) 2fite
RER, WEEEE
BRERTEERADN
PSS

g

AL cmdlet Set-
FasRacCertificateMo
nitor FAEEINIL

B ; FSH
PowerShell cmdlet,

—Bi3HA, FAS %

EERFTHREFIE
B, HERERERA
TR ML,
BIEHIET.

&ix
T‘ﬂitHJtt%ffFZ“ﬁTJ,
FAS 2H0E (1)
BiE, 2 2

WTFLEFIER, Lx&
(3) REEEEE
Citrix Cloud,

FAS ##R 5 Citrix
Cloud B9 A &%,
LbiERE o RE R T &
RERE (FlanmLstsiE
HAIEARS 28 L&
B ERRERE) m
BRELE, REXH
BREY, BEHXARF
AF RS REED
=" XBIEETTAH,
FAS RIUEERERH
B3I 5 Citrix Cloud
B,
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ReEMH

TFEHRAREENHEEZIAER FAS,

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

2
[S001]
[S002]
[S101]
[S104]
[S205]
FAS E4BE

=XE

HIREIELE - B [{0}] A2
Administrators BBIE 5

IBIRIKIELE © AR [{0)] R=2
At [{1)] NEER

ARs58% [{0}] EAFEAE [{1)]
hERSM

Aks58% [{0}] <BEFEA UPN
{1y GRI [{2)] ATk
UPN)

MRF 55 IR BEELL - JE K
[{0}] A2 [{1}] S1FRYfK
#A

TRIHT FAS EHHIEHHERE.

EEEY
X

LEMHZBNIEN FAS fRS32:FBYECE B MICRAY.

BERES

[S001] A iR)#3EL - FHF [{0}] A2 Administrators ARV 52

[S002] iiRI#3EL : FAF [{0)] A=RAR [{1)] NEERA

WA

ZINEBHER FAS EEiE,
BIRAREALRZ FAS B,

S ERTENR FAS FLNIAEY
fidE, BIARAARE FAS E
E&A,

=RERBFR &%, BIEARA
AT E. HB7E FAS
M ER B RIS T el /Y
StoreFront™ A3 (MUARSE
FB8Y Workspace) FiFmEeA
BFR &4,

=RXEBREF 8%, ERIE
FAS MINECE, ARFZAR
P,

VDA ZiRfEF FAS {78 =
BR, 1BiRHE FAS #INED
B, TRFiZ VDA,
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AEAE
[S003] BIER [{0}] FHEFRENIKERN [{1)]
[S004] BIEE [{0}] IEEMERRR [{2} and {3}] M CA [{1}] IERIZHGEH
[S005] EIE 5T [{0}] IETERSER FAS #Z1X [RA cert id: {1}]
[S006] EIEG [{0}] IETECIEIERE X [{1}]
[S007] BHEF [{0}] EETEEFMIEBEX [{1}]
[S008] B 5 [{0}] EFEMIBREREN [{1)]
[S009] EIE5 [{0}] EETECIEFM [{1}]
[S010] B 5 [{0}] IEFEEHHN [{1)]
[S011] B [{0}] EEFEMIBRFLM [{1}]
[S012] BIBR [{0}] IEEGIERIES [upn: {1} sid: {2} rule: BIEBENX: {4} T2 LT {5)]
[S013] EIE R [{0}] IEFEMIBRIES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] EFE G [{0}] IEFEEIZRIERIFEXK [TPM: {1}]
[S016]) EIER [{0}] FAEBGEF [Reference: {1}]
[S022] EIE5 [{0}] FAFERIREN X"
[S023] B 5 [{0}] P EIKEN T
[S024] BIER [{0}] RERFHSITIN A e
[S025] EIE5 [{0)] IRERFSI TN mles
[S026] B [{0}] IRE RAIEH IR
[S027] B [{0)] EE& RA IEP IR
[S028] EIEG [{0}] ¥ [{1}] IEBHEIAEEIRE N [{2}]

[S029] BIER [{0}] ¥ [{1}] IEBHEAEEEBE NEIAME [{2)]
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[S030] EIEG [{0}] AR EMIZE AN [{1)]
[S031] EIE5 [{0}] BUERAX CA[RA cert id: {1}]
[S050] B [{0)] BIZ=ECE © [{1)]
[S051] B 5 [{0}] BHF=EE : [{1)]
[S052] B [{0)] MIFf=ECE
[S060] EIE5 [{0}] IBR=EM. EH : {1}
[S060] Administrator [{0}] IEREZEFE=FM. SLFI: {1} CloudServiceUrlFormat: {2}
[S061] Administrator [{0}] e = /M. FIRALE: {1}, FNBHE: {2}
[S062] Administrator [{0}] EFemi =M. FIRME: {1} ({2}), MBI {3}, ZF: {4} ({5))
[S063] =IHMHAIEIR 4 KRS $#i%. FEH {0}
[S064] =iEMHRIEI R EARMEIR. FH A {0}

[S065] Administrator [{0}] IEREZEFE=EM. SLFI: {1} CloudServiceUrlFormat: {2}

BERE
[S401] IEFEHITACEF4K - [From version {0} to version {1}]

[S402] $&i%: Citrix Federated Authentication Service 471, Network Service &145517 [currently
running as: {0}]

[S404] IETE5RHI#EBR Citrix Federated Authentication Service #X3EZE
[S405] FHEUEMEMR IR B BIEER R IR [{0)]

[S406] BIEMEMRBIBUEERERE R CER: BPIEBRIH)
[S407] BT EMERNBIERIBIIMIEE, AABEFEHFTE

[S408] TiEBFLRECE -- [From version {0} to version {1}]
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BERES

[S409] ThreadPool B2 &I - MinThreads B M [workers: {0} completion: {1}] JAE/J: [workers: {2}
completion: {3}]

[S410] ThreadPool EEE %KM - ToiERF MinThreads M [workers: {0} completion: {1}] H#EA:
[workers: {2} completion: {3}]; XAJBESFM FAS ARSZ 2309 0] #4514

[S411] E5h FAS ARSSES 8 [{0}]
[S412] BREFER5TRY -- [From version {0} to version {1}]
[S413] RBUEPENFEHER (FF {0} KX) . WEPBFHAER: {1}
[S414] EBUEREIH, IEFHIFHMESR: {0}
[S415] BAGEBETM. BEI1ER {0} NMald. FRIGERE (1} F#H1T
SESMHEE
LREENRSBHEAFERN, XLEEHITE FAS RS LEITRHER.
AERE
[S101] ARZ54% [{0}] EANFEAE [{1}] RIS SR
[S102] ARS5 2% [{0}] FRBEMTE UPN [{1}] (R&: {213})
[S103] ARS325 [{0}] 3EK T UPN [{1}] SID {2}, {BZE#RElT SID {3}
[S104] BRS5 25 [{0}] FREEKTS UPN [{1}] (UPN RAIFESFN [{2}])
[S105] AR5 28 [{0}] &% 7 BAMAS [upn: {1}, B8 {2}, Z2£ LT3 [{3}]]
[S120] IETE[E [upn: {0} role: {1} Security Context: [{2}]] MA&IE+
[S121] IEPFEH [certificate authority: {2}] &4 [upn: {0} role: {1}]
[S122] E: RS 88T & [upn: {0} role: {L}][E7 #MEREK {21
[S123] kEEH [upn: {0} role: {1}] [exception: {2}] TE1E{a CA MM&IEH

[S124] ZREEA [upn: {0} role: {1}] 7E [certificate authority: {2}] [exception: {3}] AL+
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BERS
[S125] FFHERAGEPRIERFTHBIABTE {0} # S8R [upn: {1} role: {2} Security Context: [{3}]]
[S126] ARS5 2R [{0}] EIERRE XHFN [{1}] FRAS %

[S127] FAS T [upn: {0} role: {1} definition: {2}] IEKIEH, RARSSIRA TR ; iEFEA
PowerShell cmdlet Set-FasServer E4EHFIER FEXRITH

EREMA
3 VDA BERAFH, XEEMHRE FAS RS LiE1TRHIER.
AERE
[S201] 1E%i7 [{0}] TAAIEER,
[S202] 1E#t7 [{0}] AU IEREF.
[S203] %7 [{0}] TARERIREIZF

[S204] #&#i7 [{0}] IH RS FIREIZF LREY [upn: {1}], AR : [{2}] [Operation: {3}], £ [{4}] %
3%

[S205] kit A i IEIRIELE - RN [{0)] RN [{1})] MRS

[S206] AR [{0}] R A

[S208] #:\FA1R1ERIK [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4} {5}].

[S209] KILBIEEFITEF. [Caller: {0}] [upn: {1}] [role: {2}] [cert definition: {3}] [Operation: {4}]
SIERIEFHRS 2
LAFEARIERNIERN, XLEEHRIZRE FAS RS L.

AERE
[S301] IHia)44E4E © AP [{0)] AU BIE sE+~
[S302] A [{0}] IE3K T RABIRELIEBEF [thumbprint: {1}]

[S303] IFIRIIELE © A [{0}] 5EHIEREF [upn: {1}] FPEED
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BERES

[S304] FAF [{0}] IEFEIT B [{2})] LiE1T2R [{1)], EEFRREBUE AR [upn: {3} role: {4} thumbprint:
{5)] #ITRLERIRME [{6)]

[S305] FAFRIRIELM [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4} {5}]
FAS BT St
XLEEEMH FAS S HEMHIER,
AERE
[S500] REACE FAS s fEf
[S501] TEMNEECE R FAS B S [exception:{0}]
[S502] FAS B S & BA0E [pluginid={0}] [assembly={1}] [location={2}]
[S503] ARS3 88 [{0}] REEWTS UPN [{1)] (RETERER, BEMG (2} %)
[S504] ARZ58% [{0}] RAEMTS UPN [{1}] (RETEREIE, EREEE FAS &)
[S505] AR5 88 [{0}] REEWTS UPN [{1)] (EfF [{2)] IEAL T ERER, REN [{3), HEH [{4)
[S506] f&EfF [{0}] ¥ 7 KBRS 2R [{1}] B9 UPN [{2}] BREE, HEN {3
[S507] AR5 85 [{0}] RAEMTS UPN [{1}] (&M [{2)] 7E47& [{4)] HRiE = & [{3)])
[S507] AR5 88 [{0}] RAEEMTS UPN [{1})] (&M [{2)] E=RE [{3))
[S508] AR5 88 [{0}] REEWTS UPN [{1)] (RRETIARLE, BfFEMG [(2)]) 5
[S509] ARZ588 [{0}] RAEMTS UPN [{1}] (RETIHIELE, BREBEE FAS &)
[S510] ARZ528 [{0}] REEWTE UPN [{1)] GAmLBHIEH (2] fIATR)
B R Workspace B FAS
X FAS 5 Workspace &5 A, RIERXLEEMH

BERE

[S001] #2327 Citrix Cloud 24 A [fas id: {0}] [old key id:{1}] [new key id:{2}]
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BERE
[S002] =2 FHEIRIEFEE DN, FasHub =ARES URL: {0}
[S003] FAS BRIz [fas id: {0}] [transaction id: {1}]
[S004] FAS F#EmE=:EAR [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS EfFH HFIECE &ZXE) = [fas id: {0}] [transaction id: {1}]
[S006] FAS e H HFifidE & X F = [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S007] FAS EM=7F3H [fas id: {0}] [transaction id: {1}]
[S009] FAS FREEM = E 5 [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] FAS Bk55 BE#ZEITHR%E URL: {0}
[S011] FAS IREZREREE =
[S012] FAS BRSSRIFF Citrix Cloud FVEE R 5 F
[S013] FAS ARSSTEZAM Citrix Cloud TR RBER. [{0)] EZFAESIEEEEG G
[S014] W =AREZHIIEAA <service name> 4K [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] 3R & Citrix Cloud BYE 2L, RAERAEFRKFIFA [message ID {0}] [transaction ID
{1}] [caller {2}]

[S016] M =ARSZAIIARE <service name> BYIA [fas id: {0}] [transaction id: {1}]
[S019] FAS M=im F& T EEZE [fas id: {0}] [transaction id: {1}]

[S020] FAS Ree\=iim FEEECE [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S021] ZXFHERE IR M. RE: {0}

[S022] ZZFFIRIRIETERLE

[S023] KAERHE Citrix Cloud 2 A [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]

[S024] IEFEE T Citrix Cloud AV AL [fas id: {0}] [current key id:{1}] [new key id:{2}]
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AEAE
[S025] ItLARSZ BRI FATZ/E T Citrix Cloud & [current key: {0}] [keys in cloud: {1}]
[S026] AR AR ESAAR1ZIE T Citrix Cloud H [current key: {0}] [keys in cloud: {1}]
[S027] BF4k Citrix Cloud EZAFIAEMEET [fas id: {0}]
[S028] FAS BEiFH Hai&E NEIE & XE] =if [fas id: {0}] [transaction id: {1}]
[S029] FAS FKaefrH HanENEIE & X =im [fas id: {0}] [transaction id: {1}] [exception: {2}]

BER
XEZHEERMEBRICRE VDA Lo

AERE
[S101] B ETEEREW. TEIRFIKEKEFHIIEARSS GPO %35 [index: {0}] [registry name: {1}]
[S102] B TEERKM. SID ZHRM, FRF {0} [Exception: {142}]
[S103] B MMTEERKM. FF {0} #9 SID A {1}, {BFAHARY SID A {2}
[S104] BMHETEBERKM,. *F {0} BYFEARE [Error: {1} {2}]
[S105] BHHIEER. IEEE R [Username: {0} Domain: {1}]
[S106] BMEIEER. \N\nEXEH MR ILIEARSS: {ONn\nIETEE R [Certificate: {1}]
[S107] SRS ERKM. [Exception: {0}{1}]
[S108] 1AM E F% 4. ACCESS_DENIED [Caller: {0}]
SIERIEH
YA SRFERARIERIEREN, XLEEMFIDRE VDA L,
AERE
[S201] FERIEEREFEIAIE]E [{0}] #2444 [PID: {1} Program Name: {2}Certificate thumbprint: {3}]

[S203] ERIERE R TR Y. TAIRIMKIEL [caller: {0}, session {1}]
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BERES
[S204] B REF FRY. BREFIFEERA
IEFARM B AN ER
3 FAS IRSZEHBHITERIMNEIRER, RIERXEEM,
BERE

[S001] TrustArea:: TrustArea: B ZEIET [TrustArea: {0} Certificate {1} TrustAreaJoinParameters
{2}]

[S014] Pkcs10Request::Create: E8lJ32 PKCS10 i&3K [Distinguished Name: {0}] [Reason: {1}]

[S016] €IEEFLEA [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}] [EllipticCurve:
{4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]

[S017] FASAMIER [Provider: {O}] [Identifier {1}] [Twin: {2}]
[S018] PrivateKey::Create 5K [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}] [Exception: {8}]
BERES
[S104] FAS M CA {0} #E KB HZHLES
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 32 3MH $51% [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest B30 & iE+ [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - Z4Ft 4
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RALRAFHEIRER

AT T £ Windows ERTE LRIAF BRAE LEIRER.
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ETHHEIRER
TESHI A P 2 B ERD

RATEFEE R, TERIEENERE. /| F%
FHZIEK

RATEFHEER. BTEMIERNEREFIE
BARFEE

EIRIER

FAS MRARTELRIRER

RIS E

TENIAREREERENEBFAEA, 8
Kerberos 132 H25104 7 EE, BEREAXH
*Kerberos BE&E*ZB570

TEBRRIGIESIZR, HEHEFIZFHARRES
FERFEMRIENIER, /IgEsI2sE

it “Kerberos BRIIIE". “HIEHIZRE 5K
I iR H 28 B, BMEIAIERERRE
¥, WERF—IH.

FENEBMRIEBREEERMIT BN L. 15
S BN AREMEEN,

XBERTEB LT BRIEMWISE, ;&
RSA A% (<2048 i) »

BT IR ELIRER, FAS RFFEEMEREINMARG. XETHRENRR, AIEFENELEN

E

HIEEAUTE—FELTEHFAR FAS B, IRREARIRERA !

« Citrix Virtual Apps and Desktops™ Z2R | HiEA ISO BY, EIBNsiTEIRE LHEKE

B IEARSS 2

+ XenDesktopFasSetup.exe : IIR{TF Citrix Virtual Apps and Desktops ISO #, E{KEZFEN

x64\XenDesktop Setup\XenDesktopFasSetup.exe

e FasSetup_xxxx.exe . JIZHY FAS REZFXMH, BIM Citrix Downloads FXKEX,

RIT(ER FAS REFRF MSI X4+ FederatedAuthenticationService x64.msi ZZ3EEf
Fek, NMERARIELEEAA B

WER IR AR TE K ERER

R Citrix Scout M FAS BRSS BFINERIRR T AR E ISR, HEER LRME—FERE

FAS B}, &% % Citrix Scout,
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KEEMRIERS

RARAELIRER
MR B TERRRBLRERRZELIRE, 157 FAS ikRSSe8 LIFILEHEEA Citrix Telemetry

Service,

R A ELRRAXDPREAFICRIRSH

ILESE{GERF LTSR 2507 CUL REGSRAE. BX*EZEEMNEET R, BEIR IR TR
(AOT) X,

HEXER
- AERFERICEY
- BEEFERKEE
ER CAPI HEIER
2 Kerberos HEIER
- ERE=AIEBMANMERSEFERNIER

PowerShell fp5

XN FEIRAVERE, ERIUERIKEBMIIEARS (FAS) BEEZFIE ; B2, PowerShell RERERMHT
ERRANET, NREHREREH P AREIARYED, Citrix ZBINERA PowerShell #1TECE,

LUFén<3 780 FAS PowerShell cmdlet :
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7£ PowerShell O, EAILUEA Get-Help \<cmdlet name> 27 cmdlet #BBf,

& % FAS PowerShell SDK cmdlet WEZ1ER, 15807 <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o

FAS ZEEFEFF 1IN

R4 FAS N H1TEM
MRS FETE :
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1. XenDesktopFasSetup.exe MN{{iiF Citrix Virtual Apps and Desktops ISO £, B&1EH
x64\XenDesktop Setup\XenDesktopFasSetup.exe

2. FasSetup_xxxx.exe, HH xxxx M Citrix F& FREXAIAR A

e /configure_firewall

A REAMFERB Windows BAASEHRRIFIEwRO, 0% Windows B AEARSS IETEIETT,
BN ANIERE . MNREFERNEE=AFAEEERERRAE, WARFHFTHEO.
FAS E£ZE AL TCP %1 80,

e /help or /h or /? ?

e /noreboot

FIEZEEEFIEE.

« /quiet I /passive

ZERAEAETAFARE. REMEEIZNME—IEEE Windows E55EEEH, NRE
BRIEEED, N=EEER R E.

e /remove
IR FAS,
B % Citrix MR SFHEELTELERNER, 1BEIR Citrix TR [ETHE,

£ Windows Server Core _FZZ3E FAS

Citrix Virtual Apps and Desktops 1SO S{IHITHY FAS 2372 exe ( FasSetup_xxxx.exe ) BZik

FAS EEA . B2, RIEERAMNIRIERAIEE, EaIsETT/A@EHRE(11E Windows Server Core
+RE,

¥R, EEA Citrix Virtual Apps and Desktops™ 1SO FIHJLLT MSI X5 :

MSI X ISO LHfE 0=
FederatedAuthentication x64\Federated NEE
Service_x64.msi Authentication Service
TelemetryServiceInstall x64\Virtual Desktop =, T Always-on
er_x64.msi Components Tracing BYZ ¥
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TERFREM, BANRE .netd.8 o

BLRENAL, BEAUATHS !

msiexec /i FederatedAuthenticationService_x64.msi [/quiet]
CONFIGUREFIREWALL=[YES|NO]

msiexec /i TelemetryServiceInstaller_x64.msi [/quiet]

net start "Citrix Telemetry Service"

PEIN T -

« /quiet [ AEREMRBFRR@E

+ CONFIGUREFIREWALL : 8% YES UBZEFAE, RiFimO 80 EREAERE, WNRABILE
I, BIAMEHN NO

EMFR FAS, BEAUTHS :

msiexec /x FederatedAuthenticationService_x64.msi [/quiet]

msiexec /x TelemetryServiceInstaller_x64.msi [/quiet]

Windows Server Core LY FAS B
B UEAMPNEZET FAS WB—EITEN LEEEMEIR FAS, FRUTE—FAR :

« FAS PowerShell €845

« FAS EIEZHIAE GUI

f£F PowerShell cmdlet BY, ¥ -Address B#IKENBETR FAS RSS20 FQDN, &, &Y
ST 2 s$citrixFasAddress IREN FQDN., INIREEIEAM FAS, AJLUIETE localhost,

Az

£/ FAS BIEZHI O, REA AN EEDS—oRSE X,
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nkk

B

=T

Federated Authentication Service (FAS) 2—" Citrix® A, ©5EH Active Directory IEFH A
VML, LIFBFTE Citrix IMEREEFITERHIIE. AXENEB T IEEATFENTENZSHE
LTANEE YA

BRE, FAS &2 RAF SMIBRIDREZILREED StoreFront fRS588. StoreFront HE—EREISE
M Web BAMENESERNEZH IR, HBErIUER StoreFront SDK B(E =75 IS ffFiz
WY B, EXiITBnE, EAsesxt A # 1TSS 7 IIERNAIMEE T AR TFE R Citrix
Virtual Apps 3§ Citrix Virtual Desktops™ EfZ&,

AN T R 8 Z SR R A TR AR E LR

« REBERE

BRI X 2BE

ADFS SAML
B2B M 7 BRET
« Windows 10 Azure JEEIBE & A

R THEX FAS XER#EEZ, NTRERN, ZENEE XERIRE FAS NEEEE,

ZRAREh

FAS 12 FRHE StoreFront J&3FAY Active Directory FAF BEhil& BEe £ H, XEARTER
WEIERREMIES R FHNITERLE AP, HAFHRIER Citrix Virtual Apps™ % Citrix Virtual
Desktops EIIRERIE (VDA) BY, JEPRMIMNRITENL, HEA Windows IHEFERM AR HESEE
*BHRIIE,

YA FIERIAIE Citrix IFIBEY, SIS StoreFront™ FREZIRELZR FAS, FAS 2EBEF— 1 ZIE,
FLHFEA Citrix Virtual Apps B¢ Citrix Virtual Desktops Si&EAZSIERIEBHITE MR, X
VDA FEXM AP #HTEMINIERN, ©REED FAS HRIREIF, 28 FAS FREHIRIBAFIEPHHIFL
1 ; VDA AN EZEFRIEPRITHNEN T LMBEIRIELIXLE FAS,
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TEERT FAS 5 Microsoft IEBIMANAMIER, FH79 StoreFront 1 Citrix Virtual Apps and
Desktops™ R AIE (VDA) IR IFRS.

g Synchronization -‘b b
= = I ==
—a = Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) y Certification
T ] Authority
&
S S ‘§“ b
s \'\ 5 &/ Assert R Access Logon
L L ——— .
% L fc% Identity = Certificate
] 3 B
3 2 é; Federated
g §5/ Authentication
= g 7 .
‘ ~5 Service
. - Nfuse : - Citrix \
| SAML token Citrix AG Basic h protocol Brokering
(= Protocol
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

RERERE

FAS RiFFA P ERZMBMHIIEEI (G11E Kerberos BB R) L4&ih@ StoreFront #1TH R
i, FEFEIREEEBHIIER Citrix HDX™ =iF,

XITIF Windows S AI0IE, MEFRTWABFRRENEEEF PIN, HEALEERFRENERLE

BIheE (B RERRS) . XA FEIREHARA Citrix Virtual Apps F1EHEY Kerberos £93R

EIRERIEE

P R &R UEERIERIFE QAR (PKI) IER, TRt EE RS FERIRRIR
o XNIFFRIBIINERSMIIERE, BIERNREEEFIREEENE e FHIM TR EREF
Ko

HEEREAIN T — 15817 FAS BIFARSS 88, ZIRSHBEIRNAKABAMAEREFRIET, AfF, X&

IEBATFER Citrix HDX IERRAFRIE, RMRERTEHRFER 1%
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
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