cifrix.

B & B0 IEARSS

™ . [ ]
@ gnlgsl;!g C | I-rl X Copyright © 1997-2026. Citrix Systems, Inc. All Rights Reserved.




KEEMRIERS

Contents

&S MIIEARS 2511
BHIRRA
SE
B & BMIIERS 2511
VDA RNBHE FAS Hiit5)5%
RPN RAE T ERIRERIESE
B1& & Bin)R
B X1
B=HEH
TEMRRE
LEMLBIRF
TRKEFNIIERS
FHek FAS
£ StoreFront 77 LS FAS &t
FREazfiEslgg ™
=R
RVEFITH

RREE

EEvELN]

BUE ST ERE
ERKEBNIRIERSEEZRSS
EBEIE B
&8 Active Directory IEBIRS
BN E S HRIERS

ACERLN

10

10

11

12

12

12

12

12

13

14

16

16

16

17

17

18

18

21

22

22

23

23

24

26

27

28

© 1997-2026 Citrix Systems, Inc. All rights reserved.



KE B MRS

E#F Citrix Cloud
#iFF 5 Citrix Cloud BI3E#
=RERE
BXER
FAS V2 ZEMEMRMAULTIER
FAM
VDA IBf2H) FAS EiEhRA
£/ StoreFront ECi& FAS V2 ZEiiE
£/ Citrix Cloud Workspace Bgi& FAS V2 Zif
H1th PowerShell &g
£ FAS AR5383R7 FQDN Hig
cmdlet ByIIEEEK
NEFREFBRKESH RS
FoRSE M
FCE MSP &
B8] =R
Azure Active Directory B2 & F
ENAEY VDA
BEINAR VDA
IEBMAHAECE
IREZT CA RSB T FAS
FERIT R
ECE& Microsoft IEBAMANALLETT TCP 1518]
FiEE B AR R IET
FREX Active Directory FAF 51X
FAS fRS5 %3
41T FAS BRGED
fEF FAS BIB#ZHIE

33

38

39

39

39

39

40

41

41

41

41

41

42

42

42

45

45

46

47

48

48

49

49

50

50

52

53

53

© 1997-2026 Citrix Systems, Inc. All rights reserved.



KEEMRIERS

&/ PowerShell
BUHTE FAS HIFR FAS IE+H
M FAS BIEZHIS
f#F PowerShell
BEIEN
HXER
FAEAIRIP
BN
B X FAS IEBMRERHER
FAS UL+
FAS BFPIE$H
FAEATF (BTN
% ABCE PowerShell 845
[(HEvEwN
B 1 - FEREEATERETE Microsoft R EAEMEIRIEIZER +
B 2 - FHERGEBEREFMETE TPM
T 3 - PR R EATFETE HSM
Tl 4 - LR E R A
MiXFLAECE
K& FAS IEH
KRERBOES
KERFIES
M Citrix Virtual Apps and Desktops 2411 ZRifY FAS ARAFHK
Py (S
T KSP iIZfZh I
P
EREREHE

{#/ PowerShell

55

55

55

56

57

61

62

62

62

63

64

64

65

69

69

69

70

70

71

71

71

72

73

76

76

76

77

77

© 1997-2026 Citrix Systems, Inc. All rights reserved.



KE B MRS

BXER
ZEMMERE
MEARREMNL M

StoreFront 5 FAS Z [BRJ:&(E

VDA 5 FAS ZEIRJ@ S

FAS 5 Microsoft IEBM& ¥ [BIRYIE(E

Citrix BAFRBAUIERARSS 5 Citrix Cloud™ Z[8]H9iE#E

BFZER
ZEAREM

ZIREYEM AR

IEERISRECE

PiIEIRE

T FAS BRS850m 0

EHREEE
R £1EIR

A

SR

HRBRIRIE

IEFRR
EaRIEBIER
ERERBEME
EEERAIZEM
EmE R
R AIERRE S

ERERARERE S

ey REM
(EBEce=
ERERRIE S
1RSSR 1%

77

77

78

79

79

79

80

80

81

81

82

82

82

83

83

83

83

84

84

84

84

85

85

85

85

85

86

86

© 1997-2026 Citrix Systems, Inc. All rights reserved.



KE B MRS

1A EREM
ERRB LR
IERMANMELER
&I
BA B E
ZRRIEAR
RERIEIRFN B A%
FAS EIE
1B ACL BR#I StoreFront. FAF#1 VDA
ECE AL
AR B IE A A AR
RIERMFHIIBES
FEARIPERKE
EHEE
BERpRAMEETE
Citrix B4R, Citrix EE#REM VDA BIER
IBA Windows fRE#REZ M
BXFRE B AL IBITAE (FIPS) 25
BEXER
MEREIT ISR
2R Windows & 6]t
IEB A TAERLLEH
UPN 4 F/RA0E F5BR G
JEERHHRY UPN &R
IEHBRETARSS
PEHIE RIS 38k 4E
PRI 2R R
AR IETE fE ARV e 85

87

87

87

87

88

88

88

88

88

89

89

89

89

89

89

90

90

90

90

90

92

92

93

93

93

94

94

94

© 1997-2026 Citrix Systems, Inc. All rights reserved.



KEEMRIERS

BRAKF BRSNS

IERIIIEHEE
KEIERERE
EM CAPI BEIZR
CAPI B3
BIRHER

Kerberos B

i EEIRR M TR AR

EHIgE CAPI2 B3R

irEHIEBRZEHE
VDA Z£Hi&

VDA CAPI Hi&
VDA RGHE

£/ Windows B HEK FAS
FAS RSB HEIEREITIT?
FAS SBITIR RS G
TIEREN FAS SF
TEEMH

FAS E4HE
EEEMN
SIS
ERERA
RIERIEBARS 2R
FAS WS ¥
28 Workspace #J FAS
TR
RIERIEH
IEBIERMBBRIER

94

95

95

95

95

96

96

96

97

98

98

99

100

100

101

101

102

103

103

103

106

107

107

108

108

110

110

111

© 1997-2026 Citrix Systems, Inc. All rights reserved.



KEEMRIERS

RARAFEIRER
FAS a2 FF /S HYERER
WERIRA T IS RYERER
B RaA S RIERER
LA ENRERAXRFRAFZIERRS R
MxXER
PowerShell cmdlet 343
FAS R EiZ 1L
FBF &% FAS M R1TIEN
£ Windows Server Core E&% FAS

1£ Windows Server Core EEI2 FAS

RERERE
Citrix [ % EB&
ADFS SAML EBE
B2B i BR&t
Windows 10 Azure JESIE RMMA
ADFS EB&
by
SAML 18t
BEEM URL
RIRF
iR [E]
BRIEH
B—F%H URL

IS

111

112

112

113

113

113

113

113

113

114

115

117

117

117

118

118

119

120

121

122

122

123

124

124

124

124

124

125

© 1997-2026 Citrix Systems, Inc. All rights reserved.



KE B MRS

BE SAML FErE 125
HXER 126

© 1997-2026 Citrix Systems, Inc. All rights reserved. 9



KE B MRS

B B0 5IEARSS 2511

XA BMNIIEARS (FAS) 2—MINAH, B1ES Active Directory IEPIREZER. ©RAFESM
KIEH, S MIMRIERS e —1# 5 F Active Directory If18, X{£18 StoreFront™ BEfS{EAES
B RIIEET, a0 SAML (REMSIFICIES) #iS. SAMLEEAE Internet L1E4:
Windows AP K EIEA X,

RSB MEIEARSS 2511 B FAS BURMTHATMRA. AXRIRT IERFTHRAPBITNEEMECE,

P RARRA

B X FHA FAS hiRARIXHS, B !

« BXE B IIEARSS 2507 LTSR
&S MIIEARS 2503
BXESMRIEARS 2411
BX& B KIEARSS 2407
BXE HRI0IEARSS 2402 LTSR
- KESHRIEARS 2311
- XSS HIIEARSS 2308
- BXEFIIEARSS 2305
- BB SRS 2303
- KEBHIIIEARSS 2212
- BXE SRS 2209
- BXESMRIEARSS 2206
« BXEBMIIEARSS 2203 LTSR
- RESMIIEARS 2112
- BXESMIIEARSS 2109
- BXESMIIEARSS 2106

o BXEBRI0IEARSS 2103

© 1997-2026 Citrix Systems, Inc. All rights reserved. 10



KE B MRS

- X2 BMI0IEARSS 1912 LTSR

« XenApp # XenDesktop 7.15 K HAARSS ik

HAThRkA (CR) MKHERARSShiA (LTSR) BV~ mEan B HARETE £ AR EZME #1777 fmad,

BE

« Active Directory IEPARSE LR

« E2i& Windows LUHITIEBE R

© 1997-2026 Citrix Systems, Inc. All rights reserved.

11


https://docs.citrix.com/cn/zh/xenapp-and-xendesktop/7-15-ltsr.html
https://www.citrix.com/support/product-lifecycle/milestones/
https://docs.microsoft.com/zh-cn/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/hh831740(v=ws.11)
http://support.citrix.com/article/CTX206156

KEEMRIERS

B B0 5IEARSS 2511

HEhRARIEX & B RIRIEARSS (FAS) 222 A T#HIIEE. BXHIREENER, FEHEE LR,

VDA FEEE FAS i35

Citrix Virtual Apps and Desktops 2511 R Az HF—FETH) FAS ZEiEt&3(, #9 FAS v2 Filk,

LERE SRR FAS BRS38540 VDA 5517 Citrix Virtual Apps and Desktops 2511 S{ & S Ak AES, VDA #
AMRPABFE FAS bR,

BEXEMER, BBRFAS V2 EIEFEMERMUTER,

XFFERPBETTERNERERRSE

BT IR T EHERER, FAS NEEMICRBIX MRS, IR BBTHRES R, HAIEHREN
BEAEEHNRE.

HERRA SV IR B RVER BR B ) & X B ERE P R SRR SS 250

BXFAER, BEEFAS mAHERIERER.

B8 BRI

« 2 FAS BiERrFFIEREINEER Citrix Virtual Apps and Desktops SIEEFILTE R LRI 58151 T,
te1& 8 BFAITF FAS VDA &EHH.

EHin)E

UTig1ERMBR VDA EEFEMERM FAS AR, NTSHEREREK :
« J% VDA M Citrix Virtual Apps and Desktops 2411 FH&BME A KA A
« J5 VDA M Citrix Virtual Apps and Desktops 2503 H£&Z eI KAk A

« J¥ Citrix Virtual Apps and Desktops 2411 M VDA RIZhEE;

« J¥ Citrix Virtual Apps and Desktops 2503 M VDA {IEFENE;

1£ VDA BT AT B LURIE FAS AR !

© 1997-2026 Citrix Systems, Inc. All rights reserved. 12



KE B MRS

gpupdate /force

bR ABY Federated Authentication Service AJBER S ARIEUA T XA E X EFREBIFAINE=H
LN C

« Citrix Virtual Apps and Desktops £ =715 (PDF T %)

« FlexNet Publisher 2017 (11.15.0.0) FYFERS WL #0442 58 (PDF T &)

« FlexNet Publisher X443t : FlexNet Publisher 11.15.0 &R E =AM R4 (PDF T2)

© 1997-2026 Citrix Systems, Inc. All rights reserved. 13


https://docs.citrix.com/cn/zh/citrix-virtual-apps-desktops/downloads/third-party-notices-apps-and-desktops.pdf.html
https://docs.citrix.com/cn/zh/citrix-virtual-apps-desktops/downloads/fnp-licensing-11-15-0-ncsd-summary.pdf.html
https://docs.citrix.com/cn/zh/citrix-virtual-apps-desktops/downloads/fnp-licensing-11-15-0-opensource.pdf.html

KE B MRS

RFENR

BXE B IRIEARSS (FAS) 23 FLLF Windows Server iR A :

o Windows Server 2025 FrERRFEEEF/ORR
o Windows Server 2022 FrERRFEEEF/ORR
o Windows Server 2019 FrAERRFIEIERORR, UK BRSS 231203k

o Citrix B FAS ZEERTZEEMEM Citrix ZH4FHIARS 28 .

« Windows Server ¥ Z £/, RATCERGAREMAIERF LA, IEBMABRIFIRSEES
MR IAIER, IRZ2EERGRFIRIENA S A IEBFFLE.

* FAS PowerShell cmdlet TFZ7E FAS BRS585 L &% 64 {iZ Windows PowerShell,

« =ZE Microsoft Enterprise MEPBM&L A S B A4253 3BT B AV (CA) RIE P IER.
LUFIE Microsoft PKI RIEE EWRIEE RS A5 FAS BEE R, B X XEWIENZR, 158K
RN :

o PRNERD

o Sectigo IEPEEER

o Venafi Sl PKI

> HDI PKI BIARSS (Venafi)

o Entrust WNES 3%t

o AppViewX

o Evertrust Horizon IE P& anE B

o Opentrust N EAEAHIZE

o IDnomic X EAEA IS -3

o DigiCert BEhEMARS 25
* S0FFFEIE Microsoft CA IFRHER FAS BIX S, ERIMEXZRME X B PKI (.
o XF3IE Microsoft IEBMAEHAM, EHERUTED :

o JEPMAENH (CA) BEFE Active Directory FEM AEMARS -

© 1997-2026 Citrix Systems, Inc. All rights reserved. 14



KE B MRS

o CAIMERAIFIFIEHIZR LAY NTAuth FiEH, B XIFAER, BERUNENNE = A IEBmMANL
¥ (CA) IEBF AN NTAuth Zf#,

- BXFMMER, EBHEPEIERE | Citrix BEFE B PIRIEARSSH Sectigo MS KIE,
£ BAEBINA & BAESER™ thar -
o AfFFEHIZS. ERISENIE (VDA) # StoreFront™ RSB BE M T 2= HiFMARAN,

MELEARSZRIERERT, BERL 2 EEFIET

© 1997-2026 Citrix Systems, Inc. All rights reserved. 15


https://learn.microsoft.com/zh-cn/troubleshoot/windows-server/windows-security/import-third-party-ca-to-enterprise-ntauth-store
https://community.citrix.com/tech-zone/build/deployment-guides/citrix-federated-authentication-service-and-sectigo/#_=_

KE B MRS

TERMECE

REMIZBEINF

1.

LRI A B IIEARSS (/1zh-cn/federated-authentication-service/2511/install-

configure.html#install-the-federated-authentication-service) (FAS)

7T StoreFront 7Zfi&_EE A FAS {4 (/zh-cn/federated-authentication-service/2511/install-

configure.html#enable-the-fas-plug-in-on-storefront-stores)

At & 32 {1152 4128 (/1zh-cn/federated-authentication-service/2511/install-configure. html#configure-

the-delivery-controller)

Ao &0 5k B& (/zh-cn/federated-authentication-service/2511/install-configure.html#configure-
group-policy)

. R FAS EIREHI S HITIATRME

a. BEPEIEPIEMR(/zh-cn/federated-authentication-service/2511/install-configure.html#deploy-
certificate-templates)

b. EEIEPM AN (/zh-cn/federated-authentication-service/2511/install-configure.html#set-

up-active-directory-certificate-services)

c. B FAS EARERBEBM AN (/zh-cn/federated-authentication-service/2511/install-

configure.html#authorize-federated-authentication-service)

d. BEEFINI(/zh-cn/federated-authentication-service/2511/install-configure.html#configure-

rules)

e. ¥ FAS #&#%| Citrix Cloud(/zh-cn/federated-authentication-service/2511/install-

configure.html#connect-to-citrix-cloud) (optional)

RERKE ZPIIEARSS
NELEN, Cirix BN ARSE L REBASHIIERS (FAS) LIRS BUTLEMT
HIBSEBMENIN S RIS, FAS AIMEE U FE—HREE -

« Citrix Virtual Apps and Desktops™ Z&ER, @I EHEA ISO Bt BohaiTHIEshRS LY

Federated Authentication Service 2

© 1997-2026 Citrix Systems, Inc. All rights reserved. 16



KE B MRS

« fiF Citrix Virtual Apps and Desktops ISO By x64\XenDesktop
Setup\XenDesktopFasSetup.exe _EHJ XenDesktopFasSetup.exe

o JHIT FAS RREIEFE XY FasSetup_xxxx.exe , A]MIRIT FAS REBEFEXMHE (RITE Citrix
Downloads E3KEY) FXEX

HpE A — MR R = U A

& B MRS
« AF B FAS BZER PowerShell EIE& 5T cmdlet

« FAS EIBiZHIS

« FAS 4HZRB&1EHR (CitrixFederatedAuthenticationService.admx %

CitrixFederatedAuthenticationService.adml)
o IERERSHE
o MEBEIT#ER M FHEE
« Citrix Telemetry Service, B/ FAS (A& FBRER S F

Rz F3*2R Citrix Scout, FTATFWREIZEER, HIMIRAHERER

BXRERFHNESER, BEHRE FAS I B1TIET

4k FAS

ISR LUE R FARST FAS FREIFTARA. FRAET, BEERUTEI :
o HITRAMFALRET, FRE FAS BRSZ2RIEBEBIFHIRE,
o HARTEFR FAS Z81 X 7] FAS BEIEEZEHIS.

o BRBEEDE— FAS [RSZ250H. MR ER T Federation Authentication Service B9
StoreFront™ AREZ 23 TTA1GIREMARSES, WEPRELTEAERIEINAIERF.

EBFFEF, IEM Citrix Virtual Apps and Desktops ZEEIZF MR FAS REREBEFXHRE
FAS.

{E StoreFront £fif_ /B A FAS &4

R IET{VE FAS 5 Citrix Cloud 58 1EH, NEEHITIHSE,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 17


https://www.citrix.com/downloads/federated-authentication-service/
https://docs.citrix.com/cn/zh/citrix-virtual-apps-desktops/manage-deployment/cis/scout.html

KE B MRS

B X 9MFI1E StoreFront 7 LIS A FAS 4N EZFMER, ESIH <https://
docs.citrix.com/zh-cn/storefront/current-release/configure-authentication-and-

delegation/fas>

BB 3 (0l ™

NRIF(F FAS 5 Citrix Cloud &5 EH, WELEEHITIHSE,

BE(FH FAS, i5JF Citrix Virtual Apps 3§ Citrix Virtual Desktops™ Delivery Controller B2 & REEE
#EE|E R StoreFront fR$3 38 | i51T Set-BrokerSite -TrustRequestsSentToTheXmlServicePort
$true PowerShell cmdlet, 8PN RRFTET—RILHS, LiLz=EBEZ D Delivery

Controller,

Ao E4H SRAR

WNRIWAIFRE FAS HRSS25F0 VDA &3 2511 SEEMRA, NABHFE VDA ERIESEE FQDN
5K, EEE FAS V2 EiFF IR

ZE FAS 5, ERRETIRHIVARBIENRRIEELRETIRS BFHTLRE R (FQDN),

HIRIEKEIER StoreFront BRSZ 23 1 IR EIFAYERIRIERIE (VDA) EE4ERER FQDN f2
B, SiEARRNRNENEMNIRSFRES.

HNEEEN, UTFRAEFEAFEET —NEATRAEITEINNER, B2, XfTE2HXEN, AE
StoreFront fR5525. VDA #3517 FAS EIEEEHISHITENERIERELY FQDN %%k, FAS BIAJIEE
BT, BBRATE 6,

S 1. 1T 2% FAS BIARSSE: £, #% C:\Program Files\Citrix\Federated Authentication
Service\PolicyDefinitions\CitrixFederated AuthenticationService.admx # CitrixBase.admx X {4 A Kz
en-US X%,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 18



KE B MRS

@ * 4 | . =« Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | | Search PolicyDefinitions o
-
N - .
4% Favorites MName Date medified Type Size
- Desktop j, en-Us 2270772019 06:04 File folder
& Downloads u CitrixBase.admx 19/07/2019 12:28 ADMX File 2KE
(i-ﬂ Recent places u CitrixFederated AuthenticationService. admzx 19/07/201912:28 ADMX File 4KB
I 18 This PC
A
3 items = =

IR 2. XL M4 & HIREaVEESISE, FFEBET C:\Windows\PolicyDefinitions 1 en-US F
XfFEA,

I 3. i51T Microsoft BIBIZHIE (MMH1TIEIT mme.exe) o MRE=H, &R XXH > FRI0M
PREERET, N ARREERER

URFIRTRIEER AR ITRES, &R W, AEER RIAERR, 3, S EREERNT
B RIEIFELIEAER—NELUMREN R, ZRENIAN B TFE SIS M Citrix 204
(VDA. StoreFront k5528, BETE) BItEN.

= Console - [Console Root] [=Ta] x ]

S File Action View Faverites Window Help
e @ = B Select Group Policy Object | x|
IiconsolalRost Name ‘Welcome to the Group Policy Wizard — f | fuctions
— More Actions 3
‘fou can select snap-ns for this consale from thase availal
extensible enap-ng, you can configure which extensions
Group F’D&:yCI}edn can be stored in the Active Directory
Bovallshle snap-ns: or on & local computer.
Snap-n ven Uise the: Browse buston to sebect 2 Group Policy Objact.
=lDevice Managsr Micr : Pokcy
DHCP Mo
= Disk Management Mcr
F ons Mt Group Palicy Object-
FHEnterprise PRI Micr = | |
[2] Event viewer M
i Fokder M| A —
(& Group Policy Management i owse for a Gre
[ Growp Policy Management Editor  Micr
=] roup Balicy Object Editor i f  Domaine@ls Stes | Al
=] Group Policy Starter GPO Editor Micr 9 . ,
| @internet Information Services (T15... Ma | baakin: |§“"""t’“”qt "’l LAt M
'%PSW]NITM I “f"v Domaing, Ols and inked Group Palicy Objects:
) Name Damain
Desaiption: 7 Domain Controliers clrides net
This snap-n allows you to edt Graup Policy Objects whid J5%] Defaut Domeain Policy
or stored on a computer.

HR 4. SMB T BN BB/ RS/ EIEEMR/Citrix AH/SHEIIE N B ESHIVIFARS 3K,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 19



KE B MRS

File Action View Help

e HE 2 HE T

=/ Default Domain Policy [DW-DC.DIW.NET] Poliey ||T= thentication

i Computer Configuration o . _
w ] Policies Federated Authentication Service Setting

» [ Software Settings

< oy

Federated Authentication Service

> ] Windows Settings Edit policy sefting. |i=| Storefront FAS Rule
w || Administrative Templates: Policy definit Description: |==] In-session Behavior
~ [ ] Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your

Citrix environment with your Active

| Control Panel . .
> & Directory infrastructure to allow users

> -_:I Network to log in with non-Active Directory
|| Printers credentials (e.g. SAML assertions).
7 Server

5 [ Start Menu and Taskbar If you enable this policy, you should

» B System specify a list of servers running the

S Federated Authentication Service

> (& Windows Components identified by their FODNs (e.g.

[ All Settings fasserver.company.com).

5 || Preferences

w 4%, User Configuration
» ] Policies
» || Preferences

< > | Extended £ Standard /
3 setting(s)

XA BRIIEIRS FH RIS B NIE CitrixBase.admx/CitrixBase.adml &k ST 7R ANE
PolicyDefinitions XHEEF1E1H GPO LB, T4 8 3 2/E, BB RKIERSKIEE
551 BIEER > Citrix A4 > BHRIE XX T,

SR 5. I ABRKSEMNRIERSKERHERE BBH. XEATFREE BR B, EoUEEPRES
FAS BR552509 FQDN,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 20



KE B MRS

B Federated Authentication Service 0 %
@ Federated Authentication Senvice Presious Seffing e
() Mot Configured Comment:
{®) Enabled
() Disabled

Supported on:
Cptions:

FQDNs
List the installed servers in y Value
=

FOQDMs | Show. o fas 1 citrixtest net]

OK || Cancel

OK Cancel Ay

I 6. HiA FAS IRS525HY FODN,

MRWMAZ FQDN, MFIRMIAFESASE VDA, StoreFront RS2 (WIR7EE) # FAS BR
ZaFTEIIMNIRRE—, BERAEAEKISE,

SR 7. BERERHARBASHYAARKER. BAEEENENTEN (IMNBRITET
gpupdate [force) FREFFREN,

REPTAH
ULEEBSIERIF M) VDA RIEFRCERIBHE, RHETHREPES. FENMENAEE, NYE
PSR 2 AR F OIS FAS MINAHRIETEME, RENEBTAR, BSHREAN.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 21



KE B MRS

@ In-session Behavior Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Dizabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process ~

Prompt Scope | Per- e 9 policy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

20 | -

] - In-zession Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BRAAERIILREHITIT FAS RIE#HIZEA PR VDA RIEFET.

BRATTRALRRHELE FAS REHIZEIT.

RTEE
NREALLERRES, RAEERZFNARTAPRAERTNARFERRIERIER. B=MER :

ERRBE—ILERMRERZ LT, HUBRSERILH.
BHERE—S T EESTHREFT R RIRETRER.
BRERE—AFSTHRER, WETFNATRIEFNFRERER.

[F =By

SNRERALLRES, FERERHERRSRSE (UMWREL) . Fi0, NRIKEN 300, A
FEADWHRER—RET. EAERTERMFRETIRTAR.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 22



KE B MRS

B IS M &R
MNREALLEE, YAPNERREN, ERIENBEMMAEE. ITAUT S ERRIITE
EERR, YA I&E Active Directory B REEN, EEALLINEE,

PE R FEEREERT VDA LB R1E,

ERBRE S MRS EEEG S

RE FAS BIBEHIRERTF AZHERE, (B PowerShell REIRHT ESHKAET, B X FAS
PowerShell cmdlet BIE &, 1EEi#PowerShell cmdlet,

FAS BIEZEHIS{EN FAS BI—EiN %R E, ARXEFIME—TEM (Citrix XS H 1D IRIEAR

%) o
BXEAEEZER SN, ExESETAUTIREN !
o BRBIEFIRIR,

« IREIEBIRANA.
« XM FAS ERIEBMANA,

BRI UE AR ERARELEFaielHP— L5,

FAS EIRZHIBBIAEZRTIAM FAS RS, MNMRFE, ERIUERERSE L ANEERIRARS
BWERBIZZARS.
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another serverl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREIE PR

RE G 5 HMAR G M I B IRIEMRIE, FAS BT =1 Citrix IEPEREEB S FEA,

 Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority

« Citrix_SmartcardLogon

XEARMR A BIE Active Directory iR, BETEBERE, ARREHE,
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&4 Deploy Certificate Templates
Important:
deployed to Active Directory:
- Citrix_RegistrationAuthority_ManualAuthorization

- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Domain or Enterprise Administrator.

consult the online documentation.

When you click "OK" the following certificate templates are

This step can also be performed manually. For more information,

-«

Deploying certificate templates may require you run this tool as a

BARAVEC B R 7ERE FAS 2RI B2 (certificatetemplate B9 XML XHRE], BEN :

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

ThisPC » O05(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates

-~
Name Date modified Type

+

o

| Citrix_RegistrationAuthority_ManualAuthorization.certificatetemplate /1002020 5:25 AM ERTIFIC
| Citrix_SmartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIFI

Citriog_RegistrationAuthority.certificatetemnplate 1 ERTIFICATETEM

6 KB
7KB
5 KB

INRIERA REXERRGNR, BRERHLIER Active Directory EIE 51,

BEFLERR, EAUNSEIEREIAERFEITLLT PowerShell an4s -

$template =

late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
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$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory iEH RS

ZEE Citrix IEBIERGE, HIFEEHRE—DHZD Microsoft BAERBMANMEARS 2 L. B X1
fAIEBE Active Directory IEBARSZHIER, 1S Microsoft 314,

EEEEEBMANENENEFRXREED—BIRS B LR HIER, FEEISBIEBMAYAR L
mell

(AT LAERE Microsoft IEP M AN IMIZESH] & K HIEPIENR. )

&2 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif Tl

The required templ  ImPortant:

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up a cert Publish

o - Citrix_RegistrationAuthority_ManualAuthorization
The authorization t{  _ Citrix_RegistrationAuthority

: ) - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
Domain Administrator.

Authorize th

) ] ) ) Authorize
This step can also be configured manually. For more information,

Create an authoriz consult the online documentation.

Certificate Authority:
Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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RN S B 10 IEARSS

b5 B S5 FAS RUISA, BIRHEE|AERA Citrix_RegistrationAuthority_ManualAuthorization &4k 4

BOEHIENR, AERELEREELRBIZERER—MEBRA,

&3 Citrix FAS Administration Console - connected to localhost — | X

Complete these setup steps:

o Depl_oy certificate tamnlatac Deploy

&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Set up ace rt Author_lty certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Admlnistrator must sign in to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Initial Setup Rules Advanced Connect to another server  Refresh

Authorize th

Authorize

Certificate authority:

Create an authoriz

Create arule

Arule defines a sm
Cancel

You have norules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BREZEE, ERFAKRE FAS IHEHKS BFAEITKETRTE Microsoft IEBIUAHIAZERI S
FREIFRY R TP, IEBMANEERUIATE FAS FoEME: 2 BIfA BIELZIFENR,

FAS EIZEHI AR BR— MU NSRS, BEREEEEMRTIEL,

£ Microsoft IEBIMANEEZEFI o, GRETABES, AENEBBEREFMESEL, NRE

ER, FAS EIREHIGRETREINGER, NREFHEL, EHFEREIRER.
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA = —tn T 350700 CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FAS EIEZHa BNt I 2@ M. XA RERE L7 #.

X

&L Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘Rules

Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

C Authorize this service Authorize
There is a pending authorization request on Cancel request
Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AcERI
FAS {5 XL NARHE StoreFront BY1E7R, BINMAZ T VDA ERMSIERERRIEH,

BRIMFEEATAR !

o {SEIERIEPH StoreFront BRSS25.
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« BEXRIEBHAFE,
o RAVFERIEBH VDA B,

Citrix ZiX 8% A default’ BN, K79 StoreFront 7EEX% FAS BRI &iEKE& N,

B UEIEEZ BENXAN, L5 IBARRMIEPERFERMANG, FEEEREAEERENE
MEFAR, XL N T IUECE N AREA StoreFront ARS52888L Workspace /8, FHAHARKE B IE
INERE StoreFront ARS528, LURBFMERBE XN,

B AR ECHNED+ L8 QIEMN) UEHMNIZRS, ZaSHRELIEMNFRFENE
o “MNE+ 2 RE N ATHE.

&4 Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default 2 W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ZaSWENTER :
Bl - BFABPIEBRIEBENR, XHFZE Citrix_SmartcardLogon RS EIEHEIER (S
IEBER) -

IEBMAENA © 5% AP EBHARIEREEBMENME, FAS IERIIZ MEBMAAAGLUSEIR
BIERBMAH T, BHREEEMEBMAANAIRSETARIRAIAE" 152 IEBMA
wEE,
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REAEA | RIFRTEARFER ETEHIEB RS AIEE RS VDA RER.

o RiE RWRBEARER (RN, #7%) SIBNATERXERERE, ARESMRIEEIN
1H|E.|1.|-.E:Eo

« EET AFRIERFER—APESMNRIEEERGHFIER. AZHEF RARIEFIIET, M
VDA 2iEFRIFRZEIR (FlIalRSBMMELE X HFHEE) alUEA Kerberos B E R#HITIHIR,
R ABEERTERNIER,

MRIEEFE RFRIEFAER, WEKAER RIERNITH AREHNRENBTF VDA, G, IEH
AEEREREBEERAFPN D NIEBREEPUENBRERER. i, NREFEX VDA RIEFH
Web BRSZ25#1T TLS BAI8IE, M Internet Explorer AILAEAZIE R,

BRI | ZASERY StoreFront fRSZERITEANTIR, XEHBNBENEKRATRARERNERTE
BONER. XTAABEXLENR, ERILUNINET AD HREH,

BIEHIRENZEMEXETE, YINEEEE,

b= 3 g

SNRITZAVEF FAS FRS588 5 Citrix Cloud 551, NWEFEESREZESl 2 Citrix Cloud EAED

FLMET, StoreFront IR PRIF1R 2L, R LURFAEREIBVFIN S Citrix Cloud F1AS#t! StoreFront &B
ELGHEH. HAM StoreFront (ERZFMNES, StoreFront IARIFFRYFAE.

ARIMPR (RRIFBTEBH) ELFAERNE. Eit, EHEBBAAITFERN StoreFront fRS528.
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

BRE! : FILAGER FAS BERAFH VDA it BHFIRURALGET FAS fULIEBRAFFIR.

« T8 VDA BER A IFERISEMILE VDA AT LUER FAS ERFEF, VDA SIREGAAE T BN
- EEAPBBRAFEISERL A B LUAER FAS B% VDA, BRSIREGAIZAF,

9NR FAS BRS52:89E5 VDA MR P RVEARE, WATUESRERINRSo
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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=AM : $57 M Citrix Workspace IR B R TS BT BN A ZIN, E#E Citrix Cloud BY, &BIIX
EIFRE T Citrix Cloud BIFINI, ZE3ER| Citrix Cloud f&, ZFRa] LOE S %43 Citrix Cloud 2845
Y A EE S I

&% Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:
o Deploy certificate templates Tl

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Y453 Citrix Cloud

RA] LA Citrix Workspace ¥ FAS BRZ5251% 35! Citrix Cloud. EERX R Citrix Workspace X

—
o

1. EVIEIREEFS, £ E#EF Citrix Cloud T, B &%,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. ERBEERINR, AREE T

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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3. BOFMER—TMH—RUEME, ZEMIDHAMIE Citrix Cloud HIRFHAE, BXIFMAER, 158
i) @ Citrix Cloud SEFAHI= Fo

&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

|

Confirmation Code:

POQESDAS

( Waiting for confirmation...

= aEB

4. EMREEIEETSE,

M THIFIRFEZPRER HIFRAE.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

35


https://docs.citrix.com/cn/zh/citrix-cloud/citrix-cloud-management/citrix-cloud-on-premises-registration.html

KE B MRS

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

&4 Connect to Citrix Cloud — O X

5. tNREA, EREFIKF, ARTEEERE FAS IRSBNHRME, P& 48, ARXFWHIA

B Mo

6. £ EBFEMN 257, EAIMEMNZHEIZERN, BE T—F,
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Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

&+ Connect to Citrix Cloud — | X

7. 7T 8 345, BE Fel LSER Citrix Cloud &,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud ;¥ fft FAS BR5528, FIEHERTEER Citrix Cloud tk PV R IBEAE T1E Lo
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A FAS RS 8RAIAMNA R FIES, MU7LiFEEYiAIR Citrix Cloud # Citrix Virtual Apps and
Desktops.

BT FF5- Citrix Cloud BYELE

MIERY Citrix Cloud ZIRAIEMIFR FAS BRSS2:E, 20X Citrix Workspace X E HFml, 1£ &E#EE|
Citrix Cloud Hi%#F 2,
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el
=
ATHRHXERMR TS S MRS (FAS) WEREEMEEERM.

BXER

FAS ZEMIIRKENEESE BLEMNEENE,

« MEFRGHNXERMT TEW FAS FREWITRE, UKERE XEE R EREHIVEMX
SHYHEE.

FAS V2 RiENEM=RMALSIR

7£ FAS 2511 Z&i, FAS 8327 V1 (hkAK 1) BANER, XLEEEUZRS|IFHHL, VDA EEH
T FAS fRSB23MA 7 21, ©EIFERRS|IFTMNEFMERPE FAS #ilt5|RFPER FAS
3k SR ST AR 3R 1o

GPO @ETE VDA LEZE FAS b3k, £ Windows VDA L, #iit5|REGFMFRAE RS
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Authentication\UserCredentialService\Addresses

o

VDA LRyt SIR B INE StoreFront ERYMINEYREETE, BNRERERFRM. LERZEZF
REFRRN—TEERR, [FENTER ERTENET,MS,

FAS 2511 5| A7 V2 (k7 2) RRAMNEIE, FAS IRS85A9HE (BD FOQDN fiik0) BEAZEREX
&, Ak VDA TEEIEMITIULTIR,

FAMK

M 2511 kiR AFFEE, FAS BRUIA%ERL V2 EiE. V2 EHESPTE Windows # Linux VDA hRAFRR,
2511 hRAZHIRY VDA HEEEIEEMRMULFIR, A E—THEdERs 17T,

R% 2511 RERARAR Windows F Linux VDA BEB AR V2 ZiE, EILFFEFMERMAULTIR,
V2 ZEEFAARAR StoreFront &%, FEFAFTEFHL StoreFront,

R V2 EIRBI, E]LUEALL PowerShell 855 FAS EBBRER V1 EiE -
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Set-FasServer -Address localhost -TicketVersion 1

EiE £k v2 iR, BEERALL PowerShell 855 -

I Set-FasServer -Address localhost -TicketVersion 2

VDA B2 FAS EiEiR4A
075 VDA 2511 B S ERA T SEMRAT V2 4R, WIBIHERASNS V2 SHEA V1 =8,

gﬁﬁi}\ VDA IEE iiﬁ@ V2 T?EH&$’ -lﬁ*fz FAS HEQEEJ:E@%#F E/l_.\o

IR FAS F1ERY VDA RRA /9 2511 Sk ERARAS, M7 VDA EopfAiE]l, EHAETEUTFUTRE
E,J$'fq: E/L.\?KEO 12%14:143: FAS H&REEJZE’J Windows Elb\ > r‘-FH*’EEF?EIL.\

Level: Information
Source: Citrix.Authentication.FederatedAuthenticationService
EventId: 204

Text: [S204] Relying party [VDA machine name] accessing the Logon Provider
for [User UPN] in role: [FAS Role] [Operation: XXXX] as authorized by
[StoreFront machine name]. Caller ticket version: 2. [correlation: XXXX]

FESHS, BARAEIEMRAN 2, XK VDA THELE MR FAS HilE55R,

MR, GNRIER VDA Rz V2 Bk, NEHBEREFRNIERARIERAN 1 :

Level: Information

Source: Citrix.Authentication.FederatedAuthenticationService

EventId: 204
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Text: [S204] Relying party [VDA machine name] accessing the Logon Provider
for [User UPN] in role: [FAS Role] [Operation: XXXX] as authorized by
[StoreFront machine name]. Caller ticket version: 1. [correlation: XXXX]

{&HH StoreFront EZ& FAS V2 Ejif
B LUEREIRRABY StoreFront, EA FAS ZifXt StoreFront @ FFEBER, HEREERHILE,

StoreFront £ FAS ARS3 28t HOAD B 4 424 @Y GPO IRV EM R LT,

{5 Citrix Cloud Workspace EZi& FAS V2 ZEijf

Y FAS iE#%F Citrix Cloud BY, FAS EREiMNEFETFHB SR EMFRMUTRD, WITARAT
X4 V1 BiE, tIRKIE], FAS EEEHESNERES, #HH FAS A&7 Citrix Cloud
Workspace Bzt 25 R,

B2, MNREMWENIPELFER V2 ZiF (BNIER FAS ARS335480 VDA hrA R 2511 SESHRA) ,
M FAS BRS3 28 EAREEZMIR MUK,

IEEILUER LT PowerShell SRFELERERRY FAS E23CEMFRMULTIF
Set-FasCloudConfig -Address localhost -SkipGpoCheck $true
H#h PowerShell B

RT LEIRFINGS 2, FAS 2511 B9 PowerShell FiRi#1T 7T U T EHX,

£ FAS fR352389 FQDN MmO

LUF PowerShell s I7EiR([E] FAS BRS52589 FQDN FMilris . XE4REE V2 ZiFHAY FAS i
HHER.

I Get-FasServer -Address localhost

cmdlet Ryt #

1£ 2511 2R, FAS PowerShell 5 HI{E(E Address 281 (“localhost’TR%Y) #BEFTEE FAS RS 25
B EMRMASIRFITIOE, BEFRUITH, FEFHAUATHS .

I Set-FasAdministrationPolicy -CheckAddressAgainstGpo $false
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M 2511 748, FAS PowerShell Si S A3 EEMMUETFRICE Address B8, Bk E B FIRNITH,

IEE{TLLT PowerShell 7% -

Set-FasAdministrationPolicy -CheckAddressAgainstGpo $true

NEFEFBRKRE S A IIERSS

AXNET EZHFREERSIRMERE (MSP) IFEFE RS B IRIERSS (FAS) WP B, B XiE4
B8, B8 8ZMFREM | Citrix RS 1R DaaS,

Fo R

- 1Z48E Citrix Cloud B FFUERNEERAFANER. BXIFAER, BEH EXEERNR

o

. MEIRBHA-MSP X%, GEEMESR, ESIE EAF Citrix PRSI Citrix DaaS,
BoE MSP
1. SR EEEREEHEREA BT Citrix S

B TP TSR YT AHEL RHASMISE T Citrix Clouds

IIES A HI2E X BXRVIEE SAMEIRERE > 8/ TR A,

Citrix Cloud x EEE e 7 = 0
¢« C (Y @ uscloudburrito.com/identity/domains e % O :
= cilnx 2 o

< ldentity and Access Management

Authentication ~ Administrators APl Access  Domains Recovery

+ Domain | C Refresh | ] Show Unused Domains

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local eoe >

Forest: fasmuilti.staging
Forest Preferred Connector Type:Cloud Connector v

2. REEXEEIE,.

VR, ARRETAXRSE (.), BRE EERSH.
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MultiFas.local

Forest: fasmuilti.staging
Forest Preferred Connector Type:Cloud Connector v

Manage Federated Domain

Disable

B Citix Cloue x  + M e
<« C (Y @ uscloudburrito.com/identity/domains e % O
= | citnx 2 e
< |dentity and Access Management

Authentication Administrators APl Access Domains Recovery

+ Domain C Refresh D Show Unused Domains

Forest: multifas.local

Forest Preferred Connector Type:Cloud Connector v

wee >

WEBAHEE +o ARRE A,

Add or remove customers to create a federated domain

1 available customers

Search...

0 federated customers

FAS Tenant1 with service profile.

( Cancel )

3. WIE XXV REFETHEA o

WHBRRANER, BERBEAZANZESE, RIBREEE FHMBREE > = T,
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= cilnx

“ Identity and Access Management

::::::::

o0 @&

R[] MSP &,

4. &I FAS BREZZ3FH IS EEM A Citrix Cloud,

7EFE P BY Citrix Virtual Apps and Desktops #JREFTTER Active Directory (AD) MAIZEE FAS, ¥

FAS HE#E| 51 AD MXBHTHRME. BEXRE FAS RS8R, 1520 RENEE,

5. BIEARER
RHEFREFEHR FAS

- EEEERNEMIRMHER (1dP)

VIRBFEAER. %3 SHMBGREE > SHEIE, EEFEN 1dP HERAD 5 IdP [F

Do

- REFER FAS

%3] Workspace E2E& > BHRIE, EEFE

BIRENSMIIIEHEA FAS,

Citrx Cloud +
& C {0 8 uscdoudburrito.com/workspaceconfiguration/authentication
= cilnx

€ Home > Workspace Configuratio

Workspace Configuration

Access Authentication Customize Service Integrations App Configuration (Beta)

Workspace Authentication
Select how subscribers will authenticate to sign in to their workspace.

Connected identity providers

For more authentication options, you need to first connect the identity provider in Identity and Access Management > Authentication

(O Active Directory

(@ Auure Active Directory

Federated Authentication Service
Configure Authentication with the Federated Authentication Service

Unified user sign in flow for Citrix Files
When enabled, all employee and external users (clients) will be directed to authenticate through the same sign in page.

If kept disabled, users will have the option to ch b U as external (clients)
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BEAia

EMIBRTE P VEESI Z 5IMIBR MSP IFE— 1B, EMARUATAFREE FAS, ERTFiZ
HABEET MSP #, FAS %M.

Azure Active Directory B2 & R

_[-=r .

AR

B 2023 £ 7 Bif2, Microsoft EJ Azure Active Directory (Azure AD) E %4 Microsoft
Entra ID, EAX®IH, {E{ai2MK Azure Active Directory. Azure AD 5§ AAD Wit 5 IR7E4E

Microsoft Entra 1D,

Citrix BEXE B R IIIEARSS (FAS) REMABRIE IR ERIE (VDA) IREERER (SS0). FAS &
[ VDA IR FIEEREI SSO, VDA fERIZIE+ M Active Directory (AD) WiEBEF &3, ER
VDA 2iEf5, THEEFHRIEENAT AR AD ZiR,

IBE, Microsoft Entra ID (ME-ID) BIEFER 5 &HY AD # Microsoft Entra ID Z[El#1T[E4E, MM
BRTENERESER. AXNBTERER FAS BY, M VDA KIEREBSLIR Microsoft Entra ID
BOERFAENANEE, XATFRAF TR EHWIEAEAA)5 Microsoft Entra ID fRIFEIN FTE

FAS EHREMISHECEERN P SSO FAF Microsoft Entra 1D,
EAREE FAS RIERIES.

1E R AR EATAR AR FAS,

AT E A 245 FAS BYEfaIARA VDA,

Microsoft Entra ID SSO B R BEE TRF :

ME-ID B{3I8E2H VDA BINALEL VDA BE&MA
rE fEEF ME-ID &% SSO £ ME-ID EFEBHEHR
IOE
BX& %] Active Directory BX& £ ADFS E R Windows &17 412 WS-Trust
B I0IEARSS (ADFS) I0E certificatemixed i = 25 A
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ME-ID B{3IRiFERY VDA BlA VDA BE&IA
BXERE=H B MIRHERER FEHRE=ARRAR FRE=ARRAR

« FLEH Microsoft Entra ID 1218 AP & 33ETE Microsoft Entra ID 1T, BEFRRARN
Microsoft Entra ID B135%1F,

« BX&H Microsoft Entra ID 15245 Microsoft Entra ID Bt B NI A RIIEE QT HEMAIE, 4l
i, EEME ADFS 5E =1 FMNREER,

- JEENAR VDA E50A AD #1 Microsoft Entra IDo

EIMMAER VDA

X FEMABER VDA, #H Windows B4IIE (R4 LA Windows B{238IES

Kerberos) SZILXT Microsoft Entra ID By SSO., HFF M VDA £1&H14[8)5 Microsoft Entra ID &
PN AIEFERY, JF#1TX Microsoft Entra ID IS R8I, TEINEMEERT 7 FH1NIETIE ¢

Federated IdP AAD
or ADFS
N
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2.AAD-protected | 5 Challenge 6 focos Windows
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

z

B AT & Microsoft Entra ID IH 2 EENE 2B SR
B X HE Microsoft Entra ID IR BMER, 1BER TEE ST R,
FHTFEBEEE] ADFS B9 Microsoft Entra ID 13, 3&7E ADFS BR5525 LS Windows S 1451k,

M FRERE=FHFHREIZFH Microsoft Entra ID 15, FEXLUNBRASE. BERRENIH1R
HIZF FKEH,
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ER BT LU A BN AER VDA ZHI R ARZA T EEIAR VDA, B, M FAS BBFR%S
4 B Microsoft Entra ID ERIFTSHE (PRT).

BSIAR VDA
BEANMAR VDA [ERIIA AD #1 Microsoft Entra ID, HFEFPEREE VDA R, 2AIBUTIH :

« Kerberos EiFHETEIE (TGT), AT AD HFEHITEMNRIE
o FRIFSHE (PRT), AT X Microsoft Entra ID FIR#HITH D INIE

PRT 258 X AP ENNER. NBEXE, ESRAT Microsoft Entra ID S&AFI1R]5RE,

T FAS i@id[[ VDA IRIEBRIIEBFR 517, EItkRBETESLHE T Microsoft Entra ID FIEFIEH
NEHIIER FEECIE PRT, TEIERT 2438 E M IIETEE ©

AAD Federated I1dP
or ADFS

3'. If federated,
certificate authentication
happens at
the IdP

3. Authenticate to AAD

b st il with FAS user

2. Kerberos TGT

with FAS user A

1. Authenticate to AD
certificate Domain Controller

Hybrid joined VDA

B{AAT & Microsoft Entra ID 12BN 2B SR,

I+ FHEEH Microsoft Entra ID 18, iAECE Microsoft Entra ID CBA., B XiFHER, FEIE Azure
AD ETFIFBMEHISIEELR, VDA 8 Microsoft Entra ID CBA @3 AP B FAS iEB XA #1T
Microsoft Entra ID B195%i1F,

HE SO T ERERFIEPER, EEERAEERTEAFASAFIERER,
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I F B S EIADFSHIMicrosoft Entra ID3s, VDAfERADFSHRSS2RFIWS-Trust certificatemixed 245
=, BB FHBFASIER@EMicrosoft Entra IDIIFFAF B, AL SEIAERH,

I FEEATE = A B IR EFEFEAIMIicrosoft Entra IDIS, BIREREXRLMNBRAE, BHIRHERER
WATSEIIWS-Trust certificatemixed 2450, 1BERRIEN B IR EEF FKEE B,

IEBI A AIECE

AXNBEEBHWIERS (FAS) WERECE, USIEPMAHNM (CA) IRSZBER, FAS BIEHE
AR IFEPARZSHECE, XLERAFER FAS 121HY PowerShell APl, 1EHITA AV 5 ER
ZH, BN TEE PowerShell BIEAKNE,

KEZ CA [RSZ2LLATF FAS
R T SIS R EENIES, 5 FAS EIB{EHIS S FAS BB N{EAZ N CA &

&% Edit Rule — O X
Edit rule "hello"

Template

Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
@ Certificate authority balancing and failover.
In-session use
Name Status
AaEres el Template available
Template available

Restrictions

Summary

< >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IRERBIFTE CA #B4 A A% Citrix_SmartcardLogon IEPEMR (BRI PR pEEER)

INRIEBFEABED CA RAHFABRIRNR, 5% CARIT REIEBMANE T,
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BEFNEN CAHIT BIULARS P8, RAELSRHAEENRIGER AT ERER
CA.

FATT N E
£ FAS IRSSERECENERZ N CARSERE, BFIEBEMFEREBEER CA RSB ED
Ko IS, NREF—IBEEER CARSH/AERE, FAS IRSBF[HIRESZ—AIHEN CABR

55880

HC & Microsoft IEHMMA MM LLETT TCP i5i0]

FAS f£F8 DCOM 1/3i7] Microsoft CA, DCOM fERwM 135 &K MARSS IETEMINTAYIR . BAIAIENR
T, MrHOSMESHEN. XEXRMHAERENETERRSHE 7M. ALk, Microsoft {27 &S
BEFFSIHONIIEE. E1E Microsoft CA ERCEFSIHO, 18i%HEF Start (FF48) > Run (GB17) >
dcomcnfg.exe LLITF DCOM configuration (DCOM EZi&E) ik, EFF Computers (3TE#)
> My computer (FHJEX) > DCOM Config (DCOM AZi&) LIER CertSrv Request Tis, %A
&, “®%E CertSrv Request DCOM N ARIEFHEM :
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CertSrv Request Properties |2 | X |
| General | Location | Secutty | Endoornts | identty |

DCOM Protocols and endpoirts:

-*T . defaul system protocols

¥ Select the DOOM network protocol sequence that you want to
Jry  add Enterthe endpoint detals and click OK when you have

Protocol Sequance: | Cormection-cnerted TCP/IP

() Disable protocol sequence

O Use defank endpoints

®) Use static endpoint EX

17 Use irtranet range of dyramic endports.
() Use intemet range of dynamic endponts.

o ] [ omes ]

| OK || Cancel | ook

¥EX Endpoints (IfR) LUEFF#SHAFHIEE TCP mAS (FE LB 900) .
EUERAIR, BRAEEERFIRO 135 FimE 900,
BHFE TN Microsoft IEBM &M LA BB S,

THREE FAS RS2 (HEMEMERIERMAVANITEN) , K7 DCOM £ RPC i%M 135
BHITIHEME. YEFIHEEMER DCOM Y, EREHDIRSEE LM DCOM RPC BRSHiEK AR
FEH DCOM RS8R, XA IHO 900 (FELRBIF) 17, HE DCOM REBIBRIETREF iR
EERNIZIE .

PR R FIE$

£ FAS IRSBSEHPFERAFIERE, ARFNERNENGEZEERE. UTHBINBTNRHNRENHZ
I FAS IRSZEHITILIRCE,

FXEY Active Directory FAP %R

IERILLET B8 AD FHFA A SIREFMERIXHR (P10, .csv XfF) RBFIEBER, JWATRA
[ZipNe
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Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser B— AT EWAFFIRMITE cmdlet, BIEMNRAISZS—NHikessi, BTN
B & UserPrincipalName B IRES 9 “enabled” I AEF

SearchBase £ 48/\7 £ AD FEZRAFPHVEE,. MREEAZ AD FNFRERF, AILUGHEE

7T
Qo

EHAEREEIRERF,

CSV XHHRBU TR ¢
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Bl user_list.csv - Notepad

File Edit Format View Help

"USerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FAS fR5S35
LU PowerShell Bl A<3REX 2 814 AY B9 A R 53R F+ 612 B P IEB5I5R,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule
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INRIEEZ FAS k5%, BHEAPMIEBRERMR | —REERSHFF, B REREZBR
S5aaHo

LERTBIRAE A F4 9 default’BIRE N, dIREERENFMNBF (FIE0, “hello”) , EBKHAH
E/‘J $rule ﬂrx\%o

&< Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

* Create rule
Default g W Summary
hello 7 u

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

4517 FAS EBGEH

RO LATEAR BT FAS AP BYIER T421T FAS $R28GEH,

2/ FAS EEZHIE
B EFIRAN UERFTRY FAS REOEHEXK
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% Citrix FAS Administraticn Console - connected to localhost

Initial Setup |Rules | Advanced

Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Am authorization certificate is configured.

Deauthorize this service.

o Createarule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if yvou wish to use this FAS service with Citrix Cloud.

— O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect

IEFET CAFbAZIER,. BXIFARER, B KIS MNRIERS.

o EREFRRBGERE, FAS RIEERZIEBHARGERIMN XX, B& EHEE LUFHFTBIRBGE

PBEERIFN X BXo

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup |Rules | Advanced
Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directaory.

0 Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.
Q Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect
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{&£/H PowerShell
SERUTES

1. SIESHGES | New-FasAuthorizationCertificate
2. IE TFHIENGEREM GUID, ¥l Get-FasAuthorizationCertificate R[EIFfTRo

3. HRFAIIEALIES | Set-FasCertificateDefinition -AuthorizationCertificate

<GUID>

4. WIBRIBIZAGES : Remove-FasAuthorizationCertificate » BSZWAER
DeleteUserCerts $false option , UGHETEF &G,

BUHIE FAS FHIHER FAS iE$H

£/ FAS BEEZHA

.+ SEBUMEIRGEEFMIRIEAE S, EAINUMRATERAEBHREAN (REXTFRAEMIES
FRAEH) o

&8 Citrix FAS Administration Conscle - connected to localhost = O X
Initial Setup | Rules | Advanced Connect to another server  Refresh
Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are de o
Deauthorize Service *

0 Set up a certificate
This operation deletes all authorization certificates from FAS.

The authorization templates a
Are you sure?

Click "Publish” to publish the {
Yes, delete all authorization certificates

o Authorize this servic Also delete all user certificates Reauthorize
An authorization certificate is Also delete all configured rules
I Deauthorize this service. I
) Create arule Create
You have a rule configured: Default
Connect to Citrix Cloud T —

Complete this step if you wish to use this FAS service with Citrix Cloud.

o SNREFHIBERAN, NFEERN FAS HIURBES :
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X

&4 Citrix FAS Administration Console - connected to localhost = O

Initial Setup | Rules | Advanced Connect to another server  Refresh
Complete these setup steps:
o Deploy certificate templates Deploy

The required templates are deployed in Active Directaory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service Reauthorize

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.

Q Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ZESRTENEBEARSEBAN KB, 2 EHEMEBLUSFTRRAGES S ERIMN X B,

{4 PowerShell
fERRLLT PowerShell sp SHIBRIZRAGEBFBEFIES :

$AuthCert = Get-FasAuthorizationCertificate -Address localhost

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

Get-FasAuthorizationCertificate REFFRFSGERBFMEFLIERBGERIERNSIFR, HEE
P4 1T Remove-FasAuthorizationCertificate ZBIGZE $Authcert HI{E.

EITY DeleteUserCerts EBHIGEN false, FolLUIBRIZAGES, BRZEBFIES .

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

-DeleteUserCerts $false

FARBAFIEBMA A FAS BT VDA BRMIIERIES, XELI] FAS EINEIFEER. BXE
ZIFMER, BEBRLIT FAS BAUEH,
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o« EALURINT A UMBRA A IES ¢

Remove-FasUserCertificate -Address localhost

tbEr S M FAS BRSSP MBRFAE B FIES. %amsER BT mEZRFREIEHEIED.

Y FAS NEREREFEPBREAGEBHA P IEBEN, EXESMER X BRI ARX.

BN

AR PowerShell BLER FAS BARIES. ERFARZEERMANINBIELHERES
ERIE BAVE A,

1. EEREREG S #HITYIE FAS ECEHRE, (NSERAIR TR | SEIEBRRTIREIEBMA
¥, (/en-us/federated-authentication-service/2511/media/deploy-template-set-up-certificate-

authority.png)
2. 7 FAS AR5 28 L& LLF PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1"®

3. BITE FAS ARS8 E3IA LT PowerShell cmdlet R4 AT HEIZIEBERIBNK -

$AuthCertRequest = New-FasAuthorizationCertificateRequest -Address
localhost $AuthCertRequest

LZRITF

(/fen-us/federated-authentication-service/2511/media/result-new-fas-auth-cert.png)

EREAXMRIEIER FAS BINEAERBERE. BXEZFMER, BEHLBEE,

4. FHEHERE HIBIHE
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"$AuthCertRequest.CertificateRequest > c:\temp\authcert.csr

5. FEBIERXMH (TEURFIFA authcert.csr) RRGERVERMAN, #AFK, FHIREUE
PR

LFAMNTBEMHIER Microsoft (RAVIEBHUANA ; XFHM CA, BECRIERT CA HVE
FKEH,

o EZBNEPMANMARS SR L, FMUEBER'MMC B2, AREE
Citrix_RegistrationAuthority_ManualAuthorization 11y, SAGIER 8§ HiEiR, EREM
BN, BHBVHBERE. FELRBIFR, BFA Offine_ RA, BEANFE !

Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

s EEENEBIANARSS 2L, FINERIMANAL MMC BB, GERLIEBERR
SR, ARRHEMRNIERER . EEESIENER.
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« BITE FAS BRS525 LRI PowerShell i BIRRATHFRAUTAR, FHEBERIFKERRE
BOIEBARA A

certreq -submit -attrib "certificatetemplate:<certificate template
from step 5a>" <certificate request file from step 4>

4N

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:
\temp\authcert.csr

BT LR SR EUTE

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-UE2D-UBSB-9LUFA-C25L192D09C6}
ldap:

RS ETRE R I IEBANAFIRE o LR AIFRNERMATAERF A DCOM (TRER)
MHTTP (E&R) M. SNRETA, FEFEDCOM”, AERELHE" :

Certification Authority List ? et

Select Certification Authority

CA Computer
diw-diw-dc-CA (Kerberos) djw-dc.djw.local
Edjw -djw-dc-CA (Username) https://djw-dc. djw Jocal {djw-djw

BEIMBMANMEG, dHTTHRHESR RequestlD :

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-LE2D-LUB8B-9UFA-C25U192D09C6}

ldap:

RequestId: 358

RequestId: "358"

Certificate request is pending: Taken Under Submission (8)
PS C:\>

o EIEBMANEARS 2 £, TIERBANA MMC EIRRcHh, BEHEERIRR. HEIEK
ID, AEARBEHIZIBERFAEFME"
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o EFEMRMIER TR HBSMAMER (5K ID BHCE) o WELMFTHIER, @&EEF
FAERIEDF, 2E EHING . KEREHIERSRHAS . & T—% . AXMHE
TUZERR LA

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(") DER. encoded binary %.509 (. CER)
(") Base-64 encoded X.509 (.CER)
(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7E)

[#] Indude &ll certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 {PFX)
[ ]1indude all certificates in the certification path if pozsible

[ Delete the private key if the export is successful
[ 1Export all extended properties

() Microsoft Serialized Certificate Store {55T)

BT INEHRIEEITAE - PKCS #7 IEH (.P7B)'H Bk NRATRE, SIEEHRE
REFRAIER"

6. MSHIEPEXH & HIB) FAS RS2 L.
7. W@IT7E FAS REZ 28 I ALLT PowerShell cmdlet, SHEMVAERS A FAS RS 5: -

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile <Certificate file from step
6>

fan
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Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile C:\temp\response.p7b

PS C:\> Import—FasAuthorizationCertificateResponse localhost
C:\temp\response.p7b

Id : aBda658f-aTel-U9bT-aBc3-6381c26a83a5
Address : [0ffline CSR]

TrustArea : Tababl6b-e5ac-U2Uf-90d5-eclaebcl13de7
CertificateRequest :

Status : Ok

8. 1Z FAS BIEHEZERIS, BHUMETR FAS B REIRI

*

&4 Citrix FAS Administration Conscle - connected to localhost — O

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

0 Deploy certificate templates Deploy

The required templates are deployed in Active Directary.
Q Set up a certificate authority

The authorization templates are published on: djw-de.djw.local\djw-djw-dc-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configurad.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

“RAINVLARSS 5 REZ10E — MR E 8 1EIRIC,

9. WIBIBMNMLEEE, BXIFMER, BFBHEENN,

BXER
ZEMREXER FAS RENRENTESERN,

« F LAY Federated Authentication Service SREF S EFRREMNERHITT B4,
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- HtWREAEXEESREEXERN A,

AR

b))

FAS IEBZAETE FAS BRS2 ERVERATNEBIEES. 5 FAS IEH X BEXBIRLASATZAETE FAS BRSS 2289
LERSIKF T BINMERT, XERARTEISHAY 2048 if RSA F$A, 7E Microsoft IRHHIRHE
IR MAZ T eV M F 1o

{£F FAS PowerShell #5455 PowerShell cmdlet, BIMAEXFLIAIBEFMEFZMEMIE,

FAS ECEFIEBAMZETE FAS ARS8 Lo BIEARTE FAS IRSSZEHE

7£ Citrix Virtual Apps and Desktops 2411 Z &1 FAS HrAs, FAAEM @IS
%programfiles®%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config. AbHY
XML XHREEBEN, XB# PowerShell (s B, EERMTERNREYE, HEXTEEHEH
FAS fRSe:BIAIN A, 5, 5 XML XHFIREARR, fER PowerShell #1TEVECETE FAS RS2
FRRRERE. FAtt, FEXFER XML XH#HITUTISENEE !

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp
e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength

BB LTSRS © M Citrix Virtual Apps and Desktops™ 2411 Z &8 FAS ARAFH R,

B X FAS IEBHIERIRHER
FAS FAFMAEMIES | BIUES (BERE—VR6) MAMIES,

FAS EAGEHA BT AERTEGIERAE (RA) IEH,
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FAS EIEKIEBIERIEBRENR, S F—TFml. R FAS FEIEHIERFPIEE T IERBIT, BER
BEEERAR. FAlLtt, FESUERIEETREM FAS ZHMIERIER, FHRRNELRERZM
CAERRNER. FIaN, ERIUERERESRE R,

FAS $#ZBUEH
I BERELE FAS BYRIEE, EaILUER FAS BIREHI S BRI EFRIUE G KT REAGE
Fo
W R LUfER PowerShell 545, XIRM T EAMRIEM !
* New-FasAuthorizationCertificate : lt@RBEITTHE FAS BIEEZEHIGHEL, FARIZAET
A IS EEERSGI IZRER I BIENR.
« New-FasAuthorizationCertificateRequest : IERSAIBAGER IR HYEEK 5 BRI

o

BRAGERERBIN RAES, B FAS FE0EMAME, BMAKRAFIEKIER. ZIEBEHEEN
ZARAERBERAE, XRIFEEIEKR FAS AP IEBERBERINEE.

FINBERT, EREEERUTRR
e Citrix_RegistrationAuthority_ManualAuthorization :@ {HEMAILEIREIEZEIEFREIGES R
SHIEWH, AT 5/SENERE ;
e Citrix_RegistrationAuthority : {ERIEREIZIVIEBERIRKWNEMHEA, HH FAS iR
Szt
TIFAS 2FEUTHE ¢
1. FAS BIEERIAN, Hm CA LXKIEPFRIER (CSR), IEEFHAXMNLAFIERER

Citrix_RegistrationAuthority_ManualAuthorization o
2. IEREIMABERME, CSR KIH CA BERFoht,

3. CAEE Rt CSR[E, CAREIE—NMIES, FAS HORZIEH, ILEBNEBRHRE, 8
—X, HEXATUTTE. £AE, FAS RHERZIEBRAERAM.

4. FAS SIS —1&EAN, HME CARZXEZ CSR, EEMERBIMHINBANRR
Citrix_RegistrationAuthority . ZIEKH _E—FFHNEBENHES.

5. CA BEpfiRIES, FAS HFRIEF, FAS MEERFGRMN. FIABERT, ERSGEBHERURN
Mo

FILAfERA L PowerShell s B EE BT RIZRIEREIFIERMNANKE !

Get-FasKeyConfig -Address localhost -CertificateType ra
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FAS FFIE$H
FAS RIEZRFIEPRLUSBE R EF3 VDA,
Y FAS SIEZRFIFRE, E@REUTHE .

« FAS 8JEZ1AxS, FMm CA &Kix CSR, IEEEHAMNLIHE. BR EGUNREIAMENR
Citrix_SmartcardLogon (fFREMIEIRERIEER) o

CSR fEH FAS #HUEPHITE %o

« Citrix_SmartcardLogon 1EHREGMALZEK Application Policy: Certificate
Request Agent » FHTFULEMEFET FAS BAUEFH, CASBEMMAAFIER,

FAS I0ZRIEH, FFHEEMETE FAS RS 88 EAVERANBUREF,
RIMBERT, IEBNEREAN—RE,.

E, BPIEHREMELS VDA, UERFESR.
B LAERLAT PowerShell e EE AT EIEZaEREINEBAXNHNLE :

Get-FasKeyConfig -Address localhost -CertificateType user

FhEATFHEE
FAS TR TE T =277 oA A 5% |

« Bt EEMER Microsoft MEEREMHREHUER, ENEINARIF ; BIEEFHEERE L.

o ZEENFIIER (TPM) | TPM AIUEIHEN EYIRES, WU EEEWIERERIRHA
REHL TPM,

- BHZL2ER (HSM) | XR2—MER LR 2FHENEERIVEHIMSSMNEILE,

AXTES,

5 FAS EAGEH X BXBIFA RS RIEUE, EAIEBREETIFABERANERARRERBF LSS
Ko Htk, G ARERAGTLUENERBEFERRIF R,
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A LAEZE Microsoft CA LABRH FAS R2HGERBISIRE, SIEIUAEMAIEBINEARE, 78
FEREMAIE,

&k, FAS SUIFEIRIIECE RAGE B AP IEBavFARRE M,

—L B AVER BN T
BREHER BPIEH#ER &
LALS LGS RINELE
TPM LR BAGEBEAEA R
HSM HSM FRBIEBERE B BRI

FEVHES TPM BFHBFER, (¥ TPM BFESGERER, WRETHEEEIRETS
1T FAS fRS58:, BB WENELNEERFHENERE SR TPM EE1 L.

Z4PECE PowerShell &%
EFAEEBERXNGST ¢

* Get-FasKeyConfig
* Set-FasKeyConfig
°* Reset-FasKeyConfig

e Test-FasKeyConfig
BEXFMER, 15BI% PowerShell cmdlet,

BRAGEBHAFIEBNZAEREZMIIAN, B certificateType BEIETE. FlMl, EIREUEKE
BOER (RAES) BEANFTAARE !

Get-FasKeyConfig -Address localhost -CertificateType ra
ERAVEK AP IE I EARFATARCE !

Get-FasKeyConfig -Address localhost -CertificateType user
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&AL Set-FasKeyConfig #1 Get-FasKeyConfig RIGBMICEU TR :

= RRIAME AR

KE

GIE:

EllipticCurve

AT AR R
(KSP)

2048

iy

iy

R

AL BRI E A
B, #ER, &
Microsoft &1k GUI
/1, Cryptograhy %
MFR8E T *RIVE
AR WIR FAS
REENEAKENF
BERPIEE N R/NE
AR/, W CASFHE
£t CSR,

XF RSAEH, K
FERLIZ 1024 fi.
2048 fiI8k 4096

fiLo

3+ ECC &, K
EELLE 256 fi.
384 fiIgy 521 i,

ARSI UMELR
HiEFS L.

IEEEMRNNE] FAS &£
FXBYFAEAFRIR TRV AT
%o ERRAIRIRTTE
HIZRAN GUID ARk
B0,
MyPrefix70277985
-6908-4C6F-BE59-
B08691456804 o

SR A true, MIERL
ECC #5835 ; &/,
4 RSA ZAT,

MNERA true, FAS ¥
EAM Windows
CNG API, HBE%M
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=3 BINME
B HEE Microsoft {247
FiERERER
CSPEY 24

AR
£ Provider Bt
187 KSP,
AR A false, FAS
THEFIERR CAPI
APl, HEWINTE
Provider B4H357E
MERSEERER
(CSP). Citrix 321X
f5F KSP,

BIEMEFEZR AR
RIUEFRINRIN. &
AU E UL B IS
E TPM I HSM,
HSM B9 KSP (2§
CSP) H HSM {57
R, iR EE
XU REE R
AR HIE B TR
BA.

X KSP BMiRE
A false BYFHE %,
ENZ

Microsoft
KeyContainerPerm
issionAccessEntr
y.ProviderType
Property
PROV_RSA_AES 24
o PRI HSM &
CsP #afEMAA
HSM 5 E M
E, BNBIIRLE A
24,

tk%}, Set-FasKeyConfig B] 5 LU NF X —itcfEA, UG EIRIE -
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*l]_‘l N

-UseDefaultSoftwareProvider

-UseDefaultTpmProvider

WA

¥ Provider EM1%E /9 Microsoft Software
Key Storage Provider, 3% KSP FERIEEH
true,

¥ Provider B £1%E /Y Microsoft Platform
Crypto Provider, ¥ KSP FERIEE N true

[e}

Microsoft Software Key Storage Provider &% B FEKE L QIEMEFHEEHIIRERER

Microsoft Platform Crypto Provider 2i& % AT 1E TPM HFeIZNEFEZHNRHER.

Get-FasKeyConfig X2t T, BMTHRIAETEERWMMEHERNES !

FE

IsDefaultSoftwareProvider

IsDefaultTpmProvider

Bk

aX

WMRA true, MFRTIREEF
IRE N Microsoft Software
Key Storage Provider, 3 H
KSP FERIZIE N true,

WRA true, MRTIREREF
IZE A Microsoft Platform
Crypto Provider B KSP %
ERIZE N true,

RSA &G RSA %A
(EllipticCurve B4
false) .

ECC &R i¥E&E ECC %%A
(EllipticCurve B H

true) o

&I LUfEEF Reset-FasKeyConfig JH&EIRE AERIAE,

Reset-FasKeyConfig -Address localhost -CertificateType ra

Reset-FasKeyConfig -Address localhost -CertificateType user
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WL FPECEPAMMAYERR (8 Set-FasKeyConfig I Reset-FasKeyConfig ) &IZENNFH
F#HEIENIER. B2, EEFARAEENNEENAAFIEBAZ M,

ROl OB N BB HI S BUEIEIN FAS BRSS, UfER BUEIEI FAS FHfilFR FAS JEH #8Y
PowerShell g55 IR E IER,
FEHMPERIATS Hal AP BREENTIE R BRI W ER.

EEA R

T8 INTAITR, BEEEN FAS IRS ZRIEARMAY PowerShel IR EZEFCE, AANMEIERAR
EEC B B BRI,

NREERRPFERERRNVENIAFIES, AJLUBTE & FAS IEH M BUER FAS FH kR
FAS JEF FFEMIER,

SNRIEH FAS ARS8 T LAMERE S, BEHTIREB NN ZEFHETHPIRI 4P R0
Bl 1 - FAPTEEPEFEME Microsoft GBI EFERHEF D
BTXERIARE, FILEEFHFNECE,

WMRBEENR T RIPERE, AIUERU TSR E £/ Microsoft Software Key Storage
Provider :

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultSoftwareProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

f&ALAfEA Reset-FasKeyConfig 1k & {8 Microsoft Software Key Storage Provider, %7
NFFrEEMEAEEIREE NEIAE,

7B 2 - FHEBUERERFMETE TPM
Lt RBIRER T 7 FAS IREGEBEHAEMEE TPM (WIEESER) &+, MAPIEPREAEEE

Microsoft Software Key Storage Provider /&1,

RE FAS AR TPM RIFESANAFIES, BXTAREREMS, TPM BEHFAIsERE 185
RAR\BRHo
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{EBLLT PowerShell ;8% :

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultTpmProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

7 3 - AT EEHTEFEMETE HSM

LR BIBA Y R HSM EERBGEBMAFIEBHE. HRFAREBEERE HSM. 28 HSM #E
BIRIHIZF . H/a0, HSM Vendor Key Storage Provider,

fEFLLT PowerShell 8845 (RFRBIXABERAIER HSM 1R HIZFRISKFRTT)

Set-FasKeyConfig -Address localhost -CertificateType ra -Provider "HSM
Vendor Key Storage Provider"

Set-FasKeyConfig -Address localhost -CertificateType user -Provider "HSM
Vendor Key Storage Provider"

Bl 4 - EFRTEhZER

AIAMBRT, FAS Epl RSA #EHo FEULRAIF, AERSGEBMAFIEBEE T #HE L% (ECC) &
Ho

R BIERARENERKE, BBGERECEN 384 U#EH, BPIEBEREN 256 iIFR,

Set-FasKeyConfig -Address localhost -CertificateType ra -EllipticCurve
$true -Length 384

Set-FasKeyConfig -Address localhost -CertificateType user -EllipticCurve
$true -Length 256

LEEY, #RANFMAFIEBIERATBERW CA B4, KA FAS IERRIRFIR/NERRNRINKEN
1024 fiL,

i, WFUHRE, FERNTARAESERPHR/NEARN

e Citrix_RegistrationAuthority_ManualAuthorization and

Citrix_RegistrationAuthority : f¥&/NFIHA/NER N 384 (FHE/))
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e Citrix_SmartcardLogon : SFER/NFFAXK/NER N 256 (TE/))

BRIERN, 1BIE1T mmc.exe , AEFNEBRIREERR T, HERIRATAERM. &/)\ER
A/ EN FAERE MR I T+,

# ECC Z$AR A P IEPNIEBIT Citrix Virtual Apps and Desktops 2411 58 = hkAAY
Windows VDA £, Linux VDA R ECC EH,

MiAFA AR E
RE set-FasKeyConfig fHRHIT—EINIE, BYRAREIRELRNEARE. flal, ErATsEi
HSM RIRMAZEF BITPIE T iR, HELIEENERRKE A RAREMH .

745 Test-FaskeyConfig FAJLURMEEE), ©RIAEAIREAKECIER AN, HiREMINEK
Mo MREREHRE, FHRERERRNIET. NRMY, BHIRILENHER.

LUF PowerShell sp 523 3UMNRAIRIFI B P R AR E -

Test-FaskKeyConfig -Address localhost -CertificateType ra

Test-FaskKeyConfig -Address localhost -CertificateType user

I FAS BrSS a8 eIEMNE, XN TARNNAFIERLIZENE CSR ¢

Test-FasCertificateSigningRequest -Address localhost -UserPrincipalName

user@example.com -Rule default

J¥ <mailto:user@example.com/> &5 Active Directory SBEFAIESS UPN, FAS #MNEEH%
7 default, B2, MNREHFLENASEBEVEMIN, BIEEZBT.

IR CSR FTh, FAS HEFLEMBIER,

KE FAS iEH
BT PowerShell K2 IE R M H BT X BEAFLSATEAE (IR,

RERBGESR
ERILGEE B FAS EIRZHI S RHRAGER SRR EERDOES !
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& Citrix FAS Administration Console - connected to localhost = | *

Initial Setup Rules | Advanced

Connect to another server  Refresh

Complete these setup steps:

e Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on ancther certificate authority.

0 Authorize this service Reau

=3

horize

An authorization cerlificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish touse this FAS service with Citrix Cloud.

B2, BIRNEFANER, 15 PowerShell :
Get-FasAuthorizationCertificate -Address localhost -FullCertInfo

FHREIZNFE, HASHE PrivateKeyProvider, B8R T SIZMFH#IEBAIREEZR,

PRIVATEKEYPROVIDER

Microsoft 4 ZHFMEIRHIER

Microsoft FF & INER IR

HSM R AFEREHIER ((RRA))

EIAEREAIE

RIRFMETERE L, = Microsoft IR MHIZEF
BIERIP,

WSATERETE TPM (WSS o,

FATFAETE HSM F (TELLRAIS, HERER

{#£#2FF % HSM Vendor Key Storage
Provider)

RERPIET
IERILURAN T A TVIRER FAS ARS5%8 LEREFHFRIBE BPIERYIR ¢

Get-FasUserCertificate -Address localhost -KeyInfo $true

Keyinfo 28 ERHEEE X SIEB X BENIANEZER, 552, PrivateKeyProvider FE&35
TR XBNBANEEENE (B XmRIE, B8HLE—T) o
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BRI LERASMENESE (Flg0 -userPrincipalName ) THFEREIRIERE,

R EEAERFERE PEM HIBAFIER. MXAEHE .crt XHH, AEROTHFER
Windows IiE$H GUI B/RIEH .

k) BiER
$CertInfos = Get-FasUserCertificate 3 RPAEEE LS T AP IR

-Address localhost

$CertInfo = $CertInfos[0] FELRFIR, FINEFEE—TBPIES
$CertInfo.Certificate > c: ¥ PEM #iEBZEEEZWE .crt XH

\temp\user.crt

c:\temp\user.crt 7£ Windows GUI $TH .crt Xff

M Citrix Virtual Apps and Desktops 2411 ZBifY FAS hRA<F4%

£ Citrix Virtual Apps and Desktops 2411 ZHilJ FAS hrA7F, FIFBRM BT REBUTAERN
XML XHREEER

%programfiles®%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config

A RIEREY PowerShell (s S BRI G 7E, XEGDIRETEANREE, FELXESEHED
FAS AR 23B0AT R Ao
9, 5 XML XHIGERE, {EH8 PowerShell ZeHIERETE FAS IREZSBAHENESFE,

E#ARCEM X B XML XHIGENREITN A PowerShell 281 (301 Get-FaskeyConfig #1 Set-
FaskeyConfig HIFTHE) #WTFFAR .

XML XHigE XML M{FFREYRR POWERSHELL A
ME =30 8]
Citrix.Trust 2048 KE -

Fabric.Client
SDK.TrustArea
JoinParameter

s.KeyLength
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XML X{5FigiE

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.KeyProtecti

on

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderLeg

acyCsp

XML &SR
AME

GenerateNonE
xportableKey

&

POWERSHELL
FH

-Exportable
-UseDefault

TpmProvider

-Ksp

AR

* NoProtecti
on @I
-Exporta
ble &E&E
73 $true
R
-Generat
eNonExpor
tableKey
PGRURRT
-Exporta
ble &&
7
$false
RS

-Generat
eTPMProte
ctedKey
BELIEE

-UseDefa
ultTpmPro
vider F
* RS

ProviderLegac
yCsp false i@
EfF -Ksp &%
BN $true
R
-ProviderLe
gacyCsp &@id
¥ -ksp 18E
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XML X{5FigiE

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderNam

e

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderTyp

€

XML ZEHRERR POWERSHELL AR
INE =3 8]
7 ¢$false ¥
SEIR true
iR
-CspType

XML E2EBRINEF] PowerShell BRIABETEIIRE LREFERH, R, BUNERT, LARAMUR
Citrix Virtual Apps and Desktops 2411 Z BIBIARAF FAS I ZE A E M RER,.

Eitb, MNRERER XML EBEXHFRBIER _EMIKE, NEFAR FAS BEFHRITEMEE,

B, MIREERTEMLMRE, FRUW T AR FAS !

1§ FAS BT IR ; 4P 1ET

o HQEIE1T FAS ZERZRFEIATRMA LR FAS ; A%E, FRrEUEIRNRERNASBIE XML XH
i, HETEE XML XER#HTERE,

« {#F PowerShell i85 Set-FaskeyConfig (%1 ZAECE PowerShell ip5 FFML) REIRE
FAS FLAFAECIE ; IBE EENMBAPIEBFRENIRE.,

« MiAEECE, 20 MEHFARECE FPmd
« { FAS RS 2R H4EPIET

TRFRES, FAS FhSAECEIRERRE, THFEREUEMAFHIRIE.
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INEEIE

5 FAS BPIEB X BXIFAEAE R E5E VDA, MK, & VDA ZEFERRBAFN FAS IERE (Tie
ZATER VDARXRZRATRIERFER) , IEIEFKBITEEEE] FAS RE2R. X TEE
%, RARBPKETASEF FAS BiHEE (TIERUHEE. TPMER HSM) .

£ Windows VDA £, XZ&37E VDA EEA—HRMERRSLIMB, AHINEIBERINBIEF
BIERGABRHRE IR FEEZZEE R FAS AR5 85,

7£ Citrix Virtual Apps and Desktops 2411 Z g, RHERFE NERSRHEER (CSP), MAERH
RERZAREEEKRIER Windows CAPI API #1Tih8], XLEIRMHIEFS ©

e CitrixLogonCsp.dll : BT VDAMEBESER

e CitrixvirtualSmartcardCsp.dll : HBHFRIERNIEH

M Citrix Virtual Apps and Desktops 2411 744, VDA LRI T ENMBRIRZMEIRERERF (KSP)o N
REFMIRERFRIDELKHH Windows CNG API 15 alX IR IETEF., FHIREERR

e CitrixLogonKsp.dll : BT VDAMEBESER

e CitrixvirtualSmartcardksp.dll : HBFRIERNIEH
KSP E—MME Windows N BREFAHIMERENEHR AN, BiRMTEZSIEE, M :

o Y ECC BRAMIEH
 TEHBREELHE (PSS) EFR

2028 FAS # VDA #R3i&1T Citrix Virtual Apps and Desktops 2411 S{E m kA, M{EA KSP ZizahI2
(BB #r KSP BHTITZAE) . TN, RAFFELREFERIBMR CSP #1TiZiE R,

M KSP 2
MBHIMAERMBJEDMERR, TR KSP T2 IR, LEHRLEHIAM CSP T2 IE,

fEFLLT PowerShell :

Set-FasServer -Address localhost -KspRemoting $false

HEHIRT
X ER FAS RS BRMREHTERE, BEEFLEFAPER,

3 FAS Qe F4PIRTURY, UTERER !
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3 Workspace 5% StoreFront™ {EAE A NN BEFHNEEBHFFIN—E37EA FAS B,
FAS RIERELFTHIFER | ARA BIUEIEZFEM FAS RS ERRMT UVEH R o

« ER—IRERSNRRGHERE, FAS EAEFRATAITEMEIZRFIES. Fit, AJLERREREN g
EMEEFEIZERFIES.

- B2, SRIEAFIERRES) (HIW0 VDA BRERIEARMER) ML

RERARDFEICIZBAIER, EEERMALUER PowerShell &5 (FI80 New-
FasUserCertificate 3 Test-FasCertificateSigningRequest ) BIZERFIEH,

ERAEEEFE
& Citrix FAS Administration Console - connected to localhost - 0 =
Initial Setup Rules Advanced Maintenance mode is ON Connect to another server  Refresh

Maintenance mode

Enable maintenance mode to prevent StoreFront and Citrix Cloud from selecting this FAS service

¥ Maintenance mode

{8 PowerShell
¥ FAS IR 2B THIPIRT, WA ¢

Set-FasServer -Address localhost -MaintenanceMode $true
I FAS IRSBB|MEIFEXPERE HIRE ERE1T) , TR -

Set-FasServer -Address localhost -MaintenanceMode $false

HEXER

LAE 2 FAS REMEBNEESE,

AS EBETE B E S MRS HREMELE XERHITT B,
675 XEE RRERE XERN

ZEMMWKERE

BEE B PIRIEARS (FAS) 5 Microsoft Active Directory #1 Microsoft IEPMA NI ERER. HRRA
FIPIEENEENFRP, FITTLEKE, BTSSR HE M X EEMSEWPRHMAYAREE,

o3 W
=
T

&3
]

ANEEL T BRE FAS RIREEZEENLZ 2R, Tl fht T o] AT BRI EEERITIEE,
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M EREUNE M

TEERT FAS SZREANERARNRZEDR,

FAS lREHRERE X BEMSMN 05, URIEBMANMFIZIESIER. EEXSIFESR, Citrix
Gateway # Citrix StoreFront @#1THF BMIIERAMN. 5| A FAS ARMMEM Citrix Virtual
Apps and Desktops™ £A 14,

Citrix

ADFS Server (with Federated Authenti- ifi hori Domain Controller
Web Access Proxy) cation Server Certificate Authority

Windows Server Windows Server i Windows Server

' FAS P FAS User UPN
T.LS Qenrer I: Authorization .‘ Certificate ") walter@auth local
Certificate Certificate Template | Alternative UPN

FAS User FAS Autharization walter@adfs.ext

Signature Certificates Certificate
Certificate ' Template

Encryption
Certificate
(notused)

Kerberos

Citrix Gateway StoreFront Delivery Controller VDA

Windows Server & Desktan indows Server & Desktop

VPX indows Server LS Operating Systems T I ting Systems
o P s g e o
Gateway Server
' Certificate
ADFS Signature
' Certificate
High Trust Intranet
ARs3 2% i
BEBHKIERS [in] 3R B StoreFront™ #1 VDA BY% Kerberos
ZEH HTTP, [out] B) Microsoft IE P&
By DCOM
PR [in] RBZFiHITENB HTTPS, [in/out] E/3&
B StoreFront fR532389 HTTPS, [out] ] VDA
A9 HDX
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ARS5 8% i

StoreFront [in] 3R 8 Citrix Gateway BJ HTTPS, [out]
Delivery Controller™ By HTTPS, [out] & FAS
B Kerberos Z2H) HTTP

RAFEHIES [in] 3R 8 StoreFront ARZS 28K HTTPS, [in/out]
KB VDA BY#H Kerberos ZEH HTTP

VDA [infout] 38 Delivery Controller B9 Kerberos
ZLH HTTP, [in] 38 Citrix Gateway HY
HDX, [out] E| FAS 897 Kerberos Z£HY
HTTP

Microsoft JIEBHE A [in] 328 FAS B9 DCOM

StoreFront 5 FAS Z[E]EE

« I25h VDA BY, StoreFront BRS5EREAR FAS ARS8 LUFAEN— XM EIE, Citrix Virtual Delivery
Agent (VDA) BEIEIFF B REAF.

 StoreFront fEAET HTTP BY SOAP EEE] FAS, ZRIANBERT, ©EARO 80,

« BffFAEE Kerberos #1TRMRIIE, HFPEF FAS BRZ52587 Kerberos HOST/fqdn &2#(0
StoreFront fR5528HY Kerberos &K &7

- FIERIERAERRZ LN #HITME, THEIMHNECERAERBME,

VDA & FAS 28BS
L HDX™ £iEE#ES VDA K, VDA 2EtF FAS IREZ2BLGERIER.

o VDA ERET HTTP #Y SOAP E#E3] FAS IRE 2. BIAERT, ©EAHEO 80,

- EffHAHEE Kerberos HITEHIWIE, HERETF FAS BRZES28H Kerberos HOST/fqdn &4 7H1
VDA #J Kerberos itE# &5, Itt4, VDA AR EIEAW"F 8EHIRIEBFFAEH.

- FIERIERERRZEEHTNE, TFITNECERIRSAME.

FAS 5 Microsoft JIEBil & [BEYEE
HHEFPED VDAR, MR FAS RZEZHARIBEZAFIIER, NEeSSIERMANEEEFLIEK
WP IEBMANIER FAS IREZB[REBZEEHEMRIEIEHETHE CMC BB,

« FAS R385 DCOM & Microsoft IERMANMBE, B XArSmAONER, B5H
Microsoft 324
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s ©fEF Kerberos #1TE 3531,

Citrix B B L0IEARSS & Citrix Cloud™ 2 [B]R9%ERE
TNRIFENS FAS E3ZR Citrix Cloud, NIIER FAS IRSZBESMAMAETSEIE HTTPS %0 443 JFalA T
ik,

S PN
- AP KF TE1TH FAS BIEESHIS

o * cloud.com

o *,citrixworkspacesapi.net

o MREIBIMERFERTE=ASHNIRMER, WEEHM
« TEMEARSS K, T551T8 FAS BRSS ¢
* citrixworkspacesapi.net
* citrixnetworkapi.net
Citrix Cloud B :

- FAS BIEZHIE, TAFKAT

*.citrixcloud.jp
*.citrixworkspacesapi.jp
- B=ASMRHEBAFNMI MRENIFRRERTE=HBRIRHE)
« FAS B35, EMSRSKAT !

*.citrixworkspacesapi.jp

*.citrixnetworkapi.jp
MREMIMET S RIERS SR, 1EFEH FAS BIEEG SRMIEEER A R, Lo, EREER
netsh ¢ T BECE ML ARSS 1K AU,

EZER
B X RIPEAM Citrix B2 ERENER, BESRNTXE !
« Citrix Virtual Apps and Desktops - Z£F BB R ELE,

o {RIPIRHY StoreFront ZRE,
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ZE2ABFEM

FAS EEEMAMIES, RIFHANENEAF BEMAIES. XBBTHEMEHREL 2R, IR
1P FAS BRS3 257 R E AR,

EIREEAHCER

FAS &3 78 ZUEMMIESRANA FA FIEP. Microsoft IERBMANA ARV EREEMAIR, JERERU
RCEMAER U EBFRIEBBAF

Extensions Storage Cerdificate Managers
General Policy Module Exit Module
Enrollment Agents Auditing Recovery Agents Security

For more information see Delegated Enrollment Agents.
() Do not restrict enroliment agents
(®) Restrict enrollment agents

Enrollment agents:

\FasServers

Remove

Cerificate Templates:

Citrix_Smartcard Logon

Remove

Pemissions:

MName Access

wWFasllsers

Remove

LR

- oK || cCancel | Acply

TR AE LA EMIBIER IR

==
L
=]

o “EMAEETIRINGE FAS BRSS3s (RIZIERY Active Directory BREBRARTEHMIMAE) o

o “IFPBIERTIRNEZRTFTIMABFPIERH FAS Eik. RRINBERT, X2E
Citrix_SmartcardLogon 1&#R,

o “RRFIRAZICVFER FAS AR, flgl, BINAEREERSNRRIFAFAMAIER,
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S EHUIKF 9 Active Directory 4R R SHAMHTHEMBEY, mHENEFEHETSE
o

RIS RECE

INECEF RSP, EAECE StoreFront fRS528513R. XLE StoreFront FRSS 23 1EMMA IE H A
FAS BTEBBFR 817, B, EelLRHImMLE R M E BRI Te] A ELE VDA i+ E# T 5
PRI, IEIhAER X ER B HIIERIFRE Active Directory SIEBM AN MR 2 INEERIFN T,

BaAsEISE

FAS ARSZ 23 TR KB StoreFront #1 VDA BYE A ER, MRIESITEE, TNIFFERRO 80, B X
WEBEFHAER, BBRAMBEREHNEZ M,

FAS Z#12F ] LUERRECE Windows kg, BXIFAER, BEIUFAS REREF R,

B FAS R385 0
FAS RSS2 BIAERAKRO 80, FRIMUBEENX KA :

BRI LU FAS BRS2BIHOFE X NIEO 443, BXAEEH FAS FEHEMMIN. BMERRBEHRO
443 k, FAS B R{EH HTTPS,

1. 7 FAS R385 31T A TS 1T -

"C:\Program Files\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe" /
SVCPORT [port] /CONFIGUREFIREWALL

¥ [port] BMANERLFEANIKOS,

/CONFIGUREFIREWALL FFX{EETEH Windows PHARE, URFEIEEI O FEITEAERE,
2. EFETN FAS BRS,

3. 1£ FAS AZRBEXRA, FH FAS IRSB[HVIRUTFiHO (a0 fas.example.com:
[port] ) o

4. T¥EXRIEET) FAS fRS528. StoreFront #1 VDA (40, €A gpupdate /force )
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EHaEERE
FAS 1 VDA IHEEE A Windows E4BE. LBETAFEIZEM&EITER, (/zh-cn/federated-

authentication-service/2511/config-manage/troubleshoot-logon.html#fas-event-logs) &85%H T 7]

MERNEHBERE.

R 2ERR

FREMIR, 24E FAS fARIABFIERER, MEAMBRSIKAFEATASHAA, NRENE
ERBEK, FAS ZFEEAMEBRAGLTERIR,

AIAfEF PowerShell S S TEEIMNBR B, FAS REGEBALANAFPIEBE BRI UERRREHN
RiB, BX*EZIFMELR, BB (/zh-cn/federated-authentication-service/2511/config-manage/
private-key-protection.html)

EERE
MREERI AU TILA !
AT B

U EER MR REHRIPIERER
HEER FoBARIRIZE
IERMANMEIER B IERIMA N
FAS B R LEHICE FAS IRSS28
StoreFront/Citrix Gateway B2 5 FCERF SR
Citrix EERILE™ EER FCE VDA F#ZHIZs

STEERENBAZERENARGE, MMRFRBURETG EREFIFRS.

HRBRIZ B

MNRITFRE FAS BRSS85F0 VDA ¥ HRRA 2511 SRESARA, NIFAEBEZE VDA FHASR
FQDN 7|3, iEEIRFAS V2 ZiFF AR RS
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REER FAS HENETARBECERN RS -> FODN"ERRETIRIR. HELR FAS fRSS2:

B, BPARIIE FAS BRS3858) HOST\<fqdn> Kerberos &5, FRE AR FAS BRZ2MIARSS 2540
MAFHEENERS | EBEER FQDN ECiE ; BN, StoreFront 1 VDA RAIREREXRFREM FAS ARSS
25, A, 1R FAS BRS3857E# 3 Citrix Cloud, MIASRRNANETF FAS RRESHBAS,

Citrix B IFRHRIFTA BN ASE MR, LBRRERIR. B0 FAS IRSZEHRTIRIISZLZ/N
0, THEREMREFREFREN,

Itt GPO BYEZERIINA N R T REMEA FAS fR55%5H) FAS BEER (F/ZHEERR) . HEEE
R FAS lRSHBRTAERITEAN FQDN %,

FAS {AERERISE BT MR

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Authentication ., ZHZBE&HAY FAS FQDN

HI|ZR BRTEFIN
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Authentication\UserCredentialService\Addresses

o

IEPHER

INRIEFABMER FAS BEMIAY Citrix_SmartcardLogon iEPiE#R, aTLMEREEBIAR, ZIFUTER.
BRI HiER

WNRIEAELEF Citrix_SmartcardLogon Eepa U S EHARIERGBATAE, MAZN :

« BIBIEBRRIBIAF R EES LU G ERARR R RAITE,

 {#F FAS PowerShell i S EIE FAS, MARFEHEEERAFRE, (BEEAPAEMNGERT
Citrix ZRHAERBFF. )

o {#H Microsoft MMC IE B iR E R Tk Publish-FasMsTemplate i & RN, FH

o f#M New-FasCertificateDefinition ep53ECE FAS, FiETEIEREFN.
EUERYE
INBRT, BPIEBHNEREINEXR, ErIUEIEBERPIERE R,
BHMERELITHIRR, FAS SZBIEPERPRIIIZE, FAS REEENHAT H Boh4iTiEH,
EuE R BB
BESHXLERE M, FAS 2ZBRIEPIRIRFAXLEIGE,

B X FAS RERNIKIE, 155 AR,
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EnE B
BNESXLERM. FAS RARIEBERPRIXLEIZE,

B X FAS RIEHIFMRE, BEH AR

e AR
BMMERXLREM, FAS FZRFERIERH,

EREMRNRIREME
EMMERKERNE, FAS FHFBABIR,

ey RRM
IR LUEBUX IR B U RF & IR AR L SRER

FAENY BKERRZSEZ 2R, HFBIEBLTEER.

ERZERM%

Citrix ZIEESXEIRE, (NILIF FAS RS SRAITTENIKFP HEREUHEM IR, FAS IRSF
FETAEMINR,

1) O

s AW EISFHRIENAFERER, XEVERN, EAEBMETMNA S HEEREEIRERR,
o RWEIIERMANAMEERIENNEAERR,

IR WGERFFRAE =1 FAS &1k :

» Citrix_SmartcardLogon

e Citrix_RegistrationAuthority

* Citrix_RegistrationAuthority ManualAuthorization
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Subject Name lssuance Requirements
General Compatibility Reguest Handling Cryptography = Key Attestation
Superseded Templates Extensions Security Server

Group Qr User names:

SR Authenticated Users
FasServers ([l FasServers)

S2 Domain Admins | “Domain Admins)

| Add... | | Remove |
Pemissions for FasServers Allow Derny
Full Cortraol ] ]
Read ]
Write ] ]
Enroll ]
Autoennoll ] ]

Far special permissions or advanced settings, click
Advanced.

OK || Cancel | Ay Help

X+ BB BY Active Directory HRY R S #H1TRVERER, EIHENEFRBHIEIIARE
Ao

EREEBTRYE
Citrix B &R EERX LR,

BEMREIRIEZE M UL Active Directory 1582, X2SEIEBMANMETIERT BEHFE2HFPH
SID, MRS AP Active Directory 1K P BI3RBRET

eSS S 1t
RE Citrix FEWXFM, BNMRFE, ERILUERXLERBEUNFEERIARA R,
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MR EREME
BMESXEIRE, XL B MM AR -

Citrix_Smartcardlogon Properties L2 I

General | Compathiity | Requast Handing | Cryptography | Key Attestation |
Superseded Templates |  Exensions | Secunty | Server
Subject Name lssuance Requirements

Frequire the following for enmolment:
[IC4 cetficate manager approval
[+] This number of autherized signaturss: EI

¥ you require more than ene signature, autoenrcliment is not allowed,

F‘uicy type required in signature

| Application policy b |
Appiication polcy

Cartficate Reguest Agert “|

LINCE POICIE:

Add...

Hemaove

Fequire the following for reennaliment;
{®) Same critenia as for enrcliment
2 Valid exigting cerificate

Alow key based renewal (7)

Reguires subject inforation to be pravided within the cerificate
request.

*Cortrol ig dizabled due to compabbity settings.

[ ok |[ Cacl || ooy [[ Heb

EUGRA RN

ISR LUESOX LGB, ZIREBEXNED S Windows Server 2003 CA (ZRHhrA 2) . B2, FAS
X2 Windows Server 2008 & ESHRAR CA, b5}, 1 EFmER, FAS 27Z8&iE1d1%E$F Windows
Server 2008 CA (ZR#5hRkA< 3) 3 Windows Server 2012 CA (ZHIhRA 4) ATAMNEMIGE,

IEPHANEEE
SEBIMENVEIE R 51 S B E BN A IR SS 38 R (2 MO E HHL5A,

BRI
M FIEBMANA, ERECIEESIRHERERIAIES, IEBMATMEERGITER LB IX
1&iko

—MERENTEMUAR, TRE FAS IRSFSHRHNAREMIIERRR, HERFTE2RANNAD
2o TIEWMIENR, IEBMEANEEEZEUANSTEZFIRBCEMIADIERIERK, FHHIERN FAS
AR5 2R BIRBS,
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BAAE S

IEBIR A EERARIEBMANERNMSE MITIRERERIN, MM ERE AER. IEH
MARNMEIE AT LECE DCOM TCP FMFHAEEMN, UERE FAS RSS2 8815 KIEH,

2R

AINBERT, EMVWSIERRERRE EE A UER A IFLIRENEBRRE A AP A IIE
Fo Citrix BiERPRENEMAE EBMANEBIE IR R A—AHIFINER. BEH &
TOEMAE,

ERBEARIRMI B

NFEREE, FTUERBEXZEERRKRENT RIEBMA.

FAS &8

FAS BEEZ IR £1HE.

&2 ACL [R%l StoreFront. FAF#1 VDA
FAS Z 2R BB HILE Kerberos i P B] LA B]THEE -

wHiRREE WA

StoreFront [IdP] X4 Kerberos tKFP 25, RIEBARAFBEIER
it SR, WREAR—IKFERIAR,
MBI FAS EEB R8I F e ERIE
Ho
LB RFIFIENEBMILANITTEN. o,
FE |dP RIINEIRGOW, HLbLtAPZ
B VDA Ik P IR RFAREE B R,

VDA [Relying party] X
T
m

=) TSI LE B A AT 1dP MRS, 157E
B, X5IEBMATMN SR FMAE B
MEEEE, BF, BVEISIRPNESIE
UMK s X AT ARG LE 25389 StoreFront
IR A R E S EIRLG, B2, 1t
ACL AMERITFIEHEE K,
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ECERLN

INRZANHRIZAY Citrix Virtual Apps™ 8, Citrix Virtual Desktops SRE{FEFEERIR FAS RSS2 EMLE
¥, WMUSBER. S8MHNEE—HPHMWECEIRD ; %512, Kerberos IARIEHIFIZR (ACL)
ARSI AR,

ECEIE B AAAMIRR

BILUAR BRI R REC EARFRERBERF CA, BRECE A LOLEEEATIEER S5 IRE ER ARY
IEH, BEEEURTIR, fla, wiRnIANER"rIAE A eI LURE e REs B A IR E D RVIER.

RERAMN S HIIEIES
FAS BEEGAIEH BT HMNRIERERRSAIEAPIERER. Hlil, BRERIEFREERE
RE%MER, MEERANERIERBNEERIER,

LPFFRPNBPKE
FAS BIE R T LU FAS BRE A RAFMREREGH LT 2IEIR (HSM) HZREEHNFESIEIR (TPM) /.
Citrix BINEDEII T FAS IBAGEPBIIBEFEHEE TPM FREFIFE,

EtE, AFIEPEFARILUTERETE TPM 3 HSM AR, SNSRfER RSA, FRrERBENNER N F TS H
, FEKEZEDH 2048 i,

RE FAS RILUE TPM Bi HSM FRERMEERFIEBER, EXNFAREMBEMS, BHIE
EEKIEHARNZR,

BXIFAER, BEETLBERF

SHAE
FAS BRSERIRMIFANEBNTTNEMHRE, TRTFEITMASEN,

EEGANEEIR

FAS 22zt E12IAE (MR INERY Kerberos) F1TE, “AMEIESRABIRGX FAS EBERA T
EFIN. BIMZEBELI FAS BCiE,
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Citrix FEBIMZ . Citrix ERIEEH VDA B R

FAS BY{ER AR SHZ Delivery Controller 1 VDA BIERMNZ2EE!, KR FAS WSRO AEE
277 “Active Directory Z585”, Controller 1 VDA BIRAMNM R AEZEENAF . AP T
EHHE

JBF Windows RSZ 2L 24

FRERRSSREBLAMT2ITH T, HREERMEMIRENRt. & X BEEMIGHARS 26N
REEVEZENME, HEEEEMEM ELA4ER XD,

HITME MBS MZ e tFEETiEit Bl L.
RDP 5 AT R FRINEE R, Citrix BIAFIKF, F3lI2IEBMANENIRHEIR Stk E
FREEFER,

EXFBE R4 (FIPS) 32¥5

FAS 7£2F FIPS #9 Windows it B4 EEAFIPS WIFMMEE L., NRF FAS BEBERNEAR TPM
g HSM #1TZAEME, ZEEAE N EUIRE FIPS &I EE,

BXER
. REARE B FAS RENRENTESE,
+ FAS BRATEERELM XERN A,

« HittR A A XEESRLEXEFN A,

MEREITHR

FAS 22 —HRA T HERERR % REITEER.
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@ Performance Monitor — O X
(&) File Action View Window Help -8 x
= 25 E=H
Pert '
@ s orm.anc.e Add Counters *
v [ Monitoring Tools
; &S Performance Available counters Added counters
’ :\3 Data Collector Sef Select counters from computer:
b :ﬁ Reports Counter Parent Inst... Computer
<Local computer = ~ Browse...
Citrix Federated Authentication Service o
Instances of selected object:
Search
Add => Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter Instance Parent Object Computer

TRIG TRIRARNITEER. RIEFEURA, SN MRS 10 WEHF—R.

Y

FIERERIFKREY

IERITE

BAMEBERIERY

HRIEBEZHRIFKRITE

eI

BOMHILRRER

RiTHH

5

féb

IEBERIEROTFLEEE (UM HE
fin) , EAR—2HEIEETR,

KESMIKIERS EENIERRE,

KESMIIERS SO A HIERBERIBER
#, EAMN—DHNEETR.

KES MRS EEAENHLIERERE
K.

BRI BFIERERIEROTAE R
HEE,

KA B MRS S0 HHRITHIE R AIRIE
B, EAN—2HNEIETR.

KBS MIRIEARS IETEIRERRY VDA 1EH,
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2% U
&/ SRR KESMNNIERS S A RRIERERIE

ROFNEIHE. XEGITHESDHEHR—
R, EARN—DHNEE B SR HER
RERSEEAHHINAREFNRHEBEIR K.

2R Windows B R0

AXNBRAFERIERHEREF (HFHE) ERE Windows RHIBENEIRER, XERERM
A RATHESMIIERMEIER.

IERM N TAEMESH

Windows Active Directory 43P Z/MEREE, BTFEERSERAFPHESR,

 NTAuth IEBZFE | 2@ Windows #ITHMIIE, EFMABFIES (BIRZHEER) IES
MANMLITRETE NTAuth ZiER, BEEFXEIES, 157E certutil BFPHA ¢ certutil

-viewstore -enterprise NTAuth

o BRIEBAFEREREMSE  BF, IPERRAREREEMED, MR IEEFERIERE, N
FREITEN LR REERBEEEAN D XEIER, RIEBHANTZRETREET, FHE
ZMEBAALTF NTAuth ZiEH,

- BRIEBY BFHARE . windows BIXERE J58HIILIE EKU AIEMIERREE, 1555
Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

MRS R
AllowCertificatesWithNoEKU A, IEPY NS S8R tERY BBHA
& (EKU),
AllowSignatureOnlyKeys BIANBER T, Windows &TfEH AR DIF RSA 2

BHNERFA, EMSE &% Tmikes.

AllowTimelnvalidCertificates ZINBERT, Windows &%k 213 HARYIE
., IENSEEZTHiERR.

EnumerateECCCerts B BRI Z AL,
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AR PN

X509 fEm sk If a certificate does not contain a unique User
Principal Name (UPN), or it's ambiguous, this
option allows users to manually specify their
Windows Logon account.

UseCachedCRLOnlyAnd, PHERENT (EEEfss bigE)
IgnoreRevocationUnknownErrors

o BERFIZRED © T IUIE Kerberos &%, PAAARSSHREBQUAEEE LRI IHERZRIEH. AT
BRI BEAIER T AFE MMC SRS TR BT LIS,

UPN S F5A1E R

It is recommended that user certificates include a unique User Principal Name (UPN) in the

Subject Alternate Name extension.

FETNE RHE UPN %75

HINBRT, EER AHNETAPEHEERETER \&t;samUsername>@\&It;domainNetBios> #
\&It;samUsername>@\&It;domainFQDN> FYfaTt UPN, mIFRYIEF] FQDN & & 7EMEY RootDSE
%8B, BE/NMEATLUE RootDSE F5EA % FQDN bk,

5y, JEEHE R PSP AFPEER E UPN # altUserPrincipalNames, XLEZIEEAF UPN
8 LDAP %H,

#d UPN 2P, Windows B/E7ESAIE (BT & UPN I#IERNSM) PEHRE
UPN, PARERER UPN, MIRXBCET, EXEXREIN UPN, XAIGERENTEIMPRIARE
1o

IEHRGI RS

MRIEBFABZEIX UPN, Active Directory AJLUEIFTE“X509certificate” B4R AT AR EFE—T
BRNAHIER, EREESERERAAR, ITENATNEESAILEYE GUABRT, T8N
)

RET—MED, RIFAFEE—TBFKE, MINRIGERERE, HRFEBRIFEHRERILLT)
BEo

MEMPEFEEZS MY, FEREFREAMIEFEE, N Active Directory rootDSE &8 IE FRETARSZHY
fIB, ZRBATEREFRITEN L, FEBEMABFRE x509 IEBEEHNEEFNE, itENTRTF
UARIBIE BBt EIR IR R PR
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PRI R AR

SRR A S S MERIZR, EENRGEIBTEMIIERSZERISRIEEER, XFRIUERNRG
%Elb\o

PRI R AR

Z52 ] Windows ER4FER Windows IH#ZEHISR#HTER, PILUEIEE Imhosts 34
(\Windows\System32\drivers\etc\Imhosts) RBEHIZIE Windows 1154115 B Vi HI2851 3Ro

ZAEBEE— NN Imhosts.sam"RBIX . REEZE—1T
1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Hrh+1.2.3.4"Z mydomain 15H$ 5 dcnetbiosname BUIFIERISREY 1P Ik,

BFFREE, Windows itEVIFERZEEERE mydomain, AR EXIERILECE,
R IEE ARSI

B R, Windows RIEE— MSDOS IfiBT 2, HPASERAFRIIZH S, EEEHEER,
EEAS echo %LOGONSERVERY E i SR T 7o

5 S0 X B B EFEE b e SR BRI B L.

BRWP E&EH

AIAMBR T, Windows IBZHIS B ATENIKF FHiAS. XALETARBREERTLLIRE
PRV AIZERBR 1T, ETEIIERIZR LT AARERRIEER, 15517 gpedit.msc o ERAEKRE
&, BEfISRETEAEFERTNNEGAEER.

=] Local Group Policy Editor [= a5

File Action \View Help

eow #E = B

= Local Computer Palicy |~ || Policy = Security Setting
4 (& Computer Configuration | Audit account legon events Success, Failure
b _ Software Settings | Audit account management Success, Failure
a [ _'l'""ii"dUWS Seftings 2 ||| L Audit directeny service access Mo auditing
I Marne Resalution Policy 2| Audit logon events Success, Failure
= 5"-'F't_!' ':Sta"f'f:'ﬁh”tdn*"] 2| Audit ebject accese Me auditing
<A S'f"f"""k}rkt‘h”gs_ . [ 2| Awdit policy change Success, Failure
4 s A{cc-:lunt PD“C'ES_ 21 Awit privilege use Failure
b ‘ﬂ Password Policy . | Buaclit precess tracking Mo auditing
I L Account Lockout Policy i !
b " Kerberos Policy | Anselit system events Success, Failure
4 g Local Policies
b g Audit Pelicy
b 4 User Rights Assignment
[ [ g Security Options
= Winemse Eivsinll with fdhiamead Camsi -

© 1997-2026 Citrix Systems, Inc. All rights reserved. 94



KE B MRS

IERLIERGE

REIEPERME

NREEFIEBSHA DERIER (EFHA) , ERTUERNU T DX EFITIIE | certutil —verify
user.cer

B CAPI HEIiER

RSP I EN L, FTHSEEHEEERH I Microsoft/Windows/CAPI2/Operational Logs &
m E /L:\la%o

EIFIZEHIZRA VDA ITEN L, sTASEHEESRHEME NAERFMIRSBE > Microsoft >
Windows > CAPI2 > #1E, AEgTE BE Hi%F BAAE.

5y, BIbGEE I T RERIE CAPI BEIER !
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32, U TBEBRIAFRTEE, &
BTN, WMREAEIRE BZIAR CAPI2 HEIERIRE, 1BMBRIXL(E,

I 3
DiagLevel (DWORD) E4%5 (0 F 5)
DiagMatchAnyMask (QUADWORD) EMHTmikss (2EREM Oxffffff)
DiagProcessName (MULTI_SZ) BIBIZLFAFIE (F/90, LSASS.exe)
CAPI B&
HE 3
MR LSA JH CertGetCertificateChain (SE4E
£)
KR LSA JAF CertVerifyRevocation (GELEER)
X509 35 EFARNT, IERMIEBMAHETIR (CRL) &
g
AppData\LocalLow\Microsoft\X5090bjects
B IF S R LSA JER CertVerifyChainPolicy (@1F2%k)
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HIRER
IR
IEBFRREE
IEH RN ERIR
IEBERHER

Kerberos B3

fixd

=

AR ENRENREERRIEREFETS
AUIEFHEEREFIER.

FTEMIES CRL D& RIEERMUL FHEREF
B9 CRL, #IFRRFIHITRIENE, XFMELEE
KA. BB IEPM LA 5857,

BIEBFRERTER. P, ©AIaERMRS

IEBHERIER.

ST SRNRLA PN LB Kerberos HEIER, ERIEUTEMKRE :

BRI

CurrentControlSet\Control\Ls

a\Kerberos\Parameters

CurrentControlSet\Control\Ls

a\Kerberos\Parameters

CurrentControlSet\Services\K

dc

CurrentControlSet\Services\K

dc

=E2E

LogLevel

KerbDebuglevel

KdcDebugLevel

KdcExtraLogLevel

Kerberos HEHHEIRAEHHE,

o« BINAREEHIEH 2 EBVE BB INZ T2k,
« MPHIRABEERER, ATUZEMZR !

{& [DWORD]

Ox1

Oxffffffff

Oox1

oxaf

o KDC_ERR_PREAUTH_REQUIRED (BT 5|RiEZEHIRAERS)

o FRENFEIR Ox4b

s BN TEis B &
AN B ERIEHE RIS T LN B 55RE,
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i PEtIas CAPI2 BE
R L A&
EEI%EMNIE (VDA) Z2HE
VDA CAPI Hi&

VDA RAHE

428 cCAPI2 BE
EEFRERE, SR WIDRARENIER, HFERUTERNBESZEFEY.

Operational MNumber of events: &

Level Date and Tirme Source EventID Task Category

{1 Information 21/08/2016 15:14:54 30 Verfy Chain Paolicy
(1) Information 21/06/2016 15:14:54 CAPIZ 11 Build Chain

(i) Information 21/06/2016 15:14:54 Capiz 90 X509 Objects

(i) Information 21/06/2016 15:14:54 CAPLZ 41 Verify Revocation
@mfnm'laﬁﬂn 21/06/2016 13:14:34 CAaPI2 40 Verify Revocation
@Inlﬁrmatinn 21006,/ 2016 15:14:54 CAPIZ 10 Build Chain

EANEMHATEEET, HITH|28 A Isass.exe 1RIE VDA IREMFBWET —1N5E, HIGTFHE
BaM (ZERHHE) o E£RREIN"ERROR_SUCCESS’,

- CertVerifyCertificateChainPolicy

Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
Certificate
[ fileRef] 23BCESAFBTF18787ADAAADSCEFDOCCTS05C41TEF.cer
[ subjectMame] fred

CertificateChain

[ chainRef] [FFO3F79B-52F3-4C93-877TA-SDFFE4A0BI5T4)
Flags

[value] a
Status

[ chainindex] -1

[ elementindex] -1

EventAuxinfo
[ ProcessMame] lsass.exe
CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4CT6-9B1C-49FED786318F)
[ SeqMumber] 1
Result
[ value] 0
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EEHIRTLAE
IHIEHISRE TR —RYNEREYE, XEBEHZ 4768, HPIEFATFIMA Kerberos EjFE T EiF
(krbtgt)o

b2 BTRYE R B RARSS 2RV BAK P IEE RIS ERIZSE T E M RIE. e ErERERETH
krbtgt BYF P 1K P IE7E B T RIEHE I S8 1T B 7 11,

Keywaords Date and Time Source EventID Task Category

'2!,‘:!.”&'.: Success 21/06/2016 15:14:56 Security-Auditing 4624 Legon

'}l‘_ﬂ-ud'rt Success 210652016 15:14:56 Security-Auditing 4624 Logon

':L‘Aud'rt Success 21/06/2015 151454 Security-Auditing 4763 Kerberos Service Ticket Operations

A Audit Success 21/06/2016 15:14:54 Security-Auditing Kerberos Authentication Service
Sl Audit Success 21/06/201615:14:54 Security-Auditing 4TE9  Kerberos Service Ticket Operations
Sl Audit Success 21/06/206 15:14:54 Security-Auditing 4634 Logeff |
|"zzlal_lﬂu.u:li‘t Success 21/06/2015 15:14:54 Security-Auditing 4624 Logon
E1,_Audit Success 21/06/2016 15:14:34 Security-Auditing 4624 Logon v
Event 4768, Security-Auditing X
General | Details |
& Friendly View ) XML View
+ System
- EwventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-21-290731715-1143989709-1377117006-11046
ServiceName krbtgt
ServiceSid 5-1-3-21-390731715-1143989709-1377117006-302
TicketOptions  0x40310010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress «fff:192.168.0.10
IpPort 49348
CertlssuerMame citrixtest-DC-CA
CertSerialNumber 5FO001D1FCAZACI0F36879CEECO0000001DTFC
CertThumbprint 23BCS5AFBTF18TE7ADAAADSCEFDSCCTS05C4176F
VDA Z2H&
VDA Z£HItHBEREEREBMNNNFZEZEMH ID /1 4648 FI5H, EIRE winlogon.exe,
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Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
b7~ VDA CAPI HER R T 3R H Isass.exe RN HEREMIIUEFRS, BTFRIESZESIZHED

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA R4 HE

B Kerberos BEIRRE, RARELETEIZ KDC_ERR_PREAUTH_REQUIRED (ATIXZ
B&) , LUARE Windows B RMIZE, 3RFA Kerberos BRI

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{5 windows E HEKA FAS

P8 FAS E4#EE A Windows ZFAEFEH4HHEE. ZrIUUER System Center Operations
Manager (SCOM) &=, @i tbAME R HIEFM F ARG FAS RSB IS TR
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FAS IRZ BB IEEEIT?

BHE FAS RSB IEEETTT, Baliiz

Citrix.Authentication.FederatedAuthenticationService.exeo

ATRXNEBA TR FAS IRSHREEREM. B X FAS FSHNBERNTREYIR, 15581 FAS E4H

=
JLNO

FAS TR S
UTEHETREN FAS REEFBIEEE1T.

E 4B A Citrix.Authentication.Federated AuthenticationService,

Hf BHEXE %ER
[S003] BIRR [{0)] PR FAS fRZE# AR
IRE A [{1)] H AP
[S022] EIER [{0)] MEPE  FAS RSB EIRELER
IEBEN X" ==
[S023] TR ({0} AR FAS IRESEHALER
IREA T &E=to
[S123] ZREEA [upn: {0} role: 2R FAS ECERY CA
{1}] [exception: {2}] BREER TN A R P
7E1Efa CA MKIEH EF, MItEHE
[S124]) e R&E. %
RAFRHNESERTK
Ko
[S124] FKRBEA [upn: {0} role: FAS =ML TE CA

{1}] 7£ [certificate
authority: {2}] & 3IE
#F [exception: {3}]

BERAFIERER LS
WS, W1R FAS idid
T2 CA, FAS ¥
ZRAS—1 CAIE

&

EEIPEILT, FAS
IREBTERTES

ERo

B FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 fr4s
iR i,

B FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 fr7
feiR i,

ttEHRBAEEE
B CAHTAEET
£, WNE FAS BCEH
£ HSM, MiEw]
BEFRPE HSM TT3ALE
= (R

Lt EHrTRERAA CA
TEEE TESRTE
BX%o IR FAS idid
HAfEA HSM, MR
AJBEFRAA HSM Tk
EETE. LtREA
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EfF

[S413]

[S414]

TIEEN FAS B

NRIEFF FAS 5 Citrix Cloud™ &&H, UTEHEREN FAS RS

FHEXE

BAGEHENF I EA
(FR {0} X) o iF
HIFMES

RRUERBEIH. i
BIEAER !

E4JE A Citrix.Fas.Cloud,

£

[S012]

[S013]

{1

{0}

BHXE

FAS IRESTTREFRE
Citrix Cloud Y22 &5 &

F

FAS BRET/EM

Citrix Cloud #1785
BRo ({0} EZiFA
SEAEEIRIESS

hE

EA

2 FAS 120G
TERRY, SFEHRER
tbEH. RIAER
T, MRBHGERE
30 XWZHA, MEX
ERRIEES

H FAS ERGEF2HE
B, WWEHFREHRE

Bo AIABRT, It
EHEREM—R

EA

EEHFRARE

Workspace (Bl

Citrix Cloud) HYE S
BRMNIEFEBTo

LEEHRT FAS &
M Workspace (BJI
Citrix Cloud) i2fit&
RER, HEHEZ
BRERTEERAN
[RE&,

ZBRx
FIER

g

FAF# BRI R
S

A LAEH cmdlet Set-
FasRacCertificateMo
nitor FAEIINIL

B ; FEH
PowerShell cmdlet,

WEAfS, FAS TiE&E
IR FIES, #
BRESERFRE
Mo

BIERET.

-

3 Zi‘tHJtI:%#FZﬁTJ,
FAS &10& (1)
2iiE, (2) 2

b TFLEIPIRTC, Lx&
(3) ELEERER
Citrix Cloud,

FAS ¢3R5 Citrix

Cloud BI3FAER,

B0, LthEEARER
HZMEE (HIa0/M
S PERIEARS 25
SRS AR
B®) Mk, A4EX
IEREY, BEHXA
KBRS R EED
=, XRIERTTA,
FAS RIS ER
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EfF

ZE2EMH

FHEXE

UTFEHRTARERNBEEZIAER FAS,

E 487 Citrix.Authentication.FederatedAuthenticationService,

=5
[S001]
[S002]
[S101]
[S104]
[S205]
FAS 24 HE

EHXE

HiR#EIELE - AP [{0)] A&
Administrators BRI 5

TARIHAELE | AR [{0}] ~2
At {1 WEEA

ARs52% [{0}] EANEAE [{1)]
FEBREMD

AR 5328 [{0)] FRAEFSER UPN
[{1)] GRN [{2)] RAFFLL
UPN)

TRHTT AR BHELE - AR
[{0}] A2 [{1}] SOIFRIIK
i

TRIIMT FAS ERHEHAERE.

EEEH

XEEHZ NN FAS fRSS SsPRIEEEMIZ R,

EA

g

E1iIE Citrix Cloud
BYESE,

WA

ZHREENERFASILE,
BIRAREARZ FAS BE5,

SiIAEEBIER FAS FNAY
fRE, BIARAAREFASE
&,

=RERRAFR &R, BERA
TRHRITILIRE, RBTE FAS
AN ECE P IRIFIFRIRY
StoreFront™ fRS28 (K&
FA#Y Workspace) FFiFERE
BFR &%,

ZiIAEEBAR S5, BiRIE
FAS MINECE, AAFILAR
o

VDA &£ FAS liTE8E 5
BR, BiEHE FAS #MED
B, it VDA,
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AEAE
[S001] iRl #3ELL © FAF [{0}] &2 Administrators £ARYRL 5
[S002] iAiR)#R4ELE : FAF [{0)] F=RAE {1} WEER
[S003] BIER [{0}] FHEFRENIKERN [{1)]
[S004] BIEE [{0}] IEEMERRR [{2} and {3}] M CA [{1}] IERIZHGEH
[S005] EIE 5T [{0}] IETEMIER FAS #Z4X [RA cert id: {1}]
[S006] EIEG [{0}] IETECIEIERE X [{1}]
[S007] BEHEG [{0}] EETEEFMIEBENX [{1}]
[S008] B 5 [{0}] EFEMIBRERE N [{1)]
[S009] EIE5 [{0}] EETECIEFM [{1}]
[S010] EIE5 [{0}] IEFEEHHN [{1)]
[S011] B [{0}] EEFEMIBRFRM [{1}]
[S012] BIBR [{0}] IEEGIERIES [upn: {1} sid: {2} rule: BIEBENX: {4} T2 LT X: {5)]
[S013] EIE R [{0}] IEFEMIBRIES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] EFE G [{0}] IEFEEIZRIERIEXK [TPM: {1}]
[S016] BIER [{0}] IEFESARSGES [Reference: {1}]
[S022] ‘BIER [{0}] FAEFRENIGE N X ]
[S023] B G [{0)] HEFEVISENTE
[S024] BIE [{0}] ERIRERILEITINL LIS
[S025] B G [{0)] EEIRERIHEITIR T L ALEs
[S026] BEIEE [{0}] [ETEILE RA IEH LSS

[S027] BIER [{0}] IEEEE RA IEF ISR
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AEAE
[S028] B [{0}] IETEFF [{1}] IEBRIERIRECEIREN [{2)]
[S029] BEIEE [{0}] ETER [{1)] IEBMEREBEE HBIAME [{2)]
[S030] EIER [{0}] ETEARSBMIRE N [{1)]
[S031] B G [{0}] IETEEUHRIN CA[RA cert id: {1}]
[S050] B G [{0)] (ETERIZRERE: [{1)]
[S051] B [{0)] EEEHTAEE: [{1)]
[S052] BIEF [{0}] EEMIR =i E
[S060] EIE5 [{0}] EEFRIERTEM. E6: {1}
[S060] EIE R [{0}] EEIEKEZEE=EM. KB {1} CloudServiceUrlFormat: {2}
[S061] BIES [{0}] EFESTRTEM. FRAE: {1}, MR {2}
[S062] B [{0}] EFepi=iEM. HFMUE: {1} ({2}), MNWAF: {3}, FF: {4} ({5))
[S063] =IHMHAIEIR 4 KRS $#i%. FEH {0}
[S064] =iEMERIEI R EARMEIR. FH A {0}

[S065] BIER [{0}] ETEIEKREHEEEREM. I=f4l: {1} CloudServiceUrlIFormat: {2}

BERE
[S401] IEFEHITACEF4K - [From version {0} to version {1}]

[S402] $&i%: Citrix Federated Authentication Service 471, Network Service &145517 [currently
running as: {0}]

[S404] IETE58HI12BR Citrix Federated Authentication Service 21 /%E
[S405] RN EM R T BIRRE BT & £ 551R: [{0}]

[S406] #iE M EMREIBIEERER BT CEE: APIEBRTR)
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BERS
[S407] EF FMRNFIBRTIBRIIBIEE, RABIBEEEEFE
[S408] TiEPELRACE -- [From version {0} to version {1}]

[S409] ThreadPool A2 &I - MinThreads B M [workers: {0} completion: {1}] JAE/J: [workers: {2}
completion: {3}]

[S410] &AZMEZE R - REERF MinThreads M [workers: {0} completion: {1}] JBEA: [workers: {2}
completion: {3}]; XAJRER MM FAS ARSS 23RV AT #4514

[S411] E5h FAS ARSSES 8 [{0}]
[S412] BREFER5TRY -- [From version {0} to version {1}]
[S413] MAGEBENHTHE (FlRk {0} X) - MEBIFHAER: {1}
[S414] HBBUEREIH, IEFRiFHER: {0}
[S415] EBGEBIEEE K. BIER {0} NMalf. FREFE {1} Fi#H1T
SESMHEE
LR EENRS B EAFERN, XEEHITDSITHIZRE FAS lRSEE L.
AERE
[S101] ARZ54% [{0}] EAFEAE [{1}] RIS SR
[S102] AR3528 [{0}] SRAEMTE UPN [{1}] (F&: {243}
[S103] ARS325 [{0}] 35K T UPN [{1}] SID {2}, 1BZE#iRE]T SID {3}
[S104] AR5 23 [{0}] RAEMTS UPN [{1})] (UPN FRAIF@IHN [{2)])
[S105] ARZ528 [{0}] &% 7 BAMAS [upn: {1}, B8 {2}, Z2 LT3 [{3}]]
[S120] IETEMAIEFLE [upn: {0} role: {1} &2 LT3 [{2}]]
[S121] IEFEH [certificate authority: {2}] &4 [upn: {0} role: {1}]

[S122] &4 : RSB 2T [upn: {0} A {1[E D EIERE {2},
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AEAE
[S123] F&E/I [upn: {0} role: {1}] TEEfAT CA A IEH [exception: {2}]
[S124] EEH [upn: {0} role: {1}] 7E [certificate authority: {2)] S&IEF [exception: {3)]
[S125] JHFRTE {0} ¥ /aiBrY, FRHEREMIERIFEKTTA [upn: {1} AE: {2} B2 E X [{3}]
[S126] AR5 28 [{0}] BIAEARE XN {1} B E 515

[S127] FAS FiE&A [upn: {0} role: {1} definition: {2}] iEXKIEH, FARSIATFHEIFIER ; 5FEA
PowerShell cmdlet Set-FasServer TE4EHFIER FEXRITH

EREMA
3 VDA BERAFH, XEEMHRE FAS RS LiE1TRHIER.
AERE
[S201] 1E%i7 [{0}] TAUAIEER,
[S202] 1E#t7 [{0}] AUHIEREF.
[S203] %7 [{0}] T ARERIREIZF

[S204] %75 [{0}] 15108 FRMFZF LIRE [upn: {1}], BT A : [{2}] [Operation: {3}], £ [{4}] %
3%

[S205] fE#t A 5 IRIRIELE - RN [{0)] RN [{1)] RFHEBA
[S206] ARKF [{0}] ~=2EHA
[S208] FAFAIRIELRIY [#21F: {0} UPN: {1} A€ {2} IEBENX {3} FHiR {4} {5}
[S209] KILBIEEFITEF. [Caller: {0}] [upn: {1}] [role: {2}] [cert definition: {3}] [Operation: {4}]
SIERIEFHRS 2
LAFEARIENIERN, XLEEHRIZRE FAS RS L.
AERE

[S301] IFIRI#IEL © B [{0)] TAGAIREIIEREE

© 1997-2026 Citrix Systems, Inc. All rights reserved. 107



KE B MRS

BERE
[S302] AR [{0}] B3R T RFHIEIEE BEF [thumbprint: {1}]
[S303] ihiRIMIEL : AP [{0}] SEEIERREF [upn: {1})] RITED

[S304] AF [{0}] It B [{2)] LiB1T1ER [{1)], FEREEMEEEF [upn: {3} role: {4} thumbprint: {5}]
HATRLERIRLE [{6)]

[S305] #A$F121ESRIK [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4} {5}]o

FAS Wi SHa
XLEEEHH FAS BTEREMHEIZR.

AERE
[S500] RACE FAS WrE fEf
[S501] EEERY FAS WS fR{4FT:ENNEL [exception:{0}]
[S502] FAS B S & BA0E [pluginid={0}] [assembly={1}] [location={2}]
[S503] AR5 88 [{0}] REEWTS UPN [{1)] (R T EREIR, BIEMHF [(2)] )
[S504] ARZ588 [{0}] REERTE UPN [{1}] (R T BREHR, BRECE FAS &)
[S505] AkS32% [{0}] REEETS UPN [{1}] (F&EfF [{2}] BT BERERE, REW {3}, HEN [{4})
[S506] H@fF [{0}] #5% 7 KEMRSS 2= [(1})] WEREE, BT UPN[{2)], BEH [{3)]
[S507] AkS325 [{0}] REEERS UPN [{1}] (5 [{2}] £ 7574 [{4)] HRlE =% [{3}])
[S507] ARS3 28 [{0}] ARAERTS UPN [{1}] (&% [{2)] HEF = [{3)])
[S508] AR5 28 [{0}] REEWTS UPN [{1)] (RETIARILE, BIEMF [{2)] R
[S509] ARS3 28 [{0}] REEMTS UPN [{1}] IR T iARILE, BREE FAS &)
[S510] ARS3 25 [{0}] REEERE UPN [{1}] (GFiaIb BHIEM [{2)] WA TR

B R Workspace B FAS
% FAS 5 Workspace &5 HY, RIERXLESEMH,
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AEAE
[S001] ¥ T Citrix Cloud Z#X#4A [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] =X FFRRIEFERE DN, FasHub =ARSS URL: {0}
[S003] FAS EEz=/EM [fas id: {0}] [transaction id: {1}]
[S004] FAS ke A [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS EfFE HaIACE &&= [fas id: {0}] [transaction id: {1}]
[S006] FAS FEeirH HFificE & X E = [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S007] FAS EM=7EHH [fas id: {0}] [transaction id: {1}]
[S009] FAS REEM =X [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] FAS BRSB E &SR =H B 5% URL: {0}
[S011] FAS AR RiEEEI=
[S012] FAS BRSZ A AT Citrix Cloud MR RER
[S013] FAS ARS3F7EM Citrix Cloud #ITRRER. [{0})] EZFAE R I T ERZERI ST
[S014] M =ARFZHVIAR <service name> 2K [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] k8 Citrix Cloud BYE 2L, RATEREFRKSFIFA [message ID {0}] [transaction ID
{1}] [caller {2}]

[S016] W =ARSZAIIARA <service name> BYIA [fas id: {0}] [transaction id: {1}]
[S019] FAS EM=im FHERBLE [fas id: {0}] [transaction id: {1}]

[S020] FAS kEEM Tl FEHEERE [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S021] X IFIRIREBENKRM. FE: {0}

[S022] =X FFRIRIETE(ZLE

[S023] TR Citrix Cloud ¥ [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]
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AEAE
[S024] IEFEE T Citrix Cloud AV AV IR [fas id: {0}] [current key id:{1}] [new key id:{2}]
[S025] thARSS AR $ATEE T Citrix Cloud 5 [current key: {0}] [keys in cloud: {1}]
[S026] tARSS RIIEINERSAARTZ/E T Citrix Cloud 5 [current key: {0}] [keys in cloud: {1}]
[S027] BFH4E Citrix Cloud BB A [fas id: {0}]
[S028] FAS B H HaiE MR & XF] =if [fas id: {0}] [transaction id: {1}]
[S029] FAS FKeeH HaIENKIB L XR =i [fas id: {0}] [transaction id: {1}] [exception: {2}]

58
XLEEHETRMERICREIE VDA L,

AERE
[S101] HPEFEBEREKW. TEIRANNEKEFHINIEARS GPO %5| [index: {0}] [registry name: {1}]
[S102] B MMTEBERKM. SID &K {0} KK [Exception: {142}]
[S103] EMMTEBERKM. FF {0} 9 SID K {1}, {BFHARY SID K {2}
[S104] HMEIEBERKM. * {0} BYEARIE [Error: {1} {2}]
[S105] BAHIEER. IEEER [Username: {0} Domain: {1}]
[S106] BAETIEE R, \N\nEXE B M IIEARSS: {ON\n\nIEEE F [Certificate: {1}]
[S107] BRETEERKM. [Exception: {0}{1}]
[S108] BAHTE FRG. IHIEHRIELE [Caller: {0}]
KIERIEH
YA ZIAERARIERIERN, XEEMHTRE VDA L,
BERE

[S201] FERIEREFIAIR]H [{0}] AL [PID: {1} Program Name: {2}Certificate thumbprint: {3}]
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B&ERE
[S203] ERIERE R TR Y. TAIRIMKIELE [caller: {0}, session {1}]
[S204] EHEBRE R TR S, BEFZHEER
IEHERMBAXER
2 FAS RS 8MITIEEANNMEZIRIEN, RIERXLEEMH,

BERES

[S001] TrustArea::TrustArea: EZRZEIUEP [TrustArea: {0} Certificate {1} TrustAreaJoinParameters
{211

[S014] Pkcs10Request::Create: B8 PKCS10 3&3K [Distinguished Name: {0}] [Reason: {1}]

[S016] #AFAEIEE [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}] [EllipticCurve:
{4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]

[S017] #LEAMIBR [Provider: {0}] [Identifier {1}] [Twin: {2}]
[S018] PrivateKey::Create ¥ [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}] [Exception: {8}]
BERE
[S104] FAS M CA {0} B HEAGES
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 23R 1R [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest BE34&E+ [{0}]

[S112] MicrosoftCertificateAuthority:: SubmitCertificateRequest - Z4Ft
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RLRFP#EIRER

ATFH T Windows BRTE LRAF ERAELHEIRES.
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ETHHEIRER
P AE =LA

RATEFEE R, TERIEENERE. /| F%
FHZIEK

RATEFHEER. BTEMIERNEREFIE
BARFEE

EIRIER

FAS SR8 7 /2 RO ERER

RIS E

TENIAREREERENEBFAEA, 8
Kerberos 1322154 7 %1%, 1BSIHAX
#“Kerberos HZE &5 -

TEBRRIGIESIZR, HEHEFIZFHARRES
FERFEMRIENIER, /IgEsI2sE

it “Kerberos BRIIIE". “HIEHIZRE 5K
I iR H 28 B, BMEIAIERERRE
¥, WERF—IH.

FENEBMRIEBREEERMIT BN L. 15
S BN AREMEEN,

XBERTEB LT BRIEMWISE, ;&
RSA A% (<2048 i) »

BRBZFENRIRGE, FAS RFEEMERIIXARG. XEHTHREHRSR, BAERITEERIE

RENZEMH.

HIZERAUTE—AELREHFAL FAS BY, taAAEMNRERNER !

« Citrix Virtual Apps and Desktops™ Z#&2/F : #EA ISO BY, EEHGITHNEIRE L, £2&

Federated Authentication Service %1
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