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S
~ - .
4% Favorites Name Date meodified Type Size
B Desktop ./ en-US File folder
4 Downloads || CitrixBase.admx ADMXK File 2KE
=] Recent places || CitrixFederated AuthenticationService.admzx ADMXK File 4 KB
i 18 This PC
A
3 items =

W 2. FHXLE 4 § HIEPIERIRS, FIFEMKETE C:\Windows\PolicyDefinitions 1 en-US FX
Frh,

I8 3. i51T Microsoft BIBIZEHIE (MBHTTIEIT mme.exe) . MIEEED, %R XXE > AR
BREEET, N ARKRERRESS.
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@ Console1 - [Console Root] =[O x
S File Action View Faverites Window Help - [=]x]
e [@ = B[ Select Group Policy Object | x
7] Consele Root MName Wel to the G Policy Wizard — Actions
— | ConsoleRoot &
Add More Actions 3
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extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
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Znap-n Wan » . Jse the B to ek G oy Object.
lDevice Managsr Picr | “ 2 L]
¥ pracp M ‘
= Dk Management M
£ DS Mir Group Palicy Otject:
FHEnterprise KT Mer = | |
Event Wiawer i
IFolder wa | [ 2 |
_izh Group Policy Management T o 3] [ ¥
[ Group Policy Management Editor  Micr
1=/ Group Policy Object Editor M | | Domaine/OUs |Stes ]H
(= Group Policy Starter GPO Editor  Mier g = ,
| Intermet Information Services ([IS... M & Lock in: |§ﬁm““d Vl B = h
'?TJPWM":TW — Domais, Ols and irked Group Policy Cbiccta:
Mame Damain
Desiption: 71 Domain Cortrollers ctrdest net
This snap-n allows you to edt Group Poiicy Cbjects whid 1B Defait Domein Policy |
or stored on a computer.

FR 4. MBI TRV ECE/ RIS/ EIRENR/Citrix BE/SMNIERN HKEE GRS R,
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File Action View Help

e HE 2 HE T

=] Default Domain Policy (DIW-DC.OIWNETI Poliy |[™=authentication

v (& Computer Configuration .
Federated Authentication Service Setting

~ [] Policies : e ——
3 ._:l So.ftware Setti-ng; Edit policy settin Federated Authentication Service
> [ Windows Settings policy seng. 2| Storefront FAS Rule
w || Administrative Templates: Policy definit Description: |==] In-session Behavior
w || Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your

Citrix environment with your Active

| Control Panel . .
> & Directory infrastructure to allow users

> -_:I Network to log in with non-Active Directory
|| Printers credentials (e.g. SAML assertions).
7 Server

5 [ Start Menu and Taskbar If you enable this policy, you should

» B System specify a list of servers running the

S Federated Authentication Service

> (& Windows Components identified by their FODNs (e.g.

[ All Settings fasserver.company.com).

5 || Preferences

w 4%, User Configuration
» ] Policies
» || Preferences

< > | Extended £ Standard /
3 setting(s)

HAEYF CitrixBase.admx/CitrixBase.adml #1475 I0F PolicyDefinitions X4¥ /5,
Federated Authentication Service SRI&IEEF 1Fid GPO L8, TP E 3 /5, Federated
Authentication Service $&IGBEIFFE BIBHEMR > Citrix A > BRWIE X4k,

I8 5. $JFF Federated Authentication Service SRBEH %R BEH. XEEILUAR BR %5, &
IEAMERIE FAS ARZZ 2889 FQDN,
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B Federated Authentication Service 0 %
@ Federated Authentication Senvice Presious Seffing e
() Mot Configured Comment:
{®) Enabled
() Disabled

Supported on:
Cptions:

FQDNs
List the installed servers in y Value
=

FOQDMs | Show. o fas 1 citrixtest net]

OK || Cancel

OK Cancel Ay

I 6. HiA FAS IRS525HY FODN,

MRHWAZ FQDN, MFKRIFFESFS VDA, StoreFront fRZ 28 (MIR7E1E) # FAS RS
SBAEIMNINFEFREF—., 1BEER HERISE,

BB 7. BHAERHAREASHYBARKER. B EESHEMNTEN (IMNHSITE
17 gpupdate /force) FREFEREM,

REPTAH

LSRR RTERI P A0 VDA RIERRCE—MUB#E, R RIERIES. RENKRHEENTRE
. RULEBERMHAIBTURELN FAS MUARERERN, [EMELFTH, B8
5 B,
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@ In-session Behavior Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Dizabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process ~

Prompt Scope | Per- e 9 policy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

20 | -

] - In-zession Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BREBIEREHIF FAS RIEBHETEAF B VDA 21EHIETT.

BRI ERIEHPELE FAS RIBH#HIEETT,

RTEE
SNREALLERRES, N RRBEZEHNARTAFARESTFNAREFERRIETIER. B="TEm

ERRBE—ILERMRERZ LT, HUBRSERILH.
BHERE—S T EESTHREFT R RIRETRER.
BRERE—AFELHRE S, ILETRNATFRIEFRFRERER.

[F =By

NREAILERES, FERBRNZERIESRSRREE (UMWEA) . Fi, MNRigEH 300 ¥,
FEADWHRER—RET. EAERTERMFRETIRTAR.
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B IS M &R
MNREALLEE, YAPNERREN, ERIENBEMMAEE. ITAUT S ERRIITE
EERR, YA I&E Active Directory B REEN, EEALLINEE,

PE R FEEREERT VDA LB R1E,

ERBRE S MRS EEEG S

RE FAS BIBEHIRERTF AZHERE, (B PowerShell REIRHT ESHKAET, B X FAS
PowerShell cmdlet BIE &, 15EI% PowerShell cmdlet,

FAS BIEZHIS 1N FAS I—&iD#1ITRE. —TER (Citrix BRESMIIERSS) MEE FFIE"R
B,

BXRERAEEZFIEN, ER5IFETHRNUTIREN -
o BREIEBIREMR,

« IREIEBIRANA.
« XM FAS ERIEBMANA,

BRI UE AR ERARELEFaielHP— L5,

FAS EIEZHIBIAERTIAM FAS RS, MRFE, EAIUEREH A LANEEDRS—OR
SEERDITIERSS.
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another serverl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREIE PR

RE G 5 HMAR G M I B IRIEMRIE, FAS BT =1 Citrix IEPEREEB S FEA,

 Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority

« Citrix_SmartcardLogon

XLEAR N ATUEME Active Directory, BB SRE 1%, AR EHBE"
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&4 Deploy Certificate Templates X

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

BARAVEC B R 7ERE FAS 2RI B2 (certificatetemplate B9 XML XHRE], BEN :

C:\Program Files\Citrix\BX & B4 10 IE AR S IEP1ER

ThisPC » O05(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates w

-~
Name Date modified Type Size

Citriog_RegistrationAuthority.certificatetemnplate 1 ERTIFICATETEM

| Citrix_RegistrationAuthority_ManualAuthorization.certificatetemplate /1002020 5:25 AM ERTIFICATETEM...

* »
_| Citrix_SmartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIRCATETEM...

o

6 KB
7KB
5 KB

INRIERA REXERRGNR, BRERHLIER Active Directory EIE 51,

BEF R xR R, ATUNE SRR GFEPTITLAT PowerShell 855

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

%8 Active Directory iEH RS

Citrix IEPIERE, HAE—1THZ1 Microsoft Enterprise Certification Authority fR5328 E%&
XL, B X HN{EERE Active Directory Certificate Services BIE 8., i&21% Microsoft 314,

BHIEBMANAEERNRNABFRHATEED —a RS8R EAHIER, ERREIEBMANE KL
e

(AT LAERE Microsoft IEP M AN IMIZESH] & K HIEPIENR. )

&2 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif Tl

The required templ  ImPortant:

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up a cert Publish

o - Citrix_RegistrationAuthority_ManualAuthorization
The authorization t{  _ Citrix_RegistrationAuthority

: ) - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a

. Domain Administrator.
Authorize th Authorize

This step can also be configured manually. For more information,
Create an authoriz consult the online documentation.

Certificate Authority:
Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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RN S B 10 IEARSS

b5 B S5 FAS RUISA, BIRHEE|AERA Citrix_RegistrationAuthority_ManualAuthorization &4k 4
BIERIER, ARNELXEEELBZERNENMERMENAE,

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Depl_oy certificate tamnlatac Deploy

&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Set up ace rt Author_lty certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Admlnistrator must sign in to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize
Certificate authority:

Create an authoriz

Create arule

Arule defines a sm
Cancel

You have norules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BRRXE, EFEARE FAS IHEAIKF RVERIEKERTE Microsoft IEBIAAMEZES] & B #
BRIFRFIERF, IERBMANMERRZBATE FAS BB ML 2 BIMA SIELIZIEK,

FAS BIEZHIa R BR—NMUERY e BN, EEERER MA S L,

£ Microsoft IEBMANEEZF o, GREGFREES", ARMIEBIERER ML HEL" 1
REFMR", FAS BEEZFISRETERGER, MFREFEL", ZHRETHRER.
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA = —tn T 350700 CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FAS EIEZHa BNt I 2@ M. XA RERE L7 #.

X

&L Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘Rules

Advanced ‘ Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

C Authorize this service Authorize
There is a pending authorization request on Cancel request
Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AcERI
FAS fERFLNISRIFZNNA BT VDA B RMSIERNFERIESR, E{KA StoreFront 3585,

BRIMFEEATAR !

o ZEMEEERIEFH StoreFront fRSS 25,
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« BEXRIEBHAFE,
o RAVFERIEBH VDA B,

Citrix ZiX 8% A default’ BN, K79 StoreFront 7EEX% FAS BRI &iEKE& N,

OB EZ BEXHNKS | BREREBERFAIEBMANVIMG, HEEEENEERRENEMN
AR, XEERN B LABD B N AREIRY StoreFront BRS3855¢ Workspace # /8, 1A RISED & %N
AC&E StoreFront ARSZ 2R FMEKR B E XM

BHeE EMNEDF EVIEMN) UEHMNEIRAS, ZaSRiEeZRNAAFERE
o “MNE+ 2 RE N ATHE.

&4 Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default 2 W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

ZRSWEUATER :

Bl . BFMABPIEBRIEBENR, XHAZE Citrix_SmartcardLogon &k, 5(& 2 EHIEXEHIE!
X (BBREPER)

IEBMAENA © 5% AP EBHARIEREEBMENME, FAS IERIIZ MEBMAAAGLUSEIR
BIERBMNAH T, BHREEEMEPMANAIRSERRRTA" BERIEBMAIE
i,
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REREAR | RITFRIERERETHEFIEPE S I EERE VDA BER.

. RERFEARFERARES (BN, #5) — IBNATERRETEE, BRESHIRIEETN
JFIRHEH,

- RFRIFEARFEAEEST — AR ESGIRIEEEROARNIER, KAZSHEFRROEFIED, M
VDA RIERERIARINEIRE (FI40 Intranet MEGs X HHE) ATLUER Kerberos R ERHITIH
1], RtAEERIERIER,

MREFERFRIEARER, WEKAEBARIENTHARKHNENEATF VDA, G, IEBE
BRERBERAFNNTNEREFEPUHNBZERER. i, NREFEX VDA 2IEFHH Web
ARSS2RIHIT TLS H1HIEIE, N Internet Explorer B]LAEARIZIE,

WHIEIEEE] | ZASERY StoreFront fRSZERITEANTIR, XEHBENENERIEBUMB A BEREAEHH
E, WTFPEXENR, EALGRINET AD WREAE,

BIEHIRENZEMEXETE, YINEEEE,

b= 3 g

INRUKF FAS BRS388 5 Citrix Cloud &£ & M, WEFEEIARIESl, 3H Citrix Cloud ERE M
NIEY, StoreFront IGIAAPRIFMEREE, AT LUFR—HN 5 Citrix Cloud At StoreFront BRE LS
BfER. &AM StoreFront EFZFINIEY, StoreFront AR RIIZAE Ao

BINGR (RiF WS E10") ELRFABAR. Eit, EAERHAIFERR StoreFront fRSS 28,
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

BRE! : FILAGER FAS BERAFH VDA it BHFIRURALGET FAS fULIEBRAFFIR.

« T8 VDA BER A IFERISEMILE VDA AT LUER FAS ERFEF, VDA SIREGAAE T BN
- EEAPBBRAFEISERL A B LUAER FAS B% VDA, BRSIREGAIZAF,

9NR FAS BRS52:89E5 VDA MR P RVEARE, WATUESRERINRSo
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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=AM : $57 M Citrix Workspace IR B R TS BT BN A ZIN, E#E Citrix Cloud BY, &BIIX
EIRE T Citrix Cloud BIFINI, &R Citrix Cloud f&, ZAR 8] LOE S %S Citrix Cloud B4
ROFERE SR N,

&% Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:
o Deploy certificate templates Tl

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Y453 Citrix Cloud

IRA] LA Citrix Workspace ¥ FAS BRZ5251% 33! Citrix Cloud. IEE AL Citrix Workspace X E,

1. FEIIgE LR, E9%#3 Citrix Cloud” T B %E#,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. EBREERINE, ARREE T

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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3. BOMER—1M—FMEE, ZEMIBHAIMIE Citrix Cloud FIRFHHE, BXIFHAER, B8
I#7E Citrix Cloud B 7EMFA = S

&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

|

Confirmation Code:

POQESDAS

( Waiting for confirmation...

= aEB

4. EMREEIEETSE,

N TR R FEEPRER BRIRALIE
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Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

&4 Connect to Citrix Cloud — O X

5. NREHA, EEEFKF, FHEREERE FAS RSBNARUE, RHUE, ARXABIAE

Ho
6. TELEEAN T, ERIEAURBAN, B TF—,
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Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

&+ Connect to Citrix Cloud — | X

7. EWE IO, BEHFEM AT Citrix Cloud E#,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud &7F#f FAS BR5528, FRHEHERTEER Citrix Cloud tk P YRR E T1E Lo
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A FAS RS ER AT MA AP IES, AR 2FIA1E Citrix Cloud # Citrix Virtual Apps and
Desktops.

BT FF5- Citrix Cloud BYELE

FRERI Citrix Workspace XE HFmih, MIERY Citrix Cloud FIRNMEMIFR FAS RS2 E, TEED
Citrix Cloud F%ER2H,
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[ =
=
AT EIRMT B X Federated Authentication Service (FAS) a4 B EIEEM.

BXER

« FAS ZENMIIGIRENETESERME LEMEE X&E,

- MEFRGH XERMT EE FAS FREWHIRE, UKiERE X B E HMEREWHNEMNXE
HYSERL

FAS V2 EiFfl;FERtiht 53R

£ FAS 2511 &, FAS 832 V1 (hkA& 1) BRAMEE, XLEEIEURFIFT k. VDA EEBHE
W FAS IRSZ3MAL T 122l @3 FERZRS|IFTMNEFMERPE FAS #ilt5|RFPER FAS
3k SR ST AR 3R 1o

GPO @ETE VDA LEZE FAS b3k, £ Windows VDA L, #iit5|REGFMFRAE RS
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Authentication\UserCredentialService\Addresses

o

VDA LRyt SIR B INE StoreFront ERYMINEYREETE, BNRERERFRM. LERZEZF
RERRN—TEERR, 532N TER ERTENE .

FAS 2511 5| AT V2 (kA 2) AT, FAS iRSSeapVMtiE (B FQDN MtwO) BEARIER
5, Rt VDA EFRE W IMERMALTIR,

FAMK

M 2511 F45, FAS BRINER V2 RiE. V2 ZIES5FRA Windows # Linux VDA iR AFRA,

2511 hRAZHIRY VDA HEEEIEEMRMULFIR, A E—THEdERs 17T,

A 2511 RERARAR Windows F Linux VDA BEB#EMT V2 TiE, FUIAFEFMRIUTIR,
V2 EF5EAARAR StoreFront &%, FEFAFTEFHL StoreFront,

R V2 EFE e, aTLERLL PowerShell 505 FAS EBB AR V1 E3F ©
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Set-FasServer -Address localhost -TicketVersion 1

Bk E & rk V2 EiE, 5L PowerShell 435 -

I Set-FasServer -Address localhost -TicketVersion 2

VDA 2 FAS Eifir4
2B VDA 2511 MEShRAF REMEMT V2 Ziif, UBIBRASR V2 ZiEMA V1 i,

gﬁﬁi}\ VDA IEE iiﬁ@ V2 T-LIEH&$’ -lﬁ*fz FAS HEQEEJ:E@%#F E/l_.\o

IR FAS F1ERY VDA RRA /9 2511 Sk ERARAS, M7 VDA EopfAiE]l, EHAETEUTFUTRE
E,J$'fq: E/L.\?KEO 12%14:143: FAS H&REEJZE’J Windows Elb\ > r‘-FH*’EEF?EIL.\

Level: Information
Source: Citrix.Authentication.FederatedAuthenticationService
EventId: 204

Text: [S204] Relying party [VDA machine name] accessing the Logon Provider
for [User UPN] in role: [FAS Role] [Operation: XXXX] as authorized by
[StoreFront machine name]. Caller ticket version: 2. [correlation: XXXX]

FESHS, BARAEIEMRAN 2, XK VDA THELE MR FAS HilE55R,

MR, GNRIER VDA Rz V2 Bk, NEHBEREFRNIERARIERAN 1 :

Level: Information

Source: Citrix.Authentication.FederatedAuthenticationService

EventId: 204
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Text: [S204] Relying party [VDA machine name] accessing the Logon Provider
for [User UPN] in role: [FAS Role] [Operation: XXXX] as authorized by
[StoreFront machine name]. Caller ticket version: 1. [correlation: XXXX]

{&HH StoreFront EZ& FAS V2 Ejif
B LUEREIRRABY StoreFront, EA FAS ZifXt StoreFront @ FFEBER, HEREERHILE,

StoreFront £ FAS ARS3 28t HOAD B 4 424 @Y GPO IRV EM R LT,

{5 Citrix Cloud Workspace EZi& FAS V2 ZEijf

Y FAS iE#%F Citrix Cloud BY, FAS EREiMNEFETFHB SR EMFRMUTRD, WITARAT
X4 V1 BiE, tIRKIE], FAS EEEHESNERES, #HH FAS A&7 Citrix Cloud
Workspace Bzt 25 R,

B2, MREWENIREEFER v2 ZiE (B1, BH FAS BRS2:40 VDA RRA R 2511 E SHR
&) , N FAS fREB 23 EARFEE FMFRMULTR,

IEEILUER LT PowerShell SRFELERERRY FAS E23CEMFRMULTIF
Set-FasCloudConfig -Address localhost -SkipGpoCheck $true
H#h PowerShell B

MRT Eiens 4, FAS 2511 B9 PowerShell iR #H T 7 U T ER,

£ FAS fR352389 FQDN MmO

LUF PowerShell s I7EiR([E] FAS BRS52589 FQDN FMilris . XE4REE V2 ZiFHAY FAS i
HHER.

I Get-FasServer -Address localhost

cmdlet Ryt #

1£ 2511 2R, FAS PowerShell 5 BI{EfE Address 281 (“localhost’TR%Y) #BEIEHE FAS IRSE5
B EMRMASIRFITIOE, BEFRUITH, FEFHAUATHS .

I Set-FasAdministrationPolicy -CheckAddressAgainstGpo $false
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M 2511 FF#8, FAS PowerShell i s A 2IRIEHINETRICE Address 28, Ek g B FIRNITH,
IEE{TLLT PowerShell 7% -

Set-FasAdministrationPolicy -CheckAddressAgainstGpo $true

NEFEFBRKRE S A IIERSS

AXNABTELZHPHEERSIZHEE (MSP) MBEHEREKESBHRRIEIRS (FAS) WFT B, B X4
8, 1BER BE228 | Citrix lRS 1R DaaS,

Fo R

« {8488 Citrix Cloud L4 M“F R EREEZIFRNR. BXFAER, FEH BHEER
R,

o IMEBIRERF-MSP X%, BXIFMAER, 1B5EIR SEAT Citrix lREZIRMHFEEY Citrix DaaS,
KO MSP B/
1. FA=IEEESF Active Directory 1A AT Citrix Cloud,
181 @4 Cloud Connector S ARMER %S Citrix Cloud,

JOIE 5 AR X BXBVIR R BT SHMIBRERE > 85 T A,

Citrix Cloud x EEE e 7 = 0
¢« C (Y @ uscloudburrito.com/identity/domains e % O :
cikrix 2 o

< ldentity and Access Management

Authentication ~ Administrators APl Access  Domains Recovery

+ Domain | C Refresh | ] Show Unused Domains

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local eoe >

Forest: fasmuilti.staging
Forest Preferred Connector Type:Cloud Connector v

2. REEXEEIE,.

VR, ARRETARSE (.), HRE EEKSH.
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Forest: fasmuilti.staging
Forest Preferred Connector Type:Cloud Connector v

Manage Federated Domain

Disable

B Citix Cloue x  + M e
<« C Y & uscloudburrito.com/identity/domains e ¥« O@
= | citnx 2 e
< |dentity and Access Management

Authentication Administrators APl Access Domains Recovery

+ Domain C Refresh D Show Unused Domains

Forest: multifas.local

Forest Preferred Connector Type:Cloud Connector

MultiFas.local eoe >

WEBAHEE +o ARRE A,

Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. -+

( Cancel )

3. WIE XXV REFETHEA o

WHBARNE, EREFEFIE S, RIBRERTE SOMBRER > 5 T

IO * BEAYIS B B 1F7E TP H(/en-us/federated-authentication-service/2607-ltsr/media/fas-

verify-domains.png)

iR[E MSP &,
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4. &I FAS BREZB 23 H IS EEAM R Citrix Cloud,

£ B Citrix Virtual Apps and Desktops #JREFT7ERY Active Directory (AD) MHZZE FAS, ¥
FAS &35 51Z AD ME BN SR BRME, E%RE FAS RSE, FSRATEMNE,

5 BEEHEFPER
HEFRERER FAS
- ILEEHEDIRERE (IdP)

MEEFRER. %2 SRMGREE > SHRIE. EEFERN 1dP HHEKRAD 5 1dP @
Zo

- NP EHR FAS
%3 Workspace EZiE > BAWIE, EFEEEIRENSHRRIEHER FAS,

E A FAS 8 (/en-us/federated-authentication-service//2607-Itsr/media/fas-enable-
tenant.png)

BEAia =

EMIBRTE P BVBX S 2 5iMIBR MSP I EE— 1B, EMART U ATAFREE FAS, ERTFZ
HABEETF MSP #1, FAS 35K,

Azure Active Directory BB R & 5
AR

H 2023 £ 7 B#2, Microsoft B¥¥ Azure Active Directory (Azure AD) E#n$4 8 Microsoft
Entra ID. AN, {E{a#2% Azure Active Directory. Azure AD B{ AAD RUith 515935
Microsoft Entra ID,

Citrix BX& B IRIEARSS (FAS) AEMAEBIELIENIE (VDA) IRt B &R (SSO), FAS &t
[ VDA IR FIEHREI SSO, VDA fERIZIE+ M Active Directory (AD) IWiEBEF B3, ER
VDA 2iEfE, BELEEHWIEENATAR] AD FiR.

IBE, Microsoft Entra ID (ME-ID) YL 5 Z8Y AD F Microsoft Entra ID ZiBli#1T[E%, MR
BRMTEVLEESBR. AXNATEMEE FAS BY, M VDA RIEWEBSLIL Microsoft Entra ID
PR ERFAENGNECE, XAITHRTEEHNRIUERIAAR]3 Microsoft Entra ID fRIFEYN FHFZ
Fo
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FAS TRESHECERIRLY SSO AT Microsoft Entra IDo
IEREE FAS RIERIEHR,

1B LAUE AT ARY FAS,

RO LUEA 1 FAS BIEfahA VDA,

. J

Microsoft Entra ID SSO AR BLEETRT ¢

ME-ID B{35&FERY VDA BMA VDA BE&MA
tE {5 ME-ID EHEB S &5 F £ ME-ID EFFBHNEH
ISE

BX& 3] Active Directory BX& £ ADFS _tJ/E A Windows & BafR WS-Trust

B 1R IIEARSS (ADFS) R I8IE certificatemixed 245 R BE A
XERE=ABRRMEER FRE=ABRAER FRE=ABRAER

« BB Microsoft Entra ID 28 B F &7 49IE1E Microsoft Entra ID _Ei#1T, BEWFAZRN
Microsoft Entra ID B195%iF,

BX& B Microsoft Entra ID 33215 Microsoft Entra ID FeB IS BHWIIEE @I HEMAIE, 4l
i, EEMET ADFS 3 5E =5 F P 1REER,

- JEENARB VDA E10A AD # Microsoft Entra Do

EINAEE VDA

FFFEMAER VDA, FB Windows S0I0IE (fRF_E#F AR Windows &4 30IEDY
Kerberos) S2IRFT Microsoft Entra ID By SSO, HAF M VDA RI1ERIAA]5 Microsoft Entra ID £
PN AIEFERT, J$##1TX Microsoft Entra ID IS 1RI8IE, TEIETRT 2R3N HEIETE
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Federated IdP AAD
or ADFS
N
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windowe
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

B AT Microsoft Entra ID 821 EE MR 2B S KMo
B X HEEM Microsoft Entra ID I8 BERER, B2 LEE S SR,
FtFEXEE| ADFS BY Microsoft Entra ID 13, 151 ADFS ARs328 EE B Windows &1425811E,

WFEESRE=H B HIRETEFH Microsoft Entra ID 15, ZEELUMBRAE, EFHREHNSHIZ
HIZFE I KEB,

BB AT LU AN AR VDA FHEVR S RATFESMAR VDA, B2, #H FAS BNAs4%E
BX Microsoft Entra ID ERIFFSHE (PRT).

EAIAR VDA
BETINAR VDA EBIIA AD # Microsoft Entra ID, HAFPERE] VDA K, SAIBUTIH :

 Kerberos ZiHEFEIE (TGT), BFME AD ZHRHITEHIIE
o TRIFSHE (PRT), AT M Microsoft Entra ID FIRE#HITH D I0IE

PRT 228 X AR ENNER. WBLE, IERFAT Microsoft Entra ID &{4171R)5RE,

T FAS i&id [ VDA IRHEBREIEAF &%, FHILXRBETESLAE T Microsoft Entra ID BIEFIEH
NEMEIERNFEERIEE PRT, TEIERT 2R3N EHIQUETTE ¢
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AAD Federated IdP
or ADFS

4. AAD PRT| 3- Authenticate to AAD 3'. If federated,

with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD

with FAS user A

certificate Domain Controller

Hybrid joined VDA

B (KR40 E Microsoft Entra ID I E2EEMNE 2B SHMNH.

T FHEER Microsoft Entra ID 318, i&EECE Microsoft Entra ID CBA. B XiFHER, iFEIE Azure
AD EFFBHEHIIEELR, VDA 8/ Microsoft Entra ID CBA @3 BB HI FAS iEF A Microsoft
Entra ID IEAF &%,

WEX L T EREREFIERER, EEERAREATERAFASAFIERER,

T FBEESEIADFSEIMicrosoft Entra ID13,, VDAfEFRADFSBRSS288IWS-Trust certificatemixed U
=, @B HFASIEB@EMicrosoft Entra IDIIEEFR 55, IttiHS2RiAE R,

I FEESTE = A B IR EIEFEAIMIicrosoft Entra IDIS, BIREREXRLMNBRAE, BHIRERER
WIS IIWS-Trust certificatemixed s, 1BEERIEHN B RIEIZR T KE B,

IEB A AECE

AXNBTEREBHIIEIRS (FAS) WERELE, UWESIEPMANK (CA) BRS23[EM. FASE
B ERATIFEPASHENE, XEiHBAER FAS 1211 PowerShell APl, 1EE1TAN R HIE
AT, BHEE PowerShell BYEARSNN,

REZ CARSERLATF FAS
A TR RS R e NIEY, R FAS BIRZE4ISACE FAS LUEHRZ CA .
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&3 Edit Rule — | X
Edit rule "hello"

Template

Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
PeEss Gl Template available
Template available

Restrictions

Summary

¢ >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

IREERIFRE CA ZRDA TR Citrix_SmartcardLogon IEHENR  (FEEFN IR ZF A EENR) -

INRIEBFEABVED CA RATFAFIRMR, BA1%Z CARITKEIEBMANE T,

BEARGREN CAHRITEULRS P8, RN BHEERNRNGER AT ENER
CA.

PRI TR ER

FHHEZ CAIRSIOCE FAS IRSZ 238G, AP IERBEMMEFREEEERN CARSEZE D L. It
o, MNREF—PBEEER CA RSB/ REMKIE, FAS IRZFIHUIRES— 1B CA BRE85.

B2 Microsoft IEHBIMAE N LLETT TCP iR

FAS {#HH DCOM ifj[a] Microsoft CA, DCOM {FAixM 135 RAIMIRS EEMFNHO. KINER
T, RO ESDEEN, XELMHMERENATRESSNE 214, FIt, Microsoft 12T —
MEBESIEOMNA L. E1F Microsoft CA FEIBESIEO, HXEFE > 517 >
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dcomcnfg.exe MITFFDCOM EZEmEMR. EFITHEN > FHAYLM > DCOM EEBIUE R CertSrv 15
KRN R PG, #wiE CertSrv 153K DCOM W AZERFEN :

CertSrv Request Properties | 2| X |
| General | Location | Secuty | Endoorts | identiy |

DCOM Protocols and endpoirts:

-*T . dedf sl system protocols

¥ Select the DCOM network protocol sequence that you want to
Soy~  dd.Enterthe endpoint detals and cick OK when you have

Protocol Sequance: | Cormection-onerted TCP/IP

() Disable protocol sequence

©) Use defak endpoints

®) Use static endpoint 900

() Use intranet range of dynamic endports.
() Use intemet range of dynamic endponts.

ok ] [omes ]

ok ][ G ]| i

BFRARLE S LUERBRSKRESHISETE TCP OS5 (FXRIEmMIE S 900) .
FRAIAR, BAASEEE RO 135 MmO 900
EFE&h Microsoft IEP A A LR BB B K,

THACE FAS RS88 (SAEMEMERIERMANMEIITEN) , X DCOM FH RPC %O 135
HITIHEME. YEFIHEEMER DCOM Y, EREETIRS 2 LM DCOM RPC BRSHiEK AR
IR DCOM fRSS 88, XRAAIRO 900 (TELLRFIF) $TH, #H B DCOM BRBEBRARIETE 1 i
ERERNIZIR .

A FIES
7E FAS RS SR RAPESE, APNERNENESRE. UTHEINEBTNMNE RS
™ FAS BRSS B HUTILIRIE,
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FREY Active Directory AP35
IZRILLUEI E IR AD FIFB P FREFMEEIXES (B0, .csv X)) RSEHEPER, WTEIFR

TNo

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser 22— METEWAFPYIRMNITE cmdlet, BIEARAIZE—NIHiEISSE, BT
878 UserPrincipalName B IiRZ& 9 enabled” B9 A

SearchBase 2#48/)\ 7 7£ AD FIEZRAFBEE, MNREBZLE AD FWFAERAF, AIMUREL
Tilo

EHAEERREIRERF,

CSV XHARBW TR -
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Bl user_list.csv - Notepad

File Edit Format View Help

"USerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FAS fR5S35
LU PowerShell Bl A<3REX 2 814 AY B9 A R 53R F+ 612 B P IEB5I5R,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule
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INRIEBZ FAS IRSS2:, FERPRIEBRERMR | —REERSHRF, Z—REXEZRBR
S5aaHo

LERTBIRAE A F4 9 default’BIRE N, dIREERENFMNBF (FIE0, “hello”) , EBKHAH
E/‘J $rule ﬂrx\%o

&< Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

* Create rule
Default g W Summary
hello 7 u

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

4517 FAS EBGEH

RO LATEAR BT FAS AP BYIER T421T FAS $R28GEH,

2/ FAS EEZHIE
B EFIRAN UERFTRY FAS REOEHEXK
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% Citrix FAS Administraticn Console - connected to localhost

Initial Setup |Rules | Advanced

Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Am authorization certificate is configured.

Deauthorize this service.

o Createarule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if yvou wish to use this FAS service with Citrix Cloud.

— O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect

IEFEE CAFlbAZIERK, BXIFARR, BSURNEKE ZMNEIERS.

o EREFRRBGERE, FAS RIEERZIEBHARGERIMN XX, B& EHEE LUFHFTBIRBGE

PBEERIFN X BXo

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup |Rules | Advanced
Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directaory.

0 Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.
Q Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect
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{&£/H PowerShell
SERUTES

1. SIESHGES | New-FasAuthorizationCertificate
2. IE TFHIENGEREM GUID, ¥l Get-FasAuthorizationCertificate R[EIFfTRo

3. HRFAIIEALIES | Set-FasCertificateDefinition -AuthorizationCertificate

<GUID>

4. WIBRIBRYIZAGESD . Remove-FasAuthorizationCertificate . BSWAER
DeleteUserCerts $false option , UGHETEF &G,

58 FAS TEBOFIER FAS IEH

£/ FAS BEEZHA

. BEEEAGEE R EAGI R, SRR R EBRAEN (REXXMT BRI
RENEH) .

&8 Citrix FAS Administration Conscle - connected to localhost = O X
Initial Setup | Rules | Advanced Connect to another server  Refresh
Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are de o
Deauthorize Service *

0 Set up a certificate
This operation deletes all authorization certificates from FAS.

The authorization templates a
Are you sure?

Click "Publish” to publish the {
Yes, delete all authorization certificates

o Authorize this servic Also delete all user certificates Reauthorize
An authorization certificate is Also delete all configured rules
I Deauthorize this service. I
) Create arule Create
You have a rule configured: Default
Connect to Citrix Cloud T —

Complete this step if you wish to use this FAS service with Citrix Cloud.

o ANERIEAMBRAN, MWELUSEEIN FAS HRIREIES ¢
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X

&4 Citrix FAS Administration Console - connected to localhost = O

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

0 Deploy certificate templates Deploy

The required templates are deployed in Active Directaory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service Reauthorize

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.

Q Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ZESRTENEBEARSEBAN KB, 2 EHEMEBLUSFTRRAGES S ERIMN X B,

{4 PowerShell
fERRLLT PowerShell sp SHIBRIZRAGEBFBEFIES :

$AuthCert = Get-FasAuthorizationCertificate -Address localhost

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

Get-FasAuthorizationCertificate REFFRFSGERBFMEFLIERBGERIERNSIFR, HEE
P4 1T Remove-FasAuthorizationCertificate ZBIGZE $Authcert HI{E.

BATLUEIE S DeleteUserCerts BHUIKEN false RMIFRIVAGES, EBEEREAHFAIUES !

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

-DeleteUserCerts $false

FARBAFIEBMA A FAS BT VDA BRMIIERIES, XELI] FAS EINEIFEER. BXE
ZIFMER, BEBRLIT FAS BAUEH,
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o« EALURINT A UMBRA A IES ¢

Remove-FasUserCertificate -Address localhost

tbEr S M FAS BRSSP MBRFAE B FIES. %amsER BT mEZRFREIEHEIED.

Y FAS NEREREFEPBREAGEBHA P IEBEN, EXESMER X BRI ARX.

BrRATLIEAN

BILUfEA PowerShell BRAIEK FAS #BAGER, XEATAHELZHIEBMANEIEBEYIEPES
ERMEZROEBRIAEL,

1. EfERAEERERE#HITIMR FAS ECEHAE, NSRRI INTE | BEIEBRRTIGEIEBMNA

M4,

o
9

4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

The authorization templates are published on: djw-dc.djw.local\djw-djw-dc-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certificate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O

X

Connect to another server  Refresh

Deploy

Authorize

Create

Connect

2. 1f FAS BR5385 _E/N#LLT PowerShell cmdlet :

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1"”

3. WBITE FAS ARS8 E3IALLT PowerShell cmdlet SRAE BRI HAIZIERERIBNK -
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$AuthCertRequest = New-FasAuthorizationCertificateRequest -Address
localhost $AuthCertRequest

LRI

PS C:\> New-FasAuthorizationCertificateRequest localhost
Ps C:\>

Id : aBdab58f-aTel-U9bT7-abc3-6381c26a83a5
Address : [0ffline CSR]

TrustArea 3

CertificateRequest :

————— END CERTIFICATE REQUEST
: WaitingForApproval

ERMEAXMRIEIER FAS BEINVEAERBERTE. BXEZFAESR, BEHLBREE,

4. FOERIER 8 WA

"$AuthCertRequest.CertificateRequest > c:\temp\authcert.csr

5. FHERIBRXHE (FEURAIATY authcert.csr) RRLGBAIERBMANG, #EFKHREBGES
Ml o

UTFANSBEMBTER Microsoft (AERMANA ; 3FFEM CA, BEBELRIER CA HNF
FREEBN,

o EERBEBMANIMIRSSE L, FNHEBER'MMC E8% T, ARET
Citrix_RegistrationAuthority_ManualAuthorization 11, $AGI%ER & SR, EFREH
B, BHAVHBERE. FLRGIFR, BFA Offine_ RA, BREAAME !
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Subject Name |

Server

| lssuance Requirements

Superseded Templates |

Security

Exdensions |

Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:

|Ofﬂine_HA

Template name:

Cffline_RA

Validity period:

Renewal period:

v] |

[ 2lfom

0

Directory

[ ] Publish certficate in Active Directony
[ ] Do not automatically reenroll f a duplicate certificate exists in Active

o FEEENEBIUA ARS8 L,

AILERMA TN MMC EI28 T, GRETIEBRR

SRR, ARRHEMRNIEBERIR . EEEEIEER,
« BITE FAS fRS545 LAY PowerShell S B1R R THEAUTAR, FIERBERIFKIELZRE

BOIERMAAAN :

certreq -submit -attrib "certificatetemplate:<certificate template

from step 5a>" <certificate request file from step 4>

fan

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\temp\authcert.csr

BT LR SRBEMTER :
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PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-UE2D-UBSB-9LUFA-C25L192D09C6}
ldap:

RS ETRE R I IEBMANAFIRE o LR AIFRNERMATAERF A DCOM (TRER)
MHTTP (E&R) M. SNRETA, FEFEDCOM”, AERELHE" :

Certification Authority List ? et

Select Certification Authority

CA Computer
diw-diw-dc-CA (Kerberos) djw-dc.djw.local
Edjw -djw-dc-CA (Username) https://djw-dc. djw Jocal {djw-djw

Ok l Cancel

BEIMEBMANMEG, dRTTHRHESR RequestlD :

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-LE2D-LUB8B-9UFA-C25U192D09C6}

ldap:

RequestId: 358

RequestId: "358"

Certificate request is pending: Taken Under Submission (8)
PS C:\> |

o EIEBMANGARS 2 £, TIERBANA MMC EIRRcHh, BHEERIRR. HEEK
ID, AEARBHIZIBERFAEFME"

o EFREMEMNER TR, HBIEMARIESR (&K ID BME) o WEFTHIER, EFF
MERDEDT+, BHERBXHE . FEHNERSHAES . BHT—F. AXHEBREE
LU Em -
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

IR IR BIBFEATAE - PKCS #7 iE$ ((P7B)’, HEXTUAFRMNRARE, FIHEHHK
ZEHRMPREIER"

6. HFHENERXHE & HIE] FAS fRS28 Lo
7. BIETE FAS IR FHIALLT PowerShell cmdlet, J¥:EAHAEB S A FAS ARS8

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile <Certificate file from step
6>

fuan -

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile C:\temp\response.p7b

© 1997-2026 Citrix Systems, Inc. All rights reserved. 58



KEEMRIERS

PS C:\> Import-FasAuthorizationCertificateResponse localhost
C:\temp\response.p7b

Id : aBda658f-aT7el-U9bT-aBc3-6381c26a83a5
Address : [Offline CSR]

TrustArea : Tababléb-e5ac-U2Uf-98d5-eclaebcl3d07
CertificateRequest :

Status : Ok

8. K& FAS BIEEEHIS. BHUIET FAS M ERERN,

&4 Citrix FAS Administration Console - connected to localhost = O

X

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:
0 Deploy certificate templates Deploy

The required templates are deployed in Active Directary.

Q Set up a certificate authority
The authorization templates are published on: djw-de.djw.local\djw-djw-dc-CA.
Click "Publish” to publish the templates on another certificate authority.

o Authorize this service R .

Am authorization certificate is configured.

Deauthorize this service.

Createarule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BAULRSS 2 B 10E — R E § %Et5ig.

9. WICIBMNMLEEE, B XIFMER, BHHBHEENN,

BEXER

- RENREXER FAS RENRBNEESE AL,

- BRMEE SRIERS BEENEEREM L ERHTT B4
+ BB A SEBRREXETNE,
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FhEAERIP

&

FAS IEBEHETE FAS iRZB 2 ERERANIEES, 5 FAS iEH X BXaVFLAFATFHETE FAS ARS23EYF
LIRS T BIABRT, XERHFEBARAISHA 2048 i RSA %30, 7 Microsoft R HATE
Bt HIEFE B FGE,

{# 8 FAS PowerShell #5455 PowerShell cmdlet, BT EXRFAIANBIEMZEMNE,

FAS ECEFIEBEFHETE FAS RS8B4, BUEARTE FAS RS EIHE,

7£ Citrix Virtual Apps and Desktops 2411 Z &i8Y FAS frAH, FLAAEMEEL RIS
%programfiles®%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config. 4%bEY
XML XHRECER, Lt757ABEW PowerShell an5EXL, PowerShell sp SR T EABRREN, H
BEFEFHED) FAS BRSREIAIN A, A, 5 XML XHRERE, €A PowerShell #1TRIED
BTE FAS IRSHBARNZERE. Hit, FEZFER XML XHEBEUTIRE !

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp
e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength

IE2 %)M Citrix Virtual Apps and Desktops™ 2411 Z i FAS hRAFLKL ER 53 (#upgrading-from-

versions-of-fas-before-citrix-virtual-apps-and-desktops-2411),

X F FAS iFBHIRIRMER
FAS 1SS TMARNGES | IBAGES (CBERE—SF) FEAIES,

FAS ZHGEHE B ZMHA 5 ERAE (RA) IEB.
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FAS EIEKIEBIERIEBRENR, S F—TFml. R FAS FEIEHIERFPIEE T IERBIT, BER
BEEERAR. FAlLtt, FESUERIEETREM FAS ZHMIERIER, FHRRNELRERZM
CAERRNER. FIaN, ERIUERERESRE R,

FAS $#ZBUEH
I BERELE FAS BYRIEE, EaILUER FAS BIRIEHIS BRI ERRUE KA KFTaIE
W,
W R LUfEER PowerShell a5, ENHRH T EAMRIEMN ¢
* New-FasAuthorizationCertificate : lt@RBEITTHE FAS BIEEZEHIGHEL, FARIZAET
A LIS EEFEBOTIZ P B I PIRER.
« New-FasAuthorizationCertificateRequest : IERSAIBAGER IR HYEEK 5 BRI

o

BRAGERBERBIN RAES, B FAS FE0EMIE, AKRAFABERIESR. ZEBEEERNE
HAK IEBIERAE, RIFHAEEK FAS AP IERIBERIERE.

FINBERT, EREEERUTRR
e Citrix_RegistrationAuthority_ManualAuthorization :@ {HEMAILEIREIEZEIEFREIGES R
SHIEWH, AT 5/SENERE ;
e Citrix_RegistrationAuthority : {ERIEREIZIVIEBERIRKWNEMHEA, HH FAS iR
Szt
TIFAS 2FEUTHE ¢
1. FAS BIEERIAN, Hm CA LXKIEPFRIER (CSR), IEEFHAXMNLAFIERER

Citrix_RegistrationAuthority_ManualAuthorization o
2. IBEREIIMABERME CSR HIH CA EERAF ot 4,

3. CAEE Gt CSR[E, CAREIE—NMIES, FAS RFRZIEH, IWEBNEBRHRE, RE
—X, HEXATUTTE. £AE, FAS RHERZIEBRAERAM.

4. FAS SIS —1&EAN, HME CARZXEZ CSR, EEMERBIMHINBANRR
Citrix_RegistrationAuthority . ZIEKH_E—FFHIEBENFNES.

5. CA BEpfiRIES, FAS 1ZFRIEF, FAS MIEERGRMN. BIABERT, RSGEBHERURN
Mo

BT eIZnERENE RN ENKERTUERLL PowerShell (nHEE !

Get-FasKeyConfig -Address localhost -CertificateType ra
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FAS FFIE$H
FAS SIZRFPIERBUERFRERE VDA,
Y FAS SIEZRFIFRE, E@REUTHE .

o FAS BIEE—1NEEEM, FHME CA KiE— CSR, IEEHIANNNH. BREM, RIANERT,
FEEIEMR citrix_SmartcardLogon (fEFREIRAIEZE) o

CSR fEH FAS #HUEPHITE %o

« Citrix_SmartcardLogon 1EHREGMALZEK Application Policy: Certificate
Request Agent » FHTFULEMEFET FAS BAUEFH, CASBEMMAAFIER,

FAS I0ZRIEH, FFHEEMETE FAS RS 88 EAVERANBUREF,
RIMBERT, IEBNEREAN—RE,.

e, APIEBEHRMHLS VDA UBERRFRER.
BFeEmmEiRR ARG E R UERLLT PowerShell (i SEE :

Get-FasKeyConfig -Address localhost -CertificateType user

FhEATFHEE
FAS TR TE T =277 oA A 5% |

« Bt EEMER Microsoft GEEREFMHIRMIER, (CEIIMHRIP ; BIEFMEERE L.

« AMEFEEIER (TPM) | TPM BRI EN ERYIEEREY, BRI ELNEEZFIRIEAIEL
TPMo

- BHZLSER (HSM) | X2—MEBANSHMEIRE, SRR FENEER.

FENGHE, BEEFETEERZE, BHEEERE, LERECIENFEAERPILEE
AR,

5 FAS #2A0EH X BXRIFATRR 28U, RAWZIEBHRER DITF BB AR ERARSUEA A BE
FiEK. Ak, G ABERAG I ERERRFERDIFR,
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BILUEZE Microsoft CA LRS! FAS IERGEPMIAIR, SIEAUMAIEPHERE, B2RE
JRETE AR,

&k, FAS SUIFEIRIIECE RAGE B AP IEBavFARRE M,

—L B AVER BN T
BREHER BPIEH#ER p=2 53
LALS LGS RINELE
TPM LR BAGEBEAEA R
HSM HSM FRBIEBERE B BRI

FEVHES TPM BFHBFER, (¥ TPM BFESGERER, WRETHEEEIRETS
1T FAS fRS58:, BB WENELNEERFHENERE SR TPM EE1 L.

Z4PECE PowerShell &%
EFAEEBERXNGST ¢

* Get-FasKeyConfig
* Set-FasKeyConfig
°* Reset-FasKeyConfig

e Test-FasKeyConfig
BEXFMER, 15BI% PowerShell cmdlet,

BRAGEBHAFIEBNZAEREZMIIAN, B certificateType BEIETE. FlMl, EIREUEKE
BOER (RAES) BEANFTAARE !

Get-FasKeyConfig -Address localhost -CertificateType ra
ERAVEK AP IE I EARFATARCE !

Get-FasKeyConfig -Address localhost -CertificateType user
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&AL Set-FasKeyConfig #1 Get-FasKeyConfig RIGBMICEU TR :

= RRIAME AR

KE

A F i

GIE:

EllipticCurve

AT AR R
(KSP)

2048

iy

iy

R

BIKE (UfIRe
fiI) . #EER, &
Microsoft &1k GUI
F, NEBEDFIEE
TR/ EEAKR
SNR FAS FEENE
PAKENFERPIE
ERNR/NERARN,
M CA FF1E4: CSR,
FF RSAEH, K
ERILUZ 1024 i,
2048 1115} 4096

fiLo

3+ ECC &, K
EELLE 256 fi.
384 fiIgy 521 i,

ARSI UMELR
HiEFS .

IEEEMRNNE FAS &£
FXBYFAEAFRIR TRV AT
%o ERRAIRIRFTE
HIZZAN GUID 4AR%.
B0,
MyPrefix70277985
-6908-4C6F-BE59-
B08691456804 o

SR A true, MIERL
ECC #5835 ; &/,
4 RSA ZAT,

MNERA true, FAS {E
A Windows
CNG API, HBE¥%M
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=K

RHERF

CSPZH!

RRIAE

Microsoft I &4
FHERHIERF

24

AR
£ Provider Bt
187 KSP,
AR A false, FAS
fEFIHAR CAPI
APl, HEWINTE
Provider B4H357E
MERSEERER
(CSP). Citrix 1Y
f5F KSP,

BIEMEFEZR AR
RIMERSIN. &5
MEHUESEUIEE
TPM 2 HSM, HSM
B KSP (3 CSP)
FH HSM Lz
&, MR ME X
AIREERHEURIE
HIZF BRI ER,

X3 KSP BMigE
A false BYFHE %,
ENZ

Microsoft
KeyContainerPerm
issionAccessEntr
y.ProviderType
Property
PROV_RSA_AES 24
o WA NA 24,
PRIFEIETEERAS
CSP B HSM, #A
HSM LS E M
Eo

tt9}, Set-FasKeyConfig FIAS AT *x —iefER, LUIREEF) !
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*l]_‘l N

-UseDefaultSoftwareProvider

-UseDefaultTpmProvider

PN

¥ Provider EM1%E /9 Microsoft Software
Key Storage Provider, 3% KSP FERIEEH
true,

¥ Provider B £1%E /Y Microsoft Platform
Crypto Provider, ¥ KSP FERIEE N true

[e}

Microsoft Software Key Storage Provider &% B FEKE L QIEMEFHEEHIIRERER

Microsoft Platform Crypto Provider 2i& % AT 1E TPM HFeIZNEFEZHNRHER.

Get-FasKeyConfig X2t T, BMTHRIAETEERWMMEHERNES !

FE

IsDefaultSoftwareProvider

IsDefaultTpmProvider

Bk

aX

WMRA true, MFRTIREEF
IRE N Microsoft Software
Key Storage Provider B
KSP FERIZIE N true,

WRA true, MRTIREREF
IZE A Microsoft Platform
Crypto Provider B KSP %
ERIZE N true,

RSA &G RSA %A
(EllipticCurve B4
false) .

ECC &R i¥E&E ECC %%A
(EllipticCurve B H

true) o

&I LUfEEF Reset-FasKeyConfig JH&EIRE AERIAE,

Reset-FasKeyConfig -Address localhost -CertificateType ra

Reset-FasKeyConfig -Address localhost -CertificateType user
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JFEAECE (£ Set-FasKeyConfig BY Reset-FasKeyConfig ) FRfHIEXSIIEINF
F#HEIENIER. B2, EEFARAEENNEENAAFIEBAZ M,

B LUBE N EIEESI S BUEIRI FAS BRSS, S@1E BUBRI FAS HfliFR FAS JIEH #1EH
PowerShell g55 IR E IER,
FEHMPERIATS Hal AP BREENTIE R BRI W ER.

EEA R

T8 INTAITR, BEEEN FAS IRS ZRIEARMAY PowerShel IR EZEFCE, AANMEIERAR
EEC B B BRI,

MREELRABEBHRERRIFENIA IS, AILLEE 1F FAS IEF M BUERN FAS FH#lFx
FAS JEF FFEMIER,

SNRIEH FAS ARS8 T LAMERE S, BEHTIREB NN ZEFHETHPIRI 4P R0

Bl 1 - FAPTEEPEFEME Microsoft GBI EFERHEF D
BTXERIARE, FILEEFHFNECE,

WMRBEENR T RIPERE, AIUAERU TSR E 7EH Microsoft Software Key Storage
Provider :

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultSoftwareProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

f&AILAfEA Reset-FaskeyConfig 1k & 79 Microsoft Software Key Storage Provider, &4}
R HMEPEEIREME NEIAE,

7B 2 - FHEBUERERFMETE TPM
Lt RBIRER T 7 FAS IREGEBEHAEMEE TPM (WIEESER) &+, MAPIEPREAEEE

Microsoft Software Key Storage Provider /&1,

RE FAS AILLERE SR TPM RIFPESRVAFIES, EXTARESEMS, TPM BARIRIIEHZ
R/NERHo
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{EBLLT PowerShell ;8% :

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultTpmProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

7 3 - AT EEHTEFEMETE HSM

LR BIBA Y R HSM EERBGEBMAFIEBHE. HRFAREBEERE HSM. 28 HSM #E
BIRIHIZF . H/a0, HSM Vendor Key Storage Provider,

fEFLLT PowerShell 8845 (RFRBIXABERAIER HSM 1R HIZFRISKFRTT)

Set-FasKeyConfig -Address localhost -CertificateType ra -Provider "HSM
Vendor Key Storage Provider"

Set-FasKeyConfig -Address localhost -CertificateType user -Provider "HSM
Vendor Key Storage Provider"

Bl 4 - EFRTEhZER

AIAMBRT, FAS Epl RSA #EHo FEULRAIF, AERSGEBMAFIEBEE T #HE L% (ECC) &
Ho

R BIERARENERKE, BBGERECEN 384 U#EH, BPIEBEREN 256 iIFR,

Set-FasKeyConfig -Address localhost -CertificateType ra -EllipticCurve
$true -Length 384

Set-FasKeyConfig -Address localhost -CertificateType user -EllipticCurve
$true -Length 256

LEEY, #RANFMAFIEBIERATBERW CA B4, KA FAS IERRIRFIR/NERRNRINKEN
1024 fiL,

i, WFUHRE, FERNTARAESERPHR/NEARN

e Citrix_RegistrationAuthority_ManualAuthorization and

Citrix_RegistrationAuthority : f¥&/NFIHA/NER N 384 (FHE/))
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e Citrix_SmartcardLogon : SFER/NFFAXK/NER N 256 (TE/))

BRIERN, 1BIE1T mmc.exe , AEFNEBRIREERR T, HERIRATAERM. &/)\ER
A/ EN FAERE MR I T+,

BE ECC BB P IEBIIEIBTT Citrix Virtual Apps and Desktops 2411 58 S hRAHY
Windows VDA £ #5, Linux VDA R3z#F ECC &,

MiAFA AR E
RE set-FasKeyConfig fHRHIT—EINIE, BYRAREIRELRNEARE. flal, ErATsEi
HSM RIRMAZEF BITPIE T iR, HELIEENERRKE A RAREMH .

045 Test-FaskeyConfig AJLURMEE). ERZEERAUREREKERIZRAN, HIREMIIN
KM, MREEHRE, HEMBEREIER. WRMALN, EAXNFILAIHER,

LUF PowerShell sp 523 3UMNRAIRIFI B P R AR E -

Test-FaskKeyConfig -Address localhost -CertificateType ra

Test-FaskKeyConfig -Address localhost -CertificateType user

I FAS BrSS a8 eIEMNE, XN TARNNAFIERLIZENE CSR ¢

Test-FasCertificateSigningRequest -Address localhost -UserPrincipalName

user@example.com -Rule default

J¥ <mailto:user@example.com/> &5 Active Directory SBEFAIESS UPN, FAS #MNEEH%
7 default, B2, MNREHFLENASEBEVEMIN, BIEEZBT.

IR CSR FTh, FAS HEFLEMBIER,

KE FAS iEH
BT PowerShell K2 IE R M H BT X BEAFLSATEAE (IR,

RERBGESR
ERILGEE B FAS EIRZHI S RHRAGER SRR EERDOES !
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& Citrix FAS Administration Console - connected to localhost = | *

Initial Setup Rules | Advanced

Connect to another server  Refresh

Complete these setup steps:

e Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on ancther certificate authority.

0 Authorize this service Reau

=3

horize

An authorization cerlificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish touse this FAS service with Citrix Cloud.

B2, BIRNEFANER, 15 PowerShell :
Get-FasAuthorizationCertificate -Address localhost -FullCertInfo

FHREIZNFE, HASHE PrivateKeyProvider, B8R T SIZMFH#IEBAIREEZR,

PRIVATEKEYPROVIDER

Microsoft 4 ZHFMEIRHIER

Microsoft FF & INER IR

HSM R AFEREHIER ((RRA))

EIAEREAIE

RIRFMETERE L, = Microsoft IR MHIZEF
BIERIP,

WSATERETE TPM (WSS o,

FATFAETE HSM F (TELLRAIS, HERER

{#£#2FF % HSM Vendor Key Storage
Provider)

RERPIET
IERILURAN T A TVIRER FAS ARS5%8 LEREFHFRIBE BPIERYIR ¢

Get-FasUserCertificate -Address localhost -KeyInfo $true

Keyinfo 28 ERHEEE X SIEB X BENIANEZER, 552, PrivateKeyProvider FE&35
TR XBNBANEEERE (B X IILENSER, BBRLE—T) .
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BRI LERASMENESE (Fl90 -userPrincipalName ) EiHiFEREIRIERE,

R EEAERFERE PEM HIBAFIER. MXAEHE .crt XHH, AEROTHFER
Windows IiE$H GUI B/RIEH .

k) BiER
$CertInfos = Get-FasUserCertificate 3 RPAEEE LS T AP IR

-Address localhost

$CertInfo = $CertInfos[0] FELRFIR, FINEFEE—TBPIES
$CertInfo.Certificate > c: ¥ PEM #iEBZEEEZWE .crt XH

\temp\user.crt

c:\temp\user.crt 7£ Windows GUI $TH .crt Xff

M Citrix Virtual Apps and Desktops 2411 ZBifY FAS hRA<F4%

£ Citrix Virtual Apps and Desktops 2411 ZHilJ FAS hrA7F, FIFBRM BT REBUTAERN
XML XHREEER

%programfiles®%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config

I IHEEE WA XA IR PowerShell SR EUL, XEMSIRMETEARNREY, HEATLTEEFE
&) FAS RZZ23BN0I N
9, 5 XML XHIGERE, {EH8 PowerShell ZeHIERETE FAS IREZSBAHENESFE,

E#ARCEM X B XML XHIGENREITN A PowerShell 281 (301 Get-FaskeyConfig #1 Set-
FaskeyConfig HIFTHE) #WTFFAR .

XML XHigE XML M{FFREYRR POWERSHELL A
ME =30 8]
Citrix.Trust 2048 KE -

Fabric.Client
SDK.TrustArea
JoinParameter

s.KeyLength

© 1997-2026 Citrix Systems, Inc. All rights reserved. 71



KEEMRIERS

XML X{5FigiE

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.KeyProtecti

on

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderLeg

acyCsp

XML &SR
AME

GenerateNonE
xportableKey

17|

POWERSHELL

FRm

-Exportable

-UseDefault

TpmProvider

-Ksp

AR

o B
-Exporta
ble K&
73 $true
KSR
NoProtecti
on
pEPURRT
-Exporta
ble &E&E
A
$false
LI
-Generat
eNonExpor

tableKey

BEIEE
-UseDefa
ultTpmPro
vider FF
* SRR
-Generat
eTPMProte

ctedKey

B -Ksp
REBN $true
kLM -
ProviderlLegac
yCsp false

-ProviderLe
gacyCsp @it

& -ksp &E
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XML X{5FigiE

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderNam

e

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderTyp

€

XML ZEHRERR POWERSHELL AR
INE =3 8]
7 ¢$false ¥
SEIR true
iR
-CspType

XML E2EBRINEF] PowerShell BRIABETEIIRE LREFERH, R, BUNERT, LARAMUR
Citrix Virtual Apps and Desktops 2411 Z BIEIMRAFH FAS £ EVE B E 4 EME R,

Eitb, MNRERER XML EBEXHFRBIER _EMIKE, NEFAR FAS BEFHRITEMEE,

B, MIREERTEMLMRE, FRUW T AR FAS !

1§ FAS BT IR ; 4P 1ET

o HQEIE1T FAS ZERZRFEIATRMA LR FAS ; A%E, FRrEUEIRNRERNASBIE XML XH
F, FETERE XML XEF#HTEE,

. @FH PowerShell #5145 Set-FasKeyConfig (%1 Z$HECE PowerShell 545 FPmih) RIEEE
IZIE FAS FARECE ; IBE SIENARFIEBPRENISE,

« MiAEECE, 20 MEHFARECE FPmd
« { FAS RS 2R H4EPIET

TRFRES, FAS FhSAECEIRERRE, THFEREUEMAFHIRIE.
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INEEIE

5 FAS APIEP X BERFARE R 2T VDA, K, 2 VDA EEFERBFH FAS IEHEY (Fit
RHETER VDAXZETRIENGER) , MBEBERBRITIELOIEER) FAS RSE3H. XiRaTRE
%, RARIPXKEREBIF FAS BiAEFEME (TICRUGEE. TPM IRR HSM) o

£ Windows VDA £, XZ&37E VDA EEA—HRMERRSLIMB, AHINEIBERINBIEF
BIERGABRHRE IR FEEZZEE R FAS AR5 85,

7£ Citrix Virtual Apps and Desktops 2411 Z &, REERFE INERSRMHER (CSP), HAWARE
FEAIRERFEAE @D HIBRY Windows CAPI API #1{TihiR], XLRHIEESE

e CitrixLogonCsp.dll : BT VDAMEBESER

e CitrixvirtualSmartcardCsp.dll : HBHFRIERNIEH

M Citrix Virtual Apps and Desktops 2411 744, VDA LRI T ENMBRIRZMEIRERERF (KSP)o N
REFMIRERFRIDELKHH Windows CNG API 15 alX IR IETEF., FHIREERR

e CitrixLogonKsp.dll : BT VDAMEBESER

e CitrixvirtualSmartcardksp.dll : HBFRIERNIEH
KSP E—MME Windows N BREFAHIMERENEHR AN, BiRMTEZSIEE, M :

o Y ECC BRAMIEH
 TEHBREELHE (PSS) EFR

2028 FAS # VDA #R3i&1T Citrix Virtual Apps and Desktops 2411 S{E m kA, M{EA KSP ZizahI2
(EMBiT#7 KSP #HITImIZRNIE) » BN, RFANFEIREMFERIRRR CSP #1724 8,

M KSP 2
MBHIMAERMBJEDMERR, TR KSP T2 IR, LEHRLEHIAM CSP T2 IE,

fEFLLT PowerShell :

Set-FasServer -Address localhost -KspRemoting $false

HEHIRT
X ER FAS RS BRMREHTERE, BEEFLEFAPER,

3 FAS Qe F4PIRTURY, UTERER !
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 Z Workspace 5% StoreFront™ {EAE AN RAEFHEESsHFIN—E721ERA FAS B,
FAS RIETRHEAFEIPER ; ARH HIUETIEZERREN FAS RS 235K thEH KR,

« TERERNEITARIIERE, FAS ELEIFRINTARFEMEIZAFIES. Hit, FILE#ERENMKE
MmERFEIZRAFIEH.

- B2, SRIEAFIERRES) (HIW0 VDA BRERIEARMER) ML

RERARDFEICIZBAIER, EEERMALUER PowerShell &5 (FI80 New-
FasUserCertificate 3 Test-FasCertificateSigningRequest ) BIZERFIEH,

ERAEEEFE
& Citrix FAS Administration Console - connected to localhost - 0 =
Initial Setup Rules Advanced Maintenance mode is ON Connect to another server  Refresh

Maintenance mode

Enable maintenance mode to prevent StoreFront and Citrix Cloud from selecting this FAS service

¥ Maintenance mode

{8 PowerShell
¥ FAS IR 2B THIPIRT, WA ¢

Set-FasServer -Address localhost -MaintenanceMode $true
I FAS IRSBB|MEIFEXPERE HIRE ERE1T) , TR -

Set-FasServer -Address localhost -MaintenanceMode $false

BXER
« REMECE B FAS REMEBNEESZ KL
- BIK FAS BRETE BXE B MRS AREMELE XERHITT B4,
- HREGEXETE aRiE XEFNE,

ZEMMWKERE

BEE B PIRIEARS (FAS) 5 Microsoft Active Directory #1 Microsoft IEPMA NI ERER. HRRA
FEIEENEEMRP, FITREER, REI0EIEHIZF T H it X EEMIEEFRHMEIARE.

RN T BRE FAS RIREEZEENR 2R, T©Efhh T rlsed B T RIPER ISR B AL

Lo
AEo
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EE ke

TEERT FAS SZREANERARNRZEDR,

FAS lREHR R E X BEMISHEN—E07, SIEPMANMFIRIESIZR—tE, FEBESFIER, Citrix
Gateway # Citrix StoreFront @#1THF BMIIERAMN. 5| A FAS ARMMEM Citrix Virtual

Apps and Desktops™ £A 14,

ADFS Server (with
Web Access Proxy)

Citrix

Federated Authenti-

cation Server

Windows Server

Windows Server

Citrix Gateway

TLS Server
Certificate

Signature
Certificate

Encryption
Certificate
(notused)

FAS
Authorization
Certificate

FAS User
Certificates

Kerberos

Citrix

StoreFront

VPX

i
i
1

Root CA
Certificate

Gateway Server
Certificate

ADFS Signature
Certificate

SAML SP (RP)

High Trust

e SRS

indows Server

TLS Server
’ Certificate

Certificate Authority Domain Controller

Windows Server

FAS User UPN
,‘ Certificate walter@auth local
Template | Alternative UPN

FAS Autharization walter@adfs.ext

Certificate
' Template

Delivery Controller VDA

indows Server & Desktop
ating Systems

Windows Server & Desktan

TLS Operating Systems Kerberos

TLS Server | FASUser
§ Certificate = Certificate

Intranet
EE

[in] 5RB StoreFront™ #1 VDA BJ% Kerberos
ZEH HTTP, [out] B) Microsoft IE P&
# DCOM

[in] RBZFIHITENB HTTPS, [in/out] E/M
StoreFront ARS5288HY HTTPS, [out] ] VDA HY
HDX
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ARS5 8% i

StoreFront [in] 3R 8 Citrix Gateway BJ HTTPS, [out]
Delivery Controller™ By HTTPS, [out] & FAS
B Kerberos Z2H) HTTP

RAFEHIES [in] 3R 8 StoreFront ARZS 28K HTTPS, [in/out]
3k B VDA B9 Kerberos Z2MH HTTP

VDA [infout] 38 Delivery Controller B9 Kerberos
Z2 MM HTTP, [in] 38 Citrix Gateway B
HDX, [out] E| FAS 897 Kerberos ZE& MY
HTTP

Microsoft JIEBHE A [in] 328 FAS B9 DCOM

StoreFront 5 FAS Z[E]EE

« I25h VDA BY, StoreFront BRS5EREAR FAS ARS8 LUFAEN— XM EIE, Citrix Virtual Delivery
Agent (VDA) BEIEIFF B REAF.

 StoreFront fEAET HTTP BY SOAP EEE] FAS, ZRIANBERT, ©EARO 80,

« BffFAEE Kerberos #1TRMRIIE, HFPEF FAS BRZ52587 Kerberos HOST/fqdn &2#(0
StoreFront fR5528HY Kerberos &K &7

- FIERIERERRZEEHTNE. THEHTNECERIRIERAME.

VDA & FAS 28BS
L HDX™ £iEE#ES VDA K, VDA 2EtF FAS IREZ2BLGERIER.

o VDA ERET HTTP #Y SOAP E#E3] FAS IRE 2. BIAERT, ©EAHEO 80,

- EffHAHEE Kerberos HITEHIWIE, HERETF FAS BRZES28H Kerberos HOST/fqdn &4 7H1
VDA #J Kerberos itE# &5, Itt4, VDA AR EIEAW"F 8EHIRIEBFFAEH.

- FIERIERERRZEEHTNE, TFITNECERIRSAME.

FAS 5 Microsoft JIEBil & [BEYEE
HHEFPED VDAR, MR FAS RZEZHARIBEZAFIIER, NEeSSIERMANEEEFLIEK
WP IEBMANIER FAS IREZB[REBZEEHEMRIEIEHETHE CMC BB,

« FAS R385 DCOM & Microsoft IERMANMBE, B XArSmAONER, B5H
Microsoft 324
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s ©fEF Kerberos #1TE 3531,

Citrix B B L0IEARSS & Citrix Cloud™ 2 [B]R9%ERE
TNRIFENS FAS E3ZR Citrix Cloud, NIIER FAS IRSZBESMAMAETSEIE HTTPS %0 443 JFalA T
ik,

- TAFKFATEITH FAS EEEZFIS

o * cloud.com

o *,citrixworkspacesapi.net

o MREBIMERER T B=F B NEMER, WERFRHL
« MRS K TE1THY FAS BRSS !

*.citrixworkspacesapi.net

*.citrixnetworkapi.net
Citrix HAZ :
- FAS BIEZHIE, TAFKRFT

*.citrixcloud.jp
*.citrixworkspacesapi.jp
- NREHIFFERER T E=HFHIRWEEF, WREHMI
« FAS B35, EMSRSKAT !

*.citrixworkspacesapi.jp

*.citrixnetworkapi.jp
MREMIMET S RIERS SR, 1EFEH FAS BIEEG SRMIEEER A R, Lo, EREER
netsh ¢ T BECE ML ARSS 1K AU,

EZER
B X RIPEAM Citrix B2 ERENER, BESRNTXE !
« Citrix Virtual Apps and Desktops - Z£F BB R ELE,

o {RIPIRHY StoreFront ZRE,
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ZE2ABFEM

FAS EEEMAMIES, RIFHANENEAF BEMAIES. XBBTHEMEHREL 2R, IR
1P FAS BRS3 257 R E AR,

EEMRE

FAS &3 78 ZUEMMIESRANA FA FIEP. Microsoft IERBMANA ARV EREEMAIR, JERERU
RCEMAER U EBFRIEBBAF

Extensions Storage Cerdificate Managers
General Policy Module Exit Module
Enrollment Agents Auditing Recovery Agents Security

For more information see Delegated Enrollment Agents.
() Do not restrict enroliment agents
(®) Restrict enrollment agents

Enrollment agents:

\FasServers

Remove

Cerificate Templates:

Citrix_Smartcard Logon

Remove

Pemissions:

MName Access

wWFasllsers

Remove

LR

- oK || cCancel | Acply

TR AE LA E RIXIERER AR

==
L
=]

o “EMAEETIRINGE FAS BRSS3s (RIZIERY Active Directory BREBRARTEHMIMAE) o

o “IFPBIERTIRNEZRTFTIMABFPIERH FAS Eik. RRINBERT, X2E
Citrix_SmartcardLogon 1&#R,

o “RRFIRAZICVFER FAS AR, flgl, BINAEREERSNRRIFAFAMAIER,
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HHEHLIKE B9 Active Directory AR R SRMTHAFER, EHENEFEHZNFRE
e

T EEHPRECE

INECEFNER 2 PRIk, EANACE StoreFront ARZ52RFIFR. XLE StoreFront ARSS BR1EMNAIEBET [
FAS BTERF &1, BEfF, EaLRHImMLE R R A IE B U R MAITEI U@L VDA i+ BHHTS
AT, LINEER M IEECE I Active Directory SEBMAENME 2INEER A FEo

Br g E

FAS iR 0 1% R B StoreFront #1 VDA BYAIAER, FRIFSITECE, BNIEARH 80, B X

MEBENEZRER, FEANZRLNLZ 2%,

FAS Z#12F ] LUERRECE Windows kg, BXIFAER, BEIUFAS REREF R,

B FAS R385 0
FAS RSS2 BIAERAKRO 80, FRIMUBEENX KA :

BT LU FAS BRS2BIHOFE X NIHO 443, BXAEEH FAS FEHEMMIN. BMERE RO
443, FAS AR {FEH HTTPS,

1. 7 FAS R385 31T A TS 1T -

"C:\Program Files\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe" /
SVCPORT [port] /CONFIGUREFIREWALL

¥ [port] BMANERLFEANIKOS,

/CONFIGUREFIREWALL FFX{EEEH Windows BHAIE A IFFEE In O _EBIE AERE,
2. EFETN FAS BRS,

3. 1£ FAS AZRBEXRA, FH FAS IRSB[HVIRUTFiHO (a0 fas.example.com:
[port] ) o

4. T¥EXREFER) FAS fRS528. StoreFront #1 VDA (fIZNfEA gpupdate /force )
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RHAELE

FAS *l] VDA ‘l_.fTI:I % EA Windows $T¢ E Tho JHZ H /L,\__I-Fﬁa:”’-*m*u 25] 1-|-1IZI N $1¢ E TN Bﬁj\w Il:l:ll T
ATERNEHBERE,

L 2RIR

FRE®EA (SE FAS MABAPIERER) HHMEIRSIKF FEAFTFHAA NRENE
EREENR, FAS XFHEAMEBERALT2RIR,

BILAER PowerShell e S TEENMBEE, FAS EBUEHFAN AP IEBEARI UERARRER
KB, BXEZHAER, BEHMARE

EERRE
FEEER U TILA

B BRZ

3
=
i
e
pali

EMRZEFRIPIEBIER

IHEER FoEBHRIRIGE
IERMANMEERR FoEIE B A

FAS BIE5 REHECE FAS IR
StoreFront/Citrix Gateway B2 5 ECERF SR
BARELRE™ EER EOiE VDA F1ZHI25

BN EERENBARESEENARLE, MMSEIREBEGERERIFRTR.

HRRIZE

MNRITMIFRE FAS BRSS8540 VDA #R2RRA 2511 sE S kA, N VDA ERIZAZEER FQDN %)
RABEE, F5¥ FAS V2 EiFI TR IS

SEEH FAS HENVLE T ARKELEN RS -> FQDN'EHRFITIRR, HEER FAS RSE3:
B, BPIHERIOIF FAS IRSS28M) HOoST\<fqdn> Kerberos &3, FiEIHIAE] FAS BRSZESHIARSS 2544
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FxtE—25 | EBHEER FQDN & ; &M, StoreFront A VDA AIREREXZRTFM FAS RS 85.
Ittt , NER FAS BRSZ25:%F#E! Citrix Cloud, MIAASKBRW MM BT FAS IRE2884H,

Citrix ZIIFIRHIFAE T BN AR RS, LB EHIR, 1B FAS BRSSER5IRTSZ V)
0, THEEMRERNBFREN,

Itt GPO RN TN R F L= = FAS BkSS2:0 FAS B (F/EIHEER) . HIR8
RIEFH FAS BRSEEETAE & EAITEA FQDN £,

FAS ARBRISIE BT IR
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Authentication %&b, £AZRESHHHY FAS
FQDN 31ZR 2/R7E FI
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Authentication\UserCredentialService\Addresses
Ak,

MEHHENR

WNRIEARAE(ER FAS BEMIAY Citrix_SmartcardLogon IEPENR, RILUEHREBIAR, ZIFLUTIEZ.
BB BIER

WNRIEAELET Citrix_SmartcardLogon Epa U S RAVALRIENRBARAE, M4 -

 SUEBIEPIERIBIAHFHEMBUN S EIALMR R BT o

« M FAS PowerShell i S EIE FAS, MAREHAEERAFRRE. (BEEAFPRECERT
Citrix BRINERBFT. )

o {#H Microsoft MMC IE BiEMRE IR 7Tk Publish-FasMsTemplate i % & RSN, F B

o fM New-FasCertificateDefinition tr3EZE FAS, Fi5EFRIENRGIT.
EHENEYE
FINBERT, BRIEBMNEREAEtR. ERIUEIEBERPESE R,
EMERERTTHAR, FAS SZRIEPIERFMILLISE, FAS SEIERHE DT F0Y B 4TI,
EEE R B BN
BMERXLEE M, FAS RZKIEPIERPAIXLEIGE,

B X FAS fRIERVIRIE, 1HEH AR,
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EnE B
BNESXLERM. FAS RARIEBERPRIXLEIZE,

B X FAS RIEHIFMRE, BEH AR

e AR
BMMERXLREM, FAS FZRFERIERH,

EREMRNRIREME
EMMERKERNE, FAS FHFBABIR,

ey RRM
IR LUEBUX IR B U RF & IR AR L SRER

FAENY BKERRZSEZ 2R, HFBIEBLTEER.

ERZERM%

Citrix ZIEESXEIRE, (NILIF FAS RS SRAITTENIKFP HEREUHEM IR, FAS IRSF
FETAEMINR,

1) O

s AW EISFHRIENAFERER, XEVERN, EAEBMETMNA S HEEREEIRERR,
o RWEIIERMANAMEERIENNEAERR,

IR WGERFFRAE =1 FAS &1k :

» Citrix_SmartcardLogon

e Citrix_RegistrationAuthority

* Citrix_RegistrationAuthority ManualAuthorization
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Subject Name lssuance Requirements
General Compatibility Reguest Handling Cryptography = Key Attestation
Superseded Templates Extensions Security Server

Group Qr User names:

SR Authenticated Users
FasServers ([l FasServers)

S2 Domain Admins | “Domain Admins)

| Add... | | Remove |
Pemissions for FasServers Allow Derny
Full Cortraol ] ]
Read ]
Write ] ]
Enroll ]
Autoennoll ] ]

Far special permissions or advanced settings, click
Advanced.

OK || Cancel | Ay Help

B BY Active Directory 4AR% 5 B THERER, EIHHENEFENEFE
Bo

EREEBTRYE
Citrix B &R EERX LR,

EREIEE MU Active Directory 158 #7#, X2SBUEBMANMEILRY BHES AP SID,
MRS A Active Directory T BI3RBRET,

eSS S 1t
RE Citrix FEWXFM, BNMRFE, ERILUERXLERBEUNFEERIARA R,
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MR EREME
BMESXEIRE, XL B MM AR -

Citrix_Smartcardlogon Properties L2 I

General | Compathiity | Requast Handing | Cryptography | Key Attestation |
Superseded Templates |  Exensions | Secunty | Server
Subject Name lssuance Requirements

Frequire the following for enmolment:
[IC4 cetficate manager approval
[+] This number of autherized signaturss: EI

¥ you require more than ene signature, autoenrcliment is not allowed,

F‘uicy type required in signature

| Application policy b |
Appiication polcy

Cartficate Reguest Agert “|

LINCE POICIE:

Add...

Hemaove

Fequire the following for reennaliment;
{®) Same critenia as for enrcliment
2 Valid exigting cerificate

Alow key based renewal (7)

Reguires subject inforation to be pravided within the cerificate
request.

*Cortrol ig dizabled due to compabbity settings.

[ ok |[ Cacl || ooy [[ Heb

BURBEEY
RE] LEMOXLEIGE, ZIgB S IZE D /I Windows Server 2003 CA (Z2f9hkA 2) , {BERE, FAS

{X3Z#F Windows Server 2008 ME S HRAB CA, b, N_EFTIR, FAS £ZB&EIT1%EF Windows
Server 2008 CA (ZE#ghRkR4s 3) B¢ Windows Server 2012 CA (ZE#IRRA 4) TR EMEMISE,

IEPHANEEE
SEBIMENVEIE R 51 S B E BN A IR SS 38 R (2 MO E HHL5A,

BRI

IEBIUR A S ZARIER WV EIE SR MBEIRMAIES, IEBIMANAEEROITUEFE LXK
o

—MERENTEMUAR, TRE FAS IRSFSHRHNAREMIIERRR, HERFTE2RANNAD
2o TIEWMIENR, IEBMEANEEEZEUANSTEZFIRBCEMIADIERIERK, FHHIERN FAS
AR5 2R BIRBS,
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BAAE S

IEBIUR A EIE 5 AT UERNEB M AN RIMSEHAIEIRE, MMEZERIEAER. IEBIA
EIESIF]IAECE DCOM TCP MBASERN, LUERE FAS R8T 8EIEKIER.

2R
AINBR T, ERCEMVWIERFEZE S FIUER TR R BEBEREER B R MAIES.

Citrix 2 ER FREEMAE L BMANERE, FHEBRITAREIA—HIFINER. BEH &

TREVEMARIE,

SRBSARRNI B A%
MFRRERE, AIAERBEXRERFRREM T RIEBIM A,

FAS &8

FAS BEEZ IR £1HE.

&2 ACL [R%l StoreFront. FAF#1 VDA
FAS Z 2R BB HILE Kerberos i P B] LA B]THEE -

wHiRREE WA

StoreFront [IdP] X4 Kerberos tKFP 25, RIEBARAFBEIER

it SR, WREAR—IKFERIAR,
MBI FAS EEB R8I F e ERIE
Ho

VDA [Relying party] XEZFIAEEBMIAANITTEN. TRE
|dP 1 RBINEIRDWN, HLIbAPZHR
VDA T P M I RSB SEE B IR,

=) TSI LE B A AT 1dP MRS, 157E
B, X5IEBMATMN SR FMAE B
MEEEE, BF, BVEISIRPNESIE
UMK s X AT ARG LE 25389 StoreFront
IR A R E S EIRLG, B2, 1t
ACL AMERITFIEHEE K,
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ECERLN

INRZANHRIZAY Citrix Virtual Apps™ 8, Citrix Virtual Desktops SRE{FEFEERIR FAS RSS2 EMLE
¥, WMUSBER. S8MHNEE—HPHMWECEIRD ; %512, Kerberos IARIEHIFIZR (ACL)
ARSI AR,

ECEIE B AAAMIRR

BILUAR BRI R REC EARFRERBERF CA, BRECE A LOLEEEATIEER S5 IRE ER ARY
IEH, BEEEURTIR, fla, wARRANERRIAF BT LUAE L REs B A IR E D RVIER.

RERAMN S HIIEIES

FAS BEEGRAIEH BT EMNRIERERRESAIEAPRIERER. Hlil, BREREFAIER
BEBIERAR, MEERANBRIERNEERNER,

LPFFRPNBPKE
FAS BIE R T LU FAS BRE A RAFMREREGH LT 2IEIR (HSM) HZREEHNFESIEIR (TPM) /.
Citrix BINEDEII T FAS IBAGEPBIIBEFEHEE TPM FREFIFE,

EtE, AFIEPAIARILUTERETE TPM 2 HSM AR, S0R{ER RSA, FAERBENNER N FA/S
H BEREED A 2048 i,

RE FAS RILUE TPM Bi HSM FRERMEERFIEBER, EXNFAREMBEMS, BHIE
EEKIEHARNZR,

BXIFAER, BSE AR,

SHAE
FAS BRSERIRMIFANEBNTTNEMHRE, TRTFEITMASEN,

EEGANEEIR

FAS 22zt E12IAE (MR INERY Kerberos) F1TE, “AMEIESRABIRGX FAS EBERA T
EFEHII. FAS ECEMINZ EHR,
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BAREBINA. BRANESSEN VDAERR

FAS BY{ER AR SHZ Delivery Controller 1 VDA BIERMNZ2EE!, KR FAS WSRO AEE
277 “Active Directory Z585”, Controller 1 VDA BIRAMNM R AEZEENAF . AP T
EHHE

JBF Windows RSZ 2L 24

FRERRSSREBBAMTEITH T, HEREERAEMIRENRMt. TE X BEEMIEMRSSHFBMN
MERYMEZEMNME, HEEBEEMNEM R4 XD,

HITME MBS MZ e tFEETiEit Bl L.
RDP FEJAFU R FRINEE R, Citrix ZBIWAFKFAEREEFER, 532X FIEBMAHI
MBS

EXFBE R4 (FIPS) 32¥5

FAS 7£2F FIPS #9 Windows it B4 EEAFIPS WIFMMEE L., NRF FAS BEBERNEAR TPM
g HSM #1TZAEME, ZEEAE N EUIRE FIPS &I EE,

BXER
. REARE B FAS RENRENTESE,
+ FAS ZRHHESRELRM —XXRN B
. BRIER R XEEBAREXENNE,

MEREITHR

FAS 22 —HRA T HERERR % REITEER.
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@ Performance Monitor — O X
(&) File Action View Window Help -8 x
= 25 E=H
Pert '
@ s orm.anc.e Add Counters *
v [ Monitoring Tools
; &S Performance Available counters Added counters
’ :\3 Data Collector Sef Select counters from computer:
b :ﬁ Reports Counter Parent Inst... Computer
<Local computer = ~ Browse...
Citrix Federated Authentication Service o
Instances of selected object:
Search
Add => Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter Instance Parent Object Computer

TRIG TRIRARNITEER. RIEFEURA, SN MRS 10 WEHF—R.

Y

FIERERIFKREY

IERITE

BAMEBERIERY

HRIEBEZHRIFKRITE

eI

BOMHILRRER

RiTHH

WA

IEBERIEROTFLEEE (UM HE
fin) , EAR—2HEIEETR,

RS SRS EENIERHE.

KESMIIERS SO A HIERBERIBER
#, EAMN—DHNEETR.

KES MRS EEAENHLIERERE
K.

BRI BFIERERIEROTAE R
HEE,

KA B MRS S0 HHRITHIE R AIRIE
B, EAN—2HNEIETR.

KBS MIRIEARS IETEIRERRY VDA 1EH,
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2% WiEA
&/ SRR KESMNNIERS S A RRIERERIE

ROFNEIHE. XEGITHESDHEHR—
R, EARN—DHNEE B SR HER
RERSEEAHHINAREFNRHEBEIR K.

HEEE Windows &R0l

AXNEBTHAFERIERHERF (SKRE) ERE, Windows RIEMNBTMEIRER. XEH
IL_;\*ITE{jiT _.”EH a:ﬁF*%{ﬁg_LﬁEgimim'fn VN

IEBH L FAEGH IS T
Windows Active Directory 43P EZ MEPEFHEX, ATFEBEERAFIIER,

« NTAuth JERBZEMX . EM Windows #ITHHIIE, BEEMARFIEBIERmANME BIFR
SZHEFREEN) BIOUREBTE NTAuth FEX AR, EEFXLEIEF, 1BTE certutil BFRHHA -
certutil -viewstore -enterprise NTAuth

o *IRIEPMAPEHEPEMEEX | ~@E, IERERRAREREENES, ALk, NRERERLE
¥, WPABITEN ENPRENERFEXEN N ZXEIER, BIEBNIA T REERIRFMEX
R, FEEZMMEBSALTF NTAuth ZEXH,

o *ERIERT BAARE | *Windows FIIUERE AR FIIIE EKU MEMIERHRRE, ESH
Microsoft 4% : <https://docs.microsoft.com/zh-cn/previous-versions/windows/it-

pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)> .

AR ik
AllowCertificatesWithNoEKU A, IEPY MO SR TERY BBHA
& (EKU)o
AllowSignatureOnlyKeys ZINER T, Windows £TfEEARDIF RSA f#

BHNERFA, hEMSE &% Imikes.

AllowTimelnvalidCertificates ZMIANER T, Windows &kl B3 HARYIE
B, IEMSEEZTHiERR.

EnumerateECCCerts E BRI %S 1D IE,
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RS i
X509 R FE K MRIEPBALIH—BIEFP EEHTT (UPN),
HEZLVAENA, AR FEE
H Windows &R,
UseCachedCRLOnlyAnd, PHERENT (EEEfss bigE)

IgnoreRevocationUnknownErrors

o SERFIZRED © T IUIE Kerberos &%, PRAARSSSREBLAIEEEN B HIER2RIEH. AT
BRI BENIER T AFE MMC SRS TR BT LIS,

UPN 4 FRH1EH R
BINAPEBE T IS B B S — PR TELHE (UPN),

Active Directory g UPN & #F

ERINBER T, Active Directory FRETHAFRHEBETIEK
\&lt;samUsername>@)\&lIt;domainNetBios> # \&It;samUsername>@\&It;domainFQDN> BIFR T
UPN, PIAIEF] FQDN & Z7EMHY RootDSE 2B, B MIRFILATE RootDSE F7EMZ 1™ FQDN
ik,

It Active Directory RIS NAFPEEREE L UPN 1 altUserPrincipalNames, XL NEF 1S
TE UPN Y LDAP %8B,

#d UPN 2P, Windows B/EESRAIE (BT & UPN I#IERNSM) PEHRE
UPN, PAREXER UPN, MIRXBCET, EXEHREIN UPN, XAIGERETAMPRIARE
1o

IEHRGI RS

MRIEBFABZEIX UPN, Active Directory AJLUEIFTE“X509certificate” B4R AT AR EFE—T
BRNAHIER, ATRHREEEBRATNAR, ItENAIUEESEIEYE GUABRT, 28D
HH) o

RMET—ME, BRALMEE—TBAFKF, MNRIGERERE, HRFEBRIFEHRERILLT)
BEo

NRMPEFEZNE, FEBFRAHAIEER, N Active Directory rootDSE R#&7E IEFIRETARSSHY
LB, ZRSUTER/FERITENL, FEBEMFFRE x509 IEBEIENEEFRE. LHENART
ARBIE B St E AR P KA
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PRI R AR

SRR A S S MERIZR, EENRGEIBTEMIIERSZERISRIEEER, XFRIUERNRG
%Elb\o

PRI R AR

Z52 ] Windows ER4FER Windows IH#ZEHISR#HTER, PILUEIEE Imhosts 34
(\Windows\System32\drivers\etc\Imhosts) RBEHIZIE Windows 1154115 B Vi HI2851 3Ro

ZAEBEE— NN Imhosts.sam"RBIX . REEZE—1T
1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Hrh+1.2.3.4"Z mydomain 15H$ 5 dcnetbiosname BUIFIERISREY 1P Ik,

HERE, Windows ITHEVIHERZEEERE) mydomain, BidEEXNITERIAE,
AR IEE 8 A AVIE I 25

B R, Windows RIEE— MSDOS IfiBT 2, HPASERAFRIIZH S, EEEHEER,
EEAS echo %LOGONSERVERY E i SR T 7o

5 S0 X B B EFEE b e SR BRI B L.

BRWP E&EH

AIAMBR T, Windows IBZHIS B ATENIKF FHiAS. XALETARBREERTLLIRE
PRV ERIZERBSHITIER]. EFTFARMRYRIEES, BEIERIZR LiT1T gpedit.msc o EREKRE
&, BEfISRETEAEFERTNNEGAEER.

=] Local Group Policy Editor [= a5

File Action \View Help

eow #E = B

= Local Computer Palicy |~ || Policy = Security Setting
4 (& Computer Configuration | Audit account legon events Success, Failure
b _ Software Settings | Audit account management Success, Failure
a [ _'l'""ii"dUWS Seftings 2 ||| L Audit directeny service access Mo auditing
I Marne Resalution Policy 2| Audit logon events Success, Failure
= 5"-'F't_!' ':Sta"f'f:'ﬁh”tdn*"] 2| Audit ebject accese Me auditing
<A S'f"f"""k}rkt‘h”gs_ . [ 2| Awdit policy change Success, Failure
4 s A{cc-:lunt PD“C'ES_ 21 Awit privilege use Failure
b ‘ﬂ Password Policy . | Buaclit precess tracking Mo auditing
I L Account Lockout Policy i !
b " Kerberos Policy | Anselit system events Success, Failure
4 g Local Policies
b g Audit Pelicy
b 4 User Rights Assignment
[ [ g Security Options
= Winemse Eivsinll with fdhiamead Camsi -
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IERLIERGE

REIEPERME

NREEFIEBSHA DERIER (EFHA) , ERTUERNU T DX EFITIIE | certutil —verify
user.cer

B CAPI HEIiER

RIS AP TN L, FTHSEHEESRHER Microsoft/Windows/CAPI2/Operational Logs
E’JEIL,\‘LB%O

EIFIZEHIZRA VDA ITEN L, sTASEHEESRHEME NAERFMIRSBE > Microsoft >
Windows > CAPI2 > #1E, AEgTE BE Hi%F BAAE.

b5, BILUEREMRETE
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32 & #iF CAPI HEIZRo
UTMERIAREE. EAelEE(]. MNRERE FIRIAN CAPI2 HEIERIGE, EMFRXL(E,

=1 -3
DiagLevel (DWORD) FRRA (0 B 5)
DiagMatchAnyMask (QUADWORD) EMHTmikss (2EREM Oxffffff)
DiagProcessName (MULTI_SZ) BIBIZLFAFIE (F/90, LSASS.exe)
CAPI B&
HE -3
MR LSA AT CertGetCertificateChain (21E4%
£)
KR LSAJAMAT CertVerifyRevocation (ZIELER)
X509 35 EFARNT, IERMIEBMAHETIR (CRL) &
gD
AppData\LocalLow\Microsoft\X5090bjects
I SRR LSA AT CertVerifyChainPolicy (@&

)
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HIRER
IR
IEBFRREE
IEH RN ERIR
IEBERHER

Kerberos B3

fixd

=

AR ENRENREERRIEREFETS
AUIEFHEEREFIER.

FTEMIES CRL D& RIEERMUL FHEREF
B9 CRL, #IFRRFIHITRIENE, XFMELEE
R, BEFIEBMNAEREER D,

BIEBFRERTER. P, ©AIaERMRS

IEBHERIER.

ST SRNRLA PN LB Kerberos HEIER, ERIEUTEMKRE :

BRI

CurrentControlSet\Control\Ls

a\Kerberos\Parameters

CurrentControlSet\Control\Ls

a\Kerberos\Parameters

CurrentControlSet\Services\K

dc

CurrentControlSet\Services\K

dc

=E2E

LogLevel

KerbDebuglevel

KdcDebugLevel

KdcExtraLogLevel

Kerberos HEHHEIRAEHHE,

o I AREENIES ZEBVERVNZ T2,
« MPHIRABEERER, ATUZEMZR !

{& [DWORD]

Ox1

Oxffffffff

Oox1

oxaf

o KDC_ERR_PREAUTH_REQUIRED (BT 5|RiEZEHIRAERS)

o FRENFEIR Ox4b

EFEFIZEN TR A&

ATNNERFPERIEBEREY, RN T (Fs EMHEREERE.
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i #EEI8s CAPI2 BER
HEHREEHE
EIRENE (VDA) ZE2BE
VDA CAPI B&

VDA R4tHE

IEEI28 CAPI2 BE

s

*EEEF': i:JZ#E%J%EAngIEﬂFH%E,JﬁE:B, #EE&J‘/(-FH/KE,JE/ NS EF_§'J0

Operational MNumber of events: &

Level Date and Tirme Source EventID Task Category

{1 Information 21/08/2016 15:14:54 C 30 Verfy Chain Paolicy
(1) Information 21/06/2016 15:14:54 CAPIZ 11 Build Chain

(i) Information 21/06/2016 15:14:54 Capiz 90 X509 Objects

(i) Information 21/06/2016 15:14:54 CAPLZ 41 Verify Revocation
@mfnm'laﬁﬂn 21/06/2016 13:14:34 CAaPI2 40 Verify Revocation
@Inlﬁrmatinn 21006,/ 2016 15:14:54 CAPIZ 10 Build Chain

EANEMHATEEET, HITH|28 A Isass.exe 1RIE VDA IREMFBWET —1N5E, HIGTFHE
BN (BEREH) . ERER[EIN“ERROR_SUCCESS”,

- CertVerifyCertificateChainPolicy

Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
Certificate
[ fileRef] 23BCESAFBTF18787ADAAADSCEFDOCCTS05C41TEF.cer
[ subjectMame] fred

CertificateChain

[ chainRef] [FFO3F79B-52F3-4C93-877A-5DFFE40BO9574)
Flags

[value] a
Status

[ chainindex] -1
[ elementindex] -1

EventAuxinfo
[ ProcessMame] lsass.exe
CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4CT6-9B1C-49FED786318F)
[ SeqMumber] 1
Result
[ value] 0
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WEHIRLERE

HIEHIR BT —RINBREMN, HRXREGR 4768, TEMF, IEBATINA Kerberos FiE

BT ZIE (krbtgt)s

b2 BTRYE R B RARSS 2RV BAK P IEE RIS ERIZSE T E M RIE. e ErERERETH

krbtgt BYF P 1K P IE7E B T RIEHE I S8 1T B 7 11,

Keywaords Date and Time Source EventID Task Category -
'2!,‘:!.”&'.: Success 21/06/2016 15:14:56 Security-Auditing 4624 Legon
2, pudlit Success 210652016 15:14:56 Security-Auditing 4624 Logon
':L‘Aud'rt Success 21/06/2015 151454 Security-Auditing 4763 Kerberos Service Ticket Operations
A Audit Success 21/06/2016 15:14:54 Security-Auditing Kerberos Authentication Service
Sl Audit Success 21/06/201615:14:54 Security-Auditing 4TE9  Kerberos Service Ticket Operations
Sl Audit Success 21/06/206 15:14:54 Security-Auditing 4634 Logeff |
|"zzlal_lﬂu.u:li‘t Success 21/06/2015 15:14:54 Security-Auditing 4624 Logon
E1,_Audit Success 21/06/2016 15:14:34 Security-Auditing 4624 Logon v
Event 4768, Security-Auditing X
General | Details |
& Friendly View ) XML View
+ System
- EwventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-21-290731715-1143989709-1377117006-11046
ServiceName krbtgt
ServiceSid 5-1-3-21-390731715-1143989709-1377117006-302
TicketOptions  0x40310010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress «fff:192.168.0.10
IpPort 49348
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5FO001D1FCAZACI0F36879CEECO0000001DTFC
CertThumbprint 23BCS5AFBTF18TE7ADAAADSCEFDSCCTS05C4176F
VDA Z2H&
VDA Z2HItHERESEREMMNNZE RSN ID 7 4648 958, JRE winlogon.exe,
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Security

Murnber of events: 24

Keywords

Date and Time
S Audit Success  21/06/2016 15:14:54

Source EventID Task Category |~
Securnty-Auditing 4648 Logon .

<]

m *

Event 4543, Security-Auditing

]G:ncﬂl Details |

®) Friendly View

+ System
EventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7

LogonGuid

TargetUserName fred

TargetDomainMame CITRIXTEST

TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo
Processid
ProcessMName
lpAddress
IpPort

0 EMIL View

{00000000-0000-0000-0000-000000000000}

localhost

Ox126c

Chwindows\System32ywinlogon.exe

192.1658.09

51171 v

VDA CAPI BE
b7~ VDA CAPI HER R T 3R H Isass.exe RN HEREMIIUEFRS, BTFRIESZESIZHED

(dc.citrixtest.net),

l:_D Information
@ Infarmation
@ Information
(_D Information
[D Information
(D Information

21/06/2016 15:14:54 CAPI2Z 30 Verify Chain P...
21/06/2076 13:14:34 Cap2 11 Build Chain
21/06/2016 13:14:34 Cap2 90 X309 Objects
21706720106 13:14:34 Capl2 41 Verify Revocat...
217062016 15:14:34 CAPI2 a0 Verify Revocat...
217062016 15:14:54 CAPIZ 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA R4 HE

B Kerberos BEIRRE, RARELETEIZ KDC_ERR_PREAUTH_REQUIRED (ATIXZ
B&) , LUARE Windows B RMIZE, 3RFA Kerberos BRI

(1) Information 21/06/2016 1514:56 Winlegon 7001
I!-_:II'Erri:H 21/0672076 13 74:54 Security-Kerberos 3
< | il | 3
Event 7001, Winlogan »
[ Generat | Details |
@) Friendly View () XML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEE9E383-TCF3-4331-91CC-A3CE16A3E538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
- Timal raatard

{8 windows B HESEE FAS

P8 FAS E4#EE A Windows ZFAEFEH4HHEE. ZrIUUER System Center Operations
Manager (SCOM) &=, @i tbAME R HIEF FHRIEIE FAS RSB HEI TR
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FAS IRZ BB IEEEIT?
EHE FAS AR

IETEiETT, BmEHiE

Citrix.Authentication.FederatedAuthenticationService.exeo

ABNNBEE FAS IRESREENEH. BX FAS EHRBHTEIIR, ESH FAS EHAE.

A=/

FAS i&17

WREHS

UTEHEREN FAS RBRSIEREE T,

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

[S003]

[S022]

[S023]

[S123]

[S124]

=

EHXXE

EIER [{0)] fr4EPiE
RE N [{1)]

HIRR (o)) LR
RigEN %

RBEA [upn: {0} role:
{1}] [exception: {2}]
TE{EE CA URIEF

FRBEA [upn: {0} role:
{1}] 7£ [certificate
authority: {2}] &1
$ [exception: {3}]

wiEA

FAS IREZBE#H AR
HAEPIR T,

FAS z55 BB 451
R0

FAS BRZ B AL
=z

LEEHTE [S124] Z/5
2%, MR FASEEE
AY1EfET CA ZRKEE
ML R FIE. %
BRHERERTEE
Ko

4 FAS 2IHMATE
CAEKBFIERE
KEWE, R FAS
FCET 21 CA,
FAS 2ZiES—1
CAIFEK,

gz

EHEFIRAT, FAS
RSB TERTER

ERo

S&ERTF FAS 10.7/
Citrix Virtual Apps
and Desktops
2109,

M FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 FF#A
R,

ttEHRPABEE
B CAHTAEEET
£, WNR FAS BB
A HSM, Mt a]
HEFREA HSM TIALE
=

Lt EHEIEERAB CA
TEEE TERTE
BX%Ro IR FAS fidid
HAfEA HSM, NIt
AJBEFRAB HSM ook
EE T, AILUfER
5 REEBNRS )@
HER,
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EfF

[S413]

[S414]

IEEMN FAS B

FHEXE

RBGIEB RN EHA
(Fl {0} K) o iF
PIFMAGER {1}

BRAGEREIE. i
FiFAER: {0}

EA

3 FAS #EZH0GEBEF
FHARY, REMER
ttEH, RINER
T, MNRTHOEBE
30 XWEH, WX
Rt =,

4 FAS RBUEPEHA
BY, SEH%EMILE
o BINBERT, Itk
EHEEXRER—RK,

g

AL cmdlet Set-
FasRacCertificateMo
nitor FAEEINIL

B ; FSH
PowerShell cmdlet,

—BdH8, FAS X
R BGHTRY A P IE
+, HEBERERF
FHInR Mo

INRITEF FAS 5 Citrix Cloud™ Z£&81EH, UTEGHRETEN FAS RSB EEIET.

E 4R Citrix.Fas.Cloud,

£

[S012]

[S013]

BhXXE

FAS IREZ AT M

Citrix Cloud #1785

ER

FAS BRSTTiEM

Citrix Cloud #1785

ERo. [{0}] EZi+4
ERUEEEZE S
FE

EA

b= HRAXRE
Workspace (Bl
Citrix Cloud) HYEE s
BERMNIZIEE T

b= 145RER FAS o0&
M Workspace (B[l
Citrix Cloud) 2fite
RER, HEHEZ
BOERATEEAN
PSS

&3

A EH A,
FAS 2% (1) @5
Bid&, 2) 2%
RFHEPER, UK
(3) BEBEEED
Citrix Cloud,

FAS ¢3R5 Citrix
Cloud FYFA E#,
B, LthEERER
REMERERR (Hlanm
EI R IEARSS 28
EREEESARR
Bg) MLk, REX
FiEREY, FHXA
KU IRS R EEE
=’ XRBIEETA,
FAS I EIEIRXER
B3I 5 Citrix Cloud
B,
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REEMH
TFEHRAREENHEEZIAER FAS,

E4J8 7 Citrix.Authentication.FederatedAuthenticationService,

=4 E=HE A

[S001] HIRI4RIELE @ AP [{0}] =2 SNEBHEXN FAS EEE,
Administrators BRIARY 5 BIAREARZ FAS B8R,

[S002] HiR#IELE @ AP [{0)] A= ZIAEBRIENR FAS FLNEY
Al {1 NEER ficE, BARERE FASE

R,

[S101] AR5 2% [{0}] TARIEAE [{1)] SXEEBARE%, BARE

hERES TRBAITIE R e, RBETE FAS

B B IR 1S eI B9
StoreFront™ fRS38 (ANRE
F, &a#E Workspace) F 7

WEBBRF &5,
[S104] ARZ528 [{0}] FRBEFRSEH UPN ZIAEEBAR B, BiRIE
{1} GRM [{2}] RIeiFLtE FAS #INECE, RAFILAR
UPN) 9l
[S205] RIS IH IR HIEL - AR VDA £ FAS UiTER =
[{0}] A2 [{1}] S1FRYfK R, {B1EHE FAS M ED
a7 B, T VDA,

FAS E4BE
THRIHT FAS £RMEHERTEE.

EEEY
XLEEMHEAMN FAS RS FFHEBEEXRMIZRMN.
BEARE
[S001] A iR)#3ELE: AP [{0}] <=2 Administrators £ARYAL 52

[S002] IHRIIELE: BB [{0)] A=At (1) WEERA
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AEAE
[S003] BIER [{0}] FHEFRENIKERN [{1)]
[S004] BIEE [{0}] IEEMERRR [{2} and {3}] M CA [{1}] IERIZHGEH
[S005] EIE 5 [{0}] IETEMIER FAS #Z4X [RA cert id: {1}]
[S006] EIEG [{0}] IETECIEIERE X [{1}]
[S007] BHEF [{0}] EETEEFMIEBEX [{1}]
[S008] B 5 [{0}] EFEMIBREREN [{1)]
[S009] EIE5 [{0}] EETECIEFM [{1}]
[S010] B 5 [{0}] IEFEEHHN [{1)]
[S011] B [{0}] EEFEMIBRFLM [{1}]
[S012] BIBR [{0}] IEEGIERIES [upn: {1} sid: {2} rule: BIEBENX: {4} T2 LT {5)]
[S013] EIE R [{0}] IEFEMIBRIES [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}]
[S015] EFE G [{0}] IEFEEIZRIERIFEXK [TPM: {1}]
[S016] BIER [{0}] IEFESARSGES [Reference: {1}]
[S022] EIE5 [{0}] FAFERIREN X"
[S023] B 5 [{0}] P EIKEN T
[S024] BIE [{0}] ERIRERILEITINA LIS
[S025] B G [{0)] EEIRERISEITIR T L ALEs
[S026] BEIEE [{0}] IETEIRE RA IEH LSS
[S027] BHEA [{0}] EEEE RA IEHLEMER
[S028] EIE 5 [{0}] E1EHFF {1} IEBHETAECEIREN [{2)]

[S029] BEIER [{0}] IETEF [{1)] IEPHRARBEB NIIAE [{2)]
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AEAE
[S030] EIER [{0}] ETEARSBMIRE N [{1)]
[S031] B G [{0}] IETEEUHRIN CA[RA cert id: {1}]
[S050] B [{0)] (ETERIZRERE: [{1)]
[S051] B [{0)] EEEHTAEE: [{1)]
[S052] BIEA [{0}] EEMIR =i E
[S060] EIE5 [{0}] EEFRIERTEM. K6: {1}
[S060] EIER [{0}] IEREZEFEFM. SLFI: {1} CloudServiceUrlFormat: {2}
[S061] EIES [{0}] EFESTRTEM. FRAE: {1}, MR {2}
[S062] B [{0}] EFepi=iEM. HFMUE: {1} ({2}), MNWAF: {3}, FF: {4} ({5))
[S063] =IHMHAIEIR 4 KRS $#i%. FEH {0}
[S064] =iEMHRIEI R EARMEIR. FH A {0}

[S065] BIER [{0}] ImKEEET=EM. F=Hl: {1} CloudServiceUrlFormat: {2}

BERE
[S401] IEFEHITACEF4K - [From version {0} to version {1}]

[S402] $&i%: Citrix Federated Authentication Service 471, Network Service &145517 [currently
running as: {0}]

[S404] IETE5RHI#EBR Citrix Federated Authentication Service #X3EZE
[S405] FHEUEMEMR IR B BIEER R IR [{0)]

[S406] BIEMEMRBIBUEERERE R CER: BPIEBRIH)
[S407] BT EMERNBIERIBIIMIEE, AABEFEHFTE

[S408] TiEBFLRECE -- [From version {0} to version {1}]

© 1997-2026 Citrix Systems, Inc. All rights reserved. 103



KE B MRS

BERES

[S409] L&F2METERLTH - MinThreads M [workers: {0} completion: {1}] A% A: [workers: {2}
completion: {3}]

[S410] ThreadPool EEE %KM - ToiERF MinThreads M [workers: {0} completion: {1}] H#EA:
[workers: {2} completion: {3}]; XAJBESFM FAS ARSZ 2309 0] #4514

[S411] E5h FAS ARSSES 8 [{0}]
[S412] BREFER5TRY -- [From version {0} to version {1}]
[S413] RBUEPENFEHER (FF {0} KX) . WEPBFHAER: {1}
[S414] EBUEREIH, IEFHIFHMESR: {0}
[S415] BGEBREB M. BIER {0} M@, TRERTE {1} #1T
SESMHEE
LREENRSBHEAFERN, XLEEHITE FAS RS LEITRHER.
AERE
[S101] ARZ54% [{0}] EANFEAE [{1}] RIS SR
[S102] ARS5 2% [{0}] FRBEMTE UPN [{1}] (R&: {213})
[S103] ARS32% [{0}] 3E3K UPN [{1}] SID {2}, {BZ#:R[E] SID {3}
[S104] BRS5 25 [{0}] FREEKTS UPN [{1}] (UPN RAIFESFN [{2}])
[S105] AR5 28 [{0}] AH T BAM S [upn: {1}, B8 {2}, Z2 LT3 [{3}]]
[S120] IE7EM [upn: {0} AE: {1} B2 LT3 [{2}]
[S121] SEBEREL [upn: {0} role: {1}] H [certificate authority: {2}]
[S122] 4 BRE28EH [upn: {0} A: {L)[E2D #HERE {(2)].
[S123] ZKEEI [upn: {0} role: {1}] TE{EfA] CA SLIEF [exception: {2}]

[S124] ZREEA [upn: {0} role: {1}] 7£ [certificate authority: {2}] & IEH [exception: {3}]
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B&AH
[S125] AATE {0} M/Ei8RT, FRHERRIETIRRTTA [upn: {1} AE: {2} £ £ T [{3}]]
[S126] R332 [{0}] = EARE X BIMMAEBRS {7 [{1)]

[S127] FAS T [upn: {0} role: {1} definition: {2}] IEKIEH, RARSSIRA TR ; iEFEA
PowerShell cmdlet Set-FasServer E4EHFIER FEXRITH

EREMA
3 VDA BERAFH, XEEMHRE FAS RS LiE1TRHIER.
AERE
[S201] fE#i7 [{0}] TAGHIRER,
[S202] 1E#t7 [{0}] AU IEREF.
[S203] {534 [{0}] TSR ERIRERRF
[S204] fE36i75 [{0}] IEFEMAAE [{2)] [Operation: {3}] 1A [upn: {1}] B RIZMHIZRE, H [{4)] #X
[S205] fE#t A 5 IRIRIELE - AR [{0)] R [{1)] RFHEBA
[S206] AR [{0}] ~EEHA
[S208] FAFAIRIERIN [#21E: {0} UPN: {1} A f: {2} certificateDefinition {3} ¥51% {4} {5}
[S209] KILBIEEITEH, [Caller: {0}] [upn: {1}] [role: {2}] [cert definition: {3}] [Operation: {4}]
SIERIEFHRS 2
LAFEARIENIERN, XLEEHRIZRE FAS RS L.
AERE
[S301] IHia)44E4E © AP [{0)] AU BIE sE+~
[S302] FAF [{0}] IE3K T ARAAIEELIE BB+ [thumbprint: {1}]

[S303] IFIRIMIELE © AP [{0}] 5EHIEREF [upn: {1}] FPEED
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BERES

[S304] AR [{0}] it [{2)] LiB1T18F [{1)], ERELIEREF [upn: {3} role: {4} thumbprint: {5}]
HITHLTAIRAE [{6)]

[S305] #hEAIRIELM [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4} {5}
FAS BT St
XLEEEMH FAS S HEMHIER,
AERE
[S500] REACE FAS s fEf
[S501] EEERY FAS B E R T:ENNEL [exception:{0}]
[S502] FAS B E 0% [pluginid={0}] [assembly={1}] [location={2}]
[S503] AR5 2% [{0}] RAEHTS UPN [{1}] (R TEREE, BiEH [(2)] FZHE)
[S504] ARZ58% [{0}] RAEMTS UPN [{1}] (RETEREIE, EREEE FAS &)
[S505] AR5 2% [{0}] REEMTS UPN [{1}] (& [{2}] LT EREE, REN {3}, HEN [{4))
[S506] ff+ [{0}] #3X T RE MRS [{1)] B9 UPN [{2}] WEREE, HEN [{3)]
[S507] AR5 2% [{0}] RAEMTS UPN [{1}] (&4 [{2}] T757E [{4)] BRI E =& [{3)])
[S507] ARS528 [{0}] REERTE UPN [{1)] (& [{2)] HF= [{3)])
[S508] ARS5 8% [{0}] REEMTE UPN [{1}] (R TIHELE, BREM {2} FXIFE)
[S509] ARZ588 [{0}] RAEMTS UPN [{1}] (RETIHIELE, BREBEE FAS &)
[S510] ARZ528 [{0}] REEWTE UPN [{1)] GAmLBHIEH (2] fIATR)
B R Workspace B FAS
X4 FAS 5 Workspace &AM, RIZRXLEEMH

BERE

[S001] #2327 Citrix Cloud 24 A [fas id: {0}] [old key id:{1}] [new key id:{2}]
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BERE
[S002] =2 FHEIRIEFEE DN, FasHub =ARES URL: {0}
[S003] FAS BRIz [fas id: {0}] [transaction id: {1}]
[S004] FAS F#EmE=:EAR [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS EfFH HFIECE &ZXE) = [fas id: {0}] [transaction id: {1}]
[S006] FAS e H HFifidE & X F = [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S007] FAS EM=7F3H [fas id: {0}] [transaction id: {1}]
[S009] FAS FREEM = E 5 [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] FAS Bk55 BE#ZEITHR%E URL: {0}
[S011] FAS IREZREREE =
[S012] FAS BRSSRIFF Citrix Cloud FVEE R 5 F
[S013] FAS ARSSTEZAM Citrix Cloud TR RBER. [{0)] EZFAESIEEEEG G
[S014] W =AREZHIIEAA <service name> 4K [fas id: {0}] [transaction id: {1}] [exception: {2}]

[S015] 3R & Citrix Cloud BYE 2L, RAERAEFRKFIFA [message ID {0}] [transaction ID
{1}] [caller {2}]

[S016] M =ARSZAIIARE <service name> BYIA [fas id: {0}] [transaction id: {1}]
[S019] FAS M=im F& T EEZE [fas id: {0}] [transaction id: {1}]

[S020] FAS Ree\=iim FEEECE [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S021] T FHERETHIRM. BE : {0}

[S022] ZZFFIRIRIETERLE

[S023] KAERHE Citrix Cloud 2 A [fas id: {0}] [current key id:{1}] [new key id:{2}] [keys in
cloud:{3}]

[S024] IEFEE T Citrix Cloud AV AL [fas id: {0}] [current key id:{1}] [new key id:{2}]
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AEAE
[S025] ItLARSZ BRI FATZ/E T Citrix Cloud & [current key: {0}] [keys in cloud: {1}]
[S026] AR AR ESAAR1ZIE T Citrix Cloud H [current key: {0}] [keys in cloud: {1}]
[S027] BF4k Citrix Cloud EZAFIAEMEET [fas id: {0}]
[S028] FAS BEiFH Hai&E NEIE & XE] =if [fas id: {0}] [transaction id: {1}]
[S029] FAS FKaefrH HanENEIE & X =im [fas id: {0}] [transaction id: {1}] [exception: {2}]

BER
XEZHEERMEBRICRE VDA Lo

AERE
[S101] B ETEEREW. TEIRFIKEKEFHIIEARSS GPO %35 [index: {0}] [registry name: {1}]
[S102] HMHETEERKM. {0} BY SID &K [Exception: {1{2}]
[S103] B MMTEERKM. FF {0} #9 SID A {1}, {BFAHARY SID A {2}
[S104] BMHETEBERKM,. *F {0} BYFEARE [Error: {1} {2}]
[S105] BHHIEER. IEEE R [Username: {0} Domain: {1}]
[S106] BMKEER. BKEFMIIEARS: {0} IETEE R [Certificate: {1}]
[S107] SRS ERKM. [Exception: {0}{1}]
[S108] 1AM E F% 4. ACCESS_DENIED [Caller: {0}]
SIERIEH
YA SAFERARIERIERN, XEEHRICRTE VDA L.
AERE
[S201] FERIEEREFEIAIE]E [{0}] #2444 [PID: {1} Program Name: {2}Certificate thumbprint: {3}]

[S203] ERIERE R TR Y. TAIRIMKIEL [caller: {0}, session {1}]
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BERES
[S204] B REF FRY. BREFIFEERA
IEFARM B AN ER
3 FAS fRSSESHITERMEIREN, IERXLESEMH,
BERE

[S001] TrustArea:: TrustArea: B ZEIET [TrustArea: {0} Certificate {1} TrustAreaJoinParameters
{2}]

[S014] Pkcs10Request::Create: E8lJ32 PKCS10 i&3K [Distinguished Name: {0}] [Reason: {1}]

[S016] PrivateKey::Create [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]

[S017] #A$A:: MBS [Provider: {0}] [Identifier {1}] [Twin: {2}]
[S018] PrivateKey::Create 5K [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}] [Exception: {8}]
BERES
[S104] FAS M CA {0} #E KB HZHLES
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest 23R BT H §8 [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest B30 & iE+ [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - Z4Ft 4
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RALRAFHEIRER

AT T £ Windows ERTE LRIAF BRAE LEIRER.
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ETHHEIRER
P AE =LA

RATEFEE R, TERIEENERE. /| F%
FHZIEK

RATEFHEER. BTEMIERNEREFIE
BARFEE

EIRIER

FAS SR8 7 /2 RO ERER

RIS E

TENIAREREERENEBFAEA, 8
Kerberos 132 H25104 7 EE, BEREAXH
*Kerberos BE&E*ZB570

TEBRRIGIESIZR, HEHEFIBI KRBT
BEEHMEIEANER, fEEHIZRF

it “Kerberos BRIIIE". “HIEHIZRE 5K
I iR H 28 B, BMEIAIERERRE
¥, WESSEHIRE

FENEBMRIEBREEERMIT BN L. 15
S BN AREMEEN,

XBERTEB LT BRIEMWISE, ;&
RSA A% (<2048 i) »

BB T ERRER, FAS R HEMICREIX MRS, XBETHRES R, HAEERERE.L

EFEHNFE

FRUTE—AERERFAR FAS BY, FERBAEFEHERER :

« Citrix Virtual Apps and Desktops™ &2/ : A I1SO BY, MBmhEITEIRE LHNEKEE%

L IERR S5 1% 8o

» XenDesktopFasSetup.exe : i F Citrix ELINFBFISEME ISO B x64\XenDesktop

Setup\XenDesktopFasSetup.exe &b

e FasSetup_xxxx.exe . JIZHY FAS REZFXMH, BIM Citrix Downloads FXKEX,

NRIT(ER FAS REEFEF MSI X4+ FederatedAuthenticationService x64.msi #H{T%
To AL, MBAHFERNRERAR .

WER IR AT B RIERER

R Citrix Scout M FAS ARS325IEIRA T B RREM HMIZET IR, R LME—75EARE FAS

BY, J$%&# Citrix Scout,
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KEEMRIERS

RABRATENRE
MREE T EARAAEERBEFERIRE, 157E FAS RS2 LIFIEHEA Citrix Telemetry

Service,

LT BHRERZ XR PR A FICRRS 25
BEXFAEERNEES R, BRI nXABHRE (AOT) X&,

HXER
* £ FAS BRZ588 EiS1TIAT PowerShell S8 S IUEEE FAS SHEATFEEEFER
- BREFERKE
- EF CAPI HEIER
« EF Kerberos HEIES
- SE=HIEBMENE—EERAEEFERINEE

PowerShell cmdlet iP5

TR LU EX S B IIEARSS (FAS) EIEER o B TESEE ; B2, PowerShell RERRM T ESR
BOET, SNSRIEITTHRERZERI SRR ARVED, Citrix BIXEER PowerShell #1TECE,

LUF 470 FAS PowerShell cmdlet :
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

7 PowerShell O, EAILUEA Get-Help \<cmdlet name> £~ cmdlet B,

B % FAS PowerShell SDK cmdlet WEZ1ER, 15EI# <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> o

FAS ZRIZFIEIN
ZIE FAS e S 171N
W FETHAE A

1. fiIF Citrix Virtual Apps and Desktops ISO £FY x64\XenDesktop
Setup\XenDesktopFasSetup.exe #LHY XenDesktopFasSetup.exe {4
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2. FasSetup_xxxx.exe, EH xxxx 28] M Citrix Downloads JXREXHIARA

e /configure_firewall

N8R Windows BAAIBARSS IETEETT, BIERAAERER, URITHEEZENAGFERN
Windows BAASEHRRIPIEIRH. MREFEENEE=ZAHABIEREHAIE, WARFoHFT
HixO. FAS EEALL TCP w1 80,

e /help or /h or /? 7

e /noreboot

Pt R EEEFHIEE.

« /quiet I /passive

ZEIEPAZHIAR R E, ZENEREIZRIME—IEETE Windows (E55EE&EP. U
KRBT, NWEEHERRE.

e /remove

R FAS,

e /installdir
FERELEX MK,
B X Citrix iR EAHFLRELERNER, 1BEBIFACIitrix ZEE[[EIEE,

£ Windows Server Core _FZZ3E FAS

Citrix Virtual Apps and Desktops ISO ZZIHILHY FAS ZiEFERF exe ( FasSetup_xxxx.exe ) &L
FAS NEIEHE. B2, RIEERNIRIERSAINEE, EAIgeAEHAEN]E Windows Server Core
TRE,

JEA Citrix Virtual Apps and Desktops™ 1SO FIHIIL T MSI X5 :

MSI X ISO LRI E 0=
FederatedAuthentication x64\Federated WNEE
Service_x64.msi Authentication Service
TelemetryServiceInstall x64\Virtual Desktop #TF, I Always-on
er_x64.msi Components Tracing U2 #F
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ERFREM, .nets.8 MAMRE,

BLRENAL, BEAUATHS !

msiexec /i FederatedAuthenticationService_x64.msi [/quiet]
CONFIGUREFIREWALL=[YES|NO]

msiexec /i TelemetryServiceInstaller_x64.msi [/quiet]

net start "Citrix Telemetry Service"

WETSIHE

« /quiet [ AEREMRBFRR@E

+ CONFIGUREFIREWALL : 8% YES UBZEFAE, RiFimO 80 EREAERE, WNRABILE
17, MIZRAES NO

EMFR FAS, BEAUTHS :

msiexec /x FederatedAuthenticationService_x64.msi [/quiet]

msiexec /x TelemetryServiceInstaller_x64.msi [/quiet]

Windows Server Core LY FAS B
B EAMPNEZET FAS WB—EITEN LEEEMEIRE FAS, AEFERAUTE—FAI :

« FAS PowerShell €845

« FAS EIEZHIAE GUI

f£F PowerShell cmdlet BY, ¥ -Address B#IKENBETR FAS RSS20 FQDN, &, &Y
ST 2 s$citrixFasAddress IREN FQDN., INIREEIEAM FAS, AJLUIETE localhost,

Az

£/ FAS BIEZHI O, REA AN EEDS—oRSE X,
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nkk

B

=T

BB BMIIEARS (FAS) @ Citrix® A, ©5EBY Active Directory IEBIMANMIER, BIF
FF7E Citrix IEHRLEHITERININE, AXENAT JEEATENEENZ M BB IIELEM,

EHE, FAS AR BMRIDRREIRGZEERN StoreFront lRZ528. StoreFront HE—EESR
M Web BAMENEERNESMHIIEIXRT, HERUMFER StoreFront SDK HE=7 IIS &HHE
WY B, BEXgiTBinE, EseBxAP#HTMLES A IIEN AT E T LA TFER Citrix
Virtual Apps 3§ Citrix Virtual Desktops™ EFZE,

AXHENMAT 1 8 MR8 R AT AR E 2R/,
- REBERE

BN X B E

ADFS SAML

B2B it BRET

« Windows 10 Azure JEEIE RMIA

RMETHEX FAS XENHERE, WTFRERE, ZENEKE XERIRE FAS WEBBEHK,

ZRgAhd

FAS FX#BRA KR H StoreFront J&IFAY Active Directory FAFP BEhil& BEEESGEH, XEAR API
ERGTEERTEYIEE RN ITESEM, HBFPHMAIER Citrix Virtual Apps™ 3% Citrix Virtual
Desktops EIIZIEAIE (VDA) BY, IEBEMIMNEITEN, HE Windows IS ERMARARSBE
£ HH I,

YA FIEKRIAIE Citrix FRIEES, ST StoreFront™ FREZEIRELR FAS, FAS BF—1EIE, 1
YA Citrix Virtual Apps 8% Citrix Virtual Desktops SiEERZSIERIIEBHITE MR, & VDA
FEWNHAPHTEMRIEN, EREEE FAS #HRIEEIE, 28 FAS FEEHRAFIERHNTAR ;
VDA #AUF B ERIEPHRITHE NS RIMBEIRIER XS FAS,

TEERT FAS 5 Microsoft IEBMANIMIEER, F79 StoreFront LA Citrix Virtual Apps and
Desktops™ FEHIIEIE (VDA) RIS HRS
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Synchronization Jb :
= - —1 - -~ =
= Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) 4 Certification
T ] Authority
&
g féi Assert . Access Logon
& H ., .
% &g/ Identity -~ Certificate
g o R §5;
g § o Federated
7 59 Authentication
=4 [s] i .
‘ ~ Service
- j e Nfuse Citrix \\
| SAML token Citrix AG Basic b protocol : Brokering
- . ’ — Protocol
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

NERERE

FAS RIFAFERZFHEHIIEEIR (8155 Kerberos BEER) Le@ StoreFront 1 TH R
I, FH@E e EE SR IIER Citrix HDX™ SiE#H{TERE,

X Windows B15%0IE, MERRTMARFPEIEXNEEF PIN, WEHERRENERLEE
BIheE (FIMERERRS) » XATBEFERRHERMRA Citrix Virtual Apps F1EHEY Kerberos 293K
RIS RINEE,

P P& R ERIERIFR QN AEMEEH (PKI) IER, TR EAERFERIIRRIR
o XNIFIMATREINERSMINERE, BMERNEEFIMNTIREBNERBEEEF R TR

R

LEEREAIN Y —8581T FAS B#FARSS &, ZIRSHEIFNARBAMAEEFRIET, AfF, X
IEBRATE Citrix HDX MR ERAFRIE, MRERTERFER—1%
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key
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Citrix Virtual Apps 8% Citrix Virtual Desktops IMRHIAS B FERELNANHITEE, XE
CTX206156 B IFHILH,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZRIEH. (FEI% CTX206156 HHY“MA IHIEFIZBRIEF EBD . )

BXER:

o BIARTLUEEEEGFRZEEIR (HSM) XREREFaER (TPM) A, BXIFARESE, 152
ARF —3

« ZEMEE —XNMETNARENECE FAS,

Citrix Gateway SPBZR 1

Citrix Gateway ZPE S HNERERE ML, BIINT & StoreFront EExIHY Citrix Gateway, FEFEHRRK
IERFEE Citrix Gateway K&, Citrix Gateway 223 8§ 2B A IIEAIERGED, B B FRIFFLE
LRV ITAZ A,

It ERZE 7] F T8t 2 E & K[| Citrix Gateway #1TEMIOIEAEERAP SIETHITEIZ T PIN 16
Te EBIRSIFEREL Citrix Gateway B EIER A, MEEENER AD L ELE+E,
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AUTH.LOCAL domain

Citrix Gateway

VPX
Root CA P Export
' Certificate -
Gateway Server Issue
' Certificate =

—[ Authenticate ]—

Issue

Certificate Authority

Windows Server

&

FAS User

' Certificate
Template

&

FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server

1
I
I

Associated with

- &

- ' Certificate

Federated Authenti-
cation Server

Windows Server

FAS
Authorization

Issue

Certificate

FAS User

Issue

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

d‘ Users

Private Keys

Authorization
Private Key

"'J.

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

= FAS User
= Certificate

© 1997-2026 Citrix Systems, Inc. All rights reserved.

118



KE B MRS

Citrix Virtual Apps B Citrix Virtual Desktops IMRH TR LT EREFERNANHITEE, XE
CTX206156 FAHEIEH,

EMEZDER, XEEDH RAFEMAR Microsoft IERMANARI B, H BIEiEE2s 2oz
HIZIEH, (F5% CTX206156 YA IFIZEIZRIEPR ERD)

I Citrix Gateway EeBANFEZMRIERSE, 1EHR Citrix Gateway #1 StoreFront Z [BIRNFTEE
BEGE TLS ®RiF. 5502, 1BHAMRENEA URL BEIEMEIE NIEME Citrix Gateway fRE 28, EAX
B FEILERE 3T Citrix Gateway ARSS 8838 1T & 153031,

StoreFm nt Authentication Settings

These settings specify how the remote user pravides authentication credentials

+ General Settings - Varsian: [ 10,0 (Build 62.4) or later - |

¥ Secure Ticket Authority VServer IP address:
Authentication Settings [optianal)

Summary Logon type: [ Domain -

| v10.0: SNIP or MIF, vI01+:VIP |

1

amart card fallback: None -

Callback URL:

o) |http-s;-‘ﬂ\'ﬂ5ca!cr@arcﬂ'a}'¢0DN | /CitrixAuthService/AuthSenvice asmi

44 When no Callback URL is specified, Smart Access is not available,

BXER:

« EFgE Citrix Gateway, 525 UNAECE NetScaler Gateway 10.5 L5 StoreFront 3.6 # Citrix
Virtual Desktops 7.6 B & 1EM"

s REMPRE NMATINARZENEE FAS.

ADFS SAML Z3&

—I0 % $#89 Citrix Gateway F3I0IER ADIFS Microsoft ADFS 558, EERIUTEY SAML 1017
HIZRF (IdP). SAML HiS BHZEMEN IdP MARLTMBZEE L XML R, ERNEAFRERITE
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MHRG. XERE FAS IRSSBLIFRAFP NS M IEIEEIEL Microsoft ADFS ARS38s (SUEth3ZHF

SAML #9 1dP)

Citrix Gateway

VPX

Root CA

AUTH.LOCAL domain

Export

A

§ Centificate

Gateway Server

Issue

' Certificate

ADFS Signature
§ certficate

SAML SP (RP)

Web Access Proxy

ADFS Server

Windows Server

Windows Server

TLS Server
§ Cenificate

ADFS Proxy

Signature
' Certificate

Encryption
Certificate
' (not used)

Issue

Certificate Authority

Windows Server

@ FAS User

' Certificate
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

s FAS
r—=—rF-'| @ Authorization ...
Certificate
FASUser  g.ivimne
:-- - g:ﬂ Certificates
| .
| =
T
£l
£
L i
z1 Hardware Security
%, | Module (Optional)
<
1
1
1
1
|
1

Certificate

e
1

Federated Authenti-
cation Server

Windows Server

Hardware Appliance

Users
Private Keys

Authorization
Private Key

Domain Controller

Windows Server

UPN
walter@auth.local
Alternative UPN
walter@adfs.ext

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

E

FAS User
Certificate

ADFS @%@ Internet iIti2Z £txt P # TR W FFEE PRI ; A0, ©& AT Office 365

&£
BXER:

* ADFS

HE XBAZFAER.
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ZRMNEE XENA T IRAZENEE FAS,

« AXHH Citrix Gateway HiE BBoE B ETRET,

B2B i Bt

IMRAMRNBHLEARULEITENRS, —MERNEERIRE—TEHREEXRE Active

Directory BA & B 1R IEIEARSS (ADFS) BRS5 88, X0iF—

=

EX¥N

SRR P ISR B —RATH

Active Directory (AD) 5, ERE, 8T THAFPEAEECHNABERRERE ; ADFS 2 BRFHEE

SR FNE AD IRHRY

ADFS.EXT domain

Export

- Certificate Authority

Issue

Domain Controller

Windows Server

UPN
walter @adfs.ext

Windows Server

ADFS Server

Windows Server

HFIF,

AUTH.LOCAL domain

T

Export

Issue

TLS Server
Certificate
T ) Signature
s Certificate
]
: R
c
T
»_?n ¥ | Encryption
& Certificate

I (not used)

Citrix

—
ow |

Client

Windows / MacQ5 / Linux

Root CA Certificate

' (from ADFS.EXT CA)

Root CA Certificate
' {from AUTH.LOCAL CA)

Export

Citrix Gateway
VPX
Root CA
§ Cenificate -
Gateway Server
' Certificate
Export ADFS Signature
TR Cenrtificate

SAML SP (RP)

Certificate Authority

Windows Server

@ FAS User

i Certificate
Template

@ FAS Authorization
Certificate
i Template

ETE—

StoreFront

Windows Server

Issue

TLS Server

§ Ccerficate

EE—

Federated Authenti-
cation Server

Windows Server

1
I
I

Issue

Certificate

- FASUser 4
@ Certficates

- FAS
- |—£‘l ;l Authorization

Issue

Assodiated with

Hardware Security
Module (Optional)

Hardware Appliance

[ e |

Users
Private Keys

%
g

Authorization
Private Key

S

Domain Controller

Windows Server

UPN

walter@auth local
Alternative UPN
walter @adfs.ext

T
Virtual Delivery
Agent

Windows Server & Desktop
Operating Systems

=

FAS User
Certificate

BXER:
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« ZRMEE —XNMETNALZENEE FAS,

Windows 10 Azure JEE1E R A

Windows 10 5| A7 “Azure AD IIABIELR, EEBIR_ESELUTFELRI Windows EIIA, B TR

EESHEEM 7R, XIEEERTECABRMFIREM. 51£48Y Windows EIIA—#,

Azure AD EBRIFABEIMIEMZREIMB R B RIRERIINEE, XL FEEM", FILAIUERE
FEREBEMNUET(E, MAUXEDREREM.

Azure

[! Azure AD

!
|

Synchronzation

Cloud

DMZ

|
i .
& &

AD

Citrix Yirtual Desktop

IERER— A, EREFEEREDREFNERLZRF IR, EiCREMEIIA Azure AD

Theese @l BB T/ EMA S 17 IIE,

BER, WEEPHNEMZEMR TR AN P #ik F51T | A, HERSRMER. Azure

H=1e#t?E, Azure AD Connect B4 235 B ahi&EEE] Azure AD, AfEIEER, R~AIEFERT

Azure VM,
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BXER:

« ZERMEE —XNMATINARZENEE FAS,

ADFS Zf%&

=T

AN B T a0 Citrix 37385 Microsoft ADFS &R

WZALER ADFS KEENFEERE— SN NIERBNMGHNEZ AR AR, fli, RERERER
TrRIRANFNREN TH ; XEMAEFEEANE Windows BERFEIEHITRIF.

BEE B MMIRIEARSS (FAS) X/ RF Citrix Gateway # Citrix StoreFront™ 5 ADFS B RRFERM,
MR R TR sEH LR B

L EBZE ¥ Citrix Gateway EA{E#i5 5 Microsoft ADFS &R

A1t B (/en-us/federated-authentication-service/2607-ltsr/media/fas-architectures-adfs-

saml.png)

R EiHEIESE Windows VDA B Linux VDA, NEEXS,

SAML. R

ZE2MTSHFICIES (SAML) B— RSN EEMEIERER Web FREHRERRS. ELBEZEU
TEI

EEM URL

Y Citrix Gateway A MBAP EE2H1TEMIQUERY, EXIETRAFR Web J|%23M ADFS RS2 £
SAML B RMTIIT HTTP POST, XBE= https:// FINAYMIAE © https://

adfs.mycompany.com/adfs/1s o

LMD POST 2 EMtER, 24E ADFS EERFAE AR EIR| 8y &,

FRIRRT

Entityld 2 Citrix Gateway {£H POST #iE+H 2 2% ADFS HNHE—1RIRTT. XS EHH ADFS AR =
RERWNIRS, HEBEZFENARRNSHIIEREE, NRME, SAML BHIIE XML FH{GER
F&FH Entityld FREHIARSS .

© 1997-2026 Citrix Systems, Inc. All rights reserved. 123



KE B MRS

BE, EntitylD Z Citrix Gateway fRSZ23E RIEB URL, BEBEIUZEMRMRNE, RE Citrix
Gateway #1 ADFS ¥ Itb5AR—EENR] © https://ns.mycompany.com/application/logonpage

o

R [E]hk

MRBMIIERI, ADFS RIERFEAF Web X528 SAML H234IE XML POST [E]9 Entityld
FREAIE 8 URL 2—, XiBE ZFRA Citrix Gateway AR5528 ERY https:// #uslk, &9 ¢

https://ns.mycompany.com/cgi/samlauth o

WRECE T 2Bl & URL i3k, Citrix Gateway AJIATEEH &4 POST % ADFS BIEKHEFE—

THIEF

ADFS EREFLAN SAML HPI8E XML blob #1TINEBE %, AT HIELES, R Citrix
Gateway BeE NFERIEPXHFFE SN NPREX LS &, IEPXHEE M ADFS JRSS25IKERY
XA o

E—¥% URL
ADFS H Citrix Gateway X#F "R T, X2 Citrix Gateway {B/R¥IFH URL, BATiE
& SAML A IIE XML blob BB MANKREFIEERNRIE,

XE— ke, THEE. TEER https:// FXEHUE https://
adfs.mycompany.com/adfs/logout » (JFFE, EAMUEE—ER URL fHE. )

EcE

Citrix Gateway ZBE ZRHDNEB T fNENKIE Citrix Gateway LM IEIT#E LDAP FRIIEIEI, mIh5E
S, EALATE Citrix Gateway |t BIEFHISAIOUEEREE, UIIF SAML BR1RIE, $AE, XAl
1% Citrix Gateway FISFEHRIZAIA LDAP KEE,

MetScaler » MetScaler Gateway » Policies » Authentication » SAML > Policies i':.! ﬂ H
Palicies Servers
Add | 3 C Primary VPN Global Bindings Search =
MName Expression Request Server
StareFrontSANL MN5_TRUE Azuredd
HE SAML 5B

fEFZ 1M ADFS EIRHEHI G IREBVE BECEFEY SAML IdP fRS325. MALLIREEE, Citrix
Gateway AP EEMEH| ADFS #1TEF, HiES ADFS T4 SAML B4 IIESREEREIK.
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Create Authentication SAML Server 5

Create Authentication SAML Server

Marme®
Azuresd
233
Authentication Type
SAML

IDP Certificate Name® L]

AZureADSAML v +

Redirect URAL" Exact b

29f-4c20-9826-14d5e484c62e/5aml2
Single Logout URL InternetProtocol A
29f-4c20-9826-14d 54840628/ 5aml2 [ Infel*rm?!F'r-:tchP:mw:\rd v
Uzer Field
userprincipalname
Signing Certificate Name
: .v].
Iszuer Name
https:/fns.cit rixsamidemao net/Citri®
Reject Unsigned Assertion® Artribute 1
ON d
SAML Binding™
'posT _'v]:

Default Authentication Group

Skew Time{mins)

5

BXER
ZEARE 2 FAS RENRBHIESERR,
« BILH FAS ERBIEDERM BT T B
« RERE X EHEBREE XEPN B
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