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(®) Enabled
() Disabled

Supported on:
Options:

FQDONs
List the installed servers in Value
e

FODMs | Show o fas1.citrixtest net|

OK | Cancel

OK Cancel Apply

AT v F6. FASH—/N\—DFQDNZ A /1L £ 95
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BHOFQDNZ AN T 3156, U X MDJEFIE. VDA, StoreFrontth—/N\— (F1E9 %15
B) . BEUFASH—N—DS5RBT—EBLTVWARELRHD XTI, JIL—TFRI—BF%x
SRELTLIEETL,

ATYF1. 20 )y I LTIN—TRI)S—D 4 —RZET L. JIL—TRIS—DEEZE
BLXYd, ZEEZEMICTRICIE. IO UZBEFHTIH (FLEFIATXVRESIOHN5
gpupdate /force Z%£17) . BEBIDBEICLRIHENHD 7,

v g ROEE

ZORYS—F. A—HF—DVDAL Y 3V TCI—z >y O &2 70574 L. Y
avARIBRE. @FE. $LUOvIEBDYEYR—FLEd, v a>YRIAZEIX. D
RS —DERCHE->TWVWDS D FRZEDERICER INBFASIL—IL Tt v 3 RERDEF
AENTUVWBRIBEICOAFATRET T, IL—ILOEBRESBLTLLEEIL,
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@ In-session Behavior

Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Disabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process M

Prompt Scope | Per- e 9 pohcy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

30 | -

] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTDE. CORIVS—DEMCED, FAST—2 1Ty O XA 1—H—DVDAE Y 3
VTEITEDELSICHEDET,

AT RUS—DEMICAED, FASI—J Y b ORI RITEINEGLLAD XD,

0>7cx3-7

ORI —HDEMEIBEE. AT RXO=FE. 7TV —a ey a v NiFRAE %
FRTZCEHFAITR-ODOREEZ I —ICKOZAEEZFELEF T, XD3ID2DA T3>
HHO £,

s ABARE-— AT arvidtFalT« 7OV T A2 EMICL. WERIIT AL > MIER
TNET,

s 7OEACEORE—XTHROEZETOY Z LHMERICRAEZRD T,
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c Ly aYIoORABE—A—H—-NOKEI v ITRL. Lty avADIRTOTOT S
LISERAINE Y,

BEOXALT Vb

CORYS—DENRIEE. ABDODXALTY NI, REHL T IH FEEA) #HIELE
Fo T2 ZIE. B00MICHRET D . A—H =350 cIic 7OV T RARREINE T, EHEO
DFE. MEROBRECICA—Y—Ic7OY T rRRRINE T,

Ay 7 RO

COR)—DEWREE. A—Y—PEEZOvITR . A—H—Dtv a3 VIFEEFNIC
P hE T, ORI TRY—bA— RERODALBOYIN KU S — L RROBEE B
L. 32— —7H Active DirectoryA o # >V EgERZHF > TLWRVLWRRTRILE X T,

0w 7ROYHR) > —iE. VDAEDTRTOE Y 3 VICBERAINE T,

Federated Authentication ServiceBEE > —JLD{ER

FASBIEOYY —ILIFIFCACDERICELTWLWEIH. PowerShellf X —7 4 XTI
SODBELRA T arhREINE T, FAS PowerShell Y>> KL w MMZDWTIE.
PowerShell A R Lw b #ZBBLTLIEETL,

FASEBIEO>YY —JLIFFASO—ER L TA VR b—ILENE T, 7 > (Citrix Federated
Authentication Service) XX — X Za—IlBETNE T,

EEIVY I ZUHTERATZ L. SAET VT — FORERM. AAEOEY b7y &
K UFASHGEERRE Z AT 3 7cHDERZTO TAEXNERATNE T, —FDOFIEIF. OSHE
Y=Lz LTFHTRTIBEHTEE D,

FASBEIEO>Y —I)lLid. 774 bTO—AHIFASH—ERICEHELE T, HEICHLT, TV
Y — )L _LED* TConnect to another server] *%Z={FRA LT E—rH—EXICEHFETET X,
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&+ Citrix FAS Administration Console - connected to localhost - O X

|nit]a[Setup Rules  Advanced I Connecttoanothersewerl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AAET>IL—r2EBRAT S
MmOV T bz 7 EOBEEREDOEEZEET S 7. FASIFIHBEDRERD =823 D DCitrixEE
BRET > TL— b ZRELFTT,

» Citrix_RegistrationAuthority_ManualAuthorization

« Citrix_RegistrationAuthority

» Citrix_SmartcardLogon

_NB5DT > 7L — M&EActive DirectorylCEERT IHENH D £9, ** TDeployl REVZEI) Y
L. RIC TOKy »*ZIUwILET,
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&4 Deploy Certificate Templates X

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

T —FDOEHIE. FASEEHIZA VR b—IL TN BILERF certificatetemplate DXML 7T 7

JWICHD £,
C\TOJ L7 7AILCitrix\Z T L—TFTvw RS —EX\GERRE T > L — b+

SERAE T > L — b7 # LA —, (len-us/federated-authentication-service/2206/media/certificate-

templates.png)

NEDTYTL—bT7 700 %A VR N—ILT ZHERMN R VIS EIZ. Active DirectoryEIE#& |
EBLTLIETL,

TOTL—bEFFTAIVRAM=ILTBICIE. 7T L—rEEUCTAILE—DSUTOD
PowerShell ¥ > RZRTLF T,

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late™")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService
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$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active DirectoryslFBHE Y —EXZty F 7V 93

CitrixeEBHE T > L — b Z A VXA =L L TR, £ 51D EDMicrosoft EnterprisesERB %S
H—N—ICABETNZBENLHD £9, Active DirectoryiEFBEH —E XD BEAZEICDOWVTIE.
Microsoft D FF 2 X > FZBRLTLZEL,

T = bBDBRCEDIDDOY —N—ICRATNTLARWEEI(Z. SEEAREOEY F7 v T %
FERLTRARLE Y, AAREZEE T 3 EEZ/H O - LTINZTSUERDD T,

(GEBAZ T > 7L — bid. MicrosoftSERAERI 1> Y — )L Z AL TARTReHTEFE T, )

O— #1354 X &N izEfR(/en-us/federated-authentication-service/2206/media/setup-cert-
authority.png)

Jx7L—>a3 i —EX &R TS
COFIBICED. FASOEGENFHIEINE T, BBV —ILIE

Citrix_RegistrationAuthority_ManualAuthorization7T > L — b Z{EBH L TIERAZERZ A/ L. £
DT> 7TL—bZRBALTVWSERAEEOWVWTNMCEEFEL F T,

O—#5 34 X S izEff(/en-us/federated-authentication-service/2206/media/authorize-

service.png)

EBRWEEINS & MicrosoftSFEA#EE > Y —ILORBHRDER ) X M Z. FASYS VT hHY
VEDSDOREFDERE LTRREINE T, FASOEBRZKITI DR1IC. SEFAEREEIEEISENR
ERITEIIIES T 3HRELRHD £,

EEEDNRITERBEBTZERIBZET. FASEEIV Y —ILIEY—KRED IXEF—) 2K
~LET,
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MicrosoftsEFE#RI 1> — )L T, IRTDRRI=ZHI ) w2 L.

SEEAEERICH L TRITEL

IFEBZEIRL T I, BIT2ERIT D FASEIRO VY —ILICESEIRRENRTIN T T, EE

FERTZE. AV IS —XytE—IURRREINE T,

IFiIe Action View Help I

e 7 6= H

@ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message
4 g citrixtest-CA-1-CA ; - TR e (1 et et o
[ Revoked Certificates View Attributes/Extensions...
1 lssued Certificates Refresh Export Binary Data...
| Pending Requests
[ Failed Requests Help ls=ra
] Certificate Templates Deny

Request Submission Date
el Fluw R Tva IvITAIY.§

Requester Mame
CITRIXTEST\FAS-18

Request C

< m [

Contains actions that can be performed on the item.

FASBIEO>Y—I)Lid. COTOEANTT IR CEFNICKRELEFT, CNICIZEOHI D BI5E

NHHFT

&8 Citrix FAS Administration Console - connected to localhost

Initial Setup ‘ Rules | Advanced

a

X

Connect to another server  Refresh

Complete these setup steps:

Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

There is a pending authorization request on Cancel request

Create arule

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

Deploy

Publish

Authorize

Create

Connect
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IL—ILDIERK

FASI3. StoreFrontQIERICIE> T VDAOT A > H LV Y > 3 VY AFHDI-H DIBHEDRT
ZERIBDOICI—IIEZFERLET, FIL—ILIE. SAEZERTIHICFEREINTVS
StoreFrontth —/\N—, ZNH5ZERTETZ21—H -0ty b, BLVENSZFERA TSI ZFFA
TNTVWBVDAY > YDty hEIBELE Y,

FASICIEZ. DR EDBIDDIL=—IZERS LI UVBRTIHVELNHD £J, [defaulty &L\ HH]
DIL=ILE2ER TR 2O LET, BERS. T 7 #J)L MTIX. StoreFronth' FASIC#ERE 9
ZBRIC Tdefaulty] WS EAFIDIL—ILEERTZH 5T,

HRZFAET VT — b AAKEZ SR L. BA42 70ONT1 CHERZFOLSICHERT S
oIS, BMDOARAZLIL—ILZERTEEd. cNoDIL—ILIE. B% B StoreFrontth—/N\—F
TzldWorkspace TER T B3 K DICHBHTE 9, JIL—TRIS—EBRA T a>=FERALT.
StoreFrontty —/N—HWH XA RZ LI —I)ILZZBI CTERT DL DICHEEL £,

ER (FR7cE TIL—ILy 2T DI —IV&fEmR) 20Uy o LT IL—ILZ2fRY 37D DIEHR%E
INETBIL—IERT« F—RZBmLEI. TIL—ILl 272 EIL—IILOBEHNRTIN
9o

&¥ Citrix FAS Administration Console - connected to localhost — | X
Initial Setup Rules | Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default 2 W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No
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DA F—RICK>TRETNBBERIFRDEED TY,

TU7L— b O —RREORTICERASINIIHEET > TL— k. ChUE
Citrix_SmartcardLogon7T > 7L — k. £/IZZDEESNIE—THIVELH D £ (G
%7_—\/70[/_ h%é/j/ﬁﬁ) o

AEBAMERS: 0 —H —SERAE Z HIT I DAAAME. 7> 7L — MAFEAREEIC K > TRAIhTLS
BELHD 9, FASIZ. 7z — A —N—BEIRO-DICERORAKEDEMZ Y R— bk
LTWET, FEIRLIEEAEBED X T7—2 AN rTemplate available] ERIREINTWB =z
RLTLEEE W, SEEAKEDEREZSRL T IZT

vy aryRER: vy ayYREREZFAA 7 3 vid. VDAANDOOS 7 VE&ICSIERZE%FERT
IEDQESHEFELE T,

s By aYAEAZFANERINTVEGWL (TT7 1)L #8) —SFREROJTA > T
BERICOAMEATIN. - —(FERERICGIAZICT 7 X TE A

s Ly aYAEAEFANEREINTVWES—I—H —(3FEERICAPEIC TV ERATEE T,
IEFEACDERRIECDA T g o ZBIRIREITIEHD FEA. 1V TRy FWebT 1 +
RT7AINHEBERLE. VDALY I VYAMNSTIEREINS )Y —XRId. Kerberos> > )L
AVFDFERBLTTIERTES RO, vy a > RIAAERIKEHD FEA.

ey a YATOEARAZH ZFRLIEBE. Cy P a Y ABEITIL—TRIS—HE
ICLTCVDAICTEA T 2RENH D £9, sERZX. QI A RICT IV r—>a > TERTS
fe®is. A—H4—DEABAEX M 7ICEESNE I, L& X VDALY 3 2 ATWeb
B —N—ADTLSFHNMNERGZE. SEBEZE JInternet ExplorerCEETE X9,

FOEZXA MO - —0OJ A > F1-I3BEGDI-OICGIRAE®ERT I xS
NTW3. EfEIN=StoreFrontth—/N\—< > >D X by TNEDIRTOERICH LT, BL
DADA T U FETFT I —T%2EBMTETE,

POEAAV FO-LREIFIEF2V T LEETHD., EEICEEITINENDHD T,

=

FASH —/\—%Citrix Cloud TOAEA L TWBIHBE. 77X O—IILZHERT 2HEITH
D £t Ao Citrix Cloud TIL—ILHAMER INZIHS. StoreFrontdd 77 & AFFIFERINE T,
Citrix Cloud& 74 > 7L = XD StoreFrontBEDWA TRILIL—ILZERATE X, 7> TL I XD
StoreFrontTJL—ILHMER SN 33BE. StoreFrontd) 77t RFFAI IG5 | S EHEINE IS
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TI7AIEDWER (ND7HY—k] HEFRITNTUVDS) FIRTEIEEFELEY, LA oT,
StoreFrontt —/N\—%BBRMICEFRI T 2 M EHH D £ 95,

Securty

(Group or user Names:
R/ STF-1 (CITRIXTEST\S TF-15)

Pemissions for STF-1

Aszsert |dentity

HIBR: FASZER L TA—Y—%0J 4> TEF3VDAYY VD) X b, FASEE L TAFRRE % F
TTE22—1%—0DU R b,

o VDAMEEDEBETII. YDVDALFASZFER L TA—HY—%OJF > TE3HD%IEBETT X
9o VDADU ZMEITFTT7AIEFT IRXA>OAEa—4%—] T

o I—H—ERBOEBTIZ. ¥OI1—H—HFASEZFEALTVDAICH A VAV TERINEIEET
TFJd, A—HF—DURMNEITIAIIET TRXA>2A—H—] T,

FASH—N—DVDAB LV I —CIZBLD R XA VICHBDEE. T 74 MOFIREZE
FIINELRHD T,
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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257 FI)L—JL: Citrix Workspaceh* 5ID7H—> 3 UHRMESINIE EFIT/IL—ILAERI NS D
S5 %ERLE T, Citrix Cloud|Z#E#t 95 & E I, Citrix Cloud TEB T2 IIL—ILZERL 75
F7=. TConnect to Citrix Clouds 7> 3>D > h5Citrix Cloud ICHEHt LB TIL—IL%Z
EETBHLHTETET

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

0 Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Citrix Cloud\ D%

FAS1—/\—% Citrix Workspace TCitrix CloudIZIE#H: TEF £9, 5FMICDULTIE. T DCitrix
WorkspaceDieEZBR L T EE L,

1. #7® TConnect to Citrix Cloud] T. #2Jw o LFd,
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&+ Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

0 Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

Q Authorize this service

An authorization certificate is configured.

Deauthorize this service.

0 Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2.stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. BRI BUTUREERL. 20 )vILED,

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration

Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead (deprecated)

\
O
X
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7L E 2—TIl&. Citrix Cloud®D&Hh\F BRI GET 9%

3. Y4V RIIC—EDOFEHFRI—RHARTIEINE T, ZDI— RIICitrix Cloud THEER T 20 EHH
DET, FL<IE. TAYTL I REE%Citrix Cloud|c B89 %) #B8RBLTLEIL,

&4 Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESODAR

Summary

( Waiting for confirmation...

= a=B

4. BFIA—RFHPREEShcs. ROV TIEOVIUIMDSBENO TUY—ZDBAR Z:ERL F
ER

© 1997-2026 Citrix Systems, Inc. All rights reserved. 32


https://docs.citrix.com/jp/ja/citrix-cloud/citrix-cloud-management/citrix-cloud-on-premises-registration.html

JITL—Y3VEEEY—EX

&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

Confirmation Code:

™I

“
Resource location:

My Resource Location v

5. %I 3BRIFERT AU Y M EERL. FASH—N—Z&EHIT DY —XDIFFhZERL F
o ZVUvI L. BBV FUERALET,

6. TIL—IZ&ER 0> 3> T BEOIL—INZERTIH FILWIL—ILZERLEY, T
RN 20V I LET,
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Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

&+ Connect to Citrix Cloud — | X

7. THIE) v a3>7T. %71 #21) w2 LTCitrix Cloud\D#EHETT LE T,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud
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Citrix CloudiZFASH —/\—% &8 L. Citrix Cloud 7 Ho > kD MY —X DB R—JICKT
LFd,

Citrix CloudH 5 Yl ¥ 3
Z DCitrix Workspace DEEEICEEH IN TS &SI, Citrix Cloud!) VY — X DIZFAH SFASH —
N—ZHIBR L7, TCitrix CloudiC#&#6i) T MEXMICT 31 ZFIRLF T,
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RS

ZDtUT 3 >DEEETIE. Federated Authentication Service (FAS) DEERIEMR E BIEICEAT
BDHARVAERELET,

BERER

+ FAS A YR k=L IMIRREICE T B EEA Y T 7 LY RIE 1 VR b—IL LR ORE
7,

« BRIT %70 F v ORETIE. TELFAS T—F 7/ F v OBBEL. SOERBT—F7
9F v ICET BMOTEADY VI ERELET,

Al BRI RE DB AK

C DECETIE. Federated Authentication Service (FAS) % FERRA#RES (CA) H—/N\—C#HREa T 370
OEEBERICDOVWTHALEF T, CNSDERDIFLALIE. FASEIEIYY —I/LTIEYR—

FENTWEHA. FIBTIE. FAS H'12Et 9 ZPowerShell API ZfERA L £9, COEEDFIE%E
E179 S80I PowerShell DEARNLRHFHEN H S5 C e zMEEEL T ZT L,

FAS CERT238E80 cAY—N—%tv b7V TFT3

FAS BEOVY —I)ILZFEALT. IL—ILZERFITHRET ZMRIC. EHD CA T FAS Z#EH T
D
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&3 Edit Rule — | X
Edit rule "hello"

Template Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
Access control Template available
Template available

Restrictions

Summary

¢ >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

FEIRT B IARTOD CAlF. Citrix_SmartcardLogon SEFBE T > 7L — bk (F7IFIL—ILTEIRL T
TYTL—F) ZRITLTVWARBRENHD £7,

FERLIEVWCADWVWITNADEMDT Y TL—rE2FHRITLTULWAWSEIX. £DO CAICNLTEE
AR E Yy h 7y T2 OFIEEZRTLET,

ITRTDCAICRH LT COH—EREZERT D OFIEERTIZ2HNBIEHD FHA. COF

IE TR S NIcAGTEIRAZE X, ED CATHEATETZRHTT,

FRTHIEEOEE

FAS H—N\—%EHD CAY—/N\—THERID . I——BEEOEMIIBEINTWVSEIART
D CAT—N—ICHEEINET, £/. BESINTULS CA—N—DWVWINHhHEBLIZHEE.
FAS H—/N\—IIFIARRERBID CA H—N—ICTIOEBEDHD £,
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TCP 772t XFBIC Microsoft SFEAEERE &= B 9 3

77 # )L b TlE. Microsoft CAIE7 U AIZDCOM ZEBLET, ChUZLKD. T74 7T +—
WEFa) T4 Z2RETIRIEMTHIBIIEMEDH 575, Microsoft [FFREY TCP R— ~ZH])
DEZXBZT-ODEEERITTVET, Microsoft CAT. [RE—FK] > [Z71IL&a%EBELTE
17] > Tdcomenfg.exel %fFEH LT DCOM BN ZBE. [>Ez2—%—] > [v71a>
Ez—%—] > [DCOM D##rE] % BB L T CertSrv Request / — K% &/ L. CertSrv
Request DCOM 77U r—> 3> 7ONT1 ZHRELE T,

CertSrv Request Properties | 2| X |
| General | Location | Secuty | Endoorts | identy |

DCOM Protocols and endpoirts:
-*T . defaull system protocols

¥ Select the DOOM network protocol sequence that you want to
o7y~ 5dd Enter the endpoint detals and dick OK when you have

Protocol Sequence: | Cormection-onerted TCP/IP

() Disable protocol sequence

() Use defaull endpoints

®) Use static endpoint 900

() Use intranet range of dynamic endponts.
() Use intemet range of dynamic endponts.

o | [omes ]

ok J[ oo ]| i

TTYVRRAV M) Z2ZBLTENIYRRI Y MEEIRL. TCPR— &S (LEEEOKTIE
900) ZI_EL X9,

Microsoft SERAMEEE = Bi2E L. SEFAEEKRZXEL £J, netstat -a -n -b ZETITB L.
certsvr "7/R— K 900 T w XY LTWB Z &b hHh b £,
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TCP 0.0.0.0:636 LISTENING
[lsass.exe]
TCP 0.0.0.0:900 LISTENING

[certsrv.exe]

TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:3269 LISTENING

DCOMIFRPCR— b ZEAL TSI —> a VEREERF DO FASH—/N— (F 71
BzERT MO Y) ERETIHEIFHD FHA. V717> EHDCOMEFERT ZHE
hH3HE. AEEY—/\—LEDDCOM RPCH—E RIZHEF L. HEDDCOMY —/N—AD T
TRZERLET, THUSKDAR— 00N BN, DCOMY —/N—HFASH —N\— |l A EZ
BRLET,

A—Y—iIRSEEIEM T S
FASH—N—ANTI—%—iRE*FHFEK T2 . I—HF—0OJ 4 VEEAKEICERESINE
To UTDEI>3>Tld. B—FI3EHOFASY —N—TCINEERTITBAZEICDOVWTEREBL
*9,

Active Directory1—H'—D U X N B8 T 3

ADZJ IV L. A—H—DURrZT7 74 (Fc&RIE. csvZ 7)) ICREFETSHLT. &
BAEDERZRETT T T, UTOHAZERLTIRLEL,

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8

-delimiter "," $filename

} else {
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Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUserld. A—H—QUXbZ2J L) I25HOFENBZIVV LY bTY, LEDOHII
|&. UserPrincipalNameZz#F5. 7HU Y b XT—2R XN Tenabled) OA—HF—DAH=EIJ R +T
BIODTILZ—F|HAEFENTVET,

SearchBase5 |#ld. ADD Y DER TA—HF—%ERERIT 3D %ZKDIAAHFX T, ADRDITARTD
A—H—%2EHW5EEIF. ChEEBRTEES, T 07T VRZBHOI——%RIA8E
MHHD X,

CSVIFRD L SICBD FT,

Bl user_list.csv - Notepad

File Edit Format ‘“iew Help

"USerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@hbvt. local”
"testuserd@bhvt. local”
"ucs38@bvt. local”

"ucs3o@bvt. local”
" A A@Blbver Ta~a1"

FASH—/N\—

KDPowerShell 27 V) 7 M. UBIICERINfcA—— U X M EZITIRD, 1—%—3SEZE0
DR MEERLET,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv

foreach ( $user in S$users )
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$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule" _Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

BEOFASTY —N—H'H 355, FHEDI——DIEEIL2LREMINE T, 1DIEX1 > —
N—T. HI12FT AN A—N—Y—N—TERINF T,

FEROX T FhiE. Tdefaulty EWSEBEIDIL—ILICRIGELTWET, BRBIL—ILE (fzt
ZIE. Thello] ) ZEALTVW3REEIF. X7V T FRO$ruleZ#HE=ZELTLIETL,

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default Z W summary
hello a

IRubname: hello I
Status: OK
Template: Citrix_SmartcardLogon
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ERRREIIREZEHMI S

BHOFASH —N\—DEREINTVWSIGE. OJ A L TWAA—H—|CEEX 523 i<,
FASEGRIIFAZE* B TZT X 9,

GUIZEA L TFASZBARI B EHTET T,

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server ~ Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

RO =727 T LET,

1. 3L WEGREFERZ %2 ER L £ 9: New-FasAuthorizationCertificate

2. HTLLWEGREEAZDGUIDZ X EL EFJo CNIFRICE>TREINFT: Get-

FasAuthorizationCertificate

3. FASH—N—%X>T7TF>VAE—RICLXY: Set-FasServer -Address <FAS server>
-MaintenanceMode $true
4. FILWEGPAFBAEZE# 3T L £ J: Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>
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5. FASH—N\—%X>TF U XE—RH SR L £ Set-FasServer -Address <FAS

server> -MaintenanceMode $false

6. HUVVEGRIFEAZ ZHIPR L £9: Remove-FasAuthorizationCertificate

BEEEER
o 1A M—JLEERDIEEEIZ. FASOA VA M—)LEERICETZEERY T 7L VAT,

e —MRMABRTTTL—a VR —EXDRREICOVWTIE. BR7—F 77 F v DiEEICE L
HENTVEY,

« TOMD TNTY—] BEE. RERBBROLEETBNTN TV,

MWERORE

IEL®IC

SERRZIFFASTY — NN — L DHEAIAA T —EIR—RIREINE T, BEET IMWREIT. FASH —
N=—DxYy hIT—IOH—EZXT7HIOYMIEL>TRESIN. TI7AIMTIIVRR—FRAIE L
TN—7ENE9,

MERICII2BELD X7

« Citrix_RegistrationAuthoritysEEAZ 7> 7L — b h 5 D BERERIEIAAEICEEM T SN MWE
B
« Citrix_SmartcardLogonifFBE T > 7L — b D6 D, I—H —FEREICEEM T S NI-BER,

BEEBIEERRE LRRICIF21EEH D £ 9, Citrix_RegistrationAuthority ManualAuthorization (5
7 4 )L b T24BRHE%0) ECitrix_RegistrationAuthority (77 #JL b T2EREGR) T,

Jx7L—>aV EREtY—EX (FAS) BEIOYVY —IILOYREX T DR T v 73T, &ERBZY
Dwod38. FASH—N—I3F—R7ZERL.
Citrix_RegistrationAuthority_ManualAuthorizationsEFBZ A DEEFHE B E K % SRR ICXE L £
Yo CHIS—RNAIERAE T, 77 4L b T24KEBE T, FEEAMERIL C DIEERE = BEINIC
KITLEHA. TORETIE. AAKETEEREICL > TFEHNTHRRINIMNENHD £, iEE
HFASH —/N—|ZFITE N3 &, FASIZICitrix_RegistrationAuthority ManualAuthorizationsEBEE %=
f£A L T. Citrix_RegistrationAuthorityzslEBAZ (77 # /)L b T2ERBER) ZBHICEIEL X7,
FASH —/\—|&. Citrix_RegistrationAuthorityZEBAZ # B89 % & < IC.
Citrix_RegistrationAuthority_ManualAuthorizationDZEEAE & +—%HIFR L £ 9,
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SERIRBIEEAE ICBhEM T SN MBERIIFICKRBEEN TV T, BER 5. BHREEFIRSER
Jo—IC& D, WEBEFRETZEIEHETH. 7oL — TSN —Y -ty MIXHLT
FAAEERZHITTEZHD S5 TY, TORBR. CORZFEHITZEIIHTH. DY FNROEE
DA—H— LTRERICERTIT XD,

FASH—/N\—I3. SEBOtEx 2 T BHICE A ETHERREZFRETSLSIC. ATonwFhn
I EFERLTHEBRTETXY,

- TERIEEREIAAE ¥ 1 — —SEBAZE OMEB DM S ICXT LT Microsoft Enhanced RSA and AES
Cryptographic Provider & 7z (&Microsoft Software Key Storage Providerz I L £ 95

o FIRHLEISIRAZE DIMZRHEICIE. Trusted Platform Module (TPM) F v 7% fii X 7=Microsoft
Platform Key Storage Providerzf#fH L. 11— —iEBAZ OWEERICIE. Microsoft Enhanced
RSA and AES Cryptographic Provider & 7z |ZMicrosoft Software Key Storage Provider% f£F8 L
F9o

- BRGNS L 1Y —AIREOWEROMAIICH LT N—RIz7EFaUTsE
Ta—I)L (HSM) TN\A XA Z R TcHSMAR Y A — DS —EXFFF—X ML —2 70O
NAR—%ZFEBLFET,

MERDENEE

FASZ3DDA I a>DWVWINH ZFERTZLSICEELET, TFRXMITr 2—ZFERAL
T. Citrix.Authentication.FederatedAuthenticationService.exe.configZ7 7 T ILZREL X, <D
T774IWNDT 7 4L bDIFFRIE. FASH —/N—DProgram Files\Citrix\Federated Authentication
Service7 # LA —N T,

O—#1 351 X &N izEfR(/en-us/federated-authentication-service/2206/media/fas-privatekeys-
config-file.png)

FAS (. H—EXDHIBINIEZIICOAMEBR T 717 IV 25HAD £, EHNEEINTIZE.
FLUOREERMIESZICIE FAS #BEEITINERDHD £95

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 JL CEE Y 2EZ XD & 5
ICRELF T,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI APl £ CNG
API 21D B X B)

fi& aOXY bk

ax CAPIAPI ={EH$ 3
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false (77 4 /L 1)

aAXY b

CNG AP| Z{EH 9 3

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderName (3 2 7ON1 4 — D%

L))

g

Microsoft #:5k RSA & L U AES BES{t 70O/
AR —

Microsoft V 7 kU7 ¥— XA L —2 7ON
AR —

Microsoft 75w k74 —LF— XKL=
ONAH—

HSM_AR>4A— CSP/&+¥— X L —2 ZFONA
H—

aAXY bk

FT7#IL O CAPI Z7ONA S —

FI7 4L EOCNGTONA A —

FT7AILEOTPMZFONA A —, TPMIEI—
H—F—ICIFHERINFEA. TREEF—
ICDATPMZERL T 72E L, FAST—
N—ZREBILRIETEITITZFEDN D B5E
& REB{IEDHR—FINTVWEHESH %
TPME KUONAN—=NAHF—R DX —|CHESR
LTS,

HSMAR YA —|C & >TIRESINF T, EIEN

VA=K OTEBD FY, FASH—N—Z1k
BUERETETIZFENHZHEIE. KE

DT R—EETNTVBEIHE SHEZHSMAR Y

H—ICHESR LT IEEL,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType (CAPI APIDIZ & 1C D & #4%E)

f&

24

aAXY bk

7 7 #JL ko Microsoft
KeyContainerPermissionAccessEntry.Provider
Type 7O/N7T« PROV_RSA AES 24 %#35L
9, CAPITHSMZfERLTED. HSMAR Y
A—DRIRIEELBWVIRD, BIC24TH 3%
ENHD ET,
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Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (FASH' MR RIS E% R1T T
BZRENDHBDHE. CCTHERESNIEZERLEY) MERDO TTIXR—~age) 757 %4
HLEI. N—RITT7THR—FINTVWEEE. TPMF—X L —COFBEZHFILF T,

f& OXY b+
NoProtection MEF—IFTIVRAR—FTEFT,
GenerateNonExportableKey T7H4IN b MEF—IEFIIVRAR—FTEE
Ao
GenerateTPMProtectedKey WEF—I3TPMZERALTEEINE T,

¥ —IE. ProviderName THEE L 7=
ProviderName (5] : Microsoft Platform Key
Storage Provider) Z/t L TREINE T,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (MZEF+—DH 1 X% v &
fITIEELEY)

fi& aOXV b+

2048 T A bo 1024F 7134096 HEHTE £
ER

W7 71IILDREIF. RDELSICTZ T AIICRREINET (A VX —IEFEDOTT I b
IFFRTERR) o

© 1997-2026 Citrix Systems, Inc. All rights reserved. 46



JITL—Y3VEEEY—EX

Provider

! “True” “False”
egacy
CAPI API (CNG APl)
CSP ( i )
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider EnhandcicésRSA HSM Vendor HSM Vendor Microsoft Microsoft
an ) Ksp Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Key Generate Non Generate TPM
Protection Exportable Key Protected Key
Key
Length ‘ 1024, griiE:Wor 4096

W7 1) Z DR

i1

CDFITIE. BERHERIEIEAZE DIE F — X Microsoft Software Key Storage Provider%z f£/ L T
RESNI—Y—RAZEOMWEF—ICOVWTHRAL XY,

CHEITT7AIN DA VR M—ILEEBR TY,. BIMOMERERIIAETT,

#l 2

C DB TIE. BERHERISIFRE DR H Microsoft Platform Key Storage Providerz 77 L TFASH —
N=DIYP—R—=RDN—FRTT7TPMICFRESN. 1—H—FBAZOMEFE I Microsoft
Software Key Storage ProviderzfEH L TREINZ _CZRLF T,

CDIFVATIE. FASH—N—DIH—R—FEDTPMA TPMAX—H—DRFa Xk
E->TBIOSTEMICTN. FDEWindows THIRAfEENTWVWB C e ZRIIRE LTWLWE T,
<https://docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows-

vista/cc749022(v=ws.10)> ZEBL T2 E L\,

FASEEIOYY—I)LOEHA

FASEIEOYY —ILIZF 7540 Y DIFAEZERERZRITTET RV o BlDEREEERE
DAY SA VAEEAEZERERZFRILABVRD,. ZOFAIEHEEIhIEA.
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FIHADFASE Y b7y T2 RT3 3. SIRRET 7L — b zERL. SEREEZztyY b7 v~
L7t —EXZ&RI 301 BR—T7VXDRTvF3) I ROFIEZRITLFT,

ATYTLRDESIC BRI 7ML ERELTUTOITZEELE T,

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMFrotectedEey" />

T7AINERDESICHD T

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —-—>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedRey" />

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel"” value="3" / ——>
«!-- Logging: Event IDs to not log (comma separated) —-—>
<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" value="" / —-—>
<!-- Logging: Disable Key Management logs -->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

—EDTPMITBEZFIRLEFT, T 74/ FD#ERIZ2048E Y FTY, N—RT T 7 THR—F
TNTVWBRREEZIEELTLIEEIL,

25w 7 2: Citrix Federated Authentication Servicez BieEI L T. R 7 7 1 ILHh B{EZAHED
7,

ATY T3 Y—ERZERLET,

ATw T 4: sERAEET —N\—D S REBPDMRAEEREFETHRITL £, TERIERAIAEHEY
BEhse, EBIOVYV-ILOEY N Y TIO— VRO Ty TIDFEICHEDEFT, COBRFS
T. BEEREIRAZDMERDTPMTERSINE T, EBAEITT 7 )L F T2EMBE T,

TEREEEIRAE OMEF —HTPMICIEL K RESNTWVS C L 2RI 3IC1dF. UATD
PowerShell ¥ > Rz ERA L £9. BREBIIAEDOMEF —HTPMICREINTVIHE.
PrivateKeyProvider 7 + —JL K (&Microsoft Platform Crypto Provider|lZ5%E S 1L X 9o

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
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ATV TS RET 7 AN EUTDLSICHRELELET:

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableKey"/>

FASIZITPMTRESCNF—Z2F DA - —RAEZEMTET X IH. KFERLEBRATIE
TPMN\—R T 7HETETZAEMNHD £,

ATYT6: FASZEEHLEFT, CNIED Y—ERRBRET 7ML Z2BHiAAH L. BEET
NicEzkBLET, ZOROEHWEF—IRMEEI—HY—FAZEF—ICRELEX T, TNHDIE
EISMTE F —Z TPMICRTEE 9. Microsoft Software Key Storage ProviderzEH L £ 9%

ATYTTFASEEIYY - TI—IUETZERL. 1 VA b—)LEBHATHATINTULS L
SICREZRELE T,

PowerShell DA

EIRERAIRAZE (XPowerShellZ AL TA 7 54 Y TERTEEX 9, Chid. SEEAKEAL A > S
1 VAEREBLERZEN L TERKEMRAZE ZRIT I ZE XL VEBICSELTWVWE Y, FAS
BEOVY I ZFERALTA 751 0 OEREERAZEEREKRZITO> 2 LIFTEFE A

ATy 1L BRIV —I)IL%ZERALICFASOVEERTIC. ZRPID2DODRX Ty /. TEERET Y
TL—+rORER) ¢ TRty b7 v ) ODEFETZTLET,
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&& Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

— | X

Connect to another server  Refres

Deploy

Publish

Authorize

Create

Connect

h

AT F2: IR Y — N —T. FEBRET 7L — bMMCRF v 71 > ZEML £ 9,
Citrix_RegistrationAuthority_ManualAuthorizationT> L —+Z257 ) v o L. TFL—Fb

DEEZFERLF T

R TZERL T, RAICBVHEZEBELE Y, COAITIE. RATIEXOfine_ RAT. BRHA

MIF2FETY:
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

AT w 73 SRR — /N —T. EEFARBEAMMCR F v 71 > ZEML Y, dAFET>TL—F
BTV VI LET, FIRMZBERL. BITIBHBAET>TIL—bZ2T7 ) v I LET, fEERLTE
MODTYTL—bZBERLED,

AT Y F4: FASH —/N\—TUU T DPowerShell A¥ > KL w bZzO—KFLET:
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

AT v T5: FASHH—/N\—DTPMIATRSAT —R7%Z 4% L. FASH—/\—TLUTDPowerShell
IVRLY AN LTEERAZEEXRERZER L X T, F: —SOTPMIIF—RZHIRLET, T
TAILbDF—EIF2048E Y b TY, N—RI T 7 TCHR—FTNTLWBRF—EZIEELTLLE

TLy,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

£
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New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
MUTFHRIREINZET:
PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

e Id GUID (C D Tid 5ac3d8bd-b484-4ebe-abf8-4b2cfd62cal39) ) &. KORXFwv S
TREIZARD £,

« ZDPowerShellAX > RL v M. SREBEEAEOMEBE T —Z2ER T A HICFERT
N31EPEROD A —N—F14 K] £€ZEZTLIETL,

e COOXRYVRLY hERITITD L. FASOEERFICHEE T 7 1ILD SFHAHRSNTED
Frvodh, FEITZF—RIAEINET (F7 4/l ~iF2048)

o ZDOFFIDPowerShell THtA S NI B ERIEREEIRE OME F —1R(ET-UseTPMA $truel
BRESNTWVWBRSH. P ATLIEFTPMOFERICHELRREL —HMLBEVWT 71ILHS5D
ExEEL X9,

c COOAXRYRL Y rER[ITLTH, BT 71IILOREIIZEEINEE Ao

« ZTOHDBEFFASEIIAD — —SIFAEMER T —12ETIE. FASOREEEFICT 71 ILH 55
HFESNTEIMERINE T,

o FASH—N\—HI2—H—FERE %X FKITT 3RIC. TPMICK > THRESIN 21— —5E88
ZOWERBEERT B0, configZ 7 - )L TKeyProtectionD{E %
GenerateTPMProtectedKey|ZERET 3 Z E HATRET I5

TPMAF—RT7OERICHERAINI-C EZHEERT BICIE. F—XRTFHERSNITRET. FAS
Y —N—DWindows I RXY hEa2a—T—ICH2T7 TV r—a>Od =BEB L TLIETL,
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(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore 14 Meone
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore 16 Mene

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService 15 Mone

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bbe1-44af-8d21-
1159d864d82e]

x0T

BMOWTRREINDDIFRDEED T,

Application Number of events: 3

Level Date and Time Source EventID TaskC..
@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore 14 MNone
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore

@ Information  22/07/2019 12:3%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

F: T270/N+ 4 —: Microsoft Platform Crypto Provider ]

FlE6: SEABEERE V2 aYZTFAPIT4Z—ICIE—L, TERRT7AILELTT AR
JICRELET.
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El usmcertreq - Notepad — | = -

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

< >

FIE7: SR E L TR AIRAICIZ T B (o Id. FASH —/\—TPowerShelll= M & 5 1= AH
LET

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>
B

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

KDKSICRREINE T,

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

CORRT, SEBEEAY X bV Y RIUBRRRINZGEDHD £9, DB TIE.
http (£) & DCOM (F) DBADEFEHNENICHR>TWET, FIERTEERZEIX. DCOM #F 7 3
VEEIRLTLESTWL

O—#1 5 4 X &N i-EfR(/en-us/federated-authentication-service/2206/media/fas-privatekeys-

certificate-authority-list.png)

SEPRREREDYEE S5 & PowerShell IC RequestlD BFRRENE T,

O—7 2 1 X & Ni-Ef%(/en-us/federated-authentication-service/2206/media/fas-privatekeys-
certificate-authority-list-display.png)
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ATy 8: AEFAKEE Y — /N —T. FEFREE MMC X v A >D 20w o LET, BXKID Z
AELET, RIS BREZHIV I LT ZBRLET,

ATY T 9 /—FRZBERLE T, EITENLEDNDDORAEZRDITET (EKXKID B —HT 33
TTY) ZTNITV YT LTHRAEZHEE I, XTEFRLET, 27V vILET, FAE
DIVAR—bTaF—FHEHLET, 27V v I LET. 771IIERICOVT. ROFT
DavEBERLET,

O—#1 3 4 X & hizEfR(/en-us/federated-authentication-service/2206/media/fas-privatekeys-

certificate-export-wizard.png)

FERiE THEE X vtE—J8XAE%E - PKCS #7 5EFAE (\P7B)) THD. [AIgETHNIE. EEEAD/N
ACHBIIRTOIHEZZTHD ] NERSNTVIHRENHD 9,

ATYF10: TIVRKR—bLIGEERE 7 71 )L%Z FAS H—N\—ICOE—L X T,

257w 11: FAS " —/N\—TX®D PowerShell ¥ > RLw b2 A LT, EIFIEREISIFAE% FAS
Y—N—=IlC1 >V R—FLET,

A—#1 354 X & hizEfR(/en-us/federated-authentication-service/2206/media/fas-privatekeys-
import-fasauthorizationcertificiate-response.png)

(IR

O—#1 34 X & hizEff(/en-us/federated-authentication-service/2206/media/fas-privatekeys-

import-fasauthorizationcertificiate-response-example.png)
RDEDICRTREINFT,

O— #1354 X &N izEfR(/en-us/federated-authentication-service/2206/media/fas-privatekeys-

import-fasauthorizationcertificiate-response-display.png)

SERIEBIEIFAZE OMEF —HDTPMICEL K FRESTNTWS C L ZHEER T 3 I2I1E. RDPowerShell
IRV RZFERALET, BEREEIAZSOMEF —DNTPMICREFINTUVSIEE.
PrivateKeyProvider 7 -+ —JL R (&Microsoft Platform Crypto Provider|Z5%E SN E I

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

ATy F12: FASEEIYV Y —I)LZFALTH 5. BEBILE T,
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&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

7E: TAuthorize this servicel] DX 7w FICIFFEEDF T v I —IHDMTVWVTULE T,

ATYT13: FASEEI>Y —I)LTCRulesZ 7% ER L. 1 VA =)L THAINTULSER
EziREL XY,

%3

CDORFITIE. HSMICIRFSN TV S EREERIRAZEOME T — L I - —SERZOWE X —ICD
WTEEAL £9. COBITIE. HSMAERINTWVWB Z e ZFRE LTWE T, HSMICIE. 7=k
Z & THSM_Vendor's Key Storage Provider] &S 7ANAR—&HHD £,

FASH—N—%REILRIETETIZITENHDH5EIF. NATN—=—NA1HF—DHR—KZDOWVT
HSMAR YA —CHEER L TLEELY,

ATy EEIVY—I)LZFER L TFASOYIEIREZ1T OB,  Deploy certificate templates.
& TSet up a certificate authorityl DRFID2DODA Ty TDHZTT LF T,
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

A7 F2: HSMDProviderNamefEDMAI TH BN E D 2 HI#i T 2 7c®IC. HSMARY A —D R F 2
XY b EBRLTLIES V. HSMA'CAPIZER L TWAIHEE. TONA A —ERFa X2+ T
Cryptographic Service Provider (CSP) EMEIND B D £9, HSMACNGZER L TL 315
&. 70O/N1 4 —I¥Key Storage Provider (KSP) L FEHENBZ ZehH D £,

ATYTBRET7AINZERDELSICHREL o

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor's HKey Storage Provider"/>

T7AILUFRDESICED T
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<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ —->
<!-— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -3

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel" value="3" / —-—>
<!-— Logging: Event IDs to not log (comma separated) ——>

<!=— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs -->

<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CDF ) ATIE. HSMHAICNGZER L TW37=8. ProviderLegacyCspfEidfalselZf%E SN T
WX 9, HSMA'CAPIZER L TW35E. ProviderLegacyCspfldtruellfRE T 2 HEHLH D F
¥ HSMA'CAPIECNGD YL 5Z AL TWVWEHNZHER T BICIE. HSMARY A —D RF a2 XY
FZSRLTIZTW, oo IERMRSAF—ERTHR— TN TVEF—RICDOVTIE
HSMARY A —DRFa XY b EBRLTKEIV. COFITIE. F—RIFT T+l bD2048E
MIRESTNTWLWET, BEITAF—EMIN—RIZT7THR—FINTVWR e ZHRLTE

Ly,

ZFIE4 : Citrix Federated Authentication Servicez BicE L T. #8877 1ILH SEZFAED £
ER

FIE5 : FASEIEO>Y —)LdO* [Initial Setup] # 7T [Authorize] »*%& 2 ) w2 LT, HSMIN
ICRSAF —RT7ZER L. FAAZERERZERL £75

FIE6 : F—RT7HHSMTERINI=C &%= MERT BIIE. WindowsTI R cOT D7 )4 —
OaYvIVRIZEBERLED,

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

A [FAONAA—  HSMARIU A —DF—A ML= 7ONA 4 —]

FIE7 : FEREKRE Y —/\—T. EPAEEAMMCO** [Pending Requests] **/ — R%Z#EIRL £95

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
07 BEGIN NE..  The operation compl.. Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

BRZ2H7V T L. * [Issue] *Z&ERL XTI,

X TZCOY—EX%ERT 2] OFEICIIFEEDOF v II—IDMTVTVET,
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE8 : FASEIEO>Y —I)L T [Rules] *&J7%Z:#IRL. (/ja-jp/federated-authentication-
service/2206/install-configure.html)ICEEEH TN TV D LD ICKREZIREL £,

FASEFFAEX L —

FASIZ. SFBREZE%R1FE T B 7-0OICFASH —/N\—_EDMicrosoftSEFAZ X b 7= AL Tt A. HAA
HT—RIN—EFERALE T,

HIRHERISIFAZE OGUIDERIE T B ICIE. FASH—/N\—TXDPowerShell ¥ KL w tZAAL
£9,

Add-pssnapin Citrix.a&ast;
Get-FasAuthorizationCertificate -address \<FAS server FQDN>

5l Z |£. Get-FasAuthorizationCertificate —address cg-fas-2.auth.net:
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

- —GEEAED VX FZEUS I BICIE. RDKSICANDLET,
Get-FasUserCertificate -address \<FAS server FQDN>
5l Z 1. Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate

ThumbPrint : 2A81185BBEF8B69618@F5FDEGFACOFBEFBAEBS9

UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

21
2N
#,

—DGUIDIF. X=ZFERALTEIETEFXY,

fas.stu.net

5

MW F —DRFICHSMEER T 2B 5. HSMO Y T FHIEGUIDTHEA SN E I, HSMEDH
+

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

IR

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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PS CiwUsershadministrator:> Get-FasUserCertificate fas3.djwfas.net

PrivateKeyIdentifier : 38485cdd-63af-43e4-9135-2412246b1112
ovider i Microsoft Software Key Storage Provider
I=sChng : True

ThumbPrint : AD2441FA5S8A02066A84DB198EAREA9T7 65 28DE0ET
UzerPrincipalName : joe@djwfas.net

Role : default

CertificateDefinition : default Definition

ExpiryDate : 19/81/2818 @9:18:48

RERHR
o A VR —ILEAERL I FASDA VR b—IL CHEICEET 3 T EASRERN T,

« —RHNBFASERMIZ. 77 —>3 BV —EXRT7—FT7I7FvOBE] OEHICFL
HENTUVET,

« ZOMD TNUY—) &BFEIF. TRERIBK OREFTBEBNTNTULET,

EXaVTor Ry NT—T1ERK

717 L—> 3 EREEY —E X (FAS) &, Microsoft Active Directory & & UF Microsoft SIEEEHERES &
BERIRESINTVE T, RXA>O>bO—F—PZOMOEELRA VT TR ST F v LRk
IKEFa)TsRIS—ZHREL. DATLDNEYICEEIN, EFa2) T EERINTVWSC
EEMHRT D EHFRARTY,

CORFaAAXYETIE FASZERETARICERINT X2 ) T BEOHEZFHAL X,
EKfcs AVIT AN 9FvDEF2U T REICRILDOFIAAIRERHKEDOBIEZDHRAL X9,

Ry MI—OTF—%FOF ¥
RO, FAS DEMATHEACNBZEFELRIVR—X > betFaT0RBRZRLTVET,

FAS H—N\—Id. FSEAES LU R Xr>a>y bO—F—EKIC. EFXa U7 LEERT Y
TSRSV FvDO—EE LTIRONZBENBHD £9, 77 L— 3 VIRIETIE. Citrix
Gateway & Citrix StoreFront M1 —H—F8fZ X792 AVR—R>Y b TY, £DMOD Citrix
Virtual Apps and Desktops™ > R—3%> bE. FAS DEAICKZHEEZITEFE Ao

A—7 7 1 X & Ni-Ef%(/en-us/federated-authentication-service/2206/media/fas-security-

network.png)
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F27AT70F—INeRy bO—0t€Fal) T+

AR— b 443 2H D TLS (&, Citrix Gateway. StoreFront. & & T Delivery Controller™ J > 7R—=x
> hREDEEZREL £9, StoreFront H—/\N— (X EFEH DA X RITL. Citrix Gateway (&
HTTPS R— bk 443 ZERL T V2 —x v MERADERDH EZITANE T,

StoreFront Hr—/\— (. HEEZEE S N7z Kerberos # R L THR— bk 80 2T FAS H—/\— |l
L £ 9, EREEICIE. FAS H—/\—D Kerberos HOST/fqdn ID & StoreFront 1 —/\—® Kerberos
IOV T7HAOY M IDAMEREINE T, CNICEK DL Citrix Virtual Delivery Agent (VDA) A3 1 —+4 —
ZOJF T BR1HOICHER. 1LERD D MERER/N>VRIL] BERIhEFT,

HDX w3 Vh VDA ICEFiSND & VDA HKR— b 80 #BHT FAS H—/N\—I(THEK L £ 95
FREEICIE. FAS H—/N—® Kerberos HOST/fqdn ID & VDA @ Kerberos ¥ > ID BMERE N E
T, Ffoo VDAIKMIAEZECMBX—ICT IR T 37010 TERBR/\> RV ZRHETIHE
HHDET,

Microsoft sFRARS (L. Kerberos SREFE 7= DCOM Z AL @ EEZZITANE T, CHIZEE
TCPR—r2FEHEITBESICHEBRTITEY, AEBEIEE . FAS H—N—DEEINFR
I—x Y FFREICKSTELINI-CMC N7y b 2IBET I EZERL F TS

Y—N— TPAFT I +—ILR—b

\
H
L
]

FREE—E X [in] StoreFront™ & K VDAL 5 DHTTPH#EH
Kerberos. [out] MicrosoftSEEA#REI A DDCOM

&

3

ShUYORTF—bo A [N 22472 UHS5DHTTPS, [in/out]
StoreFrontth —/N\— X MHTTPS. [out] VDAN
DHDX

StoreFront [NbJYIRT—bDTAH5D
HTTPS. [out] 7UND— 3> bO—5—AD
HTTPS. [out] FASA®MKerberos HTTP

FUN)—a>rO—5— [in] StoreFront™ —/N\—H'5 DHTTPS. [in/out]
VDAD 5 DHTTPiZEHKerberos

VDA [infout] 7N —2a> bO—5—H5D
HTTP#ZHKerberos. [in]| > cJw IR F—k
7 T4 H5DHDX. [out] FASA®DKerberos
HTTP

MicrosoftziF BB 18 [in] FASH'5 MDCOMEB & UIE#
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Citrix 7 7 L —7 v RE5FH— E X & Citrix Cloud™R] D&t

YV —=I)LEFASIE. TEN'NI——Tho> by bhoD—0—EXT7HO> ME{ERL
T ROT7RLRIZCT72ERLET,

e A—HY—7HTUYMNTFOFASEEIOY —IL

*,.cloud.com

*.citrixworkspacesapi.net

c METH—RN—FTDID7ONAE—%FALTVWBRBRICHNBERDZT7RLR
o« XY bhTD—OH—EXT7HTY FTFDOFASH—E X:

*.citrixworkspacesapi.net
*.citrixnetworkapi.net
REICTOFOH—N—DEFFENTVWREEIF. FASEEIVY —IILO7 RLRATI—H—FOF

DEBERLET, fow netshFLZEAKRDOY —ILZFERALT. Xy b= —EXT7AT > b
DF7 RLADEREINTWVWB C EZRR LTS ZEL,

tXal) T ICET3EREE

FASIZ. RXA > A—H =KL >TEENICIAZ2RIT T2 5 RMEIAE*F > TV E
o TDID. FASH—N—%FREL. TOIERZFHIRTZ/-0DFa) TR —%FE
L. RETZIEHEETT,

FEESNBEFZFI—>T b

FASIZ. BT -1 b LTHEET A TA——EBEEERITL £ 9. MicrosoftiFBA#4%ES
Tk BRI-YIv b IHETVTL— b BIUBRI—V Y MGIREERTTES
A—H—%HFRTETEX,

MZFMI—2 1> by 4+ 707 (len-uslfederated-authentication-service/2206/media/delegated-

enrollment-agents.png)
CORATATZERLT. UTZHRATETET,

o« BIRT—>21 > ) RMICIBFASH —N—DADREFENTVB &,
« FGFBFET > 7L — )X MCIFFAST YT L—bDADFENTVSE C K,

o R X MCIFFASOFERANHFIIINTVWRI—H—DAREEFNTVWDIZ E, Tz
FASHEBEV I —FFHIdRESN -2 —JI)IL—021——ICAAEZRHRITLAVLK
SICTBZCIFEVWEIETY,
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7Ot AGEIEY X b O

MNL—ILZHER Y 31 £ a>THEATNTWS L SIS, SBREENRITEINBZMRIC. FASICI—
H—IDET7H— B E2FEEINTLSStoreFronth—/\N—D U X % #BRT Z2BENH D &
T BRKIC. EDOIA—H—ICFEAENRITINSE D BLUVLEDVDATY S VIR TE 3 h =l
FRTEEJ, COEEIZ. BT SIZEDActive Directory £ 7o (XEEREERBI Dz 2 1) T #EREIC
EMEINZHDTT,

T7AT7 I 4+—IIRE
FASH—/N—ADITRTDERFIL. — F8OEH THEESREE & N/=Windows Communication
Foundation (WCF) Kerberos®v k7 — &Gz ER L £ 95

IR MO DER

FAS Y VDAIE. WindowsA RY fOFJICIBREZEZTAAE T, OOV IE. BERBELVEEIBR
ICERTEEY, R bO7) B avilid. ERAlgERAIRY OJITY FUH—E
TReNTWEXY,

N—Fox7€*xaFTq4E€>a—)L

FASICL > TRITINA—Y—AZEX —2 ST IR TOMEF —IX. Network Service 7 1177
VMIKOTIVRR—MREREAWMBF— LTREINE T, EXaUToR)—TRhREL
INB3HEE. FASIIES{tN—R Iz 7Exa) T4 E a2 - IILOFEAZYR—FLET,

ELARILDOESILERLIL. FederatedAuthenticationService.exe.configZ 7 1 L CHJATE £,
CNEDOREIF. MEBEXF—DRVNCERINZI CIITERINE T, LD >T. BEHFEBEOWME
F— (FzrzId. 4096y b, TPMRE) & TV XA LIA—H—FEEICIE. BERIHBEEFEH
TEXY,

INSA—B— SEA

ProviderLegacyCsp truelCERE 9 D &« FASIEMicrosoft CryptoAPI
(CAP)ZEARAL £9, #NUANDIFE. FASIE
Microsoft Cryptography Next Generation API

(CNG)ZFEARAL X9,

ProviderName BT 3CAPIET-IZCNGTONTE —D%
Ao

ProviderType Microsoft

KeyContainerPermissionAccessEntry.Provider
Type 70O/N7« PROV_RSA AES 24 %#35L
9, CAPITHSMZER L TED HSMAR Y
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INSKX—B— SR

A—HBIRIEE L TWIIBEZRE. §ic24
THBIRNELHD £,

KeyProtection WERD TTUZR—ragE) 757 Z
LET, Ffeo N—RIITT7THR—FENT
WBHBE. FSRTYRTIIv T +x—LE
Ja—JL (TPM) ¥— X L= OFERH A
L£7,

KeyLength RSAMZH#ODHER, HR—FINTLBMEIE
1024, 2048. 4096 TY (T 7 #JL k:2048),
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Advanced.
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’ :\3 Data Collector Sef Select counters from computer:
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Citrix Federated Authentication Service o
s Per Minute
Concurrent ate Signing Reguest Count
High Load Level
Medium Load Level
Pool Key Count
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| Audit precess tracking
| Auaclit system events

Y

Security Setting
Success, Failure
Success, Failure
Mo auditing
Success, Failure
Me auditing
Success, Failure
Failure

Me auditing
Success, Failure

SEEAE DREEO Y

SFEAE ORI Z R TS
XY — b A— REEEAZEHDER

AEAZC LTI I RR—

T > R THREETE £ 9: certutil —verify user.cer

bENTGE @EX—EFE) . RO

BEEOJzaMICLTWY
REICHIEER) S —%=EL THI
RXas>a>yrO—>—ldtExa) 5007 71)LICEM
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CAPIOJ % E®ICT S

XA bO—-7—1—HF—DII 2T ARXYIE2—T—ZHE.

CAPI2/Operational Logs D OJEEEFEBMICL £,

CAPIOZ &, DL T X k) F—THIMETE £ 9 CurrentControlSet\Services\crypt32.

fig
DiagLevel (DWORD)
DiagMatchAnyMask (QUADWORD)

DiagProcessName (MULTI_SZ)

CAPI O

-

Awy—o

‘4

FT—2DIEE

KENDHED

X509 A7V b

Fr—2R) S —DORER

ITo5—AXyt—
I>—1—F

SERREDMER TN TULEEA

SI':IE

B
ML NJL (0~5)
ARY M T 1 LB — (TARTIC Oxffffff = 1EF)

7O RHTT 1 )LEZ— (B LSASS.exe)

SI':IE

B

LSA M CertGetCertificateChain Z MO L &
L7z @@RZED)

LSA H' CertVerifyRevocation ZMHUNME L £ L
- BRZZ0)

SFHE— R TId. FEBRSE CEEEAERMY X
(CRL) B’
AppData\LocalLow\Microsoft\X5090bjects |
AOTENET

LSA H' CertVerifyChainPolicy ZMFUH L F L
fc (INGA—R—%FT)

S&"

B

AX—hA—FEERZFIF. JVEa2—4%—0
FREEAER 7B LEEINTIL— RS
BAEX MV ICHBAEAS 2 AL THEETE
FEATLTS

Microsoft/Windows/
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S&"

I>—1—FR Bq

AERERMFIVIIS— AY— b H—RODCRLIZ. FEEAZEDCRLEI
RAYEMTEESNIETRLIANSETY
A—RTEFEBATLce RIF T v oD
ADZE. chicEbOdF DI L%A<
%D ¥9, (/ja-jp/federated-authentication-
service/2206/config-manage/troubleshoot-
logon.html#certificates-and-public-key-
infrastructure)z 7> 3 > @ THIERAE £ NFH#E
AVITSRAMSTF v Z2BRLTIZTL,

AEEAEEAT S — CORAEROTAVICELTWERA.
EZIE = N—GEAE X IFBRFAET
HBEREEDBD T,

Kerberos[14/
KerberosOZ Z#BMICTBRICIE. RX/>dA>bbO—5—I Y RA—4—TI VT ROLY
A MUEEERL £,

NT B4R fi& [DWORD]

CurrentControlSet\Control\Ls LogLevel Ox1
a\Kerberos\Parameters

CurrentControlSet\Control\Ls KerbDebuglevel Oxfffffff
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel Ox1
dc

CurrentControlSet\Services\K KdcExtraLogLevel Oxaf
dc

KerberosOZ I3 AT LRy rOJICHATNE T,

e MEEINTULARWIERREZ] O&LS5HBXAvE—F. B AEZTHDIET T,
¢« 2DDIZ—O— RIFBHRIRHETHD., ZL2ICEHTTET,

o KDC_ERR_PREAUTH_REQUIRED (VWK X/ > Y bO—5— O MIBREMED=HIC
FRINEY)
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o ARBR7: TS5 — Ox4db

RXqs>ayra—5—68&U97—0XF5F—>3>07
DI 3>TIE. A——hERETOI A LItEETOR Xy cad—5—87—2
AT—=g3 Y EOFHINZOITY CJICDWTEHELE Y,

RX>a>y kO—>— CAPI2OY

RXqs>aA> rO—Z—DtEFxa)Fa09

Virtual Delivery Agent (VDA) ¥ a2 ) 74 0O%

VDA CAPI O

VDA ¥ X7 L0OY

RXr>a>ybO—5—CAPI2 OY
OJ#4 > HIC, XA/ b A= —I 30 LcDEERREZRE L. RO T—EDOOY
IobD)EERLET,

Operational Number of events: &

Level Date and Time Source EventID Task Category

{1 Information 21/08/2016 15:14:54 30 Verfy Chain Palicy
(1) Information 217062016 151454 CAPLZ 11 Build Chain

(i) Information 21/06/2016 15:14:54 CAPIZ 30 X503 Objects

(i) Information 2108/ 2016 15:14:54 CAPLIZ 41 Verify Revocation
{Dln!'nrmatian 21/06/2016 15:14&:54 CAPLZ 40 Verify Revocation
@In!’nrmatian 21706,/ 2016 15:14:54 CAPI2 10 Build Chain

BIERHNBARY PO A v E—JF RXAC>OY FO—5— L0 Isass.exe ' VDA D SigH S
NIEERREICEDOVWTF oz — 22 BE L. Z0BEWYE K%EST) #RIELTVWEA ez RL
TWEY, #RIE TERROR SUCCESS] t LTERENE T,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCBSAFBTF18TETADAAADSCEFOSCCTS05C4176F.cer
[ subjectName] fred

- CertificateChain
[ chainRef] [FFO3F7OB-52F3-4C93-877A-SDFFE40B9574)

- Flags
[value] ]

- Status
[ chainindex] -1
[ elementindex] -1

- EventAuxinfo
[ ProcessMame] lsass.exe

= CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4CT6-9B1C-49FEDT86318F)
[ SeqMumber] 1

- Result

[ value] 0

FXq>ayrO—5—0tFaUF7,00
RXA>IAY rA=5—E—EOOTF VAR b Z2RTLET, FBRAN> M 4768 T\ FE
BAE D' Kerberos F7 v MREEF 7w b (krbtgt) DFEITICEATNE T,

NEDEIOXyvE—JlF Y—N—DI 2 T7HIOY MDA R XA b O—5—IC L TER
MEITO>TWAIEZRLTVWEY, RIS XvE—21F LW kibtgt (ICEBT 22— —7
AOVERDRARX> O bO—5—ICHLTEREZITOHICERAINTVWA e ZRLTULE
ER
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Keywaords
"‘l‘»ﬂwdil Success
""-'4»‘ Audit Success
CL“ Audit Success
M Audit Success
‘21‘_ Audit Success
21, Audit Success
':akﬂud'rt Success
'Ek‘ﬁuud'n Success

Date and Time

2170652016 15:14:56
21/06/2016 15:1456
217062016 15:14:54
21/06/201615:14:54
21/06/2016 151454
21/06/2016 15:14:54
21/06/2016 15:14:54
21/06/2016 151454

Source Event D Task Category

Security-Auditing 4624 Logon

Security-Auditing 4624 Legon

Security-Auditing 4763 Kerberos Service Ticket Operations

Security-Auditing Kerberos Authentication Service
Security-Auditing 4763 Kerberos Service Ticket Operations
Security-Auditing 4634 Logoff
Security-Auditing 4624 Logon
Security-Auditing 4624 Logon

Event 4768, Security-Auditing

General | Details |

@ Friendly View ) XML View
+ System
- EventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-502
TicketOptions  0x40810010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress Hfff192.168.0.10
IpPort 493458
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5F0001D1FCAZACI0OF368TOCEECO0000001 DI FC
CertThumbprint 23BC65AFBYF18787ADAAADSCEFDSCCTS05C4176F

VDAtFxaUFos0OY

O AR MINIGTS VDAEXF 2T BEBEOVIE. IRV NID4648 DIV R TH

D, winlogon.exe h5FEEL £95
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
G Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logon .

<‘| m ¥

Event 4543, Security-Auditing 4

]G:ncﬂl Details |

®) Friendly View

0 EMIL View

+ System
- EwventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7
LogonGuid {00000000-0000-0000-0000-000000000000)
TargetUserName fred
TargetDomainMame CITRIXTEST
TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo localhost

Processid Ox126¢

ProcessName  C\Windows\System32\winlogon.exe

lpAddress 192.168.09

IpPort 511 W
VDA CAPI O%

_ DVDA CAPIOY DI, Isass.exeh S DE—DF T —UBRERIAES —T > XZRLTHED.
KX+ > 3> kO—>—3EAZE (de.citrixtest.net) ZHREEL TWLWE 9

(1} Information 21/06/2016 15:14:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 15:14:34 Capi2 11 Build Chairn

(1) Information 21/06/2016 13:14:34 Capi2 00 X309 Objects
(_D Information 21/06/2016 13:14:34 CapI2 41 Verify Revocat...
(i) Information 21/06/2016 15:14:54 CARI2 40 Verify Revocat..,
(i} Information 217062016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDAY ZF7LAY

KerberosOJ SBEHABMICHE>TWBIHE. S XTLO7ICIETS—
KDC_ERR_PREAUTH_REQUIRED (BffTZTX9) &. KerberosOJ A >HHEIILIZ %R
I Winlogonh'5D I ) HARRTNE T,

(1) Information 21/06/2016 15 14:56 Winlegon 7001
I!-_:ll'Ern:H 21/0672076 15 14:54 Security-Kerberos 3
<| il | 3
Event 7001, Winlogan »
[ Generat | Details |
®) Friendly View () EML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEESE383-TCF3-4331-91CC-A3CE16A2B538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
= Timal rasatard

Windows1 X O %A L 7=FASDER

TARTODFASAARY MMEWindows 7 FU T —> 3 AR bOJICETIAFEFNEF T, System
Centre Operations Manager (SCOM) B D& mZzERA LT, CCTHEATNhTWS 7O L1
Ry hEFEHLTFASH—EXOBEMEERTETET,
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FASH—E X IRTHRTIH?
FASH —E XDERITHEHIESHZHIT SICI1E. TOEX

Citrix.Authentication.FederatedAuthenticationService.exeZ 8 L £ 95

FASH—EXRZERTI-OORLEBEELRARNY FOANZDEI 3V THEINTULWET,
FASAARY FO—RDOTRLE) I MIDWTIE. FASA/ARY FOJ BB LTLIET L,

FASESMIRY k

RDANY ME FASH—EXDREETHEHhESHhZRLTVET,

14 R Y —XIZ Citrix.Authentication.Federated AuthenticationService T9d,

ARV K

[S003]

[S022]

[S023]

[S123]

[S124]

ARYETHFX L

EBIEE [0} X T
FURE—R%E [{1)]
ICERE

BIRE [0} KX > T
FYRE—REAT

ICERTE

FEE {0 AT
FTURE-—REXY

ICERE

[upn: {0} role: {1}]
[exception: {2}]DEE
BAZDRITICKEL
Fl7o

[certifcate authority:
{2}] [exception: {3}] T

A

FASH—E XD X >
TFHFRAE—RICEK
ETNTh. XoTF
FTURXE— R SR
BRENnF L7

FASH—E X% >
FFYAE—RDS
R NE L.

FASTH—E XIEX >
FFYRE—RICH
D i l/TCo

CDARY &
FASHMERL ST LY
3CAOLWVINHI—
H—EERE DFEITIC
B LD o75E
12, [S124]D#EICFH
¥LFJ, £01—
Y- TILTA
A VIEKEL £
ER

FASHHEE S L7=CA
hS51——5EERE

p=3

XVFFIRAE—R
Fx. FASH—/\—
E> >IN aoF
VICERTEEE
Ao

FAS 10.7 / CVAD
2109 AR THIBA
BET Y,

FAS 10.7 / CVAD
2109LABE TH) AT BE
T,

CDARY M 1B
BENTWEIART
DCADEEEL TLVR
nwCoezrRLTW3
AEEMLH D £,
FASHHSMZ%Z fEF S
BLDICHEEEINT
W35 H. HSMA R
BELTLWARVLWIZED
TLTWBETEEED
HHFEI,

ZDARY FE. CA
HIERE L TULVAR LY
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ARV FFER L

[upn: {0} role: {1}]®D
FERRZE D RITICKHK
LFL7

SORLEERAE DB RHA
IRAES & <IN F
3 (3%&D{0}H) . it
BAZ DFFM © {1}

[S413]

[S414] SUEEEERAE DB RNER
BRAYINE L7z FE

BAE DEFAE: {0}

577 REHFASTIARY b

Citrix Cloud™ & & L TFASZFERA L TW3IEE

NESHERLET,

AR Y —X|ECitrix.Fas.Cloud T9,

A

ZERLELDELE
EEIC. IS—HFE
£ LF LT FASH
BROCATHER N
TW3HE. FASIE
ADCATEREZHTT
LY,

CDARY &
FASEREEEEFAZE DA
SHERBRANA DK E7E
HIMICER SN E
o TIAIET
i&. SRELEEFRZEDHE
SHERBRM30BH LA T
HBHE. AR~
FEBEHERINE
ED

FASEREEGEERZE D F
SHERBR AN B &\

AR MMIEH
BICEREINE T,

TI7AILETIE C
DARY MMIERE
REnEzd,

p= 3
. EIETEARLRK
RETHDrxERL
TWBEEEMD B D
9, FASHHSM%
FRT3LSICHER
TNTW3BE
HSMAWERE L TLVR
WIHmRLTWVDS
ATEEMEA B D 7,
BE. BEDRR
THRET B DITIRIL
5%9,

T 7 # )L FEREIE.
cmdlet Set-
FasRacCertificateMo
nitor Z £ L T
BTETFJ, FMIC
DWWTI&.
PowerShell ¥ > K
Ly hEBRLTL
y ke A

BRIHEARRAYINS
. FASIZFHL WL
I—H—iERET4E
RTEHR<%BD, &
SONYA AN
K LIED £

« UFOARY MMIFASH—ERDEETH S
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IRV b+

[S012]

[S013]

XU T1MRV

ARYEFTHFIH

FASH —E X [ECitrix
Cloudh*5D >
WHA>FICHIA
BJEETY

FASH — E X & Citrix
Cloudh 5D >4
WA >FICFIA
TETEHA- [{0}] 5%
McOVWTIE. BIE
aYY —I)LTHESRT
TFET

A

CDARY &
Workspace (DD
Citrix Cloud) H*5®
VTN T
HHEEEL TWVWBIET
ThdcxERLE
ER

ZDARY &
FAShH'Workspace

(D F DCitrix
Cloud) 50> >
TIWNTAOF %R
HTEHRVWICZR
LTWVWET, Xv
—JZiE. T
WA > F VU h\eE
LABWERMIEEN
TWET,

2R

CDARY M ERT
I BHEIIC. FASIX(L)
BRINTW3C
v QX TFUR
E—RTIEBWT
L. B XV(I)Citrix
Cloudic#fi N T
W3 ezmHERLE
ER

FAS|ZCitrix Cloud\
DK e 75 3t & M
FLEY, CDEs
lF. XYy bT—=0D
AEGFOF>
H—N—DEGHEm
RIS —7Y, TF
S ELRIBR TR A L]
rEndZehHn
£9, CDHFA.
RNy b TFFIMIIE
l'Service is not
connected to the
cloud; ERRENZF
To CHUIIEELH
fETH D, FASIZE
5 |ZCitrix Cloud\
DiEme BRIl £
StLFET,

RDANRY MM AEBIV T T DFASZEBLES S LI ZRLTVWET,

14 R> Y —XI|Z Citrix.Authentication.Federated AuthenticationService T9d,

ARY ~

[S001]

ARETHRZXF

7ot REE: 1—H— [{0}]
|¥AdministratorsZ )L —®D

AXYN—TIEHOEFEA

SII:IE

B4

FASOREXRNEIIEE
LS LEFLED. HUEH
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IRV R ARV ETFHER B B
LITIZFASEIBECIZH D £
-t"_-/b—c‘\ L/TCO
[S002] 7ot REE: 2—H— [{0}] FASIL—ILDREZRRNF T
IFO—JL [{1})] DEEBETIE IFZELELSELELEED.
HOFEA MU H LTTIZFASEEE TIX
HOEEHATLT
[S101] H—/\— [{0}] I&. O—JL aA—H—DETH—rL&ELS
[{1}] TID%Z 7H— k9 B1ER ELELEA. HUELITIC
hdHpbFEFHA IEZDMERDH D £H Ao
FASIL— LR TEFRI S NT
L3 StoreFront™+ —/\—
(BLUKETIHEIE
Workspace) D&HhH 11—
H—IDET7H— L TEET,
[S104] H—/\— [{0}] IZUPN [{1}] D A—H—IDET7H—rLELS
TH—hIKBLEFLE LELED. FASIL—ILIE
(UPNIZO—JL [{2}] TEHFEI S Hickba—H4—7ho> bk
NTLWEEA) IFEFETNTULEEAS
[S205] SEEREFBE 7V £ AHHES VDAD'FASTY VT IV >
SNFELL-FUELTTH FrzRITLESELFLE
7>k [0} & JL—IL [{1}] H. FASIL—ILIREICEL D
DFFA] ENTFERREFFEE T VDAIFFFAI TN TV EE A,
l¥HDFEA
FASTRY> kOY

MDRIC. FASICK > TEREINTARY  OJIV M) ZRLET,
BEARY
CN5DANY MMEL FASH—N—DBRZEEICKRLTAOJICERINE T,
oJ3—Fk
[S001] 77 £ RIEF: A —H— [{0)] FBBEE T IL—TDAYN—TIEHD FHA

[S002] 77t RIEF: 2 —H— [{0}] I1F1RE [{1})] DEEETIEIHD FHA
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aJa—Fkr
[S003] BEEEE [0 B A VT FHFYRAE—RE {1 ICRELTVWET

[S004] BIEE [{0}] HCA[{1] 5T > FL — b [{2} and {3}] ZfFF L TARGAAZEZER L TL
£

[S005] EIEE [{0}] H'CA[{1}] DEFEZEDBE L TWVWET
[S006] BHEE [{0}] H'#TL LWEERAEER [{1)] ZMERL TV T
[S007] EIEE [{0)] NEIPASER [(1)] ZBH L TLET
[S008] BEIRE [{0}] H'EERAEER [{1}] ZHIRLTLET
[S009] BIEE [{0)] HFTLWIL—IL [{1})] ZfERE L TWE
[S010] BEE {0} WIL—IL {1 ZBHLTVET

[S011] BEEE [{0)] DIL—IL [{1}] ZHIFRLTWE T

[S012] BIEE [{0}] H'EERAZE [upn: {1} sid: {2} rule: {3}][Certificate Definition: {4}] ZERL L TL\E
[Security Context: {5}]

[S013] EIE#E [{0}] H'EERAZE [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}] % H!)
PRLTUVWET

[S015] EIE#E [{0}] HFEEREZEK [TPM: {1}] Z/FRAL TWVWE T

[S016] EIEHE [{0}] HHEEREEPAE [Reference: {1}] Z1 Y R—FLTWVWET
[S022] BIEE [{0)) XAV TF Y RE—REA TIZRE

[S023] BIEE [[0)) WAV TFH Y RE—REFAVICKRE

[S024] BIEE [{0)] B’V AT LNILAEZZ—%HRE

[S025] BIEE [{0}] B AT LANILRAEZ R —%RE

[S026] EIEE [{0}] NRAGEFAZEE= X —ZRTE

[S027] BIEE [{0}] WRAGEFRZEE=4—ZUtv

[S050] EIEE [{0}] BFT LW 57 FiERZ 1ER: [{1}]
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AJad—k
[S051] BIEE [{0}] NV TV RiERZ EH: [{1)]
[S052] EEE [{0)] 1'U 5 Rigmz IR
[S060] BIEE {0} U TV REFRZERLTVWEY, 1 VXF VR {1}

[S060] BIEE (0] "R A LI MRS RA I TURERZERLTVWEY, 1 XZV {1}
CloudServiceUrlFormat: {2}

[S061] BIEE (0 WU TRBRZTTLTWVWEY, UV —XDIFFr: {1} IL—IL%&: {2}

[S062] EIEE {0 BV 5V RERZETT LE LI VY —RDBF: {1} {2). JL—I)L%: {8} &
E: {41 (5D

[S063] 7 T REERHICKRSIT 7 —HREL £ L7 BHI9ME {0} TLT

[S063] [S064] ¥ 5 REFHRICFRABRIS—DMREL X LT HISME{0} TLT

aJ3d—k
[S401]) B 7 v ¥ L — R &ERITH -- /N\—2 3 > {0} H*5][to version {1}]

[S402] T 5 —: Citrix Federated Authentication Service (& Network Service & L TRITY 2% EH
& D E 9 [currently running as: {0}]

[S404] Citrix Federated Authentication Service 7— 2 X— X Z@HIIHELTWET
[S405] LA MM T —ER—=ZIADT—RBTRICTS—HEELF L7 [{0)

[S406] LY R M UDBT—IN=ZANDT—2BTHET LE L (F: 21— —FREIEFBITS
nNELA)

[S407] T—EAR—ZADBEIFEET 37D LIXMIR=RDT—RIFT—EZR—=XIIBITIN
FEATLIL

[S408) B Z ATV I L—RTEFEHA - [/N\—2 3 > {0} h 5]to version {1}]

[S409] ThreadPool M&RICZEIN L £ L 7= - MinThreads H' [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3}] ICFABIN KL
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AJa—kr
[S410] ThreadPool DHERICKI L % L 7= - MinThreads % [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3}] ICABTETEEATLTe CNICED. FASTH—N—DRXT7—3ZE
T ICHEN B SN HD £
[S411] FAS H—E X DBRFRICT S —HFEE L F L7z [{0}]
[S412) #BRT7w FIL—RHZET LE LT -- [/N\—2 3 > {0} H 5][to version {1}]
[S413) AGLEEAZ DBEMHARA E D A <IN EF 9 5D {0} B). FERRE OFFME: {1}

[S414] AEBIEBHE DB REARM N £ L 7o, FEERE DFHM: {0}

[S415) AGZEEEAZ DHESRN T T LE LTz {0} FOMEN OV ICERTRINE L1z, KREIDHEIE
{BBICFESINTUVET

D7Y—> 3 YDOER
CNEDAIARY M. BN —N—HA1—HF—O5F>EF7H— kLI FZ. FASH—
N—TEFBICOJICERBINET,

aoJ3—Fk
[S101] H—/N— [{0}] i&. O—JL [{1}] TIDZT7H— ~ I BHERDH D FEA
[S102] ¥ —/\— [{O}] IZUPN [{1}] Z 7 H# — b TE FEAT LT (IS {243}
[S103] H#—/\— [{0}] IZUPN [{1}] SID {2} ZZRL X L7cH\ Ly o7y FIESID {3} Z:B L F LT

[S104] #—/8— [{0}] [EUPN [{1}] & 7#— h TE XA T L7z (UPNIZO—IL [{2)] THAISNT
WEEA)

[S105] B —/\N— [{O}] IZID7H—> 3 > H1TL F L7 [upn: {1}, role {2}, Security Context: [{3}]]
[S120] FERAZE % F479 [upn: {0} role: {1} Security Context: [{2}]]

[S121] EEBEZE(Z [certifcate authority: {2}] (& T [upn: {0} role: {1}] ICFITENE LT

[S122] & H—/N—HBETR T [upn: {0} role: {17 HT=DD ') I T X +E {2},

[S123] [upn: {0} role: {1}] [exception: {2}] DEEFHEDFEITICKB L £ L 7=
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[S124] [upn: {0} role: {1}] MEERAZ % [certifcate authority: {2}] [exception: {3})] THEITTIFHAT
L7

SEFAEFIAEBE L LTHEET D
VDAD I—H—%OJ AV THEBZEEFIS. INEDARY MHFASH —N—TERTRICOJICEE
wanhxd,

OJ3—k
[S201] SERBEFIAE [{0)] IINRT—RICT7IVEXTE £ A,
[S202] FEFREFIABE [{0)] IFFERZBICT 7 EXTE EE A,
[S203] SERREFIAE [{0}] 1dAJ F > CSPICT7 VX TE £HE A,

[S204] SEFBEF|AE [{0}] Y. [{4)] ICK > THEEE SN /=O—/L: [{2}] [Operation: {3}] T [upn: {1}] ®
O 74 >CSPICT7U7tERALTWET,

[S205] GEFREFAE T VL ANMBEESNE LT - B L7 o > b [0} & JL—IL [{1}] DFF
A SNTEERREFIRETIEIH D £ Ao

[S206] MU' LTt 7 HU > b [{0)] IKEEREEFIEETIEH D £H Ao

[S208] ## F —1REHRB L £ L 7z [Operation: {0}][upn: {1} role: {2} certificateDefinition {3}][Error
{4} {5}

v a YRIEASY—/N\—
A—%—Htv g VRIFAEEZFERATIEEIIC. TNS5DIARY MYFASH—/N—TOJICEEER
N9,

aJa1—Fk
[S301] 77 RIEE: A—H— [{0}] IHMREBRAY— b A—RICTIEZATETEEA
[S302] 2 —1— [{0}] AREAR{REE R~ — k71— K [thumbprint: {1}] ZEKL £ L 7

[S303] 7V REE: 21— — [{0}] PMREBRXAIY— b H—F [upn: {1}] e —H L EEA
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[S304] 2—H'—[{0} AV Ea2a—2—[{2)] ETTOJ L [{1)] ERITLTH D, WEBHRIRIE
[{6}] ICIRAE X~ — k73— R [upn: {3} role: {4} thumbprint: {5}] ZEA L TWVWX T

[S305] WEREBIRIEN LB L ZF L 7= [Operation: {0}][upn: {1} role: {2} containerName {3}][Error {4}
{5}

FASPH—>a>FST1>
CNSDANY MIFASTH—> 3> TS0 VilL>TATICRBEINEF T,
aJ31—k
[S500] FAS7H—> 3> FS 04 UhEREINTULWEEA
[S501] B SNIcFASTH—> 3> 554> O— R TE LA TL I [exception:{0}]

[S502] FAST7H—> 3> F5 04 >HAa— R ENE L7 [pluginld={0}] [assembly={1}]
[location={2}]

[S503] % —/\— [{0}] B’UPN [{1}] D 7H — MBI L F L (O F VDRI EThE LT
M T30V 2] IdENEYR—RNLTULWEEA)

[S504] H—/N\— [{0}] DUPN [{1}] ® 7 H— MR L £ L7 (OJF ViHARIH I E LT
h. BEEINTFAST T4 0D H D FHA)

[S505] ' —/\— [{0}]] A’UPN [{1]] D7 H— MK L E LT (51> [{2) A OTF itz
ATF—R2A (B e Xvt—T [{4)] THEBLELTR)

[S506] 541 > [{0}] B’ —/N\— [{1}] BS5UPN [{2}] OS5 # Ve X vt —2 [{3)] TRITA
nxLE

[S507] H—/N— [{O}] IF UPN [{1}] D7 T — MIKRBLELIL (T4 {2 DXV Y R [{[4]] D
KITHICHAN [(B)] Z#RA—L F LK)

[S507] H—/N—[{0}] IEUPN[{1]] D7 H—FIZEKBLELIZ (TS 1> [{2)] DM (3] = R
O—LZFLTK)

[S508] H—/\— [{0}] & UPN [{1}]] D7 — MZEKBML XL (PO AMEBENREINF LA
T304 ) IgENEHR—FLTLWEHEA)
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[S509] H—/\— [{0}] & UPN [{1}]] 7B — MK L XL (PO AEBENREINF LA
B EINIZFAS 750140 HD £FEA)

[S510] H—/N—[{O}] IF UPN [{1]] D7 H— MZEKBMLE L (FO/ERNIBIEZ TS0 10> [{2)] I
SO TEYPERBRINELTR)

Workspace ¥ FAS
5D R ME. FAS H' Workspace &&EHE L TFERAIND CSICOJICERINE TS

m b bl
[S001] Citrix Cloud & F+—%Z20O—7—> 3 > L X L7 [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] 75U RHYR—rEZa—ILHEHLTUVET, FasHub 7 57 RH#—E X URL: {0}
[S003] FAS h'U 57 RIZEEFRINE L 7 [fas id: {0}] [transaction id: {1}]
[S004] FAS h'U 57 RADBEERICKE L & L 7z [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS W IRTEDEM Z 7 7 RIZiX(E L £ L7 [fas id: {0}] [transaction id: {1}]

[S006] FAS W IRTEDERZ 7 7 RISEEFETE FEATL - [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FASH' U 57 RHh 5B EFEFR I N E L 7 [fas id: {0}] [transaction id: {1}]

[S009] FASH' Y 5 RH 5 DEFRMEFRICK L F L7 [fas id: {0}] [transaction id: {1}] [exception:
{231

[SO10] FASTH—E RIEV TV R Xyt —C Y JURLICEFR SN TULWET: {0}
[SO11] FASH—E RIET T U RIZERINTLEEA
[S012] FASH —E R I&Citrix Cloudh' 5D > VLA > F VICHIBAEETY

[S013] FASH—E X |ZCitrix Cloudh'5 D> > J LA A VICFHIBATE £ AL [{0)] SElIXEIR
AV =)L THSRTEEY

[S014] V50 R —EZXADHEUNH LHAEEL £ L7 <service name> [fas id: {0}] [transaction
id: {1}] [exception: {2}]
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[S015] HEBEBDFFAI SN TULARWESH. Citrix Cloudh'5D X vt —JhJOvoEsnE L
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] V20 R —EZXADHEUNHLAIIL £ L7 <service name> [fas id: {0}] [transaction
id: {1}]

[S019] FASH' U 5 R 5HER%ZE A4~ > O— KR L & L7 [fas id: {0}] [transaction id: {1}]

[S020] FASH' U 57 RHh 5 DIEBREDA 7 > O— RIZKK L £ L 7= [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] V5 RHYKR—hETa—)LDEIKBL F LI FIH: {0}
[S022] V5O RHAR—hEZSa—I/ILEEIELTVETY

[S023] Citrix CloudsResEF—DO—7T—2 3 VIR L £ L7 [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]

[S024] Citrix CloudsRsEF—DO—7T—> 3 > &R L TULWE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] C D —E XDEEEF — & Citrix CloudIZTETE L £ ¢ [current key: {0}] [keys in cloud: {1}]
[S026] — D —E X DEFREEF — I&Citrix Cloud ICfFTE L £ A [current key: {0}] [keys in cloud: {1}]

[S027] Citrix Clouds8sEF— DX b L —2FERZ 7y 7 L— R L& LT [fas id: {0]]

aJ#>
N5DARY NI O A VR TVDAICEESRINE T,
aAJ3d—kr

[S101] ID7H—>a>OdFVICKBMLE LT, SB#IheaVnWI 7L —> 3 VERiE—E X [id:
{03

[S102] ID7H—>a>OdF VICKMLE LT, {0}DSIDZEFRTET £ A TL 7 [Exception: {1}
{211

[S103] ID7H—>3>Od A VKL £ LTze 2—H—{0}DSIDIX{1}TTH. BAFFEINSSID
13{2}TT
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[S104] ID7H—>a>Od A ICKBMLE LT 77 L—2 3 VEREEY — E ANDERFICKK
L £ L7z {0} [Error: {1} {2}]

[S105] ID7H—>3>Od 4 >, [A—H—%:{0)JTAY 4> L TLWE I [Domain: {1}]

[S106] ID7H—>a>Od 4>, 7x7L—> 3 88 —E X: {0} O 7 >H [Certificate: {1}]
[S107] ID7H—>3>O0F IR £ LTz, [Exception: {0}{1}]

[S108] ID7H—> 3 >H TS X7 L. ACCESS_DENIED [Caller: {0}]

v 3 VRIERAE

NE5DARY NI, A—H =Dty a  RIABEDFERZEH A TICVDAICOJEERIN
9,

Osad—Rr

[S201] REEANY—bFA—R 77 ZXHN {0} IC&K > T [PID: {1} 7O 5 L% {2}] DT=®HIZHEFRTE
N F L 7 [Certificate thumbprint: {3}]

[S203]| R AV — b H—RY TS X T L 721 XIEE [caller: {0}, session {1}]

[S204] (R AY— b H—RY TP XT Lo ARX—FA—RHYER—EDEMDCBRO>TVWET

EEASERE F—RTER
NEDARY M. FASH—N—HDELARILDBEEIREERT LI SICOJERINE T,

Osad—Rr

[S001] TrustArea::TrustArea: - > X b —JL I N7-FEFHE [TrustArea: {0}] [Certificate {1}]
[TrustAreaJoinParameters{2}

[S014] Pkcs10Request::Create: PKCS10ERAMEM S & L 7 [Distinguished Name {0}]

[S016] PrivateKey::Create [5!F {O}[¥ > V& (N[7ONA A — 2N[7AONA R =214 7 {3}]
[FEFIRER: {4)][F —&: {5)][isExportable: {6}]

[S017] 754 R— kF—:F1)— b [CspName: {0}, Identifier {1}]
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[S104] MicrosoftCertificateAuthority::GetCredentials: {0} Z R § 3 1&RHH DO 9

[S105] MicrosoftCertificate Authority::SubmitCertificateRequest T >

— B DE(E [{0)]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest SEBAZ D 17 [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &FR#F 5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

IR —-DIT—AyvE—>
ZDOtU 32 TlE. WindowsOF 74 o R—JNCA—HF—ICRRINBZ3—BHNBRIS—Xvt—

Ve—EBRRLET,

RAINBIS—AytE—2

B\ AR TIFNZXT—F

YRATLIIAOTA Y TEEFEATL LI, BRRIE

HREBREETIEFEATL . 1 ERIITR—
TNTLWEEA

*‘/Z?‘Atiﬂﬁﬁ‘ \/_C':'_E iﬁ/u_c L/TCo u:L.\nIHn_
FRINIATY— bH— REEAEIFEREIN
TLWEHEATLT.

RIEREK

AL SR

OV Ea—4—I3BREARE cRRZ

BoTWRERHBLTULEITH. Kerberos K
XA Ay hO—-S>—hEREEELEL

1o CDERED KerberosOdo) o3>
EBBLTLIEE0L,
FX%yjyhu—E—E%ﬁT%am#
RXqs>aryrO—>—h"HRY—rH—RE
SEEHR— I\?’éﬁﬁﬁﬁifﬁﬁiéhf (AF-Sca
Ao TKerberosiBaEl « TRXA>OY bk
AO—Z—888F « £ld TRXq/>av bk
a— ‘—Jﬁwiwtwhhx4zjzh
A—5—%Z8{/L TV, BIFDOFIRE
#ﬁﬂk%x%%%T%\;nmﬁﬁﬁTﬁ
BHHD £75

FRIEERE ¢ )L — hEERREA O — ALY

Ea—3—ICAYVAF=LTNTVWEE A,
FSEBHE %ﬁ4/77XF77%v%ﬁﬁ
LTLEEEL

CHILEE. SIEAZEDILEMEEN EL < RE
TNTUVAEWLD. FIZRSATF—HETES
(<2048 v k) TrERLED,
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BEfRH

e AR—bAH—FOJFVREICR XA V%M T 3. <http://support.citrix.com/article/
CTX206156>

« AN—hA—ROJF VR —: <https://docs.microsoft.com/ja-jp/previous-
versions/windows/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)>

« CAPIOZ DB <http://social.technet.microsoft.com/wiki/contents/articles/

242 .troubleshooting-pki-problems-on-windows.aspx>
« KerberosOZ DBEM{L: <https://support.microsoft.com/ja-jp/kb/262177>

s T—RN—T1 DR/ ZFERLTCAR—bA—ROJF > ZEBMICTBDDHA RS 1>
<https://support.microsoft.com/ja-jp/kb/281245>

PowerShell V> KL w b

SUTNEBERICIE. 7T L—2a VB —EX (FAS) BRIV Y —IIZHEETEXY,
72L. PowerShellf > 2 —T7 A4 RUIFLODEERA T a3 VHAARINTVWE Y, OVY—ILT
FMATERWATSa>Z2FRATEITFENDSHEIE. Citrix TIEHERLICPowerShell DA Z T
ZlezbEBHLET,

MDOAR > RiE. FAS PowerShell XY KLy hEEBML T,
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

PowerShell™7 «« > KU T. Get-Help \<cmdlet name> ZFERB L TIAY>RL Y FDOANILTZRRT
X,

FAS PowerShell SDKOY > R L v FDOFMICDWLWTIE. <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> ZBBRL T ETLY,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 99



JITL—Y3VEEEY—EX

EBE7—*70F+%

IEC®IC

77 L—> 3 EREE—E X (FAS) I, Active Directory SEBAI#RE ¥ i . I —H—H
Citrix RIBHN T —LL RICERAESIND C & ZHABEICT B Citrix® AV R—R>Y FTY, COR
FaXMTIE BRICELESEXIXRRAET—FTIFvICDOWTEBEL X,

BMICT B L. FAS (32— —FREEDRE ZERR E N StoreFront —/N—ICEEL X T,
StoreFront (I, T=HFD Web 72/ O —ICEDVWTIHEBRINT-EIENBREAAHRIA 7 3
YHRAEBTINTHD., StoreFront SDK £7oidT—RN—FT1 D IS 7551 > %= FERH L THHEIC
LRTEET, EAWLRFTEIZIE. Web ¥ MIA—H—%2RAITE2H5DZRH T/ 0
T —% . Citrix Virtual Apps 7zl Citrix Virtual Desktops™ BREAOOT A VIERTE3 L 5IC
ANoY U G IS

CORFAAYETIE bYTLRNILODERAT—FTI7FvDfle. HEMIHIETIRICEHRAL &
ER

- NEBRER
« DRIV IRT—bFUTADERA

ADFS SAML
B2B 7ho> bk wvE>Y

4> ROZ 10 72 a2—)L AD Bl

BEET S FAS SEEANDY VIR EINTVWE T, IRTDT7—FTI7F¥ICDOVWT, 1R
F—ILEHBRL SEBEBIEFAS DY R 7y FICETAEER) 7LV TY,

T—XT I F v DEE

FAS |&. StoreFront | & o TEREE & 117z Active Directory 1—H'—(CfHh>T. A¥—+rH—K ¥
ZRADFIAEZ BEMICHKITI D L ZERINTVE T, Chidk. BEEIMIEIY—MH—F
F7OEY3aZ>JTERY—ILEEED API ZEB L £9, I—1—7D Citrix Virtual Apps™ £
7= Citrix Virtual Desktops Virtual Delivery Agent (VDA) IZfB &N &, SERRENT I VICT
ZyFEN. Windows RXAUNIAT AV EBEDIAT— M H— REREEE LTERHL F T,
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I—H—H Citrix TRIEAND 77X ZEKRT % &. BTN StoreFront™ H—/\—I|% FAS IC#&
L FJ. FASIF. EDt v 3> DFEEREZfER L TE—O Citrix Virtual Apps X 7zI& Citrix
Virtual Desktops €Y > 3 VHEREECE A L DICT B Fr Y b Zfd5 L F9, VDARI—H—%F
YT BHNENDBIHE. FAS ICEBELTF 7Y b5 SHMRF T, FAS DAHHD I—H —FEBHED
MEBEFX—ICTIEATEET, VDAL FSRAETHRIT I 2L EN HZEBERE L VESLZREZY
NTFAS [CXE T 2REDNHD T

RDOEIE. FAS H' Microsoft SEBERERS & #i & S, StoreFront 3 & T Citrix Virtual Apps and
Desktops™ Virtual Delivery Agent (VDA) ICH7R— rHF—EXZRELTVWEZZZRLTUVE
ER

t Synchronization _‘h
~ B i< <=
= Request|Certificate

SAML IdP Active Directory Microsoft
[ADFS) 4 Certification
T ; Authority
g

c <+ 1

§ 5%, =

: $8/ -

b= \'\ 287 Assert Access Logon

s / T ——— .
I 58 Identity . Certificate
. @ §5;

S YN Federated

g - Authentication

-4 & =

‘ -~ Service
__ o~ Nfuse h Y Citrix \_

| SAML token Citrix AG Basic h protocol Brokering
e SEE— —_———— — ~ —r—.—
Protoco
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

NE R

FASZEER T2, A—H—IdTFIERFTAA T3> (Kerberos> VT INH A VA0 %E
L) HEERA L TStoreFrontiICZ2ICERE L. T2 ICEREE S N/=Citrix HDX™tE w > g VIZEHR TS
£9,

CHUSKD. I—HF—BERBHRPAY— b A— RPINODAAZRD S FO> T b7 L TWindowsz?
EENAIREICA D, VTN YA AT —ERBED MRESNINRT— REE) #eezFH
TRIMREHHD FHA. ThiE. UETD/N— 3 > DCitrix Virtual Apps THIFERIEES o 7=
Kerberos Constrained Delegation[47/' # Ve x B IR 3 7-OICFERATE XY,

FATOI—F—ld. XAX—FH—REGEALTIY REAY FFACRICOZA S LTVBHY
SHCHDDET, £y avRTABBIYTISIMSoF v (PK) THECTI/LRATEE
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COEMTIE. FASEEITI2FHLLWTF—N—DEMEh. COT—N—F2—H—IcHb>TR
N—hA—RISADFAEZHITI D L ZERINTVET, CNHSDIEAEIF. AY—
A—ROJF UHMERTNIEDD L SIC. Citrix HDXIRETA—Y—tv > avicOd 4+ >9 37
DICFERTNE T,
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Citrix Virtual Apps % 7z1dCitrix Virtual DesktopsIRiEid. A¥— ~A—RFOJ 7 > EEKRDHETHE
Y 2REBEHRHD F9, ZHILCTX206156ICEE SN TLET,

BEORBETIE. BE. RXA UBINEADMicrosoftZEFREREAFIBRIEETH D, RXr>aY
FO—Z5—ICR X2 b O—F—AZENED Y TENTVER 2RI BT TEAE
9, (CTX206156D TR X4 > O—F—AAZDORITI I a3 x2BRBLTLKET
Lo )

BhEIEHR:

e F—F. N—FOxzT7EFX2VTAESa2—)L HSM) FHIFHAAAD ST YRTSY
E7a—LEZa—IL (TPM) ICRETETET, FMHICOVTIE. WEEBOREDIEE2ESE
LTLETLY,

o 1A R—JLEEHDEEETIE. FASOA VR M—ILAECEBRAEICDOWVWTEHBELTWLE
ER

PMIVORTF—boz1EBH

Citrix GatewayERISRERRRA U TV E TH StoreFront& AR 7717 o f=Citrix Gatewayh“BI1 &
N, RAEDFEELRRA > b HCitrix Gateway BIARICHEEI L 9, Citrix GatewaylCid. BEDWeb
A MNDOVE— LTI R ZRETILDICHEATEIISELRRAS LUERL T arhg
FNTVETD,

CDERIE. wRAICCitrix GatewaylIEREEL. RICA—H—t v aoilOda VT 3RICKET
ZEBOPINOY T ZEE T A7T-HDICFERTEF XTI, £/co ADNRT—RPIAY—FH—R
ZREERT B <. BERCItrix Gatewaysest 77/ O —%FHE T3 HARETT,

O—#1 54 X & i@ (/en-us/federated-authentication-service/2206/media/fas-architectures-

netscaler.png)

Citrix Virtual Apps Z 7z|& Citrix Virtual Desktops }:R¥Eld. AY— b AH—ROJTH >V EEKDHET
BRI IUNELHD £9, Z1d CTX206156 ICEBEH TN TWVET,

BEORETIX. @E. KX IZE&MML TL3MicrosoftZEBREBE A FIFERIEETH D, R X1 >
A A—Z—ICR X2 bO—F—FEASENEIDHTONTVWE L ZHER T BT T
T, (CTX206156MD R XA > > bO—F—FEAZDRTTI €I/ a>ZBRLTIEETL),

Citrix Gateway Z 721 Y UEEES XA T L LTHER T 5355, Citrix Gateway & StoreFront fi§dD
TARTOEFN TLS THRESNTWVB L ZHERL TV, KIS, CTORERMT Citrix
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Gatewaytt—/\—_E® https:// PRL AT, ERIEIXDEEDTY, https://

ns.mycompany.com/cgi/samlauth o

BED) TZMURLTY RL AW INTLBIFH. Citrix GatewaylFADFSADRFIDPOST T
WINHZEIRTETEXT,

ELEHAS

ADFS|%. MR FER L TSAMLEREEXMLT OJICEBEER LET, COELZRIT ST
Citrix GatewayH'SEBBE 7 7 1 ILICE FN 3 LR ZER L TINSDBRLZF I Vv I T35 L DI
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- * .4 i =l Certificate Enrall The subject of a certificate is the user or computer to which the certificate is issued. You
] P
[B Cansole Root can enter information about the types of subject name and alternative narme values that
4 G Centficates (L can be used in a certificate.
4 7 Personal Request Certificatd’ | ¢ piect of certficate
= i The user or computer that is receiving the certificate
__ == Certifig You can request the fiol P 9
b [ Trusted Re click Enroll, Subject name: : :
b [ Enterprise Type: CM=adfs citrisamldemno.net
b Intermedig |
. on n
b (2 Trusted Pu [] Cemputer |£orn an name
= Value:
¥ :' Un‘_trustbd [w] Web Server
b ) Third-Part 2 Moreinfo |
b [ Trusted Pg : Alternative name:
b7 Client Aut The following opt T
b= Remote D¢ EeyusagE e * citrisamldemo.net
b ] Runtime_T] St |DN5 fs.citricsamidemo.net
b L] Smart Card iy B Yalue: istration.citrisam
- Valid od
I [ Trusted Dg ity pen |
[[] Show all templates

5 L1}

NRAT— R TRESNLWEREZSO. SEAEZpX T 7 MILICZIAR—FLET,

Azure AD Dty b 7v S
OIS a>rTlE. FILWAZure AD1 X2V R %=ty 7w L. Windows 10% Azure AD
ICBMEE37HICERTET 32— —IDZER T2 7O RICDODVWTEHFLCEHRALE T,

wLOWTo LI M ZERT D
ERDAzUre R—2)LICOTF L. FILWTo LI MU ZERL XSS
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Add directory

DIRECTORY
Create new directory
MNAME
CitrixSAhLDemo
DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

TTIBE BER-—IDPRTINET,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

",

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

FO—/NI)LEBRED—H— (AzureAdmin) Z{ERR T3

Azure T/ O—NIILEBEZEHRL (ZDFITIE
AzureAdmin@citrixsamldemo.onmicrosoft.com ) « FILW7Z AT Y rTOY A > LTIV

T—RERELET.
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

R XA >% Azure AD ICE8T 3

T 7 4I)L b TlE. I—H—I|F <user.name>@<company>.onmicrosoft.com DD A—)LT7 K
LXTHEBIETNE T,

CNTHEMBRELRLTEELE TN BEERXDX—IL7RLA TSIV RI—H—0D
X=)LT7HOY rEe—HTD2HDNEDBEYITY: <user.name>@<company>.com o

FXL>DEBM7Vavid. EEOSHDOR XA IO 5DO)AAML I b EERELET,. ZDOF
Tld citrixsamldemo.net Z={EAL 9,

UMM A AU DICHICADFSZRET 3561 FIVv IRV IRZBMILET,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,
DOMAIN NAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

Azure AD Connect 1 VX b—JL$ 3

Azure AD ¥ GUI ® X 7w = 2 |&. Azure AD Connect @ Microsoft # 7> O— KRR—=JICUA
AL FENET, CNEADFSVMICA VA R—=ILLE Y, ADFSA a3 U FBETES LS
IC. Express Settings Tld%: <. Custom install ZfER L T2 &L,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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UBIER LT-BIEE 7 HT > b TAzurelliESi L £ 95

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

RERADT # L X b &= EIRL £95
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

IARTDL A —Active DirectoryZ 72 7 b%&Azure ADE[EIHBEL £ 95

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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T4 LY NUBENERBIZEIE. - -2+ DIC—BTHBcH. OJF>9351—F—
ZHEANTEED,

Express Settings
Required Components
User Sign-in
Connect 1o AZure AD
Sync
Connect Directonies
Domain/CL Filtering
Filtering
Optional Fealures
AD FS Farm
Azure AD Domain
Configure

Venfy

Ty MMIHIBRL XIS

Uniguely identifying your users

Select how users should be identified in your on-premises directories, (7]
® Users are represented enly once across all directories.,
) User identities exist across multiple directories. Mateh using:

2 Mail attnioute

ObjectSID and msExchMasterdocountsIDymsRTCSIP-Originators|D
SAMAccountMame and MaillMickMName attnbutes

& speacific attribute

CUSTOM ATTRIBUTE

Select how users should be identified with Azure AD.
SOURCE ANCHOR @
| objectGUID |~

USER PRINCIPAL NAME €

| userPrincipalMame |'

tinbutes

TIAINEDTAIINRI D TF T a>eRIFANZD A—F—ETNAXAZ2/EDTI—T
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

WE|ZIS L Ty Azure AD/NX T — K % Active Directory Y B TE £ ¢, ZHUd@E. ADFSR—X
DEBEEICIFBED D FH A
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Optional features
Exprass Settings
Required Compenents Salect enhanced functionality if required by your arganization.

er Sign-| .
US r I(_'|I'I n _I Ex ."|=."|'_..= “:. ong .'tP'!'.|.'_.-""‘:.=!'| e

Connect to Azure AD
] Azure AD app and attribute filtering 9

Sync
[] Password hash synchronization @

[ Password writeback

Connect Directories

Domain/CU Filtering

Identifying users [ Group writeback (7]

Filkening ] Device writeback ﬂ

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Damain Learn mare sbout optional features
Configure

Verify

AD FST{ER 9 AEFBEPFX 7 71 )L &ZER L. DNS% & L Tfs.citrixsamldemo.netz387E L %
ED
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&% Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD FS farm
User Sign-In

Express Settings

Connect b Azure AD Use an existing Windows Server 2012 R2 AD FS farm

Sync
I 4 Specify the 550 certificate used to secure the communication between clients and AD FS,

Connect Directories - . .
'® Provide a PFX Certificate File

Domain/OU Filterin - . ) .
9 ) Use a Certificate installed on the Federation Machines

Identifying users
Filtering CERTIFICATE FILE @)
Optional Features | C\Users\Fred CITRIXSAMLDEMO! Desktop\adfs.pfi I Browse |

SUBJECT NAME SUBJECT NAME PREFIX

Federation Servers

|',|:itrixsamldemu.net Ivl |f5 | .ﬁ
Prosy Servers
Credentials FEDERATIOM SERVICE MABE
Service account https://fs.citrixsamldemo.net

Azure AD Domain
Configure
Verify

___reics JHINNNTI

TOF > —N—DRBIRERD 5NT5. wap.citrixsamldemo.net b —/N—DF7 KL XZ AN L F
9o Azure AD Connect BB TZE 3 & 512, Web Application Proxy H—/N\—TEBE&E X LT
Enable-PSRemoting -Force X >V R L v FERTITIMRENHZHEEHNHD £,

O—#1 354 X &N i-EfR(/en-us/federated-authentication-service/2206/media/fas-azure-setup-

azure-wap-servers.png)

C DFEH) E— b PowerShell DEFEMDREIE TR L 12175 1&. Web Application Proxy
T—=N—Z RXAVIZBMEETHTLLETL,

T4 HF—ROEDDFIETIX. ZEDBEEBEENIAT—REFEHRAL. ADFSOY—EXT7HI >+
ZER LTI, £D%. Azure AD Connect |& DNS YV —> DFFBEHERRIIT 3 LS5 KDF T

O—#1 34 X & i-Eff(/en-us/federated-authentication-service/2206/media/fas-azure-setup-

azure-azure-ad-domain.png)

Azure D DNS ZRL AL O—RICTXTLO—R MX LO—KRZEMLZF 9,
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O—#1 34 X & i-Ef(/en-us/federated-authentication-service/2206/media/fas-azure-setup-

azure-txt-mx.png)
Azure B>V —JL T Verify 227 ) v I LE T,

O—#1 3« X &N i-EfR(/en-us/federated-authentication-service/2206/media/fas-azure-setup-

azure-verify.png)

CDFIEMNEELT=HEE L. Azure AD Connect ZE{T T 3BICR XA V2RI TEF£7,

SETTBE. BT RL X fs.citrixsamldemo.net 7R — + 443 BB TEHINE TS

O— #1354 X &N i-EfR(/en-us/federated-authentication-service/2206/media/fas-azure-setup-

azure-install-complete.png)

Azure AD Join ZBRICT S

A—H—hX—=JL7 KL X% AL TWindows 10H'Azure ADEM%ER{TTET3LDICT B .
DNSH 7« v XHCNAME DNSL J— FZ BRI 3 OHICERAINE I, COLI—RIF
ADFS: enterpriseregistration.\<upnsuffix>%Z g3 %ENH D £,

ZDOHITIE. TMlE fs.citrixsamldemo.net T,

O—#1 54 X & NizEfR(/en-us/federated-authentication-service/2206/media/fas-azure-enable-

azureadjoin-cname.png)

INT )y ZEERR#RE %= E L TULW A WS EIE. WindowsHADFSH—/N\—%EfFET 3 LS.
ADFS/L— FEEEAZ A Windows 10V 2 —X—ICA VA M—ILENTWVWAR e 2SS LTS
TV, UENICERSNZE I —ThHO > b aERALT. Azure ADR X1 EMEETLE
ER

O—#1 54 X &N izEfR(/en-us/federated-authentication-service/2206/media/fas-azure-enable-

azureadjoin-signin.png)

UPNIZ. ADFSRXA >V FOA—5—IC&K>TEHEBEINBUPNE—HTIRELAH D CIER
LTLEETLY,

O—#1 54 X EhizEfR(/en-us/federated-authentication-service/2206/media/fas-azure-enable-

azureadjoin-upnl.png)
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O—#1 34 X &N izEff(/en-us/federated-authentication-service/2206/media/fas-azure-enable-

azureadjoin-upn2.png)

O—#1 3 1 X &N icEfR(/en-us/federated-authentication-service/2206/media/fas-azure-enable-

azureadjoin-finish.png)

IOovZBREHL. I—F—DX—I)L7RLRAZFERLTOI A>3 5Z T Azure ADEMA
BIL el e =ML EY, O A > L75. Microsoft EdgeZz#c&# L. <http://
myapps.microsoft.com> ([C¥EKiLE T, Yz TH A MIBENICO VIS VA = FERT S
19T,

Citrix Virtual Apps X 7= (& Citrix Virtual DesktopsZ -1 > X b—JL$ 3

Delivery Controller & VDA{R?E< < > (&, Citrix Virtual Apps % 7= & Citrix Virtual DesktopsDISOH
5. BEDAETAzurellBERA VA M—)LTEFXT,

_ DFITIE. StoreFronti&Delivery Controller B CH—/N—ICA > XA b—=)LENTWLWE T, VDA
I&. Machine Creation Services SR I IC (A > a > THEREIEETT D) « RZ>R7OY
DWindows 2012 R2RDST—H— LTA YR h—ILENET, HifT9 BF1IC. 1—H—
George@citrixsamldemo.net BN/NA T — R TEREECET B & SR L T 123 LY,

O— #1354 X &N izEfR(/en-us/federated-authentication-service/2206/media/fas-azure-installl-
xaxd-sf.png)

ControllerC Set-BrokerSite -TrustRequestsSentToTheXmliServicePort $true PowerShell <
YRLwy hZEEITLT, StoreFront™MN 1—H—DERIERL L TEREETET5LDICLFET,

ZxTL—> a3 I —EXRZAM VR MN=ILT B
ADFSH —/N\—|ZFAS%Z - > X k=)L L. Delivery Controllerh*{S%8 & 117=StoreFront& L THERE

210D —IL%=EBRLET (ZDFITIE. StoreFrontidDelivery Controller & [F LVMIZ A > X
F=ILTNTWVWBT®) o 1A L—ILEBRZBRLTIIETL,

StoreFrontZ B 3 3

Delivery Controllerd® > Ea—X —fEREZER L. R— b43DISNA > T4 VT ZHKEL.
StoreFrontdRN—X 77 R L X Zhttps:(ICZE L T, ISE StoreFront " HTTPSZEH T 5 & S5 ICHER
L£d,
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Modify the base URL for senvices hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixzsamldemo.net

StoreFronth’ FASH —N\—%ZFHAT 3 L SICHEBRL (17 VX =)L DOPowerShellx 71 7 k
EER) « AzureITRBBIICT A M L. FASH—N—DAR>Y b a—T7—%HEERELTCOT TV
HWFASZFERLTWAZ e xR LE T,

File Action View Help
adl

| ERNANERRE Application  Number
[ j Cugtarm V)
4 L Windows

Date and Time Event D Tack C..

E Applic 1 Information 5/31,/2016 %4735 AM Citric. Authentication.Federated&uthenticationService Mone

2] secur (1) Infermation 33172016 2:47:35 AM Citri Authentication. Federated AuthenticationService
i) setup @Inﬁomation 332016 S4T13 AM Citri-Authentication Federsted AuthenticationService
Systen (@) Information 5/31/2016 9:46:19 AM MSSCLSMICROSOFT#5WID
] Forwa '@ll‘lf‘ﬂl‘l‘l‘lﬂﬁﬂn 573172016 54544 AM Citric.Authentication Federsted AuthenticationService
b Applicatic] @Inhrmaﬁon 5/31/2018 9:45:43 AM Citric.Authentication FederateduthenticationService
_E Subscripti (Dlnfclrmation 5/31/2016 $:44:39 AM CrtricAuthentication.Federated AuthenticationService
G}Infonnation 5/31/2018 :44:39 AM Citric.Authentication.FederatedAuthenticationService
@Infﬂn‘naﬁon 5/31/2016 241:23 AM MSSOLEMICROSOFTEEWID
@Infnrmation 5/31/2016 9:38:37 AM Citrix. TrustFabric
@Infnnnztinn 5/31/2016 9:33:37 AM Citrix. TrustFabric
Farut

Event 204, Citri Authentication. FederatedAuthenticationService

General | Details

[S204] Relying party [| \WDAE) accessing the Logon CSP for [upn: george@ met] in role: [default]
[Operation: SignHash] a5 authorized by [ \DDCS].

Log Mame: Application

StoreFront TCitrix Gateway%#{#H 9 3 & 5 ICHEBR T3

StoreFrontEI2 Y — )L OBIEAEDEIBGUIZ R L T. StoreFronth'Citrix Gateway % &£ L
TEREEERITI AL SICHEA L £,
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Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. This
setting 15 applied when users log on with smart cards,

[ Fully delegate credential validation to Netbcaler Gateway

Citrix GatewaysasE 4 7> 3 > Z a9 BICld. Secure Ticket Authority (STA) Z#88% L« Citrix
Gateway” R L 2% L £,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

|#] Enable Remate Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFront (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel) €
Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: [ ¥] NetscalerGateway

Default appliance: | NetscalerGateway

StoreFront\ND> >V JILY 1 O F VRICHF L WAzZure AD7 U r—2 3
VEIBRTS

Z Dt U 3> TlE. TIEAzure Active Directory Premiumt 7 X2 7> 3 V& B L § B Azure
AD SAML 20> T+ 7 Uiz R L £ 9. Azure ADEIEY—ILT. HILWF U —
2aYaEFERL. XY SV—DST7FVr—>a3 0z EBMZERLET,
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Add an application for my organization to use 5

FEATURED APPLICATIONS (1T) . NAME

R Add an unlisted application my
I HsTom .’ organization is using StareFront
ALL (2626)

BUSIMNESS MAMAGEMENT (124)
COLLABORATION (214)
COMSTRUCTION (3)

COMTEMT MANAGEMENT (97}
CEM [114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

I-F—EIFOFLWARKLT TUT—> 3 VRT3, > EBRLET,

Enter the name of an application you are
using. and add it to explore single sign-on
integration options.

74 AV DER

TIVr=2a 074 IV LTERTBICIE 215x 215 EVEILOBEGRZER L. R—TIC
7y 7O—RFLED,

O—#1 51 X & NizEfR(/en-us/federated-authentication-service/2206/media/fas-azure-config-
app-add-app-icon.png)

SAMLEBEEDERR

TV =3 Ay aR— ROBER—JICED. ZFIRLET,

O— #1351 X &N izEfR(/en-us/federated-authentication-service/2206/media/fas-azure-config-
app-add-configsso.png)

C DERBTIE. Microsoft Azure AD Single Sign-On (ZXJ[59 % SAML 2.0 ZREE=FRAL £ 9

O—#1 54 X &N izEfR(/en-us/federated-authentication-service/2206/media/fas-azure-config-
app-add-ad-sso.png)

BRFISEEDOXFHICTEZXT (Citrix Gateway ICIRE SN B E —HBT2HNEHLHD
¥) o COFITIE. BEURLIZ Citrix Gateway H—/\N\—_E®D /cgi/samlauth T,

A—7 7 1 X & N7-Ef%(/en-us/federated-authentication-service/2206/media/fas-azure-config-
app-add-id-replyurl.png)

RDR—TZIE. Citrix Gateway % Azure AD OIEFAEZEFAE L L THER T 3 1-OICERAINSIE
WHASFENTVETD,

O—#1 354 X & N izEfR(/en-us/federated-authentication-service/2206/media/fas-azure-config-
app-add-relyparty.png)
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Base 64 S EBAELIMAEX AT O—RL. Y1 VFA 2 URLEY LM77 IR URLZIE—

LEd. TMN5IEET Citrix Gateway DIEREIE ICEED 1T F 95

IV r—2a>z1—H¥—ICEIDYTS

REDATY TIE. 7TV =3 2B LT 2—H—D Tmyapps.microsoft.com; 3~

FO—IIR=JIZRREINBZELSICTSZZETY, Ctd TUSERS AND GROUPS] R—ITIT

WE 9, Azure AD ConnectiC &> CHEEISNT-R XA > A—H =T AU MNIT77E2X%2EDY

TEd, MOT7HI Y bBERTETXIH. ENSIF\&Ituser>@\&lt;domain>/\N2 — > IZZEHL L T

WaWe®. BBRICY v EY T T2RENRDHD FT5

storefront

&3 DASHEOARD USERS AMND GROUPS ATTRIBUTES COMFIGLIRE

SHOW |AII Users ~

DISPLAY MAME USER MAME JOBTITLE DEPERTMENT
Azure Admin AzureAdmin@citrixsamlid..

Geprge User george@citriksamldemo.net

On-Premises Directory Sy..  Syne_ADFS_21a7eB050dd...

MyAppsR—

ACCESS

Mo

Mo

Mo

METHOD:

Uniasgigned
Unassigned

Unassigned

TV —=a b EEnd . 1—%—D <https://myapps.microsoft.com> [C7 Tt X

L& Azure7 TV —2 3> D) A MIRTEINF T,
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B Access Panel Applicatior X+ — O *
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ
Microsoft Azure george@

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

£ >

Azure ADICEN L TWAHBE. Windows 103054 > 93 1—H—ICx L CAzure 7 7 & —
AR VTN A A EYR—NLET, TAOAVET ) v I TR L. TTIHFIRUEIIC
A S N f=SAML cgi/samlauth WebR—JICHEE L £,

O IINYA > F 2 URL

Azure ADA Y aR—RDT7 V=gV ICEDES, 7 XU —>a > THRARIgERS VT
LA O F URLABMER SN TWE T, TOURLIEZ. WebT SoH ) Vo xigHELI=D, 11—

' —% StoreFront|CEIEFE TR AR — M XZa—>a—bAy FEERLIED T3-OICERS
nxv,

quick glance

APPLICATION TYPE
Web application

PUBLISHER:
URL
SINGLE S1GN-0N URL

https:/fmyapps.microsoft.cam/signing

@‘ View usage report
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C DURLZWeb7 5 UHICBED 13T, Azure ADIC & » TELRIICHERL T 17=Citrix Gateway cgi/
samlauth WebR—JICU A AL I SN ezl L Fz 9, Cnid. gIbETonfca—4—
ICDAHKEBE L. Windows 10 Azure ADENIOYJ A >ty a I LTOHFI VY TINTA U F Y
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