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BICUIBr S E 9, CDKEEIF. TRY—bFA—REODALBEOTIR RS —RKROEEE
L. 32— —»h'Active DirectorydF 7 Y EKIBRZF O TVARWVKRETRIIB X9,

Ow JEFDOYIMIRY > —Id. VDALDIRNTOE Y avVICBRAINE T,

JxT7L—arEREr—EXEEI VY —ILDOFER

FASEIEOYY —IJLIXIFEACDERICEL TWLWETH. PowerShellf »2—7 1 Xl &
DEERA T a>HERMHLET, FASPowerShell AT > KL w FDEFAICD LTI
PowerShell Y KL w k)| #&2BLTLIETL,

FASEEOYY —JLIZFFASO—ERE L TA VA M—ILENE T, 7 > (Citrix Federated
Authentication Service) IFX X — X Za—ICBEINFE T,

EEIVY I ZUHTERTZ L. SRET VL —FOER. AARBEORE. EXLUFASH
SEPAKEREZ R T 27O DA ZITO 7O ANERNINF T, —FOFIRIZ. OSHERY —IL%
ERALTFHTRTITEHLHTETET,

FASEIEIO>Y—ILiZ. T74II bTO—HILOFASHY —E X ICEHELEF T, HEICHLC T, YV
vV — )LD A _LIZH S Connect to another serverz AL T E— M —EXICEHRTIT XY,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules  Advanced

Complete these setup steps:

Deploy certificate templates

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O X

I Connect to another server I Refresh

Deploy

Authorize

Create

Connect

AAET 7L — b DOERM

ETV7L—bFERHLET,

» Citrix_RegistrationAuthority_ManualAuthorization
» Citrix_RegistrationAuthority

» Citrix_SmartcardLogon

MDY 7 bz 7 EOHEERMYOBEXEITS -5, FASIXIEBDREEDT=HIZ3DDCitrixsERR

5D 7 > 7L — hidActive DirectorylCEER T 2RENH D £9, Deploy) ha>&T Uy

L. TOKI 22Uy o LZET,
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&4 Deploy Certificate Templates X

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

T —FDOEHIE. FASEEHIZA VR b—IL TN BILERF certificatetemplate DXML 7T 7
LT, ROBFRICHD £95

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

ThisPC » O5(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates w |
Name Date modified Type Size
Citrix_RegistrationAuthority.certificatetemplate 1 ERTIFICATETEM & KB
| Citrie_RegistrationAuthority_ManualAuthorization.certificatetemplate 210/2020 5:25 AM ERTIFICATETEM... TKB
o ;
| Citrx_SenartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIFICATETEM... 3 KB
g

cMoDTYTL—bT7 740 %ZA 2R M—ILT ZHERNRVIEEIE. Active DirectoryEIEE IC
BLTLIETW,

FOTL—bEFHTTIVAM=ILTBICIE. TOoFTL—r2ELTHILE—D 5. XD
PowerShell ¥ > RZE1TLF T,

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject

© 1997-2026 Citrix Systems, Inc. All rights reserved. 21



JITL—Y3VEEEY—EX

X509Enrollment.CX509EnrollmentPolicyWebService
$CertEnrol.InitializeImport($template)
$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active DirectorysEFHE Y — E X DEE

CitrixsEFAZE T > 7L — b Z A4 VX =)L L7z, N5 E1DLU EDMicrosoft EnterprisesEBAE RS
H—N—ICARTI3HENHD £9, Active DirectorysEBFBEH —E XDEBEAEICDLWTIE.
Microsoftd RF a2 XY FEBBLTLIEE L,

TOTL— DR DI —N—ICRABEIhTLWAWSGSIL. AEOtEyY K7 v T%
FRALTRABELEY, Chld. FAKEZEIR s 3MEZIF DA —H— LTEITITINRELHD
£9,

(GEBBZE T > 7L — k. MicrosoftsERBRE > Y —IILEERLTRART 2 cHTEEY, )
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&3 Citrix FAS Administration Consol

Complete these setup steps:

Initial Setup Rules Advanced

e - connected to localhost

Connect to another server

o Deploy certif

The required temp

o Set up acert
The authorization t

Click "Publish” to p

Authorize th

Create an authoriz

& Set Up Certificate Authority

Important:

When you click "OK" the following certificate templates are
published on the certificate authority selected below:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator.

This step can also be configured manually. For more information,
consult the online documentation.

Certificate Authority:

— t X

Deploy

Refresh

Publish

Create arule

A rule defines a sm|

You have no rules ¢

Connectto C

-« O

Complete this step if you wish to use this FAS service with Citrix Cloud.

Authorize

Create

Connect

Jx5lL—>3

> RBAE — & DR

COFIEICED. FASOERHFBENE T, BEEIVY —ILIZ.
Citrix_RegistrationAuthority_ManualAuthorization7 > L — b Z B L CTEERAEERZ4E/RK L. ©
DOT>TL—bZRBLTWSERAKEOWVWITNMMCEEFEL F T,
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&2 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificata tamnlatas Deploy
&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Set up a cert Authority certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Administrator must signin to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize

Certificate authority:

Create an authoriz

Create arule

A rule defines a sm|
Cancel

You have no rules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ERHPEEINS & MicrosoftSFEA#EEE > Y —ILORBHRDER ) X M iZ. FASYS VT hHY
VEOSDREBEROENRYE LTERIREINE T, FASOWERZHITI DEIIC. iEEAKESIEENER
ERITELIFIESIT3HRELRHD £,

EEENRITECIIEETZERTZET, FASEEIV Y —ILIZED —RKED TREF—) Z%
TLEY

MicrosoftslEFE#4RE 1> — LT IRTDRRI /Y ) w2 L. SEEEEXRICH L TRITE -
IHEBEEIRLE T, BT BRI B L. FASEEO VY —LICASRIFAZNARTIN T T, IBE
EERTZE. AV =TT —XytE—UhREREINE T,
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA E - ST 3o oo CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FASEEEIO>Y—ILIZ. COTOEANRT LECEZBFHMICKEELEFT, CNICIZEDHHD
HBabHb x9,

X

&& Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘ Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

(’ Authorize this service Authorize
There is a pending authorization request on Cancel request
Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

IL—IL DB

FASIZ. StoreFrontDIgRICE>T. VDAOY A0 E LVt Yy > a vRERD O DIFFRE DT
BERTR-OHICIL—ILEFERLET, FIL—JLIF. SFAZAERTZCAMEBEINTLS
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StoreFronttf—/N\—, BXRTE231—H—Dtv b, BLUENSEZFRAT DI EHEFITNTL
BVDARY > Dty hEIEEL X7

FASICIE. DR EBIDDIL=ILZER L THER T ZHNENH D £, StoreFrontiET 7 %)L b
TFASICHE 9 DMRIC Tdefaulty WS AFIDIL—ILEERT S8, [ldefaulty] £UWL\SEZRID
W= ZERTHcxaBEHLET,

BEAZAET VL — MRRKEZER L. B3 7ONTA PHERER DL SICHERT S
EMOARZLIL=ILZERTEEX T, CNH5DIL—ILIF. B%A BStoreFrontt —/N— 7l
Workspace CEF T 3L DICHEBMTE X, JIL—TRIS—#EHA4 7> a>zFERLT.
StoreFronth —/N—D A XX LI —IILZZEITERT DL S ICEHEL £,

ER (F7clE TIL—JL) 2T DIL—IDER) 220V v LT L—ILZERY 2T DIERE
IWETBIL—IER Y« F—FZlmLEd. TIL—Il1 27123 EIL—IILOBEIKRTIN
9o

&4 Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default y E Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

DA F—RICE>TUATOBERNMNESNE T,
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TU7L— b O —RREORITICERASNZIHEET > TL— k. ChUE
Citrix_SmartcardLogon7T > 7L — k. £/IZZDEESNIIAE—THIVELH D £ (G
%7__\/70[/_ I\%%/ﬁﬁ) o

SEERMES: 0 —+ —SIPRE = KT T SR, 7> 7L — MIFEBEEICE > TREINTWS
MHENDHD £, FASIZ. 7T—ILA—N—BRADBDIOHICEBORKEDEMZ Y R— k
LTWVWET, FEIRLIEEAEBED X T7—2 AN rTemplate available] ERIREINTWVWB =z
LTIV, APARBEOEEZEBRL TS

vy aryRER: v ayYREREFAA 7S 3 vid. VDANDOOS 7 VEICEIERZE#FERAT
IEQESHEFELET,

s By aYAERAZFAIEREINT L\EL\%A (T7#IL b, #%) —FIRAEROIFVF
I3BERICOAMEB TN, I—F—(FERERICEEAZEICT 7 X TE A

c Ty avAEREFIIERINTUVRIGE—1—H —(IEHRICEIFAZIC TV ERTE X
To IFEALDERRIICDA TS a2 FRINETIEHD FEA. 1V TRy bwebtf
1T 7AIVEBRY, VDALY a VAL TIEXAENS )Y —XIF Kerberos> >
WHAVF 2 ZFERLTTIERATES O, Ly a >RIBEEIIVEDLHD FE A

My a YHRTOFERAZE ZFRLIEGS. Ty a > ROEE JIL—TR) S —
HEMICLTVDAICER T 2HENHD £9, sEAEIE. O AV RICT IV r—> 3> TE
Bd3OIca——DEAFBER F7ICEBESINE T, 1t XIF. VDALY 3 VAT
Webt —N—ADTLSEREEN M E RIS SEBHZE dInternet Explorer CERATE £ 95

FOEREHE: 21— —0OJF > £-I3BEGKO-OICIRAE* BRI Z1ERIHS. SN
f=StoreFrontty —N\—<I > DU X ko TNEDIRTOMERIC LT, BLXDADF T o ~
FxT I —-TEEIMTEEY,

TOEAFHERESLF 2T LEETHD. BEICEEITIXLENDHD XTI,

pu

FASH —/\—%Citrix Cloud TOAEA L TWBIHE. 77/t XGHEZER T I2HEITHD £t

Ao IL—ILHCitrix Cloud TE SN 35S, StoreFront7 7 ZIERIFERINE T, ALIL—I)L
% Citrix Cloud& 7 > 7L X XD StoreFrontBFADME A THEATET X9, IL—IDBF>TFLID
StoreFront TR SN 35BS, StoreFront7 7 & XMERIFE I SHmEBHEINE TS
TI7AILEDWER (IDO7H— b BFFAIETNTVD) FIRTZEBTLEFT, L >Te
StoreFronttt —/N—ZBRINICEFRI T 2 ENH D £7,
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

HIBR: FASZERAL TA—Y—%20O5 4 >33 ENTEBRVDAT YD) X e, FASENL
TRAZEZRITINZ1——DU X by

« VDAMERRDEER TIE. YOVDANWFASEFER L CA—H—%20O5A>3E23eHTESh%
FBETETEI, VDADURMDTI7AINBMERAA>OAVE2—R—T9,

o A—H—iEROERTIE. YOI—H—NFASEFER L TVDAICH A V1V TEB3HhEIEET
ETFEJ, A—HP—DURAMDTIAIMMIRXA>IA—H—TT,

FASH—N—DVDAB LUV IA—H—CIZBRZ R XA UICHBH5E. T 74 LOFIEEZZE
FIINELRHD £,
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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227 KR Citrix Workspaceh 5ID7H—> 3 > ZRE LIS ISRADERINEIHESH
L X9, Citrix CloudIc¥#t 9 3 ¥ FIC. Citrix CloudicfEAE T 33RAIZEBIRL X T, Fi.
Citrix CloudiC##t L 7=%&. TCitrix CloudIC#Eft) o> a>DU > IOHh SR EZEETZI D
TEFE,

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

0 Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Citrix Cloud|C 1555

FAS1—/X\—% Citrix Workspace TCitrix CloudIZ3#E#: TE £9, Z DCitrix WorkspaceDieE =5
BLTSZEL,

1. THIHBEREL 27D TCitrix Cloud|CIE#E) T M&EF =0V v o LFET,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. BT BV TUREERL. TRAN1 20 )y I LET,

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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7L E 2—TIl&. Citrix Cloud®D&Hh\F BRI GET 9%

3. VA4V RIUIL—BDEHRI—FARTINE T, CHIECitrix Cloud TER I ZHVENDH D &
Jo FL<IE Citrix Cloud\DHF > 7L = AH@mOEFREESR LTI,

&4 Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESODAR

Summary

( Waiting for confirmation...

= a=B

4. BFIA—RFHPREEShcs. ROV TIEOVIUIMDSBENO TUY—ZDBAR Z:ERL F
ER

© 1997-2026 Citrix Systems, Inc. All rights reserved. 32


https://docs.citrix.com/jp/ja/citrix-cloud/citrix-cloud-management/citrix-cloud-on-premises-registration.html

JITL—Y3VEEEY—EX

&4 Connect to Citrix Cloud — O X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

T3RR L

“
Resource location:

My Resource Location v

5. %I 3BRIFERT AU Y M EERL. FASH—N—Z&EHIT DY —XDIFFhZERL F
Yo BT 20Uy oL, RV FUZRALET,

6. TIL—ILDFR €02 3>T. BBEDOIL—INZERTIH. FiLWIL—IILZERLET, T
TN 27y I LED,

JL— L DiFER(/en-us/federated-authentication-service/2209/media/connect-cloud-choose-

rule.png)
7. BIE o> 3> T, %71 72 w2 LTCitrix Cloud\D¥#EHizT T LE T,

Cloud#Z#t D BEE (/en-us/federated-authentication-service/2209/media/connect-cloud-

summary.png)

Citrix Cloud(dFASH —/N—ZF# L. Citrix Cloud 7 AT > bD )Y —XADIFZRAR—JICRTLE
ER

Citrix Cloudh* 5l 9 3

Citrix Cloud') YV — X DIBAADSFASH —/N—%HIFR L 7=, Z DCitrix WorkspaceDiC 3 TitB &
NTW3B K5I, TCitrix Cloud(C#E#t) T MERICT D1 ZFEIRLE T,
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RER B

ZDtUT 3 >DEEETIE. Federated Authentication Service (FAS) DEERIEMR E BIEICEAT
BDHARVAERELET,

BERER

* FASDA YR =LA EICEAT S EELRU 77 LV RIE. 1 VX =)L B DFEEE
T,

s BEET7—*70F v OFEETIH. TEBBFAST—FTI/Fv OB, LDEMBT—FT
TFvICEATBMOEEAND) VI ZRMLE T,

Al BRI RE DB AK

C DEEETIE. EEEA#ERI (CA) H—/N\— B T % 7= DFederated Authentication Service (FAS)
DEREBBHEICOVWTHALE T, ChoDBHDIFEALIF. FASEEIYY —LTIFYR—H
TNTVEEA. FIETIE. FASHIRMET ZPowerShell APIZERL X9, CDEREDIETZEREIT
9 301, PowerShell DEAR G FFEDKETT,

FASTERT3E80cAY—N—%2ty b 7vTT3

FASEEIVY —IzfEALT. L-ILZEREITCIIRET BICEBRDCATFASZIBRTE X
ER

2DMDCATIL—ILZ#RE. (len-us/federated-authentication-service/2209/media/edit-rule-2cas.png)

FIRL I IARTODCAIE. Citrix_SmartcardLogonziEBAZ 7> L — b (FFIFIL—IILTEIRL T
YTL—RM) ZR2RALTVWRRERHD £,

FERALEZVLWCADWITNHADBENDOT Y FL— b2 RELTULWARWEEIEX. £DCAICK L TR
ety b7y T I3FIEZERITLTLIEETL,

TARTDCAICH LT DY —E X2 ERT 5FIRZRITIT2HVEIREHD FEA. COFIRET

W S NICAGREIRAE IR, CDCATHERTE 37T,
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FRHSTNI3BEDEE

FASH —N\N—%EHOCAY —N\N—THERTD . 1—F—BEEDER K. EBRINTLSEITAN
TOCAY —N—IZHBEINET, Fl. BEINTULWBCAH—N—DLWIFNHDHKRBELIIBE.
FASH —/N\—I3RIOFERIREARCAY —N—ICTID EDH D £,

TCP7 27t XBICMicrosoftGEBA#4ERS = 18Rk 9 3

77 #JL K TlE. Microsoft CAIZ 77t XIZDCOMZFRAL £9, CHUCLD. Z7A 7T +—)
TF2VTAZRETIRISEMES OB IAIEMDL DD F9, £D/&®. MicrosoftiFFHHITCP
R—MUIDBEXZ-DDREZHKITTUVE I, Microsoft CAT. Start>Run>dcomcnfg.exe’ f&
B L TDCOM#BR/N\RILZRE. Computers>My computer>DCOM Config% EE#i L TCertSrv
Request./ — RF%Z &R/~ L. CertSrv Request DCOM7 U r—> 3> 7ONT+1 ZiRELE I,

O—#1 54 X &N izEff(/en-us/federated-authentication-service/2209/media/fas-caconfig-select-

dcom-protocol.png)

TTYVRRAV ) ZEEBELTENI YRR Y FEERL, TCPAR— ES (LERDKTIZ900)
ZIEELE T,

Microsoft SRR = BicE# L. EFAEERZIXEL X9, netstat -a -n -b TE{TT B L.
certsvr "7R— k900 T w X LTWB Z ehhHh b £,

O—#1 354 X & i-EfR(/en-us/federated-authentication-service/2209/media/fas-caconfig-
netstat.png)

DCOM IZIEF RPC R— hZFER LRI I —> 3 VD H B 7. FAS H—/\— (F7=IX5EHH
HKEZERT2EOMDT ) ZBHR T I2HEIIHD FEA. V717> D DCOM ZFERT
ZREBENHZHE. MAEY—/N\—ED DCOMRPC #—E XIZEHF L. FED DCOM H—/N—
ANDT7IERZBRLEFT, CHIZKDAR—F 900 HBEHN L. DCOM H—/N—|& FAS H—/N—I(C
BERAEEERLE S,

d—H—AREOFRIEM

FAS ' —N\—RRTIA—H—3AENERERIND . I—H—D0OJ 4 VB KIBICEMRES
NEd, UTDEIS 3> Tld. B—FIFEHBO FASH—N—TINZERTITBHEICDOVT
FHEAL £9,

Active Directory 1—H—D U X B8 T 3

UFDORICRT LIS ADZIIT) L. A—F—DURX 2T 7AI)L (fcEZId. csv T 7))
ICRFIHIET, ARBOEMZHETETE T,
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Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser |, A—H—DURAbEZIIT) T 3HDIZEENZRIAT KLY T, LEEDAHIIC
I&. UserPrincipalName 235, 7HU Y R XT—2ZN 1B THZA—H—DIHEU R+
TRHDT1ILEZ—FIHHAFTENTVET,

SearchBase 5|#ld. AD DX DN TA—H—%2REITIHZRKDIAHFE T, ADHDIARTD
A—H—%2EHWV5EEIF. ChEEBRTEIET, F 2O VIEZHOI——%IRIalE%
Y K-

CSV IFRD&LSICHED ET,

O—#1 34 X &N i-Eff(/en-us/federated-authentication-service/2209/media/fas-caconfig-get-

aduser-csv.png)

FAS Y —/\—

XD PowerShell 7 1) 7 M. MEIICER SN - —) X +ZRITERD. I——5EEAED
X bZfER L &5
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Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule" _Definition" -Rule $rule

BED FAS H—N\—DH3FE. BEODI—HY—DIRAZIIX 1 o —N— Tz AILA—N—
H—N—TEFNZN1ETDO. §5t2EERINE T,

ESRDORT )T RE. Tdefaulty EWSEFDIL—ILICHIGLTWEY, BRZIL—ILE (X
IE. Thelloy ) ZFEALTWVWBEEIE. XRTVUTERD $rule BEHEZZBEL T,
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& Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default Z W summary
hello "

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

EREEIRAEZEH IS

BEOFASTH —N—HMERINTWEIEE. OJA VRO —IlEE R 525 % <. FAS
AGRIFAZEZEHCTE X,

GUIZER L CTFASZBERRI D EHTETEXT,
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refres

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

h

o Authorize this service

Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

RDFIEZTT LE T,

1. FTLWEGEEIBAE #{ERL L £ 9 New-FasAuthorizationCertificate

2. FTLWAESSEEFAZDOGUIDZE X EL X9, M. Get-FasAuthorizationCertificate |C
FoTRENE T,

3. FASH—N\N—%X>T7F>VAE—RICLXY: Set-FasServer -Address <FAS server>

-MaintenanceMode $true

4. FTLWEGPAFBAE %#3c# L £ J: Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

5. FASH—N—%Z X TF 2V RAE—RHSHEBRLET: Set-FasServer -Address <FAS

server> -MaintenanceMode $false

6. HUWEGREFEEZ ZHIPR L £ 9 Remove-FasAuthorizationCertificate

BEfR#

e 1R M—ILEBEDEEEIE. FASDA VR b—ILEERICEAT 2 EEHREBRER T,
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s —RMNABTTTL—2 3 EEET—EXDRMBICOWVWTIE. TEBET7—FT7F vl (la-jp/
federated-authentication-service/2209/deployment-architectures.html)DEEFEIC K & H SN TLY
X9,

o« TOMD TNDY—) 58BElF. T=HELREH] (ja-jp/federated-authentication-service/2209/
config-manage.html)DEEE THERM TN TV X T,

MERORE

IEL®IC

SRR IFFASTH — N — L DA AAT —ER—RIREINT T, BEET IWREIL. FASH —
N=—DxYy b I—IOH—EXT7HIYMIL>TRESN. TI7AIMTIIVRR—FRAIE L
TN—7ENE9,

MERICIZ2BEDHD 75

« Citrix_RegistrationAuthoritysEFHE 7> 7L — k5 D BERHEEIIAEICBEEN T S NIBER
#,
« Citrix_SmartcardLogoniEFBE 7 > 7L — b D6 D, I—H —FEREICEEM T S NIcMBER,

RIRICIE. 2D DERIERIIAEL H D £ 9, Citrix_RegistrationAuthority ManualAuthorization
(77 # )L b T24B5R58%) L Citrix_RegistrationAuthority (77 #JL k T2ERBEM) T,

Jx7L—>aVERiEY—EX (FAS) BEIYVY —ILOYIRES TDRX T v F3T. BEREY
w938, FASH—N—IEF—RT7ZERML.
Citrix_RegistrationAuthority_ManualAuthorizationsERBZ A DFEHE B E K % SRR IXE L £
T CHUS—BRINAEEAE T, 77 4L b T24RBE TS, IR C DIIFRE = BEIMIC
HKITLEEA. TOHEITIZ. BEENMARETFETERE I IHNENDHD £, FEEAEHFAS
H—N—IIRITINDB . FASILCitrix_RegistrationAuthority ManualAuthorizationSEEFZ % £/ L
T. Citrix_RegistrationAuthorityiEBBE (577 # /)L b C2EBER)) ZBEHBICERISL £J, FAS
t—/\—IZ. Citrix_RegistrationAuthoritysEFBE%#EW8 9 % £ 3 < 1T
Citrix_RegistrationAuthority_ManualAuthorizationDFEEAE & +— % HIFR L £ 9%

TERHEEIRE ICAEMT SN ERIIK ICHBIED S <. BREEEIBRE R > —IC&D.
MEREZFREITZEIFTVIL—rTEREINCI— -ty MW L TARAEERZHEITTE
B1-HTY, /R LT CORZHETZEIZ. €0ty FRAOEEDI—H—& L TRIERICE
HCTE X

FASH—/N\—I3. SEBOtEx 2 T BHRICE L HETHERREZFRETILSIC. LTownwFhn
HhzERLTHERTETET,
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o TERERIEIRRAE & 1 — —SIEAZE OME R DM IC. Microsoft Enhanced RSA and AES
Cryptographic Provider & 7z l&Microsoft Software Key Storage ProviderZz £ L £ 9%

o FERHLEIEIRAZE DR IC (I Trusted Platform Module (TPM) F v % {i& X 7=Microsoft
Platform Key Storage Providerzf#f L. 1 —% —3EBAZE OMEERIC (IMicrosoft Enhanced
RSA and AES Cryptographic Provider & 7z I&Microsoft Software Key Storage ProviderZz £ L
ESC IS

o GTERWEEEIRAE ¢ 1 — 1 —SIFE OMBERBODE A IC. HSMT /N X Z fi X TcHardware
Security Module (HSM) X >4 —dDCryptographic Service % 7=I&Key Storage Providerz{#/H L
E9,

ME R DENEE

FASZ3DDA T2 a>DWVWINIZERTBLSICHBBLET, TFAMITX—ZFEALT
Citrix.Authentication.FederatedAuthenticationService.exe.config7 7 1 L= fREL £, 77T
DT 7 #I)L bDIFFRIE. FASH —/\—_E®DProgram Files\Citrix\Federated Authentication Service
T7# WA —KNTT,

<?zml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 --—>

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ ——>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.LogLevel" value="3" / —-->
<!-- Logging: Event IDs to not log (comma separated) —->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress"” value="" / ——>
<!-— Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS (3. H—EXDRIBEINICEEICOHERT 7ML ZHAMD £9, ENEESNIIHZE.
FLULWREZRMT ZICITFAS ZHEETIHENDHD £7,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 JLC. BE T 3EEZ XD K
SICHELF T,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI APl £ CNG
APl ZHID & Z 3)
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i

\!
/I

false (BXTE)

aAXY b

CAPIAP| ZfER T 3

CNG API| Z#fEFHd 3

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (9 2 7O/N1 X — D%

L))

f&

<20V 7 MEEERSAS K UAESES{L T
ONA 4 —

Microsoft V¥ 7 b = 7 ¥ —sCI1Eig 7O/ 1
q—

Microsoft 75w k7 #—LF—5EFH7O/N
AR —

HSM_Vendor CSP/F —&EIH 7O/ 14 —

aAXY bk

BEED CAPI 7ONA R —

T 7#JLE CNG 7ONAH—

T4 EOTPMTONAS —; TPMIE2—

H——([CIFHRINFEA. TPMIZEEE

X —ICOAFERAL TSIV, REBLRE

TFASH —N\—Z XTI 3 FELH Z5H5(.
REIEDHR—EINTVBEHE S HZTPM

BRUNAN=NAHF =R A —|ZHERLTL
7230,

HSMARY A —IC &> TIREINE T, EIFAN

VRA—IZKO>TERD FT, RIEBILIRETFAS
H—N—%RTIT23FENHZIHEEI. kB

D R—EINTVEZHE DS HZEHSMAR >

HA—ICHERR LT 2T,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType (CAPI APIDIZ & |Z D H#47E)

&

24

aAXY bk

7 7 #JL ko Microsoft
KeyContainerPermissionAccessEntry.Provider
Type 7O/\7« PROV_RSA_AES 24 %#15L
F9. CAPITHSMZERLTED. HSMA Y
HA—DRIRIEE LBRVWRD. BIC24TH 3%
ENHBDET,
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Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (FASH' MR RIS E% R1T T
BZRENDHBDHE. CCTHERESNIEZERLEY) MERDO TTIXR—~age) 757 %4
HLEY, N—RITT7THR—-—FEINTWVWBIHE. TPMF—REREOFERZFAIL XY,

f& OXY b+
NoProtection MEF—IFTIVRAR—FTEFT,
GenerateNonExportableKey T7H4IN b MEF—IEFIIVRAR—FTEE
Ao
GenerateTPMProtectedKey WEF—I3TPMZERALTEEINE T,

¥ —IE. ProviderName THEE L 7=
ProviderName (5] : Microsoft Platform Key
Storage Provider) Z/t L TREINE T,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (MZEF+—DH 1 X% v &
fITIEELEY)
fig XYk

2048 T A bo 1024F 7134096 HEHTE £
ER

RET7AILDREIF. RDESICTZ T AIICKRTEINET (A VX —IEFEDOTT AL b
IFFRTERR) o

O—#1 35 4 X &N i-EfR(/en-us/federated-authentication-service/2209/media/fas-privatekeys-
config-file-graphic.png)

WE > F 1) A DA

#l 1

C DRI TIE. BRERISEAZ DME F — . Microsoft Software Key Storage Providerz i/ L T
RESNCI-—Y—GAAZOWEF—ICOWVWTEHRAL £ I,

CNEBTTAILEDA VR S—ILBEBRTY, EMOMERBRIIFTETT,
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#l 2

C DOFITIE. Microsoft Platform Key Storage Provider /LT FAS ' —/\—DIH—HKR—RK®D
N—RD 7 TPM ICRESNI-EEREBESERE DMER . Microsoft Software Key Storage
Provider ZfEA L TRESN -2 — —BAZOMEHEEZ L £,

CDOIFI)ATIE FASH—N—DIHF—FR—FLEDTPM A TPM X—H—DRF a2 X2 kI
£ > T BIOS THEMICIN. D Windows THEHETNTWVWA e ZHiIRE LTLWE T,
<https://docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows-

vista/cc749022(v=ws.10)> ZEBL T T,

FAS BB IO>Y—ILOfEHR
FAS EIEOVY —ILIEA 7540 VDIIFAEEXRERZRITTETRVH. BN S RIERIEIRE
ICRHLTH YA VDOERREBRERZHF I LAVED., ZOFEAIIHEREINEEA,

FAS OYIEAEREZ R1TI 3. SAZET 7L —rZEMAL. AAMEAZRE L&, el
Y—EXZERT 2 (BER—TVADRXTvF3) 120 ROFIEZEITLET,

ATV T L RDESIC. BRI 7AILDORDITEEEL TREL T

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.ReyProtection™
value="GenerateTPMProtectedEey" />

T7AILUFRDESICED T

<?xml version="1.0" encoding="utf-8"2?>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

«!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.ProviderType" value="24"/ —-—>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateIPMProtectedKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemlLog.Loglevel™ value="3" / —--—>
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —-->
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citriz.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

—ZD TPM IIBEZFIRLET, T 7L MD#ERIZ 2048 EY N TY, N—RI 7 THR—
FENTLBRREZIEEL TSIV,

25w 7 2: Citrix Federated Authentication Service #BicE&1 L T. K7 7 1 /L H S EZ A
h*xd,
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ATV T3P —EXZHERLET,

ATv T 4: SERR#EAY —N\N—D S REBDDRAEEREFETRITL £9, BIRIERIZIEHEHEL
BInde. BEBEIOVY-ILOEY NIV IADRATY T IDREBICEDET, OB
BT, BEEEGIRRZEDMWEREN TPM TERINE T, ERAZEIET 74N T2 FFHB T,

SERREBIEIFAZE OME T —HDTPMICEL K RESTNTWS C L 2R T B ICI1E. RDPowerShell
IRV RZFERALEFT, BREEGIASOMEF —DNTPMICREFEINTUVSIEE.
PrivateKeyProvider 7 -+ —JL R (&Microsoft Platform Crypto Provider|Z5%E SN E Jo

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

FIEs: FET7MILERDESICIRELELE Y,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableKey"/ >

FASIITPMTRESN /X —%2F DA —H—SBAE AN TET X IH. KFREBREBETIE
TPMN\—R Oz T7HEITTZEELHD X,

FlE6 : FASZEEHLF I, CNUIED. T—ERRRE 7 7ML ZzBHiHAAH L. BEEEINT:
BERMLET, ZOROEHWEF —I1REIEI——fAEF—IIREEZ5XFJ, CNHDIE
EISMEE F —Z TPMICRTEE 9. Microsoft Software Key Storage ProviderzEH L £ 9%

FIEa7 : FASEEIVY —IILTIL=IE2TZFRL. 1 VA F=JLEEBRICEEHINTWVWSE L SIC
REZTREL X9,

PowerShellDfEF

B EREEREIERE . PowerShellZEHE L TA 754 Y TERTE X9, CNid. FEEAEEN A >
S VOMAEELRERZB L CTERBEEARAEZHIT IS L Z2EF 0V EBICEL TV E
¥ FASEEEOVY —IIZBRALTA 751 Y OBERKEIIAEZERERZITOILIITTEE
Ao

FiEL: EEOYY—IIL%=ZFERLTFASOEERZT O, MRIEET VL — ORI &
MEEEEMRE Dy 7w 71 DRFD2DODFIEOA%EZT LET,
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@

&& Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced

Complete these setup steps:

Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

— | X

Connect to another server  Refres

Deploy

Publish

Authorize

Create

Connect

h

FE2 :

FEEAMEREH — N —T. FEBAET V7L — bMMCRF v 71 > ZBML £,
Citrix_RegistrationAuthority_ManualAuthorizationT> L —+Z257 ) v o L. TFL—Fb
DEHZFEIRLET,

R TZERL T, RAICBVHEZEBELE Y, COAITIE. RATIEXOfine_ RAT. BRHA
FEE ‘!3235—(“3-0
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

FIE3 : FERAMES Y — /N —T. FEAAMBEAMMCR 7y 7o > ZEBML T, AAET > TL— %
BIVYILET, FIMZERL. BITIBMBAET>TIL—bZ2 T ) v I LET, fERLTED
DDOTYTL—bZERLET,

AT Y7 4 FASH —/N—TXRDPowerShellAY> Ly bEO—RLET,
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

ATv T 5 FASH—/N\—ODTPMATRSAT —R7 %24 L. FASTH—/\—TXX®DPowerShell I<
VRLY b2 ASDLTERAZEELERZERL T, F: —LOTPMIFF—REZFHIRLET, T
TAILbDF—EIF2048E Y b TY, N—RI T 7 TCHR—FTNTLWBRF—EZIEELTLLE

TLy,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

£
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New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
RDESICRTENET:
PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

e Id GUID (Z D Tld T5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39) ) &, BHEiD X T v
TTREICHED T,

o« CDPowerShell A< > R L w M3, EFRIEEIIFAZEOME X —Z SN T B -DICFERE
N31EPEROD A—N—F1 K] THIRIEEZTLIEETLY,

e COOXYVRLY FZERITITBE. FASOIRENEFICHEE T 7 1 ILh SmAlRS NIZED
Fryodn, FHTZF—E (F7 4/ b132048) BNRESINZE T,

o« COFHFDPowerShell THIZE TN 2 S EREEEIEERAZE DM+ —12{ETIE. -UseTPMAH
StruelcHBEINTWVWR D AT LIZTPMEER T A T-ODICHREBREBEE —HLARL)
T71IDEDEXEMRLET,

c COOAXRYRL Y rER[ITLTH, BT 71IILOREIIZEEINEE Ao

« ZTOHDBEFFASEIIAD — —SIFAEMER T —12ETIE. FASOREEEFICT 71 ILH 55
HFESNT-EIMERINE T,

e FASH—N\—HWI1—H4—3RZZETLT. TPMTREIN/ -1 — —EFREW R T —
*HEMY B%5E. B 7 7 1)L TKeyProtectionfl % Generate TPMProtectedKey |C 5% E 9
3ZCHEEETY,

F—RT7DEMICTPMAMERSINI-C C ZHEERT BICIE. F—RTHER SNz TICFASH —
IN—ODWindows TR FE2a—7—O7 T —>a> O =B LTLIET 0,
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(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore 14 Meone
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore 16 Mene

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService 15 Mone

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bbe1-44af-8d21-
1159d864d82e]

x0T

BOWTUTHRREINET:

Application Number of events: 3

Level Date and Time Source EventID TaskC..
@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore 14 MNone
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore

@ Information  22/07/2019 12:3%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

F: T270/N+ 4 —: Microsoft Platform Crypto Provider ]

FlE6: SEABEERE V2 aYZTFAPIT4Z—ICIE—L, TERRT7AILELTT AR
JICRELET.
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E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

< >

FIE7: FASH —/\—TPowerShellCATEZ AL T, GIFAEZEERXRERZIAEKEICEEL X9

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>
f:

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

UFHRRRENET:

PS C:v\lsersifAidninistrator.AUTH* certreq -submit -attrib “certificatetemplatez0ffline_RA™ C:iUsers\Administratoer.AUTHY\Des
ktoph\usmcertreq.txt
fictive Directory Enrollment Policy

L4F76160E-DBOC-B021-AkFD- 2E295ﬂ21??32}

ldap:

COBFRT, A XA Do Y RODRRREINZFBEDHD £9, CDHIDIEBHEEETIE.
http (k) ¥ bcom (‘F) DOEBDEFRNEMICHE>TVWET, FIAAELREZESIE. DCOM A 7> 3
TERLTLCES
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Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel |

SFEAMRINNEE SN D . PowerShell IC RequestlD ARRINE T,

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

PS C:\lsers\Adninistrator. AUTH> -
FIE 8: SEFAKEY —/N\—T, AR MMC X+ v F1>D 20 )y LET, BRID ZXE
LET, RIS, BERZHEIV Y I LT ZFRLET,

FIE9: /—RFZFERLE T, RBITESNIREDDDERAEZRDITET (BEXRID B —HI 3139 T

) ZTNIVY I LTHAREZHEET, ¥TZBRLEI, 27V vILET, AAEOT

TDAR—b T4 —FHREBLET, 27Uy ILET, J77IERICOVT. ROF T 3
ZBERLE T,
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

ERiT THEES X vt —JEXIE% - PKCS #7 SIS ((P7B)) THD. TAgeThHhiE. SEEED/
ACHIIRTOIHEZZTH D] NERSNTVIHBRENRHD £,

FIE10: TV RKR—rLFHBAET 71I)L%E FAS H—N—|COE—LZE 7,

F)E 11: FAS ' —/N\—TXX®D PowerShell Y > KL v b E AN LT, BERERISIRAZE % FAS
H—N—ICAVR—FLET,

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcaTCertificateFile <Certificate file from step 10>

IR

Import-FasAuthorizationCertificateResponse -address fashsm.auth.net -Id 5ac3d8bd-
b484—-4ebe-abfi-4biZcfdb2ca3® -PkcsT7CertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

WFHRREINE T,
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PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo9g8boc2705 C:\Users\administrator.sTU\Desktop\TPM_FAS_Cert.p7b

1 74d427ff-c55b-4d6d-87ae-1ff98bec27es
: [offline CSR]
1 978816¢cd-8b21-4695-8c5d-88bb7df1816b
CertificateRequest :
status : 0k

CRIEBEEAZ OMEF —DTPMICEEL K REFESNTWVBR C E ZHER T BICIF. UATD
PowerShell X > FZERAL 9, SREEIAEOMEF —DTPMICREFIN TV BRIFE.
PrivateKeyProvider 7 + — JL R (&Microsoft Platform Crypto Provider|Z5%E SN E Jo

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

AFwvF 12 FASBIEIOVY—ILZBALTHS. BESL £

&4 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

A COY—EXZERT 31 ORTY FICIFEBOFTvIX—IIMTVWTVET,

ATwWwF13: FASBEOVY —IILTIL=ILE2TEEIRL. 1A =)L THBEINTWLS
REERELE I,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 53



JITL—Y3VEEEY—EX

i3

COBITIF. HSMICREFESN TV 2 EREEARAZEOME T — 1 — —AAEOMWEF—ICD
WTERBAL £9, COBITIE. HSMAEREINTWVWB e ZaRE LTWET, HSMICIE. 7ok
Z ¥ THSM_Vendor's Key Storage Provider] O K52 FONAA—&hHD £,

FASH—N—%REIRETERTIATENHI5EIE. NI N—N1HF—DHR—KIIDWVWT
HSMAR VA —(CRESEL T EE LY\,

ATV EEOVY =)L E2ERA L TCFASOVIEARE XTS5 BIZ. THAERET VL —FORE
Bl ¢ TEERB#REDtY h 7y 1 ORVID2DDAT Y TDHEFTT LTSI L,

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AT w T2 HSM®DProviderNamefEWMA TH B RN ENEHIKT T D7c®HIC. HSMARV A —D R F 2
X b ZESRLTLIEEIV, HSMACAPIZER L TWAIBE. 7AONAZ—FRF a2 X2 ~TH
B —EXTONAH— (CSP) L LTERINZZEHHD £J, HSMACNGZEERAL TWL
dima. 7ONAZ—dF—EEE7ON14— (KSP) E LTERTINBZ A HD FT,

ATY T3 BET 7 AN ZROELSICHRELF T,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor’s HKey Storage Provider"/>
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T7AILFRDKSICED £

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->
<!—— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] ——>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrixz.Ruthentication.UserCredentialService.Systemlog.LogLevel" wvalue="3" / -->
<!-— Logging: Event IDs to not log (comma separated) —-—>
<!—— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>

<startup><supportedRuntime wversion="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CDF ) A TIE. HSMHICNGZER L TWLW37=8. ProviderLegacyCspDfE|dfalselZfRE XN
TWE Y, HSMA'CAPIZER L TW 35 EIE. ProviderLegacyCspDfE% truellfRE T 2 HEH
HODEFo HSMACAPIECNGDEE S Z AL TVBMCTDVWTIE, HSMARY A =D RFa XY
FESEBLTLIETV, IERRSAF—ERTHR— TN TVEF—RICDVWTH, HSMR Y
A—DRFaXYhZBRLTIREEL, COFITIE. F—RIZT T A/l bD2048E Y MIHRE
TNTVET, BEITZF—RIN—RITT7THR—FINTVWEZCZHERL TSIV,

FEa: RET 7LD SEZFHAID=HIC. Citrix Federated Authentication Service = BitH)
LF¥d,

FIE5 : FASEIE Q> Y — )L DInitial Setup” 7 TAuthorizez 7 ') v 2 L T. HSMAIZRSAF —
R7ZzE/L. FGIASBELERZIERL X7,

FIE6 : F—RTHHSMTERINI=C &% MEZRT BIIE. WindowsTI R cOT D7 S —
OaYvIVRIZEBERLEY,

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

A [7ANAA = HSMARYA—DF— L= FONAH —]

FI@E7 : SFEAKRAH — /N — DEEBRHERIMMC T, Pending Requests./ — R & ER L £ 75

Request [D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
@1&? ————— BEGIM ME...  The operation cempl... Taken Under Submission 07/04/2016 14:04 AUTHLWUCSHSMS

BEREHIZ) YU L. IssuezEIRL £,

7* :  TAuthorize this servicel] OFIBICEEDOF T v II—I DTV TWVE T,
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE8 : FASEIE VY — )L TRulesZ T %Z&IRL. 1 VXA M—ILEERICEEHE TN TLWBR EED
IR EZREL X,

FASEFFAEX L —

FASIZ. SFBREZE%R1FE T B 7-0OICFASH —/N\—_EDMicrosoftSEFAZ X b 7= AL Tt A. HAA
HT—RIN—EFERALE T,

HIRHERISIFAZE OGUIDERIE T B ICIE. FASH—/N\—TXDPowerShell ¥ KL w tZAAL
£9,

Add-pssnapin Citrix.a&ast;
Get-FasAuthorizationCertificate -address \<FAS server FQDN>

5l Z |£. Get-FasAuthorizationCertificate —address cg-fas-2.auth.net:
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

- —GEEAED VX FZEUS I BICIE. RDKSICANDLET,
Get-FasUserCertificate -address \<FAS server FQDN>
5l Z 1. Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate

ThumbPrint : 2A81185BBEF8B69618@F5FDEGFACOFBEFBAEBS9

UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

fas.stu.net

5

WERZREFET BT-DICHSMZFER T 3158, HSMO > T FHIFGUIDTHEA INE T, HSM

ROWMEZRDGUIDIZ. UTZFERBLTEIETET XY,

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

Bz (3

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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PS CiwUsershadministrator:> Get-FasUserCertificate fas3.djwfas.net

PrivateKeyIdentifier : 38485cdd-63af-43e4-9135-2412246b1112
ovider i Microsoft Software Key Storage Provider
I=sChng : True

ThumbPrint : AD2441FA5S8A02066A84DB198EAREA9T7 65 28DE0ET
UzerPrincipalName : joe@djwfas.net

Role : default

CertificateDefinition : default Definition

ExpiryDate : 19/81/2818 @9:18:48

B

* (/ja-jp/federated-authentication-service/2209/install-configure.html) (&, FAS D1 > X k=)L &
BRICEATZEERV T 7L VAT,

o —AZAY% FAS DERICDUWTIE. (fja-jp/federated-authentication-service/2209/deployment-
architectures.html) EeBICF L HSNTUVET,

« ZTOMD T/\DY—) 8EIE. (fjajp/federated-authentication-service/2209/config-
manage.html) 8B THBRNTNTUVE T,

tXxa)Fo ey b I—UBR

Federated Authentication Service (FAS) |&. Microsoft Active Directory & & U Microsoft ZiEEFA# RS
CEBICRESNTVEY, FXMYIYFO-F—PEZOMODEERAA VI SRA NI IF v LR
BRIC. S RAT LD BEYICEBESLVFREINDELSIC. EXFa) TR —Z2HFEL TS
(AN

CORFaAAYFTIE FASZERTARICERINRT X2 ) T AEOHIEZFHAL I,
Fles 12T A7 FvORBICRIUDHARIRELKEOBEDREL T,

FYRI=OT=FTIF v
ROKIE. FAS BRTHEATNAEELRIAVR—X 2 betFa ) T0BRERLTVET,

FAS —N\—(d. SEEABES LU R X/ >y bO—F—CEKRIC. EFa)T0 LEER 1>
TSARZ0FvO—E LTRODNZBENRHD T, 77 L—> 3 VRIETIE Citrix
Gateway & Citrix StoreFront |31 —H —F5E 2 RT3 HICEBRINZIAVR—>2 T,
Z DD Citrix Virtual Apps and Desktops™ JVR—% > E. FAS OBAICKZHEZZITE
Ao
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ADFS Server (with
Web Access Proxy)

Citrix

Federated Authenti-

cation Server

Windows Server

Windows Server

TLS Server
' Certificate

Signature
Certificate

= FAS

j Authorization
Certificate
FAS User
Certificates

Certificate Authority

FAS User
.‘ Certificate
Template

@ FAS Autharization
Certificate
' Template

Domain Controller

Windows Server

UPN

Y walter@auth local
Alternative UPN
walter@adfs ext

Encryption
Certificate
(not used)

Kerberos

Delivery Controller VDA

StoreFront

Citrix Gateway

Windows Server & Desktap
Operating Systems
TLS

indows Server & Desktop

\/PX indows Server Kerberos SEEESLE

Root CA TLS Server TLS Server | FAS User
§ Certificate f| certificate § Cenificate @ Cerificate

Gateway Server
' Certificate

ADFS Signature
' Certificate

SAML SP (RP)

High Trust

Intranet

27470 F—=IeRy bO—0€FalT+

R— b 443 =/ L7 TLS |&. Citrix Gateway. StoreFront. & & T Delivery Controller™ 1> 7R —
> hEIDBEZREL £9, StoreFront H—/\—(IREHEFDAZEITL. Citrix Gateway (&1
VR =2y MEBHOD HTTPS R— b 443 ZER L IcERO A ZZITANDIBELH D £7,

StoreFront H—/\—(Z. HEFREE T N7z Kerberos Z /A L THR— b 80 #BH T FAS H—/\—|l#&
#iL 9, FREEICIE. FAS H—/\—® Kerberos HOST/fqdn ID &. StoreFront #—/\—®
Kerberos Y>> 7 AT b ID BMERENE T, COA T avid. I—H—20OJ0F>938
IC Citrix Virtual Delivery Agent (VDA) BB § 3B —FERD TERBIM/NFIL) ZERLE
ER

HDX v a > hA VDA ICESISND . VDAHR—F 80 FEHETFAS H—N—|lEHELEX T,
SREEICIE. FAS H—/\—® Kerberos HOST/fqdn ID . VDA @ Kerberos ¥ > ID BMERINE
o Fio. VDA IIFIBAEZE  MEBEICT VR TB7-0HIC TERIEHR/\V RIL) ZRETIHEH
HhFEd,
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Microsoft SFRARERE (3. Kerberos s8sF M- DCOM R LI-@E2Z T ANE T, CHIZEE
TCPR—brZERATAELSICHEBRTETEY, EAKEIZEE. FAS H—N—DEEINT-BR
IT—S 1Y FFFREICK > TEAINI-CMC NNy FERBTIZIZEZERLE T,

H—N— TPAFT I +—ILR—b

JxTL—o g RS —EX [in] StoreFront™#& K F'VDAD 5 DHTTP#EH
Kerberos. [out] MicrosoftsEBB#ES A\ DDCOM

ShUYORTF—boA [N 22472 UHS5DHTTPS, [in/out]
StoreFrontth —/N\—A®D/H 5 DHTTPS. [out]
VDANDHDX

StoreFront N> rJYORTF—=rTTAHE5D

HTTPS. [out] 7UNJ)— 3> bO—5—AD
HTTPS. [out] FASA\®DKerberos HTTP

FTUN)—a>bO—5— [in] StoreFront™ —/N\—H'5 DHTTPS. [in/out]
VDAD'5 DHTTP#EHKerberos

VDA [infout] 7N —2a> bO—5—H5D
HTTP#EHKerberos. [in] ¥ cJw o X &5—
7 T4 H5DHDX. [out] FASADKerberos
HTTP

MicrosoftSE PR RS [in] FASH'5 MDDCOMEB & I E#

Citrix 7 7 L —7 v REREEH — E X & Citrix Cloud™E] D5
YV —=J)LEFASIE. TENENI—H—7ho> by D=0 —EXT7HT> b2{ERL
T ROT7RLRICTIVEALET,

s A—H—=7hHUFTFTOFASEEIVY —)L

o * cloud.com

o *,citrixworkspacesapi.net

c RIETH—RN—FT0DID7ONAA—ZFERALTVWRFBEIC. €O7ANAE—DHRE
937 RKRLXR

« XY FIT—=IOH—EXTAHI Y FTFOFASH—E X:

o *,citrixworkspacesapi.net
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o *,citrixnetworkapi.net

BREICZOXF D —N—DEFFEFNTVBREEIE. FASEEEIYY—IILO7RLATaA—Y—OF%
SEEBRLET, £7/-. netshFIZEKRDY—ILEFERLT. Xy b= —EXT7HTV b+
DT RLADER TN TWBR I EZRELTLET

Xxal)FoICEATREESE

FASIZ. RXq>aA—H—|IRH > TEEMNICGRAZE*RITCEI 2 EHREEAIAEZIF > TV E
To TD=D. FASH—N—%REL. TDOERZFIRTZ7=HDEXa2) TR —%EKE
L. EEITBZZEHNEETY,

FASIZ. BERI—Y x> b LTHEET S TA——EBEEZHITL £ 9, MicrosoftZEBE#RES
TlE. BREI—Sx Vb SBEETYTL—b BLUBRI—J Y MHEIREERITTES
A—H—%ZHRTETX,

citrixtest-DC-CA Properties

Extensiong I Storage | Certificate Managan:
General | Poicy Modue [ B Modue
Envolment Agerts | Auditing I Recovery Agents I Secuty

For more information see ol A

() D not restrict enmliment agents
(#®) Restict errcliment agerts

Enrolment agents:

CORAT7OTZEALT. UTZHETEET:

o BRT—1T 2 A X MCIEFASH —N—DAHDBZTENTWVWBRZ &,
o FFBFZEF > 7L — ) X MICIEFFAST Y L — RDADEENTVWDE T &,
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o« PUEIFAEN) X MICIE. FASOEREZHFAINTLER I —DADZTENTVWB I L, I
Y ZIE. FASHEIRES I —TFiIdRESNII—F—JIIL—TFD21—F —I|CAIFRE % ®1T
LBEVWKSICTARZCIFEVWEIETY,

7O AEIE X b OB
IW—ILZEBRT5EI>a Y THETNTWBR L SIS, SEAEIETINBBICFASICI—H—ID
ET7H— b3 EBFBEINTUVWSStoreFrontth —/N—D ) X b %R T IBELRHD £9, F
RIS, EOA—H—IEEAELRITEIND D BLUVEDVDAR S VICEREETEBH EFHIBRTSE
9, CDHREIX. BT B1ZZEDActive Directory £ 7= IFEERRMRI D 2 1) T BEBEICIN X TR
HEhxd,

T714T70+—IIERE
FASH—/N\—ADITARTDERFIL. — F8OEH THEESREE &S N/=Windows Communication
Foundation (WCF) Kerberos%v k7 — &Gz ER L £ 95

AR MO DER

FAS & VDAIZWindows I R FOJICIEREEZEZTIAAFT T, CNIEERPIUVEEBRICERT
IET, IR OTEIS I VICIE ERTIRERH DR ATV NIRRT
TWET,

N—Fox7*xa7Tq4EDa—)l

FASICK > TRITIN-A—Y —BEZDMEXF —E2 ST IRTOMEF —|I. Network Service
THOY MIE>TITIRR— P ARAIBEEMEXF— LTREINE T, EXaUToR)>—T
MNBYINZHE. FASIIES{tN—R Oz 7tx a2 )70 BV a—-I)ILOFERAZYR—LELTWLE
ER

ELARILDOESILERLIL. FederatedAuthenticationService.exe.configZ 7 1 L CRHIATE X T,
N5 DFREIF. MEF—DPROICERINDZIESIERAINE T, LA >T BREBOWE
F— (Bl: 4096y b TPMIRE) 5221 LA—H—FBREICIIELIREZFERATETE T,

INSAX—"— A

ProviderLegacyCsp truell®E SN TV BHE. FASIEMicrosoft
uwmmnwmm%ﬁmbi?o%nuﬂw%
&+ FASI3EMicrosoft Cryptography Next

Generation AP| (CNG)ZER L £95

ProviderName FEHTBCAPIZIZCNGFONTE —D%
Bilo
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NFA—B—

S&"

B

FONA A —DiEE Microsoft
KeyContainerPermissionAccessEntry.Provider
Type 7O/X7 1 PROV_RSA_AES 24 =&
L& d, CAPI L HSM Z{EBLTH D, HSM
R —DRIRIEELBRVIED, BIZ 24 TH
BRENHD X,

F—1RE WEX—0 TTOXKR—bABE) 759 %4l
LEd, N—RTT7THR—FINTWLDS
BEE. FIRXATYRTSY R TH—LTE
Ja—JL (TPM) ¥— X L= OFERHEFA
LY,

F—K RSAMZFEXF—DF—K, Y R—bTNTWL3S

fll& 1024, 2048, 4096 T3 (BIEME
2048),

EREDORAE

RIBEOEEIF. ROTIL—-FIZHIToNET,
%l BfE

IVR—TFS5A4 XEEBE TH#LANIERRET YL — 21V X
F—=ILLTIRET D

B XV EEE IIN—TRIS—REZEBRT S
SEFRERS EIEE SEEAKKBI Z R T B

FASEEE FASH—N—%1 VX b—JLLTIERT %
StoreFront/Citrix Gateway & 12 I—4—FEE = 8T 3
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General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Names:

8 Musthenticated Users
% Domain Admins (DJWFAS Domain Admins)
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For special permissions or advanced settings, click
Advanced.

Moz b 7ANT1 ZEETS
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SID #EEFAEEREAEICE O S LS ICR>TWVWE T, TNICkD. I —H—D Active Directory 7

NIV SADBABIYEVITHREETNE T,

MNpr—N—1 7ONT1 2EETS
Citrix IFHE L FHAD. BEIIHLT. CNSOBRELZBBOR) O —ICEDOETEETEXE
EP

RTEH7ONT1 DEE
CNSDB/ERZTELHEVTLET V., CNSDREIIRIADLSICRRINTVIRELHD F
R

© 1997-2026 Citrix Systems, Inc. All rights reserved.

66



JITL— 3 EREEY—EX

Citrix_SmartcardLogon Properties |2 N
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LSA H' CertVerifyRevocation ZMHUNME L £ L
- BRZZ0)

SFHE— R TId. FEBRSE CEEEAERMY X
(CRL) B’
AppData\LocalLow\Microsoft\X5090bjects |
AOTENET

LSA H' CertVerifyChainPolicy ZMFUH L F L
fc (INGA—R—%FT)

S&"

B

AY—hrA—REAEEE. AVE2—%2—0D
PRSI MMEEINT)L— FEERREX M TIC
HBDAPEEZFALTEBERTETEEATL

2AY— b H— R®DOCRLIZ. FFBBZDCRLER
RAYVRTIRESNITRLANSAETY
O—RFRTEEHEFATL KIF v IhH

Microsoft/Windows/
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JITL—Y3VEEEY—EX

I>—3J—F

S&"

B

BEFonTWBGEE. ChickbOd4>
DRI L <D £9, (/ja-jp/federated-
authentication-service/2209/config-manage/
troubleshoot-logon.html#certificates-and-
public-key-infrastructure)t 2 > 3 > D[FEBEE
ERFABA VI SANSVF v ZBRLTL
y ke A

SERREFRI S — COIFREIFOIAVICELTVWERA.
EZIE. —N\—FFRAZ X /- ISEBRIIFET
HBDEREEDH D £,

Kerberosd%/

KerberosOZ#BRICT BICIE. RXA>A>bO—5—8 IV RI—HF—TI VT ROLY
A MUEEZEMRLE TS

NTT fED%E {i& [DWORD]

CurrentControlSet\Control\Ls LogLevel 0x1
a\Kerberos\Parameters

CurrentControlSet\Control\Ls KerbDebuglevel Ox(fffff
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel 0x1
dc

CurrentControlSet\Services\K KdcExtraLogLevel Oxaf
dc

Kerberos OV I3 AT LAY FOJICEAEINE T,

« MEEINTULARWVIEREE] O&5BXyvtE—F BHDNEZ THBIET T,
¢ 22D I Z—— RIIBERIEEENTH D, ZL2ICEFTTET,
o KDC_ERR_PREAUTH_REQUIRED (WK X/ > Y bO—Z5— O MUBREMED/=0IC
FHINEY)

o REAZRT S — Ox4db
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RXA>aArybrA—5—I9—0X57—>3>009

Ot a>TIE. A——HEAETOJ AV LIt TR X/ a—5— 7 —7
AT7—=2avIlEIF3FHEEINZ 0T MJICDOWVWT

VDA CAPI O%'

VDA > X7 L0OY

RX1>a> bO—>—0OCAPI2OY
RXqs>aryrO—Z—otxal)rq00

Virtual Delivery Agent (VDA) Dt F a2 !) 7 O

RXa1s>a>hO—5—o CAPI2 OY

a4 # >hic,

IVhUZERLFT,

Operational Mumber of events: 6

FEAL XY,

FXA>OY bO—F—FFUH LTOERRAEZ KR L. ROFEAT—EDOY

Level

{1 Information
{Dlnﬁ:-m'ia'tiun
I{I}Irrl‘c:rrrlati-::nn
{Dlnfnrmatian
@Inlﬁm‘iatian
{j—:,lln!'nrmatinn

Date and Time

21/06/2016 15:14:54
21/06/2016 15:14:54
217062016 15:14:54
2106,/ 2016 15:14:54
21/06/2016 15:14:54
21/06/2016 15:14:54

Source

CAPIZ
CAPLZ
CAPIZ
CAPI2
CAPIZ

Event ID

Task Category

Verify Chain Palicy

Build Chain

X308 Objects
Verify Revocation
Verify Revocation
Build Chain

NI FOT Xy =23

RXA>aY rO—F—_FED Isass.exe O VDA IC K > TR
HENFAREZEICEDVWTFI—VEEBEL. ZOEMYE KWEEL) Z#RELTVWBRI S

RLTWETY, #RIE TERROR_SUCCESS) LT RENF T,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCBSAFBTF18TETADAAADSCEFOSCCTS05C4176F.cer
[ subjectName] fred

- CertificateChain

[ chainRef] [FFO3F7OB-52F3-4C93-877A-5DFFE40B9574)
- Flags

[value] ]
- Status

[ chainindex] -1

[ elementindex] -1

- EventAuxinfo
[ ProcessMame] lsass.exe
= CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4C76-981C-49FEDT86318F)

[ SeqMumber] 1
- Result
[ value] 0

RXq>aybO—F—0txa)Fs07
RXA>OA> rO=—5—F—EDOTF AR FERTIL. FBRARY MMIL768TI, D
ARY MTId. FEEEE D KerberosF47 v FEFRIF7 v b (krbtgt) DFEITICHERINE TS

NEDFEIODX Y= Y—N—DI T HO AR XA > b O—5—ICW LTER
EZIToTVWBEZRLTVWETY, ChIdkH XvE—J1F FLLkbtgtiCE 21— —7
AOVERDRARX> O bO—5—ICHLTEREZITOHICERAINTVWA e ZRLTULE
ER
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Keywaords
"‘l‘»ﬂwdil Success
""-'4»‘ Audit Success
CL“ Audit Success
M Audit Success
‘21‘_ Audit Success
21, Audit Success
':akﬂud'rt Success
'Ek‘ﬁuud'n Success

Date and Time

2170652016 15:14:56
21/06/2016 15:1456
217062016 15:14:54
21/06/201615:14:54
21/06/2016 151454
21/06/2016 15:14:54
21/06/2016 15:14:54
21/06/2016 151454

Source Event D Task Category

Security-Auditing 4624 Logon

Security-Auditing 4624 Legon

Security-Auditing 4763 Kerberos Service Ticket Operations

Security-Auditing Kerberos Authentication Service
Security-Auditing 4763 Kerberos Service Ticket Operations
Security-Auditing 4634 Logoff
Security-Auditing 4624 Logon
Security-Auditing 4624 Logon

Event 4768, Security-Auditing

General | Details |

@ Friendly View ) XML View
+ System
- EventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-502
TicketOptions  0x40810010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress Hfff192.168.0.10
IpPort 493458
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5F0001D1FCAZACI0OF368TOCEECO0000001 DI FC
CertThumbprint 23BC65AFBYF18787ADAAADSCEFDSCCTS05C4176F

VDAtFxaUFos0OY

O0F 2 AR MIXNIGTBVDAEF 2 ) T BEOVIE. ARV MDD 4648V KU THD.

winlogon.exeh 5EEINF 7,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
G Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logon .

<‘| m ¥

Event 4543, Security-Auditing 4

]G:ncﬂl Details |

®) Friendly View 0 EMIL View

+ System "
- EwventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7
LogonGuid {00000000-0000-0000-0000-000000000000)
TargetUserName fred
TargetDomainMame CITRIXTEST
TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo localhost

Processid Ox126¢

ProcessName  C\Windows\System32\winlogon.exe

lpAddress 192.168.09

IpPort 511 W
VDA CAPI O%

ZDVDACAPIOY DI, Isass.exelc & BE—DF T —UBERSSVOEES—T > XA ERLTH
D, RXA>3> +O—7—5ERAZE (dc.citrixtest.net) ZR5E L TWLVE To

l:_D Information

21/06/2016 15:14:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 15:14:34 Capi2 11 Build Chairn
(1) Information 21/06/2016 13:14:34 Capi2 00 X309 Objects
(_D Information 21/06/2016 13:14:34 CapI2 41 Verify Revocat...
(i) Information 21/06/2016 15:14:54 CARI2 40 Verify Revocat..,
(i} Information 217062016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDAY X7 LAY

KerberosOZ D BEMICR > TWVWBIBE. P XATFLO7ICIFITS—
KDC_ERR_PREAUTH_REQUIRED (CHIFEFATET£Y) &. KerberosOAJ A >HEIML I &
xR 9 Winlogonh5DIT Y FUDARRINET,

(1) Information 21/06/2016 15 14:56 Winlegon 7001
I!-_:ll'Ern:H 21/0672076 15 14:54 Security-Kerberos 3
<| il | 3
Event 7001, Winlogan »
[ Generat | Details |
®) Friendly View () EML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEESE383-TCF3-4331-91CC-A3CE16A2B538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
= Timal rasatard

Windows1 X O %A L 7=FASDER

TARTODFASAARY MMEWindows 7 FU T —> 3 AR bOJICETIAFEFNEF T, System
Centre Operations Manager (SCOM) R D@m=z FERA T3 L. CCTHBAThTWS 7O L
ARV M ZAVWTFASY —EXDEEMZEHRTETET,
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FASH—E X IRTHRTIH?
FASH —E XDERITHEHIESHZHIT SICI1E. TOEX

Citrix.Authentication.FederatedAuthenticationService.exe

BEHRLED

FASH—EXRZEHTI-OHORHLEBEELRAARNY FOIAH. COEI 3> THAINTWLETD,
FASAARY FO—RDOTRLE) I MIDWTIE. FASA/ARY FOJ BB LTLIET L,

FASIEEMHIRY K

RDANY ME FASHU—EXDNERTHEHESHZRLTVET,

14 R Y —XIZ Citrix.Authentication.Federated AuthenticationService T9d,

ARV K

[S003]

[S022]

[S023]

[S123]

[S124]

ARYETHFX L

EBIEE [0} X T
FURE—R%E [{1)]
ICERE

BIRE [0} KX > T
FYRE—REAT

ICERTE

FEE {0 AT
FTURE-—REXY

ICERE

[upn: {0} role: {1}]
[exception: {2}]DEE
BAZDRITICKEL
Fl7o

[certifcate authority:
{2}] [exception: {3}] T

A

FASH—E XD X >
TFHURE—RIZE
EINnfh. RS
nFlL7,

FASH—E X% >
FFYAE—RDS
R NE L.

FASTH—E XD XY
FFURE—RICE
D i l/TCo

CDARY &
FASHMERL ST LY
BEDCAHI—H—
FSERAE DFEITICHKLN
LAah 735810,
[S124]|DBICHEL
¥9, £D1—H—
DTN YAF
IFEKBML £,

FASHHEE S L7=CA
hS51——5EERE

p=3

XVFFIRAE—R
Fx. FASH—/\—
E> >IN aoF
VICERTEEE
Ao

FAS 10.7 / CVAD
2109LAP% THIFEH]

ok,
BEo

FAS 10.7 / CVAD
2109LABE TH) AT BE
T,

CDARY M 1B
BENTWEIART
DCADEEEL TLVR
nwCoezrRLTW3
AEEMLH D £,
FASHHSMZ%Z fEF S
BLDICHEEEINT
W35 H. HSMA R
BELTLWARVLWIZED
TLTWBETEEED
HHFEI,

ZDARY FE. CA
HIERE L TULVAR LY
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ARV FFER L

[upn: {0} role: {1}]®D
FERRZE D RITICKHK
LFL7

SORLEERAE DB RIHA
IRAES 2 <IN F
3 (3%&D{0}H) . it
BAE DFFHM: {1}

[S413]

|:|:|.,\|:| uﬁﬁﬁio)ﬁfﬂﬂﬂ
BRAYINE L7z, FE
BRE D FFH: {0}

[S414]

577 REHFASTIARY b

Citrix Cloud™ & @ L TFASZFERA L TW3IEE

SN eRLET,

A4 ~R> kY —2XIZ Citrix.Fas.Cloud T35,

A

ZERLELDELE
EEIC. IS—HFE
£ LF LT FASH
BROCATHER N
TW3HE. FASIE
ADCATEREZHTT
LY,

CDARY &
FASEREEEEFAZE DA
SHEBRR DA DK & F
HIMICER SN E
o TIAIET
I&. SRELEEFRZEDHE
SHERBEM30BH LA T
H3HBE. CDIN
Y hEEBHERIN
EE I

FASEREEGEERZE D&
SHERBR AN B &\
AR MMIEH
HICEREINE T,
TI7AILETIE. C
DARY ~MMIERE
REhEzd,

p= 3

h\ ERAETH D
CXZERLTWSA
BEMDHD XY,
FASH'HSM%Z fER
BLDICHEEEINT
L\%iaz . HSMA #&

BELTULWAVLZED
T LTWLWBETEEMED
HDFT, FISIE.
MREDFRRZRE T
BDIRIIBF T,

77 )L hEREIF.
AN > kRLw b Set-
FasRacCertificateMo
nitor Z £ L T
BTEEY,
PowerShell ¥ > K
Ly hEBRLTL
kel

BRIEARRAYINDS
. FASIZFHL WL
—sEERE = &
RTEHR< %D, &
SONYA AN
KM LD £,

« RDARY MMIFASH—ERDEETHSH
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IRV b+

[S012]

[S013]

XU T1MRV

ARYEFTHFIH

Citrix Cloudh5 D>
DONTAFIC
FAST —E XH'F B
BJEETY

FASH — E X & Citrix
Cloudh 5D >4
WA >FICFIA
TETEHA- [{0}] 5%
McOVWTIE. BIE
aYY —I)LTHESRT
TFET

A

CDARY &
Workspace (DD
Citrix Cloud) H*5®
VTN T
HHEEEL TWVWBIET
ThdcxERLE
ER

ZDARY &
FAShH'Workspace
(Citrix Cloud) H'5
DTG AF
CEREHTEAWVC
CzmLTVWET,
Xyt—2ClF &
DONGAF D
HEe L 2 WIBALE
FNTVET,

p=3

CDANRY M EHET
I BHEIIC. FASIX(L)
BRESNTWSC
Ee QAYTFVR
E—RTIEBWC
L. B XV(I)Citrix
Cloudic#fi N T
Wbzl
ED

FAS|ZCitrix Cloud\
DK e 75 3t & M
FLEY, CDEs
lF. XYy bT—=0D
AEGFOF>
H—N—DEGHEm
RIS —7Y, TF
I FRIERTEIRY
rEndZehHn
£9, CDHFA.
RNy b TFFIMIIE
l'Service is not
connected to the
cloud; ERRENZF
To CHUIIEELH
fETH D, FASIZE
5 |ZCitrix Cloud\
DiEme BRIl £
StLFET,

RDANRY MM AEBIV T T DFASZEBLES S LI ZRLTVWET,

14 R> Y —XI|Z Citrix.Authentication.Federated AuthenticationService T9d,

ARY ~

[S001]

ARETHRZXF

7ot REE: 1—H— [{0}]
|¥AdministratorsZ )L —®D

AXYN—TIEHOEFEA

SII:IE

B4

FASOBMERNEIIEE
LS LEFLED. HUEH
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JITL—Y3VEEEY—EX

IRY ARV TFHER b B
LItliZFASEIREE TIEH D
BTATLT .
[S002] 7Ot RES - — [{0}] FASIL— LD Z R E T
IFO—JL [{1})] DEEBETIE FEELLSCLELED
HOFLEA MU H LTTIZFASEEE TIX
HHFLEATL
[S101] H—/N—[{0}] I. O—JL I—H—IDET7H—LEK
[N TIDE7HY—rT3C SYLFELEEA HUELT
CZEFHFINTLWEREA ICIEZ DIEBRAH D £ A
FAS JL—IL#ERL TEFRI SN T
L\3 StoreFront™ H—/\—
(BLUHHETIHEIF
Workspace) D&HHY, 1—
Y—IDZ7H—FTEZF
ER
[S104] H—/\— [{0}] & UPN [{1}] @ I—H—IDET7H—rL&K
TH—MIIKRBLELE S LELED. FASIL—IL
(UPN ($0—JL [{2})] TEFAI & BRIc&D1I—F—ThoY
NTLWEEA) MIFATETNTVLEE A,
[S205] SEEREFBE 7 U AHHES VDAD FAS T > IILTA
ShELL-FUHLTTH A EEITLESELEFL
7>k {0} t&. IL—IL [{1}] feh'. FAS JL—IL#BRRIC LD
DFFR] S NT-FEAEFAE T VDA IFFFRI TN TV EE Ao
lFHdOFEA
FAS TR> kO

RORIC. FASICE>TEM TN IR OV M) ERLED,

BEAR>VE

NE5DARY I, FASH—N—TOBHRZEEICIGLCTOJICERSINE T,

OJ3—k

[S001] 72 RIEDL: A—H— [{0})] IFBEEIIL—TDXN—TIEHD FEA
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AJa—kr
[S002] 72 RIEFE: 2 —H— [{0}] IFO—/L [{1})] DEEETIIHD FHA
[S003] BIEE [[0) AV TF UV RE—RZ [ ICRELTVWET

[S004] BIEE [{0}] BT > 7L — b [{2} and {3}] ZfEA L TCA[{1}] ' SAFRIERAE X ERL TV
x9

[S005] ‘&% [{0}] I'CA[{1}] DEAREWMDBELTVET
[S006] EIEE [{0}] h'#T L LEEFREER [{1}] ZfER L TWVWE T
[S007] BEIRE [{0}] HEEFAZER (1] ZEH L TLET
[S008] EIEE [{0}] NEIPAEER [{1})] ZHIFRL TLWET
[S009] B [{0}] BFTLLWIL—IL [{1)] ZIER L TWET
[S010] BIEE {0} MIL—IL [{1}] ZEHFH L TVET

[S011] EIEE [{0)] HIL—IL [{1)] ZHIBRL CWE T

[S012] EIEE [{0}] HYEERAZE [upn: {1} sid: {2} rule: {3} Certificate Definition: {4} Security Context:
B} ZERLTVWET

[S013] EIEE [{0}] H'EERAZE [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}] % !/
PRLTUVWET

[S015] BIEHE [{0}] AEEAAEZEER [TPM: {1}] ZER L TWE T

[SO16] BIEE [{0}] HVEERELRAZE [Reference: {1}] Z1 > R— kL TWE T
[S022] BIEE [[0)) WAV TFH Y RE—REFATICHKRE

[S023] BEE [{0)) XV TF Y RE—REA VICKRE

[S024] BIEE [{0})] BN AT LANILRAEZ R —%RE

[S025] BIEE [{0)] BV AT LNILAEZZ—%H/E

[S026] EIEE [{0)] K'RAGIFAZ E= X —%RT

[S027] BIEE [{0}] KRASEFAEZEE=4—% Ut v
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AJad—k
[S050] BIEE {0} ML WO ST REREMER L TWET: [{1)]
[S051] BIEE [{0)] 'V 57 RERZEBH L TUVWET: [{1)]
[S052] BIEE [{0)] iU TV RIBRZHIBRL TWET
[S060] BEE {0 'O 5T REHREZERLTVWEY, 1 VRV R:{1}

[S060] BIEE [0 NME A LI RSARMITUREBEREZERLTVWEY, 1VXEVX: {1}
CloudServiceUrlFormat: {2}

[S061] BIEE [0 WISV REHFETTLTVWEY, VY —XDIBA: {1}, IL—IL%: {2}

[S062] EIEE {0 VTV REHRET T LE L. VY —XDFA: {1} ({2)), IL—IL%: {3}, EBE:
{4} ({5}

[S063] 7 27 REBFRPICKRST 7 —HREEL £ L7 IS {0} TLT=

[S063] [S064] ¥ 57 RERPICFABELRIZ—HIREEL LT HI9ME {0} TL7®

aJa—k
[S401] #RRD 7 v 74U L — KR %Z3E4TH -- [From version {0} to version {1}]

[S402] T 5 —: Citrix Federated Authentication Serviceld&Network ServiceX L TR1T9 2R EN'H
D £ 9 [currently running as: {0}]

[S404] Citrix Federated Authentication ServiceT — 2 X — XX Z@HIFIIEELTWVWE T
[S405] LY R M UDST—ER=IADT—2BITHRICTS—HMRELELF L7 [{0)]

[S406] LA MUDST—ER—IANDOT—2BTHART LELE (F - —GRAZIERITT
nNELA)

[S407] T—AR—ZADBRUFETZ7H. LZARMIR—ZDT—RIFT—ER—RIIBTIN
FHATLE

[S408] #EZ A>T L— R TE £EA -- [From version {0} to version {1}]

[S409] ThreadPool#8RIZ I L % L 7= - MinThreadsh'[workers: {0} completion: {1}]h* 5 [workers:
{2} completion: {3}|ICAEINF LT
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aJa—Fkr
[S410] ThreadPoolt&mIZ kB L % L 7= - MinThreads % [workers: {0} completion: {1}]h" 5 [workers:
{2} completion: {3ICABTETEHATL L CNISFASH—N—DRT7—ZEU T ICEER S
ZABEHREMD B D £
[S411) FASH —E X ZRETE £ A: [{0}]
[S412) D 7 v FJ L — RH5ET L F L7 -- [From version {0} to version {1}]
[S413] AGRIFAZE D BMHARA EH R <IN EFT R D{0}H). FFREDFM: {1}

[S414) AGREEEAZ D EHEARD UIN £ L 7=, SEFEZE DFFM: {0}

[S415] EZFREEBAZEDF T v I DT LE Lo {OMFDORIEN OV ICEREINE LT, RED
FIVIIMHUIFESNTVEY

ID7H— 3 > DER
BEINEY—N—P2A—H—0OJF>2T7H—bT3HL. CNE5DAARY MMIFASH—/N—TE
TRICOJICETRINE T,

aoJ3—Fk
[S101] H—/N— [{0}] i&. O—JL [{1}] TIDZT7H— ~ I BHERDH D FEA
[S102] H—/\— [{0}] IFUPN [{1}] D7 H— MK L & L7 (BI5: {243})
[S103] H#—/\— [{0}] IZUPN [{1}] SID {2} ZZRL X L7cH\ Ly o7y FIESID {3} Z:B L F LT

[S104] B —/\N— [{0}] I&UPN [{1}] ® 7 H — MK L £ L7 (UPNIZO—JL [{2)] TEFRIEINTL
FtEA)

[S105] B —/\N— [{O}] IZID7H—> 3 > H1TL F L7 [upn: {1}, role {2}, Security Context: [{3}]]
[S120] [upn: {0} role: {1} Security Context: [{2}]] ICSEERZ#HITLTWVWE T

[S121] [certifcate authority: {2}] IZ& o T [upn: {0} role: {1}] ICEEBREMRITINEL -

[S122] & H—/N\N—HBEFEPRETT [upn: {0} role: {1}][19HT=D D) I T X M {2}

[S123] [upn: {0} role: {1}] [exception: {2}] DEEFHEDFEITICKB L £ L 7=
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AJd—Rk

[S124] [certifcate authority: {2}] [exception: {3}] T [upn: {0} role: {1}] DEEEAZE DFITICKEL £ L
1c

HIMMHEEL LTHET S
VDAD I—H—%OJ AV ETHEBZEEFIS. INEDARY MIFASH—N—THRITRICOJICEE
wanhxd,

OoJ3—Fk
[S201] IRHMM L FEE [{O}] IFNRT—RICTIERTETEH A
[S202] HLEFEE [{0)] IFEERAEICT VLR TEFE A
[S203] HkH#LL =& [{0}] IELogon CSPIC 7V XATE £t Ao

[S204] [{4}] IC K > THESE I =0 —/JL: [{2}] [Operation: {3}] T. &HHEZE [{0}] A [upn: {1}] D
Logon CSP IC7 72X LTWE T,

[S205] IHMMEFED 7V ZAMEESNE L - FUOHLITT7AT > b [{0)] I&. IL—IL [{1}] DFF
A CNTEKIMEEETIIHD T A,

[S206] FU'E LT 7 AU > b [{0}] IFEHMEEETIIHD £ A,

[S208] #% F —1REHKB L £ L 7= [Operation: {0}] upn: {1} role: {2} certificateDefinition {3}][Error
{4} {5}

1>ty g ViERRg Y —/N\—
A—H—RA oty a VIFRERFERATIEFIC. TNHEDARY MIFASH—/N—TOZIZEE
BINEJ,

aJa1—Fk
[S301] 77 RIEE: A—H— [{0}] IHMREBRAY— b HA—RIZTIEIATETEEA
[S302] 2 —1— [{0}] AREAR{REE R~ — k71— K [thumbprint: {1}] ZEKL £ L 7

[S303] 7V REE: 21— — [{0}] PMREBRXAIY— b H—F [upn: {1}] e —H L EEA
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[S304] A—H—[{O] AV Ea—2—[{2)] LTTOT T L [{1}] ZEITL. WERIEE [{6)] D7
HIZRFE A< — ;71— R [upn: {3} role: {4} thumbprint: {5}] ZFEA L TWVWX T

[S305] WEREBIRIEN LB L £ L 7= [Operation: {0} upn: {1} role: {2} containerName {3}] [Error {4}
{5}

FASPH—>a>FST1>
CNSDANY MIFASTH—> 3> TS0 VilL>TATICRBEINEF T,
aJ31—k
[S500] FAS7H—> 3> FS 04 UhEREINTULWEEA
[S501] B SNIcFASTH—> 3> 554> O— R TE LA TL I [exception:{0}]

[S502] FAST7H—> 3> F5 04 >HAa— R ENE L7 [pluginld={0}] [assembly={1}]
[location={2}]

[S503] H—/\— [{0}] IFUPN [{1}] ® 77— MMIKBL F L7 (AT 4 VEHDRE I N F L 7chl
T304 ) IEENEHR—FLTLWEEA)

[S504] H—/\— [{0}] IFUPN [{1}] 7Y — MIEBL X L7 (OF A VAR I N E L 7hN
B ENI-FAST ST UDH D EHEA)

[S505] H—/N— [{O}] IFUPN [{1}] D7 H— MMIKBLELIE (T 71> [{2] A T—F X [{3}]
LUyt 4 TATA VIR EIEE L £ LK)

[S506] 7251 > [{O}] I&. B—/N\—[{1}] BSDUPN [{2}] DOJ 7 VEHlZE X vt —2 [{3)] 4t
ICRIFANKLLE

[S507] H—/N— [{O}] IF UPN [{1}] D7 T — MIKRBLELIL (T4 {2 DXV Y R [{[4]] D
KITHICHAN [(B)] Z#RA—L F LK)

[S507] H—/N—[{0}] IEUPN[{1]] D7 H—FIZEKBLELIZ (TS 1> [{2)] DM (3] = R
O—LZFLTK)

[S508] H—/N\— [{O}] IF UPN[{1}] D7 H—MIKBLEZ L (T7O7ERT1 AR 3 UHRHETE
NELED. TSIV 2] IFFNEHR—FLTULEHA)
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[S509] H—/N— [{O}] IE UPN [{1}] D7 H— MIEKBLEX LI (FPI/ AT+ AR a UHMRH S
NELED BRINTEFAS 735510 0B D EHA)

[S510] H—/N—[{O}] IF UPN[{1]] D7 — KM LE LT (O RXTa AR avidTFZd
AV 2N ICE>TEHERABINELTR)

Workspace ¥ FAS
5D R ME. FAS H' Workspace &&EHE L TFERAIND CSICOJICERINE TS

m b bl
[S001] Citrix Cloud ZREEF—Z2O—7—> 3 > L £ L7 [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] 75U RHYR—rEZa—ILHEHLTUVET, FasHub 7 57 RH#—E X URL: {0}
[S003] FAS h'U 57 RIZEEFRINE L 7 [fas id: {0}] [transaction id: {1}]
[S004] FAS |37 57 RADBEERICKE L & L 7z [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS |FIRTEDEMZ 7 7 RIZiX(E L £ L7 [fas id: {0}] [transaction id: {1}]

[S006] FAS |FIRTEDERZ 7 7 RISEEFETE FEATL T [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FASH' U 57 RHh 5B EFEFR I N E L 7 [fas id: {0}] [transaction id: {1}]

[S009] FASH' Y 5 RH 5 DEFRMEFRICK L F L7 [fas id: {0}] [transaction id: {1}] [exception:
{231

[SO10] FASTH—E RIEV TV R Xyt —C Y JURLICEFR SN TULWET: {0}
[SO11] FASH—E RIET T U RIZERINTLEEA
[S012] FASH —E X I&Citrix Cloud 5D T I A A VKB TEET

[S013] FASH —E X |ZCitrix Cloudh'5 D> VT I A A VICFIBTE £ A [{0)] M EIE
AV =)L THSRTEEY

[S014] V50 R —EXADMHEUH L <service name> HYkBEL F L7 [fas id: {0}] [transaction
id: {1}] [exception: {2}]
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[S015] ' L Teh'BFRl SN TWLWARWE®. Citrix Cloudh 5D X wvE—Ih7OvoshEz L
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] V5 R —E XADMEUH L <service name> H'AEIHL F L7 [fas id: {0}] [transaction
id: {1)]

[S019] FASIZ Y 5 R 518 %Z A4~ > O— R L & L7 [fas id: {0}] [transaction id: {1}]

[S020] FASIZZ 57 RH S DIEBREDA 7 > O— RIZKK L £ L 7= [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] V5 RHYKR—hETa—)LDEIKBL F LI FIH: {0}
[S022] V5O RHAR—hEZSa—I/ILEEIELTVETY

[S023] Citrix CloudsResEF—DO—7T—2 3 VIR L £ L7 [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]

[S024] Citrix CloudsRsEF—DO—7T—> 3 > &R L TULWE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] C D —E XDEEEF — & Citrix CloudIZTETE L £ ¢ [current key: {0}] [keys in cloud: {1}]
[S026] — D —E X DEFREEF — I&Citrix Cloud ICfFTE L £ A [current key: {0}] [keys in cloud: {1}]

[S027] Citrix Clouds8sEF— DX b L —2FERZ 7y 7 L— R L& LT [fas id: {0]]

aJ#>
N5DARY NI O A VR TVDAICEESRINE T,
aAJ3d—kr

[S101] ID7H—>a>OdFVICKBMLE LT, SB#IheaVnWI 7L —> 3 VERiE—E X [id:
{03

[S102] ID7H—>a>OdF VICKMLE LT, {0}DSIDZEFRTET £ A TL 7 [Exception: {1}
{211

[S103] ID7H—>3>Od A VKL £ LTze 2—H—{0}DSIDIX{1}TTH. BAFFEINSSID
lF2yTcL
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[S104] ID7H—>a>Od A ICKBMLE LT 77 L—2 3 VEREEY — E ANDERFICKK
L £ L7z {0} [Error: {1} {2}]

[S105] ID7H—>a>yAd 4>, O # >H [Username: {0} Domain: {1}]
[S106] ID7H—>3>OJ4 >, 77 L—> 3 EREET —E X: {0} OJ # > [Certificate: {1}]
[S107] ID7H—>3>O0F IR £ LTz, [Exception: {0}{1}]

[S108] IDT7H—> 3 B TS XT L, 72Ut XIES [Caller: {0}]

EI_I;

B
INEDARY MMEI. - -ty a YRARE=ZFEAL LS & LI EICVDAICOY Rk
TNnE9,

v arvRA

Osad—Rr

[S201] RAERAY— b H— R 77 XiE. [{0}] ICK>TPID: {1} 7O S L% {2}[Certificate
thumbprint: {3}] ICESRINE L

[S203]| R AV — b H—RY TS X T L 721 XIEE [caller: {0}, session {1}]
[S204] (RIEAY— b H—RHY TP RTLe AR— b H—RPR—KMIFEYTY

SEEARERE F—RTDER
INEDAIRY MME. FASH—N—HEL NI DOES(HREE =T L SOy ant s,

Osad—Rr

[S001] TrustArea::TrustArea: sSEBHEN 1 > X b —)LE 1 F L 7z [TrustArea: {0} Certificate {1}
TrustAreaJoinParameters{2}]

[S014] Pkcs10Request::Create: PKCS10ERAMEM S & L 7 [Distinguished Name {0}]

[S016] AR B DIERY [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3}] EllipticCurve:
{4} KeyLength: {5}isExportable: {6}]

[S017] #ERIEDHIBR [CspName: {0}, Identifier {1}]
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[S104] MicrosoftCertificateAuthority::GetCredentials: {O}DEREHNEFEINF L1

[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest T35 —[5& Di&(E [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest F47 & 117 3EREZE [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &FR#F 5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

IR —-DIT—AyvE—>
ZDOtU 32 TlE. WindowsOF 74 o R—JNCA—HF—ICRRINBZ3—BHNBRIS—Xvt—

Ve—EBRRLET,

RAINBIS—AytE—2

B\ AR TIFNZXT—F

YRATLIIAOTA Y TEEFEATL LI, BRRIE
RN TIFEATL . 1 ERIITR—F
TNTLWEEA

*‘/Z?‘Atiﬂﬁﬁ‘ \/_C':'_E iﬁ/u_c L/TCo u:L.\nIHn_
FRINIATY— bH— REEAEIFEREIN
TLWEHEATLT.

RIEREK

AL SR

AYEa—R—|3BWMRIRAE CWEF—%
FoTWBEEHBLTWLWEIH. Kerberos K
XA Ay bO—Z—MEREZETLEL
Tzo CDEED KerberosOdZJ| o3>
ZBRLTLETL

FX%yjyhu—E—E%ﬁT%am#

RXA>a>bAO—5—HRAY—bH—RER
ﬁ%ﬂﬁ—h?éﬂ%ifﬁ&énfuiﬁ
Ao TKerberosiBiEl « TRX1>a> bk

AO—Z—888F « £ld TRXq/>av bk

A—>— Jﬂ%$®k®EFX4>]>F

A—Z—%8{FL TV, BFOIRE
#ﬁMkExé%%T%\bnuﬁﬁﬁ?m
BN B D F£95

FRIEERE ¢ )L — hEERREA O — ALY
Ea—3—ICAYVAF=LTNTVWEE A,
FSEBHE %# AVIZARTIIFvZES
BLTLIEEL

ChIUFBE. SRS DILEMENE L < RE
TNTVARWLD. FLIFRSAF—NFETETS
(<2048 k) CZERLEFT,
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BEfRH

e AR—bAH—FOJFVREICR XA V%M T 3. <http://support.citrix.com/article/
CTX206156>

« AN—hA—ROJF VR —: <https://docs.microsoft.com/ja-jp/previous-
versions/windows/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)>

« CAPIOZJ %ZEMICT S: <http://social.technet.microsoft.com/wiki/contents/

articles/242.troubleshooting-pki-problems-on-windows.aspx>
« KerberosOZ %= B%IC 9 %: <https://support.microsoft.com/ja-jp/kb/262177>

s T—RN—T1 D/ TAN— b A—ROTF > ZBMCTEODHA RS :
<https://support.microsoft.com/ja-jp/kb/281245>

PowerShell V> KL w b

SUTNEBERICIE. 7T L—2a VB —EX (FAS) BRIV Y —IIZHEETEXY,

72L. PowerShellf > 2 —J 1A RFLDBELBF T a>zRMLFI, IV —ILTHAAT

ERVA T avEFERTZTEND 2B, CitrixiZiERLICPowerShell D&% FERT 3 8%
HRELFT,

MDOAR > RiE. FAS PowerShell XY KLy hEEBML T,
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

PowerShell™7 «« > KU T. Get-Help \<cmdlet name> ZFERB L TIAY>RL Y FDOANILTZRRT
X,

FAS PowerShell SDKOY > R L v FDOFMICDWLWTIE. <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> ZBBRL T ETLY,
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THAALFT,

BMICT B L. FASIZFOA—T —FREREDRE Z EF S N fcStoreFront —N\N—ICEEL £ 75
StoreFrontiCl&. &FDWebT 7/ O —|CEDVWTHERIN-SIENLEAAASREA T3>
HEESINTH D, StoreFront SDKE /oI — RN—FT 1 DUST ST« > % FEHA L THEICHLE
TEFEJ, EXNLRHFFTEZIE. WebT o MIOA—H—ZFICET2HOWBRAETI /O —

% . Citrix Virtual Apps £ 7= (& Citrix Virtual Desktops™BRAADOY A VIERATEDZ L SICHR o7
ZETY

CORFaAAYETIE EEULNILOERAT7—F 77 F v DOz, #MIHIETIRICHAL XIS

- NEBRER

Citrix Gateway @

ADFS SAML
e B2B7hHO > hvwvEYST

e D4R X 10 7¥a—IL AD &1

BELET BFASEEEAD Y VIHNRETNTUVE T, IRTDT7—FFTIFvICDOVWT, 1 VX h—
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T—XT I F v DEE

FASI&. StoreFrontlC & o TERslE & N7cActive Directory1—H'—(CXHh>T. A¥N—rH—FKI S
ADFRAEZBEHNICET IS L ZFHAIINTVET, chid. BEEEMEII—FAO—F
7O Z>JTERY—ILEREKDAPIZER L £9, I —1 —»HCitrix Virtual Apps™ X 7=
|ZCitrix Virtual Desktops Virtual Delivery Agent (VDA)IZfRN SN2 &, SERREIER I VICT R Y F
1. Windows B XA EO7 7 V2 1ZEDAY— b H— REREEC LTEREL 95
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ICT7OERTEEXY, VDA, FEEAEZEAL TRITITIVEN DI BLE LUVESHREZ IN
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RDOE . FASHMicrosoftiEBARERS & S T 1. StoreFrontd K UrCitrix Virtual Apps and
Desktops™ Virtual Delivery Agent (VDA)ICH R— FH—EXZREL TV FERLTVWET,

00— #1354 X &N izEfR(/en-us/federated-authentication-service/2209/media/fas-architecture.png)

NER B
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IARTDA—H—F. TYRRAYETNARICAY— b A—RTOTA Y LTWVWBRHE SHICH
PH5d. By avRTRERA VTSI IF v (PK)EEAEICT IV ERTEE Y, Chic
&D. AX—=bA—RU—F—=ZHFHLBVWAI—r TR TL Y b REDTNA XD S5TH,

“ERBEETIADRL—IBBAITHAIREICHED 75

CDERMATIE. FASEETI2FHLWLWT—N—hEIMNEh. COH—N—lF2—F—ICKH>TX
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INEJ,
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WEEDHD E T, CNBIFINT M1V EZ—y bR THB7DH. T 71 ALANFEIFTH L,
1o —=3y MIEREINTERDHZFRD SHEEE L £ 75

Azure F
,_! Azure AD

!
1

Synchronzation

|
; .
- &

Citrix Yirtual Desktop

Cloud = -
DMZ rlg - e

-

COBBIE. (474 ZAOIY R1—¥—) tWSHANRENICHEELEVATT, Sy
kv Fid. BHFOAzUre ADKBEE LT, R2ICA V2 —%y MERTERS SURISNE
.

CORRDA>YISIANSIFvid. IP7RLADFIATTRERIGATHNUILE ZTHRITTESC
CISEFRLTLKET WV, AVFL IR RAMERTONAR—. Azure. £IFEOMDIZ TR
ZONAA—T9, Azure AD ConnectEHEEY —JLI&. Azure ADICEEIRIICERL X, HlDT >
714y TlE. BREDI=DICAzUre VMZFERA L TWVE T,

B IEHR:

o A VA M—ILEEBHDEETIE. FASODT VA M=ILAECEBRAEICOWTHBALTWLE
ER
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o Azure ADREDEEHICEEHENEEH N TULET,

ADFSOD B
IZL®IC

ZORFa2XY Tl CitrixEgE % Microsoft ADFS S 3 AEICDWVWTERB L £ 95
ZDOEBTIE. B—DFGERT Y b EMRBEY T E3WebY 1 EADRERI—F—T IO %"E
IBYB-OICADFSEFERLTVWEY, 7. REIIREENFATETZEMOI>TYR

AT7VAO—RZEFL>TVBRHERHD X, INSDHHAIF. FEDWindowsOJ 7 > ERRIGIR
TREITBIVEN DD FT,

Federated Authentication Service (FAS) (&. Citrix Gateway# & U*Citrix StoreFront™ %z ADFSO7Z
T ATLERET R CHAREICL. REBDEBENREILZERL F7,

C DERMTIE. Citrix Gateway % Microsoft ADFSADIEEAZEFBE L LTHEL £,
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AUTH.LOCAL domain

Citrix Gateway Certificate Authority
VPX .
Hndows e | Micosot |
Root CA < EXTIOL & FAS User
§ Ccenificate 1 Certificate sssssssssssssussmnssssasasas Domain Controller
Gateway Server Issue - Template
' Certificate @ FAS Authorization Wind S
Certificate Indows Server
ADFS Signature i Template
§ Centficate PN
() walter@auth.local
—{ samLsP (RP) (-
walter@adfs.ext
StoreFront

Windows Server

Issue ol TLS Server
R Certificate

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
- Issue Operating Systems
r-- AUthOTIZAtION  gueidenneranans
1 Certificate
FASUser
: :- 1 Certificates gﬂ Certificate
E A
Web Access Proxy ADFS Server ! !
: 1
" . £
Windows Server Windows Server :'§ 1
B .
|_§ , | Hardware Security
12, .
1S Server 'E \ | Module (Optional)
' Certificate 1
- : 1 Hardware Appliance
1
f) Signature L
S 1
' Certificate i : 6" Users
| == a" Private Keys
K') Encryption I {
Certificate 1
' (not used) !_ . J‘ Authorization
: Private Key

—| ADFS Proxy I— SAML IdP

Ny O I R1)Y—ZXHWindows VDATH S S ELinux VDATH A S &, EWIHD £+
Ao
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SAMLOE

Security Assertion Markup Language (SAML) (&, 2> 7I)L7% TOQT A R—=IADVRA LY
b Web 7SO0 F > AT LTY, BRICIFRDIEBENZENE T,

Iy4 4 L2 FURL

Citrix Gatewayld. I—H—hEREIZHBE TR e zBE TR . I—HF—DWeb T ZTHI(Z.
ADFSH —/N\— EDSAMLOY 7 > WebRXR—JICHTTP POSTZ RT3 5 & D ICERLEFT, Ch
|FIBE. https:// DT RL XTY: https://adfs.mycompany.com/adfs/1s o

ZDWeb_—POSTICIE. O 4 VR TEICADFSAI—H—%RT TRDF7RL ] #5830 %
DHDIBHRA S FNFE T,

Ey e

Entityld (. Citrix Gateway h' ADFS AD POST T —XICEHZ—EDHAFTT, UKD,
A—HF DO —ERICOTAF Y LELSELTVWEDN % ADFS ICBHI L. BEICIGCTER
BRI R —EBRHALE Y, HFITINIHZE. SAML 53E XML (& Entityld ICK > THBI I N D
H—EXANOOTANICOHBELTWVWET,

IBE. EntitylD (& Citrix Gateway ' —/\—DOJF > R—I D URL T3 H\ Citrix Gateway &
ADFS B"EER L TULWNIE. —RINICIZEITHEULWEHE A https://ns.mycompany.com/

application/logonpage o

EOD7RLRA

FREEDRRINT B & ADFS (FO—H—D Web 7 ZUHICxf L. SAML 525E XML % Entityld FAIC
B ENTSE URL DWENHIZ POST §5 &5 8RLET, CNIFER. sTd Citrix Gateway
H—/N\—LE®D https:// 7RLRXT. FEXlE https://ns.mycompany.com/cgi/samlauth T
ED

BEOIGE URL 7 RL DB SN TULWBIBE. Citrix Gateway (& ADFS ADRFID POST TL)
ITNHZEBIRTEET,

ERFAE

ADFS (&, #Z#%FERA L TSAMLEE XML 7O 7ICESERLET. COERZIRIT 3IC
I&. Citrix Gateway WGEBAE 7 7 M ILICE EFN3 0 HBZHFEHAL T NSDBR EF v I T3 &K
SICEBRINTVWARENSHD £9, SEAZE 7 71ILIFEE. ADFS H—N—D5SBELIETEX
K7 71ILTY,
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VTN AL>F U M URL

ADFS & Citrix Gateway (& RO 7 b1 S XATLEHR—ELTWET, THld. Citrix
Gateway M'Bf4R—1) >4 LT, SAMLEREE XML 7O7HAREOQS A L TWBtEy>g>% &
ERLTVWBADNE SHEMHERT D7HD URL T,

CNIIBRTEIBEDRWVNA TS 3 UHEETY, BE. https:// XD https://
adfs.mycompany.com/adfs/logout 7 RL X TY, (X7 IOJFA>VURLERBLICTRZECED
TETET, )

WEEX

2 3 > Citrix Gateway DRER Tld. 122D LDAP 5254 7> 3 > % IB T B K 5 IC Citrix
Gateway ZRE T D HEICDVWTEHALTWE Y, CHHAERICTET L7, SAML 535EZ 5FA]
9 5% LUWEREER 1) > —% Citrix Gateway EICIERTE £9, CtUC kD, Citrix Gateway 7 «
H—RTEAINETIAILEDLDAP RS —ZBEHR BN TEER T,

MetScaler » MetScaler Gateway » Policies » Authentication » SAML » Policies i':j ﬂ H
Policies Servers
Add t 2 I C Primary VPN Global Bindings Search =
Mame Expression Request Server
StoreFrontSAML M5 _TRUE Azuredd

SAML R >—D AN

K aiic ADFS BIEEO VY —ILHSEE LT-BiRZzFER L T, $TLW SAMLIAP H—/\N—Z 18R L
£9, CORDI—DEREIND L. Citrix Gateway | F1—%—% ADFS ICUA /Lo L TOY
&, ADFS BRI SAMLERSEb—20 V& FZITED £,

00— #1354 X &N i-EfR(/en-us/federated-authentication-service/2209/media/fas-adfs-create-auth-

saml-server.png)

BENER

* (/ja-jp/federated-authentication-service/2209/install-configure.html)i&. FASD-1 > X k=)L &
WRRICEATAEERV T 7L VRTY,

o« —RBVBRFASORRIIE. (/ja-jp/federated-authentication-service/2209/deployment-
architectures.htm)DEEE TBEAT7—F T F vl ICFEHHENTVET,

o )\DwY—] 58EIlI. (/ja-jp/federated-authentication-service/2209/config-manage.html)DECEE
MBEAEH] TBEAThTUED,
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Azure ADﬁ‘S’

IEC®IC

CDRF XTI CitrixERIE% Windows 10 Azure ADIERE L SRE T B AEICDWVWTERAL £
Jo Windows 10TIFAzure ADBEATNFE LTce ChiE. BIEED VIS A VA2 DI®IC.
O—I>7HFD5y by Tea2 82—y MEETEER XA VICSMEE R ENTESH
LOWRXAUEBMETILTY,

CORFaXYMOERRAGITIE. ITHAHLGFRI—F—ICEEX—IILT7RLRE, BAAD
Windows 102w 7w 7HOBFRI— RZIREITEI X TFTLICDOWVWTEHBELEY, 1—H—I3.
BENTKILDOIZATL > N—2 3 UEHR > Azure ADICEBINA 7o 3 oh 60— RICTIER
LEd,

[ Settings - o 4
@ SYSTEM Find a setting D
Display

PC
Motifications & actions PC name vda-winl0
Apps & features Rename PC
Multitasking Organization WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage .. . !
Edition Windows 10 Enterprise
Offline maps Product 1D 00329-00000-00003-AA066
Processor InteliR} Xeon(R) CPU E5-1650 0 @& 3.20GHz
Default apps 319 GHz
Installed RAM 2.00 GB
About . :
System type 64-bit operating system, xb4-based processor
Pen and touch Mo pen or touch input is available for this
display
Channe arcdoet bew o pinaracds wyeiir sdition of Windosae

ST by IHEFINS L. Microsoft Edge Web D 5 JH (%, Azure SaaS7 U4 —>3>D
WebR—JZ N LT REDOWebt 1 M RCitrix RBEE7 7V r—>a vIilBEMNICY >4 LE
9, Office 3657 ¥ DMDAzure 7 7 r—> 3 Y HREK T,
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B Access Panel Applicatior X+ *

a
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ

Microsoft Azure george®

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

T=F%TIFv

CODT—FTIFviE. WFROLERY FT—I%Azure R TREICEBIR L. Azure AD¥Office
5B EDRERFOIZ SO RT7/OP—kalxd, T RA—H— g8 )JE—FrDJ—H—L
BAEN, 74 RA4>bZ2y b EIZWBREWSEERIEHD FH A

CDETIE. BBEOA Y TL IR RATLEEDCEICHERATE X9, CNid. Azure AD
ConnectEEAN 1 > X —F% v MER TAzurelC 7w TESHHTI,
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Azure F
,_! Azure AD

!

]
Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud 5 -
DMZ

PKI

MR T 74T+ — L TRESNTLAN L Kerberos/INTLMEREE TH o Fct F a 7 RERE > >
TINFADANE CDT—FTIF v TIFAZureNDTLSER I E SAMLICE Z MR 5NE T, #
LWH—E X, Azure ADICBINT BAzure 7 77— 3> LTHRBEINE T, Active
Directoryz M B L §2BFEDT7 ) r—> 3> (SQL Server7 —A2~RN—2X7 L) |&. Azure Cloud
Service DIAASERD TIEZEE D Active Directory Server VMEFER L TRITTEE T,

A—H—DREERKDT TV r—> 3 %8 T S . Citrix Virtual Apps and Desktops™ /B 7 1)
T—2a aEFERLT7I7ERENET, TEIXLEEOT7 T r—2 3 »Id Microsoft Edge
DIV TINY A F U KeEEFER LT, 1—H —®DAzure ApplicationsX— %@L THEIN
&9, Microsoftid. Azure7” 77— 3 > Z5Z L TEE T E $Androids L IOST 71U HiR M
LTWET,

DNSY —> DYERR
Azure ADTIlE. BIEEN/NT U WwIDNST7RLXAZZHR L. XA V&Y T4 v IRDEFEY —
CEHIEITAIMEAHD I, CNEITIICIE. EIEEIZAzure DNSY — VR ERTET £ 9,
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ZDOHITIE. DNSY —> 4% citrixsamldemo.net Z{EARA L £ 95

Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

a>Y —JLICIFAzure DNSRER— LY —N—D&BINRTREINE T, ChHlE. V—2DDNSL >
ARSDONSIY M) TEBRBEBEINZIMNELHD X (F: citrixsamldemo.net. NS

n1-01.azure-dns.com ) o

AZure CEITEINTUVBVMADERBRZENMTY 38E8. VMOAzureE¥EDNSL J1— RADCNAME
RA VA ERTIDOHNRHBEETT, VMODIPFRLANZEEINTH,. DNSY—>T 71 I)L%
FEHTEHIDINEIIHD £ Ao

COREETIE. RS LUANEDODNST7 RL AT T4 wIRADB—HLET, RXA1IE
citrixsamldemo.netG. X 71w LDNS (HEBEYICIZ10.0.0.%) ZFERAL X9,
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Web Application Proxyth —/\—% &89 % [fs.citrixsamldemo.nety T> FUZEBMLEYT, ch
FCDYV—=>2DT7x7L =23V —EXTY,

IO RY—ERZERT S
ZDFITIE. Azure TEITINTWVWBADFSH—N—% ST ADEREZ SO CitrikBRIEBEZHEBR L £ 7,
lcitrixsamldemol ¥ WS EFIND T 57 R —EXDMERINE T,

URL

@ WEE APP ’ QUICK CREATE .
ctrixsamldema

JLloudapp net
VIRTUAL MACHINE ﬁ CUSTOM CREATE cloudapp.ne
REGION OR AFFINITY GROUP

E MOBILE SERVICE West Europe w |

| @ | CLOUD SERVICE

ﬁ EEI BATCH SERVICE

CREATE CLOUD SERVICE

Windows{RE IS V&2 ER T B
2579 R —E X TEITEINSB5DDWindows VM%Z {ERK L & T

X >3> kO—7— (domaincontrol)

72 a—)L A% b ADFSH —/\— (adfs)

ADFS Web7 7t X 70O < (Web Application Proxy. R X1 >&M#i L)

Citrix Virtual Apps and Desktops 7 J/\U—O> rO—5—

Citrix Virtual Apps and Desktops k187 J/N)—IT— T > b (VDA)
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Create virtual machine » Basics

Create virtual machine

Resource groups

$2 Al resources
— es =3 * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

501 databases wvisual Studio Professional with MSDN -

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

XL bO—5—

« ZZEDActive DirectoryER (Z DHITldcitrixsamldemo.net) Z{EF Y 3 ICI&. DNSH—/\—
C Active Directory R XA U —EXADREIZEBML X T, RXAVEBNTET LS.
Active DirectorysEFHE Y —E X D& ENZEBML £ 9%

s TAMHDOBEDIA—H—THO Y bZEERLET (fl: George@citrixsamldemo.net) o

e ZODOHY—/N—IZAEEDNSEET T BH. INRTOY—/N—I|IDNSERD=HICZ D —/N—
HEBBITINELRHD XTT, ZHidk. Azure DNSERENR—IHHR2ITTE T, EGFEHEIcOW
TlE. CORFaXYMDOHFEESBLTIIEIVL, )

ADFSO> hFO—5—Web7 V4 —>a>OxH—N—

o ADFSt—/\—Z%citrixsamldemo K XA VIZBMIE £ J, Web7 U or—>3>7Ox>
F—N—IPBINT=T— 0TI —TICHE L THE L BELH D75, ADDNSICDNST7 KL X
EFFTEERLET.
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« ZN 5D —/N\—TEnable-PSRemoting -Force 1< > K L vw & 3E{TLT. AzureAD
ConnectY —ILH 5D T 74 70— )LEZAHADPSY E— MLEBEZHTL XY,
Citrix Virtual Desktops™ 7 1) /\)—3> rAO—5—& & TUVDA

« citrixsamldemolZEM L TUL35% D D28 DWindowst —/N—I(C. Citrix Virtual Apps £ 7z (&
Citrix Virtual Desktops Delivery Controller™m ¥ VDA%Z 1 > XA —JLL £ 95

REZBDNSDIERR

RXA>a>brO—5—DA1 VX b—)L#. DNSH—/N\—%#Em L T, citrixsamldemo.net® KR
Ea—%MEL. HEPDONSH—/N\— (5]: 8.8.88) "DT74#T—H—¥ L THERESEF T,

-4 DINS Manager = | =] e
File Action View Help

o AR Baz Be § 86

2 DMs Mame Type Data Timestas
4 § DOMAINCONTROL T _msdes
4 [ Forward Lockup Zones || ™ sites
i3 _j _msdcs. net || = _tep
B & . udp
L Reverse Lookup Zones || < po o e nee
b _—] TNSt.PFi it | FerestDnsFones
b _ ETTTT”EI Fonnarders ] (same as parent falder) Stant of Authority (S04) [24], demaincantral. static
g aheltegs ] (same a5 parent falder) Mame Sepver (MS) domaincantral, static
] (same a5 parent falder) Host (A) 100012 53520
£ adfs Host (&) 10.0.0.13 51 3!’2[]'!'
] demaincontral Host (4) 10.,0.0,12 static
=[E Host (4) 10,0013 static
Flwap Hast (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
< " ¥

FRIL J—RZEMLET:

* wap.citrixsamldemo.net
« fs.citrixsamldemo.net
* enterpriseregistration.citrixsaml.net

Azure TEITIN TV ITARTOVMIZ. TODNSH—N—DAEFERTEELDICHERT IHEN
HOFET, TNl XY b T—OA 2 EZ—T T —RAGUINSEZTTEET,

O—#1 3 4 X &N izEff(/en-us/federated-authentication-service/2209/media/fas-azure-config-

internal-dns-dnsservers.png)
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T7FILFTIE. APIPT7 KL X (10.0.0.9) IFBMICEIDHTENE T, IPPRLAEREZFERL
T IP7RLZREXGMICEIDHE TR ENTEEY, k. Web7 FUr—a>7Ox>
H—N—CRXA YAV PO—F—ICRLTRITIIRENDHD £,

NEDNST7 KL X & 1BR T 3

VMAEITEINTWVBIHEE. AzureldVMICEID B TENTWVWBRIREDONT U v IIP7RL X %ZIET
JMBEODNSY — > —N—%#iE LT, . AzureT 7 # )L F TEVMODEEIBFICIPT R
LAZBIDH TR, BIMICT D EENBREBETT,

00— #1514 X & NizEfR(/en-us/federated-authentication-service/2209/media/fas-azure-config-

external-dns-configuration.png)

_ DHITIE. DNS7 K L X domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %z K X
A2 hO—5—IC8IDETFET,

DE—MEBRENTT Lo, Web7 PV —> 3 >F0OF 2 LCitrix Gateway VMDA HY/NT 1w

JIP7RLAZBNICTZIREDNHZ CITEFREL TSIV, (BERPIE. NTUyIIPT7RL
ADRIBADRDP 77 XIFEBINET).

EFXaVToTIN—TZEBHT S

Azure7 27 RIF. €FaU T I —TZ2EBALT. 15—y kHBVMADTCP/UDPT ¥
TR TZT7AT70+—ILIL—ILZEEBLET, 774/ ETIE. TRTOVMARDPF7 I+
2=HFEL £ Y, Citrix Gatewayds K UWeb7 P r—> 3> 7FOF % —/N—H. R— F443T
TLSZEFRI 9 2 HENDHD £,

O— #1354 X & NizEfR(/en-us/federated-authentication-service/2209/media/fas-azure-config-

security-groups.png)

ADFSEERRE %ZERK 9 %

MicrosoftSEBE#ERE TWebY —/N\—SEBBET > L —rZBMICLE T, TNICKD. h AR L
DNS7 RL X E#HFDHHEREER L. pix7 7 M ILICT IV RR— b (MBEEZIE) TITELSIC
D FEY, COFMREZEIFADFSH—N—Web7 TV r—> 3> 7OFSH—N—0OBAHICA VR
F—ILTBRENDHZ7H. PRXT 7 ILHHRINZ T T3> TY,

UTFDH T & TWebt—N\N—SEFREEZFHITLE
e AEVXR—L:

o adfs.citrixsamldemo.net
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s BTV MBS

o * citrixsamldemo.net

o fs.citrixsamldemo. net o

o enterpriseregistration.citrixsamldemo.net

@ File Action V

= 2@ b

[7] Console Root
a (G Certificates (L
4 || Personal
7 Certifig

[ [ Trusted Rg

[ [ Enterprise

b Intermedig

I L Trusted Py

b [ Untrusted

b ] Third-Part]
[ Trusted Pe

} ] Client Aut

b [ Remote D¢

b ] Runtime_T]

} ] Srmart Care
B[] Trusted De

5 L1}

— Certificate Enroll

Request Certificats

You can request the fiol
click Enrall,

[] Cemputer

[w] Web Server
B, Mereinfo

Application pg
Validity period

[[] Show all templates

2 subject | General | Extensions | Private Key | Certification Autherity

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative narme values that
can be wsed in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name: ) )
Type: CN=adfs.citrisamldemo.net

|Cmmm name

Value:

Alternative name:

Type: o
*.citrixsamldemo.net
| DHS fs.citrixsam|dema.net
Value: £ istratiom.citrisam

EEREZ /N T — FTRESNIMERZZO Tpx T 7 TILICTIXKR—bFLE T,

Azure AD DY b 7w

Dt 3> TlE. FILWAZure AD1T XX X%t w 7w L. Windows 10% Azure AD

ICBMEE3OHICERTE 22— —IDZEERT 2 7O XICDOVWTELL

MmLOWTo LY )OI
U5y yAzreR—Z)UCOTA Y Ly LW LY MU ZERL £ 95

AL £ 9,
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Add directory

DIRECTORY
Create new directory
MNAME
CitrixSAhLDemo
DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

TTIBE BER-—IDPRTINET,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

",

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

FO—/NI)LEBRED—H— (AzureAdmin) Z{ERR T3

Azure T/ O—/NILEEE (CDOHITIE AzureAdmin@citrixsamldemo.onmicrosoft.com ) Z{F
BRL. ILWIADY bTOdF Y LTNRAT—RZRELFT,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

R XA >% Azure AD ICE8T 3

T 7 4I)L b TlE. I—H—I|F <user.name>@<company>.onmicrosoft.com DD A—)LT7 K
LXTHEBIETNE T,

CNTHEMHBRELXLTHRELEXF TN BEERADOX—IIL7RLA TENIITYRFI—H—0D
X=)LT7HOY rEe—HTD2HDNEDBEYITY: <user.name>@<company>.com o

TRXLCYVDEMNM 77> avid. ZEBOSHORXAUHASDIAALL I 2T ELEFT, O
DOHTIE citrixsamldemo.net Z=FERAL 795,

VTGN HAOFODI-DIC ADFS #RET 3EBAIE. FT VIRV IRAZBMILET,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,
DOMAIN NAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

Azure AD Connect 1 VX b—JL$ 3

Azure AD ¥ GUI ® X 7w = 2 |&. Azure AD Connect @ Microsoft # 7> O— KRR—=JICUA
AL rENET, CNEADFSVMICA YA R—=JLLE 9, ADFS 7> 3 VUHFIBRIEEICHR S
& S1Z. Express Settings Tl&72 <. Custom install Z{HEHE L T T L,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 119



JITL— 3 EREEY—EX

Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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UBIER LT-BIEE 7 HT > b TAzurelliESi L £ 95

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

RERADT # L X b &= EIRL £95
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

IARTDL A —Active DirectoryZ 72 7 b%&Azure ADE[EIHBEL £ 95

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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T4 LY MBENBMAISESIE. O 4> T231——Z2#AT5oHic. 12— —2h+5
IC—ETHBEICHKEFTETE T,

Uniguely identifying your users
Express Settings
Required Components Select how users should be identified in your on-premises directories, (7]

User Sign-in ® Users are represented enly once across all directories.,
Connect 1o Azuie AD O User identities exist across multiple directories. Match wsing:
# Mail attribute

S:.-'I"'lC Main trioute

connect Directories ObjectSID and msExchMasterdocountSID/msRTCSIP-OriginatorsID attnibutes

SAMAccountMame and MaillMickMName attnbutes

Domain/CL Filtering

— & specific attribute
Identifying users

- CUSTOM ATTRIBUTE
Filtering

Optional Fealures

AD F5 Fam . - .
Select how users should be identified with Azure AD.
Azure AD Domain
SOURCE ANCHOR @
Configure .
? [ objectGUID B
Venfy
USER PRINCIPAL NAME €
| userPrincipalMame |"

TIAINEDTAIINRI D TF T a>eRIFANZD A—F—ETNAXAZ2/EDTI—T
Ty MMIHIBRL XIS
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

WE|ZIS L Ty Azure AD/NX T — K % Active Directory Y B TE £ ¢, ZHUd@E. ADFSR—X
DEBEEICIFBED D FH A
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Optional features
Exprass Settings
Required Compenents Salect enhanced functionality if required by your arganization.

er Sign-| .
US r I(_'|I'I n _I Ex ."|=."|'_..= “:. ong .'tP'!'.|.'_.-""‘:.=!'| e

Connect to Azure AD
] Azure AD app and attribute filtering 9

Sync
[] Password hash synchronization @

[ Password writeback

Connect Directories

Domain/CU Filtering

Identifying users [ Group writeback (7]

Filkening ] Device writeback ﬂ

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Damain Learn mare sbout optional features
Configure

Verify

AD FST{ER 9 AEFBEPFX 7 71 )L &ZER L. DNS% & L Tfs.citrixsamldemo.netz387E L %
ED
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&% Microsoft Azure Active Directory Connect

o AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD FS farm
User Sign-In

Connect b Azure AD Use an existing Windows Server 2012 R2 AD FS farm

| -
Synd
I 4 Specify the 550 certificate used to secure the communication between clients and AD FS,

Connect Directories - . .
'® Provide a PFX Certificate File

Domain/OU Filterin - . ) .
9 ) Use a Certificate installed on the Federation Machines

Identifying users
Filtering CERTIFICATE FILE @)
Optional Features | C\Users\Fred CITRIXSAMLDEMO! Desktop\adfs.pfi I Browse |

SUBJECT NAME SUBJECT NAME PREFIX

Federation Servers

|',|:itrixsamldemu.net I'l |fs | ] !

Prosy Servers l
Credentials FEDERATIOMN SERVICE MAME f
Service account https://fs.citrixsamldemo.net !
t

Azure AD Domain
Configure
Verify

___reics JHINNNTI

TOF > —N—DRBIRERD 5NT5. wap.citrixsamldemo.net b —/N—DF7 KL XZ AN L F
9o Azure AD Connect MBI TE 3L SIC. Web 7 U= 3> 7Ox>H—N—TEEEL
L T Enable-PSRemoting -Force AY >V R L w F 2 EITTZ3RENHIHBELHD £7,

00— #1354 X &N i-EfR(/en-us/federated-authentication-service/2209/media/fas-azure-setup-

azure-wap-servers.png)

1) E— b PowerShell DIEFEMEORBEICE D COFIELRELI-EZEIE. Web 7 ) ir—
ayvOx oY —N—Z%F RXAICEMETETHTLIEIL,

T4 HF—ROEDDFIETIX. ZEDBEEBEENIAT—REFEHRAL. ADFSOY—EXT7HI >+
ZER LTI, £D%. Azure AD Connect |& DNS YV —> DFFBEHERRIIT 3 LS5 KDF T

O—#1 34 X & i-Eff(/en-us/federated-authentication-service/2209/media/fas-azure-setup-

azure-azure-ad-domain.png)

TXTLO—REMXLO—FK%ZAzure ® DNS 7 RL XL O—KRIZEML £,
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O—#1 34 X & i-Ef(/en-us/federated-authentication-service/2209/media/fas-azure-setup-

azure-txt-mx.png)
Azure BIEOVY —ILTREE 20 v o LFET,

O—#1 3« X &N i-EfR(/en-us/federated-authentication-service/2209/media/fas-azure-setup-

azure-verify.png)

CDFIEMNEELT=HEE L. Azure AD Connect ZE{T T 3BICR XA V2RI TEF£7,

BT TDE R—b 443 1 BETHEET K L R fs.citrixsamldemo.net IC7 VX EINF T,

O—#1 354 X &N i-EfR(/en-us/federated-authentication-service/2209/media/fas-azure-setup-

azure-install-complete.png)

Azure AD Join ZB¥ICT S

A—H—hX—=JL7 KL X% AL TWindows 10H'Azure ADEM%ER{TTET3LDICT B .
DNSH 7«1 v o X% R L TCNAME DNSL O— FHAEEI . £NHADFS:
enterpriseregistration.\<upnsuffix>%z 1§94 K S ICTIHENH D £,

ZDOHITIE. TMlE fs.citrixsamldemo.net T,

enterpriseregistration.citrcsamidemounet Iil
Type

CHAME |
= TTL TTL unit

1 +| | Minutes W
Alias

Fs.citrisamidemo.net W

NBHEFRRMRE Z A L TULAR WSS X, WindowshADFSH —/N\—% {5883 3 & 51, ADFSIL—
R EFBAZEHA'Windows 102 —R—ICA VA F=ILETNTWVWAR e ZEE LTV, MUE]
ICEMINIBEILI—F—TH O b EFERALT. AzZure ADR X1 >E8MEERTLET,
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Let’s get you signed in

Work or school account

George@citrixsamldemao.net "l

Password

| forgot my passward

Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

UPNIEZ. ADFSRXA > FO—5—ICL>TERBMINBUPNE—HTEIMRELRH B CIER
LTLETLY,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Finish

)
IOoVZBEHL. I—HF—DX—I)L7RLRZFERLTOI A>3 5 LT Azure ADEMA
B Ll e zfsiLEd, OJA > L7175 Microsoft EdgeZz#c&) L T <http://
myapps.microsoft.com> ([C¥EKiLE T, Yz TH A MIBENICO VIS A VU F > ZFERTS
139 TY,

Citrix Virtual Apps X & Citrix Virtual DesktopsZ -1 > X b—JL§ 3

BEDHET. Citrix Virtual Apps & 7= 13 Citrix Virtual DesktopsDISOh 5 E#E. AzurelZDelivery
Controller58 K UOVDAREY S V%A VA M—ILTEEXT,

_ DFITIE. StoreFronti&Delivery Controller& B L —/N—ICA YA b—=I)LENTWLWE T, VDA
I&. Machine Creation Services fiG €9 IC. XX > K 70> DWindows 2012 R2 RDST —H—
ELTAYVRE=IILEINTVET (L. 723> THER TR CHABETY) - H{T95
gilc. 21— —George@citrixsamldemo.netht /N AT — R TEREECET A e zREss L T &L,
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« 16 e Y

Citrix StoreFront : [ -

DESETOPRS

Q, bearch Desktops

Details

I —H—DEKIFHR% L TStoreFront™HERAETE 5 K 512, Controller TSet-BrokerSite —
TrustRequestsSentToTheXmlServicePort $true PowerShell ¥ > KL w b ZETL X,

7xT7L—a VBl —EXZA VX M=IILT R
ADFSH —/N\—I|ZFAS%Z - > X k=)L L. Delivery ControllerhS%8 & f17=StoreFront& L TH#EET

370D —)L=EELET (ZDFITIE. StoreFrontidDelivery Controller& [& LVMIZ 1 >~ X
l*—)I/Z_kTL—CL\iT) o r’f‘/Z l\_)l/(\:*gﬁiJ %é/jﬁa\bt<7‘téb\o

StoreFrontZ 83 3

Delivery Controller® > E a2 —R —fEEAZEZER L. R— b43DUSNA > T 1 VT Z/RE L.
StoreFrontdRN—2X 7 K L X % https:ICZE L T, ISE StoreFronth’HTTPSZER T 3 & S5 ICHER
L,

Modify the base URL for services hosted on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server group.

Base URL: | https://ddc.citrizsamldemo.net

StoreFronth’ FASH —N—%ZFEHRAT 3 LS ICBL ( T X =)L 181 DPowerShell X 7 1)
Th%EFER) . FASH—N—DARY rE2—T7—%2HEELTOJF VA FASEFRL TV
ZHESR L. Azure A TRIBBBIICT A ML X,
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File Action View Help

& Event Viewer |
[ L Custem V

=
A L Windows o
® E Applic i1, Information 5 2016 S:47:35 AM Citri. Authentication.FederatedAuthenticationSenvice MNone

i) securit (@) Information 5/31/2016 2:47:35 AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Date and Time Event ID  Task C..

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] a5 authorized by [ \DDCS]

Log Mame: Application

StoreFronth’Citrix Gateway % {FR 33 & 5 ICHERT 3

StoreFrontBIE 1> Y — )L DRREEAZEDEEGUIZER LT, StoreFrontHCitrix GatewayZ £ L
TEREERITI B L SITERLE T,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

Citrix GatewayDEREEA 7> 3 > & AT S ICIE. Secure Ticket Authority (STA) % #8A% L«
Citrix Gateway 7 K L X = L £ 9,
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

StoreFront\D> >V JILY A1 A VRICHF L WAzure AD7 U r—2 3
VERIBRT S

Z Dt U 3> Tl TIEAzure Active Directory Premiumt 7 X2 1) 72 3 U H b E 7% Azure AD
SAML 2.0 YT INTA > A Uikez AL £9, Azure ADEBIEY—ILT. ILWFZFUI—>3
EERL. F¥IV—DSTF7FVITr—2 3> BMZEIRLE T,

APPLICATION GALLERY »

Add an application for my organization to use | o

FEATURED APPLICATIONS (1T) NAME
Add an unlisted application miy

I CUSTOM “ organization is using | storeFront |
ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are
using, and add it to explore single sign-on

COLLABORATION (314) integration options,

COMSTRUCTION (3)
COMTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

(A5 L>EENMEALTVWS—BEICEWI FUr—> a8 Z:#RLT 21— —H
DFHLWARZ LT T)r—>a3 2 ERLET,

TAAVEEBRT S

215 x 215 7L OEBRZER L. W) R—JIC7y7O—RLT. 7V 5—=23>07
A LTERLET,
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properties

APPLICATION TILE LOGO

cifrix

SAMLERSEZ BT 3
IV —=2 3 Ay aR— ROBER—JICED. OV AoF 0K #FRL
9,

storefront

&3 DASHBOARD  USERS AND GROUPS  ATTRIBUTES  COMFIGURE

StoreFront has been added

[ Skip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure cingle sign-on access to this application,

Configure single sign-on

C DR TIX. Microsoft Azure AD T I A > FNIXIET DSAML 2.0585E 2 ERA L £ 95
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

isi Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

BAUFIIERDOXFHICTEEXT (Citrix GatewaylCIRIE SN BB E—HT ZHENDHD X

) o

ZDFITIE. BBURLILCitrix Gatewayth —/\— _ED*/cgi/samlauth* T 9,

COMFIGURE SINGLE S1GM

Configure App Settings

o

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

RDR—T|ZIE. Citrix GatewayZz Azure ADNDFERAZFABE L L THER T 3 1OICFERAINBIE
WHAEENTVET,
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2008 1120620 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Dowmload Metadata [(XiL) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
hitps:/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5e484c62e/

SINGLE SIGN-OM SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE URL

hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

Base 64ADEfETNI-EBRAIMBEEA T >O—RF L. Y1 VFYURLEY 1 7 FURLZE O —
LEd. TN5IEETCitrix GatewayDIEREEICEE D F1F £ T,

TV r—>a>z1—4—ICBIDYTS

REBEDZATYIF. 7FVr—3>zBMCLT. 2—H%—0 myapps.microsoft.com) 1~
FO—IR=JIZRAINDLDICTBZETY, U TA—H—cJIIL—7F) R=STITLE
9, Azure AD ConnectiC & > TRBAS NI R XA Y A—HY—THU Y MIT7IEXZEDHTE
o 7 HhDU Y FHERATET X IH. &ituser>@\&It;domain>/Y2 — 2V ICEHLL TWLWAR W=, BE
TR Y EY T TEIRENHD £7,
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storetront
&3 DasHEOARD USERS AMD GROUPS ATTRIBUTES COMNFIGURE
SHOW |AII Lzers w v 4
DISPLAY MAME USER MAME JIB TITLE DEPARTMENT ACCESS METHOD 2
Azure Admin AzureAdmin@citrixsamid.. Ma Umassigned
George User george@citrixsamldemo.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21a7es060dd... Mo Unassigned
o ~ W
MyAppsX—>

TI)r—= 3 oh B EnNd . 1—1%—D <https://myapps.microsoft.com> (C7 Tt X
L7IzE &S, Azure7 75— 3> D) A MIRRENET,

B Access Panel Applicatior X+ — O *
é > O | [ELJ account.activedirectory.windowsazure.com/3) ﬁ' ‘ = &A ﬁ
Microsoft Azure george®

applications  profile

cClfrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy

L

Azure ADICEIML TW3IBE. Windows 10305 A > LfcA—H—ICx L TAzure 7 7 & —
NI VINY A A EYR—bLEY, PAOA0E I I3, T 7HFIFLUEIIC
R S N 7=SAML cgi/samlauth WebR—JICHEE L £,
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TG4 >F > URL

Azure ADR W a R—RODT7 V5= a3 VICED Y, 70— a > THRIERRERY VT
WA F URLADMER SN TWE T, TOURLIE. WebT SoHD) > o=RHELAED, 1—
B — % EEStoreFront|CEEETA3XA— M XZa—D a—bAYy b EERLIEDT3-0I2EH
INE9J,

quick glance

APPLICATION TYPE
Web application

PUELISHER

URL

SINGLE S1GN-0M URL

https:/myapps.microsoft.com signing

@ View usage report
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XenApp/XenDesktop Setup Wizard
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MetScaler Gateway Settings
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Port”
4433

Virtual Sarver Mama®
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Server Certificate

Certificate Format®
[ pem ™

Certificates Fila*
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[w Private key is password protected
Private key password
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[] Load Balancing
Port*
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E |

Base DN*
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Service account®
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|| Group Extraction
Server Logon Mame Attnbute®
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Password"®

Confirm Password*

||-u|-|||"-| *‘i"|0'

Secondary authentication method®
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. [
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Site Path
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Operators = || Saved Policy Expressions - I| Frequently Used Expressions -

WS_TRUE

aETICAzure ADD S EUF L 1B ZFEHA L T, FTLUVLSAML IdPH—N—% L £ 95

© 1997-2026 Citrix Systems, Inc. All rights reserved. 142



JITL—Y3VEEEY—EX

Create Authentication SAML Server

Create Authentication SAML Server
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IDP Certificate Name®
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Default Authenticatson Group

Skew Teméming)

-
255
PLL - F -
1-.1-"F F .- il
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-
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