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because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTDE. CORIVS—DEMCED, FAST—2 1Ty O XA 1—H—DVDAE Y 3
VTEITEDELSICHEDET,

WM TRE RUS—HEWICARD, FAST— Y MO XDETHEIEL T

7a>7r23-7
CORIUL=PEMEIGE. TAYFERO=F3. 7TV Tr—ari1 oty a VitRE
ZERAIT B ZFHATR1cODEEZI—F—ICKDBIFEZHEL X, RD3IDDA T 3
B FET,

s ABARE-— AT arvidtFalT« 7OV T A2 EMICL. WERIIT AL > MIER
TNET,

s 7OEACEORE—XTHROEZETOY Z LHMERICRAEZRD T,
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c Ly aYIoORABE—A—H—-NOKEI v ITRL. Lty avADIRTOTOT S
LISERAINE Y,

BEX1LTI b+

COR)—DEMRIZE. ABEIXALTY MIEEL ST M (WEA) ZH#EL X9,
7 2, B00MICERET D . A—HY =359 il 7OV RARRINE T, EHEODE
B, MBROBEC I A =IOV T MDRRINE T,

Ay 7 RO

COR)—DEWREE. A—Y—PEEZOvITR . A—H—Dtv a3 VIFEEFNIC
P hE T, ORI TRY—bA— RERODALBOYIN KU S — L RROBEE B
L. 32— —7H Active DirectoryA o # >V EgERZHF > TLWRVLWRRTRILE X T,

0w 7ROYHR) > —iE. VDAEDTRTOE Y 3 VICBERAINE T,

Federated Authentication Service B >Y —JLD{EH

FASEIEOYY —ILIZIFCACDEMICEL TWEIH. PowerShellf & —7 =1 X &£
DBEERA TS 3 >ZRMELE T, FAS PowerShell Y > KL w ~OFHEICDWLTIE.

lPowerShell A< > R L w k1 (/ja-jp/federated-authentication-service/2212/config-manage/
ps-sdk.html)Z BB L T 72E L\,

FASEIEO>YY —JLIZFFASO—ERE L TA VYA M—JLENE T, 7 > (Citrix Federated
Authentication Service) XA — X Za—ICBEINZE T,

EEIVY I ZUHTERTZ L. SRET VL —FOERA. AAREDOERE. 8XUFASH
SEPAKEREZ R I 2O DA ZITO 7O ANERNINF T, —FOFIRIZ. OSHERY —IL%
ERALTFITRTIBLHTEET,

FASEEOYY —I)Lid. T7#J)LhTO—HILFASHY—EXICEHRELE T, BREICHLCT. O
YV — )LD A _LIZH S Connect to another serverz AL T E— M —EXICEHRTIT XY,
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another sewerl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AAET>IL—r2EBRAT S
MmOV T bz 7 EOBEEREDOEEZEET S 7. FASIFIHBEDRERD =823 D DCitrixEE
BRET > TL— b ZRELFTT,

» Citrix_RegistrationAuthority_ManualAuthorization

» Citrix_RegistrationAuthority

» Citrix_SmartcardLogon

oD 7> 7L — hdActive DirectoryICETRT 2HEN DD £9, DeployRZ>%=T v
L. RICOKZEZ Vv I LET,
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Important:

&4 Deploy Certificate Templates X

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

T —FDOEHIE. FASEEHIZA VR b—IL TN BILERF certificatetemplate DXML 7T 7

WICHD T,

C\ZOJ L7 7AILCitrix\Z T L—>3 Y il —EX\GFBAE T > L —

ThisPC » O5(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates w |
Name Date modified Type Size
Citrix_RegistrationAuthority.certificatetemplate 1 ERTIFICATETEM & KB
| Citrie_RegistrationAuthority_ManualAuthorization.certificatetemplate 210/2020 5:25 AM ERTIFICATETEM... TKB
o ;
| Citrx_SenartcardLogon.certificatetemplate 310/ 2020 5:25 AM CERTIFICATETEM... 3 KB
g

cMoDTYTL—bT7 740 %ZA 2R M—ILT ZHERNRVIEEIE. Active DirectoryEIEE IC

BLTLEE L,

TOTL—bZFETAVRM=ILTBICIE. TVTL—bZ2EBCTHIILE—DS5UTD

PowerShell ¥ > RZE1TLF T,

$template =

late")

[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp

$CertEnrol = New-Object -ComObject
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X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active DirectoryslfFHE Y —EXZEY 7V 7953

CitrixfFFAZ 7> L — b &A1 > X b—)L L. 1D _EDMicrosoft Enterprise Certification
Authority b —N—IC AT 2HEHH D £ 9, Active DirectorysEFAEH —E XDERAEICDWVT
I&. MicrosoftdD RF a2 X hEBRBLTLLET L,

TOTL— DR DI —N—ICRABEIhTLWAWSGSIL. AEOtEyY K7 v T%
FRALTRABELEY, Chld. FAKEZEIR I 3EEZIF ODI—HF— LTITORELHD X
ER

(SEBAZ 7> 7L — k&, Microsoft Certification Authority 1>V — L& FERALTABET3HT
FXJ, )
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&3 Citrix FAS Administration Consol

Complete these setup steps:

Initial Setup Rules Advanced

e - connected to localhost

Connect to another server

o Deploy certif

The required temp

o Set up acert
The authorization t

Click "Publish” to p

Authorize th

Create an authoriz

& Set Up Certificate Authority

Important:

When you click "OK" the following certificate templates are
published on the certificate authority selected below:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator.

This step can also be configured manually. For more information,
consult the online documentation.

Certificate Authority:

— t X

Deploy

Refresh

Publish

Create arule

A rule defines a sm|

You have no rules ¢

Connectto C

-« O

Complete this step if you wish to use this FAS service with Citrix Cloud.

Authorize

Create

Connect

Jx5lL—>3

VERat Y —EX &2 H&RBI B

COFIEICED. FASOERHFBENE T, BEEIVY —ILIZ.
Citrix_RegistrationAuthority_ManualAuthorization7 > L — b Z B L CTEERAEERZ4E/RK L. ©
DOT>TL—bZRBLTWSERAKEOWVWITNMMCEEFEL F T,
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&2 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificata tamnlatas Deploy
&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration
o Setup acert Authority certificate to the selected Microsoft Certificate

Authority. Publish

The authorization t The CA Administrator must sign in to the Microsoft Certificate

Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize

Certificate authority:

Create an authoriz

Create arule

A rule defines a sm|
Cancel

You have no rules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ERHIXIE TN B L. Microsoft Certification Authority 1> — JLOREHRDER ) X b IC. FAST
SIUTHAIYEDSDFREBPDERE LTRIREINF T, FASOBKZH1TY Da1IC. FEFAKKEEE
BEFIEREZRETECIFESTTIHLELNHD T,

EEENRITECIIEETZERTZET, FASEEIV Y —ILIZED —RKED TREF—) Z%
TLEY

Microsoft Certification Authority 1> — LT, IRTDRXIZHI ) v L. MEEERICHL
TRITFLIETZERLE T, BITEEIRT I L. FASEEID Y Y —ILICEREAENRTIN
F9, EFEEERT S, AV —IIILIT—RXAyE—UHRREINET,
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA E - ST 3o oo CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FASEEEIO>Y—ILIZ. COTOEANRT LECEZBFHMICKEELEFT, CNICIZEDHHD
HBabHb x9,

X

&& Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘ Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

(’ Authorize this service Authorize
There is a pending authorization request on Cancel request
Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

IL—IL DB

FASIZ. StoreFront®IgRICHREL. VDAOS A > E LUty a v RAERDI-HDIFREDETE
RIB-DOICIL—ILEFERLET, RIL—JLIF. SFAZEAERTZCIMEEINTLS
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StoreFrontth —/N\—, BXRTE21—H -0ty b, LU ENSZFEATECHFAITNTL

BVDARY > Dty hEIEEL X7

FASTIE. DB EBIDDIL—IL2ERE L VBNT 2L ED B D 9, StoreFrontlEFASICHEE

BidBMRICT 7 AJ)L R T Tdefaulty) EWSEEIDIL—ILEBERT B 7=,

D= T B 2EBHOLET,

Mdefaulty £WS%a]

BAZHET VL — MRARKEZER L. B3 70ONT« CERER DL SICHERT S
EMOARZLIL=ILZERTEEX T, CNH5DIL—ILIF. B%A BStoreFrontt —/N— 7l
Workspace T T2 L DICHEBRTEE T, JIL—TRIV—BRA T a>zERALT. ARZ
L= ZZETERY 3 & S I-StoreFrontth —/N—% B L £,

MERL 220wy (F7ld TIL—IL) 2T T NIL—IOER1 22Uy o) LT =)Lz

R 2DDERZNETZIL—IERV«F— FZzRBEBLEF T,

L=y #712iE BIL—

ILOBENRTEINE T,
&3 Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.
+ Create rule
Default 2 W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon
Certificate authorities:
Certificate available in-session: No
Access control: Configured
Restrictions: Not configured
Cloud rule: No
DA F—RICL>TRETNBIBERITRDEED T,
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ToFL— b A —-RAEORTICERINSRET > TL—FTT, i
Citrix_SmartcardLogon7T > 7L — k. £/IZZDEESNIIAE—THIVELH D £ (G
%7__\/70[/_ I\%%/ﬁﬁ) o

SFERMSRS: 1 —H —SFRRE = HIT 9 DA TY, T 7L — MIFEBAKEICE > TRAEINT
WBREAHD £, FASIE. 7T —ILA—N—C BRSO -HICEROIEBR#REDBIN%E H
R—bFLTVWEFT, BIRLIGEBEREO I T—2 XN rTemplate available] ERIRENTWBC
CEREELTLIETW, APAREOEEZSRLTILS

vy aryRER: v ayYREREFAA 7S 3 vid. VDANDOOS 7 VEICEIERZE#FERAT
IEQESHEFELET,

s Ly aYAGEREZFAMNEREINTULAWL (F7 4L 6 #E) —FEREEFOT A > &3
E%ﬁ‘:@&ﬁﬁaéh\ j-_-'f ulu\nlE'fﬁ‘:EIEEH%LuTOtZ—C*aiﬁ/bo

s Ly aYAEREFANEREINTVWE—I—H —(IFEERICAPEIC TV ERATEE T,
IFEAEDERRIECDA T 3 ‘/%\EE?R?’\“*T“HCZF)D FtA. 12Ty EDWebH
T 7MIIVHERLE, VDALY a YANLT7I/ERENB )Y —XiFKerberos> > )L
AOFVZERLTTIERTEZ O, Ty a > RAASIEIBEDD FEA.

Mty a YATOEAZHF ZERLIBE. Ly aYREMET LTRSS —HBM
ICLTVDAICER T 2HENHD £, FAZEIE. OJAVRICT TV —2 3> TERATS
TeHICI—F—DEAGZEREX M TICEBEENE T, It XIE VDALY 3 »ADWebH —
IN—=ADTLSFEREENRELRIHZE. FEEAZE (XInternet Explorer CERATE £ 95

7oA bO-)]) A—5—0OJ A F-I3BESGO-OICIREERERTZICx
HFaIEThhTW3B. EEEINf=StoreFrontth  —/N\—< > YD XA by TNEDIRTDMERICH L
T. BRDODADA TSV bEIFTIN—TZEBIMTE XD,

r

[PoLZXaY hO—-)) BEREF1UF LEETHD, BEICBETIHELNHD
o

¥
FASH —/N—% Citrix Cloud COAEA L TWBIEE. 77X bO—-IIZEHT 2HEITH
D F£H A, JL—ILAHCitrix Cloud CER I N35E. StoreFrontd) 77 & AFFRIIFEREINE T,
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Citrix Cloud 74 > 7L = XD StoreFront BRADWA TRIL L —ILZERATEX T, 7> TLI XD
StoreFront TJ)L—ILHMERA I N3 IFE. StoreFrontd 7o RFaNIF5 | S/ ERAINE T,
T7AINNDER ( ID7H— k] 7)) FIRTEIEEFLEY, L7 >T. StoreFrontty—
N—ZBRRNICEFR T R3HENDHD T,

i1 Permissions for StoreFront Servers -

Security

Group or user names:
A/ STF-1 [CITRIXTESTVSTF-18)

| Add... || Remove |
Pemissions for STF-1 Allow Dery
Assert |dertity [v] L]
| ok [ Cancel [ Aeoly |

IR : FASEEARLTA—H4—%20OJ 4> TEF3RVDAY VD) X b, FASE&EL CEEEZE
EHATEZ31I—H—DU R,

« IVDAMEEDEIR| TlI. COVDALFASEHFERA L CA—H—%20OJ A TEBZ D EIBETE
F9, VDAOUZXMETI7AI LT TRXA4>aAEa—4—] T,

o MA—H—MROEE| Tld. £¥OI1—H—HFASEFEALTVDAICH A V1V TEB3h %S
ETCETET, A—H—DVRMITFTI7AIIEIT TRXA>1—H—] T,

r

FASH—N—DVDAB LUV I—H—CIZBLRD R XA ICHDEE. T 74 FOFIREZE
FIINELRHD T,
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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257 R)L—JL: Citrix Workspace D5 ID 7H—> 3 UHAREINLCTICIL—ILAERINS
M S5Hh%&RLET, Citrix Cloud ICH#td D & F T, Citrix Cloud TR T2 IL—ILZERL X
¥, Citrix Cloud IZ3E#t L 7=%. Connect to Citrix Cloud €27 > 3>D ) VI hBSIL—ILEZEET
ZEHTEET,

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

0 Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Citrix Cloud \ D 1E#:

FAS 1t —/\—% Citrix Workspace % f#F L T Citrix Cloud |IC#ESTE £9, D Citrix Workspace
DEEZBRLTIIZEL,

1. 87D Tz Vv LES
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. BRI BUTVREERL. 20Uy ILET,

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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7L E 2 —TIZ Citrix Cloud O AHDFIBAEET T,

3. VAV RIUIL—BEDERI—FAKRTINE T, S Citrix Cloud THERI B3HENHD &
T FLLIE TF2TL I XEE% Citrix Cloud ICE#T 21 ZBRLTIETL,

&4 Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESODAR

Summary

( Waiting for confirmation...

= a=B

4. BFEIA—RHIREESNcS. FOYTROV ) IO SBEND Z2FRLF T,
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&4 Connect to Citrix Cloud — O X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

T3RR L

“
Resource location:

My Resource Location v

5. %Y TB3GRIFEET NI ZFIRL. FASH—N\—Z&ERI DY —ADIGAMZERL F
o ZU)v UL, RV RUZEBALET,

6. TIL—ILDFR €02 3>T. BBEDOIL—INZERTIH. FiLWIL—IILZERLET, T
RN 20V I LET,

JL— L DFER(/en-us/federated-authentication-service/2212/media/connect-cloud-choose-

rule.png)
7. BIE o> 3> T, %71 72 w2 LTCitrix Cloud\D¥#EHizT T LE T,

7 577 RGO BLE (/en-us/federated-authentication-service/2212/media/connect-cloud-

summary.png)

Citrix Cloud(dFASH —/N—ZF# L. Citrix Cloud 7 AT > bD )Y —XADIFZRAR—JICRTLE
ER

Citrix Cloudh* 5l 9 3

Citrix Cloud®D ) YV — X DIZEAN B FASH —/N—Z HIFR L 7=#&. Z DCitrix Workspace D32 E IC5CEL
TNTWVWB &L SIS, TCitrix CloudiCHE8t) T MEIICT 31 ZFRLE T,
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RER B

ZDtUT 3 >DEEETIE. Federated Authentication Service (FAS) DEERIEMR E BIEICEAT
BDHARVAERELET,

BERER

« FAS O V2 h— L AIMIRGEICEI S B EEA U T 7L YRR, 1 VR b—IL LR ORF
7,

« BRIT %70 F v ORETIE. TELFAS T—F 7/ F v OBBEL. SOERBT—F7
5F v ICET BMOREADY VI ERELTUET,

Azure Active Directory > T IV A1 > F >

Citrix Federated Authentication Service (FAS) I&. R X >&NEAVirtual Delivery Agent (VDA)
ANDI VT IYHA A (SSO) #IRMH L £ 9, FASIE. VDAICA—H—RAE#RMHEITZ LT
SSOZXIRL £9, VDAIFZ DIRRE=Z A L T. 21— —ZActive Directory (AD) (=3t L TER3
LET, VDAY avICHA>F>TBL. BRRAAELTADYY —RICTIERATEET,

AD Y AADRSTREIEAZ1TL). Azure Active Directory (AAD) ZRE$ 23 DH—RMTY, ZHICE
D A—H¥—rIYEa—R—0OEAICNAT )Y RIDAMERENE T, CDEETIE. FASZE
BLTW3IEEICVDAL Y > 3 VAN 5AADADSSOR RIZY 3 7= ICHELRBIERIC DL T
FBALFEYT, CNICED. I—H—IIBFREI%A L CAADTRESNL 7 SV Tr—>avIl7oER
TEEY,

FASH'AADDSSO%*ERA T 3 -0 ICHRIBBRRIIHNEDH D FH A,
FASOt v 3 YRIEAZEIEIHNEDH D £H A

FASDEDN—2 3> THERTEET,

FASZEHR— T BVDADEDN—2 3 > THERATEE T,

AAD SSODF i Z RDIRICEFEDE T,
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AADEREER A 7 VDAD K XA > &INEH VDADN\A T1) w REIEA
YHR—TR AADY — L L XSSO%* {EH AADEERAEN— X R = FH
Active Directory 7 =5 L — ADFS T Windows 35 %= B WS-Trust certificatemixed T
> a3t —E X (ADFS) I ICT B VRRAY M*‘ﬁ&bt:t;o'c
Jx7L—>3a ViR WB ez Y
H—RN—=ToDIDFANA P—RN=FT1DVJa— HB—RN=FT1DVa—
A—IC7xTL—>arvEH arvaFERITS arvaFERTS

e YX—YRAAD RXA > rild, A—H—E858EHD AAD TITPONBZ R XA THD., %1747
AAD EREEEMEIINB e HHD X9,

e 7JIFTL—3YAAD RXA ki3, AAD WEREEERIDSFRICUA AL U F T3 LS ICHER
TINTWVWBRXALUTY, T ZIE. ADFS £/ldt—RN—F00IDFONAERE—IC)A A
LYy hEINET,

o N1 TV w REBIMFEA VDA IZ. AD BINBEATHOH. AAD BINFEA T,

R XA >8Mi&EH VDA

R XA 2EMEH VDA DIFE. Windows 53:E (TER(IFHEE Windows EREE F 7zid Kerberos & IE
idN3) ZEALTAAD AD SSO #XEL £Jo AAD ANDFiEF. I—F—N VDAL v 3
VNS AAD TRESNI T IV r—a il70 AL SICRELE T, XKL, 5REE
7O AZKREMIFLTVWETD,

R XA >E&NEH VDA(/en-us/federated-authentication-service/2212/media/domain-joined-
vdas.png)

FHMICDOWTIE. AAD RXAM YRR R—J RTHZIN 7T L— TNTLVBANICEL-TE
BhE,

RE—TRAAD BXA YOty b7y FIEoWTE TO—LLRS YY1 VA Y] 2B
LT T

ADFS IC7 2T L—23>»ENTWVS AAD R XA > DIFE. ADFS # —/\—T Windows 53:iE %
BHMICLE T,

B—RN=FTDIDTANAZ—ICTTTL =23 YENTWVBAAD R XAV DIFE. FRDY
Ja—2alhEFELE T ALTICOVTE. IDT7ANA A —ICERVWEHhELIZTL
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JITL— 3 EREEY—EX

NA Ty RBIIBAVDAIZIE. RXA UBINEHVDAICEHINTWSY Ua—>3>H
FRTEEY, 7L, FASZERLTWEIHBE. AADTSATUEH b—7 > (PRT) &%
RENnEztA

N1 T )y REIEAVDA

N Ty REINEHAVDAIX. ADEAADICEBFICEMLTWEY, 2——HVDAICH 1 V1>
T8, ROT—T4 777 EHMERRINE T,

» KerberosF 47 v MREEF 7w k (TGT) (ADVJ Y —XADEEER)

o TSATUEHM—2 > (PRT) (AAD)Y —XADEREEA)

PRTICIE. A—H =AY Ea—2—0OmAICETIBHRIASEINTVET, CDBEHRIE. BEIC
It CAADE R E 7O AR S —TEARAINE T,

FASIZVDAICEIFRE# IRt T3 e TA—H —% P59 B 7-. AADDIERAZER—X DEREEN'E
EEINTVLWIBRBERICOIPRTZIERTET Ed, ROXIE. BEAETOCLREREMIIILTUVETD,

Federated IdP
or ADFS

>80

; 3. If féderated
3. Authenticate to AAD ’
4. AAD PRT with FAS user certificate authentication

happens at
the IdP

certificate

2. Kerberos TGT

1. Authenticate to AD

with FAS user A

certificate Domain Controller

Hybrid joined VDA

SHMICOVWTIE. AADR XA UMY R—U RTHBZIDT7TTL—2a3>TNTUVBEINIE->TE
AN RS- 28

IH*Z—U RAADR X1 >V DiHEIE. AAD CBAZHEBRLL £9, 5L <&, TAzure ADFEFAZEAR—X
DEGIDHME | #8B LTV, VDAIZAAD CBAZEH L T. 1—Y—DFASSIFBZ T —
-'j:_ %AAD‘:;{J\DE L/ i 3—0
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Microsoft D RF¥ 2 X > FTIFRAY— M A—REEFBETOY 1 VA VICDVWTEHBALTWE T
H. FDOEBERBZFEIF. FASI—H—FIRETH A V1V T3BRICHBEBRINE T,

ADFSIC7 T L—3 > ENTWLWBAAD R X1 > DIHE. VDAIZADESH — /N —®DWS-Trust
certificatemixed T> RRA > b EFEALT. 12— —DFASSEFBE T —H'—%AADICEREEL
To COIYRRAYMITITAILFTEHICHR>TUVET,

H—RN=FT4DIDTANAE—=ICT T L =3 > TNTWVWBAAD R X1 > DIHE. REOY
)a—>a VA EETRAEEELRHD X9, IDTONAR—IE. WS-TrustDcertificatemixed T >
RRA M ERETINELRHD £, FHICOVLWTIE. IDTONAE—ICERBVWEHLELTEE
(A

Al BAFE RS DAY

CDFEEETIE. GRS (CA) T —N—CHMET 7DD, 7T L—> 3 VEREIY—E X (FAS)
DEEBEBRICOVWTHBALEFT, CNSDOEEDIFEALIE. FASEIEIYY —I)LTIdTR—
FENTULWEEA. COFIETIE. FAS DR T 5 PowerShell API ZER L £9, CDEEEDIE
TERITT a0IC. PowerShell DERMABHBENHET T,

FAS TERT3EHO cAY—N—%tyv b 7vTT3

W= %2 ERET-I3RET I, FASEBEO VY —ILEERALT. EROCATFASZ M TS
9,
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&3 Edit Rule — | X

Edit rule "hello"

Template Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
Access control Template available
Template available

Restrictions

Summary

¢ >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

FEIRT B IARTODCAIE. Citrix_SmartcardLogonzEFAZE 7> FL — b (F/IFIL—IILTERL =T
YTL—KM) ZR2RALTVWRRERHD £,

EALICWEEAZREO LWIThHDENOT > TL— 2 2B L TVWARWEEIE. T OEERKEIC
LT sEEREZ Y h 7Y 792 FIEZERITLTILE L,

CDOFIETHBM S NI AR EREIE. COBREETHREATET571cH. INTOIERRKE
ICH LT DY —ER%ZERT 5 FIEZRTITILEIEHD T A

FHIChE3B{EDZEE

BEDOCAY —/N—TFASH—N\—%Z B L7, 2——BEE0ERIE. BRI TULEIAN
THOCAT—N—ICHEENE T, £/o. BEINTULBCAT—N—DWVWINHIHKRELIZHE.
FASH —/N\—I3RIDOFERIGEARCAY —N—ICTID DD £,
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TCP 77tz X BICMicrosoftGFEB#4RE = 8 T 3

7 7 #JL L TlE. Microsoft CA 1372 XIZ DCOM ZERL £, ChiF. 77477 +—I)Lt
Fal)TAZRETIRICEMIZELC 28N D D728, Microsoft (FFEHI TCP R— M IZHID
BZ231-DOMEXHKRITTLE T, Microsoft CA T. Start>Run>dcomcnfg.exe ZfEH L T
DCOM #a /N IL B E. Computers>My computer>DCOM Config % BB L T CertSrv Request
/—R%ERTRTL. CertSrv Request DCOM 7 XU —> 3> 7ONT1 2iRELE Y,

CertSrv Request Properties L?] X |
General | Location | Secutty | Endoornts | identity

DCOM Protocols and endpoirts

T defaull system protocols

Select DCOM protocol and endpoint BN

Select the DCOM network protocol sequence that you want to
=y~ Bdd. Enler the endpoint detals and dick OK when you have
" [finished

Protocol Sequence Correchon onerted TCP AP W

Disable protocol sequence
Use defaut endponts
®) Use statx: endpoint 200
Lsa intranet range of dynamic endponts
Use intemet range of dynamic endponts

oK | | Cancel

Leam more about etiing these properties
oK || Cancel
lEndpoints) ZZ&E LTI RRA Y FZ&ERL. TCP R— h&ES (LEEDORTIE 900) =
EELET,

Microsoft SERAHERS = BicE# L. SEFAEERZXEL X9, netstat -a -n -b TEITTB L.
certsvr "7R— K 900 TUw XY LTWB Z ehbhHh b £,

TCP 0.0.0.0:636 LISTENING
[lsass.exe]
TCP 0.0.0.0:200 LISTENING

[certsrv.exe]

TCP 0.0.0.0:3268 LISTENING
[l1sass.exe]

TCP 0.0.0.0:3269 LISTENING
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DCOM | RPC R— hZEBA L TR IT— a VEREZIF DO FAS —/\— (X 7ISFEBHE
FZERT3MOT V) ZHERTABEIFHD FEA. V717> D DCOM ZFEHTIHNE
WH23HBE. fAEZEY —/\— LD DCOM RPC #—E XIZHEF L. FED DCOM H—/N—AD 7T
VL REERLFT, THICKDAR— b 900 HFEA . DCOM H—/\—IF FAS H—/N—IZ3EH
HEEERLET,

A—Y—iIRSZEEM T S

FAS H—N\N—RNTIA—HY—3ERENFaERIND . I—F—0OJF VB KEBICHES
NEd, UTOEI>3>TIE. B—FHISEHO FAS Y —N\N—TINEERTITB3HZEICDOVT
SHEAL £ 95

Active Directory 1—H'—D U X F BT 3

ADZZITVUL., A—HF—DURXbZT7 7L (Tc&XIE csv T7MI) ICREFET B LT, B
BHEDEMZHETET T, UTOHZERBL T LT L,

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -Properties UserPrincipalName | Select UserPrincipalName |

Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename
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Get-ADUser &, A—H—DU X b2 TV IB3-HDFENLZITV KLY T, LEEDAHIIC
|&. UserPrincipalName Z#5. 7HT Y cXT7—2 XN Tenabled) DA—H—DAHZ!) AT
BIODTILZ—F|HAEFENRTVET,

SearchBase 51#ld. AD DX DN TA—H—%2REITEIH ZRKDIAHFE T, ADHDIARTD
A—H—ZEFHRVWEEIF. CNZEBTETEXS, F COIVITVIEZHOI—F—%IRIAIEEM
hHh £,

CSV IFRDLSICHED ET,

Bl user_list.csv - Notepad

File Edit Format ‘“iew Help

"USerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@hbvt. local”
"testuserd@bhvt. local”
"ucs38@bvt. local”

"ucs3o@bvt. local”
" A A@Blbver Ta~a1"

FAS H—N\—

XD PowerShell 27 1) 7 k&, LENCERIN-2—— ) X NEFITERD,. 1—4%—5FAZEOD
DR MEERLET,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv

foreach ( $user in S$users )

$server = Get-FasServerForUser -UserPrincipalNames
$user .UserPrincipalName

if( $server.Server -ne $NULL) {
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New-FasUserCertificate -Address $server.Server -UserPrincipalName
$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover

-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

BED FAS H—N\—DH3BE. BEODI—HY—DIRAZIIX 1 T —N— Tz I A —N—
Y—N—TENEN1DFD. 2EEHRINE T,

FEEOZRX V) FRE Tdefaulty & WSEBIDIL—ILICHIGLTWEYS, ERZIL—ILE (FzexIE
Thello] ) ZfFERATT 35%B81E. X7 FTRAD $rule BHZZE LTIV,

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default Z W summary
hello "

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

EREEIRAEZEH IS

BEOFASTH —N—HMERINTWEIEE. OJ0 VRO —H—IlEE R 525 Z &7 < FASK
SEIFRZE A EHTE X9,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 43



JITL— 3 EREEY—EX

GUIZER L TFASZBEARITACELHTETEXT,

&< Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

Q Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

0 Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Click "Publish” to publish the templates on another certificate authority.

— O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

ROFIEZTT LET,

1. FTLWEAGREERAZE 2 BB L £ 9, New-FasAuthorizationCertificate

2. FTLUWESREEFAZEDGUIDZ XEL X9, Get-FasAuthorizationCertificate

3. FASH—N—%X>TF >V RXE—RICLX Y, Set-FasServer -Address <FAS server>

-MaintenanceMode $true

4. FTLWESRAFBAZE #3c#: L ¥ J, Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

5. FASH—N\—%X>TF 2V XE—RH SR LEY, Set-FasServer -Address <FAS

server> -MaintenanceMode $false

6. HUWEGREIEAZ ZHIPR L £ 9, Remove-FasAuthorizationCertificate
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BEfRH
« 1YRAL—ILEERDEEIE. FASDOA YR —ILEERICET 3 EBEREBRENTY,

e —RMNABRTTTL—a VR —EXDRBRREICDOVWTIE. BR7—F 70 F v DiEEICx L
HENTWVWET,

o ZOMD TN\ DY —] EBHFICDOVWTIE. BELAEBROEETENINTULET,

W& — DRE

IEL®IC

EFRRZEIFASH —N— LD AAF T —REAN— IR EFEINT T, BEMITOSNIEMEREE—IF.
FASH—N—DXRYy b TJ—IOH—EXT7HIT Y MIEL>THRESIN. TIAIFTIIVRR—FR
AL TIY—oENET,

MEF—ICIF2DDBELH D £75

« Citrix_RegistrationAuthoritysEFHZ 7> 7L — k5D BEREEIFIEE ICREEN 1T SN -BE
:\:_o

« Citrix_SmartcardLogonsEBBE 7> FL — b 5D, I—H —FEREICEEM T SN I-WE
:\:_o

RIRICIZ. 2D DBEFMEIEEENH D £ 9, Citrix_RegistrationAuthority_ManualAuthorization
(77 # )L b T24B5R58%) L Citrix_RegistrationAuthority (77 #JL k T2ERBEM) T,

Federated Authentication Service (FAS) B2 1>V — )L DInitial SetupX 7D X 7w F3T.
Authorizez 7 1) w7 § 3 . FASH—N\—[FF—RT7=ZEML.
Citrix_RegistrationAuthority_ManualAuthorizationsEFBZ A DEEFHE B E K % SRR IXE L £
To CNUI—ERINARERAE T, 77 # /L b T24RREBR T, FEAARKESIL C DIRRE = BEIRYIC
EITLFHA. EITIE. AIARETEREICL > TFETERINIVENHD £7, FAHAEHN
FASH —/\—|ZFITI N5 . FASIZCitrix_RegistrationAuthority ManualAuthorizationZERAE % {F
F8 L TCitrix_RegistrationAuthoritysEBAZ (57 # )L k T2ERMER) = BEMICEIEL £, FAS
1t —/\—I&. Citrix_RegistrationAuthoritysFFAZ # E1§ 9 % £ 9 < IC.
Citrix_RegistrationAuthority_ManualAuthorization DEEEAZ & +—%Z HIFR L £ 95

SEREBIEIAAE ICBIEM T SN WE T — IIFICKBEEN TV TS, BER 5. BIRKEEIRASE
RUS—IZED, WBF—ZMETZEIF. 77— rTHEBEINII—TF -ty MIHLT
ARAEERZHEHITTETSNS5TY, faRELT. COF—ZHlEHT2EIF. €20ty FROEED
A - LTHRRICERTE X,
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FASH—/N\—Il3. B0t x 1) T BHICE 2 TcAETHERT—%2RETDILSICERTEZ
Jo UTFOVWTIHOEFERL ET,

o TERHEREEIRAE ¥ 1 —H —SIBAZE OMEF — DA IC. Microsoft Enhanced RSA and AES
Cryptographic Provider % 7zld&Microsoft Software Key Storage Providerz £/ L & 9%

o TEXERIEIRAE DM — (ZIXTrusted Platform Module (TPM) F v 7% fi§ X 7=Microsoft
Platform Key Storage Providerz. 11— —3EBEZE D% F — (I IEMicrosoft Enhanced RSA
and AES Cryptographic Provider & 7z &Microsoft Software Key Storage ProviderZz € L &
ER

o BHRIEEIGIAE & 1 — ' —FEBAE DOMEF —DEAIC. HSMT /N1 R Z (& X 7-Hardware
Security Module (HSM) X >4 —®dDCryptographic Service % 7=IdKey Storage Providerz{#/H L
X9,

MEF —DBRERE

FASZ3DDA 7> a>OWVWITNhZFERATEILIICHERLET, TFRAMITsZ—Z2FEALT
Citrix.Authentication.FederatedAuthenticationService.exe.config7 7 1L ZfREL £, 771l
D77 #I)L bDFFRIE. FASH —/\—_E®DProgram Files\Citrix\Federated Authentication Service
T74ILE—ATT,

O—#1 54 X &N izEfR(/en-us/federated-authentication-service/2212/media/fas-privatekeys-
config-file.png)

FASIZ. H—E XD BRI NI ZICDFBE T 71 ILEFRARD £9, EHEBEINTHE. #
LLWREEZ RSB BICIIFASEBEFHTINENDD FT,

Citrix.Authentication.FederatedAuthenticationService.exe.configZ 7 -{ JL CEE$ 3 EZ XD K S
ICEREL X7,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI API £ CNG API
ZYIDEZ D)

fi& aOX2 b+
ax CAPI APIZ{ERT %
false (77 #JL k) CNG APIZ{ER T %

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderName (9 3 7O/N1 4 — D%
Ail)
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&

<A 2o0OY 7 FRIERSAS K VAESES{L S
ON1 4 —

Microsoft V 7 ko x 7 £— X L —2 ZON
AR —

Microsoft 75w k7 4—LF— XKL=
ONAH—

HSM_Vendor CSP/# —5CiEE 7O/ 1 & —

aAXY b

T 74 EOCAPIZONA A —

F7#ILEOCNGTONA A —

FT7AIILbOTPMZONASE —; TPMIZ2—
H—F—ICIFHERINFEA. TEREBF—
ICDATPMZERL T 2E L, FAST—
N—ZREBILRIETEITIT B TFEDN D B5E
& REIEHDHR— TN TVWEHE SH%E
TPME KUONAN—=NAHF—R >R —|ZFESR
LTS,

HSMAR YA —IC &> TR F T, EIEN

VA—ICKOTEBRDFET, FASH—N—%Z1R
BULRIETRIT I3 TENHZHE1E. k8

A R—EETNTVBIHESHEHSMAR Y
H—ICHESR LT IEEL,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType (CAPI APIDIH & |2 D & 44 78)

f&

24

aAXY bk

7 7 #JL ko Microsoft
KeyContainerPermissionAccessEntry.Provider
Type 7O/N7T« PROV_RSA AES 24 #35L
&9, CAPITHSMZERLTED. HSMA Y
A—DRIRIEELBWVIERD, BIC24TH 3%
ENHD FT,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (FASH\ TR IR {EZ 1T
BDRENDDHE. CCTHRESNIEZFERLED) MERD ITI/XR— AR 757
HLEI, N—FTTT7THR-FEINTVBHE. TPMF—I ML —JDOFERZHFAILE T,

&

NoProtection

aAX2 b

MBRRIIT IV RAR—FTEET,
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[ X2k
GenerateNonExportableKey FTI7HI b, WERITIRR—FTEEY
Ao
GenerateTPMProtectedKey MERIITPMEZFER L TEEINE T, WE

#(%. ProviderName G387 L 7=ProviderName
(] : Microsoft Platform Key Storage
Provider) ZN"L THRESNZE T,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (MZEDH 1 X% £ v MBI
TEELXY)

fi& aOXYV B+

2048 T 7 A bo 1024F 7=134096 HEHTE X
ER

BET7ILORERE. RDESICT ST AIICRRINET (1 VR F—ILEOF 7 ALk
IEFRTRR) o

Pl.r((e);:iir “True” “False”
CAPI API (CNG API)
csp ( I )
Crypt 32 Lib CNG Lib
Micrc:oft/\‘
Provider Enhanced RSA HSM Vendor HSM Vendor Microsoft Microsoft
and AES
R KSP Software KSP Platform KSP
Name Cryptographic -
Provider
Provider
Type
Protection Exportable Key Protected Key
Key
Length ‘ 1024, PLlEMor 4096
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WE S 7 1) A DA

fl1

C OB TIE. BRI E OMEHE £ Microsoft Software Key Storage Providerz f£F L TR
FEENCA—Y—GRAZOMERICOVWTHAL X T,

S AV —ILEBDT T #)L BT, BIMOME T —BRISHESLD FE A

#l 2

CDFITIX. BERERIZIEAE DIRE F —H'Microsoft Platform Key Storage Providerz 71 L TFAS
HP—N=—DIYP—R—FDN—=F T T 7TPMICREFSN. I—H —FBAZ DWEF — b Microsoft
Software Key Storage Providerz £ L TIREEND & ZR L F T,

COTFIATIE FASH—N—DIHF—KR—FLEDTPMA TPMAX—H—DRFa XY I
> TBIOSTHMICIN. ZDEWindows THIHAL TN TWVWBR e ZFiIRE LTWE T,
<https://docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows-

vista/cc749022(v=ws.10)> ZEBL T T L\,

FASBEEO>Y—)LO{ER
FASEIEOVY =LA 750 VDIIFAEERERERITTIT AV D, BEHN S RIEREIIRE
DA VSAVIEFHEZELERZFILAVED . ZOFEAIFHEINEE AL

FIHADFASTE Y b7 v 72 RT3, sEBRET Y7L — b zREA L. IR ZRE L 1o,
H—ERXRZERTDH (BER—TVRAORXTvYF3) IS, ROFIEZERITLFT,

ATYTLBET 7ML EZRDESICEELTREL X T,

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMFrotectedEey" />

T7AINERDESICHED T
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAFI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

«!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ --—>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel"” value="3" / ——>
<!-- Logging: Event IDs to not log (comma separated) --—>
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

—ZBDOTPMIFF—EZGHIELEFT, T 74/ bOF—EIF2048E Y FTT, N— RO T 7 TH
R=FINTVWBREXF—REIBELTLIETL,

7w 7F2: Citrix Federated Authentication Servicez Bfe#IL C. B 7 71 IILH S{EZFHAHED
=

ATY T F—ERZEFELFTT,

AT v F4: FEEARRE Y — N —D SREPOIAEERZFHTHEITL X I, SHTHEEIAEHNE
BInde. BBIOVY-ILOEY N Ty T—T 2V IADRATY BHIFEICAEDFT, CORS
T, BREFEIFAZEDOMEXF—DTPMTERINE T, SEEEIFT 7 4L h T2ERBBI TS

SEREBIEIFAZE OME T —HDTPMICEEL K RESTNTWS C L Z2HEER T 3 ICI1E. RDPowerShell
IRV RZFERALEFT, BEREEIAZSOMEF —DNTPMICREFEINTUVSIEE.
PrivateKeyProvider 7 -+ — JL R (&Microsoft Platform Crypto Provider|Z5%E SN E Jo

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

FIEs: FET7IILERDESICIRELELE T,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableKey"/ >
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FASIZITPMTRESCNF—Z2F DA —H—fRAEZEMTET T IH. KFERLEBRATIE
TPMN\—R Iz 7HEITETRI5ELHD X,

FlE6 : FASZEESHLE T, CNUILD. T—ERRFRE 7 7ML ZzBHAHAAH L. BEEENI
EBERRLET, ZOROEHWET 1R - —AET—ICREES5X FJ, CNHDIE
EISMTE F —Z TPMICRTEE 9. Microsoft Software Key Storage ProviderzEH L £ 9%

FIg7 : FASEEIVY —IILTIL=IE2TEZERL. 1 VA F—)LEEBRATHBINTWS L SIC
REZHRELED,

PowerShellDfEH

TIREEAEIRAZE (L. PowerShel= L TA 754 Y TERTEEY, CNld. #> 51 ViR
FEELEREZN L CGEAREAN S REEBEMREZRKIT I 2 Z2EXRVERICEL TV E T,
FASEEIYY —IIZEALTA 7514 OEREEGIAZTERERZITO CLIEFTE Xt Ao

FIE1: EEO>Y - zFERAL TFASOYEERZ T SRIC. TRERRET>7L—FDERMI &
MERR#ERED Y b7y 71 ORVID2DODFIEOH%ETT LE 9,
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@

&& Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced

Complete these setup steps:

Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

— | X

Connect to another server  Refres

Deploy

Publish

Authorize

Create

Connect

h

FE2 :

FEEAMEREH — N —T. FEBAET V7L — bMMCRF v 71 > ZBML £,
Citrix_RegistrationAuthority_ManualAuthorizationT> L —+Z257 ) v o L. TFL—Fb
DEHZFEIRLET,

R TZERL T, RAICBVHEZEBELE Y, COAITIE. RATIEXOfine_ RAT. BRHA
FEE ‘!3235—(“3-0
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

FIE3 : FERAMES Y — /N —T. FEAAMBEAMMCR 7y 7o > ZEBML T, AAET > TL— %
BIVYILET, FIMZERL. BITIBMBAET>TIL—bZ2 T ) v I LET, fERLTED
DDOTYTL—bZERLET,

ATY 7 4 FASH —/NN—TUTFDPowerShellAY > RL Y bEO—RLET,
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

AT W T 5: FASTH—/N\—DOTPMHATRSAF —R7ZEmM L. FASH—/N\—TLTFdDPowerShellJ
IYELy bZANLTAEBREELERZERL 9, F: —EOTPMIFF—RZHIRLEFT. T
7#x)IL bDF—KIF2048E Y F T, TEADN—RI T 7 THR—FINTLWEF—RZISE
LTLIEE L,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

£
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New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
UTFHARTRENE T,
PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

e Id GUID (Z D Tld T5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39) ) &, BHEiD X T v
TTRHEICHRD FT,

« ZDPowerShellAX > RL v M. SREBEEAEOMEBE T —Z2ER T A HICFERT
NB1IEREDD TH—N—F14 K] THDLEZTLIETL,

e COOXRYVRLY hERITITD L. FASOEERFICHEE T 7 1ILD SFHAHRSNTED
FrviTh. FHITZF—K (74 Mi%2048) HRESNE T,

o ZDOFFIDPowerShell THtA S NI B ERIEREEIRE OME F —1R(ET-UseTPMA $truel
BRESNTWVWBRSH. P ATLIEFTPMOFERICHELRREL —HMLBEVWT 71ILHS5D
ExEEL X9,

c COOAXRYRL Y rER[ITLTH, BT 71IILOREIIZEEINEE Ao

« ZTOHDBEFFASEIIAD — —SIFAEMER T —12ETIE. FASOREEEFICT 71 ILH 55
HFESNTEIMERINE T,

o« FASH—N\—H 21— —FEREAHITLT. TPMTREZESIN-I—F—FAZOWER
T —%4EMTBIHE. BT 71 )L TKeyProtectionDfE%* Generate TPMProtectedKey|Z
HETBEHERETT,

F—RT7DEMICTPMAMERSINI-C C ZHEERT BICIE. F—RTHER SNz TICFASH —
IN—ODWindows TR fEa2a—7—O7 V5 —>a >0 =@ LET,
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O—#1 34 X EhizEff(/en-us/federated-authentication-service/2212/media/fas-privatekeys-

eventviewer-applog.png)
=Sl
RICRRENDZDIERDEEDTY,

O—#1 354 X &N izEfR(/en-us/federated-authentication-service/2212/media/fas-privatekeys-

eventviewer-applog2.png)
7: T70O/N4 4 —: Microsoft Platform Crypto Provider ]

Flge: SEFEBRC Y>3V ETFARITA 4 —ICAE—L. TFXRT7ILLLTT A R
JIRELET,

O—#1 3 4 X & hizEfR(/en-us/federated-authentication-service/2212/media/fas-privatekeys-

usmcertreg-notepad.png)

FIE7: FASH —/N\—TPowerShelllCXD X SICAS LT, SEBEELERZSIRAKEISXE L £
ER

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>

11

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq. txt
RDESICRRENE T,

A—#1 54 X & NizEfR(/en-us/federated-authentication-service/2212/media/fas-privatekeys-
certreg-submit-display.png)

CORRT, SEBEAY X bV Y RIOBRRRINZGEDHD £9, ZDHIDIEEERERETIE.
http (£) & DCOM (F) DEADEFEHNEMCHR>TWET, FIERTEERZSIX. DCOM #F 7 3
VEERLE T,

O—#1 34 X &N izEfR(/en-us/federated-authentication-service/2212/media/fas-privatekeys-

certificate-authority-list.png)

SERRM&BINMEE S D . PowerShell IC RequestlD KRR INE T,
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A—71 7 1 X & Ni-Ef%(/en-us/federated-authentication-service/2212/media/fas-privatekeys-
certificate-authority-list-display.png)

FIE 8: FFRAERS Y — /N —T. EEBAKEE MMC X+ v 71 Y OFRBROEBERZ V7w oI LET, B
KRIDZAXAELET, RIS, BREHFIV I LTRITZERLE T,

FIE 9: HITAAIEE / — RZBIRLE T, BITSNLEDNDDOHREEZRDITET (EXRIDH
—HI 3139 TY), AEEEZXTINIV VI LTHEET, X TZRIRLET. Z71IA
aA—%=2o0y o L%xd, SIAEDIT IV RR— b T —RAEEBILET, RNz U v oL FE
T Z77MIERICOVT. ROF T a>zBERLET,

O—#5 34 X & i-Eff(/en-us/federated-authentication-service/2212/media/fas-privatekeys-

certificate-export-wizard.png)

FERIE THESXvt—#EXAE% - PKCS #7 SEBAZE (P7B)) T. [AIgeTHNIE. EEHD/NXIC
BHAIRTODIAEZSHS] NMEBEIRTNTULBIURELHD £,

FIE10: TV RAR— L LFHBAET 71 I)L%E FAS H—N—|(COE—L £ 7,

FIE 11: FAS H—/N\—TXX® PowerShell AX¥ > KL w bZ AN LT, BERIERIGIAE % FAS
Y—N—=ICA 2 R—FLET,

O—#1 3 4 X EhizEfR(/en-us/federated-authentication-service/2212/media/fas-privatekeys-

import-fasauthorizationcertificiate-response.png)
B

O—#1 31 X &N izEfR(/en-us/federated-authentication-service/2212/media/fas-privatekeys-

import-fasauthorizationcertificiate-response-example.png)
RDEDICRTREINFT,

O—#1 354 X &N i-EfR(/en-us/federated-authentication-service/2212/media/fas-privatekeys-

import-fasauthorizationcertificiate-response-display.png)

FEREBIEERE OMEF — DN TPMICEEL K REFESNTVB C 2R T 2SI UTD
PowerShell X > FZfEA L 9, FHREBIGIEAEDWEF —DTPMICRESNTUVSHA.
PrivateKeyProvider 7 + — JL K [&Microsoft Platform Crypto Provider|Z5&E SN E 9,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
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AFwF12 . FASEEOVY—IILZBALTH 5. BEFHLFT,

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

A COU—EXRZEART 31 ORTY FICIFHERBOFTvII—IMMIVTVET,

ATFw 13 FASEBEIOVY —ILTIL=ILE2T%EERL. 1A M—ILEEBRTHATINTWS
REZRELET,

%3

CDORFITIE. HSMICIRFSN TV S EREERIRAZEOME T — L I — —SIRZOWEF —ICD
WTEEAL £, COBITIE. HSMAEREATH S C & ZzRiIRE LTWE T, HSMIZIE. Ttk
Z & THSM_Vendor's Key Storage Provider] D& 52 7ANAR—2DHD £,

FASH—N—%REIRETETIDZITENHDH5EIE. NATN—NA1HF—DHR—KZDOWNT
HSMAR YA —CHEER L TLEEL,

2Ty 1L BEOVY - )L ZEALTFASOPEIREX TS5, MBIRAZET 7L — FOERH]
¢ iRty 7 v 71 ORFID2DDRATY TDH%ETT LET,
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AT v F2 . HSMDProviderNamefBAMEAI TH BRI HEHIMI T B eI, HSMARY A —DRF 2
XY b EBRLTLIES V. HSMA'CAPIZER L TWAIHEE. TONA A —ERFa X2+ T
Cryptographic Service Provider (CSP) EMEIND B D £9, HSMACNGZER L TL 315
&. 70O/N1 4 —I¥Key Storage Provider (KSP) L FEHENBZ ZehH D £,

ATYT3: BRET7AINZRDESICIREL £ 75

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor's HKey Storage Provider"/>

T7AILUFRDESICED T
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<?xml version="1.0" encoding="utf-8"?2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ —->
<!-— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -3

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel" value="3" / —-—>
<!-— Logging: Event IDs to not log (comma separated) ——>

<!=— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs -->

<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CDF ) ATIE. HSMHAICNGZER L TW37=8. ProviderLegacyCspfEidfalselZf%E SN T
WX 9, HSMA'CAPIZER L TW35E. ProviderLegacyCspfldtruellfRE T 2 HEHLH D F
¥ HSMA'CAPIECNGD YL 5Z AL TWVWEHNZHER T BICIE. HSMARY A —D RF a2 XY
FZSRLTIZTW, oo IERMRSAF—ERTHR— TN TVEF—RICDOVTIE
HSMARY A —DRFa XY b EBRLTKEIV. COFITIE. F—RIFT T+l bD2048E
MIRESTNTWLWET, BEITAF—EMIN—RIZT7THR—FINTVWR e ZHRLTE

Ly,

FlE4 : BET 71ILDSEZEGAED =8I, Citrix Federated Authentication Service = BicE)
LEd,

FIE5 : FASEE Q> Y — /L DInitial SetupX 7 TAuthorizez 7 ') w2 L T. HSMRIZRSAF —
R7ZER L. FIFAESELERZIERL X7,

FIE6 : F—RT7HHSMTERINI=C &%= MERT BIIE. WindowsTI R cOT D7 )4 —
OaYvIVRIZEBERLED,

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

A [FAONAA—  HSMARIU A —DF—A ML= 7ONA 4 —]

FI@E7 : SFERHEAH —/\—T. SEERH%RIMMCDPending Requests./ — R & ER L £ 95

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
07 BEGIN NE..  The operation compl.. Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

ERHEHI) v L. IssuemERLE T,

X TZCOY—EX%ERT 2] OFEICIIFEEDOF v II—IDMTVTVET,
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIES : FASEEIO>Y —I)LDRulesZ T%FERL. 1 VA F—JLEBRTHBASINTWE K SIC
REZTREL X7,

FASEFFAEX L —

FASIZ. SFBREZE%R1FE T B 7-0OICFASH —/N\—_EDMicrosoftSEFAZ X b 7= AL Tt A. HAA
HT—RIN—EFERALE T,

HIRHERISIFAZE OGUIDERIE T B ICIE. FASH—/N\—TXDPowerShell ¥ KL w tZAAL
£9,

Add-pssnapin Citrix.a&ast;
Get-FasAuthorizationCertificate -address \<FAS server FQDN>

5l Z |£. Get-FasAuthorizationCertificate —address cg-fas-2.auth.net:
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

- —GEEAED VX FZEUS I BICIE. RDKSICANDLET,
Get-FasUserCertificate -address \<FAS server FQDN>
5l Z 1. Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate

ThumbPrint : 2A81185BBEF8B69618@F5FDEGFACOFBEFBAEBS9

UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

21
2N
#,

—DGUIDIF. X=ZFERALTEIETEFXY,

fas.stu.net

5

MW F —DRFICHSMEER T 2B 5. HSMO Y T FHIEGUIDTHEA SN E I, HSMEDH
+

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

IR

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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PS CiwUsershadministrator:> Get-FasUserCertificate fas3.djwfas.net

PrivateKeyIdentifier : 38485cd4d-63af-43e4-9] 241224601112
Priv { rovider : Microsoft Softwar e Provider
: True
: AD2441FRS8A02066AAADB19GBABEA0TEE 2BDEB6ET
UzerPrincipalName : joe@djwfas.net
Role : default
CertificateDefinition : default Definition

ExpiryDate : 19/81/2818 @9:18:48

RERHR

s TYAM—ILERERK F. FASDA VR b—)LEERICEATZEERV T 7LV RTY,

. —HMEFASERIIZ. TIFL—> 3 VRIS —ERT—FTIF v OBE OREICFLHS
NTLET,

C ZOMD TAYY—) REE BELHER ORETRNINTNET,

EXaVTor Ry NT—T1ERK

Federated Authentication Service (FAS) |&. Microsoft Active Directory & & U Microsoft ZiEEF#E RS
CEEBICREINTVLEY, FRXA/>O>bO—F—PZOMDEBEELRA VT ZANSIVF v EE
RIS, PRTLDNBEYICEESSMMFRESND L SIS EFa)TaRUS—ZHKETH N
AAIR T,

CORFaAAXYETIE FASZERETARICERINT X2 ) T BEOHEZFHAL X,
Fles 127 Z AT FvDFRBICRIUDFAARBKEDOBEOIRMEL X,

Ry MI—OTF—%FOF ¥
RO, FAS BRI TERINSEERIVAR—RXbeEF 2T BREZRLTVET,

FAS H—/N—Id. SIS LU R XY bO—F—CEKIC. EFaU Ty LEBRT Y
TR 9FvD—EE LTIHONBZRETY, 7x7L— 3 VERETIE. Citrix Gateway &
Citrix StoreFront (&1 —H—FRAfZRIT T B 1eHICERIND AVR—R T, ZDMOD
Citrix Virtual Apps and Desktops™ > R—X% > hd. FAS DEAICKLZEEZZITEE A
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ADFS Server (with
Web Access Proxy)

Citrix

Federated Authenti-

cation Server

Windows Server

Windows Server

TLS Server
Certificate

Signature

= FAS
j Authorization
Certificate

Certificate Authority

FAS User
.‘ Certificate
Template

@ FAS Autharization
Certificate

Domain Controller

Windows Server

UPN

Y walter@auth local
Alternative UPN
walter@adfs ext

FAS User
Certificates

Certificate ' Template

Encryption
Certificate
(not used)

Kerberos

StoreFront

Delivery Controller VDA

Citrix Gateway

Windows Server & Desktap
Operating Systems
TLS

indows Server & Desktop

\/PX indows Server Kerberos SEEESLE

Root CA TLS Server TLS Server | FAS User
§ Certificate f| certificate § Cenificate @ Cerificate

Gateway Server
' Certificate

ADFS Signature
' Certificate

SAML SP (RP)

High Trust

Intranet

27470 F—=IeRy bO—0€FalT+

Citrix Gateway. StoreFront, & & U Delivery Controller™ OV R—2% > FED@EEIF. R—k
443 FZAHD TLS ICK > TRE SN BN ETY, StoreFront H—/N\N—IIREFHDAZERITL.
Citrix Gateway (&1 >R —F v MEHODO HTTPS /R— b 443 ZEA L LERD A ZZITANSZIARE
T,

StoreFront #—/\—|&. HEEREE S 17z Kerberos Z B L THR— b 80 #2H T FAS B —/\—(T$E
L 9, EREEICIE. FAS H—/\—D Kerberos HOST/fqdn ID & StoreFront 1 —/\—® Kerberos
IOV T7hOY M IDAMEREINE T, CNICEK DL Citrix Virtual Delivery Agent (VDA) A1 —+—
ZOJF>$31HDICHBER. 1EIRD D MERIER/N\> FIL] BERINE T,

HDX v a > hA VDA ICESISND . VDAHR—F 80 FEHETFAS H—N—|lEHELEX T,
SREEICIE. FAS H—/\—® Kerberos HOST/fqdn ID & VDA O Kerberos Y>> ID BMERINE
o THIC. VDA IFEFAZ EMBRBICT IR T2-0I1C TERIBHR/\V RIL) ZIRHETIHNE
rHbh Fxd,
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Microsoft SFRARERE (3. Kerberos s8sF M- DCOM R LI-@E2Z T ANE T, CHIZEE
TCPR— b ZERAT3LSICEBRTE £, SEAEBEIEET 5. FAS H—N\—IMEEINIER
IT—S 1Y FFFREICK > TEAINI-CMC NNy FERBTIZIZEZERLE T,

H—N— TPAFT I +—ILR—b

Jx7L—TY REREET—EXR [in] StoreFront™ 5 & AVDAD 5 DKerberos
over HTTP. [out] MicrosoftsEBR#RI A\ D
DCOM

ShUYORT—boA [N 22472 UHS5DHTTPS. [in/out]
StoreFrontth —/N\—A®D/H 5 DHTTPS. [out]
VDANDHDX

StoreFront [N>bJYIRT—bDTAH5D
HTTPS. [out] 7UNJ)— 3> bO—5—AD
HTTPS. [out] FASA\®DKerberos HTTP

FTUN)—a>bO—5— [in] StoreFront™ —/N\—H'5 DHTTPS. [in/out]
VDAD'5 DKerberos over HTTP

VDA [infout] 7N —2a> rO—5—H5D
Kerberos over HTTP. [in]| > kU w oI R i5F—
O TAH5DHDX. [out] FASADKerberos
HTTP

MicrosoftziF BB 8 [in] FASH'5 MDCOMB & NERLFH

SRIYIORTxTFL—Tv REBEEH —E X ¥ Citrix Cloud™f{ D3
YV —=J)LEFASIE. TENENI—H—7ho> by D=0 —EXT7HT> b2{ERL
T ROT7RLRICTIVEALET,

s A—H—=7hHUFTFTOFASEEIVY —)L

o *.cloud.com
o *,citrixworkspacesapi.net

c METHEAINTWLWSREE. Y—RN—FTsDIDTANAE—DRBLTZT7RLX
e« Xy hTJ—OH—EXT7HTY FTFOFASH—E X:

o *,citrixworkspacesapi.net
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o *,citrixnetworkapi.net

BREICZOXF D —N—DEFFEFNTVBREEIE. FASEEEIYY—IILO7RLATaA—Y—OF%
SEEBRLET, £7/-. netshFIZEKRDY—ILEFERLT. Xy b= —EXT7HTV b+
DT RLADER TN TWBR I EZRELTLET

Xxal)FoICEATREESE

FASIZ. RXq>aA—H—|IRH > TEEMNICGRAZE*RITCEI 2 EHREEAIAEZIF > TV E
To TD=D. FASH—N—%REL. TDOERZFIRTZ7=HDEXa2) TR —%EKE
L. EEITBZZEHNEETY,

FASIZ. BERI—Y x> b LTHEET S TA——EBEEZHITL £ 9, MicrosoftZEBE#RES
TlE. BREI—Sx Vb SBEETYTL—b BLUBRI—J Y MHEIREERITTES
A—H—%ZHRTETX,

citrixtest-DC-CA Properties

Extensiong I Storage | Certificate Managan:
General | Poicy Modue [ B Modue
Envolment Agerts | Auditing I Recovery Agents I Secuty

For more information see ol A

() D not restrict enmliment agents
(#®) Restict errcliment agerts

Enrolment agents:

CORAT7OTZEALT. UTZHETET X,
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Names:

8 Musthenticated Users
% Domain Admins (DJWFAS Domain Admins)
* § Diomain Computers (DJWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

YISO Man7aOnNT1 Z2EET S
Citrix Tl CNH5DTAONTA ZEELBVWI L Z2HBD L £ T,

T 7L — MZIE C D Active Directory 1§80 SR DEIRINTE D, AEAKEAIA I —F—0D
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[+] This numbes of authorzed signatures: El
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Palicy type required in signature
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Catficate Requast Agent W |
ance policies

Add...

Hemove
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) Same crienia as for enrcliment
) Valid exdating certicate
Alow ey based renewal [7)
Reguires subject inforation to be pravided within the cerificate
requeast,

= Cortrol ig dizabled dus to compatbify settings.
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| Ext Module
Enolmert Agerts | Audtng | Aecovery Agents |  Secuy

For more information see Delenated Enroliment feents)
(# Do not restrict enmliment agents
() Restnct enmolmant agents

Enrolment agents:
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® Performance Monitor — O *
@ File Action View Window Help -8 %X
e 2@ E=H o

Performance
@ Add Counters *
~ [ @ Monitaring Tools

. B8 Performance Available counters Added counters

’ "? Data Collector Sef Select counters from computer:

> @ Reports Counter Parent Inst... Computer
<Local computer > ~ Browse
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Medium Load Level
Pool Key Count
Instances of selected object:
Search
Add == Remove << 00 12:08:15
[ show description Cancel tion 1:40
Show Color Scale Counter Instance Parent Object Computer
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EMICR DT B T-DICFERTEET,

AJFYRX>aY FD—?—@%E’E%‘J@?%
Eﬁ‘:*ﬁﬁ@ RXA>a>r0O— 7'3\3 ihfb‘%iﬁux mb\uE‘u'fﬁﬁﬁ_kné RXA>OV b

O—2—%=ms8 L. FE'J[‘E@'%CUJ\ AJZE8MLTEHIRTERLDICTBIDICRILER
ER

RXA>aY bO-5—0RREHET S
Windows B’OF A VIZHEED Windows R XA > Y cO—5—%ERAT LS IC8FIT B IC

I&. Imhosts 7 7 -7 JL (\Windows\System32\drivers\etc\Imhosts) % #A% L T. Windows << >ht
FAITZRXr>a>rO—5—0) XA M ERARHICRETET X,

BE. FOBAAICIE Nimhosts.sam] EWSEBIOY > TIL T 71ILHHD £, ROITZE2H S
7215 T,

1.2.3.4 dcr v bNA # X% #PRE #DOM:mydomai

CCT. l1.23.41 (& Tmydomainy KX >AD ldenetbiosnamel EWSEBID K XA > >
FO—Z—DIP 7R I/Z_C-a_o

BicE . Windows Y VIFZFDIBHRZFEAL T mydomain (AT A > LEd, COWERRIE. T
N THZT LIZOTICRIBELHD £,

SEHBDORXr>a>Y M O-5—%2KBETS

O 74 VBIC. Windows (12— —%# 0O 4> 3EH R XA FO—5—% 5 MSDOS &
BEHERELEFT, CNEHERET3ICIE. O > R7OY 7 % echo %LOGONSERVER%
IYRTEFHLET,

S9aLE | BEE 3’5[17‘31\ COOARVRICE>TRENZ OV a— 9—6«.1%7?311?3'0

THAOY REEARY BT S

77 #JLETIE Windows RXA > A2 bO—F—EREBTHV Y FEEOJZBMICLFE
Ao CHUE. FI—TRI)S—IT42—DEFa2UTAREICHIEER) > —ZBL THIET
EXT, JIL—TRIO—IFT42—%R<ICIE. FXAM>O>O—5—T gpedit.msc Z =X
TLEY, BERUVD—DEWIRZ . RXq/>aybO—Z— X2 )T OJ7IEMDA
Ny hOJEREZERLF T,
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g b o) e e e [= e[|

File Action View Help

o= 2 = @B

Z] Local Computer Policy |~ || Policy - Security Setting
4 (& Computer Configuration | Auddt account logon events Success, Failure
I _ Software Settings ) Audit account management Success, Failure

4 . Windows Settings

5| Audrt directary service access Mo auditing
. Mame Resolution Policy

s Audit logon events Success, Failure
-:,':- Scﬁpt—; (Startrup.-‘Shutduwn] 2u| Awdit object access Mo auditing
43 Sv:-.turlt}rict'hngs. . [ ] 2| Awadit policy change Success, Failure
4-4 A{chm PD“CIES_ “i| Awddit privilege use Failure
. ﬂ iissmrden:q Peli | fuclit process tracking Me auditing
b L@ feccount Lockout Folicy | Ansdlit system events Success, Failure

b g Kerberos Policy

A Local Policies

b g Audit Policy

b User Rights Assignment
B g Security Options

kT Wimdmsie Cissaassll bt Adosaead Camiisikg

b

AFEAEARAEO Y

SEFAR D BMEZERT S

ZAY— b H— REAEHDERGIAZ X LTIV XR— FShicifs (MWERIIAE) . xoavX
> R THREET & £ 9: certutil —verify user.cer

CAPIOJ ZE%ICT S
RXs>a>rO—5—d1—H—DIT 2T ARV M 2—7—%FZ. Microsoft/Windows/
CAPI2/Operational Logs ®AJEixzBMIC L £ 95

RXA>OAY rO—5—CVDAY Y VT AR FE2—7—%FE. Applications and
Services Logs > Microsoft > Windows > CAPI2 > Operational (C#&1 L £ 9, Operational =5
21w L. Enable Log Z3&RL £ 9,

I 5IZ. HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32 ® L < X k1) {E
ZERALTCAPIOV ZWMARL £9. UTOM@EIZT 7+ FTREFELEVD. (ERTIHE
BRHDEFT, T7A4IFDCAPROJHEREICELIEVWGGIF. CNODEZHIPFRL T T,

& A
DiagLevel (DWORD) ML AJL (0~5)
DiagMatchAnyMask (QUADWORD) ARV N T 1 )LR— (TRTIC Oxfiffif Z fEF)
DiagProcessName (MULTI_SZ) 7OERBTIT1ILRY) > (. LSASS.exe)
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CAPIOY
Xyg— A

Fr—2DEE LSAH'CertGetCertificateChainZ MU H L £ L
- (ERZZD)

SN DIREE LSAD'CertVerifyRevocationz FEUAH L & L 7=
(ERZZY)

X5094 72U b+ FME— R TIX. EEFAE CEERRERU X b
(CRL) A*
AppData\LocalLow\Microsoft\ X5090bjectsZ &
vTEINET

Fr—2R) S —DIRIE LSAD'CertVerifyChainPolicy= FFONE L & L 7=

(INTA—=R—%ZFD)

SI':IE

I>—1—Fk BH

SERREAEFEINTUVEEA AY—hA—REBEEFE. JVE2—%2—0D
FREEEREEX N7 ESLMEEINTIL— NTE
BBEX FT7HDIREZFAL THBETE X
BTATLT

SRR F T v I TS — AY— b A—R®DCRLIL. SEBAZDCRLECH
RAYETERESNET RLANBA TV
O—RTEEHATLIz KIF T v IHE
BTN TWBEGEE. ChickbOod#d>
PRIIL &< 8D £9, FAEAZE N1 > 7
SALSOFvDEIIaUEBRBLTLLE
eI AN

SERREFERIT S — COIFREIFOFAVICELTVWEREA.
EZIE. U—N—EEZE X IXBRIHET
HBEEEMEDHD £,

Kerberos[14/
KerberosOZ Z#BMICTRICIE. RXA>AbO—5—I YV RI—H4—TII VT XOLY
A MVEEERL E9S
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N7F B4 fE [DWORD]

CurrentControlSet\Control\Ls LogLevel 0x1
a\Kerberos\Parameters

CurrentControlSet\Control\Ls KerbDebuglevel Oxffffffff
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel 0x1
dc

CurrentControlSet\Services\K KdcExtraLogLevel Ox1f
dc

KerberosOZ IS AT LA R bOJICHAINE T,

o MEEINTULARWVIERAE] O&5BXvtE—iF EHMDES THBIET T,
¢ 22D 5—1—RIFBEWEHTHD. BLIERTETET,
o KDC_ERR_PREAUTH_REQUIRED (WK X/ > > bO—Z5— O MIBEMED /I
FRINET)

o ANBAA TS — O0x4db

KX AO—5—9—0X57—=a>onyd

Ot a>TIE. A—Y—HEAETOJ AV LIt TICRXr>a>y ca—5—7—7
2T7F—=a > TFRHRINZOT I FJICDOWVWTEHBAL E Y,

e RXaA>d>bO—5— CAPI2 O

e KXy brO——tFxa)F«07

Virtual Delivery Agent (VDA) ¥ a2 ) 54 0%

VDA CAPI O%'

VDA ¥ R F7 L 0%

RXsr>ayhkO—5— CAPI2 O4
OJ#4 > HIC. RXq/>a> bO—5—I 3 LcDtRREZ&REEL. koo T b+
D= R%=%/MLET,
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Operational  Number of events: §

Level Date and Tirme Source EventID Task Category

{1 Information 21/06/2016 15:14:54 30 Verify Chain Paolicy
(il Information 21/06/2016 15:14:54 CAPIZ 11 Build Chain
{Dlnfom'latian 2106/ 2016 15:14:54 CAPIZ 90 X509 Objects
l{i‘}lInﬁ:rminic:n 21/06/2016 15:14:54 CAPI2 41 Verify Revocation
@mfnm'laﬁﬂn 21/06/2016 13:14:34 CAaPI2 40 Verify Revocation
@mﬁ:rmaﬁﬂn 21/06/2016 15:14:54 CAPI2 10 Build Chain

BIERHNBARY PO A E—JF RXA 2Oy FO—5— L0 Isass.exe B VDA D SigH S
NIEERREICEDOVWTF Iz — 2% 8E L. T0BEWY KE2T) 2RI LTVWEA xRl
TWEY, #RIX TERROR_SUCCESS] ¢ LTRENF T,

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_MNT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCESAFBTF18T7E7ADAAADSCEFDOCCTS05CA 1 TEF.cer
[ subjectMame]| fred

- CertificateChain
[chainRef]  [FFO3F7S9B-52F8-4C93-877A-5DFFE40B9574)
- Flags
[ value] 0
- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe
- CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4CT76-9B1C-49FEDTE6318F)

[ SeqNumber] 1
- Result
[ value] 0

RX«qs>ayrO—5—tFaU7s07
RXA>Oa>YbO—5—3—E0OJF VAR b ZRRL. FELRARY MIA768TT, ZD
A R> LTI, FEBAEHKerberos Ticket Granting Ticket (krbtgt) OFITICERINE J5

CNEDFIDAYyE—=TF H=—N—DIVTATY IR RXA>O bO—5—ICXF LTER
AZTo>TVWBEZRLTVET, ChIckE XyvtE—J1d, LW kbtgt ICBT 2 1—H—7
AT RXA> O bO—F—ICN L TERAEZIT D OICFERINTVWA e Z R LTVE
ER
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Keywords Date and Time Source Event 1D Tack Category ~
'2!,‘:!.”&'.: Success 21/06/2016 15:14:56 Security-Auditing 4624 Legon
D, Audit Success 21/068/2016 15:14:56 Security-Auditing 4624 Logon
':L,‘Aud'rt Success 21/06/2016 15:14:54 Security-Auditing 4763 Kerberos Service Ticket Operations

A Audit Sucoess 21/06/201615:14:54 Security-Auditing Kerberos Authentication Service
Sl Audit Success 21/06/2016 151454 Security-Auditing 4763 Kerberos Service Ticket Operations
21, Audit Success 21/06/2015615:14:54 Security-Auditing 4634 Logoff |
l:2:!§,_|l1-.l.|-:l'rt Success 21/06/2016 15:14:54 Security-Auditing 4624 Logon |
21, Audit Success 21/06/2016 15:14:34 Security-Auditing 4624 Logon v
Event 4768, Security-Auditing x

General | Details |

@ Friendly View ) XML View

+ System
- EventData
TargetUserName fred
TargetDomainName CITRIXTEST.NET
TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117008-502
TicketOptions  0x40810010
Status 0x0
TicketEncryptionType0x12
PreAuthType 16
IpAddress «ffff:192.168.0.10
IpPort 49348

CertlssuerMame citrixtest-DC-CA
CertSerialNumber 5F0001D1FCAZACI0OF368TOCEECO0000001 DI FC
CertThumbprint 23BC65AFBYF18787ADAAADSCEFDSCCTS05C4176F

VDA x50
AJFA ARy MG AVDAEF 2 70 BEEOJ 1. winlogon.exezHETETEAIRNY ~
ID 464800 k1) TY,

VDAt F a2 1) 7« O % (/len-us/federated-authentication-service/2212/media/fas-troubleshoot-logon-

vda-security-log.png)

VDA CAPIOY
C DVDA CAPIOZ O, Isass.exeh S DE—DF T —VBES LUK —T XA ERLTE
D. RXA>3> O—F—5ERAZE (dc.citrixtest.net) ZREE L TWLVE T,

VDA CAPIOZ (len-us/federated-authentication-service/2212/media/fas-troubleshoot-logon-capi-
log.png)

VDA CAPIOZ 2(/en-us/federated-authentication-service/2212/media/fas-troubleshoot-logon-capi-
chainpolicy.png)
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VDAY R FLOY

KerberosOZ D BEMICHR > TWVWBIBE. P XATFLO7ICIFITS—
KDC_ERR_PREAUTH_REQUIRED (#EfRAJEE) &. KerberosOJ A VHIN LI & %R
Winlogonh'5 DI > ) HRRREINE T,

VDA X 7L 07 (len-us/federated-authentication-service/2212/media/fas-troubleshoot-logon-vda-

system-log.png)

Windows1 R > A4 %€M L 7-=FASDEHR

IARTDFASAARY MME. Windows7 TN —> 34Xy MOJICEFIAEZFNE T, System
Center Operations Manager (SCOM) X O®@ZFERA L T. CCTHATNhTWS O~
RNy rEFERALTFASH —EXDEEMXEBEHRTETEXT,

FASH —E X 31T H?

FASH—E XDEITHEHE S D ZHMTT B IZI3
Citrix.Authentication.FederatedAuthenticationService.exe 7Ot X #E5fH L £ 7

CDEI3 YTl FASH—EXEZHRITZ-ODDROEERAINRY CDAEFHAL 9, FAS
ARY FO—RDRER A MIDOWTIE. TFASAAR>Y O] #BBLTLLEIL,

FASEEEMIR> K

MUTFDARY ME FASHU—EXDNEETHEIHNESHZRLFET,

14 R Y —XI|Z Citrix.Authentication.Federated AuthenticationService T,

IRV IRV FFEX L Bz p=3
[S003] BIEE [0} A>T FASTH—E XD XY AXVTFFIRE—R
F+UXE—R%E [{1)] TFURAE—RICEH Filx. FASH—/\—
ICERTE EINT=h. X>F x> JINya>F

[S022]

EEE [{o) B’ A>T
TURE-—RZEAT

ICERE

F > XE— RDRER
INFL7o

FASH —EZidX >
FFYRE—RDS
BREnE L

VICERTE X
Ao

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 A%
THAEBETTY,
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[S023]

[S123]

[S124]

[S413]

IRV b+

ARV FFER L

EEBEHDONA VT
FTIUORE—RZHY
ICERTE

[upn: {0} role: {1}]
[exception: {2}]DEE
BAZE DRITICKEL
FLI

[upn: {0} role: {1}]D
FERAZE % [certificate
authority: {2}]

[exception: {3}] TH
TTETFHEATLL

AGRIERAE D BERNEA
RO EH AR YN E
9 (3%%b{0}H) . it
BRE D : {1}

A

FASH—E RIZX >
THYRXE—RICR
DELTo

FASH BRI T
BCAOVWENHI—
—AERRE DREITIC
BIh LARH o735
B, CDARYME
[S124)D&ICHEEL
£9, F0a1—H—
DVTINTAF
JNEKRBLET,

FASHEE SN 7-CA
h 51—t —FEEE
ZzERLELS LK
EEIC. IS—HHE
£ LF L7 FASH
BEOCATHER TN

TW35E. FASIE
BDCATEREZHIT
LY,

CDANRY &
FASEGRIEFAZ DA
SHEARRASED K &
HAMICER SN E
9o T7FIELT
&, EEEEEAZEDE
ShEARRHY30H AR T
HBdHE. CDAN
Y hEIBHERSN
E

p=3

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109h'5
FAAEET Y,

CDARY MIE. 18
MENTWEIART
DCALBEEE L TLVAR
WCezrRLFEY,
FASHHSM%E R
B3LDICHEEINT
uéizm— &. HSMH'
BELTLWALWZCD
/TI.,’CL\%_J‘H‘ HH
HHFET,

CDARY ME. CA
HIBERE L TULVRLY

. EIETERVC
CERLTWSERE
MHHBD XTI, FAS
WHSMZERT 3 &
SICHEREINTVLS
> e HSMOM&EE

TLWALWIEbRL
TWSaBEED B D
9, FISMF. A
DEREAZRET DD

ICIRIIB £,

BEOHREIF. OV
Y RLw b Set-
FasRacCertificateMo
nitor Z A L TH
BTEFEI, FFMIC
DULTIE
PowerShell A< > R
Ly hzEsRLTL
f2EL
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ARV B ARYFFER b
[S414] SREEEERAE DB RNER
BROINE L7,
BRE D FFH: {0}
757 REHFASTARY ~

A

FASEREEEEEAZ D F
SHERBR AN S &\
CDARY MHERA
BICERINE S,
TI7AILETIE C
DEEAWANFE:A=EES
RENET,

p=3

BEHAR A IN B
Y. FASIZFRL L
I—H4—fIREZE
RTEH<ARD. >
O A A D
KBLIBOH X,

Citrix Cloud™ TFASZFERA L TW3BZEa. UTDOARY I, FASH—EXDNEETHBZIHE D

MermLEd,

A R> Y —X|ICitrix.Fas.Cloud T 9,

IR+

[S012]

[S013]

ARYETFER L

FASH — & X [Citrix
Cloudh*50> > o

WA >FICFIA
A[RETY

FASH — E X I Citrix
Cloudhs5D> >4
Y1y i 7 i et 1) ==
TET XA [{0}] 5%
IOV TId. EIE
>V —)LTHESET
TE

BLE]

ZDARY &
Workspace (D% D
Citrix Cloud) H*5 D
SN TY
HEEEEL TV B IE T
THhdczmLZF
ER

ZDARY &
FASH'Workspace
(D % DCitrix

Cloud) 50> >
TIWNHTAF oz
HTEFRVWI EZR
LTWET, Xv
i el = N2
WA > F > h\ikeE
LAWVERAZEN
TWVWET,

5

CDARY M ERT
I BH1C. FASIE(1)
BRINTWSC
Ee QAYTFUR
E—RFTIEWVWC
¥. (3)Citrix CloudiZ
BRI TW3Zr
ZHERLET,

FASI{ZCitrix Cloud\
DI T
BFLET, ok
IF. Xy bT—=00
REGXFOF>
F—N—DEFR A
TRALR) =73
. TEIFLIER
THEHYIBIE NS C
ENHBHFEYS, D
EOBRIFH. ARY
F X RCE
l'Service is not
connected to the
cloud] ERREINF
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X2V TF1ARVH

ARYEFTHFIH A

p= Tl
9, ChIIBEEDH
fETHDO. FASIZ
Citrix CloudA\ D #

BizEbLICHERIIL
KS3ELET,

RDANY MEC REBRIY T4 T4 DFASZFERALELS e Ll eZRLTVWET,

14 R Y —X I Citrix.Authentication.Federated AuthenticationService T9Y,

[S001]

[S002]

[S101]

[S104]

[S205]

LRV E

ARV ETHEIB

7Ot REE: - — [{0}]
l¥AdministratorsZ JL—®
AN—TIEHO FEA

7ot REE: 15— [{0}]
3182 {1)] DBEBETIIH
hEHA

H—/N— [{0o}] &, 1&& [{1)]
TIDZ 7Y — b9 2R H
DEREA

H—/\— [{0}] IZUPN [{1}] ®

TH—MIEKBLELE
(UPNIXT&E] [{2)] TEHFHI &

NTLELEA) o

RUMEEET7 I ADET S
NELL-HUOHLTTHD
> [0Y] K. JL—IL [{1)] @

S

FASOREZRRNXIITIEE
L&SeLFELEEA. BUH
LTTIZFASEIBECIZH D £
BTATLT .

FASIL—ILDBRERRE T
FEEBELLSLFLEA
O LTTIEFASEIEE T
HOFLATLT

A—5—IDZ7H—kL&LD
CLELED MU LIS
X EDIERD DD FH A
FASIL—ILDIBE TEFRI S
TUL\3StoreFront™t —/\—
(BLUZET 3581
Workspace) D&HhH 11—
F—IDZ7H—rTETFET,

A—H—=IDZET7H—hrLELS
ELFELIAN FASIL—ILD
BRICKD, z0a2—H—7
AT MIFEIShTLEE
Ao

VDARFASTY VJ LY >
FroaRITLELSELELE
M. FASIL—ILDERRIC &
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JITL—Y3VEEEY—EX

ARY ~ ARETEI B

g{l{l

B

oSN EKIEEETIEH D, ZOVDAIZEFEIETNTWL
DEH A FH Ao

FASTARY hO4
MDOETIE. FASICK>TERINBZ IR O I VM) ZERLTULWETD,

BEARYV
CNEDARY MME FASH—N—TOBHEEICIG L TOJICRERINE T,
aJ3d—k
[S001] 77t R3EF: 2 —4 — [{0}] |& Administrators 7 IL—FD AV N—TIEH D FEA
[S002] 72U RIEFE: 2 —H— [{0}] IFO—/L [{1})] DEEETIIHD FHA
[S003] BIEE [0} AV TFHFYRAE—FRZ [{I ICRELTVWET

[S004] BIEE [{0}] ' CA[{1L}] BT > FL— bk [{2} and {3}] ZfEA L THESBIEEAZ #ERL TL
E3C

[S005] EIEE [{0)] H* CA[{1}] DAEABEEDHELTWVWET
[S006] EIEHE [{0}] NEERAZEES ({1} ZERL TWVWE T
[S007] EIEE [{0}] NEEPREER [(1)] ZEH L TLET
[S008] EIEE [{0}] HEEPAEER [{1)] ZBIFRLTLWET
[S009] BIEE [{0)] MIL—IL [{1})] ZEERLTWE T
[S010] BIEE [{[0) WMIL—IL[{1}] EFFHLTWVWE T
[S011] BIEE [{0)] AIL—)L [{1}] ZHIBRL TV T

[S012] EEE [{0}] H'EEEAZ #ER L TULVE ¢ [upn: {1} sid: {2} rule: {3}]Certificate Definition: {4}
Security Context: {5}]

[S013] EE#E [{0}] H'EEEAZ ZHIBR L TL X 9 [upn: {1} role: {2} Certificate Definition: {3} Security
Context: {4}]
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AJad—k
[S015] EIE#E [{0}] HEEEREERZER L TLWE T [TPM: {1}]
[S016] EIEHE [{0}] NEEREEAEE = 1 > 7R— A [Reference: {1}]
[S022] BIEE [{0)) XV TF U RE—RZA TICHER
[S023] BEE [{0)) XV TF Y RE—REA VICHREF

[S024]) BEEE (0] BNV AT LN ZAEZR—ZHRER

K3

[S025] BE [{0)] i’V AT LANILREZZ—%REF

[S026] EIEE [{0}] NRAGEFAZE E= X —%ZREH

[S027] EXEE [{0}] B'RASEFAEE=2—Z )t v bHh

[S050] BIEE [{0}] N'V TV RERZ ERR: [{1)]

[S051] BEE [{0}] ' 5 Rigm & BHF: [{1)]

[S052] BIRE [{0}] N'V TV K& Z HIBRH

[S060] BIEH [{0}] 'Y 57 RESREERHR, 1V XE VR {1}

[S060] BIEE [0 ME A LIRS A NI TUREREERP, 1 VX2V {1}
CloudServiceUrlFormat: {2}

[S061] EEE [0} 'V 50 REFREZTTH. VYV —XDBFA: {1h IL—IL%: {2}

[S062] EIEE [0 NIV REHRET T LE L. VY —XDBFBAA: {1} {2). IL—IL%: {3} E&
= {4y {5}

[S063] 7 27 REBFRPICKRST 7 —HREEL £ L7 IS {0} TLT=

[S064] 757 RERRHFICFREALRI S —HEELF L7, HI4F {0} TL7.

AJa—-kr

[S401] R D 7 v 74U L — R %Z 1T - [From version {0} to version {1}]
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AJd—Rk

[S402] T > —: Citrix Federated Authentication Service |& Network Service & L TEITT 2 HEHN
& D 9 [currently running as: {0}]

[S404] Citrix Federated Authentication Service T —2 N—X % 5&HIMIEEL TWET
[S405] LA R UDBET—BER=ZADT—EBITHRICTZ—HIFHELF L7 [{0]]

[S406] LY R R UDST —ERN=ZADT—2BINTT L LK (F: 2 —F —ERSEBITS
nNFELA)

[S407] T—EAR—ZADBHIFEET 37D, LIXMIR=RDT—RIFT—EZR—XIIBITIN
FEATLL

[S408] B ZE XU VT L— R TE£HA -- [From version {0} to version {1}]

[S409] ThreadPool MERICELIN L % L 7= - MinThreads |& [workers: {0} completion: {1}] n*'5
[workers: {2} completion: {3}] ICFAE I F LT

[S410] ThreadPool M1&ERIZKBIL % L 7= - MinThreads % [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3})] ICRABTEXFHATL e CHRIEFFASH—N—DRT7—ZE )T+
HEEEZBUREMNHDET

[S411] FAS % —E X DBRFRICT S —HEE L £ L7=: [{0}]

[S412] RO T v 7o L—RKH5ET L % L7 -- [From version {0} to version {1}]

[S413] AGREEEAZE OB MHARD EH R <IN F T (3R D {0} H). RS DFFH: {1}

[S414] AGREEREZE D BEHARRD IN £ Lo SEEAZ DFEMA: {0}

[S415] FREEERRE DRERN T 7T L £ LTz {OMFOREN OV ICETREINE LT, REIDOHERIZ{1}

ICITHNE

D7Y—> 3 YV DER
NBEDANRNY MNE EEINT—N—POA—F—DOTFA>FT7H— LI TFIC. FASTH—
N—TCEIEICOJICERINE T,

OJ3—

[S101] B —/N—[{0}] |&. 1&EI [{1}] TIDET7H— LT IIERDHD £ A,
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nsad—k
[S102] H#—/\— [{0}] IEUPN [{1}] D 7Y — MZKERL £ L7 (B9 {243

[S103] H—/\— [{0}] I&UPN [{1}] SID {2} #ER L L1=h JLw 7w FIESID {3} &L E L
TCo

[S104] B —/\N— [{0}] IFUPN [{1}] ® 77— MK L £ L7z (UPNIFTEE [{2}] TEFRICNTWLE
TA)

[S105] H—/N— [{O}] IZID7H—> 3 >ZH1TL F L7 [upn: {1}, role {2}, Security Context: [{3}]]
[S120] FEFAE Z F1TH [upn: {0} role: {1} Security Context: [{2}]]

[S121] EEBHEF [certificate authority: {2}] I & T [upn: {0} role: {1}] ICFITEINE L 7=

[S122] & H—/N—HBEEPRE T [upn: {0} role: (1[I HT=D D) I T X M {2}
[S123] [upn: {0} role: {1}] [exception: {2}] DEEHEDFITIZEKB L £ L 7=

[S124] [certificate authority: {2}] [exception: {3}] T [upn: {0} role: {1}] DEEHZEDFEITICKBL £L
TCO

T HEEL LTOME
NEDARY ME. VDARI—H—%20O5F > T D& FIC. FASH—N—TETEICOYIC
S|INET,

OoJ3—Fk
[S201] IRHMM L FEE [{0}] IEFNRT—RICTIERTETEH A
[S202] HLEFEE [{0)] IFEERAEICT VR TE XA
[S203] IKH#LEFEE [{0)] IFOT F > CSPICT7 IR TEEH A

[S204] AL EZE [{0)] (&, [{4)] IS &K o THESRINT=1&E): [{2}] [Operation: {3}] T. [upn: {1}]] ®O
JACSPICT7I7EALTWVWET,

[S205] (UL EE 72 £ AAEEENE LT - BUH LT T AY Y k [0} 1. JL—IL [{1}] DA
SNIEHYEETIEHD £ Ao

[S206] FU'E LT 7 AU > b [{0)] IFEHMEFEETIIHD £ A,
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AJd—Rk

[S208] M FIEIED KB L £ L 7= [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4}
{5}

v 3 RNIERAEY —/N\—
NEDARY NI Y-ty a vRNIBEXFERT 5 & FIZ. FASH—N—T0OJ 58
BEnEd,

OJ3—k
[S301] 7V RIEE: A —H— [{0}] FREAY—FA—RIZT7IEATETFEA
[S302] 2 —H'— [{0}] REAARREE R <Y — k71— K [thumbprint: {1}] #EXK L £ L 7=
[S303] 7V RIEE: 2 —H— [{0}] IFREZAT—FA—R [upn: {1}] e —HL £FEA

[S304] A—H— [0} AOA>Ea—%— [{2)] £TTOY F L [{1)] ZF1TH. WEBRE [{6})] D1
DITIRIE XY — k73— K [upn: {3} role: {4} thumbprint: {5}] % 558

[S305] M IRIZIED KB L & L 7= [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4}
{5}

FAS7H—2a3>F371>
NSDANRY MIFASTHY—> 3> TF 571 0iC&>TOJICEBEEINE T,
m P e
[S500] FAS7H—> 3> F S04 UhEMEINTULWEEA
[S501] R SNTIFAST7H—> 3> 75014 >%0O— R TE £ ATL 7z [exception:{0}]

[S502] FAST7H—> 3> FS5 04 >h0O— R ENZE L7 [pluginld={0}] [assembly={1}]
[location={2}]

[S503] H—/\— [{0}] D'UPN [{1}] D7 H— MK L £ L7 (O A VAR I N E L 7=hN
TSV IFENEYR—FLTULEEA)

[S504] H—/N— [{0}] B'UPN [{1}] ®7H— MK L F L7 (AT 4 VEHAREINE Lich
B ENIEFAST S 714 hH D FHA)
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AJd—Rk

[S505] B —/N— [{O}] BUPN [{1}] 7 H— MIKBL XL (FZT70 > [{2) O 7 Vit %
AT—RABNeXvtE—J {4 THEEBLELE)

[S506] 7541 > [{0}] ld. H—/\— [{1}] 5D UPN [{2)] DOS # VaHlE X vt — [(3)] &
CHICZIFANE LT

[S507] H—/N\—[{O}] IEFUPN[{1)] Z7H— FTEFXEATLIE (712 {21 DXV v K [{4}]
DORTHICAN BN ZRO—-LELR)

[S507] H—/N—[{O] IS UPN[{1}] Z 7H— hTEEXHATLI (ST 1> [{2)] BN [{3)] &£ X
O—LZFLTK)

[S508] ' —/N\— [{0}] IF UPN [{1}] Z# 7 — F TEFEATLI (77 RUENRHBEEINE L
M. T30 2 IEENZHR—FLTLWEEA)

[S509] H—/N—[{O I UPN[{1}] Z7H— b TEXEATLR (77 RUEBIREEINE L
D BRINIZFAS TS5 T14 0D HD FHA)

[S510] H—/N\—[{O}] IEFUPN[{1)] ZE 7 —F TEXEBATLIE (TI7ERLEBIZ TS5 1> [{2)]
ICE > TEMERABINELR)

)= AR— AN ISFAS
NEDARY I, FAS H' Workspace & EHICFEAIND c FICOJICERINE T,

AJa—k
[S001] Citrix Cloud 58sEF¥ —ZO—7—> 3 > L £ L % [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] V5 RHR—bEZa—IIHDESHLTVWET, FasHub 757 FH—E X URL: {0}
[S003] FAS h'U T RIZE&F I N F L 7 [fas id: {0}] [transaction id: {1}]
[S004] FAS h' T 577 RADEERICEKM L % L 7= [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS W IRIEDERMZ 7 57 FISEE L £ L7 [fas id: {0}] [transaction id: {1}]

[S006] FASHIREDEM Z 7 57 RISEKETE £ AT L [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FASH' T 7 RO S EEREPR SN &% L 7t [fas id: {0}] [transaction id: {1}]

© 1997-2026 Citrix Systems, Inc. All rights reserved.



JITL— 3 EREEY—EX

AJd—Rk

[S009] FASH' Y 5 RH 5 DEFREFRICK L F L7 [fas id: {0}] [transaction id: {1}] [exception:
{2}]

[SO10] FASTH —E RIEV TV R Xyt —T YV JURL: {0} ICEHRINTUVET
[SO11] FASH—E RIET T U RIZERINTLEEA
[S012] FASH —E RIZCitrix Cloudh' 5D F YA VA VICRIBTEEY

[S013] FASH—E X |ZCitrix Cloudh' 5D VT I A A VICFIBTE £ A [{0)] ST EIE
:l \/\/_}LTEEDJUT = ij

[S014] U 57U R —E X <service name> ADMUH LHKKL % L7z [fas id: {0}] [transaction
id: {1}] [exception: {2}]

[S015] MU' L eh'BFRl SN TWLWARW®. Citrix Cloudh 5D X wvE—Ih7Ov o shEz L
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] 7 57 R —E X <service name> ADMFUH LAMINL £ L7 [fas id: {0}] [transaction
id: {1)]

[S019] FASH' U S Rh SR %E A~ > O— K L % L7 [fas id: {0}] [transaction id: {1}]

[S020] FASH'Z 27 Rh S Z R 7> O— R TE XE AT L [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] 75U RYR—rEZa—ILOEIEKBL F L. HI9: {0}
[S022] V5T RHAR—hEZa—I/ILHMEIELTVET

[S023] Citrix CloudsB&EF —DO—7—> 3 VKM L £ L % [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]

[S024] Citrix Cloud 88EF —DA—7—> 3 > %R L TWLWE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] T Dt —E XMEREEF — & Citrix Cloud ICTE1E L £ 9 [current key: {0}] [keys in cloud: {1}]
[S026] C D —E XDEEEF — & Citrix Cloud IZ7E1E L £t A [current key: {0}] [keys in cloud: {1}]

[S027] Citrix Cloud E8sEF— DR ML —PHERZ 7w UL — R L F LT [fasid: {0}]
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aJ#>
NEDARY NI, OFF VERBETVDAICEIREINE T,
OJ 33—k

[S101] ID7H—>3>Od A VICKBMLE LT, BB@INBEVWI 7L —> 3 VERRET—E X [id:
{0}

[S102] ID7H—>a>OJ 7 VICKBMLF LT, {0} DSIDZEERTE FEATL T [Exception:
{1K2}]

[S103] ID7H—>a>Ad A IcKkBLF LT, 2—H— {0} DSIDIE {1} TIH. BiFEIND
SIDIZ {2} TL %

[S104] ID7H—>a>Od A KL ELTce 727 L —2 3 VEREY —E X {0} ANDEKIC
S L % L7z [Error: {1} {2}]

[S105] ID7H—>3>0OJ 4 >, O Z > [Username: {0} Domain: {1}]

[S106] ID7H—>a>vOd4>, Zx7L—> 3 ERiE—E X: {0} O 7 > [Certificate:
{1}

[S107] ID7H—>3>OdF KL £ L7z, [Exception: {0}{1}]
[S108] BRSE 7 H—> 3 > B T X7 Lo 721 XIER [Caller: {0}]
v a3 VARIEAS

NEDARY ME A—HY =Dty a vRNIBEDFERZHITLICE TICVDAICOYRERE
nxd,

AJ 33—k

[S201] IRIE XY — b -— R 72 XI& [PID: {1} Program Name: {2}Certificate thumbprint: {3}] D7z
OICHOY Ik >THERBEINELTL:

[S203]| (RIEANY— b H—RY TS X T L 721 RIEE [caller: {0}, session {1}]

[S204] (R AY— b H—RY TP XT Lo AR— M HA—RHYR—EDEMICHEO>TVWET
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SEFASERE F—RTDER
INEDAIRY M. FASH—N—HEL NI OBES(REERT LI SICOJICERINnE
9,

OJ3—Fk

[S001] TrustArea::TrustArea: sEFHEN 1 > X b — )L TN F L 7z [TrustArea: {0} Certificate {1}
TrustAreaJoinParameters {2}]

[S014] Pkcs10Request::Create: PKCS10EKAMER S L & L 7 [Distinguished Name {0}]

[S016] PrivateKey::EBX [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3}
EllipticCurve: {4} KeyLength: {5} isExportable: {6}]

[S017] PrivateKey::HlIFR [CspName: {0}, Identifier {1}]

aJa—kr
[S104] MicrosoftCertificateAuthority::GetCredentials: {0} EH 9 2¥EHH D £
[S105] MicrosoftCertificateAuthority:: SubmitCertificateRequest [5& DXL 5 — [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest sERBEZE D FEIT T E L 7= [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &8 1F 5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

IYRA—F—DITS5—AvtE—>
DU 3> TlE WindowsOT 4 U R—JICRTREINZ—BEHNEIS—Xvt—J%—8XK
~LET,

RRENBIST—AyE— A BRI

EHRA—HF—BFIF/INRAT—R AV Ea—R—|3BWNRIAE L WERE
FoTWLWBEEHBLTULWEITH. Kerberos K
XA A bO—F—HIERZESTLEL
fco CDEEED*KerberosAT* o> 3 >%
BRELTETL,
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RRINBIS—RvtE— A B
SRATLIEHB-EOQT A TEEHATL FXA>a> FD—E—L:%‘ﬁ'C‘:E?QIL\b‘
Too BRIBERZEIRTIEHATL . 1EXK RXs>a>ybO—5—HRAY—bH—KRER
lFR— TN TUVEEA xR — h?ésEﬁﬁi‘ﬂ%ﬁ}Zén‘Cb\iﬁ

Ao TKerberosiBaEl « TRXA>OY bk
AO—Z—888F « £ld TRXq/>av bk
a— ‘—Jﬂwiwkthx4>:>h
A—Z—Z8&{&L TLET LV, BIFDIERE
NEMICRZZEZETH. ;Z’L%Eiﬁﬁ'ﬁﬂﬁté:
HHFEJ,

SRATLIHBIEOT A TERVETEEN FRREEERRE )L — MEEREA O—AJ)L O Y
b\z{éb i-a_o muuﬂx_ﬁﬁﬁ*ﬂtXV I\j] l‘ EJ_Q_‘:{ \/Z h_)L*nTL\iﬁ/\uo

SEBAEIFEEINTULWEEATLT FERRE E F'aﬁﬁ}i'r VIZANZUVFvEER
L/—C < TC (&
REBERK CNIUFBE. SRS DILEMKENE L < RE

TNTULARULD. RSAT—H4ETEF D (<2048
Ewvhk) CeERLTVWED,

BERH
e AR—bA—FOJFAVRICR XAV ZIERT D
« AR—bAH—ROTF VRIS —

CAPIOZ DB

KerberosOZ DEZN1L

-ij- I‘/\'_'T’l' @ﬂIL\DIE)%T“ZV— I‘jj'_' I\‘Dﬁﬂ"/%ﬁ?‘m:?%t&)@j]’( F?’f*/

PowerShell AV > KL vk

> V7L EBIC I Federated Authentication Service (FAS) B2 Y — L= EATET £ 9N
PowerShell 1 > 2 —J 21 RIZIF LD BERA T a VHABERINTVWEY, IV —ILTHHA
TERWVWA TS a>zFERTR2FENDH 315G, Citrix Tld. #KICIE PowerShell O & %
THREEEEOHLET,

KDY RiE. FAS PowerShell AY> RLw bZEEML X7,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1
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JITL—Y3VEEEY—EX

PowerShell 7 > R T, Get-Help \<cmdlet name> % EB L TIOI Y R LY DAL TERR
TEXT,

FAS PowerShell SDK OY > F L v FDOFFMICDWLWTIE. <https://developer-

docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> ZBRB LTS LY,
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EBE7—*70F+%

IEC®IC

Federated Authentication Service (FAS) (&, Citrix® J>7R—%> ~kT&hbD. Active Directory 5EFA
WRACE T LT, A—H—HCirixIRIERN T —LAL RIZFREE SN B Z e ZmBEIC L £ 75
CORFaAXVITIE BRICBLESEIEARAET—FTIFvICOVWTEHBALET,

BMIT B L. FASIEA—H —EREEDRTE Z ERE S N fcStoreFront —/N—ICEFEL £ Y,
StoreFrontiCl&. &FDWebT U/ O —|CE DWW BENAEMAHRELS T a Vv HBEEIN
THD. StoreFront SDKEfcldH—RN—FT 1 DIST ST 1 V% FERAL THBICILETEE T,
BEANRERETBEEIZ. WebT 1 MO —%ZRAETET2HH5WBE86 70/ O —%. Citrix
Virtual Apps & 7z Citrix Virtual Desktops™EBRANDOT A VIFERATE 3L DICH 7L T

ER

CORFaXYRTIE BESHETICONT, hy FLALOBET—FT 7 F v OFIICOVT
HEALET,

- NEBRER
« PRV IRT—bUxA ER

ADFS SAML
e B2B7hHO > hvwvEYST
e D4R X 10 7¥a—IL AD &1

BELET BFASEEEAD Y VIHNRETNTUVE T, IRTDT7—FFTIFvICDOVWT, 1 VX h—
JLEREBRDEEIIFASOE Y 7y FICETEZEER) 7 7L VX TY,

T—XT I F v DEE

FASI&. StoreFrontlC & o TERslE & N7cActive Directory1—H'—(CXHh>T. A¥N—rH—FKI S
ADFRAEZBEHNICET IS L ZFHAIINTVET, chid. BEEEMEII—FAO—F
OB 3= TERY—ILEEKDAPIZERL £9, 2—H—»HCitrix Virtual Apps™ & 7=
I&Citrix Virtual Desktops Virtual Delivery Agent (VDA)IZfE NS ND &, FEAENY O VTR Y F
1. Windows B XA EO7 7 V2 1ZEDAY— b H— REREEC LTEREL 95
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I—H—HCitrixIRIBAD T IV RZ2EKRT B . [EHEENTStoreFront™H —/N—I|FFASIZHER L
9, FASIZ. B—DCitrix Virtual Apps % 7z I&Citrix Virtual Desktopstzwv > a Uh Dty 3>
DFFAE TR T D L ZFa I3 F 7w b 25 LE T, VDA I—H—Z AT 2HEND
BIHE. FASICERIL TF Ty b 25| SR F T, FASOHN I—F —FERREOMERICT It X
TEE Yo VDAL FIBRETRITI B3R ENHZELB LV ESILIRFz ENENFASICEETY
BRENRDHD T,

ROBIE. FASHMicrosoftiEBAHERI & 5 L. StoreFrontd & UCitrix Virtual Apps and
Desktops™ Virtual Delivery Agent (VDA)ICH R— FH—EXZREL TV FERLTVWET,

——

t Synchronization _‘h
S~ - '1'--. - =
= Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) 4 Certification
? ; Authority
&
$ g5 ~
2 S8/ 5
g \'\ Y \‘?- Assert Access Logon
Pl > .
I Y, - Identity = Certificate
= B L~
= w =
3 a é; Federated
7 r Authentication
=4 =] H .
‘ ~ Service

—_ ~ Nfuse ¥ Citrix \
| SAML token Citrix AG Basic h protocol Brokering
: ~ ~ =
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

RER R

FASZER T2, A—H—I AT X I ERFAA T2 3> (Kerberos> VT INHA>VF %S
L) Z=ERA L TStoreFrontiICZLICERAF L. TR ICERAF S N/=Citrix HDX™t w > g VICEHR TS
£,

ZHICED, I—H—BRBRPAY— b H— RPINODAAZRD S 7O T k7 L TWindows::
SEAEIREIC 7 D Single Sign-on Service’a & D MREINI/NZAT— R EIE) #iezFERAT 24
BHABRCADEY, . UFID/N— 3 > DCitrix Virtual Apps THIF ATRETS o 7=Kerberos
Constrained Delegationd 7 7 VR Z B I X BT OICEATET X T,

IARTOA—H—F. TVRKRAVETNARICAIY— M A—RTAOTA Y LTVBRIHESHICH
MOod. Lyl aYATRE#RIVTISANIIFv (PK) SEEEICT77EATEZXY, N
IC&D. AR— b A—R)—H—%EFLLBVWAI—r T4 20RTLY FREDT/INAZAHNSET
b, ZEBRFAETINADAL—IBBITHABEICERD £7,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 101



JITL— 3 EREEY—EX

CDERRATIE. FASEEITIZFHLLWT—N—PEMENh. I——ICRKH>TRIY—rH—K7
SADIRRAEZRIT I IMERIMIEINE T, CNOHDIERREIZ. AY—bA—FROT A HME
BAINfHho&LSIC. Citrix HDXRETA—Y—tv>avicOy 4 >3 0ICFERINE T,
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User
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‘ Template
@ FAS Authorization .

~ Certificate Windows Server
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Citrix Virtual Apps & 7= (& Citrix Virtual Desktopsi(RiEid. A¥— b A—ROJF > EEKRDHAETHE
BRI BIBENHD EFF, CHICDVTIE. CTX206156IC58EH TN TUVE T,

BEORBETIE. BE. RXA IS L TUWABMicrosoftSEFB#EEAFIBEBIEETH D, RX1 Y
A2 rO—F—ICR X2 b O—F—AENEDHTESNTVWBR 2R T B35 T
9, (CTX206156D TR X4 > O—F—AAZDORITI I a3 x2BRBLTLKET
Lo )

HEIER:

e F—F. N—FOxzT7EFX2VTAESa2—)L HSM) FHIFHAAAD ST YRTSY
E7a—LEZa—IL (TPM) ICRETETET, FMHICOVTIE. WEEBOREDIEE2ESE
LTLLETW

o 1A M—JLEEHDIEEETIE. FASOA VR M—ILEERAEICDOVWTEHALTVLWET,

ShMIYVORT—boxA OEHA
Citrix GatewayERISHERRRA MU TWLWE TH StoreFront& R 7717 o 7=Citrix Gatewayh“BI1 &
N, FELQEREERA > EHCitrix GatewayBEICHEB L £, Citrix GatewaylZ . £FEDWebt

AMND)E— TP IR ZFRETZDICERTEIZ2RERRIASLVERT S a VnEF
NTWLWEY,

C DERIE. RAICCitrix Gateway|CEREL TS A—H -ty aoicOd1 > T3RICKRET
ZEHOPINIOV T ZEE TR HICFERTETET, Ffcv ADNRT—RPIAY—FA—F
ZREVRBEH I, BERCitrix Gatewaysest 77/ O —%FHIT S CHTEFXET,

O—#1 54 X &N izEfR(/en-us/federated-authentication-service/2212/media/fas-architectures-

netscaler.png)

Citrix Virtual Apps & 7= |&Citrix Virtual DesktopsiRigid. XY — b A—ROJF > EEKDHETHE
R BDBENHD £9, THIFCTX206156ICFEEH TN TUVET,

EFOEMRTIE. BFE. FX1 BN L TULSMicrosoftsEFAMEEDFIARIEETH D R X1 >
AV PA—F—ICR XY rO—F—HEENEDEHTENTWVWR CZHRITBILEITTHE
HFETo (CTX206156D TR XA >A> bO—F—AZEOFRITI I/ arEBRBLTLIETS
L\)o

Citrix Gatewayz 754 Y UERE AT L LTHEH T 2% 5. Citrix Gateway & StoreFrontfii D g
RTOEHRHTLSTHREINTVWBS EZHEFREL T IET W, FIS. ZDERITCitrix Gateway
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H—N—%ZRATDHDIERTESH. O —}L/\‘“‘JOURLb“CitrixGateway"f—/\“-%?‘é“?’ck
SICIELKEBREINTVWAR 2L TS

O—#1 31 X &N izEfR(/en-us/federated-authentication-service/2212/media/fas-architectures-

netscaler-auth-settings.png)
FEE B
« Citrix Gateway* 189 I, How to Configure NetScaler Gateway 10.5 to use with

StoreFront 3.6 and Citrix Virtual Desktops 7.61 &L T T WL
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b L] Smart Card iy B Yalue: ent istration.citrisam
- Valid od
I [ Trusted Dg ity pen |
[[] Show all templates

FEEREZ. NRAT— P TRESNIMERZIO Tpix 7 7 MIILICT IV RR— b LET,

Azure ADZtY N 7w T93

Dt 3> TlE. FILWAZUre AD1T XX X%t w k7w L. Windows 10% Azure AD
ICBMEE3OICFERATEZ - —IDEEM TS 7O RICDWVWTEFELCEHBAL XY,

FLOTALIMIEERT S
U5y UAzureR—2)LCOTF Y Ly HLWT 1 LY MU ZERLET,
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Add directory

DIRECTORY
Create new directory
MNAME
CitrixSAhLDemo
DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

TTIBE BER-—IDPRTINET,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

",

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

FO—/NI)LEBRED—H— (AzureAdmin) Z{ERR T3

Azure T/ O—/NILEEE (CDOHITIE AzureAdmin@citrixsamldemo.onmicrosoft.com ) Z{F
BRL. ILWIADY bTOdF Y LTNRAT—RZRELFT,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

Azure AD ICR X1 > &2B®R TS

T 7 4I)L b TlE. I—H—I|F <user.name>@<company>.onmicrosoft.com DD A—)LT7 K
LXTHEBIETNE T,

CNTHEMHBRELXLTHRELEXF TN BEERADOX—IIL7RLA TENIITYRFI—H—0D
X=)VTHIYrE—HTEHDHREDEBWVWTL & S: <user.name>@<company>.com o

FXL>DEBM7Vavid. EEOSHDOR XA IO 5DO)AAML I b EERELET,. ZDOF
Tld citrixsamldemo.net ZEALTULET,

VTGN HAOFODI-DIC ADFS #RET 3EBAIE. FT VIRV IRAZBMILET,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,
DOMAIN NAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

Azure AD Connect 1 VX b—JL$ 3

Azure AD ¥ GUI W X 5w 7 2 |&. Azure AD Connect @ Microsoft # 7> O— RKR—JCUA
AL bENET, CNEADFSYMICA YR M—=ILLE T, ADFS AT a UhFATES LS
IC. BBRETIIBRLSAREALLA A M=ILEZFERBLTLLIEETL,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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UBIER LT-BIEE 7 HT > b TAzurelliESi L £ 95

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

RERADT # L X b &= EIRL £95
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

IARTDL A —Active DirectoryZ 72 7 b%&Azure ADE[EIHBEL £ 95

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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T4 LY NUBENERAISS. OJ1 2931 —F—ZHAT57HIc. I—F—2Hh+7IC
—BETHBLIKETEET,

Express Settings
Required Components
User Sign-in
Connect 1o AZure AD
Sync
Connect Directonies
Domain/CL Filtering
Filtering
Optional Fealures
AD FS Farm
Azure AD Domain
Configure

Venfy

Ty MMIHIBRL XIS

Uniguely identifying your users

Select how users should be identified in your on-premises directories, (7]
® Users are represented enly once across all directories.,
) User identities exist across multiple directories. Mateh using:

2 Mail attnioute

ObjectSID and msExchMasterdocountsIDymsRTCSIP-Originators|D
SAMAccountMame and MaillMickMName attnbutes

& speacific attribute

CUSTOM ATTRIBUTE

Select how users should be identified with Azure AD.

SOURCE ANCHOR @

| objectGUID |~
USER PRINCIPAL NAME €

| userPrincipalMame |"

»atinbutes

TIAINEDTAIINRI D TF T a>eRIFANZD A—F—ETNAXAZ2/EDTI—T
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

WBIZIG L T Azure ADD /N T — R % Active Directory Y RIEA TE £ 9, Z1UFBEFE. ADFSR—
ADEBEEICIIREDH D FH A
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Optional features
Exprass Settings
Required Compenents Salect enhanced functionality if required by your arganization.

er Sign-| .
US r I(_'|I'I n _I Ex ."|=."|'_..= “:. ong .'tP'!'.|.'_.-""‘:.=!'| e

Connect to Azure AD
] Azure AD app and attribute filtering 9

Sync
[] Password hash synchronization @

[ Password writeback

Connect Directories

Domain/CU Filtering

Identifying users [ Group writeback (7]

Filkening ] Device writeback ﬂ

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Damain Learn mare sbout optional features
Configure

Verify

AD FST{ER 9 AEFBEPFX 7 71 )L &ZER L. DNS% & L Tfs.citrixsamldemo.netz387E L %
ED
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&% Microsoft Azure Active Directory Connect

Express Settings
Required Components

User Sign-In

Connect to Azure AD
H Sy

Connect Directories
Domain/GU Filtering
|dentifying users
Filtering
Optional Features
Federation Servers
Proxy Servers
Credentials
Service account

Azure AD Domain

Configure

Verify

AD FS Farm

I Configure a new Windows Server 2012 R2 AD F5 faim

Use an existing Windows Server 2012 R2 AD FS farm

Specify the 550 certificate used to secure the communication between clients and AD FS,
® Provide a PEX Certificate File
) Use a Certificate installed on the Federation Machines

CERTIFICATE FILE a

| C\Users\Fred CITRIXSAMLDEMO! Desktop\adfs.pfi |
SUBJECT NAME SUBJECT NAME PREFIX
|",|:itrixsamldemu.net Ivl |fs | G

FEDERATION SERVICE NAME

https://fs.citrixsamldemo.net

___reics JHINNNTI

TOF > —N—DRBIRERD 5NT5. wap.citrixsamldemo.net b —/N—DF7 KL XZ AN L F
9o Azure AD Connect MBI TE 3L SIC. Web 7 U= 3> 7Ox>H—N—TEEEL
L T Enable-PSRemoting -Force AY >V R L w F 2 EITTZ3RENHIHBELHD £7,
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Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync

Connect Directories

Domain/OU Filtening

Identifying users

Filtering

Optional Features
AD FS Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain
Configure

Werify

& Microsoft Azure Active Directory Connect

Web application proxy servers

Specify where to install web application proxy.

SELECTED SERVERS

ﬂ VDAcitrixsamldeme.cloudappnet  Remove

[

1) E— b PowerShell DIEFEMEDOREICE D COFIELRELI-EZEIE. Web 7 ) ir—
ayvOx oY —N—Z%F RXAICEMETETHTLIEIL,

T4 —ROEDDFIETIX. ZEDBEEBEENIAT—REFEHRAL. ADFSOY—EXT7HI >+
ZER LTI, £D%. Azure AD Connect | DNS YV —> DFFBEHERRIIT 3 LS5 KD F T
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Azure AD Domain

Express Settings
Required Components
User Sign-n

Connect to AZure AD

Sync

AD F= Farm

Cradentials

Configure

Verify

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory.
pomain: @

|citmsamldemo.cloudapp.net 7

Connect Directories
Domain/OU Fittering
Identifying users
Filtering

Optional Features

Federation Servers

Proxy Servers

Service account

Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to

the DNS settings.

TXT record:

Taxt: M5=ms59661451

MX record:

Destination: ms59661451.msv.invalid
You will need this setting in place to complete AD FS installation.

|| Learn more about verifying DNS ownership for Azure Active Directory domains

Azure D DNS ZRL AL O—RICTXTHE LU MX LO—KREZEML X9,

HAME TYPE
=] N5

=] S04

= TAT

fs CHAME

TTL

172800

3600

3600

3600

WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

ms70102213

adfs-citrinsamldermoawesteurepecloud., |,

Azure BIBOVY—ILTRE 22V v oI LET,

CitrixSam|Demo

&3 USERS GROUPS APPLICATIONS DOMAINS
DOMAIN NAME THPE
citrbesamidema onmicrosoft oom Basic

DIRECTORY INTEGEATICMN COMNFIGURE EPQRTS LICEMSES
STATUS SINGLE SIGEM-0N PRIMARY DORMAIN p
S Active Hot Awailable ¥es
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CDOFIEH LB L 1=EE1%. Azure AD Connect #E1T T 3BIIC R XAV ERIETE 7,

ETTBE. BT RL X fs.citrixsamldemo.net 7R — + 443 B TEHINE TS

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:
10:0.0.13

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

Previous Verify Exit

Azure AD Join ZBRICT S

A—H—hX—JL7 KL X% AF L TWindows 10H'Azure ADEM%ERTTIT3LDICT B .
DNSH 7«1 v o X% #EH L TCNAME DNSL O— FHAEEI . £NHADFS:
enterpriseregistration.\<upnsuffix>z= 1§94 K S ICTIHENH D £,

ZDFTIE. ThiE fs.citrixsamldemo.net T9,
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enterpriserezstration. citrcsamidemounet E
Type

CHAME |
= TTL TTL unit

1 + | Minutes w
Allias
[ T citrimsamibdemo net W

INT VAR = fER L TULWAR WLWES K. WindowshADFSH—/N—%EFET D LS IC.
ADFS/L— FEERAZEHA'Windows 10V E a2 —RX—ICA VA M—=ILENTWVWBR I e 2R LT
TV UANCER SNIZEDLI—F—THT Y EFERAL T, Azure ADR XA >EMEERTLE
ER

Let’s get you signed in

Work or school account

George@citrixsamldemo.net e

Password

| forgot my passwaord

Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement
-

UPNIEZ. ADFSRXA > rO—5—IC&E>TERBMINBUPNE—HTEIHRELNH B CIER
LTLETLY,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Finish

)
IOoVZBEHL. I—HF—DX—I)L7RLRZFERLTOI A>3 5 LT Azure ADEMA
B Ll e zfsiLEd, OJA > L7175 Microsoft EdgeZz#c&) L T <http://
myapps.microsoft.com> ([C¥EKiLE T, Yz TH A MIBENICO VIS A VU F > ZFERTS
19T,

Citrix Virtual Apps X & Citrix Virtual DesktopsZ -1 > X b—JL§ 3

Delivery Controller & VDA{RFE< < > (&, Citrix Virtual Apps % 7= (& Citrix Virtual DesktopsDISOH
5. BEDAETAzUurellBEERA VA M—)LTEFEXT,

_ DFITIE. StoreFronti&Delivery Controller& B L —/N—ICA YA b—=I)LENTWLWE T, VDA

I&. Machine Creation Services SEEETIC (AT a > THER TS EHAETTN) . X&

¥ R70O>®OWindows 2012 R2RDST—H— 8 LTA YA —ILENE T, HATIBA0IC. 1—
' —George@citrixsamldemo.neth /N A7 — R CEREECE 3 C e ZHESE L TS 2L,
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« 16 e Y

Citrix StoreFront : [ -

DESETOPRS

Q, bearch Desktops

Details

I —H—DEKIFHR% L TStoreFront™HERAETE 5 K 512, Controller TSet-BrokerSite —
TrustRequestsSentToTheXmlServicePort $true PowerShell ¥ > KL w b ZETL X,

Federated Authentication ServiceZ 1> X —JL$ 3

ADFSH —/N\—I|ZFAS%Z - > X k=)L L. Delivery ControllerhS%8 & f17=StoreFront& L TH#EET
25— EEELET (ZDHITIE. StoreFrontidDelivery Controller& [& LVMIZ 1 > X
F—=ILETNTWB7E®) o T4 =)L (fja-jp/federated-authentication-service/2212/
install-configure.html)Z SR L T ZT L\,

StoreFrontZ 3 3

Delivery Controller® I > E a2 —X —GEREZER L. R— b4A3DISNA > T4 VT ZH/RELT
IS & StoreFronth HTTPSZ R T 5 & S ICHER L. StoreFrontdR—X 7 R L X & https:ICEE L
E I8

Madify the base URL for serices hosted on this deployment. For mulliple server
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixzsamldemo.net
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StoreFrontFASH —N\N—ZER T3 L DI L ( 1> X h—ILE#A] (lja-jp/federated-
authentication-service/2212/install-configure.html)PowerShell R 7 ) 7 b= FERA L £9) . Azure
WTAEEICT A kL. FASH—N—DAARY hEa—T7—ZHELTAOJ 4 U HFASZFER LT
WBZ ez L FT,

File Action View Help

o5 =z

{2 Event Viewer
[ L Custom
4 L Windows

(& Applic

E Securif

] setup

& Systen

B Forwal

b D Applicatic
_E Subscripti

Application

I Infarmmation
(i) Information
@Infomation
(Dlnfonnatian
@lnhnﬂﬂtion
@lnhm‘laﬁnn
@Infﬂm‘laﬁon
{Dlnfﬂl‘l‘l‘liﬁon
mlnfnnnation
@Infnmnation

Number

Date and Time

f 16 S:47:35 AM
3/31/2016 9:47:35 AM
3172016 %4713 AM
5/31/2016 %4619 AM
5/31/2016 54544 AM
373172016 %4543 AM
5/31/2016 %:44:39 AM
5/31/2016 3:44:39 AM
5/31/2016 %41:23 AM
5/31/2018 9:32:37 AM

Citri Authentication Federated AuthenticationSenvice
Citri. Authentication.Federated AuthenticationService
CitriAuthentication Federsted AuthenticationService
MSSCLSMICROSOFT=2WD
Citrix.Authentication.Federated AuthenticationService
CrtricAuthentication.Federated AuthentbicationService
Crtric.Authentication.Federated AuthenticationService
Citrix.Authentication.Federated AuthenticationService
MESQLSMICROSOFTE=WID

Citrie. TrustFabric

Event ID  Task C...

None

Citrix. TrustFabric

@Infﬁm\minn 5/31/2016 9:38:37 AM
P

Ewvent 204, Citrix. Authentication. Federated AuthemticationService

General | Details

[S204] Relying party [| \WDAS) accessing the Logon CSP for [upn: george@
[Operation: SignHash) 25 autherized by [ WDDCE]

net] in role: [default]

Log MNarme: Application

StoreFronth’Citrix Gateway % {#H 3 & S ICHER T3

StoreFront&EIE 1> Y — )L TManage Authentication Methods GUIZ /A L T. StoreFronth®
Citrix GatewayZ L TEREEZEITI AL DI L £,

Manage Authentication Methods - Store Service

Select the methods which users will use to authenticate and access resources. i ]

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. This
setting 15 applied when users log on wath smart cards.

5| Fully delegate credential validation to NetScaler Gateway
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Citrix GatewaysRsE4 7> 3 > Z#iE T BICIdE. Secure Ticket Authority (STA)Z 48R L. Citrix

Gateway7” R L X &=L £ 9,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a MetScaler Gateway appliance,

#| Enable Remote Access
Select the permitted level of access to internal rescurces

() Allow users to access only rescurces delivered through StorefFront (Mo VPN tunmel) i ]

(®) Allow users to access all resources on the internal netwark (Full VPN tunnel] @
Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: v¥| MetscalerGateway

(pee- ]

Default appliance: [N-m:ale-ﬁahway

StoreFront\ND > > T )L A VA VRICHF L WAzure AD7 S —2 3

VBT B

Dt 3> TlE. IR7EAzure Active Directory Premiumt 7' X0 1) o 3 > KRB X 9 BAzure
AD SAML 2.0 VT I H A > F U ikee= A L £9, Azure ADEIERY —)LT. New Application

%#iER L. Add an application from the Gallery%= &R L £ 95

APPLICATION GALLERY

Add an application for my organization to use

FEATURED APPLICATIONS (17)
- * Add an unlisted application my
I usTom “ arganization is using

ALL (2626)

BUSIMESS MANAGEMENT (124)
COLLABORATION (314)
CONSTRUCTION (3)

CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109}
DEVELQPER SERVICES (B6)

A—H—RAOHLWARKLT TV —2 3 2= ERT BICI3.
BRERDT SV r—> 3 »&EM Z&ERLET,

NAME
| StoreFront |

Enter the name of an application you are
using, and add it to explore single sign-on
integration options.

rCUsSTOM > #EEHMER L TL

© 1997-2026 Citrix Systems, Inc. All rights reserved.

140




JxTL—2a i —ER

74 A DR

215 x 215 7L 1 XD ER%ZERK L. CONFIGURER—JIC7wv7O—RLT. 77U —
a7 e LTEARALET,

properties

APPLICATION TILE LOGO

cifrix

SAMLEREEDIERR

TIVT—=23a Ry aR— ROBER—JICED. T2 TIYAL2F D8I 23R
95

storefront

£3 DASHBOARD USERS AMD GROLPS ATTRIBLITES COMFIGURE

StoreFront has been added

[ Skip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Caonfi gure single sign-on

C DR TIEISAML 2.08335E = EAA L £ 9, C1id "Microsoft Azure AD Single Sign-OnJ (I
JIGLTWET,
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

isi Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

BRAFIIEEOXFIICTEZENTETFET (Citrix GatewaylCIRIE SN BB —HT Z2HEN
HDET) o TOHITIE. ISBEURLIZCitrix Gatewayt —/\— _ED*/cgi/samlauth* T 9§,

COMFIGURE SINGLE S1GM

Configure App Settings

o

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

RDR—T|ZIE. Citrix GatewayZz Azure ADNDFERAZFABE L L THER T 3 1OICFERAINBIE
WHAEENTVET,
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2008 1120620 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Dowmload Metadata [(XiL) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
hitps:/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5e484c62e/

SINGLE SIGN-OM SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE URL

hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

Baseb4SfEEABLIAZER A V> O— KR L. Y14V A YURLEY A > 7D FURLEZ OE—L £
9o TN 51X TCitrix Gateway DB EIEICEE D FIF £,

TV r—>a>z1—4—ICBIDYTS

REBEDZATYIF. 7FVr—3>zBMCLT. 2—H%—0 myapps.microsoft.com) 1~
FPO—IR=ZIZRTEINBLSICTBIETT, Ctd TUSERS AND GROUPS| R—IT1T
WEF, Azure AD ConnectiC & > TRBASNIER XA > A—H—THO Y MIT7OEXZEIDH
TEY, DT HTY FHFERTETEITH. ZN5IF\&IGuser>@\&It;domain>/NZ — 2 ZEHLL T
WARW=o. BBRMNICIYEY T TRI3HRENHBD X7,
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storetront
&3 DasHEOARD USERS AMD GROUPS ATTRIBUTES COMNFIGURE
SHOW |AII Lzers w v 4
DISPLAY MAME USER MAME JIB TITLE DEPARTMENT ACCESS METHOD 2
Azure Admin AzureAdmin@citrixsamid.. Ma Umassigned
George User george@citrixsamldemo.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21a7es060dd... Mo Unassigned
o ~ W
MyAppsX—>

TI)r—= 3 oh B EnNd . 1—1%—D <https://myapps.microsoft.com> (C7 Tt X
L7IzE &S, Azure7 75— 3> D) A MIRRENET,

B Access Panel Applicatior X+ — O *
é > O | [ELJ account.activedirectory.windowsazure.com/3) ﬁ' ‘ = &A ﬁ
Microsoft Azure george®

applications  profile

cClfrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy

L >

Azure ADICEIM L TW3IHE. Windows 10ld. OJ A > 93 1—H—ICx L TAzure7 7 4 —
NI VINY A A EYR—bLEY, PAOA0E I I3, T 7HFIFLUEIIC
R S N 7=SAML cgi/samlauth WebR—JICHEE L £,
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TG4 >F > URL

Azure ADR W a R—RODT7 V5= a3 VICED Y, 70— a > THRIERRERY VT
WA F URLADMER SN TWE Y, TOURLIE. WebT S o) o LIED, 21—

' — % StoreFrontiICEESFE T D3 XAAX— X Za—>a3—bAy b EERLED T3-OICERT
nx9,

quick glance

APPLICATION TYPE
Web application

PUELISHER

URL

SINGLE S1GN-0M URL

https:/myapps.microsoft.com signing

@ View usage report

CDURLZEWeb 7 ZUHICBED 13 T, Azure ADIC & » TELRIICHERL T 17=Citrix Gateway cgi/
samlauth WebR—JICU A A LI SN e zRBLEFd, Cnidk. gIbETonfca—4%—
ICDAHBERE L. Windows 10 Azure ADBIIFEAOJ A >ty avIcRLTOHI VI ILTA Y
AURBHLET, HOI—F—IFAzure ADERBHRODANERDSNE T, )

Citrix Gateway®D - > X b —JL L {8k

BRICUE—NT7I7ERT370HI1C. ZDFITIENetScaler (ERTEIXCitrix Gateway) % E1T79 35!
DOVMZFERL £9, ChidAzure StoreSBBATET F Y, CDFITIFE. NetScaler 11.00 Bring
your own Licensel] N—> 3 V& FHLE Y,

A—H—HEREEL Tz e SITHEESN-BERBERZEAL T, Web 7 SUHEREIPT KL XIZE
|F7. NetScaler® VMICOZ A4 > L %9, Azure AD VMTI&. nsroot1—H—D/NRAT—REZZET
BZRRENHZZCISEFELTLIETL,

A4 RAEBML. FES51E> AT 70ILOEBMNEICEREES%1EIRL. DNSUYVILN—%
Microsoft R X-r > > bO—Z—IC@lT £ 9,

Citrix Virtual Apps and Desktopsty F 7y U1+ H—RERTTS

ZOFITIE. SAMLEAE LTS Y FILEStoreFrontii 8 %28 T2 D SBHET. TDORERBAHE
BEL7=%. SAMLOJ F > RU S —%EMLE T,
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XenApp/XenDesktop Setup Wizard

What is your deployment

o,

(..
o Single Hop

oi-
¢
+
I

Client Internat Access Gatway

What is your Citrix Integration Point?
storefront [

=
% <- —
E

1ZZE D Citrix Gateway StoreFrontiRE % #IR L £ 9, Microsoft Azure TER$ 3155, CDFITIE
R— M43 TIFHR < R— b4433% B L £ 9, F7l&. Citrix GatewayEEWebt 1 ~ZR— Mg

EXEIFBIYEYTTBIEHTEED,

MetScaler Gateway Settings

MetScaler Gateway P Address®
w . 0 . 0 . 18

Port”
4433

Virtual Sarver Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 1o secure port

BRIEDIcD. COFTIET 7AMIILICREFESNTVWEBEDO Y —N—RECWEBEXF—27 v

I:I—F\L,i—é'o
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Server Certificate

Certificate Format®
[ pem ™

Certificates Fila*

|n5.citrixsamldemn.net || Browse ],|

[w Private key is password protected
Private key password

ot

AD7HOY NBEDHICKRAL>YAY N O—5—%BRT3
RXAYOAY FO—5— 37 ATy MERICERAINZ D, ZOIPTRLRA%E S5 < RS
HEICEMLET, 41 T7OVRYIRDE T4 —IL R THEFEINIERISTEL T EE 0,

Pnmary authenticabon method®

| Active Directory/LDAP ™|

IP Address*®
|1::n_u .D.12||_]IM

[] Load Balancing
Port*

| 389 |
Tirne aut (seconds]

E |

Base DN*

|CN=U5HS,DC= citrizsamldemeo DC |

Service account®

|CN=internaI3dmin.CN =Users,DC= |

|| Group Extraction
Server Logon Mame Attnbute®

|userPrindpaIName |

Password"®

Confirm Password*

||-u|-|||"-| *‘i"|0'

Secondary authentication method®

| Mone |

. [

StoreFront” F L X &8 J 3

CDBITIE. StoreFrontiISHTTPSZFER L THEBA SN TWVWS . SSLZONIILA T 3> %xiE
RLET,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

Citrix Gateway D BRI Z BT 5
Citrix Gateway|l#EHi L. I—H—RE/NAT— R TR D RINT A 2R L £ 75

. B bttps/ns citrinsamidema’. 2 = & © || B MeScaler Gateway 5% Citrix NetSealer VPX - Canfigur. ok L

NetScaler with Unified G

Please log on to continue.
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Citrix Gateway SAMLESEE Y R— b ZBRICT S

StoreFront CSAMLZEAT 2 Z &id. thdWebt 1 F TSAMLZER T3 &I TWLWE T,
NS TRUEDR TH LWSAMLR) > —%#BML £9%

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML

Server®
| Aruredd E” T ?\

Expression®

| . - .
Operators = || Saved Policy Expressions - I| Frequently Used Expressions -

WS_TRUE

aETICAzure ADD S EUF L 1B ZFEHA L T, FTLUVLSAML IdPH—N—% L £ 95
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Create Authentication SAML Server 5
Create Authentication SAML Server
.
Mamea*
Azuredd
255

Authentication Type
SAML e sk ' andos kuds

IDP Certificate Mame® 255

AzureADSAML V]| + B satad Aasthandics .
Redirect URL" Exact W
291-4c20-9826-14d5e484c6 28 /saml2

Single Logout URL ntemetProtocol ~

. ntemetProtocolPassword W

291-4¢20-9826-14d5e48406 e /saml2

User Freld

userprincipalname .

Signing Certificate Name

vl -
lssuer Marme -
' ) L 1

hitps:/ins, citrixsamidemeo net/Cibrx
Reject Unsigned Assertion”

ON v
SAML Binding®

posT V]
Default Authenticatson Group
Skew Teméming)

5

IVRY—IVRIRATLZHERETS
Azure ADICEER SN TWST7H T Y b %=ERL T, Azure ADIZEN L TUL 3 Windows 107 X &7

by 2O 4> L%, Microsoft EdgeZzi#c&# L. <https://myapps.microsoft.com> (Z#&#
LXY,

WebZ Z7HICIE. A—HF—DAzure AD7 T —2 3 HARRINBIET T,
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E Access Panel Applicatior » -+
—

yClg
é O Hj windowsazure.com

Microsoft Azure

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

george@

12:28

228

e B 062006

TAA &)y U TR, Rk NTzStoreFrontF —N\N—ICUA AL FENBZ R LF

ER

FkIC. 2T IYA>F VURLZEA L I-EHEES . Citrix Gateway 1 FADBEEEGH

Microsoft AzurelC A AL TN, TTICERD xR LE T,

REZIC. Azure ADICEBIILTVWAWIY S VHEICLURLTIHBET 2 e 2 RESEELE S (1L &
VIDEHT TldAzure ADNDBBTRMERS VTNV A VAR RELET) »

&%

Azure CVMZ Y 7w T T 3ICIE. UTDOEBEF TS 3> BT IVRELNHD £,

NTUYIIPPRLAEDNSZ RLAZRMHT S
RLZZEODYTET (COFTIE 105*%, F

Azure [FIARTOD VM ICREBH TRy L EICIP 7

THAILETIE NTV YT IP7RLIABIBEIN, BINICEFHINS DNS SANILICK>TEE

TEET,

O—#1 54 X &N i-EfR(/en-us/federated-authentication-service/2212/media/fas-azure-vm-

options-public-ip-dns-adds.png)
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Public IP address/DNS name label @ Configuration ZiERL £9, VM ©/NT w2 DNS 7
RLRZEERLE T, Chld. D DNS Y —>7T7 7))L TCNAME BB LTHERTE IP 7R
LZABEDETINIBZEETH. SRTODNS LOA—RA VM ZIELIE LK S Z =R
LEXT,

A—#1 54 X &N i-EfR(/en-us/federated-authentication-service/2212/media/fas-azure-vm-
options-public-ip-dns-label.png)

T7AT704=I= (EXxa2VTF0 -7 ZRETS

7T RADEVMIZIE. EFXF a2V T dIN—TFELTHSNEZ—EDT 717 4+—ILIL—]L
MHEFNICERINET. EXxaVTaJIL—FF NTVYTIP7RLANSTSAR—=KIP
TPRLRAICEREIND b Z 70 v o ZHIHILE T, 77 4J)L FTlE Azure | RDP Z3ARTD
VM ICERIX T B e =5 L £ 9, Citrix Gateway $ &N ADFS H—/N\N—H TLS bS5 T 1 v
(443) ZEX T BRVENHD T,

VM @ Network Interfaces %z f =. Network Security Group ZX/)Lz 27 ) w2 L£9, BURE
XY RT—=O ST v U%FAT B &SI Inbound security rules Z B L £,

O—#1 5 a4 X &N izEfR(/en-us/federated-authentication-service/2212/media/fas-azure-vm-

options-inbound-sec-rules.png)

BEfR#H

o 1AM —JLEER IZ. FASDA VA M—ILEBRICETREER) 7 7L VR T,
o —fXMIR FAS ERIX. BRT7—F77F v ORHICFrHSENTVET,
o IN\DY—] BBEIF. SELBH OB THNINTUVETD,
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Jx7L—>3 VEiE—EX 212 K
Xa Xy MEE

UTFDORIF. 77— 3 il —ERX 2212 REFa XY NOEERTESICOWVWTERRBAL
To CNESDEFICETZEMEZITEDICIE. RSSTr—REBEBFELTLEITU,

B xS BT
19 Dec 2022 Jx5L— gV EREEY—E Jx5L— gV EREEY—E
2 2212 FJED ) —X 22212 OFEIV U —R, B
MICOWVWTIE. THHkEEl %=
BEBLTLETL,
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