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(5] Cansole Root ‘ Name Welcome to the Group Policy Wizand — | Actions
Add — WM
Mare Actions 3
‘four can select snap-ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Availshle snap-ns: or o a laeal computer.
Snap-n Veni~ | Uise the Browae button to select a Group Policy Object.
=Deviee Manager Micr ® Pokcy
" oHce M
= Disk Management Mer
E ons M Group Policy Object-
FEnkerprise FKT M = | |
{2] Event wiawer M
IR eMer Mier E
2 Group Palicy Management Micr A - Gro s
[ Group Policy Menagement Editor  Mier
=] tGroup Palicy Object Editor M Domains/Ols | Stes | Al
i Growp Policy Starter GROEdtor  Micr ) ,
[ Internet Information Servieas (IIS... Mir_ | Look in: [353 cirotest net v mEE-
ME-Sequciy Mscitac | oz~ Domaing, Ols and firked Group Palicy Cbiects:
Hame Damain
Desaiption: ) Domain Controllers.ctridest net
This snap-in allvws you to edit Graup Policy Objects whid JE| Defauit Domain Policy
of stored on a computer.

AT w 7 4. Computer Configuration/Policies/Administrative Templates/Citrix Components/
Authentication (C$ 3 7z 7L —> 3 V58— EX R) D —ICBEL £,

File Action View Help

o | HE 2 HE T

=|' Default Domain Poelicy [DJW-DC.DIW.NET] Policy
i Computer Configuration
w [ Policies
» [7] Software Settings
» [ Windows Settings
~v [°| Administrative Templates: Policy definit
~ [7] Citrix Components
| Authentication
» [] Control Panel
» [ Netwaork
[ Printers
[ Server
» [7] Start Menu and Taskbar
> ] System
» [ Windows Components
[ Al Settings
» [ Preferences
v ¢, User Configuration
» [ Policies
5[] Preferences

<

Federated Authentication Service Setting

Federated Authentication Service
Storefront FAS Rule
|| In-session Behavior

Edit policy setting

Description:

Servers running the Federated
Authentication Service integrate your
Citrix environment with your Active
Directory infrastructure to allow users
to log in with non-Active Directory
credentials (e.g. SAML assertions).

If you enable this policy, you should
specify a list of servers running the
Federated Authentication Service
identified by their FQDNs (e.g.
fasserver.company.com).

< >
< > |" Bxtended A Standard /
3 setting(s)

© 1997-2026 Citrix Systems, Inc. All rights reserved. 18



JITL— 3 EREEY—EX

7x7L—2a R —EXR) O —&E L. CitrixBase.admx/CitrixBase.adml7 > 7
L — k7 7 JL%ZPolicyDefinitions 7 # JL X —IZEBM L 2B ICDH. B XA > GPOTHIA
TEEYT, ATy F30%. 7x7L—2 a3 EEEY—ERRY D —HREIG. BEATVT
L=k >CitrixAYR—R2 b >8BEE 7 A LA —ICRRINE T,

\

ATFYTE JxTL—2arvEBii—ERR) S —%FESE. B 2BRLET, Chickb, &
T ARAVEREIRL T, FASH—/N—ODFQDN%Z B TE £ 9,

& Federated Authentication Service 0 »
E Federated Authentication Service Previos Seting S
() Not Configured Comment:
(®) Enabled
() Disabled

Supported on:
Options:

FQDONs
List the installed servers in Value
e

FODMs | Show o fas1.citrixtest net|

OK | Cancel

OK Cancel Apply

A7 v 6. FASTH—/N\—DFQDN%Z AL £9%

© 1997-2026 Citrix Systems, Inc. All rights reserved. 19



JITL— 3 EREEY—EX

EBHDFODNZ AN T B15E. ) X MDJERIZVDA. StoreFronttt—/N\— (F7E9 315
B) . BEUFASH—N—DS5RBT—EBLTVWARELRHD XTI, JIL—TFRI—BF%x
SRELTLIEETL,

ATV FT71.0KZI )y I LTIIN—TRIS—04HF—RZET L. JIL—TRI—DEE
AEALEY, ZEEEMCTSICIE. IO VEHEETIH (FRIFATVRSIUNS
gpupdate Iforce ZE1792) BENHIHBELHD X7,

v aRNOEE

ZORYS—F. A—HF—DVDAL Y 3V TCI—z >y O &2 70574 L. Y
avARIBRE. @FE. $LUOvIEBDYEYR—FLEd, v a>YRIAZEIX. D
R —DEMICE>TWS 0D, FSEEREDIERICER SNIZFASIL—IL Tt v > 3 Y RERDEHF
AENTUVWBRIBEICOAFATRET T, IL—ILOEBRESBLTLLEEIL,
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@ In-session Behavior

Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Disabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process M

Prompt Scope | Per- e 9 pohcy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

30 | -

] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTDE. CORIVS—DEMCED, FAST—2 1Ty O XA 1—H—DVDAE Y 3
VTEITEDELSICHEDET,

WM TRE RUS—HEWICARD, FAST— Y MO XDETHEIEL T

7a>7r23-7
CORIVS—=DEMCH>TWVWBRIFE. AT RO-TF 7TV r—>arhieysay
NAREZ2 RT3 L Z2Ffad 37cODARZEI—Y—ICKO B HEZHHL T, RDIDD
FFarvhHbFErT,

s ABARE-— AT arvidtFalT« 7OV T A2 EMICL. WERIIT AL > MIER
TNET,

s 7OEACEORE—XTHROEZETOY Z LHMERICRAEZRD T,
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c Ly aYIoORABE—A—H—-NOKEI v ITRL. Lty avADIRTOTOT S
LISERAINE Y,

BEX1LTI b+

CORIS—DEMIHE->TVWBIBE. ABEZALT Y MI. BEHIIES T SHH (WEA) %*
HIEL£9, fezld. 300MICHRET R L. A—H—lFsoeicyaOryFhRRRrINE T,
ERAEONERE. MEROBECCICI—Y—IC7OY T FARTIINE T,

O 2 KDYl
COR)—DEMIR->TWVWRHEE. I——hrEEZzO0vI TS, I—HF—DtEvia>
IIEENICTIENE I, COMEEIX. TAY—FAO—FREDALEEOYIK R > —EEFKD
EFEZRME L. 32— —H'Active DirectorydJ 7 Y ERIBERZF o> TLVAR VKR TRIIB XY,

0w 7ROYHR) > —iE. VDAEDTRTOE Y 3 VICBERAINE T,

JxT7L—>a Eir—EXBEIVY —ILOER

FASBIEOYY —ILIFIFCACEDERICEL TWEIH. PowerShellf X —7 =1 Xl &K
DEELRA TS aVwRMHLET, FAS PowerShell I > KL w EDFEFMICDWVWTIE.
PowerShell ¥ RLw rEESBLTLEETL,

FASEIEO>Y —JLIFFASO—EE LTA YR b—JLENF T, 77 O (Citrix Federated
Authentication Service) XX — X Za—ICEEEINE T,

EEIVY - ZUHTERTZ L. ARAET VT —FOER. AAREDORE. EXUFASH
AR AT 21O DA Z1TS 7O AV EREINE T, —EDFIEIZ. OSKERY —I)L%Z
FERALTFHTRTIBHLHTEET,

FASEIEOYY —)LiE. T7#) rTO—HILOFASHY —E R ICEHELET T, HEICSLCT. O
V=ILAELOROY—N—ICERZzFRAL T E— M —ERICERTET X,
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced I Connect to another sewerl Refresh

Complete these setup steps:
Deploy certificate templates Deploy
Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AAET > 7L — M DOERM
DY 7 bz 7 EOHREERMOREZ BT 375 FASIZIHEDRRD =823 D DCitrix5ERR
ETVTL—bRERBELET,

» Citrix_RegistrationAuthority_ManualAuthorization

» Citrix_RegistrationAuthority

» Citrix_SmartcardLogon

5D 7 > 7L — hidActive Directory|lCEER T 2RENHD £9, B Re>E2IUv D
L. TOKI Z2Uwo L%,
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Important:

&4 Deploy Certificate Templates X

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

T —FDOEHIE. FASEEHIZA VR b—IL TN BILERF certificatetemplate DXML 7T 7

WICHD T,

C\TOJ L7 7AILCitrix\Z T L—TFTvw RS —EX\GERRE T > L — b+

ThisPC » O5(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates w |
Name Date modified Type Size
Citrix_RegistrationAuthority.certificatetemplate 1 ERTIFICATETEM & KB
| Citrie_RegistrationAuthority_ManualAuthorization.certificatetemplate 210/2020 5:25 AM ERTIFICATETEM... TKB
o ;
| Citrx_SenartcardLogon.certificatetemplate 310/ 2020 5:25 AM CERTIFICATETEM... 3 KB
g

cMoDTYTL—bT7 740 %ZA 2R M—ILT ZHERNRVIEEIE. Active DirectoryEIEE IC

BLTLEE L,

TOTL—bZFETA VA =ILTBICE. TVTL— 2T T HILE—H5RD

PowerShell ¥ > RZE1TLF T,

$template =

late")

[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp

$CertEnrol = New-Object -ComObject
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JITL—Y3VEEEY—EX

X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active DirectoryslfFHE Y —EXZEY 7V 7953

CitrixfFFAZ 7> L — b &A1 > X b—)L L. 1D _EDMicrosoft Enterprise Certification
Authorityth —/N\—TRBT 2REHNH D £ 9, Active DirectoryifFEHY —E XDEBRAAEICDOWVWT
I&. MicrosoftdD RF a2 X hEBRBLTLLET L,

TIUTL— D ECEDBIDDY —N—TRHEETNTLWAEWVNSEE. AAREOEY 7 v Tz
FERLTRALEY, Chid. AAREZERI2EBRzH DDA - LTEITIBZRELDHD
9o

(GERAZ T > 7L — bi&. MicrosoftsERB#RAD > Y — L= AL TR TR EHTEFET, )
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&3 Citrix FAS Administration Consol

Complete these setup steps:

Initial Setup Rules Advanced

e - connected to localhost

Connect to another server

o Deploy certif

The required temp

o Set up acert
The authorization t

Click "Publish” to p

Authorize th

Create an authoriz

& Set Up Certificate Authority

Important:

When you click "OK" the following certificate templates are
published on the certificate authority selected below:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator.

This step can also be configured manually. For more information,
consult the online documentation.

Certificate Authority:

— t X

Deploy

Refresh

Publish

Create arule

A rule defines a sm|

You have no rules ¢

Connectto C

-« O

Complete this step if you wish to use this FAS service with Citrix Cloud.

Authorize

Create

Connect

Jx5L—Fv

FEREEY —EXZHRERT S

COFIEICED. FASOERHFBENE T, BEEIVY —ILIZ.
Citrix_RegistrationAuthority_ManualAuthorization7 > L — b Z B L CTEERAEERZ4E/RK L. ©
DOT>TL—bZRBLTWSERAKEOWVWITNMMCEEFEL F T,
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&2 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificata tamnlatas Deploy
&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration
o Setup acert Authority certificate to the selected Microsoft Certificate

Authority. Publish

The authorization t The CA Administrator must sign in to the Microsoft Certificate

Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize
Certificate authority:

Create an authoriz

Create arule

A rule defines a sm|
Cancel

You have no rules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ERHPEEINS & MicrosoftSFEA#EEE > Y —ILORBHRDER ) X M iZ. FASYS VT hHY
VEOSDREBEROENRYE LTERIREINE T, FASOWERZHITI DEIIC. iEEAKESIEENER
ERITELIFIESIT3HRELRHD £,

EEENRITECIIEETZERTZET, FASEEIV Y —ILIZED —RKED TREF—) Z%
TLEY

MicrosoftslEFE#4RE 1> — LT IRTDRRI /Y ) w2 L. SEEEEXRICH L TRITE -
IHEBEEIRLE T, BT BRI B L. FASEEO VY —LICASRIFAZNARTIN T T, IBE
EERTZE. AV =TT —XytE—UhREREINE T,

O—#1 34 X &N i-EfR(/en-us/federated-authentication-service/2303/media/pending-
request.png)

FASEIEO>Y —J)Lid. COTOERDRT LIS ZBEEICKREL XTI, ChIZIZEIHHB
HBan®dHh I,

A— 13 4 X & NizEfR(/en-us/federated-authentication-service/2303/media/waiting-
approval.png)
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V=L Z2HBR

FASI3. StoreFrontQIERICIE> T VDAOT A > H LV Y > 3 VY AFHDI-H DIBHEDRT
ZERIBDOICI—IIEZFERLET, FIL—ILIE. SEBAEZERTZCHEBEINTVS
StoreFrontth —/N\—. FEAEZERTEZ - —Dt v b BLVAREZERT S Z e HEFE
TNTLWBVDARY > Dt hEIEEL X T,

FASICIE. DR EBHIDDIL—=ILZER L TR T ZHVELNH D £J, StoreFrontlEFASICHEST
TAMRICT 7 #)L +T Tdefaulty EWSEEIDIL—ILEERT D78, [ldefaulty) £WLV\SZEID
W= %ZERTE e 2HEOHLFT,

HRZFAET VT — MRIAKEZ SR L. BA42 70ONT1 CHERZFOLSICHERT S
BMOARZLIL=IZERTIEET, cN5DIL—ILIE. E4BStoreFrontt—/N\—F 7=l
Workspace TEFET 3L DICHEBRTE E 9, JIL—TRU—BEA 7> a>zFERLT.
StoreFrontty —/N—HWH XA RZ LI —I)ILZZBI CTERT DL DICHEEL £,

ER (F7cE TIL—ILy BT DI—ILDERR) 20Uy o LT IL—ILZ2fRY 37D DIEHR%E
INETBIL—IERT« F—RZBmLEI. TIL—ILl 272 EIL—IILOBEHNRTIN
9o

O—#1 354 X &N izEfR(/en-us/federated-authentication-service/2303/media/user-rules.png)
D4 —RICE>TUTOBERMNESINE T,

To7L— b A —ERAEORTICERINSRET > TL—FTY, i
Citrix_SmartcardLogonT > 7L — k. £LIFZFOEEIN/-OAE—THIHXENHD £9 (FEHH
EFVTL—FEBR)

SEBAMERS: 0 —H —FERAE Z RIT I DEAAAMRE T, 7L — MIFABEICK > TR INT
WBREDHD £9, FASIZ. 7T —ILA—N—CBEDEHDIHICERDIEB#EEDENZ Y
R—bLTWETY, BIRLAEPEEADO X T—2 N rTemplate available] E&RREINTWSEC
CEMEEELTLIZTV, ERKEDEEZSRL T LT

tya RER By a REREFIA T a i VDANDOOT # V&ICFIEREZEAT
IBRINESHERHITEL XTI,

« By ayARAFAEFANEREINTVLAWES (T74)L 6 #8B) —FIAZEROJA U F
T IIBERICOAMEA TN, I—F—I3FERICEIRSICT I EXATEEE A

c Ly ayYREREHFUMNEIRINTVWARIBEE—1— —(3RARICIAEIC 77X TEE
o IFEACDEBRIICOA T VEFBIRIREITIEHD FHA 1V FFFR Y EDWeb
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AP T7AILHBAYE, VDALY a YA T7IEAETNS )Y —XIFKerberos >
WHA A RFERBLTT7ILEATES D, Ey P a VRAZEIIHNEHD FH A
Mty a YATOEAZH ZBRLICEE. Cy 2 a vYREMEI LRI —HEW
ICLTVDAICERAT 2HENHD F9, OJF V%, SERERT7 IV Ir—>a > THEAT S
HICA—F—DEAERAER F7ICERBEINE T, Tt X VDALY 3 YN TWebt —
N—=ADTLSFEREENHERIZE. FEBAZE (XInternet Explorer CEATE £ 95
(7oA FAO=)L] A—HY—0OJF > EIEBEROIOICAIAE* BRI I %

HFaIEhhTW3. EEESINf=StoreFrontth  —/\N\—< > > D XA by TNEDIRTDMERICH L
T. BRDADA TV MEIFTIN—TZEBIMTEET,

r

POEZAY FO-L) REREF2U T LEETHD, BEICERTSHENHD &
7.

BE::
FASH —/N—%Citrix Cloud TOAEA L TWVWBIHE. 77XV FO-IILZEBRT 32X EIZH
DFEA. JL—ILHCitrix Cloud TERTNSHE. StoreFrontd 77 £ AFFRNISEFEINF T, [E
LCJL—JL%Citrix Cloud& 7+ > 7L = XD StoreFront BREIDOWA THERTE X, AV FL I XD
StoreFront TJL—ILHMER SN 35BS, StoreFrontd 72 & REFA]IE5 | SHmIBEHINE T,
T7 )L ED1ER ( TAssert Identity] DFFRIINTWVWD) IFIRTEIELELEFY, LIehoT.
StoreFrontty —/N—ZBARIICEFRI § 2 MENH D 75
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

MBIBB) : FASZEARALTA—H5—%20OJ 4> TEBVDATYI YD) XA M., FASES L TFEHE
EHTTETBZ31I—H—DU X+,

« TVDAKEPRDERE | Tld. FASEFERAL TI—HY—%20J 4V TE3VDARIEETET £,
VDAD ') X bE7T 7 # )L k TDomain Computers T 95,

o M—Yy—ERDEE) Tld. FASEFEALTVDAICH A VI TEZ31—H—%IBETEE
9o A—H—D') XA MET 7 #JL b TDomain UsersT9d,

r

FASH—N—DVDAB LV A —CIZBLD R XA VICHBDEE. T 74 MOFIREZZE
BII3NELHD FT,
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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227 KR Citrix Workspaceh 5ID7H—> 3 > ZRE LIS ISRADERINEIHESH
L X9, Citrix CloudIc¥E#t 9 3 £ FIZ. Citrix Cloud TEART3RAEZEBRL X T, Fi.
Connect to Citrix Cloudtz 2> 3> M) > h 5Citrix CloudIciE# LB CTHRAZZET I &
HTEEY,

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

0 Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Citrix Cloud\ D%

FASH — /\—% Citrix Workspace CCitrix Cloud |3t TE £9, 5L <I&. T DCitrix Workspace
DEEZBRLTIIZEL,

1. %7 dConnect to Citrix Cloud . Connectx=Z ) w27 L %79,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. BRI BV T REERL. Nextz 7 ) v I LET,

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead

© 1997-2026 Citrix Systems, Inc. All rights reserved.

33




JITL— 3 EREEY—EX

7L E 2—TIl&. Citrix Cloud®D&Hh\F BRI GET 9%

3. V4 YRUIC—ROBERI—-FHIRTINET, ZNICitrix Cloud THEER I 2BEHLH D X
9o FLLIE TF 2T L3 RE@%ZCitrix CloudICE#RT 51 2BRBLTIREL,

&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

|

Confirmation Code:

POQESODAR

( Waiting for confirmation...

= a=B

4. FRI—-—FHIEESNIcS. FAYTRETVUI A SBHNDOIY —ADGFHZERLE T,
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&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

Confirmation Code:

T3RR L

“
Resource location:

My Resource Location v

5. ZYUTAERIIEETHIY FEBIRL. FASH—N\—%ZELFETIVY —XDEREZERLE
9, Continuez 27 'Jw o L. RO« > ROERBALE T,

6. TIW—ILDFR £/ 3>T. BIFEQOIL—INZFERTZH FHILWIL—ILZEKLFT,
RN 20V I LET,

r

FJL—ILMDER] (/en-us/federated-authentication-service/2303/media/connect-cloud-choose-

rule.png)

7. TBIE) vo>3>T. %71 &#2') w2 LTCitrix Cloud\D#EFixTT7 LE T,

FCloud\D#EFDBE | (/en-us/federated-authentication-service/2303/media/connect-cloud-

summary.png)

Citrix Cloud(dFASH —/N—ZF# L. Citrix Cloud 7 AT > bD )Y —XADIFZRAR—JICRTLE

ER

Citrix Cloudh* 5Vl 9 3

Citrix Cloud ') V — X DIHZAH SFASH —/N\N—ZHIFR L 7. C DCitrix WorkspaceDi2E TP
NTW3&SIS. TCitrix CloudiC#E#Hi T MEMICT S Z:FRLE T,
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RS

ZDtUT 3 >DEEETIE. Federated Authentication Service (FAS) DEERIEMR E BIEICEAT
BDHARVAERELET,

A

BEEER

s FASDA VR F—ILEYIHAREICRET A EER ) T 7LV RIF. 1 VR h—)LEIER DFEESE
T,

s BEET7—*70F v OFEETIH. TEBBFAST—FTI/Fv OB, LDEMBT—FT
TFvICEATBMOEEAND) VI ZRMLE T,

T 7> FEZEMIT CFederated Authentication Servicex %)
IC9F3
CDERETIE. YILFTF > bk (CSP) EBIET Federated Authentication Service (FAS) ZB3ICS

BFIEICDOVWTEHBEL £, SFMICOWVWTIE. TU 77 L >X7—xFF5%2F +: Citrix Service
Provider DaaS] Z&RLTLEELY,

ClErs 36a
e Citrix Cloud D R XA > )Y —XDIZBFRICEBE TV L AL H S Z o, EMICDOVTIE.
MBIEEERDOEE] Z8B LTIV,

e TV hY CSP OBEBRMEBREINTWVWB I ., FFMICDWVWTIE. TCitrix Service Provider [A
|7 Citrix DaaS] =SB LT3V,

CSP EEEZ DB

1. Cloud Connector Z 3 L T. Active Directory K X- > % Citrix Cloud THIEATZE 3L SICL
=

Cloud Connector 21 YA b—=JLLT. > FL I RA>TZ A MZ2F+ % Citrix Cloud IZ
EHLE T,

FUTFLIZARAAY A bO-F—ICEEMTOENTUVSE FXA VD, > THHAAETHS
CCEHRLED,
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B Citrix Cloud x o+ v = o X
€« C (Y & uscloudburrito.com/identity/domains e % 0@
= | citnx 2 o
< ldentity and Access Management
Authentication Administrators API Access Domains Recovery
+ Domain | C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector
MultiFas.local eee >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v/
w N — N - —
2. XA >%ZTFMIT7z7L—bLET,
W ~ a2 » o ~ —
RXAYZFEIRL. ROYTIRIAZa— () 20Uy LT 20Uy oI LET,
B Citrix Cloud X+ v = [=] X
& C () @ uscloudburrito.com/identity/domains e % O@
= | citnx 2 o
© |dentity and Access Management
Authentication  Administrators APl Access  Domains  Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector \/
MultiFas.local oo >
Manage Federated Domain
Forest: fasmulti.staging Disable
Forest Preferred Connector Type:Cloud Connector \/
— ~ A
T ZRDOIFT+Z0UwoLET, TR 27UV ILET,
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3 AEMIIONTVERXA DT F Y MIBFEIT S ZHRLET,

COFEFEA T3 >TY, 7Y MEEDOIOVY —I)LICH A >4 > L. Identity and
Access Management > Domains D FIC K XA VAU I FINTVWEZZzRERLF T,

BhETONTWVWD R XA VDT F 2 MIFET S C L zEEE L X 9 (/en-us/federated-
authentication-service/2303/media/fas-verify-domains.png)
CSPEERICRD £75

4. FASH —/N\—%Citrix CloudiC1 > X b—JLLTEERL £ 75
77+ > b DCitrix Virtual Apps and Desktops!) ¥V — X HVEZE & 11T L) B Active Directory (AD)
T#LAMIFASZA VA M—ILLE T, FASZZEDADT # L X MMCEEMITENTWSE I S

JROUY—-ROT = aVIcERLET, FASH—N—ZA VX b—=ILTBICIEF 1V
=L ZEERLTIIETL,

5. TV MERZIBKI B

T+ FNERMEITICFASEBMICT S
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T+ MBEEICYIDE X £, Identity and Access Management > Authentication (C7%
BLFEI, IdPICER L. ADDIdPLEHAISNTWVWA ez L £ 7,

o T2 MAITICFASEBMICT S

Workspace Configuration > Authentication [CBE L £9, RE L7FREEEEIRL. FAS
EEMICLETD,

FAST 7 > b %ZB%hIC 9 % (len-us/federated-authentication-service/2303/media/fas-enable-
tenant.png)
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Citrix Federated Authentication Service (FAS) I&. K X >EINEHAD Virtual Delivery Agent
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79,

AD £ AAD ORI TREAZITV. I—H— > Ea—2—0O@AICNTTUY R ID Z1ERT S
Azure Active Directory (AAD) OREN—HRI T, CDFEEETIE. FAS ZFEA L TWLBRIHZEIC
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AAD SSO DFEZRDRICEFEHE T,

AAD REES17
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Active Directory Federation

Services (ADFS) IC7 =T
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avEFERYTS
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VDA IZ/\1 7V v REIIEH

AAD SFBBENR— X EREF%
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WS-Trust @ certificatemixed
IV RRAY F?b‘ﬁﬁt“m:t;o
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avEFERYTS

TNTWVWBRXAYTY, IceziE. ADFS Y —RN—FT4 D ID 7ONARZ—%B LT,

o N1 7w RE VDA IZ. AD &i1¥ AAD BNMOWEA T,

R X1 >8INE#H VDA
R XA VBNEH VDA DIFE
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TOERXEREMIILTWVWET,
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Federated IdP AAD
or ADFS
N
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windowe
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

FHICDOWVWTIE. AAD RXAUDRIRAX—J RTHEHDTITL—2aryENTLEINICE->TE
BOET,

NAZ—YRAAD BXA2DEY b7y FIZOVWTIE. O—LLRAD VIS A U F 2B LT
<TEELY,

ADFSICT7TTL—>3>ENTWLW3AAD R XA >DiHE. ADFS —/\—T Windows :3:E %
BaicLE 9,

Y—RN—FDIDFOANAA—ICTTTL—3 > ENTVWBAADR X1 Y DIBE. BEkDY
a—og3 > hFEELET. AILTICDOVWTE. IDZFANAA—ICEBULEHLE T,

RXAVBMMBEAVDARITICU A RETNTWBY Ua—a3>E. N1 Ty REIEH
VDAICHFERATE XY, /L. FASZERLTWAHEE. AADTSATUEH N—T >
(PRT) lZ&ERINEE Ao

\

N1 T )y FEIAEAVDA
N Ty REINEAVDAIX. ADEAADICEBFICEMLTWEYS, 2——HVDAICH 1 V1>
T8, RDT—T4 777 EHMERRINE T,

e ADUY —ZADEREED = DKerberosF v MFESEF7 v b (TGT)
e AADUY —ZXADFEED =D TS VEHF k—2 > (PRT)
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PRTICIE. A—H—AYEa—X2—0OmAICETIBEHRIAZEINTVET, CDERIE. BEIC
6 TAADSREME 77 RAR) O—TERINE T,

FASIIVDAICSEFRE X Bt T3 & TA—H — %059 3 7=®. PRTISAADDIERAER—X D3R
A ERETNTVIBERICOAMEETET X I, XONIF. SBETOECXEZREMNMIRLTVET,

AAD Federated IdP
or ADFS

4. AAD PRT| 3- Authenticate to AAD 3'. If federated,

with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD 7 A
with FAS user

certificate Domain Controller

Hybrid joined VDA

SHMICOWVWTIE. AADR XA UM BIEINTWAHh Tz TL— TINTLBANCE-TER
hFd,

BIEWNRODAAD R X1 > DiFEIE. AAD CBAZIEBRLL £9, SEMICDWLTIE. [Azure ADERRZE
N—RFUEFDOMEE) #2B L TL7ET W, VDAIZAAD CBAZER L T. 21— —OFASIEEAZE T
d1—H—%AADICEREFL £ 9

Microsoft D RF¥ 2 X > FTIFRY— M A—REEFBETOY A VA VICDWVWTEHBALTWE T
M. FASI—H—FERETH A V1> T 35FRICH. TOEBERIEMIEHINE,

ADFSIC7 T L—>3 > ENTUVLWBRAAD KR X1 > DiBE. VDAIZFADFSH —/N\—DWS-Trust
certificatemixed T> KR4 > b EFEALT. 12— —DFASIEFRE C1—H'—%AADICEREEL
To COIYVRRAYMITITAILFTEMICHE>TUVET,

H—RN—F4DIDTANAE—ICTTTL—> 3V EINTZAADR XA Y DBEE. DY
)a—> g3 W EETBaEERHD £9, IDTO/NA A —IEWS-Trust certificatemixed > KR
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AIEBARERS DAY

This article describes the advanced configuration of Federated Authentication Service (FAS) to
integrate with certificate authority (CA) servers. Most of these configurations are not supported by
the FAS administration console. The instructions use PowerShell APIs provided by FAS. You

should have a basic knowledge of PowerShell before executing any instructions in this article.

Set up multiple CA servers for use in FAS
FASEEOYVY —ILZERALT. -zl ETI3RmET BHRIC. BHBOCATFASZEBH TS

EJCRS

&% Edit Rule

Edit rule "hello"

Template

® Certificate authority
In-session use
Access control
Restrictions

Summary

Choose the certificate authority (CA) where user certificates will be
generated. You can choose multiple certificate authorities for load

balancing and failover.

Name

<

Status
Template available
Template available

Only show CAs publishing Citrix_SmartcardLogon (recommended).

BEIRT B INTDCAIF. Citrix_SmartcardLogonzEFBE T > 7L — b (F7lFIL—ILTEIRL T

>TL—F) ZRALTVWBHERDHD XTI,

FRALIEVWCAOWVWITNHADERNDT > TL— b 22 LTVWARWSESEIF. £DCAICK L TIEERK

Exty b7y T I250FIEXZRITLED,
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TRTDCAICH LTI DY —ERZERIT 5FIRZRITI2HEREHD FEA. COFIET

W S NICAGREIRAZE I, CDCATHERATE 37O T,

FRSh3BFOXEE

BEOCAY —N\N—TFASH—N—%ERTD . I——EEDERIZ. BRI TWVWEIA
TOCAY—N—IZHHENET, £/, BEINTWLWBCAT—N—DWVWINHHEKRLIZHBE.
FASH —/N\—IIRI DRI A RIEERCAY —N—ICTIDEDHD £ 7,

Microsoft SEFAER %= TCP7 7 X BICIHER T 3

7 7 # )L b Tl&E. Microsoft CAIE 77 ZICDCOMZFERL 9. CNICED. TZ717 04—
TFa2VTAZRETIRICEMS OB I TN H B 7. MicrosoftidFRHNTCPR— M IZEID
BZ23-HDMEERITTLE T, Microsoft CAT. [RE—F] > [Z71ILa%EBELTR
17] > Tdcomenfg.exel Z{EAL CDCOMBRNRILEZRE. [J>Ez2—%—] > [v1T>
Ez—x—] > [DCOM®D#ER;] % BRI L T CertSrv Request / — R%&EFR/R L. XIC. CertSrv
Request DCOM7 U —> 3> 7ONT+1 ZREL X9,
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CertSrv Request Properties |2 | X |
[ General | Location | Secuty | Endoorts | identty |

DCOM Protocols and endpoirts:

¥ Select the DOOM network protocol sequence that you want to
Jry  add Enterthe endpoint detals and click OK when you have

Protocol Sequence: | Cormection-onented TCP/IP v)

() Disable protocol sequence

() Use defaut endpoints.

®) Use static endpoint EX

17 Use irtranet range of dyramic endports.
() Use intemet range of dynamic endponts.

Lok | [ Coes |

FEndpoints] ZZE L. BHAIY KA1 FZFEIRL. TCPR— MBS (LFEEDKTIZ00)
ZIREL X7,

MicrosoftsEFAtERE = BiEcs L. SEFAZEEKRZXEL X9, netstat -a -n -b EEITIT B L.
certsviitZR— F900 T w AV L TWAB Z E W EETE £,

O—#1 3« X & iR (/en-us/federated-authentication-service/2303/media/fas-caconfig-
netstat.png)

DCOMIFRPCHR— b Z AL TR IT—> a VEEERF DO FASH—/N\— (FT7-I35EHAH
BzERT MO Y) ZRETIHEIFIHD FHA. 7F717> MHDCOMEFERT ZHE
hH 355, AEEY—/N\—LEDDCOM RPCH—E RIZEF L. HEDDCOMY—N—ADT Y
TRZERLET, TNISKDAR— 00N RN N. DCOMY —/N—IFFASH —/N\—ICHEit A L%
BRLED,
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d—Y—fIREDEFER

FASH—N—RTI—HY—RAZEXFRERT D . I—F—0OJ 4 VEEAKEBICKESNE
To UTFDEIS a3 >Tld. B—FIFERDFASH —NN—TINEERTITBRHEICDOVWTERAL
=

Active Directory1—H'—DU X BT 3

UTDHNCRTELSIC. ADEIJIT L TA—H—DURNET 71l (Fz&zIE. csvT7 7o
L) ICRFETBET, SERAZDERZHNETET XY,

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUserld. A—H—DU X rEJ T T2/-HDZRENZITYV KLY bTY, LEEOAIC
I&. UserPrincipalNameZz 5. 7HU Y cXT7—R D Tenabled) DIA—HF—DHZ) AT
BIHDT A IILZ—F|HHEFENTVET,
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SearchBase5|#ld. ADDEDEHRTA—H—%IREKRIT AN ERKDIAAE T, ADRDOITRTD
A—H—%2EHVGEEIF. CNEERTEET, T 2OV VEZHOI—Y—% R A8E
MEAHD ET,

CSVIZRD L SICHD Fo

O—#1 <54 X &N i-EfR(/en-us/federated-authentication-service/2303/media/fas-caconfig-get-

aduser-csv.png)

FASH—/N\—

UTFoDOPowerShell X 7)) 7 ;M. UEICER SN2 —Y—1) X b EZITERD, 12— —3[RRZE

DURZIERRL E T

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv

foreach ( $user in S$users )

$server = Get-FasServerForUser -UserPrincipalNames
$user .UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule
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BHOFASY —N\—h'H 256, BHEOI—H—DIRAZE(IF2BIERINE T, 1DIEX1 > —
N—T. HI12F 7MW A—N—HF—N—TERTNFE T,

FEEDR O FRE. Tdefaulty EWSERIDIIL—ILICHIGELTWET, BR3BIL—ILE (&
ZIE. Thello] ) ZEAT3EEIF. RZ7UTFRO$ruleZHE=ZTELTLIZTL

O—#5 34 X &N izEf(/en-us/federated-authentication-service/2303/media/fas-caconfig-rule-
name.png)

B ERBISIRAE D EHT

BEOFASH —N—DMER TN TUVWBIBE. OJA L TVWERA—HY—ICEgEr 525 i<,
FASHEGREIFAZE*EH TET X T,

GUIZER L TFASZBARITACELHTETEXT,

O—71 7 1 X & Ni-Ef&(/en-us/federated-authentication-service/2303/media/admin-console-
reauthorize.png)
RDFIEZ7TT LET,

1. FTLWEEREERAZE #EB L £ 9, New-FasAuthorizationCertificate

2. FILWESREEFAZDGUIDZ XEL X T, Chid. MOOAT Y RICE>TREINE T, Get-

FasAuthorizationCertificate

3. FASH—N—%X>TF >V RXE—RICLEX Y, Set-FasServer -Address <FAS server>

-MaintenanceMode $true

4. FLVWEEREFEAE# 3T L £J, Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

5. FASH—N—%Z X2 T+ RE—RH SR LE T, Set-FasServer -Address <FAS

server> -MaintenanceMode $false

6. HUWEAGREFEBZ#HIPR L £ 9, Remove-FasAuthorizationCertificate

© 1997-2026 Citrix Systems, Inc. All rights reserved. 48



JITL—Y3VEEEY—EX

BEEER
o 1A M—JLEIEBRDEEEIZ. FASDTA VA M—ILEBRICETZEER) 7 7L YRTT,

e —RMNABRTTTL—a VR —EXDRBRREICDOVWTIE. BR7—F 70 F v DiEEICx L
HENTWVWET,

« TOMD TNhTY—) BEE. RERBROLETBNTN TV,

MERORE

IEL®IC

FERAEIEFASY — N\ — LDHEAIAAT —IN—RITEREFINE T, BEEMITONWERIE. FAS
HP—N=—DRy hT—=IH—EXTHAIY MIEL>TREFSN. T4 FTIIRR— bARA
CLTNY—7ENnE T,

MERICITRO2BEL DD £75

« Citrix_RegistrationAuthoritysEFHZ 7> 7L — k5D BEREEIFIEE ICREEN 1T SN -BE
.
« Citrix_SmartcardLogoniEBBE T > 7L — b D6 D, 21— —FEBREICEEM T S NIMER,

REEICIE. 2D DEFRERISIBEENH D 9, Citrix_RegistrationAuthority_ManualAuthorization
(77 #J)L b T24B5R58%) L Citrix_RegistrationAuthority (77 #JL k T2ERBE®M) T,

Federated Authentication Service (FAS) B> Y —JL® Initial Setup X 7D X7 73T,
Authorize 27 1) w092, FASH—N\N—[gF—RT7ZER L.
Citrix_RegistrationAuthority_ManualAuthorizationsERBE (Z X1 9 3 SEFAE E % B 3K % SERAMERS (2 3X(E
LEY, CHIE—RNARIBE T, 77 4/ b T4RREBTY, AEKEIEC DIBEEZ B8
MICRITLEEA. ZORTIE. BEENIAKBATTFHNTER I 24BN HD X9, AHED
FASH—/N\—|ZFITEI N3 . FASIZCitrix_RegistrationAuthority ManualAuthorizationFERAE % {F
F L T. Citrix_RegistrationAuthorityZEBFE (77 # )L b T2ERBEER) ZBHMICBIEL X7,
FASH —/\—|&. Citrix_RegistrationAuthorityZEBFAZ #EVE 9 % & 9 < IC.
Citrix_RegistrationAuthority_ManualAuthorizationDEEAZE & +—% HIFR L £ 9,

TERHEEIRE ICAEMT SNICRERIIK ICHBIED S <. BREEGIBRERU > —ICKD,
MEREZFAEITZEIFTVIL—rTEEREINEI— -ty MW L TARAEERZHITTE
B7-HTY, /R LT CORZHETZIEIZ. €0ty FRAOEEDI—H—& L TRERICE
BCEETo
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FASH—/N\—I3. SBBOtEx 1) T BHRICE ST HETHERREZRETILSIC. XonwdFnh
ZEALTHERTEXY,

o BERHERIEIRRAE & 1 —H —SEEAZE OMERE DM IC. Microsoft Enhanced RSA and AES
Cryptographic Provider % 7zld&Microsoft Software Key Storage Providerz £/ L & 9%

o EEFHERASIRAE OMERIEIC (I Trusted Platform Module (TPM) F v 7% {is X 7=Microsoft
Platform Key Storage Providerz. 11— —ZEBRE OMEHICIEMicrosoft Enhanced RSA and
AES Cryptographic Provider % 7= (&Microsoft Software Key Storage Providerz{#H L £ 95

o TERVEBIGEIAAE & 1 —H —SERRZE OMER DM IC. HSMT /N1 X Z X 7=Hardware
Security Module (HSM) X >4 —®MDCryptographic Service % 7=I&Key Storage Providerz{#/H L
9,

ME R DENEE

FASZ3DDA T2 a>DWVWINIZERATBLSICEELET, TFAMITr2—ZFEALT
Citrix.Authentication.FederatedAuthenticationService.exe.config7 7 T L fREL £, 77T
D7 7 #I)L b DFFrIE. FASH —/\—_E®DProgram Files\Citrix\Federated Authentication Service
74 —ATT,

O—#1 5 4 X &N i-EfR(/en-us/federated-authentication-service/2303/media/fas-privatekeys-
config-file.png)

FAS |3. H—E XD BB INI-EZICOAMER T 71 ILEFARD £9, EHNEEINT-ZE.
FLURENRMINDEIIC FAS #BEENTI3NELDHD £,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 JL CEE Y 2EZ XD &L 5
ICEREL F 7o

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI APl £ CNG
APl ZHIDEZ B)

fi& aOXV b+
=4 CAPIAPI Z{EH$ 3
false (77 2L k) CNGAPI ZEBT 3

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderName (3 2 7ON1 4 — D%
1))
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N—ZREBILRIETEITIT B TFEDN D B5E
& REIEHDHR— TN TVWEHE SH%E
TPME KUONAN—=NAHF—R >R —|ZFESR
LTS,

HSMAR YA —IC &> TR F T, EIEN

VA—ICKOTEBRDFET, FASH—N—%Z1R
BULRIETRIT I3 TENHZHE1E. k8

A R—EETNTVBIHESHEHSMAR Y
H—ICHESR LT IEEL,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType (CAPI APIDIH & |2 D & 44 78)

f&

24

aAXY bk

7 7 #JL ko Microsoft
KeyContainerPermissionAccessEntry.Provider
Type 7O/N7T« PROV_RSA AES 24 #35L
&9, CAPITHSMZERLTED. HSMA Y
A—DRIRIEELBWVIERD, BIC24TH 3%
ENHD FT,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (FASH\ TR IR {EZ 1T
BDRENDDHE. CCTHRESNIEZFERLED) MERD ITI/XR— AR 757
WMLET. N—RIITT7THR-FEINTWVBIHE. TPMF—ERFDFERZFFAIL F7o

&

aAX2 b

MBF—IEFTIRR—FTEET,
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[ X2k
GenerateNonExportableKey T4k MEF—RIIRR-—TEX
B Ao
GenerateTPMProtectedKey MEEF—IITPMZFERE L TEEINE I, M

¥ —IE. ProviderName THEE L 7=
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Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (MZEF—DH 1 X% v ME
fITIEELEY)
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config-file-graphic.png)
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I, AR =L BROBIEDBE TS, BMOMWBRRBBNIIVEDLD TE A

2

CDFITIE. BIRHEEISERZE DMEEH Microsoft Platform Key Storage Providerz 1\ L TFASH —
N=DIYP—R—FDN—FI T 7TPMICERESN. 21— —FRAZ OMEFEH Microsoft
Software Key Storage Providerzf£fA L TIREEINZ & ZRLF T,

CDOIFIATIE FASH=—N—DIH—R— K LEDTPMH. TPMELETTDO RF a2 X > MIiE>
TBIOSTEMICTN. ZDEWindows THIEME TN TLWB Z e ZRiIRE LTULWE T,
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<https://docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows-

vista/cc749022(v=ws.10)> ZEBL T ZE L\,

FASEEIOYY—ILDER
FASEIEO>Y —ILIEA 75414 ViIFAZEERBERZRITTIT RV, ABHEREEEIRRED
TS A VAFREZERERZFHALAVED., FARISHEINEE A

FASOFHRRE=R1TI 2. SEEAET V7L — b zERL. iIRKEZREL R, Y—EX
2RI BE (BH—TVADRTYF3) I ROFIEZEITLE T,

ATV BRT 7 AIILEREL. ROITERDESICEELET,

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMProtectedEey" />

T7AILUFRDEXSICED T

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG RPI (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

«!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.ProviderType" value="24"/ ——>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemlLog.Loglevel™ value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
«!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citriz.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

—ZDTPMIZBORSZHIBRLEFT, BIEDHEHDEITIF2048E Yy b TI, N—RI T 7 THR—
FESNTULWBRRBORIZIBELTLIEETL,

lgl
H
=3

5w 72 . Citrix Federated Authentication Servicex BiEE#I L T. #8771 ILH SEZ
h*xd,

ATy T3 —EXZHERBLFT,

->

ATFw T4 SRR Y —N\N—D SEREBPDIAEEREFHTRITLE T, SERERESIRAZEHEL
BEhze, BEBEIOVY-ILOEYNTYTO—2VRORT Y T3INREICEDFEFT, CORFS

T, BEHRHEIAZSOWERNTPMTER SN I, (ERAZIIEIE T2FEBBEMNTI,
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EHREEAFAZOMEBE X —DTPMICEEL K RESNTVE L 2RI B ICIE. UTD
PowerShell X > Rz A L &9, FHREBIGEAEOWEFT —DTPMICRESN TV SHE.
PrivateKeyProvider 7 + — JL K [&Microsoft Platform Crypto ProviderlZs&E SN E 9,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

FIR5 : RET 7ML EUTOLSICRELELF T,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableEey"/>

FASIZITPMTHRESCNF—Z2F DA - —fRAEZEMTET T IH. KFERLEBRATIE
TPMN\—R Iz 7HEITETRI5EHLHD X,

FlE6 : FASZEEHLEF I, CNUIED. T—ERRRE 7 7ML ZzBHAHAA L. BEEEINI
EBERRLET, ZOROEHWET 1R - —AZET—ICREES5X FJ, CNHDIE
EISMTE F —Z TPMICRTEE 9. Microsoft Software Key Storage ProviderzEH L £ 9%

FIg7 : FASEEOVY —IILTIL=IE2TEZERL. 1 VA F—JLEEBRATHBINTWS L SIC
REZHRELED,

PowerShellDfEH

TIRVEEIIRAZE (L. PowerShel= L TA 754 Y TERTEEY, Nl SEERREHL A >~
A VAAEERERZN L TSRS ZEIT IS e 2 EF R VERICEL TVLWET,
FASEEIYV Y —IIZEALTA T 51V EFHEEAIAEELERZITOJLIFTE A,

FiEL: BBV —I)LZ2FERLTFASOYEREMZT 5. TEERET > L — ORI &
MEEERMRE Dy 7w 71 ODRIID2DODOFIEOA%EZT LET,
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@

&& Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced

Complete these setup steps:

Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

— | X

Connect to another server  Refres

Deploy

Publish

Authorize

Create

Connect

h

FE2 :

FEEAMEREH — N —T. FEBAET V7L — bMMCRF v 71 > ZBML £,
Citrix_RegistrationAuthority_ManualAuthorizationT> L —+Z257 ) v o L. TFL—Fb
DEHZFEIRLET,

R TZERL T, RAICBVHEZEBELE Y, COAITIE. RATIEXOfine_ RAT. BRHA
FEE ‘!3235—(“3-0
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

FIE3 : FERAMES Y — /N —T. FEAAMBEAMMCR 7y 7o > ZEBML T, AAET > TL— %
BIVYILET, FIMZERL. BITIBMBAET>TIL—bZ2 T ) v I LET, fERLTED
DDOTYTL—bZERLET,

ATY 7 4 FASH —/NN—TUTFDPowerShellAY > RL Y bEO—RLET,
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

AT W T 5: FASTH—/N\—DOTPMHATRSAF —R7ZEmM L. FASH—/N\—TLTFdDPowerShellJ
IYELy bZANLTAEBREELERZERL 9, F: —EOTPMIFF—RZHIRLEFT. T
7L bDF—KIF2048E Y F T, BEVDN—RIT T 7 THR—FINTLEF—RZIEE
LTLIEE L,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

£

© 1997-2026 Citrix Systems, Inc. All rights reserved. 56



JITL—Y3VEEEY—EX

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
MUTFHRIREINZET:
PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

 |d GUID (C D#ITIE 5ac3d8bd-b484-4ebe-abf8-4b2cfd62cald9] ) I, BED AT v S
TRHEICRDET,

« ZODPowerShellAY > RLw k&, BEREEEAEOMEF—ZER T I HICHERT
NZ1UEROD TEEZF) CRAELTLLETV

e COOXRYVELY hZRITTB L. FASOEBIKICHER T 71 ILH AN SNTIED
Fryvo3Ih, FRTZF—K (F74J) 32048) WRESNE T,

o ZOFFIDPowerShelliZ & > THIIA I NI S IRILRISFRREW R+ —12{E T-UseTPMH®
StruellREINTWVWB D, PATLIETPMEFER T3 -OICHEREBFTC—HLAEWV
T71ID5DEEERLET,

« COOXNYELY FZRITLTH, BRI 7MILOREIFEESNIEE Ao

. ZOHBDBEFASHIA D — 1 —SEFAEME F —1R(ETIX. FASOEEIRFICT 7 1 ILH 55T
HFBOSNTENMEREINE T,

o FASH—N—H2—H—JREZHETL TTPMTRESN I RSN ERZE
B9 3% E. configZ 7 - JLINDKeyProtectionfiE% Generate TPMProtectedKey|ZE&E 9
B_CHAEETT,

F—RTOERICTPMAMEAINI-C EZERT DICIE. F—RT7HPEFR SN FICFASH —
N—DWindows TR fE2a—7—O7 TV r—>3>O0 %R LTLIETL,
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O—#1 34 X &N izEff(/en-us/federated-authentication-service/2303/media/fas-privatekeys-

eventviewer-applog.png)

=
HmWT :

O—#1 34 X &N izEfR(/en-us/federated-authentication-service/2303/media/fas-privatekeys-

eventviewer-applog2.png)
7: T70O/N4 4 —: Microsoft Platform Crypto Provider ]

ATYv 76 AERAEERE /a2 TFA NI T4 Z—ICOE—L. TFRXLT7AI)LELT
TAAIIRELE T,

O—#1 34 X & hi-EfR(/en-us/federated-authentication-service/2303/media/fas-privatekeys-

usmcertreg-notepad.png)

AT 7 FAST —/N\—TPowerShelliCl A T2 AN L T, SEEREERE KR ZEEARKEIICIRH L &
ER

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>
B

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq. txt
UFHRREIENZET,

A—#1 354 X ENi-EfR(/en-us/federated-authentication-service/2303/media/fas-privatekeys-
certreg-submit-display.png)

COEFRT, A XA T Y RUDBRRINIZIFEDHD X9, CDHIDIERALERIIE. http
(L) £ DCOM (F) OmADEEHIBEMICHE>TWVWET, FAAELRFZEIE. DCOM AT 3> %
EIRLTLIETL,
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Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel |

SFEARIMNEE SN D . PowerShell 1% RequestlD #&RR L £,

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

PS C:\lsers\Adninistrator. AUTH> -
ATy 7 8: iEFAKES T — /N —T. EIPAKEE MMC X+ v 71 Y OREPDEREZ IV v I L F
To BRIDZXELET, Ric. BRZRAV VI LTHEITZERLET,

ATV T 9 FITESNIGEIAE / — FE2ERL X I, EITSNEDDDIAREZROITET (&
KIDHB—HTBIETTY)e ¥4TINIVY I LTHAREZHETE I, FMHXTZERLET, T7
AIWATDE—ZI VYT LET, dAEDIIRAR— I —RFDEFLEX T, INZzI Vv D
LET, 77MILERICOVT. UATFDF TS 3>Z2ERLFT,
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

FERiE TEEE X vtE—IEXAE%E - PKCS #7 SEFAE (P7B)) THDO. [AIgETHNIE. EEEAD/N
ACHIIRTOIHEZZTH D] NERSNTVIHBRENRHD £,

AT 10: TUVRKR—FLIZEEBBE 7 71 )L %E FAS H—N\—ICOE—-L £ 9,

257w 11: FAS ' —/N\—TX®D PowerShell ¥ > RLw b2 A LT, EIFIERISFAE % FAS
Y—N—=IlC1>R—FLET,

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcaTCertificateFile <Certificate file from step 10>

IR

Import-FasAuthorizationCertificateResponse -address fashsm.auth.net -Id 5ac3d8bd-
b484—-4ebe-abfi-4biZcfdb2ca3® -PkcsT7CertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

WFHRREINE T,
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PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo9g8boc2705 C:\Users\administrator.sTU\Desktop\TPM_FAS_Cert.p7b

1 74d427ff-c55b-4d6d-87ae-1ff98bec27es
: [offline CSR]
1 978816¢cd-8b21-4695-8c5d-88bb7df1816b
CertificateRequest :
status : 0k

BRI E OMEF —HTPMICIEL K RETNTWVS C L 2R T 3123, RDPowerShell
IRV RZzERLEFY. BREBIASOMEF —HTPMICREINTVIIGEE.
PrivateKeyProvider 7 + — JL R (&Microsoft Platform Crypto Provider|Z5%E SN E Jo

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

FF12 : FASBEIEIOVY -ILZFALTHS. BiEEgL 9>

&4 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

T [COUY—EXRZERTDI OFIBEICKEEDOF v II—IIMFVWTWVET,

FlIE13 : FASEIEOYVY —ILTIL=ILRT%=FERL. 1 VA F—)LEEBHTHAINTUVWIRE
TRELE I,
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13

COBITIF. HSMICREFESN TV 2 EREEARAZEOME T — 1 — —AAEOMWEF—ICD
WTERBAL £9, COBITIE. HSMAEREINTWVWB e ZaRE LTWET, HSMICIE. 7ok
Z ¥ THSM_Vendor's Key Storage Provider] O K52 FONAA—&hHD £,

REILIRIEBCFASY —N\—% RT3 FELH 3B IE. NATN—NAHF—DHR—KIZIDWVT
HSMAR VA —(CRESEL T EE LY\,

FiEL B>V — L =FER L TCFASOYEREZT O, ERETVL— ORI &
MEEERMRE Dy b 7w 71 ORIID2DODFIEOA%EZT LET,

& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE2 : HSMDProviderNamefEDMATHZREIWEHITT B 7eDIC. HSMRU A —DRF a2 XY
FeBRLTLIEET Ve HSMA'CAPIZERLTWEIEE. RFaXy bTRTONAIE -1
Cryptographic Service Provider (CSP)X LTEREINTWVWE ZeHH D £¥9, HSMACNGZ
LTW3iHE. FO/N1 4 —|IKey Storage Provider (KSP)X LTEBEINTWVWBZ A HD F
ER

FIE3 : BT 7ML ZRDOELSICHRELF T,
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<add key="Citrix.TrustFabric.ClientSDE.TrustAreadoinParameters.ProviderName™
value="H5M Vendor’=z Key Storage Provider" />

T7AILUFRDESICED T

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KS5P). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ —->
<!—— Specify Private Key protection [NoProtectionl|GenerateNonExportableKey|GenerateTPMProtectedKey] —->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" valus="GenerateNonExportableKey"/>

<!-— Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / ——>
<!--— Logging: Event IDs to not log (comma separated) —-->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.5upress" value="" / —-->
<!-—- Logging: Disable Key Management logs ——>
<!-— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CDTF)ATIE. HSM D' CNG ZfEARA L TLWB7=8. ProviderLegacyCsp DfEIS false IZERTE
INTWVWET, HSM A CAPI ZEH L TLW3IF5Id. ProviderLegacyCsp DfEZ true ICERET D
BEHHD T, HSM D' CAPI £ CNG DEBE5ZER L TVWEH ZHET B ICIE. HSM XY
A—DRFaXDbZBRLTLEETV, IERHMRSAF—EFTHR—FENTVLBZF—RICD
WTIE. HSM ARV A —DRF a2 XV b BHBRLTLLIESV. COFTIE. F—RIET 711D
2048 Evw MCRESNTVET, BEITBAF—KRMNN—RFRIVIT7THR-—FEINTVWB L=
mLTLIZT W,

ZFIE 4: Citrix Federated Authentication Service * BieE# L T. B 7 71 IILH SEZFAHED £
ER

FIE5:FASBEEIVY =IO AT THIY I LT. HSM AT RSA X —R7%E4%R L. EEEH
ZELEREEHRLE T,

FIE6: F—RT7H HSM TER TN & =R T 3I1CIE. Windows 1R O D7 1) ir—
>avIvhUEERLEY,

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

A [FAONAA— HSM AR YA —DF—FIEH T O/N1 X —]

FNE 7: SERAMRI Y —/N\—C. SEFAEAMMC @ / —R%ZEBIRL £,

Request [D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
17 e BEGIN NE...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTH\UICSHSMS
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BReHmT7VyI L. ZBERLET,

& TCOY—EXZEARI 31 OFIBISERBOF v II—IDNMHVTVET,

&4 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE 8: FAS B EO>Y — LT T %=FER L. (lja-jp/federated-authentication-service/2303/install-
configure.html) ICEBE SN TVWB LS ICKREZREL XS

FASSFEHEX RL—

FAS (&, SFBAZ%ZR1ET B 7-HIC FAS H—/N\—_E D Microsoft SIFBAZ X 72 FEARAL FH A, 8
FARABT—ZAR—ZFALET,

BERHERISIRRZE D GUID ZE T B ICIE. FAS H—/N\—TX® PowerShell I¥ > KL w b&E AN
LF¥d,

Add-pssnapin Citrix.a&ast;
Get-FasAuthorizationCertificate -address \<FAS server FQDN>

iz 1X. Get-FasAuthorizationCertificate —address cg-fas-2.auth.net :
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O—#5 34 X & izEff(/en-us/federated-authentication-service/2303/media/fas-privatekeys-get-

fasauthorizationcertificate-example.png)

I—F—FEEAEDV X b ZBUS I BICIE. RDLSICANDLET,
Get-FasUserCertificate -address \<FAS server FQDN>

5l |E. Get-FasUserCertificate —address cg-fas-2.auth.net

O—#1 3 a4 X & NizEfR(/en-us/federated-authentication-service/2303/media/fas-privatekeys-get-

fasusercertificate-example.png)

HSM Z{EH L THEBE X —%R7EJTDHE. HSM I TFFHIE GUID THEBIENEzd, HSM R
DMWEFEF—D GUID (F. XEFEBLTHIETEFXT,

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true
B

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
O—#1 34 X & i-Eff(/en-us/federated-authentication-service/2303/media/get-

fasusercertificate.png)

BERHR
o VR b—ILEHBAL Id. FASDA VR h—ILEEBICET BEERY T 7 LY TY,

« —RHNBFASOERMIZ. 77— a3 EEIV—ERT7—F 77 F v OBME ORHICFLCD
LNTVWET,

« ZOMD TNTY—) BFEIF. SEBEBN ORFETHENATNTULED

EXaVTor Ry NT—T1ERK

77 L—> 3 EREEY —E X (FAS) &, Microsoft Active Directory & & UF Microsoft ZIEEE#EREE &
BEICREINTVET, PXTLNBEYICEEIN. RESNTVWAZcZmEEL. RX1>3
YhO—F—EOMODEELRA VTSRS IVF v LAKRICEF VT RIS —ZHKET S
CEHARARTT,

CORFaXDETIE FASZERITBARICEERINTEXaAU T BREOBEZSBL £,
Xlcs AIVT7SRAMZ7FvDEF2) T FREICRILDOF ARG HEDHEDIREL X T,
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2y IO F—FFIF v
RO, FASERTEATNBZEFELRIVR—X betFaT0ERZRLTVET,
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When an HDX session is connected to the VDA, the VDA also contacts the FAS server over port
80. Authentication uses the Kerberos HOST/fqdn identity of the FAS server, and the Kerberos
machine identity of the VDA. Additionally, the VDA must supply the "credential handle" to access

the certificate and private key.

The Microsoft certificate authority accepts communication using Kerberos authenticated DCOM,
which can be configured to use a fixed TCP port. The certificate authority additionally requires that

the FAS server supply a CMC packet signed by a trusted enrollment agent certificate.
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For more information see {lelegated Enrollment Agents;
) Do ot restrict enrcliment agents
(®) Restrict errodment agerts
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General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Names:

8 Musthenticated Users
% Domain Admins (DJWFAS Domain Admins)
* § Diomain Computers (DJWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.
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For more information see Delenated Enroliment feents)
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[S062] EIEE [0 NIV RERET T LE L. VY —XDFBA: {1} {2). JL—IL%: {3} E
= {4y {5}

[S063] 7 27 RBEFRPICKRST 7 —HDREEL £ L7 IS {0} TLT=

[S064] 757 RERRHFICFRELRI S —HEELF L7, HI4F {0} TL7.

aJa—k
[S401] #RD 7 v 74U L — R %Z 1T - [From version {0} to version {1}]

[S402] > —: Citrix Federated Authentication Service |& Network Service ¥ L TRITI 2 HEH
& D E 7 [currently running as: {0}]

[S404] Citrix Federated Authentication Service 7 —2 X—X % 5&HIMIEEL TWET
[S405] LA R UDBST—ER—IADT—EBTRICTI—HIFEELF L7 [{0]]

[S406] LA RUDST—ER—ZIANDT—2BTHART LELL (F - —FRAZIEIRITT
nNELA)

[S407] T—AR—ZADBRUFETZ7H. LZARMIR—ZDT—RIFT—ER—=RIIBTIN
FHATLE

[S408] 1B Z A>T L— R TE £EA -- [From version {0} to version {1}]

[S409] ThreadPool MH&ERIZEIN L % L 7= - MinThreads H' [workers: {0} completion: {1}] H*5
[workers: {2} completion: {3}] ICFAE I F L1

[S410] ThreadPool MERICKE L £ L 7= - MinThreads % [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3}] ICABTETFHEATL e CNIEFAS HT—N—DXT7—ZE) T+
RWEBZEZ30@MENHDET

[S411] FAS ' —E X DBRARICT S —HFEE L £ L7=: [{0}]

[S412) R D 7 v FJ L — RH5ET L % L7 -- [From version {0} to version {1}]

[S413] SREEEERE D BZNERD EEH R <IN E T (kD {0} H). EEAZE DM {1}

[S414] FREEERRE OB MHEARDIN K Lo FEBRE DEFHE: {0}
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[S415] FREEERRE DN T 7T L £ LTz {OMFOREN OV ICETREINE LT, REIDOHERIF{1}
ICFEINTUVETD,

D7Y—> 3 YV DER
NBEDANRNY MNE EEINT—N—POA—F—DOTF A% T7H— T8 FIC. FASTH—
N—TCEIEICOJICERINE T,

Osad—Rr
[S101] B —/\— [{0}] |F. 1&EI [{1}] TIDET7H— LT BIERDHD £ A,
[S102] H—/\— [{0}] IEUPN [{1}] ® 7 H — MK L £ L7z (B9 {243)

[S103] B —/\— [{O}] IFUPN [{1}] SID {2} ZE KL F LA\ v o7 v FIESID {3} ZiRL £L
TCO

[S104] H—/\— [{0}] IEUPN [{1}] D 7H — MZKBERL £ L7z (UPNIZTREI [{2)] TEFRISNTULE
TA)

[S105] —/N— [{O}] IXIDT7H—> 3 > ZFHI1TL F L7 [upn: {1}, role {2}, Security Context: [{3}]]
[S120] sERAZE % #1790 [upn: {0} role: {1} Security Context: [{2}]]

[S121] [certificate authority: {2}] & T [upn: {0} role: {1}] ICSERBERRITEINFE LT,

[S122] E&: H—N\—HBEFEIRRET T [upn: {0} role: {[1BHT=D DU I T X MK {2}
[S123] [upn: {0} role: {1}] [exception: {2}] MEEEAZ DFITICKE L £ L 7=

[S124] [certificate authority: {2}] T [upn: {0} role: {1}] DEEFAZE DHFITICKE L & L 7= [exception:
{31

TN EEY LTHEET S
N5DARY MMEL VDA I—H—% O A EEB FIC. FASH—N—TERTEICOJIC
SCERCNE T,

AJd—Rk

[S201] I L FEE [{0}] IEFNRT—RIZTIERTETEHA.
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[S202] HL L ZFEE [{0})] IFEERBEIC T VX TE EH A
[S203] fk#L L =& [{0}] I¥Logon CSPIC7 IR TE EH Ao

[S204] ML ZFEE [{0]] 1&. [{4)] ICK o THERREN/zO—)L: [{2}] [Operation: {3}] T [upn: {1}]] D
Logon CSPIC7 7 AL TWE T,

[S205] I HEED T /L ANBEESNE LT -FUPH L7 Ao > b [0} & JL—IL [{1}] DFF
A SN EFEETIEDHD FHEA

[S206] MU' LT 7 AU > bk [{0)] IXEHMEFEETIEIHD £ A,

[S208] WERFIEIEN KB L £ L 7= [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4}
{5}

v a YREERASY —/N\—
NBEDARY NI A—HY—Dtyv I a > vRNIBAEZFERT 5 & FIZ. FASH—/N—T0OJIE
mEINEI,

aJ3d—k
[S301] 7V L REE: 1 —H— [{0}] IFREBRAIX— b H—RADTIEXERHD FEA
[S302] 2 —H'— [{0}] IEREBR{RE X< — b 1— K [thumbprint: {1}] ZERKL XL
[S303] 7V REE: 21— — [{0}] IFRBRAT—bH—F [upn: {1}] e —H L FEA

[S304] Z—H'—[{0})] I&. A Ea—42—[{2] ETT7OJSL[{1] ZETLTED. WRHEIRE
[{6}] D= ICRE X< — k51— K [upn: {3} role: {4} thumbprint: {5})] ZERALTWVWET

[S305] MR ED LB L £ L 7= [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4}
{5}

FAS7H—> 3> 591>
CNEDARY MIFASTH —> 3> TS H0Vick>TOFICREINE T,
nsa—Rr

[S500] FAS7H—> 3> F S04 VH B EINTULWEEA
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[S501] R SNT-FASTH—> 3> FS5 54 20— R TEFHATLT: [exception:{0}]

[S502) FAST7H—> 3> F 504 >h 00— R ENF LT [pluginid={0}] [assembly={1}]
[location={2}]

[S503] H—/\— [{0}] IFUPN [{1}] ®7H— MMIKRBL F L7 (AT 4 VEHARE I N F L 7ohh
TS0 2] 1FENEHR—ELTLEEA)

[S504] H—/\— [{0}] IFUPN [{1}] D7 H— MIEBL XL (OF A VLA I N E L 7hN
B SNIFAST ST 1D HD FHA)

[S505] Hr—/N\— [{O] ISUPN [{1]] 7 H—FICEKBLEF LI (I T1 > 2] 1F. RT7—2 R
(BN e XvtE—T [{4)) TATA VI ZIER L £ L)

[S506] 7541 > [{0}] ld. H—/\— [{1}] 75 UPN [{2}] DO5 7 ViHlE X vt — [(3)] L &
HICZIFANE LTz

[S507] H—/N\—[{O}] IEFUPN[{1)] Z7H— FTEFXEATLIE (712 {21 DXV v K [{4}]
DERITHICHAN (3] #ZXO—L F L)

[S507] H—/N—[{O] IS UPN[{1}] Z 7H— hTEEXHATLI (ST 1> [{2)] BN [{3)] &£ X
a-— L/i L/TC)O

[S508] ' —/N\— [{0}] IF UPN [{1}] Z# 7 — F TEFEATL (77 RUENRHBEEINE L
. T30 2N IdENnzHR—FLTULEEA),

[S509] H—/N—[{O I UPN[{1}] Z7H— b TETXEATLR (77 RUEBIREEINE L
H BEEAD FAS TS5 T14 0D HD £FHA)

[S510] H—/N\N—[{O}] IFUPN[{1)] Z 7 —F TEXEBATLIE (7 RLEBIZ TS5 1> [{2)]
ICE>TEMERBEINELR),

Workspace Y} FAS
NEDARY I, FAS H' Workspace & & HICFERAIND IOV ICERINE T,

AJa—FkR

[S001] Citrix Cloud &35E =+ — [fas id: {0}] [old key id:{1}] [new key id:{2}] zO—7T—> 3> L &L
TCO
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[S002] 75U RHR—bEZa—ILAESHLTWET, FasHub 7 Z 7 RH—E X URL: {0}
[S003] FAS (32 57 R [fas id: {0}] [transaction id: {1}] ICE&gINF L1,
[S004] FAS (&2 57 R [fas id: {0}] [transaction id: {1}] [exception: {2}]] NDEERICKB L F L 7=
[S005] FAS (FIRTED#ER%Z 7 5 K [fas id: {0}] [transaction id: {1}] IZ3xXfE L £ L 7=

[S006] FAS |FIRTEDERHZ 7 7 RISEEFETE FEATL T [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FAS (37 57 RO S5 EEREER T X L 7= [fas id: {0}] [transaction id: {1}]

[S009] FAS (327 57 RHh 5 OEFFRMERICKE L F L 7 [fas id: {0}] [transaction id: {1}] [exception:
{231

[SO10] FAS H—ERIFTV T T RXyE—J YV J URL ICEHGINTUVET: {0}
[SO11] FAS H—E RIFIZ Z T RICEHRINTULEEA
[S012] FAS #—E X4 Citrix Cloud B 5 D> VI LA VA VICFIATEE S

[S013] FAS t—E XX Citrix Cloud 5D > J LA VA VICFHBATE EH AL [{0)] 5HMIEE
BOYY— )L THESETEEY

[S014] V50 R —EXADMEUH L <service name> HYkBEL F L7 [fas id: {0}] [transaction
id: {1}] [exception: {2}]

[S015] EEENFFRI INTLARLS, Citrix Cloud 5D X wvE—oMRJOvoInE L
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] V5 R —E XADMEUH L <service name> H'EEIHL F L 7 [fas id: {0}] [transaction
id: {1}]

[S019] FAS (30 57 RO 58 %ZE A~ > O— R L % L 7= [fas id: {0}] [transaction id: {1}]

[S020] FAS 137 57 Rh S5 DE DA 7 > O— RIZKE L % L 7z [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] ¥ 50 RHYR—hEZa—)LOEIKBL F LIz FIH: {0}

[S022] V5T RHPR—FEZa—ILEERLELTVWET
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[S023] Citrix Cloud Z858EF —DO—7T—=> 3 VIZKE L F L 7 [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]

[S024] Citrix Cloud Z2sEF—DO—7—> 3 > %ZBA L TLE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] C D —E XDEEEF —I& Citrix Cloud IZ7E1E L £ 9 [current key: {0}] [keys in cloud: {1}]
[S026] C Dt —E XDEZEEF — I Citrix Cloud ICTETE L £ A [current key: {0}] [keys in cloud: {1}]

[S027] Citrix Cloud Z88EF¥— DX ML —SFEHKZE 7y FJ L — R L % LTz [fas id: {0}]

aJ# >
NBEDARY NI, OFF VERET VDA ICERERINE 75

AJa—FkR

[S101] ID7H—>3>OdFVICKBLE L, BB IhanWTI 7L —2 3 VEkET —E X [id:
{03

[S102] ID7H—>3>OJF VICKBL £ L7, {0} D SID Z#&RZFKETIF £ AT L 7 [Exception:
{1K2}]

[S103] ID7H—>a>Od A IckBMLEF LT, 2—H— {0} D SID I {1} TIH. HFEINDB
SID {2} TY

[S104] ID7H—>a>vOd A VICKBMLE L, 77— 3 R —E X {0} AD#ESIC
L & L7z [Error: {1} {2}]

[S105] ID7H—>3>Od 4>, O F > LTULWE T [Username: {0} Domain: {1}]

[S106] ID7H—>3>Od 4>, 77— 3 EREE —E X: {0} T. [Certificate: {1}]iCOJ #
YLTWETD,

[S107] ID7H—>3>O0F VKL £ L7z [Exception: {0}{1}]

[S108] IDT7H—> 3 > B TS X T L 72Ut XIEF [Caller: {0}]
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1>otvs g VitRE
NEDARY ME, A —HP1>ty> g VifBAE#FERAL LS & LIz TICVDAICESRE
nx7,

OJ3—Fk

[S201] IREEZAVY— b AH— R 72Ut X [{0}] IC& o T [PID: {1} Program Name: {2}Certificate
thumbprint: {3}] D7HICEFEINF L1

[S203] R A — b~ H—RH T X7 L 721 RIEF [caller: {0}, session {1}]

[S204] (R AY— M H—RY TP XT Lo AR—FA—RHR—EDEMCHRO>TVWET

EERAEER L £ —RTEK
INBDARY M. FASH—N—HELNILOBESREERIT LI SICRBINE T,

OJ3—k

[S001] TrustArea::TrustArea: sEBHEZ 1 > X k—JL L £ L 7= [TrustArea: {0} Certificate {1}
TrustAreaJoinParameters {2}]

[S014] Pkcs10Request::Create: PKCS10E K%z {ERL L % L 7z [Distinguished Name {0}]

[S016] PrivateKey::Create (7 Z - X— k F—D{ERX) [Identifier {0}MachineWide: {1} Provider: {2}
ProviderType: {3} EllipticCurve: {4} KeyLength: {5} isExportable: {6}]

[S017] PrivateKey::HlIFR [CspName: {0}, Identifier {1}]

aJa—Fkr
[S104] MicrosoftCertificateAuthority::GetCredentials: {0} DIERHIFEEINE L1
[S105] MicrosoftCertificateAuthority:: SubmitCertificateRequest [5& DIX(E LS — [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest sERBEZE D FEIT I E L 7= [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - EZ2fF5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]
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IR —-DIT—AyvE—>
ZOto 32Tl WindowsOJ 74 > R—STCA—H—ICRRINDZ—BEHRITS—Xvtz—
CE—EBRRTLET,

RAINBIS—AytE—2 AL SR

BRI —RBFLIFNZAT—F AYEa—R—Id. BYRERES CWEx—
ZRFOTVWB LR L TULWETH. Kerberos
KXYy bO—S—hEEEESTLEL
1= TDFEED TKerberosds) £ 3>

2ERLTLIZTL
VRATLRZHBIZOTF I TETEEATL RXA>arbO—-5—ICERTETFEA.
foo BRICDBRBMERIETETEFLEATL Flcld. RXr>3>bO—-5—-HMIXT—+
foo BRIV R—FTNTULEEA A— RERELZ Y R— h § BERAE TR SN

TWEHA, RX>a>xbO—5—%
TKerberosiBsEl « TRXr/>a>vbhO—
Z—8EEl « Feld TRXr>a>bhO—
Z—1 FEBRZEICERL T IZE W, BIEDE
BRENBMICRZAZHZBETH. Chzal 9
BlEdHD £7,

SRATLIEH BT OT A TEHEVETREY FRRIEERAE )L — hEERRE A O—AJLa Y

NHOEY, FWEHFEAINIAY—FA—FR Ea—&R—ICA YA =LTNTVLFEEA,

FAERRZIXEEINTULWEEATLT MBERZEC R HF—TVT7 IR NTIF v
BB LTLLIEEV, (jajp/federated-
authentication-service/2303/config-manage/
troubleshoot-logon.html#certificates-and-
public-key-infrastructure).

RIEAHRER CHILEE. SIEAZEDILEMEEN EL < RE
TNTUVAEWLD. FIFRSATF—HETETS
(<2048 v k) TrERLED,

B

« AN—bAH—FOTFVRICK XA &S % (http://support.citrix.com/article/CTX206156)
« AN—bAH—ROTA VRIS —

« CAPIOY DB

« KerberosOZ OBE#1L
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https://docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10)
http://social.technet.microsoft.com/wiki/contents/articles/242.troubleshooting-pki-problems-on-windows.aspx
https://support.microsoft.com/ja-jp/kb/262177

JITL—Y3VEEEY—EX

e U—RN—TA DB TAY— b A—ROATA > ZBMCTEIOHDHA KA >(https://
support.microsoft.com/ja-jp/kb/281245)

PowerShell AV > FL w b

SUTIWEBERICIE. 7T L—2a VRS —EX (FAS) BRIV Y —IILZFEHETEXY, &
72L. PowerShellf 2 —7 =1 RIZlF. KODBELBA T arABEEIATVWEY, OVV—JL
THRTEARWA T a>ZFERTI3FENDDEEIFE. CitrixiFHERKICPowerShell DA Z R Y
BZICEHELED,

IO K. FAS PowerShellA<W > RFLw bEEMLZE Y,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

PowerShelly «« > KU T, Get-Help \<cmdlet name> ZFERLTIOY> KLY FOANIL TERRT
TET,

FAS PowerShell SDKOY > R L w bDOFFMIC DLW TIE. <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/
latest/> ZBBLTLETL\,
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EBE7—*70F+%

IEC®IC

Federated Authentication Service (FAS) (&, Citrix® J>7R—%> ~kT&hbD. Active Directory 5EFA
MECMETAET, A—H—D Cirx RIERNTY—LL ATEREESNZ e ZAERICLE T,
CORFaAXVITIE BRICBLESEIEARAET—FTIFvICOVWTEHBALET,

BT B L. FAS IFO—H —FRELDRE Z [EF S N/t StoreFront —/N\—ICEFEL £ 7,
StoreFront |Zl&. RFTD Web 77/ O — B D VW THEBERINBIENLEAAHRIEFT T 3
OB D StoreFront SDK F7cldH—RN—FT1 D IS 3740 > FEHAL THRBEICHETE X
Yo BANBRFKETEZIE. Web 1 MIA—H—%REITET2H5WZRATY/ O —%.
Citrix Virtual Apps & 7z13 Citrix Virtual Desktops™ BHEADOT A VIERATE 3L DICHR o7l
ET9,

CORFAAY MTE EESHETIEC. by TLANLORET—F 70 F v OFIC OV TH
AL,

- NEBRER
« DRIV IRT—bFUTADERA

ADFS SAML

B2B7 ho > hwEVS

o Windows 10 Azure ADADEN

BEET S FAS SEEANDY VIR EINTVWE T, IRTDT7—FTI7F¥ICDOVWT, 1R
F—ILERBRDEEENFAS Dty F 7Y FICETREER) 7 L VYR EBDE T,

T—XT I F v DEE

FAS |&. StoreFront | & o TEREE & 117z Active Directory 1—H'—(CfHh>T. A¥—+rH—K ¥
SADAZEZBEFMICKITIZ L ZFAIINTUVE T, Chidk. BEEIYEII—LA—R
F7OEY3aZ>JTERY—ILEEED API ZEB L £9, I—1—7D Citrix Virtual Apps™ £
7= Citrix Virtual Desktops Virtual Delivery Agent (VDA) IZfB &N &, SERRENT I VICT
ZyFEN. Windows RXAUNIAT AV EBEDIAT— M H— REREEE LTERHL F T,
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I—H—H Citrix TRIEAND 77X ZEKRT % &. BTN StoreFront™ H—/\—I|% FAS IC#&
Bl ¥ 9, FAS [, BE— Citrix Virtual Apps 7z Citrix Virtual Desktops v > 3 > HZD
Ty aVOMBAE TR T A ZHATEZIF Iy b a5 LE T, VDANRI—H—%5R5E T
PRENDBIHE. FAS ICEEILTFT v b 23| EHRA LY, FAS DANI—F —SERHZOME
F—ICTIERTEEX Y, VDAL FSFAETEHRITIBMNENHBBLE LVESLREFZ INRT
FAS I[CEE T 2HENHD FT5

RODOBEIE. FAS B Microsoft ZERRHERE L 15 L. StoreFront & & U Citrix Virtual Apps and
Desktops™ Virtual Delivery Agent (VDA) (CHR— b —E X ZRHE L TVWBFFZRLTULE
ER

t Synchronization _‘h
~ B i< <=
= Request|Certificate

SAML IdP Active Directory Microsoft
[ADFS) 4 Certification
T i Authority
g
c <+ 1
: $8/ -
b= \'\ 287 Assert Access Logon
s / T ——— .
I 58 Identity . Certificate
. @ §5;
S YN Federated
g - Authentication
-4 & =
‘ -~ Service
__ o~ Nfuse h Y Citrix \_
| SAML token Citrix AG Basic h protocol Brokering
e SEE— —_———— — ~ —r—.—
Protoco
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

R EFH
FASICED., A—H—IXTFIFELRFBAEA T 3> (Kerberos> VT IWNH AV F 2% ET) %=1E
A L TStoreFrontiCZRICEREE L. TTRICEREE S NLI=Citrix HDX™ME w3 VICEHRTET X J,

CHICED, A—H—BRBERPAI— b H—RDPINE AT S 7O T 7% L TWindowss3EE
PABEICED, VI A A —ERRBRED MRESNTNZAT—REIER) ez FERT
ZRBHHD FEA. ChUE. LUEID/N— 3 > DCitrix Virtual Apps THIFRIBETS o 7=Kerberos
BN SZEOT T T B SRR B ODICERTIFT,

IARTOA—H—F. TVRKRAVETNARICAIY— M A—RTAOTA Y LTVBRIHESHICH
MOod. Lyl aYATRE#RIVTISANIIFv (PK) SEEEICT77EATEZXY, N
IC&D. AR— b A—R)—H—%EFLLBVWAI—r T4 20RTLY FREDT/INAZAHNSET

b, ZEBRFAETINADAL—IBBITHABEICERD £7,
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COEMTIF. FASZEEITI B LULWI—N—DEmMEh, CoT—N—Fa1—H—IcHb>TR
N—hA—RISRADEAEZHKITI2HEEZITF>TVE T, CNOSDIEAZFIF. AY—FAH—F
OJF HhMERENIAD K SIS, Citix HDXRIEDQ I—H—t v > avicOd 4+ >33 7DIcfE
BEhZxd,
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key




JITL—Y3VEEEY—EX

Citrix Virtual Apps % 7z1dCitrix Virtual DesktopsIRiEid. A¥— ~A—RFOJ 7 > EEKRDHETHE
BRI BBENHD £T, ZHIFCTX206156ICEEH TN TUVET,

BEORBETIE. BE. RXA IS L TUWABMicrosoftSEFB#EEAFIBEBIEETH D, RX1 Y
A2 rO—F—ICRXAM > FO—F—EEHNENDHTENTVWBR 2 ER T BT THE
HETF, (CTX206156D TRXA A MO—S5—iRRZORITI T aryaB8RBLTLLES
Lo )

HEIER:

e F—F. N—FOxzT7EFX2VTAESa2—)L HSM) FHIFHAAAD ST YRTSY
E7a—LEZa—IL (TPM) ICRETETET, FMHICOVTIE. WEEBOREDIEE2ESE
LTLLETW

o 1A R—JLEEHDEEETIE. FASOA VR M—ILAECEBRAEICDOWVWTEHBELTWLE
ER

IV ORTF—boz1DRERH

Citrix Gateway R IERERRRM C U TWE IH StoreFront& R 77IZ7%: o f=Citrix Gateway % B/
« RAEDEBELRA > b %ZCitrix Gateway BFICHEEI L £9, Citrix GatewayIC i&. £FEDWeb

A MNDOVE— LTI R ZRETILDICHEATEIISELRRAS LUERL T arhg

FNTVETD,

C DERIE. RAICCitrix Gatewayll5RsE L. £DRI—HY—t v aoIilOJF > TI3RICEE
THRERBOPINOY b ZzEB T 37OHICERATETET, F/co ADNRT—RPRY—H—
RzRENEBEEETIC. BERCItrix Gatewaysest 77/ A —%=FERAI 2 HHREICL XY,
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ik IS name labe Sut v] intual machine

Pl add 5t
2.54 df22436f-d4f3-4Gae-beTh-64T3cdaeefca DomainCentrol

GENERAL DNS name label (optional) &
gs > i domzincontrel-citrozamidemo
Properties > .
westeurope.cloudapp.azure.com
Il settings

& Configuration >
.E_:\c;
®

RESOURCE MANAGEMENT
Edit & Tags
& Locks

il Users

R R

B3 Eqort template

_ DI TIE. domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com& LW 5 DNS77 R L X
ZRXA>a>bO—Z—IC8IDETET,

) E— MMERNTET L5, Web Application Proxy & Citrix GatewayDVMD & HY/NT 1w JIP T
RLRZBEMICTRZRELRH D CITEELTLIEEI V. BEFIE. NTU v IIPTRLIDER
BADRDP7 7 AIEHAINE YD),
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EFXaVTFoTIN—TZ2BHTS

Azure7 2T RIE. EFaUT LT ERALT. 12—y kHSVMADTCP/UDPT ¥
TR TBT7AT7 04— ILIL—IIZEELET, T I ETIE. INTOVMARDPT It
2=HFE L £, Citrix Gatewayd & U'Web Application Proxyth —/N\—%. R— F443TTLS%5F
Al ARENHD £7,

r B8R P
SUPPORT + TROUBLESHOOTING d, 0 outbound SUPPORT + TROUBLESHOOTING
Associated with
B Auditlogs > 0 subnets, 2 network interfaces H 2uditlogs >
& New support request > & Mew support request >
GENERAL GENERAL
tings =
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DNS servers » ™. Outhound security rules »
@ Metwork security group pd B Metwork interfaces >
Subnets >
RESDURCE MANAGEMENT

ADFSEIFAE Z1ER T %

MicrosoftsEFA#%REI TWebH —/N—SERRZE T > L —FZEBMICLE T, CNICED. h XA L
DNS7 RL ZZ#FDiBAEZER L. MERZZO Q) pix 7 7AILICZIRR—FTEEFET, C
DFEFREIFADFSH —/N—Web7 TV —> 3> FOFSH—N—OBEHFICA VA M—=ILT 34
ENHDTHD. PRXT7MILDHREINZ A T3> T,

UTFoH 7oy b TWeb Y —N—FEREZHKITL £,
s JEVF—L:
o adfs.citrixsamldemo.net
- BV MBS

o * citrixsamldemo.net
o fs.citrixsamldemo. % k

o enterpriseregistration.citrixsamldemo.net
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5 L1}

@ Consolel - [Co
File Actien V )
& Fie 2\ subject | General | Extensions | Private Key | Certification Autherity
- * .4 i =l Certificate Enrall The subject of a certificate is the user or computer to which the certificate is issued. You
] P
[B Cansole Root can enter information about the types of subject name and alternative narme values that
4 G Centficates (L can be used in a certificate.
4 7 Personal Request Certificatd’ | ¢ piect of certficate
= i The user or computer that is receiving the certificate
__ == Certifig You can request the fiol P 9
b [ Trusted Re click Enroll, Subject name: : :
b [ Enterprise Type: CM=adfs citrisamldemno.net
b Intermedig |
. on n
b (2 Trusted Pu [] Cemputer |£orn an name
= Value:
¥ :' Un‘_trustbd [w] Web Server
b ) Third-Part 2 Moreinfo |
b [ Trusted Pg : Alternative name:
b7 Client Aut The following opt T
b= Remote D¢ EeyusagE e * citrisamldemo.net
b ] Runtime_T] St |DN5 fs.citricsamidemo.net
b L] Smart Card iy B Yalue: ent istration.citrisam
- Valid od
I [ Trusted Dg ity pen |
[[] Show all templates

FEEREZ. NRAT— P TRESNIMERZIO Tpix 7 7 MIILICT IV RR— b LET,

Azure ADDtEY K7 v
OIS a>rTlE. FILWAZure AD1 X2V R %=ty 7w L. Windows 10% Azure AD
ICBMEE37HICERTET 32— —IDZER T2 7O RICDODVWTEHFLCEHRALE T,

FLOTALIMIEERT S
U5y UAzureR—2)LCOTF Y Ly HLWT 1 LY MU ZERLET,
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Add directory

DIRECTORY
Create new directory
MNAME
CitrixSAhLDemo
DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

TTIBE BER-—IDPRTINET,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

",

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

FO—/NI)LEBRED—H— (AzureAdmin) Z{ERR T3

Azure T/ O—NIILEEBEZERL (COHITIX
AzureAdmin@citrixsamldemo.onmicrosoft.com ). FTLWFZ AU Y hTOJF Y LTINRT—

FERELET,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

R XA >% Azure AD ICE8T 3

EIE Tld. 21—t —IE <user.name>@<company>.onmicrosoft.com DFERXDA—ILT7 KL X T
FAITNE T,

CNISENMFRERLTHRELEXF I BEERXDX—ILT7RLA, TENEIVRI—H—0D
X=)LT7HOY rEe—HTD2HDNEDBEYITY: <user.name>@<company>.com o

FXL>DEBM7Vavid. EEOSHDOR XA IO 5DO)AAML I b EERELET,. ZDOF
Tld citrixsamldemo.net Z={EAL 9,

VTGN HAOFODI-DIC ADFS #RET 3EBAIE. FT VIRV IRAZBMILET,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

Azure AD Connect 1 VX b—JL$ 3

Azure AD #&R{ GUI ®F|IE 2 T. Azure AD Connect @ Microsoft &7 > O— RR—J|URA L
JhENET, TNZEADFSVMICA YA M—=JLLE T, ADFS A I a UhFAETET S LS.
Express Settings T|d7%: < Custom installZfEFA L T 72 &L\,
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Install required components

Express Settings
Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

asting SCOL Server

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous

© 1997-2026 Citrix Systems, Inc. All rights reserved. 127



JITL—Y3VEEEY—EX

UENCER LI-BBE 7 H D> b TAzurell#Ei L £ 95

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

RERADT # L X b &= EIRL £95
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

IARTDL A —Active DirectoryZ 72 7 b%&Azure ADE[EIHBEL £ 95

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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T4 LY MUBENBMAISS. O 4209251 —H—Z#/Al 570l - —BH+7I(C
—ETHBLICHRB N TEERTD,

Express Settings
Required Components
User Sign-in
Connect 1o AZure AD
Sync
Connect Directonies
Domain/CL Filtering
Filtering
Optional Fealures
AD FS Farm
Azure AD Domain
Configure

Venfy

Ty MMIHIBRL XIS

Uniguely identifying your users

Select how users should be identified in your on-premises directories, (7]
® Users are represented enly once across all directories.,
) User identities exist across multiple directories. Mateh using:

2 Mail attnioute

ObjectSID and msExchMasterdocountsIDymsRTCSIP-Originators|D
SAMAccountMame and MaillMickMName attnbutes

& speacific attribute

CUSTOM ATTRIBUTE

Select how users should be identified with Azure AD.

SOURCE ANCHOR @

| objectGUID |~
USER PRINCIPAL NAME €

| userPrincipalMame |"

»atinbutes

TIAINEDTAIINRI D TF T a>eRIFANZD A—F—ETNAXAZ2/EDTI—T
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

WBIZIG L T Azure ADD /N T — R % Active Directory Y RIEA TE £ 9, Z1UFBEFE. ADFSR—
ADEBEEICIIREDH D FH A
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Optional features
Exprass Settings
Required Compenents Salect enhanced functionality if required by your arganization.

er Sign-| .
US r I(_'|I'I n _I Ex ."|=."|'_..= “:. ong .'tP'!'.|.'_.-""‘:.=!'| e

Connect to Azure AD
] Azure AD app and attribute filtering 9

Sync
[] Password hash synchronization @

[ Password writeback

Connect Directories

Domain/CU Filtering

Identifying users [ Group writeback (7]

Filkening ] Device writeback ﬂ

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Damain Learn mare sbout optional features
Configure

Verify

AD FST{ER 9 AEFBEPFX 7 71 )L &ZER L. DNS% & L Tfs.citrixsamldemo.netz387E L %
ED
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&% Microsoft Azure Active Directory Connect

Express Settings
Required Components

User Sign-In

Connect to Azure AD
H Sy

Connect Directories
Domain/GU Filtering
|dentifying users
Filtering
Optional Features
Federation Servers
Proxy Servers
Credentials
Service account

Azure AD Domain

Configure

Verify

AD FS Farm

I Configure a new Windows Server 2012 R2 AD F5 faim

Use an existing Windows Server 2012 R2 AD FS farm

Specify the 550 certificate used to secure the communication between clients and AD FS,
® Provide a PEX Certificate File
) Use a Certificate installed on the Federation Machines

CERTIFICATE FILE a

| C\Users\Fred CITRIXSAMLDEMO! Desktop\adfs.pfi |
SUBJECT NAME SUBJECT NAME PREFIX
|",|:itrixsamldemu.net Ivl |fs | G

FEDERATION SERVICE NAME

https://fs.citrixsamldemo.net

___reics JHINNNTI

TOF > —N—DRBIRERD 5NT5. wap.citrixsamldemo.net b —/N—DF7 KL XZ AN L F
9o Azure AD Connect MBI TE 3L SIC. Web 7 U= 3> 7Ox>H—N—TEEEL
L T Enable-PSRemoting -Force AY >V R L w F 2 EITTZ3RENHIHBELHD £7,
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Components Specify where to install web application proay.
User Sign-In SERVER
Connect 1o Azure AD | Type a server name or [P address Add
Sync
Connect Directories SELECTED SERVERS

Damain/OU Filtering ﬂ VDAcitrixsamldeme.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD FS Farm

Federation Servers

Proxy Servers

Credentials

Service account

Azure AD Domain

Configure

Werify

[

1) E— b PowerShell DIEFEMEDOREICE D COFIELRELI-EZEIE. Web 7 ) ir—
ayvOx oY —N—Z%F RXAICEMETETHTLIEIL,

T4 —ROEDDFIETIX. ZEDBEEBEENIAT—REFEHRAL. ADFSOY—EXT7HI >+
FER L E 9. D%, Azure AD Connect |[£ DNS YV — > DFFB1EZRIET 3 &S ICKRD X T,
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Azure AD Domain

Express Settings
Required Components
User Sign-n

Connect to AZure AD

Sync

AD F= Farm

Cradentials

Configure

Verify

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory.
pomain: @

|citmsamldemo.cloudapp.net 7

Connect Directories
Domain/OU Fittering
Identifying users
Filtering

Optional Features

Federation Servers

Proxy Servers

Service account

Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to

the DNS settings.

TXT record:

Taxt: M5=ms59661451

MX record:

Destination: ms59661451.msv.invalid
You will need this setting in place to complete AD FS installation.

|| Learn more about verifying DNS ownership for Azure Active Directory domains

TXTLO—REMXLO—RK%ZAzure D DNS 7 RL XL O—RIZEML 9,

HAME TYPE
=] N5

=] S04

= TAT

fs CHAME

TTL

172800

3600

3600

3600

WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

ms70102213

adfs-citrinsamldermoawesteurepecloud., |,

Azure BIBOVY—ILTRE 22V v oI LET,

CitrixSam|Demo

&3 USERS GROUPS APPLICATIONS DOMAINS
DOMAIN NAME THPE
citrbesamidema onmicrosoft oom Basic

DIRECTORY INTEGEATICMN COMNFIGURE EPQRTS LICEMSES
STATUS SINGLE SIGEM-0N PRIMARY DORMAIN p
S Active Hot Awailable ¥es
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CDOFIEH LB L 1=EE1%. Azure AD Connect #E1T T 3BIIC R XAV ERIETE 7,

ETTBE. BT RL X fs.citrixsamldemo.net 7R — + 443 B TEHINE TS

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:
10:0.0.13

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

Previous Verify Exit

Azure AD Join ZBRICT S

A—HF—HBX—)LT7 KL X% AHLTWindows 10H’Azure ADEMZERTTEBRLDICT B &L
DNSH 7«1 v X%ZERLT. ADFSZ1{59CNAMEDNSL O—RHDERINET:

enterpriseregistration.\<upnsuffix>,

ZDFTIE. ThiE fs.citrixsamldemo.net T9,
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enterpriserezstration. citrcsamidemounet E
Type

CHAME |
= TTL TTL unit

1 + | Minutes w
Allias
[ T citrimsamibdemo net W

NEIEERRKES = E L T LR LESIE. WindowsHhADFSH—/N\N—%{E883 3L SIZ. ADFS)L—
rEERAZAWindows 10V E 23— —ICA YA R—=ILENTWVWBR I e ZBERELTLLIET L. Ual

ICERSNTAZEDI—HY—THU Y b EERALT. Azure ADR XA UBMZRTLET,

Let’s get you signed in

Work or school account

George@citrixsamldemo.net u

Password

| forgot my password

Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

-

X

UPNIZ. ADFSEXA > AV FO—F—ICEL>TERHBINBUPNE—HTEIHNELNH B CISER

LTLIES W,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Finish

j
IOVEBESL. A——DOX—I)IL7RLAZFEALTOY A > 95 T, Azure ADEIH

B Ll e zfsiLEd, OJA > L7175 Microsoft EdgeZz#c&) L T <http://
myapps.microsoft.com> ([CHEELXT, vz TH A MIBBNICO VTN Y A VA V=2 ERTS
139 TY,

Citrix Virtual Apps X & Citrix Virtual DesktopsZ -1 > X b—JL§ 3

BEDHET. Citrix Virtual Apps & 7= 13 Citrix Virtual DesktopsDISOh 5 E#E. AzurelZDelivery
Controller58 K UOVDAREY S V%A VA M—ILTEEXT,

_ DFITIE. StoreFronti&Delivery Controller& B L —/N—ICA YA b—=I)LENTWLWE T, VDA
I&. Machine Creation Services fiEE9IC (Fef2L. A7 3 > THEMARE) « XRE2>Y K70
>~ @OWindows 2012 R2RDST—HA—C LTA YR b—ILENF T, K19 DFEIC. 1—H—
George@citrixsamldemo.net BN/NA T — R TEREECEIF B & SR L T 723 LY,
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« 16 e Y

Citrix StoreFront : [ -

DESETOPRS

Q, bearch Desktops

Details

Controller C Set-BrokerSite —TrustRequestsSentToTheXmlServicePort $true PowerShell 1<
YRLy bZEETLT. StoreFront™ABR 1 —H—DEMRBERGZL TRAETETDLDICLFT,

Federated Authentication Service 1 X =)L 93

ADFSH —/N\—|ZFAS%Z - > X k—JL L. Delivery Controllerh{S%8 & f17=StoreFront& L TH#EET
25— EEELET (ZDHITIE. StoreFrontidDelivery Controller& [& LVMIZ 1 > X
F=ILETNTWBT®) o 1A b—LEBRZBRLTIEEETL,

StoreFrontZ 83 3

Delivery Controller® > E a2 —R —fEEAZEZER L. R— b43DUSNA > T 1 VT Z/RE L.
StoreFrontdRN—2X 7 K L X % https:ICZE L T, ISE StoreFronth’HTTPSZER T 3 & S5 ICHER
L,

Modify the base URL for services hosted on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server group.

Base URL: | https://ddc.citrizsamldemo.net

StoreFront A’ FASH —N\N—%ZFHAT 3 L SICBHL (17 VX =)L #EDPowerShellx 71 7
ZEA) . AzureATARIBBICT A M L. FASH—N—DA R hEa—T7—%HRLTOJF >
HFASEFERALTWAZ xR LE T,
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File Action View Help

e 2

| AU Application  Mum
[ L Custem V
4 L Windows

Date and Time Event ID  Task C..

] Applic ¥, Information /3172016 S47:35 AM Citrix. Authentication.Federated AuthenticationService MNone

i) securit (@) Information 5/31/2016 2:47:35 AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] a5 authorized by [ \DDCS]

Log Mame: Application

StoreFronth’Citrix Gateway % {FR 33 & 5 ICHERT 3

StoreFrontBIE 1> Y — )L DRREEAZEDEEGUIZER LT, StoreFrontHCitrix GatewayZ £ L
TEREERITI B L SITERLE T,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

Citrix Gatewaysill A 7> 3 V&S BICIE. Secure Ticket Authority (STA) Z 48 L. Citrix
Gateway7” KL Xz L £95
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

StoreFront\D> >V JILY A1 A VRICHF L WAzure AD7 U r—2 3
VERIBRT S

Z Dt U 3> Tl TIEAzure Active Directory Premiumt 7 X2 1) 72 3 U H b E 7% Azure AD
SAML 2.0 YT INTA > A Uikez AL £9, Azure ADEBIEY—ILT. ILWFZFUI—>3
EERL. F¥IV—DSTF7FVITr—2 3> BMZEIRLE T,

APPLICATION GALLERY »

Add an application for my organization to use | o

FEATURED APPLICATIONS (1T) NAME
Add an unlisted application miy

I cusTom ‘ “ arganization is using |5'°FEFF°“1 |

ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are
using, and add it to explore single sign-on

COLLABORATION (314)

integration options,
CONSTRUCTION (3)

CONTENT MANAGEMENT (37)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

fcusToM > fBEHMER L TWAKRERO 7 TV r—> 3 %8I Z2:&RL T 12— —HOD
FHLWARRLT TV r—2 3>z L £

74 AV DER

TIVr—o3> D74V LTERT 378, 215 x215E 7 ILDOBEIRZER L. R—IIC
7“/ jl:l_ l\“ Li?o
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properties

APPLICATION TILE LOGO

cifrix

SAMLEBEE DR
IV —=2 3 Ay aR— ROBER—JICED. OV AoF 0K #FRL
9,

storefront

&3 DASHBOARD  USERS AND GROUPS  ATTRIBUTES  COMFIGURE

StoreFront has been added

[ Skip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure cingle sign-on access to this application,

Configure single sign-on

CDOEMTIEISAML 2.0585F 2R L £9, C1d Microsoft Azure AD> VT I A >F > IC
oL £ 9.
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

isi Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

BAUFIIERDOXFHICTEEXT (Citrix GatewaylCIRIE SN BB E—HT ZHENDHD X

) o

CDOHITIE. BBEURLIZCitrix Gatewaytr —/\—_E® /cgi/samlauth T35

COMFIGURE SINGLE S1GM

Configure App Settings

o

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

RDR—T|ZIE. Citrix GatewayZz Azure ADNDFERAZFABE L L THER T 3 1OICFERAINBIE
WHAEENTVET,
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2008 1120620 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Dowmload Metadata [(XiL) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
hitps:/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5e484c62e/

SINGLE SIGN-OM SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE URL

hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

Base 64ADEfETNI-EBRAIMBEEA T >O—RF L. Y1 VFYURLEY 1 7 FURLZE O —
LEd. TN5IEETCitrix GatewayDIEREEICEE D F1F £ T,

TV r—>a>z1—4—ICBIDYTS

REBEDZATYIF. 7FVr—3>zBMCLT. 2—H%—0 myapps.microsoft.com) 1~
FPO—IR=ZIZRTEINBLSICTBIETT, Ctd TUSERS AND GROUPS| R—IT1T
WEF, Azure AD ConnectiC & > TRBASNIER XA > A—H—THO Y MIT7OEXZEIDH
TEY, DT HTY FHFERTETEITH. ZN5IF\&IGuser>@\&It;domain>/NZ — 2 ZEHLL T
WARW=o. BBRMNICIYEY T TRI3HRENHBD X7,
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storetront
&3 DasHEOARD USERS AMD GROUPS ATTRIBUTES COMNFIGURE
SHOW |AII Lzers w v 4
DISPLAY MAME USER MAME JIB TITLE DEPARTMENT ACCESS METHOD 2
Azure Admin AzureAdmin@citrixsamid.. Ma Umassigned
George User george@citrixsamldemo.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21a7es060dd... Mo Unassigned
o ~ W
MyAppsX—>

TI)r—= 3 oh B EnNd . 1—1%—D <https://myapps.microsoft.com> (C7 Tt X
L7IzE &S, Azure7 75— 3> D) A MIRRENET,

B Access Panel Applicatior X+ — O *
é > O | [ELJ account.activedirectory.windowsazure.com/3) ﬁ' ‘ = &A ﬁ
Microsoft Azure george®

applications  profile

cClfrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy

L

Azure ADICEIML TW3IBE. Windows 10305 A > LfcA—H—ICx L TAzure 7 7 & —
NI VINY A A EYR—bLEY, PAOA0E I I3, T 7HFIFLUEIIC
R S N 7=SAML cgi/samlauth WebR—JICHEE L £,
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TG4 >F > URL

Azure ADR W a R—RODT7 V5= a3 VICED Y, 70— a > THRIERRERY VT
IWHA A URLATEEX Lo TOURLIE. WebT SO0 Vo %BHELED, 21— —%
StoreFrontiCBFEFZETIAA— M X Za2a—0D>a—bAy bEERLED T3HICERINE
ER

quick glance

APPLICATION TYPE
Web application

PUELISHER

URL

SINGLE S1GN-0M URL

https:/myapps.microsoft.com signing

@ View usage report

CDURLZEWeb 7 ZUHICBED 13 T, Azure ADIC & » TELRIICHERL T 17=Citrix Gateway cgi/
samlauth WebR—JICU A A LI hESNBZ e zRBLE T, CndBIbETonfcaI—H%—IC
D HKEEE L. Windows 10 Azure ADENIEAOTF >ty avIcRLTOAI VT IV A 27
UERMHELET, (OI——(IAzure ADBRIBHROANZRDESNET, )

Citrix Gateway®D - > X b —JL L {8k

BRICUE—NT7I7ERT370HI1C. ZDFITIENetScaler (ERTEIXCitrix Gateway) % E1T79 35!
DOVMZFERL £9, ChidAzure StoreSBBATET F Y, CDFITIFE. NetScaler 11.00 Bring
your own Licensel] N—> 3 V& FHLE Y,

NetScaler® VMICOJ A > L. A—H—HERELT- & FITIBESN-BERIBHREZMFEA L T, Web
TSOHFERZPT KL XIZ@EITE T, Azure AD VM TIE. nsroot1—H—®D/NAT—RELZEF
ZRBEHARHBZCICEFELTLIETL,

A4 RAEBML. FES51E> AT 70ILOEBMNEICEREES%1EIRL. DNSUYVILN—%
Microsoft R X-r > > bO—Z—IC@lT £ 9,

Citrix Virtual Apps and Desktopsty F 7y U1+ H—RERTTS

ZOFITIE. SAMLEAE LTS Y FILEStoreFrontii 8 %28 T2 D SBHET. TDORERBAHE
BEL7=%. SAMLOJ F > RU S —%EMLE T,
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XenApp/XenDesktop Setup Wizard

What is your deployment

o,

(..
o Single Hop

oi-
¢
+
I

Client Internat Access Gatway

What is your Citrix Integration Point?
storefront [

=
% <- —
E

1ZZE D Citrix Gateway StoreFrontiRE % #IR L £ 9, Microsoft Azure TER$ 3155, CDFITIE
R— M43 TIFHR < R— b4433% B L £ 9, F7l&. Citrix GatewayEEWebt 1 ~ZR— Mg

EXEIFBIYEYTTBIEHTEED,

MetScaler Gateway Settings

MetScaler Gateway P Address®
w . 0 . 0 . 18

Port”
4433

Virtual Sarver Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 1o secure port

BRIEDIcD. COFTIET 7AMIILICREFESNTVWEBEDO Y —N—RECWEBEXF—27 v

I:I—F\L,i—é'o
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Server Certificate

Certificate Format®
[ pem ™

Certificates Fila*

|n5.citrixsamldemn.net || Browse ],|

[w Private key is password protected
Private key password

ot

AD7HOY NBEDHICKRAL>YAY N O—5—%BRT3
RXAYOAY FO—5— 37 ATy MERICERAINZ D, ZOIPTRLRA%E S5 < RS
HEICEMLET, 41 T7OVRYIRDE T4 —IL R THEFEINIERISTEL T EE 0,

Pnmary authenticabon method®

| Active Directory/LDAP ™|

IP Address*®
|1::n_u .D.12||_]IM

[] Load Balancing
Port*

| 389 |
Tirne aut (seconds]

E |

Base DN*

|CN=U5HS,DC= citrizsamldemeo DC |

Service account®

|CN=internaI3dmin.CN =Users,DC= |

|| Group Extraction
Server Logon Mame Attnbute®

|userPrindpaIName |

Password"®

Confirm Password*

||-u|-|||"-| *‘i"|0'

Secondary authentication method®

| Mone |

. [

StoreFront” F L X &8 J 3

CDBITIE. StoreFrontiISHTTPSZFER L THEBA SN TWVWS . SSLZONIILA T 3> %xiE
RLET,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

Citrix Gateway D BRI Z BT 5
Citrix Gateway|l#EHi L. I—H—RE/NAT— R TR D RINT A 2R L £ 75

. B bttps/ns citrinsamidema’. 2 = & © || B MeScaler Gateway 5% Citrix NetSealer VPX - Canfigur. ok L

NetScaler with Unified G

Please log on to continue.
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Citrix Gateway SAML EREF 7 R— FZBRICT S

StoreFront T SAML Z{EA T 3 A&l 1D Web 1 T SAML ZERTA3HEELTUVLE
9o NS_TRUE DX TH LW SAML R > —%EML £

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML

Server®
| Aruredd E” T ?\

Expression®

| . - .
Operators = || Saved Policy Expressions - I| Frequently Used Expressions -

WS_TRUE

LUETIC Azure AD DSBS L7188 EZFERA LT, HTLUL SAMLIAP ' —/N—%# L £ 9%
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Create Authentication SAML Server

| Create Authentication SAML Server

Name*
Azuread

Authentication Type
SAML

IDP Certificate Name®

AzureADSAML v e
Redirect URL"
291-4c20-9826-14d5e484c6 28 /saml2

Sin

L
"

yle Logout URL
29f-4c20-9826-14d5e484c62e/5aml2
User Freld

userprincipalname

Signing Certificate Name

lssuer Marme

hitps:/ins, citrixs amldemo net/Citrg

Reject .,n:.qr:('d Asterbon”

ON v
SAML Binding®

POST v

Default Authenticatson Group

Skew Teméming)

-
255
PLL - F -
1-.1-"F F .- il
ntermetProtocol )
ntemetProtocolP assword W

-

-

o ) i

IYRY—IYRYRTLEREET 3

Azure AD ICEBREINTWBR 7 AT Y hZER LT, Azure AD &1L TL % Windows 10 7 X
7 by ZicOg# > L %9, Microsoft Edge ZH#ZE# L. <https://myapps.microsoft.com> [C

L £ 9,

Web 75 UH(CIE. A——D Azure AD 7 TN 75— 3 UHRRENBIET T,
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E Access Panel Applicatior » -+ — X

O
& (@) 8 windowsazure.com b e = @ @

Microsoft Azure george®

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

: 12:28
[} N L e e - d
SR Search the web a AR B 01/06/2016

TAAVHE V) WO TR, SREEEINT:- StoreFront —/N\N—ICUA AL I NINB e #REEL
95

FEfkIC. 2T ILYA>F > URL ZEH LI-EFEES . Citrix Gateway -1 A DEBEFEEGH
Microsoft Azure IC A AL &N, TTICRZAZCzBERBLED,

=REIC. Azure AD (ICEBIIL TLWAWIY S >HEL URL THEET D ez LET (=720,
RHIDEFTIE Azure AD ANOBRTRMAS VTN A AU RELEY) »

&%

Azure TVM Zty b7y T 3BICIE. UTDOEEA TS 3 V=BT I2RENHD £9,

NTUwOIPF7RLAEYDNS PRLA%ZIRMTS

AzurelZd IR TOVMICRER Y 72w F EDIP7RL ZZHELEFT (ZOHITIXL0.x*%) o T
THIETIE. NTUYIIP7RLIABIEEIN. BINICEFRINBDNSSANILTERTE X
ER
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& RO @ RO
P addres
- ORT -+ TROU
DHS
Runaing - H Auditiogs b3
Lacation
West Europe i Mew support request >
iith
ENERAL
Subscription 10 ——
df22436f-d4f5-26ae-beTb-5479cdaeefca . HE Propert 5
! Properties
I settings =¥
& Configuration >
Iuonitoring --;I./:u es
onitoring ®
RESOURCE MANAGEMENT
CPU percentage b
& Togs >
8 Locks >
o Users >
BN Expert template >
Add a section

Public IP address/DNS name label® Configurationz #R L £9, VMD/NT ) wIDNST7 KL
2ZERLEFT, chid. MODNSY —> T 71 )L TOCNAMEESRICERATE. IP7 FLINEH
DY TEINBETH., IRTODNSL O—RFAVMZIELKIELKEIT D EZRAEL £ 5

Configuration

Assigmment
Dynarmic e

IP adidress &
40.68.28.181

ldle timeout (minutes) @

LM name label (optional) @

ns-citrixsamldemo v |
swesteurope.cloudapp.azure.com

T7AT704—)I—IL (EF*xa T+ J)—7) ZRETS

57 RADEVMICIE. X2V T —TeLTHNZ 77470 +—ILIL—ILDEY +
HNEFNICERINE T, ExaVTaJIL—FF NTUVYIIPPRLADNS TZAR—=KPT
RLRICERRSND bS5 T4 v oZFIHLE T, 77 #4J)L b TIE AzureldRDPZ $ARTDVMIC

X g2 ZHFL £, Citrix Gatewayd K PADFSH—/N—HTLS+Z 71 v (443) ZEx
XTIBELNDHD £,
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VM®DNetwork Interfacesz i F. Network Security Group>NI)LEZ 7wy I LE T, BYRR Y
FNDO—O NS5 T740 v U %FHFAT 3K S ICInbound security rulesz s E L £ 95

Settings

e R & RO

SUPPORT - TROUBLESHDOTING

B Auditiogs >
RN :
BEENS R
e 1VAL—ILERERIZ. FASDODA A M—)LEEBRICEETRIEER Y T 7L VAT,
o —fRMRFASEEIZ. BB T7—F T FvORERICFLHENTVET,
o IN\DY—] BBEIF. BELBHOEETHBNINTULETD,
155
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Federated Authentication Service 2303 R

XaXy rEE

UTFDFERIE. Federated Authentication Service 2303 RF¥a XY FOBEELRETESICDUVTEHEBL
TWET, CNSDEFHICETZEMERITESICIE. RSS 71— REBEFHLTLIETL,

g{l{l

B¢ EES B
17 Mar 2023 Federated Authentication Federated Authentication
Service 2303 OFE) 1) —X Service 2303 OFE D) 1) —2X
T, SFMICDOVWTIE, ik
BEEBSBRL TSIV,
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