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v g RNOEME

CORY—F, A—H—DVDAtL Y a>TI—Sx > b OEXE 795714 71bL. LY
aYAERE. EE. $LU0OvIEOYIEYR—NLET, v a > RIBAZEIE. D
RS —DEMICE>TVWBIEE. "D, BBEDIERICER SN/I-FASIL—ILTEv> 3 VAT
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@ In-session Behavior

Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Disabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process M

Prompt Scope | Per- e 9 pohcy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

30 | -

] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTDE. CORIVS—DEMCED, FAST—2 1Ty O XA 1—H—DVDAE Y 3
VTEAITEDELSICHDET,

AT RUS—DEMICAED, FASI—J Y b ORI RITEINEGLLAD XD,

7Oy~ ~oEH

CORI=HBMCHE->TWBIHE. 7OV OEEIZ. 77U r—>arhieyiarR
EREZER T2 L2 AT B TcODRABRZE I - —ITKROZFEZHIEL 9o RDIDDF
Toa hHbEd,

s ABARE-— AT arvidtFalT« 7OV T A2 EMICL. WERIIT AL > MIER
TNET,

s 7OEACEORE—XTHROEZETOY Z LHMERICRAEZRD T,
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c Ly aYeORABE—A—H4—-NOKEI v ITBL. COFTTarvigtysarvAD
TARTOTOT I LICERAINE T,

BEOXALT Vb

CORIS—DEMIHE->TVWBIFE. ABEDACLTY NI, BEHIFEY S8R FEEALD)
EHIELE Y, e zid. 300MICHRETD &, A—F—I5neic 7Oy T hhARREINE
T, EATODBRE. MERBOBECCICA—F—ICOY TR TINE T,

0w o R LIET
CORI)S—DEMICHE>TVWBRIBEE. I—Y—PEEZO0v 793, I—F—Dtvia>
ITEFMICYIlESNE T, COEEIF. TAY—FA—RFREODALEDOYIK RS —ZBTWL
9, d1—H—7HActive DirectorydJ 74 > ERIBEHRZIFHF > TLABWEEIC. COMEZFERALE
ED

Ovw JEFDOYIMIRY & —Id. VDALDIRNTOE Yy avVICBRAINE T,

JxTL—arEEEr—EXEEI VY —ILDOFER

FASEBIEOYY —IJLIXIFEACDERICEL TWLWETH. PowerShellf > 2—7 1 Xl &k
DEERA T a>HERMHLEI, FASPowerShell AT > KL w FDEFAIC D LTI
PowerShellAY KL w k)| #&2BLTLIETL,

FASEIEO>YY —JLIZFFASO—ERE L TA VYA M—JLENE T, 7 > (Citrix Federated
Authentication Service) IFX X — X Za—ICBEINZE T,

BEOAVY I ZYOTERTZLEF. ROTOVRZRTITEELSICATFENET,

e SFEREFT YL — bR EMET B,
o SEFRRSE Y R Ty T T B
o FASHGERBMRS # T 35 C & X R&ER T Do

OSHERY —/ILZEALT. —HMOFIEZFH TR T IBLDBTEET,
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FASEIEIOYY —ILiZ. T 74/ bTO—HILFASY—EXICEHELF T, HEICHLC T, YV
Y — )LD A _LIZH % Connect to another serverz AL T E— b —EXICEHRTETEY,

&+ Citrix FAS Administration Console - connected to localhost - O X

|nit]a[Setup Rules  Advanced I Connecttoanothersewerl Refresh

Complete these setup steps:
Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

aAET L —hZ2EBRT S
DY 7~z 7 EOEEERMOREZEE Y B 7. FASIFRBDABED -3 D DCitrixaE
BRET>TIL—hZRELFT,

» Citrix_RegistrationAuthority_ManualAuthorization

» Citrix_RegistrationAuthority

* Citrix_SmartcardLogon

5D T > 7L — hEActive DirectoryiCEER T IHENHD X9, BEARZ>ZI 1) v L.
OKZZUUwoLEY,

00— #1354 X &N i-EfR(/en-us/federated-authentication-service/2305/media/deploy-cert-

templates.png)
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C\ZOJ L7 7AILCitrix\7 T L—>3 il —EX\GFBAE T > L —

SERAE T > L — b7 # LA —, (len-us/federated-authentication-service/2305/media/certificate-

templates.png)

NEDTYTL—bT7 700 %EA VR N—ILT ZIERMNBRVISEIZ. Active DirectoryEIE#& |C
EBLTLIETL,

FOTL—brEFFHTA VA M=ILTBICIE. TOoFTL— 2SO THILA—HEXD
PowerShell ¥ > RER{TTE £,

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)
$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active DirectorySFEFHE U —EXZEY F PV 953

CitrixsEBHE T > L — b Z A VA =L LT, N5 131 DL EDMicrosoft EnterprisesERB#ES
H—N—ICRETZ2HRELHD 9, Active DirectoryiEFBEH —EXDREAZEICDWLWTIE.
Microsoftd RF a2 XY FEBBLTL TV,

A BRI 3R ZH O - —IF. PR EDBIDOY—N—IZTVTL—bZ2RHT S
BEHRBHDET, TNoSZRFETBICIE. MARREOEY F7yTFZEALET,

(GERRZET > 7L — k& MicrosoftEERRAMEI O > Y — L2 AL TRRATHEHTEE T, )
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O—#5 34 X &N izEff(/en-us/federated-authentication-service/2305/media/setup-cert-
authority.png)
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Citrix_RegistrationAuthority_ManualAuthorizationT > 7L — h %= EH L CAEBZER T &M L.
DT> 7TL—bZERBELTVWSIERA#EEOVWTNMIEEFELF T,

O—#1 54 X &N izEfR(/en-us/federated-authentication-service/2305/media/authorize-

service.png)
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ISEEEZBIRLET, BITEEIRT D&, FASEEIVY —I)LICESRMASENR RTINS, B
ExFRTZ . AV —=ILICIZT—XvtE—IUhKRREINE T,

A—7 5 1 X & Ni-Ef%(/en-us/federated-authentication-service/2305/media/pending-
request.png)

FASBIEI>Y—ILIF. Co7OtXARTLECeZ8FNICEEL XY, CnicidEashrh
BHBENHD £,

A—#1 35 a4 X &N izEfR(/en-us/federated-authentication-service/2305/media/waiting-
approval.png)
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o SERAZDEAMFIINTUVLWS VDAII VY b

Citrix |&. Tdefault) E WS HBIDIL—ILEZERT 2 Z#HEL £9, Ztid. StoreFront H
FAS |[C#E6t 9 BB2IC. RILRABIDIL—ILZERTB7H T,

TOICHRRLIL—NZER LT, BAZHAET VS — ~CIRAKBZzERL. 4370
INT+ CHERRZFOLSICHEBRTE£Y., CTNH5DIL—ILiEk. 8% 3 StoreFront H—/N\—F 7zl
Workspace TERT 2L IR TE XY, JIL—TRUS—ERA T a>zERLT
StoreFront  —N\N—HH XX LIL—ILZHBETERT B LD ICHEEL XTI,

ey 22 ) w0320 TIl—ILy 2TT NIL—ILOERR1 22" v o LT IL—ILIER
V4 —FZERBRL. L-ILOFERICHRERBERZINELF I, TIL—JL1 2TI2E. &IL—IL
DEENRTREINE T,

&& Citrix FAS Administration Console - connected to localhost — | X
Initial Setup Rules | Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default y W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

T4 F—FIZUTORERZNEL T,

ToFL— b A —-RAEORTICERINSRET > TL—FTT, i
Citrix_SmartcardLogonT > 7L — k. £IEZOEESIN/-OE—THZHVELNHD £ (GEH
%;—yjl/_ I\%%/ﬁﬁ) o
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B2DADA T bFEIFTIL—TE2EBIMTETET,

FOEZROAD FO-LEREIFEF2) T LEETHD. BEEICEEITINENDHD T,
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FAST —/N\—%Citrix Cloud TOAER L TWSIHFE. 77XV bPO-IILZRET U EIZDH
D FEA. JL—ILHCitrix CloudiZ & > TR TN ZHE. StoreFrontd 77 £ AFFANIFEEB I F
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7L = XDStoreFrontiC &K > TER I N3 IFE. StoreFrontd 72 & REFaNF5 | SHmIERAIN
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95

A—#1 51 X &N izEfR(/en-us/federated-authentication-service/2305/media/rule-created.png)

Citrix Cloud\ D#EH:

FASH —/\—% Citrix Workspace CCitrix Cloud|C#Ei TE £9, Z DCitrix Workspace DEeE% &
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on: ad stu.net\stu-AD-CA.
Click "Publish” to publish the templates on another certificate authority.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

0 Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

2. BRI BV TUVREERL. RNZIUYILET,

['Citrix Cloud®3&EIR] (/en-us/federated-authentication-service/2305/media/connect-cloud-

choose-citrix-cloud.png)
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LYo

IHE2. (/en-us/federated-authentication-service/2305/media/connect-cloud-confirmation.png)
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M)y —2XMiFFTI (len-us/federated-authentication-service/2305/media/connect-cloud-

resource-location.png)
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )
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Services (ADFS) IC7 =T
L—> 3 iEH

Y—RN=71DID7AN
AA—=ICT7 T L—2aViE

H

. TR—

PR AAD R XA ZiE, A—H—

VDA I R XA O BINEH

AAD >— /L L X SSO #{EFH

ADFS T Windows :2:if%# B
T D

Y—RKRN—FT1DYV)a1—
avEFERYTS

AAD EREEEMEIINB e HH D X9,

e JxTL—

VDA IZ/\1 7V v REIIEH

AAD SFBBENR— X EREF%
==

WS-Trust @ certificatemixed
IV RRAY F?b‘ﬁﬁt“m:t;o
TWB xR

Y—RKN—F12 DY) a—
avEFERYTS

TINTUVWBRXALIYTY, 122 ZIE ADFS Y —R/N\—F1s D ID 7ONA A —2ETT,
o N1V w REBMEBEA VDA IZ. AD BINBEATHOH. AAD BIIFEA T,

R X1 >8INE#H VDA
R XA VBNEH VDA DIFE

tw g AL S AAD TIREINT

3. BREEOERZKREMIARLTUVETD,

SR AAD TITONZ RXA 2V THO. %A T4 7

23> AAD RXA > rid. AAD W ERIEEXMDIBARIC A1 LI T3 & SICHERK

&. Windows S35F (3R I3#54S Windows S2EF & 7-1d Kerberos & I
IENTWELR) Z#FERALTAAD AD SSO #FXIHL £9, AAD ANDEREEIF. 21— —H' VDA
T —=oa lT7oALIECTICRELET T, ROK
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Federated IdP AAD
or ADFS
N
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windowe
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

FHICDOWVWTIE. AAD RXAUDRIRAX—J RTHEHDTITL—2aryENTLEINICE->TE
BOET,

NAZ—YRAAD BXA2DEY b7y FIZOVWTIE. O—LLRAD VIS A U F 2B LT
<TEELY,

ADFSICT7TTL—>3>ENTWLW3AAD R XA >DiHE. ADFS —/\—T Windows :3:E %
BaicLE 9,

Y—RN—FDIDFOANAA—ICTTTL—3 > ENTVWBAADR X1 Y DIBE. BEkDY
Ja—>ar hEELE T, FHEICOVLTIE. IDZ7ONAE —ICERVEHhELLIETEL,

N Ty REIMBEAVDADISE. RXA VEBIMBEAVDAICEEH INTWEY Y a—>3Y
HERAITZECHTEEY, 7=7L. FASZEFERLTW3HE. AADSATUEHRN—7
> (PRT) I3ERINEFH A

\

N1 T )y FEIAEAVDA
N Ty REINEAVDAIX. ADEAADICEBFICEMLTWEYS, 2——HVDAICH 1 V1>
T8, RDT—T4 777 EHMERRINE T,

e ADUY —ZADEREED = DKerberosF 4w EFRIF 4w b (TGT)
e AADUY —ZXADFEED =D TS VEHF k—2 > (PRT)
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PRTICIE. A—H—AYEa—X2—0OmAICETIBEHRIAZEINTVET, CDERIE. BEIC
6 TAADEEME 77X RS —TFERTINE T,

FASIIVDAICSEFRE X Bt T3 & TA—H — %059 3 7=®. PRTISAADDIERAER—X D3R
A ERETNTVIBERICOAMEETET X I, XONIF. SBETOECXEZREMNMIRLTVET,

N )y RBIIEAVDAD K (/en-us/federated-authentication-service/2305/media/hybrid-joined-
vdas.png)

SHMICOVWTIE. AADR XA UMY R—U RTHBZIDT7TTL—2a3>TNTUVBEINIE->TE
AN NS 28

JHZ—U RAAD R X1 > DiGE. AAD CBAZHBRL L £9, FEMICDULTIE. TAzure ADEERRZE
N—REFDOHE ) #28B L TL7ET WV, VDAIZAAD CBAZER L T. 1—H%'—OFASEERAZET
:L_-lf_ %AADL:E;E{HIE l/ i 3-0

Microsoft D RF 2 X FTIFRAY— b A—REEFREICEL DA V1 ICDWVWTEHBAL TULE
IH. FASI—H—RRETH 1 V1V T3BaICH. FOEBCRIEMAERAINE
ED

ADFSIC7 T L—> 3 ENTULWBAAD KR X1 > Di5E. VDAIZFADFSH —/N\—DWS-Trust
certificatemixed T> RRA > b EFEALT. 12— —DFASSEFBE T —H'—%AADICEREEL &
To COIYRRAYMITITAILFTEHICHR>TUVET,

= RN=FTaDIDTANALE—=ICT T L =3 > TNTWVWBAAD R X1 > DHE. REOY
)a—> a3 hEETRAEEEARHD X9, IDTONAHR—IE. WS-TrustDcertificatemixed T >

RRA Y MERETINELHD £, YR—KMIOVLWTIE. IDTONAE—ICHEBVWEHDELT
e AN

Al BRI R DAERK

C DEEETIE. Federated Authentication Service (FAS) ¥ SEBBHRS (CA) ' —N\—%#HET 378
DEEBBRICOVWTHBLET, CNSOBHEDIFEALIE. FASEIEIYY —ILTIEHR—
FENTWEEA. FIETIFE. FAS HRH T ZPowerShell APIZERL £9, CDEEDIETZ
K179 BH1IC. PowerShell DE A B NRETI,
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FASTHERAT3EBOCAT—N—%ty N FTvTST3

W= ZER FET-I3RET IMEIC. FASEIEO VY —I/IL2FAL TERDCATFASZ B TS £
ER

2DDCAZHFDIL—ILZiREL £, (/len-us/federated-authentication-service/2305/media/edit-

rule-2cas.png)

FEIRT B IR TODCAIE. Citrix_SmartcardLogonzEFAZE 7> FL — b (F/IFIL—IILTERL =T
YTL—KM) ZR2RALTVWRRERHD £,

FERALEZVLWCADWITNHODENDT YL — b2 RELTULWARWEEIEX. £DCAICK L T
ety b7y TI23DFIEZERITLTSIEETU,

CDRTY T THERINT-ESIHRAEIX. COCATHERTETSH. IRTOCAICTL
TCDH—EREERITZIRTY TH2RTIZHNEIEIHD FHA.

FRATNIBEDEE

FASH —N—%ZEHOCAY —N—TER TS . I—F—BEZE0ERISBHR TN TVWEZIART
DCAY —N—IZPBINET, £/, BRINTLBCAT—N—DWLWTNHDEKRKL 55,
FASH —/N\—I3RIOFERIGEARCAY —N—ICTID DD £,

TCP7 2t XABBICMicrosof GEBAREE & ¥&RL T B

T 7 #JL b TlE. Microsoft CAIE 72 RICDCOMEFRHLEF Y, ChE7 717U +—)lE*xa
T4 ZRETBIRICEMSZHI5TRBEED B B 7. MicrosoftiEFERITCPR— MCHID &
ZBT=ODREZRITTUVE T, Microsoft CAT. AA—F;>T 71 I E%ZIBELTET
>dcomcenfg.exeZ A L CTDCOMBRNXILEZRE. J>E2—X—>I17I>E2—X—
>DCOM## /%% FERE L TCertSrv Request/ — R =& /R L. CertSrv Request DCOM7 1) 7 —
2avO7IONT1ERELE T,

O—7 7 1 X & Ni-Ef&(/en-us/federated-authentication-service/2305/media/fas-caconfig-select-

dcom-protocol.png)

[TYVRRAV M) ZBBLTENI Y RARAY MEEIRL. TCPR—FES (ERBDTST1 v
2 TI3900) =EL £ 9%

MicrosoftsEFAMERE = BiEcH L. SEFAEEKRZXEL X9, netstat -a -n -b ERTT B L.
certsviitZR— F900 T w AV L TWA Z EHRERTE F 9,
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O—#1 54 X & i-Eff(/en-us/federated-authentication-service/2305/media/fas-caconfig-
netstat.png)

DCOMIZRPCHR— rEFEAL TR IT—> 3 VERREE D10, FASH —/N— (F7cIFFERH#
BEERTMMO<> ) ZHERTIHNEIFIHD FEA. V717> EHDCOMZERT IHE
hH3HE. AEEY—/N\—LEDDCOM RPCH —E RIZEF L. FEDDCOMY —N—ADT Y
TRZERLET, TNUISKDAR— 00N RN N, DCOMY —/N—IFFASH —/N\—ICHE# A L%
BRLET,

d—Y—SIRREDETER
FASH—N\—RATA—HY—IBEE*HEMI D . I—Y—0OJ 4 VB KEICKEINE
o UTDEIS 3> Tld,. B—FHIFERDFASY —N—TCINEETTB3HEICDOVWTEHRAL
9,

Active Directory1—H'—D U X FZBE T3

ADZZ T L. A—H—DURLET7a0IL (Bl .csv7 7)) ICHRFT ST, SEAELE
BRERETTEI, UTDOHZBSEBELTLIEEIL,

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename
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Get-ADUserld. 12— —DUXbZJIT)T3ODBENLIVVFLY FTY, LEOHIC
I&. UserPrincipalNameZz 5. 7HDU Y N XT—R AN 1B THZIA—HF—DHZE)ALT
BIODTILZ—F|HAEFENRTVET,

SearchBase5 |#ld. ADD Y DER TA—HF—%ERRIT 3D ZKDIAAHX T, ADRDITARTD
A—H—%2EHW5EEIF. ChEEBRTEES, T O VREZHOI——%RIA8EE
MHHD X,

CSVIFRD L SICBD FT,

O—#1 3 4 X &N i-Eff(/en-us/federated-authentication-service/2305/media/fas-caconfig-get-

aduser-csv.png)

FASH—/\—

XDPowerShell 27 ) 77 ~E. MANICERINfA—— U X M =EEL. 22— —EBEED )
2 hZEERL £

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console
$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user .UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule
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if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

BHEOFASY —N—H'H 3568, BHEDI——DIFREIX2RIEMINE T, 1DIEXT1 > —
N—T. HbI5I2F T AN A—N—HY—N—TERINFT,

DX o) T RE. Tdefaulty EWSEFIDIL—ILICHIELTWET, BAZIL—)LE (fF)
Thello] ) ZFERT3HEEIE. X7V T EHADOSruleZHEZTELTLLETI L,

&£ Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default IZAU| Summary
hello o W

IRubname: hello I
Status: OK
Template: Citrix_SmartcardLogon

ERABEIIREZEHMI S

BEOFASH —N—HDMERATNTWVWBIHE. OJA YL TWARA—H—IIBEEXE5EZX3 i<
FASHEGRIIRAZE# B TET X7

GUIZERALTFASZBERI BB TETE Y,
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

RDFIEZTT LE T,

1. FTLWEGEEIBAE #{ERL L £ 9 New-FasAuthorizationCertificate

2. TLWESREEFAZ DGUID%®. Get-FasAuthorizationCertificate IC& > TiREINIzEHD
ICXELET,

3. FASH—N\N—%X>T7F>VAE—RICLXY: Set-FasServer -Address <FAS server>

-MaintenanceMode $true

4. FTLWEGPAFBAE %#3c# L £ J: Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

5. FASH—N—%Z X TF 2V RAE—RHSHEBRLET: Set-FasServer -Address <FAS

server> -MaintenanceMode $false

6. HUWEGREFEEZ ZHIPR L £ 9 Remove-FasAuthorizationCertificate

BEfR#

e 1R M—ILEBEDEEEIE. FASDA VR b—ILEERICEAT 2 EEHREBRER T,
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s —RMAR T T TL— g VR —EXDREICOWVWTIE. BR7—F 70 F viEEICEED
S5NTWVWET,

« TOMD TNhTY—) BFIE. RERBREETRNMTNTULE D,

WERORE

IEC®IC

SFARZE(IFASH —N— EDIHAAFIH T —EN—XUREFEINT T, BAETIMWRRIL. FASH —
N—=—Dxy N T—OH—EXT7ATYMIE>THRESN., 77 NTIIVRR—FRAIE L
TY—JEnE7,

WERIC|F2EEH D £,

« Citrix_RegistrationAuthoritysEFAE 7> 7L — b H 5D, BIxHEEIIAZE ICEEN T S NI-MWER
#,

« Citrix_SmartcardLogonifFBZ 7 > L — b D60, I—H —FRE ICBEEM T S NS,

RIFICIE. 2D DEFHERIGIBENH D 9, Citrix_RegistrationAuthority_ManualAuthorization
(77 # )L b T24B5R558%) L Citrix_RegistrationAuthority (77 #JL ~k T2ERBE®) T,

Federated Authentication Service (FAS) B2 >V — )L O Initial Setup X 7D X7 F3T.
Authorize #27)w U3¢, FASH—N—I3F—RT7ZERL.
Citrix_RegistrationAuthority_ManualAuthorizationFERBE (2 X} 9 2 SFFAEE % B K %= SERAEER 12 3X(E
LEY, CHIE—BNARIAE T, 77 2 /L b T4BEEM T, AAKEEILC DIFEE* BH
HICRITLEEA. EORITIE. EAKEATEEREICL > TFETHEREINIVENHD £, 5t
BBEHFASH —N—ICRKITI NS &. FASILCitrix_RegistrationAuthority ManualAuthorizationsERH
Z& R LT, Citrix_RegistrationAuthoritysEBBE (77 # )L b T2EMAER) ZBHNICEEL F
9o, FASH —/\—IZ. Citrix_RegistrationAuthorityZFFBE %3 3% £ ¢ < IC.
Citrix_RegistrationAuthority ManualAuthorizationDsEFAE ¥ F —%HIFR L £ 95

FEREBIIERE ICREN 1T SNIcHERIIFICHEBEMEN B VT, BER5. BHREEEIHAER
Jo—IC&D. MERZFAETZSEIX. TVTL—bTEBESNIEI—H—1 v bIX L TEERA
EBERZHEHITTEISNHS5TY, fRELT. CORZHETZEIZ. €Oty NROERDI—
H—E L TRRICERTE XY,

FASH—N—I3. #BOEF21) T BHICE oIt AETHERZRET DL DICBRTEE T,
UTFowsnhzEALE I,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 41



JITL— 3 EREEY—EX

o TERERIEIRRAE & 1 — —SIEAZE OME R DM IC. Microsoft Enhanced RSA and AES
Cryptographic Provider & 7zl&Microsoft Software Key Storage Providerz B9 %,

o FERHLEIEIRAZE DR IC (I Trusted Platform Module (TPM) F v % {i& X 7=Microsoft
Platform Key Storage Providerzf#f L. 1 —% —3EBAZE OMEERIC (IMicrosoft Enhanced
RSA and AES Cryptographic Provider & 7z I&Microsoft Software Key Storage ProviderZz f§£F 9
%o

o GTERWEEEIRAE ¢ 1 — 1 —SIFE OMBERBODE A IC. HSMT /N X Z fi X TcHardware
Security Module (HSM) X >4 —MDCryptographic Service X 7= (ZKey Storage Providerz R
%o

ME R DENEE

FASZ3DDA T2 a>DWVWINIZERTBLSICHBBLET, TFAMITX—ZFEALT
Citrix.Authentication.FederatedAuthenticationService.exe.config7 7 1 L= fREL £, 77T
DT 7 #I)L bDIFFRIE. FASH —/\—_E®DProgram Files\Citrix\Federated Authentication Service
T7# WA —KNTT,

<?zml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 --—>

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ ——>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.LogLevel" value="3" / —-->
<!-- Logging: Event IDs to not log (comma separated) —->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress"” value="" / ——>
<!-— Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS |3, Y —EXRIBRICOABRT 71 L 2HAHWD £9, BEHEEINIIHZE. FHLLERE
ZRRESEBICIEFAS 2 BESHTILELHD T,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 JLC. BE T 3EEZ XD K
SICHELF T,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI APl £ CNG
APl ZHID & Z 3)
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i

CAPI AP| %= f£F

\!
/I

false (77 # /L k) CNG AP| %= 1fEF

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (9 2 7O/N1 X — D%
Al)

fi& aOXYV B+

Y170V 7 MERRSAS K FAESEES 1LY T 7 #IL LD CAPI Z7O/NA 4 —
ANA A —

Microsoft V 7 b7 ¥— X bL—2 7O/ BEEDCNGTONAH —
15—

Microsoft 72w k7 4#—L F— XL —C 7 BEDOTPMZONAR—, TPMIFI—H—

AN A — F—ICIFHERINFE A TPMITE SRR
F—ICOAMEALTL TV, REMLTRIET
FASH—N—%R{TIZ3FENHZHEIFE. &
RS R— I TVEINESHETPME
KUONAN—NAY =R A —CHERLTLE

TV
HSMAR YA —CSP/+— X bL— ZONA HSMAR VA —|C K> TIRMESINF T, EIEN
i VS Ik o TRAED £ 9, RIMLBIETFAS

P—N—%RTITBZFELNHZEEIE. RE
IO R—ETNTVEIHE S HEHSMAR Y
A—|CHEEELTLIET L,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType (CAPI APIDIZ & (C D HHA7E

(] aAXY bk

24 BXE. Microsoft
KeyContainerPermissionAccessEntry.Provider
Type 7O/N7+1 PROV_RSA _AES 24 Z&H
L &9, CAPITHSMZfERLTH D, HSMA
YA—DRRIEE LBVWRD., BlC24TH 3
MHELDHD X7,
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Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (FASH' MR RIS E% R1T T
BZRENDHBDHE. CCTHERESNIEZERLEY) MERDO TTIXR—~age) 757 %4
HLEI. N—RITT7THR-—FINTVWBEESG., TPMF¥F— XML —CDFERZHFAL F£95

f& OXY b+
RELL MEF—IET U XR— ~AJBET T,
GenerateNonExportableKey T7H4IN b MEF—IEFIIVRAR—FTEE
Ao
GenerateTPMProtectedKey WEF—I3TPMZERALTEEINE T,

¥ —IE. ProviderName THEE L 7=
ProviderName (5] : Microsoft Platform Key
Storage Provider) Z/t L TREINE T,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (MZEF+—DH 1 X% v &
fITIEELEY)

fi& aOXV b+

2048 T A bo 1024F 7134096 HEHTE £
ER

W7 71IILDREIF. RDELSICTZ T AIICRREINET (A VX —IEFEDOTT I b
IFFRTERR) o
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Provider

L “True” “False”
egac
cgspy (CAPI API) (CNG API)
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider EnhandcicésRSA HSM Vendor HSM Vendor Microsoft Microsoft
Name Cry::ographic Ksp Software KSP Platform KSP
Provider A
Provider
Type
Key Generate Non Generate TPM
Protection Exportable Key Protected Key
Key
Length ‘ 1024, lfERor 4096

W7 1) Z DR

i1

CDFITIE. BERHERIEIEAZE DIE F — X Microsoft Software Key Storage Provider%z f£/ L T
RESNI—Y—RAZEOMWEF—ICOVWTHRAL XY,

CHEITT7AIN DA VR M—ILEEBR TY,. BIMOMERERIIAETT,

#l 2

C DB TIE. BERHERISIFRE DR H Microsoft Platform Key Storage Providerz 77 L TFASH —
N=DIYP—R—=RDN—FRTT7TPMICFRESN. 1—H—FBAZOMEFE I Microsoft
Software Key Storage ProviderzfEH L TREINZ _CZRLF T,

CDIFVATIE. FASH—N—DIH—R—FEDTPMA TPMAX—H—DRFa Xk
E->TBIOSTEMICTN. FDEWindows THIRAfEENTWVWB C e ZRIIRE LTWLWE T,
<https://docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows-

vista/cc749022(v=ws.10)> ZEBL T2 E L\,

FASEEIOYY—I)LOEHA

FASEIEOYY —ILIZF 7540 Y DIFAEZERERZRITTET RV o BlDEREEERE
IS LTS U DIAREZLERZFFAILBVERED, ZOFERIHERINEEA
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HIBBDFASTE Y b 7w T2 E1TI B, SEBAET VL — 2 ER L. GAKEZSRE L =&,
H—ERXEEAETZH WBHR—TVRADRXTY F3) IZ. ROFIEEERITLE T,

ATYTL BRI 7ML ZREL. UTDITZRDEISICEELFT,

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMFrotectedEey" />

T7AINERDESICHD T

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —-—>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedRey" />

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel"” value="3" / ——>
«!-- Logging: Event IDs to not log (comma separated) —-—>
<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" value="" / —-—>
<!-- Logging: Disable Key Management logs -->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

—EDTPMITBEZFIRLEFT, T 74/ FD#ERIZ2048E Y FTY, N—RT T 7 THR—F
TNTVWBRREEZIEELTLIEEIL,

5w 72: Citrix Federated Authentication Servicex Bic& L T. K7 77 ILH SEEZFHAED
7,

ATY T3 H—EXZEELF T,

AT W T4: FEERRERE Y — N — D SEREFOIFAEZEERZFHTHERITLEX I, BHFHEEIAEHNE
BIhde. B8OV -ILOEY T Y TO—T2RAORTY BHFEBICEDEFT, CORS
T. BREREIAZOMBRBIITPMTERINTWVWET, FEBREIEIT 74/ CT2EBBH T,

TEREEEIRAE OMEF —HTPMICIEL K RESNTWVS C L 2RI 3IC1dF. UATD
PowerShell ¥ > Rz ERA L £9. BREBIIAEDOMEF —HTPMICREINTVIHE.
PrivateKeyProvider 7 + —JL K (&Microsoft Platform Crypto Provider|lZ5%E S 1L X 9o

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
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FIR5 : RET7 7ML EUTOLSICRELELF T,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableKey"/>

FASIZITPMTRESCNF—Z2F DA - —RAEZEMTET X IH. KFERLEBRATIE
TPMN\—R I 7HEBITETRI5E8DHD X,

FlE6 : FASEBEHLET, ChICED. Y —ERFRET7 7ML ZzBHEAAH L. BEINT
EERMLET, ZOBROEHFHWBRT—I2EIX. I—F—HRAEX—ICHELFT, CNDEDIEE
IR —ETPMICIRTZE S, MicrosoftY 7 bz 77X —s2BE7ONAE —%=2FAL F T,

FIg7 : FASEEO VY —ILTIL=IE2TEZERL. 1 VA F—JLEEBRTHBINTWS L SIC
REZHRELED,

PowerShell DA

TIRVEEAEIRAZE (L. PowerShelZ= L TA 754 Y TERTEE Y, Nl SEEAEREHL A >~
A VAAEERERZN L CERBBEIAE ZREIT IS e 2 EF R VERICEL TVLWET,
FASEEIYY —IIZ2EALTA 7514 OEREESIAZEERERZITO CLIEFTE X Ao

FiEL: BEO>Y —I)L%=FER L TFASOYEBRZITOBRIC. ZYID2DODFE ( MFERET >
FL—bOERM) ¥ TARREOty b7 vl ) OAEZTLED,
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@

&& Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced

Complete these setup steps:

Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

— | X

Connect to another server  Refres

Deploy

Publish

Authorize

Create

Connect

h

FE2 :

FEEAMEREH — N —T. FEBAET V7L — bMMCRF v 71 > ZBML £,
Citrix_RegistrationAuthority_ManualAuthorizationT> L —+Z257 ) v o L. TFL—Fb
DEHZFEIRLET,

R TZERL T, RAICBVHEZEBELE Y, COAITIE. RATIEXOfine_ RAT. BRHA
FEE ‘!3235—(“3-0
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

FIE3 : FERAMES Y — /N —T. FEAAMBEAMMCR 7y 7o > ZEBML T, AAET > TL— %
BIVYILET, FIMZERL. BITIBMBAET>TIL—bZ2 T ) v I LET, fERLTED
DDOTYTL—bZERLET,

AT Y7 4 FASH —/N—TXRDPowerShellAY> Ly bEO—RLET,
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

AT W T 5: FASTH—/\—OTPMHATRSAF —XR7Z &M L. FASH—/\—TX®DPowerShell 1<
YRLy b ZAALTHEAZEERERZER L £, F: —HBOTPMIEF—RZFIBLET, T
7#x)IL bDF—KIF2048E Y F T, TEADN—RI T 7 THR—FINTLWEF—RZISE
LTLIEE L,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

£
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New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
RDESICRTRENE T,
PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

e Id GUID (Z D Tld T5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39) ) &, BHEiD X T v
TTREICHED T,

o ZMPowerShellA< > RL v kI, BEHEREIBEDMB T —2 £ T A7-DICFERT
NBIEREOD TEEF)] &EZX TV,

e COOXYVRLY FZERITITBE. FASOIRENEFICHEE T 7 1 ILh SmAlRS NIZED
Fryodn, FEIZF—EINRESNET (F7 /L ~iF2048) o

o ZOFFHDPowerShellil & > THB I NI-EIFHERIGFBAZ DR T —12/ETIE. -
UseTPMAI$truellERE SN T WA, S AT LIXTPMEER T3 -OICHBERBRTEL
—HLEBEWT 7L SOEZERLET,

c COOAXRYRL Y rER[ITLTH, BT 71IILOREIIZEEINEE Ao

s BEIOBHFASICE > THBEIN/-OA— —SIFAZDOMWE X —I12{ETIE. FASOICENRFIC
Tr71ILh oA NT-ENVMEREINE T,

o FASH—N—HRI1—H%—ZEEERTLT. TPMICL>TREI NI — —SEEEWER
T —%4EMT B35S, BT 7 1)L TKeyProtectionfE % Generate TPMProtectedKey |Z 5%
EITBZEHAERETT,

F—RT7DEMICTPMAMERSINI-C CZESR T BICIE. F—RTHEHR SN FIC. FAS
Y —N—DWindowsI XY hEa—7—O7 V=300 %8R0 9,
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(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore 14 Meone
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore 16 Mene

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService 15 Mone

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bbe1-44af-8d21-
1159d864d82e]

p= N
FHWT

Application Number of events: 3

Level Date and Time Source EventID TaskC..
@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore 14 MNone
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore

@ Information  22/07/2019 12:3%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

3 Z70O/N1 4 —: Microsoft Platform Crypto Provider

FIE6 : SAZEEREI I VETFAMITAZ—ICOAE—L. TFRMT7AILELTTFA R
JIRELED,
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E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

< >

FIgE7 : FAS*)“—/\“—T“PowerSheIH:ZK@J:5LCI7\I77 LT, GIFREERERZAAMKBEICXEL £
ER

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>
B

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

RDESICKRRENET

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

COBFA T, SRR X T4 Y RODRRTREINZZBEDHD £9, ZDHIDEBERE TIZ.
http () ¥DCOM (TF) OmADEFEHEMICHKR>TWET, FATRERZSIE. DCOMA S
SavEERLTLIETWL
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Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel |

SFERRINNEE SN D . PowerShellidRequestiDZRR L £,

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

PS C:\lsers\Adninistrator. AUTH> -
FIE8 : SEEARES U —/\—T. FEFAREMMCR v 71 Y ORBHOEREZ IV v I LET, B
KIDZXELFT, R, BRZH IV v I LTRITZERL T T,

FIFE9 : RITESNIEERAE ./ — FZBERL T T, RITSNIEDDDFEEREZRDITET (ZXKRID
N—HITBIEITY) o FTNIVY I LTHAREZRT I, FMIXTZ2#RLET, 771
AJE—Z7Vy I LET, SEAEDIIVAR— b F—RHEBLE T, IAZIUYILE
Yo 77AIUEHICOVWT. AT T2 a Y EBERLET,
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

FRIE MBS X vt—EXIE% - PKCS #7 SFFASE (P7B)) T. [EIgeTHNIL.
BAIITARTOIAEZSHS] NBEIRSNTVBIHRELHD £7,

SEBAD /N XIS

FIg10: TUORR—FLIEEERBE 7 77 IILEFASH —N—ICOE—L £ 9,

FIE1L : FASH—/N\—TXDPowerShellAY > RLw hZEAS LT, FFEEIIFAE X FASH —
/\—L:’r\//_ﬁ— l‘ l/ij_o

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcaTCertificateFile <Certificate file from step 10>

ol

Import-FasAuthorizationCertificateResponse -address fashsm.auth.net -Id 5ac3d8bd-
b484—-4ebe-abfi-4biZcfdb2ca3® -PkcsT7CertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

WFHRREINE T,
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PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo9g8boc2705 C:\Users\administrator.sTU\Desktop\TPM_FAS_Cert.p7b

1 74d427ff-c55b-4d6d-87ae-1ff98bec27es
: [offline CSR]
1 978816¢cd-8b21-4695-8c5d-88bb7df1816b
CertificateRequest :
status : 0k

CRIEBEEAZ OMEF —DTPMICEEL K REFESNTWVBR C E ZHER T BICIF. UATD
PowerShell X > FZERAL 9, SREEIAEOMEF —DTPMICREFIN TV BRIFE.
PrivateKeyProvider 7 + — JL R (&Microsoft Platform Crypto Provider|Z5%E SN E Jo

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

ATw12: FASEEOVY —ILEFALTHESBREFHL XTI,

&4 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

A TCOY—EXZERT 31 ORTYIITRBOFTvIR—IDBRREINET,

ATWTI3: FASEIEOYVY —ILTIL—ILR2T%ZERL. 1 VX b—)LEEBRTHBEINTVWSEE
EERELE I,
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i3

COBITIF. HSMICREFESN TV 2 EREEARAZEOME T — 1 — —AAEOMWEF—ICD
WTEBAL £9. COBITIE. HSMAEREATH S L ZzRifRE LTWE T, HSMIZIE, Ttk
Z ¥ THSM_Vendor's Key Storage Provider] O K52 FONAA—&hHD £,

FASH—N—%REIRETERTIATENHI5EIE. NI N—N1HF—DHR—KIIDWVWT
HSMAR VA —(CRESEL T EE LY\,

ATV EEOVY =)L E2ERA L TCFASOVIEARE XTS5 BIZ. THAERET VL —FORE
Bl ¢ TEERB#REDtY h 7y 1 ORVID2DDAT Y TDHEFTT LTSI L,

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AT v F2: HSMDProviderNamefEDYA TH BN E MM DUV TIE. HSMAV A =D RF a2 X > b
ZBRLTLIET V. HSMACAPIZERALTVLBHBE. RF¥a Xy bTR7ONI4 -1
Cryptographic Service Provider (CSP) XM (ENZ D HD £9, HSMACNGZFEHR L TL 315
&. 70O/N1 4 —I¥Key Storage Provider (KSP) EFEHENBZ ZehH D £,

ATYTBRET7AINERDELSICHREL FTo

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor’s HKey Storage Provider"/>

© 1997-2026 Citrix Systems, Inc. All rights reserved. 56




JITL— 3 EREEY—EX

T7AILFRDKSICED £

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->
<!—— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] ——>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrixz.Ruthentication.UserCredentialService.Systemlog.LogLevel" wvalue="3" / -->
<!-— Logging: Event IDs to not log (comma separated) —-—>
<!—— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>

<startup><supportedRuntime wversion="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CDTF)ATIE. HSM D' CNG ZEA L TLWB7=8. ProviderLegacyCsp DfEIS false ICERTE
INTUVET, HSM D' CAPI ZfEF L TL\ 3153 E& . ProviderLegacyCsp DBl true IZERE T B4
BENHDEF, HSM D CAPI E CNG DEES5ZERALTVBEMCDOVWTIE, HSM ARV A —D K
FaxXYhZEBRLTIETWV, £l ERITRSAF—4ERTHR— TN TLEF—RICDL
TH. HSMARUA—DRFa XY bZBRLTLLEETV, COFITIF. F—RIEZTT7 AL ED

2048 EY MCRESNTVE T, BEIEZF—RIN—FIVIT7THR-bENTVB L2
mMLTLIZTW,

ZFI[E 4: Citrix Federated Authentication Service #BiEE# LT, B 7 71 ILH SEZFTAED £
ER

FIME5:FASBEIVY—ILD XTTHV'w2I LT, HSM RIC RSA F—R7E 4% L. EEFH
ZELEREEHRL X,

FIF6: F—RTHNHSM TER TN L 2RI BICIF. Windows A X2 bOJ DT 77—
arIvh)zMERLED,

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

A [FONAA— HSMARYA—DF—X L —=o7ONA4 —]

FE 7: SERR#ERI Y —/N—TT. SEBARERE MMC O / — RZ#EIRL £ 95

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
107 BEGIN NE..  The operation compl.. Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

BReHmT7Vv I L. EBERLET
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X ICOY—EX%EERTD] OFEICKREDF T v II—IIMTVTWVET,

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FMES:FASBIEOVY—IILTAIT%ERL. T4V M—ILEiER] OFBICR - THREERE
LXEY,

FASEFEHEX NL—

FAS (X, SFBAZ%ZR1ET B 7-HIC FAS H—/N\—_LE D Microsoft SIFBAZ X 7= FEARAL FHE A, 8
FARABT—ZR—ZFALET,

BERERIEIRRZE D GUID ZE T B ICIE. FAS H—/N\—TX® PowerShell I¥ > KL w b &EAS
LXxd,

Add-pssnapin Citrix.a&ast;
Get-FasAuthorizationCertificate -address \<FAS server FQDN>

5l Z |£. Get-FasAuthorizationCertificate —address cg-fas-2.auth.net:
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

- —GEEAED VX FZEUS I BICIE. RDKSICANDLET,
Get-FasUserCertificate -address \<FAS server FQDN>
5l Z 1. Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate

ThumbPrint : 2A81185BBEF8B69618@F5FDEGFACOFBEFBAEBS9

UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

fas.stu.net

5

HSM Z{ER L THBE T —%2R7EJTBHE. HSM I FFHIE GUID THEBIENEd, HSM R

DMWEF—D GUID (F. U TZFERALTEIETEXT,

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

IR

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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PS CiwUsershadministrator:> Get-FasUserCertificate fas3.djwfas.net

PrivateKeyIdentifier : 38485c4d-63af-43e4-9135-2412246b1112
J Prowvider i Microsoft Software Key Storage Provider
PrivateKeyIsCng : True

ThumbPrint : AD2441FA5S8A02066A84DB198EAREA9T7 65 28DE0ET
UzerPrincipalName : joe@djwfas.net

Role : default

CertificateDefinition : default Definition

ExpiryDate : 19/81/2818 @9:18:48

B
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A—H -z RTI3AVR—FK> FTY, £DMOD Citrix Virtual Apps and Desktops™ 1~

K=Y & FAS DEAICKZHEZRITEE Ao

© 1997-2026 Citrix Systems, Inc. All rights reserved. 60



Jx7L—>a VElE—EX

Citrix
Federated Authenti-
cation Server

ADFS Server (with
Web Access Proxy)

Certificate Authority Domain Controller

Windows Server Windows Server Windows Server

. FAS
T.LS ?@FUQT j Authorization
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Certificate ' Template
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.‘ Certificate r
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Encryption
Certificate
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Kerberos
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TLS perating Systems Kerberos ating Systems
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' Certificate ' Certificate ' Certificate | § Ccentificate
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' Certificate
ADFS Signature
' Certificate
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High Trust Intranet
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AJd—Rk

[S012] EIEE [{0}] HYEERAZE [upn: {1} sid: {2} rule: {3}]Certificate Definition: {4} Security Context:
BN ZELTVWET

[S013] BIEE [{0}] H'SERAZE [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}] % H!)
BRLTWE Y

[S015] BIEHE [{0}] AEEAAEZEZER [TPM: {1}] ZER L TWE T
[S016] EIEHE [{0}] NEEREEAEE = 1 > 7R— A [Reference: {1}]
[S022] BIEE [{0}] AV TFHYRE—RZA TICHER

[S023] BEE [{0}) XV TF Y RE—REA VICREF

[S024] BIEE [{0})] B AT LN REZZ—%HRER

[S025] EIEE [{0)] B’ AT LN AEZZ—%BREH

[S026] EIEE [{0}] NRAGIEFAZE E= X —%ZREH

K3

[S027] EXEE [{0}] B'RASEFAEE=4—Z)t v bHh

[S050] BIEE [{0}] N'V TV &R Z ERR: [{1)]

[S051] BEE [{0}] ' 5 Rigm & BHF: [{1)]

[S052] BIEE [{0}] N'V TV K& Z HIBRH

[S060] BIEH [{0}] 'V 57 RESREERHP, 1V XE VR {1}

[S060] BIEE [0 ME A LIRS A I TUREREERP, 1 VX2V {1}
CloudServiceUrlFormat: {2}

[S061] EEE {0} 'V 50 REREZTTH. VYV —XDHFA: {1h IL—IL%: {2}

[S062] EIEE [0 NIV RERET T LE L. VY —XDBFBAA: {1} {2). IL—IL%: {3} E&
= {4y {5}

[S063] 75 REHFHICKRST S —HDFHLEL X L7, FISI {0} TLE

[S064] 750 RESRPICRBERIS—HEELF L. AL {0} TLI
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[S401] #BRD 7 v T L — K ZZE1TH - [From version {0} to version {1}]

[S402] T 5 —: Citrix Federated Authentication Service (& Network Service & L TRITE 2% EH
& D £ ¢ [currently running as: {0}]

[S404] Citrix Federated Authentication Service 7— X2 X—X Z@HIIHEELTWET
[S405] LA R UDBST—ER—ZADT—EBTHRICTZ—HIFEELF L7 [{0]]

[S406] LA R UDST—ER—ZIANDT—2BITHART LELE (F - —GAZIERITT
nEtA)

[S407] T—AR—ZDBRCFET 37D, LYZXMNIR=ZADT—RIFT—EZR—=XIIBITIN
FHATLLE

[S408] #EBZ A>T L— R TE £EA -- [From version {0} to version {1}]

[S409] ThreadPool M1&ERIZELIN L % L 7= - MinThreads H' [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3}] ICHAE I E LT

[S410] ThreadPool DHERICKI L % L 7= - MinThreads % [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3}] ICABTETEFEATLTe CNICED FASTH—N—DXT—ZE )
TAINCHEDNE B MR HD FT

[S411] FAS H—E XDREBAICT S —HEE L £ L7 [{0}]

[S412) D 7 v FJ L — RH5ET L F L7 -- [From version {0} to version {1}]

[S413) AGLEEEAZ DBEMHARA E D A <IN EF 9 F& D {0} B). FERRE OFFME: {1}

[S414] FAEBFEBHE D BREARM N £ L 7o, FEERE DFHM: {0}

[S415] SREEREEREDF T v I D57 L&E Lo {0} FOMEN OV ICEHFEINE LT, REID
FIVvIIF{L}ICFESNTULED,

D7Y—> 3 YDOER
CNEDAIARY M. BN —N—HA1—HF—O5F>EF7H— kLI FIo. FASH—
N—TEFBICOSICERINET,
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As 31—k
[S101] H—/N—[{0}] IF. O—JL [{1}] TIDZ7H—~$2MEBREHLHD £t A,
[S102] H—/\— [{0}] IZUPN [{1}] d7H — MK L £ L7z (B9 {2){3))

[S103] H —/S— [{0}] lEUPN [{1}] SID {2} EBRL £ L7=H JLw o 7w FESID {3} #RLEL
TCO

[S104] H—/\N— [{0}] IFUPN [{1}] ®7H — MK L £ L7 (UPNIZO—JL [{2)]] TEFHIINTL
FtA)

[S105] ' —/N— [{O}] IXIDT7H —> 3 > ZHFHITL F L7 [upn: {1}, role {2}, Security Context: [{3}]]
[S120] SEBBZE % 4T [upn: {0} role: {1} Security Context: [{2}]]

[S121] [certificate authority: {2}] & T [upn: {0} role: {1}] ICEEREEARITSNEL -

[S122] & H—N\—DNBEEIREETY [upn: {0} role: {1}[19HT=D D) I T X M {2}
[S123] [upn: {0} role: {1}] [exception: {2}] DEEREEDFEITICKB L £ L 7=

[S124] [certificate authority: {2}] [exception: {3}] T [upn: {0} role: {1}] DFEFAZ D FEITICKEL £ L
1

RIS EEE LTHET S
N5DARY MME. VDA A—H—%ZOJ A > EHE 3 & FICFASH —N—TERITEICOJICE
BINET,

aJ3d—k
[S201] KB HZFEE [{0}] IF/NRT—RICTIVERXATEEE A,
[S202] IHMLE FE [{0)] IFEERRAEICT7 VR TE FH A
[S203] HL L EH [{0}] IFLogon CSPICT I ERTE HEA

[S204] HHL S [{0)] A, [{4)] 1= & > TEESI Ni=0O—)L: [{2)] [Operation: {3}] T [upn: {1}] D
Logon CSPICT77EZRALTWET

[S205] YU EET7 IV IMEESNELE-BUOBLTT7AT >V b [0} b JL—JL [{1})] DA
TN EEEZETIEHD FEA
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[S206] FO'E LT 7 HU > bk [{0)] XN EETIEIHD FHA

[S208] W+ —1R1EN KB L % L 7= [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error
{4} {5}

v a YREERASY —/N\—
NEDARY MME. A— =Dty a VRIEAEXFERT S FICFASH —N—ICOJ KR
TNnxE9,

aJ3d—k
[S301] 77 £ RIEE: A—H— [{0)] IHMRERAY— b H—RADT I IELHD FHA
[S302] 2 —1'— [{0}] AREARRE X< — k71— K [thumbprint: {1}] #EXKL £ L 7=
[S303] 7V REE: 1 —H— [{0}] IFRBRAT—FH—F [upn: {1}] e —H L FEA

[S304] Z—H'— [0} AV Ea—%—[{2}] TTOT S L [{1}] ZR1TL. WHEIZE [{6)] ICRAE
2 — k51— R [upn: {3} role: {4} thumbprint: {5}] ZEA L TWLE T

[S305] IR IEICKB L % L 7= [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4}
{5}

FASPH—23a>FST10>
CNEDARY MIFASTH—> 3> 7S04 vic&-oTOVICETEREINE T,
AJ3d—k
[S500] FAS7H—> 3> F S04 VH M EINTULWEEA
[S501] R S NTIFAST7H—> 3> 7504 0% 0O— RTE XA TL T [exception:{0}]

[S502] FAST7H—> 3> 7504 >Hha— R EN X L7 [pluginld={0}] [assembly={1}]
[location={2}]

[S503] H—/N\—[{0}] IFUPN [{1}] £ 7 H— F TEFHATL (A A VIO RSN E L
M FST1 2 2] IFENZHR—FLTWLWEEA)
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AJd—Rk

[S504] H—/N—[{O}] IFUPN [{1}] ZE 7 H— FTEFHATL (AT A VAHD RSN E L7
D B ENIEFAST S 71 0hHD FHA)

[S505] #—/\— [{0}] IJUPN [{1}] £ 7H — FTEFRATLE (FS5F1Y 2] BAF—4 X
(3] EXwt—T [{4)] TOFF VEHEIEER L £ LT:)

[S506] 75410 > [{0}] I&. H—/N\—[{1}] 'S5 UPN[{2})] AT # Vitilx X vt —T [[3) c &
BICZIFANELE

[S507] H—/N\—[{O}] IEUPN[{1}] D7 H—FMZEBMLEL (71> {2 DXV v K [{4)]] D
RITHRICHAN BN ERO—-LELK)

[S507] H—/N— [{O}] I UPN [{1}] D7 H— MIEKBMLELE (71> 2] DA {3 = X
O—L%xL7%)

[S508] ' —/\— [{0}] I UPN [{1}] ®7H— MIKBL X LT (77t RUEARBEINT LD
T304V 2] BENZYR—FLTULWEEA)

[S509] H—/\— [{0}] & UPN [{1}]] 7B — MK L XL (PO AEBENREINF LA
BREAD FAS 75741 HhHD £FHA)

[S510] H—/N—[{O}] IF UPN[{1]] D7 H— MZEKBMLE L (O RMIBIZ TS0 10> [{2)] I
SO TEYPERBRINELTR)

WorkspaceXiinDFAS
NEDARY ME. FAS B Workspace & EBHICERATND & EFICOJICEBRINE T,

m b bl
[S001] Citrix Cloud ZREEF—Z2O—7—> 3 > L £ L7 [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] 75U RHYR—rEZa—ILHEHLTUVET, FasHub 7 57 RH#—E X URL: {0}
[S003] FAS h'U 57 RIZEEFRINE L 7 [fas id: {0}] [transaction id: {1}]
[S004] FAS h'U 57 RADBEERICKE L % L 7z [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS W IRTEDEM Z 7 7 RIZiX(E L £ L7 [fas id: {0}] [transaction id: {1}]

[S006] FAS |FIRTEDERZ 7 7 RISEEFETE FEATL T [fas id: {0}] [transaction id: {1}]
[exception: {2}]
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[S007] FAS |37 57 Rh 5B &R I N E L 7 [fas id: {0}] [transaction id: {1}]

[S009] FAS |37 T RH 5 DB ERERFRICHKE L £ L 7z [fas id: {0}] [transaction id: {1}] [exception:
{211

[SO10] FAS H—E RIFTV T R XyE—T >4 URL: {0} ICEFiSNTWET
[SO11]FAS H—ERIZIV T T RICEHRINTULEEA
[S012] FAS #—E X & Citrix Cloud D6 D I I A VA VICHATEEXT

[S013] FAS #—E X & Citrix Cloud 5D T I A VA ICHBATE FE A [{0}] FFMICD
WTIE, BEIAVY )L THRTETEY

[S014] 7 T RH—E R <service name> ADIEUH LAKEKL % L7 [fas id: {0}] [transaction
id: {1}] [exception: {2}]

[SO15] MEOUME L ehEFRf ST LW ALz, Citrix Cloud 5D X yE—IhJOv o snEz L
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] 7 T RH—E X <service name> DU LARLINL £ L7 [fas id: {0}] [transaction
id: {1}]

[S019] FAS |30 57 R 518z 4~ > O— R L % L 7 [fas id: {0}] [transaction id: {1}]

[S020] FAS (37 57 RD S DDA 7 > O— RIZKEL £ L7 [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] 75U RHYKR—hEZa—)LDEIKEKL F LIz, FIH: {0}
[S022] 72U KRB R—bEZa—ILHIMEILELTVET

[S023] Citrix Cloud 85EF —DO—7T—=> 3 VIZKB L £ L 7 [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]

[S024] Citrix Cloud E2sEF—DO—7—> 3 % BE L TLE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] CDH—E XDEREEF —I& Citrix Cloud (Z7E1E L £ [current key: {0}] [keys in cloud: {1}]

[S026] C Dt —E XDEZEEF— & Citrix Cloud ICTE7E L £ A [current key: {0}] [keys in cloud: {1}]
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aJa—Fkr
[S027] Citrix Cloud F88EF¥— DA ML —SFEHKZE 7y FJL— R L % LTz [fas id: {0}]
aOJg#>
N5DARY MME. OJ 7 VERFETVDAICEEERINE T,
aJa—Fk

[S101] ID7H—>3>OdFVICKBLE L, B IhAaVnWI 7L —2 3 VESET —E X [id:
{03

[S102] ID7H—>a>OdF VICKEML £ L7, {0} DSIDZRETE £ AT L7z [Exception:
{1K2}]

[S103] ID7H—>a>Od A IckBLF LT, 2—H— {0} DSIDIE {1} TIH. SN D
SIDIx {2} TL T

[S104] ID7H—>3>Od A KB LE LT 7 7L —2 3 VERRET —E X {0} ANDIEHIC
L & L7z [Error: {1} {2}]

[S105] ID7H—>3>0OJ 4 >, O Z > [Username: {0} Domain: {1}]

[S106] ID7H—>3>OJ 4>, \nnT7 7L —> 3 VEREE—E X {0p\n\nA & # >R
[Certificate: {1}]

[S107] ID7H—>3>O0F KL £ L7z [Exception: {0}{1}]
[S108] IDT7H—> 3 B TS X T L 72Ut XIEF [Caller: {0}]
v a3 VRIEAS

INSDARY MME, A—F -ty a v RNAREOERZHA L EICVDAICERINE
ER

Ay -k

[S201] IREEZAVY— kA — R 72Ut XIE. [{0}]IC & > T[PID: {1} Program Name: {2}Certificate
thumbprint: {3}|D7=®ICEEEINE LT

[S203]| (RIEANY— b H— R YT X FT L 721 RIEE [caller: {0}, session {1}]
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aJa—Fkr
[S204] RAEAY— b H—RHY T AT Lo AX— b A—RHYR—EDEMAEO>TVWET

SEFAEERE F—RTER
NEDARY biE. FASH—N—HDEL AR OEBSILIREERT IR EFICHEBEINE T,

AJa—Fk

[S001] TrustArea:: TrustArea: -f > X b —JL E N 7=5EPEE [TrustArea: {0} Certificate {1}
TrustAreaJoinParameters {2}]

[S014] Pkcs10Request::Create: PKCS10E K % {ERY L % L 7= [Distinguished Name {0}]

[S016] 7 Z 1 RX— kF— &K [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3}
EllipticCurve: {4} KeyLength: {5} isExportable: {6}]

[S017] #AERHE::HIIBR [CspName: {0}, Identifier {1}]

aJ31—k
[S104] MicrosoftCertificateAuthority::GetCredentials: {0}z £ 3 2 1ERHNH D £ 3
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest J&& DiX{E LS — [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest SERBEZE D FEIT I E L 7= [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - Z&E3F 5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

IYRFA—HY—DIF—AvE—>
COtTLarTlE WindowsAJF o R—ITA—H—IIRRENZ—MRNBIS—XAvt—
Dr—BRTLED

RATEIS—XyE— FALBR
ENRI— =R FIENRT—F AYEa—Z—I3BMRERE CMERE

BHoTWBEERFE L TLWETH. Kerberos K
XA Ay bO—5—hEREESTLEL
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RIS —RXRytE—2

PRATLIIOTA Y TEEFEATL, BiRIE
HREMBTTELEATLI 1 EKIFYR-b
TNTLWEEA

SRTLIFOTF Y TEIRVATRRMED B D F
Yo BRELICERTNIEANY— b A— FEERER
BEITNhTLWEEATLT,

RERER

BENER

HACBR

7=o CDEEED Kerberos O07) o3>
HEEBLTLLIETL,

RXA>OY bO—F—ICEBETTRULDN
RX1>d>ybO—5—HRAY—bH—RE
ffZ U R— b9 3BAETERINTULEYE
Ao TKerberosiBiE) « TRXA>a> bk

A—Z—888F « F/E TRXr>arv bk

O—2—1 SERREDBHICKRXr> OV b+

A—S—%8HKL TV, BFOIRZE
NEMCRZZEETH. Nzl I MiElE
HFJ,

RREEERRE ¢ )L — hEERREA O—A)L O Y
Ea—48—ICA XA b=ILETNTVWEE A,
AERZE C RRAF—EBEZSRLTIILET W,

CHUSEE. SEFEDILREEENE L < RE
TNTLAEWLD, RSATF—HETET S (<2048
Ewhk) CexRLET,

e AN—bA—ROTAVEICRXA U EIEBRTS

e« AN—hbAH—KROTA VRIS —
CAPIOJ DBEML
KerberosdZ OBt

PowerShell AV > FL w b

H—RN—T« OFERKETARY— b A—FOTA >V ZBMCTBODHAI RS 1Y

> 7L ERBICIE. Federated Authentication Service (FAS) B2V Y —ILEEATET Y, -
72L. PowerShellf X —TJ 21 AIEIODTERF T a>zR#BELET, VY —ILTHHET
ERWVWA T3 VvEFERATEZFENHDBEE. CitrixiZtBRLICPowerShell DA EFER T3 &%

HRLET,

IDAT Y KlE. FAS PowerShell AW > RFL Y b ZEEBMLET,
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JITL—Y3VEEEY—EX

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

PowerShell 7 1 > R T, Get-Help \<cmdlet name> ZEB L TIIY VR LY DAL TERR
TEXT,

FAS PowerShell SDK OY > FL v FDOFFMICDWLWTIE. <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> ZEBBRBRLTLIETL,
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EBE7—*70F+%

IEC®IC

7T L—> 3 EREE —E X (FAS) I&. Active DirectorysERA#REE ¥ #i& L. I —H —DCitrixiR
BATY—LLRICEREES NS CEZAEEICT ACitrix® AV R—RY M Td, CORFaXVE
TlE. BRICBLIESEZIEARREAT7—FT7I7FvICOVWTEHRALE T,

BAMICT B L. FASIZA— —REEDRE Z GRS NcStoreFronth —N—ICEEL 75
StoreFrontiCld. RFTDWebT 7/ O — B DV THEREINSIENLIHAMAHEEA T3>
WD, StoreFront SDKE7cldH— RN—T 1 DIST S 1 V= FER L THRICHLERTETET,
BEANRERETBEEIZ. WebT 1 MO —%ZRAETET2HH5WBE86 70/ O —%. Citrix
Virtual Apps & 7z I&Citrix Virtual Desktops™DRREICOT 1 > §31cHICERATE S L DI o1
_LTY,

CORFaXYRTIE BESHETICONT, hy FLALOBET—FT 7 F v OFIICOVT
HEALET,

- NEBRER

Citrix Gateway D7 O

ADFS SAML
e B2B7hOV kT wvEVY
* Windows 10 Azure AD 31>

BELET BFASEEEAD Y VIHNRETNTUVE T, IRTDT7—FFTIFvICDOVWT, 1 VX h—
JLEREBRDEEIIFASOE Y 7y FICETEZEER) 7 7L VX TY,

T—XT I F v DEE

FASI&. StoreFrontlC & o TERslE & N7cActive Directory1—H'—(CXHh>T. A¥N—rH—FKI S
ADIAZEZ BFMICHKITI A L ZARINTVE T, Chidk. BEEIMIEII—FH—RK
F7OEY3aZ>JTERY—IILEEZKDAPIZERL £9, 32— —5HCitrix Virtual Apps™ £ 7=
|&Citrix Virtual Desktops Virtual Delivery Agent (VDA) ICfB/ v SN2 &, SERRENIT I VICT R Y
FEN. Windows E XA NZOTF > ZZED ANV — b A— FEREEE L TEREL £ 95
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I—H—HCitrixIRIBAD T IV RZ2EKRT B . [EHEENTStoreFront™H —/N—I|FFASIZHER L
9, FASIZ. B—DCitrix Virtual Apps % 7z I&Citrix Virtual Desktopstzwv > a Uh Dty 3>
DFFAE TR T D L ZFa I3 F 7w b 25 LE T, VDA I—H—Z AT 2HEND
BIHE. FASICERIL TF Ty b 25| SR F T, FASOHN I—F —FERREOMERICT It X
TEFY, VDAL, FEBAETRITIZIVENHBBLH L VESILIREZ INTFASICEE T B4
ENHDFT,

ROBIE. FASHMicrosoftiEBAHERI & 5 L. StoreFrontd & UCitrix Virtual Apps and
Desktops™ Virtual Delivery Agent (VDA) ICH7R— rHF—EXZRELTVWEZZZRLTUVE
ER

t Synchronization _‘h
~ B i< <=
= Request|Certificate

SAML IdP Active Directory Microsoft
[ADFS) 4 Certification
T i Authority
g

c <+ 1

§ 5%, =

: $8/ -

b= \'\ 287 Assert Access Logon

s / T ——— .
I 58 Identity . Certificate
. @ §5;

S YN Federated

g - Authentication

-4 & =

‘ -~ Service
__ o~ Nfuse h Y Citrix \_

| SAML token Citrix AG Basic h protocol Brokering
e SEE— —_———— — ~ —r—.—
Protoco
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

NE R

FASICED., A—H—IXTFIFELRFBAEA T 3> (Kerberos> VT IWNH AV F 2% ET) %=1E
A L TStoreFrontiCZRICEREE L. TTRICEREE S NLI=Citrix HDX™ME w3 VICEHRTET X J,

ZHICED, I—H—BRBRPAY— b H— RPINODAAZRD S 7O T k7 L TWindows::
AEMEIEEICTR D, VTN A VAT —ERBED MRESNIL/NRT— REE) Ktz HEH
TRIRELHD EFHA. Childk. LEID/N— 3 > DCitrix Virtual Apps TR B RIEESS o 7=
KerberosHll# S S HEEOT A VT B IR B OICFEATET T,

IARTOA—H—F. TVRKRAVETNARICAIY— M A—RTAOTA Y LTVBRIHESHICH
MOod. Lyl aYATRE#RIVTISANIIFv (PK) SEEEICT77EATEZXY, N
IC&D. AR— b A—R)—H—%EFLLBVWAI—r T4 20RTLY FREDT/INAZAHNSET
b, ZEBRFAETINADAL—IBBITHABEICERD £7,
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COEMTIF. FASZEEITI B LULWI—N—DEmMEh, CoT—N—Fa1—H—IcHb>TR
N—hA—RISRADEAEZHKITI2HEEZITF>TVE T, CNOSDIEAZFIF. AY—FAH—F
OJF HhMERENIAD K SIS, Citix HDXRIEDQ I—H—t v > avicOd 4+ >33 7DIcfE
BEhZxd,
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AUTH.LOCAL domain

e Certificate Authority

Hndoweere | Microsoft |

@ FAS User

o Certificate sseeverssssssbrssanssrnsannns Domain Controller
‘ Template
@ FAS Authorization .

~ Certificate Windows Server

i Template
UPN
walter@auth.local

StoreFront

Windows Server

Issue > TLS Server
i Certificate

Federated Authenti-

cation Server

Windows Server VDA

FAS Windows Server & Desktop
_J"v‘ Issue Operating Systems

Authorization  guudimieniens
Certificate

A
I
I

T RASUser ...l ISSUE ‘:‘\1 FAS User
: '5 Certificates & " Certificate

.
-t
ot

Login with

Hardware Security
Module (Optional)

Associated with

Hardware Appliance

o U
o - - % Pl:p,i\e.:‘,ce Keys

M Authorization
Private Key




JITL— 3 EREEY—EX
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Kb FT, CHUFE. RYRNT—IA4E—T1—ADGUI ZNLTHITSZENTEET,
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m_l netscaler530 Settings

Essentials =~ i H':,ﬂ O NS serve
PNEINNY Custom DNS
Resource group Private IP address
citrixsamidemo 10.0.0.9 SUFFORT + TROUBLESHOOTING i
* Primary DMS server
twork/subnet
P B Auditlogs p [10005 v
& MNew support request b Secondary DING server
df 22436f-d4f9-46ae-beTb-6470cdaeefca
GEMNERAL
Properties >
Al 35 =
M [P addresses >
Bl DNS servers pd
) Network security group >

T7FILFTIE. AEBIP (10.0.0.9) 7 RL XIFEBICEIDHTENE T, IP 7R L AREZFEH
LT IP7RLREXGMICEIDYTRZZENTEEYT, . Web 7TV r—> 3> 70OF
DH—=—N=CRXA2ObO—F—ICF LTITSBRELRHD £7,

NEEDNS 7 RLRA%ZERTS

VM DZEITINTVBIGE. Azure &, VM ICEIDHTSENTWLWBRIREONT VY I IP7RLR
HFIETHMBDDNS V—>H—N—%#ELFEI, CNid. Azure BT 7 2 )L b TE VM DicEBF
ICIP7RLRAZEDHTEH. BMICT D EERGEEETT,

& AR O & AR O Assignment
- (o B2
address
13.94.252.54 SUPRORT + TROUELESHOOTING P adiress
onis o
B Auditlogs > 13.94.252.54
ame Associated t . Idle timeout (minutes) @
Professional with MSDN omaincontrolaz4 & Mew support request > Idle timeout (minutes)
a
5. o intual machine
df22436f-d4f3-4Gae-beTh-64T3cdaeefca DomainCentrol
GENERAL DHS name label (opticnal) &
e i domaincentrel-citrozamidemeo
Properties > .
westeurope.cloudapp.azure.com
All settings
& Configuration >
.E_:\c;
®

RESOURCE MANAGEMENT
Edit & Tags
& Locks

il Users

R R

B3 Eqort template

_ D TIE. domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com @ DNS 7 KL X %
RXA>a>bO—5—ICBIDETEY,

DE—MEENTRT TS, Web 7 FUr—2 3> FOF 2 L Citrix Gateway VM D &HHY/NT
Dy IP7RLAZBMITRZHELH D CITTFELTLIETL,, BEFIE. NTUv T IP
I\ l/Zb\i’ﬂ /\O) RDP 77‘&1‘;@%*“&?)0
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EFXaVTFoTIN—TZ2BHTS

Azure 75T RIE. €FaUT0 I —T=2ERBLT. 1> —%v +H5 VM AD TCP/UDP 7
VERADT7AT 74— ILIL—IZEELET, T7AILETIE. IRTDOVMHA RDP 77U
ZFA L £ 9, Citrix Gateway & U Web 77U r—> 3> 7OF>H—/N—H, R— K443 T
TLS ZEFRI 9 2R ENHD £7,

op 8RO
SUPPORT + TROUBLESHOOTING d, 0 outbound SUPPORT + TROUBLESHOOTING
Associated with
B Auditlogs > 0 subnets, 2 network interfaces H 2uditlogs >
& New support request > lonal with MSDF & Mew support request >
f9-46ae-beTb-6479cdaeefca
GENERAL GENERAL
tings =
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DMS servers > . Outhound security rules >
@ Metwork security group pd B Metwork interfaces >
Subnets >
RESOURCE MAMAGEMENT

ADFS SFFREZERR T 3

MicrosoftsEFA#%REI TWebH —/N—SERRZE T > L —FZEBMICLE T, CNICED. h XA L
DNS7 RL ZZ#FDiBAEZER L. MERZZO Q) pix 7 7AILICZIRR—FTEEFET, C
DFEFREIFADFSH —/N—Web7 TV —> 3> FOFSH—N—OBEHFICA VA M—=ILT 34
ENHDTHD. PRXT7MILDHREINZ A T3> T,

UTFoH 7oy b TWeb Y —N—FEREZHKITL £,
s JEVF—L:
o adfs.citrixsamldemo.net
- BV MBS

o * citrixsamldemo.net
o fs.citrixsamldemo. % k

o enterpriseregistration.citrixsamldemo.net
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5 L1}

@ Consolel - [Co
File Actien V )
& Fie 2\ subject | General | Extensions | Private Key | Certification Autherity
- * .4 i =l Certificate Enrall The subject of a certificate is the user or computer to which the certificate is issued. You
] P
[B Cansole Root can enter information about the types of subject name and alternative narme values that
4 G Centficates (L can be used in a certificate.
4 7 Personal Request Certificatd’ | ¢ piect of certficate
= i The user or computer that is receiving the certificate
__ == Certifig You can request the fiol P 9
b [ Trusted Re click Enroll, Subject name: : :
b [ Enterprise Type: CM=adfs citrisamldemno.net
b Intermedig |
. on n
b (2 Trusted Pu [] Cemputer |£orn an name
= Value:
¥ :' Un‘_trustbd [w] Web Server
b ) Third-Part 2 Moreinfo |
b [ Trusted Pg : Alternative name:
b7 Client Aut The following opt T
b= Remote D¢ EeyusagE e * citrisamldemo.net
b ] Runtime_T] St |DN5 fs.citricsamidemo.net
b L] Smart Card iy B Yalue: ent istration.citrisam
- Valid od
I [ Trusted Dg ity pen |
[[] Show all templates

FEEREZ. NRAT— P TRESNIMERZIO Tpix 7 7 MIILICT IV RR— b LET,

Azure ADZtY N 7w T93

Dt 3> TlE. FILWAZUre AD1T XX X%t w k7w L. Windows 10% Azure AD
ICBMEE3OICFERATEZ - —IDEEM TS 7O RICDWVWTEFELCEHBAL XY,

FLOTALIMIEERT S
U5y UAzureR—2)LCOTF Y Ly HLWT 1 LY MU ZERLET,
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Add directory

DIRECTORY
Create new directory
MNAME
CitrixSAhLDemo
DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

TTIBE BER-—IDPRTINET,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

",

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

FO—/NI)LEBRED—H— (AzureAdmin) Z{ERR T3

Azure T/ O—/NILEEE (CDOHITIE AzureAdmin@citrixsamldemo.onmicrosoft.com ) Z{F
BRL. ILWIADY bTOdF Y LTNRAT—RZRELFT,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

R XA >% Azure AD ICE8T 3

T 7 4I)L b TlE. I—H—I|F <user.name>@<company>.onmicrosoft.com DD A—)LT7 K
LXTHEBIETNE T,

CNTHEMHBRELXLTHRELEXF TN BEERADOX—IIL7RLA TENIITYRFI—H—0D
X=)LT7HOY rEe—HTD2HDNEDBEYITY: <user.name>@<company>.com o

FXL>DEBM7Vavid. EEOSHDOR XA IO 5DO)AAML I b EERELET,. ZDOF
Tld citrixsamldemo.net Z={EAL 9,

VTGN HAOFODI-DIC ADFS #RET 3EBAIE. FT VIRV IRAZBMILET,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,
DOMAIN NAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

Azure AD Connect 1 VX b—JL$ 3

Azure AD ¥ GUI ® X 7w = 2 |&. Azure AD Connect @ Microsoft # 7> O— KRR—=JICUA
AL FENET, CNEADFSVMICA VYA R—=ILLE Y, ADFSA > a3 %FBTES LS
IC. Express Settings Tld%: <. Custom install ZfER L T2 &L,
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Install required components

Express Settings
Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

asting SCOL Server

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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UENCER LI-BBE 7 H D> b TAzurell#Ei L £ 95

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

RERADT # L X b &= EIRL £95
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

IARTDL A —Active DirectoryZ 72 7 b%&Azure ADE[EIHBEL £ 95

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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T4 LY NUBENERBIZEIE. - -2+ DIC—BTHBcH. OJF>9351—F—
ZHEANTEED,

Express Settings
Required Components
User Sign-in
Connect 1o AZure AD
Sync
Connect Directonies
Domain/CL Filtering
Filtering
Optional Fealures
AD FS Farm
Azure AD Domain
Configure

Venfy

Ty MMIHIBRL XIS

Uniguely identifying your users

Select how users should be identified in your on-premises directories, (7]
® Users are represented enly once across all directories.,
) User identities exist across multiple directories. Mateh using:

2 Mail attnioute

ObjectSID and msExchMasterdocountsIDymsRTCSIP-Originators|D
SAMAccountMame and MaillMickMName attnbutes

& speacific attribute

CUSTOM ATTRIBUTE

Select how users should be identified with Azure AD.
SOURCE ANCHOR @
| objectGUID |~

USER PRINCIPAL NAME €

| userPrincipalMame |'

tinbutes

TIAINEDTAIINRI D TF T a>eRIFANZD A—F—ETNAXAZ2/EDTI—T
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

WE|ZIS L Ty Azure AD/NX T — K % Active Directory Y B TE £ ¢, ZHUd@E. ADFSR—X
DEBEEICIFBED D FH A
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Optional features
Exprass Settings
Required Compenents Salect enhanced functionality if required by your arganization.

er Sign-| .
US r I(_'|I'I n _I Ex ."|=."|'_..= “:. ong .'tP'!'.|.'_.-""‘:.=!'| e

Connect to Azure AD
] Azure AD app and attribute filtering 9

Sync
[] Password hash synchronization @

[ Password writeback

Connect Directories

Domain/CU Filtering

Identifying users [ Group writeback (7]

Filkening ] Device writeback ﬂ

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Damain Learn mare sbout optional features
Configure

Verify

AD FST{ER 9 AEFBEPFX 7 71 )L &ZER L. DNS% & L Tfs.citrixsamldemo.netz387E L %
ED
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&% Microsoft Azure Active Directory Connect

Express Settings
Required Components

User Sign-In

Connect to Azure AD
H Sy

Connect Directories
Domain/GU Filtering
|dentifying users
Filtering
Optional Features
Federation Servers
Proxy Servers
Credentials
Service account

Azure AD Domain

Configure

Verify

AD FS Farm

I Configure a new Windows Server 2012 R2 AD F5 faim

Use an existing Windows Server 2012 R2 AD FS farm

Specify the 550 certificate used to secure the communication between clients and AD FS,
® Provide a PEX Certificate File
) Use a Certificate installed on the Federation Machines

CERTIFICATE FILE a

| C\Users\Fred CITRIXSAMLDEMO! Desktop\adfs.pfi |
SUBJECT NAME SUBJECT NAME PREFIX
|",|:itrixsamldemu.net Ivl |fs | G

FEDERATION SERVICE NAME

https://fs.citrixsamldemo.net

___reics JHINNNTI

TOF > —N—DRBIRERD 5NT5. wap.citrixsamldemo.net b —/N—DF7 KL XZ AN L F
9o Azure AD Connect MBI TE 3L SIC. Web 7 U= 3> 7Ox>H—N—TEEEL
L T Enable-PSRemoting -Force AY >V R L w F 2 EITTZ3RENHIHBELHD £7,
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Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync

Connect Directories

Domain/OU Filtening

Identifying users

Filtering

Optional Features
AD FS Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain
Configure

Werify

& Microsoft Azure Active Directory Connect

Web application proxy servers

Specify where to install web application proxy.

SELECTED SERVERS

ﬂ VDAcitrixsamldeme.cloudappnet  Remove

[

1) E— bPowerShell DEFEMDOBREICE D CDOFIEHKM L IZIHEIE. Web 7 FUr—2 3
O7AOF I —=N—ZF RXAVIZEBNMIETAHATLIESTL,

T4 —ROEDDFIETIX. ZEDBEEBEENIAT—REFEHRAL. ADFSOY—EXT7HI >+
ZER LTI, £D%. Azure AD Connect | DNS YV —> DFFBEHERRIIT 3 LS5 KD F T
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Azure AD Domain

Express Settings
Required Components
User Sign-n

Connect to AZure AD

Sync

AD F= Farm

Cradentials

Configure

Verify

Connect Directories
Domain/OU Fittering
Identifying users
Filtering

Optional Features

Federation Servers

Proxy Servers

Service account

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory.
pomain: @

|citmsamldemo.cloudapp.net 7

Before we can federate this domain, we need you to confirm domain name ownership for
the DNS settings.

TXT record:
Taxt: M5=ms59661451

MX record:
Destination: ms59661451.msv.invalid

You will need this setting in place to complete AD FS installation.

|| Learn more about verifying DNS ownership for Azure Active Directory domains

TXTE LU MX LO—RK%Z Azure ® DNS 7 RL XL O—RICEML £,

HAME TYPE

=]

fs

N5

S0A

TAT

TTL WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

172800

3600

3600 ms70102213

CMAME 3600 adfs-citrinsamldermoawesteurepecloud., |,

Azure Bl B>V —ILTHIVYILET,

CitrixSamlDemo

&2

DORAIN MAME

citrbesamidema onmicrosoft oom

USERS GROLUPS APPL

TYPE

Basic

CATICHNS DOMAINS CIRECTORY INTEGRATICN COMFIGURE EPQRTS LICEMSES
STATUS SINGLE SIGEM-0N PRIMARY DORMAIN
S Active Hot Awailable ¥es

citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to
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CDOFIEH LB L 1=EE1%. Azure AD Connect #E1T T 3BIIC R XAV ERIETE 7,

ETTBE. BT RL X fs.citrixsamldemo.net 7R — + 443 B TEHINE TS

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:
10:0.0.13

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

Previous Verify Exit

Azure AD Join ZBRICT S

A—H—HX—=)LT7 KL X% AF1LTWindows 10h'Azure ADEM%ERITTET3LSICT B L.
DNSt 7«1 v AHADFS%Z 159 CNAME DNSL OJ— K (enterpriseregistration.\<upnsuffix>) %
WERITIHICERINE D,

ZDFTIE. ThiE fs.citrixsamldemo.net T9,
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enterpriserezstration. citrcsamidemounet E
Type

CHAME |
= TTL TTL unit

1 + | Minutes w
Allias
[ T citrimsamibdemo net W

NEIEERRKES = E L T LR LESIE. WindowsHhADFSH—/N\N—%{E883 3L SIZ. ADFS)L—
rEERAZAWindows 10V E 23— —ICA YA R—=ILENTWVWBR I e ZBERELTLLIET L. Ual
ICER LI —ThHoY b ZzERALT. Azure ADR XA >UBM%ZEERITL £,

X

Let’s get you signed in

Work or school account

George@citrixsamldemo.net u

Password

| forgot my password

Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement
-

UPNIZ. ADFSEXA > AV FO—F—ICEL>TERHBINBUPNE—HTEIHNELNH B CISER
LTLIETL,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Finish

)
IOoVZBEHL. I—HF—DX—I)L7RLRZFERLTOI A>3 5 LT Azure ADEMA
B Ll e zfsiLEd, OJA > L7175 Microsoft EdgeZz#c&) L T <http://
myapps.microsoft.com> ([C¥EKiLE T, Yz TH A MIBENICO VIS A VU F > ZFERTS
19T,

Citrix Virtual Apps X & Citrix Virtual DesktopsZ -1 > X b—JL§ 3

BEDHET. Citrix Virtual Apps & 7= 13 Citrix Virtual DesktopsDISOh 5 E#E. AzurelZDelivery
Controller58 K UOVDAREY S V%A VA M—ILTEEXT,

_ DFITIE. StoreFronti&Delivery Controller& B L —/N—ICA YA b—=I)LENTWLWE T, VDA
I&. Machine Creation Services SEEEJIC (A 7> a > THERAIEETETHD) « RZ>R7OY
DWindows 2012 R2RDST—H— LTA YR F—ILENTVET, KTT DHEIIC. T—H—
George@citrixsamldemo.net BN/NA T — R TEREECEIF B & SR L T 723 LY,
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« 16 e Y

Citrix StoreFront : [ -

DESETOPRS

Q, bearch Desktops

Details

I —H—DEKIFHR% L TStoreFront™HERAETE 5 K 512, Controller TSet-BrokerSite —
TrustRequestsSentToTheXmlServicePort $true PowerShell ¥ > KL w b ZETL X,

Federated Authentication ServiceZ 1> X —JL$ 3

ADFSH —/N\—I|ZFAS%Z - > X k=)L L. Delivery ControllerhS%8 & f17=StoreFront& L TH#EET
BE5ICI—ILEHERELET (ZDHFITIE. StoreFrontidDelivery Controller & [&] CVMIZA > R
E—LENTWBT=®), TV b—)LEHE 258 L T TV (jajp/federated-
authentication-service/2305/install-configure.html),

StoreFront# 189 3

Delivery Controller® I > E a2 —X —GEREZER L. R— b4A3DISNA > T4 VT ZH/RELT
StoreFrontdR—X 7 R L X Zhttps:ICEE$ 3 Z CIZ& D, IS StoreFront " HTTPSZFEH Y %
KOICHRLL 55

Madify the base URL for serices hosted on this deployment. For mulliple server
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixzsamldemo.net
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StoreFronth’ FASH —/N\—ZFER T3 L SICHEML ( 1> X b—)L R (/ja-jp/federated-
authentication-service/2305/install-configure.html)(DPowerShell X 7 1) 7 bz {EH L £9). Azure
WTAEEICT A kL. FASH—N—DAARY hEa—T7—ZHELTAOJ 4 U HFASZFER LT
WBZ ez L FT,

File Action View Help
o5 =z

|F AT Application  Mumber
[ L Custom
4 L Windows

Date and Time Event ID Tack C..

E Applic 1. Information f 6 04735 AM Citri Authentication Federated AuthenticationSenvice Mone

2] securi (Dlnfonnation 33172016 %47:35 AM Citrix Authentication.Federated AuthenticationService
i Setup @Infomation 53172016 94713 AM Citri Authentication Federsted AuthenticationService
i&] Systen (1) Information 5/31/2016 9:45:19 AM MSSCLSMICROSOFT=2WD
£ Forwal @lnhnﬂﬂtion 5/31/2016 9:45:44 AM Citrix.Authentication.Federated AuthenticationService
p o Applicatic (Dlnh:lm'latinn /3172015 $:45:43 AM CrtricAuthentication.Federated AuthentbicationService
'E Subscripti @Inhrmation 573172018 %:44:39 AM Citric.Authentication. FederatedSuthenticationService
{Dlnfﬂl‘l‘l‘liﬁon 57312018 :44:39 AM Citric.Authentication.Federated AuthenticationService
mlnfonnation 5/31/2016 3:41:23 AM MSSOLEMICROSOFTZEWID
@Infnrmation 5/31/20168 9:33:37 AM Citri. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citriw. TrustFabric
et

Ewvent 204, Citrix. Authentication. Federated AuthemticationService

General | Details

[5204] Relying party [| WDAS] sccessing the Logon CSP for [upn: george® net] in role: [default]
[Operation: SignHash) 25 autherized by [ WDDCE]

Log Mame: Application

StoreFronth’Citrix Gateway % {#H 3 & S ICHER T3

StoreFrontEIE 0> Y — )L TERAEAEDEE GUIZ A L T. StoreFronth’Citrix Gateway % &£/
L TR ZRITI AL S ICHERE L £75

Manage Authentication Methods - Store Service

Select the methods which users will use to suthenticate and access resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. This
setting 15 applied when users log on wath smart cards.

5| Fully delegate credential validation to NetScaler Gateway
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Citrix Gatewaysast 4 7> 3 > Z &9 BICI&. Secure Ticket Authority (STA) Z#8E L. Citrix
Gateway7” R L X &=L £ 9,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a MetScaler Gateway appliance,

#| Enable Remote Access
Select the permitted level of access to internal rescurces

() Allow users to access only rescurces delivered through StorefFront (Mo VPN tunmel) i ]

(®) Allow users to access all resources on the internal netwark (Full VPN tunnel] @
Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: v¥| MetscalerGateway

Default appliance: [N-m:ale-ﬁahway

StoreFront\ND > > T )L A VA VRICHF L WAzure AD7 S —2 3
VEIBRT S

Dt 3> TlE. IR7EAzure Active Directory Premiumt 7' X0 1) o 3 > KRB X 9 BAzure
AD SAML 20> > TV A > # U ikee=ER L £ 9, Azure ADBIEY—ILT. HILWFFUTr—
aYvEERL. ¥y IV—DSTF7 TV =3 BNz RIRLE T,

APPLICATION GALLERY *

Add an application for my organization to use | o|

FEATURED APPLICATIONS (17) NAME
Add an unlisted application my

I usTom “ arganization is using | StoreFrant |
ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are
using, and add it to explore single sign-on

COLLABORATION (214) integration options.

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109}
DEVELQPER SERVICES (B6)

A—HF—MATOHFLWARZLT TUTr—> 3 R ERTBICIE. THhRAL > BEHIAERLT
WBR—EICBRWTFTUr—2a> %8Bl Z:&RLET,
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74 AV DER

215 x 215E 7 L DEEREER L. BER—JIC7y7O0—RLT 77U r—>3>07,1
JELTEARALEY,

O—#1 51 X &N izEfR(/en-us/federated-authentication-service/2305/media/fas-azure-config-
app-add-app-icon.png)

SAMLEBSEDIER
TN r—3 8y aR— ROBER—JICED. TOVTNYALIF I DOBRI %ERL
*7,

O—#1 514 X &N izEfR(/en-us/federated-authentication-service/2305/media/fas-azure-config-
app-add-configsso.png)

C DR TIEFSAML 2.08%5E = A L £ 9, Z1id "Microsoft Azure AD Single Sign-OnJ (I
JELTWVWETD,

A—7 7 1 X & Ni-Ef%(/en-us/federated-authentication-service/2305/media/fas-azure-config-
app-add-ad-sso.png)

MEAF) IIEEOXFHICTEF T (Citrix Gateway ICIRIE SN BB E —BRTIHELDHD £
) CDHITIE. TIHEURL] (ICitrix Gatewayt —/N\—_Ed /cgi/samlauth TY,

O—#1 54 X &N izEfR(/en-us/federated-authentication-service/2305/media/fas-azure-config-
app-add-id-replyurl.png)

RDNR—TICIE. Citrix GatewayZ Azure ADNDGERREFAE & L TER T 3 1cOICERAINSIE
wHAEENTVET,

A—7 7 1 X & Ni-Ef%(/en-us/federated-authentication-service/2305/media/fas-azure-config-
app-add-relyparty.png)

Base 64DEFEINI-BRAIMAZEE A Y YO—R L. Y1V FAURLEY A V7D FURLZ OE —
LEd, SN5IEETCitrix GatewayDIERLEEICEE D FF £ T,

PV =23 z1—5—ICBIDYTS

RERXTYy NI 75— a>zBEMCLT A—H—D myapps.microsoft.com); O bk
O—JLR=JIZRRINDBLIICTB LTI, tld TUSERS AND GROUPS| R—I TITL)
F 9, Azure AD ConnectiC &K > CRIBASNIER XA Y A—HF—TFThHOY MIT7IEIXZEIDHT
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9, DT HIY FBERTETE I, ENSIF\&Ituser>@\&lt;domain>/N2 — 2 [ZEEH L TW
B\, BBRMICRYE YT TI3RELRHD £9,

O—#1 351 X & NicEfR(/en-us/federated-authentication-service/2305/media/fas-azure-config-

app-add-assign-users.png)

»

MyAppsR—>
TV —=a B End . 1—H%—7h <https://myapps.microsoft.com> ([CT7 Ut
LIS Azure7 70— 3> D) A MIRREINET,

00— #1351 X &N i-EfR(/en-us/federated-authentication-service/2305/media/fas-azure-appls-

access-page.png)

Azure ADICEM L TW3HBE. Windows 10ixO057 74 > L= —H—IZx L CAzure 7 7 & —
AR VTN A F o EFR—NLET, TAOAVE I Vv I TR e, T HITLEIIC
A S N 7=SAML cgi/samlauth WebR—JICHEE L £,

VT YA >F 2 URL

Azure ADA WS A R—RTT7 IV —=S g VICEDES, 77— a > THBARIgERS VT
WA A URLADMERI SN TWE Y, TOURLIE. WebT SO0 oz RELED, 21—
' —% StoreFront|lCEIEFETEIAAX— M XZa—D>a— Ay FEERLIED T 3=0ICEA
INnE9d,

00— #1351 X & NizEfR(/en-us/federated-authentication-service/2305/media/fas-azure-config-
app-add-sso-url.png)

C DURLZEWeb 7 5 UHICBED 13 T, Azure ADIC & » TELRIICHEAL T 7=Citrix Gateway cgi/
samlauth WebR—JICU A A LI SN e zRBLEzd. Cnidk. gIbETonfca—4%—
ICDAHBERE L. Windows 10 Azure ADBIIFEAOJ A >ty avIcRLTOHI VI IV
AUERBHLET, HOI—F—IFAzure ADERBHROANERDSNE T, )

Citrix Gateway®D - > X b —JL L {8k

TTOARXRYMIVE—RTT7I7ERTZ=HIC. ZDOFITIENetScaler (FRTEILCitrix Gateway)
ZRITIZHNOVMZFERLFT. CUFAzure X R T7HSBATEE T, ZDAFITIE. NetScaler
11.00 IBring your own License] N\—> 3 > FEREL £ 9,

A—H—HEREEL o e SITHEESN-ERBERZEAL T, Web 7 Y ERE[IPT KL IR
4> kL. NetScaler® VMICOZ # > L Fd, Azure AD VMTIZ. nsroot1—H—D/NXXT— K%
EEITINELRDHDZCICEFELTLIEETL,
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SAEUREZEBML. RSV T71ILOENMEICEREEZERL. DNSUYVILN—%

Microsoft R X > > bO—5—ICR1> ML ET,

Citrix Virtual Apps and Desktopstwy F 7y U4 H— R ERTTS
CDOBITIF. SAMLZE LTS > FIL7gStoreFrontii S Z T 5 C LD SR . TDEMD

geL7c&. SAMLOY A >R > —%EBML £ 7,
XenApp/XenDesktop Setup Wizard

What is your deployment

B o
| Single Hop

Client Internet Access Gatway

What is your Citrix Integration Point?
storeFront [

Server Farm

.
<l
o

1ZZE D Citrix Gateway StoreFronti&E % IR L £ 9, Microsoft Azure TER T 21BE. CDFITIE
R— b443TIZG < R— 4433 B L £ 9o F7cld. Citrix GatewayEIEWeb?) 1 k%R — &g

EXEEIFBIYEYTTEIEHTEED,

MetScaler Gateway Settings

MetScaler Gateway P Address™

e . o0 . 0 . 18

Port”
4433

Virtual Server Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 to secure port

BRIEDT=H. COFTIET7 7AILICEEFESNTVWBIBREO Y —N—FRErMExT—%2T7v S

A—FLFET,
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Server Certificate

Certificate Format®
[ pem ™

Certificates Fila*

|n5.citrixsamldemn.net || Browse ],|

[w Private key is password protected
Private key password

ot

AD7HOY NBEDHICKRAL>YAY N O—5—%BRT3
RXAYOAY FO—5— 37 ATy MERICERAINZ D, ZOIPTRLRA%E S5 < RS
HEICEMLET, 41 T7OVRYIRDE T4 —IL R THEFEINIERISTEL T EE 0,

Pnmary authenticabon method®

| Active Directory/LDAP ™|

IP Address*®
|1::n_u .D.12||_]IM

[] Load Balancing
Port*

| 389 |
Tirne aut (seconds]

E |

Base DN*

|CN=U5HS,DC= citrizsamldemeo DC |

Service account®

|CN=internaI3dmin.CN =Users,DC= |

|| Group Extraction
Server Logon Mame Attnbute®

|userPrindpaIName |

Password"®

Confirm Password*

||-u|-|||"-| *‘i"|0'

Secondary authentication method®

| Mone |

. [

StoreFront” F L X &8 J 3

CDBITIE. StoreFrontiISHTTPSZFER L THEBA SN TWVWS . SSLZONIILA T 3> %xiE
RLET,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

Citrix Gateway D BRI Z BT 5
Citrix Gateway|l#EHi L. I—H—RE/NAT— R TR D RINT A 2R L £ 75

. B bttps/ns citrinsamidema’. 2 = & © || B MeScaler Gateway 5% Citrix NetSealer VPX - Canfigur. ok L

NetScaler with Unified G

Please log on to continue.
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Citrix Gateway SAMLESEE Y R— b ZBRICT S

StoreFront CSAMLZ R % C ik, fidoWebt -+ F TSAMLZ RT3 Z L e BlTULWET,
NS _ TRUED Z#FDH LULSAMLR U > —%EBML £ 9,

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML
Server

|.ﬁ.zurem E”T ?\

Expression®

| . - .
Operators = || Saved Policy Expressions - I| Frequently Used Expressions -

WS_TRUE

aETICAzure ADD S EUF L 1B ZFEHA L T, FTLUVLSAML IdPH—N—% L £ 95
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Create Authentication SAML Server 5
Create Authentication SAML Server
.
Mamea*
Azuredd
255

Authentication Type
SAML e sk ' andos kuds

IDP Certificate Mame® 255

AzureADSAML V]| + B satad Aasthandics .
Redirect URL" Exact W
291-4c20-9826-14d5e484c6 28 /saml2

Single Logout URL ntemetProtocol ~

. ntemetProtocolPassword W

291-4¢20-9826-14d5e48406 e /saml2

User Freld

userprincipalname .

Signing Certificate Name

vl -
lssuer Marme -
' ) L 1

hitps:/ins, citrixsamidemeo net/Cibrx
Reject Unsigned Assertion”

ON v
SAML Binding®

posT V]
Default Authenticatson Group
Skew Teméming)

5

IVRY—IVRIRATLZREET S
Azure ADICEER SN TWST7H T Y b %=ERL T, Azure ADIZEN L TUL 3 Windows 107 X &7

by 2O 4> L%, Microsoft EdgeZzi#c&# L. <https://myapps.microsoft.com> (Z#&#
LXY,

WebZ Z7HICIE. A—HF—DAzure AD7 T —2 3 HARRINBIET T,
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E Access Panel Applicatior » -+
—

yClg
é O Hj windowsazure.com

Microsoft Azure

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

george@

12:28

228

e B 062006

TAA &)y U TR, Rk NTzStoreFrontF —N\N—ICUA AL FENBZ R LF

ER

FkIC. 2T IYA>F VURLZEA L I-EHEES . Citrix Gateway 1 FADBEEEGH

Microsoft AzurelC A AL TN, TTICERD xR LE T,

REZIC. Azure ADICEBIILTVWAWIY S VHEICLURLTIHBET 2 e 2 RESEELE S (1L &
VIDEHT TldAzure ADNDBBTRMERS VTNV A VAR RELET) »

&%

Azure CVMZ Y 7w T T 3ICIE. UTDOEBEF TS 3> BT IVRELNHD £,

NTUYIIPFRELREDNST7 RL A%EHTS
Azure [FTARTD VM ICRERH T2y b (COFITIE 105*%) LD IP 7

FLRZBIDHTEY, T

THAILETIE NTV YT IP7RLIABIBEIN, BINICEFHINS DNS SANILICK>TEE

TEET,
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e . - 3
Essentials ~ o AY <) Essentials ~ AR O
Resaurce group Resource group P address
citrixsamldem citrixsamidem: - SUPPORT + TROUBLESHOOTIN
Status Lacation DHS name
Running West Europe - H Auvditlogs >
Location
West Europe i Mew support request >
iith b
EMERAL
Subs e -
S
df22436f-ddfs-46ae-beTb-6479cdarefca  cilrizsamidemo/ default MG .
Y Properties >
| settings =
& Cenfigurtion >
Iuonitoring dd tiles
Menitoring ®

RESOURCE MANAGEMENT

CPU percentage

& Tags
& Locks

o Users

v | v | v

B Experttemplate

Public IP address/DNS name label @ Configuration %=3#RL £9, VM ®/NTJ w2 DNS 7
FLRZERLEY, chUd. D DNS Y —>T 71 JLTD CNAME BRICERTSE. IP7RL
ZHBEDYHTINIBETH, IRTODNS LOA—RA VM EZELLIELEITD C EZFRAL
E

Configuration

Assignment
[ynamic ERIEIIS

IP address &
40.68.28.181

Idle timeout (minutes) &

D5 name labeel (optional) @

ns-citrizsamldemo W |
swesteurope.cloudapp.azure.com

TZ7AT704=I= (EFaUFT«JIL—7) Z2RETS

7T RRDEVMICIE. EFaUTo I LTHONEZ—EDT 7477 4—ILIL—I
PEFNICERTINE T, EFXaUTsJIL—TFd NTUY T IPT7RLADSTZAXR—KIP
VRLRCEEIND b T4 v I ZFHLE T, T7 4 FTIE Azure [FTRTD VM AD
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RDP 85X % 5FA] L £ 9, Citrix Gateway & & U ADFS % —/N\—%H TLS F 5 T« w7 (443) HERX
TRIMBELBHDFT,

VM @ Network Interfaces %z f =. Network Security Group X)Lz 2 ) w2 L9, BURE
XY RT—=O ST v O %EFAIT B K SIC Inbound security rules Z#8 L £ 9,

B RO | @ R O
Security rules
1 inbound, 0 outbound SUPPORT = TROUBLESHOOTING
ith
ubnets, 1 network interfaces B Auditiogs >
essional with MSDN & MNew support request »
ion ID
f-dafe-dae-beTb-6479cdaeefca
GemERal
All settings =
Properties >
gs =
Inbeund security >
Cutbound security ul >

B

s AV L—ILERER 1. FASDA VR M—JLEERICEET S EER) T 7LV X T,
« —HREY7R FAS BRI, BERT7—FT77F v OEFICTEHENTVET,
o INTY—) BEIE. BERIBK ORRETHRNTNTLED,
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B EER BT
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