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| Authentication Authentication Service integrate your
Citrix environment with your Active
» [] Control Panel . .
Directory infrastructure to allow users
> @ N@ork to log in with non-Active Directory
[ Printers credentials (e.g. SAML assertions).
g
[7] Server
5 7] Start Menu and Taskbar If you enable this policy, you should
s 3 System specify a list of servers running the
}'_ Federated Authentication Service
» [ Windows Components identified by their FQDNS (e.g.
Ly All Settings fasserver.company.com).
» [ Preferences
v ¢, User Configuration
» [ Policies
5[] Preferences
< >
< > |" Bxtended A Standard /

3 setting(s)
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7x7L—2a R —EXR) O —&E L. CitrixBase.admx/CitrixBase.adml7 > 7
L — k7 7 JL%ZPolicyDefinitions 7 # JL X —IZEBM L 2B ICDH. B XA > GPOTHIA
TEEYT, ATy F30%. 7x7L—2 a3 EEEY—ERRY D —HREIG. BEATVT
L=k >CitrixAYR—R2 b >8BEE 7 A LA —ICRRINE T,

\

ATFYT5. JxTL—2 a3 EREiI—ERR) -2 B = ERLET, CnICKbD. R
RAREVEBIRTETDLSICHED,. FASH—/N—DFQDNE#EH TE £,

& Federated Authentication Service O *

E Federated Authentication Service

HrenausSetiing Mext Setting

() Mot Configured Comment:
(®) Enabled
() Disabled

Supported on:
Options:

FQDONs
List the installed servers in Value
e

FODMs | Show o fas1.citrixtest net|

OK | Cancel

OK Cancel Apply

AT v F6. FASH—/N\—DFQDNZ A /1L £ 95
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EBHDFODNZ AN T B15E. ) X MDJERIZVDA. StoreFronttt—/N\— (F7E9 315
B) . BEUFASH—N—DS5RBT—EBLTVWARELRHD XTI, JIL—TFRI—BF%x
SRELTLIEETL,

ATYFT1T.OK%Z )y LTIIN—=TRIS =T —REELTL. JIL—TR)>—DEE%®
BARALET. ZEEZEMCTRICIE. IO UEHBEH T D (XLIEATVRTAIIH5E
gpupdate Iforce ZE1792) BENHIHBELHD X7,

v aRNOEE

ZORYS—F. A—HF—DVDAL Y 3V TCI—z >y O &2 70574 L. Y
avARIBRE. @FE. $LUOvIEBDYEYR—FLEd, v a>YRIAZEIX. D
RUS—DEMTHD. D OERAZEDIERICER SNIFASIL—ILTE v 3 YR TOERDLEFR]
INTVBRBEICOAFIBATEET, IL—ILOEREEBLTLIEEL,
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@ In-session Behavior

Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Disabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process M

Prompt Scope | Per- e 9 pohcy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

30 | -

] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTDE. CORIVS—DEMCED, FAST—2 1Ty O XA 1—H—DVDAE Y 3
VTEITEDELSICHEDET,

WM TRE RUS—HEWICARD, FAST— Y MO XDETHEIEL T

0>7cx3-7

ORI —HDEMEIBEE. AT RXO=FE. 7TV —a ey a v NiFRAE %
FRTZCEHFAITR-ODOREEZ I —ICKOZAEEZFELEF T, XD3ID2DA T3>
HHO £,

s ABARE-— AT arvidtFalT« 7OV T A2 EMICL. WERIIT AL > MIER
TNET,

s 7OEACEORE—XTHROEZETOY Z LHMERICRAEZRD T,
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c Ly aYeORABE—A—H4—-NOKEI v ITBL. COFTTarvigtysarvAD
TARTOTOT I LICERAINE T,

BEX1LTI b+

CORIS—DEWRIEE. ABZALT UM, AEHNEGTHR (MEEA) #FHEL E
I fcr zlE. 300 DIZ/E. A—F—I5nic /Oy T hERREINE T, EHNEODS
B, MBROBEC I A =IOV T MDRRINE T,

0w o R LIET

CORID—HDEMRBE. I—Y—PEEZOYVI TR . I—F—Dt v 3 VISEEMNIC
rEsnExd, COENMEIE. TAY—bA—FREODALBOYIRT AU —ICBTVWEY, 21—
' —hiActive DirectorydJ 74 V EI&IBHRZFHF o TVWRWERIC. COMEZFERL £95

0w 7ROYHR) > —iE. VDAEDTRTOE Y 3 VICBERAINE T,

Federated Authentication ServiceBEE > —JLD{ER

FASBIEOYY —ILIFIFCACEDERICEL TWEIH. PowerShellf X —7 =1 Xl &K
DEELRA TS aVwRMHLET, FAS PowerShell I > KL w EDFEFMICDWVWTIE.
PowerShell A R Lw b #ZBBLTLIEETL,

FASEBIEO>YY —JLIFFASO—ER L TA VR b—ILENE T, 7 > (Citrix Federated
Authentication Service) IFX X — X Za—ICBBEEINE T,

BEIVY I ZHOTERTZEEE. ROTOELXZBLTHAM FEINET,

« ABAETYIL—FERBLE Y,
« SERARETE LY T Y TTLE T
« FASHGERAMEIZ (e I35 C C Z AL £ 9,
OSHERY —ILZEALT. —MOFIEZFH TR I IZEDHTEET,

FASEIEO>Y —I)LId. T7#4II bTO—AHIFASH—ERICEHELEX T, BEICRLT. TV
Y — )LD A LIZ#H % Connect to another serverz AL T E— b —EXICEHRTETET,
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&+ Citrix FAS Administration Console - connected to localhost - O X

|nit]a[Setup Rules  Advanced I Connecttoanothersewerl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AAET>IL—r2EBRAT S
MmOV T bz 7 EOBEEREDOEEZEET S 7. FASIFIHBEDRERD =823 D DCitrixEE
BRET > TL— b ZRELFTT,

» Citrix_RegistrationAuthority_ManualAuthorization

« Citrix_RegistrationAuthority

» Citrix_SmartcardLogon

oD T > FL— hFActive DirectoryICETRT 2HENHD £, BRI >Z7 ) v I L.
RICOKZ I )W LETD,
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&4 Deploy Certificate Templates X

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

To7TL— FDEHIZ. FASEEHIZA VR h—ILEINBHLEF . certificatetemplate %z D XML
T71IICHD £7,

C\ZOJ L7 7AILCitrix\Z T L—>3 Y il —EX\GFBAE T > L —

ThisPC » O5(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates w |
Name Date modified Type Size
Citrix_RegistrationAuthority.certificatetemplate 1 ERTIFICATETEM & KB
| Citrie_RegistrationAuthority_ManualAuthorization.certificatetemplate 210/2020 5:25 AM ERTIFICATETEM... TKB
o ;
| Citrx_SenartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIFICATETEM... 3 KB
g

cMoDTYTL—bT7 740 %ZA 2R M—ILT ZHERNRVIEEIE. Active DirectoryEIEE IC
BLTLIETW,

TOTL—bZFETA VA =ILTBICE. TVTL— 2T T HILE—H5RD

PowerShell ¥ > RZE1TLF T,

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp

late")

$CertEnrol = New-Object -ComObject
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X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active DirectoryslfFHE Y —EXZEY 7V 7953

CitrixsEFAZE T > 7L — b Z 4 VX =)L L7z, N 5IF1 DL EDMicrosoft EnterprisesiEBAE RS
H—N—ICARTI3HENHD £9, Active DirectorysEBFBEH —E XDEBEAEICDLWTIE.
Microsoftd RF a2 XY FEBBLTLIEE L,

R 2 BRI R ZH DI —E. PR EDBIDOY—N—-IZTVTL—b2RHAT S
VENRHD FT, TNSZLFTBICIE. SEAREOEY FFyF2ERL T,

(FERBZE 7T > 7L — k&, MicrosoftsEBA#RI > Y — L2 FRALTRARIZeHTEFET, )
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&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif =i

The required templ  ImPortant:

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up acert Publish

o - Citrix_RegistrationAuthority_ManualAuthorization
The authorization t - Citrix_RegistrationAuthority

o . - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a

. Domain Administrator.
Authorize th Authorize

This step can also be configured manually. For more information,
Create an authoriz consult the online documentation.

Certificate Authority:
Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

JxT7L—a EREi—EX &R TS
CDFIBICED. FASOEZHDHBINE T, BEEIA>YV—ILIE

Citrix_RegistrationAuthority_ManualAuthorization7 > L — b Z B L CTEERAEERZ4E/RK L. ©
DOT>TL—bZRBLTWSERAKEOWVWITNMMCEEFEL F T,

O—#1 54 X & i-Eff(/en-us/federated-authentication-service/2308/media/authorize-

service.png)

)OI ITXMHEEIND . Microsoft SERAEE > Y —ILOREBHRDER! X I, FAST> YV
THOY EDEDREFOERYE LTRIRINE T, FASOEREFITT Da0IC. SFPAKREEIES
ITZFDERERITELIIIETITI2HELHD X7,

EBIEENRITFLIFETEZEIRTZET. FASEIEOYY —I)LICIZES —KEEZRT TR
+—1 BERERINZE T,

Microsoft SERARRE 0> Y — LT, IRTDERIEHFH I w o L. GBAZERICH L TRITET-
IFEBEBIRLE T, BRI BIRT DL, FASEIEO VY — JLICESESBAZENARTINET T, IR
HFEIRTZE, AV —ILUCIT—XvtE—URKRTRINET,
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A—7 5 1 X ENi-Ef%(/en-us/federated-authentication-service/2308/media/pending-
request.png)

FASBIEO>Y =)L, CoFOtANART LIl exzB8MICEHLE T, CnICEEIHhH 3
BENHD £,

O—#1 354 X &N izEfR(/en-us/federated-authentication-service/2308/media/waiting-
approval.png)

IL—=ILDIBRX

FAS|Z. StoreFrontDIgRICE>T. VDAOY F > E LVt Y a >R TOFERDI-HDIFAEZED
RIEERTBREHDICIL—IL=2ERALET,

BIL—ILIZUTZEEL T

o SIRAZAER T B 7= ICEFE I N TL\ S StoreFrontt— /N —,
o SFFAEMNEREINZ I —H—Dt v
o SFBAZDFEANFII TN TUVBVDAY S VDY bk,

Citrixi&. Tldefault] EWSABIDIL—ILEZERT D EE#HMEL XTI, ik, StoreFronth'FAS
ISR ARICRICARIDIL—ILEERT BT,

TOICHRRLIL—NZER LT, BABZAET V7L — MOERAKEBZESRL. 4570
INT 1 CHERZFTFOLSICEETE X I, CTNHDIL—ILIE. B4R BStoreFrontth—/N\— £ 72l
Workspace TEFE T2 L DICHEBRTE E 9, JIL—TRIU—BlA > a>zFERALT.
StoreFrontty —/N—D AR ZLIL— )L Z BRI TEKRT B LD ICHEHEL T,

MERR) (F721d TIL—IL) 270 TIL—LOERI ) #2Uv o LT L—ILERY « F— R
ERBL. L—ILEERT 3-00BHREWNELET. TL—ILl 2710 FIL—ILOBES
RRINET,
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&& Citrix FAS Administration Console - connected to localhost — O X
Initial Setup Rules Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default y W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

V4= RIZROBHRZNEL 95

F>7L—bk) | - —FEAEORTICEASNZARET > TL— ko ChUF
Citrix_SmartcardLogonT > 7L — b, EZEDEEENAE—THZ3VELHD FY ( TEE
BRETFV7L— b1 Z8R) ,

FEERAMERS) @ 1 —H—IREEETL. T 7L — 2T 3A%E, FASIZ. 7T—)L
F—=N—C BEDED =D ICEROIRR#EDBIM%E HR— k LTWE T, IR L -SEERHE D
ATF—=Z2ZAN 7oL — AR ERRINTVWRIEZBERLTLLIET W, MEEmE%E
DEE] #BRLTILEIL,

ey aYRNTOMA] @ Ty a>YRATOEREZER]] £ 7> avid. VDAANOOT # >
BICGIFAZEXFHTE 3N ESH Z2HIHL £ 95

- Ty aYRTOEAZHFR BRI TULWAERWES (T7 1)L #28) RSO
T EIIBERICOAMEATN, 1—H—(3FERICEIFAZSICT IV ERXTEE Ao

e TEYwSaYHRTOFEAZHF NMBEIRINTULWIBE—1—— (3L HRICEIRREIC 7o &
ATEZET, IFEALDERERIICOA T arw=BIRLAEWVWTLIETWL, VDALY 3 VR
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DETFIEZAETNBZIY—R (AT y bWebT 1 X T 7AILHBRY) IE. Kerberos
SUINBAUF U RERLTTIERTES O, By a RAAZRBUBEDD £ A,

ey a3 YRTOEARAZS ZERLIEE. Cy P a Y ABEITIL—TRIUS—HE
ICLTCVDAICER T 2HENHD 9, 0%, fAZFIIOJ L U RIC I —DEAGRE
ZAR7ICERBIN. 77V Tr—>a > TERBINET, 1o xid. VDALY S 3 > ARADWeb
H—N—ADTLSFREN N ERIFE. Internet ExplorerlE Z DIIRE#FHRATET X,

7oA bO-=)l1 : A—H—0OJA > FHIIBEGOOICARAZEZERITI s
HFalE iz, EETEBStoreFrontth—/N\—<I > >DU R by TNEDITRTOMERICH LT,
BL2DADA TS U bEIFTIL—TEEBMTEET,

r

POEZAY FO-L) REREF2U T LEETHD, BEICERTSHENHD &
7.

BE::
FASH —/N—%Citrix Cloud TOAEA L TWVWBIHE. 77XV FO-IILZEBRT 32X EIZH
DFEH A, JL—ILHCitrix CloudiC & > THERINB5E. StoreFrontdD 77t AFFRIIFEFEINF
¥, B LJL—IL%Citrix Cloud& % > 7L = XDStoreFrontBFADWA THEATEEXT, 7> FL =
ZDStoreFrontiC & > TIL—IILHAMER TN BIHE. StoreFrontD 77 AFFRNIF5 | EHIERAIN
79,
T7 I EOWER ( TIDOKRA] HEFAITNTUVD) FITRTZIESTLFT, LA >TL
StoreFrontt —/N—ZBRMICEFRI T 2 BN H D £7,
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

HIBR: FASZER L TA—Y—%0OJ 4> TE3BVDAY I VD) X b, FASEZN L TERAE# #
ATEBZ1—-H—DUZ b,

+ VDAMEPRDEETIZ. COVDAWFASEZFRAL TA—H—%20OJ A > TE3hZEELX T,
VDAD ') X ~ET 7 # )L k TDomain Computers T 395

o A—H—IERBDEETIE. ¥O1—HF—HFASZFEALTVDAICHA VIV TE3NhZIEEL
F¥F9, A—H—0D) X ~IEFT 7 =)L kTDhomain Users T35,

FASH—N—D R XA VHVDAB LV A—HF—D R XAV BRZBE. T 7 4L EOFIR
HEEITINRELNHD FT,
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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257 F#RRI: Citrix WorkspacehSID7H—2 3 UHREIN-E SIRDBEBRINZDES
&KL F T, Citrix CloudICIERi T 5 & ZFIC. Citrix CloudICER 9 2R % #IRL £, Citrix
CloudiZ#Efi L7=%. TCitrix CloudA\D¥EH o> a > ) IoHSRBRAEZEEITBZIEDHT
TE,

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

0 Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Citrix Cloud\ D%

FAS1—/X\—% Citrix Workspace TCitrix CloudIZ3#E#: TE £9, Z DCitrix WorkspaceDieE =5
BLTSZEL,

1. TH#IHASRE) # 7D TCitrix CloudA\D¥EF:) T MEH 2o Uv o LFT,
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on: ad stu.net\stu-AD-CA.
Click "Publish” to publish the templates on another certificate authority.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

0 Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

0 Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

2. BT BV TUREERL. TRAN1 20 )y I LET,

['Citrix Cloud% 3%E3#R] (/en-us/federated-authentication-service/2308/media/connect-cloud-

choose-citrix-cloud.png)

7L Ea—Tl&. Citrix Cloud® &N FBBIRET 5

3. V4 VRIUIC—ROFEHRI—RHARTEINE T, D I— FIZCitrix Cloud THER T 2 HEN D
DEd, SFHHICDOWVWTIX. T (fja-jp/citrix-cloud/citrix-cloud-management/citrix-cloud-on-
premises-registration.html)Z S L T 72 &L,

THEE21 (/len-us/federated-authentication-service/2308/media/connect-cloud-confirmation.png)
4, FRROA—FHPEEESNTS. ROV TFIETVU I MDSRELRD)Y —ADBARZFERLF T,

M)y —XMiZFTI (len-us/federated-authentication-service/2308/media/connect-cloud-

resource-location.png)

5. %M T 3GRIFBET AT M ZFIRL. FASHU—N—Z&EKTI) Y —RDBAZERL X
T ** [Kef7] == o)y oL, RV« RUZBALET,
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6. * [JL—ILDER] €0 a>T. BEDOIL—INZERITIH. HILWIL—IILZERLET,
RAN] #2200y I LET,

FJL—ILMDER] (/en-us/federated-authentication-service/2308/media/connect-cloud-choose-

rule.png)
7. [BE] €£>3>T. [E7] »*&21) v LTCitrix Cloud\D#EFHZ7T T LE 7,

[Cloud##E#EDBIE | (/en-us/federated-authentication-service/2308/media/connect-cloud-

summary.png)

Citrix CloudiZFASH —/\—% &8 L. Citrix Cloud7Ho > kD TV —XDIFPFR) R—JICKRT
L9,

&

F>FL I AOFASH —/\—I{&. Citrix Cloud & Citrix Virtual Apps and Desktops\D 7t X
EREISICHRTR-0IC. I——IRAEEHTTIET,

Citrix Cloud 2*5 Y93

Z D Citrix Workspace DFEEICEEEH TN TWS K SIZ. FASH—/\—%Citrix Cloud!) ¥V — X DIFFR
A SHIFR L7=%. Connect to Citrix Cloud T Disable #&iR L £ 35
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RS

CDtUT 3 >DEEETIE. Federated Authentication Service (FAS) DEERIEBRE BEDH A4
VRERMHLET,

BERER

s FASDA VR F—ILEYIHAREICRET A EER ) T 7LV RIF. 1 VR h—)LEIER DFEESE
T,

s BEET7—*70F v OFEETIH. TEBBFAST—FTI/Fv OB, LDEMBT—FT
TFvICEATBMOEEAND) VI ZRMLE T,

FFrY MBERITITFL—a3 VY —EXEBRMIC
93
COEETIE. IIILFTFUMOIRZ—J RY—EX7ONAE— (MSP) IRIETT7 7L —> 3

VEREIY —E X (FAS) ZBMICT B FIBICDOWTEHBEAL £9, HEICOVWTIE. VT 7L VX
7—* 79 F +: Citrix Service Provider DaaSZEZB L TL T LY,

GIE =2 S

e Citrix Cloud LD R XA > e )Y —XDBAANDEIBE T VL AENNBRETY, FHMICDOWVWT
3. EEEEROZEEEZSBLTIIETL,

e TV FEMSPORBBRIEREINTWVWD I &, SFMICDULTIE. Citrix Service Provider[a ¥
Citrix DaaSZZBR L T 7ZE LY,

MSPEEZHEHT 5

1. Cloud Connectorzf#F L T. Active Directory K X > % Citrix Cloud CFIFETE 3L SICL X
ER

Cloud Connector® 1 VA h—JLEFEITLT. AV FL I RA > TSR LT U F ¥ %Citrix
CloudiZ#EHi L £ 95

FUTFLIRORAA> O bO—F—ICEEMITENTWVWSE RXA 2D IDELTUT7IEX
B> RXLMYOTCHHAEETHD e =R LT,
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B Citrix Cloud x  +
< C (Y & uscloudburrito.com/identity/domains
= | citrix

< ldentity and Access Management

Authentication Administrators API Access Domains Recovery

+ Domain | C Refresh | (] Show Unused Domains

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local

Forest: fasmuilti.staging
Forest Preferred Connector Type:Cloud Connector v

—_

RXA2%ZTF2MIT7z7L—23 > L& T,

FXADZERL, FOYTHIUARZa— () 20y I LT,
DEB=IJ)vILET,

Citrix Cloud x [ v = B X
<« C (¥ & uscloudburrito.com/identity/domains 2w O@
= | citnx 2 o
© |dentity and Access Management
Authentication  Administrators APl Access  Domains  Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local wee >
Manage Federated Domain
Forest: fasmulti.staging Disable
Forest Preferred Connector Type:Cloud Connector v
— S *% =3 *%
TR RO T+BIUYILET, RICERAZIVYILET,
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3 AEMIIONTVERXA DT F Y MIBFEIT S ZHRLET,

COFEFEA T3 >TY, 7Y MEEDOIOVY —I)LICH A >4 > L. Identity and
Access Management > Domains D FIC K XA VAU I FINTVWEZZzRERLF T,

BhETONTWVWD R XA VDT F 2 MIFET S C L zEEE L X 9 (/en-us/federated-
authentication-service/2308/media/fas-verify-domains.png)
MSPEEEICRD £,

4. FASH—N—%A > X k=)L L. Citrix CloudiCE# L £7,
77+ > b DCitrix Virtual Apps and Desktops!) ¥V — X HVEZE & 11T L) B Active Directory (AD)
T#LAMIFASZA VA M—ILLE T, FASZZEDADT # L X MMCEEMITENTWSE I S

DRD)Y —RDGRICERLE T, FASH—N—ZA VX b—ILTBICIF. T4 =)L
CHERk) ZBIRLTSIET L,

5. TV MERZIBKI B

T+ FNERMEITICFASEBMICT S
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« IDZONAH— (IdP) 1R 3
T+ MBEEICYIDE X £, Identity and Access Management > Authentication (C7%
BLEXJ, IdPICHERIL. ADDIIPLFEIHATNTWVWBR C E ZHRLE T,

o TF 2 FAITICFASEBRICT 3

Workspace Configuration > Authentication [CBE L £9, RE L7FREEEEIRL. FAS
EEMICLETD,

FAST 7 > b ZB%hIC 9 % (len-us/federated-authentication-service//current-release/media/

fas-enable-tenant.png)

EtR DR

TFHFRDT T L =23 R XA VHEBIBRT BEIICMSP R X1 V% HIRT % . BEIFIOBED
EELET, 7Y FAIFICFASEEMICT A EIETETEITH. MSPICR XA UHEELEL
378, FASIZEBKL 7,

Azure Active Directory > T LY A1 > F >

Citrix Federated Authentication Service (FAS) I&. R X >&NE#AVirtual Delivery Agent (VDA)
ADS TN A STF Y (SSO) B2 LE T, FASIE. VDAICI—H —FHEXIRMETZ LT
SSO%EXBL £9, VDAIFZ DIFFAZEZ#A L T. 21 —1 —% Active Directory (AD) (=¥t L TE33
LEd, VDAY avICHA > F > T2, BRRMAELTADYY —RICTIERATEET,

Azure Active Directory (AAD) ZREF 3. ADCAADBITEEEX TV I—H—r a2 Ea—
HZ—DOEAFICNAT )y FIDZERT B2 DN —MITY, CDELETIF. FASZEALTWVWBSSE
ICVDAL v 2 3 VAN SAADADSSOZ RIRT 27 DICHBERENMBRRICDOWVWTEHALE I, C
NICED. -5 —(3BEREE L TAAD TRESN I 7 T —2 a7 XATEER T,

FASH'AADDSSO%ERA T 3 -0 ICHRIBBRRIIHNEDH D FH A,
FASOt v 3 VRIEAZEEIHNEDL D £H A

FASDEDN—2 3> THERTEET,

FASZEHR— T BVDADEDN— 3 > THERATEE T,

AAD SSODFEFMTIIIDRICEFEHENTUVET,
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AADEREER A 7 VDA K XA > 8IEH VDARNA T v REINEH
YHR—TR AADY — L L XSSO%* {EH AADEERAEN— X R = FH
Active Directory 7 =5 L — ADFS T Windows 35 %= B WS-Trust certificatemixed T
> a3t —E X (ADFS) I ICT B >Pﬁ4>bﬁﬁ%uaof
Jx7L—>3a ViR WB ez Y
H—RN—=ToDIDFANA P—RN=FT1DVJa— HB—RN=FT1DVa—
A—IC7xTL—>arvEH arvaFERITS arvaFERTS

e YX—YRAAD RXA > rild, A—H—E858EHD AAD TITPONBZ R XA THD., %1747
AAD EREEE M IENB e HH D £,

e 7JIFTL—3YAAD RXA ki3, AAD WEREEERIDSFRICUA AL U F T3 LS ICHER
TINTWVWBRXALYTY, 7 ZIE. ADFS PH—RN—FTsDID7ONAE =R ETT,

e N1V w REMFBEA VDA IZ. AD BINEATHOH. AAD BIIFEA T,

R XA 28M&EH VDA

R XA >&EH VDA DIZE. Windows s3EE (TEKIFHEE Windows F3EE X 713 Kerberos & FEIE
NTWELT) ZEALTAAD AND SSO ZXHL £, AAD NDEREEIF. 1—HF—H VDALY
I3 VANS AAD TRESN T TV r—>aVIl70EA L EICRELEF T, RORIL.
SO SO X ZKREMIRLTVE T,

R X+ >&N0EH» VDA(/len-us/federated-authentication-service/2308/media/domain-joined-
vdas.png)

FHICDOWTIE. AAD RXAURYR—D RTHBZDNTTTL—23>THBEIMIE>TERD
9o

IHZ—TRAAD RXA1>DtE Yy b7y AIZDOWTUE. O—LLAYTINTAVF Y #BBLT
2w

ADFSICT7 T T L—3>EN7=AAD R XA > DFE. ADFS H—/\—T Windows 35F% B%
IcLEd,

Y—RN—FDIDFOANAA—ICTTTL—3 > ENTUVWBAADR XA Y DIBE. BEEDY
Ja—>ar hEELE T, FHEICOVLTIE. ID7ONAE —ICERVEHhE LTV,
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N1 T )y RBIEAVDADIBE. R XA UBIIBAVDAICERE SN TWEY -3y
HEATEET, 7=7°L. FASEEARALTWLWBES. AADTSATUEHFF—2> (PRT)
lFERRINEHFA.

\

N1 T )y REIEAVDA
N Ty REINEHAVDAIX. ADEAADICEBFICEMLTWEY, 2——HVDAICH 1 V1>
T3 ROT—T«4 7770 bDMEREINE T,

e ADUY —ZADEED =D DKerberosF4 v MFEEF47 v b (TGT)
e AADUY —XADFED =D TS VEHF k—2 > (PRT)

PRTICIE. A—H =AY Ea—2—0OmAICETIBHRIASEINTVET, CDBEHRIE. BEIC
6 CAADE BRI E 7O R RS —TERAINE T,

FASIZVDAICEIFRE# Bt T3 e TA—H —% 059 5 7-%. PRTIZAADDIERAER—ZX D3R
SN EEINTVBIGRICOAMERTEET, XOXIE. RETOELXAZKREMITRLTWVETD,

AAD Federated IdP
or ADFS

; 3. If féderated
3. Authenticate to AAD ’
4. AAD PRT with FAS user certificate authentication

happens at
the IdP

2. Kerberos TGT

1. Authenticate to AD

with FAS user A

certificate Domain Controller

Hybrid joined VDA

IEFE7EEMIE. AADR XA UHBEIBINTUVEN T T TL—23 > TN TUENTEL>TEAD
=3

BIEINTAADR X1 > DIFE. AAD CBAZBRLL £9, FFMICDULWTIE. TAzure AD FEERE
N—REFDOHE ) #28B L TL7ET VW, VDAIZAAD CBAZER L T. 1—H%'—OFASEERAZET
:’._ﬁ_%AAD‘:EﬁnE l/ i?o
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JITL— 3 EREEY—EX

Microsoftd RF 2 X > FTIFRAY— M A—REERREICEL B TA VA VI DWTEHBBL TV E
IH. FASI—H—FIHETH 1 > VT 358ICH. TOEBCRIFMAEBRINE
Jo

ADFSIC7 T L —> 3> 3NFAADR X1 > DIBE. VDAIXFADFSH —/N\—DWS-Trust
certificatemixed T> KR4 > b ERALT. I—H—ODFASISFEAEZ CT1—H—%AADIZEREFL £
Jo COIVRRAYMMITTAILETEMICE>TUVETD,

Y—RN—=FToDIDTONAE—ICTTTL =3 INTVWBAAD R XA >V DIEE. RFROY
)a— 3 W FEETRAREERHD £, IDTO/NTH—IE. WS-TrustDcertificatemixed L >
RRA Y hERETIHNERADD T, HR—MICOVTIE IDFONAE—ICBREVEDELE

Ly,

EREER DIERL

CDERETIE. 77— 3 VR —E X (FAS) L ER3E/E (CA) U —N—%HET3-H05
BABRICOVWTHAALEY, CNSOBRODIZFEALIZ. FASBIEIYY —IILTIEYR—rT
NTULWEEA. FIETIZ. FAS HiRHT S PowerShell APl ZEB L F9, CDEREDIETZERET
9 BE1IC. PowerShell DEAXANLGFHEENNE T,

FAS TER 328800 cAY—N—%tv b7vTST3

W= % ERET-I3RET DMEIC. FASEIEO VY —IIL2FAL TERDCATFASZ B TS £
ER
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&3 Edit Rule — | X
Edit rule "hello"

Template Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
Access control Template available
Template available

Restrictions

Summary

¢ >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

FEIRL 79 RTODCAIE. Citrix_SmartcardLogoniEFAE 7> FL— b (F7IFIL—ILTERLET
>T7L—bK) ZREALTVWAHRELHD XY,

FEARALIZVWCADWITNADENDT YL — 2R/ LTVLWRWEEIE. EDCAICK L TSet up
a certificate authorityDFIEZEITL T EE LY,

FARTDCAIZK L TAuthorize this service D FIEZEITT 23 HNEBIEHD FH A, CDFIET

W S NICAGTEIRAE IR, CDCATHERTE 37T,

FRTHIEEOEE

After you configure the FAS server with multiple CA servers, user certificate generation is
distributed among all the configured CA servers. Also, if one of the configured CA servers fails, the

FAS server will switch to another available CA server.
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Configure the Microsoft certificate authority for TCP access

By default the Microsoft CA uses DCOM for access. This can result in complexities when

implementing firewall security, so Microsoft has a provision to switch to a static TCP port. On the

Microsoft CA, use Start>Run>dcomcnfg.exe to open the DCOM configuration panel, expand

Computers>My computer>DCOM Config to show the CertSrv Request node, then edit the
properties of the CertSrv Request DCOM application:

CertSrv Request Properties L?2] X
General | Location | Securty | Endooints | identty

DCOM Protocols and endpoirts

T defaull system protocols

Select DCOM protocol and endpoint BN

Select the DCOM network protocol sequence that you want to
=y~ Bdd. Enler the endpoint detals and dick OK when you have
" [finished

Protocol Sequence Correchon onerted TCP AP W

Disable protocol sequence
Use defaut endponts
®) Use statx: endpoint 200
Lsa intranet range of dynamic endponts
Use intemet range of dynamic endponts

oK | | Cancel

Leam more about petting these properties

0K " Cancel

Ty RAAY b ZEELTHIIY KRS MEBRL, TCPR— FES (LRORTIR

900) ZI_EL X9,

MicrosoftiFFAH%RI = BicE L. FEBEERZXEL £9, netstat -a -n -b ZEITIT B L.

certsviitZR— F900 T w AV L TWA Z EHRESETE X9,

TCP 0.0.0.0:636 LISTENING
[lsass.exe]
TCP 0.0.0.0:200 LISTENING

[certsrv.exe]
TCP 0.0.0.0:3268 LISTENING
[l1sass.exe]

TCP 0.0.0.0:326%9 LISTENING
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DCOMIFRPCR— hbZEAL TSI —> a VEREERF OO FASH—/N\— (F oI
BAzERTIMDOTY) ZRETIVEIEIHD FEA. V517> EHDCOMZFERT IHE
NH3HBE. AEEY —/\—LEDDCOM RPCH—E XIZEF L. FHEDDCOMY —/N—AD T Y
TREERLET, CHICKDAR—F900A BN, DCOMY —/N—IFFASH —/N\N— I3 H £ %
BRLET,

aA—H—AFHEDFETI LR

FASH —N\—RATIA—HY—IRAEELFRER NS . I——0OJ 7 VERHIKIBICHEIN
x9, UTDtEI> 3> TlE. B—FI3EHOFASY —N\N—TINERTTB3HEICDVWTEA
LEd,

Active Directory1—H'—DU X FEBF T3

ADZZ TV L. A—HF—DUVRbZT7 70l (Fc&RIF csvI 7)) ICRTFI BT ET. EE
BHEDEMZHETET T, UTOHZERBL T LT L,

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -Properties UserPrincipalName | Select UserPrincipalName |

Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename
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Get-ADUserld. A—H—QUXbZzJ7 L) I2HOFENZIVV LY bTY, LEDHIIC
|&. UserPrincipalNameZ#F5. 7HU Y b XT—R XN Tenabled) OA—HF—DAH%=EJ T
BIODTILZ—F|HAEFENRTVET,

SearchBase5 |#ld. ADD Y DER TA—HF—%ERRIT 3D ZKDIAAHX T, ADRDITARTD
A—H—%2EHW5EEIF. ChEEBRTEES, T O VREZHOI——%RIA8EE
MHHD X,

CSVIFRD L SICBD FT,

Bl user_list.csv - Notepad

File Edit Format ‘“iew Help

"USerPrinci_EﬁNamE"H
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@hbvt. local”
"testuserd@bhvt. local”
"ucs38@bvt. local”

"ucs3o@bvt. local”
" A A@Blbver Ta~a1"

FASH—/N\—

TFdDPowerShell 227 ) 7 E. UEICER SN2 —— 1) X b2 FIFTED, 12— —5IEE
DIRA+EERLET,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv

foreach ( $user in S$users )

$server = Get-FasServerForUser -UserPrincipalNames
$user .UserPrincipalName

if( $server.Server -ne $NULL) {
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New-FasUserCertificate -Address $server.Server -UserPrincipalName
$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

FASH—N—DEHH 3155, BHEDI—F—DEEIF2EEMINE T, 1DIEX 1 —
N—T. HI12F 7MW A—N—F—N—TEKINF T,

EERDXI) T RE Tdefaulty EWSRFTDIL—ILICHIELTVWE Y, EEZIL—ILEK (L
ZIE. Thelloy ) ZEALTVWAEHEIF. X7 T EADSUeERZZEEL T RTL

&4 Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default Z W summary
hello "

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

EREEIRAEZEH IS

BHOFASH —N—DMERE TN TWVWSIBE. OJA YL TWEAA—HY—ICEEE 5335 i<,
FASHEGRIIRREZEH TT X T,
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GUIZER L TFASZBEARITACELHTETEXT,

&< Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

Q Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

0 Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Click "Publish” to publish the templates on another certificate authority.

— O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

ROFIEZTT LET,

1. FTLWEAGREERAZE 2 BB L £ 9, New-FasAuthorizationCertificate

2. FTLWESRESEBBZDOGUIDE X EL 9, Z#fld. Get-FasAuthorizationCertificate IC

Lo TRETNFT,

3. FASH—N\—%X>T7TF > XE—RICLZXY, Set-FasServer -Address <FAS server>

-MaintenanceMode $true

4. FTLWEESEBAZE = 3X# L £ J, Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

5. FASH—N\—%X>TF U XE—RH SR LEJ, Set-FasServer -Address <FAS

server> -MaintenanceMode $false

6. HUVVEAEREFBAZE#HIPR L ¥ 9, Remove-FasAuthorizationCertificate
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BEEIER

o« 1VAM—JLEHERDELEIF. FASOA VX b—)LEERICBET2EERU T 7L VAT,
s — NGB T TL—a EEE—EXROERRICOVWTIE. TEBR7—F727F vl (fajp/
federated-authentication-service/2308/deployment-architectures.html)DEEHFICE & &H SN TLY
X7,

o« TOM®D TINTY—) BBEIE. TEELREMI (a-jp/federated-authentication-service/2308/
config-manage.html)DEEE THEN SN TUVE T,

MWEF —DORE

IEC®IC

SERAEIZFASHY —N— L DMBHAH T —AR—XRESNE T, BEMITSNWEF—IE.
FASH—N—D3y bT—=IHF—EXTAVY MIE>THRESN. TI I FTIIIR=FF
HELTY—7ENET

M F —ICITRD2BENH D £75

« Citrix_RegistrationAuthoritysEFBZ 7 > 7L — k5D, BERHEEFIEEICREENT T SN -BE
q:_o

« Citrix_SmartcardLogonsEFBE 7> 7L — b D 5D, A —H—SERAZICEER T S NI-HE
q:—o

RIRICIZ. 2D DEFHRIGIBEENH D 9, Citrix_RegistrationAuthority_ManualAuthorization
(77 # )L b T24B5R58%) L Citrix_RegistrationAuthority (77 #JL k T2ERBEX) T,

Federated Authentication Service (FAS) BI 2>V =IO X TDX 7y F3T. 20V vI$3
. FASH—N—IEF—RT7%Z4ER L. Citrix_RegistrationAuthority_ManualAuthorizationZEEHZE D
SFRAEELERZ SEFAMEIRFE L X9, CHNIF—FFNAIERAEE T, T 74/l N TURBENT
Y, FEPAMERSILC DIRAE X BEIMICRITL XA, FITIE. KB TEREICL > TEHTK
RINZUBEHLHD 9, ERAEHFASH—N—ICRITINZ L. FASIE
Citrix_RegistrationAuthority ManualAuthorizationzERBZ % £ L T Citrix_RegistrationAuthorityzE
BAE (77 4/ FT2HEREBEY) ZEBNICEIRL X9, FAST—/N—I(3.
Citrix_RegistrationAuthoritysEFAZE Z EN1§ 95 £ 9 < I,

Citrix_RegistrationAuthority ManualAuthorization®DiEEAE & +—%HIFR L £ 9,

TERAEEEIRAE ICREM T SNICHBF — IJRFICHEBEENE < B0 X9, IniE. BERIEEIEEA
ERVD—ICZED. MBF—ZREITZIENT VT — b THEBRE SN I—F—t v FDIEERE
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BRER(TCTEBHTT, BRELT. COF—HET3EE. £y FROEBROI—F—r
LTBBICEG TS T,

FASH—/N\—Id. B0 tEx 1) T BHICE 2 TcAETHRT —%2RETILDICHERTEZ
To MOWTNOEFERLE T,

o BIRHEEISIEAE & 1 — ' —FEBRE DOME F — DA IC. Microsoft Enhanced RSA and AES
Cryptographic Provider & 7zl&Microsoft Software Key Storage ProviderZz £ L £ 95

o BEFHERISIRAE DM F —ICIE Trusted Platform Module (TPM) F v 7% {i& X f=Microsoft
Platform Key Storage Providerz. 11— —3ERAE D% F —ICIFMicrosoft Enhanced RSA
and AES Cryptographic Provider % 7z |&Microsoft Software Key Storage Providerz {#f L &
ER

o SEREBEEIRAZ ¥ O —Y —FAZOMEF —DEAIC. HSMTNA X & ®mATN— ROz 7€
Fal)T4ETa—I)L HSM) RO A —DES{t—EXFIEF—I L —=FONAE —
ZERLET,

MWE -+ — DIBERE

FASH3DDA TS a>DWVWINh ZERAT AL DICHERLET, TFRAMIT X —ZFEALT
Citrix.Authentication.FederatedAuthenticationService.exe.config7 7 T IILZ#REL £, 771l
DT 7 #I)L bDIFFRIE. FASH —/\—®DProgram Files\CitrixX\Federated Authentication Service 7 #
I —KNTY,

M—AZ4 XEN/ER (len-us/federated-authentication-service/2308/media/fas-privatekeys-
config-file.png)

FASIZ. Y —E XFBIFICOAEBR T 71 I EHAIWD £, EHNEEINLIBE. FILLEREE
RMEHEBICIIFAST BIREI T 23U ELHD £ 7,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 JL CEE T 2{EZ XD K 5
o A-E l./ 35 _d-o

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI API £ CNG API
ZUIDEZB)

& XYk
ax CAPIAPIZ{ERTY 3
false (77 #JL ) CNG APIZ{ERT %
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Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderName (9 3 7ON1 4 — D%
Ail)

fi& aOX> bk

Microsoft 581t RSAH &K NAESEE St 7O/ 1 T7 4L EOCAPIZONA A —
q—

Microsoft Y 7 b7 ¥— X bL—2 70O/N FT7#ILEOCNGTONA A —
15—

Microsoft 72w b7 4#—L F¥— XL —C 7 FTI7HILEOTPMZONAAE —, TPMIZI—

ANAH— HF—F—(ZIFHERINFE A, TPMITEEREE
BAE—ICOAFERAL TV, REBLRE
TFASH —N—Z XTI 23 FELH Z5HE (.
REBIEDHR—EINTVEDESHZTPM
BLIUNAN=NAHF =R A —(ZHERLTL
720,

HSM_ARY4A— CSP/F¥— X kL —2 ZFONA HSMARY A —IC &> TIREEINE T, EIFAN

H— VR—ICKOTERD FY, RIEBILIRETFAS
Y—N—ZXITIBFENDZHEIF. KRR
EHHR—bEEINTVEIHE S HZEHSMAR Y
A—ICHER LTS,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType (CAPI APIDIZ & IC D HU478

fi& aOXY bk

24 7 7 #JL ko Microsoft
KeyContainerPermissionAccessEntry.Provider
Type 7O/N7T« PROV_RSA AES 24 % &g
L& T, CAPITHSMZERALTHED. HSMA
DHE—DRIRIEE LRVWRD., BIC24TH 3
BENHD £7,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (FASH\ W IR {EZ 1T 9
BDRENDDHE. CCTHRESNIEZFERLEY) MERD ITIOR— A 75 7%Fl
HLET N—RFIIT7THR-FEINTVBEHE. TPMF—I ML -2 OFERZFFAILE T,
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NoProtection

GenerateNonExportableKey

GenerateTPMProtectedKey

b 7
MERIITVRAR—FTETFET,

T4 b WMERRBIITIRKR—FTETEE
Ao

MERIITPMZERALTEEINE T, MR
#I&. ProviderName T#57E L 7=ProviderName

(f5] : Microsoft Platform Key Storage
Provider) Z/M L THREINE T,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (MDY 1 X% £ v MBI

THEELEY)

ik

2048

aAXY bk

T 74 ko 1024F 7-134096HFAHTET £
ER

RET7AILDREIF. RDELSICTZ T AIICRTEINET (A VX —IEFEOTT I+

BARTRRENTVLEY) o

“False”
(CNG API)

CNG Lib

Microsoft
Platform KSP
a

HSM Vendor Microsoft
KSP Software KSP

A 4
Generate TPM
Protected Key

Generate Non
Exportable Key

Provider p "
True
Legacy (CAPI API)
CSP _J,_
Crypt 32 Lib
Micrc:c)&/\‘
Enhanced RSA
Provider and AES HSMC‘;""OF
Name Cryptographic
Provider
%,
Provider
Tpe
o
Protection
Key
Length

‘ 1024, gl @or 4096
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WE S 7 1) A DA

#l 1

C DFITIE. Microsoft Software Key Storage Providerz {8 L TIRTE S N7 S FERISERZE O
BRI —BAEOMERICOVWTHAEL X,

CNETTAILEDA VR = ILBEBETY, EMOMERBRIIFTETT,

12

CDFITIX. BERIEBISEEAE DM EFE N Microsoft Platform Key Storage Provider% 71 L TFASH —
N=DIF—R—FDN—RFT T 7TPMICFRESN. I—H—FEEAZE OMEREH Microsoft
Software Key Storage Providerz £ L TIREEN 3% FZ R L F T,

CDIFVFTIF. FASH—N—DIHF—R—FEDTPMA TPMA—A—DRFa X2k
> TBIOSTHMICTN. WindowsTHIHILEINTWVWBR Z & ZRIIRE LTWE T, <https://

docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows-vista/

cc749022(v=ws.10)> ZEB LTI EE L,

FASEEIO>VY—ILO{ER
FASEIEOVY =LA 7504 VDIIAEERERERITTIT AV D, BEHNSERIEREIIRE
DAVSA VIRREELEREZHTLARVED., ZOFEAIIHEEINET A

FASOYHAREZ 1T O, MAET T —bZzEREL. AAKEZRE L. T—EXZE
WY BE BH—TVADRTYTI) IS ROFIEZERITLET,

ATYTLBET 7ML ERDELSICEBLTRELE T,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.RKeyProtection™
value="GenerateTPMFrotectedEey" />

T7AILUFRDESICED FT,
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAFI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

«!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel"” value="3" / ——>
<!-- Logging: Event IDs to not log (comma separated) --—>
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

—ERDOTPMITEBEZFIRLEY, 774/ bOERIF2048E Y FTY, N—RT 7 THR—F
TNTLVRBEBRZIELTLLIEEL,

—>

7w 7F2: Citrix Federated Authentication Servicez Bfe#IL C. B 7 71 IILH S{EZFHAHED

9o
ATY T F—ERZEFELFTT,

ATy 74 IR —N—D S REPOIREERZFHTRITL 9. EFRKEEIRAEH

BInde. BBIOVY-ILOEY N Ty T—T 2V IADRATY BHIFEICAEDFT, CORS

T. BEEREIRAZDMERDTPMTERINE T, FEBEIET 7 4/ F T2EMER T,

CRIEBIEAZ OMEF —DTPMICEEL K REFESNTWVBE C E ZHER T BICIF. UATD
PowerShell X > RZfEA L £, BHREEEIAZ OMEF —DTPMICEREFINTUVSIEE.
PrivateKeyProvider 7 -+ — JL R (&Microsoft Platform Crypto Provider|Z5%E SN E Jo

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

ATV T RET 7AINEUTDOLSICHRELEL X,

O—#1 <51 X &N i-EfR(/en-us/federated-authentication-service/2308/media/fas-privatekeys-
addkey-gennonexportablekey.png)
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FASIZITPMTRESCNF—Z2F DA —H—fRAEZEMTET T IH. KFERLEBRATIE
TPMN\—R Iz 7HEITETRI5ELHD X,

ATV T6: FASZBEBLF I, CNICED. Y—EIRFRET7 7ML zBHAAA L. BES
NcEZRRLEFT, TOROEBME X —1#FEEI—Y—FRAEF—ICEEZEXFJ. N5
DIREITMEF —Z TPMICIRTEE 9. Microsoft Software Key Storage Providerz B L £ 9%

ATY T FASEEOYVY =L TIL—IL2TZFERL. 1 VXA b—JLEBRTHEATINTVLS L
SICHREZREL T,

PowerShellDfEH

EIREERISIFRRZE (XPowerShellZERB L TA 7504 Y TERTEF 9, Cid. SN A > S
A VHFAZEEREREZN L CERIEBEIREEZRITIDACEZEFRVVERICEL TWVWETY, FAS
BEIOVY-IZEALTA 714 VDEREEIBAEELERZITO> CIETE XA,

ATy T EBEOVY I %ZFER L TCFASOVIEEBR TS, TFEET > L — DR
¢ TSR Dty b7 v 71 ORFID2DDRTY TDH%ETT LET,

O—#1 34 X & i-Eff(/en-us/federated-authentication-service/2308/media/fas-privatekeys-
startup-twostep.png)

AT S2: FEERKEE Y — N —T. FEBAE TV — bMMCRF v 71 > ZBML £,
Citrix_RegistrationAuthority_ManualAuthorizationT> L —+Z50 ) v o L. T>FL—Fb
DEBZFERLET,

R TZFRLE T, LA BB ZEEL XY, COAITIE. %AFTIFOfine_RAT. BZNER
MIZ2ETT,

O—#1 34 X EhizBEff(/en-us/federated-authentication-service/2308/media/fas-privatekeys-

template-properties.png)

AT w F3: SFEAREREH — N — T, EFERKEEMMC R v 71 V& EBML £, SEEAZEF> L — bk
zEVVYILET, FIRZERL. HTIBEBEET>FL— 20w I LET, ERRLTIE
MODTF>FL—r2FERLET,

2T W F4: FASHH—/N\—TXDPowerShell ¥ > RLw tZO—KRLZXT,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1
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AT W T5: FASYH—/N\—DTPMATRSAF —R7Z 4 L. FASHH—/\—TXRDPowerShell 1<
YRLY b EASDLTERAZELEREZERL £, F: —LOTPMIFF—REZFHIBLET, T
7L bDF—RIF2048E Y FTd, N—RIT T 7 THR—FINTVWERF—REZIELTLE
T,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

1

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net

UFHERREINE T,

PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

Td : 38b@3a38-9e67-494a-b5fc-ce8fe321d11f
Address : [0ffline CSR]

TrustArea :

CertificateRequest : ----- BEGIN CERTIFICATE

Sstatus : WaitingForApproval
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« Id GUID (C @#TlE M5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39l) ) I&. BFEDXTv
TWEIZED £,

o CODPowerShellOX > FL v k&, BEREEAIAZOME F—ZEM T D HICERS
NBIEROD TF—N—F1 K] EEZTLLEEIL,

e COOAXYRLY bZEFERITTBE. FASOEBEFICHER T 71 LD 5HAE S NTED
FrvoEn, FRTZF—ENMRESNET (77 4/ ~iF2048),

o COFFDPowerShell THE S NTI-EEFREEEIEAE OME £ —I1RETIE. -UseTPMA}
$truellREINTWVB 7D, AT LIITPMOFERICHERREE—BLEWVWT 71
MoDEZERL X T,

e COORYELY FZEITLTH. BRI 71ILOREIFEEINEE A,

o ZTDHRDOBEFFASHIR L — —FIRAEMWE F —1RIETIE. FASOREIRIC T 71 ILH 55
ARSNTEIMERINE T,

s FASH—N\—H 21—t —FRAZ% FHIT L TTPMTRESN - A - —FIFREWREEE
Y 3Ha. RE 7 7 )L TKeyProtectionD{E % GenerateTPMProtectedKey ICFRE T
CCHEEETT,

\

F—RT7DEMICTPMAMER SN C C ZESERET BICIE. F—RTHEM SNz FICFASH —
N—DWindows TNV cE2a—7—OF7 ) r—o a0 =B L TLIET L,

l:D Information  22/07/2019 12:3%:42 Citrix.Fas.PkiCore 14 Mene
CD Information  22/07/2019 12:5%:41 Citrix.Fas.PkiCore 16 Meone

1 Information  22/07/2019 12:55:41 Citroc. Authentication.Federated Authentication5ervice

Event 15, Citric.Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVWAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bb61-44af-2d21-
1159d864d82¢]

=

FD%E -

© 1997-2026 Citrix Systems, Inc. All rights reserved. 56



JITL— 3 EREEY—EX

Application Number of events: 3

Level Date and Time Source Event|D Task C...
@ Information  22/07/2019 12:39:42 Citrix.Fas.PkiCore 14 MNone

f1 Information ~ 22/07/2019 12:59:41 Citrie.Fas.PkiCore
@Information 22/07/2019 12:59:41 Citrix.Authentication. FederatedAuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey::Create [Identifier afae7c8d-33ff-4cf6-bd96-75fa3eb0bd3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

7: T70O/N4 4 —: Microsoft Platform Crypto Provider ]

ATY 76 ARAEERE I3 2 TFRA NI T4 Z—ICOE—L. TFRXLT7AI)LELT
TARVICREFELET,

File Edit Format VYiew Help

MIICaDCCAVACAQIwIZERMBBGCgmSIomT81xkARKWEUNpdHI peFRydXN@RmFicmljMIIBIjANBgky
hk1G9wBBAQEFAAOCAQBAMI IBCgKCAQEAwAtWoCLXTu3y IscT8Y5v/7zuYqBhbHkhZV3wTNFROXW
1hCMui7X4YpTE7CbItgiFY /9SEBa95tGeTVpelibbgkoZCdxydc2BuX6INZrLi9hAF1bInFPgrz+
vbG3Y{KuKtK35JpGgYWjUEDzKiQFaob3Dkh/pwP3V7@cEYthxBSC fbaNIMHOEFbepoSYOCAfunXl
snwIbXD91c/fGyl/3Ff94PAfbNrjEIOHC+48y /lsPgPRgcqIXBuRjzpGjOgOWR01S9g220Y5PWDT7

FFvZvoQkRy SNXXCAT J+xxYEPLp2JulaElWXrTIG+XP35nG,/oCCPit7iUITIc9F jGa2qTUQIDAQAE
oAlwDOY JKoZThvcNAQENBQADgsEBATIVEjROXWHIvztpjxPel zANBs rLpOsCFNdvYn9u+1718Gsr
Atul Jud+AndY2Rw7b6pixEICVErqd SGy+witPnlUZoAfEelglVht 2RVFbEd /Ns6+Mc+F5bFeglHs8c
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p7 6wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JEPEKMopWTY ZXGz5ClufxevcB1K
+tTHItOY IMExw3+6TLcfulBjrd8KITdCSSMU7LIulaj TNZISZ+1eME1TATOIXG /ABT o=

AT w F7: FASH —/\—TPowerShellC A TZ AL T, GIHEZERERZIAKEICXEL £
ER

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>

Bl

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq. txt

WFHBRREINE T,
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PS C:v\lsersifAidmninistrator.AUTH* certreq -submit -attrib “certificatetemplatez0ffline_RA™ C:iUsers\Administratoer.AUTHY\Des
ktoph\usmcertreq.txt

fictive Directory Enrollment Polic
{4F76160E-DBOC-4D21-A4FD- 2E295ﬂ21??£2}
ldap:

CORFAT, SER#EEA X b U Y RIDBRRINZZBENHD £9, ZDHIDOIEEEHERE TI.
http (£) & DCOM (F) DEADEFEHNEMCHR>TWET, FERTEERZEIX. DCOM #F 7 3
VEBRLTLLIESTV

00— 5«1 X EN7-E&(/en-us/federated-authentication-service/2308/media/fas-privatekeys-

certificate-authority-list.png)
SEBRRRAAYMERE S N3 . PowerShell 1% RequestlD &R L £ 9%

O—#1 3 4 X &N i-EfR(/en-us/federated-authentication-service/2308/media/fas-privatekeys-
certificate-authority-list-display.png)

27w 8: SEBRKLREH — /N — T, EFRAHEES MMC X+ v A ICEWVT. REBOEREZ ) v
JLET, BRXIDZXELEY, R, BREAIV I LTRITEERLE T,

ATy T 9 BITSNIEIATE / — FZERLE I, EITSNEEDDDAREZROITET (&
KIDHB—HTBEFTTY), SEAZEZXTIN IV I LTHETEY, Ml TZ&ERLEI, 77
AINJE—Z IV Y I LET, dAEDIIRAR—bIsHF—FDEFLE T, RNZzT Vv D
LEY, 7Z7MIIERICOVT. UTOF T2 a>zERLET,

O—#1 54 X & hizEfR(/en-us/federated-authentication-service/2308/media/fas-privatekeys-

certificate-export-wizard.png)

BRI TEEES X vt —JEXIB% - PKCS #7 SIFA& (P7B)) THO. TAgETHNIIE. SEEAD/N
ACHBIIRTOAAZEZED S NMERSTNTVWIRELRHD £,

ATwS10: TUORR—MLEEEBBE 7 71 )L %E FAS H—N—|COEF—L £ 7,

AT wF11: FAS H—/N\—TUUT®D PowerShell AY > RL v hE AN LT, BEiFERIEIRE %S
FAS H—N\—IC1 >V R— kL ZET,

O—#1 5 4 X ENi-EfR(/en-us/federated-authentication-service/2308/media/fas-privatekeys-

import-fasauthorizationcertificiate-response.png)
fi:

O—7 2 1 X & Ni-Ef%(/en-us/federated-authentication-service/2308/media/fas-privatekeys-

import-fasauthorizationcertificiate-response-example.png)

UFHERREINE T,
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O—#1 34 X EhizEff(/en-us/federated-authentication-service/2308/media/fas-privatekeys-

import-fasauthorizationcertificiate-response-display.png)

TERIRBIEIAAE OMEF —HDTPMICIEL K RESNTWS C L ZHEER T B ICI1E. RDPowerShell
IRV RZFRALET, BHREEIAEDWMEF* —DNTPMICREFESINTUVSIEE.
PrivateKeyProvider 7 + —JL K {&Microsoft Platform Crypto Provider|lZ5%E S 1L E T

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

FIE12 : FASBEI> Y —IILZHL. BEEgL £

&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

F: COY—EXREERET 1 CVWSFIBEICIE. REOF Ty IT—IHMMTVWTVET,

FIE13 : FASEEOVY —IILTI—=ILRZTZ&ERL. 1 XA M—I)LEERTHATNTULIRE
=RELEI,
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13

COBITIF. HSMICREFESN TV 2 EREEARAZEOME T — 1 — —AAEOMWEF—ICD
WTERBAL £9, COBITIE. HSMAEREINTWVWB e ZaRE LTWET, HSMICIE. 7ok
Z ¥ THSM_Vendor's Key Storage Provider] O K52 FONAA—&hHD £,

REILIRIEBCFASY —N\—% RT3 FELH 3B IE. NATN—NAHF—DHR—KIZIDWVT
HSMAR VA —(CRESEL T EE LY\,

FiEL B>V — )L %=FER L TFASOYEREZ T OIS, ZPD2DODFE ( TFERET V7
L— R ¢ TEERE#EREoty v 7y 7)) OFERTTLED,

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE2 : HSMAY A —D R F 2 XY bZBRB LT, HSMOProviderNamefEHDMAI TH BN E h 7z #)
WrL £9, HSMACAPIZER L TWAIHE. 7O/ X —IF K+ 2 X > k TCryptographic
Service Provider (CSP)Y LTEBRENZ ZehH D £9, HSMACNGZFER L TWLWBRHE. 70O
N1 A —|EKey Storage Provider (KSP)X L TEBEINZ ZehHb £,

FIE3 : BT 7ML ZRDELSICHRELE T,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor’s HKey Storage Provider"/>
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T7AILUFRDESICED FT

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!—— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] ——>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrixz.Ruthentication.UserCredentialService.Systemlog.LogLevel" wvalue="3" / -->
<!-— Logging: Event IDs to not log (comma separated) —-—>
<!—— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>

<startup><supportedRuntime wversion="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

/>

CDIF ) ATIE HSMHACNGZEARA L TWLWS 7. ProviderLegacyCspDfEldfalselZ & E X1

TWE 9, HSMHACAPIZER L TLW3I5E. ProviderLegacyCspDiE|dtruellsRE S 2 HEHL H
D&EJ, HSMACAPILCNGD L 5ZER L TWLWAH =R T B ICIE. HSMAY R —D R+
A bZBRLTETV, il IEHRSAF—ERTHR—FEINTLEF—RICDOWVT

[&. HSMARY A —DRF a2 XY rEBEBLTLETV, ZOHITIE. F—RIET 7+l bD2048
Evw hMIBREINTULET, EEETA3F—ENN\N—RIYT TP TCHR—FINTWVWR I EZREELT

<fET Ly,

FlE4 : BET 71ILDSEZGAED =8I, Citrix Federated Authentication Service = FBifcEh
LE,

FIEs5 : FASEEIVY —ILD* [#fty b7 v ] /T T [EER] »% 1) v LT. HSMA

ICRSAF —R7ZEM L. SEAZEERERZIERL T T,

FIE6 : F—RT7HHSMTERINI=C &%= MERT BICIE. WindowsTI AR O D7 )4 —
OayYvIVRIEBERLED,

O—#1 3 4 X EhizEfR(/en-us/federated-authentication-service/2308/media/fas-privatekeys-

eventlog-hsm.png)
F D [FONAE— I HSMRYA—DF - ~L—2FONAH —]
FIE7 : FEPAMEES T — /N — DIEEAKEIMMC T, = [(REHRDEK] =/ — RZERL F 75

O—#1 31 X & NizEfR(/en-us/federated-authentication-service/2308/media/fas-privatekeys-

cammc-pendingrequests.png)
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BEXREZHT )y oL, > [RT] »~2#RLET,
Z: TCOY—ERZERT S OFIBEICREBEDOF TV IR—IHMFVTVED,

O—#1 34 X EhizEff(/en-us/federated-authentication-service/2308/media/fas-privatekeys-
startup-threestep.png)

FIE8 : FASEIEOVY —IL T [JL—JL] »&2T%Z#ERL. (/ja;jp/federated-authentication-
service/2308/install-configure.html)ICEEEH TN TV EHED ICHEZREL £ 95

FASSFEAEX L —

FASIZ. SEBREZE%R1F T B 7-0ICFASH —/\—_EDMicrosoftsEFAZ X b 72 FERA L Ft A, HAHIA
HT—EINR—XA=FERALET,

BIRERASIFAZ OGUIDZERE T B3 ICIE. FASH—/N\—TXXDPowerShell ¥ KL w cZ AL
£7,

Add-pssnapin Citrix.a&ast;
Get-FasAuthorizationCertificate -address \<FAS server FQDN>
Bl z |¥. Get-FasAuthorizationCertificate —address cg-fas-2.auth.net :

O—#1 3 4 X &N izEfR(/en-us/federated-authentication-service/2308/media/fas-privatekeys-get-

fasauthorizationcertificate-example.png)

JA—H—FERAEDOV XA b ZBIE T BICIE. XZEANLET,
Get-FasUserCertificate -address \<FAS server FQDN>

5l Z IX. Get-FasUserCertificate —address cg-fas-2.auth.net

A—7 7 1 X & Ni-Ef&(/en-us/federated-authentication-service/2308/media/fas-privatekeys-get-

fasusercertificate-example.png)

HSM Z{EH L THRRBZFEFET 358, HSM O> 7713 GUID THIIINFE T, HSM RD
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AJa—kr
[S001] 77t R¥EFE: 2 —H— [{0}] I& Administrators 7 IL—FD X N—TIFH D £ A,
[S002] 72 RIEE: 1—H— [{0)] ldO—)L [{1})] DBEEETIEHD £ Ao
[S003] BIEE [{0) AV TFURE—RZ {1 ICRELTVWETD,

[S004] BIEE [{0}] B CA[{L}] 5T >FL— bk [{2} and {3}] ZfEMA L THESREERAZE ZERL TV
9

[S005] EIEE [{0}] ' CA[{1}] DAEAREEDE L TWLWE T,
[S006] BEIRE [{0}] H'FEFREER [{1}] Z1ERLTULWE T,
[S007] EIEE [{0)] MEIPASER [{1}] ZEBH L TLE T,
[S008] BEIRE [{0}] H'FEFAEER [{1}] ZHIBRL TULE T,
[S009] BIEZE [{0}] H'IL—IL [{1}] ZERL L TWLWE TS
[S010] B [{0}] HIL—IL {1 ZBHLTLE T,
[S011] EEE [{0}] HYIL—IL [{1}] ZHIFRL TWE T,

[S012] BIEE [{0}] H'EERAZE [upn: {1} sid: {2} rule: {3}]Certificate Definition: {4} Security Context:
5 ZERLTWE T,

[S013] EIE#E [{0}] H'EERAZE [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}] % H!/
BRLTWET,

[S015] EE#E [{0}] HEEEREZEK [TPM: {1}] Z/ERL TV E T,

[S016] BIEEN [{0)] AGREEFAEZ 1 > 7R— b LTUL X 7 [Reference: {1}]
[S022] BEENMN[{0)] XV TFYRE—REATICRELTVET
[S023] BIEEN {0 XAV TFVRE—REAVICKRELTVWET
[S024] EEEN [{0)] S RTLANILZAEZZ—%#BELTVET

[S025] BIBEN [{0)] Y ATLNILAEZR—EHR/ELTVET

[S026] EEED [{0})] RASEFAZE E= 4 —ZRELTWVWET
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AJad—k
[S027] BIEED [{0}] RASEFAEE=X—Z )ty FLTWVWET
[S050] BIEED [{0)] 7 57 R ZMER L TWET: [{1)]
[SO51] EIEEN [{0Y] 757 R ZEHFL TLEI: [{1)]
[S052] BEIEEN [{0}] 757 REBRZHIFRL TWET
[S060] BIEEN[{0}] V57V REFRZERLTVWEY, 1VXFV R {1}

[S060] EEEN {0 RA LI MR ITURERZERLTVWEY, 1V XFV {1}
CloudServiceUrlFormat: {2}

[S061] BIEEN[{0)] V57 REBRZTTLTWVWEY, UV —XDFFr: {1} IL—IL%&: {2}

[S062] EEEN [{0)] V5V FERZETT LE LIe VY —RDFF: {1} {2). IL—)L%: {8} &
E: {41 (5D

[S063] 7 T REFRHICKRSI 7 —HREL £ L7 HI9ME {0} TL7

[S064] 750 FERPICABELIS—DNRELE L. HISMNT {0}

aJ3d—k
[S401] BRD 7 v 74U L — R ZZE1TH - [From version {0} to version {1}]

[S402] T 5 —: Citrix Federated Authentication Service (& Network Service & L TRITY 2 HEH
& D E 9 [currently running as: {0}]

[S404] Citrix Federated Authentication Service 7— 2 X— X Z@HIIHEL TWET
[S405] L A MM T —ER—=ZIADT—RBTRICTS—DEELF L [{0)

[S406] LY R M UDBT—IN=ZANDT—2BTHRT LE L (F: 21— —FREBIEFBITS
nNELA)

[S407] T—ER—ZADBHIFEET 37D LIXMIR=IDT—RIFT—EZR—XIIBITIN
FEATLI

[S408] Bz A>T L—RTE XA -- [From version {0} to version {1}]
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[S409] ThreadPool MA&EICELIN L £ L 7= - MinThreads H' [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3}] ICFAE I F LT

[S410] ThreadPool M1&ERIZKBIL % L 7= - MinThreads % [workers: {0} completion: {1}]] H*5
[workers: {2} completion: {3}] ICFAETEXEATLe CNICED. FASH—N—DXFT—FE
T ICENE B MDD £

[S411] FAS ' —E X DBRFRICT S —HEE L £ L7=: [{0}]

[S412] RO T v 7o L—RKH5ET L % L7 -- [From version {0} to version {1}]

[S413] AGREEEAZE OB MHARD EH R <IN E T (& D {0} H). RS DFFH: {1}

[S414] ZGSEERE DBZNERDIN K Lo SEBAE DFFM: {0}

[S415] FRAGEBAZE OREEEN'TT 7 L E LTzo {0} FOMEN OISR INE LTz, XREIDOHERRIE
{BICFEINTUVETD,

D7Y—> 3 YV DER
N5 NI EEINT—N—POA—F—DOJFA > &5 T7H— LI TIC. FASTH—
N—TCEIEICOJICERINE T,

Osad—Rr
[S101] H—/N—[{0}] I&. O—JL [{1}]] TIDZT7H— T RIERHLH D £FHA.
[S102] H—/\— [{0}] IEUPN [{1}] ® 7 H — MZEKBRL £ L7z (B9 {243)

[S103] 4 —/\— [{0}] IFUPN [{1}] SID {2} ZERL X L7H\ Ly o7y FI3SID {8} ZRL FL
TCo

[S104] #—/\N— [{0}] IZUPN [{1}] D7 — MCKBRL £ L7 (UPNIZO—IL [{2}] THA TN TL
FtHA)

[S105] —/N— [{O}] IXIDT7H—> 3 > ZFHITL F L7 [upn: {1}, role {2}, Security Context: [{3}]]
[S120] FEBEZE % 47 [upn: {0} role: {1} Security Context: [{2}]]

[S121] [certificate authority: {2}] & T [upn: {0} role: {1}] ICSERBERRITEINFE LT
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[S122] & H—/N\—hNBEFEHRRET Y [upn: {0} role: {19 HT=D DU I T X MK {2}
[S123] [upn: {0} role: {1}] [exception: {2}] DEEHEDFITICKB L £ L 7=

[S124] [certificate authority: {2}] [exception: {3}] T [upn: {0} role: {1}] DEEEAEZE DFEITICKBL L
TCO

HIMMHEEL LTHET S
NEDARY ME. VDARI—H—%20O5F > T D& FIC. FASH—N—TETEICOYIC
S|INET,

OoJ3—Fk
[S201] I L FEE [{0}] IEFNRT—RICTIERTETEH A
[S202] HLEFEE [{0)] IFEERAEICT VR TE XA
[S203] HkH#LL =& [{0}] IELogon CSPICT7 VA TE Xt A

[S204] FRHLEHEE [{0}] & [{4)] IS & o THEEE I NT=1REN: [{2}] [Operation: {3}] T [upn: {1}] D
Logon CSPIC77ERALTWET

[S205] (ML EE 72 £ AAEEENE LT - BUH LT T AY Y k [0} 1. JL—IL [{1}] DA
SNEFHLEETIEHD A

[S206] MFU'E LT 7 AT > bk [{0)] IXEMHBETIEIHD FHA
[S208] MR F —1RIEN KB L £ L 7= [#21E: {0} UPN: {1} 1%&: {2} SIFBEES {3} T — {4} {5}
v 3 VREEAET—/N\—

INEDARY NI, A—F—Dtv s 3 VRNAREZERT % & SICFASTY —N—ICOJ K&
TNEY,

OJ3d—k
[S301] 7V RIEE: A—H— [{0)] IFREXAIY— b A—RADT7IEIELH D FHA

[S302] 2 —1— [{0}] AREAR{RE R~ — k71— K [thumbprint: {1}] ZEKRL £ L 7
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[S303] 77 RIESL: A —H— [{0})] IFREBRY—FA—F [upn: {1}] &t —HL FHA

[S304] A—H—[[O} AV Ea—2—[{2}] TFOY T L [{1}] ZE1TL. WERRE [{6}] ICRkE
2 — k53— R [upn: {3} role: {4} thumbprint: {5}] ZEA L TWLE T

[S305] M IZIED KRB L & L 7= [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4}
{5}

FAS7H—> 3> F301>
NBDARY MIFASTH—> 3> TS50 VIC&>TAOVICETRINE T,
AJad—k
[S500] FAS7H—> 3> FS 014 Uh N TUVEEA
[S501] R S NTFAST7H—> 3> 7504 >%0O— R TE XA TL 7z [exception:{0}]

[S502] FAST7H—> 3> FS5 04 >h0O— R ENZF L7 [pluginld={0}] [assembly={1}]
[location={2}]

[S503] H—/\— [{0}] IFUPN [{1}] ®7H— MK L £ L7 (AT 4 VAN EINE Lih
T304V 2 IEENEYR—ELTULEEA)

[S504] H—/N— [{O}] IFUPN [{1}] ® 7 — MMIKBL F L7 (AT 74 VEEBAMREINF L 7chl
B ENIFAST ST 1 VB b £HA)

[S505] # —/\— [{0}] IZUPN [{1}] D7 H — MK L & LTz (F591 > [{2)]) #'OY % Vil %
RAF—RZB) EXvE— [{4)] THEEL X LK)

[S506] 7S > [{O}] t&. B—/\—[{1}]] D5 UPN [{2}]] @ OF # Vil E X vt —2 [{3)] ¢ #
ICRIFANELT:

[S507] H—/N—[{O}] I UPN[{1}] 27— b TETEEATLL (TS0 (2] B KXV v F [{4)]
DEITHRICHN (3] #XO—LELT)

[S507] H—/N\—[{O}] IFUPN[{1)] ZE7H—FTEXEBATLIE (71> [{2] DA [{3}] = R
O—L%xL7%)

[S508] H—/N\— [{O}] IEUPN[{1}] Z 7 — hTETEHATLRE (77 RUEBLRESNE LT
. TSV [N IEENEHR—FLTULEEA)
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[S509] H—/N—[{0}] IZF UPN[{1]] Z 7 H— F TETFEATLE (77 ERMEBIREINE L
D B ENIEFAST S 71 0hHD FHA)

[S510] H—/\— [{0}] ld UPN [{1}] £ 7H— FTEFHATL (7O ERMBIE TS5 1> [2)]
ICE>TEHERBINELR)

) —9 ZAR— AW SFAS
FASH'Workspace TIEFHENZ L. TNHDAANY A OJICEEEINF T,

m b bl
[S001] Citrix CloudsBsEF¥ —ZzO—7—2> 3 > L £ L7 [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] 757 RHYR—rEZa—ILHEHLTVET, FasHubY 57 K4 —E XURL: {0}
[S003] FASH' YV 5 RICEER S E L 7= [fas id: {0}] [transaction id: {1}]
[S004] FASIZ T 57 RADERRICKH L % L 7= [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FASIFIRZEDERM Z 7 5 7 RIZEE L % L7z [fas id: {0}] [transaction id: {1}]

[S006] FAS |FIRTEDERZ 7 7 RISEEFETE FEATL T [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FAS (37 57 RO S EEREER T X L 7= [fas id: {0}] [transaction id: {1}]

[S009] FAS (37 57 RHh 5 OEFFRMERICKE L F L 7 [fas id: {0}] [transaction id: {1}] [exception:
{231

[SO10]FAS H—ERIFIV T T RAXyE—I 2 J URL: {0} ICEHGSNTULWET
[SO11] FAS H—E RIFIV T T RICEHREINTULEEA
[S012] FAS #—E X4 Citrix Cloud B 5 D> VI VYA VA VICFIATEE Y

[S013] FAS t—E XX Citrix Cloud 5D > J LA VA VICFHBATET EH AL [{0)] 5HMIEE
BV Y — )L THEEETEEY

[S014] 75U R —E X <service name> ADMFUH LAKML % L7 [fas id: {0}] [transaction
id: {1}] [exception: {2}]
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[S015] U L Teh'BFRl SN TWLWARW=&®. Citrix Cloud 5D X vt —IhRJOvosnElLl:
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] U 2 R —E X <service name> ADMUH LHAEINL % L7z [fas id: {0}] [transaction
id: {1)]

[S019] FAS 130 57 Rh 5 E AU > O— K L & L7 [fas id: {0}] [transaction id: {1}]

[S020] FAS |30 57 RO S DDA 7 > O— RICKE L % L 7 [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] V5 RHYKR—hETa—)LDEIKBL F LI FIH: {0}
[S022] V5D RYR—FrEZDa—IILHELELTVET

[S023] Citrix Cloud Z85EF —DO—7—> 3 VIZKM L F L 7 [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]

[S024] Citrix Cloud 85EF —DO—7—> 3 > Z A L TLE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] C DT —E XDEREEF —IZ Citrix Cloud IZ7Z7E L £ 9 [current key: {0}] [keys in cloud: {1}]
[S026] C DH—E XDERFEF —IZ Citrix Cloud (Z7E1E L £t A [current key: {0}] [keys in cloud: {1}]

[S027] Citrix Cloud 8REEF— DR L —JFHKZET7 v FJ L — K L F LI [fas id: {0}]

aJ#>
N5DARY NI O A VERETVDAICEESREINE T,
aAJ3d—kr

[S101] ID7H—>a>OdFVICKBMLE LT, SB#IheaVnWI 7L —> 3 VERiE—E X [id:
{03

[S102] ID7H—>a>OJF VICKBML £ L7, {0} D SID Z#KRZFKTEF £ A TL 7 [Exception:
{1K2}]

[S103] ID7H—>3>OJFVICKBLE L, 2—H— {0} D SID I& {1} TIH\ HRFEINS
SID & {2} TY
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[S104] ID7H—>3>O0FVICKBLE L, 77 L—2 3 VEREEY —E X {0} ND#EFEIC
KB L % L7z [Error: {1} {2}]

[S105] ID7H—>a>yAd 4>, O # >H [Username: {0} Domain: {1}]

[S106] ID7H—>3>O0F > \WnT7 7L —2 3 VEREEY —E X {O\n\nO & 7 >
[Certificate: {1}]

[S107] ID7H—>3>O0F ICRBRL £ LTz, [Exception: {0}{1}]
[S108] @A77 H—>a>H T R T Lo 71 RIES [Caller: {0}]
v 3 VRIERAE

dA—H—htvaYRIBEDFERAEZHATLI-ETIC. TN5DOAIRY MIVDAICOT SRS
nx9,

Osad—Rr

[S201] RAERAY— k HH— R 72+ RIF [{0}] IZ& T [PID: {1} Program Name: {2}Certificate
thumbprint: {3}] D7c®ICEREINE L1

[S203]| R AV — b H—RY TS X T L 721 XIEE [caller: {0}, session {1}]

[S204] (R AY— b H—RY TP XT Lo AR—FA—RYER—EDEMNCHRO>TVWET

EFEAZRER F—RT7DER

FASH —N—DMEL N/LDOBESRFZERITI B LIS, INSDAARY MIOJICETREINE
ER

OJ3d—k

[S001] TrustArea:: TrustArea: sEFAZE % 1 > X b—)L L & L 7= [TrustArea: {0} Certificate {1}
TrustAreaJoinParameters {2}]

[S014] Pkcs10Request::Create: PKCS10E K% {ERL L % L 7z [Distinguished Name {0}]

[S016] PrivateKey::EE{ [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3}
EllipticCurve: {4} KeyLength: {5} isExportable: {6}]
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[S017] PrivateKey::HlIFR [CspName: {0}, Identifier {1}]

AJa—-kr

[S104] MicrosoftCertificateAuthority::GetCredentials: {0}z ¢ 2 1ERIH D £

[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest [&EDEE L S — [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest SEBAZ D FEITI N E L 7 [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - EZafF5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

IRA—F—DIT5—AyvtE—>

DU 3> TIE WindowsOdJ 74 U R—JICRREINZ BN AT —Xvte—2%—8

~LEY

RREhIS—AXyE—Y

A —LFF/NRT— RHEN T

SRTLPOTFVTETEEATL. BB
HREBREAETTIEEATL e 1 ERIITR—F
TNTLWEEA

SRATLDOTA Y TEBVAREMEDH D X
Fo BRLICERATNIcAY— b 1— FEEERE I
BEINTLEEATL,

HEACBR

Y Ea—R—|IBWNRIASE CWERE
FoTWBEERHE L TWLWETH. Kerberos K
XA A bO-F—HMERZESTLEL
Tz CDFEED TKerberosds) £ 3>
ZBRLTIETL,

RXA>OY bO—F—IZERTITRULDN

RXA>a> bO—Z5—HAY—rH— R
ffZYR— b BFBAETHERINTUVEE
Ao RXA > bO—5—% [Kerberosi?
BE1 . TRXa>a>bbO—>—888E « £
72iE TRXq>a> ba—>—) FRZEICE
LTSV, BIEQIRENEMICEX
3BETH. InzERIMEFHD £,

FRRIEERAE )L — hEERRE A O—AJLa >
Ea—4—ICA X b=ILETNTVEE A,
ARABEELREF—A YIS IFvES
LTLIESL,
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RIS —RXRytE—2 HEACBR

ARIERER CNIXEE. SEFREDILRERENE L < RE
TNTLARULDA. RSAT—H4ETEF S (<2048
Ewhk) CexERLET,

BERH
e AR—bA—FOJFVRICR XAV ZERT D
« AR—bAH—ROTF VRIS —
CAPIOZ DB
KerberosOZ DEZN1L
T—RN—T1 DAETRAY— b A— RO A > ZBMCTRTODHA R 1>

PowerShell AV > KL vk

BEARERICIZI 7 TL—>a VI —E X (FAS) BBV Y —IILEFEATET EIHN
PowerShell 1 VA2 —7 21 RI LD BELBA S arzigLEI, IV —ILTRAHEATERL
FT7a>EFERTITENDH BEEIE. Citrix IZHERIC PowerShell D& = ERT 3 Z & #H#HEE
LEJ,

KDY RiE. FAS PowerShell AY> RLw bZEEML X7,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

PowerShell 7« > K7 T, Get-Help \<cmdlet name> ZfFEBELTIY Y KL w DAL TE KRR
ISSEXEDR

FAS PowerShell SDK Y > KL vw FDFFMIC DWW TIE. <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> ZBBLTLIETL,
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JITL—Y3VEEEY—EX

EBE7—*70F+%

IEC®IC

Federated Authentication Service (FAS) |&. Active DirectoryZFFR#ES & $i &9 A Citrix® J > 7R —
YR THDH. A—H—DCitrixIRBATY —LL AIIFRAETERLSICLET, CORFa XY
FTIE. BRICBLTVWAHEMDOHZ S FIFARAET—FTI7FvICOVWTHBALE T,

BMICT B L. FASIZFA—T —FREEDRE = EF S N cStoreFrontt —N—ICEEL £ 75
StoreFrontiZ &, RFTDOWeb7T 7/ O —|CEDVWTHBRERIN-EIENAEAAHRELF T3>
DLy FHHD. StoreFront SDKE7zlEH— RN—FT 1 DUST S5« > % FER L THEICHLRT
TFEY, BEANLFRKETBEIZEIZ. Webt 1 MIA—H—%RTE2H5DZRIATY/ A0 —%,
Citrix Virtual Apps & 7c&Citrix Virtual Desktops™RBEANDOJ A VIERATES LD IC@ > L
T,

CORFIXY TR ERSPRTIBS ~y TLALORBT—F70F v OfEHAL X
7.

- NEBRER

Citrix Gateway @

ADFS SAML
e B2B7hOV kT wvEVY
* Windows 10 Azure AD 31>

BELET BFASEEEAD Y VIHNRETNTUVE T, IRTDT7—FFTIFvICDOVWT, 1 VX h—
JLERBRRDEELFASOE Y 7y FICETRZEER) I 7L VX TY,

T—XT I F v DEE

FASI&. StoreFrontlC & o TERslE & N7cActive Directory1—H'—(CXHh>T. A¥N—rH—FKI S
ADFRAEZBEHNICET IS L ZFHAIINTVET, chid. BEEEMEII—FAO—F
F7OEY3aZ>JTERY—IILEEZKDAPIZERL £9, 32— —5HCitrix Virtual Apps™ £ 7=
|&Citrix Virtual Desktops Virtual Delivery Agent (VDA) ICfB/ v SN2 &, SERRENIT I VICT R Y
FEN. Windows E XA NZOTF > ZZED ANV — b A— FEREEE L TEREL £ 95
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I—H—HCitrixIRIBAD T IV RZ2EKRT B . [EHEENTStoreFront™H —/N—I|FFASIZHER L
9, FASIZ. B—DCitrix Virtual Apps % 7z I&Citrix Virtual Desktopstzwv > a Uh Dty 3>
DFFAE TR T D L ZFa I3 F 7w b 25 LE T, VDA I—H—Z AT 2HEND
BHE. FASICERIL TF 7Y b 25| EHX T T, FASOHN - —FREOME T —ICT7 7€
ATEET, VDAL, FIRAETERIT I 2 LENH 2B RE L VESLRIEZ TN ENFASIIEE
TRIBENDHD X,

ROBIE. FASHMicrosoftiEBAHERI & 5 L. StoreFrontd & UCitrix Virtual Apps and
Desktops™ Virtual Delivery Agent (VDA) ICH7R— rHF—EXZRELTVWEZZZRLTUVE
ER

t Synchronization _‘h
~ B i< <=
= Request|Certificate

SAML IdP Active Directory Microsoft
(ADFS) 4 Certification
T i Authority
g
8 5§/ 5
.§_' \'\ = § Assert Access Logon
-5 : L .
z Y, 52 Identity . Certificate
I §9/
H S o/ Federated
g - Authentication
= =] H .
‘ ~ Service
_—_ o Nfuse h y Citrix \_
| SAML token Citrix AG Basic h protocol Brokering
O e R Lt ————— = —r—b—
Protoco
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent

NE R

FASZEER T2, A—H—IdTFIERFTAA T3> (Kerberos> VT INH A VA0 %E
L) HEERA L TStoreFrontiICZ2ICERE L. T2 ICEREE S N/=Citrix HDX™tE w > g VIZEHR TS
£9,

CHUZED, I—H—ERBERPAY— b H—ROPINZ AT S SOV kg L TWindowsEREE
MABEICHRD, VTN A AT —ERBRED MRESNINRAT—REE] KEZFERT
BDRBHLHD FHA. i, LETD/N— 3 > DCitrix Virtual Apps THJ AR BETS - 7=Kerberos
BN EEEOT A Ve Zz BRI D TCODICFERATEET,

IARTOA—H—FE. TVRRAVETNARICAI—FA—RTOTA > LTVWBHESHICH
hH5d, Ty a>vHRTREBAIYTISXA NS IF v (PKI) FSEBBEICT7I7ERATEE Y, Ch
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ICED. A= b A—R V=LA —ZHFLBVWIAI— T30 ETL Yy b BREDTNAINST
H. ZERFAETIADZAL—XLBRATHRIREICHRD £75

COEMTIE. FASEEITI2FHLLWTF—N—DEMEh. COT—N—F2—H—IcHb>TR
N— b H—RISRADEAEZHKITIZHEREZITF>TVE T, CNSDIEAZFIF. AX—FH—FR
AJF HMERINIADL SIS, Citrix HDXIRIBEQA—H—t v 3 VICAJF > T3 HICE
AEnzxd,
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A2 rO—F—ICRXAM > FO—F—EEHNENDHTENTVWBR 2 ER T BT THE
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HEIER

e F—F. N—FOxzT7EFX2VTAESa2—)L HSM) FHIFHAAAD ST YRTSY
E7a—LEZa—IL (TPM) ICRETETET, FMHICOVTIE. WEEBOREDIEE2ESE
LTLLETW

o 1A M—JLEEHDIEEETIE. FASOA VR M—ILEERAEICDOVWTEHALTVLWET,

Citrix Gateway® R Fd

Citrix Gateway ERIERERRMA MU TV E THN StoreFront& R 777 o f=Citrix Gateway % 1B/
L. EREEDFEELRA > bk ZCitrix GatewayBEIC# L £ 9, Citrix GatewayZ l&. {EEDWebtr
TRNDVE—rTPI L RAZRETZLOIERATETEIRERRAES LUVERL T3 oNaF
nTVE9,

C ORERIE. £ Citrix GatewaylTFREE L. RICA—H—tv > a IO A >V TIRICRETS
BHOPINTOY T~ ZEE T 21-DICERTEE T, £/co ADNRT—RKPIAY—hA—F%
AERB I, BERCIitrix Gatewaysest 77/ A —%FHIT 2 CHTEFET,
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VPX
Root CA P Export
' Certificate -
Gateway Server Issue
' Certificate =

—[ Authenticate ]—

Issue

Certificate Authority

Windows Server

&

FAS User

' Certificate
Template

&

FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server

1
I
I

Associated with

- &

- ' Certificate

Federated Authenti-
cation Server

Windows Server

FAS
Authorization

Issue

Certificate

FAS User

Issue

Certificates

Hardware Security
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Hardware Appliance
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Domain Controller

Windows Server
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Citrix Virtual Apps % 7z (& Citrix Virtual DesktopsIRiEld. A¥— rA—RFOJ 7 > EERRDFETHE
Y 2BREHLRHD F9d, ZHILCTX206156ICEEHINTVLWET,

BEORBETIE. BE. RX1 IZBML TV 3MicrosoftSEFBMRE D FIBERIBETH D, R X1 >
A2 bhAO—ZF—ICRXA>OY bO—F—FEAZENENDHTONTWVWBE C 2R T B EITTHE
HET, (CTX206156D TR X4 >a> FO—F—FREDHET] /a2 BRBLTET
U)o

Citrix Gatewayz 7514 Y UL AT L E LT T 235 A. Citrix Gateway & StoreFrontfii D g
NTOEBHTLSTHRESINTVS Z E 2B L TS IET WV, IS, =)L/ JURLACitrix
Gatewayt —/N—Z3BTLSICIELS<BRINTVWR ZEZRRLTLIETL, Chidk. COR
B TCitrix Gateway —/\—Z 535 I B 1= DICFERATET37H T,

StoreFront Authentication Settings

These settings specify how the remote user pravides authentication credentials
|

¥ General Settings ‘ Varsian: [ 10.0 (Build 62.4) or later -

¥ Secure Ticket Authority

Vierver IP address:

_ [ v10.0: SNIP or 1P, vi0 1+ V1P ]
Authentication Settings [opticnal) |

Summary ‘ Logon type: i [Domain - |

amart card fallback: MNone -

Callback URL:

tiona) | https://NetScalerGatewayFQDN | /CitriAuthService/AuthService.asmx

Ak When no Callback URL is specified, Smart Access is not available,

rm| -

B IEHR:

« Citrix Gateway %= #p{ 9 5 ICI&. [StoreFront 3.6 & UrCitrix Virtual Desktops 7.6 TfER$ %
Tz DNetScaler Gateway 10.5D#8 51 ZBRL T EET L,

o 1A L—=ILEIERIZ. FASDA VA M—JLEBRAEICDOWTHBELTWES,
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Microsoft ADFS Y DIRE % FIEEIC L £ 9, SAMLT7H—> a3 vk, BEINLIAPICK > THITE
NZBEBLINAXMLTOY I THD, A—F—NIAE1—4—CXATFLICOTF>T3C

CEAEFELFEFY, chd FASH—N—H1—H—D

DOSAMLIISIAP) ICEETET B e ZBHKRLE Y,

Citrix Gateway

VPX

Root CA

Export

AUTH.LOCAL domain

A

§ Centficate

Gateway Server

Issue

' Certificate

ADFS Signature
§ Certificate

SAML SP (RP)

Web Access Proxy

ADFS Server

Windows Server

Windows Server

TLS Server
' Certificate

ADFS Proxy

Signature
' Certificate

Encryption
Certificate
' (not used)

Issue

Certificate Authority

Windows Server

&

FAS User

Microsoft

' Certificate
Template

&

FAS Authorization
Certificate

Domain Controller

i Template

StoreFront

Windows Server

TLS Server

-
1

Associated with

)
1

Certificate

-
1

Federated Authenti-
cation Server

Windows Server

FAS
Authorization ...4
Certificate

Lﬂi

FAS User

..........

Windows Server

UPN
walter@auth.local
Alternative UPN
walter@adfs.ext

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

Users
Private Keys

Authorization
Private Key

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

=

4

FAS User
Certificate

SREE % Microsoft ADFSH—/N\— (F7=I3ZD
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ADFSIZ, 12—y FEREATYE—MDSEEDY —XCA—H—%ZLIIERHT B HICK
{ERINZET, fcrzid. Office 365 DT ICK < FERINZE T,

B IEHR:

« ADFSEMRDEEEICFHFMANEHINTLET,
o 1A M—)LEERDEEEIZ. FASDA VR M—=)LEEBRAEICDWVWTEHBELTWE T,
« COEXDCitrix Gateway BRI > 3 vicid. BHICETZI3ZEFENSENTVLED,

B2B7 hU >V v EVYT

22D0EMPBEVD AV E 21— - AT LZFERALIEVEE. —RIVGERRI. EaERzHE
DActive Directory Federation Service (ADFS)—/N\—Ztw b7y 938 TY, NIk

D, — A0t —H—|I. HS5—HDELDActive Directory (AD)ERIFEICS —LL XIZEREET
TFET, OVF VR 21— —FBEORTOOJF VERERZFEMAL. ADFSIZChZzE7
RADADRIED v FUT7ATY M ICBEBINICYYEY T LFT,
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ADFS.EXT domain

Domain Controller

Windows Server

uPN

Windows Server

ADFS Server

Windows Server

Citrix Gateway

AUTH.LOCAL domain

Issue

Certificate Authority

Windows Server

&

StoreFront

Windows Server

TLS Server

VPX

Root CA
' Certificate

o

! (from ADFS.EXT CA)

Root CA Certificate
' (from AUTH.LOCAL CA)

Export

Export

r
I
I
I
I
£l
Citri B
itrix 21 -
g1 Hardware Security
. g! i
client Er Module (Optional)
1
I Hardware Appliance
Windows / MacO5 / Linux :
: ( Users
- = g‘ Private Keys
Export Root CA Certificate

§ cenificate

Federated Authenti-

FAS User
‘ walter @adfs.ext g Coritcate Domain Controller
Template
@ FAS Authorization .
Certificate Windows Server
f Template
walter@auth.local
- Certificate Authority Alternative UPN

Autharization
Private Key

o

walter @adfs.ext

] B g corhore Gateway Server . cation Server Citrix
§ Ccerficate Windows S Virtual Delivery
indows Server

3 ) Signature Export ADFS Signature Agent
E ' Certificate R Cerificate s Windows Server & Desktop
Ea . F==F-- |_‘4 Authorization Issue Operating Systems
= lf) Encryption SAML SP {RP) Certificate
& Certificate

' (not used) 4--1 FASUser 4 Issue E FAS User

| @ Certficates - | Certificate
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REEIBER:

e 1A M—ILEIBRRDEEETIZ. FASOA VA M=ILAECERAEICDOWVWTHALTWLE
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Windows 10 Azure AD 31 >
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XA OBMEBZMIZIEBMTOWETA, T4V 2—2y MEH] O F A EXFRELTVE

T cUIZTYThyTRETL Yy bTOERSLHBEL £ 9, ERDWindows B X1 &0 & [k
IC. Azure ADICIZRHD IV T THA MUY =R I VTN A VAV ETIVEABEICT

© 1997-2026 Citrix Systems, Inc. All rights reserved. 108



JITL— 3 EREEY—EX

BHEDHBDE T, CNSIFINT M1V Z—y b THBdH. &7« ALANEIFTH
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1
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Cloud = -
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-
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.
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Security Assertion Markup Language (SAML) (&, 2> 7I)L7% TOQT A R—=IADVRA LY
bl WebT7ZoHO0F > XTLTY, BRICIE. ROBEENZENE T,

Iy4 4 L2 FURL

Citrix Gateway B’ 1 —H—DFRAHNMVETHD L ZRHT D . I—HF—DWebT Z T |C
ADFSH —/N\— EDSAMLOY 7 > WebR—IJADHTTP POSTZRITT 3L SICHERLET,
NIFBE. https://adfs.mycompany.com/adfs/ls DFRXD https:// 7KL XTI,

ZDWebR—TPOSTICIE. OF A UHRT LIt FICADFSHAI——%KRT TEDT7RL X
EFSCHOBHRASENT T,

Ey e

Entityldi&. Citrix GatewayHh' ADFSADPOST7T —XICEFH D —RDFEAIFTT, UKD,
A—HF—HOH—ERICOTF Y LELSE LTWVWEHZADFSICER L. BHEICHLCTERBER
SERD S —%ZBERALET. BITINIFBE. SAMLEREEXMLIZENtityldiC K > THEAI SN2 —E
AANDATANIZDHFBELTWET,

B, EntitylDIZCitrix Gatewaytr —/N\—DAOYJ 74 > R—J DURLT I A Citrix Gateway £ ADFS
NENICERTBIED. —BICIEAITHEWVWEE Ao https://ns.mycompany.com/

application/logonpage o

EOD7RLRA

SREEHARINT B &\ ADFSIZA—H—DWeb 7 ZUHICx L. EntityldBICEBRIN TV RS
URLDWINDICSAMLEREEXMLZPOSTY 3 & SR L £9, CHIFEE. TDCitrix Gateway
T—N—LED https:// 7RLZAT. FHIFXDCEDTI, https://ns.mycompany.com/

cgi/samlauth o

BEOIGEURLT RL ZDBHE INTWVBIHE. Citrix GatewaylFADFSADRFIDPOSTTLVE
NHZEIRTEX,

BAEASE

ADFSI|Z. WE#E%E#ERA L TSAMLEREEXML O #BEEmMICBEA L E T, COBLERETBIC
I&. Citrix Gatewayh'FERAEZ 7 7 T ILICEEFN 23 RNHBEFERA LTINS DERZF T VI T3 &
SICHEBEINTWVWBARELHD £, FAET 71 ILILEE. ADFSH—N—hW5BEFLAETFX
E771JLTY,
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ADFS ¥ Citrix Gatewayld RO 7 b1 SXFLZHR—FLTWVWET, Chidk. SAMLEEE
XML7O7HREOI AV LTWVWBREy o3>z ERLTVWBEINESHZHRT B0,
Citrix GatewayHh'Bf < 7R—1) > §BURLTY,

CHUIEBRTEIHREDORWVNA S 3 VHEETY, BE. https:// 7KL XT. EXlF
https://adfs.mycompany.com/adfs/logout T9, (7 ILOJAURLLEILICTE D
TEFEJ, )

WEEX

¥ > 3 > Citrix GatewayD BRI Tld. 1Z2ZEDLDAPEIEEA 7> 3 > % MIET B & 5 ICCitrix
GatewayZ s E T D AEICDVWTHAL TWE T, ZNHEREICTET L7cE. SAMLEREEZ TR §
2% L WESEER U & — % Citrix Gateway EICERR TE £9, —Mnid. Citrix GatewayV « ' — R T
FRAINET 7 4L FOLDAPRY Y —%ZBEHMRZ A TEFT,

MetScaler » MetScaler Gateway » Policies » Authentication » SAML » Policies i':J lﬂ H
Policies Servers
Add t 2 I nding Primary VPN Global Bindings Search =
Mame Expression Request Server
StoreFrontSAML M5 _TRUE Azuredd

SAMLRY S —%AHNTB

LHIICADFSEEOYY —IILH SEE LIBHREERA LT, FiILWSAMLIdPY —N—% 18R L £
o CORYI—HEEHTIND L. Citrix Gatewayld1—H—%ADFSICUA A Lo kL TOJHF
VEH. FORDHDICADFSEBAMEISAMLERSE b —7 V2 ZIFANE T,

00— #1354 X &N i-EfR(/en-us/federated-authentication-service/2308/media/fas-adfs-create-auth-

saml-server.png)

BENER

e 1A M—JLEERIE. FASDA YR b—JLEEBRICEATEZIEERY T 7L VAT,
s — XM FASORERRIZ. BET7—FT7 7 F vy DEFICFEHOENTVET,
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IEC®IC

ZDRFa2X>RTlE CitrixERE%Z Windows 100D Azure ADKEBE i a8 T3 AEICDOWVWTERAAL
F 9, Windows 10 CEA TN fAzure ADIF. O—I >V TN/ —rPCHEA VA —Fw MEEAT
TPERXIVIZEMSIE,. BB YVIINTA VA HETRBICTIHLWLWR XL VEMETILT
ER

CORFaXY OREFITIE. ITERFDFRI——ICEEAX—IILTRL R, BAD
Windows 10/ — FPCHDEHFEI— RERHEITZ X FLICDOVWTHALE T, 21— —I. BE
INFILDO AT L > N—2 a ViEER > Azure ADICEBIMA 7> a>yh 8O- RICFIERLE
ER

[ Settings - o 4
@ SYSTEM Find a setting D
Display

PC
Motifications & actions PC name vda-winl0
Apps & features Rename PC
Multitasking Organization WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage .. . !
Edition Windows 10 Enterprise
Offline maps Product 1D 00329-00000-00003-AA066
Processor InteliR} Xeon(R) CPU E5-1650 0 @& 3.20GHz
Default apps 319 GHz
Installed RAM 2.00 GB
About . :
System type 64-bit operating system, xb4-based processor
Pen and touch Mo pen or touch input is available for this
display
Channe arcdoet bew o pinaracds wyeiir sdition of Windosae

/ — FPCHBEER I NS &, Microsoft Edge” = 77 5 U I&. Azure SaaS7 U /r—>3>m
0TI R=TJHEN LT, Office 365 EDMDAzUre 7 7 r—> 3> ebil. a0z 74
1 MRCitrix 27 TV r—2avICBBNICT A > F 2 LET,
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applications  profile
CIFriX
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22016 Microsoft  Legal | Privacy
>

T=F¥TIFv
CODT—FTIFvIE. EFKDOELHERY FT—0%AzureNICTELRICER L. Azure ADX Office
5B EDRERFOIZ SO RT7/OP—kalxd, T RA—H— g8 )JE—FrDJ—H—L
BRIN. T4 XAV Sy FEICWREWVWSERITIHD £H Ao

CDOETIIE BEFEOA VT LIRS AT LZFEDOLEICHBEBRATEX Y, Azure AD Connect/d
BAl. 1> —=xv MEETAzZUrelc 7w TER7-HTY,
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Citrix Virtual Desktop

Cloud 5 -
DMZ

PKI

MR T 74T+ — L TRESNTLAN L Kerberos/INTLMEREE TH o Fct F a 7 RERE > >
TINFADANE CDT—FTIF v TIFAZureNDTLSER I E SAMLICE Z MR 5NE T, #
LWH—E X, Azure ADICBINT BAzure 7 77— 3> LTHRBEINE T, Active
Directoryz M B L §2BFEDT7 ) r—> 3> (SQL Server7 —A2~RN—2X7 L) |&. Azure Cloud
Service DIAASERD TIEZEE D Active Directory Server VMEFER L TRITTEE T,

A—H—DREERKDT TV r—> 3 %8 T S . Citrix Virtual Apps and Desktops™ /B 7 1)
T—2a aEFERLT7I7ERENET, TEIXLEEOT7 T r—2 3 »Id Microsoft Edge
DIV TINY A F U KeEEFER LT, 1—H —®DAzure ApplicationsX— %@L THEIN
&9, Microsoftid. Azure7” 77— 3 > Z5Z L TEE T E $Androids L IOST 71U HiR M
LTWET,

DNSY —> DYERR
Azure ADTIlE. BIEEN/NT U WwIDNST7RLXAZZHR L. XA V&Y T4 v IRDEFEY —
CEHIEITAIMEAHD I, CNEITIICIE. EIEEIZAzure DNSY — VR ERTET £ 9,
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ZDOHITIE. DNSY —> 4% citrixsamldemo.net Z{EARA L £ 95

Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

a>Y —JLICIFAzure DNSRER— LY —N—D&BINRTREINE T, ChHlE. V—2DDNSL >
ARSDONSIY M) TEBRBEBEINZIMNELHD X (F: citrixsamldemo.net. NS

n1-01.azure-dns.com ) o

AZure CEITEINTUVBVMADERBRZENMTY 38E8. VMOAzureE¥EDNSL J1— RADCNAME
RA VR —%FRTIONROHEETIT, VMDIPZ RLANEEINTH,. DNSY—>T 71l
EFEFTEHIZIHNEIIHD T A

COREETIE. RS LUANEDODNST7 RL AT T4 wIRADB—HLET, RXA1IE
citrixsamldemo.netG. X 71w LDNS (HEBEYICIZ10.0.0.%) ZFERAL X9,
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Web Application Proxyth —/\—% &89 % [fs.citrixsamldemo.nety T> FUZEBMLEYT, ch
lF. CDOY—>DT7xz7L—>3 > —EXTY,

IO RY—ERZERT S
CDFITIE. Azure TEITINTWVWBRADFSH —N—%2 ST ADREZBR f-CitridRiEZ 8 L F
9, [citrixsamldemol EWSEBIDT 57 R —EIDMERINFE T,

URL

@ WEE APP ’ QUICK CREATE .
ctrixsamldema

JLloudapp net
VIRTUAL MACHINE ﬁ CUSTOM CREATE cloudapp.ne
REGION OR AFFINITY GROUP

E MOBILE SERVICE West Europe w |

| @ | CLOUD SERVICE

ﬁ EEI BATCH SERVICE

CREATE CLOUD SERVICE

Windows{RE > > %#1ERLT %

IS5 R —ERXTRITEINSE5DDWindows VMEIERR L £ 9%

« KX >> kO—75— (domaincontrol)
e 72a—)L O%7 bk ADFS H—/\— (adfs)

ADFS Web7 7t X 70O < (Web Application Proxy. R X1 >&M#i L)

Citrix Virtual Apps and Desktops 7 J/\U—O> rO—5—

Citrix Virtual Apps and Desktops /\—F ¥ )L 71U /N)— I —2 x> b (VDA)
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Create virtual machine » Basics

Create virtual machine

Resource groups

$2 Al resources
— es =3 * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

501 databases wvisual Studio Professional with MSDN -

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

XL bO—5—

« ZZEDActive DirectoryER (Z DHITldcitrixsamldemo.net) Z{EF Y 3 ICI&. DNSH—/\—
C Active Directory R XA U —EXADREIZEBML X T, RXAVEBNTET LS.
Active DirectorysEFHE Y —E X D& ENZEBML £ 9%

s TAMHDOBEDIA—H—THO Y bZEERLET (fl: George@citrixsamldemo.net) o

e ZODOHY—/N—IZAEEDNSEET T BH. INRTOY—/N—I|IDNSERD=HICZ D —/N—
HEBBITINELRHD XTT, ZHidk. Azure DNSERENR—IHHR2ITTE T, EGFEHEIcOW
TlE. CORFaXYMDOHFEESBLTIIEIVL, )

ADFSO> hFO—5—Web7 V4 —>a>OxH—N—

o ADFSt—/\—Z%citrixsamldemo K XA VIZBMIE £ J, Web7 U or—>3>7Ox>
F—N—IPBINT=T— 0TI —TICHE L THE L BELH D75, ADDNSICDNST7 KL X
EFFTEERLET.
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+ AzureAD Connect” — LD\ DPSY) E— bUIEZ T 714 70 #— )LIZHA TR T B 7=®IC.
Z 5Dt —/N\—TEnable-PSRemoting -Force ¥ R L v hEETLE T,
Citrix Virtual Desktops™ 7 1) /\)—3> rAO—5—& & TUVDA

« &b D27 DcitrixsamldemolZ &0 L TLY B Windowst —/\—IZ. Citrix Virtual Apps & 7= &
Citrix Virtual Desktops Delivery Controller™m ¥ VDA%Z 1 > XA —JLL £ 95

REEDNSZHER T 3

RXaA>ayrO—5—0DA >R b—)L#%. DNSH—/\—% L L Tcitrixsamldemo.net® R ER
Ea—%MIEL. 9ZBDNSH—/N\— (f]:8.8.88) ADT#T—H—¢r L THBEIEZE T,

-4 DINS Manager ==l e

File MAction View Help

o AR Baz Be § 86

2 DMs Mame Type Data Timestas
4 F DOMAINCONTROL 7 _msdes
4 [ Forward Lockup Zones || ™ sites
i3 _j _msdcs. net || = _tep
k &l . udp
L Reverse Lookup Zones || < po o e nee
b _—] TrUSt.PFi it | FerestDnsFones
E Emt'f:: ai Fonvarders £ (sarme 2z parent folder) Start of Authority (S04)  [24], demaincontral. static
. a El(zarme 25 parent folder) Mame Server (ME) demaincentral, static
] (same a5 parent falder) Host (A) 100012 53520
i adfs Hast (4) 10.0.013 5/1 yzml
] demaincontral Host (4) 10.,0.0,12 static
=[E Host (4) 10,0013 static
Flwap Hast (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
€ n ¥

MTo#NLI—-FZzEML X,

* wap.citrixsamldemo.net
« fs.citrixsamldemo.net
* enterpriseregistration.citrixsaml.net

Azure CERITINTUVBRITARTDOVMIZ. CODNSH—N—DHIHEFERTILDICHERTIHNEN
HDFET, TNl XY P T—OA4 X —T T A1 AGUIN'BETTETF T,

O— 7534 X &N izEf(/en-us/federated-authentication-service/2308/media/fas-azure-config-

internal-dns-dnsservers.png)
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T7FILFTIE. APIPT7 KL X (10.0.0.9) IFBMICEIDHTENE T, IPPRLAEREZFERL
T IP7RLZREXGMICEIDHE TR ENTEEY, k. Web7 FUr—a>7Ox>
H—N—CRXAVOAYPO—F—ICRLTITSHERHD £,

NEDNST7 KL X & 1BR T 3

VMAERITENTWBIEE. AzureldVMICEID B THNTIRED/NT ) wIZIP7 RL XA EIETHME
DDNSY —>H—N—%#IFL T, Chid. AzureB T 7 # )L F TREVMOEFHEHCIP7 RL X
HEDYTE0. BHICT 3 L ERLIEET TS,

O—#1 54 X & NicEfR(/en-us/federated-authentication-service/2308/media/fas-azure-config-

external-dns-configuration.png)

COBITIE. KX >3> kO—Z—IZdomaincontrol-
citrixsamldemo.westeurope.cloudapp.azure.com& WSDNS7 KL XZ&ID HTF 7,

DE—MEENRET 5L Web7 7)o —> 3> 7O+ LCitrix Gateway VMDD HHYNT 1) v
JIP7RLAZBNICTZIREDNHZ CITEFREL TSIV, (BERPIE. NTUyIIPT7RL
ADRIBADRDP 77 XIFEBINET).

EFXaVToTIN—TZEBHT S

AzureZ7 S R, €FaU T I —TZ2EBLTA X =%y bHBVMADTCP/UDPT 7t
2 FTBT7ATI+—ILIL—ILZBELET, T 74N ETIE. IRTOVMARDPT7 I X
ZEFA L £ 9, Citrix Gatewayb K UWeb7 7)o —> 3 > 7FOF o —/N\—H7R— F443TTLS
ZEHATRIRENDHD T,

00— #1354 X & NizEfR(/en-us/federated-authentication-service/2308/media/fas-azure-config-

security-groups.png)

ADFSEFFHE Z {ER T %

Microsoft ZERRHRE TWebY —/N\—SFBRE T > L — b ZBMICLEF T, CHUSED. hRE L
DNS7 RL X E#HFDHHEREER L. pix7 7 M ILICT IV RR— b (MBEEZIE) TITELSIC
B Fd, COIFRAEIFADFSH—N—CWeb7 TV r—>a>FOxo—N—0O@AICT VR
F—=ILTZIRELRDHDZ-0D. PEX T 71 ILHHREINZ T S 3T,

UTFDH T & TWebt—N\N—SEFREEZFHITLE
e AEVXR—L:

o adfs.citrixsamldemo.net
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s BTV MBS

o * citrixsamldemo.net

o fs.citrixsamldemo. net

o enterpriseregistration.citrixsamldemo.net

@ Consolel - [Co
File Actien V :
@ F 2 subject | General | Extensions | Private Key | Certification Autherity
| &= ifi e subject of a cerificate is the wser or computer ic certificate is issued. You
@ | 21| [ certificate Enroll The subject of a certifi h to which the certificate d.v
[E Consale Root can enter information about the types of subject name and alternative narme values that
4 (5] Certificstes (L can be used in a certificate.
4 7 Personal Request Certificatd’ | ¢ piect of certficate
= i The user or computer that is receiving the certificate
__ == Certifig You can request the fol g 9
b [ Trusted Re click Eneall, Subject name: ) :
I [ Enterprise Type: CM=adfs.citrisamldeno.net
b Intermediz |
. on n
b (2 Trusted Pu [] Cemputer |£orn an name
= Value:
k -~ Un‘_trustad [w] Web Server
k —Ig 1“‘“:-:3: L Mere info |
L1 Trusted Fe -
b [ Client Aut The following opt *’*T'*"" Sibrne:
r i Remote De Key ncage P * citrisamldemo.net
b ] Runtime_T] St |DN5 fs.citricsamidemo.net
b L1 Smart Carg iin B Value: £ istration. citrisam
- Valid od
I [ Trusted Dg ity pen |
[[] Show all templates
| £ m

EEREZ /N T — FTRESNIMERZZO Tpx T 7 TILICTIXKR—bFLE T,

Azure ADZEY N7V T T3
OIS a>rTlE. FILWAZUure AD1 X XZ >R %=ty 7w L. Windows 10% Azure AD
ICBMEER7HICERTETZ32——IDZER T2 7O RICDODVWTEHFLCEHRALE T,

FLOTALIMIEERT S
U5y UAureR—2)LCOTF Y Ly HLWT 1 LY MU ZERLET,
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Add directory

DIRECTORY
Create new directory
MNAME
CitrixSAhLDemo
DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

TTIBE BER-—IDPRTINET,

00— #1354 X &N i-EfR(/en-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-summarypage.png)

JO—NIILEEREI—H— (AzureAdmin) ZERRT 3

Azure T/ O—NILEEE (ZOHITIE AzureAdmin@citrixsamldemo.onmicrosoft.com ) % {E
BL. FILWT7ATETAOIA YL TINRT—RZHRELEFT,

O—#1 354 X & hi-EfR(/en-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-userprofile.png)

K XA 2% Azure AD |C&88T S

T 7 #)L b TlE. I—%—I|E <user.name>@<company>.onmicrosoft.com DD X—)LT7 K
L X THEAEINE 9,

CNTHEMBELRLTHELF TN, BEERXDOX—IIL7RLA TEFNUIIYRI—H—0D
X=)LT7HOY rE—RTZHDNEDEYITY: <user.name>@<company>.com o

RAXAL>DEBBMT7 7 avid. EEOSHD R XA U6 DAAL I 2R ELET, ZOF
TlE citrixsamldemo.net Z{FEAL 7,

VOGN A A DI-DIC ADFS R ETZHAIE. FT v IRV IR ZBHILETD,
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O—#1 34 X & i-Eff(/en-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-adddomain.png)

Azure AD Connect Z 1 A +—=ILT 3

Azure AD #&p% GUI D X 7w = 2 |&. Azure AD Connect ® Microsoft # 7> O— RKR—J(ZY A
AL rENET, CNEADFSVMICAT VX R—=JLLE 9, ADFS 7> 3 VA FIHERIREICHR S
& S1Z. Express Settings Tld72 <. Custom install Z{HEH L T 7ZE L\,

O—#1 51 X & Ni-EfR(/en-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-installcomps.png)
ADFS D77l —>3> VI AVF AT a>vEERLET,

MM—hS4 XINTER] (len-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-usersignin.png)
MUEitEp LTCEBEE 7 U > b TAzurellHE#Hi L £ 95

M—AZ4 XEN/ER (len-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-connect.png)
WERAD T # L X b & #IRL £ 75

M—AZ+1 XENER (len-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-connect-dirs.png)
IARTODL AT —Active Directoryd 7o =¥ bz Azure ADERHAL £95

M—AZ+1 XEN/ER (len-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-domain-ou-filter.png)

T4 LY MUBENBMAISS. O 4209251 —H—Z#/AlT57coHIC. 2—F—BH+7I(C
—RETHBLICKETEET,

M—AZa4 XEN/BERI (len-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-unigue-id-users.png)

TI7ANMDTAIINRI D TF T a>eRIFANDZD A—F— T NI XAZ2/HEDTIN—-T
Ty MMIHPBRL & 9o

M—AZ+1 XEN/ER (len-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-filter-users-devices.png)
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WEIZRS LTy Azure AD/NR T — R % Active Directory Y BIEA CE £ 9, CHIEE. ADFSR—X
DFREEICIEBEDH D £H Ao

M—AZ1 XENER (len-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-optional-features.png)

AD FSTER 9 2 EFAZEPFX 7 71 )L % #E R L. DNS% & L Tfs.citrixsamldemo.netx 87E L
ER

M—hAZa4 XINTER (len-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-adfs-farm.png)

TOX B —N—DRBIRERO 5NT-5. wap.citrixsamldemo.nettr —/N\—DT7 KL X% AL &
9o Azure AD Connecth' B TE 3 LS. Web7 FUr—> 3> 7Ox > —N\—TEEBEL
L TEnable-PSRemoting -Force IY > KL v hER{TIINELHZHEHLHD X9,

00— #1351 X &N i-EfR(/en-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-wap-servers.png)

1) E— bPowerShell DEFEMDOBREICE D CDOFIEBHKBLIZIHEIE. Web 7 XU r—2 3
O7AOF I —=N—ZF RXAVICEBNMIETHATLIESTL,

T4 —ROEDDFIETIX. ZEDBEEBEENIAT—REFHRAL. ADFSOY—EXT7HTV %
ERL F9, D%, Azure AD ConnectldDNSY — > DFREHEZIRIE T B L SR F 7,

O—#1 354 X & i-Eff(/en-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-azure-ad-domain.png)
Azure®DNS7 R L XL O— RICTXTELUMXL O—FZEML F£7,

O— #1341 X &N i-EfR(/en-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-txt-mx.png)
Azure Management Console TVerifyz 7)) w27 L £,

O— #1354 X & hi-EfR(/en-us/federated-authentication-service/2308/media/fas-azure-setup-

azure-verify.png)
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CDOFIEH LB L =EE 1%, Azure AD ConnectZE{T T 3BIIC R XA VERIECE £ 9,

T T BE. BT R L Zfs.citrixsamldemo.neth 7R — M4MEHTES INE T

O—#1 54 X & hi-EfR(/en-us/federated-authentication-service/2308/media/fas-azure-setup-
azure-install-complete.png)

Azure AD JoinZB®ICT B

A—H—MNAX—=)LT7 KL X% A} L TWindows 10h'Azure ADEMAZETTERLIICT B L.
DNSH 7« v Rz {EH L T. ADFSZ19CNAME DNSL O— R (enterpriseregistration.
\<upnsuffix>) HHERINET,

O TIE. TMhid fs.citrixsamldemo.net TYo,

enterpriseresistration citricsamidemo.net Iil
Type

CMNAME |
= TTL TTL unit

1 +| | Minutes w
Alias

fo citrixeamidemo net \,z.

NBHGFEAKRE # A L TULV AR WSS X, Windowsh'ADFSH —/\N—% {5883 5 & 5. ADFSIL—
kEFBAZA'Windows 102 —R—ICA VA F=ILETNTWBARZ e Z#RBEEL TV, MUE]
ICERLIZEDI—F—THO Y hEERLT. Azure ADR X1 UEBMZETLET,
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Let’s get you signed in

Work or school account

George@citrixsamldemao.net "l

Password

| forgot my passward

Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

UPNIEZ. ADFSRXA > FO—5—ICL>TERBMINBUPNE—HTEIMRELRH B CIER
LTLETLY,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Finish

)
IOoVZBEHL. I—HF—DX—I)L7RLRZFERLTOI A>3 5 LT Azure ADEMA
B Ll e zfsiLEd, OJA > L7175 Microsoft EdgeZz#c&) L T <http://
myapps.microsoft.com> ([C¥EKiLE T, Yz TH A MIBENICO VIS A VU F > ZFERTS
19T,

Citrix Virtual Apps X & Citrix Virtual DesktopsZ -1 > X b—JL§ 3

BEDHET. Citrix Virtual Apps & 7= 13 Citrix Virtual DesktopsDISOh 5 E#E. AzurelZDelivery
Controller58 K UOVDAREY S V%A VA M—ILTEEXT,

_ DFITIE. StoreFronti&Delivery Controller& B L —/N—ICA YA b—=I)LENTWLWE T, VDA
I&. Machine Creation Services SEEEJIC (A 7> a > THERAIEETETHD) « RZ>R7OY
DWindows 2012 R2RDST—H— LTA YR M—ILENET, HifT9 BF1IC. 1—H—
George@citrixsamldemo.neth /XX T — R CTEREECTET B e MR L T ET LY,
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« 16 e Y

Citrix StoreFront : [ -

DESETOPRS

Q, bearch Desktops

Details

I —H—DEKIFHR% L TStoreFront™HERAETE 5 K 512, Controller TSet-BrokerSite —
TrustRequestsSentToTheXmlServicePort $true PowerShell ¥ > KL w b ZETL X,

7xT7L—a VBl —EXZA VX M=IILT R
ADFSH —/N\—|ZFAS%Z - > X k—JL L. Delivery Controllerh{S%8 & f17=StoreFront& L TH#EET

370D —)L=EELET (ZDFITIE. StoreFrontidDelivery Controller& [& LVMIZ 1 >~ X
F=ILETNTVWETY) o TVRA—JLEBHRZEBRLTIEEEL,

StoreFrontZ 83 3

Delivery Controller® > E 2 —&R —FEEAEZEZER L. R— b4A3DUSNA > T4 VT ZF/REL T
StoreFrontMR—X 7 R L X Zhttps:(cEE T B Z CICK D, lISE StoreFronth HTTPSZ A9 %
KOICHERL £,

Modify the base URL for services hosted on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server group.

Base URL: | https://ddc.citrizsamldemo.net

StoreFront A’ FASH —N\N—%ZFHAT 3 L SICBHL (17 VX =)L #EDPowerShellx 71 7
#EH) . AzureITHREICT R LT, FASH—N—DARY FE2a—T7—%WRIZET
O 74 VHFASEFER L TWA xR L £95
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File Action View Help

e 2

| AU Application  Mum
[ L Custem V
4 L Windows

Date and Time Event ID  Task C..

] Applic ¥, Information /3172016 S47:35 AM Citrix. Authentication.Federated AuthenticationService MNone

i) securit (@) Information 5/31/2016 2:47:35 AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] a5 authorized by [ \DDCS]

Log Mame: Application

StoreFronth’Citrix Gateway % {FR 33 & 5 ICHERT 3

StoreFrontBIE 1> Y — )L DRREEAZEDEEGUIZER LT, StoreFrontHCitrix GatewayZ £ L
TEREERITI B L SITERLE T,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

Citrix Gatewaysill A 7> 3 V&S BICIE. Secure Ticket Authority (STA) Z 48 L. Citrix
Gateway7” KL Xz L £95

© 1997-2026 Citrix Systems, Inc. All rights reserved. 131



JxTL—2a i —ER

Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

StoreFront\D> >V JILY A1 A VRICHF L WAzure AD7 U r—2 3
DEIBRT S

Dt U 3> TlE. I7EAzure Active Directory Premiumt 7 X0 1) Fo 3 > WE X 9 BAzure
AD SAML 2.0 V7 VA > 7 UkaezER L £9, Azure ADEIEY—ILT. ILWF VT —
2aYEFERL. XY SU—DST7 IV r—> a3 0z EBMEERLET,

APPLICATION GALLERY »

Add an application for my organization to use | o

FEATURED APPLICATIONS (1T) NAME
B ‘ Add an unlisted application my

I cUsTOM “ arganization is using | StoreFront |
ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are
using, and add it to explore single sign-on

COLLABORATION (314) integration options,

COMSTRUCTION (3)
COMTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

A—H—AFOHLWARZLT FUTr—2 3V ERT 3ICE. > ZRRLET,

Pk G BAY 157

TIVr—o3> 074> LTERT 3ICIE. 215 x215 EZEILOEGREZER L. R—JIC
7“/ 70|:|_ F l./i—g_o
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properties

APPLICATION TILE LOGO

cifrix

SAMLEBEE DR
FIVr—2 3Ry aR— ROBER—JICED. &8RLET,

storefront

&3 DASHBOARD  USERS AND GROUPS — ATTRIBUTES — COMNFIGURE

StoreFront has been added

[ 5kip Quick Start the raxt time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Configure single sign-on

C DR TIE. Microsoft Azure AD T I YA A IIXIET D SAML 2.0 S85E%=FEAL £
ER
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

isi Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

BRAFIIERDOXFHICTETEFT (Citrix Gateway ICIRE TN B BHE —HTIHBENHD F

) o

CDOHITIE. BEURLIZ Citrix Gateway H—/\—_E® /cgi/samlauth T,

COMFIGURE SINGLE S1GM

Configure App Settings

o

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

RDR—T|ZIE. Citrix Gateway & Azure AD OFFFBEZEFAE L L THER T 3 1-DICFERATINSE
WHAEENTVET,
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2008 1120620 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Dowmload Metadata [(XiL) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
hitps:/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5e484c62e/

SINGLE SIGN-OM SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE URL

hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

Base 64 EfEEAZBLIAZEEA Y >O—RL. Y120 F 0LV AI V7T MURLEZIE—L
9, CN5IFE T Citrix Gateway DIEREIEICEED 1T F 95

TV r—>a>z1—4—ICBIDYTS

REBEDZATYIF. 7FVr—3>zBMCLT. 2—H%—0 myapps.microsoft.com) 1~
FPO—IR=ZIZRTEINBLSICTBIETT, Ctd TUSERS AND GROUPS| R—IT1T
WEF, Azure AD ConnectiC & > TRBASNIER XA > A—H—THO Y MIT7OEXZEIDH
TEY, DT HTY FHFERTETEITH. ZN5IF\&IGuser>@\&It;domain>/NZ — 2 ZEHLL T
WARW=o. BBRMNICIYEY T TRI3HRENHBD X7,
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storetront
&3 DasHEOARD USERS AMD GROUPS ATTRIBUTES COMNFIGURE
SHOW |AII Lzers w v 4
DISPLAY MAME USER MAME JIB TITLE DEPARTMENT ACCESS METHOD 2
Azure Admin AzureAdmin@citrixsamid.. Ma Umassigned
George User george@citrixsamldemo.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21a7es060dd... Mo Unassigned
o ~ W
MyAppsX—>

TI)r—= 3 oh B EnNd . 1—1%—D <https://myapps.microsoft.com> (C7 Tt X
L7IzE &S, Azure7 75— 3> D) A MIRRENET,

B Access Panel Applicatior X+ — O *
é > O | [ELJ account.activedirectory.windowsazure.com/3) ﬁ' ‘ = &A ﬁ
Microsoft Azure george®

applications  profile

cClfrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy

L

Azure ADICEIML TW3IBE. Windows 10305 A > LfcA—H—ICx L TAzure 7 7 & —
NI VINY A A EYR—bLEY, PAOA0E I I3, T 7HFIFLUEIIC
R S N 7=SAML cgi/samlauth WebR—JICHEE L £,
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TG4 >F > URL

Azure ADR W a R—RODT7 V5= a3 VICED Y, 70— a > THRIERRERY VT
IWHA A URLATEEX Lo TOURLIE. WebT SO0 Vo %BHELED, 21— —%
StoreFrontiCBFEFZETIAA— M X Za2a—0D>a—bAy bEERLED T3HICERINE
ER

quick glance

APPLICATION TYPE
Web application

PUELISHER

URL

SINGLE S1GN-0M URL

https:/myapps.microsoft.com signing

@ View usage report

CDURLZEWeb 7 ZUHICBED 13 T, Azure ADIC & » TELRIICHERL T 17=Citrix Gateway cgi/
samlauth WebR—JICU A A LI hESNBZ e zRBLE T, CndBIbETonfcaI—H%—IC
D HKEEE L. Windows 10 Azure ADENIEAOTF >ty avIcRLTOAI VT IV A 27
UERMHELET, (OI——(IAzure ADBRIBHROANZRDESNET, )

Citrix Gateway®D - > X b —JL L {8k

BRICUE—NT7I71ERT370HI1C. ZDFHITIENetScaler ERTEDCitrix Gateway) % E1T79 35!
DOVMZFERL £9, ChidAzure StoreSBBATET F Y, CDFITIFE. NetScaler 11.00 Bring
your own Licensel] N—> 3 V& FHLE Y,

NetScaler® VMICOJ A > L. A—H—HERELT- & FITIBESN-BERIBHREZMFEA L T, Web
TSOHFERZPT KL XIZ@EITE T, Azure AD VM TIE. nsroot1—H—®D/NAT—RELZEF
ZRBEHARHBZCICEFELTLIETL,

ALV AZEBML. 51 AT 70ILEEBMT 2 7-0ICHBES)%EERL. DNSUYVIL/N—
ZMicrosoft R Xr > > bO—>—IC@lT £ 9,

Citrix Virtual Apps and Desktopsty F 7y U1+ H—RERTTS

ZOFITIE. SAMLEAE LTS Y FILEStoreFrontii 8 %28 T2 D SBHET. TDORERBAHE
BEL7=%. SAMLOJ F > RU S —%EMLE T,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 137



JITL— 3 EREEY—EX

XenApp/XenDesktop Setup Wizard

What is your deployment

o,

(..
o Single Hop

oi-
¢
+
I

Client Internat Access Gatway

What is your Citrix Integration Point?
storefront [

=
% <- —
E

1ZZE D Citrix Gateway StoreFrontiRE % #IR L £ 9, Microsoft Azure TER$ 3155, CDFITIE
R— M43 TIFHR < R— b4433% B L £ 9, F7l&. Citrix GatewayEEWebt 1 ~ZR— Mg

EXEIFBIYEYTTBIEHTEED,

MetScaler Gateway Settings

MetScaler Gateway P Address®
w . 0 . 0 . 18

Port”
4433

Virtual Sarver Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 1o secure port

BRIEDIcD. COFTIET 7AMIILICREFESNTVWEBEDO Y —N—RECWEBEXF—27 v

I:I—F\L,i—é'o
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Server Certificate

Certificate Format®
[ pem ™

Certificates Fila*

|n5.citrixsamldemn.net || Browse ],|

[w Private key is password protected
Private key password

ot

AD7HOY NBEDHICKRAL>YAY N O—5—%BRT3
RXAYOAY FO—5— 37 ATy MERICERAINZ D, ZOIPTRLRA%E S5 < RS
HEICEMLET, 41 T7OVRYIRDE T4 —IL R THEFEINIERISTEL T EE 0,

Pnmary authenticabon method®

| Active Directory/LDAP ™|

IP Address*®
|1::n_u .D.12||_]IM

[] Load Balancing
Port*

| 389 |
Tirne aut (seconds]

E |

Base DN*

|CN=U5HS,DC= citrizsamldemeo DC |

Service account®

|CN=internaI3dmin.CN =Users,DC= |

|| Group Extraction
Server Logon Mame Attnbute®

|userPrindpaIName |

Password"®

Confirm Password*

||-u|-|||"-| *‘i"|0'

Secondary authentication method®

| Mone |

. [

StoreFront” F L X &8 J 3

CDBITIE. StoreFrontiISHTTPSZFER L THEBA SN TWVWS . SSLZONIILA T 3> %xiE
RLET,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

Citrix Gateway D BRI Z BT 5
Citrix Gateway|l#EHi L. I—H—RE/NAT— R TR D RINT A 2R L £ 75

. B bttps/ns citrinsamidema’. 2 = & © || B MeScaler Gateway 5% Citrix NetSealer VPX - Canfigur. ok L

NetScaler with Unified G

Please log on to continue.
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Citrix Gateway SAMLESEE Y R— b ZBRICT S

StoreFront CSAMLZ R % C ik, fidoWebt -+ F TSAMLZ RT3 Z L e BlTULWET,
NS _ TRUED Z#FDH LULSAMLR U > —%EBML £ 9,

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML
Server

|.ﬁ.zurem E”T ?\

Expression®

| . - .
Operators = || Saved Policy Expressions - I| Frequently Used Expressions -

WS_TRUE

aETICAzure ADD S EUF L 1B ZFEHA L T, FTLUVLSAML IdPH—N—% L £ 95
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Create Authentication SAML Server

Create Authentication SAML Server

Name*
Azuread

Authentication Type
SAML

IDP Certificate Name®

AzureADSAML v e
Redirect URL"
291-4c20-9826-14d5e484c6 28 /saml2

Sin

L
"

yle Logout URL
29f-4c20-9826-14d5e484c62e/5aml2
User Freld

userprincipalname

Signing Certificate Name

lssuer Marme

hitps:/ins, citrixs amldemo net/Citrg

Reject .,n:.qr:('d Asterbon”

ON v
SAML Binding®

POST v

Default Authenticatson Group

Skew Teméming)

-
255
PLL - F -
1-.1-"F F .- il
ntermetProtocol )
ntemetProtocolP assword W

-

-

o ) i

IYRY—IYRYRTLEREET 3

Azure ADICEESRINTWE 7 HT Y b EERL T, Azure ADENNEAWindows 107 X7 kv FIC

O # > L %9, Microsoft Edge% #2& L«

<https://myapps.microsoft.com> (Z#&H: L £ 9%

Web7' S UHICIE. 12— —DAzure AD7 7 U —3 3 UAARRENB I T,
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E Access Panel Applicatior » -+
—

yClg
é O Hj windowsazure.com

Microsoft Azure

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

george@

12:28

228

e B 062006

TAA &)y U TR, Rk NTzStoreFrontF —N\N—ICUA AL FENBZ R LF

ER

FkIC. 2T IYA>F VURLZEA L I-EHEES . Citrix Gateway 1 FADBEEEGH
Microsoft AzurelC U XA LI RN, TEDEBRRE-OTLK B xR LE T,

REZIC. Azure ADICEBIILTVWAWIY S VHEICLURLTIHBET 2 e 2 RESEELE S (1L &
FIDEFETIZAzUre ADANDETRHG Y VI A VA VHREICHED XT) o

&%

Azure CVMZ Y 7w T T 3ICIE. UTDOEBEF TS 3> BT IVRELNHD £,

NTUYIIPPRLAEDNSZ RLAZRMHT S

AzurelZd IR TOVMICRER Y 72w F EDIPT7 R L X (ZOHITIF10x**) #EDYTET, T
THILETIE. NTVYIIP7RLADBREIN. BNICEHFINEDNSTIANILICE >TERET

TET
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n o 3 Q 3

Essentials A o AY <) Essentials A AR O

Res: Resource group Faddress

citri citrcsamidem - TROUA

Status Location DHS name

Running West Europe - E Auditiogs >

Lacation Sub .

west Europe & New support request >

Subs

5 iith

ENERAL

Subs r o - PR

df22436f-d4f5-26ae-beTb-5479cdaeefca citrixsamldemo/default . .
Y Properties >

I settings =¥
& Configuration >
S Add tiles
Monitoring N
ing @
RESOURCE MANAGEMENT
CPU percentage "

& Togs >
8 Locks >
sl Users >
BN Eepertemplate >

Add a section

Public IP address/DNS name label® Configurationz #R L £9, VMD/NT ) wIDNST7 KL
AZERLFT, chid. MODNSY —> T 71 )L CCNAMESRICERTE. IP7 RL AN EHE
DETEIN/IHZETH. IRTODNSL OA—RAVMZIELKIELKITSD ZEZRAEL £75

onfiguration

Assigmment
Dynarmic e

IP adidress &
40.68.28.181

ldle timeout (minutes) @

LM name label (optional) @

ns-citrizsamldemo o |

swesteurope.cloudapp.azure.com

T7AT704—)I—IL (EF*xa T+ J)—7) ZRETS

5T RADZYMICIE. X2 )T JIL—TE LTHGNE—ED T 741 77+ —ILIL—ILH
BFNICERINE S, Exa)T700IL—T1& NTUYIIPPRLANSFZA4R—=KPT7 R
LRCEEEINDZ F ST v I ZFHILE T, 77 4)L b TldE. AzureldRDPZ I RTDVMICER
RXKTBIEEHFAIL I, Citrix GatewayH &K UADFSH—N—HTLS ST v (443) %ERX
TRIBELNDHD X,
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VM®DNetwork Interfacesz i F. Network Security Group>NI)LEZ 7wy I LE T, BYRR Y
FNDO—O NS5 T740 v U %FHFAT 3K S ICInbound security rulesz s E L £ 95

Settings

e R & RO

SUPPORT - TROUBLESHDOTING

B Auditiogs >
RN :
BEENS R
e 1VAL—ILERERIZ. FASDODA A M—)LEEBRICEETRIEER Y T 7L VAT,
o —fRMRFASEEIZ. BB T7—F T FvORERICFLHENTVET,
o IN\DY—] BBEIF. BELBHOEETHBNINTULETD,
145
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77 L—7v REREEY—E X 2308 K
FaxX>NEE

UTFDORIF. 7TT7L—T Y REIHY—ERX2308 RFa XY NOEELRZTESICDOWTEHBALT
WEd, CNSOFEFHICETIBAMEZITESICIE. RSSTr—RZEBFL TSI,

B EER BT
14 Sep 2023 JIx7L—7v RS —E Jx7L—7v R —E
Z 2308 OJE]D ) —X 2 2308 OFEIV U —R, FF
MICOWVWTIE. Frikaexr =g

LTS,
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