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IIN—TRIVS—FTx U bODANEROSNI-S. Z&EIRL. ZFERLET, £l £E
DY—IEFERALT. REICBLIERVS—F TPz MR IERTZICHTEEXTS
ZDRYD—IF. BEREZIFBCitrixV 7 b7 (VDA. StoreFrontth—/\—, EEVY—)L) %
EITLTVBRIRTOI I VICEATIVENHD 7,
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= Console1 - [Console Root] == &
S File Action View Faverites Window Help
e @ = B[ Select Group Palicy Object | x
(5] Cansole Root ‘ Name Welcome to the Group Policy Wizand — | Actions
Add — WM
Mare Actions 3
‘four can select snap-ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Availshle snap-ns: or o a laeal computer.
Snap-n Veni~ | Uise the Browae button to select a Group Policy Object.
=Deviee Manager Micr ® Pokcy
" oHce M
= Disk Management Mer
E ons M Group Policy Object-
FEnkerprise FKT M = | |
{2] Event wiawer M
IFalder Mer E
2 Group Palicy Management Mir Grc alic
[ Group Policy Menagement Editor  Mier
=/ Group Policy Object Editor Micr Domaina/0Us | Sfes ]H
i Growp Policy Starter GROEdtor  Micr ) ,
[ Internet Information Servieas (IIS... Mir_ | Look in: [353 cirotest net v mEE-
ME-Sequciy Mscitac | oz~ Domaing, Ols and firked Group Palicy Cbiects:
Hame Damain
Desaiption: ) Domain Controllers.ctridest net
This snap-in allvws you to edit Graup Policy Objects whid Defaul Domain Paolicy
of stored on a computer.

FIE4. A2 —F—OERKIR) O—IBEBAT 7L — MCitrix AV R—3 > MEREEICH B
Federated Authentication Service R') > —IZF#&L £ 95

File Action View Help

o | HE 2 HE T

=|' Default Domain Poelicy [DJW-DC.DIW.NET] Policy
i Computer Configuration
w [ Policies
» [7] Software Settings
» [ Windows Settings
~v [°| Administrative Templates: Policy definit
~ [7] Citrix Components
| Authentication
» [] Control Panel
» [ Netwaork
[ Printers
[ Server
» [7] Start Menu and Taskbar
> ] System
» [ Windows Components
[ Al Settings
» [ Preferences
v ¢, User Configuration
» [ Policies
5[] Preferences

<

Federated Authentication Service Setting

Federated Authentication Service
Storefront FAS Rule

|| In-session Behavior

Edit policy setting

Description:

Servers running the Federated
Authentication Service integrate your
Citrix environment with your Active
Directory infrastructure to allow users
to log in with non-Active Directory
credentials (e.g. SAML assertions).

If you enable this policy, you should
specify a list of servers running the
Federated Authentication Service
identified by their FQDNs (e.g.
fasserver.company.com).

< >
< > |" Bxtended A Standard /
3 setting(s)
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Federated Authentication Service’R 1) & —&&%E|d. CitrixBase.admx/CitrixBase.adml7 >~
L — k7 7 JL%ZPolicyDefinitions 7 # JL X —IZEBM L 2B ICDH. B XA > GPOTHIA
TEXY, FlE3DH. Federated Authentication ServiceR 1) & —8&EIE. >> T A ILA—IC
RREINET,

\

ZFIE 5. Federated Authentication Servicerh ) > —%ZHE. ZFIRLEFT, CNICED. Rm"E%
BIRTETBZELSICHD, FASH—/N\—OFQDNE#ERTE £,

& Federated Authentication Service O *

E Federated Authentication Service T Next Setting

() Mot Configured Comment:
(®) Enabled
() Disabled

Supported on:
Options:

FQDONs
List the installed servers in Value
e

FODMs | Show o fas1.citrixtest net|

OK | Cancel

OK Cancel Apply

FIE 6. FASHH—/N\—DFQDN%Z AL £95
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BHOFQDNZ AN T 3156, U X MDJEFIE. VDA, StoreFrontth—/N\— (F1E9 %15
B) . BEUFASH—N—DS5RBT—EBLTVWARELRHD XTI, JIL—TFRI—BF%x
SRELTLIEETL,

FE7. 22V LTIN—"TRIS—04F—RZERT L. JIL—TRIV—DEEZERL
F9. BEEZEMCTBICIF. I V2BEETIH (FEIAT Y FS1 2H Sgpupdate |
forcez3217) . BEFHDBEBIZRZFEHLHD £,

v aRNOEE

ZORYS—F. A—HF—DVDAL Y 3V TCI—z >y O &2 70574 L. Y
aYWEIRE, RE. OvI7/BOYEYR—FLET, Ty a RIEAEIX. DR
O—DEMCHE->TWVWBIBE D FBREDERICERAINI-FASIL—IL T v a Y RERAIEF
AENTUVWBRIBEICOAFATRET T, IL—ILOEBRESBLTLLEEIL,
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@ In-session Behavior

Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Disabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process M

Prompt Scope | Per- e 9 pohcy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

30 | -

] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTDE. CORIVS—DEMCED, FAST—2 1Ty O XA 1—H—DVDAE Y 3
VTEITEDELSICHEDET,

WM TRE RUS—HEWICARD, FAST— Y MO XDETHEIEL T

7Oy~ ~oEH

CORI=HBMCHE->TWBIHE. 7OV OEEIZ. 77U r—>arhieyiarR
APAEZFR IS ZFA T3 ODEEZI——ICKRDZHEZHHL F£9, 3204
2avhHoFERT,

s ABARE-— AT arvidtFalT« 7OV T A2 EMICL. WERIIT AL > MIER
TNET,

s 7OEACEORE—XTHROEZETOY Z LHMERICRAEZRD T,
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c Ly aYeORABE—A—H4—-NOKEI v ITBL. COFTTarvigtysarvAD
TARTOTOT I LICERAINE T,

BEOXALT Vb

CORIS—DEMIHE->TVWBIFE. ABEDACLTY NI, BEHIFEY S8R FEEALD)
EHIELE Y, e zid. 300MICHRETD &, A—F—I5neic 7Oy T hhARREINE
T, EATODBRE. MERBOBECCICA—F—ICOY TR TINE T,

0w o R LIET
CORI)S—DEMICHE>TVWBRIBEE. I—Y—PEEZO0v 793, I—F—Dtvia>
ITEFMICYIlESNE T, COEEIF. TAY—FA—RFREODALEDOYIK RS —ZBTWL
9, d1—H—7HActive DirectorydJ 74 > ERIBEHRZIFHF > TLABWEEIC. COMEZFERALE
ED

Ovw JEFDOYIMIRY & —Id. VDALDIRNTOE Yy avVICBRAINE T,

JxTL—arEEEr—EXEEI VY —ILDOFER

FASEBIEOYY —IJLIXIFEACDERICEL TWLWETH. PowerShellf > 2—7 1 Xl &k
DEERA T a>HERMHLEI, FASPowerShell AT > KL w FDEFAIC D LTI
PowerShell ¥ RLw rEEBLTLETL,

FASEIEO>YY —JLIZFFASO—ERE L TA VYA M—JLENE T, 7 > (Citrix Federated
Authentication Service) IFX X — X Za—ICBEINZE T,

BEOVY-ILZYOTERTZIREE. UTFTOTOERZACIRFLET,

e SFEREFT YL — bR EMET B,
o SEFRRSE Y R Ty T T B
o FASHGERBMRS # T 35 C & X R&ER T Do

OSHERY —/ILZEALT. —HMOFIEZFH TR T IBLDBTEET,
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FASEEOYY —)LIZ. T7#I)rTO—HILOFASHY—ERICEHLEF T, BREICRHLCT, O
V=ILOBLICHBZROY—N—ICERZEFEFBEL T E— M—ERICERTETET,

&+ Citrix FAS Administration Console - connected to localhost - O X

|nit]a[Setup Rules  Advanced I Connecttoanothersewerl Refresh

Complete these setup steps:
Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

aAET L —hZ2EBRT S
oV 7 bz 7 EOREERMOMEZ BT S57.6. FASIZIEEDRED -8 IZ3DDCitrix3ERR
ETVTL—bFERELEFT,

» Citrix_RegistrationAuthority_ManualAuthorization

» Citrix_RegistrationAuthority

* Citrix_SmartcardLogon

5D T > 7L — hEActive DirectoryiCEER T IHENHD X9, BEARZ>ZI 1) v L.
OKZZUUwoLEY,

O—#1 34 X &N izEfR(/en-us/federated-authentication-service/2311/media/deploy-cert-

templates.png)
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To7L—FDOBHIE. FASEEHICA VA M=ILETNB. HL5RF certificatetemplate DXML 7 7
TIICHD FT, BAAIFRODEED T,

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

SERAE T > L — b7 # LA —, (len-us/federated-authentication-service/2311/media/certificate-

templates.png)

NEDTYTL—bT7 700 %EA VR N—ILT ZIERMNBRVISEIZ. Active DirectoryEIE#& |C
EBLTLIETL,

FOTL—brEFHTAIVAM=ILTBICIE. ToFTL— 20T HIILE—DSLULTD
PowerShell ¥ > REZRTLF T,

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)
$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active DirectoryfFEHE Y —E XDty 7V
CitrixfEFAZE 7> L — b &A1 > X F—IL L 7. 1D EDMicrosoft EnterpriseSEBA#EEI H — /N —

ICRRT2HEDLH D £, Active DirectoryiEFAZH — E XD EREAEICDWVWTIE. Microsoft®
REa XD RZEBRLTIIESIL,

A BRI 3R ZH O - —IF. PR EDBIDOY—N—IZTVTL—bZ2RHT S
HERHDET, ToTL—bZ2RAT3ICIE. MEABEOEY V7Y T2FERALEY,

(GERAZ T > 7L — k. MicrosoftsERBt#RA > Y — L= AL TRABE IR EHTEFET, )
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O—#1 34 X T hizEff(/en-us/federated-authentication-service/2311/media/setup-cert-
authority.png)

J2x7L—>3 i —EXDESR
COFIBICED. FASOAEZEDFABINE I, BEIOVY —ILIE.

Citrix_RegistrationAuthority_ManualAuthorizationT > 7L — h %= EH L CAEBZER T &M L.
DT> 7TL—bZERBELTVWSIERA#EEOVWTNMIEEFELF T,

O—#1 5 a4 X &N i-EfR(/en-us/federated-authentication-service/2311/media/authorize-

service.png)

ERHIXE TN B . Microsoft Certification Authority 1>Y — )L DPending Requests') X k|Z.
FASYO YT AIY EHSDRBADERE LTRIRINE T, FASOERZHTI SE0IC. FEEA
HEBEEEITCOERERKITELIIEST T IHNENHD £7,

BIEEDIssue £ /-1IDenyZ IR T B F T, FASEIEIVY —ILIZES—RED TREF—] %
KERLET,

Microsoft Certification Authority 1> —JL T, All TaskszH2 1) v o L. FEEAZEERICH LT
Issue X 7zidDeny = FER L £ 9, IssueZEIRT 3. FASEIEEIO VY — JLICEGRIEAEN KRR T
NEYG, DenyZ BRI 3. AVV—ILILIS—AvtE—IHRRINEFT,

A—7 7 1 X & Ni-Ef%(/en-us/federated-authentication-service/2311/media/pending-
request.png)

FASBIEO>Y =L, CoFOtXANART LIl exzB8MICEHELET, CnICEEaHhH 3
BEhHh £,

O—#1 35 4 X E N i-EfR(/en-us/federated-authentication-service/2311/media/waiting-
approval.png)

L=V Z#E I %

FAS|Z. StoreFront®IgRICHEL. VDAOY A > E LVt Y a v RERDIFFRZORTZEET
B1=HICI—IL%=ERBLET,

BIL—ILIZUTZEEL T

o SIRAZAERT B Z & ZEFEINTL S StoreFrontt — /N —,
o SFFAEMNEREINZ I —H—Dtv
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o SFBAZEDFEANFIIINTUVBVDAY S VDY bk,

Citrix|&. FASIZ#E#T 9 S MEICStoreFronth' B C&BIDIL—ILZEBR T B 7. Tdefaulty &L\5
ZHIDI—ILZERTZ I =HRELET,

BEZHMAZET VL — MRAEEESRB I 2N XZLIIL—ILEZETSICER L. 245 7ON
T4 CHERZFOLSICHERTE XY, cNoDIL—ILid. B4 BStoreFrontth —/\—F 7213
Workspace TEF T 3 & S ICHB TE £ 9, Group Policy Configuration4 7> 3 > %A L T.
StoreFrontty —/N—D AN X ZLIL— )L Z BRI TEKRT B LD ICHEHEL T,

e 22w LT (Ffld TIL—JLy 27T L=l 22') v 2L 7T) « L=
B« F— R ZFRL. L—IILZERT 2 1HDBHRENELFI, TL—IL1 2TICIF &
=L OBBENRTENE T,

O— 7134 X &N izEfR(/en-us/federated-authentication-service/2311/media/user-rules.png)
D4 - RIFROBEHRZNELF T,

TY7b— b A —FREORTICERINZEBEET VL — k., TNIE
Citrix_SmartcardLogonT > 7L — k. XLIFZFODEEIN/-OAE—THIHENHD £9 (GEHH
%7__\/7’1/_ I‘%%/ﬂﬁ) o

SEEAMSRS: O —H —SERAEZ T L. T L — b ELART A%, FASIZ. 7T —I/LA—
N—BEDHDI=DICERDIEAKEBDEMZFR— L TWETY, ZEIRLEAKBED X
T—RZAN 77— bRAEFRE] ERRINTVWEZEZHEELTSETV, FAEFAKEDE
HzsRLTZETWL,

tyPaYATOER: Tty a>YATOFEREZSFRI £ 7> avid. VDAANDOY F 2V 1&ICEE
BZEFATIZINESHhZEHIEL £,

o T2y 3 YRTOEAZHR NBERSNTLWRWES (T7 4L b #8) —SEEIRO
A EIBERICOAMERATN., 1—H—(3FERICEIFAZICT 7 EXTEE A

o T2y g VARATOERAZEFA NBERINTVWERIGEE—1—H—I(3ERRICGEREICT 7€
ATEZXT, IFLALDEERIEICDA T o ZBIRIREITIEHD FEA TV TRy
FDOWebt 1 F T 7AILEBRYE. VDALY I VAL T7IERAEINBZ )Y —XE
Kerberos> T IIWHA VA V& FERLTT7IEATER O, Ly a v RIAZIEHNEHD
Ft A

My a YHNTOFERZER ZFRLIEES. Ty a YREEITIL—TR) O —H8%)
ICLTVDAICERTAMNENHD £9, sEREIF. 7V — 3> TERT I HICOTH

© 1997-2026 Citrix Systems, Inc. All rights reserved. 28



JITL— 3 EREEY—EX

JRICA—HY—DEAIBPEX FTICEESNE T, L XIE. VDALY 3 YRDWeb —
N—=ADTLSERENHNERIHZA. Internet Explorerlid Z DIFEAZ #FEATE £ 95

PG 21— —0OJ A > £ IEBEGOIOICABEXERITZ 2 INTL
%. ST NT=StoreFrontH—/N\—<I>>DJ) X b TNEDITARTOMERICKH LT, B4 DAD
AT NERIZTIN—T=EMTETET,

PO RERREXF2V T LEETHD, BEEICEETIHEDNHD I,

:

FASH —/\—%Citrix Cloud TOAEA L TWVWEIHBE. 7O/t XFIHZEBR I 2LEIIHD T

Ao IL—ILDCitrix CloudiC & > TIER SN BI5G. StoreFrontd 777 & AFFE[IFEREINE T,
Citrix Cloud& 74 > 7L X XD StoreFront BEDOEA TR L —ILZERATEE I, IL—IHF>T
L = XD StoreFrontiC & > TEAINZHBAE. StoreFrontd 77 XA ESHSEAINE

ER

T7 A EOWER ( TIDOKRA] HEFAITNTUVD) FIRTZIESTLFT, LD >TL
StoreFrontty —/\N—ZBHRMICEFRI T2 MENH D £ 75

i Permissions for StoreFront Servers -

Security

GI'CIIJD ar User names:
& STF-1 (CITRIXTESTAS TF-15)

| Add... | | Remove |
Pemissions for STF-1 Allow Dery
Assert Idertity ]
OK || Cancel || Apply |
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HIBREIE: FASEER L TA——%0OJF > TEBVDATY I VD) R &, FASZN L CAEEEE
ERFTTITIZI3A—H—0D) Xk,

+ VDAIERRDEE TIE. FASZHB L CA—H%—%20OJ A4 > TEB3VDAZIEETE XY, VDAD
1) X bET 7 # )Lk TDomain ComputersiZ7 D £ 95,

o 1—H—I1ERBDEIETIE. FASZER L TVDAICH A VA TE31—H—%#IEETE £,
dA—t%—0) X MET 7 #JL b TDomain UsersiZ b £ 95

FASH—N—D R XA VHVDAB LUV I—HF—D R XAV BERZ5E. T 74/ FOFIR
FEEAZTEITINELNHD T,

Securty

GI'CIIJD ar user names:

' 4 Domain Computers {CITRIXTEST\Domain Computers)

Pemissions for Domain
Computers

Rehing Party
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Securty

EI’CIUD ar user names:

Domain Users (CITRIXTES T \Domain Users)

Permissions for Domain Users

User Authentication

2277 F#RI: Citrix Workspaceh 5ID7H—> 3 U HARESNIE SICRINBRAINSHE S
&R L £, Citrix CloudIC#ERi g % & FIZ. Citrix CloudICER I 2B &:&ER L £9, F7-.
Citrix CloudA\DEF o> 3> D) > I H 5Citrix CloudICERE L 7= B THRAZZEETIZILHT
XY
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&3 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refres

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

h

Citrix Cloud/\ D #EH

FASH —/\—% Citrix Workspace CCitrix Cloud|C#Ei TE £9, Z DCitrix WorkspaceDEcE% &
BLTIETL,

1. #IHARRE X 7 T, Citrix Cloud\DEHFRDO FIcH 2z Vv I LET,
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&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules  Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on: ad stu.net\stu-AD-CA.
Click "Publish” to publish the templates on another certificate authority.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

0 Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

0 Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

2. BRI BV TUVREERL. RNZIUYILET,

['Citrix Cloud% 3#E3R] (/en-us/federated-authentication-service/2311/media/connect-cloud-

choose-citrix-cloud.png)

7L Ea—Tl&. Citrix Cloud® &N FBBIRET 5

3. Y4V RII—BDEFRI—RHRREINET, TDOI— RIICitrix Cloud THEFRT DHEHLDH
DExd, SFHICOVWTIE. TAYTL I RBFE%Citrix Cloud &R 31 #E8BL TS
LYo

THEE21 (/len-us/federated-authentication-service/2311/media/connect-cloud-confirmation.png)
4, FRROA—FHPEEESNTS. ROV TFIETVU I MDSRELRD)Y —ADBARZFERLF T,

M)y —XMDFFTI (len-us/federated-authentication-service/2311/media/connect-cloud-

resource-location.png)

5. %M T 3GRIFBET AT M ZFIRL. FASHU—N—Z&EKTI) Y —RDBAZERL X
To ** MefT1 =20 ) v oL, BBV« RUZBLET,
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6. * N)L—JLDERI >3 T BEDOIL—-INZEAITIH. FiLWIL—ILZERLXT,
DRy »*%=01) w2 LFET,

FJL—ILMDER] (/en-us/federated-authentication-service/2311/media/connect-cloud-choose-

rule.png)
7. THIE) €3> T R71 »*&21)w 2 LTCitrix Cloud\D#EFHZ7T T LE 7,

[Cloud\D#EFDHE] (/en-us/federated-authentication-service/2311/media/connect-cloud-

summary.png)

Citrix CloudiZFASH —/\—% &8 L. Citrix Cloud7Ho > kD TV —XDIFPFR) R—JICKRT
L9,

&

F>FL I AOFASH —/\—I{&. Citrix Cloud & Citrix Virtual Apps and Desktops\D 7t X
EREISICHRTR-0IC. I——IRAEEHTTIET,

Citrix Cloud 2*5 Y93

_ D Citrix Workspace articlelZ5E2& SN TWLWS & S, Citrix Cloud Y —XXAO% —> 3 U H 5FAS
H—/\N—%HIkR L 7=%. Connect to Citrix Cloud T Disable &R L 9%
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RS

ZDtUT 3 >DEEETIE. Federated Authentication Service (FAS) DEERIEMR E BIEICEAT
BDHARVAERELET,

A

BEEER

s FASDA VR F—ILEYIHAREICRET A EER ) T 7LV RIF. 1 VR h—)LEIER DFEESE
T9,

s BEET7—*70F v OFEETIH. TEBBFAST—FTI/Fv OB, LDEMBT—FT
TFvICEATBMOEEAND) VI ZRMLE T,

F+Y FBEAFICT I FL—a VBRI —EXEEY
93
CORETE. ILFFFY bOYR—Y RY—EXTANAL — (MSP) BETI 7L —>3

VEREIY —E X (FAS) ZBMICT B FIBICDOVWTEHABELEY, SFMIcOVLWTIE. TUT77L YR
7—% 749 F +: Citrix Service Provider DaaS] #&BLTLEITLY,

GIE =2 S

e Citrix Cloud D R XA > )Y —XDIZBFRICEBE TV L AL H S Z o, EMICDOVTIE.
MBIEEERDOEE] Z8B LTIV,

e TV MEMSPORBRERERATHD I, EMICDOWVWTIE. [Citrix Service Provider [a]
|7 Citrix DaaS] =SB LT3V,

MSPERE DB

1. Cloud Connector Z 3 L T. Active Directory K X- > % Citrix Cloud THIEATZE 3L SICL
=

Cloud Connector 21 YA b—J)LLT. 2 FL I RXRA TSR MZ2F v % Citrix Cloud |
EHLE T,

AVTLIARXA2AY FO-F—ICEEMIFENTVS EXA VAL > DFICKRRINT
W3 rZmEELE T,
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )
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« IDZONAH— (IdP) 1R 3
T+ MBEEICYIDE X £, Identity and Access Management > Authentication (C7%
BLEXJ, IdPICHERIL. ADDIIPLFEIHATNTWVWBR C E ZHRLE T,
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TAADTIRESNI T TV T —2aVIlT7IERTESRLDICHDET,
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Federated IdP AAD
or ADFS
N
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windowe
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller
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BWICLET,
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e AD'JY —ZXADFZEED 1= DKerberos Ticket Granting Ticket (TGT)

* AAD!) Y —ZXANDEREED 1= DPrimary Refresh Token (PRT)
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A—71 7 1 X & N7-Ef%(/en-us/federated-authentication-service/2311/media/fas-caconfig-select-

dcom-protocol.png)

[TORRAU b 2BELTHNIVRRI Y M E&ERL, TCPR—NESZIEEL XY (£
DT> 71w Tid900),

MicrosoftsEFAHERE = BiEcH L. SEFAEERZXEL X J, netstat -a -n -b ERTIT B .
certsviitZR— F900 T w AV L TWA Z EHERTEF T,

TCP 0.0.0.0:636 LISTENING
[l1sass.exe]
TCP 0.0.0.0:200 LISTENING

[certsrv.exe]
TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:326% LISTENING
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HEZERT MDY ) ZR/ETIVERIHD FEA. V717> FHDCOMZFERT 34
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A—Y—SREDEFIER
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9. UTDEI>3>Tld. B—FI3EHOFASY —N—TINERTIT B AEICDVWTEHEA
LE,

Active Directory1—H—D ) X FZEET 3

ADZZT) L. A—H—DURrET7A4IL (B :.csvZ 7)) ICRFET S E T, SEAED
EHERETETET,. UTDOHZESRLTLIET L,

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save
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if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUserld. A—H—DU X2 JIT) T30 DZEMNBZIATVRL Y b TY, EEEDHIC
I&. UserPrincipalNameZz 5. 7HDU Y XT—R AN 1B THZIA—HF—DHZ) AT
BIHDT 1 IILRZ—5|I-HEENTUVET,

SearchBase5 |#l¥. ADD Y DER TA—HF—%ERRIT 3D ZKDIAHEX T, ADADITARTD
A—H—%EHWGEEIF. ChEERTEIEd, T OV VEIZEHOI—Y—% R Al8E
MRHD FET,

CSVIZRD K SICHD 9o

B user_list.csv - Notepad

File Edt Format Wiew Help

"UserPrincipal Name"[l
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuser3@hvt. local”
"testuserd@bvt. Tocal”
"ucsis@bvt. local"”

"ucs3ogbvt. local”
"jime A @Bk Ta~a1"

FASH—/\—

T oDPowerShellX 7 1) 7 MM MEICER SN I——) X +ZERITIRD. 21— —5EASE
DYURZIERL F T

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

© 1997-2026 Citrix Systems, Inc. All rights reserved. 44



JITL—Y3VEEEY—EX

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv

foreach ( $user in S$users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {

New-FasUserCertificate -Address $server.Server -UserPrincipalName
$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule
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N—T. HbI12F T AINA—N—HY—N—TERINZT,

FEROX T FhiE. Tdefaulty EWSEBIDIL—ILICRIELTWET, BRB3IL—ILE (f .
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GUIZER L TFASZBEARITACELHTETEXT,

O—#1 54 X &N izEfR(/en-us/federated-authentication-service/2311/media/admin-console-
reauthorize.png)

ROFIEZTT LFT,

1. $TLVVEEREEEAZE # {ER L £ 9 New-FasAuthorizationCertificate

2. ;L WAEASESIEBEZ MGUID%. Get-FasAuthorizationCertificate IC&> ORI NBZ EHED
IcXELZFT,

3. FASH—NN—%X>7TF>VAE—RICLZXTY: Set-FasServer -Address <FAS server>

-MaintenanceMode $true

4. FTLWEEPAFAAE# 3T L £ J: Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

5. FASH—N\—%Z X T F 2V RE—RH SR LET: Set-FasServer -Address <FAS

server> -MaintenanceMode $false

6. HUWEAGREFEBZ #HIPR L £ 9 Remove-FasAuthorizationCertificate
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rLTY—2oEnEd,

WRBICIZ2DODRBEELAHD £,

« Citrix_RegistrationAuthoritysEFBE 7> 7L — k5 D BERERIFIAE ICBEIEN 1T SN BER
e
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« Citrix_SmartcardLogonifFBZ 7 > 7L — b D6 D, I—H —FEAE ICBEEM T S NS,

RIFICIF2 D DERIEBISEEAZE A H D £, Citrix_RegistrationAuthority_ManualAuthorization (7
7 # )L b T4 HE%h) L Citrix_RegistrationAuthority (77 #JL b T2ERBER) T,

Federated Authentication Service (FAS)EIE 1> Y — /L DInitial SetupX 7 D X7 F3T.
Authorizez 7 1) w0 $2 . FASH—N\—EF—RT7EZERK L.
Citrix_RegistrationAuthority_ManualAuthorizationFERBE 0 7= | ZSERRRE ICSEFRE B R B KR 7 X5
LET, CHIF—FRNASIAE T, 77 4/l b TU4REEMTY, AL C OEE%Z B8
HICRITLEEA. EORITIE. BEENIRAKEATFH TER I ZHENHD X9, FHED
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FB LT, Citrix_RegistrationAuthoritysEBFE (77 # )L b T2EMER) ZEHEMICEIEL £,
FASH —/\—|&. Citrix_RegistrationAuthoritysEBFEZ #1833 £ ¢ < IC.
Citrix_RegistrationAuthority_ManualAuthorizationDFEFAEZ & +—% HIFR L £ 95
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BRO1—H— LTRRBICERTETE T,

FASH—N—I3. #BOEF2) T BHICE 0t AETHERZRET DL DICBHTEE T,
MUTFowsnhzfERALE I,

- BERIEEISIRASE & 1 — 1 —SRAE OMER DA X L T. Microsoft Enhanced RSA and AES
Cryptographic Provider & 7z l&Microsoft Software Key Storage ProviderZz £ L £ 95

o ZERHLRIGIRAZE DIZRHEICIE. Trusted Platform Module (TPM) F v 7% fii X 7=Microsoft
Platform Key Storage ProviderzfEf L. 11— —ZEEAZ OMESRICIE. Microsoft Enhanced
RSA and AES Cryptographic Provider & 7z |&Microsoft Software Key Storage ProviderZ f£F3 L
=

o TIRMBIEIRAE L 1 - —SIAZOMEROEAICH LT, N— Rz 7EFaUTsE
Ta—)L (HSM) FNA XEEZT-HSMAR Y A — DRSSt —E X EldF¥— L—2 70O
NAE—ZERALE T,

MERDBRRE

FASZ3DDA T3> OWINHOZFERAT L SICHEALEFT, TFA NI T+ 2—ZFEAL
T. Citrix.Authentication.FederatedAuthenticationService.exe.configZ 7 T L ZfREL £J, D
T7AIILDT T 4L kDFFRIE. FASH —/N—_EDProgram Files\Citrix\Federated Authentication
Service7 # JLZ—ATY,
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<2?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false)

Cryptographic Providers --3>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!—— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ ——>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] —->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!—— Specify RSA Key length ——>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings,

<!-— add key="Citrix.Authentication.UserCredentialService.SystemLog.

<!-— Logging: Event IDs to not log (comma separated) —->

<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.

<!-- Logging: Disable Key Management logs —-->

<!-— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->
</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4

3 Informational) -->
LogLevel"” value="3" / ——>

Supress" value="" / -->

.5.1"/></startup></configuration>

FAS . Y —E XBRBIFICOABRT 7ML Z5mANRD £9, ENEZEINTEZE. FiLVLERE
TRMEIEZICIEFAS *BiEEFHIT2HELNHD X,

Citrix.Authentication.FederatedAuthenticationServic
ICERELE T,

e.exe.config 7 7 1L CEET ZEEZ XD L S

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI APl £ CNG

APl ZH]DE X £79)

i

\|
I

false (77 #JL 1)

CAPI AP| = {EF

CNG AP| = £

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (9 % 7O0/N1 4 — D%

EID)

f&

Microsoft Enhanced RSA KU AES BES1t
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Microsoft ¥ 7 b = 7 ¥ —&IBiE TO/N1
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Microsoft FZw k7 #—LF—5C1EiFE 7O/
A5 —

aAX> b+

T74I)L D CAPI 7ONAE—

F7#I)L K CNG FONAE—

FI7AIEOTPMZONAAR —, TPMIZ1—
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ICOATPMZFER L TL7EE LV, FASH —
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N—ZREBILRIETEITT B TFEDN D BEE
& REEDHR— I TVWEHESH%E
TPME L UNAN=NAHF =R A —|HER
LTLIEE0,

HSM_R> A — CSP/F+—& B 7ON1 &2 — HSMARY A —ICL>TIREEINE T, EIFN
VHE—IEH>TEABD FT, FASH—N—%Z1R
BERBETRITIBFEDHB3HEIF. R
DT R—EEINTVEIHE DD ZHSMAR >
A—|CHEEE LTI,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType (CAPI APIDI5 & Z D HW478)

fi& aOX> bk

24 77 # )L ko Microsoft
KeyContainerPermissionAccessEntry.Provider
Type 70O/\7 1 PROV_RSA_AES 24 &
L &9, CAPITHSMZfERLTH D, HSMA
VA—HRREE LBWVWRD., EiZ24TH 3
MHENDHD X7,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (FASH' MR IS E% R1T T
BZRENDHBHE. CCTHERESNIEZERLETY) MERDO TTIXR—~age) 757 %4|
HLEXEY, N—RIT7THR—-—FINTWVWBIHEE. TPMF—RREOFERZFIL XY,

& mpb g
Re&ER L MERISTVRAR—FTETET,
GenerateNonExportableKey TI7HI b MERIEIIIRR—MTEEE
Ao
GenerateTPMProtectedKey MEBERIITPMEZFER L TEBINE T, WE

i, ProviderName TH57E L 7=ProviderName
(] : Microsoft Platform Key Storage
Provider) Z/t LTREINE T,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (MZEDH 1 X% E v MBI
TEELXY)
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(] aAXY b

2048 TI7 A4 ko 1024F 7134096 HFEATE
ER

RET7AILDREIF. RDELSICTZ T AIICRTEINET (A VXA —ILEFEOT T+ b
BARTRREINTVEY) o

Provider pr—— —
Legac
Cgspy (CAPI API) (CNG API)
Crypt 32 Lib CNG Lib
Mic"c:oft/\
Provider EnhandceAcéSRSA HSM Vendor HSM Vendor Microsoft Microsoft
Name Cry?)r:ographic Ksp Software KSP Platform KSP
Provider A
Provider
Type
Key Generate Non Generate TPM
Protection Exportable Key Protected Key
Key
Length ‘ 1024, QplERor 4096

B> 7 1) DR

fl1
CDFITIE. BERHERIEIEAZ DMEHE X . Microsoft Software Key Storage Provider% £/ L TR
FEeENfc21—Y—GRAZEOMERICOVWTHAL X T,

NRET I AL DAV R = IILEDER T, EMOWERIBRIIHED D T Ao

#l 2

CDFITIE. BIRHERIEIEAZE DM EFEH Microsoft Platform Key Storage Providerx /)" L TFASH —
N=—DIF—R—FDN—FI T T7TPMICRESN. I — —FEERE OWEFEH Microsoft
Software Key Storage Providerz L THREINDZ L ZRLTVET,
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CDIFIVFTIF. FASH—N—DIHF—R—FEDTPMA TPMA—A—DRFFa X2k
> TBIOSTEMICTN. EDEWiIndows THHALINTVWER e ZAIRELTWVWET,
<https://docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows -

vista/cc749022(v=ws.10)> ZEB L T,

FASEEIO>Y—ILOER
FASEIEOVY =LA 754 VDIIRAEERERERITTIT RV H. BEHNSERIEREIIRE
I LTH YA VDIRAEBERERZFALARVED., ZOFEAISHEINEE A,

FASOYIEREREZ1T OB, SIAET V7L — hZER L. IAAMEZRE LR, Y —EXZX
WY BE BH—TVADRTYTI) IS ROFIEZRITLET,

ATYT L RDITERDESICEELT, 7 7ML ZRELE T,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.RKeyProtection™
value="GenerateTPMFrotectedEey" />

T7AILUFRDESICED T

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ --—>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedKey"/>

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel"” value="3" / ——>
<!-- Logging: Event IDs to not log (comma separated) —--—>
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

—EDOTPMITIEBEZFHIBRL XY, 774/ bOERIF2048E Y FTY, N—RT 7 THR—F
SNTVWARRZIBELTLLIEEIL,

X Fw =F 2: Citrix Federated Authentication Servicez Bf2EI L T. 7 7 1 ILH 5{E%=FHAED
£,
2AFYv T3 H—EXEZERELET,

ATw T 4: SERR#EAY —N—D S REBDDORAEEREFETRITL £9, BERIERIGIEHEHEL
BInde. BBIOVY-ILOEY N7 T—T Y IADRTY BHWFEICEDFT, CORS
T. BREFEIFBZEDOMERRDTPMTERINE T, SEEEIFT 7 4L FT2ERBBI T,
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EHREEAFAZOMEBE X —DTPMICEEL K RESNTVE L 2RI B ICIE. UTD
PowerShell X > Rz A L &9, FHREBIGEAEOWEFT —DTPMICRESN TV SHE.
PrivateKeyProvider 7 + — JL K [&Microsoft Platform Crypto ProviderlZs&E SN E 9,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

AFYT5 . BEIT7IINEZUTOLISICRELEL 7

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableEey"/>

FASIZITPMTHRESCNF—Z2F DA - —fRAEZEMTET T IH. KFERLEBRATIE
TPMN\—R T T 7DREHNETTIHEHLHD £9,

ATYv 6. FASEHREHLEI, CNICED. Y —EREFRET7 7ML ZzBHEAAHL. BES
NcEZRRLEFT, TOROEBME X —1#FEEI—Y—FRAEF—ICEEZEXFJ. N5
DIREITMEF —Z TPMICIRTEE §°. Microsoft Software Key Storage Providerz B L £ 9%

AT T7 . FASEEOYY =L TI—ILZ T =ZZFERL. ([ajp/federated-authentication-service/
2311/install-configure.html)ICEEE SN TVWBR E B D ICREZREL £ 95

PowerShellDfEH

TIREEAIRAZE (L. PowerShell= L TA 754 Y TERTEE Y, CNld. #> 51 ViR
FEELEREZN L CGEARBAN S REBEMREZRKIT IS CC Z2EXFRVERICEL TV E T,
FASEEIYV Y —IIZEALTA T 51V EFHEEAIAEELERZITOJLIFTE A,

ATy 1 BEOVY—I)LZERALTFASOPERREX TS5, MERRET > 7L — FOERM]
¢ TSR Dty b7 v 7] ORFID2DDRATY TDH%ETT LET,
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&& Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

— | X

Connect to another server  Refres

Deploy

Publish

Authorize

Create

Connect

h

ATy F2 . SERKEET —N—T. SAET > TL— EMMCRF v A > ZEML £,
Citrix_RegistrationAuthority_ManualAuthorizationT> L —+Z257 ) v o L. TFL—Fb

DEEZFERLF T

R TZERL T, RAICBVHEZEBELE Y, COAITIE. RATIEXOfine_ RAT. BRHA

FEE ‘!iZE—C‘ 3-0
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

AT wF3 EERRKEE Y —/N—T. EEFAREBEAMMCR v 71 > ZEML 9, sERAEFET > FL—
beBT )Y I LET, FIMZERL. HITTREAAET>TIL—bz2T )y I LET, LT
BEHODTYTL—bZ2BERLET,

ATy T4 FASH—/N—TXRODPowerShell AY> Ly b%ZO—RLET,
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

ATYF5 . FASH—/N\—DTPMATRSAF —RT7ZER L. FASH—/N\—TXRDPowerShell O
IYELy bZANLTIEREELERZERLF T, F: —HOTPMIFF—RZFIFRL £,
TI7FILEDEF—FRIF2048E Y FTY, BFEVDN—RT 7 THR— TN TVWEF—R%ZIE
ELTLETL,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

fl
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New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
MUTFHRIRENET
PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

e IDGUID (ZDfHITIE M5ac3d8bd-b484-4ebe-abf8-4b2cfd62cal39l ) 1&. KD T v S
TREICAED ET,

« CDPowerShell Y > R Lw M. SEEBEIIAEOMEBE X —ZEN T DHICFERT
NB1EPELHD TEEZ] EZTLETL

e COOXRYVRLY b ZERITITBE. FASOICEIEFICIEN 7 7 17 ILD 5 5RARS N ED.
FRITZF—RERETZEDHICFTVvIINET (F74J)L5IF2048TY)

o ZOFFHDPowerShellil & > THB I N D EIFERIGFBAZ DR T —12{/ETIE. -
UseTPM B $true ICERESNTWVWB 0. X T LIESTPMZER T 37O ICNERRTE
E—HBLBEVWT 7AILDSDEZERL F T,

e ZOOXYRLY FEERITLTH, BR7 7MIILARDOEREIIEBEINEE Ao

o« TDERDBEHFASHIRD —H —SIFAEME T —I1RETII. FASOEFHRFICT 71 ILH 55
AL NT-EIMERINE T,

e FASH—N\—H 21— —BRZEA#HITLT. TPMTRESIN I —F—RRZE DT
F—%4ERT BH5E. BT 71 )L DOKeyProtectionfE % GenerateTPMProtectedKey |Z 5%
EITBEHTETET,

F—RT7DEMICTPMAMERSINI-C C ZHEERT BICIE. F—RTHER SNz TICFASH —
IN—ODWindows TR fEa2a—7—O7 V5 —>a >0 =@ LET,
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(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore 14 Meone
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore 16 Mene

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService 15 Mone

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bbe1-44af-8d21-
1159d864d82e]

S,

p= N

RIS,

Application Number of events: 3

Level Date and Time Source EventID TaskC..
@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore 14 MNone
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore

@ Information  22/07/2019 12:3%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

3 Z70O/N1 4 —: Microsoft Platform Crypto Provider

“*F|E6 . *AAEERE I3V ZTFRA NI T4 Z—ICOE—L. TFRXLT7AMILELT
T4 RA7IREFELED,
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E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

*F|B7 | »*FASH —/\—TPowerShelllZ D &£ 5 Li)\jj L T. GEFREEBRE K = SEFAMEE XS
LEd,

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>
B

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

KDKSICRREINE T,

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

CORRT, SEBEEAY X bV Y RIUBRRRINZGEDHD £9, DB TIE.
http (£) & DCOM (F) DBADEFEHNENICHR>TWET, FIERTEERZEIX. DCOM #F 7 3
VEERLE TS

© 1997-2026 Citrix Systems, Inc. All rights reserved. 57



JITL— 3 EREEY—EX

Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel |

SFEAMRINNEE SN D . PowerShell IC RequestlD ARRINE T,

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

PS C:\lsers\Adninistrator. AUTH> -
AT w7 8: sEEAMEAY —/N—T. SEEREE MMC XR+v 712D 20y LET, BXID %=
AELET, RIS BRZHIV I LT ZBRLET,

ATY T /—FZBERLET, RITENLEDDDIERAEZRDITET (EXRIDH—HT 3
39 TY) o FTNTV I LTARAEZRETET, XTZERLET, 20Uy ILEY, it
BAEDIIRAR—bIsF—FHEFLET, 27V v I LET, T7MILERICOVT. XD
7 areFERLE T,
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

Featia TREBHEX vt — MRS - PKCS #7 SEH3® (P7B)) T#0. TEIEETHNE. EHD
NRRICBBTRTOMEEERH S BRI NTNBRELBD £,

AT 10: TUVRKR—FLIZEEBBE 7 71 )L %E FAS H—N\—ICOE—-L £ 9,

2T w7 11: BRI E %S FAS H—/N\—IC1 V7 R— 3§ 3ICIE. FAS H—/N—TXD
PowerShell A¥>KLw brEADLET,

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcaTCertificateFile <Certificate file from step 10>

IR

Import-FasAuthorizationCertificateResponse -address fashsm.auth.net -Id 5ac3d8bd-
b484—-4ebe-abfi-4biZcfdb2ca3® -PkcsT7CertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

RDESICKRREINE T,
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PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo9g8boc2705 C:\Users\administrator.sTU\Desktop\TPM_FAS_Cert.p7b

1 74d427ff-c55b-4d6d-87ae-1ff98bec27es
: [offline CSR]
1 978816¢cd-8b21-4695-8c5d-88bb7df1816b
CertificateRequest :
status : 0k

T IREEEIRAE OMERNTPMICIEL KREFSNTWVWS C e 2 MR 3 ICIE. RDPowerShelld
VY RzERLEY, SREBEEBEDMERNTPMICEEFEINTLVSIHE. PrivateKeyProvider
7 1 — )L K &Microsoft Platform Crypto ProviderlZE&E SN E T,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

ATw12: FASEEOVY —ILEFALTHESBREFHL XTI,

&4 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

E: TCOY—EXR%ZEET3) OXTYvTICIIBREOF T v II—IHMTVWTWVWET,

ATWTI3: FASEIEOYVY —ILTIL—ILR2T%ZERL. 1 VX b—)LEEBRTHBEINTVWSEE
EERELE I,
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13

CDFITIE. HSMICRIFSNT VWS BHRIEBFIRAZEOWER L 1 — —FIFRZOMERICDOVWT
FEALE 9. COFITIE. HSMABR INTWLWE Z e ZaFilRe LTWE T, HSMICIE.
FTHSM_Vendor's Key Storage Provider] R D FONAX—&HHD £,

FASH—N—%REIRETERTIATENHI5EIE. NI N—N1HF—DHR—KIIDWVWT
HSMAR VA —(CRESEL T EE LY\,

ATy L BEIAVY —IILEERALTFASE IR E T 5. TEHETF L —MORERMI &
MEERR#RED Y 7w 71 ORIID2DDRATY TDH%ETT LET,

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

A7 F2: HSMDProviderNamefEN' E S HBNE MM DV TIE. HSMARY A —D R Fa X > b
ZBRLTLIZE WV, HSMACAPIZERA L TW3IHE. 7AONAE—IERFa XV T
Cryptographic Service Provider (CSP)X L TEBREINZ Z&hHD 9. HSMACNGZFERL T
W3IBE. F0O/N1 4 —I|EKey Storage Provider (KSP)X LTEBBEINZZehH D £,

ATYTBRET7AINERDELSICHREL FTo

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor’s HKey Storage Provider"/>
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T7AILUFRDESICED FT

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->
<!—— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] ——>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrixz.Ruthentication.UserCredentialService.Systemlog.LogLevel" wvalue="3" / -->
<!-— Logging: Event IDs to not log (comma separated) —-—>
<!—— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>

<startup><supportedRuntime wversion="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CDF ) A TIE. HSMHICNGZER L TWLW37=8. ProviderLegacyCspDfE|dfalselZfRE XN
TWE 9, HSMHACAPIZER L TLW3I5E. ProviderLegacyCspDiE|dtruellsRE S 2 HEHL H
DEFo HSMMCAPIECNGD EE 52 AL TWVWEH 2R T BICIE. HSMRYZ—D R *1a
AV bZEBRLTLETWV, £y EMMRSAF—EFHTHR—FETNTVBEF—RICDOWVT

IE HSMARY A =D RF a2 XY b Z2BRLTLIEET WV, COFITIF. F—RIZT T #JL ~D2048
Ew MIRESNTVLWES, IEETER3F—ENN\N—RIT 7 THR—FINTVWBRZ EEREELT
<FEEL,

ZFIE4 : Citrix Federated Authentication Servicez BicE L T. #8877 7LD SEZFAED £
ER

FIE5 : FASEIE Q> Y — /L DInitial SetupX 7 TAuthorizez 7 ') w2 L T. HSMRIZRSAF —
R7ZE/R L. FGIASBELERZIERL X7,

FIE6 : F—RTHHSMTER SN EZHERT 2ICIE. Windows I AN> AT D7 ) r—
arIvh)zMERLED,
[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

A [FONAA —  HSMAR A —DF—A ML= 7ONA 4 —]

FI@E7 : SFEAHLEAH —/\—T. SEERH%RIMMCDPending Requests./ — R & ER L £ 95

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
107 BEGIN NE..  The operation compl.. Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

ERHxHI)w UL, IssuemERLE T,
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F: TCOY—EXRZERT S OFIRICEREDF T v II—IHPMTVTVET,

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIES : FASEEI>Y —)L TCRulesZ 7% ERL. 1 VA F—JLEBRRICEEEHINTWVWELSIC
REZTREL X7,

FASSFEAEX L —

FASIX. FASH —/N\—_LE®DMicrosoftsEFAZE X b 72 EA L CTIEFEZ R EL XA HARAAT—
AR—2EFERLET,

BRI RIEIFAZE DGUIDZYE T B ICIE. FASH —/N\—TXDPowerShell Y>> KL v kE AL
9,

Add-pssnapin Citrix.a&ast;
Get-FasAuthorizationCertificate -address \<FAS server FQDN>

5l Z |£. Get-FasAuthorizationCertificate —address cg-fas-2.auth.net:
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

- —GEEAED VX FZEUS I BICIE. RDKSICANDLET,
Get-FasUserCertificate -address \<FAS server FQDN>
5l Z 1. Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate

ThumbPrint : 2A81185BBEF8B69618@F5FDEGFACOFBEFBAEBS9

UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

21
2N
#,

—DGUIDIZ. U TZERALTEIETE XY,

fas.stu.net

5

MW F —DRFICHSMEER T 2B 5. HSMO Y T FHIEGUIDTHEA SN E I, HSMEDH
+

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

IR

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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PS CiwUsershadministrator:> Get-FasUserCertificate fas3.djwfas.net

PrivateKeyIdentifier : 38485cdd-63af-43e4-9135-2412246b1112
ovider i Microsoft Software Key Storage Provider
I=sChng : True

ThumbPrint : AD2441FA5S8A02066A84DB198EAREA9T7 65 28DE0ET
UzerPrincipalName : joe@djwfas.net

Role : default

CertificateDefinition : default Definition

ExpiryDate : 19/81/2818 @9:18:48

BEER

* FASOA YR b—)LEBRICAAT R EER ) T 7L VRIF. T4V b—ILEHE] T,

s —MNBRFAS OERIF. 7z 7L—2 a3 i —EX7—F 70 FvOBE] OEEIC
FLHLHNTWVET,

o TOMD TNTY—] BEE. THELER ORETHRNTNATLED,

EXaVTor Ry NT—T1ERK

Federated Authentication Service (FAS) |&. Microsoft Active Directory & & U Microsoft ZiEEF#E RS
CEEBICREINTVLEY, FRXA/>O>bO—F—PZOMDEBEELRA VT ZANSIVF v EE
BRiS, PRTLDBEYICEEESMMFRESND L SIS EFa) TR —ZHELTLES
LYo

CORFaAAXYETIE FASZERETARICERINT X2 ) T BEOHEZFHAL X,
Ffcs 1Y ZAMSI9FvDEF2) T REICRIUDAGRMEDH BFARIRELEEDEED
RMLFIT

Y RI—OT—FFOF v
ROE L. FAS BECEARASNDETERIVAR— v hetxa )T BRE2RLTVET,

FAS H—N\—Id. SEAMES LU R X2 bO—-5— bl EFa VT LEELR 1Y
TR 9FvD—ETY, 7x7L—> 3 ERETIE. Citrix Gateway & Citrix StoreFront H°
A—H—fRAfZRITTSAVR—%>2 M TY, DO Citrix Virtual Apps and Desktops™ I >

R—2 bid. FAS DEAICLZREZRITEE Ao
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Citrix
ADFS Server (with Federated Authenti-

Web Access Proxy) cation Server Certificate Authority Domain Controller

Windows Server Windows Server i Windows Server

FAS User UPN

5 FAS e
T.LS §eruer j Authorization ,‘ Certificate " walter@auth.local
Certificate Certificate Template | Alternative UPN

FASUser @ FAS Autharization walter@adfs.ext
Signature Certificates . Certificate

Certificate ' Template

Encryption
Certificate
(not used)

Kerberos

Citrix Gateway StoreFront Delivery Controller VDA

Windows Server & Desktog indows Server & Desktop

TLS Operating Systems KerberDS ating Systems

VPX indows Server

Root CA TLS Server TLS Server | FAS User
§ Certificate f| certificate § Cenificate @ Cerificate

Gateway Server
' Certificate

ADFS Signature
' Certificate

SAML SP (RP)

High Trust Intranet

27470 F—=IeRy bO—0€FalT+

R— b 443 =/ L7 TLS |&. Citrix Gateway. StoreFront. & & T Delivery Controller™ 1> 7R —
> hEIDBEZREL £9, StoreFront H—/\—IFXEHEFTDAZEITL. Citrix Gateway (&1
VR—=Fy MEHED HTTPS R— b 443 Z AL -EHROAZZITANE T,

StoreFront H—/\—(Z. HEFREE T N7z Kerberos Z /A L THR— b 80 #BH T FAS H—/\—|l#&
#iL 9, FREEICIE. FAS H—/\—® Kerberos HOST/fqdn ID &. StoreFront #—/\—®
Kerberos Y>> 7 AT b ID BMEREINE T, CDEREEAAEICK DL Citrix Virtual Delivery Agent
(VDA) A—H—%O5 A > F370ICnER, 1EIRD D TERBR/\NV RIL) DERINE
ER

HDX v a > hA VDA ICESISND . VDAHR—F 80 FEHETFAS H—N—|lEHELEX T,
SREEICIE. FAS H—/\—® Kerberos HOST/fqdn ID . VDA @ Kerberos ¥ > ID BMERINE
o Fio. VDA IIFIBAEZE  MEBEICT VR TB7-0HIC TERIEHR/\V RIL) ZRETIHEH
HhFEd,
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Microsoft sFRA#RS (L. Kerberos s25FEN7- DCOM Z{EARAL-@EEZZITANT T, CHIZETE

TCPR—bZERATAESICHBETET XY, EEKEIZ. EEINICERI—J T MEBZEIC
EoTEELEINT-CMC Ny b E FAS H—N—DEHRTB 2 ERLE T,

H—N— TPAFT I +—ILR—b

JxTL—o g RS —EX [in] StoreFront™#& K F'VDAD 5 DHTTP#EH
Kerberos. [out] MicrosoftsEBB#ES A\ DDCOM

ShUYORTF—boA [N 22472 UHS5DHTTPS, [in/out]
StoreFrontth —/N\— X MHTTPS. [out] VDAN
DHDX

StoreFront ShIYORT—=rTTAD 5D

HTTPS. FUNU— 3> O—5—AD[out]
HTTPS. FASA®J[out] Kerberos HTTP

FTUN)—a>bO—5— [in] StoreFront™ —/N\—H'5 DHTTPS. [in/out]
VDAD'5 DHTTP#EHKerberos

VDA TUN)— > bO—Z—hH5D[in/out]
HTTP#ZHKerberos. ¥ U woOX F—bkDx
A D5 D[in] HDX. FASA®D[out] Kerberos
HTTP

MicrosoftziF BB 18 [in] FASH'5 MDCOME & NERLFH

Citrix 7T T L—a VB —EXR D MUY OI R 50 RIMED#E

e

YV —JLEFASIE. EN'NA—H—T7ho> bRy b= —EXT7HT Y b EERL
T RDODT7RLRICTIOERLET,

s A—H—=T7HUVFTOFASEEIVY —)L

o *.,cloud.com

o *,citrixworkspacesapi.net

c METH—RN—FT00ID7ONAE—%ZFHALTVWBBRICHNBERDT7RLR
e« Xy hTJ—OH—EXT7HTY FTFDOFASHH—E X:

o *,citrixworkspacesapi.net
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o *,citrixnetworkapi.net

BREICZOXF D —N—DEFFEFNTVBREEIE. FASEEEIYY—IILO7RLATaA—Y—OF%
SEEBRLET, £7/-. netshFIZEKRDY—ILEFERLT. Xy b= —EXT7HTV b+
DT RLADER TN TWBR I EZRELTLET

EXaUToICBATEERER

FASICIE. R XA > 1—H—|CBRMICERE 2 %7 TS 3 BRMIERENH D £9. TN
FASYH—N—%REL. ZOMBESIRT37-00LF 251K S~ BRICRIE ¥
ER

FASIZ. BERI—Y x> b LTHEET S TA——EBEEZHITL £ 9, MicrosoftZEBE#RES
TlE. BREI—Sx Vb SBEETYTL—b BLUBRI—J Y MHEIREERITTES
A—H—%ZHRTETX,

citrixtest-DC-CA Properties

Extensiong I Storage | Certificate Managan:
General | Poicy Modue [ B Modue
Envolment Agerts | Auditing I Recovery Agents I Secuty

For more information see ol A

() D not restrict enmliment agents
(#®) Restict errcliment agerts

Enrolment agents:

?E’Eéh?’t@’f 7['7\%@% LT, LX—F%EEWL\'C = i—g-o

o BRT—1T 2 A X MCIEFASH —N—DAHDBZTENTWVWBRZ &,
o FFBFZEF > 7L — ) X MICIEFFAST Y L — RDADEENTVWDE T &,
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o MR R MCIFFASOERMFAIINTUVWBRII—H—MEEFNTVERZ ., L zid. BEE
FlldRENTI—SF =TI —FICEEREERIT LAV 2 EEO L E T,

7O AEE) R~ DAY

NL—ILZ#E1 €22 3> THBINTWLWS K SIS, StoreFrontth —/N\—D 1 X b Z 8T 340
ENHDFET, TNS5DStoreFrontt —/N—(3. FEEREDFHEITEINB & FICFASICI—H—IDZE T
H—hrLEXT, ARIC. EOI—H—IZFRENREKITEINDD. BLVEDVDAT S VICEREET
ETENZHIBERTETE T, CDREEEIX. WAk T 1ZZEDACtive Directory & 7= IAEFAEREAD ¥+ 2 1)
T HEEICEMENBHD T,

T7AT7OA—ILEE
FASH—/N—ADITRTDERFIL. — F8OEH THESREE S N7=Windows Communication
Foundation (WCF) Kerberos®vw b7 — UGz ER L £ 95

AR M OTDER

FAS & VDAIZWindows A AR cOJICIEHREEZTIAAF T, COOJIE. BERPIUVEEBRIC
BRTEEY, MR bOY) O avicld. ERERERARY FOJITY M) HBA—ERT
TNTLXTY,

N—Fox7ExaUF14EDa—)

FASICL > TRITSINA—Y—AEXF— %2 ST IRTOMEXF—II. Xy T —0H—EX7
DOV MIE2DTIVRR— MFRAGERMBXF— LTRESNE T, EXa VTR —Twh
BrINn3EEe. FASIIESIEN—ROz7Exa )70 EDa—IILOERAEYR—FLET,

ELARILDOESILERLIL. FederatedAuthenticationService.exe.configZ 7 1 L CHATE £,
NS5DEREIF. MEBEF—DRUVIERINZ CESITERAINE T, LN >T. EREFOWE
F— (Fcezi 4096E Y b, TPMIRFE) &SV R4 LA—H—FIREICIZRRIRELZERAT
TFY

INTA—&— Bl

ProviderLegacyCsp truelCERXE 9 B . FASIEMicrosoft CryptoAPI
(CAPN)ZERL 9, TNUSNDIZE. FASIE
Microsoft Cryptography Next Generation API
(CNG)zfERL E 9,

ProviderName FEHRTBCAPIFIZCNGFONTE —D%
Ao
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S&"

INTA—H— BA

ProviderType Microsoft
KeyContainerPermissionAccessEntry.Provider
Type Property PROV_RSA AES 24 35 ¥
Yo CAPITHSMZfER L. HSMAR > X —Hi5]
HRIEELRVED, BIC24THZ3HENHD
=R

KeyProtection WEFX—0 TTORR—rABE 759 %4l
BMLEY, £feo N—RI 7 THR—FZH
TW3EHEE. FSATY RISy T x—L4
EJa—J)L(TPM) F— X L= DEBRDHEF
ALET,

KeyLength RSAMEF—DF*—K, T R—bINTWL3

fiE13£1024. 2048. 4096 T (BXE(E: 2048),

EREDORAE

RIBOEEIF. ROTIL—FIZHIToNET,
%l BfE

IVE—T54 XEERE 7L X MADEEERET > L — b 212V R
F—ILLTRET S

RXA Y EEE IIN—TRIS—REZHERT S
SEPRERS EIEE SEEAKEEEZ B T B

FASEEE FASH—N—%1 VX b—)LLTIERT %
StoreFront/Citrix Gateway & 12 I—4—FEE = 8T 3

SRUYIRAN=FYILTRAINYTSZIM™ME VDA Controllerz &3 %
BE

BEEEZ. 2FNBtFaUTETLORLZAEZFEL. P XTLZRETZHDZE
Bt 7O—FZraeic L X9
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TN—TR) S —RE

FHEINTFASTY I VIE. JIL—TFRVS—%BLCTHERINTE T14>T7v I XRES -> FQDNJ
DIV I Ty TT—TINCEL>THEBINE T, FASH—N—IZER T B, 751072 MEFAS
1 —/N\—® HoST\<fqdn> Kerberos IDZHEFEL £9o FASH—N—IZT7 7R TEITRTDH—
N=IF ALA>Tyv IR LTE—DFQDNIBRZIF > TV BIHENHD X9, €5 THRLEG
&+ StoreFront VDAIZE R BZFASH —/N\—IZ#&ET T 8D H D £ 95

Citrix TlE. RO/ ZEIT37-DHIC. BERDIRTOII VICE—DR) >—%ERAT S
CEHRELTVWEYS, FASH—N—0DU AN EZETIE. FICTO M) ZHIBRLIEDIERER /-
DIBRICIFEFELTLIET L,

CDGPODFIEIZ. FASH—N—% A VXA b—IILELUVELTBIFASEREE (LW EIFR X
A4 VEBE) IIRETIHELHD 9, FASH—N\—%FEIELICERICTYS VDFQDNE % BF)
BALABEWELSITEERELTLEEL,

AEEAET > L — b
FASIZf3 B DCitrix_SmartcardLogonsEFBE T > /L — b ZFEALAVGEIE. €OAE—%2ZE
TEFET, UTOEEHNHR—FINTVET,

fERET L — ORI EEE TS
HBDT > 7T L — haRIZEICEHE TCitrix_SmartcardLogonD &R ZE L - WS &I, RD
BEZITOBRELRHD X7,
« SEBET VL —bOOE—ZER L. HEBOT T — M RRIZEICEDLE TRITZZEEL
7,

e B —H—A 2R —T 114 RXTIFH <. FAS PowerShell Y Y RE{FEAHAL TCFASEZEIEL F
T (BEI—Y—aVF—T A RI& CitrixOT 74N b T>FL—MNATOAERT S
CHEBRNELTVWETY, )

o Microsoft MMCEERREZE 7> L — b X+ v 7« > £ /lFPublish-FasMsTemplate ¥ > K %
FRLTTYIL—rEREL.

o New-FasCertificateDefiniton A< > RZER L T. 7L — D& BITFASE &R L X
ER

7O/NT+1 DEE

T 7 AN ETIE - —AREOEMEIZ7THBTY, ARET VT — FTHEMBREZEE
TEET,
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EHHEIFEELBWVTLIEET WV, FASIFFERRET VT L—FDZOREZERL T3, FASIE.
BN D& TAERRE Z BERIICEFH L £ 75

ERMEBONT DESE
NSDTANTAIIEELRVWTLIETW, FASIFSIRAZT YL — D INSDHREEFEHRL
9, FASIEBICHMEBEF—DIVAR— M2 TIDFRZHERL. BLF—TEFHTIDER
ERRL £ 9,

EeS{t7O0/NT1 OEE
NSO TONTAIFEELAWVWTL TV, FASIFIIBEZTF VL — FD NS DBRELEEL
79,

FASHR T BEFDFHREICOVTIF. MEF—DREZSRLTIRLTEL,

F—EBRIBATONT 1 OEE
NSO FAONTAIBEELAHWVWTL IV, FASIZF—BREIAZ Y R— LTV EE A

o]

FRABNTOTIL—FDTONT1 2EETS
NSDTONTAIZEELBVWTLREV, FASEZT YL —FOEEHRAZYR—FLTULE
Ao

(1

HEEKEED TONT1 ZEE TS
CNSDHRTEIF. HBOR) S —ICADbETEETE£Y,

& NEYIRILREEEDREIX. EFX¥a )T LORMEZSITEI LD, ERTEHRVIEREIC
BofcDIBERMNDBD 9o

XaUFs7ONT1 2EET S

Citrixid. CNOSDBEZZLELT. FASH—N—DI> >V THI Y FDHFHICHEAND b LUV
DT I ERHFA%EMETEZ e HRBLET, FASHT—E IO 7V RAF2REBE LEE
Ao T2 L. MDEERBE T > L — M EERRIC. RO EHTE X T,

e BIEENT VL —bEHEAND FLIFEZTIAATETSELSICTS

e SREFCNA——DWTF UL — b EFAENDZLDICTS
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Names:

8 Musthenticated Users
% Domain Admins (DJWFAS Domain Admins)
* § Diomain Computers (DJWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

BTz MO TANT1 ZEET S
Citrixid. NSO TANTAZEELBRWVWCZHEL T,
T 7L —TlE. CDActive Directory [EER D)) SEFRNFEIRENTH D, CNISK D SEEAEEA

IA—H—DSID% FEHEIGEMEEEICSH S T L ICR D, 2—H —DActive Directory 7 177 > kAD
BOBRITYEVITHREEINE T,

B—N—TONT1 ZEETS
CitrixiZHR L FEAD. BEIIGLT. TNSORELZEBOR) S —IcE&hETEETEE
EP

RTEH7ONT1 DEE
CNSDB/ERZTELHEVTLET WV, CNHOREIF. UTFICRTEED THIRELRHD F
R
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Citrix_SmartcardLogon Properties |2 N

General | Compathifty | Requast Handing | Coyptography | Key Ateststan |
Superseded Templates |  Exensions | Secunty | Server |
Subject Mame lssuance Requirements

Fequire the following for enmolment:
[_ICA cedficale manager approval
[+] This numbes of authorzed signatures: El
¥ you require more than ene signature, autoenrsliment is not allowed,

Palicy type required in signature

| Application policy W |

Appiication polcy

Catficate Requast Agent W |
ance policies

Add...

Hemove

Require the following for reenmaliment :
) Same crienia as for enrcliment
) Valid exdating certicate
Alow ey based renewal [7)
Reguires subject inforation to be pravided within the cerificate
requeast,

= Cortrol ig dizabled dus to compatbify settings.

[ ok |[ Cacel || ooy [[ Heb

H#E7ONT OEE

CNESDHREIFEETEEHT, REIFDH < EH Windows Server 2003 CA (RF—I/N—2 3>
2) THRIRENHD £9, 7272 L. FAS (& Windows Server 2008 LUFED CA DA EHHR— kL F

9o Ffo. EEETEHPAL=&L SIS, FAS (& Windows Server 2008 CA (RF¥—</N—2 3> 3) £

721& Windows Server 2012 CA (RFX—<I/N\N—23 2 4) ZFIRIT B THETET 2 EMERESE

BmRLET,

SERARER D EE

SEFAMEEEIRE 1. AERAKE Y —N\—DB . TNHMER T2 RITIREOMERICEEZE
W&o

FoTL— LDOET
SERRMEAN T VA — T S« AEBEIC L > TRHINET Y L — MIESVWTEIREA ETT 3
IS, SEPRMEEEIEENZDT Y L — FERTIZ L EBIRT IUENH D £,

BEAEX1 )T 0RE LTE FAS H—N—0D1 VX b—)LEFICESFIEREEHEE T > /L —
FDOAHEFETTIN REICA T A VORITIOLAZHETSZI L TY, WITNDIFEH. B
PR B IRE IS B IREREAIFAZEEROAR ZREICEE L. FAS U —N—%Z &R T 2710 DRY
S—ZFORENBHD FT,
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T71T7 0 x—ILE&E

SFFRMEEEIRE L. IR R Y FD—0 T 747 U A —ILEREEZFHHL. SEFEHEZHIET
T X9, CIAKBEEIEEIS. FASTYH—N—0DHNEEZERTEFSLSIC. DCOMTCP LU
T7A7 4= ILIL—I%=BRTET T,

EROFIR

T AL TR BERREEIREOMREE . T/ EREHTIBEBOABEET > SL— %
FALT. FROI—Y—ICEAZSERITTIE . COMHBORTIR. BRIV 0
HIFR) GERRMETONT« 2 ERLT. IHHELI— Y —DJIL—TIHIRT ZRELH D £ 7,

| Ext Module
Enolmert Agerts | Audtng | Aecovery Agents |  Secuy

For more information see Delenated Enroliment feents)
(# Do not restrict enmliment agents
() Restnct enmolmant agents

Enrolment agents:

RUS—EZa—-ILLER
BELEMETIR. WXZLtEF¥2 VT ES2—LEERL T ERBORTEEHE S MEET
EFT,

FASEIE
FASICIZWL DD DX a2 ) T #BERDH D £,
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ACL%Z /L CStoreFront, 1—H'—, VDA% §IBT B

FAStEEX a2 T4 EFTILORNDIE. EDKerberos7H Y D EREICT VA TE W 24T S
T,

TIRCARG Z— A

StoreFront [IdP] N5 DKerberos7 AT Y b, A—H—H
ELLLEREECNI-CeE2EETS7-DICEHE
INTVEY, ChboD7AT>Y hownwgnh
PMEETNTIBE. FASOBRRICK > TS
Nred1—4—ICx L CEERAEIMER SN, (F
AEh3ugedndsh £9,

VDA [Relying party] g, EERECMEF—ADTIEIN
HFRITNTWEYT Y TY, IdPICK > THYS
SNFERBHR/N\NVRILBRETH B0,
CDTIN—TAHDEEENIVDAT HT >+
N AT LZHRETEZEHIIESNTVE
ER

d—tf— CODFTaviE, dPICE&>TT7H—+TE
21— —ZHEL £, FEAKED THIBRT
TEH/RI—> b BERA T aVER
FTBRLIEFRLTLLEST L, — RIS D
2 MMIISIEFIET NIV DI ZEDHB
CEBEOHLEYT, CNIckh. BEINE
StoreFront7 ho > b HEKDEVWEELANILIC
FEERRSEZ e EBRTEY, IS, X
A VEBETHT Y MEITDACLIZK > TEHFHA
INTIFBRD EFHE A

=LK

B DI L 7=Citrix Virtual Apps™ Z 7= |&Citrix Virtual DesktopsBRD B LFASH —N—1>7 5
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ARY FO—RDORERI A MIDOWTIE FASARY O HEEBBLTLIEEL,

FASAILZRAR> b

MUTFDARY ME FASHU—EXDNEETHEIHNESHZRLFET,

14 R Y —XI|Z Citrix.Authentication.Federated AuthenticationService T,

IRV b+

[S003]

[S022]

AREFTFI L

BIRE {0 X > T
FURE—R%E [{1)]
ICERTE

EEE [{o) B’ A>T
TURE-—RZEAT

ICERE

kA

FASH—E XH X >
FFYRE—RICE
TLI=D. FFlEX
VFFYRE—RH
SEREINF LT,

FASH—E XD X >
FFYIE—RHS
BRI NE L7

p=3

XVFFURAE—R
FlE. FASH—/\—
(=270 Vay ke 2§
VIERTEFE
Ao

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 A%
THAEBETTY,
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[S023]

[S123]

[S124]

[S413]

IRV b+

ARV FFER L

EEE [{0]] IC£B X
VTFTFUVRE-FD
T URE

[upn: {0} role: {1}]
[exception: {2}] DEE
BAZE DRITICKEL
FLI

[upn: {O} role: {1}] D
SERRE % [certificate
authority: {2}]

[exception: {3}] TH
TTETFHEATLL

AEREEERE OB MER
[RAEDHE<EINE
3 (&D{0}H) . it
BAZE DFFH: {1}

A

FASH—EZH A >
TTYRE—RICK
EENF LT

FASH BRI T
BCAOVWENHI—
H—SEERZE D FEITIC
BIh LARH o735

B, CDARYME
[S124] DBICHEEL
£9, F0a1—H—
DVTINTAF
JNEKRBLET,

FASHEE SN T-CA
h 51—t —FEEE
ZzERLELD LK
EEIC. IS—HHE
£ LF L7 FASH
BEOCATHER TN
TW35HE. FASIE
BDCATEREZHIT
LY,

CDARY M
FASEGREEERE D H
SHERBR A DLV T LY
BEEICERNICE
BEnExd, 774
JL Tl &EZEEER
EDEMHARA30H
LATH 358,
Ny MMIBHERSE
nx7,

p=3

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 H*5
FIFA A A,

CDARY MIE. 18
MENTWEIART
DCALBEEE L TLVAR
WCezrRLFEY,
FASHHSM%E R
B3LDICHEEINT
W35E. HSMA
HEL TULVARLETEEME
HRLET

CDARY ME. CA
HIBERE L TULVRLY
h. FriFERTE
RO xERLTW
ZOJEEMDH D F
9o FASHHSM% fF
BI3L5ICEBRS
NTWL3HE. HSM
H#EEEL TULWARLE
BEEMBHRLET, fl
. BEORERZ
BETZDICKRILE
7,

BITE DERE 1.
cmdlet Set-
FasRacCertificateMo
nitor Z A L TH
BTEFY,
lPowerShell
cmdlet] ZE8RLT
<TEEW(ljasjp/
federated-
authentication-
service/2311/config-
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2 ARV EFER b
[S414] SREEEERAE DB RNER
BRAWINE L7z, EE
BAE D FHE: {0}
937 RERFASTRY

A

FASEREEEEFAZE DA
SHERBR AN S &
ZDAIRY MHEH
BICERINE T,
T7AIETIE C
DARY ~MMIERE
RENnEd,

p=3
manage/ps-
sdk.html).

BEHAR AN B
Y. FASIZFL L
d—4%—JREZ &
RTER<ARD, &
YIONYA TN
KM LD ET,

Citrix Cloud™ TFASZFEARAL TW3BEa. UTDARY MME. FASH—EXDWEETHZIHES

NMerLEd,

14 R kY —2X|Z Citrix.Fas.Cloud T9,

IRV b+

[S012]

[S013]

ARV RFFZR R

FASH — E XX Citrix
Cloudhs5D >4

WA >FICHIA
BJgET T

FASH — E X & Citrix
Cloudh*5mD> >4

WA >FICFIA
TEE Ao [(0)] 5
oW TlE. EIE
a2y —)LTHESET
D

A

DAY ME.
Workspace (D£bD
Citrix Cloud) H*5®
SV F Y
HEREL TWVWBIET
THdrERLE
ED

ZDARY &
FASH'Workspace

(D % D Citrix
Cloud) 5D >
TINGA T %R
HTEHVWIEZER
LET, Xvt—2
Il 2T A
> F hBEBE L AL
EargEntunx
ED

p=3

CDARY L ERET
I BHIIC. FASIE (1)
BRINhTWEC
Ew Q AVTFUR
E—RTIEHWC
. BL U (I) Citrix
CloudiZ#Efi N T
W3Rz L%
ED

FAS|ZCitrix Cloud\
DKL T = HE
BLET, okt
lF. XYy bT—=0D
FEGPIOFY

F—N—DEHRZ A
TRA LK) =%
. TEIFELERH
THEATlIEN3 C
ERBODET, D
Fa. IRV ETE
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IR b ARYEFTHFIH A

X2V TF1ARVH

p= 3
Z M TService is
not connected to the
cloud] ERREINF
T CHUIBEEDH
fETHD. FASKET
< [CCitrix CloudA
DOEFZEEEIIL KL
St LET,

RDANY MMEC REBRIY T4 T4 HFASZFRALELS Lt ZRLET,

4R Y —X I Citrix.Authentication.Federated AuthenticationService TY,

1RY K ARV FFEZF

[S001] 7 REE: 2A—H— [{0})]
l¥AdministratorsZ JL— D
AN—TIEHO FHA

[S002] Tt RIEE: A—H— [{0}]
IEO0—JL [{1})] DEEETIE
HOFEFLEA

[S101] H—/N\— [{0}] IE. O—JL
[{1}] TID% 74— kg 3R
HH 0 Ao

[S104] H—/\— [{0}] IZUPN [{1}] ®
TH—MIEKBLELE
(UPNIZO—JL [{2}] TFH]
TNTLEEA) ©

S

FASOBERZRRXIITIEE
L&SeLFELEEA. FUH
LTTIZFASEIBECIZH D £
BTATLT .

FASIL—ILDBRERRNE T
IFEELKLSCLELED
EOH LTHh FASEIEE T
HOFLBATLT

dA—H¥—IDZ7H—hrL&LD
CLELED. MU LIS
X EDIERD DD FH A
FASIL—ILIBR TEFRI ST
L\ StoreFront™+ — /N —
(BLUZET 3581

Workspace) D&HH1—H—
IDZE7HY—bTEET,

dA—Y—IDZ7H—hrL&D
LELED. FASIL—ILIE
BIc->TaA—HY—TFThHoY
EHEFRIESNTULEH A,
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ARY ~ ARETEI B

g{l{l

B

[S205] THEEET VL ANEST S VDADFASTY VI L1 >
NELL-HUELTTAY FrEERIFTLELSELEFLE
>k [oy lE. JL—=IL[{1}] @ H. FASIL—ILIBRICHRE ST
A SN EEETIEH VDAIZEFRI TN TV EH Ao
b FEt A

FASTRY kO
ROFKIE. FASICKE>TERINDZ AR OJIV MID—ETT,

BEARY
IN5DANY MMEL FASH—N—DBRZEEICKR L TAOJICERINE T,
aJ31—k
[S001] 7727 & RIEFE: 21— — [{0}] IEAdministrators 7 IL—F DAV N—TIIH D FHA
[S002] 72 RIEFE: 2 —H— [{0}] IFO—/L [{1})] DEEETIIHD FHA
[S003] BEE [0 AV TFYRE—RZ (U ICRELTVET

[S004] BIEE [{0}] HCA[{1] BT > 7L — bk [{2} and {3})] ZER L TEREEEEZE#ER L TWL
x9

[S005] EIRE [{0}] H'CA[{1)] DIRIEEMIELTVET
[S006] EIEE [{0}] NEEPREER [{1})] ZIER L TLWET
[S007] BIRE [{0}] HEERAEER (1] ZEH L TLET
[S008] EIEE [{0}] NEIPAEER [{1})] ZHIFRL TLWET
[S009] BB [{0}] HIL—IL [{1)] ZERLTVET
[S010] BIEE {0} MIL—IL [{(1}] ZEHFH L TVET
[S011] EIEE [{0)] HIL—IL [{1)] ZHIBRL CTWE T

[S012] EIEE [{0}] HYEERAZE [upn: {1} sid: {2} rule: {3)FERREER: (4} tFXxaUV T AV TF A b
BN ZEHRLTWVWET
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AJd—Rk

[S013] EEE [{0}] H'EEEAZE [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}] % Kl
PRLTVWEY

[S015] EIE#E [{0}] HFEEREZEK [TPM: {1}] Z/FRLL TWVWE T

[S016] BIEHE [{0}] WEGREIFAE Z 1 > 7R— b L TUL X 7 [Reference: {1}]
[S022] BEE [{0)) AV TF Y RE—REATICRELTVET
[S023] BEEE [0 A VT F Y RAE—REAVICKRELTWVWET
[S024] EIEE {0}] B RTLANILZAEZZ—%#BELTVET

[S025] BIEE {0} Y RATLNILAEZR—EHR/ELTVET

[S026] BIEE [{0}] HRASEEAEE=-X—ZREL TVET

[S027] BIEE [{0}] RAGEFAZE=Z4—Z Uty FLTVET

[S050] BIEE [{0)] BV 57 REBREER L TWET: [{1}]

[S051] BIEE {0} 'V 57U RERZEH L TVET: [{1)]

[S052] B ({0 'V 5T REBREHIBRLTVWET

[S060] BIEE ({0} U TV REFRZERLTVWEY, 1 VXFV R {1}

[S060] BIEE (0] "R A LI MRS RA I TURERZERLTVWEY, 1 XZV {1}
CloudServiceUrlFormat: {2}

[S061] BIEE (0 WU Z T RBRZTTLTWVWEY, UV —XDIFFR: {1} IL—IL%&: {2}

[S062] EIEE {0 BV 5V FERZETT LE LI VY —RDB: {1} {2). JL—)L%: {8} &
E: {41 (5D

[S063] 7 T REFRHFICKRSIT 7 —hREL £ L7 HISME {0} TLE

[S064] 750 FERPICABELIS—DNRELE L. HISMNT {0}
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aJa—Fkr
[S401] #BRD 7 v T L — K ZZE1TH - [From version {0} to version {1}]

[S402] T 5 —: Citrix Federated Authentication Service (& Network Service & L TRITE 2% EH
& D £ ¢ [currently running as: {0}]

[S404] Citrix Federated Authentication Service 7— X2 X—X Z@HIIHEELTWET
[S405] LA R UDBST—ER—ZADT—EBTHRICTZ—HIFEELF L7 [{0]]

[S406] LA R UDST—ER—ZIANDT—2BITHART LELE (F - —GAZIERITT
nEtA)

[S407] T—AR—ZDBRCFET 37D, LYZXMNIR=ZADT—RIFT—EZR—=XIIBITIN
FHATLLE

[S408] #EBZ A>T L— R TE £EA -- [From version {0} to version {1}]

[S409] ThreadPool M1&ERIZELIN L % L 7= - MinThreads H' [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3}] ICHAE I E LT

[S410] ThreadPool DHERICKI L % L 7= - MinThreads % [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3}] ICABTETEFEATLTe CNICED. FASH—N—DRX7—FE
71 ICHENE BN HD £

[S411] FAS H—E R ZRBAICT S —HEEL £ L7 [{0}]

[S412) D 7 v FJ L — RH5ET L F L7 -- [From version {0} to version {1}]

[S413) AGLEEEAZ DBEMHARA E D A <IN EF 9 F& D {0} B). FERRE OFFME: {1}

[S414] FAEBFEBHE D BREARM N £ L 7o, FEERE DFHM: {0}

[S415] FRELEEBRZE DRESENTT T LE LTz {OMFOREN OV ICEIREINE L, RORBESRIL{INS
FETNTVETD,

D7Y—> 3 YDOER
CNEDAIARY M. BN —N—HA1—HF—O5F>EF7H— kLI FIo. FASH—
N—TEFBICOSICERINET,
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AJad—k
[S101] Hr—/N—[{0}] I&. O—JL [{1}]] TIDZT7H— ~ T RIERHLH D FHA.
[S102] #—/\— [{0}] IFUPN [{1}] D 7H— ~ kB L & L7z (B4 {243))
[S103] H—/\— [{0}] IFUPN [{1}] SID {2} ZEK L £ L 7=’ RFRFERIFZSID {3} TL 7

[S104] H—/\N— [{0}] IFUPN [{1}] ®7H — MK L £ L7 (UPNIZO—JL [{2)]] TEFHINTL
FEA)

[S105] H—/N—[{O} IFIDF7H—> a3 >ZHTLEL [upn: {1}, role {2}, EF¥ a7 OV TFR
b {331

[S120] sEERAEEFHITLTWE T [upn: {0} role: {1} X a U T aAVTF X +: [{2}]]
[S121] [upn: {0} role: {1}] |Z [certificate authority: {2}] IC &k > CEERAEARITEINE LT,
[S122] & H—N\—DNBEEIREETY [upn: {0} role: {1}[19HT=D D) I T X M {2}
[S123] [upn: {0} role: {1}] [exception: {2}] MEEEAEZE DFITICHKEL £ L 7=

[S124] [upn: {0} role: {1}] DFERAE D HFHTIC [certificate authority: {2}] [exception: {3}] TLBL £L
TCo

HIMYHEZLr LTHET S
NS5DARY MMEL VDA I——%O5F > T2 SIS FASH—N\—TERITEICOJ I
SN E I,

aJ3d—k
[S201] KB HZFEE [{0}] IF/NRT—RICTIVERXATEEE A,
[S202] IHMLE FE [{0)] IFEERRAEICT7 VR TE FH A
[S203] KHLHEE [{0}] IFOT A VCSPICT IV ERATEEEA

{4} IS L > THEEE S N/=. O—JL: [{2}] [Operation: {3}] D [upn: {1}] DOJ # > CSPICT7 VAL
TUL\3 [S204] KH#LEEZE [{0)]

[S205] RHLEEED TV ADERTEINE L -FUOHLTT7AT Y b [{0)] 1&. JL—JL [{1}] DFF
AEINEKIEEETIEIHD FEA
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[S206] FO'E LT 7 HU > bk [{0)] XN EETIEIHD FHA

[S208] M IIZIED KB L & L 7= [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4}
{5}]-

v a YREERASY —/N\—
NEDARY ME A—HF =Dty a RNIBEZFERT 5 & FICFASY —N—|COFIC5
mEINE,

aJ3d—k
[S301] 77 £ RIEE: A—H— [{0)] IHMRERAY— b H—RADT I IELHD FHA
[S302] 2 —1'— [{0}] AREARRE X< — k71— K [thumbprint: {1}] #EXKL £ L 7=
[S303] 7V REE: 1 —H— [{0}] IFRBRAT—FH—F [upn: {1}] e —H L FEA

[S304] A—H'—[{o A OAVEa—2—[{2)] L TFOT S L [{1)] ERITH. T5ARXR—rF—ig
€ [{6})] DT=DITIRFE AT — k73— K [upn: {3} role: {4} thumbprint: {5}] ZFEAL TWEX T

[S305] 754 R— b F—12fEHKLBIL & L 7= [Operation: {0}] [upn: {1} role: {2} containerName {3}
Error {4} {5}]-

FASPH—23a>FST10>
CNEDARY MIFASTH—> 3> 7S04 vic&-oTOVICETEREINE T,
AJ3d—k
[S500] FAS7H—> 3> F S04 VH M EINTULWEEA
[S501] R S NTIFAST7H—> 3> 7504 0% 0O— RTE XA TL T [exception:{0}]

[S502] FAST7H—> 3> 7504 >Hha— R EN X L7 [pluginld={0}] [assembly={1}]
[location={2}]

[S503] H—/\— [{0}] A'UPN [{1}] 7 — MK L F L7 (AT 4 VEHARE I N E L 7eh
T3040 2] IEEFNEHR—FLTVEHA)

© 1997-2026 Citrix Systems, Inc. All rights reserved.



JITL—Y3VEEEY—EX

AJd—Rk

[S504] H—/N— [{0}] B'UPN [{1}] 7 — MMIKRBL F L7 (AT 4 VEHLAREINF Lol
B ENIFASTS I 1 VhH b £HA)

[S505] ' —/\— [{0}] B’UPN [{1}] D7 — MZKBLE L (FZT71Y (2 B RT—2 X [{3)]
EXyE—2 (4 TOTF VAL ZIER L F L)

[S506] 75410 > [{0}] I&. H—/N\—[{1}] 'S5 UPN[{2})] AT # Vitilx X vt —T [[3) c &
BICZIFANELE

[S507] H—/N\—[{O}] IEUPN[{1}] D7 H—FMZEBMLEL (71> {2 DXV v K [{4)]] D
RITHRICHAN BN ERO—-LELK)

[S507] H—/N— [{O}] I UPN [{1}] D7 H— MIEKBMLELE (71> 2] DA {3 = X
O—L%xL7%)

[S508] ' —/\— [{0}] I UPN [{1}] ®7H— MIKBL X LT (77t RUEARBEINT LD
T304V 2] BENZYR—FLTULWEEA)

[S509] H—/\— [{0}] & UPN [{1}]] 7B — MK L XL (PO AEBENREINF LA
B EINIZFAS 7350140 HD £EA)

[S510] H—/N—[{O}] IF UPN[{1]] D7 H— MZEKBMLE L (O RMIBIZ TS0 10> [{2)] I
SO TEYPERBRINELTR)

Workspace ¥ FAS
FAS 7' Workspace £ EBICFERINBZEZE. CNoDIRY MAOJICEEERINE T,

m b bl
[S001] Citrix Cloud 585E = — [fas id: {0}] [old key id:{1}] [new key id:{2}] zO—F—>3 > L Ff LT
[S002] 757 RHR—bFEZa—ILAESHLTWET, FasHub 7 F 7 RH—E X URL: {0}
[S003] FAS h'U 57 RIZEEFRINE L 7 [fas id: {0}] [transaction id: {1}]
[S004] FAS |37 57 RADBEERICKE L % L 7z [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS |FIRTEDEMZ 7 7 RIZiX(E L £ L7 [fas id: {0}] [transaction id: {1}]

[S006] FAS |FIRTEDERZ 7 7 RISEEFETE FEATL T [fas id: {0}] [transaction id: {1}]
[exception: {2}]
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[S007] FAS |37 57 Rh 5B &R I N E L 7 [fas id: {0}] [transaction id: {1}]

[S009] FAS |37 T RH 5 DB ERERFRICHKE L £ L 7z [fas id: {0}] [transaction id: {1}] [exception:
{211

[SO10] FAS H—E RIFVZT R X ytE—T > J URL ICEFKISNTULWET: {0}
[SO11]FAS H—ERIZIV T T RICEHRINTULEEA
[S012] FAS #—E X & Citrix Cloud D6 D I I A VA VICHATEEXT

[S013] FAS #—E X (& Citrix Cloud 5D Y J IV A A VKB TE £ A [{0)] FFICD
WTlE,. BEBOYY —ILTHESRTEEY

[S014] 757 R —EZXADFEUH L <service name> [FEHM L % L 7= [fas id: {0}] [transaction
id: {1}] [exception: {2}]

[SO15] MEOUME L ehEFRf ST LW ALz, Citrix Cloud 5D X yE—IhJOv o snEz L
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] 75 R —EZXADHEUH L <service name> [IFINL £ L 7= [fas id: {0}] [transaction
id: {1)]

[S019] FAS |30 57 R 518z 4~ > O— R L % L 7 [fas id: {0}] [transaction id: {1}]

[S020] FAS (37 57 RD S DDA 7 > O— RIZKEL £ L7 [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] 75U RHYKR—hEZa—)LDEIKEKL F LIz, FIH: {0}
[S022] 75U KRB R—bEDa—ILEFELELTVWET

[S023] Citrix Cloud REEF —DO—7T—> 3 VKM L £ L7 [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]

[S024] Citrix Cloud E2sEF—DO—7—> 3 % BE L TLE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] C D —E XDEZEEF — I Citrix CloudIZTETE L £ [current key: {0}] [keys in cloud: {1}]

[S026] C D —E XDELEEF — & Citrix CloudIZ#ETE L £ A [current key: {0}] [keys in cloud: {1}]
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[S027] Citrix Cloud F88EF¥— DA ML —SFEHKZE 7y FJL— R L % LTz [fas id: {0}]
aOJg#>
N5DARY MME. OJ 7 VERFETVDAICEEERINE T,
aJa—Fk

[S101] ID7H—>3>OdFVICKBLE L, B IhAaVnWI 7L —2 3 VESET —E X [id:
{03

[S102] ID7H—>a>OdF VICKEML £ L7, {0} DSIDZRETE £ AT L7z [Exception:
{1K2}]

[S103] ID7H—>a>Od A IckBLF LT, 2—H— {0} DSIDIE {1} TIH. SN D
SIDIx {2} TL T

[S104] ID7H—>3>Od A KB LE LT 7 7L —2 3 VERRET —E X {0} ANDIEHIC
L & L7z [Error: {1} {2}]

[S105] ID7H—>3>Od 4>, O F > LTULWE T [Username: {0} Domain: {1}]

[S106] ID7H—>3>OJ 4>, \nnT7 7L —> 3 VEREE—E X {0p\n\nA & # >R
[Certificate: {1}]

[S107] ID7H—>3>O0F KL £ L7z [Exception: {0}{1}]
[S108]) FREE 7 H—> a3 > TS X7 Lo 72Vt XIEF [Caller: {0}]
1oty a VilAE

N5DARY ME, A—H—H1>tyv S a itBBEDFERZEIT L TICVDAICOY R
INEJ,

Ay -k

[S201] IREEZAVY— kA — R 72Ut X [{0}] IC& 2T [PID: {1} Program Name: {2}Certificate
thumbprint: {3}] D7=®OICEEINFK L

[S203]| (RIEANY— b H— R YT X FT L 721 RIEE [caller: {0}, session {1}]
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[S204] RAEAY— b H—RHY T AT Lo AX— b A—RHYR—EDEMAEO>TVWET

BEFAEERE X —RT DERK

INEDARY MMIL FASH—N—DMELNILOESHRFEZRITLICEICOJICREINE
ER

Osad—Rr

[S001] TrustArea::TrustArea: - > X b —JL I N 7-5EBHE [TrustArea: {0} Certificate {1}
TrustAreaJoinParameters {2}]

[S014] Pkcs10Request::Create: PKCS10E K%z {ERL L & L 7z [Distinguished Name {0}]

[SO016] #AZ B :ERK [Identifier {0}MachineWide: {1} Provider: {2} ProviderType: {3} EllipticCurve: {4}
KeyLength: {5} isExportable: {6}]

[S017] #ERIEDHIBR [CspName: {0}, Identifier {1}]

m B Bl o
[S104] MicrosoftCertificateAuthority::GetCredentials: {0} EHE 9 2¥REHH D £
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest J&& Dix{E L > — [{0}]
[S106] MicrosoftCertificateAuthority:: SubmitCertificateRequest sEFAZE A FITS L E L 7= [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &F3#F 5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

IV RI-H—DIS—XyE—
CDEI 3> TlE WindowsAJ 4 > R—=IDTA—H—IIRRINDZ MBI —Xvt—
Ve—EBRRLET,

RACNEIS—RAytE—2 HEACBR

|- —ZF=IF/INRT—R AV a—2—3BEWRRE r MEEE
FoTWBEERE L TWLWEIH. Kerberos K
XAy bO—S—hWERZETLEL
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RIS —RXRytE—2
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YL&Ed, Thilid. Office 365k & DMDAzUure 7 7V r—23>H3FNFE T,

O—#1 351 X &N izEfR(/en-us/federated-authentication-service/2311/media/fas-azure-appls-

access-page.png)

F—%FOF v

CDT7—FTIFvid. KOLERY FD—U%AzureITREICEHE L. Azure AD¥Office
5B EDTRFOI IO RT/O—ekalxd, TR A—H—FIRTYUE—FT—H—
CRBIN T4 XAV TRy FEICVWBEWVWSEERIEH D £E Ao

CDETILIE. Azure AD Connect@EEADN 1 > 2 —F%w MEBE TAzurelZ 7)) woTE 318, BIfF
DAVTLIRADRATLZEFEDODREICHERATEE,

O—#1 34 X & izEff(/en-us/federated-authentication-service/2311/media/fas-architectures-

azure-ad.png)

WRIET 7470+ — )L TRESNTLAN E KerberosINTLMERSE CH o Fc 2B FER > VI )L
HA YA NE COT—FTIF v TIIAZUreNDTLSER E SAMLICB I ] 5N E T, FLL
H—E XI&. Azure ADICEBINS BAzure 7 77— 3 > & LTHEEINE T, Active Directory%
MB35 EFEOT7T)r—2 3> (SOL Serverm—AR2AR—27% ) &, Azure Cloud Service®
IAASERS) TI2ZE D Active Directory Server VMZEER L TRITTEE T,

A—H—DREREDT7 ) r— 3 V% L&Y % L. Citrix Virtual Apps and Desktops™ 23587 7 1)
T=2arEFERLTT7I/ERENET, TEIFHEEDT S 7— 3 >IE. Microsoft Edge
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DTN GA AR FER LT, 22— —0DAzure 7 ) 5= g o R—SEELTHERET
NE 9, Microsoftid. Azure7 7V —> 3> %FIE L TEFHTE SAndroidd LVIOST7 T HIE

HLTWETD,

DNSY —> DYERR

Azure ADTIlE. BIEEN/NT V) WIDNST7RLRAZZFHR L. KX T4 v I XDEFEYY —
VEHIEILTWARERAHD 9, CNZETOICIE. BIEEIZAzure DNSY — > #gE%#{FRHTET %
ER

ZDOHITIE. DNSY —> 4 citrixsamldemo.net Z{ERAL £ 95

Essentials -~ 2000
Flesource group Mame seneer |
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDN ns2-01.azure-dns.net.
Subscription ID Mame server 3
df22436f-d4f9-46ae-beTb-6479cdaeefca ns3-01.azure-dns.org.
Mame serser 4

nsd=01.azure-dns.info.

MAME TYPE L WALUE

ngl-01,8zure-dns.com,
ns2-01.azure-dns_net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ M5 172800

Ermail: azuredns-hostmaster.microsaoft.,..
Hest: ngl-01.azure-dns com.

Refresh: 3600

Retry: 300

Expires 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrisamldemowesteuropecloud... .,
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a>Y —I)LIZIFAzure DNSER— LY —N—DEFIDRRINE T, TNHSIE. YV —2DDNSL Y
ZARSDONSITY ) TBETZUNENHD XY (B citrixsamldemo.net. NS ni-01.azure-

dns.com ) o

AZure CTEITEINTULBVMADERBRZEMNTY %3Ba. VMOAzureEEDNSL J1— RADCNAME
RAVE—%ERTRIDOINRLBEETT, VMDIPZRLANKZEEINTH. DNSY—>T 71l
FEFTEHIINEIEHD FH A

CDEMTIZ. AEBEELUTANEBDODNST7 KL AT T4 v IRADB—HBLET, RXA1F
citrixsamldemo.netT. X1 w +DNS (RERHIIC1£10.0.0.%) ZFEAL T,

Web Application Proxyth —/\—% 8889 % [fs.citrixsamldemo.nety T> FUZEBMLEYd, ch
lF. CDY—>DT7xz7L—>3 > —EXTY,

959 RY—EXDER
ZDFITIE. Azure TEITINTUVWBADFSH—N—% ST ADEREZ SO CitrikBEZEBR L £ 7,
lcitrixsamldemol ¥ WS EFIND T 5T R —EXDMERINE T,

URL

@ WEE APP ’ QUICK CREATE .
ctrixsamldema

JLloudapp net
VIRTUAL MACHINE ﬁ CUSTOM CREATE cloudapp.ne
REGION OR AFFINITY GROUP

E MOBILE SERVICE West Europe w |

| @ | CLOUD SERVICE

ﬁ EEI BATCH SERVICE

CREATE CLOUD SERVICE

Windows{RAE < > > DIERL
2579 R —E X TEITEINB5DDWindows VM% {ERK L & T

« B XA >1> kO—7— (domaincontrol)

e 72a—)L J%7 bk ADFS H—/\— (adfs)
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« ADFS Web77 27t X 70O%F > (Web Application Proxy. KX >&f0% L)
« SMNIVYIRAN=F¥IILT7FTVr—2a A T7YRTROMy I FIUN)—aY  O—-5—
« Citrix Virtual Apps and Desktops RFEBEZET— = > b+ (VDA)

O—#1 34 X &N izEfR(/en-us/federated-authentication-service/2311/media/fas-azure-create-

windows-vms.png)

FXA>> b O—5—

« 12X DActive Directory &R (Z DHITIX citrixsamldemo.net) ZER T % /=8 (. DNSH—/\—
C Active Directory R XA U —EXDKRENZEBMLET, RXAVEEHET LIS,
Active Directory SEEREHY—E X D&EIZEML £ 95

s TAMHDBEEDI—Y—THT > (fl: George@citrixsamldemo.net) Z{ERL L £ 9%

o COH—N—IIREDNSZERITT B8 TRTDH —/N—|IDNSERDF=DHIC DH—/N—
FBEBIINEHNHD £, 1. Azure DNSRRER—IHHSRITTETE I, GEHICOWV
TIdF. CORFaXYFDMHFRZERLTILETLY, )

ADFSO> hO—F—EWeb7 7V r—3>7OF > —/N—

o ADFSH—/\—Z%citrixsamldemo R XA IZEBMIE £ J, Web7 FUr—>a>7Ox>
Y—N—IIBE NI — 0TI —TICHE L TERENH Z7-6. ADDNSICDNST7 KL X
EFHFTERLET,

o« ZN5DHY—/N\—TEnable-PSRemoting -Force A< > R L v h%& 34T L. AzureAD Connect
V=D DT7AT I+ LIPS E— MLUIBZFFAL X7,

Citrix Virtual Desktops™ 5 1) /\)—> rO—5— ¥ VDA

« 5% D M25 DcitrixsamldemolZ B 10 L TLVBWindowst —/X—|Z. Citrix Virtual Apps % 7z &
Citrix Virtual Desktops 7 /N =Y hO—5—M™MYVDAZA VA M—=ILL T,

REDNSZ R T 3

RXq>a>rO—5—04a VX h=)LENF%. DNSH—/N\—% A L Tcitrixsamldemo.net®
NERE 2 —%MMIB L. AEBDNSH —/N\— (): 8.8.8.8) ADT #T—4H—r L THEESEE T,

A—7 7 1 X & N7-Ef&(/en-us/federated-authentication-service/2311/media/fas-azure-config-
internal-dns-dnsmanager.png)

BLI—FrEEMLET:

* wap.citrixsamldemo.net
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» fs.citrixsamldemo.net

 enterpriseregistration.citrixsaml.net

Azure TEITINTUVB ITARTOVMIEZ. TODNSH—N—DAEFERATILSICHERTIHNEN
HDFET, I XY FT—IAEZ—T A ADGUINSRTTEET,

Essentials ~ fetid) J,\ O DNS servers @
PN Custom DNS
Resource group Private IP address
citrixsamldemo 10.0.0.9 SUPPORT + TROUBLESHOOTING
* Primary DMS server
Lacation Virtual netwark/subnet
West Europe t {emo/default W Auditlogs » | 10,0.0.5 v
3 o
& Mew support request - Secondary DINS server
on D
d4f9-46ae-be7b-6479cdaeefca
GEMERAL
Attach o
e Properties >
Al 35 =2
@ P addresses >
B8 DNS servers >
& Network security group >

T7#I)L ETIE. RERIP7 KL X (10.0.0.9) (IBWVICEID HTENE T, IP7RLAKREEZFEAL
T IP7RLRAZXKGMICEDY TR ENTEET, CE. Web7 FU—o3>7Ox%Y
Y=N—CRXA>OAbO—F—ICR LTEITITIHNELRDHD £,

NEEDNST7 R L 2R &8 T3

VMAEITEINTWBIHBE. AzureldVMICEID B THENTEIRED/NT ) wIIP7 RL XA EIETHE
DDNSY —>H—N—%#IFLF T, TNid. Azure T 7 )L F TREVMOEFHRFICIP7 KL X
HEDYTE=-0. BRICT S EEFRIERET,

- DomainControl8733 S Configuration
Peas ic IP 3 e Dom: il

H X

& AR O Eccentials ~ & AR O Assignment

Y -
SUPPORT « TROUBLESHOOTING
IP address @
Location . P
B Auditlogs > 13.94.252.54

wiest Europe

! it ! S Mew support request 5 ldle timeout (minutes) @
on ID 4
-tl4fg-dGae-beTh-6473cdaeefca
GENERAL
gs >
Properics > steurope.cloudapp.azure.com
Il settings =
& Configuration b}
id tiles
®

RESQURCE MANAGEMENT
Edit &# Tags
& Locks

o Users

R R

B} Eqort template

ZDFITIE. KX >332 kO—F—IZdomaincontrol-
citrixsamldemo.westeurope.cloudapp.azure.com& WSDNS7 FL X ZEID HTX Y,
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JE—FMBENTRT ITDL. Web7 U —> 3 >FOF 2 LCitrix GatewayDVMD HHY/N T
Dy OIP7RLRAZBMCTZRENH S CITEFRELTLIEETV, (BEFIE. NTUwIIPT
KL ZADERBADRDP 77 XICEAINE ),

EXaVToTIN—T 28RS

AzureZ7 2 R, EFal T4 JI—T=Z2FERALT 1 >F =Xy bHBVMADTCP/UDPT &
TR TR T7AT7 A= IIL—INZEEBLE T, 774N ETlE. TRTOVMARDPT7 It
Az L X9, Citrix GatewayHS K UWeb7 U —> 3> 7FOF 2 —/N—H. /R— 1443T
TLSZHRI I B2HENDHD X,

ork se ~ e,
letscaler
SUPPORT + TROUBLESHOOTING ORT + T
H Auditlogs > B Auditlogs >
& Mewsuppert reg > 5  Mew suppert request >
~46a
ssssssssss
3 2
Prope > Prope >
B 1P addre > Inbound security rul >
& ons > Outhound security rul les >
@ Metwork ity group > B Metwork interfaces bl
Subnets >
RESOUR: T

ADFSEFEHEZER T 3

MicrosoftsEBE#4REE TWebY —/N—SEBBE TV L — 2 BMICLE T, TNICED. h AR L
DNS7 RL ZZHFDIREZER L. px 7 7 M ILICTVRAR— b+ (ME#REFL) TETEXT,
ADFSH—N—Web7 U r—>3>7OF > —N—0O@EAICCOIBEZ I VI L—ILT S
REWRH DD, PEXT7AIDHREEINZ A T3> TI

UTFOH 7oy b TWeb T —N—FEREZHKITL £,
« JEVX—L:
o adfs.citrixsamldemo.net
- ¥V MBS

o * citrixsamldemo.net
o fs.citrixsamldemo. % k

o enterpriseregistration.citrixsamldemo.net
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5 L1}

@ Consolel - [Co
File Actien V )
& Fie 2\ subject | General | Extensions | Private Key | Certification Autherity
- * .4 i =l Certificate Enrall The subject of a certificate is the user or computer to which the certificate is issued. You
] P
[B Cansole Root can enter information about the types of subject name and alternative narme values that
4 G Centficates (L can be used in a certificate.
4 7 Personal Request Certificatd’ | ¢ piect of certficate
= i The user or computer that is receiving the certificate
__ == Certifig You can request the fiol P 9
b [ Trusted Re click Enroll, Subject name: : :
b [ Enterprise Type: CM=adfs citrisamldemno.net
b Intermedig |
. on n
b (2 Trusted Pu [] Cemputer |£orn an name
= Value:
¥ :' Un‘_trustbd [w] Web Server
b ) Third-Part 2 Moreinfo |
b [ Trusted Pg : Alternative name:
b7 Client Aut The following opt T
b= Remote D¢ EeyusagE e * citrisamldemo.net
b ] Runtime_T] St |DN5 fs.citricsamidemo.net
b L] Smart Card iy B Yalue: ent istration.citrisam
- Valid od
I [ Trusted Dg ity pen |
[[] Show all templates

FEEREZ. NRAT— P TRESNIMERZIO Tpix 7 7 MIILICT IV RR— b LET,

Azure ADZtY N 7w T93

Dt 3> TlE. FILWAZUre AD1T XX X%t w k7w L. Windows 10% Azure AD
ICBMEE3OICFERATEZ - —IDEEM TS 7O RICDWVWTEFELCEHBAL XY,

FLOTALIMIEERT S
U5y UAzureR—2)LCOTF Y Ly HLWT 1 LY MU ZERLET,
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Add directory

DIRECTORY
Create new directory

MNAME
CitrixSAhLDemo

DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

TTIBE BER-—IDPRTINET,

O—#1 54 X & i-EfR(/en-us/federated-authentication-service/2311/media/fas-azure-setup-

azure-summarypage.png)

JO—NIILEEREI—H— (AzureAdmin) ZERRT 3

Azure T/ O—NILEEBEZERL (ZOHITIX
AzureAdmin@citrixsamldemo.onmicrosoft.com ). TLW 7 AU > bTAJF > LT/INRT—

FzRELFT,
O—#1 54 X & i-EfR(/en-us/federated-authentication-service/2311/media/fas-azure-setup-

azure-userprofile.png)

R XA 2% Azure AD ICERT 3

T 7 #)L b TlE. 22— —I|E <user.name>@<company>.onmicrosoft.com DD A—)LT K
L ATHEBIETNF T,

NTHEMBRELRLTHELF TN BEERXDOX—IIL7RLI TEFNUUIIYRI—HF—0D
X=)VTHIYrE—HTBHDNEDBEYITY: <user.name>@<company>.com o

RAXAL>DBM77>avid. ZEBOSHOR XA D50V EAA LI %R ELEFT, ZDF
TlE citrixsamldemo.net Z={FEAL F I,
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VOGN A A DI-DIC ADFS 2R ET 2B AIE. FT Vv IRV IRZBHILETD,

O—#1 34 X & i-Ef(/en-us/federated-authentication-service/2311/media/fas-azure-setup-

azure-adddomain.png)

Azure AD Connect Z1 A b—=ILT 3

Azure AD ¥p% GUI W X 5w 7 2 |&. Azure AD Connect @ Microsoft ¥ 7> O— KR—JCUA
ALI7bENET, TNEADFSVMICA YR bM—=ILLE T, ADFSA a3V aFATES LS
IC. BBRETIIBRLKARRLLA A M=IEFERBLTLLIEETL,

O—#1 31 X & i-EfR(/en-us/federated-authentication-service/2311/media/fas-azure-setup-

azure-installcomps.png)
ADFS D7 xTL—>a3>s YN BGA A AT Iz BRLE T,

O—#1 54 X & i-EfR(/en-us/federated-authentication-service/2311/media/fas-azure-setup-

azure-usersignin.png)
MUEitEp LT BEE 7 U > b TAzurell#E#Hi L £ 95

O—#1 34 X & i-Ef(/en-us/federated-authentication-service/2311/media/fas-azure-setup-

azure-connect.png)
WERAD T # L X b & #IRL £ 75

O—#1 3« X &N i-EfR(/en-us/federated-authentication-service/2311/media/fas-azure-setup-

azure-connect-dirs.png)
IARTODL AT —Active Directoryd 72 =¥ bz Azure ADERHAL £95

A—#1 54 X &N i-EfR(/en-us/federated-authentication-service/2311/media/fas-azure-setup-

azure-domain-ou-filter.png)

T4 LY FUBENEMAIZEIE. - -2+ DIC—BETHBeH. OJA>931—F—
ZHEANTEEY,

O—#5 54 X & i-Eff(/en-us/federated-authentication-service/2311/media/fas-azure-setup-

azure-unigue-id-users.png)

TI7ANMDTAIINRI D TF T a>eRIFANDZD A—F— T NI XAZ2/EDTIN—T
Ty MMIHPRL & 9o
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O—#1 34 X & i-Ef(/en-us/federated-authentication-service/2311/media/fas-azure-setup-

azure-filter-users-devices.png)

WEIZRS LTy Azure AD/NR T — R % Active Directory Y BEEATE £ 9, CNI@E. ADFSR—X
DFREEICIEBEDH D £H A

00— #1354 X & i-EfR(/en-us/federated-authentication-service/2311/media/fas-azure-setup-

azure-optional-features.png)

AD FSTER ¢ 3:iEFAEPFX T 77 IL%EEIR L. DNS% & L Tfs.citrixsamldemo.netZ$5E L F
ER

O—#1 54 X & i-Ef(/en-us/federated-authentication-service/2311/media/fas-azure-setup-

azure-adfs-farm.png)

Z7OF > —N—0DFR%ERSH 5N 75, wap.citrixsamldemo.net —N—DT7 KL XZ AL FE
9o Azure AD Connect BB TZE 5 & 51C. Web Application Proxy ' —/N\—TEEZEC LT
Enable-PSRemoting -Force Y > RL v hZRITTEI3HEBENHIHZENHD £,

& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Components Specify where to install web application proxy.
User Sign-In SERVER
Connect to Azure AD | Type 3 SErver name or 1P address Add
Sync
Connect Directories SELECTED SERVERS

Domain/OU Filtering ﬂ VDA citrixsamldemo.cloudapp.net  Remove
Identifying users
Filtering
Optional Features

AD FS Farm

Federation Sensers

Proxy Servers

Credentials

Service account

Azure AD Domain

Configure

Verify

[ e |
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C DFEH) E— b PowerShell DEFEMDRBEIC & D KB L 7-HZE . Web Application
Proxy ' —/N\—%Z R XA VIZBMETETAHTL TV,

T4 —ROEDDFIETIE. ZEDBEEBEE/NIAT—REFHRAL. ADFSOY—EXT7HTI >+
ZER LTI, FD%. Azure AD Connect | DNS YV —> DFFEHERRII T 3 LS5 KD F T,

Azure AD Domain

Express Settings

Required Components Select the Azure AD domain to federate with your on-premises directory.
User Sign-in ponain: @

Connect to A7ure AD | citrixsamldemo.cloudapp.net | '|

Sync

Connect Directories
DomaindOU Fittering
Identifying users

Filtering
Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type supported by your domain name registrar to

AD F5 Farm the DNS settings.
Federation Servers

Optional Features

TXT record:
Prowy Servers Text: M5=ms59661451
Credentials

MX record:

Service account

Destination: ms59661451.msv1.invalid
Azure AD Domain
You will need this setting in place to complete AD FS installation.
Configure

verify Learn more about verifying DNS ownership for Azure Active Directory domains

TXTLO—REMXLO—R%ZAzure ®DNS 7 RL XL O—RIZEML X9,

MAME TYPE TTL WALLE

ns1-01.azure-dns,com.
nsZ-{1.azure-dns.net,
ns3-0.azure-dns.org.
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.comn,

Fefresh: 3600

Retry: 300 e
Expire: 2419200

Minirrarm TTL: 300

= N5 172800

= S0 3600

] TAT 3600 ms0102213

fs CMAME 600 adfs-citricsamldernowesteurepecloud... |,
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Azure B>V —)L T Verify #2071 ) v L% 9,

CitrixSam|Demo

&3 USERS  GROUPS  APPLICATIONS  DOMAIMS  DIRECTORY INTEGRATION — CONFIGURE  BEPORTS  LICEMSES
DOMAIN NAME TYPE STATUS SINGLE SIGN-ON PRIMARY DOMAN 2
citrsamideme onmicrasaft.oom Basic W' Active Hot Awailable fes

CDFIEMNEE LTS L. Azure AD Connect ZE{T T 3BIC R XA V&R TEF £ 7,

SETTBE. BT RL X fs.citrixsamldemo.net 7R — + 443 BB TEHRINE T,

& Microsoft Azure Active Directory Connect

Installation complete

@ The Intranet configuration was successfully verified.

The federation service name fs citricsamidemo.net was venfied and resolves to the following addresses:

1000003

@ The Extranet configuration was successfully verified.

The federation Service NaMe fx ctecamidame nee 435 verified uging an external DNS server and resolves to
the following addresses:

104,45.19.206

Exit

Azure AD Join ZB%hICT S

dA—H—HX—JL7 KL X% AL TWindows 101'Azure ADBIMZETTETBRLDICT B &,
DNSH 7« w4 ZHADFSZIEITCNAME DNSL O— REZ#EETI-OICFERINET:

enterpriseregistration.\<upnsuffix>,
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ZOfFTIE. TMhid fs.citrixsamldemo.net TYo,

enterpriserezstration ctrcsamibdemounet m
Type

CHAME |
*TTL TTL unit

1 + | Minutes Ly
Allias

T citrimsamidemio.net \/.

NEIEERRKER &= fE L T LR LWESIE. WindowshADFSH—/N\N—%{E883 3L SIc. ADFS)L—
rEERAZAWindows 10 E a2 — 4 —ICA YA R=ILENTWVWBR I e ZEELTLLIET L. UAl

ICERSNIBREI - —THU Y b2ERLT. Azure ADRE XA UEBMZRITLET,

Let’s get you signed in

Work or school account

George@citrixsamldemo.net u

Password

| forgot my password

Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

-

X

UPNIZ. ADFSEXA > AV FO—F—ICEL>TERHBINBUPNE—HTEIHNELNH B CISER

LTLIES W,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Finish

j
IOVEBESL. A——DOX—I)IL7RLAZFEALTOY A > 95 T, Azure ADEIH

MLl ez LEY, OJ A > L7150 Microsoft Edgez#c&# L. <http://
myapps.microsoft.com> ([CHEELXT, vz TH A MIBBNICO VTN Y A VA V=2 ERTS
IF9 T

Citrix Virtual Apps X & Citrix Virtual DesktopsZ -1 > X b—JL§ 3

BEDFAET. Citrix Virtual Apps £ 7= & Citrix Virtual Desktops ISOD' 5 E#&. AzurelZDelivery
Controller58 K UOVDAREY S V%A VA M—ILTEEXT,

_ DFITIE. StoreFronti&Delivery Controller& B L —/N—ICA YA b—=I)LENTWLWE T, VDA
I&. Machine Creation Services fiG €9 IC. XX > K 70> DWindows 2012 R2 RDST —H—
ELTAYVRM=ILENET (Ffel. CNIEA T2 a>THEBHRTEERTY) o HiiT9 BHIIC.

a1 —H—George@citrixsamldemo.neth' /N AT — R TEREECTE S C C ZHERR L TS 72 & LN,
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mailto:RDS%E3%83%AF%E3%83%BC%E3%82%AB%E3%83%BC%E3%81%A8%E3%81%97%E3%81%A6%E3%82%A4%E3%83%B3%E3%82%B9%E3%83%88%E3%83%BC%E3%83%AB%E3%81%95%E3%82%8C%E3%81%BE%E3%81%99%EF%BC%88%E3%81%9F%E3%81%A0%E3%81%97%E3%80%81%E3%81%93%E3%82%8C%E3%81%AF%E3%82%AA%E3%83%97%E3%82%B7%E3%83%A7%E3%83%B3%E3%81%A7%E6%A7%8B%E6%88%90%E3%81%A7%E3%81%8D%E3%81%BE%E3%81%99%EF%BC%89%E3%80%82%E7%B6%9A%E8%A1%8C%E3%81%99%E3%82%8B%E5%89%8D%E3%81%AB%E3%80%81%E3%83%A6%E3%83%BC%E3%82%B6%E3%83%BCGeorge@citrixsamldemo.net%E3%81%8C%E3%83%91%E3%82%B9%E3%83%AF%E3%83%BC%E3%83%89%E3%81%A7%E8%AA%8D%E8%A8%BC%E3%81%A7%E3%81%8D%E3%82%8B%E3%81%93%E3%81%A8%E3%82%92%E7%A2%BA%E8%AA%8D%E3%81%97%E3%81%A6%E3%81%8F%E3%81%A0%E3%81%95%E3%81%84%E3%80%82

JxTL—2a i —ER

« 16 e Y

Citrix StoreFront : [ -

DESETOPRS

Q, bearch Desktops

Details

Controller CSet-BrokerSite —-TrustRequestsSentToTheXmliServicePort $true PowerShell ¥ >/
FLw kZZEITLT. StoreFront™MR 1 —H —DEIRIERSG L TERETETELDICLET,

7xT7L—a VBl —EXZA VX M=IILT R
ADFSH —/N\—|ZFAS%Z - > X k—JL L. Delivery Controllerh{S%8 & f17=StoreFront& L TH#EET

370D —)L=EELET (ZDFITIE. StoreFrontidDelivery Controller& [& LVMIZ 1 >~ X
F=ILETNTWBT®) o 1A b—LEBRZBRLTIEEETL,

StoreFrontZ 83 3

Delivery Controller® > E 2 —&R —FEEAEZEZER L. R— b4A3DUSNA > T4 VT ZF/REL T
IS & StoreFront A" HTTPSZFEA T 3 K S ICHER L. StoreFrontdRX—X 7 KL X Zhttps:ICEE L
£9,

Modify the base URL for services hosted on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server group.

Base URL: | https://ddc.citrizsamldemo.net

StoreFront A’ FASH —N\N—%ZFHAT 3 L SICBHL (17 VX =)L #EDPowerShellx 71 7
#EH) . AzureITHREICT R LT, FASH—N—DARY FE2a—T7—%WRIZET
O 74 VHFASEFER L TWA xR L £95
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File Action View Help

& Event Viewer |
[ L Custem V

=
A L Windows o
® E Applic i1, Information 5 2016 S:47:35 AM Citri. Authentication.FederatedAuthenticationSenvice MNone

i) securit (@) Information 5/31/2016 2:47:35 AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Date and Time Event ID  Task C..

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] a5 authorized by [ \DDCS]

Log Mame: Application

StoreFronth’Citrix Gateway % {FR 33 & 5 ICHERT 3

StoreFrontBIE 1> Y — )L DRREEAZEDEEGUIZER LT, StoreFrontHCitrix GatewayZ £ L
TEREERITI B L SITERLE T,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

Citrix Gatewaysill A 7> 3 V&S BICIE. Secure Ticket Authority (STA) Z 48 L. Citrix
Gateway7” KL Xz L £95
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

StoreFront\D> >V JILY A1 A VRICHF L WAzure AD7 U r—2 3
VERIBRT S

Dt U 3> TlE. I7EAzure Active Directory Premiumt 7 X0 1) Fo 3 > WE X 9 BAzure
AD SAML 2.0 T IL A > F U= FER L £9, Azure ADEIEY —ILT. HILWFZ U r—
2a>EBERL. F¥IV—DST7 IV r—2a3 >z BMZERLET,

APPLICATION GALLERY »

Add an application for my organization to use | o

FEATURED APPLICATIONS (1T) NAME
Add an unlisted application miy

I cusTom ‘ “ arganization is using |5'°FEFF°“1 |

ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are
using, and add it to explore single sign-on

COLLABORATION (314)

integration options,
CONSTRUCTION (3)

CONTENT MANAGEMENT (37)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

FHLWARRLT TV r—2a>zd1—Y—RICER T %ICIE. CUSTOM > Add an unlisted
application my organization is using = 2R L £ 9%

74 AV DER

T4 XH215 x 2157 CILOEREER L. 7TV r—2a3>07A A e LTERT370IC
CONFIGURER—JIC7yv O—RLZE 9,
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properties

APPLICATION TILE LOGO

cifrix

SAMLEREEDIER

TIVr—=a3 Ry akh—ROBER—JIZRED. Configure Single sign-on ZER L £
ED

storefront

&3 DASHBOARD  USERS AND GROUPS  ATTRIBUTES  COMFIGURE

StoreFront has been added

[ Skip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure cingle sign-on access to this application,

Configure single sign-on

CDREMTIE. SAML2.058GEZ={ER L ¥9, 1 Microsoft Azure AD Single Sign-On (Xt
LETS
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

isi Microsoft Azure AD Single Sign-On
Establish federation between Microsoft Azure AD and StoreFront
Learn mare

) Password Single Sign-On
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory

Federation Services or another third- party single sign-on provider.
Learn maore

Identifier (IEEDXFFICTE £ (Citrix Gateway|CIRIEINZBRE —BITIHELHD £
9) o CDOHITIE. Reply URL ILCitrix Gatewayt —/\—_E® /cgi/samlauth T

COMFIGURE SINGLE S1GM

Configure App Settings

o

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

RDR—T|ZIE. Citrix GatewayZz Azure ADNDFERAZFABE L L THER T 3 1OICFERAINBIE
WHAEENTVET,
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X
CONFIGURE SINGLE SIGM-ON
Configure single sign-on at AzureStoreFront
Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.
1. The following certificate wall be used for federated single sign-on:
Thumbgrint: EDTERZEBFTCTI1EDDBED325F526053BAGE20ATIR
Expiry: 05/31/2018 11:06:20 UTC
Download Cerificate (Base 64 - most common) @
Download Certificate [Raw) @
Download Metadata (ML) (%)
2. Configure the certificate and values in AzureStoreFront
ISSUER LURL
httpsy/fstswindows.net/b1asf2 1b-d29f-4c20-2826-14d5e484 0628,
SINGLE SIGN-ON SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e
SINGLE SIGN-OUT SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062
[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working
for this apphcation,
«)=>

base 64DEFEINI-BRAIMBAEEA T >>O—R L. Y4 VFYURLEY 1M V7 FURLZE O —
LEd. TN5IEETCitrix GatewayDIEREEICEE D F1F £ T,

TV r—>a>z1—4—ICBIDYTS

REBEDZATYIF. 7FVr—3>zBMCLT. 2—H%—0 myapps.microsoft.com) 1~
FPO—IR=ZIZRTEINBLSICTBIETT, Ctd TUSERS AND GROUPS| R—IT1T
WEF, Azure AD ConnectiC & > TRBASNIER XA > A—H—THO Y MIT7OEXZEIDH
TEY, DT HTY FHFERTETEITH. ZN5IF\&IGuser>@\&It;domain>/NZ — 2 ZEHLL T
WARW=o. BBRMNICIYEY T TRI3HRENHBD X7,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 137



JITL—Y3VEEEY—EX

storetront
&3 DasHEOARD USERS AMD GROUPS ATTRIBUTES COMNFIGURE
SHOW |AII Lzers w v 4
DISPLAY MAME USER MAME JIB TITLE DEPARTMENT ACCESS METHOD 2
Azure Admin AzureAdmin@citrixsamid.. Ma Umassigned
George User george@citrixsamldemo.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21a7es060dd... Mo Unassigned
o ~ W
MyAppsX—>

TI)r—= 3 oh B EnNd . 1—1%—D <https://myapps.microsoft.com> (C7 Tt X
L7IzE &S, Azure7 75— 3> D) A MIRRENET,

B Access Panel Applicatior X+ — O *
é > O | [ELJ account.activedirectory.windowsazure.com/3) ﬁ' ‘ = &A ﬁ
Microsoft Azure george®

applications  profile

cClfrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy

L

Azure ADICEIM L TW3IHEE. Windows 10305 A > 93 1—H—ICx L TAzure 7 7 & —
NI VINY A A EYR—bLEY, PAOA0E I I3, T 7HFIFLUEIIC
R S N 7=SAML cgi/samlauth WebR—JICHEE L £,
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TG4 >F > URL

Azure ADR WS a7 R—RDT7 TV r—oaVIlEBDE XY, 7V r—2a>od Va3
JURLDFIBRBEICHRD £ L7=e COURLIZ. WebTZOH ) v o%IBMHLED, 21— —%
StoreFrontiCBIEFETEIAA— M XZa—>a—brAv b ZEERLIED T57-OICERAINE
ER

quick glance

APPLICATION TYPE
Web application

PUELISHER

URL

SINGLE SIGN-ON URL
https:/myapps.microsoft.com signing

@ View usage report

CDURLZEWeb 7 ZUHICBED 13 T, Azure ADIC & » TELRIICHERL T 17=Citrix Gateway cgi/
samlauth WebR—JICU A AL I hENBd ezl 9, cnidk. gbHTonka—+%—
IZXF L TDHEEEE L. Windows 10DAzure ADBIIEAOT A >y avIcLTOAI VT
AT ZRELET, DI —H—IZAzUure ADDERBRZKROSNF T, )

Citrix Gateway®D - > X b —JL L {8k

T7OCICUE— TR TRHIC. ZDOBITIENetScaler (GR7EILCitrix Gateway) ZRITY
BRIDVMZERL 9, ChidAzure StorehSBATEE T, CDRITIE. NetScaler 11.0D
I'Bring your own License] N\—> 3 > Z{ERL X,

A—H—HEREEL Tz e SITHEESN-BERBERZEAL T, Web 7 SUHEREIPT KL XIZE
|F7. NetScaler® VMICOZ A4 > L %9, Azure AD VMTI&. nsroot1—H—D/NRAT—REZZET
BZRRENHZZCISEFELTLIETL,

A4 RAEBML. FES51E> AT 70ILOEBMNEICEREES%1EIRL. DNSUYVILN—%
Microsoft R X-r > > bO—Z—IC@lT £ 9,

Citrix Virtual Apps and Desktopsty F 7y U1+ H—RERTTS

ZOFITIE. SAMLEAE LTS Y FILEStoreFrontii 8 %28 T2 D SBHET. TDORERBAHE
BEL7=%. SAMLOJ F > RU S —%EMLE T,
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XenApp/XenDesktop Setup Wizard

What is your deployment

o,

(..
o Single Hop

oi-
¢
+
I

Client Internat Access Gatway

What is your Citrix Integration Point?
storefront [

=
% <- —
E

1ZZE D Citrix Gateway StoreFrontiRE % #IR L £ 9, Microsoft Azure TER$ 3155, CDFITIE
R— M43 TIFHR < R— b4433% B L £ 9, F7l&. Citrix GatewayEEWebt 1 ~ZR— Mg

EXEIFBIYEYTTBIEHTEED,

MetScaler Gateway Settings

MetScaler Gateway P Address®
w . 0 . 0 . 18

Port”
4433

Virtual Sarver Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 1o secure port

BRIEDTEDH. COBTIET 7AILICRFSNTVWBEIFOY —N\—IERE cBRE 7 v 7

I:I—F\L,i—é'o

© 1997-2026 Citrix Systems, Inc. All rights reserved.

140



JITL— 3 EREEY—EX

Server Certificate

Certificate Format®
[ pem ™

Certificates Fila*

|n5.citrixsamldemn.net || Browse ],|

[w Private key is password protected
Private key password

ot

AD7HOY NBEDHICKRAL>YAY N O—5—%BRT3
RXAYOAY FO—5— 37 ATy MERICERAINZ D, ZOIPTRLRA%E S5 < RS
HEICEMLET, 41 T7OVRYIRDE T4 —IL R THEFEINIERISTEL T EE 0,

Pnmary authenticabon method®

| Active Directory/LDAP ™|

IP Address*®
|1::n_u .D.12||_]IM

[] Load Balancing
Port*

| 389 |
Tirne aut (seconds]

E |

Base DN*

|CN=U5HS,DC= citrizsamldemeo DC |

Service account®

|CN=internaI3dmin.CN =Users,DC= |

|| Group Extraction
Server Logon Mame Attnbute®

|userPrindpaIName |

Password"®

Confirm Password*

||-u|-|||"-| *‘i"|0'

Secondary authentication method®

| Mone |

. [

StoreFront” F L X &8 J 3

CDBITIE. StoreFrontiISHTTPSZFER L THEBA SN TWVWS . SSLZONIILA T 3> %xiE
RLET,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

Citrix Gateway D BRI Z BT 5
Citrix Gateway|l#EHi L. I—H—RE/NAT— R TR D RINT A 2R L £ 75

. B bttps/ns citrinsamidema’. 2 = & © || B MeScaler Gateway 5% Citrix NetSealer VPX - Canfigur. ok L

NetScaler with Unified G

Please log on to continue.
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Citrix Gateway SAMLEREEH7R— L ZBR#ICT S

StoreFront CSAMLZ R % C ik, ftidoWebt 1 F TSAMLZFERT2 e ftlTLWET, X
#NS_TRUEY LT. #iLWLWSAMLR) > —%EBML £95

O—#1 54 X & Ni-EfR(/en-us/federated-authentication-service/2311/media/fas-azure-enable-ns-

saml-policy.png)
MHIICAzZUre ADDSEG L 7B ZFERA L T, $TLUWLSAML AP —/N\—%Z L £ 75

A—71 5 1 X & Ni-Ef&(/en-us/federated-authentication-service/2311/media/fas-azure-enable-ns-

saml-idp-server.png)

IYVRY—IVRIRATLZIREET S

Azure ADICETREINTWS 7 H T > bZEHA LT, Azure ADICENN L TL S Windows 107 X ¥
by IO 4> LEJ. Microsoft EdgeZ#C&1L. <https://myapps.microsoft.com> |Z3&fE
LET,

WebZ7' S HICI&. I——DAzure AD7 T —S 3 o RARERINBITT T,

O—#1 5 4 X &N izEfR(/en-us/federated-authentication-service/2311/media/fas-azure-verify-end-
to-end.png)

TAA Zx0 ) w I 9B, RaESNT=StoreFront—/N\—ICUA AL I FENB =R L £
ER

BRkIC. 2T A > F VURLZFER LIcEREES L. Citrix Gatewayt 1 fADEZEEGH
Microsoft AzurelC U XA LU FEN., TICRD xR LE T,

REZIC. Azure ADICBIILTVWAEWIY S YHRICURLTHEET 2 ez L XS (7L, &
VIDEHT TldAzure ADNDBBTRMES VTN A VAR RELET) ©

&R

Azure CVMZ Y 7w T I 3ICIE. UTDEBEF TS 3> =BT IVRELNHD £7,

NTUYIIPPRLRAEDNST RLAZRMHTS

Azureld. IRTOVMICAERY 7w b (ZOFHITIFI0x**) EDIP7RLAERGELE T, T
TAILEFTIE. NTUYIIP7 RLADBHIN. BIHNICEFRINBDNSSIANILICL>TERET
TEJ
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n o 3 Q 3

Essentials A o AY <) Essentials A AR O

Res: Resource group Faddress

citri citrcsamidem - TROUA

Status Location DHS name

Running West Europe - E Auditiogs >

Lacation

west Europe & New support request >

Subs

5 iith

ENERAL

Subs r . - PR

df22436f-d4f5-26ae-beTb-5479cdaeefca citrixsamldemo/default . .
Y Properties >

I settings =¥
& Configuration >
S Add tiles
Monitoring N
ing @
RESOURCE MANAGEMENT
CPU percentage "

& Togs >
8 Locks >
sl Users >
BN Eepertemplate >

Add a section

Public IP address/DNS name label® Configurationz #R L £9, VMD/NT ) wIDNST7 KL
AZERLFT, chid. MODNSY —> T 71 )L CCNAMESRICERTE. IP7 RL AN EHE
DETEIN/IHZETH. IRTODNSL OA—RAVMZIELKIELKITSD ZEZRAEL £75

onfiguration

Assigmment
Dynarmic e

IP adidress &
40.68.28.181

ldle timeout (minutes) @

LM name label (optional) @

ns-citrizsamldemo o |

swesteurope.cloudapp.azure.com

F7A4704—)RA (CFa VT J)—7) ZRETS

7T RADEVMICIE. EF 2T II—Te L THIGNZ—EDT 71077 +—ILIRBHE
FNICERINEY, Exal)7a0 0= NTVYIIPFRLANSTSAR—=KPT7RL
ACERXEINBZ T v o ZFIHLET, 77 #J)L b TlE. AzurelZRDPZ §ARTDVMIZERIX

TR HEHFALE T, Citrix Gatewayd K ADFSH—/N—HTLS S5 T v (443) %HEXT
BRENRHD £,
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VM®DNetwork Interfacesz i F. Network Security Group>NI)LEZ 7wy I LE T, BYRR Y

EO—2O S T4 v %A T 3B & S ICInbound security rulesx 18 L £ 95

Settings

- & RO

fty rules
und, 0 outbound SUPPORT - TROUBLESHDOTING

H Auditiogs

2 New support request

ofessional with MSON

Subscripti
df224;

iption I
36f-d4fe-d6ae-beTb-6479cdaeefca

Subseripti
df224;

ption ID
361-d4f3-d6ae-DeTb-6479cdaeefa
SENERAL

Al settings

i Properties
£ Inbound security rules

Z. Dutbeund security rules

BEfR#

* (/ja-jp/federated-authentication-service/2311/install-configure.html)i&. FASD 1 > X h—)L X 18

BICBETR2EER) T 7L VAT,
o —REVARFASERICDOWVWTIX. BET7—FT7 7 F v DREHBICFrHSNTVET,
o TNDY—] BBFEIF. BERBHOEZETBNINTUVET,
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JxFL—>3Y

XaXy rEE

Boat U —E X 2311 K

UTFDORIF. 72T L—> 3 i lEf—ERX 2311 RFa XY MNOEELRTFESICDOWTEREBELT
WEd, CNSOFEFHICETIBAMEZITESICIE. RSSTr—RZEBFL TSI,

Bt

15 Feb 2024

12 Jan 2024

20 Dec 2023

EER

Jx7L—>3 Ul —E
REFEAZE(CSID% S 8 5 KEE
BILICRE T 21BHREEHL
L/To:o

— R /N—=T 1 CAD5FASA
DFEHEFINE LT

JxT7L—>3 ki —E
2 2311 ©FE) ) —2X,

g{l{l

B

SMICDWTIE.  TEisE)
EERBLTLETL,

SMICDOWTIE. T RT LA
B #2BLTLIETL,

FAS 2311 (Zi&. Citrix Virtual
Apps and Desktops™ 2311
ZHR—bTBHOARAET
2/ =7y TFIL—RK
&, BHSBREDEEE LU
TF2VTABHHNZTENT
WE7o
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