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e @ = B[ Select Group Palicy Object | x|
] Consale Root ‘ Neme Welcome to the Group Policy Wizand — 7 |.ih:|.hm:
Add — WM
Mare Actions 3
‘four can select snap-ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Availshle snap-ns: or o a laeal computer.
Snap-n ven &, Uise the Browae button to select a Group Policy Object.
=Deviee Manager Micr ® Pokcy
" oHce M
= Disk Management Mer
E ons M Group Policy Object-
FEnkerprise FKT M = | |
{2] Event wiawer M
IR eMer Mier E
2 Group Palicy Management Mir Gre alic
[ Group Policy Menagement Editor  Mier
=] tGroup Palicy Object Editor M Domains/Ols | Stes | Al
i Growp Policy Starter GROEdtor  Micr ) ,
[ Internet Information Servieas (IIS... Mir_ | Look in: [353 cirotest net v mEE-
ME-Sequciy Mscitac | oz~ Domaing, Ols and firked Group Palicy Cbiects:
Hame Damain
Desaiption: ) Domain Controllers.ctridest net
This snap-in allvws you to edit Graup Policy Objects whid Defaul Domain Paolicy
of stored on a computer.

FIE4. A2 —F—OERKIR) O—IBEBAT 7L — MCitrix AV R—3 > MEREEICH B
Tr7L—>3 588F—EX RS —ICBHLET,

File Action View Help

o | HE 2 HE T

-/ Defoult Domain Policy [DIW-DC.DIWNETI Poliy [|™ i thentication
~ il Computer Configuration .
- Federated Authentication Service Setting
w [ Policies
i Federated Authentication Service
> [ Software Settings Edit policy sefting
5[] Windows Settings Storefront FAS Rule
~v [°| Administrative Templates: Policy definit Description: || In-session Behavior
~ [7] Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your
Citrix environment with your Active
» [] Control Panel . .
Directory infrastructure to allow users
> @ N@ork to log in with non-Active Directory
[ Printers credentials (e.g. SAML assertions).
g
[7] Server
5 7] Start Menu and Taskbar If you enable this policy, you should
s 3 System specify a list of servers running the
}'_ Federated Authentication Service
» [ Windows Components identified by their FQDNS (e.g.
Ly All Settings fasserver.company.com).
» [ Preferences
v ¢, User Configuration
» [ Policies
5[] Preferences
< >
< > |" Bxtended A Standard /

3 setting(s)
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7x7L—2a R —EX R —&EIL. CitrixBase.admx/CitrixBase.adml 7>
L — k7 7 )L % PolicyDefinitions 7 # JLR —IZEBML7ZIBHICDHAH. B XA 2GPOTHIA
TEFEY, FlEIDH. 7z7L—2a i —EX R D—FEIF. >> TFIILA—IC
RREINET,

\

FIE5 7x7L—>arvEBift—EX R —%#RAS. BBRLET, ChUckbD., RE %
BIRTETBZELSICHD, FASH—/N\—OFQDNE#ERTE £,

& Federated Authentication Service 0 »
E Federated Authentication Service Previos Seting S
() Not Configured Comment:
(®) Enabled
() Disabled

Supported on:
Options:

FQDONs
List the installed servers in Value
e

FODMs | Show o fas1.citrixtest net|

OK | Cancel

OK Cancel Apply

FIE 6. FASHH—/N\—DFQDN%Z AL £95
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BHEDOFQDNZ AT 35%E. VX ~DIEFIE. VDA, StoreFrontty —/\— (F1E9 %1%
B BLUFASH—N—DS5RBT—EBLTVWBARELRHD XY, JIL—TFR) S —FRFExE
BLTLIEETL,

FE7. 22V LTIN—"TRIS—04F—RZERT L. JIL—TRIV—DEEZERL
F9, ZEEZEMICTBICIE. I 0Z2HBEERT DM (XLIFOATYY RS 1 2H 5 gpupdate /
force #3179 3). BELHIHELHD £7,

v aNENE

ZORYS—F. A—HF—DVDAL Y 3V TCI—z >y O &2 70574 L. Y
avARIBRE. @FE. $LUOvIEBDYEYR—FLEd, v a>YRIAZEIX. D
RUS—DEMICHR->TED. HOBEEDERICERINIZFASIL—ILTE v > 3 Y RERDEF
AENTUVWBRIBEICOAFATRET T, IL—ILOEBRESBLTLLEEIL,
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@ In-session Behavior

Previous Setting [NExEsetimg

() Not Configured ~ Comment:

(®) Enabled

() Disabled

Supported on:

Cpticns: Help:
Enabling this policy activates an agent process M

Prompt Scope | Per- e 9 pohcy gent p

Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the

Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:

30 | -

] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTDE. CORIVS—DEMCED, FAST—2 1Ty O XA 1—H—DVDAE Y 3
VTEITEDELSICHEDET,

M TRE. CORDS—HAEHICED, FAST— Y P 7O XDETHELELE T,

7Oy~ ~oEH

CORI=HBMCHE->TWBIHE. 7OV OEEIZ. 77U r—>arhieyiarR
FAEAEZFER TS 2R T3 ODARZ I —ICEDELDICKDBZDZFIEHL F9, 3D
DATFT2a>hHb FT,

s ABARE-— AT arvidtFalT« 7OV T A2 EMICL. WERIIT AL > MIER
TNET,

s 7OEACEORE—XTHROEZETOY Z LHMERICRAEZRD T,
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c Ly aYeORABE—A—H4—-NOKEI v ITBL. COFTTarvigtysarvAD
TARTOTOT I LICERAINE T,

BEOXALT Vb

CORIS—DEMIHE->TVWBIFE. ABEDACLTY NI, BEHIFEY S8R FEEALD)
EHIELE Y, e zid. 300MICHRETD &, A—F—I5neic 7Oy T hhARREINE
T, EATODBRE. MERBOBECCICA—F—ICOY TR TINE T,

0w o R LIET
CORI)S—DEMICHE>TVWBRIBEE. I—Y—PEEZO0v 793, I—F—Dtvia>
ITEFMICYIlESNE T, COEEIF. TAY—FA—RFREODALEDOYIK RS —ZBTWL
9, d1—H—7HActive DirectorydJ 74 > ERIBEHRZIFHF > TLABWEEIC. COMEZFERALE
ED

Ovw JEFDOYIMIRY & —Id. VDALDIRNTOE Yy avVICBRAINE T,

Federated Authentication Service B >Y —JLDfEH

FASEBIEOYY —IJLIXIFEACDERICEL TWLWETH. PowerShellf > 2—7 1 Xl &k
DEERA T a>HERMHLEI, FASPowerShell AT > KL w FDEFAIC D LTI
PowerShell ¥ RLwy k] #E8BLTLETL,

FASEIEO>YY —JLIZFFASO—ERE L TA VYA M—JLENE T, 7 > (Citrix Federated
Authentication Service) IFX X — X Za—ICBEINZE T,

BEIOVY - ZYHTERT2HFIE. ROTOELIHRERINE T,

o SEAAETF VL — N EREBELEY,
- FSEEAEAZE Y b 7Y TFLE T,
o FASHGEPRMREIZ PRI e &L 9,

OSHERY —/ILZEALT. —HMOFIEZFH TR T IBLDBTEET,
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FASEIEIOYY—ILiZ. T74II TO—HILOFASHY —E X ICEHELEF T, HEISHLC T, YV
Y — )LD A _LIZH % Connect to another serverz AL T E— b —EXICEHRTETEY,

&+ Citrix FAS Administration Console - connected to localhost - O X

|nit]a[Setup Rules  Advanced I Connecttoanothersewerl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

aAET L —hZ2EBRT S
oV 7 bz 7 EOREERMOMEZ BT S57.6. FASIZIEEDRED -8 IZ3DDCitrix3ERR
ETVTL—bFERELEFT,

» Citrix_RegistrationAuthority_ManualAuthorization

» Citrix_RegistrationAuthority

* Citrix_SmartcardLogon

5D T>FL— k. Active Directory ICETRT ZHENDHD £9, Deploy RE>=Zo1)wvy
L. RICOKZOUwILET,
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&4 Deploy Certificate Templates X

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

TYTL—FDEREIF. FASEEHIZA VR M—ILE NS, IL5RTF .certificatetemplate Z3FD
XML 7 71ILICHD F95

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

ThisPC » O5(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates w |
Name Date modified Type Size
Citrix_RegistrationAuthority.certificatetemplate 1 ERTIFICATETEM & KB
| Citrie_RegistrationAuthority_ManualAuthorization.certificatetemplate 210/2020 5:25 AM ERTIFICATETEM... TKB
o ;
| Citrx_SenartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIFICATETEM... 3 KB
g

BT TL—rT 740N %A 2R M—ILT DHIERMNZWVIEEIE. Active Directory BIEE(C
BLTLIETW,

FOTL—bEFFTTIVAM=ILTBICIE. TOFTL— 2L THILA—D5RD
PowerShell ¥ > REZETL F T,

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp

late")

$CertEnrol = New-Object -ComObject
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X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active Directory SEBAEH —EXZ LY 7V T T3

Citrix SEFHE T > L — b Z A VX =L L&, N5 %Z 1D ED Microsoft Enterprise
Certification Authority F —/N\—ICRFAT2HEHNH D £ 9, Active Directory sEFAEH —E XD E
FAEICDWVWTIE. Microsoft D RF a2 X > hEBIERLTETL,

SFER RS IR T 2R ZIF DI —H—F. D EHID2OY—N—IZTVTFL— b ERATS
MEBERHD T, TNSEX LT BICIE. Set Up Certificate Authority = L £ 9%

(EEERZE T > 7L — k&, Microsoft Certification Authority A>Y —JLZERA L TRRATZEHT
TET,)
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&3 Citrix FAS Administration Console - connected to localhost — | X

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif =i

The required templ  ImPortant:

Initial Setup Rules | Advanced Connect to another server  Refresh

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up acert Publish

- Citrix_RegistrationAuthority_ManualAuthorization

The authorization t - Citrix_RegistrationAuthority
o . - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
. Domain Administrator.
Authorize th

) ) ) ) Authorize
This step can also be configured manually. For more information,

Create an authoriz consult the online documentation.

Certificate Authority:
Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

JxT7L—> 3 R —EXZERTS
COFIBICED. FAS DEEABIRENE T, SEILY LI

Citrix_RegistrationAuthority ManualAuthorization 7> 7L — kA L TAERAZERZ &R/ L«
ZDH. TDTVTL—rERFRLTWVWRIERA#EEO WIFNMTEEL E T,
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&2 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificata tamnlatas Deploy

&4 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Set up a cert Authority certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Administrator must signin to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize
Certificate authority:

Create an authoriz

Create arule

A rule defines a sm|
Cancel

You have no rules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ERMEEINS & Microsoft SFRBIERI > Y —ILOREPRDERY X M. FASTS VT hHY
VEOSDREBEHROENRYE LTRIEINE T, FAS OB EH{TI DaiIlC. PR EIREIXE
DERZRITEIISIERTTIHNERHD XY,

EEENRITECIEBTZERTZET. FASEEIZY —ILIIZLEFRD TXEF—) H&RR
TNEY,

Microsoft SERA#EE 1>V —IL T, IRTDRARIEH I ) v o L. SEEEERICH L TRITE -
ISHEBEERLE T, BT ERTZ L. FASEIEIOYY —LICESRHIBEENRRINE T, 1B
BEERTZE. AV —ILICZT—XytE—IJHARERENE T,
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA = —tn T 350700 CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FASEBEIOVY —I)LIE. COTOEINRT LA cZBFMICERB L £9, ZNiZiIEEsHD
BBEDHD £,

X

&& Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘ Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

(’ Authorize this service Authorize

There is a pending authorization request on Cancel request

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

IL—ILZBRT S

FAS |d. StoreFront DIERICIKEST. VDAOJ AU HE LUVt Yy a3 N TOFERDI-HDIERRE
DETEARTIHICIL—ILEZFRBLET,

BIL—ILIEUTZEELE Yo
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o SFAAZE X ER T B =HIEFE TN T LB StoreFrontt —/\—,
o SFEAEREBRINZ I ——Dt v bk,
o SERAZDEAMFI TN TVWABVDATY S D Y b,

FAS (3479 B BRICStoreFronth B L&D /L —ILZEER T B 7=, Citrixid ldefaulty W54
BIDIL—IEER TR 2HELET,

HLZAET VL — M CAAKEESR L. ERZ3T70ONT« LHERZRDOEL SIS, £DF
KDARRZLIL=INZERTETET, cnoDIL—)Lik. B4 BStoreFrontth —/N—F 7ol
Workspace TEF T 3L DICHEBMTE X9, JIL—TRII—EBmA 7> a>z=FERLT.
StoreFrontty —/N—D AN X ZLIL— )L Z BRI TERT B LD ICHEHEL £,

e 22w LT (Ffld TIL—ILy 27T TIL—ILoEs) 22) v 2L T) « L=
BRI« F—RZBIE L. IL—IILZER T 5HDERZNEL £, TL—IL) 2TIZE &
=L OBBENRTENE T,

00— 131 X &N izEfR(/en-us/federated-authentication-service/2402-Itsr/media/user-rules.png)
D4 = RIFROBEHRZNELF T,

To7L—h A —EEORITICERINZIHEET > TL— ., ChiE
Citrix_SmartcardLogonT > 7L — k. £LIFZFOEEIN/OAE—THZIHEHNHD £9 (LA
EFVTL—FEBR)

AEEAMERS: 1 —H —EEEAEZEIT L. 7oL — b ET A, FASIE. Tz —ILF—
N—CBEDBODHICEBOERAKBEDEMZ Y R— b LTVWE T, IR L /A D X
T—RAN 72T L—bRBARRI ERTINTVWB I E 2B L TLIEEV, AARE0E
HBESRLTIREL,

tydaYAFER: Ty a>YATOEEEZSFAL A7 33 VDAANOOY F > ZICEEEE
HERATEANESH ZHIEIL £,

« Ly aYATOFEAZFANERINATLGRWL (F7 1)L #E) —JAZREOF > %
RBERICOAMEAIN. I—H—IISREERICEEREBIC T/ LA TET FE A

« Ly a VYRTOEAZHFAINBIRINTVWE 21— — (IFRARICEIAZEIC T VX TEE
To FLALDEERIFCDA TS a >z BRI DIBEREHD FEA. 1> FF% Y bWebt
1T 7AIEERE. VDALY 3 VAL TI/EZAEINS Y —XIE. Kerberos> >
WA VF = FERLTT7IERTER D, Ty a vHIARZERBEDH D FE A,

Mty a YATOREAZER 2FRLIGE. Ty a YABEITIL-TRI) -8
ICLTCVDAICERS 2R ENHD 9, FAZEIR. QJAVRICT TV T—2 a3 > THERT S
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feHICA—HF—DEABEX F7ICBRBEINE T, fczxiE. VDALY 3 >ADWebH —
N—=ADTLSERENHNERIHZA. Internet Explorerlid Z DIFEAZ #FEATE £ 95

PG 21— —0OJ A > £ IEBEGOIOICABEXERITZ 2 INTL
%. ST NT=StoreFrontH—/N\—<I>>DJ) X b TNEDITARTOMERICKH LT, B4 DAD
AT NERIZTIN—T=EMTETET,

T ABEAZREIIEF 2T LEETHD. BEICEETIXVENHD TT,

:

FASH —/\—%Citrix Cloud TOAEA L TWVWEIHBE. 7O/t XFIHZEBR I 2LEIIHD T

Ao IL—ILDCitrix CloudiC & > TIER SN BI5G. StoreFrontd 777 & AFFE[IFEREINE T,
Citrix Cloud& 74 > 7L X XD StoreFront&FADWA TRILIL—ILZERATE X, 72 TLI XD
StoreFrontiC &K > TIL—ILHMER TN BIFE. StoreFrontd 72t AFFANII5| I ERINE
ER

T 7 bDOFFR] ( TIDORA] HEFAISNTUVD) IFIRTZIESZLFT, LD >TL
StoreFrontty —/\N—ZBHRMICEFRI T2 MENH D £ 75

O—#1 34 X &N i-EfR(/en-us/federated-authentication-service/2402-ltsr/media/storefront-

servers.png)

HIBREIE: FASEEARA L CA——%20OJ A4 TEBVDATI VD) R b, FASEN L CEERE
EREATEZI-H—DU X,

+ VDAIERRDEEIZ. Y OVDANFASZFERL CA—H4—%20OJ 47> TEZ3hZRELE T,
VDAD ' X klE. 57 #JL k TDomain ComputersiC7 D £ 95

o 1—H—1ERDOERIX. YOI —H—HFASEFER L TVDAICH I V1> TE3hEIEELE
T A——D1) X ;lE. T 7 #4JL b TDomain UsersiZ7 D £ 95,

FASH—N—D R XA UHVDAS LU I—HF—DRAAVERBBZIHE. T 74/ bOFHIR
ZEBIIRENDHD XTI,

A—7 5 1 X & Ni-Ef&(/en-us/federated-authentication-service/2402-ltsr/media/vdas.png)

O—#1 5 4 X & i-EfR(/en-us/federated-authentication-service/2402-ltsr/media/allowed-

users.png)
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22 KRR Citrix Workspace D' 5ID7H—2 3 UHARESINIE S ICRADBRINSIDE S
&KL F 9, Citrix CloudICIERE T 5 & FIC. Citrix CloudiCfER T 2R8I %= #IRL £, Citrix
CloudN\Q¥EFHitzI > a>D) > H S5Citrix CloudiCiES L% T, RAELTETIHTE
£,

O—#1 354 X & NizEfR(/en-us/federated-authentication-service/2402-ltsr/media/rule-created.png)

Citrix Cloud\ D#EH

FASH —/\—% Citrix Workspace TCitrix Cloud|C#E: TE £9, Z DCitrix WorkspaceDEcE% &
FLT<7iET L,
1. [VHARRE] & 7 DCitrix Cloud\D#EH T, * ] ~Z2oUv I LET,
&4 Citrix FAS Administration Console - connected to localhost - ] X
Initial Setup Rules  Advanced Connect to another server  Refresh
Complete these setup steps:
0 Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

0 Set up a certificate authority Publish

The authorization templates are published on: ad.stu.net\stu-AD-CA.
Click "Publish” to publish the templates on another certificate authority.

The following certificate authorities could not be contacted: ca2.stu.net\stu-CA2-CA.

0 Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

0 Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

2. BRI DU TUREERL. »™ DRN] »Z20UvILET,
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&+ Connect to Citrix Cloud — ] X

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration

Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead

7L E 2—TIld. Citrix Cloud®D&H\F BRI GET 3%

3. Y4V RII—EDOFEHRI—RHARTIEINE I, 2D I— RIICitrix Cloud TEER T 2N EHH
DFd, FHICOWVWTIE. TCitrix Cloud\DA > 7L S RBRDERF) #BB LTIV,
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Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule
Confirmation URL:

|

Confirmation Code:

POQESDAR

Summary

e Waiting for confirmation...

= =B

&4 Connect to Citrix Cloud — O X

4. FRI—-—FHIEEAESNIcS. FAY TRV UMD SRER)Y —ADFHZERLE T,

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Copy

Confirmation Code:

2 AR E R R B Copy

-

Resource location:

My Resource Location v

&4 Connect to Citrix Cloud — ] X
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5. %Y T B3GRIGEERT NIV M ZFEIRL. FAST—N—Z&ERTI Y —RDGAZERL X
T Bf120 )y oL, BV RUZBALET,

6. L—ILDBRE I a>T. BIFEOIL—ILZERATEIH FILWIL—ILZERL XTI, RNz
70w LET,

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O | will configure a rule later

@® Choose arule *) Create a rule when this wizard finishes

@ Use an existing rule:
Summary

@ Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

7. BEE V> 3>T. BT%Z7 " v o LTCitrix Cloud\ Dt zT 7 L £ 9,
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&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose a rule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix CloudiZFASH —/\—% &8 L. Citrix Cloud 7 HT > bD Y —RDBFAR—JICKRTL F
ER

=

Z > 7L X ADOFASH —/N—|&. Citrix Cloud$ & U'Citrix Virtual Apps and Desktops\®D 77 &
Y 2ERICHFRI 3701, I——EAEERITTIE T,

Citrix Cloud 25 Y93

Z DCitrix WorkspaceDEEE TaHBAINTULS K 51, FASH —/N\—%Citrix Cloud!) ¥V — X D5
DS HIBR L 7%, Citrix Cloud (ISt CRERNICT B3 EIRL £,
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RS

ZDtUT 3 >DEEETIE. Federated Authentication Service (FAS) DEERIEMR E BIEICEAT
BDHARVAERELET,

BERER

s FASOA YR b—LEHHIREICET B EELRU T 7LV RIE. 1 VA =)L EIERL BBE T
ER

s BET7—*70F v BT, EEBFAST7T—FTIOFvOBEBL. SDEMBT—FTD
FrICEATRMDEBEAND) VI ZRBLET,

F+Y FBEAFICT I FL—a VBRI —EXEEY
93
CORETE. ILFFFY bOYR—Y RY—EXTANAL — (MSP) BETI 7L —>3

VESREH —E X (FAS) ZBMICT ZFIBICOWTEHAL £, 5HMICDWVWTIE. TReference
Architecture: Citrix Service Provider DaaS) ZZB LT 7TV,

GIE =2 S

« Citrix Cloud D R XA > &)V —XDGFARICERET VL XN H D Z Lo FMICDVTIE
MModify administrator permissionsy ZZB LT ET L\,

e T2 RY MSP DBEBEMRESINTWVWB I, FMICDWVTIE. [Citrix Daas for Citrix
Service Providers] Z&B L TLETLY,

MSPERE DB

1. Cloud Connector Z 3 L T. Active Directory K X- > % Citrix Cloud THIEATZE 3L SICL
=

Cloud Connector #1 YA h—I)LTBET. AVFLIRA>VTF A MF P F v % Citrix
Cloud IC#EHi L £ 95

FAVTFLIRORXA>OY bO—F—ICEERITESNTUVS RF XA A, Identity and
Access Management > Domains O T CHIARETH S & =ML £ 9,
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B Citrix Cloud x o+ v = o X
€« C (Y & uscloudburrito.com/identity/domains e % 0@
= | cilnx 2 o
< ldentity and Access Management
Authentication Administrators API Access Domains Recovery
+ Domain | C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local eee >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v
> ~ — ~ - — > N
2. RXA>ZTFMMIT7z7L—>3 > LFT,
W ~ a2 » o ~ —
RXAVZFEIRL. ROV TE I AXZa—(..) 22 1) v LT, Manage Federated
Domains 27 1)wv o L %9,
Citrix Cloud x [ v = B X
<« C (¥ & uscloudburrito.com/identity/domains 2w O@
= | citnx 2 o
© |dentity and Access Management
Authentication  Administrators  APlAccess  Domains  Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local wee >
Manage Federated Domain
Forest: fasmulti.staging Disable
Forest Preferred Connector Type:Cloud Connector v
— N N -
T ZRDIFT+Z0)yILET, RIS Apply 20U v I LET,
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3 AEMIIONTVERXA DT F Y MIBFEIT S ZHRLET,

COFIEIEA T3 >TY, 7Y MEEDOIAVY —=ILICHA 1> L. R XA Uhldentity
and Access Management > DomainsD FICKRREINTWVWE xR L £75

BhETONTWVWD R XA VDT F 2 MIFET S C L zEEE L X 9 (/en-us/federated-
authentication-service/2402-Itsr/media/fas-verify-domains.png)
MSPEEEICRD £,

4. FASH—N—%A > X k=)L L. Citrix CloudiCE# L £7,
77+ > b DCitrix Virtual Apps and Desktops!) ¥V — X HVEZE & 11T L) B Active Directory (AD)
T#LAMIFASZA VA M—ILLE T, FASZZEDADT # L X MMCEEMITENTWSE I S

TRDVY—ZXDBARICESE L E T, FASH—N—DA YR b—JLICDVWTR. TV b=
IVERERL) ZBRLTIEE L,

5. TV MERZIBKI B

T+ FNERMEITICFASEBMICT S
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« IDZONAH— (IdP) 1R 3

T+ MBEEICYIDE X £7, Identity and Access Management > Authentication|Z#%
BLFEI, IdPICER L. ADDIdPLEHAISNTWVWA ez L £ 7,

o T2 MAITICFASEBMICT S

Workspace Configuration > Authentication|Z®B&1L £ 9., F=/E L7FREEZ#EIRL. FAS
ZEMCLETD,

FAST 7 > b ZB%hIC 9 % (len-us/federated-authentication-service//current-release/media/

fas-enable-tenant.png)

EtR DR

TFHFRDT T L =23 R XA VHEBIBRT BEIICMSP R X1 V% HIRT % . BEIFIOBED
EELET, 7Y FAIFICFASEEMICT A EIETETEITH. MSPICR XA UHEELEL
378, FASIZEBKL 7,

Azure Active Directory > T LY A1 > F >

Citrix Federated Authentication Service (FAS) I&. R X >&NE# Virtual Delivery Agent (VDA)
ANDI VTN A A2 (SSO) ZiRME L £9, FAS (E. VDA ICOA—H—FIBHEZIRIET ST
SSO ZX|WL F¥9, VDA IFC DiEAAEZ R LT, 21— —% Active Directory (AD) IZ¥ L TER
BELET, VDALY IVICHA Y F VT2, BRRAELTAD VY —RICTFIVEATEET,

AD ¥ AAD THEEAZITV. I—H—ra>Ea—Z—0DEAICNAT VY R ID ZERT S
Azure Active Directory (AAD) DREIE—RII T, CDFEETIE. FAS ZEA L TLBRIHBEIC
VDAt w3 VANS AAD AND SSO ZRIT B 1D ICHEREBMBRICDOWVWTEHALEX T, C
NICED. - —I3BEREAE LTAAD THRESNL T TV Tr—>23a VIl T7I7ERTESR LIS
whER,

FAS Hh* AAD O SSO AT 37D RBRIIHNEH D £H A
FAS Ot w3 YRIASIINEH D £H A

FASODYDN—2 3> THERTEET,
FAS ZH/R— K93 VDADEDN— 3 >V THERTEE T,
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AAD SSO DFEZRDRICEFEHE T,

AAD S3EE&2 17

IR—I R

Active Directory Federation
Services (ADFS) IC7 =T
L—>3 Y iEdHs

Y—RN=T1DIDTANA
A—ICT7TTL—2aVEH

VDA I R XA O BINEH

AAD >— /L L X SSO #{EFH

ADFS T Windows :2:if%# B
T D

Y—RKRN—FT1DYV)a1—
avEFERYTS

o YX—URAAD RX1>kid,. 1—H%—
AAD EREEEMEIINB e HH D X9,

e JxTL—

VDA IZ/\1 7V v REIIEH

AAD SFBBENR— X EREF%
==

WS-Trust certificatemixed T
YRRAY Fb‘ﬁ?ﬂt:?&‘o’c
WBZExHERTY

Y—RKN—F12 DY) a—
avEFERYTS

TNTVWBRXAYTY, TceziE. ADFS Y —RN—=FT4 DIDTONA A =BT,

e N1 w RSN VDAIZ. AD BINEATHDH. AAD BINEHA T,

R X1 >8INEH VDA
R XA VBNEH VDA DIFE

> aYAHS AAD TREINT-T
PEE Ot X Z KREMIRLTUVET,

M VDAt v

TVr—=2avil7IERALICEEICRELE T, ROKIF.

SR AAD TITONZ RXA Y THO. %A T4 T

>a>Y AAD RXA > rid. AAD W' EREEXMDIBARIC) A1 LI T3 & SICHERK

& . Windows 8:F (fEFIEHEE Windows 58EE. F 7=l Kerberos &
IEIEN3) ZEALTAAD AD SSO #XRIE L £9, AAD ANDEREEIE. 1 —H—
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Federated IdP AAD
or ADFS
N
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windowe
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

IERERFFHIE. AAD FXA UDBINR—IURTHBZIN T ITL—2a>rETNTLENICE>TER
D&Y,

NAZ—Y R AAD FXAYDREICDOWTIE P—LLAS VTN AVF Y 28R LTIET
(A

ADFSICT7TTL—>3>ENTWLW3AAD R XA >DiHE. ADFS —/\—T Windows :3:E %
BaicLE 9,

AADR XA VD —RN—=FTDIDFONAA—ICT7 7L —>a>EINTVWBREE. B&KDY
Ja—>a hEELE T, SEMICOVTIE. IDTONAA—ICHRVEHhELTET L,

R XA VBIBEAVDAICERHINTWARY Ya—>a3 > ENALT )y RENMEBAVDAICHE
BTEXY, 5L, FASZEARALTWVWAIBE. AADTSATUEHRN—2> (PRT) &%
BEnExtA.

\

N1 T )y REIEAVDA

N T )y REIEAVDAIZ. ADEAADICEBFICEMLTWVWEY, I—HF—HVDAICH 1 > 1 >
T3 ROT—T«14 7770 bHMEREINE T,

e ADUY —ZADEREED = DKerberosF v MFESEF7 v b (TGT)
e AADUY —ZXADFEED =D TS VEHF k—2 > (PRT)
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PRTICIE. A—H—AYEa—X2—0OmAICETIBEHRIAZEINTVET, CDERIE. BEIC
6 TAADEEME 77X RS —TFERTINE T,

FASIIVDAICSEFRE X Bt T3 & TA—H — %059 3 7=®. PRTISAADDIERAER—X D3R
A ERETNTVIBERICOAMEETET X I, XONIF. SBETOECXEZREMNMIRLTVET,

AAD Federated IdP
or ADFS

" 3'. If federated
3. Authenticate to AAD ’
4. AAD PRT with FIAS user certificate authentication

certificate happens at
the IdP

2. Kerberos TGT

1. Authenticate to AD 7 A
with FAS user

certificate Domain Controller

Hybrid joined VDA

HHEBERAIE. AADR XA YD BIEBINTULWAD 7T L—2a>yINTUVBEIANCEL->TELRD
£,

BIEINTAADR X1 > DiFE. AAD CBAZIEBRL L £9, sEMICDWLTIE. [Azure ADEERRZE
N—RFUEFDOMEE) #2B L TL7ET W, VDAIZAAD CBAZER L T. 21— —OFASIEEAZE T
d1—H—%AADICEREFL £ 9

Microsoftd RF a2 X > FTIEFAY— b A—REAEICKZ A VA VICDWTEHBALTVLE
IH. FASI—H—SIRRETH 1 V1 VI3 BRICHEOREB U RIFMAERINE T,

ADFSIC7 T L —> 3> 3NAADR X1 > DIBE. VDAIXFADFSH —/N\—DWS-Trust
certificatemixedL> KR4 > FEFERA LT, 1—HY—DFASIIFAE C1—14%'—%AADICEREEL &
To COIYVRRAYMITITAILFTEMICHE>TUVET,

H—RN—=F4DIDTANAE—ICTTTL—>3 > TNTVWBAAD R X1 > DIHE. BEROY
)a— g3 W FEETRAREERHD 9, IDTO/NTH—IE. WS-TrustDcertificatemixed L >

RIRA Y R ERETINELAHD X9, HR—MIOVLWTIE. IDFAONAA—ICERVWEHDELE
TL
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AIEBARERS DAY

C DEEETIE. Federated Authentication Service (FAS) % sEBE#RS (CA) H—N\— BT 578
DEREBBRICOVWTHBALE T, CNSDOEEDIFLALIZ. FAS BBV Y —ILTIEYR—

FENTULEE A, FIETIE. FAS DRt d SPowerShell APl ZERL £9, CDEREDIETZ
2179 3H1IC. PowerShell DEAM BB N HBE T,

FAS CER 32880 cAY—N—%tv b T7vTST3

W= % ERET-I3RET IMEIC. FASBIEIVY —ILEFER LT, 80 CA T FAS Z#T
TFEJ

&% Edit Rule — O X
Edit rule "hello"

Template Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
@ Certificate authority balancing and failover.
In-session use
Name Status
Access control Template available
Template available

Restrictions

Summary

< >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

BEIRL 7= 9ARTD CA &, Citrix_SmartcardLogon (EFBZE T > FL— b (F7IZIL—ILTHEIRL
TUTL—RM) ZRALTVWBRRENRHD T,

FRHLIEWCADWVLWITNABENDT Y TL—r 2R LTVWRVESIE. TD CAICXLTEE
ARty 7y T2 OFIEEZRTLTLLEI L,
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TRTDCAICHLT ZOY—ER%ZAEGRT 2 OFIEZRITIBHEIFHD FEA. COF

IE TR S NIcAGTEIRAZE I, ED CATHREATETB7H T,

FRSh3BFOXEE

FAS H—N\N—% B0 CA—N—THER T . I—Y—BEEDERIIEBRINTUVEIART
D CAH—N—IIOEEINET, £/, BEINTUVS CAH—N—DWVWINHIHeB LSS,
FAS H—/N\—I3RIDOFIARIGE/R CAH—/N—ICHYIDEDLD £,

TCP 772t XFBIC Microsoft SFEAEERE &= B 9 3

FAS | DCOM Z {£F L T Microsoft CA IC7 I XL F 9, DCOM (F7R— b 135 ZfFERA L T\
H—EZXANV Yy XY LTWBR—bZRELET, T 74 BT Uy XA 2VR— MIEWICE
DHTHNET, CNUSED. T7AT7 04— ItEFal T4 ZRETIRICEHIHEETS
A[REMN B D £, DI, Microsoft IFEFHIR— b Z B T 2 HBEZ IR L TLE T,
Microsoft CA TERHIZR— b Z 1889 % ICIE. Start > Run > dcomcnfg.exe %3EIRL T DCOM &
/NI ZFE £9, Computers > My computer > DCOM Config Z Bfi L T CertSrv Request
J—RZERRLZEY, RIC. CertSrv Request DCOM 7 U r—o 3> 7ONT1 2iREL E
ED
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CertSrv Request Properties |2 | X |
[ General | Location | Securty | Endoorts | idertty |

DCOM Protocols and endpoirts:

¥ Select the DOOM network protocol sequence that you want to
Jry  add Enterthe endpoint detals and click OK when you have

Protocol Sequance: | Cormection-cnerted TCP/IP

() Disable protocol sequence

O Use defak endpoints.

®) Use static endpoint EX

17 Use irtranet range of dyramic endports.
() Use intemet range of dynamic endponts.

(o ] [ cme ]

Endpoints ZZE L THHNIY FRA Y FZZERL. TCPR—hES (ERBDTF 71 v I TIE
900) Z#8%E L £ 9o

COPITIE. T7AT7 74— I)LIF/R— F13587KR— FO00Z AR T BIMENHD £,
TEZBEAT BICIE. MicrosoftsFPAERE = BHiicE L * 95

FASH—/N\— (F7/zIIFRKEEFER T 2MMD<> ) ZHERTIHEITHD A, DCOMIK
RPCR—F135ZFERAL TR IT—> 3 VEREZI/ DO TY, 77172 hHDCOMZEFERT
ZREHLRHZHE. —/\—LEDODCOM RPCH —E X IZHEHK L. FHEDDCOMY —/N—ADT Y
TRXEBRLEYT, ZHUTLD. RK—1900 (ZDFITIX) HBEHN. DCOMY—N—IFT S 7
YHMCEDR—MIERTSLSEBRLET,

dA—Y—sAEZSEERT S

FASH—N\—RATA—HY—IBEENFRER NS . I——0OJ 7 VERHIKIBICHKEIN
9, UTDOEI>a>Tld. B—FIIEHROFASY —N—DFEIC. FOAEICDOWVWTEHEL
£9,
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Active Directory1—H'—D U X N EEFT 3

UTDHIICRTLSIC ADEIIT) L. A—HF—DIURbET 71l (T ZIE. csvI 71
L) ICRFETBET. SERAEDERZHETET XY,

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUserld. A—H—DU X bZ I T T2-ODZENRIT LY FTY, LEDHIIC
|&. UserPrincipalName%Zz 5. 7HU Y b XT—R XY Tenabled) OA—HF—DH%EI AT
BIcHDT 1 IILE—5|BHAEENTVET,

SearchBase5 | #i&. ADO DR TA—H —%REITEIHNZERKDIAAEX T, ADRDOITRTD
A—H—%28HW5EEIF. ChEERTEET, T 07T VEZHOI——% R A8
MEAHD ET,

CSVIZRD L SICHD FTo
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Bl user_list.csv - Notepad

File Edit Format View Help

"UserPrincipal Name"l|
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FASH—/N\—

KDPowerShell 27 V) 7 M. UBIICERINA—— U X M EZITIRD., 1—H—3EZ0
DR MEERLET,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv

foreach ( $user in S$users )

$server = Get-FasServerForUser -UserPrincipalNames
$user .UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule
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BHOFASY —N\—h'H 256, BHEOI—H—DIRAZE(IF2BIERINE T, 1DIEX1 > —
N—T. HI12F 7= A—N—HF—N—TERTNF T,

EERDXI)TFRE Tdefaulty EWSRFTDIL—ILICHIELTVWE Y, EEZIL—ILEK (L
ZIE. Thelloy ) ZEAY3HBEIE. XTIV TADSUeZEHZEELTILLE L,

& Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default Z W summary
hello "

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon
TR EZEH I3

BEOFASTH —N—HMERINTWEIEE. OJ0 VRO —H—IlEE R 525 Z &7 < FASK
SEIFRE A BEH TE XY,

GUIZER L CTFASZ BRI D CEHTETEXT,
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

RDY—T2R%E7TT LET,

1. FTLWEGEEIBAE #{ERL L £ 9 New-FasAuthorizationCertificate

2. TLWESREEFAZ DGUID%®. Get-FasAuthorizationCertificate IC& > TIREINB &HD
ICXELET,

3. FASH—N\N—%X>T7F>VAE—RICLXY: Set-FasServer -Address <FAS server>

-MaintenanceMode $true

4. FTLWEGPAFBAE %#3c# L £ J: Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

5. FASH—N—%Z X TF 2V RAE—RHSHEBRLET: Set-FasServer -Address <FAS

server> -MaintenanceMode $false

6. HUWEGREFEEZ ZHIPR L £ 9 Remove-FasAuthorizationCertificate

BEfR#

e 1R M—JLEIBRRDEEEIZ. FASDA VA M—I)LEBRICETRZEER) I 7L VRTT,
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s —RMNABTTTL—2 3 EEET—EXDRMBICOWVWTIE. TEBET7—FT7F vl (la-jp/
federated-authentication-service/2402-ltsr/deployment-architectures.htmDEEEICEF e HHEN
TWE9,

s TOM®D TNhDY—) 88FElF. THELEH] (fa-jp/federated-authentication-service/2402-
ltsr/config-manage.htm)DEEETHEN TN TUVE T,

MERORE

IEL®IC

SRR IFFASTH — N — L DA AAT —ER—RIREINT T, BEET IWREIL. FASH —
N=—DxYy b I—IOH—EXT7HIYMIL>TRESN. TI7AIMTIIVRR—FRAIE L
TN—7ENE9,

MERICIZ2DDBENH D F 95

« Citrix_RegistrationAuthoritysEFHE 7> 7L — k5 D BERHEEIIAEICBEEN T S NIBER
#,
« Citrix_SmartcardLogoniEFBE 7 > 7L — b D6 D, I—H —FEREICEEM T S NIcMBER,

RIRICIF2 D DEFIEBISIEAZE A % D £, Citrix_RegistrationAuthority_ManualAuthorization (7
7 #+)L b T24BRE%0) & Citrix_RegistrationAuthority (77 #JL b T2ERER) T,

Jx7L—>aVERiEY—EX (FAS) BEIYY —ILO T¥HARE] 2 7D Ty F3T. ER%Z
Vv IdBE FASH—N—3F—RT7ZERL.
Citrix_RegistrationAuthority_ManualAuthorizationsERBZ A DFEHE B E K % SRR IXE L £
T CHUS—BRINAEEAE T, 77 4L b T24RBE TS, IR C DIIFRE = BEIMIC
HKITLEEA. TOHEITIZ. BEENMARETFETERE I IHNENDHD £, FEEAEHFAS
H—N—IIRITINDB . FASILCitrix_RegistrationAuthority ManualAuthorizationSEEFZ % £/ L
T. Citrix_RegistrationAuthorityiEBBE (577 # /)L b C2EBER)) ZBEHBICERISL £J, FAS
t—/\—IZ. Citrix_RegistrationAuthoritysEFBE%#EW8 9 % £ 3 < 1T
Citrix_RegistrationAuthority_ManualAuthorizationDFEEAE & +— % HIFR L £ 9%

SIERHEEIRE ICREM T SNICERIIF ICHBEDTVWTT, BEH 5. BREEEIRER
Jo—IZ&D. MERZREITZEIX. TVTL—bTEEESNIEI—H—t v bIX L TEERA
EEREZRTTETEHD5TY, TOHER. CORZHEIZEIZ. €0ty FbROEEDI—H—
ELTRRICERTETE T,

FASH—/N\—I3. SEBOtEx 2 T BHRICE L HETHERREZFRETILSIC. LTownwFhn
HhzERLTHERTETET,
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o TERMERIEIRRAE & 1 — —SEEAZE OMER DM ICK LT, Microsoft Enhanced RSA and AES
Cryptographic Provider & 7z |&Microsoft Software Key Storage Provider,

o TEREREIGIRAZE OIZHEICIE. Trusted Platform Module (TPM) F v 7% fii X 7=Microsoft
Platform Key Storage ProviderzfEf L. 1 —% —iEEAZ OMWERIC . Microsoft Enhanced
RSA and AES Cryptographic Provider & 7z I&Microsoft Software Key Storage ProviderZz £ L
ESC IS

o SEREBIEIRAE & O — Y —SRRZEOMEROMAICH LT, N—RT7xz7EFaUT<sE
Ta—I)L (HSM) TN\NA XA ZfERTcHSMAR Y A — DS —EX FlFF—X ML —2 70O
/\’(’57—0

ME R DENEE

FASZ3DDA 73> OWINHhZFERAT L 5ICHERLET, TFA NI T+ X—ZFEAL
T. Citrix.Authentication.FederatedAuthenticationService.exe.configZ7 7 1 JL=fREL 9, D
771D T 7 #I)L bDFFrIE. FASH —/\—_EDProgram Files\Citrix\Federated Authentication
Service7 # LA —ARTY,

<?zml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 --—>

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ ——>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.LogLevel" value="3" / —-->
<!-- Logging: Event IDs to not log (comma separated) —->
<!-— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress"” value="" / ——>
<!-— Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS (3. H—EXDRIBEINICEEICOHERT 7ML ZHAMD £9, ENEESNIIHZE.
FLULOREZRMEEZICIEFAS ZBEFTIVENDHD T,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 L CEIE T 3EZRD & S
ICEREL X I

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI APl £ CNG
APl ZHID & Z 3)
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B

false (7 #JL 1)

CAPI AP| %= f£F

CNG API =

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (9 2 7O/N1 X — D%

L))

f&

Microsoft Enhanced RSA$H K TAESEES{L
ON1AH—

Microsoft ¥ 7 b = 7 ¥ —52IEE 7O/
q—

Microsoft 75w b 7 #—L F—5EFH 7O/
AR —

HSMA YA —CSP/¥—X kL= FONA
H—

aAXY bk

F7 4L D CAPI FONAE—

FI7AILbEOCNGFONAH—

T4 EOTPMTONAS —; TPMIE2—

H——([CIFHRINFEA. TPMIZEEE

X —ICOAFERAL TSIV, REBLRE

TFASH —N\—Z XTI 3 FELH Z5H5(.
REIEDHR—EINTVBEHE S HZTPM

BRUNAN=NAHF =R A —|ZHERLTL
7230,

HSMARY A —IC &> TIREINE T, EIFAN
VRA—IZKO>TERD FT, RIEBILIRETFAS
H—N—%RTIT23FENHZIHEEI. kB
D R—EINTVEZHE DS HZEHSMAR >
HA—ICHERR LT 2T,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType (CAPI APIDIZ & (C D HHA7E

&

24

aAXY bk

7 7 #JL ko Microsoft
KeyContainerPermissionAccessEntry.Provider
Type 7O/\7« PROV_RSA_AES 24 %#15L
F9. CAPITHSMZERLTED. HSMA Y
HA—DRIRIEE LBRVWRD. BIC24TH 3%
ENHBDET,
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Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (FASH' MR RIS E% R1T T
BZRENDHBDHE. CCTHERESNIEZERLEY) MERDO TTIXR—~age) 757 %4
HLEI. N—RITT7THR—FINTVWEEE. TPMF—X L —COFBEZHFILF T,

& aXY b
Re&B L MEBERITTIRR—bTEEXT,
GenerateNonExportableKey TI7HI b MERIIIIIR—MTETEE
Ao
GenerateTPMProtectedKey MEZRISTPMEZFER L TEEINE T, WE

#(3. ProviderName T8 L 7=ProviderName
(f5 : Microsoft Platform Key Storage
Provider) Z/t L TIRIFENF T,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyLength (M ZEDH 1 X% E v MBI
TEELXY)
fig XYk

2048 T A bo 1024F 7134096 HEHTE £
ER

BET7AILDEREIF. KOLIICT T T AIICRTINET (1A M=ILDOTFT T #I ki
FRTRRINTWLWET) o

O—#1 3 4 X &N izEfR(/en-us/federated-authentication-service/2402-ltsr/media/fas-privatekeys-
config-file-graphic.png)

WE > F 1) A DA

fl1

DRI TIE. BERERISEAZ DMER C . Microsoft Software Key Storage Providerz £/ L TR
FEha1—Y RS OMERICOVWTEHRAL X T,

CNEBTTAILEDA VR S—ILBEBRTY, EMOMERBRIIFTETT,
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#l 2

DB TIE. BERHEEISIRE DMEREH Microsoft Platform Key Storage Providerz /1 L TFASH —
N=IHF—R—RDN—F 7T T7TPMICREFESN. I— —GBRZE OWEE D Microsoft Software
Key Storage Providerz L THREINZ & ERLE T,

CDIFVFTIF FASH—N—IHF—R—RKLDTPMA TPMA—HA—DRFa X2 M-
TBIOSTEMICETN. EDEWindows THIHAE SN TWA e ZaIRE LTWLWE T,
<https://docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows-

vista/cc749022(v=ws.10)> ZEBBL T ZE L\,

FASEEIOYY—ILDER
FASEEEOYY —ILEA 754 VDIIREZELRERZRITTIT RV H., BEHN SEREEIIRE
DAVSA VIRREEXREREZHFILARWVED., ZOFERIIHEINEFT A

FASOFHRREZ1TOMR. BRAET T — b ZzERL. GEAMEZRE LI, —EXZXK
WY BE BH—TVADRTYT3) IS ROFIEZRITLET,

ATV T L RDESIC configZ7 7 ILEZZEELE T,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.ReyProtection™
value="GenerateTPMProtectedEey" />

T7AILUFRDESICED T

<?xml version="1.0" encoding="utf-8"2?>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

«!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.ProviderType" value="24"/ —-—>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateIPMProtectedKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemlLog.Loglevel™ value="3" / —--—>
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / —-->
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citriz.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

—EHDOTPMIZRBREZHIRLEFT, T 74/ bD#ERIZ2048E Y b TE, N—RT T 7 THR—F
SNTLVBRREZIELTLLIEE L,

A 7w 7 2: Citrix Federated Authentication Servicex Bi£®1 L T. configZ 7 1 ILH 5 E% FiAHH
DET,
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ATV T3P —EXZHERLET,

ATv T 4: SERR#EAY —N\N—D S REBDDRAEEREFETRITL £9, BIRIERIZIEHEHEL
BInde. BBOVY-ILOEY N Ty T—T 2V IADRATY BHIFEICAEDFT, CORS
T. BREFEIFAZEDOMERREDTPMTERINE T, SEAEIFT 7 4L FT2ERBBI T,

CRIEBEEAZ OMEF —DTPMICEEL K REFESNTWVBR C E ZHER T BICIF. UATD
PowerShell X > RZfEA L £, BHREEEIAZ OMEF —DTPMICEREFINTUVSIEE.
PrivateKeyProvider 7 -+ —JL R (&Microsoft Platform Crypto Provider|Z5%E SN E Jo

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

ATYT5: BT 7N ZUTOLSICIRELELFY,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableKey"/ >

FASIITPMTRESN /X —%2F DA —H—SBAE AN TET X IH. KFREBREBETIE
TPMN\—R Oz T7HEITTZEELHD X,

ATv7T6: FASZBEEELFY, ChICED. T—EXRIIBEBRT 71l zBHiAAA L. BET
NIEZRMLET, TOROBEFMWEF—RERFI——HEEF—ICEREZE5XFT. N5
DIREITHE* —Z TPMICIRTEE 9. Microsoft Software Key Storage Providerz B L £ 9%

ATy 7 FASEEOYY —I)LTI—=ILE2TZ#RL. 1A b—JLEBARICKERIN TS &L
SICHEZRELE T,

PowerShellDfEF

IR BIEERAZE (. PowerShellZfEFB L TA 754 Y TERTE XY, CNnid. 7> >+ LA
SBRERZN L KBNS R E Z RIT I 5 C L Z2EF A VVEBICELTULWE T,
FASEIEOVY - ZERLTA 751 OEFREERAEBEREKRZITS LR TEFE Ao

ATy BEOVY —IILEEB L TFASOVEER =TS, TERETF > L — MDOER)
¢ TEERR#RED Y b7y 71 ORFID2DDRATY TDH%ETT LET,
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&& Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

— | X

Connect to another server  Refres

Deploy

Publish

Authorize

Create

Connect

h

ATy F2 . SERKEET —N—T. SAET > TL— EMMCRF v A > ZEML £,
Citrix_RegistrationAuthority_ManualAuthorizationT> L —+Z257 ) v o L. TFL—Fb

DEEZFERLF T

R TZERL T, RAICBVHEZEBELE Y, COAITIE. RATIEXOfine_ RAT. BRHA

FEE ‘!iZE—C‘ 3-0
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

AT wF3 EERRKEE Y —/N—T. EEFAREBEAMMCR v 71 > ZEML 9, sERAEFET > FL—
beBT )Y I LET, FIMZERL. HITTREAAET>TIL—bz2T )y I LET, LT
BEHODTYTL—bZ2BERLET,

AT Y7 4 FASH —/N—TXRDPowerShellAY> Ly bEO—RLET,
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

AT W T 5: FASTH—/\—OTPMHATRSAF —XR7Z &M L. FASH—/\—TX®DPowerShell 1<
YRLy b ZAALTHEAZEERERZER L £, F: —HBOTPMIEF—RZFIBLET, T
7L bDF—KIF2048E Y F T, BEVDN—RIT T 7 THR—FINTLEF—RZIEE
LTLIEE L,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

£
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New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
MUTFHRIREINZET:
PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

e 1d GUID (C DI TIE T5ac3d8bd-b484-4ebe-abf8-4b2cfd62cal39) ) & HFD X T v
TTRHEICHD F,

« ZDPowerShellAX > RL v M. SREBEEAEOMEBE T —Z2ER T A HICFERT
NBIEFREDODD TA—N—Fa0 K] ERHELTLIETL,

e COOXRYVRLY hERITITD L. FASOEERFICHEE T 7 1ILD SFHAHRSNTED
FrviTh. FHITZF—K (74 Mi%2048) HRESNE T,

o ZOFEIDPowerShell TR S NI B ERIEREEIRE OME F —12(ETIE. -UseTPMH
StruelCBRESINTWVWB . P XTLIFTPMOERICHELREREE—BLEVWT 71l
hEDEZERL X,

e ZOOXYYRLY FEERITLTH, BRT7 7TIILOREIFEEINEH Ao

o« TDERDBEHFASHIRD —H —SIFAEME T —I1RETII. FASOEFHRFICT 71 ILH 55
AL NT-EIMERINE T,

o FASH—N\—HI2—H—FERE %X FKITT 3RIC. TPMICK > THRESIN 21— —5E88
ZEOMBEXF—EE T B7-HIC. configZ 7 JL TKeyProtectionDfE%
GenerateTPMProtectedKeylCERE S 5 Z E HEBET 9,

TPMAF—RT7OERICHERAINI-C EZHEERT BICIE. F—XRTFHERSNITRET. FAS
Y —N—DWindowsI XY hEa—7—O7 V=300 %8R0 9,
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(D Information  22/07/2019 12:58:42 Citrie.Fas.PkiCore 14 Meone
G:) Information  22/07/2019 12:3%:41 Citrix.Fas.PkiCore 16 Mene

11 Information 22072019 12:5%:41 Citroc.Authentication.Federated AuthenticationService 15 Mone

Event 13, Citrix. Authentication.Federated AuthenticationService

General | Details

[515] Administrator [CITRIXTESTVAdministrator] creating certificate request [TPM: True] [correlation: e61a73d7-bbe1-44af-8d21-
1159d864d82e]

x0T
HFWT:

Application Number of events: 3

Level Date and Time Source EventID TaskC..
@ Information  22/07/2019 12:5%:42 Citrix.Fas.PkiCore 14 MNone
1 Information /0772019 12:59:41 Citrix.Fas.PkiCore

@ Information  22/07/2019 12:3%:41 Citrix.Authentication.FederatedAuthenticationService 13 MNone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:: Create [|dentifier afae7c8d-53ff-4cf6-bd96-75fa3eb0b6d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

F: T270/N+ 4 —: Microsoft Platform Crypto Provider ]

FlE6: SEABEERE V2 aYZTFAPIT4Z—ICIE—L, TERRT7AILELTT AR
JICRELET.
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E usmcertreq - Notepad I;Ii-

File Edit Format WView Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIZERMBEGCgmSIomT8ixkARKWEUNpdHIpeFRydXNERmFicmljMIIBIjANBgkq
hkiG9wBBAQEFAAOCAQSAMITIBC gk CAQEAwAtwoCLXJul 3y IscT8Y 5/ 7zuYgBhbHkhZVIwTHNFROXW
ThCMwi7XAYpTEVCbItgiFY /95EBa95tGeTVpelibbgk o Cdxydc 2BwX6INZrLi9hAF1bINFPErz+
vbGIY KUK EKI5 IpGgYWjUEDzKiQFaob3Dkh /pwP3V78cEYthxBECFbalNIMHOEFbepoSYOCATunXW
snwIbXD91lc/FGyN/IFI4PAFbNrjEIOHC+48y /WsPgPRgcq9X¥BwRjzpGj0gORo]S9g220Y5PwD 7Y
FF v EvoQkRy SNXOCAT J+xxYEPLp9JulaE WX rTIG+XP35nG,/oCCPit7iUIIc9FjGa3gTUQIDAQAR
olAMwDOY JKoZThwcNAQENBQADggEBATIVEjROXWHIvztpjxPel zAWBsrLpOsCFNdvYn9u+1718Gsr
Atul juQ+AndY2Rw7bbpxEICVErqdSty+witPnlUioAfEelglVht 2RVFbEd7Ns6+Mc+F5bFeglHsBC
Y1ITHNOtmcHFKtdLoz585E+t0w39MProEj 3p 76wk 7HrGY+QSbFD38rbL19Z5cFNYYgMbs gyMedREF
35magQiN3C8lygT8z1iF4132x1ImQrP /AXQvr1F+TO15PM5Fx] JOPEKWopWTY ZXGz5ClufxevcB1K
+ETHIt QY IMExw3+6TLcFul@j rd8KIjTdC5S5MU7 L IulajTNISZ+1eMB1TATOI NG /ABT 0=

————— END CERTIFICATE REQUEST————J

< >

FIE7: PR B TR ORI TN T B (o Id. FASY —/\—TPowerShelllc I T & AS L &

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>
B:

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq.txt

UFHERREINE T,

PS C:\lsersifidninistrator AUTH* certreq -submit -attrib “certificatetemplate-0ffline_RA" C:iUsers‘\Administratoer. AUTHADes
ktophusmcertreg.txt
fictive Directory Enrollment Policy

%:F?6160E DBOC-4D21-AGFD- 2E295ﬂ21??32}
ap

CORRT, SRR XA bV Y RIUDRRRINZHGENH D £9, ZDHIDIEBEEREIE. http
(L) ¥ DCOM (F) OmADEERIBEMICHE>TWVWETS, FAFELRFEIE. DCOM AT 3> %
BEIRLEY,
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Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel |

SFEAMRINNEE SN D . PowerShell IC RequestlD ARRINE T,

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

PS C:\lsers\Adninistrator. AUTH> -
ATy 7 8: iEFAKES T — /N —T. EIPAKEE MMC X+ v 71 Y OREPDEREZ IV v I L F
To BRIDZXELET, Ric. BRZRAV VI LTHEITZERLET,

ATV 9 FITAEBIARAE / — FZ2BRLE I, RITENLEHDDDIEAEZRDOITET (X

IDA—HTBIF9TY) FTINTVy I LTEPAEZRATE T, Sl T 2R RLE I, T7A
IAJE—Z0 )y I LET, SAEOIIRR—bDsF—RDEHMLE T, IANZIUVIL
F9. Z77MIERICOVT. XOF T3> zERLET,
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

ERiT THEES X vt —JEXIE% - PKCS #7 SIS ((P7B)) THD. TAgeThHhiE. SEEED/
ACHIIRTOIHEZZTH D] NERSNTVIHBRENRHD £,

AT 10: TUVRKR—FLIZEEBBE 7 71 )L %E FAS H—N\—ICOE—-L £ 9,

2T w7 11: BRI E %S FAS H—/N\—IC1 V7 R— 3§ 3ICIE. FAS H—/N—TXD
PowerShell A¥>KLw brEADLET,

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcaTCertificateFile <Certificate file from step 10>

IR

Import-FasAuthorizationCertificateResponse -address fashsm.auth.net -Id 5ac3d8bd-
b484—-4ebe-abfi-4biZcfdb2ca3® -PkcsT7CertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

RDESICKRREINE T,
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PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo9g8boc2705 C:\Users\administrator.sTU\Desktop\TPM_FAS_Cert.p7b

1 74d427ff-c55b-4d6d-87ae-1ff98bec27es
: [offline CSR]
1 978816¢cd-8b21-4695-8c5d-88bb7df1816b
CertificateRequest :
status : 0k

BRI E OMEF —HTPMICIEL K RETNTWVS C L 2R T 3123, RDPowerShell
IRV RZzERLEFY. BREBIASOMEF —HTPMICREINTVIIGEE.
PrivateKeyProvider 7 + — JL R (&Microsoft Platform Crypto Provider|Z5%E SN E Jo

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

FlIE12 : FASEEEOVY —I/ILZEHALTH o BEFHL £,

&4 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

A COY—EXZERIT 31 ORTY IITEBOF v IX—IIMTVWTVET,

FlIE13 : FASEIEOYVY —ILTIL=ILRT%=FERL. 1 VA F—)LEEBHTHAINTUVWIRE
TRELE I,
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#l 3

COBITIF. HSMICREFESN TV 2 EREEARAZEOME T — 1 — —AAEOMWEF—ICD
WTERBAL £9, COBITIE. HSMAEREINTWVWB e ZaRE LTWET, HSMICIE. 7ok
Z ¥ THSM_Vendor's Key Storage Provider] O K52 FONAA—&hHD £,

FASH—N—%REIRETERTIATENHI5EIE. NI N—N1HF—DHR—KIIDWVWT
HSMAR VA —(CRESEL T EE LY\,

FIE1L. B>V —I)L%ZFEB L TCFASOEREZTOM. (HEEETF VL — DRI &
FEERRKRAD Y b 7w 1 OBRFID2DDRATY TDIHETT LE T,

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE2 : HSMAY A —D R F 2 XY bZBRB LT, HSMOProviderNamefEHDMAI TH BN E h 7z #)
WL £9. HSMACAPIZERA L TW3AHE. RF¥a X2 hTIEZ7O/\1 4 —h'Cryptographic
Service Provider (CSP)Y LTEBRENZ ZehH D £9, HSMACNGZFER L TWLWBRHE. 70O
N1 A —|EKey Storage Provider (KSP)X L TEBEINZ ZehHb £,

FIE3 : BRET 7ML ZRDELSICHRELE T,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor’s HKey Storage Provider"/>
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T7AILFRDKSICED £

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->
<!—— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] ——>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrixz.Ruthentication.UserCredentialService.Systemlog.LogLevel" wvalue="3" / -->
<!-— Logging: Event IDs to not log (comma separated) —-—>
<!—— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>

<startup><supportedRuntime wversion="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CDF ) A TIE. HSMHICNGZER L TWLW37=8. ProviderLegacyCspDfE|dfalselZfRE XN
TWE Y, HSMA'CAPIZER L TW 35 EIE. ProviderLegacyCspDfE% truellfRE T 2 HEH
HODEFo HSMACAPIECNGDEE S Z AL TVBMCTDVWTIE, HSMARY A =D RFa XY
FeBRLTLIET WV, Ty IEHFRSAF—ERTHR— TN TLBF—RICDVTIZ,
HSMARY A —DRFa XY b EBRLTKEIV,. COFITIE. F—RIFT 7+l bD2048E Y
MIRESTNTWLWET, BETAF—EMNIN—RIZT7THR—FINTVWR e ZHRLTE

L,

FlE4 : BET 71ILDSEZGAED =8I, Citrix Federated Authentication Service = FBifcEh
LE,

FIE5 : FASEEO>Y —ILOWERESX 7 THERBEZ V) v LT, HSMAICRSAF—XRT7 %z 4%
B L. SEFBEERERZIER L £95

FIE6 : F—RTHHSMTER SN EZHERT 2ICIE. Windows I AN> AT D7 ) r—
arIvh)zMERLED,
[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

A [FONAA —  HSMAR A —DF—A ML= 7ONA 4 —]

FIE7 : EBAKERI Y — N\ — DFRA%RAMMC T, REHRDER ./ — RZERL F T,

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
107 BEGIN NE..  The operation compl.. Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

BRzEGI7Vv I L. BIT=ERLET,
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F: TCOY—EXRZERT S OFIRICEREDF T v II—IHPMTVTVET,

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

FIE8 : FASEEI VY —IILTIL=IE2TEZFERL. 1 VA F—=JLEEBHETHBEINTWS L SIC
REZTREL X7,

FASSFEAEX L —

FASIZ. SFBBEZE%R1E T B 7-0OICFASH —/N\—_EDMicrosoftSEFAZ X b 7= AL Tt A. HAA
AT —IR—IEZFERLET,

BRI RIEIFAZE DGUIDZYE T B ICIE. FASH —/N\—TXDPowerShell Y>> KL v kE AL
9,

Add-pssnapin Citrix.a&ast;
Get-FasAuthorizationCertificate -address \<FAS server FQDN>

Bz |X. Get-FasAuthorizationCertificate —address cg-fas-2.auth.net :
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

- —GEEAED VX FZEUS I BICIE. RDKSICANDLET,
Get-FasUserCertificate -address \<FAS server FQDN>
5l Z 1. Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate

ThumbPrint : 2A81185BBEF8B69618@F5FDEGFACOFBEFBAEBS9

UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

fas.stu.net

5

HSM Z{ER L THBE T —%2R7EJTBHE. HSM I FFHIE GUID THEBIENEd, HSM R

DWEF—D GUID 1F. RzfEALTHIFTEET,

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

Bz AE

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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PS CiwUsershadministrator:> Get-FasUserCertificate fas3.djwfas.net

PrivateKeyIdentifier : 38485c4d-63af-43e4-9135-2412246b1112
J Prowvider i Microsoft Software Key Storage Provider
PrivateKeyIsCng : True

ThumbPrint : AD2441FA5S8A02066A84DB198EAREA9T7 65 28DE0ET
UzerPrincipalName : joe@djwfas.net

Role : default

CertificateDefinition : default Definition

ExpiryDate : 19/81/2818 @9:18:48

B

o TR =)L (/ja-jp/federated-authentication-service/2402-Itsr/install-configure.html)
& FASOA YR b—LEBRICBETZEERY T 7LV XTT,

o —REVBFASERIZ. T7xT7L—2a Vi —EX7—F 70 F v OBE] (fja-jp/
federated-authentication-service/2402-ltsr/deployment-architectures.html)DEEEICX & H 5N
TWEY,

s TOM®D TNDY—) 88FElF. THELEH] (fa-jp/federated-authentication-service/2402-
Itsr/config-manage.html)DEEE TN INTVE T,

EXaUTo Ry bT—T1ERK

Federated Authentication Service (FAS) |&. Microsoft Active Directory & & U Microsoft FiEEA#E RS
EBEIREINTUVEY, RXA>ObO—F—RZOMOEBEELRA VT ZA NI IF v LE
BRIC. AT LN EYICBEESLVFREINDELSIC. EFa) TR —Z2HFEL TS
(AN

CDRFaAXITIE FASZRHEITBRICEBIRNT X2 T BEOHEZHBEL £,
Ffe. 1VI7SRMNI9FvDEF ) T REICRILDAREMD H 2FAATRELRIEEEDOBIED
SHEAL £ 95

Ry RI—OT—%FOF %
RDOEIE. FAS BRTHERINZIEEROVER—betEFa ) 704ERZRLTVWETD,

FAS Hf—N\—Id. EEAES LU RXr> > bO—5—&HIl. EFa VT LEERTY
TR0 F¥D—ETY, 77 L—>3 VERETIE. Citrix Gateway & Citrix StoreFront H'
I—H—FfZRITITSAVR—%>2 b TY, £DMOD Citrix Virtual Apps and Desktops™ 1>
K=Y blE. FAS DEAICLZHEZZITEE A
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Citrix
ADFS Server (with Federated Authenti-

Web Access Proxy) cation Server Certificate Authority Domain Controller

Windows Server Windows Server i Windows Server

FAS User UPN

5 FAS e
T.LS §eruer j Authorization ,‘ Certificate " walter@auth.local
Certificate Certificate Template | Alternative UPN

FASUser @ FAS Autharization walter@adfs.ext
Signature Certificates . Certificate

Certificate ' Template

Encryption
Certificate
(not used)

Kerberos

Citrix Gateway StoreFront Delivery Controller VDA

Windows Server & Desktog indows Server & Desktop

TLS Operating Systems KerberDS ating Systems

VPX indows Server

Root CA TLS Server TLS Server | FAS User
§ Certificate f| certificate § Cenificate @ Cerificate

Gateway Server
' Certificate

ADFS Signature
' Certificate

SAML SP (RP)

High Trust Intranet

27470 F—=IeRy bO—0€FalT+

R— b 443 =/ L7 TLS |&. Citrix Gateway. StoreFront. & & T Delivery Controller™ 1> 7R —
x> MEOBEXREL X I, StoreFront —/\N—I|3XEEFTDHZEITL. Citrix Gateway &
HTTPS R—h 443 ZER L TA V2 —F v MEHDOERDO A ZZITANE T,

StoreFront H—/\—(Z. HEFREE T N7z Kerberos Z /A L THR— b 80 #BH T FAS H—/\—|l#&
#iL 9, FREEICIE. FAS H—/\—® Kerberos HOST/fqdn ID &. StoreFront #—/\—®
Kerberos Y>> 7 AT b ID BMEREINE T, CDEREEAAEICK DL Citrix Virtual Delivery Agent
(VDA) ’A—H—Z0OJF > T 2DICHERE—FERD TERER/N\N>FIL) PERIIhZF
ER

HDX v a > hA VDA ICESISND . VDAHR—F 80 FEHETFAS H—N—|lEHELEX T,

SREEICIE. FAS H—/\—® Kerberos HOST/fqdn ID . VDA @ Kerberos ¥ > ID BMERINE
o Fio. VDA IIFIBAEZE  MEBEICT VR TB7-0HIC TERIEHR/\V RIL) ZRETIHEH
HhFEd,
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Microsoft SFRARERE (3. Kerberos s8sF M- DCOM R LI-@E2Z T ANE T, CHIZEE
TCPR—bZERATAESICHBETET XY, EEKEIZ. EEINICERI—J T MEBZEIC
SO TEHSINIECMC NIy b E FAS H—N—hRIHTZ e 2#EBRL XS,

H—N— TPAFT I +—ILR—b

JxTL—o g RS —EX [in] StoreFront™#& K F'VDAD 5 DHTTP#EH
Kerberos. [out] MicrosoftsEBB#ES A\ DDCOM

ShUYORTF—boA [N 22472 UHS5DHTTPS, [in/out]
StoreFrontth —/N\— X MHTTPS. [out] VDAN
DHDX

StoreFront N> rJYORTF—=rTTAHE5D

HTTPS. [out] 7UNJ)— 3> bO—5—AD
HTTPS. [out] FASA\®DKerberos HTTP

FTUN)—a>bO—5— [in] StoreFront™ —/N\—H'5 DHTTPS. [in/out]
VDAD'5 DHTTP#EHKerberos

VDA [infout] 7N —2a> bO—5—H5D
HTTP#EHKerberos. [in] ¥ cJw o X &5—
7 T4 H5DHDX. [out] FASADKerberos
HTTP

MicrosoftSE PR RS [in] FASH'5 MDDCOMEB & I E#

Citrix 7 7 L—7w REREEH —E X ¥ Citrix Cloud™ RID1EFT
YV —=J)LEFASIE. TENENI—H—7ho> by D=0 —EXT7HT> b2{ERL
T ROT7RLRICTIVEALET,

s A—H—=7hHUFTFTOFASEEIVY —)L

o * cloud.com

o *,citrixworkspacesapi.net

o BHELVWDBETH—RN—FTsDIDFONAE —DMERAINTWVBREEA. FRUCEL>TH
BrEnd7RKrRLX

« XY FIT—=IOH—EXTAHI Y FTFOFASH—E X:

o *,citrixworkspacesapi.net
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o *,citrixnetworkapi.net

BEVDREBICIOF O H—N—DESENTUVBRHEE. FASEEBEOVY—IILOT7 RLATaA—H—
TOFXF%BRELET, £, netshFIZEFDY —ILEZFRALT. Ry cTJ—IH—EXT7H
IORDTRLADEHINTWR I 2R LTS

EXaUToICBATEERER

FASICIE, XA > a—4—|C BRI TS £ %17 T S 3 BRMETREL S0 9. Thid,
FASH—N—%(RE L. TOMRZHIRT 3700+ 5K —2HRELUEET 0
ARILB T

FASIZ. BRI — x> b LT ET 3 e TcaA—H—BAZE R FEITL £ 9, MicrosoftsERAKLES
Tl BREI—z Vb SAET YL — b, BLUVEBERI -V MHEEEEEZRITTES
A—H—%HRTETZXT,

citrixtest-DC-CA Properties

Extensiong I Storage | Certificate Managan:
General | Poicy Modue [ B Modue
Enolment Agerts | Audtng | Recovery Agerts | Secuty

For more information see rol A
() o mot restrct enrcliment agents
(® Restrict errolment agerts

Enrolment agents:
[Everore |

CORAT7OTZEALT. UTZHETEET:

o BRT—>1 2 )X BMIFASH—N—DHAIEFENTVWDBZ Ko
o FFBFZEF>TL— )X BMICFAST YL — DA EENTVWDEZ &,
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o MR X MIFASOERAMNHFRAITNTVWRI—H—HEENTVWDEZE, Tz, BEEX
TldRESN-A—F—JIL—FICEERRZEZRITLEVWC e 2 B#IO L E T,

7O AEE) R~ DAY

(/ja-jp/federated-authentication-service/2402-Itsr/install-configure.html#configure-rules) 7> 3 >
THHAINTWVS L SIC. StoreFronthF —/N\N—D U X b Z BT IHBELNHD F£FI, cNHD
StoreFronttt —/N—(Z. FEEAZENREITINBZEICFASICA—Y—IDET7H— L £, BEKIC. 3
BEENEITIND I —H—&. RAITETBVDAR D VZHIRTE 9, CDEEIX. BT 512
# (M Active Directory £ 7o (FEERBHERED X 2 ) 7« HEEICEBNMINZHDTY,

T7AT7OA—ILEE
FASH—/N—ADIRTDERFIE. R— ;80ZN L7THHEEREE S N7Windows Communication
Foundation (WCF) Kerberos®vw b7 — UGz ER L £ 95

AR M OTDER

FASEVDAIE. Windowst N> hOJICEREZESTAAE T, COOJIE. ERE L VEERBR
ICfEFTE XY, (/jajp/federated-authentication-service/2402-Itsr/config-manage/troubleshoot-
logon.html#fas-event-logs) €7 > 3 VIlld. ERMAIERAARY FOJIY FUARA—EBERRINTV
9,

N—Fox7*xa7Tq4EDa—)l

FASICL > TRITSINA—Y —AZEX -2 ST IR TOMEF —IX. Network Service 7 1177
VHMMIELOTIVRR—MARAIRELEMBXF—C LTHREINE T, EXxaUToRUS—TRHREYL
INB3HE. FASIIES{tN—R Iz 7Exa) T4 E a2 - I)LOFEAZYR—FLET,

ELANILDOESILERLIL. FederatedAuthenticationService.exe.configZ 7 1 L CHJATE £,
CNEDOREIF. MBXF—DRVNCERINZI CZITERINE T, LD >T. BEHFEEBOWME
F— (FzrzId. 4096y b, TPMIRE) &V RA LIA—H—FEEICIE. BERIHBEEZFEH
TEXY,

INSAX—"— A

ProviderLegacyCsp truelCERE 9 D &« FASIEMicrosoft CryptoAPI
(CAPNZFERL £9, EhUNDIZE. FASIE
Microsoft Cryptography Next Generation API
(CNG)ZERL 9,

ProviderName FEHTBCAPIZIZCNGFONTE —D%
Bilo
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S&"

NFA—B— Bq

ProviderType Microsoft
KeyContainerPermissionAccessEntry.Provider
Type 7O/X7 1 PROV_RSA_AES 24 =&
L& 9. CAPITHSMZfERLTH D, HSMA
VA—DRRIEE LABVWRD., BlC24TH 3
MHENDHD X7,

KeyProtection WEFX—0 TTORR—rABE 759 %4l
BMLEY, £feo N—RI 7 THR—FZH
TW3BaIE. FSRTYRTSY T #+—
LEZa—IL(TPM) F¥— XL —CDOFERD
AL £95

KeyLength RSAMEF—DF*—K, T R—bINTWL3

fE1£1024. 2048, 4096 T (T 7 # /L b:
2048),

EREDORAE

RIEOERIE. UTFOTIL—TIZaTonEd,
%l BfE

IVE—T54 XEERE 7L XA MADEEERET > L —bhZEA1 2R
F—ILLTRET S

B XV EEE IIN—TRIS—REZEBRT S
SEFRERS EIEE SEEAKEEEZ B T B

FASEEE FASH—N—%1 VX b—JLLTIERT %
StoreFront/Citrix Gateway & 12 I—4—FEE = 8T 3

PRIV IRAN=FvIL TR by T™EE VDAY Y bO—5—%1EHT 3
&

BEEEZ. 2FNBtFaUTsETLORLZAEZFEL. P XTLZRETZHDZE
Bt 7O—FZraeic L X9
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TN—TFR) S —KE

FHEINTFASTY I VIE. JIL—TFRVS—%BLCTHERINTE T14>T7v I XRES -> FQDNJ
DIy I TyTT—=TICL>THEINEINE T, FASH—N—ITHERT B, 7517 MIFAS
1 —/N\—® HoST\<fqdn> Kerberos IDZHEFEL £9o FASH—N—IZT7 7R TEITRTDH—
N=IF. BLA>Tv IR LTE—DFQDNIBRZIFDOHNENH D £9, €5 THWIBAE.
StoreFront¥ VDAIZ R R ZFASH — N\ —ICHEi 2RHEMED H D £95

Citrix Tld. IRERZEITR-HIC. RERNOIARTOIIVICE—DOR) S —%2BHIDI L%
WELTWEDT, FASH—N—DU I EZETIE. FICTO M) EHRLIEDERBERDT
BERICIFFEELTLIETL,

CDGPODFIEIZ. FASH—N—% A VXA b—IILELUVELTBIFASEREE (LW EIFR X
A4 VEBE) IIRETIHELHD 9, FASH—/N—DEELEER T <CICTS Y DFQDN& % B A
LABEWVWESICERELTLIEEL,

AEEAET > L — b
FASIZf3 B DCitrix_SmartcardLogonsEFBE T > /L — b ZFEALAVGEIE. €OAE—%2ZE
TEFET, UTOEEHNHR—FINTVET,

fERET L — ORI EEE TS
Citrix_SmartcardLogon Z 8D 7> 7L — b @BIFEICEDE THBIZZEELICWEEIE. XD
CEETOSBEDNDHD £,
« SEBET VL —bOOE—ZER L. HEBOT T — M RRIZEICEDLE TRITZZEEL
7,

e B —H—+ >R —T 1A XATIF%H <. FAS PowerShell I¥ Y REFERBLTFAS Z&EIEL
9, (BEIAI—Y—aV2—T AR Citrix DT 7 AIL TV TL—FETOAERT S
CrEBRNELTVETY, )

o Microsoft MMC §ERREZ 7> 7L — b X+ 7« > £ 713 Publish-FasMsTemplate A< > K
ZERALTT>7L—bZRBEL.
- New-FasCertificateDefinition Y > RZFEHALT. 7L — & TFAS ZHERL £7,

—@O/NT1 DEE

FIAIL TR I—Y—TREOESEBETERTY, ERET T — P TEEEELE
TEET,
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FEHHARIEEE LBRWVWTL TV, FASISEEBE TV L — D ZDHREZEFH L XJ, FAS
. BREAEOEP CTEREZ BEFNICEFRLE T,

ERMEBONT DESE
NSDTANTAIIEELRVWTLIEETV, FASIFEEBBZETF Y L — D INSDRTE X ER
LEXJ. FASIIBICHMBX—DIVAR— 2] T5 O:FRZERL. BCF*—TEHITS
DFERZ R L £ 75

EeS{t7O0/NT1 OEE
NSO TONTAIFEELAWVWTL 2TV, FAS IFHEZEF Y L — DN 5 DREE EHR
L£9,

FAS DRI T 2AFOREICDOVTIE. MEBEF—DFREZSRLTILEI L,

F—EBRIBATONT 1 OEE
NSO TONTAIFEELAWVWTL TV, FAS I35 —BRIEBEHR—F LTULWEL Ao

BRI ONITVIL—bOTONT1 Z2EET S

N5 FONTAIEEELLBWVWTLEEIVL, FASIZTFY7L—rOBFHZEZHR—FLTL
FH Ao

HEEKEED TONT1 ZEE TS

CNSDHRTEIF. BBOR) S —ICEbETEETEET,

JERC L MEYIRILREEDRTEIX. X270 LOMEZSISRI LD, FERATIARUVEERA
EICB->TEDTBAEMDLDHD £,

XaUFe TANT1 2EETS

Citrix &, FASH—N—0Q A Ea1—42—T7HhHU > FOHZHICHEADD S LVOEREREZFI T &L
SIC. CNEDHREZZEFIB_CHHEREL XTI, FASTH—E X, MMOEREZHNEL LEH
Ao TofeL. MOSEBE T VL — M ERERRIC. D ENTEET,

« BIEENT VT L —bZHAND FHISEZTIAATEELSICTHS

e SREECN-A—H—DWFTF T L — b EHEAENDEDICTS
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Names:

8 Musthenticated Users
% Domain Admins (DJWFAS Domain Admins)
* § Diomain Computers (DJWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

BTz VRO TANT A %2 EETS
Citrix (F. TNH5OTANTA ZEELBVWC EZH#HELFE T,
T 7FL— KT T CDActive Directory 188D\ 5% DNEIRINTWS 7. FERA%E IO —

H— SID ZEFREIREREICE®. CNIC& D I—1— Active Directory 7117 > bAD#
Ny EYITHREINE T,

B—N—TONT1 ZEETS
Citrix IFHERE L FEAD. BEIIRLT. CNSDREEMBBORY S —ICAOETLEETE X
EP

RTEH7ONT1 DEE
CNSDB/ERZTELHEVTLET WV, CNHOREIF. UTFICRTEED THIRELRHD F
R
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Citrix_SmartcardLogon Properties |2 N

General | Compathifty | Requast Handing | Coyptography | Key Ateststan |
Superseded Templates |  Exensions | Secunty | Server |
Subject Mame lssuance Requirements

Fequire the following for enmolment:
[_ICA cedficale manager approval

[+] This numbes of authorzed signatures: El
¥ you require more than ene signature, autoenrsliment is not allowed,

Palicy type required in signature

| Application policy W |

Appiication polcy

Catficate Requast Agent W |
ance policies

Add...

Hemove

Require the following for reenmaliment :
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VDA CAPIOZ (len-us/federated-authentication-service/2402-Itsr/media/fas-troubleshoot-logon-
capi-log.png)

VDA CAPIOZ 2(/en-us/federated-authentication-service/2402-Itsr/media/fas-troubleshoot-logon-
capi-chainpolicy.png)

VDAY X7 LAY

KerberosOAZ D EMICR > TWVWBIBE. P XATFLO7ICIFITS—
KDC_ERR_PREAUTH_REQUIRED (#EfiAJEE) . KerberosOJ' 4 VAWML= & &ERT
Winlogonh 5D T Y FUHRKRINE T,
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VDAY X 7 L7 (len-us/federated-authentication-service/2402-Itsr/media/fas-troubleshoot-logon-

vda-system-log.png)

Windows{ X O %Z#EH L 7=FASDER

IRTDFASA Ry M. Windows7 FUr—2 3 >ARY OJICEFIAEFNE T, System

Center Operations Manager (SCOM) 74 & D

1] O
%DD

Ry b EFEBLTFASH—EXDBEMZERTET T,

FASH—E X 3RITHRTIH?

FASH —E XDERTHEHIE SO EHITT BICIE.

ZERALT. CCTHAINTWS ZOER A

Citrix.Authentication.FederatedAuthenticationService.exe 7Ot X EMR L £ 95

DU a3>TIE FASH—EXREZERITIT-ODDRILEERAARY FDAEHBL X9, FAS

AR FI=FDORLE) A FIDVTIE FASAARY bOJZERBLTLIETE L,

FASEB2M1r Rk

UTFDARY ME FASH—EXDREETHEHNESH 2R LT,

14 R ;Y —XIZ Citrix.Authentication.Federated AuthenticationService T95,

IRV b+

[S003]

[S022]

[S023]

[S123]

ARYEFTHFI L

EEE [0} B’ A>T
TURE-RZ 1)

ICERE

BEE [0} X VT
FURE—RELT
ICERE

BEENMA YTV
AE—RZAICEK
E[{0}]

[upn: {0} role: {1}]
[exception: {2}]DEE

i

FASH—E XH X >
THYAE—RICE
1TLIEDN XoTF
VAE— REMRRE
ni L/TCO

FASTH—E XD XY
TFURE—R%ZME
RN E L7

FASH—E XN XY
FFURE—RICH
D% L7

FASH#ERE I TL)
3CAODWFNHI—
H—SERRZE D FITIC

p:

XTFHFVRAE—FR
RiZ. FASH—/N\—
TN 2F
VICERTEFE
Ao

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 LAf%
THIFATIEET 9,

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109L4p%
THAEBETT,

CDANY IE, 1B
ENTWEIART
DCADKERE L TWL\7&
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[S124]

[S413]

[S414]

ARV FFER L

BHEDRITICKBL
FLT:

[certificate authority:

{2}] [exception: {3}] T

[upn: {0} role: {1}]®D
FEEAE DRITICKM
LELE

AGRIIFAE DB
RARIE 4 < HIh &
¥ (30{)A) . I
FRED M {1}

le\ﬂ uIEEHEUJﬁxﬂHH
Bﬁb\tﬂni L/T‘.o EIE
BAE D FFH: {0}

A

RIhLAah o735
B. [S124]D%&ICC
DARY MDFEEL
9, 01 ——
DVTINHTAF
IFKRBLET,

FASHYEE SN T=CA
hoIa1——EE

ZERLESELE

EEICIS—HIEE

L &x L7z FASHE

HODCATHEREINT
WBI5E. FASIZH

DCATERZHITL
EE I

CDARY &
FASHEGRIEEAE D H
SHEARR DA DK ERE
HAMICER TN E
9o T7AIELT
&, HAEREEREDE
SHERBRM30BUAT
HBFE. CDAN
Y hEIERER SN
7,

FASEREEEEFAZE DA
SHERBR AN S &
ZDAIRY MHER
BICERINE T,
T7AILETIE C

p= 3
WwWlrzmRLEY,
FASHHSM%Z R
BLDICEEEINT
W3IBE. HSMA HE
EELTULWAVLZED
T LTULWBETEEMED
HHFT,

CDARY I CA
HIBERE L TULVERLY
. ERTIRWNS
CERLTWBEEE
MHHD XTI, FAS
MHSMZERT 3 &
SICHEREINTVWS
H e HSMOM&EE
TWRWI EBRL
TWSHEBEMED B D
9, FISMF. A
DEREAZRET DD
IZIRIIB £ 9,

T 7 )L FEREIE.
cmdlet Set-
FasRacCertificateMo
nitor Z {£F L T
BTEFEY,
lPowerShell
cmdlet; ZBHRBLT
T W (fa-jp/
federated-
authentication-
service/2402-Itsr/
config-manage/ps-
sdk.html),

BEHAR A IN B

Y. FASIZFL L
—iERAEZ &£

RTER<ARD, &
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IRV k IRYFFEZ L
57 F#EHFAST AR

A

DARY MIBEE
BENE T,

p=3
YONTAF N

KBLImD T T,

Citrix Cloud™ TFASZEA L TWLW3IHE. UTDARY MME FASTHT—EXNERBTHBZIHNE DS

MR LET,

A4 ~R> kY —2XIZ Citrix.Fas.Cloud T35,

ARV T

[S012]

[S013]

IRV FFER -

FASH — & X [&Citrix
Cloudhs5D> >4

)] Ve st 2 4 b 1) ==
BJEETY

FASH — E XX Citrix
Cloudh5D >
WA >FICHIA
TEFHEA. [{0)] 5
MICDOWTIE. B
a>Y —)LTHESET
TE

A

CDARY &
Workspace (DD
Citrix Cloud) H*5®
270 | e 7
HHEREL TWVWBIET
ThdcxERLE
ER

DAY ME.
FAShH'Workspace
(D F DCitrix

Cloud) 65D >
TNTA T %R
HTIRVWICZR
L¥xd, Xvte—>
ICiEe T A
V7 UHEREL %8 L)
EEAFENTULE
EE

=)

CDIRY M EET
I BH1IC. FASIE(1)
BERThTW3C
e QAYTFUR
E—FTIEB2WVWC
. (3)Citrix Cloudic
EHRINnTWwWa L
ZHRLET,

FAS|ZCitrix Cloud\
DK FERY 75 3 & M
BHLEJ, OB
iE Ry bT—=00
AES»>7OF>
H—N—DFEHRZ A
TRA LR =73
. TEIFELRER
THEHrYII N3 C
ERHODFET, D
EOBRIFEH. ARY
FTFEXRCE
l'Service is not
connected to the
cloud] ERRINF
T CHITBEEDH
fETHD. FASKK
Citrix Cloud\ D
MEESICEEIL
FOELET,
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XU T1M1RV b

RDANRY MME AEBIV T T HFASZERALELS Ll ZRLEFET,

14 R> Y —XIZ Citrix.Authentication.Federated AuthenticationService T,

ARk

[S001]

[S002]

[S101]

[S104]

[S205]

FASTARY hOY

AR ETEZI B

7ot REET: 2—— [{0}]
|ZAdministratorsZ JL— D
AN—TIEHO FHA

7Ot AEE: 22— — [{0}]
IEO0—JL [{1}] DEEETIE
HhEEA

H—/\—[{0}] 1. O—JL
[{1})] TIDZ 7Y — h T 31ER
H D FH Ao

H—/\— [{0}] IZUPN [{1}] D

TH—MIKBLELE
(UPNIZEO—JL [{2}] TFA]

INTLEEA) o

SERRERBET IV ADHER
INEFLE-FUHLTTH
>k [{O)] I JL—IL [{1)]
DEFA ENEEBEFHEET
B0 EH Ao

g{l{l

B

FASDIERZRTFCITIEE
L&D LFLED. HUH
LTTlZFASEBETIZH D £
HATL .

FASIL—IL DR ZRTE T
FEELLSELFELEDA
U H LTh FASEEE TIL
HOFEATLT

dA—%—1DZ7H—btL&KD
CLELEA. MU LITIC
X DIERDH D FH A
FASIL—ILIBR TEFRI ST
L\ StoreFront™+ — /N —
(BLUHETIHEIE

Workspace) D&HHIL—H—
IDZE7H—bTEEXT,

dA—H¥—1DZ7H—hrL&D
ELFELEA. FASIL—ILIE
BRicfE-~CcCa—tY—7Aao>
EAFRT TN TULEEAS

VDAWFASTY VI LAY
FrERIFTLELSELFELE
H. FASIL—ILIEREICIES T
VDAIFFFAIENTULEE A,

MDRIC. FASICE>TERINDZ IR OV M) ERLED,
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BEARY
CNEDARY MME FASH—N—DBREEICH L TOJICERERINE T,
OJ3d—k
[S001] 77t R3EF: 2 —4 — [{0}] |& Administrators 7 IL—FD AV NN—TIEH D FEA
[S002] 7V REE: 1 —H— [{0}] (FO—IL [{1}] DEEETIEHD FEA
[S003] BEE {0} WXV TFHYRXE—RZ (U ICRELTVET

[S004] BIEE [{0)] M CA[{L)] B5FT>FL— b [{2} and {3)] ZfEA L THASREFEAZ # B3R L TL)
9

[S005] EIEE [{0)] H* CA[{1}] DAEABEEDHELTWET
[S006] EIEE [{0}] NEEPAEER [{1)] ZERLTVLWET
[S007] EIEE [{0}] NEEPREER [(1)] ZEBH L TLET
[S008] EIEE [{0}] H'FERAEER [{1}] ZHIFRL TVLET
[S009] BIEE [{0)] HIL—IL [{1})] EERLTWE T
[S010] BIEE [{0}] AIL—IL [{(1}] ZEHFH L TVFT
[S011] &EIBE [{0)] WIL—IL [{1)] ZHIBRL TV ET

[S012] BIEE [{0}] H'EERAZE [upn: {1} sid: {2} rule: {3}] Z ERL L TL)E § [Certificate Definition: {4}
Security Context: {5}]

[S013] EIEE [{0}] H'EERAZ [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}] % H!
PRLTWET

[S015] EIE#E [{0}] A REEREZEK [TPM: {1}] ZEREL TWVWET

[S016] EIEE [{0}] NEFRIEEE = 1 > 7R— F LTULE T [Reference: {1}]
[S022] BIEE [0 WAV TF UV RE—REATICKRELTVWET

[S023] BIEE [0 WA VT FUYRE—REAVICKRELTVWET

[S024] BIEE {0} MY RTLANILREZZ—%ZRBELTVET
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AJad—k
[S025] BIBE {0} Y RATLNILAEZR—EHR/ELTVET
[S026] BIEE [{0}] H'RASEEAEE=-X—ZRELTVEY
[S027] BIEE [{0}] RAGEFAZE=Z4—Z Uty FLTVET
[S050] BEIE#E [{0)] h'V 57 R ZER L TWET: [{1)]
[S051] EIRE {0 MU TV REBRZEHFL TLEI: [{1)]
[S052] BEE [{0)] iU 5V RIEREHIRLTWET
[S060] BIEE {0} U TV REFRZERLTVWEY, 1 VXF VR {1}

[S060] BIEE (0] "R A LI MRS RA I TURERZERLTVWEY, 1V XZVR:{1}
CloudServiceUrlFormat: {2}

[S061] BIEE (0 WU Z T RBRZTTLTWVWEY, UV —XDFFr: {1} IL—IL%&: {2}

[S062] EIEE {0 BV 5V RERZETT LE LI VY —RDBA: {1} {2). IL—I)L%: {8} &
E: {41 (5D

[S063] 7 57 REFRHFICKRSIT 7 —HEEL £ L7 HISME {0} TLE

[S064] 2 50 REFHRICRALIS—HMREL X LT, FISE{0} TLT

aJ3d—k
[S401] B D 7 v T L — R & ZEITH - [From version {0} to version {1}]

[S402] T 5 —: Citrix Federated Authentication Service (& Network Service & L TRITY 2% EH
& D E 9 [currently running as: {0}]

[S404] Citrix Federated Authentication Service 7— X2 X— X Z@HIIHEL TWVWET
[S405] LA MM T—ER—=ZIADT—RBTRICTS—HDEELF L7 [{0)

[S406] LY R M UDBT—IN=ZANDT—2BTHRT LE L (F: 21— —FREBIEFBITS
nNELA)
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AJd—Rk

[S407] T—EAR—ZADBHIFEET 37D, LIZXMIR=RDT—RIFT—EZR—XIIBITIN
FEATLLE

[S408] B ZE XU VT L— R TE£HA -- [From version {0} to version {1}]

[S409] ThreadPool MEICEIN L £ L 7= - MinThreads H' [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3}] ICFAE I F LT

[S410] ThreadPool M1&ERIZKBIL % L 7= - MinThreads % [workers: {0} completion: {1}] H*5
[workers: {2} completion: {3})] ICTABETEZFHATL e CHRIEFASH—N—DRT7—5E )T+
EBZEZBUREMENHD T

[S411] FAS ' —E X DBRFRICT S —HEE L £ L7=: [{0}]

[S412] B DT v 7o L—RKH5ET L & L7 -- [From version {0} to version {1}]

[S413] AGREEEAZE DB MHARD EH R <IN F T (& D {0} H). RS DFFH: {1}

[S414] ZAGSEERE DBZNEARDIN K LT SEBAE DFFM: {0}

[S415]) AFREEFAZEDF v VW T T LE L7, {OMFOMEN OV ICEETRINE LTz, KEID
FrvIIHIHIFESNTUVWETD,

D7Y—> 3 YV DER
NBEDANRNY MNEI EEINT—N—POA—F—DOJFA &5 T7H— LI TIC. FASTH—
N—TCEFEICOJICERINE T,

OoJ3—Fk
[S101] Hr—/N—[{0}] I&. O—JL [{1}]] TIDZ7H— S 2RI H D FHA
[S102] —/\— [{O}] IZUPN [{1}] ® 7H — MIZKBL % L7 (BIA: {2K43})
[S103] B —/\— [{O}] IFUPN [{1}] SID {2} ZE KL FL7A\ v o 7w FIESID {8} ZiRL £ L 1

[S104] #—/\N— [{0}] IZUPN [{1}] D7 — MCKBRL £ L7 (UPNIZO—IL [{2)] TEHA TN TL
FtHA)

[S105] ' —/N— [{0}] BIDT7H —> 3 > ZFHI1TL F L7 [upn: {1}, role {2}, Security Context: [{3}]]
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AJa—F
[S120] FEFAE Z F1TH [upn: {0} role: {1} Security Context: [{2}]]
[S121] [certificate authority: {2}] I & o T [upn: {0} role: {1}] ICEEEREDLRITEINE L -
[S122] & H—/N—HBEFEPRE T [upn: {0} role: {1J[19HT=D D) I T X M {2}
[S123] [upn: {0} role: {1}] [exception: {2}] DEEAEDFEITICKB L £ L 7=

[S124] [certificate authority: {2}] [exception: {3}] T [upn: {0} role: {1}] DEEEAEZE DFEITICKBL L
1c

HKIHEEL LTHREET S

N5DARY NI VDA I—H—ZO5 A > EEBZ TS FASH—N—TRITEICOJIC
BERINET,

OoJ3—Fk
[S201] IRHM L FEE [{0}] IEFNRT—RIZTIERTETEHA.
[S202] HLEFEE [{0)] IFEERAEICT VR TEFE A
[S203] HkH#LL =& [{0}] IXLogon CSPICT7 VA TE Xt A

[S204] RHLEEE [{0}] H'\ [{4)] I &k > THEER I N71&RE: [{2}] [Operation: {3}] T [upn: {1}]] ®
Logon CSPIC77ERALTWET

[S205] UL EE 72 £ AAEEENE LT - BUE LT T AY Y k [0} 1. JL—IL [{1}] DA
SNEFHLEETIEHD A

[S206] MFU'E LT 7 H U > k [{0)] IXEMHBETIIHD FHA

[S208] % —IREDRB L £ L 7= [$21E: {0} upn: {1} role: {2} certificateDefinition {3} T — {4}
{5}

v a YRIEASY—/N\—
N5DARY NI, A—H =Dty a VRIABERFERT S & FICFASY—/N\—ICOJH'E
BRENEd,
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AJad—k
[S301] 7V R¥ES: A—H— [{0})] IFREBIAIY—FA—FRADT7 I IELHD FHA
[S302] 2 —1— [{0}] A REBZR{RE X< — k71— K [thumbprint: {1}] ZBRKL £ L7
[S303] 77 RIEF: A —H— [{0})] IFRERY—FA—F [upn: {1}] t—HL FHA

[S304] A—H—[[O) A OA>Ea—2—[{2}] TFOY T L [{1}] ZE1TL. WEERE [{6}] ICRE
2 — k53— R [upn: {3} role: {4} thumbprint: {5}] ZEA L TWLE T

[S305] M IR IED KRB L & L 7= [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4}
{5}

FAS7H—> 3> F301>
CNBDARY MIFASTH—2 3> TS50 VIC&>TAOJICETRINE T,
AJad—k
[S500] FAS7H—> 3> FS 014 UhBREINTULWEEA
[S501] R S NTIFAST7H—> 3> 75014 0% 0O— R TE XA TL Tz [exception:{0}]

[S502] FAST7H—> 3> F35 04 >h0O— R ENZF L7 [pluginld={0}] [assembly={1}]
[location={2}]

[S503] H—/\— [{0}] IFUPN [{1}] D7 H— MIEBL X L7/ (O A Vi UIRE I N E LN
TSV 2N IFENEYR—FLTULWEEA)

[S504] B —/N— [{0}] IFUPN [{1}] ® 7 — MMIKBL F L7 (AT 4 VEHLSIRE I N F L7l
B INICFAST S04V H D £EA)

[S505] H—/\— [{0}] IFUPN[{1}] D7 H—MIEKBLELE (FZT1 > [{2)] 13O F Vil %=
2AT—RABN e XvtE—J {4 THEEBLELR)

[S506] 75410 > [{0}] I&. B —/N—[{1}] 'S5 UPN[{2})] 0O J # Vitilx X vt —T [[3) &
BICZITANFE LT

[S507] H—/N—[{O} IS UPN[{1}] 27— b TSI EFEATLRE (F3T1> (2] DXV v R [{4]]
DEITHRICHN (3] #ZXO—LELR) -

[S507] B —/N—[{O] I UPN[{1}] E 7H—hTEEXHATLR: (S50 [{2)] BMEIS [{3)] &R
O—LZxELE) o
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[S508] H—/N\—[{0}] IFUPN[{1] Z7H—FrTETEELBATLRE (72T ARIT 3 UHiRE
HEINFLED. STV 2 IEEFENZHR—ELTULEHA) -

[S509] H—/N—[{0}] IFUPN[{1] 2 7H—rTEFEATLE (7IVERT1ARIT a3 iR
HINFLED. BRINTEFAST ST 10D HD FHA) o

[S510] H—/N—[{O}] IFUPN[{1}] £ 7 — hTEXCATL (T7OERTA AR aViET
FTAY 2N ICE>TEMERBINELR) »

)= AR— AN ISFAS
CNBEDARY I FASH'Workspace TEERINTWS L E OV ICREERINE T,

AJa—k
[S001] Citrix Cloudz85E¥F — [fas id: {0}] zO—7—=> 3 > L & L 7< [old key id:{1}] [new key id:{2}]
[S002] V27U RHAR—rEZa—IDEHLTVWET, FasHubZ 57 RH—E XURL: {0}
[S003] FASH'Z 57 RICEERI N F L 7= [fas id: {0}] [transaction id: {1}]
[S004] FASIZ T 57 RADEERICKE L £ L 7 [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FASIFIRTEDERZ 7 5 FIZX{E L F LT: [fas id: {0}] [transaction id: {1}]

[S006] FASIFIREDEM Z 7 57 RISEKETE FH AT LK [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FASIZZ 7 RH S EERER SN &K L 7t [fas id: {0}] [transaction id: {1}]

[S009] FASIZ T 5 RHh 5 DEEREERRICEK L % L 7= [fas id: {0}] [transaction id: {1}] [exception:
{211

[S010] FASH—E X IET T R Xyt —J Y JURLICES: SN TLWET: {0}
[SO11] FASH—E RIFIZTT RICEHRINTULEEA
[S012] FASH —E X Citrix Cloudh 5D VT I A A VICHIBATEEXT

[S013] FAST — E RIZCitrix Cloudh'5 D> Y J LA VA VICHBATE FE AL [{0}] FEICDL
Tk BEOVY L THETEET
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[S014] 757 R —EZXADFEUH L <service name> HEHL % L 7= [fas id: {0}] [transaction
id: {1}] [exception: {2}]

[SO15] MEUME L ehEFRf ST WAL es, Citrix Cloudh 5D Xyt —oHJOvosnz L
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] 7 50 R —EZXADHEUH L <service name> HEIHL % L 7= [fas id: {0}] [transaction
id: {1}]

[S019] FASIZZ 57 Rh 5B %ZE X 7 > AO— K L % L7 [fas id: {0}] [transaction id: {1}]

[S020] FASIZZ ST RHSDBHD AR 7 > O— RIZKK L % L 7z [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] 75U RHYKR—hEZa—)LDEIMKEKL F LIz, FIH: {0}
[S022] 72U KRB R—bEZa—ILHIMEILELTVET

[S023] Citrix Cloudz3sEF —DO—7—> 3 VICKB L & L 7z [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]

[S024] Citrix Cloud E2sEF—DO—7—> 3 % BE L TLE 9 [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] C D —E XDEEEF —I& Citrix Cloud IZ7ETE L £ 9 [current key: {0}] [keys in cloud: {1}]
[S026] C Dt —E XMEVEEF— & Citrix Cloud ICTE1E L £ A [current key: {0}] [keys in cloud: {1}]

[S027] Citrix Cloud F25EF—DRX FL—SFERET7w FH L — R L F LT [fas id: {0}]

QaJ%*>
NEDARY NI, OFF VERBETVDAICERRINE T,
OJ 33—k

[S101] ID7H—>a>yOJAVICKRMLE LT, B#chanI 7L —>3 VEET—E X [id:
{0}]

[S102] ID7H—>3>OdF ICKBML £ LTz {0} DSIDZHEETE £ AT L7 [Exception:
{1K2}]
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[S103] ID7H—>a>Ad A IckBLF L. 2—H— {0} DSIDIE {1} TIH. SIS
SIDIZ {2} T%

[S104] ID7H—>a>yOJd A VICKBMLE L, 77— 3 ER8E Y —E ZAANDESICKK
L £ L7z {0} [Error: {1} {2}]

[S105] ID7H—>3>AJ 4 >, O 4 > [Username: {0} Domain: {1}]

[S106] ID7H—>3>OJ 4>, \nnT7 7L —> 3 VEREE —E X {0\n\nAJ F >R
[Certificate: {1}]

[S107] ID7H—>3>O0F ICKBRL £ L7z, [Exception: {0}{1}]
[S108]) AT H—> a3 > TS X7 Lo 72Ut XIEF [Caller: {0}]
2 AR V2

NBEDARY ME A—HF =Dty a vRNIBEDFERZH A TICVDAICOJREREN
£,

OJs 31—~k

[S201] fRFE R < — k Hh— R 772t X& [PID: {1} Program Name: {2}Certificate thumbprint: {3}] D7z
DIC[{ON ICK>THEEBEINFLE

[S203]| (R AN — b H— R YT X T L 721 RIEE [caller: {0}, session {1}]
[S204] RAEAY— b H—RY TP XT Lo AR— M A—RHBR—EDEMCHE>TVWET

SEFASER Y F—RT7DER
NEDARY MME. FASH—=N—DMELARNILDOESILIZEERTID e IICOVERINE T,
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ADFS ¢ Citrix Gateway (&. PROJ 7T b S RXTFLZHR—MLTWVWEY, Zhid. Citrix
Gateway M'Bf4R—1) >4 LT, SAMLEREE XML 7O7HAREOQS A L TWBtEy>g>% &
ERLTVWBADNE SHEMHERT D7HD URL T,

cNiE. BT BAIBEDHEWA TS 3 UHEEET Y, BHE. https://adfs.mycompany.com/adfs/
logout DFR®D https:// 7RLRATY, (>7)IOJF>URLERBLICTAZEHTETE
9o )

1

['Citrix Gateway DR 7 > 3V (lja-jp/federated-authentication-service/2402-Itsr/
deployment-architectures.html#citrix-gateway-deployment) Tl&. 1Z2#®D LDAP 4+ 7> 3> %
RLIEY B & S IC Citrix Gateway ZF&ET D HEICDWTEHBHALTWE T, TNNEEICKET LT
#%. SAML SREE# a9 %37 L LEREER U & —% Citrix Gateway EICERTE £9, i,
Citrix Gateway 7« H— R TERINZT 7L MDD LDAP R S —ZBEIMRIBZENTEX
ED

MetScaler » MetScaler Gateway » Policies » Authentication » SAML > Policies i':: ﬂ H
Palicies Servers
Add t 3 I 1ding Primary VPN Global Bindings Search =
MName Expression Request Server
StoreFrontSAML N5_TRUE AzureAd

SAML RU>—DANH

aiic ADFS BIEO> Y —ILHSEE LBz ERA LT, LWL SAML AP H—/\N—% 18R L
x99, CORDI—HNERAEINS L. Citrix Gateway 21— —% ADFS ICU XA L7 kL TOY
A EH. ADFS L E SAMLEREF— 2o V& Z (T £,
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Create Authentication SAML Server 5
Create Authentication SAML Server
.
Marme®
Azuread -
255
Authentication Type
SAML
IDP Certificate Name* 25E
AZureADSAML v +
Redwect URL" Exact hd
29f-4c20-9826-14d5e484c62e/5aml2
single Logout URL ntemetPratocol ta
29f-4c20-9826-14d 54840628/ 5aml2 ntemetProtocolPassword W
Uzer Field
userprincipalname &
Signing Certificate Name
v
v .
Iszuer Name
https:/fns.cit rixsamidemao net/Citri® =
Reject Unsigned Assertion® Attrik
on vl
SAML I'S:n:::":j'
POST [v]
Default Authentication Group
Skew Time{mins)
5

Pt
e A YRR —ILEAERL I FAS O VR b —LEBRICET A EERU T 7L YR T,
. —HE8IZ FAS BRIIE. BH7—F70F v ORBICFLOSATLET,
. TAY—) RBER. BESHER ORETENINTLET,

Azure AD DS

IEC®IC

CDRF X2 MTIE. Citrix E3E% Windows 10 D Azure AD ¥EEC iE 9 55 EIC DWW TERER
L ¥ 9, Windows 10 TEA NI Azure AD |3, BIEBC VU YA > F 2B LT, O—
SVTHRDTIy Ty T2 A R =32y MEATERER XA VICBMEEZ N TESHLL
RXAUEMETILTY,
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CORFaXYFOEBBEATIE. ITEFALGFIRI—F—ICPEX—IILT7RLALEHFEI—R%2E
AD Windows 10 5w T hyw FICIBRHEIT RO AT LICDOVWTEHBLEY, 21— —IF. BE/NRIL
DIATL>N=2 3 VB >Azure AD ICBINA a6 ZDI—RICTIERALET,

“— Settings - o 4
0% SYSTEM Find a setting Je
Display

PC
Motifications & actions BE name vda-win10
Apps & features Rename PC
Multitasking Organization  WORK
Tablet mode Join a domain
Power & sleep Jain Azure AD
Storage " . '
Edition Windows 10 Enterprise
Offline maps Froduct ID 00322-00000-00003-AA066
Processor Intel(R) Xeon(R) CPU E5-1650 0 @& 3.20GHz
Default apps 309 GHz
Installed RAM 2.00GB
About

System type 64-bit operating system, xb4-based processor

Pen and touch  No pen or touch input is available for this
display
Channe nracuct bese e pinarcade seene editinn of Winodoies
Zw by THEREINS L. Microsoft Edge Web 7 5 D&, Azure SaaS 7 U 7r—>3>D
Web R—=JZN LT %0 Web - b Citrix RF7 7V —> 3 VICBEBMNICH > F > L

F9, ZNIUClF. Office 365 HEDMD Azure 7 SV r—o3>dbEFNET,
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B Access Panel Applicatior X+ — O *
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ
Microsoft Azure george@
applications  profile
Cifrix
AzureStoreFront s
22016 Microsoft  Legal | Privacy
>

T=F¥TIFv
CDT7—FFTIFvid. KODERY T —0% Azure RTREICER L. Azure AD * Office
65 BEDRFOIVSORT/ O0— el EzFd, TV RI—HF—EFIRTVE—rT—H—
CRBRIN T4 RAMV bRy FOBRITHD £ Ao

Azure AD Connect [EHBIZ1 > X —%w FMERTAzure ICT D) wITES10H. COETILIZERE
DAVTLIRD AT L®FE OLEICHDERATEXT,
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Azure

!

Azure AD

]
Synchroneation

Cloud

DMZ

|
;

F ]

AD

Citrix Virtual Desktop

171

XK. 771477 +—IL TREINT- LAN & Kerberos/INTLM

FEIChH Tt aT7RERE S

DONGA A NG COT—FFUF v Tl Azure AD TLS Y SAML ICBE Sz 5N E
T FILWH—E X Azure AD ICEINT 3 Azure 77— 3> LTHEEINE T, Active

Directory Z B §3BEFDT7 1) r—2 3> (SQL Server 7—XZR—X7RE) . Azure
Cloud Service @ IAAS &% THEZED Active Directory Server VM AR L TERITTET £ 9

A—H—DREERKDT TV r—> 3 % LE T B . Citrix Virtual Apps and Desktops™ DRFE7 7

Dir—>a> uaERLTT778RENET, SEXIEXARBEOT7 ) r—2 3 >ld. Microsoft

Edge D> VTN YA A T FER LT 22— —DAzure 7 ) r—2 a3 R—J%ELT
BEINET, Microsoft IE. Azure 7V —S 3> %F)E L TESTE S Android $ KTV i0S

TTUBRELTVED,
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DNS YV —>%{ER T3

Azure AD Tld. BIEENNTVYIDNS PRLRAEFER L. RXAIYV&T T4 v I XDERE
V=% EIHTRIRERDD £, CNEITOICIE. BIEEIZAzure DNS Y —VHEE# FHTE
*9,

Z DOHITIE. DNSY — >4 citrixsamldemo.net Z#{ER L £ 9,

A—71 7 1 X & N7-Ef&(/en-us/federated-authentication-service/2402-Itsr/media/fas-azure-create-

dns-zone.png)

a>Y —I)LIZIFAzure DNSER— LY —N—DEFIDRRINE T, TNHSIE. V—2DDNSL Y
AEZONSITY N TBRBEBINZIHVELRHD £ (il : citrixsamldemo.net. NS

n1-01.azure-dns.com ) o

AZure CTEITEINTULBVMADERBRZENMNTY %3Ba. VMOAzureEEDNSL J1— RADCNAME
RAVE—%ERTRIDOINRLBEETT, VMDIPZRLANKZEEINTH. DNSY—>T 71l
EFEFTEHIINEIEHD FH A

CDEMTIZ. AEBEELUTANEBDODNST7 KL AT T4 v IRADB—HBLET, RX1UF
citrixsamldemo.netT. X7 w FDNS (REZFTI£10.0.0.%) =FRALE T,

Web Application Proxyth —/\—% 8889 % [fs.citrixsamldemo.nety T> FUZEBMLEYd, ch

i COY—>DT7x7L—>3a Y —EXTT,

95V RY—EXZERTS

CDOFITIE. Azure TEITINTUVBADFSH —N—Z2 S UADEEBZ SOCitrixkBEEZEBR L £ 95
lcitrixsamldemol ¥ WS EFINDT 57 R —EXDMERINE T,

O—#1 54 X & i-EfR(/en-us/federated-authentication-service/2402-ltsr/media/fas-azure-create-

cloud-svc.png)
Windows{RBEY > V& ER T 3
759 R —EXTEITEINTLWAB5DDWindows VMZVERL L £ 9%

e KX+ >> kO—7— (domaincontrol)

e 72a—)L %Y k ADFSH—/\— (adfs)

ADFS Web7 2t X 70O < (Web Application Proxy. R X V&% L)

Citrix Virtual Apps and Desktops 7 J/\U—2> rO—5—

Citrix Virtual Apps and Desktops /N\—F ¥ )L U /NJ— IT—2 x> b (VDA)
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O—#5 34 X & i-Eff(/en-us/federated-authentication-service/2402-ltsr/media/fas-azure-create-

windows-vms.png)

FXA>> b O—5—

« DNSH—/\— ¥ Active Directory Domain ServicesD1&E|% B0 L T. 1ZZ DActive Directory
BEZERLET (ZDFITidcitrixsamldemo.net) o KX+ VEEHTT L7=5. Active
Directory Certification ServicesD&E| =B L £ 9%

s TAMNADBEDI—HY—THIVbZERLZET (B George@citrixsamldemo.net) o

o ZOH—N—IIHEDNSZERITT B=H. TRTDOH—/N—IIDNSERD F=DHICZ DH—/N—
HEBBITINERHD XTI, ZHdk. Azure DNSERENR—IHHE2TTE I, GFEHICcOW
TlE. CORFaAXY MDA RESBLTLETL, )

ADFSO> hO—5—Web7 )4 —a>7OxdH—/N—

o ADFSH—/\—Z%citrixsamldemo R XA VIZEBMIE £ T, Web7 FUr—>3>7OxS
H—N—IERBNTT =TT —TICR L TE L BELH S 7. ADDNSICDNST RL X
EFHTERLET,

« ZN5DHY—/N\—TEnable-PSRemoting -Force A< > R L w %34T L T. AzureAD
ConnectY — LoD T 74 7 +— )LIBBHDPSY E— MUBZHFRIL £ 95
Citrix Virtual Desktops™ 71U /N —3> rAO—5—EKLKTVVDA

« 5% D M2 D DcitrixsamldemolZ & 10 L TLVBWindowst—/X—|Z. Citrix Virtual Apps % 7z &
Citrix Virtual Desktops Delivery Controller™ ¥ VDAZ 1 > X b—ILL ¥,

REEDNSDIER

RXa>aA>yrO—5—DA >R b—)L#%. DNSH—/\—% L L Tcitrixsamldemo.net® R ER
Ea—%IBL. HEEDNSH—/N— (f]:8.8.8.8) AD T 4T —H—¥ L THBESEZET,

O—#1 34 X &N i-EfR(/en-us/federated-authentication-service/2402-ltsr/media/fas-azure-config-

internal-dns-dnsmanager.png)
BNLI-—FZEMLED,

* wap.citrixsamldemo.net
» fs.citrixsamldemo.net

 enterpriseregistration.citrixsaml.net
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AzZure TERITTINTUVB ITARTOVMIEZ. TODNSH—N—DAHEFERTILDICHERTIHNEN
HOFd, ChiF. RV FT—I4>FX—T T —RAGUINBE[TTETET,

E‘ netscaler530 Settings

Essentials - AR O DNS servers @
PR Custom DNS

* Primary DMS server

Rlesource group

SUPPORT - TROUBLESHOOTING

B auditlogs > | 10.0.0.5 v

s Mew support request p Secondary DNS server

Sub ption ID
22436f-d4f9-46ae-beTh-6479cdaeefca

GEMERAL

Attach o
o Properties

@ P addresses

B8 DNS servers

R R "

& Network security group

T74I)L ETIE. RERIPT7 KL X (10.0.0.9) (FBWICEIDHTENE T, IPPRLAREZFEBL
T IP7RLRAEKGHICEIDYE TR ENTEE T, NI Web7 U= 3>7Ox>
Y—N—CRX>aAbO—F—ICRH LTITSRELHD £,

NEDNST RL 2= ERT 3

VMAIEITENTUVBIEE. AzurelIVMICEID HTHENTWAIRED/NT U W IIPT7 RL A %8S
WMBEDDNSY =Y —N—%#FLET, ik, AzurehT 7 4L F TEVMOESESICIPT R
LXAZEIDH T30, BWCT 3 EERBEETI,

- DomainControl8733 Settings Configuration
e e sainCamtroldTa = o )

H X

& AR O Eccentials ~ & AR O Assignment
=

SUBBORT « TROUBLESHBOTING

H 2uditiogs > 13.94.2
S Mew support request > Idle timeaut (minutes) @
4
GEMERAL DHS name label (optional) &
o S N domaincontrel-citrosamidemo
" L
roperties westeurope.cloudapp.azure.com

& Configuration >
(’: les
®

RESQURCE MANAGEMENT
Edit &# Tags
& Locks

o Users

W | v

_DHITIE. DNS7 K L X domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com %z K X
A>3 bO—-5—IC8IDETF,

JE—MEENTRT T3, Web7 7)o —=3 > FOF T LCitrix Gateway VMDHHYINT 1) vy
JIP7RLAEZBMICTZIHREDNHZ ZCITEFEL TSIV, (BERPIE. NTUyIIPT7RL
ADRIBADRDP 7 7 RFERINET),
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EFXaVTFoTIN—TZ2BHTS

AzureZ7 2 RiF. EFaU T4 JI—TZFERALT 12—y bHSVMADTCP/UDPT ¥
TRADT 7470 A= I ZEBELET, 774/ ETIE IRTOVMARDPT7 VR %
FFal L %9, Citrix GatewayS K UWeb7 U —> 3> 7FOx % —/N\—%H, R— 443 TTLS
ZEA Y RIRENHD XTI,

r B8R P
SUPPORT + TROUBLESHOOTING SUPPORT + TROUBLESHOOTING
B 2uditlogs > B Auditlogs >
& New support request > & Mew support request >
GENERAL GENERAL
tings =
1! Peoperties » 1 Properties »
B 1P addresses > . Inbound security rules >
B DMS servers > . Outhound security rules >
@ Metwork security group pd B Metwork interfaces >
Subnets >
RESOURCE MAMAGEMENT

ADFSEIFAE Z1ER T %

MicrosoftsEFA#%REI TWebH —/N—SERRZE T > L —FZEBMICLE T, CNICED. h XA L
DNS7 RL Z%Z#HFDIFREZER L. px 7 7 A ILICT VO RAR— b+ (MEBEH#REZST) TEZLSIC
D FET, COFMRAEIFADFSH—/N—cWeb7 U —> 3> 7OFSH—N—0OEHFICTA VR
F—ILTBUREBENDH D7D, PEXT7AILHHREINZ A T3> T,

UTFoH 7oy b TWeb Y —N—FEREZHKITL £,
s JEVF—L:
o adfs.citrixsamldemo.net
- BV MBS

o * citrixsamldemo.net
o fs.citrixsamldemo. &xw kD —72

o enterpriseregistration.citrixsamldemo.net
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5 L1}

@ Consolel - [Co
File Actien V )
& Fie 2\ subject | General | Extensions | Private Key | Certification Autherity
- * .4 i =l Certificate Enrall The subject of a certificate is the user or computer to which the certificate is issued. You
] P
[B Cansole Root can enter information about the types of subject name and alternative narme values that
4 G Centficates (L can be used in a certificate.
4 7 Personal Request Certificatd’ | ¢ piect of certficate
= i The user or computer that is receiving the certificate
__ == Certifig You can request the fiol P 9
b [ Trusted Re click Enroll, Subject name: : :
b [ Enterprise Type: CM=adfs citrisamldemno.net
b Intermedig |
. on n
b (2 Trusted Pu [] Cemputer |£orn an name
= Value:
¥ :' Un‘_trustbd [w] Web Server
b ) Third-Part 2 Moreinfo |
b [ Trusted Pg : Alternative name:
b7 Client Aut The following opt T
b= Remote D¢ EeyusagE e * citrisamldemo.net
b ] Runtime_T] St |DN5 fs.citricsamidemo.net
b L] Smart Card iy B Yalue: ent istration.citrisam
- Valid od
I [ Trusted Dg ity pen |
[[] Show all templates

FEEREZ. NRAT— P TRESNIMERZIO Tpix 7 7 MIILICT IV RR— b LET,

Azure ADZtY N 7w T93

Dt 3> TlE. FILWAZUre AD1T XX X%t w k7w L. Windows 10% Azure AD
ICBMEE3OICFERATEZ - —IDEEM TS 7O RICDWVWTEFELCEHBAL XY,

FLOTALIMIEERT S
U5y UAzureR—2)LCOTF Y Ly HLWT 1 LY MU ZERLET,
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Add directory

DIRECTORY
Create new directory
MNAME
CitrixSAhLDemo
DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

TTIBE BER-—IDPRTINET,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

",

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

FO—/NI)LEBRED—H— (AzureAdmin) Z{ERR T3

Azure T/ O—NIILEBEZEHRL (ZDFITIE
AzureAdmin@citrixsamldemo.onmicrosoft.com ) « FILW7Z AT Y rTOY A > LTIV

T—RERELET.
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

Azure AD ICR X1 > &2B®R TS

EIE Tld. 21—t —IE <user.name>@<company>.onmicrosoft.com DFERXDA—ILT7 KL X T
FAITNE T,

CNTHEMBRELRLTEELE TN BEERXDX—IL7RLA TSIV RI—H—0D
X=)LT7HOY rEe—HTD2HDNEDBEYITY: <user.name>@<company>.com o

FXL>DEBM7Vavid. EEOSHDOR XA IO 5DO)AAML I b EERELET,. ZDOF
Tld citrixsamldemo.net Z={EAL 9,

UMM A AU DICHICADFSZRET 3561 FIVv IRV IRZBMILET,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

Azure AD Connect 1 VX b—JL$ 3

Azure AD #RGUID X 7w F2i%. Azure AD Connect @ Microsoft 7 > O— RR—IJ|Z) A A
LY hENET, CNEADFSVMICA VXA b—ILLE T, ADFSA T 3> %FATETRLSIC.
Express Settings Tl&7%: < Custom installz {EH L T 7ZT L\,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous

© 1997-2026 Citrix Systems, Inc. All rights reserved. 132



JITL—Y3VEEEY—EX

UENCER LI-BBE 7 H D> b TAzurell#Ei L £ 95

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

RERADT # L X b &= EIRL £95
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

IRTDREFRDActive Directoryd 72 £ & Azure ADEEEIL £ 95

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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T4 LY NUBENERBIZEIE. - -2+ DIC—BTHBcH. OJF>9351—F—
ZHEANTEED,

Express Settings
Required Components
User Sign-in
Connect 1o AZure AD
Sync
Connect Directonies
Domain/CL Filtering
Filtering
Optional Fealures
AD FS Farm
Azure AD Domain
Configure

Venfy

Ty MMIHIBRL XIS

Uniguely identifying your users

Select how users should be identified in your on-premises directories, (7]
® Users are represented enly once across all directories.,
) User identities exist across multiple directories. Mateh using:

2 Mail attnioute

ObjectSID and msExchMasterdocountsIDymsRTCSIP-Originators|D
SAMAccountMame and MaillMickMName attnbutes

& speacific attribute

CUSTOM ATTRIBUTE

Select how users should be identified with Azure AD.
SOURCE ANCHOR @
| objectGUID |~

USER PRINCIPAL NAME €

| userPrincipalMame |'

tinbutes

TIAINEDTAIINRI D TF T a>eRIFANZD A—F—ETNAXAZ2/EDTI—T
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

WE|ZIS L Ty Azure AD/NX T — K % Active Directory Y B TE £ ¢, ZHUd@E. ADFSR—X
DEBEEICIFBED D FH A
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Optional features
Exprass Settings
Required Compenents Salect enhanced functionality if required by your arganization.

User Sign-In

(] xchange hybrid deployment g

Connect to Azure AD
] Azure AD app and attribute filtering 9

Sync
[] Password hash synchronization @

[ Password writeback

Connect Directories

Domain/CU Filtering

Identifying users [ Group writeback (7]

Filkening (] Device writehack 0

Optional Features [ Directory extension attribute sync @
AD F5 Farm
Azure AD Domain Learn more about optional features
Configure

Verify

Previous

AD FSTER I BEEBAEPFX 7 71 L% EIR L. fs.citrixsamldemo.netZDNS%& & L TIEEL F
ER
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&% Microsoft Azure Active Directory Connect

Express Settings
Required Components

User Sign-In

Connect to Azure AD
H Sy

Connect Directories
Domain/GU Filtering
|dentifying users
Filtering
Optional Features
Federation Servers
Proxy Servers
Credentials
Service account

Azure AD Domain

Configure

Verify

AD FS Farm

I Configure a new Windows Server 2012 R2 AD F5 faim

Use an existing Windows Server 2012 R2 AD FS farm

Specify the 550 certificate used to secure the communication between clients and AD FS,
® Provide a PEX Certificate File
) Use a Certificate installed on the Federation Machines

CERTIFICATE FILE a

| C\Users\Fred CITRIXSAMLDEMO! Desktop\adfs.pfi |
SUBJECT NAME SUBJECT NAME PREFIX
|",|:itrixsamldemu.net Ivl |fs | G

FEDERATION SERVICE NAME

https://fs.citrixsamldemo.net

___reics JHINNNTI

TOF > —N—DRBIRERD 5NT5. wap.citrixsamldemo.net b —/N—DF7 KL XZ AN L F
9o Azure AD Connect MBI TE 3L SIC. Web 7 U= 3> 7Ox>H—N—TEEEL
L T Enable-PSRemoting -Force AY >V R L w F 2 EITTZ3RENHIHBELHD £7,
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Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync

Connect Directories

Domain/OU Filtening

Identifying users

Filtering

Optional Features
AD FS Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain
Configure

Werify

& Microsoft Azure Active Directory Connect

Web application proxy servers

Specify where to install web application proxy.

SELECTED SERVERS

ﬂ VDAcitrixsamldeme.cloudappnet  Remove

[

1) E— b PowerShell DIEFEMEDOREICE D COFIELRELI-EZEIE. Web 7 ) ir—
ayvOx oY —N—Z%F RXAICEMETETHTLIEIL,

T4 —ROEDDFIETIX. ZEDBEEBEENIAT—REFEHRAL. ADFSOY—EXT7HI >+
ZER LTI, £D%. Azure AD Connect | DNS YV —> DFFBEHERRIIT 3 LS5 KD F T
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Azure AD Domain

Express Settings
Required Components
User Sign-n

Connect to AZure AD

Sync

AD F= Farm

Cradentials

Configure

Verify

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory.
pomain: @

|citmsamldemo.cloudapp.net 7

Connect Directories
Domain/OU Fittering
Identifying users
Filtering

Optional Features

Federation Servers

Proxy Servers

Service account

Before we can federate this domain, we need you to confirm domain name ownership for
citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to

the DNS settings.

TXT record:

Taxt: M5=ms59661451

MX record:

Destination: ms59661451.msv.invalid
You will need this setting in place to complete AD FS installation.

|| Learn more about verifying DNS ownership for Azure Active Directory domains

Azure D DNS ZRL AL O—RICTXTHE LU MX LO—KREZEML X9,

HAME TYPE
=] N5

=] S04

= TAT

fs CHAME

TTL

172800

3600

3600

3600

WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

ms70102213

adfs-citrinsamldermoawesteurepecloud., |,

Azure BIBOVY—ILTRE 22V v oI LET,

CitrixSam|Demo

&3 USERS GROUPS APPLICATIONS DOMAINS
DOMAIN NAME THPE
citrbesamidema onmicrosoft oom Basic

DIRECTORY INTEGEATICMN COMNFIGURE EPQRTS LICEMSES
STATUS SINGLE SIGEM-0N PRIMARY DORMAIN p
S Active Hot Awailable ¥es
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CDOFIEH LB L 1=EE1%. Azure AD Connect #E1T T 3BIIC R XAV ERIETE 7,

ETTBE. BT RL X fs.citrixsamldemo.net 7R — + 443 B TEHINE TS

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:
10:0.0.13

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

Previous Verify Exit

Azure AD Join ZBRICT S

A—F—HBX—=)LT7 KL X% AHLT Windows 10 B Azure AD Bl Z#E£{TTETA3LDICTB L.
DNSH# 71w o X%ZEALTADFS Z3£9 CNAMEDNS L O— RHBEINET:

enterpriseregistration.\<upnsuffix>,

ZDFTIE. THiE fs.citrixsamldemo.net T,
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enterpriserezstration. citrcsamidemounet E
Type

CHAME |
= TTL TTL unit

1 + | Minutes w
Allias
[ T citrimsamibdemo net W

NEIEERRKEES &= fEE L T LV LESIE. Windows DX ADFS H—/N\—% {87 3 &SI, ADFS
JL— REEBBZE A Windows 10 AV Ea2a— R —ICA VA M=ILTNTWAR e Z#ERELTLIEE

Wo UANCERINIZEI - —THI Y MEFERALT. Azure AD RXA >EMERTLE
ER

Let’s get you signed in

Work or school account

George@citrixsamldemo.net e

Password

| forgot my passwaord

Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

-

UPN IZ. ADFS KX > bO—F—IC&>THRHBEIND UPN E—TIRENRHDZ ZIC
AELTLIEE WL,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Finish

J

NI BEHL. I—HF—DOX—IIL7FLRAZFERALTAOYF > 925 T Azure AD BIH
BRI L7l ezl L¥d, OJ 4> L7175, Microsoft Edge Z#Z&1L T <http://
myapps.microsoft.com> (C#ERL £9, V7 H A MIBIWNICO VI VA V% ERT
3139 T,

Citrix Virtual Apps & 7|3 Citrix Virtual Desktops 21 > X b—JL T3

BEDHET. Citrix Virtual Apps F 7214 Citrix Virtual Desktops @ 1SO h*5. Azure | Delivery
Controller 5 XU VDARBEIY S > ZBEHE A VA M—ILTEET,

_ DFITIE. StoreFront (& Delivery Controller EE CH—/N—ICA XA b—=ILENTWVLWE T, VDA
I&. Machine Creation Services L iEHE I IC (A T2 a3 > THEBRABETIN). XZ>R7O0>0
Windows 2012 R2RDS 7—H— Y LTA YA b—ILENTVWE T, #IT9 BaEIIC. 21— —
George@citrixsamldemo.net BN/NA T — R TEREECEIF B & SR L T 723 LY,
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« 16 e Y

Citrix StoreFront : [ -

DESETOPRS

Q, bearch Desktops

Details

Controller T Set-BrokerSite —-TrustRequestsSentToTheXmlServicePort $true PowerShell 1<
YRLvy b%ERE{TLT. StoreFront™ N1—H—DERBIRA L TRAETETSL5ICLET,

Federated Authentication ServiceZ 1> X —JL$ 3

ADFSH —/N\—|ZFAS%Z - > X k—JL L. Delivery Controllerh{S%8 & f17=StoreFront& L TH#EET
25— EEELET (ZDHITIE. StoreFrontidDelivery Controller& [& LVMIZ 1 > X
F=ILETNTWBT®) o 1A b—LEBRZBRLTIEEETL,

StoreFrontZ 83 3

Delivery Controller® > E a2 —R —fEEAZEZER L. R— b43DUSNA > T 1 VT Z/RE L.
StoreFrontdRN—2X 7 K L X % https:ICZE L T, ISE StoreFronth’HTTPSZER T 3 & S5 ICHER
L,

Modify the base URL for services hosted on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server group.

Base URL: | https://ddc.citrizsamldemo.net

StoreFront A’ FASH —N\N—%ZFHAT 3 L SICBHL (17 VX =)L #EDPowerShellx 71 7
FEALEY) « AzureITREBBIICT R L. FASH—N—DARY rE2—7—%HERL T
O 74 VHFASEFER L TWA xR L £95
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File Action View Help

e 2

| AU Application  Mum
[ L Custem V
4 L Windows

Date and Time Event ID  Task C..

] Applic ¥, Information /3172016 S47:35 AM Citrix. Authentication.Federated AuthenticationService MNone

i) securit (@) Information 5/31/2016 2:47:35 AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] a5 authorized by [ \DDCS]

Log Mame: Application

StoreFronth’Citrix Gateway % {FR 33 & 5 ICHERT 3

StoreFrontBIE 1> Y — )L CEREEAZEDEEGUIZER LT, StoreFrontHCitrix GatewayZ £ L
TEREERITI B L SITERLE T,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

Citrix Gatewaysill A 7> 3 V&S BICIE. Secure Ticket Authority (STA) Z 48 L. Citrix
Gateway7” KL Xz L £95
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

StoreFront\D> >V JILY A1 A VRICHF L WAzure AD7 U r—2 3
VERIBRT S

Z Dt 3> TlE. Azure Active Directory Premiumtt 7 X2 ) 7> 3 U EIREXE L § B Azure
AD SAML 2.0 T IL A > F U= FER L £9, Azure ADEIEY —ILT. HILWFZ U r—
2a>EBERL. F¥IV—DST7 IV r—2a3 >z BMZERLET,

APPLICATION GALLERY »

Add an application for my organization to use | o

FEATURED APPLICATIONS (1T) NAME
Add an unlisted application miy

I cusTom ‘ “ arganization is using |5'°FEFF°“1 |

ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are
using, and add it to explore single sign-on

COLLABORATION (314) integration options,

CONSTRUCTION (3)

CONTENT MANAGEMENT (37)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

(A5 L>EENMEALTVWS—BEICEWI FUr—> a8 Z:#RLT 21— —H
DFHLWARZ LT T)r—>a3 2 ERLET,

74 AV DER

215 x 215 7 )L DEHRZER L. CONFIGURER—JICT7y FO—RLT. 77Uy —>3Y
DT7AA> e LTEARALED,
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properties

APPLICATION TILE LOGO

cifrix

SAMLEBEE DR
IV —=2 3 Ay aR— ROBER—JICED. OV AoF 0K #FRL
9,

storefront

&3 DASHBOARD  USERS AND GROUPS  ATTRIBUTES  COMFIGURE

StoreFront has been added

[ Skip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure cingle sign-on access to this application,

Configure single sign-on

C DR TIX. Microsoft Azure AD T I A > FNIXIET DSAML 2.0585E 2 ERA L £ 95

© 1997-2026 Citrix Systems, Inc. All rights reserved. 148



JxTL—2a i —ER

COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

isi Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

BAUFIIERDOXFHICTEEXT (Citrix GatewaylCIRIE SN BB E—HT ZHENDHD X

) o

CDOHITIE. BBEURLIZCitrix Gatewaytr —/\—_E® /cgi/samlauth T35

COMFIGURE SINGLE S1GM

Configure App Settings

o

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

RDR—T|ZIE. Citrix GatewayZz Azure ADNDFERAZFABE L L THER T 3 1OICFERAINBIE
WHAEENTVET,
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X
CONFIGURE SINGLE SIGM-ON
Configure single sign-on at AzureStoreFront
Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.
1. The following certificate wall be used for federated single sign-on:
Thumbgrint: EDTERZEBFTCTI1EDDBED325F526053BAGE20ATIR
Expiry: 05/31/2018 11:06:20 UTC
Download Cerificate (Base 64 - most common) @
Download Certificate [Raw) @
Download Metadata (ML) (%)
2. Configure the certificate and values in AzureStoreFront
ISSUER LURL
httpsy/fstswindows.net/b1asf2 1b-d29f-4c20-2826-14d5e484 0628,
SINGLE SIGN-ON SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e
SINGLE SIGN-OUT SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062
[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working
for this apphcation,
«)=>

base 64DEFEINI-BRAIMBAEEA T >>O—R L. Y4 VFYURLEY 1M V7 FURLZE O —
LEd. TN5IEETCitrix GatewayDIEREEICEE D F1F £ T,

TV r—>a>z1—4—ICBIDYTS

REBEDZATYIF. 7FVr—3>zBMCLT. 2—H%—0 myapps.microsoft.com) 1~
FPO—IR=ZIZRTEINBLSICTBIETT, Ctd TUSERS AND GROUPS| R—IT1T
WEF, Azure AD ConnectiC & > TRBASNIER XA > A—H—THO Y MIT7OEXZEIDH
TEY, DT HTY FHFERTETEITH. ZN5IF\&IGuser>@\&It;domain>/NZ — 2 ZEHLL T
WARW=o. BBRMNICIYEY T TRI3HRENHBD X7,
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storetront
&3 DasHEOARD USERS AMD GROUPS ATTRIBUTES COMNFIGURE
SHOW |AII Lzers w v 4
DISPLAY MAME USER MAME JIB TITLE DEPARTMENT ACCESS METHOD 2
Azure Admin AzureAdmin@citrixsamid.. Ma Umassigned
George User george@citrixsamldemo.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21a7es060dd... Mo Unassigned
o ~ W
MyAppsX—>

TI)r—= 3 oh B EnNd . 1—1%—D <https://myapps.microsoft.com> (C7 Tt X
L7IzE &S, Azure7 75— 3> D) A MIRRENET,

B Access Panel Applicatior X+ — O *
é > O | [ELJ account.activedirectory.windowsazure.com/3) ﬁ' ‘ = &A ﬁ
Microsoft Azure george®

applications  profile

cClfrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy

L

Azure ADICEIM L TW3IHEE. Windows 10305 A > 93 1—H—ICx L TAzure 7 7 & —
NI VINY A A EYR—bLEY, PAOA0E I I3, T 7HFIFLUEIIC
R S N 7=SAML cgi/samlauth WebR—JICHEE L £,
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TG4 >F > URL

Azure ADR W a R—RODT7 V5= a3 VICED Y, 70— a > THRIERRERY VT
IWHA A URLADMER S NE Lz TDURLIEK. WebT SOH ) Vo %M LD, 2—H—
HEEStoreFrontiCiEE I3 XA — X Za—>a—bAy b EERLIED T3OICERINE
ER

quick glance

APPLICATION TYPE
Web application

PUELISHER

URL

SINGLE SIGN-ON URL
https:/myapps.microsoft.com signing

@ View usage report

CDURLZEWeb 7 ZUHICBED 13 T, Azure ADIC & » TELRIICHERL T 17=Citrix Gateway cgi/
samlauth WebR—JICU A AL I hENBd ezl 9, cnidk. gbHTonka—+%—
ICxF L TDHEEBE L. Windows 10DAzure ADEMMOT 4 >y a I LTDHFT VT ILTA
VAVERBELET, (OI1—H—(IAzure ADDERIBHRERDSNE T, )

Citrix Gateway®D - > X b —JL L {8k

BRICUE—NT7I71ERT370HI1C. ZDFHITIENetScaler ERTEDCitrix Gateway) % E1T79 35!
DOVMZFERLEFT, chidAzure X 7O BATE XY, COFITIE. NetScaler 11.00 Bring
your own Licensel] N—> 3 V& FHLE Y,

NetScaler® VMICOJ A > L. A—H—HERELT- & FITIBESN-BERIBHREZMFEA L T, Web
TSOHFERZPT KL XIZ@EITE T, Azure AD VM TIE. nsroot1—H—®D/NAT—RELZEF
ZRBEHARHBZCICEFELTLIETL,

A4t AZEBML. 51X 7702 EBMLI-RICBES%ZEIRL. DNSUYVILNN—%
Microsoft R X-r > > bO—Z—IC@lT £ 9,

Citrix Virtual Apps and Desktopsty F 7y U1+ H—RERTTS

ZOFITIE. SAMLEAE LTS Y FILEStoreFrontii 8 %28 T2 D SBHET. TDORERBAHE
BEL7=%. SAMLOJ F > RU S —%EMLE T,
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XenApp/XenDesktop Setup Wizard

What is your deployment

o,

(..
o Single Hop

oi-
¢
+
I

Client Internat Access Gatway

What is your Citrix Integration Point?
storefront [

=
% <- —
E

1ZZE D Citrix Gateway StoreFrontiRE % #IR L £ 9, Microsoft Azure TER$ 3155, CDFITIE
R— M43 TIFHR < R— b4433% B L £ 9, F7l&. Citrix GatewayEEWebt 1 ~ZR— Mg

EXEIFBIYEYTTBIEHTEED,

MetScaler Gateway Settings

MetScaler Gateway P Address®
w . 0 . 0 . 18

Port”
4433

Virtual Sarver Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 1o secure port

BRIEDTEDH. COBTIET 7AILICRFSNTVWBEIFOY —N\—IERE cBRE 7 v 7

I:I—F\L,i—é'o
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Server Certificate

Certificate Format®
[ pem ™

Certificates Fila*

|n5.citrixsamldemn.net || Browse ],|

[w Private key is password protected
Private key password

ot

AD7HOY NBEDHICKRAL>YAY N O—5—%BRT3
RXAYOAY FO—5— 37 ATy MERICERAINZ D, ZOIPTRLRA%E S5 < RS
HEICEMLET, 41 T7OVRYIRDE T4 —IL R THEFEINIERISTEL T EE 0,

Pnmary authenticabon method®

| Active Directory/LDAP ™|

IP Address*®
|1::n_u .D.12||_]IM

[] Load Balancing
Port*

| 389 |
Tirne aut (seconds]

E |

Base DN*

|CN=U5HS,DC= citrizsamldemeo DC |

Service account®

|CN=internaI3dmin.CN =Users,DC= |

|| Group Extraction
Server Logon Mame Attnbute®

|userPrindpaIName |

Password"®

Confirm Password*

||-u|-|||"-| *‘i"|0'

Secondary authentication method®

| Mone |

. [

StoreFront” F L X &8 J 3

CDBITIE. StoreFrontiISHTTPSZFER L THEBA SN TWVWS . SSLZONIILA T 3> %xiE
RLET,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

Citrix Gateway D BRI Z BT 5
Citrix Gateway|l#EHi L. I—H—RE/NAT— R TR D RINT A 2R L £ 75

. B bttps/ns citrinsamidema’. 2 = & © || B MeScaler Gateway 5% Citrix NetSealer VPX - Canfigur. ok L

NetScaler with Unified G

Please log on to continue.
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Citrix Gateway SAMLESEE Y R— b ZBRICT S

StoreFront CSAMLZ{EAT 3 Z ¥ 3. hdOWebt 1 F TSAMLZEFEAHATAR & MITWE T,
LWSAMLRD) >~ —%, NS TRUEDR TEML F 7

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML

Server®
| Aruredd E” T ?\

Expression®

| . - .
Operators = || Saved Policy Expressions - I| Frequently Used Expressions -

WS_TRUE

aETICAzure ADD S EUF L 1B ZFEHA L T, FTLUVLSAML IdPH—N—% L £ 95
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Create Authentication SAML Server 5
Create Authentication SAML Server
.
Mamea*
Azuredd
255

Authentication Type
SAML e sk ' andos kuds

IDP Certificate Mame® 255

AzureADSAML V]| + B satad Aasthandics .
Redirect URL" Exact W
291-4c20-9826-14d5e484c6 28 /saml2

Single Logout URL ntemetProtocol ~

. ntemetProtocolPassword W

291-4¢20-9826-14d5e48406 e /saml2

User Freld

userprincipalname .

Signing Certificate Name

vl -
lssuer Marme -
' ) L 1

hitps:/ins, citrixsamidemeo net/Cibrx
Reject Unsigned Assertion”

ON v
SAML Binding®

posT V]
Default Authenticatson Group
Skew Teméming)

5

IVRY—IVRIRATLZHERETS
Azure ADICEER SN TWST7H T Y b %=ERL T, Azure ADIZEN L TUL 3 Windows 107 X &7

by 2O 4> L%, Microsoft EdgeZzi#c&# L. <https://myapps.microsoft.com> (Z#&#
LXY,

WebZ Z7HICIE. A—HF—DAzure AD7 T —2 3 HARRINBIET T,
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E Access Panel Applicatior » -+
—

yClg
é O Hj windowsazure.com

Microsoft Azure

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

george@

12:28

228

e B 062006

TAA &)y U TR, Rk NTzStoreFrontF —N\N—ICUA AL FENBZ R LF

ER

FkIC. 2T A>F VURLZERA L -EHEES . Citrix Gateway 1 A DEBEEEGH
Microsoft AzurelC U XA LUV hEN, ELTRES2TLK A xERELE T,

REZIC. Azure ADICEBIILTVWAWIY S VHEICLURLTIHBET 2 e 2 RESEELE S (1L &
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