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'. Downloads |_| CitrixBase.admx 19/07/2019 12:28 ADME File 2 KB

(E_-m"_ Recent places || CitrixFederated AuthenticationService.admx 19/07/2019 12:28 ADMX File 4 KB

I /8 This PC
A

3 items =

ATYT2. TN5DT7 7ML ZE RXA>aOy O—>—|(COE—L. C:
\Windows\PolicyDefinitions& & Uen-USH 7 7 # LA —ICERE L £ 95

T v 73. Microsoft Management Console (Y > R 51 >H5mmc.exe) ZERTLF I, X
Za—N=h56. TFAIL>RFTv T OEMCHRZERLEZ T, JIL-TFRI—EET
T4 R —ZEBMLET,

TIWN—=TRI—FTOz I FDANEROSNT-5. BRZERL. BEDORX1VRD) > —
FEIRLET, Fld. FEOYV—IILEZFERALT. BEICELIER)S—ATJ U M EERLT
BIRTZCHTEET, CORUD—IF. BEEZRZIFTBCitrixY 7 ko7 (VDA. StoreFront
H—N— BEYV-I) ZRXTLTVBRZIRTDOIIVICERTZIHELHD £7,
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= Console1 - [Console Root] == &
S File Action View Faverites Window Help
e @ = B[ Select Group Palicy Object | x|
] Consale Root ‘ Neme Welcome to the Group Policy Wizand — 7 |.ih:|.hm:
Add — WM
Mare Actions 3
‘four can select snap-ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Availshle snap-ns: or o a laeal computer.
Snap-n ven &, Uise the Browae button to select a Group Policy Object.
=Deviee Manager Micr ® Pokcy
" oHce M
= Disk Management Mer
E ons M Group Policy Object-
FEnkerprise FKT M = | |
{2] Event wiawer M
IR eMer Mier E
2 Group Palicy Management Mir Gre alic
[ Group Policy Menagement Editor  Mier
=] tGroup Palicy Object Editor M Domains/Ols | Stes | Al
i Growp Policy Starter GROEdtor  Micr ) ,
[ Internet Information Servieas (IIS... Mir_ | Look in: [353 cirotest net v mEE-
ME-Sequciy Mscitac | oz~ Domaing, Ols and firked Group Palicy Cbiects:
Hame Damain
Desaiption: ) Domain Controllers.ctridest net
This snap-in allvws you to edit Graup Policy Objects whid Defaul Domain Paolicy
of stored on a computer.

ATy 4. A2 —2—DBRIR) >—IBEBRAT 7L — KCitrix AV R—2 > MNEBEEICH B
TIr7L—>3 5858F—EXIRD) O —ICBEIL £ 95

File Action View Help

o | HE 2 HE T

-/ Defoult Domain Policy [DIW-DC.DIWNETI Poliy [|™ i thentication
~ il Computer Configuration .
- Federated Authentication Service Setting
w [ Policies
i Federated Authentication Service
> [ Software Settings Edit policy sefting
5[] Windows Settings Storefront FAS Rule
~v [°| Administrative Templates: Policy definit Description: || In-session Behavior
~ [7] Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your
Citrix environment with your Active
» [] Control Panel . .
Directory infrastructure to allow users
> @ N@ork to log in with non-Active Directory
[ Printers credentials (e.g. SAML assertions).
g
[7] Server
5 7] Start Menu and Taskbar If you enable this policy, you should
s 3 System specify a list of servers running the
}'_ Federated Authentication Service
» [ Windows Components identified by their FQDNS (e.g.
Ly All Settings fasserver.company.com).
» [ Preferences
v ¢, User Configuration
» [ Policies
5[] Preferences
< >
< > |" Bxtended A Standard /

3 setting(s)
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7x7L—2a R —EXR) O —&E L. CitrixBase.admx/CitrixBase.adml7 > 7
L — k7 7 JL%ZPolicyDefinitions 7 # JL X —IZEBM L 2B ICDH. B XA > GPOTHIA
TEEYT, ATy F30%. 7x7L—2 a3 EEEY—ERRY D —HREIG. BEATVT
L=k >CitrixAYR—RV L > BT # LA —ICRTREINE T,

\

ATYT5. JxT7L—2a I —ERR)O—2RAE. BEERLET, LD, T
TREAVEERTEDLSICAED, FASH—/N\—DFQDN%=#E L £ 9,

& Federated Authentication Service O *

E Federated Authentication Service

HrenausSetiing Mext Setting

() Mot Configured Comment:
(®) Enabled
() Disabled

Supported on:
Options:

FQDONs
List the installed servers in Value
e

FODMs | Show o fas1.citrixtest net|

OK | Cancel

OK Cancel Apply

AT v F6. FASH—/N\—DFQDNZ A /1L £ 95
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EBHDFODNZ AN T B15E. ) X MDJERIZVDA. StoreFronttt—/N\— (F7E9 315
B) . BEUFASH—N—DS5RBT—EBLTVWARELRHD XTI, JIL—TFRI—BF%x
SRELTLIEETL,

ATYFT1.0KE Uy I LTIIN—TR)—04HF—RERT L. JIL—TRI—DEE%R
BARALET. ZEEZEMCTRICIE. IO UEHBEH T D (XLIEATVRTAIIH5E
gpupdate Iforcez 179 %) “HENDHBIFEDHD T,

v aRNOEE

ZORYS—F. A—HF—DVDAL Y>3V TCI—Sz o O R =2 70574 kL. 1>
Ty aVitBAZ, FE. $LU0OVvIEOYIREYR—ELET, 1ty 3 VEERRZEIL.
DRI —DBEMIBE>TWVWBIHEED D, sEEEDEMICERINIFASIL—ILTI > tvi 3
VERDHFA TN TUVIISEICOAFEATEEY, NIL—ILEEBR TSI 2SBLTLIETL,
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@ In-session Behavior

Previous Setting [NExEsetimg

() Mot Configured Cemment:
(® Enabled
() Disabled
Supported on:
Cpticns:

Help:

Prompt Scope | Per-process

Consent timeout (seconds):

m

Disconnect on lock

Enabling this policy activates an agent process

(Citrix Authentication. VirtualSmartcard.exe) which runs inside the
user's VDA session. This agent process provides support for the
following functionality:

- In-zession Certificates
- Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTDE. CORIVS—DEMCED, FAST—2 1Ty O XA 1—H—DVDAE Y 3

VTHRITTETBEDICHDET,

WM TRE RUS—HEWICARD, FAST— Y MO XDETHEIEL T

7a>7r23-7

CORIVS=DEMCHE>TWVWBRIFE. AT -TE 7PV r—>a hiroty
DaAVIIRREE AT B L EHA TR ODARZ I - —ICRDBFEZFIEL X9, 30D

FFarvhHbFErT,

s ABARE-— AT arvidtFalT« 7OV T A2 EMICL. WERIIT AL > MIER

cNnEd,

s 7OEACEORE—XTHROEZETOY Z LHMERICRAEZRD T,
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JITL— 3 EREEY—EX

c Ly aYeORABE—A—H4—-NOKEI v ITBL. COFTTarvigtysarvAD
TARTOTOT I LICERAINE T,

BEX1LTI b+

CORIS—DEMIHE->TVWBIBE. ABEZALT Y MI. BEHIIES T SHH (WEA) %*
HIEL£9, fezld. 300MICHRET R L. A—H—lFsoeicyaOryFhRRRrINE T,
ERAEONERE. MEROBECCICI—Y—IC7OY T FARTIINE T,

0w o R LIET
CORI)S—DEMICHE>TVWBRIBEE. I—Y—PEEZO0v 793, I—F—Dtvia>
ITEFMICYIlESNE T, COEEIF. TAY—FA—RFREODALEDOYIK RS —ZBTWL
9, d1—H—7HActive DirectorydJ 74 > ERIBEHRZIFHF > TLABWEEIC. COMEZFERALE
ED

Ovw JEFDOYIMIRY & —Id. VDALDIRNTOE Yy avVICBRAINE T,

Federated Authentication Service B >Y —JLDfEH

FASEBIEOYY —IJLIXIFEACDERICEL TWLWETH. PowerShellf > 2—7 1 Xl &k
DEERA T a>HERMHLEI, FASPowerShell AT > KL w FDEFAIC D LTI
PowerShell ¥ RLw rZEEBBLTLIETL,

FASEIEO>YY —JLIZFFASO—ERE L TA VYA M—JLENE T, 7 > (Citrix Federated
Authentication Service) IFX X — X Za—ICBEINZE T,

BEIOVY - ZYHTERT RIS UTFTOT7OELRZRTIBLSICHIREINET,

o SEAAETF VL — N EREBELEY,
- FSEEAEAZE Y b 7Y TFLE T,
o FASHGEPRMREIZ PRI e &L 9,

OSHERY —/ILZEALT. —HMOFIEZFH TR T IBLDBTEET,
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FASEIEIOYY—ILiZ. T74II TO—HILOFASHY —E X ICEHELEF T, HEISHLC T, YV
Y — )LD A _LIZH % Connect to another serverz AL T E— b —EXICEHRTETEY,

&+ Citrix FAS Administration Console - connected to localhost - O X

|nit]a[Setup Rules  Advanced I Connecttoanothersewerl Refresh

Complete these setup steps:
Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

aAET L —hZ2EBRT S
DY 7~z 7 EOEEERMOREZEE Y B 7. FASIFRBDABED -3 D DCitrixaE
BRET>TIL—hZRELFT,

» Citrix_RegistrationAuthority_ManualAuthorization

» Citrix_RegistrationAuthority

* Citrix_SmartcardLogon

5D T > 7L — hdActive DirectoryICEERT 2HENH D £9, DeployRZ>%=o ) w o
L. RICOKZD ) w2 LEFT,

00— 134 X &N izEfR(/en-us/federated-authentication-service/2407/media/deploy-cert-

templates.png)
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ToTL—FDFEEIF. FASEEHIZA VR M—ILENBHLFEF . certificatetemplate Z #F D XML
T71IICHD £7,

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

SERAE T > L — b7 # LA —, (len-us/federated-authentication-service/2407/media/certificate-

templates.png)

NEDTYTL—bT7 700 %EA VR N—ILT ZIERMNBRVISEIZ. Active DirectoryEIE#& |C
EBLTLIETL,

FOTL—brEFFHTA VA M=ILTBICIE. TOoFTL— 2SO THILA—HEXD
PowerShell ¥ > RER{TTE £,

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)
$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active DirectorySFEFHE U —EXZEY F PV 953

CitrixsEBHE T > L — b Z A VA =L LT, N5 131 DL EDMicrosoft EnterprisesERB#ES
P—N—ICREINZHNEHLHD £, Active DirectoryiEFHZEH —E X ZRBHE T3 HEICDOWVWT
. Microsoft D RF a2 X2 hEBBLTLESIL,.

A BRI 3R ZH O - —IF. PR EDBIDOY—N—IZTVTL—bZ2RHT S
BEHRBHDET, TNoSZRFETBICIE. MARREOEY F7yTFZEALET,

(GERRZET > 7L — k& MicrosoftEERRAMEI O > Y — L2 AL TRRATHEHTEE T, )
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O—#1 34 X &N izEff(/en-us/federated-authentication-service/2407/media/setup-cert-
authority.png)

Jx7L—>a Efii—EXRZ&ER TS
CDFIBICED. FASOEGZEHDHABEINETE T, BEI>V—ILIZE

Citrix_RegistrationAuthority_ManualAuthorizationT > 7L — h %= EH L CAEBZER T &M L.
DE. ZOTFVTL— b ERFALTWSERAKEOVWTNMIEELE T,

& Citrix FAS Administration Console - connected to localhost — ] X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificata tamnlatas Tty
& Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Set up acert Authority certificate to the selected Microsoft Certificate Publish
Authority.
The authorization t The CA Administrator must sign in to the Microsoft Certificate

Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th Authorize
Certificate authority:

Create an authoriz

Create arule Create

A rule defines a sm|
Cancel

You have no rules ¢

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

)OI R MHEEINDS . Microsoft Certification Authority T >/ — )L MDPending Requests') X
MCC FASYO YT ATY RO SDOREFD VIV IR M LTRREINE T, FASOERZRITY
ZEIIC. IR IEEIIZTDV VIR M ERITEIIEEITIHNELHD £7,

EEENIssue £ /-IIDeny % BIRT B FT. FASEIEIO VY —ILICIZFES —RRED TREF—]
PRRINZFT,

Microsoft Certification Authority 1>/ —JL G, All TaskszH 27 1) v o L. FEEEAZEERICXT LT
Issue X 7zidDeny = EIR L £ 9, IssueZEIRT S . FASEIEID Y Y —JLICEGRIEAEN KRR TS
NEJ, DenyZFEIRT D, VYV —ILILIS—XyvE—IHRREINE T,
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA = —tn T 350700 CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FASEEEIO>Y—ILIZ. COTOEANRT LECEZBFHMICKEELEFT, CNICIZEDHHD
HBabHb x9,

X

&& Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘ Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

(’ Authorize this service Authorize

There is a pending authorization request on Cancel request

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

IL—IL DB

FAS|Z. StoreFrontDIgRICE>T. VDAOY A > E LVt Y a v RERADIEFFREZE D RITZ KR
FREDICIL—ILEFERLET,

BIL—ILIEUTZEELE Yo
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o SFAAZE X ER T B =HIEFE TN T LB StoreFrontt —/\—,
o SFEAEREBRINZ I ——Dt v bk,
o SERAZDEAMFI TN TVWABVDATY S D Y b,

Citrix|&. FASIZ#E#HT 9 S EICStoreFronth' B C&BIDIL—ILZEBRT B8, Tdefaulty &L\5
ZEIDI—IZERT A 2R LT,

BEZHAAEET VL — MERAEEESRB T2 N XZLIL—ILEZETSICER L. 245 7ON
T4 CHERZFOLSICHERTE XY, cNHDIL—ILid. B4 BStoreFrontth —/\—F 7213
Workspace TEF T 3 & S ICHB TE £ 9, Group Policy Configuration4 7> 3 > %A L T.
StoreFrontty —/N—D AN X ZLIL— )L Z BRI TERT B LD ICHEHEL £,

e 22w LT (Ffld TIL—ILy 27T TIL—ILoEs) 22) v 2L T) « L=
BRI« F—RZBIE L. IL—IILZER T 5HDERZNEL £, TL—IL) 2TIZE &
=L OBBENRTENE T,

O—#1 34 X & NizEfR(/en-us/federated-authentication-service/2407/media/user-rules.png)
D4 = RIFROBEHRZNELF T,

To7L— b A —ERAEORTICERINDRET > TL—FTY, i
Citrix_SmartcardLogonT > 7L — k. £LIFZFOEEIN/OAE—THZIHEHNHD £9 (LA
EFVTL—FEBR)

AEEAMERS: 1 —H —EEEAEZHEIT L. 7oL — bz HET AR T, FASIE. 77—
F—N—CBEDBOTDHICERBOIRAKBEDEMZ Y R— F LTVWE T, IR L /R D
AT—=RZAN 72T L — bFAAR] ERTFENTVB I EZBRLTLIET WV, FEAEKED
EEZBRLTIIEE L,

tyiayAER: Tty a>RER%EHR A7 avid. VDANOOT F #%ICSIBRE % fE
BATEA3hhEE5hHIEL £95

c Ly aYREAZHAINBERINTVWARWEGS (T74)L b #88) —SEERROJIA>F
RBERICOAMEAIN. I—H—IISREERICEEREBIC T/ LA TET FE A

c Ly aYRERAZHINBERIN TVWEASE—1—H —3FEHRICEIFAEICT IV ERXTEX
Fo IFEALDERRRIE. COF T a>ZBRINITEDHD EFEA. TV TRV D
WebT 1 b 7 7 MIILEBR Y. VDALY a3 VYARLSTFI/EZXEINS )Y —XIE. Kerberos
SUONBA VAU ERFERLTT7IVERATES D, Ly a YRIAZEIIBREHD £t A

ey avAEAZEAL ZFRLBE. tya YREEJIL-TRUS—BMICL
TVDAIERA T 2HENHD T, AAZEIR. QT FVRICT IS —> 3> TERAT SO
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ICA—H—DEAGBEER M 7ICEESNF T, L ZIE. VDALY S 3 Y ADWebT —/N—
ADTLSERIEN KN ERIZE. Internet Explorerid Z DIEEAZE #FERTET £ 9

TPOEAGIH: 21— —0OJ A > £ IEBEGOIOICEIRBEEZERT I cxHFT N, B
$ET T BStoreFront  —/N\N—<I > >DU XTI, CNEDITRTOMERICKH LT, E4%<DADA T
SO MFEREIIIN-TEEBMTEET,

PO RERREXF2V T LEETHD, BEEICEETIHEDNHD I,

:

FASH —/\—%Citrix Cloud TOAEA L TWVWEIHBE. 7O/t XFIHZEBR I 2LEIIHD T
Ao Citrix Cloud TIL—ILHMER TN BIFE. StoreFront® 77 AFFEIFEBR INE T, Citrix
Cloude # > 7L X XD StoreFrontBADEA TR I —ILZERATEE T, 7>TL XD
StoreFront CJ)L—ILHMERA I N3 IFE. StoreFrontd 7o RFaNF5 | S/ ERAINE TS
T7AINEDER ( NID7H— k] 7)) FIRTEEEFLEY, L7 >T. StoreFrontty—
N—ZBRTRHICEFRI T 2 HEN DD £7,

A—#1 54 X &N i-EfR(/en-us/federated-authentication-service/2407/media/storefront-

servers.png)

HIBR: FASZEFARL CA—%—%20OJ 4> TEFB3VDATYI VD) R b, FASEN L CEIHE# X
TTE22—%—0DU R b,

 VDAMERREDEETIX. FASZEARAL TA—Y—%20OJ 4> TE3VDARIEETET XY, VDAD
JIAMEITI7AINEIT TRXA>OYEa—2—1 T,

o A—H—IEBDEIETIE. FASZERA L TCVDAICH A VA TE31—H—%#IEETE £,
A—t5—DURMITIAILET TRXA>2A—HY—] T,

FASH—N—D R XA VHVDAB LUV I—HF—D R XAV BEZ5E. T 74/ FOFIR
HEEITINENHD FT,

O—#1 54 X &N izEfR(/en-us/federated-authentication-service/2407/media/vdas.png)

A—71 7 1 X & N7-Ef&(/en-us/federated-authentication-service/2407/media/allowed-users.png)
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22 KRR Citrix Workspace D' 5ID7H—2 3 UHARESINIE S ICRADBRINSIDE S
&R L F T, Citrix CloudICIEfid % & FIC. Citrix CloudICfER T 2RI Z#8IRL £, F/-.
Citrix Cloud(Z#&#%t L 7=#%. Citrix CloudA\D¥EEHitz 7> a>D) Y IHQSHRAEZEETZEHT
EENER

A—#1 54 X &N izEfR(/en-us/federated-authentication-service/2407/media/rule-created.png)

Citrix Cloud\ D#EH

FASH —/\—% Citrix Workspace TCitrix Cloud|C#EHi TEF £ 9, sFMIC DUV TIX. Z DCitrix
WorkspaceDitEz B8R LT ETL,

1. #EAERE X 7 T. Citrix Cloud\DEHGO FICH2ERE ) v I LT,

#JHAER % (/en-us/federated-authentication-service/2407/media/connect-cloud-initial-setup.png)

2. BRIT BV TUREERL. RNZI Vv I LED,

&+ Connect to Citrix Cloud — ] X

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration

Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead

=D

7L E a2—TIld. Citrix Cloud®D&H\F BRI GET 9%
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3. VA4 Y RIIC—BDERI—FARTINE T, COI— FIFCitrix Cloud THEERT 2HEN D
DFEJ, FLLIF 7T I AEGE%ZCitrix CloudiCETFR T 2 2SR LT ZT L,

&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

|

Confirmation Code:

POQESDAS

( Waiting for confirmation...

= aEB

4. BFA—RFHIKREEShicS. FOYTRT V) IO SRERDY —XADiGHRZERLE T,
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&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

Confirmation Code:

™I

“
Resource location:

My Resource Location v

5. %Y TB3GRIGERET NIV M ZFEIRL. FAST—N—ZERTI) Y —RDGHAZERL X
T ®if12 0 ) v oL, BV RUZBLET,

6. L—ILDBRE I a>T, BIFEOIL—ILZERATEIH FILWIL—ILZERL XTI, RNz

70w LET,
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Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

&+ Connect to Citrix Cloud — | X

7. BB 3>T. B]T% 2" v LTCitrix CloudA\DESFi =TT LET,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud
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Citrix CloudiZFAST —/N\—% &8 L. Citrix Cloud 7 17 > k ®Resource LocationsR—JIZRT
L9,

x

F > 7L X ROFASH—/\—|Z. Citrix Cloud & Citrix Virtual Apps and Desktops\®D 777 2 X
ZERICEFA 31— —AEZHITTCETE T,

Citrix Cloudh* 5t 93

Z D Citrix Workspace DEEEICEEH IN TS &L S I, Citrix Cloud) VY — X DIZFAH S FAS T —
IN—7HIBR L7z, Citrix Cloud |IC3E#HET. EMICT I ZEIRLE IS
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RS

ZDtUT 3 >DEEETIE. Federated Authentication Service (FAS) DEERIEMR E BIEICEAT
BDHARVAERELET,

BERER

+ FAS A YR k=L IMIRREICE T B EEA Y T 7 LY RIE 1 VR b—IL LR ORE
7,

« BRIT %70 F v ORETIE. TELFAS T—F 7/ F v OBBEL. SOERBT—F7
9F v ICET BMOTEADY VI ERELET,

F+Y FBEAFICT I FL—a VBRI —EXEEY
93
CORETE. ILFFFY bOYR—Y RY—EXTANAL — (MSP) BETI 7L —>3

VEREIY —E X (FAS) ZBMICT B FIBICDOVWTEHABELEY, SFMIcOVLWTIE. TUT77L YR
7—% 749 F +: Citrix Service Provider DaaS] #&BLTLEITLY,

ClErs 36a
e Citrix Cloud D R XA > )Y —XDIZBFRICEBE TV L AL H S Z o, EMICDOVTIE.
MBIEEERDOEE] Z8B LTIV,

e TR X MSP OREBRAETRETNTUVS Z &, FFMICDOWVTIZ. TCitrix Service Provider [a)
|7 Citrix DaaS] =SB LT3V,

MSP EBEEZIBRT 5

1. Cloud Connector Z 3 L T. Active Directory K X- > % Citrix Cloud THIEATZE 3L SICL
=

Cloud Connector 21 YA b—J)LLT. 2 FL I RXRA TSR MZ2F v % Citrix Cloud |
EHLE T,

FYTLIZADREXA A2 bO-5—ICEEMITENTVB RXIYH [ID EFPIERE
H] > [FX4Y] THAARERTHECEZRRELET
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Forest Preferred Connector Type:Cloud Connector v

B Citrix Cloud x e - i o x
€« C (Y & uscloudburrito.com/identity/domains e x 0@
= | citrix 2 o
< ldentity and Access Management

Authentication Administrators API Access Domains Recovery

+ Domain | C Refresh | (] Show Unused Domains

Forest: multifas.local

Forest Preferred Connector Type:Cloud Connector v

MultiFas.local eee >
Forest: fasmulti.staging

2. RXA>% T+ MIT7zTL—MLET,

FXADZERL, FOYTHIUARZa— () 20y I LT,

YOEE] ZOUvILFET,

[ZzFL—>a>yRXA

Citrix Cloud x [ v = B X
<« C (¥ & uscloudburrito.com/identity/domains 2w O@
= cimnx 2 o
© |dentity and Access Management
Authentication Administrators APl Access Domains Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v/
MultiFas.local wee >
Manage Federated Domain
Forest: fasmulti.staging Disable
Forest Preferred Connector Type:Cloud Connector v
T C Iy LEY. R, [BAE] 20V vILES
> I\ %E’D (17 + % Y o AV 4 o
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3 AEMIIONTVERXA DT F Y MIBFEIT S ZHRLET,

COFEFEA T3 >TY, 7Y MEEDOIOVY —I)LICH A >4 > L. Identity and
Access Management > Domains D FIC K XA VAU I FINTVWEZZzRERLF T,

BhETONTWVWD R XA VDT F 2 MIFET S C L zEEE L X 9 (/en-us/federated-
authentication-service/2407/media/fas-verify-domains.png)
MSPEEEICRD £,

4. FASH —/N\—%Citrix CloudiC1 > X b—JLLTEERL £ 75
77+ > b DCitrix Virtual Apps and Desktops!) ¥V — X HVEZE & 11T L) B Active Directory (AD)
T#LAMIFASZA VA M—ILLE T, FASZZEDADT # L X MMCEEMITENTWSE I S

DRD)Y —RDGRICERLE T, FASH—N—ZA VX b—ILTBICIF. T4 =)L
CHERk) ZBIRLTSIET L,

5. TV MERZIBKI B

T+ FNERMEITICFASEBMICT S
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« IDZONAH— (IdP) %#ERT 3

T+ MBEEICYIDE X £, Identity and Access Management > Authentication (C7%
BLFEI, IdPICER L. ADDIdPLEHAISNTWVWA ez L £ 7,

o T2 MAITICFASEBMICT S

Workspace Configuration > Authentication [CBE L £9, RE L7FREEEEIRL. FAS
EEMICLETD,

FAST 7 > b ZB%hIC 9 % (len-us/federated-authentication-service//current-release/media/

fas-enable-tenant.png)

EtR DR

TFHFRDT T L =23 R XA VHEBIBRT BEIICMSP R X1 V% HIRT % . BEIFIOBED
EELET, 7Y FAIFICFASEEMICT A EIETETEITH. MSPICR XA UHEELEL
378, FASIZEBKL 7,

Azure Active Directory > T LY A1 > F >

Citrix Federated Authentication Service (FAS) I&. R X >&NE# Virtual Delivery Agent (VDA)
ANDI VTN A A2 (SSO) ZiRME L £9, FAS (E. VDA ICOA—H—FIBHEZIRIET ST
SSO ZX|WL F¥9, VDA IFC DiEAAEZ R LT, 21— —% Active Directory (AD) IZ¥ L TER
BELET, VDALY IVICHA Y F VT2, BRRAELTAD VY —RICTFIVEATEET,

AD ¥ AAD THEEAZITV. I—H—ra>Ea—Z—0DEAICNAT VY R ID ZERT S
Azure Active Directory (AAD) DREIE—RII T, CDFEETIE. FAS ZEA L TLBRIHBEIC
VDAt w3 VANS AAD AND SSO ZRIT B 1D ICHEREBMBRICDOWVWTEHALEX T, C
NICED. - —I3BEREAE LTAAD THRESNL T TV Tr—>23a VIl T7I7ERTESR LIS
whER,

FAS Hh* AAD O SSO AT 37D RBRIIHNEH D £H A
FAS Ot w3 YRIASIINEH D £H A

FASODYDN—2 3> THERTEET,
FAS ZH/R— K93 VDADEDN— 3 >V THERTEE T,
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AAD SSO DFEZRDRICEFEHE T,

AAD SREER 1T
Y= R
Active Directory 7 T 7 L —

3> H—E X (ADFS) I
JxTFL—>aViER

Y—RN=71DID7AN
AA—=ICT7 T L—2aViE

H

. TR—

PR AAD R XA ZiE, A—H—

VDA I R XA O BINEH

AAD >— /L L X SSO #{EFH

ADFS T Windows :2:if%# B
T D

Y—RKRN—FT1DYV)a1—
avEFERYTS

AAD EREEEMEIINB e HH D X9,

e JxTL—

VDA IZ/\1 7V v REIIEH

AAD SFBBENR— X EREF%
==

WS-Trust @ certificatemixed
IV RRAY F?b‘ﬁﬁt“m:t;o
TWB xR

Y—RKN—F12 DY) a—
avEFERYTS

TNTWVWBRXAYTY, IceziE. ADFS Y —RN—FT4 D ID 7ONARZ—%B LT,

o N1V w REBMEBEA VDA IZ. AD BINBEATHOH. AAD BIIFEA T,

R X1 >8INE#H VDA
R XA VBNEH VDA DIFE

IEEN3) ZEALTAAD AD SSO #XRIE L £9, AAD ANDEREEIE. 22— —H' VDALY

a3 YAH S AAD TREINT

PEE Ot X Z KREMIRLTUVET,

TVr—=2asil70ERALICEEICRELE T, ROKIF.

SR AAD TITONZ RXA 2V THO. %A T4 7

23> AAD RXA > rid. AAD W ERIEEXMDIBARIC A1 LI T3 & SICHERK

« Windows S2EF (f¢3KI3#E Windows E25F. & 7=I% Kerberos ¥
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6. Access
with token

2. AAD-protected
app is accessed
without a token

3. Challenge

Federated IdP AAD

or ADFS

.

4. Authenticate
! with Windows
4'. If federated, Authentication
Windows
Authentication
happens at
the IdP

5. AAD token

3

Domain joined VDA

1. User sign-on to the VDA
authenticates the user
to AD using the FAS user
certificate

»

A

Domain Controller

B RAIE. AAD RX1 VBT xR—
D X9,

N*Z—TY R AAD F XA YDEREICDOWVWTIE. &
LYo

—LLRA VTN AFY #BBLTLIEE

ADFSICT7 T T L—3 >N AAD R XA >DFE. ADFS H—/\—T Windows 35F% B%h
ICLEd,

. BV
WTlE. IDZ7ONAE —ICEBVEDHELLIETEL,

Y—RN—FDIDFOANAA—ICTTTL—3 Y ENTVWBAADR XA Y DIBE
a—>arhFEELE T, AILTICD

N T )y REIEAVDADZEE. RXA UEBIMBAVDAICEH TN TWEY ) a—>3Y
HEHATEEXY, 7275L. FASZEARALTWABE. AADTSATUEHF =T (PRT) &
EMEnFE Ao

\

N1 T )y REIEAVDA

N T )y REIEAVDAIZ. ADEAADICEBFICEMLTWVWEY, I—HF—HVDAICH 1 > 1 >
T3 ROT7—T14 770 FDBMEREINE T,

e ADJY —ZADFREED F=H DKerberosF 47 v MREF 7 v bk (TGT)
e AADJY —XADFRIEDT=DD T A X ) EH —2 > (PRT)
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PRTICIE. A—H—AYEa—X2—0OmAICETIBEHRIAZEINTVET, CDERIE. BEIC
6 TAADSRERME 77X RS —TTHERINE T,

FASIIVDAICSEFRE X Bt T3 & TA—H — %059 3 7=®. PRTISAADDIERAER—X D3R
A ERETNTVIBERICOAMEETET X I, XONIF. SBETOECXEZREMNMIRLTVET,

AAD Federated IdP
or ADFS

4. AAD PRT| 3- Authenticate to AAD 3'. If federated,

with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD 7 A
with FAS user

certificate Domain Controller

Hybrid joined VDA

SHMICOWVWTIE. AADR XA UM BIEINTWAHh Tz TL— TINTLBANCE-TER
hFd,

BIEWRODAAD R X1 > DiHE. AAD CBAZIBRL L X9, sEMIC DL TIE. [Azure AD FERRZE
NR—ZDTAFDOHE|] #BBLTLIETL,, VDAIZ. 11— —DFASSFRAZ%{F A L TAAD CBA
TI1—HY—%AADIZEREEL ¥ 9

Microsoftd RF a2 X > FTIEFAY— b A—REAEICKZ A VA VICDWTEHBALTVLE
IH. FASI—H—SIRRETH 1 V1V 93EaICH. TOEBCARZIEMAERAINE
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ADFSIC7 T 7L —>3 Y TNTWBAAD R X1 D54, VDAIFADFSH —/\—DWS-Trust
certificatemixed T> KR4 > b &EFEALT. 2—H—DFASIFRAEZ CT1—HY—%AADIZEREFL £
To COIYVRRADMITITAI FTEMIIE>TUVET,

H—RN—=FT4DIDTANAE—ICT T L =3 ENTEAAD R X1 Y DIFE. RROY
)a—> 3 0 FEETRaEEERHD 9, IDTO/NAT X —IXWS-Trust certificatemixed > KR
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AV RERETIRERAHD FTT, HR—MZDOVLWTIE. IDZONA A —IcBREVWEDLELL T
Lo

ERELR DIERK

C DEEETIE. Federated Authentication Service (FAS) % sEBE#RS (CA) H—N\— BT 570
DEEBBRICOVWTHBLET, CNSOBRDIFEALIE. FASEEIYY —ILTIEYR—
fEhTWEHEA. FIETIE. FAS HMZHT % PowerShell APl ZFERL X9, CDEEEFDOFIEE
E1T9 BHIIC. PowerShell DEARNLGHBHNINRET T,

FAS CERT2E8 00 cAY—N—%2tyv b7vFT3

W= %2 ERET-ITRET M. FASEEIO VY —ILEFERALT. ERDOCATFASZIEBM TS
9,

2DDCAZHFDIL—ILZiREL £, (/len-us/federated-authentication-service/2407/media/edit-

rule-2cas.png)

FEIRT B IR TDCAIE. Citrix_SmartcardLogonzEFAZE 7> FL — b (FIFIL—ILTERLET
>T7L—bK) ZREALTVWARHRELHD XY,

FERLIEVWCAOWVWINHODEMNOT L — 2L TULWARVEEIZ. ZFDOCAICK L TEREE
vy b7y T ITEOFIEERITLTLIETL,

ITRTDCAICKH L TZDY—ERFEETEZOFIEERITIDHLEIIHD FHA. CDOFIE

TR EINTCERREIF. COCATHHEATETSLHTT,

FRASNIEFOEE

FASH —N—%ZEHDOCAY —/NN—THEKT S . I—F—ERBEED0ERIE. BRI TULSEITAN
THOCAT—N—ICHBENE T, £/. BEINTULBCAT—N—DWVWINHIHKRE LI5S,
FASH —/N\—I3FIBABERBIDCAY —N—ICTIDEDHLD £,

TCP 727t XRBIC Microsoft E3SFRB%Z 8K I S

FAS |3 DCOM %Z /A L T Microsoft CAIC7 2t XL &9, DCOM IF7R— b 135 ZEH L T,
H—EXDRV YAV LTWAR—bERELET, T 74/ ETIE Uy XA2R— MMIEBICE]
DEHTOHNET, CNUCEKD. 77407 04—)lEFa) T ZRETIRICEHEIHEL ST
BEMD B D £9, DT, Microsoft IFFFIR— b Z BT 2HEEEIRME L TLWE T, Microsoft
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CA THMIR— FZBH T 3ICIE. RE—F > 771 IIVRAZIBELTEIT > dcomenfg.exe %iE
RLT DCOM BN ZRT£Y, AYEa—4—>T1 AYEa—4— >DCOM DR %=
EBRLT. CertSrv Request / —RZ&RRL 9, XRIC. CertSrv Request DCOM 7 FUr—< 3
YOTONT1 ZRELF T,

O—#1 51 X &N izEfR(/en-us/federated-authentication-service/2407/media/fas-caconfig-select-

dcom-protocol.png)

ITYRRAVPM] Z2ZBLTENI O RRAY EBIRL. TCPR—FES (LEEDI S
T 1w TIF900) ZIEEL X,

COFITIE. Z7AT7 0 4—I)LIFTR— 1358 R— ~F900%FFRI T AMHELH D £,
TEZBEAT BICIE. MicrosoftsFPAERE = BiicE L * 95

DCOMIZRPCHR— F135%FEA L TR IT—> 3 VERRER R Do, FASH —/\— (F7zIFFEEA
WEZERT MDY ) ZEBRTIVEREHD FEA. V717> FHDCOMZEFERT 344
BELHBHBE. H—/N\—LEDDCOM RPCH—E RIZEF L. FEDDCOMY —N—ADT7IEX
ZERLEY, ChIZED. R—1900 (ZDOFITIF) HEHLN. DCOMYF—N—FT 517> b
ICEDR— bADEFRZIBRLE T,

A—Y—SIRSEZEEMT S

FASH—N\—RATA—HY—IIEELFRER NS . I——0OJ 7 VERHIKIBICHKEIN
9, UTDEISa>Tld. B—FI3EROFASTYH —N—TCINERITITBHEICDOWVWTERA
LF¥d,

Active DirectoryA—H—D U X FZEET S

UTFOBINCRTESIC. ADZIZITV L. A—F—DURbZT7 710 (fce xR csvT 74
L) ICRFITBILET, ERAEDERZHETETE Y,

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save
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if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUserld. A—H—QUX b2 7T IT2HDOZEENBZITVRLY bTY, LEDHIIC
I&. UserPrincipalNameZz 5. 7HDU Y FXT7—R D Tenabled) DA—HF—DHZ) AT
BIcDDT 1 IILE—FIBHAEFENTVET,

SearchBase5 |#l¥. ADD Y DER TA—HF—%ERRIT 3D ZKDIAHEX T, ADADITARTD
A—H—%EHWGEEIF. ChEERTEIEd, T OV VEIZEHOI—Y—% R Al8E
MRHD FET,

CSVIZRD K SICHD 9o

B user_list.csv - Notepad

File Edt Format Wiew Help

"UserPrincipal Name"[l
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuser3@hvt. local”
"testuserd@bvt. Tocal”
"ucsis@bvt. local"”

"ucs3ogbvt. local”
"jime A @Bk Ta~a1"

FASH—/\—

T oDPowerShellX 7 1) 7 MM MEICER SN I——) X +ZERITIRD. 21— —5EASE
DYURZIERL F T

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"
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$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv

foreach ( $user in S$users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

BEOFASTY —N—H'H 355, FHEDI——DIAEIL2LREMINE T, 1DIEX1 > —
N—T. HbI12F T AINA—N—HY—N—TERINZT,

FEROX T FhiE. Tdefaulty EWSEBIDIL—ILICRIELTWET, BRBIL—ILE (fzt
ZIE. Thello] ) ZEALTWVW3REEIF. RZUTFROSruleZ#HE=ZELTLIETL,
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& Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default Z W summary
hello "

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

EREEIRAEZEH IS

BHOFASH —N—DMERE TN TWVWSIBE. OJA L TWEAA—HY—ICEEE 5235 i<,
FASEGIIRAEZEH TET X T,

GUIZER L CTFASZBERRI D EHTETEXT,
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&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.
o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize

An authorization certificate is configured.

Deauthorize this service.

o Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

RDY—T2R%E7TT LET,

1. FTLWEGEEIBAE #{ERL L £ 9 New-FasAuthorizationCertificate
2. FTLWESREIFAZDOGUIDE X EL EJ, CHIIUTICE 2 TRETNET: Get-

FasAuthorizationCertificate

3. FASH—N\N—%X>7TF >V AE—RICLXY: Set-FasServer -Address <FAS server>

-MaintenanceMode $true

4, FTLWEEREIFAE XX L £ 9 Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

5. FASH—N—%X>TF 2 XE—RH SR L £ Set-FasServer -Address <FAS

server> -MaintenanceMode $false

6. HUVVEAGRIFEAZE ZHIPR L £9: Remove-FasAuthorizationCertificate

BEfR#H

o 1A M—JLEIBRRDEEEIZ. FASDA VA M—ILEBRICETZEER) I 7L YRTT,
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s —RMNABTTTL—2 3 EEET—EXDRMBICOWVWTIE. TEBET7—FT7F vl (la-jp/
federated-authentication-service/2407/deployment-architectures.html)DEEFEIC K & H SN TLY
X9,

o« ZTOM®D TNV —) BEBEICOWVWTIE. TEELRMEM. (/a-jp/federated-authentication-
service/2407/config-manage.html)DEEE TRENIN TV E T,

W& — DRE

IEL®IC

SEBAZIIFASH —N— L DHAAABT —EIR—XIIHREREFEINE T, BETIMWEBE T —IX. FASH —
N=—DxYy b I—IOH—EXT7HIYMIL>TRESN. TI7AIMTIIVRR—FRAIE L
TY—UNZEd,

MR F —ICIZRD2BEDH D 75

o ZERHLRAGIRAZE (ICREE(T I S NI-MWEF— (Citrix_RegistrationAuthoritysEFBE T > 7L — b H
50HD) o

o D—H—FAEICEEM T SN F— (Citrix_SmartcardLogonsEEAZ 7> 7L — kH 5D
HD) o

EERICIF. Citrix_RegistrationAuthority ManualAuthorization (57 #JL b T24EHE%)) &
Citrix_RegistrationAuthority (77 # )L b T2EBERN) D2DDEHRERIEIAZEHH D £,

TJITFL—>a Vi —EX (FAS) B 2OV Y—ILD Tty b7y T RTDRXFT v 73
T, &R 20y 033 FASH—N—I3F—RTZERL.
Citrix_RegistrationAuthority_ManualAuthorizationzERBZE (C X1 9 3 SEEAE E % B 3K % SERAMERT |2 3X(S
LEYd. CNIE—BRMAIERAETHD. T7 4L b T24ARBE T, SEEAKREEILC DIIFRE%
BENICEITLEEA. TORITIZ. BEEHAPARETFETHER IIHLEN DD £, FEA
EDFASH —N—ICHITINS . FASIICitrix_RegistrationAuthority ManualAuthorizationziEEFE
Z{ERA LT, Citrix_RegistrationAuthoritysEBAZE (77 # )L b T2EMER) ZBHNICEIEL F
9, FASH—/\—I|Z. Citrix_RegistrationAuthoritysEBRE % EW3 9 % £ 9 < I
Citrix_RegistrationAuthority_ManualAuthorization®DiEEAE & +—%HIFR L £ 9,

SRS ICREM T SNICHBF — IR ICHEBENT VT Y, R 5. BRMEEIRS
RUS—IZED, WBX—ZMETZEIF. 77— rTHERINII—T -ty MIXNTD
AEREERZHEITTETBRHTY, TORR. COF—ZzHHT2EIF. €Y FNROEREDI—
- LTRRICERTEEXT,
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FASH—/N\—Il3. B0t x 1) T BHICE 2 TcAETHERT—%2RETDILSICERTEZ
o MOWTNHOEFERL X,

o TERWEBIGEIRE & 1 —H —FERAZE OME F — DM A ICK LT Microsoft Enhanced RSA and
AES Cryptographic Provider & 7z{dMicrosoft Software Key Storage Providerz /B L £ 95

o TEXMERIEIRAZE DM X —(ZIX. Trusted Platform Module (TPM) F v % {i& X 7=Microsoft
Platform Key Storage ProviderZfEA L. 1—H —iRAZ OMEZEF —IZIX. Microsoft
Enhanced RSA and AES Cryptographic Provider & 7z [&Microsoft Software Key Storage
Providerz{ER L £ 95

o SREBNIRAES - —BREOMEF—OmAICH LT N—RUxz7tEFxa)7«0E
Ta—J)lL (HSM) TN\A A Z@R TcHSMAR VA —DIEESt T —EX X IFF—X L —2 70O
NARZ—%=FERLET,

MEF —DBRERE

FASZ3DDA 7> a>OWVWITNhZzFERTEILSICHERLET. TFRAMNITr Z—ZFERL
T. Citrix.Authentication.FederatedAuthenticationService.exe.configZ7 7 T ILZfREL X I, D
771D T 7 3L bDFFRIE. FASH —/\—_EDProgram Files\Citrix\Federated Authentication
Service7 # JLZ—W T,

<?zml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ ——>
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length —->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.Systemlog.LoglLevel” value="3" / —->
<!-- Logging: Event IDs to not log (comma separated) —->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs ——>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->

</appSettings>

<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

FAS |&. T—E XBBRRFICOABRE T 7 1 IILEFRARD £9, EHWEEINTHE. FILLERE
TRMEIEBICIEFAS ZBiEEFHITI2HELNHD £,

Citrix.Authentication.FederatedAuthenticationService.exe.config 7 7 1 JL CEE Y 2 EZ XD &L 5
ICRELF T,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (CAPI APl £ CNG
API 21D & X B)
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& XYk
ke JL— CAPIAPI ZfERY 3
false (77 #JL ) CNGAPI ZfEB T %

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (9 2 7O/N1 X — D%
Al)

fi& aOXYV B+

Microsoft Enhanced RSA & W AES BES1LT T 7 #JLhD CAPI 7ONA X —
ONAH—

Microsoft V 7 b7 ¥— X bL—2 7O/ BEEDCNGTONAH —
15—

Microsoft 72w k7 4#—L F— XL —C 7 BEDOTPMZONAR—, TPMIFI—H—

AN A — F—ICIFHERINFE A TPMITE SRR
F—ICOAMEALTL TV, REMLTRIET
FASH—N—%R{TIZ3FENHZHEIFE. &
RS R— I TVEINESHETPME
KUONAN—NAY =R A —CHERLTLE
eI AN

HSM_ARY4A— CSP/F¥— X kL —2 Z7ONA HSMARY A —IC &> TIREINE T, EIFAN

H— VRE—ICE->TEAD £9, RE{LETRIETFAS
Y—N—Z2EITIBFENDHZHEIF. KR
EHHR—bEINTVEIHE S HZEHSMR Y
A—ICHER LTS L,

Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.ProviderType (CAPI APIDIZ & I D AN E)

(] aAXY bk

24 BXE. Microsoft
KeyContainerPermissionAccessEntry.Provider
Type 7O/N7+1 PROV_RSA _AES 24 Z&H
L &9, CAPITHSMZfERLTH D, HSMA
YA—DRRIEE LBVWRD., BlC24TH 3
MHELDHD X7,
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Citrix. TrustFabric.ClientSDK. TrustAreaJoinParameters.KeyProtection (FASH' MR RIS E% R1T T
BZRENHZHZE. CCTIHRESNEZERLES) MERD ITIORR— A 757%F
HLET, N—RUTT7THR— TN TWVBRIHEE. TPMF—DREEZFAIL T,

f& OXY b+
RELL MBEXF—IETIVRR—FTETET,
GenerateNonExportableKey T7H4IN b MEF—IEFIIVRAR—FTEE
Ao
GenerateTPMProtectedKey WEF—I3TPMZERALTEEINE T,

¥ —IE. ProviderName THEE L 7=
ProviderName (5] : Microsoft Platform Key
Storage Provider) Z/t L TREINE T,

Citrix. TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (MZEF+—DH 1 X% v &
fITIEELEY)

fi& aOXV b+

2048 T A bo 1024F 7134096 HEHTE £
ER

W7 71IILDREIF. RDELSICTZ T AIICRREINET (A VX —IEFEDOTT I b
BHRTRRINTUVET) o
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Provider

! “True” “False”
egacy
CAPI API (CNG APl)
CSP ( i )
Crypt 32 Lib CNG Lib
Micrc:oft/\
Provider EnhandcicésRSA HSM Vendor HSM Vendor Microsoft Microsoft
an ) Ksp Software KSP Platform KSP
Name Cryptographic il
Provider
Provider
Type
Key Generate Non Generate TPM
Protection Exportable Key Protected Key
Key
Length ‘ 1024, griiE:Wor 4096

W7 1) Z DR

1

CDFITIE. BERHERIEIEAZE DIE F — X Microsoft Software Key Storage Provider%z f£/ L T
RESNI—Y—RAZEOMWEF—ICOVWTHRAL XY,

T I EDA VR —IILEDER T, EMOWERIBRIIHEDD T Ao

#l 2

C DB TIE. BERHERISIFRE DR H Microsoft Platform Key Storage Providerz 77 L TFASH —
N=DIYP—R—=RDN—FRTT7TPMICFRESN. 1—H—FBAZOMEFE I Microsoft
Software Key Storage ProviderzfEH L TREINZ _CZRLF T,

CDIFVATIE. FASH—N—DIH—R—FEDTPMA TPMAX—H—DRFa Xk
E->TBIOSTHAMICEN., Windows THIHAEEINTVWB e ZFiiRE LTWE T, <https://
docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows-vista/

cc749022(v=ws.10)> ZEBBEL T L\,

FASEEIOYY—ILDER
FASEEEOYY —ILEFA 754 VDIIREELRERZRITTIT VD, BEHN S REEIIRE
ICRHLTH Y S VDOERREBRERZHF I LAVED., ZOFEAIIHEREINEE A,
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HIBBDFASTE Y b 7w T2 E1TI B, SEBAET VL — 2 ER L. GAKEZSRE L =&,
H—ERXEEAETZH WBHR—TVRADRXTY F3) IZ. ROFIEEERITLE T,

ATYTLUTOITZRDESICEELT, BRI 7MIILZRELE T,

<add key="Citrix.TrustFabric.ClientSDEK.TrustAreadoinParameters.KeyProtection™
value="GenerateTPMFrotectedEey" />

T7AINERDESICHD T

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —-—>

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateTPMProtectedRey" />

<!-— Specify RSA Key length ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Loglevel"” value="3" / ——>
«!-- Logging: Event IDs to not log (comma separated) —-—>
<!-- add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" value="" / —-—>
<!-- Logging: Disable Key Management logs -->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ ——>

</appSettings>

<startup><supportedRuntime version="wv4.0" sku=".NETFramework, Version=v4.5.1"/></startup></configuration>

—EDTPMITBEZFIRLEFT, T 74/ FD#ERIZ2048E Y FTY, N—RT T 7 THR—F
TNTVWBRREEZIEELTLIEEIL,

25w 7 2: Citrix Federated Authentication Servicez BieEI L T. R 7 7 1 ILHh B{EZAHED
7,

ATY T3 Y—ERZERLET,

ATw T 4: sERAEET —N\—D S REBPDMRAEEREFETHRITL £, TERIERAIAEHEY
BEhse, EBIOVYV-ILOEY N Y TIO— VRO Ty TIDFEICHEDEFT, COBRFS
T. BEEREIRAZDMERDTPMTERSINE T, EBAEITT 7 )L F T2EMBE T,

TERMEEEEIRAE OME F —HTPMICIE L <RECSNTWVS C E ZHERT B ICId. RDPowerShell
IV RZEAL XY, BREEEIFAZEOMEF —HTPMICRESNTWVSIEE.
PrivateKeyProvider 7 + —JL K (&Microsoft Platform Crypto Provider|lZ5%E S 1L X 9o

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost
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FME5 : BRE T 7MILEXROELSICHRELEL £95

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.EeyProtection™
value="GenerateNonExportableKey"/>

FASIZITPMTRESCNF—Z2F DA - —RAEZEMTET X IH. KFERLEBRATIE
TPMN\—R I 7HEBITETRI5E8DHD X,

FlE6 : FASEHEIEFL XY, CNICED. HT—ERIFERT 7ML Z2BHHAHL. BEEINT
ExzRML XY, FOROEFHMEF—REIF. I—F—HEF—ICHEZEXX T, CNH5HD
BIEIIMB X —Z TPMICREE F. Microsoft Software Key Storage Providerz A L £ 95,

FIF7 : FASEIEOVY —ILTIL—IRZT%EIRL. (ja-jp/federated-authentication-service/2407/
install-configure.ntm)IZEEEH SN TWVWB K SICREZREL X9,

PowerShell DA

BERERIEIEAE (X, PowerShell 2R L TA 754 Y TERTET 9, CNid. SEERKEN A >
A4 VDIMASELERZN L TEREEIIAEZHIT I3 Z2EFAVEBICEL TV E
o FASEEOVY —ILEFRLTA 754 VOFEFEEIIAEELAEREZTS CIXTE £
Ao

FIEL: BBV —I)LZFERLTFASOYEREMZT S, TEERET L — ORI &
MEEB#EEDtEyY c7 v 71 ORVIID2DDFIEDHAZTT LE T,
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@

&& Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced

Complete these setup steps:

Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

— | X

Connect to another server  Refres

Deploy

Publish

Authorize

Create

Connect

h

FE2 :

FEEAMEREH — N —T. FEBAET V7L — bMMCRF v 71 > ZBML £,
Citrix_RegistrationAuthority_ManualAuthorizationT> L —+Z257 ) v o L. TFL—Fb
DEHZFEIRLET,

R TZERL T, RAICBVHEZEBELE Y, COAITIE. RATIEXOfine_ RAT. BRHA
FEE ‘!3235—(“3-0
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

FIE3 : FERAMES Y — /N —T. FEAAMBEAMMCR 7y 7o > ZEBML T, AAET > TL— %
BV I LET, FIMZERL. BITIBMBET>IL—b2T7 )y I LET, RRLIETY
TL—bZ&ERLE T,

AT v F4: FASH —/N\—TXRDPowerShell A<X > R L w hZFHAHAHF T
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

AT Y F5: FASH —/N—DTPMATRSAF —RT7ZEM L. FASH —/\—TRDPowerShell 3<%
YRLY b AALTGIREBRERZERL £T F: —HMOTPMIEF—RZHIRLET, T
7 bDF—KIF2048E Y FTY, BEVDN—RI TP THR—FEINTVWEIF—RZIEE
LTLIET L,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of FAS

Server>

£
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New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.auth.net
MUTFHRIREINZET:
PS C:\Users\administrator.STU> New-FasAuthorizationCertificateRequest fas.stu.net

: 38be3a38-9e67-494a-bsfc-cesfe321dilf
: [offline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

¢ IDGUID (ZDfITIE M5ac3d8bd-b484-4ebe-abf8-4b2cfd62cal39) ) &, HHD X T v
TTREICHED T,

o« CDPowerShell A< > R L w M3, EFRIEEIIFAZEOME X —Z SN T B -DICFERE
NBIEREOD TEEF) THRHREEZTLIET L,

e« COOXRYVRLY b ZERITITBE. FASOICEIEFICIEN 7 7 17 ILD 5 5RAERS NT=(ED.
FRITZF—RERETZEDHICFTVvIINET (F74J)L5IF2048TY)

o ZOFFHDPowerShellil & > THB I NI-EIFHERIGFBAZ DR T —12/ETIE. -
UseTPMAI$truellERE SN T WA, S AT LIXTPMEER T3 -OICHBERBRTEL
—HLEBEWT 7L SOEZERLET,

c COOAXRYRL Y rER[ITLTH, BT 71IILOREIIZEEINEE Ao

« ZTOHDBEFFASEIIAD — —SIFAEMER T —12ETIE. FASOREEEFICT 71 ILH 55
HFESNTEIMERINE T,

e FASH—N\—H 21— —RE%* FITI BMEIC. TPMICE > THRESN -1 ——EERE
ZOWERBEERT B0, configZ 7 - )L TKeyProtectionD{E %
GenerateTPMProtectedKey|ZERET 3 Z E HATRET I5

F—RTDERICTPMAMERASINI-C E R T BICIE. F—RTHER SRR DFASH —
N—DWindows TR fE2a—7—O7 TV r—>3>O0 %R LTLIETL,
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O—#1 34 X Ehi-Eff(/en-us/federated-authentication-service/2407/media/fas-privatekeys-

eventviewer-applog.png)
=Sl
MUTFICHE £

O— #1314 X &N izEfR(/en-us/federated-authentication-service/2407/media/fas-privatekeys-

eventviewer-applog2.png)
7: T70O/N4 4 —: Microsoft Platform Crypto Provider ]

ATv 76 iAEERE I3V ETFRAMNIT4 X —ICOE—L. TFXALT70J)LELT
TARAVICREFELET,

O—#1 3 4 X & hizEfR(/en-us/federated-authentication-service/2407/media/fas-privatekeys-

usmcertreg-notepad.png)

ATw T 7: sIFAEERE KR ZAEBBHEEICIRH 9 3 1CIE. FAST—/N—TPowerShelllCLA ™% A7
LEd,

certreq -submit -attrib "certificatetemplate:\<certificate template from step

2>" \<certificate request file from step 6>

11

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:

\Users\Administrator.AUTH\Desktop\usmcertreq. txt
RDESICRRENE T,

A— 554 X ENi-E&(/en-us/federated-authentication-service/2407/media/fas-privatekeys-
certreg-submit-display.png)

COEET, SBERA NI VY RODRRINZDZEDHD £, CORDERER/TIE. HTTP

(E) ¥DCOM (TF) OmADERIERICHE>TUVWET, FATRERIESIEZ. DCOMA T 3
VEFEIRLTLIESL,
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Certification Authority List |L-

Select Certification Authority

CA Computer
El CG-DC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local /[CG-DC

CG-DC-2-ER-CA (Kerberos) rg-dc-2.auth.local

| (8]4 | | Cancel |

SREIEMEE TN & PowerShelllCRequestiDAARTEINE 9%

PS C:\Users\Administrator.AUTH> certreq -submit -attrib "certificatetemplate:0ffline_RA™ C:\Users\Administrator.AUTH\Des
ktophusnmcertreq-txt
Active Directory Enrollment Poli

{hF'."MﬁllE OBOC-4021-A4FD- 2E295I]21?TI32}

PS C:\lsers\Adninistrator. AUTH> -
ATv T8 FWEAR/Y—/N—T. SRERBMMCRF v 71 > OREBPDERZIV Vv I LET, B
RIDZEAELET. RIc. BRZHEIV Y I LTHRITZERLET,

ATY . BITEMRAE/ — F2BRLE T, RITSNEND DIEREZRDITET (EX
IDR—HT BT TY) o ¥TINIVY I LTAREZHETE I, FMHIXTZFRLE T, 7740
IAJE—Z0 )y I LET, SAEOIIRR—bDsF—RDEHMLE T, IANZIUVIL
£, 77MIWERIIOVT. UATFDOF TS 322 ERLFT,
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

F2xii% Cryptographic Message Syntax Standard — PKCS #7 Certificates (.P7B)) TH3NE
HH b, TARBIBEIFEERADNIICH I IRTOIERAETEIHS NMERTNTVIHRELHD
£7,

ATYF10. TUORR—FLIEEEBBE T 71 IILEFASH —N\—ICJOE—L £,

2FwT11 . FASH—/NN—TXDPowerShellA¥ > KL v b E AN LT, EERIERIZEBAZE #FAS
Y—N—=ICAR—FLET,

Import-FasAuthorizationCertificateResponse —-address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcaTCertificateFile <Certificate file from step 10>

Bl

Import-FasAuthorizationCertificateResponse -address fashsm.auth.net -Id 5ac3d8bd-
b484-4ebe-abf8-4h2cfdée2cald -PkecsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

WFHRREINE T,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 61



JITL— 3 EREEY—EX

PS C:\Users\administrator.STU> Import-FasAuthorizationCertificateResponse fas.stu.net 74d427ff-c55b-4ad6d-8
ae-1ffo9g8boc2705 C:\Users\administrator.sTU\Desktop\TPM_FAS_Cert.p7b

1 74d427ff-c55b-4d6d-87ae-1ff98bec27es
: [offline CSR]
1 978816¢cd-8b21-4695-8c5d-88bb7df1816b
CertificateRequest :
status : 0k

CRIEBEEAZ OMEF —DTPMICEEL K REFESNTWVBR C E ZHER T BICIF. UATD
PowerShell X > FZERAL 9, SREEIAEOMEF —DTPMICREFIN TV BRIFE.
PrivateKeyProvider 7 + — JL R (&Microsoft Platform Crypto Provider|Z5%E SN E Jo

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

Get-FasAuthorizationCertificate -FullCertInfo -Address localhost

ATy F12: FASEEIVY —IILZBALTHSBEHL XTI,

&4 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

5¥: TAuthorize this service] DX T FICIFREDOF T v IT—IHBMFTVWTWVE T,

ATw T 13: FASEIEO>Y — /)L TCRules? 7% ER L. 1 VX b—JLEERTHBEINTLWSEE
EERELE I,
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#l 3

COBITIF. HSMICREFESN TV 2 EREEARAZEOME T — 1 — —AAEOMWEF—ICD
WTERBAL £9, COBITIE. HSMAEREINTWVWB e ZaRE LTWET, HSMICIE. 7ok
Z ¥ THSM_Vendor's Key Storage Provider] O K52 FONAA—&hHD £,

FASH—N—%REIRETERTIATENHI5EIE. NI N—N1HF—DHR—KIIDWVWT
HSMAR VA —(CRESEL T EE LY\,

ATy 7L EEIYY—I)ILZERA L TFASOYEREZIT OB, RHD2DDZTv 7 Deploy
certificate templates] & [Set up a certificate authority] DA% 7T L5

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

A7 v 7 2: HSMODProviderNamefEDMEAI TH BN E W ZHIMT T B ICIF. HSMARY X —D RF 2 X
Y hEBRLTIIEE V. HSMACAPIZER L TWSHE. 7ONAMA—IERFa XY T
Cryptographic Service Provider (CSP) XM (ENZ D HD £9, HSMACNGZFEHR L TL 315
&. 70O/N1 4 —I¥Key Storage Provider (KSP) EFEHENBZ ZehH D £,

ATY T3 BRI 7N EZRDELSICHREL T T,

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.ProviderName™
value="HSM Vendor’s HKey Storage Provider"/>
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T7AILUFRDESICED FT

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<appSettings>
<!-— This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-— Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider'/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -->
<!-— add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.ProviderType" value="24"/ -->
<!—— Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] ——>

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.KeyProtection" value="GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-— add key="Citrixz.Ruthentication.UserCredentialService.Systemlog.LogLevel" wvalue="3" / -->
<!-— Logging: Event IDs to not log (comma separated) —-—>
<!—— add key="Citrix.Ruthentication.UserCredentialService.Systemlog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!—— add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ —->

</appSettings>

<startup><supportedRuntime wversion="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

CDF ) A TIE. HSMHICNGZER L TWLW37=8. ProviderLegacyCspDfE|dfalselZfRE XN
TWE 9, HSMHACAPIZER L TLW3I5E. ProviderLegacyCspDiE|dtruellsRE S 2 HEHL H
D EF, HSMACAPILCNGD YL 5ZFRALTLEMNCDWVWTIF HSMARY A —D RFa X b
ZBRLTLIEET WV, Floy IBHHRSAF —EHTHR— TN TVBEF—RICDVTH. HSM
NIUA—DRFIXYFZBRLTKESIV, COFITIE. F—RIFT T 4/ ~D2048E v ~IC
RESTNTVET, BEITZF—RIN—RITT7THR—FEINTVWER I ZHERL TS
LYo

5w 7 4: Citrix Federated Authentication Servicez BieEI L T. R 7 7 1 ILH B{EZAHED
7,

A7 w7 5: FASEE OV — )L DInitial SetupX 7 TAuthorizez 7 ') w2 L T. HSMIIZRSA
F—RT7ZERL. FAAESBLERZIERL X7,

ATV T 6: F—RTHPHSMTERINT-C TR T DI, Windows1t R ~cOJ o7 71
T—aryIr ) ZHESRLET,

[516] PrivateKey::Create [Identifier e1608812-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: O][EllipticCurve: False][KeyLength: 2048][isExportable: False]

E: [FO/N1 A —: HSM_Vendor's Key Storage Provider]

ATy T 7 SERAKEI Y — N —T. FEBAKEMMCOREFRDER/ — FZERL 9,

Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
107 BEGIN NE..  The operation compl.. Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

BRzEGI7Vv I L. BIT=ERLET,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 64



JITL—Y3VEEEY—EX

7: TAuthorize this servicel] DX 7w FICIFBEEDF T v I —IHMFTVTULE T,

&& Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ATY T8 FASEEIVY —LTIL=LETZ&ERL. 1A F—LEBRICEHINTLS L
EDICREZRELET,

FASSFEAEX L —

FASIZ. SFBBEZE%R1E T B 7-0OICFASH —/N\—_EDMicrosoftSEFAZ X b 7= AL Tt A. HAA
AT —IR—IEZFERLET,

BRI RIEIFAZE DGUIDZYE T B ICIE. FASH —/N\—TXDPowerShell Y>> KL v kE AL
9,

Add-pssnapin Citrix.a&ast;
Get-FasAuthorizationCertificate -address \<FAS server FQDN>

Bz |X. Get-FasAuthorizationCertificate —address cg-fas-2.auth.net :
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S C:\Users\administrator.STU> Get-FasAuthorizationCertificate fas.stu.net

! e3044634-6790-4de@-a8ee-d599bbe47ad7
: [0ffline CSR]

CertificateRequest : ----- BEGIN CERTIFICATE

END CERTIFICATE
Status : WaitingForApproval

PS C:\Users\administrator.STU> _

- —GEEAED VX FZEUS I BICIE. RDKSICANDLET,
Get-FasUserCertificate -address \<FAS server FQDN>
5l Z 1. Get-FasUserCertificate —address cg-fas-2.auth.net

PS C:\Users\administrator.STU> Get-FasUserCertificate

ThumbPrint : 2A81185BBEF8B69618@F5FDEGFACOFBEFBAEBS9

UserPrincipalName i stuart
Role : default

CertificateDefinition : default Definition
SecurityContext
ExpiryDate : 15/07/2021 16:34:50

fas.stu.net

5

HSMZEFER L TR —%2RE T 354, HSMO > TFFHIEGUIDTHBITNE $., HSMAD

MEF—DGUIDIE. RZFERLTIIFITEE T,

Get-FasUserCertificate -address \<FAS server FQDN> -KeyInfo $true

Bz AE

Get-FasUserCertificate -address fas3.djwfas.net -KeyInfo $true
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: joe@djwfas.ne
Role : default
CertificateDefinition : default Definition

ExpiryDate : 19/81/2818 @9:18:48

BEEEER
e FASOA VA M—JLEBRICEAT 2 EELEBRIE. 1 VA M—JLEEHR T,

o —RIRMIBFASDREIC DL\ TIE. Federated Authentication Services architectures overview®
HEICFEHHNTULETD,

« ZOM®D T/\7Y—] E8EIE. Advanced configurationDiEE TRNINTULE T,

*F—XbL—=o FONAE— KSP) VE—FT0 T (FL
Ea—)
ZLoic

aiflx. Windows VDA H'5 FAS ' —/N\—ADESILIZED ) E—FT+« > ld. VDA TETTN
B2—x DSt —EXFONAA— (CSP) ZEFRA L TEREFEITNTWVWE LT

e CitrixLogonCsp.dll -VDAADI YT )L+ > F > (SSO) B
e CitrixvirtualSmartcardCsp.dll -t v 3 >HNIERAEHR
CDIEEEICE D, BELEEDV E—Ta 7. — D KSP ZEBLTHERTETE,

e CitrixLogonKsp.dll - VDA A®D SSO F

e CitrixvirtualSmartcardksp.dll -t v 3 > RNIFAER

KSP |&. Windows 7 77— g VICHEBSIUREZ AT IRFTDHETHD. LDZ DHEEE
IRMLE9, fi:

« ECC F—%#FDIAEN Y R—FENTULET
o« BERMWERZRFAI (PSS) NT+a VIDHHR—rINTVET
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FAS TECC *—%BMICTDAHZEIIHD £ A,

KSP U E—Fo 7% BRICTS
KSPUE—Ta>J1E. ROLA M) X —%EHRTZZETEMCED ET,

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Authentication\UserCredentialService\RemoteKsy
TE%8: string
{&: on

e FASH—/N\—Y VDAY 7 b T 7DWATCVAD 2407V 7 b T T 7HRITEINTUVIHENRD
h%xd,

o KSP!E— MOIEBIX. FASH—/N\—YVDAOWEAICLS A M) F—%1ER T3 TEMICHKE
hFd,

s ZEHEHMICTBICIE. FASH—/N—EVDAZHREIL £,
FERROEZHFEOWT A PSEIINEWVWES. VDAIZCSPY E— MNMLUIBDEBICT A —IL/Nv o L
£,

KSP E— MLEARBRICE>TWEIH 2RI S
FASH —/\—T. PowershellZfEH L TKSP) E— FLIBABHICHR>TWVWEBIH EHERTET F 7,

'S C:\» Get-FasServer localhost

: localhost

0,CloudRegistration,RaCertificateMonitaf,RemoteKsp, RemoveAd

VDA SSOICKSP U £— MLUEAMER SN A E S D Z MR B ICiE. FAST —/N\—DWindows 7
TUr—23a>ad TRDANY M eRLE T

Ewvent 204, Citrix.Authentication.FederatedAuthenticationService x

General Details
e —— e

[5204] Relying party [q] accessing the Logon Provider for [upn: || N i~ - '= [DﬁaulW
authorized by [ NI [ correlation: 768fd573-58bc-4d92-916b- d24b94745ec3/ab883 c35-985e-4e59-95Fa-4188754c5810]

1#1E signHash2 [IKSPU E— MLIEDOEAZRL. SignHash [ICSPU E— MLEZRL X
Jo
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BRIC. TLSY SA 7Y FEREER Y DES{bICE v 3 Y HNIIAENMER SN 3HEE. FASH —
IN—TRDANY hEIELET,

Event 304, Citrix.Authentication.FederatedAuthenticationService b 4

General Details

[5304] User [N r.nning program [C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe] on computer [_] USingHATTT Bl
Card [upn: I = C'cfault thumbprint: EB4T2E1A31A9280444CB0099119010ABT4A3D4D] for private key operatic w
[correlation: b6bbfad®-5342-4b1f-aced-6d3c05356e1ch]

EIHI DHIFRSIR

KSPU E— MLIEIZ. FASBANKSPZERT 3L SICHBATNTVERBRICOATR— N
9. CNIFT T FDERETY. FASHCSPZERT 2L SICHERA TN TULSIHE. KSPY
T— MLUBIIHEEL FE Ao

BETEREIIRDEED T,

7 71)L %programfiles%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config KD
<add
key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp"

value="false" />

C CC. False |IFASHKSPTHERINTED., L= >TKSPY E— MLUEBHAHR—FENT
WwWadZexERLED,

EXaVTo Ry bT—T1ERK

Federated Authentication Service (FAS) (&. Microsoft Active Directory & & U Microsoft FIEBA RS
EBBICRETNTVEY, RX>OYbO—F— R EZOMOEEL A VT FANZIF VLM
BRI EFa) TRV —ZHREL. PATLDNBEYICEESLVOREINTVS C C ZHEER
LTLEET L,

CORFaXVETIE FASZERAIBARICERINE T2V T MEOHEZHAL X T,
Fles 127 ZAMSTF v DREICRILDAIRENED & B FIARTESHEEDOBEDHRAL £ 95
Ry MI—OF—%FOF v

RO, FAS BRI TERINSEERIVAR—RX 2 beEFa )T HBREZRLTVET,

FAS H—/N\—Id. SEBAEE LU R X/ bO—5—HIl. EFa) 70 LEERA Y
T7Z2AZ09F¥D—ETY, 7x7L—> 3 VEIETIE, Citrix Gateway & Citrix StoreFront 5
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21— —

ADFS Server (with
Web Access Proxy)

RAERTITDAVER—RY
K= M. FASDEAICKZEERS

Citrix

Federated Authenti-

cation Server

Windows Server

Windows Server

Certificate Authority

kT, £DMOD Citrix Virtual Apps and Desktops™ 1~
IFEE A

Domain Controller

Windows Server

FAS 2 FAS User UPN
" walter@auth local

TLS Server | Authorization ,‘ Certificate
Template

Certificate — Certificate

FAS User @

Sighature Certificates o Certificate
Certificate 1 ' Template

Alternative UPN

FAS Autharization walter@adfs.ext

Encryption
Certificate
(not used)

Kerberos

. T T

Citrix Gateway StoreFront Delivery Controller VDA
VEX indows Server Windows Server & Deskton indows Server & Desktop
Operating Systems Kerberos QUESEELE
Roat CA TLS Server TLS Server [ Fasuser
f Certificate f cenificate § Certificate a Certificate
Gateway Server
' Certificate
ADFS Signature
' Certificate
SAML SP (RP)
High Trust Intranet

FAT7Ix=IeXxy bI—=0tFallT+
R— b 443 #ZHD TLS |F. Citrix Gateway. StoreFront. 3 & U Delivery Controller™ 1> 7R —=%
> hREIDBEEZREL £9, StoreFront H—/\N—(XXEHEFDAZRITL. Citrix Gateway (-1 >
Z—2y MEHOD HTTPS R— b 443 Z A L EROHZZIFANE T,

StoreFront % —/N—|&. AEEREE S 17z Kerberos Z B L THR— bk 80 #2H T FAS H—/\—(l3E
L £ 9, SREEICIE. FAS H—/\—®D Kerberos HOST/fqdn ID &. StoreFront —/X\—®
Kerberos Y>> 7H 7> b ID BMEREINE T, CDEREEAEICK DL Citrix Virtual Delivery Agent
(VDA) A—H—%0O5 A > F370ICHER. 1ERDO MERBHR/N\> RIL) NERINE
ER
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HDX w3 > VDA ICIER SN . VDADHR— b 80 BB T FAS H—N\—ICEHEL 9,
SREEICIX. FAS H—/\—® Kerberos HOST/fqdn ID . VDA @ Kerberos ¥ > ID BMERINE
o Ffo. VDA IKFIBAEZE  MEBEICT VR TB7=-0IC TERIEHR/\V RIL) ZRETIHEN
HOET,

Microsoft SFRA#RS (3. Kerberos $8sFE /- DCOM ZER LI-@EZZITANT T, CHIZETE
TCPR—brZEATRLSICHEBHRTT £, EAKEIZ. EEINICERI— > MEBSEIC
KO TEHINT-CMC N7y b %ZE FAS T —/N\N—h4EHIB3 e 2#ERLF T,

Y—N— TPAT7 I x—ILR—F

JITL—oaVElEit—EX [in] StoreFront™ 3 & U'VDAD 5 DHTTPHEH
Kerberos. [out] MicrosoftSERB#&RES A\ DDCOM

ShIYORTF—brTxA [N 25472 I D B5DHTTPS. [in/out]
StoreFrontth —/N\— X MHTTPS. [out] VDA
MDHDX

StoreFront [N>bJYORT—bDTAH5D

HTTPS. [out] 7UNU—3> rO—5—AD
HTTPS. [out] FASAN®DKerberos HTTP

FUNU—a>rO—5— [in] StoreFronttt —/\—H' 5 MHTTPS. [in/out]
VDAD'5 DHTTP#ZHKerberos

VDA [infout] 7UN)—2O> bO—5—H5D
HTTP#2HKerberos. [in] ¥ cJw IR F—
7 TAH5DHDX. [out] FASADKerberos
HTTP

MicrosoftsFRB#4RS [in] FASH' 5 DDCOME &K UEBLEH

PrIYIRTITFL—TYRBEAIY—ERES MUY IR ISR
™[ D EEHT

VY —ILEFASIE. ENENI—F—THO2 bRy bI—OH9—EXT7AT Y hZFERAL
T ROT7RLRICTI7ERLET,

ShIYVORISIR
« A—H—=TAHIY FTRITSNBFASEEI Y —)L

o * cloud.com
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*.citrixworkspacesapi.net

s WIBTH—FN—FTsDIDTONAEZ—ZERALTVWEBRICHELRDZITFLR
c XY RT—=IOH—EXTAT Y FTEITINBFASH—EX:
*.citrixworkspacesapi.net

*.citrixnetworkapi.net

Citrix Cloud BZ&

« A—H=TAHAIY FTRITSNBFASEEI Y —)L

*.citrixcloud.jp
*.citrixworkspacesapi.jp

o RIBTH—RN—FTsDIDTONAA—%2FALTVWIBRICHRBERZTRL R
o« XY RNT—UHY—EXRTHTYFTEITINDIFASH —E X:

*.citrixworkspacesapi.jp
*.citrixnetworkapi.jp
BIBICZOFSH—N—DEFEFNATVIZHE. FASEEIYY—IILOT7RLAZFEALTI—H—

TOFXF>%BRLET, Floe XY MNT—IOH—EXT7HT> DT KL XHNetshF 7= X ERRD
V=I)LEERALTERINTWVWAZEZHERLTLIESTL,

EXaUTo ICEAT3EREHR

FASICIZ. RXAYaA—H—mIFTICBENICIRBEZRITTET 3 EREMRAELRHD XTI, N
3. FASH—N—%1REL. TOMERZFIRT D7D EF a2 ) TR > —DRAFEREITIRIL
59,

EEShBERITI—T M

FASIZ. BERI—S x> b L THEET A TA——SEBAZEZHITL £ 9, MicrosoftsEBA#LES
BERTI L. BII—1 b SEET YL — b, BLUOBRI—S 1Y MHSFRRZR R
ITE31—H—%FIRTETX,
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CINXLES-UL-LA Froparties

Extensions | Starage Certificate Managerns:

General | Poicy Modue | B Madue
Envolment Agerts | Auding | Recovery Agerts | Secuty

For more information see ol A

() Da nat restrict enmliment agents
() Restrict errclment agerts

Enralment agents:

RASNIZA7O72EBLT. UTZERICTBZEHTEED

o IBERT—>1T >k~ JRBMIIFFASH—N—DAIREFENTL D,
o TEFBHZF>FL— k)] YR KMIIFFAST YL —FOAEREENT LD,

o 7oA )R MCIE. FASOEAMNFISINTVWARI—HF—DEFENTWVB, X
I, BEEF-IXREIN A —JIIL—TICHBEERTLAVC E Z#HBLE T,

7ot XHHEY 2 b DAL

(/ja-jp/federated-authentication-service/2407/install-configure.html#configure-rules)tz 7 < 3 > Tt
BBENTWS &L SIS, StoreFrontth —/N\—D 1) X b Z BT 2RENHD £T, CNH5D
StoreFrontt —/N—|&. FERAEN RTINS L FICFASICOA—H—IDZ 7H— b~ L FJ, BRI,
EDI—H—I|ARREDNRITEINSZI D LUV LEDVDAY D VICFREETE S D ZHIRTE X7,

C D¥EBEIZ. BT B 12ZEDActive Directory £ 7= IFEEEAMED £ 2 1) 7o #EEICBMI NS D
DT,

T7AT7I4—=IERE
FASH—/\—ADIRTDEEIF. R— F8OERHE THESIEE S N/=Windows Communication
Foundation (WCF) Kerberos%vw b — &= A L £ 95
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IRy FOJDER

FAS £ VDAIZWindows 1 N> b OJICIEHREETAHE T, COATIF. ERELUVEERBRIC
ERATZE £, (/ja-jp/federated-authentication-service/2407/config-manage/troubleshoot-
logon.html#fas-event-logs)Z 27 < 3 Vil ERAIGEBRAARY PO IV R UARU I MEINTUVE
ER

N—Fox7ExaUF14EDa—)l

FASICL > TRITINA—Y —AZEXF—%2 ST IRTOMEXF—II. Xy T —OH—EX7
DOV MIEDTIVRR— MRAGERMBXF— LTRESNE T, EXa VTR —Twh
BrIn3zpa. FASIIEEB{t/N— ROz 72X a5 ESa2a-I)ILOFEARAEZYR—FLE T,

ELARILOESILERLIL. FederatedAuthenticationService.exe.configZ 7 1 L CHATE £,
NE5DEREIF. MEBEF—DRUVIMERINZ CESITERAINE T, LN >T. EREFOWE
F— (Bl :4006E Y k. TPMIRE) T V21 LA—Y—FIREICIZERZRELFHTEE
ED

INFA—B— e
ProviderLegacyCsp truelCEE SN TLBHE. FASIEMicrosoft
CryptoAPI (CAP)ZER L £9. ENUNDIE
AN

5. FASI3EMicrosoft Cryptography Next
Generation API (CNG)ZER L £ 9%

ProviderName ER T BCAPIEZIZCNGTONAE — D%
Ao
ProviderType Microsoft

KeyContainerPermissionAccessEntry.Provider
Type 7O/N7T« PROV_RSA AES 24 % &g
LE¥d, CAPITHSMZER L THEH. HSMA
VRA—HRRIBELBWVRD., BIZ24TH 3
RENHD £7,

KeyProtection WEFX—0 TTOZAR—bA8E 779 %l
HWMLEI, Ffeo NmRIZF7THR—-FTA
TW3Ba. FSRTYRTSYy T r—L4
EDa—IL (TPM) F—1EMDEABFFAI L &
ER
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INSA—H— SR
KeyLength RSAMEF—DF*—K, T R—bINTWV3
f&l31024. 2048, 4096 T3 (F7#I b :
2048) .
EEEODEME
REBOEEIZ. UTOYIL—FIZRIToNnExd,
=T B5F
IVR—TFS514 XEEBE TH#LANIERRET YL — 21V X

F—ILLTRET S

BXo > EEE IIN—TRIS—REZHERT S
SEFRER EIEE SEEAKEEEZ B T B

FASEEE FASH—N—%1 VX b—JLLTIERT %
StoreFront/Citrix Gateway & 12 I—4—FEE =8 T 3

ShVYIRAN=FvIL TR by T™ &R VDAY QY bO—5—%1EHT 3
&

BEEEZ. 2FNBtFaUTETLORLZAEZFEL. P XTLZRETZHDZE
Bt 7O—FZraeic L X9

TIWN—FR) S —FE

BEEINTFASTY I VI, I —TFR)>—=BLTHER N T1>7v I XES -> FQDNJ
DIV I Ty TT—TINCK>THEBEINE T, FASTH—N—IZERT . 7741472 MIFAS
1 —/N\—® HoST\<fqdn> Kerberos IDZHFEL £9o FASH—N—IZT7 IR TEZIITRTDT—
N=IF. ACA>Tv IR LTE—DFQDNERZRI > TWBARENRHD £J, €5 THWIE
A+ StoreFrontE VDAIZE R ZFASH —N\N—IZ#&Ei T 2ABEMNH D £,

Citrixid. FREETEZEITR-HIC. BEROIRTOIIVICE—OR) S —%#EBRETI =i
TLES, FASH—N—DURANZ2ZETIE. FICZ NI ZHIBRLIEDUARBE R D T BHIC
IFFEELTLIEETLY,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 75



JITL—Y3VEEEY—EX

CDOGPODKIEIE. FASH—N—% AV b—=ILELUVELTBIFASEEE (BLWEIFR X
1 VEEE) ICRETIHNENRHD T3, FASH—N—DELEER T CICYY Y DFQDN& = BRI A
LBEWVWKSICERLTLSIEEL,

BT TL— b
FASIZf3 /B DCitrix_SmartcardLogonsEFBE T > 7L — b ZFEALABVGESEIE. €OIAE—%ZEE
_C\L::k i—a_o LXT@EE?’JHT/"ﬁ— I\ éh—c Ly i-a_o

SRR T > L — DR ZEET S
Citrix_SmartcardLogon D& I Z DT> T L — FRIZEICEHLETEE LEWEEIE. RD
FlgZRTITIBELHD £,
« SFRET VL —bOOE—ZER L. HBOT>TL — M aRIBEICEDE TRIIZEEL
79,

o BIEE N —H—A VX —T 11 RATIFH L. FAS PowerShell ¥ > REFEAL TFASEESIEL
9, (BEZEI—HF—aA2—TIARIE CitixODTF 72T TL— L TOAMERT
B2 EERLTVWETY, )

o Microsoft MMCEEERE 7 > L — k X Fvw 7 > £ fzlFPublish-FasMsTemplate A< > R D
WInhzEBRLTT>FL— bz RBL.
> New-FasCertificateDefinition A< > FZfFFR L T. 7> 7L — b4 TFASZHERL £,

— & TAONT1 ZEET D
F7 4 FTld. I—Y—IFBEZOEMEEMIZ7TERTY, SFHEEFY L — F TEMEEEEE
TE%7,

EHHEIFZEELBWVTLIEET V. FASIFFERRE T VT L—FDZOREZERL T, FASIE.
SEBRE DB OB R TEEFRIICEIRAZE Z EH L 95

ERVNBIONT 1 DEE

CNSDTONTAIFEELBVTLIEE V. FASIFEEFAE T Y7L — O INOSDREZERL
E9o FASIZEICHBEFXF—DIIAR— F2HFAITR3DERZHERL. RALF—TEHT 3 DER
ZBRLE 9,

EeS{t7O0/NT1 OEE
NSO TONTAIFEELAWVWTL 2TV, FASIFIIBEZTF VL — FD NS DBRELEEL
79,
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FASHRE T ARFDREICDOVTIE. MEF—DREEZESBLTLIETL,

*—EBRIERE7ONTr OEE
N5OFONTAIIEBELABEWVWTLIET W, FASIZFF—EBREEBZ Y R— L LTULWEH A,

EBlEhi=-F>7FL—r7ONT+1 OEE

NSO TANTAIEFEELLBWVWTLEETWL, FASIZFT YL —FOEIEEHR—FLTULWEE
Ao

EREE S ONT 1 DEE

CNH5DERTEIF. HEBOR) S —ICEHhETEETETET,

F L RNEYAILEERER IR, X a) T LOBERS TR LD, FHATIAVIERRE(IC
HBEREMRH D £ 7,

txXxaFs7ONT1 DEE

Citrix |&. FASH—N—DI> VT HTY bDOHIZ THRAMD LV ERERZHFATDLSIC,
CNODRTEALETAI_CHEHRELE T, FASH—E RIE. MOERESREL LA, =72
L. iDBBETF > FL— hEEKRIC. XD TEET,

« BEHENRT U SL—rEFAND £IFEZIAATETEILSICTS

« BEFINFA—H—DFoTL— b EEABRNZESICTS
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Subject Name I lssuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

(Group or user Names:

8 Musthenticated Users
% Domain Admins (DJWFAS Domain Admins)
* § Diomain Computers (DJWFAS Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Enroll
Autoenroll

For special permissions or advanced settings, click
Advanced.

YISO Man7aOnNT1 Z2EET S
Citrix (. CNSDTONTA ZEBELBRVWI L ZHEL XD,

TV TL—RIZIE. C D Active Directory 1§27 518 T3 HMEIRSNTH D, AN 1 —
H—®d SID % IAFFAEMREREICE DD L SICLET, Uk b I—H—o Active Directory 7
AT bADBAOBRIVEVITHREBEEINE T,

HB—N—D7OANT1 2EETS
Citrix IFHERE L FEAD. BEIIRLT. CNSDREEMBBORY S —ICAOETLEETE X
R

ROBHOTONT A Z2EETS
CNSDREFEBLAVNTLEE L CNSOREBRDESICTEBELHD FT,
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Citrix_SmartcardLogon Properties |2 N

General | Compathifty | Requast Handing | Coyptography | Key Ateststan |
Superseded Templates |  Exensions | Secunty | Server |
Subject Mame lssuance Requirements
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SNELED. 731> 2] IdFNEHR—FLTULWELEA)

[S509] —/N\— [{O}] IKUPN[{1}] £ 7H— F TEFEATLIE (77 ERTa RARI > 3 UHiRH
INEXLED. BRRSNTEFAST 1400 HD £HA)

[S510] #—/\— [{0}] 14 UPN [{1}] 7 H— F TEEHATL (FPIERAT ZRD a vz TS
G4V N IC&>TEMERAINELLE)

) — 9 ZR— AW IGFAS
FASH'Workspace TIEFI T N3 1HmE. CcN5DAARY hAOJICETRINE T,

aJa1—Fk
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[S004] FASIZ T 57 RADERICKB L % L 7= [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FASIFIREDERM Z 7 5 7 RIZEE L % L7z [fas id: {0}] [transaction id: {1}]

[S006] FAS |FIRTEDERZ 7 7 RISEEFETE FEATL T [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FAS (37 57 RO S EIREEPR T X L 7= [fas id: {0}] [transaction id: {1}]

[S009] FAS (37 57 RHh 5 OEFFRMERICKE L F L 7 [fas id: {0}] [transaction id: {1}] [exception:
{2}]

[SO10] FAS H—ERIFTI T T RXyE—J 2V J URL ICEHGINTUVET: {0}
[SO11] FAS H—E RIFIV T T RICEHRINTULEEA
[S012] FAS #—E X4 Citrix Cloud B 5 D> VI LA VA VICFIATEE S

[S013] FAS # —E X (& Citrix Cloud 5D YT A A VICHIBTEXE A [{0)] FHlICD
WTiE, BEAVY )L THRBTETEY

[S014] U 57U R —E X <service name> ADMUH LHKKL % L 7z [fas id: {0}] [transaction
id: {1}] [exception: {2}]

[S015] MU' L Teh'BFRl SN TWLWARW=8. Citrix Cloud 5D X vt —ohJOv o snElLl:
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] 7 27 R —E X <service name> ADMFUH LAMINL £ L7 [fas id: {0}] [transaction
id: {1)]

[S019] FAS (30 57 RO 58 %ZE S~ > O— R L % L 7= [fas id: {0}] [transaction id: {1}]

[SO020] FAS (37 T RO S E ARV > O— RTE XA TL T/ [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] V50 RYR—FEZSa—ILOEIEKBL F L1, HI9: {0}
[S022] V5T RHAR—FEZa—I/LHMEIELTVET

[S023] Citrix Cloud E8sEF—DO—7—> 3 VIR L & L 7 [fas id: {0}] [current key id:{1}] [new
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[S024] Citrix Cloud 88EF —DAO—7—> 3 > Z A L TWLWE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] C D —E XDEFIEEF — I Citrix Cloud ICTZTE L £ 9 [current key: {0}] [keys in cloud: {1}]
[S026] C DH—E XDEREEF —IZ Citrix Cloud (Z7E1E L £t A [current key: {0}] [keys in cloud: {1}]
[S027] Citrix Cloud ZBEEF—D R kL —SFat%E 7w 74 L— R LE L= [fas id: {0}]
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{01

[S102] ID7H—>3>OdF KL £ LTz {0} @ SID #1&RZFKTZ £ AT L 7z [Exception:
{1K2}]

[S103] ID7H—>a>vOd A VICKBMLE L, 2—H%— {0} D SID (& {1} TITH. BAFFSINB
SID X {2} T9

[S104] D7 H—>3>OJFVICKBLE LT, 77 L—> 3 EEEY —E X {0} NDEHIC
KRB L % L7z [Error: {1} {2}]

[S105] ID7H—>3>Od4 >, O A > LTWLWET [Username: {0} Domain: {1}]

[S106] ID7H—>a>vOd 4>, 77— a3 i —EXR {0y O A LTVWET
[Certificate: {1}]

[S107] ID7H—>a3>O0F VICKEL £ L7, [Exception: {0}{1}]
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[S201] IRIE A~V — kA — R 72t X & [PID: {1} Program Name: {2}Certificate thumbprint: {3}] D 7=
DICHOY ICK>THERBEINFLT:

[S203] REEANY— b AH—RY T X FT L 7201 RIEE [caller: {0}, session {1}]
[S204] RAEAY— b H—RHY T AT Lo AY— b A—RHR—EDEMAEO>TVET

EEFAEERE F—RTER
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[S001] TrustArea:: TrustArea: sEFAZE M1 > X b — )L I K L /- [TrustArea: {0} Certificate {1}
TrustAreaJoinParameters {2}]

[S014] Pkcs10Request::Create: PKCS10ERHMERL S 11 % L 7z [Distinguished Name {0}]

[SO016] M #&::ERK [Identifier {O}MachineWide: {1} Provider: {2} ProviderType: {3} EllipticCurve: {4}
KeyLength: {5} isExportable: {6}]

[S017] #AERHE::HIIBR [CspName: {0}, Identifier {1}]

aJ3—Fkr
[S104] MicrosoftCertificateAuthority::GetCredentials: {0}z A3 2 1ERHNH D £ 3
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest J&& DiX{E LS — [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest SEFBEZE D FEIT I E L 7= [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - Z&ERF 5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]
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Default apps 319 GHz
Installed RAM 2.00 GB
About . :
System type 64-bit operating system, xb4-based processor
Pen and touch Mo pen or touch input is available for this
display
Channe arcdoet bew o pinaracds wyeiir sdition of Windosae

Sw by IHEREINS . Microsoft Edge Web 7' 5 U —(&. Azure SaaS7 U or—> 3>
DWebR—TZ N LT, 21tDOWebH 1 FCitrix 87 7V —> 3 VICEBEBMICY 1> A > L
9, ZhillE. Office 365 EDMDAzUure 7 7 r—a Vb EENET,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 118



JITL—Y3VEEEY—EX

B Access Panel Applicatior X+ *

a
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ

Microsoft Azure george®

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

T=F¥TIFv

CDT—FTIFviE. WFROLERY FT—T%Azure R TREICER L. Azure AD*Office
5B EDFERFOIZ SV RT7/OP—ekalxd, TV RA—HF—FIRTUE—FD—H—
CERABEIN. AT74RAV TRy FEICWBREWSEERIEHD FH A

CDETIE. BBEOA Y TL IR RATLEEDCEICHERATE X9, CNid. Azure AD
ConnectEEAN 1 > X —F% v MER TAzurelC 7w TESHHTI,
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Azure F
,_! Azure AD

!

]
Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud 5 -
DMZ

PKI

MR T 74T+ — L TRESNTLAN L Kerberos/INTLMEREE TH o Fct F a 7 RERE > >
TINFADANE CDT—FTIF v TIFAZureNDTLSER I E SAMLICE Z MR 5NE T, #
LWH—E X, Azure ADICBINT BAzure 7 77— 3> LTHRBEINE T, Active
Directoryz M B L §2BFEDT7 ) r—> 3> (SQL Server7 —A2~RN—2X7 L) |&. Azure Cloud
Service DIAASERD TIEZEE D Active Directory Server VMEFER L TRITTEE T,

A—H—DREERKDT TV r—> 3 %8 T S . Citrix Virtual Apps and Desktops™ /B 7 1)
T—2a aEFERLT7I7ERENET, TEIXLEEOT7 T r—2 3 »Id Microsoft Edge
DIV TINY A F U KeEEFER LT, 1—H —®DAzure ApplicationsX— %@L THEIN
&9, Microsoftid. Azure7” 77— 3 > Z5Z L TEE T E $Androids L IOST 71U HiR M
LTWET,

DNSY —> % {ERRT 3

Azure ADTIE. BEEMNNT Y IDNST FLRZEHRL. FXA VBT T4 v I RDEEY —
CEHET IHENHD I CNZITIICIE. BEEEIFAzure DNSY — U HEEZ A TEX T,
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ZDOHITIE. DNSY —> 4% citrixsamldemo.net Z{EARA L £ 95

Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

a>Y —JLICIFAzure DNSRER— LY —N—D&BINRTREINE T, ChHlE. V—2DDNSL >
ARSDONSIY M) TEBRBEBEINZIHNELHD XTI (F): citrixsamldemo.net. NS

n1-01.azure-dns.com ) o

AZure CEITEINTUVBVMADERBRZENMTY 38E8. VMOAzureE¥EDNSL J1— RADCNAME
RA VR —%FRTIONROHEETIT, VMDIPZ RLANEEINTH,. DNSY—>T 71l
EFEFTEHIZIHNEIIHD T A

COREETIE. RS LUANEDODNST7 RL AT T4 wIRADB—HLET, RXA1IE
citrixsamldemo.netG. X 71w LDNS (HEBEYICIZ10.0.0.%) ZFERAL X9,
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Web Application Proxyth —/\—% &89 % [fs.citrixsamldemo.nety T> FUZEBMLEYT, ch
lF. CDOY—>DT7xz7L—>3 > —EXTY,

IO RY—ERZERT S
ZDFITIE. Azure TEITINTWVWBADFSH—N—% ST ADEREZ SO CitrikBRIEBEZHEBR L £ 7,
lcitrixsamldemol ¥ WS EFIND T 57 R —EXDMERINE T,

URL

@ WEE APP ’ QUICK CREATE .
ctrixsamldema

JLloudapp net
VIRTUAL MACHINE ﬁ CUSTOM CREATE cloudapp.ne
REGION OR AFFINITY GROUP

E MOBILE SERVICE West Europe w |

| @ | CLOUD SERVICE

ﬁ EEI BATCH SERVICE

CREATE CLOUD SERVICE

Windows{RE > > %#1ERLT %

IS5 R —EXTRITINTLAB5DDWindows VMZ ER L F 95

X >3> kO—7— (domaincontrol)

72a—)L A% b ADFS H—/\— (adfs)

ADFS Web7 7t X 70O < (Web Application Proxy. R X1 >&M#i L)

Citrix Virtual Apps and Desktops 7 J/\U—O> rO—5—

Citrix Virtual Apps and Desktops k187 J/N)—IT— T > b (VDA)
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Create virtual machine » Basics

Create virtual machine

Resource groups

$2 Al resources
- = = * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

501 databases wvisual Studio Professional with MSDN -

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

XL bO—5—

« ZZEDActive Directory BB (Z DHTldcitrixsamldemo.net) Z{E T 7=, DNSH—
I\— X Active Directory F XA B —EXDRENZEMLET, RXAVEEHTET LIS,
Active Directory SIFAE Y —E X D&E|%EBML £7,

s TAMNHDOEBEEDI—Y—THU> b~ (f: George@citrixsamldemo.net) %Z{ERL L £ 9%

e ZODOHY—/N—IZAEEDNSEET T BH. INRTOY—/N—I|IDNSERD=HICZ D —/N—
HERBIINELNHD FI, ZHUIAzure DNSRER—IH BTS2 TEF X9, GEHIC
DUWTIE. CORFaXYMOABEEEBBLTLLIETL, )

ADFSO> hFO—5—Web7 V4 —>a>OxH—N—

o ADFSt—/\—Z%citrixsamldemo K XA VIZBMIE £ J, Web7 U or—>3>7Ox>
F—N—IPBINT=T— 0TI —TICHE L THE L BELH D75, ADDNSICDNST7 KL X
EFFTEERLET.
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» AzureAD ConnectY — LD\ DT 74 77+ — )LIBBHDOPSY E— MLUEZ R 3 5 7=®IC.
Z 5Dt —/N\—TEnable-PSRemoting -Force ¥ R L v hEETLE T,
Citrix Virtual Desktops™ 7 1) /\!1)—1> kO—35—Y VDA

« citrixsamldemolZEM L TUL35% D D28 DWindowst —/N—I(C. Citrix Virtual Apps £ 7z (&
Citrix Virtual Desktops Delivery Controller™m ¥ VDA%Z 1 > XA —JLL £ 95

REZBDNSDIERR

RXaA>ayrO—5—0DA >R b—)L#%. DNSH—/\—% L L Tcitrixsamldemo.net® R ER
Ea—%0E L. HAEDNSH—/N— (5] :8.888) "DT+#T7—H—¥r LTHEESEZ T,

-4 DINS Manager = | =] e
File Action View Help

o AR Baz Be § 86

2 DMs Mame Type Data Timestas
4 § DOMAINCONTROL T _msdes
4 [ Forward Lockup Zones || ™ sites
i3 _j _msdcs. net || = _tep
B & . udp
L Reverse Lookup Zones || < po o e nee
b _—] TNSt.PFi it | FerestDnsFones
b _ ETTTT”EI Fonnarders ] (same as parent falder) Stant of Authority (S04) [24], demaincantral. static
g aheltegs ] (same a5 parent falder) Mame Sepver (MS) domaincantral, static
] (same a5 parent falder) Host (A) 100012 53520
£ adfs Host (&) 10.0.0.13 51 3!’2[]'!'
] demaincontral Host (4) 10.,0.0,12 static
=[E Host (4) 10,0013 static
Flwap Hast (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
< " ¥

FRLO—-FZEMLE T,

* wap.citrixsamldemo.net
« fs.citrixsamldemo.net
* enterpriseregistration.citrixsaml.net

Azure TEITIN TV ITARTOVMIZ. TODNSH—N—DAEFERTEELDICHERT IHEN
HOFET, TNl XY b T—OA 2 EZ—T T —RAGUINSEZTTEET,

O—#5 34 X &N izEf(/en-us/federated-authentication-service/2407/media/fas-azure-config-

internal-dns-dnsservers.png)
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T7FILFTIE. APIPT7 KL X (10.0.0.9) IFBMICEIDHTENE T, IPPRLAEREZFERL
T IP7RLZREXGMICEIDHE TR ENTEEY, k. Web7 FUr—a>7Ox>
H—N—CRXA YAV PO—F—ICRLTRITIIRENDHD £,

NEDNST7 KL X & 1BR T 3

VMAEITEINTWVBIHEE. AzureldVMICEID B TENTWVWBRIREDONT U v IIP7RL X %ZIET
JMBEODNSY — > —N—%#iE LT, . AzureT 7 # )L F TEVMODEEIBFICIPT R
LAZBIDH TR, BIMICT D EENBREBETT,

00— 7154 X &N icEfR(/en-us/federated-authentication-service/2407/media/fas-azure-config-

external-dns-configuration.png)

COBITIE. KX >3> kO—Z—IZdomaincontrol-
citrixsamldemo.westeurope.cloudapp.azure.com& WWSDNS7 KL XZEID B TTWLE T,

DE—MMEENRET L1255, Web7 FUr—2 3> 7F0OF 2 LCitrix GatewayDVMD HHY/N T
Dy OIP7RLRAZBMICTZRENH S ZCITFRLTLIEEV, (BEFIE. NTUwIIPT
KL ZADERIBADRDP 77 XIZEAINE ),

EFXaVToTIN—TZEBHT S

Azure7 27 RIF. €FaU T I —TZ2EBALT. 15—y kHBVMADTCP/UDPT ¥
TR TZT7AT70+—ILIL—ILZEEBLET, 774/ ETIE. TRTOVMARDPF7 I+
2=HFEL £ Y, Citrix Gatewayds K UWeb7 P r—> 3> 7FOF % —/N—H. R— F443T
TLSZEFRI 9 2 HENDHD £,

O— #1541 X &N izEfR(/en-us/federated-authentication-service/2407/media/fas-azure-config-

security-groups.png)

ADFSEERRE %ZERK 9 %

MicrosoftSEBE#ERE TWebY —/N\—SEBBET > L —rZBMICLE T, TNICKD. h AR L
DNS7 RL X E#HFDHHEREER L. pix7 7 M ILICT IV RR— b (MBEEZIE) TITELSIC
D FEY, COFMREZEIFADFSH—N—Web7 TV r—> 3> 7OFSH—N—0OBAHICA VR
F—ILTBRENDHZ7H. PRXT 7 ILHHRINZ T T3> TY,

UTFDH T & TWebt—N\N—SEFREEZFHITLE
e AEVXR—L:

o adfs.citrixsamldemo.net
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s BTV MBS

o * citrixsamldemo.net

o fs.citrixsamldemo. % k

o enterpriseregistration.citrixsamldemo.net

@ File Action V

= 2@ b

[7] Console Root
a (G Certificates (L
4 || Personal
7 Certifig

[ [ Trusted Rg

[ [ Enterprise

b Intermedig

I L Trusted Py

b [ Untrusted

b ] Third-Part]
[ Trusted Pe

} ] Client Aut

b [ Remote D¢

b ] Runtime_T]

} ] Srmart Care
B[] Trusted De

5 L1}

— Certificate Enroll

Request Certificats

You can request the fiol
click Enrall,

[] Cemputer

[w] Web Server
B, Mereinfo

Application pg
Validity period

[[] Show all templates

2 subject | General | Extensions | Private Key | Certification Autherity

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative narme values that
can be wsed in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Subject name: ) )
Type: CN=adfs.citrisamldemo.net

|Cmmm name

Value:

Alternative name:

Type: o
*.citrixsamldemo.net
| DHS fs.citrixsam|dema.net
Value: £ istratiom.citrisam

FEEREZ. NRAT— P TRESNIMERZID Tpix 7 7 MIILICTZ IV RR—FLET,

Azure ADDtY 7w/

Dt 3> TlE. FILWAZure AD1T XX X%t w 7w L. Windows 10% Azure AD

ICBMEE3OHICERTE 22— —IDZEERT 2 7O XICDOVWTELL

MmLOWTo LY )OI
U5y yAzreR—Z)UCOTA Y Ly LW LY MU ZERL £ 95

AL £ 9,
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Add directory

DIRECTORY
Create new directory
MNAME
CitrixSAhLDemo
DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

TTIBE BER-—IDPRTINET,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

",

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

FO—/NI)LEBRED—H— (AzureAdmin) Z{ERR T3

Azure T/ O—NIILEBEZEHRL (ZDFITIE
AzureAdmin@citrixsamldemo.onmicrosoft.com ) « FILW7Z AT Y rTOY A > LTIV

T—RERELET.
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

Azure AD ICR X1 > &2B®R TS
BETIE. I—F—IXDOFERDAX—ILT7 RLATHEHMNINET:

<user.name>@<company>.onmicrosoft.com o

CNISENMFRERLTHRELEXF I BEERXDX—ILT7RLA, TENEIVRI—H—0D
X=)LT7HOY rEe—HTD2HDNEDBEYITY: <user.name>@<company>.com o

Add domain 727> 3 i3, EBOEHO R XA U5V A A LI b ZEEBRLET, COFIT
|& citrixsamldemo.net ={FRAL F9,

VTGN HAOFODI-DIC ADFS #RET 3EBAIE. FT VIRV IRAZBMILET,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

Azure AD Connect 21 X =)L 3

Azure AD #5% GUI D FJIE 2 T. Azure AD Connect @ Microsoft ¥ > O—RR—=JCUA 1L
JhENET, CNZADFSVMICA YA —ILLEY, ADFS A 7> 3> ZFIFATE 3L 51
Express Settings Tld7%: < Custom install ZfEFH L T 72 &L,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

. zervice will be installed.
User Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

Federation with ADFS > > J I A > A AT a > EERLE T,

O— #1351 X &N i-EfR(/en-us/federated-authentication-service/2407/media/fas-azure-setup-

azure-usersignin.png)
LENCER L7=BIBET7 HU > hTAzurellHEHE L £ 9

A—#1 54 X &N i-EfR(/en-us/federated-authentication-service/2407/media/fas-azure-setup-

azure-connect.png)
WEADT # L X hZBIRL F 75

A—7 7 1 X & Ni-Ef%(/en-us/federated-authentication-service/2407/media/fas-azure-setup-

azure-connect-dirs.png)
IARTD L H > —Active DirectoryZ 72 7 b%ZAzure ADC[EIHEL £ 95

O—#1 31 X &N izEfR(/en-us/federated-authentication-service/2407/media/fas-azure-setup-

azure-domain-ou-filter.png)

T4 L7 MUBENBMAIESIF. 22 +DIC—EBETHB . QIF >3- —
ZHEATEE T,
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O—#1 5 4 X Ehi-Ef(/en-us/federated-authentication-service/2407/media/fas-azure-setup-

azure-unique-id-users.png)

TI7ANMDTAIINRITF T a>eRIFTANDZD A—F—ETNAXAZ2/HEDTI—-T
Ty MMCHPBRL & Jo

00— #1354 X &N i-EfR(/en-us/federated-authentication-service/2407/media/fas-azure-setup-

azure-filter-users-devices.png)

WEBEIZRS LTy Azure AD/NZ T — R % Active Directory Y BEIEA CE £ 9, CHIFEE. ADFSR—X
DFREEICIIBED D FE Ao

O—#1 3 4 X & i-Ef(/en-us/federated-authentication-service/2407/media/fas-azure-setup-

azure-optional-features.png)

AD FSTERE 9 2iEFAZEPFX 7 71 )L % &R L. DNS% & L Tfs.citrixsamldemo.netZ 87 L £
ER

00— #1354 X &N i-EfR(/en-us/federated-authentication-service/2407/media/fas-azure-setup-

azure-adfs-farm.png)

7OF > —N—0DFRZRO 5N7=5. wap.citrixsamldemo.net H—/NN—DT7 KL XZASLF
9o Azure AD Connect BB TZE 3 & 512, Web Application Proxy H—/N\—TEBE&ZE LT
Enable-PSRemoting -Force X >V R L v hZERTTIMRENHZHEHNHD £7,

A—7 7 1 X & Ni-Ef%(/en-us/federated-authentication-service/2407/media/fas-azure-setup-

azure-wap-servers.png)

1) E— kPowerShell DE3EM DRIEICL D ZDFIEH KL L 7=35E 1. Web Application
Proxyh—/N\—% R XA VIIBMEETHTL T,

T4 HF—RDEDDFIETIX. ZEDEEBEE/NIAT—REFERAL. ADFSOY—EXT7HT >+
ZER LT, €D%. Azure AD Connect |& DNS YV —> DFFBEHERRII T 3 LS5 KDF T

A—7 7 1 X & N7-Ef&(/en-us/federated-authentication-service/2407/media/fas-azure-setup-

azure-azure-ad-domain.png)

TXTELUMXL O— RZAzure®DNS7 RL XL O—RICEML £,
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O—#1 5 4 X Ehi-Ef(/en-us/federated-authentication-service/2407/media/fas-azure-setup-

azure-txt-mx.png)
Azure Management Console T Verify z21) v L F 7,

O— #1351 X &N i-EfR(/en-us/federated-authentication-service/2407/media/fas-azure-setup-

azure-verify.png)

CDFIEMNEELT=HEE L. Azure AD Connect ZE{T T 3BICR XA V2RI TEF£7,

SETTBE. BT RL X fs.citrixsamldemo.net 7R — + 443 BB TEHINE TS

O— #1354 X &N i-EfR(/en-us/federated-authentication-service/2407/media/fas-azure-setup-

azure-install-complete.png)

Azure AD Join ZB¥ICT S

J—%—hH'Windows 10 CAzure ADBMNZEITT BeDICKA—ILT RLXZANT S L. DNSH
74 v ANCNAME DNSL J— FOBRICERINE T, DL I— FIFADFS:
enterpriseregistration.\<upnsuffix>% 18 ¢ EHH D £ 95

ZDOHITIE. TMlE fs.citrixsamldemo.net T,

enterpriseregistration.citrcsamidemounet Iil
Type

CHAME |
= TTL TTL unit

1 +| | Minutes W
Alias

Fs.citrisamidemo.net W

NBHEFRRMRE Z A L TULAR WSS X, WindowshADFSH —/N\—% {5883 3 & 51, ADFSIL—
R EFBAZEHA'Windows 102 —R—ICA VA F=ILETNTWVWAR e ZEE LTV, MUE]
ICEMINIBEILI—F—TH O b EFERALT. AzZure ADR X1 >E8MEERTLET,
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Let’s get you signed in

Work or school account

George@citrixsamldemao.net "l

Password

| forgot my passward

Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

UPNIEZ. ADFSRXA > FO—5—ICL>TERBMINBUPNE—HTEIMRELRH B CIER
LTLETLY,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Finish

)
IOoVZBEHL. I—HF—DX—I)L7RLRZFERLTOI A>3 5 LT Azure ADEMA
BIL7cl e z®ERLE£9, O A > L75. Microsoft Edgez & L. <http://
myapps.microsoft.com> ([C¥EKiLE T, Yz TH A MIBENICO VIS A VU F > ZFERTS
19T,

Citrix Virtual Apps X & Citrix Virtual DesktopsZ -1 > X b—JL§ 3

BEDHET. Citrix Virtual Apps & 7= 13 Citrix Virtual DesktopsDISOh 5 E#E. AzurelZDelivery
Controller58 K UOVDAREY S V%A VA M—ILTEEXT,

_ DFITIE. StoreFronti&Delivery Controller& B L —/N—ICA YA b—=I)LENTWLWE T, VDA
I&. Machine Creation Services SEEEJIC (A 7> a > THERAIEETETHD) « RZ>R7OY
DWindows 2012 R2RDST—H— LTA YR h—ILENET, HifT9 BF1IC. 1—H—
George@citrixsamldemo.net BN/NA T — R TEREECEIF B & SR L T 723 LY,
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« 16 e Y

Citrix StoreFront : [ -

DESETOPRS

Q, bearch Desktops

Details

I—H—DERIF% L TStoreFront™HERAETE 3 K 512, Controller T Set-BrokerSite -
TrustRequestsSentToTheXmlServicePort $true PowerShell ¥ > KL w b ZETL X,

Federated Authentication Service D1 > X k=)L

ADFSH —/N\—I|ZFAS%Z - > X k=)L L. Delivery ControllerhS%8 & f17=StoreFront& L TH#EET
370D —)L=EELET (ZDFITIE. StoreFrontidDelivery Controller& [& LVMIZ 1 >~ X
F—lENTWBT7®) « TR b—)LEHERR (/ja-jp/federated-authentication-service/2407/
install-configure.html)Z SR L T ZT L\,

StoreFrontD &K

Delivery Controller® I > E a2 —X —GEREZER L. R— b4A3DISNA > T4 VT ZH/RELT
StoreFrontdR—X 7 R L X Zhttps:ICEE$ 3 Z CIZ& D, IS StoreFront " HTTPSZFEH Y %
KOICHRLL 55

Madify the base URL for serices hosted on this deployment. For mulliple server
deployments, specify the load-balanced URL for the server group.

Basze URL: | https://ddc.citrixzsamldemo.net
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StoreFrontFASH —N\N—ZER T3 L DI L ( 1> X h—ILE#A] (lja-jp/federated-
authentication-service/2407/install-configure.ntml) M PowerShell X 7 ') 7 b = fEMA) . AzureRATH
ST RAMLT. FASH—N—DARY FEa2—T7—ZHRITZTOTF VD FASEERL
TWBzHRLET,

File Action View Help
o5 =z

|F AT Application  Mumber
[ L Custom
4 L Windows

Date and Time Event ID Tack C..

E Applic 1. Information f 6 04735 AM Citri Authentication Federated AuthenticationSenvice Mone

2] securi (Dlnfonnation 33172016 %47:35 AM Citrix Authentication.Federated AuthenticationService
i Setup @Infomation 53172016 94713 AM Citri Authentication Federsted AuthenticationService
i&] Systen (1) Information 5/31/2016 9:45:19 AM MSSCLSMICROSOFT=2WD
£ Forwal @lnhnﬂﬂtion 5/31/2016 9:45:44 AM Citrix.Authentication.Federated AuthenticationService
p o Applicatic (Dlnh:lm'latinn /3172015 $:45:43 AM CrtricAuthentication.Federated AuthentbicationService
'E Subscripti @Inhrmation 573172018 %:44:39 AM Citric.Authentication. FederatedSuthenticationService
{Dlnfﬂl‘l‘l‘liﬁon 57312018 :44:39 AM Citric.Authentication.Federated AuthenticationService
mlnfonnation 5/31/2016 3:41:23 AM MSSOLEMICROSOFTZEWID
@Infnrmation 5/31/20168 9:33:37 AM Citri. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citriw. TrustFabric
et

Ewvent 204, Citrix. Authentication. Federated AuthemticationService

General | Details

[5204] Relying party [| WDAS] sccessing the Logon CSP for [upn: george® net] in role: [default]
[Operation: SignHash) 25 autherized by [ WDDCE]

Log Mame: Application

StoreFronth’Citrix Gateway % {#H 3 & S ICHER T3

StoreFrontEIE > Y — L OBELAEDEIBGUI%Z ER L T. StoreFronth'Citrix Gateway % #F L
TERAEZRITI DL SICHER L £ 95

Manage Authentication Methods - Store Service

Select the methods which users will use to suthenticate and access resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. This
setting 15 applied when users log on wath smart cards.

5| Fully delegate credential validation to NetScaler Gateway

© 1997-2026 Citrix Systems, Inc. All rights reserved. 138



JxTL—2a i —ER

Citrix Gatewayssst 4 7> 3 > Z a9 BICIE. Secure Ticket Authority (STA) Z#8R L. Citrix
Gateway7” R L X &=L £ 9,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a MetScaler Gateway appliance,

#| Enable Remote Access
Select the permitted level of access to internal rescurces

() Allow users to access only rescurces delivered through StorefFront (Mo VPN tunmel) i ]

(®) Allow users to access all resources on the internal netwark (Full VPN tunnel] @
Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: v¥| MetscalerGateway

Default appliance: [N-m:ale-ﬁahway

StoreFront\ND > > T )L A VA VRICHF L WAzure AD7 S —2 3
VEIBRT S

Dt 3> TlE. IR7EAzure Active Directory Premiumt 7' X0 1) o 3 > KRB X 9 BAzure
AD SAML 20> > TV A > # U ikee=ER L £ 9, Azure ADBIEY—ILT. HILWFFUTr—
aYvEERL. ¥y IV—DSTF7 TV =3 BNz RIRLE T,

APPLICATION GALLERY *

Add an application for my organization to use | o|

FEATURED APPLICATIONS (17) NAME
Add an unlisted application my

I usTom “ arganization is using | StoreFrant |
ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are
using, and add it to explore single sign-on

COLLABORATION (214) integration options.

CONSTRUCTION (3)
CONTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109}
DEVELQPER SERVICES (B6)

A—HF—MATOHFLWARZLT TUTr—> 3 R ERTBICIE. THhRAL > BEHIAERLT
WBR—EICBRWTFTUr—2a> %8Bl Z:&RLET,
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FAAVEBRT B

215 x 215 7 IILDEGRZ{ER L. 77V 5—>3> 074 A e L TERT 3012 R—2
‘CT"‘/jl:l— F L/ij-o

properties

APPLICATION TILE LOGO

cifrix

SAMLEBIE*# 8T 3
FIVr—o 38y aR— ROBBER—JICED. (oYY AYA Y OBR) %8R
E

storefront

£3 DASHBOARD USERS AMD GROLPS ATTRIBLITES COMFIGURE

StoreFront has been added

[ Skip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure single sign-on access to this application,

Caonfi gure single sign-on

CORBTIZISAML 2.0585F = AL £9, ZNid Microsoft Azure AD VT IIYALVF V) IC
WL TWED,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 140



JxTL—2a i —ER

COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

isi Microsoft Azure AD Single Sign-On
Establish federation between Microsoft Azure AD and StoreFront
Learn mare

) Password Single Sign-On
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory

Federation Services or another third- party single sign-on provider.
Learn maore

MERAF1 ISEEDXFHICTET £ (Citrix Gateway |[CIRE SN B E —HB T 2HREHLHD
o ZOFITIE. TRREURL] I3Citrix Gatewaytr —/N\—_E D /cgi/samlauth T3,

COMFIGURE SINGLE SIGN-OR

Configure App Settings

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

RDR—T|ZIE. Citrix GatewayZz Azure ADNDFERAZFABE L L THER T 3 1OICFERAINBIE
WHAEENTVET,
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2008 1120620 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Dowmload Metadata [(XiL) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
hitps:/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5e484c62e/

SINGLE SIGN-OM SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE URL

hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

Base 64ADEfETNI-EBRAIMBEEA T >O—RF L. Y1 VFYURLEY 1 7 FURLZE O —
LEd. TN5IEETCitrix GatewayDIEREEICEE D F1F £ T,

TV r—>a>z1—4—ICBIDYTS

REBEDZATYIF. 7FVr—3>zBMCLT. 2—H%—0 myapps.microsoft.com) 1~
FO—IR=JIZRAINDLDICTBRZETY, Cd. R—=ITTWVWEX T, Azure AD
ConnectiC& > TRBASNIER XAV A—H—FTHO Y MITIVERZEIDETEY, tDT7HY
YRrHEATEETH. FNSIF\&Ituser>@\&It:domain>/N 2 — | ZEEHL L TULW R LW =8, BBREY
IRy EYTTRIHRENHD T,
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storetront
&3 DasHEOARD USERS AMD GROUPS ATTRIBUTES COMNFIGURE
SHOW |AII Lzers w v 4
DISPLAY MAME USER MAME JIB TITLE DEPARTMENT ACCESS METHOD 2
Azure Admin AzureAdmin@citrixsamid.. Ma Umassigned
George User george@citrixsamldemo.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21a7es060dd... Mo Unassigned
o ~ W
MyAppsX—>

TI)r—= 3 oh B EnNd . 1—1%—D <https://myapps.microsoft.com> (C7 Tt X
L7z SIS, Azure7 P —3>0a—H—1) A MIRRINET,

B Access Panel Applicatior X+ — O *
é > O | [ELJ account.activedirectory.windowsazure.com/3) ﬁ' ‘ = &A ﬁ
Microsoft Azure george®

applications  profile

cClfrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy

L >

Azure ADICEIM L TW3IHE. Windows 10ld. OJ A > 93 1—H—ICx L TAzure7 7 4 —
NI VINY A A EYR—bLEY, PAOA0E I I3, T 7HFIFLUEIIC
R S N 7=SAML cgi/samlauth WebR—JICHEE L £,
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TG4 >F > URL

Azure ADA WS a7 R—RTT7 V=23 IilEBDE T, 7V r—2oa>Tovdlya o3
JURLDFIBRBEICHRD £ L7=e COURLIZ. WebTZOH ) v o%IBMHLED, 21— —%
StoreFrontiCBIEFETEIAA— M XZa—>a—brAv b ZEERLIED T57-OICERAINE
ER

quick glance

APPLICATION TYPE
Web application

PUELISHER

URL

SINGLE SIGN-ON URL
https:/myapps.microsoft.com signing

@ View usage report

CDURLZEWeb 7 ZUHICBED 13 T, Azure ADIC & » TELRIICHERL T 17=Citrix Gateway cgi/
samlauth WebR—JICU A A LI SN e zRBLEFd, Cnidk. gIbETonfca—4%—
ICXT L TDHBERE L. Windows 10 Azure ADBIEAO T A >y a IR LTOHAS VT ILY
AV VERBLET, (HOI——IIAzure ADERBIROANZRDENE T, )

Citrix Gateway®D - > X b —JL L {8k

BRICUE—NT7I7ERT370HI1C. ZDFITIENetScaler (ERTEIXCitrix Gateway) % E1T79 35!
DOVMZFERL £9, ChidAzure StoreSBBATET F Y, CDFITIFE. NetScaler 11.00 Bring
your own Licensel] N—> 3 V& FHLE Y,

WebZ7 ZOHEZRENIPT KL XIZEIF. I—H—HEREELIcE FIIEBESN-BERBEREZFERHL
T. NetScaler® VMIcOZ 7> L *9, Azure AD VMTIZE. nsroot1—H—D/INXAT—REZZTET
BZRRENHZZCISEFELTLIETL,

FAERZEML. E5AM YT 7L ZEMLRICEBESZERL. DNSUVILN—%
Microsoft R X > > bO—Z5—ICREL X T,
Citrix Virtual Apps and DesktopstZw k7w 7 ¢ ' — RDEIT

ZOFITIE. SAMLEAE LTS Y FILEStoreFrontii 8 %28 T2 D SBHET. TDORERBAHE
BEL7=%. SAMLOJ F > RU S —%EMLE T,
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XenApp/XenDesktop Setup Wizard

What is your deployment

o,

(..
o Single Hop

oi-
¢
+
I

Client Internat Access Gatway

What is your Citrix Integration Point?
storefront [

=
% <- —
E

1ZZE D Citrix Gateway StoreFrontiRE % #IR L £ 9, Microsoft Azure TER$ 3155, CDFITIE
R— M43 TIFHR < R— b4433% B L £ 9, F7l&. Citrix GatewayEEWebt 1 ~ZR— Mg

EXEIFBIYEYTTBIEHTEED,

MetScaler Gateway Settings

MetScaler Gateway P Address®
w . 0 . 0 . 18

Port”
4433

Virtual Sarver Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 1o secure port

BRIEDTEDH. COBTIET 7AILICRFSNTVWBEIFOY —N\—IERE cBRE 7 v 7

I:I—F\L,i—é'o
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Server Certificate

Certificate Format®
[ pem ™

Certificates Fila*

|n5.citrixsamldemn.net || Browse ],|

[w Private key is password protected
Private key password

ot

AD7HOY NBEDHICKRAL>YAY N O—5—%BRT3
RXAYOAY FO—5— 37 ATy MERICERAINZ D, ZOIPTRLRA%E S5 < RS
HEICEMLET, 41 T7OVRYIRDE T4 —IL R THEFEINIERISTEL T EE 0,

Pnmary authenticabon method®

| Active Directory/LDAP ™|

IP Address*®
|1::n_u .D.12||_]IM

[] Load Balancing
Port*

| 389 |
Tirne aut (seconds]

E |

Base DN*

|CN=U5HS,DC= citrizsamldemeo DC |

Service account®

|CN=internaI3dmin.CN =Users,DC= |

|| Group Extraction
Server Logon Mame Attnbute®

|userPrindpaIName |

Password"®

Confirm Password*

||-u|-|||"-| *‘i"|0'

Secondary authentication method®

| Mone |

. [

StoreFront” F L X &8 J 3

CDBITIE. StoreFrontiISHTTPSZFER L THEBA SN TWVWS . SSLZONIILA T 3> %xiE
RLET,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

Citrix Gateway D BB Z {REE$ 3
Citrix Gateway|l#EHi L. I—H—RE/NAT— R TR D RINT A 2R L £ 75

. B bttps/ns citrinsamidema’. 2 = & © || B MeScaler Gateway 5% Citrix NetSealer VPX - Canfigur. ok L

NetScaler with Unified G

Please log on to continue.
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Citrix Gateway SAMLESEE Y R— b ZBRICT S

StoreFront CSAMLZEA T 2 AElE. tidDWebt 1 E TSAMLZER T3 AFEEMTWVWET, &
LWSAMLRD) & —%, NS_TRUEDI, TEML £ 7,

Ceonfigure Authentication SAML Policy

Name

StoreFrontSAML |

Authentication Type

SAML

Server®
| Aruredd E” T ?\

Expression®

| . - .
Operators = || Saved Policy Expressions - I| Frequently Used Expressions -

WS_TRUE

aETICAzure ADD S EUF L 1B ZFEHA L T, FTLUVLSAML IdPH—N—% L £ 95
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Create Authentication SAML Server 5
Create Authentication SAML Server
.
Mamea*
Azuredd
255

Authentication Type
SAML e sk ' andos kuds

IDP Certificate Mame® 255

AzureADSAML V]| + B satad Aasthandics .
Redirect URL" Exact W
291-4c20-9826-14d5e484c6 28 /saml2

Single Logout URL ntemetProtocol ~

. ntemetProtocolPassword W

291-4¢20-9826-14d5e48406 e /saml2

User Freld

userprincipalname .

Signing Certificate Name

vl -
lssuer Marme -
' ) L 1

hitps:/ins, citrixsamidemeo net/Cibrx
Reject Unsigned Assertion”

ON v
SAML Binding®

posT V]
Default Authenticatson Group
Skew Teméming)

5

IVRY—IVRIRATLZREET S
Azure ADICEER SN TWST7H T Y b %=ERL T, Azure ADIZEN L TUL 3 Windows 107 X &7

by 2O 4> L%, Microsoft EdgeZzi#c&# L. <https://myapps.microsoft.com> (Z#&#
LXY,

Web7 SO, A—HF—DAzure AD7 TV —2 3 QKRR EINDBIET T,
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E Access Panel Applicatior » -+
—

yClg
é O Hj windowsazure.com

Microsoft Azure

applications  profile

cifrix
AzureStoreFront wae

©2016 Microsoft  Legal Privacy

george@

12:28

228

e B 062006

TAA &)y U TR, Rk NTzStoreFrontF —N\N—ICUA AL FENBZ R LF

ER

BFkIc. 2T A >4 VURLZ R LIcEEERi . Citrix Gateway ) 1 M ADEBEZEEERIC

& > T, Microsoft AzureliC XA L2 3TN, 7T

ICRD ez L E 9

=EZIC. Azure ADICEBIILTUVWAEWIY S Y THRECURLTHERET 2 2SR L £ 9 (=750
BHIDELT TIdAzure ADANDBBTRMERY VT IIL A VAHRIERELETT) o

&%

Azure CVMZ Y 7w T T 3ICIE. UTDOEBEF TS 3> BT IVRELNHD £,

NTUYIIPFRELREDNST7 RL A%EHTS
Azure [FTARTD VM ICRERH T2y b (COFITIE 105*%) LD IP 7

FLRZBIDHETEI, 7

THAILETIE NTVY I IPT7RLADHIBEIN, BINICEHINS DNS SN TERTEE

ER
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e . - 3
Essentials ~ o AY <) Essentials ~ AR O
Resaurce group Resource group P address
citrixsamldem citrixsamidem: - SUPPORT + TROUBLESHOOTIN
Status Lacation DHS name
Running West Europe - H Auvditlogs >
Location
West Europe i Mew support request >
iith b
EMERAL
Subs e -
S
df22436f-ddfs-46ae-beTb-6479cdarefca  cilrizsamidemo/ default MG .
Y Properties >
| settings =
& Cenfigurtion >
Iuonitoring dd tiles
Menitoring ®

RESOURCE MANAGEMENT

CPU percentage

& Tags
& Locks

o Users

v | v | v

B Experttemplate

Public IP address/DNS name label @ Configuration %=3#RL £9, VM ®/NTJ w2 DNS 7
FLRZERLEY, chUd. D DNS Y —>T 71 JLTD CNAME BRICERTSE. IP7RL
ZHBEDYHTINIBETH, IRTODNS LOA—RA VM EZELLIELEITD C EZFRAL
E

Configuration

Assignment
[ynamic ERIEIIS

IP address &
40.68.28.181

Idle timeout (minutes) &

D5 name labeel (optional) @

ns-citrizsamldemo W |
swesteurope.cloudapp.azure.com

TZ7AT70F=NI—=IL (EXa2 VT TI—7) Z2RET S

7T RRDEVMICIE. EFaUTo I LTHONEZ—EDT 7477 4—ILIL—I
PEFNICERTINE T, EFXaUTsJIL—TFd NTUY T IPT7RLADSTZAXR—KIP
VRLRCEEIND b T4 v I ZFHLE T, T7 4 FTIE Azure [FTRTD VM AD
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RDP 85X % 5FA] L £ 9, Citrix Gateway & & U ADFS % —/N\—%H TLS F 5 T« w7 (443) HERX
TRIMBELBHDFT,

VM @ Network Interfaces %z f =. Network Security Group X)Lz 2 ) w2 L9, BURE
XY RT—=O ST v O %EFAIT B K SIC Inbound security rules Z#8 L £ 9,

B RO | @ R O
Security rules
1 inbound, 0 outbound SUPPORT = TROUBLESHOOTING
ith
ubnets, 1 network interfaces B Auditiogs >
essional with MSDN & MNew support request »
ion ID
f-dafe-dae-beTb-6479cdaeefca
GemERal
All settings =
Properties >
gs =
Inbeund security >
Cutbound security ul >

B

s AV L—ILERER 1. FASDA VR M—JLEERICEET S EER) T 7LV X T,
« —HREY7R FAS BRI, BERT7—FT77F v OEFICTEHENTVET,
o INTY—) BEIE. BERIBK ORRETHRNTNTLED,
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Jx7L—>3 R —E X2407 R
Xa Xy MEE

TDORICC 7T —2 a3Vl —EX2401D R Fa XY MRS R3EELRTESZRLE
CNSOEHRICEAT R BMEZITENDICIE. RSST+—RZEEFZL TSIV,

ER

EEIKI

B rE B
LI THieE) 28R

Citrix7z7L—>3 > ik
LTLEE L,

31 Jul 2024
B —E X2407DFER) 1) — X
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