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A7 w7 3. Microsoft Management Console (AX > R Z 4 >Hh5 mme.exe) #ERTLET, X
Za—N—hm560 >EBERLET, ZEMLET

IIN—TRIVS—FTx U bODANEROSNI-S. Z&EIRL. ZFERLET, £l £E
DOYV—=)LEFERLT. BRBICELIEARV ATV b2 ERB L BIRTE XY, CORY
> —l3. EERZITBCitrixV 7 ko7 (VDA. StoreFrontth—/N\—, BBV —)L) #R1TLT
WBTARTDOIY I VICHEBATAIRENRHD 75,
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= Console1 - [Console Root] == &
S File Action View Faverites Window Help
e @ = B[ Select Group Palicy Object | x|
] Consale Root ‘ Neme Welcome to the Group Policy Wizand — 7 |.ih:|.hm:
Add — WM
Mare Actions 3
‘four can select snap-ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Availshle snap-ns: or o a laeal computer.
Snap-n ven &, Uise the Browae button to select a Group Policy Object.
=Deviee Manager Micr ® Pokcy
" oHce M
= Disk Management Mer
E ons M Group Policy Object-
FEnkerprise FKT M = | |
{2] Event wiawer M
IR eMer Mier E
2 Group Palicy Management Mir Gre alic
[ Group Policy Menagement Editor  Mier
=] tGroup Palicy Object Editor M Domains/Ols | Stes | Al
i Growp Policy Starter GROEdtor  Micr ) ,
[ Internet Information Servieas (IIS... Mir_ | Look in: [353 cirotest net v mEE-
ME-Sequciy Mscitac | oz~ Domaing, Ols and firked Group Palicy Cbiects:
Hame Damain
Desaiption: ) Domain Controllers.ctridest net
This snap-in allvws you to edit Graup Policy Objects whid Defaul Domain Paolicy
of stored on a computer.

ATFw T4 A1 —2—DERIR) >—EBAT YL — MCitix AV R—2% > NEREEICH B
Federated Authentication Service R') > —IZF#&L £ 95

File Action View Help

o | HE 2 HE T

-/ Defoult Domain Policy [DIW-DC.DIW.NET] Poliey | [T tnentication

Computer Configuration
ol P J Federated Authentication Service Setting

<

w [ Policies
i Federated Authentication Service
> [ Software Settings Edit policy setting
» [l Windows Settings Storefront FAS Rule
~v [°| Administrative Templates: Policy definit Description: || In-session Behavior
~ [7] Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your

Citrix environment with your Active

Control Panel . X
> B Control Pane Directory infrastructure to allow users

> [l Network to log in with non-Active Directory
[ 7] Printers credentials (e.g. SAML assertions).
[ Server
5 [ Start Menu and Taskbar If you enable this policy, you should
> B System specify a list of servers running the
X Federated Authentication Service
» [ Windows Components identified by their FODN (e.g.
L All Settings fasserver.company.com).

» [ Preferences

v ¢, User Configuration
» [ Policies
5[] Preferences

< > |" Bxtended A Standard /
3 setting(s)
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Federated Authentication Service’R 1) & —&&%E|d. CitrixBase.admx/CitrixBase.adml7 >~
L — k7 7 JL%ZPolicyDefinitions 7 # JL X —IZEBM L 2B ICDH. B XA > GPOTHIA
TEXY, AT v 3D, Federated Authentication ServicerR ) & —8&EIE. >> T+ /L
HA—ICRTEINET,

\

X7 w7/ 5. Federated Authentication ServiceZR) > —%RZE. ZFRLEFT, LD, RE
VEBIRTEDZELSICHD, FASH—/N\—DFQDNE#EH TE £,

& Federated Authentication Service O *

E Federated Authentication Service T Next Setting

() Mot Configured Comment:
(®) Enabled
() Disabled

Supported on:
Options:

FQDONs
List the installed servers in Value
e

FODMs | Show o fas1.citrixtest net|

OK | Cancel

OK Cancel Apply

A7 v 6. FASTH—/N\—DFQDN%Z AL £9%
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EHDOFQDN%E AT 33848, VDA, StoreFrontth—/\— (ZE 9 3H8) . BLUFAS
H—N—D5RT. VALDIEFIE—ELTWARELRHD XY, JIL—TFR) —FFE%
BRELTLEIV,

AT T 1. 7200y O LTIN—TRIS—D4HF—RERT L. JIN—TRIVS—DEEZE
BLXYd, ZEEZEMICTRICIE. IO UZBEFHTIH (FLEFIATXVRESIOHN5
gpupdate Iforce ZE1792) BENHIHBELHD X7,

v aRNOEE

ZORYS—F. A—HF—DVDAL Y 3V TCI—z >y O &2 70574 L. Y
avARIBRE. @FE. $LUOvIEBDYEYR—FLEd, v a>YRIAZEIX. D
RUS—DEMICHR->TED. HOBEEDERICERINIZFASIL—ILTE v > 3 Y RERDEF
ATNTWVWBIBEICOAFATETED, IL—ILOEREESB LTI,
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@ In-session Behavior

Previous Setting

[NExEsetimg

() Mot Configured Cemment:
(® Enabled
() Disabled
Supported on:
Cpticns:

Help:

Prompt Scope | Per-process

Consent timeout (seconds):

\ 30

Disconnect on lock

Enabling this policy activates an agent process

(Citrix Authentication. VirtualSmartcard.exe) which runs inside the
user's VDA session. This agent process provides support for the
following functionality:

- In-zession Certificates
- Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTDE. CORIVS—DEMCED, FAST—2 1Ty O XA 1—H—DVDAE Y 3

VTHRITTETBEDICHDET,

M- TRE. CORDS—PDERICED, FAST— Y 7O IRETINGLSBED ET,

7Oy~ ~oEH

ORI —=HBMEBE. TAVYTFOBRIE. 7TV Tr—arvhity s a v NRAEZE
I3l cz5frAd3cdDABZ I—F—ICKDBZFEZHEHLE T, RDIDDF T3 >h

HHET,

s ABARE-— AT arvidtFalT« 7OV T A2 EMICL. WERIIT AL > MIER

cNnEd,

s 7OEACEORE—XTHROEZETOY Z LHMERICRAEZRD T,
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c Ly aYeORABE—A—H4—-NOKEI v ITBL. COFTTarvigtysarvAD
TARTOTOT I LICERAINE T,

BEOXALT Vb

CORYS—HDENRIEE. ABODXALTY NI, REL T IE/E FEEA) #HIELE
I fcr zlE. 300 DIZ/E. A—F—I5nic /Oy T hERREINE T, EHNEODS
B, IRTOMBRIBEICHLTA—Y—Ic7O> T rARRINE T,

0w o R LIET

CORID—HDEMRBE. I—Y—PEEZOYVI TR . I—F—Dt v 3 VISEEMNIC
rEsnExd, COENMEIE. TAY—bA—FREODALBOYIRT AU —ICBTVWEY, 21—
' —hiActive DirectorydJ 74 V EI&IBHRZFHF o TVWRWERIC. COMEZFERL £95

0w 7ROYHR) > —iE. VDAEDTRTOE Y 3 VICBERAINE T,

JxT7L—>a Eir—EXBEIVY —ILOER

FASBIEOYY —ILIFIFCACEDERICEL TWEIH. PowerShellf X —7 =1 Xl &K
DEELRA TS aVwRMHLET, FAS PowerShell I > KL w EDFEFMICDWVWTIE.
PowerShell A R Lw b #ZBBLTLIEETL,

FASEBIEO>YY —JLIFFASO—ER L TA VR b—ILENE T, 7 > (Citrix Federated
Authentication Service) XX — X Za—IlBETNE T,

EEIVY I ZUHDTERATZIEEIRF. ROTOCLRAZRITIBLIICHIFEINE T,

« ABAETYIL—FERBLE Y,
« SERARETE LY T Y TTLE T
« FASHGERAMEIZ (e I35 C C Z AL £ 9,
OSHERY —ILZEALT. —MOFIEZFH TR I IZEDHTEET,

FASEIEO>Y —I)LId. T74IIL bTO—HIDOFASH—E XICEHKELF T, BEBEICIGLC T, IV
Y — )LD A LIZ#H % Connect to another serverz AL T E— b —EXICEHRTETET,
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&+ Citrix FAS Administration Console - connected to localhost

Initial Setup Rules  Advanced

Complete these setup steps:

Deploy certificate templates

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O X

I Connect to another server I Refresh

Deploy

Authorize

Create

Connect

AAET T — N 2EBRAT S

DV 7 hU T 7 EOHEERMOMEZRE YT 57, FASIE. JREDAED =83 D DCitrix

AERAET YL — R ERELED,
» Citrix_RegistrationAuthority_ManualAuthorization

» Citrix_RegistrationAuthority

» Citrix_SmartcardLogon

N5DOT V7T L— hEActive DirectorylC BT Z3HEBHLH D £,
L. TOKI Z2Uwo L%,

BB RE>%zo vy
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&4 Deploy Certificate Templates X

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

T —FDOEHIE. FASEEHIZA VR b—IL TN BILERF certificatetemplate DXML 7T 7
WIZHD £T,

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

ThisPC » O5(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates w |
Name Date modified Type Size
Citrix_RegistrationAuthority.certificatetemplate 1 ERTIFICATETEM & KB
| Citrie_RegistrationAuthority_ManualAuthorization.certificatetemplate 210/2020 5:25 AM ERTIFICATETEM... TKB
o ;
| Citrx_SenartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIFICATETEM... 3 KB
g

cMoDTYTL—bT7 740 %ZA 2R M—ILT ZHERNRVIEEIE. Active DirectoryEIEE IC
BLTLIETW,

FOTL—bEFFTTIVAM=ILTBICIE. TOFTL— 2L THILA—D5RD
PowerShell ¥ > RZE1TLF T,

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
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X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active DirectoryslfFHE Y —EXZEY 7V 7953

CitrixsEFAZE T > 7L — b Z A4 VX =)L L7z, N5 E1DLU EDMicrosoft EnterprisesEBAE RS
H—N—ICARTI3HENHD £9, Active DirectorysEBFBEH —E XDEBEAEICDLWTIE.
Microsoftd RF a2 XY FEBBLTLIEE L,

R 2 BRI R ZH DI —E. PR EDBIDOY—N—-IZTVTL—b2RHAT S
VEHHOD EY, TEAREDEY F7v ) ZEBLTREALET,

(GEBRZF > 7L — kld. MicrosoftSEBA#EE > Y — L2 ERL TR ABETA3 e HTEFET, )
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&3 Citrix FAS Administration Consol

Complete these setup steps:

Initial Setup Rules Advanced

e - connected to localhost

Connect to another server

o Deploy certif

The required temp

o Set up acert
The authorization t

Click "Publish” to p

Authorize th

Create an authoriz

& Set Up Certificate Authority

Important:

When you click "OK" the following certificate templates are
published on the certificate authority selected below:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator.

This step can also be configured manually. For more information,
consult the online documentation.

Certificate Authority:

— t X

Deploy

Refresh

Publish

Create arule

A rule defines a sm|

You have no rules ¢

Connectto C

-« O

Complete this step if you wish to use this FAS service with Citrix Cloud.

Authorize

Create

Connect

Jx5lL—>3

VERat Y —EX &2 H&RBI B

COFIEICED. FASOERHFBENE T, BEEIVY —ILIZ.
Citrix_RegistrationAuthority_ManualAuthorization7 > L — b Z B L CTEERAEERZ4E/RK L. ©
DOT>TL—bZRBLTWSERAKEOWVWITNMMCEEFEL F T,
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&2 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificata tamnlatas Deploy
&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration
Setup acert Authority certificate to the selected Microsoft Certificate .

! Publish
Authority.
The authorization t The CA Administrator must sign in to the Microsoft Certificate

Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th Authorize
Certificate authority:

Create an authoriz

Create arule Create

A rule defines a sm|
Cancel

You have no rules ¢

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

1)U TR RAEET NS L. Microsoft Certification Authority 1> — JLOREFDV I T XM X
MCC FASYO YT HIY RO SDREFDOV VIR M LTRREINE T, FASOBRZHITT
ZE0IC. SEPAMEEEENETDU I I M ERITELIFIETIZ2HELHD £,

EEENRITECIIEETZERTZET, FASEEIV Y —ILIZED —RKED TREF—) Z%
TLEY

Microsoft Certification Authority 1> — LT, IRTDRRXIV=HI Vv L. f#EEVIITX +
IS L TRITECIFETZBRLE I, BIT2BRIT B . FASEIEO VY —LICEGREERAE A&
RONEJ, EREEIRTD . AV —IILILIS—XytE—IhRREINET,
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code
4 é citrixtest-CA-1-CA = oo

Tl b e e ool bR

[ Revoked Certificates 3 View Attributes/Extensions...
[ lIssued Certificates S Export Binary Data...

[ 7| Pending Requests

1 Failed Requests Help lssue

[ Certificate Templates Deny

Request Disposition Message Request Submission Date Requester Mame Request C

CITRIXTEST\FAS-13

<] m [

Contains actions that can be performed on the item.

FASEEEIO>Y—ILIZ. COTOEANRT LECEZBFHMICKEELEFT, CNICIZEDHHD

BEDHD T,

&& Citrix FAS Administration Console - connected to localhost

Initial Setup ‘ Rules | Advanced

— |

Connect to another server  Refresh

X

Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

(’ Authorize this service

There is a pending authorization request on Cancel request

Create arule

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

Deploy

Publish

Authorize

Create

Connect

IL—IL DB

FASIZ. StoreFront®IgRICHREL. VDAOS A > E LUty a v RAERDI-HDIFREDETE

ARITBDICIL—IILZFERLET,

BIL—ILIEUTZEELE Yo
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o SEBAEZERT 5 Z ¥ HMEFE TN TL B StoreFrontt —/\—,
o SFEAEREBRINZ I ——Dt v bk,
o SERAZDEAMFI TN TVWABVDATY S D Y b,

Citrixi&. Tldefault] EWSABIDIL—ILEZERT D EE#HEL X T, i, StoreFronth'FAS
ISR T RIS ACEABIDIL—ILEZERTZIHT,

BRBZPET L — MRGEBKEZESR L. ER37ONT« CHEERZF DL SICHERT S
HRZLIL=IZESISIERTEE 9. CNS5DIL—ILiE. £ BStoreFrontth —/N\—F7=1&
Workspace TEFET AL DICHEBRTE E 9, JIL—TRU—BlA > a>zFERLT.
StoreFrontth —/N—HWH XA RZ LI —I)ILZZBI CTERT DL DICHEEL £,

ER (F7cE TIL—ILy BT DI—ILDERR) 20Uy o LT IL—ILZ2fRY 37D DIEHR%E
INETBIL—IERT« F—RZBmLEI. TIL—ILl 272 EIL—IILOBEHNRTIN
9o

&¥ Citrix FAS Administration Console - connected to localhost — | X
Initial Setup Rules | Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default 2 W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

V4= RIIRDBERZINEL £,
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ToFL— b A —RREORETICERINIRE TV TL— k. THUE
Citrix_SmartcardLogon7> 7L — b, LI ZDEEINLIE—THIVENH D £J GEAE
Fo7TL— l‘%%ﬁﬁ)o

SFEAMSRS: 01—t —FERREZHKITL. TV L — bz T Z5RKMAE, FASIE. 7z —I)LA—
N—CEBFDHDI-HIERDOIERKEADEMZ Y R— L TWEY, FIRL AR D X
T—2R XD [Template available] ¥ FRREINTWVWBEZRHEIRL TSIV, FTHEKEOEE%.
BRLTEETV

Tty avATOER £y aYATOFEAZEFIA 7> 3 >id. VDANDOOT # V&ICERAE
ZEATEEHESHhZHIEL £,

s Ty aYATOEAZFAINERINTVAWES (T7 4L b #2H —FRZEIFOTF
VELIIBERICOAMEAIN, 21— —IIERERICEERASICT 7 EXATE XA

« By aYATOFEREZFAINBRINTVSHE — 1—H —(FEREHRICGERAZICT V7 E X
TEET, IFLACDERRKIE. COAT>a > ezBRIZBEBEEHD FEA TV TRy
fWebt 1 b7 71 IILEBRE. VDALY I VAN TIERAENE )Y —XIF.
Kerberos> > I WA VA VR FRLTT7IEVATES . Lty a VRIRAZIINEHD
Ft Ao

Yy aYRATOEREZHFAZRIRLIZBE. Ly a mEEJTIL—TRI O —dEMICL
TVDAICERTZHNEN DD T3, £0%. SRRSOV A VRICT IV r—> 3 > TERY
B1HICA—H—DEAFERER F7ICEESINE T, I xIE. VDALY 3 VHADWeb
H—N—ADTLSEREN N ERIFE. Internet ExplorerlE Z DIAE#FHRATEI X,

PO MO A—5—0OJ A > F1-I3BEGRDO-OICGIBAE* BRI 2T
nTWw3., EfEEEN7=StoreFrontth —/N\—< > >DJ X b TNEDITRTOMERICH LT, BEL
DADA TSI bFHRIFTIN—T%=EBMTETET,

TOEZAADFO-LEREIFEF2V T LEETHD, BEEICEEITINENDHD TT,

p=

FASH —/\—%Citrix Cloud TOAERA L TWVWBIHFE. 7I7EXAY bO-IILZEBRT 3L EIZH
DFEHA. JL—ILHCitrix CloudiC & > THERINBIHE. StoreFrontdD 77t AFFa]IFEFE I N K
¥, BLJIL—IL%Citrix Cloud& 7% > 7L = XDStoreFront BFADM A TERATE X I, IL—ILHF
> 7L X ADStoreFrontiC & > TEAINBIHE. StoreFrontd 77t X5FRIIF5 | SH T EHIN
79,
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T 74 DER ( TAssert Identity] AEFRIINTWLWD) IFITRTZIEGLEFT, L >To
StoreFrontt —/N—%ZBERMICEFRI T2 BHAH D £95

Securty

(Group or user Names:
R/ STF-1 (CITRIXTEST\S TF-15)

Pemissions for STF-1

Aszsert |dentity

HIBREIE . FASZFEARAL CA—Y—%20OJF > TE3VDAY VD) X by BELUFASEN L TEE
BHEARTTETII—HF—0DU Xk,

 VDAMERRDEE T, FASZFERAL TA—H—%20OJ 4> TET3VDAZIEETET XY, VDAD
1) X ;MET 7 #+JL k- TDhomain ComputersiZZ b £,

e A—H—1ERDEETIZ. FASEFAL TVDAICH A VAV TE231—H—%IEETEFET,
dA—HY—D1) X ~MIFT 7 #J)L kTbomain Usersic i D £95

FASH—N—D R XA VHVDAS LU I—HF—D R XAV ERBBIHE. T 7 4L bOFHIR
ZEBIIRENDHD XTI,
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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257 R#RAI . Citrix Workspaceh'SID 7 H—> 3 YHARESN I SISHRAIDBREINSIHE S
&KL F T, Citrix CloudICIERi T 5 & ZFIC. Citrix CloudICER 9 2R % #IRL £, Citrix
Cloud|Z#E#t L 7=1%. Citrix CloudA\D#EHt I > a> D)V IOHNSRAIZZTETZHTEE
ER

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

0 Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Citrix Cloud\ D%

FAS1—/X\—% Citrix Workspace TCitrix CloudIZ3#E#: TE £9, Z DCitrix WorkspaceDieE =5
BLTSZEL,

1. #IHAERE X 7 T, Citrix CloudADEFEDO FICH2EREZ 7V v I LE T,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. BRI BV TUVREERL. RNZIUYILET,

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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7L E 2—TIl&. Citrix Cloud®D&Hh\F BRI GET 9%

3. D4V RIIC—BDOEFEI—RFHIRRINE T, ZHUICitrix Cloud TEERTIHELDHD
o EFMICDOWVWTIE. T4V TFL I A& R %Citrix CloudICE 8T 51 #BBLTLIETL,

&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

— O X

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

|

Confirmation Code:

POQESODAR

( Waiting for confirmation...

= a=B

4. FRI—-—FHIEESNIcS. FAY TRV U XM SRERDY —ADFHZERLE T,
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&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

Confirmation Code:

™I

“
Resource location:

My Resource Location v

5. %Y TB3GRIGERET NIV M ZFEIRL. FAST—N—ZERTI) Y —RDGHAZERL X
T ®if12 0 ) v oL, BV RUZBLET,

6. L—ILDBRE I a>T, BIFEOIL—ILZERATEIH FILWIL—ILZERL XTI, RNz

70w LET,
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Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

&+ Connect to Citrix Cloud — | X

7. BB 3>T. B]T% 2" v LTCitrix CloudA\DESFi =TT LET,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud
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Citrix CloudidFASH —/N\—%ZF&# L. Citrix Cloud7Hho > b® T Y —XDHFR) R—IICKRR
L&Y,

I > 7L X ROFASH—/\—|Z. Citrix Cloud & Citrix Virtual Apps and Desktops\®D 77 ¥ X
ZREFICEFR 95 70IC. A—H—fREZHITTETEX,

Citrix CloudHh 5 YJr 9 3
Citrix Cloud!J ¥V — X DHZFAH 5FASH — /N —Z HIBR L 7=#&. Z DCitrix Workspace DEEE ICFEE &
NTW3&LS5IC. Connect to Citrix Cloudl T [Disable;] #&ERL £

© 1997-2026 Citrix Systems, Inc. All rights reserved. 39


https://docs.citrix.com/jp/ja/citrix-workspace/workspace-federated-authentication.html

JITL—Y3VEEEY—EX

RS

ZDtUT 3 >DEEETIE. Federated Authentication Service (FAS) DEERIEMR E BIEICEAT
BDHARVAERELET,

BERER

+ FAS A YR k=L IMIRREICE T B EEA Y T 7 LY RIE 1 VR b—IL LR ORE
7,

« BRIT %70 F v ORETIE. TELFAS T—F 7/ F v OBBEL. SOERBT—F7
9F v ICET BMOTEADY VI ERELET,

FFrY MBERITITFL—a3 VY —EXEBRMIC
93
COEETIE. IIILFTFUMOIRZ—J RY—EX7ONAE— (MSP) IRIETT7 7L —> 3

VEREIY —E X (FAS) ZBMICT B FIBICDOVWTEHABELEY, SFMIcOVLWTIE. TUT77L YR
7—% 749 F +: Citrix Service Provider DaaS] #&BLTLEITLY,

GIE =2 S

e Citrix Cloud D R XA > )Y —XDIZBFRICEBE TV L AL H S Z o, EMICDOVTIE.
MBIEEERDOEE] Z8B LTIV,

e TV MEMSPORBRERERATHD I, EMICDOWVWTIE. [Citrix Service Provider [a]
|7 Citrix DaaS] =SB LT3V,

MSPEEZHEHT 5

1. Cloud Connector Z 3 L T. Active Directory K X- > % Citrix Cloud THIEATZE 3L SICL
=

Cloud Connector #1 YA c—J)L 35 & T, AVFLIRA VTSR MZ U F ¥ % Citrix
Cloud IC#EHi L £ 95

FUTFLIZARAAY A bO-F—ICEERTONTVSE F XA 2D, > DT THAREET
HB R LET,
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B Citrix Cloud x o+ v = o X
€« C (Y & uscloudburrito.com/identity/domains e % 0@
= | citnx 2 o
< ldentity and Access Management
Authentication Administrators API Access Domains Recovery
+ Domain | C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector
MultiFas.local eee >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v/
> ~ — ~ - — > N
2. RXA> =T+ MI7z7L—>3 > LET
W ~ a2 » o ~ —
RXAYZFEIRL. ROYTIRIAZa— () 20Uy LT 20Uy oI LET,
B Citrix Cloud X+ v = [=] X
& C () @ uscloudburrito.com/identity/domains e % O@
= | citnx 2 o
© |dentity and Access Management
Authentication  Administrators APl Access  Domains  Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector \/
MultiFas.local oo >
Manage Federated Domain
Forest: fasmulti.staging Disable
Forest Preferred Connector Type:Cloud Connector \/
— ~ A
T ZRDOIFT+Z0UwoLET, TR 27UV ILET,
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3 AEMIIONTVERXA DT F Y MIBFEIT S ZHRLET,

COFIEFA TS a>Td, THYFBEOIAYY —ILICTA>YA> L. >DTICEXA A
JARENTWVWBE =2 LE T,

BhETONTWVWD R XA VDT F 2 MIFET S C L zEEE L X 9 (/en-us/federated-
authentication-service/2411/media/fas-verify-domains.png)
MSP BERIZRD £75

4. FAS —N\—%Z A > X b—JL L. Citrix Cloud ICE#&L £75
T 7+ > k@ Citrix Virtual Apps and Desktops ') ¥V —ZXHEEE &N TLVS Active Directory (AD)
TA#LAMIFASZAVAM=)LLEY, FASZZEDAD 7 # L X MZBEEMIFENTWVS

V7R DY —XDBARICERLET FASH—N—ZA YV =ILTBICIF. THVR b=
LB ZBRL TSIV,

5. TV MERZIBKI B

T+ NERMEITICFAS #BMICT 3
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« ID ZONA A — (IdP) =189 %

TFHFYMNBERICUDEZE T, >ICBELE T, IdP ICESL. AD D IdP E[EHEITnTWL
BrEERLED,

e TV FAITICFAS ZBMICT S
>SICBELET, RELLRIEEZEIRL. FASZEMICLET,

FAS 77 > kb ZB3MIZ 9 3 (/en-us/federated-authentication-service//current-release/media/
fas-enable-tenant.png)

BEA DR

THFIORDTTTL—=2a > RXALV%HIBRT ZRIICMSP RX1 U %HIBRY % . BEXOFED
RELEFI, 7TFMAIFICFAS ZBMICT DR CIETETEF TN MSPICRKR XA UHEELAEL
R37-%. FAS KL X7,

Azure Active Directory> 7 IV > F >

2023F7H L%, MicrosoftidAzure Active Directory (Azure AD) D% #i% Microsoft Entra IDIC
ZELELo CDORFaX>FTIE Azure Active Directory. Azure AD. F7=IFAADAD
E KIE TR TMicrosoft Entra IDZ3E L £,

Citrix Federated Authentication Service (FAS) I&. K XA >&1iF#AVirtual Delivery Agent (VDA)
NDSVTIWTA T2 (SSO) ZRMM L £9o FASIE. VDAICI—H —GIBRAEZRMITZ LT
SSO%EXRBL £9, VDAIZZ DIFFAEZ A L T. I —1 —% Active Directory (AD) (ZXF L TE35
LEJ, VDALY VI A T, BEEEB LTADUY —RICT7I7ERATEER T,

Microsoft Entra ID (ME-ID) (. AD ¥ Microsoft Entra IDREIDEEA%FEH L TREINDS DH—HRH
T, ChUSEDA—H—aAYEa—F—DEAICNTIT VY RIDAMERENE T, CDEET
I&. FASZER L TW3RIHEIC. VDAL Y P 3 Y h S5Microsoft Entra IDADSSO%ZRIRT B 7:
DICHEREBMOBRICOWVWTHBEAL XY, Chickb. I——I3BEEE% L TMicrosoft Entra
IDCHRESNIT TV r—>a VTV EATEET,
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FASHMicrosoft Entra IDDSSO%Z R T 3 7O ICHFRIBEBRIIHNEDH D £H Ao
FASODt v a3 VREHRAZIIHNEH D £t A
FASODEYDN—2 3 > THERTEEY,

FASEHR— T BVDADEDN—2 3 THERATEE T,

. J

Microsoft Entra ID SSOD AT, KOKRICFLHENTULWET,

ME-IDEBEES 1 7 VDAIE R XA > BINEH VDARNAL Ty FBIMEH

Yx—T R ME-ID &—/LL X SSO % ME-ID EERAE N — R EREE% &£
Bv3 B¥3

Active Directory 7 =7 L — ADFS T Windows 53if % B WS-Trust @ certificatemixed
3> % —E X (ADFS) & WMCT B IVRKRAY RDEMHED
JxTlL—3rEIntuni TWB =z HERT 3
H—RkN—=FT®ID7AON Y—RN—FT4 V1 )a—>3 Y—RN—FTq4 V1 )a—>3
1A= 7x7L—>3>d VEERTS CfERTS
ncTtuws

o« YX— K Microsoft Entra ID K X4 >z ld. 21— —E85EH" Microsoft Entra ID T{THO1N 3 R
XA THD. AT+ 7 Microsoft Entra ID s25FE N e HD £,

o 7T 7 L—2 3 Microsoft Entra ID K X1 > & I&. Microsoft Entra ID HEREE%= B DIGZFRIC D
AAL IR TBDLIICHEBBETNTWVWBRXALVTY, fzlE. ADFS ®H—RK/NX—F4 D ID
TAONAHE =R ETY,

o N1 Ty RENMEHA VDA IE. AD BIIEATH D, Microsoft Entra ID BHNEH TIo

R XA >8M&EH VDA

R XA >BEH» VDA DIZE. Windows 53EE (ERIEHE Windows 5R5E. F7:Id Kerberos & I
[¥N3) ZEF L T Microsoft Entra ID AN®D SSO Z3RIF L £9, Microsoft Entra ID NDEREEIE
d—H—M VDAt v 3 VAD S Microsoft Entra ID TRESNI 7 TV r—>a>Il7o€ R
LIEESICHRELT T, ROMIF REAE7OCRZREMIRLTVET,

R X >BI0&# VDA(/en-us/federated-authentication-service/2411/media/domain-joined-
vdas.png)
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MR ARIE. Microsoft EntralD RXA VBRI R—J RTHI N T TTL—>3 > THBHIC
EoTERDFT,

BIEINMicrosoft EntraIDR X1 >0ty b 7w AICTDWVWTIE. >—LLRAOVTILYA > F
VEBBLTLETVL

ADFSIC7 =7 L —> 3> EnfMicrosoft Entra ID K X1 > DB E. ADFSH —/\—TWindowssa
SEEBEMICLED,

Y—RKRN—=FTDIDFOANA A —ICT =T L— 3> EN7Microsoft Entra ID K X1 > DIZE
BERDOY ) a—> a3 A EFEELET, FHMICOVTE. IDTONAAZ—ICBBVEDbELL TV

N T )y REIEAVDAICIE. RXA UEBMBAVDAICEEH N TWEY )a—>3>H
FRTEEY, 7=7°L. FASZ{FER I 3% 5. Microsoft Entra I D/ ST UEH —T >
(PRT) 3£ INFEE A

N1 7))y REINEAVDA
N Ty REIEHAVDAIZ. AD E Microsoft Entra IDICERFICEMLTWE YT, 21— —hHVDA
L.'U"f/’f/?‘% Z.\ /kOJJ T’rj 7 I\b"flﬁﬁi*ni?o

« KerberosF#7 v MRIEF 7 v b (TGT) (ADJY —XADEREERA)

« 7S5AXUBEH F—2 > (PRT) (Microsoft Entra IDYJ Y —XADEIEEF)

PRTICIE. A—H—r OV Ea21—42—0OmAICETIEHRINSENTVET, COEBERIZ. BEIC
I C TMicrosoft Entra IDEE{AE 7o X R S —TERINE T,

FASIIVDAIZEEFRE X R 5 C & TA—H—%EREE 9 5 7=8. Microsoft Entra IDDFEEAEZE N —
DEBENERETNTVWBIHZEICDHA. PRTZIERTET XY, XORIF. BETOCLXZKED
ICRLTWEY,
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AAD Federated IdP
or ADFS

4. AAD PRT| 3- Authenticate to AAD 3'. If federated,

with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD

with FAS user A

certificate Domain Controller

Hybrid joined VDA

IEREAE¥MIE. Microsoft EntraID R X A BEBEINTWAHh 7T L — INTLBHIC
FOoTERDFT,

IR TN f-Microsoft Entra ID K X > DIiBE. Microsoft Entra ID CBAZ#R L £ 3, SFMICDL)
TlE. Azure ADFEFAEN—ZFRIEOBEZ BB L T Z T L\ VDAIZ. Microsoft Entra ID CBA%
EALT. 1—%—DFASSEAZ TMicrosoft Entra IDLC%L LTCaA—H4—%EEELE T,

Microsoft D RF a2 XY FTIEFAY— M A—REEABZEICKZ A A I DODVWTEHBELTWE
IH. FORBEARBZFEAMIEFAS A——BEETH A V1 VI3 BaIChbERAINE T,

ADFS IC7 =7 L —> 3> &N Microsoft Entra ID K X1 > D3g4E. VDA |Z ADFS t/—/N\—D
WS-Trust certificatemixed T> KRR > b ZERALT. 2—H—0 FAS ZEBAZE T Microsoft Entra
ID L:ﬂb—tl_ﬁ_%ﬂlh\ﬂELiTO k_.OJI/ I\/_j_\’r/ I\‘;Tj 7."”/ I\_CE)JJ ao—tb\ijo

H—RN—=F4DID 7ANAE—IC7 =T L — 3 > TN Microsoft Entra ID K X > D5
By BEHROV ) 2a—2 a3 oHFEETBaEMENRHD £, ID FO/NAH—IE WS-Trust
certificatemixed T> RRA > b EREIT BUBEHHD EFo FHFMICOVWTIE. ID 7AONAH—IC
SEAVEbELLEETL

ELET S () 457
CDEEETIE. FBEEF (CA) Y —/N\— & 3 7= DFederated Authentication Service (FAS) D
BELGERICOVWTHALE T, CNOSDBRDIFLALIF. FASEIEEOYY —IILTIEHR—E
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NTULWEH A, FIETIE. FASHIRHE T ZPowerShell APIZER L X T, CDEREDIETREZRTT
2H1IC. PowerShell DEAXRBREFHDHNE T,

FASTERT3EBOCAY—N—%28RETS

FASEBIEO>Y —ILZERLT. L—ILZERFIIRET IRICERDCATFASZ B TE X
ER

2DDCAZFERAT BIL—ILDIRE, (/len-us/federated-authentication-service/2411/media/edit-

rule-2cas.png)

FIRL I ARTODCAIL. Citrix_SmartcardLogonzsiEFAZ 7> L — b (FIFIL—IILTERL T
YTL—KM) ZR2RALTVWRRERHD X7,

FRLIEVWCADWITNADBENDOT > TL— 2R LTULWERWEEIX. EFOCAICK L TEREEHE
Dy b7y TFIEZERITLTLLEIL,

IARTDCAICH LT DY —ERZAR T ZFIEZRITIT2HEIIHD FHBA. COFIET

RS NTESRIEFRZE I, WINDDCATEHERTES7HTT,

FRHSTNI3BEDEE
FASH —N\—%EBHDOCAY —N\N—THEKT 3. I——REOEMIE. BEINTLE TN

TOCAY—N—ICHBEINET, /. BEINTWLWBCAH—N—DLWITNHDHKRBELIIBE.
FASH —/N\—I3RIOFERIEEARCAY —N—ICTID EDH D £,

TCP7 27t XBICMicrosof GRERZ B I B

FASIZDCOMZ ff L TMicrosoft CAICT7 7 X L &9, DCOMIFR— F135%ZEAL T, —E
ARy AL TWBR—bZRHLET, 774 ETIE Uy ZAVR—MIEFHICEIDEHT
bNET, CNUTED. T7A470+—I)lEFa) T4 ZRETIRICEMIONREE T 56N
NHDFY, ED. MicrosoftlFFRIR— b ZHBH T S HEEEZ IR L TWLWE I, Microsoft CAT
BIR— b BT 3ICIE. AF—bF > T771ILA%ZEBELTEIT > decomenfg.exe #FiERL
T. DCOMER/N\XIIZzHITEd, AYEa—%—>I1I1YEa—%—>DCOMIEBRZERML
T. CertSrv Request./ — R%&ZRRL £9, XIC. CertSrv Request DCOM7 U —> 3>~
ONT« ZiREL £ 75

O—#1 35«4 X &N izEfR(/en-us/federated-authentication-service/2411/media/fas-caconfig-select-

dcom-protocol.png)
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IVRRADV P ZEBELTEHNIY RRAY FZ2ERL. TCPR— FES (RIOKTIZ900) Z15
ELFT,

COBITIE. T7AT7 T 4—ILIdAR—M13587KR— F900%Z R T RMELH D £7,
ZEXEAT BICIE. MicrosoftiEFAERE = BiEeE# L T< 72T L,

FASH —/N— (F7zIIFEAKEEFERT 2T V) ZHERTIHNEITHD £ A, DCOMIL
RPCR— b135ZFERAL TR IT—> a VEEZR DO TY, 75172 bHDCOMZERT
ZRNELHZHE. H—/N\—LEDDCOM RPCH —E XIZHEHK L. HEDDCOMYF—/N—AD T
TRXEBRLEYT, JHUISLD. RK—1900 (ZDFITIX) HBEEHN. DCOMY—N—IFTZ1 7
Y MIEDOR— FAOEGEIETLET,

A—Y—SIRRSZERIEMT S

FASH—N\—RTI—H—AENERERTND . - —0OJ A VBB KIRICEREIN
F9, UTDOEISa>Tld. B—FI3EROFASTY —N—TCINERITTBHEICDOWVWTERA
LXEY,

Active Directory1—H—D U X FZEET 3

UFOBNCRT L SIS ADZI T L. A—F—DVRbZT 741l (TceZE csvT 7+
V) ICRET ST, AAEDERZRETEET,

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
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Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser (&, A—H—DURXbZIITVTBR-HODZFENLZIV LY hTY, LEEDA
IClE. UserPrincipalName%*#F5. 7HO Y hXT—2XH T TH2A—H—DAHA%EU X~
TREHDT 1 IILZ—BIEHEENTUVET,

SearchBase5 |#ld. ADD Y DER TA—HF—%RRIT 3D ZKDIAAHX T, ADRDITARTD
A—H—%EHRVWERIF. CTNEEBRTETET,

COVITVIRZROI-—F—ZRIEIEEDHD £,

CSVIZRDELSICHD FTo

B user_list.csv - Notepad

File Edt Format Wiew Help

"UserpPrinci aTNamE"H
"testuserl@bhvt. local”
"testuser2@bvt. Tocal”
"testuser3@hvt. local”
"testuserd@bvt. local”
"ucs3isBbvt. local”

"ucs3o@bvt. local”
"jime A N@kver Tass1"

FASH—/\—

RDPowerShellR 7 ) F h g MEliCEREINcI—F— U X b 2RITED. 21— —FERZED
X bZfER L &5

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv
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foreach ( $user in S$users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

FASH—N—DEMH 3155, FEDI—F—DHASZIIX 1M VY —N—C T A F—/N\—H—
N—T2EERRENE T,

COFHIDRT ) T RiE. Tdefaulty EWSEBIDIL—ILICRHELTWET, BEAZIL—ILE
(5] : Thello] ) ZFERALTWVW3ESIE. R TFAD $rule THEZTELTLLETI L,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default Z W summary
hello "

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

FASEGRAIAEZEM I 3

FASI—H—|IRERXE5X3Za<. FASHESGIAE*EHTIT X,

FASEBE VY —I)I&2EBT3
e $TLVFASHGRIFRZERAZER T30S, BEBEZIUvILET,

&4 Citrix FAS Administration Conscle - connected to localhost — O

X

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

0 Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Q Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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CATERZFENTERIIMVENHD £J, FHFMICOVWTIE. TJxFL—2 3 ERE—EX
HEGRT D] BBRBRLTLIETL,

« FILWEGREERAE D ER TN B & FASIREND X LI —ILICEEEMITON TV AWV 2R
L&Y, LWESSEREZ L —ILICEENIT3ICI3. BRZEEHZI7UvILET,

% Citrix FAS Administration Console - connected to localhost - O

Initial Setup | Rules | Advanced Connect to another server  Refresh

>

Complete these setup steps:
0 Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service Reauthorize

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deautharize this service.

0 Createarule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

PowerShell2EHR T 3
MO — 2T LET,

1. ZGUEFARZEZ1ERL L £ 9 New-FasAuthorizationCertificate

2. Get-FasAuthorizationCertificate IC&>TIREND. L WESEIFAZEDGUIDZE X EL
£,

3. FrLWEGREFPAE 235 L £ 9 Set-FasCertificateDefinition -
AuthorizationCertificate <GUID>

4. HUWESZEFFAZ X HIPR L £ 9 Remove-FasAuthorizationCertificate o 1—H—7 U7«
BT+ I nAa L& SIS, DeleteUserCerts $false option ZERALTLEE L,
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FASOD SREEARER ¥ FASSERRZE D HIFR

FASBEI>Y —ILOfER

MEREEMERR) V> o %) v L.

& Citrix FAS Administration Console - connected to localhost

Initial Setup |Rules | Advanced

SREFEIERZZEIRR L F 9, IARTOI—H—SFAZE L IA
TOIL—IL%ZHIRTETES GEBEE I U T TR-HDICHATIEHD FEAD) -

Complete these setup steps:

o

Deploy certificate templates

The required templates are dg

2 i~

&4 Deauthorize Service
o Set up a certificate

This operation deletes all authorization certificates from FAS.
The authorization templates a Are you sure?
Click "Publish” to publish the {
) ) ] Yes, delete all authorization certificates
o Authorize this servic

Also delete all user certificates
An authorization certificate is

Also delete all configured rules
I Deauthorize this service. I

0 Create arule

Yes, I'm sure | want to deathorize
You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

o JL—ILEHIBRLAEWES. %8 TFASE

O

X
Connect to another server  Refresh
Deploy

el B L. BEENIRREINE T,

© 1997-2026 Citrix Systems, Inc. All rights reserved.

53



JITL— 3 EREEY—EX

X

&4 Citrix FAS Administration Console - connected to localhost = O

Initial Setup | Rules | Advanced Connect to another server  Refresh
Complete these setup steps:
o Deploy certificate templates Deploy

The required templates are deployed in Active Directaory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service Reauthorize

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.

Q Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

COEEIF. FREGEEASH L —ILICEAEMIToNTULRVWI 2R L TVWE Y, #LUVLESEE
SERREZIIL—ILICEEEMITBICIE. THlZzEH 27V v I LET,

PowerShellD{EMAE
SREFEFBAE ¥ 1 — Y —SERAZEZ#HIR T B 1CId. XDPowerShell XY REFERL 9,

$AuthCert = Get-FasAuthorizationCertificate -Address localhost

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

Get-FasAuthorizationCertificate (&. FRLEERAE C REHDEREEEIFAEZEERD ) X
#RLF9, T, Remove-FasAuthorizationCertificate ##ifT9 BBIIC
$AuthCert DEZHERTD-HDHD T,

SRELEERAZE*HIPR L. I —Y—SERAZE % R$59 BICIdE. DeleteUserCerts /N T X—HA—% false
ICEREL £,

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

-DeleteUserCerts $false
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OOl —t4—3RRZE(IX. VDAY A V1 >ELUVtE Y a Y RIBED-OICFASTS| SH = fE
BATEXYd, TNl FASFRIIZEH I AMRICIRIIB £ J, FHMICDOWLWTIE. TFASEREEEERAZ D
Fi) #BBLTIETL,

o A—H—3FRRZEIIXDLSICHIBRTET X9,
Remove-FasUserCertificate -Address localhost

ZDOARXY RIF. FASH—N—DS5ITARTOI——SREXHIRLET, 20T > RiZlx. Hl
MRENBEBEDLEY CE T IILEZ—F3FTa>rhHbEd,

FASHARERR b L =D 5 EREIFI— —GEAZZHIFR I 5 8. BET BT —XT7HH!
BRENET,

FI754 KR
FASHGREEBAZE IZ. PowerShellZERALTA 7504V TERTE XY, Nl SFRAKELAT VS
A4 VHRAEERERZN L CARMAEZRT I CZEZHRVVEBICELTUVWET,

1. BEOYY —I)L%ZER L TFASOYEIERZIT S BIE. RYID2DDFIEDOH%Z5ET LT
TV EEAET Y7L — b EERS S UVERREZE Y T v
&4 Citrix FAS Administration Console - connected to localhost — O

Initial Setup |Rules | Advanced Connect to another server  Refresh

X

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on: djw-dc.djw.local\djw-djw-dc-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certificate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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2. FASH—/\—TX®dPowerShellAY>RLv rZO—RLZX,
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1’®

3. FASH—/\—TX®dPowerShell A RLw % ANLT, F—RT7ZERML. (IFAZELE
KEVERR L £ 95

$AuthCertRequest = New-FasAuthorizationCertificateRequest -Address
localhost $AuthCertRequest

CHICED. ROBRMNMFSNET T,

New-FasAuthorizationCertificateRequest localhost

: aPda658f-aTel-U9bT7-aBc3-6381c26a83ab
Address : [0ffline CSR]
TrustArea 3

CertificateRequest :

————— END CERTIFICATE REQUEST
Status : WaitingForApproval

EHREINZ3F—RT7OTONTalE. FASESEF—BRICE>TRESNE T, FEMICD
WTlE. TMEX—DFRE] 2#8BLTLIETL,

4. SEREERET A XVICIE—LE T,
"$AuthCertRequest.CertificateRequest > c:\temp\authcert.csr

5. SEFAEEKRT 7L (CDOBITIXauthcert.csr) % SERAMRRBIICIRT L. ERZHER L T, sEEAE
REZBRLE T,
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UTD5DDFIEIE. Microsoft Enterprisezl BRIz (ER T 25 SICEEDHDTY, £t
DCAICDWVWTIE, CARNY A —|ZHERBVWEDECTZT L,

o FFEARERAY —N—T. SERBET > 7L — bMMCRF v 70 U ZEML 7,
Citrix_RegistrationAuthority ManualAuthorizationT> L —rZH5I Vv o L. TV
TL—bOEBEZBIRLFT, 2RI TZERLE T, LAICHEWHABAZEELEX T, C
DB TIE. %AEIIEOfMine_RAT. BXHEAEIF2ETTI,

Subject Name | Server | lzsuance Requirements
Superseded Templates | Exdensions | Securty
Compatibility | General | Request Handling | Cryptography | Key Attestation

Template display name:
|Ofﬂine_FU"|.

Template name:
Cffline_RA

Validity period: Renewal perod:
| 2flyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ | Do not automatically reenroll f a duplicate cerificate exists in Active
Directony

o FERBHEREY —/N—T. FEFAMEEAMMCR 7w 1> ZEBML £, SEAET VL —F%h
20w O LEY,. FIREERL. BITIBLASESTIL—bzo ) v o LEY, ERL
feF>o 7L —hEBEIRLE T,

e FASH—/\—DPowerShell A¥> ROV T MU TE A LT, GIBAEELER%EIA
HEREICIRH L £95
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certreq -submit -attrib "certificatetemplate:<certificate template
from step 5a>" <certificate request file from step 4>

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:
\temp\authcert.csr

RRD IV R ZRITI DL BRIFRDESICHED ET,

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3CE6E1D3-UE2D-UBSB-9UFA-C25U192DR9C6}
ldap:

CDEFR T, SEEAMBE) X U« >V RIODRREINBZHZEDHD £9, ZDHIDERE#ERE
IZ. DCOM (k) HTTP (F) OmADEEINEMICHE>TWET, FIARERISEIX
DCOM%ZEIRL. OKZ=Z v I L%,

Certification Authority List ? x

Select Certification Authority

CA Computer

diw-djw-dc-CA (Kerberos) djw-dc.djw.local
Edjw -diw-dc-CA (Username) https:/fdiw-dc. diw local fdjiw-diw

Ok l Cancel

SEBRRSEEDMEE S ND & OY Y RAET L. RequestDARREINET,

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-LE2D-LUB8B-9UFA-C25U192D09C6}

ldap:

RequestId: 358

RequestId: "358"

Certificate request is pending: Taken Under Submission (8)
PS C:\>

o SERAREES T —/N— DEERREEMMC R v 71 > T, REBPOERZI ) v I LET, EXK
IDZRDIFTE T, RIS, BRZHI ) v I L. BITEERLET,
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o HITEMIARE/ —FZBRLE T, RITENLEAEZROITET (ERDN—HT S
BENBHBDET) o 4TNI )y I LTHBREZHEIET, Bl T2BRLET, 77
ANADE—=% D)y I LET, SEAEDIVAR— b PF—RHEHLE T, KAE
2w LET, T77MIIERICOVWTUTOF TS 3> Z&ERLEFT,

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

() DER. encoded binary ¥.509 {.CER)
() Bage-64 encoded X, 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates {,P7E)

[+] Indude &ll certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 (PFX)
[]indude &ll certificates in the certification path if possible

[ ] pelete the private key if the export is successful
[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

I BES X v —UBXIZEE — PKCS #7 iEBAZE (P7B)»*TdH D. RAIRETHNIL. EEFAD/N
RAICHBIRTODARABEZTHAINNEIRINTVBIRELHD £,

6. TURR— FENIEEBBE T 7 A JLZFASH —N—ICOE—L 7,

7. FASHY —/N\—TXX®DPowerShell Y > KL w b ZE AL T, BERERBEIABAZ #FASHY —/\—IC
A4 R—FLET,

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile <Certificate file from step
6>

1
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Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile C:\temp\response.p7b

COOARVRERTIR L. ROBERHIESNE T,

FASHAGRIERAZ D 1 > 7R— M i5& (/en-us/federated-authentication-service/2411/media/import-

fas-auth-cert-response.png)

8. FASEIEO VY —/LZHRL £ 9, FASHEGEATHD DR RINTULBIEIT T,

1 —E XD #&ER(/en-us/federated-authentication-service/2411/media/fas-admin-console-

authorize-service.png)

TCOY—EXRZEER OXTv Il BEBOF v IX—IHMFTVWTUVET,

9. L—ILZfER L TRBZRITLE I, FMICOVWTIE. TL—ILz#ld 31 22RLTK
T

B HR

o T4V b—ILEKERI DEEEIZ. FASODA VA M—)LEERICEETIEER) T 7L VRT
ER

s —NBTITL—a VA —EXRDOERMIE. TER7—F77Fv1 ORFICTLDHS
NTVWERY,

s TOMDONDY—EEIF. TRELRERI OLETHENTINTULET,

MERORE

X ®IC

FASEEREZ (. FASTH —/N\—LEDHAHAAHT —ER—UREFEINE T, FASIEBHEZICREETITS

NIMERIZ. FASH—N—DRy hT—IH—EXT7HI Y FOTICRESNE T, 774K
Tl&. BIFTIXAR— bFRAD2048E v FRSAT. Microsoft Software Key Storage Provider G

BELVFREINT T,

FAS PowerShell 1< > RPowerShell Y > R L w b EERT 2 . WEBRBOTONT1 C1REFS
FAaZECEET,
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FASD&RY L SFBAZ IZFASH —N—ICO—DILICRESINE T, T—XIFFASTH—/N—FT
HBEINFH A

Citrix Virtual Apps and Desktops 2411 &K DHIDFAS!) ) —X Tld. MEBEO 7O/ T+

& %programfiles%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config. [C& %
XMLT7 7 1 ILZREL TR EINTULWE LT, ChidPowerShell IV Y RICESHI 5N, £
RN BHD. FASH—N—ZBEHETICERTEEI, TSI XMLT7 7T7ILORE CISE
0D, PowerShellz R L TITHNciEnkid. FAST—N—H7vFJL— TN THHRIFINE
¥, Lo To UTDOREICHTBXMLT 71 L Z2FER L BRI R—hShiadgb il
2o

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp
e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength

[Citrix Virtual Apps and Desktops™ 2411& DRIDFASN—2 3 o h 6D 7y T L— K1 0D
a3 EBRLTIEEL,

FASIERAZE ¥ 7> 7L — MCEAT 318K

FASHRIF I BEBRZ(CII2EEH D FJ, BELDODDA VY RARX VA THBERAEZY, 1—H—
SEFHE T9,

FASEGRAIFAZE X, BRBEXIIEBERI -z b RAAZCMHIEINZ L HO F
ED

FASIZ. ROt I a>THATEILDIC, dAEZERIBBICGIRAET > TL—bZzERALZE
Yo FASIFEFRAZEERTT VL —hAZIEELF I 72T — FOABIFFHEAED FH A
L7ehtoT. 7oL —bDREZEEL TH. FASHTOAERRAZEEKICIIREE L FEA. TV
L—rOHFEDTONTAZEETH L. CAICK > TERINZABEICHELET, 1o X
X 77— b z2ER L TEWREZEETEE T,
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FASGRAEASE

CDIEFAE L. FASZHEH T2 EZICERINE T, FASEIEOVY —LOEB I IIBEARBRAX
VERFERALT. TLWESRIBAEZERTE X9,

PowerShell ¥ Y RZFERATZ I CDHAEET. EDFHFMEHLHD £,

* New-FasAuthorizationCertificate : CO N Y RIFFASEBIEIO VY —I)LERRICEIEL £
IH. BRERTOCXTERTZHMBET VL — b 2EETETIANELDET,

* New-FasAuthorizationCertificateRequest : CD VYV Rk, EEREAED T 757 E
REVERLE T, 7771 &G

AGRIIBAE . FASHE SRR L THEEL. 2 —— I o TAIEE X EKR T 3 7-%. RASE
BAZrFINd b HD £9, COIRAEICIK. LEF—EREIASERTI -V MH
D, FASI—H—IIBEZ BRI ZFDEBERBRE LTHERTEET,

774 ETIE BERTOEREIROT>TL—hZ2ERBLET,

* Citrix_RegistrationAuthority_ManualAuthorization : CDT > /L —rZERLTHE
S NIEERZEIE—BNTES THD., ARRBTOCRE T—FIFZ v 7T3-DICEFERIN
E

e Citrix_RegistrationAuthority : COT > L — b&EER L TERINI-EEBEE IXBER
R, FASH—N—IC& > TREINE T,

FASZHEGT B L. ROFIEHEITENET,

1. FASIZF—RT7ZER L. F—RTORHAF—T>FL—+
Citrix_RegistrationAuthority_ManualAuthorization %Z387E L T. SFFAEBERENR
(CSR) ZCAIZXEL £ 9%

2. TVTL— FORTEHKTIE. CSRIZCABEBEICL>TFEHTEEAINBIRENH B LIEE
INTWVET,

3. CAEEENCSRZHAGE T 5 . CAIFFASHENIG T ZAEEAZE =L £ 9. CDIEREIIER

NI CELS. RORTY T TOAERINE T, ERAITNS L. FASIZEDIEREL
F—RT7EZWELFT,

4. FASIZRIDF—RTZEHR L. COF—RTOLRERET>TL—F
Citrix_RegistrationAuthority Z3§E L T. 2EBHDCSRZCAICEELFJ, CDEXK
. BIDRT Y TOIEEEICL > THEEIN. BHINET,

5. CAIZBE#MICGIRAZ # 1T L. FASIZFEFAZ%Z#HUE L. FASIZICNTHEEBBEAEAD F T, T
T+ )L TIE. COEGRIFBEEDEMEARIS2ERTY,
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BIRDF—RT7ZER T B TeHICERINIEREIE. CDPowerShell AY Y REFEHLTRRT
D

Get-FasKeyConfig -Address localhost -CertificateType ra

FAS1—Y —iIFAE
FASIZ. 21— —%VDAICH A VA EE3HICA——EBEEXERL £,

FASOHA—H—GEEAEZ1F T B & RDRXT Y THRITEINE T,

« FASIZF—RT7EER L. F—XRT7ORMA#E. 1—H—DID. BLVTI7HILETTVTL—
b citrix_SmartcardLogon (ERETIN3T>FL— bISHEMAIEE) Z18E L T. CSR%ZCA
ICEELET,

« CSRIFFASEGRIFAZE ZEA L TERTINF T,

e Citrix_SmartcardLogon 7> L — MCIEFEITEMH Application Policy: Certificate
Request Agent D' D £9, ZDEMIFFASKEERIFAEICFET 578, CAIZO—1—35EHE
ExEEFNICEITLED

o FASIZEFEAZZ#HEL. FASH—N—LEDHEAAAT —EIR—RIREFEL X T,
e T A FTIE. FABBEOBERERIZLEAR T,

Z0%. - —BRERI - —Z T A VAV SEBOICVDATHIARIREICRD £7,

BIRDF —RT7ZER T B T=OICERINEREIX. RDPowerShell XY REFERALTRRT
TFE9

Get-FasKeyConfig -Address localhost -CertificateType user

WERBOREFLT T3>

FASIZ. F—RT7ZUTOIBEDI ML= ATAVICERBELIVRETDLSICHEHRTER
ER

« V7 b7 BE. Microsoft Software Key Storage Providerz R L £9, TNV 7k
DITDHTHREINTED. T—RIET1 XAVICFRESNE T,

« Trusted Platform Module (TPM): TPM{Z. > Ea2—2—LDYIBN—RD T 7 TH3H\
NAN=NAF—ICE>TRESNBZREBTPMTH 355D HD £,

« Hardware Security Module (HSM): Cid. BESREZEZEICHRET D LD ICHFTINT/N—
Ry 7RADERELIEIRY FT—OFNARXTY,
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EZRINZICL—RATEHDFET, N—RITT7RL—I3EDERLTHIAREED B
DEIH. FICZHOI—H—IHEEXF—RT7TEERE S PRETZEBE. NT+—<I VX
MMETITBENELLHD ET,

FASEGSFEERE ICBIE 1T SNICWBRIIFICHEENR . TOFREOR) > —ICLD. WE
REFMEIZEITHTH. EROI Y- DIARBEKREHERDTIZ1HTI, BRELT D
RBzHHITZESHEHETH, FROI—HY - LTRERICERTETEY,

Microsoft CAlZ. FERAZZRTTE 31— —Dt v b ES8H. FASEERIIFAE DIER %
[RIBLSICHEETITET, FHICOVWTIE. TEESNAEERI - b #8BLT
<fl2gwn

C D, FASTIL, EAGREIAAE & A —H —FIRAZE OMER TO/NT 1 ZERICHBHR TE 95

— BB E WS DR L E T,

AAEREIRAE & — Jd—H—EEEREF — aOXV bk
VAR Nk 4 VIbhkox7T T4+ bER
TPM VIbhkox7T AGREERRZE(I/N— R = 7 1RF
EIhTwxd
HSM HSM IARTOIEREII/N—FRT T
TREINTWLWET

N—=RIT7TPMIEA—H —F—(CIFHERINFHT A REBABEEXF—ICOATPMEFERL
TLET VW, FASH—N—%ZREILREBETEITI B3 FENHIBEIE. N1T/N—N1HF—AX
A —=ICTPMREIED S R— TN TUVWABAHEESRLTLIEE

*—HEPowerShell AY > R
WMEX—DBRICEET 22TV RIFRDEED TT:
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* Get-FasKeyConfig
* Set-FasKeyConfig
* Reset-FasKeyConfig

* Test-FasKeyConfig
SEMIC DLW TIE. PowerShell A RLw b EBBLTLIETL,

REEB LU —H—SERREDF —BRIIIHIIL TED. certificateType FIHIC L > TIEESN
£9, e xIE. FRELAEREE (RAGEREE) ZER TR L FIFERAINIMEF—EBRZEIE T 3IC
3. ROFIEZERITLET.

Get-FasKeyConfig -Address localhost -CertificateType ra

A—Y—AREZ BRI B L ESIHERATNIMEBET —BRZIIE I 3ICI13. ROFIRZRITLE
EE

Get-FasKeyConfig -Address localhost -CertificateType user

Set-FasKeyConfig £ Get-FasKeyConfig Zf#EH L T. XOMEF—TONT 1 ZHRES S UVR
ETEET,

FaNnNT« FI7#I bk aOXY

& 2048 Ey MEAOF—
o Microsoft 7> 7
L— bk GUI TlE. BE
Bt % 7 TR/
F—HAIHEES
NTWBZEITEE
LTLEEEV, FAS
THEHRINTF—F
NFro7FL— kT
ESNfcmzhF—4
1A EDBEEWNEG
&. CSR X CAIC
LOTEBINF
ER
RSAF—DIFE.

R &31024E v
k. 2048E v k.

734096 v b
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Zanr+

T XR— ~ElgE

VAYERRIS

b

F—EEETONT
A — (KSP)

FI74ILE

T#x—=ILX

TA—=ILRA

R

dX2 b

ICTBHIeHTEZ
ED

ECCH—DIFAa.

REd256E w b
4Ly by FTld
521w hMZF3BC
EMTEET

WwREEZzoONn
AA—H5ITIX
R—hTEBZHES
HYo

FASIC& > TER TS
N23MWEBEOHBF
ISEMYT 3L

T4 v IRA%EREL
F9. ERINDH
MFIE. FLTarw
2 2 £ GUIDTHERL
INFET, FIRIE.
MyPrefix70277985
-6908-4C6F-BE59-
B08691456804 o

trueDZE. ECC
F—RTHERE
n. TNUNDBE
IFRSAF —RT7H4E
RENEd,

trueDiZE. FASIE
=®FH DWindows
CNG APIZfER L.
Provider 7O /N7«
TKSPZIEE T B4
ENHD T,
falseDiZE. FASIE

L 73> —CAPI API
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JaNT+ FI#IE

JONA A — Microsoft ¥ 7
Jx7 F¥F— XML —
ANty —

CSP&RA 24

dX2 b

Z{EA L. Provider
ZO/NT+ THESt
H—EXT7ONA
4 — (CSP) %387
TRIVENDHD F
9o Citrix|lIKSPD
ERZHRELET,

F—RT7HMERS &
UOFREShZ7ON
12 —DHFITY,
COFONTA EE
BELT. TPME I
HSMZIEETEF

9o HSMDKSP (F
7213CSP) IFHSMA
A —IC K> TR
INFEJ, ®HIFYV
TJhITT7DAVR
M—ILAEE7OaN
1R —DZRIICEAT
DiEETERMLE

ED

KSPZONT« B
falselCEXE TN TLY
BGEICOHBEEL
£7,

Microsoft
KeyContainerPerm
issionAccessEntr
y.ProviderType
Property
PROV_RSA_AES 24
zERLEJ, CSP
ZRFOHSM%E EFA
LTHEDH. HSMA
A —hREHEE L
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Zanr+

vk g1 dX2 b

BULED. EiZ24
THH IUNELHD X
ER

I 5|C. Set-FasKeyConfig (. BE L. UTOXA Yy FEEBITHERTEET,

739

-UseDefaultSoftwareProvider

-UseDefaultTpmProvider

SH':

B

Provider Z0/\7« % Microsoft Software
Key Storage Provider |[C. KSP 71 —JLR %
true ICEREL X T,

Provider ZO/\7  %Z Microsoft Platform
Crypto Provider (. KSP 7« —)L R % true
ICRELE T,

Microsoft Software Key Storage Provider (3. B&. 71 X7 LICF—Z1ERB S REFET D1

DICERINZ ONAH—TY,

Microsoft Platform Crypto Provider (Z. B&. TPM ICF—ZERE L MFRET 2 -DICFERS

ns37ONA44—T79,

Get-FasKeyConfig (. EO7ONAR—7ILT) A LDERBTNTVEIHZHEERT 2DICHR

D714 —ILRBHIBELET,

Za4—ILE

IsDefaultSoftwareProvider

IsDefaultTpmProvider

B

true DFE. FTONAE—H
Microsoft Software Key
Storage Provider |[ZERE &
. KSP 7 —JL KA true
ICRESINTWVWB ZcZRL
x£7,

Mruel DFBE. FONA
A —7h TMicrosoft Platform
Crypto Provider] (ZERE S
n. TKSP1 74 —JLRA

Mruel ICRETNTWVWSC
tERLET,
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J14—ILE =R
7ILdU XL TRSAJ &, RSAF—HMERL
N33z RLEY

( TElipticCurve; Z0O0/N
T 1% Malsel TY) o
'ECC] &, ECCHF—HME
HEhdZcznLlExd

( TElipticCurve; ZO/N
F41% Ttruel TY) o

Reset-FaskeyConfig ZfHALT. MEZT 74N MIRI LN TETFET,

Reset-FasKeyConfig -Address localhost -CertificateType ra

Reset-FasKeyConfig -Address localhost -CertificateType user

W+ —H8R ( set-FasKeyConfig F7-l& Reset-FaskeyConfig *fEMH) "DZEE|L. #
LLERSNIEERREICT CICERINE T, L. BRZ3EMz I OBEFEOABEE
BLUVI—H—EREICIIREL FE A,

BIfZDiFRZEIZ. BIEOYY —ILHBFASTY —E X & IEEERIC T B H. FASDIEFAES ¥ FASEFEHE
DH|FEDPowerShell A > R=ERAL THIBRTE £ 9,
HEOA—H—F—BRICEN L EVWF—F—)LNOERIERINIcF—ITIARTHEEINE T,

W71 A DA

BHTIE. BIEORAEIBHEEOZEZRITRVD. FASY—EXZER Y BH1IC. fefft
TN TWBPowerShelZFEHAL THF—EBRZHREL T TV,

ROl F—BHDASIRAE X I3 — —SEEELBLICH 3551, FASIEFAZDIRE C FASD
AL FASTERBE DHIBR TENS ZHIFRTEF £ 9,

FASH—N—NZ17 7RRICHZHEIE. BREEZTORICXYTFYRE-—RICTEILE
B LTKRTVWX YT FYRE—R,
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A1 - IRTDF—#%Microsoft Software Key Storage ProviderlZfR7E9 %
CNET 7 AN ETHB7DH. BIMDERIIBREDHD FH A

e+ —#BRzZE LIHEIE. UTDIaY Y REEHL T Microsoft Software Key Storage
Provider DERICRT N TETFT,

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultSoftwareProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

Reset-FasKeyConfig % {#H L T Microsoft Software Key Storage Provider [CRL. T 5IC
MOIRTOF—BEREZT 74N MMIETTEET,

Bl 2 - BELSEAE X —% TPM ICRTET B

CDOPITIE. FAS SREIEEFAE X —% TPM (B £ 71388 ICREL. 2—H—FRAEFX—IX
Microsoft Software Key Storage Provider |[CfRZ T 2 HEERLE T,

FAS |3 TPM THRESNF—%2F 21— —BAEZEMTET X IH. KRELERTIZ TPM
N=RITT7HETERLD, YA XHFIRESNID TBRIEEMEDH D £,

XD PowerShell A< Y REFERL X7,

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultTpmProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

il 3- I RTDF*F—% HSM ICRTET B

COFITIE. HSM ZfER L CERELEERRE € 1 — Y —iEFAZ DA A DMEF —Z2REFET 2 HEZ T
LET. CORBITIE. BEEHAD HSM ZRIIRE LTWE T, HSM IZIZTAONAEZ—BHHD F
9o o ZIE. HSM Vendor Key Storage Provider 75 & T,

XD PowerShell AX Y REZFEHRALEYT BIOTFXA % HSM O7ONA X —DEREBEOLRE TE
IR TLET L),
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Set-FasKeyConfig -Address localhost -CertificateType ra -Provider "HSM
Vendor Key Storage Provider"

Set-FasKeyConfig -Address localhost -CertificateType user -Provider '"HSM
Vendor Key Storage Provider"

Bl 4 - ¥R —%EATS
T 7 A ETIE FASIFRSAF—%Z4ARLET, CORITIE. FREEEERAE r 2 —H—SEBBE DM
FICFEMBRAE (ECC) F—hMBR TN TLWE 75

CORITIE. BBB3F—RZEALTVET, RAEAZEIE384 EY F—THERTN. 11—
H—FEEAEIF 256 B b X —THBEREINTULE T,

Set-FasKeyConfig -Address localhost -CertificateType ra -EllipticCurve
$true -Length 384

Set-FasKeyConfig -Address localhost -CertificateType user -EllipticCurve
$true -Length 256

COBFRTIE. FASEIFBET VL —bOBR/NF—H A XD T T #IL T 1024 Ew MIERES
NTWB7®H. RIS LV I—F—FHEERN CAICK > THEETINZIEELDH D £,

L7ch>T. CORFITIE. ToFL—bDORNF—TFAXZRDESICEETIHNERDHD FT,
« Citrix_RegistrationAuthority_ManualAuthorization and
Citrix_RegistrationAuthority : R/NF—H 1 X %384 (X7IFENUT) ICEELZXT
« Citrix_SmartcardLogon : R/NF—H 1 X %256 (X7IFENUT) ICEELZXT
TYTL—bheRETBICIE. mmc.exe ZRITL. AAET>TFIL—FXF v T1 2 %ZEML

x99, 77 L—rERDOIFIT. #F07ONT1ZRHAEE T, I F—HA1XDEREIZ. TV
L—bto7aNnNT1 OBEBILZTICHD £9,

ECCF—%#EFD2—4—SEBAE(Z. Citrix Virtual Apps and Desktops 2411Lp&%# 1T L TL
ZWindows VDATDAHR—FENF T, ECCHF—IdLinux VDATIFHR— I TULEHE
Ao
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MEFX—BRDOT R b

Set-FaskKeyConfig OV Y RIE—EPDKIEZITVWEITH. BN LRF—BRZRET 5 C & IIAA
ELTHABET T, & RIE. HSMO ZTONA R —BICERD B H B35, FEELcF—KRH/N\—
RO T 7 THR—FINTUOVRWEEDRHD £,

OV R Test-FasKeyConfig MRIIBE XY, CNid. BEDF—BHRZFERALTE—RT7DIE
Bz A BRMEIFKRREREL X9, KEHRELLBESIE. KROEBEANRINE T, &I
L7BmE. F—XRT7IEICICREINT T,

RdDPowerShell AT Y Rix. &Nt 12— —x—#EBlE=TXMLE T,

Test-FaskKeyConfig -Address localhost -CertificateType ra

Test-FaskKeyConfig -Address localhost -CertificateType user
FASH—N—%ZHER L. IL—ILZER LTS5 ROLSICA—H—FERAEDT X FCSRZE E5IC
ERTE X,

Test-FasCertificateSigningRequest -Address localhost -UserPrincipalName

user@example.com -Rule default

<mailto:user@example.com/> % Active DirectoryEBRH 5 DERFDUPNICE FHE X £9, FAS/L—
@R default e WO EFITT, 72l RELICHDIL—ILZT X LICWEEIE. ED%E]
ZIELTLZTW

CSRA' RN L 7=35E. FASIIERDIRBAEEHKELEJ,

FASRERAE DRE

PowerShellzZ R L T, SEFAZO7ONTa Z2REL. BETIMEBEF—DNEICHEREINTL
AhEHTEET,

AR DIRE
FASEIEOYVY — )L TERERAE ) > 720 ) v o925, ARRAEZHRTETE T,
AESEEAAZ (/len-us/federated-authentication-service/2411/media/auth-cert-config.png)

7212 L. KDL IEREESICIZPowerShellzfER L £,

Get-FasAuthorizationCertificate -Address localhost -FullCertInfo
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JITL—Y3VEEEY—EX

WS DD DT ¢ —ILEDRENFITH. EDHICIZPrivateKeyProviderb ZFENTH D, SEFRE
MMERBE FOFRESNILTONA A —DRENZENTVE T,

PRIVATEKEYPROVIDER *—DREFGF
Microsoft YV 7 b7 ¥— X bL—2 ZON F—IET 1 XVIZREFESI L. MicrosoftdY 7
A5 — o7 7ONA R —ICE>TRESNTUVE
ED

Microsoft 75w b7 +#—L 217k FONA F—IITPM (B F7-13MRAE) ICREFEINE

i ¥
HSMARUA —F— X L= FONAE — F—IFHSMIZRESINET (COHITIF. N
(B D ) VR —07O/N1 A4 —IEHSM Vendor Key

Storage Provider WS %BITY) o

1—Y—RAEORE
FASH—N—ICF v v 2 adNTVBINTOI—HF—FEBREDV I P ZRDLSICEUGTE X
ER

Get-FasUserCertificate -Address localhost -KeyInfo $true

Keyinfo INZ X—R2—%fEA % &. HAICAASICEEMIT S NBERF—ICBET 25FMIEHRD
SENZE T, T, PrivateKeyProvider 7 1 — )L Ri&. SERBEICEERITSNIcF—RTHE
ICFRESNTVENLZRLET (COBDERICOVWTIE. giotEsda>zs8RBLTLKET

L) o

-UserPrincipalName DESBRIFTIERA T aVNFIA—F—%FEBLT. REINZHAE
DY rETAINEZ—TEET,

AR REHDERAEZE T4 —JLRIZ. PEMIY d—REN/-1—H—3BHETY, 7¥ X%
.crt Z7AI)LICOE—LT. WindowsiEFAZEGUIZER L TRO LS ICEEREEZRTLE T,

avv R B
$CertInfos = Get-FasUserCertificate D) RAMIIFERO - —FIEENS X
-Address localhost NTWRBEHLRHD £,
$CertInfo = $CertInfos[0] CDRITIE. RO —H—FEERZE % FEIRL

9,
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== A
$CertInfo.Certificate > c: PEMT—4®% .crt Z7A4ILICNATLZE
\temp\user.crt ER
c:\temp\user.crt Windows GUI T .crt 771 ILZHET X

ER

Citrix Virtual Apps and Desktops 2411& D BIDFAS/N\—2 3 U H\ 5D T v
TJL—R

Citrix Virtual Apps and Desktops 2411 & DHIDFAS!) 1) —X Tld. MEBEX—DFO/NT 1F. XML
7710 ZRELTHEEINTUVWE L .

%programfiles%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config

hiE. CORFaAXYMTHBEINTWLWSPowerShell AY Y RICEZFTZIONE L. TS
DAY RIF. EOFEELHD. FASH—N—%Z2FHESHETICERATETET,

I5ICC XML7 71 IILDOFTRECITER D, PowerShellZ{#EA L TIThbn=t&mid. FASH—/\—
R7y I L —RINTHREEBINE T,

MR F — DIBRICEIET 3XMLT 7 1 JLDFREIE. SHIGT BPowerShell/NZ X —%— ( Get-
FaskeyConfig & U set-FaskeyConfig THEHEINTWVWRHD) L rHIT. MDELSICUR -
TNTVET,

XML 71ILD XMLZ7 71 ILA POWERSHELL XV b
RE DT 7 #ILMME DOREY
Citrix.Trust 2048 -RE -

Fabric.Client
SDK.TrustArea
JoinParameter

s.KeyLength

Citrix.Trust GenerateNonE -Exportable .
* NoProtecti
Fabric.Client xportableKey -UseDefault
on
SDK.TrustArea TmerOVider
=N

JoinParameter
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XMLT 7LD XMLZ 7TILA
BE DT 7 #I) ME

s.KeyProtect

ion

Citrix.Trust 74 —ILR
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderLeg

acyCsp

POWERSHELL aX> bk
DFREY

-Exporta
ble %
$true |C
KEITSC
ETHRRSE
nF¥xvy
-Generat
eNonExpor
tableKey
=
-Exporta
ble %
$false
ICERTET B
CCTEHR
INEY

-Generat
eTPMProte
ctedKey
=N

-UseDefa
ultTpmPro
vider X
1 v Fzis
EgBL
TREIN
x9

-Ksp -
ProviderLegac
yCsp false
&, -Ksp %=

$true |CERTE
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XML7 71D XMLZ7 71 ILA POWERSHELL dX>V bk
E DT 7 #I) ME DORZEY
95 TER
INEY
-ProviderLe

gacyCsp true
IF. -Ksp %
$false (5%
ETH_LT
REINF
ER

Citrix.Trust - -ONAH— -
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderNam

€

Citrix.Trust - -CspType -
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderTyp

€

XMLIBRED T 7 # )L b & PowerShelld 7 7 # )L MMIHEBREMIICEEFETY, DD, 77 #IET
&, TD/IN—2 3 > F K UCitrix Virtual Apps and Desktops 2411 FID/N— 3 > TFASIC &K 2T
EREINcF—R7O7AONTAIZELC T,

L2 To XMLBRL 7 7ML TLEEDODWITNDEREDHZE L TLWARVEEIE. FASE 7Y S5
L—RIBBICEEH T a>m=FETIINEITIHD FHA.

fcfzl. ERBOVWITNHDREZZEE LITHZEIE. ROKXSICFASZ 7y T L—RLTLIEE
LYo

s FASZEAVTFURE—FICLET, XVTFUYRE—R,

e FASA YA b—F—%FETITBITT. FASZEFDBTT7Yv S L—RLEY, 7v oL —
RAZTTDE UAIOHRTEIFITRTXML 7717 ILICEELRLSAED. XML 7 717 )L THERRK
TBRLIFTETEEA.
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o F—1&RY PowerShell OY > K THEATNTWLS LS. PowerShell I¥ > K set-
FaskeyConfig AL T. FAS 7S AR— X —EBREFLEEDICHKEL X T, SRS &
VA—H—FFREICHNBERREZRFT L TLIEE L,

o TTAR—bF—EBHOTAL THBETNTWVWEELSIC, BZTAMLEY
e FASH—N—%XVTFURE—RHOSRERLET

RET Y TTL—RTBEICIE. FAS TTAR— b F—EBRREIFFRFESN. TR EZITS
REIIDHD FE Ao

S E— MLE

FAS 21— —ZERRE ICEEEM T SNIEMEF —IF. VDAICEREINDZ ZLIEHD FEA. 0D
I« VDAD DI —H—D FAS SEFBE % VDAANDY A V1 U Eldty > a VA TOFERD=HIC
WEBr I35 BELEKIZFFAS H—N—ICUE—MLUEBINET, ChIcLkD. BEX—H
FASF— AL — (VT b7 ARL—20 TPM. HSM OWENTH>TH) ' S5EENS C
Wi, txal o hmELE T,

Windows VDA Tld. CHUI VDA LOTANA A —DRT7EFERITZECTEREHEINE T, BS
ICERETS T IV —>a>FkEFARL =T V9T LA—RiE. 21EH FAS H—/\—
ICUE—FMLUIBINTWVWBRZEEZRHLEFE A

Citrix Virtual Apps and Desktops 2411 & D Fijld. 7O/ 4 —|& Cryptographic Service
Providers (CSPs) THD. 7 ) r—>a>ELVARL—FT1 VI RTFLOA—RODT7I7ER
i&. &Ly Windows CAPIAPI ZN L TIThNTWE LTce 7AONAE—IFRDEED TL T

e CitrixLogonCsp.dll : VDAANDI VT ILHYA VA A

e CitrixvirtualSmartcardCsp.dll : v 3 > RNIEAEH
Citrix Virtual Apps and Desktops 2411 LAB%. ENND Key Storage Providers (KSPs) H' VDA (e i
ENET, 7TV T—2arEXUVARL =T I XTLO—FIE # L L) Windows CNG
APl ZERALTINSICTIEALE T, HILLWTONAA—IEFRDEED T,

e CitrixLogonKsp.dll : VDAAND> VT ILYA VA HA

e CitrixvirtualSmartcardksp.dll : v 3 > RNIEEEER
KSP (&, Windows 7 77— 3 VICEESLREZ AR T 370D, KDRFDHETHD. &
DZOEREZIRMELF 9, fI:

« ECCF—ZFDIRAEN Y R—rINTVET

o BERNESLA (PSS) NT 1 VI R—rETNTVET
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FAS ¥ VDAD i 73 HiCitrix Virtual Apps and Desktops 24114z 1T L TWAHE. KSPU E—
I (DFD. FILVLKSPZN LU E— MUEB) BMERINE T, £S5 TRVWEE. Y XT LI
HULWCSPZFEALTY E— MUBZITOLSICTA—ILNY I LFT,

KSPL &— MLEDEINML

Bt OB EE LIHEE. KSPY E— MUBZEMNICL T, BICHULCSPY E— MLUIB% fF
BHTE3L5IC93ZEHAIEET I,

RDPowerShellzERL £,

Set-FasServer -Address localhost -KspRemoting $false

AVTFYRE—R
BEHED FASH —N—DBHICEBEE MR ZEIE. AVTFHFUYRAE—RICTRZeaxi&stLTL
230,

FAS?’J\\X \/7__j_\/Z:E_ I\“O)i%é\ J’X-Fh{\l-@ﬁﬁ éni-a_o

« Workspace 7c13 StoreFront™ DRE7 7V r—> 3> FET R by 7O —47
VAD—ERE LTFASEMDH T & FASIIX Y TFH Y RAE—RTHDcZnLEd, HO
HLtlid. BIDFASH —N—% & RS2 E TINICHIGT 2HBENH D £,

« BMOFHBEL LT FASIEX YT Y RE— RRICI—H—FAE0EIMERZFAI L &
A, CHIZELD. ERLAVKRE TOI—H—EAZE DR o cERA BRI NE T,

o 12720 VDA A VA Uty 3 VATOERZY., BIFEOI— —JBEICEHZ 7Y
TAETAIEEISHIFAINET,

BE#1—Y—RREERMIIEFRI SN TV EEAD. BIEEILX New-FasUserCertificate *°
Test-FasCertificateSigningRequest 74 ¢ MPowerShell Y > R%Z{EHR L T1—H —3ERAE
ZERTE XY,

TEIVY—-IIofEA

& Citrix FAS Administration Console - connected to localhost = O X
Initial Setup | Rules Advanced Maintenance mode is ON Connect to another server  Refresh

Maintenance mode

Enable maintenance mode to prevent StoreFront and Citrix Cloud from selecting this FAS service

¥l Maintenance mode
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PowerShell DfER
FASH—N—%X>TFYRE—RIZTBICIE. RDELSICLET,

Set-FasServer -Address localhost -MaintenanceMode $true
FASH—N—%X>VTF U XE—RHSHERL (BEDREICRY) . ROLSICLET,

Set-FasServer -Address localhost -MaintenanceMode $false

REEER
o 1A M—ILEIERMIE. FASDA VA M—ILEEBRICBETREER) 77 L VR T,

« —MRIVBFASERIE. 7T L—2a il —EXT—F T F v OMEDRRICT LD S
NTVEI,

« TOMDNDY —RBHIF. SELBROEETENTINTVET,

tXxa)Fo ey bI7—UBR

Federated Authentication Service (FAS) (&. Microsoft Active Directory & & U Microsoft ziEEF# RS
EEBICRETNTUVET, RXAM>YOY FO—F— X ZOMOEBELRA VT SA NS IF v EE
BRIC AT LN BEYICBESLVFREINDELSIC. EFa) TR —Z2HFEL TS
(A

CORFaAAYFTIE FASZERTARICERINRET X2 ) T BEOHEZFHBL X I,
Rlcw AVTZARZIFvDEF2) T REICRILDFBAIERHEDHED AL £,

Ry RIS F—%FIF v
RDOEIF. FAS BRRATHERASNZEELIVR—R beEFa )T ERZRLTVET,

FAS f—N\—(d. EEAEE LU R X2 bO—5— &I, EFa T LEERT Y
TR0 FvD—ETY, 77 L—> 3 ERETIE. Citrix Gateway & Citrix StoreFront A
A—H -z RTISAR—F> FTY, ZDMD Citrix Virtual Apps and Desktops™ 1~

R—=R2 & FAS DEAICKZHEZRITEE Ao
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ADFS Server (with
Web Access Proxy)

Citrix

Federated Authenti-

cation Server

Windows Server

Windows Server

TLS Server
Certificate

Signature
Certificate

Encryption
Certificate
(not used)

= FAS

j Authorization
Certificate
FAS User
Certificates

Kerberos

Certificate Authority

&

FAS User
.‘ Certificate
Template

FAS Autharization
Certificate
' Template

Domain Controller

Windows Server

UPN

Y walter@auth local
Alternative UPN
walter@adfs ext

Citrix Gateway StoreFront Delivery Controller VDA
VPX indows Server gindot\_vs Ss:en;er & Desktan 3 da\fus Server & Desktop
TLS perating Systems Kerberos ating Systems
Roat CA TLS Server TLS Server | FAS User
' Certificate ' Certificate ' Certificate | § Ccentificate
Gateway Server
' Certificate
ADFS Signature
' Certificate
SAML SP (RP)
High Trust Intranet

27470 F—=IeRy bO—0€FalT+

R— b 443 ZH®D TLS &, Citrix Gateway. StoreFront. & & U Delivery Controller™ 3> 7R—=x
Y rEDBEZFEL X9, StoreFront H—/N— XX EHEFTDAH%ZEIT L. Citrix Gateway (&
HTTPS R— bk 443 ZER L TA V2 —F v MEHOEROAZZITANE T,

StoreFront H—/\—(Z. HEFREE T N7z Kerberos Z /A L THR— b 80 #BH T FAS H—/\—|l#&
#iL 9, FREEICIE. FAS H—/\—® Kerberos HOST/fqdn ID &. StoreFront #—/\—®
Kerberos Y>> 7 AT b ID BMEREINE T, CDEREEAAEICK DL Citrix Virtual Delivery Agent
(VDA) A—H—%O5 A > F370ICnER, 1EIRD D TERBR/\NV RIL) DERINE
ER

HDX v a > hA VDA ICESISND . VDAHR—F 80 FEHETFAS H—N—|lEHELEX T,
SREEICIE. FAS H—/\—® Kerberos HOST/fqdn ID . VDA @ Kerberos ¥ > ID BMERINE
o Fio. VDAIKEFBAZ EMBX—ICT7 IR TB7-0IC TERIBIR/\>VRIL) ZRETIHNE
rHbh Fxd,
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Microsoft sFRA¥4RS (L. Kerberos S25FEN7/- DCOM #FEARA L@ EZZITANE T, Thid. E
ETCPR—b2ERTAESICHEBRTET XY, SEFAKEIX. EEINEERI -2 MNEEZ
ICE->TBLINICMC Ny b E FAS H—N—HDRHTZ e 2EXRLE T,

H—N— TPAFT I +—ILR—b

TJTFL—> g VESFH—E X [in] StoreFront™& & U'VDAD 5 DKerberos
over HTTP. [out] MicrosoftsEBR#RI A\ D
DCOM

ShUYORT—boA [N 22472 UHS5DHTTPS. [in/out]
StoreFrontth —/N\—A®D/H 5 DHTTPS. [out]
VDANDHDX

StoreFront [N>bJYIRT—bDTAH5D
HTTPS. [out] 7UNU—=3> bO—5— D
HTTPS. [out] FASA\®DKerberos HTTP

FUN)—=a>btO—5— [in] StoreFront™ —/N\—H'5 DHTTPS. [in/out]
VDAD'5 DKerberos over HTTP

VDA [infout] 7 /N)—a> rO—5—H5D
Kerberos over HTTP. [in]| > kU w oI R i5F—
O TAH5DHDX. [out] FASADKerberos
HTTP

MicrosoftSEBE RS [in] FASH'5 MDCOMEB & UIE#

PrIYIRTITFL—TYRBREY—ERED NIYIRX ISR
™ D

VY —JLEFASIE. EN'NA—H—T7ho> bRy D=0 —EXT7HT Y b EERL
T RDODT7RLRICTIVERLET,

e A—H—=7HUV FTOFASEEIYY -l

o *,.cloud.com

o *, citrixworkspacesapi.net

o BEUVLVDBETH—RN—FTsDID7ONAE —%ZFALTVWRERICHNELRDITRL
2

« XYy NT—=IOHY—EXTATY FTFDOFASHT—E X:
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o *,citrixworkspacesapi.net
*.citrixnetworkapi.net
BEVORKRICZOF - N—-DFENTVBIFE. FASEEIYY—ILOT7 L AT1—H—

TOFZERELET, oo XY NT—OHF—EXT7HT Y FD7 KL XHnetsh X T EEERD
‘y_)lx%ﬁﬁﬁ LT*%EEL&*L—CL\%:(\:%EEWL\L/T<7L

Xxal)FoICBATREESE

FASICIZ. RXA Y A—H—|CBENICIRAZ 2RI CTI 25 HTEBEARBEENHD 7, Znld.
FASH—N—%{REL. TOMERZFIRTI/-HDEXTa2) T4 R —ZBESLUVERETSZD
RIIBE T,

EESNERI -2k

FASIZERI—S TV b LTHRET 2 e TA——BREEHITL £9, MicrosoftiEBEI&RI T
IF. BRRI—Cz b SERAET Y7L — b BLUERI—2 Y MHEERAEZRITTED
- —ZHERTETET,

BERRI— x> A4 707 (len-us/federated-authentication-service/2411/media/delegated-

enrollment-agents.png)
BESNIA7O7ZERALT. UTZzREEBTETET:

o BERT—=1 > R X BMCIFFAST —N—DAIZENTWVET,
o FFBHEF > 7L — )X MICIZFAST T L — DA ZTENTWVET,

o MR X MICIE. FASOERNFRI TN TVBRI——HIEEFNTVET, L zxid. EEE
FlldREINA—S—JIL—FICEEFREERIT LAV ZHEO L E T,

7O ZHEY) X+ O

ML—IL%ZERT 21 U2 a>THEINTWS L SIC, StoreFronth—/N\—D 1) X FZ 18R T
ZRENHD £9, N5 dDStoreFrontt —/N\— &, SEAZEH RTINS RICFASICI—H—ID%
TH—brLET, BKRIC. COA—HF—ICFABEENETINDID. LUV L DVDAT S VIZERE

TEBZNEFIRTEET. COHBEIF. WET B1ZZEDACctive Directory & 7= IXEEFBMED L+ 2
T+ HREEICIBMENZHD T,

T7AT7 04— ILE&RE
FASH—/IN—ADITARTDERFIE. R— 80N LA EREE & N/=Windows Communication
Foundation (WCF) Kerberos=% v kD — &z R L £ 9,
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IRy FOJDER

FAS & VDAIZWindows A AR cOJICIBEREEZTIAAF T, COOJIE. BEREPIUVEEBRIC
FRETEEY, 1RO O avicid. ERAIEERAARY FOTIY FUR—ERT
INTVLET,

N—Fox7€xa 714 E>Da—I
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[S500] FAS7H—> 3> FS 04 UhEREINTULWEEA
[S501] B SNIcFASTH—> 3> 554> O— R TE LA TL I [exception:{0}]

[S502] FAST7H—> 3> F5 04 >HAa— R ENE L7 [pluginld={0}] [assembly={1}]
[location={2}]

[S503] H—/\— [{0}] IFUPN [{1}] ® 77— MMIKBL F L7 (AT 4 VEHDRE I N F L 7chl
T304 ) IEENEHR—FLTLWEEA)

[S504] H—/\— [{0}] IFUPN [{1}] 7Y — MIEBL X L7 (OF A VAR I N E L 7hN
B ENI-FAST ST UDH D EHEA)

[S505] H—/\— [{O}] IFUPN [{1}] 7 — MIKBL XL (FZ7 0> [{2)] AT 7 Vil %
AT—RABNeXvtE—J {4 THEEBLELE)

[S506] 754 > [{0}] I&. B —/N\— [{1}]] DS DUPN [{2}] ®OJ # ViEil% X vt — [{3)] T
IFTANEL:

[S507] ' —/N— [{0}] IFUPN [{1}]] D7 H— MIEKBMLELT (70> 2] 13XV v R [{4)]
KITHICHAN [(B)] Z#RA—L F LK)

[S507] H—/\— [{O}] IFUPN [{1}] D7 H—RMZEKBLEL (FFT 10> [{2)] 139 [{3)] £ X
O—LZFLTK)

[S508] H—/\— [{O}] IFUPN [{1}] D7 — MIKBLF LT (77O RADHDREBE SN FE LA
T304 ) IgENEHR—FLTLWEHEA)
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[S509] H—/\— [{O}] IFUPN [{1}] 7 — MIKBLF LT (7772 RADHDRE SN F LA
B ENIFASTS I 1 VhH b £HA)

[S510] H—/N— [{O}] IFUPN[{1}] D7 H— MMIKBMLE LI (77 ERARIETZT 1> [{2}] I
SO TEYPERBRINELTR)

) — 9 ZR— AW IGFAS
NE5DARY ME. FASH'Workspace TERE TN TV B IHBEICOJICEIFEINE T,

m b bl
[S001] Citrix Cloud & F+—%Z20O—7—> 3 > L X L7 [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] 75U RHYR—rEZa—ILHEHLTUVET, FasHub 7 57 RH#—E X URL: {0}
[S003] FAS h'U 57 RIZEEFRINE L 7 [fas id: {0}] [transaction id: {1}]
[S004] FAS h'U 57 RADBEERICKE L & L 7z [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS W IRTEDEM Z 7 7 RIZiX(E L £ L7 [fas id: {0}] [transaction id: {1}]

[S006] FAS W IRTEDERZ 7 7 RISEEFETE FEATL - [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FAS h'U 57 RH 5 EiREER T X L 7= [fas id: {0}] [transaction id: {1}]

[S009] FAS h'U 577 RHh 5 OEFFRMERICKE L F L 7 [fas id: {0}] [transaction id: {1}] [exception:
{231

[SO10]FAS H—ERIFIV T T RAXyE—I 2 J URL: {0} ICEHGSNTULWET
[SO11] FAS H—E RIFIV T T RICEHREINTULEEA
[S012] FAS H#—E X Citrix Cloud h*5 D> >V J LY A VA VICFIBETIRE TS

[S013] FAS # —E X (& Citrix Cloud 5D Y I )L A VA4 VICHIBTE XL Ao [{0}] FFHlICD
WTiE, BEIAVY )L THRBTETEY

[S014] 75U R —E X <service name> ADMFUH LAKML % L7 [fas id: {0}] [transaction
id: {1}] [exception: {2}]
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[S015] Citrix Cloud M5 D X wvE—J1d. MUE LmAFITIn WAL S TOvIEnELE
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] U 2 R —E X <service name> ADMUH LHAEINL % L7z [fas id: {0}] [transaction
id: {1)]

[S019] FASH' U 5 R 5HER%ZE A4~ > O— KR L & L7 [fas id: {0}] [transaction id: {1}]

[S020] FASH' U S RHh S Z AU > O— R TE £ ATL K [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] V5 RHYKR—hETa—)LDEIKBL F LI FIH: {0}
[S022] V5O RHAR—hEZSa—I/ILEEIELTVETY

[S023] Citrix CloudsResEF—DO—7T—2 3 VIR L £ L7 [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]

[S024] Citrix CloudsRsEF—DO—7T—> 3 > &R L TULWE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] C D —E XDELEEF — & Citrix CloudICTETE L £ [current key: {0}] [keys in cloud: {1}]
[S026] C D —E XDEZEEF — & Citrix CloudIZTETE L £ A [current key: {0}] [keys in cloud: {1}]
[S027] Citrix Cloudz3sEF—D R L =R Z 7y 7O L— R L F L% [fasid: {0}]

[S028] FASHIRTED T L X b %Z U 57 RISFEL £ L 7 [fas id: {0}] [transaction id: {1}]

[S029] FASHIRTED T L X kU Z U 57 RICEETE FEATL T [fas id: {0}] [transaction id: {1}]
[exception: {2}]

aJ#>
N5DARY MME. O A VERETVDAICEESRINE T,
aAJ3d—kr

[S101] ID7H—>a>OdFVICKBMLE LT, B#IhaVnwWI 7L —> 3 VERiEr—E X [id:
{03
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[S102] ID7H—>3>OJF KL E LT {0} DSIDILy I 7y FICKBLELT
[Exception: {1K2}]

[S103] ID7H—>a>vAOd A VICKBMLE L, 32— — {0} DSIDIF {1} TIH. BiFFEINS
SIDIE {2} T¢

[S104] ID7H—>a>rOJF VICEKBMLE LT, {0} AOREUH LASRL & L7z [Error: {1} {2}]
[S105] ID7H—>a>vAd 4>, O # >H [Username: {0} Domain: {1}]

[S106] ID7H—>3>OJF4 >, 77 L—> 3 EREET —E X: {0} OJ # > [Certificate: {1}]
[S107] ID7H—>a3>O0F VICKEL £ L7, [Exception: {0}{1}]

[S108] IDT7H—> 3 B TS XT L, 72Ut XIEF [Caller: {0}]

v a YRS

A—F-"ty>a REREOERZHAATLEEIS. TNSDAIARY MIVDAICOJEREN
9o

Osad—Rr

[S201] RAERAY— k HH— R 72+ R1F [{0}] IZ& T [PID: {1} Program Name: {2}Certificate
thumbprint: {3}] D7cHICEFEINK L1

[S203]| R AV — b H—RHY TS X T L 721 XIEE [caller: {0}, session {1}]

[S204] R AXY— b H—RY TP XT Lo AR—FA—ROYR—FHERICHEO>TUVET

EFEAZRER F—RT7DER

INBDANY ME FASH—N—DEL AN OESIREFZzERTLACEICOTICERINE
ER

OJ3d—k

[S001] TrustArea::TrustArea: - > X b —JL I N7=FEFHE [TrustArea: {0} Certificate {1}
TrustAreaJoinParameters {2}]
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[S014] Pkcs10Request::Create: PKCS10E:KZ R L & L 7 [Distinguished Name: {0}] [Reason:
{1}]

[S016] AR BEDIERY [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]

[S017] MR D HIBR [Provider: {0}] [Identifier {1}]

[S018] PrivateKey::Create (5B L % L 7= [Identifier: {0}] [MachineWide: {1}] [Provider: {2}]
[ProviderType: {3}] [EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]
[Exception: {8}]

aJ3—Fk
[S104] MicrosoftCertificateAuthority::GetCredentials: {0}z £ 3 2 1ERHNH D £ 9
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest [&& DiX{E L > — [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest sEBAZ % 17 L £ L 7= [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &G F 5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

IYRFA—HY—DIF—RAvE—>
DU 3> TlE. WindowsAT 4 o R—JNCIA—H—ICRRINBZ3— N ABE TS —X vt —
Cr—EFXRTLET,

RATNBIST—Ayt—o HEA L B

BEHRA—H—BFIF/NZAT—R AV a1—R2—|3EMRIRE L WER#ET
FoTW3 EEBELTULWEIH. Kerberos F
XA bO—F—WERZIETLFEL
fco TDERED KerberosdJ| £ 3>
EBRLTLETL,

SRATLIIOTA Y TEEFEATL L, BiRIE FXA>OY bO—5—ICEKTITRULDN

HREMBTTELEATL 1 ERIFYR—F
TNTLWEEA

RXs>aryrO—S—hRY—bH—FER
SEEYR— N BMAETER SN TULEE
Ao TKerberosiBiEl « TRXr>2a>vk
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RATNBIST—RARyt—o

PRATLIZATA Y TEBVAIREMEDH D
Yo BRLICERATNIcAY— b 1— FEEERE I

HACBR

ARELl « ETcld TRX>ar b

1 EEREZ FXr>ar bO0—5—
ICERLTLIET VW, BIFEOERRENERIC
RZX3%EaTH. ThezedddMERXHD T

H—>—
H—>—

FRRIEERAE )L — hEERRE A O— ALY
Ea—4—ICA VXA b=ILETNTVWEE A,

BEINTVLEEATL, ARAECLNFERA VT IA NS I FvESR
LTLEET L,
RIEREK CHUSBE. FRAZEDILRMEED E L <RE

TNTLEULD. RSAT—HETEF S (<2048
Ewhk) CexERLET,

BERH
e AN—hAO—ROTA DR XA UHERK
« AR—bAH—FROTF VRIS —
CAPIOY OB

Kerberosd 2 OB
Y= RN—FT DFRABTAY— b H—ROATF 2 BT ZHDHARTA Y

PowerShell V> KL v b

TJITFL—>aVElii—EX (FAS) BB Y —I/LISEEARREICERATI NN
PowerShellf Y2 —7 x4 XEEDBERA T a>zigfHLEd, IV —ILTRHETETAL
FFoa>uEERTITENDS5EIE. CitrixiEIHBRICPowerShell DA ZFERT 3 a#HREL
9,

DAY RiE. FAS PowerShell AX> RLw bZEEML X,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

PowerShell™7 «« > KU T. Get-Help \<cmdlet name> ZfFER L TIAY>RL Y FDOANILTZRRT
X,
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JITL—Y3VEEEY—EX

FAS PowerShell SDK OY > FL v FDOFFMIC DLW TIE. <https://developer-

docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> ZBBLTLETL,
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EBE7—*70F+%

IEC®IC

7x7L—> 3 EREEY —E X (FAS) |&. Active Directory SERA#EES & i & T N3 Citrix® I >V 7R—
XY THD. A—F—HCitrixFRIBHRN T —LL RICFREESNZ e zalgeElcLExd, CDR
A:J.)(/ I\_C“i\ EE’%‘;J\_LTCL i[.gitiﬁlmﬁl—t) —3\:T79:‘\7‘«_’3L\TEHEEL§'§_O

BAMICT B L. FASIZA— —REEDRE Z GRS NcStoreFronth —N—ICEEL 75
StoreFrontiCld. RFTDWebT 7/ O — B DV THEREINSIENLIHAMAHEEA T3>
WD, StoreFront SDKE7cldH— RN—T 1 DIST S 1 V= FER L THRICHLERTETET,
BEANRERETBEEIZ. WebT 1 MO —%ZRAETET2HH5WBE86 70/ O —%. Citrix
Virtual Apps & 7z Citrix Virtual Desktops™EBRANDOT A VIFERATE 3L DICH 7L T

ER

CORFAAY MTE EESHETIEC. by TLANLORET—F 70 F v OFIC OV TH
AL,

- NEBRER

Citrix Gateway @

ADFS SAML
e B2B7hHO > hvwvEYST
o Windows 10 Azure AD NDEN

BELET BFASEEEAD Y VIHNRETNTUVE T, IRTDT7—FFTIFvICDOVWT, 1 VX h—
ILEBBOREIZ. FASEEY b7y T I3HODEERY T 7L VAT,

T—XT I F v DEE

FASI&. StoreFrontlC & o TERslE & N7cActive Directory1—H'—(CXHh>T. A¥N—rH—FKI S
ADFRAEZBEHNICET IS L ZFHAIINTVET, chid. BEEEMEII—FAO—F
F7OEY3aZ>JTERY—IILEEZKDAPIZERL £9, 32— —5HCitrix Virtual Apps™ £ 7=
|&Citrix Virtual Desktops Virtual Delivery Agent (VDA) ICfB/ v SN2 &, SERRENIT I VICT R Y
FEN. Windows E XA NZOTF > ZZED ANV — b A— FEREEE L TEREL £ 95
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S8 I N 7=StoreFront™H —/N\—(F. A—HF—DCitrixERFEAD T I 2 A% BRK T 5 EFASIZHER L
9, FASIZ. B—DCitrix Virtual Apps % 7z I&Citrix Virtual Desktopstzwv > a Uh Dty 3>
DFFAE TR T D ZFFa T2 F 7w b ZRETLE T, VDA I—H—Z AT HEND
BHE. FASICERIL TF 7Y b 25| EHX T T, FASOHN - —FREOME T —ICT7 7€
ATEET, VDAL, FIAETEITI U EN D2 BERE L VESLIRFZ INTFASICIXET %
MELRHD XTI,

RDOE . FASHMicrosoftiEBARERS & S T 1. StoreFrontd K UrCitrix Virtual Apps and
Desktops™ Virtual Delivery Agent (VDA) ([CHR— b —E X ERHFE L TVWREFERLTULE
ER

O— #1354 X &N i-EfR(/en-us/federated-authentication-service/2411/media/fas-architecture.png)

NE R

FASIZ. A—H—hWTEIFAFREAA T3> (Kerberoso VI IIWHA AV ESE) #ERAL
TStoreFrontiCZEICEREE L. BEICFEREESINI=Citrix HDX™Mtw > a VIlEHRETEF 3L 5ICLF
ER

CHUSKD. I —BERBHRPAY— b A— RPINODAAZRD S FO> T b7 L TWindowsz?
SEAYAIBEIC 7 D Single Sign-on Service’a & D MRESNI/NZT— R EIE) HEEZFERT 24
BB EDET, hlE. UFio/N—2 3 > DCitrix Virtual Apps THIFERTEESS - 7=Kerberos
Constrained DelegationO0J 4 U i4REZ B I X B T-DICHFERATET £,

TRTODA—F—IF. TYRRAYETNARICAR— b A—RTATFA 2 LTVEHESHICH
hH5Y. Ly a RATRARI VISR MZIF v (PK) EREICTIERTEERY, Ch
ICED. AX—bA— R —H—ZHFLBVWIAI—hT 3202 TLy hREDTNRNAZIHET
b, ZERFEAETNADRL—IBBITHEEICRD £,

CDERMATIE. FASEET IS FHLWT—N—hEIMENh. COH—N—lF2—F—ICKH>TX
N—hbH—RIUSREBBEEHITTI1ERZIZF-TVET, TNHDIFAZEIX. RY—FAH—RO
A IUPMERINIEHADLSIC, Citix HDXIRIEBTA—H—t v g ICOd A>3 =OICER
INnx9d,

O—#1 54 X &N izEff(/en-us/federated-authentication-service/2411/media/fas-architectures-

internal.png)

Citrix Virtual Apps % 7z&Citrix Virtual DesktopsIRiEid. A¥— ~A—ROJ 7 > EEKRDHETHE
BRI 2HBENBHD £9, CHIXCTX206156ICFEEHINTULET,
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BEORATIE. B8, FXA2IZEML TLSMicrosoftSEERMREN R ARIEETH D R X1

OV bO—Z—ICR XA O bO—F—3FAENEDYTENTWVWBR 2RI BT THE
AHET, (CTX2061560D TR X > b O—F—BAZEOHEITI I/ a3 E#BRBLTLLET
Lo )

B E E R

e F—lF. N\—FRIUxzT7EFXx2aVToEZa—)L HSM) FHIFHAAHFD S IATYRTSY
E7A—LEZa—)L (TPM) ICRETTET, SFMHICOVTIE. MEBRRBOREDIEEZER
LTLLEETW

e 1A M—ILEIEBRDEEETIZ. FASOA VA M=ILAECERAEICDOWVWTHBALTULE
ER

ShIYORT—box1ER
Citrix Gateway B IZRERER E LI TULWE T H. StoreFrontE R 7 7% o 7=Citrix Gateway % 1B/
L. EREEDFEELRA > bk ZCitrix Gateway BEICHEEN L £ 9, Citrix Gatewayllld. RttDWeb

YA CANDUE— RV I RZRETZDICEATETIRERDASLUVERL T arha
ENTVET,

C ORERIE. Citrix GatewaylCRFICERAEL Th b A—H—ty > avicOd 4> 93 L EICHE
THREHOPINIOY S =BT Z7HICHERTEXY, £7co ADXRXT—RPRAY—~A—
RERIERERT D Z i<, BERCitrix GatewaysRilf 77/ O —DERHEREIC L £ 75

O—#1 354 X &N izEfR(/en-us/federated-authentication-service/2411/media/fas-architectures-

netscaler.png)

Citrix Virtual Apps % 7z & Citrix Virtual DesktopsIRiEld. A¥—rA—ROJF > E KD HETHE
R BDBENHD £9, THIFCTX206156IFEEH TN TUVET,

BEZORETIE. BE. RXA IS L TULWABMicrosoftSEEB#EMFIBEBIEETH D, R X1 >
O bO—F—ICR XA > bO—F—AENIDHTENTWVWER 2 HERTBEITT
I, (CTX2061560D TR XA >y b O—S5—BAZEOEITI I/ a EBRBLTLET
W) o

Citrix Gatewayz 754 Y UERE AT L LTHEH T 255, Citrix Gateway & StoreFrontfii D g
RTOEHDTLSTHREESNTVB CE ZREB LT E L, BT, O— L/ JURLACitrix
Gateway —/\N—ZIETLSICEL<BEINTVWS ZEZERLTIZE WV, TNid. COE
i TCitrix Gatewayy —/N\—%Z 505 T B T DICERTET 37HTT,
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O—#1 34 X & izBEff(/en-us/federated-authentication-service/2411/media/fas-architectures-

netscaler-auth-settings.png)
BEBR:

« Citrix Gateway* 19 31, How to Configure NetScaler Gateway 10.5 to use with
StoreFront 3.6 and Citrix Virtual Desktops 7.61 Z&BR L T EE L,

« Install and configure Tld. FASDA VX b —JLE B AEICDWTEHBEL TWLWE 9,

ADFS SAMLER
IE@CMx&mww%ﬂfa/uv—m SAML IDZANAA— (1dP) £ L THBETE 3
Mmmmﬁmwstwﬁ AlEEICLEJ, SAMLT7H—> a3k, BRESNIAPICK > THITS

si%éntxmwu\yaf‘&b\ A—H—HPAYE21—F—XTLICATAF TS
CZEAEBLET. Thld. FASH —N—HI1—H —DFFEEZMicrosoft ADFSH —/N— (X7l Z D
ftbDSAMLIIIGIAP) ICEETES CEZE/RLE I

00— #1354 X &N izEfR(/en-us/federated-authentication-service/2411/media/fas-architectures-

adfs-saml.png)

ADFSI. 14—y MEBETUE— IO SEDY —RCA—H—%2LZLRIRIETB-0ICL
{ERINZET, e zid. Office 365DHEAICK < FARAINE T,

HEIER:

« ADFSEHDEEEICFFHENZEHINTLET,
o« 1A M—JLEERDEEETIE. FASOA YR M—ILEERAEICDOWTEHALTWLWET,

« Z DEEED(/ja-jp/federated-authentication-service/2411/deployment-architectures. html#citrix-
gateway-deployment) 7 > 3 VIZid. BERICEAT3ERBENIENTULET,

B2B7hO > kvEVT

22D0ERMPBEVD IV 21— —Y AT LZFERALIEVGE. —RIVERKIE. EaERzE
DActive Directory Federation Service (ADFS) H—/N\—%Zt v k7w F$35 ¢ TY, ChIc&
D, —ADEHOI—H—IF. HS5—HDEtEDActive Directory (AD) IFRIEICT —LL XIZFREET
TEJ, OVA VR, E1—F—EBHOOI T U ERBREZFERB L. ADFSIEChZETRHED
ADIRIBRD T v ROTATY b ICBEBINICIYYEY T LED,
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Export

REEIBER:

* (/ja-jp/federated-authentication-service/2411/install-configure.html)DEEE Tld. FASD A1 > X
b—JLEHERRAEICDOWTEHRBBLTVWEY,

Windows 10 Azure AD 31 >

Wwindows 10Tld. TAzure AD Joinl EWSHEEZRNEAIhF Lo THIE. EERDWindows R
XA OBMEBZMIZIEBMTOWETA, T4V 2—2y MEH] O F A EXFRELTVE

T cUIZTYThyTRETL Yy bTOERSLHBEL £ 9, ERDWindows B X1 &0 & [k
IC. Azure ADICIZRHEDOWeb T 1 b U Y —RICHT B VTN A VAV ETIVEAREICT S
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WEEDHD E T, CNBIFINT M1V EZ—y bR THB7DH. T 71 ALANFEIFTH L,
TR —2y MIERSNICH 5P BIHH SHEEL £

Azure F
,_! Azure AD

Cloud £

DMZ I\g

{17

-

COERMIF. THT74RCIVRI—HY—DWVB1 CVWSBRDAEEMICHEELRVWEITI,
v 7T by Fid. RFDAzure ADKEREZEA L T, BRICA >V H—3 v MEHTERS L UERE
TNhE9,

CORRDA>YISIANSIFvid. IP7RLADFIATTRERIGATHNUILE ZTHRITTESC
CISEFRLTLKET WV, AVFL IR RAMERTONAR—. Azure. £IFEOMDIZ TR
ZONAA—T9, Azure AD Connect> > O+ H—(&. Azure ADICEEIRIICERL X9, f

DT ZT74 v Tld. BRICTDHICAzure VMZEFRHALTVWET,

* (/ja-jp/federated-authentication-service/2411/install-configure.html) M52 E Tld. FASD A > X
b—JL R AEICDOWTEHRBLTVWEYD,
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* (/ja-jp/federated-authentication-service/2411/deployment-architectures/azure-ad.html)DEEE I
SN G INTUVE T,

ADFSOD R
IZC®IC

D RF a2 X2 Tl CitrixERE% Microsoft ADFS E#E B T 3 AEICDOWTERBAL £ 95

Z DB TIE. DV TIRA Y PRI ZHEE T BWebt 1 FADREBRI—H—T IR %
BT B7-ODICADFSZFERL TVWETY, 7 xid. REFIREENFBATET 28N>V TV
PAIVO—REF>TVBREELHD £, CNS5DFFRIF. 1ZEDWindowsO T 7 >V EKIE
RCTHRETIVENDBD XTI,

77— a EREE—EX (FAS) I&. Citrix Gateway# & U'Citrix StoreFront™ZzADFSO Y 7
VIORTLERET B CDABEICL. REEDBENREILZERL £,

CDEBTIE. Citrix Gateway% Microsoft ADFSDIRAZFIAE  LTHEL 95

O—#1 34 X T izEff(/en-us/federated-authentication-service/2411/media/fas-architectures-

adfs-saml.png)

Ny T R1JY —ZHWindows VDA ZE f=ldLinux VDAD L 5 TH->TH. EWIHD F
Ao

SAMLOBE

Security Assertion Markup Language (SAML) (. TAOJFA > R—=IADQUAA LI b1 EWS
>IN EWeb T S OHOT A VI R TLTY, BRICIFRDIEENZTENT T,

)1 L2 FURL

Citrix GatewayD 1 —H—DFRFINMETH S ez TS . I—HF—DWebT T TH|C
ADFSH—/N\—_EDSAMLOY 7% > WebR—J AHTTP POST2 1793 &5 ERL£FJ, Zhnld
BE. https:// WHXDT7 KL RXTY | https://adfs.mycompany.com/adfs/1s o

CDWebR—TPOSTICIE. OFFUHTET LIz FICADFSHAA—H—%RT TED 7 RL X
a0, HOBHHIASTENTVET,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 122



JITL—Y3VEEEY—EX

oyl

Entityld (&. Citrix Gateway h* ADFS (C3X{S9 % POST T —RICEENZ—EDHAFTI, h
IC&D. A—H—DNREDOH—ERICOTF Y LES5E LTWVWSN % ADFS ICEBA L. BEICIGL
TEABZRIAR)—ZEALET, BEITSNIHBE. SAML F35E XML (X Entityld THEAIS N3
T—EXANOOQTFUICOHFBELTWVWET,

BE. EntitylD (& Citrix Gateway H—/N\—DOJ F > R—T M URL T H. Citrix Gateway &
ADFS DI TERINTLWNIE, —RBVICIFAITHEWVWEE A, https://ns.mycompany.com/

application/logonpage .

WRET7ZRLR

SREEDIARINT B & ADFS (F2—H'—®D Web 7 ZUHIZ. SAML 535EF XML % Entityld FICHEK
INTUL3 Reply URL DWTNHIZ POST T5&5ERLET, CNIEER. TD Citrix
Gateway H—/N\—LE®D https:// 7RL AT, ERIIXRODEEDTI, https://

ns.mycompany.com/cgi/samlauth .

B D Reply URL 7 R L ZHMER I N TLBIFE. Citrix Gateway |& ADFS AND&RFID POST T
WINHhZBIRTETET,

EH5AEEAE
ADFS (&, Z#EZFERALTSAMLEREE XML 7O7ICESES L ETd, COBRERIET I
I&. Citrix Gateway D EEBHZ 7 7 1 ILICE EN3 MR EZFEA LTINS DEREZF T v I T3 L

SICEBE TN TUVWBAIRELRHD X9, SRAE T 71 ILIZEE. ADFS H—N—D'SEELETEX
7 71ILTY,

VTN AL>F Uk URL

ADFS ¢ Citrix Gateway |&. THROJ 7Tk SXTFLEHR—FLTWVWET, ZHid. Citrix
Gateway H'Rf47R—1) >4 LT, SAMLEREE XML 7O7AREQS A LTWBtEy> arrz F
ERLTVWEDE SH ZMERT D7HD URL T,

CUEIA T a VEETH D BT IVEIEHD FEA. BFE. https:// FRLIAT. X
& https://adfs.mycompany.com/adfs/logout T9, (Single Logon URL £[EILCICT A D
TEEJ, )

B

0> 3> [Citrix Gateway DERI] (/ja-jp/federated-authentication-service/2411/deployment-
architectures.htmi#citrix-gateway-deployment) Tl&. 1Z2#®D LDAP 35E4 7> 3 > 2 NIBT 3 L5
IC Citrix Gateway Z5&E 3 2 HEICDOVWTEHBALTWVWE Y, CNHAERICET L7, SAMLER
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SEEEFRI 9 B L LEREEAR ) & —% Citrix Gateway ETIER TE £ 9, ZHUZ KD, Citrix
Gateway V1 H'— R TERINZT 7 A4IL D LDAP RU S —%2BEIHRZBZEHTEET,

MetScaler » MetScaler Gateway » Policies » Authentication » SAML > Policies {:J ﬂ H
Palicies Servers
Add t 2 I nding Primary VPN Global Bindings Search =
Mame Expression Request Server
StoreFrontSAML N5_TRUE AzureAd

SAML R >—D AN

ADFS BEEO>Y —ILHh' S MUAINICEE LT-1BSREERA LT, LWL SAML IdP H—/N\—% 8 L
£9, CORDI—HERIND L. Citrix Gateway (A7 A > DfeHICA—H—% ADFS ICU X
1L kL. ADFS Z2Z4{4ZF SAMLEJEF b— 20 V& ZITED £ 35

O— #1354 X &N izEfR(/en-us/federated-authentication-service/2411/media/fas-adfs-create-auth-

saml-server.png)

BEEH

o« 1V M—JLEHERIE. FASDA YA M—JLEERICETZEER) T 7L YR TY,
« —MRBFASERMIE. BRT7—F TV F v DEBICFLHONTVET,

« TN\DY—) BHEIF. SERBHROGLETHENMTINTVLET,

Azure ADFRES

IEL®IC

CDRF XTI CitrixERIE % Windows 10D Azure ADERE C ST 2 AEICDOWVWTERAL
9, Windows 10CEA INf-Azure ADIZ. BB VU I YA A %BMN LT O—I>
THOZY T by T2 —2y MEBETRERXAVIZBMEE RN TERHLULEX
1 VBMETILTY,

CORFaXYFOERMAAITIE. ITHBFADHREI—F—ICEEAXA—ILT kL X {EARWindows
105y by THOEFRI—REZRHEITZIVATLICDOVWTEHBL £Y, 21— —(L. Settings
INFJLDSystem > About > Join Azure ADA o 3 >S5 ZOA—RICTIVEALET,
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i Settings - [ ] b4
@ SYSTEM Find a setting fs
Display

PC
Motifications & actions PC name vda-win0
Apps & features Rename PC
Multitasking Organization ~ WORK
Tablet mode Jain a domain
Power & sleep Jgin Azure AD
Storage " ) )
Edition Windows 10 Enterprise
Qffline maps Product 1D 00329-00000-00003-AA066
Processor Intel{R) Xeon(R) CPU E5-1650 0 @ 3.20GHz
Default apps 3.19 GHz
Installed RAM 2.00 GB
About
System type 64-bit operating system, xo4-based processor
Pen and touch  Neo pen or touch input is available for this
display
Channe arcduct bew ar inarads weair sdition of Windasae

w7 by THERINS . Microsoft Edge Web 7' 5 U &, Azure SaaS7 )4 —>3a>d
WebR—JZ N LT KEDOWebt 1 M RCitrix R 7 7V r—>a vicBeMicr>4 > L
9o CHUClE. Office 365 EDMDAzUre 7 7 r—>a>HEFENET,
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B Access Panel Applicatior X+ *

a
é 3 O | [ELJ account.activedirectory.windowsazure.com,/a) ﬁ' ‘ = E ﬁ

Microsoft Azure george®

applications  profile

cClfrix

AzureStoreFront e

22016 Microsoft  Legal | Privacy

T=F¥TIFv
CDT—FTIFviE. WFROLERY FT—T%Azure R TREICER L. Azure AD*Office
5B EDFERFOIZ SV RT7/OP—ekalxd, TV RA—HF—FIRTUE—FD—H—

P

ERBEIN. AT RAV IRy FEICVWBEVWSBRIZHD EH Ao

CDOETIIE BEFEOA VT LIRS AT LZFEDOLEICHBEBRATEX Y, Azure AD Connect/d
HAMA 2 —%w MEBATAZUrelc 7w TEB31HTT,
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Azure F
,_! Azure AD

!

]
Synchroneation

|
; .
- il W

AD

Citrix Virtual Desktop

Cloud 5 -
DMZ

PKI

MR T 74T+ — L TRESNTLAN L Kerberos/INTLMEREE TH o Fct F a 7 RERE > >
TINFADANE CDT—FTIF v TIFAZureNDTLSER I E SAMLICE Z MR 5NE T, #
LWH—E X, Azure ADICBINT BAzure 7 77— 3> LTHRBEINE T, Active
Directoryz M B L §2BFEDT7 ) r—> 3> (SQL Server7 —A2~RN—2X7 L) |&. Azure Cloud
Service DIAASER I b D 1EEE D Active Directory Server VMZERA L TRITTE T,

A—H—DREERKDT TV r—> 3 %8 T S . Citrix Virtual Apps and Desktops™ /B 7 1)
T—2a aEFERLT7I7ERENET, TEIXLEEOT7 T r—2 3 »Id Microsoft Edge
DIV TINY A F U KeEEFER LT, 1—H —®DAzure ApplicationsX— %@L THEIN
&9, Microsoftid. Azure7” 77— 3 > Z5Z L TEE T E $Androids L IOST 71U HiR M
LTWET,

DNSY —> DYERR
Azure ADTIlE. BIEEN/NT U WwIDNST7RLXAZZHR L. XA V&Y T4 v IRDEFEY —
CEHIEITAIMEAHD I, CNEITIICIE. EIEEIZAzure DNSY — VR ERTET £ 9,
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ZDOHITIE. DNSY —> 4% citrixsamldemo.net Z{EARA L £ 95

Essentials 20 )
Fesource group Mame senver 1
citrisamldemo ns1-01.azure-dns.com.
Subscription name Mame server 2
Visual Studio Professional with MSDRN ns2-01.azure-dns.net.
Subscription IO Mame server 3
df22436f-ddfe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALUE

[} 1-01 B-F41] rr-dn-:.l; Qi
ns2-01,azure-dns.net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ 5 172800

Email: azursdns-hostmaster.microsaft.,..
Hast: nal-01.azure-dns.cam.

Refresh: 3600

Retry: 300

Expire: 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .,

Oy —I)LICIE. Azure DNSHR—LHY—N—DHEINTRRINET, CNHlE. YV —2DDNSL
JZARSDONSIY M) TEBBINZIMUELRHD £T (fl: citrixsamldemo.net. NS

n1-01.azure-dns.com ) o

AZure CEITEINTUVBVMADERBRZENMTY 38E8. VMOAzureE¥EDNSL J1— RADCNAME
RA VR —%FRTIONROHEETIT, VMDIPZ RLANEEINTH,. DNSY—>T 71l
EFEFTEHIZIHNEIIHD T A

COREETIE. RS LUANEDODNST7 RL AT T4 wIRADB—HLET, RXA1IE
citrixsamldemo.netG. X 71w LDNS (HEBEYICIZ10.0.0.%) ZFERAL X9,
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Web Application Proxyth —/\—% &89 % [fs.citrixsamldemo.nety T> FUZEBMLEYT, ch
lF. CDOY—>DT7xz7L—>3 > —EXTY,

IO RY—ERZERT S
ZDFITIE. Azure TEITINTWVWBADFSH—N—% ST ADEREZ SO CitrikBRIEBEZHEBR L £ 7,
lcitrixsamldemol ¥ WS EFIND T 57 R —EXDMERINE T,

URL

@ WEE APP ’ QUICK CREATE .
ctrixsamldema

— «cloudapp.net
VIRTUAL MACHINE i-‘i CUSTOM CREATE SouCappne
REGION OR AFFINITY GROUPR

“ -3 E MOBILE SERVICE West Europe \-|

'-F-\-
it @ | CLOUD SERVICE
N

ﬁ EEI BATCH SERVICE

CREATE CLOUD SERVICE

Windows{RE > > %#1ERLT %

IS5 R —ERXTRITEINSE5DDWindows VMEIERR L £ 9%

X >3> kO—7— (domaincontrol)

72 a—)L A% b ADFSH —/\— (adfs)

ADFS Web7 7t X 70O < (Web Application Proxy. R X1 >&M#i L)
« NI IAN=F¥YINTIIVr—>3 XA FPUORTFTROMYy R FUN)—> bO—

5_

Citrix Virtual Apps and Desktops {R*EEET—> = > bk (VDA)
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Create virtual machine » Basics

Create virtual machine

Resource groups

2 All resources
— es =3 * Mame

1 Basics 5

Recent Configure basic settings

* User name
App Services

Virtual machines (classic) 2 hoooe " T * Pasoword

Virtual machines
3 Subscription

SQL databases Veual Studio Professional with MSDN e

& Cloud services (classic) * Resource group
citrixsamidemao ~
) Security Center 4- findow [t
Lacation
¥ subscriptions West Europe v

Browse »

XL bO—5—

 1Z2ZERY70 Active DirectoryBRZ EFL T 2 7. DNSH—/\— & Active Directory F X1 >~
H—EXDEE|ZEBML £9 (ZDFHITIE. citrixsamldemo.net)y K XA VEIEHFTT LT
#%. Active DirectoryiEEAE U —E X DREIZEML £ 75

s TANEDBEDI—Y—T7HU> b ZER L £9 (H: George@citrixsamldemo.net),

e COY—N—IZAEBDNSZERITT B7cD. INRTDH—/N—IIDNSERDI=HICZ DT —/N—
ZE2RIDIVENDHD £9, CNUdAzure DNSERENR—IHSITO N TETF Y, (FHIC
DVWTIE. CORFaXY FOMRFFERESRLTIEIW, )

ADFSO> hFO—5—Web7 V4 —>a>OxH—N—

o ADFSt—/\—Z%citrixsamldemo K XA VIZBMIE £ J, Web7 U or—>3>7Ox>
F—N—IPBINT=T— 0TI —TICHE L THE L BELH D75, ADDNSICDNST7 KL X
EFFTEERLET.
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» AzureAD ConnectY — LD\ DT 74 7 T+ —)LZN LTPSUE— MMUBZFA T 378
IZ. S5 D —/N\—TEnable-PSRemoting -Force ¥ KL w hEETLET,

Citrix Virtual Desktops™ 71 /N\)—> cO—5— LT VDA

« citrixsamldemolZEM L TUL35% D D28 DWindowst —/N—I(C. Citrix Virtual Apps £ 7z (&
Citrix Virtual Desktops Delivery Controller™& K UOVDAZ 1 > A —JLL £,

REEDNSE BRI S

RXq>a>brO——Na1 VX b=)LENF%E. DNSH—/\—%Z A L T, citrixsamldemo.net
DRERE 2 —%MIB L. NEDNSH—/N— (5]: 8.8.8.8) AND T+ T—H—r LTHAEET B LS IC
LEY,

4 DMS Manager = | =] =

File Action View Help

e R Ba: BHE § 86

53 DS Mame Type [ata Timestar
4 F DOMAINCONTROL 7 _msdes
4 [ Forwerd Lookup Zones || 7 sipec
b _j _msdcs. net | _tep
B & | _udp
I _I Reverse Lookup Zones | DamainDnsZones
b _—] Trust.P.cli nts : ForestDnsZones
b | Conditional Forwarders ] (same as parent folder) Start of Authority (S04)  [24], domaincantrol. static
g Glabal Legs ] (zarme 25 parent folder) Mame Server (N5} demaincentral, static
£ (same a5 parent falder) Host (A) 100,012 8320
] adfe Host (4) 100.0.13 541 yzml
] demaincontrol Host (A) 10,0012 static
=1 Host (8) 10,0013 static
Flwap Host (4) 10.0.0.14 static
] enterpriseregistration Hast (4) 10.0.0.13
€ n >

MToFMLI—-RZEMLET:

* wap.citrixsamldemo.net
e fs.citrixsamldemo.net
e enterpriseregistration.citrixsaml.net

AZUure CEITINTVB IARTDOVMIEZ. THODNSH—N—DHZEFHTIEEDICER T IHREN
HOFdT, ChF. RV FT—IA4>E2—T T —AGUINSERITTEFET,
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O—#1 3 a4 X &N izEff(/en-us/federated-authentication-service/2411/media/fas-azure-config-

internal-dns-dnsservers.png)

T 7 AL ETlE. AEPIPF7 KL X (10.0.0.9) IFHMICEIDHTOENE T, IP7RLRAEZREZFERL
T IP7RLRAZXAREMICEIDE TR ENTEEX T, THUdk. Web7FUr—>3>7OxF>
H—N—C RXA>OAY FO—=F—ICRHLTITSRBRELRHD £95

NEEDNST7 KL X% 18R T 3

VMA'RITEINTWVWBIBE. AzureldVMICEID B TENTWVBRIREDNT U v IIP7RL A %IET
JMBDODNSY — > —N—%#ELE T, k. AzureBrT 7 # )L E TEVMOEENEFICIPT K
LZAZEIDHTBoH. BMICT S CERNLEEETT,

O—#1 354 X &N izEfR(/en-us/federated-authentication-service/2411/media/fas-azure-config-

external-dns-configuration.png)

ZOBITIE. KX >3> kO—>—IZdomaincontrol-
citrixsamldemo.westeurope.cloudapp.azure.com®DNS7 K L X% E|D HTE 9,

JE—MEENRT T3, WebT7 7)o —2 3 > FOF T LCitrix Gateway VMDAHHYNT 1) vy
JIP7RLRAZEBMITEIHRENH D CITFRELTL TV, (BHEPIF. NTUYIIPTRL
ADRIBADRDP 7 7 XUERINET),

EXaVTTIN—TZ8EIT S

AzureZ7 SO RIE. £Fa VT4 ILN—T2ERALT. 122 —% Y bHBVMADTCP/UDPY ¥
TR TR T 7AT7 04— IIL—ILNZEEBLE T, 774N ETlE TRTOVMARDPT7 It
2=HFE L £ Y, Citrix Gatewayds K UWeb7 P r—> 3> FOF % —/N—H, 7R— F443T
TLSZHRI I B2HENHD X,

O—#1 54 X &N izEfR(/en-us/federated-authentication-service/2411/media/fas-azure-config-

security-groups.png)

ADFSEEEHEZER T

MicrosoftsEBE#4REE TWeb Y —/N—SEBBE T VL — 2 BMICLE T, TNICED. hREZL
DNS7 R L XRZHDIREZER L. MEBEREZIOD Q) p 7 7AMILICTIVAR—FTEEFT,
DFEAEIFADFS —N\N—&Web 7 7V r—> 3> 7OF S —N—O@AICA VA M—=ILT 38
ENHDH. PRXT7AILDHREINZ A TS 3> T,

UFoH T2 baTWeb —N—SERAEZRITLE T,

e AEVFXR—L:
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o adfs.citrixsamldemo.net

s HIT U MBS

o *.citrixsamldemo.net

o fs.citrixsamldemo. % k

o enterpriseregistration.citrixsamldemo.net

i@ File Action ¥

= 2@ b

7] Console Root
a (G Certificates (L

£ |1}

— Certificate Enroll

[[] Show all templates

£ subject | General | Extensions | Private Key | Certification Autherity

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information abeut the types of subject name and alternative name values that
can be used in a certificate.

4 7 Personal Request Certificatd | ¢ piect of certficate
= i The user or computer that is receiving the certificate
__ == Certifig You can request the fiol P 9
b [ Trusted Rg click Enrall, Subject name: ) )
b || Enterprise Type: CM=adfs.citrisamldenmo.net
O Intermediz ]
b __: Trusted P [] Cemputer |Cmmm name
= Value:
v :I Un‘.trustad [w] Web Server
b - Ihm:-:al:t' A More info |
I L Trusted Pe -
b 1 Client Aut The follawing opt{ | Aftemative name:
b [) Remote De Key usage: Type * citrivsamldeme.net
b 1 Runtime_T Application pq |DNS fs.citrisamidemao.net
b L] Smart Card 4 B Yalue: £ istration. citrsam
—= Validity period
I ] Trusted D |

FEREZ N T — FTRESNIMERZZO Tpx T 7 TILICTIXKR—bFLE T,

Azure ADDtEY 7w/

OIS 3> TlE. FILWAZUure ADT VX2 X%t w 7w L. Windows 10% Azure AD
ICBME BB DIFERTES1——IDZER TS 7OCRICDOVWTEHFELCEHBEL £,

HFLWTFos LY R)DIER
g5y IAzure R—2 IO A Ly FILWTFr LY FUEERL £,
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Add directory

DIRECTORY
Create new directory
MNAME
CitrixSAhLDemo
DOMAIN NAME

citrizsamldemo & .onmicroseft.com

COUNTRY DR REGIDM

United Kingdom E

L] This is a B2C directory,

TTIBE BER-—IDPRTINET,
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citrixsamldemo

&2 UsERs GROUPS  APPLICATIONS DORAINE DIRECTORY INTEGRATION COMFIGURE REPORTE
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

[ Skip Quick Start the next time | visit

LLLUR L St Up Directory | Mansge Access ] Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custormn demain so that your users can sign in with familiar user names, For example, if your organization owns
‘contoso.cem’, users can sign in Azure AD with user names such as Jjoe@eontesocom’.

Add domain

Integrate with your local directory

Usethe same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

",

|\

_4 Get Azure AD Premium

Impreve sccess management expenences for end users and admimstraters, including self service password reset,
group management, sign in customization, and reporting,

FO—/NI)LEBRED—H— (AzureAdmin) Z{ERR T3

Azure T/ O—/NILEEE (CDOHITIE AzureAdmin@citrixsamldemo.onmicrosoft.com ) Z{F
BRL. ILWIADY bTOdF Y LTNRAT—RZRELFT,
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user profile

FIRST MAME LAST NAME

AZure Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHENTICATION

|:| Enable Multi-Factor Authentication

R XA >% Azure AD ICE8T 3

T 7 4I)L b TlE. I—H—I|F <user.name>@<company>.onmicrosoft.com DD A—)LT7 K
LXTHEBIETNE T,

CNTHEMHBRELXLTHRELEXF TN BEERADOX—IIL7RLA TENIITYRFI—H—0D
X=)THOY rEe—HTBZHDHEDEWVWTTY: <user.name>@<company>.com o

FXL>DEBM 77 avid. E OO R XA 5DVAHAAL I b =ERELET, ZOF
Tld citrixsamldemo.net Z={EAL 9,

VTGN HAOFODI-DIC ADFS #RET 3EBAIE. FT VIRV IRAZBMILET,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,
DOMAIN NAME

citrizsamldema.net

[+ plan to configure this domain for single sign-on with my local Active Directory.

Azure AD Connect 1 VX b—JL$ 3

Azure AD ¥ GUI W X 5w 7 2 |&. Azure AD Connect @ Microsoft # 7> O— RKR—JCUA
AL bENET, CNEADFSYMICA YR M—=ILLE T, ADFS AT a UhFATES LS
IC. BBHE TIIHL ARELAVA =L Z2FERALTLIETL,
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Install required components

Express Settings

Required Components Mo axisting synchronizaticn service was found on this computer. The Azure AD Connect synchronization

- senvice will be installed.
User Sign-In

Installing Wisual C++ 2013 Redistnbutable

Optional configuration:

ADFS &DI7xTL—23y VU 2F 0T a >z BRLET,

User sign-in

Express Settings

Required Compeonents Select the Single Sign On method:

| usersigrin  [REECERRTER
Connect ta Azure AD ® Federation with AD F3 ﬂ'
Sync | Do not configure [ 7]

Connect Diractories
Domain/OU Filtering
|dentifying users
Filkering
Optional Features
AD FS Farm
Azure AD Domain
Cenfigure Far single sign on method, we will instzll Active Directory Federation Services (AD F5).

Verify
Far D F5, you must have the fallowing:
- & Windows Server 2012 R2 server for the federation server
+ & Windows Server 2012 R2 server for the Web Application Proxy
= An 851 Certificate for the federation service name you intend to use (example: fs.contoso.com)

Learn mare about AD FS requirements,

Previous
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UENCER LI-BBE 7 H D> b TAzurell#Ei L £ 95

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD credentials: [ 7]
User Sign-In USERMAME
Connect to Azure AD |ﬂ-zurc-"-'adrnln@citflrﬂm'dtmc"ﬂ“mi‘rm"t'cum |
Syndc
PASSWORD

Connect Directories

Azure AD sign-in
Daomain/OU Filtering
Identifying users
Filtering
COptional Features
AD FS Farm
Azure AD Domain
Configure

Verify

Previous

RERADT # L X b &= EIRL £95
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& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-in
Connect to Azure AD
Sync
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain

Configure

Verify

Connect your directories

Enter connection information for your on-premises directories or forests: e

DIRECTORY TYPE

| Active Directory |"'
FOREST 6D
| citrixsamldemo.cloudapp.net ]’
USERMAME

|CITRI SAMLDEMON Adminstrator

PASSWORD

‘Add Directory

I...IIIJ

COMNFIGURED DIRECTORIES

citrixsamldemo.cloudapp.net {Active Directory) &

IARTDL A —Active DirectoryZ 72 7 b%&Azure ADE[EIHBEL £ 95

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connact Directories
dentifying users
Filtering
Optional Features
ADFS Farm
zure AD Domain
Canfigure

Verify

Domain and OU filtering

Directory |citrixsamldemo.cluudapp.net |" | Refresh Ou/Dor

_ &ync all domains and OUs
® Sync selected domains and OUs

4 M citrixsamidemo.cloudapp.net
I Builtin

Coamputers

Comain Controllers

FareignSecurityPrincipals

Infrastructure

LostandFound

Managed Service Accounts

NTDS Quotas

Program Crata

System

Users

Configuration

[ & KRR R R R R E]

Previous
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T4 LY NUBENERBIZEIE. - -2+ DIC—BTHBcH. OJF>9351—F—
ZHEANTEED,

Express Settings
Required Components
User Sign-in
Connect 1o AZure AD
Sync
Connect Directonies
Domain/CL Filtering
Filtering
Optional Fealures
AD FS Farm
Azure AD Domain
Configure

Venfy

Ty MMIHIBRL XIS

Uniguely identifying your users

Select how users should be identified in your on-premises directories, (7]
® Users are represented enly once across all directories.,
) User identities exist across multiple directories. Mateh using:

2 Mail attnioute

ObjectSID and msExchMasterdocountsIDymsRTCSIP-Originators|D
SAMAccountMame and MaillMickMName attnbutes

& speacific attribute

CUSTOM ATTRIBUTE

Select how users should be identified with Azure AD.
SOURCE ANCHOR @
| objectGUID |~

USER PRINCIPAL NAME €

| userPrincipalMame |'

tinbutes

TIAINEDTAIINRI D TF T a>eRIFANZD A—F—ETNAXAZ2/EDTI—T
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Filter users and devices

Express Settings

Required Components Far a pilot deployment, specify 2 group containing your uzers and devices that will be synchronized.
User Sign-in ® Synchronize all users and devices
Connact to Azure AD 71 Synchronize selected @
Syne FOREST GROUP
Connect Directories citrixsamidemo.cloudapp.net [_L.-rrcra name or DN of 3 group Resolve

Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD FS Farm

Azure AD Domain
Configure

verify

WBIZIG L T Azure ADD /N T — R % Active Directory Y RIEA TE £ 9, Z1UFBEFE. ADFSR—
ADEBEEICIIREDH D FH A
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Optional features
Exprass Settings
Required Compenents Salect enhanced functionality if required by your arganization.

er Sign-| .
US r I(_'|I'I n _I Ex ."|=."|'_..= “:. ong .'tP'!'.|.'_.-""‘:.=!'| e

Connect to Azure AD
] Azure AD app and attribute filtering 9

Sync
[] Password hash synchronization @

[ Password writeback

Connect Directories

Domain/CU Filtering

Identifying users [ Group writeback (7]

Filkening ] Device writeback ﬂ

Opticnal Features (] Directory extension attribute sync @
AD FS Farm
Azure AD Damain Learn mare sbout optional features
Configure

Verify

AD FST{ER 9 AEFBEPFX 7 71 )L &ZER L. DNS% & L Tfs.citrixsamldemo.netz387E L %
ED
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&% Microsoft Azure Active Directory Connect

Express Settings
Required Components

User Sign-In

Connect to Azure AD
H Sy

Connect Directories
Domain/GU Filtering
|dentifying users
Filtering
Optional Features
Federation Servers
Proxy Servers
Credentials
Service account

Azure AD Domain

Configure

Verify

AD FS Farm

I Configure a new Windows Server 2012 R2 AD F5 faim

Use an existing Windows Server 2012 R2 AD FS farm

Specify the 550 certificate used to secure the communication between clients and AD FS,
® Provide a PEX Certificate File
) Use a Certificate installed on the Federation Machines

CERTIFICATE FILE a

| C\Users\Fred CITRIXSAMLDEMO! Desktop\adfs.pfi |
SUBJECT NAME SUBJECT NAME PREFIX
|",|:itrixsamldemu.net Ivl |fs | G

FEDERATION SERVICE NAME

https://fs.citrixsamldemo.net

___reics JHINNNTI

TOF > —N—DRBIRERD 5NT5. wap.citrixsamldemo.net b —/N—DF7 KL XZ AN L F
9o Azure AD Connect MBI TE 3L SIC. Web 7 U= 3> 7Ox>H—N—TEEEL
L T Enable-PSRemoting -Force AY >V R L w F 2 EITTZ3RENHIHBELHD £7,
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Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync

Connect Directories

Domain/OU Filtening

Identifying users

Filtering

Optional Features
AD FS Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain
Configure

Werify

& Microsoft Azure Active Directory Connect

Web application proxy servers

Specify where to install web application proxy.

SELECTED SERVERS

ﬂ VDAcitrixsamldeme.cloudappnet  Remove

[

1) E— b PowerShell DIEFEMEDOREICE D COFIELRELI-EZEIE. Web 7 ) ir—
ayvOx oY —N—Z%F RXAICEMETETHTLIEIL,

T4 —ROEDDFIETIX. ZEDBEEBEENIAT—REFEHRAL. ADFSOY—EXT7HI >+
ZER LTI, £D%. Azure AD Connect | DNS YV —> DFFBEHERRIIT 3 LS5 KD F T
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Azure AD Domain

Express Settings
Required Components
User Sign-n

Connect to AZure AD

Sync

AD F= Farm

Cradentials

Configure

Verify

Connect Directories
Domain/OU Fittering
Identifying users
Filtering

Optional Features

Federation Servers

Proxy Servers

Service account

Azure AD Domain

Select the Azure AD domain to federate with your on-premises directory.
pomain: @

|citmsamldemo.cloudapp.net 7

Before we can federate this domain, we need you to confirm domain name ownership for
the DNS settings.

TXT record:
Taxt: M5=ms59661451

MX record:
Destination: ms59661451.msv.invalid

You will need this setting in place to complete AD FS installation.

|| Learn more about verifying DNS ownership for Azure Active Directory domains

Azure D DNS ZRL AL O—RICTXTHE LU MX LO—KREZEML X9,

HAME TYPE

=]

fs

N5

S0A

TAT

TTL WALLE

ns1-01.azure-dns.com
nsZ-01.azure-dns.net,
ns3-01.azure-dns.org,
ns4-01.azure-dns.infa,

Email: azuredns-hostrnaster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 e
Expire: 24159200

Minirmwm TTL: 300

172800

3600

3600 ms70102213

CMAME 3600 adfs-citrinsamldermoawesteurepecloud., |,

Azure Bl B>V —ILTHIVYILET,

CitrixSamlDemo

&2

DORAIN MAME

citrbesamidema onmicrosoft oom

USERS GROLUPS APPL

TYPE

Basic

CATICHNS DOMAINS CIRECTORY INTEGRATICN COMFIGURE EPQRTS LICEMSES
STATUS SINGLE SIGEM-0N PRIMARY DORMAIN
S Active Hot Awailable ¥es

citrixsamldemo.cloudapp.net by adding the record type suppeorted by your domain name registrar to

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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CDOFIEH LB L 1=EE1%. Azure AD Connect #E1T T 3BIIC R XAV ERIETE 7,

ETTBE. BT RL X fs.citrixsamldemo.net 7R — + 443 B TEHINE TS

& Microsoft Azure Active Directory Connect

Installation complete

& The Intranet configuration was successfully verified.

The federation service NaMe fs citricsamidems net Was venfied and resolves to the following addresses:
10:0.0.13

@ The Extranet configuration was successfully verified.

The federation service Name s citrivsam dema net a5 verified using an external DNS server and resolves to
the following addresses:

104,45.19.205

Previous Verify Exit

Azure AD Join ZBRICT S

A—H—HX—=)LT7 KL X% AF1LTWindows 10h'Azure ADEM%ERITTET3LSICT B L.
DNSt 7«1 v AHADFS%Z 159 CNAME DNSL OJ— K (enterpriseregistration.\<upnsuffix>) %
WERITIHICERINE D,

ZDFTIE. ThiE fs.citrixsamldemo.net T9,
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enterpriserezstration. citrcsamidemounet E
Type

CHAME |
= TTL TTL unit

1 + | Minutes w
Allias
[ T citrimsamibdemo net W

NEIEERRKES = E L T LR LESIE. WindowsHhADFSH—/N\N—%{E883 3L SIZ. ADFS)L—
rEERAZAWindows 10V E 23— —ICA YA R—=ILENTWVWBR I e ZBERELTLLIET L. Ual
ICER LI —ThHoY b ZzERALT. Azure ADR XA >UBM%ZEERITL £,

X

Let’s get you signed in

Work or school account

George@citrixsamldemo.net u

Password

| forgot my password

Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement
-

UPNIZ. ADFSEXA > AV FO—F—ICEL>TERHBINBUPNE—HTEIHNELNH B CISER
LTLIETL,
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fs.citrixsamldemo.net

Sign in with your arganizational account

george@citrixsamldemo.net

Password

@ 3.20GHz

£ 2013 Micresoft

Make sure this is your organization

Make sure this is your organization

If you continue, systern policies might be turned on or other changes might be made to your PC.
s this the right organization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

Finish

)
IOoVZBEHL. I—HF—DX—I)L7RLRZFERLTOI A>3 5 LT Azure ADEMA
B Ll e zfsiLEd, OJA > L7175 Microsoft EdgeZz#c&) L T <http://
myapps.microsoft.com> ([C¥EKiLE T, Yz TH A MIBENICO VIS A VU F > ZFERTS
19T,

Citrix Virtual Apps X & Citrix Virtual DesktopsZ -1 > X b—JL§ 3

BEDHET. Citrix Virtual Apps & 7= 13 Citrix Virtual DesktopsDISOh 5 E#E. AzurelZDelivery
Controller E VDAREY S > %A VA R—ILTE X T,

_ DFITIE. StoreFronti&Delivery Controller& B L —/N—ICA YA b—=I)LENTWLWE T, VDA
I&. Machine Creation Services SEEEJIC (A 7> a > THERAIEETETHD) « RZ>R7OY
DWindows 2012 R2RDST—H— LTA YR h—ILENET, HifT9 BF1IC. 1—H—
George@citrixsamldemo.net BN/NA T — R TEREECEIF B & SR L T 723 LY,
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« 16 e Y

Citrix StoreFront : [ -

DESETOPRS

Q, bearch Desktops

Details

I1—H—DEIFEHR% L TStoreFront™HERAETE 3 K 512, Controller TPowerShell A< > K
L v k Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true =317 L £ 95

7xT7L—a VBl —EXZA VX M=IILT R
ADFSH —/N\—|ZFAS%Z - > X k—JL L. Delivery Controllerh{S%8 & f17=StoreFront& L TH#EET

B30I —I)ILEZRELET (ZDOHITIX. StoreFrontiEDelivery Controller& [& LVMIZ1 >~ X
F=ILENTWBRTED) o« TVAM—ILEERZERLTIIZTL,

StoreFrontZ 83 3

Delivery Controller® > E 2 —&R —FEEAEZEZER L. R— b4A3DUSNA > T4 VT ZF/REL T
IS & StoreFront A" HTTPSZFEA T 3 K S ICHER L. StoreFrontdRX—X 7 KL X Zhttps:ICEE L
£9,

Modify the base URL for services hosted on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server group.

Base URL: | https://ddc.citrizsamldemo.net

StoreFront A’ FASH —N\N—%ZFHAT 3 L SICBHL (17 VX =)L #EDPowerShellx 71 7
#EH) . AzureITHREICT R LT, FASH—N—DARY FE2a—T7—%WRIZET
O 74 VHFASEFER L TWA xR L £95
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File Action View Help

e 2

| AU Application  Mum
[ L Custem V
4 L Windows

Date and Time Event ID  Task C..

] Applic ¥, Information /3172016 S47:35 AM Citrix. Authentication.Federated AuthenticationService MNone

i) securit (@) Information 5/31/2016 2:47:35 AM Citric Authentication Federsted AuthenticationSenvice
] setup @Inl‘omatioh 573172016 34713 AM Citric Authentication Federsted AuthenticationSenvice
Systen (i) Infarmation 5/31/2016 9:45:19 AM MESCLSMICROSOFT=WID
] Fonwa @ll‘l[‘ﬂl‘l‘l‘lﬂﬁﬂn /2016 S4544 AM CitriAuthentication Federated AuthenticationSenace
= Applicatic| @Inhm‘laﬁon 803172018 9:45:43 AM Crtric. Authentication. Federated&uthenticationService
'E Subscripti (Dlnhrmaﬁon 5/31/2018 S:44:39 AM Citric.Authentication. FederateduthenticationService
(Dlnfnrmation 3/31/2016 $:44:39 AM Citrix.Authentication.Federated AuthenticationService
@Infﬂmﬂiﬁon 53120168 41:23 AM MSSOLSMICROSOFTZ2WID
@Infnrmation 57312016 %:33:37 AM Citrix. TrustFabric
@Infnnnatinn 5/31/2016 9:38:37 AM Citrix. TrustFabric
et

Event 204, Citrix. Authentication, Federated AuthenticationService

General | Details

[5204] Relying party [| WDAS) accessing the Logon CEP for [upn: george@ net] in role: [default]
[Operation: SignHash] a5 authorized by [ \DDCS]

Log Mame: Application

StoreFronth’Citrix Gateway % {FR 33 & 5 ICHERT 3

StoreFrontBIE 1> Y — )L DRREEAZEDEEGUIZER LT, StoreFrontHCitrix GatewayZ £ L
TEREERITI B L SITERLE T,

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate snd sccess resources. i ]

Method

Specify whether StoreFront fully delagates credential validation to NetScaler Gateway. Thic
setting 15 applied when users log on with smart cards,

E Fully delegate credential validation to Netbcaler Gateway

Citrix Gatewaysill A 7> 3 V&S BICIE. Secure Ticket Authority (STA) Z 48 L. Citrix
Gateway7” KL Xz L £95
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Enabling remate access allows users outside the firewall to securely access resources, After
you enable remiote access, add a NetScaler Gateway appliance,

| Enable Remota Access

Select the permitted level of access to internal resources

1) Allow users o access only resources delivered through StoreFrent (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnel] €
Users may require the NetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: [¥] NetscalerGateway

Default appliance: [Nmalmﬁamay

StoreFront\D> >V JILY A1 A VRICHF L WAzure AD7 U r—2 3
VERIBRT S

Dt U 3> TlE. I7EAzure Active Directory Premiumt 7 X0 1) Fo 3 > WE X 9 BAzure
AD SAML 2.0 T IL A > F U= FER L £9, Azure ADEIEY —ILT. HILWFZ U r—
2a>EBERL. F¥IV—DST7 IV r—2a3 >z BMZERLET,

APPLICATION GALLERY »

Add an application for my organization to use | o

FEATURED APPLICATIONS (1T) NAME
Add an unlisted application miy

I CUSTOM “ organization is using | storeFront |
ALL (2626)

BUSINESS MANAGEMENT (124) Enter the name of an application you are
using, and add it to explore single sign-on

COLLABORATION (314) integration options,

COMSTRUCTION (3)
COMTENT MANAGEMENT (97)
CRM (114)

DATA SERVICES (109)
DEVELOPER SERVICES (B6)

fcusToM > fBEHMER L TWAKRERO 7 TV r—> 3 %8I Z2:&RL T 12— —HOD
FHLWARRLT TV r—2 3>z L £

74 AV DER

TI)r—23>07AA> e LTERT R, 215 x 2158 7L OEGRZER L. B~ —
JICT7y7O—RLED,
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properties

APPLICATION TILE LOGO

cifrix

SAMLEBEE DR
IV —=2 3 Ay aR— ROBER—JICED. OV AoF 0K #FRL
9,

storefront

&3 DASHBOARD  USERS AND GROUPS  ATTRIBUTES  COMFIGURE

StoreFront has been added

[ Skip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure cingle sign-on access to this application,

Configure single sign-on

C DR TIX. Microsoft Azure AD> T IV A A NG T BSAML 2.0585 %= AL £ 9,
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COMFIGURE SINGLE SIGM-0N

How would you like users to sign on to StoreFront?

isi Microsoft Azure AD Single Sign-On

Establish federation between Microsoft Azure AD and StoreFront
Learn mare

Password Single Sign-0n
Micresoft Azure AD stores account credentials for users to sign on to StoreFront
Learn maore

Existing Single Sign-On

Configures Microsoft Azure AD to support single sign-on to StareFront using Active Directory
Federation Services or another third- party single sign-on provider.

Learn maore

BAUFIIERDOXFHICTEEXT (Citrix GatewaylCIRIE SN BB E—HT ZHENDHD X

) o

ZDFITIE. BBURLILCitrix Gatewayth —/\— _ED*/cgi/samlauth* T 9,

COMFIGURE SINGLE S1GM

Configure App Settings

o

Enter the settimgs of AzureStoreFront application below. Learn more

IDEMTIFIER
https://ns.citrizsamidemeo.net/Citrix/StoreFront & |

REPLY URL

hitps:/fns.citrizsamldemao.net/cgifsamlauth /] |

[ show advanced settings (optional).

. Configure the certificate used for federated single sign-on (optional).

RDR—T|ZIE. Citrix GatewayZz Azure ADNDFERAZFABE L L THER T 3 1OICFERAINBIE
WHAEENTVET,
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COMFIGURE SINGLE SIGN-ON

Configure single sign-on at AzureStoreFront

Tao accept the SAML token issued by Azure Active Directory, your application will need the information below. Refer to your application's
SAML documentation or source code for details.

1. The following certificate wall be used for federated single sign-on:
Thumbprint: BD1EOZEBFTC111EDDBED325F526053BADE2EATIR
Expiny: 05/31/2008 1120620 UTC
Download Cerificate (Base 64 - most common) @
Dowmlead Certificate [Raw) @
Dowmload Metadata [(XiL) @
2. Configure the certificate and values in AzureStoreFront
ISSUER LIRL
hitps:/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5e484c62e/

SINGLE SIGN-OM SERVICE URL
hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-9326-14d3ed84 c62e

SINGLE SIGN-OUT SERVICE URL

hitps:/Aoginwindows.net/b1aef21b-d29f-4c20-0826-14d 50484062

[0 confirm that yeu have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this apphcation,

>

Baseb4SfEEABLIAZER A V> O— KR L. Y14V A YURLEY A > 7D FURLEZ OE—L £
9o TN 51X TCitrix Gateway DB EIEICEE D FIF £,

TV r—>a>z1—4—ICBIDYTS

REBEDZATYIF. 7FVr—3>zBMCLT. 2—H%—0 myapps.microsoft.com) 1~
FPO—IR=ZIZRTEINBLSICTBIETT, Ctd TUSERS AND GROUPS| R—IT1T
WEF, Azure AD ConnectiC & > TRBASNIER XA > A—H—THO Y MIT7OEXZEIDH
TEY, DT HTY FHFERTETEITH. ZN5IF\&IGuser>@\&It;domain>/NZ — 2 ZEHLL T
WARW=o. BBRMNICIYEY T TRI3HRENHBD X7,
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storetront
&3 DasHEOARD USERS AMD GROUPS ATTRIBUTES COMNFIGURE
SHOW |AII Lzers w v 4
DISPLAY MAME USER MAME JIB TITLE DEPARTMENT ACCESS METHOD 2
Azure Admin AzureAdmin@citrixsamid.. Ma Umassigned
George User george@citrixsamldemo.net Mo Unassigned
On-Premises Directory Sy..  Syme_ADFS_21a7es060dd... Mo Unassigned
o ~ W
MyAppsX—>

TI)r—= 3 oh B EnNd . 1—1%—D <https://myapps.microsoft.com> (C7 Tt X
L7IzE &S, Azure7 75— 3> D) A MIRRENET,

B Access Panel Applicatior X+ — O *
é > O | [ELJ account.activedirectory.windowsazure.com/3) ﬁ' ‘ = &A ﬁ
Microsoft Azure george®

applications  profile

cClfrix

AzureStoreFront —mo

22016 Microsoft  Legal | Privacy

L

Azure ADICEIML TW3IBE. Windows 10305 A > LfcA—H—ICx L TAzure 7 7 & —
NI VINY A A EYR—bLEY, PAOA0E I I3, T 7HFIFLUEIIC
R S N 7=SAML cgi/samlauth WebR—JICHEE L £,
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TG4 >F > URL

Azure ADR W a7 R—RTT7 IV r—2avIilEBD XY, 77U r—>a > CTRIARIgER > >
WA F URLADMER SN TWE Y, TOURLIE. WebT S o) o LIED, 21—

W —%ZBEEStoreFrontiCEEE TR XX — M XZa—>a3—bAy b EERLIED T3-OICERT
nx9,

quick glance

APPLICATION TYPE
Web application

PUELISHER
URL
SINGLE S1GN-0M URL

https:/myapps.microsoft.com signing

@ View usage report

CDURLZEWeb 7 ZUHICBED 13 T, Azure ADIC & » TELRIICHERL T 17=Citrix Gateway cgi/
samlauth WebR—JICU A A LI SN e zRBLEFd, Cnidk. gIbETonfca—4%—
ICXT L TDHEERE L. Windows 10DAzure ADEINOV # >ty avIicLTOHS VT ILYA
VAUERELET, fDI—H—IZAzure ADBERIBHRDODANEROSNET, )

Citrix Gateway®D - > X b —JL L {8k

BRICUE—NT7I71ERT370HI1C. ZDFHITIENetScaler ERTEDCitrix Gateway) % E1T79 35!
DOVMZFERLEFT, chidAzure X 7O BATE XY, COFITIE. NetScaler 11.00 Bring
your own Licensel] N—> 3 V& FHLE Y,

NetScaler® VMICOJ Z > L. WebT7 S UHEREIPT7 KL XIC@EIF. I—H—HEREEL 7 FIC
EEEINT-BRIE®REFERAL 9, Azure AD VMTIE. nsroot1—H—D/NRAT— REZZTET 34
ERHBCITEELTLIEETL,

SAEVZAZEML. BV RT7AIILOEMRICBEEZ:ZEIRL. DNSUVILN—%
Microsoft R X+ > Q> bO—Z—ICEITFE T,
Citrix Virtual Apps and Desktopsty F 7y U1+ H—RERTTS

ZOFITIE. SAMLEAE LTS Y FILEStoreFrontii 8 %28 T2 D SBHET. TDORERBAHE
BEL7=%. SAMLOJ F > RU S —%EMLE T,
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XenApp/XenDesktop Setup Wizard

What is your deployment

o,

(..
o Single Hop

oi-
¢
+
I

Client Internat Access Gatway

What is your Citrix Integration Point?
storefront [

=
% <- —
E

1ZZE D Citrix Gateway StoreFrontiRE % #IR L £ 9, Microsoft Azure TER$ 3155, CDFITIE
R— M43 TIFHR < R— b4433% B L £ 9, F7l&. Citrix GatewayEEWebt 1 ~ZR— Mg

EXEIFBIYEYTTBIEHTEED,

MetScaler Gateway Settings

MetScaler Gateway P Address®
w . 0 . 0 . 18

Port”
4433

Virtual Sarver Mama®
ns.citrixsamldemo.net

| Redirect requests from port 30 1o secure port

BRIEDTEDH. COBTIET 7AILICRFSNTVWBEIFOY —N\—IERE cBRE 7 v 7

I:I—F\L,i—é'o
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Server Certificate

Certificate Format®
[ pem ™

Certificates Fila*

|n5.citrixsamldemn.net || Browse ],|

[w Private key is password protected
Private key password

ot

AD7HOY NBEDHICKRAL>YAY N O—5—%BRT3
RXAYOAY FO—5— 37 ATy MERICERAINZ D, ZOIPTRLRA%E S5 < RS
HEICEMLET, 41 T7OVRYIRDE T4 —IL R THEFEINIERISTEL T EE 0,

Pnmary authenticabon method®

| Active Directory/LDAP ™|

IP Address*®
|1::n_u .D.12||_]IM

[] Load Balancing
Port*

| 389 |
Tirne aut (seconds]

E |

Base DN*

|CN=U5HS,DC= citrizsamldemeo DC |

Service account®

|CN=internaI3dmin.CN =Users,DC= |

|| Group Extraction
Server Logon Mame Attnbute®

|userPrindpaIName |

Password"®

Confirm Password*

||-u|-|||"-| *‘i"|0'

Secondary authentication method®

| Mone |

. [

StoreFront” F L X &8 J 3

CDBITIE. StoreFrontiISHTTPSZFER L THEBA SN TWVWS . SSLZONIILA T 3> %xiE
RLET,
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StorcFront

StoreFront FQDN®
ddc.citrixsamldemo.net
Site Path

SCitrie/StoreWWeh

Single Sign-on Domain®

citrixsamldemo 4

SCitrix/StareWeb

1]
=]
]

L1

sLorern

w o, oo . o0, 15 | +

SSL ﬂ

443

Citrix Gateway D BB Z {REE$ 3
Citrix Gateway|l#EHi L. I—H—RE/NAT— R TR D RINT A 2R L £ 75

. B bttps/ns citrinsamidema’. 2 = & © || B MeScaler Gateway 5% Citrix NetSealer VPX - Canfigur. ok L

NetScaler with Unified G

Please log on to continue.
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Citrix Gateway SAMLEREEH7R— L ZBR#ICT S

StoreFront CSAMLZEA T 2 AElE. tidDWebt 1 E TSAMLZER T3 AFEEMTWVWET, &
LWSAMLR) >—%, NS_TRUEDX TEML £,

O—#1 54 X & NizEfR(/en-us/federated-authentication-service/2411/media/fas-azure-enable-ns-

saml-policy.png)
M#iAzure ADHDSER L7 BRZ AL T, L WSAMLIAPH —N—%Z#E L £,

A—71 5 1 X & Ni-Ef&(/en-us/federated-authentication-service/2411/media/fas-azure-enable-ns-

saml-idp-server.png)

IYVRY—IVRIRATLZIREET S
Azure ADICETRINTWVWBE 7 AV hZEFEHRL T Azure ADEMFEAWindows 107 X7 kv FIC
A4 74> L %9, Microsoft EdgeZ 281 L. <https://myapps.microsoft.com> (C#&EHilL £ 9,

Web 7 SO —I(Cld. 21— —DAzure AD7 T r—>a VhRREINDZIFT T,

O—#1 54 X & Ni-EfR(/en-us/federated-authentication-service/2411/media/fas-azure-verify-end-
to-end.png)

A A V) v U T B L. sRAEENIcStoreFront —N—ICUA AL I b END e zHERB L F
ER

BRkIC. 2T A > F DURLZER L IcEREES L. Citrix Gatewayth 1 fADEZEEGH
Microsoft Azurelc U A A LI FEN, TDERRE-OTLK B xERLE T,

=EIC. Azure ADICEBIILTWARWIY S VBECURLTH#(RET A e sl L X T (775l &
FDEH TIZAzure ADANDBETRHIAS VT I AV F VDB REELET) »

iR

AzureTVMZ Y b7 v 79 3RICIE. UTOREF TS 3 V28BN T 24BN HD XTI,

NTUwIIPPRELREDNS7 RLRAZRMHTS
AzurelE IR TOVMICRES Y 7%=y b (ZOFITIFI0x**) EDIP7RLAZHF5LES, T

THILETIE. NTVUYIIP7RLABRBEIN. CHIFEBNICEFRINABDNSTIARNILICE ST
BETITEXY,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 162



JITL—Y3VEEEY—EX

e . - 3
Essentials ~ o AY <) Essentials ~ AR O
Resaurce group Resource group P address
citrixsamldem citrixsamidem: - SUPPORT + TROUBLESHOOTIN
Status Lacation DHS name
Running West Europe - H Auvditlogs >
Location Sub .
West Europe i Mew support request >
iith b
EMERAL
Subs e -
S
df22436f-ddfs-46ae-beTb-6479cdarefca  cilrizsamidemo/ default MG .
Y Properties >
| settings =
& Cenfigurtion >
Iuonitoring dd tiles
Menitoring ®

RESOURCE MANAGEMENT

CPU percentage

& Tags
& Locks

o Users

v | v | v

B Experttemplate

Add a section
—~

TPublic IP address/DNS name label] @ [Configuration] %#ERL £9, VMD/NT ) vy
DNS7 RL ZZ&ERL £F9, —hid. ODNSY —> T 71 L TOCNAMESRICERTE. IP7
RLZABEID Y TIN/BETH., IRTODNSL O—RAVMZIEL 5L 5 Z & ZREE
LXY,

Configuration

Assignment
[ynamic ERIEIIS

IP address &
40.68.28.181

Idle timeout (minutes) &

D5 name labeel (optional) @

ns-citrizsamldemo o |

swesteurope.cloudapp.azure.com

T77A70#4=ILIL=IL (ExaVT1JI—7) Z8RETS

I RADZVYMICIE. EFXa)TadI—T e LTHENZ T 747 o4x—=)LIL—=ILOtwY b
HMHEFNICERINET, EXxaUTadIL—FIE. NTUYIIPPRLIADNSTSAR—KPT
RLRACEREEND S 70 v oGHILET, 77 4/ FTIE. AzurelERDP%Z IR TDVMIC
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X9 ZHFL £, Citrix Gatewayds K ADFSH—/N—HTLShZ 71 v (443) ZEx
KITIBRELBHD £,

VM® [Network Interfaces] ZFZ. [Network Security Group) SRNILZJ Uy I L XY, &
YRRy N T—U S T4 v 0 %Z5FR] 93 &S5IC lnbound security rules] ZREL £9,

A S
Security rules
1 inbound, 0 outbound SUPPORT = TROUBLESHOOTING
associated with
0 subnets, 1 network interfaces B Auditlogs >
ssional with MSDM & New support request >
-26ae-beTh-6479cdaeefca
GemERal
All settings =
Properties >
gs =
Inbeund security >
Cutbound security ul >

B

s 1A —ILEIEMIF. FASDA VR M—JLERERICEET B EER) T 7LV X TY,
« —MRINZRFASDERIE. BER7—FT7I7FvDERFICTLHONTVET,
o INDY—) BFEIF. BERBROLETHRNTNTULETD,
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