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O Y RiE. ¥+ b EdDelivery Controller@#ICEERARL . 1 FZEICIERITLE T,

TIWN—TRUS—ZBHRT S

FASZA VX b—ILLTE. A1V X =L TRESNZ I -TRIS—FTFL—bzfERAL
T IIN=TRIS—ROYF—N—DT2EH kX1 % (FQDN) ZHEEL XTI,

F4rw b= EKY BStoreFrontty —/N\— & F47 v k%Z 5| E# X B Virtual Delivery Agents
(VDA) D\ =TRSO —ATT o MIL>THAINZ BEY—N—FSHIH%5E
®. FQDNDE—DEMZIF > TWA e ZHER LTI L,

BRICTRID. UTDHITIE. TRTOIY I VICERAINZIE—DR) S —Z RXAL LA
THEHRLEd, /L. CNISRETIEH D £ A FASIE. StoreFrontthr—/N—, VDA, &V
FASEEEOYV Y —IILZRITLTWVWEIY VA EILFQDNDO I X b =SB TE3ROMELET, X
T T6EBRLTIIEEL,
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ATFYTL FAS%Z A VX h—)L L7t —/N\—"T. C:\Program Files\CitrixX\Federated Authentication
Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx & & O CitrixBase.admx 7 7
T, BLWPenUS THINE—ZRDIFTFET,

@ - P | . = Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | | Search PolicyDefinitions )

. ~ €3 . -
457 Favorites Mame Date modified Type Size

B Desktop L en-US 22/07/2019 09:04 File folder

4 Downloads || CitrixBase.adrmx 19/07/2019 12:28 ADMEX File 2 KB

?_—3; Recent places u CitrixFederated AuthenticationService.admx 19/07/2019 12:28 ADMX File 4KB

I (M This PC
W
3 items =

ATV 2. INS5DOT 7ML E RXA > O—5—|(COE—L. C:
\Windows\PolicyDefinitions & T en-US 7 7 # LA —ICEEE L £ 75

A 7w 7F3. Microsoft Management Console (Y > RS54 >H'5 mmc.exe) ZRITLE T, X
Za—N=D56. T7AIL>RAFTyTLUOEMEHIBR 2:FRLE T, JIL—TRIVS—EET
T4 R —ZEBMLET,

TIN—TRIVS—FTz U bOAAZRO N5, BR ZFIRL. BEDR XKUY —

FERLET, £t FEOYV—IIEZFALT. BEICELLER) S —ATP U M EERLT
BIRTBZECHTEERT, CcORUD—IF. EEZRIFTBCitrix/ 7 b7 (VDA. StoreFront

H—N—. BEY—I) ZRITLTVEIIRTDOIIVICBERTIHRELHD £,

= Console1 - [Console Root] =ljaif x
S File Action View Favorites Window Help - [=]x]
«=| @ 2 B Select Group Palicy Object | x|
(=] Console Root Name Welowms ko tie Group Policy Wiz ¢ | |[Actions
i — WM
More Actions 3
fou can select snap-ns for this consale from thase availal
extensible snap-ns, you can configure which extensions
Group Palicy Objects can be stored in the Active Dirsctory
Availsble snap-ins: or o a loeal computer.
Snap-n Ven 4 Use the [Browse button to select a Group Object.
Sl Device Managsr Micr ° ® L
¥ prce Mir
= Disk Management Mer
B ons M Group Pobicy Object-
FEnkerprise PRI M = | |
[2] Event viewer M
IR eMer Mt | E =
2 Group Policy Management M owse far a Gro
[ Group Policy Management Editor Micr
=/ Group Palicy Object Editor Mer f | Domains/Dls [Sites | A
=] Group Policy Starter GPO Editor Micr 9 _ ,
[ Internet Information Servicas (IIS... Mir_ | W | Leokini [353 cirdest et v mEE-
-%rmmm;:imr | t-'i)u-" Domains, Ols and finked Grou Policy Objects:
L Mame Damain
Description: 17 Domain Cortroliers ctridest net
This snap-in allyws you to edit Graup Policy Objects whid JE| Defawit Domain Policy
of stared on a computer.
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ATY T4, A1 —2—DBHIR) O—IBEBET Y7L — MCitrix AV R—2% > MNEREEICH B
Federated Authentication Service 1) > — I8 L £ 95

File Action View Help

&= 1m 2| HE 7T

=/ Defautt Domain Policy [DW-DC.OMCNET] Poicy |[T uthensication

v (& Computer Configuration .
Federated Authentication Service Setting

w || Policies
» [ Software Settings ederated Authentication Service
Storefront FAS Rule

» [] Windows Settings

Edit policy setting

v [] Administrative Templates: Policy definit| | Description: |i2] In-session Behavior
~ || Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your

Citrix environment with your Active

| Control Panel . .
> & Directory infrastructure to allow users

» :I Network to log in with non-Active Directory
" Printers credentials {e.g. SAML assertions).
1 Server

s [ Start Menu and Taskbar If you enable this policy, you should

» O System specify a list of servers running the

S Federated Authentication Service

> ;l Windows Compoenents identified by their FODNs (e.g.
[ All Settings fasserver.company.com).

5 || Preferences

w 4%, User Configuration
5 | Policies
5 || Preferences

< > | Extended £ Standard /
3 setting(s)

Federated Authentication Service 7R 1) > —&&E &, CitrixBase.admx/CitrixBase.adml 7> 2
L — k7 7 JL% PolicyDefinitions 7 # JLAZ —|ZEBM L 7B EICDH. K XA > GPOTH A
TEX9, X7v 30K, Federated Authentication Service /R & —RE &, BERAT>T
L—hk>CitrixAYR—RV b >BFE 7 # LA —ICRTRENE T,

AT w F5. Federated Authentication Service /R > —%#BE. B3 Z:8RL £, IS ED.
RERFVEFIRTETEELSICHD, FASH—/N\—DFQDN% R L £ 9%
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B Federated Authentication Service O v
E Federated Authentication Senvice Presious Seffing [
() Mot Configured Comment:
{®) Enabled
() Disabled
Supported on:
Cptions:
FQDNs
List the installed servers in y Value
e
FODMs | Show o fas 1 citristest .net]
1]
OK | | Cancel
OK Cancel ApaEly

AT w 6. FASH—/N\—DFQDNZ AL X,

EHDFQDN%E AT 3/A. VDA, StoreFrontty —/N\— (£ 9 3158) . HEXUFAS
T—N—D5RT. VUALDIEFIE—EBLTWARELRHD XY, JIL—THR)—FF%
BELTEIL,

. J

FIg7.0KZ 7 )y LTIIN—TRIS =4 —RZET L. JIL—TR)S—DEE%=ER
LEJ. EEZAMCTBICIE. I >Z2HERTSID (X/IFOT Y RS0 2D Sgpupdate |
forcez 2179 %) HENHBZHZEDHD X,
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v 3 NEME

CORYS—F, A—H—DVDAL Y a>TI—o x> O E 79571 71bL. Ty
CaVAEIEE. EE. $LU0OvIEOYIEYR—FNLET, v a > REAZEIX. D
RS —DEMICHE>TWS 5D, FREDERICERINI-FASIL—IL Tt v a Y NERHEF
ATNTVWBRIGEICOAFBEEEETY, IL—ILDEBHESBRLTLIET L,

@ In-session Behavior

Previous Setting [ExEseting
() Not Configured ~ Comment:
(®) Enabled
() Disabled
Supported on:
Cpticns: Help:
Enabling this policy activates an agent process A
Prompt Scope | Per- ~ g pohicy g p
Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the
Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:
& | -
] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mote that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed,

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTRE. CORIVS—DBEMCED, FAST—2 1y O XA 1—HF—DVDALE Y 3
VTRERITTETDLSICAD T,

|mMCTDE RUS—DEMICAD, FASI—2 Y b ORI RITEINEGLLAD XD,
7a>7r23-7
CORUS—DEMMIA>TWVWBRHE. FAYT RO -TE. 7V r—>arhteyv Yy

NEERAEZ A T3 L ZHAIBODARZ I - —ICED LD ITKDZ D ZFIEHL X9, 3
D2DATarhHbh FT,
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s ABFRE—COF T avidtFa) T 7OV T b2 EMICL. WERIEY AL MIFERA
TNnEY,

« 7OLRACEDRAB—FETHOELTOT S LHMERICARZRD X Fo

c By a ltORBE—I-H-HDOoKZI )y I TR COF T avidtyiarRAD
TARTOTOY FLICERAINET,

FREXA1LTT L

CORIS—DERCHE>TVWBRIFE. AEZALT Y NMIEED G S FEEAD) =§
WMLFET, 7z 300RICERETD . I—H—II50 i 7OV R ARTRINE T, B
A ONBRE. MEROBECICOI—Y—IcOY A REINE T,

m BRSO

CDORIS—DEMH->TWVWBREHEE. - —HEEZOVIITI . I—HF—DEyia>
IFEEBNICYIFIEINE S, COFEIE. TAY—FA—FEOALEOYIM RS —ICBITL
&9, 21— —7h'Active DirectoryD AT # VERBHRZFR > TLRWEEIC. COMEEZFERAL X
ER

O I EFDOYIMIRY > —Id. VDALDIARTOE Y aVICBERINE T,

Federated Authentication ServiceB¥EJ >V —IJLD{EA

FASEIEOYY —ILIFIFCACOERICEL TWETH. PowerShellf 2 —7 1 XlF &K
DBELRA TS a3 w2 L £9, FAS PowerShell AT > R L w cDEFEMICDOWVTIE.
PowerShell ¥R Ly b #8BLTLLIETL,

FASEIEOYY —JLIZFFASO—EBE L TA VXA —ILENE T, 7 > (Citrix Federated
Authentication Service) XX — X Za—ICBBEETNZE T,

BEOAVY I ZYOTERTZEEF ROTOCRZRTIELSICATFEINET,

e SFFRETF VL —+ZEREBBELE Y,
o SFRAREEE Y Ty TLE T,
o FASH:EPRMRE X FH T2 &R L £ 9,
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OS#EMY —I/LZfERLT. —MOFIRZFF TR T IBZLCHTEERD

FASEIEIO>YY—ILiZ. T 74/ bTO—HILFASY—EXICEHELF T, HEICHLC T, v
Y — )LD A LIZ#H % Connect to another serverz AL T E— b —EXICEHRTET XY,

&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules ' Advanced I Connecttoanothersewerl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

aAgET>TL— N 2EBRT %
oY 7~z 7 EOEEERMOREZEE Y B 7. FASIFIRBDRED =123 D DCitrixzE
BRET>IL—hZRELFT,

o Citrix_RegistrationAuthority_ManualAuthorization

* Citrix_RegistrationAuthority

e Citrix_SmartcardLogon

_hB5DT > 7L — hEActive DirectoryiCEER T IHENHD X9, BEARZ>ZI 1) v L.
RICOKZEIZ Vw2 LET,
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&4 Deploy Certificate Templates X

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

T —FDOEHIE. FASEEHIZA VR b—IL TN BILERF certificatetemplate DXML 7T 7
LT, ROBFRICHD £95

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

ThisPC » O5(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates w |
Name Date modified Type Size
Citrix_RegistrationAuthority.certificatetemplate 1 ERTIFICATETEM & KB
| Citrie_RegistrationAuthority_ManualAuthorization.certificatetemplate 210/2020 5:25 AM ERTIFICATETEM... TKB
o ;
| Citrx_SenartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIFICATETEM... 3 KB
g

cMoDTYTL—bT7 740 %ZA 2R M—ILT ZHERNRVIEEIE. Active DirectoryEIEE IC
BLTLIETW,

FOTL—bEFFTTIVAM=ILTBICIE. TOFTL— 2L THILA—D5RD
PowerShell ¥ > RZE1TLF T,

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
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JITL—Y3VEEEY—EX

X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active DirectoryslfFHE Y —EXZEY 7V 7953

CitrixsEFAZE T > 7L — b Z A4 VX =)L L7z, N5 E1DLU EDMicrosoft EnterprisesEBAE RS
H—N—ICARTI3HENHD £9, Active DirectorysEBFBEH —E XDEBEAEICDLWTIE.
Microsoftd RF a2 XY FEBBLTLIEE L,

R 2 BRI R ZH DI —E. PR EDBIDOY—N—-IZTVTL—b2RHAT S
VENRHD FT, TNSZLFTBICIE. SEAREOEY FFyF2ERL T,

(GEBRZF > 7L — kld. MicrosoftSEBA#EE > Y — L2 ERL TR ABETA3 e HTEFET, )
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&3 Citrix FAS Administration Console - connected to localhost — | X

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif =i

The required templ  ImPortant:

Initial Setup Rules | Advanced Connect to another server  Refresh

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up acert Publish

- Citrix_RegistrationAuthority_ManualAuthorization

The authorization t - Citrix_RegistrationAuthority
o . - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
. Domain Administrator.
Authorize th

) ) ) ) Authorize
This step can also be configured manually. For more information,

Create an authoriz consult the online documentation.

Certificate Authority:
Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

JxT7L—TY REBIEEY—EXZEERT S
CDFIETIE. FAS OFERZRWBELEY, BEEI>Y —ILIZ.

Citrix_RegistrationAuthority ManualAuthorization 7> 7L — kA L TAERAZERZ &R/ L«
FOTYTL—bERBALTVWAWVWTNADIER#EREICXEL T,
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&2 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificata tamnlatas Deploy
&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Set up a cert Authority certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Administrator must signin to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize
Certificate authority:

Create an authoriz

Create arule

A rule defines a sm|
Cancel

You have no rules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ERHMIXEIND . Microsoft SEBFHEEE > Y —ILD U X RIC. FASY I Y7 HT Y FH 5 DR
BROERE LTRRIINE T, FAS OB EHITI DHIIC. SEAEREEEEITZDOEREZFHT
FIFETITE23HELHD 7

EEEN FLIE ZBIRITZDET. FASEEIVY —ILIIZNIEBFRD TIEF—) BRREINF
ER

Microsoft ZERBHERE 0> Y —ILT. ZHV7 v L. SERAEERICH LT £/1d #BRLEF T,
ZERT D . FASEEIOYVY —ILICESREEAENRREINE T, ZFRI D . OV —ILIC
IS—XyvtE—IhRRENET,
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA = —tn T 350700 CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FASEBEIOVY —I)LIE. COTOEINRT LA cZBFMICERB L £9, ZNiZiIEEsHD
BBEDHD £,

X

&& Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘ Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

(’ Authorize this service Authorize

There is a pending authorization request on Cancel request

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

IL—ILZBRT S

FAS |d. StoreFront DIERICHKEST. VDAOJ AU E LVt Y 3 Y RERDIHDIEFRE DR
TEARTZEDICIL—IL=FERLET,

BIL—ILIEUTZEELE Yo
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o SFAAZE X ER T B -HICEFEINTLS StoreFront H—/\—,
o SFFAEMNEREINZ I —H—Dt v
o SFBAZDFEARZHFIIINTUVBVDAY I VDY bk

Citrix Cld. Tdefaulty & WS &BIDIL—ILZERTZ e x2HEOHLEFT, Zhid. StoreFront
DFASICIERTT B MRIC. BLCEBIDOIL—ILEERTZ7HTT,

BEZHAAEZET VL — MOAEREESRBRIZINIRZLIL—IILEZESICERL. EhEhER
Z7ONTa LHERZIFOLSICHERTE LT, CN5DIL—)LiF. E7%BStoreFronttr—/N\—F%
TzldWorkspace TER T A3 K DICHBHTE 9, JIL—TRIS—EBRA T a>=FERALT.
StoreFrontty —/N—D AN X ZLIL— )L Z BRI TERT B LD ICHEHEL £,

ERl (F7ciE TIL—ILy RTDI—ILDERR) 220 ) v o LT IL—ILUERY « F— R ZRtL
T3 SO —FIE L—IILZERT 27 DBERZNELE T, TL—ILy 2TICIE &
IL=ILOBIBENRTENE T,

&¥ Citrix FAS Administration Console - connected to localhost — | X
Initial Setup Rules | Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default 2 W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

V4= RIIRDBERZINEL £,
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TU7L— b O —RREORITICERASNZIHEET > TL— k. ChUE
Citrix_SmartcardLogon7T > 7L — k. £/IZZDEESNIIAE—THIVELH D £ (G
%7__\/70[/_ I\%%/ﬁﬁ) o

AERAMERS: 1 —H —SEEAE Z HITL. 7T L — b= ET ZAAME, FASIZ. Tz —ILF —
N—CBEDBOIDHICEBOGERKEDEMZ Y R— b LTVWET, FIRL /IR D X
T—RAN 7T L—bFARR] ERTINTVWB I EZBER LT ZE W, SAKEDE
BesRLTIETWL

Tty avATOER £y aYATOFEAZEFIA 7> 3 >id. VDANDOOT # V&ICERAE
ZEATEEHESHhZHIEL £,

By a ATORAZFANERINTLWRWMES (T74/L b #28) SIREIROTF
RICSBERICOAMER TN, 1Y —FFRERICAREICT I EIATEIE A

Yy a RTOERZFANEREN TV RSS2 — 38 ERICEIRAEICT IR T
TET, FLALDERRIE. COA T a TERITIMBEBEIEIHDFEA TV EFXY
DWebt 1 b7 71 IILHBRE. VDALY 3 VRS TIEITNE )Y —XUE.
Kerberos> > I YA > FA VR FERLTT7IERXTES O, Ty a > RIABEIEHNESHD
Ft Ao

Yy aYRTOFEREZEHFAZBRLILES. Ly a YREMETIIL—TR) > —HBHMICL
TVDAICERA T 2RENHD 9, FEAZEIE. O A RICT TV r— 3 > THERT 12D
ICA——DEAGREX FTICEEESNE T, L xIE. VDAL YL 3 YRDWebH —/N—
ADTLSERIEN K ERIZE . Internet Explorerid Z DIEEAZE #FERTET £ 9

PG 21— —0OJ A > FIEBEGOIOICABEX BRI Z 2 INTL
3. SfEENT=StoreFrontH—/N\—<T>>D) X ke TNEDITARTOMERICKH LT, 4 DAD
FIO T NEIZTIN—TEZEBMTEET,

T ABEAZREISEF 2V T LEETHD. BEEICEETIXLENHD TT,

p= =+

FASH —/N—%Citrix Cloud TOAERT 2155, 77 IAFEHZBN T IHLEIZHD T A
Citrix Cloud TIL—ILHMER SN B IHS. StoreFront77 2 2 REFANIFEB SN E J, Citrix Cloud &
F>TL I XDStoreFront R TRILIL—ILZERTE X9, 7> 7L I XDStoreFrontTJL—JL
HMER TN BIHBE. StoreFront 7 7 A IE5 | ST BEHEINE T,
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FTIFINEDTIERER (ID7H—3>) BEFRITNTWVDS) FIRTEEFLET, L
Mo T, StoreFrontth —/\N—ZBERBICEHFR] T A3HELH D X7,

Securty

(Group or user Names:
R/ STF-1 (CITRIXTEST\S TF-15)

Pemissions for STF-1

Aszsert |dentity

HIBR: FASZER L TA—Y—%0OJ 4> TEB3VDAY Y VD) X b, FASEZN L TABRE# F
TTE22—1%—0DU R b,

e VDA77 RAHFUDEETIE. EOVDALWFASEZFER L TCA—H—%20O05 4> TETB3hEIEE
TEXJ, VDADURXMITIAIET TRXas>aAVEa—%—1 1 T9

o A—H—TFOLRFEADEETIZ. ¥OI1——hFASEFERA L TVDAICH A1 > TEDH
EIBECETXd, A—H—DUVRMITIAILET TRXA>21—%—] T,

FASH—N—D R XA VHVDAS LU I—HF—D R XAV ERBBIHE. T 7 4L bOFHIR
ZEBIIRENDHD XTI,
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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257 FI)L—JL: Citrix Workspaceh* 5ID7H—> 3 UHRMESINIE EFIT/IL—ILAERI NS D
S5 %ERLE T, Citrix Cloud|Z#E#t 95 & E I, Citrix Cloud TEB T2 IIL—ILZERL 75
Citrix CloudIC#&#t L 7. [Citrix CloudA\®D#EHE1 £ 7> a3a>DU Y IhSIL—ILZZEETSC
EHTEFET

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Reauthorize

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

Create

0 Create arule

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Citrix Cloud\ D%

FAS1—/X\—% Citrix Workspace TCitrix CloudIZ3#E#: TE £9, Z DCitrix WorkspaceDieE =5
BLTSZEL,

1. THIHAERE) # 7D TCitrix Cloud|ZI&EHt O TFICH S TIES =0V v ILET,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. BT BV TUREERL. TRAN1 20 )y I LET,

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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3. U4 Y RUIC—ROERI—-RFHIRTEINET, CNIICitrix Cloud THEER T 3UENH D F
To FHHICOWTIE. 4 V7L I XBHZCitrix CloudICERT 2 BRLTIRTE L,

&4 Connect to Citrix Cloud — O X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESDAS

Summary

( Waiting for confirmation...

= aEB

4. FRI—RFHPEESNIcS. ROV TET VU oRER T)Y—IADFA1 ZFRLF
ER
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&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

Confirmation Code:

™I

“
Resource location:

My Resource Location v

5. %5955 81F. BET7 AU FEFEIRL. FASH—N—Z#EHiT3 )Y —XDHRZERL
9. 171 Z20VUv oL, BRIV FUZBALE T,

6. TIWL—ILDZFER €02 a3>T. BEOIL—IN=ZERTIH FILWIL—ILZERLEY, T
RN 20V I LET,
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Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

&+ Connect to Citrix Cloud — | X

7. THIE) v a3>7T. %71 #21) w2 LTCitrix Cloud\D#EHETT LE T,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud
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Citrix CloudidFASH —/N\—%ZF&# L. Citrix Cloud7Hho > b® T Y —XDHFR) R—IICKRR
L&Y,

I > 7L X ROFASH—/\—|&. Citrix Cloud$ & U'Citrix Virtual Apps and Desktops\®D 77
T 2REREFICHFR T30, I——EEEERITTITET,

Citrix Cloudh* 5 ]l 9 3
Citrix CloudJ YV — X DIZFAM SFASTH — /N —Z HIBR L 7=#&. Z DCitrix Workspace DEE 5 TaifA &
NTW3a&3IC. TERERLETS
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RS

ZDtUT 3 >DEEETIE. Federated Authentication Service (FAS) DEERIEMR E BIEICEAT
BDHARVAERELET,

BERER

+ FAS A YR k=L IMIRREICE T B EEA Y T 7 LY RIE 1 VR b—IL LR ORE
7,

« BRIT %70 F v ORETIE. TELFAS T—F 7/ F v OBBEL. SOERBT—F7
5F ¥ ICET BHOTEADY VI HBHIN TV ET,

F+Y FBEAFICT I FL—a VBRI —EXEEY
93
CORETE. ILFFFY bOYR—Y RY—EXTANAL — (MSP) BETI 7L —>3

VEREIY —E X (FAS) ZBMICT B FIBICDOWTEHBEAL £9, HEICOVWTIE. VT 7L VX
7—* 79 F +: Citrix Service Provider DaaSZEZB L TL T LY,

ClErs 36a
e Citrix Cloud D R XA > )Y —XDIZBFRICEBE TV L AL H S Z o, EMICDOVTIE.
BIEEMEROZEEXBBLTIET L,

e T2 RY MSP DREBEMRESNTWVWD I X, FMICDULTIE. Citrix Daas for Citrix
Service Providersz 2B LT 7E 3L\,

MSPERE DB

1. Cloud Connector Z 3 L T. Active Directory K X- > % Citrix Cloud THIEATZE 3L SICL
=

FTFLIRA> TSR NTYF % Citrix Cloud IC3E#H: 9 B ICIE. Cloud Connector & - >
Z l\_}l/in_a-o

FVTLIZARXA A bO-F—ICEAEMTENTWVWBERXAL VD, IDELVTIERE
B>REXSY DFICRTISINTVWSZE=EELET,
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B Citrix Cloud x  +
< C (Y & uscloudburrito.com/identity/domains
= | citrix

< ldentity and Access Management

Authentication Administrators API Access Domains Recovery

+ Domain | C Refresh | (] Show Unused Domains

Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v

MultiFas.local

Forest: fasmuilti.staging
Forest Preferred Connector Type:Cloud Connector v

—_

RXA2%ZTF2MIT7z7L—23 > L& T,

FXADZERL, FOYTHIUARZa— () 20y I LT,
DEEB Z0VvILET,

Citrix Cloud x 4+ v - o X
<« C (¥ & uscloudburrito.com/identity/domains 2w O@
= | cifnx 2 o
© |dentity and Access Management
Authentication  Administrators APl Access  Domains  Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local wee >
Manage Federated Domain
Forest: fasmulti.staging Disable
Forest Preferred Connector Type:Cloud Connector v
— N N -
TFHFURZRDIIT+Z20 )y I LET, RICBAZIVvILET,
© 1997-2026 Citrix Systems, Inc. All rights reserved. 41



JITL— 3 EREEY—EX

Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3 AEMIIONTVERXA DT F Y MIBFEIT S ZHRLET,

COFEFEA T3 >TY, 7Y MEEDOIOVY —I)LICH A >4 > L. Identity and
Access Management > Domains D FIC K XA VAU I FINTVWEZZzRERLF T,

BhETONTWVWD R XA VDT F 2 MIFET S C L zEEE L X 9 (/en-us/federated-
authentication-service/2503/media/fas-verify-domains.png)
MSPEEEICRD £,

4. FASH —/N\—%Citrix CloudiC1 > X b—JLLTEERL £ 75
77+ > b DCitrix Virtual Apps and Desktops!) ¥V — X HVEZE & 11T L) B Active Directory (AD)
T#LAMIFASZA VA M—ILLE T, FASZZEDADT # L X MMCEEMITENTWSE I S

DRQOIY RO =23 VIERLEFT, FASHT—N—D1 X b=)LICDOVWTIF. 1>
Ab—ILetEp) 2ERBLTLIZEL,

5. TV MERZIBKI B

T+ FNERMEITICFASEBMICT S
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« IDZONAH— (IdP) 1R 3
T+ MBEEICYIDE X £, Identity and Access Management > Authentication (C7%
BLFEI, IdPICER L. ADDIdPLEHAISNTWVWA ez L £ 7,

o TF 2 FAITICFASEBRICT 3

Workspace Configuration > Authentication [CBE L £9, RE L7FREEEEIRL. FAS
EEMICLETD,

FAST 7 > b ZB%hIC 9 % (len-us/federated-authentication-service//current-release/media/

fas-enable-tenant.png)

EtR DR

TFHFRDT T L =23 R XA VHEBIBRT BEIICMSP R X1 V% HIRT % . BEIFIOBED
EELET, 7Y FAIFICFASEEMICT A EIETETEITH. MSPICR XA UHEELEL
378, FASIZEBKL 7,

Azure Active Directory > T LY A1 > F >

202378 A%, Microsofti&Azure Active Directory (Azure AD) % Microsoft Entra IDIZ T
BLELTe CORFaX>MTIE. Azure Active Directory. Azure AD. F7zIFAADADE
Bl §RTMicrosoft Entra ID%$8 L £ 9,

Citrix Federated Authentication Service (FAS) I&. R X >&NEAVirtual Delivery Agent (VDA)
ANDI VT IYHA>HF > (SSO) #RMH L £ 9, FASIE. VDAICA—H—RAE#RMHEITZ LT
SSOZEIRL £9, VDAIFZ DIRRE=Z A L T. 21— —%ZActive Directory (AD) (Zxt L TER:
LEJ, VDALY avIIHA > A>T, BESsEa L TCADY Y —RICT7IEATEE T,

Microsoft Entra ID (ME-ID) % . AD ¥ Microsoft Entra IDEIDOREEAE & HICRET D Z EIF—HRMT
HH. CNUCEKD A=A Ea—R2—DEAICNALTV Y FIDABMEREINE T, CDFEEET
I&. FASZERTY 3MEICVDAL Y > 3 > AH SMicrosoft Entra IDADSSO% RIVT B 7= DICHE
BEMERICOWVWTEHBALFT, ChIcED. I—H—(3EE8EE%4 L TMicrosoft Entra IDT{REE &
N7 )= a2 Il7E8ATEEXT,
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FASHMicrosoft Entra IDDSSO% T 272, FFRILBHIIHNEHD £H A,
FASODt v a3 VREHRAZIIHNEH D £t A
FASODEYDN—2 3 > THERTEEY,

FASEHR— T BVDADEDN—2 3 THERATEE T,

. J

Microsoft Entra ID SSOD AT, KOKRICFLHENTULWET,

ME-IDEBEES 1 7 VDAIE R XA > BINEH VDARNAL Ty FBIMEH

Yx—T R ME-ID &—/LL X SSO % ME-ID EEFREN—X DEREEZ
Bv3 RT3

Active Directory 7 =7 L — ADFS T Windows 53if % B WS-Trust certificatemixed T
> 3> % —E X (ADFS) I WMCT B Y RRAY EHEMICE ST
TJITL—> 3 ViEH W3 zHRYT 3
H—KN—Fs® D 7ON H—RKN—FT1DYV)a— H—RKN—FTqDYV)a—
AA—=ICT7TTL—>aVE 23 EFERTS 2a EFERTS

H

o« YX— K Microsoft Entra ID K X4 >z ld. 21— —E85EH" Microsoft Entra ID T{THO1N 3 R
XA THD. AT+ 7 Microsoft Entra ID s25FE N e HD £,

e 7x 7L —>3>EMNT= Microsoft Entra ID K X > &l&. Microsoft Entra ID H':2:F % 5 D5
FRICUA AL R TBESICEBHEINTVWE RXAL>2TY, Tt zld. ADFS ®H— KR /N—
T4DID TANA A —RE T,

o N1 Ty RENMEHA VDA IE. AD BIIEATH D, Microsoft Entra ID BHNEH TIo

R XA >8M&EH VDA

R XA >ENMEH VDA DiFE. Windows 3:EE (ERIFEEE Windows EREE X 7= 13 Kerberos & MEE
NTWE L) 2B LT, Microsoft Entra ID AN®D SSO #3XIE L £9, Microsoft Entra ID ANDER
GEld. 2—H—H' VDA v 3 >AH S Microsoft Entra ID TRES NI T TV —>avicT
JERALIESICRELF T, ROKIE, SREAETALRAZRENMIRLTVET,
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Federated IdP AAD
or ADFS
N
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windowe
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

SEHRIC DWW TIE. Microsoft EntralD R XA WYX= RTHEINT7zT7L—3>TnTULD
MCE->TERED X,

BB TN/ Microsoft EntraIDR X1 >Dty k7w FIZDWVWTIE. —LLAD VTG A > F
VEBBLTLIETL,

ADFSIC7 =7 L —> 3> & N7:=Microsoft Entra ID K X1 > DIFE. ADFSH —/\—TWindows:?
SEEEMCLED,

Y—RN—FToDID7AONAE—ICT T L—> 3> ENT=Microsoft Entra IDK X1 > DIBEE.
FERDOY ) a—>a v EELE T, YR—KMIDWLWTIE. IDZONAE—ICEBRVWEhEL S
L\o

N Ty RBINEAVDADIGE. RXA UBINEAVDAICEEH INTWEY Ja—>3>
HERTEET, 7L, FASEERT 354G, Microsoft EntralD A< UEHRL—T >
(PRT) IFEMINEE A

N TV RBINEHAVDA
N Ty REINEHAVDAIX. AD X Microsoft Entra IDICEIRFICEMLTWE T, 21— —hHVDA
ICHA A T38. ROT—T«14 770 CHMERSNE T,

o« ADIJY —ZXADERILADKerberosF 4 v MREEF 7w k (TGT)

» Microsoft Entra ID'J Y —XADFREEBD T4 JEH b—2 > (PRT)
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PRTICIE. A—H—AYEa—X2—0OmAICETIBEHRIAZEINTVET, CDERIE. BEIC
Itx C TMicrosoft Entra IDEEAZT 7o XAR) o —TERHINE T,

FASIIVDAICSEFRE X IRt 3 C & TA—H—%EREE 9 7=, Microsoft Entra IDDFEEAE N —
DD EE TN TVWIEIIBERICOAPRTEZIERTE £9, MO, BETOERXEKREHIIC
ALTWETY,

AAD Federated IdP
or ADFS

A

3. Authenticate to AAD 3 If federated,
with FAS user certificate authentication

happens at
the IdP

4. AAD PRT

2. Kerberos TGT

1. Authenticate to AD A
with FAS user

certificate Domain Controller

A

Hybrid joined VDA

A RAIE. Microsoft Entra DR X1 UhBEIBEIhTWA3Hh T T L — INTULBHIC
SoTERDFT,

EIE I N 7-Microsoft Entra ID K X > DIFE. Microsoft Entra ID CBAZ#R L £ 9, FFMICDL)
Tl&. Azure ADFEFAENR—ZX DRI EZ BB L T 72T L\, VDAIZ. Microsoft Entra ID CBA
ZEAL T, A—Y—DFASSEHZ TMicrosoft Entra IDIC L CaA—H—%EREF L £ 95

Microsoft R+ 2 X2 b TIFANY— b A—RARETOY A VA VICDOVWTHRALTVLWEY
M EDOREICH BEAMIIFAST—F —FERAETH A V1 VI 35EICHBBRINT T,

ADFSIC7 =7 L — 3> T fif=Microsoft Entra ID K X > Di54E. VDAIZADFSH —/N\—DWS-
Trust certificatemixed > KRR > b & ER L T. 21— —DFASSERBZE TMicrosoft Entra IDIC
d— -U- %wquin_a-o L_OJI/ }\/—.I_\’r/ I\‘;Tjj')l/ FTE)JJLEO'CUB’E?o

Y—RKN—=FTDID7AONAA—=ICT T L— 3> ENT=-Microsoft Entra ID K X1 > DIFE.
EERDYV ) 2= a3 VD EFEETBEEEMENH D £9, IDTO/N1 X —IEWS-Trust certificatemixed
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IVRRAYNERETINERDHD FT, ANILTICDOWVWTIE. IDFTAONAE—ICHEBVWEDHEL
SV,

This article describes the advanced configuration of Federated Authentication Service (FAS) to
integrate with certificate authority (CA) servers. Most of these configurations are not supported by

the FAS administration console. The instructions use PowerShell APIs provided by FAS. You must

have a basic knowledge of PowerShell before running any instructions in this article.

Set up multiple CA servers for use in FAS

W= %2 ERET-ITRET M. FASEEIO VY —ILEFERALT. ERDOCATFASZIEBM TS
9,

&< Edit Rule — O x
Edit rule "hello”

Template Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.

In-session use

Name Status
Access control Template available
Template available

Restrictions

Summary

< >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

FIRL I RTODCAIE. Citrix_SmartcardLogon sEBBE 7> 7L — b (FRIFIL—ILTERLET
TL—KM) ZR2RALTVWRRERHD X7,

FERLIEWVWCADWITNADBERNDOT > FL— b ZERELTULWARVWESIZ. FDCAICK L TEEFRR
Bazty 7y TI3FIEEERITLTLIETL,
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TRTDCAICH LTI DY —ERZERIT 5FIRZRITI2HEREHD FEA. COFIET

W S NICAGREIRAZE I, CDCATHERATE 37O T,

FRSh3BFOXEE

BEOCAY —N\N—TFASH—N—%ERTD . I——EEDERIZ. BRI TWVWEIA
TOCAY—N—IZHHENET, £/, BEINTWLWBCAT—N—DWVWINHHEKRLIZHBE.
FASH —/N\—IIRI DRI A RIEERCAY —N—ICTIDEDHD £ 7,

TCP 77tz X BICMicrosoftGFEB#4RE = 8 T 3

FASIZDCOMZ ff L TMicrosoft CAIC 727X L &9, DCOMIFR— M135ZEAL T, —E
ANy AV LTWBR—bERHELET, 772 ETIE. Dy AVAR—MIEBICEIDHT
bNET, TNICED. 707 04— IIlEF a2 )T Z2RETIRICEHEIHREE T AN
NHOET, EDDH. MicrosoftidFRIIR— ~ ZHB T 2HEEZIRM LTV E Y, Microsoft CAT
BIR— FEBRT 3IC1F. AF—F > T 7 IAEIBELTEIT> dcomenfg.exe #EIRL
T. DCOMBEN\XIILZHAET XY, AYEa—8—>3I« JVEa—4%— >DCOMDIBH = EH
L T. CertSrv Request/ — R%ZFR/RL £9, RIC. CertSrv Request DCOMT7 FUr—3>dM
7ONT1 ZfRELE T,
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CertSrv Request Properties |2 | X |
[ General | Location | Securty | Endoorts | idertty |

DCOM Protocols and endpoirts:

¥ Select the DOOM network protocol sequence that you want to
Jry  add Enterthe endpoint detals and click OK when you have

Protocol Sequance: | Cormection-cnerted TCP/IP

() Disable protocol sequence

O Use defak endpoints.

®) Use static endpoint EX

17 Use irtranet range of dyramic endports.
() Use intemet range of dynamic endponts.

(o ] [ cme ]

IVRRAV M EZEBELTEHENI Y RERAY FEFEIRL. TCP R— +ES (LD T4 v I T
|3 900) Z#iEEL £ 95

COPITIE. T7AT7 74— I)LIF/R— F13587KR— FO00Z AR T BIMENHD £,
TEZBEAT BICIE. MicrosoftsFPAERE = BHiicE L * 95

DCOMIFRPCR— M135Z AL TSI —> 3 VEREEF OO FASH—/\— (FT7IFFEHE
MEZERTIMOTTY) ZREITIDEIEFIHD FEA. V517> FHDCOMZFERT 344
BELHBHBE. H—/N\—LEDDCOM RPCH—E RIZEF L. FEDDCOMY —N—ADT7IEX
ZERLFI, CnUSLD. R— 1900 (COFITIF) HELN. DCOMYP—N—IFT 517>k
ICEDR— bADEHRZEIRTRLE T,

O —H—EERRE D ERIER

FASH—N—RTI1—H —SFREAENERING Y. 1—Y—DO5 4 VBRI ARICHESA
$79, UFOEoS 3> T, B—F 13 EBOFASY —N—TCNER(TT 35 EIC OV THI
LE
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Active Directory1—H'—D U X N EEFT 3

UTDHIICRTLSIC ADEIIT) L. A—HF—DIURbET 71l (T ZIE. csvI 71
L) ICRFETBET. SERAEDERZHETET XY,

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser (&, A—H—DURbZIIT)TER-HDZENZIAT LY FTY, LEEDA!
Il UserPrincipalName%#F5. 7HO Y FXAT—2 AN B THHA—HF—DAH%Z X b
FTRREHDT 1 ILRZ—EIHRTENTUVET,

SearchBase5|#i&. ADO DR TA—H —%REITEINZERKDIAAE T, ADRDOITRTD
A—H—%EHVWSREIE. ChZEEBTE X

COVTVIRZHROI-—F—ZRIAIEEDDHD I,
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CSVIFRD L SICBD ET,

Bl user_list.csv - Notepad

File Edit Format View Help

"UserPrincipal Name"l|
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FASH—/N\—

KDPowerShell 27 V) 7 kM. UBIICERINA—— U X FEZITIRD,. 1——3EBEZE0
R MEERLET,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv

foreach ( $user in S$users )

$server = Get-FasServerForUser -UserPrincipalNames
$user .UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover

-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
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$rule"_Definition" -Rule $rule

FASH—N—DE#H 2156, BEDI—H—DIHRAEIR2BEMINE T, 1DIEX1 U —
N—T. HbI12FT AN A—N—Y—N—TERINF T,

COFHIDRT ) T RiE. Tdefaulty EWSEBIDIL—ILICRELTWET, BEAZIL—ILE
(5] : Thello] ) ZFERALTWVW3EEIE. RZUTFAD $rule THEZTELTLLETI L,

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default g W

Summary
hello g W
IRule name: hello I
Status: OK
Template: Citrix_SmartcardLogon
FASEGREIFAE X EH IS

FASA—H—I|CHER® 522 k<. FASERHIBAZ2#EHTETF I

FASEBEIO>VY—IZEHTS
o« TLUVWFASHEGRIIFAEERZ AR T BICIE. BERBEZIVvILET,
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% Citrix FAS Administraticn Console - connected to localhost

Initial Setup |Rules | Advanced

Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Am authorization certificate is configured.

Deauthorize this service.

o Createarule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if yvou wish to use this FAS service with Citrix Cloud.

— O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect

CATERZFHTHERTDHLEDHD F T, FHFMICOVWTIE. T7x7L—Y 3 EEEY—EX

ZEGRT D1 EBRLTIET L,

o FTLWESRIIRAZENER S ND & FASIZZENA X LI —ILICEERITFSENTUVWARVWI &R
LEd, FTLWESRIBEZIIL—ILICEEEMIT3ICIE. BRZEFZzI Vv I LT,

&4 Citrix FAS Administration Conscle - connected to localhost

Initial Setup | Rules | Advanced
Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.
o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

= O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect
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PowerShell2EHR T 3
RO — 2T LET,

1. AEPEFBAZE%#1ERL L £ 9 New-FasAuthorizationCertificate

2. ;L WEEREFFAZ MGUID%. Get-FasAuthorizationCertificate IC& > TOREINBZ EHD

ICXELEFY,

3. FTLUWEGRAFBAE# 3T L £ J: Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

4. HUVEEIEFFAE%#HIBR L £9J: Remove-FasAuthorizationCertificate o 1—H'—77 7«
BT« DTN ARUVE SIS, DeleteUserCerts $false option ZFEHALTLETLY,

FAS DEIEEARER & FAS SERAZE D HIFR

FASEBEIYY—ILOEA

- TEREEEERR) V> 0% ) v UL, SRELGERAEZHIRL X, IRTOI—H—FRE L IAN
TOIL—ILZHIBRTE XY (L. EBREZ TV 7 I BOHICRBEATIZIH D FEA)

& Citrix FAS Administration Conscle - connected to localhost

Initial Setup | Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deg *
Deauthorize Service

o Set up a certificate

This operation deletes all authorization certificates from FAS.

The authorization templates a
Are you sure?

Click "Publish” to publish the {
) ) ] Yes, delete all authorization certificates
o Authorize this servic Also delete all user certificates

An authorization certificate is Also delete all configured rules

I Deauthorize this service. I

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Yes, I'm sure | want to deathorize

= O

>

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect

¢ IL=ILZHIFRLABWEE. BTFAS ZFEET L. EEHVRTINE T,
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X

&4 Citrix FAS Administration Console - connected to localhost = O

Initial Setup | Rules | Advanced Connect to another server  Refresh
Complete these setup steps:
o Deploy certificate templates Deploy

The required templates are deployed in Active Directaory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service Reauthorize

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.

Q Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

COEEIF. FREGEEASH L —ILICEAEMIToNTULRVWI 2R L TVWE Y, #LUVLESEE
SERREZIIL—ILICEEEMITBICIE. THlZzEH 27V v I LET,

PowerShell D{EMH
SREFEFRAZE ¥ O —H —SFRRZEZHIPR T B 1C1E. XD PowerShell A< > R=ERAL £ 9,

$AuthCert = Get-FasAuthorizationCertificate -Address localhost

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

Get-FasAuthorizationCertificate (&. FRLEERAE C REHDEREEEIFAEZEERD ) X
#KRL*9, Remove-FasAuthorizationCertificate Z#i{T79 DBIIC. $AuthCert D
BEZEETETXT,

SRELEEARZE#HIPR L. I —Y—SERAZE % R$59 BICIdE. DeleteUserCerts /N T X—HA—% false
ICEREL X,

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

-DeleteUserCerts $false
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BOO1—t4—3RRZE(IX. VDAY A 1LVt Yy a Y RIBED-HIC FAS TH|ZHESfE
BTEFEd, Chid. FASEREIZEH I BBICRIIBE £9, FMICDWVWTIE. [FAS SPGEAERRE
DEH #BEL TSV,

o A—H—3FRRZEIIXDLSICHIBRTET X9,
Remove-FasUserCertificate -Address localhost

COOAX Y RIE. FASH—N—DSITARTOI—HF—REZHIBRLET, CcOOY Y RICIE.
HIRREINBIEBEDLEY hE2 T4 IILEZ—IBTE3A TS a>hiHb £7,

FASH'IAERR b L =D S EGREERE X cl3 1 — —SEREZHIR T 2 . BETZF—X
TOHHREINE T,

FI754 KR
FASHGREEBAZE IZ. PowerShellZERALTA 7504V TERTE XY, Nl SFRAKELAT VS
A VDIAEZELEREZN L TARIIAEZRITI 2 22X A VERBICEL TVLWE D,

1. BEOYY - )L ZER L TFASOPEIREZ1T 5B RYID2DDFIEDHZ5T LE T, &t
BRET Y7L — MOEMES L VEEBRREOtEY F 7 v,

4 Citrix FAS Administration Console - connected to localhost = O

Initial Setup |Rules | Advanced Connect to another server  Refresh

X

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on: djw-dc.djw.local\djw-djw-dc-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certificate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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2. FASH—/\—TX®dPowerShellAY>RLv rZO—RLZX,
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1’®

3. FASH—/\—TX®dPowerShell A RLw % ANLT, F—RT7ZERML. (IFAZELE
KEVERR L £ 95

$AuthCertRequest = New-FasAuthorizationCertificateRequest -Address
localhost $AuthCertRequest

CHICED. ROBRMNMFSNET T,

New-FasAuthorizationCertificateRequest localhost

: aPda658f-aTel-U9bT7-aBc3-6381c26a83ab
Address : [0ffline CSR]
TrustArea 3

CertificateRequest :

————— END CERTIFICATE REQUEST
Status : WaitingForApproval

EHREINZ3F—RT7OTONTalE. FASESEF—BRICE>TRESNE T, FEMICD
WTlE. TMEX—DFRE] 2#8BLTLIETL,

4. SEREERET A XVICIE—LE T,
"$AuthCertRequest.CertificateRequest > c:\temp\authcert.csr

5. SEFAEEKRT 7L (CDOBITIXauthcert.csr) % SERAMRRBIICIRT L. ERZHER L T, sEEAE
REZBRLE T,
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RDO5DDFEIE. Microsoft EnterprisezEBBHEDERICEBEDH D TT, EDMDCAICDWL
TIE. CARVA—IZHEBVEDECTET L,

o FFEARERAY —N—T. SERBET > 7L — bMMCRF v 70 U ZEML 7,
Citrix_RegistrationAuthority ManualAuthorizationT> L —rZH5I Vv o L. TV
TL—bOEBEZBIRLFT, 2RI TZERLE T, LAICHEWHABAZEELEX T, C
DB TIE. %AEIIEOfMine_RAT. BXHEAEIF2ETTI,

Subject Name | Server | lzsuance Requirements
Superseded Templates | Exdensions | Securty
Compatibility | General | Request Handling | Cryptography | Key Attestation

Template display name:
|Ofﬂine_FU"|.

Template name:
Cffline_RA

Validity period: Renewal perod:
| 2flyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ | Do not automatically reenroll f a duplicate cerificate exists in Active
Directony

o FERBHEREY —/N—T. FEFAMEEAMMCR 7w 1> ZEBML £, SEAET VL —F%h
20w O LEY,. FIREERL. BITIBLASESTIL—bzo ) v o LEY, ERL
feF>o 7L —hEBEIRLE T,

e FASH—/\—DPowerShell Y>> ROV TR TRDLSICANILT., SFHEEBLER%E
SERRHERTICXE L 95
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certreq -submit -attrib "certificatetemplate:<certificate template
from step 5a>" <certificate request file from step 4>

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:
\temp\authcert.csr

EFROOTUFZRITID L. ROBRHIELSNE T,

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3CE6E1D3-UE2D-UBSB-9UFA-C25U192DR9C6}
ldap:

CDEFR T, SEEAMBE) X U« >V RIODRREINBZHZEDHD £9, ZDHIDERE#ERE
TiE. DCOM (k) ZHTTP (F) OmMADEFEINEICK>TULWET, FATRERSEEIE
DCOM%ZEIRL. OKZ=Z v I L%,

Certification Authority List ? x

Select Certification Authority

CA Computer

diw-djw-dc-CA (Kerberos) djw-dc.djw.local
Edjw -diw-dc-CA (Username) https:/fdiw-dc. diw local fdjiw-diw

Ok l Cancel

SEBRRSEEDMEE S ND & OY Y RAET L. RequestDARREINET,

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-LE2D-LUB8B-9UFA-C25U192D09C6}

ldap:

RequestId: 358

RequestId: "358"

Certificate request is pending: Taken Under Submission (8)
PS C:\>

o EEFAREEIY —N\—T. EERRREMMCR 7y 71 Y ORBRDERZ V) v I LE T, BX
IDZRDIFTET. RIS, BRZHI )Y I LTHITZERLET,
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o BITEHIAAE / —RZBRLET, RITSNAAEZ RO (BRDH—KTIHE
NHDET)  ATNIVy I LTHREEERETEI. FlX T2 ERLET, 771
ICAE—%Z 20Uy LET, dEABDIVAR— bV F—RAEESHL T, IAZ D
Dw o LEd, Z770ILERICOVWTROA I a vz ERLED,

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {.CER)

() Bage-64 encoded X, 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates {,P7E)

[+] Indude &ll certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 (PFX)
[]indude &ll certificates in the certification path if possible

[ ] pelete the private key if the export is successful
[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

R IIEBILX vt —I B XAE%E - PKCS #7 FEEASE (\P7B) T. AIgeTHNIE. FEEAD/NXIC
HAITRTODIRAEZSOBINEIRTNTVIHELHD X7,

6. TUVRR—FLIEERE 7 7ML ZFASH —N—|COEF—L 7,

7. FASH—/\—TUTDPowerShell AX > RLw b AL T, BEEFHEBEIBAE X FASH —/\—
‘:’r \/7.'_:_ I\ Lz i—aho

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile <Certificate file from step
6>

fl
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Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile C:\temp\response.p7b

COOARYRZRITIB L. ROERHFONE T,

PS C:\> Import—FasAuthorizationCertificateResponse localhost
C:\temp\response.p7b

Id : aBda658f-aTel-U9bT-aBc3-6381c26a83a5
Address : [0ffline CSR]

TrustArea : Tababl6b-e5ac-U2Uf-90d5-eclaebcl13de7
CertificateRequest :

Status : Ok

8. FASEIBOVYV —ILZMEELE T, FASHESE TN EHARFIINTWVWSIZT T,

*

&4 Citrix FAS Administration Conscle - connected to localhost — O

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directary.
Q Set up a certificate authority

The authorization templates are published on: djw-de.djw.local\djw-djw-dc-CA.

Click "Publish” to publish the templates on another certificate authority.

Q Authorize this service Reauthorize

An authorization certificate is configurad.

Deauthorize this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ICOY—EXZER) ORXTv TOBIEBEDFTvIR—IDHRRENET,

9. L=l L TR ZHITL &9, FFlICDOVWTIE. TIL—ILZziElT %) 28RLTE

LY,
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BEfRH

o THAYRb—ILEKERI DEEEIZ. FASODA VA M—)LEEBRICEETRIEER YT 7L VAT
ER

s —RINBRTTTL—2a EEIY—EXDERMIZ. TBR7—F7IF v ORFICFEDHS
NTVET,

« TOMDNDY—FIF. BELBHRI OEEFTBENATNTVET,

MWERORE

IEL®IC

FASEEEAZ IS, FASH —N— LDHEAHAHT —EIR—XIREFESNE T, FASIERAZICEEMITS
NIEWMERIE. FASH—N—DRY FTD—IHF—EXT7HT Y FDOTFICRESNE Y, 774K
Tld. F—IEIT I RR— R D2048E v FRSATH D, Microsoft Software Key Storage
Provider CER & S U RESNEF T,

FAS PowerShell1< > RPowerShell Y RLw 2 ERT 3 . MEBEROIO/NT 1 C1REFS
FREZECETET,

FASOER L HEFRE 3. FASH —N—ICO—AIIICRESNE T, T—RIFFASH—N—F/
THEINFEA

Citrix Virtual Apps and Desktops 2411& D EIDFAS!) ) — X Tld. WERO FO/NT 1

& %programfiles%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config. Cc® 3
XML 7 AL ZHRET B TR SN TULWE LT, ThidPowerShell XY RICEE#Z 5
N KORRXEDHO. FASH—N—ZBEFHETICERTEET, 510 XMLT 71 LDK
ECIFELRD, PowerShellz £ L TITONTIHERLIE. FASYH—N—D7 v I L —RENTHR
BEnEd, LA >T UTOREICHTBIXMLT 71 )L ZzERLICEBRIET R— i<
wmhFLT

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection
e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp
e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType
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e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength

22 3> [Citrix Virtual Apps and Desktops™ 2411 K DEIDFAS/N—2 3 U 6D 7w 7SI L —
Rl Zz8RBLTLETVL

FASSFEAE X 7> 7L — MNCEET 3188

FASHMR¥F T BERREICIF2EEH D £ 9, BELIDDA VY ARX VA THDEFIPAEZ . 1——
SEEAE T,

FASAEGRIIFAZE IS, BB E/-IIERI -V b (RA GEFAZECBFENZ ZEHHD
£,

FASIZ. SEBREZERTBBRIC. ROE I/ a3V THAT B LDICHRAET VL — b ZzERALZE
Yo FASIFFERARZERTT Y7L —hRaZEELFTH. TUoTL— FOARARIEHRAIWD FE A
L7ch>T T TFL—bOREZZEELTH. FASHMTSEERAZEERICIRELFTEA. TV
L—hOREDTONT A ZEET D L. CAICL>TERSTNBERASBICKEL T T, Tt x
. 7L — b zERALTEMBRREZEETEE T,

FASEGREEEAE
COFIREIE. FASZIEM T B L EICIEMSNE T, FASEEIY Y —)LOEB X2 IIBERNZ
/%TE)EH LT, %Fl' L/L\g(urb\nIEEHi%g—_k—t TET,
PowerShell <Y > RZFERATZHTE. KOFRHAHIEHETEETT,
* New-FasAuthorizationCertificate : T Y RIFFASEEI VY — )L ERKICE{EL £
IH, AR TOCXTHERAITIHMRET VL — b Z2EETETZIRNBERD T,
e New-FasAuthorizationCertificateRequest : COD IOV Y RiE. FEEREFAED T 757 0&

KEEHRLETo #7541 2HEGR.

AGREIBAZE . FASHE SRR L THEEL. 21— — IR > TAEE X EKR T3 7-%. RASE
Bﬁit%ﬂﬂini% CDIERREICIE. ERF —FHRAIASERTI—J TV B D, FASOI—
—FRAEZ ER T ZBOARERBRE LTERATETET,

T7#4IWETIE ARTOCRIEADT>TL— b Z2FEALET,
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» Citrix_RegistrationAuthority_ManualAuthorization : CDT > L — hZfER L THE
BRENTEERAZIE—RNTER THD.. KR TOLRZ T— A Ay 792 BHICERTN
95

e Citrix_RegistrationAuthority : COT > L — b&EEBR L TERINIEEBEE IXBME
D R<. FASH—N—ICL>TRESTINE T,

FASZHEGRT % & ROFIENERITENE T,

1. FASIZF—RT7ZER L. F—XRTORERET>TL—F
Citrix_RegistrationAuthority_ManualAuthorization Z38%E L C. SEFASERER
(CSR) ZCAIZEEL £ 9%

2. TVFL— FORITEHTIE. CSRIZCABEBEICL >TEH TERINZIKELNH B LIEE
TINTVET,

3. CABIEENCSRZEFRT B . CAIFFASHEIF T DEFAERER L £9. C DIEFRZEIZERD
AR R XDRAT Yy T TOMEBAINE T, FHINZ E. FASIZZFDIERE
F—RT7EWELZF T,

4. FASIZRIDF —RT7ZER L. COF—XRTOREF—T>TL—F
Citrix_RegistrationAuthority Z#5%E L T. 2&BEHDCSRZCAICXFELEF I, CDEK
F. BIOZXT Y 7OFAEZICL >THEREIN. BEINET,

5. CAIZBEEINICEERAZE ZHIT L. FASISEIFAEZEUG L. FASIZCNTERBEA LD ET, T
7 # ) b TlE. COEGREAE OB HAREIZ2FR T,

BIRDF—RT7ZER T B TeHICFERINIEREIE. CDPowerShell Y Y REFEHLTRRT
D

Get-FasKeyConfig -Address localhost -CertificateType ra

FAS—# —GLFA&E

FASIZ. VDAICA—H'—%H A >4 > IEZ=HDICA—H—FBRZEXER L £ 95
FASHIA—H—SEREZER T A, RO Tv ITHEITEINEX T,

s FASIZF—RT7ZER L. EDF—RT7ORHEF—. I—H—DID. BLUVT I AN ETTY
7L — b citrix_SmartcardLogon (FRINZ TV 7L — MIKREREE) =IEEL T,
CSRZCAIZCEEL £ Y,

« CSRIIFASHEGTEFRE ZEA L TERATNE T,
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« Citrix_SmartcardLogon 7~ 7L — MIIZFITEM Application Policy: Certificate
Request Agent H'®% D £9., CDEMIFIFASEERIAZICFET 578, CAIZI—1—3ERE
EXEFMICHETLES

o FASIZEFBAZZ#HE L. FASH—N\—LDHEAAAT —EIRN—IIHFEFELE T,
e T 7L MTIL. SEFAZEOBEMEMITLAR T,

D%, A——iFEEIIVDATHERREICKRD, A—H—%FH1 V1> EH%T,

BIRDF —RT7ZER T B TeDHICERINIEREIL. KDPowerShell YWY REFEHALTRRT
TEJ,

Get-FasKeyConfig -Address localhost -CertificateType user

WERODREA T3>
FASIZ. ¥F—R7Z3DDATIVDA ML —JICERB I MFEEFET DL SICERTETET,
« VY77 hUxT7:@E. Microsoft Software Key Storage Providerz{FFHL £9, iV 7~
DITDHFTRESINTHD. T—RIET1 AVICRESINE T,
e FSRFYRTSY LT A—=LETa—IL (TPM): TPMIZ. IV Ea1—2—LOYPIE/N—R
DITTHEIN NAN—NAH =L > TRESTNZRBTPMTHIHEDH D £75
s N=FUxT7EFa)TFsEDa—Il HSM): Chid. BELF—ZRL2ICREFET DL DICEH
SN N—R Iz T7RD¥ERELIEIRY NT—IOFTNA AT,

ERINSIL—FAITRBODET, N—RITT7REL—DIFEDRETHBEREMN D
DFEITH FIZHOI—F—FBREF—RT7ZERE L VRET BBEICIE. NT+—<
VAMETTBENELLHBDFT,

FASEGSAEERE ICBIE 1T SNICWBRIIFICHEENR (. TOFRIEOR) > —IC&D. WE
BEFMBEISEIIHTEH. EEOI—F—DIAZEREHRE TET 57O TT, BRELT. D
REHETZEIFHTDH, FROI-—TF - LTRRICERTT I,

Microsoft CAl. SFEAZZ#RHITTET 31— —Dt v b= 5. FASESIIFEAEZEDMER% &
[RIBLSICHEBRTETET, sFHICOVWTIE. EFESNLERI - b ESBLTLCE
L
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CDT=8. FASTIE. AFPAS  A——FERREOMER 7ONT« ZEBICHEETE LI,

— R RERE WS DODRLE T

AEDEFEAE & — Jd—H—FEFRE*— XV bk
VAR Nk 4 VAR Nk 4 T4 MER
TPM VoIbkox7 ﬂmL\nﬁﬁﬂiti/\— Ry T7R
ErhTunxy
HSM HSM IARTOEREIE/N—FRT T
TIREINTWLWET

A—H—F—(ZIEN—R T 7TPMIFHERINF A EERHBAEX—ICOATPMEFERAL
TLIET VW, FASH—N—%ZRELREBETEITI B3 FENHEBEIE. N1TN—N1HF—AX
A —=ICTPMREIED T R— F TN TWVWEAHEESRLTLIEE

*—iBPowerShell <> R
MEXF—DOBRICEET 2T RIFRDESD T,

e Get-FasKeyConfig
e Set-FasKeyConfig
* Reset-FasKeyConfig

* Test-FasKeyConfig
SMIC DWW TIE. PowerShell A > RLw bEBBLTLIETW

MBIV —FFHEDF —BRISIHII L TH D, certificateType F|IHUCKL>TIREIN
£9, fceRIE. HEUEIAE (RAGIFAE) 2BRIT D SICEAINIWET—BHZEIET 3 (C
IE. ZDOFIEZERTLE T,

Get-FasKeyConfig -Address localhost -CertificateType ra

OA—Y—FAEZEKRI B L SIEATNIMEB T —BRZIIE I 31013, ROFIEZEITLE
EE

Get-FasKeyConfig -Address localhost -CertificateType user
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Set-FasKeyConfig & Get-FasKeyConfig ZEH L T. XOMEF—TONT 1 ZHRES L UVR
ETEET,

AN+ EtEfE OX>k

RC 2048 Evy MEAOF—
. Microsoft 7>
L— bk GUI TlE. B
B2 7 TR/
F—H A IPEES
NTWVWBZEITER
LTL7EE W, FAS
THEHRINF—F
NF>7L— kTl
EINlcm/h+F—1
1 XEDBHIEVG
&. CSRIX CAIC
FoTHETINE
EP
RSAF—DIFH.
R &31024E
k. 2048Ew k.
F7l34006E v

ICTEEXT,

ECCE—DIFAa.
REd256E w .
4Ly by FTlE
521w MMITEX
ED

T RAR— ~ElgE T4—ILR WEEX—%27070O
NAE—HBIUX
R—=—bTEZHES
h%

TLIT14vIR wL FASIC& > TER T
N3WEF—DHA
FIEMYT 3L
T4 VI REEEL
x99, £ BH
MFIE. FLTarw
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Zanr+

BFIRHR

F—ERETONA

A — (KSP)

TONAH—

74—

At

Microsoft ¥/ 7
Jx7 F¥F— AL —
o Fana 44—

dX2 b

2 2 X GUIDTHERL
IhEd, A
MyPrefix70277985
-6908-4C6F-BE59-
B08691456804 o

trueDiZE. ECC
F—RT7HDERS
n. TNUNDHE
[ERSAF —RT7H4E
REnEzd,

trueDiZE. FASIE
REFDWindows
CNG APIZ{ER L.
ProviderZ7O0/\ 7«
TKSPZIEE T 2%
ENHDFET,
falseDZE. FASIE
L /i< —CAPI API
#fER L. Provider
70O/ 7+ THESt
—EX7ONA
A — (CSP) #¥8%E
TRIRELNHD F
Jo CitrixlEKSP®D
ERZHRELET,

F—RTHIMERS &
ORESNZ7ON
1A —D%Fl. D
TONTA4ZZEEL
T. TPMZ 7z|$HSM
ZIEETTET,

HSM®DKSP (F£7z1Z
CSP) |[FHSMAR >

HA—Il X > TIRMHT
nEkd, No4—

& V7D T7D
1R M=ILHZEL

© 1997-2026 Citrix Systems, Inc. All rights reserved.

68



JITL—Y3VEEEY—EX

ZO/INT+ BIE(E

CSP&RA 24

T 5I|C. Set-FasKeyConfig (. BELE. UTOXA Yy FEEBITFERTEET,

7239

-UseDefaultSoftwareProvider

-UseDefaultTpmProvider

aXY R
ZONAHZ—D%&H]

ICRET BiETRERM
LET,

KSPZONT+ B
falselCEXE TN TLY
BIGEICOHBEEL
£7,

Microsoft
KeyContainerPerm
issionAccessEntr
y.ProviderType
Property
PROV_RSA_AES 24
zBBLEJ, CSP
Z3FOHSMZE ER
LTED. HSMA
R —DRIEIEE L
BULRD. Bil24
THB2UENHD F
ER

Provider 7O /\7 -« %Z Microsoft Software
Key Storage Provider . KSP 7 —JL K%

true ICEREL X T

Provider /N7 %Z Microsoft Platform
Crypto Provider (C. KSP 7« —)L K% true

ICRELET,

%"

B

Microsoft Software Key Storage Provider |&. 8. 71 X7 LICF—ZERB I MMEREFT B 1

DICERINZ ONAH—T,

© 1997-2026 Citrix Systems, Inc. All rights reserved.

69



Jx7L—>a VElE—EX

Microsoft Platform Crypto Provider (3. B&. TPM ICF—ZERE L MRET 2 -DICFERS

ns37ONA4—T7,

Get-FasKeyConfig |&. D 7ONA A= 7T X LDMERINTVEI D ZHEETZDICE

D714 —ILRBHIBHELET,

Z14—ILE Bk

IsDefaultSoftwareProvider true DiHE. 7OANAE—H
Microsoft Software Key
Storage Provider |ZERE &
. KSP 71 —JL RH true
ICRETNhTWBZcZERL
E

IsDefaultTpmProvider true DFH. FONAE—H
Microsoft Platform Crypto
Provider |Z5%7E S 1. KSP
T4 —=ILRD true ITFRES
nTwsZexEr~LED,

IO X s RSA (F. RSA F£—H1ER S
NdZczmLlEY
(EllipticCurve Z70O/\N7T+ &
false).

ECC |&. ECC F—hM"ER
SNB3ZexRLET
(EllipticCurve Z0O/X7 1 &

true),

Reset-FasKeyConfig ZfFRALT. REZT 74N MIRIZECNTEEXT,

Reset-FasKeyConfig -Address localhost -CertificateType ra

Reset-FasKeyConfig -Address localhost -CertificateType user

© 1997-2026 Citrix Systems, Inc. All rights reserved.

70



JITL— 3 EREEY—EX

MBZEX —BRICINZ 5NT-ZE ( Set-FasKeyConfig F7-ld Reset-FaskeyConfig %*1{F
) & ILIERSNIEERZICT CICERAINE T, L. BL23EmZzHFOBEFED
AGEIFAZE S LU 1 — —FEAEICIIRE L £E A

BIZDEBAZE L. BIEOYY —ILHS FAS H—E X %&IEEERICT B H. FAS DIEEEI X FAS i
BEZDHIFE @ PowerShell A REFERALTHIBRTE £,
REDI—H—F—BRICERL LAV —T—ILROBMER TN —IEIRNTHREINE T,

B> 71 F0H
BHITIE. BEFOMFREIEREEDEEXZ(TRWH. FAS H—E X Z AT IEiICigHT
7= PowerShell ZEAL TEF—BHEEZREL TS

RO F— B DARAE X321 —F —EFRELBIICH 255 (E. FAS SEFAZEDHRE LTV
FAS DIEAFR Y FAS SERBZDHIFR ZEHAL THIBRTE £

FASH—N—N S77 7 7O4XY MIHB3HEIE. BREEZTOE. X>TFHFYXE—FRIC
TR ERILTLKIETVW XY TFHFUYRIE—R,

#l 1 - $RTDF—% Microsoft Software Key Storage Provider |ICfRET S
CNUET 7 AN ETHB70H. BIMOERISAETT,

LEHCF—#BRZZE LB EIE. AT > R%ZEH L T Microsoft Software Key Storage
Provider DfERICR T N TET XTI,

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultSoftwareProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

Reset-FaskeyConfig % {#H L T Microsoft Software Key Storage Provider [CRL. T 5IC
MOIRTDF—BHREZT 7 4L MZETTEET,

il 2 - ASREFAE X —% TPM ICRTFT S

CDOBITIF. FAS AGREERAE F—% TPM (B X7 I3MRAE) ICREL. I—H—GREF—%
Microsoft Software Key Storage Provider (CfRTF S 3 HE%Z R~ L £ 9,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 71



JITL—Y3VEEEY—EX

FAS |3 TPM THRESNF—%2F D21 ——BEXEMTET X IH. KRELERTIZ TPM
N—=ROTT7HEITEFED, YA IDEIRINID §35aHHD £,

XD PowerShell A > REFERL T,

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultTpmProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

Al 3- IRTDF—% HSM ICIRTET B

CDFITIE. HSM ZfER L THEGREIRAZE L 1 — Y —sEFAZEOME X — DA F ZRET 3 HEZ T
LEY. COBITIF HSM AR TN TWE e ZHilRE LTWE Y, HSM IZIZ7AONTE —%
MHO £9, /=& zIX. HSM Vendor Key Storage Provider 7% ¥ T35,

XD PowerShell AY Y RZFEHALEYT BIOTFX %2 HSM O7AONA R —DREBOLZRI TE
TR TLIET L),

Set-FasKeyConfig -Address localhost -CertificateType ra -Provider "HSM
Vendor Key Storage Provider"

Set-FasKeyConfig -Address localhost -CertificateType user -Provider "HSM
Vendor Key Storage Provider"

il 4 - FEMERE*F—ZERHT S
TI7AIBETIE. FASIZFRSAF—%4ERELET, CORITIE. EBIEBEEr 21— —EEEDW
FICFEMhAE (ECC) F—hMBR TN TLWE T,

COFITIF. ELBB3F—RZFEALTVET, AREASIF 384 EY bF—THEEIN. 21—
H—EEAEIF 256 Ev FF—THEBHR TN TULET,

Set-FasKeyConfig -Address localhost -CertificateType ra -EllipticCurve
$true -Length 384

Set-FasKeyConfig -Address localhost -CertificateType user -EllipticCurve
$true -Length 256

© 1997-2026 Citrix Systems, Inc. All rights reserved. 72



JITL— 3 EREEY—EX

COBETIE FASEIBET YL —bOBR/NF— A XTI 4L T 1024 By MMIHRES
NTWB7®H. BRP LUV A—F—EEEKITI CAICL > TIEEINBAIEEDLHD £,

L7ch>T CTORFITIE. 7T L—bDORNF—TFAXZRDESICEETEIHENDHD T,
e Citrix_RegistrationAuthority_ManualAuthorization and
Citrix_RegistrationAuthority : &/NF—H 1 X %384 (X/IFENUT) ICEELFT
« Citrix_SmartcardLogon : &/NF—1 1 X%&256 (X7=IEENUT) ICEELXT
TYTL—hZRETBICIE. mmc.exe ZRITL. EAETYIL— MRy TFrozEBMLF

o TVTIL—rZERBDIFITC. 207ONT1 Z2HEE T, RINF—H 1 XDEREIF. 70T L—
fo7ONT DESERTICHD £7,

ECC*—%#FDI1—14—3FEAZ(X. Citrix Virtual Apps and Desktops 2411Lp&%# 1T L TL
ZWindows VDATD#AHR— TN FE T, ECCF—IdLinux VDATIFHR— I TLEYE
Ao

MEX—BHDOT X b

Set-FaskeyConfig AV Y RIFW DO DIRAEZITVWE ITH, EWLF—BHRZRET D LI
IR LTRIEET Y, o RiE. HSMO FONA A —RICEEZEVWHAHZHBEP. BELF—F
MPN—RIT 7 THR—FEINTLVRVWEEDLHD X7,

Test-FaskeyConfig OAX Y RHARIIBE Y, . WMEOF—EBHEZFERLTEF—XRT7ZE
BLEDE L. BRIMFLIFKBMEHREL T, KEHARELLES. KBIEHORTHMNRME TN
¥9, LS E. F—RTIETCICHEINE T,

/k@POWEFShGHJV/ RiZ. #NEeNsE I:IIEKJ- H—F— *%EE%TZ FLEY,

Test-FaskKeyConfig -Address localhost -CertificateType ra

Test-FaskKeyConfig -Address localhost -CertificateType user

FASH—N—%&FR L. L—=ILZEHR LTS5, RDLSICA—F—FEBAED T X FCSRZENMT
ERTE XY,

Test-FasCertificateSigningRequest -Address localhost -UserPrincipalName

user@example.com -Rule default

© 1997-2026 Citrix Systems, Inc. All rights reserved. 73


mailto:user@example.com

JITL—Y3VEEEY—EX

mailto:user@example.com Active Directory B D ERDUPNICEE X £9, FASIL—ILIZEE
default WS EFITY, L. RELLEAMDIL—ILZTZELIEWVWESTIE. RDODICEDOHE
ZHEELET,

CSRAREIN L 7=35E. FASIIERDIRBAEEHKELEX I,

FASRERAE DRE

PowerShellzZ R L T, SEFAZO7ONTs ZRREL. BETIMEBEF—DNEICHEREFEINTL
AhEHTETET,

RRARBORE
FASEEIVY — )L THERIARAEB) > 720 ) v T3, ARGIFAEZHRATET T,
AEBEERAE (/len-us/federated-authentication-service/2503/media/auth-cert-config.png)
fef2 Ly K DEAIBIRICD W TIdPowerShellZ ER L TL 72T
Get-FasAuthorizationCertificate -Address localhost -FullCertInfo

WO DT 4 —ILRARETNE T, ZDOHICIE. SEAEMERSNERESNTONME—%
7~ 9 PrivateKeyProviderh'2 £ £ 7,

PRIVATEKEYPROVIDER *—DORFZR

IJA4oaVIhY IR 7 F— L= *—II T4 X VITREFESI L. MicrosoftdY 7
JONA A — o7 7ONA R —ICE>TRESNTUVE
ER

A0V ISy R T74A—LBESTON F—IITPM (B F7-13MRAE) ICREFEINE

’rﬁ— 3_0
HSMARYUA —F— L= FONAH — F—IFHSMIZFREFESINET (ZOHITIE. N
(B D ) VR =0 7O/N1 A4 —IEHSM Vendor Key

Storage Provider WS %BITY) o

A—H—IEAEDIRE
FASH—N—ICFx vy v atNTVWBER3IRTOI—H—FRRAZED X M EXROLSICBIETE £
ER

Get-FasUserCertificate -Address localhost -KeyInfo $true

© 1997-2026 Citrix Systems, Inc. All rights reserved. 74


mailto:user@example.com

JITL—Y3VEEEY—EX

Keyinfo NZ X —R—%ZFERT 2 . HAOICEEREICEEM T ONHERICE T 2FEERL S
FNFJ, $IC. PrivateKeyProvider 7« —JL RiZ. SERAZICREETIT SNI-F—RTHEZIC
RESNTVEHERLEYT (COEDERICOVTIE. BIOEIS 3V EBRLTLLREDS

L) o

-UserPrincipalName D& DHBIRABA T a v NFXA—E—%2FRAL T RENBZHED
Ty b ZTA4IILE—TETET,

AV RHADEBE 7 v — /LRI, PEMI>O— RSN —H—FEHETY, 7¥X +%
.crt Z7AI)LICOE—LT. WindowsiEFBZGUIZFERAL TRO &L SICFAIBEX* R L X T,

avUR BT

$CertInfos = Get-FasUserCertificate D)X MIIIEHOI—Y—EEN S X

-Address localhost NTWBHELHD £,

$CertInfo = $CertInfos[0] COBITIE. RYIDI—H—FEAEZFEIRL
£9,

$CertInfo.Certificate > c: PEMT—%4%% .crt Z71JLICINATLZE

\temp\user.crt ER

c:\temp\user.crt Windows GUI T .crt 777 ZHTF
ER

Citrix Virtual Apps and Desktops 2411& D BIDFAS/N—2 3 D6 DT v
TIL—F

Citrix Virtual Apps and Desktops 2411 K DHIDFAS ) ) —X Tld. MBRO TONT 1 1. TDIF
FRICHDXMLT 7ML ZHRET D L TR EINTWLWE L .

%programfiles%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config

ChUE. TORFaXYMTHASTNTULSPowerShell AX Y RICBEEBZoNF LT, b
DAY FIE. KOFRTENDHD. FASH—N—ZBEEFETIERATETEY,

I5IC. XML 71 ILDFBECIZEL D, PowerShellz A L TiTHhN =& I&. FASH—/\—
BT7YFITL—RINTHEREREINE T,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 75



JITL—Y3VEEEY—EX

MWEBDBRRICEET XML 7 A ILOFREZUTISRLE T, XI5 SPowerShell/NZ5 X —
X — ( Get-FasKeyConfig $ & U Set-FaskeyConfig TERAINTWVWEHD) HEEHLTLE

ER

XML 71 ILD XMLZ 71 ILD POWERSHELL aX> bk
E FTI#IME DRFEW
Citrix.Trust 2048 -RE
Fabric.Client
SDK.TrustArea
JoinParameter
s.KeyLength
Citrix.Trust GenerateNonE -Exportable « NoProtecti
Fabric.Client xportableKey -UseDefault
SDK.TrustArea TpmProvider on
JoinParameter &
s.KeyProtecti -Exporta
on ble %
$true |C
RET B C
ETRETE
nxyd
-Exporta
ble %
$false
ICRET B
KL
LSS
-Generat
eNonExpor
tableKey
eSS eyl
X9
-UseDefa
ultTpmPro
vider X
1Y F%&ds

© 1997-2026 Citrix Systems, Inc. All rights reserved. 76



JITL—Y3VEEEY—EX

XMLT7 7LD
E

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderLeg

acyCsp

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderNam

e

Citrix.Trust
Fabric.Client
SDK.TrustArea
JoinParameter
s.ProviderTyp

€

XML 71 IL®D
F7#I) ME

T#x—ILX

POWERSHELL
DRFM

-Ksp

-JOnNa g —

-CspType

aAX2 bk

EITBHL
IS

-Generat
eTPMProte
ctedKey
MEREITN
x9

-Ksp %
$true [CEXE
BT, -
ProviderLegac
yCsp false H'
RREINET
-ProviderLe
gacyCsp ftrue
g, -Ksp %
$false 5%
ETBILT
RHEEINFT

© 1997-2026 Citrix Systems, Inc. All rights reserved.

77



JITL— 3 EREEY—EX

XML DT 7 # )L b & PowerShellD 7 7 # )L MMIEEEICEETY, DD, 774 KT
&, TD/N—2 3 > F K UCitrix Virtual Apps and Desktops 2411 K DD /N— 3 > TFASIC & o
TERENEEF—RT7OTONT1IZRL T,

L7=h' 2T XML 7 7 7L TLEREOVWITNOREDHZEELTULARLVIES. FASE 7Y I L —
REBRICAHTIOarERIITHNEIEHD FH A

el ERBOWVWITNDDREZREELIIZRIE. RDKSICFASZET7 v T L—RLTLREE
Lo

hd FAS%X\/;_T\/Z:E_F\‘:L&@_O X‘/?TVZ:E— I\\\o

e FAST VA b—5—%FE{TT37EIFTT. FASEA T L—RXT7 v SIL—RLEd, 7v ST
L— R UBIOFREIZTITARNTXMLT 7 ILICIFEIELARLSAGD, XML7 71 )L THER T &
ETET XA

o X —i&RPowerShellA<Y > K TEHEASTNTUWLWS &SI, PowerShell ¥ R set-
FasKeyConfig ZHEALT. FASMEROBRZHEEZCEDICKRELF I, ERBLUI—
—SFRREICHEBARTEEZZEL TS

o MREEEBRDOT A THEATNTWA LSS, BT AMLET,
e FASH—N—%X>TF U RE—RHSEBRLET

RET Y FTL—RTEED. FASWERDBRRE IFRESN. FRRIREZITOHEIRHD
Ao

BESt) T— MMOLE

FASI—+ —FEERZE ICBIET T SN ERIZ. VDAICERXINB ZLidH b FHA. KD

IC. VDARA—H —DFASIERRE ZFER T 23X ENHB1HE (VDANDY A > 12D, Fi:
Ftyv>aYATOFERADRSD) « BEEERIFFASTH—N—IZ) E— MBS FT, ChICK
D, MBEEHFASEF—I L — (VT RTZFTA L=, TPM. HSMOWFNTH > TH)
MoBN3 Zeh Wi, txalTsHPEELET,

Windows VDATIE. CHNISIVDALD Z7ONA A —DRT7%=FERAT S TEREINET, Bk
BRZTST7IVT—>2a V0 FRIEARL =T VIO XFT LO—RiE. FOREHLFASH —/N—
LL_U:E'_ FLEE&“TL\%QX%WLE&inﬁAJO

Citrix Virtual Apps and Desktops 2411 & D #ildk. 7AONA A — IS —EXFONTI4H—
(CSP) THD. PV —>avB&UARL—F1 YIS RFLO— ROT I X E. Bl
Windows CAPIAPIZN L TITHONTWE Lice 7ONAE—IFRDEED TL T,

e CitrixLogonCsp.dll : VDAND S > )L A > F

© 1997-2026 Citrix Systems, Inc. All rights reserved. 78



JITL—Y3VEEEY—EX

e CitrixvirtualSmartcardCsp.dll : v 3 >V RNIBEEHR

Citrix Virtual Apps and Desktops 241104, ENMND F —5E 1= 7O/ & — (KSP) HVDAIZIRH
INET, 7TV —>3>BLUVARL—Ta I AT LO— R, L L\Windows CNG
APIZERALTINBICTIERALES, :ILLWTONAEZ—IEZRDEHED T,

e CitrixLogonKsp.dll : VDAND S > )L A > F

e CitrixvirtualSmartcardKsp.dll : v 3 >V RNEFAZEH
KSPI&. Windows” FU 47— 3 VICES{LBEZ M T 3. KDRFDHFETHH. £DZEL
DikEZREL X9, Fl:

« ECCF—%ZHFDIAEN Y R—rINTVET

o EERHNERAN (PSS) NTa VIDHHR—rETNTVWET
FAS ¥ VDA®D M /5 HiCitrix Virtual Apps and Desktops 2411 %17 LTV 3HE. KSPJ E— K

MIB (DD, FILLKSPZEN LY E— ML) BMERINE T, TNUANDEBE. X T LI
HUVWCSPEFEARALTYE—MLUBIZ7A—=ILNNv I LE T,

KSPl £— FMLED#ERL

BEORBEIARE LI5S, KSPU E— MUIBZEMICL T, EICHUVLCSPY E— MNLIB%E
BATEELS5ICTBEHAIBET T,

XD PowerShellzfER L £ 95

Set-FasServer -Address localhost -KspRemoting $false

AVFFIRE-R
BEHBD FASTH —N—DRBRICEEZ MR BEIE. AT FUVRE—RIZTBIExETLTL
2T,

FASH*X YT+ XAE—RDFE. UTHERINET,

« Workspace F7z|3d StoreFront™ NWREA7 75— 3> FET RV by 70> —47
VAD—ERE LTFASEMROH T . FASIIX Y TFH Y RAE—RTHBDcZr~LET, HO
Lk, BIDFASH —N—%ZBIRT B ETINICHIGT 2HBENHD £,

« BMOFMHIEBEYE LT FASIIAYTFYRE—RAPICI——FRZE0BEREHT L F
HA, CHNIZED., ERLAVKRETOI—HY —RRZDBFMNSERDERINE T,

o o2l VDAY A Aty a3 YATOERLRYE. BBEOQOI—H —FREICREET 377
TAETA I ESHREFIINETS

© 1997-2026 Citrix Systems, Inc. All rights reserved. 79



JITL—Y3VEEEY—EX

BE) 21— —RRZEERIFEFAI SN TUVEEAD. BEEIX New-FasUserCertificate ¥
Test-FasCertificateSigningRequest 7% ¥ MPowerShelldY Y Rz R L T1—%—iEEE
ZERRTEEY,

EEI>Y-IoEA

4 Citrix FAS Administration Console - connected to localhost - =] x
Initial Setup | Rules Advanced Maintenance mode is ON Connect to another server  Refresh

Maintenance mode

Enabrle maimtenance mode to prevent StoreFront and Citrix Cloud from selecting this FAS service

¥ Maintenance mode

PowerShell DR
FASH—N—%XVTFURE—RICTBICIE. RDELSICLET,

Set-FasServer -Address localhost -MaintenanceMode $true
FASH—N—ZX>TF U AE—RFHSHERL BEDREICREY) ICIdE. ROKLSICLET,

Set-FasServer -Address localhost -MaintenanceMode $false

BEEIRR
o 1A M—JLEERE IZ. FASDODA VR b—JLEEBRICEAT I EERY T 7L VAT,

o —REVARFASERIZ. 7T 7L —> 3 VS —ERXRT7—FT I FVYOBEREICEFrHSN
TWEd,

« TOMDNDY—EFIE. BEBRBK LFTRNSNTVLED,

EXaVTo Ry bI— T8

Federated Authentication Service (FAS) (&. Microsoft Active Directory & & U Microsoft FIEBA RS
CEEBIREINTVE T, RXA/>dbO—-5— P ZOMOEELA VTSRS I F v EE
BRICC S RTLDBEYICEBSLUVRESINDELSICL. EFaVTAoRUD—ZHEELTLLET
(A

CORFa2XYFTIE. FASZERIBBRICERINEEF 2 ) T EEOHEZHRAL £ 9,
Fles 1VTZRAZ0FvDEF2U T REIRIUDARMEDH 2T BARELIKREDOHRED
RMLET

© 1997-2026 Citrix Systems, Inc. All rights reserved. 80




JITL—Y3VEEEY—EX

2YRD=OT7—FTIOFveEXaVTA
ROBIE. FAS BECERAINZTERIVA—RY b etFaU T BRERLTVLET

FAS H—N—Id. SEBREEAS IO R XY rO—5—&HIc. EXa T LEERT Y
TSRS I9F¥D—ETY, 77 L—>3 VRETIE. Citrix Gateway & Citrix StoreFront H'
I—H—FfZRITITSAVR—%>2 b TY, £DMOD Citrix Virtual Apps and Desktops™ 1>
K= bE. FAS DEAICLZEEEZZITEE Ao

H—/N\—& 70O k 3L %Z 9 X(/en-us/federated-authentication-service/2503/media/fas-security-

network.png)

H—/N— 3
Jx7L—3 EREE—EX StoreFront™ & & U VDA H5 D Kerberos 2

2T IC&KB HTTP[in]. Microsoft SFBA4&
B ®D DCOM [out]

ShYYORF—RITA IS4 T RISV SD HTTPS [in).
StoreFront H—/\— & @ HTTPS [in/out]. VDA
A D HDX [out]

StoreFront Citrix Gateway H'5 M HTTPS [in]. Delivery
Controller™ A® HTTPS [out]. FAS \®D
Kerberos a2 7«12K% HTTP [out]

FUN)—=a>rA—5— StoreFronttt —/N\—H 5 D[in] HTTPS. VDAH
5 ?D[infout] KerberosttF 21 57« ZFERA LT
HTTP

VDA Delivery Controllerh* 5 M[in/out] Kerberostz

F*al) T+« EFEHELMHTTP. Citrix Gateway
M5 D[in] HDX. FASAD[out] Kerberost & 2
) T« ZERLIHTTP

MicrosoftziE BB %8 FASH'5 ?D[in] DCOM

StoreFront ¥ FASE D&

« VDAZCEN T B &. StoreFrontt —/N—(IFASH —/\—|Z3&EHE L. Citrix Virtual Delivery Agent
(VDA) BA—H—ZHA A>T RDICHNERFBEMETF Iy b ZERLEF T,

o StoreFrontlZSOAP over HTTPZ{EH L CFASICIERLE 9, T 7 #J)L b TldR— +80%{FEH
LEd,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 81



JITL—Y3VEEEY—EX

« FASH —/\—®DKerberos HOST/FQDN ID & StoreFrontt —/\—®DKerberos¥ <> > 7 17> > ~ID
#{EA L T, #HEKerberosTEREEL £ 75

e T—RIFIAYE=IJIARNIEXF2) T 2ERALTESILINET, BELEBEWMITEID
DENMEREIFFRETT,
VDA £ FASREIDEE
HDX™+tvw S 3 U MVDAICERi SN D . VDAIFFASH —/N\— | L CTEERREZ &R L £ 7,
o VDAIZSOAP over HTTPZ{FERA L CFASH —/N\—IZ#EHK L Fd, T 7 4JL b TIER— +80%fE
BLEY.

« FASH —/\—®MDKerberos HOST/FQDN ID ¥ VDA®DKerberos¥ > > ID%Z B L T. #HE
KerberosTEREEL £9. F7c. VDAIFEEAZE L ME X —ICT7 I/ XT3 eI TERIFR/\>
RIL) ZIRETIHRENHBD XY,

e T—RIFIAYE=IJIRNIEXa) T ZERALTESILEINET, BELtEBENITEID
DEMREIFARETT,
FAS ¥ MicrosoftSEEA#EE R D &S

dA—H—HVDAZEEF L FIC. FASH—N—DZD1—H—DiAE% £ 5> TULWAa WG
A, IFAEZERT B -OICIFAKEE BEL £9, SEFAEIE. SEINLERI—>2o Vb
SFRRZEIC L > TELINI-CMCNNT v hZFASH—N—DIBHEIT I #ERLE T,

o FASH—/\—IZDCOMZ% {EF L TMicrosoftsEFARRI ¥ BE L £ 9, HEBLRR— MIDWTIE.
Microsoft RF 2 X > rZEBBLTLEETLY,

« Kerberosz{FH L TEREEL £ 9,

SKNYYORITzFL—=FTYv RBIAH—ERE M)W IR U577 R™VEDES:

FAS% Citrix Cloud|C##t 9 233 E. FASH —/N\—IZHTTPS/R— M43BATID T RL RICTO1
A TEEIRELRHD £,

SRYWORISIR

e A—H—7HUY NTERITINBFASEEI VY —IL

*.cloud.com
*.citrixworkspacesapi.net

o RIBETH—RN—FT0DID7ONAA—%2FEALTVWRBEIC. F07ONAM X —DHNE
E93537RKRLXR

© 1997-2026 Citrix Systems, Inc. All rights reserved. 82


https://learn.microsoft.com/ja-jp/dotnet/framework/wcf/feature-details/message-security-in-wcf
https://learn.microsoft.com/ja-jp/dotnet/framework/wcf/feature-details/message-security-in-wcf
https://learn.microsoft.com/ja-jp/troubleshoot/windows-server/networking/service-overview-and-network-port-requirements#certificate-services

JITL—Y3VEEEY—EX

¢« XY IT—IHY—ERXRTATY FTRITEINBFAST—EX:

o *,citrixworkspacesapi.net

o *,citrixnetworkapi.net
Citrix Cloud B:
e A—H—7HUYNTOFASEEI>Y )L

*.citrixcloud.jp
*.citrixworkspacesapi.jp
s WIBETH—RFN—TsDIDTONAZ—ZFERALTWVWBIEE. €0IDTAONAE —HHE
937K LXR
« XY FIT=IOH—EXTAHT Y FTFOFASH—E X:

*.citrixworkspacesapi.jp
*.citrixnetworkapi.jp
BRIRIC7OF O —N—DEFFENTVBIHFEIF. FASEEOIVY —ILOT7RLRZFERALTI—

H=—TJOF>=z@BHLEI, ol netshXLZEHRDY —ILZEBLT. Yy bT—IH—EX
TAOY DT FLADMEHEINTWVWS e 2B L TLIEE LY,

MDCitrix AV R—2R > FEDBEZRET D HEICDOVWTIE. ROEFEZBBL TV,

« Citrix Virtual Apps and Desktops - ¥ 2 1) T ICBT 3 EREBHURI N ISV T1 X,
* StoreFrontBRZ RE T %,

EXaUTo ICEAT3EREHR

FASICIZ. RXA 22— —mEiFICGIEEZ BENICRITTET 2 SBREBEIIAENHD £9, N
3. FASH—N—%1REL. TOMERZFIRTZ7-0DEF a2 ) TR > —DRAFEREITIRIL
5%,

EEShBERITI—T M

FASIZ. BERI—S x> b L THEET A TA——SEBAZEZHITL £ 9, MicrosoftsEBA#LES
Tld. BRIV b SAET YL — b BELUVBERI - MYEBAZRRITTED
A—H4—%ZHRERTETF X,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 83


https://docs.citrix.com/jp/ja/citrix-virtual-apps-desktops/secure/best-practices.html
https://docs.citrix.com/jp/ja/storefront/current-release/secure.html

JITL— 3 EREEY—EX

BRI —2 x> b4+ 707 (len-uslfederated-authentication-service/2503/media/delegated-

enrollment-agents.png)
ROAATATZ2ERLT. AT Z2HRTET I,

o BERT—=1 > PR BMICIFFASTH—N—DHAIREZSENTWVWBZ K,
o GFBHZE T > L — R X MICIZFFAST YL —FDHAHBEENTUVBZ Ko

o MR X MZISFASDERDFA TN TR A—H—HAEENTVE I, Lz, BBEE
FlldRENT- A —JIL—FICERAZEEZRITLEVWC 2 BEIO L E T,

TG R + OB

W= ZEBRT 50> a>THAINTWS &K SIC. StoreFrontth —/N\—D ) X b Z KT 54
ERHDEI, Tho5DStoreFrontty —/N—Id. FEASHNRITEIND L SICFASICOA—H —IDZ T
H—hrLEJ, ARRIC. SEPEENRITINZA—H—. BLURAETETZVDAY S VEFIRTE
9, CDIEEEIZ. BT B1BEEDActive Directory £ 7= |SFERBERBID 2 1) T #EEICBIN S
NnNd5HLMDTY,

T71470+—IIERE

FASH—/\—|Z. B&EEE SN TULAEWLED, R— ;80% A L TStoreFrontd &K VDAHL 5 D=
EEREZITANDIRELRHD X, XY NT—IBEOHFMICOVWTIE. TRy 7= 7—%
TOFrvetFxal)Tal] BBRLTLIETL,

FAST YR b—F5—|d. 77> 3> TWindows7 71 77— L= TETFd, FHICOWVWT
3. TFASA VA L—=5—FTF> 3> #8BLTLLETL,

FASH—/N\—R— L DZEE
FASH—N—3T 7))L b TR—F8OEFEALE T, R—MIAREXIAITEET,

FASH—N\—DR— FE443|ICEBETET X IH. FASHMER T3 7O RJLIZEEINEH
Ao FASIFZTR— FA3THERINTULWTHHTTPSZFEAL £t A.

1. FASH—N—TXDIAY >V RS1>&2ETLET,

"C:\Program Files\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe" /
SVCPORT [port] /CONFIGUREFIREWALL

© 1997-2026 Citrix Systems, Inc. All rights reserved. 84



JITL—Y3VEEEY—EX

[port] ZFEALEVWR—FESICETBRIZET,

/CONFIGUREFIREWALL X v FIZ& D, WindowsZ7 74 7 #—IILHEHFH IN, IEEIN
R— b TOREERDFFAISNE T,

2. FASHY—EXZ=zHBEFLE I,

3. FASUIWN—TRIS—FTIPx I MT, FASH—N—DUIrZ2EHLTR—rE2EHET
(f5: fas.example.com:[port] ) o

4, BE%#FASH—/\—. StoreFront. L UVDAICIEIEL £9 (Bl: gpupdate /force %*1F
) .

ARy PO DER

FAS Y VDAIZWindows A XY FOJICIBHRZEZTIAAX T, OOV IE. BERBLVEEBRIC
FRTEEY, IR FOJ €I aVilid. ERARERARY FOJIV MIH) I MINT
Wxd,

N—Fox7€xaaT714E>Da—I

FASICL > TRITINA—Y—AEXF—%2 ST IRTOMEXF—II. Xy 7= —EX7
HIY MK TIVRAR— b RABEAMBF— LTRESINE T, EXa VTR —Th
BrIndEEe. FASIIESItN—ROz7EXxa )T EDa—IILOERAEZYR—FLET,

ELARNILDOESILIERIE. PowerShell Y > RZER L THATE XY, FASKEERIIEAZ DMER
F—CIA—HY—FEHEF—ICIF. BRIREZFEHATETE I, FMICOVTIE. MEF—DIRE
HEEBLTLIETL,

EEEODEME
BREOERBIZ. ROTIL—FII9TeNnEzd,
=2 BT
IVR—TFS514 XEEBE TH#LANIERRET YL — 21V X

F—ILLTIRET S

KX ERE TIN—TRIVS—REZHERT S
SEPRIER EIEE SEEAKEEEZ MR T B

FASEEE FASH—N—ZA VX h—JLLTHEHRT 3
StoreFront/Citrix Gateway & 12 I—H% =8 T 3

© 1997-2026 Citrix Systems, Inc. All rights reserved. 85



JITL—Y3VEEEY—EX

E2Y:1I Bf

SR IRN—FvIL TR by T™EE VDAY bO—S5—%1EBRT D
&

BEEEIZ. 2FNBtFaUTETINOELZAEZHEHL. S XTLZRETZIHDZE
Bt 70— FZraeic L X9

TI—TRIS—KE

EFEINTFAST > I, Group Policyz@ L TR INE T1>T7 v I XES ->FQDN] D
Wy o7y FT—TIUCE>THEMNEINET, FASH—N—ITHEFRT I, 75172 MMIFAS
1 —/N\—® HOST\<fqdn> Kerberos IDZHFEL £9. FASH—N—ICT7 IR TEHIIRTDT—
N=lF. BLA>Tv IR L TR—DFQDNERZRFOBENH D £9, €5 THRWEA.
StoreFront X VDAIZE R ZFASH —/N\—ICHEH§ 2L H D £ 95

Citrixid. FREREZEITBHIC. BERNDIRTOIYI VICE—DRU S —ZERAIT B Lz
BLET, FASH—N—DURX M ZEETBE HBICTY MU ZHIRLICDERER D T BERIC
IFEBLTLIETE L,

CDGPODFIEIZ. FASH—N—% AV X b—=ILBELVELTIFASEEE (BLWFELIFRX
1 VEEE) ICRETRIHBENLNDHD 9, FASH—N—%FEIELT-ERICTYS >V DFQDN& %= BF)
BLAWKSITEELTLETL,

SFERE T > L — b
FASIZ{S/E D Citrix_SmartcardLogoniEBBE T > L — b2 FERALAVESIE. £0IAE—%2ZE
TEEY, UTOEENMGR—FINTVETD,

BERAET V7L — L ORI ZEET B

Citrix_SmartcardLogonZ 8D 7> 7L — b anBiREICEDOE TR ZZEBE L EWEEIE. RO
CEEITOBENHD XY,

SERRETF VL — OO —ZER L. BT L — FaRiEEICEDE TABIEZEEL
9,
e B —H—A VX —T 1A RATIE%E <. FAS PowerShell AY Y RZE{FEA L CFASEEIEL £

¥, (BEI—H—a2E—TIARE CitrixODTF 7 b FUTL— A TORMEET S
rZEMELTVWET, )

© 1997-2026 Citrix Systems, Inc. All rights reserved. 86



JITL— 3 EREEY—EX

o Microsoft MMCEERBE 7> 7L — b X+ F+ > F f=IFPublish-FasMsTemplate A< > K D
WwWeFnhEFERELTT> L — 2R L.

o New-FasCertificateDefiniton A< > RZEBRALT. 7L — D& EITFASEZ B L £
ER

— i} 7ONT1 OEE
F7#)L MTld. A—H—SEZ2OEMEEBIZ7ARTY, SIHEEF > L — F TEMHEEEE
TE%T,

EHHREISEE L BVWTLIEE W, FASISEERRE T Y7L — D COREZERL 9 FASIE.
BRI DR THERRE = BENICEF L 9,

ERWMEBONT+ DEE

N FaONTaZZELBWVWTLIEETL, FASIE. SEBBET VL —FHDOINSDERTE®
BLET, FASIFEICHMBXF—DIIRR— b EHATEI0:EREZHEFL. ACF—TEFRITSHD
BEIRE R L £ 95

ESO/NT+1 DEE
N5OFONTAEZEBELEWVWTLIETL, FASIE, SFRAET YL —FRO NS DHREXE
HWLET

FASHRIHt T 2EFDREICDUVTIE. (/ja-jp/federated-authentication-service/2503/config-
manage/private-key-protection.html) Dz B8 L T 72T LY,

*—iFRRONT1 DEE
NSO TONTAEZBELAWVWTL TV, FASIEF —IBAEHAE— F LTULEE Ao

EBlchi=-5>7L—r7ONT+1 OEE

NSO TANTA ZZEELHBWVWTLEETWL, FASIZFT Y7L —FOELEETR—FLTULWEE
Ao

HEESEE 7 ONT 1 DEE
CNEDERFEIE. BHBOR) S —ICEHDETEETETET,

FEVIGHREEEREIF. EFa) T LORMEZSISRI LD, EATIAWVIERAEIC
Bo1cD T BEREELN DD X,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 87



JxTL—2a i —ER

tXallFo7ANT1 DEE

CitrixTld. CNEDEREEXZZELT. FASH—N—DII > T7HT> FDOHICTRAND H LOFE
BOT ORI EGE5TEZ2 e 2EHHLET, FASHT—ERIF. MOT7 I/ XFTE=HKE L L
FtA. -2l MOAET L — M ERARKRIC. RDZENTETET,

s BERENTVTIL—FEHAWMD XLIEEZTAATESLSICTHS

o BEFEAL—HF—HTYTL—rEHRARNDZILSICTS

Subject Name I lzsuance Requirements
General | Compatibility | Request Handling | Cryptography | Key Attestation
Superseded Templates | Extensions | Security | Server

Group or user Names:

8 Authenticated Users
% Domain Adming (DJWFASYDomain Admins)
4 Domain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Errall
Autoenroll

For special pemmissions or advanced settings, click
Advanced. =

HISxH MO TONT12EETS
CitrixTld. TNHDOFONTAZEBELBVWCZHEHLF T,
T L—MZIE. C DActive Directory IR0 S IEFENFEIRINTH D, THIZK D EERB#ERIE

J—%—OSID% SEFREIRICE . I —1 —DActive Directory 7 17 > fADEH BRI v E VT
ZRMLET,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 88



JITL— 3 EREEY—EX

HB—N—DFONT1E2EET B

Citrix|iZ#ERE L F AN, BEIZHL T HEORY S —ICELETCINSDREEXZZEETEE
ER

EATBEGo I aONT12EETS

CNE5DERTEIFEELLHEVWTLIETV, CNODERTEIIIDELSICTIHNELRHD EFT,

Citrix_Smartcardiogon Properties L2 I

General | Compathiity | Requast Handing | Cryptography | Key Attestation |
Superseded Templates |  Exensions | Secunty | Server |
Subject Name lssuance Requrements

Frequire the following for enmolment:
[IC4 cetficate manager approval
[+] This number of autherized signaturss: EI
¥ you require more than ene signature, autoenrcliment is not allowed,

F‘uicy type required in signature

| Application policy b |
Application polcy
Cartficate Reguest Agert “|
Add...
Hemaove
Fequire the following for reennaliment;
(®) Same criteria as for enrollment

2 Valid exigting cerificate
Alow koay based renewal (7)

Reguires subject inforation to be pravided within the cerificate
request.

*Cortrol ig dizabled due to compabbity settings.

Lok || Concsl || oty |[ Heb

EEETONT 2EETS

CNESDREIFEETTE I, REIEDH < HWindows Server 2003 CA (XF—I/N—T 3
2) THHIRBENHD £, 7=72L. FASIEWindows Server 2008LAEDCAD H%Z R — b L &
Yo Flo. LEETEHABLAELSIC. FASIZWindows Server 2008 CA (XRF+—<T/N\—3>3) &
7zl3Windows Server 2012 CA (RF¥—<I/\N—234) ZERT B THRATE 2 EBMHREZ
mAELFY,

AEEARE D ERE

SEFAMEAEIRE (. AERAKE T —N\—DB L. eNHMER T2 RITIREOME X —ICEEZ
BUWET,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 89



JITL— 3 EREEY—EX

F7L—hORH
CEEEENMEETSZTTL— MIEDVWTIIBKEANGIREZR1TT 2 ICIE. APAKEERE
BREDTVTL— b 2RI BRI BIBEDNDD T,

SUTNBEF AV TAREE LT, FASH—N—D41 VX b= LB EREEDIERET >
L—bDHERFATEIN BRICATSAVORTITOLRERET 2HENHDET. LWTh
Di5ED. EAKEEIREEIIEFEEADIIREERDER ETLICHIE L. FASH —/N—ZHER
TRLHDR) S —ZRHOBENRHD X,

T7AT7 I x—ILEE

SEFRMEEEIRE L. SEFAMBID R Y FD—0 747 U4 —ILREEZHHL. REFEHEZEET
TEY, GFAKREEIREIS. FASH—N—0DADERAEZERTESLS5IC. DCOMTCPHE XU
T7A4T7 74— IIL—IIL%ZEBRTETZET,

FEROFIR

T 7 A bTIE. BREEIFAZEORBEEIIHTD. 7O X2 T2 ERDHARET V7
L—bZEALT RO —ICAEAZEZRIT TS EY. CORAZEORTIZ. BRI
P2 bOFHIRR) SEEEAKEA T ONT« 2 AL T, IHHEI—TF—DJIL—TICHIR T 2HEL D
D&Y,

citrixtest-DC-CA Properties

Edensions [ Storage | Certficate Managers
General | Policy Modue [ Ext Madue
Ervolment Agents | Audtng |  Recovery Agents | Secumy

For more information see Delenated Enroliment fuents)
(# Do not restrict enmliment agents
() Aestnct enmllment agents

Enrolment agens:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 90



JITL—Y3VEEEY—EX

RUS—ESa—LLBE
BELBHOEA. NAZLLF2UTEVa—LEBALT, ERBORTEEHS L CES
TEET,

FASEIE
FASICIZW DD DEF 2 ) T KEBENRD D F 7

ACL%Z /L CStoreFront. 11— —, VDAZ 4IRS 3

FAStXa T4 EFI/ILOFOIE. EDKerberos7hHo Y HEBEICT VR TE 3 h % HIHT S
ZE&T9,

FOEARG Z— A

StoreFront [IdP] N5 DKerberos7 Ao Y bE. A—H—H
ELLLRIASNICEZEE T 37-0DICEHE
TNTVWET, ChEDT7ATY howngnh
MEEEINTIBE. FASOBRICK > THFAIS
nica1—4%—IIx L CEERREIMER S . &
RAEh3u/gedEhds b £7,

VDA [Relying party] Chboid. GERRE CMERAD T U AHEF
BTN TVWEIYS Y TY, IdPICK > TESS
NIEBERBR/N\VRILBRBERZTH. C
DTIN—THRDIRESNTIVDAT D> bH
AT LZHEBTESHBEIIESNTVET,

a—H— AT aviE IdPICK>TTFH—+TE
21—H—%zHIEL £, FAEAKED THIRT
TFEHRI—J> b EBRA T aVER
TRCEITFRELTLET L, — %I D
R MCIIEFET AU DA ZEZHD
CzHEBMHLET, ChICELD. BEINL
StoreFront 7 17> b HAEDFVWEELANILIC
KHEZARTEZDZMEE T, FIS. FXA
VEBETHU Y MMI. TOACLICK > TEHA
INTIEERD FE A

© 1997-2026 Citrix Systems, Inc. All rights reserved. 91



JITL— 3 EREEY—EX

IL—ILDIERK

B DIRIT L 7=Citrix Virtual Apps™ & 7= |ECitrix Virtual Desktops BFDE LFASTH —/NN—91 > T 5
ANV FvZERTIHE. IL—ILFRIEET, FIL—ILICIZERNOBRA T3>ty b
WHBDO. HFiCKerberos7 ot ) X b (ACL) IXERICHEETET £,

SFEAKSRE - > L — N DAY
BEZTICIIERICH LT, BRBAAEETF VL — FECAZBRTE £, BELBET
3. BEICISL T, LDBOARTBREFIFLDBATHRVIHELZFEHETICEBIRTEE
I, e RIE. THER ¥ LTEAIATI—Y—I1E. THRER 1—%—& Db DA VEHEE D
SFEAEA B O N TEET,

w3 VREEAE v FREIEEFAE

FASEIEE (. REFCERAINIIRENA I —F—Dty > a > TEARETHZIHE S H %=

HMTEEd, fcrzxiF. - -3ty avRNT EL) GBEEDAFEFATE. KDEHR
TOJ#>) sERREEIOJ A VEBICOAERTIT X,

HERDRE CERE

FASEIEEIX. MEEEZN—RFRIzT7EXa2)T0ETa—I)L HSM) FLIEESATYRY
ZYRTA—=LEZa—I)L (TPM) ICREFETDELSICFASEBRTE £9, Citrixid. DR D
FASHGRIIFAZEDMEEEZTPMICREL TREIT A EZHELEX T,

BfRIc. A—H—BBEZEDOMEBHELTPMEZIFHSMICRETET X T, IRNTORIE. TIOXA—
~FFREFE LTER TN, RSAVMER INZBERIFZDHRL EH2048E Y FOESTHINELNH D
£,

FASISTPME /IFHSMTA—H—EAAE X —Z AP L ORETT X ITH. KRRLEHT
IEN—FR I T7HETETD. YA XDFIRSINI=D TBEIEENH D £75

FHICOWVTIE. MEF—DREZERLTIIEEL,

TRy Oy

FASH—N—I3. BEESIVEARNICEATE3FMBBRE LUV IT VY IILAIRNY FOJT 2R
HLET,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 92



JITL—Y3VEEEY—EX

BE7IVEACERBY-)

FASICIZ. U E— FEE#EE (FBERGIKerberos) VY —ILHAESENTVE Y, O—HI/ILEEE
TIL—T1 DAVN—I|F. FASEHRZRRICHETE XY, FASERISEYICHIT T 2HENHD
£,

SRIYIRN=FvINT T SDPIYIRAN=FVvILTRI by
7. 8LUVDAERE

FASDERIL. FASD T&E&IEHR/\> KLl B TActive Directory/ X XD — R | ZBZIRZXZ7EIFT
» 37, Delivery Controller K UVDABEED X2 )T ETIZZEEL £t A, Controller
BELUVVDABIETIIL—TFICIE. FRETEIZ31I——DAHZEHIRVRENHD ET, BEEH LUV
N2 bOJISHERF T D2REN DD X7,

— &N WindowsH—/\—DEF a2 ) 57+
IRTOY—N—FRLICINYyFHEARIN, EEDO T 7147 74+—ILEIVTTILIAFERY 7
Oz T7HFABEAIGEETHIMNENHDEFT, X2V T LEBEERA VTSR IFvH—/N—
3. VEBNICERERIGFIICRE L. T4 RIVBELEREBIYS VDAY TFIORA T avIlE
BEEINSHNELRHD XY,

ERXELVPARYMOTIE. VE—RMIIVICREICRETIHRELHD £,

ROP7 7t X, HEREINLEEBEDHICHIRT 2HENHD T, Citrixid. I—F—-7hHhT>
b BICEERES LU R XA VEEBET AV MIARY—bA—FOJF U ZHELEX T,

EFRIRRLERE (FIPS) DY R— b

FASIZ. FIPSXSDWindows > E 1 —4 — CFIPSIEIEEABESIE7ILO) A L= FERBL F 9,
F—DREFICTPME 1 IZHSMZEFER T3 & S ICFASE R T 3155 1E. FIPSEMBHICDOWLT
N—R IO T7RIA—ICEVWEHDETLLIETV,

BEfR#

« (l/ja-jp/federated-authentication-service/2503/install-configure.html)i&. FASD 1 VX k=)L &
BRICBEI3EERU T 7L YRTT,

s FAS7—F T U F vIZDWTI&E. (/ja-jp/federated-authentication-service/2503/deployment-
architectures.html)DEEETHRAMINTUVE T,

« FOMD T/)NTY—) EBEIZDWVWTIE. (/ja-jp/federated-authentication-service/2503/config-
manage.htm)DEEETHEBN TN TV X T,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 93


https://learn.microsoft.com/ja-jp/windows/security/security-foundations/certification/fips-140-validation

7ITI/_/3/DL\:|IE-U- l:Z

INTA—=IVANI I R—

FASICIZ. BEEMZBNE LIc—ED/NT 4 —

RYAATVEZ—HEFNTVWET,

@ Performance Monitor

— O >
(&) File Action View Window Help -8 x
=7 NDEHEH
Perf
@ srrormance Add Counters *
v [ @ Monitoring Tools
- &S Performance Available counters Added counters
’ "? Data Collector Sef Select counters from computer:
> LE Reports Counter Parent Inst... Computer
<Local computer = ~ Browse...
Citrix Federated Authentication Service o
Medumiosdievd ]
Pool Key Count
Instances of selected object:
Search
Add == Remove << b0 12:08:15
[ show description Cancel tion 140
Show Color Scale Counter

Instance Parent Object Computer

RDOKIC, FATTERBHT X —ZR LT, FICHS

CCICEHEINE T,

2T

FIFIAZEERERI UM

SEEAEE

17 H1D DFEAZEZELER

[ERF RIS E R ERE

SN TLARWVERD, AU YR —(310%

SI':"E

B4

AL EREROTHERE (UMW) . Bl
DIBEDT —22EALTHEINE T,

TJx7L—2a i —ERICE > TEET
NTWBIEBAEDH,

717__\1/_\\/3 /I:IlL.\uIE-U- l:ZLJ:’)_Clﬁ%
TeDICEITEINIFERRAZEZERERDOH. EH]
DIPEOT—2ZFERALTHEEINE T,

717__‘"/_3/3 ulL.\uJ-.E.U- tZ‘x_ck’D—CLiE*
NTWBERGEIFAEBELERDE,

© 1997-2026 Citrix Systems, Inc. All rights reserved.

94



JITL—Y3VEEEY—EX

E2Y:1I B

T=ILE—# ARAEBRERICEATES. F—7—ILK
DERIERENTF—RT D,

lﬁ%f:b@*ﬂ@ﬁ@?if’ﬁ 717_[/ /3 /DL:EI.I-.E-U- tZLJi’)Tlﬁj\%
oD ICEITEINZAEEAEWERIZEOH. B
FHIDIDEDT—2ZFERLTHEINE T,

t’“/‘\/EI\/iﬂl 7ITI/ /E/DLDJ-.E-'j- KZLLJ:O—CLE)T*
NTWBVDAtE Y>3 > DO,

BEhEafEL L JxT7L—a i —EXD I HTI=DIC
ZITANS CENTESAREZELRERDOEH
RHOSDEREDHEEE, HEMEIZ. EFIDLIS
FAoTFr—2zZFERLTESEHRCNET. &
B OLEIWMEZBZZ . fEINET
TOEREIFITRI by TORENKKT S 1]
BEMNHD £,

WindowsA7 A > OBEBO LS TINa—Fa > F
CORETIE. 1—H—AIRABE T — M H— R, 53 WEZOBEAEERLTOSAY

I BBRICWindowsh Rt 2300 e T —X vt —JICDOVWTEHRBRLEY, cnsoddid. 3R
MOKRHE S TN a—T0 T T2-DICERTETZERERBHELE T,

SEFAE C NFHERER

Windows Active Directoryld. OJ 74> ¢ 21— —DIEAZEZEIE TSIV DHDFEHER 7
ZTHIFLTULWETD,

o NTAuthZEBB&E X b 77: WindowsIZEREET B ICIE. A —H —EIRBE* EEFI1TI SEE%E (D
FO, FI—VIIFHYR—FTNTULEEA) ZNTAUthZ R PICERBE T AMRENADD ETT., TN
SMDIFAEZRTT BICIE. certutl 7OT S LDSRDESICASTLET: certutil -

viewstore -enterprise NTAuth

c L= +rBSLUHFMHEAIAZER b7 @5, SAZEOJ A O AT LIRE—DIRAE LM TE
B\, FI—UHMERTNTVBRIHEE. IRNTORMEEAEXR F7ICIETh S OEREN
BENTVBRERDD T, L— FIEAZREEINIIL—- M 7. 8&BD52EBD
SERAZIINTAUthR 7 ICH D HED DD £75

© 1997-2026 Citrix Systems, Inc. All rights reserved. 95



JITL—Y3VEEEY—EX

o OJ 7 SRS HGEEEEY 7 )L — 77K 1) & —: Windowsld. EKUH XU ZDMODEEREZE R )
S—DREEEEI T AL ICHER TET T, Microsof D RF*a XY rZEBBLTLIEEILY

<https://docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows -

server-2008-R2-and-2008/ff404287(v=ws.10)> ,

LEZRURYS—

AllowCertificatesWithNoEKU

AllowSignatureOnlyKeys

AllowTimelnvalidCertificates

EnumerateECCCerts

Ty IRT—%3Twd5EY=—FTv R

UseCachedCRLOnNlyANnd,
IgnoreRevocationUnknownErrors

SH':

B

|MICT B . AASICIFATY—FA—FRO
JF > DIERF—EEE (EKU) BAFENTL
BZUHEHLHD FT,

BEE Tl Windowsl|ZRSAEB{tZ5Fa] L%
VWEERBZOMERZFEALE T, COA S>3
JNEEDTAIINE—FELEZLET,

BIETIE. Windows|IHEABRYIN DEERAE = bR
ALET, COFT2aviFEDTAILE—%
EEEZLET

BRHRESEEZ BAICL F 95

SERREIC—EDI—H—T) VI NILE
(UPN) A& ENTULARWEE. £ldEns
BRASES. COF TS avaEfFERTIE.
dA—H—|FWindowsOAJ A > T7Hho > b & F
B CIEETCET XY,

KPF TV IFEDNCLET (RXr>a> b
a—=> _—C;&E)o

e RXA>aY bO—5—5EBAE: KerberosiEfiZ ReEd B ICld. IRTOHY—N—|ZEYA

TRXA>arbO—5—] SREHVVETT, N3

MM—AJ)aA>YEa—4—EFEE

BARLT1I MMCRF Y A AXZa—%FRLTERTEET,

UPN& LEERREVY v E> S

J—H—FEAZEIC I, Subject Alternate NamelLaRE&EEIC—R D 1 —H—71) > 2 /\N)L% (UPN) Z

SHBEEEDLET,

© 1997-2026 Citrix Systems, Inc. All rights reserved.



JITL—Y3VEEEY—EX

7OT714 7714 L2 R DUPN%

BIE Tld. Active Directory® 3R T DI —H—(L. \&lt;samUsername>@\&lt;domainNetBios> &
& T \&lt;samUsername>@)\&lt;domainFQDN> D /XX — U ICE D WBEMARUPNZIF > TV E
Fo FIFARIRER R XA >~ ¥FQDNIEZ. 7# L X FDROODSELY hJICEFEFNTWVWE T, E—D
B XA >ICZIF. RootDSEICHEEIDFQDNY KL ANBHRINTWVWBRIHEDHD £,

7. Active DirectoryD $ANTD 1—H —|F. BATREYZAUPN K altUserPrincipalNamesZz # > T L)
F9, cNbHlF. I—H—DUPN%ZEIEET BLDAPTY AU T,

UPNTI—H—%1&REK T 2HE. WindowslZEXFTIRED K X1 > (UPNZKRZEKT 3 O XDID
ICE D<) THRHABRUPNZRE L. RICKBUPNZRERLET, —HIT3HDHBVEE. BR
FARUPNZIRER L9, TN 7AL A MNRDER S R XA VICHBREINZAIEMDH D F
ED

SERET YEY I —EX

SEBRZEICHERMAUPNDA S FNTULALVIES. Active DirectoryiCld. & DIERER/\FIZIEAE
% Ix509certificate] BHICRET DA T2 a>hHBbFEd, COLSARABPEZTZI—H—ICHER
T3ICF AVE2—RF—ECOBMEZERITUTEERYT BIETIE. BE—F X1 2UA),

A—H-HIERez/RCTEZI-—YH—THIVLZEETZA T avhRETNTED. CO
BEIZIVOX A VRIBETHFEATEE T

TH#LRAMRICEBD R XA HH D I—HF—DBERIC K X1 > Z1EE LR VWSS, Active
Directory @ rootDSE NEERAEY v E VI —EXDFRZIEEL Y, CnidsO—N)LAxO
IIDUNCHD. 7L X RADIARTOD x509certificate BEDF vy v adhicEa—%#F->T
WEY, COOAYEa—%—E SABOAHCESVT. FEORAXAAMYADI—HF—=THI > b
ZNEMICE DT R DICERATEE,

OJ7ZY RX>a> hO—-5—0ORR=HET 3

RIEBICEHOR XY MO—F—DEENTVWBIHFE. SREEICERASNI R XYk
O—>—%mRL. GRTACiE. O ZBMMILTEIETESRLSICTRHICRIIBE
ER

RXA>a>bO—-5—0BREZHET S

Windows ICHFE®D Windows K XA > FAO—5—%0OJ A VIZERIE 3ICIE. Imhosts 7 7
- JL (\Windows\System32\drivers\etc\Imhosts) Z #5% L T. Windows Y U HDMERET I R X1 >
I>hA—5—DU XM Z2BATHICRETET X

© 1997-2026 Citrix Systems, Inc. All rights reserved. 97



JITL— 3 EREEY—EX

BE. TOBAAICIE Nimhosts.sam] EWSERIOY > FILT 71 ILDHD £, BIRDITRS
HET,

1.2.3.4 dcnetbioshame #PRE #DOM:mydomai

ZC T, l1.23.4) 3 mydomain R X >R dcnetbiosname X WS EBIDO R X2V~
OA—2—®DIP7KLRATTY,

BicE . Windows Y VIEZDBEHRZFEA LT mydomain (COJ A > LEY, 7NV INET
L7cb. COBREZTICETRENHD £

FHABPORXr>a>hrO—-5—%2%E93

O 7 VB, Windows IF1—H—%# 0O 7> € R XY bO—5—% 5T MSDOS B
BEHEHRELEFT, CNZERERTZICIE. A9 R7OV7 +=EFH L. echo
%LOGONSERVER% VY RZEITL X7,

SREFICREE T 207 1F. COOAXVRICEL>TREINZ OV Ea—42—IRESINET,

THOY REEARYFZBMCTS

T 7 A4 L TIE. Windows KX YOV bO—F— 3BT HU Y FEEOJZEBMICLTL
FtA, CNUE. IIN—TRIVS—IF42—DEFa2 T4 REICHIEER) > —%ZBL TH
ETEET, JIN—TRIVS—IF702—ZRA<ICIE. RXA>O> O—F—T gpedit.msc

ZRITLET, BEBERVS—DEMIARZ . RXq/>aA>bO—Z—Ftxa) 7o OJIZEM
DANRY ~OJIEREERLE T,

-] Local Group Policy Editor [= a5

File Action View Help |

o 2@ = B |

Fy

=] Local Computer Pu:rllq.' |~ || Policy Security Setting
4 & Computer Configuration | Audit account legon events Success, Failure
3 _ Software Settings ) Audit account management Success, Failure
4 _"'I"'i'"dm"'s Settings E || L] Audit directory service access Me audiing
Lt Na[ne Resolution Palicy ] Audit logon events Success, Failure
=1 Scnpt_s. ':Stmf'F'"fSh”tdW"] || % Aadit object access Me auditing
<4 B Sv:-.turlt}rid“hngs 2| Awadit policy change Success, Failure
4 g Account Policies L .
4 o Pl 2| Auadit privilege use Failure
- “ﬂ e ratey | Ausclit process tracking Mo auditing
I L Account Lockout Policy i !
; | Aaclet system events Success, Failure
b g Kerberos Policy
4 _d Local Policies
b g Audit Policy
b 4 Wser Rights Assignment
[ g Security Options
S Windawe Eirssunll with Adbiamaad Camiissi V

© 1997-2026 Citrix Systems, Inc. All rights reserved. 98



JITL—Y3VEEEY—EX

SERAEREEOQ Y

EEFAEORMMEZ R T S

AX— hA— REAZEHNDERIIAZ L LTIV RR— TN TWVWRIHEE MEBRBIIAE) . XD
OX Y RTHREET & £ certutil —verify user.cer

CAPIOJ ZE®ICT S
RXr>a>brO—5—1—H—DIT 2T ARV M 2—7—%FE. Microsoft/Windows/
CAPI2/Operational Logs ® A7 5eEkz BRIC L £ 9%

RXA>OYFO—5—¥YVDAY I VT ARV ME2—T7—%2RBE FTU5r—>a>eh—E
A[0% > Microsoft > Windows > CAPI2 > Operational ([C#58) L £ 9, Operational #5727 ') v
L. OJDEME Z:FRL £,

& 5. HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32 \IC&h 5L X +
JiEZFERLTCAPIOV ZWMHRAEL X T, UTOMEIFT 7+ ETREELEFEA. CNSZE
I 2HBENDD T, 774 bDOCAPROJVREICRLIEWVWEEIE. CNSDEZHIFRLTL
72T L\,

& iEA
DiagLevel (DWORD) ML AJL (0~5)
DiagMatchAnyMask (QUADWORD) ARY R T a4 )L Z— (TRTIC Oxififff % fEA)
DiagProcessName (MULTI_SZ) 7Ot RXETIaILEZI VT (fI.
LSASS.exe)
CAPIOY
AXy— BT
FI—VDIBE LSAHCertGetCertificateChainZ FF U H L (4
Rz80)
KN DIREE LSAM'CertVerifyRevocationZ FEUH L (F5 R
ZEY)
X5094 72U b+ FFHE— R TIX. IS CEIRAERMY X b
(CRL) M

© 1997-2026 Citrix Systems, Inc. All rights reserved. 99



JITL—Y3VEEEY—EX

Ayt—o

S&"

BH
AppData\LocalLow\Microsoft\X5090bjects(C &Z
VTENET

Fr—2RUS—DIREE LSAA CertVerifyChainPolicy®MEFOME L (/X5
A—R—%EED)

H
i
I
L
I
T
SH':

B

FERRENMMEEINTLEEA AX—hA—FEEAZIEF. OVEa2—42—0
FREERER 7B S OEBEINTIL— ME
BAEX b 7ICHDAEAEZEA L THEETS
FEATLT

HRRERMF v I IS — A — k7= RODCRLIZ. FEFAEDCRLAL
RAYVETHERESNETRLANSHT Y
AO—RTEFFCEBATL. KWF v IHHE
BT onNTVWBRIBE. Chic&bOd4>
DRI L &< 8D £9, (fja-jp/federated-
authentication-service/2503/config-manage/
troubleshoot-logon.html#certificates-and-
public-key-infrastructure)t 2 > 3 > D[FEBEE
ERFABA VI SANSVF v ZBRLTL
y ke A

SERRE DRI S — COIFRREIFOIAVICELTVWEREA.
EZIE. —N\—FFRAZ X /- ISEBRIIAET
HBDEREEDH D £,

Kerberos 14/
KerberosOF¥ > I ZEBMICTBICIE. RX>aA> b O—5—¢ I RA—H—I> VT, XD
L MUEZER L £

NTT fED%E {i& [DWORD]

CurrentControlSet\Control\Ls LogLevel 0x1
a\Kerberos\Parameters

© 1997-2026 Citrix Systems, Inc. All rights reserved. 100



JITL—Y3VEEEY—EX

N7F B4 fE [DWORD]

CurrentControlSet\Control\Ls KerbDebuglevel Oxfffffff
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel 0x1
dc

CurrentControlSet\Services\K KdcExtraLoglLevel Oxaf
dc

Kerberos DOJ IS AT LARY rOJICHAINE T,

« BECNTVWRVERER DXy —JF BN BEZTHIBEDHD FF,

« 2205 —0— RIFBFWMREHRDOATHD ., RRICERTTII,
> KDC_ERR_PREAUTH_REQUIRED (FFW\\F X > 3> hO—5— O TR EBRMED/&HIC
FERTNZET)

o REAZ IS — Ox4b

RXs>a> b O—5—9—9X57=>a>onyd
CDEII3>TIE. A—Y—PEEETOJA Y LIEEETDORX Y FO—5—T—7
ATF—=2a>OFPRINZO0T MJICDODVWTEHHAL £ 95,

s FXa>Od>bkO—>—CAPIZ O

e FXr>a>bO-5—tFa)T7007

Virtual Delivery Agent (VDA) %2 574 0%

VDA CAPI O

VDA > X7 L0745

RXA4>a>yrO—5—CAPI2 O4
OJZ>RIC. RXq>a>rbO—5—I3UB LTt AE &L, KXo TOs > ~
D=V ZAEEBLET,

R X >3> kO—3— CAPI2 O7% (len-us/federated-authentication-service/2503/media/fas-

troubleshoot-logon-capi2-log.png)

© 1997-2026 Citrix Systems, Inc. All rights reserved. 101



JITL—Y3VEEEY—EX

BRERNBRARY O A vE—JlF RX>OY bO—5—LFE0 Isass.exe B VDA D SIgHE
NIGEERZEICEDOVWTFI—V%BEL. 20BN (KM EE0) #RIELTWVWESZeERL
TLWEY, ERIF MERROR_SUCCESS"] Y LTRINE T,

K X4 >332 kO—7— CAPI2 O% 2(/en-us/federated-authentication-service/2503/media/fas-

troubleshoot-logon-capi2-chainpolicy.png)

RXoq>aybO—F—t*al)F7Fs07

RXq>aA>brO—Z—F—EoOQiF > AR FERRL. FEBRAANY MI4768TI, D
AR kTl FEBAEND Kerberos Ticket Granting Ticket (krbtgt) DFITICER TN E T,
CNEDFIDRAYyE—TF H—N—DIZVTATY AR XC>O b O—5—ICXF L TER
AZTo>TVWBEZRLTVET, Chick< XyvtE—Jid. FiLWkbtgt ICBT 21— —7
AT DR ALC O bO-F—ICR L TEREEZ1T O OHICERTN TVWBE e ZRLTVE
ER

RXA > bO—7— % a7+ O (len-us/federated-authentication-service/2503/media/

fas-troubleshoot-logon-dc-security-log.png)

VDAtF*al)Fs0OJ
AJ7Z ARy MIFIET DVDALF )T BEEOY L. winlogon.exeh 5FHEET SR> MD
46480 T > 1T,

VDAt * a2 1) 7 0%/ (/len-us/federated-authentication-service/2503/media/fas-troubleshoot-logon-

vda-security-log.png)

VDA CAPIOY
C DVDA CAPIOY OflliZ. Isass.exeh S DE—DF T —UBERSLVRILE>—T A ERLTE
D. RXA>3> +bO—7—5EREE (dc.citrixtest.net) ZHREE L TWLVE To

VDA CAPIO 7 (len-us/federated-authentication-service/2503/media/fas-troubleshoot-logon-capi-
log.png)

VDA CAPIOZ 2(/en-us/federated-authentication-service/2503/media/fas-troubleshoot-logon-capi-
chainpolicy.png)

VDAY X7 LAY

KerberosOAZ D EMICR > TWVWBIBE. P XATFLO7ICIFITS—
KDC_ERR_PREAUTH_REQUIRED (#EfiAJEE) . KerberosOJ' 4 VAWML= & &ERT
Windowsd o4+ >h65DITY fUDARREINE T,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 102



JITL—Y3VEEEY—EX

VDAY X 7 L7 (len-us/federated-authentication-service/2503/media/fas-troubleshoot-logon-vda-
system-log.png)

Windows{ X O %Z#EH L 7=FASDER

IARTDFASA AR Y k. WindowsD 7 FUr—oa AR AOJICETIAEFNE T, System
Center Operations Manager (SCOM) B DR mZzERA LT, CCTHBAETNhTWS 7O LA
RY b EFRALTFASYT—EXDEEMEZERTET T,

FASH—E X 3RITHRTIH?

FASH —E XDRITHHIE S H T ¥ 31213
Citrix.Authentication.FederatedAuthenticationService.exe 7Ot X EMR L £ 95

CDOtETT 3 TlE. FASH—EXRDERICRDEBELRANRNY FOAEFHAL X9, FASATRY ~
dA—FOREHRY A MIDOWTIE. FASARY FOJ BB LTLIETIL,

FASAJILXRAI Rk

UTFDARY ME FASH—EXDREETHEHNESH 2R LT,

14 R ;Y —XIZ Citrix.Authentication.Federated AuthenticationService T95,

ARV b ARYETERX A y=3
[S003] EBIEE {0 XV T FASH—E XH X > XTFYAXE—R
FURE—R%E [{1)] FFURE—RICE fld. FASH—/\—
ICERTE TLEEh XoTF (R0 |k
Y AE— RH SRR VICERTEFE
cnFElLi, Ao
[S022] BIEE {0 B X>T FASH—E XH X > FAS 10.7 / Citrix
TURE—RZAT TTFXE—FHB Virtual Apps and
ICERE RIREINFE L7, Desktops 2109 LAf%
THIFATIEET 9,
[S023] BIEENX DT> FASH—E XH X > FAS 10.7 / Citrix
AE—RZAVICE TFHFYRAE—RICR Virtual Apps and
£ [{o}] DEL Desktops 2109L4p%
THIFARIEET 9o
[S123] [upn: {0} role: {1}] FASH R SN TW CDAIRY M 1B
[exception: {2}] D3E 3CAOLVTNHI— BENTW3EIART
H—EEREDHEITIC DCADEREL TULVA

© 1997-2026 Citrix Systems, Inc. All rights reserved.

103



JITL— 3 EREEY—EX

[S124]

[S413]

[S414]

ARV FFER L

BHE% ¥ DCATHH
TTCEXHATLE

[certificate authority:
{2}] T [upn: {0} role:
{1}] DEERRE = 1T
TETFEFEATLLE
[exception: {3}]

AGRIIFAE DB
RARIE 4 < HIh &
¥ (30{)A) . I
FRED M {1}

le\ﬂ uIEEHEUJﬁxﬂHH
Bﬁb\tﬂni L/T‘.o EIE
BAE D FFH: {0}

A

RIhLAah o735
B. [S124] DHEICC
DARY MDFEEL
9, 01 ——
DVTINHTAF
IFKRBLET,

FASHYEE SN T=CA
h 51— —GRE

ZERLESELE

EEFIC. IT5—HH

£ LF LT FASH

BHOCATHERIN
TW35E. FASIE

BIDCATER=ZHT
L9,

FASHEGRIEEAE D H
SHEABR A D < &,
ZDARY MHERA
BICEREINE T,
T7 AL ETIE. &
SREEEAZE DB ZhHARR
MI0BURNTH 5%
B, CDAIRY M
BHERINEX T,

CDARY &
FASEREEEEFAZE DA
SHERBR D YIN B & 7E
HIMICER SN E
o TIAIET
&, CDANRY ME
BHERINE T,

p= 3
WwWlrzmRLEY,
FASHHSM%Z R
BLDICEEEINT
W3IBE. HSMA HE
EELTULWAVLZED
T LTULWBETEEMED
HHFT,

CDARY I CA
HIBERE L TULVERLY
M ERTEIRWNC
CERLTWBEEE
MHHD XTI, FAS
MHSMZERT 3 &
SICHEREINTVWS
H e HSMOM&EE
TWRWI EBRL
TWSHEBEMED B D
9, FISMF. A
DEREAZRET DD
IZIRIIB £ 9,

T 7 )L FEREIE.
XY kLw b Set-
FasRacCertificateMo
nitor Z {£F L T
BTETFEY
lPowerShell <>
FLw b1 Z28BL
TLIETL,

BEHAR A IN B
Y. FASIZFL L
—iERAEZ &£
RTER<ARD, &
DONYA TN
KB LD ET,

© 1997-2026 Citrix Systems, Inc. All rights reserved.

104



JITL—Y3VEEEY—EX

9577 REFFASTARY bk
Citrix Cloud™ TFASZFEARA L TW3BEa. UTDARY ME. FASH—EZXDEETHZIHES

NMerLEd,

A R> Y —XI|ZCitrix.Fas.Cloud T 9,

ARV K

[S012]

[S013]

TXaVTF1ARV b+

ARV FFEZ N

FASH — & X [Citrix
Cloudh*5D >4
VA > F 2 ICH B
AJgET Y

FASH — & X [&Citrix
Cloudhs5D> >

V1Vy s 2 ek 1) ==
TEFA. [{0)] 5%
ICDOWTId. EIE
a2y —)LTHESET
TEJ,

A

CDARY &
Workspace (D£bD
Citrix Cloud) H5®D
SUONYA AT
HHEEEL TWVWBIET
THBdcHERLE
ED

ZDANRY &
FASH'Workspace
(D F DCitrix

Cloud) 5D >
TINHA T oziR
HTEHVWIEZER
LTVWET, Xv
=2k 27
WA > F hikkee
LAaWVERIZEN
TWVWET,

=

CDARY L ERT
I BAE1IC. FASIE(1)
BEINTWSC
Ee QAYTFVR
E—RTIEHWC
. (3)Citrix CloudiZ
BRI TWB L
ZHERLET,

FAS|ZCitrix Cloud\
DKL T =
BLET, ik
iF. Ry bT—=0D
AEGPFOF>
H—N—DEEm
RUS—RY, TF
T ERIEBTRATY)
BresnsdZehdpb
9, CD&OHE
B, AIRYETHEZR
~iCIE TService is
not connected to the
cloud] ERRINF
T CchiBEEDE
fETHD. FASIX
Citrix Cloud A\ D
iz ESICHEREIIL
FOELET,

RDANY MME REBRIY T T4 DFASZFRALELS e Ll eZRLTVWET,

14 R ;Y —XIZ Citrix.Authentication.Federated AuthenticationService T95,

© 1997-2026 Citrix Systems, Inc. All rights reserved.

105



JITL—Y3VEEEY—EX

IRY ARV TFHER b B
[S001] 7O REFE: 2—— [{0}] FASDOEREZRTIIIIEE
IZAdministratorsZ JL—7 D LS LEFLEDA. HUH
XN—TIEHD FEA LItliZFASEIREE TIEH D
BTATLT .
[S002] 7O REE: 2—H— [{0}] FASIL— LD Z R E T
iFO—JL [{1}] DEEBETIE IFEELLSCLELED
HHOFEA O LTlSFASEIRE TIE
HHFEFLEATLI
[S101] H—/NN—[{0}] &, &3B! [{1}] A—H¥—IDZ7H—krL&S
TID&ET7YH— h 93RRI H ELFLIEA BUHLITIC
DEEA IEEDMERMH D £ Ao
FAS/L—ILHERR TEFRI SN T
L3 StoreFront™ 4 — /N —
(BLUZET3mE1F
Workspace) D&HHL—1—
IDZEF7H—FTEET,
[S104] H—/\— [{0}] IZUPN [{1}] ® A—H—DET7H—rLLS
TH—hIKBLELE ELELED. FASIL—I/LIE
(UPNIZIL—JL [{2}] TEFa] BiIC&DA—HY—Tho>k
INTLEEA) IFEFFAIENTLEH Ao
[S205] SEEREFAE 7 U £ AHHES VDADFASTY VI LT >
ShELE-FUHLTTH FrEEIFTLELSELEFLE
7>k [0} & JL—IL [{1}] H. FASIL—ILIEBRIC KD
DFFR] SNT-FEAEFBET VDAIZEFRI TN TV EH Ao
lFd D FE A
FASTARY kO

RDRIE. FASICE>TEREINBI IR MO IV MU ZRLTVET,

BEARYVE

NEDARY NI, FASH—N\—TOBRZEICSLCTOJICERINE T,

OJ3d—k

[S001] 72t RIEFE: 21— — [{0}] I& Administrators FIL—T DX N—TIFH D FHA

© 1997-2026 Citrix Systems, Inc. All rights reserved.

106



JITL— 3 EREEY—EX

AJa—kr
[S002] 72 RIEFE: 2 —H— [{0}] IFO—/L [{1})] DEEETIIHD FHA
[S003] BIEE [[0) AV TF UV RE—RZ [ ICRELTVWET

[S004] BIEE [{0)] B CA[{1}] B5FT>FL— b [{2} and {3}] ZfEA L THESZIEFAZ X ER L TL
x9

[S005] EIEHE [{0}] ' FAS &E? [RAcertid: {1}] ZHIFRL TWET
[S006] EIEE [{0}] NEEPREER [{1})] ZIER L TLWET

[S007] BEIRE [{0}] HEEFAZER (1] ZEH L TLET

[S008] EIEE [{0}] NEIPAEER [{1})] ZHIFRL TLWET

[S009] BIEZE [{0}] HIL—IL [{1}] ZER L TVWET

[S010] BIEE {0} MIL—IL [{1}] ZEHFH L TVET

[S011] &% [{0)] AL—IL [{1}] ZHIBRL TV ET

[S012] &R [{0}] HYEERBEE [upn: {1} sid: {2} rule: (3)] ZVER L CWE§ [FEAEEE: (4) EF 2V
F4AVFFR N {5)

[S013] EIEE [{0}] H'EERAZE [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}] % !/
PRLTUVWET

[S015] BIEHE [{0}] AEEAAEZEER [TPM: {1}] ZER L TWE T

[S016] BIEE [{0}] I EEREEAE % 1 7R — k L TUL X 9 [Reference: {1}]
[S022] EEEE [0 B A VT FYRAE—REATICRELTWVWET

[S023] BEE [{0)) AV TF Y RE—REAVICRELTVET

[S024] BIBE {0} Y ATLNILAEZR—EHR/ELTVET

[S025] BIEE {0}] BN RTLANILZAEZZ—%#BELTVET

[S026] BIEE [{0}] ARAGEFBEEZX—ZHRELTWVWET

[S027] BIEE [{0}] RAGEFAZEE=42—ZUty FLTVWET

© 1997-2026 Citrix Systems, Inc. All rights reserved. 107



JITL— 3 EREEY—EX

AJad—k
[S028] BEIEE [{0}] H* [{1}] EEFAZ DF —#EMZ [{(2}] ICREL TWVWET
[S029] BEIE#E [{0}] ' [{1)] SEFREDF—EMET 7 AL ME[2)] ICUEY FLTWET
[S030] BIEE [0 M —EX7ONTa & {1 ICRKELTWET
[S031] BEE [{0}] K'CADFEERZENDH L TWLW T [RAcertid: {1}]
[S050] EIEE {0 MU T U R ZMER L TWEI: [{1)]
[S051] BIEE [{0)] 'V 57 R ZEBH L TUVWET: [{1)]
[S052] BIEE {0} MU TV RERZEHIFRLTWVWEY
[S060] BEE {0 'O 5T REHREZERLTVWET, 1 VRV R:{1}

[S060] E1E#& [{0}] Direct Trust Cloud Registration ZEX L TWE 9, 1 VXX X: {1}
CloudServiceUrlFormat: {2}

[S061] BIEE [{0)] 72V REBEREZRT LTWET, UY—XDHF: {1}, IL—IL%: {2}

[S062] BIEE [{0)]| V2V REBFRERT LE LT VY —XDBA: {1} {2, IL—IL%&: {3}, BEE:
{4} ({5}

[S063] 7 5 FEHHRICKRSTS—HRELF LT AISMNI {0} TLL
[S064] 75 REFHRICRBEAIS—HIEELF L. HMNE {0} TLE
[S065] EIE#E [{0}] Direct Trust Cloud Registration ZEXK L TWEd, 1 VAR R {1}
CloudServiceUrlFormat: {2}
aJa—-kr
[S401] B D T v T L — R ZZEITH - [From version {0} to version {1}]

[S402] T 5 —: Citrix Federated Authentication Service (& Network Service & L TRITE 2% EH
& D E 9 [currently running as: {0}]

[S404] Citrix Federated Authentication Service 7— X2 X— X Z@HIIHEL TWVWET

[S405] LA R UDBET—BER=ZANDT—EBITHRICTI—HIFEELF L7 [{0]]
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[S406] LA RUDNST—ER—ZIANDT—2BITHART LELE (F - —GAZIERITT
nEtA)

[S407] T—AR—=ZADBRCFHET DD, LZAMNIR=IDT—RIET—ER—XIIBTIN
FHATLE

[S408] #EBZ A>T L— R TE £HA -- [From version {0} to version {1}]

[S409] ThreadPool M1&ERIZELIN L % L 7= - MinThreads ' [workers: {0} completion: {1}] H*5
[workers: {2} completion: {3}] ICHAE I E LT

[S410] ThreadPool DHERICKE L % L 7= - MinThreads % [workers: {0} completion: {1}] h*5

[workers: {2} completion: {3}] ICTABTETFHEATL e CNUEFAS HT—N—DXT7—ZE) T+
WEBZE5 X3RN HDET

[S411] FAS H —E XDREBAICT S —HHEE L £ L7 [{0}]

[S412) D 7 v FJ L — RH5ET L F L7 -- [From version {0} to version {1}]

[S413) AGLEEEAZ DBEMHARA E D A <IN EF 9 B0 {0} B). FERAE OFFME: {1}

[S414] AEPIEBHE DB REARM N £ L 7o, FEERE DFHM: {0}

[S415] AGREEAEDF T v UM T LE Lo {0} FOMEN OV ICERHFEINE LT, REID
FIyvIZRB{L}ICFESNTVET

ID 7H—> 3 VOER
NEDAIRY ME. EEEINI-H—N—NA1—H—O5A4 > % F7H— kLI FI. FAS H—
N—TEFBICOSICERINET,

oJs 31—~k
[S101] H—/N—[{0}] I&. O—JL[{1}]] TID Z7H— T 3MERHLHD FHA
[S102] H—/N—[{0}] IEUPN[{1}] ZE 7 — F TEXHATL T (BIF: {243}

[S103] H—/N—[{0}] IEUPN[{1}]SID{2} ZE R L EL7=H\ v o7 v FIESID{B8} &RLEL
=
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[5104] # —/\— [{0}] I& UPN [{1}] # 7% — F TEFLATLT (UPN I3)L—JL [{2}] THAISHT
VWEEA)

[S105] H—/N—[{0}] A* ID 7H—> 3 & FITL £ L7 [upn: {1}, role {2}, Security Context: [{3}]]
[S120] FEFAE Z F1TH [upn: {0} role: {1} Security Context: [{2}]]

[certificate authority: {2}]IC & 2 T[upn: {0} role: {1}JICEEERZEHLRITINE L 7[S121]

[S122] & H—/N—HBEEPRE T [upn: {0} role: {IJ[19HT=D D) I T X M {2}
[S123] WD CATH[upn: {0} role: {1}][exception: {2}]DIEEAZ D REITICKBK L £ L7

[S124] [certificate authority: {2}] T. [upn: {0} role: {1}] MEERAZ DFITICKK L £ L 7=,
[exception: {3}]

[S125] REHDIFFAZEERDTT Z IS, {ORICFVELAZ LT T ML F LT [upn:
{1} role: {2} Security Context: [{3}]]

[S126] H—/N—[{0}]i. KEEBDIL—IL{INEFEBLTIDZET7H— L LS LELTE
[S127] H—N—DAX VT F U XAE— R THB7=8. FASIE[upn: {0} role: {1} definition: {2}]DIEEHE

EFERTETEFHAT LI XTFUVRAE—RPOIHEXZEET BICIE. PowerShell AT > R
L w kSet-FasServerzER LT T W

SEEAEFIAE Y LTOENME
N5DARY NI, VDARI—H—%20O5F > EED & FIT. FASH—N—TETEICOVIC
SBEREINE T,

aJ3d—k
[S201] SEFAZEFAEBE{ONF/NNRT—RIZTIEZATEFE Ao
[S202] sERREFIBE[{ONIFFEBEIC TV X TET £ A,
[S203] FEFREFBE{ONIFO T F > FANA R —IC TV ATE £HEA

[S204] kH#L/N— T« {0 A OT A > TANA A —IZT7 2t X5 [upn: {1}] & El: [{2}] [Operation:
{31 ({4}] I Kk > THEEREH)
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[S205] KMUN—TFT 1« DT VL ZADEEENE L - FUHLTT7 AT > b [{0)] 1F/L—)L [{1}] DEFF
A ENEKIN—T 1 TIEHD FEA

[S206] MUH LT 7 AT > b [{0}] (JM&KBL/N—F« TIEHD FEA

[S208] #4% F —IREHRB L £ L 7z [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error
{4} {5}

[S209] F v v aTNIEEBAENRE DOHD £t A, [Caller: {0}] [upn: {1}] [role: {2}] [cert definition:
{3}] [Operation: {4}]

1oty a VitlAg Y —/N\—
CNBDARY ME. A—H—h1 >ty 3 VIRERERT 3 L 3 ICFASY—/\—ICO45
FonEd,

OJs 31—~k

[S301] 7/ ERAPMEBEINF Lc: —H— [{0}] IHMREBRAY— b A—RADT7 I EXELNHD F
A

[S302] 21— — [{0}] B FREAZARE XY — k73— R [thumbprint: {1}] ZEXKL £ L7z
[S303] 77 ANEEREINF Lc: —H— [{0)] I(HMREAT—FA—F [upn: {1}] t—H L FtHA

[S304] A—H'— O A AV Ea—F2—[{2]] TTOJSL[{1)] #XfTL. REAI—rH—R
[upn: {3} role: {4} thumbprint: {5}] Z#&E* —1R(E [{6}] ICERALTWLWET

[S305] M+ —1R1EN KB L % L 7= [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4}
{5}

FAS7H—> 3> 501>
NEDARY MIFAST7H—>a > TS Ja4 Ik TOJICEEEINE T,
aJad—kr
[S500] FAS7H—2a >S4 VDB ENTULEEA

[S501] R S NTIFAST7H—> 3> 7504 0% 0O— R TE XA TL T [exception:{0}]
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[S502] FAS7H—> 3> F 504 >H0O— R &N X L7 [pluginld={0}] [assembly={1}]
[location={2}]

[S503] H—/N\— [{O}] ISUPN[{1] 7 — F TET FHATL (AT F VDRI F L
. TSIV 2N IEENEHR—FLTULWEEA)

[S504] H—/N\— [{O}] IJUPN [{1]] Z 7 H— b TETFHAT LR (O A VEHLAM RIS NE LT
M. BRSNIEFAST ST 1 hH D FEA)

[S505] #—/\— [{0}] IJUPN [{1}] 27— F TSI EEBATL (FZ7 1> [{2)] 1307 7 Vil z
AT—=BRAB & XvE—T [{(4)] TEBLFLLK)

[S506] 754 > [{0}] t&. T—/\— [{1}]] B'5DUPN [{2}] DOF # Vil E X vt — [{3)] TR
IFTANE L

[S507] ' —/\— [{O}] IFUPN [{1}] Z 7 — h TEXEATLI (712 [(2]] IZXV v K [{4]]
DRITHRICHAIS (B Z2XO—-LELTK)

[S507] H—/N—[{O}] IFUPN[{1}] Z7 Y —rTEXEATLRE (FZT1 > [{2)] 13BN [{3] =X
O—L%xL7%)

[S508] H—/N\—[{0}] IFUPN[{1}] # 7 H— hTEFHATL (7RI RBEINELE
M FSTA4 22 IFENZEHR—FLTVLWEEA)

[S509] H—/N\— [{O}] IFUPN [{1]] Z 7 H— b TEIXHATLRE (77 ERUSDREINF L
M. BRSNIEFAST S 1 2hH D FEA)

[S510] H—/N\—[{O] IFUPN[{11 Z 7 H— F TETFHATLE (7RO RETZT 1> [{2)] IS
SO TEYPERBRINFELE

) — 9 ZR— AW IGFAS
NEDARY ME. FASH Workspace TERE TN TWS L FICOJICETEINE T,

[m B Bl

[S001] Citrix CloudsREEF¥ —H'O—7—> 3 > N X L 7= [fas id: {0}] [old key id:{1}] [new key id:
{211

[S002] 757 RHR—bFEZa—ILAEHLTWLWET, FasHubZ 57 FH#—E XURL: {0}
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[S003] FASH'Z 57 RICEERI N L 7= [fas id: {0}] [transaction id: {1}]
[S004] FASH' U 57 RADEERICKE L £ L7 [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FASHIRTEDERZ 7 5 FIZX{E L F L7 [fas id: {0}] [transaction id: {1}]

[S006] FASHIRTEDEM Z 7 57 RISEKETE FH AT L [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FASH' T T RO SEEREPR SN & L 7t [fas id: {0}] [transaction id: {1}]

[S009] FASH' U 57 RHh 5 DEEREEFRICKI L £ L 7= [fas id: {0}] [transaction id: {1}] [exception:
{211

[S010] FASH—E RIET T R Xyt —J Y JURLICES SN TLWET: {0}
[SO11] FASH—E RIFIZZT RICEHRINTULEEA
[S012] FASH —E X I&Citrix Cloudh* 5D > J )L > A VICHIBABETY

[S013] FASH — £ ZIZCitrix Cloudh' 5 D> > L1 > VICHIBTE £ Ao [{0)] SEEICD UL
Tld. BEOVY —I)LTHRSRTEET

[S014] 757 R —EZXADFEVUH LA <service name> ZKBIL % L 7 [fas id: {0}] [transaction
id: {1}] [exception: {2}]

[SO15] MEUME L ehEFR] ST WALz, Citrix Cloudh' 5D Xyt —oHJOvosnEz L
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] 75 RH—EZXADHEVH LA <service name> TN L & L 7z [fas id: {0}] [transaction
id: {1)]

[S019] FASIZZ 57 Rh 5B %ZE X7 > O— K L % L7 [fas id: {0}] [transaction id: {1}]

[S020] FASIZZ S Rh 5B Z AU > O— R TE £HATL K [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] 75U RHYKR—hEZa—)LDEIMKEKL F LIz, FIH: {0}

[S022] VU RHR—bhEDa—ILAMELELTWVET
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[S023] Citrix Cloudz3aEF —DO—7T—> 3 VIZKB L £ L 7 [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]

[S024] Citrix Clouds8sEF —DO—7—> 3 > Z B L TLWE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] C D —E XDELEEF — & Citrix CloudIZ7ETE L £ [current key: {0}] [keys in cloud: {1}]
[S026] C D —E XDESFEF —I&Citrix Cloud ICTF7E L £H A [current key: {0}] [keys in cloud: {1}]
[S027] Citrix CloudsRsEF— DR L —2HKZ Ty 7 L— B L& L [fas id: {0}]

[S028] FASIFIRED T L X b ) %Z 0 7 RIZEE L £ L7 [fas id: {0}] [transaction id: {1}]

[S029] FASIFIRTEDT L X U Z U 57 RICEETE FEATL T [fas id: {0}] [transaction id: {1}]
[exception: {2}]

m b %
INEDAINY MME. O 7 VERETVDAICEEHRINE I,

AJa—FkR

[S101] ID7H—>a>vOd A IckBMLE LT, BEIThBEVWTI 7L -3 VER T —EX
GPO- > 7 v ¥ R [index: {0}] [registry name: {1}]

[S102] ID7H—>3>O0 A VICEKMLUE LT {0)DSIDILYy 7y FICKBLELT:
[Exception: {1K2}]

[S103] ID7H—>a>Od A VICKBMLF L, 22— —{0}DSIDIF{1}TTH. FHHETNSBSID
l3{2}TT

[S104] ID7H—>a>OJF VICKBMLE LT, {ONDOHEUH LA [Error: {1} {2}] ZiRL £ L7z
[S105] ID7H—>3>0OJ 4 >, O Z > [Username: {0} Domain: {1}]

[S106] ID7H—>3>OJ 74> \WnT7 7L —> 3 VEREEY —E X {O\n\nOJ # >
[Certificate: {1}]

[S107] ID7H—>3>OdF VICKBL £ L7z [Exception: {0}{1}]

[S108] ID7H—> 3 >»H TS X5 L, ACCESS DENIED [Caller: {0}]
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1>otvs g VitRE
NEDARY ME, A —HP1>ty> g VifBAE#FERAL LS & LIz TICVDAICESRE
nx7,

OJ3—Fk

[S201] [{0}] =& T [PID: {1} Program Name: {2}Certificate thumbprint: {3}]] DIREZXAY—kH—R
TORIANEREINELLE

[S203] RAEAY—F A—RY T XT Lo 7UEZADIER SN ZE L7 [caller: {0}, session {1}]
[S204] (R AY— M H—RY TP XT Lo AR—FA—RHR—EDEMCHRO>TVWET
SFEAEERE F—RT7DER

NEDARY M. FASH—N—DMELARNLDOESIgEERIT LIz SFIcOJICERINnE
ER

OJ 31—k

[S001] TrustArea:: TrustArea: -f > X b —JL &N 7=5ERAE [TrustArea: {0} Certificate {1}
TrustAreaJoinParameters {2}]

[S014] Pkcs10Request::Create: PKCS10E:KAMER S L & L 7 [Distinguished Name: {0}]
[Reason: {1}]

[S016] PrivateKey::Create - N> k [Identifier: {0}] [MachineWide: {1}] [Provider: {2}]
[ProviderType: {3}] [EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]

[S017] PrivateKey::Delete - X k [Provider: {0}] [Identifier {1}] [Twin: {2}]

[S018] PrivateKey::Create 58 L % L 7= [Identifier: {0}] [MachineWide: {1}] [Provider: {2}]
[ProviderType: {3}] [EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]
[Exception: {8}]

aJ31—k
[S104] FASIZCA {0} S &EGRIIAEEZEL £ L1
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest J&& Dix{E T > — [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest FERAZE D F1T [{0}]
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[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &F3#F 5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

IYVRA—YY—-—DIS—Ayvt—

Dt U3>TlE WindowsOT 4 o R—ISTA—H—ICRRINBZ—EHNEITS—Xvt—

DE—RBRRLET
RETNEIS—RytE—Y

B\ —Y—RZFIZ/NAT—R

SRATLICATA Y TEEFEATL ., BRIE
HREMBTTELATLI 1 EKIFYR—F
TNTLWEEA

°/Z7_'ALCEI7\7.|' \/—C\‘g i‘l‘i‘/u"("‘ L/TCO EIL.\D.[EL_
FRINIATY—bA—RIEBZIFEEIN
Tb\iﬁ/b_t“ LTCO

FERER

FAS ERF L —X

HACBR

AV Ea—R—|3EMRERE cERE
FoTW3 L TULWEIH. Kerberos K
XA bO—-5—hERZESTLFL
fco CDEEED KerberosdZ| o3y
ZBRLTLET L,
RXA>OY bO—F—ICEFTTIHRLDN,
FXr>a>ybO—7—HAY—FH—RER
FFZ HR— I\?%EE%%’C%EE‘&TL’C Wt
Ao RXA>a> bO—F—% [Kerberos
Authentication] . Domain Controller
Authenticationy . F7zI& TDomain
Controller] FFEAZICERL TSIV, BifE
DIEFRENEMICR A ZHZETH. Nz
JEIFHD £,

FREIEERE ¢ )L— MEBREA O—AILa Y
Ea—3F—ICA VXA F=LENTVEEA,
FFERZE & F’#ﬂ%i/l’ VISANTUFvEBR
LTLEEEL

CNUSBE. SERREDIBREEEDE L < FRE
TNTLEULD, RSAT—HETEF S (<2048
Ewhk) CezrRLET,

BRML—XZ2EATRE FASIBREDT7ITAETA 27 7ML AT LICOJRERLET, C
NEESTINDa—To 2 JICRIE. RELIA VI T N EBRTIMERZHRTESH
BEMDHD XTI,
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ROWTNDDHEZEFEALTFAS EA VYA M—ILEIETYvFIL—RITBE. BEFELNL—X
MHEMICED £75,
« Citrix Virtual Apps and Desktops™ « > X k—5—:ISO BMEA SN SICBFRITA TS Y
< a2 BE|EICRKRT I NS Federated Authentication Service % > H 5

» XenDesktopFasSetup.exe : Citrix Virtual Apps and Desktops ISO D x64\XenDesktop
Setup\XenDesktopFasSetup.exe (CHD £9,

e FasSetup_2503.exe : AX >V R7OYDFAS 1 A h—F—7 71 )L T. Citrix Downloads
NPOAFTEET,

FAS A >AXA—5—MSI 7 7-1)l FederatedAuthenticationService x64.msi % {£FH
LTAVRN=ILERET Yy FIL—RT358. 8FNL—XEFATETEEA,

BR ML —XOINE

FAS H—N—D'EEBR L —XAPZDMDEZMT —XZIET B Ii&. Citrix Scout ZEAL £
T BIROWTNHODAETFAS Z#1 X b—)LF B K. CitrixScout "1 VX b—JLENZE
ER

B L —XDEIML

AISHDIERTER L —XZEMIC LICWEEIE. FAS —/\—T Citrix Telemetry Service
ZfElE L TEMICLET,

BEEER
« AN—hA—ROTFAVEICR XAV ZERT S
« AN—bA—ROTA VRIS —
CAPIOY OB
KerberosA 7 DERL
T—RN—TFT1 DB TANY— b A—ROTA >V ZBMITRIODHARZ1 >

PowerShell VY >R L w

You can use the Federated Authentication Service (FAS) administration console for simple

deployments; however, the PowerShell interface offers more advanced options. If you plan to use
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options that are not available in the console, Citrix recommends using only PowerShell for

configuration.

RDOOAY Y RIE. FAS PowerShell Y > RLw FZBIML 95
Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

PowerShell™J « > KU T. Get-Help \<cmdlet name> ZFERBLTIOY>RL Y FDOANILTZRRT
X,

FAS PowerShell SDKOY > R L v FDOFMICDWLWTIE. <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> ZBBRL T ETLY,

FAST VA =5 —FTF> 3>

FASZA VR =T BLHDIARVRSAF T a>y

UTFDAFLaVIdmEATEMNTY,

1. Citrix Virtual Apps and Desktops ISO® x64\XenDesktop Setup\XenDesktopFasSetup.exe
|Cd % XenDesktopFasSetup.exe 7 7-TJL

2. FasSetup_2503.exe ( [2503] (&Citrix Downloadsh*5 AFrIgEAR ) U —XTY)
e /configure_firewall

Windows Firewall ServiceNEITENTWBRIHFE. 77177+ —ILHABMICE >TWLWAL
TH. 1YA—IILENZOVR—2> bHMERT ZWindows7 71 7T+ —ILDFART
DOR—bZRAZTET, U—RN—FT1 DT 747 04— ILZERBLTVBRIHEE. &
T7AT7 74— IILZ2ERLTVWRWEEIF. FETR—-rZE<HBEDRHD Y, FASIC
&, R{ETCPR— F8ONKET T,

e /help or /h or /? ?

IRYRAILTZRELET,

e /noreboot

1A=L EBOBESZHIEL T,

e /quiet FT7cld /passive
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AV =ILRIC A=A R =T A REIRTREINEFEA. T VRAM=ILEXVIERK
7Ot 2DOME—OFHLE. WindowsZ XA IIRZ—Jv—ICHDFET, COA T arhg
BRENIBEE. IS5 T4 DAV RZ—T A ADEHHL 7,

e /remove
FASHZHIFRL £95
AVR—FbDA VR M—=ILERZCitrixDED K SICTRE T DM DWLWTIE. Citrix1 VX b—

W AE—>0—RZBRLTIREL,

Windows Server Core \DFASD 1 VX k=)L

Citrix Virtual Apps and Desktops ISOF 7ciF XX > R 7O DFASA > X b—Z —exe

( FasSetup_2503.exe ) Id. FASZA VR =)L T B1-DDHRERINDHETT, 7=iZL. BMIC
B> TW3B0SKAEIC & > Tlk. Windows Server CorelCCNSEFHALTA YR F—ILTEAL
BELHD £,

K DT, Citrix Virtual Apps and Desktops™ ISOD S TDOMSIZ7 71 IILZFEBR LTS T,

MSIZ 71 IL ISO_EDHFR XY+
FederatedAuthentication x64\Federated DAY=
Service_x64.msi Authentication Service
TelemetryServiceInstall x64\Virtual Desktop WE. BENL—XDHYR—
er_x64.msi components bz iRt

BIRZMHEE LT, .netd.8 WA UAR—JILTNTUVLWAIRERHD T,

AVAM=IINEFLRET7YyFIL—FT3ICIE ATFTOOYY RZFERALET,

msiexec /i FederatedAuthenticationService_x64.msi [/quiet]
CONFIGUREFIREWALL=[YES|NO]

msiexec /i TelemetryServiceInstaller_x64.msi [/quiet]

net start "Citrix Telemetry Service"

T avIFROEEDTY,

e /quiet : A—HY—aVE—TxAMRZRRLELEA
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 CONFIGUREFIREWALL: 7 71 77— L%t L T/R— F8OTOZEERZHFAI T 355
IIYESZIEEL X T, COA T a>EEELIEBEDT 7 4J)L MENOTY,

FASZHIFRS BICiE. ROIX Y F=EALET,

msiexec /x FederatedAuthenticationService_x64.msi [/quiet]

msiexec /x TelemetryServiceInstaller_x64.msi [/quiet]

Windows Server Core COFASEIE
FASIZ. O—AILEIFFASH A VI b—=ILENTVWBFIOaEa—42—h 5. XOWnFnho
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