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More Actions 3
fou can select snap-ns for this consale from thase availal
extensible snap-ns, you can configure which extensions
Group Palicy Objects can be stored in the Active Dirsctory
Availsble snap-ins: or o a loeal computer.
Snap-n Ven 4 Use the [Browse button to select a Group Object.
Sl Device Managsr Micr ° ® L
" pHce M
= Disk Management Mer
B ons M Group Pobicy Object-
FEnkerprise PRI M = | |
[2] Event viewer M
IR eMer Mt | E =
2 Group Policy Management M owse far a Gro
[ Group Policy Management Editor Micr
=/ Group Palicy Object Editor Mer f | Domains/Dls [Sites | A
=] Group Policy Starter GPO Editor Micr 9 _ ,
[ Internet Information Servicas (IIS... Mir_ | W | Leokini [353 cirdest et v mEE-
-%rmmm;:imr | t-'i)u-" Domains, Ols and finked Grou Policy Objects:
L Mame Damain
Description: 17 Domain Cortroliers ctridest net
This snap-in allyws you to edit Graup Policy Objects whid JE| Defawit Domain Policy
of stared on a computer.
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FIE4. > a1 —2—0OBR/RY) > —EBRET Y7L — MCitix AV R—2> MNEREEICH D 7 T
FL—>3  FEF—EXR) S —ICBELE T,

File Action View Help

&= 1m 2| HE 7T

=/ Defautt Domain Policy [DW-DC.OMCNET] Poicy |[T uthensication

v (& Computer Configuration .
- - Federated Authentication Service Setting
w || Policies
» [ Software Settings ederated Authentication Service
» [ Windows Settings Storefront FAS Rule

Edit policy setting

v [] Administrative Templates: Policy definit| | Description: |i2] In-session Behavior
~ || Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your

Citrix environment with your Active

| Control Panel . .
> & Directory infrastructure to allow users

» :I Network to log in with non-Active Directory
" Printers credentials {e.g. SAML assertions).
1 Server

s [ Start Menu and Taskbar If you ena.ble this policy, you should

s B System specify a list of servers running the

. }f_ Federated Authentication Service

> ;l Windows Compoenents identified by their FODNs (e.g.
[ All Settings fasserver.company.com).

5 || Preferences

w 4%, User Configuration
5 | Policies
5 || Preferences

< > | Extended £ Standard /
3 setting(s)

T7xT7L—2a B —EXRY I —8E . CitrixBase.admx/CitrixBase.adml7 > 7

L — b7 7 JL%Z PolicyDefinitions 7 # )L X — BN L /=B B ICDH. R XA >GPOTHIE
TEEY, FIEIDHER. 7z 7L —> a3 il —ERR) O —FEE. EEAT>FL—F
> Citrix AVYR—RV b >BEET # LA —ICKRRENE T,

FIF5. 7z 7L —>a VR —ERR) O —FERASE. BREBRLET, LD, |RR
RUBBIRTETDESICHD, FASH—/N\—DFQDNEZ#EBH TE £,
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B Federated Authentication Service O v
E Federated Authentication Senvice Presious Seffing [
() Mot Configured Comment:
{®) Enabled
() Disabled
Supported on:
Cptions:
FQDNs
List the installed servers in y Value
e
FODMs | Show o fas 1 citristest .net]
1]
OK | | Cancel
OK Cancel ApaEly

FIE6. FASTH —/N\—DFQDNZ AL £ 9,

EHDFQDN%E AT 3/A. VDA, StoreFrontty —/N\— (£ 9 3158) . HEXUFAS
F—N—DSRE)ZAMDIEFIF—BEBLTVWBIRELRDHD £J, JIN—"THRI—HBF=E
BLTLIEEL,

. J

FIg7.0KZ 7 )y LTIIN—TRIS =4 —RZET L. JIL—TR)S—DEE%=ER
LEJ. EEZAMCTBICIE. I >Z2HERTSID (X/IFOT Y RS0 2D Sgpupdate |
forcez 2179 %) HENHBZHZEDHD X,
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v a > RNOEME

ZORYS—F. A—H—DVDAtE Y3 TCI—Sz N O =709 57+4 bl Y
CaVAEIEE. EE. $LU0OvIEOYIEYR—FNLET, v a > REAZEIX. D
RUS—DEMICHE->TVWBIFE 2D BREDERICERINFASIL—ILTE Y>3 Y ATO
FEADFRITNTUVBRESICOAFIBRIEET T, IL—ILOEBRZESB LTIV,

@ In-session Behavior

Previous Setting [ExEseting
() Not Configured ~ Comment:
(®) Enabled
() Disabled
Supported on:
Cpticns: Help:
Enabling this policy activates an agent process A
Prompt Scope | Per- ~ g pohicy g p
Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the
Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:
& | -
] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mote that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed,

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTRE. CORIVS—DBEMCED, FAST—2 1y O XA 1—HF—DVDALE Y 3
VTRITTEBESICAEDET,

E|HICTBE. RUS—HERCAD,. FAST—U 1Y PO IARTFINEL B0 ET,
70> 7 L0EEH
ZORYS—HAEMCAE-TVWBRES. 7OY 7 FO&ERIZ. 77U 5 —> 3 bty 3 VR

FAEAREZER TS 2R T3 cODRARZI—H—ICEDELDICKDBZDZFIEHL F9, 3D
DATFT2arhHbhFRT,
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s ABFRE—COF T avidtFa) T 7OV T b2 EMICL. WERIEY AL MIFERA
TNnEY,

« 7OLRACEDRAB—FETHOELTOT S LHMERICARZRD X Fo

c By a ltORBE—I-H-HDOoKZI )y I TR COF T avidtyiarRAD
TARTOTOY FLICERAINET,

REDRALLT T+

CORI—DEMCE->TVWSEHE. AEDZALTY M. AELEHT DHE (FEA)
EHIELE T, e zld. 300MICHRETD &, A—H—dspnicyOry T hhrRREINE
T, EHATODEES. MERBOBECCICA—F—IC OV TR RTEINE T,

m BRSO

CORIS—DEMIH->TWVWBREHEE. - —PEEZOVvIITI L. I—HF—tyviarid
HEIMNICUIISNE T, COEIEIE. TRY—bA—RFOEDANLEICYIlT RS —I2BTW
&9, 21— —7h'Active DirectoryD AT # VERBHRZFR > TLRWEEIC. COMEEZFERAL X
ER

O I EFDOYIMIRY > —Id. VDALDIARTOE Y aVICBERINE T,

JxT7L—>a EEir—EXEEIYY —ILOER

FASEIEOYY —ILIFIFCACOERICEL TWETH. PowerShellf 2 —7 1 XlF &K
DBELRA TS a3 w2 L £9, FAS PowerShell AT > R L w cDEFEMICDOWVTIE.
PowerShell ¥ KL w k] #BBLTLIETL,

FASEEO>YY —)Lid. FASO—EB L TA VA M—JLENE T, 7 > (Citrix Federated
Authentication Service) XX — X Za—ICBBEETNZE T,

BEOAVY I ZYOTERTZEEF ROTOCRZRTIELSICATFEINET,

e SFFRETF VL —+ZEREBBELE Y,
o GERRKREZEREL 95
o SFEAKERAZER T2 LK SICFASEARL 9,
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OS#EMY —I/LZfERLT. —MOFIRZFF TR T IBZLCHTEERD

FASEEIOYY =)L, T7#I)LrTO—HILOFASHY—ERICEHLEF T, BREICRHLCT. O
V=ILOBALICHBROY—N—ICERZEFEBEL T E—M—ERICERTETET,

&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules ' Advanced I Connecttoanothersewerl Refresh

Complete these setup steps:
Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

aAgET>TL— N 2EBRT %
oY 7~z 7 EOEEERMOREZEE Y B/ FAS IJIRBDRAEDT-®IC 3 DO Citrix
FSERET VL — b ZRELE T,

o Citrix_RegistrationAuthority_ManualAuthorization

* Citrix_RegistrationAuthority

e Citrix_SmartcardLogon

_NB5DT > 7L — k& Active Directory ICEFRT AHMENRHD FT, RE>Z2I0UvoL. %Z
1)y O LET,

O— #1354 X &N izEfR(/en-us/federated-authentication-service/2507-Itsr/media/deploy-cert-

templates.png)
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T 7L — FDO#EHIE. FAS L &BHITA VR b—ILENBILFRF .certificatetemplate D XML 7 7
TIICHD FT, BAAIFRODEED T,

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

SERAE T > L — b7 # LA —, (len-us/federated-authentication-service/2507-Itsr/media/

certificate-templates.png)

NEDTYTL—rT 710l %EA >R M=ILTZERDZEVIEEIL. Active Directory BIEH I
EBLTLETL,

FOTL—brEFFHTA VA M=ILTBICIE. TOoFTL— 2SO THILA—HEXD
PowerShell ¥ > REETL F 7,

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)
$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0Q)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active Directory SEFASEH—EX 2ty N 7Y T T3

Citrix SEBAZE T > 7L — bZ A VX b—I)L LT 1 DA LD Microsoft Enterprise FEBARERS ) —
N—ICRNBETZHRENBHD 9, Active Directory sEBAEH —E XDREAEICD LTI,
Microsoft D RF a2 X b ZEBBRL T T,

EFAREZ EE I 3R ZH O —IE PR EDB L1 D2 —N—=IITYTL— bz RHT
BPHEDHDFT, ZEALTREALET,

(GEBRZ 7> 7L — k&, Microsoft ZFBR#&R D> Y — L2 FERA L TCRABTZ e HTEFE T, )
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O—#1 34 X Ehi-Eff(/en-us/federated-authentication-service/2507-ltsr/media/setup-cert-
authority.png)

Jx7L—>a Efii—EXRZ&ER TS
COFIBICED. FAS OFESREIHIBINE T, BEIVY —ILIE.

Citrix_RegistrationAuthority_ManualAuthorization 7> 7L — k&R L TEERAZEEXRZ£RE L.
FOTFUTL—bERBALTVWSVWT D DIERREIEE L £,

O—#1 54 X &N izEfR(/en-us/federated-authentication-service/2507-ltsr/media/authorize-

service.png)

ERMPEEINS & Microsoft SFRBHEEI > Y —ILOFREPRDERY X M. FASTS VT hHY
VEOSDREBEHROERYE LTRIEINE T, FAS OB ZEH{TI Dai1lC. PR EIREIXE
DERZRITEISIERTTIVERHD XY,

EEENRITEIIHEEZBIRITZET. FASEIEIVY —ILICIFED—RED TXEF—1 A
REACNE,

Microsoft SERARERE 0> Y — LT, IRTODERI%E=HFH I v L. GBAZERICH L TRITET-
ISEEEZBIRLET, BITEEIRT D&, FASEEIVY —I)LICESRMASENR RTINS, B
ExFRTZ . AV —=ILICIZT—XvtE—IUhKRREINE T,

O—71 34 X & i-Ef(/en-us/federated-authentication-service/2507-ltsr/media/pending-
request.png)

FASBIEI>Y—ILIF. Co7OtXARTLECeZ8FNICEEL XY, CnicidEashrh
BHBENHD £,

O—#1 3514 X &N izEfR(/en-us/federated-authentication-service/2507-Itsr/media/waiting-
approval.png)

IL—=ILDIBR

FAS |&. StoreFront DIERICKEST. VDAOS AU E LVt Y a3 RERDI-HDIEFAEDHE
AR TBEDICIL—IL=2ERLET,

BIL—ILIZUTZEEL T

o SFFAEZEKRT B 70 IZEFE TN TV B StoreFrontt —/\—,
o SFEAENEBRINZ I ——Dt v bk,
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o SFBAZDFEARAZHFIIINTULBVDAY S VDY bk

StoreFrontHh'FASICIEST 9 BFRIC Tdefaulty WS EBIDIL—ILZERT B 7. Citrixid
Mdefaulty EWSEBIDIL—ILZER TR =#HRL F T,

BRBZHBET L — MRBKEZER L. ER370ONT 1 CHEEZF DL DICHERT S
HRZLIL=IZEISICERTEE 9. CNS5DIL—ILiE. £ BStoreFrontth —/N\—F7=1&
Workspace T T2 K DICHBRTE X9, JIL—TRU—BRA T a>aFERLT.
StoreFronttf —/N—HWH AR LI —I)ILZZBI CTERT DL DICHEEL £,

ERl (FR7ciE TIL—ILy RTDI—IDERR) 22 v o LT IL—ILUERY « F— R 2%k
L L=zt T 27O DBERZINELE T, [IL—IL1 2T EIL—IILOBEHKRTE
nx9o

&& Citrix FAS Administration Console - connected to localhost — | X
Initial Setup Rules | Advanced Connect to another server  Refresh
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default y W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

V14— RIZROBHRZINEL TS

TY7L— b O —RREORITICERASINZIHEET > TL— k. ChUE
Citrix_SmartcardLogonT > 7L — k. £IEZOEESIN/-OE—THZHVELNHD £ (GEH
%;—yjl/_ I\%%/ﬁﬁ) o
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AEFAMERS: 1 —H —EEEREZEIT L. T T L — bz NET A, FASIE. Tz —I/ILF—
N—CERDEDTDIEBMDIERKBEDEMZ Y R— F LTVWE T, IR L /AR D X
T—RAN 7T L—hRAARR] ERTINTVWB I E 2R LTS IZT W, SARED0E
BesRLTIREETV

tywdayAFER: Eyv P a>YRATOERZHFTA T g i, VDANOOT A V&ICFIRRE %=
BHTE3h 5 =HIEL £,

« Ly aYATOFEREHFINBRESNTULRWEE (T 74/ 6 #48) —FEREBREOTF
VERIIBERICOAMEAIN. 1—F—IFEREERICGIRAZICT 7 EXTE A,

- Ly aYRTOFERAZFANERINTVWRHE—1—F —(3FRERICERBICTI/EXT
TET, FLALDESERIFCDA T a2 BIRINEITIEBD FEA TV IRV D
Webt 1 b7 71 IILEFR Y. VDALY 3 VAL TI/EZXEINDS )Y —XIFKerberos>
VONGAF D2 ERLTTIERATESH. Ly a Y RIERZERIHEHD FH A

Yy a ARATOERZHAZEIRLIZES. v a YREETIL—TRI > —dBHICL
TVDAICERATAMENHD XY, sEAZFOTF V&, 77V —2 3> TERT DI
A—H—DEAEBEEX MT7ICERESNE T, 7t xiE. VDAL v 3 YHOWebt —/N—A
DTLSEREEN N ERIBE. Internet Explorerld Z DiFBAZ#FHATE £,

TG 21— —0OJ A > FIEBEGOLOICABEE*ERITZ 2 INTL
3. EfEEEINT=StoreFrontth —/\N\—< > >D) X ko TNEDITRTOMERICK LT, ELZDAD
AT NFERIZTIN—TZEMTETET,

TOERAFEREIIEF 2V T LEETHD. BEEICEETIXVENHD TT,

&

FASYH —/\—%Citrix Cloud TOAER L TWVWBIHE. 77/ XHHZER T 2H4EIIHD FTE
Ao Citrix Cloud TIL—ILAMER SN 3IHE. StoreFront7 7 £ AFFANIFERINE I, ALIL—IL
% Citrix Cloud& 7 > 7L X XD StoreFrontBADE A TEATET F£9. 4> 7L I XDStoreFront
TIL=ILHMERINBIBE. StoreFront7 7€ XI5 SHmEIBAINE TS

TN EDTIERFRE (NDT7H— 3> BHFIEINTVDS) FIRNTZESLET, LI
Mo>T. StoreFronth —/N—ZEARHNICEHFR]I T B HENHD £,
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

HIBR: FASZER L TA—Y—%0OJ 4> TE3BVDAY I VD) X b, FASEZN L TERAE# #
ATEBZ1—-H—DUZ b,
« VDAP VL AFADEEBTIZ. COVDANRFASEFER L TA—H—%20O45 4> TE3HEIET
TEFET, VDADURMETIAIETRAA>OAVE2—R—TT,

o A—H—TFORAHFUDEETIZ. £¥OI1—H—hIFASEFER L TVDAICH A1V TEDH
EIEETEIET, I—F—DURAMITIAILFTRAS>I—H—T,

FASH—N—D R XA VHVDAB LV A—HF—D R XAV BRZBE. T 7 4L EOFIR
HEEITINRELNHD FT,
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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257 FI)L—JL: Citrix Workspaceh* 5ID7H—> 3 UHRMESINIE EFIT/IL—ILAERI NS D
S5 %ERLE T, Citrix Cloud|Z#E#t 95 & E I, Citrix CloudicfEB T2 IIL—IILZ&ERL 75
Citrix CloudIC#&#t L 7. [Citrix CloudA\®D#EHE1 £ 7> a3a>DU Y IhSIL—ILZZEETSC
EHTEFET

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Reauthorize

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

Create

0 Create arule

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Citrix Cloud\ D%

FAS1—/X\—% Citrix Workspace TCitrix CloudIZ3#E#: TE £9, Z DCitrix WorkspaceDieE =5
BLTSZEL,

1. THIHAERE) # 7D TCitrix Cloud|ZI&EHt O TFICH S TIES =0V v ILET,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. BT BV TUREERL. TRAN1 20 )y I LET,

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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3. D4 VR IJIC—EDEFI—RBPRRINET, ZNIICitrix Cloud TEEETIHEHLHD F
o FHLLIE. TAYTL I 2BFE%Citrix CloudICE 3T 31 #BBLTLET L,

&4 Connect to Citrix Cloud — O X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESDAS

Summary

( Waiting for confirmation...

= aEB

4. FRI—RFHPEESNIcS. ROV TET VU oRER T)Y—IADFA1 ZFRLF
ER
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&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

Confirmation Code:

™I

“
Resource location:

My Resource Location v

5. %5955 81F. BET7 AU FEFEIRL. FASH—N—Z#EHiT3 )Y —XDHRZERL
9. 171 Z20VUv oL, BRIV FUZBALE T,

6. TIWL—ILDZFER €02 a3>T. BEOIL—IN=ZERTIH FILWIL—ILZERLEY, T
RN 20V I LET,
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Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

&+ Connect to Citrix Cloud — | X

7. THIE) v a3>7T. %71 #21) w2 LTCitrix Cloud\D#EHETT LE T,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud
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Citrix CloudidFASH —/N\—%ZF&# L. Citrix Cloud7Hho > b® T Y —XDHFR) R—IICKRR
L&Y,

r

I > 7L =X ROFASH—/\—|&. Citrix Cloud & Citrix Virtual Apps and Desktops\®D 77 ¥ X
ZREFICEHF I3 70IC. A—H—fREZHRITTETEXT,

Citrix CloudH* 53 3

Z D Citrix WorkspaceDEEE THBAIN TV S £ S IC. FASH —/\—Z%Citrix Cloud ') V¥V — X D15FR
M SHIBR L 7=, Citrix CloudICEBI CREMICT I ZBIRL £ 7,
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RS

ZDtUT 3 >DEEETIE. Federated Authentication Service (FAS) DEERIEMR E BIEICEAT
BDHARVAERELET,

BERER

s FASOA YR b—LEHHIREICET B EELRU T 7LV RIE. 1 VA =)L EIERL BBE T
ER

s BET7—*70F v BT, EEBFAST7T—FTIOFvOBEBL. SDEMBT—FTD
FrICEATRMDEBEAND) VI ZRBLET,

F+Y FBEAFICT I FL—a VBRI —EXEEY
93
CORETE. ILFFFY bOYR—Y RY—EXTANAL — (MSP) BETI 7L —>3

VEREIY —E X (FAS) ZBMICT B FIBICDOVWTEHABELEY, SFMIcOVLWTIE. TUT77L YR
7—% 749 F +: Citrix Service Provider DaaS] #&BLTLEITLY,

GIE =2 S

e Citrix Cloud D R XA > )Y —XDIZBFRICEBE TV L AL H S Z o, EMICDOVTIE.
MBIEEERDOEE] Z8B LTIV,

e TR X MSP OREBRAETRETNTUVS Z &, FFMICDOWVTIZ. TCitrix Service Provider [a)
|7 Citrix DaaS] =SB LT3V,

MSP EBEEZIBRT 5

1. Cloud Connector Z 3 L T. Active Directory K X- > % Citrix Cloud THIEATZE 3L SICL
=

Cloud Connector #1 YA c—J)L 35 & T, AVFLIRA VTSR MZ U F ¥ % Citrix
Cloud IC#EHi L £ 95

FUTFLIZARAAY A bO-F—ICEERTONTVSE F XA 2D, > DT THAREET
HB R LET,
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B Citrix Cloud x o+ v = o X
€« C (Y & uscloudburrito.com/identity/domains e % 0@
= | citnx 2 o
< ldentity and Access Management
Authentication Administrators API Access Domains Recovery
+ Domain | C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector
MultiFas.local eee >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v/
w N — N - —
2. XA >%ZTFMIT7z7L—bLET,
» ~ ea2 » > ~ —_—
RXAYZFEIRL. ROYTIRIAZa— () 20Uy LT 20Uy oI LET,
B Citrix Cloud x B - - o =
& C () @ uscloudburrito.com/identity/domains e % O@
= | citnx 2 o
© |dentity and Access Management
Authentication  Administrators APl Access  Domains  Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector \/
MultiFas.local oo >
Manage Federated Domain
Forest: fasmulti.staging Disable
Forest Preferred Connector Type:Cloud Connector \/
— N N -
T ZRDOIFT+Z0VwoLET, RIS #20)vILFET,
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3 AEMIIONTVERXA DT F Y MIBFEIT S ZHRLET,

COFEFEA T3 >TY, 7Y MEEDOIOVY —I)LICH A >4 > L. Identity and
Access Management > Domains D FIC K XA VAU I FINTVWEZZzRERLF T,

BhETONTWVWD R XA VDT F 2 MIFET S C L zEEE L X 9 (/en-us/federated-
authentication-service/2507-Itsr/media/fas-verify-domains.png)
MSPEEEICRD £,

4. Citrix CloudiCFAST—N\N—Z A > X b—ILLTEERL £ 75
77+ > b DCitrix Virtual Apps and Desktops!) ¥V — X HVEZE & 11T L) B Active Directory (AD)
T#LAMIFASZA VA M—ILLE T, FASZZEDADT # L X MMCEEMITENTWSE I S

DRD)Y —RDGRICERLE T, FASH—N—ZA VX b—ILTBICIF. T4 =)L
CHERk) ZBIRLTSIET L,

5. TV MERZIBKI B

T+ FNERMEITICFASEBMICT S
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« IDZONAH— (IdP) 1R 3
T+ MBEEICYIDE X £, Identity and Access Management > Authentication (C7%
BLFEI, IdPICER L. ADDIdPLEHAISNTWVWA ez L £ 7,

o TF 2 FAITICFASEBRICT 3

Workspace Configuration > Authentication [CBE L £9, RE L7FREEEEIRL. FAS
EEMICLETD,

FAST 7 > b ZB%hIC 9 % (len-us/federated-authentication-service//current-release/media/

fas-enable-tenant.png)

EtR DR

TFHFRDT T L =23 R XA VHEBIBRT BEIICMSP R X1 V% HIRT % . BEIFIOBED
EELET, 7Y FAIFICFASEEMICT A EIETETEITH. MSPICR XA UHEELEL
378, FASIZEBKL 7,

Azure Active Directory > T LY A1 > F >

2023F 7R A%, Microsoft |& Azure Active Directory (Azure AD) % Microsoft Entra ID |Z5 ¥R
ZTELFELTze TORF X2 MTIE. Azure Active Directory. Azure AD. F7=i& AAD A
DE Rl AT Microsoft Entra ID =35 L £ 95

Citrix Federated Authentication Service (FAS) I&. R X >&NE# Virtual Delivery Agent (VDA)
ANDS VTN A A (SSO) #IRIH L £ 9, FAS IE. VDA ICA—H—SIAEAREMHTZ T
SSO #E3R L £9, VDA IZZ DEERAEZ A L T. 21— —% Active Directory (AD) =X L TER
BELET, VDALY IV Y F > T3, BEREEALTAD VY —RIZTIVELATEFET,

AD & Microsoft Entra ID I CEEAZ 1TV I—H— AV Ea—2—0O@AICNITUY R ID %
{ERX L T Microsoft Entra ID (ME-ID) Z3R&E 3 2 DH—MKINTY, CDEETIE. FASZHEHLT
W3IBEIC VDA v > 3 YAH 5 Microsoft Entra ID A®D SSO %#RIVY 3 - HICHKERBINERR
ICDWTEBAL £9, CNUc& b 21— —I3HEE8E% L T Microsoft Entra ID TiR:ES N7 7
D=2 a Iil77CATEDLDICHDET,
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FAS 71 Microsoft Entra ID @ SSO Z AT 3 7= ICHRIBEBRIIHED D £E Ao
FAS Ot v 3 YNEEREIRIBEDH D FE A

FASDEDN—2 3> THFERATEET,

FASZHR— b33 VDADLDN—2 3 THERTEET,

. J

Microsoft Entra ID SSO OFEZZXRORICEF L HF T,

ME-ID FBEEZ 1 7 VDA & R XA Y BIEH VDA IE/\A1 TV v RBINEH

Yx—T R ME-ID & —LL XSSO%Z#A  ME-ID SEFAZER—X DGt %
ERA) RT3

Active Directory Federation ADFSTWindowsz3sE = B3 WS-Trust certificatemixed T
Services (ADFS) IC7 =7 293 Y RRAY EHEMICE ST
L—>3viEs W3zl d 2
H—RFN—=FTDIDFONA Y—RKN=FT4DV)a— HY—RKN=FT4DV)a—
A—IZT7TzTL—> 3 VEH 23 EFERTS 2a EFERTS

o« YX— K Microsoft Entra ID K X4 > rld. 21— —E85EH" Microsoft Entra ID T{THO1 3 R
XA THD. 1T+ 7 Microsoft Entra ID s25FE N v HD £,

e JxTL—>3 V& Microsoft Entra ID K X > &, Microsoft Entra ID HE2:F% Bl DIZFR
ICAAL I NTBDEIICHBBEINTWVWB R XL >VTY, Tt zlE. ADFS o —RK/N—F«
DIDTANAA—TRE T,

e N1 Ty RENMEZEAVDAIZ. ADBNNEATHD. Microsoft Entra IDEINEHA T,

R XA 2 BINEHVDA

R XA 2EMEAVDADSZE. WindowssSaE (REFRIFHEEWindowssBEE. & fcldKerberos & MEE
NEY) ZEMAL T Microsoft Entra IDADSSO%Z IR L £J, Microsoft Entra IDANDERFE I
IA—H—hHVDAL v S 3 Y AH SMicrosoft Entra IDTHRESN=T TV r—a VIl7oE2RL
TEEICRELT T, ROMIF. BEAETOECRZRENMITLTVETD,

R XA &M1& HVDA(/en-us/federated-authentication-service/2507-Itsr/media/domain-joined-
vdas.png)
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MR ARIE. Microsoft EntralD RXA YR IR—J RTHBINT7TL—> 3V EATHDH
ICLK->TERDET,

BB I N Microsoft Entra DR X1 > Dty b7y FICEAT3BEHRICOVTIE. To—LL R
VONYA VAV EEBLTLLESTL

ADFSIC7 =7 L —> 3> EnfMicrosoft Entra ID K X1 > DB E. ADFSH —/\—TWindowssa
SEEBEMICLED,

Y—RKRN—=FTDIDFOANA A —ICT =T L— 3> EN7Microsoft Entra ID K X1 > DIZE
BERDOY ) a—> a3 A EFEELET, FHMICOVTE. IDTONAAZ—ICBBVEDbELL TV

N T ) w REINEAVDADIZE. RXA UBMBAVDAICEEH TN TWEY )a—>gY
HERATEXT, L. FASZERT %155, Microsoft EntralD A YUEHFK—T >
(PRT) IFERINEE A

N1 7))y REINEAVDA
N T )y REINEZEAVDAIZ. AD Y Microsoft Entra IDICERFICEML TWVWE Y, 2—H—hHVDA
L.'U"f/’f/?‘% Z.\ /kOJJ T’rj 7|‘73‘{’FE)Z*1’1353'0

o« ADUJY —ZXADEREEADKerberosF 4 v REFRIF 4w b (TGT)

* Microsoft Entra ID') Y —XADFRFEBED T4 X UEH k—2 > (PRT)

PRTICIE. A—H—r OV Ea21—42—0OmAICETIEHRINSENTVET, COEBERIZ. BEIC
I C TMicrosoft Entra IDEE{AE 7o X R S —TERINE T,

FASIIVDAIZEEFRE X R 5 C & TA—H—%EREE 9 5 7=8. Microsoft Entra IDDFEEAEZE N —
DEBENERETNTVWBIHZEICDHA. PRTZIERTET XY, XORIF. BETOCLXZKED
ICRLTWEY,
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AAD Federated IdP
or ADFS

=

A

4. AAD PRT| 3- Authenticate to AAD 3'. If federated,

with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD

with FAS user A

certificate Domain Controller

Hybrid joined VDA

IEFEZEEMIL. Microsoft EntraIDR X1 UHAEBINTWVWAD 7T L—3>ENTULSEHIC
FOoTERDFT,

IR TN f-Microsoft Entra ID K X > DIiBE. Microsoft Entra ID CBAZ#R L £ 3, SFMICDL)
Tl TAzure ADFERAZEARN—IFREEOBIE ] BB L T TV, VDAIZ. Microsoft Entra ID
CBA%ZfER L T. 21—t —DFASEEBEZE TMicrosoft Entra IDIC2—H'—%E85EL £ 95

Microsoft D RF a2 XY FTIEFAY— M A—REEBAETOY A VA VICDWVWTEHBBLTWET
. FOREICH DAL FAS A—H—SRRAZ TH A V1 VI3 BEICHERINE T,

ADFS IC7 7L —>3>ENTULS Microsoft Entra ID K X > ®Di5E. VDA I ADFS H—
JN—® WS-Trust certificatemixed T> KR4 > b &EFER LT, 1—HY —0D FAS EEBAZ T Microsoft
EntralD ICXLTCA—H—%FBALEFT, COIVRRAYMNITTAILETEMICHE>TULE
ER

H—RN=FT4DID 7ONAEZ—ICT 7L —>3 > EFNTLS Microsoft Entra ID B X1 > D
BE. BROV ) a—> 3 hFET I8N HD £, ID FO/NAX—IF WS-Trust
certificatemixed T> RRA > b ZRETIHENHD £, FHFMEICOVWTIE. ID F7AONAE—IC
BREIVWEDELTETL,
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JITL—Y3VEEEY—EX

AIEBARERS DAY

C DEEETIE. FEBARERE (CA) —/N\— EIRE T 5 f-® DFederated Authentication Service (FAS)
DEELBBRICOVWTHBALET, CNSDEBRDIFLALIE. FASEEEIYY —ILTIEYR— K
TNTVEEA. FIETIE. FASHIRMET ZPowerShell APIZERL X9, CDEREDIETRZEEIT
930l PowerShell DEAR GBI HBETT,

FASTHERAT3EBDCAT—N—%ty N FvTT3

W= % ERET-I3RET ZMEIC. FASEIEO VY — /L2 FEAL TERDCATFASZ B TS £
ER

2DDCAZHFDIL—IL%ZHREL £9, (/en-us/federated-authentication-service/2507-Itsr/media/

edit-rule-2cas.png)

BEIRL 7= IARTDCAIE. Citrix_SmartcardLogonsERFEE T > L — bk (F7IEIL—ILTERL =T
DTL—HM) ZERRALTVWBAHRELRHD £,

FERALZVLWCADWITNHODERND TV FL— 2R LTWLWRWEE. FDCAICX L TEEBEH4RES
vy b7y T TE0OFIEEETLED,

ITRTDCAICKH L TIDH—ERFERETEZOFIEERITIDHXEIIHD FHA. CDFIE

TN S NICEREIERREIZ. CDCATHEATESHTT,

FRSNSEFOEE

BEDOCAY —/NN—TFASH—N\—%Z Bl T2 . I—H—RE0EMIIEBHEINTWVEIART
DCAY—N—IZHEENET, £/-. BEINTVLWABCAT—N—DWVWITNHDERKLZHEE.
FASH —/N\—I3RIDOFERIGEARCAT —/N\N—ICTID BDHD £,

TCP7 27t XARBICMicrosof GEBRE4RS # 1&R 9 3

FASIZDCOMZ f£F L TMicrosoft CAIC 772 XL £9, DCOMIFR— h135ZFAL T, H—E
ARy A LTWARR—bZRHELET. 772 ETIE VYR VER—MIEMICEIDEHT
BNET. CNUSEKD. T7A0 70— )lEFxal) T4 Z2RETIRICEHRIHRET S 08EMH
HHD FT, EDI=®H. MicrosoftidFRR— FZ 8B T 2 #eeZIREL TUVWETY, Microsoft CAT
BHR— b EBRT3ICIE. XZ2—F > TP A%RBELTEIT> decomenfg.exe %3EIRL
T. DCOMBE/NILZHEEY, AVYEa1—82—>I14 I Ea—42— >DCOMBR%Z BRI L
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T. CertSrv Request/ — R%ZRRL £9, XIZ. CertSrv Request DCOM7 U —> 3>~
ANTs ZiREL X T,

O— 13« X & N izEfR(/en-us/federated-authentication-service/2507-Itsr/media/fas-caconfig-

select-dcom-protocol.png)

IVRRAV b ZZEBLTHNIY PRI FZBRL, TCPR— FESZHRELEXY (LRZDY
274 w7 TIF900),

CDFITIE. T7A T 4—)LIdAR— 1358 7R— FO00%HFAI § DIMHELH D £ 95
ZEZEAT 3ICIE. MicrosoftiFBA&RE # B8 L T 723 LY,

DCOMIZRPCR— M35 AL RO IT—> 3 VEEEF DO FASTY—/\— (F7IIFEA
HEZERTI2MDOTIY) ZHRETIHVEEHD FEA. 771472 FHDCOMZFERT 344
ENHZHE. H—/\—LEDDCOM RPCH—E XIZEF L. FEDDCOMY —N—ADTI X
ZERLET, CNUTELD. R— 900 (CDFITIE) HEHLN. DCOMY—N—ET 1T+
ICEDR— bADEFREIBRLED,

aA—H—AFHEDEFI LR
FASH—N—RTI—HY—RAZENFaIER NI . I—F—DOJ 4 VERAKBICHEIN
x9, UTDtEI> 3> Tl B—FI3EHOFASY —N—TINERTITB3HEICDVWTERA
LEY,

Active Directory1—H—D ) X FEEET 3

MTFORICTRTLSICC ADZVITU L. A—H—DURbZ2T 710l (T RIE. csvT 7o
L) ICRFITBILET, AEREDERZHETEE Y,

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){
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Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser (& I—H—DUIArZI T TR-HDRENLZIT>V KLY FTY, LEEDH
IZI&. UserPrincipalName%*#F5. 7HU Y X T7—2 XD T THH A —DH%EJ X+
FTRREOHDT1ILEZ—EHTENTVET,

SearchBase5 |#ld. ADDEDER TA—HF—%IERRIT 3D %EKDIAAE T, ADRDITARTD
A—H—%EHEVWBEEIE. ChZEEBTEXT,

COIVTIRZEROI—S—ZRIARMEDDHD T,

CSVIFRD KL SICHD 9o

B user_list.csv - Notepad

File Edit Format Wiew Help

"Userprinci aTNamE"H
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuser3i@hvt.local”
"testuserd@bvt. Tocal”
"ucs3s@bvr. local”

"ucs3ogbvt. local”
" A A@Blver Ta~a1"

FASH—/\—

XdDPowerShell 27V 7F M. UBIICERINfA—— U X M EZITIRD., 1—H%—3AZED
D2 MEERL XIS
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Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv

foreach ( $user in $users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule" _Definition" -Rule $rule

FASH—N—DEMH 3155, BHEDI—F—DEEIF2EEMINE T, 1DIEX 1 —
IN—T. B5I2E Tz AINA—N—YY—N—TERNE T,

COFIDORT ) FRIE. Tdefaulty EWSEBIDIL—ILICRHIGLTWE T, BRBIL—ILE
(5] : Thello] ) ZFERALTWVWRESIE. RZYUTFAD $rule THEZTELTLLETI L,

A—7 7 1 X & N7-Ef&(/en-us/federated-authentication-service/2507-Itsr/media/fas-caconfig-rule-
name.png)
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FASEGRIIFREZEH 95

FASI—H—ICREZE5X 3 <. FASERRAEZENTETE I,

FASBEEIO>Y—I%ZEHRTS
o« TLUVLFASHEGRIIAEERZEM T BICIF. BEBEZIVvILET,

% Citrix FAS Administration Console - connected to localhost - O

>

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Q Authorize this service Reauthorize

Am authorization certificate is configured.

Deauthorize this service.

o Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

CATERZFHTHERIZVENHD Y, FMICOWVWTIE. 77 L—2a Y —EX
ZERT D1 BRLTIIET L,

o TLWEGREERAED LRI N B & FASIREND X LI —ILICEEMITON TV AWV 2R
LEY. LWESSIREZIL—ILICEENIT3ICI3. BRZEEHFZI7UvILET,
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X

&+ Citrix FAS Administration Console - connected to localhost = O

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:
o Deploy certificate templates Deploy
The required templates are deployed in Active Directaory.
o Set up a certificate authority
The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service Reauthorize

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.

0 Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

PowerShellZ{EHd 3
DO —ro 2RI LED,
1. AGPEFBAZE%1ERL L £ 9 New-FasAuthorizationCertificate

2. Get-FasAuthorizationCertificate ICK>TiRENS. L WESRIFBZEDGUIDZE XEL
£9,

3. FHTLUWEGIAFAAE# 3T L £ J: Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

4. HUWESBEFEAZ Z HIPR L £9: Remove-FasAuthorizationCertificate o 1—%—72U 7«
ETa DFEINARVELSIC. DeleteUserCerts $false option ZFEAL T T,

FASODEREEARER ¥ FASSERAZE D HIFR

FASEE >V —ILOMER

- TEREEMRRR) V> 0% 0w U L. FREEEAE ZHIRL £ 9. IRTOI-—H—FREL TN
TOIL—ILZBIBRTEEY (FcfEl. ARAEZI VT TBDICHATIIHD FHA) -
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& Citrix FAS Administration Conscle - connected to localhost

Initial Setup |Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are de
Deauthorize Service

0 Set up a certificate

This operation deletes all authorization certificates from FAS.

The authorization templates a
Are you sure?
Click "Publish” to publish the {
) ) ] Yes, delete all authorization certificates
o Authorize this servic Also delete all user certificates

An authorization certificate is Also delete all configured rules

Yes, I'm sure | want to deathorize

I Deautharize this service. I

o Createarule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

= O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect

« L=ILZHIBRLAWESE. BTFASZREET 2. EENRTRINE T,

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup |Rules | Advanced
Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directaory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.
Q Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect

DEEZIL.

SREEEERREN - IILICEAEMITO N TUVWAEWVWZ 2R LTWET, FLLEEE

FEEREZ L —ILICEREN T B3ICI13. TBEROEH =7 ) v I LE T
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PowerShellD{EMA
SREMEFBAE ¥ 1 — Y —SERAZEZ#HIRR B 1CIF. XDPowerShell XY REFERLEF 9,

$AuthCert = Get-FasAuthorizationCertificate -Address localhost

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

Get-FasAuthorizationCertificate |d. EREEEEFAE ¥ FREPOERELEIFAEERD ) X +
ZIRLZEFJ, $AuthCert DEZIZRE L THS Remove-FasAuthorizationCertificate |C
ELZENTEET,

\

SRELEIFAE T HIBR L. I —H —iERAZE%ZR1F 9 BDICIE. DeleteUserCerts /N T X—4&X —%false
ICERELF T,

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

-DeleteUserCerts $false

BO01—4—itRRZEIL. VDAY V1 >ELUVUtE Y a VRIBED-OICFASTH| SIHi = fE
BHATEEY, CNiE. FASERELZEH I BICIRIIB E 9, sEMICDVWTIE. TFASEREEEERRZE D
B 22BLTLLETL

o A—H—FFAEIIRDLSICHIBRTE XY,
Remove-FasUserCertificate -Address localhost

COOTY RIE. FASH—=—N—DS5IRTOI—H—RREXHIBRLET, OO RIZIE. H
MREINZRZEDLEY cE T4 INER—FBF T a>ohHb £,

FASHRERR b L —I W SEGRGIEAE /o3 1 —F —SIAZE ZHIR T 5 & BET 2+ —X
THHIFREINE T,

754140 KR
FASHGREEBAZE IE. PowerShellZERALTA 751V TERTEF XY, i, SFRKENRA VS
A VHAZEERERZN L CASRMAEZRTIZCZEEFHRVVEBICBELTVWET,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 50



JITL—Y3VEEEY—EX

1. BEOYY - ZERALTFASOIERZIT OB, RVD2ODOFIEOA%5ET L £9: iEEA
ETV7L—rOBRCHBE#EOEY T v,
4 Citrix FAS Administration Console - connected to localhost = O X
Initial Setup |Rules | Advanced Connect to another server ~ Refresn

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

0 Set up a certificate authority
The authorization templates are published on: djw-de.djw.local\djw-djw-de-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certificate for this service.

Createarule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

2. FASH—N\—TUTDOPowerShell A¥> KLy rZ=O—RKRLZET:

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1"®

3. FASH—/\—TUTDOPowerShell A¥ > RLw rZASILT. F—RT7EERL. SIBAEESL
BRZEHRLET:

$AuthCertRequest = New-FasAuthorizationCertificateRequest -Address
localhost $AuthCertRequest

CHUSED. RDELSICHDET:
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PS C:\> New-FasAuthorizationCertificateRequest localhost
PS C:\>

Id : aBdab58f-aTel-U9bT-abc3-6381c26a83a5
Address : [0ffline CSR]

TrustArea 3

CertificateRequest :

————— END CERTIFICATE REQUEST:
: WaitingForApproval

EREINDF—RTDTONT 1 IE FASESRFT—BRICE > TRESNE T, 5FHICD
WTid. BEOERE 28RBL T T,

4. FBAEERZ T XA 7ICAE—LET:

"$AuthCertRequest.CertificateRequest > c:\temp\authcert.csr

5. SFFAZER T 71 )L (ZDfITldauthcert.csr) % EFBAKEREICIRTR L. B3R Z&SE L. SFEAZE
INEZEFLETD,

UTFD5DDFIEIE. Microsoft EnterprisesEFB#&BIDERICHBEDH D TY, MIDCAIZDWVT
iE. CARVA—ICBERBVEDELLTZTL,

o GEEAMEREH —/N—T. FSEBET > L — MMMCRFv T4 > %ZEBML £,
Citrix_RegistrationAuthority_ManualAuthorizationT> L —rZ2H5I Vv o L. TV
TL—rOEHEZERLET, 2RI TZBIRLE T, LAICBEWHEBEZEELE T, C
DFITIZ. &FIIEOfine_ RAT. BXEEMIF2ETT:
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

o FERBMEREY —/N\—T. FEFAMEEAMMCR Fv 1> ZEBML £, SERRET VL —F%h
2w LEY, FRZERL. BITIBIMAET>IL—b2o Vv oL ET, ERL
T=7>7L—b%EFEIRLE T,

o FASH—/\—DPowerShell A¥> ROV T MU TE AN LT, GBAEELEREIIA
MEEEICEELE D,

certreq -submit -attrib "certificatetemplate:<certificate template
from step 5a>" <certificate request file from step 4>

Bl

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:
\temp\authcert.csr

EERDOOARYRZRITIB L. ROBRHIMFGONE T,
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PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-UE2D-UBSB-9LUFA-C25L192D09C6}
ldap:

CDRFR T, SEEAMBEV X U« O RIDRREINBZZEDHD £9, ZDHIDEREEE
TlE. DCOM (k) HTTP (F) OmADEEHINERICE>TWET, FIFETIEERIZEIE
DCOM%ZEIRL. OKE=Z U wo L%,

Certification Authority List ? x

Select Certification Autharity

CA Computer
dijw-djw-dc-CA (Kerberos) djw-de.djw.local
Edjw -djw-dc-CA {Username) https://djw-dc. djw Jocal {djw-djw

SEERREEEDMEE SNB . OX Y RARET L. RequestDAARRIENET,

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-LE2D-LUBBB-9UFA-C25U192D09C6}

ldap:

RequestId: 358

RequestId: "358"

Certificate request is pending: Taken Under Submission (B)
PS C:\> |

o SEFAREIY —N—T. EEREEMMCR v 741 Y DREBPDER =T ) v I LEJ, EX
IDZRDIFTE T, RIS, BRZHI ) v I LTHEITZERLET,

o HITAMMAE/ —FZERLEX I, RITSNEAREZROITET (ERIDH—HT S
BEDHBDET) o« ¥TINIVy I LTAREZHTET, Ml TZEBRLET, 77
AIICAE—%Z Uy I LEY, SEAEDIIRAR— b HF—RHEFL XY, RAZ
20w LET, T77MIIERICOVT. ROF T a>zFIRLET,
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful
[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

FERIIES X v —EBXIZ% - PKCS #7 SEFAE (P7B) T. AIRETHNIE. FEBAD/NXICH
BINTODIAEZIOHINERTNTVIRELRH D £7

6. TURR—FMLIEERRAE 7 71 ILZFASH —N—|COE—L T,

7. FASH—/\—TUTDPowerShell Y RLw k& AS LT, BFEEIIBBE*FASH —/\—
‘:’r \/’-.R_ l‘ L/ ij-o

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile <Certificate file from step
6>

Bl

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile C:\temp\response.p7b

COARVRZRITIBE. RDELSICHD ET,
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FASHEGRIIFEZE D 1 >R — M iSE (/en-us/federated-authentication-service/2507-Itsr/media/

import-fas-auth-cert-response.png)

8. FASEIEOVY —ILZMHRL £ 9, FASHEGEBEATHDEHNRRINTULBIEZT T,

1 — E X DS (/en-us/federated-authentication-service/2507-Itsr/media/fas-admin-console-

authorize-service.png)

COY—ERZER OFIEOHEICKEEDTF v IR—IHRRINE T,

9. L—ILEMER L THEBMZESITLE 9, SEMICDUVWTIE. T (fajjp/federated-authentication-
service/2507-Itsr/install-configure.html#configure-rules) = 2B L T 72 & L\,

BENEER

* (/ja-jp/federated-authentication-service/2507-Itsr/install-configure.html)MEEE (. FASD 1 > X
F—ILEBRICEETZEER) I 7L VX TY,

s —MEMNAT =T L —2 3 VEREET —EXDERIE. (fja-jp/federated-authentication-service/
2507-Itsr/deployment-architectures.htm)DEEFICEF EHSNTWVE T,

s ZDMD/NDY—EEEIE. (/ja-jp/federated-authentication-service/2507-Itsr/config-
manage.htm)DFEETHEN TN TULET,

WEF — DRE

IEL®IC

FASEEERZ L. FASH —/N\— LDEHAHT —ER—XIRFINEF T, FASITERREICEEMITS
NIEMEX—IF. FASH—N—DXRX Y FT—JH—EXT7HTY FOTFICHFEESINES, 774
R TlE. F—IET I RKR—FARAD2048E v FRSATH D . Microsofty 7 kD 7F—X L —

CTOANARZ—TERB L TEREFINEF T,

FAS PowerShell 1< > K PowerShell cmdlets ZfH L T. #MFRF*F—0FO/NTa EREFESEAZE
BECTEE,
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FASD&RY L SFBAZ IZFASH —N—ICO—DILICRESINE T, T—XIFFASTH—/N—FT
HBEINFH A

Citrix Virtual Apps and Desktops 2411 & DEIDFAS) ) —X Tld. EFXF—OFONT

& %programfiles%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config. DXML
T7MIINZRET DI ETERINTVE LT, ChidPowerShell AT Y FICBSZHBZ SN, &
DERHXEN DD, FASH—N—ZBEFHETICERATETT, TH5IC XMLT 71 ILDRE CIF
FE7 D, PowerShellz A L TITHhNIcEmIE. FASH—N—DT7 v FIL—REINTHEEFSH
F9, LIH>T UTOREICHTEIXMLT 71 ILZER LIBRITTR— IR RD X
L7

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp
e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength

[Citrix Virtual Apps and Desktops™ 2411& DRIDFASN—2 3 o h 6D 7y T L— K1 0D
a3 EBRLTIEEL,

FASSFEAZ Y 7> 7L — MCET 3 1B
FASHMRIS S BB (132 EH D 57, BEIOGHET 3EARIHEY. 1—HY—IHETT,

FASEGRGERAZE . EFRBEXTIZERT -2 b RA)GEBZECFIEINZ b HD X
ED

FASIZ. SEFAZA#ER T ZMEICGHHAET Y L — b2 FEALE T, CNICDOVWTIE. XotEo >3
VTHBAL £9, FASIZSIBBEERTT VL — FOZFIZIBELEFIN. TV 7L — FORABIE
FAED FEA. LTcH T TVTL—FDEREZEZEL TH. FASHT SRS EKICITHE
LEtRA. TVTL—rOHREDTONT A ZEET B L. CAICK > TERTNZIAEICEE
LEJ, exiF. 77— bZzERLTEMRRZEETET T,
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FASGRAEASE

CDIEFAE L. FASZHEH T2 EZICERINE T, FASEIEOVY —LOEB I IIBEARBRAX
VERFERALT. TLWESRIBAEZERTE X9,

PowerShell AR Y REFERATZZEHTE. EDEHICHISTETE,

* New-FasAuthorizationCertificate : CDIOVY Y RIFFASEBIEIOV Y — L ERICEEL X
IH. AR TOCATHERTIIAHEET VL —FZEETEEXT,

* New-FasAuthorizationCertificateRequest : CD VYV Rk, EEREAED T 757 E
RzZEMLET, 7754 EER

FASHIA—H— | > TAREX BRI 25T L L THEET 7=, AEZEIFAZE IXRAZERE
ZYEINBZcHHD FI, COIAZICIE. FASI—H—FEAZ%# ER T 3 BDABERIGER
CLTHERATE3MRT—FEREEAEERI—J IV MDHBD XY,

774 ETIE BERTOEREIROT>TL—hZ2ERBLET,

* Citrix_RegistrationAuthority_ManualAuthorization : CDT > /L —rZERLTHE
S NIEERZEIE—BNTES THD., ARRBTOCRE T—FIFZ v 7T3-DICEFERIN
E

e Citrix_RegistrationAuthority : COT > L — b&EER L TERINI-EEBEE IXBER
R, FASH—N—IZRESINE T,

FASZHEGT B L. ROFIEHEITENET,

1. FASIEZF—RT7ZERL. F—RT7OLHAF—T7>7FL—h
Citrix_RegistrationAuthority_ManualAuthorization %357 L C. SEFAEBERENR
(CSR) ZCAIZXEL £ 9%

2. FUTL— FORETEMHETIZ. CSRIZCABIBEICLE>TEHTERIAININELNH S LIETE
TNTLET,

3. CAEIEENCSREEIRT 5. CAISFASHEIS S ZEFAZ X ER L £9. CDIERBEEISEM
BEAIR R, XDRAT Y T TOMEBAINE T, FHE. FASISCDIEFAEC FDF—
RT7EWELET,

4. FASIFRIDF —RT7%EEH L. COF—RT7ORNRABET>TL—F
Citrix_RegistrationAuthority Z3§E L T. 2EBHDCSRZCAICEELFJ, CDEXK
IE. BIORT Y TOIEREICK > TEEIN. BRHINET,

5. CAIXBFMICIEREE%# T L. FASIZZDIFAZEZEIF L. FASIICNTEREBRAC LD £
o T 7 A4 ETIE. TOEGRRAZOEREARIZ2ERTY,
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BIRDF—RT7ZER T B TeHICERINIEREIE. CDPowerShell AY Y REFEHLTRRT
D

Get-FasKeyConfig -Address localhost -CertificateType ra

FAS—# —GLFA&

FASIZ. 21— —ZVDAICH A VAV EEZ D1 —FRAEZERL £75
FASHA—H —FBAE ZER T . U TOFIENREITINE T,

FASIZF —RT7EEB L. F—XRT7OL[E#E. 21— —DID. BLVTIAILETTVTL—
b citrix_SmartcardLogon (ERETIN3T>FL— bISHEMAIEE) Z18E L T. CSR%ZCA
ICEELET,

« CSRIFFASEGRIFAZE ZEA L TERTINF T,

e Citrix_SmartcardLogon 7> L — MCIEFEITEMH Application Policy: Certificate
Request Agent D' D £9, ZDEMIFFASKEERIFAEICFET 578, CAIZO—1—35EHE
ExEEFNICEITLED

o FASIZEFEAZZ#HEL. FASH—N—LEDHEAAAT —EIR—RIREFEL X T,
e T A FTIE. FABBEOBERERIZLEAR T,

Z0%. I——FFAZIIVDATHARRICAD, - -2 V1 EEFET,

FIRDF —RT7EZVERT B T=DICERINIREIE. LLTDPowerShell Y Y REFERALTERSR
TEET,

Get-FasKeyConfig -Address localhost -CertificateType user

WERBOREFLT T3>

FASIF. F—RT7Z3DOATIAVDAML—JIERE LVRFET DL DICHEBETET T,

« VYT U7 BE. Microsoft Software Key Storage Providerz B L £9, ChiFV 7k
VITDHTHRESNTHED. T—RIET+1 AVICERESINE T,

* Trusted Platform Module (TPM): TPM{d. > Ea1—2—LFOYIEN—R T T 7 TH3H\
NAN=NAHF—=IC L > TREETNZREBTPMTH I HENHD £75

 Hardware Security Module (HSM): C &, BES{tF—ZZL2ICFRET D LD ICHFTINI
N—R I 7EBEBREIEIRY N T—IFTNARXTT,
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EZRINZICL—RATEHDFET, N—RITT7RL—I3EDERLTHIAREED B
DEIH. FICZHOI—H—IHEEXF—RT7TEERE S PRETZEBE. NT+—<I VX
MMETITBENELLHD ET,

FASEGSEERE ICRIE 1T SNIcBRIIFICHBEEN R < SIREORY > —IC&D., WERZ
ﬁﬁ?5%H£T%E%®J—ﬂ—®ﬂﬁégi%ﬁﬁﬁ35th?o%%tbf\C@ﬁ%ﬂ
HI3ZEISHETHAERDI—F - LTRRICERTET X,

Microsoft CAlL. SEFAZEZ#RITTET 31— —Dt v bS8, FASEEIIFAEDMER %
[RIBLSICHERTETFET, EESNEERBI -V rEBRBLTLETVL

CDT=®. FASTId. ARAZS 1 ——fRZE0MERTONT 1« ZEFICEETIT £9,

— MRV RIBR Z LW DHVRL £ 95

AAEREIRAE & — aA—H—FEEREF— Xk
VAV Nk 4 VAR Nk 4 BEE DR
TPM VAR vk Wi Exubnﬁﬁﬂitat/\— Ry 7F
EINTWET
HSM HSM IRTOHREIF/N—FR T T
TIREINTWLWET

N—FR I 7TPMIFA—H—F—(CIZHEEINFF A, FAEBAAETF—ICOATPMEFERAL
TLETV, REEERIETFASY —N\—Z XTI 3FENHIFBEIE. N1TN—N1HF—AX
A —ICTPMREIED T R— TN TWVWBAHEESEL TS 7EEL,

.

*—H#mRPowerShell AT R
WMEX—DORBHICEETZIT Y RIIRDEEDTY:

* Get-FasKeyConfig
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* Set-FaskKeyConfig
* Reset-FasKeyConfig

* Test-FasKeyConfig

SFMICDOWVWTIE. PowerShell AX > RLw bEBBLTLIEIL,

AGRRLAAE & A — —FRRZ O F —1BRIIIRIIL TED.
Yo o ZIE. FAGREIAAE (RAGEERE) ZBKR T2 L SICHEATNAWE T —BRZEIS I 3IC

IE ROELSICLEFET,

Get-FasKeyConfig -Address localhost -CertificateType ra

A—Y—GAEZERT B L EICERTNIWEF —BRZIET B ICIE. RDEKSICLET

Get-FasKeyConfig -Address localhost -CertificateType user

CertificateType 5| THEEINZE

Set-FasKeyConfig & Get-FasKeyConfig Z{EfH L T. XROMEF—TONT 1 ZRES LUK

BETEET,

JanNT« FI7#IE

=T 2048

dXY bk

Ew MEMDF—
£, Microsoft 7> 7
L— bk GUI Tl B
B2 7 TR/
F—HAIHEES
NTWBZCITER
LTL7EE L, FAS
THERIN-*—F
NF>7FL— T
ESNlcm/h+—1
1 XEDBHIEVG
&. CSRILCAIC
FoTHETINE
ER
RSAF—DIFH.

R &31024E

k. 2048E w k.
F7-134006E v

ICTEEXT,
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JaNT+ FI#IE
T RAR— ~ElRE %
VA EERPS 7L
B HhR %

*F—EEEIONT B
A — (KSP)

dX2 b

ECCH—DIFa.
REF256E v k.
4Ly by FTcld
521w MMCTEZF
ED

wEr—2Fn 0O
NARZ—HBEIIRX
R—rTEBZHES
h%

FASICK > TEMRT
N3WEFx— DA
FIEMYT 3L
T4 wIRA%EREL
£9, EHINBH
MFIF TLTrwy
2 2 L GUIDTHER
Thxd, i
MyPrefix70277985
-6908-4C6F -BE59-
B08691456804 o

trueDiZE. ECC
F—RT7HERE
n. TNUNDHZE
[ZFRSAT —RT7H4E
RENET,

ltrue] DIFE.
FAS 3&RH#TD
Windows CNG API
#{EH L. Provider
70O/NT+ TKSP
ZIBETIVEND
DFEI,

Mfalsel DHZAE.
FAS 3L > —
CAPI API % {#HH
L. Provider Z’O0/\
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JaNT+ FI#IE
ZONa 44— I1o70Y78Y7
ko7 £—X b
L—oFana4yd—
CSPRA 24

dX2 b

T4 CTES{tT—E
27ONAH—
(CSP) Zi8E 9 W
ENHDFET,
Citrix Tl KSP @
FREHRELTVE
ER

F—RT7HMERS &
UOFREShZ7ON
12 —D%HEl. D
TONTA4ZZEEL
T. TPM £7=1Z
HSM Z1EETET &
9o HSM D KSP (¥
71& CSP) |& HSM
RUA—=IC&>TIR
HINExI, N>
A—lF. VI7b+ozx
TDAYAN=IA
EeZ7ONnNA4—on
%B1CAY iR %
RELZFT,

KSP ZO/NT1 B
lfalse] ICEREIN

TW3EEICDHE

ELET,

Microsoft
KeyContainerPerm
issionAccessEntr
y.ProviderType
Property
PROV_RSA_AES 24
ZBRLTLET
L\, CSP Zf@z 7c
HSM Z R L TH
D, HSM XY & —
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Zanr+

FI74ILE

dX2 b

HEEIETE LR VLR
b, BIZC24 TH3
MEBHHD £,

T 5. Set-FasKeyConfig (F. BEDIHICREINTVEIUTOR ANy FLEDIERTEZE

EE

7259

-UseDefaultSoftwareProvider

-UseDefaultTpmProvider

%"

B4

Provider Z0/\7 -« % Microsoft Software
Key Storage Provider |[ZERE L. KSP 7 1 —
JLE%E true ICEREL £ 9,

Provider Z0/\7« % Microsoft Platform
Crypto Provider I[CERE L. KSP 7 —JL K
% true ICRREL X

Microsoft Software Key Storage Provider (3. BH. 71 X7 LICF—Z1ERB S REFET D1

DICERINZ ONAH—TY,

Microsoft Platform Crypto Provider (3. B&. TPM ICF—ZERE L MRET 2 -DICFERS

hé 7°I:|/\“’f§‘—_c‘3-o

Get-FasKeyConfig |&. D 7ONA A= 7T X LDMERINTVWEI D ZHEEET S DICE

D714 —ILRBIBHELET,

Z14=ILE

IsDefaultSoftwareProvider

IsDefaultTpmProvider

B

true DIFE. FONAE—H
Microsoft Software Key
Storage Provider |ZE&E &
NTED. KSP 71 —JLRH
true ICRESNTWVWE L%

TLET

ltruel DFBE. FONA
A —7h' Microsoft Platform
Crypto Provider |ZF&E &
. KSP 71 —JL KA true
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J14—ILE =R

ICRETNTVWBZLZRL
95

ZIL3) X Ly RSA |&. RSAF—HER S

nNdczmrLlFxd
(EllipticCurve 70O/\7

I false T9) o

ECC (. ECCHF—HER T

Nd3cznrLEY
(EllipticCurve 7 00/N 7«

IE true TY) o

Reset-FaskeyConfig ZfFERALT. REZT 7 A MIRTZENTEZT,

Reset-FasKeyConfig -Address localhost -CertificateType ra

Reset-FasKeyConfig -Address localhost -CertificateType user

WEFX— DB ( Set-FasKeyConfig F7-|& Reset-FaskeyConfig %Z{#FfH) NDZEE
& FLLIERSNTEEBREIC S CICBRESINE 3, E L. BA 28 OBFED AL
EELV - —FRZICIIREELEZEA.

EI7ZDFEEAE X, BIE OV Y —ILH BFASH —E X ZIEEERICT D h. FASOIEEER Y FASSFRRE
DY DPowerShell AT REFERALTHIBRTE £,
REODI—H—F—BRICENLAEVF—T—ILROFIER TN T —IFITARNTHEINE T,

B> 7 1) Z DRl

EZHTIE. BFEFEOIBEIIEREEDORESZZITHWV0H. FASH—E XZ AT T IH1IC. 1BH
SN TULBPowerShell =B L TF—EBHEFREL TS,

RO F— B DA AE £ /-3 —F —SEFAELBLICH BF R I, FASIEFAEDRE LU
FASDIEAEE C FASSERREZE DHIFR ZHEE L TENSZHIBRTE X T,

FASH—N—NDS7 TBRBEREICH D BEIE. BREEEITSBICAYTFYAE—RIZTSC
CEBELTKIETVWAYTFURIE—R,
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A1 - IRTDF—#%Microsoft Software Key Storage ProviderlZfR7E9 %
CNET 7 AN ETHB7DH. BIMDERIIBREDHD FH A

DEiic+—#BlzZE LB EIE. X< > R%E#ERH L TMicrosoft Software Key Storage
ProvideriC RS CENTE XY,

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultSoftwareProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

Reset-FasKeyConfig % f#H L TMicrosoft Software Key Storage ProvideriCRE L. &5
DIRTDF—EBRREZT 74 MIETTEZXT,

2 - ASREFEAE X —ETPMICRET S

CDFITIE. FASHEERGIEAEF—%ZTPM (B X/-IXRE) ICREL. - —5REF—%
Microsoft Software Key Storage Provider|CfR7Z 9 2 5E% R~ L £,

FASIZITPMTHRECNF—Z2F DA - —RAEZEMTET T IH. KFEELEBRATIEITPM
N=RITT7HETERLD, YA XHFIRESNID TBRIEEMEDH D £,

KDPowerShell Y Y REFEHALE T,

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultTpmProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

B3 - IRTDF—%ZHSMICRTET S

CDOFITIF. HSMZ A L THESREIRAE ¢ 1 — —SIFAZE OB X — DOl AZREF I 2 HEZET
LET. CORFITIE. BHREADHSMZEIHEE LTWE T, HSMICIFTONAZ—hH D F
9o Tz zlE. HSM Vendor Key Storage Provider’z & T3,

XDPowerShellAY Y REFEALEYT (FIOTFXMZHSMO TONAHE—DEREDZFITES
Bz TLIETW) o
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Set-FasKeyConfig -Address localhost -CertificateType ra -Provider "HSM
Vendor Key Storage Provider"

Set-FasKeyConfig -Address localhost -CertificateType user -Provider '"HSM
Vendor Key Storage Provider"

4 - FEARF—%FERTS
T 7 #)L L TIE, FASIZFRSATF—%4ER L FT, COFITIE. FAERAE 1 ——RREDOHA
ICFEFBEE (ECC) F—H BRI TULE T,

CORITIE. BBB3F—REZFEALTVET, EREAZIEI84E Y b+ —THEEIN., I —H—
SERRZEIF256E Y FF—THBHREINTULE T,

Set-FasKeyConfig -Address localhost -CertificateType ra -EllipticCurve
$true -Length 384

Set-FasKeyConfig -Address localhost -CertificateType user -EllipticCurve
$true -Length 256

COBFRTIE, FASSERBZE T > 7L — FOBR/NF—H 1 ID T T 4JL ET1024E v MMIERESN
TW3 7S, BB LV A——BHEERMPCAICK > TIEE INBZHEELH D £,

L7ch>T. CORFITIE. ToFL—bDORNF—TFAXZRDESICEETIHNERDHD FT,

. Citrix_RegistrationAuthority_ManualAuthorization and
Citrix_RegistrationAuthority : R/NF—H 14X %384 (X/IFEFNUT) ICEETS

« Citrix_SmartcardLogon : R/NF—H 1 X %256 (X7IFENUTF) ICEET S

TOTL—bZRETBICIE. mmc.exe EZRITL. EAETVTIL—k XF v T ZEML

x99, 77 L—rERDOIFIT. #F07ONT1ZRHAEE T, I F—HA1XDEREIZ. TV
L—bto7anNTs O BB 2TICHDET,

ECCF—%#EFD2—4—SEBAE(Z. Citrix Virtual Apps and Desktops 2411Lp&%# 1T L TL
ZWindows VDATDAHR—FENF T, ECCHF—IdLinux VDATIFHR— I TULEHE
Ao
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Bz B FIE KM ZzHREL T, KEHARELLBSIE. KBEBRANTRINE T, B
L7=BEIE. F—RT7IFELICHESINE T,

UTFoDOPowerShell A< Y Rix. #ENZENBiLe 11— —F—BlE=TXAMLE T,

Test-FaskKeyConfig -Address localhost -CertificateType ra

Test-FaskKeyConfig -Address localhost -CertificateType user
FASH—N—%ZHER L. IL—ILZER LTS5, THICA—T—FREDT X FCSRZRD &L DI
ERTE X,

Test-FasCertificateSigningRequest -Address localhost -UserPrincipalName

user@example.com -Rule default

mailto:user@example.com % Active DirectoryBRH' 5 DEFFRDUPNICE EFH X £9, FAS/IL—IL
I&EE default EWSEFITTIN, RELEHDIL—ILET R LIEWERIF. ZORFIZIBEL
TLETWL,

CSRA' RN L 7=35E. FASIIERDIRBAEEHKELEJ,

FASRERAE DRE

PowerShellzfEB L T. SEFFED 7ONTA ZREL. BEETIMEBERINE CICFEFEINTWVDS
¥ TEED,

AGRGIFAR ORE
FASEEO>Y — )L TEHEREEAR) > 0% 0 ) v U3, ERAREZRTCETET,
#AGREEBHE (/len-us/federated-authentication-service/2507-Itsr/media/auth-cert-config.png)

e Ly KDEFRAIFERICDOWVWTIEPowerShellZfERA L TS 728 L,

Get-FasAuthorizationCertificate -Address localhost -FullCertInfo
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Get-FasUserCertificate -Address localhost -KeyInfo $true
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$CertInfos = Get-FasUserCertificate

-Address localhost
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$CertInfo = $CertInfos[0]

PEMT—4% .crt Z71ILICINATLET

$CertInfo.Certificate > c:

\temp\user.crt
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B|E FI7 %)L NME DEEY
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SDK.TrustArea
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s.KeyLength

Citrix.Trust GenerateNonE -Exportable .
* NoProtecti

Fabric.Client XportableKey -UseDefault
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SDK.TrustArea TpmProvider "
JoinParameter *
s.KeyProtecti -Exporta
on ble %

$true [

BETSC
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Set-FasServer -Address localhost -KspRemoting $false
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Test-FasCertificateSigningRequest R ¥ DPowerShell AY¥ > REFERA L C1——iRAE%*
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EEIVY-IIofEA

&+ Citrix FAS Administration Console - connected to localhost - 0 *
Initial Setup | Rules Advanced Maintenance mode is ON Connect to another server  Refresh

Maintenance mode

Enable maimtenance mode to prevent StoreFront and Citrix Cloud from selecting this FAS service

¥ Maintenance mode

PowerShell D{EMH
FAS H—N\—%X>VTFVXAE—RIZTBICIE. ROELSICLET,

Set-FasServer -Address localhost -MaintenanceMode $true
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BEEEHR

e AR M—JLEIERIE. FAS DA VA= )LEBRICATREELR) T 7L VR TY,
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For more information see ol A
() Do not restrict enmliment agents
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troubleshoot-logon-auditpolicy.png)

SERAERREE O

SRS DO RMMEZ R T S

AY— ;A= REBEHIDERBEL LTIV XAR—FETNTVBRIHE (MERIIFE) . XD
OX Y RTHREET E £ certutil —verify user.cer

CAPIOJZBHICT S
RXas>3>bO—5—1—H—DIT T, ARV M 2—7—%ZKZE. Microsoft/Windows/
CAPI2/Operational Logs® O 7 588 EBMIC L £ 95

FXA>AYbO—F5—EVDAY S VT, ARV NEa—T7—%Z[ASE. 7V r—>ayey—E
Z[O% > Microsoft > Windows > CAPI2 > Operational (58 £ 9, Operational #5727 ') v
L. AJDEME Z:FRL £,

IHIC. LY X MUME HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32 %
FHALTCAPIOV ZMBARLEX T, UTDEIFT 74 TR EFEELEFEA. CNOSZEERTS
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JITL—Y3VEEEY—EX

HERHDET, TT74II FDCAPROVEREICRLICWESIE. CNSDEZHIFRL TS 2T

LYo

DiagLevel (DWORD)
DiagMatchAnyMask (QUADWORD)

DiagProcessName (MULTI_SZ)

CAPI O
Ayt—

F I —YDIEE

KN DIREE

X509 A7~

Fr—2RU S — DR

IS—Xyt—o

I>—3J—F

FAERENMEETN TV EEA

ARERNF VIS —

g{l{l

G
ML ANIL (0~5)
ARY b7 1 LB — (IRTICOxSfffiZ EF)

7OEXEBTT 1 )LR— (B LSASS.exe)

g{l{l

B

LSA A CertGetCertificateChain Z MU L 7=
EREZZD)

LSA ' CertVerifyRevocation Z MU L 7= (&
Rz3Y0)

FHTE— FTIX. FEERE LEERERU X b
(CRL) B’
AppData\LocalLow\Microsoft\X5090Dbjects |
HAOTENET

LSA A CertVerifyChainPolicy ZFEUN L 7=
(INTAX—=R—ZFL)

gflrl

B4

AN— b~ A—FREEAZEIF. OYEa2—42—0
HRIEEEAER b 7B L EBE S ML — MEE
BAEX R TICHBREEFERA L THERETS
FEATLT

AY— bk H—RODCRLI. FEBBENDCRLA
RAVETEESNETRLADSE DY
A—RTEFFEATL. KWF v oh
BADHZE. ChucEbOdA A L7%a<
2D X9, (/ja-jp/federated-authentication-
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JITL—Y3VEEEY—EX

I>—3J—F

S&"

B

service/2507-Itsr/config-manage/troubleshoot-
logon.html#certificates-and-public-key-
infrastructure) £ > 3 >8R L TS
Lo

SERREFRI S — COIFREIFOIAVICELTVWERA.
EZIE. —N\—FRRAZ X /- ISEBRIIAET
HBDEREEDH D £,

Kerberos 1%/

KerberosOZ #BiICT BICIE. RXA>aA>bO—5—8 IV RI—H—TI VT XOLY
A MUEEZERMRLE TS

NTT fED%E {i& [DWORD]

CurrentControlSet\Control\Ls LogLevel 0x1
a\Kerberos\Parameters

CurrentControlSet\Control\Ls KerbDebuglevel Ox(fffff
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel 0x1
dc

CurrentControlSet\Services\K KdcExtraLogLevel Oxaf
dc

KerberosdJ xS AT LARY rOJICHATNE T,
e BECNTUVLWAWVIERABD LS B X vE—JIdEABRZ TalTnIELR D £ A
¢« 22DIZ—O—RIIBHRIRHTHD., BLICEHRTETET,

o KDC_ERR_PREAUTH_REQUIRED (WK X/ > > bO—Z5— O MUBREMD/=0IC
FHINEY)

- FEHI S — Oxdb
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JITL— 3 EREEY—EX

RXq/>aA>rO—5—8&UI7—0RF7—>3 07
DU 3>TIE. A——HEERETO A LIt TOR Xy ckad—o—87—7
AT=g3 Y EOFHINZOFITY MJICDWTEHELE Y,

RXA>a> bO—>— CAPI2 O

RXs>yaAybO—o—tvFal)FTq09

Virtual Delivery Agent (VDA) ¥ a2 ) 74 O%

VDA CAPI O%'

VDA > X7 L0OY

RXas>a>yhO—5—CAPI2 O

OJ#4 > HIC. RXq/>a> b O—5—I 30 LcDtRREZ&EEL. XKooy T +
DD —4 2 AEERL F95

Operational Mumber of events: 6

Level Date and Time Source EventID Task Category

{1 Information 21/06/2016 15:14:54 30 Verfy Chain Paolicy
{Dlnfnnnmiun 21/06,/2016 15:14:54 CAPIZ 11 Build Chain
I{:I:IIIrrl‘mrn'latiu::nn 21/06,/2016 15:14:54 CAPIZ 90 X309 Objects

(i) Information 21/06/2016 13:14:34 CAaPI2 41 Verify Revocation
@Inlﬁm‘iatian 21/06/2016 15:14:54 CAaPI2 40 Verify Revocation
{j—:,lln!'nrmatinn 21/06/2016 15:14:54 CAPI2 10 Build Chain

RIEHBRARY PO XvE—TF. RXA >3Oy FO—5—L10 Isass.exe B VDA D SiRMEE
NIEEAZICEDVWTF I —VZBRL. 20EME (RWz38) ZRALTVWEAZLZRL
TWE T, #RIX TERROR_SUCCESS) £ LTRENF T,
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JITL—Y3VEEEY—EX

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]
- Certificate
[ fileRef] 23BCBSAFBTF18TETADAAADSCEFOSCCTS05C4176F.cer
[ subjectName] fred

- CertificateChain

[ chainRef] [FFO3F7OB-52F3-4C93-877A-5DFFE40B9574)
- Flags

[value] ]
- Status

[ chainindex] -1

[ elementindex] -1

- EventAuxinfo
[ ProcessMame] lsass.exe
= CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4C76-981C-49FEDT86318F)

[ SeqMumber] 1
- Result
[ value] 0

RXqs>ayrO——tF*aV7o07
RXA>O> b O—5—F—E0OTd A AR ERTL. FEBRARY MNIL768TT, D
AR ~TlE, SEBBE D KerberosF 7 MREEF 7w b (krbtgt) OFITICERAINE T,

NEDFEIODX Y= Y—N—DI T HO AR XA > b O—5—ICW LTER
EZIToTVWBEZRLTVWETY, ChIdkH XvE—J1F FLLkbtgtiCE 21— —7
AOVERDRARX> O bO—5—ICHLTEREZITOHICERAINTVWA e ZRLTULE
ER
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Keywords Date and Time Source Event 1D Tack Category ~
'2!,‘:!.”&'.: Success 21/06/2016 15:14:56 Security-Auditing 4624 Legon

"‘:!:‘_Aud'rt Success 211062016 15:14:56 Security-Auditing 4624 Logon

"l,‘#-.ud'rt Success 21/06/2016 15:14:54 Security-Auditing 4763 Kerberos Service Ticket Operations

oA Audit Sucoess 21/06/201615:14:54 Security-Auditing Kerberos Authentication Service
Sl Audit Success 21/06/2016 151454 Security-Auditing 4763 Kerberos Service Ticket Operations
21, Audit Success 21/06/2015615:14:54 Security-Auditing 4634 Logoff |
l:2:!§,_|I1-.l.|-:l'rt Success 21/06/2016 15:14:54 Security-Auditing 4624 Logon |
21, Audit Success 21/06/2016 15:14:34 Security-Auditing 4624 Logon v
Event 4768, Security-Auditing X
General | Details |
@ Friendly View ) XML View
+ System
- EventData
TargetUserName fred

TargetDomainName CITRIXTEST.NET

TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceName krbtgt

ServiceSid 5-1-5-21-3290731715-1143989709-1377117006-502
TicketOptions  0x40810010

Status 0x0

TicketEncryptionType0x12

PreAuthType 16

IpAddress «ffff:192.168.0.10

IpPort 49348

CertissuerName ctrixtest-DC-CA

CertSerialNumber 5F0001D1FCAZACI0F36879CEECO0000001DIFC
CertThumbprint 23BC65AFBYF18787ADAAADSCEFDSCCTS05C4176F

VDA x50
AJFA ARy MG AVDAEF 2 70 BEEOJ 1. winlogon.exezHETETEAIRNY ~
ID 464800 k1) TY,

VDAt F a2 1) 5« 0% (/len-us/federated-authentication-service/2507-ltsr/media/fas-troubleshoot-

logon-vda-security-log.png)

VDA CAPIOY
Z DOVDA CAPIOY DO, Isass.exehS5DEBE—DF 1 —UBRB LUK —4 VX ERLTH
D, FX4>> rO—>—35FBAZ (dc.citrixtest.net) ZI&RIFL TWLWE T,

VDA CAPIOZ/ (/en-us/federated-authentication-service/2507-Itsr/media/fas-troubleshoot-logon-
capi-log.png)

VDA CAPIOZ 2(/en-us/federated-authentication-service/2507-Itsr/media/fas-troubleshoot-logon-
capi-chainpolicy.png)
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VDAY X7 L0OY

KerberosOJ BB EMICHE > TWBIHE. Y XTLAOJICIZTS—
KDC_ERR_PREAUTH_REQUIRED (#EfRAJEE) &. KerberosOJ A VHIN LI & %R
WindowsOdJ A >Hh 5Dy FHARREINE T,

VDA X 707 (len-us/federated-authentication-service/2507-Itsr/media/fas-troubleshoot-logon-

vda-system-log.png)

Windows1 R > A4 %€M L 7-=FASDEHR

IARTDFASA R bME. WindowsDT7 TV r—oa ARy FAOJICETAENE T, System
Center Operations Manager (SCOM) R DEFZEZFEHALT. T THATNTWS 7O
ARY b EFERLTFASY—EXDEEMEEHRTEET,

FASH—E X IERITHRTIH?

FASH—E XDERITHTHZ3HESHZHIE T BICIE.
Citrix.Authentication.FederatedAuthenticationService.exe 7Ot X #E5fH L £ 7

CDEI3 YTl FASH—EXEZHRITZ-ODDROEERAINRY CDAEFHAL 9, FAS
ARY FO—RDORERI A MIDOWTIE FASARY O HEEBBLTLIEEL,

FASOIEEMA Rk
UTDARY ME. FASH—EZDEETHINESHERLET,

14 R Y —XI|Z Citrix.Authentication.Federated AuthenticationService T,

IRV IRV FFEX L Bz p=3
[S003] BIEE [0} A>T FASTH—E XD XY AXVTFFIRE—R
F+UXE—R%E [{1)] TFURAE—RICEH Filx. FASH—/\—
ICERTE EINT=h. X>F x> JINya>F

[S022]

EEE [{o) B’ A>T
TURE-—RZEAT

ICERE

TURAE- DS
fRenhF L7

FASH—E XD X >
FFYIE—RHS
BRI NE L7

VICERTE X
Ao

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 A%
THAEBETTY,
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[S023]

[S123]

[S124]

[S413]

IRV b+

ARV FFER L

EEEDUNX VT
FTURE—RETY

ICERTE

[upn: {0} role: {1}]
[exception: {2}]D LY
TNDCATHIAE
DFEITICKBLEL
1

[upn: {0} role: {1}]D
FERAZE % [certificate
authority: {2}]

[exception: {3}] TH
TTETFHEATLL

AGRIERAE D BERNEA
RO EH AR YN E
9 (3%%b{0}H) . it
BRE D : {1}

A

FASH—E ZXH KX >
TFTFVRE—RICH
hFLT

CDARY &
FASH BRI TW
3CAOWVWTNHI—
H—SEERZE D FEITIC
BRI Lah - 7iBs
IC. [S124]D#IZF
Y L %9, £0a—
Y- T ILYA
DAUIFEKBRLF
ED

FASHEE SN 7-CA
h 51—t —FEEE

ZzERLELS LK

EEICIS—HRE

L% L7z FASHE

HODCATHEREINT
W3155H. FASIZA!

DCATERZHITL
E3E I

CDARY M
FASEGREEERE D H
SHEABRANA DK ERE
HIMICER SN E
9o T7FIELT
&, EFREEEAEZEDH
SHEBFR A'30H AN T
HBHBE. ARV

p=3

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109h'5
FAAEET Y,

CDARY MIE. 18
MENTWEIART
DCALBEEE L TLVAR
WCezrRLFEY,
FASHHSM%E R
B3LDICHEEINT
W35E. HSMA
BELTLWALWZCD
AL TWAaEEED
HHET,

CDARY ME. CA
HIBERE L TULVRLY
h. FITELTE
RO xERLTW
ZOJEEMNH D F
9o FASHHSM% fF
BI2L5ICEBRS
NTWL3HE. HSM
H#eEL TLWALWT
CHRLTWBEEE
HHHD F£9, FIS
& BEORRZ% R
ETBRDICRIIBE
ER

77+ FEREIE.
cmdlet Set-
FasRacCertificateMo
nitor Z A L TH
BTEFEI, FFMIC
DULTIE
PowerShell cmdletz
BRLTLETL,
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2 ARV EFER b
[S414] AGTERAE DB RHER
BRAWINE L7z, EE
BAE D FHE: {0}
937 RERFASTRY

A

FEBHERINE
ER

CDARY &
FASEGRIEFAZE DA
SHERBR D YIN B & 7E
HARICER SN E
o TIAIET
&, CDARY ME
BHERINE T,

p=3

BEHAR AN B
Y. FASIZFL L
d—4%—JREZ &
RTER<ARD, &
YIONYA TN
KM LD ET,

Citrix Cloud™ TFASZFEARAL TW3BE. UTDARY MIFASH—EIDNEETHIHhESH

ZRLET,

14 R kY —2X|Z Citrix.Fas.Cloud T9,

IRV b+

[S012]

[S013]

AREFTFI L

FASH — E XX Citrix
Cloudhs5D >4

WA >FICHIA
BJgET T

FASH — E X & Citrix
Cloudh*5mD> >4

WA >FICFIA
TEE Ao [(0)] B
oW TlE. EIE
a2y —)LTHESET
D

A

DAY ME.
Workspace (D£bD
Citrix Cloud) H*5®
SV F Y
HEREL TWVWBIET
THdrERLE
ED

ZDARY &
FASH'Workspace
(D & DCitrix

Cloud) 5D >
TIWNTA I %R
HTEHVWIEZER
LET, Xute—>
IZld. > T a
A HEREL R LY
EaMrgEnTunx
ED

p=3

CDIRY M EHET
I BHIIC. FASIE(1)
BRINhTWEC
Ee QAYTF VR
E—RTlEAHWVC
. (3)Citrix Cloud|c
BHEIhTwaZr
ZHERLE T,

FAS|ZCitrix Cloud\
DK ey 72 3t & M
BLET, okt
& XYy bT—=0D
FEGPIOFY
F—N—DEHRZ A
TRA LK) =%
. TEIFELERH
THEATlIEN3 C
ERBODET, D
Fa. IRV ETE
A bCiE TService is
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IR b ARYEFTHFIH A

X2V TF1ARVH

p= 3
not connected to the
cloud] ERRINF
T chiSBEDE
fETHD. FASKK
Citrix Cloud A\ D
iz ESICHEEIIL
FOELET,

UFDARY ME REBIY T T D FASZEFERLELS e LIcCEZRLET,

4R Y —X I Citrix.Authentication.Federated AuthenticationService T9Y,

ARV~ ARV ETHEIB

[S001] 7 REE: - — [{0}]]
l¥AdministratorsZ JL—®
AN—TIEZHO FEA

[S002] T RIEE: 2—H— [{0}]
IEO0—JL [{1}] EEETIE
HOFEFLEA

[S101] H—/N— [{0}] IE. O—JL
[{1}] TID% 74— kg BHER
hH b EEA

[S104] H—/\— [{0}] IZUPN [{1}] ®
FTH—MIEKBLELE
(UPNIZJL—IL [{2}] TFA]
ThTVWEHA)

gEI:I

B

FASOREZRLNXIITIEE
L&D LFLED. HUH
LTTIZFASEIBECIZH D £
BTATLT .

FASIL—ILDBRE RN E T
FEEBELLSCLFLEA
O LTTIEFASEIEE T
HOFLATLT

dA—H¥—IDZ7H—hrL&LD
CLELED. MU LITIC
X EDIERD DD FH A
FASIL—ILIBR TEFRI ST
L\ StoreFront™+ — /N —
(BLUZET 3mE1F

Workspace) D&HH1—H—
IDZE7HY—bTEET,

dA—Y—1DZ7H—hrL&D
LELED. FASIL—ILIE
Bic&EDb1A—H—7ho >k
IFEFTENTULEE A
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ARY ~ ARETEI B

g{l{l

G

[S205] SEEREFAE 7 U AHHES VDAD'FASTY VI L1 >
ShELL-FUHLTTH FroERITLELSCLFLE
>k [{oy & JL—IL [{1}] H. FASIL—ILHREICEL D

DEFR] ENT-EERRZEFAE T VDAIZEFRI SN TWEH Ao
IEHDFEFEA

FASTARY hOY
RORIC. FASICE>»TERTNZ IR OV M) ERLED,

BEARY
INS5DANY MMEL FASH—N—TOBREEICRLTOJICRERINE T,
aJ31—k
[S001] 7V RIEEL: A—H— [{0})] IFBEEITIL—TDXN—TIEHD FEA
[S002] 72 RIEFE: 2 —H— [{0}] IFO—/L [{1})] DEEETIIHD FHA
[S003] BEE [0 AV TFYRE—RZ (U ICRELTVET

[S004] BIEE [{0) A, T FL— bk [{2}and {3}] ZfERA L T CA[{1}] hSEERIFAZ X ER L T
W9

[S005] EIEHE [{0}] ' FAS &ET [RAcertid: {1}] ZHIFRL TWET
[S006] EIEE [{0}] NEEPREER [{1})] ZIER L TLWET

[S007] BIRE [{0}] HEERAEER (1] ZEH L TLET

[S008] EIEE [{0}] NEIPAEER [{1})] ZHIFRL TLWET

[S009] BIEZE [{0}] HIL—IL [{1}] ZER LTV T

[S010] BIEE {0} MIL—IL [{(1}] ZEHFH L TVET

[S011] &I [{0)] HL—IL [{1}] ZHIBRL TV ET

[S012] EIEE [{0}] HYEERAZE [upn: {1} sid: {2} rule: {3}]Certificate Definition: {4} Security Context:
B} ZERLTVWET
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AJd—Rk

[S013] EEE [{0}] H'EEEAZE [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}] % Kl
PRLTVWEY

[S015] EIE#E [{0}] HFEEREZEK [TPM: {1}] Z/FRLL TWVWE T

[S016] BIEHE [{0}] WEGREIFAE Z 1 > 7R— b L TUL X 7 [Reference: {1}]
[S022] BEE [{0)) AV TF Y RE—REATICRELTVET

[S023] BEEE [0 A VT F Y RAE—REAVICKRELTWVWET

[S024] EIEE {0}] B RTLANILZAEZZ—%#BELTVET

[S025] BIEE {0} Y RATLNILAEZR—EHR/ELTVET

[S026] BIEE [{0}] HRASEEAEE=-X—ZREL TVET

[S027] BIEE [{0}] RAGEFAZE=Z4—Z Uty FLTVET

[S028] B [{0}] ¥ [{1}] SERAZ D F —HM % [{2)] ICRELTWVWET
[S029] BIEE [{0}] A [{L}] sEFBEDF— B ZET 74 ME2] ICUEY FLTWLWET
[S030] BEE {0 M —EXTAONT« % [{1)] ICRELTVET
[S031] EIEE [{0}] H’CA[RA certid: {1}] DAEAREERODHELTVWET
[S050] BIEE [{0)] BV 57U REBREMER L TWET: [{1}]

[S051] BEE {0} 'V 57U RERZEH L TVET: [{1)]

[S052] B2 [0 'V 57 REBREHIBRLTVWET

[S060] BIEE {0} U TV REFRZERLTVWEY, 1 VXFV R {1}

[S060] EIE#& [{0}] Direct Trust CloudBEHZERL TWET, 1V XEZ VX {1}
CloudServiceUrlFormat: {2}

[S061] BIEE [{0)) 7 2V REHRZRETLTWEY, UV —XDHEF: {1 IL—IL%: {2}

[S062] EIEE [{0)] 75V REFEATT LE LT VY —IXDHA: {1} ({2). IL—I/L%: {8} B
{4} (5D
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AJd—Rk
[S063] 7 57 REFHBICKRST S —HREL £ L7, HI9F {0} TLT
[S064] V57 REFHRICFRALIS—HELEL X LT FISI {0} TLT.
[S065] EIE# [{0}] Direct Trust CloudE#ZzERKLTWET, 1 XXV R:{1}
CloudServiceUrlFormat: {2}

AJa—-kr
[S401) DT v FJ L —RZR{TLTLWET - [From version {0} to version {1}]

[S402] T 5 —: Citrix Federated Authentication Servicel&Network ServiceX L TR1T9 2R EN'H
D £ 9 [currently running as: {0}]

[S404] Citrix Federated Authentication ServiceT — 2 X — XX Z@HIFIIEELTWVWE T
[S405] LA R UDBST—ER—IADT—EBTRICTI—HIFEELF L7 [{0]]

[S406] LA RUDST—ER—ZIANDT—2BTHART LELL (F - —FRAZIEIRITT
nNELA)

[S407] T—AR—ZADBRUFETZ7H. LZARMIR—ZDT—RIFT—ER—=RIIBTIN
FHATLE

[S408] 1B Z A>T L— R TE £EA -- [From version {0} to version {1}]

[S409] ThreadPool#&R%ICF I L & L 7= - MinThreadsh* [workers: {0} completion: {1}]] n*'5
[workers: {2} completion: {3}] ICFAE I F L1

[S410] ThreadPool MERICKE L £ L 7= - MinThreads % [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3}] ICABTETEFEATLTe CNICED. FASH—N—DRXT7—3FE
T ICHEEDNHDIAEMNHD FT

[S411] FAS ' —E X DBRARICT S —HFEE L £ L7=: [{0}]

[S412) R D 7 v FJ L — RH5ET L % L7 -- [From version {0} to version {1}]

[S413] SREEEERE D BZNERD EEH R <IN E T (kD {0} H). EEAZE DM {1}

[S414] FREEERRE OB MHEARDIN K Lo FEBRE DEFHE: {0}
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AJd—Rk

[S415] FREERAZEDF = v WY LF L7, {0} hrom@EAOJ ICEETEINE LTz, RED
FIvZIE{LBICFEINTUVET

ID 7H—>3 > DOER
_NEDARY NI, BRSNS —N—PD DAY —DOJA > %7 —brTBEFIC. FAS HH—
N—TCEIEICOJICERINE T,

Osad—Rr
[S101] B —/N—[{0}] I&. O—IL[{1}] TID 27 H— T BERHLHD FHA
[S102] B—/N— [{0}] I& UPN [{1}] ® 7t — MK L £ L7= (B4 {243)

[S103] H—/N— [{0}] IF UPN [{1}] SID {2} ZERKL FL71=H\ v o7y FIESID {3} ZRLFL
1

[S104] H—/\— [{0}] & UPN [{1}] D7 — MIKBEL £ L7z (UPN [Z)L—)L [{2})] TEFRIEHLTWL
FtHA)

[S105] H—/N—[{0}] |& ID 7H—> 3 & FITL £ L7 [upn: {1}, role {2}, Security Context: [{3}]]
[S120] [upn: {0} role: {1} Security Context: [{2}]] ICSEFAZZHITLTWVWE T,

[S121] [certificate authority: {2}] & T [upn: {0} role: {1}] ICSERBERRITEINFE LT,

[S122] S H—/N\—DNBEEIKRRETT [upn: {0} role: {1}][Requests per minute {2}]o

[S123] [upn: {0} role: {1}] [exception: {2}] DEEEAEZEZ W IFTNDCATHREITTTEFLEATL

[S124] [certificate authority: {2}] T [upn: {0} role: {1}] DFERAE % F1T T = £t A T L 7= [exception:
{3}

[S125]| (REHFDERAEERN T T I2 XTI MWFRL I LA FUOVHLAZALTIRLE
L 7z [upn: {1} role: {2} Security Context: [{3}]]o

[S126] H—/\— [{O}] BREZDIL—IL [ ZFEBLTUDET7HY—FLELSELFE LT
[S127) H—N—DAX VT F U XAE—RTHB7=8. FASIZ [upn: {0} role: {1} definition: {2}] DEERF

EHEBERTITFEATL e XUTFUVRE—RFHOI!EEZE T SICIE. PowerShell ATV R
L w b Set-FasServer ZERAL T T LY,
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THREFEL LTHRIET S
VDAR A—H—%OJF Y EEBHEFIC. TNH5DAIRY MIFASH —/N—TRITRICOTICE
BRINET,

aJ31—k
[S201] HKHLEEE [{0)] IFNXRT—RICTIEXTE £ Ao
[S202] kML EZFE [{0}] IFEERBEICT7 VX TET EH A
[S203] KHLEEE [{0)] IO T A TOANA A —ICT VA TEEE Ao

[S204] KHLEEE [{0}] A [{4)] ISk o THEBRINT [upn: {1} AT A > FONAEZ—IZ, &El:
[{2}] [Operation: {3}]] £ LTF7 Ut R

[S205] KHLEFET VL RIEE - FUOHE L7 AT Yk [{0)] 1&. JL—IL [{1}] DEFA S Ni-fkl Y
EETIEHD FEA

[S206] FU'E LT 7 Ho > bk [{0)] IXRHLLEEETIEIHD FHA
[S208] MERBIRIEN KB L £ L 7= [#21E: {0} UPN: {1} 82!: {2} SEFAEEZ {3} T5— {4} {5}]

[S209] F v v aSNIEEBENR DOHD £ A, [Caller: {0}] [upn: {1}] [role: {2}] [cert definition:
{3}] [Operation: {4}]

1>ty a VatHAEY —N—
INSDARY NI, A—H D12ty 3 VilAEZERAYT % LFASY —N\—ICOJEHRS
nE9o,

OoJ3d—k
[S301] 7V RHEE: A—H— [{0)] IFREAT—FA—RADT7 I RIERHD FEA
[S302] 2 —H'— [{0}] K REBA{RAE X <Y — k51— K [thumbprint: {1}] ZER L £ L7
[S303] 7V RIEE: 2 —H— [{0}] IFREZAT—FA— R [upn: {1}] e —HL FEA

[S304] A—H—[{o}] AV Ea—%2—[{2)] TTAY T L [{1)] ZETH. REXAY—rAH—F
[upn: {3} role: {4} thumbprint: {5}] Z {HEF L THZEHIZIE [{6)] ZE1T

[S305] M IRIZIED KRB L & L 7= [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4}
{5}
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FAS7H—>3>FST1>
CNEDANY MEL FASTH—2 3> TF S J14ViC&>TAJICREINE T,
OoJ3—Fk
[S500] FAS7H—> 3 > F S04 Uh BN TUVEEA
[S501] R SNT-FASTH—> 3> TS5 4 %2 O— R TE XHATL 7 [exception:{0}]

[S502] FAST7H—> 3> F5 04 >HAa— R &N X L7 [pluginld={0}] [assembly={1}]
[location={2}]

[S503] H—/\— [{0}] IFUPN [{1}] ®7H— MK L £ L7 (O A ViHLAMREINE L
M FSTA 22 IFENEYR—FLTVWEEA)

[S504] H—/N— [{0}] IFUPN[{1}] ®7H— MR L F L7 (OJF ViHARH I E LT
. BRINIEFAST ST 1 VhH D FHA)

[S505] H—/\— [{0}] IFUPN[{1}] D7 H— MK LELE (FST1 > [{2)] 13O+ Vit %
2ATF—RABN eXvtE—J {4 THEELE LK)

[S506] 75 > [{0}] t&. B—/\— [{1}]] D5 DUPN [{2}] D OF # Vil E X vt — [{3)] TR
IFTANFLE

[S507] H—/N— [{O}] IFUPN [{1}] D7 H— MK LE L (702 [(2]1EXYV v R [{4] D
RITHICHAN B ZAAO—LELT)

[S507] H—/N— [{O}] ISUPN [{1]] @ 7H— MICEKERL EF L (50> [{2)] &9 [{3)] &= X
O—LZFELR)

[S508] H—/\— [{0}] IFUPN[{1}] D7 H— MIEKBLE L (Fr/ERUEBIEHEINELL
h. TSIV IEENEYR—FLTWLWEEA)

[S509] H—/\— [{O}] ISJUPN [{1]] @ 7 H— FICKBL F L (F7ERMEBIRESNELE
. BRINIEFAST ST 1 VB FHA)

[S510] H—/\— [{O}] IFUPN[{1}] D7 H—RMICEKBLEL (FOERLIBIETST1 > [{2)] I
SO TEMEREASINELR)

D —9 ZAR— AN FAS
NEDARY I, FASH'Workspace TERAINZ E FICOJICRTRINE T,
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AJa—kr
[S001] Citrix CloudsREEF¥ —ZO—7—> 3> L & L7 [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] V27U RHAR—rEZa—IDEHLTVWET, FasHubZ 7 RH—E XURL: {0}
[S003] FASH'Z T RICEERI N E L 7= [fas id: {0}] [transaction id: {1}]
[S004] FASH' U 57 RADEERICKE L £ L 7 [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FASHIRTEDIERZ 7 5 FIZX{E L F LT [fas id: {0}] [transaction id: {1}]

[S006] FASHIRTEDHEM Z 7 57 RISEKETE FH AT L [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FASH' T T RO S EERER SN & L 7t [fas id: {0}] [transaction id: {1}]

[S009] FASH' U 57 RHh 5 DEEREFRICK L % L 7= [fas id: {0}] [transaction id: {1}] [exception:
{211

[S010] FASH—E XD I ST R X yE—J Y JURL: {OHIEHRINTWET
[SO11] FASH—E RIFIZTT RICEHRINTLEREA
[S012] FASH —E X I&Citrix Cloudh* 5D > J )L > A VICHIBABETY

[S013] FASH — £ Z & Citrix Cloudh*5 D> > F LA VA VICHIBTE £ Ao, [{0)] ST EIE
AV —I)LTHSETE XY

[S014] 757 R —EZXADFEVUH LA <service name> ZKBIL % L 7 [fas id: {0}] [transaction
id: {1}] [exception: {2}]

[SO15] MEOME L ehEFRf ST LWL e, Citrix Cloudh 5D Xyt —IoHJOvosnE L
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] 7 5 RH—EZXADEVH LA <service name> TN L & L7z [fas id: {0}] [transaction
id: {1)]

[S019] FASIZZ 57 Rh 5B %ZE X7 > O— K L % L7 [fas id: {0}] [transaction id: {1}]

[S020] FASIZZ 7 RHh 5B Z AU > O0— R TE £HATL K [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] 75U RHYKR—hEZa—)LDEIMKEKL F LIz, FIH: {0}
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As 31—k
[S022] 75U RHPR—FEZa—ILHMEILELTVET

[S023] Citrix Cloudz3sEF —DO—7—> 3 VIZKB L & L 7z [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]

[S024] Citrix CloudsRfEF—DO—F7—> 3 > ZBR L TWE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] C D —E XDEFIEEF — & Citrix CloudiZfF7E L &£ 9 [current key: {0}] [keys in cloud: {1}]
[S026] C D —E XDELEEF — & Citrix CloudIZTETE L £ A [current key: {0}] [keys in cloud: {1}]
[S027] Citrix Cloudz3sEF—D X L —SHRZ 7y 7o L— R L F L [fasid: {0}]

[S028] FASIFIRTED T L X MU %0 57 RIZEE L % L7z [fas id: {0}] [transaction id: {1}]

[S029] FASIFIRTEDT L X FUZ T 57 RISXEFETE FEATLL [fas id: {0}] [transaction id: {1}]
[exception: {2}]

aOJ#>
CNEDAIRY ME. O 4 VB TVDAICREBINE T,

[m B Bl

[S101] ID7H—>3>Od A ICkBMLEF LT, SBEINBZVWT 7L —2 a3 VEREE—ERX
GPO- > v ¥ R [index: {0}] [registry name: {1}]

[S102] ID7H—>3>AJ A ICKBLE LT {0)DSIDILYy I 7w FICKBMLELL:
[Exception: {1K2}]

[S103] ID7H—>a>yOd A VICKKMLE L, A—F—{0}DSIDIF{1}TTH. FEHETNSBSID
{2y T9

[S104] ID7H—>3>O0F KL E Lo {OANDOIEUE LA [Error: {1} {2 ZRL F L7
[S105] ID7H—>a>rOd 4>, O 7 >H [Username: {0} Domain: {1}]

[S106] ID7H—>3>O0F > \WnT7 7L —2 3 VEREEY —E X {O\n\nO & 7 >
[Certificate: {1}]

[S107] ID7H—>a3>O0F VICKEL £ L7, [Exception: {0}{1}]
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AJad—kr
[S108] ID7H—> 3 > 1T X F L, ACCESS_DENIED [Caller: {0}]
v a > NIHAE

INEDARY ML, A—F -ty 3 VRNARSOERZEHS - & EICVDAICERINE
ER

Osad—Rr

[{0}]{C & o T[PID: {1} Program Name: {2}Certificate thumbprint: {3}]D[S201[{RFEE AT — rH— K7
JERADERINELL

[S203{RERY— b H— KRBT X7 L 7Pt XIEF [caller: {0}, session {1}]

[S204]{REERY— b A— KRBT RXFTLe ARN—FH—RHYER—EHEHNTY

EFEAZRER F—RT7DER

INBDAINY ME FASH—N—DELANLOESIREZETLCEICAOTICERINE
ER

OJ3d—k

[S001] TrustArea::TrustArea: - > X b — )L I N7=FEFHE [TrustArea: {0} Certificate {1}
TrustAreaJoinParameters {2}]

[S014] Pkcs10Request::Create: PKCS10E:KZ R L & L 7 [Distinguished Name: {0}] [Reason:
{1}]

[S016] PrivateKey::Create [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]

[S017] PrivateKey::Delete -f X2 k [Provider: {0}] [Identifier {1}] [Twin: {2}]

[S018] PrivateKey::Create h'5BX L % L 7= [Identifier: {0}] [MachineWide: {1}] [Provider: {2}]
[ProviderType: {3}] [EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]
[Exception: {8}]
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aJa—Fkr
[S104] FASIZCA{O}h SEREEEFFAE ZZEL £ L 1
[S105] MicrosoftCertificateAuthority:: SubmitCertificateRequest [5& DIX(E L S — [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest SEBAZ D FEITI N E L 7 [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &FR#F 5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

IR —-DIT—AyvE—>
ZDOtU 32 TlE. WindowsOF 74 o R—JNCA—HF—ICRRINBZ3—BHNBRIS—Xvt—
CHE—EBRTLET,

RAINBIS—AytE—2 AL SR

A—HF—RBFLIFNAT—RHIENTT AYE 21— — 3B AIAHEECWETF—%
FoTWBEEHBLTWLWEIH. Kerberos K
XA Ay bO—Z—HEREESTLEL
1= TDEEED TKerberosdJ) £ 3>
EBBLTLIEE0L,

SRATLDAT AV TEFEATL. BIRIE FX%yjyhu—E—E%ﬁT%am#

WERIATETFEATL ., [ ERIFYR— RXA>a>bAO—5—HRAY—bH—RER

TNTLWEEA SEEHR— F?éﬁﬁﬁﬁif*ﬁﬁi*hfb\iﬂ'
Ao KX > bO—5—IC Kerberosi?
BE) . TRXq>a>bOo—5>—3886E « F
T2l TRXq >y bO—5—) SFREEE
LTSV, BIEOIRENEMICEX
3BETH. CneATMmEIFHD £,

SRTLNOTA Y TEEFEATL LT, SREEIC PREEERE ¢ )L — hEERREA O—AJL O Y
FRAINICAY— M H— RIEEAZREETN Ea—X—ICA XA b=ILETNTVLEE Ao

TWFEEFATLT AERRZ C NIRRT VTSR NSO F v EBR
L/_C < TC _Lk LYo
REBER ChIUFBE. SRS DILEMENE L < RE

TNTLARULDA. RSAT—H4ETEF D (<2048
Ewhk) CexERLET,
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FASERA DKL —X
BRAVONL—XZFEATRE. FASIEEDT7I7T4ET14 %2 770 AT ALICOJR®RLE
I CHUCED. FSTIa—TFTa2JIC& LB, RELIEA VT FEBIRTZ3HNEDL AL
HRBEREMENHD £,
UTFTOWTNHODAZETFASZA VA M=ILERIET v I L—RTBe. BRFA>ORL—IH
BIICED XY,

« Citrix Virtual Apps and Desktops™- >~ X k=5 —: ISOBEA SN TOEHRITRA TS Y

< a2 EmEIC $ B Federated Authentication Servicerh X > h'5

e XenDesktopFasSetup.exe : Citrix Virtual Apps and Desktops ISO®D x64\XenDesktop
Setup\XenDesktopFasSetup.exe [CHD FT

* FasSetup_xxxx.exe : Citrix Downloadsh 5 AFTEFEZ XX R 7OVFASA VA —5—
774,

FASA > A b—Z—MSI7 71 )L FederatedAuthenticationService x64.msi Z{EFH L T
AVAM=IINEEIETTYvTIL—RT2HE6. BRAOML—RISFIBTEEH A

BRZ >0 ~L—ZXDUNEE

Citrix ScoutZfERB L T. FASH—N—hD'SEBRBA VO ML —IXELUVZOMOZIT — X % UNE
L £9, Citrix Scoutid. BIRDOWVWITNHODHETFASE A VA M=ILTREA VA M—ILENE
ER

HRA VD L —XDEIL
AISHDEHTERA VD L —XZEMIC LIEWEEIE. FASH —/\—TCitrix Telemetry

Servicex Z1E L TEMICL £,
BRA VO ML —XZRROTH—N—ICEETS

CDOWERIE. LTSR 2507 CULLABRICOABRINE I, FHEE LUOBRFIEICOWVWTIX, FEA
YO RL—X (AOT) OEEESEBLTLLIETL,

B

¢« AR—bH—FOJFVRAD XAV ZBHRT B
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https://www.citrix.com/downloads/federated-authentication-service/
https://docs.citrix.com/jp/ja/citrix-virtual-apps-desktops/manage-deployment/cis/scout.html
https://docs.citrix.com/jp/ja/citrix-virtual-apps-desktops/citrix-always-on-tracing/upload-aot-logs-from-cvad-core-components.html#configure-aot-logs-upload-for-fas
http://support.citrix.com/article/CTX206156

JITL—Y3VEEEY—EX

AY— b A—ROTF >R S —(https://docs.microsoft.com/ja-jp/previous-versions/windows/
it-pro/windows-server-2008-R2-and-2008/ff404287(v=ws.10))

CAPIOJEEHZBMICT S
Kerberos OV SRR EBMICT S

F—RN—T1 DIEAETRAY— b A— RO AV ZBNCTRHDHA R 1Y
(https://support.microsoft.com/ja-jp/kb/281245)

PowerShell V> KL w b

TJx7L—>a Vil —EX (FAS) BBV Y —ILIEY VIV ERBEICERTE X 9HN
PowerShell 1 > X —7 1 —XILDBELBA SO g =R MHELET, VYV —ILTHHEATEARL
F I a>EFERATITENDDESIE. Citrix IFHEKIC PowerShell DA ZERT 3 Z & = ifiE
LEd,

XDOAT > RiE. FAS PowerShell AY> RLw hZEML X,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1
PowerShell 7 1 > R U T. Get-Help \<cmdlet name> ZfERALTOY > RLw DAL T ZRT
TEEY,

FAS PowerShell SDK OY > KL v FDOFFMHICDWVWTIE. <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/

latest/> ZBRELTIIETE L,

FASA VA bP—=5—FT> 3>
FAST A M=ILBOOAR>VRZAF T ay
UTDAT>avid. IATERMTY,.

1. Citrix Virtual Apps and Desktops ISO @ x64\XenDesktop Setup\XenDesktopFasSetup.exe
|ICd % XenDesktopFasSetup.exe 771/l

2. FasSetup_xxxx.exeo xxxx |& Citrix Downloads "5 AFTE3 U 1) —X T,

e /configure_firewall

Windows 7 74 74— )L —EXADRERITINTWVBIFE. 7717 T x—ILHBEMIC
BoTWELCTH, 1A M=IILENBOVER—2%>Y b TEREINS Windows 7 717
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http://social.technet.microsoft.com/wiki/contents/articles/242.troubleshooting-pki-problems-on-windows.aspx
https://support.microsoft.com/ja-jp/kb/262177
https://www.citrix.com/downloads/federated-authentication-service/

JITL—Y3VEEEY—EX

A= ILDITARTOR—bZEETET, Y —RN—FTA R T 77 04—ILFEET 70
TIOA=)IZFERLTVWAEWEEIE. FEITR—r2HEIBELRHD XJ, FAS ICIF. =
{ETCPR— bk 80 MU ETT,

e /help or /h or /? ?

IRYRALTZRELET,

e /noreboot

1Y —ILEBOBES ZHIEL T,

e /quiet F7clE /passive

A=) A=AV E—T 1 RAFRTINFF A T VA M=ILELUVIERK
7Ot XADOME—OEEHLE. Windows R R II%2—Tv—ICHDET, COA T arEE
BRIBDE. 2T hINAR—T 1D EEFHL X7,

/remove

FAS ZHIFRL £9,

AVR=R2 DAY R M= ILEERZCitrixHED K S ICHRET MOV TIE.  ICitrix 1> X
k—JL) &Z—>3— R (/ja-jp/citrix-virtual-apps-desktops/install-configure/install-prepare#citrix-

installation-return-codes)z B L T &L,

Windows Server Core N\DFASD 1T X k=)L

Citrix Virtual Apps and Desktops ISOX 7cId XX > R 7OV DFASAT X b—S —exe

( FasSetup_xxxx.exe ) |&. FASZA VXA M—ILTRT-ODWEINZHETT, ==L, BRI
7> TWB0SKEEIC & > Tldk. Windows Server CorelCCNBEFRALTA VX =L TEFAL
BEHD £,

D IZ. Citrix Virtual Apps and Desktops™ ISOD S TFDOMSIZ7 71 IILZFEBR L TL T,

MSIZ 7T Il ISO_LDIFFR XYk
FederatedAuthentication x64\Federated DAY=
Service_x64.msi Authentication Service
TelemetryServiceInstall x64\Virtual Desktop #EE, Always-on Tracing®d
er_x64.msi Components R—bhZREHLZFT,

AR LT, .netd.8 "MV RAF=ILENTVWBRIRELHD £7,
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AVAM=ILNFLRETYFIL—FTBICIE ROOY FZERALET,

msiexec /i FederatedAuthenticationService_x64.msi [/quiet]
CONFIGUREFIREWALL=[YES|NO]

msiexec /i TelemetryServiceInstaller_x64.msi [/quiet]

net start "Citrix Telemetry Service"

F72aviFROEEDTY,

« /quiet : A—H—AVRF—T A RZRRLEFEA

« CONFIGUREFIREWALL: 7 717 74— L%t L T. R— Fr8OTHDXEHEREZTFI T D &L
SICYESEIEEL X T, CcOA T a UHERINIBZBEDT 7 4L MEINOTT,

FASZHIFRY BIcid. DAY REFERALET,

msiexec /x FederatedAuthenticationService_x64.msi [/quiet]

msiexec /x TelemetryServiceInstaller_x64.msi [/quiet]

Windows Server Core COFASEH
FASIZ. O—AILT, £HIFFASH A VA L=ILTNTVWRROOYEa—2—HD5. ZOLWTH
haFERLTEBRPLIUVBETETXT,
* FAS PowerShellO<¥ > KL v k
s FASEIEI>Y —JLGUI
PowerShell A¥ > KL w b ZFERT 3HE. -Address /NTAXA—H—%F X —4vw RFASH—/\—

DFQDNICERE L £9, F/=ld. s$citrixFasAddress ZH%ZFODNICERET DR EHTEFE T,
A—AILFASEZEBIE L 7-WHEIE. localhostziEETE £ 75

FASEIEO>Y — I %={ERT3%a. GLMIC4 dConnect to another server) > 0% 1) w2
L9,
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EBE7—*70F+%

IEC®IC

7T 7L —> 3 EREY —E X (FAS) &, Active DirectoryzEBE#ERE ¥ #3459 B Citrix® O >V R—%
ETHD. :L—“U'—h‘CltrIXIEiﬁW'C/—.L\l/Z(CE?EnIE'CdfécK')L_Li?'o CORFaX>hk
T3 BRICELIESESTEAREET—F T/ FvICOVWTEHALE T,

BMIT B L. FASIEA—H —EREEDRTE Z ERE S N fcStoreFront —/N—ICEFEL £ Y,
StoreFrontiCI&. BFDWebT U/ O —% R—IZ LT-EIENBBAHAHREA T 3 VHEE
INTED. StoreFront SDKF7zldH— RN—FT 1 DISTZ 1 > = FER L THEICHLERTET F
T BEANLREKETEEZEIF. WebT 1 MIA—H—%ZFAETE2H5WBRRATI /O —%.
Citrix Virtual Apps & 7 &Citrix Virtual Desktops™RBRAANDOJ F VIERTESLDICTB LT
ER

CORFaXYRTIE BESHETICONT, hy FLALOBET—FT 7 F v OFIICOVT
HEALET,

- NEBRER

Citrix Gateway 7 70

ADFS SAML
e B2B7hOV kT wvEVY
* Windows 10 Azure AD 31>

BELET BFASEEEAD Y VIHNRETNTUVE T, IRTDT7—FFTIFvICDOVWT, 1 VX h—
JLERBRRDEELFASOE Y 7y FICETRZEER) I 7L VX TY,

T—XT I F v DEE

FASI&. StoreFrontlC & o TERslE & N7cActive Directory1—H'—(CXHh>T. A¥N—rH—FKI S
ADIAZEZ BFMICHKITI A L ZARINTVE T, Chidk. BEEIMIEII—FH—RK
F7OEY3aZ>JTERY—IILEEZKDAPIZERL £9, 32— —5HCitrix Virtual Apps™ £ 7=
|&Citrix Virtual Desktops Virtual Delivery Agent (VDA) ICfB/ v SN2 &, SERRENIT I VICT R Y
FEN. Windows E XA NZOTF > ZZED ANV — b A— FEREEE L TEREL £ 95
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I—H—HCitrixIRIBAD T IV RZ2EKRT B . [EHEENTStoreFront™H —/N—I|FFASIZHER L
9, FASIZ. B—DCitrix Virtual Apps % 7z I&Citrix Virtual Desktopstzwv > a Uh Dty 3>
DFFAE TR T D L ZFa I3 F 7w b 25 LE T, VDA I—H—Z AT 2HEND
BHE. FASICERIL TF 7Y b 25| EHX T T, FASOHN - —FREOME T —ICT7 7€
ATEEY, VDAL, FEBAETEITIBRVENDHZE LS LVESLIREZ INTFASICERET
MELRHD XTI,

ROBIE. FASHMicrosoftiEBAHERI & 5 L. StoreFrontd & UCitrix Virtual Apps and
Desktops™ Virtual Delivery Agent (VDA) ICH7R— rHF—EXZRELTVWEZZZRLTUVE

EE

t Synchronization _‘h
~ B i< <=
= Request|Certificate

SAML IdP Active Directory Microsoft
[ADFS) 4 Certification
T i Authority
g

c <+ 1

§ 5%, =

: $8/ -

b= \'\ 287 Assert Access Logon

s / T ——— .
I 58 Identity . Certificate
. @ §5;

S YN Federated

g - Authentication

-4 & =

‘ -~ Service
__ o~ Nfuse h Y Citrix \_

| SAML token Citrix AG Basic h protocol Brokering
e SEE— —_———— — ~ —r—.—
Protoco
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent
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