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BHEEDTDH. UTOHTIE. INTOIS VICHEBAINZE—DRUS—FE RXALVLANLT
BRELTWET, 72750 CHIIHEBETIIHD £ A FASIE. StoreFronttt—/N\—. VDA, H&
UFASEIEOYVY —I)ILZRITLTWVWB Y VN EICLFQDND Y X h 2B TE SR DL £75
FlE6ZSHBL T ZEL,

FIEL FASZ 1 >~ X b—JL L7 —/\—T. C:\Program Files\Citrix\Federated Authentication
Service\PolicyDefinitions\CitrixFederatedAuthenticationService.admx 7 7 -1 JL & CitrixBase.admx
771l XUV enUS THIIA—ZRLFT,

-i(__—) * 4 | 1. <« Program Files » Citrix » Federated Authentication Service » PolicyDefinitions v & | | Search PolicyDefinitions 2
s

P '1':? Favorites ~ Mame [Diate modified Type Size

- Desktop 1 en-Us 2270772019 0G:04 File folder

'. Downloads |_| CitrixBase.admx 19/07/2019 12:28 ADME File 2 KB

(E_-m"_ Recent places || CitrixFederated AuthenticationService.admx 19/07/2019 12:28 ADMX File 4 KB

I /8 This PC
A

3 items o= =

Fg2. CNS5DT77AINZ RXA>OY bO—7—ICOE—L. C:\Windows\PolicyDefinitions$
KVenUSH T 7+ ILA—ICEEEL £95

FIIE3. Microsoft Management Console (AY > RZ14 > HhHEmmeexe) ZRITLET, XZa—
N=D5, T7AIL>RAFv A VDEBMEBIRZERLET, JIL-—TFRIV—EBIT
R—ZEML X,

TIN—TR)>—FTPxU beROENT=5. BEB%ZFEIRL. Default Domain Policy %= #EiR L
¥9, Flold. CHERAORBICELIERVS—FATI U b2, BIFHDY—ILZER L TER
BLUBRTZCHTEET, CORUI—IF. FE%ZZ(FBCitrix/ 7 b7 (VDA.
StoreFrontth —/N\—. BBV =)L) ZXKTLTWVWRZIRTOII VICEBTZ2HELRHD £,
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L—2a VEREEY—E X

= Console1 - [Console Root] == &
S File Action View Faverites Window Help
e @ = B[ Select Group Palicy Object | x|
(5] Cansole Root ‘ Name Welcome to the Group Policy Wizand — | Actions
Add — WM
Mare Actions 3
‘four can select snap-ns for this consale from thase avalal
extensible snap-ns, you can configure which extensions
Group Policy Objects can be stored in the Active Directory
Availshle snap-ns: or o a laeal computer.
Snap-n Veni~ | Uise the Browae button to select a Group Policy Object.
=Deviee Manager Micr ® Pokcy
" oHce M
= Disk Management Mer
E ons M Group Policy Object-
FEnkerprise FKT M = | |
{2] Event wiawer M
IR eMer Mier E
2 Group Palicy Management Micr A - Gro s
[ Group Policy Menagement Editor  Mier
=] tGroup Palicy Object Editor M Domains/Ols | Stes | Al
i Growp Policy Starter GROEdtor  Micr ) ,
[ Internet Information Servieas (IIS... Mir_ | Look in: [353 cirotest net v mEE-
ME-Sequciy Mscitac | oz~ Domaing, Ols and firked Group Palicy Cbiects:
Hame Damain
Desaiption: ) Domain Controllers.ctridest net
This snap-in allvws you to edit Graup Policy Objects whid JE| Defauit Domain Policy
of stored on a computer.

ZFIE4. Computer Configuration/Policies/Administrative Templates/Citrix Components/
Authentication|Z & % Federated Authentication ServicerR') & —IZEIL £ 95

File Action View Help

o | HE 2 HE T

=|' Default Domain Poelicy [DJW-DC.DIW.NET] Policy
i Computer Configuration
w [ Policies
» [7] Software Settings
» [ Windows Settings
~v [°| Administrative Templates: Policy definit
~ [7] Citrix Components
| Authentication
» [] Control Panel
» [ Netwaork
[ Printers
[ Server
» [7] Start Menu and Taskbar
> ] System
» [ Windows Components
[ Al Settings
» [ Preferences
v ¢, User Configuration
» [ Policies
5[] Preferences

<

Federated Authentication Service Setting

Federated Authentication Service
Storefront FAS Rule
|| In-session Behavior

Edit policy setting

Description:

Servers running the Federated
Authentication Service integrate your
Citrix environment with your Active
Directory infrastructure to allow users
to log in with non-Active Directory
credentials (e.g. SAML assertions).

If you enable this policy, you should
specify a list of servers running the
Federated Authentication Service
identified by their FQDNs (e.g.
fasserver.company.com).

< >
< > |" Bxtended A Standard /
3 setting(s)
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Federated Authentication Service’R 1) & —&&%E|d. CitrixBase.admx/CitrixBase.adml7 >~
L — k7 7 JL%ZPolicyDefinitions 7 # JL X —IZEBM L 2B ICDH. B XA > GPOTHIA
BIRET 9, FIE3DF. Federated Authentication Service’R ) & —%Ed. EBRAT YL —
b >Citrix AVR—RV b >EREET A LA —ICRTRENE T,

\

ZFIE5. Federated Authentication ServiceZR & —%FE. BREEIRLEFI, Chickb. ‘'RAR
RUEBEIRTETZELSICHD, FASH—/N\—ODFQDN%E B TI £,

& Federated Authentication Service O *

E Federated Authentication Service T Next Setting

() Mot Configured Comment:
(®) Enabled
() Disabled

Supported on:
Options:

FQDONs
List the installed servers in Value
e

FODMs | Show o fas1.citrixtest net|

OK | Cancel

OK Cancel Apply

A7 v 6. FASTH—/N\—DFQDN%Z AL £9%
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EHDOFQDN%E AT 33848, VDA, StoreFrontth—/\— (ZE 9 3H8) . BLUFAS
H—N—D5RT. VALDIEFIE—ELTWARELRHD XY, JIL—TFR) —FFE%
BRELTLEIV,

ATY T 1 ITIN—=TRI)S—T4HF—RERTLTIIN—TR)>—DEEZEAT 3ICIF. OK
OV O LET, BEEEMITRICIE. IO VEBEETIH (FRIFATVRSIUHS
gpupdate Iforcez 179 %) “HENDHBIFEDHD T,

v aNENE

ZORYS—F. A—HF—DVDAL Y 3V TCI—z >y O &2 70574 L. Y
avARIBRE. @FE. $LUOvIEBDYEYR—FLEd, v a>YRIAZEIX. D
RUS—DEMICHR->TED. HOBEEDERICERINIZFASIL—ILTE v > 3 Y RERDEF
AENTUVWBRIBEICOAFATRET T, IL—ILOEBRESBLTLLEEIL,
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@ In-session Behavior

Previous Setting [NExEsetimg

() Mot Configured Cemment:
(® Enabled
() Disabled
Supported on:
Cpticns:

Help:

Prompt Scope | Per-process

Consent timeout (seconds):

\ 30

Disconnect on lock

Enabling this policy activates an agent process

(Citrix Authentication. VirtualSmartcard.exe) which runs inside the
user's VDA session. This agent process provides support for the
following functionality:

- In-zession Certificates
- Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mete that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed.

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTDE. CORIVS—DEMCED, FAST—2 1Ty O XA 1—H—DVDAE Y 3

YTHRITSNZ ZEHFHAIETNET,

MM TRE. CORDS—PDERICED, FAST— Y 7O IREFTINGEVESICLE

ER

7O>7 ~oEH

CORIVS—=DEMICHE>TWVWBRIFE. 7TATO&EBEIE. 77U Tr—2a ity a vy

EREZER T2 L 2T B TcODRARE - —ITKROZFEZHIEL £ RDIDDF

ToarhhbFERT,

s ABRE- AT arvidtFa T« 7OV T A2 EMICL. WERIITAL > MIER

TNnE9,

s 7ORRAZEORE—XTHROEETOY Z LHMERICRIEZEZRD X T,
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c Ly aYeORABE—A—H4—-NOKEI v ITBL. COFTTarvigtysarvAD
TARTOTOT I LICERAINE T,

BEOXALT Vb
CORIS—DEWRIEE. ABZALT UM, AEHNEGTHR (MEEA) #FHEL E
Fo T2 ZIE. B00MICHRET D . A—H—I5n it Oy T hERREINE T, BEHEO
DEE. TSAR—bF—BECICA—HF—IC OV T ERRTINE T,

m PR o)

ZORYD—HDEMRBE. I—Y—PEEZOVITR . I—F—t v a3 VIEEHNICY]
Wrenxd, COBNMEIE. TAY—FA—RFREODALEICUIlT) RUS—ICBTWEY, 2—H—
HYActive Directoryd 4 7 >V BRIEHREZIF > TLWARWEEIC. COMEEZFRL XY,

Oy 7RI 3R > —Id. VDALOIARTOLE Y avICBERINE T,

JxT7L—>a Eir—EXBEIVY —ILOER

FASBIEOYY —ILIFIFCACEDERICEL TWEIH. PowerShellf X —7 =1 Xl &K
DEELRA TS aVwRMHLET, FAS PowerShell I > KL w EDFEFMICDWVWTIE.
PowerShell A R Lw b #ZBBLTLIEETL,

FASEIEO>Y —ILId. FASO—ZR& L TA A M=ILENFEz T, 7 > (Citrix Federated
Authentication Service) XX — X Za—IlBETNE T,

BEIVY I ZHOTERTB3RFICIE. ROTOEIDHAAREINET,

« ABAETYIL—FERBLE Y,

« SERARETE LY T Y TTLE T

« FASHGERAMEIZ (e I35 C C Z AL £ 9,

OSiERY — L ZzfEALT. —MOFIREZFH TR T IS EDHTEXT.

FASEIEOYY —ILIE. T 74 bTO—HILFASH —E XICEELEF T, HEICHL T, aYv
V=ILOBELIZHBZROY—N—ICEHREFEFBLT. VE—F—EXICEHRTETET,
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&+ Citrix FAS Administration Console - connected to localhost

Initial Setup Rules  Advanced

Complete these setup steps:

Deploy certificate templates

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service

Create an authorization certicate for this service.

Create arule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O X

I Connect to another server I Refres

Deploy

Authorize

Create

Connect

h

AAET T — N 2EBRAT S

oY 7 b7 EORELERMYOREZEIT 5. FAS (FIRBDAEDT-®HIC 3 DO Citrix

ARRET VL —hERHLETD,

» Citrix_RegistrationAuthority_ManualAuthorization
» Citrix_RegistrationAuthority

» Citrix_SmartcardLogon

5D 7T > 7L — bid Active Directory ICERT 2HENRHD £, BEAREZ>Z7U v o L.

OKZzZUwvILEY,
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&4 Deploy Certificate Templates
Important:
deployed to Active Directory:
- Citrix_RegistrationAuthority_ManualAuthorization

- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Domain or Enterprise Administrator.

consult the online documentation.

When you click "OK" the following certificate templates are

This step can also be performed manually. For more information,

-«

Deploying certificate templates may require you run this tool as a

T 7TL— FDO#EHIE. FAS L &HITA VR =)L ENBILFRF .certificatetemplate D XML 7 7

TIICHD £,

C\FOJSLIT7AIN Ry AT T L—2a EEiE—ERGERET > L —

ThisPC » O5(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates

Name Date modified Type

+

W

Citrix_RegistrationAuthority.certificatetemplate 1 ERTIFICATETEM
| Citrie_RegistrationAuthority_ManualAuthorization.certificatetemplate 271002020 5:25 AM ERTIFICATETEM

| Citr_SmartcardLogon.certificatetemiplate 2M0/2020 325 AM CERTIRCATETEM

& KB
TKB
S5KB

BT TL—rT 740N %A 2R M—ILT DHIERMNZWVIEEIE. Active Directory BIEE(C

BLTLEE L,

TUTL—bZFBTA VAT BICNE. ToTL—bHREFENBETHILE—DERD

PowerShell ¥ > REZETL F T,

$template =

late")

$CertEnrol = New-Object -ComObject

[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
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X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active Directory SEBAEH —EXZ LY 7V T T3

Citrix SEFAZE TV L — b Z A VA =L L. EN5%Z 1 DL ED Microsoft Enterprise ZEEH
BEEAH —N—ICARTZ3HRELRH D £, Active Directory SEFBEH —E X Z BT 3 5EICDL)
TiE. Microsoft D RFa XY b EBRBLTLIETL,

AR ZEBIET3EBRZR DI —I&. DA< EHIO2DY—N—ITVTL— b2 AT 24
BAHD XY, TNSELET BICIE. Set Up Certificate Authority Z{FHB L £ 95,

(EERBZE 7 > 7L — k&, Microsoft Certification Authority >V — L2 ERLTRART 3D
TEXT, )

© 1997-2026 Citrix Systems, Inc. All rights reserved. 27



JITL—Y3VEEEY—EX

&3 Citrix FAS Administration Console - connected to localhost — | X

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif =i

The required templ  ImPortant:

Initial Setup Rules | Advanced Connect to another server  Refresh

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up acert Publish

- Citrix_RegistrationAuthority_ManualAuthorization

The authorization t - Citrix_RegistrationAuthority
o . - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
. Domain Administrator.
Authorize th

) ) ) ) Authorize
This step can also be configured manually. For more information,

Create an authoriz consult the online documentation.

Certificate Authority:
Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

JxT7L—> 3 R —EXZERTS
COFIBIC&D, FAS QEBABIMSNET, BRIV —ILId,

Citrix_RegistrationAuthority ManualAuthorization 7> 7L — kA L TAERAZERZ &R/ L«
ZFOT>TL— 2L TVWREEEROWINMICEEFEL F£95
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&2 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificata tamnlatas Deploy
&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration
o Setup acert Authority certificate to the selected Microsoft Certificate

Authority. Publish

The authorization t The CA Administrator must sign in to the Microsoft Certificate

Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize
Certificate authority:

Create an authoriz

Create arule

A rule defines a sm|
Cancel

You have no rules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BERAEE I NS . Microsoft Certification Authority > —JL® Pending Requests ') X k
IS FASRO V7 HT Y DS DREBADERE LTRREINE I, FAS DIEKZHATI DH1
IC. SRLRBEE IR EDERZRITIICIFIEST T I3HEN DD 7.

BIEE D Issue £7-ld Deny Z3BIRTZF T, FASEEIVY —ILIFES—RED TREF—]
ZRRLET,

Microsoft Certification Authority 1> —JLT. All Tasks 527w L. FARAZERICH LT
Issue 7cid Deny ZFEIRL £ 9, Issue ZFEIRT B . FAS BIEO VY — LICEAGREEHEN R
SNEJ, Deny Z:ERT B, AVYV—IIICIZT—XyE—IMRRRINET,
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA = —tn T 350700 CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FASEBEIOVY —I)LIE. COTOEINRT LA cZBFMICERB L £9, ZNiZiIEEsHD
BBEDHD £,

X

&& Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘ Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

(’ Authorize this service Authorize

There is a pending authorization request on Cancel request

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

IL—IL DB

FAS |d. StoreFront DIERICHKEST. VDAOS AU E LVt Y>3 Y HNERDIEFRRZEDRITE K
RIBEHICIL—ILEFEARALET,

BIL—ILIEUTZEELE Yo
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o SIBAEZEKRT 5 Z ¥ Z{EFE TN TL B StoreFrontt —/\—,
o SFEAEREBRINZ I ——Dt v bk,
o SERAZDEAMFI TN TVWABVDATY S D Y b,

Citrix Cld. Tdefaulty & WS &BIDIL—ILZERTZ e x2HEOHLEFT, Zhid. StoreFront
DFASICIERTT B MRIC. BLCEBIDOIL—ILEERTZ7HTT,

BEZHAAEET VL — MERAEEESRB T2 N XZLIL—ILEZETSICER L. 245 7ON
T4 CHERZFOLSICHERTE XY, cNHDIL—ILid. B4 BStoreFrontth —/\—F 7213
Workspace TEFET AL DICHEBRTE E 9, JIL—TRU—BlA > a>zFERLT.
StoreFrontty —/N—D AN X ZLIL— )L Z BRI TERT B LD ICHEHEL £,

ER (F7cE TIL—ILy BT DI—ILDERR) 20Uy o LT IL—ILZ2fRY 37D DIEHR%E
INETBIL—IERT« F—RZBmLEI. TIL—ILl 272 EIL—IILOBEHNRTIN
9o

&¥ Citrix FAS Administration Console - connected to localhost — | X

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default 2 W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

Initial Setup Rules | Advanced Connect to another server  Refresh

V4= RIIRDBERZINEL £,
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TU7L— b O —RREORITICERASNZIHEET > TL— k. ChUE
Citrix_SmartcardLogon7T > 7L — k. £/IZZDEESNIIAE—THIVELH D £ (G
%7__\/70[/_ I\%%/ﬁﬁ) o

AERAMERS: 1 —H —SEEAE Z HITL. 7T L — b= ET ZAAME, FASIZ. Tz —ILF —
N—CBEDBOIDHICEBOGERKEDEMZ Y R— b LTVWET, FIRL /IR D X
T—RAN 7T L—bFARR] ERTINTVWB I EZBER LT ZE W, SAKEDE
BesRLTIETWL

vy aryRER: v ayYREREFAA 7S 3 vid. VDANDOOS 7 VEICEIERZE#FERAT
IEQESHEFELET,

s By aYAERAZFAIEREINT L\EL\%A (T7#IL b, #%) —FIRAEROIFVF
I3BERICOAMEB TN, I—F—(FERERICEEAZEICT 7 X TE A

c Ty avAEREFIIERINTUVRIGE—1—H —(IEHRICEIFAZIC TV ERTE X
To IFEALDERRIICDA TS a2 FRINETIEHD FEA. 1V TRy bwebtf
1T 7AIVEBRY, VDALY a VAL TIEXAENS )Y —XIF Kerberos> >
WHAVF 2 ZFERLTTIERATES O, Ly a >RIBEEIIVEDLHD FE A

vy ayRERZHFAZERLILES. Ly a vYREMETIIL—TRI) O —HF/HMILT
VDAICEB T 2HENRHD £9, SIAEIF. QT A VEICT TUr—> a3 > TERTZIHIC
I—H—DEAMHEER F7ICEBEINE T, L ZIE. VDALY S 3 YADWebT—/N\—A
DTLSEREENBERIHA . Internet Explorerid Z DiBEE%#FEHAL £ 9,

FOEZXA MO - —0OJ A > F1-I3BEGD-OICIBAEZER T DI X AR S
nf-. EEINTLSStoreFrontthF —/N\—< > >D) X b TNEDITRTOMERICH LT, BEL
DADA TV bELIFTIN—TEEBMTEET,

TOERABEORE I LF 2T LEETHD, EEICEETIVENDHD T,

*:

FASH —/\—%Citrix Cloud TOAER L TWBIHE. 77/ XGEHZz#ER T I20EIEHD £
Ao Citrix Cloud TIL—ILHMER N BIFE. StoreFrontd 77 AFFRIIFER INE 9, Citrix
Cloud& # > 7L X XD StoreFrontBEAD@ A CTRILIL—ILZFERATETEd, 7>FLI XD
StoreFrontTJL—)LHMER I N 35 A, StoreFrontdd 77t RFFA]IF5 | S EHEINE IS

T 74 LDER ( TAssert Identity] DEFRISINTWVWD) IFTRTZIEGLE T, €D7RH.
StoreFrontth —/N—ZBBRIIIEFA T2 EBHLH D £ 7,
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

HIBR: FASZER L TA—Y—%0OJ 4> TE3BVDAY I VD) X b, FASEZN L TERAE# #
ATEBZ1—-H—DUZ b,

« VDAIERRDEETIE. FASZERALTA—H%—%20J 4> TEBVDAZIEETCET XY, VDAD
1) X bET 7 # )L b TDomain Computers T 9,

o A—H—1ERDEETIZ. FASEFARALTVDAICH A V1> TE231—H—%IEETETET,
A—H—D1) X ;MEFT 7 %)L kTDomain Users T,

FASH—N—D R XA VHVDAB LV A—HF—D R XAV BRZBE. T 7 4L EOFIR
HEEITINRELNHD FT,
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ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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227 KRl Citrix Workspaceh 51DV —2 3 HARESINLEESITIL—IIAERAINSI DL
ShzERLFE I, Citrix CloudiZ#Efi 9% & FII. Citrix Cloud TR T 2 IL—IILZEIRL £ 95
Citrix CloudZ3#&#%t L 7=#. Connect to Citrix Cloudtz 27> 3> D) > I h 5L —ILE2EET 3 C
EHTEFET

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize
An authorization certificate is configured.

Deauthorize this service.

0 Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Citrix Cloud (C¥659 3

FAS 1t —/\—% Citrix Workspace % f#F L T Citrix Cloud IC#ESHTE £9, Z DCitrix Workspace
DEEZBRLTIIZEL,

1. Initial Setup X 7D TZI Vv I LET,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. BRI BUTVREERL. 20Uy ILET,

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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3. VAV RII—BDERI—RARTINE T, COI— FiF Citrix Cloud THEFE T 2HEN
HOET, FLLIF 707 2 X%z Citrix Cloud ICE#FRT 5 Z2SR LT ZT L,

&4 Connect to Citrix Cloud — O X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESDAS

Summary

( Waiting for confirmation...

= aEB

4. BFIA—RHIREEShcS. FOY TRV IO ORER ZFRLE T,
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&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

Confirmation Code:

™I

“
Resource location:

My Resource Location v

5. %Y TB3GRIFEET NI ZFIRL. FASH—N\—Z&ERI DY —ADIGAMZERL F
o ZU)v UL, BRIV RUZBALET,

6. £/ a3>T. BIFDIL—ILZERT 3D IL—IL=ztElLE T, 20V vILET,
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Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

&+ Connect to Citrix Cloud — | X

7. o> 3>T. %21 w4 LTCitrix Cloud ND#EHETTLE T,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud & FAS —/N\—%%&$& L. CitrixCloud 7HO > bD R—JICRTLE T,
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F>FL I XD FAS —/\—I&. Citrix Cloud & Citrix Virtual Apps and Desktops \®D 774
T AZARKICHFA T2 —AEZRITTETE T,

Citrix Cloud 5Vl § 3

Z D (/ja-jp/citrix--workspace/workspace-federated-authentication.html) ([CE2E SN TULVB &K S (.
Citrix Cloud )Y —XDIFFAH S FAS H—N—ZHIBRL 7R, T ZHEIRLZE T,
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RS

ZDtUT 3 >DEEETIE. Federated Authentication Service (FAS) DEERIEMR E BIEICEAT
BDHARVAERELET,

BERER

+ FAS A YR k=L IMIRREICE T B EEA Y T 7 LY RIE 1 VR b—IL LR ORE
7,

« BRIT %70 F v ORETIE. TELFAS T—F 7/ F v OBBEL. SOERBT—F7
9F v ICET BMOTEADY VI ERELET,

FASV2F w4 T LPAPMITZRLAURX B

FAS 2511 K D EilZ. FASIZT > T v I RNA b TEFE3VL (N—2321) BRROF7y R EE
BLTWE LT VDAIZ. EDFASH—N—D'Fo v cZ2RITLIED ZHIITINELHD £,
_hiE. 1TV IINA b EFEALT LPZAMJADFASZRLIADY X HSFAST7 RL X
ERETBZETIONET,

BE. GPOIZIVDALDFAST7 RL XD 1) X b= L £9, Windows VDATIE. 7 RL XU X

DL XM DFFRIZ
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Authentication\UserCredentialService\Addresses
T,

VDALD 7 RL X X ~lEStoreFront D7 RL XAV A M EREBIC—HRLTWVWARELRHD £7,
ZFI3TRHRWEE. VTN A IR LET, COEHIX. FICEMLEREZITO>TWVWS
BERKICE>T. BRI —DOAZTHERCH->TWE LT,

FAS 2511 Cld. V2 (N—23>2) EROFTy FHAEASNE LT FASH—N—DT7 KL X
(DFED. FQDNER—R) EF47y FEERICEZAFNEH. VDAIFLS A MU F7RLZRY
A L EBBIIZIHNEHLHD FH A

Bt

2511L4F%. FASIZT 7 #IL b TV2F 7y b EERLE T, V2F 7 v I, IRTOWindowsd &£
ULinux VDAN— 3 > e BfERH D £ 95
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N—2322511&K DRIDOVDAIR. IO IS 3 THALLESIC. 1T v I INA b2 ER
LTLYRBUTZRLRUZR b 2BRLEITET,

25114 P& DWindows$ & ULinux VDAD HFHV2F 4w b= BT TE 37, LA RNJF7RL R
DA MIREHD £FH A

V2F 7w ~&StoreFrontD ED/IN—2 3 > e b HEEMAH D, StoreFrontd 7w 74 L — RIZFE
T,

V2Fry b TRIENRE LIIBEIE. T DPowerShell 17 Y FZEA L TFASHVIF T v b 24
2L DICHEBRTEET,

Set-FasServer -Address localhost -TicketVersion 1

V2F4yw FOERKICE T ICIE. TDPowerShellAY Y REFERAL F9,

Set-FasServer -Address localhost -TicketVersion 2

VDAWERE T AFASFw hN—=S 3>

VDA 2511 D AHDNV2F 4y & B TE £ 9, UBIDO/N—2 3> TlE. V2F 49 v MMIVLIF
Ty RTHZIDDLSITI/MONET,

VDADWV2F 7w hN—=2 3 Y ZBE LTV D E S D EHEE T BICIE. FASH—N—DA >k
A7 %ZRARNET,

FAS ¥ VDAN 2511 L DIES. VDADEERICUTO LS BARY AT I Y NUBRRTINE
T, IR K&, FASH—/N\—DWindowsO% > 7 U4 —Sg>adichHb £9,

Level: Information

Source: Citrix.Authentication.FederatedAuthenticationService

EventId: 204
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Text: [S204] Relying party [VDA machine name] accessing the Logon Provider
for [User UPN] in role: [FAS Role] [Operation: XXXX] as authorized by
[StoreFront machine name]. Caller ticket version: 2. [correlation: XXXX]

CDANY ETIE BUBELTF7Y bON—=232|F2TY, Chid. VDAZL X MJFASYT
FLIAUXFTERTBIHBEN BTV EZRLTVET,

WIC VDADN2F 7w b Z T R—F LTUWARWEE. AR AOJIY NUOHUELTFT Y
FDON—=3 VIFUIERD £9,

Level: Information

Source: Citrix.Authentication.FederatedAuthenticationService

EventId: 204

Text: [S204] Relying party [VDA machine name] accessing the Logon Provider

for [User UPN] in role: [FAS Role] [Operation: XXXX] as authorized by
[StoreFront machine name]. Caller ticket version: 1. [correlation: XXXX]

StoreFront CFAS V2F 4w 289 3

FASF /v kidStoreFrontiC & > TREATH B 7. £D/N—2 3> DStoreFront THERT
T BRABRIINEDD FH A

StoreFront COFASH —/N\—7 KL XD . GPOZFER L TIREINZLSIMITZEREL XY
A bZ5|EHREIFERALE T,

Citrix Cloud Workspace CFAS V2F 7 v FZ BT 3

FASH'Citrix CloudIZEH#R TN TWBIFEE. FASIE. ZOT7 RLZANEEDL I M) 7 RL R

AMIBFEETZCCZERLET, COBMERVIFTIY b Y R—bT27HTT. RONSER
WEE. FASEBIEO VY —JLIFEE%# R L. FASIECitrix Cloud WorkspaceDEE&) > > LY
AUFVERHBLEE A

=2 L. BEEELIV2F 7y bEFERLTWVWEIHEE (DD, FASH—/N\— Y VDAH 2511 L&D
BE) . FASH—N—ELDL XU RLRY R MEIRETT,

o REBHREINIZFASHAL A MY ZRLAVRAMEERLABAVELSICTRICIE. XD
PowerShellz R TT £ 95,
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Set-FasCloudConfig -Address localhost -SkipGpoCheck $true

FDMDPowerShell DZEE 1
FEEDOT Y RICIMAZ T, FAS 25110 PowerShel TUTOZEENTHON F L1,

FASH—/\—ODFQDN¥YR— k2 RRTS

RDPowerShell A7 > Rk, FASH—/N\—DFQDNE U XZ>JR—br&EERLET, ZHud. V2
Fry MIIYOA—RINBFAST KL XIBEH T,

Get-FasServer -Address localhost

OARVELY RO RLANTGA—R—
Prior to 2511, any Address parameter of a FAS PowerShell command (other than "localhost") was

checked against the FAS server's registry address list. To change this behavior, it was necessary to

use the following command:
I Set-FasAdministrationPolicy -CheckAddressAgainstGpo $false

From 2511 onwards, FAS PowerShell commands don't check the Address parameter against the

address list. To revert to the previous behavior, run the following PowerShell command:

I Set-FasAdministrationPolicy -CheckAddressAgainstGpo $true

7Y NBEERAFICT TFL—> 3 VBIY - 22 5%
IC9 S
CORETIE. YILFTFHYROIR—SRHY—ERTONIE— (MSP) BETI7 7L —> 3

VEREIY —E X (FAS) ZBRMICT B FIBICDOWTEHABEL EY, SHMIcOVLWTIE. TUT77L YR
7—% 79 F +: Citrix Service Provider DaaS] #&B L TLEITLY,

BIESR Y
e Citrix Cloud D R XA > )Y —XDIZBFRICEBE TV L AL H B Z X, EMICDOVTIE.
MBIEEERDOEE] Z8B LTIV,
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e TV FEMSPOBRZRERTHATHD Lo sFMICDWVTIE

|7 Citrix DaaS] BB L TLET L,

= nn

MSPEEZ DB

['Citrix Service Provider [&

1. Cloud Connector %ZfF L T. Active Directory K XA > % Citrix Cloud THEETE 3L SICL

9o

Cloud Connector 21 YA b—JLLT. 2 FL I RXRA TSR MY F v % Citrix Cloud |

L £ 9,

FUTLIZADORAA YA bO-5—ICBERITESNTULS R XA VBN
TWB I ZmRBLET

> DTFICKRREIN

B Citrix Cloud x  + Vo= mo=
¢« C (Y & uscloudburrito.com/identity/domains e 4« 0@
=  cinx 4 0
< |dentity and Access Management
Authentication Administrators APl Access Domains Recovery
+ Domain C Refresh [:] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v
XA VEFFYMITIFL—Ya Y LET
2. XA 2% YhZ7z7TL—>3Y o
> V% > HIURZ =0V woL 200wy LES
W — A\ A\
RXA>zERL, ROv UXZa—(..) Jw <. )y o
B citrix Cloud X+ > - 2 X
<« C (Y @ uscloudburrito.com/identity/domains e % O :
= | citnx 2 o
< |dentity and Access Management
Authentication Administrators APl Access Domains Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local eee >
Manage Federated Domain
Forest: fasmulti.staging Disable
Forest Preferred Connector Type:Cloud Connector v
Tl JwoLES RICZI Vv ILET
hERDOIFTZIIY o RIC )y o
45
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3 AEMIIONTVERXA DT F Y MIBFEIT S ZHRLET,

COFIEFA TS a>Td, THYFBEOIAYY —ILICTA>YA> L. >DTICEXA A

JARENTWVWBE =2 LE T,

BhETONTWVWD R XA VDT F 2 MIFET S C L zEEE L X 9 (/en-us/federated-
authentication-service/2511/media/fas-verify-domains.png)
MSP BERIZRD £75

4. FAS —N\—%Z A > X b—JL L. Citrix Cloud ICE#&L £75
T 7+ > k@ Citrix Virtual Apps and Desktops ') ¥V —ZXHEEE &N TLVS Active Directory (AD)
TA#LAMIFASZAVAM=)LLEY, FASZZEDAD 7 # L X MZBEEMIFENTWVS

ISIRD)Y —RDBARICEHELF T, FASH—N—%AA VI =)LTBICIE. T4
F—=ILEMERL) ZBBLTIIETL,

5. TV MERZIBKI B

T+ NERMEITICFAS #BMICT 3
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« ID ZONA A — (IdP) =189 %

TFHFYMNBERICUDEZE T, >ICBELE T, IdP ICESL. AD D IdP E[EHEITnTWL
B2 HERESRLED,

e TV FAITICFAS ZBMICT S
>SICBELET, RELLRIEEZEIRL. FASZEMICLET,

FAS 77 > kb ZB3MIZ 9 3 (/en-us/federated-authentication-service//current-release/media/

fas-enable-tenant.png)

BEA DR

THFIORDTTTL—=2a > RXALV%HIBRT ZRIICMSP RX1 U %HIBRY % . BEXOFED
RELEFI, 7TFMAIFICFAS ZBMICT DR CIETETEF TN MSPICRKR XA UHEELAEL
R37-%. FAS KL X7,

Azure Active Directory > T IV > F >

2023F 7B L %, MicrosoftidAzure Active Directory (Azure AD) % Microsoft Entra IDIC % FNE
BLELe CDORFaX2BTIE Azure Active Directory. Azure AD. F7-IFAADADE
B lE 9 RTMicrosoft Entra ID%3E L £ 95

Citrix Federated Authentication Service (FAS) I&. K XA >&1iF#AVirtual Delivery Agent (VDA)
ANDI VI IIHAUF Y (SSO) ZIREL 9, FASIE. VDAICIA—H —FIAZEZRMTSZ LT
SSO%EXRBLFY, CDIAEZVDAIZFERL T. I —1—%Active Directory (AD) IZXF L TE25
LEY, VDALY IV AU F TR L. BEEEALTADYY —RICTVERTEET,

AD X Microsoft Entra IDEI CRIEAZ TV A—H—¢ Y Ea—4—0OmAIC/N1T )y RIDZE
F% 9 % Microsoft Entra ID (ME-ID) OREIF—MHTI, CDFEBETIE. FASZERLTWIIEE
IC. VDAt w > 3 VA SMicrosoft Entra IDADSSO% RIRY % =D ICHBAHBMEEICDLT
L E 9, ChiCkD. I—H—(EBEREE%A L TMicrosoft Entra IDTIRE SN 7 TV r—2> 3
VNETIERATEDELDICEDET,
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 Microsoft Entra IDDSSO% T 2 7-IC. FASICHERIAEBRIZIHNEDH D £ Ao
FASDt w3 VRIEFAZISHREDH D £H Ao

FASDEDN—2 3 > THERTEEXT,

FASEHR— T BVDADEDN—2 3 THERATEE T,

. J

Microsoft Entra ID SSOD AT, KOKRICFLHENTULWET,

ME-IDEBEES 1 7 VDAIE R XA > BINEH VDARNAL Ty FBIMEH

Yx—T R ME-ID &—/LL X SSO % ME-ID EERAE N — R EREE% &£
Bv3 B¥3

Active Directory 7 =7 L — ADFS T Windows 53if % B WS-Trust @ certificatemixed
> 3> % —E X (ADFS) I WMCT B IVRKRAY RDEMHED
TJITL—> 3 ViEH TWBZLZzHRT 3
H—RkN—=FT®ID7AON Y—RN—FT4 V1 )a—>3 Y—RN—FTq4 V1 )a—>3
AA—=ICT7TTL—>aVE VEERTS CfERTS

H

o« YX— K Microsoft Entra ID K X4 >z ld. 21— —E85EH" Microsoft Entra ID T{THO1N 3 R
XA THD. AT+ 7 Microsoft Entra ID s25FE N e HD £,

o 7T 7 L—2 3 Microsoft Entra ID K X1 > & I&. Microsoft Entra ID HEREE%= B DIGZFRIC D
AAL IR TBDLIICHEBBETNTWVWBRXALVTY, fzlE. ADFS ®H—RK/NX—F4 D ID
TAONAHE =R ETY,

« N1 7w REN VDA IZ. AD BINEHATdHD. Microsoft Entra ID BIiEH T,

R XA >8M&EH VDA

R XA >ENMEH VDA DiFE. Windows 3:EE (ERIFEEE Windows EREE X 7= 13 Kerberos & MEE
NTWE L) 2B L T Microsoft Entra ID AND SSO #3EIFL £, Microsoft Entra ID NDER
GEld. 2—H—H' VDA v 3 >AH S Microsoft Entra ID TRES NI T TV —>avicT
JERALIESICRELF T, ROKIE, SREAETALRAZRENMIRLTVET,
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Federated IdP AAD
or ADFS
N
A
4. Authenticate
! with Windows
4'. If federated, Authentication
2. AAD-protected | 3 cpq enge 6. Access Windowe
app is accessed with token ows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller

IEFEZEEMIL. Microsoft EntralD R XA VDBV R—S RTHEID T T L—2 3> THEIMIC
FH-oTERDET,

EIE I N 7Microsoft Entra ID R X1 > Dt v k7w FICDWVWTIE. Seamless single sign-on%z &8
LTS,

ADFSIC7 =7 L —> 3> & N7:=Microsoft Entra ID K X1 > DIFE. ADFSH —/\—TWindows:?
SEEEMCLED,

Y—RN—FToDID7AONAE—ICT T L—> 3> ENT=Microsoft Entra IDK X1 > DIBEE.
FEROYV ) 2a—> a3 B EELFET, SFHICOVWTIE. IDZONAE—ICERBVEhbELIEEIL,

R XA VBIBEAVDAICEH INTWARY Ua—>a3>E, N1 Ty REIEAVDAICH
FRTEEXY, 7L, FASZER L TWLW3I5E. Microsoft EntraID >4 JEH ~—2
> (PRT) I3ERINEFH A

N1 Ty RFE2IEAVDA
N T Uy REIEHAVDAIZ. AD X Microsoft Entra IDICEIEFHICEMLTWVWE T, 1—HF—HVDA
A4 >TDe. ROT7—T«4 777 bHBMERRETNE T

e ADUY —ZADEREED = DKerberosF v MFESEF7 v b (TGT)

 Microsoft Entra IDJ Y —XADEFREED =D TSI VEFHF ~—2 > (PRT)
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717__“|/_¢/3/DL\:|IE-U- l:Z

PRTICIE. A—H—AYEa—X2—0OmAICETIBEHRIAZEINTVET, CDERIE. BEIC
s C TMicrosoft Entra IDEERAET 7o X R > —TERAINE T,

FASIZVDAIZSEFRE X Bt 93 C & TA—H —%ER5E 9 5 7=®. PRTIEMicrosoft Entra IDDEERA
ER—AFADEEINTUVIIBEICOAMERTIT 9, ROKIE. BIATOELXEZKREMNITL
TWEd,

AAD Federated IdP
or ADFS

3. Authenticate to AAD 3'. If federated,

heorton L with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD A
with FAS user

certificate Domain Controller

A

Hybrid joined VDA

IEREZE¥MAIE. Microsoft Entra IDR X+ A EIEBEINTWAHh T T L — INTULBHIC
SoTERDFT,

EIE I N 7-Microsoft Entra ID K X > DIFE. Microsoft Entra ID CBAZ#R L £ 9, FFMICDL)
Tl&. Azure AD FEFHEAN—XDEREEDHIEZ B L T £ T L\, VDAIIMicrosoft Entra ID CBA%Z
A L T. 22— —DFASSEEBZ TMicrosoft Entra IDIC1—H'—%585EL £ 95

The Microsoft documentation describes sign in with a smart card certificate, but the

underlying technique applies when signing in with a FAS user certificate.

For an Microsoft Entra ID domain federated to ADFS, the VDA uses the ADFS server's WS-Trust
certificatemixed endpoint to authenticate the user to Microsoft Entra ID with the user's FAS

certificate. This endpoint is enabled by default.

Y—RKN—=FoDIDTOANAA—=ICT T L—> 3> ENT=-Microsoft Entra ID K X1 > DIFE
EERDYV ) 2= a3 VD EFEETDEEMEDLHD £9, IDTONAH—IE. WS-Trust
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certificatemixed T> RRA > b ERETINELHD £J, FMHICOVLWTIE, IDFONTIE—IC
FEIWLWEDE LT,

ERELR DIERK

C DEEETIE. Federated Authentication Service (FAS) % sEBE#RS (CA) H—N\— BT 570
DEEBBRICOVWTHBLET, CNSOBRDIFEALIE. FASEEIYY —ILTIEYR—

FETNTWEHA. FIETIZ. FAS HMEHET SPowerShell API B L £, COEEOVTN
W DF|E%EITT B81IC. PowerShell DEARMLEZNMKETT,

FAS CER T3 ocAt—N—%2ty +c7v I3
IW—ILZER - I3RET IMEIC. FASEIEO VY —I/IL2FAL TERDCATFASZ B TS £
ER

&< Edit Rule — O x
Edit rule "hello”

Template Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.

In-session use

Name Status
Access control Template available
Template available

Restrictions

Summary

< >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

EIRT 2 IRTDCAIE. Citrix_SmartcardLogonsEFHE 7> 7L — bk (F7lFIL—IILT:ERLT
VTL—F) ERELTVWRHRELRHD X,

FERALZVLWCAODWITNADBENDT L — 2R LTULWRLVEEIX. TDOCAICK L TEREHE
HELYy b7y T ITBOFIBEEZETLTLIEIL,
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TRTODCAICKH LT COY—ERXRZERT S OFIEZRITIZHEEHD FEA. COF

IE TR S NIcAGTEIAAZE . EDCATHERTE SO T,

FRSh3BFOXEE

FASH—N\—%EHDOCAY —N\N—THERT 3. I——BREOEMISBEBREINTLWEIART
DCAY—N—IZHEBENE T, £/, BTN TLBCAT—N—DWVWINHIHRE LTSS,
FASH —/N\—IIRI DRI A RIEERCAY —N—ICTIDEDHD £ 7,

TCP 772t XFBIC Microsoft SFEAEERE &= B 9 3

FAS & Microsoft CA [ DCOM Z AL T72 XL &E Y, DCOM (F7R— bk 135 ZfFERA L T
H—EXRV YAV LTWBRR—FZRELET, T 7F/IETIE. Uy XA2R— MIEBICE]
DHETHENET, CNIE. 7707 04—)EFa) T4 ZRETIRICEMSIZELTE S
BEMNHD £9, £D7=®. Microsoft (FERIR— ~Z BT 1%EEZ IR L TULE T, Microsoft
CA TERMIR— FZ 48 3 1C1%. Start > Run > dcomcnfg.exe %*3#iRL T DCOM
configuration /N2 )LZFE £ 9, Computers > My computer > DCOM Config = BRI L T
CertSrv Request / — RZRRL £J, XIC. CertSrv Request DCOM 7 U —> 3 >0 FO/N
T1 ZmRELEX T,
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CertSrv Request Properties | ? | X |
[ General | Location | Securty | Endoorts | idertty |

DCOM Protocols and endpoirts:

¥ Select the DOOM network protocol sequence that you want to
Jry  add Enterthe endpoint detals and click OK when you have

Protocol Sequance: | Cormection-cnerted TCP/IP

() Disable protocol sequence

O Use defak endpoints.

®) Use static endpoint EX

17 Use irtranet range of dyramic endports.
() Use intemet range of dynamic endponts.

(o ] [ cme ]

Endpoints ZZE L THHNIY FRA Y FZ2ZERL. TCPR— +ES (EEDTZ 71 v I T
900) Z#8%E L £ 9o

COPITIE. T7AT7 74— I)LIF/R— F13587KR— FO00Z AR T BIMENHD £,
TEZBEAT BICIE. MicrosoftsFPAERE = BHiicE L * 95

DCOMIFRPCR— M135Z AL TSI —> 3 VEREEF OO FASH—/\— (FT7IFFEHE
MEZERTIMOTTY) ZREITIDEIEFIHD FEA. V517> FHDCOMZFERT 344
BELHBHBE. H—/N\—LEDDCOM RPCH—E RIZEF L. FEDDCOMY —N—ADT7IEX
ZERLFI, CnUSLD. R— 1900 (COFITIF) HELN. DCOMYP—N—IFT 517>k
ICEDR— bADEHRZEIRTRLE T,

A—Y—RIREZ=MERT 3

FASH—N—WTI1—Y —ERENERERINB L. I—F—DO5F VBRENABICEES N
9, UFOEs > 30Tl B—FLI3EROFASY — N\—CTCNERRT 3 HEICOVLTHE
LET.
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Active Directory1—H'—D U X N EEFT 3

UTDHIICRTLSIC ADEIIT) L. A—HF—DIURbET 71l (T ZIE. csvI 71
L) ICRFETBET. SERAEDERZHETET XY,

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser (&« A—H—DUIrZI T T2HDZRENZIATV LY bTY, EEDA
ICI&. UserPrincipalNameZz#F5. 7HU > b XT7—2XH Tenabledy OA—H—DH%Z!) X +
TR1HDTAILEZ—FIHHAIZTENTVET,

SearchBase5|#i&. ADO DR TA—H —%REITEINZERKDIAAE T, ADRDOITRTD
A—H—%EHVWSREIE. ChZEEBTE X

COVTVIRZHROI-—F—ZRIAIEEDDHD I,
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CSVIFRD L SICBD ET,

Bl user_list.csv - Notepad

File Edit Format View Help

"UserPrincipal Name"l|
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FASH—/N\—

UFDPowerShell 27 ) 7 M. BENICERENI—H—1) A b 2R IFTWD. 21— —5IERE
DR +ZERRLET,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv

foreach ( $user in S$users )

$server = Get-FasServerForUser -UserPrincipalNames
$user .UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover

-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
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$rule"_Definition" -Rule $rule

FASH—N—DE#H 2156, BEDI—H—DIHRAEIR2BEMINE T, 1DIEX1 U —
N—T. HbI12FT AN A—N—Y—N—TERINF T,

COFHIDRT ) T RiE. Tdefaulty EWSEBIDIL—ILICRELTWET, BEAZIL—ILE
(5] : Thello] ) ZFERALTWVW3EEIE. RZUTFAD $rule THEZTELTLLETI L,

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default g W

Summary
hello g W
IRule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

FASZGREEASE D E#T

FASA—H—I|CHER® 522 k<. FASERHIBAZ2#EHTETF I

FASEEI>Y —ILOfER
o« TLUVWFASHEGRIIFAEERZ AR T BICIE. BERBEZIVvILET,
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% Citrix FAS Administraticn Console - connected to localhost

Initial Setup |Rules | Advanced

Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Am authorization certificate is configured.

Deauthorize this service.

o Createarule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if yvou wish to use this FAS service with Citrix Cloud.

— O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect

CATERZFHTHER T DHLEDNHD FT, FHFMICOVWTIE. 77— a EEY—EX%Z

AT 2ZEBRLTET L,

o FTLWESRIIRAZENER S ND & FASIZZENA X LI —ILICEERITFSENTUVWARVWI &R
LEd, FTLWESRIBEZIIL—ILICEEEMIT3ICIE. BRZEFZzI Vv I LT,

&4 Citrix FAS Administration Conscle - connected to localhost

Initial Setup | Rules | Advanced
Complete these setup steps:
o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.
o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

= O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect
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PowerShellD{EMA
RO — 2T LET,

1. AEPEFBAZE%#1ERL L £ 9 New-FasAuthorizationCertificate

2. ;L WEEREFFAZ MGUID%. Get-FasAuthorizationCertificate IC& > TOREINBZ EHD

ICXELEFY,

3. FTLUWEGRAFBAE# 3T L £ J: Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

4. HUWAEIEIFAZEZHIPRL £9: Remove-FasAuthorizationCertificate o 1—H—D7 %
T4 ETADHRETENARUVKLSIC. DeleteUserCerts $false option ZHEHEL T T

(A

FASODEREEARER ¥ FASSERRZE D HIFR

FASEEIO>VY—ILOEA

« Deauthorize!) > 7% 27 1) w2 LT, BEipilBAZZHIRLE T, IRTOIA—H—IAEC T
RTDOIL=ILZHIBRTEEXT (750, SFREZR VDT ITB1DICHNBTIEH D FHA) o

& Citrix FAS Administration Console - connected to localhost

Initial Setup |Rules | Advanced

Complete these setup steps:

0 Deploy certificate templates

T S —

The required templates are dg
&4 Deauthorize Service x

o Set up a certificate

This operation deletes all authorization certificates from FAS.

The authorization templates a
Are you sure?

Click "Publish” to publish the {
Yes, delete all authorization certificates
Also delete all user certificates

o Authorize this servic

An authorization certificate is Also delete all configured rules

Yes, I'm sure | want to deathorize

I Deauthorize this service. I

0 Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

= O

>

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect

e JL—ILZHIBRLAEWSES. B CTFASZAR TR L EEARTINE T,
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X

&4 Citrix FAS Administration Console - connected to localhost = O

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

0 Deploy certificate templates Deploy

The required templates are deployed in Active Directaory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service Reauthorize

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.

Q Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

COESIF. AREEAEN X LI —ILICEEFITFON TV AW £ Z/R LTWLWE T, Update the
configurationz 27 1) w2 LT, L WASRIIRAE % )L —LICEEERITE

PowerShellD{EH
AGREIAAZE ¥ A — ' —ERRAZE ZFHIR T B ICIE. RDPowerShell XY REFEAL £,

$AuthCert = Get-FasAuthorizationCertificate -Address localhost

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

Get-FasAuthorizationCertificate |&. Z&AGREEFAE C REPDEAREFAZSERD ) X
#IRL %9, Remove-FasAuthorizationCertificate ICEDHIIC. $AuthCert DEZIE
BELTLEETL,

DeleteUserCerts /N X—AX —%falsellRET 3 . EivitFAZZHIFRL. 21— —iIRAE%R
FRIFTETET,

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

-DeleteUserCerts $false
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O 01—t —5iRZEIE. VDAY 1 >1 LUty > a VRNEEAZ Y L TFASTS | K EH
TEFXY, CNlF. FASESRZEH T BBICRIIB XY, sFMICDOVWTIE. Renew FAS
authorization certificate] ZZB L TLET L\,

o A—H—FFRREIIRDLSICHIRTE XY,
Remove-FasUserCertificate -Address localhost

ZDOARXY RIF. FASH—N—DS5ITARTOI——SREXHIRLET, 20T > RiZlx. Hl
RENBJEBEEDLY b E T IILEZ—NIBTDIA T a B ET,

r

FASHARERA FL—U W BERBEIFDA—Y —FIAEZHIBR T 2 . BBETIF—RT7HH|
BREINET,

754 V&R
FASEGREEEAZ . PowerShellZfEFLTA TS5 Y TEKRTE XTI, ik, SEBRKENA > S
1 VARREZELERZB L TAGIAZE ZRITI B L 2B TR VERBICEL TV E T,

1. BIEOYVY —I)L%ZFER L TYEFASIERZ1T O BIE. RIID2DDFIEOAHA%Z7T LTLRES
W, TEIF&TF>7L—boER) ¢ TERR#Eoty c7v ) TY,
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w4 Citrix FAS Administration Console - connected to localhost — O

X

Initial Setup |Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on: djw-dc.djw.local\djw-djw-dc-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certificate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

2. FASH —/\—TX®DPowerShell ¥ KRLw btZO—RLZFT,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1"

3. FASH—/N\—TX®dPowerShell AY> KL v cEANLT, F—RT7ZEML. SIFAZELE
KREERL 95

$AuthCertRequest = New-FasAuthorizationCertificateRequest -Address
localhost $AuthCertRequest

CNICED. ROBRMNMFSNET T,

#& %R (/len-us/federated-authentication-service/2511/media/result-new-fas-auth-cert.png)
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r

EFHEINF—RTOTONT 113, FASERFT—HBHICL>TRESNE T, FMICD
WTiE. TFZ14R—=bF—0D1REE) (/ja-jp/federated-authentication-service/2511/config-
manage/private-key-protection.html)Z S L T £ LY,

. J

4. FFFAZEERZ T X7ICIE—LE T,

"$AuthCertRequest.CertificateRequest > c:\temp\authcert.csr

5. SEBAEZEER T 71 J)L (ZDfFITldauthcert.csr) ZEERAMRIICIRTR L. BXRZASE L T, IAE
IEZBFLED,

RD5DDFIEIF. Microsoft EnterprisesEFAREEDERICFHBEDHD T, MDCAICDWLT
IF. CARYA—ICEVWEDE THEEZITTIIET WL,

o FERAREEE —/N\—T. FEEBAET > 7L — FMMCRF v 1 > ZEML £9,
l'Citrix_RegistrationAuthority_ManualAuthorization] 7> 7L —krZHJ v L.
IFo7L—bOERE) ZFRRLFT, 2 YT72BRLI T, LAICEMHRREZE

BELFX9, COFITIE. &HEIIXOfMine RAT. BXERII2ETY,
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Subject Name | Server | lssuance Requirements
Superseded Templates | Exdensions | Security
Compatibility | General | Reguest Handling | Cryptography | ey Attestation

Template display name:
|Ofﬂine_HA

Template name:
Cffline_RA

Validity period: Renewal period:
| 2ffyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ ] Do not automatically reenroll f a duplicate certificate exists in Active
Directory

o WAL/ Y —/N—T. REEB/MMCRF v TV %ZEMLEY, SEAETVTL—bZ2hHY
Dy LET, MRZRRL. RITIBARETVIL—F2o Vv I LET, ERLLE
TUTL—bhZ2ERLE T,

o FASHH—/N\—®DPowerShell AR ROV MIUTZ AN LT, GFAZERXRER%ZEE
BISEEL £ 9.

certreq -submit -attrib "certificatetemplate:<certificate template
from step 5a>" <certificate request file from step 4>

Bl

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:
\temp\authcert.csr

RIOARY RZRITIB L. ROBRIPIRTEINE T,
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PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-UE2D-UBSB-9LUFA-C25L192D09C6}
ldap:

COBRAT, BBIEBVR NI VY RIDBRTEINZZEDHD XTI, COFDERAEFT
IZ. DCOM (k) HTTP (F) OmADEERINEICE>TWET, FIARELRISZEIX
DCOM%ZEIRL. OK=Z w2 L X9,

Certification Authority List ? x

Select Certification Autharity

CA Computer
dijw-djw-dc-CA (Kerberos) djw-de.djw.local
Edjw -djw-dc-CA {Username) https://djw-dc. djw Jocal {djw-djw

REIEMEEIND . ATV RHET L. RequestiDARIIEINE T,

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-LE2D-LUBBB-9UFA-C25U192D09C6}

ldap:

RequestId: 358

RequestId: "358"

Certificate request is pending: Taken Under Submission (B)
PS C:\> |

s BEEBY —/N—T. FBIABMMCRF v 71 Y OREBHRDER% V) v I LEFT, BEXID%
BOIT%d,. . BRZzHEIU v I L. BITZERLEF T,
BITSNIEIRE / — FZBIRLE T, BITSNLBEZRDITET (BERIDA—KT
BRENNHDEFTY) . sEAEZHXTILIU I LTHEEY, Bl T Z2:E8RL T 75
Z7AINICAE—%E 0w I LET, BEIAEOIIVAR— b F—FRAEHLFT. R
ANy LET, 7Z7MIILERICOVWTRDA TS 3>z ERLET,
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Export File Format
Certificates can be expaorted in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {CER)
() Base-64 encoded X.509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

[]1nclude &ll certificates in the certification path if possible

() perzonal Information Exchange - PKCS £12 (,PFX)
[ ]indude &ll certificates in the certification path if possible

[ ] Delete the private key if the export is successful
[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

R IEES X v — B XAZEE — PKCS #7 SEBHZ (P7B)»*ThH D, AIgETHNIX. SEEHDI/N
ACHBINRNTOAABEZSHBINERETNTVIHRELRHD X7,

6. TVRR—INFEBET 71 ILEFASH—N—|COE—L £,

7. FASH—/\—TXx®DPowerShell Y > R L w FZ AL T, BEREEGNIAE #FASHY —/\—(C
’f \//—J-:_ I\ L/ ij-o

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile <Certificate file from step
6>

£l

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile C:\temp\response.p7b

CHOOARXVRERTITR L. ROFERMNESNET:
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FASEGRIIFAZE D 1 >R — M EE (/en-us/federated-authentication-service/2511/media/import-

fas-auth-cert-response.png)

8. FASEIBO YV —ILZmEELE T, FASHESETNTVLWARZEHARIRIINTWVWSBIEZT T,

1 — B X %z #&E8(/en-us/federated-authentication-service/2511/media/fas-admin-console-

authorize-service.png)

CDY—EXZERBATY TOEIKEDF TV IR —IDRRINE T,

9. IL=ILZER L TR ZHITL X9, FFMICDOVTIE. -z T 5=28RLTLIET
Lo

BEES R
e 1A M—JLEIEBRDEEEIZ. FASDTA VXA M—ILEBRICETZEER) 7 7L VX TY,

s —NBTIT L3 A —EXRERIE. BR7—FT77FvORFICTEHSNATL
9o

« TOMDONIY—FIRF. BSEBBROLEETENTINTVET,

WERDRE

IEC®IC

FASEERRZE 3. FASH —N—LEDAHAAHT —ER—XITREINE T, FASIEHZICEEMITS
NIEWERIE. FASH—N—DXRy hD—IHF—EXT7HO Y FDOTICERESNE Y, 774K
Tl F—IFIT I XR— AR D2048E v FRRSATH D . Microsoft Software Key Storage
Provider CER & S O RESNEF T,

FAS PowerShell 1< > RPowerShell Y > R Lw hEFERT 2 . WEBRBOTONT« C1REFS
FREZBETETEY,

FASOH#ER L EEFRE IZ. FASH—N—ICO—RIIICRESNE T, T—RIFFASH—/N\—F/H
THEINFHEA,
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Citrix Virtual Apps and Desktops 2411 & DHIDFAS!) ) —X Tld. MEBRO 7O/NT+

& %programfiles%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config. (Cd %
XML 71 ILZHRET 5 E TR SNTLE LTe ChidPowerShell IV Y FICESHRI 5N
& L7co PowerShellAY Y Rid. KORBMNHO. FASH—N—ZBEBETICERATEZXT,
TSI XMLTZ 71 ILDORE CIFEA D, PowerShellz /A L TITHONT-#E/RKIZ. FASH —/{—
N7y FITL—RENTHEFINE T, LD >T UTOREICHT BXMLT 71 L=z ER
L7cBRIE Y R—beha<<ab i LT,

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp
e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength

[Citrix Virtual Apps and Desktops™ 2411& DBIOFASN—2 3 > h 6o D7y FIL—K1 Ot
a3 EBRLTLEEL,

FASEEFAE Y T 7L — MCET 158

FASHMFIEF ¢ BEFRRZEICII2EEH D F§, BELIDDA VARV A THIERBEZ L, 21— —
SERRE T,

FASHGRERRE X, ERBEAZIIERI—2J x>k RA)IHECHFINZ ZHHD
95

FASIZ. SERREZEKRITBBRICARET VL —hZERLE I, CNUIDOVWTIE. ROtEI> 3
VTHEAL £9, FASIFFRAEERTT Y IL—hEZEBELF TN TV — FORBIFH:H
WO FEHA. LD 2T TUTL—rOREZEELTH. FASHITSFERRZEERICIIREL &
Bho TVTL—FDREDTONT A ZEEIT B L. CAICK>TEMTNBAREBICKELR
T TcEZE TUTL—h R L TENEZEETEXT,

FASHEREIRAE
CODIEREZE L. FASEEBH TS FICERINE T, FASEEIO VY —ILOEBE-ISBERRA
VaEFERALT. HTLWESSEREZEKRTE XY,

PowerShell ¥ > RZFEARAT R CDHAEET. CHUICEDFREMLA R LEL £,
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* New-FasAuthorizationCertificate : TV Y RIFFASEIEI VY —ILEERKICEIEL £
ITH. AR TOCATHERTZIAHEET VL —FZIEETET2aNBAD XTI,

* New-FasAuthorizationCertificateRequest : CD IOV Y Rk, EERERAED T 757 FE
REERLET, 77510 V&R

AGRIEBAE S, FASH BRI L THEL. 21— — IR > TAEEEZEKR T 578, RASE
BEZrHEINZ e HD 9, COHMRAZICIK. ILEF—FERAEEREERTI -V MY
HD. FASI—H—FFAZ R BER T 3 BOFEBERBERE LTEATEEX S,

T ETIE BRIOCRIEROT>FL—rEFERLE T,

* Citrix_RegistrationAuthority_ManualAuthorization : CDT > /L —bZERALTHE
B ENIEERZIE—BNTES TH D, ZRTOCRZ T—FIFZ v 7T 31DICERIN
9,

« Citrix_RegistrationAuthority : CD7 > /L — %= fERAL TER S NI-EEEEIZEWE
AR FASH—N\—ICL>THREINZE T,

FASZHER I % & RDFIENRITEINE T,

1. FASIEF—RT7ZER L. F—RT7OHA#EET>FL— K
Citrix_RegistrationAuthority_ManualAuthorization %#3#§7F L C. SEEASELER
(CSR) %ZCAIZEE L £ 7%

2. FUTL— FORETFEHETIZ. CSRIZCABIEE|ICE>TEHTERININELRH B LISTE
INTVLET,

3. CABIEEENCSRZEERT B . CAIFFASHEYF I DEFAERER L £9, CDIFAZDERN
ARSI 5 L. RORATY TTOMEBINE T, FRHINZ . FASISZDIERAE
F—RT7EEELET,

4. FASIFRIDF—RT7Z1ERM L. 2BEBDCSRZCAICEEFELEX T, CDCSRTIEF. COF—RY
DB Y T>FL— b citrix_RegistrationAuthority I EELFJ, CDOEKRIZ. FID
27y TTHELIEEERAEICL > TEESIN. BEETINET,

5. CAIZEFMICEEREEZHIT L. FASIZZDIFAEZEIREL £9, CNICKD. FASIIEERAH
DREEICHED FT, T T A ETIE. COEEIRAZOEZEREIZ2ER T,

ANRD F —RT DIERRICER T NIEREIX. RDPowerShell IX Y FZ2ERALTERRTEE I,
Get-FasKeyConfig -Address localhost -CertificateType ra

FAS1—4'—EIRAE
FASIZ. 21— —%VDAICHA VA EE3HICI—F—BREXERLE T,
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FASHI—H —SERREZER 9 D BRICIE. RDFIENERITEINEX T,

« FASIZF—RT7Z1EHK L. CSRZCAICEELEXT, CDCSRTIF. F—RTOLFHHE. 1—
H—DID. BLXUVTT7FILNTT>FL—b citrix_SmartcardLogon ZIsEL X9 (FH
TNBTUTL— MIBHATEETY) o

» CSRISFASHAGIIRAEZFERA L TERINE T,

e Citrix_SmartcardLogon 7> L — MCIEFEITEMH Application Policy: Certificate
Request Agent DD F9, CDEMIIFASEEIIAZICERET 578, CAlFI—H —3EA
ExEFNICEITLED

« FASIZEERAEZEUS L. FAST—N\—LDEAAAT—ER—RIRELET,
« 774 LTIE. SERRZOBERHEIZLER TS,

ZO%. 1—Y BRI LY —EY 1 1 VLB HICVDATRABIREICARD £ 5,
AR D F — X7 DIERRICER ST NICEREIF. RDPowerShell A Y FZERALTRRITE X

Get-FaskKeyConfig -Address localhost -CertificateType user

MEBRDOREA T3>
FASIE. ¥—R7Z3DDATIVDRA L —JIZERB S MRET DL SIS TET T,
« VY77 U7 @E. Microsoft Software Key Storage Providerz{FFHL £9, NIV 7~
DITDHTHRESN. T—RIET1 XAVICFEFEINE T,

* Trusted Platform Module (TPM): TPM{d. A2 Ea1—2—LEOYIEN—R T T 7 TH3H\
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T T7IRENHDEFT

N—R Iz 7TPMIZI—HY—F—ICIFHEEINFEFET A, AFAEEXF—ICOAKFTPMEFERHL
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Get-FasKeyConfig -Address localhost -CertificateType ra

A—H—FRREZ BRI BRICERATNIWERBNEZEUF T BICIE. RDELSICLET,

Get-FasKeyConfig -Address localhost -CertificateType user
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PROV_RSA_AES 24
ZBRLTIET
L. CSPZEHD
HSMZfER L TH
D, HSMARY X —
HRIEIEE L& WR
D, BiC24TH3
BEDHD ET,

T 5|C. Set-FasKeyConfig (. BELE. UTOXA Yy FEEBITFERTEET,

7239

-UseDefaultSoftwareProvider

A

Provider Z0/\7 - % Microsoft Software
Key Storage Provider |[Z. KSP 71 —JL K%
true ICEREL X T,
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-UseDefaultTpmProvider

Microsoft Software Key Storage Provider (.
HICEAINZ 7ONARZ—TT,

S&"

B

Provider /N7 %Z Microsoft Platform
Crypto Provider (. KSP 7« — )L K% true

ICRRELET,

BE. T4 RV LICF—ZFBELVOREFET B 1

Microsoft Platform Crypto Provider (3. B&. TPM ICF—ZERE L NRET 2 -DICFERS

hé 7°I:|/\“’f§—f“3-o

Get-FasKeyConfig |&. D 7ONA A= 7T X LDMERINTVWEI D ZEET D DICE

TDOT74—ILRBIRELET,

Z14=ILE

IsDefaultSoftwareProvider

IsDefaultTpmProvider

7LD X Ls

Reset-FasKeyConfig Zf#MAH L T.

B

true DHE. F7ANAE—H
Microsoft Software Key
Storage Provider |[CEXE &
i KSP 7 —JL KH' true
ICRESTNTWBZcZRL
x7,

ltruel DFBE. FONA
A —7h TMicrosoft Platform
Crypto Provider] (ZERE S
fn. TKSPJ 71 —JLEA
ltrue ICRETNTWVBC
tERLED,

TRSAJ |E. RSAT—HMERL

T3 czZRLET
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T4 1% Tfalsel] TY) o
FECC) (3. ECCHF—hME
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BEZT7AIMIRIZEDTEE D,
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Reset-FasKeyConfig -Address localhost -CertificateType ra

Reset-FasKeyConfig -Address localhost -CertificateType user

WE+ —H#8H ( set-FaskeyConfig X7zl Reset-FaskeyConfig ZfERH) "DZEE(X.
LLERCNIEERREICES IBREINE I, 2L, BR2EROBMGFEOASIAES &
OaA—H—fEREICIIEEL £E A

\

BIfZDFRRZE IZ. BIEOYY — LD BFASTY —E X & IEEERIC T B H. FASDIEFAES ¥ FASEFEHE
DHIEDPowerShell AX Y REFERALTHIBRTE £ 9,
HEOI—H—F—BRICENLEVWF——)LAOEFIER TN —ITIARTHREINE T,

B> 7 1) DR

EZHTIE. BFEFEOBEIIEREEDORESZZITHWV0H. FASH—E XZ AT T IHIC. 1BH
SN TULBPowerShell =R L TF—EBHEREL TS,

ROTcF — B DAGREAE 7232 —Y —ARRENBLICH 5358 1E. FASTIRAZE DIRE EFASD
IERER L FASTEBE DM THIR TS £ 7.

FASH—N—D S 7BHEICHZHEEIE. BREEZITOM. XVTFHFVRE—RICTE%E
B LT REVWAYTFURE—R,

1 - $RTDF—%Microsoft Software Key Storage ProviderlCfR1E9 %
CNET 7 AN ETHB70H. BIMDERIIBEDHD FH A

LENCF—EBREZE L5 EIE. KoY > R%Z#H L T Microsoft Software Key Storage
Provider DfERICR T N TET XD,

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultSoftwareProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

Reset-FasKeyConfig % {#H L T Microsoft Software Key Storage Provider [CRL. T 5IC
MOIRTOF—BEREZT 7 AN MMIETTEET,
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fl 2 - BREFEEFAE X —% TPM ICRTET B

CDFITIE. FAS SREEEERAE X —% TPM (B X 72I3RAE) ICREL. I — —FIREx—%
Microsoft Software Key Storage Provider ([CfR7FS 2 HEZ R~ L £ 9,

FAS |X TPM TRESNF—ZHF DDA —IAEZERTT X IH. KRELEBHETIE TPM
N—=ROTT7HETEFLD, A IHDEIRINID TEEEEEDHD £,

XD PowerShell Y > REFERL X,

Set-FasKeyConfig -Address localhost -CertificateType ra
-UseDefaultTpmProvider

Set-FasKeyConfig -Address localhost -CertificateType user
-UseDefaultSoftwareProvider

fl3- I RTDF—% HSM ICRTET B

CDFITIE. HSM Z A L CERAFEIRAZ C A — Y —fEFE O A OME X —Z2RET S HEZ T
LExd, COBITIE. BEEAD HSM ZHiIRE LTVWE T, HSMICIZFONARZ—2hH D &
9, e ZRlE. HSM Vendor Key Storage Provider 73 & T,

XD PowerShell XY RZzERALEFT BIOTFX % HSM QO FONAHZ—DEBDOHFITE
IR TLET L),

Set-FasKeyConfig -Address localhost -CertificateType ra -Provider "HSM
Vendor Key Storage Provider"

Set-FasKeyConfig -Address localhost -CertificateType user -Provider "HSM
Vendor Key Storage Provider"

Al 4 - FEMER*F—ZERT S
T 7 A BETIE. FASIZFRSAFXF—%4ELET, CORITIE. FREEEERAE r 2 —H—3EBE DM
FICFEFHhEE (ECC) F—h BRI N TV E T,

CORBITIE. BEBB3F—ReEALTVWEY, REAZEIE384 EY FF—THEREN. 11—
H—EEEAZEIF 256 B b F—THEEEINTULE T,

Set-FasKeyConfig -Address localhost -CertificateType ra -EllipticCurve
$true -Length 384
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Set-FasKeyConfig -Address localhost -CertificateType user -EllipticCurve
$true -Length 256

DR TIE. FASEIRAE TV L —bOBRNF—HF AN T T FIL T 1024 Ew MIRES
NTWBT®D, SREP LV A—F—EAEERD CAICLE > TIEEINBAIEEDLHD £ 7,

LD >T. COBITIE. 7T L—rDRNF—HAIZRDEDICEETIHELNHD XY,
 Citrix_RegistrationAuthority ManualAuthorization and
Citrix_RegistrationAuthority : &/N\F—H 1 X%384 (F7/IFZNUT) ICEELET,
e Citrix_SmartcardLogon : &/NF—H 1 X%256 (F7IEZFNUT) ICEELEXT,
TUTL— b ZiRETBICIE. mmc.exe ZEHITL. EEABTVTIL—bXF v TFAUZEMLF

o TVIL—FrZERDIFIT 207ONT1 Z2HEEF T, RINF—H A XDREIF. 7> FL—
o Z7ONT 1 OEBILZTICHD £9,

ECCx—%#HDI1—4—5FEAE(X. Citrix Virtual Apps and Desktops 2411Lp&%# 1T L TL
ZWindows VDATDAHR—FENF T, ECCHF—IdLinux VDATIFHR— I TULEHE
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Set-FasKeyConfig AV Y RIF—EBDRIAZITVWE TH. ENLRF - ZTRET D C CIIKA
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Test-FaskeyConfig AY Y RHAMRIIB XY, CHIIIREDOF—BRZFER L TF—RT7DIER
A BRINFISKBERSLE T, KB LIBEIE. TOEBANREINET, RLIEEE.
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ZXDPowerShell Y > Rid. #FNENEit 1 ——F—EBlZzTXAMLE T,

Test-FaskKeyConfig -Address localhost -CertificateType ra

Test-FaskKeyConfig -Address localhost -CertificateType user

© 1997-2026 Citrix Systems, Inc. All rights reserved. 77



JITL—Y3VEEEY—EX

FASH—N—7%ZER L. L= ZER LTS RDESICI—H—FAZEDT X FCSRZEMT
ERLTE X 9o
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Get-FasAuthorizationCertificate -Address localhost -FullCertInfo
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JanaK— Foxz77ONAE—ICE>TRETNTULE
ER

IOV I N IS5y 7 x—LBESt7O F—IITPM (WPBF 7= 13MRAE) ICRESNE

/\"fg‘— 3_0
HSMAR VA —F—X ML= 7ONAE— F—IIHSMICRESINE T (COFITIE. N
Cllory; >R —O70O/N1 2 —IZHSM Vendor Key

Storage Provider WS &BITY) o

© 1997-2026 Citrix Systems, Inc. All rights reserved.

78


mailto:user@example.com
mailto:user@example.com

JITL—Y3VEEEY—EX

A—H—IEAZDIRE
FASH—N—ICFx vy v aTNTVWBER3IRTOI—H—FRRAEZED X M EXROLSICBIETE F
ER

Get-FasUserCertificate -Address localhost -KeyInfo $true
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O REHADEERRE 7 4 —JL RIE. PEMI Y d—RENf-2—%—3FHETJ, WindowsiEBB
EGUIZER L TEEBEZRT I BICIE. TF XA b%E crt Z7J)LICOAE—LE T,

avY R B
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L— R UBIOFREIZTITARNTXMLT 7 ILICIFEIELARLSAGD, XML7 71 )L THER T &
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4 Citrix FAS Administration Console - connected to localhost - =] x
Initial Setup | Rules Advanced Maintenance mode is ON Connect to another server  Refresh
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Set-FasServer -Address localhost -MaintenanceMode $true
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TIL—T1] DA N—IF. FASHERZZRICFHEITE XY, FASHEMISEYICHRFT2HRENRHD
9,

PRIV IORN=FYvINTIVr—2a>X ShIYIIN—F+
VTR by, ELUVDATEE

FASDO{ERAIZ. Delivery Controller & UVDABBED X a2 Tr ETILZEEL FH A, FAS
D TERBEER/N\> I IXBIC TActive Directory/NX T — R | #BZRZX Z1EF1EHS5TY,
Controller$ K UVDABIET IL—FICIE. BETEI 31— —DAZIDIVENHD XTI, BE
BLUVARY OV ISR T IHENRHD X,

— R WindowsH—/N\N—DEFal) 7o
IARTOY—N—IERLEICNYFHERIN. BEDT 7147 04— ILELVTATILATEY 7
FoO T T7HFABRBETHIMNELRHDF I, tXxallTa LEEBRAVISAMSIF v —/N—
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JITL—Y3VEEEY—EX

& YEENICREBISFAICRE L. T4 RIVBSILERBIS Y OX YT F U RF T2 a3 vIsE
Bz SuELHD T,
BEEELUIRYFOTIE. VE— I VICRRIRETIVENHD T,

RDP7 7t XlE. FRISNI-BIEZICRE T IHNELHD £, Citrixld,. I—H—THT > k.
IR SO R XA VU EBBEET7HI Y MINLTANY—FA—ROT AV EHRELTULE
ER

EFIERLERE (FIPS) OYR— bk

FASIZ. FIPSXSWindows > E 1 —4 — CFIPSI&EIEEARBESL 7L X L= FERBL 7,
F—DREFICTPMFE 72 IZHSMZEFER T2 & S ICFASEH#ER T 215E1E. FIPSEMIBHRICDOWLT
N=ROTT7RIA—=ICEBVWEDLELTETL,

BENEER

o 1> ;=)L &1 (/ja-jp/federated-authentication-service/2511/install-configure.html)(&. FAS

DAVRAS—ILEBRICEETBEERV T 7L AT,

e FASY—FT U Fvlid. B —* 77 F v (ljajplfederated-authentication-service/2511/
deployment-architectures.html)DEEE THEN TN TUVE T,

« TOMD ThTY—) BFEIE. RERBBROLETBNTN TV,

NTA—=IVAAI I RA—
FAS ICI1E. BEEBHFEMNONT -V RAAT 82—ty bHEENTULE T,

O—#1 354 X &N izEfR(/en-us/federated-authentication-service/2511/media/performance-

counters.png)

ROFIC, FAEIRRBHY 2 -2 R L ET. FHICHZSNTULARWLERD, FhU 22 —(310%
CEICEHINE T,

211 BLEE
FIFERREERERI U EROLIDEOT—2%Z &AL THHEEI N

AR EREROFHHEE (S UME) .

SEBREH Federated Authentication Service IC&>TE&E
BINTWVLBIIRRZEDH,
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JITL—Y3VEEEY—EX

E2Y:1I B
173 B 1D DIAEEREREK EROLIPEOT—2%Z#HA L THHEEI N

Federated Authentication Service IC &k > T149
HIEDICRITINTGIAZEERERDE,

ERFEERRE ERE R Federated Authentication Service |Z & > TAL
BINTWSFEBIEEELERDOH,

T=ILE—# AEAEBRERICEATES. F—7—ILK
DERIERENTF—RT D,

lﬁj\%TCDO)%’E{%A—'—?ﬁ«E 717_[/ /3 /DL:EI.I-.E-U- tZLJi’)Tlﬁj\%
12D ICRITEINDEREMWE F —1R1EDH.
CHFFIDIPEDOT—RZFERLTHESN
x7,

v ari JxTL =3 iR —ERICK>TEIE
NTWBVDAtE Y>3 > DO,

E/ih/EaRLANIL JxT7L—a iREE—EZXD IS H=DIC
ZITANSNZIAZEZBRERODERN 5D
BEORBEHD, REHDIE. 51019ED
T—REFERLTESEHINET., B8
) LESWMEZBZRZ . RSN T7 T
XlITRI by TORBHKKT B EN
HO x9,

WindowsA7 A > OBEBO LS TINa—Fa > F
CORETIE. 1I—H—ARAEE T — FH— R, 53 WEZOBAEERLTOSA Y

I BBRICWindowsh Rt 2300 e T —X vt —JICDOVWTEHBRLEY, cnsoddid. 3R
MOKRHE S TN a—T0 VT T21-DICERTETERERERHELE T,

SIAEC BB VISANSIFV

Windows Active Directoryld. AJ 74> ¢ 21— —DiIFHEZEE T 2 EHDIAZE X b 7 Z{x
BLTULWED,

o NTAuthZEBRE X b 77: Windows|CEREEY B 1CId. I —H —SEERE Z EERIT Y SEAKE (D
E0. FI—VIFPR—FINTUVEHEA) ENTAUthZ FTICEEET ZRHELHD T, Th
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SDIFREARRTT DI certutl 7OT T LDERDELSICATLET: certutil -

viewstore -enterprise NTAuth

s L—rELUPREEHASEA M7 B8, FSAEOJ 42 X T LIRE—OIAE LMMRHET
BWeH. Fr—UPMEEINTVBREGEE. IRTOHMBEEASZEI M7 ‘L.‘Ett_hbo)n.[EEHEb\
FENTVWBIRELNHD £9, IL— FEREREEINLIL-FIMT7IC. REIS2EBD
SERAZIENTAUthR R 7ICHZBEHH D £ 95

« OJ# VitERBHERIEEE L 7 )L —F R > —: Windowsld. EKUE &' EDDIERER)
S—DIRFEZ EHEI T DK SICHEETEF £, Microsoft D RF a2 XY FEBBL T /I
<https://docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows-

server-2008-R2-and-2008/ff404287(v=ws.10)> .

LSZXRURYS— ShER
AllowCertificatesWithNoEKU \EHICT B . AAEICIIRY—bA—RO
J 7 > OIERBEHE (EKU) BEENTVDS
REHRHD XY,
AllowSignatureOnlyKeys T 7 # )L L TlE. WindowslZRSAE St % 5F

BILBVEEREOMERZRFRALEX T, COF
T2avi3ED T 2—%= LEETLET,

AllowTimelnvalidCertificates T 7 # )L b Tld. Windows|ZEBFRYIL D EEER
EEBALET, COATFTaVIZFEDT 1)L
R—E FEZTLET,

EnumerateECCCerts BFRRIREREEZ BRNIC L £ 9,
X509k > M HIRE SEEREIC—Eoa—HY—T) I NILE

(UPN) 73‘ ihfb\ﬁb\iﬁ . ¥rigEns
d—H%—|IWindowsOF 4> 7ho > b &F

BTIEETETFY,
UseCachedCRLOnNIyANd, KWFzvIo=EENCLET (FXr>aY
IgnoreRevocationUnknownErrors FO—Z—THE) o

e FXA > bO—5—EEBAE: KerberosiEHiZ 05T B ICIE. IARTOH—/N\—|T@EY) 4
TRX/>aybO—5—) SEENKETY, sk, TO—AH)IavEa—42—3RE
BAARFT7I MMCRF Y TA A Za—%FRALTERTETET,
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UPN& LREFHEDR v E VT
A—H—5ERREICIE. IV 0 MBLILERIC—EDI——TU VI NILE (UPN) 2583
_CzEBEHLET,

Active DirectorylC &7 2UPN%

T 7 # )Lk TlE. Active Directory® §RT D1 —H—(Z.
\&It;samUsername>@\&It;domainNetBios> & & U \&lt;samUsername>@\&It;domainFQDN> D /\
R—VICEDVWIBERNRUPNZR > TVWE Y, FARRELS XLV EFQDNIE. 74 L X +D
ROOIDSET Y MJIZEEFNTUVE T, BE—D R X1 >|d. RootDSEICEHDFQDNT KL X%%&
BHTETET,

F 7. Active DirectoryD §ANTD 1 —H —|F. BAREYZAUPN L altUserPrincipalNamesZ # > T L)
£9, INnlF. I—HF—DUPNZIEET SLDAPIY T,

UPNTIA—H—%KRERT 3HFE. WindowslEEFTIRED R X1 Y (UPN%EI&RET S SO0 XDID
ICEDL) THRMARUPNZREL. RICRKBUPNZRELE T, —HIT2HDOHRVEE. BE
HPBUPNZRZELE T, CNUET AL A MNDERZ RXA VICERINZEEMENHD £
ER

BERRET Y EY I —ER

SERAZE ICBARMIAUPNAYE £NTULARWIES. Active Directorylll. x509certificatel BIEICE
FERDERRAMIMBEZRET DA T a>HD£FY, COLSHIAPEE I —H — IR
TBHHIC. AVELI—R—IFCORMZERIITITEET (FIAILEITIR BE—RXTY
M) o

A —PRRZBFRILTZII-F—THI VM 2EEIT 3L T aryhiREShTED. JoK
BRSO RAA VRIRTHHEATEET,

TALAMRICEBO R XA OHHD, I—H—H R X1 O ZBRNICIEE LA VES. Active

Directory @ rootDSE HiEBBEY v EV I —EXDBFRZIEEL £, cnidsOo—/N\I)LAhxO
IIIVNIHD. T4 L XA MADIRTD x509certificate BEDF v v adNicEa—%#F>T
WET, COOAVEa—&R—I|d FEFAZEDHICEDVWT. FRO R XA YHOI—HF—THT >+
ZNEMICE DT R DICHERTEET,

OJZ>Y RXq4>aA> b O—5—0FR=FHHT S
BRIBICEHORX>O b O-F—DEEFNTWVWBIBE. SREEICERATNDI R XV b+
O—>—%MERL. FIfRT232CiE. OJZEBMCLTHIGTEALDICTRHDICRIIBE
ER
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RX1>a>y bO—>—0BREFET 3

A7 7 VEAICHFED Windows R XA > bO—5—%Z@FHE 9 5 & 51 Windows & 5|9 312
I&. Imhosts 7 7 -7 JL (\Windows\System32\drivers\etc\Imhosts) =A% $ % Z £ T. Windows ¥
SUNMERTARX>AY FO—F—DOU X M EBARHICKRETETE T,

BE. EOBAAIC Nmhosts.samy EWSEZBIOY > FIL T 71ILDHD £9, BIZRODITTEZESD
9,

1.2.3.4 dcnetbioshame #PRE #DOM:mydomai

CCT. l1.2.3.41 [ mydomain K X1 >AD dcnetbiosname X WS HFIDO R X1 >V k
A—Z—®DIP7RLXTY,

BicE®. Windows Y VIFZFDIBHRZFEA LT mydomain (COJF > LET, COEHIE. T
N THZT LIZOTICRIVELRHD £,

FHARORXr>aAy rO—-5—%2¥ETS

O A4 VBFIC. Windows 31— —%#0OJ 4> FE7 R X2 bO—5—% 5 MSDOS 15
BTHZHRELE T, ChERERETZICIE. O R7OV 7 h=EFH L. echo
%LOGONSERVER% VY REZEITLZET,

S9aLE | BEE 3'5El705t\ CHOOAR YV RICE2TIREINZ AV a—2—IFEFEINE T,

THOY REEARY FZBMCTS

T 7 A4 ETIE Windows XA >OY bO—F—dTLBT7HU Y FEEOJZEBMICLTL
FA. TNE JIL—TRIS—IT42—DEFa) T REICHIEETR)>—%ZEL THI
HTEEYS, JIL—TRIS—ITF42—%=RAICIE. FXA>O> O—5—T gpedit.msc

ZRITLET, BEBERV—DEMIIRDI . RXq/>aA>ybO—Z—dtFa ) 7 OJIZEM
DARY ~OJIEREERLE T,
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g b o) e e e [= e[|

File Action View Help

o= 2 = @B

Z] Local Computer Policy |~ || Policy - Security Setting
4 (& Computer Configuration | Auddt account logon events Success, Failure
I _ Software Settings ) Audit account management Success, Failure

4 . Windows Settings

5| Audrt directary service access Mo auditing
. Mame Resolution Policy

s Audit logon events Success, Failure
-:,':- Scﬁpt—; (Startrup.-‘Shutduwn] 2u| Awdit object access Mo auditing
43 Sv:-.turlt}rict'hngs. . [ ] 2| Awadit policy change Success, Failure
4-4 A{chm PD“CIES_ “i| Awddit privilege use Failure
. ﬂ iissmrden:q Peli | fuclit process tracking Me auditing
b L@ feccount Lockout Folicy | Ansdlit system events Success, Failure

b g Kerberos Policy

A Local Policies

b g Audit Policy

b User Rights Assignment
B g Security Options

kT Wimdmsie Cissaassll bt Adosaead Camiisikg

b

AFEAEARAEO Y

SEFAR D BMEZERT S

ZAY— b H— REAEHDERGIAZ X LTIV XR— FShicifs (MWERIIAE) . xoavX
> R THREET & £ 9: certutil —verify user.cer

CAPIOJ ZE%ICT S
RXs>a>rO—5—d1—H—DIT 2T ARV M 2—7—%FZ. Microsoft/Windows/
CAPI2/Operational Logs DAY = B3IC L £95

RXA>OA>rO—5—CVDAY Y YT AR NE2—T7—2HE. 7V r—>a>eh—E
A% > Microsoft > Windows > CAPI2 > Operational (581 £ 9, Operational #5727 ') v
L. OJDEME Z:FRL £,

IHIC. LY X MUME HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32 T
CAPIOV Z WAL Ed. UTDMEIFT 74 FTIREELEFFA. CNESZERT IHBENLD
DET, TT7AIFDCAPROJEEICELIZWGEEIF. CNHSDMBEZHIBRLTIIZT WL,

& A
DiagLevel (DWORD) ML AJL (0~5)
DiagMatchAnyMask (QUADWORD) ARV N T 1 )LR— (TRTIC Oxfiffif Z fEF)
DiagProcessName (MULTI_SZ) 7OERBTIT1ILRY) > (. LSASS.exe)
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CAPIOY
Ayg—

F I — DIEE

SRR DAREE

X50974 7o bk

Fr—2R) S —DRKREE

I>—3d—F

AEEAENMER TN TV EEA

ARERNF VIS —

SEBREFRIT S —

g{l{l

B

LSANCertGetCertificateChainZ MU L (&
RE280)

LSAM'CertVerifyRevocationZ FEUH L (&R %
20)

FE— R TIX. FEERE LERERU X b
(CRL) B’

AppData\LocalLow\Microsoft\ X5090bjectsZ &
YTENET

LSAA CertVerifyChainPolicyx MU L (/NS
AX—=BZZYE)

SI':IE

BH

AXY—hAH—FRiEAZEZ. O2E2—42—0D
PREEIAER b 7B L UEBSNICIL— NE
REXSTICH SRS EEALTHERTS
FEATLI

AY—h~A—FODOCRLZ. FEFAEDCRLEE?H
KAV ETEESNLET RLADNBE T Y
A—RTEFRLATLTe KBIF v o
ADZE. ChicEbOJA AL EFE
Ao (lja-jp/federated-authentication-service/
2511/config-manage/troubleshoot-
logon.html#certificates-and-public-key-
infrastructure)tz 2> 3 > TEERRE & N\BASE(
YIZALSTOF vl 2BRLTIIETEL,

COIFREIFOFAVICELTVWEREA.
EZIE. U—N—EEZE X IXBRIHEET
HBEEEMEDH D £,
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Kerberos[14/
KerberosOZ #BMICTRICIE. RX/>dA>bO—5—I Y RA—H4—TI 2T ROLY
A MUEEERL 9,

NF B4R fiE [DWORD]

CurrentControlSet\Control\Ls LogLevel Ox1
a\Kerberos\Parameters

CurrentControlSet\Control\Ls KerbDebuglevel Oxfffffff
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel Ox1
dc

CurrentControlSet\Services\K KdcExtraLogLevel Oxaf
dc

KerberosOZ 13> AT LARY COJICHEAINE T,
e EECINTULVARWVERASO LS AXvE—J1F. ZHLYTUVRELRHD £,
¢« 2DNDIZ—O— RIFBEREBTHD., ZRICEKTETET,

o KDC_ERR_PREAUTH_REQUIRED (WK X/ > Y bO—S5— O MIBEREMED=HIC
FRINZEY)

o REAZ TS — Ox4b

FXs>a>yrO—-5S5—6&U07—9X57—>3 >0
CDEII3>TIE. A—Y—PEEETOJA Y LIEEETDORX Y FO—5—T—7
A=y EOFHEINZ IO FJICDOVWTEHBALE Y,

KX >d> hO—5— CAPI2 O

RXA>aAY hO—5—tFaUFc0Y

Virtual Delivery Agent (VDA) %2 57404

VDA CAPI O

VDA > X7 L0745

© 1997-2026 Citrix Systems, Inc. All rights reserved. 105



JITL—Y3VEEEY—EX

RXs>ayhO—5—CAPI2 O4
OJ#4 >, RXq4>a>bO—F—IEFOE LTOEREXKREL. XOFKXT—EDOJ T
YhUEERLET,

K X > 3> kO—7— CAPI2 O% (len-us/federated-authentication-service/2511/media/fas-

troubleshoot-logon-capi2-log.png)

BRRHNEAR O A yE—21F0 BRXA > MO—5— L0 Isass.exe B VDA S E
NIEERREICEDOVWTF oz — %2 8E L. Z0EWY K%EST) #RIELTVWEA xRl
TWEY, #RIE TERROR SUCCESS] t LTEREINE T,

R X >3O> kO—>— CAPI2 O% 2(/en-us/federated-authentication-service/2511/media/fas-

troubleshoot-logon-capi2-chainpolicy.png)

RXs>a>yrO—S5—tFalVFqs07

RXA>OA> bO—5—IF—EOOT A VAR M ERTL. EEBARY MFIL768TT, D
ARY hTId. FEBEZE D KerberosF 47 MREEF 7w b (krbtgt) DFEITICFERINE T,
NEDFIOXyE—JF Y—N—DIZTHIY DR RXr>a> bO—Z5—ICRHLTER
MZEIT>TWAIEZRLTVWEY, CHUCKES XvE—213 HFTLW kibtgt (ICET 22— —7
AR RXA>a> bO—F—ICH L TERAZITODICFERTNATVWES e ZRLTVE
ED

KX >a> bO—7— % a) 7+ O (len-us/federated-authentication-service/2511/media/

fas-troubleshoot-logon-dc-security-log.png)

VDAtFXaUF«0O4

AJA ARy MINIGT BVDAEF 2 U T BEEOJ L. winlogon.exeh5RET S AN D
4648 LT > K1) TY,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
G Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logon .

<‘| m ¥

Event 4543, Security-Auditing 4

]G:ncﬂl Details |

®) Friendly View 0 EMIL View

+ System "
- EwventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7
LogonGuid {00000000-0000-0000-0000-000000000000)
TargetUserName fred
TargetDomainMame CITRIXTEST
TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo localhost

Processid Ox126¢

ProcessName  C\Windows\System32\winlogon.exe

lpAddress 192.168.09

IpPort 511 W
VDA CAPIOY

C DVDA CAPIOY DflliZ. Isass.exeh S DE—DF T —U BRI VUELE—T VXA ERLTE
D, RXA>3> +O—7—5ERAZE (dc.citrixtest.net) ZR5E L TWLVE To

l:_D Information

21/06/2016 15:14:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 15:14:34 Capi2 11 Build Chairn
(1) Information 21/06/2016 13:14:34 Capi2 00 X309 Objects
(_D Information 21/06/2016 13:14:34 CapI2 41 Verify Revocat...
(i) Information 21/06/2016 15:14:54 CARI2 40 Verify Revocat..,
(i} Information 217062016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDAY ZF7LAY

KerberosOJ SBEHABMICHE>TWBIHE. S XTLO7ICIETS—
KDC_ERR_PREAUTH_REQUIRED (f#%30]8E) . KerberosAJ # >V HIILIcC & ZRd
WindowsdJ 4 >h65DITY fUDARTREINE T,

(1) Information 21/06/2016 15 14:56 Winlegon 7001
I!-_:ll'Ern:H 21/0672076 15 14:54 Security-Kerberos 3
<| il | 3
Event 7001, Winlogan »
[ Generat | Details |
®) Friendly View () EML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEESE383-TCF3-4331-91CC-A3CE16A2B538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
= Timal rasatard

Windows1 X O %A L 7=FASDER

IARTDFASAARY k. WindowsDF FUr—oa AR bAOJICETIAENE T, System
Center Operations Manager (SCOM) G DR mZzERA LT, CCTHEATNhTWS 7O LA
RY b EFRALTFASYT—EXRDEEMZERTETET,
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FASH—E X[IRTHRTIH?

FAST —EXDRITHHE S D 2 HIH s B I3

Citrix.Authentication.FederatedAuthenticationService.exe 7Ot X

BEHRLEI

FASH—EXRZERTI-OORLEBEELRARNY FOANZDEI 3V THEINTULWET,
FASAARY FO—RDOTRLE) I MIDWTIE. FASA/ARY FOJ BB LTLIET L,

FASAILRAARY k

UTFDARY ME FASHU—EXDEETHEIHNESHZRLET,

14 R Y —XIZ Citrix.Authentication.Federated AuthenticationService T9d,

ARV K

[S003]

[S022]

[S023]

[S123]

ARYETHFX L

EBIEE [0} X T
FURE—R%E [{1)]
ICERE

BIRE [0} KX > T
FYRE—REAT

ICERTE

BIEE [0} X T
FURE—REAY
ICERE

[upn: {0} role: {1}]
[exception: {2}] D3E
BAEZ LT NHDCA
TR{TTTEHEAT
L7

A

FASH—E XD X >
TFHFRAE—RICEK
ETNTh. XoTF
FTURXE— R SR
BRENnF L7

FASH—E X% >
FFYAE—RDS
R NE L.

FASTH—E XIEX >
FFYRE—RICH
D i l/TCo

CDARY &
FASHMERL ST LY
3CAOLVINHI—
H—EERE DFEITIC
B LD o75E
IC. [S124] DI&ICH
£ LFJ, €01 —
Y- TILTA
A VIEKEL £
ER

p=3

XVFFIRAE—R
Fx. FASH—/\—
E> >IN aoF
VICERTEEE
Ao

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 LAF%
THABARTI,

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 H*5
FIF A Ee.

CDARY M 1B
BENTWEIART
DCADEEEL TLVR
WwWlrzmRLED,
FASHHSMZ%Z fEF S
BLDICHEEEINT
W35 HE. HSMA R
BELTLWARVLWZED
TLTWBETEEED
HHFEI,
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IRV b+

[S124]

[S413]

[S414]

ARV FFER L

[upn: {O} role: {1}] D
SERRE % [certificate
authority: {2}]

[exception: {3}] TH
TTETFHEATLL

EREEERE OB ER
[RAEDHE<EINE
3 (&D{0}H) . &t
BAZE DFFH: {1}

Db\l:l nﬁﬁﬁiwﬁ)d]ﬁﬁ
BRAINE LTz, EE
BRE D FFH: {0}

57 FIEFHFAST AR

Citrix Cloud™ TFASZEA L TWLW3I5E

~LFET,

A

FASHEE SN 7-CA
ho5a1—H—FEEE

ZzERLELS LK

EEIC. IS—HHE

£ LF L7 FASH

BEOCATHER TN
TW35E. FASIE

BDCATEREZHTT
LY,

CDANRY &
FASEGRIEFAZ DA
SHEARRHASED K &
HAMICER SN E
9o T7FIELT
&, EEEEEAZEDE
ShEARRHY30H AR T
HBHBE. AR
FEEERINE
ED

FASEREEEEEAZ D F
SHERBR AN S &
CDARY MHERA
BICERINE S,
TI7AILETIE. C
DARY ~MMIERE
RENET,

p=3

CDARY ME. CA
HIBERE L TULVRLY
. EIETERLC
CERLTWSERE
HHHBD XTI, FAS
WHSMZERT 3 &
SICHEREINTVLS
> e HSMAM&EE
TLWALWIEbRL
TWSaBEED B D
9, FISMF. A
DEREAZRET DD
ICIRIIB £,

T 7 )L FEREIE.
cmdlet Set-
FasRacCertificateMo
nitor Z A L TH
BTEEY,

lPowerShell
cmdletl (/ja-jp/
federated-
authentication-
service/2511/config-
manage/ps-sdk.html)
zBRBRLTCES
Lo

BEHAR A IN B
Y. FASIZFHRL L
I—H4—fIREZE
RTEH<BRD. >
DO AUF N
KBLIBOH X,

8. RDARY MMIFASH—EXDEETHBZIHES>H%
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JITL—Y3VEEEY—EX

AR Y —XIZ Citrix.Fas.Cloud T9Y,

[S012]

[S013]

EXaUT1ARV b+

ARV bk

ARV FFER L

Citrix Cloudh5 D>
YIONTAFIC
FAST —E XH'F B
BJEETY

FASH — & X [XCitrix
Cloudh*5D> >
)] Vay e 2 i et )=
TEFEHEA. [{0)] 5*
MICDOWTIE. B2
a>Y —)LTHESET
D

i

CDARY &
Workspace (D% b
Citrix Cloud) H*5®
VTN T
HHEEL TWVWBIET
ThdcxERLE
ER

CDARY &
FAShH'Workspace
(D F DCitrix

Cloud) 50> >
TJIWNHA>F %R
HTEHRVWILZR
LTWVWET, Xv
T—=TIliE T
WY A > F U hiEkee
LAWVERAZEN
TULWET,

p:

CDARY M ERT
I BHEIIC. FASIX(L)
BRINTW3C
v QX TFUR
E—RTIEBWT
. B XV(I)Citrix
CloudiC##i N T
WBZezmERLE
ER

FAS|ZCitrix Cloud\
DK HeRY 75 3t & M
FLEY, CDEs
lF. X2y bT—0D
RESPTOF>
H—N—DEGHEm
RS —7RY, TF
S ELRIBR TR A Y]
rEnzdZehdH b
£9, CD&LOLG
8. IRYETFEX
~iCIE TService is
not connected to the
cloud; ERRENZF
To CHUTBEEDH
fETHD. FASIK
Citrix Cloud N\ D3
zESLICERIIL
FOELET,

RDANRY MMIEC AEBIV T T D FASZEBLES S LI ZRLTVWET,

14 R Y —XI|Z Citrix.Authentication.Federated AuthenticationService T9,
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IRY ARV TFHER b St
[S001] 7O REFE: 2—— [{0}] FASDREZRTIIIZEE
IZAdministratorsZ JL—7 D LS LEFLEDA. HUH
XYN—TIEHD FEA LItliZFASEIREE TIEH D
BTATLT .
[S002] 7O REE: 2—H— [{0}] FASIL—ILDERZ KRR T
iFO—JL [{1}] DEEBETIE IFEELLSCLELED
HHOFEA O LTlSFASEIRE TIE
HHFEFLEATLI
[S101] H—/NN—[{0}] &, &3B! [{1}] A—H¥—IDZ7H—krL&S
TID&ET7YH— h 93RRI H ELFLIEA BUHLITIC
DEHA X DIERRNH D FH Ao
FAS/IL—IL DB TEFRI T
TUL\3StoreFront™+—/\—
(BLUKET3EEIF
Workspace) D&MD, 11—
H—IDET7H—FTEFET,
[S104] H—/\— [{0}] IZUPN [{1}] ® A—H—DET7H—rLLS
TH—hIKBLELE CLELEED. FASIL—ILD
(UPNIZIL—JL [{2}] TEFa] MERICKD, 201—H—7
TNTLEHA) » ATY MEFRTINTVEE
Ao
[S205] THEEET VL ANEST S VDADFASTY VI L1 >
NEFLEL-HUHELTTAHD FrEEIFTLELSELEFLE
> koY lE. JL—=IL[{1}] @ H. FASIL—ILD#EREIC K
A SNIEMEEETIEH D. FOVDAIFFFRI TN TL)
DFEE A Ft Ao
FASTARY kO

MDRIC, FASICEK>TERINBZ IR O M ERLET,

BEARYVE

NEDARY I, FASH—N—TOBRZEICSLCTOJICEFRINE T,
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AJa—kr
[S001] 77t R¥EFE: 2 —H — [{0}] IZAdministrators 7 IL—FD XV N—TIEH D FEA
[S002] 77 RIEF: 21— — [{0}] IF12E [{1})] DEEETIEHD FEA
[S003] BIEE [{0) A VT FURE—RZ {1 ICRELTVWET

[S004] BIEE [{0}] B’CA[{1] h5T>FL — b [{2} and {3}] ZfFF L TARGAZEZER L TL
x9

[S005] EEE [{0}] H'FASHEER [RAcertid: {1}] ZHIBRL TWE T
[S006] BEIRE [{0}] H'EERAEESR (1] ZMFRLTVLET

[S007] EIEE [{0)] NEIPASER [(1)] ZBH L TLET

[S008] BEIRE [{0}] H'EERAEER [{1}] ZHIRLTVLET

[S009] BIEE [{0)] HMIL—IL [{1})] ZEERELTWE T

[S010] BEE [{0)] WIL—IL {1 ZBHLTVET

[S011] BEEE [{0})] IL—IL [{1)] ZHIFRLTWE T

[S012] EIEZE [{0}] HYEERAZ [upn: {1} sid: {2} rule: {3})] ZER L TWX ¢ [(IFAEEH: {4} X2 )
T4 A THFRX {5}

[S013] EIE#E [{0}] H'EERAZE [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}] % H!/
PRLTUVWET

[S015] EIE#E [{0}] HFEEREZEK [TPM: {1}] Z/FRL TWVWE T

[S016] BIEHE [{0}] WEGREEFAE Z 1 > 7R— b L TUL X 7 [Reference: {1}]
[S022] BEE [{0)) AV TF Y RE—REATICRELTVET

[S023] BIEE [[0) A VT F UV RE—REAVICKRELTVWET

[S024] EIEE {0}] B RTLANILZAEZZ—%#BELTVET

[S025] BIBE {0} Y RATLNILAEZR—EHR/ELTVET

[S026] EIEE [{0})] H'RASEFAZEE= 4 —ZRELTWVWET
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AJad—k
[S027] BIEE [{0}] RAGEFAZE=Z4—Z Uty FLTVET
[S028] B2 [{0}] H' [{1}] FEPAZDF — 1M % [(2)] ICRELTWET
[S029] BIEE [{0}] A {1} sEFREDF— B ZT 7 AL MEICUEZY FLTWET [{2)]
[S030] BIBE {0} B’ —EXRTANT« % (1) ICRELTVET
[S031] EIEE [{0}] H’CA[RA certid: {1}]] DAEAREERDHELTVWET
[S050] BEIE#E [{0)] h'V 5 R ZER L TWET: [{1)]
[S051] EIRE {0 MU TV R ZEHFL TVEI: [{1)]
[S052] BEE [{0)] iU 5T RIEREHIRLTWET
[S060] BIEE {0} U TV REFRZERLTVWEY, 1 VXF VR {1}

[S060] EIE#& [{0}] Direct Trust CloudBEHZERL TWET, 1V XEZ VX {1}
CloudServiceUrlFormat: {2}

[S061) BIEE [{0)] 7 2V REHRZFR T LTWET, UV —XDHEF: {1}, IL—IL%: {2}

[S062] EIEE [{0}] V5V RERNTT LE LT YV —IRDFF: {1} ({2}), L —IL%: {3}, BE:
{4} (5D

[S063] 7 57 REFHBICKRST S —HREL £ L7, HI9F {0} TLT
[S064] 2 57 REFEHRICFRALIS—HELEL X LT, FISE {0} TLT®
[S065] EIE# [{0}] Direct Trust CloudE#ZzERK L TWET, 1 XXV R {1}
CloudServiceUrlFormat: {2}

AJa—-kr
[S401) DT v FJ L —RZR{TLTLWET - [From version {0} to version {1}]

[S402] T 5 —: Citrix Federated Authentication Serviceld&Network ServiceX L TR1T9 2R EN'H
D 9 [currently running as: {0}]

[S404] Citrix Federated Authentication ServiceT — 2 X—XX Z@HIFIIEELTWVWE T
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aJa—Fkr
[S405] LA R UDBET—ER=ZADT—EBITHRICTI—HIFEELF L7 [{0]]

[S406] LY R R UDST —ERN=ZADT—2BINTT L LK (F: 2 —F —GEBRSEBITS
nNFELA)

[S407] T—EAR—ZADBHIFEET 37D, LIXMIR=IDT—RIFT—EZR—XIIBITIN
FEATLLE

[S408] B E XU VT L—RTE £HA -- [From version {0} to version {1}]

[S409] ThreadPool DAL IC AT L & L 7= - MinThreadsh® [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3}] ICHAE I F LT

[S410] ThreadPool MD1ERIZKBIL % L 7= - MinThreads % [workers: {0} completion: {1}]] h*5
[workers: {2} completion: {3})] ICRABETEZHATL e CHRIEFASH—N—DRT7—ZE )T+
EBZE5XBUREMENHD £,

[S411] FAS ' —E X DBRFRICT S —HEE L £ L7=: [{0]]

[S412] RO T v 7o L—RKH5ET L & L7 -- [From version {0} to version {1}]

[S413] FRELGEBAZE O BRI EH A <UINEX T 33D {0} H). FEAREDFM: {1}

[S414] SREEEERE D BZNEARDIN X Lo SEBRE DFFM: {0}

[S415] FRAFGEBAZE OREEEN'TT 7 L E LTzo {0} FOMEN O ICEEERINE LT, REIDOHERRIE
{BICFEINTUVETD,

ID 7H—>3 > DOER
_NEDARY NI, BRSNS —N—PD DAY —DOJA > %7 —brTBEFIC. FAS HH—
N—TCEIEICOJICERINE T,

Osad—Rr
[S101] B —/N—[{0}] I&. O—IL[{1}] TID 2 7H— T BERHLH D FH A,
[S102] B—/\— [{0}] I& UPN [{1}] D 7t — KRB L £ L7= (B4 {243)

[S103] H—/N—[{O}] I& UPN [{1}]SID{2} ZERL £ LA\ Ly o7y FIESIDB} ZRLFL
TCo
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AJd—Rk

[S104] ' —/\N— [{0}] I& UPN [{1}] ® 77— MZKRBEL F L7 (UPN (FJL—)L [{2}] TEFRICTHATLY
FEA)

[S105] H—/N—[{O}] I& ID 77— 3 > & FITL £ L7 [upn: {1}, role {2}, Security Context: [{3}]]
[S120] [upn: {0} role: {1} Security Context: [{2}]] ICEEEAZE #HITLTWVWE T

[S121] [certificate authority: {2}] I & o T [upn: {0} role: {1}] ICEERREDLRITEINE L -

[S122] & H—/N\—HYNBETTY [upn: {0} role: {1}][Requests per minute {2}]o

[S123] [upn: {0} role: {1}] [exception: {2}]] DWVVTND CA THIEHZEDREITICKBL L

[S124] [certificate authority: {2}] [exception: {3}] T [upn: {0} role: {1}] DEEEZEDFEITICKBL £L
1c

[S125] REHDIFAZEERNTT T 23Dz FHHEFIC. {0} BRICFVHLAZALTIRLELE
[upn: {1} role: {2} Security Context: [{3}]]

[S126] H—/\— [{0}] IF. REZEDIL—I [N ZFERALTDEZT7H—bLELSELEFLT
[S127] = N—DAX VT F U XAE— R THB7=8. FASIZ [upn: {0} role: {1} definition: {2}] DEERE

EEBERTIFEATL e XUTFHFURE—RFBOHEEZTET BICIE. PowerShell AV K
L w b Set-FasServer ZEB LT T L)

SFEAEF AE L LTHIET S
N5DARY MME VDADA—H—HOTF >3 FII. FAS H—/N\—THRTRICOJICE
BINET,

aJ3d—k
[S201] SERRZEFIAE [{0)] ICIFNRT—RADT I XML H D FH A
[S202] sERAEFIEE [{0}] ICIFEEFAEAD 7V RERH D FH Ao
[S203] EEFAEFIAE [({0)] ICIFOT A > TANAR = DT IV AL HD FEA

[S204] HEHLHZEE [{0)] A [upn: {1)] DA F > FONAE—IZ [(2)] DREITT I EXLTVE
Yo [Operation: {3}] Z&87T: [{4}]

© 1997-2026 Citrix Systems, Inc. All rights reserved. 116



JITL—Y3VEEEY—EX
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[S205]| KMUEEED 7V L AMEEEINE L - FUHLTD T AT > b [{o)] & JL—IL [{1}] D
A SN BLHEETIEHD FEA

[S206] MU LITD T AT > k [{O}] IFEMEEETIEHD FEA

[S208] M FIZIED KB L £ L 7= [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4}
{5}]-

[S209] F v v aTNIEEBAENRE DOHD £t A, [Caller: {0}] [upn: {1}] [role: {2}] [cert definition:
{3}] [Operation: {4}]

v a YRERAE Y —/N—
I—H-—tva > RREZERT R L. CNSDARY MDD FASH —N—ICEBTEINFT T,
m b bl
[S301] 77 RIEE: A—H— [[0}] IHMREBRAY— b H—RADT7 I RELRHBD FHA
[S302] 2 —H'— [{0})] AREAARREE XY — kA — K [thumbprint: {1}] #EXK L £ L 7=
[S303] 77 RIEE: A—H— [{0}] I(HMREBRAT—bA—F [upn: {1}] e —HL FEA

[S304] Z—H'—[{0}] AV Ea—%—[{2}] TTOT S L [{1}] RI1TL. WHHIZE [{6)] IC1RAE
A — ;73— F [upn: {3} role: {4} thumbprint: {5}] ZEALTWVWEXT

[S305] MR EBIREN LB L ZF L 7= [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4}
{5}

FAS7H—2a>FS5T1>
NEDARY MMEL FASTH—2 3> FS 00 vic&->TOJICRREINE T,
aJ31—k
[S500] FAS7H—> 3 > FS 014 UhEREINTULWEEA
[S501] B SNIFASTH—> 3> 554> O— R TELFHEATL K [exception:{0}]

[S502] FAST7H—> 3> 75454 >h 00— KR I E L7 [pluginld={0}] [assembly={1}]
[location={2}]
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AJd—Rk

[S503] #—/\— [{0}] IFUPN [{1}] D7 — MMIKRBL F L7 (AT 4 VEHLARE I N F Lol
TS50 2] IFENEHR—ELTLEEA)

[S504] H—/\— [{0}] IFUPN [{1}] D7 H— MIEBL XL (OF A VLA I N E L 7D
B SNTIFAST ST 1 VD HD FHA)

[S505] B —/N— [{O}] IFUPN [{1}] 7 — MIKBLE LI (TS0 > [{(2)] 1dAJ 7 Vil %z
AT—RABNeXvtE—J {4 THEEBLELE)

[S506] 751> [{0}] I&. T —/\— [{1}]] 5 DUPN [{2}] ©OT # Vit#lzE X vt — [{3}] T=
IFTANE L

[S507] ' —/N— [{0}] IFUPN [{1}]] D7 H— MIEKBMLELT (T 70> 2] 13XV v R [{4)]
EITHICHN (B ZRAO—LELT)

[S507] H—/\— [{O}] IFUPN [{1}] D7 H—RMZEKBLEL (FZT 10> [{2)] 3B [{3)] £ X
O—LZFLTK)

[S508] H—/\— [{O}] IFUPN [{1}] 7 — MIKBL X LT (7O RLEBEAIRE SN FE LA
TS50 2] IFENEHR—ELTLEEA)

[S509] B —/\— [{O}] ISUPN [{1}]] ® 7H — MIZKRBL £ L7z (77 RUEBHARMH I N E LD
B SNTIFAST ST 1 VD HD FHA)

[S510] B —/N— [{O}] IFUPN [{1}] D7 H— MMIKBMLEF LI (7O RLEBIEZ T ST 1> [{2}] I
SO TEYPERBRINELR)

)= AR— AN ISFAS
CNBEDARY I FASH'Workspace TEERINTWS L E OV ICRERINE T,

AJa—FkR

[S001] Citrix Clouds®EEF¥ —H'O—F7—> 3 > &N X L 7= [fas id: {0}] [old key id:{1}] [new key id:
{2}]

[S002] V2 RHR—rEZa—IIDEHLTVWET, FasHubZ 7 RH—E XURL: {0}
[S003] FASH'Z 57 RICEERI N E L 7= [fas id: {0}] [transaction id: {1}]

[S004] FASD U 57 RADEERICKE L £ L7 [fas id: {0}] [transaction id: {1}] [exception: {2}]
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[S005] FASHIRTEDERZ 7 5 FIZX{E L F L7 [fas id: {0}] [transaction id: {1}]

[S006] FASDIRTEDERD U 57 RADXREICEKK L £ L 7= [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FASH' T T RH S EEREPR SN &K L 7t [fas id: {0}] [transaction id: {1}]

[S009] FASD T 57 RHh 5 DEEREFRICK L % L 7= [fas id: {0}] [transaction id: {1}] [exception:
{211

[S010] FASH—E RIET T R Xyt —J Y JURLICES SN TLWET: {0}
[SO11] FASH—E RIFIZZT RICEHRINTULEEA
[S012] FASH —E X I&Citrix Cloudh* 5D > J LY > A VICHIBABETY

[S013] FASH — £ Z & Citrix Cloudh' 5 D> > LY 1 > VICHIBTE £ Ao [{0)] SHEICD L
Tld. BEOVY —I)LTHEEETEET,

[S014] 757 R —EZADFEUH L <service name> [FEHML % L 7= [fas id: {0}] [transaction
id: {1}] [exception: {2}]

[SO15] MEOME L ehEFRf ST LA L es, Citrix Cloudh 5D Xyt —IoHJOvosnEz L
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] 75 R —EZXADHEVUH L <service name> [IFINL £ L 7= [fas id: {0}] [transaction
id: {1)]

[S019] FASIZZ 57 Rh 5B %ZE X 7 > O— K L % L7 [fas id: {0}] [transaction id: {1}]

[S020] FASIZZ 7 RHh 5B Z AU > O0— R TE £ ATL K [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] 75U RHYKR—hEZa—)LDEIMKEKL F LIz, FIH: {0}
[S022] 75U KRB R—bEDa—ILEFELELTVWET

[S023] Citrix CloudsRsEF—DO—7T—2 3 VKB L F L7 [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]

[S024] Citrix Cloudz8sEF —DO—7—> 3 > Z R L TLWE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]
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[S025] D —E XDEREEF — & Citrix CloudIZTETE L £ [current key: {0}] [keys in cloud: {1}]
[S026] C DY —E XDETEEF — & Citrix CloudIZ#ETE L £ A [current key: {0}] [keys in cloud: {1}]
[S027] Citrix CloudsRsEF— DR L= ZE Ty 74U L— K L& L7 [fas id: {0}]
[S028] FASIFIRED T L X b %Z 0 27 RIZE(E L £ L7 [fas id: {0}] [transaction id: {1}]

[S029] FASIFIRTEDT L X U Z I 57 RICEETE FEATL T [fas id: {0}] [transaction id: {1}]
[exception: {2}]

aJg#%>
N5DARY NI O A EBRBERICVDAICERINE T,

AJa—Fk

[S101] ID7H—>a>vOd a7 IckBMLEF LT, BEIThABVWTI 7L —>a VERi T —EX
GPO- > 7 v ¥ R [index: {0}] [registry name: {1}]

[S102] ID7H—>3>O0 A VICEKMLE LT {0)DSIDILy 7y FICKBLELT:
[Exception: {1K2}]

[S103] ID7H—>a>Od A VICKBMLEF L, 22— —{0}DSIDIF{1}TTH. FHIETNSBSID
l3{2}TT

[S104] ID7H—>3>O0F VKB LUE LT, {(ONDIFEUH LIZ [Error: {1} {2)] Z:RL F L7z
[S105] ID7H—>3>0OJ 4 >, O # > [Username: {0} Domain: {1}]

[S106] ID7H—>3>Od4 >, \nnT7 7L —> 3 VEREE —E X {0p\n\nAO &' # >R
[Certificate: {1}]

[S107] ID7H—>3>O0F VICKBRL £ L7z [Exception: {0}{1}]
[S108] IDT7H—> a3 > BT RX T L 72Ut XIEF [Caller: {0}]
v a3 VRIEAS

INEDARY NI, A—F -ty aVRNAREZFEAL LS & LI SICVDAICEERI N
95
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[{0}] ' [PID: {1} Program Name: {2}Certificate thumbprint: {3}]] D 7= (C [S201] RAE X< — k71—
ROt R2BERBLELLE

[S203] REEANY— b AH—RY T X FT L 7201 RIEE [caller: {0}, session {1}]

[S204] RAEAY— b H—RHY T AT Lo AY— b A—RHR—EDEMAEO>TVET

BEFAEERE X —RT DERK

INEDARY MMIL FASHT—N—DMELNIILOESRFZRITI B ETICOJICREINE
ER

Osad—Rr

[S001] TrustArea::TrustArea: sEBHZE%Z 1 > X b —JL L &£ L 7= [TrustArea: {0} Certificate {1}
TrustAreaJoinParameters {2}]

[S014] Pkcs10Request::Create: PKCS10E K%z {ERL L & L 7c [Distinguished Name: {0}] [Reason:
{1}

[S016] M DERY [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]

[S017] 754 X— kF—DHIBR [Provider: {0}] [Identifier {1}] [Twin: {2}]
[S018] PrivateKey::Create h'5B L % L 7= [Identifier: {0}] [MachineWide: {1}] [Provider: {2}]
[ProviderType: {3}] [EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]
[Exception: {8}]

aJa—Fkr
[S104] FASIZCA {0} 5 EGREEFAZE ZZEL £ L 7=,
[S105] MicrosoftCertificateAuthority:: SubmitCertificateRequest [5& DXE L S — [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest sEFBEZ %= 1T L £ L 7= [{0}]

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - F&Z2F 5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]
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IR —-DIT—AyvE—>
ZOto 32Tl WindowsOJ 74 > R—STCA—H—ICRRINDZ—BEHRITS—Xvtz—
CE—EBRRTLET,

RRENEIS—ARytE—2 AL SR

wme 1 —HY—RBFLIFINZIT—R AV Ea—R—|IBWMRIASE C WERE
FoTWBEEHBLTWLWEIH. Kerberos K
XA Ay bO—F—MEREZETLEL
Tz TDFEED*KerberosAJ* o> 3>%
SRLTLETVL

SRATLPAT AV TEFEATL. BIRIE FX%yjyhu—E—E%ﬁT%am#

WERIAETETFEATL ., [ ERIFYR— RXA>a>bAO—5—HRAY—bH—RER

TNTLWEEA SEEHR— I\@'éﬁE%%'ﬂﬁﬁEéh’Cb\iﬁ
Ao RXA>> O—5—% [lKerbeross?
BE) . TRXq>a>bOo—5>—3886E « F
fold TRXa>ay bO—5—) fMEEICE
LTSV, BIEQIRENEMICEX
38 TH. CNEEITMEENHD £,

SRTLNOTA Y TEEFEATL LT, SREEIC PREEERE ¢ )L — hEEREA O—A)L O Y
FRAINICATY— M H— RIEEAZREETN Ea—X—ICA XA b=ILENTVLEE Ao
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1. Citrix Virtual Apps and Desktops ISO® x64\XenDesktop Setup\XenDesktopFasSetup.exe
|Cd % XenDesktopFasSetup.exe 7 7-TJL

2. FasSetup_xxxx.exe (xxxxiCitrix Downloadsh*5 AFAIgEZR 1) 1) —R)
e /configure_firewall

Windows 7 71 7 # — L —EXDEITETNTVIRIBE. 77177 +—IILHEMIC
BOoTWERLTH, A1 YA F=ILENTVWE O VER—3%> FTEAINSWindows 7 7
TIA—=ILDTRTDR—bZHEEFT, Y —RN—FT1 DT 7470 +—)LZFERBLT
WBIBE. FRE 77170 4— )L ZERALTVWARWVESIE. FEITR— FERIBED
HOET, FASICIF. ZETCPR— FBONKETT,

e /help or /h or /? ?

IRYRAILTZRELET,

e /noreboot

1A=L EBOBESZHIEL T,

e /quiet FT7cld /passive
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msiexec /i FederatedAuthenticationService_x64.msi [/quiet]
CONFIGUREFIREWALL=[YES|NO]

msiexec /i TelemetryServiceInstaller_x64.msi [/quiet]

net start "Citrix Telemetry Service"
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Federated Authentication Service (FAS) is a Citrix® component that integrates with your Active
Directory certificate authority, allowing users to be seamlessly authenticated within a Citrix
environment. This document describes various authentication architectures that may be

appropriate for your deployment.

When enabled, FAS delegates user authentication decisions to trusted StoreFront servers.
StoreFront has a comprehensive set of built-in authentication options built around modern web
technologies, and is easily extensible using the StoreFront SDK or third-party 1S plugins. The
basic design goal is that any authentication technology that can authenticate a user to a web site

can now be used to log in to a Citrix Virtual Apps or Citrix Virtual Desktops™ deployment.
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Summary ‘ Logon type: i [Domain - |
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