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Description: 7 Domain Controllers cridest et
This snap-n alkews you to edit Group Policy Objects whid E Defaut Domain Policy
of stored on a computer,

¥,|E4 [:I \/ l:.p i —5’ _o)*ﬁﬁE//_ﬁ U ‘\/_/":EIQEEFH 7__ \/7 [/_ I‘/CltrlX:l \/7]_‘\) * D I\/DIL;\I:IJ-.E] T\
Federated Authentication ServicerR') > —ICBEL £ 9,
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File Action View Help

e HE 2 HE T

(=] Defautt Domain Policy [DW-DCDMNET] Polcy |[T=authentication

v (& Computer Configuration .
Federated Authentication Service Setting

~ [] Policies : e ——
3 __:| So.ftware Setti-ng; Edit policy settin Federated Authentication Service
> [ Windows Settings policy seng. 2| Storefront FAS Rule
w || Administrative Templates: Policy definit Description: |==] In-session Behavior
w || Citrix Components Servers running the Federated
| Authentication Authentication Service integrate your

Citrix environment with your Active

| Control Panel . .
> & Directory infrastructure to allow users

> -_:I Network to log in with non-Active Directory
|| Printers credentials (e.g. SAML assertions).
7 Server

5 [ Start Menu and Taskbar If you enable this policy, you should

» B System specify a list of servers running the

S Federated Authentication Service

> (& Windows Components identified by their FODNs (e.g.

[ All Settings fasserver.company.com).

5 || Preferences

w 4%, User Configuration
» ] Policies
» || Preferences

< > | Extended £ Standard /
3 setting(s)

Federated Authentication Service7R 1) & —8&7E &, CitrixBase.admx/CitrixBase.adml7 >
L — k7 71 JL%ZPolicyDefinitions 7 # LA — B L 7ZHBEICD A R XA 2 GPOTER
TEF 9, FIE3D%. Federated Authentication Service’R) > —REIX. [BEBETFVS
L—F1 > [CitrixOAYR—=x> k] > [E88E] 7 #ILA—ICKRREINE T,

FE5. Federated Authentication Service’R') > —%#FE. [BR] #=FRLFT, ChickD.
[BR] REVEBRTETBZELSICHD, FASH—/\—DFQDNZBRTE £ 95
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B Federated Authentication Service O v
E Federated Authentication Senvice Presious Seffing [
() Mot Configured Comment:
{®) Enabled
() Disabled
Supported on:
Cptions:
FQDNs
List the installed servers in y Value
e
FODMs | Show o fas 1 citristest .net]
1]
OK | | Cancel
OK Cancel ApaEly

FIE6. FASTH —/N\—DFQDNZ AL £ 9,

EHDFQDN%E AT 3/A. VDA, StoreFrontty —/N\— (£ 9 3158) . HEXUFAS
T—N—D5RT. VUALDIEFIE—EBLTWARELRHD XY, JIL—THR)—FF%
BELTEIL,

L J

FIg7.0KZ 7 )y LTIIN—TRIS =4 —RZET L. JIL—TR)S—DEE%=ER
LEJ. EEZAMCTBICIE. I >Z2HERTSID (X/IFOT Y RS0 2D Sgpupdate |
forcez 2179 %) HENHBZHZEDHD X,
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Aoy g ek

ZORYS—F. A—H—DVDAtE Y 3> TI—S Iz N O R =707+ bl 1>
Yy g VItRRE, RE. &L Ov IOz R—NLET, 71>ty 3 VEERREL.
ORI —HDEMICHE>THED,. 7D, SEBBEDIERICERINIFASIL—ILT1 vty 3y
TOFERANFRIINTVRBRICOAFBETRETT, IL—ILDERESBLTIETL,

@ In-session Behavior

Previous Setting [ExEseting
() Not Configured ~ Comment:
(®) Enabled
() Disabled
Supported on:
Cpticns: Help:
Enabling this policy activates an agent process A
Prompt Scope | Per- ~ g pohicy g p
Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the
Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:
& | -
] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mote that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed,

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTRE. CORIVS—DBEMCED, FAST—2 1y O XA 1—HF—DVDALE Y 3
VTRERITTETDLSICAD T,

MACTRE. CORDS—PDERICED, FAST—S Y M TOEIRETINGLSBED ET,

7a>7r23-7

CORUS—PEMMIAB>TWVWBRIHFE. FAYTERO-FF 77U 5= a3 1>ty
aAVIIRAEE RT3 L EZHA IR ODARZI - —ICEDLSICKDBHZHIE L &
T 3DDA T arvhBDEY,
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s ABFRE—COF T avidtFa) T 7OV T b2 EMICL. WERIEY AL MIFERA
TNnEY,

« 7OLRACEDRAB—FETHOELTOT S LHMERICARZRD X Fo

c By a ltORBE—I-H-HDOoKZI )y I TR COF T avidtyiarRAD
TARTOTOY FLICERAINET,

FREXA1LTT L

ORI —DEMERIZE. ABEIAILTU MIEEL ST D8 (WEEA) ZHIEL X,
T ZIE. 300 DIHE. A—t—3sneic Oy hERRINE T, ENEODIZE.
RTCOMEERFIIR L TCA—Y—IC7O>Y T MBRRINE T,

A 7 RFICYIHT

COR)—HDEYDRIBE. -V —HEEREOVITIE. I—F—Dt v 3 VIZEHNIC
I nEkd. COBEIF. TAY—FAH—REODALEICHIRT] RS —ICBTWEY, 21—
' —h'Active DirectorydJ' 74 VERIBHRZFHF > TVWRWEHIC. COMEZFERAL £,

Oy ZRICYIS 3R > —Id. VDALOIRTDEY > aVICERINET,

JxT7L— a3 EEEr—EXEEI VY —ILDOFER

FASEIEOYY —IJLIXIFEACDERICEL TWLWETH. PowerShellf »2—7 1 Xl &
DEERA T a>HERMHLET, FAS PowerShell AT > KL w FDEFAIC D LTI
PowerShell ¥R Lw rEEBBLTLIETL,

FASEEO>YY —IJLIZFFASO—ERE L TA VA h—JLENE T, 7 > (Citrix Federated
Authentication Service) IFXAX— kX Za—ICBEINE T,

BEOAVY I ZYOTERTZLEER. ROTOCRZRTITELSICATFEINET,

« SERAET VL — b ZERAT %,
s SRR EEY b7 Y T B,
« FASHGEPAHEE Z2 £ T % C & 2 &Y %o
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OS#EMY —I/LZfERLT. —MOFIRZFF TR T IBZLCHTEERD

FASEEOYY —)LIE. T7#)LrTO—HILFASHY—EXICEHELEF T, BREICDHLCT, O
V=ILOBALICHBROY—N—ICERZEFEBEL T E—M—ERICERTETET,

O—#1 351 X & NicEfR(/en-us/federated-authentication-service/2607-Itsr/media/admin-console-

initial-setup.png)

g T L — b 2EBRT %
oV 7 bo 7 EOREERMDOMEZEE Y S0, FASIZIRE DRED -8 23D DCitrixEE
BRET> L —hERELFT,

 Citrix_RegistrationAuthority _ManualAuthorization

» Citrix_RegistrationAuthority

» Citrix_SmartcardLogon

_N5DT > 7L — M&Active DirectoryiCEER T AIMENHD £9, BB KREx>%ZI)v D
L. TOKy 2020w o L%,

O—#1 34 X &N izEff(/en-us/federated-authentication-service/2607-ltsr/media/deploy-cert-

templates.png)

T 7L —FDEHIE. FASE EHIZA VR b—IL TN BILERF . certificatetemplate DXML T 7
WICHD £, HBARIFRODEED T,

C\FOJSLI 7AILCitix\7 =7 L—Tv REREEY —EX\GRRET > L — k

SERRE T > L — k7 # LA —, (len-us/federated-authentication-service/2607-ltsr/media/

certificate-templates.png)

NEDTYTL—rT7710I)IL%EA VR M=ILTZERHIAEVIEEIE. Active DirectoryEIEE |
EBLTLLEETWL,

TFUOTL—bEFFHTIVAM=ILTBICIE. TO0FTL— 2L T HILA—DERD
PowerShell ¥ > R=E1TLE 9,

$template =
[System.IO0.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
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X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active DirectoryslfFHE Y —EXZEY 7V 7953

CitrixsEBBE T > L — b Z A VX b—=)LL7c5. 1D EDMicrosoft EnterprisesEEA#&REH — /N —
ICRBT2HENDHD 9, Active DirectorysEBAE Y —E XDEBRAAEICDWVWTIE. Microsoftd
RFaxXYhZzBRLTLIETL,

AR ZEBIET3EBRZR DI —I&. DA< EHIO2DY—N—ITVTL— b2 AT 24
BAHD XY, TNSELET BICIE. Set Up Certificate Authority Z{FHB L £ 95,

(EEERZE T > 7L — k&, Microsoft Certification Authority A>Y —JLZERA L TRRATZEHT
TET,)
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&3 Citrix FAS Administration Console - connected to localhost — | X

Complete these setup steps:

| & Set Up Certificate Authority X
o Deploy certif =i

The required templ  ImPortant:

Initial Setup Rules | Advanced Connect to another server  Refresh

When you click "OK" the following certificate templates are

published on the certificate authority selected below: i
o Set up acert Publish

- Citrix_RegistrationAuthority_ManualAuthorization

The authorization t - Citrix_RegistrationAuthority
o . - Citrix_SmartcardLogon
Click "Publish” to p|

Publishing certificate templates may require you run this tool as a
. Domain Administrator.
Authorize th

) ) ) ) Authorize
This step can also be configured manually. For more information,

Create an authoriz consult the online documentation.

Certificate Authority:
Create arule Create

A rule defines a sm|

You have no rules ¢
Cancel

Connectto C Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

7xT7L—Ty RBIEY—EXZHERIT S
COFIBIC&D, FAS QEBABIMSNET, BRIV —ILId,

Citrix_RegistrationAuthority ManualAuthorization 7> 7L — kA L TAERAZERZ &R/ L«
ZFOT>TL— 2L TVWREEEROWINMICEEFEL F£95
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&2 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificata tamnlatas Deploy
&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration
o Setup acert Authority certificate to the selected Microsoft Certificate

Authority. Publish

The authorization t The CA Administrator must sign in to the Microsoft Certificate

Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize
Certificate authority:

Create an authoriz

Create arule

A rule defines a sm|
Cancel

You have no rules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BERAEE I NS . Microsoft Certification Authority > —JL® Pending Requests ') X k
IS FASRO V7 HT Y DS DREBADERE LTRREINE I, FAS DIEKZHATI DH1
IC. SRLRBEE IR EDERZRITIICIFIEST T I3HEN DD 7.

BIEE D Issue £7-ld Deny Z3BIRTZF T, FASEEIVY —ILIFES—RED TREF—]
ZRRLET,

Microsoft Certification Authority 1> —JLT. All Tasks 527w L. FARAZERICH LT
Issue 7cid Deny ZFEIRL £ 9, Issue ZFEIRT B . FAS BIEO VY — LICEAGREEHEN R
SNEJ, Deny Z:ERT B, AVYV—IIICIZT—XyE—IMRRRINET,
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA = —tn T 350700 CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FASEBEIOVY —I)LIE. COTOEINRT LA cZBFMICERB L £9, ZNiZiIEEsHD
BBEDHD £,

X

&& Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘ Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

(’ Authorize this service Authorize
There is a pending authorization request on Cancel request
Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

IL—IL DB

FAS |d. StoreFront DIERICHKEL. VDAOSV A >E LVt Y > a vRERD-HDIFFRE DT
EARRTBREOICIL—IILEZFERLET,

BIL—ILIEUTZEELE Yo
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o SEBAEZERT 5 Z ¥ HMEFE TN TL B StoreFrontt —/\—,
o SFEAEREBRINZ I ——Dt v bk,
o SERAZDEAMFI TN TVWABVDATY S D Y b,

Citrixi&. Tldefault] WS EFIDIL—ILZERTEHI e ZHEL XTI, TNid. FASICHESIT S
BRICStoreFronth' B L& BIDIL—IL 2 EBER T B -HTI,

HRZFAET VT — b CAAKEZESR L. 457071 LHERZFHOL SIS, 51
HRARZLIN=IZERTET XY, CN5DIL—)LIF. E& B StoreFronttr —/\— £ 7=IdWorkspace
THERTILDICEBRTE X, JIL—TFRUS—BEA 7> 3>z @R LT, StoreFrontth—
N=DHRZLIN = ZEHE TERTDLSICHEREL T

MEpk) 22w o9%h (TIb—ILy 2T T TIL=ILDERKI =2 ') v D) « IL—IL=fERS
BIcODERZNET BIL—IUERT « F—FZEmRLET. L—Il1 2TICE &IL—ILD
BENRTEINE T,

00— 7134 X & NizEfR(/en-us/federated-authentication-service/2607-Itsr/media/user-rules.png)
D4 = RIFROBEHRZNELF T,

To7L—h A —EEORITICERINZIHEET > TL— ., ChiE
Citrix_SmartcardLogonT > 7L — k. £LIFZFOEEIN/OAE—THZIHEHNHD £9 (LA
EFVTL—FEBR)

AEEAMERS: 1 —H —EEEAEZEIT L. 7oL — b ET A, FASIE. Tz —ILF—
N—CBEDBODHICEBOERAKBEDEMZ Y R— b LTVWE T, IR L /A D X
T—RAN 7T L—hRBAARR] ERFINTVWB I E 2B LTS IZE W, AAREOE
BesRLTIRETWL

tyiayAER: Tty a>RER%EHR A7 avid. VDANOOT F #%ICSIBRE % fE
BATEA3hhEE5hHIEL £95

o Ty aYRERAEHR MBIRINTULEAEWES (FT74)L . #4® —SBRZIO0J A
VERIIBERICOAMERAIN. I—Y—IIEREERICIREIC 77X TE X A

o My aYREAEZHFA MERTNTVWIIGEE—1— —EERMRICGEHZEICTIEXT
TFET, FEALDERRIE. COA T3 EFRLBVWTSETWL, 1~ bF%w bWeb
T4 RRT7AILEERYE. VDAL //El/lj\]b‘bﬁﬁt'x*h%'ﬁ/ Zl&. Kerberos> >
TIWHA 2 F 2 FRLTTZIVEATER D, Ly a YNEERERBREDLHD £ A

ey avAEAZEAL ZFRLBE. tya YREEJIL-TRUS—BMICL
TVDAICERT 2HENHD 9, 0%, BT ROITF VRICT IUT—2a v TEAY
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B1HICA—H—DEAGERBER F7ICEESINE T, L& XIE. VDAY 3 VY TWeb
H—N—ADTLSEREN N ERIFE. Internet ExplorerlE Z DIAE#FHTE X,

PG 21— —0OJ A > £ IEBEGROI-OICEBEZERIT I EEBINT. B
FET T BStoreFrontth —/\N—<I > 2D X by TNEDIARTOMERICH LT, @4 DADA T
SO MFEREIIIN-TEEBMTEET,

T ABEAZREIIEF 2T LEETHD. BEICEETIXVENHD TT,

:

FASH —/\—%Citrix Cloud TOAEA L TWVWEIHBE. 7O/t XFIHZEBR I 2LEIIHD T
Ao Citrix Cloud TIL—ILHMER TN BIFE. StoreFront® 77 AFFEIFEBR INE T, Citrix
Cloude # > 7L X XD StoreFrontBADEA TR I —ILZERATEE T, 7>TL XD
StoreFront CJ)L—ILHMERA I N3 IFE. StoreFrontd 7o RFaNF5 | S/ ERAINE TS
TI7FIEOER ( TID7H— k1 BFEAIEINTWVDS) EFIRTZIEELEF T, D1,
StoreFrontt —/N—ZBRMICEFRI T 2 BN DD £,

i1 Permissions for StoreFront Servers -

Security

Group or user names:
A/ STF-1 [CITRIXTESTVSTF-18)

| Add... || Remove |
Pemissions for STF-1 Allow Dery
Assert |dertity L]
ok ][ Coosl |[ oy |

BIFR: FASZERLTA—H4—%20OJ 4> TEFBVDAY VD X b, FASESN L CIFFHZ % #
ATEZ1-HY—DUR I,
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 VDAMEPRDEBE TIE. YOVDALFASEFERAL TA—H—%2 0O A4 TE3H ZIEETETE
9o VDADU X MEITT7AILETRAA AV EA—E—T9,

s I—H—HEROEETId. YOI—H—HFASEFEAL TVDAICH 1 V1Y TEZNEIEET
TXY, A—HF—DURMITIAILETRAA>A—HF—TT,

FASTH—N—D R XA YHVDAE LUV I—HF—D R XA VBB ZHBE. T 74/ EOFIR
ZEETIHENDD XTI,

Securty

GI’OIJI] ar user names:

' | Domain Computers (CITRIXTES TWDomain Computers)

Pemissions for Domain

Computers
Relying Party

© 1997-2026 Citrix Systems, Inc. All rights reserved. 30



JxTL—2a i —ER

Securty

EI’CIUD ar user names:

Domain Users (CITRIXTES T \Domain Users)

Permissions for Domain Users

User Authentication

257 R)L—JL: Citrix Workspaceh SID7H—> g UHRESINIE S ICIL—ILAER IS D
ES5h %L FET, Citrix CloudIC#E#id B & FIC. Citrix CloudiCfEART3IL—ILEERL £
Citrix CloudA\DEFHzI > a>D) > o h 5. Citrix CloudiCES L7-BTIL—ILEZZEETI L
HTEET,
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&& Citrix FAS Administration Console - connected to localhost
Initial Setup Rules Advanced
Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Click "Publish” to publish the templates on another certificate authority.

— | X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

Citrix Cloud|CiE#i 9 3

FASH —/\—% Citrix Workspace CCitrix Cloud|Z#&#H: TF £ 95

WorkspaceDieE BB L T /ZE L,

FMICOWVWTIE. B 5DCitrix

1. 7 dDConnect to Citrix Cloud® FIC % % Connectz 27 ) w2 LE T,

© 1997-2026 Citrix Systems, Inc. All rights reserved.

32



https://docs.citrix.com/jp/ja/citrix-workspace/workspace-federated-authentication.html

Il
]

JITL— 3 EREEY—EX

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. BRI BV T REERL. Nextz 7 ) v I LET,

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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33




JITL— 3 EREEY—EX

3. VA4 Y RIIC—BDERI—FARTINE T, COI— FIFCitrix Cloud THEERT 2HEN D

DEd, FHICOVWTIE. TAYTL I XBFE%ECitrix Cloud &R T3 #28BL TS
LYo

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESDAS

Summary

( Waiting for confirmation...

=y -

&+ Connect to Citrix Cloud — O X

4. BFIA—RFHIREEShics. ROV TRTV ) IO SRERDY —XADFHRZERLE T,
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&4 Connect to Citrix Cloud — O X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:
Summary

Confirmation Code:

™I

“
Resource location:

My Resource Location v

5. ZYUTAERIIEETHIY FEBIRL. FASH—N\—%ZELFETIVY —XDEREZERLE
9, Continuez 27 'Jw o L. RO« > ROERBALE T,

6. Choosearulet7> 3> T, BBEDIL—=ILEERTZIH. FiLWIL—ILZEM L X9, Next
#O)woLET,
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&+ Connect to Citrix Cloud — | X

Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

7. Summaryt 2 < 3 > T, Finishz 2 ') w4 L TCitrix Cloud\D#EHz7 7T L £95

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud & FAS —/N\—%%&$& L. CitrixCloud 7HO > bD R—JICRTLE T,
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F>FL I XD FAS —/\—I&. Citrix Cloud & Citrix Virtual Apps and Desktops \®D 774
T AZARKICHFA T2 —AEZRITTETE T,

Citrix Cloud 5Vl § 3

Citrix Cloud ') ¥V — X DIZFAH S FAS —/N\—ZHIFR L 7c%&. T ® Citrix Workspace DFEE IC5C
HEINTWBESIS. TZHERLET,
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RS

ZDtUT 3 >DEEETIE. Federated Authentication Service (FAS) DEERIEMR E BIEICEAT
BDHARVAERELET,

BERER

+ FAS A YR k=L IMIRREICE T B EEA Y T 7 LY RIE 1 VR b—IL LR ORE
7,

- BRIT %70 F v ORETIE. TEH FAS T—F 7/ F v OBEERHEL. 3510, £D
BT — %70 F v ICET BHOREADY LI HRELTUET,

FASV2F7yw REITELSXPMUFZRLRAUX B

FAS 2511 K D gilE. FASIEA VT v I RNA b TIREZVL (N—2a>vl) ERXOF7y bz(E
BLTWE LT VDAIE. EDFASH—N—DF7y bZzRHITLIED ZHMTIHNENHD £,
S ATV IRNA bZFEALT. LZXMNJARADFAST7RLZADYU X FHBFAST RL X
ZRERITBETIONED,

GPOI&@®E. VDAEDFAST7 RLZD) X bz L £9, Windows VDATIE. ZRL XU X b
DL MY DIFARIE
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Authentication\UserCredentialService\Addresses
T,

VDALD 7 RL X X ~lEStoreFront D7 RL XAV A M EREBIC—HRLTWVWARELRHD £7,
ZFI3TRHRWEE. VTN A IR LET, COEHIX. FICEMLEREZITO>TWVWS
BERKICE>T. BRI —DOAZTHERCH->TWE LT,

FAS 2511 Cld. V2 (N—23>2) EROFTy FHAEASNE LT FASH—N—DT7 KL X
(DFED. FQDNER—R) EF47y FEERICEZAFNEH. VDAIFLS A MU F7RLZRY
A L EBBIIZIHNEHLHD FH A

Bk

2511L4F%. FASIZT 7 #IL b TV2F 7y b EERLE T, V2F 7 v I, IRTOWindowsd &£
ULinux VDAN— 3 > e BfERH D £ 95
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JITL—Y3VEEEY—EX

N—2322511&K DRIDOVDAIR. IO IS 3 THALLESIC. 1T v I INA b2 ER
LTLYRBUTZRLRUZR b 2BRLEITET,

25114 P& DWindows$ & ULinux VDAD HFHV2F 4w b= BT TE 37, LA RNJF7RL R
DA MIREHD £FH A

V2F 7w ~&StoreFrontD ED/IN—2 3 > e b HEEMAH D, StoreFrontd 7w 74 L — RIZFE
T,

V2Fry b TRIENRE LIIBEIE. T DPowerShell 17 Y FZEA L TFASHVIF T v b 24
2L DICHEBRTEET,

Set-FasServer -Address localhost -TicketVersion 1

V2F4yw FOERKICE T ICIE. TDPowerShellAY Y REFERAL F9,

Set-FasServer -Address localhost -TicketVersion 2

VDAWERE T AFASFw hN—=S 3>

VDA 2511 D AHDNV2F 4y & B TE £ 9, UBIDO/N—2 3> TlE. V2F 49 v MMIVLIF
Ty RTHZIDDLSITI/MONET,

VDADWV2F 7w hN—=2 3 Y ZBE LTV D E S D EHEE T BICIE. FASH—N—DA >k
A7 %ZRARNET,

FAS X VDAD' 2511 AP DIHE. VDADREFICKD LS HARY FOAJF IV MUDKRREINDBIE
T CcOANY NI FASH—/N—ODWindowsO¥ > 7V —>a>OdicHhb £,

Level: Information

Source: Citrix.Authentication.FederatedAuthenticationService

EventId: 204
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Text: [S204] Relying party [VDA machine name] accessing the Logon Provider
for [User UPN] in role: [FAS Role] [Operation: XXXX] as authorized by
[StoreFront machine name]. Caller ticket version: 2. [correlation: XXXX]

CDANY ETIE BUBELTF7Y bON—=232|F2TY, Chid. VDAZL X MJFASYT
FLIAUXFTERTBIHBEN BTV EZRLTVET,

WIC VDADN2F 7w b Z T R—F LTUWARWEE. AR AOJIY NUOHUELTFT Y
FDON—=3 VIFUIERD £9,

Level: Information

Source: Citrix.Authentication.FederatedAuthenticationService

EventId: 204

Text: [S204] Relying party [VDA machine name] accessing the Logon Provider

for [User UPN] in role: [FAS Role] [Operation: XXXX] as authorized by
[StoreFront machine name]. Caller ticket version: 1. [correlation: XXXX]

StoreFront CFAS V2F 4w 289 3

FASF 4w kidStoreFrontiC & > THRBEATH D . FRlBBHRIIHNERW=H., EON—=T3>0D
StoreFront CHERATE X9,

StoreFront COFASH —/N\—7 R L XD1ERKIE. 5| EHIGPOZEAL TIREINBZL DI NU T
RLAUZX EFERALEY,

Citrix Cloud Workspace CFAS V2F 7 v FZ BT 3

FASH'Citrix CloudIZEHR TN TWBIEE. FASIFEED 7 RLZANEEDL I M) 7 RL R

AMIBFEETZCCZERLET, COBMERVIFTIY b Y R—bT27HTT. RONSER
WEE. FASEBIEO VY —JLIFEE%# R L. FASIECitrix Cloud WorkspaceDEE&) > > LY
AUFVERHBLEE A

7= L. BEESETV2F7 v bE2FERLTWVWEIHEE (DD, FASH—/N\— Y VDAH 2511 L&D
BE)  FASH—N—ICLPXARMY T RLRAYRMNIBEDHD FH Ao

o REBHREINIZFASHAL A MY ZRLAVRAMEERLABAVELSICTRICIE. XD
PowerShellz R TT £ 95,
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Set-FasCloudConfig -Address localhost -SkipGpoCheck $true

FDMDPowerShell DZEE
FEED T2 RICMAZ T, FAS 25110 PowerShelliCiZM{TOZEEANMZ 5N TWVWET,

FASH—/\—ODFQDN¥YR— k2 RRTS

RDPowerShell A7 > Rk, FASH—/N\—DFQDNE U XZ>JR—br&EERLET, ZHud. V2
Fry MIIYOA—RINTEFAST7 RL RIEH T,

Get-FasServer -Address localhost

OARVELY RO RLANTGA—R—
Prior to 2511, any Address parameter of a FAS PowerShell command (other than "localhost") was

checked against the FAS server's registry address list. To change this behavior, it was necessary to

use the following command:
I Set-FasAdministrationPolicy -CheckAddressAgainstGpo $false

From 2511 onwards, FAS PowerShell commands don't check the Address parameter against the

address list. To revert to the previous behavior, run the following PowerShell command:

I Set-FasAdministrationPolicy -CheckAddressAgainstGpo $true

T 7> FEEE AT [ICFederated Authentication Servicez B%1
IC93
CDFEETIE. YILFTF > bDManaged Service Provider (MSP) 1335 TFederated

Authentication Service (FAS) ZBMIC T B FIBICDOWTERRAL £ 9, FFMICDLTIE.
IReference Architecture: Citrix Service Provider DaaS] #ZB L T<L7EE L,

BIESR Y
e Citrix Cloud LD R XA > )Y —XDBARICH T 2 BEET7 VL XIENKRETT, SFHICDL
TlE. TEEBERDEE] 28BL TSI,
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JITL—Y3VEEEY—EX

e TV REMSPORBBZREREL TWVWAIRELDHD £9, sFMICDWLTIE. [Citrix Service
Provider[a |7 Citrix DaaS1] ZZB L TLZT L,

MSPEEZIBMY 5

1. Cloud Connector% f£F8 L T. Active Directory K X > % Citrix Cloud TR TE 3 L SICL X
ER

Cloud Connectorz 1 YA b—J)L§B 8T, AVTLIRA 2T F R MZ U F v %Citrix
CloudIC#Es L £ 95

AYTLIRARAAC2AY AT —ICEAEFITSNTVS R X1 2D IDELUTIERE
B> FXSYOTTHRAAETHS C Caml L F 7.

Citrix Cloud x  + Vo= mo=
<« C ¥ & uscloudburrito.com/identity/domains 2« O@ :
= | @ik 2 o
“ ldentity and Access Management

Authentication Administrators APl Access Domains Recovery

+ Domain C Refresh D Show Unused Domains

Forest: multifas.local

Forest Preferred Connector Type:Cloud Connector v

MultiFas.local oo >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v

2. RXA>Z T2 MIT7zTL—23 > LET,

FXAVZEBERL, FOYTE IR Za— () 20V v I LT ZxTFL—a>YRX1Y
DEBZI )y I LET,

B Citix Cloud x S e i 2 =
<« C Y @ uscloudburrito.com/identity/domains e % O@ :
= | citnx P
< |dentity and Access Management

Authentication  Administrators  APlAccess  Domains  Recovery

+ Domain C Refresh | (] Show Unused Domains

Forest: multifas.local

Forest Preferred Connector Type:Cloud Connector v

MultiFas.local oo >
Manage Federated Domain
Forest: fasmulti.staging Disable
Forest Preferred Connector Type:Cloud Connector v

TTFYRERDIF Tz )y LET, TDO%. BAZIVYILET,
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3 AEMIIONTVERXA DT F Y MIBFEIT S ZHRLET,

COFEFEA T3 >TY, 7Y MEEDOIOVY —I)LICH A >4 > L. Identity and
Access Management > Domains D FIC K XA VAU I FINTVWEZZzRERLF T,

BhETONTWVWD R XA VDT F 2 MIFET S C L zEEE L X 9 (/en-us/federated-
authentication-service/2607-Itsr/media/fas-verify-domains.png)
MSPEEEICRD £,

4. FASH—N—%A > X k=)L L. Citrix CloudiCE# L £7,
77+ > b DCitrix Virtual Apps and Desktops!) ¥V — X HVEZE & 11T L) B Active Directory (AD)
T#LAMIFASZA VA M—ILLE T, FASZZEDADT # L X MMCEEMITENTWSE I S

TRDVY—ZXDBARICESE L E T, FASH—N—DA YR b—JLICDVWTR. TV b=
IVERERL) ZBRLTIEE L,

5. TV MERZIBKI B

T+ FNERMEITICFASEBMICT S
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« IDZONAH— (IdP) 1R 3
T+ MBEEICYIDE X £, Identity and Access Management > Authentication (C7%
BLFEI, IdPICER L. ADDIdPLEHAISNTWVWA ez L £ 7,

o TF 2 FAITICFASEBRICT 3

Workspace Configuration > Authentication [CBE L £9, RE L7FREEEEIRL. FAS
EEMICLETD,

FAST 7 > b= B%hIZ 9 % (len-us/federated-authentication-service//2607-Itsr/media/fas-

enable-tenant.png)

EtR DR

TFHFRDT T L =23 R XA VHEBIBRT BEIICMSP R X1 V% HIRT % . BEIFIOBED
EELET, 7Y FAIFICFASEEMICT A EIETETEITH. MSPICR XA UHEELEL
378, FASIZEBKL 7,

Azure Active Directory > T LY A1 > F >

2023F 7R A%, Microsoft |& Azure Active Directory (Azure AD) % Microsoft Entra ID |Z5 ¥R
ZTELFELTze TORF X2 MTIE. Azure Active Directory. Azure AD. F7=i& AAD A
DIRTHDEHRRIE. Microsoft Entra ID =35 L £ 75

Citrix Federated Authentication Service (FAS) I&. R X >&NE# Virtual Delivery Agent (VDA)
ANDS VTN A A (SSO) #IRIH L £ 9, FAS IE. VDA ICA—H—SIAEAREMHTZ T
SSO #E3R L £9, VDA IZZ DEERAEZ A L T. 21— —% Active Directory (AD) =X L TER
BELET, VDALY IV Y F > T3, BEREEALTAD VY —RIZTIVELATEFET,

AD & Microsoft Entra ID I CEEAZ 1TV I—H— AV Ea—2—0O@AICNITUY R ID %
{ER 9% Microsoft Entra ID (ME-ID) DEEIF—MN T, CDFEETIE. FASZFEALTWL315

&IC VDA v > 3 B 5 Microsoft Entra ID AD SSO ZRIFE 3 7-HICHBRBIEMIC DL
TEHBELXT, CNICkD. I—H%—IEHEEEE% L T Microsoft Entra ID TIRESNT=T7 T 7r—

AVICTIERATESZLDICHBDFT,
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FAS H' Microsoft Entra ID @ SSO Z{FA Y 2 7=DIHFRIBBRIIHNELH D £H A,
FAS Dt v 3 VHNBEIIMNEH D FHA.

FASOEDN— 3 THERTEEY,

FAS ZH/R—Kr 93 VDADEDN— 3V THEHRATEE T,

. J

Microsoft Entra ID SSO OFEZZXRORICEF L HF T,

ME-ID FBEEZ 1 7 VDA & R XA Y BIEH VDA IE/\A1 TV v RBINEH

Yx—T R ME-ID &—/LL X SSO % ME-ID EERAE N — R EREE% &£
Bv3 B¥3

Active Directory 7 =7 L — ADFS T Windows 53if % B WS-Trust @ certificatemixed
> 3> % —E X (ADFS) I WMCT B IVRKRAY RDEMHED
JrFlL—>3>vd3 TWBZLZzHRT 3
H—KN—Fs® D 7ON H—RKN—FT1DYV)a— H—RKN—FTqDYV)a—
AA—=IC7zT7L—>3>d 23 EFERTS 2a EFERTS

&)

o« YX— K Microsoft Entra ID K X4 >z ld. 21— —E85EH" Microsoft Entra ID T{THO1N 3 R
XA THD. AT+ 7 Microsoft Entra ID s25FE N e HD £,

e 7x 7L —>3>EMNT= Microsoft Entra ID K X > &l&. Microsoft Entra ID H':2:F % 5 D5
FRICUA AL R TBESICEBHEINTVWE RXAL>2TY, Tt zld. ADFS ®H— KR /N—
T4DID TANA A —RE T,

o N1 Ty RENMEHA VDA IE. AD BIIEATH D, Microsoft Entra ID BHNEH TIo

R XA >8M&EH VDA

R XA >ENMEH VDA DiFE. Windows 3:EE (ERIFEEE Windows EREE X 7= 13 Kerberos & MEE
NTWE L) 2B L T Microsoft Entra ID AND SSO #3EIFL £, Microsoft Entra ID NDER
GEld. 2—H—H' VDA v 3 >AH S Microsoft Entra ID TRES NI T TV —>avicT
JERALIESICRELF T, ROKIE, SREAETALRAZRENMIRLTVET,
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Federated IdP AAD
or ADFS
N
A
4. Authenticate
! with Windows
2. AAD-protected 3 Challenac 6. Access 4 If f_ederated, Authentication
app is accessed ) %€ with token Windows
without a token Authentication 5. AAD token
happens at
the IdP
1. User sign-on to the VDA
authenticates the user A
Domain joined VDA to AD using the FAS user
certificate Domain Controller
IEFEREFMIE. Microsoft EntralD R XA VWY R—J R THZIHD 7 T7L— InTVWah

ICE>TEBD XY,

BIEENT Microsoft EntralD RX1 >y b7y FICDWTIE. O—LLA DT >F
VEBSBLTLIETWL

ADFSICT7 T L —>3>ENTUL 3 Microsoft Entra ID K X1 > DiHmE&. ADFS H—/N\—T
Windows EREEZBRICL £ 95

Y—RN—FTDID 7ONAE—ICT T L—>3>INTULAS Microsoft EntralD K X1 >®
BEbH. AHROYV ) a—arhFEELE T, FHFMICOVWTIE. ID 7ONTAA—ICBREVEhtE
<728y,

RXAUBMEAVDARBICUZXREINTWEY Va—>a>ya, N7y RENNEH
VDA ICBHEHATE XY, 7=7EL. FASZEHAL TL3FAE. Microsoft EntralD D 514 <
DEFH =22 (PRT) IFERTNEE A,

N1 T )y F8IEA VDA

N TV w REINEHA VDA I, AD & Microsoft Entra ID ICREIRFICEMLTWE T, 21— —H
VDAICHA VAV TR RDT—T1 7770 MHMERSINE T,

e AD Y —ZAADELEED =D Kerberos F47 v MREEFT v k (TGT)
+ Microsoft Entra ID 'J Y —XADFRIED =D TS A X ) EHF ~—2 > (PRT)
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JITL— 3 EREEY—EX

PRT (CIE. I—H—¢ Y2 —R—0DAAICETIBHRMNAZENTULET, COBERIE. BE
(255 L T Microsoft Entra ID OZHFRHE 702X R) O —THEHRINE T,

FAS |3 VDA ICEERREZ IRt 3 e TaA—HY —%FFEE 9 3 7=®. PRT | Microsoft Entra ID MD3E
BAER—XDFRIENEEINTVBBRICOAMEETET XTI, XOKIF. RETOELRZKEHIC
ALTWETY,

AAD Federated IdP
or ADFS

A

3. Authenticate to AAD 3'. If federated,

heorton L with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD A
with FAS user

certificate Domain Controller

A

Hybrid joined VDA

SEHIC DWW TIE. MicrosoftEntralD KX UABEBEIhTWEHh T TL— IhTuwsh
ICLK->TERDFT,

EIE I N7 Microsoft Entra ID K X1 > Di54& . Microsoft Entra ID CBA =¥ L £ 9, FFMICD
WTIE. Azure AD FSEFAEN—ZFREAEOBMEZ B L T 72E L\, VDA & Microsoft Entra ID CBA
ZEALT. I—H—0 FAS ZFBBZ T Microsoft Entra ID (3 L CaA—H—%EREFL £ 95

Microsoft R+ 2 X2 b TIFANY— b A—RARETOY A VA VICDOVWTHRALTVLWEY
M EDOREICH BEAMIIFAST—F —FERAETH A V1 VI 35EICHBBRINT T,

ADFSIC7 =7 L — 3> T fif=Microsoft Entra ID K X > Di54E. VDAIZADFSH —/N\—DWS-
Trust certificatemixed > KRR > b & ER L T. 21— —DFASSERBZE TMicrosoft Entra IDIC
d— -U- %wquin_a-o L_OJI/ }\/—.I_\’r/ I\‘;Tjj')l/ FTE)JJLEO'CUB’E?o

Y—RKN—=FTDID7AONAA—=ICT T L— 3> ENT=-Microsoft Entra ID K X1 > DIFE.
EERDYV ) 2= a3 VD EFEETBEEEMENH D £9, IDTO/N1 X —IEWS-Trust certificatemixed
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JITL—Y3VEEEY—EX

IVRRAYNERETINERDHD FT, ANILTICDOWVWTIE. IDFTAONAE—ICHEBVWEDHEL
SV,

SoalE R DB

CDFEEETIE. FREEF (CA) H—/N— BT - DFederated Authentication Service (FAS) @
BEBBHICOVTHALET, CNSOBRDIFLALCIE. FASEEIYY =)L TREYR—-KE
NTWEEA. FIETIE. FASHIRIET BPowerShell APIZERL £9. COREOFIEZEITY
%1l PowerShell DEAMN GBS BET T,

FASTHERAT3EBOCAT—N—%ty  NFvTST3
IW—ILZER - I3RET IMEIC. FASEIEO VY —I/IL2FAL TERDCATFASZ B TS £
ER

&< Edit Rule — O x
Edit rule "hello”

Template Choose the certificate authority (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.

In-session use

Name Status
Access control Template available
Template available

Restrictions

Summary

< >

Only show CAs publishing Citrix_SmartcardLogon (recommended).

BEIRL - IARTDCAIE. Citrix_SmartcardLogonsEFHE 7> 7L — bk (F7lFIL—IILT:ERLET
VTL—F) ERELTVWRHRELRHD X,

FERALZVLWCAODWITNADBENDT L — 2R LTULWRLVEEIX. TDOCAICK L TEREHE
HELYy b7y T ITBOFIBEEZETLTLIEIL,
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COFIETHERESNICESEARASZIE. COCATHHEATET SO, IRTOCAICH LTS

DY —ERZERI BDFIFZRITIBIHBEIIHD FEA.

FRSh3BFOXEE

BHOCAY —N—TFASH—N\—%BR T2 . I—HY—BEEDERIIER TN TUVDIART
DCAY—N—IZHEBENE T, £/, BTN TLBCAT—N—DWVWINHIHRE LTSS,
FASH —/N\—IIRI DRI A RIEERCAY —N—ICTIDEDHD £ 7,

TCP7 7t XABICMicrosof R Z BRI S

FASIZDCOMZ ff L TMicrosoft CAIC 727X L &9, DCOMIFR— M135ZEAL T, —E
ANy AV LTWBR—bERHELET, 772 ETIE. Dy AVAR—MIEBICEIDHT
bNET, ChUE. 7747 04—IIlEFa) T Z2RETIRICEMSZELC T EZFEMED
HDFT, £DT®. MicrosoftidFEIR— b Z BN T 3 HEEZIRME L TLE T, Microsoft CATH
WAR—bZEBRTDICIE. RE— b > T70IL2%ZIBELTRERIT> deomenfg.exe ZEIRL T,
DCOMIBR/N\ I ZRETEY, AVEa—42— >3V Ea1—4— >DCOMERZERM L T,
CertSrv Request./ — R%&ZFR/RL £9, 2RIC. CertSrv Request DCOM7 FUr—S 3> 70OI/N
T1ziwRELET,
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CertSrv Request Properties |2 | X |
Iﬁmmhmwdkmt&#mﬂmﬂd

DCOM Protocols and endpoirts:

¥ Select the DOOM network protocol sequence that you want to
Jry  add Enterthe endpoint detals and click OK when you have

Protocol Sequance: | Cormection-cnerted TCP/IP

() Disable protocol sequence

O Use defak endpoints.

®) Use static endpoint 900

17 Use irtranet range of dyramic endports.
() Use intemet range of dynamic endponts.

(o ] [ cme ]

IVRRAVIM2ZTELTENIYRRALY FEEIRL. TCPAR— &S (LEERDOKTIF00) %=
feEL X9,

COPITIE. T7A4T7 T 4—IJLTHR— 1358 7KR— 900 HFATBIMHENHD £,
TEZBEAT BICIE. MicrosoftsFPAERE = BHiicE L * 95

DCOMIZRPCR— F135%ERA L TR IT—> 3 VERMED B B 7cd. FASH —/N— (F7zIFFEER
MEZFERTIMOTT V) ZEBRTIVEIFTHD FEA. V517> FHDCOMZFERT 344
BELHBHBE. H—/N\—LEDDCOM RPCH—E RIZEF L. FEDDCOMY —N—ADT7IEX
ZERLFI, CnUSLD. R— 1900 (COFITIF) HELN. DCOMYP—N—IFT 517>k
ICEDR— bADEHRZEIRTRLE T,

A—Y—iIRSZEEMT S

FASH—N\—RATA—HY—IIBEENFRER NS . I——0OJ 4 VERHDKIBICERIN
9, UTDOEI> 3 >Tld. B—FIIEHROFASY —N—TINERTIT B AEICDVWTEHA
LXEY,
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Active Directory1—H'—D U X N EEFT 3

ROBUCTRT LS ADZVITU L. A—HF—DURZT 7L (lc& X csvZ 7))
ICRFTHIET, ARBOEMZHETETE T,

Import-Module ActiveDirectory

$searchbase = '"cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {
Get-ADUser -Filter {(UserPrincipalName -ne '"null") -and (Enabled -eq

"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser (&, A—H—DURbZIIT)TER-HDZENZIAT LY FTY, LEEDA!
Il UserPrincipalName%#F5. 7HO Y FXAT—2 AN B THHA—HF—DAH%Z X b
T374 25| HHAZTENTVET,

SearchBase5|#i&. ADO DR TA—H —%REITEINZERKDIAAE T, ADRDOITRTD
A—H—%F0H356I1F. ChEEBRTETET,

CO7ITVIR. ZROI—F—ZRIAEEDDHD 9,
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CSVIFRD L SICBD ET,

Bl user_list.csv - Notepad

File Edit Format View Help

"UserPrincipal Name"l|
"testuserl@bvt. local”
"testuser2@bvr. local”
"testuser3@bvt. local”
"testuserd@hvt. local”
"ucs38@bvt. local”

"ucs3io@bvt. local”
"pmeAn@Blver Ta~a1"

FASH—/N\—

IDPowerShellX 7)) 7 k. UEIICERIN/-2——U X b EEEL. 22— —3FEED
2 bEERLE T,

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv

foreach ( $user in S$users )

$server = Get-FasServerForUser -UserPrincipalNames
$user .UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover

-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
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$rule"_Definition" -Rule $rule

FASH—N—DE#H 2156, BEDI—H—DIHRAEIR2BEMINE T, 1DIEX1 U —
N—T. HbI12F T AN A—N—HY—N—TERINZT,

COFHIDRT ) T RiE. Tdefaulty EWSEBIDIL—ILICRELTWET, BEAZIL—ILE
(5] : Thello] ) ZFERALTWVW3EEIE. RZUTFAD $rule THEZTELTLLETI L,

O—#1 354 X & NizEfR(/en-us/federated-authentication-service/2607-ltsr/media/fas-caconfig-rule-
name.png)

FASAGRAIEAE DEH#

FASI—H—ICREZ5X3 <. FASERAEZEMTETE T,

FASEEIOYY—ILOER
o TLUVWFASHEGRIIFAEER T AR T B ICIE. BERZ Vv I LET,

% Citrix FAS Administration Console - connected to localhost - O

>

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

0 Deploy certificate templates Deploy

The required templates are deployed in Active Directaory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Create

0 Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

CATERZFHTERTDHMEDHOD 9, FHFMICOVWTIE. T7x7L—Y 3 VERAIY—EX
ZERT D1 BRLTIIET L,
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« MLWAEGREERRENER SN B & FASIFEND XL —ILICEERMITSNhTLWRWI 2R
LET. HTLWESSEREZ L —ILICEEENIT3ICI3. BRZEHZI7 Vv I LET,

&4 Citrix FAS Administration Conscle - connected to localhost - [}

X

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:
0 Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service Reauthorize

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.

o Createarule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if yvou wish to use this FAS service with Citrix Cloud.

PowerShellD{EHH
RO = AT LETD,

1. AGREFPAE%#ERL L £9: New-FasAuthorizationCertificate

2. FTLWEEEEFHZMGUID%®. Get-FasAuthorizationCertificate IC& > TOREINB EHD
ICXELE T,

3. FTLUWEGPEFBAE #3X#e L £ J: Set-FasCertificateDefinition -

AuthorizationCertificate <GUID>

4. HUVESIEFEHZ%#HIPR L £9: Remove-FasAuthorizationCertificate o 1—H'—7 I 7«
BT+ I NAaWLE SIC. DeleteUserCerts $false option ZERALTLEE L,

FASDERETfRER ¥ FASSEBHZE D YIRS

FASEEIOYY—JLOER

+ [Deauthorize; V> 0% 2 ')y o L. SRELEERASZHIKRL 9, IARTOI—H—FREL
TRTDIL—IZHIRTEEY (2L, FSAEZ V) 7B 1cOHICUATIEH D FHA) o
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& Citrix FA;

o
o

S Administration Conscle - connected to localhost

Initial Setup |Rules | Advanced

Complete these setup steps:

Deploy certificate templates

The required templates are de
Deauthorize Service

Set up a certificate
This operation deletes all authorization certificates from FAS.

The authorization templates a
Are you sure?

Click "Publish” to publish the {
) ) ] Yes, delete all authorization certificates
Authorize this servic Also delete all user certificates

An authorization certificate is Also delete all configured rules

Deautharize this service. I

Createarule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Yes, I'm sure | want to deathorize

= O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect

« L—ILZHIBRLAEWSE. B TFASZ

Rl I B L. RDEHFHERREINE T,

<
&

&4 Citrix FAS Administration Console - connected to localhost

Initial Setup |Rules | Advanced

Complete these setup steps:

Deploy certificate templates

The required templates are deployed in Active Directaory.

Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

Authorize this service

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.

Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

- O

X

Connect to another server  Refresh

Deploy

Reauthorize

Create

Connect

DEEZIL.

configurationz 2 ') w27 LT, #LUL\EEE

SRELEEFAEN F L —IILICBEEMF TSN TV AW & Z R LTWE Y, Update the
SEERE 7 )L —ILICBEEMIT £ T,
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PowerShellD{EMA
SREMEFBAE ¥ 1 — Y —SERAZEZ#HIRR B 1CIF. XDPowerShell XY REFERLEF 9,

$AuthCert = Get-FasAuthorizationCertificate -Address localhost

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

Get-FasAuthorizationCertificate |d. EREEEEFAE ¥ FREPOERELEIFAEERD ) X +
#IRLZEJ, ZHUSELD. Remove-FasAuthorizationCertificate |CEDHEIIC
$AuthCert DIEZXIREBETTF X I,

DeleteUserCerts /N X—AX —%falselCF&ET 5 & T. soelafBAZEZHIFRL. 21— —EEFA
EXRIFTETE,

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

-DeleteUserCerts $false

%D D 1—%—iRAZEIE. FASICEKBVDAY 1 >1>ELUt Yy a Y RIAEICS | SHIER
TEET, CNIX. FASERSIZEFH I AMRICRILBE X J, 2L <IE. TRenew FAS authorization
certificate] ZHBB LTIV

o A—H—FFBAEIRD L SICHIRTE XY,
Remove-FasUserCertificate -Address localhost

CDAIYRIE. FASH—N—DS5ITRTOI——EEXHIRLE I, oA RiZld. Hl
MRENZAZEDLEY FE2 T4 ILEX—IBTZF S a>ohHD FT,

FASH ISR b L= D SEGREIRAE X /13— —BAE%HIBR T2 &, BEETZIF—X
THHIFRENX T,

7510 VKR
FASHGREFBAZE IZ. PowerShellZERB L TA 751V TERTEF XY, Nl SFRKENAA VS
A VIIBZERXREREN L CESRIIAZEZHITIACELEEFAVERBICELTUVWE D,
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1. BEOYY - zERALTFASOYIEBNZ 1T 5 BRIE. RVID2DODFIEDA%Z5ET LF T EE
BRETFV7L— BT 3 CiAREE Y F Ty ST 3.
4 Citrix FAS Administration Console - connected to localhost = O X
Connect to another server  Refresh

Initial Setup Rules | Advanced

Complete these setup steps:

o

Deploy certificate templates

The required templates are deployed in Active Directory.

Set up a certificate authority

@

Authorize this service

Create an authorization certificate for this service.

Createarule

You have no rules configured.

Connect to Citrix Cloud

The authorization templates are published on: djw-de.djw.local\djw-djw-de-CA.

Click "Publish” to publish the templates on another certificate authority.

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

Deploy

Authorize

Create

Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

2. FASH—/N\—TX®DPowerShell A¥>KLwv r=O—KRLET,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1"®

3. FASH—/\—TX®dOPowerShell AY> KL w crEASTLT. F—RT7EERL.
KREVER L £95

$AuthCertRequest =
localhost $AuthCertRequest

New-FasAuthorizationCertificateRequest -Address

CNUCE D, XOBERHIESNE T,

(/fen-us/federated-authentication-service/2607-ltsr/media/result-new-fas-auth-cert.png)

SRS ERE
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ERENZF—RTOTONT 1 IE. FASERF—IBRICE >TRESNE T, FHICD
WTid. TBEOERE 28RBLTIRE L,

4. FFBAEERZ T X 7ICAE—LEd,

"$AuthCertRequest.CertificateRequest > c:\temp\authcert.csr

5. SEFAZEEXR T 7 1)L (Z DI Tldauthcert.csr) % SEEBMERSICIERR L. EXRZT &SR L T, SIAZE
INEZEFLED,

LUFD5DDFEIE. Microsoft Enterprise Certification Authority= BT 2 HaICEBEDHD T
T MDCAICDWTIE. CARYA—IZEBVWEDhE LT,

o FFPAKRAH —N—TT. EEBAE T FL— bEMMCR v 1 > ZEBML £,
Citrix_RegistrationAuthority_ManualAuthorizationT> L —rZH5I Vv o L. TV
TL—hrOEHEZERLET, 2RI TZBIRLE T, LA BEYWHBZZEELE T, C
DF Tl %FIIEOfine RAT. BMEAMIZ2E T,

WERET > 7L — b D FO/XT 1 (len-uslfederated-authentication-service/2607-ltsr/media/
fas-privatekeys-template-properties.png)

o SERAM%RIH —/N—T. FERABAMMCR Fv 1 > %ZEBML £9, BEEETF > L—rZ2H
Uy I LEY, FIREZERL. BRITIHABTVIL—bzo Vv I LET, ERL
T=7>7L—br2FERLE T,

¢ FASH—/N\—®DPowerShell AX¥ > R 7OV MIUTEZ AN LT, FBAEERXRER% A
HEBEICIXEL £95

certreq -submit -attrib "certificatetemplate:<certificate template
from step 5a>" <certificate request file from step 4>

B

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:
\temp\authcert.csr

FROOATRYRZRITITEZ L. ROBERIRTEINE T,
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SEBRZE T > 7L — k O#ER (/en-us/federated-authentication-service/2607-Itsr/media/fas-

cert-temp-result.png)

CORRT, SEEBBEAU X MU« Y RIUDRRRINIZGEDHD £9, Z DHIDEEEAFERE
TiE. DCOM (E) EHTTP (F) OmMADEFEINEMICE>TVWET, FATRERBZEIE
DCOM%EEIRL. OK=Z D) wo L%,

SERB#%RES 1) X | (/en-us/federated-authentication-service/2607-ltsr/media/fas-cert-authority-
list.png)

FEEAKBIAMEE S NB & AN FHET L. RequestiDARFZENE T,

SFEAZERDRE R D X T — 4 X (/en-us/federated-authentication-service/2607-ltsr/media/
fas-cert-req-pending-status.png)

o EEFAREEIY —N\—T. EERREAMMCR v 741 Y DREPDER =V ) v I LET, EX
IDZRDITET, RIS, BERZHEI Vv I LTRITZERLEFY,

o HITENIERAE / — RZBIRL £9, RITSNIEERAE (BEXRIDA—HL TULEIHREN
HDFT) ZBDOIFET, SEAEERX IOV I LTHEEI. HFHlE TZERLF
¥ Z7AICAE—Z2 0V v I LET, dABDIVAR— Vs F—RFAEEL F
o IANZ OO LFET, 77MIERICOVT. UATFOA T3>z ERLET,

MRSRETBAEZE D T U X7R— k7« H'— R (/en-us/federated-authentication-service/2607-ltsr/

media/fas-privatekeys-certificate-export-wizard.png)
USRS X v £ —DHEXIRE — PKCS #7 SEARZE (PTB)» THIBENHD £, LT\
AR THNISEAFADNRICH B IRTDEIRAZEZZTHEINBIREINTLIMELRHD £,
6. TUVRR—bFLIHRRAZE Y 71 ILZFASH —N—ICOE—L £ 7,

7. FASH—/\—TUTFTDPowerShell AX > RLw b AL T, BEFEEIIBAE*FASH —/\—
i1 >R—bLET,

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile <Certificate file from step
6>

Bl

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile C:\temp\response.p7b
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COORVERZRITIBDE. RDLIICHEDET,

PS C:\> Import-FasAuthorizationCertificateResponse localhost
C:\temp\response.p7b

Id : aBda658f-aT7el-U9bT-aBc3-6381c26a83a5
Address : [0ffline CSR]

TrustArea : Tababléb-e5ac-U2Uf-98d5-eclaebcl3d07
CertificateRequest :

Status : Ok

8. FASEEO VY —ILZHIEL X T, FASHESRBEATHD ZEDRRINTVSBIEZT T,

X

&4 Citrix FAS Administration Console - connected to localhost = O

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: djw-de.djw.local\djw-djw-dc-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

Am authorization certificate is configured.

Deauthorize this service.

Create arule Create
A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

COY—ERZERDODATY TOBIEEBEDF T v IN—IHRRENE T,

9. L=ILZER L TR ZHITLE 9, FFlICDOVTIE. TIL—ILDEmN) Z28RBLTLZT
(A

BEEER
e 1A M—JLEIEBRODEEEIZ. FASDTA VA M—ILEBRICETZEER) 7 7L YRTT,

s RGBT ITL—2a EREIY —EXRDERBICOVWTIE. BRET7—FT7F v DEFICFL
HENTVET,

« TOMDNDTY —RBFIF. BELEBROEETENINTVET,
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WERDRE

IEC®IC

FASESEERZ (L. FASH —/\N—LEDHARAAHT —ER—XIRFEINE T, FASIEEAZICEETITS
NIWMERIE. FASH—N—DXY N T—OH—EXT7AHIY FOTFICHFERESINET, 774K
TlE. F—IEIT U RAR—FAREID2048E v FRSAT. MicrosoftY 7 b7z 7*F—X L —270O

NAA—TIERBE S FRESNE T,

FAS PowerShell1< > RPowerShell cmdletsZ RT3 & MEBRO TONT 1 CREFSAEZE
BETTEJ,

FASOER L SEFAZIZFASTHY —N—ICO—HILICIRESNFE T, T—XIFFASH—/N—FET
HEINEFHE A

Citrix Virtual Apps and Desktops 2411 & DHIDFAS!) ) —X Tld. MEBEO 7O/NT+
& %programfiles%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config. DXML
T7MIINZRET DI ETHEREINTWVE LTz CNUFPowerShell AR Y RICEZHR 5N FL
7o PowerShell AT > FId & DRBMENDH D, FASH—N—ZBEBETISERATEFT, &5
IZv XMLZ 7 TIILDERE CIFEA D, PowerShellz /A L TiThNcEaid. FASH—/N\—H
Ty TITL—REINTHEFEINET, LIH>T UTDREICHTEIXMLT 71 IILZERAL
TeBRIF T R— b ENBR<Aab L1,

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp
e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength

[Citrix Virtual Apps and Desktops™ 2411& DBIOFASN—2 3 > h D7y FIL—K1 Ot
arEBRLTLEETV

FASEEFAE Y 7> 7L — MCET 18R

FASHMFIE 9 BEFRRZE(ICII2EEH D F§, BELIDDAVARX VA THIERIBPZ L, 21— —
SEBAE T Y,
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FASEGREIFAZE 3. BB X TCIIBERI -z b RAEFAZSCOMIEINE Zeh'HBD
9,

FASIZ. RDOEI > a3 THAT S LI, EAEZER I BRICAHRET T — b ZzEALE
Jo FASIFEERAZERTT VL —hEZEBELEFITA To7L— FOARBIFFEAID FH A
L7ehtoT 77— hDEREZEBE L TH. FASHTSAERAZEEKICIIEE L FEA. TV
L—bOREDTONTA ZEETD L. CAICK>TERINBZMREBICRELF T, T2 X
. 77 L—bzERLTEMEEZEETCET £,

FASEAESREFFHE

CDIFAZE(IX. FASZEBH T2 ZICERINE T, FASEBIEO VY —ILOERBF - IZBEBRA
VEEALT. FILWEASRIAZEZERTE £ Y,

PowerShell ¥ RZFEAHTZICHTEFET, CNICED. KDFHAWISHRIEEICHD £,

e New-FasAuthorizationCertificate : CO Y Y RIFFASEBIEIO VY —I)LERRICEIEL £
IH. AETOCLATHERATBIABEET Y L—hE2EBETETET,

New-FasAuthorizationCertificateRequest : CO Y > Rif. AFEFAED A 757 &E
REERLE T, 4751 V&R

EGRLEAS IIRAGEFAZE L BMIN B C e B D F9, Thid. FASHEZRIERI & L Thkae
A—H—ICRO->TEAZEZERT 37D T, COIAZICIE. HiskF —EHREMATERI—
PIYEHBHO. FASI Y —AIREZ BRI SR DOERERBRE LTHEATEX T,

T7A4IWNETIE ARTOCRXTIEROT>FL— bHMEREINE TS

Citrix_RegistrationAuthority ManualAuthorization : CDT > L — hEFERLTHE

FENTEERAE IZ—RNTES THD., AR TOERXZ2 T—FIFZ v 7TB1OICERTN
EJCRS

» Citrix_RegistrationAuthority : CDT7 > 7L — bR L TER S NI-EEEEIZEWE
AR, FASH—N—IC &> TRESINE T,

FASZEFRT B L. ROFIEHERITEINET,

1. FASIEF—RT7%ZEHL. F—RT7OLRABT>FL—F

Citrix_RegistrationAuthority_ ManualAuthorization Z35%E L C. CAICEEEAZSERER
(CSR) Zixf§L £ 7,
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TUTL—EFORITEHTIE. CSRISCABEEICLE > TFHNTERINZINELNH D CIEE
INTLET,

3. CAEIEENCSREEIRT 5. CAISFASHEIS S ZEFAZEXER L £9. CDIEBEEISEM
HARHMIB L. RORXTY TTOMEBINE T, ERAE. FASIZIZC DIFAZE X ZFDF —
RT7%=WELE T,

4. FASIZRIOF —RT7%={ERL. COF—RT7OLRBET>TL—F
Citrix_RegistrationAuthority Zi8E L T. 2BEBDCSREZCAICEEL T, CDEXK
IF. BIORTY TDIEREICK > TEEIN. BRHINET,

5. CAIZEEIMICEIBAZZHITL. FASIZZDIFAEZZIE L. FASIZICNTEEFALHED
o T 7 A FTIE. COEEPABEEDBENEAIRIF2ER T,

BIRDF —RT7EVER T D T=DICERINEREIZ. CDPowerShell AT Y REFERALTERERT
TE,

Get-FasKeyConfig -Address localhost -CertificateType ra

FAS1—#—GIEAE
FASIZ. 1—%—%VDAICH A1 TE2-OHIC1I——EBREEER L £ 9,

FASH'1—H —GEBRZ ZFR T B &« RDRXT Y THERITEINE T,

° FASLJ::\F_/\OT%VFEEL/\ $_/\°7@/AF9:§$E\ j-_-'j-\_o)lD\ Bck()“‘;jz')l/ I\_C‘7—_\/7)l‘/_
b citrix_SmartcardLogon (FHIN3T>7FL — MMIEHRIEE) Z#EE L T. CSRZCAIC
EELET.

« CSRIFFASEGRIIFAZE ZEA L TERL TN E T,

e Citrix_SmartcardLogon T > L — MIZIFFEITEMN Application Policy: Certificate
Request Agent H'HD F7, CORMIFFASHEFRIASZICHEET 375, CAIZ1— —3I8
EXEFNICEITLED

« FASIZAERREZEE L. FASH—N\—LEDHAHAHT —ER—RUIFRELF T,

« T A ETIE. EEREOBEMHRISLAR T,
0%, A—Y—RZERI T -T2 EEBZLOICVDATHIARIGICAED £9,

BIRDF —RT7ZER T B T=OHICERINHREIX. RDPowerShell AR REFERALTRRT
TFE9

Get-FasKeyConfig -Address localhost -CertificateType user
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WERORELT T3>

FASIZ. F—RT7ZUTDIBEDI FL —JICERB L VREFEIT DL DICHERTEE T,

« VI kU7 @E. Microsoft Software Key Storage Providerz B L 9, ChiFV 7k~
'717®37*T1%uzk_ _QH:T’]/ Xa‘u-{%ﬁt_haijo

+ Trusted Platform Module (TPM): TPMi&. AV Ea1—2—LDYIBN—R T =7 THBH\
NAN=NAHF—=IC L > TREETNZREBTPMTH I HENHD £75

 Hardware Security Module (HSM): Chid. BES{L*F—ZRZLIFREFET DL DICHFTTINTE
N—RI 7RISR ERIRY b T—IFNAZXTY,

ERINENL—RATABDET, N—RITTIML—SEELDRLTHZTHELN D
DETH. FICZSHOI—F—HAEXT —RT7EERE L VREFETDIHBE. NT+—<I X
PMET TR LB FT,

FASSRELEERRE ICRAE T 1T SNTMERIIFFICHEMLN S < SEBBEDRI O —ICE&D. WEH#EE
FRIET2&IIHTH. FEOI—H—DIAEEREZAETETEI, TR LT, COEEXHIET
3&I3HEETH, FEOI—HY - LTBEBICERTETET,

Microsoft CAl. SEFAZEZ#RHITTI 31— —Dt v bS58, FASERALGIFAE DR %
[RIBLSICHERTETFT, EESNEERBI -V FEBBLTLETVL

CDfc®H. FASTIE. SRELEIRAZE C 1 — Y —FRRE OMER T ONT « ZERICIBR TE £ 9,

—RRRVERBRIZRD EH D T,

SREFSFRAE & — Jd—H—EEEREF — aOXV bk
VAR Nk 4 VIbhkox7T T4 MER
TPM VIbhkox7T MDE%EMA—thﬁﬁ
EIhTwxd
HSM HSM IARTOIEREII/N—FRT T
TREINTWLWET
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N=—FITT7TPMIFI—H—F—ICIFHRINFE A, REEEAEF—ICOATPMZERL
TLREEV, RELRIRTFASY —N—ZRITT B2 FENH BB EIE. NI N—NAHF-AX
VA —ICTPMIRBBIED S R— TN TVWEHEESR L T ZE L,

\

*—HERDPowerShell <Y R
WMREX—OBRICEETZ AT RIITIDEHD T,

* Get-FasKeyConfig
* Set-FasKeyConfig
e Reset-FasKeyConfig

e Test-FaskKeyConfig
SEMICDULWTIE. PowerShell XY RLw R ESRBLTLLIEEL,

PEEP LU A—H —FERREDF —BRIIIHEIIL THED. certificateType 5| THEEINE T,
o L. ERELEERRE (RASIFEE) 2 BR TR ZIFERAINIWBXF—HEBHZEIIE T3 ICIE. X
DESICLET,

Get-FasKeyConfig -Address localhost -CertificateType ra
JA—H—FREZERT DS ICHERAINIMEF—BREZEIFT3ICIF. ROLSICLET,
Get-FasKeyConfig -Address localhost -CertificateType user

Set-FasKeyConfig & Get-FasKeyConfig Z{EfA L T. ROMEF—TONT 1 ZREE LUK
BETEXEY,

JaNT+ FIxIE dXAY B

& 2048 Ew bEADF—
£, Microsoft 7>
L— bk GUI TlE. B
B2 7 TR/
F—HAIDEES
NTWBZCITER
LTS, FAS
THEHRIN-F—F
NF>o7FL— kT
EINlcm/hF—1
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JaNT+ FI#IE
T XR— NEJRE %
VA ESRIS 7L
B HhAR %

dX2 b

1 XEDBHFEVNEG
&. CSRIZXCAIC
Lo THEEBEINZF
ER
RSAF—DIHFAH.
R &IF1024E

k. 2048E v k.
7134096 v
ICTBRENTER
ED

ECCF—DIFA.
RTd256Ew k.
384E Y b FlF
521w bZF B C
ENTEET,

WEEXr—%27070O
NARZ—HBEIIRX
R—FrTEBZHES
A

FASICK > TERT
N3MEx—0HE5!
FISBMeE37L
T4 v IRA%EREL
F9, ERINZH
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HT=DICRITSNZIFEEMERRISEDE,
HIDIDEDT—R2=FERLTHEINE T,

Tty ari Federated Authentication Servicell & > TEHR
INTWABVDALE Y a3 D,

B EafELNIL Federated Authentication Serviceh'1% &% 7= D
ICRITANARELIIREZELRERODERDOR
BHO, REHDIF. gi010BOT—2%fE
BLTESEHINET, E&E oLTV
BEBR3E. REINET7TUEREIETR
I by TORNEKKT ZEEEMELH D £,

WindowsOAJ A > ORBED STV a—F71 >0
CDERETIE. A—F—DEBRAEFIFAY—FAH—F. HAIVIFEFOmAEFERLTCOY A
I BBRICWindowsh Rt 2300 e T —XwvE—JICDOVWTEHRBRLEY, cnsoddid. 3R
MOKRHE S TN a—Ta T T21=-DICERTETERERERHELE T,

EFAE C RV TSA NS IF ¥

Windows Active Directoryld. AJ 74> ¢ 21— —DiIFHEZEE T 2 EHDIAZE X b 7 Z 1
BLTLWED,
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JITL—Y3VEEEY—EX

o NTAuthZEBBE X b 77: WindowsIZEREE S B ICId. 1 —H —SIEAEZE % BEiEFRIT I DA (D
FD. F—2IFHYER—FINTULEEA) ZNTAUthR R 7ICECBE T BAMELHD FI, TN
SDIFAEZRTT BICIE. centutil 7O S LD SRDESICATILET: certutil -

viewstore -enterprise NTAuth

N—rBLUHEEHER F7: B8, SAZEOJ 4 > AT LIFE—DFAE LMEHRTSE
BWeH. F—UhMERAINTVREHE. IRNTORBEBEEX F7ICCSDIIBEELNS
EFNTVWBRELHD F9, JL— FEASEEEINLIL—- X RTIS. REDS2EEDIE
BAZEIINTAUthR R 7 ICH B HEBEHLH D £,

O # VA& HRERE Y /)L —F R & —: Windowsld. EKUE & U Z DD EFRAER 1)
S —DIRIEERFI T DL DICHEBRTIT £, Microsoft D RFa X hEBIBLTL IV,

<https://docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows-

server-2008-R2-and-2008/ff404287(v=ws.10)> .

LSRR S —

AllowCertificatesWithNoEKU

AllowSignatureOnlyKeys

AllowTimelnvalidCertificates

EnumerateECCCerts

X509kt > hHIKE

UseCachedCRLOnNIlyANd,
IgnoreRevocationUnknownErrors

A

\BmWICT D . AAZEICIIRY—MA—FRO
J 7 >V OIRBFERZE (EKU) AEEh TV S
HEHLRHD XY,

T 7 # )L b TlE. WindowslZRSAES{L =5
ALAVGERREZEDOWERZFNALET, COF
TOaVIEED T4 —FELEZLET,

T 7 #JL b TlE. Windows|3HBFRtYIFLDEERR
E2HEBALET, COATaVIFEDT )L
R—% FEFTLET,

BRI BAICL F 95

SERREIC—EDI—H—T) VI NILE
(UPN) A& ENTULARWVEE. £hiFEnH
BRASE. COF T avaEFERTIE.
d—H%—FWindowsAJ A > 7 Hho > bz F
BICIEETET £,

KNFovoz2BRHCLET (RXr>aV b
a-— 5 _—C‘gﬁﬁf_)o
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JITL—Y3VEEEY—EX

o RXA>aY bO—5—5EBE&E: KerberosiEfiZ 525 T B ICIE. IRTOY —/N\—(TEYR
TRXq>aybO—5—) SRAENKRETY, cnbld. TO—AIavEa—4%2—5EEE
BAZRT1 MMCRF Y TA A Za—%FHALTERTEZET,

UPN% CEEEREY v EV T
J—H—FEAEICIE. Subject Alternate NametiaRi&gEIC—ED 1 ——71) > 2 /N)L% (UPN) =
DB CEBEIOHLET,

79574771 LY FJDUPNE

T 7 # )L b TIE. Active Directory® g ART D L—H—(.
\&It;samUsername>@\&It;domainNetBios> & & U \&lt;samUsername>@\&It;domainFQDN> D /\
H—UICEDVWICEENBUPNZR > TWE Y, FIBARRR R XA EFQDNIE. 74 L X bD
ROOIDSETL Y FJICEENTVEF Y, H—D K XA VI(CIF. RootDSEICHEEMODFQDNT KL X%
BHRTETFY,

F7=. Active Directory® §RTDI—H—|&. BARAIZRUPN L altUserPrincipalNamesZ 5 > T L)
F9, cNHlF. I—H—DUPN%ZIEET BLDAPTY AU T,

UPNTI—H—%Z1&RET 2HE. WindowslFEXTIRED K X1 > (UPNZKREKT 3 O XDID
ICEDK) THTRMAUPNZZRE L. RICKRBUPNZRZELEF T, —HT 30N ARVGE. B
HBRUPNZIRERL £ T, CNUIT AL A NRDER D R XA VICHBREINBZ ML H D 7,

SEFAE T vEYITH—EX

SFEAZE ICEARMIAUPNAYE £NTULARUWIEE. Active Directoryllld. SRR OIERER NBIIHE
% Ix509certificate] BMEEICRET DA T arhbDxd, COLSARAZE I —H —|THR
TBREHIC. AVE2—F—IEDOEBMZEHZE I T TEEXET (T 74N ETIE. BE—RX1Y
A)o

A—H—-NIOREZERFILT B3I —TAHAU Y EEET ST T aryhiEEETnTED. &
DIV O R XA VRIETHERATEE T,

TH#LRAMRICEBDO R XA HH D I—H—DBERIC K X1 > Z1BE LR VWSS, Active

Directory rootDSEIFEIRAZE Y v E >V I H—E XDGBFAEIREL XY, ChidyO—NILAzOd

IOV EIZHD. 7L A MHDIRTOXS09GEAEREDF vy adNicEa—ZFo>TW

F9, COOAYEa1—F—ld. AAZEOAHCEOIVWT. FEDORXMYRAOI—HY—THU Vb E
EMICEDITR1DICERTEFET,
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OJZ>F3 XY bO—5—0ORRZHET 3
I,'ﬁfth.*ﬁiﬂl@#x/r/:l/l*l:l = — 7’.7‘ ihTL\éiﬁD\ DIL\DIH&-ﬁﬁE—k*L% X122k
A—Z>—%Zs L. fIRT22&id. OJZBMCLTEIETEIALDICTRHICHRIBE
ER

RXA>a> bO—5—OFBRZFIET S

WindowsHhFEDWindows R X+ > AV FO—S5—%OJ F VIERT 5 & S IZ8HI TSI
Imhosts 7 7 -1 JL (\Windows\System32\drivers\etc\Imhosts) % #A% L T. Windows< > > hMER
TBHRIRXA>OA>bO—Z5—0) X M ZARHICRETET X,

BE. £OBAICIE Nimhosts.sam] EWSEBIOY > TILT 71ILHHD £, ROITEEHS
TCLT_C\-a_o

1.2.3.4 74 —>— v bINA F X% #PRE #DOM:mydomai

CZT. l1.2.3.4]1 1. mydomain K X > dcnetbiosname £ WS EZRFID R X1 >V k
O— DIP7RLXTY,

BicE#E. WindowsY > VISZDEHREZER LT mydomain ([COJF Y LET, T/NvIHTET
L7cb. COBBETICEIHRELHD £7,

HHEPRORXr>aybO—5—%2%¥ET 3

O # VBRI, WindowsldI—H—%#0OJ 4> IR XA > hO—5—%2 ST MSDOSEE
THEHRELEFT, CEMERT3ICIE. A RZ7O>F+%E2<Y> K echo
%LOGONSERVER% Tt L £ 7,

ulunIE‘u.Bg 3507F. COAT Y RICE->TRENZ AV Ea2— g_"-_{%ﬁ nxd,

THOY REEARYFZBHMICTS

T 7AW ETIE Windows R X >y bO—F—EREBT7HAT Y NEEOS Z#BMLFE
o CHUE. TIL—TFRIVS—IT4 23— DEF 2V T4 REICHIEER)>—%ZEBL THET
TET, JIN—TRI>—IT42—%H<ICIE. FX/>OY O—5—T gpedit.msc Z3E
TLET, EERVS—DEMCADE. RXAq/>aAy bO—5—FEFa )70 O7IEMDA
N> ~OJEHREERL £,
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File Action View Help
= #mE = HE

Z Local Computer Policy
4 & Computer Configuration

B Software Settings
4 Windows Settings

FY

Palicy
) Audit account logen events
2| Audit account management
2| Audit directory service access

Security Setting
Success, Failure
Success, Failure
Me auditing

. Mame Resolution Policy
= Seripts (Starbup/Shutdown)
] =a Security Settings
4 g Account Policies
[ [ g Password Policy
b L Account Lockout Pelicy
b |3 Kerberos Policy
4 g Local Policies
b g Audit Policy
b User Rights Assignment
B g Security Options

kT Wimdmsie Cissaassll bt Adosaead Camiisikg

x| Audit logon events Success, Failure
£is| Mudit object access Mo auditing

2| Awadit policy change Success, Failure
2| Auait privilege use Failure

2] Audit process tracking Me auditing

i Audit system events Success, Failure

AFEAEARAEO Y

SRR ORI Z R T S

ZAY— b H— REAEHDERGIAZ X LTIV XR— FShicifs (MWERIIAE) . xoavX
> R THREET & £ 9: certutil —verify user.cer

CAPIOJ%ZB%ICT S
RXs>a>rO—5—d1—H—DIT 2T ARV M 2—7—%FZ. Microsoft/Windows/
CAPI2/Operational Logs DOJE&HFEBMICL £,

RXA>OAY rO—5—CVDAY Y VT AR FE2—7—%FE. Applications and
Services Logs > Microsoft > Windows > CAPI2 > Operational (C#&1 L £ 9, Operational =5
21w L. Enable Log Z3&RL £ 9,

I 5IZ. HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32 ® L < X k1) {E
ZERALTCAPIOV Z AL ET, UTOMEIET 7 AIL ETREELEFEA. CTNSZERT

BRENDHDEFI, 774 FDOCAPROVHREICRLIEWGEIF. CNODEZHIKRLTES
(A

DiagLevel (DWORD) ML AJL (0~5)

DiagMatchAnyMask (QUADWORD) ANRY N T LR — (TRTIC Oxffffff Z{EF)
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&

DiagProcessName (MULTI_SZ)

CAPIOY
ARyt —

F I —YDIEE

KN DIREE

X509A4 U b

Fr—2RU S — DR

EEAEDMER TN TULEEA

AEEAERMF T v IS —

SERRE ORI S —

S&"

B

TOERETIqIILRI > (f:
LSASS.exe)

B

LSANDCertGetCertificateChainZ O L F L
7= ER%=20)

LSAh'CertVerifyRevocationz MEUMH L % L 7
(BRZzZV)

SME— R TIX. EERAZ CEERRERRNY X b
(CRLs) A

AppData\LocalLow\Microsoft\X5090bjects(Z &

YTENET

LSAH CertVerifyChainPolicyZ MFON L £ L 72
(INFR=R—%ZFT)

A

AX—bA—FEAER. J2Ea—42-0
PEEERAEX 7B L ERENTIL— ML
BAEXN7ICHBARE AL THBETSE
FHATLT

AY— k71— R®DOCRLIZ. SEFHZEDCRLER
RAYETEESNETZRLADSE DY
A—RTEFEHATLI KIF v obE
BEFonTWBGEE. ChicksbOod4>
PRI L EFEA. SEFAZEC RNARIVT X
ESOFvDEIaVEBRBLTLRES
Lo

CORAEROTAVICELTWEEA.
EZIE = N—FEAE X IFBRFAET
HBEREMEDBD T,
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Kerberos[14/
KerberosOZ #BMICTRICIE. RX/>dA>bO—5—I Y RA—H4—TI 2T ROLY
A MUEEERL 9,

NF B4R fiE [DWORD]

CurrentControlSet\Control\Ls LogLevel Ox1
a\Kerberos\Parameters

CurrentControlSet\Control\Ls KerbDebuglevel Oxfffffff
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel Ox1
dc

CurrentControlSet\Services\K KdcExtraLogLevel Oxaf
dc

Kerberos OJ 13 AT LARY cOJICHATNE T,

s BECNTULWARVERABDO L S B X vt —2id. BHNBRZ THHIVELDHD £,

« 22T 5 —O—FIIMBERREHEENTHD. ZRICERTEIXT
o KDC_ERR_PREAUTH_REQUIRED (FFW\R X+ > Y bO—5— DT EHEMEDTDIC
FRAINZEY)

o REAZ TS — Ox4b

RXs>a> b O—5—9—9X57=>a>onyd
CDEIIa>TlE. A—Y—PEAETOIA Y LI EIC. RX/>aAybO—5—27—
DRAT—2 a3 TFEINZOFIMIICDOVWTEHEALE T,

« FX/>d>bO—>—CAPI2 OY

e FXr>a>bO-5—tFa)T7007

Virtual Delivery Agent (VDA) %2 57404

VDA CAPI O

VDA > X7 L0745
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RXa4>a>y s O—5—CAPI2 O4
O #>HiIc. RX/>aY bO—5—30H LTOIFEEZBEIL. KO T—EDOY
IV hUESERBLET,

Operational MNumber of events: §

Level Date and Time Source Event Il Task Category

{1 Information 21/06/2016 15:14:54 30 Verify Chain Palicy
@H‘I‘FDI‘I’I‘IBIiDI‘I 21/06/2016 15:14:54 CAPI2 11 Build Chain

(i) Information 21/06/2016 15:14:54 CAPIZ 90 X509 Objects

(i) Information 21/06/2016 13:14:34 CAaPi2 41 Werify Revocation
@mﬁ'ﬁm‘laﬁﬂn 21706,/ 2016 15:14:54 CAPI2 40 Verify Revocation
@lnfﬂrmatiﬂl‘l 2106/ 2016 15:14:54 CapR 10 Build Chain

BRRNBRARY MO A vE—JlF RX>OY bO—5—_L1E0 Isass.exe B VDA QM SIgHE
NIGEEEZEICEDOVWTF I —V%BEL. 20BN (KMEE0) #RIELTWVWBSZeERL
TWEY, #ERIF TERROR _SUCCESS] ¥ L TRENF T,

- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] 5]
- Certificate
[ fileRef] 23BCASAFBTF18TATADAMAADSCEFO9CCTS05C41T76F cer
[ subjectName)] fred

- CertificateChain

[ chainRef] [FFO3F79B-52F3-4C93-87T7A-SDFFE40B9574)
- Flags

[ walue] a
- 5Status

[ chainindex] -1

[ elementindex] -1

- EventAuxinfo
[ ProcessMame)] |sass.exe
- CorrelationAuxinfo
[ Taskid| {FSETFD3F-628F-4CT76-9B1C-49FEDTB6318F)
[ SeqMumber] 1
- Result
[ walue] a

FXq>avvO—->—txaU5s07
RXA>OAY bO—F—3—ED0OJF ARV b ZRRL. FERAARY MFA768TT, D
A ~R> hTld. FEBBZHKerberos Ticket Granting Ticket (krbtgt) OFITICERINE J5
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NEDFIOXyE—JF U—N—DIZVTHIY A RXr>a> bO—F—ICHLTER
AZITO>TVBRIEZRLTVEY, UK XyvE—21F FiLWkbtgt ICEB T2 1—H—7

DOV RXr>a>rO—5—IC0 LT

AL (T D TeDICERTNTVB I 2R LTVE

ER
Keywaords Date and Time Source EventID Task Category -
'akﬂ-udil Success 21/06/2016 15:14:56 Security-Auditing 4624 Legon
"‘l‘_ﬂ-.ud'rt Success 210652016 15:14:56 Security-Auditing 4624 Logon
q‘ﬁudh Success 21/06/2015 151454 Security-Auditing 4763 Kerberos Service Ticket Operations

A Audit Success 21/06/2016 15:14:54 Security-Auditing Kerberos Authentication Service
Sl Audit Success 21/06/201615:14:54 Security-Auditing 4TE9  Kerberos Service Ticket Operations
Sl Audit Success 21/06/206 15:14:54 Security-Auditing 4634 Logeff |
‘a‘_ﬁudi‘t Success 21/06/2015 15:14:54 Security-Auditing 4624 Logon
E1,_Audit Success 21/06/2016 15:14:34 Security-Auditing 4624 Logon v
Event 4768, Security-Auditing X
General | Details |
& Friendly View ) XML View
+ System
- EwventData
TargetUserName fred

TargetDomainName CITRIXTEST.NET

TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceName krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-302

TicketOptions  0x40310010

Status 0x0
TicketEncryptionType0x12
PreAuthType 16

IpAddress «fff:192.168.0.10

IpPort 45345

CertlssuerName citrixtest-DC-CA
CertSerialNumber5F0001D1FCAZACI0OF368TOCEECOQ00000T DT FC
CertThumbprint 23BCS5AFBTF18TE7ADAAADSCEFDSCCTS05C4176F

VDAtF*a V50O

AJZ ARy MIWIET DVDAtLF a2 ) T4 BEEOJ . winlogon.exeZRETLETHIRY b+
ID 4648 T > k1) T,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
G Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logon .

<‘| m ¥

Event 4543, Security-Auditing 4

]G:ncﬂl Details |

®) Friendly View 0 EMIL View

+ System "
- EwventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7
LogonGuid {00000000-0000-0000-0000-000000000000)
TargetUserName fred
TargetDomainMame CITRIXTEST
TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo localhost

Processid Ox126¢

ProcessName  C\Windows\System32\winlogon.exe

lpAddress 192.168.09

IpPort 511 W
VDA CAPIOY

C DVDA CAPIOY DOfliZ. Isass.exehS5DE—DF 1 —UBRBSLUORIE—T VX ERLTH
D, RXa1>a> O—Z—5EBE (dc.citrixtest.net) ZHREEL TWLWE T,

l:_D Information

21/06/2016 15:14:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 15:14:34 Capi2 11 Build Chairn
(1) Information 21/06/2016 13:14:34 Capi2 00 X309 Objects
(_D Information 21/06/2016 13:14:34 CapI2 41 Verify Revocat...
(i) Information 21/06/2016 15:14:54 CARI2 40 Verify Revocat..,
(i} Information 217062016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDAY ZF7LAY

KerberosOJ SBEHABMICHE>TWBIHE. S XTLO7ICIETS—
KDC_ERR_PREAUTH_REQUIRED (#Ef3AJEE) &. KerberosOJ# VHIN LI & %R
WindowsdJ 4 >h65DITY fUDARTREINE T,

(1) Information 21/06/2016 15 14:56 Winlegon 7001
I!-_:ll'Ern:H 21/0672076 15 14:54 Security-Kerberos 3
<| il | 3
Event 7001, Winlogan »
[ Generat | Details |
®) Friendly View () EML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEESE383-TCF3-4331-91CC-A3CE16A2B538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
= Timal rasatard

Windows1 X O %A L 7=FASDER

IARTDFASARY MME. WindowsDT TV r—a AR FAJICETAENE T, System
Center Operations Manager (SCOM) R OEEZFEALT. CCTHATIIOCRARY
b ERALTFASY—EXDEREMZERTTET,
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FASH—E X[IRTHRTIH?

FAST —EXDRITHHE S D 2 HIH s B I3

Citrix.Authentication.FederatedAuthenticationService.exe 7Ot X

BEHRLEI

COtT2arTE. FASHU—ERZERTEICODRODEERANY bDAZFHALE I, FAS

AR FIA—=RORELEHY X MMIDWTIE

FASIEEMHIRY K

UTFDARY ME FASHU—EXDEETHEIHNESHZRLET,

[FASA AR ~OY )] #BBLTLLETL,

14 R Y —XIZ Citrix.Authentication.Federated AuthenticationService T9d,

ARV K

[S003]

[S022]

[S023]

[S123]

ARYETHFX L

FIEE {0 AT
FTURXE—R%Z [{1}]
ICRELTWVWET

BIEE [0 B’ X>VT
FURXE—REZXD
ICERELTVWETY

EEEN{ON A>T
FURE—REAY
ICERE

[upn: {0} role: {1}]
[exception: {2}] D3E
BAEZ CDCATHE
TTETFEATLLE

A

FASH—E XD X >
TFHURE—RIZE
EINnfh. RS
nFlL7,

FASH—E X% >
FFYAE—RDS
R NE L.

FASTH—E XD XY
FFURE—RICE
D i l/TCo

CDARY &
FASHERR TN T L
BEDCAHI—H—
FERAE DFEITICHKLN
LD -7=3581C
[S124] DBICREL
¥9, £D1—H—
DTN A T
IFEKBML £,

p=3

XVFFIRAE—R
Fx. FASH—/\—
E> >IN aoF
VICERTEEE
Ao

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 LAF%
THABARTI,

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 L%
THAEIBETY,

CDARY M 1B
BENTWEIART
DCADEEEL TLVR
WwWlrzmRLED,
FASHHSMZ%Z fEF S
BLDICHEEEINT
W35 HE. HSMA R
BELTLWARVLWZED
TLTWBETEEED
HHFI,
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[S124]

[S413]

[S414]

IRV b+

ARV FFER L

[certificate authority:
{2}] C [upn: {0} role:
{1}] DEERRE = 17
TEERATLLR
[exception: {3}]

SREFEEERZE DB RER
RO EH AR YN E
9 (3%%b{0}H) . it
BRE D : {1}

Db\l:l nﬁﬁﬁiwﬁ)d]ﬁﬁ
BRAINE LTz, EE
BRE D FFH: {0}

57 FIEFHFAST AR

Citrix Cloud™ TFASZEA L TWLW2I5E

NMerLEd,

A R> Y —X|ICitrix.Fas.Cloud T 9,

A

FASHEE SN 7-CA
ho5a1—H—FEEE
ZzERLELS LK
EEIC. IS—HHE
£ LF L7 FASH
BEOCATHER TN
TW35E. FASIE
BDCATEREZHTT
LY,

CDARY M
FASEREEEERFAZE DA
SHERBRANA DK & RE
HIMICER SN E
9o T7FIELT
& SRELEEFREZEDHE
SHEBFR A'30H LARIC
BB, BHANY
MR INE T,

CDARY I
FASERELEEFRE DA
SHERBR DN B & E
HIMICER SN E
9o T7AILET
(&, TDANRY ME
BHERINET,

p=3

CDARY ME. CA
HIBERE L TULVRLY
. EIETEARLR
ETHB _rEZRL
TWSaBEED B D
9, FASHHSM%
AT 3L SICHEK
ThTW3iBE
HSMAHERE L TLVR
WZeHmLTnd

ATEEMEA B D £7,
BoE. BEDRE
THRIET B DICIRIL
5%7,

T 7 )L hEREIE.
cmdlet Set-
FasRacCertificateMo
nitor Z A L TH
BTEFEY,

lPowerShell cmdlet
1 ZBRBLTCRESE
Lo

BEHAR A IN B
Y. FASIZFHRL L
I—H4—fIREZE
RTEH<ERD, >
DO A A D
KBLIBOH X,

 UTFTOARY M FASH—EZXNEETHEIHED
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IRV b+

[S012]

[S013]

XU T1MRV

ARYEFTHFIH

FASH —E X [ECitrix
Cloudh*5D >
WHA>FICHIA
BJEETY

FASH — E X & Citrix
Cloudh 5D >4
WA >FICFIA
TETEHA- [{0}] 5%
McOVWTIE. BIE
aYY —I)LTHESRT
TFET

A

CDARY &
Workspace (DD
Citrix Cloud) H*5®
VTN T
HHEEEL TWVWBIET
ThdcxERLE
ER

ZDARY &
FAShH'Workspace

(D F DCitrix
Cloud) 50> >
TIWNTAOF %R
HTEHRVWICZR
LTWVWET, Xv
—JZiE. T
WA > F VU h\eE
LABWERMIEEN
TWET,

2R

CDARY M ERT
I BHEIIC. FASIX(L)
BRINTW3C
v QX TFUR
E—RTIEBWT
L. B XV(I)Citrix
Cloudic#fi N T
W3 ezmHERLE
ER

FAS|ZCitrix Cloud\
DK e 75 3t & M
FLEY, CDEs
lF. XYy bT—=0D
AEGFOF>
H—N—DEGHEm
RIS —7Y, TF
S ELRIBR TR A L]
rEndZehHn
£9, CDHFA.
Ry bTFIMCIE
l'Service is not
connected to the
cloud; ERRENZF
To CHUIIEELH
fETHD. FASKK
Citrix Cloud\®D#%
zESICERIIL
FS5ELET,

MTFDARY M. REBRI>Y T T HFASZERLELSE LI ZRLTVETD,

14 R> Y —XI|Z Citrix.Authentication.Federated AuthenticationService T9d,

ARY ~

[S001]

ARETHRZXF

7ot REE: 1—H— [{0}]
|¥AdministratorsZ )L —®D

AXYN—TIEHOEFEA

SII:IE

B4

FASOREXRNEIIEE
LS LEFLED. HUEH
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JITL—Y3VEEEY—EX

IRV R ARV ETFHER B B
LITIZFASEIBECIZH D £
-t"_-/b—c‘\ L/TCO
[S002] 7ot REE: 2—H— [{0}] FASIL—ILDBRZE RN E T
IFO—JL [{1})] DEEBETIE IFZELELSELELEED.
HOFEA MU H LTTIZFASEEE TIX
HOEEHATLT
[S101] H—/\— [{0}] I&. O—JL aA—H—DETH—rL&ELS
[{1}] TID%Z 7Y — b I B1ER ELELEA. HUELITIC
hHb EH A IEZDMERDH D £H Ao
FASIL— LR TEFRI S NT
L3 StoreFront™+ —/\—
(BLUKETIHEIE
Workspace) D&HH1—H—
IDZ 7Y —bhTEEXT,
[S104] H—/\— [{0}] IZUPN [{1}] D A—H—IDET7H—rLELS
TH—hIKBLEFLE LELED. FASIL—ILIE
(UPNIZIL—IL [{2}] TEFH] Hickba—H4—7ho> bk
INTLEEA) o IFEFETNTULEEAS
[S205] FAERREFIRE TV L ANES VDADFASTY VI L1 >
SNFELL-FUELTTH FrzRITLESELFLE
7>k [0} & JL—IL [{1}] H. FASIL—ILIREICEL D
DFFA] ENTFERREFFEE T VDAIFFFAI TN TV EE A,
lEdH D FHE Ao
FASTRY> kOY

RDORIC. FASICE>TEREINBZ AR O IV M ZRLED
BEARY
CNEDARNY MM FASH—N—TOBREEICIGL TAJICEREINE T,
aJ3—Fk
[S001] 7727 & RIEFE: 2 —H — [{0}] IEAdministrators 7 IL—F DAV NN—TIIH D FHA

[S002] 77t RIEF: 2 —H— [{0}] I1F1RE [{1})] DEEETIEIHD FHA
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aJa—Fkr
[S003] BEEEE [0 B A VT FHFYRAE—RE {1 ICRELTVWET

[S004] BIEE [{0}] HCA[{1] 5T > FL — b [{2} and {3}] ZfFF L TARGAAZEZER L TL
£

[S005] EEE [{0}] H'FASHEER [RAcertid: {1}] ZHIBRL TWE T
[S006] BEIRE [{0}] H'EERAEER [{1}] ZMFRLTLET

[S007] EIEE [{0)] NEIPASER [(1)] ZBH L TLET

[S008] BEIRE [{0}] H'EERAEER [{1}] ZHIRLTLET

[S009] BIEE [{0)] HIL—IL [{1})] EERELTWE T

[S010] BEE {0} WIL—IL {1 ZBHLTVET

[S011] BEEE [{0)] DIL—IL [{1}] ZHIFRLTWE T

[S012] EIEZE [{0}] HYEERAZE [upn: {1} sid: {2} rule: {3})] ZER L TWLWX T, FFAEER: 4+
T4 aAYTHR R {5)

[S013] EIE#E [{0}] H'EERAZE [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}] % H!)
PRLTUVWET

[S015] EIE#E [{0}] HFEEREZEK [TPM: {1}] Z/FRAL TWVWE T
[S016] EIEE [{0}] H\EEREEFAE = 1 > 7R — b A [Reference: {1}]
[S022] BIEE [{0)) XAV TF Y RE—REA TIZRE

[S023] BIEE [[0)) WAV TFH Y RE—REFAVICKRE

[S024] BIEE [{0)] B’V AT LNILAEZZ—%HRE

[S025] BIEE [{0}] B AT LANILRAEZ R —%RE

[S026] EIEE [{0}] NRAGEFAZEE= X —ZRTE

[S027] BIEE [{0}] WRAGEFRZEE=4—ZUtv

[S028] EXE#E [{0}] A [{1}] EEFAE D F —#EMiZ [{2}] ICRE
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AJad—k
[S029] BIEE [{0)] A [{}] SEBEDF—BRET 7/ ME[2N ICUEY K
[S030] BB [{0)] i —E R TONT 1 & [{1)] ICHRE
[S031] EEE [{0}] H'CA [RA cert id: {1}] DAEGRZEEDH L
[S050] BEHEE [{0}] N 5 RigR & ERF: [{1)]
[S051] BIEE [{0}] NV 5V K& Z EHH: [{1)]
[S052] EEE [{0)] h' 5 Rigm %z HIR
[S060] BIEE [{0}] 'V 57 REBERZERP, 1V XZ R {1}

[S060] Administrator [{0}] #1 LI b SR I TTREBEFZERLTUVLETY, Instance: {1}
CloudServiceUrlFormat: {2}

[S061] Administrator [{0}] ¥ 27 FE#Z5TT L TLWEJ, Resource location: {1}, Rule name: {2}

[S062] Administrator [{0}] ¥ 57 REEEMTT L £ L7z, Resource location: {1} ({2}), Rule name:
{3}, Customer: {4} ({5))

[S063] 7 T REFHICKRST S —HREL F L7, HIFF {0} TLE
[S064] 7 57U REFRFRICABALIS—DNRELE L. HISHI {0} TLE
[S065] Administrator [{0}]] #1 LI SR MO TT RERZERLTWLWET, Instance: {1}
CloudServiceUrlFormat: {2}
AJa—-kr
[S401) DT v FJ L —RZR{TLTLWET - [From version {0} to version {1}]

[S402] ERROR: Citrix Federated Authentication Service (&Network Service& L TEIT9 2 REH
& D F 7 [currently running as: {0}]

[S404] Citrix Federated Authentication ServiceT — 2 X— XX Z@HIFNIIEELTWVWE T

[S405] LA R UDBST—ER=—ZADT—EBTHRICTZ—HIFEELF L7 [{0]]
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AJd—Rk

[S406] LA RUDNST—ER—ZIANDT—2BITHART LELE (F - —GAZIERITT
nEtA)

[S407] T—AR—=ZADBRCFHET DD, LZAMNIR=IDT—RIET—ER—XIIBTIN
FHATLE

[S408] #EBZ A>T L— R TE £HA -- [From version {0} to version {1}]

[S409] ThreadPoolt&mIZ AL L % L 7= - MinThreads?h® [workers: {0} completion: {1}] h*5
[workers: {2} completion: {3}] ICHAE I E LT

[S410] ThreadPool DERICKB L % L 7= - [workers: {0} completion: {1}] 'S [workers: {2}
completion: {3}] AND MinThreads DFARICKBLF Lo TNICKD. FASH—N—DXT—3
EVTaICRENEZEENHGD T

[S411] FAS H—E X ZRtaRICT S —HFHE L F L7z [{0)]

[S412) D 7 v FJ L — RH5ET L F L7 -- [From version {0} to version {1}]
[S413] AGREEEAZE OBEMHARA EH R <IN FT (52D {0} B) . GEBAZDFH: {1}
[S414] AEPIEBHE DB REARM N £ L 7o, FEERE DFHM: {0}

[S415] ZGIEEAE DR 7T T L E LT {0} FORIEN OV ICEERENE LTco REIDHERIF
{BICFESTNTULETY

ID 7H—> 3 VOER
CNBDAANY NI EEEINY—N—DRI1—HF—0O5F > ET7H— T BIEEIC. FAS H—
N—TEFBICOSICERINET,

oJs 31—~k
[S101] H—/N—[{0}] I&. O—JL[{1}]] TID Z7H— T 3MERHLHD FHA
[S102] H—/N— [{0}] I& UPN [{1}] D 7H— MZERBL £ L7 (BN {243

[S103] H—/N—[{O}] I UPN [{1}] SID {2} ZEBRL FL 7D\ Ly o7y FIESID{3} ZiRLEL
Vfw
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[S104] #—/N— [{0}] I& UPN [{1}] @7 H— MZKRBL £ L7z (UPNIZIL—IL [{2}] TEHFAISINT
WEEA)

[S105] H—/N—[{ON IEID 7H—> 3> &RITLE LK [upn: {1}, role {2}, EF¥ a2V T AV TF
A R3]

[S120] [upn: {0} role: {1} Security Context: [{2}]] ICEEEAZ #HITLTWVWE T

[S121] [certificate authority: {2}] I & T [upn: {0} role: {1}] ICEEEREDLRITEINE L -
[S122] 4 H—/N\—HYNBET T [upn: {0} role: {1}][Requests per minute {2}]o
[S123] [upn: {0} role: {1}] [exception: {2}] DCATIIFAEZ# KT TETXFHATL:

[S124] [certificate authority: {2}] [exception: {3}] T [upn: {0} role: {1}] DEEFAE %= HEITTITEFHAT
L7

[S125] (REHF DERAEERNTT T2 XTI MWFRLF LA FVOVHLAEZALTIRLE
L 7z [upn: {1} role: {2} Security Context: [{3}]]

[S126] H—/N— [{0}] EKREZEDIL—IL [{1}] Z2FEALTIDZT7H—hLELSELEFLL:
[S127] H—=N—DAX VT F U RAE— R THB7=8. FASIZ [upn: {0} role: {1} definition: {2}] DEERR

EHEBERTIFEATL e XUTFHFURE—RFBOHEEZTET BICIE. PowerShell AT K
L w b Set-FasServer ZEB LT T L)

;MY EEY LTHEEYT S
NEDARY NI, VDARI—H—%2O5F >3 & FICFASH —/N\—TERITRICOJICEER
INx9,

aJ3d—k
[S201] KB HFEE [{0}] IF/NRT—RICTIVERATEEE A,
[S202] IHMLE FE [{0)] IFEERREICT7 VR TE FH A
[S203] FHLHEE [{(0)] IFO T A > FANAR—IC TV ATEEHEA

[S204] KHLEZEZE [{0}] A\ [{4)] ICK > THEERINT [upn: ()] oOF A > 7FONA A —IZ. O—
JL: [{2}] [Operation: {3}] £ LT7ZERALTWE T,
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AJd—Rk

[S205] ML FE T I/ RIEES - FUOB LT T HU >k [{0}] & JL—IL [{1}] DFFR SNl
FETIEHD £t A

[S206] MU Lt 7 AT > k [{0)] ISEMEFEETIIHD £t A

[S208] M FIZIED KB L £ L 7= [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4}
{5}

[S209] F v v aTNIEEBAENRE DOHD £t A, [Caller: {0}] [upn: {1}] [role: {2}] [cert definition:
{3}] [Operation: {4}]

1>ty a VEEAgY —N—
A—H-—N12tvia iltAEZATS L. CNSDAARY MY FASH—N—ICOJEH N
9o

aJ3d—k
[S301] 727 RIET: A—H— [{0)] IFREIXI—EH—RADT7 I ELRHD FH A,
[S302] 2 —H'— [{0}] B REALRRIE R < — kA — R [thumbprint: {1}] ZZEK L £ L 7=
[S303] 77 R¥EE: 2 —H— [{0}] IFREBRT—FA—F [upn: {1})] & —EL £ Ao

[S304] Z—H'— [0} AV Ea—%—[{2)] TTOT S L [{1}] ZR1TL. WHHIZE [{6)] IC1RAE
A — k51— R [upn: {3} role: {4} thumbprint: {5}] ZEA L TWLEX 7,

[S305] MR EN LB L £ L 7= [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4}
{5}

FAS7H—> 3> 501>
NEDARY NI FASTH—>a>TFodavick-TOdICERgReEnE .
aJad—kr
[S500] FAS7H—2a >S4 VDB ENTULEEA

[S501] R S NTIFAST7H—> 3> 7504 %2 0O— R TE XA TL T [exception:{0}]
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[S502] FAS7H—> 3> F 504 >H0O— R &N X L7 [pluginld={0}] [assembly={1}]
[location={2}]

[S503] H—/\— [{0}] IFUPN [{1}] D7 H— MIEBL XL (O A VEiELARE I N E L 7D
TSV 2N IFENEYR—FLTULWEEA)

[S504] B —/N— [{O}] IFUPN [{1}] ® 7 — MMIKBL F L7 (AT 4 VEHDREINF Lol
B ENIFAST ST 1 VhH b £HA)

[S505] H—/\— [{O}] IFUPN[{1}] D7 H—MIEKBLEL (FZJ1 > [{2)] 13O F Vil %=
AT—RABNeXvtE—J {4 THEEBLELR)

[S506] 7541 > [{0}] I&. H—/N—[{1}]] BS5DUPN [{2}]] AT # ViHilE X vt —T [[3)] L &
BICZITANELE

[S507] #—/N—[{O}] IJUPN [{1}] D7 H— MCKBLELI (TS T0 > [ 1EXYV Y R [{[4] D
EITHRICHN B ZxXO—-L&ELTK)

[S507] H—/\— [{O}] IFUPN [{1}] D7 Y —MCEKBLELE (FZ 510> [{2)] 139 [{3)] £ R
O—L%xL7%)

[S508] H—/\— [{0}] IFUPN [{1}] D7 H— MK L E LT (PO RUEMEHE I E LTAN
T304 2] BENZYR—FLTULWEEA)

[S509] H—/\— [{O}] IFUPN [{1}] 7 — MIKBL X LT (7O RLEBEAIRE SN LA
B ENIFAST ST 1 VhH b £HA)

[S510] H—/N— [{O}] IFUPN[{1}] D7 H— MIKBMLEF LI (772 REBIEZTZT 1> [{2}] I
SO TEYPERBRINELTR)

) — 9 ZR— AW IGFAS
NEDARY ME. FASH Workspace TERE TN TWS L FICOJICETEINE T,

aJa1—Fk
[S001] Citrix Clouds85EF —% O—7—> 3 > L % L 7= [fas id: {0}] [old key id:{1}] [new key id:{2}]
[S002] 757 RHR—bFEZa—ILAEHLTWLWET, FasHubZ 57 K —E XURL: {0}

[S003] FASH' Y T RICEER I N F L 7z [fas id: {0}] [transaction id: {1}]
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aJa—Fkr
[S004] FASH' T 57 RADERICK L % L 7= [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FASHIRTEDEM Z 7 5 7 RIZEE L % L 7z [fas id: {0}] [transaction id: {1}]

[S006] FASHIRTEDEM %= 7 TV RISEKEFETT FHATL K [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FASH' Y T Rh S EEREER SN X L /< [fas id: {0}] [transaction id: {1}]

[S009] FASH' Y 5 RH 5 DEFREFRICK L F L7 [fas id: {0}] [transaction id: {1}] [exception:
{2}]

[SO10] FASTH—E RIEV TV R Xyt —C Y JURLICEFR SN TULWET: {0}
[S011] FASH—E RIET T U RIZERINTLEEA
[S012] FASH —E X &Citrix Cloudh'5 D> Y J )L A > A I BERIEE T

[S013] FASH —E X I&LCitrix Cloudh'5 D> Y F IV VA VICHBTE EH AL [{0)] EFEMICDOWL
Tld. BEOAVY—ILTHERETEET,

[S014] V50 R —EXADMHEUH L <service name> ($5kBL F L7 [fas id: {0}] [transaction
id: {1}] [exception: {2}]

[S015] MU' L eh'BFRl SN TWLWARW®. Citrix Cloudh 5D X wvE—Ih7Ov o shEz L
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] V5 R —E XADMEUH L <service name> (EREIIL & L7z [fas id: {0}] [transaction
id: {1}]

[S019] FASIZZ 5 Rh SR %E A~ > O— R L % L7 [fas id: {0}] [transaction id: {1}]

[S020] FASIZZ S Rh S Z AU > O— R TE FHEATL K [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] ¥ 5 RHYR—hEZa—)LOEIKBL F L. FIH: {0}
[S022] V5T R R—FEZa—ILEEFLELTVWET

[S023] Citrix CloudsB&EF —DAO—7—> 3 VKM L F L % [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]
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AJd—Rk

[S024] Citrix CloudsRfEF—DO—F7—> 3 > &R L TWE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] C D —E XDEFIEEF — & Citrix CloudiZfF7E L £ 9 [current key: {0}] [keys in cloud: {1}]
[S026] C D —E XDELEEF — & Citrix CloudIZ#ETE L £ A [current key: {0}] [keys in cloud: {1}]
[S027] Citrix Cloudz3sEF—D X L —CHERZ 7y 7o L— R L F L7 [fasid: {0}]

[S028] FASIFIRTED T L X kU %0 57 RIZEE L £ L7z [fas id: {0}] [transaction id: {1}]

[S029] FASIFIRTEDT L X FUZ T 57U RISEEFETE FEATL [fas id: {0}] [transaction id: {1}]
[exception: {2}]

aOJ#>
CNEDARY MME. O F VERREHRICVDATOVICETRINE T,

[m B Bl

[S101] ID7H—>3>OJ 4 VICKBL £ LTz, 5838 TNV \Federated Authentication Service
GPO- > 7 v ¥ X [index: {0}] [registry name: {1}]

[S102] ID7H—>3>AJ A ICKBLE LT {0)DSIDILYy I 7w FICKBMLELL:
[Exception: {1K2}]

[S103] ID7H—>a>vOd A VICKKMLE L, 2—F—{0}DSIDIF{1}TTH. FEHETNBSID
{2y T9

[S104] ID7H =3 >O0F KB E Lo {OANDOIEUE LA [Error: {1} {2 ZRL F L7
[S105] ID7H—>3a>vOd 4>, O 7 >H [Username: {0} Domain: {1}]

[S106] ID7H—>3>O5F > \n\nT =7 L—2 3 VEREEY — E X: {O\n\n[Certificate: {1}]IC 1
g7 8

[S107] ID7H—>a>O0F VICKEL £ L7, [Exception: {0}{1}]

[S108] IDF7H— 3% T X5 L, ACCESS_DENIED [Caller: {0}]
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v g RNIERASE
N5DARY NI, A—H =Dty a VRIBEDFERZE AT TICVDATOY ICEEERT
nx7,

OJ3—Fk

[S201] REEZAY— b A— R 72Ut XIE. [{0}] IZ& T [PID: {1} Program Name: {2}Certificate
thumbprint: {3}] ICESRINE L

[S203] RAEAY—F A—RY T XT Lo 7UEZADIER SN ZE L7 [caller: {0}, session {1}]
[S204] RIEAY— M H—RHY TP XT Lo AR—FA—ROYR—FHERCHEO>TUVET
SFEAEERE F—RT7DER

N5DAIRY ME FASH—=N—DELARILDESLIREERT LIz FIcOJICERINE
ER

OJ 31—k

[S001] TrustArea:: TrustArea: sEFAZE M1 > X b — )L I F L 7 [TrustArea: {0} Certificate {1}
TrustAreaJoinParameters {2}]

[S014] Pkcs10Request::Create: PKCS10E:KAMER S L & L 7 [Distinguished Name: {0}]
[Reason: {1}]

[S016] AR IEDVERY [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]

[S017] #4EEHE::BIBR [Provider: {0}] [Identifier {1}] [Twin: {2}]
[S018] PrivateKey::CreatelZB L % L 7= [Identifier: {0}] [MachineWide: {1}] [Provider: {2}]
[ProviderType: {3}] [EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]
[Exception: {8}]

aJ31—k
[S104] FASIZCA {0} S &EGRIIAEEZEL £ L1
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest J&& Dix{E T > — [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest SEFBZE D FITI N E L 7z [{0]]
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[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &F3#F 5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

IYVRA—H4—-DIS—Ayvt—
ZDtUT 3> TlE. WindowsAF 74 > R—JCA—HF—ICRRINBZ3— WL TS —X vt —
CE—ERNLET,

RIS —RytE—2 HEACBR

BRI —ZFXIENRAT—FR AYEa—R—|3BMEERAE CWEF—%
FoTW3 L TULWEIH. Kerberos K
XA bO—-5—hERZESTLFL
fco CDEEED KerberosdZ| o3y
EBRLTLIETL,

SRATFLICOT A TEEFHATL, BERE RXA>OY bO—F—IZEFRTITRLDN

WEBIAETTFHEATL . 1 EXRIFYR— RXq>aAy bO—5—HAY—rA— KRR

TNTLEEA FFZ HR— h?%aﬁﬁﬂi‘cﬁﬁiéh‘cmiﬁ
Ao TKerberosiBiEl « TRXA>OaY b
A—Z—888F « FE TRXr>axv bk
A—2—1 E%E%Fx4>:yhm—3—
ICEHRLTLIZEV, BIFOMRENEMIC
RZ35BE8TH. ;TL%EEE?TWELJ%D 9,

SRATLICOTA Y TEEFEATL LT SREEIC FRIEERAE ¢ )L — hEEEREA O — ALY
FERTNIAY— b A— FEEEREIXERESEIN Ea—R—ICA XA b=ILTNTVLFEE A,

TLWEEATLT. SEHEC RNHEF—A VTSI ANT IV FvZH
/E|7'\:':: L/—C < TC :_k U
RIEBGER CHUIREE. FERRE DILEMEENE L < ’E

TNTLAEULD, RSAT—HETEF S (<2048
Ewhk) CezrRLET,

FAS ERF L —X

FENL—XEEEEFERATD L. FASIZEDT7 T4 ET4 27 7ML AT LICOJEKRLE
o CNUIRT T a—FTa 2 JIT&IIB. BRELTA VT M 2BIRT 20BN ZHRT
IZEREMNHD £,
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ULTOWSTNHODEEZFERBLTFAS ZA YA M=ILXET7 Yy FIL—RT3c. BFML—
AREEDBRMICHED X7,
« Citrix Virtual Apps and Desktops™ « > X k—5—:ISO BMEA SN SICBFRITA TS Y
< 2 EED Federated Authentication Service R X > H'5

» XenDesktopFasSetup.exe : Citrix Virtual Apps and Desktops ISO D x64\XenDesktop
Setup\XenDesktopFasSetup.exe ([CHDET

e FasSetup_xxxx.exe : AXYR7OYDFAS 1 A —F—7 7 JLT. Citrix Downloads
NPOAFTEET,

FAS AT YRXAr—=5—MSI 771 ZFERALTA A M=IILFLETYvTIL—FT 315
a. BRML—AEEEIFFBETE£H Ao, FederatedAuthenticationService_x64.msi o

BR ML —XOINE

Citrix Scout ZFB L T. FASH—N—D'SER ML —XB LIV ZFDMDEZHT—2EZUINEL £
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