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e HE 2 HE T

=] Default Domain Policy (DIW-DC.OIWNETI Poliy |[™=authentication

v (& Computer Configuration .
Federated Authentication Service Setting

w || Policies
5 [7] Software Settings Federated Authentication Service
. Edit policy setting
> [ Windows Settings 2| Storefront FAS Rule
v [ Administrative Templates: Policy definit|| Description: |i=| In-session Behawior
w || Citrix Components Servers running the Federated
| Authentication Agthentic_ation Sewige integrate your
- Citrix environment with your Active
5 | Control Panel . )
N Directory infrastructure to allow users
? '_:I N?‘twork to log in with non-Active Directory
[ ] Printers credentials (e.g. SAML assertions).
7 Server
» [ Start Menu and Taskbar If you enable this policy, you sheuld
5 [ System specify a list of servers running the
. y. Federated Authentication Service
> (& Windows Components identified by their FQDNs (e.q.
Lz All Settings fasserver.company.com),

5 || Preferences

w 4%, User Configuration
» ] Policies
» || Preferences

< > | Extended £ Standard /
3 setting(s)

Federated Authentication Service7R 1) & —8&7E &, CitrixBase.admx/CitrixBase.adml7 >
L — k7 71 JL%ZPolicyDefinitions 7 # LA — B L 7ZHBEICD A R XA >V GPOTHIA
TE %9, FlE3DH%. Federated Authentication ServicerR ) & —REIE. BEAT>FL—
b > Citrix AV R—RV b >EEET # LA —ICRTRENE T,

ZF)[E5. Federated Authentication Service’R!) > — % E. BWEERLE T, NIk D. |VERAR
BUEBEIRTETEELSICHD, FASH—/N—DFQDNE B TE £,
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B Federated Authentication Service O v
E Federated Authentication Senvice Presious Seffing [
() Mot Configured Comment:
{®) Enabled
() Disabled
Supported on:
Cptions:
FQDNs
List the installed servers in y Value
e
FODMs | Show o fas 1 citristest .net]
1]
OK | | Cancel
OK Cancel ApaEly

FIE6. FASTH —/N\—DFQDNZ AL £ 9,

EHDFQDN%E AT 3/A. VDA, StoreFrontty —/N\— (£ 9 3158) . HEXUFAS
T—N—D5RT. VUALDIEFIE—EBLTWARELRHD XY, JIL—THR)—FF%
BELTEIL,

L J

FIg7.0OKZz 7 )y I LTIN—TRIS =04 —REZKRT L. JIL—TRI>—DOEE=ZER
LEJ. EEZAMCTBICIE. I >Z2HERTSID (X/IFOT Y RS0 2D Sgpupdate |
forcezR1793) « BENHIHBENHD £,
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v 3 NEME

CORYS—F, A—H—DVDAL Y a>TI—o x> O E 79571 71bL. Ty
CaVAEIEE. EE. $LU0OvIEOYIEYR—FNLET, v a > REAZEIX. D
RS —DEMICE>TED, P OEBREDERICER INIFAS/IL—ILTE v 3 Y RERDEF
ATNTVWBRIGEICOAFBEEEETY, IL—ILDEBHESBRLTLIET L,

@ In-session Behavior

Previous Setting [ExEseting
() Not Configured ~ Comment:
(®) Enabled
() Disabled
Supported on:
Cpticns: Help:
Enabling this policy activates an agent process A
Prompt Scope | Per- ~ g pohicy g p
Pt P Erprocess | (Citrix Authentication. VirtualSmartcard.exe) which runs inside the
Consent timeout [seconds): user's VDA session. This agent process provides support for the
following functionality:
& | -
] - In-session Certificates
Disconnect on lock - Disconnect-on-lock

In-session Certificates:

Certificates and private keys securely managed by the Federated
Authentication Service can be made available to programs
running in a user's VDA session.

Mote that an in-session certificate is only available if this policy is
enabled AMD if the FAS rule used to create the certificate has in-
session use allowed,

Most deployments do MOT need to use in-session certificates,
because FAS performs a full Active Directory logon to the VDA,

OK Cancel Apply

BMCTRE. CORIVS—DBEMCED, FAST—2 1y O XA 1—HF—DVDALE Y 3
VTERITINBZEHHFAINE T,

MACTRE. CORDS—PDERICED, FAST—S Y M TOEIRETINGLSBED ET,
a>7exX3—-7
CORYS—DBEMCHE->TWRES. OV rROA—-FE. 77V 5—> 3 ey gy

RNILFAEZER T3 2RI 3 ODRAREI—F—ICED LS ICKDBI D ZHIEL £95
RDIDDA T a>hHbh FT,
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s ABFRE—COF T avidtFa) T 7OV T b2 EMICL. WERIEY AL MIFERA
TNnEY,

« 7OLRACEDRAB—FETHOELTOT S LHMERICARZRD X Fo

c By a ltORBE—I-H-HDOoKZI )y I TR COF T avidtyiarRAD
TARTOTOY FLICERAINET,

FREXA1LTT L

ORI —DEMERIZE. ABEIAILTU MIEEL ST D8 (WEEA) ZHIEL X,
e 2, B00MICERET D . A—HY—II59 il 7OV RARRINE T, EHEODIE
B, TIAR—rF—BECICA—Y—Ic7OY T FDRRINE T,

A 7 RFICYIHT

COR)—HDEYDRIBE. -V —HEEREOVITIE. I—F—Dt v 3 VIZEHNIC
I nEkd. COBEIF. TAY—FAH—REODALEICHIRT] RS —ICBTWEY, 21—
' —h'Active DirectorydJ' 74 VERIBHRZFHF > TVWRWEHIC. COMEZFERAL £,

Ow IBEOUIR) > —Id. VDALEDIRTOE v aVIERINE T,

Federated Authentication ServiceBEE Y — L D{EA

FASEIEOYY —IJLIXIFEACDERICEL TWLWETH. PowerShellf »2—7 1 Xl &
DEERA T a>HERMHLET, FAS PowerShell AT > KL w FDEFAIC D LTI
TPowerShell ¥R Lw k] #BBLTLIETL,

FASEEO>YY —IJLIZFFASO—ERE L TA VA h—JLENE T, 7 > (Citrix Federated
Authentication Service) IFXAX— kX Za—ICBEINE T,

EEIVY - ZHHTERTIEICE. UTOTOELINERAINET T,

« SERAET VL — b ZERAT %,
s SRR EEY b7 Y T B,
« FASHGEPAHEE Z2 £ T % C & 2 &Y %o
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OS#EMY —I/LZfERLT. —MOFIRZFF TR T IBZLCHTEERD

FASEEIOYY =)L, T7#I)LrTO—HILOFASHY—ERICEHLEF T, BREICRHLCT. O
V=ILOBALIZHBZRDOY—N—ICERZFBLT. VE—F—EXICEHRTETEXT,

&4 Citrix FAS Administration Console - connected to localhost - O X

Initial Setup Rules ' Advanced I Connecttoanothersewerl Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Directory.

Set up a certificate authority

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud

Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

aAgET>TL— N 2EBRT %
oY 7~z 7 EOEEERMOREZEE Y B/ FAS IJIRBDRAEDT-®IC 3 DO Citrix
FSERET VL — b ZRELE T,

o Citrix_RegistrationAuthority_ManualAuthorization

* Citrix_RegistrationAuthority

e Citrix_SmartcardLogon

_N5DT > 7L — k& Active Directory ICEERT AHENHD XY, BB REx>%ZI0)v D
L. TOK] Z2Uwo L%,
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&4 Deploy Certificate Templates X

Important:

When you click "OK" the following certificate templates are
deployed to Active Directory:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator.

This step can also be performed manually. For more information,
consult the online documentation.

-«

T 7L — bDWERIE. FAS EEBITRDGFRICA VA F—ILENTWVWBHLER
+ .certificatetemplate D XML 7 71 JLICH D £,

C:\Program Files\Citrix\\7 =7 L —> 3 VERAF U —EX\GERAEZE 7> 7L — k

ThisPC » O5(C:) » ProgramFiles » Citrix » Federated Authentication Service » CertificateTemplates w |
Name Date modified Type Size
Citrix_RegistrationAuthority.certificatetemplate 1 ERTIFICATETEM & KB
| Citrie_RegistrationAuthority_ManualAuthorization.certificatetemplate 210/2020 5:25 AM ERTIFICATETEM... TKB
o ;
| Citrx_SenartcardLogon.certificatetemplate 2M0/2020 325 AM CERTIFICATETEM... 3 KB
g

BT TL—rT 740N %A 2R M—ILT DHIERMNZWVIEEIE. Active Directory BIEE(C
BLTLIETW,

TUTL—bZ2FETAIVAM—ILTBICE. TYTL—RHEENTVE T LA —DE5RD

PowerShell ¥ > REZETL F T,

$template =
[System.IO.File]::ReadAllBytes("$Pwd\Citrix_SmartcardLogon.certificatetemp
late")

$CertEnrol = New-Object -ComObject
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X509Enrollment.CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport($template)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

$writabletemplate = New-Object -ComObject
X509Enrollment.CX509CertificateTemplateADWritable

$writabletemplate.Initialize($comtemplate)

$writabletemplate.Commit (1, $NULL)

Active Directory SEBAEH —EXZ LY 7V T T3

Citrix SEFBZ 7> L —brZ A > X b—JLLT=5. 1 DL E®D Microsoft Enterprise SERBH&RETH —
N—ICABTZHRENH D £, Active Directory SFRBEH —E XD REEAEICDWVTIZ.
Microsoft D RF a2 X > hEBBLTLLETL,

GERAMEE EIE T AERZIF DI - —d. DA< EHBI2DT—N—TT>FL—rERHETS
RERHDFI, 7T —bZFHTSICIE. Set Up Certificate Authority = £/ L & 9%

(GEREZE T > 7L — k&, Microsoft Certification Authority A Y =L FEHE L TABETZZEHT
TET, )
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&3 Citrix FAS Administration Consol

Complete these setup steps:

Initial Setup Rules Advanced

e - connected to localhost

Connect to another server

o Deploy certif

The required temp

o Set up acert
The authorization t

Click "Publish” to p

Authorize th

Create an authoriz

& Set Up Certificate Authority

Important:

When you click "OK" the following certificate templates are
published on the certificate authority selected below:

- Citrix_RegistrationAuthority_ManualAuthorization
- Citrix_RegistrationAuthority
- Citrix_SmartcardLogon

Publishing certificate templates may require you run this tool as a
Domain Administrator.

This step can also be configured manually. For more information,
consult the online documentation.

Certificate Authority:

— t X

Deploy

Refresh

Publish

Create arule

A rule defines a sm|

You have no rules ¢

Connectto C

-« O

Complete this step if you wish to use this FAS service with Citrix Cloud.

Authorize

Create

Connect

Jx5L—Fv

FEREEY —EXZHRERT S

COFIEICED. FASOERHFBENE T, BEEIVY —ILIZ.
Citrix_RegistrationAuthority_ManualAuthorization7 > L — b Z B L CTEERAEERZ4E/RK L. ©
DOT>TL—bZRBLTWSERAKEOWVWITNMMCEEFEL F T,
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&2 Citrix FAS Administration Console - connected to localhost — | X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificata tamnlatas Deploy
&3 Authorize Service X
The required temp

Click "OK" to submit a certificate request for a Registration

o Set up a cert Authority certificate to the selected Microsoft Certificate Publish
Authority.

The authorization t The CA_ Administrator must signin to the Microsoft Certificate
Click "Publish” to p Authority console to issue the pending request.

For more information, consult the online documentation.

Authorize th

Authorize
Certificate authority:

Create an authoriz

Create arule

A rule defines a sm|
Cancel

You have no rules ¢

Create

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

ERHIXRE TN B . Microsoft Certification Authority 1>Y — )L MDPending Requests') X k|Z.
FASYS V7OV D EDREFOERE LTRREINE T, FASOBRZHITTI SRIIC. FERA
HEBEEIIERZRITELIIIES T IHLENRHD X7,

FASEIEO Y —ILIk. EEENIssueE/zlIDeny= EIRT B ET. ED—RKRED TREF—]
ZRRLET,

Microsoft Certification Authority 1> —JLC. All Tasksz /7w L. MBEEERICH LT
Issue X 7zidDeny = FEIR L £ 9, IssueZEIRT 3. FASEIEO>Y — JLICEGRIEAEN KRR T
NEY, DenyZEIRT B, AV —ILICIS—AXytE—IDRREINET,
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lFiIe Action View Help I

@ cz B

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
4 g citrixtest-CA-1-CA = —tn T 350700 CITRIXTEST\FAS-1§

[ Revoked Certificates 3 View Attributes/Extensions...

[ Issued Certificates Refresh Export Binary Data...

[ 7| Pending Requests ;

1 Failed Requests Help ssue

[ Certificate Templates Deny

<] m [ >

Contains actions that can be performed on the item.

FASEEEIO>Y—ILIZ. COTOEANRT LECEZBFHMICKEELEFT, CNICIZEDHHD
HBabHb x9,

X

&& Citrix FAS Administration Console - connected to localhost — O

Initial Setup ‘ Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

o Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

(’ Authorize this service Authorize

There is a pending authorization request on Cancel request

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

IL—ILZBRT S

FAS|Z. StoreFrontDIgRICE>T. VDAOY A > E LVt Y a v RERADIEFFREZE D RITZ KR
FREDICIL—ILEFERLET,

BIL—ILIEUTZEELE Yo

© 1997-2026 Citrix Systems, Inc. All rights reserved. 28



JITL—Y3VEEEY—EX

o SIBAEZEKRT 5 Z ¥ Z{EFE TN TL B StoreFrontt —/\—,
o SFEAEREBRINZ I ——Dt v bk,
o SERAZDEAMFI TN TVWABVDATY S D Y b,

Citrix Cld. Tdefaulty & WS &BIDIL—ILZERTZ e x2HEOHLEFT, Zhid. StoreFront
DFASICIERTT B MRIC. BLCEBIDOIL—ILEERTZ7HTT,

BEZHAAEET VL — MERAEEESRB T2 N XZLIL—ILEZETSICER L. 245 7ON
T4 CHERZFOLSICHERTE XY, cNHDIL—ILid. B4 BStoreFrontth —/\—F 7213
Workspace TEFET AL DICHEBRTE E 9, JIL—TRU—BlA > a>zFERLT.
StoreFrontty —/N—D AN X ZLIL— )L Z BRI TERT B LD ICHEHEL £,

ER (F7cE TIL—ILy BT DI—ILDERR) 20Uy o LT IL—ILZ2fRY 37D DIEHR%E
INETBIL—IERT« F—RZBmLEI. TIL—ILl 272 EIL—IILOBEHNRTIN
9o

&¥ Citrix FAS Administration Console - connected to localhost — | X

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default 2 W Summary
Rule name: Default
Status: OK
Template: Citrix_SmartcardLogon

Certificate authorities:

Certificate available in-session: No

Access control: Configured
Restrictions: Not configured
Cloud rule: No

Initial Setup Rules | Advanced Connect to another server  Refresh

V4= RIIRDBERZINEL £,
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TO7L— b O —EREEORITICERASNBZAREET > TL— k. THUE.
Citrix_SmartcardLogon7T > 7L — k. £/IZZDEESNIIAE—THIVELH D £ (G
%7__\/70[/_ I\%%/ﬁﬁ) o

AERAMERS: 1 —H —SEEAE Z HITL. 7T L — b= ET ZAAME, FASIZ. Tz —ILF —
N—CBEDBOIDHICEBOGERKEDEMZ Y R— b LTVWET, FIRL /IR D X
T—RAN 7T L—bFARR] ERTINTVWB I EZBER LT ZE W, SAKEDE
BesRLTIETWL

vy aryRER: v ayYREREFAA 7S 3 vid. VDANDOOS 7 VEICEIERZE#FERAT
IEQESHEFELET,

s By aYAERAZFAIEREINT L\EL\%A (T7#IL b, #%) —FIRAEROIFVF
I3BERICOAMEB TN, I—F—(FERERICEEAZEICT 7 X TE A

c Ty avAEREFIIERINTUVRIGE—1—H —(IEHRICEIFAZIC TV ERTE X
To IFEACDERRIECDA T 3o ZBIRLABVWTL SV, 1> bFXR Y hWebt - b
RPITFAINHBRYE. VDALY 3 /P\]?’J‘b?ﬁtx*hé') Y — 2%, Kerberos> > LY
AFDRFERALTT7IVELRTESD. v a > RBEIIBEDHD FHA

ty a RERZEHFUEZERLILEE. By a YREEIIIL—TRIUS—HEBMLT
VDAICER T 2HENHD 9, £DHK. FAZEIIOT AV RICTFITr—> a3 > THERATS
eHICA—H—DEAGBAER F7ICEBESNE T, T XIE VDALY 3 Y ADWebt —
N—=ADTLSERENHERIHZE. Internet Explorerlid £ DIBAZ #FEATE £ 95

FOEAGE: 21— —0OJ A > £-I3BEGO-OICIBAE®ERIT DI HEBINT. 5
FET T BStoreFronttf —/\N—<I > > DU X by TNEDIARTOMERICH LT @4 DADA T
STV NERIFTIN-TEEBIMTEET,

7o X5 OREFEF2V T LEETHD. EEICEETIHVEDNHD XY,

pu

FASH —/\—%Citrix Cloud TOAEA L TWBIHE. 77/t XGHEZER T I2HEITHD £t
Ao JL—ILHCitrix Cloud TEF S 3355, StoreFrontd 77 & XFFANIEER TN EF, Citrix
Cloude# > 7L X XDStoreFrontBADE A TRILIL—ILZFERATEE T, 7V TLIRD
StoreFront TJL—ILAMER SN 3IHE. StoreFront® 77t AFFaNIE5 | S/ I EHINE T,
TI7AILEDWER (TIDT7H—> 3> HFFAISNTVD) ETRTEZERZLET, L >Th
StoreFronttt —/N—ZBRINICEFRI T 2 ENH D £7,
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Securty

(Group or User names:
R/ STF-1 (CITRIXTEST\STF-15)

Pemissions for STF-1

Assert |dentity

HIBR: FASZER L TA—Y—%0OJ 4> TE3BVDAY I VD) X b, FASEZN L TERAE# #
ATEBZ1—-H—DUZ b,

« VDAMERRDEETIZ. CDOVDANFASZERAL TA—H—ZOJF TESNZHEETETX
9o VDAD ' X ~ET 7 #JL T TDomain Computers] T,

o A—H—IERBOEETIZ. COI—HF—HFASEFEA L TVDAICH A VAV TEEIHEIEET
x99, A——DJRXMFIT T AL ET 'Domain Users] T9o

FASH—N—D R XA VHVDAB LV A—HF—D R XAV BRZBE. T 7 4L EOFIR
HEEITINRELNHD FT,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 31



JxTL—2a i —ER

ey |

Emup ar user names:

" A Domain Computers (CITREXTES T \Domain Computers)

Permissions for Domain
Computers

Rehving Party

Emup ar user names:

* 4 Domain Users {CITREXTEST \Domain Users)

Permissions for Domain Users

User Authentication
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257 R#FR: ID7 % —2 3 >HCitrix Workspaceh' 5 ZET N & FITRAIDER INZHE S
H &R L £, Citrix CloudiC#&#id % & T, Citrix Cloud CER 9 2#RAIEEIRL £,

FConnect to Citrix Cloud] £ 3>®D') > U H 5. Citrix CloudiZ#E#t L 7= TRAIZZEE T
ZEHTEET,

&3 Citrix FAS Administration Console - connected to localhost — O X

Initial Setup Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority Publish

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

0 Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

Citrix Cloud (=36

FAS 1t —/\—% Citrix Workspace % f#F L T Citrix Cloud |IC#ESTE £9, D Citrix Workspace
DEEZBRLTIIZEL,

1. Initial Setup X 7D TZI Vv I LET,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules | Advanced

Complete these setup steps:

o Deploy certificate templates

The required templates are deployed in Active Directory.

0 Set up a certificate authority

The authorization templates are published on: ad stu.net\stu-AD-CA.

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service

An authorization certificate is configured.

Deauthorize this service.

o Create arule

You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

The following certificate authorities could not be contacted: ca2 stu.net\stu-CA2-CA.

- O X

Connect to another server  Refresh

Deploy

Publish

Reauthorize

Create

Connect

2. BRI BUTVREERL. 20Uy ILET,

&+ Connect to Citrix Cloud

Connect to Citrix Cloud

I Choose cloud
Choose a cloud to connect to, then click on next.

Registration
Choose a rule Citrix Cloud v

Summary

Use legacy in-browser based registration instead
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3. Va4V RUIC—EOFEHRI—FHARTEINE Y, Chid Citrix Cloud THERI 2HENDHD &
T FLLIEK 72T XEGE% Citrix Cloud ICE#T 21 2B LTIEEL,

&4 Connect to Citrix Cloud — O X

Connect to Citrix Cloud

Choose cloud Copy and open the given confirmation URL in a browser with internet access. Then register

with the given confirmation code. The resource locations will be populated shortly after
Registration confirmation. Select a resource location to connect this Fas server, then click on next.

Choose arule

Confirmation URL:

|

Confirmation Code:

POQESDAS

Summary

( Waiting for confirmation...

= aEB

4. BFIA—RHIREEShcS. FOY TRV IO ORER ZFRLE T,
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&4 Connect to Citrix Cloud

Choose cloud

Registration

Choose arule

Summary

Connect to Citrix Cloud

Copy and open the given confirmation URL in a browser with internet access. Then register
with the given confirmation code. The resource locations will be populated shortly after
confirmation. Select a resource location to connect this Fas server, then click on next.

Confirmation URL:

Confirmation Code:

™I

“
Resource location:

My Resource Location v

5. %Y TB3GRIFEET NI ZFIRL. FASH—N\—Z&ERI DY —ADIGAMZERL F
o ZU)v UL, BRIV RUZBALET,

6. £/ a3>T. BIFDIL—ILZERT 3D IL—IL=ztElLE T, 20V vILET,
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Connect to Citrix Cloud

Choose cloud
Choose a FAS rule to use with Citrix Cloud.

Registration
O I 'will configure a rule later

® Choose arule ) Create a rule when this wizard finishes

e Use an existing rule:
Summary

e Default

The rule you use for Citrix Cloud can also be used with on-premises StoreFront.

&+ Connect to Citrix Cloud — | X

7. o> 3>T. %21 w4 LTCitrix Cloud ND#EHETTLE T,

&+ Connect to Citrix Cloud — O X
Connect to Citrix Cloud
Choose cloud Summary
Registration
Customer:
Choose arule
Resource location:
® Summary
Rule: Default
Cloud: Citrix Cloud

Citrix Cloud & FAS —/N\—%%&$& L. CitrixCloud 7HO > bD R—JICRTLE T,
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F>FL I XD FAS —/\—I&. Citrix Cloud & Citrix Virtual Apps and Desktops \®D 774
T AZARKICHFA T2 —AEZRITTETE T,

Citrix Cloud 5Vl § 3

Z @ Citrix Workspace DS ICEEEH INTUWLB &L DI, Citrix Cloud @ 1) Y — X DIFFAH S FAS
H—N—ZHIFRL7c®&. T ZERLFT,
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JITL—Y3VEEEY—EX

RS

ZDtUT 3 >DEEETIE. Federated Authentication Service (FAS) DEERIEMR E BIEICEAT
BDHARVAERELET,

BERER

+ FAS A YR k=L IMIRREICE T B EEA Y T 7 LY RIE 1 VR b—IL LR ORE
7,

« BRIT %70 F v ORETIE. TELFAS T—F 7/ F v OBBEL. SOERBT—F7
9F v ICET BMOTEADY VI ERELET,

FASV2F7yw REITELSXPMUFZRLRAUX B

FAS 2511 K D gilE. FASIEA VT v I RNA b TIREZVL (N—2a>vl) ERXOF7y bz(E
BLTWE LT VDAIE. EDFASH—N—DF7y bZzRHITLIED ZHMTIHNENHD £,
S ATV IRNA bZFEALT. LZXMNJARADFAST7RLZADYU X FHBFAST RL X
ZRERITBETIONED,

GPOI&@®E. VDAEDFAST7 RLZD) X bz L £9, Windows VDATIE. ZRL XU X b
DL MY DIFARIE
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\Authentication\UserCredentialService\Addresses
T,

VDALD 7 RL X X ~lEStoreFront D7 RL XAV A M EREBIC—HRLTWVWARELRHD £7,
ZFI3TRHRWEE. VTN A IR LET, COEHIX. FICEMLEREZITO>TWVWS
BERKICE>T. BRI —DOAZTHERCH->TWE LT,

FAS 2511 Cld. V2 (N—23>2) EROFTy FHAEASNE LT FASH—N—DT7 KL X
(DFED. FQDNER—R) EF47y FEERICEZAFNEH. VDAIFLS A MU F7RLZRY
A L EBBIIZIHNEHLHD FH A

Bt

2511L4F%. FASIZT 7 #IL b TV2F 7y b EERLE T, V2F 7 v I, IRTOWindowsd &£
ULinux VDAN— 3 > e BfERH D £ 95
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IN—2 322511 K DBIOVDAIR. BIDEI S 3> THBLIM YT v I RNA FEFEARL T, 5]
IMEILCAMITRLRAYRNEEBRBLED,

25114 P& DWindows$ & ULinux VDAD HFHV2F 4w b= BT TE 37, LA RNJF7RL R
DA MIREHD £FH A

V2F 7w ~&StoreFrontD ED/IN—2 3 > e b HEEMAH D, StoreFrontd 7w 74 L — RIZFE
T,

V2Fry b TRIENRE LIIBEIE. T DPowerShell 17 Y FZEA L TFASHVIF T v b 24
2L DICHEBRTEET,

Set-FasServer -Address localhost -TicketVersion 1

V2F4yw FOERKICE T ICIE. TDPowerShellAY Y REFERAL F9,

Set-FasServer -Address localhost -TicketVersion 2

VDADERE I BFASF 7y hDN—=S 3>

VDA 2511 D AHDNV2F 4y & B TE £ 9, UBIDO/N—2 3> TlE. V2F 49 v MMIVLIF
Ty RTHZIDDLSITI/MONET,

VDADWV2F 7w hN—=2 3 Y ZBE LTV D E S D EHEE T BICIE. FASH—N—DA >k
A7 %ZRARNET,

FASY VDAM 2511 EDIHE. VDADOEFHPIC. UTOLSBARY M OTIY NURKRRIN
9, IR ME. FASH—/\—DWindowsO4 > 77U 4r—>a>vafichn 7.

Level: Information

Source: Citrix.Authentication.FederatedAuthenticationService

EventId: 204
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Text: [S204] Relying party [VDA machine name] accessing the Logon Provider
for [User UPN] in role: [FAS Role] [Operation: XXXX] as authorized by
[StoreFront machine name]. Caller ticket version: 2. [correlation: XXXX]

CDANY ETIE BUBELTF7Y bON—=232|F2TY, Chid. VDAZL X MJFASYT
FLRUZXFTERTIHEDN BV EZRLET,

WIC VDADN2F 7w b Z T R—F LTUWARWEE. AR AOJIY NUOHUELTFT Y
FDON—=3 VIFUIERD £9,

Level: Information

Source: Citrix.Authentication.FederatedAuthenticationService

EventId: 204

Text: [S204] Relying party [VDA machine name] accessing the Logon Provider

for [User UPN] in role: [FAS Role] [Operation: XXXX] as authorized by
[StoreFront machine name]. Caller ticket version: 1. [correlation: XXXX]

StoreFront CFAS V2F 4w 289 3

FASF /v kidStoreFrontiC & > TREATH B 7. £D/N—2 3> DStoreFront THERT
T BRABRIINEDD FH A

StoreFront COFASH —/N\—7 KL XD . GPOZEA L TURHEINBZL S IMIJDT7RL X
DX bZz5|EHmIFERLED,

Citrix Cloud Workspace CFAS V2F 7 v FZ BT 3

FASHCitrix CloudIZEEHE TN TWVWBIFE. FASIE. ZDT7 RLANEEDLSIMUDT7RL R
DRMIFEETRZCZERLET. COBERVIFTY b ZHR—bF370TT, Boh5
BRWEE. FASEIEIO VY —ILIFEE R KRR L. FASIZCitrix Cloud Workspace DiZENICS > )L
TAUA D ZREBLEFEA.

=2 L. BEEELIV2F 7y bEFERLTWVWEIHEE (DD, FASH—/N\— Y VDAH 2511 L&D
BE) . FASH—N—EFEDLSXRJDT7RLZAU X MIFRETT,

o REHREINIZFASHAL A MIDT7RLRAZIMZERLBWVWESICTSICIE. XD
PowerShellz={ERA L £ 9,
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Set-FasCloudConfig -Address localhost -SkipGpoCheck $true

FDMDPowerShell DZEE
FEEDOT Y RICIMAZ T, FAS 25110 PowerShel TUTOZEENTHON F L1,

FASH—/\—ODFQDN¥YR— k2 RRTS

RDPowerShell A7 > Rk, FASH—/N\—DFQDNE U XZ>JR—br&EERLET, ZHud. V2
Fry MIIYOA—RINBFAST KL XIBEH T,

Get-FasServer -Address localhost

OARVELY RO RLANTGA—R—

2511 K D Fild. FAS PowerShell X > ROEEDT KL ZX/NFX—4 ( Tlocalhost] %ZPx<)
lF. FASH—N—ODL XM TPZRLAVRAMCBEINTVWE LT COMEZEET BIC
IF. ROOAR Y RZ2ERTIHERHD F LT

I Set-FasAdministrationPolicy -CheckAddressAgainstGpo $false

251104F%. FAS PowerShellAY Y RIZT7 RLANSXA—2EZTF7RLAVIFEBELEEA. U
BIDOFEICRE T ICIE. XDPowerShell Y Y REEITL X,

I Set-FasAdministrationPolicy -CheckAddressAgainstGpo $true

7Y NBEERAFICT TFL—> 3 VBIY - 22 5%
IC9 S
CORETIE. YILFTFHYROIR—SRHY—ERTONIE— (MSP) BETI7 7L —> 3

VEREIY —E X (FAS) ZBRMICT B FIBICDOWTEHABEL EY, SHMIcOVLWTIE. TUT77L YR
7—% 79 F +: Citrix Service Provider DaaS] #&B L TLEITLY,

BIESR Y
e Citrix Cloud D R XA > )Y —XDIZBFRICEBE TV L AL H B Z X, EMICDOVTIE.
MBIEEERDOEE] Z8B LTIV,
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e T hYX MSP OREBRHAETBETNTWVD Z &, FEMICDWVWTIE. TCitrix Service Providers
[l Citrix DaaS)] &R LT TV,

MSPEEZ DB

1. Cloud Connector %ZfF L T. Active Directory K XA > % Citrix Cloud THEETE 3L SICL
x93,

Cloud Connector 21 YA —J)LTBET. AVTLIRA VTSR MZ U F v % Citrix
Cloud (IC#Hi L £ 95

FVTLIRARXAA>AY bO—-F—ICEEMITSNTWLS K XA AN Identity and
Access Management > Domains O FICRRENTWB & 2R L F Y,

Citrix Cloud x  + Vo= mo=
¢« C (Y & uscloudburrito.com/identity/domains e 4« 0@
= cinx a o
“ ldentity and Access Management
Authentication Administrators APl Access Domains Recovery
+ Domain C Refresh D Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local >
Forest: fasmulti.staging
Forest Preferred Connector Type:Cloud Connector v
» ~ el ~ - —_ N ~
2. RXA> % TFMIT7zTL—23a>LFET,
“ ~ N RS » ~ —
RXAU%&ERL, FOYTIA I AZa—(...) 22 ) v o LT. Manage Federated
Domains 227 ) v L&,
B Citix Cloud X o+ v = o X
<« C Y @ uscloudburrito.com/identity/domains e % O
= | citnx 2 o
< |dentity and Access Management
Authentication  Administrators  APlAccess  Domains  Recovery
+ Domain C Refresh | (] Show Unused Domains
Forest: multifas.local
Forest Preferred Connector Type:Cloud Connector v
MultiFas.local [e=e] >
Manage Federated Domain
Forest: fasmulti.staging Disable
Forest Preferred Connector Type:Cloud Connector v
— N N -
T ERDITFT+Z20) v o LET, RIS, Apply 20U v I LET,
43
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Add or remove customers to create a federated domain

1 available customers Add all 0 federated customers
Search... Q
FAS Tenant1 with service profile. 4

( Cancel )

3 AEMIIONTVERXA DT F Y MIBFEIT S ZHRLET,

COFEFEA T3 >TY, 7Y MEEDOIOVY —I)LICH A >4 > L. Identity and
Access Management > Domains D FIC K XA VAU I FINTVWEZZzRERLF T,

BhETONTWVWD R XA VDT F 2 MIFET S C L zEEE L X 9 (/en-us/federated-
authentication-service/current-release/media/fas-verify-domains.png)
MSPEEEICRD £,

4. FASH—N—%A > X k=)L L. Citrix CloudiCE# L £7,
77+ > b DCitrix Virtual Apps and Desktops!) ¥V — X HVEZE & 11T L) B Active Directory (AD)
T#LAMIFASZA VA M—ILLE T, FASZZEDADT # L X MMCEEMITENTWSE I S

DROIY RO =23 VIERLET, FASH—N—%ZAA VX b—=)LTBICIE. 12X
b—JLEHER] Z2ERLTIIETEL,

5. TV MERZIBKI B

T+ MERICH L TFASZBMICT S
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« IDZONAH— (IdP) 1R 3
T+ MBEEICYIDE X £, Identity and Access Management > Authentication (C7%
BLEXJ, IdPICHERIL. ADDIIPLFEIHATNTWVWBR C E ZHRLE T,

e TFYMINLTFASZBMICT S

Workspace Configuration > Authentication [CBE L £9, RE L7FREEEEIRL. FAS
EEMICLETD,

FAST 7 > b ZB%hIC 9 % (len-us/federated-authentication-service//current-release/media/

fas-enable-tenant.png)

EtR DR

TFHFRDT T L =23 R XA VHEBIBRT BEIICMSP R X1 V% HIRT % . BEIFIOBED
HKELFEFT, TFUV NI LTFASEBMICT A CIETETEITH. MSPICKR XA UHEFEELA
B8, FASIZEKL £,

Azure Active Directory > T LY A1 > F >

202378 A%, Microsofti&Azure Active Directory (Azure AD) % Microsoft Entra IDIZ T
BLELTe CORFaX>MTIE. Azure Active Directory. Azure AD. F7zIFAADADE
Bl §RTMicrosoft Entra ID%$8 L £ 9,

Citrix Federated Authentication Service (FAS) I&. R X >&NEAVirtual Delivery Agent (VDA)
ANDI VT A>F > (SSO) IR L £, FASIE. VDAICA—H—iRAEZIRHE TSI LT
SSOZRIFL 9, VDAIZZ DIFFAEZ#EMA LT, Active Directory (AD) (Zxf L T2 —H—% 533
LE9e VDALY I VI F 2B Bl LTADU Y —XIZT77EATEF T,

AD ¥ Microsoft Entra IDRE CREEAZ TV I—H— AV Ea1—X—OmAIC/NT T U RIDZE
%9 % Microsoft Entra ID (ME-ID) DREIF—MHT T, CDFEEETIE. FASZERLTLWBIFEIC
VDAt w < 3 A 5 Microsoft Entra IDADSSO% RIF Y 5 7o ICHERIBIIEMIC D WL TERE

L9, ChiCkD. I—%—I3HBEZ5E% L TMicrosoft Entra IDTRE S N7 TV — 3 il
TIERATEET,
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p= =

FASHMicrosoft Entra IDDSSO%ER T 2 7= ICHFRIBBRRISHREDH D £ Ao
FASDt w3 VRIEFAZISHREDH D £H Ao

FASDEDN—2 3 > THERTEEXT,

FASEHR— T BVDADEDN—2 3 THERATEE T,

. J

Microsoft Entra ID SSOD AT, KOKRICFLHENTULWET,

ME-IDEREER 1 7 VDAIE R XA > BINEH VDARNAL Ty FBIMEH

Yx—T R ME-ID ¥—LL X SSO % f# ME-ID FEEAEN—X DEREEZ
Bv3 RT3

Active Directory 7 =7 L — ADFS T Windows 53if % B WS-Trust @ certificatemixed
3> H—E X (ADFS) I icT B IV RERAY CHERICHS
TJITL—> 3 ViEH TWBZLZzHRT 3
H—RKRN—F7s®ID FON H—RN=F1DYV) 21— H—RN—=F1DYV) 21—
AA—=ICT7TTL—>aVE 23 EFERTS 2a EFERTS

H

« A managed Microsoft Entra ID domain is one where the user authentication happens at

Microsoft Entra ID, sometimes referred to as native Microsoft Entra ID authentication.

e Afederated Microsoft Entra ID domain is one where Microsoft Entra ID is configured to redirect

authentication elsewhere. For example, to ADFS or to a third party identity provider.

* Ahybrid joined VDA is AD joined and Microsoft Entra ID joined.

R XA 8I1E#» VDA

For domain-joined VDAS, achieve SSO to Microsoft Entra ID using Windows Authentication
(traditionally called Integrated Windows Authentication, or Kerberos). Authentication to Microsoft
Entra ID happens when the user accesses an Microsoft Entra ID-protected application from within

the VDA session. The following diagram shows the authentication process on a high-level:

R XA >EBNNEH VDA(len-us/federated-authentication-service/current-release/media/domain-

joined-vdas.png)
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The exact details vary depending on whether the Microsoft Entra ID domain is managed or

federated.

BIEINMicrosoft EntraIDR X1 >0ty b 7w AICTDWVWTIE. >—LLRAOVTILYA > F
VEBBLTLETVL

ADFSIC7 =7 L —> 3> EnfMicrosoft Entra ID K X1 > DB E. ADFSH —/\—TWindowssa
SEEBEMICLED,

Y—RKN—=FToDIDTOANAHE—ICT T L— 3> ENT-Microsoft Entra ID K X1 > DIFE
BEHEDOYV ) 2—a3VvhEELE T, ANLFICOVWTIE. IDZONA A —IcBRBVWEhbELL T
Lo

N Ty RBINBEAVDADIGE. RXA UBIMEAVDAICEEH INTWEY ) a—>3Y
HEATITEY, 7=7°L. FASE{ERT %355, Microsoft Entra D/ AU EHF—T >
(PRT) IFERINFEE Ao

. J

N1 T )y FEIEAVDA
N Ty REBINEAVDAIX. AD ¥ Microsoft Entra IDICEIRFICEIMLTWE Y, I—H—HVDA
IS >0, ROT—T4 777 FHMER SN E T,

» KerberosF#4 v EFAIF47 w bk (TGT) (AD) YV — XA DEREER)
« 754 )EH k—2 > (PRT) (Microsoft Entra IDJ) Y — X ADEREEA)

PRTICIE. A—H— AV Ea—2—0OmAICETIBEHRASENTVET, CDIEHRIE. BEIC
It C TMicrosoft Entra IDEERET 7o X R > —TERAINE T,

FASIZVDAICSERRE# RT3 e TA—H—%EREE 9 7=, Microsoft Entra IDDIEEEER —
DEREDNEEETNTVWBIBEICDHA. PRTZIERTET £9, XORIF. BRETOCRZKED
ICRLTWVWET,
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AAD Federated IdP
or ADFS

4. AAD PRT| 3- Authenticate to AAD 3'. If federated,

with FAS user certificate authentication
certificate happens at

the IdP

2. Kerberos TGT

1. Authenticate to AD

with FAS user A

certificate Domain Controller

Hybrid joined VDA

IEFEZEEMIL. Microsoft EntraIDR X1 UHAEBINTWVWAD 7T L—3>ENTULSEHIC
FOoTERDFT,

IR TN f-Microsoft Entra ID K X > DIiBE. Microsoft Entra ID CBAZ#R L £ 3, SFMICDL)
Tl&. Azure ADFEFAER—ZFREEDHEZ SR L T 723 L\, VDAIZ. Microsoft Entra ID CBA%
HEBLT. 2—H%—DFASEEBEZ TMicrosoft Entra IDIC1—H'—%535FL £ 95

Microsoft D RF a2 XY FTIEFAY— M A—REEABZEICKZ A A I DODVWTEHBELTWE
IH. FORBEARBZFEAMIEFAS A——BEETH A V1 VI3 BaIChbERAINE T,

ADFS IC7 =7 L —> 3> &N Microsoft Entra ID K X1 > D3g4E. VDA |Z ADFS t/—/N\—D
WS-Trust certificatemixed T> KRR > b ERALT. I—Y—0O FASSIRAECa—H—%
Microsoft Entra ID ICERSEEL £ T COIYV RRA >V MET T A ETEMCHEDTVET,

H—RN—=F4DID 7ANAE—IC7 =T L — 3 > TN Microsoft Entra ID K X > D5
By BEHROV ) 2a—2 a3 oHFEETBaEMENRHD £, ID FO/NAH—IE WS-Trust
certificatemixed T> RRA > b ZRETIHENHD £, FHFMICOVWTIE. ID 7AONAE—IC
BREVWEDELTZETL,

alt BRI RE DAE AKX

C DECETIE. Federated Authentication Service (FAS) % FERRA#RES (CA) H—/N\—CHEaT 370
DEELBERICOVWTEHBLEYT, CNSDEMDIFEALIE. FASEIEIYY —ILTIEYR—
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IR TWERA. FlIETIZ. FAS H'iEtd dPowerShell APIZERLE Y, CDEREDFIER
E£179 3801, PowerShell DEARMBRBNHKETT,

FASTCERT 388 ocAY—N—%2ty b 7vTT3
FASEIEO>Y —ILZERLT. IL—ILEZERFIIRET IRIC. EHODCATFASEEBR TS
£9,

&8 Edit Rule — O %
Edit rule "hello"
Template Choose the certificate autharity (CA) where user certificates will be Refresh
generated. You can choose multiple certificate authorities for load
® Certificate authority balancing and failover.
In-session use
Name Status
Access control Template available
Template available

Restrictions

Summary

{

Only show CAs publishing Citrix_SmartcardLogon (recommended).

BIRT 5 IRTDCAIE. Citrix_SmartcardLogonsEFHE 7> L — bk (F7lFIL—ILTERLET
DTL—F) ZEREITLTVBRELHD £,

FRALZVLWCADWITNHODERND TV FL— b Z2REITLTULWARWEEIE. £DCAICK L T
BEaty h 7y TT2DFIEEZERITLTLIEIL,

COFIETHER ENICAGRIAZ IFEDCATHHEATES . TRTDCAICHLTID
Y—EXZ2ERITBDFIEZERITIBHEIRIDHD EFE A
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JxTL—2a i —ER

TFRCNZEFOEE

FASH —N\—%EHDOCAY —N\N—THERT 3. I—F—ERREOEMISEBR INT-IRXTDCA
Y—N—ICPBENFET, F/-. BEINT-CAH—N—DWVWITNHHERELTIT-BEE. FASH—
N—IIFIBRIRER B DCAY —N—ICHIDBH D £ 3,

TCP7 27t XBICMicrosoftGEBA#4ERS = 18Rk 9 3

FASIZDCOMZ fF L TMicrosoft CAICT V7t X L &F, DCOMIFR— h135%ZEAL T, ¥ —E
ARy AV LTWEBR—bZIRELET, 774 ETIE Uy XVR—MIBRIZEIDHT
bNET, UKD, T7A4T7T4—)tEFxa) T4 2RETIRICEMINRET Z076E4
NHDFY, ED&. MicrosoftlFFRIR— ~ZBHK T S HEEZIRHE L TWLWE I, Microsoft CAT
BIAR— BT SICIE. RFA—F > 7 71ILAZIBELTSEIT> dcomenfg.exe ZFEIRL
TDCOMIBRR/NRILERETFd, AEa—F—>I14OEa1—4—>DCOMIER %= ERL T
CertSrv Request./ — RZ R/ L £9, RIC. CertSrv Request DCOM7 ) —> 3 >0 7FO/N
T ZmRELE T,

CertSrv Request Properties | 2| X |
| General | Location | Securty | Endoornts | identty |
DCOM Protocols and endoorrts:
Y ... defmkt system protocols

¥ Select the DOOM network protocol sequence that you want to
ooy~ 5dd Enterthe endpoint detals and click OK when you have

Protocol Sequence: Cornectiononented TCP/P

I Disable profocol sequence
() Use defaull endpoints

® Use stabc endooint 900
() Use intranet range of dynamic endpoints.
() Use intemet range of dynamic endports.

ok | [ oo ]
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EndpointszZE L THMNIY RARA > b ZEIRL. TCPR— &S (EEDKTIZ900) ZIEE
L£9,

COBITIE. T7AT7 T 4—ILIdAR—M13587KR— F900%Z R T RMELH D £7,
ZEXEAT BICIE. MicrosoftiEFAERE = BiEeE# L T< 72T L,

DCOMIZRPCHR— F135%FERA L TR IT—> 3 VERMER R Do, FASH —/\— (F7zIFFEEA
WEZERT MDY ) ZEBRTIVEREHD FEA. V717> FHDCOMEFERT 344
ENHBHE. —/\—LEDDCOM RPCH—E XIZEH L. FHEDDCOMY—N—ADT7 IR
ZERLFI, CNUSED. R— 1900 (CDFITIF) HELN. DCOMYP—N—FT 17>k
ICEDR— bADEHEIRTRLE T,

A—H—JAFHEDETIER

FASH—N\—RTI—H—AENERERTND . - —D0OJ A VBB KEICHETN
F9, UTDOEISa>Tld. B—FI3EROFASTY —N—TCINERITTBHEICDOWVWTERA
LXEY,

Active Directory1—H—D U X FZEET 3

UFOBNCRT L SIS ADZI T L. A—F—DVRbZT 741l (TceZE csvT 7+
V) ICRET ST, AAEDERZRETEET,

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for Users,
leave it blank to search all

$filename = "user_list.csv" # Filename to save

if ($searchbase -ne ""){

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8
-delimiter "," $filename

} else {

© 1997-2026 Citrix Systems, Inc. All rights reserved. 51



JITL— 3 EREEY—EX

Get-ADUser -Filter {(UserPrincipalName -ne "null") -and (Enabled -eq
"true")} -Properties UserPrincipalName | Select UserPrincipalName |
Export-Csv -NoTypeInformation -Encoding utf8 -delimiter "," $filename

Get-ADUser (&« A—H—DUIXrZI T I2ODZRENZIVYFLY bTY, EEDH
ICI&. UserPrincipalName%z#F5. 7HU > b X7—2ZXH Tenabledy ODA—H—DH%x ) X +
FTRROHDT1ILEZ—EHRETENTVET,

SearchBase5 |#ld. ADD Y DER TA—HF—%RRIT 3D ZKDIAAHX T, ADRDITARTD
A—H—%EHRVWERIF. CTNEEBRTETET,

COVITVIR. ZROI—F—ZRIAIEDHD 9,

CSVIZRDELSICHD FTo

B user_list.csv - Notepad

File Edt Format Wiew Help

"UserpPrinci aTNamE"H
"testuserl@bhvt. local”
"testuser2@bvt. Tocal”
"testuser3@hvt. local”
"testuserd@bvt. local”
"ucs3isBbvt. local”

"ucs3o@bvt. local”
"jime A N@kver Tass1"

FASH—/\—

RDPowerShellR 7 ) F h g MEliCEREINcI—F— U X b 2RITED. 21— —FERZED
X bZfER L &5

Add-PSSnapin Citrix.A*

$csv = "user_list.csv"

$rule = "default" # rule/role in your admin console

$users = Import-Csv -encoding utf8 $csv
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foreach ( $user in S$users )

$server = Get-FasServerForUser -UserPrincipalNames
$user.UserPrincipalName

if( $server.Server -ne $NULL) {
New-FasUserCertificate -Address $server.Server -UserPrincipalName

$user.UserPrincipalName -CertificateDefinition $rule"_Definition" -Rule
$rule

if( $server.Failover -ne $NULL) {

New-FasUserCertificate -Address $server.Failover
-UserPrincipalName $user.UserPrincipalName -CertificateDefinition
$rule"_Definition" -Rule $rule

FASH—N—DEHH 2156, BEDI—H—DIHRAEIR2BEMINE T, 1DIEX1 U —
N—T. HbI12F T AN A—N—HY—N—TERINZT,

COFHIDRT ) T RiE. Tdefaulty EWSEBIDIL—ILICRHELTWET, BEAZIL—ILE
(5] : Thello] ) ZFERALTWVW3ESIE. R TFAD $rule THEZTELTLLETI L,
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&4 Citrix FAS Administration Console - connected to localhost

Initial Setup Rules Advanced Connect t

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule
Default Z W summary
hello "

I Rule name: hello I
Status: OK
Template: Citrix_SmartcardLogon

FASEGRAIAEZEM I 3

FASI—H—|IRERXE5X3Za<. FASHESGIAE*EHTIT X,

FASEBE VY —I)I&2EBT3
e $TLVFASHGRIFRZERAZER T30S, BEBEZIUvILET,

&4 Citrix FAS Administration Conscle - connected to localhost — O

X

Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

0 Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

o Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

Q Create arule

Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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CATERZFHTERT DHMEDHOD T, FMICOVWTE. 77— a VEEET—EXD
EREBRLTIRETEL,

« FILWEGREERAE D ER TN B & FASIREND X LI —ILICEEEMITON TV AWV 2R
L&Y, LWESSEREZ L —ILICEENIT3ICI3. BRZEEHZI7UvILET,

% Citrix FAS Administration Console - connected to localhost - O

Initial Setup | Rules | Advanced Connect to another server  Refresh

>

Complete these setup steps:
0 Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service Reauthorize

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deautharize this service.

0 Createarule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

PowerShell2EHR T 3
MO — 2T LET,

1. ZGUEFARZEZ1ERL L £ 9 New-FasAuthorizationCertificate

2. Get-FasAuthorizationCertificate IC& > TIRTNSD. FLWESRGIEAZOGUIDZ X EL
£,

3. FTLUWEEREEFRE %35 L £ 9 Set-FasCertificateDefinition -
AuthorizationCertificate <GUID>

4. HUWESIEFBAZ % HIPR L £ 9 Remove-FasAuthorizationCertificate o A—H—D 7Y
T4 ETo DRI NARUVKLSIC. DeleteUserCerts $false option ZFEHALTL T
LYo
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FASOD SREEARER ¥ FASSERRZE D HIFR

FASEBEII>Y —ILOER
o TERSEMRRR) V> o%m IV woL.
TOIL—ILZHIBRTEET (7720,

& Citrix FAS Administration Console - connected to localhost

Initial Setup |Rules | Advanced

SOALEEEAE ZHIFRL &9, IARNTOI—H—FEERZE L IN
HRRAEZ VU T TBOICKEATIIHD FEA) o

Complete these setup steps:

o

Deploy certificate templates

The required templates are dg

2 i~

&4 Deauthorize Service
o Set up a certificate

This operation deletes all authorization certificates from FAS.
The authorization templates a Are you sure?
Click "Publish” to publish the {
) ) ] Yes, delete all authorization certificates
o Authorize this servic

Also delete all user certificates
An authorization certificate is

Also delete all configured rules
I Deauthorize this service. I

0 Create arule

Yes, I'm sure | want to deathorize
You have a rule configured: Default

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

o JL—ILEHIBRLAEWES. %8 TFASE

O

X
Connect to another server  Refresh
Deploy

el B L. BEENIRREINE T,
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X

&4 Citrix FAS Administration Console - connected to localhost = O

Initial Setup | Rules | Advanced Connect to another server  Refresh
Complete these setup steps:
o Deploy certificate templates Deploy

The required templates are deployed in Active Directaory.

o Set up a certificate authority

The authorization templates are published on:

Click "Publish” to publish the templates on another certificate authority.

A Authorize this service Reauthorize

Your FAS rules are not using the latest authorization certificateIUpdate the configuration.l

Am authorization certificate is configured.

Deauthorize this service.

Q Create arule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

COEEIF. FREGEEASH L —ILICEAEMIToNTULRVWI 2R L TVWE Y, #LUVLESEE
SERAEZ L —ILICBhEMIT 21213, BEROEHRZI Vv I LET,

PowerShellD{EMAE
SREFEFBAE ¥ 1 — Y —SERAZEZ#HIR T B 1CId. XDPowerShell XY REFERL 9,

$AuthCert = Get-FasAuthorizationCertificate -Address localhost

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

Get-FasAuthorizationCertificate |&. EREEEEFAE K REHPDEREEIFAEEKRD ) X
#IRL %9, Remove-FasAuthorizationCertificate ICEDHIIC. $AuthCert DEZIE
BELTLEETL,

SREEERRZE#HIFR L. I —F—SIRAZE % {R$59 BICIdE. DeleteUserCerts /N T X—4& —%*false
ICEREL X,

Remove-FasAuthorizationCertificate -Address localhost -Id $AuthCert.Id

-DeleteUserCerts $false
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OOl —H4—iRZE (L. FASICKBVDAY A 1 LUty g NIRREICS| S FEA
TEFEXY, CNld. FASSRIIZEH I AMBICIRIIB X T, FHEMICDOWVWTIE. [FASSRELEIEEZDE
1 #2BLTLLETL,

o A—H—3FRRZEIIXDLSICHIBRTET X9,
Remove-FasUserCertificate -Address localhost

ZDOARXY RIF. FASH—N—DS5ITARTOI——SREXHIRLET, 20T > RiZlx. Hl
MR BZMAZEDEY b E T IIE—IBTZA T a B D ET,

FASHARERR b L =D 5 EREIFI— —GEAZZHIFR I 5 8. BET BT —XT7HH!
BRENET,

FI754 KR
FASHGREEBAZE IZ. PowerShellZERALTA 7504V TERTE XY, Nl SFRAKELAT VS
A VDIAEZELEREZN L TARIIAEZRITI 2 22X A VERBICEL TVLWE D,

1. BEIYY —I)LzERA L TFASOFERBRZ 1T OB, RID2DDFIEDOAZ5TT LTLTE
TV BRET 7L — FOBRCEIREEOEY T v T,
4 Citrix FAS Administration Console - connected to localhost = O

Initial Setup |Rules | Advanced Connect to another server  Refresh

X

Complete these setup steps:

Q Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

o Set up a certificate authority

The authorization templates are published on: djw-dc.djw.local\djw-djw-dc-CA.

Click "Publish” to publish the templates on another certificate authority.

Authorize this service Authorize

Create an authorization certificate for this service.

Create arule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.
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2. FASH—/N\—TX®dPowerShellA¥> KL v rcrx2O—KRLET,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1’®

3. FASH—/\—TX®dPowerShell A RLw % ANLT, F—RT7ZERML. (IFAZELE
KEVERR L £ 95

$AuthCertRequest = New-FasAuthorizationCertificateRequest -Address
localhost $AuthCertRequest

BRIFRDEED T,

New-FasAuthorizationCertificateRequest localhost

: aPda658f-aTel-U9bT7-aBc3-6381c26a83ab
Address : [0ffline CSR]
TrustArea 3
CertificateRequest :

————— END CERTIFICATE REQUEST
Status : WaitingForApproval

EHREINZ3F—RT7OTONTalE. FASESEF—BRICE>TRESNE T, FEMICD
WTlE. TMEX—DFRE] 2#8BLTLIETL,

4. FFFAZEERZ T X7ICIE—LE T,

"$AuthCertRequest.CertificateRequest > c:\temp\authcert.csr

5. SEFAEEKRT 7L (CDOBITIXauthcert.csr) % SERAMRRBIICIRT L. ERZHER L T, sEEAE
REZBRLE T,
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RDO5DDFEIE. Microsoft EnterprisezEBBHEDERICEBEDH D TT, EDMDCAICDWL
TIE. CARVA—ICRIVWEDE THR— b ZZIFTTIZTL,

o FFEARERAY —N—T. SERBET > 7L — bMMCRF v 70 U ZEML 7,
Citrix_RegistrationAuthority ManualAuthorizationT> L —rZH5I Vv o L. TV
TL—bOEBEZBIRLFT, 2RI TZERLE T, LAICHEWHABAZEELEX T, C
DB TIE. %AEIIEOfMine_RAT. BXHEAEIF2ETTI,

Subject Name | Server | lzsuance Requirements
Superseded Templates | Exdensions | Securty
Compatibility | General | Request Handling | Cryptography | Key Attestation

Template display name:
|Ofﬂine_FU"|.

Template name:
Cffline_RA

Validity period: Renewal perod:
| 2flyeas v L 0f[days

[ ] Publish certficate in Active Directony

[ | Do not automatically reenroll f a duplicate cerificate exists in Active
Directony

o FERBHEREY —/N—T. FEFAMEEAMMCR 7w 1> ZEBML £, SEAET VL —F%h
20w O LEY,. FIREERL. BITIBLASESTIL—bzo ) v o LEY, ERL
feF>o 7L —hEBEIRLE T,

e FASH—/\—DPowerShell A¥> ROV T MU TE A LT, GIBAEELER%EIA
HEREICIRH L £95
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certreq -submit -attrib "certificatetemplate:<certificate template
from step 5a>" <certificate request file from step 4>

certreq -submit -attrib "certificatetemplate:0ffline_RA" C:
\temp\authcert.csr

EFROOTUFZRITID L. ROBRHIELSNE T,

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3CE6E1D3-UE2D-UBSB-9UFA-C25U192DR9C6}
ldap:

CDEFR T, SEEAMBE) X U« >V RIODRREINBZHZEDHD £9, ZDHIDERE#ERE
TiE. DCOM (k) ZHTTP (F) OmMADEFEINEICK>TULWET, FATRERSEEIE
DCOM%ZEIRL. OKZ=Z v I L%,

Certification Authority List ? x

Select Certification Authority

CA Computer

diw-djw-dc-CA (Kerberos) djw-dc.djw.local
Edjw -diw-dc-CA (Username) https:/fdiw-dc. diw local fdjiw-diw

Ok l Cancel

SEBRRSEEDMEE S ND & OY Y RAET L. RequestDARREINET,

PS C:\> certreq C:\temp\authcert.csr
Active Directory Enrollment Policy

{3Ce6E1D3-LE2D-LUB8B-9UFA-C25U192D09C6}

ldap:

RequestId: 358

RequestId: "358"

Certificate request is pending: Taken Under Submission (8)
PS C:\>

« EEFAREIY —N\—T. EERREMMCR 7y 71 Y 2RHE. REFOEREZI Vv ILZE
To BXRIDZRDIFTE Y. RIS, BRZHI ) v I LTHITZERLE T,
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o HITEMIARE/ —FZBRLE T, RITENLEAEZROITET (ERDN—HT S
BELRHDXT) o SAEEZ TNV I LTHEET, Sl T2RBRLES, T7
ANICAE=% V) v I LET, SEAEDIIVRAR— b PF—RHEHLE T, KAE
2w LET, T77MIERICOVWT. UTFOF T a >z FIRLET,

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
() DER. encoded binary ¥.509 {.CER)
() Bage-64 encoded X, 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates {,P7E)

[+] Indude &ll certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 (PFX)
[]indude &ll certificates in the certification path if possible

[ ] pelete the private key if the export is successful
[ ] Export all extended properties

() Microsoft Serialized Certificate Store {.55T)

R IEHIES X vt — B XIZZE — PKCS #7 SEFAZ (P7TB)*THIHNEHLH D £9, £L T,
AIBE THNUIEEFAD/NRICH B TR TDEEFABZE T HBINERINTVIRENH D £ 95

6. TUVRR—FLIEERE 7 7ML ZFASH —N—|COEF—L 7,

7. FASH—/\—TUTDPowerShell AX > RLw b AL T, BEEFHEBEIBAE X FASH —/\—
‘:’r \/7.'_:_ I\ Lz i—aho

Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile <Certificate file from step
6>

fl
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Import-FasAuthorizationCertificateResponse -Address localhost -Id
$AuthCertRequest.Id -Pkcs7CertificateFile C:\temp\response.p7b

COOARVRERTIR L. ROBERHIESNE T,

FASAEGRSERRE D 1 >R — M It (/len-us/federated-authentication-service/current-release/

media/import-fas-auth-cert-response.png)

8. FASEIEO VY —/LZHRL £ 9, FASHEGEATHD DR RINTULBIEIT T,

1 —E XD #&ER(/en-us/federated-authentication-service/current-release/media/fas-admin-

console-authorize-service.png)

COY—ERZERBDATY TOBIKREDF T v IN—IHRRENE T,

9. L—ILZfER L TRBZRITLE I, FMICOVWTIE. TL—ILz#ld 31 22RLTK
T

B HR

o T4V b—ILEKERI DEEEIZ. FASODA VA M—)LEERICEETIEER) T 7L VRT
ER

o —RMNABRTTTL—a R —EXDREICOWVWTIE. TEBR7—F 77 F v DEEFEIC
FroHonNTVET,

s TOMDONDY—EEIF. TRELRERI OLETHENTINTULET,

MERORE

IEL®IC

FASEERRZE 3. FASH—N—LEDHAAAT —ER—RITREFINE T, FASIEHEICEEMITS
NEWERIE. FASHU—N—DRY b= —EXTHIY FOTICRESNE Y, T74)L b
TlE. F—IFIT I XK= AR D2048E v RRSATH D . Microsoft Software Key Storage
Provider CER & S OV RESNEF T,

FAS PowerShell 1< > KPowerShell cmdletsz R 3 &« MBRO TONT 1 EREFHFAZE
BTEET,
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FASOIER L SEBAE X, FASH—N—ICO—AHILICRESINE T, T —XIFFASH —/\—F
THEINEFE A

Citrix Virtual Apps and Desktops 2411 &K DHIDFAS!) ) —X Tld. MEBEO 7O/ T+

& %programfiles%\Citrix\Federated Authentication
Service\Citrix.Authentication.FederatedAuthenticationService.exe.config. [C& %
XML 7 1L ERET B E TR INTWVWE LT, ChidPowerShell AT Y RICEEFHZ 5N
& L7co PowerShell AX Y RIFLDREMDH D, FASH—N—ZBEFHETICERATT XY
TH5ICC XMLT7 71 IILDRRE CIEEAR D PowerShellz R L TITHN TR IE. FASH —/N\—
N7y TITL—RENTHEFINE T, LD >T UTOREICHT BEXMLT 71 L=z ER
L7cERIE T R— b Sha<<ab &L,

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp
e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType

e Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength

wvoar rUpgrading from versions of FAS before Citrix Virtual Apps and Desktops™ 2411 %

FASIERAZE ¥ 7> 7L — MCEAT 318K
FASHMRIF I ZEEFRZE(ICII2EEH D £ 9, BELIDEFEET DbalatfAZ . 1—Y—3AETY,

FASAEGRIIFAZ 1. ERBEEE/-IIERI -V b (RA GEFAZECBFENZ ZEHHD
£79,

FASIXEEFAE Z &K B RICAIBE T > L — b ZFERALE T, ChFXRDEI> 3 > TEHALF
Jo FASIFEERAZERTT VL —hEZEBELEFITH. To7L— FOARBIFFEAID FH A
L7chtoT. 77— hDREZEBEL TH. FASHTORERAZEKICIIREE L FEA. TV
L—bOREDTONTA ZEETZ L. CAICK>TERINBZMREBICRELF T, T2k
iE. 77— b zERAL TEWREZEETET XY,
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FASGRAEASE

CDIEFAE L. FASZHEH T2 EZICERINE T, FASEIEOVY —LOEB I IIBEARBRAX
VERFERALT. TLWESRIBAEZERTE X9,

PowerShell AR Y REFERATZCEHTIT XTI, CICED. &DOFREANISHEIEET T,

* New-FasAuthorizationCertificate : CDIOVY Y RIFFASEBIEIOV Y — L ERICEEL X
IH. AR TOCATHERTIIAHEET VL —FZEETEEXT,

* New-FasAuthorizationCertificateRequest : CD VYV Rk, EEREAED T 757 E
RzZERLET, d 751 &R

AGREIFAZISRASIFAZ E HMEIENZ e H D 9, Thid. FASHESFERE Y LT, 21— —
ICRDOTEERZERERLTWB 0 TY, COIEEEICIE. FASI—H—SIFEERER T BED
RERBHRE LTERATES. IRF—FERLEASERI -z Y MHD T,

TI74INETIE BERTOECXTIRIROT>TL—hZFERALET,

* Citrix_RegistrationAuthority_ManualAuthorization : CDT > /L —rZERLTHE
S NIEERZEIE—BNTES THD., ARRBTOCRE T—FIFZ v 7T3-DICEFERIN
E

e Citrix_RegistrationAuthority : COT > L — b&EER L TERINI-EEBEE IXBER
R, FASH—N—IC& > TREINE T,

FASZHEGT B L. ROFIEHEITENET,

1. FASIZF—RT7ZER L. F—RTORHEET>TL—K
Citrix_RegistrationAuthority_ManualAuthorization %357 L C. SEFAEBERENR
(CSR) ZCAIZXEL £ 9%

2. FUTL— FORETEMHETIZ. CSRIZCABIBEICLE>TEHTERIAININELNH S LIETE
TNTLET,

3. CAEIEENCSREEIRT 5. CAISFASHEIS S ZEFAZ X ER L £9. CDIERBEEISEM
HARNMIB L. RORTY T TOMEBINE T, ERAE. FASIFEIFAZEFDF—R7T
=WELEI,

4. FASISRIDF—RT7EEHRL. COF—RT7ORBERET>TL—F
Citrix_RegistrationAuthority Z3§E L T. 2EBHDCSRZCAICEELFJ, CDEXK
Z. BIORT Y TORAEICL > TEEIN. BELINET,

5. CAISEBMICEIFAE #HITL. FASIFEIRBEZEIF L. FASIECNTERBBEALCBDFT, T
7 #IL b TIE. COEREBEOEWEARII2ER T,
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BIRDF—RT7ZER T B TeHICERINIEREIE. CDPowerShell AY Y REFEHLTRRT
D

Get-FasKeyConfig -Address localhost -CertificateType ra

FAS1—Y —iIFAE
FASIZ. 21— —%VDAICH A VA EE3HICA——EBEEXERL £,

FASH'I—H—GERAZ Z1ER I 5 &« ROFIEHEITEINE T,

« FASIZEF—RT7ZER L. F—XRT7OLFE#. 1—H—DID. BLVTIAILETTVFL—
b citrix_SmartcardLogon (fEREEN 27> 7L — MIERARE) Z18%E L T. CSR%ZCAIC
EELET.

« CSRISFASEGREIFAZS ZEA L TE B INF T,

e Citrix_SmartcardLogon 7> L — MCIEFEITEMH Application Policy: Certificate
Request Agent D' D £9, ZDEMIFFASKEERIFAEICFET 578, CAIZO—1—35EHE
ExEEFNICEITLED

o FASIZEFEAZZ#HEL. FASH—N—LEDHEAAAT —EIR—RIREFEL X T,
e T A FTIE. FABBEOBERERIZLEAR T,

Z0%. - —BRERI - —Z T A VAV SEBOICVDATHIARIREICRD £7,

BIRDF —RT7ZER T B T=OICERINEREIX. RDPowerShell XY REFERALTRRT
TFE9

Get-FasKeyConfig -Address localhost -CertificateType user

WERBOREFLT T3>

FASIF. F—RT7Z3DOATIAVDAML—JIERE LVRFET DL DICHEBETET T,

« VYT U7 BE. Microsoft Software Key Storage Providerz B L £9, ChiFV 7k
VITDHTHRESNTHED. T—RIET+1 AVICERESINE T,

* Trusted Platform Module (TPM): TPM{d. > Ea1—2—LFOYIEN—R T T 7 TH3H\
NAN=NAHF—=IC L > TREETNZREBTPMTH I HENHD £75

 Hardware Security Module (HSM): C &, BES{tF—ZZL2ICFRET D LD ICHFTINI
N—R I 7EBEBREIEIRY N T—IFTNARXTT,
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EZRINZICL—RATEHDFET, N—RITT7RL—I3EDERLTHIAREED B
DEIH. FICZHOI—H—IHEEXF—RT7TEERE S PRETZEBE. NT+—<I VX
MMETITBENELLHD ET,

FASEGSFEERE ICBHE 1T SNIWEIRIZ. SIFRAZ DR S —IC& D, MERZME I 2EIER
DIA—F—DFFAZEERZERTET 3. BICHBUNSVTT, BRE LT CORZHIEHT
&3 FROI Y- L TRRICERTEX T,

Microsoft CAlZ. FERAZZRTTE 31— —Dt v b ES8H. FASEERIIFAE DIER %
[RITBELSICHEBRTEFET, EFESNLLEREI—J b ZBBLTLIETL

CDT=®. FASTId. ARAZS 1 ——fRZE0MERTONT 1« ZEFICEETIT £9,

— MRV RIBR Z LW DHVRL £ 95

AAEREIRAE & — aA—H—FEEREF— Xk
VAV Nk 4 VAR Nk 4 T4 bR
TPM VAR vk Wi AGREEARZE(I/N—RYI T 7T
RESNTVWET
HSM HSM IRTOHREIF/N—FR T T
T TIRESNTVWET

N—FR I 7TPMIFA—H—F—(CIZHEEINFF A, FAEBAAETF—ICOATPMEFERAL
TLET VW, FASH—N—ZRELRETEITI B3 FENHZBEIE. N1T/N—N1HF—AX
A —=ICTPMREIED Y R— TN TWVWAHEESRL T IZT

.

*—ERDPowerShell AT Y R
WEBEX—OERICEETZ ATV RIIRODEED T,

* Get-FasKeyConfig
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* Set-FaskKeyConfig
* Reset-FasKeyConfig

* Test-FasKeyConfig

SFMICDOWVWTIE. PowerShell AX > RLw bEBBLTLIEIL,

ERB LUV —Y —EBRE O F —1BaSIRIIL TH D,
T o zIE. HEREEEAE (RAGEERE) BRI D L EICHERA NI MEBEF — B ZzIIF I 5

IE ROELSICLEFET,

CertificateType 5|EICK > TIEES

Get-FasKeyConfig -Address localhost -CertificateType ra

A—Y—GAEZERT B L EICERTNIWEF —BRZIET B ICIE. RDEKSICLET

Get-FasKeyConfig -Address localhost -CertificateType user

Set-FasKeyConfig & & U} Get-FasKeyConfig Z B L T. XOMEBEXF—TONT1 ZRES &£

UBRETEET,
JanNT« FI7#IE

=T 2048

dXY bk

Ew MEMDF—
£, Microsoft 7> 7
L— bk GUI Tl B
B2 7 TR/
F—HAIHEES
NTWBZCITER
LTL7EE L, FAS
THERIN-*—F
NF>7FL— T
ESNlcm/h+—1
1 XEDBHIEVG
&. CSRILCAIC
FoTHETINE

ER
RSAF—DIFH.

R &31024E

k. 2048E w k.
F7-134006E v

ICTEEXT,

n
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JaNT+ FI#IE
T RAR— ~ElRE %
VA EERPS 7L
B HhR %

*F—EEEIONT B
A — (KSP)

dX2 b

ECCH—DIFa.
REF256E v k.
4Ly by FTcld
521w MMCTEZF
ED

wEr—2Fn 0O
NARZ—HBEIIRX
R—rTEBZHES
h%

FASICK > TEMRT
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BIh%xd,

Tty a i Federated Authentication Servicell & > TEHR
INTWABVDALE Y a3 D,

B EafELNIL Federated Authentication Serviceh'1% &% 7= D
DIFFREBLERDERN S Z T ANATRER
BEORBLD, RBH DI, BiD17ED
T—RZFEALT. BREHINET, &8
il OLEWVMEZBRZ L. RESNETY
I FET R by TOREEIHD KT 3 ATHE
MHHD ET,

Windows A7 4 > OBED STV a—Fa >
CDERETIE. A—F—DEAEFIFAY—FAH—F. HAIVFEFOmMAEFERLTCOY A
I BBRICWindowsh Rt 2300 e T —X vt —JICDOVWTEHRBRLEY, cnsoddid. 3R
MOKRHE S TN a—Ta VT T2-DICERTETSERERHELE T,
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ARAEE R VTSR NI ITFY

Windows Active Directoryld. OJ' 74> ¢ 21— —DIIEEZEIE T 2EHDIAEZE X ~ 7z 1R

BLTWET,

o NTAuth SEEAZE X b 7: WindowsI|ZE83

EFO, Fr—2IFYR—FTNTUVWEEA) ENTAUthX + 7

Y 3. A——EEREZ EEKEITI B6R (D
ICECET 2HEDHDET, Ch

SDEFAE R R T DI certutl 7O SLDSXRDESICAALET: certutil -

viewstore -enterprise NTAuth

« L—bBLUPHEFAER L7 @BE.

o O 7 EIEREHIREERE Y 7 )L —F R > —: Windows|d. EKUH KU EDMDEFERER )
S —DEEEEEHI T AL SICHER TETE I, MicrosoftDRFa Xy hESBLTLETVL

<https://docs.microsoft.com/ja-jp/previous-versions/windows/it-pro/windows-

server-2008-R2-and-2008/ff404287(v=ws.10)> .

LUR MRS —

AllowCertificatesWithNoEKU

AllowSignatureOnlyKeys

AllowTimelnvalidCertificates

EnumerateECCCerts

X509 &> RN E

B

\EMCT DL, FRREICIFRY—MA—FRDO
J 7 > OIERBFERZE (EKU) BAEENTWVS
MREHLRHD XY,

BFE Tld. Windows|ZRSAE2{t = el L %4
WEERAZ OMBZBREEZRRALEX T, DA T3
VNIFDTAIINR—ELEZTLET,

BEE TlE. WindowsIZHRFRUIN DEERAZE % bR
NLFET, COFTaVIFED T ILR—%
EEZFLET

Fqﬁﬂ‘f‘i?m. DE%E)JJ‘«_ L/ i 3'0

SRR IC—Eoa—Y—TU VI NILE
(UPN) B & EFNTULARWES. £ldgnd
BRAES. COF T avxFERT L.
A—H—[IWindowsOAT A>T hHo > h%EF
BTIEETE X,

SEERZE O 4 > AT LIFE—DIEAE LHMEETE
BWeSH, Fr—2hMERINTWVWSIGE. IRNTOPRMBEEBEE M7
HIVELHD £, JL— FEERAEIFEEINTIL—-FI LT
BAEZIINTAUthR R 7 ICH B HELH D £,

ICCNSDEERREZ S
IS ZLTEED52E B DI
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LR RURY S — A
UseCachedCRLOnNIyAnd, KWF v ozBENCLET (RXA>OY
IgnoreRevocationUnknownErrors FO—Z—THEE) o

o RXA > bO—5—EERRE: KerberostiEfi Z 50sL 9 B ICIE. IARTOH —N—|ZEYR
TRXq>a>bO—5—] GERRENMETY, k. TO—AHIaYEa—42—FRZE
BARRT7] MMCRFY TA A Za—%FERLTERTETZET,

UPNZ& LEEFAEDY v E YD

A—H—ERREICIE. IV 0 FMBRILRIC—EDI——TU VI NILE (UPN) 2283
_EZBEBHLET,

Active DirectorylC &7 3 UPN%

7 #JL kTlE. Active Directory® § T D 1—H—(Z.
\&It;samUsername>@\&It;domainNetBios> & & U \&lt;samUsername>@\&It;domainFQDN> M /\
H—ICEDVICREERIRUPNZFF > TWVWE Y, FIFARTEELR R XAV EFQDNIE. 74 L X bD
ROOIDSE T hUICEEFNTVE T, BE—D K XA VIZIE. RootDSEICEMDFQDNT KL X%
BHRTETFT,

F7-. Active Directory® §RTDI—H—|E. BARAIZRUPN L altUserPrincipalNamesZ 5 > T L)
x9, CNHlE. - —DUPNZIEET BLDAPITY T,

UPNTIA—H—%1&RET 3B, WindowslZEXTIHED R X1 Y (UPNZI&RET S O XDID
ICEDL) THATRMABRUPNZZRZEL. RICKRBUPNZZRRELFEF T, —HIT3H0HBVEE. B
FBBUPNEZRZELE T, ChUE. 7ALAMNRDOERRS RXAVICBREINZAIEEMNH D £
ER

SERAgE<YvEYIJH—EX

EEEﬂi CHRBARUPND S FNTULALWISE. Active DirectorylZid. x509certificate] BI4EICE
BOIERBNRIREXRETZIA T arhHDEd, CDOLSBRIAEZEE 1—H — IR

I3IClE. AVE2a—"ZF—HN_OBMZEEZEIITITEEXY (F7A4ILETIE B—RX1Y

A) o

A—H—HIPBREEFRCTEII—HF—THIY rEIEETETZA T a vhREINTED, T0
RISV OX R XA VREBETHFEHATEET,

TH#LAMRICEBD R XA D HD. I—HF—HBHERHIC K X1 > ZBE LA WEE. Active
DirectoryDrootDSENGERAEZE T v E > I —E XDBREIREL XY, chidyO—NILAxOy
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IOVEIZHD. T4LAMNHDIRTDOXS09GIAEZERMEDF vy adnfcEa—%EF->TL)
F9, COOAYEa—2—Id FFAZEDHICEDVWT. FEDORXA>YHNOI—F—THoV %
EMICR DT B T-DICFERTEET,

Dﬁ?)?%FX():)FD—?—@%RE%@?%
BIEICEMO K X1 YOV FO—5— A8 TLBHE. OV EEMICLTRETES &5
E\mikﬁ%*n%hx4zjzbm S—zRBL. HIBT 5 LARIBET.

RXA>a> b O—5—0FERZHIEHITS
Windowsh\ O 7 VICHEEDWindows R XA > AV bO—S5—%@FEHA T D & 5 I8 311

Imhosts 7 7 1 JLZ# L T. WindowsY > >HMERTBZRX>d> O—5—0D ) X ~ZHER
RYICERE T I £ 9: \Windows\System32\drivers\etc\Imhostso

BE. FOBATICIE Nimhosts.sam] EWSEBIDOY >V FIL T 71ILHHD £9, BIZRDITZE
HET,

1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

ZC T Tl1.2.3.4] I&. mydomain R X >AD dcnetbiosname & WS HFIDO K X1 >V b
a— DIP7 FL AT,

BigEE. WindowsY > VISZDEHREZER LT mydomain (COJ A > LEYd, COERRIE. T
NYIHRET LIESTICREIRELRHD £,

ERERORXr>ayrO—-S5—%%FET3

O 4 VBIC. WindowsldA—H%'—%2 O A4 TR XA > b O—5—% 5T MSDOSERIE
EHEHRELEFT, CNZEHERIDICIE. O R7OVF b ZXROOATY RTEEL X9 echo
%LOGONSERVER%.,

SEEICBETZO71F. COOARYRICL>TRENS AV Ea—F—ICREFEINE T,

THOY NEEARY M 2BMICTS

T 7 A4 ETIE Windows R X/ > Y bO—F—EREHBT7HI Y REEOJZBMCL TV
FtA. CUE TIL—TRIV—IT742—DEFa T4 REICHIEBERI) S —Z@L THI
WMTEEd, JIN—"TRIV—IFTsZ2—%ZFH<ICIE. RXAM>OY O—F5—T gpedit.msc
ZERITLET, BEERVD—DEMICLDI L. FXr>arbbO—F—FtEFa )7 OJIZEM
DARY ~OJIEREERLE T,
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Thoy NEEARY MEBWICT B (len-us/federated-authentication-service/current-release/

media/fas-troubleshoot-logon-auditpolicy.png)

SFEREIREE O

AERAE DO RMEZ R S

AY— b H— REEAEHNDERIIFAZ L LTIV RR— FINTVWRHE MERIIFAE) . XD
OV > R THREET & £ 9: certutil —verify user.cer

CAPIOJZHE%hICT 3
RXA>OA>bO—-5—1—F—DIYI VT AR ME2—7—ZFHE. Microsoft/Windows/
CAPI2/Operational Logs DAY = BMICL £95

RXA>OAY O—5—EVDAN Y VT, AR FE2—7—%ZFZE. Applications and
Services Logs > Microsoft > Windows > CAPI2 > Operational |78 L £ 9, Operational =&
21)w 2 L. Enable Log Z3&RL £ 9,

THICC ROLP X MIMETCAPIOY ZHHAEL XS
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\crypt32, L TFDEIZT 7 +JL b
TIRFELEFEA. CNSZEHTIHEDNHD ET, T 7 4L FDCAPROVREREICR L W5
BlE. CNH5DEZHIBRL TS ZEL,

& B
DiagLevel (DWORD) ML AL (0~5)
DiagMatchAnyMask (QUADWORD) ARV R T4 )LEZ— (TRTIC Oxfiffff % fE)
DiagProcessName (MULTI_SZ) TOEXRETIqIINRIVT ()
LSASS.exe)
CAPIOY
Ayt—2 e
Fr—2DHEE LSAN'CertGetCertificateChain% FEUNH L 7=
(BRZ30)
KN DIREE LSAA CertVerifyRevocation= MM L 7= (&
Rz220)
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Ayt—o

S&"

B

X5094 7T ¥ b HME— N TIk. EPEESLUHBAERMY
Ak (CRL) A
AppData\LocalLow\Microsoft\X5090bjects(Z &
VTENET

Fr—2R) S —DIREE LSAD'CertVerifyChainPolicyz= MU H L7z (/N
TA—RZEV)

I5—1J—RK B

EEAEDMERTNTULEEA AX—bA—FiEAEZ., J2Ea2—42—-0
PEEERAEX 7B L ERENTIL— ML
BAEX L7 ICHBAREZEAL THBETSE
FHATL

AERERMFIVIIS— AY—bH—RODCRL%Z. FEEAEDCRLE
RAYEMTEESNIETRLIANSED Y
A—RTEFEBATLce RIF T v oD
ADZE. chUSLDbOTAUHL 8
Ao (lja-jp/federated-authentication-service/
current-release/config-manage/troubleshoot-
logon.html#certificates-and-public-key-
infrastructure)z 7> 3 > @ TEFERE £ NFH#E
AVITSRAMSTF v Z2BRLTIZTL,

AEEAZEDERT S — CORAEROTAVICELTWERA.
EZIE = N—FEAE X IFBRFAET
HBEREMEDBD T,

Kerberos[14/
KerberosOZ #BMICTRICIE. RXA>dA>bbO—5—I Y RA—4—TI 2T XOLY
A MUEEERL £,

NT B4R fiE [DWORD]

CurrentControlSet\Control\Ls LogLevel Ox1
a\Kerberos\Parameters
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N7F B4 fE [DWORD]

CurrentControlSet\Control\Ls KerbDebuglevel Oxfffffff
a\Kerberos\Parameters

CurrentControlSet\Services\K KdcDebugLevel 0x1
dc

CurrentControlSet\Services\K KdcExtraLoglLevel Oxaf
dc

KerberosOZ 13> AT LARY COJICHEAINE T,

« EECNTULVARWVEHED L SABXyE—2F BERLYTUVBDOTARITNIERD £H A

¢ 22DIZ—1— RIIBEHRIEETHD. BL2ICEFATETET,
o KDC_ERR_PREAUTH_REQUIRED (WK X/ > Y bO—S5— O MIBEREMED=HIC
FRINZEY)

o REAZ IS — Ox4b

RXs>a>hO—-5—6&U9—29X57=>3>07
CDEII3>TIE. A—Y—hEBEETOJA Y LIEETICR XY b O—5 =T —7
ATF—=aVIIRRINZFEHEINZ2O0 T FJICDOVWTEHHAL £ 95

s FXa>Od>bkO—>—CAPIZ O

e FXr>a>bO-5—tFa)T7007

Virtual Delivery Agent (VDA) %2 574 0%

VDA CAPI O

VDA > X7 L0745

RXA4>a>yrO—5—CAPI2 O4
OJZ>RIC. RXq>a>rbO—5—I3UB LTt AE &L, KXo TOs > ~
D=V ZAEEBLET,

KX > 3> kO—>— CAPI2 O% (len-us/federated-authentication-service/current-release/

media/fas-troubleshoot-logon-capi2-log.png)
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BIERHBRARY FOT A vE—JlF. RXAC>OY MAO—5— L0 Isass.exe H' VDA IC &K o TR
HEINFFAREICEDVWTFI—UEEBEL. ZOEMYE CWEEL) 2RELTVWBRIE®E
TLTWETY, #RIF TERROR_SUCCESS) ¥ LTIRENZET,

K X4 >332 kO—7— CAPI2 O% 2(/en-us/federated-authentication-service/current-release/

media/fas-troubleshoot-logon-capi2-chainpolicy.png)

RXA>arybO—35—tXalFo07
RXq>aA>brO—Z—F—EoOQiF > AR FERRL. FEBRAANY MI4768TI, D
A R> kTl FEBAEHKerberos Ticket Granting Ticket (krbtgt) OFITICERINE J5

NEDFIODX Y= H—N—DI 2 THO MDA RXA>O> b O—5—ICW LTER
BEEIT>TWAIEZRLTVWEY, CHUCHES XyE—=21F LW kibtgt ICEBT 22— —7
AOVEDRRX O bO—5—ICHLTEREZITOHICFERAINTVWA e ZRLTULE
ER

FX4 >3 bkO—5— % a) 7+ O (len-us/federated-authentication-service/current-

release/media/fas-troubleshoot-logon-dc-security-log.png)

VDAt*alU5s0O4

AJ7Z ARy MIFIET DVDALF )T BEEOY L. winlogon.exeh 5FHEET SR> MD
46480 T > 1T,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
G Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logon .

<‘| m ¥

Event 4543, Security-Auditing 4

]G:ncﬂl Details |

®) Friendly View

0 EMIL View

+ System
- EwventData
SubjectUserSid 5-1-5-18
SubjectUserMame VDATOS
SubjectDomainMName CITRIXTEST
Subjectlogonld Ox3e7
LogonGuid {00000000-0000-0000-0000-000000000000)
TargetUserName fred
TargetDomainMame CITRIXTEST
TargetlogonGuid [51B22BCC-9F90-CES5-6E44-21DTEEC2162C)
TargetServerName localhost

Targetinfo localhost

Processid Ox126¢

ProcessName  C\Windows\System32\winlogon.exe

lpAddress 192.168.09

IpPort 511 W
VDA CAPIOY

_ DVDA CAPIOY DI, Isass.exeh S DE—DF T —UBRERIAES —T > XZRLTHED.
KX+ > 3> kO—>—3EAZE (de.citrixtest.net) ZHREEL TWLWE 9

(1} Information 21/06/2016 15:14:34 CAPI2 30 Verify Chain P...
(1) Information 21/06/2016 15:14:34 Capi2 11 Build Chairn

(1) Information 21/06/2016 13:14:34 Capi2 00 X309 Objects
(_D Information 21/06/2016 13:14:34 CapI2 41 Verify Revocat...
(i) Information 21/06/2016 15:14:54 CARI2 40 Verify Revocat..,
(i} Information 217062016 15:14:54 CAPI2 10 Build Chain
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ typel CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] 813C6D12E1E1800E61BSDEO71E186ERB9 1267
[ subjectName] dc.citrixtestnet

- CertificateChain

[ chainRef] {84EQB3D1-A4D4-4ACT-BAS9-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDAY R L0

KerberosAZ D EMICH>TWBIGEE. Y ATFLOJICIEIS—
KDC_ERR_PREAUTH_REQUIRED (#EffAJgE) MRRIN. KerberosOT F VHIILIEZ &
R IWindowsOJ A Hh 65D MIMRARREINET,

(1) Information 21/06/2016 15 14:56 Winlegon 7001
I!-_:ll'Ern:H 21/0672076 15 14:54 Security-Kerberos 3
<| il | 3
Event 7001, Winlogan »
[ Generat | Details |
®) Friendly View () EML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] {DEESE383-TCF3-4331-91CC-A3CE16A2B538)
EventlD 7001
Version 0
Level 4
Task 1101
Opcode 0
Keywords 0x2000000000000000 »
= Timal rasatard

Windows1 X O %A L 7=FASDER

IARTDFASAARY k. WindowsDF FUr—oa AR bAOJICETIAENE T, System
Center Operations Manager (SCOM) G DR mZzERA LT, CCTHEATNhTWS 7O LA
Ry hEFEHLTFASH—EXOBEMEERTETET,
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FASH—E X IRTHRTIH?
FASH —E XDERITHEHIESHZHIT SICI1E. TOEX

Citrix.Authentication.FederatedAuthenticationService.exeZ 8 L £ 95

COtT2arTliE. FASH—EXRDERICRLEELARY FOIHZHAL T, FASTRY b

O—RORELHEU A MIDWTIE, FASA/ARY FOJTEBRBLTLIETL,

FASAILRAARY k

UTFDARY ME FASHU—EXDEETHEIHNESHZRLET,

14 R Y —XIZ Citrix.Authentication.Federated AuthenticationService T9d,

AIR> b+

[S003]

[S022]

[S023]

[S123]

ARYETHFX L

EBIEE [0} X T
FURE—R%E [{1)]
ICERE

EIEE [0} A>T
FTUORE-—RESFT

ICERTE

BIEE [0} X T
FURE—REAY
ICERE

[upn: {0} role: {1}]
[exception: {2}] D LY
TNDCATHIAE
DORITICKBMLEL
1c

A

FASH—E XD X >
TFHFRAE—RICEK
ETNTh. XoTF
FTURXE— R SR
BRENnF L7

FASH—E X% >
FFYAE—RDS
R NE L.

FASTH—E XD XY
TFRAE—RICHE
D i l/TCo

CDARY &
[S124] D#&IC. FAS
DB INTUVWSBCA
OWVWFndbI1—H—
FERAE DFEITICHKLN
LAEDST5EICH
LF9, 01—
Y- TILTA
VA UIFKELF
ER

p=3

XVFFIRAE—R
Fx. FASH—/\—
E> >IN aoF
VICERTEEE
Ao

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 LAF%
THABARTI,

FAS 10.7 / Citrix
Virtual Apps and
Desktops 2109 THl
FAmT 8B,

CDARY M 1B
BENTWEIART
DCADEEEL TLVR
WwWlrzmRLED,
FASHHSMZ%Z fEF S
BLDICHEEEINT
W35 HE. HSMA R
BELTLWARVLWZED
TLTWBETEEED
HHFEI,
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IRV b+

[S124]

[S413]

[S414]

ARV FFER L

[certificate authority:
{2}] C [upn: {0} role:
{1}] DEERRE DT
ICKRBLELL
[exception: {3}]

HAERLRAZE DB RHA
RAEDHE<EINE
3 (&D{0}H) . it
BAZE D FF: {1}

Bﬁb‘tﬂﬂi L7 EE
BRE D FFH: {0}

57 F#EHFAST AR

Citrix Cloud™ TFASZEA L TWLW3I5E

~LFET,

A4 R> Y —XIZ Citrix.Fas.Cloud T9,

A

FASHEE SN 7-CA
ho5a1—H—FEEE

ZzERLELS LK

EEIC. IS—HHE

£ LF L7 FASH

BEOCATHER TN
TW35E. FASIE

BDCATEREZHTT
LY,

CDANRY &
FASEGRIEFAZ DE
SHEARRASED K &
HAMICER SN E
9o T7FIELT
&, EEEEEAZEDE
ShEARRHY30H AR T
HBdHE. CDAN
Y hIBHERSN
E

CDARY &
FASEREEEEERZ D F
SHERBR DN B & E
HIMICER SN E
9o T7AILET
(&, TDANRY ME
BHERINET,

p=3

CDARY ME. CA
HIBERE L TULVRLY
. EIETEARLR
ETHB _rEZRL
TWSaBEED B D
9, FASHHSM%
AT 3L SICHEK
ThTW3iBE
HSMAHERE L TLVR
WZeHmLTnd

ATEEMEA B D £7,
BoE. BEDRE
THRIET B DICIRIL
5%7,

T 7 4 FREIE
A > ELw b Set-
FasRacCertificateMo
nitor Z A L TH
BTEFI, FFMIC
DULTIE
PowerShella< > R
Ly hzEsRLTL
feEL

BEHAR A IN B
Y. FASIZFHRL L
—iERREZ &
RTEH<ERD, >
O A A D
KBLIBOH X,

8. RDARY MMIFASH—EXDEETHBZIHES>H%
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IRV b+

[S012]

[S013]

XU T1MRV

ARYEFTHFIH

FASH —E X [ECitrix
Cloudh*5D >
WHA>FICHIA
BJEETY

FASH — E X & Citrix
Cloudh 5D >4
WA >FICFIA
TETEHA- [{0}] 5%
McOVWTIE. BIE
aYY —I)LTHESRT
TFET

A

CDARY &
Workspace (DD
Citrix Cloud) H*5®
VTN T
HHERET 2139 TH
3ZczmLED,

ZDARY &
FAShH'Workspace

(D F DCitrix
Cloud) 50> >
TIWNTAOF %R
HTEHRVWICZR
LTWVWET, Xv
—JZiE. T
WA > F VU h\eE
LABWERMIEEN
TWET,

2R

CDANRY M EHET
I BHEIIC. FASIX(L)
BRESNTWSC
Ee QAYTFVR
E—RTIEBWC
L. B XV(I)Citrix
Cloudic#fi N T
Wbzl
ED

FAS|ZCitrix Cloud\
D IKHHY T & HE
BFLET, ok
lF. XYy bT—=0D
AEGFOF>
H—N—DEGHEm
RIS —7Y, TF
S ELRIBR TR A L]
rEndZehHn
£9, CD&LO%U5
B, AR ETER
~iCiE TService is
not connected to the
cloud; ERRENZF
To CHUTBEEDH
fETHD. FASIK
Citrix Cloud N\ D3
MEzESICBEIIL
F5ELET,

RDANRY MM AEBIV T T DFASZEBLES S LI ZRLTVWET,

1 R > Y —XIZCitrix.Authentication.Federated AuthenticationService T 9,

ARY ~

[S001]

ARETHRZXF

7Ot AEE: - —[{0}]iF
AdministratorsZ JL— D X

YN—TRHDFEA

SII:IE

B4

FASOBMERNEIIEE
LS LEFLED. HUEH
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IRY ARV TFHER b B
LItliZFASEIREE TIEH D
BTATLT .
[S002] T RET: A—F—[{0}]I&  FASIL—ILDOERERTE
‘BEOEBETIEIHD FEELLSCLELED
TA IO LolEFASERE Tk
HHFLEATL
[S101] H—N—[{0o} & O—J 1—5—IDZ7HY—krL&ED
[{1}] TID%Z 774 — b 3 Z1ERR ELELEA. HUELITIC
hHb EH A IEEDIERDH D FH Ao
FAS/IL—IL DB TEFRICT 1
TUL\3StoreFront™+—/\—
(BLUZET 3551
Workspace) D&HMI—H—
IDZE7HY—bTEET,
[S104] H—/\— [{0}] IZUPN [{1}] ® A—H—IDET7H—rL&LS
TH—MIZKRBLELE CLELEED. FASIL—ILD
(UPNIZIL—IL [{2}] TEFH] BRIC&D, 2021 —H%—7
TINTLEEA) » Ao Y MIFRIThTULWEE
Ao
[S205] HTHEEET VL ANESR S VDADFASTY VI L1 >
NEFLEL-HUELTTAHD FoERITLELSCLFLE
> ko lE. JL—=IL[{1}] @ H. FASIL—ILD#EREIC &
FFA SN EEETIEH D. FDOVDAIFFFRI TN TL)
DEE A Ft Ao
FASTARY kO

RDORIC. FASICE>TEMINDZ IR O M) ERLET,

BEAR>VE

NE5DARY NI, FASH—N—TOBRZEICSLCTOJICERINE T,

OJ3—k

[S001] 772 RIEFE: 2 —H — [{0}] IFAdministrators 7 IL—FD XV N—TI3H D £FEA
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AJa—kr
[S002] 72 RIEFE: 2 —H— [{0}] IFO—/L [{1})] DEEETIIHD FHA
[S003] BIEE [[0) AV TF UV RE—RZ [ ICRELTVWET

[S004] BIEE [{0)] ACA[{I] BT > 7L — bk [{2} and {3}] ZER L THESBEHEEZERLTL
x9

[S005] EIEE [{0}] N'FASEEE [RA certid: {1}] ZHIFRLTWVWE T
[S006] EIEE [{0}] NEEPREER [{1})] ZIER L TLWET

[S007] BEIRE [{0}] HEEFAZER (1] ZEH L TLET

[S008] EIEE [{0}] NEIPAEER [{1})] ZHIFRL TLWET

[S009] BIEZE [{0}] HIL—IL [{1}] ZER L TVWET

[S010] BIEE {0} MIL—IL [{1}] ZEHFH L TVET

[S011] &% [{0)] AL—IL [{1}] ZHIBRL TV ET

[S012] EIEE [{0}] HYEERAZE [upn: {1} sid: {2} rule: {3}]Certificate Definition: {4} Security Context:
B} ZERLTVWET

[S013] EIEE [{0}] H'EERAZE [upn: {1} role: {2} Certificate Definition: {3} Security Context: {4}] % !/
PRLTUVWET

[S015] BIEHE [{0}] AEEAAEZEER [TPM: {1}] ZER L TWE T

[S016] BIEE [{0}] HAERALBE % 1 >R — F L TL X T [Reference: {1}]
[S022) EEBEE [0 A VT FHYRE—REFZICRELTVWET

[S023] BEE [{0)) XV TFH Y RAE—REAVICRELTVWET

[S024] BIEE [{0}] AT LANILREZZ—%ERELTVWET

[S025] BEIBE [{0)] Y RTLANLREZZ—%2RELTVET

[S026] EIEE [{0)] RAGEFAZEEZ 4 —ZH/RELTLWET

[S027] B [0} RASIFAZRE=4—% Uty FLTLET
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[S028] BIEE [{0}] [{1}] EEFAZ D F —#p% [{2}] ICREL TWVWET
[S029] BHEE [{0}] [{1}] FEEIFAZ DF —BMET 7 AL ME2] ICUEY FLTWET
[S030] BIEE [0 H—EXRTONTo % (1] ICRELTVWET
[S031] BB [{0}] CA[RAcertid: {1}]] DEREEWDELTVET
[S050] EIEE [{0}] 7 57 FIBRZER L TLWE T [{1}]
[S051) BIEE [{0}] 757 RERZEHL TLET: [{1}]
[S052] BIRE [{0}] 7 57 R ZHIBRL TVWET
[S060] BEE [{0}] V5V REHREZERLTWET, 1 VRV R:{1}

[S060] E1E#& [{0}] Direct Trust Cloud RegistrationZER L TWEJ, 1 VX EZ >V X: {1}
CloudServiceUrlFormat: {2}

[S061] BIEE [{0)] 72V REBEREZRT LTWET, UY—XDHF: {1}, IL—IL%: {2}

[S062] BIEE [{0)] 75V REHFENTT LE L. VY —XDHAT: {1} {2)), L—IL%: {3}, BEXE:
{4} ({5}

[S063] U 57 REFEHICKRST S —HHEEL LT AISMF{OITLS
[S064] 757 REFHRICRBLRIS—HIRELF LI, HINF{0ITLE
[S065] EIE#E [{0}] Direct Trust Cloud Registrationz B3R L TWEd, 1 VXXV X: {1}
CloudServiceUrlFormat: {2}
aJa—-kr
[S401) D 7 v FJ L — RZR{TLTWLWET - [From version {0} to version {1}]

[S402] T 5 —: Citrix Federated Authentication ServicelZNetwork Servicet L TR1T9 2 REBH'H
D £ 9 [currently running as: {0}]

[S404] Citrix Federated Authentication ServiceT — X RX— X & &HIFIEEL TWE T

[S405] LA R UDBET—BER=ZANDT—EBITHRICTI—HIFEELF L7 [{0]]
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[S406] LA RUDNST—ER—ZIANDT—2BITHART LELE (F - —GAZIERITT
nEtA)

[S407] T—AR—=ZADBRCFHET DD, LZAMNIR=IDT—RIET—ER—XIIBTIN
FHATLE

[S408] #EBZ A>T L— R TE £HA -- [From version {0} to version {1}]

[S409] ThreadPool D#ERLIC AN L & L 7= - MinThreadsh'[workers: {0} completion: {1}]h*5
[workers: {2} completion: {3}JICFAEINE L1

[S410] ThreadPool DHERICKE L % L 7= - MinThreads % [workers: {0} completion: {1}] h*5

[workers: {2} completion: {3}] ICTABTETFHEATL e CNUEFAS HT—N—DXT7—ZE) T+
WEBZE5 X3RN HDET

[S411] FAS H —E XDREBAICT S —HHEE L £ L7 [{0}]

[S412) D 7 v FJ L — RH5ET L F L7 -- [From version {0} to version {1}]

[S413) AGLEEEAZ DBEMHARA E D A <IN EF 9 B0 {0} B). FERAE OFFME: {1}

[S414] AEPIEBHE DB REARM N £ L 7o, FEERE DFHM: {0}

[S415] AGREEAEDF T v UM T LE Lo {0} FOMEN OV ICERHFEINE LT, REID
FIyvIZRB{L}ICFESNTVET

ID 7H—> 3 VOER
CNEDAIRY ME. EEEINI-H—N—DNA1—H—O5A > % F7H— LT3 I FAS H—
N—TEFBICOSICERINET,

oJs 31—~k
[S101] H—/N—[{0}] I&. O—JL[{1}]] TID Z7H— T 3MERHLHD FHA
[S102] H—/N—[{0}] IEUPN[{1}] ZE 7 — F TEXHATL T (BIF: {243}

[S103] H—/N—[{0}] IEUPN[{1}]SID{2} ZE R L EL7=H\ v o7 v FIESID{B8} &RLEL
=
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[5104] # —/\— [{0}] I& UPN [{1}] # 7% — F TEFLATLT (UPN I3)L—JL [{2}] THAISHT
VWEEA)

[S105] H—/N—[{0}] A* ID 7H—> 3 & FITL £ L7 [upn: {1}, role {2}, Security Context: [{3}]]
[S120] [upn: {0} role: {1} Security Context: [{2}]] ICEEEAZE #HITLTWVWE T

[S121] [certificate authority: {2}] I & o T [upn: {0} role: {1}] ICEERREDLRITEINE L -

[S122] & H—/N—HBEBE T [upn: {0} role: {LJ[1RHT=D D) I T X +E {2},

[S123] [upn: {0} role: {1}] [exception: {2}]] DWWV TNHDCATIERAEZRKITTETEEATL:

[S124] [certificate authority: {2}] T [upn: {0} role: {1}] MFERAE % F1T T £H AT L 7= [exception:
{311

[S125] REHDIFAZEERNTT T 23Dz FHHEFIC. {0} BRICFVHLAZALTIRLELE
[upn: {1} role: {2} Security Context: [{3}]]

[S126] H—/N— [{0}] REZEDIL—IL [{1)] Z2FEALTIDZT7H—hLELSELEFLL:
[S127] = N—DAX VT F U XAE— R THB7=8. FASIZ [upn: {0} role: {1} definition: {2}] DEERE

EEBERTIFEATL e XUTFHFURE—RFBOHEEZTET BICIE. PowerShell AV K
L w b Set-FasServer ZEB LT T L)

SFEAEF AE L LTHIET S
N5DARY MME. VDA A—H—%ZOJF > EIH 3 & FTICFASH —N—TERITEICOJICE
BINET,

aJ3d—k
[S201] SERAZEFIAE [{0)] /IR T—RIZTIELZATEEE Ao
[S202] SERBEFIEE [{0)] IFEERRZICT VA TEFH Ao
[S203] EEFREFIAE [({0)] IFO A > TANAR—ICT VA TEFHEA

[S204] RHLEHZEE [{0}] ' [upn: (1) oOJ A > FANAA =7 X, O—JL: [{2}]]
[Operation: {3}] ([{4}] IC & o THEEREH)
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[S205] IKMLEFEED 7V ADEEEINE L - FOH LT 7 AT > b [{0}] 1& IL—JL [{1}] DFF
B SNIRILEEETIIHD FEA

[S206] PO LT 7 A > bk [{0)] XML EETIEIHD FEA

[S208] M FIZIED KB L £ L 7= [Operation: {0} upn: {1} role: {2} certificateDefinition {3} Error {4}
{5}

[S209] F v v aTNIEEBAENRE DOHD £t A, [Caller: {0}] [upn: {1}] [role: {2}] [cert definition:
{3}] [Operation: {4}]

1oty 3 ViAEY—/N—
CNBDARY ME A—H—h'o >ty a ViAEZEAT 3 LFASY —N\—ICOJ KT
nE9,

aJ3d—k
[S301] 7V REE: 1 —H— [{0}] IFREBRAI— b H—RADTIERERDHD FHEA
[S302] 2 —1'— [{0}] AREARRE X< — k71— K [thumbprint: {1}] #EXKL £ L 7=
[S303] 7V REE: 21— — [{0}] IFRBRAT—bH—F [upn: {1}] e —H L FEA

[S304] Z—H'— [0} AV Ea—%—[{2)] TTOY S L [{1}] ZRITH. REXAI—FH—F
[upn: {3} role: {4} thumbprint: {5}] % £ L TIAERIIRLE [{6}] = R1TH

[S305] MR EN LB L £ L 7= [Operation: {0}] [upn: {1} role: {2} containerName {3} Error {4}
{5}

FAS7H—> 3> 501>
NEDARY NI FASTH—>a>TFodavick-TOdICERgReEnE .
aJad—kr
[S500] FAS7H—2a >S4 VDB ENTULEEA

[S501] R S NTIFAST7H—> 3> 7504 %2 0O— R TE XA TL T [exception:{0}]
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[S502] FAS7H—> 3> F 504 >H0O— R &N X L7 [pluginld={0}] [assembly={1}]
[location={2}]

[S503] H—/\— [{0}] IFUPN [{1}] D7 H— MIEBL XL (O A VEiELARE I N E L 7D
TSV 2N IFENEYR—FLTULWEEA)

[S504] B —/N— [{O}] IFUPN [{1}] ® 7 — MMIKBL F L7 (AT 4 VEHDREINF Lol
B ENIFAST ST 1 VhH b £HA)

[S505] H—/\— [{O}] IFUPN[{1}] D7 H—MIEKBLEL (FZJ1 > [{2)] 13O F Vil %=
AT—RABNeXvtE—J {4 THEEBLELR)

[S506] 7541 > [{0}] I&. H—/N—[{1}]] BS5DUPN [{2}]] AT # ViHilE X vt —T [[3)] L &
BICZITANELE

[S507] #—/N—[{O}] IJUPN [{1}] D7 H— MCKBLELI (TS T0 > [ 1EXYV Y R [{[4] D
EITHRICHN B ZxXO—-L&ELTK)

[S507] H—/\— [{O}] IFUPN [{1}] D7 Y —MCEKBLELE (FZ 510> [{2)] 139 [{3)] £ R
O—L%xL7%)

[S508] H—/N— [{0}] IZUPN [{1}] D7 H— MIEBLE LT (FUEXF1 RRIS 3 UHMEMHSE
NELED. 73712 2N IEEFENZEYR—EFLTULEEA)

[S509] —/\— [{O}] IGUPN [{1}]] D7 H— MIKRELEL (TI/ER T AR 3 UHRHE S
NELED BEESNIEFAST S 710D HD £HA)

[S510] H—/N—[{O}] IFUPN[{1}] D7 H— MIKBMLELIE (I ERTA AR aviE T35
1Y [N ICK>TEMERBINELT)

) —9 ZAR— AW SFAS
FASHh'Workspace TIERHE N2 L. TNHDAANY A OJICEEINF T,

[m B Bl

[S001] Citrix CloudsREEF¥ —H'O—7—> 3 > N X L 7= [fas id: {0}] [old key id:{1}] [new key id:
{211

[S002] 757 RHR—bFEZa—ILAEHLTWLWET, FasHubZ 57 FH#—E XURL: {0}
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[S003] FASH'Z 57 RICEERI N L 7= [fas id: {0}] [transaction id: {1}]
[S004] FASH' U 57 RADEERICKE L £ L7 [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FASHIRTEDERZ 7 5 FIZX{E L F L7 [fas id: {0}] [transaction id: {1}]

[S006] FASHIRTEDEM Z 7 57 RISEKETE FH AT L [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S007] FASH' T T RO SEEREPR SN & L 7t [fas id: {0}] [transaction id: {1}]

[S009] FASH' U 57 RHh 5 DEEREEFRICKI L £ L 7= [fas id: {0}] [transaction id: {1}] [exception:
{211

[S010] FASH—E RIET T R Xyt —J Y JURLICES SN TLWET: {0}
[SO11] FASH—E RIFIZZT RICEHRINTULEEA
[S012] FASH —E X I&Citrix Cloudh* 5D > J )L > A VICHIBABETY

[S013] FASH — £ ZIZCitrix Cloudh' 5 D> > L1 > VICHIBTE £ Ao [{0)] SEEICD UL
Tld. BEOVY —I)LTHRSRTEET

[S014] 757 R —EZXADFEVUH LA <service name> ZKBIL % L 7 [fas id: {0}] [transaction
id: {1}] [exception: {2}]

[SO15] MEUME L ehEFR] ST WALz, Citrix Cloudh' 5D Xyt —oHJOvosnEz L
[message ID {0}] [transaction ID {1}] [caller {2}]

[S016] 75 RH—EZXADHEVH LA <service name> TN L & L 7z [fas id: {0}] [transaction
id: {1)]

[S019] FASIZZ 57 Rh 5B %ZE X7 > O— K L % L7 [fas id: {0}] [transaction id: {1}]

[S020] FASIZZ S Rh 5B Z AU > O— R TE £HATL K [fas id: {0}] [transaction id: {1}]
[exception: {2}]

[S021] 75U RHYKR—hEZa—)LDEIMKEKL F LIz, FIH: {0}

[S022] VU RHR—hEDa—I)LZELELTVWET
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[S023] Citrix Cloudz3aEF —DO—7T—> 3 VIZKB L £ L 7 [fas id: {0}] [current key id:{1}] [new
key id:{2}] [keys in cloud:{3}]

[S024] Citrix Clouds8sEF —DO—7—> 3 > Z B L TLWE T [fas id: {0}] [current key id:{1}]
[new key id:{2}]

[S025] C D —E XDELEEF — & Citrix CloudIZ7ETE L £ [current key: {0}] [keys in cloud: {1}]
[S026] C D —E XDESFEF —I&Citrix Cloud ICTF7E L £H A [current key: {0}] [keys in cloud: {1}]
[S027] Citrix CloudsRsEF— DR L —2HKZ Ty 7 L— B L& L [fas id: {0}]

[S028] FASIFIRED T L X b ) %Z 0 7 RIZEE L £ L7 [fas id: {0}] [transaction id: {1}]

[S029] FASIFIRTEDT L X U Z U 57 RICEETE FEATL T [fas id: {0}] [transaction id: {1}]
[exception: {2}]

aJ# >
CNBEDARY MME. O F VEREPRICVDALETOJICEEERINE T,

AJa—FkR

[S101] ID7H—>a>vOd A IckBMLE LT, BEIThBEVWTI 7L -3 VER T —EX
GPO- > 7 v ¥ R [index: {0}] [registry name: {1}]

[S102] ID7H—>3>O0 A VICEKMLUE LT {0)DSIDILYy 7y FICKBLELT:
[Exception: {1K2}]

[S103] ID7H—>a>Od A VICKBMLF L, 22— —{0}DSIDIF{1}TTH. FHHETNSBSID
l3{2}TT

[S104] ID7H—>a>OJF VICKBMLE LT, {ONDOHEUH LA [Error: {1} {2}] ZiRL £ L7z
[S105] ID7H—>3>0OJ 4 >, O Z > [Username: {0} Domain: {1}]

[S106] ID7H—>3>OJ 74> \WnT7 7L —> 3 VEREEY —E X {O\n\nOJ # >
[Certificate: {1}]

[S107] ID7H—>3>OdF VICKBL £ L7z [Exception: {0}{1}]

[S108] IDT7H—> a3 > BT RX T L 72Ut XIEF [Caller: {0}]
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1oty 3 VElRAE
NEDARY ME. A—HY—H1>tyv g VilBBEDFERE2RA e FICVDALETOSICE
BTINnxEJ,

OJ3—Fk

[S201] REEZAY— b A— R 72Ut XIE. [{0}] IZ& T [PID: {1} Program Name: {2}Certificate
thumbprint: {3}] D7c®HICER SN L1

[S203] R A — b~ H—RH T X7 L 721 RIEF [caller: {0}, session {1}]
[S204] (R AY— M H—RY TP XT Lo AR—FA—RHR—EDEMCHRO>TVWET
SFEAEERE F—RT7DER

N5DARY MME FASH—=N—DELRNILDESLIREERTID e TIcOJICERINE
ER

OJ 31—k

[S001] TrustArea::TrustArea: sEBFE % 1 > X b —JL L £ L 7= [TrustArea: {0} Certificate {1}
TrustAreaJoinParameters {2}]

[S014] Pkcs10Request::Create: PKCS10E:KZ {ERL L & L 7 [Distinguished Name: {0}] [Reason:
{1}]

[S016] AR IEDVERY [Identifier: {0}] [MachineWide: {1}] [Provider: {2}] [ProviderType: {3}]
[EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]

[S017] M= SR D YRR [Provider: {0}] [Identifier {1}] [Twin: {2}]
[S018] PrivateKey::Create h'5BX L % L 7= [Identifier: {0}] [MachineWide: {1}] [Provider: {2}]
[ProviderType: {3}] [EllipticCurve: {4}] [KeyLength: {5}] [isExportable: {6}] [CreateReason: {7}]
[Exception: {8}]

aJ31—k
[S104] FASIZCA {O}h S EGREEFAE = ZfEL F L 1c
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest J&& Dix{E T > — [{0}]

[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest SEFBZE D FITI N E L 7z [{0]]

© 1997-2026 Citrix Systems, Inc. All rights reserved. 119



JITL—Y3VEEEY—EX

AJd—Rk

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - &F3#F 5
[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

IYVRA—H4—-DIS—Ayvt—
OIS 3 TlE. WindowsOJ 7 O R—=JIZRTRINBZ—BEHLEIST—XvtE—2%2—8
~LEY,

RIS —RytE—2 HEACBR

A—H—ZFIINRAT—RHEHNTY A1 —R2—3EMRFIRE C WER#E
FoTW3 L TULWEIH. Kerberos K
XA bO—-5—hERZESTLFL
fco CDEEED KerberosdZ| o3y
EBRLTLIETL,

SRATLDOTA I TETEHATL, BB RXA>OY bO—F—IZEFRTITRLDN
WEZRRTEFEATL ., [ BRIFYR— RXq>aAy bO—5—HAY—rA— KRR
TNTLEEA FFZ HR— h?%aﬁﬁﬂi‘cﬁﬁiéh‘cmiﬁ
Ao TKerberosiBiEl « TRXA>OaY b
A—Z—888F « FE TRXr>axv bk
A— E%E%Fx4>:yhm—3—
Iz ﬁLT<t o BIFDIERRENEZNIC
RZ35BE8TH. ;TL%EEE?TWELJ%D 9,

5
5

SRATLNOTA VY TEEFEATL LT SREEIC FRIEERAE ¢ )L — hEEEREA O — ALY
FERTNIAY— b A— FEEEREIXERESEIN Ea—4—ICA XA b—ILETNTVWEE A,

TWEEATLT ARAZECRNFARA VT IA NS I FvEER
LTLET L,
FERER CHIFBE. SIFAZEDILRMED E L <RE

TNTLAEULD, RSAT—HETEF S (<2048
Ewhk) CezrRLET,

FASERFL—X
HEENL—2EBATEY. FASRZDTIFAEF(ET 7 {»VZTAkmiﬂﬁbiﬁo;
UCED. FSTNSa—T4 VHICRIE. RELEAVSTY FEBRTZBBEALAES

BJREMEDL B D £,
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ULTDOWTNHDAEETFASEA VA M=ILERIEZTvTIL—RTB3E. ERNL—IDEMIC
AN 28
« Citrix Virtual Apps and Desktops™ 1 > X k—5— ! ISONMEA TN SOBEEERTI S
Zw < aEmIC H BFederated Authentication Service h X > H'5

* XenDesktopFasSetup.exe - Citrix Virtual Apps and Desktops ISO® x64\XenDesktop
Setup\XenDesktopFasSetup.exe ICHD XY

e FasSetup_xxxx.exe . XXV RTF7OYDFASA VA L—Z—7 74 )L, Citrix Downloadsh
BAFTETET,

FAST A —5—MSI7 71 )L FederatedAuthenticationService x64.msi Z{EHAL T
AVAM=IIEEIETT v TIL—RT258. BEMNL—ISFIBTETEFE A

BR ML —XOINE

Citrix ScoutxfEH L T. FASH—N\—DSEBRNL —XE LUV EDOMDEMT—2EZNELFT,
Citrix Scoutld. FIROWVWITNHDAETFASE A VA =)L TREA VA M—ILENET,

BE ;L —X DL

AISHDIEATER L —XZEMIC LIWEEIF. FASH —/\—TCitrix Telemetry Servicez
EIELTEMICLED,

ERMN—XZEHRROTH—N—ICEXETS
P LUOEBHRFIBICOVWTIE. BERL—X (AOT) ORREEESBLTLIET L,

BEfR#

o« FASH—/\—TX®DPowerShell A¥ > FEETLT. AN—rFA—ROFTFVAHDR XA I
FASE &R T 5

« AR—bAH—ROJFVRI D —

« CAPIOY DB

« KerberosOZ OBE#1L

s U—FRN—FT1 DL/ TAN— b A—ROTA >V ZEBMCTB1HDHA S > (https://
support.microsoft.com/ja-jp/kb/281245)
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JITL—Y3VEEEY—EX

PowerShell AV > FLw b

SUTNBEBICIETZ I TL—2a VR I —E X (FAS) BEBOVY —IILEZFERATET X IHN
PowerShell 1 > 2 —J7 x4 ATIEEDBELRA T a v EHEINET, OV —ILTHRETE
BWA TS 3o ERATITENRDDHESIE. CitrixiEaICPowerShell DA = ERT 3 & =i
TLET,

RDOOAY Y RiE. FAS PowerShell AW > RLw h&EEML X,

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1

PowerShell7 « > R T. Get-Help \<cmdlet name> ZFEB LTIV KLY FOANILTERRT
TFEY

FAS PowerShell SDK OY > F L v FDOFFMIC DLW TIE. <https://developer-
docs.citrix.com/projects/federated-authentication-service-powershell-cmdlets/en/
latest/> ZEBR LT,

FASA A bP—=5—FT> 3>

FASA YA M=ILBOOAR VY RZAF T aYy

LTFDA T avig. MATEMTY,

1. Citrix Virtual Apps and Desktops ISO @ x64\XenDesktop Setup\XenDesktopFasSetup.exe
|[Cd#% 3 XenDesktopFasSetup.exe 7 7-1JL

2. FasSetup_xxxx.exe, xxxx (& Citrix Downloads "5 AFTE3J) ) —XTT,
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