Configure Harness for Single Sign-On

Configuring Harness for single sign-on (SSO) enables administrators to manage users of Citrix ADC.
Users can securely log on to Harness by using the enterprise credentials.

Prerequisite
Browser Requirements: Internet Explorer 11 and above
To configure Harness for SSO by using SAML:

1. Inabrowser, type https://app.harness.io/ and press Enter.

2. Type your Harness admin account credentials (Email) and click NEXT.

harness

Email*

3. Inthe dashboard page, click Continuous Security > Access Management.
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https://app.harness.io/

4. Inthe Access Management page, click SSO Provider Setup.

harness Dashboards Continuous Deployment Continuous Verification Continuous Security ~

Access Management

Users User Groups
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APl Keys Login Settings

There are 0 APl Keys. Enforce Two Factor Authentication: OFF

5. In the Single Sign-On (SSO) Provider Setup page, click Add SSO Provider.

harness Dashboards ~ Continuous Deployment Continuous Verification Continuous Security v

1ent > SSO Provider Setup +

Single Sign-On (SS0O) Provider Setup Current Sign In Method: SAML

6. Inthe General Settings page, scroll down and enter the values for the following fields
under Single Sign-On:

Required Description
Information
Display Name* NetScaler
Upload a new SAML Copy and paste the IdP certificate. The IdP certificate must begin and
Metadata File end with
----- Begin Certificate- - - - - and - - - - -End Certificate- - - - -

Note: The IdP metadata is provided by Citrix and can be accessed
from the link below. The link is displayed while configuring SSO
settings for your app.
https://gateway.cloud.com/idp/saml/<citrixcloudcust id>/<app id>
/idp metadata.xml



https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml
https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml

Single Sign-0n (SS0) Provider - Add

Before you begin:

)gin in your SSO Provider. Please use the following URL as Single Sign On URL:

(=}

https://app.harness.io/gratis/api/users/saml-login Iy

Here are some of the popular S50 providers:

OKTA: Please use the OKTA Administrator Dashboard to add an application and configure SAML setting. For help
documentation refer here.

OnelLogin: Please add an application and configure SAML settings. For help documentation click here.

Display Name™

NetScaIeri

SAML Metadata Origin

Upload a new SAML Metadata File

Choose File | No file chosen

Enable Authorization

Click SUBMIT.

In the Single Sign-On (SSO) Provider Setup page, select the check box.

harness Dashboards ~ Continuous Deployment Continuous Verification Continuous Security v

Access Management > SSO Provider Setup ~

Single Sign-On (SS0) Provider Setup Current Sign In Method: SAML +Add SSO Prov

net/ngs/templatetest/saml/login?APPID=

NetScaler SAML \ttps://app.ssbd.netscal
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