Configure StatusDashboard for Single
Sign-On

Configuring StatusDashboard for single sign-on (SSO) enables administrators to manage users of
Citrix ADC. Users can securely log on to StatusDashboard by using the enterprise credentials.

Prerequisite
Browser Requirements: Internet Explorer 11 and above
To configure StatusDashboard for SSO by using SAML:

1. Inabrowser, type https://www.statusdashboard.com/accounts/login/?next=/admin and
press Enter.

2. Type your StatusDashboard admin account credentials (username and password) and
click Login.
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https://www.statusdashboard.com/accounts/login/?next=/admin

3. Inthe dashboard page, click Security > Single Sign-On from the left pane.
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No services to display.
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5 - SAML SSO Admin configuration updated.
0 Security , Successful login.
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Dashboard Whitelist . . e . . )
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Login Whitelist
.- SAML S5O Admin configuration updated.
View All

4. In the Single Sign-On page, click Edit in the SAML SSO (Admin) tile.

Single Sign-On

Single Sign-On (S50) allows you to use your own identity provider (IdP) to authenticate your StatusDashboard administrators and dashboard users. You have the
option to enable SSO for access to the StatusDashboard administration portal and your status dashboard page independently.

Home / Security / Single Sign-On

SAML 550 (Admin)

Disabled
SAML S50 (Dashboard) Disabled 2 Edit
Google SSO (Admin) Disabled 2 Edit

In the SAML SSO (Admin) page, turn on the Enable / Disable toggle button.

SAML SSO (Admin)

The SAML SSO option allows you to authenticate to the StatusDashboard administration portal with your own IdP credentials.

Home / Security / Single Sign-On / SAML SSO (Admin)

Enable / Disable

Enable or disable SAML SSO for authentication to the StatusDashboard administration portal.

Once you have enabled SAML SSO for access to the StatusDashboard administration portal, you are advised to enable SSO-Bypass for your user
account while testing. This will ensure that you do not lose access to the administration portal.
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6. Scroll down and enter the values for the following fields under Identity Provider (IdP):

Required Description
Information

Entity ID / Issuer* Issuer URL
Single Sign-On (SSO) IdP logon URL

Service URL*

x509 Certificate

Copy and paste the IdP certificate. The IdP certificate must begin and
end with

Note: The IdP metadata is provided by Citrix and can be accessed
from the link below. The link is displayed while configuring SSO
settings for your app.
https://gateway.cloud.com/idp/saml/<citrixcloudcust id>/<app id>
/idp metadata.xml

Identity Provider (IdP)

Entity ID / Issuer*

Single Sign-On (SS0) Service URL*

550 Binding

Single Logout Service (SLO) URL

SLO Binding

IdP Logout URL @

Logout Redirect URL @

X509 Certificate @

Require Message Signature @

Require Assertion Signature @

Require NamelD Encryption @

Save Changes

Enter the configuration settings for your IdP. Configuration guides for most major dPs are available in the StatusDashboard documentation

urm;oasis:names:taSAML:2.0:bindings:HTTP-Redirect

um:oasis:names:t:SAML:2.0:bindings:HTTP-Redirect

ISSUED BY (0): .
ISSUED TO (CN) DEV:IdP Assertion Signing Certificate.1
SERIAL NUMBER:

EXPIRATION: 2045-09-09 23:21:15 UTC

7. Finally, click Save Changes.


https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml
https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml
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