Configure SugarCRM for Single Sign-On

Configuring SugarCRM for single sign-on (SSO) enables administrators to manage users of Citrix
ADC. Users can securely log on to SugarCRM by using the enterprise credentials.

Prerequisite
Browser Requirements: Internet Explorer 11 and above
To configure SugarCRM for SSO by using SAML:

1. Inabrowser, type https://<customer id>.trial.sugarcrm.com/ and press Enter.

2. Scroll down and click admin under Log in with your free trial persona.

@ Choose your local preferences

Logon language Date format

@Language / Sprache / Idioma g m/d/Y

@ Log in with your free trial persona

9 Chris Olliver g Jim Brennan
Senior Sales Vice President of Sales
Representative
a Jane Fitzpatrick
g Charles James Marketing Director
Customer Support Lead

«.Contact us

or you can login as|adminfor data privacy officer or another user
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In the dashboard page, click the user account in the top-right corner and select Admin.
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In the Administration page, click Password Management under Users.
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Create, edit, activate and deactivate users in Sugar. Create and manage teams and roles, including module- and field-level access.
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Connect to the various SugarCRM services where you can access the SugarCRM forums and Sugar Wiki, search FAQs (Frequently Asked Questions), download the latest Sugar version, file and research reported

Configure the system-wide settings according to the specifications of your organization. Users can override some of the default locale settings within their user settings page.

Manage role membership and properties

Enable team access, and manage access by module.

Check for the latest Sugar version

Use the import wizard to easily import records into the system
Set up currencies and conversion rates

Check and repair Sugar
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5. Inthe Password Management page, select the Enable SAML Authentication check box
under SAML Authentication.

6. Enter the values for the following fields under SAML Authentication:

Required Description
Information

Login URL* IdP logon URL
Entity ID* Issuer URL

X509 Certificate*

Copy and paste the IdP certificate. The IdP certificate must begin and
end with

Note: The [dP metadata is provided by Citrix and can be accessed
from the link below. The link is displayed while configuring SSO
settings for your app.

https://gateway.cloud.com/idp /saml/<citrixcloudcust id>/<app id>
/idp metadata.xml

Password Management

SAML Authentication

Enable SAML Authentication 2
Login URL (&) +

SLOURL '

Entity ID () =

SugarCRM Entity ID 4

X508 Certificate '# *

Auto-create user i
Load login screen in same
window to avoid pop-up blocking 4

Sign AuthN Request '/
Sign Logout Request '/

Sign Logout Response 4

P - ProcessDefinions v  Processes w  ProcessBusinessRules w  ProcessEmail Templstes v KnowledgeBsse v Revenuelinelems w  Adminissration

m Cancel  Export Metadata File  Import IdP Metadata File

Request Signing Private Key 4/ || Choose File | No file chosen
Request Signing Certificate 4 Choose File | No file chosen
Request Signing method 4 RSA-SHAZ56 v

m Cancel  Export Metadata File  Import IdP Metadata File

¥ SUGAR

Mobile EHShortcurs @B Feedback @ Help

7. Select the Auto-create user check box.

8. Finally, click Save.
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