Configuring Zoho

1. Login to Zoho as an Admin user.
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2. To get SAML Authentication page, you need to sign into Zoho mail and verify your account then
login into Zoho Account again.
3. Zoho Accounts window will appear, click on Preferences.

Preferences

4. Settings window will appear, click on SAML Authentication.
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5. SAML Authentication window will appears, click on Setup Now.

Setup Now

6. Complete all the fields with appropriates values and click on get key from file and uploadyour
IdP certificate.



SAML Authentication

SAML is an XML-based framewerk for exchanging user authentication, entitlement, and attribute inform;

Login URL

Logout URL

Change Password URL

Publickey

Algorithm

Zoho Service

https://ugl. .com/saml/login

https:./fugl. .Lcom/cgiflogout
Do you need Logout Response?

https://ugl. n.com/cgiflogout
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Just In Time Provisioning

Accounts

Cancel

Update all the fields in SAML authentication page and click on Add.

Field Name Values
Login URL https://ugl.<customer_domain>.com/saml/login
Logout URL https://ugl.<customer_domain>com/cgi/logout

Change password URL

https://ugl.<customer_domain>com/cgi/logout

Public Key

Update IdP Certificate

In place of <customer_domain>, enter your customer domain name (See Introduction to know

more about the <customer_domain> values).

SAML Authentication window will appear, click on download metadata.




4
Metadata W Down IC'@

o3

10. Copy customer id from your metadata.

<md:AssertionConsumerService Customer id

Location="https:/ faccounts.zoho.com/samlresponse
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-P
isDefault="true" index="0"/=

Default authentication type for embedded views

Allow users to choose their authentication type
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