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XenMobile Analyze Manage Configure E-l %,  admin v

Settings > Server Properties

Server Properties
You must restart XenMobile on all nodes to commit and activate your changes to the server properties. To restart XenMobile, use the command prompt through your

hypervisor.
] s B max deploy Q
Add ! Edit {b ! Reset
Display name Key Value Default value Description ~
Max deployment rate per hour perf.deploy.schedule.maxrate 10000 10000 Max deployment rate per hour
° & > # ) o >
" * % + " > ' ( ( ,
@ 8A
o @ 8 Ga > @ 8 L
($ + % @ + $ / * ) ?
@ 8A # $ / #
@ 8
o 4 ) ) -8# 7 C + @ 8 L - 8# 7 st
2# 6> ) @ 8 # st 2 # *
o / 5 1% J ) C *x ? 5 ) / -&
3 )
o / # ( 5 " 1 # 193 ) C 9% 2
5 ) -& 3 + / # 5
) # # ( " 1 # > = >
e 3 1 & (4 + 3 % *
/ - > # >
o = ) = > o} ) L # = > /
= > I # M 3 >
@ 8@
° * % ( $ # (@ * % ) ( $ # > g
&8 ) ' ( # - # ( Q% * ok # _ @
* % # 4% ? % > -
% _ - * x> #
o 5 + C 5 6 + >( >
5 +

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.5



o 4 ) ) % c@ 81 L % )
o 4 ) ) 2 #7 2% 7 1C o+ @ 8L L
7 ! #
# 5
o 4 ) ) # ( 5 & c + # 5 L
" 5 * # 5
° # & C # & # + #
+ # 5 o * # y #
5 @ - # #
o = - a # 5 1 * L =
/ 5 = # o> 1 =
o = # C 5 = 1 * + " #
% ) 5 >
o = / (63} % : % * ) >
= 0 * * # / #
> +
@ < = 5 @ 8 o *
° 4 ) ) > 1 83 * C
o = # ' > 2 18 8 8l J
o = # ! > 2 1IKKI 1 J
o o * / *KE KF
(] 5
° 7
. @5& > (o , # ) @5& >
= > o * > ?
/ 5 /I N % & )
° 5 & ) ' ( a 5 o * ?
' /I N % & : N
# @ (
o A 2 19 X6*& > # + 2
- / ) -
C
e # *
e # & 87*
o # &K7*
o # &K *
o ? 2 # -& 19 XX # % -& &2 #
5 & -& &2 # (
ot ( #  ( Q C( & (
3 D " N /A
N # # Co 2

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

2 #7

p.6

2*


http://docs.citrix.com/de-de/worx-mobile-apps/10/secure-forms/integrating-secure-forms-with-sharefile.html#par_richtext_9ba5
http://docs.citrix.com/de-de/worx-mobile-apps/10/secure-forms.html#par_anchortitle_8538
http://docs.citrix.com/de-de/worx-mobile-apps/10/about-worx-mobile-apps.html#par_anchortitle_a269
http://docs.citrix.com/de-de/xenmobile/10-3/xenmobile-server-shareddevices.html

> o 1
> #9
XenMobile Manage Configure
Devices Users Enrollment
Device details -userl@ﬂab.net | |Pad x
1 General i
Delivery Groups
2 Properties Success (0) Pending (2) Failed (0)
3 User Properties Delivery Groups Time v
4 Assigned Policies Mo results found.
5 Apps
6 Actions
- Details @B
} 7 Delivery Groups
Status Action Channel/User Date A%

8 i0s Profiles Done Installation result : QuickEdit_5.10.ipa {Queued) woddserl@ewabnet  06/01/2016 04:51:21 pm
9 i0S Provisioning Profiles Done Sending installation command : QuickEdit_5.10.ipa Soeddserl@eiabnet  06/01/2016 04:51:20 pm
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XenMaobile Analyze Manage Configure

Settings > Google Cloud Messaging

Google Cloud Messaging
Configure Google Cloud Messaging (GCM)] in order to send connection notifications to Android devices that are enabled for GCM. For steps to set up a GCM client app on
Android, see the Google Developers Cloud Messaging documentation.

APl key AlzaSYBr7jGOSCWE sk i @
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Settings > Server Properties

Server Properties
You must restart XenMabile on all nodes to commit and activate your changes to the server properties. To restart XenMobile, use the command prompt through your

hypervisor.
[ hibernate Q
Add
Display name Key Value Default value = Description v
Enable/Disable Hibernate enable hibernate stats ~ false false Set to true to enable Hibernate Statistics logging. Please note this will
statistics logging for diagnostics impact application performance and should only be used for
Diagnostics/Debugging purposes.
o 4* % & * & g % &F* & o5 * & >
% & ( ? ( ? %+ &
. % 2 Q@ # & 1 8 ** >
4 " ' % 2 +
2 : # x> % 2 ) # %> (
* : /I N % % & 2) # %

% 2 + # C
e 0 *) 4 - + % 2
Lo %
o / # > %
e A > . ) # ) @ 8
o |/ 1 8 ** + #
@ < % 2
° % # 2C % % # 2 ** # 0
% # 28 * + % # 2 # > # #
* /A ( # $ - % # 28 ) @

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.8


http://docs.citrix.com/de-de/xenmobile/10-3/xmob-support-wrapper/xenmobile-analyzer-tool.html
http://docs.citrix.com/de-de/xenmobile/10-3/xmob-support-wrapper/xenmobile-autodiscovery-service.html

B 7F:7

/ > C
@ # o+ ( # & C#(
; Y EK KR
# ) % % # 28 Do+ ##H # + #
@ ( % / / * R 7FF 'R
= # % 1 < , 9 & (
# @ ( 3 &b R ! R
&0 # & > + # >
& * / * > M * %
> *x 06t /I # 28
# > RF 7R
58> # @ ) +$ A+# # *&
C# > / # ) >
& > @ L # 4 # D> Q! EE
( Y EKKK7R
& / % > 9 & ( ( / (
4 ) |/ # ) % ) % L # # ) | R F6KR
@ - 8# Ot 2 #& ( # ) @ > < g*
= 5 >( > @ @ >
& & &2 # ) -8t ( > M
) # > (# - 8# g 2 #8 # L @ >8&
M K7'R
@ / $ |/ # ( &8
# ) * 1 4&%6 # 4
M FKR
@ 9 & ( # @ 8A @ 8A # >
# o > : @ 8& = @
@ 8 + : @ 8A # ) EE6!'R
https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.9


http://support.citrix.com/article/CTX205342

KR

/ & # # & . @ > ) >
+ # > R 7 77ER
@ Ot /| # 2& ** ) ok |
) > % & ) ">
# ) booxR > R 7717 R
= # , 9 & ( > # # % >
@ 8 + # o8 * ) ) 77KFER
+ # @ 8A # < > # 4* E
/| % & * S # #S S% YHt = S # % 4*
8 ) > R 76 6 R
, # , Y& > + # > ) 8 4
# * 4 =) 76 7R
# + A # " 3
D& )y & # # %
, # m 76E R
@ % ( % & @
/> % &6 * # ( m 7! EER
@ 8A > 4 W *& # > & + #
) > = # %1 & # lo-#x # ) (
m 7K ! ER
' # # # > A # & * >
M 7K 6R
@ > " ) >
# R 7F7K R
= # # , + 9 & ( # # # @ 8
> (624 # T # 2 S/
& o # % & ( & < R 7EE R
Y & +# > > " % & # 19)
# > + # 9 & ( )y ® 6 R
8> 3 # @ 8A Al &F* /9 S
Al &&* (% 3 # ) & > + # >
M 6 ER
@ ( ; I & # % &
# 5 wr > * M 7 KR
% &F* % | 3& 77 + * / 8 #> # #) >
> # # M 76R
https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.10



# > # , @ 8A @ 8A

R ER
@ ( + # # ) & 3
( +# > ? & ) oF* B { < > : # #
13)] R
- ? & /o &7 66 77 5 + + # wr  #
R 66 R
@ o ) @ 8A # 6 5
W *& * # : #
A o * # 5 5 > / #
> + 13} I IR
@ # ) @ > & Y @5& ( # #)
& < ( % < 2 @ %l + #J @ Y%& | + #13
> 9* ) #) # > > R FEKR
@ = # @ * 82 < : 3 ( *) #
- )# B E 7R
= # 4* ! Y # % & /) # (
, # %w* ) ( /I N % & R 6 6R
& : / % D #( % &b < /- & (
+ # > > ) # S S | % & Vet = /
@ 8A & > + # > # # (> 4 /
R K!EER

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.11



/3 ' +$

%

> # 5 - #

%

+ / % - > I- #

< / % ( % >

) % ( &

# 5.4)

8@ &+

8 TFT (¢

% # > vt

% . *

% | # 28 < C

. %t
o 7 %t
# # )
o 7 & **

e B x5

https://docs.citrix.com

# 28
# 28
% &

o *

# 28

*k

* %

*%

#J

(%

% & #
A > < %

© 1999-2017 Citrix Systems, Inc. All rights reserved.

L 2* % >

p.12



http://docs.citrix.com/de-de/xenmobile/10-3/xenmobile-server-10-3-6-overview/xmob-scaling-xm.html#par_anchortitle_1

* - 15. 435

. # I, 4
o W*& (o3
] /I C
e @ D C
« I LUR) *
& ( C
.« % O A r7? ( LF
o - a LF
% # > A > < ) % & ) 9 #
/ # ( - ) A > 3 < ) > # ( / , #
+ % - * & 5 %
I % 2 )y C
o/ % > # 5 2 = ( % 4
> ) % @ > > ( ) ( % # ) > # > >
4 >
o« / 2 b # > # # *
° - 8 > 1 4& , % & #
e / 3 1 > +$ *) 3 - ) &
/ : ( * g ) 9 &8 < > 2& i1
/ % / * . ) > D ()
% # 8 < S> ), % i >
- > B ¢ 6!
# # ' ( EEEF 7EEKK 66 EE
%
9 I- > J 7 7! F F
? | @ 8J K! FF
3 <
, ? ( & & 1J & 1 13
= # ! > 2 ? 7 % & ! & ! & !
7 14
& - ( u - ( U 1 1
& # #
\ o F' % 6 14 F' . % % 14 % F 1
%t I # 219 F' . % 6 14 F , % , % 14 s 6 14
1 -8 # # -8 (03 -8 C -8 C
# ; # ; # ;
*# C *# CT' * # GBF'
14C7 14C7 14C
& 11 1J
1
|1

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.13



http://docs.citrix.com/de-de/xenmobile/10-3/xenmobile-server-10-3-6-overview/xmob-scaling-xm.html#exit-criteria

1

1

F' % 6 14

F'o % 6 14
U ( > ) w* ? ) # # * 1 8 *< 3
A > @@ / 2 * 5 ) # A > S # #
/ ( # / *
- w
., & > % l *J

o/ # # # ci 1

o/ # # # = # > 2&% @® 7 66

o/ # # # @ 8 &b @
. - # > (# 2 0# B % # 14 *O#

°« 4 ) % > = # 1 > 2 & (

No. Of Devices

1000
(standalone)
 Login Rate - FTU

- 3750
3500
3000
500
000
1500
1000 625
500

Optimal Login Rates/Hour

10000 30000 45000
(Standalone) (Cluster - 3 Nodes) (Cluster - 6 Nodes)
625 833 833
1666 3750 2812

Returning User Logins & Error %

{On Boarding) L
M Login Rate Non-FTU
(WorxApp) 1000
50000
£ 40000
o
o
3
]
o 30000
F4
-
&
= 20000
o
o
(-3
10000
o
Standalone
&=l Expected # of Devices 1000
. Actual AG Logins 1000
ld Actual Enumerations 999
e Over All Error % 0.010

https://docs.citrix.com

0.800
0.700
0.600
*
0500 #
=
0.400 =
]
0.300 5
0.200
0.100
0.000
Standalone 3 Node Cluster 6 Node Cluster
10000 30000 45000
9998 29997 44991
9998 29854 44990
0.121 0.432 0678

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.14



# H (% % # % ) 3
/ % , # ) - ( %# ) C(
Internal Network
External DMZ
Network e
(Mgmt) 27000 License Server
389/636/3268 g
Active Directory
Devices
44y
443/ 8443
8443 SharePoint
Prrssasnmsniann
= Fi— ) Em—
NetScaler XenMobile Exchange Server
o 1433
L1
SQL Server
443
Apple Push Notification NetScaler Gatevay
service (APN) certficate Certificate Authority (CA)
=]
Domain Name Server (DNS)
123
389/636/3268 > —
Network Time Protocol
E 3
£ i
/ % ) # ) 4 s 1 # & W ) %) A. )
External DMZ Internal Network
Network -
4443 27000 License Server
(Mgmt}
= 1
! 1
: ! 359636/3268
| : Aclive Directory
Devices : : N
: | [ B ]
l
b | Yenobie | - | SharsPoint
| [—
! — 25/443
Exchange Server
5223 =
g 1433 | 1
& SQL Server
Apple Push
se’\:uoi::'tram;\“::s] 896363268 Cerfificate Authority (CA)
certificate EEE,,
EEE 53
MetScaler Galeway 443 (80/8088) StoreFront Domain Name Server (DNS)
_— 123
442 443 14842598 Henpeskicp Network Time Profocel
ShareFile
r:%: 43 % ShareFile
@ E|  storagezones
L Controller

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.



I > . # ) > # % > (
>
% > ( > % ! % > ) L . ) % > % *)
> * % * 5 * I % 1% > #
* ) A > < e
9 & ? ) # - % < ( 2 ( ) % x>
# ($ ) / > % % )
% <
> > (e
D ( 4 % = # > 2i- ( > )L
@ 8 & @ 8 L % * ( %*l@ D D/
@ > &*IAl )
@ & & 9* T @ & &+ 9 # 3 (# # W&, )# - s /
C o+
| asra > * % | s8> I @ 8 & ) J 9 &+ ( @ $ % W+ &
( ) % * : D & &b = # ' > 2 >
% %
/ # / > y ) ? c
o / > #
e/ @ > & > #
# * > ) 9& % &
B ) 8 # ?
/ > % # ) S, td $ # )
) %wrd >
@ > > ) # )
> ) ! ( # )
) % ) @ Koo /I @ )y 9 Fo( * 4 8
/ D*D D # DBt D 8
A="450' -=C=59, % 9=-="4- 59A -=-='-,M-@-/-,?-, =/4=' , 1A. =-=
9 & 15. 4%
/9 & & I % 2
e % # -
L4 y
e %
o "
o W& e & & I &+
o W& |4 $# 1 > 2 J
L] / M*
« W 1@ & & &) # s# ' ( )
o . # * 19 J
i @8 & @ 8@ & 1?7 =& > 2
. # o wr )
I % * > c
( , - - @ 8 & @ & & | &*& - # Wr&
( Ok x * ( * ( 9 * ! > * / .
( , # *
19 J
| 6 6 7 7
https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.16



http://docs.citrix.com/de-de/xenmobile/10-3/xenmobile-server-10-3-6-overview/xmob-scaling-xm.html#exit-criteria

! 6 6 7 7
! 6 6 7 7
! 6 6 7 7
% ) # $# @ 8&
/ % | # $# @ 8% J/ % @ 8 & @ s@ &&* |/
> = # > 2& & < > / @ 8&6* > > : =
@ 8@ &t* @ & & 9 + 2 (
o % = # > 2 J
e @ 8 & @ 8@ & 1? =& ?
> % * )
( - - wr o ( 2 =&
!
!
!
!
I % ? =& *# @8 & @ 8@ &
/2 *< )@ 8 @ 8@ > (&
( 2 2% / * . / *
@ 8 & L 7 6: 6:
@ 8 & 7 L 2* 71
@ 8@ & 27 17 1K
@ 8@ & 7 .27 6: 6
) 2 X EK X6 K
@F
7.2 C 2 # - ? | @ 8 # - 8# & # J
.22 7C 2 # .o ? : # 2 o+ # > + > | @ s@ & J
/ - * @8 & @ 8@ & <
% > M ? > # % 2 @ LS ? & + >
+ # > ) = # > 2&
@ 8 & @ 8@ & <
/) % * > < S S% . @8 & @ 8@ & <
@ 8 & <V %
= # # 7
* = # # F
= # # F
+# = # # 7
I # # # = # # +$ 13 J 7

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.17



@ 8@ & <V %

@ &8

+ @
I # # # " % o > r @ e
Io# # # % +$ 12 3
I # # # % > +$ 123

/ 3 < > ) > C
o= # > 2 # 8 = % > (
o / = # &
e = # ' > 2> ) & 7 6F& &# ) >
% ! % 2 , # ) * 3 < I %
3 c
e 4 ) % >
« % > # 6 66 7 )
e %
. % > 7
* ?
. ? > ) #
. 2 #
I % L ( % 5
% ( : # * 2 # * % # 14
/ ( & > > >
3+ ?
= # > 2 &7 #
& KK
F76
-8 / # 7 6
/ > & #00) | J
%
14Y -1 61276 "A Il 4 [76]
/ 3 | w | # 2@ > = # " < D# - 8# >J >
& ( = # > 22 & (: > J
© 1999-2017 Citrix Systems, Inc. All rights reserved. p.18

https://docs.citrix.com




/3 ' +$

%

> # 5 - #

%

+ / % - > I- #

< / % ( % >

) % ( &

# 5.4)

8@ &+

8 TFT (¢

% # > vt

% . *

% | # 28 < C

. %t
o 7 %t
# # )
o 7 & **

e B x5

https://docs.citrix.com

# 28
# 28
% &

o *

# 28

*k

* %

*%

#J

(%

% & #
A > < %

© 1999-2017 Citrix Systems, Inc. All rights reserved.

L 2* % >

p.19



http://docs.citrix.com/de-de/xenmobile/10-3/xenmobile-server-10-3-6-overview/scalability-and-performance.html#par_anchortitle_1

* - 15. 435

. # I, 4
o W*& (o3
] /I C
e @ D C
« I LUR) *
& ( C
.« % O A r7? ( LF
o - a LF
% # > A > < ) % & ) 9 #
/ # ( - ) A > 3 < ) > # ( / , #
+ % - * & 5 %
I % 2 )y C
o/ % > # 5 2 = ( % 4
> ) % @ > > ( ) ( % # ) > # > >
4 >
o« / 2 b # > # # *
° - 8 > 1 4& , % & #
e / 3 1 > +$ *) 3 - ) &
/ : ( * g ) 9 &8 < > 2& i1
/ % / * . ) > D ()
% # 8 < S> ), % i >
- > B ¢ 6!
# # ' ( EEEF 7EEKK 66 EE
%
9 I- > J 7 7! F F
? | @ 8J K! FF
3 <
, ? ( & & 1J & 1 13
= # ! > 2 ? 7 % & ! & ! & !
7 14
& - ( u - ( U 1 1
& # #
\ o F' % 6 14 F' . % % 14 % F 1
%t I # 219 F' . % 6 14 F , % , % 14 s 6 14
1 -8 # # -8 (03 -8 C -8 C
# ; # ; # ;
*# C *# CT' * # GBF'
14C7 14C7 14C
& 11 1J
1
|1

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.20



http://docs.citrix.com/de-de/xenmobile/10-3/xenmobile-server-10-3-6-overview/scalability-and-performance.html#exit-criteria

1

1

F' % 6 14

F'o % 6 14
U ( > ) w* ? ) # # * 1 8 *< 3
A > @@ / 2 * 5 ) # A > S # #
/ ( # / *
- w
., & > % l *J

o/ # # # ci 1

o/ # # # = # > 2&% @® 7 66

o/ # # # @ 8 &b @
. - # > (# 2 0# B % # 14 *O#

°« 4 ) % > = # 1 > 2 & (

No. Of Devices

1000
(standalone)
 Login Rate - FTU

- 3750
3500
3000
500
000
1500
1000 625
500

Optimal Login Rates/Hour

10000 30000 45000
(Standalone) (Cluster - 3 Nodes) (Cluster - 6 Nodes)
625 833 833
1666 3750 2812

Returning User Logins & Error %

{On Boarding) L
M Login Rate Non-FTU
(WorxApp) 1000
50000
£ 40000
o
o
3
]
o 30000
F4
-
&
= 20000
o
o
(-3
10000
o
Standalone
&=l Expected # of Devices 1000
. Actual AG Logins 1000
ld Actual Enumerations 999
e Over All Error % 0.010

https://docs.citrix.com

0.800
0.700
0.600
*
0500 #
=
0.400 =
]
0.300 5
0.200
0.100
0.000
Standalone 3 Node Cluster 6 Node Cluster
10000 30000 45000
9998 29997 44991
9998 29854 44990
0.121 0.432 0678

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.21



# H (% % # % ) 3
/ % , # ) - ( %# ) C(
Internal Network
External DMZ
Network e
(Mgmt) 27000 License Server
389/636/3268 g
Active Directory
Devices
44y
443/ 8443
8443 SharePoint
Prrssasnmsniann
= Fi— ) Em—
NetScaler XenMobile Exchange Server
o 1433
L1
SQL Server
443
Apple Push Notification NetScaler Gatevay
service (APN) certficate Certificate Authority (CA)
=]
Domain Name Server (DNS)
123
389/636/3268 > —
Network Time Protocol
E 3
£ i
/ % ) # ) 4 s 1 # & W ) %) A. )
External DMZ Internal Network
Network -
4443 27000 License Server
(Mgmt}
= 1
! 1
: ! 359636/3268
| : Aclive Directory
Devices : : N
: | [ B ]
l
b | Yenobie | - | SharsPoint
| [—
! — 25/443
Exchange Server
5223 =
g 1433 | 1
& SQL Server
Apple Push
se’\:uoi::'tram;\“::s] 896363268 Cerfificate Authority (CA)
certificate EEE,,
EEE 53
MetScaler Galeway 443 (80/8088) StoreFront Domain Name Server (DNS)
_— 123
442 443 14842598 Henpeskicp Network Time Profocel
ShareFile
r:%: 43 % ShareFile
@ E|  storagezones
L Controller

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.



I > . # ) > # % > (
>
% > ( > % ! % > ) L . ) % > % *)
> * % * 5 * I % 1% > #
* ) A > < e
9 & ? ) # - % < ( 2 ( ) % x>
# ($ ) / > % % )
% <
> > (e
D ( 4 % = # > 2i- ( > )L
@ 8 & @ 8 L % * ( %*l@ D D/
@ > &*IAl )
@ & & 9* T @ & &+ 9 # 3 (# # W&, )# - s /
C o+
| asra > * % | s8> I @ 8 & ) J 9 &+ ( @ $ % W+ &
( ) % * : D & &b = # ' > 2 >
% %
/ # / > y ) ? c
o / > #
e/ @ > & > #
# * > ) 9& % &
B ) 8 # ?
/ > % # ) S, td $ # )
) %wrd >
@ > > ) # )
> ) ! ( # )
) % ) @ Koo /I @ )y 9 Fo( * 4 8
/ D*D D # DBt D 8
A="450' -=C=59, % 9=-="4- 59A -=-='-,M-@-/-,?-, =/4=' , 1A. =-=
9 & 15. 4%
/9 & & I % 2
e % # -
L4 y
e %
o "
o W& e & & I &+
o W& |4 $# 1 > 2 J
L] / M*
« W 1@ & & &) # s# ' ( )
o . # * 19 J
i @8 & @ 8@ & 1?7 =& > 2
. # o wr )
I % * > c
( , - - @ 8 & @ & & | &*& - # Wr&
( Ok x * ( * ( 9 * ! > * / .
( , # *
19 J
| 6 6 7 7
https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.23



http://docs.citrix.com/de-de/xenmobile/10-3/xenmobile-server-10-3-6-overview/scalability-and-performance.html#exit-criteria

! 6 6 7 7
! 6 6 7 7
! 6 6 7 7
% ) # $# @ 8&
/ % | # $# @ 8% J/ % @ 8 & @ s@ &&* |/
> = # > 2& & < > / @ 8&6* > > : =
@ 8@ &t* @ & & 9 + 2 (
o % = # > 2 J
e @ 8 & @ 8@ & 1? =& ?
> % * )
( - - wr o ( 2 =&
!
!
!
!
I % ? =& *# @8 & @ 8@ &
/2 *< )@ 8 @ 8@ > (&
( 2 2% / * . / *
@ 8 & L 7 6: 6:
@ 8 & 7 L 2* 71
@ 8@ & 27 17 1K
@ 8@ & 7 .27 6: 6
) 2 X EK X6 K
@F
7.2 C 2 # - ? | @ 8 # - 8# & # J
.22 7C 2 # .o ? : # 2 o+ # > + > | @ s@ & J
/ - * @8 & @ 8@ & <
% > M ? > # % 2 @ LS ? & + >
+ # > ) = # > 2&
@ 8 & @ 8@ & <
/) % * > < S S% . @8 & @ 8@ & <
@ 8 & <V %
= # # 7
* = # # F
= # # F
+# = # # 7
I # # # = # # +$ 13 J 7

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.24



@ 8@ & <V %

@ &8

+ @
I # # # " % o > r @ e
Io# # # % +$ 12 3
I # # # % > +$ 123

/ 3 < > ) > C
o= # > 2 # 8 = % > (
o / = # &
e = # ' > 2> ) & 7 6F& &# ) >
% ! % 2 , # ) * 3 < I %
3 c
e 4 ) % >
« % > # 6 66 7 )
e %
. % > 7
* ?
. ? > ) #
. 2 #
I % L ( % 5
% ( : # * 2 # * % # 14
/ ( & > > >
3+ ?
= # > 2 &7 #
& KK
F76
-8 / # 7 6
/ > & #00) | J
%
14Y -1 61276 "A Il 4 [76]
/ 3 | w | # 2@ > = # " < D# - 8# >J >
& ( = # > 22 & (: > J
© 1999-2017 Citrix Systems, Inc. All rights reserved. p.25

https://docs.citrix.com




9# 7

[
[ )
[
[ )
5) 4* >
@ )
% > )
5 % >
! 5
/1 # &
%
+
@ 8A >
>
. (
e / 5 :
° 5
[ ]
% , +
< @
?2 > =
> 2 #
°o /
o /

e @ 8A >

https://docs.citrix.com

& , 4*
#
# 6
8 G 1 16 3# &
3# 4* / 8
4% 3 < %
I <
& ) V# # > - %
« ) < &
!
5 C
& ? 2
% # # @
#
+ C
: @ 8A (%
( >
/ (
(
9 & # @ 8A @ B8&4*
F& 9 E& ( & ) @ 8A # |/
) > = > 9 <
# C
(
# ) @ 8A | &F*

© 1999-2017 Citrix Systems, Inc. All rights reserved.

%

#

>

) @

p.26

8


http://docs.citrix.com/de-de/xenmobile/10-3/xmob-upgrade-tsk.html
http://docs.citrix.com/de-de/xenmobile/10-3/xmob-install.html
http://docs.citrix.com/de-de/categories/solution_content/implementation_guides/xenmobile-deployment.html

& + , < )% & 9 & (
3 < o, * < -, * < )
, *< # * % >
A > ( , o< # ) @ > & ,
(< @ >& (
/ ( * ) , ) # %
/ # > # < Y
3 < o, * o< ( )
Y # ) %
($ % ( @
"
! 4 ) @ 8 ) A (# 1 #
I > # $# % & ) "4 #
% & > 1 8/ # $# %
% & S #2& % & S/ #2& % & & (
* # 1 5 () ) : >
/ # $# % & > > > ) #
(> % &
/ #8& % & ( > ) # =
# Y > # (> /I N % &
> S > i> #2& % & (
4* L# )
A > C ) ? : # %
- -=.Cc ( > /I N % & \ /| & >
#28& % & (
/2 # o S# % & ( # 2 #) | # '
? = / # ) - / # OS# % &
@ & % . 4*
% & #) 5 * < ) !
5 # ) @ > )
.II %
/ # O $# % & ) %
o * > W | # 28 > ( @ ) %

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

&

&

%

(

p.27

$#


http://docs.citrix.com/de-de/xenmobile/10-3/xmob-enrollment-adding-users-groups/xmob-enrollment-enroll-windows-8-1-devices.html
http://docs.citrix.com/de-de/xenmobile/10-3/xenmobile-server1035-overview/xenmobile-device-enrollment-limit.html

- o= # ' > 2 9* ) %
($ % : % # 3 > M
. * + # - * + # owx % +
o * Y # ) > + W*&* W*&+ # 3 0%
e % , : # $# A # S- &, "> > ? >
o ' ) % & 9 & ( [/ # % o *
# 3 o, * )
# $# % &
e % # S$# % & &) ' ( # $# % & + ,- . &
- . & / D) & ) # >
- . &
o / : ) # S$# % &b + # 5 C
* - &, e & =
o OfF* Y * + #
*
5) # o S# % & ) > % # # <
) " T < I 15, / =J)
& ) +
# $# % & > ( > -=. & & /= &
#2& % & > o = # ! > 2&; | = J
% > 4 * ' (
> ) > 5 I # "
Ll ( %
> ! % %
C
/
e 5 | 3
i [ e = 5
/
/I N %
o [
— e 5
.= I 3
e = 5

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved. p.28



> (

e 5
o = 5
%
A > C 5 >
. [ N #H& % &
[ ]
( > @
% & (
+# #H
& )
#2& % & >
e 5
" ¢ = 5 4 % & C
. [ e 9* 4%
% # $# % &
7 ) (
# 3
S )
# $4# %

3 < ) # ) #
% &

% # $# % & # % & ? > -
/ # $# % & # # % N / &
& -=. % N / & >
#2& % & ( : ( : 4*
*
/ #H& % & ( > ) > )
. ) > # ) 2*
( > >
https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.

>)

p.29



) -
=. DW?D [/ ! &
% & I
=. DW ?
# $#
=. DW ? /| N % &
)
/ &
> ( # 5
+# &
5 ( # S# %
# S# % &
!
0o *) ? > o'
) # v
o > # )
& &
? &
4*
(# # @
($ -=
% @
# S# % &
@ %
' > 2 %
= ! > 2 9*
%
- 3
o6t % > -
# S# % &
K @
&
# $# % &
| #2& % & >
> 4

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved.

%

&

J

4*

%

% & < C
+# #
?
3 #
#
@
: 3
F66 66 )
)
% & :
3
>
3 > M
# ) ?
)
>
)
-=. & 5;/
# ' > 2&; | =
#28& % & |

. S

#2& %N &

$#

%

%

&

p.30


http://docs.citrix.com/de-de/xenmobile/10-3/xenmobile-server1035-overview.html#par_anchortitle_4fd0
http://docs.citrix.com/de-de/xenmobile/10-3/xenmobile-server1035-overview/xenmobile-certificate-authentication-for-mam-only-mode.html

13
5
< <
*
9 + #
* *
* +#
%e*

W*&+ # &?

https://docs.citrix.com

$# % & | 1 )

%
%

#2& % '
| #2& % % # $#
| -=.J 1
-=.J
4 ) 9
=# ) = # ) <
= ! > 2
&
&
# &
# o
( (s ( (
( #
? >
? >
= # ' > 2&
= # ' > 2& ? >
5, /=
5,/ = &; | =
N3
# -
N N
- &, N
3 > 3 >
4, N3 > >
N =
4 ) 4 ) 4 )
=# ) =# ) 4 )
o5 * O *
( # ( # oG *
> 3 > 3 > # >
1 1
+ # + #
B # - :
( #

© 1999-2017 Citrix Systems, Inc. All rights reserved.

&
J

p.31



%

+ #

- %#

°
®

[ ]
~

(]
~

%

$# % &

%

2&

%

#

Vet

& 2&

w* >

https://docs.citrix.com

# #
% %
= # ) > ) )
% % % %
) %\—* %‘r* >
> # )
)
0w &+ # >
=# ) ) Wr&+ # >
4
) ) 4 )
[ 3 < 4 ) 3 <
3 <
) * < 1 *
# 1
4 \
) 4 ) o\
. o =# )
( o+
O/dc*
+ & # /"
% < ) = # ' > 2
) = # 1 # =1J
% , # Oo# # 9 & [ * 2
# ) @ 8
9 / * & % & (
o * & / (
o * &+ # #
, @ 8A
% = 1
# t( B , = &%
B , # L # ) (

© 1999-2017 Citrix Systems, Inc. All rights reserved.

p.32


http://docs.citrix.com/de-de/categories/solution_content/implementation_guides/xenmobile-deployment/design-and-configure/reference-architecture-on-prem.html

= # =
# $# %
3 #
7 3#

3# A
6 3# #)
L %

' %

XenMobile

Analyze

) ! c
& n 2 # =
- #
)
8
# / > #
# # * #

Manage Configure

Settings

Server Properties

Add Mew Server Property

Add New Server Property

*
@ -
3 >
L # #

https://docs.citrix.com

Key ®ms.servermode - @
Value* MAM
Display name* Global MAM-only mode
Description
# 8 # $# % & 1> &
# ) / & ( # / =

© 1999-2017 Citrix Systems, Inc. All rights reserved. p.33



11 < <
B 7F:7
? > " < < # $# %
& = # > 2& < /
% ) # (
% # & C
5) # 1 " & *&
7 5) " " J ?
5 & &
% & C
#
7 3& () %
3 %
6 3 = # > 2 )
= # > 2C
3 = # > 2)

X 3 # *& ) D
7 5) *& C
<
< | 1 = J
< Vv
< | J

%

$#

© 1999-2017 Citrix Systems, Inc. All rights reserved.

%

&

p.34



#Add or Remove Snap-ins

You can seleck snap-ins for this console from those avalable on your camputer and confiqure the selected sek of snap-ins. For

extensible smap-ins, you can configure which extensions are enabled,

Available snap-ins:

Snap-in Yendar

=1 ActiveX Control

ﬂCertficates

Boloevice Manager
= Disk Managemenit
&5 Enterpriss PKI
[@ event viewer

Drescription:

ECcmpL.r.er WManagem,., Microsoft Car,.. £
Microsoft Cor...

Microsoft and. ..

Wicrasoft Car...

Microsoft Cor...

“Felder Hicrasoft Car. ..

[ Group Policy Object ... Microsoft Cor...

Birternet Information... Microsoft Car. ., LI

Microsoft Car...
.Hgi-\utr‘ﬂuzamn Manager Microsoft Car...
E Certificate Templates  Microsoft Cor...
Wicrasoft Car. ..
Lalcertfication Authority  Microsoft Car...
?*-ic:mpc.nent Services Microsoft Cor...

Add =

Selected snap-ins:

" Console Roat
& Certificate Templates
ECéltlfltétc—i {Local Computer)
Ef_eltificates = Current User
'_T_AJCertihcation fuathority (Local)

Edit Extensions. .,
Remove

[flcve L

Advanced. .,

The Certificate Templates snap-in allows you to create and manage certificate templates.

Ok Cancel

¥ Consalel - ole Root', Certificabe Templabes (DCO1testprisenet )]

i Fle Getin Visw Favprites fiindow el
ok A [ N ER 7]

| Console Fiook
] cartificate Templates (DCDI bestprise.net)
# il Certificates (Local Computer )
(31 ol Certifiestes - Currerk Ussr
(3] Ly Cartification Authanty (Lozal)

QIR Pesponse Soning

1 RiAS and 145 Servar

= poat Cartification Authity
5 Proastes (DFRiD roquest)
% Sam zenprise cort

& sameertestoert

s0ep

) Smartcard Logan

& smarkard User

& 55

0 Woekstation Authentication

4]

Template Heme = Hinimam ed Cis Versian
Enralsert Sgenk windeas 2000 4.1
Envalsert Agent (Cariputar) winidons 2000 51

F Envatmmriz Agent 1 windows Server 2008 Ert, 100.2

3 Exchange Envalent Agant (OfFine request)  windows 2000 41

| Exchange Envolmenit Agent 2 (Cffine request)  WAndows Server ZO03 ENt... 1003

2 Exchange Signatuse Orly Wandows 2000 a1

._::-E*srhnnmuscr WAndows 2000 71

& IPSec “indicas 2000 a1

Z1Psac (Ofine raquast) indos 2000 71

= Kerberos duthentication Vdindons Server 2003 Erk... 110.0

ey Recavery g=nt “dindows Server 2003 Erk... 1050

1 Mokile Dasthetar Cert ‘indows Server 2003 Erk... 1003

= Mekile Liser Cent windows Server 2003 Erk..,  100.3

“Weindiowis Server 2003 Ent... 1010
Weindowes Server 2003 Ent... 1010
Weindows 2000 5.1
“eindiows 2000 4.1
Weindows Server 2003 Enk... 1002
“eindows Server 2003 End... 1002
Weindows Server 2003 Ent...  100.3
Meindows 2000 &1
Heindows 2000 114
eindows Server 2003 Ent...  100.5

Suberdinzte Certfization duthority eindioass 2000 5.1

Weindoais Server 2003 Ent...  100.2
Weindowes Server 2003 Ent...  100.2
Weindows Server Z003 Ent...  100.7
“Winidiows 2000

Heindows 2000 .
Weindows Server 2003 Enk...  100.3
Weindoaws Server 2003 Erk...  100.7

Mendoaws Server 2003 Enk 1002
“eindows Server 2008 Ent...  100.2
rindows 2000 4.1

Weindais Server 2003 Ent... 1010

(IETE]
Irkended
Certiicahe Request Agent
Certiicae Request Agent

Client fuithenkiation, Server Suthertizabion, Smart Card Logan, KDC Auth

Key Recavery Agsnt
Clenk fwthantication, Seoure Emal, Encrypling File Sysbem
hent futhantication, Ssoure Emal, Encrypting File Syatem
QIR Sgring

hient auchantication, Sarver Authertication

cheri: aushenbicaton, Seoure Emal, Encrypting File System
Clent auchenbcation, Secure Emal, Encrypling File Sy stem

Encrypting File System, Secure Emai, 8 securicy IKE reamediate, Clent &

lenk fwkhentication, Seoure Emal, Encrypling File System

here fuithantication, Saoie Emal, Encrepling Fil Systeim
«here: mthentication, Secure Email, Encrypting Fise System
Chigric auithentization, Secune Email, Encrypting File System

Clert: futhentcation, Secure Emal, Encrypting File System
Encrypting File System, Secure Emai, Clent Suthertizstion
Client duithenkication, S=cure Emsl, Encrypting File System
Clien: uthentication, Sscre Emsil, Encripting File System

here uithentication

|60 certificate templates
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Mrwem fay 10 ]

Chaooe which crpptographes providers can be uped o requests
O Broquetts can ute sny peovider avasiable on the subject's computer
(&) Rimguatts ot i ore of the folowing peoviders:

Roqust hath | D stemmared by C5P ]

[] Use skerrste signatre lomat

[ox [ cowes J[_goow ][ nee ]

E @( % 9* > %
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Properties of New Template

Slnﬁie_drd_lrd-a“e: Eﬂﬂf.ﬂ ] Securty
Empaibﬁ,—]__ﬁmal [ Request Handing [ Coptogushe [ Key Allestaion |
e N

=) S upcly n i

1 Buald Froes thes Mactnes Deachany rbaimabon

Sebect ther optaon b enlonce co

siercy among tubgech name: and in

=i

* Conteod i dinsbled dus to gompaiitaity pettings,

o) [ ] o | (]

it Raithe

T T Tant fathanbe shine Sarors Frow

A ) ?

1 <

— n < > ( " <
73 # # # # > ( = 0% "
] Console Root Marme Intended Purpose

& Centificate Ternplates (DCOT testprise.net) 5 Copy of Web Server Server Authentication

I G Certificates {Local Computer)
I '_';] Certificates - Current User
4 15 Certification Authority (Local)
4 g testprise-TESTPRISECAZ-CA
[] Revoked Certificates
[ Issued Certificates
[7] Pending Requests
|7 Failed Fequests
= Certificate Temnplates

E Copy of Computer

51 Mobile Desthstar Cent

9 Maobile User Cert

E Tday

5 1haur

E Directory Email Replication

T Domain Contraller Authentication
E Kerberos Subhentication

Sl eFs Recovery Agent:

5 Basic EFS

5 Dormain Contraller

T Web Server

E‘ Computer

3 User

5l subordinate Certification Suthority
51 Adrministeator

Server Authentication, Client Authentic..,

Clignt Authentication, Secure Ermail, En..,

Client Authentication, Secure Email, En...

Encrypting File System, Secure Email, Cl...
Client Authentication, Secure Email, En..

Directory Service Email Replication

Client Autherticstion, Server Authentic..,

Client Authentication, Server Buthentic,.,

File Recovery

Encrypting File System

Clignt Authentication, Sereer Authentic...

Server Authentication

Chent Authentication, Server Buthentic..,

Encrypting File System, Secure Email, L.,
<0l

icrosoft Trust List Signing, Encrgpting...

hanage |

Mews 3 || Certificate Ternplate to l3sue

Refresh

Export List..

Wi 3
Arrange lcons 3
Line up lcons

Help
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Select one Certificate Template to enable on this Certification Authority.

Mate: IF a certificate template that was recently created does not appear on this list, you may need to waik untl
information about this template hagz been replicated to all domain controllers.

All of the certificate templates in the organization may not be available bo your Ch.

For mere information, see Certificate Template Concepts.

MHame Intended Purpose: A
3 tang Client Authentication, Secure Email, Encrypting File System

.@ Trust List Signing Microsoft Trust List Signing

& User Signature Only Secure Email, Client Authentication

[ UserRequesteiName 2 Client Authentication, Secure Email, Encrypling File System
T User-RequesteMame 3 Clignt Authentication, Secure Email, Encrypling File System
T user2 Clignt Authentication, Secure Email, Encrypling File System
16 user3 Encrypting File System, Secure Email, Chent Authentication
T workstation Authentication Client Authentication

Mobile_Template Client Authentic:

File Ation  Wiew Favorites  Window  Help
«= zn@ 8| 6=l

[ ] Console Root || lssued To = Issued By Expiration Date  Intended
& Cerficats Templates (DC0N.testprise.net) o adrministrator testprise- TESTPRISE_CA-CA, W11/206 Encryptin
I @ Certsficates {Local Camputer)
4 [k Cerbficates - Current User
4 [ Personal
| Certificates

| Trusted Root Certification Authorities
: _\_:l.] Eniterprise Trust Al Tasks L4 Request Mew Certificats..
b Intermediate Certification Authorities Refrash Impart..
b [ Active Directory User Object Export Lista. Advanced Operations *
b Trusted Publizhers I
[ L Untrusted Certificates __v'm S
[ [ Third-Party Root Certification Sutharities | Arrange lcons >
b :| Trusted People Line up lcons
0 Client Authentication lssuers I
[ Certificate Enrollment Requests l Help

[ Smart Card Trusted Roots
b Ll Certfication Autharity (Local)

6/ # " < > 3 # @
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Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other secunity-related tasks,

Before requesting a cerificate, verify the following:

Your computer 15 connected to the netwark
You have credentials that can be used to verify your right to obtain the certificate

I @ w | # 28 # # @

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrallment for cetificates based on predefined cerificate templates.
Certificate envollment policy may already be configured foryou,

Configured by your administrator
Active Directory Enrollment Policy ~

Configured by you
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Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

click Enrall,

[wA Liser
D user?

Jusers

T T T T T T T TGO el T S T o Er i e E e, IO TTere T CoTig e Sy s

ﬁ More information is required to enroll for this certificate. Click here to configure settings.

4, More information is required to enroll for this certificate. Click here to configure settings.

[JUser-RequesterMame-V2

) STATUS: fwailable Details w

3 STATUS: Suailable Details

1) STATUS: Available Details w

@SiﬁTUS: Anailable Detailz » —
L

[ Showe 2l kermplates

| Enroll || cancel

K -8* 5 & #
lssued T * Expiration Date  Inter
Tl fdministrator testprise-TESTPRISE_CA-CA 3142016 Encr
| Open
| Al Tasks Open
Cut Request Certificate with Mew Key...
Copy Renew Certificate wath New Key...
Delete Advanced Operations *
Propertie: Export...
Help
F3# B:* # ) g*
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Export Private Key
oul can choose bo export the private key with the certificate,

Private keys are password protected. IF you want to export the private key with the
certificate, vou musk bype & passward on & later page,

Do you wank ko export the private key with the certificate?

(8) es, export the private bey)

) Mo, do nok export the private key

E % 3 (# @ + # " < " < *

Export Fike Format
Certificates can be exported in a variety of file formats,

Select the Format you want bo uss:

) DER encoded binary 4,509 (CER)

) Bage-64 encoded X509 {.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
[ inchude a1 certificates in the certfication path if possible

(®) perconal Information Exchangs - PKCS #12 (PFX)
[V Include a1 certificates in the certfication pathif possible
[T Delete the private key if the export (s successful
[#Expart all extended properties

) Microsoft Serislized Certificate Store { S5T)
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Security
T maintan security, vou must proteck the private key o a security principal or by
using a password,

[Group or user names (recammended)

[ Passward:

Confirm pasaword:

3# & " 2 # / # - >
73# " < tJ

' C
° * C#) * #
o #) * # 2*C31 Q7
e ? > C
o #) * # G # | # # : 5 & #
e 3 > C 3 > : ) "
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o # ># & Gt ># | > J
o # * Gt * | > J
e % 2*C
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Import

You can import certificates or keystores used by PKI components. You can import several certificates,
but you can only have one certificate active at a time.

Import Keystore b
Keystore type PKC5#12 -
Use as Server o

Keystore file* m

Password"”
Description
V7,
Cancel
# *
) "< # > - <
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settings PKI Entities

Microsoft Certificate
Services Entity

1 General
2 Templates
3 HTTP Parameters

4 CA Certificates

Microsoft Certificate Services Entity

Microsoft Certificate Services Entity: General Information

Name*

Web enrollment service root URL*

certnew.cer page name”

certfnsh.asp*

Authentication type

S5L client certificate

test

https://RootCA-URL/certsrv/

certnew.cer

certfnsh.asp

Client certificate

Select an opticn

Import 5L certificate

6 5) ? ? 3 < # & <
# (
Microsoft Certificate  Microsoft Certificate Services Entity: Templates
SEI’ViCES Ennty Specify the infernal names of the templates your Microsclt CA supports. Every Credential Provider using this enlity uses exactly one tesmp er i he
1EE thie list defined here,
1 General Templates
Templates* [* Add
2 Templates Tamplate
3 HTTF Parameters
# rtificat
10 * A & # " & <
@( < ) % & < > >
+ 3 & < * >
Microsoft Certificate  Microsoft Certificate Services Entity: CA Certificates
Ssr\ﬂlcss Entiry ndicaie i riificales you want o uge far this entity by slecting o ciearing the check boxes. An entity uatli 11 0 el Bas] b i
= that might i fie yrrad k o 5 T It igr far ks s obtain roUg ghvEm
1 Gereral ke o segned by the same OA Accordi A ] ebact one of the certificabss configuied hers in the Distrik e of the Credental Provide
2 Templatas
Name Serial mamiber Valid from Valid in
4 HITE Parameters training-AD-CA 14 - = G232/2013 OBE202D
4 CACertificates
K3 # * #
3 < %
= S S o" < > 0% ) %

73 # A )
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e % - aa( 3&
o % Cc'=
« ? aa( 3& ( ) 2
Credential Providers  Credential Providers: General Information
g an define one o more ial | for i rificate issuance if i i ol th ific T by rithem
the conditions for the carfificate renawal or revocation '..'.'.\
1 aneial
Name* Henhionlia_FH
2 | Signing Request
SO I Xenkiobla FK) Corfigurabon
Disinbution
R ion Xenhol Issuing entity WS Pl =
Revocation PRI
Es=ing method SIGM -
fenee Templabes XMTemplata =
6 3# " < Cc
e # ) C %
o # ) +$ O 6F
o CA%> , %
* % Gt [_
I % > % YaHt = / # = # )
% < >
| 3# ) % % A ) C
e . 2¢C *
° @ C_ * H#*
Credential Providers  Credential Providers: Gertificate Signing Request
Configure the parametars for the kay pair that = created dunng issuance, as wall as the parameters of the new cerbficate.
1 General
Key algorithm REA =
2 Certificate Signing Request
o Key sire* 2048
3 Diatribution
4 Revocation XenMobile Bignature algornthm SHATwithESA -
5 Revocation PKI Subject narme® cn=%5uger USamamsa
Subject aternative names
o Renswal
lype WETEE [ Add
Usar Principal nams Suser.userprincipalnams
3# ? C
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" aa "

Qa( C#)

Credential Providers

1 General
2 Certificate Signing Request

3 Distnbution

Credential Providers: Distribution

Iasuing CA certificate CGN=training-AD-GA, Serial- s

Select distribution mode

& FPrefer cenfralized: Server-side key generation
Prefer distributed: Device-side key generation

Oy distributed: Device-side key generation

K >
/ 9~ >
F3# ? |
E @( ) " <

Credential Providers

1 General
2 Certificate Signing Request

3 Distribution

% # & * 3&* #

%

Credential Providers: Renewal

| N @)

Fenew when the cerlificate comes within® 30

Fenew cerfificates when they expire

Do not renawy cartificates thet heve elready axpired

days of explration

4 Revocation Xenhobile Fend natitication 22

ER tian PKI NoOtity when the certificate nears expiration OFF

& Renswal

3 # * #
— 1
3 < = # & <
# & # " 2 # /

S >
73 # = # ' > 2

@ = # ' >2 # # ) > # A )
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3 > # O
% G =
6 < ) % < - # * #

XenMobile Analyze Manage Configure

Settings > NetScaler Gateway

NetScaler Gateway
When you configure NetScaler Gateway, you configure the authentication mechanism for remote device access to the internal network. If you use
NetScaler Gateway with StoreFront as the authentication server, you need to enable StoreFront as well.

Authentication m

Deliver user certificate for authentication m @

Credential provider select provid...

(M
Add

Name Default External URL Logon Type # of Callback URLs v

I @( % % # * g

B > 2)

w
N
[

5) # = # ' > 2& ( : 1 < <
# SH# % & <
# = #
73# 1 < > 1 8 # > (
/ > % 3 < = # & ) & +
@(
6 3# '
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> NetScaler VPX (8000)

Dashboard Configuration Reporting

+ Tratic Mansgement NetScaler for
+ Optimizaion XenMobile

+ Secumty

&)

+ KetScaler Gateway

Show Unlicensed Features We | CD me |-

A : This wizard guides you through the configuration of Netdcaler features fod your XenMobile deployment
Integrate with Citrix Products

You can configure NetScaler to enable Mig b for o load balance S5L-secured device manager traffic, ag well as Euch
sser connections to ShareFile StorageZone Controllers based o
+4 XenMobile b
4 XenApp and XenDesklop Select the XenMobile version with which you are deploying NetScaler.
KenMobile 10 -
r——
Get Stnted

2

e (# Yt = # ' > 2 #

NetScaler for XenMobile

¥| Access through NetScaler Gateway

o MicroVPN for Wore Mobile Apps to connect through.

#| Load Balance XenMobile Servers
52 NetScaler to load balance XenMobile Servers

Load Balance Microsoft Exchange Servers

Use Neticaler and XenMobile NetScaler Connector to load balance Exchange Servers with

email filtering

| Load Balance ShareFile StorageZones Controllers

Uze MetScaler to load balance Sharefile StorageZones Controllers based on the type of content
requestad
Pr——rTTE— S

Continue Cancel

.

F @( 5 2 # 9* 1 1 <#

% @ > # 4 8 # o <# *  #2 1 %

>(
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E @( 1# # 1%#

File Browser

>(

1 | b Current Directory: /nsconfig/ss!/

Mame

|7 ns-rootkey
¥ ns-rootreq
; ns-rogtoert
|E ms-serverkey
=] ns-server.req
| ns-rootsd

| ms-servercert

5) # # =
' #
) %) &b )
71 & W > (
/- ) * 1= #
3# @

Type
File
File
File
File
File
File

File

| Date Modified
Thu Sep 502:13:12 2013
Thu Sep 5021312 2013
Thu Sep 502:13:12 2013
Thu Sep 50211312 2013
Thu Sep 5021312 2013
Thu Sep 502:13:12 2013

Thu Sep 502:13:12 2013

| Date Accessed
Wed Mar 28 17:41:58 2012
Wed Mar 28 17:41:58 2012
Wed Mar 28 17:41:38 2012
Mon Nov 30 21:28407 2015
Wed Mar 28 17:41:58 2012
Wed Mar 28 17:41:58 2012

Mon Nov 30 212807 2015

3 # 1

15,/ =J)
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XenMobile App Management Settings
Load Balancing

XenMobile Server FQDN"

;a- net

Internal Load Balancing IP Address®

192 | 168 . 10 200
Port™

|8443

c nunication with XenMabile Ver
& HTTPS HTTP

MicroVPN Options
Split DNS mode for MicroWVPN*

| BOTH v

Enable split tunneling

6 @( 1 <# <
"< @ & ) 1) ) L :
@
I @ "< # # ) | ## <#
3 8* ? > C
3 # 3 " 2 # oo -
3 # " < >( "< <
#3# - 8*
3 = # & V# > ( 8* "<
3 # @
/ < &6 ) & >
3 # @
( = # & = # ' > 2
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NetScaler Gateway

IP Address 10.199.226.123
Port 443 @Up

XenMobile Server Load Balancing

IP Address  10.199.227.117
Port 443 gUp
Port 8443 gUp

?-::E? Remaove

Edit Remove

Microsoft Exchange Load Balancing with

Email Security Filtering

Mot Configured

ShareFile Load Balancing

Mot Configured

https://docs.citrix.com

Configure

Configure
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73# ' > (
Device Policies Apps Actions ShareFile Enrollment Profiles Delivery Groups
Enrollment Profiles Search Q
(&
Add
Enrollment profile name Created on Updated on Device limit W
epl 2/11/16 144 PM 2/11/16 144 PM 3
Global 2/8/16 11:21 AM 2/8/16 11:21 AM unlimited
~
x
Showing 1 - 2 of 2 items P | B
Edit Reset

/ . > < # ' ) A+
% " + / - #( ) &
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XenMobile

Analyze

Device Policies

Enrollment Profile

1 Enrollment Info

XenMobile

Analyze

Device Policies
Enrollment Profile

} 1 Enrollment Info

2 Assignment (optional)

https://docs.citrix.com

Manage Configure

Apps Actions ShareFile Enrollment Profiles

Enrollment Info

Description about ep goes here

Enrollment profile name* Global
Total # of devices allowed to enroll unlimited > @
(per user)
unlimited
1
2
3
4
5
l (
* %
o, * < OA )
>
, * o< > ( %

WEGET[=

Apps Actions ShareFile Enrollment Profiles

Enrollment Info

Description about ep goes here

Enroliment profile name*

Total # of devices allowed to enroll 3
(per user)
* % > >
=) "t
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XenMobile Analyze

Device Policies

Enrollment Profile

1 Enrollment Info

I 2 Assignment (optional)

I @(
+# : #

https://docs.citrix.com

Apps Actions ShareFile Enrollment Profiles Delivery Groups

Delivery Group Assignment

Description about the assignment goes here

Choose delivery Type to search Q
groups

AllUusers
sales
Engineering

* < o ( +# > ( 3

@( > ) # ' * % #
< >
* < * % >
M *O#
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