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Username: admin
New password: Ji

B $* 2 # $ $ 5 F ' 4 ' JRE# (O #,2% "$

#( #,
, 3 /| 6 # $ -

, 4 %
, @ ( 5"%
S ">

.4+ @ /!

I,/ 5 + @l ! < =

IP address: 192.0.2.0
Netmask: 225.225.225.128

Default gateway: 203.0.113.3
Primary DNS server: 192.0.2.4
Secondary DNS server [optionall: 192.0.2.5

Commit settings [usnl: ufj

B & "# B 3 ' 5 $+# "$ s,
I, 3 /> / « ' / ( +# 4" "$ # " 5%
# 4" "$" (# , O ' 2 # 1 >( 3 ( +# 4"$"'"$,
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Generate a random passphrase to secure the =zerver data? [ysnl: y

, 51 / "6 " " 4 $ #H/ " " 64/5 "% 6 4/ / 6 4/
+ | A /! $' "5 # I 64/ +
% " ( # $
- # / " " 5l #,/ 5?7 5" " " 51 * ( #
e"# 7 " # /| 6 # $ - ,
1 ' #
° 0 ' . % #1 $ /37,4 %$# /J7$9 | $ 5"
9% # # ! ;
o 2 " "5 #" ' $ (, 9% # # $ " "5 57 !
4 5 $ # # "H# ,

Local or remote [l/r]: r
Type (Microsoft S(L, PostgreSQL or MysSQL) [mispsmyl: mi
Use S5L [ysml: n

Server: 198.0.2.10
Port: 5432
Username: postgres
Passuword:

1 ' # [ 4 $# 13J7$1:

Local or remote [l-rl:

B & " # S 3 ' 5 $+ # e S,

K 3 / LPr( + 0" s @ $/ !''$ v #'0$ . %
B $$ ! - 3+ 1" g % " #! ,
7 | 52 6] @ + / 1 5 ( $ :

Hostname: justan.example.comn
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& 3 / 5:: $ $u , " 4 $ 1 % # /
4 # ,
B $’F 5( / n n $ 5 / 2 #u ||$ ,
HTTF [801: 80
HTTPS with certificate authentication [443]1: 443
HTTPS with no certificate authentication [84431: 8443
HTTPS for management [44431: 4443
/
Do you want to use the same password for all the certificates of the PKI [yl:
New password:
Re-enter new password:
B $* 2 #" $ $ 5 F 4 ' JRE#(#,2%
" # ( #,
, 29 / $" 5 # $ 1
n $ ( $+ % #Il ( ni ,
Username [administrator]: administrator
Passuword:
Re-enter new password:
B $* 2 # $ $ 5 F 4 ' JRE# (O #,2%
YH#(#,
,3 / ( * n # 6"# $$| A#u [N u/ @ $n "
Upgrade from previous release (ysn) [nl:
, / I $+ # "H(# AT $ ( 1/ 2%$5 # " !
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Writing iptables configuration...
Restarting iptables...

Upgrade from previous release (ysn) [nl:

Stopping configuration app...
Starting configuration app...
application started successfully
1 $ Stopping main app...
Starting main app...
this may take a few minutes

application started successfully
To access the console, from a uweb brouser, go to the following location and
log on with your comsole credentials:

https:r~203.0.113.8:4443~

Starting monitoring...
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"$% "' 1 $ ,

,@'# 1 $ ( ( 2# # 0$ " #(# A7

(!
) @ ¢
XenMobile
( B ( #
7( ( #1
1 ' #-1 / $"( ! $ ! ? S / 0
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Dashboard

Delivery Groups

Status Mame Last Updated

] AllUsers

B Sales Jan 27 2015 11:53 AM

B8 ShareFile Lisers Jan 27 2015 12:13 PM

" * $ #SH 57? / * ( # % ?#
' 5 $"(#

Delivery Group Delivery Group Information

[NES Dascription

EnaraFile Storge Unassigned
3 + # $ # oo A # "
s 8 3+t AT - #$
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Dashboard

Manage

Configure

Devices show filter
(6] | & | B2
Add Import Refresh
Status Mode
maE (wom]
] (o]
] (mm]

User name

useri@training.lab

user2@training.lab

user3@training.lab

Device platform

i0S

Android

‘Windows Phone 8.x

Operating system version

81.3

442

8.10.14226.359

Device model

iPad

GT-N8013

909
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BS$ " % #' % 5" (! &, * (
' #$ .

XenMobile

Welcome to XenMobile

increase productivity with mobile devices and apps while maintaining security

Tool Update

> Update the upgrade tool to the latest version first. It might contain additional support and fixes.
> If you have the latest update tool installed, you can start with the upgrade.
Update the Tool
Upgrade

XenMobile 9 = XenMobile 10

Test Drive Production Upgrade
> ry > Al configurations, device and user data are migrated.
> > No MDM r
> o for the current deployment. You can continue making > Planned downtime required, the length depends on the data set size.
inges and there is no impact on users and devices.
> Tum off your current XenMobile environment to ensure data

consistency while performing an upgrade

e

XenMobile

Update the Upgrade Tool
To ensure a successful upgrade, you need to update the upgrade tool to the latest version. You can also download the latest version from www.citrix.com download center.

B =]

# # ( *s+# # S/ " $ SA " (8" #(#,

$@ ' | " H$#5 5°'" 5 6 $' 0§ (#"#(#
SR GRS S T #" . "$A

Ars you sure you would like to updats the upgrade file?
The system will restart automatically. It might take some

time to update
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9
"5 " §
Before You Start
First, update the upgrade tool to be sure it contains the
latest support patches and fixes. If you have the latest
version of the update tool installed, you can skip this step.
Cancel Skip
1+ / 9% ! 4 A # $ / #
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Xenhict Upgrade B

XenMobile Upgrade Upgrade Type x
Neratone et
Badencd whund chatan by rrmgraie
5 / n l $ 1 % $A n $ n @ 0 ,

XonMobile Upgraco Upload Packaged Filos from MDM Install Directory
1 Upgrade Tyoe - Uplemi iy B m
....... m
1 / 4 $# /37 " "5 # [ " M" $M & / M "' $M
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#E S / "SB! & ! B " #HS S "
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XenMobile

Production Upgrade Complete Database Configuration Information

Confirm details about the XenMobile 9 Device Database, including your DB user name and password. Provide correct f the certificate th provided during Art tup.
1 Upgrade Type v Database nam
2 Upgrade Source Database type MssaL
Package Files v Authenticate Using NTLMv2
Upload Files v Server*
. § Port*
Confirm Details or 1488
User name
3 Upgrade
Password  [ssssssssssscessenes
4 Logs
Use the same password for all certificates
5 Next Steps
Certificates Password
n * n
1 @05 5 # $+ # #$ #"#( #,

Start

Are you sure you would like to start the upgrade process?

It may take between a few minutes and an hour, depending
on the size of the migration data set. The migration process
cannot be interrupted and restarted from whers you left off.

Cancel Start

"s$@ 'S " #(# A#" '+ 6 $° & (# " /
&, 5? ,

https://docs.citrix.com © 1999-2017 Citrix Systems, Inc. All rights reserved.

p.80



admin

XenMobile Upgrade

1 Upgrade Type

[N}

Upgrade Source

Package Files v
Upload Package v
Confirm Details v

Upgrade

——
@

~

Logs

o

Next Steps

Upgrade x
Track the progress of your data migration to XenMobile 10. If you cancel the migration you must begin again from Step 2: Upload Packaged Files from
MDM Install Directory.

Overall progress: Processing provisionings... 50%
.

Current sub-process: Processing content for provisioning (44)

5%

Gancel

admin

XenMobile Upgrade Upgrade x
Track the progress of your data migration to XenMobile 10. If you cancel the migration you must begin again from Step 2: Upload Packaged Files from
MDM Install Directory.
1 Upgrade Type Overall progress: Upgrade done. 100%
]
2 Upgrade Source
Gurrent sub-process: 100%
Package Fies v D
Upload Package v
Confirm Details v
} 3 Upgrade
4 Logs
5 Next Steps
1 / ' " ' 1 "oy " F4 " 5 T ' "
A#" 9 " #( #, $ ' # $9 $ #$ ( / : " C(# #
1 / 4 ' ' 57? 6 ' #" #( # I ( 2% $
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" # ,
B $
. 1 # n ) $ ' +# % / $ n ( # n "
$ " ’
o 1 #" u#$| % $< # ' 6| _57 / 5 " '
/ [N S *n 55 # ,/ % n $n ( #u
$ n ,

https://docs.citrix.com

© 1999-2017 Citrix Systems, Inc. All rights reserved. p.81



A Error

Migration has failed. For assistance, collect the support
bundle and migration log and contact Citrix Support.

A#II

A#r

5 " A#" 9 $

XenMobile Upgrade

1 Upgrade Type v
2 Upgrade Source
Package Files v
Upload Package v
Confirm Details v
3 Upgrade v
4 Logs
5 Next Steps

Upgrade
Logs x
Review results and debug logs to ensure that all data has been migrated.
¥
(]
Download
>>> 2015-03-10 15:56:56,354 | migration | Starting processing uploaded MDM zip file... .
>>> 2015-03-10 15:56:56,929 | migration | Finished processing uploaded MDM zip file. rc=0, message=OK
>>> 2015-03-10 15:58:23,169 | migration | Starting full upgrade...
>>> 2015-03-10 15:58:24,175 | migration | All required files (fixed file names) present in '/opt/sas/sw/migration/mdm config.zip'.
>>> 2015-03-10 15:58:24,181 | migration | server.xml information extracted from '/opt/sas/sw/migration/mdm_config.zip'.
>>> 2015-03-10 15:58:24,182 | migration | ew-config.properties information extracted from '/opt/sas/sw/migration/mdm config.zip'.
>>> 2015-03-10 15:58:24,183 | migration | All required file are present in archive '/opt/sas/sw/migration/mdm config.zip'.
>>> 2015-03-10 15:58:24,184 | migration | All required files present in '/opt/sas/sw/migration/mdm config.zip'.
>>> 2015-03-10 15:58:24,203 | migration | processing cacerts.pem.jks
>>> 2015-03-10 15:58:24,228 | migration | -—--- Entered addCert () -—--—
>>> 2015-03-10 15:58:24,228 | migration | Deleting existing deviceca certificate..
>>> 2015-03-10 15:58:24,235 | migration | Migrating x509 certificate
>>> 2015-03-10 15:58:24,235 | migration | ***** Entered addCert0() ****+
>>> 2015-03-10 15:58:24,237 | migration | Capturing certificate metadata..
>>> 2015-03-10 15:58:24,238 | migration | ..... Entered extractPrincipalMetadata() .....
>>> 2015-03-10 15:58:24,240 | migration | metadata = {"commonName":"Root Certificate Authority","description":null,"state":null,"email
>>> 2015-03-10 15:58:24,240 | migration | Exiting extractPrincipalMetadata()
>>> 2015-03-10 15:58:24,240 | migration | .. Entered extractPrincipalMetadata() .
>>> 2015-03-10 15:58:24,240 | migration | metadata = {"commonName":"Devices Certificate Authority","description":null,"state":null,"em
>>> 2015-03-10 15:58:24,240 | migration | ..... Exiting extractPrincipalMetadata() .....
>>> 2015-03-10 15:58:24,240 | migration | certCN = Devices Certificate Authority, xmsCertType = deviceca
>>> 2015-03-10 15:58:24,241 | migration | Adding certificate to certificate table
>>> 2015-03-10 15:58:24,833 | migration | ***** Exiting addCert0() ****+
>>> 2015-03-10 15:58:24,833 | migration | Migrated 'l' certs
>>> 2015-03-10 15:58:24,833 | migration | - Exiting addCert () -
>>> 2015-03-10 15:58:24,833 | migration | processing pki-ca-root.pl2
>>> 2015-03-10 15:58:24,843 | migration | - Migrating pki-ca-root.pl2 -
>>> 2015-03-10 15:58:24,843 | migration | - Entered addCert() -—-——
>>> 2015-03-10 15:58:24,843 | migration | Migrating pkesl2 certificate
>>> 2015-03-10 15:58:24,861 | migration | Migrating pkcsl2 certificate alias = rootca
>>> 2015-03-10 15:58:24,874 | migration | ***** Entered addCert0() ***** v
< >
Gancel Back Next
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XenMobile

%

admin

XenMobile Upgrade Next Steps

Upgrade Type v

[N

Package Files v Find information and procedures on upgrading and using XenMobile 10.
Upload Package v
Confirm Details v
3 Upgrade v
4 Logs v
} 5 Next Steps

1. You must configure licenses on XenMobile 10 to enable user connections. To do so, go to Configure > Settings > Licensing.
2. If you deployed the server running XenMobile 9.0 in the DMZ, you must change the external DNS for XenMobile to point to the new XenMobile 10 server.

3. If you deployed the server running XenMobile 9.0 behind a load balancing NetScaler appliance, in NetScalet, you need to configure the load balancing Device Manager instance
Upgrade Source with the new IP address for the XenMobile 10 server.
4. If you deploy XenMobile 10 in a cluster, you must use the command-line interface to enable cluster support and then join the new XenMobile nodes.

Cancel Back Finish & Restart

Licensing

Default license
Trial period
Configure license

Expiration notification

Evaluation license

30 day(s) left

OFF

OFF

XenMobile comes with an evaluation license valid for 30 days. If you decide to use your Citrix license, you can configure it at any time. You can install your Citrix license locally or remotely on the license server.
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== 5ql Server Configuration Manager

File  Action  ‘iew  Help

e&= 5= H
‘@ SCL Server Configuration Manager (Local) Protocol Mame | Status |
o 5QL Server Services W Shared Memory Enablad

& 5L Server Network Configuration (32bit) W Mamed Pipes Disabled
=, S0L Mative Client 11,0 Configuration (32hit) TCRIIP Enahled
4 S0L Server Network Configuration
E‘F Protacols for
i@l . " . .
.. SGL Makive Client 11,0 Configuration
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TCP/IP Properties

Protocal [P Addresses |

TCP Dynaric Porks o -
TCP Part
B 1p4
Ackive Yes
Enabled Mo
IP Address 127.0.0.1
TCP Dynaric Porks o
TCP Part
B 1ps
Ackive Yes
Enabled Mo
IP Address fed0: Sefe: 192,168,200, 234%12
TCP Dynaric Porks o
TCP Part
B 1pall
TCP Dynamic Parks 54940
TCP Part —
-
Active
Indicates whether the selected IP Address is active.

Cancel Apply Help

o]

classes

! >
-l -$ BE9% % #

) 5

8 #

IS[=] E3

= tomcat = webapps = zdm = WEB-INF - classes -

| I Search classes

Organize MjOpen -

- Faworites
B Deskiop
4 Dovnloads

=l Recent Places

= Libraries
3 Docurients
J Music
| Pictures

B videos

1M Computer
& Local Disk (22

J DVD Drive (D:) GRMSX

€l Network,
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Mew Folder

Mame =«

Drate modified

| Type

| Size
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=] devicelayer.xml

= download-service.xml

i

ehcache.xml

i

ehcachez. xml

i

enrollment.xml

i

event-service-context, xml

i

everyiwan-update. xml

| ew-config-reloadable, properties

i

ew-dao.xml

i

ew-managers.xml

i

= ew-spi.xml
|| ExceptionMessages. properties
|| ExceptionMessages_fr.properties

|| ExceptionMessages_zh_Hans.properties

i

external-reports, xml
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# # JK K +L +--M J

# # JK K +L +--M J

|=] ew-config properties u.'Jl
18  # For Microsoft 30L server urll: pooled.datazource.url=jdbc:ifds:sqleerver: /flocalhost: 1433 /everyyan
1% # For Microsoft SQL server urll with a named instance (urlz): pooled.datagonrce.url=jdhe:jtds: sglserver: //localhost/everywan;instance=3(LExpress
20 # For Microsoft SQL server url2 with a Windows authentication (NTLM): pooled.datasource.url=jdbe:jtds: solserver://localhost/everywaninstance=30LExpress;donain=sparus—;

21 # Dracle upl: pooled.datagourge.url=jdbe:oracle: thin: gyerywan/everymani/ /losalbhost: 1521 /eyeryman
22 pooled.datasource.url=jdbc:jtds: sglserver: //fah-234 net, -llaug;instance=]

23 # Pooled datasource host nawe

24 pooled.datasource.hostnane=ah-234. .net

25 # Pooled datasource database

26 pooled.datasource. datahase= aug

27 # Pooled dartasource user

28 pooled.datazource.user=sa

28 # Pooled datasource password

30 # For Microsoft SQL server (10 characters minimum) ex: pooled.datasource.password-everywandl
31  pooled.datasource.password={aes} ==

32

33 # No pooled datasoungs driver

34 #mo.pooled. datasgurce. driver=grg. postgresgl . Driver

35  # No pooled dafasource url

36 #no.pooled. darasource. url=jdhcrpostgresgl: /flocalhost: 5432/ everywan
37 # No pooled darasource user

38 #no.pooled. datasource. USer=gyaryan

3% # No pooled gdatasource password

40 #no.pooled. datasource. password=gyeryian

41

42 # Audit datagource driver

43 audit.datasource. driver=net,sourceforge. jtds. jdbc.Driver

44 ¢ hudit darmsmurcs wil

45 audit.datasource.url=jdbc: jtds:sglserver: //ah-254 —llaug;instance=
46 # Audit daragource host name

47 sudirt.datazource.hostnane=ah-234 .het

48 # Andit gdatasource databaze

49 sudit.datasource.database= -llanug

S0 # Audit datagource user

51 audit.datasource.user=sa
52 # hudit datagource password

| #E 0o ! '6 ? ) vG> G6
I #0 % L@ 2 #

# # JK K +L +-+.@ -

# # JK K +L +-+.@ -
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=] ew-config. properties ﬂl

18
19
20
z1
zz
23
24
a5
26
z7
28
2
30
31
3z
EE
34
35
36
37
38
=t
40
41
4z
43
44
45
48
47
48
49
50
51
52

q Ser

File

# For Microgoft 30L server urll: pooled.gatssource.url=jdhe:jtds:sqlserver: /flocalhost: 1435/ everywan

# For Microsoft 50L serwver urll with a named instance (urlZ): pooled.datagource.url=Jidbc:itds:agqloerver:
# For Microsoft 4QL server urli with a Windows authentication (NTLM): pooled.datasource.url=idbc:itds:s
# Dracle yrl: pooled.datasoyrce.url=jdhg:oracle: thin: eypryman/eyerymani//localhogt: 1521 /eyeryman

pooled. datasource.url=jdbc:jtds: zglserwver: f/ah-234.

# Pooled datagource host name

pooled, datasource.hostnane=gh-234.

# Fooled datasourcs database

pooled. datasource.datahase=

# Pooled darasoyrce user

pooled. datasource.user=sa

# Pooled datagource password

net:

i=llaug

.net

-1laug

# For Microsoft S0L serwver (10 characters minimum) ex: pooled.datasourcs.password=everywandl
pooled. datasource.password={aes}

# No pooled gdatasource driver

#no.pooled.datasource. driver=grg. postgresgl. Driver

# No pooled datasoMics Weh

#no.pooled.datasource.url="dhe:postoresgl: //localhost: 5432 /everywan

# No pooled gdatasource user

#n0. pooled. JALASONEGS - USEI=EYEEIAN

# No pooled datasource password
#no.pooled. datasource. passvord=gyeryman

# ndit gdatazourcs driver

audit.datagource, driver=net.zourceforge. jtds, jdbe.Driver

# hudit darasourcs wrl

audit.datasource,url=jdhc: jtds: sglserver: [/

# dudit gdatasourge host name

audic. datasource. hostnamne=ah-234.

# Audit gatasourcs datahasze

audit.datasource. database=

# hudit datasourcs user

audit.datasource.user=sa

# Audit gdatagource password

s

Action  View  Help

cinc.net:

—llaug

1laug

5> #1(

localhost/everywanzinstance=80LExpre

lserver:

localhost/ever

an; instence=40LExpress; donain=sparus-:

LA EIENE

Stop the service
Restart the service

Description:
¥enMobile Device Manager

https://docs.citrix.com

XenMobile Device Manager

+8.0.0.35278 - httpsfrnwive. ctrix. comy

EhwWorld Wide W :tart

&k workstation e

WML Performe Fauss
Resume:

Ehwired AutoCo
EEWInHTTR Wek

Lpwindows Upd: All Tasks 4
Lhwindaws Time —

Gk Windows Rem_ REfTEsh ...
“Ehwindaws Proc Properties

Chwindows Pres ————Fanu.,
& Windows Mod__ HEIP
“EhWindaws Management Instrumentation
& windows Installer

“EkWindaws Fant Cache Service
“Ehwindaws Firewall

Gl Windows Event Log

“EhwWindaws Event Collectar

“Clwindows Error Reporting Service

& Windows Driver Foundation - User-mad. .
“Ehwindaws Color System

Clwindows CardSpace

& Whindows &udin Endpioint Builder
Enwindows Audio

& valume Shadow Copy

5k virtual Disk

“EhUser Profile Service

“CLUPNP Device Host

55 TPM Base Services

“EhThread Ordering Server

£ Telephony

“ELTCP{IP MetBIOS Helper

C Task Scheduler

26k Sustam Fuant Ktification Service

Provides Web connectivity
Creates and maintains cler
Provides performance librar...
The Wired AutaCaonfig (Do, ..
WinHTTR implements the chi...
Enables the detection, daw...
Maintains date and time sy...
‘Windows Remote Managem, .,
The Windaws Process Activ...
Optimizes perfarmance of ...

Enables installation, modfic...
Provides & common interfac. .,
Adds, modifies, and remov. ..
Optimizes performance of a...

windows Firewall helps prat...
This service manages event...
This service manages persis...

Allows errors ta be reparte, .,
Manages user-mode driver ...
The WisPlugInService servi...
Securely enables the creati, .
Manages audia devices for ...
Manages audio For Windaw. ..
Manages and implements ...
Provides management servi...
This service is responsible F. ..
Allows UPnP devices to be ...

Enables arcess to the Trust...
Provides ordered execution..,
Provides Telephorry APT (T...

Provides suppart For the Ne...

Enables & user to configure...

Menitars swstem syvents an

Status

Started

Started
Started
Started
Started

Started

Started

Started
Started

Started

Started
Started
Sharted

Manual
Automatic
Manual
Manual
Manual
Autamatic (...
Manual
Automatic (0.
Manual
Manual
Manual
Autamatic
Manual
Automatic
Autamatic
Automatic
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Autamatic
Disabled
Manual
Manual
Manual
Autamatic
Autamatic

Znkamatic

" Services (Localy

Mame =

Local System
Network 5.,
Local System
Local Syskemn
Local Service
Local Systemn
Local Service
Metwork 5.
Local System
Local Service
Local System
Local System
Local System
Local Service:
Local Service
Local Service
Network 5.
Local Syskern
Local System
Local Service
Local Syskern
Local System
Local Service
Local System
Local System
Local Syskemn
Local Service
Local Service:
Local Service
Metwork 5.
Local Service
Local Syskern

1ral Susterm
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Generate a random passphrase to secure the server data (y-n) [yl:

Enable (ysn) I[nl:

Local or remote (l/r) [rl:
Type (mi=Microsoft SQL, p=PostgreSQL) [mil:

Use SSL (ysn) I[nl:

Server [1: ah-234. .net

Port [14331: 64940

Username [=al:

Pas=zuord:

Database name [DB_serwvicel: DB_ 1laug _Midas

Commit settings (ysm) [yl:

% 1 1 ) 0o
o % , @1 E E E , #
1 E E E " 1(
# > "
e 0 ! , @ > E , #
"
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http://docs.citrix.com/de-de/xenmobile/10-1/xmob-upgrade-tsk/enable-and-run-the-xm101-upgrade-tool.html
http://docs.citrix.com/en-us/xenmobile/10/xmob-upgradetool-overview.html

C C , 57 ! 0 , %
#
)+ 4 ) ) ) ) #
7 ! ? 7 #
+
4 0 : 5 ) % (
#
7 ( #
$ > 7D, 1 (
! 8 7 D, 1 5 < |
$ 0 T ( 7 D, 1 8
1 5 < +
° ' 2 + 5 5 # # #
e E < ' + 5 5 # #
° ' 1+ 5 5 # #
( 1
# 0 7 2 3% , 5
#
#7 ( , 57 2 ; ) #
> ' ) Lo < 4 (
? #
1#7 ( w > ) L #

Install date and time

Updates

se escription Install date and time Type
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Update

t is recommended that you create a backup before installing updates.

Upgrade or paich file {h_’}

Cancel

9 ) ! 2 3
) < > #

: ) ! )

+ ) )
) #$
! ) #
+$ 2 (
+
7 #
7 #
) > ) < 7
) «C ) % !

) A b I #
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#B

he initial configuration of
Return or type your oWn res

Cormand prompt window admini
iz iz the user name and password you use when logging on to XenMobile at the c

/
8 > 2 1 2 ?
, L # 2 , 1 ( 8
6 ( 8 #
! " # ! +E 0?51
7 ( , 57
6 6 ( #
! $3 # ! + 0?51
7 ( B ) , 57
# ) <= o ( B
1 6 ? Q.l #
1 () < ) , % H [
4 1 2 ! #
, 57 < ( #
D) 51 0?51 6
d (
(04 0?51 #
! ( , B 2 ( 8 8
, Y (
1! 7 , )
> ( 27T®A  8( () #
#Q 9 ! ( 4 7

. Accept options offered by preszing Enters
> and then press Enter-Return.

strator account:
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http://docs.citrix.com/de-de/xenmobile/10-3/xmob-arch-overview-con1.html

Netuwork settings:
IP add e [
sk [1:
It gate
mary DNS server [1: 18.147.75.24R8

ondary DNS server (optional) [1:

Commit settings (prsnd) [ypl:
sttings. ..
intr type , 3 vectors allocated
NIC Link Up 18888 Mbps

[#$ « ) ! N )

< , 57} ( ) 7
L ! 7 ? #5 ?
2 x ) 7 #0 % ( 4
7 ) % #

Encryption passphrase:
Generate a random passphrase to secure the server data

Federal Information Processing Standard (FIPS) mode:
Enable (ysm) [nl:

. p=PostgreS0L) [mil:

H1Z . wg. lah

enable realtimde communication between cluster members please open port BB us
ing Firewall menu option in CLI menu once the stem configuration is complete

Saving server and client certificate ) sWwords. .

#B 7 ) A ) 4 #
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R# >

Local or remote (l-/r) [rl:
Type (mi=Microsoft SQL, p=PostgreSQL) [mi
Use SSL (ysm) I[nl:

Server [1: sqlZ2012.ug.lab

Port [14331:

Username [=sal:

Passuord:

Database name [DB_servicel: DB_51

Commit settings (ysm) [yl:

Checking database status...
Database already exists.

wj server and client certif
enter the zame p = uzed to generate internal Public Hey In

for all the certificat f the PRI [yl:

configuration completet
uration app... [ OK 1
juratio
P
[ OK 1
[ Ok 1
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application started
To access the console, from a web brouser, go to the following location and
log on with your console credentials:

https:/-10.147.75.59:4443~

[Starting monitoring. ..

km=51.wg . lab login:

) 1 ) 4 # P
> ( )
4 ) L ! > < ¥G> | , :
$ ) !

XenMabile Dashboard Gonfigure % administater & CITRIX

a

#7 ( 1 2 0 #
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Cluster Information

* Cluster Members

e 10 hiix3e e

|
2 ) ! = 0 12
) #

#8

User Name

22 CITRIX

#7 (

https://docs.citrix.com

Pasgwerd
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Duashbeard Configuratisa Regarling

Dawmniosds

+ Saen

+ ApzEapart
+ Tratc Manaperant MNetScaler for
+ gtinicatior XenMobile

+ Security
+ Maticaler Cabry

Shaw Ulivemed Fratures

Welcome!

Thix wizard guide yos thiosgh the configeration of hatScaler daatures for your Kenblabils depioyreamt.

Integrate with Citrix Preduces

o XenMchils

44 Xenfpp and

rsian with which you are deploging MetSoaler,

1#$ < 7 (< 1 B ) 6 9

Candiguratiee

NatEealar Tor XanhMobik

Subect the seftings

Sgure an you setop chile dap

) Aceess through NetSealer Gateway

— Azcess through Mettealer Gatewsy

& Fubic P aoones: for HETSe Gateaty

Setup Mhoen VEH 1 which Won Mabibe Apps connec

# Load Balance XKenMobde Servers

Lk Methcatir 00 boaed Balaac

Load Balanee Micresoft Exchange Servers

e i MribAedbale: NETSEaT o o

+ Lead Balance Microsaft Dxchange Servers

. #B 51 B ) ( ( 2 #

sk Lanfiguraties Bepeniing

acumentation Bamninads i

+ Back

MetScaler Gateway Configuration

HetScalar Gateway Settings

Carvel
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MetScaler Gateway Configuration

HotScsler Gatoway Seitings

XanMobiledaseway 18,147, 1584 443
Sarver Certificate for MetScaler Gateway

® Use owirting certificate ratall Cartificats

C o

#B 1 ! ( ( 2 #

Autherticrtion Settings

, %>175

! 9 %> 1
( ( 2 #

* )+ L ! > < HG> | 0?51 15
6 %> , #

ot $ 6% ( He"21 ) : ) < o ,
$ 65D ) ) < *uno

: , )
1 A ( 1 ) 6B ( CERE
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@9 L 5l 1 %

AerMebile Suttings e
Laaed Mp ancing FOEM dor RLAKY s’ g Laby 551 Tewtic Cortgueption. HITTPS Comtiminication o XKMS Serer
Loud Balancing IF acieess forhasd T0L14T.75.85 it Turel O

Sk B BoTH

Pod Hadl
Server Certificate for MAM Load Ealancing
A seTver CruICRIE 5 st 00 SUITRIVECHIE 50 KRN 3 STV & SSL NEhake. & SEver Cartiuate s By  Tustid O 2 5 S8 DUT by Ve SETVET 1 3 FETR i 525 I 1D JUTETBEate the sener

B\ exiiting certificate ' Install Centilicate

Server Certhiate”
| widsem-mylabuply CERTKEY ¥

#7 ( , :

Server Certificate for MAM Load Balancing

=B widzertomg-labphe CEAT KE o
== TR wakacert-wag-lab phe_CERT_KEV

XerMokile Servers
I hakdres | Pord

FerMoiske Server 1P Address i ol corfipuve, Pieene ikt on Aed Ferver o configons

#B 0?51 , 57

ericbile Sorver [P Adderue
EenMobile Server IP Addresses

Ertar tha | accremien) of tha Nerdfichi serer) £ you wast to s San.

Sariicksie Serve: B dcidren”
LU -

#$

Server Certificate for MAM Load Balandrg

=R wiscert-mg-iskph CERT_KE je1
=T widoert-wg- i g CERT_KEY

Kenhlobile Servers

A Server
1P Andiess Pt
ILHTTRS L]
ILHITES Bass

1#7 ( 6 9 >
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KenMokile Sarmes

IP Aadress

L) Cantigurstian Meporting

- Btk

Laad Balancing Xenbdobile Server Netwark Traffic

Lead Balancing Virtal Server Configuration

Eanligaratios Brparling

Downlasds el

* Bk

Load Balancing MenMobile Server Metwork Traflic

Load Balancing Virmual Server Configuration
MIN_XenMohileMO M

Kerhioddle Servers

Ackd Seram

Duahbased Coafigurstion Eeparting

(072518

Dacumentstion Downlosd &

MetScaler Gateway

Liriversal Licenser

+ Securty o

# hemscner Gy

St Lislinertsed Foshes
ineqrate with Clirts Product

4 K Mabile

i KoiAp asd XeaDenop

HEH Sepioes

154

MenMabile Server Load Balancing

L] Bt TRADLn T T

a3
Camee: Rayaeen
0%
Sy —

DDJ'.II'I

;6 9
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L] BTG TMDLINET 06T

aun

S Pagasen

0%

0%

85 b the Menblote,
il seTvers,

T Gateway

19,147,75.54
3 glp

Yenhobile Server Lead Babmdng

Mo of] Exchange Load Salascing mith
Ermail Security Femering

Hust Configusend
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Cenfigaratica Repartisg Dewumematian Camalzes o

Heticaer 3 Toaffc Maragemert 3 Lzasilwencing 3 Virtusd Senven ¥ 9 H
Az = Action & Seaecn =
e Frotscsl | Methas Pemigtence % Piaan
@l =B
B =
e

+ Seaurny
+ Huttcaer Gatwasy

Shaw Uinlicemnd Frofurel

Duinbaard Cosfiguratien Bacumentation

cowes G Addiess Becords =] e H

Sepn =

il Sevwer Mame
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?>% <

> 1 !
E
> 1 (

DNS view, active site,
MANM 55L load balancer

Enrollment and NetScaler Gateway Logon

?>%

2 ¥enMobile servers — active and
passive-shutdown
2 NetScaler Gateway instances —
Active and Active
Static proximity access

==

DM5 view, active site,

IIAM 551 load balancer

| — ]
=

ADNS 53
¥ Site A

I:“',_

2 GSLB virtual servers

XenMobile Enterprise NetScaler
Gateway on port 443

S5L443

S5L8443

S5L8443

XenMohbjle Server NetScaler virtual servers

A
DNS-CF

Site B

il

ADNS 53

Site

Metrics

|4——— Inter-site network ——p!

\ XenMobile Server NetScaler virtual servers

! L

550443

5508443

5508443

2 GSLBvirtual servers

XenMobile Enterprise Netscaler
Gateway on port 443

https://docs.citrix.com

< Trust

XenMobile Servernodes 1and 2

Active Directory

Active Directory

50L AhwaysOn Availability Group [

virtual IP address

< | >

< > —_—

Database P

ActiveSync

s1 (

Database §

XenMobile Server nodes 3and 4
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http://10.57.13.146/content/dam/docs/en-us/xenmobile/10/Downloads/XenMobile-DisasterRecoveryGuide.pdf
http://10.57.13.146/content/dam/docs/en-us/xenmobile/10/Downloads/XenMobile-DisasterRecoveryGuide.pdf
http://10.57.13.146/content/dam/docs/en-us/xenmobile/10/Downloads/XenMobile-DisasterRecovery-Deployment-Architecture.pdf
http://10.57.13.146/content/dam/docs/en-us/xenmobile/10/Downloads/XenMobile-DisasterRecovery-Deployment-Architecture.pdf

: ? 3
> | ? 3 9 ! 1260 # E ? 3

[Z] System
[3]1 Troubleshoot ing
[4]1 Help

Log Out

Choice: [0 - 5] 2

Back to Main Memu
[1]1 Display System Date
[2] Set Time Zone
[3]1 Display System Disk Usage
[4]1 Update Hosts File
[51 Disnlan Deuice Management Instance Hame
[6]1 Proxy 3erver
Ll Ham1In (LL1) rassword
[8]1 Restart Server
[9]1 Shutdown Server
[10] Advanced Settings

| #8 2 3( 8 , 1) D27 * 1) ko
1) x o

Back to System Menu

SOCKS

HTTPS

HTTP

Exclusion List

Display Configuration
Delete Proxy Configuration

. #B 0?51 ? A ? 3 #HO "

. & & / 0
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D27 1?

P 12 $ 270
g $ 270
suno 8! $ 270
suvo 8! $ 270

Menu

Back to System Menu

S0CKS

HTTFS

HTTP

Exclusion List

Display Configuration
Delete Proxy Configuration

[0 -611

Enter socks proxy informatiom

Address [1: 203.0.113.23
Port[1: 1080

Target — APNS

fire you sure to restart the system? [y ml:

# 9 I 7 ) 1 8l xnnoB  xnvo B 3
( 8 : & 9 ! 7)) #
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Back to System Menu

SOCKS

HTTPS

HTITP

Exclusion List

Display Configuration
Delete Proxy Configuration

Choice: [0 - b] 2
Enter https proxy information
Address [1: 203.0.113.23

Port[1: 4443

Configure username & password [ysml: y

Username: Justaname
Password:

Target — WEB
WEB proxy configured. Override proxy settingsTly-nl: [
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http://docs.citrix.com/de-de/netscaler-gateway/10-1/ng-licenses-installing-con.html
http://www.citrix.com/buy/licensing/overview.html
http://www.citrix.com/buy/licensing/product.html
http://docs.citrix.com/de-de/licensing.html

Licensing

Default license Evaluation license

Trial period 30 dayls) left

Configure license

Expiration notification

( : 57 2 , #
6 # 6 ) L#
( 6! 1 1
$ 6! | ! ) L S [ 6! 1)
( #$ 6! ! 7 HHOH#E | " HH#OHB < |
! ) ! e ! I #0 U 1 g
7 B ! 6! | # > E3
1 ( 6! I#
( ( 6! ! , 57 ) #
#E 6! | 6 6 1 2 ( 0
7 2 3  #HE | ! 1 6! | #
#7 ( 7 2 : ) # 6 ) o #
| #6 2 $ D HE ) 6 6 < 1
6! | I # 6! | < 6! I , ) #
( 2 36! 1 1 " #
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Licensing

Default license Evaluation license
Trial period 30 dayis) left
T

Configure license

License type Local license

Product Name Total number of licenses Number used Expires on

No result

Expiration notification

Add New License

License File Choose File | Mo file chosen

Cancel
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License type Local license o

Product Name Active Total number of licenses Number used Type Expires on v

Citrix XenMobile Enterprise Edition|Device 16002 0 Retail 01-DEC-20158

Expiration notification

R $ 6! ! " 6 L) ( #5 6! !
! ) ( #
' 511
$ 2 36! | ) ) 14 )
6! ! ( < # 0 8 6! ! 2 ( #
#6 6 $ 2 D #E ) 6 6
< 1 6! ! I # 6! | < 6! ! ,
) #5 ( 2 36! 1 | g #
#6 6 $ ' #> < 1) % 6
9 < n 2 I #
License type Remote license i
License server
Port 27000
Product name Active Total number of licenses Number used Type Expires on £
Retail 01-DEC-2015

| #B 6 0?51 L ! > < 9> | '
6! ! #

_#P % 2 2 7 (
6! ! #

87 ( "2 15 4 ) , 4
61 | 61 | ) 61 | 45 4
< 0 4 (

* ) 4B 61 1) (  #

—~
i+ 5

6! !

#7 ( 6 6! ! A 6! | ( : #
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Product Name Total number of licenses = Number used Type Expires on

Citrix XenMobile Enterprise Edit Javice 15002 0 Retail 01-DEC-2015

Citrix XenMobile App Edition|Device 0 Retail 01-DEC-2024

O y

Expiration notification

#7 ( 1 B > 1 ) l#

Activate

Are you sure you would like to activate
The currently active license will be deac

Cancel

187 ( 1 #
$ +$ ) < 6! ! ( ) ( 6! ! ( #
> y< 6l 1) #
1
1( ! 5 ( 6! ! (: , ( 8
2 1 ) #
#6 6 $ E3 D #) %

Expiration notification

Notify every 7 day! day(s) before expiration

Recipient

Content License expiry notice
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#B % +

o *< | 9 ) 1## R"  #
e 3 4 9 1#H# 6! ! #
/#B % 0 E5 &8 6! ! o< ? #
.#B % 2 "3 1 #
#7 ( #A > 1 6! ! , 4
ES 5 0 3 0 E < #© 4
9 ) 0 *< () #
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)
> 57 ! 4 ) , 7 1 2
' @ 4 #0 1 ) [
1 7 #% 0 , 0

, #
> 57 4 % 32 0 E3
> 1 ! () ! 4 15
B < ) #t E I 9 ! E ) < 0

) #
"7 ( K A 1 > 6 (! 4 !
* ) ( ! E #

©
ittt etings | (UG o, || comtguretonpt || CoMBUe || confre s s

client certificates)

@ ----------------------------------------------------------------------------------------------------------------------- .

Add delivery
Eroups

Assign roles to
users & groups™®

Update or create
notification
templates

Add workflows for
app approvals®

¢ Recommended

s prerequisites Add users &
h before adding groups

. apps and devices

E Wrap apps with ) Add I ;

‘ ; Configure app app Deploy apps to '

- Add apps MDX toolkit as Add apps policies categories™® Apply workflow delivery groups '

' necessary \

E ) § . Configure client settings, such as E

. Add devices Conﬁg;::i::wce DePlgL{ijf:lce pacﬂlcsles @ beacons, Worx Home support, and aitr?;::?;t;:;?;sg‘ .

\ = jErE ActiveSync Gateway™ .
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http://docs.citrix.com/de-de/xenmobile/10/xmob-install.html
http://docs.citrix.com/de-de/xenmobile/10/xmob-getstarted-console/xmob-getstarted-console-flow1.html
http://docs.citrix.com/de-de/xenmobile/10/xmob-getstarted-console/xmob-getstarted-console-flow2.html
http://docs.citrix.com/de-de/xenmobile/10/xmob-getstarted-console/xmob-getstarted-console-flow3.html
http://docs.citrix.com/de-de/xenmobile/10/xmob-getstarted-console/xmob-getstarted-console-flow4.html

Check enroliment Send enrollment
invitations

modes for invitations

Ongoing app and
device management

https://docs.citrix.com

View notifications and
monitor devices and apps
on the dashboard

Issue security actions on
devices as necessary

Do connectivity checks, create
support bundles and view logs®
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Add a Carrier SMS Gateway

Converts email messsges passing through the gateway to a pre-dsfined format, such as aninstant mes=ags.
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XenMobile Dashboard Manage

Device Policies

Settings

XenMobile Dashboard

Device Policies

Certificates
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Import Keystore

Keystore type PKCS#12

Keystore file
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Micraosoft Certificate Services Entity
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Microsoft Certificate Services Entity: General Information

Name

Web enroliment service root URL

certnew.cer page name’
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Discretionary CA: General Information

CA certificate to sign certificate requests Devices Certificate Authority,CMN=De...
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Discretionary CA: Parameters

Serial number generator Sequential

MNext serial number

Certificate valid for

Key usage

talSignatun

NonRepudiation

eyEncipherment

JecipherOnly
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Credential Providers: General Information

Description

Issuing entity

Issuing method

Templates

/#0 +7 E <#

Credential Providers: Certificate Signing Request

Key algorithm

Key size

Signature algorithm SHATwithRSA

Subject name cn=5user.usermames

Subject alternative names

Type Value

User Principal name $user.userprincipalname
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Credential Providers: Distribution

Issuing CA certificate CN=testprise-TESTPRISE_GA-

Select distribution mode

Only distributed: Device-side key generation

Distributed mode uses the SCEP protocel and requires Registration Authority (RA) certificates. You may use the same RA certificate for

both

Credential Providers: Distribution
RA signing certificate Administrator,

Issuing CA certificate CN=testprise-TESTPRISE_CA-

RA encryption certificate Administrator,
Select distribution mode

entralized: Server-side key generation

When certificate is revoked

Send notification

Revoke certificate on PKI

#%

#$ < o ) A ) #

#$ 9 A

When certificate is revoked

Send notification

Notification template No templates available -
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