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November 4, 2025
Note:

Citrix Virtual Apps Essentials and Citrix Virtual Desktops Essentials have reached End of Sales
and End of Life. For more information, see CTX583004.

Citrix Cloudis a platform that hosts and administers Citrix cloud services. It connects to your resources
through connectors on any cloud or infrastructure you choose (on-premises, public cloud, private
cloud, or hybrid cloud). It allows you to create, manage, and deploy workspaces with apps and data
to your end-users from a single console.

Try Citrix Cloud

Experience a full production environment in a proof-of-concept for one or more Citrix Cloud services.
After signing up for Citrix Cloud, you can request service trials right inside the console. When the trial
ends, you can convert to a production environment so you retain all your configurations. For more
information, see Citrix Cloud Service Trials.

New modern Citrix Cloud™ home page and unified navigation experience

With the introduction of the Citrix Platform, we promised to present a simplified, unified platform that
gives you zero-trust access, best-in-class app and desktop virtualization, and high-performance appli-
cation delivery with comprehensive security.

As part of this commitment, a newly redesigned Citrix Cloud home page and a unified navigation ex-
perience are being introduced to elevate the way administrators manage and engage with their envi-
ronments.
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o Delete Machine Catalog 11"
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Key features

 Operational efficiency

« Access key services directly
« View recent activity at a glance
+ Quick links to actions within the product

« Educational hub

« Citrix roadmap
« Upcoming events

+ Quick links to training, community resources, and technical documentation
+ Improved navigation

+ Consistent look and feel across all Citrix solutions
+ Simplified navigation with breadcrumbs and a page path
+ Customizable features like pinning
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Services Access

Good afternoon,

(2] oms (Z) Monitor MetScaler Consale @%  Secure Private Access

You can access all the key services through these options.

» DaaS

« Monitor

+ NetScaler® Console

« Secure Private Access

Note:

Additional services can be accessed using the waffle menu in the top left corner.

Recent Activity

Recent activity

All adming v All services v Show more activity

Deleting catalog "11" enrollments

DaaS

Delete Machine Catalog "I’

16 hours ago Oct 14, 2024

Daas

Deleting catolog “1231222" enrollments

@ © ©

16 hours ago

o Delete Machine Catalog "1231222

Recent Activity displays configuration changes made across the platform for services such as DaaS,
NetScaler Console, Secure Private Access and Citrix Cloud, offering a quick overview. You can filter
activity by service and choose to view changes made by all admins or just yourself. Selecting Show
More Activity on the top right of the widget allows you to view up to 100 logs. For more information,
you can click on the service to get detailed logs.
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Quick links are designed to help you work more efficiently, allowing you to navigate directly to spe-
cific service sections with fewer clicks. Select the quick link for the service you wish to access, such as
Daa$, NetScaler Console, or Secure Private Access.
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Platform Roadmap

Platform Roadmap

What's new and upcoming with Citrix technology and features

Oct 24, 2024
App layering appliance system OS
upgrade

ON-PREMISES STATUS

O Now Available

Citrix Provisioning and App Layering

New in App Layering 2409, the appliance system 05
has been upgraded to a modern release of Linux.
Refer to What's New in 2409 for more information.

Oct 24, 2024

Studio App Packages management for
elastic app layers

CLOUD STATUS ON-PREMISES STATUS

¥ In Dev YinD

Citrix Provisioning and App Layering,Configuration
Console/Studio, Delivery Controller/Broker

An enhancement to Studio App Packages enabling
discovery and assignment of Elastic App Layers.

View all Roadmap posts

All categories v All statuses

All categories

Oct 21, 2024

Citrix integr  Citrix Adaptive Authentica...
Central on £

Citrix Analytics - Performa...
CLOUD STATUS

Y InPreview Citrix Analytics - Performa...
Citrix Provisiel  Citrix Analytics - Security
This feature eni  Citrix Endpoint Management

AHV Prism Cen
Prism Central host connection.

Review all items currently in progress, releasing, in tech preview, or at general availability (GA). You
can filter by categories like provisioning, secure private access, and/or by release status. To see the
full list, click View all Roadmap posts.

Platform Roadmap

What's new and upcoming with Citrix technology and features

Jct 24. 2024

App layering appliance system OS
upgrade

ON-PREMISES STATUS

() Now Available

Citrix Provisioning and App Layering
New in App Layering 2409, the appliance system 0S

has been upgraded to a modern release of Linux.
Refer to What's New in 2409 for more information.

Upcoming events

Dct 24, 2024

Studio App Packages management for
elastic app layers

CLOUD STATUS ON-PREMISES STATUS

 In Development * In Development

Citrix Provisioning and App Layering Configuration
Console/Studio,Delivery Controller/Broker

An enhancement to Studio App Packages enabling
discovery and assignment of Elastic App Layers.

View all Roadmap posts

Al caegari

¢t 21,2024 All statuses
Oct 21, 2024

Citrix integration with Nutar Now Available

Central on AHV - Technical F

Releasing
CLOUD STATUS

2 In Preview In Preview

Citrix Provisioning and App Layering  |n Development
This feature enables Citrix integration with Nutanix

AHV Prism Central (PC) through a Citrix-managed
Prism Central host connection.

Stay updated with the latest events, and access the full list by clicking View All, which directs you to
the Citrix Community page, Citrix Events.

Resources

Here are some essential resources to help you make the most of the platform:
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« Citrix Community: Access discussion forums, videos, and upcoming events.

+ Training: Find comprehensive training resources, including Pluralsight courses.

+ Automation: Explore SDKs, REST APIs, migration tools, and more across the platform.
Techwire: Our monthly platform newsletter featuring updates and top released features.

With these updates, Citrix Cloud now delivers a fully integrated, high-performance experience, setting
a new standard for accessibility, usability, and productivity.

Feedback

Share feedback on bugs, enhancements, and your overall satisfaction by clicking Submit Feedback
in the top right corner of the screen.

Good morning, R Submit feedback

E Daas :_‘; Monitor B NetScaler Console @ Secure Private Access

Recent activity

Citrix Cloud service documentation

Looking for information about setting up or managing Citrix Cloud services? Go to Citrix Cloud Ser-
vices to find links to the product documentation for all cloud services.

Architectural and deployment resources

Citrix Tech Zone contains a wealth of information to help you learn more about Citrix Cloud and other
Citrix products. Here you’ll find reference architectures, diagrams, and technical papers that provide
insights for designing, building, and deploying Citrix technologies.

To learn more about key service components in Citrix Cloud, see the following resources:

« Citrix Workspace conceptual diagram: Provides an overview of key areas such as identity, work-
space intelligence, and single sign-on.

« Reference Architectures: Provides comprehensive guides for planning your Citrix Workspace
implementation, including use cases, recommendations, and related resources.

« Citrix DaaS reference architectures: Provides in-depth guidance for deploying Citrix DaaS (for-
merly Virtual Apps and Desktops service) with related services.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 10


https://docs.citrix.com/en-us/citrix-cloud/services.html
https://docs.citrix.com/en-us/citrix-cloud/services.html
https://docs.citrix.com/en-us/tech-zone.html
https://community.citrix.com/tech-zone/design/diagrams-and-posters/
https://community.citrix.com/tech-zone/design/reference-architectures/workspace-app/
https://community.citrix.com/tech-zone/design/reference-architectures/daas/

Citrix Cloud™

Education resources

The Citrix Cloud Learning Series portal offers education modules to get you up and running with Citrix
Cloud and its services. You can view all of the modules sequentially, from overviews through planning
and building services. Start your cloud journey with the following courses:

+ Fundamentals of Citrix Cloud
« Intro to Citrix Identity and Authentication
+ Moving from StoreFront to Workspace

The Citrix Education video library offers online video lessons that walk you through key deployment
tasks and troubleshooting the components that you use with Citrix Cloud services. Learn more about
tasks like installing Cloud Connectors and registering VDAs, as well as troubleshooting these compo-
nents.

Service Level Agreement

November 18, 2025
Effective date: October 30, 2020

Citrix Cloud™ is designed using industry best practices to achieve a high degree of service availabil-
ity.
Note:

For information on SLA for Citrix Cloud Government, see Service Level Agreement.

This Service Level Agreement (SLA) describes Citrix’s commitment for Citrix Cloud Service availabil-
ity. This SLA is part of the Cloud Software Group end user agreement (EULA) for covered services (
“Services”).

Citrix’s service commitment (“Service Commitment”) is to maintain at least 99.9% monthly uptime (
“Monthly Uptime”) on Services. Monthly Uptime is calculated by subtracting from 100% the percent-
age of minutes during a full month of a Service in which the Service instance was in the state of “Un-
available.”Services and the measure of availability for each are set forth in the table below. Monthly
Uptime percentage measurements exclude downtime resulting from:

+ Regularly scheduled maintenance windows.

+ Customer’sfailure to follow configuration requirements for the Service as documented on https:
//docs.citrix.com, or abusive behavior, or faulty input.

« Customer’s use of a Service after Citrix® advised Customer to modify Customer’s use of the Ser-
vice, if Customer did not modify use.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 11
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« Caused by any component not managed by Citrix including, but not limited to, Customer con-
trolled physical and virtual machines, Customer installed and maintained operating systems,
Customer installed and controlled software, networking equipment or other hardware; Cus-
tomer defined and controlled security settings, group policies and other configuration policies;
public cloud provider failures, Internet Service Provider failures; or other Customer support fac-
tors external to Citrix’control.

« Customer’s employees, agents, contractors, or vendors, or anyone gaining access by means of
Customer’s passwords or equipment, or otherwise resulting from Customer’s failure to follow
appropriate security practices.

« Customer’s attempts to perform operations that exceed Service entitlements.

« Service disruption due to Force Majeure, including, but not limited to, natural disasters, war or
acts of terrorism, or government actions.

No Service Commitment is offered for any Citrix trial, tech preview, Labs or Beta service.

Citrix offers Service Commitments to customers that:

« Have purchased the Services using a term based subscription (1 year minimum subscription
period).

» Haveatleasta 100 unit subscription (1,000 minimum for Citrix Service Providers), per the license
model applicable to the Service, during the claim period.

Citrix Service Providers (CSPs) are eligible on October 1, 2018.

Per Service Availability Measures

Service Measure for Monthly Uptime

Citrix Analytics for Performance™ Time users can access and improve apps and
desktops performance.

Citrix Analytics for Security™ Time users can detect and mitigate user access
and activity risks.

NetScaler® Console service Average time the Service is available across all
POPs.

Citrix Endpoint Management™ Time users can access their Citrix delivered
mobile apps and enrolled devices through the
Service.

Citrix Gateway Service for HDX™ Proxy Time users can access their app or desktop

session through the Service.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 12
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Service Measure for Monthly Uptime

NetScaler SD-WAN Orchestrator Time users can access their SD-WAN
Orchestrator account and manage their SD-WAN
network through the Service.

Citrix Secure Private Access™ Time users can access their SaaS or internal web
app through the Service.
Citrix DaaS™ Time users can access their app or desktop

session through the Service.

Citrix Workspace™ Same as above for component services, but
includes availability for each. Credits may be
prorated if a claim relates to less than all
components.

License Activation Service (LAS) Time product activations are available to
customers.

Note:

Citrix DaaS is the new name for Citrix Virtual Apps service, Citrix Virtual Desktops service, and
Citrix Virtual Apps and Desktops™ service.

Service Commitment and Remedies

In the event Citrix fails to meet the Service Commitment in at least 3 out of any 5 consecutive months
on or after the SLA Effective Date, the exclusive remedy is a 10% Service credit on a month-for-month
basis, for those months that Citrix fails to meet the Service Commitment, applied to Customer’s next
annual Service extension in the immediate renewal period for the same Service and same number of
units as impacted.

+ Monthly Uptime Percentage: > 99.9%
« Service Credit: 10% off for applicable months (presented to the Customer as a voucher)

To receive the above remedy, the customer must be in compliance with the EULA and the failure must
be reported by the customer within thirty (30) days of the end of the last month of the consecutive five-
month period for which a credit claim is to be made. For instructions to report possible violations of
this SLA, see CTX237141.

The request must identify the Service(s), define the dates, times and durations of Unavailability, along
with supporting logs or records that corroborate the Unavailability, and identify the affected users
and their locations, as well any technical support requested or remediation implemented. Only one
service credit will be issued per Service, for the applicable number of months, with a maximum of a
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single 10% service credit for all months of the extension. Customer must present the voucher upon
purchase of the extension.

If you purchase the extension through a reseller, you will receive a credit through the reseller. The
credit we apply for a direct purchase, or pass to your reseller for an indirect purchase, will be based
on the pro-rated, blended suggested retail price of the extension for the same number of units. Citrix
does not control resale pricing or resale credits. Credits do not include a right of offset on payments
due to Citrix or a reseller. Citrix will occasionally update these terms. When updates occur, Citrix will
also revise the publication date at the top of the Service Level Agreement. Any changes apply only to
your new Service purchases or Service extensions on or after the current publication date.

Third Party Notifications

September 6, 2025

« Citrix Cloud Third Party Notifications (PDF)

« Citrix Analytics Service Third Party Notifications (PDF)

« Citrix DaaS Third Party Notifications (PDF)

« Citrix DaaS Standard for Azure Third Party Notifications (PDF)

+ Remote Browser Isolation (formerly Secure Browser) (PDF)

« Citrix Endpoint Management Third Party Notifications (PDF)

+ Citrix Cloud Linux VDA Image Service Third Party Notices (PDF)

+ Connector Appliance for Cloud Services Third Party Notices (PDF)
« Citrix Gateway Service Third Party Notices (PDF)

« Citrix Device Posture Service Third Party Notices (PDF)

Note:

Citrix DaaS was formerly Citrix Virtual Apps and Desktops service. Citrix DaaS Standard for Azure
was formerly Citrix Virtual Apps and Desktops Standard for Azure.

How to get help and support

September 6, 2025

This article describes how to troubleshoot and get help if you experience a problem when creating
an account or signing in to Citrix Cloud™ or another Citrix website. This article also includes other
self-help resources and guided support options.
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Important:

If you experience an issue with signing in to Citrix website or enrolling in multifactor authentica-
tion (MFA), review this article first for troubleshooting resources. If these resources don’t help
you resolve your issue, contact Citrix Customer Service at https://www.citrix.com/contact/cus
tomer-service.html.

Creating an account

A Citrix account is required to access certain resources on the Citrix website, such as Citrix discussion
forums, training courses, certain product downloads, and Citrix Technical Support.

To create a new Citrix account for your company, contact Citrix using one of the following methods:

« Contact Citrix Customer Service.
« Contact a Citrix Partner or Citrix Sales office in your area.

If you already have a Citrix account, you can create a Citrix Cloud account and complete the onboard-
ing process by completing the tasks described in Create a Citrix Cloud account.

If you encounter an issue when signing up for Citrix Cloud, contact Citrix Customer Service.

Signing in to Citrix websites and Citrix Cloud

If you’re having trouble signing in to a Citrix website with your Citrix account, use the following re-
source to troubleshoot:

» CTX228792: Troubleshooting login issues on Citrix websites

I can’t set up MFA or | can’t authenticate with MFA when signing in to my Citrix account

Refer to the following articles for troubleshooting information:

« CTX461297: How to Enroll into Multi Factor Authentication (MFA)
» CIX463758: How to reset Citrix MFA with recovery email address or backup codes

If you still can’t sign in with MFA, contact Citrix Customer Service at https://www.citrix.com/contact
/customer-service.html.

How do I find my Citrix account user name or reset my Citrix password?

Use the following steps to verify your Citrix account user name and reset your password.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 15


https://www.citrix.com/contact/customer-service.html
https://www.citrix.com/contact/customer-service.html
https://www.citrix.com/contact/customer-service.html
https://www.citrix.com/buy/partnerlocator/
https://www.citrix.com/contact/sales.html
https://docs.citrix.com/en-us/citrix-cloud/overview/signing-up-for-citrix-cloud/signing-up-for-citrix-cloud.html
https://www.citrix.com/contact/customer-service.html
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX228792&articleURL=Troubleshooting_login_issues_on_Citrix_websites
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX461297&articleURL=CTX461297-how-to-enroll-into-citrix-multi-factor-authentication-mfa
https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX463758&articleTitle=CTX463758-how-to-reset-citrix-mfa-with-recovery-email-address-or-backup-codes
https://www.citrix.com/contact/customer-service.html
https://www.citrix.com/contact/customer-service.html

Citrix Cloud™

1. Visit https://www.citrix.com/welcome/request-password.html.
2. To verify your Citrix account user name:

a) Under Find my account by, select Email.
b) Enter the email address associated with your Citrix account.

3. Toreset your Citrix account password:

a) Under Find my account by, select User name.
b) Enter your Citrix account user name.

4. Click Find my account.

If Citrix finds your account using your email address, Citrix sends you an email with the user names
and company names associated with your email address. If Citrix finds your account using your Citrix
user name, Citrix sends you an email with instructions to reset your password.

If you don’t receive an email after several minutes, see Citrix emails aren’t appearing in my email
inbox in this article.

I can’t sign in to Citrix Cloud

+ Make sure you sign in with the correct account credentials. To verify your account user name,
visit https://citrix.cloud.com/, select Forgot your username?, and enter your email address.
Citrix sends you an email with your account username.

+ You might need to reset your password. Citrix Cloud prompts you to change your password if
you haven’t signed in recently or if your password isn’t strong enough. For more information,
see Changing your password in this article.

+ You might need to sign in using a custom sign-in URL. If your Citrix Cloud account uses Azure AD,
Google Cloud Identity or SAML to authenticate administrators, select Sign in with my company
credentials and enter your company’s sign-in URL. You can then enter your company creden-
tials to access your company’s Citrix Cloud account. If you don’t know your company’s sign-in
URL, contact your company’s administrator for assistance.

If you still can’t sign in to Citrix Cloud, contact Citrix Customer Service.

Citrix emails aren’t appearing in my email inbox

When Citrix sends you emails to verify your identity for MFA, when finding your Citrix account, or when
changing your password, the email typically arrives within a few minutes. If you don’t receive these
emails:
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+ Check the email address that’s registered for your Citrix account and verify that it’s correct. If
you recently changed your email address, the verification email might be sent to your old ad-
dress.

+ Theemail might have been accidentally filtered. Check the Spam and Trash foldersin your email
client. You can also search youremailaccountforemailsfromdonotreplynotifications@citrix
.comor cloud@citrix.com.

+ Your firewall might have blocked the email. Ensure that the following addresses are listed as
trusted senders:

« donotreplynotifications@citrix.com
o cloud@citrix.com
o CustomerService@citrix.com

If you don’t receive the email after several minutes or you experience another issue with signing in,
contact Citrix Customer Service.

Multifactor authentication for Citrix and Citrix Cloud accounts

Citrix customers are required to sign in to their Citrix account and Citrix Cloud using MFA. Enrolling in
MFA occurs when:

+ Anew customer signs in to their Citrix account for the first time.
« A Citrix customer onboards a new Citrix Cloud account but hasn’t yet enrolled in MFA.
« Anew administrator joins an existing Citrix Cloud account.

If you’re prompted to enrollin MFA when you sign in to your Citrix account or Citrix Cloud, follow the
steps in CTX461297: How to Enroll into Multi Factor Authentication (MFA).

For more information about MFA for Citrix accounts, see CTX463482: Frequently asked questions when
setting up Multi-Factor Authentication (MFA) on Citrix properties.

Account recovery

If you need help recovering your Citrix account credentials, see How do | find my Citrix account user
name or reset my Citrix password? in this article.

If you need help recovering access to your Citrix Cloud account, you can use the recovery methods
you configured when you enrolled in MFA. These recovery methods include:

+ A one-time code that Citrix sends to your recovery email address.
+ Abackup code from the list that you generated during MFA enrollment.
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« Aphone call from Citrix Support to your recovery phone number to verify your identity and help
you access your account. Setting up a recovery phone number is required during MFA enroll-
ment.

To sign in with a recovery method:

1. From the Citrix account or Citrix Cloud sign-in page, enter your user name and password and
then select Sign in.

2. When prompted for the code from your primary MFA method, select Use a recovery method.

[

I

Enter the verification code Provided by your
authenticator app.

Don't have your authenticator app?

3. Select the recovery method you want to use, if applicable. If you have only one other recovery
method configured, besides a recovery phone number, Citrix prompts you to use that method
automatically.

4. Ifusing your recovery email address, enter the one-time code that Citrix sends and select Verify.
If you don’t receive the code for some time, select Re-send email. After verification, Citrix Cloud
signs you in.

5. If using a backup code, enter the code when prompted and select Verify and continue. Citrix
Cloud signs you in and sends you an email to notify you that a backup code has been used and
the number of remaining valid backup codes. Note or delete the used backup code to ensure
that you don’t use it again.
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6. If you’re not able to use your recovery email or backup codes:

a) Select Contact Citrix Support.

b) Complete the form with the details of your issue. A Citrix Support representative contacts
you using your recovery phone number to verify your identity. Afterward, the representa-
tive sends you a recovery code you can use to sign in.

c) Return to the Citrix Cloud sign-in page and sign in using your Citrix Cloud credentials.

d) When prompted for a code, enter the recovery code you received from Citrix Support and
select Verify.

After you sign in, be sure to update your account recovery methods to avoid future sign-in delays.

Update your MFA settings

You can update your MFA access and recovery settings through your My settings page. You can access
this page through your Citrix account or through Citrix Cloud.

To access your My settings page:

1. Sign in to your Citrix account or to Citrix Cloud.
2. From your Citrix account, visit https://accounts.cloud.com/core/profile.

3. In Citrix Cloud, select My settings from the top-right menu.

Administrator
CCID: xyz12345

Example Corp.

Administrator

administrator@example.com
My settings

English (US)

Example Corp.

Organization ID: 12345678

Account settings

Log out
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To change your MFA settings, refer to the following sections:

» Manage your primary MFA method
+ Manage your MFA recovery methods

Changing your password

If you’ve forgotten your account password, select Forgot password? and enter your account user-
name when prompted. Citrix sends an email to the email address on your account with a link to set
up a new password. If you don’t receive this email after several minutes, or if you need further assis-
tance, contact Citrix Customer Service.

Citrix Cloud might prompt you to reset your password when you attempt to signin. This prompt occurs

if:

+ Your password doesn’t meet Citrix Cloud’s complexity requirements.

« Your password includes dictionary words.

« Your password is listed in a known database of compromised passwords.
+ You haven’t signed in to Citrix Cloud in the last 60 days.

Passwords must be between 8 and 128 characters long and include:

« At least one number
+ At least one upper-case letter
+ Atleastonesymbol:! @ #$% " *? +=-

When prompted, select Reset Password to create a new strong password for your account.

Cloud service health

The Citrix Cloud Health Dashboard (https://status.cloud.com) provides an overview of real-time
availability of the Citrix Cloud platform and services in each geographical region. If you experience
any issues with Citrix Cloud, check the Cloud Health Dashboard to verify that Citrix Cloud or specific
services are operating normally.

For more information about the Cloud Health Dashboard, see Service health.
Citrix Cloud support forums

On the Citrix Cloud support forums you can get help, provide feedback and improvement suggestions,
view conversations from other users, or start your own topics.
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Citrix support staff members track these forums and are ready to answer your questions. Other Citrix
Cloud community members can also offer help or join the discussion.

You don’t need to sign in to read forum topics. However, you must sign in to post or reply to a topic.
To sign in, use your existing Citrix account credentials, or use the email address and password you
provided when you created your Citrix Cloud account.

Support articles and documentation

Citrix provides substantial product and support content to help you get the most out of Citrix Cloud
and resolve issues you might experience with Citrix products.

Citrix Support Knowledge Center

The Knowledge Center provides troubleshooting content as well as security bulletins and software
update notices for all Citrix products. Simply enter a search string to find relevant content. You can
filter results based on product and article type.

Citrix Tech Zone

Citrix Tech Zone contains a information to help you learn more about Citrix Cloud and other Citrix
products. Here, you can find reference architectures, diagrams, videos, and technical papers that
provide insights for designing, building, and deploying Citrix technologies.

User Help Center

The Citrix User Help Center provides Citrix product documentation just for the end-users in your or-
ganization. The User Help Center provides instructions in an easy-to-read format for end-user-facing
products such as Citrix Workspace app and Citrix SSO. For end-user documentation for ShareFile, see
Citrix Files apps on the ShareFile product documentation web site.

How to open a customer service case online
Note:

A customer service case can only be opened by customers or partners who are telemetry-
compliant and have a valid, active entitlement.

If the Create Case button is no longer available, customers must contact support using Chat. An
advisor can help or start a Web-to-Case to create a support case.
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To create a new case, follow these steps:

[a—y

. Visit the Citrix Support site.

Sign in using your Citrix credentials.

If you’re having trouble signing in to a Citrix website with your Citrix account, refer to the article

CTX228792: Troubleshooting login issues on Citrix websites

Click Live Support to begin the virtual assistant flow.

CitrixBot  BOT 705 P

citnix  Welcome! You're chatting with an automated
system. I'm designed o assist you quickly. If it
cannot assist we will connect you directly with
& lve advisor or create a support case.
Conversations may be used lo improve our
service. To obisin more information about our
data practices and how this system works,
please vigit our Al Chatbat Privacy Policy.

Disagreea

|Write & messags

h )]

. Selectthe appropriate Case Type and then choose the Related Issue from the available options.

6. If you are following up on an existing case, select My Support Cases and follow the prompts to

continue. The bot presents an article or document related to your issue.
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-
Citrlx Bt BOT 7 A &
citnx. Hallo! Welcome to Citrix Support. 'm here to
assist you with any guestions you may have.

Please select a category below, or if you don't
see what you need, click something else

Customer Service

Licensing Issues

Technical lssues
My Support Cases

7. If helpful, click Yes. You are prompted to return to the main menu or end the chat.

8. Ifthearticle was not helpful, click No. The bot asks you to describe the issue again and attempts
to provide a more relevant article based on your new input.

9. Ifthe second article still does not help, click No again to get connected to support.

10. Click Get Support to proceed.

Citrix Bot |BOT %39 PM

citmx.  Sorry | wasn't able to help you.

do you need further help?

Citrix Bot BOT 40 PM

citrix. What do you want to do?

Write a message

m e -

11. Click New Case to begin case creation.
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Citrle it BOT 711 PMA

citnx. Hallo! Welcome to Citrix Support. 'm here to
assist you with any guestions you may have.

Please select a category below, or if you don't
see what you need, click something else

Customer Service

Licensing Issues

Technical lssues
My Support Cases

12. Select Account from the drop-down list.

13. Select your preferred language from the available options.

Cirix Bot BOT 341FPM

citrix.  Which account are you enquiring about today?

14. You are prompted with the message: Would you like to get connected to a live agent after
case creation?

15. Select Yes to initiate a chat with a live agent. A case is created, and you are connected to an
available advisor.

16. If No is selected, The bot asks for additional information and creates an offline case.
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Submitting an Offline Case Through Live Support

If the virtual assistant is unable to resolve your issue, you may be prompted to provide additional
details so that an offline case can be created.

1. Describe the issue in 10 words or less: Provide a brief summary of the issue or request.

2. Please enter a preferred callback number: Provide a valid phone number where a Citrix Cus-
tomer Service advisor can reach you.

3. After you submit the requested information. An offline case is generated and emailed to the
chat initiator. The customer service advisor contacts the customer within two hours.

Citrix Cloud™ service health

September 6, 2025

The Citrix Cloud Health Dashboard provides an overview of real-time availability of the Citrix Cloud
platform and services in each geographical region. If you experience any issues with Citrix Cloud,
check the Cloud Health Dashboard to verify that Citrix Cloud or specific services are operating nor-

mally.
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Cifrl)i I Cloud Health Dashboard EDT SUBSCRIBE

region. Fo 0 nfarmation, refer to
Service Health documentation.

f you encounter an unlisted issue, reach out to our
Support team for assistance.

CURRENT STATUS HISTORY MAINTENANCE
@ service is operating normally ® Performance issues @ service disruption MIA
Citrix Cloud Services
SERVICE NAME AP-5 E.U, JAPAN u.s Us-GOV

Analytics o L o

Application Deliver
PP ¥ . . .

Management

You can access the Cloud Health Dashboard using the following methods:

+ Navigate to https://status.cloud.com through your web browser.

+ Select Service Health from the Help menu in Citrix Cloud.
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Administrat
C,l ® Example Corp. ,.,...ml_m, ? ‘.]:

Documentation
Service health
Privacy policy

Terms of service

Use the dashboard to learn more about the following conditions:

« The current health status of all Citrix Cloud services, grouped by geographical region
« The health history of each service for the last seven days
« Maintenance windows for specific services

You can also subscribe to notifications about events like maintenance windows and service
incidents.

View health and maintenance status

Select Current Status to display the current health status of all Citrix Cloud services and platform
components in each geographical region.

CURRENT STATUS HISTORY MAINTENANCE
@ service is operating normally ® Performance Issues @ Service disruption NiA
Citrix Cloud Services
SERVICE NAME AR5 EV JAPAN u.s, Us-GOvV
Analytics ® ® o
Application Delivery ® o ®
Management

Select History to display the health status of all Citrix Cloud services and platform components for the
last seven days. Select Show Affected Only to display only the services that have had maintenance
or health events in the last seven days.
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CURRENT S5TATUS HISTORY MAINTENAMNCE

Q, Filter services .
-
Citrix Cloud Services Show affected Only
SERVICE NAME TODAY NOV ZND NOV 15T OCT 3157 OCT 30TH OCT 25TH OCT 28TH
i ]
Daas (E.U.) @ @A L @ @ o L
) (1]
Daas (U.S.) . A . A . . . . .

Select Maintenance to display a calendar view of service maintenance windows. Select Next to view
maintenance events that are scheduled for future months. Select Previous to return to events for the
current month.

CURRENT STATUS HISTORY MAINTENANCE
. service is operating normally ® Performance issues . Service disruption
September 2023 € Previous | Next >

1 2
® Analytics (A... ® Citrix Secur...
® Dsas(ae-5). 2 (@ Daasius) .
® Gateway (A.. ® Gateway (U...JlJ
show mare (1) show more (1)
3 4 5 6 7 8 9
® Gateway (E.L.), Citrix Cloud Services
& Analytics (E.L.), Citrix Cloud Services
® DaaS (EL.). Citrix Cloud Services
show mare (1) shaw maore (1)
10 n 12 13 14 15 16

View service incident details

To view more detailed information about the service health incident for an affected service:

« From the History view, click the icon next to the service indicator to view more detailed infor-
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mation about the service health incident.

is
ncidents History
Citrix DaaS users may be experiencing issues -
11/02/2023 07:30:49AM EDT
M
+" Resolved- 11/02/2023 01:10:24PM EDT
At this time, the issue impacting end-users of Citrix Daas using
Autoscale on Virtual Delivery Agents (WVDAs) in GCP in the US and EU
regions is fully resolved. Customers should be experiencing normal
functionality. Citrix Engineering will continue to monitor closely. If
any further issues are seen, please contact Citrix Technical Support.
i - Monitoring- 11/02/2023 09:17:11AM EDT

Impact:

End-users of Citrix Daas using Autoscale on Virtual Delivery Agents
(WDAs) in GCP in the US and EU regions may have experienced issues
when enumerating or launching applications and desktops.

. oA - -

+ From the Maintenance view, click the service entry to view the status page for the scheduled
maintenance window.

@ Analytics (A.. [ | (@ Citrix Secur... I3

® Dzas(aP-s)..Jd '@ paasus) @
® Gateway (A-. [ (@ Gateway (u...[

show more (1} show more (1)

Incident notification frequency

If a service health incident occurs, Citrix considers the following characteristics when posting to sta-
tus.cloud.com:

« Duration of impact
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+ Frequency of impact

Astheincidentis beingaddressed, Citrix® posts the following types of notifications to the Cloud Health
Dashboard:

+ Investigating: This notification indicates that Citrix has identified the issue as urgent and is
investigating the issue.

+ Monitoring: This notification indicates that Citrix has identified the root cause and is mitigating
the issue.

+ Resolved: This notification indicates that Citrix has resolved the issue and the service is re-
stored to a healthy state.

While investigating and monitoring an incident, Citrix posts updates at 60 to 120 minute intervals.
These updates may include information such as:

+ Additional details about the incident.
+ Adescription of the actions Citrix is taking to resolve the incident.
« Anindication that no new changes occurred since the last update.

When an incident is resolved, Citrix posts a final update. This update might indicate the incident has
been resolved and the service has been restored to a healthy state.

Subscribe to notifications

You can receive notifications about service health events using the following methods:

+ Select Subscribe in the upper-right of the dashboard and select the notification method you
want to use. You can select from several methods, including email and phone (as a text mes-
sage).

CitrIX | Cloud Health Dashboard SUBSCRIBI

Citrix Analytics Service (CAS) Maintens

region
12:00:00AM EDT

04:00:00AM EDT

Citrix Analytics Service (CAS) Maintenance in

04:30:00AM EDT
30:00AM EDT
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+ Enter the following URLs in your RSS reader to subscribe to the Citrix Cloud Health RSS feed:

« To receive service incident and maintenance notifications in a single feed, subscribe to
https:
« To receive only service incident notifications, subscribe to https:

+ To receive only maintenance notifications, subscribe to https:

Subscribe to specific services in a region

1. Select Subscribe in the upper-right corner of the dashboard and then select the notification
method you want to use.

2. Enter the contact details or URL for the chosen subscription method and select I accept terms
& services. Select Next. The Customizations page appears with Selected services selected
by default.

3. On the Customizations page, select the services in the regions that you want from the multi-
page list.
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Customizations

Notify about: () Allservices | (8) Selected services

Q, Filter services D Aggregate by groups
[:] Group name Service name
D Citrix Cloud Services All services

O

Citrix Clowd Services Analytics (AP-5)

(] Citrix Cloud Services  Analytics (E.U.)

Citrix Cloud Services Analytics (U.5)

m Citrix Cloud Services Application Delivery Management (AP-5)

D Citrix Cloud Services Application Delivery Management (E.U.)

[_] Citrix Cloud Senvices Application Delivery Management (U.5.)

Citrix Cloud Services Citrix App Delivery and Security Service - Citrix Managed (U.S.)
D Citrix Cloud Services Daas (aP-S)

[_] Citrix Cloud Services Daas (E.U
% 1 2 3 4 5 [ >

Only send me the minimum number of notifications per incident (typically first and final):

4. To receive only the first and last notifications for each incident, select Only send me the mini-

mum number of notifications per incident.

5. Click Save.
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Subscribe to specific groups of services

You can subscribe to notifications for all cloud services (for example, Analytics and DaaS) or all plat-
form services (for example, the control plane and cloud APIs) in all regions.

1. Select Subscribe in the upper-right corner of the dashboard and then select the notification
method you want to use.

2. Enter the contact details or URL for the chosen subscription method and select I accept terms
& services. Select Next. The Customizations page appears with Selected services selected
by default.

3. On the Customizations page, select Aggregate by groups.

4, Select either Citrix Cloud Services or Platform Services.

Customizations

Notify about: () All services |(®) Selected services

Q. Filter services Aggregate by groups

Group name Service name

5. To receive only the first and last notifications for each incident, select Only send me the mini-

mum number of notifications per incident.

6. Click Save.
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Unsubscribe from notifications

Depending onthe subscription method, links to unsubscribe or change your subscription are included
in the confirmation message you receive (for example, when subscribing to phone notifications) or in
each notification message (for example, when you subscribe to email notifications). For example:

« Phone notification with subscription options:

<

p-

Subscription confirmation for Citrix
Cloud Status - Edit or cancel at
https://app.preview.statushub.dev/
leotf3

« Notification email with subscription options

To unsubscribe from all notifications and remove all subscription methods:

1. Locate your subscription confirmation message or an existing notification and select the link
to unsubscribe. Some subscription methods might provide a single link to edit or cancel your
subscription.

2. Dependingon your subscription method, use one of the following options on the Edit Subscrip-
tions page:

+ Select Remove all subscriptions.
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+ Select Unsubscribe. From the Unsubscribe methods page, select Remove all subscrip-
tions.

To unsubscribe from all notifications for a specific subscription method:

1. Locate your subscription confirmation message or an existing notification and select the link
to unsubscribe. Some subscription methods might provide a single link to edit or cancel your
subscription.

2. Dependingonyoursubscription method, use one of the following options on the Edit Subscrip-
tions page:

+ Select the subscription method you want to remove. Your subscription is removed imme-
diately.

+ Select Unsubscribe. From the Unsubscribe methods page, select the subscription
method you want to remove. Your subscription is removed immediately.

Change service notifications

1. Locate your subscription confirmation message or an existing notification and select the link to
edit your subscription. Some subscription methods might provide a single link to edit or cancel
your subscription.

2. From the Edit Subscriptions page, select the subscription method that you want to manage.

3. Onthe Customizations page, select the services you want to be notified about or clear the ser-
vices you no longer want notifications for, as needed.

4. Select Save.

System and Connectivity Requirements

November 20, 2025

Citrix Cloud™ provides administrative functions (through a web browser) and operational requests
(from other installed components) that connect to resources within your deployment. This article
describes the system requirements, required contactable Internet addresses, and considerations for
establishing connectivity between your resources and Citrix Cloud.

System requirements

Citrix Cloud requires the following minimum configuration:

+ An Active Directory domain
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+ Two physical or virtual machines, joined to your domain, for the Citrix Cloud Connector. For
more information, see Citrix Cloud Connector Technical Details.

+ Physical or virtual machines, joined to your domain, for hosting workloads and other compo-
nents such as StoreFront. For more information about system requirements for specific services,
refer to the Citrix® documentation for each service.

For information about scale and size requirements, see Scale and size considerations for Cloud Con-
nectors.

Supported web browsers

+ Latest version of Google Chrome
« Latest version of Mozilla Firefox
« Latest version of Microsoft Edge
« Latest version of Apple Safari

Transport Layer Security requirements

Citrix Cloud supports Transport Layer Security (TLS) 1.2 for TCP-based connections between compo-
nents. Citrix Cloud doesn’t allow communication over TLS 1.0 or TLS 1.1.

To access Citrix Cloud, you must use a browser that supports TLS 1.2 and have accepted cipher suites
configured. For more information, see Encryption and key management.

Citrix Cloud management console

The Citrix Cloud management console is a web-based console that you can access after signing in at
https://citrix.cloud.com. The web pages that make up the console might require other resources on
the Internet, either when signing in or at a later point when carrying out specific operations.

Proxy configuration

If you’re connecting through a proxy server, the management console operates using the same con-
figuration applied to your web browser. The console operates within the user context, so any config-
uration of proxy servers that require user authentication should work as expected.

Firewall configuration

For the management console to operate, you must have port 443 open for outbound connections. You
can test general connectivity by navigating within the console. For more information about required
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ports, see Inbound and outbound ports configuration.

Console notifications

The management console uses Pendo to display critical alerts, notifications about new features, and
in-product guidance for some features and services. To ensure you can view Pendo content within the
management console, Citrix recommends that the address https://citrix-cloud-content
.customer.pendo.io/ iscontactable.

Services that display Pendo content include:

« Citrix Analytics
« Citrix DaaS™
« Citrix Workspace™

Pendo is a third-party sub-processor that Citrix uses to provide cloud and support services to Citrix
customers. For a complete list of these sub-processors, see Sub-Processors for Citrix Cloud & Support
Services and Citrix Affiliates.

Session time-outs

After an administrator signs in to Citrix Cloud, the management console session times out after 72
hours have elapsed. This time-out occurs regardless of console activity.

Configurable inactivity timeout for console

As a full-access administrator, you can configure the duration of inactivity on the Citrix Cloud console
before administrators are automatically signed out. Once configured, the specified timeout period
will be applied to all administrators of the Citrix Cloud account.

Console inactivity time-out Automatic time-out is enabled. (Recommended) % .

To increase the security of your account, specify the period of inactivity allowed before administrators are automatically

signed out of Citrix Cloud. This setting applies to all administrators on this account.

A A
0 S LRl 10 rurubels]
w

When the feature is enabled, administrators will be logged out after the configured period of inactivity,
and the session timeout will reset upon each subsequent login.
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When the feature is disabled, there is no inactivity timer, and administrators will be logged out only
when the 72-hour session limit is reached.

Note:

« By default this feature is disabled.
+ The configurable inactivity timeout is 10 minutes to 12 hours.
« The default inactivity timeout is 60 minutes.

License Server connectivity to Citrix Cloud

If you are registering your on-premises Citrix License Server with Citrix Cloud to monitor usage of on-
premises deployments, ensure that the following addresses are contactable:

o https://trust.citrixnetworkapi.net (forretrieving a code)

o https://trust.citrixworkspacesapi.net/ (for confirmingthe license serveris reg-
istered)

o https://cis.citrix.com(fordataupload)

« https://core.citrixworkspacesapi.net

« ocsp.digicert.com port 80

« crl3.digicert.com port 80

« crl4.digicert.com port 80

« ocsp.entrust.net port 80

« crl.entrust.net port 80

If you are using a proxy server with Citrix License Server, ensure that the proxy server is configured as
described in Configure a proxy server in the Licensing product documentation.

Citrix Cloud Connector™

The Citrix Cloud Connector is a software package that deploys a set of services that run on Microsoft
Windows servers. The machine hosting the Cloud Connector resides within the network where the re-
sources that you use with Citrix Cloud reside. The Cloud Connector connects to Citrix Cloud, allowing
it to operate and manage your resources as needed.

For requirements for installing the Cloud Connector, see System requirements. To operate, the Cloud
Connector requires outbound connectivity on port 443. After installation, the Cloud Connector might
have additional access requirements depending on the Citrix Cloud service with which it is being
used.

The machine hosting the Cloud Connector must have stable network connectivity with Citrix Cloud.
Networking components must support HTTPS and long-lived secure web sockets. If a timeout is con-
figured in the networking components, it must be greater than 2 minutes.
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For help with troubleshooting connectivity between the Cloud Connector and Citrix Cloud, use the
Cloud Connector Advanced Connectivity Checks

Cloud Connector common service connectivity requirements

Connectingto the Internet from your data centers requires opening port 443 to outbound connections.
However, to operate within environments containing an Internet proxy server or firewall restrictions,
further configuration might be needed. For more information, see Cloud Connector Proxy and Firewall
Configuration.

The addresses for each service in this article must be contactable to properly operate and consume
the service. The following listincludes the addresses that are common to most Citrix Cloud services:

o https://*.citrixworkspacesapi.net (provides access to Citrix Cloud APIs that the
services use)

« https://*.cloud.com (provides access to the Citrix Cloud sign-in interface)

o https://*.blob.core.windows.net (provides access to Azure Blob Storage, which
stores updates for Citrix Cloud Connector)

o https://*.servicebus.windows.net (provides access to Azure Service Bus, which is
used for logging and the Active Directory agent)

These addresses are provided only as domain names because Citrix Cloud services are dynamic and
their IP addresses are subject to routine changes.

As a best practice, use Group Policy to configure and manage these addresses. Also, configure only
the addresses that are applicable to the services that you and your end-users are consuming.

If you are using Citrix Cloud with Citrix License Server to register your on-premises products,
see License Server connectivity to Citrix Cloud in this article for additional required contactable
addresses.

Allowed FQDNs for Cloud Connector

To help you ensure that all the required fully qualified domain names (FQDNs) are allowed through
your firewall, Citrix provides the following resources:

« allowlist.json
« Citrix Gateway Service —Points of Presence (PoPs)

When configuring your firewall, consult both of these resources to verify that the FQDNs that your
service deployment requires are allowed.
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Local Host Cache (High Availability Service) When using Local Host Cache (LHC) in Connec-
tors, ensure that the Connectors can reach the election endpoint of every other connector in
the resource location. The election endpoint is on port 80 and can be accessed through the
following URL: http://<FQDN_OR_IP_OF_PEER_CONNECTOR>/Citrix/CdsController
/ISecondaryBrokerElection.

If Connectors are unable to communicate at this address, multiple brokers are elected during an LHC
event, which can result in intermittent virtual app and desktop launch failures. For more information,
see Resource Locations with Multiple Cloud Connectors.

Adaptive Authentication When usingthe Cloud Connector for connectivity to an Adaptive Authen-
tication service, you must allow your Citrix Cloud Connector to access the domain or URL you’ve re-
served for the Adaptive Authentication instance. For example, allow https://aauth.xyz.com.
For more information, see Adaptive Authentication.

Allowlist.json Where possible, it is recommended to perform whitelisting using the ‘wildcard’
addresses provided in the Cloud Connector common service connectivity requirements. However,
where this is not possible refer to the allowlist.json file located at https://fgdnallowlistsa.blob.c
ore.windows.net/fqdnallowlist-commercial/allowlist.json, which lists the fully qualified domain
names (FQDNSs) that the Cloud Connector accesses. This list is grouped by product. Where FQDNs
are required by multiple products that they are contained in the “Connector Common”section of the
document.

The allowlist.json file is subject to change. If you are using the allowlist.json it is important to regu-
larly check the file for changes and ensure firewalls or proxies are kept up to date. The file includes a
changelog for each group of FQDNs. Notifications of important changes to the allowlist.json will be
notified through the Citrix Cloud Console and, if necessary, via direct email to admins.

Some of these FQDNs are specific to a customer and include templated sections in angular brackets.
These templated sections must be replaced with the actual values before use. For example, for <
CUSTOMER_ID>.xendesktop.net, you replace <CUSTOMER_ID> with the actual customer ID
for your Citrix Cloud account. You can find the customer ID in the following console locations:

+ In the top-right corner of the screen, beneath the customer name for your Citrix Cloud account.
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Example Corp.

+ On the Account Settings page, under Citrix Cloud Customer ID (CCID).

it CitriX | Account settings

@ Details B Accountsettings > Details

Administrator
Details

£) Notifications administrator@example.com
My settings

[ Orders ) y ing

Account details

English (US)
Account settings apply to all administrators added to the account.
Information

Example Corp.

Organization ID: 12345678
Account name © orgip © ccip @ rganizat
Example Corp. £ 12345678 xyz12345
Region Log out
Citrix Cloud United States

+ Onthe Secure Clients tab Identity and Access Management > APl Access > Secure Clients.

“ |dentity and Access Management

Authentication Adm:ni-stramrJ, APl Access IEu:lmams Recovery

Secure Clients Product Registrations

Secure Clients are used to interact with Citrix Cloud APIls.

Learn more about the APls.

To use a secure client in ['e\_mlem_rll ud Connector install or to access
Citrix Cloud APls, usy example s the customer 1D parameter.

Mame your Secure Client
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Gateway Service Points of Presence Some of the FQDNs included in the allowlist.json file are also
included in Citrix Gateway Service —Points of Presence (PoPs). However, Citrix Gateway Service —
Points of Presence (PoPs) also includes FQDNs that clients access, such as the following:

+ global-s.g.nssvc.net
+ azure-s.g.nssvc.net

Certificate validation

Cloud Connector binaries and endpoints that the Cloud Connector contacts are protected by X.509
certificates that are verified when the software is installed. To validate these certificates, each Cloud
Connector machine must meet certain requirements. For a full list of these requirements, see Certifi-
cate validation requirements.

SSL Decryption

Enabling SSL decryption on certain proxies might prevent the Cloud Connector from connecting suc-
cessfully to Citrix Cloud. For more information about resolving this issue, see CTX221535.

Citrix Connector™ Appliance for Cloud Services

The Connector Appliance is an appliance that you can deploy in your hypervisor. The hypervisor host-
ing the Connector Appliance resides within the network where the resources that you use with Citrix
Cloud reside. The Connector Appliance connects to Citrix Cloud, allowing it to operate and manage
your resources as needed.

For requirements for installing the Connector Appliance, see System requirements.

To operate, the Connector Appliance requires outbound connectivity on port 443. However, to operate
within environments containing an Internet proxy server or firewall restrictions, further configuration
might be needed.

To properly operate and consume the Citrix Cloud services, the following addresses must be con-
tactable:

« https:
« https:
« https:
« https:

Customers who can’t enable all sub-domains can use the following addresses instead
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« https://*x.g.nssvc.net
« https://*.c.nssvc.net

» https://*.servicebus.windows.net
» https://ctxccopspacrconnappprod.azurecr.io

» https://ctxccopspacrconnappprod.eastus.data.azurecr.io

Network requirements

Ensure that your Connector Appliance environment has the following configuration:

+ Either the network allows the Connector Appliance to use DHCP to get DNS and NTP servers, an
IP address, a host name, and a domain name or you can manually set the network settings in
the Connector Appliance console.

+ The network is not configured to use the link-local IP ranges 169.254.0.1/24, 169.254.64.0/18 or
169.254.192.0/18, which are used internally by the Connector Appliance.

« Either the hypervisor clock is set to Coordinated Universal Time (UTC) and is synchronized with
a time server or DHCP provides NTP server information to the Connector Appliance.

« If you use a proxy with Connector Appliance, the proxy must be unauthenticated or use basic
authentication.

Citrix Analytics service connectivity

+ For in-product messages including new features and critical communications: https://
citrix-cloud-content.customer.pendo.io/
+ Additional requirements: Prerequisites

For more information about onboarding data sources to the service, see Supported data sources.

NetScaler® Console service connectivity

For complete Internet connectivity requirements, see Supported ports in the NetScaler product doc-

umentation.

Citrix DaaS connectivity
Cloud Connectors connectivity to DaaS

In addition to the Cloud Connector common service connectivity requirements, when used with Daas,
Cloud Connectors require connectivity to the following:
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« https://[customerid].xendesktop.net,where [customerid] isthe customer|D
parameter displayed on the Secure Clients tab (Identity and Access Management > API Ac-
cess > Secure Clients) of the Citrix Cloud management console.

+ Customers using Quick Deploy to install Citrix DaaS need to make these additional addresses
contactable:

« https://*.apps.cloud.com
» The AzureCloud service tag

o https://*.x.nssvc.net

+ Customers who can’t enable all subdomains can use the following addresses instead:

« https://*.g.nssvc.net
« https://*x.c.nssvc.net

For an overview of how the Cloud Connector communicates with the service, refer to the Citrix DaaS
diagram on the Citrix Tech Zone website.

Connectivity to DaaS Administration console

To administer DaaS, in addition to the Citrix Cloud Management Console you must be able to connect
to the following:

« https://*.citrixworkspacesapi.net (Notrequired for Rendezvous protocol)

o https://*.citrixnetworkapi.net (Notrequired for Rendezvous protocol)

o https://*.cloud.com(Notrequired for Rendezvous protocol)

o https://[customerid].xendesktop.net,where [customerid] isthe customerID
parameter displayed on the Secure Clients tab (Identity and Access Management > API Ac-
cess > Secure Clients) of the Citrix Cloud management console.

o https://*.x.nssvc.net (Notrequired for Citrix DaaS Standard for Azure)

+ Customers who can’t enable all sub-domains can use the following addresses instead:

« https://*.g.nssvc.net
« https://*.c.nssvc.net

+ For in-product messages including new features and critical communications: https://
citrix-cloud-content.customer.pendo.io/

Citrix DaaS Remote PowerShell SDK

To use the Citrix DaaS Remote PowerShell SDK, whitelist the following URLs:

o https://*.cloud.com
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« https:
« https:

VDAs connectivity when using Rendezvous protocol

When using the Citrix Gateway Service, the Rendezvous protocol allows VDAs to bypass the Citrix
Cloud Connectors to connect directly and securely with the Citrix Cloud control plane.

Regardless of the protocol version you’re using, VDAs must be able to contact the addresses for the ad-
ministration console listed above, unless otherwise noted. For a complete list of the requirements for
the Rendezvous protocol, refer to the following sections of the Citrix DaaS product documentation:

« RendezvousV1
« Rendezvous V2

Local Host Cache requirement

If your firewall performs packet inspection and you want to use the Local Host Cache feature, ensure
thatyour firewall accepts XML and SOAP traffic. This feature requires the ability to download MDF files,
which occurs when the Cloud Connector synchronizes configuration data with Citrix Cloud. These
files are delivered to the Cloud Connector through XML and SOAP traffic. If the firewall blocks this
traffic, the synchronization between the Cloud Connector and Citrix Cloud fails. If an outage occurs,
users can’t continue working because the configuration data residing on the Cloud Connector is out-
of-date.

For more information about this feature, see Local Host Cache in the Citrix Daa$S product documenta-
tion.

VDA upgrade requirement

Using the Full Configuration interface of Citrix Daa$S, you can upgrade VDAs on a per-catalog or a per-
machine basis. You can upgrade them immediately or at a scheduled time. For more information
about the VDA upgrade feature, see Upgrade VDAs using the Full Configuration interface.

When using the feature, make sure that you meet the following connectivity requirements:

+ The following Azure CDN URLs have been added to the allow list. The feature downloads the
VDA installers from the Azure CDN endpoints.

+ Production - United States (US): https:
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+ Production - European Union (EU): https://prod-eu-vus-storage-endpoint.
azureedge.net/*

« Production - Asia Pacific South (APS): https://prod-aps-vus-storage-
endpoint.azureedge.net/*

+ Production-Japan (JP):https://prod-jp-vus-storage-endpoint.azureedge
.net/*

« The feature verifies that the VDA installer is signed by a valid certificate. Make sure that the
following URLs have been added to the allow list for certificate validity and revocation check:

« http://crl3.digicert.com/*
o http://crl4.digicert.com/*
» http://ocsp.digicert.com/*
+ http://cacerts.digicert.com/x*

+ The feature requires VDA Upgrade Agent to work. The VDA Upgrade Agent running on the VDA
communicates with Citrix DaaS. Make sure that the following URLs have been added to the allow
list:

o https://[customerId].xendesktop.net/citrix/VdaUpdateService/*,
where [customerid] is the customer ID parameter displayed on the Secure Clients
tab (Identity and Access Management > API Access > Secure Clients) of the Citrix Cloud
management console.

» http://xendesktop.net/citrix/VdaUpdateService/*

Endpoint Management service connectivity

Citrix resource location / Cloud Connector:

+ Cloud Connector common service connectivity requirements
+ Additional requirements: /en-us/citrix-endpoint-management/endpoint-management.html

Administration console:

« https://*.citrix.com

o https://*.citrixworkspacesapi.net
o https://*.cloud.com

» https://*.blob.core.windows.net

Additional requirements: /en-us/citrix-endpoint-management/endpoint-management.html
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Citrix Gateway service connectivity
Cloud Connectors connectivity to Citrix Gateway Service

When using Citrix Gateway Service via Cloud connectors (i.e. without Rendezvous v2), in addition to
Cloud Connector common service connectivity requirements, Cloud Connectors need access to:

o https://*.x.nssvc.net
Customers who can’t enable all subdomains can use the following addresses instead:

« https://*.g.nssvc.net
o https://*.c.nssvc.net

Important:

SSL interception cannot be performed on Citrix Gateway addresses. Enabling SSL interception
on certain proxies might prevent the Cloud Connector from connecting successfully to Citrix
Cloud.

Client connectivity to Citrix Gateway Service

To use Citrix Gateway Service, client devices need access to:
« https://*.*.nssvc.net
Customers who can’t enable all subdomains can use the following addresses instead:

« https://*.g.nssvc.net
« https://*.c.nssvc.net

SD-WAN Orchestrator service connectivity

For complete Internet connectivity requirements, see Prerequisites for Citrix SD-WAN Orchestrator

service usage.

Remote Browser Isolation (formerly Secure Browser) service
Cloud Connector connectivity to Remote Browser Isolation service

Cloud Connectors do not need any additional connectivity beyond Cloud Connector common service
connectivity requirements.
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Connectivity to Administration console

« https://*.cloud.com

» https://*.citrixworkspacesapi.net

» https://browser-release-a.azureedge.net
» https://browser-release-b.azureedge.net

Client connectivity to Citrix Secure Private Access™

« https://*.netscalergateway.net
o« https://*.*.nssvc.net

+ Customers who can’t enable all subdomains can use the following addresses instead:

« https://*.g.nssvc.net
« https://*.c.nssvc.net

Client connectivity to Global App Configuration service

https://discovery.cem.cloud.us

For more information about this service, see Customize Workspace app settings.

End user connectivity to Citrix Workspace

This section lists URLs that clients must be able to reach when accessing Citrix Workspace using Citrix
Workspace app or a web browser.

Store URL

Users access the store through eitheracloud URL, e.g. https://<customername>.cloud.com,
or a custom URL. For more information, see Configure access to workspaces.

Authentication

Citrix Cloud:

+ https://accounts.cloud.com
« https://accounts-dsauthweb.cloud.com
« https://accounts-webassets.cloud.com-forgraphical interface assets
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« https://login.cloud.com-only required if you are using Active Directory or Active Di-
rectory + Token as your identity provider

Citrix Cloud Japan:

» https://accounts.citrixcloud.jp

« https://accounts-dsauthweb.citrixcloud.jp

« https://accounts-webassets.citrixcloud. jp-forgraphical interface assets

« https://login.citrixcloud.jp-onlyrequired if you are using Active Directory or Ac-
tive Directory + Token as your identity provider

Citrix Cloud Government:

« https://accounts.cloud.us

+ https://accounts-dsauthweb.cloud.us

« https://login.cloud.us -onlyrequired if you are using Active Directory or Active Direc-
tory + Token as your identity provider

https://accounts-webassets.cloud.us is not required for Citrix Cloud Government.
https://accounts.cloud.us isused for graphical interface assets.

If you are using a third party identity provider, contact the vendor for required URLs.

Workspace graphical interface assets

» https://ctx-ws-assets.cloud.com

For Citrix Cloud Government, this may change in the futureto https://ctx-ws-assets.cloud

.uUs.

Personalization, notifications, and feature rollout
When using Citrix Workspace app, but not a web browser, the following URLs are required according

to your organization’s region.

us:

+ https://customer-interface-personalization.us.wsp.cloud.com
« https://user—-personalization.us.wsp.cloud.com

» https://admin-notification.us.wsp.cloud.com

» https://feature-rollout.us.wsp.cloud.com

EU:

+ https://customer-interface-personalization.eu.wsp.cloud.com
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« https
« https
« https

://user-personalization.eu.wsp.cloud.com
://admin-notification.eu.wsp.cloud.com
://feature-rollout.eu.wsp.cloud.com

Asia Pacific South:

« https
« https
« https
« https

://customer-interface-personalization.ap-s.wsp.cloud.com
://user-personalization.ap-s.wsp.cloud.com
://admin-notification.ap-s.wsp.cloud.com
://feature-rollout.ap-s.wsp.cloud.com

Citrix Cloud Japan:

« https
« https
« https
« https

://customer-interface-personalization.jp.wsp.citrixcloud.jp
://user—-personalization.jp.wsp.citrixcloud.jp
://admin-notification.jp.wsp.citrixcloud.jp
://feature-rollout.jp.wsp.citrixcloud.jp

Citrix Cloud Government:

https
https
https
https

://customer-interface-personalization.us.wsp.cloud.us
://user-personalization.us.wsp.cloud.us
://admin-notification.us.wsp.cloud.us
://feature-rollout.us.wsp.cloud.us

Branding images

.uUs

US:https://cips-iws-prod-eus2-cip-cdn.azureedge.net
EU:https://cips-iws-prod-weu-cip-cdn.azureedge.net
AP-Shttps://cips-iws-prod-aue-cip-cdn.azureedge.net

Citrix Cloud Japan https://cips-wspjp-prod-jpe-cip-cdn.azureedge.net
Citrix Cloud Government https://cips-wspgov-prod-usgv-cip-cdn.azureedge

Profile pictures

If users upload profile pictures, access is required to the following URLs:

« US:https://wups-us-iws-cloud.azureedge.net

« EU:https://wups—-eu-iws-cloud.azureedge.net

o AP-S:https://wups-ap-s-iws—-cloud.azureedge.net

« Citrix Cloud Japan: https://wups-wspjp-jp-production.azureedge.net
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Application Icons

Citrix Cloud:

+ https://wscs-cdn.wsp.cloud.com/icons
Citrix Cloud Japan:

» https://wscs-cdn.wsp.citrixcloud.jp/icons
Citrix Cloud Government:

» https://wscs-cdn.wsp.cloud.us/icons

Pendo

For in-product messages including new features and critical communications.

o https://citrix-cloud-content.customer.pendo.iio

Citrix Analytics Service

« locus.analytics.cloud.com

Enable access to the appropriate URL from the following list, depending on the tenant’s GEO:

« US:citrixanalyticseh.servicebus.windows.net
« EU:citrixanalyticseheu.servicebus.windows.net
o APS: citrixanalyticsehaps.servicebus.windows.net

Other Services

For other services that the client may need to connect to, see:

« Client connectivity to Citrix Gateway Service
« Client connectivity to Citrix Secure Private Access service
+ Client connectivity to Global App Configuration service

Citrix Federated Authentication Service (FAS)

See Connections between Citrix Federated Authentication Service and Citrix Cloud.
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Workspace Environment Management™ service connectivity

Citrix resource location / Cloud Connector / Agent:
https:

For complete requirements, see Connectivity prerequisites in the Workspace Environment Manage-
ment service documentation.

Plan your deployment

September 6, 2025

This article outlines key considerations for planning your Citrix Cloud™ deployment. It provides
an overview of service trials, cloud subscriptions, regions, and resources for deployment and
migration.

Service trials and subscriptions

Citrix Cloud offers trials for most cloud services. Trials have the same features and functions as paid
services, so they’re suitable for a proof-of-concept or pilot deployment. For more information, see
Citrix Cloud Service Trials.

In general, paid service entitlements can have a monthly, annual, or termed duration. As the enti-
tlement nears its end, Citrix Cloud sends reminders so you can renew your entitlement without un-
due service interruptions. For more information about renewing your entitlements, see Extend Citrix
Cloud service subscriptions.

Regions and service presence

Citrix Cloud provides services in three regions: United States, European Union, and Asia Pacific South.
When you sign up for Citrix Cloud, you must choose the region that best suits your performance and
business needs.

To learn more about selecting a region and the services that are available in each region, see Geo-
graphical Considerations.

Deployment resources

« Citrix Cloud Resiliency
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+ Tech Zone Proof of Concept guides

» Tech Zone Reference Architectures

« Scale and size considerations for Cloud Connectors

+ Scale and size considerations for Local Host Cache

+ On-premises StoreFront Authentication Reference Architectures for Citrix DaaS

Migration resources

« Proof of Concept: Automated Configuration Tool

« Migrating Citrix Virtual Apps and Desktops on-premises to Citrix Cloud

+ Migrating Citrix Virtual Apps and Desktops from VMware vSphere to Citrix DaaS on Microsoft
Azure

+ Migration from Android Device Administrator to Android Enterprise with Citrix Endpoint Man-
agement

More information

« Citrix Discussions: Citrix Cloud: Community support forums for Citrix Cloud and Citrix cloud
services
« Citrix Training:

» Fundamentals of Citrix Cloud
« Introduction to Citrix Identity and Authentication

Citrix Cloud™ Service Trials

November 4, 2025

Trials for individual Citrix Cloud services are delivered through the Citrix Cloud management console.
The functionality in a service trial is the same as the purchased service, so they’re suitable for a proof-
of-concept (POC) or pilot deployment.

When you’re ready to buy Citrix Cloud services, your trial is converted to a production service. There’
s no need to reconfigure anything or create a separate production account.

Service trial overview

The information in this section applies to most Citrix Cloud service trials. Services with different trial
terms are described in separate sections.
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Requesting a service trial

Citrix Cloud trial access is managed on a per-service basis. For some services, you can request a trial
as described in Request a service trial in this article. For other services, you must request a demo

Number of subscribers allowed
Maximum length of trial

Data retention period

Availability

Resource location

User session length
Local Microsoft Active Directory
integration

Choice of resource locations
Deploy to on-premises

Citrix Daas (formerly Citrix
Virtual Apps and Desktops™
service)

Endpoint Management

Customizable

Citrix Cloud Trial

25
60 calendar days

90 calendar days after trial
expiration
Restricted availability

Customer provided and
configured
Unlimited

Yes

Yes
Yes

Full feature set

Full feature set

Yes

before you receive trial access, as described in Request a service demo in this article.

Service trial period

For most services, you have 60 days to try out the service after your trial request is approved. You can

request a trial for a service only once.

Purchasing service subscriptions

You can buy a service subscription at any time during your trial or during the data retention period.

For more information, see Buy Citrix Cloud services.
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After you buy a subscription, your trial is converted to a production service. Administrators and users
can access the service and any data that you added during the trial remains intact.

Citrix DaaS Standard for Azure

This section describes the following types of trials for Citrix DaaS Standard for Azure (formerly Citrix
Virtual Apps and Desktops Standard for Azure):

+ Auto-approved trial: After you request the trial through the Citrix Cloud management console,
the trial is approved automatically and ready to use.

+ Sales-approved trial: After you contact a Citrix® sales representative to request a trial, the sales
representative approves the trial. After approval, the trial is ready to use.

Auto-approved trial Sales-approved trial

Maximum length of 7 calendar days 14 calendar days

trial
Data retention period 30 calendar days after 90 calendar days after
trial expiration trial expiration

Depending on the trial type, you have seven or 14 days to use the service. You can request a trial for
the service only once.

Depending on the trial type, Citrix retains any data that you add to the service for 30 days or 90 days
after the trial expires. If you buy a subscription to the service during this retention period, administra-
tors and users can access the service with your data intact.

You can buy a subscription to the service through the Azure Marketplace or by contacting your Citrix
sales representative.

Request a service demo

For some services, you must request a demo from a Citrix sales representative before you can try out
the service. Requesting a demo allows you to discuss your organization’s cloud service needs with a
Citrix sales representative. Also, the sales representative ensures you have all the information needed
to use the service successfully.

1. Sign in to your Citrix Cloud account.

2. From the management console, select Request Demo for the service that you want. The ser-
vice’s demo request page appears.

3. Complete and submit the form. A Citrix sales representative contacts you to provide more infor-
mation and walk you through using the service.
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Request a service trial

1. Sign in to your Citrix Cloud account.
2. From the management console, select Request Trial for the service that you want to try out.

When your trial is approved and ready to use, Citrix sends you an email notification.
Note:

To provide the best customer experience, Citrix reserves the right to approve trials for a limited
number of participants at any given time.

Buy Citrix Cloud services

When you’re ready to convert your trial to a production service, visit https://www.citrix.com/buy/ to
find a local Citrix partner.

To buy the service, you need your Organization ID (OrglD). Your OrgID appears on the customer menu
in the top-right corner of the Citrix Cloud management console. Your OrglD also appears on the Ac-
count Settings page.

Administrator

i1 CifriX | Account settings a ® Example Corp. A~

B Accountsettings > Details

{2 Details Administrator

" Details @
£ Notifications administrator@example.com

My settings

[B Orders

Account details

Account settings apply to all administrators added to the account.

English (US)

Information
Example Corp.

Organization ID: 12345678

Account name @ Org D @ ccip @
Example Corp. & 12345678 xyz12345 Account settings

Region Log out

Citrix Cloud United States

More information

» Terms of Service for Citrix Cloud services

+ The Fundamentals of Citrix Cloud course includes a short video that walks you through request-
ing a trial. The full course also covers the components of the Citrix Cloud platform and its ser-
vices.

Extend Citrix Cloud™ service subscriptions

January 20, 2026
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This article describes how purchased subscriptions for Citrix Cloud services expire and how you can
extend your subscription.

In this article, monthly subscriptions refer to services that are purchased on a month-to-month basis.
Annual subscriptions refer to services that are purchased on a yearly basis. Multiannual subscriptions
refer to services that are purchased on a multi-yearly basis.

Note:

Citrix Service Providers (CSPs) can extend their subscriptions by submitting a zero-dollar pur-
chase order to their CSP distributor. For more information about CSP product renewals and li-
censing, refer to the Citrix Service Provider Licensing Guide for Citrix Cloud, available through the
Citrix Partner Central web site.

Before expiration

For monthly subscriptions, Citrix Cloud does not send notifications prior to expiration.

For annual and multiannual subscriptions, Citrix Cloud notifies you at certain intervals when your
existing subscription approaches expiration. These notifications alert you to extend the subscription
and avoid service interruption. The following notifications appear in the Citrix Cloud management
console:

+ 90 days before expiration: A yellow banner appears, showing the services that need to be ex-
tended and their expiration dates. This notification appears in the console every seven days or
until the service is extended.

+ Seven days before expiration: A red banner appears, showing the services that need to be ex-
tended and their expiration dates. This notification appears in the console until the service is
extended.

You can dismiss these notifications when they appear; however, they will reappear after seven days.

Citrix® also sends you an email notification thatincludes a list of the services that need to be extended
and their expiration dates. Citrix sends this notification at the following intervals:

+ 90 days before expiration
+ 60 days before expiration
« 30 days before expiration
+ Seven days before expiration
+ One day before expiration

Additional warnings appear in the management console and for end users to alert them of the expira-
tion status. These messages are triggered when all licenses in the subscription have expired (typically
after the 12-month term is complete).
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« Administrator warnings: Starting 30 days before the subscription expires, warnings appear
within the Studio console alerting administrators of the upcoming expiration.

« End user warnings: After the subscription has expired, end users receive a warning message
upon launching a session.

+ Message text: “Citrix Virtual Apps and Desktops warning: Your corporate Citrix environ-
ment is currently unsupported. Please contact your IT department to resolve.”

After expiration: Service block and data retention

« Access to Citrix Cloud services is suspended immediately upon contract expiration.
« To reinstate the services, customers must contact their dedicated Citrix representative or ac-
count team to initiate the renewal process.

Customer-managed Azure subscriptions

If you are using your own Azure subscription with a Citrix Cloud service, the service installs an app
when you connect your Azure subscription to the service. If you don’t extend your Citrix Cloud service
subscription, Citrix does not remove this app from your Azure subscription after the 90-day retention
period ends. You must delete this app to remove the service completely from your Azure subscription.
You can delete the app using one of the following methods:

« If administrators are not yet blocked from accessing the service, delete this app from within the
service.

« If administrators are blocked from accessing the service, delete this app from within the Azure
portal.

Purchase service extensions

To extend your subscription to Citrix Cloud services, contact your Citrix sales representative. To find
your sales representative, use the following steps:

1. Signin to your Citrix account.
2. Select Quoting (DOTI) and then select Transactions. Your sales representative and their email
address are displayed near the top of this view.

Alternatively, visit the Citrix Customer Service page for contact information in your geographical re-
gion.

To complete the purchase, your sales representative needs the Organization ID for your Citrix Cloud
account. To find your Organization ID, sign in to your Citrix Cloud account. Your Organization ID is
displayed in the following places:
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+ In the customer menu, in the upper-right corner of the Citrix Cloud console.
+ On the Account Settings page.

22t cifriX | Account settings a ® Example Corp.

B Accountsettings > Details

{2 Details Administrator

) Notifcations Details administrator@example.com

My settings

[ Orders

Account details
English (US]

Account settings apply to all administrators added to the account.

Information
Example Corp.

n n1D: 12345678
Example Corp. & 12345678 xyz12345 Account settings
Region Log out

Citrix Cloud United States

Geographical Considerations

September 6, 2025

This article discusses the commercial regions that Citrix Cloud™ uses and the presence of Citrix Cloud
commercial services within each region.

For more information about the geographical regions and service presence for Citrix’s public-sector
and dedicated cloud platforms, see Other cloud platforms from Citrix.

Choose a region

When your organization is onboarded to Citrix Cloud and you sign in for the first time, you are asked
to choose one of the following regions:

+ United States
« European Union
« Asia Pacific South

When you select a region, services hosted in that geographic region are used for actions associated
with the organization where possible. Pick a region that maps to where most of your users and re-
sources are located.
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Select a home region that best suits your
performance and business needs.

Why is this important? Help me decide.

Asia Pacific South

European Union

United States

I've read, understand and agree to the Terms of Servics

Important notes:

+ You can choose a region only once, when your organization is onboarded. You cannot
change your region later.

« If you are located in one region and use a service in another region, any performance im-
pacts are minimal. Citrix Cloud services are designed to be used on a global basis. For
example, customers in the US that have users and connectors in Australia will see minimal
impact from latency.

« If Citrix Cloud is not supported in your region, pick a region that is closest to where most of
your users and resources are located.

Service presence in each region

Most Citrix Cloud services are globally replicated. The region you select indicates a preference for
where connections must be made. However, connections might still be made to other geographical
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regions. When a service is globally replicated, all the data of that service is stored in all regions.

Similarly, your data might be processed on a global basis by Citrix affiliates or subprocessors as nec-

essary to perform the services.

Certain services have dedicated regional instances. Some services have US-based instances only. In

these cases, connections and data are contained within the geographic region.

Where a service is not available in the region that you selected for your organization, certain informa-

tion (such as authentication data) might be transferred between regions as needed.

Service

Citrix Cloud
control plane
Citrix Analytics
for Security™
Citrix Analytics

for Performance™
NetScaler®

Console (formerly
Application
Delivery
Management)

Citrix DaaS™
(formerly Virtual
Apps and
Desktops service)
Citrix DaaS
Standard for
Azure (formerly
Virtual Apps and
Desktops
Standard for
Azure)

us

Yes

Yes

Yes

Yes

Yes

Yes

EU

Yes

Yes

Yes

Yes

Yes

Yes

Asia Pacific South

Yes

Yes

Yes

Yes

Yes

Yes

Notes

See Low-touch
onboarding of
NetScaler
instances using
Console Advisory
Connectin this

article.
For Console

on-prem
telemetry
program, see
here.

Service uses the

Citrix Cloud
region.

Service uses the
Citrix Cloud
region.
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Service

Citrix Daa$S
Standard for
Google Cloud
(formerly Virtual
Apps and
Desktops
Standard for
Google Cloud)
Citrix DaaS
Premium for
Google Cloud
(formerly Virtual
Apps and
Desktops
Premium for
Google Cloud)
Citrix Endpoint
Management™

Remote Browser
Isolation Service

SD-WAN
Orchestrator
Citrix Secure
Private Access™

Session
Recording service

us

Yes

Yes

Yes

Yes

Yes

Globally
replicated

Yes

EU

No (Uses US

region)

No (Uses US

region)

Yes

Yes

Yes

Globally
replicated

Yes

Asia Pacific South

No (Uses US region)

No (Uses US region)

Yes

Yes

Yes

Globally
replicated

Yes

Notes

Select from
multiple
locations across
multiple regions.
See Endpoint
Management
service locations

in this article.
Service uses the

Citrix Cloud
region.

See Secure
Private Access
points of
presence in this
article.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

62



Citrix Cloud™

Service us EU Asia Pacific South  Notes

Citrix Virtual Apps  Yes Yes Yes Service uses the

Essentials™ Citrix Cloud
region.

Citrix Virtual Yes Yes Yes Service uses the

Desktops Citrix Cloud

Essentials™ region.

Web App Firewall Yes Yes No (Uses US region)

Workspace Yes Yes Yes

Environment

Management™;

Citrix

Optimization

Pack

Networking Yes No (Uses US No (Uses US region)

services region)

License Usage Globally Globally Globally replicated

Insights (CSPs replicated replicated

only)

Citrix Gateway Multiple WW Multiple WW Multiple WW You can configure

Service Access nodes; traffic nodes; traffic nodes; traffic resource

Nodes/POP routed as needed routed asneeded routed as needed locationsto

to ensure the to ensure the to ensure the enable user
best experience best experience best experience traffic routed to
specific regions.
For more
information, see
Geo-location
Routing - Preview
Note:

Certain regional Services may be delivered with entitlements to non-regional component Ser-

vices set forth elsewhere in the table above, and may be used at the customer’s election.

Citrix Cloud Services use the customer’s designated region to store Customer Content and Logs,

except with select Logs collected by Citrix sub-processors or for which non-regional storage is

necessary for performance of the service, including for support or troubleshooting, monitoring
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performance, security, auditing, and to allow for cross-region authentication (such as when an
EU-based support engineer needs to access a US-based environment). Customer Content and
Logs may be accessed on a global basis as necessary to perform the services.

For more information about the data stored by individual services, refer to the Technical Security
Overview for each service.

Low-touch onboarding of NetScaler Console instances using Console Advisory Connect

As a part of Console Advisory Connect-based low-touch onboarding of Console instances:

« If you are an existing Citrix Cloud customer, the Console service tenant is created in the same
geographical region that you selected when you created your Citrix Cloud account.

« If you are not an existing Citrix Cloud customer, the address mentioned for that customer in the
Citrix.com portalis referred. A placeholder Console service tenant is created in the geographical
region that corresponds to the region of this referred address. If you choose to onboard to Citrix
Cloud in the future, a new Console service tenant is created in the same region that you select
when you create your Citrix Cloud account. Also, the data is migrated from the placeholder
Console service tenant to the new Console service tenant.

Endpoint Management service locations

You can select one of the following Endpoint Management service locations from your home region:

« US East
« US West
» EU West
« SE Asia
« Sydney

Secure Private Access points of presence

For alist of the points of presence (PoPs) that Secure Private Access uses to ensure continuity and qual-
ity of service for customers, see What are all the Secure Private Access PoP locations? in the Secure
Private Access service documentation.

Other cloud platforms from Citrix

In addition to Citrix Cloud, Citrix offers other clouds that are isolated and separate from Citrix Cloud.
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Citrix Cloud Government

Citrix Cloud Government allows US government agencies and other public-sector customers in the
US to use Citrix cloud services according to regulatory and compliance requirements. Citrix Cloud
Government is a geographical boundary within which Citrix operates, stores, and replicates services
and data for delivery of Citrix Cloud Government services. Citrix may use multiple public or private
clouds located in one or more states within the US to provide services.

Citrix Cloud Government and offered services are available only in the US region.

For more information, see the Citrix Cloud Government product documentation.

Citrix Cloud Japan

Citrix Cloud Japan allows Japanese customers to use certain Citrix Cloud services in a dedicated Citrix-
managed environment. Citrix Cloud Japan and offered services are available only in Japan.

For more information, see the Citrix Cloud Japan product documentation.

Secure Deployment Guide for the Citrix Cloud™ Platform

September 6, 2025

The Secure Deployment Guide for Citrix Cloud provides an overview of security best practices when
using Citrix Cloud and describes the information Citrix Cloud collects and manages.

Technical security overviews for services

Consult the following articles for more information about data security within Citrix cloud services:

+ Analytics Technical Security Overview

+ Endpoint Management Technical Security Overview

+ Remote Browser Isolation Technical Security Overview

« Citrix DaaS technical security overview

« Citrix DaaS Standard for Azure technical security overview

Guidance for administrators

+ Use strong passwords and regularly change your passwords.
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« Alladministrators within a customer account can add and remove other administrators. Ensure
that only trusted administrators have access to Citrix Cloud.

« Administrators of a customer have, by default, full access to all services. Some services provide
a capability to restrict the access of an administrator. Consult the per-service documentation
for more information.

« Two-factor authentication for Citrix Cloud administrators is achieved using the default Citrix
identity provider. When administrators sign up for Citrix Cloud or are invited to a Citrix Cloud
account, they are required to enroll in multifactor authentication (MFA). If a customer uses Mi-
crosoft Azure to authenticate Citrix Cloud administrators, multifactor authentication can be con-
figured as described in Configure Azure AD Multi-Factor Authentication settings on the Microsoft
website.

+ By default, Citrix Cloud automatically terminates administrator sessions after 72 hours, regard-
less of console activity. This time-out cannot be changed.

+ Administrator accounts can be associated with a maximum of 100 customer accounts. If an ad-
ministrator needs to manage more than 100 customer accounts, they must create a separate
administrator account with a different email address to manage the additional customer ac-
counts. Alternatively, they can be removed as an administrator from customer accounts that
they no longer need to manage.

Password compliance

Citrix Cloud prompts administrators to change their passwords if one of the following conditions ex-
ists:

+ The current password hasn’t been used to sign in for more than 60 days.
» The current password has been listed in a known database of compromised passwords.

New passwords must meet all of the following criteria:

+ At least 8 characters long (128 characters maximum)

« Includes at least one upper-case and lower-case letter

« Includes at least one number

« Includes at least one special character: ' @ #$% A *? +=-

Rules for changing passwords:

« The current password can’t be used as a new password.

« The previous 5 passwords can’t be reused.

« The new password can’t be similar to the account user name.

» The new password must not be listed in a known database of compromised passwords. Citrix
Cloud uses a list provided by https://haveibeenpwned.com/ to determine if new passwords
violate this condition.
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Encryption and key management

The Citrix Cloud control plane does not store sensitive customer information. Instead, Citrix Cloud
retrieves information such as administrator passwords on-demand (by prompting the administrator
explicitly).

For data-at-rest, Citrix Cloud storage is encrypted using keys that are AES-256 bit or higher. These keys
are managed by Citrix.

For data-in-flight, Citrix uses industry standard TLS 1.2 with the strongest cipher suites. Customers
cannot control the TLS certificate in use, as Citrix Cloud is hosted on the Citrix-owned cloud.com do-
main. To access Citrix Cloud, customers must use a browser capable of TLS 1.2, and must have ac-
cepted cipher suites configured.

The following strong ciphers are recommended: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

Note:

While TLS 1.2 is required, some services can negotiate TLS 1.3 for enhanced security and perfor-
mance. Customers are encouraged to allow both TLS 1.2 and TLS 1.3 to be negotiated by their
clients. The following strong ciphers are recommended:

o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
e TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

For more information about how Citrix Cloud services data is protected, see Citrix Cloud Services Data
Protection Overview on the Citrix web site.

For more information about encryption and key management within each cloud service, consult the
service’s documentation.

Data sovereignty

The Citrix Cloud control plane is hosted in the United States, the European Union, and Australia. Cus-
tomers do not have control over this.

The customer owns and manages the resource locations that they use with Citrix Cloud. A resource
location can be created in any data center, cloud, location, or geographic area the customer desires.
Allcritical business data (such as documents, spreadsheets, and so on) are stored in resource locations
and are under customer control.

Other services may have an option to store data in different regions. Consult the Geographical Con-
siderations topic or the Technical Security Overviews (listed at the beginning of this article) for each
service.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 67


https://www.citrix.com/content/dam/citrix/en_us/documents/white-paper/citrix-cloud-services-data-protection-overview.pdf
https://www.citrix.com/content/dam/citrix/en_us/documents/white-paper/citrix-cloud-services-data-protection-overview.pdf
https://docs.citrix.com/en-us/citrix-cloud/overview/signing-up-for-citrix-cloud/geographical-considerations.html
https://docs.citrix.com/en-us/citrix-cloud/overview/signing-up-for-citrix-cloud/geographical-considerations.html
secure-deployment-guide-for-the-citrix-cloud-platform.html

Citrix Cloud™

Security issues insight

The website status.cloud.com provides transparency into security issues that have an ongoing impact
on the customer. The site logs status and uptime information. There is an option to subscribe for
updates to the platform or individual services.

Citrix Cloud Connector™
Installing the Cloud Connector

For security and performance reasons, Citrix® recommends that customers do not install the Cloud
Connector software on a domain controller.

Also, Citrix strongly recommends that the machines on which the Cloud Connector software is in-
stalled be inside the customer’s private network and not in the DMZ. For network and system require-
ments and instructions for installing the Cloud Connector, see Citrix Cloud Connector.

Configuring the Cloud Connector

The customer is responsible for keeping the machines on which the Cloud Connector is installed up-
to-date with Windows security updates.

Customers can use antivirus alongside the Cloud Connector. Citrix supports customers who use in-
dustry standard AV products.

In the customer’s Active Directory (AD) Citrix strongly recommends that the Cloud Connector’s ma-
chine account be restricted to read-only access. This is the default configuration in Active Directory.
Also, the customer can enable AD logging and auditing on the Cloud Connector’s machine account to
monitor any AD access activity.

Logging on to the machine hosting the Cloud Connector

The Cloud Connector allows sensitive security information to pass through to other platform compo-
nents in Citrix Cloud services, but also stores the following sensitive information:

+ Service keys for communicating with Citrix Cloud
« Hypervisor service credentials for power management in Citrix DaaS (formerly Citrix Virtual
Apps and Desktops™ service)

This sensitive information is encrypted using the Data Protection APl (DPAPI) on the Windows server
hosting the Cloud Connector. Citrix strongly recommends allowing only the most privileged admin-
istrators to log on to Cloud Connector machines (for example, to perform maintenance operations).
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In general, there is no need for an administrator to log on to these machines to manage any Citrix
product. The Cloud Connector is self-managing in that respect.

Do not allow end users to log on to machines hosting the Cloud Connector.

Installing other software on Cloud Connector machines

Customers can install antivirus software and hypervisor tools (if installed on a virtual machine) on the
machines where the Cloud Connector isinstalled. However, Citrix recommends that customers do not
install any other software on these machines. Other software creates possible security attack vectors
and might reduce the security of the overall Citrix Cloud solution.

Inbound and outbound ports configuration

The Cloud Connector requires outbound port 443 to be open with access to theinternet. Citrix strongly
recommends that the Cloud Connector have no inbound ports accessible from the Internet.

Customers can locate the Cloud Connector behind a web proxy for monitoring its outbound Internet
communications. However, the web proxy must support SSL/TLS encrypted communication.

The Cloud Connector might have other outbound ports with access to the Internet. The Cloud Con-
nector negotiates across a wide range of ports to optimize network bandwidth and performance if
other ports are available.

The Cloud Connector must have a wide range of inbound and outbound ports open within the internal
network. The following table lists the base set of open ports required.

Client Port Server Port Service

49152 -65535/UDP 123/UDP W32Time

49152 -65535/TCP 135/TCP RPC Endpoint Mapper
49152 -65535/TCP 464/TCP/UDP Kerberos password change

49152 -65535/TCP

49152 -65535/TCP/UDP
49152 -65535/TCP

53, 49152 -65535/TCP/UDP
49152 -65535/TCP

49152 -65535/TCP/UDP
49152 -65535/TCP/UDP

49152-65535/TCP
389/TCP/UDP
3268/TCP
53/TCP/UDP
49152 -65535/TCP
88/TCP/UDP
445/TCP

RPC for LSA, SAM, Netlogon (*)
LDAP

LDAP GC

DNS

FRS RPC (*)

Kerberos

SMB
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The Cloud Connector uses LDAP signing and sealing to secure connections to the domain controller.
This means that LDAP over SSL (LDAPS) is not required. For more information on LDAP signing, see
How to enable LDAP signing in Windows Server and Microsoft Guidance for Enabling LDAP Channel
Binding and LDAP Signing.

Each of the services used within Citrix Cloud extends the list of open ports required. For more infor-
mation, consult the following resources:

+ Technical Security Overviews for each service (listed at the beginning of this article)
« Internet Connectivity Requirements for Citrix Cloud services

» Console service port requirements

« Endpoint Management port requirements

Monitoring outbound communication

The Cloud Connector communicates outbound to the Internet on port 443, both to Citrix Cloud servers
and to Microsoft Azure Service Bus servers.

The Cloud Connector communicates with domain controllers on the local network that are inside the
Active Directory forest where the machines hosting the Cloud Connector reside.

During normal operation, the Cloud Connector communicates only with domain controllers in do-
mains that are not disabled on the Identity and Access Management page in the Citrix Cloud user
interface.

Each service within Citrix Cloud extends the list of servers and internal resources that the Cloud Con-
nector might contact during normal operations. Also, customers cannot control the data that the
Cloud Connector sends to Citrix. For more information about services’internal resources and data
sent to Citrix, consult the following resources:

+ Technical Security Overviews for each service (listed at the beginning of this article)
« Internet Connectivity Requirements for Citrix Cloud services

Viewing Cloud Connector logs

Any information relevant or actionable to an administrator is available in the Windows Event Log on
the Cloud Connector machine.

View installation logs for the Cloud Connector in the following directories:

« %AppData%\Local\Temp\CitrixLogs\CloudServicesSetup
+ %windir%\Temp\CitrixLogs\CloudServicesSetup
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Logs of what the Cloud Connector sends to the cloud are found in %ProgramData%)\Citrix\WorkspaceCloud\Logs.

The logs in the WorkspaceCloud\Logs directory are deleted when they exceed a specified size
threshold. The administrator can control this size threshold by adjusting the registry key value for
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CloudServices\AgentAdministration\MaximumLogSpaceMegabytes.

SSL/TLS Configuration

The Windows Server hosting the Cloud Connector must have the ciphers detailed in Encryption and
key management enabled.

The Cloud Connector must trust the certification authority (CA) that the Citrix Cloud SSL/TLS certifi-
cates and Microsoft Azure Service Bus SSL/TLS certificates use. Citrix and Microsoft might change
certificates and CAs in the future, but always use CAs that are part of the standard Windows Trusted
Publisher list.

Each service within Citrix Cloud might have different SSL configuration requirements. For more in-
formation, consult the Technical Security Overviews for each service (listed at the beginning of this
article).

Security compliance

To ensure security compliance, the Cloud Connector self-manages. Do not disable reboots or put
other restrictions on the Cloud Connector. These actions prevent the Cloud Connector from updating
itself when there is a critical update.

The customer is not required to take any other action to react to security issues. The Cloud Connector
automatically applies any security fixes.

Citrix Connector™ Appliance for Cloud Services
Installing the Connector Appliance

The Connector Appliance is hosted on a hypervisor. This hypervisor must be inside your private net-
work and not in the DMZ.

Ensure that the Connector Appliance is within a firewall that blocks access by default. Use an allow
list to allow only expected traffic from the Connector Appliance.

Ensure that the hypervisors that host your Connector Appliances are installed with up-to-date security
updates.

For network and system requirements and instructions for installing the Connector Appliance, see
Connector Appliance for Cloud Services.
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Logging on to the hypervisor hosting a Connector Appliance

The Connector Appliance contains a service key for communicating with Citrix Cloud. Allow only the
most privileged administrators to log on to a hypervisor hosting the Connector Appliance (forexample,
to perform maintenance operations). In general, there is no need for an administrator to log on to
these hypervisors to manage any Citrix product. The Connector Appliance is self-managing.

Inbound and outbound ports configuration

The Connector Appliance requires outbound port 443 to be open with access to the internet. Citrix
strongly recommends that the Connector Appliance have no inbound ports accessible from the inter-
net.

You can locate the Connector Appliance behind a web proxy for monitoringits outbound internet com-
munications. However, the web proxy must support SSL/TLS encrypted communication.

The Connector Appliance might have other outbound ports with access to the internet. The Connector
Appliance negotiates across a wide range of ports to optimize network bandwidth and performance
if other ports are available.

The Connector Appliance must have a wide range of inbound and outbound ports open within the

internal network. The following table lists the base set of open ports required.

Connector Appliance

Connection Direction Port External Port Service

Inbound 443/TCP Any Local Web Ul

Outbound 49152-65535/UDP 123/UDP NTP

Outbound 53, 53/TCP/UDP DNS

49152-65535/TCP/UDP

Outbound 67/UDP 68/UDP DHCP and broadcast

Outbound 49152 -65535/UDP 123/UDP W32Time

Outbound 49152 -65535/TCP 464/TCP/UDP Kerberos password
change

Outbound 49152 -65535/TCP/UDP  389/TCP/UDP LDAP

Outbound 49152 -65535/TCP 3268/TCP LDAP GC

Outbound 49152 -65535/TCP/UDP  88/TCP/UDP Kerberos

Outbound 49152 -65535/TCP/UDP  445/TCP SMB

Outbound 137/UDP 137/UDP NetBIOS Name Service
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Connector Appliance

Connection Direction Port External Port Service
Outbound 138/UDP 138/UDP NetBIOS Datagram
Outbound 139/TCP 139/TCP NetBIOS Session

Each of the services used within Citrix Cloud extends the list of open ports required. For more infor-
mation, consult the following resources:

 Technical Security Overviews for each service (listed at the beginning of this article)
« System and Connectivity Requirements for Citrix Cloud services

Monitoring outbound communication

The Connector Appliance communicates outbound to the Internet on port 443 to Citrix Cloud
servers.

Each service within Citrix Cloud extends the list of servers and internal resources that the Connector
Appliance might contact during normal operations. Also, customers cannot control the data that the
Connector Appliance sends to Citrix. For more information about services’internal resources and data
sent to Citrix, consult the following resources:

« Technical Security Overviews for each service (listed at the beginning of this article)
« System and Connectivity Requirements for Citrix Cloud services

Viewing Connector Appliance logs

You can download a diagnostic report for your Connector Appliance that includes various log files. For
more information about getting this report, see Connector Appliance for Cloud Services.

SSL/TLS Configuration

The Connector Appliance does not need any special SSL/TLS configuration.

The Connector Appliance trusts the certification authority (CA) used by Citrix Cloud SSL/TLS certifi-
cates. Citrix might change certificates and CAs in the future, but always use CAs that the Connector
Appliance trusts.

Each service within Citrix Cloud might have different SSL configuration requirements. For more in-
formation, consult the Technical Security Overviews for each service (listed at the beginning of this
article).
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Security compliance

To ensure security compliance, the Connector Appliance self-manages and you cannot log in to it
through the console.

You are not required to take any other action to react to connector security issues. The Connector
Appliance automatically applies any security fixes.

Ensure that the hypervisors that host your Connector Appliances are installed with up-to-date security
updates.

In your Active Directory (AD) we recommend that the Connector Appliance machine account be re-
stricted to read-only access. This is the default configuration in Active Directory. Also, the customer
can enable AD logging and auditing on the Connector Appliance machine account to monitor any AD
access activity.

Guidance for handling compromised accounts

« Audit the list of administrators in Citrix Cloud and remove any who are not trusted.

« Disable any compromised accounts within your company’s Active Directory.

« Contact Citrix and request rotating the authorization secrets stored for all the customer’s Cloud
Connectors. Depending on the severity of the breach, take the following actions:

+ Low Risk: Citrix can rotate the secrets over time. The Cloud Connectors continue to func-
tion normally. The old authorization secrets become invalid in 2-4 weeks. Monitor the
Cloud Connector during this time to ensure that there are no unexpected operations.

« Ongoing high risk: Citrix can revoke all old secrets. The existing Cloud Connectors will no
longer function. To resume normal operation, the customer must uninstall and reinstall
the Cloud Connector on all applicable machines.

Create a Citrix Cloud™ account

November 4, 2025

This article walks you through the process of creating a Citrix Cloud account and completing the re-
quired tasks for onboarding your account successfully.

Customers with an existing relationship with Citrix® and are new to Citrix cloud services can use the
tasks in this article to complete the onboarding process.
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Sign-up process for new Citrix customers

If you’re new to Citrix and Citrix Cloud, you must contact Citrix to create a new Citrix account for your
company. Use one of the following contact methods:

«+ Contact Citrix Customer Service.
« Contact a Citrix Partner or Citrix Sales office in your area.

When you contact Citrix, you can discuss your business needs with a Citrix representative. The rep-
resentative helps you complete the sign-up process and provides you with your Citrix sign-in creden-
tials.

After you receive your Citrix account credentials, you can use the tasks in this article to sign in and get
started with Citrix Cloud.

What is a Citrix account?

A Citrix account, also known as a Citrix.com account or My Citrix account, enables you to manage
access to the licenses you have purchased. Your Citrix account uses an organization ID (OrglD) as a
unique identifier. You can access your Citrix account by logging in at https://www.citrix.com with a
user name (also known as a web login) or your email address, if one is linked to your account.

Important:

A user name maps to a single, unique Citrix account, but an email address can map to multiple
Citrix accounts.

What is an OrgID?

An OrglD is the unique identifier assigned to your Citrix account. Your OrglD is associated with a phys-
ical site address, typically your company’s business address. Companies usually have a single OrgID.
However, in some cases, such as having different branch offices or having different departments man-
aging their assets separately, Citrix may allow a single company to have multiple OrgIDs.

Citrix routinely cleans up certain OrglDs, merging duplicates in some cases. If your company has
OrglDs that you want to merge with a valid and active OrgID, you can contact Citrix Customer Sup-
port with the OrglDs you want merged.

Note:

Companies have already set up OrgIDs based on how they want to manage their assets, so if you
don’tknow what OrglID you need to use or how many OrgIDs you have, contact the IT department
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or Citrix administrator in your company. If you need help, contact Citrix Customer Service at
https://www.citrix.com/support/ to locate your OrgID.

What is a Citrix Cloud account?

A Citrix Cloud account enables you to use one or more Citrix cloud services to securely deliver your
appsand data. A Citrix Cloud account is identified by a customer ID and is associated with an OrgID. An
OrglID can be associated with multiple Citrix Cloud customer IDs, but a customer ID can be associated
with only one OrglD.

It’s important to use the right Citrix Cloud account, based on how your organization has set up OrgIDs,
so that your purchases and administrator access can continue on the same OrglIDs. For example,
if a company’s design department using OrgID 1234 has been using Virtual Apps and Desktops on-
premises and wants to try Citrix Cloud, one of the administrators of OrgID 1234 can sign up for Citrix
Cloud on that OrglD using their Citrix account sign-in credentials or an email address associated with
that OrglID. When the company decides to purchase a Citrix DaaS™ subscription, the order can be
placed correctly on OrglD 1234.

Important:

Users who have access to a particular Citrix account do not automatically have access to the
Citrix Cloud account associated with that Citrix account’s OrglID. Because Citrix Cloud access en-
ables users to potentially impact service, it’s important to control who accesses the Citrix Cloud
account.

OrgID Citrix Cloud

(Organization ID) dCccou nt

Citrix.com account. This is where you
can download traditional on-premises
icenses

You will need to place orders against
the same OrglD for Citrix Cloud
subscriptions for this account

OrglD that you use to
place orders against

Multifactor authentication

To keep your Citrix Cloud account safe and secure, Citrix requires all customers to enroll in multifactor
authentication (MFA). To enroll, you need only a device, such as a computer or mobile device, and
an authenticator app installed, such as Citrix SSO. If using a device with an authenticator app isn’t
possible, you can use an email address instead.
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If you’re not already enrolled in MFA, Citrix prompts you to enroll when you sign in with your Citrix
account credentials. For requirements and instructions, see Step 2: Set up multifactor authentication

in this article.

Step 1: Visit the Citrix Cloud web site

1. Using a web browser, visit https://onboarding.cloud.com.

2. Select Create account.

Create a Citrix Cloud account

Create a Citrix Cloud account with your existing Citrix account credentials, or sign up for a Citrix account to get started. If your
organization already has a Citrix Cloud account, please contact your Citrix administrator to add you to the account.

Sign up

Call or chat with a customer service representative to
sign up for a Citrix account.

Q. Contact customer service

3. Enter your user name and password or the email address and password associated with your

Citrix.com account.
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What happens if the account is already in use?

Citrix Cloud

already in use

currently has a account. If you want to
join and become an admin on this account, contact an
existing admin to approve you.

If you see a message indicating a Citrix Cloud account for your organization is already in use, it means
that another administrator from your Citrix account has already created the Citrix Cloud account. Be-
fore you can access the account, an existing administrator needs to invite you to be an administrator,
even if you’re already a member of the Citrix account.

Since a Citrix Cloud account allows administrators much greater control on the service, we expect that
the first administrator who creates the Citrix Cloud account has to explicitly give access to another
administrator, even if the other administrator is already a member of the Citrix account.

To request an invitation to join the Citrix Cloud account, select Request Approval. All existing admin-
istrators on the account receive an email notifying them of your request. If the existing administrators
are no longer with your organization, please contact Citrix Support.

When an administrator receives your approval request, they invite you to be an administrator as de-
scribed in Invite individual administrators.

When you receive the invitation email, click the Sign in link to accept the invitation. When your
browser opens, Citrix Cloud prompts you to create a password and sign in to the Citrix Cloud
account.

Step 2: Set up multifactor authentication

If you’re not enrolled in MFA, Citrix Cloud prompts you to enroll before signing in. You can choose to
enroll in MFA using an authenticator app (recommended) or your email address.

Notes:

+ Only administrators under the Citrix identity provider can set up MFA through Citrix Cloud.
If you use Azure AD to manage Citrix Cloud administrators, you can configure MFA using
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the Azure portal. For more information, see Configure Azure Multi-Factor Authentication
settings on the Microsoft web site.

« After you complete the setup process, MFA is used for all customer organizations that you
belong to in Citrix Cloud. You can’t disable MFA after completing the setup process.

« You can enroll only one device. If you enroll a different device later, Citrix Cloud deletes the
current device enrollment and replaces it with the new device. For more information, see

Manage your primary MFA method.

Email as an authentication method

If you can’t use an authenticator app to access Citrix Cloud, MFA using email is a convenient alterna-
tive. However, Citrix strongly recommends that you take precautions to ensure access to your email
address is secure.

MFA requirements

To set up MFA with an authenticator app, you must install an app that follows the Time-Based One-
Time Password standard on your device, such as a smartphone or desktop computer. Depending on
the device you’re enrolling, the app might need to access your device’s camera to scan a QR code. If
your device doesn’t have a camera, you can enter a key that Citrix Cloud provides.

To set up MFA with an email address, you must use an email address that meets the following require-

ments:

« The email address is different from the email address you’re using for your Citrix account.
« The email address is an address that you can access to receive verification emails from Citrix.

To enroll in multifactor authentication

1. When prompted to enrollin MFA, select Enroll now.
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Enroll in multifactor authentication

Signing in to Citrix Cloud requires multifactor authentication to keep
your account secure

Enroll Now

Learn more about multifactor authentication

2. When prompted, enter your email address and select Send email. Citrix Cloud sends you an
email with a verification code.

3. Enter the verification code from the email and your Citrix account password. Click Verify and
continue.

4. Select the authentication method you want to use, either authenticator app or email.

5. If you selected Authenticator app, perform the following actions:

a) From your authenticator app, scan the QR code or enter the key manually. Your authenti-
cator app displays an entry for Citrix Cloud and generates a 6-digit code.
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Set up an authenticator app

Download an authenticator app

1. Go to your phone's app store.
2. Search for "authenticator App.”

3. Download an app of your choosing.

Scan the QR code

From your authenticator app, scan the QR below. If you can not scan the QR code, use the key to
enter manually.

(R code Key

Verify your authenticator app

Your authenticator app will generate a 6-digit code. Please copy the code below.

b) Under Verify your authenticator app, enter the code from your authenticator app and
select Verify code.

6. Click Next: Recovery Methods.

7. Select Add recovery phone and enter a recovery phone number that Citrix Support can use
to call you and verify your identity. Citrix recommends using a landline phone number. When
finished, click Save recovery phone number.

8. Select Next.

9. Select Add recovery email and enter an email address that you can access that’s different from
the one you use with Citrix Cloud. Citrix uses this address to send you a verification code to verify
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your identity.

If you don’t have a different email address, select Don’t have a recovery email? to generate
a list of backup codes instead. Backup codes aren’t recommended because they can be lost
easily. If you choose this option, download the codes and keep them in a location where you
can access them when needed.

10. Select Finish to complete the enrollment.

The next time you sign in with your Citrix Cloud administrator credentials, Citrix Cloud prompts you
for the verification code from your chosen MFA method.

a

Enter the verification code Provided by your
authenticator app.

Don't have vour authenticator app?

Manage your MFA enrollment

To change your device, switch to a different MFA method, or update your recovery methods, see the
following articles:

+ Manage your primary MFA method
» Manage your MFA recovery methods

Step 3: Verify your OrgID

Before you start using Citrix Cloud, take a moment to verify your OrgID.
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Make sure your account OrglD matches the OrglD that you use to place orders. One of the benefits of
Citrix Cloud is that if you try a service and decide to purchase it, then all the configurations you made
in the trial are retained in the purchased service, since the purchase occurs in the same account. So,
making sure that the trial starts in the right OrgID saves effort when you decide to purchase.

Your OrgID appears in the following locations in the management console:

+ Inthe menu beneath your customer name. Click on your customer name in the top-right corner
to reveal the menu.

Administrator A

Example Corp.

CCID: xyz12345 f

Administrator

administrator@example.com

My settings
NetScaler Console lﬁ

English (US)

e Example Corp.
lications

[ Organization ID: 12345678 I

Account settings

Change account

Log out

atwork connection. Please try again later.

Cloud Platform

+ On your Account Settings page. Select Account Settings from the customer menu.
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Administrator
CCID: xyz12345

Example Corp.

Administrator

administrator@example.com

My settings

NetScaler Console @
English (US)

Example Corp.

Organization ID: 12345678

[Accountsettings I

Change account

Log out

Next steps

After onboarding, you can move on to the following tasks:

« Add an identity provider to authenticate administrators or workspace users.

Add administrators to your Citrix Cloud account. Even if your other administrators have access
to your Citrix account on Citrix.com, you still need to add them to your Citrix Cloud account.
Request cloud service trials. Trials are designed to be tested with your choice of on-premises
infrastructure or public cloud, your applications, and your Microsoft Active Directory.
Allocating licenses to an account. This procedure assists you in allocating licenses to the users.

More information

« Citrix Training: Fundamentals of Citrix Cloud
« Citrix channel on YouTube: Citrix Cloud Master Class
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Verify your email for Citrix Cloud™

September 6, 2025

From time to time, Citrix might ask you to verify your Citrix Cloud account. Some reasons why you
might be asked to verify your email:

+ You haven’t logged in to Citrix Cloud in a while.

+ You changed your email address.

+ You added a new administrator to your Citrix Cloud account.

« Due to security system updates to Citrix Cloud, you are required to re-verify your Citrix Cloud
account.

FAQ
How often will | be asked for verification?

Verifying your account is a one-time event. Citrix Cloud won’t ask you for verification every time you
sign in or when something in your account changes. If you’re asked to verify frequently, contact Citrix
Technical Support.

Has something happened to my account?

No, being asked to verify your account doesn’t mean that anything is wrong with either your account
or any of your Citrix Cloud services. It’s simply a part of how Citrix keeps your information safe and
secure.

I haven’t received a verification email. What do | do?

Perform the following steps:

1. Search your inbox for a verification email from Citrix’. The verification email expires after 24
hours. Totrigger a new verification email, sign in to Citrix Cloud again. Thisis a one-time process
for each web login.

2. If it’s not in your inbox, check your folders. If a spam filter or email rule moved the email, it
might be in your spam or junk folders. Check any firewalls.

3. Ensure that you’re checking the correct email account. Citrix sends the verification email to the
email address currently on file for your account. Often, this is the email address you originally
signed up with for Citrix Cloud or the one with which you were invited to join the Citrix Cloud
account.
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4. Confirm that the email address on record is valid by signing in to your Citrix account at https:
//www.citrix.com/account. If the email is invalid, update your email address and sign in to
Citrix Cloud again to trigger a new verification email. For more information, see CTX120355 in
the Citrix Support Knowledge Center.

5. If you still have not received a verification email, contact Citrix Support to open a support case.
For education sites (see Partner Services Delivery > eLearning > Citrix Training), open a case
with the education team for further investigation. To open a case, request General Support on
the Contact Us page.

If you have successfully verified your email but you are still unable to sign in to Citrix Cloud, see Trou-
bleshooting login issues on Citrix websites.

Contact Citrix Support

If you are experiencing an issue that’s not covered here, contact Citrix Support to open a support
case.

Connect to Citrix Cloud™

September 6, 2025

Connecting your resources to Citrix Cloud involves deploying connectors in your environment and
creating resource locations.

Resource Locations

Resource locations contain the resources required to deliver cloud services to your end users. Re-
source locations contain different resources depending on which Citrix Cloud services you are using
and the services that you want to provide to your users.

Your resource location is wherever your resources reside, whether that’s a public or private cloud, a
branch office, or a data center. If you already have resources in your own cloud or data center, your
resources remain where they are. There’s no need to move them elsewhere to use them with Citrix
Cloud.

Your choice of location might be impacted by the following factors:

« Proximity to subscribers
+ Proximity to data

+ Scale requirements

+ Security attributes
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Example of a resource location deployment

« Build your first resource location in your data center for the head office based on users and
applications that need to be close to the data.

+ Add a second resource location for your global users in a public cloud. Alternatively, build sep-
arate resource locations in branch offices to provide the applications best served close to the
branch workers.

« Add another resource location on a separate network that provides restricted applications. This
provides restricted visibility to other resources and users without the need to adjust the other
resource locations.

View and manage resource locations

To manage Resource Locations, log into Citrix Cloud and from the main menu choose Resource Lo-

cations.

e B . ~ o~ Joe Blogg
it cilnx | Resource locations Lt. ® Cn;n g:::le &
_ B Resource locations
{ar Overview
£ FAS servers Overview @
+ Resource Location C Refresh All
London
2 + + +
Cloud Connectors Connector Appliances Gateway FAS Servers
Paris
+ 1 +
Connector Appliances Gateway FAS Servers
New York
2 + + +

Cloud Connectors Connector Appliances Gateway FAS Servers

Collapse &

For each resource location you can add:

+ Cloud connectors

« Connector appliances
« Citrix Gateways

« FAS servers

© 1997-2026 Citrix Systems, Inc. All rights reserved. 87



Citrix Cloud™

Create a resource location

To create a resource location:

1. Select + Resource Location

< Resource Locations

<+ Resource Location & Refresh All

New Resource Location Save Cancel

2. Enter the name of the resource location. See Naming restrictions.
3. Press Save. The new resource location is created.

New Resource Location

Cloud Connec! tars Cannector Appliances Gateway FAS Servers

4. Install at least two connectors in the resource location. Depending on the cloud services you’
re using, either Cloud Connectors or Connector Appliances are required for enabling commu-
nication between Citrix Cloud and your resources. For more information about choosing the
appropriate connector, see Resource type. To deploy the connectors, see the following articles:

+ Cloud Connector Installation
» Connector Appliance for Cloud Services

Resource types

Resource locations contain different resources depending on which Citrix Cloud services you are using
and the services that you want to provide to your subscribers. Different resources use different types
of connector. Most services make use of the Citrix Cloud Connector™, but some specific services need
a Connector Appliance.
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Services that use Citrix Cloud Connector

« Citrix DaaS (formerly Citrix Virtual Apps and Desktops service) requires the Cloud Connector
for publishing apps and desktops and provisioning machine catalogs in your resource locations.
For an overview of how the Cloud Connector communicates with this service, refer to the Citrix
DaaS diagram in Citrix Tech Zone.

« Citrix Daas$ Standard for Azure (formerly Citrix Virtual Apps and Desktops Standard for Azure)
requires the Cloud Connector for delivering Citrix-hosted Azure virtual desktops and apps from
multi-session machines.

« Endpoint Management requires the Cloud Connector for managing app and device policies
and delivering apps to users.

Services that use Connector Appliance

« Image Portability Service simplifies the management of images across platforms. This feature
is useful for managing images between an on-premises resource location and one in a public
cloud. The Citrix Virtual Apps and Desktops™ REST APIs can be used to automate the adminis-
tration of resources within a Citrix Virtual Apps and Desktops site.

The Image Portability workflow begins when you use Citrix Cloud to initiate the migration of an
image from your on-premises location to your public cloud subscription. After preparing your
image, Image Portability Service helps you transfer the image to your public cloud subscription
and prepare it to run. Finally, Citrix Provisioning or Machine Creation Services™ provisions the
image in your public cloud subscription.

For more information, see Image Portability Service.

« Citrix Secure Private Access enables administrators to provide a cohesive experience that in-
tegrates single sign-on, remote access, and content inspection into a single solution for end-to-
end access control. For more information, see Secure Private Access with Connector Appliance.

There might be other services in preview that also depend on the Connector Appliance.

Resource location limits

You can have a maximum of 50 resource locations in your Citrix Cloud account.

Naming restrictions

Names that you assign to resource locations must conform to the following restrictions:

« Maximum length: 64 characters
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« Disallowed characters:

o« #,5,%, M & 7, +

Braces: [1,{ }

Pipes (|)

Less-than symbol (<) and greater-than symbol (>)

Forward and backward slashes (/, \)

« Must not match any other resource location name (case-insensitive) in the Citrix Cloud account

Primary resource locations

A primary resource location is a resource location that you designate as “most preferred”for certain
communications between your domain and Citrix Cloud. The Cloud Connectorsin a primary resource
location are used for user logons and provisioning operations. The resource location you select as
“primary”should have Cloud Connectors that have the best performance and connectivity to your
domain. This enables your users to log on quickly to Citrix Cloud.

For more information, see Select a primary resource location.

Gateways

By default, clients must be able to directly reach the machines hosting your virtual apps and desktops.
You can enable remote access by using a gateway. You can either use the Citrix Gateway Service or by
using your own NetScaler® gateway.

To configure remote access, select the Gateway tile for a resource location.
[ o

Configure Connectivity X

Connectivity Type

(O Traditional Gateway
O Gateway Service

@ Internal Only | No external connectivity is set up

@
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Alternatively, you can reach the same configuration screen from Workspace Configuration.

For more information on configuring gateways, see Configure access to workspaces - External connec-
tivity.

Citrix Cloud Connector™

September 6, 2025

The Citrix Cloud™ Connector is a Citrix component that serves as a channel for communication be-
tween Citrix Cloud and your resource locations, enabling cloud management without requiring any
complex networking or infrastructure configuration. This removes all the hassle of managing deliv-
ery infrastructure. It enables you to manage and focus on the resources that provide value to your
users.

Note:

Do not install the Citrix DaaS Remote PowerShell SDK on a Citrix Cloud Connector machine. It
can be installed on any domain joined machine within the same resource location.

Citrix® recommends that you do not run this SDK’s cmdlets on Cloud Connectors. The SDK’s
operation does not involve the Cloud Connectors.

Services that require the Cloud Connector

Citrix DaaS (formerly Citrix Virtual Apps and Desktops service) requires the Cloud Connector. For an
overview of how the Cloud Connector communicates with the service, refer to the Citrix DaaS diagram
in Tech Zone.

Citrix Endpoint Management™ requires the Cloud Connector for enterprise connectivity to the End-
point Management service. The Remote Browser Isolation service requires the Cloud Connector for
authenticated external web apps.

Cloud Connector functions

+ Active Directory (AD): Enables AD management, allowing the use of AD forests and domains
within your resource locations. It removes the need for adding any additional AD trusts.

« Virtual apps and desktops publishing: Enables Citrix DaaS™ publishing from resources in your
resource locations.
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« Endpoint Management: Enables a mobile device management (MDM) and mobile application
management (MAM) environment for managing device and app policies and delivering apps to
users.

+ Machine catalog provisioning: Enables provisioning of machines directly into your resource
locations.

Cloud Connector communication

The Cloud Connector authenticates and encrypts all communication between Citrix Cloud and your
resource locations. Once installed, the Cloud Connector initiates communication with Citrix Cloud
through an outbound connection. All connections are established from the Cloud Connector to the
cloud using the standard HTTPS port (443) and the TCP protocol. No incoming connections from the
publicinternet are accepted.

Cloud Connector availability and load management

For continuous availability and to manage load, install multiple Cloud Connectors in each of your re-
source locations. At least two Cloud Connectors in each resource location are required for ensuring a
highly available connection with Citrix Cloud. If one Cloud Connector is unavailable for any period of
time, the other Cloud Connectors can maintain the connection. Since each Cloud Connector is state-
less, the load can be distributed across all available Cloud Connectors. There is no need to configure
this load balancing function. It is completely automated.

As long as there is one Cloud Connector available, there will be no loss in communication with Citrix
Cloud. The end user’s connection to the resources in the resource location does not rely on a connec-
tion to Citrix Cloud, wherever possible. This enables the resource location to provide users access to
their resources regardless of a connection being available to Citrix Cloud.

Where to obtain the Cloud Connector

You can download the Cloud Connector software from within Citrix Cloud.

1. Signin to Citrix Cloud.

2. From the menu in the top-left of the screen, select Resource Locations.

3. If you have no existing resource locations, click Download on the Resource Locations page.
When prompted, save the cwcconnector.exe file.

4. If you have a resource location but no Cloud Connectors installed in it, click the Cloud Connec-
tors bar and then click Download. When prompted, save the cwcconnector.exe file.
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How many Cloud Connectors do | need?

A minimum of two (2) Cloud Connectors are required to create a highly available connection between
Citrix Cloud and your resource location. Depending on your environment and the workloads you’re
supporting, you might need more Cloud Connectors to ensure the best experience for your users.

As a best practice, Citrix recommends using the N+1 redundancy model when determining the number
of Cloud Connectors you need to deploy. Determine the number of Cloud Connectors that you need
in a resource location based on your environment, workloads, Active Directory configuration, and
services. To this number, add at least one more Cloud Connector to provide resiliency. For example,
if you determine that you need five Cloud Connectors, add one more to this total and install six Cloud
Connectors in your resource location.

For additional scale and sizing guidelines, see Scale and size considerations for Cloud Connectors.

Where to install the Cloud Connector

Review the system requirements for supported platforms, operating systems, and versions.

Install the Cloud Connector on a dedicated machine running Windows Server 2016, Windows Server
2019, Windows Server 2022, or Windows Server 2025. This machine must be joined to your domain
and able to communicate with the resources that you want to manage from Citrix Cloud.

Important:

+ Do notinstall the Cloud Connector, or any other Citrix components, on an Active Directory
domain controller.

« Do not install the Cloud Connector on machines that are part of other Citrix deploy-
ments (for example, delivery controllers in an on-premises Virtual Apps and Desktops

deployment).

For more deployment information, see the following articles:

» Deployment scenarios for Cloud Connectors in Active Directory
+ Cloud Connector Installation

Citrix Cloud Connector™ Technical Details

October 24, 2025
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The Citrix Cloud™ Connector is a component that establishes a connection between Citrix Cloud and
your resource locations. This article describes deployment requirements and scenarios, Active Direc-
tory and FIPS support, and troubleshooting options.

System requirements

The machines hosting the Cloud Connector must meet the following requirements. At least two Cloud
Connectors in each resource location are required for production environments to ensure high avail-
ability. As a best practice, Citrix recommends using the N+1 redundancy model when deploying Cloud
Connectors to maintain a highly available connection with Citrix Cloud.

Host Resource requirements

Each Cloud Connector requires of minimum of:

« 2vCPU
* 4GB memory
+ 20 GB disk space

For Cloud Connectors which will be used for Local Host Cache, Citrix recommends a minimum of 4
vCPU and 6 GB memory for Cloud Connectors.

More vCPU memory enables a Cloud Connector to scale up for larger sites. For recommended config-
urations, see Scale and size considerations for Cloud Connectors.

Operating systems

The following operating systems are supported:

« Windows Server 2025
« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

The Cloud Connector is not supported for use with Windows Server Core.

.NET requirements

Microsoft .NET Framework 4.7.2 or later is required. Download the latest version from the Microsoft
website.
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In addition to the .NET Framework 4.7.2 or later, Microsoft .NET 8.0 or later is required. Download the
latest version from the Microsoft website.

Citrix® strongly recommends enabling Windows Update the “Install updates for other Microsoft prod-
ucts”policy to ensure these packages are kept up to date.

Note:

Do not use Microsoft .NET Core with the Cloud Connector. If you use .NET Core instead of .NET
Framework, installing the Cloud Connector might fail. Use only .NET Framework with the Cloud
Connector.

Server requirements

If you’re using Cloud Connectors with Citrix DaaS (formerly Citrix Virtual Apps and Desktops service),
refer to Scale and size considerations for Cloud Connectors for machine configuration guidance.

The following requirements apply to all machines where the Cloud Connector is installed:

+ Use dedicated machines for hosting the Cloud Connector. Do not install any other components
on these machines.

+ The machines are not configured as Active Directory domain controllers. Installing the Cloud
Connector on a domain controller is not supported.

« Server clock is set to the correct UTC time.

+ Ifyou are using the graphicalinstaller, you must have a browser installed and the default system
browser set.

Windows Update guidance

Citrix strongly recommends enabling Windows Update on all machines hosting the Citrix Cloud Con-
nector, including the “Install updates for other Microsoft products”policy. The Citrix Cloud Connector
performs regular checks for pending reboots, which can be triggered by various factors, including
Windows Updates, every five minutes. Any detected reboot is promptly executed, irrespective of the
preferred day schedule set on the Resource location. This proactive approach ensures that the Cit-
rix Cloud Connector isn’t left in a pending update state for an extended period, thereby maintaining
system stability.

The Citrix Cloud platform manages restarts to maintain availability, permitting only one Citrix Cloud
Connector to restart at a time. When setting up Windows Update, ensure that Windows is set to auto-
matically download and install updates during non-business hours. However, the automatic restarts
are not allowed for at least four hours to allow the Citrix Cloud Connector ample time to manage the
restart process. Additionally, you can establish a fallback restart mechanism using Group Policy or a
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system management tool for situations where a machine must be restarted following an update. For
more information, see Manage device restarts after updates.

Note:

+ If the customer does not intend their Citrix Cloud Connector to reboot during business
hours, we suggest that the customer schedule Windows Updates accordingly outside of
business hours.

« Each Citrix Cloud Connector requires approximately 10 minutes to reboot, and thisincludes
the time needed to synchronize with the Citrix Cloud Platform to ensure that only one Citrix
Cloud Connector reboots at any given point of time. Hence, the recommended minimum
delay of four hours for automatic restarts, as mentioned earlier, can be adjusted accordingly
to a lesser or greater duration depending on the number of Citrix Cloud Connectors in the
tenant.

Certificate validation requirements

The Cloud Connector depends on X.509 Certificates in order to validate the integraty of software pack-
ages it installs and Citrix Cloud endpoints which it contacts. These certificates are issued by widely
respected enterprise certificate authorities (CAs).

In order to perform the validation the Cloud Connectors has the following requirements:

« The root certificates must be present in the host certificate store

« The intermediate certificates must be present in the host ceritficate store

« The Cloud Connector must be able to able to verify the Certificate Revocation List (CRL) of the
certificate.

For complete instructions for downloading and installing the certificates, see CTX223828.

Root Certificate Requirements The following root certificates must be installed on Cloud Connec-
tor hosts:

» https://cacerts.digicert.com/DigiCertGlobalRootG3.crt

» https://cacerts.digicert.com/DigiCertGlobalRootG2.crt

« https://cacerts.digicert.com/DigiCertGlobalRootCA.crt

» https://cacerts.digicert.com/DigiCertTrustedRootG4.crt

» https://cacerts.digicert.com/BaltimoreCyberTrustRoot.crt

« https://www.d-trust.net/cgi-bin/D-TRUST_Root_Class_3_CA_2_2009.
crt

o https://www.microsoft.com/pkiops/certs/Microsoft%20RSA%20R00t%20
Certificate%20Authority%202017.crt
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+ https://www.microsoft.com/pkiops/certs/Microsoft%20EV%20ECC%20
Root%20Certificate%20Authority%202017.crt

o https://www.microsoft.com/pkiops/certs/Microsoft%20ECC%20Ro0t%20
Certificate%20Authority%202017.crt

Root certificates are usually packaged as part of the Operating System or distributed by the Windows
Root Certificate Program, unless:

+ The Turn off Automatic Root Certificate Update group policy is in place to block the root certifi-
cate update; and

« Connectivity from the Connector host server to the internet is restricted, preventing the update
from being downloaded

If any certificate is missing, the Cloud Connector installer will attempt to download it from http://
cacerts.digicert.com.

Where this is not possible, the root certificates will need to be manually installed on all Cloud Connec-
tor hosts.

Intermediate Certificate Requirements The following intermediate certificates must be installed
on Cloud Connector hosts:

» https://cacerts.digicert.com/DigiCertTrustedG4CodeSigningRSA4096SHA3842021
.crt

Intermediate certificates are usually downloaded on demand when the server is presented with a
certificate issued by an intermediate authority that is missing from the Windows Certificate store.

If connectivity from the connector host server to the internet is restricted, this download may not
happen. In these cases the intermediate certificates will need to be manually installed on all Cloud
Connector hosts.

Certificate Revocation List (CRL) Requirements It is important to verify that certificates used to
validate components have not been compromised. This is implemented with Certificate Revocation
Lists (CRLs). When a client uses a certificate to validate the integrity of a file or endpoints, the client
checks whether it trusts the CA that issued the certificates and whether the certificate has been re-
voked. If the certificate is on a CRL, the certificate is revoked and cannot be trusted.

The CRL servers use HTTP on port 80 instead of HTTPS on port 443. Cloud Connector components,
themselves, do not communicate over external port 80. The need for external port 80 is a byproduct
of the certificate verification process that the operating system performs.

The following CRL endpooints must be available for the Cloud Connector to contact on HTTP port 80:
-http://cacerts.digicert.com/
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-http://dl.cacerts.digicert.com/
-http://crl3.digicert.com
-http://crl4.digicert.com
-http://ocsp.digicert.com
-http://www.d-trust.net
-http://root-c3-ca2-2009.ocsp.d-trust.net
-http://crl.microsoft.com
-http://oneocsp.microsoft.com
-http://ocsp.msocsp.com

For more information about how to test for CRL and OCSP connectivity, see https://www.digicert.c
om/kb/util/utility-test-ocsp-and-crl-access-from-a-server.htm.

Customer Managed Certificates Inaddition to the Citrix-managed certificates required for commu-
nicating with Citrix Cloud services, customers can deploy additional certificates on Cloud Connectors
to secure communication with other on-premises components. These certificates will be customer-
managed and need to be monitored and renewed by the customer.

The following table provides a summary of the communication flows which can be secured with
customer-managed certificates.

Component Traffic Flow from Connector Further Documentation
Storefront Inbound HTTPS Configuration
NetScaler Gateway Inbound HTTPS Configuration
Hypervisor Outbound Securing connections to the

VMWare Environment

Citrix DaaS™ Utilizing the Cloud Connector for connectivity to DaaS resources necessitates the in-
stallation of additional certificates and granting access to extended PKI infrastructure. Each Cloud
Connector machine is required to fulfill the following requirements:

« HTTP port 80 is open to the following addresses:

« crl.*.amazontrust.com
e OCsp.*.amazontrust.com
e *¥,552.US

« Communication with the following addresses is enabled

» https://*.amazontrust.com
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« https://*x.ss2.us

+ The following root certificates are installed:

https
https
https
https
https

</ /www.
2/ /www.
o/ /www .
s/ /www.
</ /www.

amazontrust.
amazontrust.
amazontrust.
amazontrust.

amazontrust

com/repository/AmazonRootCAl.cer

com/repository/AmazonRootCA2.cer
com/repository/AmazonRootCA3.cer

com/repository/AmazonRootCA4.cer

.com/repository/SFSRootCAG2.cer

+ The following intermediate certificates are installed:

https:
https:
https:
https:

cer

https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
https:
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https:
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amazontrust

amazontrust.
amazontrust.
amazontrust.

amazontrust.
amazontrust.

amazontrust

amazontrust.

amazontrust

amazontrust.
amazontrust.

amazontrust

amazontrust.
amazontrust.
amazontrust.
amazontrust.
amazontrust.

amazontrust
amazontrust

amazontrust.

.com/repository/G2-RootCA4.orig.cer

com/repository/R3-ServerCA3A.cer
com/repository/SFC2CA-SFSRootCAG2.cer
com/repository/SFC2CA-SFSRootCAG2.v2.

com/repository/G2-RootCAl.orig.cer
com/repository/R1-ServerCAlA.cer

.com/repository/G2-RootCA3.cer

com/repository/R3-ServerCA3A.orig.cer

.com/repository/G2-RootCA2.orig.cer

com/repository/G2-RootCA4.cer
com/repository/R2-ServerCA2A.cer

.com/repository/R4-ServerCA4A.cer

com/repository/R1-ServerCAlA.orig.cer
com/repository/G2-RootCAl.cer
com/repository/G2-RootCA2.cer
com/repository/G2-RootCA3.orig.cer
com/repository/R4-ServerCA4A.orig.cer

.com/repository/G2-ServerCAQA.cer
.com/repository/G2-ServerCAOA.orig.cer

com/repository/SFSRootCA-SFSRootCAG2.

If any certificate is missing, the Cloud Connector will download it from https://www.amazontrust.co

m

For complete instructions for downloading and installing the certificates, see CTX223828.
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Active Directory requirements

«» Joined to an Active Directory domain that contains the resources and users that you use to
create offerings for your users. For multi-domain environments, see Deployment scenarios for
Cloud Connectors in Active Directory in this article.

« Each Active Directory forest you plan to use with Citrix Cloud must always be reachable by two
Cloud Connectors.

+ The Cloud Connector must be able to reach domain controllers in both the forest root domain
and in the domains that you intend to use with Citrix Cloud. For more information, see the
following Microsoft support articles:

» How to configure domains and trusts
+ “Systems services ports”section in Service overview and network port requirements for
Windows

+ Use universal security groups instead of global security groups. This configuration ensures that
user group membership can be obtained from any domain controller in the forest.

Network requirements

« Connected to a network that can contact the resources you use in your resource location. For
more information, see Cloud Connector Proxy and Firewall Configuration.

+ Connected to the Internet. For more information, see the following sections in System and Con-
nectivity Requirements:

+ Cloud Connector common service connectivity requirements
+ Allowed FQDNs for Cloud Connector

Supported Active Directory functional levels

The Citrix Cloud Connector supports the currently supported Microsoft versions and functional lev-

els.

Note:

Windows Server 2025 functional level is only supported with Database 32k pages disabled.

Federal Information Processing Standard (FIPS) support

The Cloud Connector currently supports the FIPS-validated cryptographic algorithms that are used

on FIPS-enabled machines. Only the latest version of the Cloud Connector software available in Cit-

rix Cloud includes this support. If you have existing Cloud Connector machines in your environment
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(installed before November 2018) and you want to enable FIPS mode on these machines, perform the
following actions:

1. Uninstall the Cloud Connector software on each machine in your resource location.
2. Enable FIPS mode on each machine.
3. Install the latest version of the Cloud Connector on each FIPS-enabled machine.

Important:

+ Do not attempt to upgrade existing Cloud Connector installations to the latest version. Al-
ways uninstall the old Cloud Connector first and then install the newer one.

+ Do not enable FIPS mode on a machine hosting an older Cloud Connector version. Cloud
Connectors older than Version 5.102 do not support FIPS mode. Enabling FIPS mode on
a machine with an older Cloud Connector installed prevents Citrix Cloud from performing
regular maintenance updates for the Cloud Connector.

Forinstructions to download the latest version of the Cloud Connector, see Where to obtain the Cloud
Connector.

Cloud Connector installed services

This section describes the services that are installed with the Cloud Connector and their system privi-
leges.

During installation, the Citrix Cloud Connector executable installs and sets the necessary service con-
figuration to the default settings required to function. If the default configuration is manually altered,
the Cloud Connector might not perform as expected. In this case, the configuration resets to the
default state when the next Cloud Connector update occurs, assuming the services that handle the
update process can still function. At times, services are released in a ‘disabled’state to support the
addition or removal of services.

Citrix Cloud Agent System facilitates all elevated calls necessary for the other Cloud Connector ser-
vices to function and does not communicate on the network directly. When a service on the Cloud
Connector needs to perform an action requiring Local System permissions, it does so through a pre-
defined set of operations that the Citrix Cloud Agent System can perform.
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Service Name

Citrix Cloud Agent System

Citrix Cloud Services Agent
WatchDog

Citrix Cloud Services Agent
Logger

Citrix Cloud Services AD
Provider

Citrix Cloud Services Agent
Discovery

Citrix Cloud Services Credential
Provider
Citrix Cloud Services WebRelay
Provider

Citrix CDF Capture Service

Citrix Config Synchronizer
Service

Description

Handles the system calls
necessary for the on-premises
agents. Includes installation,
reboots, and registry access.
Can only be called by Citrix
Cloud Services Agent
WatchDog.

Monitors and upgrades the
on-premises agents
(evergreen).

Provides a support logging
framework for the Citrix Cloud
Connector services.

Enables Citrix Cloud to
facilitate management of
resources associated with the
Active Directory domain

accounts in which it is installed.

Enables Citrix Cloud to
facilitate management of
XenApp and XenDesktop®
legacy on-premises Citrix
products.

Handles storage and retrieval
of encrypted data.

Enables HTTP Requests
received from WebRelay Cloud
service to be forwarded to

On-Premises Web Servers.
Captures CDF traces from all

configured products and
components.

Copies brokering configuration
locally for high availability
mode.

Runs As

Local System

Network Service

Network Service

Network Service

Network Service

Network Service

Network Service

Network Service

Network Service
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Service Name

Citrix Connection Lease
Exchange Service

Citrix High Availability Service

Citrix ITSM Adapter Provider

Citrix NetScaler®

CloudGateway

Citrix Remote Broker Provider

Citrix Remote HCL Server

Citrix WEM Cloud
Authentication Service

Citrix WEM Cloud Messaging
Service

Citrix Secure Private Access™

Citrix Cloud Services Message
Broker

Description

Enables Connection Lease files
to be exchanged between
Workspace app and Cloud
Connector for Service
Continuity for Workspace
Provides continuity of service
during outage of central site.
Automates provisioning and
management of virtual apps
and desktops.

Provides Internet connectivity
to on-premises desktops and
applications without the need
to open in-bound firewall rules
or deploying components in
the DMZ.

Enables communicationto a
remote Broker Service from
local VDAs and StoreFront™
servers.

Proxies communications
between the Delivery
Controller™and the
Hypervisors.

Provides authentication service
for Citrix WEM agents to
connect to cloud infrastructure

servers.
Provides service for Citrix WEM

cloud service to receive
messages from cloud

infrastructure servers.
Zero Trust Network Access to

all enterprise applications
Handles messages between
Citrix Cloud providers and
Citrix Cloud services

Runs As

Network Service

Network Service

Network Service

Network Service

Network Service

Network Service

Network Service

Network Service

Network Service

Network Service
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Service Name Description Runs As
Citrix Secure Ticketing Provides secure ticketing Network Service
Authority Service authority for Citrix Cloud
services
Citrix Monitor Service Enables Citrix Monitor cloud Network Service

service to monitor and
communicate with
on-premises Citrix components

Deployment scenarios for Cloud Connectors in Active Directory

You can use both Cloud Connector and Connector Appliance to connect to Active Directory controllers.
The type of connector to use depends on your deployment.

For more information about using Connector Appliances with Active Directory, see Deployment sce-
narios for Connector Appliances in Active Directory

Install Cloud Connector within your secure, internal network.

If you have asingle domainin asingle forest, installing Cloud Connectorsin that domainis all you need
to establish a resource location. If you have multiple domainsin your environment, you must consider
where to install the Cloud Connectors so your users can access the resources you make available.

If the trust between the domains is not Parent/Child, you might have to install Cloud Connectors for
each separate domain or forest. This configuration might be required to handle resource enumeration
when using security groups to assign resources or for registrations for VDAs from either domain.

Note:

The below resource locations form a blueprint that you might have to repeat in other physical

locations depending on where your resources are hosted.

Single domain in a single forest with a single set of Cloud Connectors

In this scenario, a single domain contains all the resource and user objects (forestl.local). One set
of Cloud Connectors is deployed within a single resource location and joined to the forestl.local do-
main.

« Trust relationship: None - single domain

« Domains listed in Identity and Access Management: forest1.local
« User logons to Citrix Workspace™: Supported for all users

+ User logons to an on-premises StoreFront: Supported for all users
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Note:

If you have a hypervisor instance in a separate domain, you can still deploy a single set of Cloud
Connectors as long as the hypervisor instance and the Cloud Connectors are reachable through
the same network. Citrix Cloud uses the hosting connection and an available network to estab-
lish communication with the hypervisor. So, even though the hypervisor resides in a different
domain, you don’t need to deploy another set of Cloud Connectors in that domain to ensure
that Citrix Cloud can communicate with the hypervisor.

Parent and child domains in a single forest with a single set of Cloud Connectors

In this scenario, a parent domain (forest1.local) and its child domain (user.forest1.local) reside within
a single forest. The parent domain acts as the resource domain and the child domain is the user do-
main. One set of Cloud Connectors is deployed within a single resource location and joined to the
forestl.local domain.

« Trust relationship: Parent/child domain trust

« Domains listed in Identity and Access Management: forestl.local, user.forestl.local
+ User logons to Citrix Workspace: Supported for all users

+ User logons to an on-premises StoreFront: Supported for all users

Note:

You might need to restart the Cloud Connectors to ensure Citrix Cloud registers the child domain.

Users and resources in separate forests (with trust) with a single set of Cloud Connectors

In this scenario, one forest (forestl.local) contains your resource domain and one forest (forest2.local)
contains your user domain. A one-way trust exists where the forest containing the resource domain
trusts the forest containing the user domain. One set of Cloud Connectors is deployed in a single
resource location and joined to the forestl.local domain.

« Trust relationship: One-way forest trust

« Domains listed in Identity and Access Management: forestl.local

« User logons to Citrix Workspace: Supported for forestl.local users only
+ User logons to an on-premises StoreFront: Supported for all users

Note:

The trust relationship between the two forests needs to permit the user in the user forest to be
able to log on to machines in the resource forest.
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Because Cloud Connectors can’t traverse forest-level trusts, the forest2.local domain is not displayed
on the Identity and Access Management page in the Citrix Cloud console and can’t be used by any
cloud-side functionality. This carries the following limitations:

+ Resources can only be published to users and groups located in forestl.local in Citrix Cloud.
However, if you’re using StoreFront stores, forest2.local users may be nested into forestl.local
security groups to mitigate this issue.

« Citrix Workspace can’t authenticate users from the forest2.local domain.

« The Monitor console in Citrix DaaS can’t enumerate the users from the forest2.local domain.

To work around these limitations, deploy the Cloud Connectors as described in Users and resources
in separate forests (with trust) with a set of Cloud Connectors in each forest.

Users and resources in separate forests (with trust) with a set of Cloud Connectors in each
forest

In this scenario, one forest (forestl.local) contains your resource domain and one forest (forest2.local)
contains your user domain. A one-way trust exists where the forest containing the resource domain
trusts the forest containing the user domain. One set of Cloud Connectors is deployed within the
forestl.local domain and a second set is deployed within the forest2.local domain.

« Trust relationship: One-way forest trust

« Domains listed in Identity and Access Management: forest1.local, forest2.local
+ User logons to Citrix Workspace: Supported for all users

+ User logons to an on-premises StoreFront: Supported for all users

In this scenario Connector Appliances can been used in place of Cloud Connectors in user forests with
no resources to reduce cost and management overheads, particularly if there are multiple user forests.
For more information see Users and resources in separate forests (with trust) with a single set of Con-
nector Appliances for all forests

View the health of the Cloud Connector

The Resource Locations page in Citrix Cloud displays the health status of all the Cloud Connectors
in your resource locations. You can also view advanced health check data for each individual Cloud
Connector. For more information, see Cloud Connector advanced health checks.

Windows event logs

The Cloud Connector generates certain Windows event logs that you can view through the Windows
Event Viewer. If you want to enable your preferred monitoring software to look for these logs, you can
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download them as a ZIP archive. The ZIP download includes these logs in the following XML files:

« Citrix.CloudServices.Agent.Core.dll.xml (Connector Agent Provider)

« Citrix.CloudServices.AgentWatchDog.Core.dll.xml (Connector AgentWatchDog Provider)

Citrix.CloudSerivces.AgentWatchDog During normal operations, the following events can

occur:

Event ID

10000

10001

10002

10003

Event

ConnectedToMessagingService

Description

This event is raised when the
Connector establishes its
long-lived, outbound
websocket connection with
Citrix Cloud, allowing a
two-way communication with
Citrix Cloud.

ConnectedToMessagingServiceWitboeisttexlto messaging

service through web proxy with
address “{0}’. The websocket
connection was set up using
the configured proxy.

UnableToConnectToMessagingSerlinable to connect to

messaging service “{0}”. The
Cloud Connector was unable to
establish its websocket to Citrix
Cloud.

UnableToConnectToMessagingSerUinablithi/etrery to

messaging service through web
proxy with address “{0}”. The
Cloud Connector was unable to
establish its websocket to Citrix
Cloud when using the
configured proxy.
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Event ID

10004

10005

10006

10007

10008

Event

ClockOutOfSyncError

Description

There was a problem
communicating with Citrix
Cloud. Ensure that the clock on
this machine has the correct
time and timezone (UTC). You
might need to restart the
machine to resolve the issue.

ConnectivityCheckHealthyToFailed$itiloud Connector’s hourly

ConnectivityCheckFailedStatus

health check reported a failure
after previously being healthy.
The Cloud Connector’s hourly
health check reported a failure,
having also experienced a
failure in the past.

ConnectivityCheckFailedToHealthf$tatileud Connector’s hourly

health check reported a
healthy status after previously
experiencing a failure.

ConnectivityCheckHealthyStatus The Cloud Connector’s hourly

health check reported a
healthy status after previously
being healthy.

Citrix.CloudServices.Agent During normal operations, the following events can occur:

10100

10101

10102

ConnectedToForest

UnableToConnectToForest

Connected to the forest with a
domain controller.

Unable to connect to the forest.
Ensure that the host computer
is joined to a domain and has
network connectivity.

UnableToConnectToForestWithDotaallatoeonnect to the forest

associated with the domain.
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10103 ClockOutOfSyncError There was a problem
communicating with Citrix
Cloud. Ensure that the clock on
this machine has the correct
time and timezone (UTC). You
might need to restart the
machine to resolve the issue.

For more information on Broker or LHC event logs, see Event logs
Download Cloud Connector event messages.
Connector log files

By default, event logs are located in the C: \ProgrambData\Citrix\WorkspaceCloud\Logs
directory of the machine hosting the Cloud Connector.

Troubleshooting

The first step in diagnosing any issues with the Cloud Connector is to check the event messages and
eventlogs. Ifyoudon’tsee the Cloud Connector listed in your resource location oritis “notin contact,”
the event logs provide some initial information.

Cloud Connector connectivity

If the Cloud Connector is “disconnected,”the Cloud Connector Advanced Connectivity Check Tool can
help verify that the Cloud Connector can reach Citrix Cloud and its related services.

For more information, see Cloud Connector Advanced Connectivity Check Tool.

Installation

If the Cloud Connector is in an “error”state, there might be a problem hosting the Cloud Connector.
Install the Cloud Connector on a new machine. If the issue persists, contact Citrix Support. To trou-
bleshoot common issues with installing or using the Cloud Connector, see CTX221535.
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Cloud Connector Proxy and Firewall Configuration

September 6, 2025

The Cloud Connector supports connection to the Internet through an unauthenticated web proxy
server. Both the installer and the services it installs need connections to Citrix Cloud.
Internet access needs to be available at both of these points.

Connectivity requirements

Use port 443 for HTTP traffic, egress only. For a list of required contactable addresses, see the follow-
ing resources:

» System and Connectivity Requirements
+ Cloud Connector common service connectivity requirements

The required contactable addresses for Citrix Cloud are specified as domain names, not IP addresses.
Because IP addresses might change, allowing domain names ensures that the connection to Citrix
Cloud remains stable.

For a list of required ports, see Inbound and outbound ports configuration.

Important:

« Enabling SSL interception on certain proxies might prevent the Cloud Connector from con-
necting successfully to Citrix Cloud.

« SSL interception cannot be performed on Citrix Gateway addresses. For more information,
see Citrix Gateway Services connectivity requirements.

+ SSL interception must not impact the network connectivity or stability. For more informa-
tion, see Citrix Cloud Connector

« If you are using a proxy, it is the following traffic flows must bypass the proxy:

« Communication between Connectors (for example, during LHC events).
« Communication between Connectors and VDA (WCF connection).
« Communication between Connectors and Domain Controllers (AD requests).

Furthermore, it is important to note that the connector utilizes the WinHTTP proxy settings. For con-
figuration settings, see CTX222727.

Check Cloud Connector connectivity

The Cloud Connector Advanced Connectivity Check Tool can help verify connectivity between the
Cloud Connector and Citrix Cloud using a series of connectivity checks.
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For more information, see Cloud Connector Advanced Connectivity Check Tool.

Installer

Theinstaller uses the settings configured for Internet connections. If you can browse the Internet from
the machine then the installer should also function.

Services at Runtime

The runtime service operates in the context of a local service. It does not use the settings defined for
the user (as described above).

You can configure the proxy settings during the installation process.

C@ Citrix Cloud Connector

Welcome to the Citrix Cloud Connector Installer

Perform connectivity checks and troubleshoot any issues before
installing Cloud Connectors for a smooth installation process.

Proxy Server: Mone added.
0 Initial connectivity check successful | Check again

A\ Connector resources

If this connector must be used to handle Local Host Cache
events, the connector should have at least 4 vCPUs, 6GE
RAM and 20GE free disk space. Learn more

Detected 2vCFPUs, 7GB RAM, 107.42GE free disk space

( Advanced Connectivity Check )

Install Cloud Connector

© 1997-2026 Citrix Systems, Inc. All rights reserved. 111


https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/connector-advanced-connectivity-checks.html

Citrix Cloud™

After the installer starts, before logging into Citrix Cloud, click Configure Proxy. You are prompted
to add the proxy information and addresses to bypass the proxy. Both fully qualified domain names
(FQDNs) and wildcard addresses are supported when specifying bypass addresses.

Note:

If you are using a proxy server, you must use manual proxy setup. Automatic proxy setup, through
either automatic detection or PAC/setup scripts is not supported.

Cloud Connector Installation

November 12, 2025
You can install the Cloud Connector software interactively or using the command line.

The installation occurs with the privileges of the user who begins the install. The Cloud Connector
requires access to the cloud to:

« Authenticate the user that performs the installation
« Validate the installer’s permissions
« Download and configure the Cloud Connector services

Information to review before installation

« System requirements: To prepare the machines for hosting the Cloud Connector.

« Antivirus Exclusions section of the Endpoint Security and Antivirus Best Practices Tech Zone
article: Provides guidelines to help you determine the appropriate balance between security
and performance for the Cloud Connectors in your environment. Citrix strongly recommends
reviewing these guidelines with your organization’s antivirus and security teams, and perform-
ing rigorous lab-based testing before applying them to a production environment.

« System and Connectivity Requirements: To ensure all machines hosting the Cloud Connector
can communicate with Citrix Cloud.

+ Cloud Connector Proxy and Firewall Configuration: If you’re installing the Cloud Connector in
an environment that has a web proxy or strict firewall rules.

« Scale and size considerations for Cloud Connectors: Provides details of tested maximum capac-
ities and best practice recommendations for configuring machines to host the Cloud Connector.
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Installation considerations and guidance

+ Don’t install the Cloud Connector on an Active Directory domain controller or any other ma-
chine critical to your resource location infrastructure. Regular maintenance on the Cloud Con-
nector performs machine operations that cause an outage to these additional resources.

« Don’t download or install other Citrix® products on the machines hosting the Cloud Connector.

+ Don’t upgrade individual components of the Cloud Connector separately.

+ Don’tdownload or install the Cloud Connector on machines that belong to other Citrix product
deployments (for example, delivery controllers in an on-premises Citrix Virtual Apps and Desk-
tops™ deployment).

« Don’t upgrade a previously installed Cloud Connector with a newer version. Instead, uninstall
the old Cloud Connector and then install the new one.

« The Cloud Connector installer is downloaded from Citrix Cloud. So, your browser must allow
downloading executable files.

« Ifyou are using the graphical installer, you must have a browser installed and the default system
browser set.

Post-deployment guidance

After installation, keep all Cloud Connectors powered on continuously to ensure an always-on con-
nection to Citrix Cloud.

Renaming machines

After installation, don’t rename the machine hosting the Cloud Connector. If you need to change the
server name later on, perform the following tasks:

1. Remove the machine from the resource location:

a) From the Citrix Cloud menu, select Resource Locations.

b) Locate the resource location you want to manage and then select the Cloud Connectors
tile.

c) Locate the machine you want to manage and then click the ellipsis menu. Select Remove
Connector.

2. Uninstall the Cloud Connector software.
3. Rename the machine.
4, Install the latest version of the Cloud Connector software, as described in this article.
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Moving machines to a different domain

After installation, don’t move the machine hosting the Cloud Connector into a different domain. If
you need to join the machine to a different domain later on, perform the following tasks:

Remove the machine from the resource location.
Uninstall the Cloud Connector software.
Unjoin the machine from its current domain and rejoin the machine to the new domain.

H N

Install the latest version of the Cloud Connector software, as described in this article.

Considerations for cloned machines

Each machine hosting the Cloud Connector must have a unique SID and connector ID so that Citrix
Cloud can communicate reliably with the machines in your resource location. If you intend to host
the Cloud Connector on multiple machines in your resource location and you want to use cloned ma-
chines, perform the following steps:

1. Prepare the machine template according to the requirements for your environment.

2. Provision the number of machines that you intend to use as Cloud Connectors.

3. Install the Cloud Connector on each machine, either manually or using the silent installation
mode.

Installing the Cloud Connector on a machine template (before cloning) isn’t supported. If you clone a
machine with the Cloud Connector installed, the Cloud Connector services won’t run and the machine
can’t connect to Citrix Cloud.

Considerations for services

The installation steps in this article describe the process for deploying Cloud Connectors, regardless
of the service for which they are used.

When deploying Cloud Connectors for Citrix Daas, verify that the AD domains where the connectors
reside are active and are not showing as “unused”in the Citrix Cloud console. If you specify an unused
domain during machine catalog setup in Citrix DaaS, an error might occur. For more information, see
Add a resource type or activate an unused domain in Citrix Cloud in the Citrix DaaS product documen-
tation.

For additional considerations for other services, consult the service’s documentation.
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Default resource locations

If you have no resource locations in your Citrix Cloud account and you install Cloud Connectors in
your domain, the resource location that Citrix Cloud creates becomes the default resource location.
You can have only one default resource location in your account. If needed, you can create additional
resource locations in Citrix Cloud and then select the one you want when you install Cloud Connectors
in other domains.

Alternatively, you can first create the resource locations you need in the console, before you install
Cloud Connectors in your domains. The Cloud Connector installer prompts you to select the resource
location you want during installation.

Interactive installation

You can download and install Cloud Connectors using the graphical installer interface. Before you
do this, you must create one or more resource locations in the Citrix Cloud management console to
deploy Cloud Connectors on. For more information on resource locations, see Resource locations.

Download the Citrix Cloud Connector™ software
1. SigninasaWindows administrator to the machine you intend to install Citrix Cloud Connectors
on.
2. Visit https://citrix.cloud.com and sign in to your administrator account.
3. In the Citrix Cloud console, navigate to Resource Locations from the main menu.

4. If you do not already have a resource location, click the plus icon (+) or select Add a Resource
Location. For more information, see create a resource location.

5. Locate the resource location you want to manage and select + Cloud Connectors.

New Resource Location

+ - + +

Cloud Connectors Connector Appliances Gateway FAS Servers

6. Select Download in the window that opens. Save the cwcconnector.exe file to a local file loca-
tion on your connector machine.
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Add a Cloud Connector

The Connector serves as a channel that authenticates and encrypts all communication between Citrix
Cloud and your resources.

e

Prerequisite Installation Guide

Deploy Download Install Refresh
Deploy at least two Windows Copy the program file to Launch the file and enter Once the installation is
Server 2012 R2 or Windows your machines. your Citrix Cloud user complete, click Refresh.
Server 2016 machines to name and password.

your Active Directory.

Learn more about the Citrix Cloud Connector

Install the Citrix Cloud Connector software

Prerequisites

1. Right-click on the cwcconnector.exe installer file and select Run as administrator. The
installer performs an initial connectivity check to ensure you can connect to Citrix Cloud before
installing the Cloud Connector.

2. Click Manage to update Proxy Server.
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C’Q Citrix Cloud Connector

Welcome to the Citrix Cloud Connector Installer

Perform connectivity checks and troubleshoot any issues before
installing Cloud Connectors for a smooth installation process.

Check again

Proxy Server: None added.

0 Initial connectivity check successful

A\ Connector resources

If this connector must be used to handle Local Host Cache
events, the connector should have at least 4 vCPUs, 6GE
RAM and 20GE free disk space. Learn more

Detected 2vCPUs, 7GB RAM, 107.42GB free disk space

C Advanced Connectivity Check )
Install Cloud Connector
Note:

There is only one proxy server supported due to a limitation in Microsoft WinHTTP. For more
information, see AutoProxy Issues in WinHTTP

1. Click Advanced Connectivity Check to run a verbose check to ensure that the basic connectiv-
ity requirements for Connector installation are met on the machine.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 117


https://learn.microsoft.com/en-us/windows/win32/winhttp/autoproxy-issues-in-winhttp

Citrix Cloud™

C@ Citrix Cloud Connector X

Perform cannectivity checks an your proxy settings and Activity Directory
misconfigurations.

Connectivity and Active Directory checks

jenthub.citrivworkspacesapi.net/ <
IICCESS

st.citrixworkspacesapi.net/root/ c
BUCCass

b.corewindows.net/ o Success

downloads/

0Een) e

[] Enable packet capture Learn more

Active Directory checks

The ADMisconfigCheck enables Citrix Cloud API to access information about your
resource location and perform Active Directory checks on your environment and VDAs,

Active Directory check disabled

€ Requires Cloud Connector to be registered.

Initial upgrade and tests

1. After updating the Proxy Server and checking the Advanced Connectivity Check, click Install

Cloud Connector.

2. On the Sign-in page, click Sign in and Install
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C@ Citrix Cloud Connector

Sign in
Please sign in to your Citrix administrator account and

return to this window to begin installation.

Back Sign in and Install

3. The Citrix Cloud Connectivity Test window appears and the status of the Initial upgrade and
tests are displayed along with Event logs.

¢ Citrix Cloud Connectivity Test ) ¢

4

Performing initial upgrade and tests

Currently upgrading your Citrix Cloud connector and performing service connectivity

checks, This could take a while.

Event log

08-21-2024 11:04:55: Waiting 10 more seconds for Providers to be
ready.

08-21-2024 11:04:55: InMaintenance: True, IsComponentsinstalled:
False, ProvidersRegisteredFromConfigurationCount: 4
CurrentProvidersAlreadyRegisteredCount: O, Providers: [].

0 GEEETTEED

Enable packet capture Learn more
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4. Click View logs to open the directory (C:\ProgramData\Citrix\WorkspaceCloud\
InstallLogs) thatincludes all connectivity check debug logs.

5. Once the Initial upgrade and tests are completed, you’ll see the Citrix Cloud Connectivity Test
is Successful as shown in the following image. The connectivity check results are displayed in
the Event log box after the first upgrade.

¢ Citrix Cloud Connectivity Test X

Performing initial upgrade and tests

Currently upgrading your Citrix Cloud connector and performing service connectivity
checks, This could take a while.

Event log

07-22-2024 15:09:22: Connectivity check to [Messaging websocket
communication] executed as a service Succeeded

07-22-2024 15:09:22: Connectivity check to [https://azure-
reg.c.nssvc.net:dd3/Control/Ping] executed as a service Succeeded

L

0

[] Enable packet capture

Close

Activate unused domains

If you’re creating resource locations and deploying Cloud Connectors for Citrix DaaS™, verify that the
AD domains that you’re using with Citrix DaaS are active and are not considered unused. If you specify
an unused domain when setting up machine catalogs in Citrix DaasS, an error could occur.

For more information, see Add a resource type or activate an unused domain in Citrix Cloud in the
Citrix DaaS product documentation.

Create additional resource locations

1. From the Citrix Cloud management console, click the menu button and select Resource Loca-
tions.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 120


https://docs.citrix.com/en-us/citrix-daas/install-configure/resource-location.html#add-a-resource-type-or-activate-an-unused-domain-in-citrix-cloud

Citrix Cloud™

Click + Resource Location and enter a meaningful name.
Click Save. Citrix Cloud displays a tile for the new resource location.
Click Cloud Connectors and then click Download to acquire the Cloud Connector software.

ok w

On each prepared machine, install the Cloud Connector software using either the installation
wizard or the command-line installation. Citrix Cloud prompts you to select the resource loca-
tion you want to associate with the Cloud Connector.

Installation with multiple customers and existing resource locations

If you’re an administrator for multiple customer accounts, Citrix Cloud prompts you to select the cus-
tomer account you want to associate with the Cloud Connector.

If your customer account has multiple resource locations already, Citrix Cloud prompts you to select
the resource location you want to associate with the Cloud Connector.

Command-line installation

Silent or automated installation is supported. However, the connector installer is regularly updated
and soitis recommended to download the latest installer for each installation. Download a new Cloud
Connector installer from the Resource Locations page in the Citrix Cloud console.

Requirements

To use the command line installation with Citrix Cloud, you need to supply the following informa-
tion:

+ The customer ID of the Citrix Cloud account for which you are installing the Cloud Connector.
This ID appears at the top of the APl Access tab in Identity and Access Management.

» The ID and secret of the secure principal you want to use to install the Cloud Connector. To
acquire these values, you must first create a secure principal. The secure principal must be
created with “Full Access”. For more information on creating a service principal, see Create a
Service Principal. Once you have the ID and secret of the secure principal you can continue with
Cloud Connector installation.

+ The resource location ID for the resource location that you want to associate with the Cloud
Connector. To retrieve this value, select the ID button located beneath the resource location
name on the Resource Locations page. If you don’t supply this value, Citrix Cloud uses the ID
of the default resource location.
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Supported parameters

To ensure the security of the secure principal ID and secret, a JSON configuration file must be provided
to the installer. This file must be deleted after the installation has completed. Supported values for
the configuration file are:

+ customerName Required. The customer ID shown on the API Access page in the Citrix Cloud
console (within Identity and Access Management).

« clientld Required. The secure principal ID an administrator can create, located on the API Ac-
cess page.

« clientSecret Required. The secure principal secret that can be downloaded after the secure
principal is created. Located on the API Access page.

+ resourcelLocationld Recommended. The unique identifier for an existing resource location. Se-
lectthe ID button to retrieve the resource location ID on the Resource Locations page in the Citrix
Cloud console. If no value is specified, Citrix Cloud uses the ID of the first resource location in
the account.

+ acceptTermsOfService Required. Must be set to true.

Sample configuration file

{

"customerName": "CustomerID",

"clientId": "SecurePrincipalID",
"clientSecret": "ClientSecret",
"resourcelLocationId": "ResourcelocationId",
"acceptTermsOfService": "true"

}

Sample command

The following command silently installs the Cloud Connector software using a JSON configuration
file:

CWCConnector.exe /q /ParametersFilePath:c:\cwcconnector_install_params.
json

Use /q to specify a silent install.

Use Start /[Wait CWCConnector.exe [ParametersFilePath:value to examine a potential error code in
the case of a failure. You can use the standard mechanism of running echo %ErrorLevel% after the
installation completes.
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HTTPS Configuration

To allow StoreFront™ and NetScaler Gateway appliances to securely connect to the Cloud Connector
and encrypt all data, it is strongly recommended that you enable HTTPS. This requires an SSL certifi-
cate.

 The certificate must include the FQDN used to reach the connector as the Common Name or
Subject Alternative Name. If you have deployed a load balancer in front of the connector then
use the load balancer’s FQDN.

+ The certificate can be signed by an enterprise CA or public CA.

+ Any StoreFront and gateway servers that connect to the Cloud Connector must trust the certifi-
cate.

To enable HTTPS:

1. Open the Certificates MMC snap-in.

2. Create or import a suitable certificate in the Personal Certificates store. For more information
on managing certificates, see Manage certificates.

3. Open the certificate, go to the Details tab and take a note of the Thumbprint, ignoring any
spaces.
@ Console1 - [Console Root\Certificates (Local Computer)\Personal\Cert

&8 File Action View Favorites Window Help

oo 2@ 4 & XD = @D

| Conscle Root | lssued To ‘/ Issued By Expiration Date  Ind
4 [ Centificates (Local Computer) B~ ilvanclab ilvance-FTLILLAIDC-CA 313720019 Se
a [ Personal ',.v '_a:lili'u'ancx-Fllllll.NDC-(A ilrvamcx-FTLILLAIDC-CA o/3/20M19 <4
| Certificates - -
4 [ Trusted Root Certification
1 Certificates .
| Enterprise Trust JGH'H‘_ Detads |':l'rhf'-'-lbmp""ﬂ‘|
4 ] Intermediate Ceification
| Certificate Revocation Shwr; |<M:- I""l
| Certificates = —
.3 L:ﬂn::::u:::t::m = i Austharity Key Identifier KeyID=28 48 cc &8 34 50 b4 8..,
- Ceartificate Trust List @__‘CRL Distribution Points: [1}CAL Distribution Poink: Distr...
I o @ Authority Information Access  [1)Autharity Info Access: Acc...
4 £ Tl.m\d-F"urty Root Certifica’ i | Certificate Template Mame WehSarvar
2 Certificates _ i Ky Usage Digital Signature, Key Endpher...
| Trusted People | Thumbgrint algerithm shal
7 Chient Authentication lssu | 1 Trumbgrnt bc 96 f9 588486 39 fd 10 1a ...
4 [ Remote Desktop [ _ Friendly name Clowd v
1 Certificates [
| Smart Card Trusted Roots b 96 £9 58 84 86 39 £d4 10 1a 79 3b 87 91 &4
| Trusted Devices Ef 28 29 b0 b6
2 L) Certificates - Current User
4 | Personal

4. Determine which IP address to bind the certificate to. Normally you can use IP address of
0.0.0.0 to apply to all IPv4 addresses. If IPv6 is enabled then use [ : : ] to apply to all IPv6
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addresses. If you only want to apply the change to a specific network adapter then make a note
of the IP address of the network adapter.

5. In an elevated command prompt run

netsh http add sslcert ipport=<IP address>:<Port number> certhash
=<Certificate Hash Number> appid={
Any GUID }

You can use any valid GUID for the Appld. It’s purpose is to record which application added the
binding. However the binding applies to all applications using that port.

For example:

C:\> netsh http add sslcert 1ipport=0.0.0.0:443 certhash=
BC96F958848639FD101A793B87915D5F2829B0B6 appid={
6DE9BEFD-F4CB-4D63-8681-E88012D6F5F1 }

SSL Certificate successfully added

6. To disable HTTP, in the registry go to HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
DesktopServer and create a DWORD with name XMLServicesEnableNonSSL and value
0.

Next steps

1. Set up the Citrix Cloud Connector update schedule. For information on Citrix Cloud Connector
updates and managing update schedules, visit Connector updates.

2. If you are using StoreFront, configure StoreFront so it can use the connector to reach DaaS to
enumerate and launch resources. If this is the first connector in a new DaaS deployment then
create a new resource feed. If this is an additional connector then it is recommended for re-
siliency that you add all Cloud Connectors to the server list for your existing DaasS resource feed.
For more information, see Manage the resources made available in stores.

3. If you are using StoreFront with a NetScaler gateway, you can use the connector to reach the
Citrix Cloud Secure Ticket Authority (STA). For more information, see Configure Citrix Gateways.

4, If this is the first connector on a particular Active Directory domain then you can connect that
domain to Citrix Cloud. For more information, see To connect your Active Directory to Citrix
Cloud.

Troubleshooting installation issues

This section details some ways of diagnosing and fixing problems you might encounter during instal-
lation. For more guidance about troubleshooting installation issues, see the Citrix Cloud Connector
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Troubleshooting Guide.

Installation logs

You can troubleshoot issues encountered with installation by first consulting the available log files.

Events that occurred during installation are available in the Windows Event Viewer. You can also re-
view Cloud Connectorinstallation logs, which are located at %LOCALAPPDATA%\Temp\CitrixLogs\CloudService
Logs are also added to %ProgramData%\Citrix\WorkspaceCloud\InstallLogs after installation.

Exit codes

The following exit codes might be returned depending on the success or failure of the installation
process:

» 1603 - An unexpected error occurred
+ 2-Aprerequisite check failed
+ 0-Installation completed successfully

Installation error

If you install the Citrix Cloud Connector software by double-clicking the installer, you might receive
the following error message:

Can't reach this page.

This error can occur even if you are logged in to the machine as an administrator to install the Citrix
Cloud Connector. To avoid this error, run the Citrix Cloud Connector software as an administrator by
right-clicking the installer and selecting Run as administrator.

Connectivity failures

To ensure that the Cloud Connector can communicate with Citrix Cloud, confirm that the following
Citrix services are in a Started state:

« Citrix Cloud AD Provider

« Citrix Cloud Agent Logger

+ Citrix Cloud Agent System

« Citrix Cloud Agent Watchdog

« Citrix Cloud Credential Provider

« Citrix Config Synchronizer Service
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« Citrix High Availability Service

« Citrix NetScaler® CloudGateway
« Citrix Remote Broker Provider

« Citrix Remote HCL Server

Citrix Session Manager Proxy

For more information about these services, see Installed Services.

The Cloud Connector Advanced Connectivity Check Tool can help verify that the Cloud Connector can
reach Citrix Cloud and its related services.

For more information, see Cloud Connector Advanced Connectivity Check Tool.

For more information on how to resolve a failed connectivity check, see CTX224133: Cloud Connector
Connectivity Check Failed.

Cloud Connector Advanced Connectivity Checks

September 13, 2025

The Cloud Connector packages two tools to assist admins in diagnosing and troubleshooting connec-
tivity issues. These arethe Advanced Connectivity Checks availableinthe Cloud Connector
Installer,and the Citrix Cloud Services Connectivity Test Toolinstalled alongside
the Cloud Connector software.

Both tools include tests for:

+ Proxy and Firewall configuration in line with the Cloud Connector connectivity requirements
« Certificate requirements in line with the Ceritficate Validation Requirements

The tools can also be used to perform network packet capture to aid in diagnosing and troubleshoot-
ing connectivity issues.

Cloud Connector Installer Advanced Connectivity Checks

The Advanced Connectivity Checks areincluded in the Cloud Clonnecter cwcconnector
.exe installer.

To access the checks, right-click on the cwcconnector . exe installer file and select run as admin-
istrator. The Advanced Connectivity Check Tool can then be accessed by clicking “Advanced Connec-
tivity Check”.
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C’Q Citrix Cloud Connector

Welcome to the Citrix Cloud Connector Installer

Perform connectivity checks and troubleshoot any issues before
installing Cloud Connectors for a smooth installation process.

Proxy Server: None added.
0 Initial connectivity check successful ( Check again

A\ Connector resources

If this connector must be used to handle Local Host Cache
events, the connector should have at least 4 vCPUs, 6GE
RAM and 20GB free disk space. Learn more

Detected 2vCPUs, 7GB RAM, 107.42GB free disk space

Advanced Connectivity Check

Install Cloud Connector

If the Cloud Connector software has already been installed on the host machine then there will be a
warning and the Install Cloud Connector option disabled, however the “Advanced Connec-
tivity Check”option will still be available.
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C@ Citrix Cloud Connector

Welcome to the Citrix Cloud Connector Installer

Perform connectivity checks and troubleshoot any issues before
installing Cloud Connectors for a smooth installation process.

Proxy Server: None added.
0 Initial connectivity check successful ( Check again

A\ Connector resources

If this connector must be used to handle Local Host Cache
events, the connector should have at least 4 vCPUs, 6GE
RAM and 20GB free disk space. Learn more

Detected 2vCPUs, 7GB RAM, 100.02GB free disk space

A clean installation of the new Citrix Cloud Connector is

0 required. Direct upgrades are not supperted. Uninstall the
current version first. Then install the new Citrix Cloud
Connector.

Advanced Connectivity Check

Checks Performed by the Installer Advanced Connectivity Check

The checks performed by the Advanced Connectivity Check tool are grouped into three categories.

« Initial Checks: These are the checks for the platform services required to install and register
the Cloud Connector. They cover connectivity to the services related to Cloud Connector or-
chestration, authentication, and upgrades.

+ Certificate Checks: These tests validate the presence of necessary root and intermediate cer-
tificates in order to validate secure connectivity to Citrix Cloud (TLS Certificates) and check the
integrity of upgrade packages (code signing certificates). See Certificate Validation Require-
ments for more information on Cloud Connector certificate requirements.

+ FQDN Checks: These checks cover connectivity to the remaining services described in the fully-
qualified domain name (FQDN) AllowList.json published in the Cloud Connector Common Ser-
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vice requirements.

Citrix Cloud Services Connectivity Test Tool

The Citrix Cloud Services Connectivity Test Tool is only available on host ma-
chines where the Cloud Connector software is already installed. It can be accessed by navigating to
the Start Menu > Citrix > Citrix Cloud Services Connectivity Test Tool

Checks Performed by the Citrix Cloud Services Connectivity Test Tool

The standalong Citrix Cloud Services Connectivity Test Tool performs the same
set of Initial, Certificate, and FQDN checks described above. In addition, it performs an additional

set of use-case specific tests.

The Citrix Cloud Connector™ installs a number of services relevant for each of its use-cases. Each
of these services implement a set of Connectivity Checks related to its specific use-case. The Citrix
Cloud Services Connectivity Test Tool performs tests by querying each service to perform the tests

implemented for its specific use-case.

The details of these tests can be found by running the tool. It is also possible to access the log file with

the same content.
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¢ Citrix Cloud Connectivity Test

Testing Service Connectivity
Event log

08-01-2025 10:05:23: Connectivity check to [https://azure-
reg.c.nssva.netd43/Control/Ping] executed as a service Succeeded

08-01-2025 10:05:23: Connectivity check to
[https://Bruxsluzdckd.xendesktop.net/api/HealthCheck] executed
as a service Succeeded

D

[ ] Enable packet capture Learn more

Close

Packet Capture

Boththe Advanced Connectivity ChecksandCitrix Cloud Services Connectivity

Test Tool include functionality to perform a packet capture alongside the Connectivity Checks
they perofrm. By default, this checkbox is not selected, so packet capture is not performed unless
explicitly enabled.

When activated, this feature utilizes the built-in pktmon utility on Windows to capture network traffic
during connectivity checks. Once the checks are complete, the captured data will be saved locally
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under C:\ProgrambData\Citrix\Captures in a timestamped subdirectory. The files will be
stored in both .etl and .pcapng formats. The .pcapng is the widely used format compatible with tools
like Wireshark. These files remain on your local machine and are not uploaded to Citrix Cloud.

Home Share View

« v » This PC » Local Disk (C:) » ProgramData » Citrix » Captures » 2024-08-19-23-54-33
Mame Date modified Type Size
5+ Quick access
D capture.etl 8/19/2024 11:54 PM ETL File 36 KB
[ Desktop - .
D capture.pcapng 8/19/2024 11:54 PM PCAPMNG File 13 KB
; Downloads b4
Documents -
[&] Pictures *

For customers requiring additional assistance, these packet captures can be shared with our support
team to aid in diagnosing connectivity issues.

Note:

When the packet capture feature is activated in either the Advanced Connectivity Check screen
of the installer or the Citrix Cloud Connectivity Test tool, all network traffic occurring during the
connectivity check will be recorded. This includes traffic generated not only by the connectivity
check and its related Cloud Connector components but also by any other network activity on the
Cloud Connector VM. For instance, any unencrypted HTTP traffic, such as login attempts, that
takes place during the connectivity check will also be captured in the resulting packet capture
files.

Cloud Connector advanced health checks - Deprecated

September 6, 2025
Note:

Cloud Connector Health Metrics and Alerts have been added to Citrix DaaS™ Infrastructure Moni-
toring. This should be the primary location for analyzing and troubleshooting issues proactively
regarding your infrastructure.

For more information see Infrastructure Monitoring.

Before and after updates, Cloud Connectors perform health checks to ensure that updates cause no
unnecessary downtime for providers. You can see the connectivity and health status of the Connector
and of each service or provider on the Connector.
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View Connector health check data

1. From the Citrix Cloud™ menu, select Resource Locations.

2. Select the Connector for which you want to view health check data.

3. Onthe Connectors page, go to the ellipsis menu next to the Connector and select View Connec-
tor data.

The Connector Data page appears, showing the following information.
+ Service Connection Status. This area of the Connector data page shows:

« Whether your Connector is connected to the Cloud

« For the Connector and its components, the currently installed version and the target ver-
sion to be installed in the next update

+ Service connection history. 24 status indicators show the health status of the Connector over
time. By default, service connection history shows status for the previous 24 hours, in one-hour
intervals. To see more history, select 24 days from the drop-down menu. The view shows status
for the previous 24 days, in one-day intervals.

+ Agreen dot indicates healthy status during the time interval.

+ Ared dot indicates a failure or exception status during the time interval. Hover over the
dot for more information.

« Awrench icon indicates that an update occurred during the time interval. Hover over the
wrench icon for more information.

+ A gray dot indicates that no health status information was received during the time inter-
val.

« Connector Data

connector02.uor.local

Service Connec tion Status: Connec tor Version: Connector Components:
Current: 6.37 Current: 4.283
Target: 6.37 Target: 4.283

Connected

24days v

Service connection history:

ssssssssss

Services

Citrix Agent WatchDog Alerts On View details

Citrix XenDesktop High Availability Broker Service Alerts Off View details

+ Services. This area lists each service running on the Connector.

« The dot next to each service indicates the current status of the service.
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+ Use Alerts On and Alerts Off to control whether you are notified of alerts from the ser-
vice. If alerts are set to On, failures in the service cause a failure in the overall Connector
connection status.

« Select View Details to view details of health status the service over time.

+ Connector Metrics. This area shows Connector usage of memory usage, CPU, network data,
and disks space for the previous 24 hours or 24 days. Use the drop-down menu in the Service
connection history area to control the time period shown.

View service details

To view connection status history and metric for each service:

1. Use the drop-down menu in the Service connection history section to select the time period.
You can view the previous 24 hours, in one-hour intervals, or the previous 24 days, in one-day
intervals.

2. Onthe Connector Data page, select View Details next to the service.
The page that appears shows:

« 24 status indicators that show the health status of the service over time.

A green dot indicates healthy status during the time interval.

A red dot indicates a failure or exception status during the time interval. Hover over the
dot for more information.

A wrench icon indicates that an update occurred during the time interval. Hover over the
wrench icon for more information.

A gray dot indicates that no health status information was received during the time inter-
val.

+ Charts that show memory and processor usage for the service during the specified time period.
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Connector notifications

September 6, 2025

Your connectors generate notifications within 2 hours of a warning or error condition occurring. You
can see new notifications on the bellicon in the Citrix Cloud™ header.

= citnx

Click this icon to view the notifications or select Notifications from the console menu.
For more information, see Notifications.

Note:

When a Notification is raised for a Cloud Connector it is important to understand the underlying
cause before performing any reinstall of the Cloud Connector software. Failure to do so may

result in the issue recurring.

If reinstallation is necessary then it is important to ensure other Cloud Connectors in the Re-
source Location are healthy and will not be affected by the issue once the first Cloud Connector
is removed. Failure to do so may result in service interruption.

Cloud Connector

The following table lists the notifications that Cloud Connector can raise:
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Alert message Alert Type

Connector Error
CONNECTOR_NAME is

offline and out of date

after failing to perform

regular maintenance.
Outdated connectors

will impact service

availability and

prevent maintenance.

Connector Error
CONNECTOR_NAME is
not in sync with UTC
time. Connectorsin
this state may impact
service availability,
functionality, or
performance.
Maintenance on Error
connector

CONNECTOR_NAME has

failed. Failed

maintenance on this
connector will prevent
maintenance for other
connectors in the
environment.

Connectors with failed
maintenance may

impact service

availability,

functionality or

performance.

Details

If a connector has
been offline for a long
time and later comes
back online, it might
be an old version that
cannot be updated to
the latest version.
Outdated connectors
cannot perform
maintenance and may
impact the
maintenance process
of other connectors in
the environment.

A connector upgrade
or other maintenance
operation has failed on
this connector.

Resolution

Install a fresh Cloud
Connector before
uninstalling the
outdated Cloud
Connector.

How Do | Synchronize
the Cloud Connector
Time

How Do | Resolve a
Failed Cloud
Connector
Maintenance
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Alert message Alert Type

Connector Warning
CONNECTOR_NAME has

been offline for

NUMBER or more

hours. Offline

connectors will impact

service availability and

prevent maintenance.

Connector Warning
CONNECTOR_NAME has

failed a recent

connectivity check. A

failed connectivity

check may impact

service availability or
functionality.

Connector Warning
CONNECTOR_NAME is
experiencing high CPU

utilization. Connectors

operating with

constrained resources

may impact service

availability,

functionality, or

performance.

Connector Warning
CONNECTOR_NAME is

low on free disk space.
Connectors operating

with constrained disk

space will impact

service performance

and maintenance.

Details

If the connector has
been uncontactable
for a certain number of
hours, it is considered
offline.

A connectivity check
has failed with error
code
HEALTH_CHECK_CODE.
This connector was
unable to contact
certain web or IP
addresses that are
listed in the
notification message.
This connector has
exceeded 80% CPU
utilization over a one
hour sample period.

This connector has less
than 2 GB free disk
space.

Resolution

How Do | Restore an
Offline Cloud
Connector to an
Online State

Cloud Connector
Connectivity Check
Failed

How Do | Resolve a
Cloud Connector
Resource Availability
Alert

How Do | Resolve a
Cloud Connector
Resource Availability
Alert
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Alert message Alert Type Details Resolution

Connector Warning
CONNECTOR_NAME has

detected a critical

process or service is no

longer running. This

state may impact

service availability,

functionality, or

performance.

Log Collection for Citrix Cloud Connector™

September 6, 2025

CDF logs are used for troubleshooting purposes within Citrix products. Citrix Support uses CDF traces
to identify issues with application and desktop brokering, user authentication, Virtual Delivery Agent
(VDA) registration. This article discusses how to capture Cloud Connector data that can be used to
troubleshoot and resolve issues you might experience in your environment.

Important notes:

+ Enable logging on all Cloud Connector machines in your resource locations.

+ To ensure that you’re capturing the full spectrum of data, Citrix recommends using the CD-
FControl capturing tool that resides on the VDA. For more information, see CTX111961 in
the Citrix Support Knowledge Center. For more information about log collection for Citrix
Workspace app, CTX141751.

« To submit CDF traces to Citrix, you must have an open Citrix Support case. Citrix Support
technicians can’t review CDF traces that are not attached to an existing support case.

Step 1: Recreate the issue

In this step, recreate the issue you’re experiencing in your environment. If the issue is related to app
launches or brokering, recreate the launch failure. If the issue is related to VDA registration, recreate
the VDA registration attempt by manually restarting the Citrix Desktop Service on the VDA machine.
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Step 2: Collect CDF traces

In this step, you collect CDF flush traces from each Cloud Connector in your resource location.

1. Access the Cloud Connector machine by initiating an RDP connection using a Domain Admin or
Local Administrator account.
2. On the Cloud Connector machine, open the File Explorer and navigateto C: \ logs.

i 3 =
FEN | Logs
“ Home Share View
) - TI v ThisPC » OS(C) » Logs » I v &
\J . - Yate g d e T,
& Favorites Name Date modified Type Size
Bl Deskiop CDF 10/28/2019 5:39PM  File folder

& Downloads J InstallLogs 9/12/2019 11:17 AM  File folde
=1 Recent places 10/28/2019 5:31 PM  Shortcut 2KE
[# Rotate CDF 0/28/2019 5:31 PM  Shortcut 2KB
'&& This PC

ﬁ" Metwork

3. Run Flush CDF. An icon appears briefly on the Taskbar of the Cloud Connector machine and
then disappears.
4. From the File Explorer, navigate to C:\logs\CDF and identify the most recent folder ending in !-

FLUSH-!
..
| D = Compressed Folder Tools CDF |L|£-
m Home Share View Extract (7]
I « | » TRPC » OS(C) » Logs » CDF » v ¢ | [ search coF o]
\ = o
 Eavorites Iame Date modified Type Size
Bl Desktop 1, CdfCapture.2019-10-28.17.33.20.{Errors=54) }---FLUSH---! 10/29/2019 11:22 ...  Compressed (zipp... 13,591 kl:l
& Downloads L1 CdiClpturc.ENB-10-35.1T.3-3.ZC'.(EIrDrs=E].csv 0/29/2019 11:22 C5V File 02,001 KB

[+ Recent places
G‘#Ntatwmk
5. Perform Steps 1-5 on every Cloud Connector machine in your resource location and combine
all Cloud Connector flush traces into a single ZIP archive. If you don’t create a ZIP archive of
the flush traces from all your Cloud Connector machines, you will need to submit them one at

a time to Citrix.

Step 3: Submit data to Citrix

In this step, you attach your traces to your Citrix support case and submit them for review.

1. Visit https://cis.citrix.com/ and sign in using your Citrix.com credentials.
2. Select Diagnostics.
3. Select Tools and then select Upload Data.
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] i

W
Filter Actions Duration Docs

Tools

Cisco ACI Convertel
Size

4. In Case Number, enter the Citrix Support case number of the existing support case. Citrix Sup-
port technicians can’t review CDF traces appropriately without a case number attached to the
data upload.

Upload Log Files

Case
NMumber:
[optional)

Description:
[optional)

Upload File

5. In Description (optional), you can enter a brief description or leave this field blank.

6. Select Upload File and select the ZIP archive you created earlier. If you didn’t create a ZIP
archive of flush traces from all your Cloud Connector machines, repeat Steps 3-6 to attach each
flush trace you want to submit.

After you submit your flush traces, Citrix Insight Services processes them and attaches them to the
support case you specified. This process can take up to 24 hours, depending on the size of the files.

Select a primary resource location

September 21,2023

If you have multiple resource locations in your domain, you can choose one to be the “primary”or
“most preferred”location for Citrix Cloud. The primary resource location provides the best perfor-
mance and connectivity between Citrix Cloud and your domain, enabling users to sign in quickly.

When you select a primary resource location, the Cloud Connectors in that resource location are used
for user logons and provisioning operations where possible. If the Cloud Connectors in the primary
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resource location are unavailable, these operations are performed using another Cloud Connector
in the domain. Logons using a User Principal Name (UPN) might not contain the domain name and

might not use the primary resource location.

Note:

To ensure that Cloud Connectors are always available in any resource location, install at least

two Cloud Connectors in each resource location.

To decide which resource location you want to use for your primary resource location, consider the

following:

+ Does the resource location have the best connectivity to your domain?

Is the resource location the closest to the geographical region in which you use the Citrix Cloud
management console? For example, if your Citrix Cloud console is at https://us.cloud.com, the
resource location you choose would be the closest one to the US region.

To select a primary resource location

From the Citrix Cloud management console, click the menu button and select Identity and Ac-
cess Management.

2. Click Domains and then expand the domain containing the resource location you want to use.
3. Click Set Primary Resource Location and then select the resource location you want to desig-

4,

nate as primary.
Click Save. Citrix Cloud displays “Primary”’next to the resource location you selected.

Note:

Be sure to save your selections in one domain before expanding a different domain. When you

expand a domain and then expand another domain, the previously expanded domain collapses

and discards any unsaved selections.

Select a different primary resource location

From the Citrix Cloud management console, click the menu button and select Identity and Ac-
cess Management.

Click Domains and then expand the domain that contains the primary resource location you
want to change.

Click Change Primary Resource Location and then select the resource location you want to
use.

Click Save.
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Reset a primary resource location

Resetting the primary resource location allows you to remove the “Primary”designation from a re-
source location without selecting a different one. When you remove the “Primary”designation, any
of the Cloud Connectors in the domain can handle user logon operations. As a result, some users
might experience slower logons.

1. From the Citrix Cloud management console, click the menu button and choose Identity and
Access Management.

2. Choose Domains and then expand the domain that contains the primary resource location you
want to change.

3. Choose Change Primary Resource Location and then choose Reset. A notification appears,
warning you that logon performance might be affected.

4. Select l understand the potential impact to subscribers and then click Confirm Reset.

Connector Appliance for Cloud Services

October 23, 2025

The Connector Appliance is a Citrix component hosted in your hypervisor or cloud provider. It serves
as a channel for communication between Citrix Cloud™ and your resource locations, enabling cloud
management without requiring any complex networking or infrastructure configuration. The Connec-
tor Appliance enables you to manage and focus on the resources that provide value to your users.

Note:

The Connector Appliance cannot be used for VDA registration, Storefront XML traffic, Netscaler
STA traffic, hypervisor management for MCS, or any other use cases related to DaaS resources.

Use the Cloud Connector for these use cases.

Connector Appliance functions

« Connecting Active Directory to Citrix Cloud enables AD management, allowing the use of AD
forests and domains within your resource locations. It removes the need for adding any ad-
ditional AD trusts. Unlike the Cloud Connector, a single Connector Appliance can be used to
provide connectivity to multiple Active Directory domains. For more information, see Active
Directory with Connector Appliance.

« Image Portability Service simplifies the management of images across platforms. This feature
is useful for managing images between an on-premises resource location and one in a public
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cloud. The Citrix Virtual Apps and Desktops™ REST APIs can be used to automate the adminis-
tration of resources within a Citrix Virtual Apps and Desktops site.

The Image Portability workflow begins when you use Citrix Cloud to initiate the migration of an
image from your on-premises location to your public cloud subscription. After preparing your
image, the Image Portability Service helps you transfer the image to your public cloud subscrip-
tion and prepare it to run. Finally, Citrix Provisioning or Machine Creation Services™ provisions
the image in your public cloud subscription.

For more information, see Image Portability Service.

« Citrix Secure Private Access enables administrators to provide a cohesive experience that in-
tegrates single sign-on, remote access, and content inspection into a single solution for end-to-
end access control. For more information, see Secure Private Access with Connector Appliance.

There might be other services in preview that also depend on the Connector Appliance.

The Connector Appliance platform is part of Citrix Cloud Platform and Citrix Identity Platform and can
process data, including the following information:

+ |P addresses or FQDNs

« Device, user, and resource location identifiers

« Timestamps

+ Eventdata

+ User and group details from Active Directory (for example, used for authenticating and search-
ing for users and groups)

Details of specific information processed by the Connector Appliance are available in the Data Col-
lected by Citrix Cloud Platform table in the Citrix Cloud Services Data Protection Overview.

Connector Appliance availability and load management

For continuous availability and to manage load, install multiple Connector Appliances in each of your
resource locations. Citrix recommends at least two Connector Appliances in each resource location.
If one Connector Appliance is unavailable for any time, the other Connector Appliances can maintain
the connection. Since each Connector Appliance is stateless, the load can be distributed across all
available Connector Appliances. There is no need to configure this load balancing function. It is auto-
mated. If at least one Connector Appliance is available, there is no loss in communication with Citrix
Cloud.

If you have only one connector configured for a resource location, Citrix Cloud shows a warning on
the Resource Locations page.
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Connector Appliance updates

The Connector Appliance is updated automatically. You are not required to take any actions to update
your connector.

You can configure your resource location to apply updates either immediately as they become avail-
able or after a scheduled time.

For more information about configuring updates, see Connector updates

As part of the update, the Connector Appliance becomes temporarily unavailable. Updates are ap-
plied to only one Connector Appliance in a tenant at a time. For this reason, register at least two
Connector Appliances in each Resource Location to ensure that at least one Connector Appliance is
always available.

Connector Appliance communication

The Connector Appliance authenticates and encrypts all communication between Citrix Cloud and
your resource locations. Once installed, the Connector Appliance initiates communication with Citrix
Cloud through an outbound connection. All connections are established from the Connector Appli-
ance to the cloud using the standard HTTPS port (443) and the TCP protocol. No incoming connec-
tions are allowed.

The following table lists the ports that the Connector Appliance requires access to:

Supported Domain

Service Port Protocol Configuration details

DNS 53 TCP/UDP This port must be open
to the local setup

NTP 123 UDP This port must be open
to the local setup

HTTPS 443 TCP Connector Appliance

requires outbound
access to this port

To configure the Connector Appliance, IT administrators must be able to access the administration
interface on port 443 (HTTPS) of the Connector Appliance.

Note:

To access the administration interface you mustinclude https: // atthe start of the IP address.
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The Connector Appliance can communicate with both on-premises systems in your resource location
and with external systems. If you define one or more web proxies on the Connector Appliance adminis-
tration interface, only traffic from the Connector Appliance to external systems is routed through this
web proxy. If your on-premises system is located in a private address space, traffic from Connector
Appliance to this system is not routed through the web proxy.

The Connector Appliance defines private address spaces as the following IPv4 address ranges:

+ 10.0.0.0-10.255.255.255
+ 172.16.0.0-172.31.255.255
+ 192.168.0.0 -192.168.255.255

Internet connectivity requirements

Connectingto the Internet from your data centers requires opening port 443 to outbound connections.
However, to operate within environments containing an Internet proxy server or firewall restrictions,
further configuration might be needed.

To properly operate and consume the Citrix Cloud services, the following addresses must be con-
tactable with unmodified HTTPS connections:

« https:
« https:
« https:
« https:

+ Customers who can’t enable all subdomains can use the following addresses instead:
« https:
« https:

« https:
« https:
+ https:

Network requirements

Ensure that your environment has the following configuration:

« Either the network allows the Connector Appliance to use DHCP to get DNS and NTP servers, an
IP address, a host name, and a domain name or you can manually set the network settings in
the Connector Appliance console.

+ The network is not configured to use the link-local IP ranges 169.254.0.1/24, 169.254.64.0/18 or
169.254.192.0/18, which are used internally by the Connector Appliance.
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+ Either the hypervisor clock is set to Coordinated Universal Time (UTC) and is synchronized with
a time server or DHCP provides NTP server information to the Connector Appliance.

« If you use a proxy with Connector Appliance, the proxy must be unauthenticated or use basic
authentication.

System requirements

The Connector Appliance is supported on the following hypervisors:

« VMware ESXi version 7 update 2

« VMware ESXi version 8

« Hyper-V on Windows Server 2016, Windows Server 2019, Windows Server 2022, or Windows
Server 2025.

« Nutanix AHV

« Microsoft Azure

« AWS

+ Google Cloud Platform

» XenServer®8.4

Your hypervisor must provide the following minimum capabilities:

« 20 GB root disk
« 2vCPUs

* 4GB memory

« An IPv4 network

You can host multiple Connector Appliances on the same hypervisor host. The number of Connector
Appliances on the same host is only constrained by the hypervisor and hardware limitations.

Note:

Cloning, suspending, and taking snapshots of the Connector Appliance VM are not supported.

Obtain the Connector Appliance

Download the Connector Appliance software from within Citrix Cloud.
1. Signin to Citrix Cloud.
2. Fromthe menu in the top left of the screen, select Resource Locations.

3. If you do not already have a resource location, click the plus icon (+) or select Add a Resource
Location. For more information, see create a resource location.
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4. Inthe resource location where you want to register the Connector Appliance, click the Connec-
tor Appliances plus icon (+).

The Add a Connector Appliance task opens.

Add a Connector Appliance X

~ Install Connector Appliance

Step 1. Install Connector Appliance

We recommend two Connector Appliances per resource location for high availability.
Learn more

= Hypervisor View minimum reguirements

Citrix Hypervisor v ‘ Download Image

Use of this component is subject to the Citrix EUSA covering the
service(s) with which you will be using this component.

Step 2. Enter your 8-digit code to confirm connector details and then register as a
product in Citrix Cloud.

After downloading and installing the connector, follow prompts to generate the 8-digit registration
code.

5. From the Hypervisor listin Step 1, choose the type of hypervisor or cloud provider that you use

to host your Connector Appliance.

« For on-premises hypervisors and cloud environments, you can download the Connector
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Appliance within Citrix Cloud:
a) Click Download Image.

b) Review the Citrix End User Service Agreement and, if you agree, select Agree and Con-
tinue.

c) When prompted, save the provided Connector Appliance file.

The file name extension of the Connector Appliance file depends on the hypervisor
that you choose.

+ Forsome cloud environments, you can get the Connector Appliance from the marketplace:

« AWS
« Microsoft Azure
+ Google Cloud

6. Keep the Install Connector Appliance task open. After installing the Connector Appliance, you
input your registration code into Step 2.

You can also get to the Install Connector Appliance task from the Connectors page. Select the plus
icon (+) to add a connector and choose to add a Connector Appliance.

Install Connector Appliance on your hypervisor

« XenServer™

« VMware ESXi

« Hyper-V

« Nutanix AHV

« Microsoft Azure

+ Google Cloud Platform
« AWS

XenServer

This section describes how to import the Connector Appliance to a XenServer host by using XenCen-
ter.

1. Connect to your XenServer host or pool by using XenCenter on a system that has access to the
downloaded Connector Appliance XVA file.

2. Select File > Import.

3. Specify or browse to the path where the Connector Appliance XVA file is located. Click Next.
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4. Select the XenServer host where you want to host the Connector Appliance. Alternatively, you
can select the pool to host the Connector Appliance in and XenServer chooses a suitable avail-
able server. Click Next.

5. Specify the storage repository to use for your Connector Appliance. Click Import.

6. Click Add to add a virtual network interface. From the Network list, select the network for the
Connector Appliance to use. Click Next.

7. Review the options to use to deploy the Connector Appliance. If any are incorrect, use Previous
to change these options.

8. Ensure that Start the new VM(s) automatically as soon as the import is complete is selected.
Click Finish.

After the Connector Appliance is deployed and has successfully started up, its console displays a land-
ing page that contains the Connector Appliance IP address. Use this IP address to connect to the
Connector Appliance administration page and complete the registration process.

By default, the Connector Appliance uses DHCP to set its network configuration. If DHCP is not avail-
able in your environment, you must set the network configuration at the Connector Appliance console
before you can access the Connector Appliance management console. For more information, see Set
the network configuration by using the Connector Appliance console.

Next step: Register your Connector Appliance with Citrix Cloud.

VMware ESXi

Thissection describes how to deploy Connector Appliance on aVMware ESXi host by using the VMware
vSphere Client.

1. Connect to your ESXi host by using the vSphere Client on a system that has access to the down-
loaded Connector Appliance OVA file.

Select File > Deploy OVF Template....

Specify or browse to the path where the Connector Appliance OVA file is located. Click Next.
Review the template details. Click Next.

ok Wb

You can specify a unique name for your Connector Appliance instance. By default, the name is

set to Connector Appliance. Ensure that you choose a name that distinguishes this instance of

the Connector Appliance from other instances hosted on this ESXi host. Click Next.

6. Specify the destination storage for your Connector Appliance. Click Next.

7. Choose the format to store the virtual disks in. Click Next.

8. Review the options to use to deploy the Connector Appliance. If any are incorrect, use Back to
change these options.

9. Select Power on after deployment. Click Finish.
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After the Connector Appliance is deployed and has successfully started up, its console displays a land-
ing page that contains the Connector Appliance IP address. Use this IP address to connect to the
Connector Appliance administration page and complete the registration process.

By default, the Connector Appliance uses DHCP to set its network configuration. If DHCP is not avail-
able in your environment, you must set the network configuration at the Connector Appliance console
before you can access the Connector Appliance Ul. For more information, see Set the network config-
uration by using the Connector Appliance console.

Next step: Register your Connector Appliance with Citrix Cloud.

Hyper-V

This section describes how to deploy Connector Appliance on a Hyper-V host. You can deploy the VM
by using the Hyper-V Manager or by using the included PowerShell script.

Deploy the Connector Appliance by using the Hyper-V Manager
1. Connect to your Hyper-V host.
2. Copy or download the Connector Appliance ZIP file to the Hyper-V host.

3. Extract the contents of the ZIP file. The ZIP file contains a PowerShell script and the connector-
appliance.vhdx file.

4. CopytheVHDXfiletowhereyouwantto keep yourVMdisks. Forexample,C: \ConnectorApplianceVMs

5. Open Hyper-V Manager.
6. Right-click on your server name and select New > Virtual Machine.

7. Inthe New Virtual Machine Wizard, on the Specify Name and Location panel, enter a unique
name to identify your Connector Appliance. Click Next.

8. On the Specify Generation panel, select Generation 1. Click Next.

9. On the Assign Memory panel, configure the following settings and then click Next:

a) Assign 4 GB of RAM.
b) Disable dynamic memory.

10. On the Configure Networking panel, select a switch from the list (for example, Default Switch).
Click Next.

11. Onthe Connect Virtual Hard Disk panel, select Use an existing virtual hard disk.

12. Browse to the location of the connector-appliance.vhdx file and select it. Click Next.
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13. Onthe Summary panel, review the values you have chosen and click Finish to create the VM.
14. On the Virtual Machines panel, right-click on the Connector Appliance VM and select Settings.

15. In the Settings window, select Hardware > Processors and perform the following actions:

a) In Number of virtual processors, change the value to 2.
b) Click Apply.
c) Click OK.

16. On the Virtual Machines panel, right-click on the Connector Appliance VM and select Start.

17. Right-click on the Connector Appliance VM and select Connect to open the console.

After the Connector Appliance is deployed and has successfully started up, connect to the console
using the Hyper-V Manager. The console displays a landing page that contains the Connector Appli-
ance IP address. Use this IP address to connect to the Connector Appliance administration page and
complete the registration process.

By default, the Connector Appliance uses DHCP to set its network configuration. If DHCP is not avail-
ableinyour environment, you must set the network configuration at the Connector Appliance console
before you can access the Connector Appliance Ul. For more information, see Set the network config-
uration by using the Connector Appliance console.

Next step: Register your Connector Appliance with Citrix Cloud.

Deploy the Connector Appliance by using a PowerShell script The connector-appliance.zip file
contains a PowerShell script that creates and starts a new VM.

Note:

To run this unsigned PowerShell script, you might have to change the execution policies on the
Hyper-V system. For more information, see https://go.microsoft.com/fwlink/?LinkID=135170.
Alternatively, you can use the provided script as the basis to create or amend your own local
script.

1. Connect to your Hyper-V host.

2. Copy or download the Connector Appliance ZIP file to the Hyper-V host.

3. Extract the contents of the ZIP file: A PowerShell script and a VHDX file.

4. InaPowerShell console, change the current directory to where the ZIP file contents are located
and run the following command:

.\connector-appliance-install.psl

5. When prompted, type a name for your VM or select Enter to accept the default value of Connec-
tor Appliance.
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6. When prompted, type a destination for the root disk or press Enter to use the system default
directory for VHDs.

7. When prompted, type a file name for the root disk or select Enter to accept the default value of
connector-appliance.vhdx.

8. When prompted, select the switch to use. Select Enter.

9. Review the summary of the VM import information. If the information is correct, select Enter to
continue. The script creates and starts the Connector Appliance VM.

After the Connector Appliance is deployed and has successfully started up, its console displays a land-
ing page that contains the Connector Appliance IP address. Use this IP address to connect to the
Connector Appliance and complete the registration process.

Next step: Register your Connector Appliance with Citrix Cloud.

Nutanix AHV

This section describes how to deploy Connector Appliance from the connector-appliance.
vhdx file onto a Nutanix AHV host by using the Nutanix Prism web console.

1. On the main menu of the Nutanix Prism web console, select the Storage view.

2. Click + Storage Container to create a storage container to hold the Connector Appliance image
file. Alternatively, you can use an existing storage container.

3. Upload the connector-appliance.vhdx file to your storage container.

a) Onthe main menu of the web console, select Settings.
b) Select the Image Configuration tab and click + Upload Image
c) In Create Image, specify a Name for your image.

e) From the Storage Container list, select the storage container you created.

f) Select Upload a file.

g) Click Choose file and navigate to the connector-appliance. vhdx file on your local
system.

h) Click Save.

)
)
)
d) From the Image Type list, select DISK.
)
)
)

4. Wait until the image is created and its state shows as ACTIVE in the Image Configuration page.
5. Select the Network Configuration tab.
6. Click + Create Network to create a network for the Connector Appliance to use.

7. In the Create Network page, specify the following information:

« The network name.
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« The network VLAN ID.

8. On the main menu of the web console, select the VM view.
9. Click + Create VM to create a Connector Appliance instance.

10. In Create VM, specify the following information:

« The VM name
« The number of vCPUs
+ The amount of memory in GiB

11. Select to use Legacy BIOS.
12. Click + Add New Disk to add a disk to the VM.

13. In Add Disk, complete the following information:

a) For Type, select DISK.

b) For Operation, select Clone from Image Service.

)
)
c) For Bus Type, select SCSI
d)

For Image, select the image you created when you uploaded the Connector Appliance file.

14. Click Add to finish adding the disk.
15. In Create VM, click + Add New NIC.
16. In Create NIC, select the network to add the VM to.
17. For Network Connection State, select Connected.
18. Click Add to finish adding the NIC.
19. Click Save to create the VM.
By default, the new VM is powered off.
20. Inthe VM view, select the VM and click Power on.

21. Wait for the VM to start up. This process can take several minutes.

After the Connector Appliance is deployed and has successfully started up, you can find the Connector
Appliance IP address in one of the following places:

+ Inthe VM view of the Nutanix Prism web console.
+ In the Connector Appliance console.

Use this IP address to connect to the Connector Appliance administration page and complete the reg-
istration process.

Next step: Register your Connector Appliance with Citrix Cloud.
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Microsoft Azure

This section describes how to deploy Connector Appliance in Microsoft Azure. You can deploy the
Connector Appliance from the Azure Marketplace or from the downloaded disk image by using the
included PowerShell script.

Deploy the Connector Appliance from the Azure Marketplace To deploythe ConnectorAppliance
from the Azure Marketplace complete the following steps:

1. Go to the Connector Appliance in the Azure Marketplace. (Azure Marketplace)

Alternatively, you can search for “Connector Appliance for Cloud Services”in the marketplace
search.

2. Click Get It Now and then Create.

3. On the Create Citrix Connector™ Appliance for Cloud Services page, complete the following
information:

« Select the Subscription to use.

« Select the Resource group to use.

« Select the Region to locate the Connector Appliancein.

+ Specify a VM name.

+ Select a Virtual network to add the Connector Appliance to. This network is used to ac-
cess Citrix Cloud, the local resources, and the Connector Appliance administration page.
This network cannot be changed later.

« Specify a value for Subnet.

Click Next : Tags >.
4. Onthe Tags tab, add required tags if needed.
Click Next : Review + create >.

5. After you have reviewed the deployment details, click Create.

After the Connector Appliance is deployed and has successfully started up, its console displays a land-
ing page that contains the Connector Appliance IP address. Use this IP address to connect to the
Connector Appliance administration page and complete the registration process.

Next step: Register your Connector Appliance with Citrix Cloud.

Deploy the Connector Appliance VM by using a PowerShell script The connector-
appliance-azure.zip file contains a PowerShell script that creates and starts a new VM.
You can use the provided script as the basis to create or amend your own local script.

Before running the script ensure that you have the following prerequisites:
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« Install the Az PowerShell module into your local PowerShell environment.
« Run the PowerShell script in the directory where the VHD file is located.

Complete the following steps:

1. Copy or download the Connector Appliance ZIP file to your Windows system.
2. Extract the contents of the ZIP file: A PowerShell script and a VHD file.
3. Open a PowerShell console as Administrator.

4. Change the current directory to where the ZIP file contents are located and run the following
command:

.\connector-appliance-upload-Azure.psl

5. Adialog appears, prompting you to log into Microsoft Azure. Enter your credentials.
6. When prompted by the PowerShell script, select the subscription to use. Press Enter.

7. Follow the prompts in the script, which guide you through uploading the image and creating a
virtual machine.

8. After you have created the first VM, the script asks if you want to create another VM from the
uploaded image.

» Typey to create another VM.
« Type n to exit the script.

After the Connector Appliance is deployed and has successfully started up, its console displays a land-
ing page that contains the Connector Appliance IP address. Use this IP address to connect to the
Connector Appliance administration page and complete the registration process.

Next step: Register your Connector Appliance with Citrix Cloud.

AWS

This section describes how to deploy Connector Appliance in AWS. Connector Appliance is available
as an AMI in the AWS marketplace and we recommend that you install the Connector Appliance from
the AMI. Alternatively, you can deploy a downloaded disk image by using the AWS Ul or by using the
included PowerShell script.

Networking prerequisites To deploythe ConnectorAppliance on AWS, ensure that you have access
to Citrix Cloud from the subnet in which the Connector Appliance is created.

We recommend using a private IP address for the appliance, which requires specific configuration
to provide access to Citrix Cloud. To achieve this configuration, complete the following steps in the
AWSManagement Console:
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1. Create the NAT gateway.

a) Inthe top navigation bar, select Services > VPC > NAT Gateways.

b) On the top right, click Create NAT Gateway. Enter the following information:

+ Enter Name.

+ Select subnet from the list.

+ Set Connectivity type as Public.

« Select an Elastic IP allocation ID from the list. If there is no available Elastic IP, click
Allocate Elastic IP and follow the instructions to create one.

c) Click Create NAT Gateway.
2. Create a route table entry including the NAT gateway.

a) Inthe top navigation bar, select Services > VPC > Route Tables.
b) On the top right, click Create route table. Enter the following information:

« Enter Name.
+ From the list, select the VPC that contains the subnet you selected when creating the
NAT gateway.

c) Click Create route table.
d) Inthe Routes tab of the route table you created, click Edit routes > Add route.

e) Input the Destination and Target for the new route entry.

+ Set the destination as 0.0.0.0/0.
+ For the target, select the NAT Gateway you created from the list.

f) Click Save change.
3. Attach the subnet to be used for the Connector Appliance to this route table.

a) Inthe top navigation bar, Select Services >VPC > Route Tables.

b) Select the route table that contains the NAT gateway.

c) Inthedisplay page, go to the Subnet Associations tab.

d) Click Edit subnet associations.

e) Select the subnet or subnets to attach to the route table.
)

f) Click Save Associations.

Deploy the Connector Appliance from the AWS Marketplace Before beginning, ensure you meet
the following prerequisites:

+ You have permissions to operate EC2 resources.
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+ You have completed the configuration in Networking prerequisites.

+ (Optional) You can create a security group that restricts which IP addresses are permitted to
access your Connector Appliance.

Complete the following steps:

1. Login to the AWSManagement Console.

2. Find the Connector Appliance AMI in the AWS marketplace. You can do this in one of the follow-
ing ways:

+ Follow the marketplace link provided in Citrix Cloud. (AWS Marketplace)

+ Search for the AMI in the AWS Management Console:

a) Goto Services > Compute > EC2 > AMIs
b) Ensure that you are in the US East (Ohio) region.

c) In Public images, search for “Citrix Connector Appliance”or for the AMI ID “ami-
026eaf9b3b232577f".

3. Verify that you have the correct AMI by checking the AMI ID (ami-026eaf9h3b232577f) and owner
ID (414337923189).

4. Copy the AMI to your subscription:

a) Go to Actions > Copy AMI.

b) Inthe Copy AMI dialog, you can select the Destination Region that you require.
c) Click Copy AMI

5. From your copied AMI summary page, click Launch instance from AMI.

6. Inthe Launch an instance dialog, complete the following steps:

a) Selectthe number of instances to create. For resiliency, we recommend that you have two
or more Connector Appliances in each resource location.
b) Specify a name for the instance.
c) For the Instance type, select t2.medium. The instance type must have at least 4 GB and
2 CPUs.
d) For the Key pair (login), select Proceed without a key pair. SSH login to the Connector
Appliance is not permitted, so a key pair is not needed.
e) Forthe Network settings, in the Firewall (security group) section, configure the follow-
ing settings:
i. Choose whether to Create security group or Select existing security group.
ii. Deselect Allow SSH traffic from the internet
iii. Select Allow HTTPs traffic from the internet
iv. Select Allow HTTP traffic from the internet
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Click Launch instance.

7. After the instance is created, in the Success section, click the instance ID link to view your Con-
nector Appliance instance.

Alternatively, you can click the View All Instances button on this page or go to Services > EC2
>Instances in the AWS Management Console to see a list of your instances.

8. When your Instance state has changed to Running, go into the instance details and use the
Private IPv4 address to connect to the Connector Appliance administration page and complete
the registration process.

You might need to use a bastion host to go to the Connector Appliance administration page at the
internal IP address from your browser and complete the registration process.

By default, the Connector Appliance uses DHCP to set its network configuration. You can edit this
network configuration using the Connector Appliance web interface. For more information, see Con-
figuring network settings on the Connector Appliance administration page.

Next step: Register your Connector Appliance with Citrix Cloud.

Deploy the Connector Appliance by using the AWS Ul Before beginning, ensure you meet the fol-
lowing prerequisites:

 You have permissions to operate S3 and EC2 resources.

+ You have created a service role and policy that has VM import access. For more information, see
https://docs.aws.amazon.com/vm-import/latest/userguide/required-permissions.html#vmi
mport-role.

Note:

To create a service role, you must create an S3 bucket. When creating the policy, set the S3
bucket you have created with VM import access.

+ You have access to AWS CloudShell. It is only available in certain regions. For the list of regions
where AWS CloudShell is supported, see https://docs.aws.amazon.com/cloudshell/latest/user
guide/supported-aws-regions.html.

+ You have completed the configuration in Networking prerequisites.
Complete the following steps:
1. Onyour local system, extract the contents of connector-appliance-aws.zip.

2. Login to the AWSManagement Console.

3. Create a storage bucket by completing the following steps. (Alternatively, you can skip these
steps and use an existing storage bucket.)
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a) Inthe top navigation bar, select Services > S3 > Create bucket.

b) Enter a unique name for your bucket. For naming conventions for buckets in Amazon S3,
see https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.ht
ml.

c) Select the region for your bucket. Ensure that you choose the same region as your AWS
Region, because you cannot use the files in the bucket if these regions are different.

d) Keep the remaining settings set to the defaults, then click Create bucket.

4. Click the name of the bucket that you have created. Click Upload > Add files, then select the
connector-appliance.vhd file. Keep the remaining settings set to the defaults then click
Upload.

5. Click the file you uploaded. Click Copy S3 URI.

6. Click the AWS CloudShellicon in the top navigation bar and run the following commands:

a) Create a task to convert your VHD file to a snapshot:

aws ec2 1import-snapshot --disk-container Format=VHD,Url="<
S3_URI>"

Replace the placeholder value with your S3 URI that you copied from the previous step.
For example, aws ec2 1import-snapshot --disk-container Format=VHD,
Url="s3://my-aws-bucket/connector-appliance.vhd".

This command is complete when the following command returns a JSON string contain-
ing "Status": "completed". Make note of the ImportTaskId value in the JSON
output.

b) Run the following command:

aws ec2 describe-import-snapshot-tasks —--import-task-ids <
ImportTaskId>

Replace the placeholder value with the ImportTaskId copied from the previous step.
For example, aws ec2 describe-import-snapshot-tasks --import-task
-ids dimport-snap-0273h2836153itg5.

7. Onthe AWSManagement Console, in the top navigation bar, select Services > EC2.
8. From the menu on the left of the screen, click Snapshots.
9. Right-click on the snapshot that you created and click Create Image.

10. In the pane that opens, complete the following steps:

a) Enter a name for your AML.
b) Select Hardware-assisted virtualization.
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Click Create.
11. From the menu on the left of the screen, click AMIs.
12. Right-click on the AMI that you created and click Launch.

13. In the pane that opens, complete the following steps:

a) Choose the instance type.

)
b) (Optional) Customize the network on the Configure Instance tab.
c) (Optional) Attach another volume on the Add Storage tab.

)

d) Set security group rules on the Configure Security Group tab.
After you have reviewed the instance launch, click Review and Launch.

After the Connector Appliance is deployed and has successfully started up, go to Services > EC2 >
Instances and select the instance you have created. Use the Private IPv4 address to connect to the
Connector Appliance administration page and complete the registration process. You might need to
use a bastion host to go to the Connector Appliance administration page at the internal IP address
from your browser to continue the installation process.

By default, the Connector Appliance uses DHCP to set its network configuration. You can edit this
network configuration using the Connector Appliance web interface. For more information, see Con-
figuring network settings on the Connector Appliance administration page.

Next step: Register your Connector Appliance with Citrix Cloud.

Deploy the Connector Appliance by using a PowerShell script The connector-appliance-
aws . z1p file contains a PowerShell script that creates and starts a new VM. Before running the script
ensure that you have the following prerequisites:

» You have either AWS.Tools, AWSPowerShell.NetCore or AWSPowerShell installed on your sys-
tem. For more information, see https://docs.aws.amazon.com/powershell/latest/userguide/
pstools-getting-set-up.html.

 You have created a service role and policy that has VM import access. Both the service role and
the policy must be named vmimport for this PowerShell script to work. For more information,
see https://docs.aws.amazon.com/vm-import/latest/userguide/required-permissions.html#v
mimport-role.

Note:

To create a service role, you must create an S3 bucket. When creating the policy, set the S3
bucket you have created with VM import access.

+ You have created an Amazon EC2 security group.
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+ You have S3 permissions and APl access.
+ You have completed the configuration in Networking prerequisites.

Complete the following steps:

1. Onyour local system, extract the contents of connector-appliance-aws. zip toafolder.

2. In PowerShell, run the following commands:

a) To be able to run an AWS cmdlet in your local environment, run the following command
to add a new profile to the AWS SDK store:

Set-AWSCredential —-AccessKey <access_key_ID> -SecretKey <
secret_key> -StoreAs MyProfile

Replace the placeholder values with your access key and secret key. Provide a unique pro-
file name. In the example we have provided, itis MyProfile.

b) Set the profile to the default:

Initialize-AWSDefaultConfiguration -ProfileName MyProfile

c) Change the current directory to the folder where the extracted files are located and run
the following command:

.\connector-appliance-upload-aws.psl

3. Follow the prompts in the script, which guide you through selecting the region for your Connec-
tor Appliance deployment, uploading the image to your chosen bucket, and entering a name
for your VM.

» You must use the bucket with VM import access that you created earlier.

+ When asked to select the VPC to use, select the VPC where the NAT gateway and route
tables are configured.

« When asked to select the subnet to use, select the subnet attached to the route table con-
taining the NAT gateway.

For more information, see Networking prerequisites.

After the Connector Appliance is deployed and has successfully started up, the script displays the pri-
vate IP address of the Connector Appliance. You might need to use a bastion host to go to the Con-

nector Appliance administration page at the internal IP address from your browser and complete the
registration process.

By default, the Connector Appliance uses DHCP to set its network configuration. You can edit this
network configuration using the Connector Appliance web interface. For more information, see Con-
figuring network settings on the Connector Appliance administration page.

Next step: Register your Connector Appliance with Citrix Cloud.
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Google Cloud Platform

This section describes how to deploy Connector Appliance on the Google Cloud Platform. You can

install the Connector Appliance from the Google Cloud Marketplace. Alternatively, you can deploy a

downloaded disk image by using the Google Cloud Platform Console or by using the included Power-

Shell script.

The file connector-appliance-gcp.zip contains:

+ connector-appliance.tar.gz,whichisadisk image of the Connector Appliance

« connector-appliance-upload-gcp.psl,whichisaPowerShellscriptthatcanbeused

to automatically deploy the Connector Appliance

Deploy the Connector Appliance from the Google Cloud marketplace

1.

2.

Log in to your Google account.
Follow the marketplace link provided in Citrix Cloud. (Google Cloud Marketplace)

Alternatively, you can search for “Connector Appliance for Cloud Services”in the marketplace
search.

Click Launch.

On the New Citrix Connector Appliance for Cloud Services deployment page, complete the
following information:

+ Specify a Deployment name for the deployment job.

Select the Zone to locate the Connector Appliancein.

Select the Machine family, Series, and Machine type to use.

Select the Boot disk type and Boot disk size in GB to use.

In the Networking section, specify the networking interface to be used by the Connector
Appliance. If you want to be able to connect to the administration page from a public net-
work, specify an External IP.
Click Deploy. You are directed to the Deployment Manager page.

Note:

After the Connector Appliance is deployed and has successfully started up, you receive an
email to confirm that the Connector Appliance is deployed on Google Cloud Platform.

On the Deployment Manager page, click on the instance name. Alternatively, you can search
for the Connector Appliance instance that you created in the Compute Engine.

If you previously specified an External IP when setting up the networking interface for your
Connector Appliance, copy the External IP address in the Network interfaces section in the
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Details tab. Use this IP address to connect to the Connector Appliance administration page and
complete the registration process. Alternatively, you can use the Primary internal IP address
to visit the Connector Appliance administration page from another machine that is in the same
subnet as your Connector Appliance.

Next step: Register your Connector Appliance with Citrix Cloud.

Deploy the Connector Appliance by using the Google Cloud Platform console
1. Onyour local system, extract the contents of connector-appliance-gcp.zip.

2. In your Google Cloud Platform project, create a storage bucket. (Alternatively, you can use an
existing storage bucket.)

a
b
c
d

From the main menu, select Cloud Storage.
On the main pane, select Create bucket.
Specify a name for your bucket.

— — —= =

Configure the data storage and access settings that you require. You can leave these set-
tings as the defaults.
e) Click Create.

w

. Inside your storage bucket, select Upload files and choose the file connector-appliance
. tar.gz. Wait while the file uploads.

4. Select the uploaded file to view its details. Copy the value of gsutil URI to the clipboard.
5. Open the Cloud Shell by clicking the Activate Cloud Shell icon in the header bar.
6. Inyour Cloud Shell, run the following command to create an image:

gcloud compute images create "Image name'" --guest-os-features=
MULTI_IP_SUBNET --source-uri="gsutil URI of uploaded connector-
appliance.tar.gz file"

7. From the main menu, select Compute Engine > VM Instances.

8. Select Create Instance. In the pane that opens, specify the following information:

a) Inthe Name field, specify a name for the Connector Appliance instance.

b) Choose a region to locate the Connector Appliance in.

c) Choose the machine configuration.

d) Inthe Boot disk section, click Change.

e) Inthe section that opens, go to the Custom images tab.

f) From the Image list, select the image you created.

g) Click Select.

h) In the Firewall section, enable HTTPS traffic to allow access to the Connector Appliance

administration page.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 162



Citrix Cloud™

i) Specify any additional configuration required. For example, you might not want to use the
default networking configuration.

Click Create.
9. Inthe VM Instances section, select your newly created VM to view its details.

After the Connector Appliance is deployed and has successfully started up, the VM Instances section
displays the Connector Appliance IP addresses.

If the Connector Appliance has an external IP address, you can use this IP address to go to the Con-
nector Appliance administration page from your browser and complete the registration process.

If the Connector Appliance has only an internal IP address, use a bastion host to go to the Connector
Appliance administration page from your browser and complete the registration process. For more
information, see https://cloud.google.com/compute/docs/connect/ssh-using-bastion-host.

Next step: Register your Connector Appliance with Citrix Cloud.

Deploy the Connector Appliance by using a PowerShell script To use the provided PowerShell
script to deploy the Connector Appliance, you must have the Google Cloud SDK installed on your sys-
tem.

1. Onyour local system, extract the contents of connector-appliance-gcp.ziptoafolder.
2. In PowerShell, change the directory to the folder where the extracted files are located.
3. Runthe command .\connector-appliance-upload-GCP.ps1.

4. In the browser window that opens, authenticate with the Google Cloud SDK with an account
that has access to the project you want to deploy the Connector Appliance to.

5. In Google Cloud Tools for PowerShell, when prompted by the PowerShell script, select the
project to use. Press Enter.

6. Followthe promptsinthescript, which guideyou through uploadingthedisk, creatinganimage,
and creating a virtual machine.

7. After you have created the first VM, the script asks if you want to create another VM from the
uploaded image.

« Typey to create another VM.
« Type n to exit the script.

After the Connector Appliance is deployed and has successfully started up, the script displays the in-
ternal IP address of the Connector Appliance. Alternatively, you can go to the Google Cloud Platform
console to find the Connector Appliance internal IP address. The Compute Engine > VM Instances
section displays the Connector Appliance IP address.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 163


https://cloud.google.com/compute/docs/connect/ssh-using-bastion-host

Citrix Cloud™

Use a bastion host to go to the Connector Appliance administration page at the internal IP address
from your browser and complete the registration process. For more information, see https://cloud.
google.com/compute/docs/connect/ssh-using-bastion-host.

Next step: Register your Connector Appliance with Citrix Cloud.

Register your Connector Appliance with Citrix Cloud

Register a Connector Appliance with Citrix Cloud to provide a channel for communication between
Citrix Cloud and your resource locations.

After you install your Connector Appliance on the hypervisor and start it, the console displays the IP
address of the Connector Appliance. The console also displays an SSL fingerprint that you can use to
validate your connection to the Connector Appliance Ul.

Citrix

Downloaded from Citrix - https:rrscitrix.cloud.com

Flease go to:

https:-710.71.57 .66

o0 manage your deployment

BSL Fingerprint: D5:OF:32:6D:57:4E:29:EF:41:65:6Z2:0E:60:4B:4D:4F:C3:36:D0:BO

1. Copy the Connector Appliance IP address to your browser address bar.
Note:

You may have to include https: // at the start of the IP address.

The Connector Appliance Ul uses a self-signed certificate, which is valid for five years. As a re-
sult, you might see a message about the connection not being secure. To verify the connection
to your Connector Appliance, you can compare the SSL fingerprint in the console with the fin-
gerprint the browser receives from the webpage.

For example, in the Google Chrome browser, complete the following steps:
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a) Click the Not Secure marker next to the address bar.
b) Select Certificate. The Certificate window opens.
c) Go to the Details tab and find the Thumbprint field.

If the value of the Thumbprint field and the SSL fingerprint provided in the console match,
you can confirm that your browser is connecting directly to the Connector Appliance Ul.

i Certificate *

General Details  Certification Path

Show: | <Al w

Field Value 2
BSubject Citrix: Connector Appliance fo...
=] Public key RSA (2048 Bits)
BPuinc key parameters 0500
Enhanced key Usage Server Authentication (1.3.6....
DKey Usage Digital Signature, Key Endpher...
DBasic Constraints Subject Type=End Entity, Pat...
EThumbprint 51683334c34255d4b 30 2ebefa. ..

v

51693334c34255d4b302ebet 407 7elochbictle

Edit Properties. .. Copy to File...

You can replace this self-signed certificate with one of your own that is signed by your orga-
nization or generated by using your organization’s chain of trust. For more information, see
Managing certificates.

2. If your browser requires an extra step to confirm that you want to continue to the site, complete

this step now.
The Create new password webpage opens.

3. Create a password for your Connector Appliance Ul and click Set password.
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Create new password

Set a new password

Confirm password

The password you set must meet the following requirements:

« 8 or more characters long
« Contains both upper and lower case letters
« Contains at least one non-alphabetic character

Ensure that you store this password in a safe place for future use.

4. Sign in with the password you set. The Connector administration page opens.
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Connector administration

Connecton SUmmany

" Healthy -ready 1o register with Citrix Clowd

Connecior nama:

Active Directory domains

Add or delete connections to Active Directory forests bolow

Proxy servers

Add or delete your proxy servers below. Add multiple servers for resilency

Proay IP addness and Port
Usernama joplionsl)

Passwoed [optonal)

5. (Optional) If you use one or more web proxies, you can add the proxy addresses in the Proxy
servers section. Both unauthenticated and authenticated proxies are supported. To add an
unauthenticated proxy, provide a valid Proxy IP Address and Port. To add an authenticated
proxy, provide a valid Username and Password as well.

Note:

Only basic proxy authentication is supported. Other forms of authentication are not sup-
ported.

Only traffic to external systems is routed through the web proxy. For more information, see
Connector Appliance communication.

6. (Optional) If your network uses TLS intercepting web proxies to access the internet you may
require your Connector to trust its Root Certificate Authority to successfully communicate with
the cloud.

a) Under Root certificate authorities, select Add certificate.

b) Copy the contents of the certificate in PEM format:

<certificate-base64-bytes>
————— END CERTIFICATE--—---
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¢) In Full Certificate Details, paste the certificate contents.

d) Select Add Certificate.

To add a RootCA using the Connector Appliance APIs, see Managing root certificate authorities
in the Citrix Developer documentation.

Note:

Certificates which are expired or will expire in the next 30 days will show a warning.

7. Click Register Connector to open the registration task.

8. Choose a name for your Connector Appliance. This name can help you distinguish between
the various Connector Appliances that exist in your resource location. After you register your
Connector Appliance, the name cannot be changed.

Enter the name in the Connector Appliance name field and click Next.

Give this Connector Appliance a name

A unique name helps to identify and distinguish between various connectors. The

Connector Appliance name ca

anged at a later date and must be a fully
qualified domain name

Connector Appliance name:

The webpage provides a code to use to register with Citrix Cloud. This code expires in 15 min-
utes.
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'y
1w

N

Use this code to register
Connector

Appliance with Citrix Cloud

SN RGN B RSH — XN BNN S (02

14 minutes 57 seconds

9. Use the Copy button to copy the code to the clipboard.
10. Return to the Resource Locations webpage.
11. Paste the code into Step 2 of the Install Connector Appliance task. Click Confirm Details.

Citrix Cloud verifies that the Connector Appliance is present and can be contacted. If the regis-
tration code has expired, you are prompted to generate a new code.

Step 2. Enter your 8-digit code to confirm connector details and then register as a
product in Citrix Cloud.

After downloading and installing the connector, follow prompts to generate the 8-digit registration
code.

9| G|| 7| S X |IN| 7] 2 (Coniirmﬂetails)

12. Click Register.

The page shows whether the registration was successful. If the registration failed, you are

prompted to try again.

13. Click Close.
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The Connector Appliance administration page also enables you to download a diagnostic report for
the Connector Appliance. For more information, see Generating a diagnostic report.

After registering your Connector Appliance

For each resource location, we advise that you install and register two or more Connector Appliances.
This configuration ensures continuous availability and enables the connectors to balance the load.

You cannot directly manage your Connector Appliance.

The Connector Applianceis updated automatically. You are not required to take any actions to update
your connector. You can specify the time and day that you want Connector Appliance updates to be
applied in your resource location. For more information, see Connector updates.

Do not clone, suspend, or take a snapshot of your Connector Appliance VMs. These actions are not
supported.

You are only presented with the Create new password page the first time that you connect to the
Connector Appliance Ul. Ensure that you store this password in a safe place for future use. This pass-
word cannot be reset. If you forget the password, you must reinstall the Connector Appliance. On
subsequent connections to the Ul, you are asked to input the password you set when registering the
Connector Appliance.

Signin

Pazaword

(T L LT LT Y

Connector Appliance Connectivity Checks

The Connector Appliance implements a set of automated connectivity checks to ensure that all re-
quirements for Connector Appliance connectivity are met. For more information on the connectivity
requirements, see Internet connectivity requirements.
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These checks can be manually triggered, and the results can be viewed from the Connector Appliance
Admin user interface.

Steps to Access and Run Connectivity Checks

1. From the Connector Appliance console in your hypervisor, copy the IP address to your browser’
s address bar.

Enter the password that you set when you registered your Connector Appliance.

The tests automatically run upon loading the page.

To rerun the tests, click Run Checks.

To copy the results to the clipboard, click the Copy icon.

o W

Connector summary

' Registered with Citrix Cloud

Connector name:

Connectivity and Active Directory checks
@ Connected to AD forest

@ Connected to

@ Connected to
@ Connected to https://aws-aus-e-rdvz gnssve.net/Control/Ping
@ Connected to https://aws-bz-s-rdvz.g.nssve.net/Control/Ping
@ Connected to https://aws-ca-e-rdvz.g.nssvc.net/Control/Ping
@ Connected to https://aws-eu-c-rdvz.g.nssve.net/Control/Ping

@ Connected to https:/aws-e gnssve.net/Control/Ping

@ Connected to https/
@ Connected to https:/a
@ Connected to https:/aws-uk-se-rdvzgnssve.net/Control/Ping
@ Connected to https://aws-us-e-rdvz.g.nssvc.net/Control/Ping
@ Connected to https://aws-us-nc-rdvz.g.nssv.net/Control/Ping
@ Connected to https:/aws-us-w-rdvz.g.nssvc.net/Control/Ping
@ Connected to https:/az-asia-hk-rdvz.g.nssve.net/Control/Ping

@ Connected to https:/az-asia-se-rdvz.g.nssvc.net/Control/Ping

Active Directory Checks The checks related to Active Directory are grouped by domain. If the ap-
pliance has not been joined to any domains then no Active Directory tests will be run.

For each joined domain, the following checks are run:

« Domain connectivity
+ Query time synchronization with the domain
« Validate the ability to handle requests to the domain from Citrix Cloud

Gateway Service Provider For the gateway service, the connector performs a query for the list of
points of presence and validates connectivity.

Core Connector Services Forthe core connector services, the Connector Appliance performs HTTP
GET requests to a range of Cloud Services used as part of core functionality. The appliance also tests
connectivity to the Azure Container Registry (ACR), which is used for downloading new versions of the

connector.
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Generating a diagnostic report

You can generate and download a diagnostic report from the Connector Appliance administration

page.

Diagnostic report

Generate and download a diagnostic report on the health of your Connector Appliance

. From the Connector Appliance console in your hypervisor, copy the IP address to your browser

address bar.

2. Enter the password that you set when you registered your Connector Appliance.
3. Inthe Diagnostic report section of the page, click Download Report.

The diagnostic reports are provided ina . z1p file.

Verify your network connection

You can check your network connection from the Connector Appliance administration page by us-

ing the TCP Capture diagnostic check.

1.

On the Connector Appliance administration page, click your account name in the header bar
and select Network Diagnostics.

(Optional) In the TCP Capture section, enter the target IP address, host name, or port to restrict
the TCP capture.

From the Trace Duration menu, select the duration for which you want your trace to run.
(Optional) Enable Packet Tracing to capture the contents of the packets.

When packet tracing is disabled, the TCP capture functionality uses a best-effort approach to
capture the headers for diagnosis. This best-effort approach captures the first 512 bytes of each
packet. However, as headers are not a fixed size, this approach might not capture all of the
header.

Click Start trace.

Wait until the trace has completed. After the trace has completed, you can download a trace
report or start a new trace.

« Click Download to download the trace report. The trace report is provided in a . pcap
file.
+ Click Start new trace to begin another trace.
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Connecting Active Directory to Citrix Cloud

You can use Connector Appliance to connect a resource location to forests which do not contain Cit-
rix Virtual Apps and Desktops resources. For example, in the case of Citrix Secure Private Access™
customers or Citrix Virtual Apps and Desktops customers with some forests only used for user authen-
tication.

For more information, see Active Directory with Connector Appliance.

Validating your Kerberos configuration

If you use Kerberos for single sign-on, you can verify that the configuration on your Active Directory
controller is correct from the Connector Appliance administration page. The Kerberos validation
feature enables you to validate a Kerberos realm-only mode configuration or a Kerberos Constrained
Delegation (KCD) mode configuration.

Validate Kerberos realm-only configuration:

1. Go to the Connector Appliance administration page.

2. From the Connector Appliance console in your hypervisor, copy the IP address to your browser
address bar.

3. Enter the password that you set when you registered your Connector Appliance.

4. Tovalidate your realm-only Kerberos configuration select the Kerberos Validation Realm-Only
in the Active Directory domains section.

5. Specify the Active Directory Domain.

+ If you’re validating a Kerberos realm-only mode configuration, you can specify any Active
Directory domain. This mode doesn’t depend on being joined to the domain.

6. Specify the Service FQDN. The default service name is assumed to be “https”. If you specify
“computer.example.com”, this value is considered the same as “https://computer.example.c
om”.

7. Specify the Username.

8. Specify the Password.

9. Click Test Kerberos.
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2 Kerberos Validation
Q0

Validate the configuration on the Active Directory controller in realm-only mode. Learn more

Active Directory Domain
Service FQDN
Username

Password

Validate Kerberos Constrained Delegation (KCD) configuration:

1. Go to the Connector Appliance administration page.

2. To validate Kerberos Constrained Delegation (KCD) mode for domains to which the Connec-
tor Appliance has been joined, select Kerberos validation from the ellipsis menu (...) of the
relevant domain.

3. Specify the Active Directory Domain.

« Ifyou’revalidating a Kerberos Constrained Delegation configuration, you must select from
a list of joined domains.

4. Specify the Service FQDN. The default service name is assumed to be “https”. For example,
specify “computer.example.com”, this value is considered the same as “https://computer.exa
mple.com%E2%80%9D.

5. Specify the Username.

« For the Kerberos Constrained Delegation mode, you can also validate the kerberos setup
using service accounts by selecting the Service Accounts tab.

6. Click Test Kerberos.
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o Kerberos Validation
=1}

Validate the configuration on the Active Directory controller with Kerberos Constrained Delegation (KCD).

Use of Kerberos validation might require specific setup on the Active Directory controller. To use KCD on a Connector Appliance, you must first join the domain and
then set up KCD. Learn more

Active Directory Domain

rootluk.conapp.eng.citrite.net AV 4

Service FQDN

Username

If the Kerberos configuration is correct, you see the message “Successfully validated Kerberos setup”.
If the Kerberos configuration is not correct, you see an error message that provides information about
how the validation failed.

For more information about Kerberos, see the Microsoft documentation.

Network settings for your Connector Appliance

By default, the IP address and network settings of your Connector Appliance are automatically as-
signed by using DHCP.

After registering your Connector Appliance by using DHCP, you can edit its network settings in the
Connector Appliance administration page.

However, if DHCP is not available in your environment or if you do not have access to the Connector
Appliance administration page, you can set the network configuration directly on the Connector
Appliance console.

Configuring network settings on the Connector Appliance administration page
After registering your Connector Appliance by using DHCP, you can edit its network settings in the
Connector Appliance administration page.

To manually configure your network settings:

1. Inthe Connector Summary section, select Edit network settings.
2. Inthe Network settings dialog, choose Configure your own network settings.
3. Enter the IP address, Subnet mask, and Default gateway.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 175


https://docs.microsoft.com/en-us/windows-server/security/kerberos/kerberos-authentication-overview

Citrix Cloud™

4. Add one or more DNS servers.
5. Add one or more NTP servers.
6. Click Save.

When you save changes to your network settings, the Connector Appliance restarts. During the restart,
the Connector Appliance is temporarily unavailable. You are logged out of the Connector Appliance
administration page and the URL of this page changes. You can find the new URL in the Connector
Appliance console or by looking at the network information in your hypervisor.

To change your network configuration to use automatically assigned values:

1. Inthe Connector Summary section, select Edit network settings.
2. In the Network settings dialog, choose Obtain IP address automatically.
3. Click Save.

When you save changes to your network settings, the Connector Appliance restarts. During the restart,
the Connector Appliance is temporarily unavailable. You are logged out of the Connector Appliance
administration page and the URL of this page changes. You can find the new URL in the Connector
Appliance console or by looking at the network information in your hypervisor.

Set the network configuration by using the Connector Appliance console

By default, the IP address and network settings of your Connector Appliance are automatically as-
signed by using DHCP. However, if DHCP is not available in your environment or if you do not have
access to the Connector Appliance administration page, you can set the network configuration di-
rectly on the Connector Appliance console.

To set the network configuration:

1. Inyour hypervisor, restart the Connector Appliance.

2. While the Connector Appliance starts up, watch the console for the message Welcome to
GRUB'!.

3. When you see this message, press Esc to enter the GRUB menu.
4. To edit the boot parameters, press e.

You see a view that looks like the following image:
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GNU GRUB wersion 2.04

setparams ‘Root @’

set root="(hdo,gpt3)"
linux sboots/bzImage ro root=PARTUUID=7?08a030c-5adZ2-429b-9fb5-fccifen
098cZ0 quiet oops=panic console=ttyd® console=tty30

Minimum Emacs-like screen editing is supported. TAB lists
completions. Press Ctrl-x or F10 to boot, Ctrl-c or FZ for
a command-line or ESC to discard edits and return to the GRUB menu.

5. Edit the line that begins with 17 nux to include your required network configuration.
+ To specify DHCP networking, append network=dhcp to the end of the line.
« To specify static networking, append the following parameters to the end of the line:

network=static:ip=<static_ip_address>:netmask=<netmask>:route
=<default_gateway>:dns=<dns_server_1>,<dns_server_2>:ntp=<
ntp_server_1>,<ntp_server_2>

Replace the placeholder values with the values for your configuration.

6. Press Ctrl+X to start the Connector Appliance with the new configuration.

Change the administrator user password for the Connector Appliance

1. From the user menu in the top-right of the console, select Change password.
The change password page is displayed.

2. Enteryour current password and then enter and confirm the new password. The new password

you set must meet the following requirements:

« 8 or more characters long

« Contains both upper and lower case letters

« Contains at least one non-alphabetic character
« Must not be the same as current password

3. Select Change password to save your changes.

Citrix Cloud signs you out automatically and redirects you to the sign-in page.
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Active Directory with Connector Appliance

September 13,2025

You can use Connector Appliance to connect a resource location to forests which do not contain Cit-
rix Virtual Apps and Desktops™ resources. For example, in the case of Citrix Secure Private Access
customers or Citrix Virtual Apps and Desktops customers with some forests only used for user authen-
tication.

When using multi-domain Active Directory with Connector Appliance, the following restrictions ap-
ply:

« Connector Appliance cannot be used in place of Cloud Connectors in forests that contain VDAs.

Requirements
Active Directory requirements

« Joined to an Active Directory domain that contains the resources and users that you use to cre-
ate offerings for your users. For more information, see Deployment scenarios for Connector
Appliances in Active Directory in this article.

« Each Active Directory forest that you plan to use with Citrix Cloud™ must always be reachable
by two Connector Appliances.

« The Connector Appliance must be able to reach domain controllers in both the forest root do-
main and in the domains that you intend to use with Citrix Cloud. For more information, see
the following Microsoft support articles:

+ How to configure domains and trusts
+ “Systems services ports”section in Service overview and network port requirements for
Windows

« Use universal security groups instead of global security groups. This configuration ensures that
user group membership can be obtained from any domain controller in the forest.

Network requirements

« Connected to a network that can contact the resources you use in your resource location.
« Connected to the Internet. For more information, see System and Connectivity Requirements.

In addition to the ports listed in Connector Appliance communication, the Connector Appliance re-
quires an outbound connection to the Active Directory domain via these ports:
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Service Port Supported Domain Protocol
Kerberos 88 TCP/UDP

NetBIOS Name Service 137 UDP

NetBIOS Datagram 138 UDP

NetBIOS Session 139 TCP

LDAP 389 TCP/UDP

SMB over TCP 445 TCP

Kerberos kpasswd 464 TCP/UDP

Global Catalog 3268 TCP

Dynamic RPC Ports 49152-65535 TCP

The Connector Appliance uses LDAP signing to secure connections to the domain controller. This
means that LDAP over SSL (LDAPS) is not required. For more information on LDAP signing, see How to
enable LDAP signing in Windows Server and Microsoft Guidance for Enabling LDAP Channel Binding
and LDAP Signing.

Supported Active Directory functional levels

Connector Appliance has been tested and is supported with the following forest and domain func-
tional levels in Active Directory.

Forest Functional Level Domain Functional Level Supported Domain Controllers

Windows Server 2016 Windows Server 2016 Windows Server 2019

Other combinations of domain controller, forest functional level, and domain functional level have
not been tested with the Connector Appliance. However, these combinations are expected to work
and are also supported.

Connect an Active Directory domain to Citrix Cloud by using Connector Appliance

When you connect to the Connector Appliance administration webpage, the Active Directory domains
section displays two tabs.
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+ Joined Domains —Used for joining the Connector Appliance to AD Domains by creating a ma-
chine account for the appliance in the Domain. Kerberos can be validated by clicking the ellipsis
menu on the right-hand side of the joined domain. Machine account presence in the domain is
required.

+ Service Accounts —Used as part of a Secure Private access (SPA) solution to achieve Kerberos
SSO using a service account instead of the machine account created by joining the domain. Ker-
beros can be validated by clicking the ellipsis menu on the right-hand side of the service ac-
count. Having a specific domain associated with the machine isn’t mandatory. However, even
if the Connector Appliance isn’t connected to the domain, it can still connect to the domain
controller.

Active Directory domains

Add, delete, or valid with Kerberos Constrained Delegation (KCD) to Active Directory forests below. You may also validate configurations using Realm-Only mode. Kerberos Validation Realm-Only

M’E

v Delste

\ctive Directory domains

Add, delete, or validate service accounts with Kerberos Constrained Delegation (KCD) below.

Kerberos Validation

Delete

To configure Active Directory to connect to Citrix Cloud through the Connector Appliance, complete
the following steps.

1. Install a Connector Appliance in your resource location.
You can follow the information in the Connector Appliance product documentation.

2. Connect to the Connector Appliance administration webpage in your browser by using the IP
address provided in the Connector Appliance console.

3. In the Active Directory domains section, navigate to the Joined domains tab.

4. Click + Add Active Directory domain, a new pop-up window displays to enter the domain
name.

The Connector Appliance checks the domain. If the check is successful, the Join Active Direc-
tory dialog opens. This new window allows you to input the user name and password to join
the domain.

5. Click Add.

6. Provide the user name and password of an Active Directory user with join permission for the
domain.
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7. The Connector Appliance suggests a machine name. You can choose to override the suggested
name and provide your own machine name that is up to 15 characters in length.

This machine name is created in the Active Directory domain when the Connector Appliance
joinsiit.
8. Click Join.

The domain is now listed in the Active Directory domains section of the Connector Appliance
ul.

9. To add more Active Directory domains, select + Add Active Directory domain and repeat the
preceding steps.

10. Go to the domains page in Citrix Cloud Console and select Connector Appliance to service
your domains.

11. If you have not already registered your Connector Appliance, continue with the steps as de-
scribed in Register your Connector Appliance with Citrix Cloud.

If you receive an error when joining the domain, verify that your environment fulfills the Active Direc-
tory requirements and the network requirements.

What’s next

 You can add more domains to this Connector Appliance.

Note:

The Connector Appliance is tested with up to 10 forests.

« For resilience, add each domain to more than one Connector Appliance in each resource loca-
tion.

Viewing your Active Directory configuration

You can view the configuration of the Active Directory domains and Connector Appliances in your re-
source locations in the following places:

« In Citrix Cloud:
1. Inthe menu, go to the Identity and Access Management page.
2. Gotothe Domains tab.

Your Active Directory domains are listed with the resource locations that they are part of.
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+ In the Connector Appliance webpage:

1. Connecttothe Connector Appliance webpage by using the IP address provided in the Con-
nector Appliance console.

2. Login with the password you created when you first registered.

3. IntheActive Directory domains section of the page, you can see the list of Active Directory
domains this Connector Appliance is joined to.

Removing an Active Directory domain from a Connector Appliance

To leave an Active Directory domain, complete the following steps:

1. Connecttothe Connector Appliance webpage by using the IP address provided in the Connector
Appliance console.

2. Login with the password you created when you first registered.

3. In the Active Directory domains section of the page, find the domain you want to leave in the

list of joined Active Directory domains.

Note the name of the machine account created by your Connector Appliance.

Click the delete icon (trashcan) next to the domain. A confirmation dialog appears.

Click Continue to confirm the action.

Go to your Active Directory controller.

© N o 0 &

Delete the machine account created by your Connector Appliance from the controller.

Set the Forest Preferred Connector Type

When a Citrix Cloud tenant has both Windows connectors and connector appliances joined to the
same AD forest it is possible to set the preferred connector type.

To set the preferred connector type for a particular Active Directory forest, complete the following
steps:

1. Navigate to Identity and Access Management > Domains and Click the down arrow on the AD
Forest you want to set the preferred connector type for.

2. Select Forest Preferred Connector Type.
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cifrix Identity and access management

E:I Identity and access management » Domains
o'% Authentication

22 Administrators Domains
@ APl access + Domain C Refresh All D Show Unused Domains
@ Domains
() Recovery Q
Device posture Forest: .com

Forest Preferred Connector Type:Cloud Connector~

.~ Cloud Connector

Connector Appliance

Deployment scenarios for using Connector Appliance with Active Directory
You can use both Cloud Connector and Connector Appliance to connect to Active Directory controllers.
The type of connector to use depends on your deployment.

For more information about using Cloud Connectors with Active Directory, see Deployment scenarios
for Cloud Connectors in Active Directory

Use the Connector Appliance to connect your resource location to the Active Directory forest in the
following situations:

You are setting up Secure Private Access. For more information, see Secure Private Access with
Connector Appliance.
+ You have one or more forests that are only used for user authentication

You want to reduce the number of connectors required to support multiple forests

You need a Connector Appliance for other use cases

Only users in one or more forests with a single set of Connector Appliances for all forests

This scenario applies to Workspace Standard customers or customers using Connector Appliance for
Secure Private Access.

In this scenario, there are several forests that contain only user objects (forest1. local, forest2
. Local). These forests do not contain resources. One set of Connector Appliancesis deployed within
a resource location and joined to the domains for each of these forests.
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« Trust relationship: None

« Domains listed in Identity and Access Management: forestl.local, forest2.local
+ User logons to Citrix Workspace™: Supported for all users

+ User logons to an on-premises StoreFront™: Supported for all users

Users and resources in separate forests (with trust) with a single set of Connector Appliances
for all forests

This scenario applies to Citrix Virtual Apps and Desktops customers with multiple forests.

Inthis scenario, some forests (resourceforestl.local,resourceforest2.local)contain
your resources (for example, VDAs) and some forests (userforestl.local, userforest2.
local) contain only your users. A trust exists between these forests that allows users to log on to
resources.

One set of Cloud Connectors is deployed within the resourceforestl. local forest. A separate
set of Cloud Connectors is deployed within the resourceforest2. local forest.

One set of Connector Appliances is deployed within the user forestl. local forest and the same
setis deployed within the userforest2.local forest.

+ Trust relationship: Bi-directional forest trust, or uni-directional trust from the resource forests
to the user forests

« Domains listed in Identity and Access Management: resourceforestl.local,
resourceforest2.local,userforestl.local,userforest2.local

+ User logons to Citrix Workspace: Supported for all users

+ User logons to an on-premises StoreFront: Supported for all users

Connector updates

September 6, 2025

Periodically, Citrix® releases updates to increase the performance, security, and reliability of the Cloud
Connector or Connector Appliance.

When a new connector version is made available to a Citrix Cloud Tenant, the deafault behaviour is
for each connector in the tenant to immediately install the update, one at a time, in a random order.
Should any connector fail to perform the update it will prevent all subsequent connectors from begin-
ning their update. This is to prevent update failures occuring on all connectors in the tenant. As soon
as the connector with failed update either succeeds its update or is removed, subsequent connectors
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will immediately proceed with their updates. For more information see Troubleshooting Update Fail-
ures

To ensure updates are installed timely without unduly affecting your users’Citrix Cloud™ experience,
you can control connector updates as follows:

+ Schedule the start time for updates for a preferred time of day and a preferred day of the week.

+ Perform a one-time delay, so the connectors you specify update two weeks later than sched-
uled.

« Ifanupdate failsdue to anissue on the host machine, restart the update after the issue has been
addressed.

Also, you can verify your connectors are up-to-date by comparing the current connector version in
your resource location with the target version in Citrix Cloud.

Note:

This article describes how to schedule connector updates using the Citrix Cloud management
console. For information about configuring preferred time of day and day of week for connector
updates using Citrix Cloud APIs, see Citrix Cloud - Maintenance Schedules in the Citrix Developer

documentation.

Preferred time of day

When you specify a preferred time of day, Citrix Cloud begins installing updates 24 hours after they
become available, at your preferred time. For example, if your preferred time of day is 2:00 AM US
Pacific time and an update becomes available on Tuesday, Citrix Cloud waits for 24 hours and then
begins installing the update at 2:00 AM the next day.

Preferred day of the week

When you specify a preferred day of the week, Citrix Cloud waits for seven days before beginning to
install updates on your preferred day. This seven-day waiting period gives you enough time to choose
whether to install the update on demand or wait for Citrix Cloud to begin installing it on your preferred
day. Depending on the day of the week you select and the day on which updates become available,
Citrix Cloud might wait to begin installing updates for up to 13 days.

Example of an 8-day waiting period

On Monday, you configure Tuesdays at 6:00 PM as your preferred day for updates. Later that day,
Citrix Cloud notifies you that there’s an update available and displays the Update button. If you don’

© 1997-2026 Citrix Systems, Inc. All rights reserved. 185


https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-resource-locations/connector-updates#troubleshooting-update-failures
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-resource-locations/connector-updates#troubleshooting-update-failures
https://developer-docs.citrix.com/en-us/citrix-cloud/citrix-cloud-connector-maintenance/overview

Citrix Cloud™

tinitiate the update, Citrix Cloud waits for seven days and then begins installing the update the next
day, on Tuesday at 6:00 PM.

Example of a 13-day waiting period

You configured Mondays at 6:00 PM as your preferred time of day for updates. On Tuesday, Citrix Cloud
notifies you that there’s an update available and displays the Update button. If you don’t initiate
the update, Citrix Cloud waits for seven days and then begins installing the update six days later, on
Monday at 6:00 PM.

Note:

The update schedule indicates the time at which the connector will begin attempting its update.
Because updates are installed on each connector, one at a time, the actual update may occur
later than the scheduled time. For example, if the first connector to update in a resource location
encounters an issue during update which causes the update to take 4 hours to complete, subse-
quent connectors in the resource location will not begin their updates until at least 4 hours after
the scheduled time.

Due to this behavior, before restarting updates on failed connectors or removing from Citrix
Cloud a connector which has failed updates, it is important to note that the remaining connec-
tors may initiate the update immediately, and this update may occur during business hours.

Update notifications and on-demand updates

When updates are available, Citrix Cloud informs you with an alert in your Notifications. Also, each
connector displays the date and time when the update will be installed.

After Citrix Cloud notifies you of an available update, each connector displays an Update button so
you can install the update sooner than your preferred time or day. After you select Update for each
connector, Citrix Cloud queues the updates and installs them one at a time. You can’t cancel updates
after you initiate them.

After the update finishes, Citrix Cloud displays the date of the last update. If some updates cannot be
completed, a notification is sent informing you.

Choose an update schedule

Use the steps in this section to schedule connector updates through the Citrix Cloud management
console. For information about scheduling updates using Citrix Cloud APIs, see Citrix Cloud - Mainte-
nance Schedules in the Citrix Developer documentation.
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1. From the Citrix Cloud menu, select Resource Locations.

2. Locate the resource location you want to modify and, from the ellipsis menu, select Manage
Resource Location.

My Resource Location
Manage Resource Location

Run Health Check
2 + + Rename

Cloud Connectors Connector Appliances Gatewsy

3. Under Choose your update method, select Set a maintenance start time and choose the pre-
ferred day, time, and time zone for installing updates.

« To specify only a preferred time of day, select the hour and time zone that you want up-
dates to be installed. Citrix Cloud installs updates 24 hours after they become available, at
your preferred time.

« To specify a preferred day of the week, select the hour, day, and time zone. Citrix Cloud
waits for seven days after updates become available before installing them on your pre-
ferred day.

After you configure your update schedule, Citrix Cloud displays it next to the resource location
name.

My Resource Location | ® Friday 2:00 AM-(UTC-05:00) Eastern Time (US & Canada) oo

2 + + +

Cloud Connectors Connector Appliances Gateway FAS Servers

The start time you select is applied to all connectors regardless of the time zone in which they are
located. If you have connectors in different time zones, Citrix Cloud installs updates at your selected
time and time zone. For example, if you schedule updates for 2:00 AM in the US Pacific time zone, and
you have connectors in London, Citrix Cloud starts to install the update on those connectors at 2:00
AM US Pacific time.

Note:

The update schedule indicates the time at which the connector will begin attempting its update.
Because updates are installed on each connector, one at a time, the actual update may occur
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later than the scheduled time. For example, if the first connector to update in a resource location
encounters an issue during update which causes the update to take 4 hours to complete, subse-
quent connectors in the resource location will not begin their updates until at least 4 hours after
the scheduled time.

Due to this behavior, before restarting updates on failed connectors or removing from Citrix
Cloud a connector which has failed updates, it is important to note that the remaining connec-
tors may initiate the update immediately, and this update may occur during business hours.

Restart updates

If the connector experiences anissue during update installation, the installation pauses until the issue
is resolved. Because updates are installed on each connector, one at a time, a paused update on one
connector can prevent updates on all remaining Cloud Connectors in your Citrix Cloud account. After
the issue is resolved, you can restart the update.

1. From the Citrix Cloud menu, select Resource Locations.

2. Locate the resource location you want to manage and select the Cloud Connectors or Connec-
tor Appliances tile.

3. Locate the connector you want to manage and select Restart updates.

ce-nwpzj-Lyflocal  Last health check on 01/27/2022, 0317 AM Last update on 01/27/2022, 03:17 AM wes

0 A connectivity check has failed.
The following connectivity check(s) has failed:

The following connectivity services are not responding:
= HighAvailabilityService

A failed connectivity check may impact service availability or
functionality.

Learn more

Delay updates

You can delay a scheduled update so it occurs two weeks later for the connectors you specify. You can
delay a scheduled update only once. After you delay the update once, you can’t delay it again. Also,
you can’t change the default two-week period.

1. From the Citrix Cloud menu, select Resource Locations.

2. Locate the resource location you want to manage and select the Cloud Connectors or Connec-
tor Appliances tile.

3. Locate the connector you want to manage and select Delay updates.
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ec-nwpzj-1.studio.local Scheduled to begin update 12/18/2022, 01.00AM

The scheduled date changes to a date two weeks later than the originally scheduled date.

Unscheduled updates

Evenifyou schedule updates for a later date and time, Citrix Cloud might stillinstall an update as soon
as possible after it becomes available. Unscheduled updates occur when:

» The update can’t be installed at the preferred time within 48 hours of its availability. For exam-
ple, if your preferred time is 2:00 AM and the connector is offline for three days following the
update release, Citrix Cloud installs the update immediately when the connector is back online.

» The update contains a fix for a critical security or feature issue.

Compare Cloud Connector versions

You can check to see which version of the Cloud Connector is running in your resource location and
whether it’s the latest version. This information helps you verify that the Cloud Connector is updating
successfully.

Note:

This information is not available for Connector Appliances.

From the Resource Locations page, select the Cloud Connectors tile for the resource location you
want to manage. Locate the Cloud Connector you want to examine and select View Connector Data
from the ellipsis menu.

Cloud Connectors

connectorl.example.com Last update on 03/01/2023, 09:06 AM aes

View Connector Data

Run Health Check
connector2.example.com Last update on 03/01

Remove Connector

The Current version number is the version of the Cloud Connector software currently running on the
Cloud Connector machine. The Target version number is the latest version of the Cloud Connector
software that Citrix released. If the machine was updated successfully, the Current and Target version
numbers match.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 189



Citrix Cloud™

& Home > Re e Locat » Clol ecior >

Connector Data

Service Connection Status: Connector Connector
Version: Components:
Connected Current: 6.70 Current: 4.31

Target: 6.70 Target: 4.311

Troubleshooting update failures

Conflicting software installed on your Cloud Connector machine or unexpected errors during main-
tenance can result in the Cloud Connector failing to update and service outages. For information on
dealing with a failed update following Cloud Connector maintenance, visit Resolve a Failed Cloud Con-
nector Maintenance.

If the Cloud Connector isn’t updating successfully, you can start troubleshooting issues by verifying
the following conditions:

« The Cloud Connector is powered on and connected to Citrix Cloud using the Cloud Connector
Advanced Connectivity Checks.

+ Proxy and firewalls are configured correctly.

« Required Windows services are in the Started state.

+ Advanced logging is enabled on the Cloud Connector.

Forinstructions for troubleshooting Cloud Connector update failures, see CTX270718 in the Citrix Sup-
port Knowledge Center.

For troubleshooting assistance, you can send Citrix Cloud Connector logs to Citrix. For more informa-
tion, see Log Collection for Citrix Cloud Connector.

Identity and access management

September 6, 2025

Identity and Access Management defines the identity providers and accounts used for Citrix Cloud™
administrators and workspace subscribers.
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Identity providers

Identity providers supported for Citrix Cloud can be used to authenticate Citrix Cloud administrators,
workspace subscribers, or both.

Identity provider Administrator Authentication Subscriber Authentication
Citrix® identity provider Yes No
On-premises Active Directory No Yes
Active Directory plus token No Yes
Azure Active Directory Yes Yes
Citrix Gateway No Yes
Google Cloud Identity Yes Yes
Okta No Yes
SAML 2.0 Yes Yes

By default, Citrix Cloud uses the Citrix identity provider to manage your Citrix Cloud account. Citrix
identity provider authenticates Citrix Cloud administrators only.

Citrix identity provider

Citrix Cloud includes the built-in Citrix identity provider to authenticate administrators when they sign
in. In the Citrix Cloud console, the Citrix identity provider is labeled Citrix Identity.

If you use a different identity provider for administrator authentication, Citrix recommends having at
least one full access administrator under the Citrix identity provider. This condition ensures that:

« You won’t be locked out of your Citrix Cloud account if your primary identity provider becomes
unavailable.

« You can access your Citrix Cloud account to perform certain operations that can’t be completed
when signed in under another identity provider, such as Azure AD. For example, If Azure AD is
your selected identity provider, and you need to reinitiate the connection between your Azure
AD and Citrix Cloud, you can perform this task after signing in using the Citrix identity provider.

Remove the Citrix identity provider

The Citrix identity provider is connected by default for all new Citrix Cloud accounts. If you choose
not to use the Citrix identity provider, you can remove the connection, if needed. For example, you
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might choose to remove this connection to conform with your organization’s policies for security and
administrator management.

Removing this connection disables the Citrix identity provider so it can’t be used to authenticate Citrix
Cloud administrators.

Before you can remove the Citrix identity provider connection, you must have another identity
provider configured in Citrix Cloud. Citrix Cloud doesn’t allow you to remove this connection without
the presence of another configured identity provider.

Important

If you lose access to your chosen identity provider, you must contact Citrix Support to recover
your Citrix Cloud account. This process might require several days to complete.

To remove the Citrix identity provider connection:

1. From the Citrix Cloud menu, select Identity and Access Management.
2. On the Authentication tab, locate the Citrix identity provider.

3. Click the ellipsis menu and select Delete identity provider.

Citrix ldentit -
Y & Connected ko
Admin Sign-in URL: hitps.// com
Manage administrators
Active Directory Delete identity provider

2 O O i Lol allael

4, When prompted to confirm the removal, select I understand that deleting this identity
provider also deletes the configuration data for this identity provider in Citrix Cloud.

5. Click Delete identity provider.

Citrix Federated Authentication Service

Citrix Cloud also supports using the Citrix Federated Authentication Service to provide single sign-on
access for workspace subscribers. For more information, refer to the following articles:

+ Connect FAS to Citrix Cloud: Enable single sign-on for workspaces with Citrix Federated Authen-
tication Service
« Citrix Tech Zone:

« Reference Architecture: Federated Authentication Service
« Tech Insight: Federated Authentication Service
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Administrators

Administrators use their identity to access Citrix Cloud, perform management activities, and install
the Citrix Cloud Connector.

A Citrix identity mechanism provides authentication for administrators using an email address and
password. Administrators can also use their My Citrix credentials to sign in to Citrix Cloud.

Multifactor authentication

Citrix Cloud provides multifactor authentication methods for both administrators and workspace sub-
scribers.

For administrators, multifactor authentication is required when signing in to Citrix Cloud. Adminis-
trators can enroll their device when they onboard their Citrix Cloud account or after accepting an
invitation from another administrator. For more information, see the following articles:

+ Set up multifactor authentication
« Manage your primary MFA method
+ Manage your MFA recovery methods

For workspace subscribers, multifactor authentication is enabled when administrators configure the
Active Directory plus token authentication method. Active Directory plus token is the default iden-
tity provider for Citrix Workspace. After configuration, subscribers enroll their device for multifactor
authentication. For more information, see the following articles:

» Enable Active Directory plus token authentication
« Enroll a device for two-factor authentication
« Re-enroll a device

Alternatively, you can use Azure AD multifactor authentication for both Citrix Cloud administrators
and workspace subscribers. For more information about deployment methods, see Microsoft Azure
MFA deployment methods.

Add new administrators

During the account onboarding process, aninitial administrator is created. As theinitial administrator,
you can add other administrators to your Citrix Cloud account. These new administrators can use their
existing Citrix account credentials or set up a new account if needed. You can also fine-tune the access
permissions of the administrators that you add. Setting these permissions allows you to align the level
of access with the administrator’s role in your organization.

For more information about adding administrators and setting access permissions, see Manage ad-
ministrator access.
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Reset your password

If you forget or want to reset your password, click Forgot your username or password? on the Citrix
Cloud sign in page. After you enter your email address or username to find your account, Citrix sends
you an email with a link to reset your password.

Citrix requires you to reset your password under certain conditions to help you keep your account
password safe and secure. For more information about these conditions, see Changing your pass-
word.

Note:

Add customerservice@citrix.com to your list of allowed email addresses to ensure that Citrix
Cloud emails don’t land in your spam or trash folders.

Remove administrators

You can remove administrators from your Citrix Cloud account on the Administrators tab. When you
remove an administrator, they can no longer sign-in to Citrix Cloud.

If an administrator is logged in when you remove the account, the administrator remains active for a
maximum of one minute. Afterward, access to Citrix Cloud is denied.

Note:

« Ifthere’s only one administrator in the account, you can’t remove that administrator. Citrix
Cloud requires at least one administrator for each customer account.

« Citrix Cloud Connectors are not linked to administrator accounts. So, Cloud Connectors
continue operating even if you remove the administrator who installed them.

Subscribers

A subscriber’s identity defines the services to which they have access in Citrix Cloud. This identity
comes from Active Directory domain accounts provided from the domains within the resource loca-
tion. Assigning a subscriber to a Library offering authorizes the subscriber to access that offering.

Administrators can control which domains are used to provide these identities on the Domains tab.
If you plan to use domains from multiple forests, install at least two Citrix Cloud Connectors in each
forest. Citrix recommends at least two Citrix Cloud Connectors to maintain a high availability environ-
ment. For more information about deploying Cloud Connectors in Active Directory, see Deployment
scenarios for Cloud Connectors in Active Directory.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 194


https://docs.citrix.com/en-us/citrix-cloud/overview/how-to-get-help-and-support.html#changing-your-password
https://docs.citrix.com/en-us/citrix-cloud/overview/how-to-get-help-and-support.html#changing-your-password
mailto:customerservice@citrix.com
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/technical-details.html#deployment-scenarios-for-cloud-connectors-in-active-directory
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/technical-details.html#deployment-scenarios-for-cloud-connectors-in-active-directory

Citrix Cloud™

Note:

« Disabling domains prevents new identities only from being selected. It does not prevent
subscribers from using identities that are already allocated.

+ Each Citrix Cloud Connector can enumerate and use all the domains from the single forest
in which it is installed.

Manage subscriber usage

You can add subscribers to offerings using individual accounts or Active Directory groups. Using Active
Directory groups does not require management through Citrix Cloud after you assign the group to an
offering.

When an administrator removes an individual subscriber or group of subscribers from an offering,
those subscribers can no longer access the service. For more information about removing subscribers
from specific services, refer to the service’s documentation on the Citrix Product Documentation web-
site.

Primary resource locations

A primary resource location is a resource location that you designate as “most preferred”for commu-
nications between your domain and Citrix Cloud. For your primary resource locations, select the re-
source location that has Citrix Cloud Connectors that have the best performance and connectivity to
your domain. Making this resource location your primary resource location enables your users to log
on quickly to Citrix Cloud.

For more information, see Select a primary resource location.

More information

« Learn more about supported identity providers with the Introduction to Citrix Identity and Au-
thentication education course on the Citrix Training web site.

« Citrix Tech Zone:
» Tech Brief: Workspace Identity

+ Tech Brief: Workspace Single Sign-On
+ Tech Insight: Mobile SSO
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Manage administrator access to Citrix Cloud

September 6, 2025

Administrators are managed from the Citrix Cloud console. Depending on the identity provider you
use to authenticate administrators, you can add administrators individually or using groups.

All administrators are required to use tokens as a second factor of authentication when signing in to
Citrix Cloud. After you add an administrator, they can enroll their device in multifactor authentication
and generate tokens using any app that follows the Time-Based One-Time Password standard, such
as Citrix SSO.

Add new administrators

Citrix Cloud supports the following identity providers for authenticating administrators:

« Citrixidentity provider: The defaultidentity provider in Citrix Cloud. Supports addingindividual
administrators only.

+ Azure AD: Supports adding administrators individually and through AAD groups. For more infor-
mation, see Manage administrator groups.

+ SAML 2.0: Supports adding administrators individually and through AD groups. For more infor-
mation, see Connect SAML as an identity provider to Citrix Cloud

+ Google: Supports adding administrators individually and through Google groups. For more in-
formation, see Google Cloud Identity

Adding new administrators uses the following workflow:

1. Select the identity provider that you want to use for authenticating administrators.

2. Depending on the identity provider, invite individual administrators or select the groups that
the administrators belong to.

3. Specify the access permissions that align with the administrators’rolesin your organization. For
more information, see Modify administrator permissions in this article.

Invite individual administrators

Adding individual administrators involves inviting them to join your Citrix Cloud account. When you
add an administrator, Citrix sends them an invitation email. Before the administrator can sign in, they
must accept the invitation. Administrators that you add through groups don’t receive invitations and
can sign in immediately after you add them.

Invitation emails are sent from cloud@citrix.comand explain how to access the account. The
invitation is valid for five consecutive days from the day that you send it. After five days have elapsed,
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the invitation link expires. If the invited administrator uses the expired link, Citrix Cloud displays a
message indicating the link is not valid.

Citrix Cloud

Sorry, that link isn't valid.

The link you used is no longer valid or has expired.
Contact the administrator who has asked you to
Join to resend your invitation.

Citrix Cloud also displays the status of the invitation so you can see whether the administrator ac-
cepted it and signed in to Citrix Cloud.

D Typed Display Email Status Access Identity
Name Provider
[:] User Invite Sent Custom Citrix Cloud see
D User Expired Full Citrix Cloud eee
[:] User Active Full Citrix Cloud LI
Note

Administrator accounts can be associated with up to 100 customer accounts. If an administrator
needs to manage more than 100 customer accounts, they must create a separate administrator
account with a different email address to manage the additional customers. Alternatively, you
can remove the administrator from customer accounts that they no longer need to manage.

To invite an administrator

1. Signin to Citrix Cloud and then select Identity and Access Management from the menu.
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%X Cifrix

Platform Solutions
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Library NetScaler Console Secure Private Access ITSM Adapter for caler Consols

ServiceNow
Identity and access management

Network locations @ =i

Remote Browser Isolation Analytics
Resource locations

Licensing

Workspace configuration

Support tickets

Notifications

System log

2. On the Identity and Access Management page, select Administrators. The console shows all
the current administrators in the account.

cifrix Identity and access management

L E:l Identity and access management > Administrators
J5) Authentication

[ s | Administrators
d@ APl access
Add administrator/group

& Domains
() Recovery
=1 Devi " Q. Search by Email or Display Name Type v
= VICe posture
I:] Type & Display N

3. Select Add administrator/group.

4. In Administrator details, select the identity provider you want to use. If using Azure AD, Citrix
Cloud might prompt you to sign in first.

5. If Citrix Identity is selected, enter the user’s email address and then select Next.

6. If Azure Active Directory is selected, type the name of the user you want to add and then click
Next. Inviting AAD guest users is not supported.

7. In Set access, configure the appropriate permissions for the administrator. Full access (se-
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lected by default) allows control of all Citrix Cloud functions and subscribed services. Custom
access allows control of the functions and services that you select.

8. Review the administrator details. Select Back to make any changes.

9. Select Send invitation. Citrix Cloud sends an invitation to the user you specified and adds the
administrator to the list.

Resend an invitation

To resend the invitation, select Resend Invite Email from the ellipsis menu at the far-right of the
console. Resending an invitation doesn’t affect the five-day time limit before the invitation expires.

User joeadming com  Invite Sent Full Citrix Cloud
Copy Email Address
User Delete Administrator
Edit Access

Resend Invite Email
User

Resend an invitation with a new sign-in link

If the original invitation email expires, you can send a new one to the administrator. Perform the
following steps:

1. Delete the administrator from Citrix Cloud: On the Administrators page, locate the administra-
torin the list and then select Delete Administrator from the ellipsis menu.

2. Wait several minutes to ensure Citrix Cloud completes the deletion. In some cases, inviting the
administrator againimmediately after deletion could resultin sending an invitation with a faulty
sign-in link.

3. Invite the administrator again as described in To invite an administrator.

Accept an administrator invitation

If you are invited to a Citrix Cloud account, Citrix sends you an email that includes the organization ID
and the customer name of the account.

To accept the invitation, click Sign In. Afterwards, a browser window opens. If you don’t already
have a Citrix Cloud account, the browser displays a page where you can create your password. If you
already have an account, Citrix Cloud prompts you to use your existing password to sign in.

During sign-in, you might be prompted to enroll in multifactor authentication. For enrollment instruc-
tions, see Set up multifactor authentication.
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Add administrator groups
You can add administrators using AD groups (for SAML authentication), Azure AD groups (for Azure

AD authentication) or Google groups (for Google Authentication). For more information, see Manage
administrator groups.

Approve requests to join Citrix Cloud

From time to time, you might receive an approval request from Citrix Cloud on behalf of someone in
your organization who would like to join your Citrix Cloud account as an administrator.

Please approve me
as an admin for Citrix Cloud

Email Address:
Customer Name:
Org ID:

| was able to request access because I'm associated with the
MyCitrix customer account

To approve me, please sign in to Citrix Cloud and add my email
address in the |dentity and Access Management = Administrators
page

For more information on how to do this, click here

Thanks

To approve these requests, you invite the person requesting access to be an administrator, as de-
scribed in Invite individual administrators in this article. You must use the same email address that
appears in the approval request email.

After receiving the invitation, the person requesting access clicks the Sign in link to accept the invita-
tion. The person can then create a password for Citrix Cloud and sign in to your account.

For more information about how approval requests are generated, see What happens if the account
is already in use?.
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Change your email address

You can change your own email address in Citrix Cloud. Your new address must be different from
your recovery email address for multifactor authentication (MFA). When changing your email address,
Citrix Cloud sends you a verification email to the new address. After verification, Citrix Cloud signs
you out so the change can be completed. After a few minutes, you can sign in again with your new
email address.

1. From the top-right menu, select My settings.

Administrator
CCID: xyz12345

Example Corp.

Administrator
administrator@example.com
My settings

English (US)

Example Corp.

Organization ID: 12345678

Account settings

Log out

2. In Email address, select Change email.
3. Enter the new email address and then select Send verification email.
4. Enter the 6-digit verification code from the email and then select Verify and complete.

5. Select Yes, change my email address to confirm the change.

After confirming your changes, Citrix Cloud signs you out. After a few minutes you can sign in again
with your new email address.
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Modify administrator permissions

When you add administrators to your Citrix Cloud account, you define the administrator permissions

that are appropriate for their role in your organization. By default, new administrators are assigned

full access permissions to all Citrix Cloud account functions and available services. If you want to limit

access to certain areas of the management console or specific services, you can define custom access

permissions.

Only Citrix Cloud administrators with full access can define permissions for other administrators.

To change existing administrator permissions:

1.

2.

Sign in to Citrix Cloud at https://citrix.cloud.com.

From the Citrix Cloud menu, select Identity and Access Management and then select Admin-
istrators.

Select the identity provider you want to manage: Citrix Identity (default), Active Directory (if
using SAML as your identity provider) or Azure AD (if connected).

. Locate the administrator or group you want to manage, click the ellipsis button, and select Edit

access.

Select an identity provider

Add administrators from... v | C Refresh

Typed Display Name Email Status Access Identity Provider

User> John Smith john.smith@example.com  Active Full Citrix Cloud
Copy Email Address

User> Active Full Citrix Clc Delete Administrator

Edit Access

To allow or disallow specific permissions, select Custom access. To allow access to all Citrix
Cloud functions, select Full access.

To locate service permissions quickly, start typingin the search box. Citrix Cloud displays match-
ing permissions as you type. For example, if you start typing “read only,”permissions with “read
only”in the title are displayed. Searching permissions is case-insensitive.

To define custom access permissions for the Citrix Cloud management console, expand Gen-
eral.
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A Edit access for

Set access for

(O Full access

Full access allows administrators management control of Citrix Cloud and its services, as well as
adding or removing other administrators.

@ Custom access

Custom access allows you to determine the exact part of Citrix Cloud your administrators can
manage.

@ Switching to custom access will remove management access to certain services.

lect A

Search for permissions

General All roles selected Y

Customer Dashboard (View Only)
Domains

Library

Licensing

Motifications

Resource Location

Secure Client

Support Tickets

System Log

SOOI GRS

Workspace Configuration

8. To define custom access permissions for a specific service, expand the service.
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9. Foreach permission, select or clear the check mark as needed.

10. Select Save.

Console permissions

This section describes the custom access permissions that are available for the Citrix Cloud manage-
ment console. For more information about the custom access permissions for a specific service, con-
sult the service’s documentation.

« Customer Dashboard (View Only): For Citrix Service Providers (CSPs) only. Grants view access
to the Customer Dashboard.

« Domains: Grants access to the Identity and Access Management > Domains tab. Administra-
tors can add an Active Directory domain by downloading the Citrix Cloud Connector™ software
from this tab and installing it on a server in the domain.

« Licensing: Grants access to the Cloud Services and Licensed Deployments tabs of the Licens-
ing console page.

+ Notifications: Grants access to the Netifications console page. Administrators can view and
dismiss Citrix Cloud notifications.

+ Resource Locations: Grants access to the Resource Locations console page. Administrators
can add new resource locations and add FAS servers for Citrix Workspace single sign-on. They
can also manage connector updates.

» Secure Client: Grants access to the Identity and Access Management > API Access > Secure
Clients tab. Administrators can create and manage their own secure clients for use with Citrix
Cloud APIs. This permission doesn’t include access to the Identity and Access Management >
API Access > Product Registrations tab. Only full access administrators can access the Product
Registrations tab.

+ Support Tickets: Grants access to the Support Tickets console menu option and the Open a
Ticket Help menu option. Selecting either of these options sends the administrator to the My
Support portal. For more information, see Technical Support.

+ System Log: Grants access to the System Log console page. Administrators can view system
log events and export events to a CSV file.

+ Workspace Configuration: Grants access to the Workspace Configuration console page. Ad-
ministrators can change authentication methods, customize workspace appearance and behav-
ior, enable and disable services, and configure site aggregation. For more information, see the
Citrix Workspace product documentation.

+ Workspace OAuth Clients (preview): Grants access to the Identity and Access Management
> API Access > Workspace API tab. Administrators can create and manage their own OAuth
client to interact with Citrix Workspace™ platform APIs. OAuth clients are used exclusively for
Workspace APIs and include the option to create private clients that expire automatically.
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Note:

Itis recommended to assign the Workspace OAuth clients custom role with caution. The access
privileges associated with this role might enable administrators to access end user’s resources
(VDAs or applications) on the Workspace platform. Itisalsoimportant to note that administrators
with Full access will automatically have access permissions equivalent to that of an administra-
tor with the Workspace OAuth clients permission.

Manage your primary MFA method

To sign in to Citrix Cloud with multifactor authentication (MFA), you can use an authenticator app or
you can use your email address. This section describes how to change your device enrollment for MFA
or switch to a different MFA method.

Change your device for MFA

If you lose your enrolled device, want to use a different device with Citrix Cloud, or reset your authen-
ticator app, you can re-enroll in Citrix Cloud MFA.

Notes

« Changing your device deletes the current device enrollment and generates a new authenti-
cator app key.

« If you are re-enrolling with the same authenticator app from your original enrollment,
delete the Citrix Cloud entry from your authenticator app before you re-enroll. The codes
displayed in this entry will no longer work after you complete re-enrollment. If you don’t
delete this entry before or after re-enrollment, your authenticator app displays two Citrix
Cloud entries with differing codes which can cause confusion when signing in to Citrix
Cloud.

+ If you are re-enrolling with a new device and don’t have an authenticator app, download
and install one from your device’s app store. For a smoother experience, Citrix recom-
mends installing an authenticator app before you re-enroll your device.

1. Signin to Citrix Cloud and enter the code from your authenticator app.
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[

I

Enter the verification code Provided by your
authenticator app.

Don't have your authenticator app?

If you don’t have your authenticator app, click Don’t have your authenticator app? and select
a recovery method to help you sign in. Depending on the recovery method selected, enter the
recovery code you received or an unused backup code and select Verify.

2. If you are an administrator for multiple customer organizations, select any customer organiza-
tion.

3. From the top-right menu, select My settings.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 206



Citrix Cloud™

Administrator
CCID: xyz12345

Example Corp.

Administrator

administrator@example.com
My settings

English (US)

Example Corp.

Organization ID: 12345678

Account settings

Log out

4. In Authenticator app, select Add new device.

@ Authenticator app Recommended

Add new device

An authenticator app is set up on your device.

5. When prompted to confirm changing your device, select Yes, change my device.

6. Verify your identity by entering a verification code from your authenticator app. If you don’t
have an authenticator app, select Use a recovery method to verify your identity with the recov-
ery method of your choice. Depending on the recovery method you select, enter the verification
code or recovery code you receive or an unused backup code. Select Verify and continue.

7. If you are using the device you originally enrolled and your original authenticator app, delete
the existing Citrix Cloud entry from your authenticator app.

8. Ifyou are enrolling a new device and don’t have an authenticator app, download one from your
device’s app store.

9. From your authenticator app, scan the QR code with your device or enter the key manually.

10. Enter the 6-digit verification code from your authenticator app and select Verify code.

After you change your device, Citrix strongly recommends checking that the verification methods in
your My Profile page are up-to-date.
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Change your MFA method

If you enrolled in MFA using an authenticator app and you want to switch to using your email address,
be aware that changing your authentication method deletes your device enrollment. If you want to
go back to using an authenticator app for MFA, you’ll need to re-enroll your device.

1. From the top-right menu of the Citrix Cloud console, select My settings.

2. Under Multifactor Authentication (MFA), select the authentication method you want to switch
to.

3. If switching to email MFA:

a) Select Yes, change to email to confirm you want to change your MFA method.

b) Enterthe codefromyourauthenticatorapp or use a recovery method to confirm your iden-
tity.

c) Select Verify and continue to complete the change.

4. If switching to an authenticator app:

a) When prompted, enter the verification code that Citrix Cloud sends to your email address
and select Verify and continue. Alternatively, use a recovery method to confirm youriden-
tity.

b) Using your authenticator app, scan the QR code with your device’s camera or enter the
alphanumeric key.

c) Under Verify your authenticator app, enter the 6-digit code from your authenticator app.

d) Click Verify code to complete the device enrollment.

Manage your MFA recovery methods
Important:

To ensure your Citrix Cloud account remains secure, keep your verification methods up-to-date
with accurate information. If you lose access to your authenticator app or MFA email address,
these verification methods are the only way you can recover access to your account.
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Recovery methods

Recovery email
Add an alternate email address where you can receive a Add recovery email

recovery code,

Backup codes
Replace backup codes
10 one-time use codes were generated. 0 code(s) used

Recovery phone

Phone number will be contacted in case we Change recovery phone

ead to verify vour identity.

Add or change your recovery email

1. From the top-right menu, select My settings.

2. Under Recovery methods, in Recovery email, select Add recovery email if you haven’t yet
added a recovery email address. If you’ve already added a recovery email address, select
Change recovery email.

3. When prompted, enter the verification code from your authenticator app or the code sent to
your email address.

4. Enter the new email address you want to use and then select Send verification email. This
email address must be different from the email address you use for your Citrix Cloud account.
Citrix Cloud sends you a verification email to the email address you entered.

5. Enter the code from the verification email and then click Verify code and complete.

Generate new backup codes

You can generate a new set of backup codes at any time. When you use backup codes, Citrix Cloud
records the number that have been used in your My Profile page.

After you generate new backup codes, be sure to store them in a safe place.

1. From the top-right menu, select My settings.
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2. Under Recovery methods, in Backup codes, select Generate new backup codes if you haven’
t generated backup codes before. If you previously generated backup codes, select Replace
backup codes.

3. When prompted to replace your backup codes, select Yes, replace my codes.

4. Verify your identity by entering a verification code from your authenticator app or the code sent
to your email address.

5. Select Verify and continue. Citrix Cloud generates and displays a new set of backup codes.

6. Select Download codes to download your new codes as a text file. Then, select I’ve stored my
backup codes.

7. Select I’ve stored my backup codes to finish replacing your backup codes.

Change your recovery phone number

1. From the top-right menu, select My settings.

2. Under Recovery methods, in Recovery phone, select Change recovery phone.

3. Enter the verification code from your authenticator app or the code sent to your email address.
Select Verify and continue.

4. Enter the new phone number you want to use. Then, re-enter the phone number to confirm.

5. Select Save recovery phone number.

Note:

You can modify the permissions of Citrix Endpoint Management™ (CEM) administrators only after
the administrator has accepted an administrator invitation and clicked Manage on the CEM tile.
Like all Citrix Cloud administrators, CEM administrators have Full access by default.

Manage administrator groups

September 6, 2025

You can add administrators to your Citrix Cloud™ account using groups in your Active Directory, Azure
Active Directory (AD), or Google Cloud Identity. You can then manage service access permissions for
all administrators in the group.

AD prerequisites

Citrix Cloud supports AD group authentication through SAML 2.0. Before adding members of your
AD administrator groups to Citrix Cloud, you need to configure a connection between Citrix Cloud
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and your SAML provider. For more information, see Connect SAML as an identity provider to Citrix
Cloud.

If you already have a SAML connection in Citrix Cloud, you must reconnect your SAML provider to Citrix
Cloud before adding AD administrator groups. If you don’t reconnect SAML, adding AD administrator
groups might fail. For more information, see Using an existing SAML connection for administrator
authentication.

Azure AD prerequisites

Using Azure AD group authentication requires the latest version of the Azure AD application for con-
necting your Azure AD to Citrix Cloud. Citrix Cloud acquired this application when you connected your
Azure AD for thefirst time. If you connected your Azure AD to Citrix Cloud before May 2019, Citrix Cloud
might not be using the most current application to connect with Azure AD. Citrix Cloud can’t display
your Azure AD groups if your account isn’t using the most current application.

Before using Azure AD groups in Citrix Cloud, perform the following tasks:

1. Verify thatyou’re usingthe latest application for your Azure AD connection. Citrix Cloud displays
a notification if you’re not using the most current application.

2. If the application must be updated, reconnect your Azure AD to Citrix Cloud. By reconnecting
to your Azure AD, you grant application-level read-only permissions to Citrix Cloud and allow
Citrix Cloud to reconnect to your Azure AD on your behalf. During reconnection, a list of these
permissions is displayed for your review. For more information about the permissions Citrix
Cloud requests, see Azure Active Directory Permissions for Citrix Cloud.

Important:

To complete this task, you must be a Global Admin in Azure AD. Also, you must be signed in
to Citrix Cloud using a Full Access administrator account under the Citrix identity provider.
If you sign in with your Azure AD credentials, the reconnection fails. If you don’t have any
administrators using the Citrix identity provider, you can add one temporarily to perform
this task and then delete it afterward.

To verify your connection to Azure AD

1. Sign in to Citrix Cloud using a Full Access administrator account under the Citrix identity
provider.

2. From the Citrix Cloud menu, select Identity and Access Management and then select Authen-
tication.
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3. Locate Azure Active Directory. A notification appears if Citrix Cloud must update the applica-
tion for your Azure AD connection.

Azure Active Directory:
Admin Sign-in URL: https://citrix.cloud.com/go/

(@ To add Azure AD groups to your library offerings, improve logon performance, and
realize other benefits, you must grant Citrix Cloud additional permissions through
the Global Admin role in Azure AD. To do this, you must be a Global Admin in
Azure AD. To grant these permissions, reconnect to Azure AD.

@ Connected vee

If Citrix Cloud is already using the most current application, no notification appears.

To reconnect to Azure AD

1. From the Azure AD notification in the Citrix Cloud console, click the reconnect link. A list of the
requested Azure permissions appears.
2. Review the permissions and then select Accept.

Google Cloud Identity

Citrix Cloud supports administrator group authentication through Google Cloud Identity. Before
adding your administrator groups to Citrix Cloud, you must configure a connection between Citrix
Cloud and Google Cloud Identity. For more information, see Connect Google Cloud Identity as an
identity provider to Citrix Cloud.

Supported permissions

See supported permissions descriptions here, Console permissions.

Limitations

Custom access permissions for the following Citrix Cloud platform features are not available to mem-
bers of administrator groups:

« Notifications
« Secure clients

Notifications contacts can be added for members of groups under Notifications Contact Management,
as seen below:
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Citrix DaaS™ features that rely on Citrix Cloud platform capabilities such as Quick Deploy user assign-
ment are not available.

Permission changes for an administrator group member who’s already signed in will take effect only
after they sign out and sign in again.

Resultant permissions for administrators with Citrix®, AD, Azure AD, and Google Cloud
identities

When an administrator signs in to Citrix Cloud, only certain permissions might be available if the ad-
ministrator has both a Citrix identity (the default identity provider in Citrix Cloud) and a single-user
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or group-based identity through AD, Azure AD, or Google Cloud Identity. The table in this section de-
scribes the permissions that are available for each combination of these identities.

Single-user identity refers to AD, Azure AD, or Google Cloud Identity permissions that are granted to the
administrator through an individual account. Group-based identity refers to AD, Azure AD, or Google
Cloud Identity permissions that are granted as a member of a group.

Single-user or

Group-based AD  group-based Permissions
Single-user AD or  or Azure AD Google Cloud available after
Citrix identity Azure AD identity  identity Identity authentication
X X Administrator has
cumulative

permissions of
both identities
after successful
authentication
with either the
Citrix identity, the
AD identity, or the
Azure AD identity.
X X Each identity is
treated as an
independent
entity. Available
permissions
depends on
whether the
administrator
authenticates
using the Citrix
identity or the
Azure AD identity.
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Group-based AD
Single-user AD or  or Azure AD

Citrix identity Azure AD identity  identity
X

X X

X

Single-user or
group-based
Google Cloud
Identity

X

Permissions
available after
authentication

Each identity is
treated as an
independent
entity. Available
permissions
depends on
whether the
administrator
authenticates
using the Citrix
identity or Google
Cloud Identity.
Administrator has
cumulative
permissions of
both identities
when
authenticating to
Citrix Cloud with
AD or Azure AD.
Each identity is
treated as an
independent
entity. Available
permissions
depends on
whether the
administrator
authenticates
using the Citrix
identity or Google
Cloud Identity.
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Citrix identity

Single-user AD or
Azure AD identity

Group-based AD
or Azure AD
identity

X

Sign-in experience for administrators

Single-user or
group-based
Google Cloud
Identity

X

Permissions
available after
authentication

Each identity is
treated as an
independent
entity. Available
permissions
depends on
whether the
administrator
authenticates
using the Citrix
identity or Google
Cloud Identity.
When
authenticating
with their Citrix
identity, the
administrator has
cumulative
permissions of
both the Citrix
identity and the
single-user Azure
AD identity. When
authenticating
with Azure AD,
the administrator
has cumulative
permissions of all
three identities.

After you add a group to Citrix Cloud and define the service permissions, administrators in the group

simply sign in by selecting Sign in with my company credentials on the Citrix Cloud sign-in page
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and entering their sign-in URL for the account (for example, https://citrix.cloud.com/go/
mycompany). Unlike adding individual administrators, administrators in the group aren’t explicitly
invited, so they won’t receive any emails to accept an invitation to be Citrix Cloud administrators.

After signing in, administrators select Manage from the service tile to access the service’s manage-
ment console.

= cix @

>0

Open Tickets

My Services (1)
3 fij 325

DaaS
rtual apps and d

Learn more

esktops on any

Administrators who are granted permissions only as members of groups can access the Citrix Cloud
account using the sign-in URL for the Citrix Cloud account.

Administrators who are granted permissions through an individual account and as a member of a
group can choose the Citrix Cloud account they want to access. If the administrator is a member of
multiple Citrix Cloud accounts, they can select a Citrix Cloud account from the customer picker after
authenticating successfully.

Known issue

After renaming a group in Active Directory, the new name might not be displayed. As a workaround,
delete the old group in Citrix Identity and Access Management and add the renamed group.
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Limitations
Impact of multiple groups on application performance

Citrix recommends that a single administrator belongs to no more than 20 groups that have been
added to Citrix Cloud. Membership in a larger number of groups might result in reduced application
performance.

Impact of multiple groups on authentication

If a group-based administrator is assigned to multiple groups in AD or Azure AD, authentication might
fail because the number of groups is too large. This issue occurs due to a limitation in Citrix Cloud’s
integration with AD and Azure AD. When the administrator attempts to sign in, Citrix Cloud attempts
to compress the number of groups that are retrieved. If Citrix Cloud can’t apply the compression
successfully, all groups can’t be retrieved and the authentication fails.

This issue might also affect users who authenticate to Citrix Workspace™ through AD or Azure AD. If
a user belongs to multiple groups, authentication might fail because the number of groups is too
large.

To resolve this issue, review the administrator or user account and verify that they belong only to the
groups that are required for their role in the organization.

Adding groups fails due to too many assigned role/scope pairs

When adding a group with multiple role/scope pairs, an error might occur that indicates the group
can’t be created. This error occurs because the number of role/scope pairs that are assigned to the
group is too large. To resolve this error, divide the role/scope pairs among two or more groups and
assign the administrators to those groups.

Add an administrator group to Citrix Cloud

1. From the Citrix Cloud menu, select Identity and Access Management and then select Admin-
istrators.

2. Select Add administrator/group.

3. In Administrator details, select the identity provider you want to use. If Azure AD is selected,

sign in to your Azure, if needed. Select Next.

If needed, select the domain you want to use.

Search for the group you want to add and select the group.

In Set access, select the roles you want to assign to the group. You must select at least one role.

N o o ok

When you’re finished, select Save.
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Modify service permissions for an administrator group

1. From the Citrix Cloud menu, select Identity and Access Management and then select Admin-

istrators.
2. Locate the administrator group you want to manage and, from the ellipsis menu, select Edit

Access.

Group HelpdeskAdmins N/A Active Custom Azure Active Directory

Group Test Group N/A Active Custom Azure Active Directory
Delete Group
Edit Access

3. Select or clear the check marks next to one or more role and scope pairs as needed.
4. When you’re finished, select Save.

Delete an administrator group

1. From the Citrix Cloud menu, select Identity and Access Management and then select Admin-

istrators.

2. Locate the administrator group you want to manage and, from the ellipsis menu, select Delete

Group.

Group HelpdeskAdmins N/A Active Custom Azure Active Directory

Group Test Group N/A Active Custom Azure Active Directory
Delete Group
Edit Access

A confirmation message appears.

A\ Areyou sure you want to delete Group?

Administrators in this group that sign in through AAD will no longer have access to Citrix
Cloud. If these administrators have Citrix Identity accounts, they can still sign in to Citrix
Cloud.

. | understand deleting this group will prevent administrators in this group from
accessing Citrix Cloud.

3. Choose l understand deleting this group will prevent administrators in the group from ac-
cessing Citrix Cloud. to confirm you’re aware of the effects of deleting the group.
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4. Select Delete.

Switch between multiple Citrix Cloud accounts
Note:

This section describes a scenario that affects members of Azure AD administrator groups only.

By default, members of Azure AD administrator groups can’t switch between other Citrix Cloud ac-
counts that they can access. For these administrators, the Change Customer option, shown in the
image below, doesn’t appear in the Citrix Cloud user menu.

Administrator
CCID: xyz12345

Example Corp.

Example Corp.
Organization ID: 12345678

Account Settings

Change customer

Administrator

administrator@example.com
My profile

English (US)
Sign out

To enable this menu option and allow Azure AD group members to switch between other Citrix Cloud
accounts, you must link the accounts that you want to change between.

Linking Citrix Cloud accounts involves a hub-and-spoke-approach. Before linking accounts, decide
which Citrix Cloud account will act as the account from which the other accounts are accessed (the
“hub”) and which accounts you want to have listed in the customer picker (the “spokes”).

Before linking accounts, ensure you meet the following requirements:

« You have full access permissions in Citrix Cloud.
+ You have access to the Windows PowerShell Integrated Scripting Environment (ISE).
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+ You have the customer IDs for the Citrix Cloud accounts you want to link. The customer ID ap-
pears in the top-right corner of the management console for each account.

Administrator
CCID: 345

Example Corp.

« You have the Citrix CWSAuth bearer token for the Citrix Cloud account you want to link as the
hub account. To retrieve this bearer token, follow the instructions in CTX330675. You need to
supply this information when linking your Citrix Cloud accounts.

To link Citrix Cloud accounts

1. Open the PowerShell ISE and paste the following script into the working pane:

Sheaders = @{
}

$headers.Add ("Accept","application/json")
$headers.Add("Content-Type","application/json")
$headers.Add ("Authorization","CWSAuth bearer=XXXXXXX'")

$uri = "https://trust.citrixworkspacesapi.net/HubCustomerID/links"

$resp = Invoke-RestMethod -Method Get -Uri S$uri -Headers S$headers
$allLinks = S$resp.linkedCustomers + @("SpokeCustomerID")

$body = @{
"customers'"=$allLinks }

$bodyjson = $body | ConvertTo-Json

$resp = Invoke-WebRequest -Method Post -Uri $uri -Headers S$headers
-Body $bodyjson -ContentType 'application/json'
Write-Host "Citrix Cloud Status Code: $(Sresp.RawContent)"

2. On Line 4, replace CWSAuth bearer=XXXXXXX with your CWSAuth value (for example,
CWSAuth bearer=AbCdef123Ghik...). This value is a long hash that resembles a
certificate key.
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3. OnLine 6, replace HubCustomerID with the customer ID of the hub account.
4. OnLine9, replace SpokeCustomerID with the customer ID of the spoke account.
5. Run the script.

6. Repeat Steps 3-5 to link additional accounts as spokes.

To unlink Citrix Cloud accounts

1. Open the PowerShell ISE. If the PowerShell ISE is already open, clear the working pane.
2. Paste the following script into the working pane:

Sheaders = @{
}

$headers.Add ("Accept","application/json'")
$headers.Add("Content-Type","application/json")
$headers.Add ("Authorization","CWSAuth bearer=XXXXXXX'")

$uri = "https://trust.citrixworkspacesapi.net/HubCustomerID/links/
SpokeCustomerID"

$resp = Invoke-WebRequest -Method Delete -Uri Suri -Headers
$headers
Write-Host '"Response: $(Sresp.RawContent)"

3. On Line 4, replace CWSAuth bearer=xxxxxxx1 with your CWSAuth value (for example,
CWSAuth bearer=AbCdef123Ghik...). This value is a long hash that resembles a
certificate key.

4. OnLine 6, replace HubCustomerID with the customer ID of the hub account.
5. On Line 6, replace SpokeCustomerID with the customer ID of the spoke account.
6. Run the script.

7. Repeat Steps 4-6 to unlink additional accounts.

Register on-premises products with Citrix Cloud™

September 6, 2025

You can easily register your on-premises Citrix product using short-code activation through Citrix
Cloud. Depending on your product, this 8-digit code might be generated during the product installa-
tion process or when you run the product’s management console. When the product prompts you
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to register, the product requests the code from Citrix Cloud and displays it. You can then copy and
paste this code or enter it manually in Citrix Cloud.

After registration, the Product Registrations page (ldentity and Access Management > API Access >
Product Registrations) displays the servers where your registered products reside.

« ldentity and Access Management

Authentication  Administrators | APl Access | Domains  Recovery
I

Secure Clients Product Registrations

Mame Product Type Registration Date
CITRIX-FOI80&CT License Server May 10, 2019 3:36:06 PM UTC see
CITRIX-B8TGLGBEF License Server May 10, 2019 3:02:25 PM UTC LD

On-premises products that you can register with Citrix Cloud include:

« Citrix Connector™ Appliance for Cloud Services

+ Citrix Federated Authentication Service

« Citrix License Server

« Citrix Virtual Apps and Desktops, when registering a site with Citrix Analytics for Performance™

Note:

This article describes the steps for registering an on-premises product with Citrix Cloud. For
product-specific requirements, refer to the documentation for that product.

Register a product

1. From the Citrix Cloud menu, select Identity and Access Management.
2. Select API Access > Product Registrations and then select Register.
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« |dentity and Access Management

Administrators APl Access  Domains

|
Product Registrations

Authentication Recovery

Secure Clients

MName

Product Type

CITRIX-FQIB0&CT License Server

CITRIX-BTGLGEBF Licenze Server

Registration Date

May 10, 219 3:36:06 PM UTC -

May 10, 2019 3:02:25 PM UTC ses

3. Enter the 8-character alphanumeric code for your Citrix product and click Continue.

4. Review the registration details and then click Register.

Remove a product registration

If you remove servers running a registered Citrix product from your environment, the Product Regis-

trations page still displays the servers. Use the following steps to remove the servers from Citrix Cloud.

If needed, you can register the product again later to display the servers on the Product Registrations

page.

1. From the Product Registrations page, locate the server you want to remove.

2. Click the ellipsis button and select Remove registration.

Name Product Type

CITRIX-FOIB08CT License Server

CITRIX-BTGLGBBF License Server May 10, 2019

3. When prompted, select Remove.

May 10, 2019 3:36:06 PM UTC

Registration Date

[e=]

Remove registration
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Conditional Authentication

September 6, 2025

Author:
Daniel Vaz, Mark Dear

Conditional Authentication is a new security feature to help further enhance your Zero Trust frame-
work. Conditional authentication allows Citrix Cloud™ admins to direct end users to different IdPs
during the Workspace login flow based on policy conditions you set. As such, different end users will
have different levels of access verification based on risk factors established by the Administrator.

At the time of writing, five different switching conditions are supported that will direct your end users

N\

— |

to different IdP instances based on the policies you define.

—

—— &) Google

okta

User Grou 2r Domain?

U/

o=

=
al %

Conditional Authentication
policy engine

A
N - sAm

Common use cases

Y

End user

+ Mergers and Acquisitions, where a large parent organization contains multiple smaller compa-
nies in the process of merging.

« Granting Workspace access to third party users and contractors by directing them to a dedicated
IdP, OIDC application or SAML application, which is different from what full time employees
within your organization are normally authorized to use.

+ Large Organizations with multiple branches or departments that require different authentica-
tion mechanisms.
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Prerequisites

« Two or more Identity providers created in Citrix Cloud Identity and Access Management page

Multi-IdP

Till now, only a single instance of an Identity type was allowed. Citrix® now supports adding multiple
instances of the same Identity provider type (for example, multiple Azure ADs can now be added under
the Identity and Access Management tab).

Home > Identity and Access Management > Authenticat

Identity and Access Management

Authentication Admirestrat APY Acceds Domains Racavery Device Posture

Identity Providers
Add an identity provider
Set up the various ways you need your Citrix Cloud administrators and Citr Geot started now

in Workspace subscribers to sign in

Citrix ldentity

Admin S@n-in URL: hitps//citrix.c

Active Directory

. &

1 Doma Only ' Cormector Installed

Active Directory + Token
@ Conne:

1 Domain | Single Device | Single Device

Azure Active Directory: AzureAd ]

Adrmin Sign-in URL: hittps://citrix. choud com/go ¢ Lon

Arure Active Directory: AzureAd D

Admen San-in URL: httpa//citrix.chboud com/' 8o " LA
Important:

While DaaS and SPA currently support multiple IdPs, some services are still working on imple-
menting this functionality and will be available shortly.

Configuring Conditional Authentication

1. Click Create conditional authentication profile.
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Home » Identity and Access Management > Authentication

Identity and Access Management

Authentication Administrators AP| Access Dormaens Recovery Device Posture
Identity Providers o i
Add an identity provider
Set up the various ways you need your Citrix Clowd ini s and Citrix Work subscribers to signin. Get started now
Citrix Identit;
v # Connected sue
Admin Sign-in URL: hitps://citrix.cloud.com
Active Directo
ki # Connected aes
1 Domain | Only 1 Connector Installed | Install Connector | Detect
Active Directory + Token
® Connected es
1 Domain | Single Device | Single Davice
Azure Active Directory: AzureAd (1] .
& Connected LLL
Admin Sign-in URL: https:/icitrix.cloud.com/go/ "
Azure Active Directory: AzureAd 1] p
@ Connected (LU
Admin Sign-in URL: https:/icitrix.cloud.com/go/. "
Conditional authentication profiles
ional authentication profils
Create conditional authentication profiles to authenticate users based on context.

2. Enter a name for your profile and then click Create authentication policy.

Hame > ldentity end dccess Management > Create Conditional Authentication Profile

Profile name

5

/ JI
/—{LJ |

Create an Authentication Policy to sel started,

3. Select the conditions to apply to the policy as needed then click Save.
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Create conditional authentication policy X

Detine authentication type based on user conditions

Policy Rules

Selecl a policy condition and define authentication rules

| ISelectacondmnn.._ I A

Policy result
If policy rules and conditions are met, users will authenticate using the following settings.

Authentication Method®

| | Q) Search for an authentication method

Policy details
Provide a unigue and descriptive name for this authentication policy.

Palicy Name"

I Pravide a unigue authentication policy name... I

Priority*

4. Navigate to Workspace Configuration and click Authentication to select your identity
provider or conditional authentication profile.

Hame > Workspace Configuration > Authentication

Workspace Configuration

Arcess Authentication Custamize Hervice Infegrations Sites Servica Continuity App Configuration

‘Workspace Authentication
Select how subscrbers will suthenticate to sign into their workspace,

Cannected identity providers
For more authentication options, you need to first connect the identity provider in [dentity and Access Managemant = Authentization

O Active Directory
() Active Directory + Token
O Azure Active Dircctory  MLVAZAAD

() Azure Active Directory  caza

|© Conditional Authentication  CA test policy 1

() sAML2D  icazsaml

Conditional Authentication concepts
Conditional Authentication Profile

A Conditional Authentication Profile consists of several Conditional Authentication Policies that con-
trols how your end users authenticate to Workspace depending on the conditions you define. This
profile allows for policy prioritization and reordering, enabling you to specify the sequence in which
policies should be evaluated.
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Conditional Authentication Policy

A Conditional Authentication Policy is a policy comprising one or more conditions. These conditions,
when met using AND logic, guide the end user’s login process to a specific target IdP instance, such
as Okta OIDC, SAML, or Gateway IDP connection. Individual policies can be cloned, allowing for mod-
ification and renaming as needed.

Each policy consists of the following data:

« Policy Rules which are one or more conditions that must be met to direct the end user to a
particular IdP instance. For example, Workspace URL 1 is used AND user is a member of AD
Groupl.

« Policy Result which is the target IdP instance the user is directed to during the logon process.
For example, Workspace URL 1 is used AND user is a member of AD Groupl » AAD SAML IDP
Instance.

+ Policy Name - which is an admin friendly name used to identify and describe the policy.

For example, Workspace URL 1 AND Groupl - AAD SAML.

« Policy Priority which determines the order in which the policy is evaluated. Priorities are evalu-

ated in descending order. For example: Priority 1 is higher than Priority 2.

Conditional Authentication Pre-Authentication Page

Depending on how your Workspace is configured and the conditions set in your conditional authen-
tication profile, your Workspace users might encounter a pre-authentication page during their login
process. This page is essential for capturing the Workspace user’s username format, which is crucial
for making decisions based on conditional authentication policies. It ensures that the user’s login
flow is directed to the appropriate IdP instance.

g
Citrix Workspace

User ID
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Login Auto-Fill

When a pre-authentication page is necessary, we’ve introduced a login auto-fill feature that automati-
cally populates the username field on the login page with the user’s input from the pre-authentication
page. This eliminates the need for users to enter their username twice.

The login auto-fill feature is administered and configured by the administrator in the Conditional Au-
thentication Profile settings, as illustrated below:

1. Click Manage settings in the Conditional Authentication profile page.

Home * Identity and Access Management *> demo policy

demo policy ¢

What is conditional authentication and why should | use it?

Q. Search for a policy Y Fiter @ Manage settings Create Authentication Policy

Pricrity Policy Name Authentication Method
» 1 URL1--> AD Ad S DWW
» 2 UPH . o w> AAD Azuredd. | Z LW

2. Click Edit

Manage settings X

Configure and manage a variety of settings for this policy set.

Login auto-fill \ (__Edt )
Auto-fill the end user's email or user name «

when logging into selected identity providers.

Enabled for Active Directory and Active Directory +

Token.

3. Select the IdPs you would like to enable Login auto-fill for.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 230



Citrix Cloud™

Login auto-fill X

CTP demo policy

Select the identity providers that can auto-fill an end user’s email or
user name during login, after they have already logged into Citrix.

(] Azure Active Directory

(] okta

[] Google Cloud Identity
SAML20

Active Directory

Active Directory + Token

Important:

Login auto-fill is only available for IdPs that support it and will be enabled and enforced by de-
fault for AD & AD+TOTP (see screenshot above for the default settings).

Certain IdPs expect a specific login format and some can support more than one type of
username format. For example, Google Cloud Identity requires users to login with their email
address (user.name@domain.com), which may sometimes be different from their UPN
(username@domain.com). If the Workspace end user enters a down-level logon name
(domain\username) in the pre-authentication page, the down-level logon name will be pre-
populated within the IdP login page username field and cause an error when the user attempts
to logon. Administrators should consider the IdP switching policy condition that is most
appropriate and which username formats a particular IdP is expecting to receive during the
logon process before configuring the login auto-fill feature.

Policy Condition Types

Note:

If a Conditional Authentication profile only contains policies of just Workspace URL condition
type or Network Location Name condition type, then no pre-authentication page will be dis-
played and users will be redirected straight to the IdP. If the profile contains any other policy
condition types, the pre-authentication page will be displayed to the end user. This is true even
if the matching policy is of Workspace URL or Network Location Name type.
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Workspace URL

Within Workspace Configuration > Access, each Workspace URL can be linked to a distinct IdP in-
stance. Furthermore, multiple Workspace URLs can be associated with the same policy, directing
your end users to the same IdP instance.

ﬁspace URL \

These are the URLs your subscriber will use to access their Workspa

MName URL

Store bitps:is ilcloudburritocom  Default G %
T - — _ —
Store hitps 12.cloudburritocom —mMmMmMmm—— ————_——_—
— ——_H

_‘—P
\ Cenditional Authentication
\ policy engine

Store https 13 cloudburrito,

AD user group membership

AD user group membership allows you to designate an IdP instance for a specific group of Active Di-
rectory users based on their group membership.

UPN Suffix or Domain Down-Level Logon Name are two mutually exclusive policy conditions.
These determine the required username format that your end users must enter into the pre authenti-

\

cation page. You cannot use both of these conditions within the same policy.

/o

)

x

End user
EndUserA@ABC.com

(v

57 O . okta
Conditional Authentication

policy engine

End user
@Usch@XYZ.nom /

UPN Suffix

Configure an IdP instance for one or more UPN suffixes, such as usernamel@domain.com or
username2@domain.net.
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Domain Down-Level Logon Name

Assign an IdP instance to one or more domain names, like DOMAIN1\usernamel or DOMAIN1.COM
\usernamel.

When one of the two mutually exclusive conditions is selected, the dropdown menu option for the
other condition is disabled to prevent it from being added to the same policy.

Policy Rules

Select a policy condition and define authentication rules

" User Principal Name (UPN) Suffix Tl
Matches any of ~ 1sername@domain.corm A4
Select a condition... ~

AD Group

User Principal Mame (UPN) Suffix

Workspace Urls

Network Location Name

Assign an IdP instance based on client public egress IP and network location name.

1. Create the appropriate Network locations.

2. Within your Conditional authentication profile, the location names will be pre-populated. Se-
lect the desired location name and assign a target IdP.

Create conditional authentication policy X

Define authentication type based on user conditions

Policy Rules

Select a policy condition and define authentication rules

' Network Locations Name @ Ty

Matches any of AV [ Network Location /\

InternalSite

ExternalHuntingdon

+ Add another condition

Policy result

. . . ExternalMiami
If policy rules and conditions are met, users wi

Authentication Method* ExternalOrlando

Q ExternalFTL
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IMPORTANT:

Any client egress IP not explicitly defined inside a Network Location Site AND NOT referenced by
a Network Location Name policy is classified as “undefined”.

Common NLS use cases [ configuration:

1. NLS Scenario 1: Block external (undefined) IPs from authenticating and accessing Workspace.

Policyl: Only internal clients with egress IPs defined inside the AllinternallPs NLS site can log
into Workspace using AD.

Identity and access management > BlockAllDefinedIPs

BlockAllDefinedIPs ¢

What is conditional authentication and why should | use it?

Q 7 Filter & Manage settings Create Authentication Policy
Priority Policy Name Authentication Method
v 1 AllowAllinternallPs-AD Ad p LD @

Policy name: AllowAllinternallPs-AD Policy Conditions

Authentication method: Ad If Network Locations Name Matches any of InternalSite

2. NLS Scenario 2: Direct all “undefined”egress IPs to the “catch all Idp instance”with extra au-
thentication factors and/or increased security. Define a “catch all undefined egress IPs”policy
using “Does not match any of”and a list of all your internal NLS sites.

Policyl: Only internal clients with egress IPs defined inside the AllinternallPs NLS site can log
into Workspace using AD.

Policy2: Any external egress IPs NOT defined inside the AllinternallPs NLS site must log into
Workspace using TOTP.

Identity and access > Ci ToTOTP.

CatchAllNonInternallPsDirectToTOTP ¢

What is conditional and why should | use it?

Priority Policy Name Authentication Method
v 1 AllowAllinternallPs-AD Ad p @ @
Policy name: AllowAllinternallPs-AD Policy Conditions
Authentication method: Ad If Network Locations Name Matches any of InternalSite
v 2 CatchAllNonInternallPs-TOTP AdOtp f D @

Policy name: CatchAlINonlnternallPs-TOTP Policy Conditions

Authentication method: AdOtp If Network Locations Name Does not match any of InternalSite

Setting a Custom Error Message for a Conditional Authentication Profile

It is possible to configure user friendly error messages which are shown to the Workspace end user
when none of your policy conditions match what the user has entered.

1. Within your Conditional Authentication profile, select Manage settings.
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What is conditional authentication and why should | use it?

‘ Q < Filter & Manage settings Create Authentication Policy

2. Edit the default error message to be displayed to your end users.

Manage settings X

Configure and manage a variety of settings for this policy set.

Denied access message

Display a global message when users are denied access.

Configured message
Could not find your account. Try again or reach out to your administrator.

Login auto-fill

Auto-fill the end user's email or user name when logging into selected identity

providers.

Enabled for Active Directory, Google Cloud Identity, Okta, Azure Active Directory, and Active

Directory + Token.
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Manage settings X

This message will be displayed when users are denied access.

*All fields required unless marked optional.

Message Reset to default

Enter your username in the format of username@domain.com

56/50000

Message preview
End users will see the following message when access is denied.

Oops! No policies matched.

Enter your username in the format of username@domain.com

Transaction ID: 00000000000000000 [
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Troubleshooting with the Citrix monitor integration

If a user’s login attempt fails due to a lack of matching policy, an error page is displayed, showing
a transaction ID. The user can then provide this transaction ID to their Citrix Cloud administrator for

further assistance.
©

Citrix Workspace

User ID

domain\user or user@domain.com

@ Could not find your account. Try again or reach out to your
administrator.RGU. TransaTmnld 690b4d52-3a8b-4989-
p20a-abSadd566626

The Citrix Cloud administrator can paste the transaction ID provided by the Workspace end user into
Citrix Monitor to access details about the policy, the entered username, and the associated Condi-
tional Authentication policies. This information helps the administrator troubleshoot and resolve the
Conditional Authentication issue more efficiently.

1. Select Monitor and then click the Search box in the top-right hand corner.

i CilriX | DaaSPremium

2. Select the Transaction ID from the dropdown list. Only transactions from the past 3 days are
available.

Overview Monitor

Transaction v 690b4d52-328-4989-a209-ab9add566620

Failed (690b452 3a8b-4089-a20a-ab0add566626)

3. View the failed transaction for the end user, along with the details of the Conditional Authenti-
cation policies that were evaluated. You can click the chevron buttons to navigate through all
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the evaluated policies such as <Policy 1 of 3> for the end user.
Monitor Q sea

1 Transaction ID: 690b4d52-3a8b-4989-a20a-ab9add566626 Product Documentation

Verify configured policies
NKGDIR2\jiankur Toe figure policies, g
& Error details
100 Cond Auth RGUXAC -Policy 3

1bfda7ca-9b62-4bda- 9-23ddaefb96d6

Policy conditions did not match

Policy Condition Evaluation

user.domain

doesNotMatchAnyOf

NKGDIR2

o False

Comparison between Cloud-native Conditional Authentication and Netscaler-based
Adaptive Authentication

The Cloud-native Conditional Authentication feature is designed to cover most conditional authenti-
cation use cases. However, for more advanced authentication capabilities, NetScaler-based Adaptive
Authentication is available.

To use NetScaler-based Adaptive Authentication, submit a request through the Citrix Cloud Identity
and Access Management page > Conditional Authentication profiles section.
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Get started X

About conditional authentication profiles

Conditional authentication profiles all nticate users based ¢ set of policy b
conditions including: user domain. user group and Workspace URL. Learn more
Set up a minimum of two identity providers, excluding Citrix Identity, to create a conditional

authentication profile

Step 1 ‘

Select Create conditional authentication profile.

Step 2

Enter a name for your profile then select Create authentication policy.

Step 3

Select the conditions to apply to the policy as needed then select Save.

Step 4

Go to Workspace Configuration > Authentication to select your identity provider or

conditional authentication profile.

For more advanced authentication capabilities, submit a request to enable NetScaler-based

Adaptive Authentication for this account.

Known issues and limitations

« Custom domains are not currently supported with Conditional Authentication. Itis a roadmap
item for future updates.

+ Setting a negative priority to a policy does not behave as expected. Will be addressed in future
updates.

« Currently, groups conditions are only supported for Active Directory. The native Entra Id group
conditions will be added in the future.

Connect Active Directory to Citrix Cloud™

September 6, 2025

Citrix Cloud supports using your on-premises Active Directory (AD) to authenticate workspace sub-
scribers. Also, some workspace authentication methods require a connection between your AD and
Citrix Cloud. For more information, see Choose or change authentication methods.

Citrix Cloud also supports using tokens as a second factor of authentication for subscribers signing in
to their workspaces through Active Directory. Workspace subscribers can generate tokens using any
app that follows the Time-Based One-Time Password standard, such as Citrix SSO.
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For more information about authenticating workspace subscribers with Active Directory plus tokens,
see Active Directory plus token.

Tip:
Learn more about supported identity providers with the Introduction to Citrix Identity and Au-
thentication education course. The “Planning Citrix Identity and Access Management”’module

includes short videos that walk you through connecting this identity provider to Citrix Cloud and
enabling authentication for Citrix Workspace.

Connecting Active Directory

Connecting your Active Directory to Citrix Cloud involves installing connectors in your domain. You
can choose to use either Cloud Connectors or Connector Appliances as your connectors for Active Di-
rectory. To choose which type of connector to use for your environment, see the following articles:

+ Deployment scenarios for Cloud Connectors in Active Directory
» Deployment scenarios for Connector Appliances in Active Directory

Connecting Active Directory through Connector Appliances

You can use Connector Appliance to connect a resource location to forests which do not contain Cit-
rix Virtual Apps and Desktops™ resources. For example, in the case of Citrix Secure Private Access
customers or Citrix Virtual Apps and Desktops customers with some forests only used for user authen-
tication.

For more information, see Active Directory with Connector Appliance

Connecting Active Directory through Cloud Connectors

At least two Cloud Connectors are required to ensure a highly available connection to Citrix Cloud. For
more information, see the following articles:

+ Cloud Connector Technical Details: For system requirements and deployment recommenda-
tions.

+ Cloud Connector Installation: For installation instructions using either the graphical interface
or the command line.

Connecting your Active Directory to Citrix Cloud involves the following tasks:

1. Install Cloud Connectors in your domain. Citrix recommends installing two Cloud Connectors
for high availability.
2. If applicable, enable tokens for user devices. Subscribers can enroll only one device at a time.
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Important:

If you are deploying Cloud Connectors for use with Citrix DaaS, additional steps might be re-
quired to ensure your AD domains are registered and active after Cloud Connector deployment.
Verifying that your AD domains are active in Citrix Cloud ensures that machine catalog setup oc-
curs smoothly. For more information about post-deployment steps for Citrix DaaS, see Add a
resource type or activate an unused domain in Citrix Cloud in the Citrix DaaS product documen-

tation.

To connect your Active Directory to Citrix Cloud

1. From the Citrix Cloud menu, select Identity and Access Management.
2. From the Authentication tab, in Active Directory, click the ellipsis menu and select Connect.

« |dentity and Access Management

Authentication  Administrators APl Access  Domains  Recovery
I

Set up the various ways you need your Citrix Cloud administrators and Citrix Workspace subscribers to sign in.

Citrix Identity
Admin Sign-in URL: https://citrix.cloud.com

@ Connected ses

Azure Active Directory o Mot Connected LR

Active Directory o Mot Connected E

Connect

Active Directory + Token o Mot Connected LR

3. Click Install Connector to download the Cloud Connector software.
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« Connect to Active Directory

Connect to Active Directory by downloading and installing the Citrix Cloud Connector.
The cloud connector allows Citrix Cloud to talk to your domains and connect to your Active
Directory. Learn more

Deploy 2 machines for high availability

Deploy at least two supported Windows Server
machines in the Active Directory forest containing
your Virtual Apps and Desktops site.

Install Cloud Connector

Download and install the Cloud Connectors on each
machine. We recommend installing the connector on
2 machines to prevent service outages.

Detect connectors
When the installation is complete, click the Detect

button.

Install Connector Datec

4. Launch the Cloud Connector installer and follow the installation wizard.

5. From the Connect to Active Directory page, click Detect. After verification, Citrix Cloud dis-
plays a message that your Active Directory is connected.

6. Click Return to Authentication. The Active Directory entry is marked Enabled on the Au-
thentication tab.

To enable Active Directory plus token authentication

1. Connect Active Directory to Citrix Cloud by using either Connector Appliances or Cloud Connec-
tors.

2. IntheCitrix Cloud Identity and Access Management section, on the Authentication tab, check
that the Active Directory entry is marked Enabled.

3. Click Next. The Configure Token page appears and the Single device option is selected by
default.

4. Click Save and Finish to complete the configuration. On the Authentication tab, the Active
Directory + Token entry is marked as Enabled.
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5. Enable token authentication for workspaces:

a) From the Citrix Cloud menu, select Workspace Configuration.

citrix

Platform

Home

Library

Identity and access management
Network locations

Resource locations

Licensing

Support tickets

Notifications

System log

b) From the Authentication tab, select Active Directory + Token.

After enabling Active Directory plus token authentication, Workspace subscribers can register their
device and use an authenticator app to generate tokens. Subscribers can register only one device at
a time. For instructions to register subscribers’devices, see Two-factor authentication (optional).

For options to re-enroll subscribers’devices, see Re-enroll a device.

More information

Citrix Tech Zone:

+ Tech Insight: Authentication - TOTP
« Tech Insight: Authentication - Push
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Connect Azure Active Directory to Citrix Cloud™

September 24, 2025

Citrix Cloud supports using Azure Active Directory (AD) to authenticate Citrix Cloud administrators and
workspace subscribers.

By using Azure AD with Citrix Cloud, you can:

+ Leverage your own Active Directory, so you can control auditing, password policies, and easily
disable accounts when needed.

« Configure multifactor authentication for a higher level of security against the possibility of
stolen sign-in credentials.

+ Use a branded sign-in page, so your users know they’re signing in at the right place.

+ Use federation to an identity provider of your choice including ADFS, Okta, and Ping, among
others.

Azure AD app and permissions

Citrix Cloud includes an Azure AD app that allows Citrix Cloud to connect with Azure AD without the
need for you to be logged in to an active Azure AD session. Since the introduction of this app, Citrix
released updates that improve performance and support new features and permissions.

If you have an existing Azure AD connection to Citrix Cloud and want to use the latest updated app,
you need to update your Azure AD connection in Citrix Cloud. For more information, see Reconnect
to Azure AD for the updated app in this article. If you choose not to update the app, your existing
connection continues to function normally.

For more information about the Azure AD apps and permissions that Citrix Cloud uses to connect with
your Azure AD, see Azure Active Directory permissions for Citrix Cloud.

Tip:

Learn more about supported identity providers with the Introduction to Citrix Identity and Au-
thentication education course. The “Planning Citrix Identity and Access Management”’module
includes short videos that walk you through connecting this identity provider to Citrix Cloud and
enabling authentication for Citrix Workspace.

Authentication with multiple Citrix Cloud accounts

This article describes how to connect your Azure AD as an identity provider to a single Citrix Cloud
account. If you have multiple Citrix Cloud accounts, you can connect each one to the same Azure AD
tenant. Perform the following tasks:
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1. Signin to your Citrix Cloud account and select the appropriate customer ID from the customer
picker.

2. If the selected customer is the first one that you’re connecting to your Azure AD, follow all the
steps in this article for syncing your AD and Azure AD, connecting the customer to Citrix Cloud,
and adding administrators.

3. To connect another customer, click the user menu in the top-right corner of the Citrix Cloud
console, select Change customer, and select the next customer ID you want to connect.

4. Connect the customer to your Azure AD as described in Connect Citrix Cloud to Azure AD in this
article.

5. Repeat Steps 3 and 4 for each customer ID.

Prepare your Active Directory and Azure AD

Before you can use Azure AD, be sure you meet the following requirements:

+ You have a Microsoft Azure account. Every Azure account comes with Azure AD free of charge. If
you don’t have an Azure account, sign up at https://azure.microsoft.com/en-us/free/?v=17.36.

+ You havethe Globaladminrolein Azure AD. Thisroleis required to give Citrix Cloud your consent
to connect with Azure AD.

+ Administrator accounts have their “mail”property configured in Azure AD. To do this, you can
sync accounts from your on-premises Active Directory into Azure AD using Microsoft’s Azure AD
Connect tool. Alternatively, you can configure non-synced Azure AD accounts with Office 365
email.

Sync accounts with Azure AD Connect

1. Ensure that the Active Directory accounts have the Email user property configured:

a) Open Active Directory Users and Computers.

b) In the Users folder, locate the account you want to check, right-click and select Proper-
ties. On the General tab, verify the Email field has a valid entry. Citrix Cloud requires that
administrators added from Azure AD have different email addresses than administrators
who sign in using a Citrix-hosted identity.

2. Install and configure Azure AD Connect. For complete instructions, see Getting started with
Azure AD Connect using express settings on the Microsoft Azure website.

Connect Citrix Cloud to Azure AD

When connecting your Citrix Cloud account to your Azure AD, Citrix Cloud needs permission to access
your user profile (or the profile of the signed-in user) in addition to the basic profiles of the users in
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your Azure AD. Citrix requests this permission so it can acquire your name and email address (as the
administrator) and enable you to browse for other users and add them as administrators later. For
more information about the app permissions that Citrix Cloud requests, see Azure Active Directory
permissions for Citrix Cloud.

Important:

You must be a Global admin in Azure AD to complete this task or ask any Global admin to perform
the prerequisites before signing in to Citrix Cloud.

1. Click Menu on the top-left corner of the page and select Identity and Access Management.

2. Locate Azure Active Directory and select Connect from the ellipsis menu.

3. When prompted, enter a short, URL-friendly identifier for your company and click Connect. The
identifier you choose must be globally unique within Citrix Cloud.

4. When prompted, sign in to the Azure account with which you want to connect. Azure shows
you the permissions that Citrix Cloud needs to access the account and acquire the informa-
tion required for connection. Most of these permissions are read-only and allow Citrix Cloud
to gather basic information from your Microsoft Graph such as groups and user profiles. If you
integrated Citrix Endpoint Management or XenMobile Server with Microsoft Intune, you must
grant Microsoft Intune-related read-write permissions. For more information, see Azure Active
Directory Permissions for Citrix Cloud.

5. Click Accept to accept the permissions request.

Alternative connection method

You can separate connection flow in the following two phases:

1. Azure AD (Entra ID) app creation in Azure.
2. Citrix Cloud connection to the Azure AD (Entra Id) app in Citrix Cloud.

First, you need to construct a URL that the Global admin can use to add the enterprise apps into the
tenant. For more information, see Construct the URL for granting tenant-wide admin consent.

Here is the explanation of the constructed URL.
https://login.microsoftonline.com/<tenant url>/adminconsent?client_-id
=f9c0e999-22e7-409f-bb5e-956986abdf02&redirect_uri=https://portal.

azure.com

where:
tenant urlisyourtenant URL or ID.
f9c0e999-22e7-409f-bb5e-956986abdf02 is the client ID for Citrix Cloud.
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Add administrators to Citrix Cloud from Azure AD

Citrix Cloud supports adding administrators either individually or as Azure AD groups.
To add individual administrators from Azure AD, see Manage administrator access.

To add Azure AD administrator groups to Citrix Cloud, see Manage administrator groups.

Sign in to Citrix Cloud using Azure AD

After the Azure AD user accounts are connected, users can sign in to Citrix Cloud using one of the
following methods:

+ Navigate to the administrator sign-in URL that you configured when you initially connected the
Azure AD identity provider for your company. Example: https:

+ From the Citrix Cloud sign-in page, click Sign in with my company credentials., type the iden-
tifier you created when you initially connected Azure AD (for example, “mycompany”), and click
Continue.

Enable Azure AD authentication for workspaces

After you connect Azure AD to Citrix Cloud, you can allow your subscribers to authenticate to their
workspaces through Azure AD.

Important:

Before enabling Azure AD workspace authentication, review the Azure Active Directory section
for considerations for using Azure AD with workspaces.

1. In Citrix Cloud, click the menu button in the top-left corner and select Workspace Configura-
tion.

2. From the Authentication tab, select Azure Active Directory.

3. Click Confirm to accept the workspace experience changes that will occur when Azure AD au-
thentication is enabled.

Enable advanced Azure AD capabilities

Azure AD provides advanced multifactor authentication, world-class security features, federation to
20 different identity providers, and self-service password change and reset, among many other fea-
tures. Turning these features on for your Azure AD users enables Citrix Cloud to leverage those capa-
bilities automatically.
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To compare Azure AD service level capabilities and pricing, see https://azure.microsoft.com/en-
us/pricing/details/active-directory/.

Reconnect to Azure AD for the updated app

Citrix Cloud includes an Azure AD app that allows Citrix Cloud to connect with Azure AD without the
need for you to be logged in to an active Azure AD session. Since the introduction of this app, Citrix
has updated the app as follows:

+ In August 2018, the app was updated to improve performance and allow you to be ready for
future releases.

+ In May 2019, the app was updated to support adding Azure AD administrator groups to Citrix
Cloud.

« In April 2022, the app was updated to use the GroupMember.Read.All permission, which re-
places the Group.Read.All permission.

If you connected your Azure AD to Citrix Cloud before these updates were released and you want to use
the latest updated app, you need to disconnect your Azure AD from Citrix Cloud and then reconnect
it. Using the latest app is optional. If you choose not to update the app, your existing connection still
functions normally.

Requirements

Before you reconnect your Azure AD, verify that you meet the following requirements:

+ You must be an administrator with full access permissions under the default Citrix identity
provider. If you are signed in to Citrix Cloud with your Azure AD credentials, the reconnection
fails. If you don’t have any administrators using the Citrix identity provider in your account,
you can temporarily add one and delete it after reconnecting your Azure AD. For instructions,
see Invite individual administrators.

« If you are using Azure AD to authenticate workspace subscribers, select a different identity
provider temporarily. Citrix Cloud doesn’t allow you to disconnect your Azure AD if it’s also
used as an authentication method for Citrix Workspace. For more information, see Choose or
change authentication methods in the Citrix Workspace documentation.

To reconnect Azure AD

1. Sign in to Citrix Cloud as an administrator with full access permissions under the Citrix identity
provider.
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2. From the Citrix Cloud menu, select Identity and Access Management and then select Authen-
tication.

3. Locate Azure Active Directory and select Disconnect from the ellipsis menu at the far right of
the page.

4. From the ellipsis menu, select Connect.

Note:

If you are disconnecting the Azure Active Directory as mentioned in step 3, Citrix Cloud requests
the admin to delete all the admin profiles under this Identity Provider.

To bypass this effort, the admin can follow the steps below to reconnect the Azure AD Identity
provider.

1. As a Global admin, navigate to Azure and delete the App.

2. Login to Citrix Cloud and navigate to Identity and Access Management and click Authen-
tication. From the Authentication tab, you can notice that Azure AD is still connected.

3. Add a new Administrator in Citrix Cloud for Azure AD.

This will trigger the recreation of the app and the reconnection without deleting the administra-
tors.

Azure Active Directory Permissions for Citrix Cloud™

September 6, 2025

This article describes the permissions that Citrix Cloud requests when connecting and using Azure
Active Directory (AD). Depending on how Azure AD is used with the Citrix Cloud account, one or more
enterprise applications might be created in the target Azure AD tenant. You can connect multiple Citrix
Cloud accounts to one Azure AD tenant and use the same enterprise applications, without creating a
set of applications for each account.

Note:

As of April 2022, the Azure AD app that Citrix Cloud uses to connect your Azure AD was updated
to use the GroupMember.Read.All permission instead of the Group.Read.All permission. If you
have an existing Azure AD connection (before April 2022) and you want the app to use the new
permission, you must disconnect and then reconnect your Azure AD to Citrix Cloud. This action
ensures your account is using the latest Azure AD app in Citrix Cloud. For more information, see
Reconnect to Azure AD for the upgraded app.

If you choose not to update the app, your existing connection still functions normally.
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Enterprise applications

The following table lists the Azure AD enterprise applications that Citrix Cloud uses when connecting
and using Azure AD and the purpose for which each application is used.

Name Application ID Usage

Citrix Cloud €95c4605-aeab-48d9-9¢36- Workspace subscriber login
1a262ef8048e

Citrix Cloud f9c0e999-22e7-409f-bb5e- Default connection between
956986abdf02 Azure AD and Citrix Cloud

Citrix Cloud 1b32f261-b20c-4399-8368- Administrator invitations and
¢8f0092b4470 logins

Citrix Cloud 5c913119-2257-4316-9994- Default connection between
5e8f3832265b Azure AD and Citrix Cloud with

Citrix Endpoint Management™

Citrix Cloud €067934c-b52d-4e92-b1ca- Legacy connection between

70700bd1124e Azure AD and Citrix Cloud with

Citrix Endpoint Management

Permissions

The permissions in Citrix Cloud’s enterprise applications allow Citrix Cloud to access certain data in
your Azure AD tenant. Citrix Cloud uses these data to perform specific functions such as connecting to
your Azure AD tenant, enabling administrators to sign in to Citrix Cloud using a dedicated sign-in URL,
and connecting your Azure AD tenant with Endpoint Management. Citrix Cloud can only access these
data with your consent. These permissions represent the least amount of privilege that Citrix Cloud
needs to function with your Azure AD. For more information about Azure AD permissions and consent,
see Permissions and consent in the Microsoft identity platform on the Microsoft Azure documentation
web site.

In this article, each set of Azure AD application permissions includes the following information:

« API Name: The resource applications from which Citrix Cloud requests permissions. These ap-
plications are Microsoft Graph and Windows Azure Active Directory. Citrix Cloud requests the
same permissions from both of these resource applications.

+ Type: The levels of access that Citrix Cloud requests for a given permission. Permissions in a
given enterprise application can have one of the following access levels:

+ Delegated permissions are used to act on behalf of a signed-in user, such as when query-
ing the profile of the user.
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+ Application permissions are used when the application performs an action without the
user’s presence, such as querying users within a particular group. This permission type
requires consent of a Global Administrator in Azure AD.

+ ClaimValue: The string of information that Azure AD assigns to a given permission. Permissions
in a given enterprise application can have one of the following claim values:

+ User.Read: Allows Citrix Cloud administrators to add users from the connected Azure AD
as administrators on the Citrix Cloud account.

« User.ReadBasic.All: Gathers basic info from the user’s profile. It’s a subset from
User.Read.All but the permission itself remains for backwards compatibility.

+ User.Read.All: Citrix Cloud calls List users in Microsoft Graph to enable browsing and se-
lection of users from the customer’s connected Azure AD. For example, users from Azure
AD can be given access to a Citrix DaaS resource with the workspace. Citrix Cloud can’t use
User.ReadBasic.All as Citrix Cloud needs to access properties outside of the basic
profile such as onPremisesSecurityIdentifier.

+ GroupMember.Read.All: Citrix Cloud calls List groups in Microsoft Graph to allow brows-
ing and selection of groups from the customer’s connected Azure AD. For example, groups
from Azure AD can also be granted access to Citrix DaaS applications.

+ Directory.Read.All: Citrix Cloud calls List memberOf in Microsoft Graph to get the user’s
group membership as Groups.Read.All is not sufficient.

« DeviceManagementApps.ReadWrite.All: Allows Citrix Cloud to read and write the prop-
erties, group assignments, status of apps, app configurations, and app protection policies
managed by Microsoft Intune.

« Directory.AccessAsUser.All: Allows Citrix Cloud to have the same access to information
in the directory as the signed-in user.

Note:

The Directory.Read.Allis applicable only for Default connection between Azure AD and Citrix
Cloud with Endpoint Management.

Workspace subscriber login

This Citrix Cloud application (ID: €95c4605-aeab-48d9-9¢36-1a262ef8048¢) uses the following permis-
sions:

API Name Claim Value Permission Name Type
Microsoft Graph User.Read Sign in and read user Delegated
profile
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Default connection between Azure AD and Citrix Cloud

This Citrix Cloud application (ID: f9c0€999-22e7-409f-bb5e-956986abdf02) uses the following permis-
sions:

API Name Claim Value Permission Type

Microsoft Graph GroupMember.Read.All Read all groups Delegated

Microsoft Graph User.ReadBasic.All Read all users’basic Delegated
profiles

Microsoft Graph User.Read.All Read all users’full Delegated
profiles

Microsoft Graph User.Read Sign in and read user Delegated
profile

Microsoft Graph GroupMember.Read.All Read all groups Application

Microsoft Graph User.Read.All Read all users’full Application
profile

Administrator invitations and logins

This Citrix Cloud application (ID: 1b32f261-b20c-4399-8368-c8f0092b4470) uses the following permis-
sions:

APl Name Claim Value Permission Name Type

Microsoft Graph User.Read Sign in and read user Delegated
profile

Microsoft Graph User.ReadBasic.All Read all users’basic Delegated
profiles

Default connection between Azure AD and Citrix Cloud with Endpoint Management

This Citrix Cloud application (ID: 5¢913119-2257-4316-9994-5e8f3832265b) uses the following permis-
sions:

APl Name Claim Value Permission Name Type

Microsoft Graph GroupMember.Read.All Read all groups Delegated
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APl Name Claim Value Permission Name Type

Microsoft Graph User.ReadBasic.All Read all users’basic Delegated
profiles

Microsoft Graph User.Read Sign in and read user Delegated
profile

Microsoft Graph Directory.Read.All Read directory data Application

Microsoft Graph Directory.Read.All Read directory data Delegated

Microsoft Graph DeviceManagementApps. ReadViritbwilite Delegated

Microsoft Intune apps
Microsoft Graph Directory.AccessAsUser.Alhccess directory asthe  Delegated
signed-in user

Legacy connection between Azure AD and Citrix Cloud with Endpoint Management

This Citrix Cloud application (ID: e067934c-b52d-4e92-b1lca-70700bd1124e) uses the following per-
missions:

APl Name Claim Value Permission Name Type

Microsoft Graph GroupMember.Read.All Read all groups Delegated

Microsoft Graph User.ReadBasic.All Read all users’basic Delegated
profiles

Microsoft Graph User.Read Sign in and read user Delegated
profile

Microsoft Graph DeviceManagementApps. ReadViritkwiite Delegated

Microsoft Intune apps
Microsoft Graph Directory.AccessAsUser.Alhccess directory asthe  Delegated
signed-in user

Connect an on-premises Citrix Gateway as an identity provider to Citrix
Cloud™

September 6, 2025

© 1997-2026 Citrix Systems, Inc. All rights reserved. 253



Citrix Cloud™

Citrix Cloud supports using an on-premises Citrix Gateway as an identity provider to authenticate sub-
scribers signing in to their workspaces.

By using Citrix Gateway authentication, you can:

+ Continue authenticating users through your existing Citrix Gateway so they can access the re-
sources in your on-premises Virtual Apps and Desktops deployment through Citrix Workspace.

+ Use the Citrix Gateway authentication, authorization, and auditing (AAA) functions with Citrix
Workspace.

+ Use features such as pass-through authentication, smart cards, secure tokens, conditional ac-
cess policies, federation, and many others while providing your users access to the resources
they need through Citrix Workspace.

Tip:
Learn more about supported identity providers with the Introduction to Citrix Identity and Au-
thentication education course. The “Planning Citrix Identity and Access Management”module

includes short videos that walk you through connecting this identity provider to Citrix Cloud and
enabling authentication for Citrix Workspace.

Supported versions

Citrix Gateway authentication is supported for use with the following on-premises product ver-
sions:

« Citrix Gateway 12.1 54.13 Advanced edition or later
« Citrix Gateway 13.0 41.20 Advanced edition or later

Prerequisites
Cloud Connectors

You need at least two (2) servers on which to install the Citrix Cloud Connector™ software. These

servers must meet the following requirements:

+ Meets the system requirements described in Cloud Connector Technical Details.

« Does not have any other Citrix components installed, is not an Active Directory domain con-
troller, and is not a machine critical to your resource location infrastructure.

« Joined to the domain where your Site resides. If users access your Site’s applications in multiple
domains, you must install at least two Cloud Connectors in each domain.

« Connected to a network that can contact your Site.

« Connected to the Internet. For more information, see System and Connectivity Requirements.
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« At least two Cloud Connectors are required to ensure a highly available connection with Citrix
Cloud. After installation, the Cloud Connectors allow Citrix Cloud to locate and communicate
with your Site.

For more information about installing the Cloud Connector, see Cloud Connector Installation.

Active Directory

Before enabling Citrix Gateway authentication, perform the following tasks:

+ Verify that your workspace subscribers have user accounts in Active Directory (AD). Subscribers
without AD accounts can’t sign in to their workspaces successfully.

« Ensure that the user properties in your subscribers’AD accounts are populated. Citrix Cloud
requires these properties to establish the user context when subscribers sign in. If these prop-
erties aren’t populated, subscribers can’t sign in to their workspace. These properties include:

« Email address

« Display name

« Common name

» SAM account name

User Principal Name
« OID
« SID

« Connect your Active Directory (AD) to your Citrix Cloud account. In this task, you install the
Cloud Connector software on the servers you prepared, as described in the Cloud Connectors
section. The Cloud Connectors enable Citrix Cloud to communicate with your on-premises en-
vironment. For instructions, see Connect Active Directory to Citrix Cloud.

+ If you are performing federation with Citrix Gateway authentication, synchronize your AD users
to the federation provider. Citrix Cloud requires the AD user attributes for your workspace sub-
scribers so they can sign in successfully.

Requirements
Citrix Gateway advanced policies

Citrix Gateway authentication requires the use of advanced policies on the on-premises Gateway due
to deprecation of classic policies. Advanced policies support multifactor authentication (MFA) for Cit-
rix Cloud, including options such as Identity Provider Chaining. If you currently use classic policies,
you must create new advanced policies to use Citrix Gateway authentication in Citrix Cloud. You can
reuse the Action portion of the classic policy when you create the advanced policy.
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Certificates for signature

When configuring the Gateway for authenticating subscribers to Citrix Workspace, the Gateway acts as
an OpenlID Connect provider. Messages between Citrix Cloud and Gateway conform to the OIDC pro-
tocol, which involves digitally signing tokens. Therefore, you must configure a certificate for signing
these tokens. This certificate must be issued from a public Certificate Authority (CA). Using a certifi-
cateissued by a private CAis not supported as there is no way to provide Citrix Cloud with the private
root CA certificate. So, the certificate chain of trust cannot be established. If you configure multiple
certificates for signature, these keys are rotated for each message.

Keys must be bound to vpn global. Without these keys, subscribers can’t access their workspace
successfully after signing in.

Clock synchronization

Because digitally signed messages in OIDC carry a timestamp, the Gateway must be synchronized to
NTP time. If the clock isn’t synchronized, Citrix Cloud assumes that tokens are stale when checking
their validity.

Task overview

To set up Citrix Gateway authentication, you perform the following tasks:

1. Inldentity and Access Management, start configuring the connection to your Gateway. In this
step, you generate the client ID, secret, and redirect URL for the Gateway.

2. Onthe Gateway, create an OAuth IdP advanced policy using the generated information from Cit-
rix Cloud. This enables Citrix Cloud to connect with your on-premises Gateway. Forinstructions,
see the following articles:

« Citrix Gateway 12.1: Use an on-premises Citrix Gateway as the identity provider for Citrix
Cloud

« Citrix Gateway 13.0: Use an on-premises Citrix Gateway as the identity provider for Citrix
Cloud

3. In Workspace Configuration, enable Citrix Gateway authentication for subscribers.

To enable Citrix Gateway authentication for workspace subscribers

1. From the Citrix Cloud menu, select Identity and Access Management.
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2. From the Authentication tab, in Citrix Gateway, click the ellipsis menu and select Connect.

« |dentity and Access Management

Authentication  Administrators APl Access  Domains  Recovery
—

Setup the various ways you need your Citrix Cloud administrators and Citrix Workspace subscribers to sign in.

Citrix Identity

@ Connected eee
Admin Sign-in URL: httpsiicitricloud.com
Azure Active Directory © Mot Connected “ns
Active Directory © Not Connected wee
Active Directory + Token o Mot Connected “es
Citrix Gateway © Not Connected El
Okta © Not Connected e
SAML 2.0 © Mot Connected e

3. Enter the FQDN of your on-premises Gateway and click Detect.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 257



Citrix Cloud™

Configure your On-Premises Gateway as an ldentity
Provider for Workspace

Enter your FQDN to help us locate your On-Premises Gateway

FQDMN: Detect

Cancel

After Citrix Cloud detects it successfully, click Continue.
4. Create a connection with your on-premises Gateway:

a) Copy the Client ID, Secret, and Redirect URL that Citrix Cloud displays.
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Create a connection with Citrix Gateway

o
|

Copy the Client 1D and Go to your On-Premises Citrix When configuration is
Secret and Redirect URL (GGateway and input your 10, Secret, completed, test your

and URL to establish the connection Gateway connection to
Learn mors enable this identity
provider
Client ID:
Copy
Secret:
Copy
Redirect URL: https://accounts.cloud.com/core/login-cip -
opy
You will not have access to the client IRaod secret later Yoy will have to generate 5 pew
pair if you lose track of the orig -*aIID-:-.-.-nI::-a:i the key to save yvour ID and secret

Also, download a copy of this information and save it securely offline for your reference.

This information is not available in Citrix Cloud after it’s generated.
b) Onthe Gateway, create an OAuth IdP advanced policy using the client ID, Secret, and Redi-
rect URL from Citrix Cloud. For instructions, see the following articles:
« For Citrix Gateway 12.1: Use an on-premises Citrix Gateway as the identity provider
for Citrix Cloud
« For Citrix Gateway 13.0: Use an on-premises Citrix Gateway as the identity provider
for Citrix Cloud
c) Click Test and Finish. Citrix Cloud verifies that your Gateway is reachable and configured
correctly.

5. Enable Citrix Gateway authentication for workspaces:

a) From the Citrix Cloud menu, select Workspace Configuration.
b) From the Authentication tab, select Citrix Gateway.
c) Select I understand the impact on subscriber experience and then click Save.
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Troubleshooting

As a first step, review the Prerequisites and Requirements sections in this article. Verify you have
all the required components in your on-premises environment and that you have made all required
configurations. If any of these items are missing or misconfigured, workspace authentication with
Citrix Gateway does not work.

If you experience an issue establishing a connection between Citrix Cloud and your on-premises Gate-
way, verify the following items:

+ The Gateway FQDN is reachable from the Internet.

+ You have entered the Gateway FQDN correctly in Citrix Cloud.

+ You have entered the Gateway URL correctly inthe —issuer parameter of the OAuth IdP policy.
Example: —issuer https: . The issuer parameter is case sensi-
tive.

» TheclientID, secret, and redirect URL values from Citrix Cloud are entered correctly in the Client
ID, Client Secret, Redirect URL, and Audience fields of the OAuth IdP policy. Verify that the cor-
rect client ID has been entered in the Audience field of the policy.

« The OAuth IdP authentication policy is configured correctly. For instructions, see the following
articles:

« Citrix Gateway 12.1: Use an on-premises Citrix Gateway as the identity provider for Citrix
Cloud

« Citrix Gateway 13.0: Use an on-premises Citrix Gateway as the identity provider for Citrix
Cloud

« Verify the policy is bound correctly to the AAA authentication server as described in Binding
Authentication Policies.

Global catalog servers

In addition to retrieving user account details, Gateway retrieves users’domain name, AD NETBIOS
name, and the root AD domain name. To retrieve the AD NETBIOS name, Gateway searches the AD
where the user accounts reside. NETBIOS names are not replicated on global catalog servers.

If you use global catalog servers in your AD environment, LDAP actions configured on these servers
do not work with Citrix Cloud. Instead, you must configure the individual ADs in the LDAP action. If
you have multiple domains or forests, you can configure multiple LDAP policies.

AD search for single sign-on with Kerberos or IdP chaining

If you use Kerberos or an external identity provider that uses SAML or OIDC protocols for subscriber
sign-in, verify that AD lookup is configured. Gateway requires AD lookups to retrieve subscribers’AD
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user properties and AD configuration properties.

Ensure that you have LDAP policies configured, even if authentication is handled by third party servers.
To configure these policies, you add a second authentication factor to your existing login schema pro-
file by performing the following tasks:

1. Create an LDAP authentication server that performs only attribute and group extraction from
Active Directory.

2. Create an LDAP advanced authentication policy.

3. Create an Authentication Policy Label.

4. Define the Authentication Policy Label as the next factor, after the primary identity provider.

To add LDAP as a second authentication factor
1. Create the LDAP authentication server:

a) Select System > Authentication > Basic Policies > LDAP > Servers > Add.
b) On the Create Authentication LDAP Server page, enter the following information:

+ In Choose Server Type, select LDAP.

« In Name, enter a friendly name for the server.

«+ Select Server IP and then enter LDAP server’s IP address.

« In Security Type, select your required LDAP security type.

+ In Server Type, select AD.

« In Authentication, do not select the check box. This check box must be cleared be-
cause this authentication server is only for extracting user attributes and groups from
Active Directory, not authentication.

¢) Under Other Settings, enter the following information:

+ In Server Logon Name Attribute, enter UserPrincipalName.
« In Group Attribute, select memberoOf.
+ In Sub Attribute Name, select cn.

2. Create the LDAP advanced authentication policy:

a) Select Security >AAA - Application Traffic > Policies > Authentication > Advanced Poli-
cies > Policy > Add.
b) On the Create Authentication Policy page, enter the following information:
+ In Name, enter a friendly name for the policy.
« In Action Type, select LDAP.
« In Action, select the LDAP authentication server you created earlier.
« In Expression, enter TRUE.

c) Click Create to save the configuration.

3. Create the Authentication Policy Label:
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a) Select Security > AAA —Application Traffic > Policies > Authentication > Advanced Poli-
cies > Policy Label > Add.

b) In Name, enter a friendly name for the authentication policy label.

c) InLogin Schema, select LSCHEMA_INT.

d) Under Policy Binding, in Select Policy, select the LDAP advanced authentication policy
you created earlier.

e) In GoTo Expression, select END.

f) Click Bind to finish the configuration.

4. Define the LDAP Authentication Policy Label as the next factor, after the primary identity
provider:

a) Select System > Security > AAA - Application Traffic > Virtual Servers.

b) Select the virtual server that contains the binding for your primary identity provider and
select Edit.

¢) Under Advanced Authentication Policies, select the existing Authentication Policy
bindings.

d) Select the binding for your primary identity provider and then select Edit Binding.

e) On the Policy Binding page, in Select Next Factor, select the LDAP Authentication Policy
Label you created earlier.

f) Click Bind to save the configuration.

Default password for multifactor authentication

If you use multifactor authentication (MFA) for workspace subscribers, Gateway uses the last factor’
s password as the default password for single sign-on. This password is sent to Citrix Cloud when
subscribers sign in to their workspace. If LDAP authentication is followed by another factor in your
environment, you must configure the LDAP password as the default password that is sent to Citrix
Cloud. Enable SSOCredentials on the login schema corresponding to the LDAP factor.

More information

Citrix Tech Zone: Tech Insight: Authentication - Gateway

Connect Google Cloud Identity as an identity provider to Citrix Cloud™

September 6, 2025
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Citrix Cloud supports using Google Cloud Identity as an identity provider to authenticate subscribers

signing in to their workspaces. By connecting your organization’s Google account to Citrix Cloud, you

can provide a unified sign-in experience for accessing Citrix Workspace™ and Google resources.

Requirements for domain-joined and non-domain-joined configuration

You can configure Google Cloud Identity as an identity provider in Citrix Cloud using a machine that’

s domain-joined or non-domain-joined.

+ Domain-joined means machines are joined to a domain in your on-premises Active Directory

(AD) and authentication uses the user profiles that are stored there.

+ Non-domain-joined means machines aren’t joined to an AD domain and authentication uses

the user profiles that are stored in your Google Workspace directory (also known as Google-

native users).

The following table lists the requirements for each configuration type.

Requirement

On-premises AD

Citrix Cloud
Connectors deployed
in your resource
location

AD synchronization
with Google Cloud

Developer account
with access to the

Google Cloud Platform

console. Used for
creating a service
account and key, and
enabling the Admin
SDK API.

Domain-joined

Yes

Yes

Optional only if using
Gateway service and
no other services.
Otherwise, this task is
required.

Yes

Non-domain-joined

No

No; Cloud Connectors
aren’t needed to
access
non-domain-joined
machines.

No

Yes

More information

See Prepare Active
Directory and Citrix
Cloud Connectorsiin
this article.

Prepare Active
Directory and Citrix
Cloud Connectorsiin
this article.

See Sync Active
Directory with Google
Cloud Identity in this
article.

See Create a service
account, Create a
service account key,
and Configure
domain-wide
delegation in this
article.
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Requirement Domain-joined Non-domain-joined More information

An administrator Yes Yes See Configure domain-
account with access to wide-delegation and
the Google Workspace Add a read-only API
Admin console. Used user account in this
for configuring article.

domain-wide
delegation and a
read-only APl user
account.

Authentication with multiple Citrix Cloud accounts

This article describes how to connect Google Cloud Identity as an identity provider to a single Citrix
Cloud account. If you have multiple Citrix Cloud accounts, you can connect each one to the same
Google Cloud account using the same service account and read-only APl user account. Simply sign in
to Citrix Cloud and select the appropriate customer ID from the customer picker.

Prepare Active Directory and Citrix Cloud Connectors

If you are using a domain-joined machine with Google Cloud Identity, use this section to prepare your
on-premises AD. If you are using a non-domain-joined machine, skip this task and continue to Create
a service account in this article.

You need at least two (2) servers in your Active Directory domain on which to install the Citrix Cloud
Connector software. Cloud Connectors are required for enabling communication between Citrix
Cloud and your resource location. At least two Cloud Connectors are required to ensure a highly
available connection with Citrix Cloud. These servers must meet the following requirements:

« Meets the requirements described in Cloud Connector Technical Details.

« Does not have any other Citrix® components installed, is not an Active Directory domain con-
troller, and is not a machine critical to your resource location infrastructure.

+ Joined to your Active Directory (AD) domain. If your workspace resources and users reside in
multiple domains, you must install at least two Cloud Connectors in each domain. For more
information, see Deployment scenarios for Cloud Connectors in Active Directory.

+ Connected to a network that can contact the resources that users access through Citrix Work-
space.

« Connected to the Internet. For more information, see System and Connectivity Requirements.

For more information about installing Cloud Connectors, see Cloud Connector Installation.
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Sync Active Directory with Google Cloud Identity

If you are using a domain-joined machine with Google Cloud Identity, use this section to prepare your
on-premises AD. If you are using a non-domain-joined machine, skip this task and continue to Create
a service account in this article.

Synchronizing your AD with Google Cloud Identity is optional if you are using only Citrix Gateway ser-
vice, with no other services enabled. For these services alone, you can use Google-native users with-
out needing to synchronize with your AD.

If you are using other Citrix Cloud services, synchronizing your AD with Google Cloud Identity is re-
quired. Google Cloud must pass the following AD user attributes to Citrix Cloud:

« SecuritylDentifier (SID)
+ objectGUID
« userPrincipalName (UPN)

To sync your AD with Google Cloud

1. Download and install the Google Cloud Directory Sync utility from the Google web site. For
more information about this utility, see the Google Cloud Directory Sync documentation on the
Google web site.

2. After installing the utility, launch the Configuration Manager (Start > Configuration Manager).

3. Specify the Google domain settings, and LDAP settings as described in Set up your sync with
Configuration Manager of the utility documentation.

4. In General Settings, select Custom Schemas. Leave the default selections unchanged.

5. Configure a custom schema to apply to all user accounts. Enter the required information using
the exact casing and spelling specified in this section.

Select the Custom Schemas tab and then select Add Schema.
Select Use rules defined in “User Accounts”.

a
b

c) In Schema Name, enter citrix-schema.

)
)
)
d) Select Add Field and then enter the following information:
« Under Schema field template, in Schema Field, select userPrincipalName.
« Under Google field details, in Field Name, enter UPN.
e) Repeat Step 4 to create the following fields:
« objectGUID: Under Schema field template, select objectGUID. Under Google field
details, enter objectGUID.
+ SID: Under Schema field template, select Custom. Under Google field details, enter
SID.
« objectSID: Under Schema field template, select Custom. Under Google field de-

tails, enter objectSID.
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f) Select OK to save your entries.

6. Finish configuring any remaining settings for your organization and verify synchronization set-
tings as described in Set up your sync with Configuration Manager of the utility documentation.
7. Select Sync & apply changes to synchronize your Active Directory with your Google account.

After the sync finishes, the User Information section in Google Cloud displays users’Active Directory
information.

Create a service account

To complete this task, you need a Google Cloud Platform developer account.

Sign in to https://console.cloud.google.com.

From the Dashboard sidebar, select IAM & Admin and then select Service Accounts.
Select Create service account.

Under Service account details, enter the service account name and service account ID.
Select Done.

ok wn =

Create a service account key

On the Service Accounts page, select the service account you just created.
Select the Keys tab and then select Add key > Create new key.
Leave the default JSON key type option selected.

A

Select Create. Save the key to a secure location that you can access later. You enter the private
key in the Citrix Cloud console when you connect Google Cloud Identity as an identity provider.

Configure domain-wide delegation

1. Enable the Admin SDK API:

a) From the Google Cloud Platform menu, select APIs & Services > Enabled APIs & services.

b) Select Enable APIs and services near the top of the console. The API Library home page
appears.

¢) Search for Admin SDK API and select it from the results list.

d) Select Enable.

2. Create an API client for the service account:

a) From the Google Cloud Platform menu, select IAM & Admin > Service Accounts and then
select the service account you created earlier.

b) From the service account’s Details tab, expand Advanced settings.
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¢) Under Domain-wide Delegation, copy the Client ID and then select View Google Work-
space Admin Console.

d) If applicable, select the Google Workspace administrator account you want to use. The
Google Admin console appears.

From the Google Admin sidebar, select Security > Access and data control > API controls.

Under Domain wide delegation, click Manage Domain Wide Delegation.

)
)

g) Select Add new.
) In Client ID paste the client ID for the service account that you copied in Step C.
)

In OAuth scopes, enter the following scopes in a single comma-delimited line:

https:

j) Select Authorize.

Add a read-only APl user account

In this task, you create a Google Workspace user account that has read-only APl access for Citrix Cloud.
This account is not used for any other purpose and has no other privileges.

From the Google Admin menu, select Directory > Users.
Select Add new user and enter the appropriate user information.
Select Add new user to save the account information.

> wn e

Create a custom role for the read-only user account:

a
b

) From the Google Admin menu, select Account > Admin roles.
)
c) Enter a name for the new role. Example: API-ReadOnly
)

)

Select Create new role.

d
e) Under Admin API privileges, select the following privileges:

Select Continue.

+ Users > Read
« Groups > Read
« Domain Management

f) Select Continue and then select Create role.
5. Assign the custom role to the read-only user account you created earlier:

a) From the custom role details page, in the Admins pane, select Assign users.
b) Start typing the name of the read-only user account and select it from the user list.
c) Select Assignrole.
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d) To verify the role assignment, return to the Users page (Directory > Users) and select the
read-only user account. The custom role assignment is displayed under Admin roles and
privileges.

Connect Google Cloud Identity to Citrix Cloud

Sign in to Citrix Cloud at https://citrix.cloud.com.
From the Citrix Cloud menu, select Identity and Access Management.
Locate Google Cloud Identity and then select Connect from the ellipsis menu.

H W

When prompted, enter a short, URL-friendly identifier for your company and select Save and

Continue. The identifier you choose must be globally unique within Citrix Cloud.

5. Select Import File and then select the JSON file you saved when you created the key for the ser-
vice account. This action imports your private key and the email address for the Google Cloud
service account that you created.

6. In Impersonated User, enter the name of the read-only APl user account.

7. Select Next. Citrix Cloud verifies your Google account details and tests the connection.

8. Review the associated domains that are listed. If they’re correct, select Confirm to save your

configuration.

Add administrators to Citrix Cloud

You can add individual Citrix Cloud administrators and administrator groups through Google Cloud.
For more information, see the following articles:

« Forindividual administrators: Manage administrator access to Citrix Cloud
+ For administrator groups: Manage administrator groups

After you add administrators to Citrix Cloud, they can sign in using one of the following methods:

+ Navigate to the administrator sign-in URL that you configured when you initially configured
Google Cloud as an identity provider. Example: https:

+ From the Citrix Cloud sign-in page, select Sign in with my company credentials, enter the
unique identifier for your company (for example, “mycompany”), and click Continue.

Enable Google Cloud Identity for workspace authentication

1. From the Citrix Cloud menu, select Workspace Configuration > Authentication.
2. Select Google Cloud Identity. When prompted, select | understand the impact on the sub-
scriber experience and then click Save.
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Connect Okta as an identity provider to Citrix Cloud™

September 6, 2025

Author:
Mark Dear

Citrix Cloud supports using Okta as an identity provider to authenticate subscribers signing in to their
workspaces. By connecting your Okta organization to Citrix Cloud, you can provide a common sign-in
experience for your subscribers to access resources in Citrix Workspace.

After enabling Okta authentication in Workspace Configuration, subscribers have a different sign-in
experience. Selecting Okta authentication provides federated sign-in, not single sign-on. Subscribers
sign in to workspaces from an Okta sign-in page, but they may have to authenticate a second time
when opening an app or desktop from Citrix DaasS (formerly Citrix Virtual Apps and Desktops service).
To enable single sign-on and prevent a second logon prompt, you need to use the Citrix Federated
Authentication Service with Citrix Cloud. For more information, see Connect Citrix Federated Authen-

tication Service to Citrix Cloud.

Prerequisites
Cloud Connectors or Connector Appliances

Either Cloud Connectors or Connector Appliances are required for enabling communication between
Citrix Cloud and your resource location. At least two Cloud Connectors or Connector Appliances are
required to ensure a highly available connection with Citrix Cloud. You need at least two Connectors
joined to your Active Directory domain. These can be either Cloud Connectors or Connector Appli-

ances.

The connectors must meet the following requirements:

» Meet the requirements described in their respective documentation
Joined to yourActive Directory (AD) domain. If your workspace users reside in multiple domains,

the Connector Appliance multi-domain feature can be used to join multiple domains.
Connected to a network that can contact the resources that users access through Citrix Work-

space.
« Connected to the Internet. For more information, see System and Connectivity Requirements.

For more information about installing Cloud Connectors, see Cloud Connector Installation.
For more information about installing Connector Appliances, see Connector Appliance Installation.
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Okta domain

When connecting Okta to Citrix Cloud, you must supply the Okta domain for your organization. Citrix
supports the following Okta domains:

« okta.com
« okta-eu.com
» oktapreview.com

You can also use Okta custom domains with Citrix Cloud. Review the important considerations for
using custom domains in Customize the Okta URL domain on the Okta web site.

For more information about locating the custom domain for your organization, see Finding Your Okta
Domain on the Okta web site.

Okta OIDC web application

To use Okta as an identity provider, you must first create an Okta OIDC web application with client
credentials you can use with Citrix Cloud. After you create and configure the application, note the
Client ID and Client Secret. You supply these values to Citrix Cloud when you connect your Okta orga-
nization.

To create and configure this application, see the following sections in this article:

+ Create an Okta OIDC web app integration
+ Configure the Okta OIDC web application

Workspace URL

When creating the Okta application, you must supply your Workspace URL from Citrix Cloud. To locate
the Workspace URL, select Workspace Configuration from the Citrix Cloud menu. The Workspace
URL is shown on the Access tab.

Important:
If you modify the workspace URL later on, you must update the Okta application configuration

with the new URL. Otherwise, your subscribers might experience issues with logging off from
their workspace.

Okta API token

Using Okta as an identity provider with Citrix Cloud requires an APl token for your Okta organization.
Create this token using a Read-Only Administrator account in your Okta organization. This token must
be able to read the users and groups in your Okta organization.
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To create the API token, see Create an Okta API token in this article. For more information about API
tokens, see Create an API Token on the Okta website.

Important:

When you create the API token, make a note of the token value (for example, copy the value
temporarily to a plain text document). Okta displays this value only once, so you might create
the token just before you perform the steps in Connect Citrix Cloud to your Okta organization.

Sync Active Directory accounts to Okta using the Okta AD agent

To use Okta as an identity provider, you must first integrate your on-premises AD with Okta. To do
this, you install the Okta AD agent in your domain and add your AD to your Okta organization. For
guidance for deploying the Okta AD agent, see Get started with Active Directory integration on the
Okta web site.

Afterward, you import your AD users and groups to Okta. Whenimporting, include the following values

associated with your AD accounts:

« Email
« SID

« UPN
« OID

Note:

If you are using Citrix Gateway service with Workspace, you don’t need to synchronize your AD
accounts with your Okta organization.

To synchronize your AD users and groups with your Okta organization:

1. Installand configure the Okta AD agent. For complete instructions, refer to the following articles
on the Okta website:
« Install the Okta Active Directory agent
» Configure Active Directory import and account settings

» Configure Active Directory provisioning settings
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.com
== Active Directory
View Logs Monitor Imports
Agents Provisioning Import Push Groups Assignments

Agent Monitors

© Add agent Update agents v

Status Name Version Message

e Operational DC- -COM 3.200 @ Agent connection is live. Actions v

2. Add your AD users and groups to Okta by performing a manual import or an automated import.
For more information about Okta import methods and instructions, refer to Manage Active Di-
rectory users and groups on the Okta website.

Create an Okta OIDC web app integration

. From the Okta management console, under Applications, select Applications.
. Select Create App Integration.
. In Sign in method, select OIDC - OpenID Connect.

1

2

3

4. In Application type, select Web Application. Select Next.

5. In App Integration Name, enter a friendly name for the app integration.
6. In Grant type, select Authorization Code (selected by default).

7

. In Sign-in redirect URIs, enter https://accounts.cloud.com/core/login-okta.

« If your Citrix Cloud customer is in the European Union, United States, or Asia Pacific-South
regions, enter https://accounts.cloud.com/core/login-okta.

« If your Citrix Cloud customer is in the Japan region, enter https://accounts.
citrixcloud.jp/core/login-okta.

« If your Citrix Cloud customer is in the Citrix Cloud Government region, enter https://
accounts.cloud.us/core/login-okta.

8. In Sign-out redirect URIs, enter your Workspace URL from Citrix Cloud.
9. Ifyou are also using a Workspace custom domain you will also need to enter this too. For exam-
ple

» https://workspaceurll.cloud.com
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« https:
« https:

10. Under Assignments, in Controlled access, select whether to assign the app integration to
everyone in your organization, only groups that you specify, or to assign access later.

11. Select Save. After you save the app integration, the console displays the application configura-
tion page.

12. In the Client Credentials section, copy the Client ID and Client Secret values. You use these
values when you connect Citrix Cloud to your Okta organization.

Configure the Okta OIDC web application

In this step, you configure your Okta OIDC web application with the settings required for Citrix Cloud.
Citrix Cloud requires these settings to authenticate your subscribers through Okta when they sign in

to their workspaces.

1. (Optional) Update client permissions for the implicit grant type. You might choose to perform
this step if you prefer to allow the least amount of privilege for this grant type.

a) From the Okta application configuration page, on the General tab, scroll to the General
Settings section and select Edit.

b) In the Application section, in Grant type, under Client acting on behalf of a user, clear
the Allow Access Token with implicit grant type setting.
Grant type Client acting on behalf of a user

Authorization Code
Refresh Token
Implicit (hybrid)

c) Select Save.
2. Add application attributes. These attributes are case-sensitive.

a) From the Okta console menu, select Directory > Profile Editor.

b) Select the Okta User (default) profile. Okta displays the User profile page.

" N @ Hel
Directory N Profile Editor p

People Users  Groups

Groups

Users
Profile Editor
. . Search... © Create Okta User Type
Directory Integrations

Filt il
Profile Sources ers Profile Type

All
User (default) Okta
Customizations v okta
Okta user

© 1997-2026 Citrix Systems, Inc. All rights reserved. 273



Citrix Cloud™

¢) Under Attributes, select Add attribute.

Attributes

|+ Add Attribute \

Filters Display Name Variable Name Data type

Al )
Username login string

Base

Custom First name firstName string
Last name lastName string
Middle name middleName string
Honorific prefix honorificPrefix string
Honorific suffix honorificSuffix string

d) Enter the following information:
« Display Name: cip_email
« Variable Name: cip_email
« Description: AD User Email
« Attribute Length: Select Greater than and then enter 1.
« Attribute Required: Yes

Attribute Type

Base

Base

Base

Base

Base

Base
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Add Attribute
Data type string v
Display name @ cip_email
Variable name @ cip_email
Description AD User Email
Enum Define enumerated list of values
Restriction Value must be unique for each user
Attribute length Greater than v

1
Attribute required @ Yes

Default value

@ Save and Add Another Cancel

e) Select Save and Add Another.
f) Enter the following information:
« Display Name: cip_sid
« Variable Name: cip_sid
+ Description: AD User Security Identifier
« Attribute Length: Select Greater than and then enter 1.
« Attribute Required: Yes
g) Select Save and Add Another.
h) Enter the following information:
« Display Name: cip_upn
« Variable Name: cip_upn
+ Description: AD User Principal Name
« Attribute Length: Select Greater than and then enter 1.
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« Attribute Required: Yes
i) Select Save and Add Another.
j) Enter the following information:
+ Display Name: cip_oid
« Variable Name: cip_oid
« Description: AD User GUID

« Attribute Length: Select Greater than and then enter 1.
« Attribute Required: Yes

k) Select Save.
3. Edit attribute mappings for the application:

a) From the Okta console, select Directory > Profile Editor > Directories.

b) Locate the active_directory profile for your AD. This profile might be labelled using the
format myDomain User, where myDomain is the name of your integrated AD domain.

Dashboard v

Profile Editor 0 Help

Directory ~

People Users Groups

Groups

Profile Editor

Directory Integrations

Users

Filters .
Profile Sources Profile Type

All com User Directory Mappings ¥
Customiza tions v active_directory_51fa04u

Applications v Apps

.
Security v

Identity Providers
Workflow v

c) Select Mappings. The User Profile Mappings page for your AD domain appears and the tab
for mapping your AD to Okta User is selected.

Mappings v

Configure User mappings

d) Inthe Okta User User Profile column, locate the attributes you created in Step 2 and map
as follows:
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.com User Profile Mappings

-com to Okta User Okta User to .com

- .com User Profile Okta User User Profile
- appuser okta user
Username is set by .com login
appuser . firstName v —_ v firstName
appuser . lastName v —_ v lastName
appuser .middleName v —_ v middleName
appuser .division v —— division
appuser .department v -_— v department
Choose an attribute or enter an expression... v v manager Id
Choose an attribute or enter an expression... v v manager:
appuser .objectSid v —_— v cip_sid
appuser . userName v e cip_upn
appuser .externalld v —_— v cip_oid
appuser .email v —_— v cip_email

« Forcip_emai'l,select email from the User Profile column for your domain. When
selected, the mapping appears as appuser.email.

« For cip_sid, select objectSid from the User Profile column for your domain.
When selected, the mapping appears as appuser.objectSid.

« Forcip_upn,selectuserName fromthe User Profile column for your domain. When
selected, the mapping appears as appuser.userName.

+ For cip_o1d, select externalld from the User Profile column for your domain.
When selected, the mapping appears as appuser.externalld.

e) Select Save Mappings.
f) Select Apply updates now. Okta starts a job to apply the mappings.
g) Sync Okta with your AD.

i. From the Okta console, select Directory > Directory Integrations.
ii. Selectyourintegrated AD.
iii. Selectthe Provisioning tab.
iv. Under Settings, select To Okta.
v. Scroll to the Okta Attribute Mappings section and then select Force Sync.
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Create an Okta API token

ok~ w N

Sign in to the Okta console using a Read-Only Administrator account.

From the Okta console menu, select Security > API.

Select the Tokens tab and then select Create Token.

Enter a name for the token.

Select Create Token.

Copy the token value. You supply this value when you connect your Okta organization to Citrix
Cloud.

Connect Citrix Cloud to your Okta organization

S o

1.

Sign in to Citrix Cloud at https://citrix.cloud.com.

From the Citrix Cloud menu, select Identity and Access Management.

Locate Okta and select Connect from the ellipsis menu.

In Okta URL, enter your Okta domain.

In Okta API Token, enter the API token for your Okta organization.

In Client ID and Client Secret, enter the client ID and secret from the OIDC web app integration
you created earlier. To copy these values from the Okta console, select Applications and locate
your Okta application. Under Client Credentials, use the Copy to Clipboard button for each
value.

Click Test and Finish. Citrix Cloud verifies your Okta details and tests the connection.

After the connection is verified successfully, you can enable Okta authentication for workspace sub-

scribers.

Enable Okta authentication for workspaces

1
p

. From the Citrix Cloud menu, select Workspace Configuration > Authentication.
. Select Okta.

3. When prompted, select | understand the impact on the subscriber experience.

4, Select Save.

After switching to Okta authentication, Citrix Cloud temporarily disables workspaces for a few minutes.

When workspaces are re-enabled, your subscribers can sign in using Okta.

More information

« Citrix Tech Zone:
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+ Tech Insight: Authentication - Okta
» Tech Brief: Workspace Identity
 Tech Brief: Workspace SSO

Troubleshooting

Problem 1 Okta OIDC authentication to Workspace succeeds but DaaS resources cannot be seen
for the end user inside Workspace. This can be caused by missing claims like “ctx_user.sid”’not being
sent to DaaS.

Debugging Steps 1

1. Capture a HAR file using your browser and perform a log into Workspace using Okta OIDC au-
thentication and then logout of Workspace.

2. Locatethefollowing call within your browser developertools when the user performs an explicit
logout action from Workspace

GEThttps://accounts.cloud.com/core/connect/endsession?id_token_hint
=<baseb4string>

3. Copy the base64 string after ?1d_token_h1int=, which contains a JWT. Example taken from
FireFox dev tools.

e () s

o B

Paste this base64 string into the Encoded Value JSON WEB TOKEN (JWT) field within https://jwt
.70 to examine the claims Citrix Cloud received from your Okta OIDC application.

Verify that all required claims are present inside "ctx_user": { } and that each claim contains
the correct user data for the user who logged into Workspace. Ensure that there are four claims inside
"ctx_user": { } called "oid", "email", "sid", and "upn". Example of decoded
JWT.
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Get up-to-speed with JSON Web Tokens. Get the JWT Handbook for free QD ¢ @ English +
JWT Debugger Introduction Libraries Ask
Debugger T

o S e

ENCODED VALUE DECODED HEADER

JSON WEB TOKEN (JWT) COPY  CLEAR JSON  CLAIMS TABLE copy A
valid JWT {
Fix public key input errors to verify signature. RolaRERgR=2SCR
"kid": "99EA5F7CABFCED76013824BAE31B24D662641848",
eyThbr GIuND Ttyp’: "JWTT,
EANDg LeyTuy “x5t": "meRffKD87XYBOCS64xsk1mIEGEG”
myioj /53bG9 }
12631 JYXQi0
JE3NT Te3EY DECODED PAYLOAD
SMZYy! EYTVmY
i Ahfyxy JSON  CLAIMS TABLE cory
0aFokl sInNee
FokzZX 9338
faGoz dGlvb {
iI6Im nZhbHN "nbf": 1751621914,
1LCT5 1bGuil "exp": 1751622214,
Clwent i iss": "https://accounts.cloud .com/core",
iZDE@! 3X25hb = R "
Wioi it AU ="
GeyIv. 103Aud "iat": 1751621914,
Xkwd 3l WFiZiE "at_hash": "@w0zbxluY1_SGi42-tzQ5g",
tYzNk: 20i9kM "sid": " DE8",
ZALYW. SQYNTA ‘.‘sxl.b.” - 391180",
Shizewl SLWFiZ “auth_time": 1751621910,
?'Et‘(zl Miols "idp": "okta”,
iQIvT FZGlyZ
WNGb3 NvbST "ctx_auth_domain": "JPg _Q3Q",
sTklk ZB61- "ctx_product”: "fd",
055DV "ctx_deviceid”: " [
SHoZ5: _SQeMo "ctx_wsp_host": " .com”,
npnUU. "ctx_wsp_location": " com",
ii;x Xarst “email_verified"”: false,
"ctx_system_aliases": "[]",
"ctx_auth_alias_claims": "null”,
"preferred_username": "okta: d14e/@Buy
Bv 357",
"given_name": " [,
“family_name": "I B
“name": "
“amr”: [
"external”
IR
"ctx_user": {
"0id": "OID:/okta/d365ab8e- -c3de45ebd14e:08 u
c357",
"email”: "EMAIL:/d305ab8e-4604-48f9-abf1-c3de45ebdi4e/r eath
.com”,
“sid": "SID:/d305abse-: -c3dedSebd14e/S-1-5-21-20365138
-1253",
"upn”: "UPN:/d365abBe-4684-48f9-abf1-c3de45ebd14e/ . Bath
.com",
TS toOmers T
"CUST :/cwc/v4 17y",
"CUST:/it/int 568"
1
h
"ctx_directory_context”: {
"Domain”: "https://i .okta.com”,
"IdentityProvider”: "Okta"
}

Causel Your Okta OIDC application is not sending all four of the required cip_* claims or your Okta
user profile does not include the required attributes.

Solution 1 Review your Okta OIDC application configuration and Okta user profile attribute map-
ping. Make sure your Okta OIDC app is sending the correct claims. Use the claim names cip_upn,
cip_email, cip_sid, and cip_oid.Allclaim names must be lowercase.
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Cause 2 You have configured your Daa$S delivery group incorrectly and mapped your resources to
Okta identities instead of Active Directory identities.

Solution2 MapAD domain joined delivery groups and VDAs to Active Directory identities, not Okta
identities. Use Okta identities only for launching non domain joined resources.

Select Users or Groups

Select identity type:

‘ On-premises Active Directory "% ’

Select this object type:

‘ Groups,Users \ ’

From this location:

‘ Entire Directory \ ’

Configure your delivery groups to Restrict use of resources based on AD users and groups.
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Users

Specify how users can access resources in the delivery group. For more granular control, apply
contextual access based on access policies.

Use contextual access

Choose if you want to allow or restrict the use of resources in the delivery group.

Allow any authenticated users to use resources.

@ Restrict use of resources: Search

Allow list +

yourdomain\all users

Cause 3 You have not used AD Universal Groups as per Citrix Cloud’s requirements or your Citrix
Cloud Connectors are not joined at the correct AD domain level. See this article for details Citrix Cloud
Connector Technical Details

Solution3 Use Universal Groups when assigning your users to DaaS resources
Or,

Assign the Workspace user directly to the delivery group.

Connect SAML as an identity provider to Citrix Cloud™

September 6, 2025

Citrix Cloud supports using SAML (Security Assertion Markup Language) as an identity provider to
authenticate Citrix Cloud administrators and subscribers signing in to their workspaces. You can use
the SAML 2.0 provider of your choice with your on-premises Active Directory (AD).

About this article

This article describes the required steps for configuring a connection between Citrix Cloud and your
SAML provider. Some of these steps describe actions that you perform in your SAML provider’s ad-
ministration console. The specific commands you use to perform these actions might vary from the
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commands described in the article, depending on your chosen SAML provider. These SAML provider
commands are provided as examples only. Refer to your SAML provider’s documentation for more
information about the corresponding commands for your SAML provider.

Supported SAML providers

SAML providers that support the official SAML 2.0 specification are supported for use with Citrix
Cloud.

Citrix has tested the following SAML providers for authenticating Citrix Cloud administrators and for
authenticating Citrix Workspace™ subscribers using Single Sign-on (SSO) and Single Logout (SLO).
SAML providers that don’t appear in this list are also supported.

 Microsoft ADFS

+ Microsoft Azure AD
« Duo

+ Okta

+ Onelogin

« PingOne SSO

+ PingFederate

When testing these providers, Citrix used the following settings to configure the SAML connection in
the Citrix Cloud console:

+ Binding Mechanism: HTTP Post
+ SAML Response: Sign Either Response or Assertion
« Authentication Context: Unspecified, Exact

The values for these settings are configured by default when you configure your SAML connection
in Citrix Cloud. Citrix recommends using these settings when configuring the connection with your
chosen SAML provider.

For more information about these settings, see Add SAML provider metadata to Citrix Cloud in this
article.

Support for scoped Entity IDs
This article describes how to configure SAML authentication using a single SAML application and Citrix
Cloud’s default generic Entity ID.

If your SAML authentication requirements include the need for multiple SAML applications within a
single SAML provider, refer to Configure a SAML application with a scoped Entity ID in Citrix Cloud.
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Prerequisites

Using SAML authentication with Citrix Cloud has the following requirements:

« SAML provider that supports SAML 2.0.

+ On-premises AD domain.

« Two Cloud Connectors deployed to a resource location and joined to your on-premises AD do-
main. The Cloud Connectors are used to ensure Citrix Cloud can communicate with your re-
source location.

+ AD integration with your SAML provider.

Cloud Connectors

You need at least two (2) servers on which to install the Citrix Cloud Connector™ software. Citrix rec-
ommends at least two servers for Cloud Connector high availability. These servers must meet the
following requirements:

+ Meets the system requirements described in Cloud Connector Technical Details.

« Does not have any other Citrix® components installed, is not an AD domain controller, and is not
a machine critical to your resource location infrastructure.

« Joined to the domain where your resources reside. If users access resources in multiple do-

mains, you need to install at least two Cloud Connectors in each domain.

Connected to a network that can contact the resources that subscribers access through Citrix

Workspace.
« Connected to the Internet. For more information, see System and Connectivity Requirements.

For more information about installing the Cloud Connector, see Cloud Connector Installation.

Active Directory

Before configuring SAML authentication, perform the following tasks:

« Verify that your workspace subscribers have user accounts in your AD. Subscribers without AD
accounts can’tsign in to their workspaces successfully when SAML authentication is configured.

« Connect your AD to your Citrix Cloud account by deploying Cloud Connectors in your
on-premises AD.

« Synchronize your AD users to the SAML provider. Citrix Cloud requires the AD user attributes for
your workspace subscribers so they can sign in successfully.

AD user attributes The following attributes are required for all Active Directory user objects and
must be populated:
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« Common name

« SAM account name

« User Principal Name (UPN)
« Object GUID

« SID

Citrix Cloud uses the Object GUID and SID attributes from your AD to establish the user context when
subscribers sign in to Citrix Workspace. If either of these properties isn’t populated, subscribers can’
tsignin.

The following attributes aren’t required for using SAML authentication with Citrix Cloud, but Citrix
recommends populating them to ensure the best user experience:

« Email address
+ Display Name

Citrix Cloud uses the Display Name attribute to show subscribers’names correctly in Citrix Workspace.
If this attribute isn’t populated, subscribers can still sign in, but their names might not be displayed
as expected.

SAML integration with Active Directory

Before enabling SAML authentication, you must integrate your on-premises AD with your SAML
provider. This integration allows the SAML provider to pass the following required AD user attributes
to Citrix Cloud in the SAML assertion:

« objectSID (SID)

« objectGUID (OID)

« userPrincipalName (UPN)

« Mail (email)

+ Display Name (displayName)

You can configure a subset of these attributes, provided either the SID or UPN attributes are included
in the SAML assertion. Citrix Cloud retrieves the other attributes from your AD as needed.

Note:

To ensure the best performance, Citrix recommends configuring all of the attributes mentioned
in this section.

Although the precise integration steps vary among SAML providers, the integration process typically
includes the following tasks:
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1. Install a synchronization agent in your AD domain to establish a connection between your do-
main and your SAML provider. If you’re using ADFS as your SAML provider, this step isn’t re-
quired.

2. Create custom attributes and map them to the required AD user attributes mentioned earlier
in this section. For reference, the general steps for this task are described in Create and map
custom SAML attributes in this article.

3. Synchronize your AD users to your SAML provider.

For more information about integrating your AD with your SAML provider, consult your SAML provider’
s product documentation.

Administrator authentication with SAML 2.0

Citrix Cloud supports using SAML 2.0 to authenticate individual administrators and members of ad-
ministrator groups in AD. For more information about adding administrator groups to Citrix Cloud,

see Manage administrator groups.

Using an existing SAML connection for administrator authentication

If you already have a SAML 2.0 connection in Citrix Cloud and want to use it to authenticate adminis-
trators, you must first disconnect SAML 2.0 in Identity and Access Management and then reconfigure
the connection. If you’re using your SAML connection to authenticate Citrix Workspace subscribers,
you must also disable the SAML authentication method in Workspace Configuration. After reconfig-
uring the SAML connection, you can add individual administrators or administrator groups to Citrix
Cloud.

If you attempt to add individual administrators or administrator groups without first disconnecting
and reconnecting SAML 2.0, the Active Directory identity option described in Add an administrator
group to Citrix Cloud doesn’t appear.

Task overview for setting up a new SAML connection

To set up a new SAML 2.0 connection in Citrix Cloud, you perform the following tasks:

1. Inldentity and Access Management, connect your on-premises AD to Citrix Cloud as described
in Connect Active Directory to Citrix Cloud.

2. Integrate your SAML provider with your on-premises AD as described in SAML integration with
Active Directory in this article.

3. Configure the sign-in URL that administrators can use to sign in to Citrix Cloud.
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4,

In Identity and Access Management, configure SAML authentication in Citrix Cloud. This task
involves configuring your SAML provider with the SAML metadata from Citrix Cloud and then
configuring Citrix Cloud with the metadata from your SAML provider to create the SAML connec-
tion.

Task overview for using an existing SAML connection for Citrix Cloud administrators

If you already have a SAML 2.0 connection in Citrix Cloud and want to use it for administrator authen-

tication, perform the following tasks:

1.

If applicable, disable SAML 2.0 workspace authentication: In Workspace Configuration >
Authentication, select a different authentication method and then select Confirm when
prompted.

Disconnect your existing SAML 2.0 connection: In Identity and Access Management > Authen-
tication, locate the SAML connection. From the ellipsis menu at the far right, select Disconnect.
Select Yes, disconnect to confirm the action.

Reconnect SAML 2.0 and configure the connection: From the ellipsis menu for SAML 2.0, select
Connect.

When prompted, enter a unique identifier for the sign-in URL that administrators will use to sign
in.

Configure the SAML connection as described in Configure the SAML provider metadata in this
article.

After configuring your SAML connection, you can add your AD administrator groups to Citrix Cloud as

described in Manage administrator groups. You can also reenable SAML for workspace subscribers as

described in this article.

Create and map custom SAML attributes

If you already have custom attributes for the SID, UPN, OID, email, and displayName attributes config-

ured in your SAML provider, you don’t have to perform this task. Proceed to Create a SAML connector

application and use your existing custom SAML attributes in Step 5.

Note:

The steps in this section describe actions that you perform in your SAML provider’s administra-
tion console. The specific commands you use to perform these actions might vary from the com-
mands described in this section, depending on your chosen SAML provider. The SAML provider
commands in this section are provided as examples only. Refer to your SAML provider’s docu-
mentation for more information about the corresponding commands for your SAML provider.
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1. Sign in to the administration console of your SAML provider and select the option for creating

custom user attributes. For example, depending on your SAML provider’s console, you might
select Users > Custom User Fields > New User Field.

2. Add attributes for the following AD properties. Name the attributes using the default values

shown.
AD Property

userPrincipalName

objectSID

objectGUID
mail
displayName
givenName
sn

AD Forest

AD Domain

Required or optional

Required if not adding an
attribute for SID
(recommended).

Required if not adding an
attribute for UPN.

Optional for authentication

Optional for authentication
Required by the Workspace Ul
Required by the Workspace Ul
Required by the Workspace Ul
Optional for authentication

Optional for authentication

Default value

cip_upn

cip_sid

cip_oid
cip_email
displayName
firstName
lastName
cip_forest

cip_domain

3. Select the AD that you connected with Citrix Cloud. For example, depending on your SAML

provider’s console, you might select Users > Directories.

4. Select the option for adding directory attributes.
provider’s console, you might select Directory Attributes.

For example, depending on your SAML

5. Select the option for adding attributes and map the following AD attributes to the custom user

attributes you created in Step 2:

« If you added the attribute for SID in Step 2 (for example, cip_sid), select objectSid and

map to the attribute that you created.
« If you added the attribute for UPN in Step 2 (for example, cip_upn), select userPrinci-

palName and map to the attribute that you created.
« If you added the attribute for ObjectGUID in Step 2 (for example, cip_o1d), select Ob-

jectGUID and map to the attribute that you created.
« If you added the attribute for Mail in Step 2 (for example, cip_email), select mail and

map to the attribute that you created.

« If you added the attribute for Display Name in Step 2 (for example, displayName), select

displayName and map to the attribute that you created.
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Configure the administrator sign-in URL

H N

Sign in to Citrix Cloud at https://citrix.cloud.com.

From the Citrix Cloud menu, select Identity and Access Management.

Locate SAML 2.0 and select Connect from the ellipsis menu.

When prompted, enter a short, URL-friendly identifier for your company and select Save and
continue. The Configure SAML page appears.

Proceed to the next section to configure the SAML connection to Citrix Cloud.

Configure the SAML provider metadata

In this task, you create a connector application using SAML metadata from Citrix Cloud. After you con-
figure the SAML application, you use the SAML metadata from your connector application to configure
the SAML connection to Citrix Cloud.

Note:

Some steps in this section describe actions that you perform in your SAML provider’s administra-

tion console. The specific commands you use to perform these actions might vary from the com-

mands described in this section, depending on your chosen SAML provider. The SAML provider

commands in this section are provided as examples only. Refer to your SAML provider’s docu-

mentation for more information about the corresponding commands for your SAML provider.

Create a SAML connector application

1.

From your SAML provider’s administration console, add an application for an identity provider
with attributes and sign response. For example, depending on your provider’s console, you
might select Applications > Applications > Add App and then select SAML Test Connector
(1dP w/ attr w/ sign response).

If applicable, enter a display name and save the app.

From the Configure SAML screen in Citrix Cloud, in SAML Metadata, select Download. The
metadata XML file appears in another browser tab.

Note:

If needed, you can also download this file from https://saml.cloud.com/saml/
metadata.xml. This endpoint might be more friendly to some identity providers when
importing and monitoring the SAML provider metadata.

4. Enter the following details for the connector application:

+ Inthe Audience field, enter https://saml.cloud.com.
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« In the Recipient field, enter https:

« In the field for ACS URL validator, enter https:

« Inthe field for ACS URL, enter https:

5. Add your custom SAML attributes as parameter values in the application:

Create this field

cip_sid

cip_upn

cip_oid

cip_email

displayName

6. Add your Workspace subscribers as usersto a

Add SAML provider metadata to Citrix Cloud

1. Acquire the SAML metadata from your SAML
what this file might look like:

Assign this custom attribute

The custom attribute you created for SID.
Example: cip_sid

The custom attribute you created for UPN.
Example: cip_upn

The custom attribute you created for
ObjectGUID. Example: cip_oid

The custom attribute you created for Mail.
Example: cip_email

The custom attribute you created for Display
Name. Example: displayName

llow them to access the application.

provider. The following image is an example of
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|-:?:m|.'l version="1.0"2>

El<EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata” enticyIDs"

{THTHI}

https: //fapp. com/saml fmetadata/8cT7330obd-0579-41d4-bdal -4 f034893419" >

<IDPS50Descriptor xmlns:ds="http: /S www, w3, org/2000/09/xmldsigi" protocoliupportEnumeration=
"arn:oasis:names:te:SAML:2.0:protocol">
<HeyDescriptor use="signing">
<ds:KeyInfo xmins:ds="http:/Sfewww w3 org/2000/09/xmldsigi">
<ds:X505Daca>
<d=:;XS50%Certificate>MIIDIDCCA)

~+wiPpAs=:/da: X509Certificate>
</ds:X50%Data>
<fds:HeyInfo>

</KeyDescriptor>
<SinglelogoutService Einding="urn:casis:names:to:SAML:2.0:bindings :HTTP-Redirect" Locacion="
https://ojitrixidentity-dev, com/trust/saml2/http-redirect/slo/1087253" />

“HameIDFOrmat>urn:oasis: names:to: SAML:1 .1 nameid-format:emailAddreas:/Hame IDFormats

<SingleSignOnService Einding="urn:casis:names:to:SAML:2.0: Innd:nqs HTTP-Redirect" Location="

https: ffoitrixidentity=-dey o] = =cET4= - = -
<5ingleSignOnService Einding="urn:ocasis:names:tce:SAML:2.0:bindings:HTTP-POST" Locatio
https:ffocitrixidentity-dew, comftrost/saml 2 fhttp-post/880/B80733chd-0579-41d4-bdel -4Fff034B93419" />
<3ingleSignOndervice Binding="urn:casis:names:tc:SAML:2.0:bindings:S0AP" Location=
"https:/ /eitrixidentity-dev. .com/trust/saml?/socap/ss0/8cT733cbd-c579-41d4-bdel -4 1034893419 />
</IDPSSCDescriptors
~</EntityDescriptor>

In the Configure SAML screen in Citrix Cloud, enter the following values from your SAML

provider’s metadata file:

« In Identity Provider Entity ID, enter the entitylD value from the EntityDescriptor ele-
ment in the metadata.

<EntityDescriptor xmins="urn:casis:names:tc:SAML:2.0:metadata" entityIl="

.com/saml /metadata/8c7353cbd-c575%-41d4-bdel-Aff034893415"

+ In Sign Authentication Request, select Yes to allow Citrix Cloud to sign authentication
requests, certifying they came from Citrix Cloud and not a malicious actor. Select No if you
prefer to add the Citrix ACS URL to an allow list that your SAML provider uses for posting
SAML responses safely.

+ In SSO Service URL, enter the URL for the binding mechanism you want to use. You can
use either HTTP-POST or HTTP-Redirect binding. In the metadata file, locate the Single-
SignOnService elements with Binding values of either HTTP-POST or HTTP-Redirect.

<Slngle$1gnc\n5erv1ceIBJ..':dJ.:':c;="urn:oas1s:names:r.c:SAML:z,O:bindings Location="
https://citrixidentity-dev Jtrust/saml2/http-redirect/sso/Bc733cbd-c579-41d4-b4el-4Fff034893419" />
HTTP-POST

I<Sinqlesiqn(}n5ervice IEIJ. d:\.rg—'urn oasis:names:tc:SAML:2.0: b:nd:\ng's ] Location="

: T loltrinia
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+ In Binding Mechanism, select the mechanism that matches the binding for the SSO Ser-
vice URL you chose from the metadata file. By default, HTTP Post is selected.

+ In SAML Response, select the signing method your SAML provider uses for the SAML Re-
sponse and SAML Assertion. By default, Sign Either Response or Assertion is selected.
Citrix Cloud rejects any responses that aren’t signed as specified in this field.

w

. In your SAML provider’s administration console, perform the following actions:

+ Select SHA-256 for the SAML signing algorithm.
« Download the X.509 certificate as a Base64-encoded PEM, CRT, or CER file.

4. Onthe Configure SAML page in Citrix Cloud, in X.509 Certificate, select Upload File and select
the certificate file you downloaded in the previous step.

5. Select Continue to complete the upload.

6. In Authentication Context, select the context you want to use and how strictly you want Citrix
Cloud to enforce this context. Select Minimum to request authentication at the selected con-
text without enforcing authentication at that context. Select Exact to request authentication
at the selected context and enforce authentication only at that context. If your SAML provider
doesn’t support authentication contexts or you choose not to use them, select Unspecified and
Minimum. By default, Unspecified and Exact are selected.

7. For Logout URL (optional), decide whether or not you want users signing out of Citrix Work-
space or Citrix Cloud to also sign out of all web applications that they previously signed in to
through the SAML provider.

« If you want users to stay signed in to their web applications after signing out of Citrix Work-
space or Citrix Cloud, leave the Logout URL field blank.

« If you want users to sign out of all web applications after signing out of Citrix Workspace
or Citrix Cloud, enter the SingleLogout (SLO) endpoint from your SAML provider. If you’re
using Microsoft ADFS or Azure Active Directory as your SAML provider, the SLO endpoint is
the same as the single sign-on (SSO) endpoint.

SS0 Service URL: (O

https://login.microsoftonline.com/3eae 498/saml2

Logout URL (optional): (D

https://login.microsoftonline.com/3eae 498/saml2

8. Verify that the following default attribute values in Citrix Cloud match the corresponding at-
tribute values configured in your SAML provider. For Citrix Cloud to find these attributes within
the SAML assertion, the values entered here must match those in your SAML provider. If you
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didn’t configure a certain attribute in your SAML provider, you can use the default value in Cit-
rix Cloud or leave the field blank, unless noted otherwise.

+ Attribute name for User Display Name: Default value is displayName.

« Attribute name for User Given Name: Default value is firstName.

« Attribute name for User Family Name: Default value is LastName.

« Attribute name for Security Identifier (SID): You must enter this attribute name from
your SAML provider if you didn’t create an attribute for UPN. The default valueis cip_sid

« Attribute name for User Principal Name (UPN): You must enter this attribute name from
your SAML provider if you didn’t create an attribute for SID. The default valueis cip_upn.

+ Attribute name for Email: Default valueis cip_emai'l.

« Attribute name for AD Object Identifier (OID): Default valueis cip_oid.

« Attribute name for AD Forest: Default valueis cip_forest.

« Attribute name for AD Domain: Default valueis cip_domain.

9. Select Test and Finish to verify you configured the connection successfully.

Add administrators to Citrix Cloud from AD

For instructions for adding and managing AD groups in Citrix Cloud, see Manage administrator
groups.

Enable SAML authentication for workspaces

1. From the Citrix Cloud menu, select Workspace Configuration.
2. Select the Authentication tab
3. Select SAML 2.0.

Cloning an existing SAML connection within identity and access management

Important:

Cloning SAML connections does not clone the existing Scoped Entity ID. You may need to update
your SAML application configuration if you add a Scoped Entity ID or generate a new one during

the cloning process.

To clone an existing SAML connection follow the steps below:

1. Select the 3 dots to the right of an existing SAML connection and select Clone from the list of
actions.
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2. Enter a new and unique GO URL for the new SAML connection. This can be changed later if
needed.

3. Enter a new unique nickname for the new SAML connection.

Configure SAML Connection to Citrix Cloud

*|dentity Provider Nickname ()

Enter nickname

4. Update any settings within the connection such as enable scoped entity ID, signing needs to
be enabled, add a missing logout URL, or update the SAML provider cert which has recently
expired.

5. Click “Test and finish”to save the new SAML connection.

6. Switch Workspace to use the new SAML connection within Workspace Configuration >Authen-
tication.

7. Update your SAML application configuration with a new scoped entity ID (not always necessary).

Configure SAML Identity Provider
Configure scoped SAML Entity ID

Enabled

Enabling this feature will generate a unique ID for this SAML connection. You should enable this feature if your SAML provider does not allow creation of multiple SAML apps with the same Entity ID. Learn More

Service Provider Initiated SSO vs Identity Provider Initiated SSO

SP-initiated SSO - the end user logs in directly from the web application (SP) such as Workspace
and/or Citrix Cloud.

The application then redirects them to the SAML IdP for authentication.
If authentication is successful, the end user is redirected back to the web app (SP) and logged in.
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IdP-initiated SSO - the end user logs in first to their SAML IdP and then selects the app (SP) they want
to launch from the IDP portal.

Can Identity Provider Initiated SSO be used with Workspace or Citrix Cloud?

No. Workspace and Citrix Cloud both only support SAML Service Provider Initiated SSO logon. All
logon flows must be initiated via either a Workspace URL for end user access, or a Citrix Cloud GO URL
for Citrix Cloud admin access.

Directly Connecting the SAML Provider to Citrix Cloud VS IDP Chaining
Is IDP chaining supported for SAML login to Workspace or Citrix Cloud?

IDP chaining is supported provided the closest SAML IDP in the IDP chain is configured correctly and
forwards SAML requests from Citrix Cloud onwards in the IDP chain, and the IDP chain returns the
correct SAML response to Citrix Cloud.

Examples of IDP chains

« Citrix Cloud > F5 (directly connected to Citrix Cloud as the SAML provider) > Federated to Entra
ID

« Citrix Cloud » Entra ID (directly connected to Citrix Cloud as the SAML provider) » Federated to
ADFS

« Citrix Cloud » Entra ID (directly connected to Citrix Cloud as the SAML provider) - Federated to
PingFederate

« Citrix Cloud » Entra ID (directly connected to Citrix Cloud as the SAML provider) » Federated to
Okta

Can | get assistance and support from Citrix when debugging SAML issues if | am using an IDP
chain?

Citrix support and Citrix Engineering can only debug SAML connections directly between Citrix Cloud
and the closest SAML IDP in the chain.

Important:

Citrix is not responsible for debugging issues within a complex IDP chain upstream of the directly
connected SAML provider.
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Should I avoid IDP chaining if possible?

Citrix recommends directly connecting your SAML IDP to Citrix Cloud as this greatly reduces configura-
tion and debugging complexity and minimises end user logon delays, which can be introduced whilst
Citrix Cloud waits for responses from the complex IDP chain. Many issues can arise with both SSO and
SLO when multiple IDPs are chained together particularly when different SAML bindings are used by
different IDPs within the IDP chain. A directly connected SAML provider will always be easier to debug
and more performant than one that relies on upstream IDPs.

Which SAML Binding Mechanism should | choose to use?

Whether to use HTTP POST or HTTP Redirect for SSO and SLO is determined by the SAML bindings
your SAML IdP supports. If your SAML provider supports multiple binding mechanisms then Citrix
recommends you choose HTTP Post over HTTP Redirect as the SAML binding. There is no need to
enable both SAML binding mechanisms on your SAML provider if it supports both. It is recommended
you choose a single SAML binding type for both SSO and SLO.

SAML Binding Support

SAML Binding Supported by Citrix Cloud

HTTP POST Recommended

HTTP Redirect Supported

SAML Artifact binding Not Supported

SOAP Not Supported
Important:

HTTP Post is the recommended binding mechanism for both SSO and SLO requests for two rea-

sons.

HTTP Post is easier to debug when signing enforcement is enabled on both sides of the SAML
connections as the SAML XML contains easily identifiable sections that show the signature and
certificate used. This is easier for humans to see and debug than if this signature data is embed-
ded inside a very long Redirect URI which needs to be URL decoded.

HTTP Redirect URIs can grow very long and exceed a critical threshold which then leads to errors
during SAML authentication and can cause login or logout failure. The GET binding typeis limited
to a maximum of 2,048 characters, minus the number of charactersin the actual path. The POST
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method is not limited by the size of the URL for submitting name and value pairs.

SAML Logout Considerations

For Identity Provider Logout URL (SLO), decide the SAML logout behaviour most appropriate for your
organization based on whether the SAML application you wish to connect to Citrix Cloud is also shared
by other service providers (SPs) or not.

Citrix recommends creating a new dedicated SAML application within your SAML provider, which is
used by only Workspace and/or Citrix Cloud. If you have followed one of Citrix’s SAML application
setup guides and you are using a dedicated SAML application for Workspace and/or Citrix Cloud then
configuring a Logout URL is always the correct course of action.

Option1 SLO Configured (Recommended): Users signing out of Workspace and/or Citrix Cloud also
sign out of the connected SAML IDP.

Identity Provider Logout (SLO) Binding Mechanism: ()

HTTP Post wv

Identity Provider Sign Logout (SLO) Request: ()
Yes No

Identity Provider Logout URL: ()

https:// .okta.com/app/ ' ‘customattributes_1/
exk 358/slo/saml
Important:

For SAML SLO to succeed you must configure both sides of the SAML connection to support it.
Citrix Cloud expects to receive an SLO response from the SAML application indicating the logout
succeeded and the user was logged out of the SAML IDP. Ensure your SAML application is config-
ured to send the SLO response back to Citrix Cloud using this SAML logout endpoint https://
saml.cloud.com/saml/logout/callback.

OR

Option 2 SLO not configured: If you want usersto stay signed into your SAML application after signing
out of Workspace and/or Citrix Cloud, leave the Logout URL field empty inside the Citrix Cloud SAML
connection. When an end user performs an explicit logout in the Workspace or Citrix Cloud Ul this will
only log the user out of Workspace or Citrix Cloud. The user will not be logged out of the SAML IDP
and no SLO request will be sent from Citrix Cloud to the SAML application.
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Identity Provider Logout URL: (O

Enter Logout URL

Important:

This SAML Connection configuration without a logout URL configured is only recommended if
the SAML application connected to Citrix Cloud is shared by other non Citrix service providers
(SPs)

Workspace Session Inactivity Timeout Behaviour

When an end user does not perform any action within Workspaces then the session inactivity timeout
will trigger a log off from Workspaces. The Workspaces inactivity timeout is defined in Workspace
Configuration » Customize - Preferences > Workspace Sessions.

Workspace sessions

Always prompt end users for their credentials
-

When enabled, users will be prompted for their credentials every time they log i to their store, even if they already have an active session with their identity provider. When disabled, single sign-on (SSO) from the identity provider is activated.
In this case, the identity provider decides whether to prompt for credentials. Learn more

Inactivity timeout for web browser

When end users access their store from a web browser, specify how long they can be inactive before being logged out. The inactivity timeout only affects the connection to the store and does not apply to any active app or desktop sessions.

Inactivity timeout for Workspace app

When an end user accesses their store from the Workspace app, specify how long they can be inactive before being logged out. The inactivity timeout only affects the connection to the store and does not apply to any active app or desktop
sessions.

Desktop
Enabled
Hours vin

Applies to Windows, macOS, and Linux.

Mobile
Enabled
Hours Minares

Applies to Android, i0S, and iPadOS.

The Workspaces inactivity timeout does not trigger an SLO request to log the end user out of the SAML
IdP. The SAML IdP idle session timeout may be a different value to what is set inside Workspace. It is
recommended you should set them to be the same duration if possible.

Set Always Prompt End Users for their credentials to Enabled within Workspace Configuration >
Customize > Preferences to ensure the end user is always prompted to reauthenticate even if a SAML
provider session still exists for the user.
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Setting Always Prompt End Users for their credentials to Enabled also sets ForceAuthn to True
within the SAML request.

HTTP Pararmalizng SAMI SUMTary

csanlprauthnRequest I0="_hfE2562c-a97a-4bb3-BdE86- 12384307 caac”

Verslon="2.8"

Tssuelnstant="2024-87-AAT1A- 31 - 357"

Jectinatine "ﬁffrq':l feaml fidpfprofile/redirectorpasty/sso”
Farceiuthn="True"

IcFassive="talze"

ProtocalBingding="urn:oasisnanes tc:SAML: 2.8 :bhindings (HTTP-POST"
AszertionConsunerSaryiceldL="https: ffsanl. cloud. comfLanl facs”

Providerlane="citrix-cloud®
®ALINS  Sanlp="UrnSasls inames T SAMLI 2 8 protacol”
]
csaml :Tssuer xmlns:saml="urn:aasis:nanes  tc: SAML:Z, B assertion™»hittps: Adsanl, cloud, come fsaml :Tssuers
“Signature ERLrs="RULg: S Mwwie. W3 org 2088589  xaldsimi" >
cSignedInfox
sCanonicalizationMetnoed Algarithm="Rttp; /W, W3, 0rg 2081 /18 onl -exc-c14ng™ />
<Signaturedethad Algarithm="http:/  ewie. w3 org/ 2001 /84 snldsig-morefrsa-sha2be” />
cAeference URI="%_bfAZ562c-a97a-40b3-BdH6- 1a3B4387cE9c
LTransforms
cTransforn Algorithm="http:fwww W3 org/tose /09 xmldsiptenveloped-sipnature”™
cTransfarn Algorithe="http:/; orgd FER1 18 wml - ene - S 14nE" =
fInclusiveNanespaces Preflulist="#default samlp saml ds x5 xsi"
crlns="http:/ fuwe . w3 orgd 2001718/ xnl -exc-cldng

e D

Troubleshooting
Attribute errors

Attribute errors might arise under any of the following conditions:

+ The required attributes in your SAML configuration are not encoded correctly.

« The cip_sidand cip_upn attributes are missing from SAML assertion.

« Thecip_sidorcip_oidattributesare missing from the SAML assertion and Citrix Cloud can’
t retrieve them from Active Directory due to a connectivity issue.

When an attribute error occurs, Citrix Cloud displays an error message that includes the faulty attrib-
utes.

Unable to Process Your Request

Missing Saml Attribute: cip_oid

Transaction ID: 9fd916cb-5e03-4917-b@d2-c5d18ffbedBe

To resolve this type of error:

1. Ensure that your SAML provider sends the required attributes with the correct encoding, as
shown in the following table. At a minimum, either the SID or UPN attribute must be included.
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Attribute Encoding Required

cip_email Must be in String format (user@domain)

cip_oid Must be in Base64 or String format

cip_sid Must be in Base64 or String Yes, if not using cip_upn
format

cip_upn Must be String format Yes, if not using cip_sid

(user@domain)

2. Verify the Cloud Connectors are online and healthy so Citrix Cloud can retrieve any missing at-
tributes that it needs. For more information, see Cloud Connector advanced health checks.

Unexpected errors

Citrix Cloud might experience an unexpected error when:

+ Auserinitiates a SAML request using an IDP-initiated flow. For example, the request is made by
selecting a tile through the identity provider’s app portal instead of navigating directly to the
workspace URL (customer.cloud.com).

« The SAML certificate is invalid or has expired.

« The authentication context is invalid.

+ SAML assertion and response signature is mismatched.

When this error occurs, Citrix Cloud displays a generic error message.

Unable to Process Your Request

There was an unexpected error

Transaction ID: 48786352-th56-4ddB-8775-e745T86db%e?

If this error results from navigating to Citrix Cloud through an identity provider’s app portal, you can
use the following workaround:

1. Create a bookmark app in the identity provider’s app portal that references your workspace
URL (for example, https://customer.cloud.com).

2. Assign users to both the SAML app and the bookmark app.

3. Change the visibility settings of the SAML app and the bookmark app so that the bookmark app
is visible and the SAML app is hidden in the app portal.
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4. Disable the Federated Identity Provider Sessions setting in Workspace Configuration to re-
move additional password prompts. For instructions, see Federated identity provider sessions
in the Citrix Workspace product documentation.

Debugging recommendations

Citrix recommends the use of the SAML-tracer browser extension for all SAML debugging. This exten-
sion is available for most common web browsers. The extension decodes Base64-encoded requests
and responses into SAML XML, which renders them human-readable.

5 C @ Firefox about:addons
Find more add-ons
:{}' Recommendations Manage Your Extensions =
Extensions

ﬂ Enabled
; Themes

,& SAML-tracer (&) @ -
D Plugins A debugger for viewing SAML message

This tool allows you, as an administrator, to check the value of SAML attributes that are sent for the
user and to look for the presence of signatures in SAML requests and responses. In the event you need
assistance with a SAML-related issue, Citrix Support requests the SAML-tracer file to understand the

issue and resolve your support case.
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Extension: (SAML-trager) - SAML-tracer — Magilla Firefox - »

X Clear |l Pause & Autoscroll [l

PN L Export & Import

GET https:flaccounts com/core/device-id PRetumbUri=%2fcore%2fconnect® Zfauthorize% 2fcallback% 3client_id%3dbytncvk04 1fDFBwTBk25_g%2530%2530% 26redirect_un%3dhttps%e2!

GET hitps-iisami comisamilogin?session=5624cae1-c2Tb-4fcb-ab3e-b11517b0446b

d 16055 html

11550-a00ebe0] 550, dUOSECUNTy.cormiemal_irst raullkey =5
POST hitps:fichat google. comiu'0/_/DynamiteVWebLividv/
POST hitps:fichat google. comiu'lV_/DynamiteWebUividv/

POST https:fichat. google comuwOiwebchannelevents 7VER=8&SID=fTPdSMs|_S54QidQQLIgkg&RID=988008AI0=1188zx=jzkc xuavBhsi&t=1

HTTP  Parameters SAML Summary

<samlp:AuthnRequest ID="_1abd@712-8978-4450-a42b-b7f98752a22b" e
Version="2.0"
Issuelnstant="2823-88-11T87:56: 187"
Destination="https:// .ss50.duosecurity.com/saml2/sp/fl K2FACK/ss0™
ForceAuthn="true"
IsPassive="false"
ProtocolBinding="urn:oasis:names:tc:5AML:2.8:bindings :HTTP-POST™
AssertionConsumerServiceURL="https://sanl. .com/saml/acs”
ProviderName="https://ss0-29%be9d7.ss0.duosecurity. com/saml2/sp/DIQ74FPUTNGCEBK2FACK /metadata™
xmlns:samlp="urn:casis:names:tc:SAML:2.08:protocol”™
>
<saml:Issuer xmlns:saml="urn:casis:names:tc:SAML:2.8:assertion">https://saml. .com</saml:Issuer>
<Signature xmlns="http:/ /www.w3.org/2000/09/xmldsigh" >
<SignedInfo>
<CanonicalizationMethod Algorithm="http://wwW.w3.org/2001/18/xml-exc-cldné™ />
<SignatureMethod Algorithm="http://www.w3.org/2001/84/xmldsig-more#rsa-sha256™ />
<Reference URI="#_1abd@712-8978-4450-ad2b-b7F98752a22b" >
<Transforms>

<Transform Algorithm="http://www.w3.org/2000/89/xmldsiglenveloped-signature” />
<Transform Algorithm="http:/ www.w3.org/2001/10/xml-exc-cl4ng™>
<InclusiveNamespaces PrefixList="#default samlp saml ds xs xsi”
xmlns="http://www.wl.org/2001/10/xml-exc-cldn#™
/>
</Transfaras =
446 requests received (266 hidden)

More information

+ Microsoft Docs: Tutorial: Azure Active Directory single sign-on (SSO) integration with Citrix
Cloud SAML SSO

+ SAML with Active Directory Federated Services (ADFS): Configure SAML authentication in Citrix
Cloud using ADFS

« Citrix Tech Zone: Tech Insight: Authentication - SAML

SAML using Entra ID and AD identities for Workspace authentication

January 29,2026

Author:
Mark Dear

This article describes how you can configure SAML for workspace authentication using Active Direc-
tory (AD) identities. The default behavior for Citrix Cloud™ and SAML authentication to Citrix Work-
space™ or Citrix Cloud, regardless of the SAML provider used, is to assert against an AD user identity.
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For the configuration described in this article, using Entra ID Connect to import your AD identities to
your Entra ID is required.

Important:

Itis crucial to determine the appropriate SAML flow for your Workspace end users, as it directly
impacts their sign-in process and resource visibility. The chosen identity influences the types of
resources accessible to a Workspace end user.

Thereis an associated article that provides instructions on utilizing Entra ID as the SAML provider
for authenticating into Workspace using AAD identities. You can find detailed instructions in
SAML using Entra ID and AAD identities for workspace authentication.

Usually, Workspace end users typically need to open apps and desktops provided by AD domain
joined VDAs. It is essential to carefully review the use cases outlined in both articles before de-
ciding on the most suitable SAML flow for your organization. If uncertain, Citrix® recommends
using the AD SAML flow and following the instructions in this article, as it aligns with the most
common DaaS scenario.

Feature scope

This article applies to users who use the following combination of Citrix Cloud and Azure features:

+ SAML for workspace authentication using AD identities

+ SAML for Citrix Cloud admin login using AD identities

« Citrix DaaS™ and HDX resource enumeration of resources published using AD domain-joined
VDAs

+ AD domain-joined VDA resource enumeration

What’s best: AD identities or Entra ID identities?

To determine whether your workspace users should authenticate using either SAML AD or SAML Entra
ID identities:

1. Decide which combination of resources you intend to make available to your users in Citrix
Workspace.

2. Usethefollowingtable to determine which type of useridentity is appropriate for each resource
type.
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User identity when

signing in to Citrix Needs SAML identity FAS provides single
Resource type (VDA) Workspace using Entra ID? sign-on (SSO) to VDA?
AD joined AD, EntralDimported  No. Use default SAML.  Yes

from AD (contains SID)

Configure the custom Entra ID Enterprise SAML application

By default, the behavior for SAML sign-in to workspaces is to assert against an AD user identity.

1

2.

Sign in to the Azure portal.

From the portal menu, select Entra ID.

From the left pane, under Manage, select Enterprise Applications.
From the command bar in the working pane, select New Application.

From the command bar, select Create your own application. Don’t use the Citrix Cloud SAML
SSO enterprise application template. The template doesn’t allow you to modify the list of claims
and SAML attributes.

Enter a name for the application and then select Integrate any other application you don’t
find in the gallery (Non-gallery). Click Create. The application overview page appears.

From the left pane, select Single sign-on. From the working pane, select SAML.

In the Basic SAML Configuration section, select Edit and configure the following settings:

a) In the Identifier (Entity ID) section, select Add identifier and then enter the value asso-
ciated with the region in which your Citrix Cloud tenant is located:

+ For European Union, United States, and Asia-Pacific South regions, enter https:

« Forthe Japan region, enter https:
+ For the Citrix Cloud Government region, enter https:

b) Inthe Reply URL (Assertion Consumer Service URL) section, select Add reply URL and
then enter the value associated with the region in which your Citrix Cloud tenant is located:

+ For European Union, United States, and Asia-Pacific South regions, enter https:

+ Forthe Japan region, enter https:
« For the Citrix Cloud Government region, enter https:

c) Inthe Logout URL (Optional) section, enter the value associated with the region in which
your Citrix Cloud tenant is located:
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« For European Union, United States, and Asia-Pacific South regions, enter https://
saml.cloud.com/saml/logout/callback.

+ For the Japan region, enter https://saml.citrixcloud.jp/saml/logout
/callback.

« For the Citrix Cloud Government region, enter https://saml.cloud.us/saml
/logout/callback.

d) From the command bar, select Save.

9. In the Attributes & Claims section, click Edit to configure the following claims. These claims
appear in the SAML assertion within the SAML response. After SAML app creation, configure the
following attributes.

a) For the Unique User Identifier (Name ID) claim, update the default value to be user.
localuserprincipalname.
b) Forcip_upn claim, update the default value to be user.localuserprincipalname.

Manage claim

;?‘ Got feedback?

Name * | cip_upn

Namespace | Enter a namespace URI

~  Choose name format

Source * 'i' Attribute O Transformation O Directory schema extension

Source attribute * user.localuserprincipalname

~ Claim conditions

~  Advanced SAML claims options

a) For displayName, leave the default value of user.displayname.

b) For givenName claim, update the default value to be user. givenname.

c) For familyName claim, update the default value to be user.surname.

d) In the Additional claims section, for any remaining claims with the http://schemas
.xmlsoap.org/ws/2005/05/identity/claims namespace, click the ellipsis (...
) button and click Delete. No need to include these claims as they are duplicates of the

above user attributes.

When finished, the Attributes & Claims section appears as illustrated below:
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Attributes

& Claims

& Edit
cip_upn user.localuserprincipalname
givenName user.givenname
familyName user.surname
displayName user.givenname
Unique User Identifier user.localuserprincipalname

10. Obtain a copy of

the Citrix Cloud SAML signing certificate using this third party online tool.

a) Enterhttps://saml.cloud.com/saml/metadatainthe URL field and click Load.

Infoemratscn

Metadata certificate extract

Extract certificates from SAML and W5-Federation Metadata

Estracy oertificates fram LIRL

URL  haips/fsaml cloud comysaml/metadata

Exract certificates from fle
Browie. Mo file sebecied
Extracted certificate

samibsigning.chousd com
Ui SAMIL 57 pgring

a) Scroll to the bottom of the page and click Download.

Sanal Mumber Hex
Signature Algorithm

Subject

Subgect Alerruatneg
Thurriapret
Thumripeet Algeeithen
Valid from

Vald to

Werson

059aT 550 2 BaffEa0145047 10093605
SHAZ SraithRSA

CN =samisigrang choud.com
Om Citrin Systems, Inc
LeFort Louderdale
5T=Florida

Csls

drek. famiiigreng choud com

2hln: 1903405960 20082500 513 2 S0 2e T
RSA-5HAT

202 3-06-05TOCH00:00 000
2024-07-Q5T235959.0007

3

samlsigning.cloud.com.cer

il a Open

B 9% 7

qQ
(¢«

File
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11. Configure the Entra ID SAML application Signing Settings.

a) Upload the production SAML signing certificate obtained in step 9 within the Entra ID SAML
application.
b) Enable Require verification certificates.

Verification certificates X

@ Requiring verification certificates will impact certain admin and end-user experiences, such as the Single sign-on testing feature, and the X
My Apps and M365 app launcher experiences.

Learn more @

Verification certificates are used to verify requests coming from this application to Microsoft Entra ID.
Learn more @

Require verification certificates O |

Allow requests signed with RSA-SHAT © D

I Upload certificate

Thumbprint Key Id Start date Expiration date
459e9491-583d-41e... 24/07/2025, 14:51 24/07/2026, 14:51
Certificate (Base64) Download
Certificate (Raw) Download
Federation Metadata XML Download

Verification certificates (optional)

& Edit
Required Yes
Active 1
Expired 0
Troubleshooting

1. Verify your SAML assertions contain the correct user attributes using a SAML networking tool,
such as the SAML-tracer browser extension.
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A LM

e AL ], - A

a1 e [T IO TEY oot &

hipa Uchasl googie comu/Vessbohanmeiieseniy "VE R =88 R0 =rpc S S0 Dr s C R pHWL y VE OnflLrwd AMD=E8341C A

with Google or enter address

Yivgpronls recerapd |1 B

1. Locate the SAML response shown in yellow and compare to this example:

2. Click on the SAML tab in the bottom pane to decode the SAML response and view as XML.

3. Scroll to the bottom of the response and verify that the SAML assertion contains the correct
SAML attributes and user values.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 308



Citrix Cloud™

X Clear Il Pause < Autoscroll RElgiiENCENIIEE 7 Show protocol requests only & Export & Import

POST
GET
POST
POST
POST
GET

https:#/login microsoftonline.com/common/instrumentation/dssostatus

https://aadcdn msauth net/shared/1 O/content/images/arrow_lefi_43280e0ba671a1d8b5e34f1931c4fedb svg
https://browser events data. microsoft com/OneCollector/1.0/?cors=true&content-type=application/x-json-streamé&client-id=NO_AUTH&client-version=1DS-Web-JS-3 2 6&apikey=6¢
https:#/login microsoftonline com/3eae2746-28b7-4e53-bbb0-eeaale698498/login

https://browser events data.microsoft com/OneCollector/1.0/?cors=true&content-type=application/x-json-streamé&client-id=NO_AUTH&client-version=1DS-Web-JS-3 2 6&apikey=6{

https://aadcdn.msauth.net/shared/1.0/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.ico

https://aadcdn.msauth.net/shared/1.0/content/jsioneDs_44aa734b8e3560d1653c js

https:/login.live.com/Me_him?v=3

https:/login.micresoftonline.com/kmsi

https://browser.events.data.microsoft. com/OneCollector/1.0/?cors=true&conteni-type=application/x-json-sireamé&client-id=NO_AUTH&client-version=1DS-Web-JS-3.2 6&apikey=6{

GET https:#/login.microsoftonline.com/favicon.ico
GET https:/accounts.cloud .com/core/device-id/save ?ReturnUrl=%2fcore%2fconnect%2fauthorize%2icallback%3fclient_id%3dbytncvk041fDFBw78k25_g%253D%253D%26redir
GET https://accounts-webassets.cloudburrito.com/identity/assetsv2/837.c1116d47f40ec3c36b53 js
GET https://accounts-webassets.cloudburrito.com/identit; {sv2/app.233ab56653ccdddcicr6 js
GET https://accounts.cloudburrito.com/core/connect/authorize/callback?client_id=bytncvk04 1fDFBw78k25_g%3D%3D&redirect_uri=htips%3A%2F %2Faccounts-dsauthweb.cloudburritc
POST https://accounts-dsauthweb.cloud com/oidc/rp
GET https:/athenamultiidp1.cloud! .com/Citrix/StoreWeb/#resumeForms: cx=&webviewResponseld=
HTTP Parameters ~ SAML Summary
</Attribute>
<Attribute Name="http://schemas.microsoft.com/identity/claims/identityprovider">
<AttributeValuedhttps://sts.windows.net/ /</AttributeValue>
</Attribute>
<Attribute Name="http://schemas.microsoft.com/claims/authnmethodsreferences”>
<AttributeValuerhttp://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password</AttributeValue>
</Attribute>
<Attribute Name="cip_upn">
<Attributevalue> </Attributevalue>
</Attribute>
<Attribute Name="displayName">
<Attributevalue> </Attributevalue>
</Attribute>
</AttributeStatement>
<AuthnStatement AuthnInstant="2026-01-22711:41:5@.738Z"
SessionIndex="_d2fc16f9-3539-4440-807-8d6706499000"
>
<AuthnContext>
<AuthnContextClassRef>urn:oasis:names:tc:SAML:2.@:ac:classes:Password</AuthnContextClassRef>
</AuthnContext>
</AuthnStatement>
</Assertion>

</samlp:Response>

If your subscribers still can’t sign in to their workspace or they can’t see their Citrix HDX™ Plus for
Windows 365 desktops, contact Citrix Support and provide the following information:

.

SAML-tracer capture

Date and time the sign-in to Citrix Workspace failed

The affected user name

The caller IP address of the client computer that you used to sign in to Citrix Workspace. You

can use a tool like https://whatismyip.com to get this IP address.

Configure the Citrix Cloud SAML Connection

All Citrix logon flows need to be Service Provider initiated using either a Workspace URL or a Citrix
Cloud GO URL.

Use the default recommended values for the SAML connection within Identity and Access Manage-
ment > Authentication > Add an identity provider > SAML.

Obtain the Entra ID SAML application SAML endpoints from your Entra ID portal to enter into Citrix

Cloud.
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Citrix Cloud SAML SSO Production | SAML-based Sign-on

Enterprise Application

Test this application Rj Got feedback?

o « T Upload metadata file ) Change single sign-on mode

&5 Overview o SAML Certificates

Deployment Plan
Token signing certificate

# Diagnose and solve problems Status Active & Edit
' Manage Thumbprint 2EAD30B3A07BBD09D216172135B31CBFA4202267
9 Expiration 06/04/2026, 17:09:03
ill Properties Notification Email .onmicrosoft.com
App Federation Metadata Url [ https://login.microsoftonline.com/3eae2746-28b7 .. )
4& Owners .
Certificate (Base64) Download
4. Roles and administrators Certificate (Raw) Download
Federation Metadata XML Download
&& Users and groups
‘:’) Single sign-on Verification certificates (optional) f Edit
@ Provisioning Required Yes
Active 1
C  Self-service Expired 0
Custom security attributes
> Security o Set up Citrix Cloud SAML SSO Production
> Activity You'll need to configure the application to link with Microsoft Entra ID.
> Troubleshooting + Support Login URL l https://login.microsoftonline.com/: ..
Microsoft Entra Identifier l https://sts.windows.net/ T} l
Logout URL l https://login.microsoftonline.com/ = M) l
Entra ID SAML endpoint examples to be used within the Citrix Cloud SAML connection
Important:
EntralD SSO and Logout SAML endpoints are the same URL
In this field in Citrix Cloud Enter this value
Entity ID https://sts.windows.net/<
yourEntraIDTenantID>
Sign Authentication Request Yes
SSO Service URL https://login.microsoftonline.com
/<yourEntralIDTenantID>/saml2
SSO Binding Mechanism HTTP Post
SAML Response Sign Either Response Or Assertion
Authentication Context Unspecified, Exact
Logout URL https://login.microsoftonline.com

/<yourEntralIDTenantID>/saml2
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In this field in Citrix Cloud Enter this value
Sign Logout Request Yes
SLO Binding Mechanism HTTP Post

SAML using Entra ID and Entra ID identities for workspace
authentication

January 29, 2026

Author:
Mark Dear

This article describes how you can configure SAML for workspace authentication using Entra ID iden-
tities instead of AD identities. Use this configuration if your Entra ID users can’t enumerate Windows
365 Cloud PCs or Entra ID domain-joined VDAs after signing in to Citrix Workspace™ with the default
SAML behavior. After completing the configuration, your users can sign in to Citrix Workspace using
SAML authentication to access both HDX apps and desktops through Citrix DaaS™ and Windows 365
Cloud PCs through Azure.

The default behavior for Citrix Cloud™ and SAML authentication to Citrix Workspace is to assert against
an AD user identity. For the configuration described in this article, using Entra ID Connect to import
your AD identities to your Entra ID is required. The AD identities contain the user’s SID, which Citrix
Workspace can send to Citrix DaaS and allows the HDX resources to be enumerated and launched.
Because the Entra ID version of users’identities is used, users can also enumerate and launch Azure
resources like Windows 365 Cloud PCs from within Citrix Workspace.

Important:

Enumeration refers to the list of resources that users see after they sign in to Citrix Workspace.
The resources that a given user is allowed to access depends on their user identity and which
resources are associated with that identity in Citrix DaaS. There is an associated article that pro-
vides instructions on utilizing Entra ID and AD identities as the SAML provider for authenticating
into Workspace. You can find detailed instructions in SAML using Entra ID and AD identities for

Workspace authentication

Feature scope

This article applies to users who use the following combination of Citrix Cloud and Azure features:
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+ SAML for workspace authentication
« Citrix DaaS and HDX™ resource enumeration of resources published using AD domain-joined

VDAs

+ Entra ID domain-joined VDA resource enumeration

+ Azure hybrid domain-joined VDA resource enumeration
+ W365 Cloud PC enumeration and launch

Important:

Do not use this AAD SAML flow for SAML login to Citrix Cloud as this requires the Citrix Cloud ad-
min user to be a member of an AD group and therefore an AD user identity should be used. You

can find detailed instructions in SAML using Entra ID and AD identities for Workspace authenti-

cation

What’s best: AD identities or Entra ID identities?

To determine whether your workspace users should authenticate using either SAML AD or SAML Entra

ID identities:

1. Decide which combination of resources you intend to make available to your users in Citrix

Workspace.

2. Usethefollowingtable to determine which type of user identity is appropriate for each resource

type.

Resource type (VDA)

AD joined

Hybrid joined

Entra ID joined

Windows 365 Cloud
PCs

User identity when
signing in to Citrix
Workspace

AD, Entra ID imported
from AD (contains SID)
AD, Entra ID imported
from AD (contains SID)

Entra ID native user,
Entra ID imported
from AD (contains SID)
Entra ID native user,
Entra ID imported
from AD (contains SID)

Needs SAML identity
using Entra ID?

No. Use default SAML.

No. Use default SAML.

Yes, use SAML through
Entra ID.

Yes, use SAML through
Entra ID.

FAS provides single
sign-on (SSO) to VDA?

Yes

Yes, for AD as an
identity provider. FAS
isn’t required if Entra
ID is selected for VDA.
No

No
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User identity when

signing in to Citrix Needs SAML identity FAS provides single
Resource type (VDA) Workspace using Entra ID? sign-on (SSO) to VDA?
AD joined, Entra ID Entra ID imported Yes, use SAML through  Yes, for AD joined. No,
joined, Windows 365 from AD (contains SID)  Entra ID. for Entra ID joined and
Cloud PCs Windows 365 Cloud
PCs.

More information

« Citrix DaaS documentation:

« Machine identities
« Citrix HDX Plus for Windows 365

« Citrix FAS documentation: Install and configure
+ Microsoft Azure documentation: What is Entra ID Connect?

Requirements

« Your Entra ID tenant must be connected to your Citrix Cloud tenant. In the Citrix Cloud console,
you can find your existing Entra ID connection by selecting Identity and Access Management

> Authentication.

Or,

You can create a new Entra ID directory connection by selecting Identity and Access Management >
Authentication —> Add an identity provider —> Select Entra ID.

Identity and Access Management

Authentication Administrators APl Access Domains Recovery Device Posture

Set up the various ways you need your Citrix Cloud administrators and Citrix Workspace subscribers to sign in.

Azure Active Directory
Admin Sign-in URL; https:/citrix.cloud.com/go/

® Connected wen

Important:

You must connect the same Entra ID tenant where you intend to create the new SAML application

which will use AAD identities.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 313


https://docs.citrix.com/en-us/citrix-daas/install-configure/machine-identities.html
https://docs.citrix.com/en-us/citrix-hdxplus-w365
https://docs.citrix.com/en-us/federated-authentication-service/current-release/install-configure.html
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/whatis-azure-ad-connect

Citrix Cloud™

+ The workspace authentication method must be set to SAML 2.0. Don’t use Entra ID as the au-
thentication method. To change the workspace authentication method, go to Workspace Con-
figuration > Authentication in the Citrix Cloud console.

+ The UPN suffix @yourdomain.commust be imported and verified within Entra ID as a custom
domain name. In the Azure portal, this is located under Entra ID > Custom Domain Names.

+ Entra ID user identities must be imported from AD using Microsoft Entra ID Connect. This en-
sures user identities are correctly imported and have the correct UPN suffix. Entra ID users with
@yourtenant.onmicrosoft.comUPN suffixes aren’t supported.

« Citrix FAS must be deployed and connected to the Citrix Cloud tenant and resource lo-
cation. FAS provides single sign-on to HDX desktops and applications that are launched
from Citrix Workspace. You don’t have to configure AD shadow accounts because the UPN
user@customerdomain for both the AD and Entra ID user identities must match. FAS
generates the necessary user certificates with the correct UPN and performs a smart card
sign-in when HDX resources are launched.

Configure the custom Entra ID Enterprise SAML application

By default, the behavior for SAML sign-in to workspaces is to assert against an AD user identity. The
cip_directory SAML attribute is a hardcoded string value that’s the same for all subscribers and acts
as a switch. Citrix Cloud and Citrix Workspace detect this attribute during sign-in and trigger SAML to
assert against the Entra ID version of the useridentity. Usingthe azuread parameter with this attribute
overrides the default SAML behavior, this causes the Workspace user to be authenticated using their
Entra ID identity instead of their AD identity.

Although the steps in this section are for Entra ID, you can create a similar SAML application using a dif-
ferent SAML 2.0 provider (for example, ADFS, Duo, Okta, OnelLogin, PingOneSSO, and so on), provided
you perform the same tasks. Your SAML provider must allow you to configure a hardcoded SAML at-
tribute (cip_directory = azuread) within the SAML application. Simply create the same SAML attribute
mappings as described in this section.

1. Signin to the Azure portal.

2. From the portal menu, select Entra ID.

3. From the left pane, under Manage, select Enterprise Applications.
4. From the command bar in the working pane, select New Application.

5. From the command bar, select Create your own application. Don’t use the Citrix Cloud SAML
SSO enterprise application template. The template doesn’t allow you to modify the list of claims
and SAML attributes.

6. Enter a name for the application and then select Integrate any other application you don’t
find in the gallery (Non-gallery). Click Create. The application overview page appears.
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7. From the left pane, select Single sign-on. From the working pane, select SAML.

8. In the Basic SAML Configuration section, select Edit and configure the following settings:

a) In the Identifier (Entity ID) section, select Add identifier and then enter the value asso-
ciated with the region in which your Citrix Cloud tenant is located:

+ For European Union, United States, and Asia-Pacific South regions, enter https:

+ For the Japan region, enter https:
+ For the Citrix Cloud Government region, enter https:

b) Inthe Reply URL (Assertion Consumer Service URL) section, select Add reply URL and
then enter the value associated with the region in which your Citrix Cloud tenant is located:

« For European Union, United States, and Asia-Pacific South regions, enter https:

+ Forthe Japan region, enter https:
« For the Citrix Cloud Government region, enter https:

c) Inthe Logout URL (Optional) section, enter the value associated with the region in which
your Citrix Cloud tenant is located:

+ For European Union, United States, and Asia-Pacific South regions, enter https:
+ For the Japan region, enter https:

+ For the Citrix Cloud Government region, enter https:

d) From the command bar, select Save.

9. In the Attributes & Claims section, select Edit to configure the following claims. These claims
appear in the SAML assertion within the SAML response.

a) For the Unique User Identifier (Name ID) claim, update the default value to be user.

localuserprincipalname.
b) From the command bar, select Add new claim.
c) In Name, enter cip_directory.
d) In Source, leave Attribute selected.

e) In Source attribute, enter azuread. This value appears in quotation marks after you enter

it.
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Home » Attributes & Claims >

Manage claim X
E save X Discard changes 9\7 Got feedback?

Mame * | cip_directory \/|
Mamespace | Enter a namespace UR \/|

~ Choose name format

Source * @ Attribute O Transformation (:) Directory schema extension (Preview)
Source attribute * | Select from drop down or type a constant Y |
| azuread |

~ Claim conditions

"azuread”
v Advanced SAML claims options

f) From the command bar, select Save.

g) Create additional claims with the following values in the Name and Source attribute

fields:
Name Source attribute
cip_fed_upn user.localuserprincipalname
displayName user.displayname
givenName user.givenname
familyName user.surname

Manage claim

& save X Discard changes 27 Got feedback?

Name * [ cip_fed_upn

Namespace [ Enter a namespace URI

v Choose name format

Source * @ Attribute O Transformation O Directory schema extension

Source attribute * i user.localuserprincipalname

|

user.localuserprincipalname

\/  Claim conditions

v Advanced SAML claims options
user.lockoutDuration (extension_28fd99833eb24cd695ad7472b0d8d91e_lockoutDuration)

user.lockoutThreshold (extension_28fd99833eb24cd695ad7472b0d8d91e_lockoutThreshold)
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Important:

You can create these additional claims by either repeating Steps b-f for each claim or
by modifying the default claims in the Additional claims section that already have
the source attributes listed in the table above. The default claims include the name-
spacehttp://schemas.xmlsoap.org/ws/2005/05/identity/claims.

If you modify the default claims, you must remove the namespace from each claim.
If you create new claims, you must delete the claims that include the namespace. If
claims with this namespace are included in the resulting SAML assertion, the asser-
tion will be invalid and will include incorrect SAML attribute names.

h) In the Additional claims section, for any remaining claims with the http: //schemas
.xmlsoap.org/ws/2005/05/identity/claims namespace, click the ellipsis (...
) button and click Delete.

Additional claims
Claim name Type Value
cip_fed_upn SAML useruserprncipalname
givenname SAML user.givenname
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail i Delete
surname SAML usersurname

When finished, the Attributes & Claims section appears as illustrated below:

e Attributes & Claims

& Edit
cip_directory "azuread"
displayName user.displayname
cip_fed_upn user.localuserprincipalname
givenName user.givenname
familyName user.surname
Unique User Identifier user.localuserprincipalname

10. Obtain a copy of the Citrix Cloud SAML signing certificate using this third party online tool.

11. Enter https://saml.cloud.com/saml/metadata into the URL field and click Load.
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Metadata certificate extract

Extract certificates from SAML and WS-Federation Metadata

Information v

Extract certificates from URL

URL  https://saml.cloud.com/saml/metadata

Extract certificates from file

Browse...  No file selected.
Extracted certificate

samlsigning.cloud.com

A
Usage: SAML SP signing
12. Scroll to the bottom of the page and click Download.

Serial Number Hex 059a789b28aff8a0145d4f1029¢cd36c6 (]
Signature Algorithm SHA256withRSA ]
Subject CN=samlsigning.cloud.com (]

O=Citrix Systems, Inc.

L=Fort Lauderdale

ST=Florida

Cc=Us
Subject Alternative dns: samlsigning.cloud.com |
Thumbprint 2fdac19a3d8596fc20e825cb5f32c50d89e2e67b G
Thumbprint Algorithm RSA-SHAT 0
Valid from 2023-06-05T00:00:00.000Z D
Valid to 2024-07-05T23:59:59.000Z 0
Version 3 (]

B 90% gy O %

samlsigning.cloud.com.cer 0
ﬂ Open File

13. Configure the Entra ID SAML application Signing Settings.

14. Upload the production SAML signing certificate obtained in step 10 within the Entra ID SAML
application.

« Enable Require verification certificates.
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Verification certificates X

@ Requiring verification certificates will impact certain admin and end-user experiences, such as the Single sign-on testing feature, and the X
My Apps and M365 app launcher experiences.

Learn more (4

Verification certificates are used to verify requests coming from this application to Microsoft Entra ID.
Learn more 2

Require verification certificates ()

Allow requests signed with RSA-SHA1 () D

1 Upload certificate Upload the Citrix Cloud SAML Signing Certificate
Thumbprint Key Id Start date Expiration date
2EAD30B3A07BBD09D21617... 9f9687f2-d6c3-4173.. 06/04/2023, 17:09 06/04/2026, 17:09
SAML Certificates
Token signing certificate £ Edit
Status Active
Thumbprint 2EAD30B3A07BBD09D216172135B31CBFA4202267
Expiration 06/04/2026, 17:09:03
Notification Email )
App Federation Metadata Url https://login.microsoftonline.com/3ea .M
Certificate (Base64) Download
Certificate (Raw) Download
Federation Metadata XML Download
Verification certificates (optional) f Edit
Required Yes
Active 0
Expired 1
Troubleshooting

1. Verify your SAML assertions contain the correct user attributes using a SAML networking tool,
such as the SAML-tracer browser extension.

2. Locate the SAML response shown in yellow and compare to this example:

POST https://login.microsoftonline.com/kmsi
h mi |

GET https:/llogin.microsoftonline.com/favicon.ico
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3. Click on the SAML tab in the bottom pane to decode the SAML response and view as XML.

4. Scroll to the bottom of the response and verify that the SAML assertion contains the correct
SAML attributes and user values.

HTTP Parameters SAML Summary

<Conditions NotBefore="2025-01-07T12:19:82.866Z"
NotOnOrAfter="2025-01-07T713:24:02.866Z"
>
<AudienceRestriction>
<Audience>https://saml.cloud .com/ </Audience>
</AudienceRestriction>
</Conditions>
<AttributeStatement>
<Attribute Name="http://schemas.microsoft.com/identity/claims/tenantid"
NameFormat="urn:oasis:names:tc:SAML:2.0@:attrname-format:uri”
>
<Attributevalue> </Attributevalue>
</Attribute>
<Attribute Name="http://schemas.microsoft.com/identity/claims/objectidentifier"
NameFormat="urn:oasis:names:tc:SAML:2.@:attrname-format:uri”
>
<Attributevalue> </Attributevalue>
</Attribute>
<Attribute Name="http://schemas.microsoft.com/identity/claims/identityprovider"
NameFormat="urn:oasis:names:tc:SAML:2.@:attrname-format:uri"
>
<Attributevalue>https://sts.windows.net/ /</Attributevalue>
</Attribute>
<Attribute Name="http://schemas.microsoft.com/claims/authnmethodsreferences"
NameFormat="urn:oasis:names:tc:SAML:2.@:attrname-format:uri"
>
<Attributevalueshttp://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/password</Attributevalues
</Attribute>
<Attribute Name="cip_directory">
<AttributeValue>azuread</AttributeValue>
</Attribute>
<Attribute Name="displayName">
<Attributevalue> </Attributevalue>
</Attribute>
<Attribute Name="firstName"s>
<Attributevalue> </Attributevalue>
</Attribute>
<Attribute Name="lastName">
<Attributevalue: </Attributevalue>
</Attribute>
<Attribute Name="cip_fed_upn">
<Attributevalue> ] .com</Attributevalue>
</Attribute>
</AttributeStatement>
<AuthnStatement AuthnInstant="2025-01-07712:24:01.191Z"
SessionIndex="_c84f3c5d-94d1-4220-8da8-faa6c5125400"

>
<AuthnContext>
<AuthnContextClassRef>urn:ocasis:names:tc:SAML:2.0:ac:classes:Password</AuthnContextClassRef>
</AuthnContext>
</AuthnStatement>
</Assertion>
</samlp:Response>

If your subscribers still can’t sign in to their workspace, contact Citrix Support and provide the follow-
ing information:

SAML-tracer capture

.

Date and time the sign-in to Citrix Workspace failed
The affected user name

The caller IP address of the client computer that you used to sign in to Citrix Workspace. You
can use a tool like https://whatismyip.com to get this IP address.
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Configure the Citrix Cloud SAML connection

All Citrix logon flows need to be Service Provider initiated using either a Workspace URL or a Citrix
Cloud GO URL.

Use the default recommended values for the SAML connection within Identity and Access Manage-
ment > Authentication > Add an identity provider > SAML.

Obtain the Entra ID SAML application SAML endpoints from your Entra ID portal to enter into Citrix
Cloud.

Citrix Cloud SAML SSO Production | SAML-based Sign-on

Enterprise Application

¢ « 1 Upload metadata file ) Change single sign-on mode est this app! s 27 Got feedback?

£ Overview e SAML Certificates

Deployment Plan
Token signing certificate

Edit
# Diagnose and solve problems Status Active j '
© Manage Thumbprint 2EAD30B3A07BBD09D216172135B31CBFA4202267
9 Expiration 06/04/2026, 17:09:03
11! Properties Notification Email .onmicrosoft.com
App Federation Metadata Url [ https://login.microsoftonline.com/3eae2746-28b7 ... [y
A& Owners .
Certificate (Base64) Download |
4L, Roles and administrators Certificate (Raw) Download
Federation Metadata XML Download
A& Users and groups
‘:’) Single sign-on Verification certificates (optional) f Edit
2 Provisioning Required Yes
Active 1
C  Self-service Expired 0
Custom security attributes
> Security o Set up Citrix Cloud SAML SSO Production
> Activity You'll need to configure the application to link with Microsoft Entra ID.
> Troubleshooting + Support Login URL i https://login.microsoftonline.com/: .. O
Microsoft Entra Identifier i https://sts.windows.net/ .. D I
Logout URL l https://login.microsoftonline.com/ T, l

Entra ID SAML endpoint examples to be used within the Citrix Cloud SAML connection
Important:

EntralD SSO and Logout SAML endpoints are the same URL.

In this field in Citrix Cloud Enter this value

Entity ID https://sts.windows.net/<
yourEntraIDTenantID>

Sign Authentication Request Yes
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In this field in Citrix Cloud

SSO Service URL

SSO Binding Mechanism
SAML Response
Authentication Context

Logout URL

Sign Logout Request
SLO Binding Mechanism

Enter this value

https:

HTTP Post
Sign Either Response Or Assertion
Unspecified, Exact

https:

Yes

HTTP Post

SAML using Entra ID for Guest and B2B identities for workspace

authentication

January 29, 2026

Author:

Mark Dear, Javier Lopez Santacruz

It is essential you understand whether B2B SAML is appropriate for your authentication use case be-

fore following this article. Read the use case descriptions and FAQ thoroughly before deciding to im-

plement this particular special case SAML solution. Before proceeding, make sure you fully under-

stand the scenarios where B2B SAML is appropriate and which types of identities you need to use.

Prerequisites

« FrontEnd users within your SAML provider.

A SAML application specifically configured for use with B2B SAML that only sends cip_upn for
authentication within the SAML assertion.

+ A resource location containing a pair of Citrix Cloud™ connectors joined to the AD forest and

domain where the AD shadow accounts are created.

Backend AD shadow accounts with matching UPNs.

Either use the implicit UPN or add an alternative UPN suffix added to the backend AD forest
where the AD shadow accounts are created.
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« DaaS or CVAD resources mapped to the AD shadow account users.
« One or more FAS servers linked to the same resource location.

FAQ
Why should | use B2B SAML?

It is very common for large organisations to invite contractors and temporary employees into their
identity platform. The goal is to grant the contractor temporary access to Citrix Workspace™ using
the user’s existing identity such as a contractor email address, or an email address outside of your
organisation. B2B SAML allows the use of native or guest frontend identities that do not exist inside
the AD domain where DaaS resources are published.

What is B2B SAML?

AD Attribute Default Attribute Name in the SAML Assertion
userPrincipalName cip_upn

Mail cip_email

objectSID cip_sid

objectGUID cip_oid

The other three AD user attributes objectSID, objectGUID, and mail required for authentication are ob-
tained using the Citrix Cloud connectors joined to the AD domain where the AD shadow account exists.
They no longer need to be included in the SAML assertion during a SAML sign-in flow for Workspace
or Citrix Cloud.

AD Attribute Default Attribute Name in the SAML Assertion
userPrincipalName cip_upn
Important:

It is still necessary to send the displayName for all SAML flows including B2B SAML. The dis-
playName is required by the Workspace Ul to correctly show the Workspace user’s full name.
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What is a native SAML user identity?

A native SAML user is a user identity that only exists within your SAML provider directory, e.g. Entra
ID or Okta. These identities do not contain on-prem user attributes as they are not created via AD
synching tools like Entra ID Connect. They require matching AD backend shadow accounts to be able
to enumerate and launch DaaS resources, the native SAML user must be mapped to a corresponding
account within Active Directory.

Diésplary nama | User principal namre Uner type On-premises vy Identitie Camparny nama
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£ Editproperties  [1] Delete () Refresh

Crvetview Monitonng Properties

€1, Reset password () Revoke sessions

1 Manage view & Got feedback?

Identity & Contact Information &

Display name Contractor User Street address

First namae Contractor City

Last narme User State or province

User principal namae contractoruse @ anmicrosoftcom [ ZIF or postal code

Object ID 12a8bcbd 10f82esctodn [y Country or region

Identities onmicrosofi.com Business phone

User type Member Mobile phone

Creation type Ermail

Created date time 18 Apr 2024, 1412 Othor smails

Last password change date time 18 Apr 2024, 1412 Proxy addresses

Mivitation state Fax number

External user state change date _. 1M addresses

Assignad licenses View Mail nickname Contraclonuses

Password policies Parental controls &

Passward profile View

Proferred languags Age group

Sign in sessions valid from date . 18 Apr 2024, 1412 Consant provided for minor

Authorization info View Legel g0 group classifiation

Jab Information & Sattings

Job tithe Account enabled Wt

Company name Usage location
Preferred data location

Department

Employes ID On-premises &

Employee type On-premises sync enabled No

Employee hire date On-premises last sync date time

Employas asg data On-premises distinguished name

Office location Extonsion attributes

Rinnager On-premises immutable ID

Sponsors On.promises provisioning errors
On-premises SAM account name
On-premises security identifier
On-premises user principal mame
On-premises domain name
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What is a B2B user imported from another Entra ID tenant?

AB2B user is an Entra ID user which exists as a member inside Entra ID tenant 1 and is invited to other
EntraID tenants such as Entra ID tenant 2 as a guest user. The B2B SAML app is configured inside Entra
ID tenant 2 and is connected to Citrix Cloud as a SAML IdP. B2B users require matching AD backend
shadow accounts to be able to enumerate and launch DaaS resources. The B2B user must be mapped
to a corresponding shadow account within Active Directory.

Refer to Microsoft documentation for details of B2B users and how to invite member users from other
Entra ID tenants into your Entra ID tenant as guest users.

Overview: B2B collaboration with external guests for your workforce
Properties of a Microsoft Entra B2B collaboration user

What is an AD backed SAML user identity?

An AD backed SAML user is a user identity that exists within your SAML provider directory like Entra ID
or Okta and also within your on premise AD forest. These identities contain on-prem user attributes
as they are created via AD synching tools like Entra ID Connect. AD backend shadow accounts are not
required for these users as they contain on premise SIDs and OIDs and so can enumerate and launch
DaaS resources published using AD domain joined VDAs.

B oeplsyrame Liver principal name 1 Uner bype Or-promne vy Mentitam Cosmpany rame
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& Edtpropercas 8] Delete ) Relresh T Rewet pastwerd 5 Porwoke sessions 0 Banage v b Got leedback?
Crewraiew Manitoring Properties
4 4
kdentity & Comtact Information &
Displary mares Employes User Skrewt addeess
First name Employes oy
LSt Fars U SLate of provinog
Uk primcipal name smployeuisnd com [ B or postal code
Object ID oiabdz13- bas1d Y Countiy oF fegian
ey iy Busingis phorss
U Eypoe Ml Mobile phone
Creation type Ermall
Dby emasls

Created date time
Last paswword change dabe time
imitathoen state

Extirnal uiid state changs dat_.

19 Apr 2024 0923
19 Apr 2024£ 0923

Prooy sddreszes
Find muimbser

M addresiess

Assigned Bcenses Bl i i T Fmpligbiuier
Pazyword policied Parental congrals n.<
Pasyword profile
Age group
Prefermed language
Consent provided for minor
Sign in sessions vald from dat.. 19 Apr 2028, 0523
Legal roup cassification
Authsorization info reage
. SHings &
Jobs Ieledmation &
Acoount enabled o5
Fohe lithe
Usage location
Comguny namse
Prefered data locstion
Depariment
Emplcryes 1D On-premiges &
Employes Type On-premises syne enabled Ve
Empicyes hire date On-premises Last sync date tme 19 Apr 2004, 0923
Emplenies ong data On-premises distinguished name OH=Employee User, CRzUsers DOz pc=com [
Officie kescalion .
Extendion atirfuted
[
kel Sn-premises mmutabls 10 ad iF =
WAEF Y
e On-premises provisioning emors
On-premises SAM acoount name  employeeuser
On-premises security kentifler 5-1-5-21- nan Iy
Cn-premises user principal name employeeuiend wem [y
M-I DOFEn nams e

What is a FrontEnd Identity?

A frontend identity is the identity used to sign-in to both the SAML provider and Workspace. Fron-
tend identities have different user attributes depending on how they were created within the SAML
provider.

1. Native SAML user identity
2. AD backed SAML user identity

Your SAML provider may have a mixture of these two types of identities. For example, if you have
both contractors and permanent employees within your identity platform, the B2B SAML will work
for both types of Frontend identities but is only mandatory if you have some accounts that are of type
native SAML user identity.
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FrontEnd Identity

Native SAML AD Backed SAML
. . Identity user identity
SAML Identity Provider 3 T
On-Prem AD Linked by SAML identity created by AD sync
matching UPN ! tool such as AD Connect
¥
Backend AD AD On-Prem User

Shadow Account Identity

What is a Backend AD shadow account?

A backend AD shadow account is an AD account used by DaaS, which is mapped to a corresponding

frontend identity within your SAML provider.

Why are Backend AD shadow accounts needed?

In order to enumerate DaaS or CVAD resources published using AD domain joined VDAs, AD accounts
within the Active Directory forest that the VDAs are joined to are required. Map resources within your
DaaS delivery group to shadow account users, and to AD groups containing shadow accounts within
the AD domain which you joined your VDAs to.

Important:

Only native SAML users with no AD Domain attributes require matching AD shadow accounts. If
your FrontEnd Identities are imported from Active Directory then you do not need to use B2B
SAML, and do not need to create Backend AD shadow accounts.

How do we link the FrontEnd Identity to the corresponding Backend AD shadow account?

The method used to link the FrontEnd identity and the Backend identity is by using matching UPNs.
The two linked identities should have identical UPNs so that Workspace can tell that they represent
the same end user that needs to signin to Workspace, and to enumerate and launch DaaS resources.

Important

A single frontend identity can only be mapped to a single backend identity in one AD forest/do-
main. Enumeration of DaaS resources will occur using just one SID value obtained from the AD
shadow account lookup performed by the correct Citrix Cloud connectors. You cannot create a
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one to many relationship using a single frontend user which matches multiple AD shadow ac-
counts with the same UPN suffix. The backend AD shadow account should exist only within a
single AD forest/domain.

Supported using unambiguous UPN matching between Frontend and Backend identities
FrontEnd User (user@yourforest.com) > Backend User in AD Forest 1 (UPN
user@yourforest.com)

Unsupported as there is UPN ambiguity when attempting to match one Frontend to one
Backend identity

FrontEnd User (user@yourforestl.com) > Backend User in AD Forest 1 (UPN
user@yourforestl.com) > Backend User in AD Forest 2 (UPN user@yourforestl.
com)

Is Citrix FAS needed for B2B SAML?

Yes. FAS is required for SSON to the VDA during launch when using any federated authentication
method to sign in to Workspace.

What is the “SID mismatch problem”and when can it occur?

The “SID mismatch problem”is caused when the SAML assertion contains a SID for a FrontEnd user,
which does not match the SID of the AD Shadow Account user. This can happen when the account
signing into your SAML provider has an on premise SID, which is not the same as the shadow account
user’s SID. This can only occur when the Frontend identity is provisioned by AD synchronisation tools
like Entra ID Connect and from a different AD Forest than where the shadow account was created.

B2B SAML prevents the “SID mismatch problem”from occurring. The correct SID is always fetched
for the shadow account user via the Citrix Cloud connectors joined to the backend AD domain. The
shadow account user lookup is performed using the UPN of the FrontEnd user, which is then matched
to its corresponding backend shadow account user.

Example of the SID Mismatch Problem:
FrontEnd user was created by Entra ID Connect and is synced from AD forest 1.
S-1-5-21-000000000-00000000CO0-0O0CCOOOCO1-0001

Backend shadow account user was created within AD forest 2 and mapped to DaaS resources
S-1-5-21-000000000-00000000C0-000CO00OEE2-0002

The SAML assertion contains all four cip_* attributes and cip_sid contains the value S-1-5-21-000000000-00¢
, which does not match the shadow account’s SID and triggers an error.
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Configure the B2B SAML Application within Entra ID for external guest accounts

=

. Sign-in to the Azure portal.

2. From the portal menu, select Entra ID.

3. From the left pane, under Manage, select Enterprise Applications.
4. Select Create your own application.

5. Enter a suitable name for the SAML application such as Citrix Cloud SAML SSO
Production B2B SAML UPN Only.

Create your own application X

F{j Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

‘ Citrix Cloud SAML SSO Production B2B SAML UPN Only v

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra ID (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

6. From the left navigation pane, select Single sign-on and from the working pane, click SAML.

7. In the Basic SAML Configuration section, click Edit and configure the following settings:

a) In the Identifier (Entity ID) section, select Add identifier and then enter the value asso-
ciated with the region in which your Citrix Cloud tenant is located:

« For Europe, United States, and Asia-Pacific South regions, enter https://saml.
cloud.com.

« Forthe Japanregion, enter https://saml.citrixcloud.jp.

+ For the Citrix Cloud Government region, enter https://saml.cloud.us.

b) Inthe Reply URL (Assertion Consumer Service URL) section, select Add reply URL and
then enter the value associated with the region in which your Citrix Cloud tenant is located:
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+ For Europe, United States, and Asia-Pacific South regions, enter https://saml.
cloud.com/saml/acs.

+ Forthe Japan region, enter https://saml.citrixcloud.jp/saml/acs.

« For the Citrix Cloud Government region, enter https://saml.cloud.us/saml
jacs.

¢) Inthe Sign on URL section, enter your Workspace URL.

d) Inthe Logout URL (Optional) section, enter the value associated with the region in which
your Citrix Cloud tenant is located:

« For Europe, United States, and Asia-Pacific South regions, enter https://saml.
cloud.com/saml/logout/callback.
+ For the Japan region, enter https://saml.citrixcloud.jp/saml/logout

/callback.
« For the Citrix Cloud Government region, enter https://saml.cloud.us/saml
/logout/callback.
e) From the command bar, click Save. The Basic SAML Configuration section appears as
follows:
Basic SAML Configuration 2 Edit
Identifier (Entity ID) https://saml.cloud.com,
Reply URL (Assertion Consumer Service URL)  https://saml.cloud.com/saml/acs
Sign on URL Optional
Relay State (Optional) Optional
Logout Url (Optional) https://saml.cloud.com/saml/logout/callback

8. Inthe Attributes & Claims section, click Edit to configure the following claims. After SAML app
creation, configure the following attributes.

a) For the Unique User Identifier (Name ID) claim, set the Name Identifier Format to be un-
specified and its source attribute asuser.localuserprincipalname.

b) For cip_upn claim, leave the default value of user.localuserprincipalname.
c) FordisplayName, leave the default value of user.displayname.

d) For givenName claim, update the default value to be user. givenname.

e) For familyName claim, update the default value to be user . surname.

f) In the Additional claims section, for any remaining claims with the http://schemas
.xmlsoap.org/ws/2005/05/identity/claims namespace, click the ellipsis (...
) button and click Delete. No need to include these claims as they are duplicates of the
above user attributes.

When finished, the Attributes & Claims section appears as illustrated below:
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e Attributes & Claims
& Edit
cip_upn user.localuserprincipalname
givenName user.givenname
familyName user.surname
displayName user.givenname
Unique User Identifier user.localuserprincipalname

g) Obtain a copy of the Citrix Cloud SAML signing certificate using this third party online tool.

h) Enterhttps://saml.cloud.com/saml/metadatainthe URL field and click Load.

Metadata certificate extract

Extract certificates from SAML and Wh-Federation Metadata

Infoerratson b

Extracy oertificates fram LIRL s

UBL g/ fsaml cloud comysaml/metadata m

Extract certificates from file

Briomrie M file celeciad
Extracted certificate

samisigning.clowd com
Unager TAMIL 5 mgring

9. Scroll to the bottom of the page and click Download.

Senal Number Hex 059875 2 0aifaa0n 45440 100G d 36t
Signature Algorithm SHAZ SraithRSA
Subject N = samisigring cloud com
O Citrin Systems, Inc
LuFert Lauderdale
ST=Florida
Csls
Subgect Alerruatneg dr: jamliigreng cloud cam
Thurrspriet 2fclaec 1903485560 200825051320 5048 2eETE

Thumibpriet Algerithen  RSA-SHA1

Valid from 2023 -06-05TO00000 D00Z
Valhd 1o 2024-07-05T23 5% 59 0007
Verson 3

[ abowked ]
B 9% ¥ ® ¥

samlsigning.cloud.com.cer o
\ .
| a Open File
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10. Configure the Entra ID SAML application Signing Settings.

11. Upload the production SAML signing certificate obtained in step 10 within the Entra ID SAML
application

a) Enable Require verification certificates.

Verification certificates X

@ Requiring verification certificates will impact certain admin and end-user experiences, such as the Single sign-on testing feature, and the X
My Apps and M365 app launcher experiences.

Learn more @

Verification certificates are used to verify requests coming from this application to Microsoft Entra ID.
Learn more @

Require verification certificates O |

Allow requests signed with RSA-SHA1T D

1 Upload certificate

Thumbprint Key Id Start date Expiration date
459e9491-583d-41e... 24/07/2025, 14:51 24/07/2026, 14:51
Certificate (Base64) Download
Certificate (Raw) Download
Federation Metadata XML Download
Verification certificates (optional) / Edit
Required Yes
Active 1
Expired 0

Configure the Citrix Cloud B2B SAML Connection

By default, Citrix Cloud will expect cip_upn, cip_email, cip_sid and cip_oid to be present in the SAML
assertion and will fail the SAML sign-in if these attributes are not sent. To prevent this, remove the
checks for these attributes when you create your new SAML connection.

1. Create a new SAML connection using the default settings.

2. Navigate to the SAML Attribute Mappings Configuration section at the bottom and make
changes before saving the new SAML configuration.

3. Remove the SAML attribute name from each of the cip_email, cip_sid, and cip_oid fields.

4. Do not remove cip_upn from its field.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 333



Citrix Cloud™

5. Donotremove any other attributes from their respective fields. The displayName is still needed
by the Workspace Ul and should not be changed.

Attribute name for Security Identifier (SID): ()

Attribute name for User Principal Name (UPN): (&

cip_upn

Attribute name for Email: ()

Attribute name for AD Object Identifier (OID): (i)

T

Configure your AD Shadow Account Resource Location and Connectors

A resource location and connector pair within the backend shadow account AD forest are required.
Citrix Cloud requires connectors within this AD forest to look up shadow account user identities and
attributes such as cip_email, cip_sid, and cip_oid when only cip_upn is provided directly within the
SAML assertion.

1. Create a new Resource Location which will contain Citrix Cloud connectors joined to the back-
end shadow account AD forest.

SHADDWACCOUNTFOREST.COM

[ i i 4

2. Name the Resource Location to match the AD forest, which contains the backend AD shadow
accounts you wish to use.

3. Configure a pair of Citrix Cloud connectors within the newly created resource location.

For example
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ccconnectorl.shadowaccountforest.com
ccconnector2.shadowaccountforest.com

Configure FAS within the Backend AD Forest

Contractor Frontend users will definitely require FAS. During DaaS launches contractor users will not
be able to manually enter windows credentials to complete the launch as they will likely not know the
AD shadow account password.

1. Configure one or more FAS servers within the backend AD forest where your shadow accounts
were created.

2. Link the FAS servers to the same Resource Location that contains a pair of Citrix Cloud connec-
tors joined to the backend AD forest where your shadow accounts were created.

LOM

Configure alternative UPN Suffixes within your AD Domain
Important:

A UPN is not the same as the users email address. In many cases they are the same value for
ease of use, but UPN and email can often have different values and are defined in different active
directory attributes and within different Entra ID user attributes. This solution depends on UPN
matching between frontend and backend identities and not email matching.

You can use the implicit UPN suffix for your domain if it is publicly routable in DNS or add a matching
alternative UPN suffix for every external FrontEnd user you wish to invite into your Okta or Entra ID
tenants. If AD uses yourdomain. local as the implicit UPN you will have to choose an alternative
UPN suffix like yourdomain. com. Entra ID will not allow you to add yourdomain. Loca'l within
Custom Domain Names.

For example, if you invite an external user contractoruser@hotmail.co.uk and you wish to
associate this with a backend AD shadow account contractoruser@yourforest.comthenadd
yourforest.comasanALT UPN Suffix within your AD forest.

Add Alternative UPN Suffixes in Active Directory using Active Directory Domains and Trusts Ul

1. Signin to a domain controller within your backend AD forest.
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2. Open the Run dialog, and then type in domain.msc, and then click OK.

3. Onthe Active Directory Domains and Trusts window, right-click Active Directory Domains and
Trusts, and then select Properties.

4. Onthe UPN Suffixes tab, in the Alternative UPN Suffixes box, add an alternative UPN suffix, and
then select Add.

28 Active Directory Dornaing snd Trusts - a x

File Actiocn View Help

= = T ] @ = | H

22, Active Directory Domains and Trasts] | pame Tupe Actions

& o Change Forest... Active Directory Dorains and Trusts [ DC01-2016.e... =
'Change Active Directory Domain Contreller... Mare Actions ¥
Operations Master...
Raise Forest Functional Level...
Wit »
Refrech
Export List.
e[ Properties
Hglp
5. Click OK.

Manage your Backend AD Forest’s UPN Suffixes using PowerShell

You may need to add a large number of new UPN suffixes to your backend AD forest in order to create
the necessary shadow account UPNs. The number of alternative UPN suffixes you will be required to
add to your backend AD forest will depend on how many different external users you choose to invite
into your SAML Provider tenant.

Here is some PowerShell to achieve this if a large number of new alternative UPN suffixes need to be
created.

# Get the 1list of existing ALT UPN suffixes within your AD Forest
(Get-ADForest) .UPNSuffixes

# Add or remove ALT UPN Suffixes
$NewUPNSuffixes = @("yourforest.com","externalusers.com")

# Set action to "add" or "remove" depending on the operation you wish
to perform.

$Action = "add"

foreach($NewUPNSuffix in $NewUPNSuffixes)

{

Get-ADForest | Set-ADForest -UPNSuffixes @{
SAction=$NewUPNSuffix }
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Configure an AD Shadow Account within your Backend AD Forest

1. Create a new AD shadow account user.

2. The AD forest implicit UPN such as yourforest.local is selected by default for new AD
users. Select the appropriate alternative UPN suffix you created earlier. For example, select
yourforest.comas the shadow account user’s UPN Suffix.

Mew Object - User x

& Createin:  wasaad.com/lsers

First name: |Currt|—.:|dur | Initials:
Last name: |Llser
Full name: |Currt|—.:|ctur |ser

IUser logon name:

J UL

contractoruser | (= Ccom
= |.ong
User logon name {pre-Windows 2000} Etest 1- COMm
N | [Etest - com
) e Com
< Back Mext = Cancel

The shadow account user’s UPN can also be updated through PowerShell.

Set-ADUser '"contractoruser" -UserPrincipalName "
contractoruser@yourforest.com"

Important

Windows AD PowerShell will allow you to create shadow account users with any UPN suffix
you specify even if that UPN suffix does not exist inside your AD forest. The alternative UPN
Suffix you wish to use must exist within the AD forest as the Citrix Cloud connectors depend
on this list to lookup the backend shadow account users. If the alternative UPN suffix does
not appear in the AD forest as per the screen shot above then Citrix Cloud will not be able
to match your frontend identity to an appropriate backend AD shadow account.

3. The shadow account user’s UPN should exactly match the external FrontEnd identity user’s
UPN.

4. Test the FrontEnd user’s sign in to Workspace.
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5. Verify all expected resources are enumerated in Workspace after the sign-in has succeeded. Re-
sources mapped to the AD shadow account should appear.

Configure the Guest Entra ID User UPN to match the AD Shadow Account UPN

When external guest users are invited to an Entra ID tenant, an auto generated UPN is created indi-
cating that the user is external. The external Entra ID user will be automatically assigned the @Entra
IDtenant.onmicrosoft.com UPN suffix, which is unsuitable for use with B2B SAML and will not match
your AD shadow account. This will need to be updated to match an imported DNS domain within
Entra ID and the alternative UPN suffix you created within your AD forest.

1. Import a Custom Domain into Entra ID that matches the alternative UPN suffix you added to

your AD forest.
¢ « Hﬁ Diagnose and solve problems O Refresh [TF Columns Rj Got feedback?
Ro Tel
@ Looking to move an on-premises application to the cloud and use Microsoft Entra Domain Services?
Admin Ini
% Delegated admin partners £ Search Y Add filter

i Enterprise applications
Devices Name Status

£, App registrations

.onmicrosoft.com ° Verified
{&) Identity Governance
| Application proxy .onmicrosoft.com ° Available
2] Custom security attributes com @ Verified

Licenses

>, Cross-tenant
¢ synchronization

Microsoft Entra Connec

k= Custom domain names

2. Inviteaguestusersuchascontractoruser@hotmail.co.ukandensuretheinvited gues
user accepts the Microsoft invitation to the Entra ID tenant.

Example external guest user UPN format generated by Microsoft.
contractoruser_hotmail.co.uk#EXT#@yourEntra IDtenant.onmicrosoft.

com

- . Fetrmail o uk FEXTH cnmaieaalt com Dusst M
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& com
Guest
i
User principal name gL Com :."‘_ Guoup memberships
Object 1D focd 10k ettte [y
* Applications
Created date tima 8 Wy 2024, 1546
Asigned roles
User type Guest i
Identities MicrosoftAroount Adrigred licenies
My Feed
Account status @ 020 nvitation @ BB collaboration
0 Enabled Irraitadion Mlate. Accepted Current wser id external
Edit Rl redemplaon status Corvert 1o mlernal user
Important:

Citrix Cloud and Workspace cannot use UPNs containing the # character for SAML authen-
tication.

3. Install the necessary Azure PowerShell Graph modules to allow you to manage Entra ID users.

Install-Module -Name "Microsoft.Graph" -Force
Get-InstalledModule -Name '"Microsoft.Graph"

4. Sign in to your Entra ID tenant using a global admin account and with the Directory.
AccessAsUser.All scope.

Important:

If you use a less privileged account or do not specify the Directory.AccessAsUser.
A1l scope you will not be able to complete Step 4 and update the Guest user’s UPN.

Connect-MgGraph -Scopes Directory.AccessAsUser.All

5. Update the Entra ID user with a UPN that matches the UPN you configured for your AD shadow
account.

$GuestUserId = (Get-MgUser -UserId "contractoruser_hotmail.co.uk#
EXT#@yourentraidtenant.onmicrosoft.com").Id

Update-MgUser -UserId $GuestUserId -UserPrincipalName "
contractoruser@your.com"

6. Get the entire list of external guest users within your Entra ID tenant (optional).
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¥ T Liner prin il rume Liner g On-premisr . | It Compary name

00000 g

Get-MgUser -filter "userType eq 'Guest'" | Select Id,DisplayName,
UserPrincipalName,Mail

7. Getthe Guest user identity that needs its UPN updated and then update its UPN suffix.

$GuestUserId = (Get-MgUser -UserId "contractoruser_hotmail.co.uk#
EXT#@yourEntra IDtenant.onmicrosoft.com").Id

Update-MgUser -UserId $GuestUserId -UserPrincipalName "
contractoruser@yourforest.com"

8. Check the Guest user identity can be found using its newly updated UPN.

Get-MgUser -UserId "contractoruser@yourforest.com"

Testing the B2B SAML Solution

Once all documented steps have been completed in AD, Citrix Cloud and your SAML provider then you
need to test the sign-in and verify that the correct list of resources are shown for the guest user within

Workspace.

Citrix recommends the use of the SAML-tracer browser extension for all SAML debugging. This exten-
sion is available for most common web browsers. The extension decodes Base64-encoded requests
and responses into SAML XML, which renders them human-readable.

c @ Firefox  about:addons

Find more add-ons

<> Recommendations Manage Your Extensions L
ﬂ Extensions
Enabled
; Themes
_& SAML-tracer (& & -
4 Plugins 5 e i ke

Example of a B2B SAML assertion using just cip_upn for authentication captured using SAML tracer.
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ibutevalue

cattribute Mame=“"http://schemas.

Attributevalue

https://sts

iame="http://schemas.

“http://schemas.

microsoft.com/identity/claims /tenantid™

Attributeval

microsoft.com/identity/claims/objectidentifier™

alue

microsoft.com/identity/claims/identityprovider®:

windows .net/f

e cip upn”
alue

s flames" 185 TN me
Attributevalue ¢ fattri

Attribute Mameés"firstMName":

ames “displayiame™ >

utevalues

Value cfattributevalues

="http://schemas . microsoft. com/claims/authneethodsreferences™

aluexhttp://schemas.microsoft.com/ws/2008,/86/1dent ity /authenticationmethod/

FrontEnd Identity Type Synched from AD | Has Connectors in AD Needs AD Shadow Account Login using Attribute
Internal AD Backed User in Shadow Yes Yes No UPN

Account Forest

Internal AD Backed User in Different Forest Yes No Yes UPN

Internal Native User No Not applicable Yes UPN

External Guest User No Not applicable Yes Email

1. Map the correct DaaS resources to AD backed and shadow account users or groups that contain

them.

2. Start the SAML tracer browser extension and capture the entire logon and logoff flow.

3. Loginto Workspace using the attribute specified in the table for the frontend user type you wish

to test.

Guest Entra ID user logon: The contractor user you invited to your Entra ID tenant as a guest

user has the email address contractoruser@hotmail.co.uk.

Enter the guest user’s email address when prompted by Entra ID.

OR

AD backed Entra ID user/Native Entra ID user logon: These Entra ID users will have UPNs in

the format of adbackeduser@yourforest.comornativeuser@yourforest.com.

Enter the user’s UPN when prompted by Entra ID.

4. Check the assertion only contains the cip_upn attribute for authentication and that it also con-

tains the displayName attribute required by the Workspace UI.

5. Check the user can see the required Daa$ resources in the UL.
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Troubleshooting the B2B SAML Solution
Wrong UPN being sent within the SAML assertion

Cause: This can only occur for B2B accounts imported from Entra ID tenant 1 into Entra ID tenant 2.
The wrong UPN can be sent within the SAML assertion when using B2B users imported from other
Entra ID tenants. If user.userprincipalname is used and the end user logs in with a B2B user
imported from another Entra ID tenant then the wrong value for cip_upn will be sent in the SAML
assertion. The value for cip_upn used in the SAML assertion will be from the source Entra ID tenant
which contains the B2B user asamember. Usinguser. localuserprincipalname ensuresthat
the value for cip_upn is taken from the Entra ID tenant with the B2B user invited as a guest.

Missing cip_* Attribute Errors

Unable to Process Your Request

Missing Saml Attribute: cip_oid

Transaction ID: 9fd916cb-5e83-4917-bBd2-c5d18ffbedde

Cause 1: The SAML attribute is not present in the SAML assertion but Citrix Cloud is configured to ex-
pect to receive it. You have failed to remove the unnecessary cip_* attributes from the Citrix Cloud
SAML connection within the SAML Attributes section. Disconnect and reconnect SAML to remove ref-
erences to the unnecessary cip_* attributes.

Cause 2: This error can also occur if there is no corresponding AD shadow account for the Citrix Cloud
connectors to look up in your backend AD forest. You may have correctly configured the frontend
identity but the backend AD shadow account identity with a matching UPN does not exist or cannot
be found.

Logon succeeds but no DaaS resources are shown after the user has logged into Workspace

Cause: This is most likely caused by incorrect frontend to backend identity UPN mappings.

Ensure the 2 UPNs for the frontend and backend identities exactly match and represent the same end
user that is logging into Workspace. Check that the DaaS delivery group contains mappings to the
correct AD shadow account users or AD groups that contain them.
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During Launch of Daa$S Resources FAS SSON to the AD domain joined VDAs is failing

When attempting to launch DaaS resources the Workspace end user is prompted to enter their win-
dows credentials within the GINA. Also Event ID 103 is appearing within the windows event logs on
your FAS servers.

[S103] Server [CC:FASServer] requested UPN [frontenduser@yourforest.com] SID S-1-5-21-000000000-00
, but lookup returned SID S-1-5-21-000000000-0000000000-0000000001-0002.
[correlation: cc#967472c8-4342-489b-9589-044a24ca57d1]

Cause: Your B2B SAML deployment is suffering from the “SID mismatch problem”. You have frontend
identities which contain SIDs from an AD forest which is different from the backend shadow account
AD forest.

Do not send cip_sid in the SAML assertion.

Logon fails for AD Backed Users when the same UPN suffix exists in multiple connected AD
forests

Citrix Cloud has multiple resource locations and connectors joined to different AD forests. Logon fails
when AD backed users imported into Entra ID from a different AD forest than the shadow accountAD
forest are used.

AD Forest 1issynched to EntraID to create frontend users with UPNs suchas frontenduser@yourforest
.com.

AD Forest 2 contains the backend shadow accounts with UPNssuchas frontenduser@yourforest
.com.

Cause: Your B2B SAML deployment is suffering from the “UPN ambiguity problem”. Citrix Cloud can-
not determine which connectors to use to look up the user’s backend identity.

Do not send cip_sid in the SAML assertion.
Your user’s UPN exists in more than one AD forest connected to Citrix Cloud.

Configure the Citrix Cloud SAML connection
All Citrix logon flows need to be Service Provider initiated using either a Workspace URL or a Citrix
Cloud GO URL.

Obtain the Entra ID SAML application SAML endpoints from your Entra ID portal to enter into Citrix
Cloud.
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Citrix Cloud SAML SSO Production | SAML-based Sign-on

Enterprise Application

£5 Overview e
Deployment Plan
# Diagnose and solve problems
' Manage

ill Properties

A& Owners

4, Roles and administrators

A& Users and groups

2 Single sign-on

@ Provisioning

C  Self-service

Custom security attributes

> Security o
> Activity

> Troubleshooting + Support

T Upload metadata file

") Change single sign-on mode 7= Test this application Rj Got feedback?

SAML Certificates

Token signing certificate

¢ Edit
Status Active
Thumbprint 2EAD30B3A07BBD09D216172135B31CBFA4202267
Expiration 06/04/2026, 17:09:03
Notification Email .onmicrosoft.com
App Federation Metadata Url [ https://login.microsoftonline.com/3eae2746-28b7 ... [
| Certificate (Base64) Download
Certificate (Raw) Download
Federation Metadata XML Download
Verification certificates (optional) 2 Edit
Required Yes
Active 1
Expired 0
Set up Citrix Cloud SAML SSO Production
You'll need to configure the application to link with Microsoft Entra ID.
Login URL l https://login.microsoftonline.com/: T}
Microsoft Entra Identifier l https://sts.windows.net/ ) l
Logout URL l https://login.microsoftonline.com/ T} l

Entra ID SAML endpoint examples to be used within the Citrix Cloud SAML connection

Use the default recommended values for the SAML connection within Identity and Access Manage-
ment > Authentication > Add an identity provider > SAML.

Important:

EntralD SSO and Logout SAML endpoints are the same URL.

In this field in Citrix Cloud

Enter this value

Entity ID

Sign Authentication Request

SSO Service URL

SSO Binding Mechanism
SAML Response

Authentication Context

https://sts.windows.net/<
yourEntraIDTenantID>

Yes

https://login.microsoftonline.com
/<yourEntralIDTenantID>/saml2

HTTP Post
Sign Either Response Or Assertion

Unspecified, Exact
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In this field in Citrix Cloud Enter this value

Logout URL https://login.microsoftonline.com
/<yourEntraIDTenantID>/saml2

Sign Logout Request Yes

SLO Binding Mechanism HTTP Post

Configure ADFS as a SAML provider for workspace authentication

January 29, 2026

Author:
Mark Dear

This article describes how to configure the relying party trust that Citrix Cloud™ requires for signing
in to Citrix Workspace™ or Citrix Cloud using SAML.

After you complete the steps in this article, you can configure the SAML connection between your
ADFS server and Citrix Cloud as described in Connect SAML as an identity provider in Citrix Cloud. For
guidance for entering the correct ADFS values for your SAML connection, see SAML configuration in
Citrix Cloud in this article.

Prerequisites

The instructions in this article assume that you have an operating ADFS server deployment with Cit-
rix FAS in your environment. Citrix FAS is required to provide single sign-on to VDAs during session
launch.

For more information, refer to the following articles:
+ Citrix FAS documentation:

« Install and configure
» ADFS deployment

« Citrix Tech Zone: Reference Architecture: Federated Authentication Service

Configure a relying party trust for Citrix Cloud

1. From the AD FS management console, expand the AD FS node in the left pane.
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2. Right-click Relying Party Trust and select Add Relying Party Trust.

G ADFS

§p File Action View Window Help
= xnm @
| ADFS Relying Party Trusts

| Service

Display Name

| Access Control Policies

~| Relying Party Trus 5
“| Claims Provider T Add Relying Paity Tnut... [

~| Application Grouj View >
New Window from Here

Refresh

Help

The Add Relying Party Trust wizard appears.

3. Select Claims aware and then select Next.

Gl Add Relying Party Trust Wizard

Welcome
Steps
Welcome to the Add Relying Party Trust Wizard
@ Welcome
Clai licati claims in security tokens to make authentication and
@ Seiect Data Source Iau'&tori::;im decisions. Nor;cel_airns;;ware applic:g'm ;reev-ilb_-b:;ded and :s\ejgms !
ntegrated Authentication in the internal network and can be published through W ication
@ g‘&ymmw Proxy for extranet access. Leam more
@ Readyto Add Trust @ Claims aware
@ Finish (O Non claims aware

4. In Federation metadata address, enter https://saml.cloud.com/saml/metadata.

xml. Select Next.

Gl Add Relying Party Trust Wizard
Select Data Source

Steps
@ Welcome

@ Select Data Source

Select an option that this wizard will use to obtain data about this relying party:
(@) Import data about the relying party published online or on a local network

Use this option to import the nacessary data and centificates from a relying party organization that publishes
network.

@ Choose Access Control its federation metadata oniine or on a local
P
ooy Federation metadata address fhost name or URL):
@ Readyto Add Trust
[hitps://sam cloud com/saml/metadata xml
@ Finish

Example: fs contoso.com or hitps://www .contoso.com/app

5. For the display name, enter CitrixCloudProd. Select Next.
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il Add Relying Party Trust Wizard

@ Configure Identifiers

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

Specify Display Name

Steps Enter the display name and any optional notes for this relying party
@ Welcome Display name

@ Select Data Source CitrixCloudProd|

® Specty Display Name Notes

@ Configure Certificate

@ Configure URL

6. Forthe access control policy, select Permit everyone. Select Next.

G Add Relying Party Trust Wizard

Choose Access Control Policy

®

Pemit everyone and require MFA from unauthenticated devices
Pemmit everyone and require MFA, allow automatic device registr.

Pemit everyone for intranet access
Darmd rmandin mrm o
<

@ Readyto Add Trust
@ Finish

Palicy

Pemit everyone

Shepy Choose an access control policy:

i ' Name Description ()

@ Pemmit everyone Grant access to everyone I

@ Specfy Display Name Pemit everyone and require MFA Grant access to everyone and requir

@ Choose Access Control Famit everyone and require MFA for specic group Grant access lo sveryone and requir
Policy Pemit everyone and requre MFA from extranet access Grant access to the intranet users ar

Grant access to everyone and requir
Grant access to everyone and requir
Grart access to the intranet users

(ract smrare bn ware of Ana ne mass

>

7. Onthe Ready to Add Trust screen, select Next.

8. On the Finish screen, select Configure claims issuance policy for this application. Select

&% 20 ©
T Dimgen; tueme T et -

i el o gy Yeu W3 Tl SAML WSS edesston
gy
Acrwas Coetecd B - Jpchate oo Foder ptaor Metadsts
Blebyarng Party Tunty (e Accens Comtral Pobcy

Promwuder *
— £ Clawrr husssrw Podacy
A plac st 0, (oo
Crantde
Propertae
Dt
i

9. Right-click the newly-created relaying party trust and select Edit Claim Issuance Policy.

10. Click Add Rule and then select Send LDAP Attributes as Claims. Select Next.

11. In Claim rule name, enter CitrixCloud.

12. In Attribute store, select Active Directory.
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13. Under Mapping of LDAP attributes to outgoing claim types, add the following LDAP attrib-
utes, exactly as shown:

LDAP attribute Outgoing Claim Type

User-Principal-Name Name ID

User-Principal-Name cip_upn

Display-Name displayName

Given-Name givenName

Surname familyName
Important:

The NamelD must always be the first claim added to the list of claims otherwise Single
Logout (SLO) will not function correctly.

Edit Rule - SimplifiedSAMLClaims X

You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which
to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be issued
from the nule.

Claim rule name:

Simplified SAMLClaims

Rule template: Send LDAP Attributes as Claims
Agtribute store:
Active Directory v

Mapping of LDAP attributes to outgoing claim types:

th:PmoArt:;hma (Select or type to Outgoing Claim Type (Select or type to add more) .
| User-Principal-Name v .Name ID v
User-Principal-Name v .cip_upn v
Display-Name v | displayName v
Given-Name v ‘.givenNama v

» Sumame ~ | famiyName "

14. Select Finish.

15. Right click on the newly created Relaying Party trust called “CitrixCloudProd”and select prop-
erties.
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16. Select the Endpoints tab and click Add SAML.
17. Select the SAML logout from the endpoint type dropdown list.
18. Select the POST from the binding dropdown list.

19. Enter https://saml.cloud.com/saml/logout/callback> into both Trusted URL:
and Response URL:

'rodADIdentities Propertie

Add an Endpoint X

Endpoint type:
SAML Logout .,

Binding:
POST W

hdﬂl: 0 -
Trusted URL:
hitps.//saml.cloud . com/samllogout/callback
Example: https://sts contoso .com/adfs/1s

Response URL:
ht'tps:HsarnI.duud.cnrrﬂsamh‘hgautfcallhadﬂ

Example : https-//sts contoso .com/logout

Ok Cancel

OK Canceal Apply

20. Click OK and Apply.
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Modify a Citrix Cloud relying party trust using PowerShell

If yo

u’ve configured your ADFS server using the default “out of the box”configuration, the steps in

this section enable you to update it so it meets the Citrix-recommended configuration. This task is
required to resolve an issue where SAML Single Logout from Citrix Cloud or Citrix Workspace fails if
the nameidentifier attribute isn’tincluded in the claim rule set or isn’t the first SAML attribute

inth
N

e claim rule set.

ote:

You don’t need to perform this task if you created your claim rule set using the steps in Configure

a

relying party trust for Citrix Cloud in this article.

To complete this task, you replace the existing rule set with a new claim rule set using PowerShell. The

ADFS management console doesn’t support this type of operation.

1

2.

. On the ADFS server, locate the PowerShell ISE. Right-click and select Run as administrator.
Back up your existing ADFS claim rules to a text file:

Get-ADFSRelyingPartyTrust -name "CitrixCloudProd" | Select-Object
-ExpandProperty IssuanceTransformRules | Out-File "S$env:
USERPROFILE\desktop\claimrulesbackup.txt"

Download the claimrules.txt file that Citrix provides at https://github.com/citrix/sample-script
s/tree/master/citrix-cloud.

Copy the claimrules.txt file to your desktop.
Import the required claim rules using the claimrules.txt file:

Set-ADFSRelyingPartyTrust -Name "CitrixCloudProd" °

-MetadataUrl "https://saml.cloud.com/saml/
metadata" °

-AutoUpdateEnabled $True °

-IssuanceTransformRulesFile "$env:
USERPROFILE\desktop\claimrules.txt" °

-SignedSamlRequestsRequired $True °

-SamlResponseSignature "MessageAndAssertion"

-Enabled S$True

Update SAML signing settings for the relying party trust using PowerShell

By default, ADFS relying party trusts have the following settings:

+ EncryptClaims: True
+ SignedSamlRequestsRequired: False
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« SamlResponseSignature: AssertionOnly

For increased security, Citrix recommends using signed SAML requests for both Single Sign-on (SSO)
and Single Logout. This section describes how to update the signing settings of an existing relying
party trust using PowerShell so they meet the Citrix-recommended configuration.

1. Obtain the current RelyingPartyTrust configuration on your ADFS server.

Get-ADFSRelyingPartyTrust -TargetName "CitrixCloudProd"

2. Update the CitrixCloudProd relying party trust settings.

Set-ADFSRelyingPartyTrust -Name "CitrixCloudProd" °
-SignedSamlRequestsRequired $True °
-SamlResponseSignature '"MessageAndAssertion"

SAML configuration in Citrix Cloud

When you configure the SAML connection in Citrix Cloud (as described in Add SAML provider metadata
to Citrix Cloud), you’ll enter the values for ADFS as follows:

Use the default recommended values for the SAML connection within Identity and Access Manage-
ment > Authentication > Add an identity provider > SAML.

In this field in Citrix Cloud Enter this value

Entity ID https://adfs.YourDomain.com/adfs/
services/trust,where YourDomain.com
is your ADFS server domain.

Sign Authentication Request Yes

SSO Service URL https://adfs.YourDomain.com/adfs/
1s,where YourDomain.comisyour ADFS
server domain.

SSO Binding Mechanism HTTP Post

SAML Response Sign Either Response Or Assertion
Authentication Context Unspecified, Exact

Logout URL https://adfs.YourDomain.com/adfs/

1s,where YourDomain.comisyour ADFS
server domain.

Sign Logout Request Yes
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In this field in Citrix Cloud Enter this value

SLO Binding Mechanism HTTP Post

Export the ADFS signing certificate from within the MMC ADFS management console. See the screen
shot below for which of the 3 certificates is the correct one to upload into Citrix Cloud within the SAML
connection.

@ File Action View Favorites Window Help
e 2@ BE

| Console Root Subject Issuer Effective Date  Expiration Date ~ Status  Primary
v [ ADFs
v [ service
3 Attibute Stores com, O="Citix Systes, Inc.", L=Fort Lauderdale, S=Florida, C=US CN=DigiCert Giobal G2T...  9/19/2023 9/18/2024
lecrypting
ccom, O="Citrix Systems, Inc.", L=Fort Lauderdale, S=Florida, C=US CN=DigiCert Global G2 T...  9/19/2023 9/18/2024 Primary

CN=DigiCert Global G2 T... _9/19/2023 9/18/2024

icies
Relying Party Trusts
Claims Provider Trusts
Application Groups

Configure Okta as a SAML provider for workspace authentication

January 29, 2026

Author:
Mark Dear

This article describes the required steps for configuring an Okta SAML application and the connec-
tion between Citrix Cloud™ and your SAML provider. Some of these steps describe actions that you
perform in your SAML provider’s administration console.

Prerequisites

Before you complete the tasks in this article, ensure that you’ve met the following prerequisites:

« Citrix Support has enabled the SendNamelDPolicylnSAMLRequest feature in Citrix Cloud.
This feature is enabled upon request. For more information about these features, see Required
cloud features for SAML using Okta.

+ You have an Okta organization that uses one of the following Okta domains:

« okta.com
« okta-eu.com
« oktapreview.com

+ You have synchronized your Active Directory (AD) with your Okta organization.
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« Sign Authentication Requests is enabled in your Okta organization.

+ Identity Provider Single Logout (SLO) is configured within both Citrix Cloud and Okta SAML
applications. When SLO is configured, and the end user signs out of Citrix Workspace™, they
also sign out of Okta and all other service providers that share the Okta SAML application.

« Identity Provider Sign Logout (SLO) Requests is enabled within Citrix Cloud.

« Identity Provider Logout Binding (SLO) is HTTPPost within Citrix Cloud.

Identity Provider Logout URL: (D)

‘ https://fake.okta.com/app/oktaapp/oktaappid/slo/saml

*|dentity Provider Logout (SLO) Binding Mechanism: ()

‘ HTTP Post v ‘

*|dentity Provider Sign Logout (SLO) Request: (0)

© Yes O No

Required cloud features for SAML using Okta

Before you complete the tasks in this article, you must contact Citrix Support to enable the Send-
NamelDPolicyInSAMLRequest feature. This feature enables Citrix Cloud to supply the NamelD pol-
icy as Unspecified in the SAML request to your SAML provider. This feature is enabled for use with
Okta only.

You can request these features by signing in to your Citrix account and opening a ticket through the
Citrix Support web site.

Requirements

This article includes a task in which you create a SAML application in the Okta Admin console. This
application requires a SAML signing certificate for your Citrix Cloud region.
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You can extract this certificate from the Citrix Cloud SAML metadata for your region using an extraction
tool such as the one located at https://www.rcfed.com/SAMLWSFed/MetadataCertificateExtract.
Citrix recommends acquiring the Citrix Cloud SAML certificate beforehand so you can supply it when
needed.

The steps in this section describe how to acquire the signing certificate using the extraction tool at
https://www.rcfed.com/SAMLWSFed/MetadataCertificateExtract.

To acquire the Citrix Cloud metadata for your region:
1. Inthe extraction tool of your choice, enter the metadata URL for your Citrix Cloud region:

+ For European Union, United States, and Asia Pacific-South regions, enterhttps: //saml
.cloud.com/saml/metadata.

« Forthe Japanregion, enter https://saml.citrixcloud.jp/saml/metadata.

+ For the Citrix Cloud Government region, enter https://saml.cloud.us/saml/
metadata.

2. Click Load. The extracted certificate appears below the URL that you entered.

3. Click Download to download the certificate in PEM format.

Sync accounts with the Okta AD agent

To use Okta as a SAML provider, you must first integrate your on-premises AD with Okta. To do this, you
install the Okta AD agent in your domain and add your AD to your Okta organization. For guidance for
deploying the Okta AD agent, see Get started with Active Directory integration on the Okta web site.

Afterward, you import your AD users and groups to Okta. When importing, include the following values
associated with your AD accounts:

« Email
« SID

« UPN
« OID

To synchronize your AD users and groups with your Okta organization:

1. Installand configure the Okta AD agent. For complete instructions, refer to the following articles
on the Okta website:

« Install the Okta Active Directory agent
« Configure Active Directory import and account settings
+ Configure Active Directory provisioning settings
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2. Add your AD users and groups to Okta by performing a manual import or an automated import.

For more information about Okta import methods and instructions, refer to Manage Active Di-

rectory users and groups on the Okta website.

Configure an Okta SAML application for workspace authentication

1. Sign in to your Okta organization using an administrator account with permissions to add and

configure SAML applications.

2. In the Admin console, select Applications > Applications > Create App Integration and then

select SAML 2.0. Select Next.

Create a new app integration

Sign-in method

Learn More (3

0OIDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through
APl endpoints. Recommended if you intend to build a custom app
integration with the Okta Sign-In Widget.

SAML 2.0

XML-based open standard for SSO. Use if the Identity Provider for your

application only supports SAML.

SWA - Secure Web Authentication
Okta-specific S50 method. Use if your application doesn't support OIDC or
SAML.

APl Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

3. In App Name, enter a friendly name for the application. Select Next.

#; Create SAML Integration

o General Settings

1 General Settings

App name Citrix Cloud Prod
App logo (optional) ® ‘ PY [E |;|
App visibility Do not display application icon to users

Do not display application icon in the Okta Mobile app
Cancel
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4. Inthe SAML Settings section, configure the Citrix Cloud Service Provider (SP) connection:

a) In Single sign-on URL, enter the URL that corresponds to the Citrix Cloud region for your
Citrix Cloud customer:

« If your customer ID is in the European Union, United States, or Asia Pacific-South re-
gions, enter https:
« If your customer ID is in the Japan region, enter https:

« If your customer ID is in the Citrix Cloud Government region, enter https:

b) Select Use this for Recipient and Destination URL.

¢) In Audience URI (SP Entity ID), enter the URL that corresponds to the Citrix Cloud region
for your Citrix Cloud customer:

« If your customer ID is in the European Union, United States, or Asia Pacific-South re-
gions, enter https:
« If your customer ID is in the Japan region, enter https:

« If your customer ID is in the Citrix Cloud Government region, enter https:

d) In Name ID Format, select Unspecified. The NamelD policy that Citrix Cloud sends within
the SAML request must match the NamelD format specified within the Okta SAML applica-
tion. Iftheseitems don’t match, enabling Sign Authentication Request resultsin an error
from Okta.

e) In Application username, select Okta username.

As an example of this configuration, the following image illustrates the correct configura-
tion for US, EU, and Asia Pacific-South regions:
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A  SAML Settings

General

Single sign-on URL @ https://saml.cloud.com/saml/acs

@ Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ https://saml.cloud.com

Default RelayState @
If no value is set, a blank RelayState is sent

Name ID format @ Unspecified .

Application username @ Okta username .

Update application username on Create and update

Important:

The Name ID setting must be configured as Unspecified. Using a different value for
this setting causes the SAML sign-in to fail.

f) Click Show Advanced Settings and configure the following settings:

« In Response, select Signed.

« In Assertion Signature, select Signed.

+ In Signature Algorithm, select RSA-SHA256.

« In Assertion Encryption, select Unencrypted.

g) InSignature Certificate, upload the SAML signing certificate for your Citrix Cloud regionin
PEM format. For instructions for acquiring the SAML signing certificate, see Requirements
in this article.

h) In Enable Single Logout, select Allow application to initiate Single Logout.
i) In Single Logout URL, enter the URL that corresponds to your Citrix Cloud region:

« For European Union, United States, and Asia Pacific-South regions, enter https://
saml.cloud.com/saml/logout/callback.

+ For the Japan region, enter https://saml.citrixcloud.jp/saml/saml/
logout/callback.
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« For Citrix Cloud Government, enter https:

j) In SP Issuer, enter the value that you entered earlier in Audience URI (SP Entity ID) (Step
4c of this task).

k) In Signed Requests, select Validate SAML requests with signature certificates.

The following image illustrates the correct configuration for US, EU, and Asia Pacific-South
regions:
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Hide Advanced Settings

Response @

Signed N
Assertion Signature @ Signed .
Signature Algorithm @ RSA-SHA?56 -
Digest Algorithm @ SHAZ256 -
Assertion Encryption @ Unencrypted v

Signature Certificate @

0 prod .pem X

Uploaded by on Wed Aug 30
08:23:33 UTC 2023
1.2.840.113549.1.9.1=#160d696e666f406f60746
12e636f6d,CN=
,OU=S50Provider,0=0kta,L=San
Francisco,ST=California,C=US
Valid from 2023-01-25T10:38:20.000Z to
2033-01-25T10:39:20.000Z

Certificate expires in 3436 days

Enable Single Logout @ @ Allow application to initiate Single Logout

Single Logout URL @ https://saml.cloud.com/samlflogout/callback

SP Issuer https://saml.cloud.com

Signed Requests @ Validate SAML requests with signature certificates.

SAML request payload will be validated. SSO URLs will be
read dynamically from the request. Read more

[) Forall remaining advanced settings, accept the default values.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 359



Citrix Cloud™

Other Requestable SSO URLs

Assertion Inline Hook None (disabled) .

Authentication context class @ PasswordProtectedTransp... .

Honor Force Authentication @ Yes .

SAML Issuer ID @ http:/fwww.okta.com/${org.externalKey}

5. Under Attribute Statements (optional), enter the values for Name, Name format, and Value
as shown in the following table:

Name Name format Value

cip_upn Unspecified user.cip_upn
displayName Unspecified user.displayName
firstName Unspecified user.givenName
lastName Unspecified user.familyName
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Attribute Statements (optional) LEARN MORE
Name Name format Value
(optional)
cip_email Unspecified v user.email v
cip_upn Unspecified v user.cip_upn v
cip_oid Unspecified v user.cip_oid v
cip_sid Unspecified v user.cip_sid v
displayName Unspecified v user.displayName v
firstName Unspecified v user.firstName v
lastName Unspecified v user.lastName v

6. Select Next. The Okta configuration statement appears.

3  Help Okta Support understand how you configured this application

Are you a customer or partner? © I'm an Okta customer adding an internal app
I'm a software vendor. I'd like to integrate my app with
Okta

The optional questions below assist Okta Support in understanding your app
integration.

App type @ This is an internal app that we have created

Previous

7. In Are you a customer or partner?, select I’m an Okta customer adding an internal app.
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8. In App type, select This is an internal app that we have created.

9. Select Finish to save your configuration. The profile page for your SAML application appears

and displays the contents of the Sign On tab.

After configuration, select the Assignments tab and assign users and groups to the SAML applica-

tion.

Configure the Citrix Cloud SAML connection

All Citrix logon flows need to be Service Provider initiated using either a Workspace URL or a Citrix

Cloud GO URL.

Use the default recommended values for the SAML connection within Identity and Access Manage-

ment -» Authentication >Add an identity provider -» SAML.

Obtain the Okta SAML application SAML endpoints to enter into Citrix Cloud from your Okta portal.

Prod External OKTA SAML

-

cifrix

| Active ~ View Logs  Monitor Imports

General Sign On Mobile Import Assignments

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an

application. Some sign-on methods require additional configuration in the 3™ party application,

Application username is determined by the user profile mapping. Configure profile mapping
SAML 2.0

Default Relay State
Metadata details

Metadata URL https:/
ax 357 ssofsaml/metadata

okta.com/fapp/

E Copy

® More details

Credentials Detalls

Application username format Okta username

About

SAML 2.0 streamlines the end user
expeatience by not requiring the user
to know their credentials. Users
cannot edit their credentials when
SAML 2.0 is configured for this
application. Additional configuration in
the 3rd party application may be
required 1o complete the integration
with Okta.

Application Username

Choose a formalt 1o use as the default
username value when assigning the

application to users.

If you select None you will be
prompted to enter the username
manually when assigning an
application with password or profile

push provisioning features.

SAML Setup

Single Sign On using SAML will not
work until you configure the app to
trust Okta as an |dP.

2 View SAML setup instructions
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How to Configure SAML 2.0 for Prod External OKTA SAML Application

Note: These setup instructions include certificate information for this app's most recently created SAML signing certificate. For users to

get access to the app using these instructions, that certificate must be active.

The following is needed to configure Prod External OKTA SAML

o Identity Provider Single Sign-On URL:

https://1 _okta_com/app/citrix— 1 fexkp: HA35T /sso/saml

e Identity Provider Single Logout URL:

https:// _okta.com/app/citrix- _1/exkp 1A35T/slo/saml

a Identity Provider Issuer:

http://www.okta.com/ex HA357

(. x.509 Certificate:

M11DrDCCApSgAWIBAGIGATXogrzaMABGCSqGS Ib3DQEBCWUAM 1GWMQswCQY DVQQGEWJVUZETHBEG
AMUECAWKQ2F s aWZvemSpY TEWNBQGAL UEBwwNUZF uIEZy YWS jaXN jbzENMASGAL UECGWET2£ @Y TEU

aQRZmmwyqNuSGN2CH1KVSkYZvSxxgn9L FATY /EER91p@8/qXGE3BgFmI3m@ fS2zBOHYDWAGL 5+3h
bN9b f95E0znbki 14J07LP4pJRCTpLuTzgGeSeNneu+A=
77777 END CERTIFICATE——

Download certificate

Important:

Okta does not require a scoped entity ID. This document assumes Scoped Entity ID is disabled.
See Citrix documentation on scoped entity ID for an explanation as to what a scoped entity ID is
and whenitisrequired. Use the default Citrix Cloud SAML connection settings and leave Scoped
Entity ID disabled.
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SAML Identity Provider Configuration

SAML Application Scoped Entity ID Disabled
In this field in Citrix Cloud Enter this value
Entity ID http://www.okta.com/<
oktaSAMLappID>
Sign Authentication Request Yes
SSO Service URL https://<youroktatenant>.okta.com

/app/<oktatenantname>_<
samlappname>/<samlappID>/sso/saml

SSO Binding Mechanism HTTP Post

SAML Response Sign Either Response Or Assertion
Authentication Context Unspecified, Exact

Logout URL https://<youroktatenant>.okta.com

/app/<oktatenantname>_<
samlappname>/<samlappID>/slo/saml

Sign Logout Request Yes
SLO Binding Mechanism HTTP Post

Configure Duo as a SAML provider for workspace authentication

September 6, 2025

Author:
Mark Dear

This article describes the required steps for configuring a Duo SAML application and SAML connec-
tion between Citrix Cloud™ and your SAML provider. Some of these steps describe actions that you
perform in the Duo SAML provider’s administration console.

Prerequisites

Before you complete the tasks in this article, ensure that you’ve met the following prerequisites:
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+ ADuo cloud tenant.
« A Duo authentication proxy inside your AD forest.
+ An Active Directory LDAPS connection which syncs your AD users to Duo.

Configure Active Directory Synching to your Duo tenant

Follow the Duo documentation on connecting your on-premises AD to Duo and importing users for
SAML.

Create an Active Directory LDAPS Connection

1. Select Applications > SSO Settings > Add Source > Active Directory > Add Active Directory .

< Single Signh-On
Add Authentication Source

Select the type of authentication source you want to use for Single Sign-0On. Multiple
sources can be configured, you can add any combination of them and create routing rules
which will dictate which authentication source to use based on a variety of conditions.

Learn more about configuring your authentication source 7

{8] Active Directory
Check users' first-factor credentials with an existing on-premises Active Directory (AD).
View documentation 7

Use this option if

« Your identity provider (IdP) is hosted in an on-premises environment

« Your IdP is Microsoft AD (no other IdP will work, including Azure AD)

To get started you'll need

« One server to host Duo's Authentication Proxy

* AD service account credentials

[ =+ Add Active Directory ]

2. Enter a Display Name for the LDAPS connection to your AD forest.

3. Enter the FQDN of your domain controller.
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Domain Controller(s) * Hostname or IP address (1) * Port (1) *

DC- -COM. .com ‘ ‘ 636 ‘

+ Add Domain Controller

4. Configure the Base DN of your AD domain.

Base DN(s) * dc= ,dc=com

<+ Add Base DN

5. Select Integrated as the Authentication Type.

Authentication type * ® Integrated
NTLMv2

Plain

6. Select LDAPS as the Transport Type.

Transport type * Clear - Unencrypted

You cannot allow users to reset their expired password with this Transport Type.
@® LDAPS
STARTTLS
7. Tick SSL Verify Hostname.

8. Enterboththe Domain Controller certificate and then the Private Enterprise certificate authority
CA certificate that was used to sign your Domain certificate.

9. Enter the PEM formatted certificates according to the follow example

“<base64 Certificate Authority Certificate used to sign the Domain
Controller Certificate above>’
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10. Testyour LDAPS connection.

3. Test Active Directory Configuration

Test your Active Directory configuration and connection to the Authentication Proxies before saving. This will attempt to contact Active Directory
and the Authentication Proxies and bind as the service account.

© Active Directory correctly configured.

Note: Duo's tests can check only the authproxy.cfg file and the service account credentials. They
cannot check the domain controllers and if they match users' accounts. It is recommended you test
your configuration with a sample of user credentials.

Run tests

Configure your Duo authentication proxy config file for SAML

1. Check your Duo Auth Proxy configuration is healthy and showing as Connected to Duo.

DuoAuthProxy ,COM

When you connect an Authentication Proxy, Duo Single Sign-On will use your on-premises Active Directory to authenticate your users. Upgrade all proxies to the latest version.

Details
Name DuoAuthProxy .COM
This name will only appear in the Duo Admin Panel.
Description
Y,
0/512
Hostname DuoAuthProxy
Status Connected to Duo | C
Version 6.5.0
Operating System Windows

Save

2. Loginto your Duo authentication proxy and add a SAML [sso] section to its config file using the
Remote Identity (rikey) provided from the Duo admin console. The Duo Authentication Proxy
uses a shared secret to communicate with the Duo cloud service. This secretis generated during
the initial installation or configuration of the Authentication Proxy.
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Configure a Duo SAML Application for use with Workspaces

1. Select Applications > Protect an Application. Click Add Application.

2. Locate the entry for Generic SAML Service Provider Duo app template. Citrix® recommends the
Generic SAML Service Provider Duo template as it is the most flexible and will allow you to con-
figure different combinations of SAML attributes and different SAML flows according to your
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needs.

Protect an Application

Generic SAML

Application Protection Type

2FA with SSO hosted by Duo

m Generic SAML Service Provider (Single Sign-On)

Important:

The use of the Duo Citrix Workspace™ SAML template is not recommended as it is inflexi-
ble and only supports SAML using AD identities. The Duo Citrix Workspace SAML template
will also not allow the addition of optional attributes like cip_domain and cip_forest which
are needed for some advanced mergers and acquisitions SAML configurations. It also does
not allow the configuration of the Citrix Cloud logout endpoint.

3. Specify a Display Name for your SAML application such as Citrix Cloud Prod.
4. Specify the user access such as Enable for all users.

5. Select None (manual Input) within Metadata Discovery and enter the following Citrix Cloud
SAML endpoints.

6. Enter the EntitylD according to the Citrix Cloud region your CC tenantis in.

URL Region
https://saml.cloud.com Commercial EU, US, and APS
https://saml.citrixcloud.jp JP
https://saml.cloud.us GOV

7. Configurethe Single sign-on URL (ACS URL) according to the Citrix Cloud region your CC tenant

isin.
URL Region
https://saml.cloud.com/saml/acs Commercial EU, US, and APS
https://saml.citrixcloud.jp/saml/ JP
acs
https://saml.cloud.us/saml/acs GOV
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8. Configure the Single Logout URL according to the Citrix Cloud region your CC tenant is in.

URL Region
https://saml.cloud.com/saml/ Commercial EU, US, and APS
logout/callback

https://saml.citrixcloud.jp/ JP
samllogout/callback

https://saml.cloud.us/saml/ GOV
samllogout/callback

9. Service Provider Login URL is not required and can be left empty.
10. Default Relay State is not required and can be left empty.

Service Provider

Metadata Discovery

None (manual input) - }

Entity ID * { https://saml.cloud.com ]

The unique identifier of the service provider.

Assertion Consumer Service [ https://saml.cloud.com/saml/acs ]
(ACS) URL *

+ Add an ACS URL

The service provider endpoint that receives and processes SAML assertions.

Single Logout URL

https://saml.cloud.com/saml/logout/callback }

Optional: The service provider endpoint that receives and processes SAML logout requests.

Service Provider Login URL

Service Provider Login URL ]

Optional: A URL provided by your service provider that will start a SAML authentication. Leave blank if unsure.

Default Relay State { Default Relay State ]

Optional: When set, all IdP-initiated requests include this relaystate. Configure if instructed by your service provider.

11. Configure the Name ID Format as Unspecified.

12. Configure the Name ID Attribute as userPrincipalName (case sensitive).
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13. Configure Signature algorithm as SHA256.
14. Configure Signing options as Sign response.

15. Configure Assertion encryption as disabled.

SAML Response

NamelD format *

urn:oasis:r :tc:SAML:1.1:nameid-format:ur ifi 4 ‘

The format that specifies how the NamelD is sent to the service provider.

NamelD attribute *

userPrincipalName - ]

NamelD is a SAML attribute that identifies the user. Enter an IdP attribute or select a bridge attribute that automatically chooses the NamelD attribute based on the IdP. Create custom bridge attributes or select from the
preconfigured options: <Email Address>, <Usernames, <First Name>, <Last Names>, <Display Name>.

Signature algorithm * SHA256 -
Signature encryption algorithm used in the SAML assertion and response.

Signing options * Sign response
Sign assertion

Choose at least one option for signing the SAML response. Your service provider will use these to verify the response’s authenticity.

Assertion encryption Encrypt the SAML assertion

16. Configure Map Attributes with Duo bridging attributes on the left and Citrix Cloud SAML claim
names on the right.

Map atiributes 1dP Attribute SAML Response Attribute
<Display Name> v displayName )
<First Name> - givenName ©
<Last Name> v familyName
userPrincipalName ~  cipupn

Map the values of an IdP attribute to another attribute name to be included in the SAML response (e.g. Username to User.Username). Enter in an IP attribute or select one of Duo's preconfigured user attributes that automatically chooses the
SAML response attribute based on the IdP. There are five preconfigured user attributes: <Email Address>, <Usernames, <First Name>, <Last Name> , <Display Name> and any additional ser attributes that you have configured. <AMR> refers
to Authentication Method Reference, which will send authentication information to the service provider. While most service providers use "amr” in the response, you may need to contact them for more information on their attribute names.

Important:

Duo bridge attributes (left) and SAML attribute claim names (right) are case sensitive. It is
the claim names on the right that must match what is configured within the Citrix Cloud
SAML connection.

Configure the Citrix Cloud SAML connection

1. All Citrix logon flows need to be Service Provider initiated using either a Workspace URL or a
Citrix Cloud GO URL.

2. Usethe default recommended values for the SAML connection within Identity and Access Man-
agement > Authentication > Add an identity provider > SAML.

3. Obtainthe Duo SAML application SAML endpointsto enter into the Citrix Cloud SAML connection
from your Duo portal by visiting the Duo Active Directory Sync documentation.
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Metadata

Entity ID

Single Sign-On URL

Single Log-Out URL

Metadata URL

[ https://sso- sso.duosecurity.com/saml2/sp/. /meta| Copy
{ https://sso- sso.duosecurity.com/saml2/sp/ /sso Copy
{ https://sso- sso.duosecurity.com/saml2/sp/ /slo Copy
{ https://sso- 'sso.duosecurity.com/sami2/sp/. /meta| Copy

In this field in Citrix Cloud

Enter this value

Entity ID

Sign Authentication Request
SSO Service URL

SSO Binding Mechanism
SAML Response
Authentication Context

Logout URL

Sign Logout Request
SLO Binding Mechanism

https://sso-<id>.sso.duosecurity.
com/saml2/sp/<samlappID>/metadata

Yes

https://sso-<id>.sso.duosecurity.
com/saml2/sp/<samlappID>/sso

HTTP Post
Sign Either Response Or Assertion
Unspecified, Exact

https://sso-<id>.sso.duosecurity.
com/saml2/sp/<samlappID>/slo

Yes

HTTP Post

Duo SAML Logout Behaviour

Duo SAML does not currently support SAML SLO at the time this article was written but it is possible

to configure Duo to terminate the IDP session when a user explicitly logs out of Workspace and/or

Citrix Cloud. It is recommended you read the SAML Logout Considerations section saml logout con-

siderations in the main SAML article before choosing to configure your Duo SAML application’s logout

settings.

Important:

Taken from Duo documentation Duo SSO Logout Behavior and Session Management Details.

Users that decide to log out and hit the SLO URL for Duo SSO will
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be logged out of Duo SSO and have their MFA remembered devices
session deleted before redirecting them to the logout page.

To configure explicit logout of the Duo IDP session when the end user logs out of Workspace and/or
Citrix Cloud follow the recommended steps below.

1. Configure the Citrix Cloud SAML logout endpoint within your Duo SAML app.

Single Logout URL https://saml.cloud.com/saml/logout/callback

Optional: The service provider endpoint that receives and processes SAML logout requests.

2. Configure the Duo SLO endpoint within the Citrix Cloud SAML connection.
Important:

If you have not used the Generic SAML Provider Duo app template you will be unable
to complete this step as the option to enter the Citrix Cloud logout endpoint will not be

available.

Identity Provider Logout (SLO) Binding Mechanism: ()

HTTP Post W

Identity Provider Sign Logout (SLO) Request: ()
Yes No

Identity Provider Logout URL: (O

https://sso-. 'sso.duosecurity.com/saml2/sp/ /slo

3. When logging out of Workspace with both sides of the SAML connection configured for logout
as per steps 1 and 2 the following Ul will be shown by Duo indicating the IDP session has been

terminated.
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CiTRIX'

© Logged Out

You may now close this browser tab.

4. Optional: To improve your Workspace end user’s logout experience it is possible to configure
the Duo LDAPS connection with a single Logout Redirect URL which will redirect your end users
back to the Citrix Workspace logon page. This is done inside the your AD forest LDAPS connec-

Proactive password @® Don'tallow users to proactively change their password
change Users will have to wait until their password has expired to change it.

Allow users to proactively change their password

Users will be given the option to change their password via the login prompt.

Session Duration 1

The number of hours a user will stay logged into Duo Single Sign-On before having to authenticate with their primary credential again. Must specify between 0-720 hours.

hours

Logout Redirect URL https://yourmainworkspaceurl.cloud.com optional

URL users will be redirected to after logging out of Duo Single Sign-On.

Important:

The logout redirect URL field shown above will only allow the configuration of a single
Workspace URL. The use of multiple different Workspace URLs within the Citrix Cloud ten-
ant cannot be configured within a single Active Directory Forest connection in Duo.

Configure an On-Premise PingFederate Server as the SAML Provider for
Workspaces and Citrix Cloud™

January 30, 2026

Author:
Mark Dear
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This article was written by collaboration between both Citrix® and Ping engineers and has been re-
viewed by both parties to ensure technical accuracy at the time of writing. Refer to Ping documenta-
tion for instructions on how to provision, configure and licence an on premise PingFederate server for
use as a SAML provider as this is beyond the scope of this article.

This document was written using PingFederate versions 11.3 and 12.

Prerequisites

This article specifically addresses SAML configuration and ensure that the following conditions are
fulfilled.

+ You have already provisioned an on-premise PingFederate server within your organization and
obtained the necessary license. For more information, see PingFederate Installation.

+ You need to have installed a supported version of Java on to the PingFederate server. Refer to
Ping Identity documentation for the supported Java versions. For more information, see Java
PingFederate Requirement.

+ You have configured the required networking and firewall rules to allow Citrix Cloud and Work-
space to redirect to the on premise PingFederate server during the Workspace/Citrix Cloud ad-
min console SAML logon process. For more information, see PingFederate Network Require-
ments.

+ You have imported a publicly signed x509 certificate onto your PingFederate server that can act
as server certificate for the PingFederate server.

+ You have imported a publicly signed x509 certificate onto your PingFederate server that can act
as a SAML signing certificate for the IdP. This certificate must be uploaded to Citrix Cloud during
the SAML connection process.

+ You have connected your on-premise Active Directory to PingFederate. For more information,
see PingFederate LDAP Datastore

Note:

While configuring PingFederate for use with Citrix Cloud and Workspace, refer to PingFederate
documentation to understand what individual SAML settings do and to help supplement the in-
structions provided here.

Configure an Active Directory Connection to your AD domain using a DataStore within
PingFederate

1. Configure an Active Directory connection within Data Stores.
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2. Select Type as Directory (LDAP).
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3. Configure yourdomain controllers for LDAPS connections and add your list of domain controller
FQDNSs within the hostnames field. Then click Test Connection.
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4. Once configured, the Active Directory Connection should resemble the following example:
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Upload the Citrix Cloud SAML Signing Certificate

1. Click the Security tab

2. Upload the SAML signing certificate you wish PingFederate to use within Signing & Decryption

Keys and Certificates.
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Note:

The certificate used is a publicly signed Digicert pingfederateserver.domain.com
certificate in this example.

3. Upload any CA certificates used to sign your PingFederate server SAML signing certificate.
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Management - Signing & Decryption Keys & Certificates
Erlablish a0 mandssn yOur SETVET S BN Cerifcates, whech mary D used W0 H0N S5eTlong. Se0wily Where. IequeEs. and responses. Thass Ceticates May @i T waed i decrypdon
Lagrng & OFCrrplen
.
Ks & Cortieaten SERIAL SUBJECT DN EXPIRES

usted Cis
Fir Dt 13 23 5650 UTC 203
Biwtus Viskd

Chs®,  zam DGt Syiten, Ine.*, L=For Liuderdas, STsFlond, C=US

Note:

The PingFederate server certificate and SAML signing certificate can be the same SSL cert or you
can use different SSL certs. You need to provide a copy of the SAML signing certificate to Citrix
Cloud when you configure the SAML connection.

s T e RITIN

Upload the Citrix Cloud Metadata

1. Provide a name for the Citrix Cloud metadata and enter the metadata URL corresponding to the
Citrix Cloud region where your Citrix Cloud tenant is located.

o https://saml.cloud.com/saml/metadata - Commercial EU, US and APS
« https://saml.citrixcloud.jp/saml/metadata - Japan
« https://saml.cloud.us/saml/metadata - Governement
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Citrix Cloud™

(D Lhoenss Warning: Appioaching Expraton date on Aug 03 2023,

PingFederaté

SECURITY

< Certificale & Key

Management Partner Metadata URLs = Metadata URL
L= sy
Sigaing & Decrypbon - -
Wiys & Cortificaton
Q Summany of Metadata URL and Sgnature Verficalion Certficale
Trested CAs
SEL Sedver
Comficates UL
N G CiouaPTod Mo ladats
S5L Cheet Ky & URL BiEpsVaaml.doud com'samiimotadits
Carmficates

Vabdate Meladata Sgnatue faise

2. Once configured, the Citrix Cloud metadata configuration should resemble the following exam-
ple.

B PingFederais

:'_'.':;_':::,"" Partner Metadats URLS

Pl e prbbtrey g oraemey bR, meien e U8, Wi Sy g ooty

riscis Hama Sbyaci DM [ hzren,

Configure a password credential validator within PingFederate

For more information, see PingFederate Password Credential validator

1. Configure the password credential validator type as LDAP username and password.

ial . ' . "
¢ Data&Credential  pbassword Credential Validators = Create Credential Validator Instance

Type Instance Confiquration Extended Contract Summary
Data Stores - 9 .

The values of the selected Credential Validator Instance

Password Credential

Validators
PR LDAP
Active Directory .
Domains/Kerberos peeE e LDAP
Realms
YPE LDAP Usemnmame Password Credential Validator
Identity Store Ass NAME org.sourceid. sami20 domain LDAPUsemamePasswordCredentialValidator

Provisioners

PAREMNT INSTANCE Mone ~

2. Configure the Instance Configuration. Select the AD domain connection and data store that
you configured earlier Configure an Active Directory Connection to your AD domain using a
DataStore within PingFederate. Enter a suitable LDAP filter as shown in the example.
(((sAMAccountName=${ username } ) (userPrincipalName=${ username }

))
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Password Credential Validators | Create Credential \Validator Instance

Frataroe Corlgue sion

it W 0 oo B P Pipwpm] et ‘ialalatin U (Paech opeveisemn i yaret fnrn | Thon Uofugn sty s degrom] i, aee] 4 ot 10, Fon eriet o) oot Vil g

Tivin puatstrmeore] Cruhontial walisiorn pITvtki B el Of verying Cracentiai Mnied in 5 SPSCIony e i S LI protos

O A o S O g Srsciory i B e ST by s POV by S8ing M denes SSbuts nem 1 P rierded Contsct
Aiherdaion Emor Dwvemides [

MACH EXPIREEI0N L

Earas Masnags Propeities Mey =
Frrbd Nasni Fiald Vsl D Figtion
OO > Saect P LDAP (lgtiiln s
RCH onerlinary, de F— Tres keation 1 b irscmony B0 mhach B | DIAS Bt g
e el P o Blermaee | You mary Ut Hesemame | B et of Pe gueny Lasmol for Actve Deecion; | BAMACCOU e EUemare
o Levved
LR
-

A ot e magpanac wn i TS i sy

Vurage Dirta Stores

Note:

The example filter accommodates both sSAMAccountName and userPrincipalName AD user-

name formats, enabling end users to sign in to Workspace or Citrix Cloud using either of
these formats.

3. Configure the Extended Contract.

Password Credential Validators | Create Credential Validator Instance

You can axiend the amribuis contrest of this Password Credential Vialdator instance.
Core Contract

(e

ghvenlams

il

USEmETmE

Extend the Confract Action

Akl

4. The Password Credential Validator summary should resemble this example.
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Password Credential Validators = Create Credential Validator Instance

Irmtaricn Noma LDAP

Instancs 10 LO&aF

Tres LDAP Usarname Pasdword Crpcertasl Voo
Class Nama g sourossd sami20 domain. LOAPUssmamePasswordCredentialakdaton
Paront IFitinds Nars L

Instance Configuration

LDAP Datastors: COM

Sawch Basa el ars a0 |, BC=00m

Search Falar (N SAMASCT ) Su 111
Scops ol Search Suitrnes

Case-Sermdne Malching s

Deaplay Narma Atiribuls SpliyMars

Msd Atnots il

SMS Amnbute

Fingil) Usemame Alirkerie

Mad Saarch Filer

Upsmame Afiributs

Trim Laenams Spadid For Saarch L]

Mail Vriled Aliribcte

Enable PingDiecionry Detalled Passwond Policy Requirement Messaging e

Expact Passeosd Expred Coningd tales

Extended Contract

Amriuly DN

Alrbails hveninms

Amrinin Fad

it ity

Configure the IDP Adapter within PingFederate

For more information, see PingFederate HTML form adapter

1. Create a new IDP adapter of type HTML Form IdP Adapter.
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|IdP Adapters | Create Adapter Instance

Entor an Adapier Instance Mame and 1D, select the Adapber Typa, and a parent if applicable, The Adaptor Type is limifed to the adapiers currently installod on your serar,

CitrixCloudProd] DPAdapi
CitroeCloudProd [ DPAdapl

HTML Form IdP Adapber

Mang

2. Selectthe existing Password Credential Validator you configured earlier and configure the IDP

Adapter. For more information, see Configure a password credential validator within PingFed-
erate.

Configure the Extended Contract with SAML attributes that are passed to Citrix Cloud or Work-
spaces during SAML logon.

IdP Adapters | Create Adapter Instance

1dP Adapter | Extended Contract | Adapter Attributes | Adapter Contract Mapping

This adapter type supports the creation of an extended adapter contract after initial deployment of the adapter instance. This adapter contract may be used to fulfil the atribute contract, look up additional attributes from a local data store, or create  persistent name identifier which
uniquely identifies the user passed to your SP partners.

Core Contract
policy.action
username.

Extend the Contract

Action
cip_upn Edit| Delete
displayName Edit| Delete
familyName Edit| Delete
givenName Edit| Delete

Add

4. Configure the Adapter Attributes.
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|dP Adapters Create Adapter Instance

IdP Adapter | Extended Contract | Adapter Atiributes | Adapter Contract Mapping

As an IdP, some of your SP partners may choose to receive a pseudonym to uniquely identify a user. From the attributes in this authentication adapter, please select the values that you would like to use in constructing this unique identifier. Optionally, specify here any attributes that must
be masked in log files. You may also specify an attribute as the unique user key, which PingFederate will associate to user authentication sessions. For example, this association s used when you enable revocation of authentication sessions after password change o reset in the HTML
form adapter.

UNIQUE USER KEY ATTRIBUTE @

None v

Attribute Pseudonym Mask Log Values
cip_upn

displayName.

familyName

givenName

policy.action

usemname v

MASK ALL OGNL-EXPRESSION GENERATED LOG VALUES

5. Configure the Adapter Contract Mapping where SAML attributes are mapped to LDAP user at-
tributes from AD identities. Click Configure the adapter contract.

6. Configure Attribute Sources & User Lookup.

|dP Adapters | Create Adapter Instance | Adapter Contract Mapping

Adtritesie Sources & User Lookug Adapinr Contract Fulfilimend Insusncn Criteria Summary

Description Type Agtion

7. Configure Adapter Contract Fulfilment. Select LDAP and the name of your active directory
data store as the source of the user attribute data. Value is the active directory attribute for the
user suchasobjectGUIDorobjectSid.

IdP Adapters | Create Adapter Instance | Adapter Contract Mapping

Attribute Sources & User Lookup Adapter Contract Fulfillment

Fulfill your Adapter Contract with values from the authentication adapter or with dynamic text values.

Contract Source Value ® Actions

cip_upn LDAP (XAEAADLDAP)  + userPrincipalName v None available
displayName LDAP (XAEAADLDAP) displayName v None available
familyName LDAP (XAEAADLDAP) v sn v None available
givenName LDAP (XAEAADLDAP) v givenName v None available
policy.action Adapter v None available
username Adapter v None available

Configuring the Service Provider Connection (SAML application) for Citrix Cloud or
Workspaces

The sample PingFederate configuration provided below assumes the following SAML authentication
requirements within your organisation.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 383



Citrix Cloud™

SAML authentication requests sent from Workspace/Citrix Cloud admin console MUST be
signed.

SAML HTTP POST bindings will be used for both SSO and SLO requests.

Single Logout (SLO) is a requirement within your organisation. When an end user signs out of
Workspace or the Citrix Cloud admin console, a SAML SLO request is sent from Citrix Cloud to
the SAML provider (IdP) to sign out the user.

PingFederate requires signed HTTP POST requests to initiate sign out. SAML provider requires
Signed SLO requests.

Identity Provider Logout (SLO) Binding Mechanism: ()

HTTP Post

Identity Provider Sign Logout (SLO) Request: (i)
Yes No

Identity Provider Logout URL (optional): (&
https:/fpingfederate com/idp/SLO.saml2

For more information, see PingFederate SP Management

Procedure

1. Configure the Connection Template.

SP Connections = SP Connection

1) o s pr ST SLLSR - R gt T port | avadaten Lepat oty wET Saaf Cornecion lor spettic Sarvon Movden Py

2. Configure the Connection Type and select Browser SSO profiles and SAML 2.0.

5P Connections | 5P Conneclion

3. Configure the Connection Options.
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SP Connections | SP Connection

Please select options thal apply o this connection.

w

4. Importthe Citrix Cloud Metadata. Select URLand the CitrixCloudProdMetadata URLyou
created earlier and click Load Metadata

5P Connections | 5P Connecton

T pogadaie mary ponnosion. seSngn. suiomatcally, you £an Ui T partrer's metadets fie. or spocly 3 LR whiee PingFadiorate can dosninsd § To prodeally spksd e connacton seBngy frm e LIRL weiect Eradle Aufiomats Hekadg
Bl Fougritirmsy roleriptonss o BAmailer oML Tebodeine] B Burmviedl O W FD0SYmard Bl Fuilierss RO iind. o3 BTSN e Iwie OF oDdales Bl L0 BOTAESS BIODNONOH

Lusie et Rardnge Paitoed biclidats URLS

5. Configure General Info. Set the Service Provider Connection Entity ID, Base URL and Connec-
tion Name to the Citrix Cloud SAML endpoint for your Citrix Cloud customer region.

« https://saml.cloud.com - Commercial EU, US and APS
« https://saml.citrixcloud.jp - Japan
« https://saml.cloud.us - Gov

SP Connections  SP Connection

6. Configure Protocol Settings.
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SP Connections | SP Connection Browser S5O

A SAML Profile defines whal kind of messages may be eschanged between an idenity Provider and a Servioe Prowicer, and how he messages are rarsporied (indrgs). As an WP, you configune Ts information for pour 5P conneciion

Sarghe Sign-0n (350 Profles Sarghe Logont (510} Profies

7. Use the default Assertion Lifetime settings.

SP Connections | SP Connection | Browser SSO

SAML Profiles Assertion Lifetime Assertion Creation Protocol Settings

When an assertion is issued to the SP, there is a timeframe of validity before and after issuance, Please specify these parameters below.

8. Configure SAML Assertion Creation.

a) Click Configure Assertion Creation

SP Connections | SP Connection | Browser SSO

SAML Profiles Assertion Lifetime Assertion Creation Protocol Settings

This task provides the configuration for creating SAML assertions to enable 5SSO access to resources at your SP partner's site.

Assertion Configuration

DENTITY MAPPING Standard
ATTRIBUTE CONTRACT SAML_SUBJECT
ADAPTER INSTANCES 0
AUTHENTICATION POLICY 0

MAPPINGS

Configure Assertion Creation

b) Select Standard.

SP Connechons | SP Connechon Browser 330  Asserton Créabon

9. Configure Attribute Contract.
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SP Connections | SP Connection | Browser SSO | Assertion Creation

Identity Mapping | Aftribute Contract | Authentication Source Mapping

An Attribute Contract is a set of user attributes that this server will send in the assertion.
Attribute Contract Subject Name Format

SAML_SUBJECT

ML:1.1 id-

Extend the Contract Attribute Name Format

Action
cip_upn ML Edit | Delete
displayName Edit | Delete
familyName Edit | Delete
givenName ML Edit | Delete

ML: v Add

10. Configure Adapter Instance.

SP Connections | SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Adapter Instance Mapping Method Attribute Contract Fulfillment

Attributes returned by the chosen adapter instance (the Adapter Contract) may be used to fulfill the Attribute Contract with your partner.

Adapter Instance CitrixCloud IDPAdaptor

Adapter Contract
cip_upn
displayName
familyName
givenName
policy.action

username

OVERRIDE INSTANCE SETTINGS

Manage Adapter Instances

11. Configure Mapping Method.

SP Connections | SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Adapter Instance | Mapping Method | Attribute Contract Fulfilment | Issuance Criteria

You can choose to fulfill the Attribute Contract with your partner using either the values provided by the "HTML Form IdP Adapter” adapter, or you can use these values plus additional attributes retrieved from local data stores.

Adapter Contract
cip_upn
displayName
familyName
givenName
policy.action
username

RETRIEVE ADDITIONAL ATTRIBUTES FROM MULTIPLE DATA STORES USING ONE MAPPING

RETRIEVE ADDITIONAL ATTRIBUTES FROM A DATA STORE -- INCLUDES OPTIONS
TO USE ALTERNATE DATA STORES AND/OR A FAILSAFE MAPPING

@ USE ONLY THE ADAPTER CONTRACT VALUES IN THE SAML ASSERTION

12. Configure Attribute Contract Fulfilment.
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SP Connections | SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Fulfill your Attribute Contract with values from the authentication adapter or with dynamic text values.

Attribute Contract Source Value @ Actions

SAML_SUBJECT Adapter v username v None available

cip_upn Adapter v cip_upn v None available
displayName Adapter v displayName v None available
familyName Adapter v familyName v None available

givenName Adapter v givenName v None available

13. Configure Issuance Criteria as the defaults with no conditions.

SP Connections | 5P Conneclion | Browser S50 | Assertion Creation | I1dP Adapler Mapping

Adapier Iratance Mapping Mt Arriw e Cortract Futileesd

riberia for use with s condisoral suthorizator

Source Attribute Mame Comdition Valus Emor Result Action

SELECT - SELECT : SELECT w Aadd

14. The completed IDP Adapter Mapping appears as follows:

SP Connections | SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Adapter Instance Mapping Method Attribute Contract Fulfillment

Click a heading link to edit a configuration setting.

Adapter Instance

Selected adapter CitrixCloud IDPAdaptor

Mapping Method

Adapter HTML Form IdP Adapter

Mapping Method Use only the Adapter Contract values in the mapping

Attribute Contract Fulfillment

SAML_SUBJECT username (Adapter)
cip_upn cip_upn (Adapter)
displayName displayName (Adapter)
familyName familyName (Adapter)
givenName givenName (Adapter)

Issuance Criteria

Criterion (None)

15. Configure Protocol Settings. SAML paths required by Citrix Cloud will be appended to your
PingFederate server base URL. It is possible to override the base URL by entering a full path
within the endpoint URL field but this is usually unnecessary and undesirable.

Base URL - https://youpingfederateserver.domain.com

a) Configure the Assertion Consumer Service URL which appends the SAML path to the
PingFederate server base URL. EndpointURL - /saml/acs
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5P Connections | 5P Conneclion | Browser SS0 | Protocol Settings

Apwerbon Consumer Senvice URL

A P, you send SAML sssartion & Ba SP Assention Cormumer Service. Tha SP may requsssl Bl e SAML ssserion be sent 1 ona of seversl URILS, via et bindngs. Maass provids th posibie siserion comumarn
URiLs Below and sslect orm 5 be he delwil

Default Index Binding Endpoint URL Action

Sl o POST e

- SELECT - . B

b) Configure SLO Service URL. EndpointURL - /saml/logout/callback

SP Connections | SP Connection | Browser SS0 | Prolocol Settings

A B P ol My B SAML logoud messages 10 the 5F7s Sengle Logout Serecn. Depending on T slhuation. the 5P may request Tal messages be sent to ona of seversl UHLS. v aferen] bindngs. Plosss provioe the
eraipints Pl o weould B b uss

Binding Endpsing URL Response URL Artion
POST TR gout Calack EaTEogoul callhack
SELEC Al
Important:

The Citrix Cloud SAML connection requires a PingFederate Logout URL to be configured
to match this if you wish to perform SLO when signing out of Workspace or Citrix Cloud.
Failing to configure the Logout URL within your SAML connection will cause end users to
just sign out of Workspace but not PingFederate.

a) Configure Allowable SAML Bindings.

SP Connections | SP Connection | Browser SSO | Protocol Settings

Assertion Consumer Service URL 5L0 Service URLs Allowable SAML Bindings Signature Policy Encryption Policy
When the 5P sends messages, whal SAML bindings do you wani to allow?

ARTIFACT

b) Configure Signature Policy.
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“ Configure SAML

*Identity Provider Entity ID: @

Enter the Identity Provider Entity |D

*Sign Authentication Request: (O

@ Yes (O No

Important:

SAML signing settings must be configured consistently on both sides of the SAML connec-
tion. Workspace or Citrix Cloud (SP) must be configured to send signed SSO and SLO re-
quests.

a) PingFederate (IDP) must be configured to perform enforcement of signed requests using
the Citrix Cloud SAML signing verification certificate.

SP Connections | SP Connection | Browser SSO | Prolocol Settings

Addtionsl gusrantees. of authenticity may be agreed upon between you and your partnes. For SP-niied 550, you can choose 1o requine signed au
choose 1o sgn asserbons send i the partner. regandiess of Te bnding wsed

ritcaton nequests sent via the PEIST o medinect bindings. Vou can sleo

w

o

o

b) Configure the Encryption Policy.

SP Connections | SP Connection | Browser SSO | Protocol Settings

Assertion Consumer Service URL SLO Service URLs Allowable SAML Bindings Signature Policy Encryption Policy

Encryption may be applied to SAML messages for an added layer of protection in transport. If enabled, SAML Response messages may always be signed, regardless of the signature policy.
® NONE
THE ENTIRE ASSERTION

ONE OR MORE ATTRIBUTES
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Note:

Itis recommended to set Encryption to NONE during initial setup and testing so you
can debug any issues with missing or incorrect SAML attributes in the assertion. If
you require encrypted assertions, it is recommended that you enable encryption af-
ter proving that the logon to Workspace or Citrix Cloud is successful and all resources
have been successfully enumerated and can be launched. Debugging issues with
SAML whilst encryption is enabled will be impossible if you cannot view the plaintext
contents of the SAML assertion.

c) Review the Summary tab.

SP Connections | SP Connection | Browser 350 | Protocol Settings

Summany infarmason for your Profscol Sefings configuiation. Click & heading bk 10 a0t & confguraBion seTng

Assertion Consumer Service URL

Endpoint URIL: ssamirace (POST)

SLO Service URLs.

Endpaint URAL: amiogousicaliback (POST) Response URL: amblogourcalitack
Encpont UAL: samiogouiicaliback (Reseect) Response UAL: samliogoutcaiback
Allowable SAML Bindings

Aiftact e

POST rue

Radires dainy

S0AP daina

Signature Policy

Rirquine diginally wgned Authh requesis o

Mways Sign Asseriion e

Sign Response As Fequined o

Encryplion Policy

Siaus irasethon

d) Review the Citrix Cloud Service Provider (SP) Connection. Once the Citrix Cloud SP
connection is configured it should look like this example:
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SP Connections | SP Connection | Browser 350 | Protocol Settings

Summany infarmason o your Proiocal Sefings configuraBion. Click a hedding bnk 10 o a confguidBion seTng

UAL: samiacs (POST)

AL {POST) Ui,

UAL: samiogouiicaliback (Reseect) Response UAL: samliogoutcaiback

Allowable SAML Bindings

Artriact tales
POST e
Fadirest alsn
S0AP daina
Signature Policy

Requine dgially signed AuthH requesis e
Aways Sign Asserton T
Sign Fesponss As Requined s
Encryption Policy

Tiwwa ircshon

Browser SSO

SAML Profiles

|dP-Initiated SSO false
|dP-Initiated SLO false
SP-Initiated SSO true
SP-Initiated SLO true

Assertion Lifetime
Valid Minutes Before 5

Valid Minutes After 5
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Assertion Creation

Identity Mapping

Enable Standard Identifier true

Attribute Contract

Attribute SAML_SUBJECT

Subject Name Format urn:oasis: :tc:SAML:1.1:1 id
Attribute cip_upn

Attribute Name Format 2.0:
Attribute displayName

Attribute Name Format urn:oasi :2.0;
Attribute familyName

Attribute Name Format ur 2.0:
Attribute givenName

Attribute Name Format ur i ML:2.0:

A ication Source

Adapter instance name CitrixCloudStagingIDPAdaptor
Adapter Instance

Selected adapter CitrixCloudStagingIDPAdaptor
Mapping Method

Adapter HTML Form IdP Adapter

Mapping Method Use only the Adapter Contract values in the mapping

Attribute Contract Fulfillment

SAML_SUBJECT username (Adapter)
cip_upn cip_upn (Adapter)
displayName displayName (Adapter)
familyName familyName (Adapter)
givenName givenName (Adapter)

Protocol Setings.

Assertion Consumer Service URL
Endpaint URL: samiacs (POST)

SLO Service URLS

Endpaint

Endpcint
Allowable SAML Bindings

settact

posT e
Rediect flse
sonp faise

Signature Pollcy
Requic citally signed AP requests

Always Sgn Asserion

Sian Rsponso A Raguired

-

Userful tip:

Use the SP Connection Activation and Summary page to review your SAML applica-
tion and for debugging purposes as it allows quick and easy configuration changes to
be made. The SP Connection Activation and Summary page allows you to navigate
to any of the SAML configuration sub sections by clicking on the title of that section.
Click on any of the titles highlighted in red to update these settings.
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16.

17.

PsnmoncmmmunLl

Endipoant URL r‘asrmiecs (POST)

E ncipromnt URL fsambiogout'calback (POST)
| Anowable SAML Bindings |

Arviact faaa

POST trm

Foderect trise

SOMP talve

Reguare degetallty sgried Authi requasts talne

Abways Sagn Asserbon s

Sign Responss As Reguired il

The completed Citrix Cloud SP connection should appear in the list like this.

Itis possible to export the SP connection in the form of an XML file. Citrix recommends taking a
backup of your SP connection once you have tested it with Citrix Cloud and Workspace.

Configure the Citrix Cloud SAML connection

All Citrix logon flows need to be Service Provider initiated using either a Workspace URL or a Citrix
Cloud GO URL.

Use the default recommended values for the SAML connection within Identity and Access Manage-
ment »> Authentication »Add an identity provider » SAML.
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In this field in Citrix Cloud

Enter this value

Entity ID

Sign Authentication Request
SSO Service URL

SSO Binding Mechanism
SAML Response
Authentication Context

Logout URL

Sign Logout Request
SLO Binding Mechanism

https://yourpingfedbaseurl.domain
.com, where
yourpingfedbaseurl.domain.comis
your PingFederate server domain.

Yes

https://yourpingfedbaseurl.domain
.com/idp/SSO.saml2 where
yourpingfedbaseurl.domain.comis
your PingFederate server domain.

HTTP Post
Sign Either Response Or Assertion
Unspecified, Exact

https://yourpingfedbaseurl.domain
.com/idp/SLO.saml2 where
yourpingfedbaseurl.domain.comis
your PingFederate server domain.

Yes

HTTP Post

Important:

+ Theuseoftheincorrect PingFederate IDP-initiated SSO endpointhttps://yourpingfederateserv

.domain.com/idp/startSSO.ping?PartnerSpId=https://saml.cloud.
com is not supported. Citrix Cloud and Workspace do not support IDP-initiated SSO.

+ The following extract is taken from PingFederate documentation:

This is the path used to initiate an unsolicited IdP-initiated single sign-on (SSO) transaction

during which a SAML response containing an assertion is sent to a service provider (SP).
+ The use of the incorrect SAML endpoint is known to cause SAML logon failures and the

following error within Citrix Cloud’s authentication platform.
ExceptionMessage=An IdP-initiated SAML response from YourSAMLApp

was received unexpectedly.
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Configure a SAML application with a scoped Entity ID in Citrix Cloud™

September 6, 2025

Author:
Mark Dear

This article describes how to provision multiple SAML applications within the same SAML provider.

Some SAML providers, such as Azure Active Directory (AD), Active Directory Federation Services
(ADFS), PingFederate, and PingSSO, prohibit reusing the same Service Provider (SP) Entity ID within
multiple SAML applications. As a result, administrators who create two or more different SAML
applications within the same SAML provider can’t link them to the same, or differing, Citrix Cloud
tenants. Attempting to create a second SAML application using the same SP Entity ID, such as
https:\\saml.cloud.com, when an existing SAML application is already using it triggers an
error at the SAML provider, indicating the Entity ID is already in use.

The following images illustrate this error:

« In Azure Active Directory:

Basic SAML Configuration

27 Got feedback?

Identifier (Entity ID) * ©
The unique 1D that identifies your application to Azure Active Directory. This value must be unique across all applications in your
Azure Active Directory tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550,

Default

https:;/fsaml.clo ud.coml . 0]

Please enter an identifier which is unique within your organization. Search in Enterprise applications and App
registrations for Citrix Cloud SAML S5O Production, which currently uses this identifier.
Add identifier

Patterns: https://saml.cloud.com

+ In PingFederate:

SP Connections | SP Connection

stual server 108 for your
Py b LEed 10 Smpity
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The scoped Entity ID feature in Citrix Cloud addresses this limitation so you can create more than one
SAML application within the SAML provider (such as an Azure AD tenant) and link it to a single Citrix
Cloud tenant.

What is an Entity ID?

A SAML Entity ID is a unique identifier that is used to identify a specific entity in the SAML authentica-
tion and authorization protocol. Typically, the Entity ID is a URL or URI that’s assigned to the entity
and used in SAML messages and metadata. Each SAML application that you create within your SAML
provider is considered a unique entity.

Within a SAML connection between Citrix Cloud and Azure AD, for example, Citrix Cloud is the Service
Provider (SP) and Azure AD is the SAML provider. Both have an Entity ID that must be configured on
the opposite side of the SAML connection. This means Citrix Cloud’s Entity ID must be configured
within Azure AD, and Azure AD’s Entity ID must be configured within Citrix Cloud.

The following Entity IDs are examples of a generic Entity ID and a scoped Entity ID in Citrix Cloud:

+ Generic: https:
« Scoped: https:

Generic and scoped SP Entity IDs by region

Existing SAML connections in Citrix Cloud (created before November 2023) use the same generic Entity
ID for each SAML connection and Citrix Cloud tenant. Only new Citrix Cloud SAML connections provide
the option of using a scoped Entity ID.

If you elect to use scoped Entity IDs for new connections, any existing SAML connections continue to
function using their original generic Entity IDs.

The following table lists the generic and scoped SP Entity IDs for each Citrix Cloud region:

Citrix Cloud region Generic SP Entity ID Scoped Entity ID

United States, European Union, https: https:
Asia Pacific-South

Japan https: https:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 397



Citrix Cloud™

Citrix Cloud region Generic SP Entity ID Scoped Entity ID

Government https://saml.cloud.us https://saml.cloud.us
/20flcf66-cfe9-4dd3
-865c-9¢59a671060820

Generating unique SP Entity IDs for new and existing SAML connections

When you create a new SAML connection, Citrix Cloud generates a unique ID (GUID). To generate a
scoped Entity ID, you enable the Configure scoped SAML Entity ID setting when you create the new
connection.

If you want to update an existing SAML connection to use scoped Entity IDs, you must disconnect and
then reconnect your SAML provider from the Identity and Access Management > Authentication
page in Citrix Cloud. Citrix Cloud doesn’t allow you to edit existing SAML connections directly. How-
ever, you can clone the configuration and modify the clone.

Important:

Closing the SAML connection process before completing it discards the Entity ID that Citrix Cloud
automatically generates. When you restart the SAML connection process, Citrix Cloud gener-
ates a new scoped Entity ID GUID. Use this new scoped Entity ID when you configure the SAML
provider. If you’re updating an existing SAML connection to use scoped Entity IDs, you must
update the SAML application for that connection with the scoped Entity ID that Citrix Cloud gen-
erates.

Frequently asked questions about scoped Entity IDs

Can I create more than one Azure AD SAML application within the same Azure AD tenant and
link it to one or more Citrix Cloud tenants?

Citrix Cloud’s scoped Entity ID feature addresses the limitation of preventing duplicate Entity IDs that
some SAML providers impose. With this feature, you can provision more than one SAML application
within your Azure AD tenant and configure each one with a scoped Entity ID from a single Citrix Cloud
tenant.

Can I still link the same Azure AD SAML application to multiple Citrix Cloud tenants?

This scenario is a common one among Citrix Cloud customers and Citrix continues to support it. To
implement this scenario, you must meet the following requirements:
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« Use a generic Entity ID, suchas https://saml.cloud.com.
« Don’t enable scoped Entity IDs for your SAML connection.

How do | decide whether or not to use a scoped Entity ID within my SAML provider?

Scoped Entity IDs in Citrix Cloud offer the flexibility to use a generic or a scoped Entity ID, depending
on your requirements. Consider the number of SAML applications you need and the number of Citrix
Cloud tenants you have. Also, consider whether or not each tenant might share an existing SAML
application or require its own scoped SAML application.

Important:

If your SAML provider already allows you to create multiple SAML applications with the same
Entity ID (such as https://saml.cloud. com), you don’t need to enable scoped Entity IDs
or make any changes to your existing SAML configuration. You don’t need to update any settings
either in Citrix Cloud or in your SAML application.

Affected SAML providers

The following table lists the SAML providers that allow or limit the use of duplicate Entity IDs.

SAML Provider Supports duplicate Entity IDs
Azure AD (cloud) No
ADFS (on-premises) No
PingFederate (on-premises) No
PingOneSSO (cloud) No
Okta (cloud) Yes
Duo (cloud) Yes
Onelogin (cloud) Yes

Affected use cases

The following table indicates whether a generic or scoped Entity ID is supported based on the SAML
applications that your use case requires and whether your SAML provider supports duplicate Entity
IDs.
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Use case requirement

Only one SAML application
Only one SAML application
Two or more SAML applications
Two or more SAML applications

Workspace custom URL and
SAML application pairs
Workspace custom URL and
SAML application pairs

Link the same SAML application
to multiple Citrix Cloud tenants
Link the same SAML application
to multiple Citrix Cloud tenants

SAML provider supports
duplicate Entity IDs?

Yes
No
Yes
No

Yes

No

Yes

No

Supported configuration

Generic or scoped Entity ID
Generic or scoped Entity ID
Generic or scoped Entity ID
Scoped Entity ID

Generic or scoped Entity ID

Scoped Entity ID

Generic Entity ID

Generic Entity ID

Configure the primary SAML connection with a scoped Entity ID

In this task, you create a SAML connection in Citrix Cloud using a scoped Entity ID for the primary SAML

application (SAML App 1).

1. From the Citrix Cloud menu, select Identity and Access Management.
2. On the Authentication tab, locate SAML 2.0 and select Connect from the ellipsis menu.

3. When prompted to create your unique sign-in URL, enter a short URL-friendly identifier for your

company (for example, https:

) and select Save

and continue. This identifier must be unique across Citrix Cloud.
4. Under Configure SAML Identity Provider, select Configure scoped SAML Entity ID. Citrix
Cloud automtically generates scoped Entity IDs and populates the fields for Entity ID, Assertion

Consumer Service, and Logout URL.
5. Under Configure a SAML Connection to Citrix Cloud, enter the connection details from your

SAML provider.

6. Accept the default SAML attribute mappings.

7. Select Test and Finish.

Configure the primary SAML connection with a generic Entity ID

In this task, you create a SAML connection in Citrix Cloud using the default, generic Entity ID for the

primary SAML application (SAML App 1).
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1. From the Citrix Cloud menu, select Identity and Access Management.

2. On the Authentication tab, locate SAML 2.0 and select Connect from the ellipsis menu.

3. When prompted to create your unique sign-in URL, enter a short URL-friendly identifier for your
company (for example, https: ) and select Save
and continue. This identifier must be unique across Citrix Cloud.

4. Under Configure SAML Identity Provider, verify that Configure scoped SAML Entity ID is dis-
abled.

5. Under Configure a SAML Connection to Citrix Cloud, enter the connection details from your
SAML provider.

6. In Service Provider SAML Metadata, click Download to acquire a copy of the generic SAML
metadata, if needed.

7. Accept the default SAML attribute mappings.

8. Select Test and Finish.

Configure a SAML connection using Citrix Workspace™ custom domains

This section includes for configuring a SAML connection using a custom Workspace URL with either a
scoped or generic Entity ID.

The tasks in this section are applicable only if you have an existing custom Workspace URL that you’
re using with SAML. If you’re not using a custom Workspace URL with SAML authentication, you can
skip the tasks in this section.

For more information, refer to the following articles:

+ Configure a custom domain
« Sign in to workspaces with SAML using custom domains

Configure a SAML connection with a Workspace custom URL and a generic Entity ID

In this task, the Configure scoped Entity ID setting is disabled.

From the Citrix Cloud menu, select Workspace Authentication.

In Custom Workspace URL, select Edit from the ellipsis menu.

Select Use both [customerName].cloud.com URL and custom domain URL.

Enter the generic Entity ID, SSO URL and optional SLO URL for SAML App 2 and upload the sign-
ing certificate that you downloaded earlier from your SAML provider.

> wn

5. If needed, in Service Provider SAML Metadata for custom domain, click Download to acquire
a copy of the generic SAML metadata for the Workspace custom URL SAML application.
6. Click Save.
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Configure a SAML connection with a Workspace custom URL and a scoped Entity ID

In this task, the Configure scoped Entity ID setting is enabled.

From the Citrix Cloud menu, select Workspace Authentication.

In Custom Workspace URL, select Edit from the ellipsis menu.

Select Use both [customerName].cloud.com URL and custom domain URL.

Enter the scoped Entity ID, SSO URL, and optional SLO URL for SAML App 2 and upload the SAML
signing certificate that you downloaded earlier from your SAML provider.

5. Click Save.

> wnh

After you save the configuration, Citrix Cloud generates the scoped SAML metadata containing the
correct GUID. If needed, you can obtain a copy of the scoped metadata for the Workspace custom URL
SAML application.

1. On the Identity and Access Management page, locate the SAML connection and select View
from the ellipsis menu.
2. In Service Provider SAML Metadata for custom domain, click Download.

View the SAML configuration of both the primary and custom Workspace URL SAML
applications

When viewing the configuration details for your scoped SAML connection, Citrix Cloud displays the
scoped Entity ID settings for both the primary SAML application and the Workspace custom domain
SAML application.

For example, when scoped Entity IDs are enabled, the Service Provider Entity ID and Service
Provider Entity ID for custom domain fields contain the scoped Entity IDs that Citrix Cloud
generates.
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SAML Identity Provider Configuration

SAML Application Scoped Entity ID

 )Enabled

SAML Application for Custom Domain Scoped Entity ID

) Enabled

Service Provider Entity ID ()
https://saml.cloud.com/45880cf0-939f-4808-91b4-3348831d99b0

Service Provider Entity ID for custom domain (O
https://saml.cloud.com/99320fce-9f78-4461-95a9-3f49b69f0bb4

Service Provider Assertion Consumer Service (ACS) (0
https://saml.cloud.com/saml/acs

Service Provider Assertion Consumer Service (ACS) for custom domain (O
https://i .com/fsaml/acs

Service Provider Logout URL (SLO) &)

https://saml.cloud.com/saml/logout/callback

Service Provider Logout URL (SLO) for custom domain (O
https:// . com/fsaml/logout/callback

Service Provider SAML Metadata: Download

Service Provider SAML Metadata for custom domain: Download

e We suggest to set up your IdP to automatically pull
the latest public signing key from the metadata
URL in order to prevent a disruption in service.

When scoped Entity IDs are disabled, the Service Provider Entity ID and Service Provider Entity ID

for custom domain fields contain the generic Entity IDs.
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SAML Identity Provider Configuration

SAML Application Scoped Entity ID Disabled

SAML Application for Custom Domain Scoped Entity ID Disabled

Service Provider Entity ID ©
https://saml.cloud.com

Service Provider Entity ID for custom domain (3)
https://saml.cloud.com

Service Provider Assertion Consumer Service (ACS) (O
https:/fsaml.cloud.com/saml/acs

Service Provider Assertion Consumer Service (ACS) for custom domain (D
https:// .com/saml/acs

Service Provider Logout URL (SLO) (D
https://saml.cloud.com/saml/logout/callback

Service Provider Logout URL (SLO) for custom domain ()
https:// .com/saml/logout/callback

Service Provider SAML Metadata: Download

Service Provider SAML Metadata for custom domain: Download

‘e suggest to set up your IdP to automatically
pull the latest public signing key from the
metadata URL in order to prevent a disruption in
service.

You can update existing SAML applications within your SAML provider by appending the scoped Entity
ID to the existing Entity ID value.

SAML provider configuration with scoped Entity IDs

After configuring the SAML connection in Citrix Cloud with scoped Entity IDs, you can add the scoped
Entity ID to your SAML provider.

This section includes configuration examples from Azure AD and PingFederate.

Azure AD SAML configuration with scoped Entity ID

In this example, the scoped Entity ID from Citrix Cloud is entered in the Identifier field in Azure AD.
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Citrix Cloud SAML SSO Production Scoped EntitylD | SAML-based Sign-on

Enterprise Application

T Upload metadata file 7 Change single sign-on mode = Test this applicatior A7 Got feedback?
B Overview

0 Deployment Plan Set up Single Sign-On with SAML
# Diagnose and solve problems

An 550 implementation based on federation protocels improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or QAuth. Learn

Manage more.
Il Properti
Wi Froperss Read the configuration guide o for help integrating Citrix Cloud SAML S50 Production Scoped EntitylD.
& Owners o
2. Roles and administrators Basic SAML Configuration & Edit
& Users and groups Identifier [Entity 1D} hl'tPS;.U’saml.C|ou:|.cam.h|5830c1'0-539l—c1308-91bd-33d833
149960
3 Single sign-on Reply URL (Assertion Consumer Service URL)  httpsy//saml.cloud comy/samlfacs
o Sign on URL hittps:// «choud.com/
& Provisioning Relay State (Opticnal) Optional
G Seli-service Logaut Url (Optional) https:/fsaml.cloud com/samlflagout/callback

PingFederate SAML configuration with scoped Entity ID

In this example, the scoped Entity ID and the generic Entity ID from Citrix Cloud are populated in the
Partner’s Entity ID field and the Base URL field, respectively.

Summary

Connection Type

Connection Role SP

Browser SSO Profiles true
Protocol SAML 2.0
Connection Template Mo Template
WS-Trust STS false
Qutbound Provisioning false

Connection Options

Browser SSO true

IdP Discovery false

Attribute Query false

General Info

Partner's Entity ID (Connection ID) https:/fsaml.cloud.com/dea0781e-be43-4056-994{-{356ec4 86981
Connection Name CitrixCloudProdScopedEntitylD

Base URL hitps://saml.cloud.com
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Troubleshooting

Citrix recommends using the SAML-tracer browser extension to troubleshoot any issues with your
SAML configuration. This extension decodes Base64-encoded requests and responses into SAML XML,
rendering the information human-readable. You can use the SAML-tracer extension to examine both
the SSO and SLO SAML requests that Citrix Cloud (the Service Provider) generates and sends to your
SAML provider (the identity provider). The extension can show whether the Entity ID scope (GUID) is
included in both requests.

1. From the Extensions panel in your web browser, install and enable the SAML-tracer extension.

2. Perform a SAML sign-in and sign-out operation and capture the entire flow with the SAML-tracer
extension.

3. Locate the following line within either the SAML SSO request or SLO request.

<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">
https:

4. Verify that the Entity ID matches the configured Entity ID in your SAML provider application.

5. Verify that the scoped Entity ID is present in the Issuer field and verify that it’s configured cor-
rectly in your SAML provider.

6. Export and save the SAML-tracer JSON output. If you’re working with Citrix Support to resolve
an issue, upload the output to your Citrix support case.

Azure AD troubleshooting

Issue: Signing out of Azure AD fails when SLO is configured. Azure AD displays the following error to
the user:

B Microsoft
Sign in

Sorry, but we're having trouble with signing you out.

AADSTS50068: Signout failed. The initiating application is not a participant in the
current session.
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If scoped Entity IDs are enabled for the SAML connection in Citrix Cloud, the scoped Entity ID must be
sent in both the SSO and SLO requests.

Cause: The scoped entity is configured but the Entity ID is missing from the SLO request. Verify the
scoped Entity ID is present in the SLO request in the SAML-tracer output.

On-premises PingFederate troubleshooting

Issue: Signing in or signing out of PingFederate fails after enabling the scoped Entity ID setting.
Cause: The PingFederate administrator added the scoped Entity ID to the SP connection base URL.

To correct this issue, add the scoped Entity ID to the Partner’s EntitylID field only. Adding the scoped
Entity ID to the base URL results in a malformed SAML endpoint. If the Citrix Cloud base URL is in-
correctly updated, all other SAML endpoint relative URLs that are derived from the base URL produce
sign-in failures.

The following endpoints are examples of malformed Citrix Cloud SAML endpoints that might appear
in the SAML-tracer output:

» https://saml.cloud.com/<GUID>/saml/acs
» https://saml.cloud.com/<GUID>/saml/logout/callback

The following image shows a misconfigured PingFederate SAML application. The correctly configured
field is shown in green. The incorrectly configured field is shown in red.

Summary
SP Connection

Connection Type

Connection Role =18

Browser S50 Profiles true
Protocol SAML 2.0
Connection Template No Template
WS-Trust 5TS false
Outbound Provisioning false

Connection Options

Browser 550 true
IdP Discovery false
Attribute Chuery false

General Info

Partner's Entity ID (Connection 1D) lh'.tps:.'-'5Hml.clnuc.com.'u:eal]?Ble-be-13—4056-99-1f-f35Eec-1BSEIBI l
Connection Name CitrixCloudProdScopedEntitylD
Base URL |I1'.tp<5:.'u'saml.clwd.com.‘dea[l?B1Q-L~e43-4055-954I‘-I‘3559L;455581 |
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Sign in to workspaces with SAML using custom domains

September 6, 2025

Author:
Mark Dear

If you’ve configured a custom domain in Citrix Workspace (for example, https://workspaces.
yourdomain.com), additional configuration in Citrix Cloud and your SAML provider might be re-
quired, depending on the SAML sign-in scenarios that you want to support in Citrix Cloud.

You might need a pair of SAML applications for this configuration. Citrix Cloud requires different SAML
service provider (SP) endpoints, depending on whether the SAML application uses the cloud.com or
workspaces.yourdomain.com URLs to perform the sign-in operation.

For more information about configuring custom domains in Citrix Workspace, see Configure a custom
domain in the Citrix Workspace product documentation.

Considerations for deploying one or two SAML applications

To determine whether you need to deploy a single or dual SAML application solution, identify which
combination of SAML sign-in scenarios you need your SAML provider to support.

The following sign-in scenarios share the same SAML application (SAML App 1) by default:

« SAML authentication for Citrix Workspace where the Workspace sign-in URL for your region
(cloud.com, citrixcloud.jp, cloud.us) is configured in your SAML provider as the SP Entity ID.

+ SAML authentication for Citrix Cloud using your unique sign-in URL (for example, https://
citrix.cloud.com/go/mycompany). Inthis scenario, administrators are authenticated
to Citrix Cloud using SAML, based on their Active Directory (AD) group membership.

Adding SAML authentication for users through a custom domain (for example, https://
workspaces.mycompany.com) that you configure in Workspace Configuration requires a
second SAML application (SAML App 2).

Note:

Adding a custom URL and configuring SAML will take up to 24 hours for provisioning in Citrix
Cloud.

The following table lists the supported combinations of SAML sign-in scenarios and the required SAML
apps.
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Signin to
Workspace with
Workspace URL

Yes

No

No

Yes

No

Yes

Signinto
Workspace with
custom domain
URL

No

Yes

No

No

No

Yes

Sign in to Citrix
Cloud using SAML
sign-in URL

No

No

Yes

Yes

Yes

Yes

Single SAML application configuration

SAML App 1
required?

Yes - Use
cloud.com SAML
endpoints

Yes - Use custom
domain SAML
endpoints

Yes - Use
cloud.com SAML
endpoints

Yes - Use
cloud.com SAML
endpoints

Yes - Use the
cloud.com SAML
endpoints

Yes - Use
cloud.com SAML
endpoints

SAML App 2
required?

No

No

No

No

Yes - Use custom
domain SAML
endpoints

Yes - Use custom
domain SAML
endpoints

1. In Citrix Cloud, go to Workspace Configuration > Access and configure a custom domain. For

more information, see Configure a custom domain.

2. In your SAML provider’s management console, configure a single SAML application using the

custom domain as the SP endpoints.

3. Download the SAML signing certificate for the SAML application. In a later step, you upload this

certificate to Citrix Cloud.

4. For the Entity ID, ensure https:

is entered. Depending on your SAML

provider, this setting might be labeled Audience instead. For all other endpoints, replace

https:
Step 1.

with the Workspace custom domain that you configured in

Thefollowing example illustrates the endpoint configuration for Okta, where Audience Restric-

tion contains the Entity ID value:
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SAML Settings Edit
GENERAL

Single Sign On URL https:// .com/samil/acs
Recipient URL https:/f .com/samli/acs
Destination URL https:// .com/samlfacs
Audience Restriction https://saml.cloud.com

The following example illustrates the endpoint configuration for OneLogin, where Audience
contains the Entity ID value:

SAML Custom Connector (Advanced)

Audience (EntitylD)
Info
https://saml.cloud.com

| Configuration

Recipient
Parameters
https:// .com/saml/acs
Rules
ACS (Consumer) URL Validator*
SSO
https:// .com/saml/acs
Access
(i) *Required.
Users
) ACS (Consumer) URL*
Privileges
https://" .com/saml/acs
Setup

(i) *Required

Single Logout URL

https:// .com/saml/logout/callback

5. In Citrix Cloud, go to Identity and Access Management > Authentication and configure the
SAML connection.
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6. Go to Workspace Configuration > Authentication and select SAML 2.0.

7. Go to Workspace Configuration > Custom Workspace URL > Edit and select Use only the
custom domain.

8. Select Save to save your changes.

9. Totest the configuration, signin to Citrix Workspace using your custom Workspace URL (https
://workspaces.mycompany.com).

Dual SAML application configuration

1. In Citrix Cloud, go to Workspace Configuration > Access and configure a custom domain. For
more information, see Configure a custom domain.

2. In your SAML provider’s management console, configure two SAML applications. Configure
these applications identically, including identical signing settings for SSO and SLO requests,
binding type, and logout settings. If the configurations in these SAML applications don’t match,
you might experience differences in sign-in and logout behavior when switching between your
Workspace URL and your Workspace custom domain.

3. Inthe first SAML application, configure the following SP endpoints:

« Entity ID: https://saml.cloud.com
« Assertion Consumer Service: https://saml.cloud.com/saml/acs
» Logout: https://saml.cloud.com/saml/logout/callback

The following example shows this endpoint configuration in the Okta management console:

SAML Settings Edit
GENERAL

Single Sign On URL https://saml.cloud.com/samlfacs

Recipient URL https://saml.cloud.com/samlfacs

Destination URL https://saml.cloud.com/saml/acs

Audience Restriction https://saml.cloud.com |

4. In the second SAML application, configure the following SP endpoints. Use your Workspace
custom domain only for the Assertion Consumer Service and Logout endpoints.

« Entity ID: https://saml.cloud.com
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« Assertion Consumer Service: https://workspaces.mycompany.com/saml/acs
+ Logout: https://workspaces.mycompany.com/saml/logout/callback

The following example shows this endpoint configuration in the Okta console. Note that Audi-
ence Restriction contains the Entity ID value.

SAML Settings Edit
GENERAL

Single Sign On URL https:// .com/saml/acs
Recipient URL https:f/ .com/saml/acs
Destination URL https:// .com/sami/facs
Audience Restriction https:/fsaml.cloud.com

5. Download the SAML signing certificates for both SAML applications. You upload these to Citrix
Cloud in a later step.

6. In the Citrix Cloud management console, configure a SAML connection:

a) From the Citrix Cloud menu, select Identity and Access Management.

b) Onthe Authentication tab, locate SAML 2.0, click the ellipsis button, and select Connect.

c) On the Configure SAML page, enter the details of the first SAML application that you cre-
ated in Step 2.

7. Configure Citrix Workspace™ to use the new SAML connection:

a) From the Citrix Cloud menu, select Workspace Configuration.
b) On the Authentication tab, select SAML 2.0.

8. On the Access tab, in Custom Workspace URL, select Edit.

9. On the Configure for SAML page, select Use both customer.cloud.com URL and custom do-
main URL.

10. Enter the following information:

« In Identity Provider Entity ID for custom domain, enter the Entity ID from the second
SAML application that you created in Step 2.

+ In SSO service URL for custom domain, enter the SSO URL from the second SAML appli-
cation.

+ In Logout URL for custom domain, enter the SLO URL from the second SAML application.
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« In Identity Provider Signing Certificate for custom domain, upload the SAML signing

certificate from the second SAML application.

Configuration SAML Connection to Citrix Cloud for Custom Domain:
effect.

@ Use both .com URL and custom domain URL

Download the custom domain SAML metadata.

Learn more

server as the primary SAML application.

2. Enter details for secondary SAML application.

Select the preferred configuration for SAML authentication. Changes may take up to 10 minutes to go into

We suggest that you set up your IdP to automatically pull the latest public signing key
from the metadata URL in order to prevent a disruption in service.

1. Set up secondary SAML identity-provider application, backended with the same active directory

Expires: 05/30/33
CN=

O Use only the custom domain URL

Identity Provider Entity ID for custom domain SAML App 2
‘ http://www.okta.com/ 357

Identity Provider SSO service URL for custom domain SAML App 2
‘ https://i 357/sso/s¢
Identity Provider Logout URL for custom domain (optional) SAML App 2
‘ https:// 357/slo/sa
Identity Provider Signing Certificate for custom domain

Identity Provider SAML Signing X.509 Certificate | okta.cerig\ SAML App 2

11. Select Save to save your changes.

View the SAML connection details

After configuration, go to Identity and Access Management > Authentication. In SAML 2.0, select
Select SAML Provider > View from the ellipsis menu. The SAML Configuration page displays pairs of

SAML endpoints configured for Entity ID, SSO URL, and Logout URL.
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SAML Connection to Citrix Cloud Configuration

Identity Provider Entity ID: (O
http://www.okta.com/ 7

Identity Provider Entity ID for custom domain:
http://www.okta.com/ 7 Manage custom domain

Identity Provider Sign Authentication Request: ©
Yes No

Identity Provider SAML Metadata: Download
o We suggest to set up your IdP to automatically pull

the latest public signing key from the metadata
URL in order to prevent a disruption in service.

Identity Provider SSO Service URL: (O
https:(/ 357
/ssofsaml

SS0 service URL for custom domain:

https:/fi 357
/ssofsaml

Identity Provider Binding Mechanism: @

HTTP Post v

Identity Provider SAML Response: (O

Sign Either Response Or Assertion Vv

Identity Provider Signing Certificate

Identity Provider SAML Signing X.509 Certificate | .cer
Expires: 11/30/32
CN=

Identity Provider Signing Certificate for custom domain

Identity Provider SAML Signing X.509 Certificate | .cer
Expires: 05/30/33
CN=

Identity Provider Authentication Context: ©
Unspecified v Exact

Identity Provider Logout URL (optional): ©

https://f 357
/slofsaml

Logout URL for custom domain (optional):

https:// 357
/slo/saml

Manage custom domain

Manage custom domain

SAML App 1

SAML App 2

SAML App 1

SAML App 2

SAML App 1

SAML App 2

SAML App 1

SAML App 2

All other SAML configuration settings apply to both the first and second SAML applications that you

created.
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Verify sign-ins to Citrix Workspace

To verify the sign-in and logout behavior you configured, perform the following tests:

« Signin to Citrix Workspace using your Workspace URL (https://mycompany.cloud.com)
and your SAML provider.

« Sign in to Citrix Workspace using your Workspace custom domain (https://workspace.
mycompany . com) and your SAML provider.

+ Sign in to Citrix Cloud using your unique sign-in URL (https://citrix.cloud.com/go/
mycompany) and your SAML provider.

Update the Service Provider SAML Signing Certificate

January 21,2026

Author:
Mark Dear

SAML connections which use signed requests and responses depend on two different SAML signing
certificates. One for each side of the SAML connection.

Service Provider signing certificate

This certificate is provided by Citrix via the Citrix Cloud™ SAML metadata and is updated during the ad-
vertisement phase of the SP signing certificate rotation. This occurs at least once per calendar year.

SAML signing certificates need to be rotated before their expiration date occurs to give Citrix Cloud ad-
minstrator’s time to prepare for deployment. Certificate rotation is required by both Service Providers
and ldentity Providers to ensure alignment and prevent any downtime.

If a selected SAML provider does not support automated rotation of the SP SAML signing certificate, a
manual rotation of the SAML signing certificate within your SAML provider must be performed in order
to replace the expiring certificate.

Important:

All existing guides within this SAML eDoc section include details of how to configure signing on
both sides of the SAML connection. Citrix® only recommends signed SAML configurations as
these are more secure and are required by some SAML providers for logout (SLO) to succeed.
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FAQ
What is SAML signing?

The SAML Protocol uses messages to request authentication and to send assertions of identity. The
security of these messages depends on both transport and message level security. The messages are
XML documents which are signed in accordance with the XML Signature syntax. This provides both
integrity assurance of the message, but also authentication of the sender by proving they hold the
private key. The trust model is described by: SAML Security and Privacy Considerations. The public
keys used to define which private keys are trusted can be distributed in any suitable format. Citrix
uses X.509 certificates as suitable containers to distribute and consume keys.

What is SAML signed request enforcement?

Just because Citrix Cloud is configured to send signed requests within the SAML connection this does
not guarantee that the SAML provider will enforce the use of signatures and reject any unsigned in-
coming SAML requests. Most SAML IdPs have an option to enforce signed requests. If an unsigned
request to log into the SAML provider is received then the SAML logon will fail. Some SAML IdPs like
Duo do not even offer this option. Itis the responsibility of the SAML IdP admin to check the status of
the SAML IdP configuration. Citrix support does not control or have any visibility of whether signed
requests are enforced within your SAML application.

How frequently does Citrix rotate its Service Provider SAML signing certificate?

In order to allow plenty of overlap between the active Service Provider signing certificate and the
newly issued one, Citrix rotates the Service Provider signing certificate approximately every 11
months. This is to ensure a valid certificate is available to Citrix Cloud customers 30 days before the
new certificate is to be activated.

What is the Service Provider SAML signing certificate advertisement phase?

During the advertisement phase the current and replacement SAML signing certificates will be present
in the Citrix Cloud metadata. Only the active certificate can be used for SAML request verification until
the rotation date and time. This is the date and time specified within the Citrix Cloud emails and Citrix
Cloud console notifications.

Important:

The date of signing certificate expiry is not the same as the date of activation. It is the activation
date that the Citrix and IdP admins need to pay attention to NOT the date of certificate expiry.
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The Citrix Cloud signing cert will always be rotated before it expires.

You can check the advertisement and activation date and time using this link Rotation plan.

The date and times are provided as Unix epoch time stamps for each event in the service provider
signing certificate rotation process.

&« C O 8 https://accounts.cloud.com/rotationplan/SamiSigning

JSON Raw Data Headers

Save Copy Collapse All Expand All  \/ Filter JSON
Id: "SamlSigning"
AdvertisementStatus: "Completed”

w AdvertisementPlan:

0: "2025-02-17T14:11:17.6266306Z"
DiscoveryTime: 1738886516
AgreementTime: 1739318516
AdvertisementTime: 1739577716
CompletionTime: 1744729200
NewCertThumbprint: "630B92C461F6FB85CC62918F88A947E51DB59BAE"
OldCertThumbprint: "223A85FF625A96395E04A637AC6AA94BCOFFAO8B"

Use Epoch converter to convert unix epoch time stamps into a human readable date and time for-
mat.
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O 8 https;//www.epochconverter.com

@ EpochConverter

Epoch & Unix Timestamp Conversion Tools

The current Unix epoch time is 1741770496

Convert epoch to human-readable date and vice versa

1744470000 Timestamp to Human date | [batch convert]
Supports Unix timestamps in seconds, milliseconds, microseconds and nanoseconds.

Assuming that this timestamp is in seconds:

GMT : Saturday, 12 April 2025 15:00:00
Your time zone : Saturday, 12 April 2025 16:00:00 GMT+01:00 DST
Relative :In a month

Why has Citrix decided to use a self signed Citrix Cloud SAML signing certificate rather than a
certificate signed by a public certificate authority such as Digitcert?

The Issuer: within the latest version of the SAML signing certificate you should upload into your SAML
applications is now “samlsigning.cloud.com, Citrix Systems Inc.”instead of a public certificate author-
ity like Digicert. The use of self signed SP signing certificates is to mitigate against a known SAML
vulnerability with externally issued certificates, referred to as “Silver SAML”.

Why have I received a notification via email and within the Citrix Cloud console indicating that
the current Citrix Cloud SAML signing certificate is about to expire and must be replaced?

SAML providers (IdP) require a valid and in date certificate to verify the signature of incoming SAML
requests from Service Providers such as Workspace and the Citrix Cloud console. Citrix Cloud cus-
tomers using SAML for Workspace or Citrix Cloud console logon will be contacted to advise them of
an imminent SAML signing certificate rotation.
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cifrix.

Hi Mark,

Customer name: TestProdExternal
Organization ID:

Source: Citrix Cloud
Type: Critical

2nd notification: SAML Certificate Rotation on 2025-04-12 15:00:00 UTC

SAML signing certificates are due to be updated. If your identity provider can't
retrieve the latest public signing key automatically, you must manually update your
SAML identity provider to the latest certificate to avoid service interruptions. For
improved security posture we are updating these certificates to be self signed. For
more information please refer to eDoc. Certificate rotation time: 2025-04-12
15:00:00 UTC.

View all notifications

Citrix Cloud
Mar 12,2025 9:32:00 AM
2nd notification: SAML Certificate Rotation on 2025-04-12 15:00:00 UTC

SAML signing certificates are due to be updated. I your identity provider can't retrieve the latest public signing key automatically, you must manually update your SAML identity provider to the latest certificate to avoid service
interruptions. For improved security posture we are updating these certificates to be self signed. For more information please refer to eDoc. Certificate rotation time: 2025-04-12 15:00:00 UTC.

How do I know if my Citrix Cloud customer is affected by the Citrix Cloud SAML signing
certificate rotation or not?

This will affect Citrix Cloud customers with the following SAML configuration.

« Your SAML connection within Citrix Cloud is configured with Sign Authentication Requests =
Yes

+ You have configured your SAML provider such as Azure Active Directory, ADFS, or Okta to reject
unsigned SAML requests (signing enforcement).
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+ You have Single Logout (SLO) configured within your Citrix Cloud SAML connection and within
your SAML provider. SLO requests need to be signed as part of security best practice.

How do | check the signing configuration of my Citrix Cloud SAML connection?

Navigate to Identity and Access Management > SAML 2.0 > View to check if you have Sign Authenti-
cation Requests enabled within your Citrix Cloud SAML connection. All new SAML connections within
Citrix Cloud will default to Identity Provider Sign Authentication/Logout Requests = Yes for both
logon (SSO) and logout (SLO).

Identity Provider Sign Authentication Request: ()
Yes No

Identity Provider Sign Logout (SLO) Request: ()
Yes No

How do I check whether signing enforcement is configured within my SAML app?

This varies depending on the SAML provider you are using. All Citrix documented SAML solutions
include steps to enable Signing Enforcement as part of security best practice.

EntralD Signing Enforcement Example:
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Verification certificates X

@ Requiring verification certificates will impact certain admin and end-user experiences, such as the Single sign-on testing feature, and the X
My Apps and M365 app launcher experiences.
Learn more @

Verification certificates are used to verify requests coming from this application to Microsoft Entra ID.
Learn more (2

Require verification certificates O I Signing Enforcement Enabled

Allow requests signed with RSA-SHA1T (O [:]

T Upload certificate
Current Citrix Cloud Signing Certifcate

Thumbprint Key Id Start date Expiration date

223A85FF625A96395E04A63... b5062901-94cb-49a... 07/04/2024, 01:00 08/05/2025, 00:59

Okta Signing Enforcement Example:
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Assertion Encryption @

Unencrypted v
Signature Certificate @ «
Current Citrix Cloud Signing Certificate 0 2025-samisigning.cloud.com.pem
Uploaded by on March 11, 2025 at

11:07:07 AM GMT

CN=DigiCert Global G2 TLS RSA SHA256 2020
CA1,0=DigiCert Inc,C=US

Valid from April 7, 2024 at 1:00:00 AM GMT+1 to
May 8, 2025 at 12:59:59 AM GMT+1

Certificate expires in 57 days

Enable Single Logout @ @ Allow application to initiate Single Logout

Single Logout URL @ https://saml.cloud.com/saml/logout/callback

SP Issuer https://saml.cloud.com

Signed Requests @ @ Vvalidate SAML requests with signature certificates.

SAML request payload will be validated. SSO URLs will be

Signing Enforcement Enabled .
gning read dynamically from the request. Read more

Where do | obtain a copy of the latest Service Provider (SP) signing certificate?

This certificate is provided by Citrix through the Citrix Cloud SAML metadata and is updated periodi-
cally during the advertisement phase of the SP signing certificate rotation. This occurs at least once
per calendar year.

US, EU, and APS: https://saml.cloud.com/saml/metadata
JP: https://saml.citrixcloud.jp/saml/metadata

GOV: https://saml.cloud.us/saml/metadata
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When is it safe to remove the old Citrix Cloud SAML signing certificate if my SAML app supports
multiple verification certificates?

Only remove the old Citrix Cloud signing certificate from your SAML applications after the certificate
activation date and time given in the email and Citrix Cloud console notification. Some SAML IdPs
such as Okta only allow one signing certificate to be uploaded at a time. In this situation there is no
choice but to overwrite the current certificate with the new one after the activation date and time.
This should not be done before the activation date and time.

Use metadata exchange to automatically update the SAML Provider with the latest
Citrix Cloud SP SAML Signing Certificate

Using SAML metadata exchange, the SAML provider consumes the Citrix Cloud SAML metadata auto-
matically by monitoring the metadata URL, such as https://saml.cloud.com/saml/metadata. If your
SAML provider supports SAML metadata exchange, then the SP signing certificate might already be
updated automatically.

Verify that your SAML provider supports metadata exchange. Afterward, you can verify whether the
update has occurred before the current SAML signing certificate expires.

\| —
SP IdP
.

Important

There is a large amount of variation regarding the SAML features that each third-party SAML
provider supports. It is the Citrix Cloud administrator’s responsibility to know and understand
the capabilities and requirements of the SAML provider you are using. Thisis necessary to ensure
that both the Citrix Cloud SAML connection configuration (SP) and SAML provider (IdP) configu-
ration match. Refer to your SAML provider’s documentation to determine if it supports signature
verification and whether SAML requests and responses need to be signed.

Manually update the SAML Provider with the latest Citrix Cloud SP SAML Signing
Certificate
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Important

SP Certificate rotation must be done every time a new certificate is published from Citrix Cloud
otherwise SAML logon will be impacted and you will incur downtime.

1. Acquire the latest SAML metadata from Citrix Cloud by viewing your current SAML connection
within Identity and Access Management, click Authentication, select SAML Connection and
click View.

The following image is an example of what this file might look like for Citrix Cloud regions such
as US, EU and APS:

https://saml.cloud.com/saml/metadata

This XML file does not appear to have any stvle information associated with it. The document tree i1s shown
b vy,

vomd - EntityDescriptor wmlns md="urn:casis: names  tc SAML: 2. 8 metadata™ entityID="https://sanl.cloud, com™
I0="_SLlieddch-F7Ti-4670-badG-d4B8nuidcd5c ">
caeripr/s
v ¢md :5P5500eecriptor ID="_S4bi02ba-319d-4B6c-9Ffl-cFlasezfaisa”
protocoltupportEnaesratlon="urA 08314 ndeme s | T SAML: 2.0 protocal”
v omd: KeyDescriptor use="signing*»

voKeyInfo malnsa™Wetp:/ fewe. wd.org’ 2000/ 069/ l.llll:xig'l'- oLD
v« K58 90mtan

«H5@ICert Iflcate:MIIGT JCCETagAWI BAEIQE ZV1Z0R I5neknSINEXA 30 ANE g kahk L GRw@BATLF ADBPMG wC YDVROGE
</ SasCereificates
¢ fASE8F0atar
¢ KeyInfan
«/md [ KeyDescriptars

¥ omd  KeyDescriptar -.Z*.='-5-:g-":ﬂg'.-
vilpyInfo xslnsa"hitp:/ fewe, w).org/ 2000,/09/ xmldsig®™>
v XSER0aTa
(XE@Cart i #{cates MITOwzCOBauginw] BAgTODe Fal TvodngVE Thi LQTN: JANB g kahk 1 G3wBBATs FADBPRG s wC (Y DWQQGE
o/ NE@FCartificate
¢ [ ESER0ata>
i faylnfas
o/md KeyDescriptor:

In this metadata XML file example, there are two x.509 Citrix Cloud SAML signing certificates.

2. It is possible to extract the x.509 certificate from the metadata by uploading the XML file to a
third-party tool or providing the metadata URL.

3. Navigate to https://www.rcfed.com/SAMLWSFed/MetadataCertificateExtract
4. Enter the SAML metadata URL that corresponds to your Citrix Cloud customer region:
« US, EU and APS: https://saml.cloud.com/saml/metadata

« JP: https://saml.citrixcloud.jp/saml/metadata
« GOV: https://saml.cloud.us/saml/metadata

© 1997-2026 Citrix Systems, Inc. All rights reserved. 424


https://saml.cloud.com/saml/metadata
https://www.rcfed.com/SAMLWSFed/MetadataCertificateExtract
https://saml.cloud.com/saml/metadata
https://saml.citrixcloud.jp/saml/metadata
https://saml.cloud.us/saml/metadata

Citrix Cloud™

Metadata certificate extract

Extract certificates from SAML and WS-Federation Metadata

Information A

Extract certificates from URL

URL  https://saml.cloud.com/saml/metadata

Extract certificates from file

Browse... No file selected.

Download the SAML signing certificate from https://www.rcfed.com/SAMLWSFed/MetadataCe
rtificateExtract.
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Metadata certificate extract

Extract certificates from S5AML and Wh-Federation Metacata

InfoiFnalion b

Exract contilicates boem UIRL
URL  hitpecifeamilchowsd comysamlimetadats m

Exfiract cortificates fram file

Brown Ky fibe lertied

Exracted ceililicate
samisigring.cloed com e
Unage: TAWAL ' tigring
Propeity Value
Attty Iedo Access ooigr hilpyyorpudigicer.oom
carsuer: hipfoace t.digicerl.oom ThoiCe T TLSRSASHAR SE20R0CAT - 1ol
Basic Condirants W condlrens
CRL Destribaticn LIRE bt dafger LoomyThgiCer TLSREASHARSENMCAT -4 0
it ferbldgicerLoomyTigiCer T SREASHARSEAMCAT -4.or
Extersdd Koy Lisage Server Authentication
Client Aughentication
bssuer CH=DigiCert TLS RSA SHA2SE 2000 CA1
O=DigiCert Inc
Calls
Ky Usage Digital Sigratue
Wiy Encegihierenent
Public Koy RSA (2048 bits)
Pubdlic Eey Hex B0 82 01 Da OF 82 07 01 00 el O c7 BS 00 o2 4k 17 o4 a0 43 70 5a 28 42 23 36 40 Th o 58 27 % 1d 0o de ea 0b & 5b ob 15 3 dd b= da 26 \?.Eﬁ

ol 37 G 0 11 3 b o 06 &7 13 B4 a0 38 63 2o 2a Od 91 90 o0 B8 wd 5 11 50 ¢F M o6 ac 3310 3d 79 d6 14 50 59 67 67 ¢F cb da o 01 b e? o2 ol
83 2o 2605 0 67 da 97 06 32 o 3 61 27 36 W o0 18 40 00 £F 03 3¢ o0 20 DO 30 Gk 33 3015 1004 0F 01 Fa a0 4 a0 0 65 13 K 05 of 6 59 90 05
T2 ch 2 12 29 da of 32 o a1 9385 3o 7 be 72 2d 6b 71 63 15 3o T of o 44 B8 16 b3 42 1556 51 09 00 08 db a3 4 67 12 1007 25 2a 61 14 fd 64 40
By 4 12 o 02 0 oy 53 5T T inc 38 51 92 o 02 9b o7 H 19 M Bb S O o1 o o Bd o 18 72 51 db Ob o7 da &8 80 cb de 1d 20 45 <2 fa 87 ot 24 37
TT bald 26 5F 6] 04 7590 57 badd 19 65 wc 11 d7 1d o3 7d b7 02 03 01 0001

Serial Number Mex OesbeitateadliSohd gl 166b4 82620
Lagnalure Akjorithm CHAP il RRSA,
Subect CHmsamisigning.cioud com

CheCitrioe Sysioms, Inc.
L=Fort Lauderdals

ST=Florida
C=l5
Subject ARemative dng: samisigrang.choud com
Thurmbpeii 10053 500 S0l 1461 bl fafa803 1 1 a7 e

Ihummbipiet Adgodithm RSA SHAT

ke Hiowm 202208 OETOCAMRO.000T
Vabid 1o HOFE-OE-OR T 259580007
Visicn 3

5. Upload the newly extracted Citrix Cloud SP SAML certificate to your SAML provider. This process
will be different for every SAML provider. Verify the proper SP signing certificate rotation proce-
dure using your specific SAML provider documentation.

Depending on your SAML provider, the existing SAML signing certificate might need to be re-
placed by the new one. In some cases, the SAML provider might support multiple SP signing cer-
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tificates at the same time, thus only uploading the new one will be enough. It is recommended
you remove the old certificate once it has expired.

Upload a replacement Citrix Cloud SAML signing certificate to your Azure Active
Directory SAML application

Before configuring the Azure Active Directory SAML app, see SAML Request Signature Verification for
more information.

1. Navigate to Azure Active Directory, select Enterprise Applications and click Your SAML App.
2. Locate the SAML certificates section within the SAML application.

Citrix Cloud SAML 550 Production | SAML-based Sign-on

Manage e
" ; SAML Certihcates

Token signing certificate ¥ Edit
& Edit
At Active

hitpa Aogin microsofonlire oomy Iase ! Tdb-2807

‘erification certificates [optional) E
Security Reguined Vs
Burtive
Conditio Esepad

3. Select Upload Certificate and upload the replacement Citrix Cloud SAML signing certificate ob-
tained from the SAML metadata.
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Verification certificates X

® Requiring verification certificates will impact certain admin and end-user experiences, such as the Single sign-on testing feature, and the X
My Apps and M365 app launcher experiences.
Learn more @

Verification certificates are used to verify requests coming from this application to Microsoft Entra ID.
Learn more @

Require verification certificates & |
Allow requests signed with RSA-SHAT © D

T Upload certificate

Thumbprint Key Id Start date Expiration date

459e9491-583d-41e... 24/07/2025, 14:51 24/07/2026, 14:51

Note:

Azure Active Directory SAML apps can have multiple signing verification certificates configured
soitis possible to upload a replacement certificate long before the current certificate has expired.
The following screenshot shows two valid certificates. One of the certificates is due to expire in
the near future. Provided at least one of the uploaded certificatesis valid and has not yet expired,
a SAML login to Citrix Workspace™ and Citrix Cloud will continue to succeed and you will not

experience an outage.
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Verification certificates X

() Requiring verification certificates will impact certain admin and end-user experiences, such as the Single sign-on testing feature, and the x
My Apps and M365 app launcher experiences.

Learn more (3

Verification certificates are used to verify requests coming from this application to Azure Active Directory.
Learn more 3

Require verification certificates (1)

Allow requests signed with RSA-SHAT © G

T Upload certificate Approaching expiry date Expiring next year

Thumbprint Key Id Start date Expiration date

|M EBOD4EOBB006795A254C... 62a43dc3-f877-4cb3... 10/04/2023, 01:00 11/05/2024, 00:59 |

|10FB315015443C011461BDF,,. 508d5517-b2ed-488... 06/08/2022, 01:00 06/08/2023, 00:59 |
Important:

Do not remove the existing verification certificate until after the SAML rotation date and time
given in the email and Citrix Cloud console notification has passed. The new Citrix Cloud certifi-
cate becomes active only on the date and time given within those two notifications.

Upload a replacement Citrix Cloud SAML signing certificate to your Okta SAML application

Okta does not support multiple SP SAML signing certificates at the same time. You have no choice but
to overwrite the existing Citrix Cloud SP signing certificate you are currently using with the new one.
It is recommended you do this in a scheduled maintenance window.

1. Navigate to Applications, select Applications and search for your Okta SAML App

L Prod E:ternai [}
Top results People Apps Groups
i
Apps
citrix  Prod External OKTA SAML e Active
~_ Prod External OKTA SAML Custom )
citrix URL e Active
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2. From General, navigate to SAML Settings, click Edit, select Configure SAML, select Show Ad-
vanced Settings, and click Signature Certificate in order to upload a replacement. Okta does
not display the current Citrix Cloud SAML signing certificate in the upload Ul. It will only display
the replacement certificate after this has been uploaded.

Hide Advanced Settings

Response @

Signed r
Assertion Signature @ Signed -
Signature Algorithm @ RSA-SHA258 v
Digest Algorithm @ SHAZ56 -
Assertion Encryption @ Unencrypted v
Signature Certificate @ Browse files... \
Enable Single Logout @ & Allow application to initiate Single Logout

Single Logout URL @ https://saml.cloud.com/samlflogout/callback

SP Issuer https://saml.cloud.com

Signed Requests @ & validate SAML requests with signature certificates.

SAML request payload will be validated. SSO URLs will be

read dynamically from the request. Read more

Other Requestable S50 URLs

3. Select Signature Certificate, click Browse Files and upload the replacement Citrix Cloud SAML
signing certificate obtained from the Citrix Cloud SAML metadata.
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Signature Certificate @

0 samisigning.c

Uploaded by on Mon Apr 08
10:48:22 UTC 2024

CN=DigiCert Global G2 TLS RSA SH¢#
CA1,0=DigiCert Inc,C=US

Valid from 2024-02-11T00:00:00.000< to
2025-03-1MT23:59:59.000Z

Certificate expires in 337 days

Enable Single Logout @ & Allow application to initiate Single Logout

Single Logout URL @ https://saml.cloud.com/samlflogout/callback

SP Issuer https://saml.cloud.com

Important

Do not overwrite the existing verification certificate until the SAML rotation date and time given
in the email and Citrix Cloud console notification. The new Citrix Cloud certificate only becomes
active on the date and time given within those two notifications.

Update the Identity Provider SAML Signing Certificate

December 1, 2025

Author:
Mark Dear

SAML connections which use signed requests and responses depend on two different SAML signing
certificates. One for each side of the SAML connection.

SAML Provider signing certificate

This certificate is provided by your SAML provider and uploaded into Citrix Cloud™ when you configure
the SAML connection.
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SAML signing certificates need to be rotated before their expiration date occurs to give Citrix Cloud
admins time to prepare for deployment. Certificate rotation is required by both Service Providers and
Identity Providers in order to ensure alignment and prevent any downtime.

FAQ
What is the SAML provider certificate used for?

The SAML provider certificate is used to verify the signature of SAML responses sent from the SAML
provider to Citrix Cloud during the authentication process.

Where do | obtain a copy of the latest Identity Provider (IdP) signing certificate?

This certificate is provided by your SAML provider such as Azure AD, Okta, PingFederate, or ADFS. Citrix
does not control the rotation and update of this certificate. This certificate is uploaded into Citrix
Cloud when you initially create the SAML connection. The date of expiry on IDP Signing Certificates
isusually long lived. They might need replacing every few years and at a lower frequency than the SP
Signing Certificate

How will I know if my SAML provider signing certificate is about to expire and impact my Citrix
Cloud SAML connection?

Citrix Cloud will display warnings 30 days before the date of expiry approaches for your SAML provider
signing certificate.

Certificate Expiring Soon: <certExpirationDate>

It will also display an error once the certificate has actually expired as shown below.

(x) SAML?2.0 ADFS ID

Admin Sign-in URL: https://
Certificate Expired: 10/14/23

Can | update the SAML provider certificate whilst still using the SAML connection without
downtime?

No. It is necessary to perform a SAML disconnect and reconnect during a scheduled maintenance
window.
Update the Identity Provider (IdP) Signing Certificate
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1. Select an alternative IdP within Workspace Configuration, select Authentication whilst you
perform the SAML disconnect/reconnect operation such as Active Directory.

Workspace Configuration

Access Authentication Customize Service Integrations Sites App Configuration

Workspace Authentication

Select how subscribers will authenticate to sign in to their workspace.

Active Directory

Active Directory + Token
Azure Active Directory
Google Cloud Identity

Okta

OO0 00 @

Citrix Gateway

O

SAML 2.0

Adaptive Authentication

2. Backup your existing GO URL suchas https://citrix.cloud.com/go/<yourgourl>
used for SAML logon to Citrix Cloud.

3. Take a backup of your existing SAML endpoints. These can be copied from the Citrix Cloud con-
sole. Backup the following SAML endpoints from within your existing SAML connection.

Identity provider certificates (X.509 Certificate) Learn more

publicwildcard.: .com.cer X

Expires: 10/07/25, 12:59 AM

CN=* .com

Your certificate has expired. Upload another certificate to continue using this

identity provider.

Upload Certificate

+ Identity Provider Entity ID
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« Identity Provider SSO Service URL
+ Identity Provider Logout URL

Workspace Configuration

Access Authentication Customize Service Integrations Sites App Configuration

Workspace Authentication
Select how subscribers will authenticate to sign in to their workspace.

Active Diractory
Active Directory + Token
Azure Active Directory

Google Cloud Identity

O0O00 @

Okta

Citrix Gateway

O

SAML 2.0

Adaptive Authentication
+ Backup the EntityID, the SSO URL, and the logout URL.
Important:

Ensure you have a copy of both the existing and replacement IDP signing certificate before
performing the disconnect. This is so you have the ability to rollback to the old certificate
if the new SAML provider certificate is invalid and causes any logon issues. You will not be
able to obtain a copy of the old certificate from the Citrix Cloud Ul before performing the
disconnect. You will need to obtain it from your SAML application.

1. Disconnect SAML within Identity and Access Management, navigate to Authentication, select
the SAML connection, Click the ellipse and select Delete Identity Provider

2. Reconnect SAML within Identity and Access Management and click Authentication

SAML 2.0
Admin Sign-in URL: https:H[:itr'tx.clcud.c:nmfgoll samladmin
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® Connected | il

Manage subscriber access

Change administrator sign-in URL

View

Clone

Rename identity provider

Delete identity provider

3. Accept all of the default SAML connection settings.

4. Reenter all of the SAML application endpoints you backed up earlier or obtain these again for
your SAML app from within your SAML provider Ul.

+ Identity Provider Entity ID
« Identity Provider SSO Service URL
+ Identity Provider Logout URL

Important:

If you are using the Scoped EntityID feature, you will also need to update your SAML application
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with the new scope ID after performing the SAML disconnect/reconnect. For more information
on the Scoped EntitylD feature, see Configure a SAML application with a scoped Entity ID in Citrix
Cloud. Copy the newly generated scope ID from the Citrix Cloud SAML Ul and update your SAML
application Entity ID with the replacement scope ID.

EntitylD should be updated to https://saml.cloud.com/<new scope ID after
reconnect>.

Licensing for Citrix Cloud™

September 6, 2025

Citrix Cloud provides license and usage monitoring for certain cloud services. As well, license and
usage monitoring is available for on-premises deployments where Citrix License Server is registered
with Citrix Cloud.

Licensing for enterprise customers

Enterprise customers can monitor license assignments and usage for supported cloud services by se-
lecting Licensing from the Citrix Cloud menu.
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System log

For more information about enterprise license and usage monitoring for cloud services, see Monitor
licenses and active usage for cloud services.

Licensing for on-premises deployments

Enterprise customers with an on-premises deployment of Citrix Virtual Apps and Desktops can use Cit-
rix Cloud to stay abreast of licenses and usage for both User/Device and Concurrent licensing models.
By registering Citrix License Server with Citrix Cloud, customers can use the Licensed Deployments
page in Citrix Cloud for the following tasks:

+ Monitor the reporting status of registered license servers

+ View license assignments and usage trends for deployments that use the User/Device licensing
model.

+ View peak license usage trends for deployments that use the Concurrent licensing model.

For more information about license and usage monitoring for on-premises Virtual Apps and Desktops
deployments, see Monitor licenses and usage for on-premises deployments.
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Licensing for Citrix Service Providers (CSP)

Citrix Service Providers can use the following tools to understand and report on product licenses and

usage:

+ License Usage Insights is a free service in Citrix Cloud that collects and aggregates product us-
age information across single-tenant and multitenant customers. For more information, see
Licensing for Citrix Service Providers.

+ The Licensing feature in Citrix Cloud enables customers of CSPs to monitor their licenses and
usage for supported Citrix DaaS (formerly Citrix Virtual Apps and Desktops™ service) products.
CSPs cansignin under their customer’s Citrix Cloud account to view and export this information

as well. For more information, see the following articles:

» Customer license and usage monitoring for Citrix Daa$S

Monitor licenses and active usage for cloud services

September 6, 2025

Licensing in Citrix Cloud™ enables you to stay on top of license consumption for the cloud services
you have purchased. Using the summary and detail reports, you can:

« View license availability and assignments at a glance
+ View daily and monthly active usage trends for applicable cloud services
+ Drill down to see individual license assignment details and usage trends

+ Export license usage data to CSV

To view licensing data for your cloud services, select Licensing from the console menu.
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Note:

This article covers Licensing features that are common to all supported Citrix Cloud services.
Some aspects of Licensing might be different, depending on the service (for example, license
assignment). For more information about licenses and usage for each service, see the following

articles:

+ Monitor licenses and active usage for Citrix DaaS (User/Device)

+ Monitor licenses and peak usage for Citrix DaaS and Citrix DaaS Standard for Azure (Concur-
rent)

+ Monitor licenses and active usage for Citrix DaaS Standard for Azure (User/Device only)

+ Monitor licenses and active usage for Endpoint Management service

+ Monitor bandwidth usage for Gateway service

« Monitor licenses and usage for Secure Private Access

Supported regions and cloud services

Licensing is available for supported services in the US, EU, and Asia Pacific South regions only.

Licensing is supported for the following cloud services:
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« Citrix DaaS (User/Device and Concurrent licensing models) - formerly Citrix Virtual Apps and
Desktops service

« Citrix Daa$S Standard for Azure (User/Device licensing model) - formerly Citrix Virtual Apps and
Desktops Standard for Azure

« Endpoint Management

« Gateway

« Secure Private Access (formerly Secure Workspace Access)

Multi-type licensing for Citrix DaaS™

Licensing in Citrix Cloud supports multi-type licensing for Citrix DaaS. If both User/Device and Con-
current licensing models are introduced into a single Citrix Cloud account, Citrix Cloud shows license
usage under each licensing mode in the Licensing console page.

Citrix recommends setting up multi-type licensing at the site and delivery group levels before review-
ing the Licensing page. Otherwise, the correct information might not appear. For instructions, see
Multi-type licensing in the Citrix DaaS documentation.

If the Licensing console page doesn’t display the correct multi-type license usage after successfully
using the Web Studio or PowerShell setup methods, you have the following options:

« Wait 30 days and release any unused licenses.
« Contact Citrix Customer Service.

License assignment

In general, users are assigned a license upon first use of the cloud service. Some services might assign
licenses differently based on the licensing model they use. For more information about how licenses
are assigned for each service, see the Licensing articles referenced at the top of this article.
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Licensing summary and details

% Licensin &
Licensing Time rane:
Cloud Services Desktop as a Service
Deskiop &5 a Service User/Device Model View Usage Datails
Gateway N —
A 100 licenses will expire in 32 days
Securs Private Access
User/Device Liconses
Endpent Managemant User/Device Active Use
52% ASSIGNED ¢ TOTAL AVASLABLE MONTHLY USERS DANLY USERS MOHTHLY DEVICES DARLY DEVICES
Desktop a5 a Service Standard fo USED 52 /100 48 39 19 40 20

Licensed Deployments

Concurrent Model
License Servers

Usage Concurrent Licenses Concurrent License Usage Last 24 Hours

License Filas
74% ASSIGNED  TOTAL ACRILABLE 80% ASSIGNED  TOTAL
usEn T4 /100 26 usED 80/100

Concurrent License Usage This Manth Concurfent License Usage All Time
ag% ASSIGHED / TOTAL ASSIGNED  TOTAL
uSED 99/100 101 /100

The Licensing summary provides an at-a-glance view of the following information for each supported

service:

+ Percentage of total purchased licenses assigned. As the percentage approaches 100%, the per-
centage goes from green to yellow. If the percentage exceeds 100%, the percentage turns red.

+ The ratio of assigned licenses to purchased licenses and the number of available licenses re-
maining.

+ The time remaining before the cloud service subscription expires. If the subscription expires
within the next 90 days, a warning message appears.

For some services, this summary might include additional information such as active use. For more
information about service-specific details, see the Licensing articles referenced at the top of this arti-
cle.

Usage trends and license activity

For a detailed view of your cloud service licenses, click View Usage Details. You can then see a break-
down of usage trends and consumers of cloud service licenses.
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License Assignment  Active Use

LUCENSES B ASSIGNE . | NED DEVICES NEWLY ASSIGN
0 - -
Ot 2021 Nov 2021 Dec 2021

Sep 2021

This breakdown includes varying information, depending on the cloud service. For more information
about service-specific usage trends and license activity, see the Licensing articles referenced at the
top of this article.

Release assigned licenses

In general, an assigned license is eligible for release if the consumer hasn’t used the cloud service for
30 consecutive days. When a license is released, the number of remaining licenses increases and the
number of assigned licenses decreases accordingly.

For some services, releasing licenses might be different, depending on the licensing model used. For
more information about releasing licenses for a specific service, see the Licensing articles referenced
at the top of this article.

FAQ

« Does Citrix® prevent cloud service usage if assigned licenses exceed purchased licenses?
No, Citrix does not prevent any service launches if you overuse your cloud license amount. Li-
cense Usage provides information for understanding your cloud license usage, so Citrix expects
that you will monitor your license assignments and stay within your purchased license amount.
If, at any point, you believe that you are going to overuse your service, Citrix encourages you to
contact your sales representative to discuss your licensing requirements.

« What licensing information is being captured? Currently, only license information associated
with user logins is captured.

« Is multi-type licensing supported with Citrix DaaS (for example, using both User/Device
and Concurrent User models)? Yes. See Multi-type licensing in this article for additional infor-
mation.

« Is multi-edition licensing supported for Citrix DaaS? For example, can | use both Premium
and Advanced editions on the same Citrix Cloud account? No, this use case is not supported.
A Citrix DaaS site can be licensed for only one edition. If you want to use multiple Citrix Daa$
instances on the same Citrix Cloud account, they must be the same edition.

« What is the difference between Monitor reporting (in Director) vs Concurrent licensing
insights? The Monitor report and explanation of concurrent sessions provides a different in-
terpretation and metric than a measure of concurrent licenses in use. In most cases, using the
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number of concurrent sessions within Director as a representation or forecast of peak concur-
rent licenses in use greatly overstates the number of concurrent licenses needed. Do not use
the Monitor report in Director as a substitute for a report on concurrent license usage. The two
main differences between the reporting tools are:

+ Sampling Time Length: Licensing has a five-minute sampling period. Every five minutes,
Citrix Cloud counts the unique devices currently connected to the service. All the five-
minute sampling periods are aggregated to determine peak usage in a 24-hour, monthly,
and contract length period. The Monitor report in Director can show intervals of up to two
hours depending on how the report s run.

+ Uniqueness: Licensing looks for uniqueness amongst devices when sessions are
launched. The Monitor report does not account for unique devices.

« *After migrating users to a new instance of a cloud service (for example, | changed the domain
name for my organization), why are my licenses in-use counted twice for the same users?- Citrix
Cloud uses the User Principle Name (UPN) to count unique users. If a user accessed the cloud
service before and after the migration occurred, Citrix Cloud captures two unique UPNs for the
user, each with a different domain name. Therefore, Citrix Cloud counts the same user twice.
You can release the older license assignment after 30 days, assuming the user doesn’t access
the service under the old domain name. Citrix does not prevent any service launches if you
overuse your cloud license amount.

« *Why am I seeing duplicate licenses for the same user or device?- This is by design of the Work-
space app for HTML5 and locally-installed Workspace app. Launches through Workspace app
for HTML5 consume a User/Device license. As well, launches through locally-installed Work-
space app consume a User/Device license. So, if a user launches apps through Workspace app
for HTML5 and then launches through a locally-installed version of Workspace app later, Citrix
Cloud shows that the user consumed two licenses. This behavior doesn’t affect user connectiv-
ity, but can result in inflated device license usage reports in the Licensing console. Citrix does
not prevent any service launches if you overuse your cloud license amount.

Monitor licenses and active usage for Citrix DaaS (User/Device)

September 6, 2025

This article describes how you can manage cloud service license assignments and monitor active us-
age using the Licensing console in Citrix Cloud.

If you purchased Citrix Azure Consumption Fund to use with your service deployment, see Monitor
Citrix Managed Azure resource consumption for Citrix DaaS for more information.
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License assignment

Citrix Cloud assigns a license when a unique user or unique device launches an app or desktop for the
first time.

Domain name truncation

If you host multiple domains and have users with similar accounts in those domains (for example,
johnsmith@company.com and johnsmith@mycompany.com), you can allow Citrix Cloud to
ignore the account domain and consider only the user name of the account (for example, johnsmith).
This process is known as domain name truncation. By default, domain name truncation is disabled.

When domain name truncation is enabled, Citrix Cloud’s calculation of unique users changes. Instead
of counting johnsmith@company.comand johnsmith@mycompany.comastwo unique users,
Citrix Cloud counts only johnsmith as a unique user. This calculation change affects the following
Licensing data:

« License assignment

+ Active use

+ License usage trends over time
+ Licenses eligible for release

These changesin licensing data are also reflected when you export data to a CSV file from the Licensing

console.

Note:

If you host multiple domains with similar accounts where the user name is slightly differ-
ent (for example, an individual user has the accounts johnsmith@company.com and
jsmith@newcompany.com), domain name truncation has no effect on Citrix Cloud’s calcu-
lations. Citrix Cloud still counts johnsmith and jsmith as unique users even if they belong to the

same individual.

Enable or disable domain name truncation

By default, domain name truncation is disabled. Domain name truncation has an effect on your
User/Device usage data from the moment you enable or disable the feature. For example, if you en-
able domain name truncation in a given month, the data that Citrix Cloud records in that month is
affected. However, historical data for previous months, when the feature was disabled, remains unaf-
fected. Likewise, if you disable domain name truncation in a given month, the data that Citrix Cloud
records in that month is affected. However, historical data for the months when the feature was en-
abled remains intact.
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To enable or disable domain name truncation:

1. Click the toggle near the top-right of the Licensing console.

Time Zone: (/]

» > Dass

Licensing Domain name truncation is enabled @ m

Cloud Services DaaS

User/Device Model

Daas
Gateway
A\ 100 licenses will expire in 31 days.
Se te A
Endpoint Management Usse/Devios Lisenses

User/Device Active Use

Daa$ Standard for Azure
529 ASSIGNID / TOTAL MR ABLE MONTHLY USERS DAY USERS MONTHLY DEVICLS DALY BEVICES
vso 52/100 48 39 19 40 20

Licensed Deployments

2. When prompted to confirm your action, select Yes, I understand.

. .
Llcensmg summary
» » DaaS Tiene Zone: (UTC)
Licensing
Cloud Services DaaS
I DaaS User/Device Model View Usage Details
Gateway
A 100 licenses will expire in 31 days.
Secure Private Access
Endpoint Management User/Devics Licenses

User/Device Active Use

DaaS Standard for Azure
52% ASSIGNED  TOTAL Ak ABLl MONTHLY USERS DALY USTRS MONTHLY DEVICES DARY DEVICES
] 52 /100 48 39 19 40 20

Licensed Deployments v

License Servers
Usage
License Filas

The Licensing summary provides an at-a-glance view of the following information:

+ Percentage of total purchased licenses that have been assigned. As the percentage approaches
100%, the percentage goes from green to yellow. If the percentage exceeds 100%, the percent-

age turns red.
The quantity of total purchased licenses is the sum of licenses that have been purchased for
Citrix DaaS editions that use the User/Device licensing model.
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+ The ratio of assigned licenses to purchased licenses and the number of available licenses re-
maining.

« Active usage statistics on a monthly and daily basis:

« Monthly active use refers to the number of unique users or devices that have used the
service in the last 30 days.

+ Daily active use refers to the number of unique users or devices that have used the service
in the last 24 hours.

« The time remaining before the cloud service subscription expires. If the subscription expires
within the next 90 days, a warning message appears.

Calculating assigned licenses and active use

To accurately reflect the User/Device licensing model for Citrix DaaS, Citrix Cloud counts the number
of unique users and unique devices that have used the service. To measure assigned licenses, Citrix
Cloud uses the lesser of these counts. To measure active use, Citrix Cloud uses each count as the
quantity of active users and active devices in a given period.

Example of calculating assigned licenses

If 100 unique users and 50 unique devices have used the service, Citrix Cloud uses the lesser number
(50) to determine the number of assigned licenses. The percentage of licenses used and the number
of available licenses are based on these 50 assigned licenses.

Example of calculating active use

If 10 unique users and 20 unique devices used the service in the last 30 days, Citrix Cloud determines
that monthly active use consists of 10 active users and 20 active devices. Likewise, if 30 unique users
and 15 unique devices were counted in the last 24 hours, Citrix Cloud determines that daily active use
consists of 30 active users and 15 active devices.

Usage trends

For a detailed view of your licenses, click View Usage Details at the far right of summary. You can then
see a breakdown of usage trends and individual users and devices that are consuming cloud service
licenses.
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DaaS

User/Device Model View Usage Details

| A 100 licenses will expire in 32 days

User/Device Licenses
User/Device Active Use

529, ASSIGNED / TOTAL AVAILABLE MONTHLY USERS DAILY USERS MONTHLY DEVICES DAILY DEVICES
USED 527100 48 39 19 40 20

The Usage Trends section displays this breakdown as a graph.

Usage Trends

Jul 2021

Uszer License Assignments

License Assignment Active Use O TOTAL LICENSE S SIGNED DEVICES I NEWLY ASSIGNED

ASSIGNED USERS

NEWLY ASSIGNED
100 RELEASED
TOTAL ASSIGHED
AVAILABLE
50 l
0 | . .

May 2021 Jun 2021° Jul 2021° Aug 2021

On the License Assignment graph, pointing to a bar for a specific month or day shows you the follow-

ing information:

+ Total Licenses: Your total purchased licenses for the cloud service across all entitlements.

+ Assigned Users: The cumulative number of licenses assigned to users up to the current month.

+ Assigned Devices: The cumulative number of licenses assigned to devices up to the current
month. If this number seems particularly high for a given month, this could be the result of app
or desktop launches occurring through a web browser. To lower this number, Citrix® recom-
mends using a locally-installed Workspace app.

+ Newly Assigned: The number of new licenses that were assigned for each month. For example,
a user accesses the cloud service for the first time in July and is assigned a license. This license
is counted as “Newly Assigned”for the month of July.

+ Released: The number of eligible licenses that were released during each month. For exam-
ple, if 20 licenses were eligible for release and you released 10 of them in July, the number of
released licenses shown for July is 10.

Intervals of time in which domain truncation is enabled are marked with an asterisk.
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Onthe Active Use graph, you can view active users and devices over the previous calendar month and

calendar year, respectively. Pointing to a specific interval on the graph reveals the number of active
users or devices and the usage percentage.

Usage Trends

License Assignment Active Use August 18, 2021 LES (Daily ) Monthly
August 9, 2021 _
ACTIVE DEVICES
USAGE THIS DAY

USAGE THIS DAY

License Activity

The License Activity section displays the following information:

+ Alist of the individual users who have assigned licenses, including associated devices.

License Activity

60 Licensed Users 60 Licensed Devices @ Export
O Show only releasable licenses Search by User. Q
Username Domain Devices Last Login Date Assigned ¥
User23100300 1Device Oct 3, 2023 00:05:57 UTC Oct 3,2023
User23100212 1Device Oct 2, 2023 12:03:57 UTC Oct 2,2023
User23100200 1Device Oct 2, 2023 00:09:11 UTC Oct 2,2023

+ Alist of the devices that have assigned licenses, including associated users.
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License Activity

60 Licensed Users 60 Licensed Devices @ Export
D Show only releasable licenses Search by Device Name... Q ‘
Device Name Device ID Users Last Login Date Assigned 4
Device23100900 Device23100900 1User Oct 9, 2023 00:06:29 UTC Oct 9, 2023
Device23100812 Device23100812 1User Oct 8, 2023 12:01:27 UTC Oct 8, 2023
Device23100800 Device23100800 1User Oct 8, 2023 00:06:24 UTC Oct 8, 2023
Device23100712 Device23100712 1User Oct 7,2023 12:01:21 UTC Oct 7,2023

+ The date when a license was assigned to the user or device.

You can also filter the list to show only licenses that are eligible for release. See To release assigned
licenses in this article.

Release assigned licenses

When alicense is assigned, the assignment period is 90 days and the connection to the serviceiis estab-
lished. Ifa user or device hasn’t launched an app or desktop for 90 days, these licenses are considered
as unused licenses and they are released by Citrix Cloud after 90 days. This process is automated with
no actions required by the administrator.

After the assignment period (90 days), the administrator is allowed to release the licenses manually
in the following scenarios only:

« The useris no longer associated with the company.
» The useris on an extended leave of absence.

The administrators can release the licenses for devices only when the devices are out of service.

Note:

« Itis recommended to follow the automated process of releasing the Licenses. However if
the administrator intends to release the licenses before the 90-day period apart from the
above mentioned reasons, this might violate the Citrix EULA. Before performing this action,
contact Citrix.

« The administrator can manually release a single license through the Ul. Alternatively, the
administrator can choose to release licenses using the cloud licensing API. For more infor-
mation see, APIs to manage Citrix cloud licensing.
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Find releasable licenses

If the user or device hasn’t launched an app or desktop for 30 days, Citrix Cloud places the license in
releasable state. Releasable licenses appear in the Licensed Users or Licensed Devices list with a dark
gray checkbox that can be selected. Licenses that aren’t releasable displays a light gray checkbox
indicating that license cannot be selected.

The list that appears in the License Activity section displays up to 100 assigned licenses at a time. If
you have more than 100 licenses, use the page controls to move through the list.

License Activity

52 Licensed Users 122 Licensed Devices @ Export
C] Show only releasable licenses Search by Device Namé Q 2> »

To locate releasable licenses quickly, click Show only releasable licenses, next to the Release Li-
censes button. This action hides assigned licenses that aren’t yet allowed to be released.

License Activity

52 Licensed Users 122 Licensed Devices

D Show only releasable licenses

Username Domain
Stewart

Sanchez

[]  mitcheu

Select releasable licenses

Select the dark gray checkbox next to each license to select it for release. When you select a license
from the list, the Release Licenses button becomes active.

You can select all releasable licenses one-by-one and click Release Licenses.
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To release assigned licenses

1. Under License Activity, click the Licensed Users or Licensed Devices tab.

2. If needed, click Show releasable licenses to display only the users with licenses that are al-
lowed to be released.

3. Select the users or devices you want to manage and then click Release Licenses.

4. Review the users or devices you’ve selected and then click Release Licenses.

Automatic switchover of license

If the active User/Device license expires and the Concurrent license is the only active license type for
the tenant, the site license automatically switches to the active Concurrent license. This prevents any
outage due to lack of active license on the site.

Monitor licenses and peak usage for Citrix DaaS™ (Concurrent User)

October 14, 2025
This article describes the experience for managing Concurrent User licenses for Citrix Daa$S only.

For information about User/Device licensing for Citrix DaaS, see Monitor licenses and active use for
Citrix DaaS (User/Device).

For information about User/Device and Concurrent User licensing for Citrix DaaS Standard for Azure,
see Monitor licenses and usage for Citrix DaaS Standard for Azure.

License assignment

Citrix Cloud™ assigns a license when a user launches an app or desktop on their device. When the user
logs off or disconnects from the session, the license is no longer assigned. Because license assignment
can change depending on the number of devices accessing apps or desktops at any given time.

For more information about the Concurrent User licensing model, see Concurrent license in the Li-
censing product documentation.
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Llcensmg summary
Concurrent Model ( View Usage Details )
Licenses Active Use
Last Reported: Sep 26, 2022 14:28:44 UTC
ASSIGNED / TOTAL AVAILABLE MONTHLY DAILY
74% _
o J 747100 26 (26%) 52(52%)  35(35%
Last 24 Hours This Month All Time
Usage Peak: Sep 26, 2022 08:33:44 UTC Usage Peak: Sep 24, 2022 02:00:00 UTC Usage Peak: Sep 24, 2022 02:05:00 UTC
99% ASSIGNED / TOTAL 101% ASSIGNED / TOTAL 101% ASSIGNED / TOTAL
USED 99 /100 USED 101 /100 USED 101 /100

The Licensing summary provides an at-a-glance view of the following information:

+ Percentage of total purchased licenses currently in use when Citrix Cloud last evaluated the li-
censes in use. The quantity of total purchased licenses is the sum of licenses that have been
purchased for Citrix DaasS editions that use the Concurrent User licensing model.

« Theratio of currently assigned licenses to total purchased licenses and the number of available
licenses remaining. The Total figure shown in this ratio represents the total number of licenses
that are currently owned (as of the “Last Reported”date and time).

+ Peakusage statistics. In calculating peak licensesin use, Citrix Cloud retrieves the the maximum
number of licenses used in the following time periods:

+ Last 24 hours: The maximum number of licenses used at one time during the last 24-hour
period.

+ This Month: The maximum number of licenses used at one time from the start of the cur-
rent calendar month.

« All Time: The maximum number of licenses used at one time from the start of the sub-
scription.

The Total figure shown for these peak usage periods represents the total number of licenses that
were owned at that point in time. If the total number of owned licenses increases or decreases,
and there’s a corresponding increase in assigned licenses, the Total figure changes to reflect
the new number of owned licenses for that point in time. However, if there is no corresponding
usage peak, the Total figure does not change.
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« Active use statistics. Citrix Cloud displays the total number of unique connections for the fol-
lowing periods:

« Monthly: Monthly active use refers to the number of unique users or devices that have
used the service in the last 30 days.

« Daily: Daily active use refers to the number of unique users or devices that have used the
service in the last 24 hours. These figures are also represented as percentages of the total
number of licenses owned during these periods.

Calculating peak licenses in use

To accurately reflect the Concurrent User licensing model, Citrix Cloud counts the number of unique
devices accessing the service simultaneously. If the count is greater than the current peak usage dis-
played, Citrix Cloud displays the new peak usage with the date and time that it was reached. If the
count is less than the current peak usage, the current peak usage doesn’t change.

Important:

If you use Monitor in Director for information about concurrent sessions, be aware that the Mon-
itor report provides a different interpretation of concurrent sessions and does not accurately re-
flect the number of Concurrent User licenses in use. For more information about the differences
between Monitor reports and Licensing reports, see the FAQ.

Calculating monthly active use

At the beginning of each month, Citrix Cloud takes a snapshot of the last 30 days. Citrix Cloud displays
the total number of unique connections that occurred during that calendar month.

Calculating daily active use

At the same time each day, Citrix Cloud takes a snapshot of the last 24 hours. Citrix Cloud displays the
total number of unique connections that occurred during that 24-hour period.

Usage trends and license activity

For a historical view of your licenses, click View Usage Details.

The Usage Trends section shows you the following information:
+ License Assignment displays a chart of the following information:

« Total Licenses: Your total purchased Concurrent User licenses.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 453


https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/citrix-cloud-service-license-usage#faq

Citrix Cloud™

+ Peak Licenses In Use: The maximum number of licenses assigned for the date range that
you select. By default, Citrix Cloud displays peak usage for each month in the current cal-
endar year. To drill down to monthly or hourly peak usage, select the calendar month or
day you want to view from the drop-down menu.

If the date range you select isn’t yet finished, Citrix Cloud displays the current peak usage for
the latest interval of time. For example, if you drill down to view a calendar day that’s still in
progress, the maximum number of licenses is displayed for each hour up to the current moment
in time. If the maximum number of licenses increases at the next counting interval, Citrix Cloud
updates the peak usage for the current hour.

+ Active Use displays a chart of the following information:

« Daily: The total number of connections for each day during the previous 30 days.
« Monthly: The total number of connections for each month during the previous calendar
year.

Pointing to an interval on the License Assignment or Active Use charts reveals the details for that

interval.
Usage Trends
License Assignment Active Use Daily Monthly
September 9, 2022
Q O O 0 $ O
ACTIVE USERS
O o’ O X O
0 USAGE THIS DAY | .
O Q Q d
O O
H b—0 O
L
.c\
o

Usage Trends

Yesterday v (uTC) wh Export Data

License Assignment  Active Use ) TOTALLICENSES M PEAKLICENSESINUSE  (Hourly)  Daily

0PM  600PM  7: 00

0AM 300AM 400 AM 50 AM 800AM O00AM 1000AM 1:00AM 12:00PM 100 M 600PM 700PM 800PM 9:00PM 10:00PM Ti

100-
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License activity for users and devices

For user or device licenses, the License Activity section displays a list of individual users who have
assigned licenses, and the date when a license was assigned to the user.

License Activity

3,630 Licensed Users 3,488 Licensed Devices @ Export
Q B23 45 37 > »
Username Domain Last Logind.
username 1 Mar 28, 2023 05:59:53 UTC
username2 Mar 28, 2023 05:58:53 UTC
username3 Mar 28, 2023 05:59:53 UTC
username4 Mar 28, 2023 05:59:53 UTC
username5 Mar 28, 2023 05:53:53 UTC

username6 Mar 28, 2023 05:59:53 UTC

Release licenses

Concurrent User licenses are released automatically when users sign out or disconnect from their ses-
sion. You don’t need to release these licenses manually.

Monitor licenses and usage for Citrix DaaS Standard for Azure

October 9, 2025

This article describes the experience for managing license assignments for both User/Device and Con-
current User licensing models.

Citrix Azure Consumption Fund (User/Device only)

If you purchased Citrix Azure Consumption Fund to use with your service deployment, see Monitor
Citrix Managed Azure resource consumption for Citrix DaaS for more information about consumption
reporting for Citrix-managed resources.
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License assignment

User/Device licensing model: Citrix Cloud assigns a license when a unique user or unique device
launches a desktop for the first time.

Concurrent User licensing model: Citrix Cloud™ assigns a license when a user launches a desktop on
their device. When the user logs off or disconnects from the session, the license is no longer assigned.
Because license assignment can change depending on the number of devices accessing desktops at
any given time, Citrix Cloud evaluates the number of licenses in use every five minutes.

For more information about the Concurrent licensing model, see Concurrent licenses in the Licensing
product documentation.

Calculating peak licenses in use

To accurately reflect the Concurrent licensing model, Citrix Cloud counts the number of unique de-
vices accessing the service simultaneously every five minutes. If the count is greater than the current
peak usage displayed, Citrix Cloud displays the new peak usage with the date and time that it was
reached. If the count is less than the current peak usage, the current peak usage doesn’t change.

Domain name truncation

This feature is supported for the User/Device licensing model only.

If you host multiple domains and have users with similar accounts in those domains (for example,
johnsmith@company.com and johnsmith@mycompany.com), you can allow Citrix Cloud to
ignore the account domain and consider only the user name of the account (for example, johnsmith).
This process is known as domain name truncation. By default, domain name truncation is disabled.

When domain name truncation is enabled, Citrix Cloud’s calculation of unique users changes. Instead
of counting johnsmith@company.comand johnsmith@mycompany.comastwo unique users,
Citrix Cloud counts only johnsmith as a unique user. This calculation change affects the following
Licensing data:

+ License assignment

« Active use

« License usage trends over time
+ Licenses eligible for release

These changesin licensing data are also reflected when you export data to a CSV file from the Licensing
console.
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Note:

If you host multiple domains with similar accounts where the user name is slightly differ-
ent (for example, an individual user has the accounts johnsmith@company.com and
jsmith@newcompany.com), domain name truncation has no effect on Citrix Cloud’s calcu-
lations. Citrix Cloud still counts johnsmith and jsmith as unique users even if they belong to the
same individual.

Enable or disable domain name truncation

By default, domain name truncation is disabled. Domain name truncation has an effect on your
User/Device usage data from the moment you enable or disable the feature. For example, if you en-
able domain name truncation in a given month, the data that Citrix Cloud records in that month is
affected. However, historical data for previous months, when the feature was disabled, remains unaf-
fected. Likewise, if you disable domain name truncation in a given month, the data that Citrix Cloud
records in that month is affected. However, historical data for the months when the feature was en-
abled remains intact.

To enable or disable domain name truncation:

1. Click the toggle near the top-right of the Licensing console.

> Lice > DaaS Standard for Azure Time Zone: (UTC) Coordinated Universsl Time

Licensi ng Domain name truncation is enabled @
Cloud Services Daa$S Standard for Azure
DaaS User/Device Model

Gateway
Aty A 100 licenses will expire in 31 days.

Secure Private Access

Endpoint Management Licenses

Daa$ Standard for Azure ! ASSIGNED | TOTAL AVAILABLE
5%
weo 9 /100 95

Licensed Deployments

License Servers

Usage

License Files

2. When prompted to confirm your action, select Yes, I understand.

Licensing summary

Citrix Cloud displays summary views of licenses in use under the User/Device and Concurrent User
licensing models.
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Summary for users and devices

For the User/Device model, the licensing summary shows the licenses that are in use relative to the
total number of licenses that you own.

Desktop as a Service Standard for Azure

User/Device Model { View Usage Details :}

A\ 100 licenses will expire in 32 days.

Licenses
ASSIGHED TOTAL BVEILARLE
5%
LSED 5 1 DG 8 5

As the percentage approaches 100%, the percentage goes from green to yellow. If the percentage
exceeds 100%, the percentage turns red.

Citrix Cloud also displays the ratio of assigned licenses to purchased licenses and the number of re-
maining available licenses.

Summary for concurrent users

For the Concurrent model, the licensing summary provides an at-a-glance view of the following infor-
mation:
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Concurrent Model ( View Usage Details )
Licenses
Last Reported: Sep 26, 2022 16:14:20 UTC
ASSIGNED / TOTAL AVAILABLE
74%
se 74/100 26 (26
Last 24 Hours This Month All Time
Usage Peak: Sep 26, 2022 12:19:20 UTC Usage Peak: Sep 26, 2022 12:00:00 UTC Usage Peak: Sep 26, 2022 12:05:00 UTC
99% ASSIGNED / TOTAL 99% ASSIGNED / TOTAL 99% ASSIGNED / TOTAL
USED 99 /100 USED 99 /100 USED 99 /100

« Percentage of total purchased licenses currently in use when Citrix Cloud last evaluated the
licenses in use. Citrix Cloud calculates this percentage every five minutes based on unique de-
vices with active connections to the service. The quantity of total purchased licenses is the sum
of licenses that have been purchased for Citrix Daa$S Standard for Azure that use the Concurrent
licensing model.

« Theratio of currently assigned licenses to total purchased licenses and the number of available
licenses remaining. The Total figure shown in this ratio represents the total number of licenses
that are currently owned (as of the “Last Reported”date and time).

« Peakusage statistics. In calculating peak licenses in use, Citrix Cloud retrieves the the maximum
number of licenses used in the following time periods:

+ Last 24 hours: The maximum number of licenses used at one time during the last 24-hour
period.

+ This Month: The maximum number of licenses used at one time from the start of the cur-
rent calendar month.

« All Time: The maximum number of licenses used at one time from the start of the sub-
scription.

The Total figure shown for these peak usage periods represents the total number of licenses that
were owned at that point in time. If the total number of owned licenses increases or decreases,
and there’s a corresponding increase in assigned licenses, the Total figure changes to reflect
the new number of owned licenses for that point in time. However, if there is no corresponding
usage peak, the Total figure does not change.
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Usage trends

Citrix Cloud displays a breakdown of usage trends for either User/Device or Concurrent User licenses.
To view this breakdown, select View Usage Details from the licensing summary page.

Cloud Services Daa$S Standard for Azure
DaaS User/Device Model
Gateway R
A 100licenses will expire in 31 days.
Secure Private Access
Endpoint Management Licenses
I Daas Standard for Azure ASSIGNED / TOTAL AVAILABLE
5%
UsED 5 /100 95
Licensed Deployments
License Servers
Concurrent Model
License Files
Licenses
-
749 ASSIGNED / TOTAL AVAILABLE
74 /100 26 [
Last 24 Hours This Manth All Time
81% ASSIGNED / TOTAL 989% ASSIGNED / TOTAL 989, ASSIGNED / TOTAL
USED 81/100 USED 98 /100 UsED 98 /100

Trends for users and devices

For User/Devices licenses, the Usage Trends section shows you a breakdown of assigned licenses as

a chart.
Usage Trends (UTC)
License Assignment O Total Licenses M Previously assigned Newly assigned
Jul 2023
1
o TOTAL LICENSES
PREVIOUSLY ASSIGNED
NEWLY ASSIGNED
50 RELEASED
TOTAL ASSIGNED
AVAILABLE
0 ——— ——
Jun 2023 Jul 2023 Aug 20237 Sep 2023
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Pointing to an interval on the chart shows you the following information:

« Total Licenses: Your total purchased licenses for the cloud service across all entitlements.

+ Previously Assigned: The number of licenses that were assigned in the previous month. For
example, a user accesses the cloud service for the first time in July and is assigned a license.
This license is counted as “Newly Assigned”for the month of July. For the month of August, this
license is counted as “Previously Assigned.”

+ Newly Assigned: The number of new licenses that were assigned for each month. For example,
a user accesses the cloud service for the first time in July and is assigned a license. This license
is counted as “Newly Assigned”for the month of July.

Intervals of time in which domain truncation is enabled are marked with an asterisk.

50

e
Jun 2023 Il 2023 Aug 2023 Sep 2023"

Intervals of time in which domain truncation is enabled are marked with an asterisk.

50

e
Jun 2023 Il 2023 Aug 2023 Sep 2023"

Trends for concurrent users

For Concurrent User licenses, the Usage Trends section shows you the following information:

« Total Licenses: Your total purchased Concurrent licenses.

+ Peak Licenses In Use: The maximum number of licenses assigned for the date range that you
select. By default, Citrix Cloud displays peak usage for each month in the current calendar year.
To drill down to monthly or hourly peak usage, select the calendar month or day you want to
view from the drop-down menu.

If the date range you select isn’t yet finished, Citrix Cloud displays the current peak usage for
the latest interval of time. For example, if you drill down to view a calendar day that’s still in
progress, the maximum number of licenses is displayed for each hour up to the current moment
in time. If the maximum number of licenses increases at the next five-minute counting interval,
Citrix Cloud updates the peak usage for the current hour.

Pointing to an interval on the chart reveals the total licenses and peak licenses in use for that inter-
val.
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License activity for users and devices

For User/Device licenses, the License Activity section displays a list of individual users who have as-
signed licenses, and the date when a license was assigned to the user. This section is not available for
Concurrent licenses.

License Activity

5 Licensed Users @ Export

\:' Show anly releasable licenses Search by r Q 1]
Username-J Domain Last Login Date Assigned
D userd Mar 28, 2022 21:46:07 UTC  Mar 29 2022
D user3 Apr 29, 2022 21:46:07 UTC Apr 29,2022
D user2 Jun 20, 2022 21:46:07 UTC May 29, 2022
D userl Jun 29, 2022 21:46:07 UTC May 29, 2022
D userQ Jun 29, 2022 21:46:07 UTC Jun 29, 2022

You can also filter the list to show only licenses that are eligible for release. See Release assigned
licenses in this article.

Release User/Device licenses

Releasing eligible User/Device licenses varies depending on the service subscription type.

« Yearly service subscriptions: If you have a yearly subscription, you can release licenses for
users that haven’t launched an app or a desktop in the last 30 days. You can release multiple
licenses in bulk or individually.

« Monthly service subscriptions: If you have a monthly subscription, you can release licenses
on the first day of each month, regardless of the inactivity period.

When a license is assigned, the assignment period is 90 days and the connection to the service is estab-
lished. If auser or device hasn’t launched an app or desktop for 90 days, these licenses are considered
as unused licenses and they are released by Citrix Cloud after 90 days. This process is automated with
no actions required by the administrator.
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After the assignment period (90 days), the administrator is allowed to release the licenses manually
in the following scenarios only:

« The useris no longer associated with the company.
» The useris on an extended leave of absence.

The administrators can release the licenses for devices only when the devices are out of service.

Note:

+ Itis recommended to follow the automated process of releasing the Licenses. However if
the administrator intends to release the licenses before the 90-day period apart from the
above mentioned reasons, this might violate the Citrix EULA. Before performing this action,

contact Citrix.

+ The administrator can manually release a single license through the Ul. Alternatively, the
administrator can choose to release licenses using the cloud licensing API. For more infor-
mation see, APIs to manage Citrix cloud licensing.

Find eligible licenses

If the user or device hasn’t launched an app or desktop for 30 days, Citrix Cloud places the license in
releasable state. Releasable licenses appear in the Licensed Users or Licensed Devices list with a dark
gray checkbox that can be selected. Licenses that aren’t releasable displays a light gray checkbox
indicating that license cannot be selected.

The list that appears in the License Activity section displays up to 100 assigned licenses at a time. If
you have more than 100 licenses, use the page controls to move through the list.

License Activity

122 Licensed Users @ Export

E] Show only releasable licenses Search by User... Q B:z:»

To locate eligible licenses quickly, select Show only releasable licenses, next to the Release Licenses
button. This action hides assigned licenses that aren’t yet eligible for release.
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License Activity

122 Licensed Users

l:l Show only releasable licenses

Select eligible licenses

Select the dark gray checkbox next to each license to select it for release. When you select a license,
the Release Licenses button becomes active.

You can select all releasable licenses one-by-one and click Release Licenses.
Release assigned licenses

1. If needed, click Show releasable licenses to display only the users with licenses that are al-
lowed to be released.

2. Select the users you want to manage and then click Release Licenses.

3. Review the users you’ve selected and then click Release Licenses.

Release Concurrent User licenses

Concurrent User licenses are released automatically when users sign out or disconnect from their ses-
sion. You don’t need to release these licenses manually.

Monitor licenses and active usage for Endpoint Management

October 26, 2023

License assignment

In general, users are assigned a license upon first use of the cloud service. For Endpoint Management,
a license is assigned when a user enrolls a device. After a device is enrolled, the device periodically
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checks in with Citrix Cloud. Citrix Cloud then uses this “check-in pulse”to calculate monthly usage
and helps administrators to remain aware of users’most recent service usage.

First-time use occurs the first time a user enrolls a device or the first time a “check-in pulse”occurs for
the device.

Licenses are assigned on a per-user basis. So, if two users enroll and use the same device, two licenses
are assigned.

Licensing summary and details

D Licensing

Licensing Tima sene:

Cloud Services ' Endpoint Management
Desktop as a Service
| A 100 licenses will expire in 32 days
Gareway

Usar/Device Licenses
Secure Private Access

Active Use
Endgoint Management 520y ASEIGNED ) TOTAL KVAILABLE MONTHLY USERS CAILY USERS MONTHLY DEVICES DAILY DEVICES
usED 52/100 48 39 19 40 20

Decktop as a Service Standard fo_

Licensed Deployments
Licanse Sorvers
Usage

Licensa Filas

The Licensing summary provides an at-a-glance view of the following information for each supported
service:

+ Percentage of total purchased licenses assigned. As the percentage approaches 100%, the per-
centage goes from green to yellow. If the percentage exceeds 100%, the percentage turns red.

+ The ratio of assigned licenses to purchased licenses and the number of available licenses re-
maining.

« Active usage statistics on a monthly and daily basis:

« Monthly active use refers to the number of unique users that have used the service in the
last 30 days.

+ Daily active use refers to the number of unique users that have used the service in the last
24 hours.

+ The time remaining before the cloud service subscription expires. If the subscription expires
within the next 90 days, a warning message appears.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 465



Citrix Cloud™

Usage trends

For a detailed view of your licenses, click View Usage Details. You can then see a breakdown of usage
trends and individual users and devices that are consuming cloud service licenses.

Usage Trends (UTC)

Oct 2021

License Assignment Active Use
TOTAL LICENSES
100 PREVIOUSLY ASSIGNED
NEWLY ASSIGNED
RELEASED
- TOTAL ASSIGNED
50
AVAILABLE

Sep 2021 Oct 2021 Nov 2021 Dec 2021

This breakdown shows you the following information:

+ Total Licenses: Your total purchased licenses for the cloud service across all entitlements.

+ Previously Assigned: The cloud service licenses that were already assigned at the beginning
of each month. For example, if a user is assigned a license in July, that assignment is counted
in the Previously Assigned number for August.

+ Newly Assigned: The number of cloud service licenses that were assigned during each month.
For example, a user who accesses the cloud service for the first time in July is assigned a license.
This license is counted in the Newly Assigned number for July.

+ Active Use: Daily and monthly active usage trends over the previous calendar month and cal-
endar year, respectively.

Usage Trends (UTC)

. September 2021 ' -
License Assignment Active Use B USERS W DEVICES Daily Monthly
ACTIVE USERS

USAGE THIS MONTH 31.0%

License Activity

The License Activity section displays a list with the following information:

« The individual consumers who have assigned licenses
+ The date when licenses were assigned
« The number of enrolled devices and the date of the last check-in for each user
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License Activity
40 Licensed Users @ Export
earch by Use a o
Username Domain Devices (Total Devices Count:0)  Last Check-In Date Enrolled 4
Adams 1 Device Oct 1, 2023 00:00:00 UTC Oct1, 2023
Gonzalez 1Device Oct 1, 2023 00:00:00 UTC Oct1,2023
Baker 1Device Oct 1, 2023 00:00:00 UTC Oct1, 2023
Melson 1Device Oct 1, 2023 00:00:00 UTC Oct 1, 2023
Carter 1Device Oct 1, 2023 00:00:00 UTC Oct1,2023

View enrolled devices

To view the number of enrolled devices for a specific user, click the link in the Devices column.

Username Domain Devices (Total Devices Count: 0) Last Check-In Date Enrolled

Brown citrite.net 1 Device Sep 4, 2021 24:00:00 UTC Sep 4. 2021 see

Citrix Cloud displays a list of the enrolled devices for the user and the date of the last check-in for each
device.

X

Brown

This user has logged into these 1 device

Device OS54 Last Check-In

windows10 Sep 4, 2021 24:00:00 UTC
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Release assigned licenses automatically

Citrix Cloud automatically releases licenses for users that meet all of the following conditions for the
last 30 days:

+ The user hasn’t enrolled a new device.
« The user has an existing device that hasn’t checked in with Citrix Cloud.

No other action is required to release eligible licenses.

After eligible licenses are released, users can acquire another license by enrolling a device.

Monitor bandwidth usage for Gateway service

September 6, 2025

This article describes bandwidth usage through the Gateway service when used with Citrix Daa$ (for-
merly Citrix Virtual Apps and Desktops™ service) and Citrix Workspace. Bandwidth consumption for
the Gateway service included with the Virtual Apps Essentials service isn’t displayed on the Licensing
page of the Citrix Cloud management console.

Note:

Licensing for the Gateway service helps you understand your bandwidth usage as it relates to
using virtual apps and desktops. Citrix® doesn’t enforce bandwidth usage allotments in your
environment. In the event you overuse your bandwidth allotment, Citrix doesn’t interfere with
production workloads or the operation of the service. If Citrix changes how the policies for the
Gateway service and bandwidth usage are enforced, Citrix notifies you before these changes take
effect.

Usage summary

The usage summary provides an at-a-glance view of bandwidth usage for each Gateway service sub-
scription and the total overage across all your subscriptions (monthly, annual, and termed).
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Time Zone: [UTC) Cogedmated Universal Time
» Licensing

Licensing

Cloud Services Gateway

Desktop ss a Service Usage Summary Monthly Subscription Details Annual Subscription Details Termed Subscription Details License Activity

I Gateway

Overage
Secure Private Access

Endpoint Management

Desktop as a Service Standard fo..
Monthly Subscription
Licensed Deployments
A Available bandwidth is low
License Servers

Usage Bandwidth Usage

License Files 200 GB used out of 200 GB

Annual Subscription

Bandwidth Usage Annual Period
275 GB used out of 600 GB START DATE - END DATE
N lun 2022 - May 2023

Termed Subscription

A Available bandwidth is low

Bandwidth Usage Term Period

500 GB used out of 500 GB START DATE - END DATE
Jun15, 2022 - Apr 15, 2023

Citrix Cloud™ displays the total amount of bandwidth and the amount of bandwidth consumed for

each subscription type.

Depending on the subscription type, Citrix Cloud also displays the billing period for the subscrip-
tion:

« Monthly subscriptions: Citrix Cloud doesn’t display the current billing period. For these sub-
scriptions, the billing period starts on the first day of each month and ends on the last day of
that month.

+ Annual subscriptions: Citrix Cloud displays the starting and ending dates of the billing period.
For these subscriptions, the billing period is one year.

+ Termed subscriptions: Citrix Cloud displays the starting and ending dates of the billing period.
For these subscriptions, the billing period is the length of time for which the subscription was
purchased. For example, if a termed subscription for a period of three years is purchased, the
starting and ending dates of the billing period correspond to that three-year interval.
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If a subscription expires within 90 days, a warning message appears for that subscription.

Overage

Citrix Cloud calculates overage on a monthly basis across all your subscriptions. If you consume more
bandwidth than you’ve purchased, Citrix Cloud displays the excess bandwidth as overage.

If you have multiple subscriptions, Citrix Cloud measures your bandwidth usage against the subscrip-
tion that has the earliest ending date first. If you exhaust the bandwidth allotmentin that subscription,
Citrix Cloud measures your bandwidth usage against the subscription with the next earliest ending
date. If you exhaust the bandwidth allotment in all your subscriptions, Citrix Cloud displays excess
usage as overage.

The Usage Summary page displays total overage for the current month. To view overage over time,
select View overage chart.

Gateway

Usage Summary Monthly Subscription Details Annual Subscription

Overage ( View overage chart )

Total Overage

571 GB over available bandwidth

Citrix Cloud displays a chart of your total overage for the last 12 months.

Overage over time B Overag
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Overage for the current month doesn’t carry over to the next month. When the next month begins,
total overage resets to zero.

Unused bandwidth

Citrix Cloud automatically resets bandwidth usage for a subscription at the next billing period. If you
don’t use the full amount of bandwidth during a given subscription period, Citrix Cloud doesn’t carry
over any unused bandwidth to the next billing period.

For example, if your monthly subscription includes 150 GB of total bandwidth and you use 100 GB
of bandwidth in a given month, Citrix Cloud resets usage to zero and displays 150 GB as your total
amount of bandwidth at the beginning of the next month. The unused bandwidth isn’t added to your
total bandwidth allotment.

Usage details

For a detailed view of your subscriptions, select the monthly, annual, or termed subscription details
tabs near the top of the console.

] Licensing > Geteway > Monthly subscriptiondeteils
Monthly subscription details

idth Usage

Total Usage  Individual Entitiements

200 GB used out of 200 GB
——

Usage Trends (UTC)

sep 2024 oct2024 Nov2024 Dec 2024 1an 2025 Feb2025 Mar2025 Apr 2025 May 2025 Jun2025 2025

For each subscription type, the details tab displays the following information:

+ Total Usage: The amount of bandwidth consumed out of the total bandwidth available across
all subscriptions of a given type. For monthly subscriptions, total usage is shown for the current
month. For annual and termed subscriptions, the total usage is cumulative across all of your
annual or termed subscriptions.

« Individual Entitlements: The total amount of bandwidth consumed for each subscription of
a given type. For example, if you have multiple annual subscriptions, this tab shows you the
usage breakdown for each annual subscription separately.

The amount of consumed bandwidth is broken down based on access through Citrix Daa$S (VAD Ser-
vice) or through your on-premises Virtual Apps and Desktops deployment using site aggregation in
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Citrix Workspace.

Usage trends

The Usage Trends section shows you a breakdown of usage over the last 12 months.

For monthly subscriptions, usage is displayed for each individual month in which it was used.

Usage Trends (UTC)

200GB-

N I I I
0- I .

Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025 Feb 2025 Mar 2025 Apr 2025 May 2025 Jun 2025 Jul 2025 Aug 2025

For annual and termed subscriptions, this section includes the following views:

+ Individual usage: The bandwidth usage that occurred during each individual month of the
current billing period.

« Cumulative usage: The bandwidth usage that accumulated at each month during the current
billing period.

Usage Trends (UTC)

I Individual usage Cumulative usage I

600GB-
400GB-

200GB-

Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025 Feb 2025 Mar 2025 Apr 2025 May 2025 Jun 2025 Jul 2025 Aug 2025

For all subscription types, pointing to a bar in the Usage Trends chart reveals the bandwidth usage for
that point in time, broken down by access.

Usage Trends (UTC)

Aug 2025

[ AVAILABLE M VAD GIGABYTES USED
10169 GB

200GB-

100GB-
0- I . I

Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025 Feb 2025 Mar 2025 Apr 2025 May 2025 Jun 2025 Jul 2025 Aug 2025

WSTOREFRONT  13.56 GB

ToTAL

License activity

The License Activity section provides views of the following information:
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+ Licensed Users: Displays a list of individual users who have assigned licenses. This listincludes
the domain to which each user belongs, the amount of bandwidth used over the last 30 days,
and the date when the user last used a service that required bandwidth usage.

+ Top Users: Displays a list of the top 10 users according to bandwidth usage. This list includes a
breakdown of usage for each user over the last 30 days according to access type (Citrix DaaS™
or on-premises Virtual Apps and Desktops through site aggregation).

Gateway

Usage Summary Monthly Subscription Details Annual Subscription Details Termed Subscription Details License Activity

Licensed Users Table Top Users

Search by User... Q < 1-100f 10 > @ Exporttocsvy
Username Domain GB's Used Last Login

Collins 87.08 GB Nov 13, 2022 23:14:51 UTC eee
Edwards 7243 GB MNov 15, 2022 23:14:51 UTC see
Morris 65.9 GB Nov 14, 2022 23114:51 UTC eee

Citrix Cloud displays the bandwidth usage over the last 30 days for a particular user even if they are
no longer using a license. When a Gateway service subscription expires, Citrix Cloud still displays the
bandwidth that individual users consumed in the 30-day period.

View usage details for a specific user

1. Select Licensed Users Table and locate a user in the list that you want to view.

2. Select View Usage from the ellipsis menu at the far right of the page.

Gateway

Usage Summary Monthly Subscription Details Annual Subscription Details Termed Subscription Details License Activity

Licensed Users Table Top Users

Q < 110 6f 10 > @ Export to CSV
Username Domain GB's Used+ Last Login
Collins 87.08 GB Nov 13, 2022 21:50:43 UTC .o
Edwards 72.43GB Nov 15, 2022 21:50:43 UTC e Vs
Morris 659 GBE Mov 14, 2022 21:50:43 UTC LT

© 1997-2026 Citrix Systems, Inc. All rights reserved. 473



Citrix Cloud™

Citrix Cloud displays the user’s bandwidth, broken down by access.

e
This user has used 72.43 GB

B VAD Service StoreFront M Site Aggregation-XA6.5 [ Site Aggregation-VAD
47.42 GB 0MB OMB 25.01GB

View usage details for top users

Select Top Users.

B Licensing > Gateway > License activity Time Zone: (UTC) Coordinated Universal Time

License activity

Licensed Users Table Top Users

Last Month v Top 10 Users v W VAD Service M site Aggregation-XA6.5 M Site Aggregation-VAD StoreFront

Top Users Usage

Eciwards |

oris 1

otins |
Cox | 1
el

stowert |

worsen |

Fivera |

Howerd |

Cooper |

[ 5,000 10,000 15,000 20,000 25,000 30,000 35,000 40,000 45,000 50,000 55,000 60,000 65,000 70,000 75,000 80,000 85,000
Megabytes Used

Citrix Cloud displays a chart of the bandwidth usage for the top users, broken down by access.

By default, the Top Users chart displays the top 10 users who have used the most bandwidth during
the last 30 days. You can change this view to display the top five, top 15, or top 20 users. You can also
change the duration to All time, which displays the top users over the life of your subscription. To
change this view, select an option from each menu.
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Licensed Users Table Top Users
Last Month A Top 10 Users
All Time Top 5 Users
Last Month

. Top 10 Users

vorris I ToP 5 Users
Collins I o 20 Users

Monitor licenses and usage for Secure Private Access

September 6, 2025

License assignment

Alicense is assigned when a unique user launches a Web and Saa$S apps or TCP and UDP apps for the
first time.

LICGnSIng summary
¥ Ucensing
Licensing Time zonee (UTC) Coarsinatod Unenssial Time
Cloud Services Secure Private Access
Deskiop a3 a Sarvice
Licanses
Active Use
Gateway
52% ASSIGNID / TOTAL AVAILABLE MONTHLY DALY
Secure Private Access usED 527100 48 4 39 19

Endpoint Managament

Gil tes Used
Deskiop as a Service Standard fo. iiaby

1,000 GB out of 1,200 GB

Licensed Deployments

License Servers
Usage

Licanse Files
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The Licensing summary shows the following information:
« Percentage of total purchased licenses that are assigned.

+ Asthe percentage approaches 100%, the percentage goes from green to yellow. If the per-
centage goes beyond 100%, the percentage turns red.

+ The ratio of assigned licenses to purchased licenses and the number of licenses that are avail-
able for assignment.
« Active usage statistics on a monthly and daily basis:

+ Monthly active use refers to the number of unique users that have used the service in the
last 30 days.

« Daily active use refers to the number of unique users that have used the service in the last
24 hours.

« The amount of bandwidth consumed out of the total amount of bandwidth for all subscriptions.
« The time remaining before the cloud service subscription expires. If the subscription is about
to expire within the next 90 days, a warning message appears.

Licenses and bandwidth used

In Secure Private Access Advanced subscriptions, each user has access to 5 GB of bandwidth per month
(60 GB per user, per year). In Secure Private Access Standard subscriptions, each user has access to 1
GB of bandwidth per month (12 GB per user, per year). This bandwidth is pooled across the number
of licenses and for the subscription period.

For example, if you buy 100 licenses for three years, you have 18000 GB of total bandwidth (6000 GB
peryear forthree years). This bandwidth is spread across all licensed users for the three-year period. If
you buy more subscriptions, Citrix Cloud™ displays the total number of licenses and bandwidth across
all your subscriptions.

If you don’t use the full amount of bandwidth during the subscription period, Citrix Cloud doesn’t
carry over any unused bandwidth when you renew. When you use more than your purchased band-
width the subscription expires, the amount of available bandwidth remains at zero when you renew
the subscription.

For multiple subscriptions with overlapping terms, the amount of bandwidth associated with each
subscription is removed from Licensing when each subscription expires. For example, if you
purchased two subscriptions, Citrix Cloud displays the total licenses and total bandwidth across both
subscriptions. When the first subscription expires, Citrix Cloud displays only the bandwidth associ-
ated with the unexpired subscription.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 476



Citrix Cloud™

Usage trends

For a detailed view of your bandwidth usage and licenses, click View Usage Details.

Secure Private Access

Licenses
Active Use
529% ASSIGNED / TOTAL AVAILABLE MONTHLY DAILY
USED 52/100 48 39 19

Gigabytes Used

1,000 GB out of 1,200 GB

Citrix Cloud displays a breakdown of bandwidth consumption based on the type of apps that users

have access.

Gigabytes Used

850 GB out of 6,000 GB(14%)

[
@ Web and Saa$S apps TCP and UDP apps
400 GB 450 GB

You can also see a breakdown of usage trends and individual users who are consuming cloud service

licenses and bandwidth.

Usage Trends oll) Compere Charts
License Assignment Active Use Gigabytes Used TOTALLICENSES M PREVIOUSLY ASSIGNED NEWLY ASSIGNED
Nov 2021
TOTAL LICENSES
40 PREVIOUSLY ASSIGNED
NEWLY ASSIGNED
RELEASED
20
TOTAL ASSIGNED
AVAILABLE
0
Apr 2021 May 2021 Jun 2021 Jul 2021 Aug 2021 Sep 2021 0ct 2021 Nov 2021

This breakdown, under Usage Trends, shows you the following information:

« Onthe License Assignment tab:

« Total Licenses: Your total purchased licenses for the cloud service across all entitlements.
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+ Previously Assigned: The cloud service licenses that were already assigned at the begin-
ning of each month. For example, if a user is assigned a license in July, Citrix Cloud counts
that assignment in the Previously Assigned number for August.

+ Newly Assigned: The number of licenses that were assigned for each month. Forexample,
when you access the cloud service for the first time in July and is assigned a license. Citrix
Cloud counts that license in the Newly Assigned number for July.

+ OntheActive Use tab: Daily and monthly active usage trends over the previous calendar month

and calendar year, respectively.

Usage Trends alll compare Charts

November 4, 2021

ACTIVE USERS

License Assignment Active Use Gigabytes Used USAGE THIS DAY Daily Monthly

« On the Gigabytes Used tab: The amount of bandwidth consumed out of the total bandwidth
available. It shows per-user usage and per-application information like Web and SaaS apps and
TCP and UDP apps.

Usage Trends (UTC) olll Compare Chart:

ssssss

200068

To compare license assignment, active use, and bandwidth usage trends, select Compare Charts.
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Usage Trends (UTC) X
License Assignment [ Total Licenses M Previously assigned M Newly assigned
100
% — L]
0 . - -
Jun 2023 Jul 2023 Aug 2023 Sep 2023 Oct 2023
Active Use Daily Monthly

60- 40——/0

I

40-

20-

0-

Jun 2023 Jul 2023 Aug 2023 Sep 2023
Gigabytes Used [0 AVAILABLE M Weband SaaSapps M TCP and UDP apps
6000 GB-

4000 GB-
2000 GB-
— . I
0- — — — | I
Jun 2023 Jul2023 Aug 2023 Sep 2023 Oct 2023
Note:

Usage trends are cumulative for the length of the current subscription term. When you renew
the subscription, usage trends are reset at the start of the new subscription term.

License Activity

The License Activity section also displays the following information:
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License Activity
30 Licensed Users
Search by User. Q ‘ @ Export toCS!

Username 1 Domain Last Login Date Assigned
Allen et Jan 22,2020 00:00:00 UTC Jan 22,2020
Anderson net Jan 22, 2020 00:00:00 UTC Jan 22,2020
Brown let Jan 9,22020 00:00:00 UTC Jan 4,2020
Clark et Jan 21,2020 00:00:00 UTC Jan 17,2020
Davis net Jan 21,2020 00:00:00 UTC Jan 21,2020
Garcia et Jan 8, 2020 00:00:00 UTC Jan 8, 2020
Hall let Jan 19, 2020 00:00:00 UTC Jan 6,2020

Alist of the individual users who have assigned licenses.

The domain to which the user belongs.

The date when the user last used the service.

The date when a license was assigned to the user.

Release assigned licenses

Citrix Cloud automatically releases licenses if you haven’t used the service in the last 30 days. No
action is required from the Citrix administrator to release the licenses.

When a license is released, the number of remaining licenses increases and the number of assigned
licenses decreases accordingly. After a license is released, you can acquire another license by signing
in and using the cloud service.

Monitor Citrix Managed Azure resource consumption for Citrix DaaS™

September 6, 2025

When you purchase an entitlement to Citrix DaaS (formerly Citrix Virtual Apps and Desktops™ service),
you can also purchase the Citrix Azure Consumption Fund that allows you to use resources in a Citrix
Managed Azure subscription. You can use these resources for delivering apps and desktops to your
users alongside your on-premises VDAs.

When you buy the Citrix Azure Consumption Fund, you can pay for consumption using one of the fol-
lowing methods:

+ Pay-as-you-go: For the Citrix Managed Azure resources that you use during a given month, Citrix
bills you during the following month. Citrix Cloud™ displays your usage as overage.
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+ Prepaid consumption: You can pre-pay for consumption on a monthly or yearly (termed) ba-
sis. For any usage that exceeds your pre-paid consumption, Citrix Cloud displays this usage as
overage. For any overage in a given month, Citrix bills you during the following month.

Each consumption unit is valued at $1.00 USD. The Licensing console in Citrix Cloud helps you track
the units that you use.

To estimate consumption costs, use the Citrix Managed Azure Consumption Calculator. To estimate
consumption and licensing costs for Citrix DaaS Standard for Azure (formerly Citrix Virtual Apps and
Desktops Standard for Azure), use the Licensing and Consumption Calculator.

Supported products

Consumption monitoring is available for the following editions of Citrix DaaS:

« Citrix DaaS Advanced (formerly Virtual Apps Advanced)

« Citrix DaaS Premium (formerly Virtual Apps Premium)

« Citrix DaaS Advanced Plus (formerly Virtual Apps and Desktops Advanced)

« Citrix DaaS Premium (formerly Virtual Apps and Desktops Premium)

« Citrix Daa$S Standard for Azure (formerly Virtual Apps and Desktops Standard for Azure)

Consumption summary

The Citrix Managed Consumption section displays a summary of the units that you’ve used in your
Consumption Fund.

Citrix Managed Consumption View Usage Details

Monthly Consumption Overage Consumption

90 out of 90 units (100% 153 units

/\ You are over your monthly consumption. Contact your sales representative today to avoid disruptions to your users.

Monthly Consumption shows the number of consumption units that you’ve used for the current
month out of the total number of monthly Consumption Fund units that you’ve purchased. Monthly
consumption resets each month. Unused consumption units aren’t carried over to the next month.

Term Consumption shows the number of consumption units that you’ve used out of the total number
of term Consumption Fund units that you’ve purchased. As with monthly consumption units, unused
term consumption units aren’t carried over to the next year.

Overage Consumption shows the number of consumption units that you’ve used beyond the number
of units in your Azure Consumption Fund. If you use Citrix Managed Azure resources on a pay-as-you-
go basis, your consumption appears as overage by default.
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How overage is measured

If you use the Azure Consumption Fund on a pay-as-you-go basis, Citrix Cloud displays the number of
consumption units that you’ve used for the current month as overage.

If you prepaid for consumption on either a monthly or yearly basis, Citrix Cloud displays the number
of monthly or term consumption units that you’ve used for the current month or year. If you consume
more units than you purchased, Citrix Cloud displays the excess units as overage.

If you prepaid for consumption on both a monthly and a yearly basis, Citrix Cloud measures your con-
sumption against your purchased monthly units first. After those units are consumed, Citrix Cloud
measures your consumption against your yearly units. After those units are consumed, Citrix Cloud
displays any excess units that you consume as overage.

If you buy additional consumption units and your account has existing overage, the new consumption
units are not applied to the overage. The new consumption units are only applied to usage that occurs
after those units are purchased.

Consumption details

Foradetailed view of your consumption units, click View Usage Details at the far right of the summary.
The details page displays breakdowns of your consumption and usage trends.

Desktop as a Service

Monthly Consumption

118 out of 125 units

Usage reports

You can download usage information as a CSV file for an interval that you specify. Click Download
Data to generate and download a CSV file to your local machine.

Data can take up to 72 hours after the end of a day or month to reflect all usage.

The CSV file includes the following sections:
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+ Report summary that shows the consumption units available before and after the report date
range, total usage charges, and pending overage.

Data may take 24 hours to be reflected. Usage and billing data should not be considered final until 72 hours after the end of the calendar month.

OrgID 51938754
Report Date 12/3/2021
Date Start 11/1/2021
Date End 11/30/2021
Report Summar\,r
Credits Debits
Manthly Consumption Units Available before 11/01/2021 S0
Termed Consumption Units Available before 11/01/2021 S0
Trial Consumption Units Available before 11/01/2021 80
Total Usage to Charge $851.96
Expired Consumption Commitment $0.00
Total $0.00 $851.96
Monthly Consumption Units Available after 11/30/2021 0
Termed Consumption Units Available after 11/30/2021 S0
Trial Consumption Units Available after 11/30/2021 S0
Pending Overage by 11/30/2021 $0.00

+ Daily summary that shows the total usage charge, remaining monthly and term funds, and
overage charge for each day of the report date range.

Daily Summary

Date Total Usage Remaining Monthly Funds Remaining Termed Funds Overage Amount
11/1/2021 5$28.40 S0 50 $0
11/2/2021 $28.40 s0 50 $0
11/3/2021 5$28.40 S0 50 $0
11/4/2021 $28.40 s0 50 $0
11/5/2021 $28.39 s0 50 $0
11/6/2021 528.39 S0 50 S0
11/7/2021 $28.40 s0 50 $0
11/8/2021 528.40 S0 50 50

+ Metered usage of Azure VMs, network connections, Azure storage, and bandwidth for each day
of the report date range.

Date Citrix Meter Name  Citrix Meter Description Catalog Id Catalog Name Citrix Meter Region Citrix Meter Category Citrix Meter Sub Category Citrix Meter Unit Quantity SRP  Total Total Charged
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 07f10011.9ffb-472¢-933b-3e2073932023  Win-11-Ms-2 None Bandwidth 1068 0.0000444 $1.13 $0.00 $0.00
11/1/2021 Bandwidth - Data Transter Out - Zone 1 fo6leeac-2507-459c-ab93-71fdegab3lge  Finance desktops None Bandwidth 1068 00000018 $1.13 $0.00 $0.00
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 N/A N/ None Bandwidth 068 00064263 $L13 $0.01 s0.01
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 cb7516c0-33e7-4853-9eb0-dBAb7M2e9c5a  Windows-11-MultiSession  None Bandwidth 1068 00000137 5113 $0.00 $0.00
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 Windows-1: None Bandwidth 1068 00000015 $1.13 $0.00 $0.00
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 - P None Bandwidth 1068 00000073 $1.13 $0.00 $0.00
11/1/2021 Bandwidth - Data Transfer Out - Zone 1 eB6ceede-1930-4d87-b2e5-3b189bb3e6e3  Win-11-55-22 None Bandwidth 1068 0.0000334 $1.13 $0.00 $0.00
11/1/2021 Virtual Machines Dv3/Dsv3 -D2v3/ -useast  fos: Finance desktops us east VirtualMachine 10 Hours 24 5125 $3.00 $3.00
13/1/2021 virtual Machines Dv3/DSva3 Series - - s East Win-11-55-22 us gast VirtualMachine 10 Hours 24 5125 $3.00 $3.00
11/1/2021 Virtual Machines Dv3/D3v3 Series - -USEast  dfb04e0a-b0SI-4f0a-afs5 P Us East VirtualMachine 10 Hours 24 5125 $3.00 $3.00
11/1/2021 Virtual Machines Dv3/DSv3 Series - D2v3/D2s v3 - US East  cb7516c0-33e7-4853-9eb0- Windows-11 US East VirtualMachine 10 Hours 24 5125 $1.00 $3.00
11/1/2021 Virtual Machines Dv3/DSv3 Series - D2v3/D2s v3- US East 07 e 73932028 Win-11-Ms-2 Us East VirtualMachine 10 Hours 24 $125 $3.00 $3.00
11/1/2021 Virtual Machines Dv3/DSv3 Series - - Us East Windows-1: Us East VirtualMachine 10 Hours 24 5125 $3.00 $3.00
11/1/2021 Virtual Network Peering - Ingress N/A N/A None VirtualNetwork 10068 000016714 SL30 $0.00 50.00
11/1/2021 Virtual Network Peering - Egress foe: p: None VirtualNetwork 10068 000000034 5130 $0.00 $0.00
13/1/2021 Virtual Network Peering - Ingress Windows-1; None virtualNetwork 10068 000000323 5130 $0.00 $0.00
11/1/2021 Virtual Network Peering - Ingress 07H1d011-3ffb-472e-93ab-2e2d73932028  Win-11-MS-2 None VirtualNetwork 10068 000000422 5130 $0.00 $0.00
11/1/2021 Virtual Network Peering - Egress O7H10011-3ffb-472e-93ab-3€2073932028  Win-11-MS-2 None VirtualNetwork 10068 0.00000165 5130 $0.00 $0.00
11/1/2021 Virtual Network Peering - Ingress . P None VirtualNetwork 10068 0.00000307 $130 $0.00 $0.00
11/1/2021 Virtual Network Peering - Egress eB6ceede-1930-4d87-b2e5-3b189bb3e6e3  Win-11-55-22 None VirtualNetwork 10068 000000123 130 $0.00 50.00
11/1/2021 Virtual Network Peering - Egress Windows-1: None virtualNetwork 10068 000000148 $L30 $0.00 50.00
11/1/2021 Virtual Network Peering - Egress £-410: P Nene VirtualNetwork 100GB 0.00000115  $1.30 $0.00 $0.00
13/1/2021 Virtual Network Peering - Ingress es6ceede-1930-4d87-h2e5-3b189bb3e6e3  Win-11-55-22 None virtualNetwork 10068 000000342 $1.30 $0.00 $0.00
11/1/2021 Virtual Network Peering - Egress N/A N/A Nene VirtualNetwork 10068 000012724 5130 $0.00 $0.00
11/1/2021 Virtual Network Peering - Egress dabl-cd Windows-1: None VirtualNetwork 10068 000000121 5130 $0.00 50.00
11/1/2021 Virtual Network Peering - Ingress da61-cd Windows-1: None VirtualNetwork 10068 00000033 $1.30 $0.00 50.00
11/1/2021 Virtual Network Peering - Ingress o6: F P None VirtualNetwork 10068 000000094 130 $0.00 $0.00
11/1/2021 General Block Blob - Read Operations N/A N/A None storage 100000000 0.00000016 $4.68 $0.00 $0.00
13/1/2021 Standard HDD Managed Disks - 510 - Disks - US East N/A N/A Us East storage 1/month 0.400032 $7.64 $3.06 $3.05
11/1/2021 Standard HDD Managed Disks - 510 - Disks - US East dfb0de0a-bO8f-410-afss P US East Storage 1/Month 0033336 57.64 $0.25 50.25
11/1/2021 Standard HDD Managed Disks - $10 - Disks - US East 6dbcdabl-cdf6-4135-86e0-76e2f545204  Windows-11-SingleSession US East Storage 1/Month 0.100008 $7.64 $0.76 $0.76
11/1/2021 Virtual Machines Av2 Series - A2 2 - US East N/A N/A Us East VirtualMachine 100 Hours 048 $11.83 $5.68 $5.68
11/1/2021 Premium SSD Managed Disks - P10 - Disks - US East o6: F desktop Us East Storage 1/Month 0.033336 $19.22 $0.64 s0.64
11/2/2021 Bandwidth - Data Transfer Out - Zone 1 O7f1001f-3ffb-472¢-933b-3e2d73932025 _ Win-11-Ms-2 None Bandwidth 1068 0.0000235 5113 $0.00 50.00
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Usage trends and consumption activity

The Usage Trends section displays a chart of the Citrix Managed Azure resources that you’ve used.
Pointing to a bar on the chart displays the quantity of resources that you consumed for that month,
including virtual machines, storage, virtual network resources, and bandwidth.

Select Monthly Consumption to view your monthly consumption for the previous 12 months.

May 2021

MONTHLY CONSUMPTION

VIRTUAL MACHINE

Usage Trends i olln compare Charts

VIRTUAL NETWORK
BANDWIDTH

Monthly Consumption Term Consumption

0

Nov 2020 Dec 2020 Jan 2021 Feb 2021 Mar 2021 Apr 2021 May 2021 Jun 2021 Jul 2021 Aug 2021 Sep 2021 Oct 2021

Select Term Consumption to view your term consumption for each month during the previous year.

Usage Trends olll Compare Charts

Monthly Consumption  Term Consumpti JLaCIaeAVEl B Virtusl Machine Storage

800 TERM CONSUMPTION

VIRTUAL MACHINE
=] STORAGE

VIRTUAL NETWORK

400 BANDWIDTH

200

0 -
Now 2020 Dec 2020 Jan 2021 Feb20€1 Mar 2021 Apr 2021 May 2021 Jun 2021 Jul2021 Aug 2021 Sep 2021 Oct 2021

If you purchased both monthly and yearly consumption units, select Compare Charts at the far right
of the chart to view monthly and term consumption trends in a single view.
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Usage Trends

Manthly Consumption

Term Consumption

» 131-3 : ﬁfm \:\ ;c“ \p‘ - A “\.ﬂ 1.5;‘ @zﬁ@ wﬁ‘% A 6’: \q,ﬁ’.t\
Maonthly Consumption Term Consumption B virtual Machine Storage M Virtual Metwork W Bandwidth Other
—
800
600
400
200
0 -
o & ac‘@ S L e o pet = e o \.\xf“lﬁ'ﬂ w"q’ﬁz\ -,\o%w’l\ R

The Consumption Activity section also displays a list of your consumption units for each month.

Consumption Activity

< 1120f23 | >
Month Used Owned Remaining Overage
0ct 2021 0 1,200 0 0
Sep 2021 831 1,200 0 a3
Aug 2021 1375 1,200 0 1,375
Jul 2021 1,056 1,200 0 1,056
Consumption activity includes the following information:

+ Used: The number of units that were used during each month.

« Owned: The total number of purchased units for each month.

« Remaining: The number of purchased units that were unused during each month.
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« Overage: The number of consumed units that exceeded your purchased units during each
month.

Release assigned licenses
The time at which license assignments become eligible for release depends on the Consumption Fund
units that you purchased.

You can release inactive licenses after 30 days if:

+ You don’t use a Citrix Managed Azure subscription with your service deployment.
 You purchased yearly consumption units to use with your service deployment.

You can release inactive licenses during the current month, provided no users or devices launched
apps or desktops, if:

 You purchased monthly Consumption Fund units to use with your service deployment.
+ You purchased both monthly and yearly Consumption Fund units.

For instructions for releasing eligible licenses, see the following articles:

« Citrix DaasS (User/Device model): Release assigned licenses
+ Citrix DaaS Standard for Azure: Release assigned licenses

Monitor licenses and usage for on-premises deployments

October 17, 2025

The licensed deployments experience in Citrix Cloud™ consists of the following functions:

+ Product registration: Register your existing Citrix License Servers with Citrix Cloud to get addi-
tional usage insights and reporting about your deployments.

« License Server status: View the status of your Citrix License Servers to understand which ones
are successfully reporting usage and when they last reported usage to Citrix Cloud.

+ Usage insights: View how many licenses are installed and in use across your Citrix License
Servers and gain insight into historic license usage trends.

Supported products

Citrix License Server usage insights are available for all Virtual Apps and Desktops editions under the
Concurrent and User/Device licensing models.
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To view Citrix License Server usage insights, select Licensing from the console menu and then select
Licensed Deployments.

citrix

Platform

Home

Library

Identity and access management
Network locations

Resource locations

Workspace configuration
Support tickets

Motifications

System log

Prerequisites

To use Citrix License Server usage insights, ensure you have the following items:

« A Citrix License Server version 11.15.0.0 or later
« A Citrix Cloud account
+ Network access from the Citrix License Server to Citrix Cloud

Connectivity requirements

To register your License Server successfully with Citrix Cloud, ensure that the following addresses are
contactable:

» https://las.cloud.com:443
» https://customers.citrixworkspacesapi.net:443
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o https://citrix.cloud.com/ (for accessing the admin console to enter the code and
view license server status)

« https://trust.citrixnetworkapi.net (forretrieving a code)

« https://trust.citrixworkspacesapi.net/ (forconfirmingthe license serveris reg-
istered)

o https://cis.citrix.com(fordataupload)

» https://core-eastus-release-a.citrixworkspacesapi.net

» https://core.citrixworkspacesapi.net

« ocsp.digicert.com port 80

« crl3.digicert.com port 80

« crl4.digicert.com port 80

« ocsp.entrust.net port 80

« crl.entrust.net port 80

Connect to Citrix Cloud

To enable Citrix License Server usage insights, you perform the following tasks:

1. Enable usage insights for your license servers using the Licensing Manager console. For more
information, see Share usage statistics in the Licensing product documentation.

2. Review the connectivity requirements described in Connectivity requirementsin this article and
ensure the addresses are contactable. If you are using a proxy server with Citrix License Server,
ensure that the proxy server is configured as described in Step 5 Configure a proxy server in the
Licensing product documentation.

3. Registeryour license server with Citrix Cloud as described in Register on-premises products with
Citrix Cloud.

View on-premises product license usage

Citrix License Server usage insights provides visibility into license usage across your entire Citrix estate.
You can access usage reporting that helps you:

+ Understand how many license servers are deployed and registered, and if they are reporting
usage information to Citrix Cloud.

« Getvisibility into Concurrent and User/Device license usage for Virtual Apps and Desktops.

« Gain insight into aggregate Concurrent and User/Device license usage across multiple deploy-
ments.

+ Understand historic license usage and monthly license usage trends.

+ View the last login time for specific users.

« Compare the number of licenses installed relative to licenses in use across Citrix License Servers.
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+ Monitor license overdraft.
+ View breakdowns of Concurrent and User/Device license usage.

View license server status

The license server status view shows each of the license servers reporting usage to Citrix Cloud.

Time Zone: (UTC) Coordinated Universal Time
» Licensing
Licensing
Cloud Services License Servers
Desktop as a Service
s Export @ Delete data
Gateway
Secure Private Access FQDN T Status | LastReported
Endpeint Management
licenseserverl.citrixnet ~ Reporting May 11, 2022 18:33:39 UTC
Desktop as a Service Sta...
licenseserver2.citrix.net + Reporting May 11, 2022 18:27:39 UTC
Licensed Deployments
ploy licenseserver3.citrix.net @ Mot Reporting May 7, 2022 18:33:39 UTC
License Servers
licenseserverd.citrix.net ~ Reporting May 11, 2022 18:21:39 UTC
Usage
License Files

License servers display the “Reporting”status if they have successfully uploaded usage to Citrix Cloud
in the last three days. License servers display the “Not Reporting”status if they previously reported
usage in the last 30 days but not reported in the last three days. License servers that haven’t reported
usage in the last 30 days are removed from the list.

Impact of license server status on license usage views

Thereporting status and Last Reported date of a license server dictates whether or not the usage from
a particular license server is included in the usage insights views and reports.

 Current licenses installed and in-use are based exclusively on data from reporting license
servers. If a license server is listed as “Not Reporting,”installed and in-use licenses from that
license server are not reflected in the usage insights experience.
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« The Last Reported date for each license server determines how up-to-date the license usage
information is in the usage insights experience. The license usage reports shown are only as
current as the Last Reported time for each license server.

« Citrix License Servers configured for usage insights and registered with Citrix Cloud update us-
age once per day. If needed, you can force an update from the Citrix License Manager manage-
ment console on the license server.

License usage

The Usage tab provides a consolidated view of license usage across your Citrix deployments. Licensing
information from each reporting license server is combined into a single view. This view makes it easy
to see your complete licensing picture across many different deployments and license servers.

Time Zone: (UTC) Coordinated Universal Time

» Licensing

Licensing

Cloud Services Usage

Use this page to view usage data only from reporting license servers. For license servers that have stopped

Deskiop as a Service reporting, check status from the License Servers tab.

Gateway Virtual Desktops (Standard)

Secure Private Access User/Device Model ( View Usage Details )

Endpoint Management XDT STD_UD
Licenses (Aggregate) License Servers

Desktop as a Service Sta...
INUSE INSTALLED AVARILABLE SERVERS

30% ' >
Licensed Deployments ; 23 /75 52 2 view
License Servers
Usage Virtual Apps & Desktops (Premium)
License Files User/Device Model ( View Usage Details )
XDT_PLT_UD
Licenses (Aggregate) License Servers
31% IN USE INSTALLED AVAILABLE SERVERS >
31 /100 69 3 view

License usage is organized and aggregated across multiple license servers based on product edition
and licensing model. A license usage summary card is displayed for each unique license edition found
across all reporting license servers. Asummary card is displayed for each product edition detected.
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Usage per License Server

To view product license usage for each License Server, you can filter the server data.

1. From the Usage page, select View Usage Details for the product that you want to manage.
2. Click Filter server data and then select the License Servers for which you want to view usage.
By default, all License Servers are selected.

> » > »  Virtual Desktops

Virtual Desktops (Standard)

User/Device Model XDT_STD_UD
Licenses License Servers
, INUSE [ INSTALLED AVAILABLE SERVERS
30%
23 /75 52 2 view

Filter server data

Usage Trends

Yesterday iV O INSTALLE CENSES M LICENSESIN USE PER

Hourly Daily

3. Select Apply.

Afteryou apply thefilter, Citrix Cloud displays the usage trends, License Server breakdown, and license
activity only for the servers you selected.

Peak license usage for the Concurrent licensing model

The reporting experience for Concurrent licenses is organized around the following data points:

« Installed licenses: The number of licenses installed on each license server.

+ Peak licenses in-use: The maximum number of licenses that were used in a specific time frame.

In calculating peak licenses in-use, Citrix Cloud retrieves the the maximum number of licenses used
in the following time periods:
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« Last 7 days: The maximum number of licenses used at one time during the last seven days.

+ This Month: The maximum number of licenses used at one time in the current calendar month.

+ All Time: The maximum number of licenses used at one time since the license server was regis-
tered with Citrix Cloud.

Important:

The data for these time periods might not match the number of licenses in use on the license
server. The license server reports only the number of licenses in use at any given time. Citrix
Cloud receives these individual data points and calculates the peak for these time periods.

Considerations for interpreting license usage

Citrix licensing supports many usage scenarios and includes detailed information. Keep the following
considerations in mind when monitoring usage:

+ Usage information is based on licenses installed on each of the reporting license servers. If a
license serveris running out of available licenses, you can allocate and place additional licenses
on the license server to increase the number of available licenses.

« Theinformation available in the Citrix License Server usage insights view includes only the infor-
mation collected and reported by registered and actively reporting Citrix License Servers. The
licensed deployments experience does not represent and may not match the total number of
licenses you actually own or purchased.

+ The percentage of licenses available is computed based on the number of licenses in use relative
to the licenses installed on reporting license servers.

Remove License Server registration

Removing License Server registration completely from Citrix Cloud consists of the following tasks:

1. Remove the registered License Server from Citrix Cloud using the Citrix Licensing Manager con-
sole. For complete instructions, see Remove registration of your License Server.

2. Remove any usage data that was previously collected.

3. Verify that Citrix Cloud no longer displays the License Server on the Product Registrations page.
Ifthe License Server still appearsin the list, remove the server as described in Remove a product

registration.

Remove usage data

When you remove a registered License Server from Citrix Cloud, usage data that was previously col-
lected is still stored. If you no longer want to keep this data, you can delete it.
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Important:

Deleting usage data is permanent and can’t be undone. If you delete usage data but don’t re-
move the registration for your License Server, Citrix Cloud continues to collect usage data.

1. From the Citrix Cloud menu, select Licensing.

2. Onthe License Servers tab, select Delete data.

3. When prompted, select the check boxes to confirm that you understand the impact of the dele-
tion.

4. Select Delete server data.

Licensing for Citrix Service Providers

September 6, 2025

The License Usage Insights service in Citrix Cloud™ is a free cloud service that helps Citrix Service
Providers (CSP) understand and report on product licenses and usage. Only CSP partners have ac-
cess to License Usage Insights.

Note:

Citrix DaaS was formerly Citrix Virtual Apps and Desktops service. Citrix DaaS Standard for Azure
was formerly Citrix Virtual Apps and Desktops Standard for Azure. Some displays might contain
the former name.

The License Usage Insights service enables you to:

+ Automatically aggregate product usage information from telemetry

« Automatically aggregate cloud licensing usage and consumption for single-tenant and multi-
tenant customers

+ Easily view which users are accessing your Virtual Apps and Desktops deployments each month

+ Create customer breakdowns of licensing usage

« View and understand your historic business with Citrix®

« ExportVirtual Apps and Desktops and Citrix DaaS license usage, NetScaler VPX allocations data,
and Citrix DaaS Standard for Azure licensing and consumption data to CSV

Additional information

For requirements and setup instructions, see Get started with License Usage Insights.

To view aggregated usage for single tenant and multitenant customers, see Cloud service license us-
age and reporting for Citrix Service Providers.
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To view customers’usage of supported services using the Licensing console, see the following arti-
cles:

+ Customer license and usage monitoring for Citrix Daa$S

Get started with License Usage Insights

September 6, 2025

Supported Citrix® products

The License Usage Insights service provides usage information for the following Citrix products:

« Virtual Apps and Desktops (on-premises) product usage

o Citrix DaaS™ Premium (formerly Virtual Apps Premium and Virtual Apps and Desktops Premium
services)

« Citrix DaaS Standard for Azure (formerly Citrix Virtual Apps and Desktops Standard for Azure)

» NetScaler® Console VPX allocations

Requirements

To capture license and usage information for Citrix on-premises products and be compliant, Citrix
License Server 11.17.2 build 51000 or later is required. Only Windows-based and VPX-based license
servers are supported.

Citrix License Server 11.17.2 build 51000 and later contains key features that are important for Citrix
Service Provider (CSP) partners:

+ Optimized usage collection: License Server contains new functionality that optimizes licensing
behavior and tracking to better support CSPs.

+ Call home: License Server includes Call Home features that automate product usage collection
for CSP partners. These features are exclusive to CSP partners and will only be activated when
a CSP license is detected on the license server.

« To transition to License Activation Service (LAS), support the new event based telemetry and
simplify CSP on-prem license distribution between customer sites, the minimum license server
version must be 11.17.2 build 51000.
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Step 1: Update Citrix License Server

If you’re running license servers older than Version 11.17.2 build 51000, you must upgrade your license
servers. Upgrading in-place is simple and fast. Complete the following tasks:

1. Download the latest license server. For more information about the latest version of Citrix Li-
cense Server, refer to the Citrix Licensing documentation.

2. Upgrade your current license server.

3. Repeat the upgrade process for each of your license servers.

Step 2: Sign in to Citrix Cloud™ with My Citrix credentials

Before signing in, you’ll need to sign up for a Citrix Cloud account if you do not already have a CSP
partner cloud account. Follow the steps described in Sign up for Citrix Cloud.

When creating your account, use the same My Citrix credentials that you use to allocate and download
Citrix licenses from citrix.com. Citrix Cloud sends you an email at the address associated with your My
Citrix credentials to confirm the account.

When your Citrix Cloud account is ready to use, sign in at https://citrix.cloud.com using your email
address and password.

Step 3 (optional): Anonymize usernames through the license server

By default, usernames associated with Virtual Apps and Desktops or Citrix DaaS license checkouts are
securely phoned home to Citrix.

Usernames are phoned home so CSP partners can take full advantage of License Usage Insights fea-
tures and the CSP licensing program.

User information is limited to a single user@domain entry; no additional personal identifiable data is
phoned home. Citrix does not share this information.

Partners sensitive to uploading username information can enable username anonymization. When
active, username anonymization converts readable usernames into unique strings using a secure and
irreversible algorithm prior to upload.

License Usage Insights uses these unique identifiers to track product usage instead of the actual user-
names. Thisapproach allows service providers to take advantage of month-to-month insights without
visibility into the actual usernames in the cloud service user interface.
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To configure username anonymization

1. Onthelicense server, open the configuration file in a text editor. Typically, the configuration file
islocated at C:\Program Files\Citrix\Licensing\WebServicesForLicensing\SimpleLicenseServiceConfig.xml.

2. Inthe Configurations section, add the UsageBasedBillingScramble setting as follows:

<?xml version="1.0" encoding="utf-8"7?>

<Configurations>

<EncoreConfiguration>
<SamplingPeriod>15</SamplingPeriod>
<RetentionTime>180</RetentionTime>
<Enabled>true</Enabled>

</EncoreConfiguration>
<SARenewalConfigOptions>Notify</SARenewalConfigOptions>
<UsageBasedBillingScramble>1</UsageBasedBillingScramble>
</Configurations>

3. Save thefile.

Step 4: Use the License Usage Insights service

From the Citrix Cloud console, locate and click the License Usage Insights service tile from the waffle
menu. For an overview of the service’s key features, see Manage product usage, license servers, and
notifications.

Additional details

When using Citrix License Server with License Usage Insights, consider the following items:

« It might take up to 24 hours for a newly updated license server or site to appear in the License
Usage Insights management console.

+ When usage data is uploaded from a license server, it’s processed and stored in a secure fashion
so License Usage Insights can access it at a later date. This process might take up to 24 hours to
complete.

+ By default, usernames associated with Virtual Apps and Desktops or Citrix DaaS license check-
outs are securely phoned home to Citrix.

+ Usernames are phoned home so CSP partners can take full advantage of License Usage Insights
features and the CSP licensing program which supports free users for trial, test, and administra-
tive product use.

« User information is limited to a single user@domain entry; no additional personal identifiable
data is phoned home. Citrix will never share this information.
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Help and support

If you need assistance with License Usage Insights, open a support ticket on the My Support portal.
To access My Support from Citrix Cloud:

Sign in to Citrix Cloud.

Click the Help icon near the top-right of the screen.

Select Open a ticket.

Select Go to My Support and sign in with your My Citrix credentials.

ok wpn e

Complete and submit the form.

A member of Citrix Technical Support will follow up and assist you.

Frequently Asked Questions

« What information is being phoned home? Can | view the information my license servers
are sending to Citrix? Yes, you can view a copy of the information that’s phoned home to Citrix.
For details, see License server information included in uploads.

« Is License Usage Insights available to Citrix customers or partners that are not Citrix Ser-
vice Providers? No. License Usage Insightsis only available to Citrix Service Provider™ partners
with an active membership agreement.

« Can | disable Call Home on the license server? No. Under the Citrix Service Provider license
agreement, all license servers are required to phone home product usage. Partners sensitive
to the phone home use case can use the username anonymization feature. For details, see
Anonymize usernames through the license server.

« Will I be billed based on the product usage shown in License Usage Insights? No. License
Usage Insights helps partners understand their product usage so they can audit and bill their
customers accurately, and expand the order as needed.

Manage product usage, license servers, and notifications

November 17, 2025

Product selection

To view licensing details for a different product, click the arrow next to the product name and select
the product or service you want to view.
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Cilrix | License Usage Insights

E: License Usage Insights > Daas » Usage
n Virtual Apps and Desktops

Usage

MNetScaler

LS

== SD-WAN Orchestratar

o

Apr v 2025 o xport

E DaaS

Customer notifications

Monitor solution health across multiple customers without having to visit each deployment individ-
ually. The Notifications area in Citrix Cloud aggregates notifications across customers on your dash-
board so you can ensure alerts are addressed and services keep running.
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My Account My Customers
&
Connector
has been offline for 1 or
more hours.
&
Citrix CTP Account
Connector
has been offline for
3 or more hours.
i X
Citri CTP Account
Connectol

has been
offline for 2 or more hours.

View all notifications

1. From the Citrix Cloud management console, click the Notifications icon and then click My Cus-
tomers. A list of the most recent notifications appears.
2. Toview a complete list of customer notifications, click View all notifications.

License server status

To be compliant with Citrix Service Provider™ license guidelines, all active license servers must be
updated and reporting. The license server status shows the license servers you have and whether or
not they’re updated for use with License Usage Insights.

The service displays a list of active license servers using the traditional license allocation data stored
in the Citrix® back office. If the license server is updated and successfully reporting, License Usage
Insights displays the “Reporting”status and includes a timestamp of the most recent upload.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 499



Citrix Cloud™

Products History

Virtual Apps and Desktops

Server Status Usage Users

Host ID Status FQDN Last Reported Date Type Customers

produc-lic Be?om?g produc-lic Aug 15, 2021 15:49:57 Paid Acme Worldwide see
2 Messages

BLRRCI... C’)L"?‘,E‘i‘f;';f__"s BLRRCITRXLICPOLAM..  Jul 20, 2021 07:36:02 Paid 0 customers oo

License server information included in uploads

When Call Home is activated on a license server, the following information is uploaded daily:

« License server version
« License file information:

« License files installed on the server

« License file expiration dates

+ Product feature and edition entitlement information
+ License quantities

« License usage:

« Licenses used in the current calendar month
« Usernames associated with license checkout
+ Product features and editions activated

View a license server upload

CSP partners caninspect the last uploaded payload on their license server to fully understand all of the
details that the license server sends to Citrix. A copy of this payload is stored as a.zip file on the license
server. By default, this location is C:\Program Files (x86)\Citrix\Licensing\LS\resource\usage\upload_1456166761.:

Note:

Successful uploads are deleted except for the last one. Unsuccessful uploads linger on the disk

until a successful upload occurs. When that happens, all but the last upload are deleted.
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Usage collection

Usage collection helps you understand product usage through automated data collection and aggre-
gation. There’s no need to deploy additional tools.

License Usage Insights automatically aggregates product usage across all Citrix License Servers (for
traditional License Server call home) and Sites (for License Activation Service) to provide a complete
view of usage across all deployments. You can also create licensing usage breakdowns by associating
specific users with the customers or tenants to whom they belong.

The license servers collect and track product license usage and report it back to Citrix using a secure
phone home channel. This automated approach provides you with a constant stream of updated
usage data, saving time and helping partners better understand usage trends within their deploy-
ments.

Products History

Virtual Apps and Desktops v

Server Status Usage Users

Product o... Total Users Paid Users Free Users License Servers Customers

Fremium 99 99 0 1 1 v

- Stacked view
Customers (1)

Acme Worldwide

Not Linked

License Servers (1)

User Assignment (tagging) for customer breakdown of Virtual Apps and Desktops product
usage

This feature provides breakdown of license usage data for each customer, including support for man-
aging and reporting on both single-tenant and multi-tenant site (LAS integrated) or license server (tra-
ditional call home) architectures. The objects of License Usage Insights are:

+ License Server: A ‘reporting’or ‘not reporting’license server on the list.
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Site: A Virtual Apps and Desktops site dedicated to a customer or shared by multiple tenant

customers.
+ Delivery Group: A Virtual Apps and Desktops delivery group normally dedicated to a customer.

+ User: Asingle username found in call home usage data.
+ NetScaler: A single NetScaler VPX™ license allocation (VPX on the VPX List).

Note:

A CSP can update customer tagging for the last monthly and the current month until the 10th of

the following month.

To break down licensing usage by customer, you must first associate users with the customers or ten-
ants to whom they belong. If you don’t have any customers defined in your Customers dashboard,
you can add new ones or you can connect with existing Citrix Cloud customers.

1. If applicable, add customers to the Customers dashboard: From the Citrix Cloud management
console waffle menu, click My Customers, click Add or Invite, and then follow the onscreen
instructions.

2. Click the waffle menu and then select License Usage Insights tile.

3. With the Virtual Apps and Desktops product selected, by default the Sites activated via License
Activation Service (LAS) will be loaded.

4. To continue assign users from LAS integrated sites:

a) Click Users.
b) Select the users you want to associate and then click Bulk Actions > Assign to Customer.

5. To assign users from the traditional license server call home:

a) Click Go to server status button.

b) Once the License Server status page is loaded (you can also navigate back to LAS inte-
grated Sites by clicking Go to sites from this page), select All users from the menu option.
c) Filterandsearchthe users,selectthe unlinked users and then click Bulk Actions > Manage

Link to Customer.

6. From the customers list, select the customer with which you want to associate the users.
7. Click Assign or Save.
8. To view the per-customer breakdown, click the Usage view.
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User customer tagging

This feature provides breakdown of license usage data for each customer, including support for man-
aging and reporting on both single-tenant and multi-tenant license server architectures. The objects
of License Usage Insights are:

+ License Server - A ‘reporting’or ‘not reporting’license server on the list.
+ User - Asingle username found in call home usage data.
+ NetScaler® - A single NetScaler VPX license allocation (VPX on the VPX List).

Note

User customer tagging feature has the same behavior as free user tagging where a CSP can up-
date customer tagging for the current billing cycle until the 10th of the following month.

Server customer tagging

This feature allows license servers used for traditional call home are tagged or assigned to specific
customer. By utilizing server customer tagging, any users from that server will automatically be as-
sociated with the tagged customer, administrators can easily identify and track resources associated
with different customers, facilitating customer billing, reporting and more efficient resource alloca-
tion.

Site and Delivery Group customer tagging

Site customer tagging feature is applicable for the Virtual Apps and Desktops sites dedicated to spe-
cific customers (a.k.a. single tenant sites), it allows a LAS integrated site to be tagged and assigned to
a customer. Once assigned, any users from that site will automatically be associated with the tagged
customer in the usage report customer breakdown.

Delivery Group customer tagging feature is applicable for the Virtual Apps and Desktops sites shared
by multiple customers (a.k.a. multitenant sites), it allows delivery groups of a LAS integrated site to
be tagged to their relevant customers. Once assigned, any users from that delivery group will auto-
matically be associated with the tagged customer in the usage report customer breakdown.
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Assign customer X
R T 404 e e e el e

Site
Before assigning a customer to the site, make sure no customers are assigned to any delivery groups under
this site. If there are, simply click "Clear all assigned customers” to continue.

aw A Clear assigned customer

Delivery groups

You can assign customers to delivery groups only if no customer is assigned to the site.

[ Q. search for delivery group Clear all assigned customers

Delivery group Customer
kDO A T e Select customer v

v e e - Select customer v

Showing 1-2 of 2 items Page 1| of1 4 > 10rows Vv

A site can either be assigned exclusively to a single customer (site tagging), or to multiple customers
via delivery group tagging, but cannot be both.

To access site or delivery group tagging, navigate from the waffle menu and select License Usage In-
sights, from the Sites page, select the site in the Sites table, and click Assign customer. The same
page can also be used for delivery group tagging by selecting a delivery group in the Delivery groups
table. If a site has already been exclusively assigned to a customer, then the delivery groups of that
site are view-only and cannot be assigned individually to customers until you clear the site customer
assignment.

Site and Delivery Group based customer tagging is now in Tech Preview, you can use this form to
request to participate in the preview.

Historical trends

You can view a complete historical record of all of your past business with Citrix based on the tradi-
tional license server call home. Check the usage you reported last month, last year, or over a config-
urable time period.

Historical views deliver valuable business insight. As a Citrix Service Provider, you can quickly under-
stand how your business with Citrix is trending and which products are seeing the most growth across
your customers and subscribers.

From the Server status page, click on View product history icon and link.
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Export usage and allocations data

You can export the following types of data as a CSV file from License Usage Insights:

« Virtual Apps and Desktops product usage and user list for a specified month
« Current NetScaler VPX allocation details

1. Select Virtual Apps and Desktops or Networking from the product list.

2. If applicable, select the view you want to export. For example, to export Virtual Apps and Desk-
tops usage details, click the Usage view.

3. If applicable, select the month and year you want to export.

4. On theright side of the screen, click Export.

Access licensing data with APIs

Citrix provides several APIs that you can use to access your licensing data outside of Citrix Cloud. To
learn more about these APIs, see APIs to manage Citrix cloud licensing in the Citrix Developer docu-
mentation.

To use these APIs, you must first create a service principal or a secure client and generate a bearer
token. To create a service principal, see Service principal. To create a secure client, see Get started
with Citrix Cloud APIs.

For more information about the required tasks for using Citrix Cloud APIs, see Get started with Citrix
Cloud APIs in the Citrix Developer documentation.
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Distributor access to APIs

You can allow your Citrix distributor or an authorized 3rd party to access your licensing data through
Citrix Cloud APIs without granting them full administrator access to your Citrix Cloud account. You
might do this so your distributor can validate your usage reports and ensure accurate billing.

To provide distributor access to your licensing data, you can create a service principal with the de-
sired custom access permissions or create a secure client with an administrator who has the desired
permissions.

« To create a service principal, see Service principal.

« To create a custom access administrator with permission only to create secure clients and access
the License Usage Insights service. This account has limited access to Citrix Cloud APIs and no
access to other Citrix Cloud functions. After the account is created, you can share the account
credentials with your distributor so they can sign in to your Citrix Cloud account and create the
secure client required for using Citrix Cloud APIs. Alternatively, you can sign in as the custom
access administrator, create the secure client, and then share the secure client details with your
distributor.

To create the custom access account for your distributor:

1. Create a new administrator account specifically for your Citrix distributor. For instructions, see
Invite individual administrators.
2. In Set Access, select Custom access and then select the following permissions:

+ General > Secure Client
+ License Usage Insights > License Usage Insights: Distributor Access

To create the secure client:

1. Signin to Citrix Cloud using the new account’s credentials.

2. Create a new secure client as described in Get started with Citrix Cloud APIs.

3. NotetheClientID and Client Secret that Citrix Cloud generates. These details are required inputs
for all Citrix Cloud APls.

Licensing data available to distributors

This section describes the licensing data and APIs your Citrix distributor can access using the secure
client or Service principal details you provide. Use the links below for more details about each API.

CSP reporting of monthly and historical Virtual Apps and Desktops license usage (License Usage In-
sights):

« Virtual Apps and Desktops Current Usage
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« Virtual Apps and Desktops Historical Usage
CSP reporting of Single-Tenant and Multi-Tenant cloud license usage (License Usage Insights):

» DaaS Current Usage
« DaaS Historical Usage

CSP’s cloud license usage (Licensing):

» DaaS Current Usage
« DaaS Historical Usage

Tenant’s cloud license usage (Customer Dashboard -> View Licensing)

DaaS CCU Current Usage
DaaS CCU Historical Usage
DaaS UD Current Usage
Daa$S UD Historical Usage

Cloud service license usage and reporting for Citrix Service Providers

January 13,2026

License Usage Insights automatically aggregates cloud service usage to provide a complete view
across all single-tenant and multitenant customers. You can also export these details for a given
month to a CSV file for further analysis.

Note:

To ensure that License Usage Insights displays unscrambled user information (such as user-
names and domains) and correctly resolves Site and Delivery Group names, upgrade your Citrix
Virtual Apps and Desktops Delivery Controllers to a supported version.

Minimum Supported Versions:

+ Current Release: Citrix Virtual Apps and Desktops 2411 and later
« LTSR:

« 2203 CU7

« 2402 CU3

o 2507

Older versions might result in GUIDs being displayed instead of field values due to default data

scrambling.
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Products History
Desktop as a Service v
W 2021 e Q
Single-Tenant Usage Multi-Tenant Usage
Total Customers Total Licenses Total Users License Overage Total Customers Total Licenses Total Users License Overage
1 20 10 0 3 100 150 A 50
BuckeyeCSP (org ick intB32e5b3d Usage Total Licenses Total Users License Overage
Wirtual Apgs anc Deskteps Service 150% 100 150 so
Zathunicon forg id: 20570139) Usage Total Licenses Total Users License Overage
Virtual Apps and Desktops Service 50% 20 10 (4]

Supported services

CSP Daas license usage is available for Citrix DaaS™ Premium (formerly Virtual Apps and Desktops
Premium service) multitenant and single tenant entitlements.

Note:

Mixing CSP DaaS entitlements with other non-CSP DaaS entitlements within the same cloud ac-
count is not supported.

Single tenant CSP DaaS entitlements can only be delivered to a tenant customer account that is
linked to a CSP’s account on the same Citrix Cloud™ control plane.

Licensing summaries

License Usage Insights provides the following breakdown for single tenant and multitenant usage for
Citrix Service Providers (CSP):

+ At-a-glance partner level summary grouped by tenant type that includes the total number of
customers and the total number of purchased licenses, users, and overage (overused) licenses
across all customers.

« Usage summary for each single tenant customer that includes the percentage of total licenses
in use, total purchased licenses, users, and number of overused licenses.

For multitenant services, you can expand the usage summary to view the customers breakdown, ac-
count ID, and total users associated with each tenant customer.
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w 2 w Q
Single-Tenant Usage Multi-Tenant Usage
Total Customers Total Licenses Total Users License Overage Total Customers Total Licenses Total Users License Overage
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BuckeyeCSP_812085A2-231A-4016-B550-9953CD89632E8 Usage Total Licenses Total User License Overage
Virtual Apps and Desktops Service 150% 100 150 s0
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Tenant customers not linked

In the case that some users of the tenant customers were launching their sessions via the partner’s
shared workspace URL rather than the tenant’s own workspace URL, these users might be listed as
“Not Linked.”

Example Corporation  (org id: i

Desktop as a Service

Customer Mame (20 customers)

@

To ensure those unlinked users are properly associated with their relevant tenant customers for ac-
curate billing and reporting while continuing to allow users accessing partner workspace URL, the
service provider (partner) administrator can leverage the below two methods to link the users.

Delivery Group based auto user assignment (tagging)

License Usage Insights (LUI) service can now automatically link the multitenant DaaS users to tenant
customers via scoped delivery groups when users launch sessions from those groups, but each of
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those delivery groups must have been assigned with one specific tenant scope. Users launch sessions
from unscoped or shared delivery groups cannot be linked. You can view the overall tenant scope
assignment (or not assigned) for the multitenant Daa$S delivery groups via License Usage Insights >
Daa$ > Accounts.

To assign or update the scope for a delivery group, you need to go to the Studio console for the multi-
tenant DaaS.

12 ciitot | Licenss Usspe Insights

Delivery groups
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]
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User assignment (tagging) to tenant customer

Tenants should have dedicated delivery groups in a multitenant environment, however under special
use cases where a delivery group is shared or some CSP admins belong to multiple delivery groups
with different scopes, manual user tagging is needed to assign or un-assign the user to a tenant cus-
tomer.

Navigate from the waffle menu > License Usage Insights > DaaS > Users:

« To assign an individual user, click on the “...”at the end of the user row, select Assign to cus-
tomer, and choose the tenant customer.

Lizers L =

+ To assign bulk users, search for users with relevant criteria, check the boxes in the user rows,
under Bulk actions, click Assign to customer, select the tenant customer, and click Assign.
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Assign to customer
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+ You can also use the similar process to un-assign a customer.

View and export monthly usage

At any time, you can view license usage from previous months for all customers. You can also export
this data to a CSV file for further analysis.

1. From the product menu, select the product you want to view.

For Citrix Daas, select the month and year you want to view and select Export.

ciirix License Usage Insights

E] License Usage Insights » DaaS » Usage
n Virtual Apps and Desktops

Usage

NetScaler

SD-WAN Orchestrator
May W 2025~ Export
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Customer license and usage monitoring for Citrix DaaS™

September 6, 2025

Customers of Citrix Service Providers (CSP) can easily monitor Citrix Daas licenses for their usersin
Citrix Cloud. As a CSP, you can access these details by signing in to your customer’s account in Citrix
Cloud. Toview aggregated license usage information across single-tenant and multitenant customers,
see Cloud service license usage and reporting for Citrix Service Providers.

Customers can view their licensing data by selecting Licensing from the Citrix Cloud™ menu.

cifrix

Platform

Home

Library

Identity and access management
Network locations

Resource locations

Workspace configuration
Support tickets

Motifications

System log

License assignment

User/Device licensing model: Citrix Cloud assigns a license when a unique customer user launches
an app or desktop for the first time within the current month.

Concurrent User licensing model:

For information about the Concurrent licensing model, see Concurrent licenses in the Licensing prod-
uct documentation.
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Licensing summary

Citrix Cloud displays summary views of licenses in use under the User/Device and Concurrent User li-
censing models. For the single tenant customers managed by a CSP, mixing CSP licenses and non-CSP
licenses (regardless Concurrent or User/Device) in the same customer account is not supported.

Summary for users and devices

For the User/Device model, the licensing summary provides an at-a-glance view of the licenses that
are in use relative to the total number of licenses that you own.

As the percentage approaches 100%, the percentage goes from green to yellow. If the percentage
exceeds 100%, the percentage turns red.

Citrix Cloud also displays the ratio of assigned licenses to purchased licenses and the number of re-
maining available licenses.

Calculating peak licenses in use

To accurately reflect the Concurrent licensing model, Citrix Cloud counts the number of unique de-
vices accessing the service simultaneously every five minutes. If the count is greater than the current
peak usage displayed, Citrix Cloud displays the new peak usage with the date and time that it was
reached. If the count is less than the current peak usage, the current peak usage doesn’t change.

Important:

If you use Monitor in Director for information about concurrent sessions, be aware that the Mon-
itor report provides a different interpretation of concurrent sessions and does not accurately re-
flect the number of Concurrent User licenses in use. For more information about the differences
between Monitor reports and Licensing reports, see the FAQ.

Calculating monthly active use

At the beginning of each month, Citrix Cloud takes a snapshot of the previous calendar month. Citrix
Cloud displays the total number of unique connections that occurred during that calendar month.

Calculating daily active use

Atthe sametime each day, Citrix Cloud takes a snapshot of the previous 24 hours. Citrix Cloud displays
the total number of unique connections that occurred during that 24-hour period.
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Usage trends

Citrix Cloud displays a breakdown of usage trends for either User/Device or Concurrent User licenses.
To view this breakdown, select View Usage Details from the licensing summary page.

Trends for users and devices

For User/Devices licenses, the Usage Trends section shows you a breakdown of assigned licenses as
achart.

Pointing to an interval on the chart shows you the following information:

« Total Licenses: Your total purchased licenses for the cloud service across all entitlements.

+ Previously Assigned: The number of licenses that were assigned in the previous month. For
example, a user accesses the cloud service for the first time in July and is assigned a license.
This license is counted as “Newly Assigned”for the month of July. For the month of August, this
license is counted as “Previously Assigned.”

+ Newly Assigned: The number of new licenses that were assigned for each month. For example,
a user accesses the cloud service for the first time in July and is assigned a license. This license
is counted as “Newly Assigned”for the month of July.

Licensed users

The License Activity section displays a list of the individual customer users who have licenses as-
signed during the current month. This list also displays the domain to which each user belongs, the
date when a license was assigned, and the last time the service was used.

Monthly release of licenses

On the first day of each month, assigned CSP licenses from the previous month are released auto-
matically. When this happens, the number of assigned licenses resets to zero and the list of licensed
customer users is cleared. Licenses are re-assigned when users launch apps or desktops for the first
time within the new month.

Review monthly license history

On the first day of each month, the list of CSP’s licensed customer users from the previous month,
under License Activity, is cleared when the number of assigned licenses resets to zero. However,
you can access user details from previous months at any time and download them as a CSV file, if
needed.
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1. Inthe License Activity section, select View License History at the far right of the section.
2. Select the month you want to view. A list of the user details for the selected month appears.
3. To export the list, select Export to CSV at the far right of the section and then save the file.

Export license details

At any time, customers can export licensed user details to a CSV file for further analysis. The customer
can then use the CSV file as needed to analyze the license details.

To export the current month’s details, in the License Activity section, select Export to CSV at the far
right of the section and then save the file.

To export the details for previous months, generate a list for a selected month as described in Review
monthly license history. Select Export to CSV and save the file.

Citrix Cloud™ account management

February 6, 2026

This article walks you through the process of onboarding a Citrix Cloud Account and managing li-
censes for an account.

Create a Citrix Cloud account
1. From the Citrix Cloud console, In the profile menu, click My Organization to begin.

protese ¢ o U 1

Good morning,

DaasS quick links ~

Stewart Workplace
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© 1997-2026 Citrix Systems, Inc. All rights reserved. 515


https://myorg.cloud.com/

Citrix Cloud™

Note:

If you don’t see My Organization option, then you don’t have the right privilege to access
it. Request your MyCitrix Account admin to add you as the correct admin for managing the
licenses. For more information, refer to the Support link.

If you are an existing Citrix customer and don’t have a Citrix Cloud account, onboard the
cloud tenant by visiting My Organization and follow the steps in Citrix Cloud account man-
agement.

If you’re new to Citrix®, sign up by contacting the account representatives to have your
OrglD created.

2. From My Organization home page, click Create account.
CilriX My Organization .

B My Omganization

£ Overview

Overview
Manage settings for your company's Customer account and get the most out of the Citrix platform.
Information
Company name Org D @ Address
Citrix Cloud accounts
Q) Search acoounts Go to Citrix Cloud

Account ccip

Bobs B wer

Resources

Gitrix Support ('
Partner Central [

Citrix Community

Note:

Citrix Customers can independently create new cloud tenants and manage licenses within
My Organization. If you see the below message while allocating the licenses to onboarded
cloud tenants, then you have reached the maximum number of accounts you can allocate
licenses to, based on your total license quantities. For more information, get in touch with
your Citrix Contact.
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@ Failed to allocate licenses

This Org ID has reached the maximum number of accounts it can allocate
licenses to. Contact your Citrix technical specialist for more information.

Citrix Partner is allowed to onboard only their first partner Citrix Cloud Account from My

-

Organization . For onboarding any new customers, refer to My customers Dashboard.

3. Enter the Account name and Select the Cloud type from the drop-down list options and click
Next.

Create Citrix Cloud account

{2}
@ ®
Account details Administrater details

Account name @

Test

Cloud type
Select cloud type
Commercial
Japen

Government

Note:

The Cloud type available options are Government, Japan, and Commercial.

4, Select the Citrix Cloud administrator who should have initial access to the account. This ad-
ministrator receives the initial login information. Then click Next.
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Create Citrix Cloud account

(2}
L ®
Account details Administrator details Review

Choose the administrator wha should have initial access to the new account.

Citrix Cloud administrator &

Q [Search for an administrator

=) -

5. Confirm the Account name, Cloud type, and Administrator details, and then click Submit re-
quest.

Create Citrix Cloud account

Recount datails Administretor details

Account name
Cloud typs: Commarzial
Region Urited States

Administrator
Email address

@ Ervurs the cloud trpe and region ars corsct belors submiting the
reuesl. =5 thess aplions canol be chanwed later,

6. You notice a pop-up message stating that the Account is successfully created.
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[ —
@ Submitted request to create account

The request to create a Citrix Cloud account was submitted. After review
and confirmation, the administrator with initial access will receive an email
with access to the account.

Note:

If the submission to create a Citrix Cloud account fails, contact the Customer support team
for assistance.

License Management

A. Cloud License Management

License Allocation

The user now has access to allocate the licenses to their Citrix Cloud customer accounts.

Note:

License allocation across different control planes (such as Government, Japan, and Commercial)
from legacy license models (excluding UHMC and CPL) is not supported.

Make sure you have the required licenses available to be allocated to the Citrix Cloud account.
Please check the same from My Organization > Manage Licenses > Cloud Licenses > Entitle-
ments. Otherwise, make licenses available by performing Deallocation from suitable Entitle-
ments. Refer to the License Deallocation section to learn more on Deallocation steps.
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CilrIX My Organization

a Fanane s rse H] MyOrganization »

Manage licenses >

Cloud licenses.

Cloud licenses Cloud licenses

Licenses | Entitlements

On-premises licenses

Citrix Universal

To allocate licenses to an account, use the following steps:

Navigate to the Manage Licenses section and click Cloud Licenses.

Cilrix My Organization

£ Overview Manage licenses

elicenses » Cloud licenses

i3 Manage licenses

On-premises licenses

Region
us

Gl My Orgsnization
&  Manage licomses

Cloud boomes

n} IMIEEI“ Manage bonses » Clowd icenzes
Cloud enses

Licenses

On-premisas licansas Entitliements

Q. Seorch for accouet

Showing 111 of 1 items Pag

Showing 110t 1 dema

Sortby AtoZ ~

Allocate

Sortby AteZ

Type

CitrixCommercialCloud

Srows W

Sortby A7

e
Citriad
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3. Select the Entitlement from the available list in the drop-down list options.

.
Allocate licenses X
Account
| m— v
Entitlement .
D0O-1 /N

C
.
Citr

Citri»

Citri»

Citri»

011

D-2

4. Specify the quantity of each product to allocate at the account level and click Submit.

Allocate licenses

Accaunt

Entitlsment

Avsilable 1

How Many Licenses do you want to allocate?

5. After successfully submitting the Allocation request, click Close.
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0 Allocation was submitted

The allocatien process may take a few minutes to comglete. Once
complete, new entitlements can be viewed in the Licenses.

6. Toverify the allocation, from Manage Licenses > Cloud Licenses, extend the account to see the

quantity after allocation.

Cloud licenses

Licenses  Entitloments

Q) sesrch for acoounts Sartby | Ate? w
Azcount con Hagion Type
us CitrizCommerzial Claud

Emsitlement Allocaind Expration date
POBRIZA

‘Sates s

PRODUCTTRANSFE..  Dan$

itr- "o 2026/0612
it E-R FPEIDEN2
i N 226/0612
citr sdle 2026/0612

E
3
E
3
3 citr ssale @ POPRIDG
E citr sale 2026/0612
E citr e 2028/06/13
E
E
(3
E
F

cnr Ede 2026/06N13
Citr sesle @ 2026/D6/13
citr sl @ 02606713

citr o Fessle 20260927

wlnlo|n ~[=[=n|~E~|-|x

ilr., ar Besale PP

Stowing Mol liteme  Page | 1 ofl ar Sraws v

Note:

After completing the procedure, allocations will be in progress for a few hours to enable
all services and assign licenses to the account. During this time, customers notice an icon
indicating the processing status. Once the allocation is completed, the icon disappears,
allowing them to proceed to the Cloud Admin console and start using the services. If an
allocation fails, contact Citrix Customer Support for assistance.

License Deallocation

To deallocate licenses from an account, use the following steps:

1. Navigate to the Manage Licenses page and click Cloud Licenses.
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2. Click the ellipses for the new account and select Deallocate.

B0 MyOrganization > Manage licenses >
Cloud licenses

Licenses  Entitlements

Sortby | AtoZ

= Type
us CitrixCommercialCloud

‘Showing 1-1of 1 items

Al
Deallocate

3. Select the Account from the drop-down list. Ensure that you select the correct account.

4. Select the Entitlement from the drop-down list, enter the number of licenses to deallocate in
the Quantity tab and click Submit.

Deallocate licenses

Entitlement

Allocated 14

How many licenses do you want to deallocate?
3

—_—
| ——

5. Verify the deallocation. From Manage Licenses > Cloud Licenses>Entitlements, extend the
account to see the quantity after deallocation.
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Cloud licenses

Licenses  Entitlements

Q) 5o Seriby  Alod -

Known issue

Duplication of Products (Manage Licenses > Cloud Licenses)

Customers might encounter duplicate product records with the same license quantities associated
with a single sales order. These duplicates can show up under Entitlements (Manage Licenses >
Cloud Licenses> Entitlements) or be directly allocated to their Citrix Cloud account. As a result,
customers might be incorrectly entitled to create an additional Citrix Cloud account with the “Cre-
ate account”button, or to allocate additional licenses from the duplicated products to a new Citrix
Cloud account.

Recommendation

This is a known issue, and Citrix is actively working to resolve it by removing ineligible duplicate or-
ders. If a customer creates cloud tenants and performs license allocation or deallocation to and from
these tenants, the upcoming fix from Citrix might affect their services. Therefore, if customers find
themselves in this situation, they should contact the Citrix Customer Service team to verify their eli-
gibility for creating new Citrix Cloud tenants and to ensure they have the correct privileges for cloud
tenant creation and/or for any license allocation or deallocation.

Rebranded Order

Customers might notice multiple allocations for a rebranded product in the Manage License. The
original product allocation appears alongside two or three additional products, all sharing license
quantity, expiry dates, and sales order.

Customers can identify the rebranded orders if they see more than one allocation for the same asset
that has identical license quantities and expiry dates. All duplicate allocations display “DaaS”as the
product name. Customers can check if they have a rebranded order by:

+ Reviewing their purchased assets in Manage Licenses > Cloud Licenses > Entitlements and
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comparing them with the packages listed for allocation.

+ By examining the network trace in a browser, you can see multiple IDs in the allocations list
following the pattern <Random_GUID>-<0OrderId>, where the OrderId repeats but the
Random_GUID does not.

Recommendation

Thisis a known issue, and Citrix is actively working to resolve it by removing any invalid orders. Before
creating an account, customers are expected to follow the steps outlined in Create a Citrix Cloud ac-
counttoensure thatthey are creating an account they are eligible for and to avoid creating an account,
which they are not eligible for. If customers notice any invalid or duplicate orders on their account,
they can contact the Customer Service team.Additionally, any Citrix Cloud customerinstances created
due to eligibility from invalid orders are removed, potentially affecting customer operations.

Custom landing page

September 6, 2025

Many administrators access the Cloud Console to perform specific tasks like managing applications
in the Web Studio console or viewing data in Daas$ - Monitor.

However, these tasks require multiple clicks and navigating through multiple pages every time the ad-
mins log in, which can be time-consuming. This new feature allows admins to set or modify a custom
landing page, saving time and providing an enhanced console experience.

Currently, the following pages are available to be configured as a custom landing page, with more
expected to be added in the future:

« Daa$S

« DaaS-Monitor

+ NetScaler® Console
« CAS

« CAS Security

« CAS Performance

« WEM

+ General

Note:

The custom landing page setting is optional, and is set on a per account basis. So each admin-
istrator can customize their own experience within Citrix Cloud. All admins (whether custom or
full) have access to this feature.
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Configure a custom landing page

1. Click the profile name and select Account Settings.

o Administrator

Example Corp. CCID: xyz12345

Example Corp.

Organization |D: 12345678

Account settings

Administrator

administrator@example.com

My settings
ccID English (US)
xyz12345

Sign out

2. Click Customization.

= Ci frl >< - Example Corp.

Home > Account settings > Details

Account settings

I Company account Company account
Customization
Citrix Cloud Customer Name Organization ID Customer ID
Notifications Example Corp. ¢ 12345678 Xyz12345

My Profile

Region
Orders
Citrix Cloud United States

3. Select the service you would like to configure as your custom landing page.

Administrator
CCID: xyz12345
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= Cil’r\X & Example Corp.

Home > Account settings > Customization

Account settings

Company account Customization

Customization = Submit Feedback
My landing page

Notifications Select a preferred landing page for faster access when you sign in to Citrix Cloud. Select landing page v

My Profile My Services

DaaS
Orders

Daa$ -Monitor
CcAS

CAS Security
CAS Performance

WEM

4. Click Apply.

Your custom landing page is now set.
Note:

+ You canreset your custom landing page to the default Cloud home page anytime by clicking
Reset to default.

« If you sign in again on the same page where you just signed out, it will take you to your last
viewed page instead of your new landing page.

How to delete Citrix Cloud™ account and re-onboard

December 1, 2025

Citrix Cloud offers the capability for customers to securely delete their Citrix Cloud account and seam-
lessly re-onboard when required.

Prerequisites

« If your account has active DaaS entitlements and your Daa$S environment is provisioned, con-
tact Citrix Technical Support to execute Fast Decommission before proceeding. See Studio Con-
sole Shows “Enable DaaS”for First Time Use article for details on how to check if your DaaS
environment is provisioned.

« Remove all Cloud Connectors and Connector Appliances associated with this account.
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« Customers must have administrator access to their Citrix Cloud account to execute the delete
request.

+ For customers without administrator access to their Citrix Cloud account, access must be
obtained through SSAO before proceeding with delete requests.
+ If only one administrator has access, that administrator must remove other admins.

Important

Consider the following points before deleting a Citrix Cloud account:

« All customer-related data is removed from Citrix® databases.

« All resources related to Citrix Cloud services, including Citrix-managed VMs, that Citrix pro-
visioned inyour cloud environment will be deleted. See Citrix Cloud services for the descrip-
tion of the Citrix-managed components that are included in specific Citrix Cloud services.

« Administrator and user access to Citrix Cloud and services are disabled.

« Administrators or users actively using the service will experience service disruption.

« This action is not reversible. Once the data is deleted, it cannot be recovered.

Steps

1. Contact Citrix Customer Service to submit a delete request. A Full Administrator on the Citrix
Cloud account is required to submit this request.

2. Afteryourrequestisinitiated, login to your Citrix Cloud account. There you’ll see the Citrix Cloud

account delete workflow.

A\ Citrixreceived a request to delete this Citrix Cloud account

Go to Account settings to view and manage the request to delete this Citrix Cloud account. This request expires in 7 days.

View request

W a1 €0 20

Library Offerings Resource Location Domains Notifications
(ViewLibrary ) (CEditorAddNew ) (CaddNew ) Cviewau )

3. Follow the on-screen guidance to either approve or reject this request.
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cirix

CCID:
Home > Account settings > Details

Account settings

Company account A Citrix received a request to delete this Citrix Cloud account
o A request from somesh to delete this Citrix Cloud account. Account deletion requires approval from a full administrator
Notifications before erasing all data and configuration. Restoration is not possible after deletion. This request expires in 7 days.
Orders

Company account

Citrix Cloud Customer Name

14

Organization ID Customer ID

Region

4. To approve this request for deletion, sign in to the account, navigate to Account Settings and
click Approve request on the approval workflow banner.

A\ Approve request to delete this account?

If two or more administrators are on this account, at least two

administrators must approve the request. Restoration is not possible after
deletion.

To cancel the request for deletion, sign in to the account, navigate to Account Settings and click Re-
ject and remove request on the delete approval workflow banner.

Note:

« Ifthisaccounthastwo or more administrators associated with it, at least two administrators
must approve the request.

« This request expires if required approvals are not received within 7 days.
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Network locations

October 29, 2025

Within Citrix Cloud™, you can configure network locations according to their public IP addresses.
These network locations can be used for the following:

« Citrix Workspace uses the network location to determine whether to instruct clients to connect
directly to VDAs or via a Citrix Gateway. For more information, see Connectivity to DaaS re-
sources.

« When users connect from a network location, the Citrix Workspace can add smart access tags
thatyou canuse asaninputto access policies within Studio. For more information, see Adaptive
access based on the user’s network location. This functionality is only available when Adaptive
Access is enabled.

+ You can choose how users authenticate based on the user’s network location. For more infor-
mation, see Conditional Authentication.

+ You can configure different timeouts depending on the network location connectivity type. For
more information, see Configure sessions per network connectivity type.

Typically you create a Network Location for each of your office locations.
Note:

Itis not possible to distinguish between different networks with the same public IP address. For
example if your corporate network and guest Wi-Fi network share a public IP address they are
considered the same network location.

View network locations

To view the configured network locations:

1. Login to Citrix Cloud.
2. Open the main menu.

3. From the main menu choose Network locations.
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X citrix

Platform

Home

Identity and access management

Solutions

@ DEER]

Monitor

NetScaler Console

Secure Private
Access

Library @
9

Identity and access management
Remote Browser

ITSM Adapter for n
B8’ Isolation

ServiceNow Analytics

Network locations

Intelligent Traffic
Management

Secure Internet @

Resource locations Access
Licensing

Workspace configuration

Support tickets

Notifications

System log

4. The Network location screen loads.

lJoe Bloges

Network locations ME CCID: ahoklsahek

cifrix

Adaptive access based on network locations allow you to specify the internal networks in your
organization. Admin can now define tags for the users accessing from defined locations and use these

Add network location

tags in access policy rules in DaaS for resource enumeration and access type for the resources.

Q Location name Public IP address range v Location tags v Network v ‘IE‘

Location name 4
New York

London

Add network location

1. Onthe Network locations screen,

Public IP address range
1.2.3.4/32 cee

4.5.6.7/32 eee

K« < Teft >3

press Add network location
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Add a Network Location b ¢

Adaptive access based on network locations allow you to specify
networks in your organization. Administrators can now define tags for
the users accessing from defined locations and use these tags in
access policy rules in Daa$S for resource enumeration and access type
for the resources.

Location name

Enter a friendly name for this location }

Public IP address range

XXXX/X }

Location tags

Use commas to separate multiple tags }

Define location tags for adaptive access.
If you are configuring direct workload
connection, location tags can be skipped.

Choose a network connectivity type:

@ Internal
O External

The Location tags and connectivity type options are only available if Adaptive Access is en-
abled.

2. Enter a Location name.
3. Enter the Public IP address range in CIDR format.

4. If Adaptive Access is enabled, you can optionally enter the name of one or more Location tags.
Use commas to separate multiple tags. The smart access tag is generated by adding the suf-
fix LOCATION_TAG_. For instance if you enter a location tag BranchOffice then a smart
access tag is generated called LOCATION_TAG_BranchOff1ce that you can use in Studio.

5. If Adaptive Access is enabled, you can choose whether the location is Internal or External. For
all internal locations, a smart access tag is generated called LOCATION_internal. For all
external locations, a smart access tag is generated called LOCATION _external. If the client’
s IP address does not match a network location then the network location is considered to be
Undefined.

If Adaptive Access is disabled then this option is hidden. All configured network locations are
considered internal and it does not create any smart access tags.

6. Press Save.
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Edit network location

Navigate to the open the Network locations screen
On the row you wish to edit, press ... to open the menu, then select Edit.
Make the required changes.

W

Press Save.

Delete network location

1. Navigate to the open the Network locations screen
2. On the row you wish to edit, press ... to open the menu, then select Delete.
3. Onthe confirmation screen, press Yes, delete.

Manage network locations with PowerShell

Instead of using the Citrix Cloud management console interface, you can use a PowerShell script to
configure Direct Workload Connection. Direct Workload Connection configuration with PowerShell
involves the following:

1. Download the PowerShell module.

2. Create a secure API client in Citrix Cloud and make a note of the Client ID and secret.

3. Import the PowerShell module and connect to the Network Location Service (NLS) with your
API client details.

4. Use the PowerShell cmdlets to create network locations for each of your locations.

Download the PowerShell module

Before you set up your network locations, download the Citrix-provided PowerShell module
(nls.psm1) from the Citrix GitHub repository. Using this module, you can set up as many network
locations as needed for your VDAs.

1. In a web browser, go to https://github.com/citrix/sample-scripts/blob/master/workspace/NL
S2.psml.
2. Press Raw.
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Pull requests Issues Marketplace

Explore

Pulse Co

Branch: master +  sample-scripts / workspace / nls.psm1

195 lines (164 sloc) 5.59 KB

StrustBaseUrl = “nttps://trust.citrixworkspacesapi.net”

SnlsBaselrl = "https://sdwan-location.citrixnetworkapl.net”

Find file = Copy path

Raw | Blame @ History 0 o

3. Press Ctrl+S and select a location to save the file.

Create a secure client

1. Signinto CitrixCloud at https://citrix.cloud.com.

2. From the Citrix Cloud menu, select Identity and Access Ma
cess.

3. Onthe Secure Clients tab, note your customer ID.

nagement and then select API Ac-

« |dentity and Access Management

Authentication  Administrators APl Access  Domains  Recovery

Secure Clients Proaduct Registrations

Secure Clients are used to interact with Citrix Cloud APls. Learn more about the APls.

Name vour Secure Client

Create Client

To use a secure client in a silent Cloud Connector install or to access Citrix Cloud APIs, usg' examplecorp jis the customer ID parameter.

4, Enter a name for the client and then select Create Client.

5. Copy the client ID and client secret.

ID and Secret have been created successfully

920f26a2-6663-4857-a%bc-
0b616d0bdcOd
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Configure network locations
1. Open a PowerShell command window and navigate to the same directory where you saved the
PowerShell module.
2. Import the module: Import-Module .\nls.psml -Force

3. Set the required variables with your secure client information from Create a secure client:

« SclientId "YourSecureClientID"
« Scustomer = "YourCustomerID"
« SclientSecret = "YourSecureClientSecret"

4. Connect to the Network Location Service with your secure client credentials:

Connect-NLS -clientId $clientId -clientSecret $clientSecret -
customer Scustomer

5. Create a network location, replacing the parameter values with the values that correspond to
the internal network where your internal users are directly connecting from:
New-NLSSite -name "YourSiteName" -tags @("YourTags") -ipv4Ranges @

("PublicIpsOfYourNetworkSites") -longitude 12.3456 -latitude
12.3456 -internal $True

To specify a single IP address instead of a range, add /32 to the end of the IP address. For exam-

ple:
New-NLSSite -name "YourSiteName" -tags @("YourTags") -ipv4Ranges @
("PublicIpOfYourNetworkSite/32") -longitude 12.3456 -latitude
12.3456 —internal $True
Important:

When usingthe New—NLSS1te command, include atleast one value for each parameter. If
you run this command without any command-line arguments, PowerShell prompts you to
enter the appropriate values for each parameter, one at a time. The internal property
is a mandatory Boolean property with possible values: $True or $False that maps to
the Ul via PowerShell. For example, (UI)Network Internal -> (PowerShell)-
internal=S$True.

When the network location is created successfully, the command window displays the details
of the network location.

6. Repeat Step 5 for all your network locations where users are connecting from.

7. Run the command Get-NLSS1te to return a list of all the sites you’ve configured with NLS
and verify that their details are correct.
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Modify network locations

To change an existing network location:
1. From a PowerShell command window, list all existing network locations: Get-NLSS1ite
2. To modify the IP range for a specific network location, type

(Get-NLSSite)[N] | Set-NLSSite -ipv4Ranges @("1.2.3.4/32","
4.3.2.1/32")

where [N] is the number corresponding to the location in the list (starting with zero) and "
1.2.3.4/32","4.3.2.1/32" are the comma-separated IP ranges you want to use. For
example, to modify the first listed location, you type the following command:

(Get-NLSS1ite)[0] | Set-NLSSite -ipv4Ranges @("98.0.0.1/32","
141.43.0.0/24")

Remove network locations

To remove network locations that you no longer want to use:

1. From a PowerShell command window, list all existing network locations: Get-NLSS1ite

2. To remove all network locations, type Get-NLSSite | Remove-NLSSite

3. To remove specific network locations, type (Get-NLSSite)[N] | Remove-NLSSite,
where [N] is the number corresponding to the location in the list. For example, to remove the
first listed location, you type (Get-NLSSite) [0] | Remove-NLSSqte.

Example script

The example script includes all commands that you might need to add, modify, and remove the pub-
lic IP address ranges for your branch locations. However, you don’t need to run all commands to per-
form any single function. For the script to run, always include the first 10 lines, from Import-Module
through Connect-NLS. Afterward, you can include only the commands for the functions you want to

perform.
Import-Module .\nls.psml -Force

$clientId = "XXXX" #Replace with your clientId
$clientSecret = "Yyy" #Replace with your clientSecret
$customer = "CCCCCC" #Replace with your customerid

# Connect to Network Location Service
Connect-NLS -clientId S$SclientId -clientSecret S$SclientSecret -customer

Scustomer
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# Create a new Network Location Service Site (Replace with details
corresponding to your branch locations)

New-NLSSite -name "New York" -tags @("EastCoast") -ipv4Ranges @("
1.2.3.0/24") -longitude 40.7128 -latitude -74.0060 -internal $True

# Get the existing Network Location Service Sites (optional)
Get-NLSSite

# Update the IP Address ranges of your first Network Location Service
Site (optional)

$s = (Get-NLSSite) [0]

$s.ipv4Ranges = @("1.2.3.4/32","4.3.2.1/32")

$s | Set-NLSSite

# Remove all Network Location Service Sites (optional)
Get-NLSSite | Remove-NLSSqite

# Remove your third site (optional)
(Get-NLSSite)[2] | Remove-NLSSite

Notifications

December 17, 2025

Notifications provide information about issues or events that might be of interest to administrators,
such as new Citrix Cloud™ features or problems with a machine in a resource location. Notifications
can come from any service within Citrix Cloud.

View notifications

The number of notifications appears near the top of the Citrix Cloud console page. For more details,
click View All under Notifications in the console or select Notifications from the console menu.
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TR Administrator
X cifrix a (2] Example Corp. CCID: xyz12345
Home
My Customers

' 0 ‘14 &1 o2 4o

b I\ n
My Services v ) . ) .

Library Offerings Resource Locations Domain Notifications Open Tickets

Library D) (ViewLibrary ) (_Editor AddNew ) (AddNew ) (Viewau ) (_openaTicket )

Identity and Access Management
Resource Locations
Licensing

Workspace Configuration

Support Tickets V ey = & i

DaaS ITSM Adapter for ServiceNow Intelligent Traffic Management License Usage Insights
Notifications hts. Deliver virtual apps and desktops on any and monitor Citrix Optimize th network View, analyz rton subscriber
device. m ServiceNo xperier
n
System Log
Manage Manage Manage Manage
—

Learn more Learn more Learn more Learn more Learn more

The Notifications page displays the notifications that you receive. The newest notifications at the top
of the list.

© Notifications
Dismiss ALl

D Local Time Type Source Title

D ?]‘2%33?2 %?51 A Waming Citrix Claud Connactor g‘obr::ehc,nl‘o”r:c.\-'addemo-conl.c\-‘addemo.com has been offline for 3 or
ep 2 -cont line f

D 2.2;70{;;3?1 A Waming Citrix Cloud Connector E‘Uor:zehzl:rr:\raddemu conl.cvaddema.com has been offline for 2.or

D 152&2}40335: A Waming Citrix Cloud Connector E‘nlr::?‘?:rr:mdclnmu.cunl.cvadrlomu.com has baen offling for 2 o

D ]S;g]‘lg.??&al A Warning Citrix Cloud Connector g‘zr::ehcol:ru:mddemn-conI.cvaddenm.cmn has been offline for 3 or

D ?%'?3823!211 A Warning Citrix Cloud Connector E‘our:zehc;::scvaddemo-c onl.cvaddema.com has been offline for 3 or
0 L \

Dismiss notifications

Notifications are managed on a per-administrator basis. When you dismiss notifications, the dismissal
occurs under your own administrator identity in Citrix Cloud. Other administrators can still view and
dismiss their own notifications, even if you dismiss all of your notifications.

To dismiss all notifications that you’ve received, select Dismiss All near the top of the page.

To dismiss individual notifications, select each notification and then select Dismiss.
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< Notifications
Dismiss

D Local Time
Sep 30, 2021

11:20:32 PM

[_] Sep 23, 2021
2:20:21PM
Sep 14, 2021

12:47:04 PM
Sep13, 2021

O 10:01:47 PM
Sep 7, 2021

D T:01:48 PM

Type

A Warmning

M Warning

A Warning

A Warning

M Warning

Source

Citrix Cloud Connector

Citrix Cloud Connector

Citrix Cloud Connector

Citrix Cloud Connector

Citrix Cloud Connector

Title

Connector cvaddemo-conl.cvaddeme.com has been offline for 3 or
more hours.

Connector evaddema-conl.cvaddemo.com has been offline for 2 or
more hours,

Connector cvaddemo-conl.cvaddemo.com has been offline for 2 or
miare hours,

Connector cvaddemo-coni.cvaddemo.com has been offline for 3 or
more hours.

Connector evaddema-conl.cvaddemo.com has been offline for 3 or
more hours.,

Receive email notifications

You can choose to receive notifications by email instead of signing in to view them. By default, email

notifications are turned off.

You can also enable email notifications for other stakeholders who don’t have administrator access

to your Citrix Cloud account, such as members of your organization’s security and auditing teams.

When you enable email notifications, Citrix Cloud sends an email for each notification. Notifications

are sent as soon as possible. They are not grouped into a single email or batched for sending at a later

time.

To enable email notifications for yourself

1. From the Citrix Cloud management console, select Account Settings.
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Administrator
CCID: xyz12345

Example Corp.

Administrator
administrator@example.com
My settings

English (US)

Example Corp.

Organization ID: 12345678

Account settings

Log out

2. Select Notifications.
3. Turn on the My email notifications setting.

4. Under Manage my notification settings, select the types of notifications you want to receive.
By default, only the critical type is selected.

5. Click Apply to save your settings.

To enable email notifications for non-administrators

Use the steps in this section to add non-administrators as contacts for email notifications. If you at-
tempt to add an existing administrator as a contact, Citrix Cloud displays an error.

From the Citrix Cloud management console, click Account Settings.
Select Notifications.

Under Contact management, select Add contact.

Enter the contact’s name, email address, and their preferred language.
Under Manage notification settings, select the notification types to send.

A o

Select Add contact to save the contact’s information.
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Modify notification settings

As an administrator, you can change the types of notifications that you receive by selecting or clearing
the checkboxes under Manage my netification settings. Changing your notifications doesn’t affect
the notifications that other administrators receive.

You can also modify the notifications that non-administrators receive.

To modify notifications for non-administrators

From the Citrix Cloud management console, click Account Settings.

Select Notifications.

Under Contact management, locate the contact that you want to manage.
Point to the contact and then select the pencil icon.

ok wpn =

Under Manage notification settings, select or clear the checkboxes for each notification type.

To modify a contact’s email address, you must first delete the contact and then add them as a new
contact with their new email address.

Disable email notifications

As an administrator, you can disable your own email notifications at any time by turning off the My
email notifications setting.

Non-administrators can stop receiving notifications by clicking the unsubscribe link that appears in
every notification email. Contacts who have unsubscribed have the Unsubscribed notification status
in the table in the Contact management section.

To disable notifications for non-administrators, you can perform one of the following actions:

+ Clear all of the checkboxes in Manage notification settings for the contact.
« Delete the contact from the table under Contact management.

Delete non-administrator contacts

1. From the Citrix Cloud management console, click Account Settings.

2. Select Notifications.

3. Under Contact management, locate the contact that you want to manage.
4. Point to the contact and then select the trash can icon.

Citrix Cloud removes the contact from the table.
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System Log

July 10, 2025

The system log displays a timestamped list of events that occurred in Citrix Cloud. This includes con-
figuration changes along with other events such as connector upgrades. You can export these changes
as a CSV file to meet your organization’s regulatory compliance requirements or to support security
analysis.

Note:

DaaS Studio writes logs to a separate log. For more information, see Configuration Logging.

To view the system log, select System Log from the Citrix Cloud menu.

cifrix

Platform

Home

Library

Identity and access management
Network locations

Resource locations

Licensing

Workspace configuration
Support tickets

Notifications
System log

For more information about retention of data in system logs, see Data retention in this article.

Logged events

The system log captures events for certain Citrix Cloud platform and cloud service operations. For a
complete list of these events and descriptions of captured data, see System Log Events Reference.
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By default, the system log displays events that occurred in the last 30 days.

are displayed first.

The most recent events

« System Log

Date & Time

Feb 20, 2021 02:47:35 UTC
Feb 19, 2021 11:4251UTC
Feb 18, 202112:52:27 UTC
Feb 17, 2021 09:40:55 UTC
Feb 03, 2021 11:12:27 UTC

Feb 02, 2021 07:29:29 UTC

Past30days “ Export to CSV

Actor

CwcSystem - administrator

@citrix.com - system

@ecitrix.com - administrator

@citrix.com - system

@citrix.com - administrator

@citrix.com - administrator

Event

Administrator roles or permissions updated

Secure client created

"Full’ Administrator invitation sent

Administrator created

Administrator access type updated, from "Full’ to 'Custom’

Administrator deleted

< 1-320f 32 >

Target

@citrix.com - administrator

MSBI_Schedule - service

@citrix.com - administrator

- administrator

@citrix.com - administrator

@citrix.com - administrator

The displayed list includes the following information:

+ Date and time (UTC) when the event occurred.
« Actor that initiated the event, such as an administrator, secure client, or service principal. En-
tries with the actor CwcSystem indicate that Citrix Cloud performed the operation.

or service principal.
+ Target of the event. The target is the system object that was impacted or changed as a result of
the event. For example, a user who was added as an administrator.

Brief description of the event, such as editing an administrator or creating a new secure client

To view events more than 30 days in the past, filter the list by selecting the time period you want to
view and select View. You can view events that occurred up to 90 days in the past.

/ Past 30 days
Past 60 days

Past 90 days

Past 30 days ~ Export to CSV

Actor

To retrieve older events that occurred during a time period that you specify, you can use the System-
Log API. For more information, see Retrieve events for a specific time period in this article.

Export events

You can export a CSV file of system log events that occurred up to the last 90 days. The name of the
downloaded file follows the format of SystemLog-CustomerName-0OrgID-DateTimeStamp.

CSV.

1. From the Citrix Cloud menu, select System Log.
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2. If needed, filter the list to display the time period for which you want to export events.
3. Select Export to CSV and save the file.

Past 30 days A View Export to CSV
Date & Time Actor
Feb 19, 2021 11:49:51 UTC @citrix.com - system

The CSV file includes the following information:

« UTC timestamp of each event

+ Details of the actor who initiated the event, including the name and actor ID.

« Event details such as the type of event and the text of the event

+ Detailsof thetarget of the event such as the target ID, the name of the administratorand a secure
client or service principal.

Retrieve events for a specific time period

If you need to retrieve events for specific periods of time, use the SystemLog API.

SystemLog API

you can use the SystemLog API to read log entires and export them to another system. Before you use
the API, you’ll need to create a service principal or secure client as described in Getting Started on the
Citrix Developer Docs web site.

For more information about using the SystemLog API, see Citrix Cloud - SystemLog on the Citrix De-
veloper Docs web site.

For Citrix DaaS logs, see How to get configuration operations in Citrix DaaS.

Data retention

Citrix shares responsibility with you, the customer, for retaining the system log data that Citrix Cloud
captures.

Citrix® retains system log records for 90 days after events are recorded.

You are responsible for downloading the system log records that you want to retain to meet your orga-
nization’s compliance requirements and for storing these records in a long-term storage solution.
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System Log Events Reference

September 6, 2025

To view all System Log events data for your Citrix Cloud™ account, you can:

« Download a CSV file of all events that occurred during the previous 30, 60, or 90 days.
+ Use the SystemLog API to retrieve events for a specific time period.

See Event data descriptions in this article for descriptions of the data that are captured when you re-
trieve System Log events. See Cloud components and services that generate events for event-specific
values such as event message text, event types, and whether object field data is recorded before and
after events occur.

Cloud components and services that generate events

System Log records events for the following Citrix Cloud entities, components, and services:

+ Citrix Cloud platform: Events related to Citrix Cloud platform functions such as managing
administrators, device resets for Workspace subscribers, Azure AD tenants, and managing
domains and network locations.

« Connectors: Events related to registering and updating Citrix Cloud Connectors and Connector
Appliances.

« Licensing: Events related to registering on-premises License Servers, managing assigned
licenses for cloud services, and exporting licensing data.

« Secure Private Access service: Events related to Secure Private Access service configurations.

« Citrix Workspace: Events related to Workspace Configuration settings.

Event data descriptions

When you download system log events or retrieve them using the SystemLog API, the following data
are included:

« RecordID: The unique identifier for the event.
+ UtcTimestamp: The date and UTC time at which the event occurred.
+ CustomerID: The unique organization identifier of the Citrix Cloud account.

« EventType: The identifier for the type of event that was recorded. The event type is recorded
using the format OriginatingService/Actor/Action. For example, the event type for
creating an administratoris platform/administrator/create.
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TargetID: The ID of the system object that was impacted or changed.

TargetDisplayName: The display name of the system object that was impacted or changed.
For example, the name of an administrator that was created.

TargetEmail: The email address of the system object. For example, the email address of an
administrator that was created.

+ TargetUserID: The user ID of the system object that was impacted or changed. For example,
when creating an administrator, the target user ID is the user ID of the administrator that was
created.

TargetType: The target category for the event.

+ BeforeChanges and AfterChanges: The contents of object fields before and after the event
occurred, respectively. For some events, these object fields include:

« CustomerlID

+ User principal

» UserID

Administrator access type, such as Custom or Full
CreatedDate

UpdatedDate

DisplayName

+ AgentlID: The event category.

+ ActorID: The ID of the system object that initiated the event. For example, for creating an ad-
ministrator, this is the object ID of the administrator who invited another user to the Citrix Cloud
account.

+ ActorDisplayName: The display name of the person or entity that initiated the event. For ex-
ample, the name of the administrator who invited another user to the Citrix Cloud account.

+ ActorType: The service that generated the event.

+ EventMessage: The brief description of the event that occurred.

System Log events for the Citrix Cloud™ platform

September 6, 2025

This article describes the event data that System Log captures for the Citrix Cloud platform. For more
information about System Log event data, see System Log Events Reference.

To learn more about System Log, see System Log.
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Azure AD tenants
Current
object
fields
recorded

Event before

Message Event Type TargetType ActorType  ActorID event

Azure AD platform/identstypiosider/azacadiismatmat Yes

tenant

connected

Azure AD platform/identigmpiowider/azadadpistaionect Yes

tenant dis-

connected

Azure AD platform/identityprovider/azuread/authdon@isfopaatenaiie

auth

domain

name

changed

Azure AD platform/identityprovider/azuread/authdontaisfopeatBnamefailed

auth

domain

name

change

failed

Citrix Cloud administrators and secure clients

Event
Message

Administrator

created
Administrator

invitation sent

Current object

fields

recorded
Event Type Target Type Actor Type before event
platform/adminisidatonfsteater  system No
platform/adminiscatonistvater administrator  No

Updated
object
fields
recorded
after event

No

No

No

No

Updated
object fields
recorded after
event

Yes

Yes
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Event
Message

Administrator
roles or
permissions
updated
Administrator

deleted
Secure client

created
Secure client

deleted
Administrator

Group created
Administrator
Group roles or
permissions
updated
Administrator
Group deleted

Event Type Target Type Actor Type

platform/adminisdatonisprdate  administrator

platform/adminisddatonidelatier  administrator

platform/clientackmivisérator/creatgystem

platform/clientadseivisérator/deletad ministrator

platform/adminisidatongsbrapycgeats

platform/adminisdatongstrapy igrdaie

platform/adminisidatongstrapydeiedg ministrator

Citrix Cloud service principals

Event
Message

Service
principal
created

Failed to
create service
principal

Event Type Target Type Actor Type

platform/servicependiggdfaregial administrator

platform/servicependipadfareqiafaddchinistrator

Current object
fields
recorded
before event

Yes

No

No

Yes

No

Yes

Yes

Current object
fields
recorded
before event

n/a

n/a

Updated
object fields
recorded after
event

Yes

Yes

Yes

No

Yes

Yes

No

Updated
object fields
recorded after
event

Yes

n/a
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Event
Message

Service
principal roles
or
permissions
updated
Failed to
update
service
principal
Service
principal
deleted
Failed to
delete service
principal
Service
principal
secret rotated
Failed to
rotate service
principal
secret
Service
principal
secondary

secret deleted
Failed to

delete service
principal
secondary
secret

Event Type Target Type Actor Type

platform/servicependipeadyinmipaé pod ioysettrator

platform/servicepeandipedyfinmipaéfadedinistrator

platform/servicepandipdydelgial administrator

platform/servicependipegdfdelgiafaddchinistrator

platform/servicepandipmly sedipd roddtivnistrator

platform/servicependipesdysedied roddtivinfatiador

Current object
fields
recorded
before event

Yes

Yes

n/a

Yes

platform/servicepandipaly secpat agseicistdeletionYes

platform/servicependipsalfsecdpat @y seiristdaletionfaided

Device reset for Active Directory plus token

Updated
object fields
recorded after
event

Yes

n/a

n/a

n/a

Yes

n/a

Yes

n/a
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Event
Message

Subscriber
device token
reset
completed

Event Type Target Type

Actor Type

platform/authentsodisoridevice/debteninistrator

Domain management

Event

Message Event Type Target Type

Domain platform/domaingesmoxe

removed

Network locations

Event

Message Event Type Target ID

Network sdwan/networklolda¢ithh dfriate

location network

created location that
was created

Network sdwan/networklddatithhgddite

location network

updated location that

was modified

Actor Type

administrator

Actor ID

The name of
the
administrator
who added
the network

location
The name of

the
administrator
who modified
the network
location

Current object
fields
recorded
before event

No

Current object
fields
recorded
before event

No

Current object
fields
recorded
before event

No

Yes

Updated
object fields
recorded after
event

Yes

Updated
object fields
recorded after
event

No

Updated
object fields
recorded after
event

Yes

Yes
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Event
Message

Network
location
deleted

Event Type Target ID
sdwan/networklodaditihidéhete
network

location that
was deleted

Resource locations

Event
Message

Resource
Location
created

Resource
Location
updated

Resource
Location
deleted

Event Type Target ID

Actor ID

The name of
the
administrator
who deleted
the network
location

Actor ID

platform/resourcélocatiomgafeate The name of

the resource
location that
was created

the
administrator
who created
the resource
location

platform/resourcElocationyopdateThe name of

the resource
location that
was modified

the
administrator
who modified
the resource
location

platform/resourcElocationydélete The name of

the resource
location that
was deleted

Account name and logo change

the
administrator
who deleted
the resource
location

Current object
fields
recorded
before event

Yes

Current object
fields
recorded
before event

Yes

Yes

Yes

Updated
object fields
recorded after
event

No

Updated
object fields
recorded after
event

Yes

Yes

Yes
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Event
Message

Administrator
account name
updated
Administrator
account logo
updated

Event Type Target ID

Actor ID

platform/accountyusioyarpdate administrator

platform/accountfisgomgrdate

System Log events for connectors

May 12,2023

administrator

Current object
fields
recorded
before event

Yes

No

Updated
object fields
recorded after
event

Yes

No

This article describes the event data that System Log captures for the Citrix Cloud Connector and Con-

nector Appliance for Cloud Services. For more information about System Log event data, see System

Log Events Reference.

To learn more about System Log, see System Log.

Connector registration

Event
Message

Connector
Registered

Connector
Deleted

Event Type Target Type

platform/edgeser@toimeate
Connector or
Connector
Appliance

platform/edgeser@lointklete
Connector or
Connector
Appliance

Actor ID

The
administrator
who
registered the
connector
The
administrator
who deleted
the connector

Current object
fields
recorded
before event

Yes

Yes

Updated
object fields
recorded after
event

Yes

Yes
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Connector updates

Event

Message Event Type Target ID Actor ID
Resource platform/resourc&lecationyofainteflhacewindow

Location
Maintenance
Window
updated
Connector
upgrade
triggered by
administrator

Connector
upgrade
started

Connector
upgrade
completed

the resource administrator

locationthat ~ who changed
was modified  the
configuration

platform/edgeser@idanualupgrdde

Connectoror administrator
Connector who initiated
Appliance the update

platform/edgeser@oidgradestartAdtomatic or
Connectoror the
Connector administrator

Appliance who initiated

the update

platform/edgeser@oidgradecompletethatic or
Connectoror the
Connector administrator

Appliance who initiated

the update

Connector public keys

Current object
fields
recorded
before event

Yes

No

Yes

No

Updated

object fields

recorded after

event

Yes

No

No

Yes
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Event
Message

Public Key
added to trust

Public Key
removed from
trust

System Log events for licensing in Citrix Cloud™

Event Type

Target ID

Actor ID

platform/authentication/createedgéserverkey

administrator
who
performed
the operation

platform/authentication/deleteedgéserverkey

September 6, 2025

administrator
who
performed
the operation

Current object
fields
recorded
before event

No

No

Updated
object fields
recorded after
event

No

No

This article describes the event data that System Log captures for on-premises Citrix Licensing regis-

tration with Citrix Cloud. For more information about System Log event data, see System Log Events

Reference.

To learn more about System Log, see System Log.

On-premises license servers

Event
Message

On-premise
license
servers
deleted

Event Type

lui/onpremlicensesermsiisgdelete

Target Type

Actor ID

The
administrator
who deleted
the license
server

Current object
fields
recorded
before event

No

Updated
object fields
recorded after
event

No
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Event
Message

Failed to
delete
on-premise
license
servers

Event Type Target Type Actor ID

lui/onpremlicenseseansinsgdeletefailed
administrator
who tried to
delete the
license server

Cloud service licensing

Event
Message

Citrix Cloud
service
licenses
released

Failed to
release Citrix

Cloud service

licenses

Event Type Target Type Actor ID

The
administrator

lui/cloudlicense/@leaskicense

who released
licenses for
the cloud

service
The

administrator

lui/cloudlicense/€leaséiadade

who tried to
release
licenses for
the cloud
service

License Usage Insights for Citrix Service Providers

Current object
fields
recorded
before event

No

Current object
fields
recorded
before event

No

No

Updated
object fields
recorded after
event

No

Updated
object fields
recorded after
event

No

No
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Event
Message

Partner
on-premise
user list data
exported

Failed to

export partner

on-premise
user list data

License usage for cloud services and on-premises products

Event
Message

License usage
data exported

Failed to
export license
usage data

Event Type Target Type Actor ID

The
administrator

lui/csp/userlistd ataeeqpinig

who exported
the Partner

user list data
The

administrator

lui/csp/userlistdatieasqinigailed

who tried to
export the
Partner user
list data

Event Type Target Type Actor ID

lui/cloudlicense/dageldatanzport The

or Licensing administrator
who exported
license usage
data
lui/cloudlicense/dagedatansportfaied
or Licensing administrator

who tried to
export license
usage data

Current object
fields
recorded
before event

No

No

Current object
fields
recorded
before event

No

No

Updated
object fields
recorded after
event

No

No

Updated
object fields
recorded after
event

No

No
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System Log Events for Secure Private Access

October 4, 2022

This article describes the event data that System Log captures for the Secure Private Access service.
For more information about System Log event data, see System Log Events Reference.

To learn more about System Log, see System Log.

Web and Saa$ applications

Current object Updated object
fields recorded fields recorded
Event Message Event Type Target Type before event after event

Web/Saa$S swa/websaaspplicativelicazdpplication No Yes
application

created

Web/Saa$S swa/websaaspplicativeldspasgiplication Yes Yes
application

updated

Web/SaaS swa/websaaspplicativalidabsgplication Yes No
application

deleted

Web/Saa$S swa/websaaspplicativebseeztefditadion No No
application

creation failed

Web/Saa$S swa/websaaspplicativelhspaspelaitaion Yes Yes
application

update failed

Web/Saa$S swa/websaaspplicativaldab=gfditadion Yes Yes
application

deletion failed

User and group subscriptions
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Event Message

User/Group
subscription
added
User/Group
subscription
removed
User/Group
subscription
failed
User/Group
unsubscription
failed

Event Type Target Type

Current object
fields recorded
before event

swa/websaaspplicativababsspiblécaf somsdibbeibers

swa/websaaspplicativabsbsspiblécatiorssbiaritisers

swa/websaaspplicativababaspiblécaf somsdibbafbides

swa/websaaspplicativebabaspiblécatiorsubiacitzfasied

Contextual policies

Event Message

Contextual policy

created
Contextual policy
updated
Contextual policy
deleted
Contextual policy
creation failed
Contextual policy
update failed
Contextual policy
deletion failed

Event Type Target Type

swa/contextualpolicgmmnéaxeualpolicy
swa/contextualpolicgmedataalpolicy
swa/contextualpolicydettualpolicy
swa/contextualpolicyntakefailedlicy

swa/contextualpolicgmtdatatdpjeticy

swa/contextualpolicyidlettfailgdlicy

Application domains

Current object
fields recorded
before event

No

Yes

Yes

No

No

Yes

Updated object
fields recorded
after event

Yes

Yes

No

No

Updated object
fields recorded
after event

Yes

Yes

No

No

No

No
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Current object
fields recorded
Event Message before event

Event Type Target Type

Application swa/applicationdomapplicedtendomain No
domain created
Application swa/applicationdomappligatadadomain Yes
domain updated
Application swa/applicationdomappliedétendomain Yes
domain deleted
Application swa/applicationdomapplicesiefaitedain No
domain creation
failed
Application swa/applicationdomappligatatetholedin Yes
domain update
failed
Application swa/applicationdomappliedtiefaitadain Yes
domain deletion

failed

Browser extension settings

Current object
fields recorded
Event Message before event

Event Type Target Type

Browser swa/browserextensidmesttiengstepdaiasettasgs
Extension
settings updated
Browser swa/browserextensidnsettiengstepdatetaittidgs
Extension

settings update

failed

Website URL lists and filter categories

Updated object
fields recorded
after event

Yes

Yes

No

No

No

No

Updated object
fields recorded
after event

Yes

No
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Event Message

Enabled website
filter lists and
categories
Enabled website
filter lists and
disabled filter
categories
Disabled website
filter lists and
enabled filter
categories
Disabled website
filter lists and
categories

Failed to enable
website filter lists
and categories
Failed to enable
website filter lists
and disable filter
categories

Failed to disable
website filter lists
and enable filter
categories

Failed to disable
website filter lists
and categories
Website URL list
created

Website URL list
updated

Website URL list

deleted
Website URL list

creation failed

Current object
fields recorded
Event Type Target Type before event

Updated object
fields recorded

after event

swa/website/filterlistsebatitadilittcabéggdidfestnabled/updateYes

swa/website/filterlistsebatitadflittcateggiidesdisabled /updateYes

swa/website/filterlistsd b= tdadiitatpgydestmabled /updateYes

swa/website/filterlistsd =i tdadiitmatpgydestisabled/updatdes

swa/website/filterlistsebaittadflittcabéggofdestnadbled /updatetased

swa/website/filterlistgehattbadt| técabdgpdidesdirabled/updatefaded

swa/website/filterlistsd b bdadiitmai=pgydestnmabled/updatefaded

swa/website/filterlistsd b= tdadiitaispgydestisabled/updatdesled

swa/websiteurlfilteriwghsiteredfiéteringlisho

swa/websiteurlfilteriwghsitapdfiteeringlistes

swa/websiteurlfilteriwghsitdaldfitteringlistes

swa/websiteurlfilteringhsiteredti¢faiiaglishNo

Yes

Yes

No

No
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Current object
fields recorded
Event Message before event

Event Type Target Type

Website URL list
update failed
Website URL list

deletion failed
Website URL filter

category created

Website URL filter
category updated
Website URL filter
category deleted

Website URL filter
category creation

failed

Website URL filter
category update
failed

Website URL filter
category deletion
failed

swa/websiteurlfilteriwghsitapdfitedaibagtisYes

swa/websiteurlfilteriwghsitdaldfitfailaglistes

swa/websiteurlfiltercatbsoiey ciititecateghioy
swa/websiteurlfiltercatbsoiey/ dfitateategéey
swa/websiteurlfiltercatbgiteydélétecateghioy

swa/websiteurlfiltercatbsoiey ciittitetaiteghioy

swa/websiteurlfiltercatbgoiey dfitarettidgdey

swa/websiteurlfiltercatbgiteydél¢tetaitegoey

Website filter category presets

Current object
fields recorded
Event Message before event

Event Type Target Type

Updated website  swa/websiteurlfiltercatbgoieymtéset/catdgbeypreset
filter category
preset

Failed to update  swa/websiteurlfiltercatbsoigumtéstt/catd gtefmled et

website filter
category preset

Blocked Website URL lists and filter categories

Updated object
fields recorded
after event

No

No

Yes

Yes

No

No

No

No

Updated object
fields recorded
after event

Yes

Yes
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Event Message

Blocked Website

URL list created
Blocked Website

URL list updated
Blocked Website

URL list deleted
Blocked Website

URL list creation
failed

Blocked Website
URL list update
failed

Blocked Website
URL list deletion
failed

Blocked Website
URL filter
category created
Blocked Website
URL filter
category updated
Blocked Website
URL filter
category deleted
Blocked Website
URL filter
category creation

failed

Blocked Website
URL filter
category update
failed

Blocked Website
URL filter
category deletion
failed

Current object
fields recorded

Event Type Target Type before event

swa/websiteurlfilteriwghsitblotlkkdymrghsdo

swa/websiteurlfilteriwghsitblotlkkdyingtiatéo

swa/websiteurlfilteriwghsitblotikdyohabtdlo

swa/websiteurlfilteriwghsitblotkdyorgtitdfailed

swa/websiteurlfilteriwghsitblotlkdyingtistedailed

swa/websiteurlfilteriwghsitblotlikdychgbtdfailed

swa/websiteurlfiltercatbsoiey dfdtkad gtistdte

swa/websiteurlfiltercatbzoiey/ Hfdtkdd glistate

swa/websiteurlfiltercatbzoiey Hfdtkdd gliskdte

swa/websiteurlfiltercatbsoiey dfdtddd gtetdtefailed

swa/websiteurlfiltercatbsoiey Hidtadd glistatefailed

swa/websiteurlfiltercatbsoiey dfdtddd gliskdtefailed

Updated object
fields recorded

after event

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Allowed Website URL lists and filter categories

Event Message

Allowed Website

URL list created
Allowed Website

URL list updated
Allowed Website

URL list deleted
Allowed Website

URL list creation
failed

Allowed Website
URL list update
failed

Allowed Website
URL list deletion
failed

Allowed Website
URL filter
category created
Allowed Website
URL filter
category updated
Allowed Website
URL filter
category deleted
Allowed Website
URL filter
category creation

failed
Allowed Website

URL filter
category update
failed

Current object
fields recorded

Event Type Target Type before event

swa/websiteurlfilteriwghsitaliofitdyorglitdlo

swa/websiteurlfilteriwghsitaliofikdyingliatéo

swa/websiteurlfilteriwghsitaliotfiktdytettittlo

swa/websiteurlfilteringhsiteliofitdforgtitdfailed

swa/websiteurlfilteringhsitaliofitdfinglistédailed

swa/websiteurlfilteringhsitaliofitdydetitdfailed

swa/websiteurlfiltercatbgoiey allibtedad gliskite

swa/websiteurlfiltercatbsoiey allittesdglstiate

swa/websiteurlfiltercatbsoiey allittesdgltdte

swa/websiteurlfiltercatbsoiey/alflittesd glistitefailed

swa/websiteurlfiltercatbzoiey/alflittesdlistlatefailed

Updated object
fields recorded
after event

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Event Message

Allowed Website

URL filter

Current object

fields recorded

Event Type Target Type

category deletion

failed

swa/websiteurlfiltercatbzoiey/alflittesd glistdtefailed

before event

Yes

Updated object
fields recorded
after event

Redirected to Remote Browser Isolation (formerly Secure Browser) website URL lists
and filter categories

Event
Message

Redirected
to Secure
Browser
Website
URL list

created
Redirected

to Secure
Browser
Website
URL list
updated
Redirected
to Secure
Browser
Website
URL list
deleted

Event Type TargetType ActorType  AgentlID

swa/websiteurlfidtesiteglithiitedioglistd/createves

swa/websiteurlfidtesiteglithitedivgtistd/updatées

swa/websiteunfiétesiteglittitediiogtistd/deleteres

Current
object
fields
recorded
before
event

Updated
object
fields
recorded
after event
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Event
Message

Redirected
to Secure
Browser
Website
URL list
creation
failed
Redirected
to Secure
Browser
Website
URL list
update
failed
Redirected
to Secure
Browser
Website
URL list
deletion

failed
Redirected

to Secure
Browser
Website
URL filter
category
created

Current
object
fields
recorded
before
Event Type  Target Type event

Actor Type  AgentID

swa/websiteurlfidtesiteglithiite diivgtittd/createfased

swa/websiteurlfidtesiteglithitedifogtistd /updatéetfailed

swa/websiteurlfidtesiteglithiitedivgtistd/deletefasled

swa/websiteunfittesitetegiltefiagiist ted/creyes

Updated
object
fields
recorded
after event
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Event
Message

Redirected
to Secure
Browser
Website
URL filter
category
updated
Redirected
to Secure
Browser
Website
URL filter
category
deleted
Redirected
to Secure
Browser
Website
URL filter
category
creation
failed
Redirected
to Secure
Browser
Website
URL filter
category
update
failed

Current
object
fields
recorded
before
Event Type  Target Type event

Actor Type  AgentID

swa/websiteunfittesitetegoltefiagiiscted/up date

swa/websiteunfittesitetegilteiagliiscted/del¥es

swa/websiteurlfidtesitetapoltpiimgliscted /cre¥tsfailed

swa/websiteunfittesitetegiltemiagiiscted/up datefailed

Updated
object
fields
recorded
after event
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Current

object Updated

fields object

recorded fields
Event before recorded
Message Event Type TargetType ActorType  AgentlID event after event

Redirected  swa/websiteunlfidtesitetadoltetimdiiscted /del¥esfailed
to Secure

Browser

Website

URL filter

category

deletion

failed

System Log events for Citrix Workspace™

September 6, 2025

This article describes the event data that System Log captures for Citrix Workspace. For more infor-
mation about System Log event data, see System Log Events Reference.

To learn more about System Log, see System Log.

Workspace URL
Current object Updated
fields object fields
Event recorded recorded after
Message Event Type Target Type Actor ID before event event
Workspace wxp/url/update subscriber The Yes Yes
URL updated administrator
who updated
the URL
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Event
Message

Failed to
update
Workspace
URL

Workspace
URL enabled

Failed to
enable
Workspace
URL

Workspace
URL disabled

Event Type Target Type

wxp/url/updatefasigascriber

wxp/url/enable subscriber

wxp/url/enablefadedscriber

wxp/url/disable subscriber

Actor ID

The
administrator
who
attempted to
update the
URL

The

administrator
who enabled
customization
of the
workspace
URL

The
administrator
who
attempted to
enable
customization
of the
workspace
URL

The
administrator
who disabled
customization
of the
workspace
URL

Current object
fields
recorded
before event

Yes

No

No

No

Updated
object fields
recorded after
event

Yes

Yes

Yes

Yes
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Event
Message

Failed to
disable
Workspace
URL

Event Type Target Type

wxp/url/disablefasldascriber

Workspace authentication

Event
Message

Workspace
identity
provider
updated

Failed to
update
Workspace
identity
provider

Event Type Target Type

wxp/identityprovidégonoate

Actor ID

The
administrator
who
attempted to
disable
customization
of the

workspace
URL

Actor ID

The
administrator
who updated
the

workspace au-
thentication
method

wxp/identityprovidegopdetefailedrhe

Citrix Federated Authentication Service

administrator
who
attempted to
update the
workspace au-
thentication
method

Current object
fields
recorded
before event

No

Current object
fields
recorded
before event

Yes

Yes

Updated
object fields
recorded after
event

Yes

Updated
object fields
recorded after
event

Yes

Yes
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Event

Message Event Type Target Type
Workspace wxp/fas/enable subscriber
Federated Au-

thentication
Service (FAS)

enabled
Failed to

enable

wxp/fas/enablefasledscriber

Workspace
Federated Au-
thentication
Service (FAS)
Workspace
Federated Au-
thentication
Service (FAS)
disabled
Failed to
disable
Workspace
Federated Au-
thentication
Service (FAS)

wxp/fas/disable subscriber

wxp/fas/disablefaildabcriber

Favorites

Event

Message Event Type Target Type

Workspace wxp/favorites/enshlescriber
favorites

enabled

Actor ID

The
administrator
who enabled
FAS

The
administrator
who tried to
enable FAS

The
administrator
who disabled
FAS

The
administrator
who tried to
disable FAS

Actor ID

The
administrator
who enabled
favorites

Current object
fields
recorded
before event

No

No

No

No

Current object
fields
recorded
before event

No

Updated
object fields
recorded after
event

Yes

Yes

Yes

Yes

Updated
object fields
recorded after
event

Yes
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Event
Message

Failed to
enable
Workspace
favorites

Workspace
favorites
disabled

Failed to
disable
Workspace
favorites

Event Type

Target Type

wxp/favorites/enabbefailbdr

wxp/favorites/dissibscriber

wxp/favorites/disaibstaileer

Change password

Event
Message

Workspace
change
password
options policy
updated

Event Type

Target Type

Actor ID

The
administrator
who tried to
enable
favorites

The
administrator
who disabled
favorites

The
administrator
who tried to
disable
favorites

Actor ID

wxp/changepasswobdopbiens/updatepolicy

administrator
who updated
the policy for
changing
passwords
within Citrix

Workspace

Current object
fields
recorded
before event

No

No

No

Current object
fields
recorded
before event

Yes

Updated
object fields
recorded after
event

Yes

Yes

Yes

Updated
object fields
recorded after
event

Yes
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Event
Message

Failed to
update
Workspace
change
password
options policy

Workspace
change
password
options
enabled

Failed to
enable
Workspace
change
password
options

Workspace
change
password
options
disabled

Event Type

Target Type

Current object
fields
recorded

Actor ID before event

wxp/changepasswobdopbiens/updatepolicyfailed Yes

administrator
who tried to
update the
policy for
changing
passwords
within Citrix

Workspace

wxp/changepasswobdopbiens/enablee No

administrator
who enabled
the setting for
changing
passwords
within Citrix

Workspace

wxp/changepasswobdopbiens/enablefailed No

administrator
who tried to
enable the
setting for
changing
passwords
within Citrix

Workspace

wxp/changepasswobdopbiens/disabhe No

administrator
who disabled
the setting for
changing
passwords
within Citrix

Workspace

Updated
object fields
recorded after
event

Yes

Yes

Yes

Yes
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Event
Message

Failed to
disable
Workspace
change
password
options

Event Type Target Type

Actor ID

wxp/changepasswobdopbiens/disabhefailed

Long-lived tokens

Event
Message

Workspace
long lived
token
configuration
updated
Failed to
update
Workspace
long lived
token
configuration

Event Type Target Type

wxp/longlivedto kanjsqrila¢e

administrator
who tried to
disable the
setting for
changing
passwords
within Citrix

Workspace

Actor ID

The
administrator
who updated
the token
configuration

wxp/longlivedtokansqila¢efailed The

Inactivity timeout for Web

administrator
who tried to
update the
token
configuration

Current object
fields
recorded
before event

No

Current object
fields
recorded
before event

Yes

Yes

Updated
object fields
recorded after
event

Yes

Updated
object fields
recorded after
event

Yes

Yes
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Event
Message

Workspace
sessions
Configuration
updated

Failed to
update
Workspace
sessions
configuration

Event Type Target Type

wxp/sessions/updatescriber

wxp/sessions/updatefailbdr

Feature rollout

Current object
fields
recorded

Actor ID before event

The Yes
administrator

who updated
theidle time

for the

Inactivity

Timeout for

Web setting

The Yes
administrator

who tried to

update the

idle time for

the Inactivity
Timeout for

Web setting

Updated
object fields
recorded after
event

Yes

Yes

© 1997-2026 Citrix Systems, Inc. All rights reserved.

574



Citrix Cloud™

Event
Message

Assigned
users and
groups
updated for
intelligent
Workspace
experience

Failed to
Assign users
and groups
updated for
intelligent
Workspace
experience

Intelligent
Workspace
experience
enabled

Event Type

Target Type

Current object
fields
recorded

Actor ID before event

wxp/iws/featuresgupdatibesersgrope No

administrator
who updated
the assigned
users and
groups for
accessing
Activity Feed
notifications
in Citrix
Workspace

wxp/iws/featuresgupdatibesersgrodpsfailed No

wxp/iws/featuresgababitiber

administrator
who tried to
update the
assigned
users and
groups for
accessing
Activity Feed
notifications
in Citrix
Workspace
The No
administrator
who enabled
Activity Feed
notifications
in Citrix
Workspace

Updated
object fields
recorded after
event

No

No

No
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Event
Message

Failed to
enable
intelligent
Workspace
experience

Intelligent

Workspace
experience
disabled

Failed to
disable
intelligent
Workspace
experience

Event Type

wxp/iws/featuresgabsbitifeiled

Target Type

wxp/iws/featuresgdizssdriber

wxp/iws/featuresgdisadribfiled

SDKs and APIs

November 10, 2025

Actor ID

The
administrator
who tried to
enable
Activity Feed
notications in
Citrix
Workspace
The
administrator
who disabled
Activity Feed
notifications
in Citrix
Workspace
The
administrator
who tried to
disable
Activity Feed
notifications
in Citrix
Workspace

Current object

fields
recorded
before event

No

No

No

Updated
object fields
recorded after
event

No

No

No

Citrix Cloud™ provides several APIs that you can use to retrieve information and automate complex

and repetitive tasks, including:

« Silently install Citrix Cloud Connector™

+ Create and consume reports for managing cloud licenses
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Determine a customer’s entitlement status
Send notifications to Citrix Cloud administrators
Retrieve System Log events

Retrieve details about your resource locations to use with other APIs

Several Citrix Cloud services also provide SDKs and APIs that allow you to retrieve information, query
data, and perform administrative tasks.

You can access APIs through both secure clients or service principals.

Service principal

To use Citrix Cloud APIs, you need to create a service principal that accesses Citrix Cloud on your behalf.

To create a service principal, you’ll need to supply the customer ID of your Citrix Cloud account. Your
customer ID is located in the following places in the management console:

+ The top-right corner of the console, underneath your user name.

Example Corp.

+ Your Account Settings page.

i1 CilriX | Account settings

@ Detsts B Accountsettings > Details Administrator
Details

[ Notifications administrator@example.com

My settings
[ Orders B
Account details

English (US)
Account settings apply to all administrators added to the account.

Information

Example Corp.

Organization ID: 12345678
Account name orgID ccip Banizati

Log out

Region
Citrix Cloud United States

+ The APl Access page.
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i CifriX | Identity and access management

Dlarees H Identity and access management > APlaccess > Service principals

Service principals Service principals
Secure clients

Product registrations

Service principals are used to interact with Citrix Cloud APIs. Learn more about the APIs.
Workspace APl () o Create service principal
To use a service principal to access Citrix Cloud AP, Ul examplecorp 'S the customer ID parameter.

Q Search by name or ID Name v ID v CreatedBy Creation Date Last Used Date

Secure clients

To use Citrix Cloud APIs, you need to create a secure client that accesses Citrix Cloud on your behalf.
To create a secure client, you’ll need to supply the customer ID of your Citrix Cloud account. Your
customer ID is located in the following places in the management console:

+ The top-right corner of the console, underneath your user name.

Example Corp.

+ Your Account Settings page.

E—— " pyee—
i1 CifriX | Account settings a ® Example Corp. erplrebe ~
@ Detsiis B Accountsettings > Details Administrator
i
& (i Details administrator @example.com
My settings
(@ Orders y g

Account details

English (US)
Account settings apply to all administrators added to the account.

Information
Example Corp.
o tion ID: 12345678
Account name orgID € ccip Yganization
Region Log out
Citrix Cloud United States

« The APl Access page.
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Inherited permissions

Secure clients are tied to a single administrator and a single customer ID in Citrix Cloud. This means
your secure clients inherit the same level of permissions that you have under a specific customer ID.
So, if you have full access permissions, your secure clients also have full access permissions. If your
permissions level is reduced at a later time, the secure clients that you’ve already created automati-
cally inherit your reduced permissions.

For instructions to create secure clients, see Get started with Citrix Cloud APIs in the Citrix Developer
documentation.

Cloud licensing APIs

Enterprise customers can use cloud licensing APIs to perform management tasks like exporting us-
age data and releasing assigned licenses. Citrix partners can use these APIs to retrieve summary and
historical data for on-premises Citrix Virtual Apps and Desktops™ and Citrix DaaS.

For more information, see APIs to manage Citrix cloud licensing in the Citrix Developer documenta-
tion.

SystemLog API

The SystemLog APl allows you to retrieve events that occurred in your Citrix Cloud account for periods
of time that you specify. For more information about using this API, see Citrix Cloud - SystemLog in
the Citrix Developer documentation.

Resource Locations API

The Resource Locations API allows you to retrieve information about your resource locations for use
with other applications and scripts. For example, let’s say that you want to silently install the Citrix
Cloud Connector in one of several resource locations in your Citrix Cloud account. You can use this
API to retrieve the resource location ID and pass it to your install script.

For more information about using this API, see Citrix Cloud - Resource Location in the Citrix Developer
documentation.

Service Entitlement API

The Service Entitlement API retrieves the services a customer is entitled to use, the days remaining
on each entitlement, and the quantity of entitlements that the customer purchased. For more infor-
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mation about using this API, see Citrix Cloud - Service Entitlementin the Citrix Developer documenta-
tion.

Notifications API

The Notifications API allows you to send messages to other Citrix Cloud administrators. Recipients
receive your messages through the Notifications page in the management console. For more infor-
mation about using this API, see Creating & Viewing notifications.

SDKs and APIs for other services

For more information about the SDKs and APIs that are available for other Citrix Cloud services, see
the following articles:

+ Digital workspaces: Includes SDKs and APIs for workspace services like Citrix DaaS and Citrix
Workspace.

« App delivery and security: Includes SDKs and APIs for networking and app delivery services like
Console and SD-WAN Orchestrator.

More information

To learn more about how Citrix Cloud APIs and secure clients can help you perform complex opera-
tions like migrating to the cloud and configuring authentication with push tokens, see the following
Tech Zone articles:

» PoC Guide: nFactor for Citrix Gateway Authentication with Push Token

» Deployment Guide: Migrating Citrix Virtual Apps and Desktops from VMware vSphere to Citrix
Virtual Apps and Desktops service on Microsoft Azure

» PoC Guide: Automated Configuration Tool

Citrix Cloud™ for Partners

September 10, 2025

Citrix Cloud includes services, features, and experiences designed for both customers and partners.
This section outlines features available to Citrix Partners that help them collaborate with customers
on Citrix Cloud services and solutions.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 580


https://developer.cloud.com/citrix-cloud/citrix-cloud---service-entitlement/docs/determine-service-entitlement-status-for-a-customer
https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/notifications.html
https://developer-docs.citrix.com/en-us/citrix-cloud/citrix-cloud-notifications
https://developer.cloud.com/citrixworkspace
https://developer.cloud.com/app-delivery-and-security
https://community.netscaler.com/s/article/nfactor-citrix-gateway-push-token
https://docs.citrix.com/en-us/tech-zone/build/deployment-guides/azure-citrix-migration.html
https://docs.citrix.com/en-us/tech-zone/build/deployment-guides/azure-citrix-migration.html
https://docs.citrix.com/en-us/tech-zone/learn/poc-guides/citrix-automated-configuration.html

Citrix Cloud™

Partner identification

Partners are identified in Citrix Cloud based on their Citrix Organization ID (ORGID). Partners can view
the ORGID that’s associated with their Citrix Cloud account in the following locations in the Citrix
Cloud management console:

+ From the customer menu. Click your customer name from the top-right corner of the console.
Your ORGID appears beneath your company name in the menu.

Administrator A

Example Corp. CCID: xyz12345 |

Administrator

administrator@example.com

My settings
NetScaler Console 'i

English (US)

= Example Corp.
lications

[ Organization ID: 12345678 I

Account settings

Change account

Log out

atwork connection. Please try again later.

Cloud Platform

+ From the customer menu in the top-right corner, select Account Settings.
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Administrator
CCID: xyz12345

Example Corp.

Administrator

administrator@example.com

My settings
NetScaler Console @

English (US)

Example Corp.

Organization ID: 12345678

[Accountsettings I

Change account

Log out

If the ORGID on the account is an active member of a Citrix partner program (such as Citrix Solution Ad-
visor or Citrix Service Provider™) the program badge indicates that a Citrix partner owns this account.
Partner identification is then used to govern access to additional cloud services or features.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 582



Citrix Cloud™

B Account settings > Details

Details

Account details

Account settings apply to all sdministrators added to the account

Information
Account name OrgID cciD Citrix identity provider ID
7 D
Region
Logo
Add your organization logo. Supported formats ars jpeg. jpg. or png and will bs ﬁ
I

constrained to @ max height of 120px or width of 350px.

Inactivity time-out

Specify the period of inactivity allowsd before an administrator is signed out of Inactivity time-out is disabled  (_Jad)
the Citrix Cloud account for increased security.

6 Enabling inactivity time-out is strongly recommended te ensure account security and privacy.

Partner program membership

Citrix Service Provider

Customer dashboard

The my customer dashboard is designed for partners to view the status of multiple Citrix Cloud cus-
tomers in a consolidated view. For a customer to appear on the dashboard, a connection must be
established between the partner and customer. The my customer dashboard is available on partner
badged Citrix Cloud accounts.

it cifriX | My Customers o o coi: N

e B MyCustomers > Manage customers > Cloud-tenant

Cloud-tenant Cloud-tenant customers

Single-tenant

Multi-tenant ‘ Q Search account names, CCIDs, and OrgIDs OrelD Add customer

N2 Account ccio OrglD

% bt P a

hxd L4 '

1

~ v

Showing 1-10 of 76 items Page | 1) of8 > 10rows Vv

Details Cafenatic Store Viewusage Yy eee
Services Orders Account information

Service Units Service type State Expiration date

Z,
<
o »

No services available
s/ v
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Who can see customer dashboard ?

By default, full access administrators can view the customer dashboard. Custom access administra-
tors can view the dashboard if the Customer Dashboard (View Only) permission is selected. For
more information about administrator permissions in Citrix Cloud, see Modify administrator permis-

sions.
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Edit access for administrator X

administrator@example.com

Set the access level and permissions for the administrator. Learn more

O Full access

Administrators with full access to Citrix Cloud can manage all services and

edit other administrators’ access.

@ Custom access

Administrators with custom access can manage Citrix Cloud services based
on their configured roles but cannot edit other administrators' access.

o Switching to custom access has limitations and is not the same as
configuring access for all permissions to administrators.

Select all | Deselect All

‘ Search for permissions Q ‘
C] Analytics No roles selected >
E] DaaS No roles selected >
= General 10of 11 roles selected AV

(] citrix Copilot

Customer Dashboard (View Only)

E] Domains v

Save Cancel
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Partner connections with customers

Partners collaborating with customers on Citrix Cloud solutions can establish a trusted link between
their accounts. This account level relationship allows a customer to share specific information easily
with a partner. By connecting with a partner, a customer grants the partner visibility into information
about their Citrix Cloud account and their relationship with Citrix.

Establishing a partner connection enables the following:

« Customer appears on the partner’s dashboard

+ Partner appears as an active connection in the customer’s account settings

« Partner has visibility into Citrix Cloud service entitlements

« Partner has visibility into license usage and active use for Citrix Cloud entitlements

After a partner and customer connect, partner administrators can view the customer’s basic account
information, orders placed by the customer, and entitlement information, such as services, license
counts, and expiration dates.

Partner connections with customers don’t expire.

Connections with multiple partners or customers

Partners can establish connections with multiple customers. Alternatively, the partner might consider
removing customer accounts that they no longer need to manage.

Customers can establish connections with multiple partners. There is no limit to the number of
customer-to-partner connections.

Connection notifications

Citrix Cloud sends notifications to partners when:

« The partner creates a connection to a customer
« A customer terminates their connection to the partner

Citrix Cloud sends notifications to customers when the partner terminates their connection with the
customer.

Partner visibility into service entitlements

When connected to a customer, the partner can view the service entitlement status for that customer.
This information includes the status of both trial and non-trial entitlements. Partners can also view
the following information:
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Active service entitlements (services purchased or otherwise entitled or enabled for the cus-
tomer)

License count and expiration date for the entitlement
« Active service trials

Expired service trials

2t Cifrix My Customers o4 ® 4 ] co: p—
Meneae CUStTOrs B Mycustomers > Manage customers > Cloud-tenant
Cloud-tenant Cloud-tenant customers
Single-tenant
Multi-tenant Q Search account names, CCIDs, and OrglDs OrglD Add customer
NP Account cciD OrglD
* User name 2123456 a
* User name xyz123456 xyz123456
* O User name wyz123456 xy2123456
g User name ] 02123456 Xz123456 |
< User name xyz123456 xyz123456
Pad User name xy2123456 xyz123456
" | Wz123456 123456 | ¥
Showing 1-10 of 21 items Page 1 0of3 > 10rows v
Details Username Viewusage i o=

Services Orders Account information

Service Units Service type State Expiration date
DaaS 20 Trial Expired Feb 6, 2022
Endpoint Management 25 Trial Expired Dec 16, 2023
Secure Private Access 25 Trial Active Aug 6, 2024
aggregation 1 Production Active Jan1,10000
Analytics 25 Trial Expired Dec 16, 2023
SD-WAN Orchestrator 1 Trial Active May 24, 2020

Licensing visibility is limited to viewing summaries of license assignments and historical usage
trends.

Add a new customer

Follow these steps to add a new customer:

1. From the Citrix Cloud menu, click My Customers.
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Pl CilriX

Home

My Customers

My Services Y%
Library

|dentity and Access Management
Network Locations

Resource Locations

Licensing

Support Tickets

Notifications

System Log

2. Go to Manage Customers > Cloud Tenant, click Add customer.

it cilrix | My Customers o ® = v

B MyCustomers > Manage customers > Cloud-tenant

Manage customers

Cloud-tenant Cloud-tenant customers

Single-tenant

Multi-tenant ‘ Q search account names, CCIDs, and OrgiDs orgid

N3 Account ccip Orgld

& A A a

14 o N

14

. v

Showing1-100f 76items ~ Page | 1| of8 > 10rows v

Details Cafenatic Store Viewusage ¥y ese
Services Orders Account information

Service Units Service type state Expiration date

Z
J
- »

No services available
> .

3. You’ll be prompted to choose between the following options, as shown in the screenshot below.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 588



Citrix Cloud™

Add customer X
You can add a customer by inviting an existing single-tenant customer or
onboarding a new cloud-tenant customer. Learn more

Choose how you want to add a customer
Invite a customer

Connect to a customer's existing Citrix Cloud account.

Onboard a customer

Create a new Citrix Cloud account for a customer.

Note:

+ Invite a Customer: Use this option to invite an existing single-tenant customer. This
invited customer retains their own unique OrglID.
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Add customer X

Invite a single-tenant customer

Copy and share the invitation link with your customer.

Invitation Link

‘ https://us.cloud.com/invitatior ‘ |D

To complete the connection, notify your customer administrator to:

(D Open the invitation link
@ Log in to their Citrix Cloud account
@ Select the customer accounts they want to provide access to

@ Accept the invitation

Note:

+ Onboard a Customer option is applicable to onboard a single-tenant and multi-
tenant customer. This onboarded customer shares the same OrgID as Partner.
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Add customer X

Onboard a cloud-tenant customer

Enter the customer details to onboard a new cloud-tenant Citrix Cloud account.

Customer name

Enter name

Country

Selected country v

D | have read and agree to the Terms of Service

4, Customers added through the Invite a Customer flow appear under the Single-tenant
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customers list. This invited customer has their own unique OrgID.

22 CilriX My Customers -
=T (] myCusiomers » Manage customers > Single-tenant
o)
Cloud-tenant Single-tenant customers
7]
Single-tenant
Multi-tenant Q Se nam | OmgID v
+ Account ceip o
% A acme3 S—
* acmed -
* A acme?
o Acmel
°w acme2
1A acmes
¥¢ A newcustomer

5. Customersadded through Onboard a customer flow appear under the Cloud-tenant customers

list. This onboarded customer has the same OrgID as Partner.

i CifrIX | My Customers Q. ® <

I e B MyCustomers > Manage customers > Cloud-tenant

Cloud-tenant Cloud-tenant customers

Single-tenant

Multi-tenant ‘ Q Search account names, CCIDs, and OrglDs Oreid
N Account | cco orglp
7
44

Showing 21-22 of 22 items Page 3| of3

Details chenr-test-0819

Services Orders Account information

No services available

S

Activating the added customers

To make a cloud tenant as Multi-tenant DaaS customer

Add customer

10rows v
Viewusage fy see

Expiration date

1. Go to Manage customers > Cloud-tenant, click on Add Citrix DaaS™ to assign Daa$ service.
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A Add Citrix DaaS?

Adding Citrix DaaS will convert this customer's account type from cloud-
tenant to multi-tenant.

m Canee!

2. Customers will go into the Multi-tenant customers list.

[EF] My Customers > Manage customers 3 Multi-tenant

Multi-tenant customers

Q, search account names, CCIDs, and OrgIDs OrgID Add customer

N Account | ccip OrgID

* A apricot3 apricot3 mainorgl
* apricotd apricotd mainorgl
* A apricot? apricot? mainorgl
fad apricotl apricotl mainorgl
7 apricot2 apricot2 mainorgl
fxd apricots apricots mainorgl
w0 A New Customer customernaw mainorgl

Showing 1100f59items  Page | 1]of6 4 B 0rows

To make a cloud tenant as Single-tenant customer

1. Go to Manage customers > Cloud-tenant, click on Manage licenses to select Allocate
licenses.
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A Allocate licenses?

Allocating licenses will convert this customer's account type from cloud-
tenant to single-tenant. This action cannot be undone.

2. Customers will go into the Single-tenant customers list.

[F] MyCustomers 3 Manage customers » Singlo-tenant

Single-tenant customers

- . Q search account names, G105, and Orgis Trgib

e | Account ccin OrgiD
* A acmed acmel mainorg]
*« acmed acmed mainargl
* A acme? o7 mainorg!
o Acmel acmel mainorgl
s acme2 acme2 mainorg]
T acmes acmes mainorg

[ [+ A New Customer S10 mainorg!

Shawing 1-10 of 80 items

Page 1 of6 4 » 10 rows

3. You can update licenses from the Manage licenses > Licenses tab by selecting either the Allo-
cate or Deallocate options.
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Allocate licenses

Account

[ A New Customer
Entitlement

DaaS
Available 300

How many licenses do you want to allocate?

Deallocate licenses

Account

| A New Customer
Entitlement

DaaS
Allocated 300

How many licenses do you want to deallocate?

I 50

Concel

Note:

Single-tenant customers added through the Invite a Customer option have their own unique
OrglD. To allocate or deallocate licenses for these customers, the partner must contact Citrix cus-
tomer service. If a CSP wants to manage licenses (allocate or deallocate) for their Single-Tenant
Customers in a self-service way, then CSP must raise a case to Citrix to consolidate their Single-
Tenant Customers under the CSP-owned OrgID by following CTX695209. Messages in the Ul will
direct the partner about this process.
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My Customers

0 o

&3 Manag

25 Morae Manage licenses

Licenses  Entitlements

Partner account
Account ccin OrglD Region Type
Nanjing CSP @ Bsulllybr8vk 51093142 us CitrixCommercialCloud
Single-tenant accounts
Q search for accounts Orgid Sortby AtoZ v

ccip orgiD Region Type

ccip orglD Region

Contact Citrix Support to manage licenses
ceo orgid Region (PO,
Consolidate the tenant under your Org ID

to use self-service license management.

Account ccip orgld Region

ccount ccip orglD Region Type

Showing 1-50f 10items ~ Page | 1| of2 > Srows Vv

Create connections with customers
Partners create connections with customers using a unique invitation link. This link is fixed and can’t
be changed or customized.

Partners can use their invitation link an unlimited number of times to create or recreate connections.
Invitation links don’t expire.

Note:
Manual linking of customers described in this section is only for the purpose of onboarding a

single tenant customer who already has an existing Org ID and its associated cloud account.

To create a connection:

1. From the Citrix Cloud menu, select My Customers.
2. From the Customer Dashboard sidebar, select Manage customers.

3. To connect with an existing Citrix Cloud customer:

a) Select Add customer and then select Invite a single-tenant customer.

b) Copy the invitation link and send it to the customer.
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Add customer p 4

Copy and shere the invitation link with your customer.

Initation Link

httpss#/citrizcloudburrto. comdinvitation Finvitationld=BaZ2 734 2-9d71-49f1- 9762 -db12206. . [l -'|

T complets the connection, notify your customer administrator to:
E‘ Chpen the invitation link

I_’E*-:l Log in to their Citrix Cloud account
@)  Select the customer accounts they want 1o provide eccess to

-
(ﬂ. ) Accept the invitation

To complete the connection, the customer clicks the invitation link, signs in to Citrix Cloud,
and accepts the invitation.
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-_@ GlobalServices

Global Services LLC would like to learn how you are
using Citrix Cloud and help you with your business.

ne of account information the partner will see

Example Enterprises Inc. (]

Example Capital Group

4. To connect with a new customer who doesn’t yet have a Citrix Cloud account:

a) Select Add a customer and then select Onboard a customer.

b) Enter the customer’s business contact details and then select Add. Citrix Cloud creates a
new account for the customer.

Afterward, the customer receives a notification confirming that the partner has been added as
an administrator to the new account. The customer can set a password for the account by us-
ing the Forgot password? link on the Citrix Cloud sign-in page. After setting their password,
the customer can sign in to their account using their business email address and complete the
onboarding process as described in Sign up for Citrix Cloud.

Remove partner or customer connections

Either the partner or the customer can terminate a connection at any time.

Remove a connection with a customer

To terminate a connection with a customer, the partner performs the following steps:

1. From the Citrix Cloud menu in the top right corner of the console, select My Customers.
2. From the Customer Dashboard, locate the customer you want to manage.
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3. Click the ellipsis menu for the customer and then select Remove Customer.
4. When prompted to confirm the removal, select Remove.

Remove a connection with a partner

To terminate a connection with a partner, the customer performs the following steps:

1. From the user menu in the top left corner, select Account Settings.

2. From the Company Account page, locate the Partner Connections section.
3. Locate the partner you want to manage and then select Remove.

4. When prompted to confirm the removal, select Confirm.

Licensing trends

Partners can view licensing information for a customer by clicking View Usage in the details panelin
the customer dashboard.
cifrix | My Customers L- @ < I

Manage customers E:l My Customers » Manage customers » Multi-tenant

Gloud-tenant Multi-tenant customers

Multi-tenant

Q Search account names, CCIDs, and OrglDs OrgiD Add customer
J Account [wel]] OrglD
w
I
Showing 1-1 of 1 items Page 1| of1 10rows
Details Viewusage |1y »=»

Services Orders Account information

Service Units Service lype State Expiration date
DaaS 1 Trial Active Jun 30, 2125
aggregation 1 Preduction Active Jan 1,10000

Note:

Citrix Partners can view only the Licensing summary view and historical active usage trends.

They can’t view individual users who consume licenses for a given service.

To view the customer’s licensing summary for each service, click the View Usage tab. For more usage
information, select View Usage Trend for the service entitlement you want to view.
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332 citrix My Customers

T a] My Customers > Manage customers > Cloud-tenant

Cloud-tenant Cloud-tenant customers
Single-tenant
+ Back to detlails
Multi-tenant
Usage
DaaS

User/Device Model

Licenses
0 ASSIGNED/ TOTAL AVAILABLE
usen 0/100 100(100%
Active Use
USERS DEVICES
MONTHLY DAILY MOMNTHLY DAILY
39(39%) 19(19% 40(40%) 20(20
A 100 licenses will expire in 32 days. |ﬂ|] View Usage Trend
DaaS

Depending on the service, usage trends include the following information:

+ Theratio of assigned licenses to the total purchased

« Monthly and daily active users

+ Avisual breakdown of license assignments, active use, consumption per entitlement, and over-
age.
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Desktop as a Service x
User/Device Model

Licenses
ASSIGNED/TOTAL AVAILABLE
0% o
ve 0/100 100(100
Active Use
USERS DEVICES
MONTHLY DWaILY MONTHLY DALY
39(39 19(19 40(4 20(20
Usage Trends Consumption Table
License Assignment Active Use Monthly Consumption  Term Consumption  Overage Consumption
B DEVICES Daily [ Monthly
i

If needed, partners can export this information as a .csv file.

Bandwidth usage

For Citrix Gateway service, the licensing summary consists of the following information:

+ Total bandwidth usage across all of the customer’s entitlements.

« Total bandwidth usage broken down by the customer’s monthly, annual, and termed entitle-
ments.

+ Total overage for the current month. For more information about how overage is calculated, see
Overage.
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Select View Usage Trend at the far-right side of the page for an entitlement to view the usage sum-
mary. Select View Overage Chart to view overage over the past 12 months.

Depending on the entitlement, usage trends include the following information:

« The amount of consumed bandwidth among Citrix DaaS (VAD Service) and on-premises Virtual
Apps and Desktops deployments with site aggregation.

+ A visual breakdown of bandwidth usage for each individual month in which it was used.
(Monthly entitlements)

+ Avisual breakdown of Individual Usage of bandwidth that occurred during each single month
of the billing period. (Annual and Termed entitlements)

+ Avisual breakdown of Cumulative Usage of bandwidth that accumulated at each month in the
billing period. (Annual and Termed entitlements)

Gateway bt

Annual Subscription

275 GB used out of 600 GB

B VAD Service Site Aggregation - XABS Site Aggregation - VAD

Usage Trends

Individual usage Cumulative usage

]
)0 GB
00 GB
200 GB
5 l =
Feb 2022 Mar 2022 Apr 2022 May 2022 Jun 2022 ol 2022 Aug 2022 Sep 2022 Oct 2022 MNov 2022 Dec 2022 Jan 2023

Export to .CSV

If needed, partners can export this information as a .csv file.
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Customer licensing and usage for Citrix Service Providers

The Licensing feature in Citrix Cloud enables customers of Citrix Service Providers (CSP) to monitor
their licenses and usage for supported Citrix DaasS (formerly Citrix Virtual Apps and Desktops™) prod-
ucts. CSPs can sign in under their customer’s Citrix Cloud account to view and export this information
as well. For more information, see the following articles:

» Customer license and usage monitoring for Citrix DaaS

Partner visibility into customers’notifications

Partners can view notifications for their connected customers. Partners can also filter customer-
specific notifications and take action, like dismissing the notification. Dismissed notifications don’t
show up for the partner. However, customers can still see the notification in their account after they
sign in to Citrix Cloud.

To view customer notifications:

1. Click the bell icon near the top of the management console, select My Customers, and then
select View all notifications.

)l v
8 NO) ccip: I
My Account My Customers
ubmit feedback
A
Citrix Cloud Connector
:aler Console 1Access
17 or more minutes.
A
Citrix Cloud Connector
"maintenance service" for
19 or more minutes.
o PRy
Citrix Connector ‘e activity
N
View all notifications 'Console

NetScaler Console
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2. Select a customer from the drop-down menu to view that customer’s notifications.

« Customer Notifications 9 Olobatservices

Acme Worldwide v

Local Time Type Source Title

Sep 23, 2021 Connector cvaddemo-conl.cvaddemo.com has been offline for 2 or more hours.

b T A Warning Citrix Cloud Connector

Sep 7,202 PR P A Citrix Connector Update is scheduled to occ
1123:08 AM @ Informationa Citrix Connector N

Jul 7. 2021 G " " Trial archive period has ended.
52334 PM © Informationa .

Jul 7. 2021

@ Informational Trial archive period has ended.
52313 PM D Informational :

Federated domains for Citrix Service Providers

Federated domains enable customer users to use credentials from a domain attached to your CSP
resource location to sign in to the workspace. This allows you to provide dedicated workspaces to
your customer users with a custom workspace URL, such as customer.cloud.com. The resource loca-
tion is still on your partner Citrix Cloud account. You can provide dedicated workspaces alongside
the shared workspace that customers can access using your CSP workspace URL (for example, csp-
partner.cloud.com). To enable customers to access their dedicated workspace, you add them to the
appropriate domains that you manage. After configuring the workspace, customer users can signin to
their workspace and access the apps and desktops that you’ve made available through Citrix DaaS.

When you remove a customer from a federated domain, the customer’s users can no longer access
their workspaces using credentials from the partner’s domain.

For more information about using federated domains to deliver apps and desktops, see Citrix DaaS
for Citrix Service Providers.

Workspace appearance options for Citrix Service Providers

You can configure your workspace colors and logos with custom themes. To learn how to create cus-
tom themes, see Customize the appearance of workspaces.

Note

Custom theming is a single-tenant feature. Citrix Service Providers where service provider ten-
ants share a resource location, cloud connectors, and active directory domain (multi-tenant) are
not currently supported. Citrix Service Provider tenants that have their own dedicated resource
location, cloud connectors and dedicated active directory domain (single-tenant) are fully sup-
ported.
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Cloud Services

September 6, 2025

This article lists the cloud services that are offered through Citrix Cloud and links to the product doc-
umentation for each service. For descriptions of these services and the offerings in which they are
included, see Service Descriptions for Citrix Services.

Citrix® services

Analytics

« Analytics for Security
+ Analytics for Performance
+ Analytics - Usage

Citrix DaaS

Citrix DaaS Standard for Azure
Endpoint Management
Gateway

Global App Configuration service
ITSM Adapter for ServiceNow
Remote Browser Isolation
Secure Private Access

Session Recording service
Virtual Apps Essentials

Virtual Desktops Essentials

Workspace Environment Management

NetScaler® services

Console
App Delivery and Security
SD-WAN Orchestrator

Secure Internet Access


https://www.citrix.com/buy/licensing/saas-service-descriptions.html
https://docs.citrix.com/en-us/citrix-analytics/
https://docs.citrix.com/en-us/security-analytics.html
https://docs.citrix.com/en-us/performance-analytics.html
https://docs.citrix.com/en-us/usage-analytics.html
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops-service.html
https://docs.citrix.com/en-us/citrix-daas-azure.html
https://docs.citrix.com/en-us/citrix-endpoint-management/endpoint-management.html
https://docs.citrix.com/en-us/citrix-gateway-service.html
https://docs.citrix.com/en-us/citrix-workspace/global-app-config-service
https://docs.citrix.com/en-us/citrix-itsm-adapter-service.html
https://docs.citrix.com/en-us/citrix-remote-browser-isolation/
https://docs.citrix.com/en-us/citrix-secure-private-access
https://docs.citrix.com/en-us/session-recording/service/session-recording-service.html
https://docs.citrix.com/en-us/citrix-cloud/citrix-virtual-apps-essentials.html
https://docs.citrix.com/en-us/citrix-cloud/citrix-virtual-desktops-essentials.html
https://docs.citrix.com/en-us/workspace-environment-management/service.html
https://docs.netscaler.com/en-us/citrix-application-delivery-management-service.html
https://docs.netscaler.com/en-us/citrix-app-delivery-and-security/
https://docs.netscaler.com/en-us/citrix-sd-wan-orchestrator/
https://docs.netscaler.com/en-us/citrix-secure-internet-access/

Citrix Cloud™

Web App Firewall

© 1997-2026 Citrix Systems, Inc. All rights reserved. 606


https://docs.citrix.com/en-us/netscaler/netscaler-web-app-security-service.html

Citrix Cloud™

. |. - © 2025 Cloud Software Group, Inc. All rights reserved. This document is subject to U.S. and international copyright laws
C | r | X ol and treaties. No part of this document may be reproduced in any form without the written authorization of Cloud Software
Group, Inc. This and other products of Cloud Software Group may be covered by registered patents. For details, please
refer to the Virtual Patent Marking document located at https://www.cloud.com/legal. Citrix, the Citrix logo, NetScaler, and
the NetScaler logo and other marks appearing herein are either registered trademarks or trademarks of Cloud Software
Group, Inc. and/or its subsidiaries in the United States and/or other countries. Other marks are the property of their
respective owner(s) and are mentioned for identification purposes only. Please refer to Cloud SG’s Trademark Guidelines

and Third Party Trademark Notices (https://www.cloud.com/legal) for more information.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 607



	Citrix Cloud™
	Service Level Agreement
	Third Party Notifications
	How to get help and support
	Citrix Cloud™ service health
	System and Connectivity Requirements
	Plan your deployment
	Citrix Cloud™ Service Trials
	Extend Citrix Cloud™ service subscriptions
	Geographical Considerations
	Secure Deployment Guide for the Citrix Cloud™ Platform
	Create a Citrix Cloud™ account
	Verify your email for Citrix Cloud™
	Connect to Citrix Cloud™
	Citrix Cloud Connector™
	Citrix Cloud Connector™ Technical Details
	Cloud Connector Proxy and Firewall Configuration
	Cloud Connector Installation
	Cloud Connector Advanced Connectivity Checks
	Cloud Connector advanced health checks - Deprecated
	Connector notifications
	Log Collection for Citrix Cloud Connector™
	Select a primary resource location
	Connector Appliance for Cloud Services
	Active Directory with Connector Appliance
	Connector updates
	Identity and access management
	Manage administrator access to Citrix Cloud
	Manage administrator groups
	Register on-premises products with Citrix Cloud™
	Conditional Authentication
	Connect Active Directory to Citrix Cloud™
	Connect Azure Active Directory to Citrix Cloud™
	Azure Active Directory Permissions for Citrix Cloud™
	Connect an on-premises Citrix Gateway as an identity provider to Citrix Cloud™
	Connect Google Cloud Identity as an identity provider to Citrix Cloud™
	Connect Okta as an identity provider to Citrix Cloud™
	Connect SAML as an identity provider to Citrix Cloud™
	SAML using Entra ID and AD identities for Workspace authentication
	SAML using Entra ID and Entra ID identities for workspace authentication
	SAML using Entra ID for Guest and B2B identities for workspace authentication
	Configure ADFS as a SAML provider for workspace authentication
	Configure Okta as a SAML provider for workspace authentication
	Configure Duo as a SAML provider for workspace authentication
	Configure an On-Premise PingFederate Server as the SAML Provider for Workspaces and Citrix Cloud™
	Configure a SAML application with a scoped Entity ID in Citrix Cloud™
	Sign in to workspaces with SAML using custom domains
	Update the Service Provider SAML Signing Certificate
	Update the Identity Provider SAML Signing Certificate
	Licensing for Citrix Cloud™
	Monitor licenses and active usage for cloud services
	Monitor licenses and active usage for Citrix DaaS (User/Device)
	Monitor licenses and peak usage for Citrix DaaS™ (Concurrent User)
	Monitor licenses and usage for Citrix DaaS Standard for Azure
	Monitor licenses and active usage for Endpoint Management
	Monitor bandwidth usage for Gateway service
	Monitor licenses and usage for Secure Private Access
	Monitor Citrix Managed Azure resource consumption for Citrix DaaS™
	Monitor licenses and usage for on-premises deployments
	Licensing for Citrix Service Providers
	Get started with License Usage Insights
	Manage product usage, license servers, and notifications
	Cloud service license usage and reporting for Citrix Service Providers
	Customer license and usage monitoring for Citrix DaaS™
	Citrix Cloud™ account management
	Custom landing page
	How to delete Citrix Cloud™ account and re-onboard
	Network locations
	Notifications
	System Log
	System Log Events Reference
	System Log events for the Citrix Cloud™ platform
	System Log events for connectors
	System Log events for licensing in Citrix Cloud™
	System Log Events for Secure Private Access
	System Log events for Citrix Workspace™
	SDKs and APIs
	Citrix Cloud™ for Partners
	Cloud Services

