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Steps | Description

1. Log in to the OnelLogin Administrator site.

For example, login to https://company.onelogin.com/admin

2. Click on Apps.

One|ogin USERS | APPS| DEVICES  ACTIVITY SETTINGS  DEVELOPERS

Administration

3. Click on Add App.

One|ogin USERS ~ APPS  DEVICES  ACTIVITY  SETTINGS  DEVELOPERS
Q

4. Search or select File sharing > ShareFile SAML 2.0

ShareFile Form-based auth , browser extension
@ ShareFile

ShareFile SAML2.0
@ ShareFile

ShareFile EU SAML2.0
@ ShareFile

ShareFile VDR SAML2.0

@ ShareFile

5. On Configuration tab, enter ShareFile subdomain in Application Details.



https://company.onelogin.com/admin

DEVELOPERS

USERS APPS DEVICES ACTIVITY SETTINGS

onelogin

MORE ACTIONS - SAVE

~— ShareFile

Configuration

Application Details

For example, mycompany.sharefile.com

Click on SSO tab to enable SAML2.0.

DEVELOPERS

SETTINGS

USERS APPS DEVICES ACTIVITY

onelogin

MORE ACTIONS - SAVE

«~ ShareFile

Enable SAML2.0

https:/app.onelogin.com/sami/metadata/bc134763-6713-4¢ . Iy

2.0 Endpoint (HTTP)

s.// I o 0gin.com/trust/sami2/nttp

/I on<oin.com/trust/sami2/nttp-recirect/si | I

to sign into this app
ho assume users can sign into this app with their identity. This setting can only be

Assumed Sign-In

When enabled, admins v
changed by the account owner. Note that the account owner can also completely disable the assume feature

under Account -> Settings

On X.509 Certificate, click Change. Select the Standard Strength Certificate (2048-
bit).

Change X.509 Certificate For ShareFile SAML

Select the certificate you want to use for ShareFile SAML.

Standard Strength Certi.. -

Mote! Changing the certificate will require you to upload the certif
to ShareFile SAML before users can sign in.

CAMNCEL CONTINUE




On SAML Signature Algorithm, select SHA-256.

USERS APPS DEVICES ACTIVITY SETTINGS DEVELOPERS

Enable SAML2.0 Sign on method

SAML2.0O

Standard Strength Certificate (2048-bit)

SHA-256 -
Oy
il
SHA-T 1€ tadat |
SHA-256
SHA-384 must/sami2/http-post/sso/t |
SHA-512
Lo LhLnie o sami2/http-redirect/sl B
Assumed Sign-In Allow assum gn

When enabled, admins who assume users can sign into this app with their identity. This setting can only be
changed by the account owner. Mote that the account owner can also completely disable the assume feature
under Account -> Settings.

Click More Actions, in the drop down menu choose, download SAML Metadata.

USERS APPS DEVICES ACTIVITY SETTINGS DEVELOPERS

«~ ShareFile

Vendor Homepage

Reapply entitlement mappings

® SAML Metadata

Enable SAML2.0 Sign on me

Delete

SAMLZ2.0
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Open the onelogin_metadata.xml file with Notepad or a text editor. Be ready to
copy the text from the X509Certificate section:

1 <?xml version="1.0"7%>

H<EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.0:metadata" entityID="
https://app.onelogin. com/sanl /metadata/bd134763-6713-4e8f-90cb-elbbcaec2T3" ">

3 [[] <IDP550Descriptor xmlns:ds="http://www.w3.org/2000/09/xmldsigf" protocolSupportEnumeration=

"arn:oasis:inames:to:SAML: 2. 0:protocol ">

] <HeyDescriptor use="signing">

] <ds:EeyvInfo xmins:ds="http://vwww.w3.org/2000/09 /fxmlidsigg">

= <d=:¥509Datax>

— <ds:¥509Certificate>MIIDSTCCAS2gAWIBAGIUVOSSawy JOp 1P/ xUvERZREYoM/ owDQY TKoZThveNAQEF

BQAWSDETMBEGA1UECgwRaG1 1dHRhG91 ZDEVMBMGA1 UECWWMT2 51 TG9naW4 gSWRQ

MRowGAYDVOODDBF PhnViMb2dphi BBY 2HvwdW5 0 IDAeFwOx0TAOIMD cxNzESNDNaFwiy

NHDADMDcxNzESHNDHaMEgxE zARBgNVBACMCnhp ZHROY 2xvdWOxFTATBgNVBASMDE Su

ZUxvZ2lulEl1KUDEaMBgGAl URBAWWRT 251 TGO9naW4gQW jb3VudCAwggE iMADGCSgG

SIb3DOEBAQUAAL IBDWAWGOEKA0IBAQCZYRLO2ZNC6ZcSZ221WeSBasg3YRNIesZHg

WGeT22KH00XToSPW/ M,/ pvdcNEgVEoNY T 0BS rFysVgNAO KL ZEmHUJ+WWD 1p3GF

SFCHwIWwwEA3hKkYQpHEErEQ LCMY TUGWGESFW2 1 HbL2BL25c0V0z LSY 9sPronYuMOH1

aITELzBOBITiE3Bgl,/z1GhSCMzxr3IUgEOOKCVY 12 jaEVPTvwLDN1bSkg96MY JGM

16 103nl1Th=4abTIIFyQUOBSMPmAQNEPLITTE6YR2 7 JGrVAZraca8FLT ZpLweW0 BXNvA

17 2rgvBlbwoF TpFogEgtGTwgd 9 1GehVFndNFMTkP43bnd2RoePTel tAgMBAAG ] goYw

goMwDAYDVROTAQH /BATWADAJBGNVHQAEFgQUIAChZi 3Tc46v5+aT / SDMEATWF 6Ew

gYMGA1UAIWRSMHQAFCQHT 04 tyX00r+fmk,/ /QzHwL1hehoUykS  BIMRMwEQYDVQQK

DApoaWVidGN=b3VKMRUwEwWYDVOQ LD A PhmViMb 2dphi BIZFAXG ] AYBgHNVBAMMED Su

ZUxvwZ21uIEFjY291bnQgghRYT1IrDIk6mUVE/FS85R1IEr2gz9zA0BgNVHQEBATSE

BAMCB4AWDQY JFoZ IThveNAQEFBQADggEBARg2E 60y TThFvF16 ) 2CTpF62xSWF rgdi

M725TTIRTNU6DMouxzg2bGI 8T+ Tol TgbMxpRC5 1 52glacMy=ggs /RSNy fTREEUQ==

nknkeolochAcWhBC+fTml InYux2AIMERBEVYOxCpTREVNhFm7 76Vbz 1DAACEASOEYm

rVDHOS30blUzaFEhRGTGrdquwliGke /nV622eAt LRUeQoByeJravUEIgg9awCWVA/+

YgdbBNSMThxxMY TMCz FDN4E+1 1 5Wi GozXms GAREnrggxn5nd /a7 6WVgHeYUDon20gl

Fo+Pn3XfTomvDzBjCTB/ 31vJ 1x8f rNGguwwITBckSGnkggSojvhyyzlw=</ds : X509Certificate>

- </ds:¥509%Data>

= </ds:KeyInfo>

30 - </KeyDescriptory>

31 <SinglelogoutService Binding="urn:ocasis:names:tc:S5AML:2.0:bindings:HTTP-Redirect" Location="

https://subdomain.onelogin. com/trost/saml2/http-redirect/slo/924109" />

(%]

0om mo=] M s

12

o owom

2
2
2
2

2

oo

2
2
2
2

<NameIDFormat nrnicasis:names: to: SAML:1.1 nameid-format:emailAddress</NameIDFormats

<SingleSignCnService Binding="urn:casis:inames:to:5AML:2.0:bindings:HTTP-Redirect" Location="
https://sobdomain.onelogin. com/trost/saml2 /http-redirect/ss0/924109" />
<SingleSignCnService Binding="urn:casis:names:to:5AML:2.0:bindings:HTTP-POST" Location=
"https://subdomain.onelogin. com/trust/saml2 /http-post/==s0/924109" />
<5ingleSignCnService Bind ='grn:casis:inames: to:SAML: 2. 0:bindings: S0AP" Location=
"https://subdomain.onelogin. com/trust/saml2 /=oap/s=20/924109" />

- </IDPES30Descriptor>

-<fEntityDe3criptorﬂ

[}
o

Go to your ShareFile account: https://subdomain.sharefile.com > Login with
Administrator account > Settings > Admin Settings > Security > Login & Security
Policy > scroll down on this page to Single sign on / SAML 2.0 Configuration.

Configure Single sign on / SAML 2.0 Configuration with the below:

Basic Settings

o Enable SAML: Select Yes

o SharefFile Issuer / Entity ID: Copy to clipboard the Issuer URL from One Login
and paste

o Your Issuer / Entity ID: Leave blank



https://subdomain.sharefile.com/

o X.509 Certificate: Click Change, then copy and paste the certificate from the
onelogin_metadata.xml file from the step above

o Login URL: Copy to clipboard the SAML 2.0 Endpoint (HTTP) from Onelogin
and paste

o Logout URL: Leave blank
(When users log out of ShareFile, they will be redirected to ShareFile login
page https://subdomain.sharefile.com.)

USERS APPS DEVICES ACTIVITY SETTINGS DEVELOPERS

MORE ACTIONS - m

«~ ShareFile

SsO

Basic Settings

Enable SAML2.0 - on method .
N N Enable SAML: (2)
SAML2.0 N

@® Yes No

ShareFile Issuer / Entity ID: ()

https://app.onelogin.com/saml/metadata/bd:

DP Issuer / Entity ID ‘ff:‘

Star ngth Cert )
SAML Signature Algorithm our IC
SHA-256 -
ssuer URL %.509 Certificate: ()
. et Saved Change
http: saml/metadata/bd134763-6

Login URL: (®
https: "'-.one\o in.com/trust/saml2/t
> P/ g / / /

Logout URL @‘

13.

Optional Settings

o Require SSO Login: Optional
(After single sign on is successfully validated, checking Yes for this option will
require all non-admin Employees to log in using OnelLogin. Admins can login
using Onelogin or email address and their ShareFile password.)

o SSO IP Range: Optional
(Limit requiring non-admin Employees to login from a specific IP range.
Employees outside of this specified range will not be required to use
Onelogin to login.)

o SP-initiated SSO Certificate: Select HTTP Redirect with no signature

o Enable Web Authentication: Yes (Choose No when you do not want to allow
single sign on logins via a web browser. This means Windows authentication




will need to be available. No is not recommended).
o SP-initiated Auth Context: Select User Name and Password.
o Active Profile Cookies: Leave blank

o Click Save

Optional Settings

Require SSO Login: @

Yes (@ No

SP-Initiated SSO certificate: (%)

HTTP Redirect with no signature

Enable Web Authentication: (2)

@® Yes MO
- - = P
SP-Initiated Auth Context: (2)

User Name and Password Minimum

Active Profile Cookies: (2

14. | Make sure Users are authorized to use this app.
USERS APPS DEVICES ACTIVITY SETTINGS DEVELOPERS
Users
15. | Test successful authentication by going to your ShareFile URL:

https://subdomain.sharefile.com

**Testing single-sign-on logins in private/incognito browser mode is best.

Click Sign in under Company Employee Sign In



https://subdomain.sharefile.com/

Citrix ShareFile

Company Employee Sign In Signiin

Ppassword
Sign In Signn
Remember Me orgot Password?

**Make sure the user logging in with single sign-on has an Active Directory or
Identity Provider email address that matches their email address in their
ShareFile account.

Sign in will redirect you Onelogin for sign in:

onelogin

Username

| \

Forgot Password

Powered by Onelogin Terms Privacy Policy




Successful logins will authenticate users into their ShareFile account Dashboard.
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16.

Done!




