Configuring Kentik

Configuring Kentik for single sign-on (SSO) enables administrators to manage users of Citrix ADC.
Users can securely log on to Kentik by using the enterprise credentials.

Prerequisite
Browser Requirements: Internet Explorer 11 and above
To configure Kentik for SSO by using SAML:

1. Inabrowser, type https://www.kentik.com/ and press Enter.

2. Type your Kentik admin account credentials (Email Address and Password) and click
Login.

© Forgot Password

Looking for Single Sign-on?

Trouble Logging In?
To log in, you must register via the email we sent
you. Contact our support team.

Sign up for free! |
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https://www.kentik.com/

3. Inthe home page, click ADMIN in the ribbon present at the top of the page.
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LIBRARY «

+ [] New Dashboard & Welcome to the new Kentik Library

+ lad New Saved View The Kentik Library provides easy access to curated content, favorites, and recently viewed items. It's also the jumping-off point for
creating and managing your own dashboards and saved views. You can access the Library from anywhere using the ©_ Search icon on the

& KENTIK main portal navbar or pressing | 4 snift | S . And you can also update your profile to make the Library your default landing page.
» * General Purpose 3 Close
» Executive Team 1
+ Hosts 1 €D Featured
» NetOps 2 EXECUTIVE TEAM

IE Global traffic - Daily Roll Up
» Peering Management 2 This dashboard serves as a daily roll-up report for management to understand broad traffic patterns by providing a highlevel, global view of traffic
» Product IEI PEERING MANAGEMENT

IP Transit Adjacent ASN Investigation

» SecOps

Use this guided-mode dashboard to gain comprehensive insight into traffic flows to/from an ASN across an IP transit network.

2 Private NETOPS
IE NetOps Overview

& Shared This dashboard is designed to provide an at-a-glance understanding of how traffic is flowing across their network: Where is traffic coming from? Where is it
going? This Dashboard relies upon the Interface Classification feature.

4. In the left panel], click Single Sign-on under SECURITY.
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5. Scroll down and enter the values for the following fields:

Field Name Description

SSO Enabled Enable Single Sign-on.

SP Entity Id* SP Entity ID

SP ACS Url* SP ACS URL

IDP SSO Url* IdP SSO entry point URL

Email Attrib. Key* Profile attribute for user email

IDP Signing Cert This is an optional field. Copy and paste the IdP certificate content
here.




Admin » Single Sign-on

SS0 Enabled & on
Enable Single Sign-on

550 Required (o off
Require Single Sign-on

Disable 2FA (J off

L

Disable ZFA when user has authenticated via Single Sign-on

Auto-Provisioning () Off
Allow auto-provisioning of new users

SP Entity Id* S — e ————_—

Service Provider (SP) entity id

SP ACS Url* —— o —

Service Provider (SP) Assertion Consumer Service (ACS) url

IDP SSO Url* — ——

Identity Provider (IDF) SSO entry point url

Email Attrib. Key* -

Profile attribute for user email

User Level Attrib.

Key Profile attribute for user level (Values: 0 = Member, 1 = Admin)

Encrypt Assertions ()  Off
Enable if IDP requires encrypted assertions

IDP Slgnlng Cert R — —...—

IDP public signing key, leave empty if IDP sending unsigned response

@ Download Kentik SP Metadata
Cancel

6. Finally, click Save.
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