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Microapps

August 19, 2022

Application integrations extend Citrix Workspace and their microapps provide users with a cutting‑
edgeexperienceanduser interface. Deliver relevant, actionablenotifications, combinedwith intuitive
microapp workflows, to make the most important use‑cases of business systems and applications
directly accessible from a user’s Workspace.

Save users time by reducing context switching and eliminating the need to learn how to use various
applications for one‑off interactions. This improves the user experience because they can focus on
their primary responsibilities.

When you evaluate the Microapps service, the Citrix Service Operations team provides ongoing on‑
boardinghelp. That teamalso communicateswith you to ensure that theMicroapps service is running
and configured correctly. The onboarding steps are:

• Have a Citrix Cloud account and Citrix Workspace experience access.
• Have Microapps service entitlement.
• Download and use the Citrix Workspace app or use the workspace URL.
• Discuss integration requirements with Citrix.
• Review security whitepaper, the Citrix Workspace Microapps Technical security overview, and
Secure Deployment Guide for Citrix Cloud Platform.

• Review the Integration Checklist to resolve security, legal, and development issues.
• Review our specifications documentation for target applications.

For a complete guide to onboarding Citrix Workspace Microapps service, see Getting started.

Microapps service belongs to the Intelligent Workspace features for Citrix Workspace. Intelligent
Workspace features give users a single unified experience with microapps, notifications, actions, and
workflows to guide and automate work. For the latest details on OS support for Microapps service,
see the Intelligent Workspace features entry on the Citrix Workspace app feature matrix.

Overview

Citrix Workspace Microapps service is a solution focused on delivering actions and notifications from
your applications right into your Workspace or other channels. You do this by building integrations
from your application data sources to the Microapps service enabling you to pull actions from your
applications into Workspace.

Microapps deliver actionable forms and notifications. Microapps can write back to source systems.
OAuth 2.0 is the recommended authenticationmechanism forwriting to SaaS applications. An access
token specific to each user is stored to enable a seamless user experience for user actions.
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The following diagram provides a high‑level overview of the integration schema:

Terminology

Citrix Microapps service is offered as part of Citrix Workspace Intelligence. To familiarize yourself with
Citrix Workspace see Citrix Workspace documentation.

CitrixWorkspace platform is a foundational component of Citrix Cloud that enumerates and delivers
all your digital workspace resources to the Citrix Workspace user experience.

Microapps are small, task‑specific applications that deliver highly targeted functionality. These apps
allow users to accomplish single‑purpose activities in a simple and quick manner. Microapps deliver
actionable forms and notifications. Microapps can write back to source systems.

Microapps service refers to several components inside Citrix Cloud focused on delivering actions
from your applications right into your Workspace or other channels. Microapps services include Mi‑
croapps admin, the Microapps server, and cache.

Write‑backdescribes howdata is returned. Whenanaction is taken, data iswrittenback to integrated
application and then resynchronized back to the cache.

Systemof record (SoR) is the target application that holds informationof interest toCitrixWorkspace
users anduses JSONRESTandanycommonauthenticationmechanism (OAuth2.0, NTLM,Basic Auth,
Bearer Auth).

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 7

https://docs.citrix.com/en-us/citrix-cloud/workspace-platform.html


Microapps

HTTP integration is a custom built integration that you create from your application data sources to
the Microapps service platform. These integrations enable you to pull data from your applications
into your Workspace and performs writebacks to the target system.

Microapp builder is a no‑code tool that allows developers to build event‑driven microapps (event
notifications) and user‑initiated microapps (action pages).

Event notifications are event‑driven microapps that automatically notify users when something re‑
quires their attention by creating feed notification (also known as a card) in the Workspace activity
feed. For example, ‘New Expense Report for Approval’ and ‘New Course Available for Registration’.

Action page refers to user‑initiated microapps that are available as actions in Workspace and make
it easy to initiate actions. For example, ‘Request PTO’, ‘Submit a Help Desk Ticket’, and ‘Search the
Directory’.

Channels are how microapps‑related notifications are delivered, including your Notification feed in
Workspace, Mobile notifications in Workspace Apps, and MS Teams events. Events are notifications
pushed to your feed based on changes in data sources through the rendering of microapps pages.

Notification service enables system alerts from data sources that are pushed to Notification Feeds
without a specific request from a user.

Data synchronization is pulling data from your integrated applications to theMicroapps service plat‑
form so that a comparison can be made to the cache. Generally, full synchronization is performed
every 24 hours and incremental syncs can be configured to pull every fiveminutes. Data synchroniza‑
tion is configured when setting up your data endpoints.

Set up integrations

Use our out‑of‑the‑boxmicroapps that are available with template integrations. For a full list of avail‑
able template integrations and out‑of‑the‑box microapps, see Set up integrations.

You can also create custom integrations to suit your needs. For more information, see Build a custom
application integration.

Add and customizemicroapps

After you set up your integration, prepare your microapps and their pages and notifications.

Customize existing out‑of‑the‑box microapps or build your own microapps to deliver the best end‑
user experience that meets your needs and streamlines daily workflows. For more information, see
Create microapps.
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Use cases

Simplify valuable workflows with Citrix Workspace, harnessingmicroapp technology with out‑of‑the‑
box templates available today. These use cases give employees a consistent andmodern experience
independent of the legacy systems they leverage, providing a simplified and effective way to per‑
form important departmental workflows. For more information, see Optimize workflows with Citrix
Workspace.

Check out these videos for demos of these workflows:

IT Self Service microapp Demo

HR Self Service microapp Demo

Other resources

Take the Citrix Workspace Microapps Essentials elearning course to learn about the fundamentals of
web services, APIs, and systems integrations throughbuildingmicroappsdesigned toboost employee
productivity and optimize the end user experience.

Checkout this overviewof CitrixWorkspace Intelligence and theMicroapps service at Video: Microapp
Overview.

Learn about creating custom integrations andmicroapps at Video: Microapp Custom Integrations.

Find out more about getting a test instance at Citrix Workspace Developer Portal.

Here’s a quick guide to setting up an RSS microapp: Get notifications when there is a Citrix security
bulletin.

Visit the Microapps Discussions Forum.

Where to go next

For security compliance, see SecureDeploymentGuide for Citrix CloudPlatformandCitrixWorkspace
Microapps Technical Security Overview.

To review Citrix Cloud connectivity requirements, see Internet Connectivity Requirements.

To get started with Microapps service, see Getting started.

To learn more about defining identity providers and accounts, see Identity and Access Management.

What’s new

December 1, 2022
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A goal of Citrix is to deliver new features and updates to Citrix Workspace customers when they are
available. Workspace with intelligence releases regular updates to the Microapp platform, so check
back here regularly to find out about new features and functionality.

Important!

Weare continuously releasing new functionality and strive to announce these featureswhen first
available. This means newer features that you see at the top of this list might be in the release
process and it can take a few days to be available for a particular customer.

For details about the Service Level Agreement for cloud scale and service availability, see the Citrix
Cloud Service Level Agreement. See Citrix Workspace and Citrix Cloud for more information about
Citrix Workspace.

December 2022

Deprecationannouncement: Due to lowusage, Citrixplans todeprecate theMicroapps service in the
Asia‑Pacific (APS) geo location andmigrate existing users to the US or EU geo locations, as applicable.
All APS environments are scheduled for deprecation beginning December 30, 2022. Administrators
of APS Microapps environments with active use are scheduled to receive an in‑product message with
further stepsdetailing thedeprecation andmigrationprocess. Formore information, seeDeprecation

June 2022

Deprecation of Microapps service: Due to the current deprecation process of microapps applica‑
tions, the Microapp service is removing unused environments from the platform from June 1, 2022
onwards. AnyMicroapp service environment that has no activity is scheduled for this deprovisioning.
For more information, see Microapps service deprecation.

May 2022

Deprecation of Microapps integrations: Microapps integrations are deprecated as of May 16, 2022.
Any deployed instance of the integration continues to function and the integration is available for
creation in the catalog. Themaintenance date for deprecated integrations is the deprecation date + 4
weeks. Uponmaintenance, the integration will not be available in the integrations catalog. For more
information, see Deprecation.

November 2021

The following announcements are a part of this week’s release: MAS 1.130.0
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New Employee Survey App integration template and microapps: Our new Employee Survey App
integration template lets users send new survey form and manage existing survey forms from Citrix
Workspace. For more information, see Integrate Employee Survey App.

Newmultiselect lookup page builder componentMulti select lookup works in a similar manner to
the Lookup component and allows users to search through, and select a large quantity of values by
searching for analternative value. For exampleusers can searchandaddmultiple users or user emails
when scheduling ameeting, or addmultiple labels when creating a Jira ticket. Formore information,
see Page builder.

The following announcements are part of previous releases:

October 2021

New Cherwell integration template and microapps: Our new Cherwell integration template lets
Citrix Workspace users manage and receive notifications about changes to incidents and service re‑
quests. For more information, see Integrate Cherwell.

Updated RSS integration template: We’ve made updates to the RSS template to allow for easy cus‑
tomization for any channel that you want. For more information, see Customize RSS template.

September 2021

New Adobe Sign integration template and microapps: Our new Adobe Sign integration template
allows CitrixWorkspace users to securely view and sign agreements aswell asmanage templates. For
more information, see Integrate Adobe Sign.

Newpagebuilder components: We’ve added twonewcomponents andapage template for building
yourmicroapppages; Embed, Fileupload, andEmbedpage template. WithEmbedandEmbedpage
template you can embedwebpages in yourmicroapps that canbedisplayed in CitrixWorkspace. With
the File upload component, you can upload raw files to your application System of record during
submit or update actions. For more information, see Page builder.

Configure user providers: We’ve added a new feature for administrating yourmicroapp subscribers
and users. Configure user providers allows admins to configure user providers to collect user and
group user data from an external system. You can use this data to managemicroapp subscriptions in
all of your integrations. For more information, see User providers.

NewHTTP RSS integration template: Our new RSS integration template delivers a stronger integra‑
tion and allows for more capability to configure the cached data structure. The set‑up process is as
easy as ever. For more information, see Integrate RSS.
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August 2021

Change in synchronization behavior in the Workday integration: Workday synchronization has
been improved to protect data loading. Rather than continue synchronizing when a failure is trig‑
gered, the synchronization reattempts for the failed API call five times. After a failed synchronization
you can find information in the synchronization logs. For example, a failure statemay occur if there is
an expired password in the integration configuration, or a report URL in a workdaymodule no longer
exists or has a missing permission. For more information, see synchronization data.

New Oracle HCM integration template and microapp: Our new Oracle HCM integration template
allows Citrix Workspace users to view and edit items and receive notifications directly in Workspace.
For more information, see Integrate Oracle HCM.

New Covid‑19 Self Certify integration template and microapp: Our new Covid‑19 Self Certify in‑
tegration template allows Citrix Workspace users to submit their Covid‑19 vaccinated state using the
self‑certification response. For more information, see Integrate Covid‑19 Self Certify.

New Relay state authentication option: Relay state provides an additional option to configure
OAuth 2.0 authentication that enables users to access microapps without needing to reenter their
credentials. This can be configured only if both you and your target System of Record use Okta. For
more information, see Create HTTP integration.

Scripting support for webhooks: HTTP integration scripting now supports webhooks. You can con‑
figure scripts in your definedwebhooks to achieve control over requests, response parsing, and trans‑
formation. For more information, see Integration scripting and Citrix Developer Portal.

July 2021

CanvasLMS integration templateandmicroapps: OurnewCanvasLMS integration templateallows
users to view courses, create course announcements, manage course enrollment, and view student’s
grades. For more information, see Integrate Canvas LMS.

New SAP Concur integration template and microapps: Our new SAP Concur integration template
has a simplified configuration process and lets users submit requests and receive notifications about
the status of requests. For more information, see Integrate SAP Concur.

Newversion of Citrix DaaS integration template: Wehave a new integration template available for
Citrix DaaS that simplifies the set up process, improves synchronization, and extends the machines
monitored. Formore information see, Integrate Citrix DaaS. For a detailed article on upgrading to the
new integration, see Upgrade your integration.
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June 2021

New validation rules for service action parameter and template variable configuration: We’ve
updated our integration validation rules for better future functionality. The following characters and
phrasesareno longer supportedwhendefiningyour serviceactionparametersand templatevariables
during integration configuration:
Whitespace ! " ## % & ' ( ) * + , . / ; < = > @ [ \ ] ^ { | } ~ true, false, else, null, undefined,
this. For more information, see Configure the integration.

UPN support for filters, constraints, and service action parameters: Wherever you can select user
email as a variable to extract data when building an action page, you can now use a user principal
name (UPN) attribute. In Active Directory, the UPN attribute is a user identifier for logging in. For
more information, see Configure UPN attribute for data filters.

SolarWinds integration template andmicroapps: Our newSolarWinds integration template allows
users to submit and monitor tickets, service requests, and take action through Citrix Workspace. For
more information, see Integrate SolarWinds.

May 2021

Smartsheet integration template and microapps: Our new Smartsheet integration template lets
users manage sheets, discussions, update requests, and attachments. For more information, see In‑
tegrate Smartsheet.

Integration scripting: Integration scripting allows developers to write scripts that extend the capa‑
bilities of the platform for your HTTP integrations. Custom scripts can be bound to data endpoints
and service actions to achieve full control over request preparation, response parsing, and transfor‑
mation. For more information, see Integration scripting and Citrix Developer Portal.

NewSAP SuccessFactors ECHTTP integration template: Our new SAP SuccessFactors EC template
simplifies the integration configurationprocess usingnewscripting capabilities andadds anewSkills
microapp. For more information, see Integrate SAP SuccessFactors.

NewTableauHTTP integration template: Our newTableauHTTP template simplifies customization
using new scripting capabilities. For more information, see Integrate Tableau.

Kronos Workforce Central integration template and microapps: Our new Kronos Workforce Cen‑
tral integration template allows users to view and respond to potential workforce management ac‑
tivities, perform time management tasks, and submit requests. For more information, see Integrate
Kronos Workforce Central.

UpdatedDocuSign integration template: We’veupdatedourDocuSign integration template. Imple‑
menting this new template requires admins to re‑add the integration template. Formore information,
see Integrate DocuSign.
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April 2021

New List/Grid component layoutsWe’ve added new preconfigured layouts to enable you to surface
the right information in a way that suits your data the best. For more information, see the List/Grid
entry under Display components.

Updated Citrix Cloud Status integration template: Our new Citrix Cloud Status integration tem‑
plate resolves performance issues. Implementing this new template requires admins to re‑add the
integration template. For more information, see Integrate Citrix Cloud Status Hub.

Blackboard Learn integration template and microapps: Our new Blackboard Learn integration
template allows users to register for a new course and view the course and its related details as a
student, and as an instructor to create a course announcement and view the course members and
grades. For more information, see Integrate Blackboard Learn.

Scheduler improvements: Microapps synchronization has updated its scheduling mechanism for
improved reliability. With this change, scheduled synchronization jobswill run at the interval defined
after the last successful run. Before this change, scheduled jobs would try to run regardless if the syn‑
chronization was already running. For example, where the interval was set to 5 minutes beginning at
10.00, the jobwould try to run and fail at 10.05, 10.10, 10.15 until the synchronization jobwas finished.
Now, if the interval is set to 5 minutes, the job starts at 10.00, runs (for example, for 15 minutes) and
once successful pauses for an interval of fiveminutes and starts again. Therefore, starts at 10.00, runs
successfully until 10.15, and then starts again at 10.20. For more information, see Synchronize data.

Webhook logs: To improve performance and stability, only the last 10Webhook logs entries are kept
for review in the Webhook logs screen. For more information, see ShowWebhook logs.

NewWorkday HTTP integration template: Our newWorkday HTTP template simplifies the integra‑
tion configuration process using new scripting capabilities. All workflows are now available through
one integration template. For more information, see Integrate Workday.

SAP Ariba HTTP integration template and microapps: Our new SAP Ariba HTTP integration tem‑
platedelivers a stronger integration to viewandapprove requisitions fromCitrixWorkspace. Formore
information, see Integrate SAP Ariba.

Updated Citrix Podio integration template: Our new Citrix Podio integration template resolves the
integrity warning issue. The older template works as‑is, but shows an integrity warning that is re‑
moved with this update. Implementing this new template requires admins to re‑add the integration
template. For more information, see Integrate Podio.

March 2021

List/Grid component:: We’ve releasedanewpagebuilder component todisplay a list of data tousers
in Citrix Workspace. Select from preconfigured layouts to surface the right information in a way that
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suits your data the best. For more information, see the List component entry under Display compo‑
nents.

Script transformation improvements: Script transformation introduces extra improvements when
dealing with scripts. You can now expand the text area for easier editing. Basic code validation is
enabled to ensure your scripts have nomistakes, and general standard code interface improvements
have beenmade for a better user experience. For more information, see Script transformation.

Ivanti integration template and microapps: Our new Ivanti integration template allows users to
submit and monitor incidents, service requests, and take action through Citrix Workspace. For more
information, see Integrate Ivanti.

New SocialChorus microapps We’ve added new microapps to our SocialChorus integration tem‑
plate. There’s a new microapp Featured Content microapp. Also, new notifications for Important
Communications. For more information, see SocialChorus microapps.

New Zoom integration templatemicroapps: We’ve added newmicroapps to our Zoom integration
template. Three new use cases have been addressed with these workflows; Upcoming Meetings
(Current Week): View all upcoming meetings for the current week. User can edit and start the meet‑
ing,My Office Hours: Schedule Office Hours meeting according to preferences. User can choose the
duration, start date, dial‑in numbers, etc, and Meeting Recordings: View all the meeting recording
for the last seven days. Also allows users to play recordings from any device. For more information,
see Zoommicroapps.

Slack integration template andmicroapps: Our newSlack integration template allows users to pro‑
vide additional monitoring capabilities for critical channels that may not be traffic intensive but re‑
quire the attention of itsmembers. Users can initiate a new template for signature, be notified for any
new pending documents, and view a list of envelopes previously sent or received in their DocuSign
inbox. For more information, see Integrate Slack.

Qualtrics integration template and microapps: Our new Qualtrics integration template allows
users to receive notifications about surveys that require a response, view active surveys requiring
attention, and also to allow the survey manager to access survey statistics. For more information,
see Integrate Qualtrics.

NewOAuth grant type: HTTP Integration now supports the OAuth 2.0 implicit grant type flow when
configuring service action execution. For more information, see Set up Service Authentication.

Zendesk HTTP integration template andmicroapps: Our new Zendesk HTTP integration template
delivers a stronger integration to submit andmonitor requests from Citrix Workspace. Formore infor‑
mation, see Integrate Zendesk.
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February 2021

New Citrix Podio FAQs microapp: Updates have been made to the Citrix Podio integration article
for the new FAQs microapp. This microapp compiles a list of FAQs and make them available in Citrix
Workspace. For more information, see Podio FAQsmicroapp.

Notificationthreshold: To improveperformanceanewfeaturehasbeenadded to limit themaximum
number of notification cards that are generated per user per notification job. By default, this value is
50 and can be adjusted. For more information, see Increase notification threshold.

DocuSign integration template and microapps: Our new DocuSign integration template delivers
a strong integration and allows users to send and receive envelopes for digital signatures from any
device using Citrix Workspace. Users can initiate a new template for signature, be notified for any
new pending documents, and view a list of envelopes previously sent or received in their DocuSign
inbox. For more information, see Integrate DocuSign.

SocialChorus integration template andmicroapps: Our newSocialChorus integration template de‑
livers a strong integration and allows users to communicate important announcements frommanage‑
ment and share the content, such as articles, links and notes, between employees through different
channels. For more information, see Integrate SocialChorus.

January 2021

Jira HTTP integration template and microapps: Our new Jira HTTP integration template provides
more capability to configure the cached data structure and comes with a new microapp for creating
epics fromWorkspace. For more information, see Integrate Jira.

MS Dynamics CRM HTTP integration template and microapps: Our new MS Dynamics CRM HTTP
integration template delivers stronger integration and allows for more capability to configure the
cached data structure. The set‑up process is as easy as ever. For more information, see Integrate
MS Dynamics CRM.

Script transformation: This featureallowsyou toenable inline script transformation forData loading
endpoints and Service actions. Scripts can be configured to receive a response object obtained from
the HTTP response and transform it to another response object depending on your target integration
System of Record (SoR). For more information, see Script transformation.

CitrixPodio integration templateandmicroapps: OurnewtemplatedeliversquickactionsonCitrix
Workspace utilizing the flexibility and diversified use cases on Podio. With this integration, you can
easily connect our out‑of‑the‑box microapps on Workspace to the corresponding Podio apps readily
available on the Podio App Market, or your customized apps on Podio. For more information, see
Integrate Podio.

Citrix DaaS integration template and microapps: Our new template allows you to search for and
performself‑serviceactions fromyourCitrixWorkspace. Users cancheck the statusof their associated
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machines that are faulty. For more information, see Integrate DaaS.

Salesforce HTTP integration template: Our new Salesforce HTTP integration template delivers
stronger integration and allows for more capability to configure the cached data structure. The
set‑up process is as easy as ever. For more information, see Integrate Salesforce.

New Salesforce out‑of‑the‑box microapps: New Salesforce microapps enable notifications and
workflows for anywhere access to leads, accounts, opportunities, cases, and contracts. For complete
details about new Salesforce HTTPmicroapps, see Salesforce microapps.

Template variables: This feature increases flexibility when setting up your data endpoints and ser‑
vice actions during HTTP integration. Template variables allow you to insert dynamic values to your
request configuration. For example, you can insert template variables into your Salesforce Object
Query Language (SOQL) queries to download account objects easily. Incremental sync and action
invocation have their own template variable definitions that enable you to override or change all pa‑
rameters of the original endpoint definition in pre and post action update, action invocation, and
incremental sync. For more information, see Configure the integration.

December 2020

Microsoft Outlook integration template (Preview): Our new Microsoft Outlook integration tem‑
plate delivers a strong integration and allows users to schedule events and office hours, edit events
and office hours, and receive a notification an hour before an event’s start time.

Pagination configuration: A new feature has been added to improve pagination configuration in
HTTP integration: Max pages to load. Use this to set the limit of pages returned when handling large
volumes of records. Max pages to load can be configured for each separate endpoint. Note: this
does not affect current configurations unless you edit your endpoint and do not save, uponwhich the
default value (1000) will be configured. For more information, see Configure the integration.

Google Calendar integration template (Preview): Our new Google Calendar integration template
delivers a strong integration and allows users to schedule calendar events and list events and office
hours of a user. For more information, see Integrate Google Calendar.

Component enhancements: We have significantly improved the performance of Lookup compo‑
nent queries. Also, for the Table component we’ve improved microapp tables with the user email
filter on either the main or a joined table column. For more information about these and other table
builder components, see Page builder components.

November 2020

MS Teams integration template (Preview): Our new MS Teams integration template delivers a
strong integration and allows users to schedule Teamsmeetings, create a team from scratch or based
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on an existing team, add a new channel to an existing team, send amessage to a specific channel and
receive a notification for newly created channels. For more information, see Integrate MS Teams.

Citrix Cloud Status integration template and microapps: Our new template allows you to get up‑
dates on incidents and maintenance schedules which may impact some of the Citrix services. For
more information, see Integrate Citrix Cloud Status Hub.

Workday HTTP integration template: Our new Workday HTTP integration template delivers
stronger integration and allows for more capability to configure the cached data structure. This new
template comes with microapps for change job requests, expense reports, and time off requests. For
more information, see Integrate Workday.

NewWorkday HTTP out‑of‑the‑box microapps: NewWorkday microapps enable notifications and
workflows for change job requests, expense reports, and timeoff requests. For completedetails about
newWorkday microapps, see Use Workday microapps.

Download attachments with new component: Our new Attachment component can list attach‑
ments from your data source and allows end users to download attachments. Images can be pre‑
viewed directly. For more information, see Page builder components.

Google Meet integration template (Preview): Our new Google Meet HTTP integration template de‑
livers a strong integration and allows users to schedule Google Meet meetings from any device or
intranet. Users can select date, start time and end time, password, and co‑organizers. The set‑up
process is as easy as ever. For more information, see Integrate Google Meet.

PowerBIHTTP integration template: OurnewPowerBIHTTP integration templatedelivers stronger
integration and allows for more capability to configure the cached data structure. The set‑up process
is as easy as ever. For more information, see Integrate Power BI.

New Power BI out‑of‑the‑box microapps: New Power BI microapps enable notifications and work‑
flows for viewing andmanaging users, and viewing groups. For complete details about new Power BI
HTTPmicroapps, see Power BI microapps.

Power BI component enhancements: The Power BI component is needed to authorize the logged
in user before they can view a dashboard, report, or tile. The out‑of‑the‑box microapps that come
with the Power BI template have the components configured as needed. To set this up from scratch,
you need to configure a service action to generate a token for the user. For more information, see
Configure Power BI component service actions.

October 2020

Component values as action parameters: You can now use component values as parameters in
Send Email and Go To URL actions. This feature allows Workspace users to enter email recipients
in a Workspace field for a given action and also user’s input from a Workspace form can be used as a
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part of a URL template opened in Workspace. For more information, see Page builder components ‑
Actions.

Zoom integration template (Preview): Our new Zoom HTTP integration template delivers a strong
integration and allows users to schedulemeetings with their preferences from any device or intranet.
For more information, see Integrate Zoom.

September 2020

Webhook logs: Use Webhook logs to view a history of requests and errors from all webhook end‑
points. You can filter bywebhook name and state, such as success, error, or all. Formore information,
see ShowWebhook logs.

GoToMeeting integration (Preview): Our new GoToMeeting HTTP integration template delivers a
strong integration and allows users to schedule GoToMeetings from any device or intranet. Users can
select date, start time and end time, password, and co‑organizers. The set‑up process is as easy as
ever. For more information, see Integrate GoToMeeting.

Webex integration (Preview): Our new Webex HTTP integration template delivers a strong integra‑
tion and allows users to schedule Webex Meetings from any device or intranet. Users can host one‑
time/recurring meetings, add invitees and co‑hosts, and select from different timezones. The set‑up
process is as easy as ever. For more information, see Integrate Webex.

August 2020

Custom icons: You can now add custom icons to better identify your integrations and improve user
experience. For more information see Add custom icons.

Asynchronous data update for webhook listeners: Improvements to webhooks integration
means that webhook request data is now synchronously validated, but asynchronously stored
to the database. This leads to increased performance as webhook requests are protected from
overloading the microapp database and more requests can be handled during peak periods. For
more information, see Create HTTP integration.

July 2020

Google Directory HTTP integration: Our new HTTP Google Directory integration template delivers
stronger integration and allows formore capability to configure the cached data structure. The set‑up
process is as easy as ever. For more information, see Integrate Google Directory.

New Google Directory out‑of‑the‑box microapps: New Google Directory microapps enable notifi‑
cations and workflows for viewing and managing users, and viewing groups. For complete details
about new Google Directory microapps, see Google Directory microapps.
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New notification option ‑ Clear all notifications: You can now optionally remove all notifications
from your microapps. Use this feature to clear your notifications if you need to reorganize or regener‑
ate with a newer data structure. For more information, see Build event notifications.

WorkdayOOTBmicroappenhanced ‑CreatePTORequest: ThisWorkdaymicroappnowdelivers an
auto‑generated comment inWorkday explainingwho created the PTO request and onbehalf ofwhom
the request wasmade. This feature providesmore clarity into the request. This comment is seen only
by managers, not the employees themselves.

WorkdayOOTBmicroapps enhanced ‑ PTORequests: Users are nowdirected to log in through SSO
if they have SSO configured in Workday. Otherwise you are directed to the standard login page. For
more information about all of our Workday OOTBmicroapps, see Workday microapps.

New Salesforce connector parameter ‑ OAuth Authorization Base Url: Allows you to configure a
custom OAuth login page for your Salesforce instance. For more information, see Add the Salesforce
integration to Citrix Workspace Microapps.

SAP Concur OOTB microapp removed ‑ Quick Expenses: This SAP Concur microapp is now depre‑
cated. Users need to delete thismicroapp as it will becomemisconfigured. Formore information, see
Use SAP Concur microapps.

June 2020

Create integration data structures in depth: We’ve provided new examples and details on how to
create table data structures beyond a relationship of one. Use the method described to create refer‑
ences to deeper data structures for use in your microapps. For more information, see Create integra‑
tion data structures in depth.

On premises application support (General Availability): Deliver actions and notifications from
your on‑premises applications right into your Workspace or other channels. This capability is now
generally available. For more information, see On‑premises instance.

Webhook Listeners: You can now configure webhook listeners for your integration to enable your
apps to provide near real‑time data to your end users. Configuring a webhook allows your apps to
deliver data to other applications at a much quicker rate than synchronization from the Microapp
platform side. For more information, see Webhook listeners.

Data update before action execution: You can now configure Data Update before Action Execution
to fetch fresh data from a system of records. This ensures your data is fully in sync before an action
execution and builds trust in your microapps. For more information, see Configure the integration.

HTTPServiceNow integration: OurnewHTTP integration templatedelivers stronger integrationand
allows formorecapability to configure the cacheddata structure. The set‑upprocess is as easyasever.
For more information, see Integrate ServiceNow.
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New ServiceNow out‑of‑the‑box microapps: New ServiceNowmicroapps enable notifications and
workflows for ServiceNow approvals, requests, change requests, delegates, incidents, and problems.
For complete details about new ServiceNowmicroapps, see Use ServiceNowmicroapps.

HTTP Integration rate limiting: You can now optionally configure rate limiting when setting up your
HTTP Integration. Use the feature when setting up your configuration based on the standard rate
limits of your target integration system of record. Formore information, see Create HTTP integration.

Bundle repository: Template integrations and their out‑of‑the‑box microapps are now available
through a bundle repository. When you want to add a new template integration in the Microapps
service console, the add integration page is updated with the latest available template integrations
for you to choose from. This interface now provides more information about the integrations. For
more information, see Set up template integrations.

Product onboarding: In‑product navigation has been introduced for the integration page in the Mi‑
croapps service. This navigation delivers basic guidance and documentation links for core microapp
developer tasks, such as service configuration, microapp creation, and subscriber management.

May 2020

Logic rule user improvement: We have introduced a usability improvement for creating logic rules
in the microapp page builder. Easily create logic argument for your microapp components using the
new streamlined and intuitive logic interface. For more information, see Customize microapps.

Italian language support: You can now localize your microapps to Italian when exporting and im‑
porting translated JSON files for the purposes of localization. For more information, see Localize mi‑
croapps.

Pagesupdate ‑Date/TimeProperties: Updates to theDate/Timecomponent in thepagebuilder give
youmore control over yourmicroapp time outputs. You can now configure the date and time display
to show browser, 12‑hour and 24 hour time outputs in addition to default time value displayed in the
component. For more information, see Customize microapps.

Notification and page improvement ‑ variables: Improved interface for configuring variables in the
notification andpagebuilders allows you to easily configure and control variables for yourmicroapps.
For more information, see Customize microapps.

Import new microapp version: You can now import newer versions of your microapps from each
microapp’s option (ellipsis) menu. With this feature you can optionally keep your older microapps
marked as end‑of‑life (EOL) with the newer version set to active. For more information, see Export
and import integrations andmicroapps.

Extension of logic rules: The page builder now allows you to create logic rules for non‑input compo‑
nents. For example, you can take a display component into account when deciding about the action
of another component (hide, show, and so on). For more information, see Customize microapps.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 21

https://docs.citrix.com/en-us/citrix-microapps/set-up-template-integrations/integrate-servicenow.html#use-servicenow-microapps
https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/create-http-integration.html
https://docs.citrix.com/en-us/citrix-microapps/set-up-template-integrations
https://docs.citrix.com/en-us/citrix-microapps/customize-microapps.html
https://docs.citrix.com/en-us/citrix-microapps/import-export-localization.html
https://docs.citrix.com/en-us/citrix-microapps/import-export-localization.html
https://docs.citrix.com/en-us/citrix-microapps/customize-microapps.html
https://docs.citrix.com/en-us/citrix-microapps/customize-microapps.html
https://docs.citrix.com/en-us/citrix-microapps/export-import-microapp.html#import-a-new-microapp-version
https://docs.citrix.com/en-us/citrix-microapps/export-import-microapp.html#import-a-new-microapp-version
https://docs.citrix.com/en-us/citrix-microapps/customize-microapps.html


Microapps

Improvement to Datetime parameter in service actions: Working with the Datetime parameter in
service action setup now produces the matching format in the resulting request.

April 2020

Notification improvements: The notification configuration process has been redesigned to improve
your workflow when setting up your microapp notifications. You can now control your notification
changes, execution and expiry settings, and general output of your published notifications from a
single, unified configuration workflow. For more information, see Customize microapps.

HTTP integration table merging: The option to merge parent and child tables when configuring
endpoints during HTTP integration is now available. With this feature you can choose whether the
selected attributes in the merged table are taken from the parent or child table, or if both attributes
are preserved. For more information, see Configure the integration.

Navigate toPowerBI fromreport view inCitrixWorkspace: Microapppages that show reports and
dashboards from Power BI now include link to the target source of record for a more detailed view.
For more information, see Use Power BI microapps.

March 2020

On premises application support (tech preview): Deliver actions and notifications from your on‑
premises applications right into your Workspace or other channels. For more information, see On‑
premises instance (Tech Preview).

Data update after action execution: You can now configure Data Update after Action Execution to
fetch fresh data from a system of records. This ensures your data is fully in sync after an action execu‑
tion. This is an optional setting. For more information, see Configure the integration.

Performance improvement: Changes tomicroapp subscriptions are now applied immediately. This
removes the need to wait when logging on and off.

ServiceNow OOTBmicroapp enhancement: ServiceNowmicroapps have been updated to include
the Lookup page component, which has type‑ahead searching capability. For more information, see
Use ServiceNowmicroapps.

Data caching improvement: Enhancements to the HTTP integration feature allow users to check
datamore easily, from Tables after synchronization. Formore information, see Configure the integra‑
tion.

Jira OOTB microapp enhancement: Jira microapps have been updated to include the Lookup
page component, which has type‑ahead searching capability. For more information, see Use Jira
microapps.
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Workday OOTB microapps: New versions of Workday custom reports were released: staffing activ‑
ities, expenses, change job, and time off request. We’ve added and updated our spreadsheets to let
you create custom reports. For more information, see Create custom reports.

SAP Concur OOTB microapps: These SAP Concur microapps are now deprecated: Submit Quick
Expense, Create User, and User. Users need to delete these microapps as they will becomemiscon‑
figured. For more information, see Use SAP Concur microapps.

February 2020

New HTTP synchronization rules: When you define daily or weekly synchronization, synchroniza‑
tion occurs randomly within the timeslot you select. For example, selecting 00‑04 daily full synchro‑
nize runs a full synchronize at a randomly selected time in that period. For more information, see
Configure the integration.

Creating a new integration workflow includes importing: When creating a new integration for Mi‑
croapps, you can now search from a variety of options to help you get started. Select from templates,
create a customized HTTP integration, and now even import and export your own integration con‑
figurations and microapps. For more information about exporting and importing integrations and
microapps, see Export and import integrations andmicroapps.

Enhancements to existing integrations andmicroapps: To support usability and adoption, we are
constantly working to improve our template integrations and microapps. For example, we’ve imple‑
mented improvements to our out‑of‑the‑box configurations to the RSSmicroapp.

Enhancements to page builder: The Look Up page component now has type‑ahead searching capa‑
bility.

Deprecation

December 1, 2022

The announcements in this article are intended to give you advancednotice ofMicroapps integrations
and features that are being phased out. We provide this information so that you can make timely
business decisions.

There are two important stages associated with the deprecation of a Microapp integration:

• Deprecation ‑ On May 16, 2022, a DEPRECATED label will appear on the integration tile in the
catalog. Any deployed instance of the integration continues to function and the integration is
available for creation in the catalog.

• Maintenance ‑ July 1, 2022. The integration is not available in the integrations catalog. Any
deployed integration continues to function and the integration is available for creation in the
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catalog. The integration is not fully supported and only critical bug fixes will continue to be
made.

Note:

Integrations already deployed are unaffected and are still fully functional after the deprecation
andmaintenance dates.

Deprecation in Asia‑Pacific (APS) geo location

Due to low usage, Citrix plans to deprecate the Microapps service in the Asia‑Pacific (APS) geo loca‑
tion andmigrate existing users to the US or EU geo locations, as applicable. All APS environments are
scheduled for deprecation beginning December 30, 2022. Administrators of APS Microapps environ‑
mentswith active use are scheduled to receive an in‑productmessagewith further steps detailing the
deprecation andmigration process.

Deprecations and removals

The following integration templates are deprecated as of May 16, 2022. Integrations will be unavail‑
able after July 1, 2022 01:00 AMwhere the integrations are end‑of‑life and no longer available for use:

• Adobe sign
• Blackboard learn
• Canvas LMS
• Cherwell
• Citrix Virtual Apps and Desktops
• DocuSign
• EmployeeSurvey
• Google Directory
• Google Meet
• GoToMeeting
• Ivanti
• Kronos Workforce Cen
• Microsoft Outlook
• Microsoft Teams
• MS Dynamics CRM
• Oracle HCM
• PowerBI
• Qualtrics
• Slack
• SocialChorus
• Solar Winds
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• Tableau
• Upwork
• Webex Meetings
• Zendesk
• ZoomMeetings
• Google Calendar
• Smartsheet

The following integration templates are deprecated as of August 10th, 2022. Integrations will be un‑
available after September 1, 2022 01:00 AMwhere the integrations are end‑of‑life and no longer avail‑
able for use:

• Back To Work
• BambooHR
• COVID Vaccine Finder
• Digital Wellbeing
• Employee Recognition with Azure AD
• Freshdesk
• Grouproom
• New York Times
• Office Tracking log
• PlanFacts Integration by Zuric
• RunMy Process
• S2S Missed Call
• SharePoint Change Management
• Slack
• Spotify
• Virtual Metric
• Zoho CRM

Microapps service deprecation

June 1, 2022

The announcements in this article are intended to give you advance notice of Microapps integrations
and features that are being phased out. We provide this information so that you can make timely
business decisions.

Due to the current deprecation process of microapps applications, the Microapp service is removing
unused environments from the platform from June 1, 2022 onwards. Any Microapp platform service
environment that has no activity is scheduled for this deprovisioning.
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If you believe you are wrongly affected by this process, you can request restoration of your environ‑
ment. To do so, create a support task via your normal channel (customer service portal, phone, man‑
agement escalation, and so on) with details and Support will create a ticket to validate the request
and restore the environment.

• Support requests for environments raised within the first 30 days of deprovisioning can be re‑
stored to their previous status.

• Support requests raised after the first 30 days of deprovisioning cannot be restored as the
database will be deleted. You can request a new, blank environment after this time period.

Themicroapps platform service reaches End of Life (EOL) on July 3, 2023. Existing customers actively
using microapps can continue to use the service as‑is until the EOL date. As part of the EOL process,
we will be removing select integration templates from the Microapps catalog on July 1, 2022.

Deprecation schedule

Release Milestones and Dates for Microapps service:

• June 1, 2022 ‑ Notice of Change (NSC) ‑ The date in which Citrix announces the intent to retire
the Microapps service to impacted customers.

• June 15, 2022 ‑ Internal environments are removed.
• July 1, 2022 ‑ End of life (EOL) Microapps integration templates ‑ Certain microapp integration
templates are removed from themicroapp catalog.

• July 4, 2022 ‑ External environments removal process begins.
• July 3, 2023 ‑ End of Life (EOL)Microapps service ‑Microapps entitlementwill be removed from
Workspace Service plans and customers will no longer have access to the Microapps service or
functionality.

Deprecation FAQ

• Which product is replacing Citrix Microapps service?
Citrix Work Collaboration Solutions is continuing to invest in digitizing and simplifying work‑
flows and will unveil our product innovations in this area in the future. In the meantime, the
Citrix Account Team is working with the Work Collaboration Solutions Product Management
team to transition current Microapps customers to solutions that fit their use cases.

• Can I continue usingmicroapps until the EOL date?
Youare entitled to theMicroapps service throughWorkspaceService and can continue to access
and use your microapps until the EOL date of July 3, 2023.

• Can I still usemicroapp service templates after July 1, 2022?
You are entitled to the Microapps service through your Workspace Service and can continue to
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build custommicroapp workflows even after July 1, 2022. Removing the templates means cus‑
tomers not currently using the templates cannot start using these templated microapp work‑
flows after July 1, 2022. Entitled customers keep the ability to build custom microapp work‑
flows including the use cases the templates currently cover.
If you have Citrix Virtual Apps and Desktopsmicroapp, you can still address the use case served
by the templatedmicroappsworkflowswithout requiring theMicroapps service. Youcando this
by using the available ITSM adapter or Connection Center in the Citrix Workspace app. Please
reach out to your account team for more information on this.

Getting started

May 5, 2022

Note:

• Microapp integration templates are deprecated and will be unavailable after July 1, 2022.
• After this period, the integration is end‑of‑life and no longer available for use.
• For more information and a list of deprecated integrations, see Deprecation.

This article guides you through getting started with Citrix Workspace Microapps. Before you begin
onboarding,make sure you consult the following articles about howcredentials anddata are handled
and security guidance for deploying the service’s management console:

• Secure Deployment Guide for Citrix Cloud Platform
• Microapps Technical security overview
• Reference Architecture on Microapps service with Citrix Workspace

Add administrators

Enable correct administrator access to add subscribers to yourmicroapps. Use this delegated permis‑
sions process to enable admins to add subscribers. Formore information aboutmanaging access and
subscribers, see Assign subscribers.

1. After signing in to Citrix Cloud, select Identity and Access Management from the menu, and
select Administrators.
The console shows all the current administrators in the account.

2. Locate the administrator that youwant tomanage, select themenu (ellipsis) button, and select
Edit Access.

3. Select Custom access.
4. Ensure the following check boxes are selected and then select Save:

• Under General Management, select Domains and Library.
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• UndermicroappsNew, select Administrator, Full Access.

Repeat this procedure for all administrators who need to add subscribers. For more information
about managing administrators including adding new administrators, see Add administrators to a
Citrix Cloud account.

Note:

Granting domains and library admin access allows administrators to assign resources. Formore
information, see Assign users and groups to service offerings using Library.

Customize Workspace UI

Enable the Workspace UI for Microapps, notifications, and the activity feed by customizing the
Workspace UI.

1. After signing in to Citrix Cloud, selectWorkspace Configuration from themenu.
2. Select Customize and then Features.
3. Toggle the switch to Enabled, and select Save.
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Have users set upWorkspace app

For your subscribers to use the workspace and access the apps, they must download and use the
Citrix Workspace app or use the workspace URL. You must have a few SaaS apps published to your
workspace to test the Microapps solution.

The Workspace app can be downloaded from Citrix Downloads. In the Select a product list, select
Citrix Workspace app.

Whitelist URLs

If you have an outbound firewall configured, ensure that access to the following domains is allowed:

• https://*.cloud.com

• https://*.citrixdata.com

For more information, see Internet Connectivity Requirements.

Review prerequisites for integrations

Before setting up an integration, review the following:

• Review the best practices to resolve security, legal, and development issues before setting up
integrations. For more information, see Best practices for application integrations.

• Review our specifications documentation for target applications. Each application integration
article has a link to its respective technical specification.
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Set up integrations

Now you’re ready to set up an integration. Citrix Workspace Microapps has a large selection of out‑of‑
the‑box integrations for you to use. For more information about template integrations, see Template
integrations and their microapps. Follow the steps to set up an application integration.

Or you can develop your own low‑code HTTP integrations from scratch. For more information about
planning and building a custom integration, see Build a custom application integration.

Where to go next

It’s time to set up your microapps. For more information about customizing microapps, see Create
microapps.

Manage access and subscribers. For more information, see Assign subscribers.

Technical security overview

July 20, 2021

This article applies to Citrix Workspace Microapps services hosted in Citrix Cloud.

Before you start deployment of Citrix Workspace Microapps services, review the Secure Deployment
Guide for the Citrix Cloud Platform.

Security overview

The Microapps platform is integrated into Workspace and uses existing identity management. OAuth
is the primary authentication mechanism for writing to SaaS applications. A SaaS‑provided user ac‑
cess token specific to each user in Credential Wallet is stored to enable an efficient user experience
for user actions.

This component is connected to the cloud service using an agent called the Citrix Cloud Connector.
The following diagram illustrates the service and its security boundaries.
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Credential handling

This service handles the following types of credential for Application Integrations:

• Basic user credentials
• OAuth
• OAuth2

General Security Overview

Microapps template apps and integrations are provided ‘as is’. All data, fields, and entities described
in the connector guides are extracted inwhole from the source systemof record (SOR) and transferred
to the Microapps cache. Templates are not configurable at this time.

Microapps stores a cache of data from the integrated system of record. For HTTP integrations, the
scope of the data is fully configurable by the customer when setting up the configuration, and can be
changed anytime.

A system account is used to retrieve the data for the cache using the target system of record API. The
system account is typically required to have read‑only access to all the data required for Microapps
across all users using the microapps.

Credentials for the service account, in addition to OAuth tokens for individual user accounts are used
for write actions are stored securely by Microapps using a service backed by Azure Key Vault.

Microapps also stores all the notification cards generated for users. Events triggering these notifica‑
tions, in addition to content of these cards is also configurable by the administrator.
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User interactions with the system are logged. Log data does not contain any system of records data
or secrets.

Content is stored in the region selected when setting up your Citrix Cloud account. Regions currently
available are US, EU, and AP/S (Asia Pacific South).

Customer content and logs are stored entirely within the Citrix platform and are not available to third
parties.

Data backups of microapp for the purposes recovery are stored for the period of two weeks.

Microapp data is held for 30 days after the termination of an entitlement. After this grace period, all
resources are deleted.

Data

Data is not explicitly seen, only entity properties and integration tables.

This data is displayed in two places:

1. On the Microapps admin/builder page (and therefore Workspace)

2. Data related to the record can be displayed in the feed cards (as defined variables). These def‑
initions are in the microapp builder. Microapps can potentially be defined to export all data
depending on administrator definition.

Example: if someone syncs or adds personal information (potentially PII) and sets to display all
records and fields. The predefined templates are constructed according to security best practices
and provided in a way that does not display sensitive data.

Note:

Creating integrations requires Administrator (or equivalent) privileges in the customer organiza‑
tion. Microapps provides the tools, it is up to the customer/administrators to utilize these tools
to be as secure as possible based on the customer requirements.

Personally Identifiable Information (PII)

Personally Identifiable Information (PII) isdesignatedonacase‑by‑casebasisdependingongeograph‑
ical, business, security, and compliance considerations. PII is amatter for the administrator/customer
to decide as each individual company/customer can have different definitions of what is ‘sensitive’
within their own organization.

Personally Identifiable Information changes depending on different geographical authorities but can
include names, social security / national insurance numbers, biometric records, ID numbers, factors
specific to physical, physiological, mental, economic, cultural, or social identity, or information that
combined with other pieces of data, can identify an individual.
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In terms of general best practices consider the following to identify and practice when handling data.

• Identify the PII your application integration stores
• Find all the places PII is stored
• Classify PII in terms of sensitivity

Identify PII

PII can include bank details and log‑in information. Government agencies store PII including social
security numbers, addresses, passport details, and license numbers.

PII Storage Location

PII can exist in a range of different locations such as file servers, cloud services, employee laptops,
portals, andmore including:

Data in use: The data employees use to do their jobs.

Dataat rest: This is thedata storedorarchived in locations likeharddrives, databases, laptops, Share‑
point, and web servers.

Data in motion: This is the data which is transitioning from one location to another. An example
would be data moving from a local storage device to a cloud server or moving between employees
and business partners via email.

PII Sensitivity Classification

PII must be classified based on its sensitivity. This is a vital part of PII protection. Consider if data is:

Identifiable: How unique is the PII data? If a single record can identify an individual by itself it is a
sign that the data is highly sensitive.

Combineddata: Try to identify twoormorepiecesofdata that,whencombined, can identify aunique
individual.

Compliance: Depending on the type of organization you work for there are various regulations and
standards for PII. Regulations youmay be subject to include the Payment Card Industry Data Security
Standard (PCI DSS), General Data Protection Regulation (GDPR), or HIPAA.

For more information regarding GDPR and Citrix see Citrix GDPR FAQ.

Read Access

The Microapps platform reads from the cache. The cache is encrypted at rest at the storage level, as
provided by the cloud vendor. The READ access is not available in the source system. It is audited in
Microapps platform.
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Write Access

Write APIs are used. If services do not allow write APIs, we fall back to service accounts. In all cases,
write access is auditable and attributed to the user in the source system.

Data flow

As the components hosted by the cloud service do not include the VDAs, the customer’s application
data and golden images required for provisioning are always hosted within the customer setup. The
control planehasaccess tometadata, suchasusernames,machinenames, andapplication shortcuts,
restricting access to the customer’s Intellectual Property from the control plane.

Data flowing between the cloud and customer premises uses secure Transport Layer Security (TLS)
connections over port 443.

Citrix Cloud Connector network access requirements

The Citrix Cloud Connectors require only port 443 outbound traffic to the internet, and can be hosted
behind an HTTP proxy.

The communication used in Citrix Cloud for HTTPS is TLS 1.0, 1.1, or 1.2. (See Deprecation of TLS
versions for in‑progress changes.)

IP whitelist configuration

You may need to configure third‑party service providers, such as Salesforce, with designated IP ad‑
dresses fromwhich themicroapps service accesses their APIs. Themicroapps servicemakes requests
from an external IP address within the ranges listed below. Configure your third‑party provider ac‑
cording to your microapp service region. Ensure you configure both listed ranges for the US and EU
regions.

If you do configure designated IPs, we recommend bookmarking and revisiting this article regularly
to stay informed with IP ranges and addresses that may be added or removed in the future.

US Region (32 addresses):

• 20.57.83.64/28
• 20.57.83.192/28

EU Region (32 addresses):

• 20.86.245.144/28
• 20.86.245.160/28

AP‑S Region (16 addresses):

• 20.205.243.64/28
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Security best practices
Note:

Your organization may need to meet specific security standards to satisfy regulatory require‑
ments. This document does not cover this subject, because such security standards change over
time. For up‑to‑date information on security standards and Citrix products, consult Citrix Secu‑
rity.

To ensure you have reviewed all security considerations:

• Grant users only the capabilities they require
• Review your organizations minimum security guidelines
• Use encrypted communication (HTTPS), with at minimum Transport Layer Security (TLS) 1.2
• Check your rate limits
• Use a system account with minimum permissions to fetch data (bulk reads)
• Consider how long youmust retain data once the sync is not running
• Use public APIs for production
• OAuth2 is the preferred authentication protocol for this SaaS service
• Always use OAuth2 for write‑backs
• Keep the integration updated. Verify it works and external APIs did not change

Where to go next

See the following resources formore security informationand security guides for a similar Citrix Cloud
service:

• Citrix Security

• Citrix ADC Secure Deployment guide

• Security considerations and best practices

• Smart cards

• Transport Layer Security (TLS)

Note:

This document is intended to provide the reader with an introduction to and overview of the
security functionality of Citrix Cloud; and to define the division of responsibility between Citrix
and customers regarding securing the Citrix Cloud deployment. It is not intended to serve as a
configuration and administration guidance manual for Citrix Cloud or any of its components or
services.
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Set up template integrations

May 9, 2022

Note:

• Microapp integration templatesaredeprecatedafterMay16, 2022, andareunavailableafter
July 1, 2022.

• After this period, the integrations are end‑of‑life and no longer available for use.
• Integrations already deployed are unaffected and are still fully functional after the depre‑
cation andmaintenance dates.

• For more information and a list of deprecated integrations, see Deprecation.

You can set up a template integration and use the out‑of‑the‑box microapps or build your own.
Before youbegin,make sure to review thebest practices for configuring application integrations.
For a comprehensive list of template integrations and their out‑of‑the‑box microapps, see Tem‑
plate integrations and out‑of‑the‑box microapps.

In addition to Citrix built template integrations, there are third partymicroapps. For a full list of these
microapps, see Citrix Ready Marketplace.

If you want to build your own integration, see Deprecation.

Maintenance statement for Microapps integration templates

Citrix‑provided integrations are templates. The developer of a templatemaintains it and ensures that
it continues to work.

On release, new integration templates will typically be classified as Citrix Labs. This allows the func‑
tionality tomature as a result of initial customer feedback. For Citrix Labs templates, there is no com‑
mitment to support and support is provided by the developer on a best‑effort basis. Citrix Labs inte‑
gration templates are shared for the purpose of testing/validation. We do not advise deploying them
in production environments. Refer to the listing of Citrix provided templates shown in the product
when adding a new integration. Citrix Labs templates are listed in a separate section.

Customers can instantiate integration templates as integrations, and run themunchanged. Assuming
the template has transitioned out of Citrix Labs, the developer of an integration will maintain it, keep
it up‑to‑date, and fully working while the template is listed as Citrix‑provided in the product. Reach
out to the template developer to learn more about their support policies.

Customers can customize instantiated integrations. For Citrix’s integration templates, there is no com‑
mitment to support customization and support is provided on a best effort basis. Reach out to the
template developer to learn more about their support policies.
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Template developers can remove templates from the product at any time. Thiswill not remove instan‑
tiations from customer deployments. For integration templates that have left Citrix Labs, the devel‑
oper commits to giving aminimumof four‑week notice before ceasingmaintenance of an integration
template. Reach out to the template developer to learn more about their support policies.

Updates to the template integrations are not automatically rolled‑out to customers. Customers de‑
cidewhen to take newversions of the template from the catalog. If the customermade any customiza‑
tions based on the old version, these will need to bemerged into the new version by the customer.

Best practices for application integrations

Review the following best practices when you prepare to implement a new integration for Citrix
Workspace Microapps:

Development

Review development considerations:

• Consider fees for API service calls. Define what rate of API calls the use case requires. This in‑
cludes who pays the fees, fee tiers, and an estimation of what your use cases’ rate is.

• Ensure you have access to the target system.
• Verify that your app registration canbe in yourmarketplace. Otherwise, every user has to create
their own registration.

• Ensure that you are able to procure an instance of the target system.
• Do not use private APIs, and do not reverse engineer system‑provided APIs.
• Continue to regression test connectors and track API agreement changes.
• Verify that data retention time periods that are required are compatible with the defaults for
Citrix Cloud.

• If you use ad blocking software, disable it for Citrix Cloud and Workspace.

Legal

Review legal considerations:

• Review the user agreement.
• Review restrictions on use of service accounts.
• Review restrictions on distributions.
• Retain all agreements that you sign up for and review in a repository.
• For non‑citrix microapps, read the microapp terms of service.
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Security

Review security considerations:

• Review your organizations minimum security guidelines.
• Use encrypted communication (HTTPS), with at minimum Transport Layer Security (TLS) 1.2.
• Check your rate limits.
• Use a system account with minimum permissions to fetch data (bulk reads).
• Consider how long you retain data once the sync is not running.
• Use public APIs for production.
• OAuth2 is the preferred authentication protocol for this SaaS service.
• Always use OAuth2 for write‑backs.
• Keep the integration updated. Verify it works and external APIs did not change.

Template integrations and their microapps

The following integrations are available for Citrix Microapps out‑of‑the‑box. Select the target applica‑
tion to go to the details of setting up the integration:

Citrix Cloud Status

Incident: ReceiveNotifications forNew Incidents and Incident updates. Also search for Incidents, and
view their details.

Maintenance: Receive Notifications for New Maintenance schedules added to the Calendar, and
when the Maintenance window starts and ends. Also search for Maintenance schedules, and view
their details.

Citrix Podio

Broadcast: View all published (Status: Live) broadcasts that have a future End Date.

Create Broadcast: Create and publish new broadcasts.

Manage Broadcast: Administrators can view and update all created broadcasts. This view is not lim‑
ited to published (Status: Live) broadcasts.

Citrix DaaS

My Desktops: Search for your Citrix Virtual desktops, and perform self‑service actions from Citrix
Workspace such as restarting.

My Sessions: Search for your Citrix Virtual sessions, and perform self‑service actions from Citrix
Workspace such as logging off and disconnecting.
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Virtual Desktops (Admin Mode): Enables from Citrix Workspace CVAD Administrators to lookupma‑
chines, view their details, put machines into maintenance mode, and restart the machines.

Covid Self Certify

Self Certify: Submit your daily vaccination status response for covid‑19 self‑certification.

Employee Survey App

Survey Form: Provides notifications for new surveys and allows users to view and submit the survey
forms.

Manage Survey: Allows survey app admin to manage the scheduled survey forms from Citrix
Workspace. This microapp is only for Employee Survey App adminmembers.

Adobe Sign

Send Agreements: Send the template and upload an agreement to recipients for signature.

My Received Agreements: Provides a list of Adobe Sign agreements waiting for user’s signature. A
user can sign the agreement form

In Progress Agreements: List of in‑progress Adobe Sign agreements for signature. User can also
cancel the sent Agreement.

Completed Agreements: List of completed Adobe Sign agreements and details. User can also Share
the received Agreements.

Canceled Agreements: List of Canceled Adobe Sign agreements and details.

Manage Agreements: Manage and edit template agreements.

SAP Ariba

RequisitionApproval: View requisitionswithdetails that arependingapproval. Includesanapproval
action.

SAP Ariba (Legacy)

Requisition Approval: View requisitions with details that are pending approval, and an action to
approve.
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Blackboard Learn

Course Registration: Register for a course.

Create Course Announcement: Allows instructors to an create announcement for a course.

Instructor View: Allows instructors to view course members and grades.

My Courses: View course announcements and attachments of a course

My Grades: Allows students to view course grades.

Canvas LMS

Create Course Announcement: Teachers create an announcement for a course.

My Courses: View course announcements, assignments, and course files.

My Grades: Students view their course grades.

Teacher’s View: Teachers view and add course members and view students.

Cherwell

Create Incident: Allows the user to create an incident.

Create Service Request: Create a new service request from the catalog or select predefined service
requests templates.

MyOpen Incidents: View andmanage open incidents that the workspace user owns.

MyOpen Serice Requests: View andmanage open service requests that the workspace user owns.

SAP Concur

Approvals: Approve pending expense reports or send them back.

Expenses: Search and view expenses.

Itineraries: Search, view, and share itineraries.

Quick Expenses: Search and view quick expenses.

Reports: Search and view your submitted expense reports.

SAP Concur (Legacy)

Approvals: Approve pending expense reports or send them back.

Expenses: Search and view expenses.
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Itineraries: Search, view, and share itineraries.

Quick Expenses: Search and view quick expenses.

Reports: Search and view your submitted expense reports.

Submit Quick Expense: Create a new quick expense report.

DocuSign

My Received Envelopes: View user’s received envelopes, which are awaiting signature. User can
authenticate himself and view the Envelope in DocuSign.

Send a Template: Send an existing template for signature.

My Sent Envelopes: View a list of envelopes sent by the user. Users also can view the details of the
envelope, and also add, edit, and delete recipients.

Google Analytics

Session Metrics: View sessions and session metrics.

User Metrics: View user metrics.

Google Calendar

Create Event: Schedule an event according to user preferences.

My Calendar (Current Month): View list of the upcoming current month’s one‑time and recurring
calendar events and the ability to edit the events.

MyOffice Hours: Create, edit, and view office hours.

Google Calendar (Legacy)

Calendar Events: Create and preview events.

Google Directory

Create User: Add a new user.

Directory Admin: Manage users and details.

Groups: View groups and details.

My Details: View your own details.

Users: View user details.
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Google Directory (Legacy)

Directory Admin: Add a new user.

Directory Details: View details of teammates, including new employees and position changes.

Google Meet

Create Meeting: Schedule a meeting according to user preference.

MeetingRecordings: View list of allmeeting recordings available for the user andwatch the recorded
videos.

GoToMeeting

Create a Meeting: This microapp is used to schedule a meeting according to user preference. The
user has the option to select date, start time and end time, password, and co‑organizers.

Ivanti

Agent Incidents: Self‑service to manage incidents by an Agent. Subscribers must have agent access
to Ivanti or resolutions will fail.

Create from Service Catalog: Create a service request based on the title of the microapp by using a
deep link back to the self‑service module of Ivanti.

Create Incident: Report a new incident in Ivanti. This is a quick create that can be submittedwithout
an owner.

My Incidents: Self‑service for my incidents.

My Service Requests: View existing service requests containing deep links to view the dynamic tem‑
plates associated to the request.

Quick Service Request: Quickly create common service requests.

Jira

Create Epic: Create a new Jira epic with details.

Create Ticket: Create a new Jira ticket with details.

Tickets: View tickets, add comments, create subtasks, and change status and assignee.
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Jira (Legacy)

Create ticket: Create a new Jira ticket with details.

Tickets: View tickets, add comments, create sub‑tasks, and change status and assignee.

Kronos Workforce Central

My Accrual Balance: View accrual balance for different days instantly.

My Time Off History: Allows users to view their history of time off data available for current month.

Record Timestamp: Register their punch in and out date and time.

Request Time Off: Submit application for time off.

Request Vacation Approval: Receive notifications for all time off requests to managers and push
notifications for all approved or refused time off requests back to the original requester.

Time Log: Receive notifications for all Work Time requested. Approve or refuse for the single user or
group of users.

Microsoft Dynamics

Accounts: Search, view, and edit accounts.

Appointments: Search, view, and edit appointments.

Cases: Search, view, and edit cases.

Contacts: Search, view, and edit contacts.

Create Account: Create an account.

Create Appointment: Create an appointment.

Create Case: Create a case.

Create Contact: Create a contact.

Create Lead: Create a lead.

Create Opportunity: Create an opportunity.

Create Phone Call: Create a phone call.

Create Task: Create a task.

Leads: Search, view, and edit leads.

Opportunities: Search, view, and edit opportunities.

Phone Calls: Search, view, and edit phone calls.

Tasks: Search, view, and edit tasks.
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Microsoft Dynamics (Legacy)

Accounts: Search, view, and edit accounts.

Appointments: Search, view, and edit appointments.

Cases: Search, view, and edit cases.

Contacts: Search, view, and edit contacts.

Create Account: Create an account.

Create Appointment: Create an appointment.

Create Case: Create a case.

Create Contact: Create a contact.

Create Lead: Create a lead.

Create Opportunity: Create an opportunity.

Create Phone Call: Create a phone call.

Create Task: Create a task.

Leads: Search, view, and edit leads.

Opportunities: Search, view, and edit opportunities.

Phone Calls: Search, view, and edit phone calls.

Tasks: Search, view, and edit tasks.

Microsoft Outlook

Create Event: Microapp is used to schedule an Event/Meeting as per the user preference.

My Calendar: Microapp is used to view and edit upcoming Events/Meetings.

MyOffice Hours: Microapp is used to create, view, and edit virtual office hours.

Microsoft Teams

Add Channel: Add a new channel to an existing team.

Create Meeting: Schedule an MS Teamsmeeting as per user preference.

Create Team: Create a team from scratch or based on an existing team as per user preference. Addi‑
tionally, whenever a Channel is created for any team, the team owner will receive a notification.

Send Message: Send amessage to a specific channel in any team.
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Oracle HCM

Employee Directory: View and search employee directory.

Enter My Time: Enter daily time for selected entry types.

PTO: Create and submit absences.

Power BI

Dashboards: View details of Power BI dashboards.

Reports: View details of Power BI reports.

Qualtrics

My Surveys: Find all active surveys that are emailed to users. Notifications are sent when a survey is
sent to a user and 24 hours before a survey expires.

Qualtrics Survey Statistics: For Brand Admins to manage surveys. Review statistics on active sur‑
veys. Notifications sent 24 hours before a survey expires with basic performance stats and the ability
to deep link.

RSS

Item: Search for and view items.

Salesforce

Accounts: Search for, view, and edit accounts.

Cases: Search for, view, and edit cases that are assigned to you.

Contacts: Search for, view, and edit contacts.

Contracts: Search for, view, and edit contracts.

Create Account: Create a new account.

Create Case: Create a new case.

Create Contact: Create a new contact.

Create Contract: Create a new contract.

Create Event: Create a new event.

Create Lead: Create a new lead.

Create Opportunity: Create a new opportunity.
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Create Task: Create a new task.

Events: Search for, view, and edit events.

Leads: Search for, view, edit, and convert leads.

Opportunities: Search for, view, and edit opportunities.

Tasks: Search for, view, and edit tasks.

Salesforce (Legacy)

Accounts: Search for, view, and edit accounts.

Cases: Search for, view, and edit cases that are assigned to you.

Contacts: Search for, view, and edit contacts.

Contracts: Search for, view, and edit contracts.

Create Account: Create a new account.

Create Case: Create a new case.

Create Contact: Create a new contact.

Create Contract: Create a new contract.

Create Event: Create a new event.

Create Lead: Create a new lead.

Create Opportunity: Create a new opportunity.

Create Task: Create a new task.

Events: Search for, view, and edit events.

Leads: Search for, view, edit, and convert leads.

Opportunities: Search for, view, and edit opportunities.

Pending Account Approvals: Search for and approve or reject accounts.

Pending Contact Approvals: Search for and approve or reject contacts.

Pending Contract Approvals: Search for and approve contracts.

Tasks: Search for, view, and edit tasks.

ServiceNow

Change Requests: Search for change requests, view their details, add comments, and update them.

Incidents: Search incidents, view their details, add comments, and update them.
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Problems: Search for problems, view their details, add comments, and update them.

Request Approval: Search and view pending approvals, and approve or reject them.

Submit Change Request: Submit a new change request.

Submit Delegate: Submit a new delegate.

Submit Incident: Submit a new incident.

Submit Problem: Submit a new problem.

ServiceNow (Legacy)

Approvals: Search and view pending approvals, and approve or reject them.

Change Requests: Search for change requests, view their details, add comments, and update them.

Incidents: Search incidents, view their details, add comments, and update them.

Problems: Search for problems, view their details, add comments, and update them.

Submit Catalog Request: Select items and submit a new catalog request.

Submit Change Request: Submit a new change request.

Submit Delegate: Submit a new delegate.

Submit Incident: Submit a new incident.

Submit Problem: Submit a new problem.

Tasks: Search and view tasks including change requests, incidents, and problems.

Slack

My Favorite Channels: Receive notifications of activity in favorited channels.

Post to Slack: Post a message to the selected focused channel in slack.

Set My Slack Status: Set your slack status, create reminders, and enable Do Not Disturb for a set
amount of time.

Smartsheet

Access Sheets: View sheets, share a sheet to a licensed or non‑licensed user or group, add a sheet as
favorite, and allow users to view their individual sheet.

Create a Sheet: Create a new sheet with fields and options such as sheet name, enter column title,
select column type, and select primary column.
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Discussion: Generate notifications to the discussion creator whenever there is a reply to theirs dis‑
cussion thread.

My Update Requests: View sent and received update requests with details such as sent to, sent by,
subject and status. Additionally, when a user sends an update request to recipients, the recipients
receive a notification. Once the update request is complete,d the sender receive a completed notifi‑
cation.

Send Smartsheet as Attachment: Send Smartsheets as an attachment (PDF or Excel), with details
such as To email, subject, andmessage.

Share with Admin: Used by Non‑Admin users to share their sheets to admins with view only access,
and to unlock other features such as Access sheets, My Update request, Discussions, and receive the
respective notification. Share the sheet with Admin to unlock additional Smartsheet actions and no‑
tifications in Workspace for you, including: update request actions/notifications, discussion notifica‑
tions, and viewing your sheets.

Start a Discussion: Start a discussion on sheet level.

SocialChorus

Important Communications: Search and view important communications from recommended
channels that are posted within the last 7 days.

Latest Articles: Search and view content from subscribed channels that has been posted within the
last 7 days.

Featured Content: Get recently featured communications from the subscribed channels with this
microapp. Users can search, view images, and read content from Citrix Workspace.

SolarWinds

Create Ticket: Create a new incident.

Delete Ticket: Delete an incident.

My Assigned Tickets: View assigned tickets to update them and/or to change its status if needed.

MyOpen Tickets: Allows the user to see his requested incidents and update them if needed.

MyOpen Service Requests: Allows the user to see his service requests and update them if needed.

Service Catalog Request: Search for a service catalog item by name or create common service re‑
quests quickly.
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SAP SuccessFactors EC

Directory: Search for employees and preview their details including skill set.

Skills: Search for skills and preview employees with corresponding skill set.

SAP SuccessFactors (Legacy)

Directory: Search, view, and edit employees with corresponding details.

Learning: Search, view, share, and register available learning courses.

Tableau

Reports: View details of Tableau reports.

Tableau (Legacy)

Reports: View details of Tableau reports.

Webex

Create a Meeting: Schedule a meeting with the option to select duration, time zones, invitees, and
co‑hosts.

Workday

Change Job: View and approve change job requests.

Create Change Job: Create a change job request.

Create Expense Report: Create an expense report.

Create Time Off Request: Submit a paid time‑off (PTO) request.

My Time Off Request: View a personalized list of time‑off requests.

Time Off Requests: View and approve paid time‑off (PTO) requests.

Workday (Legacy)

Approval: Approve expense reports, time‑off, and change job requests.

Create PTO Request: Submit a paid time‑off (PTO) request.

My Expenses: View a personalized list of expense reports with report details and details of individual
expense items.
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My PTO Request: View a personalized list of time‑off requests.

PTO Balance: View a personalized list of remaining time‑off days.

Purchase Orders: View purchase orders with purchase order details.

Zendesk

Add Ticket: Submit Zendesk tickets.

Tickets: View Zendesk tickets with details.

Zendesk (Legacy)

Add Ticket: Submit Zendesk tickets.

Tickets: View Zendesk tickets with details.

Zoom

Create a Meeting: Schedule meetings according to your preference. User can choose the meeting
title, duration, start date, co‑organizers, and so forth.

Upcoming Meetings (Current Week): View all upcoming meetings for the current week. User can
edit and start the meeting.

My Office Hours: Schedule Office Hours meeting according to preferences. User can choose the du‑
ration, start date, dial‑in numbers, etc.

Meeting Recordings: View all themeeting recording for the last seven days. Also allows users to play
recordings from any device.

End of Life process

This section describes the end of life (EOL) process for integrations that are replaced by newer HTTP
integrations. When an integration is replaced with a newer HTTP integration, we refer to the older
integration as legacy and the integration shows in the Legacy section of the admin console. Impor‑
tantly:

• The legacy integration is available for three (3) months. After this period, the integration is no
longer available for use.

• The legacy integration is supported for six (6) months. After this, there is no support for users
running the integration.

Once an integration is replaced with a newer HTTP integration, we recommendmigrating to the new
integration. To migrate:
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1. Set up the new HTTP integration.
2. Test the new integration and promote to production when ready.
3. Stop syncing old integration. For more information, see Set data synchronization.
4. Mark microapps of old integration as EOL.
5. Move over subscriptions. For more information, see Assign subscribers.

If no action is taken, the legacy integration continues functioning as‑is. There will be a warning that
the integration is no longer supported.

Verify needed entities

After you set up your template integration, use Table to verify your current list of tables stored in the
cache and filters that are applied to those tables.

For template integrations, a large quantity of data can be pulled from your integrated applications to
the Microapps platform. To better control and limit this amount of data, use the Table page to filter
entities for your data synchronization to speed up synchronization.

1. FromtheManageMicroappspage, select themenunext to the integration that youwant toverify
entities for.

2. Select Edit and then Table.

3. Select Edit Schema.

The entities to sync for this integration, and filters that are applied to those tables, are listed.
Entities with an information icon are required and cannot be edited.

4. You can unselect any entities that you do not require.

5. Select Save.

You are now ready to set and run your first data synchronization.

Set data synchronization

Pull data from your integrated applications to the Microapps platform so that a comparison can be
made to the cache. As a best practice, full synchronization is performed every 24 hours and incremen‑
tal syncs can be configured to pull every five minutes.

1. From the Manage Microapps page, select the menu next to the integration for which you want
to set synchronization.

2. Select Synchronization.
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3. Set Full and Incremental data synchronization values.

• Full Drops the local cache and pulls all data from the source system.

Important:

Running full synchronization can take a long time. We recommend running full syn‑
chronization at night or generally during off hours. You can cancel a data synchro‑
nization that is in progress at any time by selecting the X icon.

• Incremental Pulls only changed (new and updated) records. Does not load deleted data.

Important:

Not all APIs support incremental synchronization.

When you define daily orweekly synchronization, synchronization occurs randomly
within the timeslot you select. For example, selecting 00‑04 daily full synchronizewill
run a full synchronize at a randomly selected time in that period.

4. Select Save.

Note:

You can also select the arrow icons to run the integrations on demand if necessary.

Trusted certificate authority

Trusted certificates are used to create secure connections to a server. A certificate authority (CA) cer‑
tifies the ownership of a public key by the named subject of the certificate. CAs acts as a trusted third‑
party, being trusted both by the owner of the certificate and by the party relying upon the certificate.
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For a list of trusted certificate authorities, see Trusted CA list.

Where to go next

If you want a quick start guide to onboarding Citrix Workspace Microapps, see Getting started.

If you want to build your own integration, see Build a custom application integration.

If you want to find out more about working with microapps, see Create microapps.

Integrate Citrix Cloud Status Hub

May 11, 2021

Integratewith Citrix Cloud Status to get updates on incidents andmaintenance schedules, whichmay
impact some of the Citrix services.

Note

This integration is built for Citrix Cloud Status, but it can also be used for any other StatusHub
subscription by changing the Base URL, and subscribing to the respective Webhook update ser‑
vice.

For a comprehensive list of out‑of‑the‑box Citrix Cloud Status microapps, see Use Citrix Cloud Status
microapps.

Add the Citrix Cloud Status integration

Follow these steps to set up the Citrix Cloud Status integration. The authentication options are pres‑
elected. Ensure that these options are selected as you complete the process.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Citrix Cloud Status tile.
3. Enter an Integration name for the integration.
4. Enter Connector parameters.

• Leave the instance Base URL as‑is.
• Select an Icon for the integration from the Icon Library, or leave this as the default Citrix
Cloud Status icon.

5. Select Add.
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TheMicroapp Integrations page opens with the Citrix Cloud Status integration and its microapps.

Set up the webhook listener

After you add the integration above, you need to set up the webhook listener.

Follow these steps:

1. FromtheMicroapp Integrationspage, navigate to theCitrix CloudStatus integrationand select
the Edit from themenu.

2. SelectWebhook Listeners from the left‑handmenu.

3. Copy the URL you see. Either use a shortcut, or select the ellipsis menu and select Copy URL.

4. Navigate to https://status.cloud.com/subscribers/new and selectWebhook.
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5. Paste the webhook listener URL in the Webhook URL field. Accept the terms & services and
selectNext.

6. Select All services. If you want, for example, to subscribe separately for different regions, you
can select Selected services, and then toggle Aggregate by groups.

7. If you do not want to receive all updates for an incident, select the check boxOnly sendme the
minimum number of notifications per incident.

8. Select Save to finish.

For more info about the synchronized entities, see Verify needed entities.

For more details of API endpoints and table entities, see Citrix Cloud Status connector specifications.

Use Citrix Cloud Statusmicroapps

ExistingWeb/SaaS integrations comewith out‑of‑the‑boxmicroapps. Start with thesemicroapps and
customize them for your needs.

Note

These microapps that are mapped to the Webhook tables provide new incidents that occurred
after adding the integration.

Our Citrix Cloud Status integration template comes with the following preconfigured out‑of‑the‑box
microapps:

Incident: ReceiveNotifications forNew Incidents and Incident updates. Also search for Incidents, and
view their details.

Notification or Page Use‑case workflows

Incident ‑ New (Notification) When a new Incident occurs, subscribed users
receive a notification.

Incident ‑ Changed (Notification) When an Incident is updated, subscribed users
receive a notification.

Incident (Page) Provides a read only view of an Incident when
the user clicks an Incident notification.

Incidents (Action Page) A table view with search and filter options for
subscribed users to search for incidents in the
events table (Webhook).

Incident Detail (Page) Provides a read only view of an Incident when
the user clicks an Incident in the Incidents
(Action Page).
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Notification or Page Use‑case workflows

Incident Update Detail (Page) Provides a read only view of an Incident
update when the user clicks an Incident
update in the Incident/Incident Detail page.

Maintenance: Receive Notifications for New Maintenance schedules added to the Calendar, and
when the Maintenance window starts and ends. Also search for Maintenance schedules, and view
their details.

Notification or Page Use‑case workflows

Maintenance ‑ New (Notification) When a newMaintenance is scheduled and
added to the calendar, subscribed users
receive a notification.

Maintenance ‑ Started (Notification) When a Maintenance Window starts,
subscribed users receive a notification.

Maintenance ‑ Ended (Notification) When a Maintenance Window ends, subscribed
users receive a notification.

Maintenance Schedules (Action Page) A table view with search and filter options for
subscribed users to search for Maintenance
schedules in the events table (Webhook).

Maintenance Detail (Page) Provides a read only view of a Maintenance
when the user clicks a Maintenance
notification or Maintenance in the
Maintenance Schedules (Action Page).

Integrate Citrix Podio

June 23, 2021

Integrate with Citrix Podio to deliver quick actions on Citrix Workspace utilizing the flexibility and
diversified use cases on Podio. With this integration, you can easily connect our out‑of‑the‑box mi‑
croapps on Workspace to the corresponding Podio apps readily available on the Podio App Market.

• Podio Apps: Citrix has over 285 apps on Podio App Market or create your own apps as a busi‑
ness user with Podio. The app template lets you construct the app so that it suits your specific
business needs and map to your team’s unique process on Podio. For more information, see
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Creating apps.
• This integration also allows you to create your own apps and custom solutions on Podio, build
microapps, anddeploy toCitrixWorkspace. ThesemicroappsusePodio, a Citrix‑owned service,
as theSystemofRecord (SoR). Yourdata transactedwith thesemicroapps resideswithCitrix and
follows Citrix guidelines and protocols.

Multiple Podio apps can use the same integration with Microapps. Consider the following when de‑
signing your Podio integrations:

• The App ID and App token are unique to the Workspace. This value can be used for all apps in a
Podio Workspace.

• The Podio integration template is designed for push notifications. As this integration uses the
App token rather than user permissions, user context writes are not supported.

• If theappsare in the samePodioWorkspace, they’re suitable forone integrationwithMicroapps.
If the apps are in different Podio Workspaces, then use different integrations.

• Also consider logical separation, user bases, and ease of management.

Review prerequisites

Review the following requirements. These are separated into two groups; integration level and Citrix
Podio app level. Both are required for this integration template, although you can implement only
the desired microapps at the app level.

Integration requirements

To set up this integration, youmust have Admin permissions for the target PodioWorkspace and have
the Podio app.

These are the values that you enter in the integration configuration screen to set up the integration:

• Base URL: https://api.podio.com. This value is prefilled.
• Podio app ID: Each Podio workspace has an App ID. Enter this value as an Access token pa‑
rameter when you set up the integration replacing the podio_app_id variable. You can use
the App ID from any Podio app in the Podio workspace. See Collect App ID and App token.

• App token: Use this token to authenticate as an app rather than a user. Enter this value as
an Access token parameter when you set up the integration replacing the podio_token_id
variable. Collect this with the App ID.

• Token URL: This value is prefilled: https://api.podio.com/oauth/token
• Client ID: The client ID is the string representing client registration information unique to the
authorization server. See Collect Client ID and Client Secret.

• Client Secret: The client secret is a unique string issued when setting up the target application
integration.
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Citrix Podio app requirements

These are the values you need to enter at the Podio app level to configure endpoints and service ac‑
tions for each Podio app that you want to connect to through this integration. The following values
can be required for each app:

• View ID: Template endpoints and service actions use Podio views as a filter to download a se‑
lect quantity of records. Use this value to replace the <podioapp>_view_id template variable
when youmodify configurations. See Collect View ID.

• App ID: Each app has a unique ID. Use this value to replace the <podioapp>_app_id template
variable when youmodify configurations.

These are the unique values by Podio app:

Podio app ID values Get the app

Broadcast app broadcast_app_id
broadcast_view_id

Citrix Workspace Broadcast
App

FAQs app faq_app_id faq_view_id Citrix Workspace FAQs app

Collect App ID and App token

Collect the App ID and App token from Podio to authenticate as an app instead of a user. With App
ID access, users can access only data of apps within the related Podio Workspace. You collect this ID
from the Podio app for the Podio workspace. If you have multiple apps in a workspace, you can use
any of the App IDs affiliated with the workspace.

1. Log in to Podio, and navigate to your Podio app.

2. Select the Tools icon next to the app name. We’ve shown the steps for the Broadcast app as an
example in the screenshots.
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3. Under APP, select Developer.

4. Copy and save the App ID and Token fields. You enter these values as Access token parameter
when you set up the integration.

You can also view the fields and sample JSON values under App fields on this page. For more infor‑
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mation about working with app entries in Podio, see Working with items.

Collect View ID

Some Podio endpoints and service actions use Podio views as a filter to download a select quantity
of records. Formore information about using views and filters in Podio, see Views, filters and reports.

You need to find your view ID for the fields specified below, depending on whichmicroapps you want
to implement. You use this value to replace the view_id template variable when you replace service
action variables below in Replace Data Loading and Service Action variables.

• For Broadcast app, the field isModified Today
• For FAQs app, the field is Published FAQs

1. Log in to Podio, and navigate to your Podio app.

2. Mouseover the field specified above to see the view ID at thebottom‑leftof your browser. We’ve
shown the field in the Broadcast app as an example in the screenshots.

3. You can select the specified field to open the view. Copy the end part of the URL, and save for
later use when you replace variables in service actions.
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You can also find the View ID from the Podio developer’s portal. Follow these steps:

1. Log in to Podio API Views.

2. Select Get views.

3. Scroll down to the Sandbox section and log in if required.

4. Enter the app_id that you collected in the Collect App ID and App token process.

5. Leave the include_standard_views value as false, and select Submit.

6. You can search (ctrl+F) through the output for view_id. It’s near the bottom. Copy and save the
value for later use.

Collect Client ID and Client Secret

You need to collect a Client ID and Client Secret in Podio to enter in to Microapps set‑up screen for
authentication.
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1. Log in to API keys. Complete the fields under API Key Generator.

2. Enter a name for Application name.

3. Enter your Microapps instance URL for Full domain (without protocol) of your return URL.
This section of the URL { yourmicroappserverurl } is composed of a tenant part, a re‑
gion part, and an environment part: https://{ tenantID } .{ region(us/eu/ap-s)}
.iws.cloud.com.

4. Select Generate API Key.

5. Under Your API keys, copy and save the Client ID and Client Secret values for the application
you just added. You enter these values when you set up the integration.

Add the integration to Citrix Workspace Microapps

Add the Podio integration to Citrix Workspace Microapps to connect to your application. The authen‑
tication options are preselected. Ensure that these options are selected as you complete the process.
This delivers out‑of‑the‑boxmicroappswith pre‑configured notifications and actions which are ready
to use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Podio tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL:
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.
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5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Client credentials from the Grant type flowmenu.
b) Enter app in the Grant type value field.
c) Select Request body from the Token authorizationmenu.
d) SelectURL encoded form from the Token content typemenu.
e) Confirm the Token URL field. This value is prefilled: https://api.podio.com/oauth/

token
f) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the Client Secret when you gener‑
ated an API key.

g) Enter yourClient secret. The client secret is a unique string issuedwith the Client IDwhile
generating an API key.
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6. Enter Access token parameters values. For more information, see Collect App ID and App to‑
ken:

• Enter the App ID that you collected next to podio_app_id. You can use the App ID from
any Podio app in the Podio workspace.

• Enter the App token that you collected next to podio_app_token.

7. Do not enable the Service action authentication toggle.

8. Do not enable the Request rate limiting toggle.

9. Enter 120 in the Request timeout field.

10. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

11. Select Save to proceed.
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TheMicroapp Integrationspageopenswithyouradded integrationand itsmicroapps. Next youneed
to make some changes to template variables for endpoints and service actions as described below.

Replace Data Loading and Service Action variables

To complete this set up, you need to replace the app ID and view ID template variables in the Podio
integration configuration with the App ID and View ID that you collected above for each of the Podio
apps you are connecting. You replace these variables for data loading and service actions.

Quick guide to replacing variables

These are the values you need to enter at the Podio app level to configure endpoints and service ac‑
tions for each Podio app that you want to connect to through this integration:

• broadcast_app_idModify endpoints: Broadcast, Broadcast Category, Broadcast Critical‑
ity, Broadcast Status; and service actions: Create Broadcast,Update Broadcast.

• broadcast_view_idModify endpoint: Broadcast; and service action: Create Broadcast.
• faq_app_idModify endpoints: FAQ Category and FAQs.
• faq_view_idModify endpoint: FAQs.

Modify the following variables in the locations given. Step‑by‑step guidance is provided below.

Replace Data Loading variables

For each data endpoint, you must manually add your variable for app ID and view ID. You do this for
all six endpoints.

• broadcast_app_idModify endpoints: Broadcast, Broadcast Category, Broadcast Critical‑
ity, Broadcast Status.

• broadcast_view_idModify endpoint: Broadcast.
• faq_app_idModify endpoints: FAQ Category and FAQs.
• faq_view_idModify endpoint: FAQs.

1. From theMicroapp Integrations page, select themenu next to the Podio integration, and then
Edit. The Data Loading screen opens. If you are in the configuration screen, select Data Load‑
ing from the left side navigation column.

2. Select the menu next to the first endpoint and then select Edit, or select the name of the end‑
point. Let’s start with Broadcast endpoint.
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3. In the Edit Data Endpoint screen, under Template variables replace the {broadcast_app_id}
and {broadcast_view_id} variable with your App ID.

4. Select Apply at the bottom of the screen and confirm.

5. Now repeat this procedure for the other five endpoints, replacing the values as required. Don’t
forget to select Apply at the bottom of the screen and confirm to save for every endpoint.

Replace Service Action variables

For each service action, you must manually add your details for broadcast_app_id and
broadcast_view_id. The Create Broadcast service action requires you to replace both vari‑
ables. The Update Broadcast service action only requires replacing the broadcast_app_id
variable.

• broadcast_app_idModify service actions: Create Broadcast andUpdate Broadcast.
• broadcast_view_idModify service action: Create Broadcast.

1. While editing the integration configuration, select Service Actions from the left side navigation
column.

2. Select the menu next to one of the service actions and select Edit, or select the name of the
service action. Let’s start with the Create Broadcast service action.
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3. In the Edit Service Action screen, under Template variables replace the {broadcast_app_id}
and {broadcast_view_id} variables with your App ID and View ID that you collected earlier.

4. Select Save to finish.

5. Now repeat this for the other service action: Update Broadcast, but only replacing the
broadcast_app_id variable.

For more details of API endpoints and table entities, see Podio connector specifications.

Use Podiomicroapps

This Podio integration template comes with these out‑of‑the‑box microapps. Start with these mi‑
croapps and customize them for your needs.

Podio Broadcast microapps

Use these microapps to compose and share important announcements with your team. These an‑
nouncements might be for general, facility or IT updates, change in processes, critical crisis commu‑
nication, or just engaging your teamwith some entertainment and well‑being news.

TheCitrixWorkspaceBroadcast app is a pre‑requisite for theBroadcastmicroapps. Youneed to install
this app from the Podio App market. This Podio app template comes with a predefined set of values
for the Category and Criticality fields. Use the Modify Template feature on the app to add or modify
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options for these fields to suit your business needs. This modification would not require any changes
to the correspondingmicroapps. You can alsomodify the Podio app by adding or editing other fields.
However, this would require you to reflect the corresponding changes in the microapp too. Get the
Podio app: Citrix Workspace Broadcast App.

Familiarize yourself with the following considerations:

• The Create Broadcast and Manage Broadcast microapps described below are admin
microapps.

• The Live status in these microapps means publishing the message. When a message is pub‑
lished, it is made available in the Broadcast microapp for standard (non‑admin) users.

• If any Podio app status field is modified to have different values, then the correct value needs
to be updated in the microapp. For example, if you want to use Published as a status instead of
Live, the microapp needs to be customized to the same.

Broadcast: View all published (Status: Live) broadcasts that have a future End Date.

Notification or Page Use‑case workflows

Changed Broadcast notification When a broadcast is changed and live,
subscribers receive a notification.

New Broadcast notification When a new broadcast is live, subscribers
receive a notification.

Broadcast page Provides a read‑only page with broadcast
details.

Broadcasts page Provides a list of your broadcasts with a link to
details.

Create Broadcast: Create and publish new broadcasts.

Notification or Page Use‑case workflows

Create Broadcast page Provides a page for creating and publishing
broadcasts.

Manage Broadcast: Administrators can view and update all created broadcasts. This view is not lim‑
ited to published (Status: Live) broadcasts.
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Notification or Page Use‑case workflows

Changed Broadcast notification When a broadcast is updated, subscribers
receive a notification.

New Broadcast notification When a new broadcast is live, subscribers
receive a notification.

Broadcasts page Provides a searchable list of created
broadcasts with a link to details where you can
update broadcasts.

Broadcast page Provides a read‑only page similar to the page
used in the Broadcast microapp that shows
how the broadcast looks to the public. There is
anUpdate button that leads to the Update
Broadcast page where admins canmodify this
broadcast.

Update Broadcast Provides a page for updating an existing
broadcast.

Clean up expired broadcasts

Enable thisworkflow toautomate identificationofbroadcastswhoseenddatehasexpired. Thebroad‑
cast is marked as completed and is no longer shown to subscribers.

This workflow is available with the Podio Premiumplan. SeeWorkflow Automation formore informa‑
tion. The admin that set up this integration enables the flow by refreshing from Podio after logging in
to https://workflow‑automation.podio.com and refreshing the related Podio workspace.

Podio FAQsmicroapp

Compile a list of FAQs and make them available in Citrix Workspace. The Citrix Workspace FAQs app
is a pre‑requisite for the FAQs microapp. You need to install this app from the Podio Appmarket. Get
the Podio app: Citrix Workspace FAQs app.

FAQs: List of commonly asked questions and answers.

Notification or Page Use‑case workflows

New Article notification When a new article is published, subscribers
receive a notification.
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Notification or Page Use‑case workflows

FAQ page Provides a searchable list of FAQs, which can
be filtered by category, with a link to the
Question and Answers page.

Question and Answers page Provides a detailed view of an FAQ, with a link
to source material.

Integrate Citrix DaaS

March 31, 2022

Deploy the Citrix DaaS (CVADs) integration to add microapps that help people perform self‑service
actions from Citrix Workspace. Users can check the status of their associatedmachines and sessions,
andperformoperations such as restart, disconnect, and logoff. Admins can also turnonmaintenance
mode for machines with an Administrator Modemicroapp

A short 98‑second Tech Insight video showing the functionality:

This is an embedded video. Click the link to watch the video

For more information about the microapps in this integration, see Use Citrix DaaS microapps. For
more information about upgrading this Citrix DaaS integration, see Upgrade your integration.

Deployment steps

1. Create a Secure Client, which is used by the integration to communicate with the CVAD service
APIs

2. Choose an appropriate API proxy location for the Token URL
3. Collect required information that must be filled in to the integration configuration
4. Add the CVAD service integration, and configure it
5. Subscribe people to the microapps, so that they can be used

Review prerequisites

To set up this integration, you must have Citrix Workspace,Microapps, and Citrix DaaS enabled in
Citrix Cloud.

This integration template supports on‑premises and cloud VDAs if you use Citrix DaaS for brokering.
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This integration does not support VDAs brokered fromon‑premises CVAD, because on‑premises CVAD
does not have public APIs available, and this integration relies on the CVAD Service Public APIs.

These are the values that you enterwhen configuring the CVAD service integration in CitrixWorkspace
Microapps:

• Customer ID: The customer ID used when calling the CVAD service APIs. Your customer ID is
found in Citrix Cloud on the Secure Clients page.

• Token URL: Defaults to the US API Proxy URL. See API Proxy for other regional API Proxy URLs.
• Client ID: The clientID created on the Citrix Cloud Identity and Access Management website.
This is required to obtain the bearer token needed for authentication to the CVAD service APIs.
See Generate Client ID and Client Secret.

• Client Secret: The secret key created on the Citrix Cloud Identity and AccessManagementweb‑
site. This is required to obtain the bearer token needed for authentication to the CVAD service
APIs.

Permissions for the Client ID and Secret (Secure Client)

When creating the Secure Client from Identity and Access Management, the account you are logged
in with when generating the Secure Client must have the following Citrix DaaS permissions:

• Read‑only Administrator, All ‑ To pull data from Citrix DaaS.
• Session Administrator, All ‑ To perform log off and restart actions.
• Help Desk Administrator, All ‑ To enable and disable maintenance mode.

The Secure Client credentials inherit the permissions of the logged in user. If the permissions of the
user thatwas logged inwhen theSecureClientwas createdchange, then thosenewpermissionsapply
to the Integration, too.

Generate Client ID and Client Secret (Secure Client)

A Client ID and Client Secret (Secure Client) are required to obtain the bearer token to authenticate to
and use the CVAD service APIs.

Create a SecureClient from theCitrix Cloud Identity andAccessManagement page and store the client
ID and client Secret securely, as the Client ID and Client Secret are needed when configuring the inte‑
gration.

The Secure Client Name helps to quickly identify what the Client is used for. For this Integration a
name like “DaaS integration microapps” may be suitable. The name is not needed to configure the
CVAD service integration.

A client ID is some numbers and letters, separated by hyphens. For example: 91132682-26af-460c
-af73-18c0d2e95121
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A client Secret looks similar to this: DTcs_w_akE6mKlberYMgtg==

A step‑by‑step guide to creating a Secure Client can be followed from the CVADmigration guide here:
Generate the customer ID, client ID, and secret key.

Choose an API Proxy

Citrix provides API proxies in multiple regions. Choose a proxy closest to the region that your Citrix
Cloud instance resides in:

• US: https://api-us.cloud.com/cctrustoauth2//tokens/clients
• EU: https://api-eu.cloud.com/cctrustoauth2//tokens/clients
• AP‑S: https://api-ap-s.cloud.com/cctrustoauth2//tokens/clients

The integration configuration defaults toUS. Copy andpaste another region’s URL into theTokenURL
field if needed.

Gather configuration data to be entered

When configuring the integration you will need the following information:

1. The Customer ID of the Citrix Cloud instance
2. The Client ID and Client Secret generated when the Secure Client was created
3. The API proxy URL to enter in the Token URL field, if it differs from the default US proxy

Add the integration

Add the Citrix DaaS integration to Citrix Workspace Microapps.

This delivers out‑of‑the‑boxmicroappswith pre‑configured notifications and actions which are ready
to use within your Workspace after Subscribing users or groups to them

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Citrix DaaS tile.

3. Click Add

4. From the Configuration page:

a) Enter yourCustomer ID in the Customer ID field. To find your customer ID, see Generating
the customer ID.
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b) Confirm the Token URL field is the desired API Proxy URL collected earlier. This value is
prefilled with the US API Proxy.

c) In the Token URL field replace with your customer ID. For example, if the customer ID was
acmecorp, the URL would look like: https://api-us.cloud.com/cctrustoauth2/
acmecorp/tokens/clients

d) Enter your Client ID, generated when the Secure Client was created

e) Enter your Client secret. The client secret is the unique string issued with the Client ID
when creating the Secure Client.

5. Select Save to proceed.
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Themicroapps service will now synchronize with the CVAD service APIs, and load data. For complete
information about synchronization, see Synchronize data.

Subscribe Groups or Users to the Microapps

After configuring the Integration, people must be Subscribed to the microapps to see them in
Workspace. Find out how to assign Subscribers

Who you subscribe to eachmicroapp depends on your needs. However, as a general guide:

1. Subscribe all users who use Virtual Apps or Desktops to theMy Sessions andMy Desktopsmi‑
croapps

2. Subscribe CVAD administrators to the Virtual Desktops (Admin Mode)microapp

Use DaaSmicroapps

The Citrix DaaS integration comes with out‑of‑the‑box microapps. Start with these microapps and
customize them for your needs.

My Desktops: Search for your Citrix Virtual Desktops, and perform self‑service actions from Citrix
Workspace such as restarting.

Notification or Page Use‑case workflows

Virtual Desktop Detail page Provides a page with desktop details, and
options to Restart Desktop and Force Restart
Desktop.

Virtual Desktops page Provides a searchable list of Citrix Virtual
Desktops associated with the user, with a link
to the Virtual Desktop Detail page.

My Sessions: Search for your Citrix Virtual sessions, and perform self‑service actions from Citrix
Workspace such as logging off and disconnecting.

Notification or Page Use‑case workflows

List of Sessions page Provides a searchable list of Virtual Desktop
sessions associated with the user, with a link to
the Session Detail page.
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Notification or Page Use‑case workflows

Session Detail page Provides a page with Virtual Desktop session
andmachine details, and options to Log Off
Session and Disconnect Session.

Virtual Desktops (Admin Mode): Enables from Citrix Workspace CVAD Administrators to lookupma‑
chines, view their details, put machines into maintenance mode, and restart the machines.

Notification or Page Use‑case workflows

A Machine in a Fault State notification When there’s a new record of a machine
reporting a faulty state, all subscribers receive
a notification that links to the Virtual Desktop
Detail page.

List of Virtual Desktops page Provides a searchable list of Citrix Virtual
Desktops with a link to the Virtual Desktop
Detail page. You can search bymachine or user.

Virtual Desktop Detail page Provides a page with desktop details, and
options to Restart Desktop, Force Restart
Desktop, Enable Maintenance Mode, and
Disable Maintenance Mode.

Upgrade your integration

If you are already using the Citrix Virtual Apps and Desktops integration, use this process to upgrade
to the latest version. With this process you avoid having to resubscribe all your users.

Enhancements include:

• Site ID is obtained automatically.
• All machines are displayed ‑ Not limited to faulty machines.
• Incremental synchronization runs faster. Synchronization does not delete Deleted Sessions.
Also, synchronization does not update Machines, rather only Sessions.

• Added updates after actions that delete Sessions after logging off, updates Sessions after dis‑
connecting, and sets restarting state for Machines.

• Added option to update information for details on Machines and Sessions so that users can en‑
sure that what’s seen is the same as in Citrix DaaS.

Follow these steps:
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1. Download and add this script into the Scripting tab of your old Citrix DaaS integration.
a) From the integration configuration screen of the integration, selectScripting from the left‑

hand navigation.
b) Download this script: Upgrade Citrix‑Virtual‑Apps‑and‑Desktops‑service
c) SelectUpload script. Alternatively, you can input your script directly into the text area by

selecting Edit.
d) Drag your script onto the import pop‑up. Select Import.

2. Add the new Citrix DaaS integration from the catalog of Citrix‑provided templates, but do not
configure the integration.

3. After adding the integrations, export eachmicroapp individually. For eachmicroapp, select the
menu next to the microapp and select Export. Perform this procedure for all three microapps.

4. In the old integration (that is the integration you are currently using), import the files you ex‑
ported.
a) Select the menu next to the microapp and select Import new version.
b) Drag or browse your computer to add the files, each for the corresponding microapp.
c) Enable the Delete existing feed cards toggle to replace the original microapp.
d) Select Import at the bottom of the screen.

5. Delete all data endpoints except the scripted endpoints.
a) Select Edit next to the integration.
b) On theData loadingpage select themenunext to an integration that is not scripted, select

Delete, and confirm.
6. Update the integration configuration. Specifically, the Base URL, Customer ID, and Header

prefix according to the instructions in Add the integration. Remember to select Save to com‑
plete the procedure

You upgraded the Citrix Virtual Apps and Desktops integration.

How the Integration works

The CVAD service integration uses the Citrix Virtual Apps and Desktops REST APIs and a Citrix Cloud
Client ID and Secret (referred to as a Secure Client) to function.

Bearer token refresh requirements from the CVAD service APIs are handled by a Citrix‑provided API
Proxy. The API proxy uses the Client ID and Secret to refresh the bearer token automatically and uses
the token to authenticate to the CVAD service APIs when microapp actions are performed or data is
synchronized.

Themicroapps service ‑ part of CitrixWorkspace ‑ synchronizes data from theCVAD service APIs, using
the bearer token from the API Proxy.

The synchronized data is then presented in Workspace through microapps, and allows users of
Workspace to perform actions on CVAD service Sessions and Machines, in addition to showing
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information to the user about their sessions andmachines ‑ all fromWorkspace.

Further reading and viewing

Citrix Tech Zone Live session covering the CVAD service integration ‑ covering the origins of the mi‑
croapps, what they do, how they work, and a demo (~16 minutes): Tools needed for users to self‑
service their VDI sessions

This is an embedded video. Click the link to watch the video

Formore details of CVAD service API endpoints and table entities, see Citrix DaaS connector specifica‑
tions.

Integrate Covid‑19 Self‑Certify

August 25, 2022

Deploy the Covid‑19 Self‑Certify integration to submit your Covid‑19 self‑certification status using the
self‑certification response from Citrix Workspace.

We want your feedback! Please provide feedback for this integration template as you use it. For any
issues, our teamwill also monitor our dedicated forum on a daily basis.

For comprehensive details about this microapp, see Use Covid Self Certify microapps.

Review prerequisites

TheCOVID Self‑Certification Podio apppack is required for this integration. Formore information, see
Get and configure the Covid‑Self Certify app in Citrix Podio.

After you set up this integration with Covid‑19 Self Certify, you will need these artifacts to add the
integration in Citrix Workspace Microapps:

• Base URL: https://api.podio.com

• Covid Self Certification App Id: Enter your Podio Workspace App ID. See Collect App ID and
App token.

• Covid Self Certification View Id: Enter your PodioWorkspace App View ID. See Collect View ID.

• Country Data App Id: Enter your Country Data App ID available in Covid‑19 self‑certification.
See Collect Country Data App ID.

• Authenticationmethod: OAuth 2.0
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Note:

We recommend that you always use OAuth 2.0 as your service authentication method
where available. OAuth 2.0 ensures that your integration meets the maximum security
compliance with your configuredmicroapp.

• Grant type flow: Authorization Code

• Grant type value: authorization_code

• Callback URL: https://{ yourmicroappserverurl } .us.iws.cloud.com/admin/
api/gwsc/auth/serverContext

• Token authorization: Request body

• Token content type: URL encoded form

• Authorization URL: https://podio.com/oauth/authorize

• Token URL: https://podio.com/oauth/token

• Client ID: The client ID is the string representing client registration information unique to the
authorization server.

• Client secret: The client secret is a unique string issued when setting up the target application
integration.

• Refresh token URL: NA

• Scope: NA

• Relay state: NONE

• Access token parameters: Enter the name and value parameters as per the instructions given
below:

1. app_id: Enter your Podio Workspace App ID. See Collect App ID and App token.
2. app_token: Enter Podio Workspace App Token. See Collect App ID and App token.
3. grant_type: app

• Request rate limiting: 15 request per minute

• Request timeout: 120

Create service account

The integration requires regular access to your Covid Self Certify instance, sowe recommend creating
a dedicated user account. This account must be an administrator or member of the Covid Self Certify
Podio Workspace app.

To add multiple admin/members to the Covid Self Certify Podio Workspace, see Inviting and adding
members to a Podio workspace.
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Get and configure the Covid Self Certify app in Citrix Podio

TheCOVID Self‑Certification apppack is required for this integration. The apppack includes the Covid
Self Certification app and the Country Data app. Install this app pack from the Podio App Market:
COVID Self‑Certification app pack.

To configure the app, follow these steps:

1. Log in to your Citrix Podio instance: https://podio.com/.
2. Create a Workspace with an appropriate name.
3. Add the Country Data app into your workspace and insert the following four fields into the

Country Data app:
a) Region: Add a Text component named Regionwhich stores the region name.
b) Countries: Add a Text component named Countrieswhich stores the countries or cities

that you want to display to end users, regarding region.
c) Guidelines: Add a Text component named Guidelines which stores the guidelines or

conditions that end users need to follow.
d) Image: Add a Link component named Image which stores any image that suits your re‑

gion.
4. Add the Covid Self Certify app into your workspace and insert the following six fields into the

Covid Self Certify app:
a) Name: Add a Text component named Namewhich stores the name of the employee/user.
b) Email: Add a Email component named Email which stores the email of the employ‑

ee/user.
c) Condition: Add a Category component named Condition and insert two category op‑

tions: Agree and Disagree.
d) CreatedOn: AddaDate componentnamedCreatedOnwhich stores theagreed/disagreed

date and time value.
e) Region: Add a Text component named Regionwhich stores the region value selected by

the user/employee.
f) Country: Add a Text component named Countrywhich stores the country value selected

by the user/employee.

Configure the OAuth client app

1. Log in to the Podio Developer site as Podio Workspace Application Admin: https://developers.
podio.com.

2. Select Generate Your API Key.
3. Select Get an API key now and enter the Application name field and the Domain field as per

the instructions given below.
a) Application name: Enter your app name.
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b) Domain: Enter your Microapps instance URL for Full domain (without protocol) of your
returnURL. This sectionof theURL{ yourmicroappserverurl } is composedof a ten‑
ant part, a region part, and an environment part: https://{ tenantID } .{ region
(us/eu/ap-s)} .iws.cloud.com.

4. Select Generate API key.
5. Under Your API keys, copy and save theClient ID andClient Secret values for future reference.

For more information, see https://docs.citrix.com/en‑us/citrix‑microapps/set‑up‑template‑
integrations/integrate‑podio.html#collect‑client‑id‑and‑client‑secret.

Collect App ID and App token

Collect the App ID and App Token from Podio to authenticate as an app instead of a user. With App
ID access, users can access only data of apps within the related Podio Workspace. You collect this ID
from the Podio app for the Podio workspace. If you have multiple apps in a workspace, you can use
any of the App IDs affiliated with the workspace.

Follow these steps:

1. Log in to Podio, and navigate to your Podio app.
2. Select the Tools icon next to the app name.
3. Under App, select Developer.
4. Copyand save theApp IDandToken fields. Youenter these values asAccess tokenparameters

when you set up the integration.

For more information, see https://docs.citrix.com/en‑us/citrix‑microapps/set‑up‑template‑
integrations/integrate‑podio.html#collect‑app‑id‑and‑app‑token.

Collect View ID

1. Log in to Podio, and navigate to your Podio app.
2. Mouse over the field specified above to see the view ID at the bottom‑left of your browser. For

covid‑19 self‑certify, place your cursor over Agreed/Disagreed and look for your View ID in the
URL link.

For more information, see https://docs.citrix.com/en‑us/citrix‑microapps/set‑up‑template‑
integrations/integrate‑podio.html#collect‑view‑id.

Collect Country Data App ID

1. Log in to Podio, and navigate to your Podio app.
2. Select the Tools icon next to the app name.
3. Under Country Data App, select Developer.
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4. Copyand save theApp IDandToken fields. Youenter these values asAccess tokenparameters
when you set up the integration.

Add the integration to Citrix Workspace Microapps

Add the Covid Self Certify integration to Citrix Workspace Microapps to connect to your application.
This delivers out‑of‑the‑boxmicroappswith pre‑configured notifications and actions which are ready
to use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Covid Self Certify tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL: https://api.podio.com
• Enter your Podio App Id.
• Enter your Podio Workspace App View Id.

5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Authorization Code from the Grant type flowmenu.
b) Enter authorization_code in the Grant type values field.
c) Enter https://{ yourmicroappserverurl } .us.iws.cloud.com/admin/api/

gwsc/auth/serverContext in the Callback URL field.
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d) Select Request body from the Token authorizationmenu.
e) SelectURL encoded form from the Token content typemenu.
f) Enter https://podio.com/oauth/authorize in the Authorization URL field.
g) Confirm the Token URL field. This value is prefilled: https://podio.com/oauth/

token.
h) Enter yourClient ID: The client ID is the string representing client registration information

unique to the authorization server. You collect this and the Client secret when you gener‑
ated an API key. See Configure the OAuth client app.

i) Enter your Client secret: The client secret is a unique string issued when setting up the
target application integration. You collect this and the Client ID when you generated an
API key. See Configure the OAuth client app.

6. Refresh token URL: NA

7. Scope: NA

8. Relay state: NONE

9. Add the followingAccess token parameters. Formore information, see Collect App ID and App
token.

a) app_id: Enter Podio Workspace App ID
b) app_token: Enter Podio Workspace App Token
c) grant_type: app
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1. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Google login screen.
a) Enter your Service Account username and your Service Account password and select

Log in.
b) Select Accept.

2. Enter 15 requests per minute in the Request rate limiting field.
3. Enter 120 in the Request timeout field.
4. Select Save to proceed.

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

Note:

Werecommend triggering incremental synchronizationonceeveryhour and full synchronization
two or three times a day.

Formoredetails of API endpoints and table entities, seeCovid‑19Self Certify connector specifications.

Use Covid Self Certify microapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Self Certify: Submit your daily covid‑19 self‑certification status response from Citrix Workspace.

Notification or Page Use‑case workflows

Covid Self Certify ‑ Agree: Item Change
notification

Get notified for all your agreed covid‑19
self‑certification response submission.

Covid Self Certify ‑ Disagree: Item Change
notification

Get notified for all your disagreed covid‑19
self‑certification response submission.

New Self Certify ‑ Agree: Item New notification Get notified for all your agreed covid‑19
self‑certification response submission (New
user).

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 83

https://docs.citrix.com/en-us/citrix-microapps/synchronize-data.html
https://docs.citrix.com/en-us/citrix-microapps/synchronize-data.html
https://docs.citrix.com/en-us/citrix-microapps/downloads/covid-19-self-certify-connector-specifications.html


Microapps

Notification or Page Use‑case workflows

New Self Certify ‑ Disagree: Item New
notification

Get notified for all your disagreed covid‑19
self‑certification response submission (New
user).

Select Region: Item page Choose their working location.

Self Certification Guidelines page Submit the response for daily self‑certification.

Self Certification Agreed: Item page View agreed response details for daily
self‑certification.

Self Certification Confirmed page View agreed response details for daily
self‑certification from their notification feed.

Self Certification Denied page View disagreed response details for daily
self‑certification.

Self Certification Disagree page View disagreed response details for daily
self‑certification from their notification feed.

Integrate Employee Survey App

November 8, 2021

Deploy the Employee Survey App to send a new survey form andmanage existing survey forms from
Citrix Workspace. The following workflows are addressed with the microapps:

• The Manage Surveymicroapp is for Citrix Podio admins to maintain the existing survey apps
in Citrix Workspace.

• The Survey Formmicroapp sends notifications for all surveys scheduled in Citrix Podio to all
the subscribers and receives user feedback in Citrix Workspace.

Regardless of when you roll out your technology solution, it’s important for you to understand your
end users’ experience so that you know if your solution is meeting their needs while driving produc‑
tivity through an optimal digital workspace experience. The employee survey integration allows you
to easily receive feedback from your end users at any time you choose. Not only does the survey give
you the ability to hear from users and provide required support, the input also assists you in staying
informed andmanaging their experience accordingly. The template includes pre‑built, customizable
surveys based on Employee and EndUser Experience best practices. You can easily addmore surveys
to gather feedback on any aspect of Employee Experience. To learnmore about End User Experience,
check out the End User Experience Kit on the Citrix Success Center.
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We want your feedback! Please provide feedback for this integration template as you use it. For any
issues, our teamwill also monitor our dedicated forum on a daily basis.

For comprehensive details about the microapps, see Use Employee Survey Appmicroapps.

Review prerequisites

After you set up this integration with the Survey App, you need these artifacts to add the integration
in Citrix Workspace Microapps:

• Base URL: https://api.podio.com
• Survey Admin App Id: Enter the “My Surveys” app id. See Collect App ID and App token.
• Callback URL: https://{ yourmicroappserverurl } .us.iws.cloud.com/admin/
api/gwsc/auth/serverContext

• Authorization URL: https://podio.com/oauth/authorize
• Token URL: https://podio.com/oauth/token
• Client ID: The Client ID is the string representing client registration information unique to the
authorization server.

• Client secret: The Client secret is a unique string issued when setting up the target application
integration.

• Access token parameters: Enter the name and value parameters following the instructions
given below:

– app_id: Enter your Podio Workspace App ID. See Collect App ID and App token.
– app_token: Enter Podio Workspace App Token. See Collect App ID and App token.
– grant_type: app

Note

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

Create service account

The integration requires regular access to your Survey App instance. We recommend creating a ded‑
icated user account. This account must have full administrator permissions. For more information,
see Podio API documentation.

Enable APIs

The number of API requests that can be made to specific resources is limited. We recommend the
following: API limitation documentation.
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Configure the OAuth Client

Collect theClient ID andClient Secret inPodio to enter in to theMicroapps integrationconfiguration
screen for authentication.

1. Log in to the Podio Developer site as Podio Workspace Application Admin: Podio

2. Select Generate Your API Key.

3. Select Get an API key now.

4. Enter a name for Application name.

5. Enter your Microapps instance URL for Full domain (without protocol) of your return URL.
This section of the URL { yourmicroappserverurl } is composed of a tenant part, a re‑
gion part, and an environment part: https://{ tenantID } .{ region(us/eu/ap-s)}
.iws.cloud.com.

6. Select Generate API Key.

7. Under Your API keys, copy and save the Client ID and Client Secret values for the application
you just added. You enter these values when you set up the integration.

For more information, see Collect Client ID and Client secret.

Collect App ID and App token

Collect the App ID and App Token from Podio to authenticate as an app instead of a user. With App
ID access, users can access only data of apps within the related Podio Workspace. You collect this ID
from the Podio app for the Podio workspace. If you have multiple apps in a workspace, you can use
any of the App IDs affiliated with the workspace.

1. Log in to Podio, and navigate to your Podio app.

2. Select the Tools icon next to the app name. We’ve shown the steps for the Broadcast app as an
example in the screenshots.
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3. Under APP, select Developer.

4. Copy and save the App ID and Token fields. You enter these values as Access token parameter
when you set up the integration.
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You can also view the fields and sample JSON values under App fields on this page. For more infor‑
mation about working with app entries in Podio, see Working with items.

How to send New Survey App notifications

Use the Employee Survey app to schedule multiple webform/survey feedback forms.

Note

We recommended adding any self‑identification fields within the survey form, such as Email or
Name, as required fields for the purpose of identification.

Follow these steps to schedule a survey in Citrix Workspace.

1. Log in to yourCitrix Podio instance, andgo to thePodioAppMarket andget theCitrixWorkspace
Employee Surveys App Pack: Podio App Market ‑ Citrix Workspace Employee Surveys

2. Select theMy Survey App from under Apps in this pack.
3. SelectAddSurvey and enter aSurveyName that youwant to send and get feedback on. Select

a Launch Date on which survey notification to trigger.
4. Select Enable_Survey as Status to generate notification and Disable_Survey to disable the

same instantly from Citrix Workspace.
5. Enter the notification body content in Survey Description. This content is shown in the feed

card for subscribers.
6. Enter the survey form Response App Id. This value is the ID that the admin wants to send to

users for notification.
7. Select theExpireAfterdate todisablenotifications to subscribersautomaticallyon the selected

date.
8. Go to Podio created webform apps that the admin wants to schedule and get feedback from

users, and select Settings and choose theWebforms option.
9. Under the Allowed Domain section, add the WSI workspace domain in the survey apps web‑

form configuration. For example, { yourmicroappserverurl } .cloud.com.
10. Select Save and then Share.

Add the integration to Citrix Workspace Microapps

Add the Podio integration to Citrix Workspace Microapps to connect to your application. The authen‑
tication options are preselected. Ensure that these options are selected as you complete the process.
This delivers out‑of‑the‑boxmicroappswith pre‑configured notifications and actions which are ready
to use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.
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2. Choose the Podio tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL: https://api.podio.com
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Enter the Survey Admin App Id. See Collect App ID and App token.

6. Enter the Service Authentication and Connector parameters that you collected in the previ‑
ous procedures.

7. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Authorization Code from the Grant type flowmenu.
b) Enter authorization_code in the Grant type value field.
c) The Callback URL is prefilled: https://{ yourmicroappserverurl } .us.iws.

cloud.com/admin/api/gwsc/auth/serverContext.
d) Select Request body from the Token authorizationmenu.
e) SelectURL encoded form from the Token content typemenu.
f) The Authorization URL is prefilled: https://podio.com/oauth/authorize.
g) The Token URL is prefilled: https://podio.com/oauth/token.
h) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collected this ID and the Client Secret in the pro‑
cedure Configure the OAuth Client.

i) Enter your Client secret. The client secret is a unique string issued with the Client ID in
the procedure Configure the OAuth Client.

8. Enter Access token parameters values. For more information, see Collect App ID and App to‑
ken:

• Enter the App ID that you collected next to app_id.
• Enter the App token that you collected next to app_token.
• Enter app for grant_type.

9. The Request rate limiting toggle is enabled and set to 1000 request per minute.

10. Enter 120 in the Request timeout field.

11. Select Save to proceed.
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You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

For more details of API endpoints and table entities, see Employee Survey App connector specifica‑
tions.

Use Employee Survey Appmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Survey Form: Provides notifications for new surveys and allows users to view and submit the survey
forms.

Notification or Page Use‑case workflows

New Survey notification Allows users to view all new forms initiated
through the Survey Admin app into Citrix
Workspace.

Survey Form page Allows the users to complete and submit a
survey from Citrix Workspace.

Manage Survey: Allows survey app admin to manage the scheduled survey forms from Citrix
Workspace. This microapp is only for Employee Survey App adminmembers.

Note

We recommended maintaining a limited number of survey records in theMy Surveys Podio ad‑
min app.

Notification or Page Use‑case workflows

My Survey page Lists all the scheduled surveys forms created
by an admin.

Manage Survey page Allows admins to manage the scheduled
survey forms such as change in status, launch
date, expire after date, and so forth.
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Integrate Adobe Sign

October 18, 2021

Deploy theAdobeSign integration toquickly and securelymakeevery agreementandapproval digital.

With Citrix Adobe Sign Integration users can perform the following actions:

• Send a template and upload agreements to recipients for signature.
• List of AdobeSign agreementswaiting for a user’s signature. Users can sign the agreement from
Citrix Workspace.

• List sent Adobe Sign agreements for signature. Users can also cancel a sent agreement.
• List completed Adobe Sign agreements with details. Users can also share received agreements.
• List canceled Adobe Sign agreements with details.
• Manage and edit template agreements.

We want your feedback! Please provide feedback for this integration template as you use it. For any
issues, our teamwill also monitor our dedicated forum on a daily basis.

For comprehensive details about the microapps, see Use Adobe Sign microapps.

Review prerequisites

After you set up this integration with Adobe Sign, you will need these artifacts to add the integration
in Citrix Workspace Microapps:

• Base URL: https://api.in1.adobesign.com/
• Adobe Sign Group ID: This Group id represents your user group id for your admin account.
• Agreements per user: This is the number of agreements to store per user in the cache. The
maximum value is 100. We recommend 15–30 agreements per user.

• Authorization URL: https://{ HostName } .com/public/oauth
• Token URL: https://{ HostName } .com/oauth/token
• Refresh token URL: https://{ HostName } .com/oauth/refresh
• Scope: user_read:self user_write:self user_login:self agreement_read:self agreement_write:self
agreement_send:self application_write:self library_write:self

• Client ID: The client ID is the string representing client registration information unique to the
authorization server.

• Client secret: The client secret is a unique string issued when setting up the target application
integration.

• Relay state: NONE
• Request rate limiting: 500 request per second
• Request timeout: 120
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Note

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth2.0ensures that your integrationmeets themaximum‑security compliancewith
your configuredmicroapp.

Create service account

The integration requires regular access to your Adobe Sign instance. We recommend creating a dedi‑
cated user account. This account must be an Adobe Sign administrator account with Full administra‑
tor privileges.

To set up a new account, see Create a free Adobe Sign account.

Enable APIs

There is no API limitation mentioned in Adobe Sign. Adobe Sign transaction limits are mentioned
in the following link: https://helpx.adobe.com/in/sign/using/transaction‑limits.html. Plans can be
chosen according to your requirements.

Configure the OAuth client app

Configure the OAuth client to write data back through the integration. For more information about
working with Adobe Sign, see Get started guide (Adobe Sign).

1. Log in to the Adobe Sign Admin account: https://secure.echosign.com/public/login

2. Select Account and select API Applications under the section Adobe Sign APIs.

3. Select Create and create two new Apps.

4. For the first app, paste the redirect URLs in the Redirect Uri field.

• https://{ yourmicroappserverurl } .us.iws.cloud.com/app/api/auth/
serviceAction/callback

• https://{ yourmicroappserverurl } .us.iws.cloud.com/admin/api/gwsc/
auth/serverContext

5. Select and choose the OAuth Configure option and enable all the scopes with modifier as
Group.

6. Repeat the same for the second OAuth app.

7. Collect the Client Id and Client secret details from both OAuth apps and save them for future
use. You use these values for Service Authentication and Service Action Authentication while
configuring the integration.
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Configure group and get Group Id

Groups allow you to have separate subsets of users that have access to different Library Documents
and different settings. For more information, see Create andmanage groups (Adobe Sign.

1. Log in to the Adobe Sign Admin account: https://secure.echosign.com/public/login
2. Select Account, and select Groups section.
3. Select Create New Group to add a new group.
4. Enter an appropriate name for the group.
5. Select and choose the Group Setting option to find the Group Id on the configuration page.
6. Add or import users to the groups.

Add the integration to Citrix Workspace Microapps

Add the Adobe Sign integration to Citrix Workspace Microapps to connect to your application. This
delivers out‑of‑the‑box microapps with pre‑configured notifications and actions, which are ready to
use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Adobe Sign tile.

3. Enter a name for the integration.

4. Enter Connector parameters:

• Enter Instance Base URL: https://api.in1.adobesign.com/
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.
• Enter your Adobe Sign Group ID. For more information, see: Configure group and get
Group Id.

• Enter the Agreements per user. This is the number of agreements to store per user in the
cache. The maximum value is 100. We recommend 15–30 agreements per user.

5. Under Service authentication, selectOAuth 2.0 from theAuthenticationmethodmenuand com‑
plete the authentication details. The authentication options are preselected. Ensure that these
options are selected as you complete the process. Use the OAuth 2.0 security protocol to gener‑
ate request/authorization tokens for delegated access. It is recommended that you always use
OAuth 2.0 as your service authenticationmethod where available. OAuth 2.0 ensures that your
integration meets the maximum‑security compliance with your configuredmicroapp.

a) Select Authorization code from the Grant type menu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type
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enables secure user impersonation. This displays the Callback URL, which you use when
registering your application.

b) Select Request body from the Token authorization menu and Token content Type as
URL Encoded Form.

c) Enter the Refresh token URL: https://{ HostName } /oauth/refresh.
d) Ensure that the following isentered forScope: user_read:self user_write:self user_login:self

agreement_read:self agreement_write:self agreement_send:self application_write:self
library_write:self

e) Enter yourClient ID. The client ID is the string representing client registration information
unique to the authorization server. You collect this and the secret when you configured
the OAuth server. Add the Callback URL you see on the integration configuration page.

f) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

6. Under Service ActionAuthentication, enable theUseSeparateUserAuthentication inActions
toggle. Service action authentication authenticates at the service action level. The authentica‑
tion options are preselected. Ensure that these options are selected as you complete the pro‑
cess.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type
enables secure user impersonation. This displays the Callback URL, which you use when
registering your application.

c) Select Request body from the Token authorizationmenu.
d) The Authorization URL is prefilled.
e) The Token URL is prefilled.
f) Ensure that the following isentered forScope: user_read:self user_write:self user_login:self

agreement_read:self agreement_write:self agreement_send:self application_write:self
library_write:self library_read:self

g) Enter yourClient ID. The client ID is the string representing client registration information
unique to the authorization server. You collect this and the secret when you configured
the OAuth client. Add the Callback URL you see on the integration configuration page.

h) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

7. Select Save to proceed.

8. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Google login screen.
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a) Enter your Service AccountUser name and password and select Log in.
b) Select Accept.

Add redirect action to Open Agreement buttons

Configure this Go to URL action with your host name for the following buttons to enable the Open
Agreement button capability for thesemicroapps. This Go to URL configuration redirects users to the
specific envelopedetail page inDocuSign. Navigate toeachbutton listedbelow toperformthis action:

Microapp Page Button

In progress Agreements In progress Agreements
Details

Open Agreement

Canceled Agreements Canceled Agreements Details Open Agreement

Canceled Agreements Agreement Canceled Open Agreement

Completed Agreements Completed Agreement Details Open Agreement

Completed Agreements Agreement Completed Open Agreement

Follow these steps:

1. Navigate to the first button listed above, select the button, and select the Actions tab on the
right.

2. In the Add action field, select Go To URL.

3. In theURL Template field, replace the { Your Adobe Sign Host } portion of the URL with
your host name. Find your Adobe Sign host name in your Adobe Sign instance URL follow‑
ing this model: https://{ hostname } .in1.adobesign.com/public/login. For ex‑
ample, https://citrixwsi.in1.adobesign.com/public/login.

4. Now repeat this procedure for the other buttons, replacing the { Your Abobe Sign Host }
portion of the URL with your host name.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 95



Microapps

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

For more details of API endpoints and table entities, see Adobe Sign connector specifications.

Use Adobe Signmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Send Agreements: Send the template and upload an agreement to recipients for signature.

Notification or Page Use‑case workflows

My Template page Provide a list of template agreements available
for the user with options to Create and send to
users for agreement using the upload option.

Send Agreement page Allows user to send an agreement to recipients
using the upload option.

Send Template page Allows user to send template agreements to
recipients.

My Received Agreements: Provides a list of Adobe Sign agreements waiting for a user’s signature. A
user can sign the agreement form
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Notification or Page Use‑case workflows

New Agreement Received notification Recipients are notified for all new agreements
created.

New Agreement Changed notification Recipients are notified for all new agreements
created with anOrder By option.

Agreement Reminders notification Recipients are notified of unsigned agreements
that are pending for a week.

My Received Agreement page Provides a personalized list of all received
agreements.

My Received Agreement Details page Details of a received agreement are shownwith
options to Sign Agreement and Send To
Other Recipient.

Agreement Received page The details of a received agreement are shown
with options to Sign Agreement and Send To
Other Recipient.

Share Agreement page Allows recipients to share received agreements
with other users.

Sign Agreement page Allows recipients to sign and complete
agreements.

In progress Agreements: List of in‑progress Adobe Sign agreements for signature. User can also
cancel the sent Agreement.

Notification or Page Use‑case workflows

My Sent Agreement page Provides a personalized list of sent
agreements.

In progress Agreement Details page Allows users to view detailed information of
selected sent agreement with options to
Cancel Agreement andOpen Agreement.

Completed Agreements: List of completed Adobe Sign agreements and details. User can also Share
the received Agreements.
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Notification or Page Use‑case workflows

Signed Agreement notification Sender of the agreement is notified about
signed agreements.

Completed Agreements page Provides a personalized list of completed
agreement.

Completed Agreement Details page Allows users to view detailed information of a
selected completed agreement with options to
Send To Other Recipient andOpen
Agreement from the action page.

Agreement Completed page Allows users to view detailed information of a
selected completed agreement with options to
Send To Other Recipient andOpen
Agreement. from the notification feed.

Share Agreement page Allows recipients to share the received
agreements to other users.

Canceled Agreements: List of Canceled Adobe Sign agreements and details.

Notification or Page Use‑case workflows

Canceled Agreement notification Recipients of the agreement are notified for
Canceled agreements.

Canceled Agreement page Provides a personalized list of canceled
agreements.

Canceled Agreement Details page Allows users to view detailed information of a
selected canceled agreement with the option
toOpen Agreement.

Agreement Canceled page Allows users to view detailed information of a
selected canceled agreement with the option
toOpen Agreement.

Manage Agreements: Manage and edit template agreements.

Notification or Page Use‑case workflows

My Templates page Provides a personalized list of templates.
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Notification or Page Use‑case workflows

Manage Template page Allows users to edit selected templates in Citrix
Workspace.

Integrate SAP Ariba

June 25, 2021

Integrate with SAP Ariba to review and approve requisition requests without requiring any additional
logins.

Note:

We provide two SAP Ariba integration templates for your use. We recommend using the newer
HTTP integration for most use‑cases. The HTTP integration provides more power to configure
the cached data structure.

For a comprehensive list of out‑of‑the‑box SAP Ariba microapps, see Use Ariba microapps.

Review prerequisites

You need these values to add the HTTP integration in Citrix Workspace Microapps:

• Base URL: https://openapi.ariba.com/api/approval/v1/prod
• Token URL: https://api.ariba.com/v2/oauth/token
• Client ID: The client ID is the string representing client registration information unique to the
authorization server, called OAuth Client ID in SAP. See Collect the OAuth Client ID and Applica‑
tion Key.

• Client Secret: The client secret is a unique string issued when setting up the target application
integration, issued by SAP.

• Ariba APIkey: Referred to as the Application key, which replaces a variable in the scripting
process. See Collect the OAuth Client ID and Application Key.

• Ariba Realm: Replaces a variable in the scripting process. To find this, contact your SAP admin
to confirm your Realm ID.

• Ariba lastChangeId: Specifies the last change received in the previous response. The response
includes all changes since this one. For example, use 1 if you want to load all changes from the
beginning.
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Note:

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

• Your organization must be in the United States of America or Europe.

• Youmust have a current license for an SAP Ariba Solution or an Ariba Network Solution compo‑
nent.

• You must have an SAP Ariba Open APIs Administrator Account. Your organization’s SAP Ariba
Administrator can request access to the SAP Ariba Open APIs Developer Portal from one of the
following links:

– United States of America: https://developer.ariba.com/api/
– Europe: https://eu.developer.ariba.com/api/

• Configure Citrix Gateway to support single sign‑on for SAP Ariba so that once users log in they
are automatically logged in again without having to enter their credentials a second time. Fol‑
low the instructions in Ariba single sign‑on Configuration. For more information about config‑
uring SSO, see Citrix Gateway Service.

Set up the SAP Ariba integration

1. Log in to https://developer.ariba.com/api/ with an administrator account.

2. On the welcome page, select Create application.

3. To create a new application, enter an Application Name and Description, and select Submit.

Your application is sent to the SAP Ariba Open APIs Team for approval.

Collect the OAuth Client ID and Application Key

After your application is approved (described in section above), you receive an email with the OAuth
secret token. The SAP Ariba Open APIs Team sets up and enables the back end with your Ariba Realm
ID.

Note:

You cannot proceed until you receive the approval email.

1. Log in and go to theManage Applications page.
2. Select the application your created.
3. Copy theOAuth Client ID and Application key.
4. Save them in a secure place for later use when you add the integration to Citrix Workspace Mi‑

croapps.
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Add the integration to Citrix Microapps

Follow these steps to set up the SAP Ariba HTTP integration. The authentication options are prese‑
lected. Ensure that these options are selected as you complete the process. We recommend using
this newer HTTP integration for most use‑cases. The HTTP integration provides more power to con‑
figure the cached data structure.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the SAP Ariba tile under Integrations.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL: https://openapi.ariba.com/api/approval/v1/
prod

• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Enter the Ariba APIkey. This application key replaces a variable in the scripting process. See
Collect the OAuth Client ID and Application Key.

6. Enter the Ariba Realm. The Ariba realm Id replaces a variable in the scripting process. To find
this, contact your SAP admin to confirm your Realm ID.

7. Enter the Ariba lastChangeId. Specifies the last change received in the previous response. The
response includes all changes since this one. For example, use 1 if you want to load all changes
from the beginning.

8. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Client Credentials from the Grant type flowmenu.
b) Enter client_credentials for Grant type value.
c) Select Authorization header from the Token authorizationmenu.
d) SelectURL encoded form from the Token content typemenu.
e) Enter the Token URL: https://api.ariba.com/v2/oauth/token
f) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secret when you configure the
OAuth server. See Collect the OAuth Client ID and Application Key.
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g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration. See Collect the OAuth Client ID and Application Key.

9. Enable theRequest rate limiting toggle. Enter 3 forNumberof requestsand 1 second forTime
interval.

10. In the Request Timeout field, enter 120.

11. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

12. Select Save to proceed.

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

For more details of API endpoints and table entities, see Ariba connector specifications.

Use Aribamicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Our SAP Ariba integration comes with the following preconfigured out‑of‑the‑box microapps:

Requisition Approval: View requisitions with details that are pending approval, and an action to
approve.

Notification or Page Use‑case workflows

Pending Approval notification When a new purchase requisition is awaiting
approval, the approver receives a notification.

Pending Next Approval notification When a new purchase requisition is awaiting
next level approval, the next approver receives
a notification.

Requisition Created notification When a new requisition is created, the
requisition submitter receives a notification
with details.

Requisition Changed notification When the status of a new purchase requisition
is changed, the requisition submitter receives a
notification.

Approval Request page Provides a searchable list of requests awaiting
approval and a link to more details.

Requisition Detail Approver page Provides a detailed view of a requisition with
actions to Approve and Deny the request.
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Notification or Page Use‑case workflows

Requisition Detail Requestor page Provides a detailed view of a requisition to the
requester.

Add the Legacy SAP Ariba integration

Add the SAP Ariba integration to Citrix Workspace Microapps to connect to your application. This de‑
livers out‑of‑the‑box microapps with pre‑configured notifications and actions which are ready to use
within your Workspace. After you set up this integration in SAP Ariba, you will need these artifacts to
add the integration in Citrix Workspace Microapps:

• API URL
• OAuth Token URL
• OAuth Client ID
• OAuth Client Secret
• Application Key
• Realm ID

Follow these steps:

1. From the Microapps overview page, select Get Started.

The Manage Integrations page opens.

2. Select Add New Integration, and Add a new integration from Citrix‑provided templates.

3. Choose the Ariba tile.

4. Enter a name for the integration.
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5. Enter the Connector parameters that you collected in the previous procedures.

• Enter your API URL and OAuth Token URL credentials for your target systems service au‑
thentication.

• Enter yourOAuth Client ID and Client Secret.
• Enter your Application Key and Realm ID.
• Toggle Sandbox if you require your data to load into a sandbox environment.
• Enter a value for Request rate limit, max requests/s to Ariba services. This field is
mandatory and determines the number of calls per second. Speak with your Ariba
representative about the limits for your instance to configure the value properly. We
recommend 10 calls/second or less as an initial safe rate if the rate limit is not known.
Zero can be used to fully disable all limitations. However, too high of a request rate can
result in access denial.

• Select a value for Change id, where full synchronization begins. When full synchroniza‑
tion starts limiting the amount of data loading, older changes are skipped during full syn‑
chronization. Leave this value empty to load everything.

• Optional) Enable Ignore 400 Bad Request response during synchronization toggle to
recover from400 Bad Request response errors. If any Ariba records are deleted during syn‑
chronization, the Ariba API returns an error as the data requested does not exist anymore.
A warning is generated in the log.

6. Select Add.

The Microapp Integrations page opens with your added integration and its microapps. From here

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 104



Microapps

you can add another integration, continue setting up your out‑of‑the‑box microapps, or create a mi‑
croapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see Ariba connector specifications.

Legacy SAP Aribamicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Our Legacy SAP Ariba integration comes with the following preconfigured out‑of‑the‑box microapps:

Requisition Approval: View requisitions with details that are pending approval, and an action to
approve.

Notification or Page Use‑case workflows

Pending Approval (change) notification When details of a purchase requisition
awaiting approval are changed, the approver
receives a notification.

Pending Approval (new) notification When a new purchase requisition is awaiting
approval, the approver receives a notification.

Requisition Change notification When the status of a new purchase requisition
is changed, the user receives a notification.

Requisition Created notification When a new purchase requisition is created
(meaning submitted or being composed), the
user receives a notification.

Approval Requests page Provides a personalized list of approval
requests and a link to more details.

Requisition Detail page Provides a detailed view of a requisition and an
actionable approval button.
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Integrate Blackboard Learn

May 17, 2021

Deploy the Blackboard Learn integration to register for a new course and view the course and its re‑
lated details as a student, and as an instructor to create a course announcement and view the course
members and grades.

Note:

Wewant your feedback! Please provide feedback for this integration template as you use it. For
any issues, our teamwill also monitor our dedicated forum on a daily basis.

For comprehensive details of out‑of‑the‑box microapps for Blackboard Learn, see Use Blackboard
Learn microapps.

Review prerequisites

You need these artifacts to add the integration in Citrix Workspace Microapps:

• Base URL: https://{ host_name } .com
• Authorization URL: https://{ host_name } .com/learn/api/public/v1/oauth2/
authorizationcode

• Token URL: https://{ host_name } .com/learn/api/public/v1/oauth2/token
• Client ID: The client ID is the string representing client registration information unique to the
authorization server. You collect this as Application Keywhen you configure the OAuth server.

• Secret: The client secret is a unique string issued when setting up the target application inte‑
gration. You collect this as Secretwhen you configure the OAuth client.

Note:

We recommend that you always use OAuth 2.0 as your service authentication method where
available. OAuth2.0ensures that your integrationmeets themaximum‑security compliancewith
your configuredmicroapp.

Configure Citrix Gateway to support single sign‑on so that once users log in they are automatically
logged in again without having to enter their credentials a second time. For more information about
configuring SSO, see Citrix Gateway Service https://docs.citrix.com/en‑us/citrix‑gateway‑service/.

Create user account

The integration requires regular access to your Blackboard instance. We recommend creating a ded‑
icated user account: Blackboard Partner account https://docs.blackboard.com/partners/become‑
a‑partner.
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The following permissions are required: Full administrator privileges.

API access

BlackboardAPIs are enabledbydefault, weneedeither BlackboardDeveloper AMI or BlackboardPart‑
ner Account to access the APIs. The number of API requests that can be made to specific resources
is limited. We recommend reviewing the following information: https://docs.blackboard.com/learn/
rest/admin/groups‑quotas‑rates

Important

The pagination limit is set to 100. Administrators can extend this limit up to 200 based on APIs.

Blackboard Learn developer server supports up to 10000 API calls/Site/24hours.

Blackboard Learn production server supports up to 75000 API calls/Site/24hours.

Due to limit in API call, incremental synchronization is setup to retain onlyCourseMemberships
and Course Announcements. Remaining endpoints will be triggered as part of full synchroniza‑
tion.

Configure OAuth server

Configure the OAuth server to read data through the Blackboard Learn integration.

1. Sign in to https://developer.blackboard.com/.

2. Select My Apps and select the + icon to Create a New App. Alternatively, navigate to: https:
//developer.blackboard.com/portal/applications/create.

3. Complete the required fields and select Register application and generate API key.

4. Copy and save theApplication ID,ApplicationKey andSecret shownon the screen. Use these
details for Service Authenticationwhile configuring the integration.

5. Log in to the Blackboard Learn application as an Administrator.

6. Navigate to System Admin.

7. Select REST API Integrations under the Integrations table.

8. Select Create Integration.

9. Complete the required fields:

a) Paste the Application ID that you selected in step 4 above.
b) Enter your administrator user name in the Learn User field.
c) Select Yes for End User Access and Authorized To Act As User.
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Configure OAuth client

Configure the OAuth client to writing back data through the Blackboard Learn integration.

1. Sign in to https://developer.blackboard.com/.

2. Select My Apps and select the + icon to Create a New App. Alternatively, navigate to: https:
//developer.blackboard.com/portal/applications/create.

3. Complete the required fields and select Register application and generate API key.

4. Copy and save theApplication ID,ApplicationKey andSecret shownon the screen. Use these
details for Service Action Authenticationwhile configuring the integration.

5. Log in to the Blackboard Learn application as an Administrator.

6. Navigate to System Admin.

7. Select REST API Integrations under the Integrations table.

8. Select Create Integration.

9. Complete the required fields:

a) Paste the Application ID that you selected in step 4 above.
b) Enter your administrator user name in the Learn User field.
c) Select Yes for End User Access and Authorized To Act As User.

Add the integration to Citrix Workspace Microapps

Add the Blackboard Learn integration to Citrix Workspace Microapps to connect to your application.
The authentication options are preselected. Ensure that these options are selected as you complete
the process. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions
that are ready to use within your Workspace.

Follow these steps:

1. FromtheMicroapp Integrationspage, selectAddNewIntegrationandAddanewintegration
from Citrix‑provided templates.

2. Choose the Blackboard Learn tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL:
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
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these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Client credentials from the Grant typemenu.
b) Select Authorization Header from the Token authorizationmenu.
c) The Token URL is prefilled: https://{ host_name } .com/learn/api/public/v1

/oauth2/token
d) Ensure the following is entered for Scope: read
e) Enter yourClient ID. The client ID is the string representing client registration information

unique to theauthorization server. You collect this asApplicationKeywhenyouconfigure
the OAuth server.

f) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration. You collect this as Secret when you configure the OAuth
server.

6. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization Header from the Token authorizationmenu.
c) The Authorization URL is prefilled: https://{ host_name } .com/learn/api/

public/v1/oauth2/authorizationcode
d) The Token URL is prefilled: https://{ host_name } .com/learn/api/public/v1

/oauth2/token
e) Ensure the following is entered for Scope: write
f) Enter yourClient ID. The client ID is the string representing client registration information

unique to theauthorization server. You collect this asApplicationKeywhenyouconfigure
the OAuth client.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration. You collect this as Secret when you configure the OAuth
client.

7. The Enable request rate limiting toggle is enabled. Leave 60 for Number of requests and 1
minute for Time interval.

8. Request timeout is set to 120 by default.

9. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.
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10. Select Save to proceed.

Configure Service action parameters

After you configure the template above, you need to configure a service action correctly. For theMy
Gradesmicroapp, update their host_name in the View on Blackboard button ofMy Grades page.

Follow these steps:

1. From theMicroapp Integrations page, navigate to the Blackboard Learn integration and select
theMy Gradesmicroapp.

2. Select Pages, and then theMy Grades page.

3. In the page builder, select the View on Blackboard button element, and then the Actions tab
in the right pane.

4. Under Actions, select Go to URL.

5. In the URL template field, replace host_name with your instance host name. This form is
used: https://{ host_name } /webapps/bb-social-learning-BBLEARN/execute/
mybb?cmd=display&toolId=MyGradesOnMyBb_____MyGradesTool

When finished, leave the screen. Changes are saved automatically for the builder.

Edit table attributes

To finish configuring the integration, you need to change the data type of the endpoints listed below.

Follow these steps:

1. From the Microapp Integrations page, select the menu next to the Blackboard Learn integra‑
tion, and then Edit. The Data Loading screen opens. If not, select Data Loading from the left
side navigation column.

2. For each Endpoint listed in the table below, you need to change the Data type in the menu for
the given Attribute.

Endpoint Attribute Data type change

Course Announcements Body Binary

User Grades Display Score Double

Grade Score Score Possible Double

3. For each endpoint, select the menu next to the endpoint and Edit.
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4. In the Edit Data Endpoint screen, scroll to the bottom of the page. In the table under Data
structure, select the pencil icon to edit the table.

5. In the Edit table attributes screen, change the Data type by selecting the new value from the
menu. For each changemade for each endpoint, select Save and then Apply.

6. Repeat for the other data endpoints.

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

For more details of API endpoints and table entities, see Blackboard Learn connector specifications.

Notes

The pagination limit is set to 100. Administrators can extend this limit up to 200 based on APIs.

Due to limit in API call, incremental synchronization is setup to retain onlyCourseMemberships
and Course Announcements. Remaining endpoints will be triggered as part of full synchroniza‑
tion.

Use Blackboard Learnmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Note

For theMy Grades microapp, an administrator needs to update their “host_name” in the View
on Blackboard button of My Grades page. For complete steps, see Configure Service action
parameters.

Course Registration: Register for a course.

Notification or Page Use‑case workflows

New Course Registration notification When a student enrolls in a course, the
enrolled student receives a notification.

Course Registration Detail page Provides a read only view of enrolled courses
with course and instructor details.

List Courses page Provides a list of available courses.

Course Details page View course details, instructor details, with a
Quick Enroll option.
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Create Course Announcement: Allows instructors to an create announcement for a course.

Notification or Page Use‑case workflows

Create Course Announcement page Provides a form to create an announcement for
a course with the following details: Course
(Courses drop‑downmenu), Title, Message,
and Publish Date.

Instructor View: Allows instructors to view course members and grades.

Notification or Page Use‑case workflows

Course Details page Allows the instructor to view a list of available
courses.

Member Details page Allows the instructor to view a list of members
enrolled in a course.

Grade Details page Allows the instructor to view the grades of
specific course members.

My Courses: View course announcements and attachments of a course

Notification or Page Use‑case workflows

New Course Announcements notification When there’s a new announcement, students
enrolled in the course receive a notification.

Course Announcement Detail page Provides a read only view of new
announcements for a course with details.

My Courses page Provides a list of courses the user is enrolled in.

Course Details page Provides a list of announcements and
attachments of a course.

Announcement Detail page View a course announcement and its details.

Attachment Detail page View and download the attachment.

My Grades: Allows students to view course grades.
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Notification or Page Use‑case workflows

New Grades notification When there’s a new grade posted, students
enrolled in the course receive a notification.

My Grades page Allow students to view the grades by selecting
the course.

Integrate Canvas LMS

July 21, 2021

Deploy the Canvas LMS integration to view courses, create course announcements, manage course
enrollment, and view student’s grades.

• As a student, view courses and their related details.
• As a teacher, create a course announcement, view/add course members, and view student’s
grades.

We want your feedback! Please provide feedback for this integration template as you use it. For any
issues, our teamwill also monitor our dedicated forum on a daily basis.

For comprehensive details of the out‑of‑the‑box microapps for Canvas LMS, see Use Canvas LMS mi‑
croapps.

Review prerequisites

After you set up this integration with Canvas LMS, you will need these artifacts to add the integration
in Citrix Workspace Microapps:

• Base URL: https://{ host_name } .com
• Authorization URL: https://{ host_name } .com/login/oauth2/auth
• Token URL: https://{ host_name } .com/login/oauth2/token
• Client ID: The client ID is the string representing client registration information unique to the
authorization server.

• Client secret: The client secret is a unique string issued when setting up the target application
integration.

Note:

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
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your configuredmicroapp.

Configure Citrix Gateway to support single sign‑on for Canvas LMS so that once users log in they are
automatically logged in again without having to enter their credentials a second time. Formore infor‑
mation about configuring SSO, see Citrix Gateway Service.

Enable APIs

Canvas APIs are enabled by default. You need a Canvas Partner Account to access the APIs. The
number of API requests that can be made to specific resources is limited. We therefore recommend
API limit throttling, as described in this article: https://canvas.instructure.com/doc/api/file.throttling.
html.

Create a New Service Account

The integration requires regular access to your Canvas LMS instance, so we recommend creating a
dedicated user account. This account must have the following permissions: Full administrator privi‑
leges

It is recommended to have a Canvas Partner account: https://www.instructure.com/canvas/become‑
partner.

Configure OAuth server

Configure the OAuth server to read data through the Canvas integration.

1. Sign in to https://{ host_name } .com/accounts as an administrator.
2. Select the account that you want to integrate.
3. Select Developer Keys and the select + Developer Key.
4. Select + API Key and complete the required fields including Key Name, Owner Email, Redirect

URIs.
5. Enter the following authorized redirect URLs for this app in the Redirect URL field: https://{

yourmicroappserverurl } /admin/api/gwsc/auth/serverContext
6. Make the Client Credentials Audience as Canvas and click on Save.
7. Make the State asON.
8. Copy the ClientID and Secret from the details. You use these values for Service Authentication

while configuring the integration.

Configure OAuth client

Configure the OAuth client to write data back through the Canvas integration.

1. Sign in to https://{ host_name } .com/accounts as an administrator.
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2. Select the account that you want to integrate.
3. Select Developer Keys and the select + Developer Key.
4. Select + API Key and complete the required fields including Key Name, Owner Email, Redirect

URIs.
5. Enter the following authorized redirect URLs for this app in the Redirect URL field: https://{

yourmicroappserverurl } /admin/api/gwsc/auth/serviceAction/callback
6. Make the Client Credentials Audience as Canvas and click on Save.
7. Make the State asON.
8. Copy the ClientID and Secret from the details. You use these values for Service Action Authen‑

tication while configuring the integration.

Add the integration to Citrix Workspace Microapps

Add the Canvas LMS integration to Citrix Workspace Microapps to connect to your application. This
delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which are ready to
use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Canvas LMS tile.

3. Enter a name for the integration.

4. Enter Connector parameters:

• Enter the instance Base URL: https://{ host_name } .com
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Authorization code from the Grant typemenu.
b) The Authorization URL is prefilled: https://{ host_name } .com/login/oauth2/

auth.
c) The Token URL is prefilled: https://{ host_name } .com/login/oauth2/token.
d) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this when you configure the OAuth server.
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e) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration. You collect this when you configure the OAuth server.

6. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code from the Grant typemenu.
c) The Authorization URL is prefilled: https://{ host_name } .com/login/oauth2/

auth.
d) The Token URL is prefilled: https://{ host_name } .com/login/oauth2/token.
e) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collected this valuewhen you configure the OAuth
client.

f) Enter yourClient secret. The client secret is a unique string issuedwhen setting up the tar‑
get application integration. You collected this value when you configure the OAuth client.

7. Enable the Request rate limiting toggle. Enter 500 for Number of requests and 1 minute for
Time interval.

8. Leave Request timeout empty.

9. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

10. Select Save to proceed.

Configure Service action parameters

After you configure the template above, you need to configure a service action correctly. For theMy
Gradesmicroapp, update their host_name in the View On Canvas button ofMy Grades page.

Follow these steps:

1. From the Microapp Integrations page, navigate to the Canvas LMS integration and select the
My Gradesmicroapp.

2. Select Pages, and then theMy Grades page.
3. In the page builder, select the View on Canvas button component, and then the Actions tab in

the right pane.
4. Under Actions, select Go to URL.
5. In theURL template field, replace host_namewith your instance host name. This form is used:

https://{ host_name } /courses/\\{ \\{ id\ } \ } /grades
6. When finished, leave the screen. Changes are saved automatically for the builder.
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Edit table attributes

To finish configuring the integration, you need to change the data type of the endpoints as shown in
the following list. For each Endpoint listed in the following table, you must change the Data type in
the menu for the given attribute.

Table Column Data type

Assignments points_possible Binary

Assignments description Binary

Grades current_grade Binary

Follow these steps:

1. From the Microapp Integrations page, select the menu next to the Canvas LMS integration,
and then Edit. The Data Loading screen opens. If not, select Data Loading from the left side
navigation column.

2. For each endpoint, select the menu next to the endpoint and Edit.
3. In the Edit Data Endpoint screen, scroll to the bottom of the page. In the table under Data

structure, select the pencil icon to edit the table.
4. In the Edit table attributes screen, change the Data type by selecting the new value from the

menu. For each changemade for each endpoint, select Save and then Apply.
5. Repeat this procedure for the other data endpoints.

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

Note:

We recommend setting the Full Synchronization interval to every 8 hours and Incremental
Synchronization interval as hourly.

For more details of API endpoints and table entities, see Canvas LMS connector specifications.

Note:

Due to a limit in the number of API calls, incremental synchronization is set up to retain only
Announcements. Remaining endpoints are triggered as part of full synchronization.

Use Canvas LMSmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.
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Create Course Announcement: Teachers create an announcement for a course.

Notification or Page Use‑case workflows

Create Course Announcement page Provides a form to create an announcement for
a course with the following details: Course
(Courses drop‑downmenu), Title, Message,
and Publish Date.

My Courses: View course announcements, assignments, and course files.

Notification or Page Use‑case workflows

Course Invitation notification When a student is invited to a course, they
receive a notification.

New Course Announcements notification When there is a new announcement for a
course, students enrolled to the course receive
a notification.

New Course Announcements (Future)
notification

When there is a new announcement for a
course with a future publish date, students
enrolled to the course receive a notification.

Accept/Reject Invitation page Provides a read‑only view of a course invitation
with options to Accept or Reject.

List Courses page Allows users to view their list of enrolled
courses.

Course Details page Allows users to view a list of announcements
and files of a course.

Announcement Details page Allows users to view the course announcement
and its details.

Assignment Details page Allows users to view an assignment and its
details.

File Details page Allows users to view and download files.

My Grades: Students view their course grades.
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Notification or Page Use‑case workflows

New Grades notification When new grades are posted for a course,
students enrolled in the course receive a
notification.

List Courses page Allows users to view their list of enrolled
courses.

My Grades page Allow users to view the grades of the selected
course.

Teacher’s View: Teachers view and add course members and view students.

Notification or Page Use‑case workflows

List Courses page Allows teachers to view a list of available
courses.

List Members page Allows teachers to view a list of members
enrolled for a course, with an Add button that
navigates to the Add User page.

Member Details page Allows teachers to view the grades and related
details of members of a course.

Add User page Allows teachers to add a student to the
selected course.

Integrate SAP Concur

November 5, 2021

Integrate with SAP Concur to submit requests and receive notifications about approvals, expenses,
itineraries, and reports.

Note

We provide two SAP Concur integration templates for your use. We recommend using the newer
template in the Integrations category for most use‑cases as it provides more power to config‑
ure the cached data structure. Find the Legacy (Deprecated) integration template details at SAP
Concur ‑ Add the legacy integration.

For a comprehensive list of out‑of‑the‑box SAP Concur microapps, see Use SAP Concur microapps.
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Review prerequisites

These prerequisites assume you administer the SAP Concur instance of your organization to set up
the integration. Youmust have these details to add the integration in Citrix Workspace Microapps:

• BaseURL: This is thebaseURLmodel: https://{ data_center } .api.concursolutions
.com. For more information, see SAP Concur ‑ Base URIs.

• Token URL: https://{ data_center } .api.concursolutions.com/oauth2/v0/
token

• Authorization URL: https://{ data_center } .api.concursolutions.com/oauth2
/v0/authorize

• Username: This and Password are the credentials of the service account with access to SAP
Concur.

• Password: This and Username are the credentials of the service account with access to SAP
Concur.

• Client ID: You collect the Client ID by registering the OAuth client in your SAP Concur account.
The Client ID and the Client Secret are the same for both Service authentication and Service
action authentication. See Request Client ID and Client secret.

• Clent secret: You collect the Client secret by registering the OAuth client in your SAP Concur
account. The Client ID and the Client secret are the same for both Service authentication and
Service action authentication. See Request Client ID and Client secret.

• Scope: CCARD creditcardaccount.read receipts.read COMPD USER user_read EMERG JOBLOG
company.read ERECPT ITINER FISVC LIST PASSV mileage.vehicle.writeonly CONFIG FOP
mileage.rate.writeonly receipts.writeonly GHOST user.read CONREQ user.write COMPANY
mileage.journey.read EVS TRVPTS ATTEND INVPO NOTIF TRVREQ SUPSVC company.write
EXPRPT EXTRCT PAYBAT INVPMT mileage.vehicle.read IMAGE TAXINV RCTIMG UNUTX TWS
TMCSP quickexpense.writeonly BANK INVVEN openid receipts.write travelrequest.write MTNG
mileage.rate.readmileage.journey.writeonly INSGHT TRVPRF INVTV MEDIC TSAI

Note:

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

• You must have the Web Services component purchased from SAP Concur. If your company
hasn’t purchased the Web Services component, ask the SAP Concur administrator in your or‑
ganization to contact your Account Manager at SAP Concur.

• Configure Citrix Gateway to support single sign‑on for SAP Concur so that once users log in they
are automatically logged in again without having to enter their credentials a second time. Fol‑
low the instructions in Concur Single Sign‑on Configuration. For more information about con‑
figuring SSO, see Citrix Gateway Service.
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Request Client ID and Client secret

Obtain a new oauth2 client_id and client_secret and define the scope of client’s application following
these instructions.

Important:

Create a support ticket with Concur to configure the integration using OAuth 2.0 and register
correct authentication callback URLs. We recommend using the following text for your support
ticket:

We request OAuth 2.0 credentials to enable an integrationwith CitrixWorkspace. This tool down‑
loads recent expense reports and line item details using a service account to present pending
approvals to managers. It allows employees to submit, approve, and reject expenses. Actions
taken by end users are directed to the 3LO authorization page where they enter their Concur
credentials and approve access by the Workspace app.

Add the followingauthorized redirectURLs toConcur for this integrationwithauthorizationgrant
access granted to allow access to private data and enableOAuth authenticated user actions. The
first callback that is listed does not change. The second callback depends on the target appli‑
cation, and can be found in your URL address bar when creating the integration. The section
{yourmicroappserverurl} is composed of a tenant part, a region part, and an environment part:
https://%7BtenantID%7D.%7Bregion(us/eu/ap‑s)%7D.iws.cloud.com:

• <https://microapps_server_URL/admin/api/external-services/com.sapho.
services.concur.ConcurService/auth/serverContext>

• <https://microapps_server_URL/app/api/auth/serviceAction/callback>

Add the integration to Citrix Workspace Microapps

Add the SAP Concur HTTP integration to Citrix Workspace Microapps to connect to your application.
This delivers out‑of‑the‑boxmicroappswith pre‑configured notifications and actions which are ready
to usewithin yourWorkspace. The authentication options are preselected. Ensure that these options
are selected as you complete the process. We recommendusing this newer HTTP integration formost
use‑cases. The HTTP integration provides more power to configure the cached data structure.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the SAP Concur tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.
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• Enter the instanceBase URL. This is the base URLmodel: https://{ data_center }
.api.concursolutions.com. For more information, see SAP Concur ‑ Base URIs.

• Select an Icon for the integration from the Icon Library, or leave this as the default Sales‑
force icon.

• Enable the On‑premises instance toggle if you are creating an on‑premises connection.
For more information, see On‑premises instance.

5. Under Service authentication, select OAuth 2.0 from the Authentication method menu
and complete the authentication details. Use the OAuth 2.0 security protocol to generate
request/authorization tokens for delegated access. It is recommended that you always use
OAuth 2.0 as your service authenticationmethod where available. OAuth 2.0 ensures that your
integration meets the maximum security compliance with your configuredmicroapp.

a) SelectOAuth 2.0 from the Authenticationmethodmenu.
b) Select Resource Owner Password from the Grant type flowmenu. Provide the correct

credentials to authorize resource server provision of an access token.
c) Enter password in the Grant type valuemenu.
d) Select Request body from the Token authorizationmenu.
e) SelectURL encoded form from the Token content typemenu.
f) The Token URL is prefilled: https://{ data_center } .api.concursolutions.

com/oauth2/v0/token
g) Leave the Refresh token URL and Scope fields empty.
h) Enter yourUsername and Password.
i) Enter your Client ID and Clent secret.
j) LeaveHeader prefix empty.

6. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) SelectAuthorization code from theGrant type flowmenu. This grants a temporary code
that the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type
enables secure user impersonation. This will display the Callback URL, which you use
when registering your application.

c) Enter authorization_code in the Grant type valuemenu.
d) The Callback URL field is prefilled.
e) Select Request body from the Token authorizationmenu.
f) SelectURL encoded form from the Token content typemenu.
g) TheAuthorizationURL isprefilled: https://{ data_center } .api.concursolutions

.com/oauth2/v0/authorize
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h) The Token URL is prefilled: https://{ data_center } .api.concursolutions.
com/oauth2/v0/token

i) Leave the Refresh token URL field empty.
j) The Scope field contains the following scopes: CCARD creditcardaccount.
read receipts.read COMPD USER user_read EMERG JOBLOG company.
read ERECPT ITINER FISVC LIST PASSV mileage.vehicle.writeonly
CONFIG FOP mileage.rate.writeonly receipts.writeonly GHOST user
.read CONREQ user.write COMPANY mileage.journey.read EVS TRVPTS
ATTEND INVPO NOTIF TRVREQ SUPSVC company.write EXPRPT EXTRCT
PAYBAT INVPMT mileage.vehicle.read IMAGE TAXINV RCTIMG UNUTX
TWS TMCSP quickexpense.writeonly BANK INVVEN openid receipts.

write travelrequest.write MTNG mileage.rate.read mileage.journey.
writeonly INSGHT TRVPRF INVTV MEDIC TSAI

k) Enter your Client ID and Clent secret.
l) LeaveHeader prefix empty.

7. By default the Request rate limiting field is set to 50 requests per second.

8. Request timeout is set to 120 by default.

9. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

10. Select Save.

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

Use SAP Concurmicroapps

Our SAP Concur integration comes with the following preconfigured out‑of‑the‑box microapps:

Approvals: Approve pending expense reports or send them back.

Notification or Page Use‑case workflows

Approval Reminder notification When an expense report is pending approval
and passes a defined threshold before
deadline (for example, 3 days by default), the
approver receives a notification reminder.

New Request notification When a new request for approval is assigned to
an approver, the approver receives a
notification.
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Notification or Page Use‑case workflows

New Request notification When there is a change to a request for
approval, the approver receives a notification.

Expense Detail page Provides a read only view of an expense with
details.

Expense Report Detail page Provides a detailed view of a report with a list
of expenses with options to Approve and Send
Back.

My Pending Approvals page Provides a personalized list of pending
approvals.

Expenses: Search and view expenses.

Notification or Page Use‑case workflows

My Expense Detail page Provides a detailed view of an expense with
attachments.

My Expense Report Detail page Provides a detailed view of a report with a list
of expenses with the option to Recall.

My Expenses page Provides a searchable, personalized list of
expenses.

Itineraries: Search, view, and share itineraries.

Notification or Page Use‑case workflows

Changed Itinerary successfully booked
notification

When a user’s itinerary is changed, the user
receives a notification.

Changed Shared Itinerary notification When a changed itinerary is shared with a user,
they receive a notification.

New Itinerary successfully booked notification When a user’s new itinerary is booked and
ticketed, the user receives a notification.

New Shared Itinerary notification When an itinerary is shared with a user, they
receive a notification.

Itinerary Detail page Provides a view of a user’s itinerary and an
actionable share button.
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Notification or Page Use‑case workflows

My Itineraries page Provides a personalized list of itineraries.

Reports: Search and view your submitted expense reports.

Notification or Page Use‑case workflows

Request Approved notification When a user’s expense report is approved, they
receive a notification.

Request Send Back notification When a user’s expense report is sent back, they
receive a notification.

My Expense Detail page Provides a detailed view of an expense with
attachments.

My Expense Report Detail page Provides a detailed view of a report with a list
of expenses with the option to Recall.

My Expense Reports page Provides a list of expense reports.

Add the legacy integration

As a System Admin, you use the following process to enable the Concur Integration. Ensure youmeet
theprerequisites thensetup theConcur integration. Afteryousetup the integration, youmustprovide
employeeswith theemployeename, email address, employee id, or log‑in idof thededicatedaccount
andask themtoadjust their SAPConcurprofile settings. After youcomplete this process, your existing
level of audit logging persists, including any actions carried out by the use of Citrix Microapps.

Review prerequisites

These prerequisites assume you administer the SAP Concur instance of your organization to set up
the integration. Youmust have these details to add the integration in Citrix Workspace Microapps:

• Instance URL
• Username
• Password

For OAuth 2.0:

• OAuth Client ID
• OAuth Client Secret
• Authorization URL
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Note:

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

• Obtain a new oauth2 client_id and client_secret and define the scope of client’s application.

Important:

Create a support ticket with Concur to configure the integration using OAuth 2.0 and register
correct authentication callback URLs. We recommend using the following text for your support
ticket:

We request OAuth 2.0 credentials to enable an integrationwith CitrixWorkspace. This tool down‑
loads recent expense reports and line item details using a service account to present pending
approvals to managers. It allows employees to submit, approve, and reject quick expenses. Ac‑
tions takenbyendusersaredirected to the3LOauthorizationpagewhere theyenter their Concur
credentials and approve access by the Workspace app.

Add the followingauthorized redirectURLs toConcur for this integrationwithauthorizationgrant
access granted to allow access to private data and enableOAuth authenticated user actions. The
first callback that is listed does not change. The second callback depends on the target appli‑
cation, and can be found in your URL address bar when creating the integration. The section
{yourmicroappserverurl} is composed of a tenant part, a region part, and an environment part:
https://%7BtenantID%7D.%7Bregion(us/eu/ap‑s)%7D.iws.cloud.com:

• <https://microapps_server_URL/admin/api/external-services/com.sapho.
services.concur.ConcurService/auth/serverContext>

• <https://microapps_server_URL/app/api/auth/serviceAction/callback>

• You must have the Web Services component purchased from SAP Concur. If your company
hasn’t purchased the Web Services component, ask the SAP Concur administrator in your or‑
ganization to contact your Account Manager at SAP Concur.

• Configure Citrix Gateway to support single sign‑on for SAP Concur so that once users log in they
are automatically logged in again without having to enter their credentials a second time. Fol‑
low the instructions in Concur Single Sign‑on Configuration. For more information about con‑
figuring SSO, see Citrix Gateway Service.

Configure the legacy template

Add the SAP Concur integration to Citrix Workspace Microapps to connect to your application. This
delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which are ready to
use within your Workspace.
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Follow these steps:

1. From the overview page, select Get Started.

The Manage Integrations page opens.

2. Select Add New Integration, and Add a new integration from Citrix‑provided templates.

3. Choose the SAP Concur tile.

4. Enter a name for the integration.
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5. Enter the Connector parameters that you collected as prerequisites.

• Enter your Instance URL.
• Enter theUsername and Password.
• Select an Authentication Method. Use the OAuth 2.0 security protocol to generate re‑
quest/authorization tokens for delegated access.

• Enter an Authorization URL to define the authorization server url provided when setting
up the target application integration.
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• Select anOAuth 2.0 Authentication Method.
– Credentials The client’s credentials are used instead of the resource owner’s. The
access token is associated eitherwith the client itself, or delegated authorization from
a resource owner.

– Authorization grant (3LO) The resource owner allows access.
• Enter theOAuthClient ID andOAuthClient Secret that you collected in the prerequisites
procedure.

6. Select the following radio buttons as required:

• Expensemodule Provides access to employee expense tracking.
• Expense Group Configuration Retrieves the list of Expense Polices, Expense Types, and
Payment Types for the Expense Group that the OAuth access token is assigned to.

• Expense Report Details (allocations and Itemizations) Allows for the retrieval of alloca‑
tion information as it relates to a Report ID, Entry ID, or Itemization ID.

• TravelmoduleProvides access to travel data such as itineraries, travel profiles, and travel
requests.

• ExpensedelegatorsRetrieves a list of users that have granteddelegatepermissions to the
user specified in the OAuth access token.

7. Enter a quantity for Number of Connections. This value determines the number of strings the
data sync initiates.

Note:

Thedefault number of connections is one. Openingmore connections reduces the time for
data synchronization, but increases the load on theMicroapps server and can influence its
performance. If you require, we recommend nomore than 10.

8. Select Add.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see Concur connector specifications.
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Use SAP Concur legacymicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Important!

These SAP Concur microapps are now deprecated: Submit Quick Expense, Create User, and
User. Users need to delete these microapps as they will become misconfigured. To delete the
microapp, from the Microapps Integrations page select the menu next to the microapp that you
want to delete. Select Deletemicroapp and confirm.

Our SAP Concur integration comes with the following preconfigured out‑of‑the‑box microapps:

Approvals: Approve pending expense reports or send them back.

Notification or Page Use‑case workflows

Approval Reminder notification When an expense report is pending approval
and passes a defined threshold before
deadline (for example, 3 days by default), the
approver receives a notification reminder.

New Request notification When a new request for approval is assigned to
an approver, the approver receives a
notification.

New Request (changed) notification When there is a change to a request for
approval, the approver receives a notification.

Expense Detail page Provides a read only view of an expense with
details.
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Notification or Page Use‑case workflows

My Pending Approvals page Provides a personalized list of pending
approvals.

Review Report page Provides an actionable formwith a detailed
view of an expense report pending approval.

Expenses: Search and view expenses.

Notification or Page Use‑case workflows

Expense Detail page Provides a read only view of an expense with
details.

My Expenses page Provides a personalized list of expenses.

Report Detail page Provides a detailed view of an expense report
with a field for commenting.

Itineraries: Search, view, and share itineraries.

Notification or Page Use‑case workflows

New Itinerary successfully booked notification When a user’s new itinerary is booked and
ticketed, the user receives a notification.

New Shared Itinerary notification When an itinerary is shared with a user, they
receive a notification.

Itinerary Detail page Provides a view of a user’s itinerary and an
actionable share button.

My Itineraries page Provides a personalized list of itineraries.

Share Itinerary page Provides a form for sharing a user’s itinerary.

Reports: Search and view your submitted expense reports.

Notification or Page Use‑case workflows

Request Approved notification When a user’s expense report is approved, they
receive a notification.
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Notification or Page Use‑case workflows

Request SendBack notification When a user’s expense report is sent back, they
receive a notification.

Expense Detail page Provides a read only view of an expense with
details.

Expense Report page Provides a detailed view of an expense report
with a field for commenting.

My Pending Expense Reports page Provides a personalized list of expense reports.

Integrate Cherwell

October 26, 2021

Deploy the Cherwell integration template to manage and be notified about changes to incidents and
service requests.

We want your feedback! Please provide feedback for this integration template as you use it. For any
issues, our teamwill also monitor our dedicated forum on a daily basis.

For comprehensive details of the out‑of‑the‑boxmicroapp for Cherwell, see Use Cherwell microapps.

Review prerequisites

After you set up this integration with Cherwell, you will need these artifacts to add the integration in
Citrix Workspace Microapps:

• BaseURL:https:/{ Cherwell_Instance_URL } /CherwellAPI/api/. { Cherwell_Instance_URL
} is obtained from Cherwell when purchased.

• Token URL: https:/{ Cherwell_Instance_URL } /CherwellAPI/token. {
Cherwell_Instance_URL } is obtained from Cherwell when purchased.

• Username: This and Password are the credentials of the service account with access to Cher‑
well.

• Password: This and Username are the credentials of the service account with access to Cher‑
well.

• Client ID: The client ID is the string representing client registration information unique to the
authorization server.

• Client secret: The client secret is a unique string issued when setting up the target application
integration.
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It is recommended that you always use OAuth 2.0 as your service authenticationmethodwhere avail‑
able. OAuth 2.0 ensures that your integration meets the maximum security compliance with your
configuredmicroapp.

The integration requires regular access to your Cherwell instance, so we recommend creating a dedi‑
cated user account. This account must have the following permissions:

• Administrator security group

Create Client Id and Client Secret

Before performing this procedure, navigate to https://{ Cherwell_Instance_URL } /
CherwellAutoDeploy/ and download Cherwell Service Management and install it.

1. Log in with your User ID and Password.

2. On the Cherwell Service Management APP screen, select Security.

3. Go to Edit REST API client settings.

4. Select Create new client.

5. Enter a value for:

• Name
• Description
• Enter 360 for Token lifespan
• Enter 1440 for **Refresh Token lifespan
• Select the API Access enabled checkbox.

6. Select Save current client.

7. Copy and save the Client Key. This is the value for Client Id and Client Secret for Service Au‑
thentication while configuring the integration.

Create Username and Password

Again before performing this procedure, navigate to https://{ Cherwell_Instance_URL } /
CherwellAutoDeploy/ and download Cherwell Service Management and install it.

1. Log in with your User ID and Password.

2. On the Cherwell Service Management APP screen, select Security.

3. Select Edit Users.

4. Select Create new user.

5. Enter a value for:
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• Login ID
• Password
• Confirm password

6. Select Security Group: Admin, and enter Full name and E‑Mail.

7. Select the Password never expires checkbox.

8. Select Save current user.

Note:

Add the integration to Citrix Workspace Microapps

Add the Cherwell integration to Citrix Workspace Microapps to connect to your application. This de‑
livers out‑of‑the‑box microapps with pre‑configured notifications and actions which are ready to use
within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Cherwell tile.
3. Enter a name for the integration.
4. Enter Connector parameters.

• Enter the instance Base URL: https:/{ Cherwell_Instance_URL } /CherwellAPI
/api/. { Cherwell_Instance_URL } is obtained from Cherwell when purchased.

• Select an Icon for the integration from the Icon Library, or leave this as the default icon.
5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and

complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.
a) Select Resource owner password from the Grant typemenu.
b) Enter password for Grant type value.
c) Select Request body as Token authorization.
d) SelectURL encoded form as Token content type.
e) Enter your Token URL: https:/{ Cherwell_Instance_URL } /CherwellAPI/

token. { Cherwell_Instance_URL } is obtained from Cherwell when purchased.
f) Enter your Username. This and Password are the credentials of the service account with

access to Cherwell.
g) Enter your Password. This and Username are the credentials of the service account with

access to Cherwell.
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h) Enter yourClient ID. The client ID is the string representing client registration information
unique to the authorization server.

i) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

j) Select Bearer from theHeader Prefixmenu.
k) Under Access Token Parameters enter auth_mode asName and internal as Value.

6. Leave the Service Action Authentication toggle as disabled.
7. Leave the Enable request rate limiting toggle as disabled.
8. (Optional) Enable the Logging toggle to keep 24 hours of logging for support purposes.
9. Select Save to proceed.

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

For more details of API endpoints and table entities, see Cherwell connector specifications.

Use Cherwell microapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Create Incident: Allows the user to create an incident.

Notification or Page Use‑case workflows

Create Incident page Provides a form to create an incident.

Create Service Request: Create a new service request from the catalog or select predefined service
requests templates.

Notification or Page Use‑case workflows

Create Service Request page Provides a form to select a predefined template
or create a request from the service catalog.

MyOpen Incidents: View andmanage open incidents that the workspace user owns.
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Notification or Page Use‑case workflows

Incident Created notification When a new incident is created, the owner of
the incident receives a notification.

Incident Resolution SLA Thresholds Hit
notification

When an incident’s resolution SLA is missed,
the owner of the incident receives a
notification.

Incident Response SLA Thresholds Hit
notification

When an incident’s response SLA is missed, the
owner of the incident receives a notification.

Incident Status Changed notification When an incident’s status is changed, the
owner of the incident receives a notification.

My Open Incidents page Provides a list of open incidents owned by the
workspace user.

Incident Details page Provides incident details including comments
with the option to add comments and
withdraw the incident.

MyOpen Serice Requests: View andmanage open service requests that the workspace user owns.

Notification or Page Use‑case workflows

Service Request Created notification When a new service request is created, the
owner of the incident receives a notification.

Service Request Resolution SLA Thresholds Hit
notification

When a new service request’s resolution SLA is
missed, the owner of the incident receives a
notification.

Service Request Response SLA Thresholds Hit
notification

When a new service request’s response SLA is
missed, the owner of the incident receives a
notification.

Service Request Status Changed notification When a new service request’s status is
changed, the owner of the incident receives a
notification.

My Open Service Requests Provides a list of open service requests owned
by the workspace user.

Service Request Details Provides service request details including
comments with the option to add comments
and withdraw the service request.
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Integrate DocuSign

September 21, 2021

Deploy the DocuSign integration to send and receive envelopes for digital signatures from any device
using Citrix Workspace. Users can initiate a new template for signature, be notified for any new pend‑
ing documents, and view a list of envelopes previously sent or received in their DocuSign inbox.

Note:

Wewant your feedback! Please provide feedback for this integration template as you use it. For
any issues, our teamwill also monitor our dedicated forum on a daily basis.

For comprehensive details of the out‑of‑the‑box microapps for DocuSign, see Use DocuSign
microapps.

Review prerequisites

These prerequisites assume that the administrator is part of the DocuSign integration set up of the
organization. This DocuSign admin account must have full read privileges for user information.

After you set up this integration with DocuSign, you will need these artifacts to add the integration in
Citrix Workspace Microapps, specifically the following list of parameters for setting up OAuth integra‑
tion:

• Base URL: The Base URL to which the endpoint paths are appended. You can collect the Base
URL from the Service Account underApps andKeys. Base URL format: { baseURL fetched
from sevice account } /restapi/2.1/. For how to find Base URL, see Configure OAuth
server.

• DocuSign Account Id: Your docusign admin account Id. See Configure OAuth server.
• Environmental URL: For example from the base URL https://{ yourEnvironmentalURL
} .docusign.net/restapi/v2.1/.

• Authorization URL: https://account-d.docusign.com/oauth/auth
• Token URL: https://account-d.docusign.com/oauth/token
• Client ID: The client ID is the string representing client registration information unique to the
authorization server. Additionally, all application keys for DocuSignmust pass the DocuSign go
live process. This applies to the Integration Key (ClientId). This can take up to a week. For
more information about the DocuSign go live process, see https://developers.docusign.com/
docs/esign‑rest‑api/go‑live/.

• Client Secret: The client secret is a unique string issued when setting up the target application
integration.
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Note:

We recommend that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

Configure Citrix Gateway to support single sign‑on for DocuSign so that once users log in they are
automatically logged in again without having to enter their credentials a second time. Formore infor‑
mation about configuring SSO, see Citrix Gateway Service.

ThenumberofAPI requests that canbemade tospecific resources is limited,we therefore recommend
the following:

DocuSign API limitation form link: https://developers.docusign.com/docs/esign‑soap‑api/esign101/
security/call‑limits/

Create a new service account

Sign up here: https://admin.docusign.com. You can view User Permission Profiles here:
https://support.docusign.com/en/guides/ndse‑admin‑guide‑permission‑sets. If you want to access
the demo version of eSignature Admin, use this URL instead: https://admindemo.docusign.com.
For more information on new service accounts, see: https://support.docusign.com/en/guides/org‑
admin‑guide‑getting‑started.

Configure OAuth server

Configure the OAuth server to read data through the DocuSign integration.

1. Log in to the eSignature Adminwith your service account: https://admin.docusign.com. For the
demo version of eSignature Admin: https://admindemo.docusign.com. For more information,
see: https://support.docusign.com/en/guides/ndse‑admin‑guide‑access and https://support.
docusign.com/en/guides/ndse‑admin‑guide‑welcome‑to‑administration.

2. Go to Setting in the navigation bar.
3. On the settings page, select Apps and Keys and then ADD APP & INTEGRATION KEY.
4. Enter an APP Name and select ADD.
5. Select +Add Secret Key to generate a Secret Key.
6. Enter the Redirect URI: https://{ yourmicroappserverurl } /admin/api/gwsc/auth

/serverContext
7. Copy and save the IntegrationKey and Secret Key (ClientId and Secret) shown on the screen.

You use these details for Service Authenticationwhile configuring the integration.
8. Copy and save the Account’s Base URI.
9. Copy and save the DocuSign Account Id.
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Additionally, all application keys for DocuSignmust pass the DocuSign go live process. This applies to
the IntegrationKey (ClientId). This can take up to aweek. Formore information about the DocuSign
go live process, see https://developers.docusign.com/docs/esign‑rest‑api/go‑live/.

Configure OAuth client

Configure the OAuth client for writing back data through the DocuSign integration.

1. Log in to the eSignature Adminwith your service account: https://admin.docusign.com. For the
demo version of eSignature Admin: https://admindemo.docusign.com. For more information,
see: https://support.docusign.com/en/guides/ndse‑admin‑guide‑access and https://support.
docusign.com/en/guides/ndse‑admin‑guide‑welcome‑to‑administration.

2. Go to Setting in the navigation bar.
3. On the settings page, select Apps and Keys and then ADD APP & INTEGRATION KEY.
4. Enter an APP Name and select ADD.
5. Select +Add Secret Key to generate a Secret Key.
6. Enter the Redirect URI: https://{ yourmicroappserverurl } /app/api/auth/

serviceAction/callback
7. Copy and save the IntegrationKey and Secret Key (ClientId and Secret) shown on the screen.

You use these details for Service Action Authenticationwhile configuring the integration.

Additionally, all application keys for DocuSignmust pass the DocuSign go live process. This applies to
the IntegrationKey (ClientId). This can take up to aweek. Formore information about the DocuSign
go live process, see https://developers.docusign.com/docs/esign‑rest‑api/go‑live/.

Configure Organization

Link accounts to your organization. The account that you used to create the organization is automat‑
ically linked.

1. From the eSignature Admin home page, select GET STARTED. If you do not see this option in
your DocuSign account, then DocuSign Admin is not enabled on the account. Contact your Do‑
cuSign account manager for assistance.

2. Enter an Organization Name and an optional Description in the fields provided, then select
NEXT.

3. Select CREATE to finish creating your organization. For more information, see https://support.
docusign.com/en/guides/org‑admin‑guide‑create‑org.

4. Go to the Organization Admin dashboard. Select Connected Apps, and select AUTHORIZE
APPLICATION.

5. Select theAppnamethatyouenteredandcreatedwhile configuring theOAuthserverandclient.
Select ADD to provide permissions.
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6. Enter these scopes. For more information, see: https://developers.docusign.com/platform/
auth/reference/scopes.

• For service authentication, select the App Name that you created in Configure OAuth
server, provide the user_read permission, and select ADD.

• For service action authentication, select the App Name that you created in Configure
OAuth client, provide the user_write permission, and select ADD.

Add the integration to Citrix Workspace Microapps

Add the DocuSign integration to Citrix Workspace Microapps to connect to your application. The au‑
thentication options are preselected. Ensure that these options are selected as you complete the
process. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which
are ready to use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the DocuSign tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL:
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Enter your DocuSign Account Id. See Configure OAuth server.

6. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
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server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This displays the Callback URL, which you use when
registering your application.

b) Select Request body from the Token authorizationmenu.
c) The Authorization URL is prefilled.
d) The Token URL is prefilled.
e) Ensure the following is entered for Scope: user_read
f) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth server. You need to add the Callback URL you see on the integration configuration
page.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

7. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This displays the Callback URL, which you use when
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registering your application.
c) Select Request body from the Token authorizationmenu.
d) The Authorization URL is prefilled.
e) The Token URL is prefilled
f) Ensure the following is entered for Scope: user_write
g) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth client. You need to add the Callback URL you see on the integration configuration
page.

h) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

8. The Enable request rate limiting toggle is enabled. Leave 400 for Number of requests and 1
minute for Time interval.
1.. Request timeout is set to 120 by default.

9. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.
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10. Select Save to proceed.

11. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Google login screen.

a) Enter your Service Account user name and password and select Log in.
b) Select Accept.

Add actions to buttons

Configure Go to URL actions for the following buttons to enable Sign Envelope and View Envelope
button capabilities. This Go to URL configuration redirects the user action to the specific envelope
detail page in DocuSign.

1. Navigate to and then select the following buttons in the page builder. Perform this procedure
for each button below:

• My Received Envelopesmicroapp: Pending Envelope Details page: Sign Envelope but‑
ton

• My Sent Envelopesmicroapp: Recipient View of Envelope page: Sign Envelope button
• My Sent Envelopesmicroapp: Sender View of Envelope page: View Envelope button

2. Select the Actions tab on the right.

3. Under Actions, select Go to URL.

4. In the URL template field, replace the { yourEnvironmentName } portion of the URL
with your environmental URL. Find your environmental URL in your base URL: https://{
yourEnvironmentName } .docusign.net/restapi/v2.1/. For example: https://

appdemo.docusign.com/documents/details/\\{ \\{ nested_table_envelopes_recipients_sign
.envelope_id\ } \ }.
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5. Now, repeat this procedure for the other buttons.

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

For more details of API endpoints and table entities, see DocuSign connector specifications.

Use DocuSignmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Note:

To enable Sign Envelope and View Envelope button capabilities, you must replace the button
Action for Pending Envelope Details page, Recipient View of Envelope page and Sender View of
Envelope page with your environmental URL. See Add actions to buttons.

My Received Envelopes: View user’s received envelopes, which are awaiting signature. User can
authenticate himself and view the Envelope in DocuSign.

Notification or Page Use‑case workflows

My Received Envelopes page Provides a table with all envelopes that are
pending the user’s signature, with a search
option to filter envelopes by email subject or
the sender’s name. Users can view envelopes
for sent and delivered status.
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Notification or Page Use‑case workflows

Received Envelope Details page Provides details for an envelope pending
signature, such as email subject, sender name,
and expire after (number of days). Users can
view the envelope in Workspace using the Sign
Envelope button.

Sign Envelope page Provides a form to sign an envelope from Citrix
Workspace.

Send a Template: Send an existing template for signature.

Notification or Page Use‑case workflows

Select Template page Provides a table with all the templates for the
user. The integration doesn’t list Shared
templates in the list of templates for the signed
in user.

Send Template page Provides a form to send the template to
recipients. The sender provides the following
details to send an envelope: Name, Email, and
Role. Envelopes can be sent to at maximum
three (3) recipients at a time. A template must
contain a document to send an envelope using
that template.

My Sent Envelopes: View a list of envelopes sent by the user. Users also can view the details of the
envelope, and also add, edit, and delete recipients.

Note:

Notifications expire two days after their creation.
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Notification or Page Use‑case workflows

Envelope Status Change notification When an envelope’s status is changed to either
Completed or Declined, a notification is
generated and sent to the sender of the
envelope. If an envelope’s status is already
Completed or Declined when the record is
added to the Citrix Microapps Database, then
the notification is not generated for the sender.

New Envelope notification When a new envelope is received, the envelope
status and recipient status must be either Sent
or Delivered, and a notification is generated
and sent to the associated recipient.

Add Recipient page Provides a form to add a recipient to an
envelope. Contains input fields such as Name,
Email, and Role.

Edit Recipient page Provides a form to edit input fields such as
name and email. When a user modifies a name
or email, a Save and Resend button is
displayed and an email is sent to the recipient.

Envelope Details page Provides envelope details such as email
subject, created on, and status. Also shows a
list of recipients associated with the envelope,
and an Add Recipient button. Users can’t edit
or add recipients to voided or declined
envelopes.

My Sent Envelopes page Provides the list of all envelopes sent by the
user having a status (sent, delivered,
completed, declined, voided) with a search bar
to filter envelopes by email subject or
envelope status.

Recipient Details page Provides recipient details such as name, email,
and status with these buttons: edit recipient,
resend envelope, and delete recipient.
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Notification or Page Use‑case workflows

Sign Envelope page Provides details for an envelope pending
signature, such as email subject, sender name,
and expire after (number of days). Users can
view the envelope in DocuSign using the Sign
Envelope button to sign the envelope.

View Envelope page Provides envelope details such as email
subject, created on, and status. Also contains a
list of recipients associated to the envelope,
and a View Envelope button.

Integrate Google Analytics

April 28, 2021

Integrate with Google Analytics to monitor traffic via your configured microapp. Acting as a news
aggregator, Citrix Workspace Microapps allows users to track traffic in a single place, removing the
need to manually check your analytics via website. After you complete this process, your existing
level of audit logging persists, including any actions carried out by the use of Citrix Microapps.

For a comprehensive list of out‑of‑the‑box Google Analytics microapps, see Use Google Analytics mi‑
croapps.

Review prerequisites

These prerequisites assume you administer the Google Analytics instance of your organization to set
up the integration. Youmust have these details to add the integration in Citrix Workspace Microapps:

• Google Analytics account
• Client ID and Secret
• View ID
• OAuth 2.0 authorization credentials

Add callback URLs

Add a custom URL to your instance configuration to grant access to private data and enable OAuth
authenticated user actions. The first callback that is listed does not change. The second callback

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 147

https://docs.citrix.com/en-us/citrix-microapps/set-up-template-integrations/integrate-google-analytics.html#use-google-analytics-microapps
https://docs.citrix.com/en-us/citrix-microapps/set-up-template-integrations/integrate-google-analytics.html#use-google-analytics-microapps


Microapps

depends on the target application, and can be found in your URL address bar when creating the in‑
tegration. The section {yourmicroappserverurl} is composed of a tenant part, a region part, and an
environment part: https://%7BtenantID%7D.%7Bregion(us/eu/ap‑s)%7D.iws.cloud.com.

Log in to Google Analytics as an admin and add the following authorized redirect URLs for this inte‑
gration:

• https://{ yourmicroappserverurl } /admin/api/external-services/com.
sapho.services.googleanalytics.GoogleAnalyticsService/auth/serverContext

• https://{ yourmicroappserverurl } /app/api/auth/serviceAction/callback

Add the integration to Citrix Workspace Microapps

Add the Google Analytics integration to Citrix Workspace Microapps to connect to your application.
This delivers out‑of‑the‑boxmicroappswith pre‑configured notifications and actions which are ready
to use within your Workspace.

Follow these steps:

1. From the overview page, select Get Started.

The Manage Integrations page opens.

2. Select Add New Integration, and Add a new integration from Citrix‑provided templates.

3. Choose the Google Analytics tile.

4. Enter a name for the integration.
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5. Enter the Connector parameters that you collected in the previous procedures:

• Enter the Client ID and Client Secret.
• Enter the View ID.
• Enter theMax Number of Days of Stats (default 30).

6. ToggleUse User OAuth Authorization in Actions if necessary.

7. Select Log in with your Google Analytics account to enable OAuth Authorization. A Google
sign‑in page opens in a new tab. You are prompted to enter an account name, enter a password,
and confirm access.

8. Select Add.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to theMicroapps platform, we recommend you use the Table
page to filter entities for your first data synchronization to speed up synchronization.

For more information, see Verify needed entities and Set data synchronization in the Configure the
integration article.
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For more details of API endpoints and table entities, see Google Analytics connector specifications.

Use Google Analytics microapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Our Google Analytics integration comes with the following preconfigured out‑of‑the‑box microapps:

Session Metrics: View sessions and session metrics.

Notification or Page Use‑case workflows

Daily Sessions Decreased notification When the number of daily sessions decreases
by a defined amount (by default, 10%), users
receive a notification.

Daily Sessions Increased notification When the number of daily sessions increases
by a defined amount (by default, 10%), users
receive a notification.

Weekly Sessions Decreased notification When the number of weekly sessions
decreases by a defined amount (by default,
10%), users receive a notification.

Weekly Sessions Increased notification When the number of weekly sessions increases
by a defined amount (by default, 10%), users
receive a notification.

Sessions page Provides a list of all sessions.

User Metrics: View user metrics.

Notification or Page Use‑case workflows

Daily Users Decreased notification When the number of daily users decreases by a
defined amount (by default, 10%), users
receive a notification.

Daily Users Increased notification When the number of daily users increases by a
defined amount (by default, 10%), users
receive a notification.

Weekly Users Decreased notification When the number of weekly users decreases by
a defined amount (by default, 10%), users
receive a notification.
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Notification or Page Use‑case workflows

Weekly Users Increased notification When the number of weekly users increases by
a defined amount (by default, 10%), users
receive a notification.

Users page Provides a list of all user metrics.

Integrate Google Calendar

April 28, 2021

Deploy the Google Calendar integration to schedule calendar events and list events and office hours
of a user from any device or intranet. This integration delivers these four use cases:

Note:

We provide two Google Calendar integration templates for your use. The java‑based template
provides more use‑cases, including notifications. This is under the Integrations category in the
catalog. The set‑up instructions follow immediately below. We also have a new HTTP‑based
template under the Citrix Labs category in the catalog. This integration is more flexible and
provides more power to configure the cached data structure. For more information, see Citrix
Labs Google Calendar integration.

For comprehensive details of out‑of‑the‑boxmicroapps for Google Calendar, seeUseGoogle Calendar
microapps.

Note:

We want your feedback! Please provide feedback for this preview integration template as you
use it. For any issues, our teamwill also monitor our dedicated forum on a daily basis.

Review prerequisites

These prerequisites assume you administer the Google Calendar instance of your organization to set
up the integration.

• This integration requires a dedicated Google account which is used to synchronize calendar
data with Workspace. This account must have Admin API privilege Users/Read or a standard
Admin role which includes this privilege.

• If your internal server hosting Workspace is behind a firewall, you must allow access to host
name www.google.comwith port 443, so Workspace can connect.
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• Obtain a new oauth2 client_id and client_secret and define the scope of client’s application.
• Configure Citrix Gateway to support single sign‑on for Google Calendar so that once users log in
they are automatically logged in again without having to enter their credentials a second time.
Follow the instructions in Google CalendarSingle Sign‑on Configuration. For more information
about configuring SSO, see Citrix Gateway Service.

Youmust have these details to add the Google Calendar integration in Citrix Workspace Microapps:

• OAUTH Private Key JSON
• Impersonated Admin User account

For User Consent (3LO) Authentication for Google Calendar:

• Client ID
• Client Secret

Note:

We recommend that you always use OAuth 2.0 as your service authentication method where
available. OAuth2.0ensures that your integrationmeets themaximum‑security compliancewith
your configuredmicroapp.

Configure Citrix Gateway to support single sign‑on for Google Meet so that once users log in they
are automatically logged in again without having to enter their credentials a second time. For more
information about configuring SSO, see Citrix Gateway Service https://docs.citrix.com/en‑us/citrix‑
gateway‑service/.

The integration requires regular access to your Google Calendar instance, so we recommend creating
a dedicated user account. This account must have the following permissions:

• Permissions required for Service Account: Full administrator privileges

• Scopes required for Service Account:

https://www.googleapis.com/auth/calendar
https://www.googleapis.com/auth/calendar.events
https://www.googleapis.com/auth/admin.directory.user

ThenumberofAPI requests that canbemade tospecific resources is limited,we therefore recommend
the following:

• Google API limitation form link: https://developers.google.com/calendar/pricing
• Recommended plan: Enterprise Plus

Create a new service account

Sign in here: https://workspace.google.com/intl/en/pricing.html
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How to enable APIs

Google Calendar APIs are enabled for access via web services for paid accounts by default.

Configure OAuth

1. Log in with service account to: https://console.cloud.google.com

2. Select APIs and Services on left‑handmenu.

3. Select the appropriate project from the project list on the navigation menu.

4. Select ENABLE APIS AND SERVICES, and enable all the required APIs fromGoogle Workspace .
Recommended APIs: Google Calendar API and Admin SDK.

5. Go back to the APIs and Services page, and selectOAuth consent screen on the left screen.

6. Select theUserTypeaccording toyour requirement (we recommend: Internal), and thenselect
Create.

7. Complete the required fields including Scopes required for Service Account, and save the de‑
tails. These are the required scopes:

• https://www.googleapis.com/auth/calendar
• https://www.googleapis.com/auth/calendar.events
• https://www.googleapis.com/auth/admin.directory.user

Configure callback URL server

Configure the OAuth server to read data through the Google Calendar integration.

1. Log in with service account to: https://console.cloud.google.com

2. Select APIs and Services on left‑handmenu.

3. Select the appropriate project from the project list on the navigation menu.

4. Select Credentials on the left screen.

5. Select CREATE CREDENTIALS, and selectOAuth client ID from the list.

6. SelectWeb Application from the Application type list, and enter a Name.

7. Select ADD URI under Authorized redirect URIs.

8. Enter the following authorized redirect URLs for this integration in theURIs field:

• https://{ yourmicroappserverurl } /admin/api/gwsc/auth/serverContext

9. Select Create.
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10. Copy and save the ClientId and Secret shown on the screen. You use these details for Service
Authenticationwhile configuring the integration.

Configure callback URL client

Configure the OAuth client for writing back data through the Google Calendar integration.

1. Log in with service account to: https://console.cloud.google.com

2. Select APIs and Services on left‑handmenu.

3. Select the appropriate project from the project list on the navigation menu.

4. Select Credentials on the left screen.

5. Select CREATE CREDENTIALS, and selectOAuth client ID from the list.

6. SelectWeb Application from the Application type list, and enter a Name.

7. Select ADD URI under Authorized redirect URIs.

8. Enter the following authorized redirect URLs for this integration in theURIs field:

• https://{ yourmicroappserverurl } /app/api/auth/serviceAction/
callback

9. Select Create.

10. Copy and save the ClientId and Secret shown on the screen. You use these details for Service
Action Authenticationwhile configuring the integration.

Add the Google Calendar integration

Follow these steps to set up the Google Calendar integration:

1. From the overview page, select Get Started.

The Manage Integrations page opens.

2. Select Add New Integration, and Add a new integration from Citrix‑provided templates.

3. Choose the Google Calendar tile from the Integrations category of the catalog.

4. Enter a name for the integration.
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5. Enter the Service Authentication parameters that you collected in the previous procedures.

• Copy and paste the entireOAUTHPrivate Key JSON. Copy the whole key, including the {}
brackets.
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• Enter the Impersonated Admin User.

6. Select aUser Authenticationmethod.

• Admin
• User
• User Consent (3LO) The resource owner allows access.

7. For User Consent (3LO), enter the Client ID and Client Secret that you collected in the prereq‑
uisites procedure.

8. Enter Connector Parameters.

• Number of Days of Upcoming Events to Load ‑ Defines the length of time to cache up‑
coming calendar events to send notifications.

• Number of Days of Past Events to Load ‑ Defines the length of time to cache past events.
• Select the Load User Calendar Events radio button if necessary.
• Thread Count ‑ Enter a value.

9. Select Add.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see Google Calendar connector specifications.

Use Google Calendar microapps

Our Google Calendar integration comes with the following preconfigured out‑of‑the‑box microapps.

Calendar Events: Create and preview events.

Notification or Page Use‑case workflows

Event Reminder notification When an event is upcoming, all subscribers
receive a reminder notification.

All Events page Provides a personalized list of upcoming
events.

Create Event page Provides a form for adding a new event with
details.

Event Detail page Provides a detailed view of an event including
a list of guests.
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Citrix Labs Google Calendar integration

Deploy the Google Calendar integration to schedule calendar events and list events and office hours
of a user from any device or intranet.

Note:

This integration template is in Preview andmarked as Preview in the list of available templates
that are shown in the product when adding a new integration. While in Preview, there is no com‑
mitment to support, and support is provided by the developer on a best‑effort basis. Preview
integration templates are shared for the purpose of testing and validation. We do not advise de‑
ploying them in production environments. For more information, see Maintenance statement
for Microapps integration templates.

This integration delivers these four use cases:

• With the Create Event microapp, users can host one‑time or recurring meetings, add invitees,
and select different timezones. The microapp also follows up with an email to all invitees with
the corresponding event object for easy calendar integration.

• With the My Calendar (Current Month) microapp, users can view all upcoming events for the
current month.

• With the My Office Hours microapp, users can set up virtual office hours or list all the current
month office hours of the user.

Review prerequisites

These prerequisites assume that administrator is a part of the Google Calendar integration set up of
the organization. This Google Calendar admin accountmust have full read privileges for user informa‑
tion. After you set up this integration with Google Calendar, you will need these artifacts to add the
integration in Citrix Workspace Microapps:

• BASE URL: https://www.googleapis.com/
• TOKEN URL: https://oauth2.googleapis.com/token
• AUTHORIZATIONURL:https://accounts.google.com/o/oauth2/v2/auth?access_type
=offline&prompt=consent

• CLIENT ID: The client ID is the string representing client registration information unique to the
authorization server.

• SECRET: The client secret is a unique string issued when setting up the target application inte‑
gration.

Note:

We recommend that you always use OAuth 2.0 as your service authentication method where
available. OAuth2.0ensures that your integrationmeets themaximum‑security compliancewith
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your configuredmicroapp.

Configure Citrix Gateway to support single sign‑on for Google Meet so that once users log in they
are automatically logged in again without having to enter their credentials a second time. For more
information about configuring SSO, see Citrix Gateway Service https://docs.citrix.com/en‑us/citrix‑
gateway‑service/.

The integration requires regular access to your Google Calendar instance, so we recommend creating
a dedicated user account. This account must have the following permissions:

• Permissions required for Service Account: Full administrator privileges

• Scopes required for Service Account:

https://www.googleapis.com/auth/calendar
https://www.googleapis.com/auth/calendar.events
https://www.googleapis.com/auth/admin.directory.user

ThenumberofAPI requests that canbemade tospecific resources is limited,we therefore recommend
the following:

• Google API limitation form link: https://developers.google.com/calendar/pricing
• Recommended plan: Enterprise Plus

Create a new service account

Sign in here: https://workspace.google.com/intl/en/pricing.html

Enable APIs

Google Calendar APIs are enabled for access via web services for paid account by default.

Configure OAuth

1. Log in with service account to: https://console.cloud.google.com

2. Select APIs and Services on left‑handmenu.

3. Select the appropriate project from the project list on the navigation menu.

4. Select ENABLE APIS AND SERVICES, and enable all the required APIs fromGoogle Workspace .
Recommended APIs: Google Calendar API and Admin SDK.

5. Go back to the APIs and Services page, and selectOAuth consent screen on the left screen.

6. Select theUserTypeaccording toyour requirement (we recommend: Internal), and thenselect
Create.
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7. Complete the required fields including Scopes required for Service Account, and save the de‑
tails. These are the required scopes:

• https://www.googleapis.com/auth/calendar
• https://www.googleapis.com/auth/calendar.events
• https://www.googleapis.com/auth/admin.directory.user

Configure callback URL server

Configure the OAuth server to read data through the Google Calendar integration.

1. Log in with service account to: https://console.cloud.google.com

2. Select APIs and Services on left‑handmenu.

3. Select the appropriate project from the project list on the navigation menu.

4. Select Credentials on the left screen.

5. Select CREATE CREDENTIALS, and selectOAuth client ID from the list.

6. SelectWeb Application from the Application type list, and enter a Name.

7. Select ADD URI under Authorized redirect URIs.

8. Enter the following authorized redirect URLs for this integration in theURIs field:

• https://{ yourmicroappserverurl } /admin/api/gwsc/auth/serverContext

9. Select Create.

10. Copy and save the ClientId and Secret shown on the screen. You use these details for Service
Authenticationwhile configuring the integration.

Configure callback URL client

Configure the OAuth client for writing back data through the Google Calendar integration.

1. Log in with service account to: https://console.cloud.google.com

2. Select APIs and Services on left‑handmenu.

3. Select the appropriate project from the project list on the navigation menu.

4. Select Credentials on the left screen.

5. Select CREATE CREDENTIALS, and selectOAuth client ID from the list.

6. SelectWeb Application from the Application type list, and enter a Name.

7. Select ADD URI under Authorized redirect URIs.
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8. Enter the following authorized redirect URLs for this integration in theURIs field:

• https://{ yourmicroappserverurl } /app/api/auth/serviceAction/
callback

9. Select Create.

10. Copy and save the ClientId and Secret shown on the screen. You use these details for Service
Action Authenticationwhile configuring the integration.

Add the Citrix Labs integration to Citrix Workspace Microapps

Add the Preview Google Calendar integration to Citrix Workspace Microapps to connect to your appli‑
cation. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which
are ready to use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Google Calendar tile from the Preview category of the catalog.

3. Enter a name for the Integration.

• Enter the instance Base URL: https://www.googleapis.com/.
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

4. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This displays the Callback URL, which you use when
registering your application.

b) Select Request body from the Token authorizationmenu.
c) The Authorization URL is prefilled: https://accounts.google.com/o/oauth2/v2/

auth?access_type=offline&prompt=consent
d) The Token URL is prefilled: https://oauth2.googleapis.com/token
e) Ensure the following is entered for Scope: https://www.googleapis.com/auth/

calendar https://www.googleapis.com/auth/calendar.events https://www
.googleapis.com/auth/admin.directory.user
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f) Enter yourClient ID. The client ID is the string representing client registration information
unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth server. You need to add the Callback URL you see on the integration configuration
page.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

5. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This will display the Callback URL, which you usewhen
registering your application.

c) Select Request body from the Token authorizationmenu.
d) The Authorization URL is prefilled: https://accounts.google.com/o/oauth2/v2/
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auth?access_type=offline&prompt=consent
e) The Token URL is prefilled: https://oauth2.googleapis.com/token
f) Ensure the following is entered for Scope: https://www.googleapis.com/auth/

calendar https://www.googleapis.com/auth/calendar.events
g) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth client. You need to add the Callback URL you see on the integration configuration
page.

h) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

6. Enable the Enable request rate limiting toggle. Enter 100 for Number of requests and 1
minute for Time interval.

7. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.
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8. Select Save to proceed.

9. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Google login screen.

a) Enter your Service Account user name and password and select Log in.
b) Select Accept.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

Note:

It is recommended to set the “Full Synchronization” interval asWeekly to remove the canceled
or deleted events fromMicroapps platform and subsequently from the user’s calendar.

For more details of API endpoints and table entities, see Preview Google Calendar connector specifi‑
cations.

Use Labs Google Calendar microapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.
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Note:

Since thecurrently available timezonesarehardcoded in theCreateEvent,MyOfficeHoursand
MyCalendar (CurrentMonth)microapp, the addition of any other time zonewould require the
admin to add themmanually.

Create Event: Schedule an event according to user preferences.

Notification or Page Use‑case workflows

Create Event page Provides a form to schedule an event with
these details: Event Title, Google Meet Video
link, Start and End Time, Time Zone,
Recurrence (One Time, Daily, Weekly, Monthly),
Description, Location, and Event Attendees.

My Calendar (Current Month): View list of the upcoming current month’s one‑time and recurring
calendar events and the ability to edit the events.

Notification or Page Use‑case workflows

Event Notification Details page Detail page which shows all appropriate details
of an event and Join now button to start the
meeting. User can also redirect to Google
Calendar by selectingOpenMy Calendar.

Load Events page Provides a list of one‑time and recurring
calendar events available for the user with
Refresh List button to refresh the list. Users
can view event details by clicking on the events
available in the list.

List Events page Provides up to date list of one‑time and
recurring calendar events available for the
user. Users can view event details by clicking
on the events available in the list.

Event Details page Detail page which shows all the appropriate
details of the event. User can start/join the
meeting by selecting Join Event and users can
redirect to Google Calendar by selectingOpen
My Calendar.
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Notification or Page Use‑case workflows

All Day Event Details page Detail page which shows all the appropriate
details of all day events. User can start (join)
the meeting by selecting Join Event and users
can redirect to Google Calendar by selecting
OpenMy Calendar.

Edit OneTime Event page Form page to edit the one‑time event.

Edit Recurring Event page Form page to edit the existing recurring event.

MyOffice Hours: Create, edit, and view office hours.

Note:

The refresh button is used to sync the cachewith themost recent data, in lieu of full or incremen‑
tal synchronization.

Notification or Page Use‑case workflows

Create Office Hours page Provides a form to create office hours with
these details: Start and End Time, Time Zone,
Recurrence (One Time, Daily, Weekly, Monthly).

My Office Hours List page Provides a list of user office hours available
with a Refresh List/Load My Hours button to
update/refresh the list. User can add office
hours by selecting Add Office Hours.

Edit My Office Hours page Form page to edit user office hours.

Integrate Google Directory

April 28, 2021

Integrate with Google Directory to share employee contact information with your entire organization
on any device, intranet, or messenger. Ensure you meet the prerequisites, enable the APIs, and cre‑
ate the service account. After you complete this process, your existing level of audit logging persists,
including any actions carried out by the use of Citrix Microapps.
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Note:

We provide two Google Directory integration templates for your use. We recommend using the
newer HTTP integration for most use‑cases, specifically Google Directory workflows. The HTTP
integrationprovidesmorepower to configure the cacheddata structure. At the endof this article
you can find documentation for the Legacy Google Directory integration template. For details of
the Google Calendar integration, see Integrate Google Calendar.

Review prerequisites

These prerequisites assume you administer the Google Directory instance of your organization to set
up the integration.

• This integration requires a dedicated Google account which is used to synchronize calendar
data with Workspace. This account must have Admin API privilege Users/Read or a standard
Admin role which includes this privilege.

• If your internal server hosting Workspace is behind a firewall, you must allow access to host
name www.google.comwith port 443, so Workspace can connect.

• Obtain a new oauth2 client_id and client_secret and define the scope of client’s application.
• Configure Citrix Gateway to support single sign‑on for Google Directory so that once users log in
they are automatically logged in again without having to enter their credentials a second time.
Follow the instructions in Google Directory Single Sign‑on Configuration. Formore information
about configuring SSO, see Citrix Gateway Service.

Youmust have these details to add the Google Directory integration in Citrix Workspace Microapps:

• Client ID
• Client Secret
• Domain
• Valid Google Directory account and password

Enable APIs

Enable the APIs for the services you require.

Follow these steps:

1. Log in to https://console.developers.google.comwith an administrator account and selectCre‑
ate to create a new project. You can also update an existing project.

2. Select Enable APIs and Services and search for Admin SDK. Select it and select Enable.
3. Search for the Google Calendar API. Select it and select Enable.
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Create service account

1. Select the Settings icon at the top left, mouseover IAM & admin, and select Service accounts.
2. Select CREATE SERVICE ACCOUNT.
3. Enter your Service account name, a Service account ID (by default, automatically generated),

a Service account description, and click CREATE.
4. Select the Select a rolemenu, and choose anOwner Role.
5. Select Continue and then select Done.

Enable Google delegation and create Service Account Key

To enable Google domain‑wide delegation and create a service account key follow these steps:

1. In your service account list, find the account you created. Select Actions > Edit.

2. Select Show domain‑wide delegation. Select the Enable Google Domain‑wide Delegation
check box.

3. To create your private key, select +Create key, select JSON, and select CREATE.

A private key is saved to your computer.

4. Store the JSON file in a secure location. It is required when you configure the Calendar integra‑
tion.

5. Select CLOSE and select SAVE.

Enable andmanage API access

1. Navigate to https://admin.google.com, select Security > API reference. Ensure Enable API
access is selected.

2. SelectAdvanced settings >ManageAPI client access. Add theService accountname into the
list of Authorized API clients.

3. Under Client Name, enter the client_id from the private key JSON file that you downloaded.

4. Enter the following comma delimited list of scopes into theOne or More API Scopes field:

1 ```,```<https://www.googleapis.com/auth/admin.directory.user.
readonly><!--NeedCopy-->

5. Select Authorize.
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Add callback URLs to Google API Console

Grant access to private data and provide a link to terms of service and privacy policy. The callback
depends on the target application, and can be found in your URL address bar when creating the in‑
tegration. The section {yourmicroappserverurl} is composed of a tenant part, a region part, and an
environment part: https://%7BtenantID%7D.%7Bregion(us/eu/ap‑s)%7D.iws.cloud.com.

1. Go to https://console.developers.google.com and log in using your credentials.

2. SelectOAuth consent screen from the left navigation.

3. Under Authorized domains, add this domain: cloud.com, press return, and select Save.

4. To create anOAuth client ID, select Credentials from the left navigation. Select Create creden‑
tials andOauth Client ID.

5. Select Web application and add the following URIs following the style of those previously
added to allow access to private data and enable OAuth authenticated user actions:

Authorized redirect URLs:

https://{ yourmicroappserverurl } /admin/api/external-services/com.
sapho.services.googlecalendar.GoogleCalendarService/auth/serverContext,
https://{ yourmicroappserverurl } /app/api/auth/serviceAction/callback

For Google Directory, use:

https://{ yourmicroappserverurl } /admin/api/external-services/com.
sapho.services.googleforwork.GoogleForWorkService/auth/serverContext,
https://{ yourmicroappserverurl } /app/api/auth/serviceAction/callback

6. After adding eachURL, press Enter. After adding all desiredURIs, scroll down, and selectCreate.

Note:

If you do not have access, give yourself permissions to accept OAuth permissions. Go to
Admin console > Security > API Permissions. Under Internal App Settings, select the
Trust domain owned apps check box.

Add the integration to Citrix Workspace Microapps

Add the Google Directory integration to Citrix Workspace Microapps to connect to your application.
This delivers out‑of‑the‑boxmicroappswith pre‑configured notifications and actions which are ready
to use within your Workspace. We provide two Google Directory integration templates for your use.
We recommend using the newer HTTP integration for most use‑cases.

Follow these steps to set up the Google Directory HTTP integration. The authentication options are
preselected. Ensure that these options are selected as you complete the process. We recommend
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using this newer HTTP integration for most use‑cases. The HTTP integration provides more power to
configure the cached data structure.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Google Directory tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL or simply replace { customer-id } in the example with
your customer ID.

• Select an Icon for the integration from the Icon Library, or leave this as the default Google
Directory icon.

• Enable the On‑premises instance toggle if you are creating an on‑premises connection.
For more information, see On‑premises instance.

5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
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server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This will display the Callback URL, which you usewhen
registering your application

b) Select Authorization header from the Token authorizationmenu.

c) Enter your Authorization URL or simply replace { customer-id } in the example with
your customer ID. This is the authorization server URL providedwhen setting up the target
application integration.

d) Enter your TokenURL or simply replace { customer-id } in the examplewith your cus‑
tomer ID. This is the URL of the access authorization token.

e) Ensure the following is entered for Scope. To synchronize additional entities, you must
add scopes here. Use the following, separated by a space: https://www.googleapis.
com/auth/admin.directory.user https://www.googleapis.com/auth/admin
.directory.orgunit https://www.googleapis.com/auth/admin.directory.
group.

f) Enter your Client ID. The client ID is the string representing client registration informa‑
tion unique to the authorization server. You collect this and the secret by registering the
OAuth client in your Google account. You need to add the Callback URL you see on the
integration configuration page.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

h) Enter your Header prefix. (optional) Enter the header prefix if your bearer prefix is differ‑
ent from the default header.
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i) If you selected OAuth 2.0 authentication method, you can select + Add Parameter to in‑
cludeAccess tokenparameters. Access token parameters define the access token param‑
eters as required by the target application authorization server if necessary.

6. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
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server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This will display the Callback URL, which you usewhen
registering your application

c) Select Authorization header from the Token authorizationmenu.

d) Enter your Authorization URL or simply replace { customer-id } in the example with
your customer ID. This is the authorization server URL providedwhen setting up the target
application integration.

e) Enter your TokenURL or simply replace { customer-id } in the examplewith your cus‑
tomer ID. This is the URL of the access authorization token.

f) Ensure the following is entered for Scope. To synchronize additional entities, you must
add scopes here. Use the following: https://www.googleapis.com/auth/admin.
directory.user.

g) Enter yourClient ID. The client ID is the string representing client registration information
unique to the authorization server. The client ID is the string representing client regis‑
tration information unique to the authorization server. You collect this and the secret by
registering the OAuth client in your Google account. You need to add the Callback URL
you see on the integration configuration page.

h) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

i) (Optional) Enter your Header prefix if your bearer prefix is different from the default
header.

j) If you selected OAuth 2.0 authentication method, you can select + Add Parameter to in‑
cludeAccess tokenparameters. Access token parameters define the access token param‑
eters as required by the target application authorization server if necessary.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 172



Microapps

7. (Optional) If youwant to activate rate limiting for this integration, enable theRequest rate lim‑
iting toggle and set the Number of requests per Time interval.

8. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

9. Select Save to proceed.

10. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Webex login screen.

a) Enter your Service Account user name and password and select Log in.
b) Select Accept.
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The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see Google Directory connector specifications.

Use Google Directorymicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs. Our Google Directory HTTP integration comeswith the following
preconfigured out‑of‑the‑box microapps.

Google Directory connector specifications

Create User: Add a new user.

Notification or Page Use‑case workflows

Create User page Provides a form for adding a new user with
details.

Directory Admin: Manage users and details.

Notification or Page Use‑case workflows

Delete User page Provides a form for removing a user.

Update User page Provides a form for editing the details of a user.

User Detail page Provides a detailed view of an employee with
buttons to update or delete the user.
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Notification or Page Use‑case workflows

Users page Provides a searchable list of all employees with
a link to individual user details.

Groups: View groups and details.

Notification or Page Use‑case workflows

Group Detail page Provides a detailed view of a group.

Groups page Provides a searchable list of all groups with a
link to individual group details.

My Details: View your own details.

Notification or Page Use‑case workflows

My Details page Provides a detailed, read‑only view of a user’s
own employee details.

Users: View user details.

Notification or Page Use‑case workflows

New Employee notification When a new teammate joins, all subscribers
receive a notification.

User Detail page Provides a detailed view of an employee with
buttons to update or delete the user.

Users page Provides a searchable list of all employees with
a link to individual user details.

Legacy Google Directory integration

You must have these details to add the Google Directory integration in Citrix Workspace Microapps
and review the prerequisites above:

• Client ID
• Client Secret
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• Domain
• Valid Google Directory account and password

Add the Legacy Google Directory integration

Follow these steps:

1. From the overview page, select Get Started.

The Manage Integrations page opens.

2. Select Add New Integration, and Add a new integration from Citrix‑provided templates.

3. Choose the Google Directory tile.

4. Enter a name for the integration that you collected as prerequisites.

5. Enter Connector Parameters.

• Enter Client Secret.
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• Enter Domain.
• Select the Download Users’ Photos radio button if you want to cache users photos.

6. Select Log in with your Google Directory account to enable OAuth Authorization. A Google
sign‑in page opens in a new tab. You are prompted to enter an account name, confirm access,
and enter a password.

7. Select Add.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see Google Directory connector specifications.

Legacy Google Directorymicroapps

Our Google Directory integration comes with the following preconfigured out‑of‑the‑box microapps.

Directory Admin: Add a new user.

Notification or Page Use‑case workflows

Create User page Provides a form for adding a new user with
details.

Directory Details: View details of teammates, including new employees and position changes.

Notification or Page Use‑case workflows

New Employee notification When a new teammate joins, all subscribers
receive a notification.

Position Change notification When the title of an employee changes, all
subscribers receive a notification.

All Users page Provides a list of all employees with a link to
details.

User Detail page Provides a detailed view of an employee.
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Integrate Google Meet

April 20, 2021

Deploy the Google Meet integrations to schedule Google Meet meetings and list recordings from any
device or intranet. This integration addresses two use cases:

• With the Create Meeting microapp, users can host one‑time/recurring meetings, add invitees
and select different timezones. There is also a follow‑up email to all invitees with the corre‑
sponding meeting object for easy calendar integration.

• With the Meeting Recordings microapp, users can view all meeting recordings that they have
access to.

Note:

Wewant your feedback! Please provide feedback for this integration template as you use it. For
any issues, our teamwill also monitor our dedicated forum on a daily basis.

For comprehensive details of the out‑of‑the‑box microapp for Google Meet, see Use Google Meet mi‑
croapps.

Review prerequisites

These prerequisites assume that the administrator is part of the Google Meet integration set up of the
organization. This Google Meet admin account must have full read privileges for user information.
After you set up this integration with Google Meet, you will need these artifacts to add the integration
in Citrix Workspace Microapps:

• BASE URL: https://www.googleapis.com/
• TOKEN URL: https://oauth2.googleapis.com/token
• AUTHORIZATIONURL:https://accounts.google.com/o/oauth2/v2/auth?access_type
=offline&prompt=consent

• CLIENT ID: The client ID is the string representing client registration information unique to the
authorization server.

• SECRET: The client secret is a unique string issued when setting up the target application inte‑
gration.

Note:

We recommend that you always use OAuth 2.0 as your service authentication method where
available. OAuth2.0ensures that your integrationmeets themaximum‑security compliancewith
your configuredmicroapp.

Configure Citrix Gateway to support single sign‑on for Google Meet so that once users log in they
are automatically logged in again without having to enter their credentials a second time. For more
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information about configuring SSO, see Citrix Gateway Service https://docs.citrix.com/en‑us/citrix‑
gateway‑service/.

The integration requires regular access to your Google Meet instance, so we recommend creating a
dedicated user account. This account must have the following permissions:

• Permissions required for Service Account: Full administrator privileges

• Scopes required for Service Account:

https://www.googleapis.com/auth/calendar
https://www.googleapis.com/auth/calendar.events
https://www.googleapis.com/auth/admin.directory.user

ThenumberofAPI requests that canbemade tospecific resources is limited,we therefore recommend
the following:

• Google API limitation form link: https://developers.google.com/calendar/pricing
• Recommended plan: Google Workspace Enterprise edition

Create a new service account

Sign in here: https://workspace.google.co.in/intl/en_in/pricing.html

Enable APIs

Google Meet APIs are enabled for access via web services for paid account by default.

Configure OAuth

1. Log in with service account to: https://console.cloud.google.com

2. Select APIs and Services on left‑handmenu.

3. Select the appropriate project from the project list on the navigation menu.

4. Select ENABLE APIS AND SERVICES, and enable all the required APIs from G‑Suite . Recom‑
mended APIs: Google Calendar API and Admin SDK.

5. Go back to the APIs and Services page, and selectOAuth consent screen on the left screen.

6. Select theUserTypeaccording toyour requirement (we recommend: Internal), and thenselect
Create.

7. Complete the required fields including Scopes required for Service Account, and save the de‑
tails. These are the required scopes:

• https://www.googleapis.com/auth/calendar
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• https://www.googleapis.com/auth/calendar.events
• https://www.googleapis.com/auth/admin.directory.user

Configure callback URL server

Configure the OAuth server to read data through the Google Meet integration.

1. Log in with service account to: https://console.cloud.google.com

2. Select APIs and Services on left‑handmenu.

3. Select the appropriate project from the project list on the navigation menu.

4. Select Credentials on the left screen.

5. Select CREATE CREDENTIALS, and selectOAuth client ID from the list.

6. SelectWeb Application from the Application type list, and enter a Name.

7. Select ADD URI under Authorized redirect URIs.

8. Enter the following authorized redirect URLs for this integration in theURIs field:

• https://{ yourmicroappserverurl } /admin/api/gwsc/auth/serverContext

9. Select Create.

10. Copy and save the ClientId and Secret shown on the screen. You use these details for Service
Authenticationwhile configuring the integration.

Configure callback URL client

Configure the OAuth client for writing back data through the Google Meet integration.

1. Log in with service account to: https://console.cloud.google.com

2. Select APIs and Services on left‑handmenu.

3. Select the appropriate project from the project list on the navigation menu.

4. Select Credentials on the left screen.

5. Select CREATE CREDENTIALS, and selectOAuth client ID from the list.

6. SelectWeb Application from the Application type list, and enter a Name.

7. Select ADD URI under Authorized redirect URIs.

8. Enter the following authorized redirect URLs for this integration in theURIs field:

• https://{ yourmicroappserverurl } /app/api/auth/serviceAction/
callback
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9. Select Create.

10. Copy and save the ClientId and Secret shown on the screen. You use these details for Service
Action Authenticationwhile configuring the integration.

Adding the integration to Citrix Workspace Microapps

Add the Google Meet integration to Citrix Workspace Microapps to connect to your application. This
delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which are ready to
use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Google Meet tile.

3. Enter a name for the Integration.

• Enter the instance Base URL: https://www.googleapis.com/.
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

4. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This displays the Callback URL, which you use when
registering your application.

b) Select Request body from the Token authorizationmenu.
c) The Authorization URL is prefilled: https://accounts.google.com/o/oauth2/v2/

auth?access_type=offline&prompt=consent
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d) The Token URL is prefilled: https://oauth2.googleapis.com/token
e) Ensure the following is entered for Scope: https://www.googleapis.com/auth/

calendar https://www.googleapis.com/auth/calendar.events https://www
.googleapis.com/auth/admin.directory.user

f) Enter yourClient ID. The client ID is the string representing client registration information
unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth server. You need to add the Callback URL you see on the integration configuration
page.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

5. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
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ables secure user impersonation. This will display the Callback URL, which you usewhen
registering your application.

c) Select Request body from the Token authorizationmenu.
d) The Authorization URL is prefilled: https://accounts.google.com/o/oauth2/v2/

auth?access_type=offline&prompt=consent
e) The Token URL is prefilled: https://oauth2.googleapis.com/token
f) Ensure the following is entered for Scope: https://www.googleapis.com/auth/

calendar https://www.googleapis.com/auth/calendar.events
g) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth client. You need to add the Callback URL you see on the integration configuration
page.

h) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

6. Enable the Enable request rate limiting toggle. Enter 100 for Number of requests and 1
minute for Time interval.

7. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.
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8. Select Save to proceed.

9. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Google login screen.

a) Enter your Service Account user name and password and select Log in.
b) Select Accept.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

Note:

The Citrix GoogleMeet integration usesDataUpdate After Action to pull in themost recent data
for the logged in user via the Refresh List button in theMeeting Recordings service action. We
recommend to use this approach as is. Utilize the full synchronization manually once every two
(2) months for retaining an optimum amount of data for the user. Additionally, the integration
doesn’t support incremental synchronization and relies solely on Data Update After Action to
pull in the most recent data.

For more details of API endpoints and table entities, see Google Meet connector specifications.
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Use Google Meetmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Create Meeting: Schedule a meeting according to user preference.

Notification or Page Use‑case workflows

Create Meeting page Provides a form to schedule a meeting with
details such as meeting title, start and end
time, time zone, recurrence (once, daily,
weekly, monthly), password, andmeeting
attendees.

MeetingRecordings: View list of allmeeting recordings available for the user andwatch the recorded
videos.

Notification or Page Use‑case workflows

Recordings page Provides a list of meeting recordings available
for the user and a Refresh List button to
refresh the List. View the recording details by
clicking on the recordings available from the
list.

RecordingDetails page A detailed page of the Meeting Recordings and
a Play Recording option to watch the recorded
videos. Click on the button to watch the
recording

Integrate GoToMeeting

April 20, 2021

Deploy the GoToMeeting integration to schedule GoToMeetings from any device or intranet. With the
Create a Meetingmicroapp from GoToMeeting, any user can host one‑timemeetings.

Note:

Wewant your feedback! Please provide feedback for this integration template as you use it. For
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any issues, our teamwill also monitor our dedicated forum on a daily basis.

For a comprehensive list of out‑of‑the‑box GoToMeetingmicroapps, see Use GoToMeetingmicroapps.

Review prerequisites

These prerequisites assume that the administrator is part of theGoToMeeting integration set up of the
organization. This GoToMeeting admin account must have full read privileges for user information.

After you set up this integration with GoToMeeting, you will need these artifacts to add the integra‑
tion in Citrix Workspace Microapps, specifically the following list of parameters for setting up OAuth
integration:

• Base URL: https://api.getgo.com/
• Authorization URL: https://api.getgo.com/oauth/v2/authorize
• Token URL: https://api.getgo.com/oauth/v2/token
• Client ID: The client ID is the string representing client registration information unique to the
authorization server.

• Secret: The client secret is a unique string issued when setting up the target application inte‑
gration.

• Account ID: This value replaces the your_accountId parameter in All Organizers endpoint.
See Collect account ID.

Note:

We recommend that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

Configure Citrix Gateway to support single sign‑on for GoToMeeting so that once users log in they
are automatically logged in again without having to enter their credentials a second time. For more
information about configuring SSO, see Citrix Gateway Service.

The integration requires regular access to your GoToMeeting instance, so we recommend cre‑
ating a dedicated user account. You can view the permission/privileges using https://goto‑
developer.logmeininc.com/admin/#section/Overview/Users‑Roles‑Licenses‑and‑Groups.

• Permissions required for Service Account: Full administrator privileges

ThenumberofAPI requests that canbemade tospecific resources is limited,we therefore recommend
the following:

• GoTo Meeting API limitation form link: https://goto‑developer.logmeininc.com/guides/FAQ/
Ref‑Rate‑Limits/
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Enable APIs

The GoTo Meeting APIs are enabled by default through web services for paid accounts.

Create a new service account

Signuphere: https://developer.goto.com/. Formore informationonnewserviceaccounts, see: https:
//support.goto.com/meeting/new‑gotomeeting‑guide.

Configure OAuth server

Configure the OAuth server to read data through the GoTo Meeting integration.

1. Log in with your service account to: https://developer.goto.com/GoToMeetingV1.

2. SelectOAuth Clients in the top navigation bar.

3. Select Create a new client.

4. Fill in the details and enter the following authorized redirect URLs for this integration in the
Redirect URL field:

• https://{ yourmicroappserverurl } /admin/api/gwsc/auth/serverContext

5. Under Scopes section, select the Scopes check box.

6. Select Save.

7. Copy and save the ClientId and Secret shown on the screen. You use these details for Service
Authenticationwhile configuring the integration.

Configure OAuth client

Configure the OAuth client for writing back data through the GoTo Meeting integration.

1. Log in with your service account, as above: https://developer.goto.com/GoToMeetingV1.

2. SelectOAuth Clients in the top navigation bar.

3. Select Create a new client.

4. Fill in the details and enter the following authorized redirect URLs for this integration in the
Redirect URL field:

• https://{ yourmicroappserverurl } /app/api/auth/serviceAction/
callback

5. Under Scopes section, select the Scopes check box.
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6. Select Save.

7. Copy and save the ClientId and Secret shown on the screen. You use these details for Service
Action Authenticationwhile configuring the integration.

Collect account ID

Collect the account ID, and use this value to replace the your_accountId parameter in All Organiz‑
ers endpoint.

1. Log in with admin credentials to https://admin.logmeininc.com/portal/
2. Look at the URL on the homepage. The account ID is found using this model: https://admin

.logmeininc.com/portal/##accounts/<accountID>/users?filterType=usertype
3. Copy and save the account ID for use during set up process. See Replace Data Loading value.

Add the integration to Citrix Workspace Microapps

Add the GoToMeeting integration to Citrix Workspace Microapps to connect to your application. The
authentication options are preselected. Ensure that these options are selected as you complete the
process. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which
are ready to use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the GoToMeeting tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL: https://api.getgo.com/.
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.
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5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This will display the Callback URL, which you usewhen
registering your application.

b) Select Authorization header from the Token authorizationmenu.
c) The Authorization URL is prefilled: https://api.getgo.com/oauth/v2/token.
d) The Token URL is prefilled: https://api.getgo.com/oauth/v2/authorize.
e) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth server. You need to add the Callback URL you see on the integration configuration
page.

f) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.
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6. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This will display the Callback URL, which you usewhen
registering your application.

c) Select Authorization header from the Token authorizationmenu.
d) The Authorization URL is prefilled: https://api.getgo.com/oauth/v2/token.
e) The Token URL is prefilled: https://api.getgo.com/oauth/v2/authorize.
f) Enter yourClient ID. The client ID is the string representing client registration information
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unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth client. You need to add the Callback URL you see on the integration configuration
page.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

7. Enable the Enable request rate limiting toggle. Enter 100 for Number of requests and 1
minute for Time interval.

8. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

9. Select Save to proceed.
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10. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Webex login screen.

a) Enter your Service Account user name and password and select Log in.
b) Select Accept.

Replace Data Loading value

Replace the your_accountId parameter in All Organizers endpoint. Use the account ID value that
you collected in Collect account ID.

1. From the Microapp Integrations page, select the menu next to the GoToMeeting integration,
and then Edit. The Data Loading screen opens. If you are in the configuration screen, select
Data Loading from the left side navigation column.

2. Select the menu next to the All Organizers endpoint and then select Edit, or select the name
of the endpoint: All Organizers.

3. In the Edit Data Endpoint screen, find the value as shown in the screenshot. Replace this value
with you account ID that you collected earlier.

4. Select Apply at the bottom of the screen and confirm.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
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ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

Formore details of API endpoints and table entities, see GoToMeeting HTTP connector specifications.

Use GoToMeetingmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

CreateaMeeting: Schedule ameeting according touser preference. Theuser has theoption to select
date, start time and end time, password, and co‑organizers.

Notification or Page Use‑case workflows

Create Meeting page Provides a form to schedule a meeting with the
following details according to user preference:
Meeting Subject, Start and End Time,
Password, and Co‑Organizers for the meeting.

NewMeeting page Provides a success message along with option
to viewmeeting details (with a View Details
button) once a meeting is scheduled
successfully.

Meeting Details page Provides detailed information about the
meeting scheduled by the user.

Integrate Ivanti

April 20, 2021

Deploy the Ivanti integration to submit and monitor incidents, service requests, and take action
through Citrix Workspace. It also provides microapps for higher tier agents with the ability to review
incidents. This integration creates requests using a delegated model that performs the action for
incidents on behalf of the user. Service requests are implemented through deep links to Ivanti and
allows users to create their own requests.

Note:

Wewant your feedback! Please provide feedback for this integration template as you use it. For
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any issues, our teamwill also monitor our dedicated forum on a daily basis.

Review prerequisites

A user account with global admin rightsmust be createdwith the last name tenant and the first name
defined as the TenantID of your Ivanti implementation. See Create service account.

You need these artifacts to add the integration in Citrix Workspace Microapps:

• Base URL: https://{ TenantID } .trysaasit.com/api/odata/businessobject/
• TenantID: Find your TenantID using this model: https://{ TenantID } .trysaasit.
com.

• Token: The token permits API access. See Collect access token.

Create user account

This account must be created with:

1. Enter the TenantID of your Ivanti implementation in the field: First Name. Find your
TenantID using this model: https://{ TenantID } .trysaasit.com

2. Enter the string tenant in the field: Last Name.

Collect access token

Follow this process to obtain an access token. This access token is valid during its lifetime or until a
new access token is requested.

1. While logged in to your Ivanti instance as an administrator, select the setting icon (wrench) in
the upper right corner of the screen.

2. Select Security Controls in the left navigation menu, and select API Keys.
3. Select “Add Key Group.
4. Enter aName and aDescription for the group, and select Save Key Group. Let’s call our group

WSi Citrix.
5. Select the newly createdWSi Citrix Key Group and select Add API Key.
6. SetOn Behalf Of to Administrator Role. Set In Role to Administrator. Select Save Key.
7. Copy the Key to be used as the token when you set up this integration.

Add the integration to Citrix Workspace Microapps

Add the Ivanti integration to Citrix Workspace Microapps to connect to your application. The authen‑
tication options are preselected. Ensure that these options are selected as you complete the process.
This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions that are ready
to use within your Workspace.
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Follow these steps:

1. FromtheMicroapp Integrationspage, selectAddNewIntegrationandAddanewintegration
from Citrix‑provided templates.

2. Choose the Ivanti tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL:
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Under Service Authentication, select API Keys from the Authentication method menu and
enter the token value that you collected in theValue field. API Keys ensure that your integration
meets the maximum security compliance.

6. Leave the Enable request rate limiting toggle as disabled.

7. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

8. Select Save to proceed.

TheMicroapp Integrations page opens with your added integration and its microapps. You are now
ready to set and run your first data synchronization. For complete information about synchronization
rules, synchronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see Ivanti connector specifications.
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Use Ivanti microapps

Our Ivanti integration template comes with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Agent Incidents: Self‑service to manage incidents by an Agent. Subscribers must have agent access
to Ivanti or resolutions will fail.

Notification or Page Use‑case workflows

Incident Status Change notification When the status of an incident changes, the
owner receives a notification with a link to
incident details.

New Incident notification When a new incident is created, the owner
receives a notification with a link to incident
details.

Resolution Target Breached notification When an incident breaches the resolution
target, the owner receives a notification with a
link to incident details.

Response Target Breached notification When an incident breaches the response
target, the owner receives a notification with a
link to incident details.

Incident Detail page View details of an incident with an option to
add a note and Resolve Incident.

My Incidents page Provides a list of incidents assigned to a user
with a link to incident details.

Create from Service Catalog: Create a service request based on the title of the microapp by using a
deep link back to the self‑service module of Ivanti.

Notification or Page Use‑case workflows

Create Service Request page Provides a form to create a new service request
with a searchable service list from the service
catalog.

Create Incident: Report a new incident in Ivanti. This is a quick create that can be submittedwithout
an owner.
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Notification or Page Use‑case workflows

Create Incident page Provides a form to create an incident.

My Incidents: Self‑service for my incidents.

Notification or Page Use‑case workflows

My Incident has Breached its Resolution Target
notification

When a user’s incident breaches the resolution
target, they receive a notification with a link to
incident details.

My Incident has Breached its Response Target
notification

When a user’s incident breaches the response
target, they receive a notification with a link to
incident details.

My Incident Status has changed notification When the status of a user’s incident changes,
they receive a notification with a link to
incident details.

My New Incidents notification When a new incident is logged for a user, they
receive a notification with a link to incident
details.

Incident Detail page View details of an incident with an option to
Resolve Incident.

My Active Incidents page Provides a list of incidents assigned to a user
with a link to incident details.

My Service Requests: View existing service requests containing deep links to view the dynamic tem‑
plates associated to the request.

Notification or Page Use‑case workflows

New service request notification When a new service request is submitted, the
user receives a notification with a link to
service request details.

Service Request Status Change notification When the status of a service request changes,
the owner receives a notification with a link to
service request details.

My Service Requests page Provides a list of service requests assigned to a
user with a link to incident details.
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Notification or Page Use‑case workflows

Service Request Detail page View details of a service request with an option
to add a note andOpen Service Request.

Quick Service Request: Quickly create common service requests.

Notification or Page Use‑case workflows

Quick Service Request List page Provides a form for submitting common
service requests, such as Request Equipment,
Request Computer, Reset Password, and
Request Access.

Integrate Jira

April 28, 2021

Integrate with Jira to track issues and get automated updates about tasks on any device, intranet,
or messenger. Use the following process to enable the integration with Jira. After you complete this
process, your existing level of audit logging persists, including any actions carried out by the use of
Citrix Microapps.

Note:

Weprovide two Jira integration templates for your use. We recommendusing the newerHTTP in‑
tegration formostuse‑cases. TheHTTP integrationprovidesmorepower to configure the cached
data structure. For full details of the microapps available in each integration, see Use Jira mi‑
croapps.

Review prerequisites

All user accounts that you want to use through this integration must have visibility for their email in
account settings set to Anyone. This means service accounts as well as the accounts that users log in
toCitrixWorkspace throughOAuth. Navigate tohttps://id.atlassian.com/manage‑profile/profile‑and‑
visibility, log in if necessary, in Contact section and next to the email account select Anyone under
theWho can see this? menu.
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Note:

Jira no longer supports Internet Explorer 11. Configuring this microapp with Internet Explore 11
will result in errors. Switch to another browser (Chrome, Edge, and so on) to configure correctly.

After you prepare this integration in Jira, you will need these artifacts to add the integration in Citrix
Workspace Microapps:

• Base URL: templatebaseurl Replace { cloud-id }with your cloud‑ID. If you need to find
your cloud‑ID, log in as an administrator of your JIRA instance and look at the URL.

• Authorization URL: This is predefined. This is the authorization server URL provided when set‑
ting up the target application integration.

• Token URL: This is predefined. This is the URL of the access authorization token.
• Epic‑Name‑customFieldId: This is found in the Jira admin portal. See Replace Service Action
variables.

• Client ID: The client ID is the string representing client registration information unique to the
authorization server.

• Client Secret: The client secret is a unique string issued when setting up the target application
integration.

• Username: This is your service account username.
• Password: This is your service account password.

Note:

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

The following prerequisites must be met before you begin the integration process:

• A dedicated user account that has Browse Projects access to the Jira projects that you would
like to manage.

For more information about managing users, see https://www.atlassian.com/software/jira/
guides#ManagingUsers‑Addingusers.

For more information about how to add a user to a permission scheme for a Jira project, see
Managing project permissions.

• Configure Citrix Gateway to support single sign‑on for Jira so that once users log in they are
automatically logged in again without having to enter their credentials a second time. Follow
the instructions in Jira Single Sign‑on Configuration. For more information about configuring
SSO, see Citrix Gateway Service.
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Enabling OAuth 2.0 (3LO)

Before you implement OAuth 2.0 (3LO), you need to enable it for your app in Jira appmanagement.

1. Navigate to Appmanagement.
2. Create a new app by selecting Create new app, enter a name, agree to the terms, and select

Create.
3. Copy the Client ID and Secret for later use
4. In the APIS AND FEATURES section in the side navigation, click +Add
5. In the Features section of theAPIs and features page findOAuth 2.0 (3LO), and selectAdd and

then Configure.
6. Enter the Callback URL. Set this URL to any URL that is accessible by the app. When you imple‑

ment OAuth 2.0 (3LO) in your app (see next section), the redirect_uri must match this URL.
7. Click Save changes.

Your screen looks something like this:

Create API Token

A script or other process can use an API token to performbasic authenticationwith Jira Cloud applica‑
tions or Confluence Cloud. You must use an API token if the Atlassian account you authenticate with
has had two‑step verification enabled.

1. While logged in to the Atlassian account, go to API Tokens.
2. Select Create API token and enter a name for the token in the Label field.
3. Copy to clipboard and save for later use.

You must enter the API token as your Password when you add the integration to Citrix Workspace
Microapps.
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Add the Jira platform REST API

If you haven’t already added the Jira platform REST API, do this now.

1. In the APIS AND FEATURES section in the side navigation, click +Add.
2. In the APIs section of the APIs and features page find OAuth 2.0 (3LO), and select Add and

then Configure.
3. Add the desired scopes for your app.

Add callback URL

Add a custom URL to your instance configuration to grant access to private data and enable OAuth
authenticated user actions. To find your microapp server URL, sign in to Citrix Cloud, and select the
Microapps tile. In the URL bar, copy the first section of the URL. This is your microapps server URL.
The section { yourmicroappserverurl } is composed of a tenant part, a region part, and an en‑
vironment part: https://{ tenantID } .{ region(us/eu/ap-s)} .iws.cloud.com.

For the HTTP Jira integration, you must add two different callback URLs. However, a Jira application
canhaveonlyone callbackURL. Thismeans youneed to register twoapplications; one for user actions
and the other for synchronisation. They must have different callback URLs.

https://{ yourmicroappserverurl } /admin/api/gwsc/auth/serverContext

https://{ yourmicroappserverurl } /app/api/auth/serviceAction/callback

Note:

Pay attention to the callback URLs when adding the Jira integration. Service Authentication and
Service Action Authentication havedifferent CallbackURLs. TheClient ID andSecretmust be the
ones appropriate to either the Service Authentication or Service Action Authentication callback
URL.

Add the integration to Citrix Workspace Microapps

Follow these steps to set up the Jira HTTP integration. We recommend using the newer HTTP integra‑
tion for most use‑cases. The authentication options are preselected. Ensure that these options are
selected as you complete the process. We recommend using this newer HTTP integration for most
use‑cases. The HTTP integration provides more power to configure the cached data structure.

Note:

By default, this integration synchronizes data for a six (6) month time period. We recommend
that youmodify this value based on your needs and usual age of your tickets. The filter is based
on last updated, not created. To change this youmustmodify the timeToSync variable in a data
loading endpoint. See Replace Data Loading variable.
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Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Jira tile under Integrations.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL or simply replace { cloud-id } in the example with your
cloud ID. If you need to find your cloud‑ID, log in as an administrator of your JIRA instance
and look at the URL. This cloud‑ID is a universally unique identifier (UUID), that is an 8‑4‑
4‑4‑12 digit hexadecimal number which is part of the URL. Alternatively, you can authenti‑
cate using admin credentials and send a GET request to https://api.atlassian.com
/oauth/token/accessible-resources. The Cloud‑ID is part of the response.

• Select an Icon for the integration from the Icon Library, or leave this as the default Jira
icon.

• Enable the On‑premises instance toggle if you are creating an on‑premises connection.
For more information, see On‑premises instance. Due to differences between Jira Cloud
API v2 and Jira Server API v2 of your Jira instance, youmust also update some parts of the
integration manually. Contact support.

5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) SelectAuthorization code from theGrant type flowmenu. This grants a temporary code
that the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secureuser impersonation. This displays theCallbackURL,which youusewhen reg‑
istering your application. Service Authentication and Service Action Authentication have
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different Callback URLs.
b) Enter authorization_code in the Grant type value field.
c) Select Request body from the Token authorizationmenu.
d) SelectURL encoded form from the Token content typemenu.
e) YourAuthorizationURL is predefined. This is theauthorization serverURLprovidedwhen

setting up the target application integration.
f) Your Token URL is predefined. This is the URL of the access authorization token.
g) Ensure the following is entered for Scope. This string is defined by the authorization

server when setting up your target integration application. To synchronize other entities,
you must add scopes here. Use the following, separated by a space: read:jira-user
read:jira-work manage:jira-project manage:jira-configuration write:
jira-work manage:jira-data-provider offline_access.

h) Enter yourClient ID. The client ID is the string representing client registration information
unique to the authorization server. You collect this and the secret by registering theOAuth
client in yourJiraaccount. Client IDandSecretmustbe theonesappropriate to theService
Authentication callback URL.

i) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

j) Enter your Header prefix. (optional) Enter the header prefix if your bearer prefix is differ‑
ent from the default header.
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6. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle Service action authentication authenticates at the service action level. The authen‑
tication options are preselected. Ensure that these options are selected as you complete the
process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) SelectAuthorization code from theGrant type flowmenu. This grants a temporary code
that the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secureuser impersonation. This displays theCallbackURL,which youusewhen reg‑
istering your application. Service Authentication and Service Action Authentication have
different Callback URLs.

c) Enter authorization_code in the Grant type value field.
d) Select Request body from the Token authorizationmenu.
e) SelectURL encoded form from the Token content typemenu.
f) YourAuthorizationURL is predefined. This is theauthorization serverURLprovidedwhen

setting up the target application integration.
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g) Your Token URL is predefined. This is the URL of the access authorization token.
h) Ensure the following is entered for Scope. This string is defined by the authorization

server when setting up your target integration application. To synchronize other entities,
you must add scopes here. Use the following, separated by a space: read:jira-user
read:jira-work manage:jira-project manage:jira-configuration write:
jira-work manage:jira-data-provider offline_access.

i) Enter yourClient ID. The client ID is the string representing client registration information
unique to the authorization server. You collect this and the secret by registering theOAuth
client in yourJiraaccount. Client IDandSecretmustbe theonesappropriate to theService
Action Authentication callback URL.

j) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

k) Enter your Header prefix. (optional) Enter the header prefix if your bearer prefix is differ‑
ent from the default header.

l) If you selected OAuth 2.0 authentication method, you can select + Add Parameter to in‑
cludeAccess tokenparameters. Access token parameters define the access token param‑
eters as required by the target application authorization server if necessary.
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7. (Optional) If youwant to activate rate limiting for this integration, enable theRequest rate lim‑
iting toggle and set the Number of requests per Time interval.

8. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

9. The Request timeout field is set to 120 by default.

10. Select Save to proceed.

11. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Webex login screen.

a) Enter your Service Account user name and password and select Log in.
b) Select Accept.

Continue with the following procedures to finish the set‑up process.

Replace Service Action variables

To enable Create Epic page functionality, you must manually modify the Create Epic and Create
Epic wo Assignee service actions. Replace the { Epic-Name-customFieldId } value of the
EpicFieldId template variable with the id of a custom field that the Epic Name is stored in.

1. In the Jira admin portal, navigate to Issues. Select Custom fields from the left menu. Find
the entry Epic Name and select the menu on the other side of the screen. Select View field
information.

2. Copy and save the numeric value at the end of the URL.

3. Back in Microapps, select the menu next to the Jira integration, and then Edit. Select Service
Actions from the left side navigation column.

4. Select the menu next to one of the service actions and select Edit, or select the name of the
service action. Let’s start with the Create Epic service action.
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5. In the Edit Service Action screen, under Template variables replace the { Epic-Name-
customFieldId } value of the EpicFieldId template variable with the custom field id that
you collected earlier in Jira.

6. Select Save to finish.

7. Now repeat this for the other service action: Create Epic wo Assignee.

Replace Data Loading variable

This integration synchronizes data for a six (6) month time period by default. We recommend that
you modify this value based on your needs and usual age of your tickets. The filter is based on last
updated, not created. To change this you must modify the timeToSync variable in the Issues data
loading endpoint.

1. From the Microapp Integrations page, select the menu next to the Jira integration, and then
Edit. The Data Loading screen opens. If you are in the configuration screen, select Data Load‑
ing from the left side navigation column.

2. Select the menu next to the Issues endpoint and then select Edit, or select the name of the
endpoint: Issues.

3. In the Edit Data Endpoint screen, under Template variables replace the value for the
timeToSync variable with the value that you want.

4. Select Apply at the bottom of the screen and confirm.
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You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

For more details of API endpoints and table entities, see Jira HTTP connector specifications.

Use Jiramicroapps

Our Jira HTTP integration comes with the following preconfigured out‑of‑the‑box microapps:

Create Epic: Create a new Jira epic with details.

Note:

To enable Create Epic page functionality, you must modify the Create Epic and Create Epic wo
Assignee service actions. See Replace Service Action variables.

Notification or Page Use‑case workflows

Create Epic page Provides a form for creating a new Jira epic,
including entering an epic name and selecting
an issue type, project, and optionally an
assignee, and also a field for adding a
description.

Projects page Provides a searchable form for selecting a
project to assign the new epic to.

Create Ticket: Create a new Jira ticket with details.
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Notification or Page Use‑case workflows

Create Ticket page Provides a form for creating a new Jira ticket,
including selecting an issue type, project, and
optionally an assignee, and also a field for
adding a description.

Projects page Provides a searchable form for selecting a
project to assign the new ticket to.

Tickets: View tickets, add comments, create subtasks, and change status and assignee.

Notification or Page Use‑case workflows

Comment Edited (Assigned Ticket) notification When a comment is edited on an existing ticket
that assigned to a user, they receive a
notification of the edited comment in
Workspace.

Comment Edited (Reported Ticket) notification When a comment is edited on an existing ticket
that a user reported, they receive a notification
of the edited comment in Workspace.

New Comment (Assigned Ticket) notification When a new comment is added to an existing
ticket that assigned to a user, they receive a
notification.

New Comment (Reported Ticket) notification When a new comment is added to an existing
ticket that a user reported, they receive a
notification.

Ticket Assigned to You (Change) notification When an existing ticket is assigned to a user,
they receive a notification.

Ticket Assigned to You (New) notification When a new ticket is assigned to a user, they
receive a notification.

Ticket Assignee Change (Reported) notification When a ticket is reassigned, the reporter of the
ticket receives a notification.

Ticket Status Change (Assigned Ticket)
notification

When the status of a ticket is changed, the
assignee of the ticket receives a notification.

Ticket Status Change (Reported) notification When the status of a ticket is changed, the
reporter of the ticket receives a notification.
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Notification or Page Use‑case workflows

Comment Detail page Provides a read only view of a comment with
details.

Create Sub‑Task page Provides a form for creating a subtask for a Jira
ticket.

Ticket Detail page Provides a detailed view of a Jira ticket with
fields to add comments, andmodify status,
priority, and assignee directly from the page.

Tickets page Allows users to search through Jira tickets with
a search field, project selector, and status
selector to quickly switch between All, My,
Assigned, Reported, Watching, and
Commented tickets.

Add the Legacy Jira integration

Follow these instructions in addition to the steps above to set up the legacy integration.

Prerequisites

For the Legacy integration, you need these values.

• URL
• Username
• Password ‑ You must enter the API token as your Password when you add the integration to
Citrix Workspace Microapps

• Authentication Method (either credentials or OAuth2)

For OAuth 2.0 you also need:

• Client ID
• Client Secret

Set duration to retrieve issues

For the Legacy Jira integration, set the duration that youwant to retrieve issues in Jira. When you add
the integration to Citrix Workspace Microapps, the amount of data the integration retrieves from Jira
can be limited by applying a load filter.

1. Log in to Jira with your dedicated user account and password.
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Note:

If you are using an existing account, the username is not the email of the account. To find
theUsernameofanaccount, log in toyourJira instance, select theprofile thumbnail, select
Profile.

2. Enter the number of days of issues to retrieve.

Default: 90 days.

Add the Jira Legacy integrations

Follow these steps:

1. From the overview page, select Get Started.

The Manage Integrations page opens.

2. Select Add New Integration, and Add a new integration from Citrix‑provided templates.

3. Choose the Jira tile to add.

4. Enter a name for the integration.
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5. Enter the Connector parameters that you collected as prerequisites.

• Enter yourURL.

• Enter your Service AuthenticationUsername and Password.
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Note:

Enter theAPI token you collected in a previous step as yourPasswordwhen you add
the integration to Citrix Workspace Microapps.

6. Select an AuthenticationMethod. Use the OAuth 2.0 security protocol to generate request/au‑
thorization tokens for delegated access.

• Credentials ‑ Credentials The client’s credentials are used.
• Oauth 2.0 ‑ Enter the OAuth Client ID and OAuth Client Secret that you collected in the
prerequisites procedure.

7. Select the number of Changed Tickets Weeks To Load.

8. Select Add.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see Jira connector specifications.

Legacy Jira microapps

Our Jira integration comes with the following preconfigured out‑of‑the‑box microapps:

Create Ticket: Create a new Jira ticket with details.
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Notification or Page Use‑case workflows

Create Ticket page Provides a form for creating a new Jira ticket,
including selecting an issue type, project, and
optionally an assignee, and also a field for
adding a description.

Tickets: View tickets, add comments, create subtasks, and change status and assignee.

Notification or Page Use‑case workflows

Comment Edited (Assigned Ticket) notification When a comment is edited on an existing ticket
that assigned to a user, they receive a
notification of the edited comment in
Workspace.

Comment Edited (Reported) notification When a comment is edited on an existing ticket
that a user reported, they receive a notification
of the edited comment in Workspace.

New Comment (Assigned Ticket) notification When a new comment is added to an existing
ticket that assigned to a user, they receive a
notification.

New Comment (Reported Ticket) notification When a new comment is added to an existing
ticket that a user reported, they receive a
notification.

Ticket Assigned to You (Change) notification When an existing ticket is assigned to a user,
they receive a notification.

Ticket Assigned to You (New) notification When a new ticket is assigned to a user, they
receive a notification.

Ticket Assignee Change (Reported) notification When a ticket is reassigned, the reporter of the
ticket receives a notification.

Ticket Status Change (Assigned Ticket)
notification

When the status of a ticket is changed, the
assignee of the ticket receives a notification.

Ticket Status Change (Reported) notification When the status of a ticket is changed, the
reporter of the ticket receives a notification.

Add Comment page Provides a form for adding a comment to a Jira
ticket.
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Notification or Page Use‑case workflows

Change Assignee page Provides a form for changing the assignee of a
Jira ticket.

Change Status page Provides a form for changing the status of a
Jira ticket.

Comment Detail page Provides a read only view of a comment with
details.

Create Sub‑Task page Provides a form for creating a subtask for a Jira
ticket.

Ticket Detail page Provides a read only view of a Jira ticket with
details.

Tickets page Allows users to search for Jira tickets that are
assigned to them, reported by them, or that
they have commented on.

Integrate Kronos Workforce Central

May 28, 2021

Deploy the Kronos Workforce Central integration template to access Kronos anywhere through Citrix
Workspace. With this template integration:

• Managers can easily view and respond to potential workforce management activities.
• Employees can perform timemanagement tasks and submit requests.

Note:

Wewant your feedback! Please provide feedback for this integration template as you use it. For
any issues, our teamwill also monitor our dedicated forum on a daily basis.

For comprehensive details about these microapps, see Use Kronos microapps.

Review prerequisites

After you set up this integration with Kronos Workforce Central, you need these artifacts to add the
integration in Citrix Workspace Microapps:

• Base URL: http://kronos-server.workspaceintelligent.com
• Kronos Username: This is the name of the Kronos Superuser.
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• Kronos Password: This is the Kronos Superuser password.
• Kronos Date Format: Enter the date format available in Kronos setup. See Verify date format
in Kronos.

User account

The integration requires regular access to your Kronos Workforce Central instance. We recommend
creating a dedicated Superuser account. This Superuser account must have full administrator privi‑
leges and permissions.

This Superuser account is created by an administrator of Kronos. For more information about the
Kronos Partner Account, see https://www.kronos.com/kronos‑partner‑network/become‑partner
and https://www.kronos.com/2018/blogs/working‑smarter‑cafe/2020‑ukg‑kronos‑community‑
superusers‑announced.

API access

TheKronosWorkforce Central APIs are enabledbydefault throughweb services for a partner account.
This may require a separate agreement with the vendor in order to get SUPER USER credentials for
setting up the integration.

Authentication is not enabled for this template. Kronos does not support O‑AUTH 2.0 (that is, write‑
back for users is not supported by Kronos). Each service action (such as approve and refuse) per‑
formed using our Citrix Kronos Workforce Central integrations will be registered under the “SUPER
USER” credential user authentication. As a workaround, our custom function in this integration can
capture the name of the approver in the comments session.

Add the integration to Citrix Workspace Microapps

Add the KronosWorkforce Central integration to Citrix WorkspaceMicroapps to connect to your appli‑
cation. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions, which
are ready to use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Kronos Workforce Central tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL:
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• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Enter your superuser credential forKronosUsername. We recommended this tobe theprovide
SUPERUSER credentials.

6. Enter your Kronos Password.

7. Enter your Kronos Date Format. Ensure that the format that you select is used in Kronos as
well. See Verify date format in Kronos.

Service authentication and Service action authentication are not enabled.

8. Select theEnable request rate limiting toggle. Enter 320 forNumberof requests and 1 second
for Time interval.

9. Request timeout is set to 120 by default.

10. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

11. Select Save to proceed.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

Verify date format in Kronos

Follow these steps to configure date format in Kronos. Our KronosWorkforce Central integration tem‑
plate supports these date formats: ‘YYYY/MM/DD’, ‘MM/DD/YYYY’, ‘YYYY‑MM‑DD’, ‘MM‑DD‑YYYY’, ‘M/D‑
D/YYYY’, ‘DD‑MM‑YYYY’.

Ensure the date format here is entered in the Kronos Date Format field as well when you add the
integration.

1. Log in with your super user account to Kronos UI.
2. Follow the navigation path:Setup > System Configuration > System Settings > Locale
3. Get the display format for long date from the site.local.LONG_DATE field.

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

Note:

We recommend running full sync once a day.

The Kronos SoR does not support incremental synchronization. Using scripting, we have imple‑
mented custom sync function to cover notification use cases for better user experience.

For more details of API endpoints and table entities, see Kronos connector specifications.
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Note:

The Kronos SoR does not support pagination. Thus we have limited the cache accordingly. This
template integration stores only twomonths of data into the cache for most use cases.

The Record Timestampmicroapp can hold up to 2 days of data into cache.

Use Kronosmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

My Accrual Balance: View accrual balance for different days instantly.

Notification or Page Use‑case workflows

Accrual Balance Index page Provides a view of a user’s Accrual Balance for
current date.

Accrual Balance Page Provides a view of a user’s accrual balance for
any specific date using View Accrual button.

My Time Off History: Allows users to view their history of time off data available for current month.

Notification or Page Use‑case workflows

Time Off History page Provides a personalized list of a user’s time off
requests and details for the current month.

Record Timestamp: Register their punch in and out date and time.

Notification or Page Use‑case workflows

Record Timestamp page Provides a formwith date and time to Record
Punch In‑Time and Record Punch Out‑Time.

Request Time Off: Submit application for time off.
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Notification or Page Use‑case workflows

Request Time Off page Provides form to request time off and Submit
the request.

PaidTimeOffRequestApproval: Receivenotifications for all timeoff requests tomanagers andpush
notifications for all approved or refused time off requests back to the original requester.

Notification or Page Use‑case workflows

Paid Time off Approved notification When a request for time off is approved, the
requester receives a notification.

Paid Time off Refused notification When a request for time off is refused, the
requester receives a notification.

Paid Time off Request notification When there is a new request for time off, the
approving supervisor receives a notification
with Approve and Refuse options.

Paid Time off Request page Provides approving supervisor with request for
time off details and Approve and Refuse
options.

Time Log: Receive notifications for all Work Time requested. Approve or refuse for the single user or
group of users.

Notification or Page Use‑case workflows

New Approval Request notification When a Work Time request is submitted for
approval, the approving supervisor receives a
notification with Approve and Refuse options.

Time Log Approved notification When a Work Time request is approved, the
requester receives a notification.

Time Log Refused notification When a Work Time request is refused, the
requester receives a notification.

Time Log Request page Provides a form for supervisors to view
requested Work Time details along with
Approve and Refuse options.
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Integrate Microsoft Dynamics CRM

November 9, 2021

Integrate with Microsoft Dynamics CRM tomonitor andmanage leads, opportunities, and cases with‑
out requiring extra logins. Use the following process to enable the Microsoft Dynamics CRM Integra‑
tion. Review the prerequisites, register the new application, get the key value, and delegate permis‑
sions.

Note

Weprovide twoMicrosoftDynamics integration templates for youruse. We recommendusing the
newer HTTP integration for most use‑cases as it provides more power to configure the cached
data structure. TheMicrosoft Dynamics template is the basis for the Microsoft Dynamics HTTP
integration. For full details of the microapps available in each integration, see Use Microsoft Dy‑
namics microapps.

For a comprehensive list of out‑of‑the‑box Microsoft Dynamics CRMmicroapps, see Use Microsoft Dy‑
namics CRMmicroapps.

Review prerequisites

Create a dedicated Office 365 account to configure the integration. After you complete this process,
your existing level of audit logging persists, including any actions carried out by the use of Citrix Mi‑
croapps.

After you set up this integration in MS Dynamics CRM, you will need these artifacts to add the integra‑
tion in Citrix Workspace Microapps:

• Authorization Sign‑on URL
• Application (client) ID
• Secret key value
• Valid Microsoft Dynamics CRM account details

Ensure youmeet the following prerequisites:

• If your internal server hosting Workspace is behind a firewall, allow access to host name
www.dynamics.comwith port 443, so Workspace can connect to the MS Dynamics CRM cloud.

• Authorization Sign‑on URL (Citrix provided). Configure Citrix Gateway to support single sign‑on
forMSDynamics so that once users log in they are automatically logged in againwithout having
to enter their credentials a second time. Formore information about configuring SSO, see Citrix
Gateway Service.

• A dedicatedOffice 365 account that youuse to configure theMSDynamics CRM integration. This
dedicated account must have full data access privileges in MS Dynamics CRM (System Admin‑
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istrator). For more information, see Create users in Dynamics 365 for Customer Engagement
apps and assign security roles.

Register your application and callback URLs

Register your new application, add callback URLs, and collect the Application ID.

1. Log in to https://portal.azure.com.

2. Select Azure Active Directory > App registrations > + New registration.

3. Enter theName that youwant to use for the application, select your Supported account types
according to your organizational needs. SelectHelpme choose… for guidance on this option.

4. Add a custom URL to your instance configuration to grant access to private data and enable
OAuth authenticated user actions. Under Redirect URI (optional), select Web and enter the
two following callback URLs and the base URL for your instance of MS Dynamics. This is the
same URL that you have to enter in the Microapps UI when setting up the integration. The
first callback that is listed does not change. The second callback depends on the target appli‑
cation, and can be found in your URL address bar when creating the integration. The section
{yourmicroappserverurl} is composed of a tenant part, a region part, and an environment part:
https://%7BtenantID%7D.%7Bregion(us/eu/ap‑s)%7D.iws.cloud.com:

• https://{ yourmicroappserverurl } /admin/api/gwsc/auth/serverContext

• https://{ yourmicroappserverurl } /app/api/auth/serviceAction/
callback

• Your Base URL, the consistent part of your web address that you use for this integration.
For example: https://app.{ yoursaasapp } .com

5. Copy the Application (client) ID for use when you add the integration to Citrix Workspace Mi‑
croapps. Copy the Application ID URI as well, and store for later use if needed.

Enable delegated permissions

With delegated permissions the app can be delegated permission to act as the signed‑in user when
making calls to the target resource.

1. From your registered app view, select API permissions and +Add a permission.
2. Select the Dynamics CRM tile, and under What type of permissions does your application

require?, select the DELEGATED PERMISSIONS tile.
3. Select the check box for the permissions to add, specificallyuser_impersonation, and select

Add permissions at the bottom.
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Generate a secret key value

Generate a secret string that the application uses to prove its identity when requesting a token.

1. Select Certificates and Secrets. Select + New client secret.
2. Enter a Description for the client secret.
3. Under Expires, selectNever. Select Add.
4. Copy and save the client secret Value that was created. It is not visible after you leave this page.

Filter queries

MostMicrosoftDynamics CRMentities support filtering. The $filter parameter can be added to any
endpoints. For more information, consult the Microsoft Dynamics CRM query Web API reference.

Examples:

1 Only active appointments:
2 //api/data/v9.0/appointments$filter(statecode eq 0 or statecode eq 3)
3
4 Only incidents from last 1 month:
5 //api/data/v9.0/incidents$filter Microsoft.Dynamics.CRM.LastXMonths(

PropertyName='modifiedon',PropertyValue=1)

Add the Microsoft Dynamics integration to Citrix Workspace Microapps

Add theMicrosoft Dynamics HTTP integration to Citrix WorkspaceMicroapps to connect to your appli‑
cation. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which
are ready to use within your Workspace.

Follow these steps to set up the Microsoft Dynamics HTTP integration. The authentication options
are preselected. Ensure that these options are selected as you complete the process. We recommend
using this newer HTTP integration for most use‑cases. The HTTP integration provides more power to
configure the cached data structure.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose theMicrosoft Dynamics tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL. This is the domain for your MS Dynamics environment and
the consistent part of your web address that you use for this integration.
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• Select an Icon for the integration from the Icon Library, or leave this as the default MS
Dynamics icon.

• Enable the On‑premises instance toggle if you are creating an on‑premises connection.
For more information, see On‑premises instance.

5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol
to generate request/authorization tokens for delegated access. It is recommended that you al‑
ways use OAuth 2.0 as your service authentication method where available and a Grant Type
authorization code. OAuth 2.0 ensures that your integrationmeets themaximum security com‑
pliance with your configuredmicroapp.

a) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This displays the Callback URL, which you use when
registering your application.

b) Select Request body from the Token authorizationmenu.
c) The Authorization URL is prefilled. Enter your Authorization URL or simply keep the gen‑

erally available provided URL.
d) The Token URL is prefilled. Enter your Token URL or simply keep the generally available

provided URL.
e) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth server. You need to add the Callback URL you see on the integration configuration
page.

f) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

g) (Optional) Enter your Header prefix if your bearer prefix is different from the default
header.
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6. When using OAuth 2.0, select Add Parameter to include Access token parameters. Enter re‑
source for Name and { yourmsdynamicscrmurl } for Value. This parameter is required by
the target application authorization server.

7. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This will display the Callback URL, which you usewhen
registering your application.

c) Select Request body from the Token authorizationmenu.
d) The Authorization URL is prefilled.
e) The Token URL is prefilled.
f) Enter yourClient ID. The client ID is the string representing client registration information
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unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth server. You need to add the Callback URL you see on the integration configuration
page.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

h) (Optional) Enter your Header prefix if your bearer prefix is different from the default
header.

8. Again, select Add Parameter to include Access token parameters. Enter resource for Name
and { yourmsdynamicscrmurl } for Value. This parameter is required by the target applica‑
tion authorization server.

9. (Optional) If youwant to activate rate limiting for this integration, enable theRequest rate lim‑
iting toggle and set the Number of requests per Time interval.

10. Leave Request timeout value as default.

11. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.
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12. Select Save to proceed.

13. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Workday login screen.

a) Enter your Service Account user name and password and select Log in.
b) Select Accept.

TheMicroapp Integrations page opens with your added integration and its microapps. You are now
ready to set and run your first data synchronization. As a large quantity of data can be pulled from
your integrated application to the Microapps platform, we recommend you use the Table page to
filter entities for your first data synchronization to speed up synchronization. For more information,
see Verify needed entities. For complete information about synchronization rules, synchronization
that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see MS Dynamics connector specifications.

Use MS Dynamics CRMmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Our Microsoft Dynamics CRM integration comes with the following preconfigured out‑of‑the‑box mi‑
croapps:

Accounts: Search, view, and edit accounts.

Notification or Page Use‑case workflows

Account Assigned To You (Existing) notification When the owner of an account is changed, the
new owner receives a notification.
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Notification or Page Use‑case workflows

Account Assigned To You (New) notification When a new account is assigned to a user, they
receive a notification.

Account Detail page Provides details of an account with contacts
listed and a link to contact details.

Contact Detail page Provides details of a contact.

Edit Account page Provides a form for updating details of an
account.

My Accounts page Provides a table view of a user’s accounts with
search functionality and a link to details.

Appointments: Search, view, and edit appointments.

Notification or Page Use‑case workflows

Appointment Assigned To You (Existing)
notification

When the owner of an appointment is changed,
the new owner receives a notification.

Appointment Assigned To You (New)
notification

When a new appointment is assigned to a user,
they receive a notification.

Account Detail page Provides details of an account with contacts
listed and a link to contact details.

Appointment Detail page Provides details of an appointment.

Case Detail page Provides details of a case.

Contact Detail page Provides details of a contact.

Edit Appointment page Provides a form for updating details of an
appointment.

Lead Detail page Provides details of a lead.

My Open Appointments page Provides a table view of a user’s appointments
with search functionality and a link to details.

Opportunity Detail page Provides details of an opportunity.

Cases: Search, view, and edit cases.
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Notification or Page Use‑case workflows

Case Assigned To You (Existing) notification When the owner of a case is changed, the new
owner receives a notification.

Case Assigned To You (New) notification When a new case is assigned to a user, they
receive a notification.

Account Detail page Provides details of an account with contacts
listed and a link to contact details.

Case Detail page Provides details of a case.

Case Resolve page Provides a form for resolving a case.

Contact Detail page Provides details of a contact.

Edit Case page Provides a form for updating details of a case.

My Open Cases page Provides a table view of a user’s open cases
with search functionality and a link to details.

Contacts: Search, view, and edit contacts.

Notification or Page Use‑case workflows

Contact Assigned To You (Existing) notification When the owner of a contact is changed, the
new owner receives a notification.

Contact Assigned To You (New) notification When a new contact is assigned to a user, they
receive a notification.

Account Detail page Provides details of an account with contacts
listed and a link to contact details.

Contact Detail page Provides details of a contact.

Edit Contact page Provides a form for updating details of a
contact.

My Contacts page Provides a table view of a user’s contacts with
search functionality and a link to details.

Create Account: Create an account.
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Notification or Page Use‑case workflows

Create Account page Provides a page for submitting a new account
with details.

Create Appointment: Create an appointment.

Notification or Page Use‑case workflows

Create Appointment page Provides a page for submitting a new
appointment with details.

Create Case: Create a case.

Notification or Page Use‑case workflows

Create Case page Provides a page for submitting a new case with
details.

Create Contact: Create a contact.

Notification or Page Use‑case workflows

Create Contact page Provides a page for submitting a new contact
with details.

Create Lead: Create a lead.

Notification or Page Use‑case workflows

Create Lead page Provides a page for submitting a new lead with
details.

Create Opportunity: Create an opportunity.
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Notification or Page Use‑case workflows

Create Opportunity page Provides a page for submitting a new
opportunity with details.

Create Phone Call: Create a phone call.

Notification or Page Use‑case workflows

Create Phone Call page Provides a page for submitting a new phone
call with details.

Create Task: Create a task.

Notification or Page Use‑case workflows

Create Task page Provides a page for submitting a new task with
details.

Leads: Search, view, and edit leads.

Notification or Page Use‑case workflows

Lead Assigned To You (Existing) notification When the owner of a lead is changed, the new
owner receives a notification.

Lead Assigned To You (New) notification When a new lead is assigned to a user, they
receive a notification.

Edit Lead page Provides a form for updating details of a lead.

Lead Detail page Provides details of a lead.

My Open Leads page Provides a table view of a user’s open leads
with search functionality and a link to details.

Opportunities: Search, view, and edit opportunities.
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Notification or Page Use‑case workflows

Opportunity Assigned To You (Existing)
notification

When the owner of an opportunity is changed,
the new owner receives a notification.

Opportunity Assigned To You (New)
notification

When a new opportunity is assigned to a user,
they receive a notification.

Account Detail page Provides details of an account with contacts
listed and a link to contact details.

Close as Lost page Provides a form for closing an opportunity as
lost with details.

Close as Won page Provides a form for closing an opportunity as
won with details.

Contact Detail page Provides details of a contact.

Edit Opportunity page Provides a form for updating details of an
opportunity.

My Open Opportunities page Provides a table view of a user’s open
opportunities with search functionality and a
link to details.

Opportunity Detail page Provides details of an opportunity.

Phone Calls: Search, view, and edit phone calls.

Notification or Page Use‑case workflows

Phone Call Assigned To You (Existing)
notification

When the owner of a phone call is changed, the
new owner receives a notification.

Phone Call Assigned To You (New) notification When a new phone call is assigned to a user,
they receive a notification.

Account Detail page Provides details of an account with contacts
listed and a link to contact details.

Case Detail page Provides details of a case.

Contact Detail page Provides details of a contact.

Edit Phone Call page Provides a form for updating details of a phone
call.

My Open Phone Calls page Provides a table view of a user’s phone calls
with search functionality and a link to details.
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Notification or Page Use‑case workflows

Opportunity Detail page Provides details of an opportunity.

Phone Call Detail page Provides details of a phone call.

Tasks: Search, view, and edit tasks.

Notification or Page Use‑case workflows

Task Assigned To You (Existing) notification When the owner of a task is changed, the new
owner receives a notification.

Task Assigned To You (New) notification When a new task is assigned to a user, they
receive a notification.

Account Detail page Provides details of an account with contacts
listed and a link to contact details.

Case Detail page Provides details of a case.

Contact Detail page Provides details of a contact.

Edit Task page Provides a form for updating details of a task.

Lead Detail page Provides details of a lead.

My Open Tasks page Provides a table view of a user’s open tasks
with search functionality and a link to details.

Opportunity Detail page Provides details of an opportunity.

Task Detail page Provides details of a task.

Add the legacy integration

Follow these instructions to set up the legacy integration.

Add the legacy integration to Citrix Workspace Microapps

Add the Microsoft Dynamics CRM integration to Citrix Workspace Microapps to connect to your appli‑
cation. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which
are ready to use within your Workspace.

Follow these steps:

1. From the overview page, select Get Started.
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The Manage Integrations page opens.

2. Select Add New Integration, and Add a new integration from Citrix‑provided templates.

3. Choose the Microsoft Dynamics CRM tile to add.

4. Enter a name for the integration.

5. Enter the Connector parameters that you collected in the previous procedures.

• Enter yourURL.
• Enter your Application ID and Key.
• Toggle Use User OAuth Authorization in Actions if you require OAuth in microapp ac‑
tions.

• Select Log in with your MS Dynamics CRM account to enable OAuth Authorization. A
sign‑in page opens in a new tab. You are prompted to enter an account name, confirm
access, and enter a password.

6. Select Add.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
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pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

Formore details of API endpoints and table entities, seeMicrosoftDynamics connector specifications.

Use Microsoft Dynamics CRM legacymicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

OurMSDynamics CRM integration comeswith the following preconfigured out‑of‑the‑boxmicroapps:

Accounts: Search, view, and edit accounts.

Notification or Page Use‑case workflows

Account Assigned To You (Existing) notification When the owner of an account is changed, the
new owner receives a notification.

Account Assigned To You (New) notification When a new account is assigned to a user, they
receive a notification.

Account Detail page Provides details of an account with contacts
listed and a link to contact details.

Contact Detail page Provides details of a contact.

Edit Account page Provides a form for updating details of an
account.

My Accounts page Provides a table view of a user’s accounts with
search functionality and a link to details.

Appointments: Search, view, and edit appointments.

Notification or Page Use‑case workflows

Appointment Assigned To You (Existing)
notification

When the owner of an appointment is changed,
the new owner receives a notification.

Appointment Assigned To You (New)
notification

When a new appointment is assigned to a user,
they receive a notification.

Account Detail page Provides details of an account with contacts
listed and a link to contact details.
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Notification or Page Use‑case workflows

Appointment Detail page Provides details of an appointment.

Case Detail page Provides details of a case.

Contact Detail page Provides details of a contact.

Edit Appointment page Provides a form for updating details of an
appointment.

Lead Detail page Provides details of a lead.

My Open Appointments page Provides a table view of a user’s appointments
with search functionality and a link to details.

Opportunity Detail page Provides details of an opportunity.

Cases: Search, view, and edit cases.

Notification or Page Use‑case workflows

Case Assigned To You (Existing) notification When the owner of a case is changed, the new
owner receives a notification.

Case Assigned To You (New) notification When a new case is assigned to a user, they
receive a notification.

Account Detail page Provides details of an account with contacts
listed and a link to contact details.

Case Detail page Provides details of a case.

Case Resolve page Provides a form for resolving a case.

Contact Detail page Provides details of a contact.

Edit Case page Provides a form for updating details of a case.

My Open Cases page Provides a table view of a user’s open cases
with search functionality and a link to details.

Contacts: Search, view, and edit contacts.

Notification or Page Use‑case workflows

Contact Assigned To You (Existing) notification When the owner of a contact is changed, the
new owner receives a notification.
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Notification or Page Use‑case workflows

Contact Assigned To You (New) notification When a new contact is assigned to a user, they
receive a notification.

Account Detail page Provides details of an account with contacts
listed and a link to contact details.

Contact Detail page Provides details of a contact.

Edit Contact page Provides a form for updating details of a
contact.

My Contacts page Provides a table view of a user’s contacts with
search functionality and a link to details.

Create Account: Create an account.

Notification or Page Use‑case workflows

Create Account page Provides a page for submitting a new account
with details.

Create Appointment: Create an appointment.

Notification or Page Use‑case workflows

Create Appointment page Provides a page for submitting a new
appointment with details.

Create Case: Create a case.

Notification or Page Use‑case workflows

Create Case page Provides a page for submitting a new case with
details.

Create Contact: Create a contact.
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Notification or Page Use‑case workflows

Create Contact page Provides a page for submitting a new contact
with details.

Create Lead: Create a lead.

Notification or Page Use‑case workflows

Create Lead page Provides a page for submitting a new lead with
details.

Create Opportunity: Create an opportunity.

Notification or Page Use‑case workflows

Create Opportunity page Provides a page for submitting a new
opportunity with details.

Create Phone Call: Create a phone call.

Notification or Page Use‑case workflows

Create Phone Call page Provides a page for submitting a new phone
call with details.

Create Task: Create a task.

Notification or Page Use‑case workflows

Create Task page Provides a page for submitting a new task with
details.

Leads: Search, view, and edit leads.
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Notification or Page Use‑case workflows

Lead Assigned To You (Existing) notification When the owner of a lead is changed, the new
owner receives a notification.

Lead Assigned To You (New) notification When a new lead is assigned to a user, they
receive a notification.

Edit Lead page Provides a form for updating details of a lead.

Lead Detail page Provides details of a lead.

My Open Leads page Provides a table view of a user’s open leads
with search functionality and a link to details.

Opportunities: Search, view, and edit opportunities.

Notification or Page Use‑case workflows

Opportunity Assigned To You (Existing)
notification

When the owner of an opportunity is changed,
the new owner receives a notification.

Opportunity Assigned To You (New)
notification

When a new opportunity is assigned to a user,
they receive a notification.

Account Detail page Provides details of an account with contacts
listed and a link to contact details.

Close as Lost page Provides a form for closing an opportunity as
lost with details.

Close as Won page Provides a form for closing an opportunity as
won with details.

Contact Detail page Provides details of a contact.

Edit Opportunity page Provides a form for updating details of an
opportunity.

My Open Opportunities page Provides a table view of a user’s open
opportunities with search functionality and a
link to details.

Opportunity Detail page Provides details of an opportunity.

Phone Calls: Search, view, and edit phone calls.
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Notification or Page Use‑case workflows

Phone Call Assigned To You (Existing)
notification

When the owner of a phone call is changed, the
new owner receives a notification.

Phone Call Assigned To You (New) notification When a new phone call is assigned to a user,
they receive a notification.

Account Detail page Provides details of an account with contacts
listed and a link to contact details.

Case Detail page Provides details of a case.

Contact Detail page Provides details of a contact.

Edit Phone Call page Provides a form for updating details of a phone
call.

My Open Phone Calls page Provides a table view of a user’s phone calls
with search functionality and a link to details.

Opportunity Detail page Provides details of an opportunity.

Phone Call Detail page Provides details of a phone call.

Tasks: Search, view, and edit tasks.

Notification or Page Use‑case workflows

Task Assigned To You (Existing) notification When the owner of a task is changed, the new
owner receives a notification.

Task Assigned To You (New) notification When a new task is assigned to a user, they
receive a notification.

Account Detail page Provides details of an account with contacts
listed and a link to contact details.

Case Detail page Provides details of a case.

Contact Detail page Provides details of a contact.

Edit Task page Provides a form for updating details of a task.

Lead Detail page Provides details of a lead.

My Open Tasks page Provides a table view of a user’s open tasks
with search functionality and a link to details.

Opportunity Detail page Provides details of an opportunity.

Task Detail page Provides details of a task.
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Integrate Microsoft Outlook

April 20, 2021

Deploy the Microsoft Outlook integration to schedule events and office hours, edit events and office
hours, and receive a notification an hour before an event’s start time.

Note:

Wewant your feedback! Please provide feedback for this integration template as you use it. For
any issues, our teamwill also monitor our dedicated forum on a daily basis.

For comprehensive details of the out‑of‑the‑box microapp for Microsoft Outlook, see Use Microsoft
Outlook microapps.

Review prerequisites

After you set up this integration with Microsoft Outlook, you will need these artifacts to add the inte‑
gration in Citrix Workspace Microapps:

• BASE URL: https://graph.microsoft.com/
• AUTHORIZATION URL: https://login.microsoftonline.com/{ tenantId } /oauth2
/v2.0/authorize

• TOKEN URL: https://login.microsoftonline.com/{ tenant_id } /oauth2/v2.0/
token

• CLIENT ID: The client ID is the string representing client registration information unique to the
authorization server.

• SECRET: The client secret is a unique string issued when setting up the target application inte‑
gration.

Note:

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

Configure Citrix Gateway to support single sign‑on forMicrosoftOutlook so that once users log in they
are automatically logged in again without having to enter their credentials a second time. For more
information about configuring SSO, see Citrix Gateway Service «https://docs.citrix.com/en‑us/citrix‑
gateway‑service/>.

ThenumberofAPI requests that canbemade tospecific resources is limited,we therefore recommend
the following:
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• Microsoft Outlook API limitation form link: https://docs.microsoft.com/en‑us/graph/
throttling#microsoft‑teams‑service‑limits

• Recommended plan: https://www.microsoft.com/en‑in/microsoft‑365/microsoft‑teams/
compare‑microsoft‑teams‑options

Permissions

The integration requires regular access to yourMicrosoftOutlook instance, sowe recommendcreating
a dedicated user account. You can view the permission/privileges at https://docs.microsoft.com/en‑
us/graph/permissions‑reference.

This account must have the following permissions: Global Administrator. The Global Administrator
role grants admin consent for application permissions and access API’s in Microsoft Outlook.

Sign in here: https://account.microsoft.com/.

Configure OAuth server

Configure the OAuth server to read data through the Microsoft Outlook integration.

1. Log in with your service account to: https://portal.azure.com/#blade/Microsoft_AAD_IAM/
ActiveDirectoryMenuBlade/RegisteredApps

2. SelectNew registration.
3. For Supported account types, select Accounts in any organizational directory (Any Azure

AD directory ‑ Multitenant).
4. Complete the required fields and enter the following authorized redirect URLs for this integra‑

tion in the Redirect URL field: https://{ yourmicroappserverurl } /admin/api/gwsc
/auth/serverContext

5. Click on Register.
6. Copy and save the Application (client) ID andDirectory (tenant) ID shown on the screen. You

use these details for Service Authentication while configuring the integration.
7. Click onViewPermissions under Call API’s and selectAdd apermission and chooseMicrosoft

Graph tile.
8. Select Application permissions tile and add these listed scopes: **User.Read.All

Calendars.Read**
9. Select Grant admin consent for Citrix Systems and select Yes.

10. Select Certificates & secrets from left panel and selectNew client secret and choose the expi‑
ration validity as never and click on add.

11. Copy and save the Value from the client secrets.
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Configure OAuth client

Configure the OAuth client to write back data through the Microsoft Outlook integration.

1. Log in with your service account to: https://portal.azure.com/#blade/Microsoft_AAD_IAM/
ActiveDirectoryMenuBlade/RegisteredApps

2. SelectNew registration.
3. For Supported account types, select Accounts in any organizational directory (Any Azure

AD directory ‑ Multitenant).
4. Complete the required fields and enter the following authorized redirect URLs for this integra‑

tion in the Redirect URL field: https://{ yourmicroappserverurl } /app/api/auth/
serviceAction/callback

5. Click on Register
6. Copy and save the Application (client) ID andDirectory (tenant) ID shown on the screen. You

use these details for Service Authentication while configuring the integration.
7. Click onViewPermissions under Call API’s and selectAdd apermission and chooseMicrosoft

Graph tile.
8. Select Delegated permissions tile and add these listed scopes: **Calendars.ReadWrite**
9. Select Grant admin consent for Citrix Systems and select Yes.

10. Select Certificates & secrets from left panel and selectNew client secret and choose the expi‑
ration validity as never and click on add.

11. Copy and save the Value from the client secrets.

Add the integration to Citrix Workspace Microapps

Add the Microsoft Outlook integration to Citrix Workspace Microapps to connect to your application.
The authentication options are preselected. Ensure that these options are selected as you complete
the process. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions
which are ready to use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Microsoft Outlook tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL: https://graph.microsoft.com/
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
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these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Client Credentials from the Grant typemenu.
b) Select Request body from the Token authorizationmenu.
c) The Token URL is prefilled: https://login.microsoftonline.com/{ tenant_id

} /oauth2/v2.0/token
d) Ensure the following is entered for Scope: .default offline_access
e) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secret when you configure the
OAuth server. You need to add the Callback URL you see on the integration configuration
page.

f) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

6. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Request body from the Token authorizationmenu.
c) Select Authorization code from theGrant typemenu. This grants a temporary code that

the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This will display the Callback URL, which you use when
registering your application.

d) The Authorization URL is prefilled: https://login.microsoftonline.com/{
tenantId } /oauth2/v2.0/authorize

e) The Token URL is prefilled: https://login.microsoftonline.com/{ tenant_id
} /oauth2/v2.0/token

f) Ensure the following is entered for Scope: .default offline_access
g) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secret when you configure the
OAuth client. You need to add the Callback URL you see on the integration configuration
page.

h) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.
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7. Enable theEnable request rate limiting toggle. Enter 60 forNumberof requests and1 second
for Time interval.

8. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

9. Select Save to proceed.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

Note:

The Citrix Microsoft Outlook integration uses Data Update After Action to pull in the most recent
data for the logged in user via the Refresh Table button in the My Calendar service action. We
recommend to use this approach as is. Please utilize the default full synchronization once every
week for retaining an optimumamount of data for the user. Additionally, the integration doesn’t
support incremental synchronization and relies solely on Data Update After Action to pull in the
most recent data. It is recommended to set the “Full Synchronization” interval as Weekly to
remove the cancelled or deleted events from Microapps platform and subsequently from the
user’s calendar.

Refresh button is used to sync cache with the most recent data, in lieu of full/incremental syn‑
chronization. Since this integration doesn’t rely on full/incremental sync for latest data pull, pag‑
ination is not needed nor implemented. This also helps limit api calls.

For more details of API endpoints and table entities, see MS Outlook connector specifications.

Note:

Calendarview data endpoint is hardcoded with past start_date_time and end_date_time, since
they are mandatory. However, the user will view the most recent data in their microapps using
the Refresh button concept.

Use Microsoft Outlookmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.
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Note:

As the currently available 40 time zones are hardcoded in the Create Event, My Office Hours
andMy Calendarmicroapps, adding any other time zone would require the admin to add them
manually.

Create Event: Microapp is used to schedule an Event/Meeting as per the user preference.

Notification or Page Use‑case workflows

Create Event page Provides a form to schedule an event with the
following details according to user preference:
Event Title, Start Date/Time, End Date/Time,
TimeZone, Recurrence (once, daily, weekly,
monthly), Location, Description and Attendees
or Guests for the meeting.

My Calendar: Microapp is used to view and edit upcoming Events/Meetings.

Note:

The Event Reminder notifications are triggered only to the event organizer one hour before
event start_date_time. This notification only gets triggered for the events which are in the Mi‑
croapp server cache at any given point. To ensure timely notifications, we recommend using the
Refresh Table button on a frequent basis and also running theweekly Full sync as is, to avoid any
incorrect/deleted event notifications.

Notification or Page Use‑case workflows

Event Reminder notification Event owner receives a notification before an
hour of the event start time.

Upcoming Event Detail page Provides a read only view of an event with
details, button to join meeting and edit button
for event owner only.

Upcoming Events page Allows users to search for events.

Event Detail page Provides a read only view of event with details.
Edit option is available for the event owner.

Edit Event page Provides a form for editing an event.

MyOffice Hours: Microapp is used to create, view, and edit virtual office hours.
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Notification or Page Use‑case workflows

Virtual Office Hours page Allows users to view the office hours.

Create Office Hours page Provides a form to schedule virtual office hours
with the following details according to user
preference: Start Date/Time, End Date/Time,
TimeZone, Recurrence (daily, weekly,
monthly), Description for the office hours.

Edit Office Hours page Provides a form for editing office hours.

Integrate Microsoft Teams

October 26, 2021

Deploy the Microsoft Teams integration to schedule Teams Meetings, create a team from scratch or
based on an existing team, add a new channel to an existing team, send amessage to a specific chan‑
nel and receive a notification for newly created channels.

Note:

Wewant your feedback! Please provide feedback for this integration template as you use it. For
any issues, our teamwill also monitor our dedicated forum on a daily basis.

For comprehensive details of the out‑of‑the‑box microapp for MS Teams, see Use Microsoft Teams
microapps.

Review prerequisites

These prerequisites assume that the administrator is part of the MS Teams integration set up of the
organization. This MS Teams admin account must have full read privileges for user information. After
you set up this integration with Microsoft Teams, you will need these artifacts to add the integration
in Citrix Workspace Microapps:

• BASE URL: https://graph.microsoft.com/
• AUTHORIZATION URL: https://login.microsoftonline.com/{ tenant_id } /
oauth2/v2.0/authorize

• TOKEN URL: https://login.microsoftonline.com/{ tenant_id } /oauth2/v2.0/
token

• CLIENT ID: The client ID is the string representing client registration information unique to the
authorization server.
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• SECRET: The client secret is a unique string issued when setting up the target application inte‑
gration.

Note:

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

Configure Citrix Gateway to support single sign‑on for MS Teams so that once users log in they are
automatically logged in again without having to enter their credentials a second time. Formore infor‑
mation about configuring SSO, see Citrix Gateway Service.

Permissions

The integration requires regular access to your MS Teams instance, so we recommend creating a ded‑
icated user account. You can view the permission/privileges at https://docs.microsoft.com/en‑us/
graph/permissions‑reference.

This service account must have either one of the following permission scope setups:

• Global Administrator or
• Application Administrator and Teams Service Administrator

Details of the roles:

• Global Administrator role grants admin consent for delegated permissions in Microsoft Teams
and allows API access.

• Application Administrator role is grants admin consent for delegated permission.
• Teams Service Administrator role is required to access the channel API.

ThenumberofAPI requests that canbemade tospecific resources is limited,we therefore recommend
the following:

• Microsoft Teams API limitation form link: https://docs.microsoft.com/en‑us/graph/throttling#
microsoft‑teams‑service‑limits

Create a new service account

Sign in here: https://portal.azure.com. For more information about getting started with Microsoft
Teams, see https://support.microsoft.com/en‑us/office/how‑do‑i‑get‑microsoft‑teams‑fc7f1634‑
abd3‑4f26‑a597‑9df16e4ca65b.

Configure OAuth server

Configure the OAuth server to read data through the MS Teams integration.
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1. Log in with your service account to: https://portal.azure.com/#blade/Microsoft_AAD_IAM/
ActiveDirectoryMenuBlade/RegisteredApps.

2. SelectNew registration.

3. For Supported account types, select Accounts in any organizational directory (Any Azure
AD directory ‑ Multitenant).

4. Complete the required fields and enter the following authorized redirect URLs for this integra‑
tion in the Redirect URL field:

https://{ yourmicroappserverurl } /admin/api/gwsc/auth/serverContext

5. Select Register.

6. Copy and save the Application (client) ID andDirectory (tenant) ID shown on the screen. You
use these details for Service Authenticationwhile configuring the integration.

7. Select View Permissions under Call APIs. Select Add a permission and choose theMicrosoft
Graph tile.

8. Select Delegated permissions tile and add the below listed scopes:

Group.Read.All User.Read.All GroupMember.Read.All Channel.ReadBasic.All

9. Select Grant admin consent for Citrix Systems, and select Yes.

10. Select Certificates & secrets from the left panel, and select New client secret. Choose never
for expiration validity, and select Add.

11. Copy and save the Value from the client secrets.

Configure OAuth client

Configure the OAuth client to write back data through the MS Teams integration.

1. Log in with your service account to: https://portal.azure.com/#blade/Microsoft_AAD_IAM/
ActiveDirectoryMenuBlade/RegisteredApps.

2. SelectNew registration.

3. For Supported account types, select Accounts in any organizational directory (Any Azure
AD directory ‑ Multitenant).

4. Complete the required fields and enter the following authorized redirect URLs for this integra‑
tion in the Redirect URL field:

https://{ yourmicroappserverurl } /app/api/auth/serviceAction/callback

5. Select Register.
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6. Copy and save the Application (client) ID andDirectory (tenant) ID shown on the screen. You
use these details for Service Action Authenticationwhile configuring the integration.

7. Select View Permissions under Call APIs. Select Add a permission and choose theMicrosoft
Graph tile.

8. Select Delegated permissions tile and add the below listed scopes:

Channel.Create Group.ReadWrite.All ChannelMessage.Send Calendars.
ReadWrite

9. Select Grant admin consent for Citrix Systems, and select Yes.

10. Select Certificates & secrets from the left panel, and select New client secret. Choose never
for expiration validity, and select Add.

11. Copy and save the Value from the client secrets.

Add the integration to Citrix Workspace Microapps

Add the Microsoft Teams integration to Citrix Workspace Microapps to connect to your application.
The authentication options are preselected. Ensure that these options are selected as you complete
the process. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions
which are ready to use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Microsoft Teams tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL: https://graph.microsoft.com/
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
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server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This displays the Callback URL, which you use when
registering your application.

b) Select Request body from the Token authorizationmenu.
c) The Authorization URL is prefilled: https://login.microsoftonline.com/{

tenant_id } /oauth2/v2.0/authorize
d) The Token URL is prefilled: https://login.microsoftonline.com/{ tenant_id

} /oauth2/v2.0/token
e) Ensure the following is entered for Scope: https://graph.microsoft.com/default

offline_access
f) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secret when you configure the
OAuth server. You need to add the Callback URL you see on the integration configuration
page.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

6. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Request body from the Token authorizationmenu.
c) The Authorization URL is prefilled: https://login.microsoftonline.com/{

tenant_id } /oauth2/v2.0/authorize
d) The Token URL is prefilled: https://login.microsoftonline.com/{ tenant_id

} /oauth2/v2.0/token
e) Ensure the following is entered for Scope: https://graph.microsoft.com/default

offline_access
f) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secret when you configure the
OAuth client. You need to add the Callback URL you see on the integration configuration
page.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

7. Enable theEnable request rate limiting toggle. Enter 60 forNumberof requests and1 second
for Time interval.

8. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.
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9. Select Save to proceed.

10. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Microsoft login screen.

a) Enter your Service Account username and password and select Sign in.
b) Select Accept.

Note:

• It is recommended to set the Full Synchronization interval asDaily to regularly refresh data
from MS Graph to the Microapps platform and receive timely notifications for any newly
created channels.

• As the currently available 40 time zones are hardcoded in the Create Meeting microapp,
addition of any other time zone would require the admin to add themmanually.

• When a user creates a channel using Add Channel or Create Team microapp, the newly
created channel is hidden by default in MS Teams.

• We have currently hardcoded the template list in Create Teammicroapp. To add any other
template type, the admin must add themmanually.

• To populate only Microsoft365 (Teams) related groups/channels, we use a filter used in the
Groups endpoint:filter=groupTypes/any(g:g+eq+'Unified'. Note that + has been
replaced by a blank space.

• If users are getting additional Teams in the Select Team component in Send Message
and Add channel microapps, use the beta endpoint from Microsoft at https://
graph.microsoft.com/beta/groups?$filter=grouptypes/any(g:g eq '
Unified') and resourceProvisioningOptions/any(p:p eq 'Team') to filter only
Teams(Groups) related to MS Teams.

The Microapp Integrations page opens with your added integration and its microapps. From here,
you can add another integration, continue setting up your out‑of‑the‑box Microapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.
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For more details of API endpoints and table entities, see Microsoft Teams connector specifications.

Use MS Teamsmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Add Channel: Add a new channel to an existing team.

Notification or Page Use‑case workflows

Add Channel page Provides a form for adding channel to an
existing teamwith the following details: Team
(Teams drop‑down), channel name and
description.

Create Meeting: Schedule an MS Teamsmeeting as per user preference.

Notification or Page Use‑case workflows

Create Meeting page Provides a form to schedule a meeting with the
following details according to user preference:
Meeting Title, Start Date/Time, End Date/Time,
TimeZone, Recurrence (once, daily, weekly,
monthly), Description and Attendees for the
meeting.

Create Team: Create a team from scratch or based on an existing team as per user preference. Addi‑
tionally, whenever a Channel is created for any team, the team owner will receive a notification.

Notification or Page Use‑case workflows

New channel has been added notification When a new channel is added to a team, the
team owner receives the notification.

Channel Details page Provides a read only view of a newly created
channel with Channel Details and Channel
Members.
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Notification or Page Use‑case workflows

Create Team/Channel page Provides two buttons; From Scratchwhich
navigates to the Create Team from Scratch
page, and From Existing Teamwhich
navigates to the Create Team from Group page.

Create Team from Scratch page Provides a form to Create a team from Scratch
with the following details : Team Name, Team
Description, Type of the team (Private / Public),
Template (drop down with different Template
options), Channel Name, Channel description,
Add to favorite check box, Tab Name, Content
URl, Member Settings and Discovery Settings.

Create Team from Group page Provides a form to create a team from an
existing teamwith the following details : Team
(Team drop‑down), Team Name, Type of the
Team (Private / Public), Team Description and
Parts to include from the original team.

Send Message: Send amessage to a specific channel in any team.

Notification or Page Use‑case workflows

Send Message to a Channel page Provides a form to send amessage to a
channel of an existing teamwith the following
details: Team (Teams drop‑down), Channel
(Channel drop‑down), and Message.

Integrate Oracle HCM

August 24, 2021

Deploy the Oracle HCM integration to deliver actionable notifications to item managers about their
items, and view and edit items directly in Workspace.

For comprehensive details of the out‑of‑the‑box microapps for Oracle HCM, see Use Oracle HCM mi‑
croapps.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 253

https://docs.citrix.com/en-us/citrix-microapps/set-up-template-integrations/integrate-oracle.html#use-oracle-microapps
https://docs.citrix.com/en-us/citrix-microapps/set-up-template-integrations/integrate-oracle.html#use-oracle-microapps


Microapps

Review prerequisites

These prerequisites assume that the administrator is part of the Oracle HCM integration set up of the
organization.

You need these artifacts to add the integration in Citrix Workspace Microapps:

• Base URL: The base URL follows this model: { serverURL } /hcmRestApi/resources.
Find the REST serverURL in the welcome email that was provided to your Oracle Cloud service
administrator. Replace the { serverURL } value in our model with your serverURL.

• Username: We recommendusing theusernameandpasswordof thededicated service account
as specified below.

• Password: We recommendusing the username and password of the dedicated service account
as specified below.

Note:

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

Permissions

The integration requires regular access to your Oracle HCM instance. Create a dedicated service ac‑
count in Oracle HCM for this implementation. The account requires access to this data only:

• employee directory
• absences
• time entry

Adding the integration to Citrix Workspace Microapps

Add the Oracle HCM integration to Citrix Workspace Microapps to connect to your application. This
delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which are ready to
use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Oracle HCM tile.
3. Enter a name for the Integration.

• Enter the instance Base URL: https://adc4-zrha-fa-ext.oracledemos.com/
hcmRestApi/resources.This base URL value might be different.

• Select an Icon for the integration from the Icon Library, or leave this as the default icon.
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4. Under Service authentication, select Basic from the Authenticationmethodmenu and com‑
plete the authentication details.

5. Enter yourUsername and Password.
6. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes. Leave all

other toggles disabled.
7. Select Save to proceed.

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

For more details of API endpoints and table entities, see Oracle HCM connector specifications.

Use Oracle HCMmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Employee Directory: View and search employee directory.

Notification or Page Use‑case workflows

Employee Search page Search for an employee by name.

Employee Detail page Details of selected employee after searching.

Enter My Time: Enter daily time for selected entry types.

Notification or Page Use‑case workflows

Time Entry page Submit a time card (using deeplink) or time
entry with start and end time for the selected
entry type.

PTO: Create and submit absences.

Notification or Page Use‑case workflows

Create Absence page Provides a formwith absence parameters to
create a new absence entry.
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Integrate Power BI

July 2, 2021

Integrate with Power BI to track important reports and dashboards in Citrix Workspace.

Use the following process to enable the Power BI Integration. Ensure youmeet the prerequisites and
provide connection details. After you complete this process, your existing level of audit logging per‑
sists, including any actions carried out by the use of Citrix Microapps.

For a comprehensive list of out‑of‑the‑box Power BI microapps, see Use Power BI microapps.

Review prerequisites

You must have a Power BI service account. For more information, go to https://powerbi.microsoft.
com/en‑us/landing/signin/. For any report to be shared through Citrix Microapps, the report must be
shared with the Power BI service account.

Depending on your set‑up, potentially two accounts are needed:

• An account that has permissions to create an app registration in Azure AD. This account might
be problematic depending on which subscription/tenant it associates with first.

• A service account that is used to authenticate the integration.

These prerequisites assume you administer the Power BI instance of your organization to set up the
integration. The service account must have the following API Permissions assigned with Type: Dele‑
gated:

Group
API/Permissions

name Type Description

Azure Active Directory
Graph (1)

User.Read Delegated Sign in and read user
profile.

Power BI Service (18) App.Read.All Delegated View all Power BI
apps.

Capacity.Read.All Delegated View all capacities.

Dashboard.Read.All Delegated View all dashboards.

Dataflow.Read.All Delegated View all dataflows.

Dataset.Read.All Delegated View all datasets.

Gateway.Read.All Delegated View all gateways.

Report.Read.All Delegated View all reports.
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Group
API/Permissions

name Type Description

StorageAccount.Read.All Delegated View all storage
accounts.

Workspace.Read.All Delegated View all workspaces

Tenant.Read.All Delegated View all content in
tenant

After you set up this integration in Power BI, you will need these artifacts to add the integration in
Citrix Workspace Microapps:

• Client ID
• Client Secret
• OAuth Authorization

Register your application

Navigate to https://dev.powerbi.com/apps, and register your application with Azure AD to allow your
application to access the Power BI REST APIs and to set resource permissions for your application.
Through this registration process, you create your Client ID and Client Secret.

The first callback that is listed does not change. The second callback depends on the target applica‑
tion, and can be found in your URL address bar when creating the integration. The section {yourmi‑
croappserverurl} is composed of a tenant part, a region part, and an environment part: https://{
tenantID } .{ region(us/eu/ap-s)} .iws.cloud.com.

You can only register one URL in the first field. Enter one URL in the Server‑side web application
registration page. Then go to Azure AD App Registration to add the second URL.

1. Enter a name for your application.

2. Select Server‑side web application.

3. Enter your application’sHome Page URL. This valuemust be the URL of the Citrix cloud tenant
(the Microapps server URL). For example, https://<customer_id>.us.iws.cloud.com.
You can find this Microapps server URL in the URL bar when logged in to Citrix Microapps.

4. Enter one of the following Redirect URLs:
https://{ yourmicroappserverurl } /app/api/auth/serviceAction/callback
https://{ yourmicroappserverurl } /admin/api/gwsc/auth/serverContext
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Note:

TwoURLs are not permitted in this field. Go to Azure AD App Registration to add the second
URL.

5. Select all read only APIs check boxes.

6. Select Register.

7. Navigate to Azure App Registrations > Authentication and enter the second callback URL.

Add the integration to Citrix Workspace Microapps

Add the Power BI integration to Citrix Workspace Microapps to connect to your application. This de‑
livers out‑of‑the‑box microapps with pre‑configured notifications and actions which are ready to use
within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Power BI tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL: https://api.powerbi.com/v1.0/myorg
• Select an Icon for the integration from the Icon Library, or leave this as the default Servi‑
ceNow icon.

• Enable the On‑premises instance toggle if you are creating an on‑premises connection.
For more information, see On‑premises instance.

5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
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use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This displays the Callback URL, which you use when
registering your application.

b) Select Request body from the Token authorizationmenu.
c) The Authorization URL is prefilled: https://login.microsoftonline.com/{

tenantID } /oauth2/authorize
d) The Token URL is prefilled: https://login.microsoftonline.com/{ tenantID }

/oauth2/token
e) Ensure the following is entered for Scope: Tenant.Read.All
f) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth server. You need to add the Callback URL you see on the integration configuration
page.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

h) UnderAccess tokenparameters, ensure that the following is entered forName: resource,
and for Value: https://analysis.windows.net/powerbi/api.

6. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This will display the Callback URL, which you usewhen
registering your application.

c) Select Request body from the Token authorizationmenu.
d) The Authorization URL is prefilled: https://login.microsoftonline.com/{

tenantID } /oauth2/authorize
e) The Token URL is prefilled: https://login.microsoftonline.com/{ tenantID }

/oauth2/token
f) Ensure the following is entered for Scope: Tenant.Read.All
g) Enter yourClient ID. The client ID is the string representing client registration information
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unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth client. You need to add the Callback URL you see on the integration configuration
page.

h) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

i) UnderAccess tokenparameters, ensure that the following is entered forName: resource,
and for Value: https://analysis.windows.net/powerbi/api.

7. (Optional) If youwant to activate rate limiting for this integration, enable theRequest rate lim‑
iting toggle and set the Number of requests per Time interval.

8. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

9. Select Save to proceed.

10. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Power BI login screen.

a) Enter your Service Account user name and password and select Log in.
b) Select Accept.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

For more details of API endpoints and table entities, see Power BI connector specifications.
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Use Power BI microapps

ExistingWeb/SaaS integrations comewith out‑of‑the‑boxmicroapps. Start with thesemicroapps and
customize them for your needs.

Our PowerBI integration template comeswith the followingpreconfiguredout‑of‑the‑boxmicroapps:

Dashboards: Viewdetails of Power BI dashboards. The list of dashboards is personalized, so youonly
see the dashboards that are part of your Citrix Workspaces in Power BI.

Notification or Page Use‑case workflows

Dashboards page Provides a list of available dashboards with a
link to a page with details.

Dashboards Detail page Provides a read only detailed view of a
dashboard with a link to the target source of
record for a more detailed view.

Reports: View details of Power BI reports. The lists of reports is personalized, so you only see the
reports that are part of your Citrix Workspaces in Power BI.

Notification or Page Use‑case workflows

Report Detail page Provides a read only detailed view of a report.

Reports page Provides a list of available reports with a link to
a page with details with a link to the target
source of record for a more detailed view.

Integrate Qualtrics

April 20, 2021

Deploy the Qualtrics integration to receive notifications about surveys that require a response, view
active surveys requiring attention, and also to allow the survey manager to access survey statistics.
Qualtrics APIs and this integration require token based authentication. No service actions are sup‑
ported. All user updates to surveys are executed through deep links.

Note:

Wewant your feedback! Please provide feedback for this integration template as you use it. For
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any issues, our teamwill also monitor our dedicated forum on a daily basis.

Review prerequisites

These are the values that you enter in Citrix Workspace Microapps:

• Base URL: https://{ instance server location code } .qualtrics.com/API/v3
/

• Token Parameter: X-API-Token
• Token: The token permits API access. See Generate token.

Note:

We recommend that you always use OAuth 2.0 as your service authentication method where
available. OAuth2.0ensures that your integrationmeets themaximum‑security compliancewith
your configuredmicroapp.

Create a new service account

The integration requires access to your Qualtrics instance. We recommend creating a dedicated user
account for each functional group using Qualtrics, such as Sales, Customer Satisfaction, or Customer
Success. As a result, the statistics gathered fromQualtrics surveys can be tailored for their functional
group.

This accountmust have the following permissions: Brand Admin role. In a Qualtrics implementation
withmore than one admin, any projects that belong to another Brand Adminmust be shared through
collaborationwith the integration brand admin account to be available in the integration. Alternately,
an integration can be created for each Brand Admin in the enterprise.

Generate token

You need to generate a token for API access to Qualtrics.

1. Navigate to PM:URL needed
2. Select Account Setting and then theQualtrics IDs tab.
3. Under API, select Generate Token.
4. Copy and save the token for adding the integration in the next procedure.

Add the integration to Citrix Workspace Microapps

Add the Qualtrics integration to Citrix Workspace Microapps to connect to your application. The au‑
thentication options are preselected. Ensure that these options are selected as you complete the

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 262

https://discussions.citrix.com/forum/1820-qualtrics-microapps-integration/
https://docs.citrix.com/en-us/citrix-microapps/set-up-template-integrations/integrate-qualtrics.html#generate-token


Microapps

process. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions that
are ready to use within your Workspace.

Follow these steps:

1. FromtheMicroapp Integrationspage, selectAddNewIntegrationandAddanewintegration
from Citrix‑provided templates.

2. Choose the Qualtrics tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL:
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Under Service Authentication, select API Keys from the Authentication method menu and
enter the token value that you collected in the Value field.

6. Leave the Enable request rate limiting toggle as disabled.

7. Leave Request timeout as default.

8. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

9. Select Save to proceed.

TheMicroapp Integrations page opens with your added integration and its microapps. You are now
ready to set and run your first data synchronization. For complete information about synchronization
rules, synchronization that does not meet its schedule and veto rules, see Synchronize data.
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For more details of API endpoints and table entities, see Qualtrics connector specifications.

Use Qualtrics microapps

My Surveys: Find all active surveys that are emailed to users. Notifications are sent when a survey is
sent to a user and 24 hours before a survey expires.

Notification or Page Use‑case workflows

New Survey notification When a new survey is created, a notification is
sent to the user listed as the contact.

Survey about to expire notification When a survey is due to expire in 24 hours, a
notification is sent to the user listed as the
contact.

My active Surveys page Provides a personalized list of active surveys
with a link to survey details.

Survey details page Provides a detailed view of a survey with a link
to button to Respond to Survey in Qualtrics.

Qualtrics Survey Statistics: For Brand Admins to manage surveys. Review statistics on active sur‑
veys. Notifications sent 24 hours before a survey expires with basic performance stats and the ability
to deep link.

Notification or Page Use‑case workflows

Active Survey Stats notification When a survey is due to expire in 24 hours, a
notification is sent to subscribers.

Distribution Data page Provides details of a survey, with a link to
Review Distributions.

Open Surveys page Provides a list of surveys, with a link to more
details.

Results of a Survey Provides results of a survey with a link to
Distribution Statistics.
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Integrate RSS

October 22, 2021

Deploy the RSS integration template to follow the Citrix Blogs channel. With this workflow, you re‑
move the need to manually check the website for new content.

You can customize this template to follow the RSS feed of any chosen online channel. For more infor‑
mation, see Customize RSS template.

For a comprehensive list of out‑of‑the‑box RSSmicroapps, see Use RSSmicroapps.

Note

We provide two RSS integration templates for your use. We recommend using the newer tem‑
plate in the Integrations category formost use‑cases as it providesmore power to configure the
cached data structure. The second template is found in the Deprecated category.

Review prerequisites

The template provides a pre‑filled URL to follow the Citrix Blogs channel: http://feeds.
feedblitz.com/. Customize this URL if you want to use this microapp for another RSS feed.

Customize RSS template

To customize the RSS integration template for any channel that you want, you need to split the end‑
point URL into its base and its data loading endpoint.

For example, if we take http://feeds.bbci.co.uk/news/world/rss.xml:

• The base URL is http://feeds.bbci.co.uk/news/world/. Replace the Base URL value
with this value when you add the template integration.

• The data loading endpoint is rss.xml. Replace the RSS endpoint Full synchronization name
with this value. This can be done before or after configuring the integration template, including
the base URL.

1. To replace the RSS endpoint, from theMicroapp Integrationspage, select themenunext to the
RSS integration, and then Edit. The Data Loading screen opens. If you are in the configuration
screen, select Data Loading from the left side navigation column.

2. Select the RSS endpoint.
3. Locate the fieldName under the section Full synchronization, and replace the Xwith this data

loading endpoint value.
4. Don’t forget to select Apply at the bottom of the screen and confirm to save the endpoint

change.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 265

https://docs.citrix.com/en-us/citrix-microapps/set-up-template-integrations/integrate-rss.html#customize-rss-template
https://docs.citrix.com/en-us/citrix-microapps/set-up-template-integrations/integrate-rss.html#use-rss-microapps


Microapps

Add the integration to Citrix Workspace Microapps

Add the RSS integration to Citrix Workspace Microapps to connect to your application. This delivers
out‑of‑the‑boxmicroappswith pre‑configured notifications and actionswhich are ready to usewithin
your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the RSS tile.

3. Enter an Integration name for your integration. The template provides a pre‑filled URL to fol‑
low the Citrix Blogs channel: http://feeds.feedblitz.com/. Customize this URL if you
want to use this microapp for another RSS feed.

4. Enter the Base URL.

5. Leave all other fields disabled and Request timeout set as 120.

6. Select Save to finish.

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

For more details of API endpoints and table entities, see RSS connector specifications.

Use RSSmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Our RSS integration comes with the following preconfigured out‑of‑the‑box microapps:

Feeds: Search for and view items.
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Notification or Page Use‑case workflows

New Feed notification When a user has a new RSS item, the user
receives a notification.

Feed Details page Provides a read only detailed view of an RSS
item of interest for a user.

View all Feeds page Provides a list of RSS items of interest for a user
with a link to view details.

Integrate Salesforce

April 28, 2021

Integratewith Salesforce for anywhere access to leads, accounts, opportunities, cases, and contracts.
Use the following process to enable the Salesforce HTTP integration. Ensure you meet the prerequi‑
sites then set up the Salesforce integration.

Note

We provide two Salesforce integration templates for your use. We recommend using the newer
HTTP integration for most use‑cases as it provides more power to configure the cached data
structure. The Salesforce template is the basis for the Salesforce HTTP integration. For full de‑
tails of the microapps available in each integration, see Use Salesforce microapps.

For a comprehensive list of out‑of‑the‑box SalesforceHTTPmicroapps, seeUse Salesforcemicroapps.

Review prerequisites

After you set up this integration in Salesforce, you will need these artifacts to add the integration in
Citrix Workspace Microapps:

• Username
• Password
• Security Token

For OAuth 2.0:

• Consumer Key
• Consumer Secret
• OAuth Authorization Base Url
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Note:

We recommend that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

The integration requires regular API access to your Salesforce instance, so we recommend creating a
dedicated user account in Salesforce. Then use that account to configure the Salesforce integration.
This account must:

• be given full data access privileges
• be API‑enabled
• not allow two‑factor authentication.

Using a dedicated account is useful for audit logs as it helps distinguish activities done through
Workspace. This page contains tutorials for both Salesforce Classic and Salesforce Lightning
Experience. Both tutorials assume that you are a System Administrator in Salesforce.

Note:

Salesforce “Contact” and “Group” Editions do not support any API. The “Professional” Edition
does not include it automatically. However, support can be activated upon request.

Also the number of API requests are limited in Salesforce. If you plan to frequently synchronize an
extensive amount of data, see Salesforce API Request Limits and Allocations.

• Configure Citrix Gateway to support single sign‑on for Salesforce so that once users log in they
are automatically logged in again without having to enter their credentials a second time. Fol‑
low the instructions in Salesforce single sign‑on Configuration. For more information about
configuring SSO, see Citrix Gateway Service.

Add a new profile

Follow these steps:

1. Log in to www.salesforce.com

2. Go to Setting icon and select Setup > Administration > Manage Users > Profiles > New Pro‑
file.

3. Set Existing Profile to System Administrator to ensure that the user that you create for this
profile has full data access privileges.

4. Enter a Profile Name, and select Save. We recommend naming the profile something like Cit‑
rix Workspace Access for easy reference when adding the profile as a new user in a following
procedure.

A Profile panel opens with your new profile.
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Enable API access for the created profile

1. On the Profile panel, select Edit.

2. Scroll down to Administrative Permissions and select the API Enabled check box.

3. (Optional) To disable password expiration, select the Password Never Expires check box.

Note:

Using this option is a potential security vulnerability.

4. Select Save.

Add callback URLs

Add a custom URL to your instance configuration to grant access to private data and enable OAuth
authenticated user actions. The first callback that is listed does not change. The second callback
depends on the target application, and can be found in your URL address bar when creating the in‑
tegration. The section {yourmicroappserverurl} is composed of a tenant part, a region part, and an
environment part: https://%7BtenantID%7D.%7Bregion(us/eu/ap‑s)%7D.iws.cloud.com.

1. Log in to Salesforce as an admin.

2. Navigate to Platform Tools > Apps > AppManager.

3. SelectNew Connected App.

4. Under Basic Information, complete the following fields:

• Connected App Name
• API Name
• Contact Email

5. Under API, select the Enable OAuth Settings check box.

6. In theCallbackURL field, add the following authorized redirectURLswith yourMicroapp server
URL:

• https://{ yourmicroappserverurl } /admin/api/gwsc/auth/serverContext

• https://{ yourmicroappserverurl } /app/api/auth/serviceAction/
callback

7. Next to Selected OAuth Scopes, choose the following scopes under Available OAuth Scopes,
and then select Add to move them to the Selected OAuth Scopes field:

• Access andmanage your data (api)
• Access your basic information (id, profile, email, address, phone)
• Perform requests on your behalf any time (refresh_token, offline_access)
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8. Select Save.

(Optional) Restrict log‑in IP ranges

If your organization sets IP ranges for User Profiles, you can control log‑in access at the user level.
Specify a range of allowed IP addresses on a user’s profile. For more information, see Restrict Log‑in
IP Ranges in the Enhanced Profile User Interface.

If you restrict log‑in IP ranges, you do not need to generate a security token in a following procedure.

Add a new user

Create a dedicated user account that is used to connect to Salesforce. Use the new profile that you
added in the previous procedure, Add a new profile.

Follow these steps:

1. Go to Setup > Administer > Manage Users > Users > NewUser.
2. Complete the required fields in red.
3. SetUser License to Salesforce.
4. Set Profile to the profile that you added in the previous procedure. In the example above, we

recommended Citrix Workspace Access for easy reference when adding the profile.
5. Click Save.

Set up the new user

After you add a dedicated user account, you receive an email at the address you provided.

Follow these steps:

1. Find the email and click the link as instructed.
2. Log in to Salesforce.
3. Set a password and a password question.

Generate a security token

If you restricted log‑in IP ranges for the dedicated user profile, you can skip this step. The security
token is not required for accounts connecting to the Salesforce API from a white listed IP block.

Follow these steps:

1. Log in and select the account name.

2. Go toMy Settings > Personal > Reset My Security Token.
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3. Select Reset Security Token.

The new security token is sent to the email address that you provided in the personal settings
for this account. You also get a new security token whenever the password for this account is
reset.

You can now complete adding the integration. Enter the Username and Password of the dedicated
user account in the input fields of Salesforce service definition.

If youwhite listed the IP, youdon’t need toenter aSecurity Token. Otherwise, paste theSecurity Token
that was sent to the email box of the dedicated account.

Filter queries

Most Salesforce entities support filtering. Choose between predefined queries or write your own cus‑
tomqueries using Salesforce SOQL language. Formore information, see SalesforceObject Query Lan‑
guage documentation.

Add the Salesforce integration to Citrix Workspace Microapps

Add the Salesforce HTTP integration to Citrix Workspace Microapps to connect to your application.
This delivers out‑of‑the‑boxmicroappswith pre‑configured notifications and actions which are ready
to use within your Workspace.

Follow these steps to set up the Salesforce HTTP integration. The authentication options are prese‑
lected. Ensure that theseoptions are selected as you complete theprocess. We recommendusing this
newer HTTP integration for most use‑cases. The HTTP integration provides more power to configure
the cached data structure.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Salesforce tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL. This is the domain for your Salesforce environment. https
://{ yoursalesforceurl } .my.salesforce.com

• Select an Icon for the integration from the Icon Library, or leave this as the default Sales‑
force icon.

• Enable the On‑premises instance toggle if you are creating an on‑premises connection.
For more information, see On‑premises instance.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 271

https://developer.salesforce.com/docs/atlas.en-us.soql_sosl.meta/soql_sosl/sforce_api_calls_soql.htm
https://developer.salesforce.com/docs/atlas.en-us.soql_sosl.meta/soql_sosl/sforce_api_calls_soql.htm
https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/create-http-integration.html#on-premises-instance-tech-preview


Microapps

5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This displays the Callback URL, which you use when
registering your application.

b) Select Request body from the Token authorizationmenu.
c) The Authorization URL and Token URL are prefilled. Endpoints require secure HTTP

(HTTPS). Instead of using login.salesforce.com, you can also use the My Domain, commu‑
nity, or test.salesforce.com (sandbox) domains in these endpoints.

d) Enter yourClient ID. The client ID is the string representing client registration information
unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth server. You need to add the Callback URL you see on the integration configuration
page.

e) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

f) (Optional) Enter your Header prefix if your bearer prefix is different from the default
header.
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6. Select Add Parameter to include Access token parameters. Enter Token for Name and {
yoursecuritytoken } for Value. This parameter is required by the target application autho‑
rization server.

7. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This will display the Callback URL, which you usewhen
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registering your application.
c) Select Request body from the Token authorizationmenu.
d) The Authorization URL and Token URL are prefilled. Endpoints require secure HTTP

(HTTPS). Instead of using login.salesforce.com, you can also use the My Domain, commu‑
nity, or test.salesforce.com (sandbox) domains in these endpoints.

e) Leave Refresh token URL empty.
f) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth server. You need to add the Callback URL you see on the integration configuration
page.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

h) (Optional) Enter your Header prefix if your bearer prefix is different from the default
header.

8. Again, select Add Parameter to include Access token parameters. Enter Token for Name and
{ yoursecuritytoken } for Value. This parameter is required by the target application au‑
thorization server.
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9. Enter 120 in the Request timeout field.

10. (Optional) If youwant to activate rate limiting for this integration, enable theRequest rate lim‑
iting toggle and set the Number of requests per Time interval.

11. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

12. Select Save to proceed.

13. Nowyouareable toAuthorize toSalesforcewith your serviceaccount. UnderOAuthAuthoriza‑
tion, select Authorize to log in with your service account. A pop‑up appears with a Salesforce
login screen.

a) Enter your Service Account user name and password and select Log in.

b) Select Accept.

TheMicroapp Integrations page opens with your added integration and its microapps. You are now
ready to set and run your first data synchronization. As a large quantity of data can be pulled from
your integrated application to the Microapps platform, we recommend you use the Table page to
filter entities for your first data synchronization to speed up synchronization. For more information,
see Verify needed entities. For complete information about synchronization rules, synchronization
that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see Salesforce http connector specifications.
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Use Salesforcemicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Note

To use the Convert Lead service action (see Leadsmicroapp below), you need to develop a cus‑
tom Apex code in your Salesforce environment before you add this service action in the builder.
For more information, see Apex Developer Guide.

Our Salesforce integration comes with the following preconfigured out‑of‑the‑box microapps:

Accounts: Search for, view, and edit accounts.

Notification or Page Use‑case workflows

Account Assigned To You (Existing) notification When the owner of an account is changed, the
new owner receives a notification.

Account Assigned To You (New) notification When a new account is assigned to a user, they
receive a notification.

Detail Account page Provides a view of an account with details
including contacts and a link to contact details.

Detail Contact page Provides a read only view of a contact with
details.

Edit Account page Provides a form for submitting edits to an
account.

Search Account page Provides a personalized list of accounts.

Cases: Search for, view, and edit cases that are assigned to you.

Notification or Page Use‑case workflows

Case Assigned To You (Existing) notification When the owner of a case is changed, the new
owner receives a notification.

Case Assigned To You (New) notification When a new case is assigned to a user, they
receive a notification.

Detail Account page Provides a view of an account with details
including contacts and a link to contact details.

Detail Case page Provides a view of a case and a button for
opening the edit page.
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Notification or Page Use‑case workflows

Detail Contact page Provides a read only view of a contact with
details.

Edit Case page Provides a form for submitting edits to a case.

Search Case page Provides a personalized list of cases that are
assigned to a user.

Contacts: Search for, view, and edit contacts.

Notification or Page Use‑case workflows

Contact Assigned To You (Existing) notification When the owner of a contact is changed, the
new owner receives a notification.

Contact Assigned To You (New) notification When a new contact is assigned to a user, they
receive a notification.

Detail Contact page Provides a view of a contact and a button for
opening the edit page.

Edit Contact page Provides a form for submitting edits to a
contact.

Search Contact page Provides a personalized list of contacts.

Contracts: Search for, view, and edit contracts.

Notification or Page Use‑case workflows

Contract Updated notification When a detail of a contract is changed, the
owner of the contract receives a notification.

Expiring Contract notification When a contract passes a defined threshold
before or after its end date (for example, 3 days
by default), the owner receives a notification
reminder.

New Contract For Activation notification When a new pending contract activation
approval request is assigned to a user, they
receive a notification.

Detail Account page Provides a view of an account with details
including contacts and a link to contact details.
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Notification or Page Use‑case workflows

Detail Contact page Provides a read only view of a contact with
details.

Detail Contract page Provides a view of a contract and a button for
opening the edit page and activating the
contract.

Edit Contract page Provides a form for submitting edits to a
contract.

Search Contract page Provides a personalized list of contracts
pending activation.

Create Account: Create a new account.

Notification or Page Use‑case workflows

Create Account page Provides a form for submitting a new account.

Create Case: Create a new case.

Notification or Page Use‑case workflows

Create Case page Provides a form for submitting a new case.

Create Contact: Create a new contact.

Notification or Page Use‑case workflows

Create Contact page Provides a form for submitting a new contact.

Create Contract: Create a new contract.

Notification or Page Use‑case workflows

Create Contract page Provides a form for submitting a new contract.

Create Event: Create a new event.
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Notification or Page Use‑case workflows

Create Event page Provides a form for submitting a new event.

Create Lead: Create a new lead.

Notification or Page Use‑case workflows

Create Lead page Provides a form for submitting a new lead.

Create Opportunity: Create a new opportunity.

Notification or Page Use‑case workflows

Create Opportunity page Provides a form for submitting a new
opportunity.

Create Task: Create a new task.

Notification or Page Use‑case workflows

Create Task page Provides a form for submitting a new task.

Events: Search for, view, and edit events.

Notification or Page Use‑case workflows

Event Reminder notification When an event passes a defined threshold
before or after its activity date and time (for
example, 1 hour by default), the owner
receives a notification reminder.

Detail Account page Provides a view of an account with details
including contacts and a link to contact details.

Detail Contact page Provides a read only view of a contact with
details.

Detail Event page Provides a view of an event and a button for
opening the edit page.
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Notification or Page Use‑case workflows

Edit Event page Provides a form for submitting edits to an
event.

Search Event page Provides a personalized list of events.

Leads: Search for, view, edit, and convert leads.

Notification or Page Use‑case workflows

Lead Assigned To You (Existing) notification When the owner of a lead is changed, the new
owner receives a notification.

Lead Assigned To You (New) notification When a new lead is assigned to a user, they
receive a notification.

Lead Detail page Provides a view of a lead and a button for
opening detail page.

Edit Lead page Provides a form for submitting edits to a lead.

Search Leads page Provides a personalized list of leads.

Opportunities: Search for, view, and edit opportunities.

Notification or Page Use‑case workflows

Opportunity Assigned To You (Existing)
notification

When the owner of an opportunity is changed,
the new owner receives a notification.

Opportunity Assigned To You (New)
notification

When a new opportunity is assigned to a user,
they receive a notification.

Detail Account page Provides a view of an account with details
including contacts and a link to contact details.

Detail Contact page Provides a read only view of a contact with
details.

Detail Opportunity page Provides a view of an opportunity and a button
for opening the edit page.

Edit Opportunity page Provides a form for submitting edits to an
opportunity.

Search Opportunity page Provides a personalized list of opportunities.
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Tasks: Search for, view, and edit tasks.

Notification or Page Use‑case workflows

Task Reminder notification When a task passes a defined threshold before
or after its activity date and time (for example,
1 hour by default), the owner receives a
notification reminder.

Detail Account page Provides a view of an account with details
including contacts and a link to contact details.

Detail Contact page Provides a read only view of a contact with
details.

Detail Task page Provides a view of a task and a button for
opening the edit page.

Edit Task page Provides a form for submitting edits to a task.

Search Task page Provides a personalized list of tasks.

Add the legacy integration

Follow these instructions to set up the legacy integration. These procedures are specific to the legacy
integration.

Add the legacy integration to Citrix Workspace Microapps

Add the Salesforce integration to Citrix Workspace Microapps to connect to your application. This
delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which are ready to
use within your Workspace.

Follow these steps:

1. From the overview page, select Get Started.

The Manage Integrations page opens.

2. Select Add New Integration, and Add a new integration from Citrix‑provided templates.

3. Choose the Salesforce tile.

4. Enter a name for the integration.
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5. Enter the Service Authentication that you collected in the previous procedures.

• Enter yourUsername and Password credentials for your target systems service authenti‑
cation.

6. SelectOAuth 2.0 for Authentication Method.

• Enter the Consumer Key and Consumer Secret that you collected in the prerequisites
procedure.

• Enter your OAuth Authorization Base Url. Allows you to configure a custom SSO login
page for your Salesforce instance. Enter your domain. This is the same as the SFDC URL,
where you normally log in, and requires secure HTTPS: https://login.salesforce.
com/, or for sandbox environments: https://test.salesforce.com/.

7. Enter your Connector parameters.

• Enter your Security Token.
• Toggle Sandbox if you require your data to load into a sandbox environment.
• Leave toggle Query deleted records during incremental synchronization to remove
them from cache aswell enabled. If the system throws the following error after your first
incremental sync: Unable to load deleted entities of type, you can disable this toggle to
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work around the issue.

8. Select Add.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see Salesforce connector specifications.

Use Salesforce legacymicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Our Salesforce integration comes with the following preconfigured out‑of‑the‑box microapps:

Accounts: Search for, view, and edit accounts.

Notification or Page Use‑case workflows

Account Assigned To You (Existing) notification When the owner of an account is changed, the
new owner receives a notification.

Account Assigned To You (New) notification When a new account is assigned to a user, they
receive a notification.

Account Detail page Provides a view of an account with details
including contacts and a link to contact details.

Contact Detail page Provides a read only view of a contact with
details.

Edit Account page Provides a form for submitting edits to an
account.

My Accounts page Provides a personalized list of accounts.

Cases: Search for, view, and edit cases that are assigned to you.
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Notification or Page Use‑case workflows

Case Assigned To You (Existing) notification When the owner of a case is changed, the new
owner receives a notification.

Case Assigned To You (New) notification When a new case is assigned to a user, they
receive a notification.

New Case Related To Your Account notification When a new case is created that relates to a
users account, they receive a notification.

Account Detail page Provides a view of an account with details
including contacts and a link to contact details.

Case Detail page Provides a view of a case and a button for
opening the edit page.

Contact Detail page Provides a read only view of a contact with
details.

Edit Case page Provides a form for submitting edits to a case.

My Open Cases page Provides a personalized list of cases that are
assigned to a user.

Contacts: Search for, view, and edit contacts.

Notification or Page Use‑case workflows

Contact Assigned To You (Existing) notification When the owner of a contact is changed, the
new owner receives a notification.

Contact Assigned To You (New) notification When a new contact is assigned to a user, they
receive a notification.

Contact Detail page Provides a view of a contact and a button for
opening the edit page.

Edit Contact page Provides a form for submitting edits to a
contact.

My Contacts page Provides a personalized list of contacts.

Contracts: Search for, view, and edit contracts.
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Notification or Page Use‑case workflows

Contract Updated notification When a detail of a contract is changed, the
owner of the contract receives a notification.

Expiring Contract notification When a contract passes a defined threshold
before or after its end date (for example, 3 days
by default), the owner receives a notification
reminder.

New Contract For Activation notification When a new pending contract activation
approval request is assigned to a user, they
receive a notification.

Account Detail page Provides a view of an account with details
including contacts and a link to contact details.

Contact Detail page Provides a read only view of a contact with
details.

Contract Detail page Provides a view of a contract and a button for
opening the edit page and activating the
contract.

Edit Contract page Provides a form for submitting edits to a
contract.

My Contracts Pending Activation page Provides a personalized list of contracts
pending activation.

Create Account: Create a new account.

Notification or Page Use‑case workflows

Create Account page Provides a form for submitting a new account.

Create Case: Create a new case.

Notification or Page Use‑case workflows

Create Case page Provides a form for submitting a new case.

Create Contact: Create a new contact.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 285



Microapps

Notification or Page Use‑case workflows

Create Contact page Provides a form for submitting a new contact.

Create Contract: Create a new contract.

Notification or Page Use‑case workflows

Create Contract page Provides a form for submitting a new contract.

Create Event: Create a new event.

Notification or Page Use‑case workflows

Create Event page Provides a form for submitting a new event.

Create Lead: Create a new lead.

Notification or Page Use‑case workflows

Create Lead page Provides a form for submitting a new lead.

Create Opportunity: Create a new opportunity.

Notification or Page Use‑case workflows

Create Opportunity page Provides a form for submitting a new
opportunity.

Create Task: Create a new task.

Notification or Page Use‑case workflows

Create Task page Provides a form for submitting a new task.

Events: Search for, view, and edit events.
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Notification or Page Use‑case workflows

Event Reminder notification When an event passes a defined threshold
before or after its activity date and time (for
example, 1 hour by default), the owner
receives a notification reminder.

Account Detail page Provides a view of an account with details
including contacts and a link to contact details.

Contact Detail page Provides a read only view of a contact with
details.

Edit Event page Provides a form for submitting edits to an
event.

Event Detail page Provides a view of an event and a button for
opening the edit page.

My Events page Provides a personalized list of events.

Leads: Search for, view, edit, and convert leads.

Notification or Page Use‑case workflows

Lead Assigned To You (Existing) notification When the owner of a lead is changed, the new
owner receives a notification.

Lead Assigned To You (New) notification When a new lead is assigned to a user, they
receive a notification.

Convert Lead page Provides a form for converting a lead.

Edit Lead page Provides a form for submitting edits to a lead.

My Active Leads page Provides a personalized list of leads.

Opportunities: Search for, view, and edit opportunities.

Notification or Page Use‑case workflows

Opportunity Assigned To You (Existing)
notification

When the owner of an opportunity is changed,
the new owner receives a notification.

Opportunity Assigned To You (New)
notification

When a new opportunity is assigned to a user,
they receive a notification.
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Notification or Page Use‑case workflows

Account Detail page Provides a view of an account with details
including contacts and a link to contact details.

Contact Detail page Provides a read only view of a contact with
details.

Edit Opportunity page Provides a form for submitting edits to an
opportunity.

My Open Opportunities page Provides a personalized list of opportunities.

Opportunity Detail page Provides a view of an opportunity and a button
for opening the edit page.

Pending Account Approvals: Search for and approve or reject accounts.

Notification or Page Use‑case workflows

New Account For Approval notification When a new account is submitted for an actor’s
approval, they receive a notification.

Approve Account page Provides a form for approving or rejecting an
account.

My Pending Account Approvals page Provides a personalized list of pending account
approvals and links to the approval page.

Pending Contact Approvals: Search for and approve or reject contacts.

Notification or Page Use‑case workflows

New Contact For Approval notification When a new contact is submitted for an actor’s
approval, they receive a notification.

Approve Contact page Provides a form for approving or rejecting a
contact.

My Pending Contact Approvals Provides a personalized list of pending contact
approvals and links to the approval page.

Pending Contract Approvals: Search for and approve contracts.
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Notification or Page Use‑case workflows

New Contract For Approval notification When a new contract is submitted for an
actor’s approval, they receive a notification.

Approve Contract page Provides a form for approving or rejecting a
contract.

My Pending Contract Approvals Provides a personalized list of pending
contract approvals and links to the approval
page.

Tasks: Search for, view, and edit tasks.

Notification or Page Use‑case workflows

Task Reminder notification When a task passes a defined threshold before
or after its activity date and time (for example,
1 hour by default), the owner receives a
notification reminder.

Account Detail page Provides a view of an account with details
including contacts and a link to contact details.

Contact Detail page Provides a read only view of a contact with
details.

Edit Task page Provides a form for submitting edits to a task.

My Open Tasks page Provides a personalized list of tasks.

Task Detail page Provides a view of a task and a button for
opening the edit page.

Add picklists’ values table

Due to the nature of the Salesforce schema, not all data is available as table entities. Use the picklist‑
value table to see every Salesforce object’s picklist and all of its options.

1. Open a Salesforce microapp and navigate to the page builder.
2. Select and drag a Select component to the field.
3. Under Select Properties, clear the Map to Data Column toggle. This allows you to view all

Salesforce objects.
4. Select picklistvalue from the Data Tablemenu.
5. Select EDIT FILTER to open the data filter.
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6. Select the object and the field that you need data from. Select All ConditionsMustMatch and
SAVE to close the filter.
The following screenshot shows an example of setting up the filter:

This screenshot shows the database objects and fields that we are trying to access:

7. Finish setting up this component. For more information, see Page builder components.

Integrate ServiceNow

June 15, 2021
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Integratewith ServiceNow to submit andmonitor requests, and take action fromany device, intranet,
or messenger using Citrix Workspace.

Note

Weprovide two ServiceNow integration templates for your use. We recommend using the newer
HTTP integration for most use‑cases. The HTTP integration provides more power to configure
the cached data structure. The set‑up process for each integration is identical. For full details of
the microapps available in each integration, see Use ServiceNowmicroapps.

Use the following process to enable the ServiceNow Integration. Ensure you meet the prerequisites,
enable API access, and assign a role to the dedicated user. After you complete this process, your ex‑
isting level of audit logging persists, including any actions carried out by the use of Citrix Microapps.

This integration enables you to:

• create a task inWorkspace Experience. The solution adds an “opened_by” parameter to the API
request based on the currently logged‑in user. If you explicitly define the “opened_by” param‑
eter in the service action parameters settings, it replaces the default value

• approve requests within the microapp. The solution adds the sentence Approval state set by
the user_name to the comment field to identify who performed the approval

• create a new Service Catalog Request from the microapp. The solution adds the “re‑
quested_for” parameter to the API request based on the currently logged‑in user

For a comprehensive list of out‑of‑the‑box ServiceNowmicroapps, see Use ServiceNowmicroapps.

Review prerequisites

These prerequisites assume you administer the ServiceNow instance of your organization to set up
the integration.

Workspace users need proper roles assigned to complete service actions. Proper roles depend on
your ServiceNow configuration.

Youmust have these details to add the integration in Citrix Workspace Microapps:

• Base URL: This is your instance URL. You must enter your instance Base URL or simply replace
{ cloud-id } in the example with your customer ID.

• AuthorizationURL: Replace{ customer-id } in theexamplewith your customer ID,https:
//{ customer-id } .service-now.com/oauth_auth.doThis is the authorization server
URL provided when setting up the target application integration.

• Token URL Replace { customer-id } in the example with your customer ID: https://{
customer-id } .service-now.com/oauth_token.do. This is the URL of the access au‑
thorization token.

• Username: This and Password are the credentials of the service account with access to the full
table structure and all tables in ServiceNow.
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• Password: This and Username are the credentials of the service account with access to the full
table structure and all tables in ServiceNow.

• Client ID: You collect the Client ID by registering the OAuth client in your ServiceNow account.
The Client ID and the Client Secret are the same for both Service authentication and Service
action authentication.

• Client Secret: You collect the Client Secret by registering the OAuth client in your ServiceNow
account. The Client ID and the Client Secret are the same for both Service authentication and
Service action authentication.

Note

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

• Obtain a newoauth2 client_id and client_secret anddefine the scopeof the client’s application.

• Configure Citrix Gateway to support single sign‑on for ServiceNow so that once users log in they
are automatically logged in again without having to enter their credentials a second time. Fol‑
low the instructions in ServiceNow Single Sign‑on Configuration. For more information about
configuring SSO, see Citrix Gateway Service.

NewHTTP integration privileges

Your ServiceNow admin account must have read access to all tables that we are fetching in the inte‑
gration. See the list below:

• change_request
• incident
• problem
• sc_cat_item
• sys_user
• task
• cmn_location
• core_company
• sc_req_item
• sc_request
• sys_journal_field
• sys_user_delegate
• sys_user_group
• sys_user_has_role
• sys_user_role
• sys_user_role_contains
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• sysapproval_approver
• sys_choice
• sc_item_option_mtom

Important

The ServiceNow admin account that administers the HTTP integration must have the timezone
set to GMT. This is required to correct time handling in Workspace and in incremental data syn‑
chronization. If you see any timemismatch, first check these settings to resolve the issue.

ServiceNow roles

We recommend the following ServiceNow roles:

• approval_admin
• itil
• personalize_choices
• snc_read_only

Legacy integration privileges

This ServiceNow admin accountmust have full data access privileges. If you choose to use a separate
ServiceNow account for the Microapps integration, you need to manually add read permissions on
restricted tables, such as like sys_journal_field. Specifically, the administrator needs access to the
following tables as they include information about the data structure of ServiceNow:

• sys_db_object
• sys_dictionary
• sys_choice

Enable API access for required tables

Most of the ServiceNow tables are enabled for access via web services by default. To confirm if a table
you want to synchronize with Workspace is accessible via web services:

1. Log in to ServiceNow.
2. Select System Definition > Tables.
3. Select the Information icon next to the table name that you want to confirm. Select Open

record. Select the Application Access tab and ensure that the “Allow access to this table via
web services” check box is enabled.

4. Select the check box if necessary, and clickUpdate to save your settings.
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Add Callback URLs

Add a custom URL to your instance configuration to grant access to private data and enable OAuth
authenticated user actions.

Note

This section of the URL { yourmicroappserverurl } is composed of a tenant part, a region
part, and an environment part: https://{ tenantID } .{ region(us/eu/ap-s)} .iws
.cloud.com.

1. Log in to ServiceNow as an admin.

2. Navigate to SystemOAuth > Application Registry, and selectNew.

3. Select Create an OAuth API endpoint for external clients.

4. Enter the following authorized redirect URLs for this integration in the Redirect URL field sepa‑
rated by a comma:

• https://{ yourmicroappserverurl } /admin/api/gwsc/auth/serverContext

• https://{ yourmicroappserverurl } /app/api/auth/serviceAction/
callback

Ensure that PKCE required is not selected.

5. Click Submit.

Filter queries

Most ServiceNow entities support filtering. The sysparm_query URL parameter of the Table API GET
method allows filtering. Choose predefined queries or write your own custom queries. For more in‑
formation, consult the ServiceNow REST API reference and product documentation.

Note

If the query or any part of it is invalid, then the invalid part is ignored, as specified in the Servi‑
ceNow documentation.

Examples:

1 // Only Active objects:
2 active=true
3
4 // Updated in the last 2 days:
5 sys_updated_onONLast%20day@javascript:gs.daysAgoStart(1)@javascript:gs.

daysAgoEnd(0)
6
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7 // Updated in the last 3 hours:
8 sys_updated_onONLast%20hour@javascript:gs.hoursAgoStart(2)@javascript:

gs.hoursAgoEnd(0)
9

10 // Updated in the last 4 months:
11 sys_updated_onONLast%20month@javascript:gs.monthsAgoStart(3)@javascript

:gs.monthsAgoEnd(0)

Add the integration to Citrix Workspace Microapps

Add the ServiceNow integration to Citrix Workspace Microapps to connect to your application. This
delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which are ready to
use within your Workspace. We provide two ServiceNow integration templates for your use. We rec‑
ommend using the newer HTTP integration for most use‑cases.

Add the ServiceNowHTTP integration

Follow these steps to set up the ServiceNow HTTP integration. The authentication options are prese‑
lected. Ensure that theseoptions are selected as you complete theprocess. We recommendusing this
newer HTTP integration for most use‑cases. The HTTP integration provides more power to configure
the cached data structure.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the ServiceNow tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL or simply replace { customer-id } in the example with
your customer ID.

• Select an Icon for the integration from the Icon Library, or leave this as the default Servi‑
ceNow icon.
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• Enable the On‑premises instance toggle if you are creating an on‑premises connection.
For more information, see On‑premises instance.

5. Under Service authentication, select OAuth 2.0 from the Authentication method menu
and complete the authentication details. Use the OAuth 2.0 security protocol to generate
request/authorization tokens for delegated access. It is recommended that you always use
OAuth 2.0 as your service authenticationmethod where available. OAuth 2.0 ensures that your
integration meets the maximum security compliance with your configuredmicroapp.

a) Select Resource Owner Password from the Grant type menu. Provide the correct cre‑
dentials to authorize resource server provision of an access token.

b) Select Request body from the Token authorizationmenu.

c) Enter your TokenURL or simply replace { customer-id } in the examplewith your cus‑
tomer ID: https://{ customer-id } .service-now.com/oauth_token.do. This
is the URL of the access authorization token.

d) Enter your Username and Password. These are the credentials of the service account
with access to the full table structure and all tables in ServiceNow.

e) Enter yourClient ID. The client ID is the string representing client registration information
unique to the authorization server.

f) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

g) Enter your Header prefix. (optional) Enter the header prefix if your bearer prefix is differ‑
ent from the default header.
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h) If you selected OAuth 2.0 authentication method, you can select + Add Parameter to in‑
cludeAccess tokenparameters. Access token parameters define the access token param‑
eters as required by the target application authorization server if necessary.

6. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This will display the Callback URL, which you usewhen
registering your application.

c) Select Request body from the Token authorizationmenu.
d) Enter your Authorization URL or simply replace { customer-id } in the example with

your customer ID, https://{ customer-id } .service-now.com/oauth_auth.
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do This is the authorization server URL provided when setting up the target application
integration.

e) Enter your TokenURL or simply replace { customer-id } in the examplewith your cus‑
tomer ID: https://{ customer-id } .service-now.com/oauth_token.do. This
is the URL of the access authorization token.

f) (Optional) Enter yourScope todefine the scopeof theaccess request. This string isdefined
by the authorization server when setting up your target integration application.

g) Enter yourClient ID. The client ID is the string representing client registration information
unique to the authorization server. You collect this and the secret by registering theOAuth
client in your ServiceNow account. You need to add the Callback URL you see on the
integration configuration page.

h) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

i) (Optional) Enter your Header prefix if your bearer prefix is different from the default
header.

j) If you selected OAuth 2.0 authentication method, you can select + Add Parameter to in‑
cludeAccess tokenparameters. Access token parameters define the access token param‑
eters as required by the target application authorization server if necessary.
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7. (Optional) If youwant to activate rate limiting for this integration, enable theRequest rate lim‑
iting toggle and set the Number of requests per Time interval.

8. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

9. Select Save.

Add the legacy integration

Follow these instructions to set up the legacy java‑based ServiceNow integration.

Follow these steps:

1. From the overview page, select Get Started.

The Manage Integrations page opens.

2. Select Add New Integration, and Add a new integration from Citrix‑provided templates.

3. Choose the ServiceNow tile.

4. Enter a name for the integration.
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5. Enter the Connector parameters that you collected as prerequisites.

• Enter yourURL.

• Enter theUsername and Password.
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• Select an Authentication Method. Use the OAuth 2.0 security protocol to generate re‑
quest/authorization tokens for delegated access.

• For Oauth 2.0, enter the OAuth Client ID and OAuth Client Secret that you collected in
the prerequisites procedure.

• Enter a quantity for Number of ServiceNow Connections. This value determines the
number of strings the data sync initiates.

Note:
The default number of connections is three. Opening more connections reduces the
time for data synchronization, but increases the load on the Microapps server and
can influence its performance. If you require, we recommend nomore than 10.

• Select the radio button to Download Inactive Data if you want to have a list of closed
requests, for example, or other data that is set to active = false.

6. Select Add.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see ServiceNow HTTP connector specifications
or ServiceNow connector specifications.

Use ServiceNowmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Note

Weprovide two ServiceNow integration templates for your use. We recommend using the newer
HTTP integration for most use‑cases over the older java‑based integration. The microapps that
they contain differ slightly.
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HTTP ServiceNowmicroapps

Our HTTP ServiceNow integration comeswith the following preconfigured out‑of‑the‑boxmicroapps:

Change Requests: Search for change requests, view their details, add comments, and update them.

Notification or Page Use‑case workflows

Change Request Assigned notification When an existing change request is assigned to
a user, they receive a notification.

Change Request Assignee Change (opened by)
notification

When the assignee for a change request is
changed, the user for whom the request was
created receives a notification.

Change Request Assignee Change (requested
by) notification

When the assignee for a change request is
changed, the user whomade the request
receives a notification.

Change Request State Change (assigned to)
notification

When the state of a change request is modified,
the user who the request is assigned to
receives a notification.
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Notification or Page Use‑case workflows

Change Request State Change (opened by)
notification

When the state of a change request is modified,
the user who opened the request receives a
notification.

Change Request State Change (requested by)
notification

When the state of a change request is modified,
the user for whom the request was created
receives a notification.

New Change Request Assigned notification When a new change request is assigned to a
user, they receive a notification.

Change Request Detail page Provides a read only view of a change request
with details.

Comment Change Request page Provides a form for commenting on a change
request.

My Open Change Requests page Allows users to search for open change
requests that are assigned to them, requested
by them, or opened by them.

Update Change Request page Provides a form for updating a change request.

Incidents: Search incidents, view their details, add comments, and update them.

Notification or Page Use‑case workflows

Incident Assigned notification When an existing incident is assigned to a user,
they receive a notification.

Incident Assignee Change (caller) notification When the assignee for an incident is changed,
the user who reported the incident receives a
notification.

Incident Assignee Change (opened by)
notification

When the assignee for an incident is changed,
the user who opened the incident receives a
notification.

Incident State Change (assigned to)
notification

When the state of an incident is modified, the
user who the incident is assigned to receives a
notification.

Incident State Change (caller) notification When the state of an incident is modified, the
user who reported the incident receives a
notification.
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Notification or Page Use‑case workflows

Incident State Change (opened by) notification When the state of an incident is modified, the
user who opened the incident receives a
notification.

New Incident Assigned notification When a new incident is assigned to a user, they
receive a notification.

Comment Incident Form page Provides a form for commenting on an
incident.

Incident Detail page Provides a read only view of an incident with
details.

My Open Incidents page Allows users to search for open incidents that
are assigned to them, requested by them, or
reported by them.

Update Incident page Provides a form for updating an incident.

Problems: Search for problems, view their details, add comments, and update them.

Notification or Page Use‑case workflows

New Problem Assigned notification When a new problem is assigned to a user, they
receive a notification.

Problem Assigned notification When an existing problem is assigned to a user,
they receive a notification.

Problem Assignee Change (opened by)
notification

When the assignee for a problem is changed,
the user who opened the problem receives a
notification.

Problem State Change (assigned to)
notification

When the state of a problem is modified, the
user who the problem is assigned to receives a
notification.

Problem State Change (opened by) notification When the state of a problem is modified, the
user who opened the problem receives a
notification.

Comment Problem page Provides a form for commenting on a problem.

My Open Problems page Allows users to search for open problems that
are assigned to them or opened by them.
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Notification or Page Use‑case workflows

Problem Detail page Provides a read only view of a problemwith
details.

Update Problem page Provides a form for updating a problem.

Request Approval: Search and view pending approvals, and approve or reject them.

Notification or Page Use‑case workflows

New Approve Request (Requested Item)
notification

When an approval for a request or change
request is assigned to a user, they receive an
actionable notification that they can approve
or reject.

New Approve Request (Problem) notification When an approval for a problem is assigned to
a user, they receive an actionable notification
that they can approve or reject.

Pending Request Approval page Allows users to search for pending approvals
that are assigned to them.

Request Approval Detail page Provides an actionable view of a pending
approval with details that they can approve or
reject.

Submit Change Request: Select items and submit a new change request.

Notification or Page Use‑case workflows

Submit Change Request page Provides a form for submitting a change
request.

Submit Delegate: Submit a new delegate.

Notification or Page Use‑case workflows

Submit Delegate page Provides a form for submitting a new delegate.

Submit Incident: Submit a new incident.
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Notification or Page Use‑case workflows

Submit Incident page Provides a form for submitting a new incident.

Submit Problem: Submit a new problem.

Notification or Page Use‑case workflows

Submit Problem page Provides a form for submitting a new problem.

Java‑based ServiceNowmicroapps

Our java‑based ServiceNow integration comes with the following preconfigured out‑of‑the‑box mi‑
croapps:

Approvals: Search and view pending approvals, and approve or reject them.

Notification or Page Use‑case workflows

New Approve Request notification When a new request for approval is assigned to
a user, they receive an actionable notification
that they can approve or reject.

Approval Request Detail page Provides an actionable view of a pending
approval with details that they can approve or
reject.

Pending Requests page Allows users to search for pending approvals
that are assigned to them.

Change Requests: Search for change requests, view their details, add comments, and update them.

Notification or Page Use‑case workflows

Change Request Assigned notification When an existing change request is assigned to
a user, they receive a notification.

Change Request Assignee Change notification When the assignee for a change request is
changed, the user who opened the request
receives a notification.
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Notification or Page Use‑case workflows

Change Request State Change notification When the state of a change request is modified,
the user who opened the request receives a
notification.

New Change Request Assigned notification When a new change request is assigned to a
user, they receive a notification.

Change Request Detail page Provides a read only view of a change request
with details.

Comment Change Request Form page Provides a form for commenting on a change
request.

My Open Change Requests page Allows users to search for open change
requests that are assigned to them.

Update Change Request Form page Provides a form for updating a change request.

Incidents: Search incidents, view their details, add comments, and update them.

Notification or Page Use‑case workflows

Incident Assigned notification When an existing incident is assigned to a user,
they receive a notification.

Incident Assignee Change notification When the assignee for an incident is changed,
the user who opened the incident receives a
notification.

Incident State Change notification When the state of an incident is modified, the
user who opened the incident receives a
notification.

New Incident Assigned notification When a new incident is assigned to a user, they
receive a notification.

Comment Incident Form page Provides a form for commenting on an
incident.

Incident Detail page Provides a read only view of an incident with
details.

My Open Incidents page Allows users to search for open incidents that
are assigned to them.

Update Incident Form page Provides a form for updating an incident.
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Problems: Search for problems, view their details, add comments, and update them.

Notification or Page Use‑case workflows

New Problem Assigned notification When a new problem is assigned to a user, they
receive a notification.

Problem Assigned notification When the assignee of a problem is changed,
the assignee receives a notification.

Problem Assignee Change notification When the assignee for a problem is changed,
the user who opened the problem receives a
notification.

Problem State Change notification When the state of a problem is modified, the
user who opened the problem receives a
notification.

Comment Problem Form page Provides a form for commenting on a problem.

My Open Problems page Allows users to search for open problems that
are assigned to them.

Problem Detail page Provides a read only view of a problemwith
details.

Update Problem Form page Provides a form for updating a problem.

Submit Catalog Request: Select items and submit a new catalog request.

Notification or Page Use‑case workflows

Select Item page Allows users to search the catalog and select
available items.

Submit Catalog Request page Provides a form for submitting a catalog
request.

Submit Change Request: Submit a new change request.

Notification or Page Use‑case workflows

Submit Change Request page Provides a form for submitting a change
request.
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Submit Delegate: Submit a new delegate.

Notification or Page Use‑case workflows

Submit Delegate page Provides a form for submitting a new delegate.

Submit Incident: Submit a new incident.

Notification or Page Use‑case workflows

Submit Incident page Provides a form for submitting a new incident.

Submit Problem: Submit a new problem.

Notification or Page Use‑case workflows

Submit Problem page Provides a form for submitting a new problem.

Integrate Slack

April 20, 2021

Deploy the Slack integration to provide additional monitoring capabilities for critical channels that
may not be traffic intensive but require the attention of its members. In order to tailor the channels
available to a specific group or department, use multiple integrations.

Note:

Wewant your feedback! Please provide feedback for this integration template as you use it. For
any issues, our teamwill also monitor our dedicated forum on a daily basis.

For comprehensive details of the out‑of‑the‑box microapp for Slack, see Use Slack.

Review prerequisites

These are the values that you enter in Citrix Workspace Microapps:

• Base URL: https://slack.com/api
• Authorization URL: https://slack.com/oauth/authorize
• Token URL: https://slack.com/api/oauth.access
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• Channel ID: You collect this when you create a new favorites channel in Slack. You need this to
modify endpoints and service actions. See Create a favorites channel and collect Channel ID.

• OAuth Access Token: You enter this as the Token value when setting up the integration tem‑
plate. You collect this token, the Client ID, and the Client Secret when you Create Bot.

• Client ID: The client ID is the string representing client registration information unique to the
authorization server.

• Client Secret: The client secret is a unique string issued when setting up the target application
integration.

Note:

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

Create a new service account

The integration requires regular access to your Slack instance. We recommend creating a dedicated
user account with full administrator privileges. Sign up here: https://slack.com/get‑started#/create.

Enable APIs

The number of API requests that can be made to specific resources is limited. We therefore recom‑
mend the following:

• Slack API limitation per link: https://api.slack.com/docs/rate‑limits#overview
• Slack API tiers: https://api.slack.com/docs/rate‑limits
• Slack API plans: only one offered

Create the Bot

Bots are Slack apps that interactwith users, with the ability to post, receive, and respond tomessages
from users. Create the Slack app and select scopes to add to the app.

1. Navigate to the Slack Management UI and create an app if you haven’t already created one:
https://api.slack.com/apps

2. Enter an App Name, and select the Development Slack Workspace where the app will be in‑
stalled.

3. Select Create App.
4. Under Basic Information, copy the following App Credentials information:

• Client ID
• Client Secret
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5. Navigate toOAuth & Permissions under Features on the left sidebar.
6. Under Scopes/Bot Token Scopes, select Add an OAuth Scope tile under the Scopes sec‑

tion, Ensure that you add scopes to the Bot Token, not your User Token. Add these scopes:
channels:history channels:join channels:read groups:history groups:read
mpim:history mpim:read team:read users.profile:read users:read users:

read.email
7. Under Redirect URLs, for each of the following callbacks select Add New Redirect URL, enter

the value, and select Save URLswhen you’re finished.
• https://{ yourmicroappserverurl } /admin/api/gwsc/auth/serverContext

• https://{ yourmicroappserverurl } /app/api/auth/serviceAction/
callback

Install the Slack app

Install the app to your Slack workspace to test your app and generate the tokens needed to interact
with the Slack API.

1. Navigate to Install App under Settings on the left sidebar.
2. Select Install App toWorkspace, ensure the app is permitted to Perform acitons in channels

& conversations, and select Allow.
3. Copy the Bot User OAuth Access Token.

Create a favorites channel and collect Channel ID

Create a channel for tracking favorites. Youneed to collect theChannel ID from theURLof this channel
for modifying the integration.

Note:

If using multiple Slack integrations, use a separate/dedicated favorite channel for each integra‑
tion.

1. Create a new channel in Slack named favorites.
2. Select Add all members of {SlackWorkspaceName}
3. Copy the channel link. Save the ID at the end of the URL. This is your Channel ID you need to

modify endpoints and service actions. See Modify endpoints and service actions.

Add the Bot to focus and favorite channels

Now add the Bot (Slack app) to any channels that you want to expose to the team that subscribes to
the app and the favorite channel created above. Consider the following:
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• Do not add a Bot to a noisy channel. Bots should be added to channels that are used for infre‑
quent, time‑critical communications within a select group, such as urgent sales issues for the
Sales Group or IT security for General Employees.

• Multiple integrations can point to the same Slack app.
• Keep the channel list focused on a specific group.
• We only recommend adding the Bot to a public channel. Adding bots to a private channel may
allow others to viewmembership of the private channel.

Add the integration to Citrix Workspace Microapps

Add the Slack integration to Citrix Workspace Microapps to connect to your application. The authen‑
tication options are preselected. Ensure that these options are selected as you complete the process.
This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions that are ready
to use within your Workspace.

Follow these steps:

1. FromtheMicroapp Integrationspage, selectAddNewIntegrationandAddanewintegration
from Citrix‑provided templates.

2. Choose the Slack tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL: https://slack.com/api
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Under Service Authentication, select Bearer Token from the Authentication methodmenu
and complete the authentication details. The authentication options are preselected. Ensure
that these options are selected as you complete the process.

6. Enter the Token. This value is the Bot User OAuth Access Token that you collect when you cre‑
ated the bot. See Create the Bot.
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7. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. This authenticates at the service action level. The authentication options are pre‑
selected. Ensure that these options are selected as you complete the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code for Grant type flowmenu.
c) Enter authorization_code for Grant type value.

Callback URL is prefilled.
d) Select Request Body from the Token Authorizationmenu.
e) SelectURL encoded form from the Token content typemenu.

The Authorization URL is prefilled: https://slack.com/oauth/authorize. The To‑
ken URL is prefilled: https://slack.com/api/oauth.access.

f) Ensure the following is entered for Scope: channels:history channels:join
channels:read groups:history groups:read mpim:history mpim:read
team:read users.profile:read users:read users:read.email

g) Enter the Client ID that you obtained in Create the Bot.
h) Enter the Client Secret that you obtained in Create the Bot.
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8. Enable the Request Rate Limiting toggle and enter 1 forNumber of requests per second.

9. Enter 120 in the Request timeout field.

10. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

11. Select Save.

TheMicroapp Integrations page opens with your added integration and its microapps. Nowmodify
the integration by adding the channel value as described in the next procedure.

Modify endpoints and service actions

To complete this set up, you need to add thechannel valuewith your channel ID collect in Create a fa‑
vorites channel andcollectChannel ID.Modify theFavoriteChannelsendpoint andboth theFavorite
channel andUnfavorite service actions.
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Replace Data Loading endpoint

Manually add the channel value in the Favorite Channels endpoint with your Channel ID.

1. From theMicroapp Integrations page, select the menu next to the Slack integration, and then
Edit. The Data Loading screen opens. If you are in the configuration screen, select Data Load‑
ing from the left side navigation column.

2. Select the menu next to the Favorite Channels endpoint and then select Edit, or select the
name of the endpoint: Favorite Channels.

3. In the Edit Data Endpoint screen, under Full synchronizations enter the Channel ID in the
value field for channel.

4. Select Apply at the bottom of the screen and confirm.

Replace Service Action variables

For the Favorite channel andUnfavorite service actions, youmustmanually add the channel value
with your Channel ID twice for both service actions. Once under Action execution and once under
Post action data update (optional).

1. While editing the integration configuration, select Service Actions from the left side navigation
column.

2. Select themenunext to oneof the service actions that youneed to edit and selectEdit, or select
the name of the service action that you need to edit. Let’s start with the Favorite channel.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 315



Microapps

3. In the Edit Service Action screen under Action sequence and then under Action execution,
select BODY.

4. Enter the Channel ID in the value field for channel.

5. Under Post action data update (optional), again enter the Channel ID in the value field for
channel.

6. Select Save to finish.

7. Now repeat this for the other service action: Unfavorite. Add the channel value with your
Channel ID twice. Once under Action execution and once under Post action data update (op‑
tional).

For more details of API endpoints and table entities, see Slack connector specifications.
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Use Slackmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

My Favorite Channels: Receive notifications of activity in favorited channels.

Notification or Page Use‑case workflows

Channels List page Provides a list of favorited channels, with an
option to Add Channels.

Channel Detail page View details of a favorited channel including
past posts. Includes button options to Post
Message andUnfavorite Channel.

Message Detail page Viewmessage details from a favorited channel,
with details of the sender. Includes button
options to Thumbs Up and View Replies In
Slack.

Post a Message page Provides a form to compose and button to
Post amessage to a favorited channel.

Add Channels Detail page View details of a channel including members.
Includes a button option to Add To Favorites.

Add Channels List page Provides a searchable list of channels, with an
option to view details on the Channel Detail
page.

Post to Slack: Post a message to the selected focused channel in slack.

Notification or Page Use‑case workflows

Post NewMessage page Provides a form to compose and post a
message.

Set My Slack Status: Set your slack status, create reminders, and enable Do Not Disturb for a set
amount of time.

Notification or Page Use‑case workflows

Create a reminder page Provides a form to set a reminder.
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Notification or Page Use‑case workflows

Pause Notifications page Provides a form to pause notifications for a set
amount of time.

Set My Slack Status page Provides a form to set a status, with options to
Set Reminder and Do Not Disturb.

Integrate Smartsheet

May 27, 2021

Deploy theSmartsheet integration tomanage sheets, discussions, update requests, andattachments.

For comprehensive details of the out‑of‑the‑box microapps for Smartsheet, see Use Smartsheet mi‑
croapps.

Note:

This Smartsheet integration template is released in Citrix Labs category. This allows the func‑
tionality tomature as a result of initial customer feedback. For Citrix Labs templates, there is no
commitment to support and support is provided by the developer on a best‑effort basis. Citrix
Labs integration templates are shared for the purpose of testing/validation. We do not advise
deploying them in production environments. Citrix Labs templates are listed in a separate sec‑
tion. We want your feedback! Please provide feedback for this integration template as you use
it. For any issues, our teamwill also monitor our dedicated forum on a daily basis.

Review prerequisites

These prerequisites assume that the administrator will be a part of the SmartSheet integration set up
of the organization. This Smartsheet admin account must have full read privileges for all users and
sheets informations.

After you set up this integration with Smartsheet, you will need these artifacts to add the integration
in Citrix Workspace Microapps:

• Base URL: https://api.smartsheet.com/
• Authorization URL: https://app.smartsheet.com/b/authorize
• Token URL: https://api.smartsheet.com/2.0/token
• Client ID: The client ID is the string representing client registration information unique to the
authorization server. You collect this as Application Keywhen you configure the OAuth server.
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• Secret: The client secret is a unique string issued when setting up the target application inte‑
gration. You collect this as Application Keywhen you configure the OAuth server.

Note:

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

Configure Citrix Gateway to support single sign‑on for Blackboard so that once users log in they are
automatically logged in again without having to enter their credentials a second time. Formore infor‑
mation about configuring SSO, see Citrix Gateway Service.

Create a service account

The integration requires regular access to your Smartsheet instance, so we recommend creating a
dedicated user account. This account must have the following permissions for your Service Account:
Full administrator privileges. You can view the permission/privileges using https://admin.smartsheet.
com.

To create a service account, sign uphere: https://app.smartsheet.com/b/signup. Ensure that the paid
account is available to create a new service account.

In case of issues setting up the new service account, please connect to the respective sales support
team or customer support team: https://www.smartsheet.com/contact/sales?fts=contact.

API access

ThenumberofAPI requests that canbemade tospecific resources is limited,we therefore recommend
the following:

• Recommended plan: Business
• Smartsheet API limitation form link: https://smartsheet‑platform.github.io/api‑docs/#rate‑
limiting

Smartsheet APIs are available in open source by default.

Configure OAuth server

Configure the OAuth server to read data through the Smartsheet integration.

1. Navigate tohttps://developers.smartsheet.com/register/ andenter your serviceaccountadmin
email.

2. Select Register Developer Account.
3. Check for an email from Smartsheet in the Service account admin inbox.
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4. Select the link. You are navigated to https://app.smartsheet.com.
5. A dialog box will prompt you to create a new app. Select Create New App under the developer

profile section.
6. Complete the required fields, including App name, Description, URL, and Contact/Support

email.
7. Enter the following authorized redirect URLs for this app in the Redirect URL field: https://{

yourmicroappserverurl } /admin/api/gwsc/auth/serverContext
8. Select the Publish app check box and select Save.
9. Copy and save the ClientId and Secret shown on the screen. You use this for Service Authen‑

ticationwhile configuring the integration.

Configure OAuth client

Configure the OAuth client to write data back through the Smartsheet integration.

1. As in step 5 above, select Create New App under the developer profile section.
2. Complete the required fields, including App name, Description, URL, and Contact/Support

email.
3. Enter the following authorized redirect URLs for this app in the Redirect URL field: https://{

yourmicroappserverurl } /admin/api/gwsc/auth/serviceAction/callback
4. Select the Publish app check box and select Save.
5. Copy and save the ClientId and Secret shown on the screen. You use this for Service Action

Authenticationwhile configuring the integration.
6. Select Close.

Add the integration to Citrix Workspace Microapps

Add the Smartsheet integration to Citrix Workspace Microapps to connect to your application. The
authentication options are preselected. Ensure that these options are selected as you complete the
process. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions that
are ready to use within your Workspace.

Follow these steps:

1. FromtheMicroapp Integrationspage, selectAddNewIntegrationandAddanewintegration
from Citrix‑provided templates.

2. Choose the SmartSheet tile.
3. Enter an Integration name for the integration.
4. Enter Connector parameters.

• Enter the instance Base URL:
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.
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5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.
a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑

tion details.
b) Select Authorization Header from the Token authorizationmenu.
c) The Authorization URL is prefilled: https://app.smartsheet.com/b/authorize
d) The Token URL is prefilled: https://api.smartsheet.com/2.0/token
e) Ensure the following is entered for Scope: ADMIN_SHEETS ADMIN_USERS READ_SHEETS

READ_USERS
f) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this as ClientId when you configure the
OAuth server.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration. You collect this as Secret when you configure the OAuth
server.

6. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
the process.
a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑

tion details.
b) Select Authorization Header from the Token authorizationmenu.
c) The Authorization URL is prefilled: https://app.smartsheet.com/b/authorize
d) The Token URL is prefilled: https://api.smartsheet.com/2.0/token
e) Ensure the following is entered for Scope: ADMIN_SHEETS ADMIN_USERS SHARE_SHEETS

WRITE_SHEETS CREATE_SHEETS ADMIN_WORKSPACES
f) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this as ClientID when you configure the
OAuth client.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration. You collect this as Secret when you configure the OAuth
client.

7. Enable the Enable request rate limiting toggle button. Enter 300 forNumber of requests and
1 minute for Time interval.

8. Request timeout is set to 120 by default.
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9. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.
10. Select Save to proceed.

You are now ready to set and run your first data synchronization.

Synchronization

Due to the API call limit, incremental synchronization is setup to retain only List org sheets, List org
discussions, and Get all org sentupdaterequests. The remaining endpoints will be triggered as part of
full synchronization.

We recommend setting the Full Synchronization interval as Daily and Incremental Synchroniza‑
tion interval as Every 5 mins to regularly refresh data from Smartsheet to the Microapps platform
and receive timely notifications. For complete information about synchronization rules, synchroniza‑
tion that does not meet its schedule and veto rules, see Synchronize data.

Note:

The pagination limit is set to 100. Administrators can extend this limit based on APIs.

The default value forMax pages to load variable is set as shown below:

Endpoint Name Value

List Org Sheets 50

List Groups 10

List Org Discussions 10

Get all org sentupdaterequests 10

List Sheets 50

Get Sheets 10

List Sheet Shares 10

List Groups 50

For more details of API endpoints and table entities, see Smartsheet connector specifications.

Use Smartsheet microapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Access Sheets: View sheets, share a sheet to a licensed or non‑licensed user or group, add a sheet as

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 322

https://docs.citrix.com/en-us/citrix-microapps/synchronize-data.html
https://docs.citrix.com/en-us/citrix-microapps/downloads/smartsheet-connector-specifications.html


Microapps

favorite, and allow users to view their individual sheet.

Notification or Page Use‑case workflows

View All Sheets page Allows users to search for shareable and
non‑shareable sheets.

Shareable Sheet Detail page Provides an actionable view of adding the
sheet as a favorite, viewing the sheet, sharing
the sheet with licensed/non‑licensed users or
groups.

Non‑Shareable Sheet Detail page Provides an actionable view of adding sheet as
a favorite and viewing the sheet.

Shareable Group Sheet Detail page Provides an actionable view of adding the
sheet as a favorite, viewing the sheet, sharing
the sheet with licensed/non‑licensed users or
groups.

Non‑Shareable Group Sheet Detail page Provides an actionable view of adding group
sheet as a favorite and viewing the group
sheet.

Create a Sheet: Create a new sheet with fields and options such as sheet name, enter column title,
select column type, and select primary column.

Notification or Page Use‑case workflows

Create Sheet page Provides a form to create a new sheet.

Discussion: Generate notifications to the discussion creator whenever there is a reply to theirs dis‑
cussion thread.

Notification or Page Use‑case workflows

New comment added to your discussion
notification

When a reply or comment is added to an
existing discussion, the discussion creator
receives a notification.

Discussion Detail page Provides a form to reply to the discussion
thread and view previous comments.
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My Update Requests: View sent and received update requests with details such as sent to, sent by,
subject and status. Additionally, when a user sends an update request to recipients, the recipients
receive a notification. Once the update request is complete,d the sender receive a completed notifi‑
cation.

Notification or Page Use‑case workflows

Smartsheet Update Request Received
notification

When a requester requests an update request,
the recipient receives a notification.

Smartsheet Update Request Completed
notification

When a recipient completes an update request,
the requester receives a notification.

All Update Requests page Allows users to search for sent and received
update requests.

Sent Update Request Detail page Provides an actionable view of sent update
request with Delete update request and view
sheet functionality.

Received Update Request Detail page Provides a read only view of a received update
request with view sheet functionality.

Completed Update Request Detail page Provides a read only view of a completed
update request with view sheet functionality.

Send Smartsheet as Attachment: Send Smartsheets as an attachment (PDF or Excel), with details
such as To email, subject, andmessage.

Notification or Page Use‑case workflows

View All Sheets page Allows users to search sheet they own.

Send as Email Detail page Provides an actionable view to send a
smartsheet as an attachment (PDF or Excel)
with subject and/or message.

Share with Admin: Used by Non‑Admin users to share their sheets to admins with view only access,
and to unlock other features such as Access sheets, My Update request, Discussions, and receive the
respective notification. Share the sheet with Admin to unlock additional Smartsheet actions and no‑
tifications in Workspace for you, including: update request actions/notifications, discussion notifica‑
tions, and viewing your sheets.
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Note:

In this microapp there is a page named Share Sheet To Admin which contains a Select compo‑
nent calledAdminEmail (this is not visible to theenduser). This component is used to shareuser
sheets with your organization’s Admin account. This Admin account is the same Service Account
that you have setup in the previous step. In case your organization has multiple Service/Admin
accounts, pleasemake sure to point this Admin Email Select component to the right account to
ensure this microapp works correctly.

Notification or Page Use‑case workflows

View All Sheets page Allows users to search through their sheets and
share themwith admin as needed.

Share Sheet to Admin Detail page Provides an actionable view to share a sheet
with admin with view‑only access, and add a
note to a sheet which is already shared.

Sheet Shared with Admin page Provides user confirmation message when the
sheet is shared with admin.

Start a Discussion: Start a discussion on sheet level.

Notification or Page Use‑case workflows

Start Discussion page Provides an actionable view to initiate a
discussion at a sheet level.

Integrate SocialChorus

April 20, 2021

Deploy the SocialChorus Integration to communicate important announcements frommanagement
and share the content, such as articles, links and notes, between employees through different chan‑
nels. No images or media are displayed.

Users can view the past seven days of content that is posted in recommended channels. Using appro‑
priate selections, users can view all featured content posted in various channels. Users can also view
all content posted in their followed channels that have been posted in the past five days. All details re‑
lating to the content (such as title, summary, body, and published date) is shown on individual pages.
Posted content can be viewed in a test instance with the click of a button.
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A user assigned with the ProgramManager role in SocialChorus marks channels as recommended or
sets an article as featured using the SocialChorus Manage Channel UI. For example, these communi‑
cation channels might be from senior management, or featured articles of interest to a user group or
all users.

Note:

Wewant your feedback! Please provide feedback for this integration template as you use it. For
any issues, our teamwill also monitor our dedicated forum on a daily basis.

For comprehensive details about our SocialChorus microapps, see Use SocialChorus microapps.

Review prerequisites

You will need these artifacts to add the integration in Citrix Workspace Microapps:

• Base URL: https://partner.socialchorus.com/
• Token URL: https://auth.socialchorus.com/oauth/token
• Client ID: The Client ID is the string representing client registration information unique to the
authorization server. Contact your Social Chorus account representative for the Client ID and
Client Secret.

• Client Secret: The client secret is a unique string issued when setting up the target application
integration.

This integration requires regular access to your SocialChorus instance, so we recommend creating a
dedicateduser account. This service accountmust have full administrator privileges andpermissions.

Note:

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

Enable APIs

SocialChorus APIs are enabled via webservices for a paid account by default. This may require a sep‑
arate agreement with the vendor. The number of API requests that can bemade to specific resources
is limited. We recommend reviewing SocialChorus API guidance: SocialChorus API Guidance.

Add the integration to Citrix Workspace Microapps

Add the SocialChorus integration to Citrix Workspace Microapps to connect to your application. The
authentication options are preselected. Ensure that these options are selected as you complete the
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process. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which
are ready to use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the SocialChorus tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL: https://partner.socialchorus.com/
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Client Credentials from the Grant type flowmenu.
b) client_credentials is entered for Grant type value.
c) Select Authorization header from the Token authorizationmenu.
d) SelectURL encoded form from the Token content typemenu.
e) Enter the Token URL: https://auth.socialchorus.com/oauth/token
f) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secret when you configure the
OAuth server.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.
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6. Leave Access token parameters empty.

7. Enable the Enable request rate limiting toggle. Enter 1000 for Number of requests and 1
minute for Time interval.

8. In the Request Timeout field, enter 120.

9. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

10. Select Save to proceed.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
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information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see SocialChorus connector specifications.

Use SocialChorusmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs. Our SocialChorus integration comes with the two following pre‑
configured out‑of‑the‑box microapps. Both of these microapps retrieve content for the last 7 days:

Important Communications: Search and view important communications from recommended
channels that are posted within the last 7 days.

Notification or Page Use‑case workflows

Change In Recommended Channel (Featured)
notification

All subscribers receive a notification when
there is a change in featured content tile,
summary, body, or featured label under
recommended channels. Notification expires 7
days from the created date.

Change In Recommended Channel
(Non‑Featured) notification

All subscribers receive a notification when
there is a change in non‑featured content tile,
summary, or body under recommended
channels. Notification expires 7 days from the
created date.

New Recommended Article (Featured)
notification

All subscribers receive a notification when a
new featured article is posted in recommended
type channels. Notification expires 7 days from
the created date.

New Recommended Article (Non‑Featured)
notification

All subscribers receive a notification when a
new non‑featured article is posted in
recommended type channels. Notification
expires 7 days from the created date.

View Content page Provides a complete list of articles posted in
recommended channels within the last 7 days.

Content Detail page Provides a form to view articles in detail with a
Read In The Blog option to open the article in
SocialChorus.
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Latest Articles: Search and view content from subscribed channels that has been posted within the
last 7 days.

Notification or Page Use‑case workflows

View Content page Provides a complete list of articles posted in
subscribed channels within the last 7 days.

Content Detail page Provides a form to view articles in detail with a
Read In The Blog option to open the article in
SocialChorus.

Featured Content: Get recently featured communications from the subscribed channels with this
microapp. Users can search, view images, and read content from Citrix Workspace.

Notification or Page Use‑case workflows

View Contents page Provides a table with all the featured content
where a user can view the content from all
subscribed channels. Users can sort the table
according to author and channel name.

Content Detail page View all details pertaining to the selected
content in this page including title, content
summary, published date, and author. User
can also read the content in SocialChorus
instance by selecting Read In The Blog.

Integrate SolarWinds

June 3, 2021

Integrate with Solarwinds to submit and monitor tickets, service requests, and take action through
Citrix Workspace. Higher tier agents have the ability to update tickets and service requests.

We want your feedback! Please provide feedback for this integration template as you use it. For any
issues, our teamwill also monitor our dedicated forum on a daily basis.

For comprehensive details of the out‑of‑the‑box microapp for SolarWinds, see Use SolarWinds mi‑
croapps.
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Review prerequisites

These prerequisites assume that the administrator is part of the SolarWinds integration set up of the
organization.

You need these artifacts to add the integration in Citrix Workspace Microapps:

• Base URL: https://{ AccountName } .samanage.com. See Find or change the account
name.

• API KeyValue: This value is used forValuewhen entering theAPI Keysparameters. See Collect
API Token.

Note:

We recommend that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

User account

The integration requires regular access to your SolarWinds instance. We recommend creating a dedi‑
cated user account with the following permissions:

• ROLE: Administrator

Collect API Token

The SolarWinds administrator needs to collect an API Key token. You enter this in the fieldValuewhen
entering the API Keys parameters.

1. Log in to SolarWinds Customer Portal using an account with account administrator access.
2. On the left side of the screen navigate to Setup > Users & Groups > Users.
3. Select the user name with the administrator role that will be used for the integration.
4. Next to JSONWeb Token, select Show Token.
5. Copy and save the token value for later use as the API Key Value when configuring the integra‑

tion, as shown in the next section.

Find or change the account name

To find or change your account name, follow these steps.

1. Log in to SolarWinds Customer Portal using an account with account administrator access.
2. In the user menu in the top‑left corner of the screen, selectMy Account.
3. Copy or assign a value for Account name. This value will be used for the base URL: https://{

AccountName } .samanage.com
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Add the integration to Citrix Workspace Microapps

Add the SolarWinds integration to Citrix Workspace Microapps to connect to your application. The
authentication options are preselected. Ensure that these options are selected as you complete the
process. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which
are ready to use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the SolarWindsn tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL:
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Under Service Authentication, select API Keys from the Authentication methodmenu. API
Keys ensure that your integration meets the maximum security compliance.

a) Header is selected for API Keys Method and X‑Samanage‑Authorization is entered for
Name.

b) For Value, enter the API Key Value that you collected earlier.

6. Leave the Service Action Authentication toggle as disabled.

7. Leave the Request rate limiting toggle as disabled.

8. Leave Request timeout empty.

9. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

10. Select Save to proceed.

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

For more details of API endpoints and table entities, see SolarWinds connector specifications.

Use SolarWindsmicroapps

Our SolarWinds integration template comes with out‑of‑the‑box microapps. Start with these
microapps and customize them for your needs.

Create Ticket: Create a new incident.
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Notification or Page Use‑case workflows

Create Ticket page Provides a form to create a new ticket.

Delete Ticket: Delete an incident.

Notification or Page Use‑case workflows

List Tickets page Provides a summary of all tickets requested by
the user.

Ticket Details page Provides a detailed page of a ticket and option
to delete it.

My Assigned Tickets: View assigned tickets to update them and/or to change its status if needed.

Notification or Page Use‑case workflows

Assigned Ticket Created notification When a new assigned ticket is created, the
assignee receives a notification.

Assigned Ticket SLA Thresholds Hit notification When an SLA threshold is hit, the assignee
receives a notification with details.

Assigned Ticket Status Changed notification When the status of a ticket changes, the
assignee receives a notification.

My Assigned Tickets page Provides a summary of all assigned tickets
assigned by the user.

Ticket Details page View details of a selected ticket with options to
Edit Ticket the ticket and Add comment.

Ticket SLA Details page View SLA details of a ticket.

Update Ticket / Change Status page View andmodify details of a ticket selected
from the notification, with an Update Ticket
option.

MyOpen Tickets: Allows the user to see his requested incidents and update them if needed.
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Notification or Page Use‑case workflows

Ticket Created notification When a new ticket is created, the requester
receives a notification.

Ticket SLA Thresholds Hit notification When an SLA threshold is hit, the requester
receives a notification with details.

Ticket Status Changed notification When the status of a ticket changes, the
requester receives a notification.

My Open Tickets page Provides a summary of all assigned tickets
assigned by the user.

Ticket Details page View details of a selected ticket with options to
Edit Ticket and Add comment.

Ticket SLA Details page View SLA details of a ticket.

Update/Close Ticket page View andmodify details of a ticket selected
from the notification, with options toUpdate
Ticket and Resolve Ticket.

MyOpen Service Requests: Allows the user to see his service requests and update them if needed.

Notification or Page Use‑case workflows

Service Request Created notification When a new service request is created, the
requester receives a notification.

Service Request SLA Thresholds Hit
notification

When an SLA threshold is hit, the requester
receives a notification with details.

Service Request Status Changed notification When the status of a service request changes,
the requester receives a notification.

My Service Request page Provides a summary of all open service
requests that are requested by the user.

Service Request Details page View details of a selected service request with
options toUpdate Serviec Request,Open
Service Request, and Add comment.

Service Request SLA Details page View SLA details of a service request.
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Notification or Page Use‑case workflows

Update/Close Service Request page View andmodify details of a service request
selected from the notification, with options to
Update Service Request and Resolve Service
Request.

Service Catalog Request: Search for a service catalog item by name or create common service re‑
quests quickly.

Notification or Page Use‑case workflows

Create Service Request Provides a form to search for a service catalog
item by name, and create a request for it, or
use Request Service deeplink to create
common service requests quickly.

Integrate SAP SuccessFactors

May 17, 2021

Integrate with SAP SuccessFactors for anywhere access to employee, skills, and course information.

Note:

We provide two SuccessFactors integration templates for your use. We recommend using the
newer SuccessFactors EC HTTP integration for SAP SuccessFactors Employee Central use‑cases.
The HTTP integration provides more power to configure the cached data structure.

For a comprehensive list of out‑of‑the‑box SuccessFactors microapps, see Use SuccessFactors mi‑
croapps.

Review prerequisites

After you set up this integration in SAP SuccessFactors, you will need these artifacts to add the inte‑
gration in Citrix Workspace Microapps based on the type of integration you need to enable. After you
complete this process, your existing level of audit logging persists, including any actions carried out
by the use of Citrix Microapps.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 335

https://docs.citrix.com/en-us/citrix-microapps/set-up-template-integrations/integrate-successfactors.html#use-successfactors-microapps
https://docs.citrix.com/en-us/citrix-microapps/set-up-template-integrations/integrate-successfactors.html#use-successfactors-microapps


Microapps

• The required configuration information to connect with SAP SuccessFactors depends on
whether you use the Learning module.

• Create an Admin user in the Provisioning instance. Typically a SuccessFactors Certified Consul‑
tant performs all activities in Provisioning. Give the user a distinguishable name.

• Configure Citrix Gateway to support single sign‑on for SuccessFactors so that once users log in
they are automatically logged in again without having to enter their credentials a second time.
For more information about configuring SSO, see Citrix Gateway Service.

Note:

Rate limits apply for SuccessFactors integrations to the number of requests per minute. This
can impact testing instances. To avoid issues, set rate limits to 8 calls per second. For more
information, consult your SuccessFactors consultant to find out the correct maximum request
rate value.

For the SuccessFactors EC integration:

• Base URL: Your base URL follows this model: https://{ tenant } .successfactors.{
region } /odata/v2

• Username: Your unique user ID.
• Client ID: The client ID is the string representing client registration information unique to the
authorization server. See Collect your Company ID and Client ID.

• Company ID: The company ID is a short string of characters that identifies each SAP Success‑
Factors system, like a username for your organization. See Collect your Company ID and Client
ID.

• Private Key: This is the API key from registering the OAuth2 Client. See Register the OAuth2
Client.

• OAuth URL: This is the Application URL generated in the template, and follows this model:
https://{ tenant } .successfactors.{ region } /oauth. You need this to Register
the OAuth2 Client.

For the SuccessFactors HCM integration:

• API URL
• Company ID
• User ID (Username)
• Client ID (API Key)
• Client Private Key (Encrypted Private Key)

For the SuccessFactors Learning integration:

• Learning URL
• Learning Company ID
• Learning User ID
• Learning Client ID
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• Learning Client Secret

Set up SuccessFactors HCM integration

Follow this process if youneed to set up the basic SuccessFactorsHCM integration or the basic integra‑
tion with Learning Module. Using your admin user, you create a permission role, create a permission
group, and assign the permission group to the permission role.

Create a permission role

To create a permission role, follow these steps:

1. Log in to SAP SuccessFactors Admin Center with your Admin user.
2. Search for and selectManage Permission Roles, and select Create New.
3. Enter a meaningful Role Name and select Permission….
4. Scroll toManage Integration Tools, click Select All, and select Done.
5. Select Save Changes.

Create a permission group

To create a permission group, follow these steps:

1. In the SAP SuccessFactors Admin Center, search for and select Manage Permission Groups,
and select Create New.

2. Enter a meaningful Group Name.
3. Under Choose GroupMembers: People Pool, select categoryUsername.
4. Enter the username of the dedicated user, select the check box next to the name, and select

Done.
5. Select Done again.

Assign the new permission group to the permission role

To assign the new permission group to the permission role, follow these steps:

1. In the SAP SuccessFactors Admin Center, search for and selectManage Permission Roles, and
select the previously created permission role.

2. Scroll down to Grant this role to… and select Add….

3. Under Grant this role to: Permission Group…, click Select….

4. Search for thepreviously createdgroup, select the checkboxnext to thename, and selectDone.

5. Select Done again, and select Save Changes.

You assigned the user permission group to the permission role.
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Register the OAuth2 Client

To register the OAuth2 Client, follow these steps:

1. In the SAP SuccessFactors Admin Center, search for and select Manage OAuth2 Client Appli‑
cations, and select Register Client Application.

2. Enter the following details:

Application Name

Application URL

3. Select Generate X.509 Certificate.

4. Enter a Common Name (CN), and select Generate.

5. SelectDownload to download a copy of theX.509 Certificate. The Client Private Key is located
within the certificate file as Encrypted Private Key. Copy and save this key. You use these
details when configuring the integration.

6. Select Register.

The new application is listed on the Manage Oauth2 Client Applications page.

7. Under Actions, select View.

8. Copy the API Key and store it for later use.

Set up SuccessFactors Learning integration

Follow this process if you need to set up the basic SuccessFactors integration with Learning Module
or just the Learning module. Using your admin user, you collect the Company ID and Client ID, and
generate a new Client Secret.

Collect your Company ID and Client ID

To collect your company ID and client ID, follow these steps:

1. Log in to SAP SuccessFactors Learning administration environment for your tenant.
2. Navigate to System Admin > Configuration > OAuth Token Server.
3. On the Application Administration screen, copy theCompany ID andClient ID and store it for

later use.

Generate a new client secret

To generate a new client secret, follow these steps:
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1. On the Application Administration screen, select Generate a new Client Secret and confirm
by selectingOK.

TheNewly Generated Client Secret populates below the Client ID.

2. Copy the client secret and store it for later use.

The secret is not stored. When you leave the OAuth Token Server page, the secret disappears.

Add callback URLs

Add a custom URL to your instance configuration to grant access to private data and enable OAuth
authenticated user actions. The first callback that is listed does not change. The second callback
depends on the target application, and can be found in your URL address bar when creating the in‑
tegration. The section {yourmicroappserverurl} is composed of a tenant part, a region part, and an
environment part: https://%7BtenantID%7D.%7Bregion(us/eu/ap‑s)%7D.iws.cloud.com.

Log in to SuccessFactors as an admin and add the following authorized redirect URLs for this integra‑
tion:

• https://{ yourmicroappserverurl } /admin/api/external-services/com.
sapho.services.successfactors.SuccessFactorsService/auth/serverContext

• https://{ yourmicroappserverurl } /app/api/auth/serviceAction/callback

Add the SuccessFactors EC integration

Follow these steps to set up the SuccessFactors EC integration. The authentication options are prese‑
lected. Ensure that theseoptions are selected as you complete theprocess. We recommendusing this
newer HTTP integration for most use‑cases. The HTTP integration provides more power to configure
the cached data structure.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the SuccessFactors EC tile under Integrations.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL: https://{ tenant } .successfactors.{ region }
/odata/v2

• Select an Icon for the integration from the Icon Library, or leave this as the default icon.
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5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select SAML 2.0 Success Factors from the Grant type flowmenu.
b) Leave Scope empty.
c) Enter yourUsername.
d) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. See Collect your Company ID and Client ID.
e) Enter yourCompany ID. The company ID is a short string of characters that identifies each

SAP SuccessFactors system, like a username for your organization. See Collect your Com‑
pany ID and Client ID.

f) Enter yourPrivateKey. This is the API key from registering theOAuth2Client. SeeRegister
the OAuth2 Client.

g) Your OAuth URL is automatically generated. This is the Application URL generated in
the template, and follows this model: https://{ tenant } .successfactors.{
region } /oauth. You need this to Register the OAuth2 Client.

6. Leave Service Action Authentication disabled.

7. The Enable request rate limiting toggle is enabled. Leave 1 for Number of requests and 1
second for Time interval.
1.. Request timeout is set to 120 by default.

8. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

9. Select Save to proceed.

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

Use SuccessFactors ECmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs. Our SuccessFactors ECintegration comes with the following pre‑
configured out‑of‑the‑box microapps:

Directory: Search for employees and preview their details including skill set.
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Notification or Page Use‑case workflows

User page Provides a searchable list of users.

Users Skills page Provides a view of user details and their skill
set.

Skills: Search for skills and preview employees with corresponding skill set.

Notification or Page Use‑case workflows

Skill Rating Changed notification When amanager changes the rating of a skills
of an employee, the employee receives a
notification.

Skills page Provides a searchable list of skills to connect to
users.

User Rated Skills page Provides a detailed view of rated skills. Rated
skills are skills that employees and their
managers rate in the Skills Profile portlet.

User Self Reported Skills page Provides a detailed view of self‑reported skills.
Self‑reported skills are manually added in the
Skills Profile portlet.

Users page Provides a view of a user’s skill set.

Add the SuccessFactors integration to Citrix Workspace Microapps

Add theSuccessFactors integration toCitrixWorkspaceMicroapps to connect to your application. This
delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which are ready to
use within your Workspace.

Use the following process to enable the SuccessFactors Integration. Ensure you meet the prerequi‑
sites, and decide which integration you need to set up:

• the basic SuccessFactors HCM integration,
• the basic integration with Learning Module,
• just the Learning module.

Follow these steps:

1. From the overview page, select Get Started.

The Manage Integrations page opens.
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2. Select Add New Integration, and Add a new integration from Citrix‑provided templates.

3. Choose the SuccessFactors tile.

4. Enter a name for the integration.

5. Enter the Connector parameters that you collected as prerequisites.

• Select Yes/No from the Are you using the Employee central module?
– Enter theAPI URL. For example, https://api12preview.sapsf.eu/odata/v2v.
– Enter the Company ID.
– Enter theUser ID.
– Enter the Client ID.
– Enter the Client Private Key.

• Select Yes/No from the Are you using the Learningmodule?
– Enter the Learning URL.
– Enter the Learning Company ID.
– Enter the Learning User ID.
– Enter the Learning Client ID.
– Enter the Learning Client Secret.
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6. Select Add.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see SuccessFactors connector specifications.

Use SuccessFactors microapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Our SuccessFactors integration comes with the following preconfigured out‑of‑the‑box microapps:

Directory: Search, view, and edit employees with corresponding details.

Notification or Page Use‑case workflows

New Teammate notification When a new teammate joins, all subscribers
receive a notification highlighting the new
teammate and their position.

Position Changed notification When the title of an employee changes, all
subscribers receive a notification highlighting
the teammate and their new position.

My Detail page Provides a form for viewing personal details
and provides a link to manager subdetails.

My Team page Provides a table view of an employee’s
teammates and links to user details.

User Detail page Provides a form for viewing a user’s details,
and provides a link to their manager’s and any
direct reports’ subdetails.

User SubDetail page Provides a form for viewing a user’s subdetails,
and provides a link to their details.

Users page Provides a table view of users with search
functionality and a link to user details.
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Learning: Search, view, share, and register available learning courses.

Notification or Page Use‑case workflows

Popular Course notification When a learning course is defined as popular
based on its rating, all subscribers receive a
notification.

Courses page Provides a list of available courses with a link
to learning item details.

Learning Item Detail page Provides a table view of learning items with a
link to scheduled offering details and an option
to share by email.

Scheduled Offering Detail page Provides a detailed view of a scheduled
offering with a list of instructors and an option
to register for the offering.

Integrate Tableau

June 22, 2021

Integrate with Tableau to provide easy access to projects, workbooks, and views without requiring
extra logins.

Note

We provide two Tableau integration templates for your use. We recommend using the newer
HTTP integration for most use‑cases as it provides more power to configure the cached data
structure. For full details of the microapps available in each integration, see Use Tableau mi‑
croapps.

These instructionsdescribehow to set up thenewHTTP template integration. If youneed information
about the legacy template, see Add the legacy integration.

Review prerequisites

After you set up this integration in Tableau, youwill need these artifacts to add the integration in Citrix
Workspace Microapps:

• Base URL: The base URL takes this form: https://{ tenantID } .online.tableau.com
/
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• Username: The Tableau user name of the site admin.

• Password: The password for the site admin.

• Site: In Tableau a collection of users, groups, and content. The Site ID is found in the URL after
logging in to Tableau Online: https://{ tenantID } .online.tableau.com/##/site
/{ siteID } /home

• Configure Tableau Server to recognize and trust requests by whitelisting its IP address.

• Only https connections are supported. Make sure the SSL certificate is trusted.

• Configure Citrix Gateway to support single sign‑on for Tableau so that once users log in they are
automatically logged in again without having to enter their credentials a second time. Follow
the instructions in Tableau Single Sign‑on Configuration. For more information about configur‑
ing SSO, see Citrix Gateway Service.

Set up the Tableau integration

1. Log in to Tableau with an admin account.

2. Enter connection information:

• Name
• URL
• Username
• Password
• Site

Note:

If you leave the Site field empty, you are connected to the “Default” Tableau Site. To find
the names of the different Sites available in your Tableau instance, select the menu in the
Tableau top navigation bar.

Add the integration to Microapps

Add the Tableau integration template to Citrix Workspace Microapps to connect to your application.
This delivers out‑of‑the‑boxmicroappswith pre‑configured notifications and actions which are ready
to use within your Workspace.

The authentication options are preselected. Ensure that these options are selected as you complete
the process. We recommend using this newer HTTP integration for most use‑cases. The HTTP inte‑
gration provides more power to configure the cached data structure.

Follow these steps:
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1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Tableau tile from the Integrations category of the catalog.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL. The base URL takes this form: https://{ tenantID } .
online.tableau.com/

• Select an Icon for the integration fromthe IconLibrary, or leave this as thedefaultWorkday
icon.

5. Enter yourUsername.

6. Enter your Password.

7. Enter your Site.

8. LeaveService authentication andService action authenticationdisabled. They are not used
for this integration.

9. (Optional) If youwant to activate rate limiting for this integration, enable theRequest rate lim‑
iting toggle and set the Number of requests per Time interval.

10. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

11. The value 120 is prefilled in the Request timeout field.

12. Select Save to proceed.
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You are now ready to set and run your first data synchronization. For complete information about
synchronization rules, see Synchronize data.

For more details of API endpoints and table entities, see Tableau connector specifications.

Add the legacy integration

Add the Tableau integration to Citrix Workspace Microapps to connect to your application. This de‑
livers out‑of‑the‑box microapps with pre‑configured notifications and actions which are ready to use
within your Workspace.

After you set up this integration in Tableau, youwill need these artifacts to add the integration in Citrix
Workspace Microapps:

• URL

• Username

• Password

• Site

• Configure Tableau Server to recognize and trust requests by whitelisting its IP address.

• Only https connections are supported. Make sure the SSL certificate is trusted

• Configure Citrix Gateway to support single sign‑on for Tableau so that once users log in they are
automatically logged in again without having to enter their credentials a second time. Follow
the instructions in Tableau Single Sign‑on Configuration. For more information about configur‑
ing SSO, see Citrix Gateway Service.

Follow these steps:

1. From the overview page, select Get Started.

The microapp Integrations page opens.
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2. Select Add New Integration, and Add a new integration from Citrix‑provided templates.

3. Choose the Tableau tile.

4. Enter a name for the integration.

5. Enter the Connector parameters that you collected in the previous procedures.

• Enter yourURL.
• Enter yourUsername and Password.
• Enter your Tableau Site location.

6. Select Add.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see Tableau connector specifications.
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Use Tableaumicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Our Tableau integration comes with the following preconfigured template microapp:

Reports: View details of Tableau reports.

Notification or Page Use‑case workflows

New Report Created notification When a new report is created, users receive a
notification.

Report Updated notification When a report is updated, users receive a
notification.

View Detail page Provides a read only view of report details.

Views page Provides a list of report views with a link to
view details.

Integrate Webex

April 20, 2021

Deploy the Webex integration to schedule Webex Meetings from any device or intranet. Users can
host one‑time/recurring meetings, add invitees and co‑hosts, and select from different timezones.
The microapp also follows up with an email to the host and invitees with the corresponding meeting
object for easy calendar integration.

Note:

Wewant your feedback! Please provide feedback for this integration template as you use it. For
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any issues, our teamwill also monitor our dedicated forum on a daily basis.

For a comprehensive list of out‑of‑the‑box Webex microapps, see Use Webex microapps.

Review prerequisites

These prerequisites assume that administrator will be a part of the Webex integration set up of the
organization. This Webex admin account must have full read privileges for user information.

After yousetup this integrationwithWebex, youwill need theseartifacts toadd the integration inCitrix
Workspace Microapps, specifically the following list of parameters for setting up OAuth integration:

• BASE URL: https://webexapis.com/v1/
• AUTHORIZATION URL: https://webexapis.com/v1/authorize
• TOKEN URL: https://webexapis.com/v1/access_token
• CLIENT ID: The client ID is the string representing client registration information unique to the
authorization server.

• SECRET: The client secret is a unique string issued when setting up the target application inte‑
gration.

Note:

We recommend that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.

Configure Citrix Gateway to support single sign‑on for Webex so that once users log in they are auto‑
matically logged in again without having to enter their credentials a second time. For more informa‑
tion about configuring SSO, see Citrix Gateway Service.

The integration requires regular access to your Webex instance, so we recommend creating a ded‑
icated user account. This account must have the following permissions. You can view the permis‑
sion/privileges using Webex Control Hub on .

• Permissions required for Service Account: Full administrator privileges

ThenumberofAPI requests that canbemade tospecific resources is limited,we therefore recommend
the following:

• Webex API limitation form link: https://developer.webex.com/docs/api/basics#rate‑limiting
• Recommended plan: Webex Plus

Enable APIs

Webex APIs are enabled by default through web services for paid accounts.
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Create a new service account

Sign up here: https://web.webex.com/. Refer to the below URL for new Service Accounts: https://
help.webex.com/en‑us/nkhozs6/Get‑Started‑with‑Cisco‑Webex‑Control‑Hub.

Configure OAuth server

Configure the OAuth server to read data through the Webex integration.

1. Log inwithyour serviceaccount to: https://developer.webex.com/docs/platform‑introduction.

2. Select the user name present on the top‑right.

3. SelectMyWebex Apps and select Create a New App.

4. Select Create an Integration under the Integration tile.

5. Complete the required fields and enter the following authorized redirect URLs for this integra‑
tion in the Redirect URL field:

• https://{ yourmicroappserverurl } /admin/api/gwsc/auth/serverContext

6. Under Scopes section, select the spark:all and spark‑admin:people_read check boxs.

7. Select Add Integration after you complete all the required fields.

8. Copy and save the ClientId and Secret shown on the screen. You use these details for Service
Authenticationwhile configuring the integration.

Configure OAuth client

Configure the OAuth client for writing back data through the Webex integration.

1. Log in with your service account, as above: https://developer.webex.com/docs/platform‑
introduction.

2. Select the user name present on the top‑right.

3. SelectMyWebex Apps and select Create a New App.

4. Select Create an Integration under the Integration tile.

5. Complete the required fields and enter the following authorized redirect URLs for this integra‑
tion in the Redirect URL field:

• https://{ yourmicroappserverurl } /app/api/auth/serviceAction/
callback

6. Under Scopes section, select themeeting:schedules_write check box.
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7. Select Add Integration after you complete all the required fields.

8. Copy and save the ClientId and Secret shown on the screen. You use these details for Service
Action Authenticationwhile configuring the integration.

Add the integration to Citrix Workspace Microapps

Add theWebexMeeting integration to CitrixWorkspaceMicroapps to connect to your application. The
authentication options are preselected. Ensure that these options are selected as you complete the
process. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which
are ready to use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Webex Meetings tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL: https://webexapis.com/v1/.
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
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server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This displays the Callback URL, which you use when
registering your application.

b) Select Request body from the Token authorizationmenu.
c) The Authorization URL is prefilled: https://webexapis.com/v1/authorize
d) The Token URL is prefilled: https://webexapis.com/v1/access_token
e) Ensure the following is entered for Scope: spark:all spark‑admin:people_read
f) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth server. You need to add the Callback URL you see on the integration configuration
page.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

6. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
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the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This will display the Callback URL, which you usewhen
registering your application.

c) Select Request body from the Token authorizationmenu.
d) The Authorization URL is prefilled: https://webexapis.com/v1/authorize
e) The Token URL is prefilled: https://webexapis.com/v1/access_token
f) Ensure the following is entered for Scope: meeting:schedules_write
g) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth client. You need to add the Callback URL you see on the integration configuration
page.

h) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 354



Microapps

7. Enable the Enable request rate limiting toggle. Enter 100 for Number of requests and 1
minute for Time interval.

8. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

9. Select Save to proceed.

10. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Webex login screen.

a) Enter your Service Account user name and password and select Log in.
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b) Select Accept.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see Webex HTTP connector specifications.

UseWebex Meetingsmicroapp

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Create a Meeting: Schedule a meeting with the option to select duration, time zones, invitees, and
co‑hosts.

Notification or Page Use‑case workflows

Create a Meeting page Provides a form to schedule a meeting with the
following details according to user preference:
Meeting Title, Start and End Time, Time Zone,
Recurrence (once, daily, weekly, monthly),
Password, Meeting Attendees, and Co‑host for
the meeting.

Integrate Workday

June 14, 2021
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IntegratewithWorkday tomake it easy to submit requests, receive notifications about request status,
and act on notifications. After you complete this process, your existing level of audit logging persists,
including any actions carried out by the use of Citrix Microapps. Use the following process to enable
the Workday Integration. For a comprehensive list of out‑of‑the‑box Workday microapps, see Use
Workday microapps.

Note

We provide two Workday integration templates for your use. We recommend using the newer
HTTP integration for most use‑cases as it provides more power to configure the cached data
structure. For full details of the microapps available in each integration, see Use Workday mi‑
croapps.

These instructionsdescribehow to set up thenewHTTP template integration. If youneed information
about the legacy template, see Add the legacy integration. A quick overview of the process:

1. Before settingup the integration inMicroapps, ensure youmeet theprerequisites and then com‑
plete the following procedures that are described in detail below:

• Enable API access by registering an API Client and generating and collecting the Client ID
and Client Secret.

• Create custom reports.
• Generate custom report endpoint path.
• Filter PTO Types to restrict PTOmicroapps to specific time‑off types.
• Set up deep linking in Workspace.
• Edit business process for time‑off requests.
• Manage security group permissions.
• Identify your URL, Instance URL, and Tenant.

2. Set up theWorkday integration. Formore information, seeAdd theWorkday integration toCitrix
Workspace Microapps.

3. Configure Service action parameters. For more information, see Replace Data Loading and Ser‑
vice Action variables.

If you need help, have a look at our Troubleshoot commonWorkday integration errors article.

Review prerequisites

This setupprocess requires you tohaveanadminaccountand the following serviceaccountprivileges
for the Workday connector.

• Access to the creation of non‑temporary custom reports.
• Access to HumanResources, Integrations, PerformanceManagement, ResourcesManagement,
and custom reports APIs.
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• For downloading milestone data, part of the deep link set‑up process, you need the following
security groups assigned to the admin:

– HR Administrator
– Information Administrator

• ConfigureCitrixGateway to support single sign‑on forWorkday so that onceusers log in they are
automatically logged in again without having to enter their credentials a second time. Follow
the instructions in Workday Single Sign‑on Configuration. For more information about config‑
uring SSO, see Citrix Gateway Service.

After yousetup this integration inWorkday, youneed theseartifacts toenter theseaccount credentials
when you set up the integration in Microapps:

• URL
• Username (Workday username)
• Password (Workday password)
• Workday tenant
• Client ID
• Client Secret
• Workday REST API Endpoint
• Token Endpoint
• Authorization Endpoint
• Custom report URLs collected

Register Workday API Client

Register an API client to generate a Client ID and Client Secret for each environment. If you havemul‑
tiple environments, you must register an API Client for each individual environment. For the Work‑
day integration, you must add two different callback URLs. This means you need to register two API
clients; one for user actions and the other for synchronization. Perform this procedure twice. Once for
Service Authentication and then for Service Action Authentication. They have different callback
URLs. For the Legacy integration template, only perform the second operation to register the client.

Configure OAuth server

Configure the OAuth server to read data through the integration. You use these details for Service
Authentication while configuring the integration. This is only performed for the HTTP integration.

1. Log in toWorkday as an admin, and search for Register API Client. Complete the required fields:

• Enter your Client Name.
• Select Authorization Code Grant for Client Grant Type.
• Select Bearer for Access Token Type.
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• Enter the Redirection URI: https://{ yourmicroappserverurl } /admin/api
/gwsc/auth/serverContext. The callback depends on the target application, and
can be found in your URL address bar when creating the integration. The section
{ yourmicroappserverurl } is composed of a tenant part, a region part, and an
environment part: https://{ tenantID } .{ region(us/eu/ap-s)} .iws.
cloud.com.

• Enter the value 300 for Refresh Token Timeout (in days).
• Select the following Scope (Functional Areas):

– Organizations and Roles
– Staffing
– Tenant Non‑Configurable

2. Select OK. The Client ID and Client Secret are generated. Collect and save for later use during
the set‑up process. You use these details for Service Authentication while configuring the inte‑
gration.

3. Select Done to complete and exit.

Configure OAuth client

Configure the OAuth client for writing back data through the integration. You use these details for
Service Action Authentication while configuring the integration.

1. Log in toWorkday as an admin, and search for Register API Client. Complete the required fields:

• Enter your Client Name.
• Select Authorization Code Grant for Client Grant Type.
• Select Bearer for Access Token Type.
• Enter the Redirection URI: https://{ yourmicroappserverurl } /app/api/
auth/serviceAction/callback. The callback depends on the target application,
and can be found in your URL address bar when creating the integration. The section
{ yourmicroappserverurl } is composed of a tenant part, a region part, and an
environment part: https://{ tenantID } .{ region(us/eu/ap-s)} .iws.
cloud.com.

• Enter the value 300 for Refresh Token Timeout (in days).
• Select the following Scope (Functional Areas):

– Organizations and Roles
– Staffing
– Tenant Non‑Configurable

2. Select OK. The Client ID and Client Secret are generated. Collect and save for later use during
the set‑up process. You use these details for Service Action Authentication while configuring
the integration.
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3. Select Done to complete and exit.

Test API calls

This article lists all Workday API calls and provides a detailed description of how to test whether your
Workday instance has all endpoints ready for these calls. Formore information, see Test Workday API
calls.

Create custom reports

You create custom reports in Workday for each of the following reports. Download the attached
spreadsheets and complete the details precisely as described in the spreadsheet. If any detail you
enter differs from the provided report, the process does notwork. For example, if you use an incorrect
name, the report is generated, but no data is downloaded.

The following reports are the current reports. When we add new end‑points to this integration, they
are added here in the product documentation.

1. Open one of the following custom report spreadsheets:

• All time offs and balance

– Calculated field: cf lkp time off balance year
– Calculated field: cf lkp time off plan default quantity
– Calculated field: cf lkp time off plan id
– Calculated field: cf lkp time off type id
– Calculated field: cf time off balance year
– Calculated field: cf yearend for reporting effective years

• Absence requests

– Calculated field: cf lkp time off event id

• Event records for change job

– Calculated field: cf esi worker
– Calculated field: cf lkp worker id

• Staffing activities

– Calculated field: cf esi event record
– Calculated field: cf lkp event record

• Event records for time off requests

– Calculated field: cf esi event records awaiting action
– Calculated field: cf esi assigned to worker of event records of awaiting action
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– Calculated field: cf lrv assigned to worker email of event records awaiting action
– Calculated field: cf lrv assigned to worker event records of awaiting action
– Calculated field: cf lrv wid of assigned to worker email of event records awaiting ac‑
tion

– Calculated field: cf lrv wid of event record awaiting action

• Worker

Note:

Do not add self‑referencing objects to the Time off types per plan report.

2. In Workday, search for Create Custom Report.

3. Enter a Report Name. This name must be identical to the spreadsheet of the report that you
want to create a URL for.

4. Select Advanced as Report Type.

5. Enter the Data Source. This value must be identical to the spreadsheet of the report that you
want to create a URL for.

6. Do not select theOptimized for Performance check box.

7. Do not select the Temporary Report check box.

8. Select the Enable As Web Service check box.

9. SelectOK.

The custom report opens unpopulated except for the three fields you entered.

10. Complete the details exactly as described in the spreadsheet. Pay attention to the headings.
The headings match the tabs in the Workday UI.

11. The field Column Heading Override XML Alias is auto‑generated as you are populating the
columns. Verify that the value in Column Heading Override XML Alias matches the spread‑
sheet instructions. This value often varies.

12. SelectOK. The custom report is created.

Generate custom report endpoint path

Youcollect the customreportpathbyusing thegeneratedWSDL fromthepreviousprocedure. Use this
when you enter the custom report URL for Time off types per plan report path and Event records
for milestone path in the set‑up procedure.

1. Open the generated WSDL link in your browser.
2. Scroll to the bottomand locate twoURLs. The second one has the name ReportREST. This is the

one we want to use.
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3. Copy thepath from thisURLanduse itwhen settingup theWorkday integration. (Examplepath:
</ccx/service/customreport2/company_tenant/user_name/report_name>.

Filter PTO Types

Restrict PTO microapps to specific time‑off types, such as vacation, or sick leave. If you created the
followingcustomreports inWorkday, youneed tocreatecalculated fields inWorkdayand filter custom
reports using the following procedures.

• Event records for time off requests
• Absence requests
• All time offs and balance

Create calculated fields for Time Off Requests microapp

You need to create two calculated fields. The first calculated field is intended to retrieve the Absence
Type from the Time Off Event so it is available in the second calculated field. The second calculated
field is used as the filter in the custom report.

1. Log in to your Workday instance and search for create calculated field.
2. Complete all fields:

• Field Name Enter a name for the calculated field. For example, SANDOVAL CF LKP
Absence Type from this format: {(report creator)(CF=calculated field)(LKP=lookup related
value)(values this field returns)}.

• Business Object Find and select Time Off Event. We want our calculated field to be part
of this business object.

• Function Find and select Lookup Related Value.
3. SelectOK at bottom left.
4. Under the Calculation tab, complete these fields:

• Lookup field Find and select Time Off Event.
• Return Value Find and select Time Off Types for Time Off Event

5. SelectOK and then Done.

You created a calculated field. Now, let’s create the second field that retrieves the Time Off Event and
will be used as the filter.

1. Again, from your Workday instance search for create calculated field.
2. Complete all fields:

• Field Name Enter a name for the calculated field. For example, SANDOVAL CF LKP
Time Off Event for Business Process from this format: {(report creator)(CF=calculated
field)(LKP=lookup related value)(values this field returns)}.

• Business Object Find and select Action Event. We want our calculated field to be part of
this business object.
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• Function Find and select Lookup Related Value.
3. SelectOK at bottom left.
4. Under the Calculation tab, complete these fields:

• Lookup field Find and select Time Off Event.
• Return Value Find and select the first calculated field you created. In our example, SAN‑
DOVAL CF LKP Absence Type.

5. SelectOK and then Done.

Filter a custom report using calculated field for Time Off Requests microapp

Add a filter to the custom report related to time off approval using the new calculated field that you
just created to whitelist PTO Types, which will allow you to get all time off types you select.

1. From your Workday instance search for Edit Custom Report and select a custom report related
to PTO approvals, in our case Event Records for Time Off Requests.

2. Select Filter tab and + to add new filters.
3. Complete these fields:

• And/Or And
• Field Find and select the second calculated field you created, in our example SANDOVAL
CF LKP Time Off Event for Business Process.

• Operator Find and select any in the selection list.
• Comparison Type Find and select Value specified in this filter.
• Comparison Value Find and select the PTO types that you want to whitelist, for example:

– Annual Leave (Days)
– Annual Leave (Statutory)
– Personal Leave (Days)
– Sick (Days)
– Time Off

4. SelectOK to save.

Note:

To block PTO Types, change field: *Operator to none of the selection list. This blocks the inte‑
gration from getting any selected PTO types.

Filter a custom report using an existing field for Create PTO Requests and My PTO Requests
microapps

Filter custom report: All time offs and balance.
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Note:

We recommend using the same PTO types in all custom reports. This way if you decide to
whitelist or block the outcome, the values in Comparison Value is the same for all custom
reports).

1. From your Workday instance search for Edit Custom Report and select a custom report related
to time off approvals, in our case All time offs and balance.

2. Select Filter tab and + to add new filters.
3. Complete these fields:

• And/Or And
• Field Find and select the custom report Time Off Type.
• Operator Find and select in the selection list.
• Comparison Type Find and select Value specified in this filter.
• Comparison Value Find and select the PTO types that you want to whitelist, for example:

– Annual Leave (Days)
– Annual Leave (Statutory)
– Personal Leave (Days)
– Sick (Days)
– Time Off

4. SelectOK to save.

Filter custom report: Absence requests.

1. From your Workday instance search for Edit Custom Report and select a custom report related
to time off approvals, in our case Absence requests.

2. Select Subfilter tab and select + to add new subfilters, similar to how you added filters.
3. Complete these fields:

• And/Or And
• Field Find and select the custom report Time Off Type for Time Off Entry.
• Operator Find and select in the selection list.
• Comparison Type Find and select Value specified in this filter.
• Comparison Value Find and select the PTO types that you want to whitelist, for example:

– Paid Time Off (Days)
– Sick (Days)
– Sick (Hours)

4. SelectOK to save.

Set up deep link in Workspace

If you are referred to this article, contact your administrator and request that they set up deep linking
for Citrix Workspace Microapps in Workday.
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The following use‑cases require the corresponding deep links. For example, if your domain is impl.
workday.com and your tenant is citrix_gms2v, then the URL for Create expense report is: https:
//impl.workday.com/citrix_gms2/d/task/2997$995.htmld:

• CreateExpenseReporthttps://your_domain/your_tenant/d/task/2997$995.htmld

• Create Change Job https://your_domain/your_tenant/d/task/2997$4819.htmld

• Approve/Deny Change Job (Change Job Requests) https://your_domain/your_tenant
/d/unifiedinbox/initialinbox/2998$17139.htmld

Note:

If you do not have this data stored, log in to yourWorkday account and copy them from the URL.
These deep links must be set up with every newly added integration.

Edit business process for time‑off requests

Depending on the Workday tenant that you are using, you have a business process established for
creating time‑off requests. Modify that business process as shown in the following steps.

1. In Workday, search for bp: request time off, and then select Request Time Off for Global Mod‑
ern Services.

2. Go to Actions > Business Process > Edit Definition.
3. Do not change Effective Date unless required, and selectOK.
4. Under Business Process Steps, select the + icon to add a new row.
5. Enter b forOrder.
6. Enter Approval for Type.
7. SelectManager for Group from themenu.
8. SelectOK, and then Done.

Manage security group permissions

To enable proper security permissions for your security group, you complete two procedures. First
add permissions to the group and activate the settings. Then add the security group to view all list
and activate the settings.

Add and activate integration permissions

1. In Workday, search for view security group.

2. Search for the security group that you need, select it, and selectOK.

3. Go to Actions > Security Group > Maintain Security Permissions.
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4. Under the section Integration Permissions, search for the following list of permissions in the
Domain Security Policies permitting Get access field, and add them all. Do not use colons (:)
in your search:

• Manage: Organization Integration
• Worker Data: Public Worker Reports
• Set Up: Spend Categories
• Worker Data: Headcount Reports
• Business Process Administration
• Business Process Reporting
• Set Up: Expense Item
• Process: Purchase Order – View
• Process: Expense Report – View
• Worker Data: Active Employees
• Worker Data: Current Staffing Information
• Worker Data: Time Off (Time Off Balances)
• Worker Data: Time Off (Time Off)
• Worker Data: Time Off
• Reports: Time Tracking

5. SelectOK, review, and then select Done.

6. Search for Activate Pending Security Policy Changes.

7. In the Comment field, type Activate, and selectOK.

8. Select the Confirm check box, and then selectOK.
Permissions have been updated and activated.
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Add and activate security group to view all list

1. Search for bp:change job and select Change Job for Global Modern Services.

2. Go to Actions > Business Process > Edit.

3. Scroll to the section View All. Add your security group to the list of security groups that can
view all.

4. SelectOK, and then Done.

5. Search for Activate Pending Security Policy Changes.

6. In the Comment field, type Activate, and selectOK.

7. Select the Confirm check box, and then selectOK.
Permissions have been updated and activated.

You can view your security group by searching for View security group and selecting your security
group. There are now two tabs, Domain Security Policy Permissions and Business Process Se‑
curity Policy Permissions.

Find your base URL

You need to enter the base URL (domain) for your Workday environment to enable API calls. The for‑
mat is https://{ domain } .workday.com. For example, if the Workday REST API Endpoint
is https://wd2-impl-services1.workday.com/ccx/api/v1/citrix_gms, your base URL is
wd2-impl-services1. Follow the following procedure to identify your base URL.

1. Log in to Workday as an admin and search for View API Clients.
2. Look at the first field calledWorkday REST API Endpoint. The format is https://{ domain

} .workday.com/ccx/api/v1/{ tenant }.
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Add theWorkday integration to Citrix Workspace Microapps

Add the Workday integration to Citrix Workspace Microapps to connect to your application. This de‑
livers out‑of‑the‑box microapps with pre‑configured notifications and actions which are ready to use
within your Workspace.

Follow these steps to set up the Workday HTTP integration. The authentication options are prese‑
lected. Ensure that these options are selected as you complete the process. We recommend using
this newer HTTP integration for most use‑cases. The HTTP integration provides more power to con‑
figure the cached data structure.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose theWorkday tile from the Integrations category of the catalog.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL. This is the domain for your Workday environment, for exam‑
ple wd2-impl-services1. For more information about identifying your base URL, see
Find your base URL.

• Select an Icon for the integration fromthe IconLibrary, or leave this as thedefaultWorkday
icon.

• Enable the On‑premises instance toggle if you are creating an on‑premises connection.
For more information, see On‑premises instance.

5. Enter yourWorkday username.

6. Enter yourWorkday password.

7. Enter yourWorkday tenant. Formore information about identifying your tenant, see Find your
base URL.
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8. Under Service authentication, select Basic from the Authenticationmethodmenu and com‑
plete the authentication details.

9. Enter yourUsername and Password.

10. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This will display the Callback URL, which you usewhen
registering your application

c) Select Authorization header from the Token authorizationmenu.
d) Enter your Authorization URL. This is the format: { instance_url } /{ tenant }

/authorize. This is the authorization server URL provided when setting up the target
application integration. Formore informationabout identifyingyourbaseURLand tenant,
see Find your base URL.

e) Enter yourTokenURL. This is the format: { base_url } .workday.com/ccx/oauth2
/{ tenant } /token. This is the URL of the access authorization token.

f) Enter your Client ID. The client ID is the string representing client registration informa‑
tion unique to the authorization server. You collect this and the secret by registering the
OAuth client in your Google account. You need to add the Callback URL you see on the
integration configuration page.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.
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11. (Optional) If youwant to activate rate limiting for this integration, enable theRequest rate lim‑
iting toggle and set the Number of requests per Time interval.

12. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

13. Select Save to proceed.

14. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Workday login screen.

a) Enter your Service Account user name and password and select Log in.
b) Select Accept.
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Replace Data Loading and Service Action variables

To complete this set up, you need to replace the{ tenant }and{ user } variables in theWorkday
integration configuration with your tenant and the user credentials that you use for authentication.

1. From the Microapp Integrations page, select the menu next to the Workday integration, and
then Edit. The Data Loading screen opens. If not, select Data Loading from the left side navi‑
gation column.

2. For eachdata endpoint, youmustmanually addyourdetails for:{ tenant } /{ user }. You
do this six times. Select the menu next to the endpoint and Edit.

3. In the Edit Data Endpoint screen, under the PATH tab add your tenant and user to the empty
fields.

4. Select Apply and confirm. Repeat for the other five data endpoints.

5. For each service action, youmustmanually add yourdetails for:{ tenant }. Youdo this twice.
While editing the integration, select Service Actions from the left side navigation column. Se‑
lect the menu next to one of the service actions and Edit.
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6. In theEdit ServiceAction screen, underActionexecutionand thePATH tab replace the tenant
value (citrix_gms2) with your tenant.

7. You need to delete and recreate Data update after action. Next to Data update after action
label, select the delete icon to remove this section.

8. Select + Add data update.

9. Select time off request from the Data Endpointmenu.

10. Select theQUERY tab, and select + Add parameter.

11. Enter Completed_Date_On_or_After for Parameter name. From the Choose parametermenu,
select timestamp.

12. Select Save to finish. Repeat for the other service action.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see Workday HTTP connector specifications.
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UseWorkdaymicroapps

Our Workday HTTP integration template comes with the following preconfigured out‑of‑the‑box mi‑
croapps.

Create Time Off Request: Submit a paid time‑off (PTO) request.

Notification or Page Use‑case workflows

Request Time Off page Provides a form for creating a paid time‑off
(PTO) request including choosing type, start
and end dates, and optionally adding
comments.

Change Job: View and approve change job requests.

Notification or Page Use‑case workflows

New Change Job Request for Approval
notification

When a new change job approval request is
submitted, approver receives a notification.

Change Job Approval page Provides an actionable formwith a detailed
view of a change job request.

Change Job for Approval page Provides a read only view of an approver’s
change job requests awaiting approval.

Create Change Job: Create a change job request.

Notification or Page Use‑case workflows

Create Change Job page Provides a page for creating a change job. You
must set up deep linking for Citrix Workspace
Microapps in Workday.

Create Expense Report: Create an expense report.
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Notification or Page Use‑case workflows

Create Expense Report page Provides a form for creating an expense report.
Youmust set up deep linking for Citrix
Workspace Microapps in Workday.

My Time Off Request: View a personalized list of time‑off requests.

Notification or Page Use‑case workflows

Time Off Request Status Updated notification When the status of a PTO request changes, the
owner of the PTO request receives a
notification.

My Time Offs page Provides a read only view of a user’s active
time‑off requests including when submitted
and its status.

Time Off Detail page Provides a detailed view of all of a user’s
time‑off requests.

Time Off Requests: View and approve paid time‑off (PTO) requests.

Notification or Page Use‑case workflows

New Time Off for Approval notification When a new time‑off approval request is
submitted, the approver receives a
notification.

Time Off Requests Approval page Provides an actionable formwith a detailed
view of a time‑off request.

Time Off Requests for Approval page Provides a read only view of an approver’s
time‑off requests awaiting approval.

Add the legacy integration

Follow these instructions to set up the legacy integration.
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Create custom reports

You create custom reports in Workday for each of the following reports. Download the attached
spreadsheets and complete the details precisely as described in the spreadsheet. If any detail you
enter differs from the provided report, the process does notwork. For example, if you use an incorrect
name, the report is generated, but no data is downloaded.

The following reports are the Legacy reports. When we add new end‑points to this integration, they
are added here in the product documentation.

1. Open one of the following custom report spreadsheets:

• Time off request details

• Event records for time off requests

• Event records for change job

• Event records for expenses

• Event records for milestones

• Staffing activities

• Time off types per plan

Note:

Do not add self‑referencing objects to the Time off types per plan report.

2. Follow the process above.

Generate custom report URLs

To download data and generate notifications for the custom reports, you must generate the custom
report URLs and download the WSDL. You need these URLs to complete the Microapps set‑up proce‑
dure.

1. In Workday, open a custom report that you created.
2. Select Actions and select the name of the report to open settings.
3. Select Actions > Web Service > View URLs > WSDLs.
4. Enter any date in Entered On field.
5. Right‑click on the WSDL link under Workday XML section and select Copy URL. (Example URL:

https://wd2‑impl‑services1.workday.com/ccx/service/customreport2/company_tenant/user_name/report_name?wsdl)

Save the URL for use when you set up the microapp in the Add the integration to Citrix Workspace
Microapps procedure.
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Filter PTO Types

Restrict PTO microapps to specific time‑off types, such as vacation, or sick leave. If you created the
followingcustomreports inWorkday, youneed tocreatecalculated fields inWorkdayand filter custom
reports using the following procedures.

• Event Records for time off requests
• Time off request details
• Time off types per plan

Create calculated fields for PTO Requests microapp

You need to create two calculated fields. The first calculated field is intended to retrieve the Absence
Type from the Time Off Event so it is available in the second calculated field. The second calculated
field is used as the filter in the custom report.

1. Log in to your Workday instance and search for create calculated field.
2. Complete all fields:

• Field Name Enter a name for the calculated field. For example, SANDOVAL CF LRV
Absence Type from this format: {(report creator)(CF=calculated field)(LRV=lookup related
value)(values this field returns)}.

• Business Object Find and select Time Off Event. We want our calculated field to be part
of this business object.

• Function Find and select Lookup Related Value.
3. SelectOK at bottom left.
4. Under the Calculation tab, complete these fields:

• Lookup field Find and select Time Off Event.
• Return Value Find and select Time Off Types for Time Off Event

5. SelectOK and then Done.

You created a calculated field. Now, let’s create the second field that retrieves the Time Off Event and
will be used as the filter.

1. Again, from your Workday instance search for create calculated field.
2. Complete all fields:

• Field Name Enter a name for the calculated field. For example, SANDOVAL CF LRV
Time Off Event for Business Process from this format: {(report creator)(CF=calculated
field)(LRV=lookup related value)(values this field returns)}.

• Business Object Find and select Action Event. We want our calculated field to be part of
this business object.

• Function Find and select Lookup Related Value.
3. SelectOK at bottom left.
4. Under the Calculation tab, complete these fields:
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• Lookup field Find and select Time Off Event.
• Return Value Find and select the first calculated field you created. In our example, SAN‑
DOVAL CF LRV Absence Type.

5. SelectOK and then Done.

Filter a custom report using calculated field for PTO Requests microapp

Add a filter to the custom report related to PTO approval using the new calculated field that you just
created to whitelist PTO Types, which will allow you to get all PTO types you select.

1. From your Workday instance search for Edit Custom Report and select a custom report related
to PTO approvals, in our case Event Records for Time Off Requests.

2. Select Filter tab and + to add new filters.
3. Complete these fields:

• And/Or And
• Field Find and select the second calculated field you created, in our example SANDOVAL
CF LRV Time Off Event for Business Process.

• Operator Find and select any in the selection list.
• Comparison Type Find and select Value specified in this filter.
• Comparison Value Find and select the PTO types that you want to whitelist, for example:

– Annual Leave (Days)
– Annual Leave (Statutory)
– Personal Leave (Days)
– Sick (Days)
– Time Off

4. SelectOK to save.

Note:

To block PTO Types, change field: *Operator to none of the selection list. This blocks the inte‑
gration from getting any selected PTO types.

Filter a custom report using an existing field for Create PTO Requests and My PTO Requests mi‑
croapps

Filter Time off types per plan custom report.

Note:

We recommend using the same PTO types in all custom reports. This way if you decide to
whitelist or block the outcome, the values in Comparison Value is the same for all custom
reports).
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1. From your Workday instance search for Edit Custom Report and select a custom report related
to PTO approvals, in our case Time off types per plan.

2. Select Filter tab and + to add new filters.
3. Complete these fields:

• And/Or And
• Field Find and select the custom report Time Off Type.
• Operator Find and select in the selection list.
• Comparison Type Find and select Value specified in this filter.
• Comparison Value Find and select the PTO types that you want to whitelist, for example:

– Annual Leave (Days)
– Annual Leave (Statutory)
– Personal Leave (Days)
– Sick (Days)
– Time Off

4. SelectOK to save.

Filter Time off request details custom report.

1. From your Workday instance search for Edit Custom Report and select a custom report related
to PTO approvals, in our case Time off request details.

2. Select Subfilter tab and select + to add new subfilters, similar to how you added filters.
3. Complete these fields:

• And/Or And
• Field Find and select the custom report Time Off Type for Time Off Entry.
• Operator Find and select in the selection list.
• Comparison Type Find and select Value specified in this filter.
• Comparison Value Find and select the PTO types that you want to whitelist, for example:

– Paid Time Off (Days)
– Sick (Days)
– Sick (Hours)

4. SelectOK to save.

Set up deep link in Workspace

If you are referred to this article, contact your administrator and request that they set up deep linking
for Citrix Workspace Microapps in Workday.

The following use‑cases require the corresponding deep links. For example, if your domain is impl.
workday.com and your tenant is citrix_gms2v, then the URL for Create expense report is: https:
//impl.workday.com/citrix_gms2/d/task/2997$995.htmld:

• CreateExpenseReporthttps://your_domain/your_tenant/d/task/2997$995.htmld
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• Create Milestone https://your_domain/your_tenant/d/task/2998$8704.htmld

• Create Change Job https://your_domain/your_tenant/d/task/2997$4819.htmld

• Approve/Deny Change Job (Change Job Requests) https://your_domain/your_tenant
/d/unifiedinbox/initialinbox/2998$17139.htmld

Note:

If you do not have this data stored, log in to yourWorkday account and copy them from the URL.
These deep links must be set up with every newly added integration.

Add integration to Citrix Workspace Microapps

Follow these instructions to set up the legacy Workday integration.

Follow these steps:

1. From the overview page, select Get Started.

The Manage Integrations page opens.

2. Select Add New Integration, and Add a new integration from Citrix‑provided templates.

3. Choose the Workday tile.

4. Enter an Integration name.

5. Enter the Connector parameters that you collected as prerequisites.

• Enter your URL to enable API calls. This is the domain for your Workday environment, for
example wd2-impl-services1. For more information about identifying your base URL,
see Find your base URL.

• Enter yourWorkday instance for Instance URL. Find your instance domain by logging into
your Workday environment, and copying the instance url. For example, https://impl.
workday.com.

• Enter your Workday Tenant location. Find an example of identifying the Workday tenant
in Find your base URL.

• Enter your Client ID and Client Secret collected in Prerequisites procedure.
• Enter yourUsername and Password.
• Enter the Days to load to set the day limit when loading data.

6. Toggle Enable Time off module? to Yes if you create time‑off requests that Workday calcu‑
lates and you want the data downloaded and notifications generated based on the data. You
collected these URLs and paths in the procedure Generate custom report URLs and Generate
custom report path.

• Enter the custom report URL for Time off request details report URL.
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• Enter the custom report path for Time off types per plan report path.
• Enter the custom report URL for Event records for time off requests report URL.

7. Toggle Enable change job module? to Yes if you create change jobs requests that Workday
calculates and you want the data downloaded and notifications generated based on the data.
You collected these URLs in the procedure Generate custom report URLs.

• Enter the custom report URL for Event records for change job report URL.
• Enter the custom report URL for Staffing activities report URL.

8. Toggle Enable expensemodule? to Yes if you create expense reports that Workday calculates
and you want the data downloaded and notifications generated based on the data. You col‑
lected these URLs in the procedure Generate custom report URLs.

• Enter the custom report URL for Event records for expenses report URL.

9. Toggle Enable purchase orders module? to Yes if you create purchase orders and you want
the data downloaded and notifications generated based on the data. This uses a public API and
does require a custom report.

10. Toggle Download milestone items? to Yes if you create milestone items and you want the
data downloaded and notifications generated based on the data. You collected these paths in
the procedure Generate custom report path.

• Enter the custom report path for Event records for milestone path.

11. Select Add.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

LegacyWorkdaymicroapps

Our legacy Workday integration template comes with the following preconfigured out‑of‑the‑box mi‑
croapps:

Change Job Request: View and approve change job requests.

Notification or Page Use‑case workflows

New Change Job Request for Approval
notification

When a new change job approval request is
submitted, approver receives a notification.

Change Job Approval page Provides an actionable formwith a detailed
view of a change job request.
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Notification or Page Use‑case workflows

Change Job for Approval page Provides a read only view of an approver’s
change job requests awaiting approval.

Create Change Job: Create a change job request.

Notification or Page Use‑case workflows

Create Change Job page Provides a page for creating a change job. You
must set up deep linking for Citrix Workspace
Microapps in Workday.

Create Expense Report: Create an expense report.

Notification or Page Use‑case workflows

Create Expense Report page Provides a form for creating an expense report.
Youmust set up deep linking for Citrix
Workspace Microapps in Workday.

Create Milestone: Create a milestone.

Notification or Page Use‑case workflows

Create Milestone page Provides a form for creating a milestone. You
must set up deep linking for Citrix Workspace
Microapps in Workday.

Create PTO Request: Submit a paid time‑off (PTO) request.

Notification or Page Use‑case workflows

Request PTO page Provides a form for creating a paid time‑off
(PTO) request including choosing type, start
and end dates, and optionally adding
comments.
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Expense Reports: View and approve expense reports.

Notification or Page Use‑case workflows

New Expense Report for Approval notification When a new expense approval request is
submitted, the approver receives a
notification.

Expense Report Approval page Provides an actionable formwith a detailed
view of an expense report.

Expense Reports for Approval page Provides a read only view of an approver’s
expense report requests awaiting approval.

Milestones: Viewmilestone details and receive milestone updates.

Notification or Page Use‑case workflows

Milestone Status Update notification When amilestone is updated, a worker who the
milestone is assigned to receives a notification.

Milestone Detail Provides a detailed view of all of a user’s
milestones.

Milestones Provides a searchable list of a user’s
milestones.

My Expenses: View a personalized list of expense reports with report details and details of individual
expense items.

Notification or Page Use‑case workflows

Expense Status Update notification When the status of an expense changes, the
owner of the expense receives a notification.

Expense Report Detail page Provides a detailed view of all of a user’s
expenses.

Expense Report Line Detail page Provides drill‑down view into one of the user’s
expenses.

My Expenses page Provides a read only view of a user’s expense.

My PTO Request: View a personalized list of time‑off requests.
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Notification or Page Use‑case workflows

PTO Request Status Updated notification When the status of a PTO request changes, the
owner of the PTO request receives a
notification.

My PTO Requests page Provides a read only view of a user’s active
time‑off requests including when submitted
and its status.

PTO Request Detail page Provides a detailed view of all of a user’s
time‑off requests.

Purchase Orders: View purchase orders with purchase order details.

Notification or Page Use‑case workflows

My Purchase Orders page Provides a read only view of a user’s active
purchase orders.

Purchase Order Detail page Provides a detailed view of all of a user’s
purchase orders.

PTO Balance: View a personalized list of remaining time‑off days.

Notification or Page Use‑case workflows

PTO Balance page Provides a read only view of a user’s remaining
time‑off days.

PTO Requests: View and approve paid time‑off (PTO) requests.

Notification or Page Use‑case workflows

New Time Off for Approval notification When a new time‑off approval request is
submitted, the approver receives a
notification.

Time Off Requests Approval page Provides an actionable formwith a detailed
view of a time‑off request.
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Notification or Page Use‑case workflows

Time Off Requests for Approval page Provides a read only view of an approver’s
time‑off requests awaiting approval.

Integrate Zendesk

February 19, 2021

Integrate with Zendesk to submit andmonitor requests from any device, intranet, or messenger.

Note:

We provide two Zendesk integration templates for your use. We recommend using the newer
HTTP integration for most use‑cases. The HTTP integration provides more power to configure
the cached data structure. For full details of themicroapps available in each integration, see Use
Zendesk microapps.

Use the following process to enable the Zendesk Integration. Ensure youmeet the prerequisites, and
get yourClient IDand secret token. After youcomplete this process, your existing level of audit logging
persists, including any actions carried out by the use of Citrix Microapps.

For a comprehensive list of out‑of‑the‑box Zendesk microapps, see Use Zendesk microapps.

Review prerequisites

Create a dedicated Zendesk account and use it to set up the Zendesk integration. This account must
have a role assigned such as Administrator with full data access privileges. After you set up this inte‑
gration in Zendesk, youwill need these artifacts to add the integration in CitrixWorkspaceMicroapps:

• Base URL: The base URL follows this model: https://{ customer-id } .zendesk.com/.
• Customer ID: Use the customer ID part of the URL, asmodeled above, to replace customer-id
during set up process.

• Client ID: The client ID is the string representing client registration information unique to the
authorization server. You collect this and the secret by registering the OAuth client in your Zen‑
desk account.

• Client Secret: The client secret is a unique string issued when setting up the target application
integration.

• Account: This is your service account username.
• Password: This is your service account password.

The following prerequisites should bemet before you begin the integration process:
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• Configure Citrix Gateway to support single sign‑on for Zendesk so that once users log in they are
automatically logged in again without having to enter their credentials a second time. Follow
the instructions in Zendesk Single Sign‑on Configuration. For more information about config‑
uring SSO, see Citrix Gateway Service.

Zendeskhas anoptionEnable On-hold status that allowsusers to assignaHold status to tickets.
Our microapp Tickets allows users to view Zendesk tickets with details, and the page Update ticket
has a field Statuswhere Holdis an option. If Hold is not allowed in your Zendesk instance, you need
to remove the Hold item from the Status list. For more information, see Use Zendesk microapps.

Set up the Zendesk integration

1. Log in to www.zendesk.comwith the dedicated user account.
2. Select Admin (the settings icon) on the left sidebar. Under Channels select API.
3. Select theOAuth Clients tab, and then select the + (plus) icon.
4. Enter a Client Name for your app.
5. (Optional) Add a Description, Company, and Logo.
6. Copy the auto‑populatedUnique Identifier value for later use.
7. Set Redirect URLs as described below.
8. Select Save andOK.
9. After the page refreshes, a newpre‑populated Secret field appears. Copy the Secret Token that

is generated for later use. This is not available after you leave this screen.
10. Select Save.

You are ready to complete the integration in Citrix Workspace Microapps.

Add callback URLs

Add a custom URL to your instance configuration to grant access to private data and enable OAuth
authenticated user actions. The first callback that is listed does not change. The second callback
depends on the target application, and can be found in your URL address bar when creating the in‑
tegration. The section {yourmicroappserverurl} is composed of a tenant part, a region part, and an
environment part: https://%7BtenantID%7D.%7Bregion(us/eu/ap‑s)%7D.iws.cloud.com.

Log in to Zendesk as an admin and add the following authorized redirect URLs for this integration:

• https://{ yourmicroappserverurl } /admin/api/gwsc/auth/serverContext
• https://{ yourmicroappserverurl } /app/api/auth/serviceAction/callback

Add the integration to Citrix Workspace Microapps

Follow these steps to set up the Zendesk HTTP integration. We recommend using the newer HTTP
integration formostuse‑cases. Theauthenticationoptionsarepreselected. Ensure that theseoptions

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 385

https://docs.citrix.com/en-us/citrix-gateway-service/saas-apps-templates/citrix-gateway-zendesk-saas.html
https://docs.citrix.com/en-us/citrix-gateway-service/
https://docs.citrix.com/en-us/citrix-microapps/set-up-template-integrations/integrate-zendesk.html#use-zendesk-microapps
https://%7BtenantID%7D.%7Bregion(us/eu/ap-s)%7D.iws.cloud.com


Microapps

are selected as you complete the process. We recommendusing this newer HTTP integration formost
use‑cases. The HTTP integration provides more power to configure the cached data structure.

Note:

By default, this integration synchronizes data for a three (3) month time period. We recommend
that youmodify this value based on your needs and usual age of your tickets. The filter is based
on last updated, not created. To change this youmustmodify the start_time variable in a data
loading endpoint. See Replace Data Loading variable.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the Zendesk tile under Integrations..

3. Enter a Integration name for the integration.

4. Enter Connector parameters.

• Enter your Base URL or simply replace { customer-id } in the example with your cus‑
tomer ID.

• Select an Icon for the integration from the Icon Library, or leave this as thedefault Zendesk
icon.

• Enable the On‑premises instance toggle if you are creating an on‑premises connection.
For more information, see On‑premises instance.

5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) SelectAuthorization code from theGrant type flowmenu. This grants a temporary code
that the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type
enables secure user impersonation. This display the Callback URL, which you use when
registering your application
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b) Enter authorization_code in the Grant type value field.
c) Select Authorization header from the Token authorizationmenu.
d) SelectURL encoded form from the Token content typemenu.
e) Enter your Authorization URL or simply replace { customer-id } in the example with

your customer ID. This is the authorization server URL providedwhen setting up the target
application integration.

f) Enter your TokenURL or simply replace { customer-id } in the examplewith your cus‑
tomer ID. This is the URL of the access authorization token.

g) Ensure read write for Scope is entered to define the scope of the access request.
h) Enter your Client ID. The client ID is the string representing client registration informa‑

tion unique to the authorization server. You collect this and the secret by registering the
OAuth client in your Zendesk account. You need to add the Callback URL you see on the
integration configuration page.

i) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

j) Enter your Header prefix. (optional) Enter the header prefix if your bearer prefix is differ‑
ent from the default header.

a) If you selected OAuth 2.0 authentication method, you can select + Add Parameter to in‑
cludeAccess tokenparameters. Access token parameters define the access token param‑
eters as required by the target application authorization server if necessary.

6. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle Service action authentication authenticates at the service action level. Credentials
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are the same as at the Service Authorization level. The authentication options are preselected.
Ensure that these options are selected as you complete the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) SelectAuthorization code from theGrant type flowmenu. This grants a temporary code
that the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type
enables secure user impersonation. This display the Callback URL, which you use when
registering your application

c) Enter authorization_code in the Grant type value field.
d) Select Authorization header from the Token authorizationmenu.
e) SelectURL encoded form from the Token content typemenu.
f) Enter your Authorization URL or simply replace { customer-id } in the example with

your customer ID. This is the authorization server URL providedwhen setting up the target
application integration.

g) Enter your TokenURL or simply replace { customer-id } in the examplewith your cus‑
tomer ID. This is the URL of the access authorization token.

h) Ensure read write for Scope is entered to define the scope of the access request.
i) Enter your Client ID. The client ID is the string representing client registration informa‑

tion unique to the authorization server. You collect this and the secret by registering the
OAuth client in your Zendesk account. You need to add the Callback URL you see on the
integration configuration page.

j) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

k) Enter your Header prefix. (optional) Enter the header prefix if your bearer prefix is differ‑
ent from the default header.
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7. The Request rate limiting toggle is enabled and theNumber of requests per Time interval is
set to 500 per minute.

8. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.

9. The Request timeout field is set to 120 by default.

10. Select Save to proceed.

11. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Webex login screen.

a) Enter your Service Account user name and password and select Log in.
b) Select Accept.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 389



Microapps

Continue with the following procedures to finish the set‑up process.

Replace Data Loading variable

By default during full synchronization this integration only loads tickets that are modified in the last
three (3)months. If you need to change this, modify the start_time template variable parameter of
the Ticket endpoint in this integration data loading setup. We recommend that youmodify this value
based on your needs and usual age of your tickets. The filter is based on last updated, not created.

1. From the Microapp Integrations page, select the menu next to the Zendesk integration, and
then Edit. The Data Loading screen opens. If you are in the configuration screen, select Data
Loading from the left side navigation column.

2. Select the menu next to the Ticket endpoint and then select Edit, or select the name of the
endpoint: Ticket.

3. In the Edit Data Endpoint screen, under Template variables replace the value for the
start_time variable with the value that you want changing the time parameter and numeri‑
cal value, as required.

4. Select Apply at the bottom of the screen and confirm.

You are now ready to set and run your first data synchronization. For complete information about syn‑
chronization rules, synchronization that does not meet its schedule and veto rules, see Synchronize
data.

For more details of API endpoints and table entities, see Zendesk connector specifications.

Use Zendeskmicroapps

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Note:
We provide two Zendesk integration templates for your use. We recommend using the newer
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HTTP integration for most use‑cases over the older java‑based integration. The microapps that
they contain differ slightly.

Use Zendeskmicroapps

Our Zendesk HTTP integration comes with the following preconfigured out‑of‑the‑box microapps:

Add Ticket: Submit Zendesk tickets.

Notification or Page Use‑case workflows

Add Ticket page Provides a form for submitting a ticket.

Tickets: View Zendesk tickets with details. If Hold is not allowed in your Zendesk instance, you need
to remove the Hold item from the Status list in theUpdate Ticket page.

Notification or Page Use‑case workflows

New Ticket Assigned To You (changed)
notification

When an existing ticket is assigned to a user,
they receive a notification.

New Ticket Assigned To You (new) notification When a new ticket is assigned to a user, they
receive a notification.

Ticket Status Change notification When the status of a ticket is changed, the
submitter of the ticket receives a notification.

Ticket Was Updated notification When a ticket is updated, the submitter
receives a notification.

Add Comment page Provides a page for adding a comment to a
ticket.

Comment Detail page Provides a read only view of a comment with
its details.

My Tickets page Provides a personalized list of tickets related to
a user, and a link to ticket details.

Ticket Detail page Provides a read only view of a ticket with
details.

Update Ticket page Provides a page for admins to modify tickets.
Fields include Priority, Type, and Status.
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Add the Zendesk Legacy integration

Follow these instructions to set up the legacy java‑based Zendesk integration.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Under Legacy, choose the Zendesk tile.

3. Enter a name for the integration.

4. Enter the Connector parameters that you collected as prerequisites.
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• Enter the instanceURL.
• Enter the Client ID. This value is the Unique Identifier you obtained when you registered
your application with Zendesk.

• Enter the Client Secret. This value is the Secret you copied when you registered your ap‑
plication with Zendesk.

• Select a value for theNumber of Months of Tickets to Load.

5. Select Log in with your Zendesk account to enable OAuth Authorization. A Zendesk sign‑in
page opens in a new tab. You are prompted to enter an account name, confirm access, and
enter a password.

6. Select Add.

The Microapp Integrations page opens with your added integration and its microapps. From here
you can add another integration, continue setting up your out‑of‑the‑boxmicroapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see Zendesk connector specifications.

Legacy Zendeskmicroapps

Our java‑based Zendesk integration comes with the following preconfigured out‑of‑the‑box mi‑
croapps:

Add Ticket: Submit Zendesk tickets.
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Notification or Page Use‑case workflows

Submit Ticket page Provides a form for submitting a ticket.

Tickets: View Zendesk tickets with details.

Notification or Page Use‑case workflows

New Ticket Assigned To You (changed)
notification

When an existing ticket is assigned to a user,
they receive a notification.

New Ticket Assigned To You (new) notification When a new ticket is assigned to a user, they
receive a notification.

Ticket Status Change notification When the status of a ticket is changed, the
submitter of the ticket receives a notification.

Ticket Was Updated notification When a ticket is updated, the submitter
receives a notification.

My Tickets page Provides a personalized list of tickets related to
a user, and a link to ticket details.

Ticket Detail page Provides a read only view of a ticket with
details.

Integrate Zoom

July 15, 2021

Deploy the Citrix integration for Zoom to schedule meetings from anywhere and from any device or
intranet. With our integration for Zoom, users can:

• Create a one‑time or recurringmeeting, add co‑organizers, and select different time zones. The
microapp also provides invitation details of the meeting that the user scheduled.

• View, edit, and start createdmeetings.
• Schedule zoom office hours meetings.
• Receive their meeting recording notification after the meeting ends and play the recordings.

Note:

Wewant your feedback! Please provide feedback for this integration template as you use it. For
any issues, our teamwill also monitor our dedicated forum on a daily basis.
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For comprehensive details of the out‑of‑the‑box microapp for Zoom, see Use microapps for Zoom.

Review prerequisites

These prerequisites assume that the administrator is part of the Zoom integration set up of the orga‑
nization. This zoom admin account must have full read privileges for user information. After you set
up this integration with Zoom, youwill need these artifacts to add the integration in Citrix Workspace
Microapps:

• Base URL: https://api.zoom.us/v2/
• Authorization URL: https://zoom.us/oauth/authorize
• Token URL: https://zoom.us/oauth/token
• Client ID: The client ID is the string representing client registration information unique to the
authorization server.

• Secret: The client secret is a unique string issued when setting up the target application inte‑
gration.

Note:

We recommend that you always use OAuth 2.0 as your service authentication method where
available. OAuth2.0ensures that your integrationmeets themaximum‑security compliancewith
your configuredmicroapp.

Configure Citrix Gateway to support single sign‑on for Zoom so that once users log in they are auto‑
matically logged in again without having to enter their credentials a second time. For more informa‑
tion about configuring SSO, see Citrix Gateway Service https://docs.citrix.com/en‑us/citrix‑gateway‑
service/.

The integration requires regular access to your Zoom instance, so we recommend creating a dedi‑
cated user account. You can view the permission/privileges at https://marketplace.zoom.us/docs/
api‑reference/other‑references/privileges. This account must have the following permissions:

• Permissions required for Service Account: Full administrator privileges

ThenumberofAPI requests that canbemade tospecific resources is limited,we therefore recommend
the following:

• Zoom API limitation form link: https://marketplace.zoom.us/docs/api‑reference/rate‑limits
• Recommended plan: Business

Create a new service account

Sign in here: https://zoom.us/signin. Refer to the below URL for new Service Accounts: https:
//marketplace.zoom.us/docs/guides/getting‑started
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Configure OAuth server

Configure the OAuth server to read data through the Zoom integration.

1. Log in with your service account to: https://marketplace.zoom.us/.

2. Select the Develop drop‑downmenu on the top right.

3. Select Build App.

4. Select Create for OAuth app, choose app‑type as Account‑Level App.

5. Disable the toggle for publishing the app to marketplace and select Create.

6. Enter the following authorized redirect URLs for this integration in the Redirect URL field and
also theWhitelist URL field. Then select Continue.

• https://{ yourmicroappserverurl } /admin/api/gwsc/auth/serverContext

7. Complete the required fields then select Continue.

8. Under the Scopes section, select Add Scopes and select the scopes for Meeting, Recording,
andUser. Then select Done.

9. Select Install. A new tab opens to authorize the app then select Authorize and close the tab.

10. Copy and save the ClientId and Secret shown on the screen. You use these details for Service
Authenticationwhile configuring the integration.

Configure OAuth client

Configure the OAuth client for writing back data through the Zoom integration.

1. Log in with your service account, as above: https://marketplace.zoom.us/.

2. Select the Develop drop‑downmenu on the top right.

3. Select Build App.

4. Select Create for OAuth app. Choose app‑type as User‑Managed App.

5. Disable the toggle for publishing the app to marketplace and select Create.

6. Enter the following authorized redirect URLs for this integration in the Redirect URL field and
also theWhitelist URL field. Then select Continue.

• <https://{ yourmicroappserverurl } /app/api/auth/serviceAction/
callback>

7. Complete the required fields then select Continue.
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8. Under the Scopes section, select Add Scopes and select the scopes for Meeting, Recording,
andUser. Then select Done.

9. Select Install. A new tab opens to authorize the app then select Authorize and close the tab.

10. Copy and save the ClientId and Secret shown on the screen. You use these details for Service
Action Authenticationwhile configuring the integration.

Add the integration

Add the ZoomMeeting integration to Citrix Workspace Microapps to connect to your application. The
authentication options are preselected. Ensure that these options are selected as you complete the
process. This delivers out‑of‑the‑box microapps with pre‑configured notifications and actions which
are ready to use within your Workspace.

Follow these steps:

1. From the Microapp Integrations page, select Add New Integration, and Add a new integra‑
tion from Citrix‑provided templates.

2. Choose the ZoomMeetings tile.

3. Enter an Integration name for the integration.

4. Enter Connector parameters.

• Enter the instance Base URL: https://api.zoom.us/v2/
• Select an Icon for the integration from the Icon Library, or leave this as the default icon.

5. Under Service authentication, selectOAuth 2.0 from the Authenticationmethodmenu and
complete the authentication details. The authentication options are preselected. Ensure that
these options are selected as you complete the process. Use the OAuth 2.0 security protocol to
generate request/authorization tokens fordelegatedaccess. It is recommended that youalways
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use OAuth 2.0 as your service authentication method where available. OAuth 2.0 ensures that
your integration meets the maximum security compliance with your configuredmicroapp.

a) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This displays the Callback URL, which you use when
registering your application.

b) Select Authorization header from the Token authorizationmenu.

c) The Authorization URL is prefilled: https://zoom.us/oauth/authorize

d) The Token URL is prefilled: https://zoom.us/oauth/token

e) Ensure the following isentered forScope:meeting:read:admin,recording:read:admin,user:read:admin
meeting:read,meeting:write

Note:

To make the Create a Meeting microapp active; meeting:read,meeting:write, meet‑
ing:read:admin
Tomake theUpcomingMeetings (CurrentWeek)microappactive;meeting:read,meeting:write,
meeting:read:admin
To make the My Office Hours microapp active; meeting:read,meeting:write, meet‑
ing:read:admin
Tomake the Meeting Recordings microapp active; recording:read:admin

f) Enter yourClient ID. The client ID is the string representing client registration information
unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth server. You need to add the Callback URL you see on the integration configuration
page.

g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.
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6. Under Service Action Authentication, enable the Use Separate User Authentication in Ac‑
tions toggle. Service action authentication authenticates at the service action level. The au‑
thentication options are preselected. Ensure that these options are selected as you complete
the process.

a) Select OAuth 2.0 from the Authentication methodmenu and complete the authentica‑
tion details.

b) Select Authorization code from theGrant typemenu. This grants a temporary code that
the client exchanges for an access token. The code is obtained from the authorization
server where you can see the information the client is requesting. Only this grant type en‑
ables secure user impersonation. This displays the Callback URL, which you use when
registering your application.

c) Select Authorization header from the Token authorizationmenu.
d) The Authorization URL is prefilled: https://zoom.us/oauth/authorize
e) The Token URL is prefilled: https://zoom.us/oauth/token
f) Enter yourClient ID. The client ID is the string representing client registration information

unique to the authorization server. You collect this and the secretwhenyouconfigured the
OAuth client. You need to add the Callback URL you see on the integration configuration
page.
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g) Enter your Client secret. The client secret is a unique string issued when setting up the
target application integration.

7. Enable theEnable request rate limiting toggle. Enter 55 forNumber of requests and 1 second
for Time interval.

8. (Optional) Enable Logging toggle to keep 24 hours of logging for support purposes.
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9. Select Save to proceed.

10. Under OAuth Authorization, select Authorize to log in with your service account. A pop‑up
appears with a Zoom login screen.

a) Enter your Service Account user name and password and select Log in.
b) Select Accept.

The Microapp Integrations page opens with your added integration and its microapps. From here,
you can add another integration, continue setting up your out‑of‑the‑box Microapps, or create a new
microapp for this integration.

You are now ready to set and run your first data synchronization. As a large quantity of data can be
pulled from your integrated application to the Microapps platform, we recommend you use the Ta‑
ble page to filter entities for your first data synchronization to speed up synchronization. For more
information, see Verify needed entities. For complete information about synchronization rules, syn‑
chronization that does not meet its schedule and veto rules, see Synchronize data.

For more details of API endpoints and table entities, see Zoom HTTP connector specifications. For
more information about managing access and subscribers, see Assign subscribers. To remove an in‑
tegration, from theMicroapp Integrationspage select themenunext to the integration that youwant
to uninstall. Select Delete integration, and confirm.

Usemicroapps for Zoom

Existing application integrations come with out‑of‑the‑box microapps. Start with these microapps
and customize them for your needs.

Create a Meeting: Schedule meetings according to your preference. User can choose the meeting
title, duration, start date, co‑organizers, and so forth.
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Notification or Page Use‑case workflows

Create a Meeting page Provides a form to schedule a meeting with the
following details as per the user preference:
Meeting Title, Start Time, Duration, Recurrence
(once, daily, weekly, monthly), Password,
Co‑organizers, Dial‑In Numbers for the
meeting.

NewMeetings One Time page This page provides the success message for the
createdmeetings with a View Details button
for the One‑Time Meetings.

NewMeetings Recurring page This page provides the success message for the
createdmeetings with a View Detail button for
the Recurring Meetings.

Invitations page Provides the invitation details for the meeting
instantly after the meeting is created, such as
Meeting Topic, Password, Calendar Details,
Occurrences Details, Join URL, Start Time,
Meeting Id, Dial‑In Numbers.

Upcoming Meetings (Current Week): View all upcoming meetings for the current week. User can
edit and start the meeting.

Notification or Page Use‑case workflows

One Time Meeting Reminder notification When the start time of the one‑timemeeting is
less than one hour, the host of the meeting
receives a notification.

Recurring Meeting Reminder notification When the start time of the Recurring meeting is
less than one hour, the host of the meeting
receives a notification.

All Meeting page Provides the information about all upcoming
meetings of one‑time and Recurring Meetings
for the current week with search option to filter
the meetings on the basis of meeting topic.
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Notification or Page Use‑case workflows

Meeting Details One Time page Provides the invitation details for the
upcoming one‑timemeeting, such as Meeting
Topic, Password, Calendar Details, Join URL,
Start Time, Meeting Id, Dial‑In Numbers with
the option of Edit and Start Buttons.

Meeting Details Recurring page Provides the invitation details for the
upcoming Recurring meeting, such as Meeting
Topic, Password, Calendar Details,
Occurrences Details, Join URL, Start Time,
Meeting Id, Dial‑In Numbers with the option of
Edit and Start Buttons.

Edit Meetings One Time page Provides a form to edit a one‑timemeeting
with the following details as per the user
preference: Meeting Title, Start Time, Duration,
Time Zone, Recurrence (Onetime, Daily,
Weekly, Monthly), Password, Co‑organizers, for
the meeting.

Edit Recurring Meeting page Provides a form to edit a Recurring meeting
with the following details as per the user
preference: Meeting Title, Start Time, Duration,
Time Zone, Recurrence (Onetime, Daily,
Weekly, and Monthly), Password,
Co‑organizers, for themeeting. With the option
to save this occurrence and save all
occurrences.

One Time Meeting Reminder page Provides the invitation details for the
upcoming one‑timemeeting, such as Meeting
Topic, Password, Calendar Details, Join URL,
Start Time, Meeting Id, Dial‑In Numbers with
the option of Start and Close Buttons.

Recurring Meeting Reminder page Provides the invitation details for the
upcoming Recurring meeting, such as Meeting
Topic, Password, Calendar Details, Join URL,
Start Time, Meeting Id, Dial‑In Numbers with
the option of Start and Close Buttons.
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My Office Hours: Schedule Office Hours meeting according to preferences. User can choose the du‑
ration, start date, dial‑in numbers, etc.

Notification or Page Use‑case workflows

Virtual Office Hours Provides the scheduled Office Hours Meeting
details in the table for the current month. This
page also helps the user in creating the office
hours if the user did not schedule any
meetings for current month.

Setup Virtual Hours Provides a form to schedule an Office Hours
Meeting with the following details as per the
user preference: Start Time, Date, Duration,
Time Zone, Recurrence(Onetime, Daily,
Weekly, Monthly), Password, Dial‑In Numbers
for the meeting.

NewMeeting Displays the success message once the
meeting is created successfully with the “View
Detail” button.

Invitations Provides the invitation details for the meeting
instantly after the meeting is created, such as
Meeting Topic, Password, Calendar Details,
Occurrences Details, Join URL, Start Time,
Meeting Id, Dial‑In Numbers.

Edit Office Hours Helps the user to edit the scheduled Office
Hours Meeting as per the user preference for
the following fields, Such as Start Time,
Duration, Date.

Meeting Recordings: View all themeeting recording for the last seven days. Also allows users to play
recordings from any device.

Notification or Page Use‑case workflows

Meeting Recordings notification When a newmeeting recording is available, the
host of the meeting receives a notification.

Recording Table page Provides table to view all the meeting
recordings of the host for the last seven days.
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Notification or Page Use‑case workflows

Recording Details Provides the detailed information of the
recording, such as Meeting Topic, Date, Time,
Download URL with the option of Play
Recording Button.

Integration template connector specifications

March 31, 2022

Use connector specifications when you set up a template application integration to use the out‑of‑
the‑box microapps or build your own. Before you begin, make sure to review the best practices for
configuring application integrations. For a comprehensive list of template integrations and their out‑
of‑the‑box microapps, see Set up template integrations.

Connector specification details include:

• API endpoints
• Service actions
• Entities and attributes

The following connector specifications are available for Citrix Microapps template integrations:

• Citrix Cloud Status Hub
• Citrix Podio connector specifications
• Citrix DaaS connector specifications
• Covid‑19 Self Certify connector specifications
• Employee Survey App connector specifications
• Adobe Sign connector specifications
• SAP Ariba connector specifications
• Blackboard Learn connector specifications
• Cherwell connector specifications
• SAP Concur connector specifications
• DocuSign connector specifications
• Google Analytics connector specifications
• Google Calendar HTTP connector specifications
• Google Directory HTTP connector specifications
• Google Directory and Google Calendar Legacy connector specifications
• Google Meet connector specifications
• GoToMeeting connector specifications
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• Jira HTTP connector specifications
• Jira connector specifications
• MS Dynamics HTTP connector specifications
• MS Dynamics connector specifications
• MS Outlook connector specifications
• MS Teams connector specifications
• Oracle HCM connector specifications
• Podio connector specifications
• Power BI connector specifications
• Power BI HTTP connector specifications
• RSS connector specifications
• Salesforce HTTP connector specifications
• Salesforce connector specifications
• ServiceNow HTTP connector specifications
• ServiceNow connector specifications
• SocialChorus connector specifications
• SAP SuccessFactors connector specifications
• Tableau connector specifications
• Webex connector specifications
• Workday connector specifications
• Workday HTTP connector specifications
• Zendesk connector specifications
• Zoom connector specifications

Export and import integrations andmicroapps

June 15, 2021

The Microapps service allows you an option to easily export and import integrations andmicroapps.

With export you can:

• Export an integration alone, with all microapps, or with selectedmicroapps.
• Export microapps individually from an existing integration.

With import you can:

• Import an integration, with all microapps.
• Importmicroapps individually froman existing export file in addition to newversions of current
microapps.
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Benefits

Importing and exporting integrations andmicroapps can be used for the following scenarios:

• Backup and restore existing integrations andmicroapps.
• Reduce the time it takes to develop extra microapps with integrations.
• Test new configurations without affecting production integrations.
• Troubleshoot by allowing you to develop safe ways to test proposed solutions.
• Collaborate with other microapps developers within your organization or the broader Citrix Mi‑
croapp Platform developer community.

Export Feature

The export feature packages the various settings and configurations into a filewith a .mappextension.
This file can be imported into the Microapps admin console. There are two types of .mapp files. One
for integrations and one for microapps.

Note

No sensitive data is contained in the export file including User IDs, passwords, OAUTH client IDs,
and client secrets.

Template Integration .mapp configuration files contain the following:

• Synchronization schedule and configurations
• Tables

– Edit Schema options
– Attributes selected
– Filters and filter queries

• Relationships
• Actions
• Configuration

– Integration name
– Connector parameters

* Service URL
– Service Authentication

* User name

* Password
– User Authentication Method
– Other parameters
– On‑premises Configuration
– Logging
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Note

Microapps are exported, but not with any subscribers previously configured. Subscribers must
be reconfigured once the microapp is imported. For more information, see Assign subscribers.

HTTP Integration .mapp configuration files contain the following:

• Data Loading
– Data endpoints (including chained child endpoints)

• Tables
• Relationships
• Service Actions
• Configuration

– Integration name
– Connector parameters

* Base URL
– Icon
– On‑premises instance
– Service authentication

* Authentication method
– Service Action Authentication

* Use Separate User Authentication in Actions

* Authentication method
– Logging

Microapp .mapp configuration files contain the following:

• Properties
– Name
– Description
– Icon
– Action
– (Action page)

• Notifications
– Name

* Trigger
– Toggles
– Content

* Action Buttons
– Target Page
– Settings

* Conditions
– Expiration conditions
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• Pages
– All Page properties and actions
– All Page formatting
– All page components and settings
– All actions called

• Localization
– All localization settings

• Metadata
– Identification of the integration that was used to build your microapp.
– A mapping structure of microapp components to the integration data cache layer must
properly map to the new integration.

– No subscriber settings are exported.

Export a Configuration

To export a configuration file, follow these steps:

1. Open the Microapps management console and locate the integration you want to export.
2. Click the ellipses menu for the integration and select Export integration.
3. Input the optional values for the Vendor and Description fields.
4. Select or deselect the microapps that you want to include in the export file.
5. Select Export.
6. Save the resulting .mapp file to a safe location.

The .mapp configuration file for the integration is exported in the .mapp file format to your local
machine.

Export amicroapp

To export a microapp file, follow these steps:

1. Open the Microapps management console and locate the integration you want to export the
microapp from.

2. Click the ellipses menu for the microapp you want to export and select Export.
3. Save the resulting .mapp file to a safe location.

The .mapp configuration file for the integration is exported in the .mapp file format to your local
machine.

Import feature

When importing you integration configurations and microapps consider the following before begin‑
ning your export/import workflow:
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• What the state of the integration will be after importing.
• Depending on the type of integration exported and the settings that were configured, the inte‑
gration configuration must be updated.

• After importing, the integration status can show a warning that Authentication configuration
needed. You will need to configure authentication credentials again for the import to be suc‑
cessful.

• No Syncs, caching, or actions are possible until the Service credentials are updated.

OAuth

When exporting and importing integration and microapps that use OAuth, consider the following be‑
fore beginning your export/import workflow:

• For integrations with OAuth configured for Service accounts or Service Actions, the integration
is exported without client secrets.

• Doing so causes problems for any authentication schemes that use OAuth that can include the
Service Authentication scheme and the Service Action Authentication scheme.

• No Syncs, or actions are possible until the Service credentials are updated.
• Reauthentication is required to obtain updated access tokens from the System of Record.

To fill in the OAUTH credentials, follow these steps:

1. From the Microapps admin console, locate the newly imported integration.
2. Click the ellipses menu for the integration and choose Edit.
3. Click Properties from the left
4. Fill in the missing passwords, secrets, and reauthenticate OAuth.

Importingmicroapps limitations

Microapps are created within integrations. The integration that is the parent to a microapp is called
the source integration. When you import a microapp, you can import into the same source integra‑
tion or another integration or target integration.
There are significant limitations that must be understood when importingmicroapps into target inte‑
grations.

Known impacts of importing microapps:

• Any existing notifications (aka feed cards) are deleted when the original microapp is deleted.
• New feed cards and push notifications are generated starting with the next sync (full or incre‑
mental) of the new integration.

• Microapps can only be imported within a target integration that is the same integration type
(Template or HTTP integration) as the source integration.
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Note

Even if the underlying data structure (aka schema) is equal for the source and target integrations,
the microapp import feature is unable to match the microapp data structure to a different type
of integration.

The target integration has a matching database structure to the source integration:

• If there are some cached tables missing in the target integration (the schema is different), the
microapp is imported as misconfigured.

• To prevent misconfiguration, make sure the schema of the source and target integrations are
equal.

• Navigate through the integration schemas to verify the tables required by the microapp are in‑
cluded in the schema.

Microapp template schema

To view the schema of a template integration, follow these steps:

1. Log in to the Microapps admin console and locate the integration you want to view.
2. Click the ellipses menu and choose Edit.
3. Choose Tables from the leftmenu and click the button to edit schema.
4. Review the tables and compare the source and target schemas. This ensures that the identical

tables and entities are being synced to the microapps data cache.

Microapp status after import

Whenmicroapps are imported, the following conditions occur:

• The microapp has no subscribers. Subscribers must be recreatedmanually.
• There will be no notifications created against this microapp until all subscribers are set and the
next synchronization takes place.

• Notifications are generated automatically based on the notification trigger preferences (typi‑
cally after the next synchronization).

Import Configuration Steps

To import a configuration, follow these steps:

1. Open the Microappsmanagement console and click Add Integration at the top of themanage‑
ment console.

2. Select the type of integration you would like to add.
3. Select Continue button next to the option to Import a previously configured integration.
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4. Drag your integration .mapp file or choose browse to select the file from a specific location.
5. If the wrong file was selected, you can choose to remove it by clicking the remove link. Other‑

wise, click Import.
6. The integration is displayed along side all the other integrations in the admin console.

Next steps:

• Addmissing credentials to the new integration.
• Add subscribers to the newmicroapps.
• Delete the original integration on the target environment.

Import amicroapp into an existing integration
Note

Microapps contain references to the data structure of the integration that was used to create
them. Therefore, microapps must only be imported within a compatible target integration.

To import a newmicroapp into an existing target integration:

1. Open the Microapps admin console and locate the target integration.
2. Select the ellipses menu for the target integration and choose Import microapp.
3. Drag your integration .mapp file or choose browse to select the file from a specific location.
4. If the wrong file was selected, you can choose to remove it by clicking the remove link. Other‑

wise, click Import.
5. The microapp is displayed alongside all the other microapps for the integration.

Next steps:

• Add subscribers to the newmicroapps.

Import a newmicroapp version

You can update a microapp to a newer version from themicroapp option (ellipsis) menu.

1. Select Import new version on your desired microapp in the Microapp Integration screen.

2. Drag your newmicroapp and select Import.

(Optional) Select Delete existing feed cards if you want to completely remove the old version
of your microapp from the system. If you do not select this option, your old microapp remains
on the system marked with and end‑of‑life (EOL) flag. Your newer version is set as the active
microapp. It is recommended you do not delete your old microapps to keep your created feed
cards working correctly.

3. Click Import
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Your newmicroapp is imported.

Next steps:

• Add subscribers to the newmicroapps.
• End of Life (EOL): You can set a microapp for end of life manually. The EOL toggle is found by
clicking to edit the microapp and choosing Properties.

Upgrade an integration

To upgrade an integration, follow these steps:

1. Open theMicroappsmanagement console and clickUpgrade integration at the topof theman‑
agement console.

2. Select the type of integration you would like to add.
3. Drag your integration .mapp file or choose browse to select the file from a specific location.
4. If the wrong file was selected, you can choose to remove it by clicking the remove link. Other‑

wise, clickUpgrade.
5. The integration is displayed along side all the other integrations in the admin console.

Upgrade integration considerations

• Only HTTP integrations are supported.
• Accepted data structures include new tables, new columns in existing tables, and new relation‑
ships. Nomodifications are allowed for:

– Tables (removal of a table, or changing table names, primary keys).
– Columns (removal of a column, or changing column names, data types, primary keys,
unique constraint, nullable).

– Relationships (no removal or change at all is possible).
• If parts of the old structure are no longer needed, you can keep the data structures empty, or
use scripting to define values.

• No removal of target service actions is allowed. The validation applies to a service action uni‑
versally unique identifier (UUID) and its definition, including parameters and so on.

– If changes to service actions are required youmust configure those service actions as new
ones and update eachmicroapp to call the updated service action.

When an integration upgrade succeeds, the following are fully replaced:

• All data end points and webhook definitions.
• Service actions (equal to keeping the old actions while adding the newly configured ones).
• All scripts prepared as part of HTTP integration scripting.

After upgrading:
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• A full sync is required to cache the newly included tables and columns. Until successfully
synced, the appmay not work correctly (due to missing data).

• Only integration entities, relationships, data endpoints, scripts, and service actions are
imported and available for the integration upgrade (no properties, authorization, and so on).

Build a custom application integration

July 30, 2020

Integrations extend Citrix Workspace and their microapps provide users with a cutting‑edge experi‑
ence and user interface. Deliver relevant, actionable notifications, combined with intuitive microapp
workflows, to make the most important use‑cases of business systems and applications directly ac‑
cessible from a user’s Workspace.

Save users time by reducing context switching and eliminating the need to learn how to use various
applications for one‑off interactions. This improves the user experience because they can focus on
their primary responsibilities.

Use the low‑code editor to make working with microapps an easy process:

1. Plan the integration by selecting a business app, identifying use‑cases, and determining which
APIs need to be used.

2. Create the integration by adding the base URL, setting up authentication, and configuring the
integration.

3. Create a microapp and add notifications and pages to it.

Note:

If you need a test instance of CitrixWorkspace to get started, visit the CitrixWorkspace developer
portal.

Now let’s dig into some details of the journey.

Plan the integration. Select a target business application for integration, identify integration
use‑cases, and identify APIs.

There are countless applications that can be integrated into Citrix Workspace. Select a target appli‑
cation that holds information of interest to Citrix Workspace users. Of particular interest are appli‑
cations that are regularly used for quick tasks and are not intuitively accessible to users. Actionable
applications enabling users to directly interact from within Citrix Workspace have much more value
than applications that simply enable notification of users. For example, approving, creating, adding.

Whenyou’redone youhave the target application’sBaseURL, the consistent part of yourwebaddress
that you use for this integration. For example:
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https://app.{ yoursaasapp } .com/api/1.0/workspaces/{ YOUR_WORKSPACE_ID }

Next, identify key use‑cases for the selected target business application thatwewant to integrate into
Citrix Workspace. For example:

• Approve PTO
• Create PTO
• Find pending approvals
• Mark task complete
• Notify user of created or changed assigned tasks

Once use‑cases are known, the next step is to identify the APIs that will allow us to extract relevant
information from the target system or inject back into it. This step might well involve back‑and‑forth
iterations to the use‑case identification because the target systemmight not provide suitable APIs to
implement a use‑case. For example:

• API endpoint to approve PTO: PUT https://my.api.example/pending_pto_approvals
/{ id }

• API endpoint to book PTO: POST https://my.api.example/pto/
• API endpoint togetpendingapprovals: GEThttps://my.api.example/pending_pto_approvals
/

• API endpoint tomark task complete: GET https://app.asana.com/workspaces/{ your.
workspace.id } /projects

Create the integration. Add the base URL, set up authentication, and configure the integration.

You use the target application’s Base URL you collected in the planning phase.

Select a service authentication type. HTTP integration supports Basic, NTLM, Bearer, and OAuth 2.0
authentication methods.

Now configure your integration. Use the endpoint data you collect in the planning phase. This end‑
point data along with service action configuration forms the basis for creating actionable microapps.

Create amicroapp. Add notifications and pages.

Build your ownmicroapps to deliver the best end‑user experience thatmeets your needs and stream‑
lines daily workflows. Add a blank microapp to an application integration and then create pages or
event notifications or both.

• Notifications are event‑driven microapps that automatically notify users when something re‑
quires their attention, for example as a card in the Workspace activity feed. For example New
Expense Report for Approval and New Course Available for Registration.

• Pages are user‑initiatedmicroapps that are available as actions in Workspace andmake it easy
to do initiate actions. For example, Request PTO, Submit a Help Desk Ticket, and Search the
Directory.
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That’s it. Now let’s get started.

Where to go next

Review the next steps in building a custom application integration:

• Plan the integration

• Create HTTP integration

• Configure the integration

• Create microapps

HTTP integration concepts

May 28, 2021

This section covers basic concepts that are used when creating your HTTP integration and is meant
as a reference for improving understanding of how the various components work with each other.
In depth training on all these concepts and how they relate to Microapps can be found at the Citrix
Training Portal. Be aware that a Citrix login is required to access the Citrix Training Portal.

URLs and URIs

AURL (Universal Resource Location) is a set of schemes that have specific instructiononhowtoaccess
a resource over the internet.

The URL is basically the address of some service or resource on a network. Every resource that is
accessible over HTTP is identified by a URL. These addresses tell our browsers how andwhere to look
for certain resources.

URI (Universal Resource Identifier) sometimes referred to as the Endpoint.
It is similar to the URLwe saw earlier but has one key piece added. The name of the resourcewewant
to interact with. This string of characters uniquely identifies a particular resource on the network.
TheURI is the combination of the entire base URL (fromprotocol to directory) with the addition of the
actual resource at the end.

TheURLs andURIs of your target application are requiredwhen setting up your initialHTTP integra‑
tion.

For more information, see HTTP integration.
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HTTPmethods

HTTP methods are verbs that represent the actions a client can invoke against the data or resource
on the server. Methods are used to run actions against server resources. You can find information on
how HTTP integration uses these methods at API request methods

HTTPmethods are involved when setting up your Data Loading and Service actions to load and alter
your data for your required microapps integrations.

Constructing HTTP requests and responses

HTTP methods include GET, PUT, POST, DELETE, and so on. HTTP requests tells the server what the
clientwants todoonce connected to the resource. For example, the client canviewdataorGET, create
data or PUT, update data or POST, or DELETE data.

The Path contains the location of the resource requested or the URI. This comprises the server host
name and resource location on the server of the specific resource requested, aka the URI.

The protocol defines the language of communication the two systems uses to speak, like HTTP/1.1,
for instance.

HTTP requests are composed of the following basic structure:

• Headers

The request‑header fields allow the client to pass additional information about the request, and
about the client itself, to the server.

• Body

The last part of a request is the body, this contains any data to be sent to the server. Not all
requests need a body. Only if we are sending data to the server do we need this attribute, like
for the POST and PUTmethods.

• Response

After receiving and interpreting a request message, a server responds with an HTTP response
message. An HTTP response is the data sent back to the client from the server. It provides to
the client a representation of the resource requested.

HTTP requests and responses are involved when setting up your HTTP integration, Data Loading and
Service actions, and Webhook listeners to load and alter your data for your required microapps inte‑
grations.

Pagination

Paginationmethodsare configuredwhen settingupyourData loading,Webhook listeners andService
Actions. Each pagination method required is dependant on your target application integration.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 417

https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/configure-the-integration.html#api-request-method
https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/configure-the-integration.html#add-data-endpoints
https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/configure-the-integration.html#add-service-actions
https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/create-http-integration.html
https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/configure-the-integration.html#add-data-endpoints
https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/configure-the-integration.html#add-service-actions
https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/webhook-listeners.html


Microapps

To learnmore about pagination types as used in HTTP integration, see the pagination section in Data
Loading.

Validating APIs

There are various third party platforms (for example, Postman) that enable a good sandbox environ‑
ment to experiment with your APIs. Plenty of information on using these tools is available via the
specific program’s platform and documentation.

HTTP integration and databases

This section describes basic database concepts used when configuring HTTP integration with your
target application integration System of Record (SoR).

Basic Database Structure

Database tables are composed of a set of data elements using a model of named vertical columns
and horizontal rows. Each intersection of a column and row is know as a cell or entity. A database
table has a defined number of columns and can have any number of rows. Each row is a record, and
represents one instance of an entity. A specific choice of columns which uniquely identify rows is
called the primary key.

Primary key

A primary key is an attribute or column in a table that contains a unique identifier used to uniquely
identify each row or record in the table.
All primary key values must be globally unique within the column and cannot contain a null value.
Primary keys reduce data redundancy and help form relationships between data in primary and for‑
eign tables.

The Primary key is configured when setting up your Data Loading and Service actions.

Foreign key

A Foreign key is a column of a table that points to the primary key of another (foreign) table.
Foreign Keys act as a crossreference link between tables and are the basis of how you build relation‑
ships in your integration data structures. Foreign keys Must Match the primary key in another table
or be a null value.

Data Loading and Service actions.
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Relationships

Database relationships are associations between tables that are created using join statements to re‑
trieve data from your target application integration.

• One to One (1:1)
A one‑to‑one table relationship links two tableswhere thePrimaryKey in the child table is also
a Foreign Key referencing the primary key in the parent table. Essentially this means that the
child table shares the primary key of the parent.

• One to Many (1:N)
A one‑to‑many relationship in HTTP integration links two tables where a foreign key in a child
tables links to the primary key in the parent table.

Relationships are a central concept when editing your tables to create your microapps and are used
when creating Custom relationships.
You can also read more about establish complex relationships using HTTP integration in Create inte‑
gration data structures in depth.

Data types

Data types are used when constructing your data structure when configuring Service actions.

• string: An alphanumeric sequence of letters and numbers.
• integer: A whole number — can be positive or negative.
• boolean: True or false value.
• object: Key‑value pairs in JSON format.
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• array: A list of values.

Data types are defined and configured when setting up your Service actions.

SQL queries

Queries are sent to the Microapps Data Cache to return and display the values in microapps pages.
Workspace users see data in their feed and page Data is pulled from the Microapps data cache Using
SQL queries.

More information on how to show andmonitor SQL in your microapps can be found in Page details.

Additional learning

Additional resource for learning about Microapps and Workspace can be found at the Citrix Training
Portal. Be aware that a Citrix login is required to access the Citrix Training Portal.

Plan the integration

October 12, 2021

Select a target business application for integration, identify integration use‑cases, and identify APIs.

There are countless applications that can be integrated into Citrix Workspace. Select a target appli‑
cation that holds information of interest to Citrix Workspace users. Of particular interest are appli‑
cations that are regularly used for quick tasks and are not intuitively accessible to users. Actionable
applications enabling users to directly interact from within Citrix Workspace have much more value
than applications that simply enable notification of users. For example, approving, creating, adding.

Select a target business application for integration

Select a target application that holds information of interest to Citrix Workspace users.

Of particular interest are applications that are regularly used for quick tasks and are not intuitively ac‑
cessible to users. Also, applications that enable users to directly interact (for example, approve items)
fromwithin CitrixWorkspace havemuchmore value than applications that simply enable notification
of users.

If the target system uses JSON REST and any common authentication mechanism (OAuth 2.0, NTLM,
Basic Auth, Bearer Auth), chances are good that the system can be integrated with Citrix Workspace
seamlessly. To be able to use HTTP integration with your target integration system of records (SoR),
ensure your SoRmeets the following prerequisites:

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 420

https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/configure-the-integration.html#add-service-actions
https://docs.citrix.com/en-us/citrix-microapps/create-microapps/page-builder-components.html#page-details
https://training.citrix.com/elearning/coursequests/13/quest/162
https://training.citrix.com/elearning/coursequests/13/quest/162


Microapps

• Your target integration application SOR uses REST API that returns data in the JSON format.

• Your product supports theuseof a service account that canaccess thedata of all users andwrite
back on their behalf in the service actions, possibly two separate accounts.

• Your product supports fetching all instances of an object from a single endpoint. For example,
all Jira tickets can be fetched via GET /search, whereas O365 requires fetching emails user by
user.

• The SOR is populated with representative data (data table autogeneration is done by fetching
results and discerning its structure, if the data in the SOR is missing nested JSON fields then
tables are not created for them).

• Your product supports one of the following Authorization formats: None, basic, OAuth 2.0,
NTLM, or bearer/token authentication. When OAuth 2.0 is available, always use this method as
the default to ensure maximum security compliance.

• Your product supports one of the following forms of pagination: none, page, offset, link, header
link, cursor, OData.

Identify integration use‑cases and identify APIs

Next, we identify key use‑cases for the selected target business application that we want to integrate
into Citrix Workspace. This activity is a creative process and needs account for:

• The potential time savings that can be achieved by integrating the use‑case.
• The effort required to implement the use‑case.

Once your use‑cases are known, the next step is to identify the APIs that allow us to extract relevant
information from the target system or inject back into it. This step might well involve back‑and‑forth
iterations to the use‑case identification because the target systemmight not provide suitable APIs to
implement a use‑case.

The most common API standard today is RESTful APIs, which provide responses formatted using
JSON. Nearly all modern enterprise SaaS applications implement APIs like that.

Where to go next

Now that you have your integration planned, create and then configure the integration:

• Create HTTP integration

• Configure the integration
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Create HTTP integration

August 24, 2021

Now that you have identified your APIs, let’s add an HTTP integration to Microapps service.

1. From theMicroapp Integrations page, select Add Integration.

2. Choose the Create a new integration to your HTTPweb service to add configuration details.

3. Give your integration a Name and enter the Base URL that you collected. The Base URL is
the consistent part of your web address that you will use for this integration. For example,
https://app.asana.com/api/1.0/workspaces/${ YOUR_WORKSPACE_ID }. Replace
${YOUR_WORKSPACE_ID} with your workspace ID (ex. 419224638481718).

You can add only one Base URL per integration. If you require more Base URLs youmust create
another integration.

Note:

While HTTP and HTTPS are both permitted as Base URLs for SaaS integrations, HTTP is
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considered amuch less secure connectionmethod and it is unlikely that you use it for your
target integration application. On‑premises integrations do not permit HTTP base URLs.

4. Select an Icon to show with your integration. Choose one from the predefined set of icons, or
add a custom icon. For details about adding custom icons, see Add custom icons.

5. (Optional) To connect to an on‑premises System of Record (SoR), enable the On‑premises in‑
stance toggle. For more information, see On‑premises instance.

6. Select your Service authenticationmethod and Service Action Authentication as required.
For more information, see Set up Service Authentication.

7. (Optional) To enable rate limiting for your integration, select the Request rate limiting toggle.
For more information, see Request rate limiting.

8. Select Add at the top‑right to save these integration configurations. You now continue config‑
uring the integration. For more information, see Configure the integration.

Add custom icons

You can add custom icons to better identify your integrations. When you publish your HTTP integra‑
tion to a broader audience, the icons files are uploaded to the Azure CDN storage, and are accessible
publicly.

The icon file must conform to these parameters:

• The file is in the png format, with a transparent background.
• The file’s resolution must be 128x128 pixels exactly.
• Maximum file size is 80 KB.

Note

Custom icons are for your overview of integrations only. You cannot propagate them to
Workspace notifications.

To add an icon, choose Add an icon, and select the file that you want to upload.

When you export an integration and then import it to another instance, the icon is added to the list of
custom icons at the target instance.

To remove an icon, select an icon from the icons popup, and click Remove icon. When you remove
an icon, the icon isn’t deleted. The integration contains a link to the icon, but you can’t select the icon
again.

On‑premises instance

Microapps service allows you to connect your on‑premises System of Record (SoR). On‑premises in‑
tegrations do not permit HTTP base URLs. To create an on‑premises connection, first connect using

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 423

https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/create-http-integration.html
https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/create-http-integration.html#on-premises-instance
https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/create-http-integration.html#set-up-service-authentication
https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/create-http-integration.html#request-rate-limiting-optional
https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/configure-the-integration.html


Microapps

the Connector Appliance then follow this procedure to collect and add the resource identifier id. For
more information, see Citrix Cloud Connector Appliance.

1. Go to Citrix Cloud and sign in with your credentials.
2. After signing in to Citrix Cloud, select Resource Locations from the top leftmenu.
3. Find the resource location you want to use and select the ID icon below the resource name to

reveal the ID of your resource location.
4. Copy the resource location ID.
5. Paste the location ID into the On‑premises instance resource location field in the Add HTTP

Integration screen.
6. (Optional) disable SSL certificate validation if you require your integration to accept unsigned

certificates.

Your on‑premises integration is configured.

Set up Service Authentication

When configuring yourHTTP Integration service authentication, youmust set up your service account
with your target application (System of Record). Youmust also possess both read andwrite privileges
in your target application if you are using the service account to write data to your application. After
youhavegatheredall thenecessary informationonyour target application (login, passwords, security
credentials and so on) you can begin the service integration process.

Select your authentication method from the following:

• None ‑ No security credentials needed.
• Basic ‑ Use your user name and password of the target application for authentication.
• NTLM ‑ Configure your HTTP integration to use a suite of Microsoft protocols to connect via
New Technology LAN Manager (NTLM) authentication server to authenticate NTLM users via
MicrosoftWindows credentials.

• Bearer ‑ Configure the target integration’s authentication scheme to use bearer tokens gener‑
ated by the server in response to a log‑in request.

• OAuth 2.0 ‑ Use the OAuth 2.0 security protocol to generate request/authorization tokens for
delegatedaccess. OAuth2.0 implementation varies fromsystem to systembut thegeneralwork‑
flow for OAuth 2.0 works as described below.

• API Keys ‑ use the API Keys method to authenticate a user, developer, or calling program to an
API.

Note:

It is recommended that you always use OAuth 2.0 as your service authentication method where
available. OAuth 2.0 ensures that your integrationmeets themaximumsecurity compliancewith
your configuredmicroapp.
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Follow these steps:

1. Enter Service Authentication parameters for the integration.

2. (Optional) For Authorization Code grant type, select Log inwith your service account andwait
for the login to complete.

3. (Optional) Select the Service Action Authentication radio button, and enter authentication
parameters at the service action level.

Important:

If you are using delegated permissions, you might not have full access. In this case, use
ServiceActionAuthentication toauthenticateat the serviceaction level. In this situation,
you can use basic authentication at the service level, but you must use OAuth 2.0 at the
service action level for security reasons.

4. Select Add.

OAuth 2.0 Authentication

OAuth 2.0 enables applications to gain specific access to HTTP service user accounts on third‑party
applications. It works by delegating authentication to the service that contains the user account, and
then authorizes third‑party applications to access that user account.

OAuth Callback URLs

Callback URLs for authentication follow this pattern:

1 https://{
2 customer_id }
3 .{
4 customer_geo }
5 .iws.cloud.com/admin/api/gwsc/auth/serverContext
6 https://{
7 customer_id }
8 .{
9 customer_geo }

10 .iws.cloud.com/app/api/auth/serviceAction/callback

The second part of this URL is used only when defining per user authenticated actions. The customer
and geographic identifiers are variable and unique to each customer.
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OAuth 2.0 Grant Types

HTTP integration allows you to select from four grant types. When setting up Oath 2.0, select your
grant type from themenu. When configuring OAuth 2.0 we recommended that you use the Authoriza‑
tion Code as this is the most secure grant flow. Use Client Credential and Resource Owner Password
grant types if you require them for additional service action authentication methods:

• AuthorizationCode ‑Granta temporary code that theclient exchanges for anaccess token. The
code is obtained from the authorization server where you can see the information the client is
requesting. Only this grant type enables secure user impersonation.

• Client Credentials ‑ Grant type is used to obtain an access token outside of the context of a
user. This is used by clients to access their own resources rather than access a user’s resources.

• Resource Owner Password ‑ Provide the correct credentials to authorize resource server pro‑
vision of an access token.

• Implicit Flow ‑ Implicit grant type is present only for Service action authentication and only
in developer mode. You can set response type either to token or id_token. Automatic access
token refresh is not provided. Youmust provide consent again when the access token expires.

Grant Type Inputs

Depending on the grant type defined above you are provided with the following options to complete
to enable OAuth 2.0 authentication:

• Scope ‑ Define the scopeof theaccess request, this is a string that is definedby theauthorization
server when setting up your target integration application.

• Client ID ‑ Define the string representing client registration information unique to the autho‑
rization server.

• Client Secret ‑ Define the unique string issued when setting up the target application integra‑
tion.

• Username ‑ Define the user name of your target application account.
• Password ‑ Define the password of your target application account.
• Authorization URL ‑ Define the authorization server url provided when setting up the target
application integration.

• Token URL ‑ Define the URL of the access authorization token.
• Refresh tokenURL ‑ (Optional) Define the refresh token URL of the access authorization token.
If not set, the Token URL is used.

• Access Token Parameters ‑ Define the access token parameters as required by the target appli‑
cation authorization server if necessary.

• Log in with your service account ‑ Log into the service account of the authorization server of
your target application.

• Header Prefix ‑ (Optional) enter the header prefix if your bearer prefix is different from the de‑
fault header.
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• Relay state allows you to configure authentication that enables users to access certain mi‑
croapps without needing reenter their credentials.

Extra resources regarding OAuth 2.0 can be found at OAuth 2.0’s request for questions page.

Relay state

Relay state can only be used if the following conditions are met:

• You use Okta as your identity provider.
• The target SoR supports Okta as its identity provider.
• Relay state is enabled and configured correctly with the correct Okta URL.

After a successful Okta setup, enter the SingleSignOnService URL provided by Okta into the Relay
state Okta URL field for your integration. For example: https://{ your Okta } .okta.com/app
/{ SoR ID } /{ ID } /sso/saml.

Relay state works only with user actions and not with full/incremental sync and only passes end user
credentials. Some SoRs require end users to confirm a consent page and configuring RelayState does
not remove this requirement.

Additional information on configuring Okta can be found in Okta’s official documentation. For exam‑
ple you can view how to configure Okta in Salesforce in How to Configure SAML 2.0 for Salesforce.

Troubleshooting OAuth 2.0

If you are having problems connecting your target application to the microapp platform check the
following possible solutions errors against your own configuration:

• invalid_request ‑ Your authorization requestmaymiss a requiredparameter, contain anunsup‑
ported parameter value (or other grant type), repeat a parameter, includemultiple credentials,
utilize more than onemechanism to authenticate a client.

• invalid_client ‑ Your client authentication failed for the following reasons: unknown client,
no client authentication included, or unsupported authentication method. The authorization
server may return an HTTP 401 (Unauthorized) status code to indicate which HTTP authentica‑
tion schemes are supported.

• invalid_grant ‑ The authorization grant or refresh tokenmay be invalid, expired, revoked, does
not match the redirection URI used in the authorization request was issued to another client.

• unauthorized_client ‑ Theauthenticatedclient isnotauthorized touse thisauthorizationgrant
type.

• unsupported_grant_type ‑ The authorization grant type is not supported by the authorization
server.

• invalid_scope ‑ The requested scope is invalid, unknown, malformed, or exceeds the scope
granted by the resource owner.
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If you are still having problems configuring OAuth 2.0, check whether you have entered the correct
URL for Token and Authorization URL, as these are both unique. Also recheck that your other inputs
are correct, such as Scope and so on. If problems persist, check settings on the integrated application
server side.

Request rate limiting (optional)

Select the Request rate limiting to enable rate limiting for your integration. When toggled, you can
define the number of requests and the time interval (1 second or 1minute) extracted from your target
application. Configure rate limiting based on the best practices/rate limits as defined in your target
application’s documentation.

Where to go next

Now that you have created the HTTP integration, configure the integration:

• Configure the integration

HTTP integration scripting

July 29, 2021

HTTP integration scripting allows you to programmatically script some of your HTTP integration fea‑
tures:

• Data loading ‑ your script can define one or more synchronization functions that fetch data
from a System of Record (SoR), transform it and store it in the cache.

• Service actions ‑ your script can define one or more functions that write data to the SoR, fetch
information about a created or updated record and store it in the cache.

• Webhooks ‑ your script can define one or more functions that react to data configured and
pushed by your application system of record.

Each script defines multiple synchronizations and action functions. HTTP integration then invokes
these functions during synchronization execution or when your microapp user invokes an action.

Additional detailed developer resources regarding microapp scripting can be found at the Citrix De‑
veloper Portal.
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Before you begin

Using the scripting functionality infers that you are familiar with your target application SoR. Use
scripting when all other integration methods have been exhausted in configuring your integration.

When using scripting for HTTP integrations youmust follow this general process:

• Ready your script that you want to import via the Microapp administration interface.
• Scriptsmust be written in the javascript language edited in your preferred text editor / develop‑
ment tool.

• When ready, import the script via the integrations tab in the Microapps admin interface or op‑
tionally you can enter your script directly into the text editor provided in the scripting feature.

• When imported, test the script.

Import a script

To import your prepared script via the integrations tab in the Microapps admin interface.
Follow these steps:

1. Select Scripting.

2. Select Upload script. Alternatively, you can input your script directly into the text area by se‑
lecting Edit.
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A blade opens.

3. Drag your script onto the import pop‑up.

4. The script is parsed and validated.

5. Select import.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 430



Microapps

6. Your script is imported.

Note:

You can now edit the script directly in the Scripting text editor or update the script by importing
the script file again.

• You can view the scripted synchronization as data endpoints in the Data loading, Service ac‑
tions, andWebhook screens.

• You can view the table defined by the script in the tables page.

• You can view the script output in the log.

• You can see the requests made by the script in the sync log.

To view andmonitor your script as it runs go to the logs screen.

FAQ

Authentication ‑ Scripting uses the same client as configured for your System of Record (SoR) inte‑
gration therefore matches all the same authentication defined in your HTTP integration.

All configuration settings as configured in Data loading and Service actions for your target SoR are
propagated into the scripts.

Scripts, once loaded, are included in microapps import / export (so can be imported exported to the
bundle repository).
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Custom Integration Parameters

Scripting also supports custom integration parameters for when configuring your HTTP integrations.
For example, your integration uses specific application IDs to reference a specific application in a user
workspace. This ID is specific to the user andmust be set for each integration.

Custom parameter or secrets are defined by Configuration Parameter definition, consisting of:

• name (String, no spaces, no special characters)
• label (String)
• description (String)
• type (String, same as column type)
• default value (populated during import)
• required (boolean)
• secret (boolean) (secrets are never recorded in the Microapps cache or logs).

Other resources

Learn about developing scripts at Citrix Developer Portal.

Get started with developing your own scripts at Getting started with Microapps scripting.

See examples of Microapps scripts at Microapps script SDK.

Get the latest SDK release at Microapps script SDK releases.

Script transformation

October 12, 2021

Script transformation allows you to enable inline script transformation for Data loading endpoints
and Service actions. Scripts can be configured to receive a response object obtained from the HTTP
response and transform it to another response object depending on your target integration Systemof
Record (SoR). Scripts cannot perform any requests or store any data. Scripting transformation is only
intended to transform the response so that it can be parsed by the HTTP integration JSON parser.

• Each HTTP endpoint has its own editable script.
• When testing an HTTP integration with the Test Service button, the script is run along with the
test request.

• Scripts run with request transformation are limited to 10000 statements.
• Script execution is also limited by the time period of one minute. If the script does not finish in
this period, it is terminated.
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Before you begin

Using the script transformation infers that you are familiar with your target application SoR. When
using script transformation for HTTP integrations follow this general process:

• Ready your script that youwant to import via theData loadingorServiceactions configuration
pages.

• Scripts must be prepared in the javascript language edited in your preferred text editor / devel‑
opment tool.

• When ready, paste the script (or edit directly) via the script transformation box in theMicroapps
admin interface.

• When imported, test the script.

Note:

When using script transformation, the standard script output is logged and indexed by Citrix for
debugging purposes. Youmust ensure that no sensitive information is logged when using print,
console.log, and so on during configuration.

Enable script transformation

To enable script transformationwhen configuring either yourData loading or Service Actions follow
these steps:

1. Select the Script transformation button:

2. Enter your prepared script:
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3. Select Test with parameters followed by Test service to see the original response, script out‑
put, transformed response, and any script errors if applicable.

Note:

If you change the transformation script, youmust regenerate the table as well

When your script is working correctly with your Data loading or Service actions select Add.

Example scripts

1 ({
2 response }
3 ) => {
4
5 _ = library.load("lodash")
6 let json = JSON.parse(response)
7 console.log(`loaded user count: ${
8 json.length }
9 `)

10 let transformed = json.filter(user => {
11
12 if (user.active === true) {
13
14 return true
15 }
16
17 console.log(`skipping inactive: ${
18 user.displayName }
19 `)
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20 return false
21 }
22 ).map(user => ({
23
24 name: user.displayName,
25 avatarUrl: user.avatarUrls["32x32"],
26 now: _.now(),
27 }
28 ))
29 return JSON.stringify(transformed) }

Note:

You can return the string as in the preceding example or alternatively as the js object (array) that
would return the transformed variable.

Example: Renaming JSON array name before.json after.json:

1 ({
2
3 response
4 }
5 ) => {
6
7 _ = library.load("lodash")
8
9 function rename(obj, key, newKey) {

10
11 if (_.includes(_.keys(obj), key)) {
12
13 obj[newKey] = _.clone(obj[key], true)
14 delete obj[key]
15 }
16
17 return obj
18 }
19
20
21 let json = JSON.parse(response)
22 let transformed = rename(json, 'tickets', 'new_tickets')
23 return JSON.stringify(transformed) }
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Configure the integration

November 8, 2021

Now that you have added the HTTP integration, configure your integration. This endpoint data along
with service action configuration forms the basis for creating actionable microapps.

Add Data Endpoints

Configure the data endpoints to read relevant data into the cache. Any data that we want to show to
the user (or want to trigger events or actions with) must be cached.

To add a data endpoint, follow these steps:

1. Select Data Loading.

2. Under Data Endpoint configuration, enter Endpoint Name.

3. (Optional) Add Template variables if necessary. This field provides a dynamic value that is
used inside HTTP request definitions. Template variables enable you to override or change all
parameters of the original endpoint definition in any of the following:

• Pre action or post action update
• Action invocation
• Incremental sync
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For example, you might want to use the dynamic value of the template variable during incre‑
mental synchronization.

a) Select Add variable.

b) Enter a name for the new variable.

c) Select a Data Type and Source. The data type selected determines the options for source.

i. Under DATETIME data type, for Static Value, enter a Value.
ii. Under DATETIME data type, for Relative date, choose a time period.

d) Select the Configuremenu, and enter Format Type details for Datetime if necessary.

e) Select Save.

The new variable that you created is now available to be used in HTTP requests. When you
enter a variable between mustache tags and the variable does not exist, a pop‑up lets you add
this variable by selecting Create variable.

Note:

Template variable values are percent‑encoded following the standard HTTP encoding
rules.
If you do not want this to occur or know that the values are already percent‑encoded, you
must use the triple‑stash mustache tags instead of normal double mustaches to prevent
double encoding. For example, change {{example}} to {{{example}}}.

After configuring template variables, youmust define the requestmethod, pagination type, and
test the service for both Full synchronization and Incremental synchronization sections as
described below.

4. Configure Request method and URL.

5. (Optional) Select + ADDPARAMETERS, and configureQUERY,HEADER, or request body param‑
eters if necessary.

Note:

The data type you select determines the formatting of the attributes. The formatting de‑
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termines the fields in microapps. Use mustache tags to reference parameter names. For
example, {{parameterName}}.

6. Select Pagination Type. The pagination type you must select depends on your target applica‑
tion integration’s API standard. Consult your target application integration’s API documenta‑
tion to see what pagination method your application integration uses.

Our HTTP Integration lets you select from the following standard pagination methods. Page,
Offset, and Cursormethods contain a field Page size value that defines the number of records
per page to pull.

• None ‑ No pagination defined.

• Page ‑ Set the limit of returns per page.

Example: https://example.com?limit=100&page=3

• Offset ‑ Supply two parameters, offset and limit. Offset defines the number of records to
skip, limit the number of records to display per page.

Example: https://example.com?limit=100&offset=300

• Link ‑ Define the pagination method to define the next page link in the body.

Example:

1 {
2
3 “ data” [⋯ ]
4 “ next” : https://example.com?lpage=3
5 }

• Header Link ‑ Similar to link pagination, but define the pagination based on the URL page
header.

Example:

1 Link: <https://api.github.com/search/code?q=addClass+user%3
Amozilla&page=15>; rel="next",

2 <https://api.github.com/search/code?q=addClass+user%3Amozilla
&page=34>; rel="last"

• Cursor ‑ Cursor pagination uses a unique identifier for a specific record that is used as a
pointer to the next record to query to return the page of results.

Example: https://example.com?paginationToken=BFLMPSVZ

• OData ‑ Select your OData version to perform pagination to OData standards.
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7. SelectTestwithparameters to check that your endpoint is correctly configured. Select aNum‑
ber of pages to test and select Test with parameters. Select Done to close the blade.

8. (Optional) Toggle Pagination boundary if necessary to define conditions for your returned
records. This is present only for page and offset pagination types and depends on the target
SoR requirements.

9. Set theMax pages to load variable (default 10000, with a maximum of 1000000). Use this vari‑
able to limit the volume of records returned from your SoR when required. Max pages to load
can be configured separately for each endpoint.

10. Select Test with parameters to check that your endpoint is correctly configured.

If the test is successful, continue with the next step. If you receive an error message, trou‑
bleshoot based on the error message you receive.

Script transformation

For more information about configuring script transformation, see Script transformation.

Fetch data structure

You can now create your tables in the Fetch data structure section.

1. Select Generate Tables.

2. Select either From API or From JSON:

• From API ‑ fetch the data automatically from the defined endpoint.
• From JSON ‑ Use From Sample JSON to paste the API if necessary, for example you have
the response but cannot call the API now.
(Optional) define the root path if an alternate root is required from the defined endpoint.
The root path must be defined in JSON pointer notation.

3. Select Generate Tables.
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4. To set your primary key, select the Edit Attributes pencil icon and toggle the Primary Key for
the attribute to be used as the primary key (for example, id). Importantly, the primary key col‑
umn cannot contain null values. Do not change data type to TIMESTAMP.

Note:

Whencreating a customized integrationandmicroapp, youmust always allocate aprimary
key to enable correct incremental loading rather than a complete overwritewhen synchro‑
nizing your data.

5. (Optional) SelectAddTable and configure extra table properties as required by your desired tar‑
get application and click Save. You can then reload the table structure from your API endpoint.

6. Incremental Synchronization

With Incremental Synchronization toggled you can set up Synchronization. That is, to down‑
load only updated records since the last data synchronization inmore frequent intervals. To do
this, configure how often you would like your API call to run. Enter at least one server time pa‑
rameter. Leaving without setting a synchronization schedule sets the synchronization to man‑
ual.

Custom parameters are only required if the target application requires them. Consult your tar‑
get application integration documentation when needed. If creating a custom string for syn‑
chronization youmust enter in square brackets. For example [updated >=] ‘YYY‑MM‑DDHHmm’.

For more information on synchronization, see Set data synchronization below.

7. Input your base name of created tables in the Fetch data structure section and select either:

• From API ‑ fetch the data automatically from the defined endpoint.
• From Sample JSON ‑ Use From Sample JSON when to paste the API if necessary, for ex‑
ample you have the response but cannot call the API now.

8. Select Add.

Your Data Endpoint is mapped, you can now set up your service actions.

Note:

After setting up and adding your endpoint, your table structure is locked. If you need to restruc‑
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ture youmust create and configure a new data loading endpoint.

Add additional API calls

When configuring data endpoints for your application integration, you can add extra child endpoints
to the original parent endpoint to enable call chaining. Once you have set up your data endpoints you
can add further associated endpoints.

Follow these steps:

1. Select Edit on the menu of integration you want to add a child call to.

The integration page opens.

2. Select Add Child API Call from the Data Endpoint menu you want to add:
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3. Select the parent table and define the endpoint as you did in the steps in Data Loading section
above.

When defining the request method you can either set the path to a static or column value.
Your API call chain is now associatedwith the parent API call. Your defined parent/child endpoints are
now visualized in the Data Endpoint page.

Note:

When creating your integrations it is recommended to load your data from only one endpoint
rather thanmultiple endpoints. Where possible favor batch calls over individual endpoint calls.

Merge tables

When configuring child API calls you can optionallymerge child tables with the parent table by select‑
ing one the following options:

Select Do notmerge if you do not want to merge the parent and child tables.

Select Merge as detail to fetch all tasks and requests from the system of record along with every
request detail from the request andmerge them, for example, if the parent and child tables are:

1 /request-list
2 {
3
4 “ id” : 123,
5 “ Title” : “ Car” ,
6 “ Role” : “ Order” ,
7 “ Category” : “ Sales”
8 }

And:

1 /request-detail/123
2 {
3
4 “ id” : 123,
5 “ Title” : “ Car” ,
6 “ Desc” : “ Cabriolet” ,
7 “ Date” : “ 2020-01-01”
8 }

The following table is returned afterMerge as detail is selected:
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Id Title Role Category Description Date

123 Car Order Sales Cabriolet 2020‑01‑01

Select Merge as sublist to append each child table onto the parent table individually. Using the ex‑
ample above, merging as a sublist results in the following:

Id Title Role Category id Title Desc Date

123 Car Order Sales 123 Car Cabriolet 2020‑01‑
01

Configuring tables

You can reconfigure table primary keys without setting up a new configuration. To do this, delete the
individual table entries in the table screen, resynchronize the table, and select the new primary key.

Supported time formats

HTTP integration supports the following time formats for your system of record data:

• ISO date format
• OData format
• "yyyy-M-dd HH:mm:ss.SSS",
• "M/d/yy h:mm a",
• "M/d/yyyy h:mm:ss a",
• "dd/MM/yy HH:mm",
• "MMM d, yyyy h:mm:ss a",
• "dd-MMM-yyyy HH:mm:ss",
• "MMMM d, yyyy h:mm:ss a",
• "dd MMMM yyyy HH:mm:ss",
• "EEEE, MMMM d, yyyy h:mm:ss a",
• "EEEE, d MMMM yyyy HH:mm:ss 'o''clock'",
• "h:mm a",
• "HH:mm",
• "h:mm:ss a",
• "HH:mm:ss"
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Add service actions

When you have configured your HTTP integration you can then configure your service actions. With
service actions you configure the writeback actions on your application integration’s system of
records. You configure service actions in a similar manner to the data endpoints. As your application
integration can be any number of bespoke combinations we will take a generic approach to explain‑
ing how service actions work. You can also optionally configure your service actions to check your
target System of Record (SoR) by setting pre and post action execution data updates.

When configuring service action parameters and template variables, the following characters are not
supported:

• Whitespace ! " ## % & ' ( ) * + , . / ; < = > @ [ \ ] ^ { | } ~ true, false, else, null,
undefined, this.

To add service actions, follow these steps:

1. Select the integration you created under Application Name.
2. Select Service Actions and Add New Service Action.
3. Give it an Action Name (such as Get JIRA Ticket Info).
4. (Optional) Select add parameter in the Parameter section and define your desired parameter

Name, Data type and Value.

Define your Action execution in the Action sequence section:

1. Enter the Endpoint URI path: (/rest/api/2/issue/{{issueKey}}).

2. Configure your Request Method based on your application integration’s API requirements.

Note:

Usemustache tags to reference parameter names. For example, {{parameterName}}.

3. Select ADD to save the service action. You can now add extra service actions as required.

Action sequence

You can configure your service action sequence to return data through the action execution and pre
and post‑action data updates. Pre and post‑action data updates are optional and are intended to pro‑
vide robust checks on the data your microapps is accessing and to ensure your data always accurate
when configuring actionable microapps.
(Optional) Configure data update before action execution to ensure that your data is fully synchro‑
nized for your microapp end users when they action it. For example, you want to make sure the
amount shown on the actionablemicroapp is the correct amount to approve and that it has not been
updated in the time between its creation and its approval.
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Important:

This Data update before action execution capability only works with the Text component. This
means that other data changes before action execution are not displayed to end users. Likewise,
if a value is entered forPageLogicof theText component, then thecheck isnot run. IfWorkspace
users make a concurrent modification, there is no warning.

Data update before action execution

To set up a data update before execution, follow these steps:

1. Select the existing Data endpoint that you want to fetch the updated record from.
2. (Optional) Enable Include child endpointsonly if the child data endpoints are required to fetch

the full detail of the updated record.
3. (Optional) Extend the original Endpoint URI if it allows the update to fetch a single record.

For example, if the data endpoint URI https://domain/api/items is updated to https://
domain/api/items/itemId. The new endpoint URI must return the same data structure as
the original one, otherwise data parsing will fail.

Note:

If the endpoint configuration is changed after this initial setup, changes are not propagated here
automatically.

1. (Optional) Extend the original request parameters with Add additional parameter if it en‑
ables filtering of a single record.

1. SelectTestwithparameters to check that your endpoint is correctly configured. Select aNum‑
ber of pages to test and select Test with parameters. Select Done to close the blade.

If the test is successful, continue with the next step. If you receive an error message, trou‑
bleshoot based on the error message you receive.

When finished with your configuration, select save.

Data update after action execution

(Optional) To ensure that your data is fully synchronized after action execution, you can configure a
data update to fetch fresh data from your target application system of records.

To set up data update after execution, follow these steps:

1. Select the existing Data endpoint that you want to fetch the updated record from.

2. (Optional) Enable Include child endpointsonly if the child data endpoints are required to fetch
the full detail of the updated record.
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3. (Optional) Extend the original Endpoint URI if it allows the update to fetch a single record.
For example, if the data endpoint URI https://domain/api/items is updated to https://
domain/api/items/itemId. The new endpoint URI must return the same data structure as
the original one, otherwise data parsing will fail.

4. (Optional) Extend the original request parameters with Add additional parameter if it enables
filtering of a single record.

5. SelectTestwithparameters to check that your endpoint is correctly configured. Select aNum‑
ber of pages to test and select Test with parameters. Select Done to close the blade.

If the test is successful, continue with the next step. If you receive an error message, trou‑
bleshoot based on the error message you receive.

When finished with your configuration, select save.

Verify needed entities

Use Table to verify your current list of tables stored in the cache and filters that are applied to those
tables.

You are now ready to set and run your first data synchronization unless you need to create custom
relationships. For more information, see Set data synchronization.

API request method

You can now configure your Request Method based on your application integration API requirements
with the following components:

• GET ‑ Retrieve resources from the application integration SOR without modifying.
• POST ‑ Create a new resource in the application integration SOR.
• PUT ‑ Update existing resources in the application integration.
• PATCH ‑ Make a partial update to a resource.
• DELETE ‑ Delete a resource.

With following configurable API parameters:

• Header ‑ Define parameters included in the request header, related to authorization.
• Path ‑ Define parameters within the path of the endpoint, before the query string.
• Query ‑ Define parameters in the query string of the endpoint.
• Body ‑ Define parameters included in the request body.

Script transformation

For more information about configuring script transformation, see Script transformation.
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Create custom relationship

Use theRelationships page to create a custom connection between tables in your integration. You
might use this if you have multiple Base URLs and multiple integrations are required, or if you want
to create a custom relationship in the same integration. This is an advanced use‑case and we recom‑
mend you familiarize yourself with creating microapps on a single integration before you start map‑
ping multiple integrations.

1. FromtheManageMicroappspage, select themenunext to the integration that youwant toverify
entities for.

2. Select Edit and then Relationships.

3. Select Add New Relationship.

The Add Relationship Page Opens.

4. You canmap your primary table to your foreign table.

5. Enter the alias you want to have.

You cannowmapandaddextra reference columnsbasedon theprimary keys youhave set uponeach
of your integrations.

Important:

If you delete a table, all relationships are deleted as well.

Set data synchronization

Pull data from your integrated applications to the Microapps platform so that a comparison can be
made to the cache. As a best practice, full synchronization is performed every 24 hours and incremen‑
tal syncs can be configured to pull every five minutes.

For complete information about synchronization rules, synchronization that does notmeet its sched‑
ule and veto rules, see Synchronize data.

1. From the Manage Microapps page, select the menu next to the integration for which you want
to set synchronization.

2. Select Synchronization.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 447

https://docs.citrix.com/en-us/citrix-microapps/build-a-custom-application-integration/integration-concepts.html#Relationships
https://docs.citrix.com/en-us/citrix-microapps/synchronize-data.html


Microapps

3. Set Full and Incremental data synchronization values.

• Full Drops the local cache and pulls all data from the source system.

Important:

Running full synchronization can take a long time. We recommend running full syn‑
chronization at night or generally during off hours. You can cancel a data synchro‑
nization that is in progress at any time by selecting the X icon.

• Incremental Pulls only changed (new and updated) records. Does not load deleted data.

Important:

Not all APIs support incremental synchronization.

When you define daily orweekly synchronization, synchronization occurs randomly
within the timeslot you select. For example, selecting 00‑04 daily full synchronizewill
run a full synchronize at a randomly selected time in that period.

4. Select Save.
Note:

You can also select the arrow icons to run the integrations on demand if necessary.

Show integration logs

Use Integration Log to view a history of changes categorized by severity. Use this for troubleshooting
issues with your integration. For example, if you see that the synchronization failed, check the inte‑
gration logs to see why. Or if the expected cards are not showing, check the integration logs to see if
the synchronization occurred.
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1. From theManageMicroapps page, select themenunext to the integration that youwant to view
integration logs for.

2. Select Integration Logs.
3. Review the entries, and select the menu to filter by Errors if necessary.

Export integration configurations

Youcanexport your integration configurations. All credentials arediscarded. This includespasswords
and client details. Only the configuration that is stored in the Microapps server is exported. For exam‑
ple, the export keeps your user name but not your Password, and also the export keeps your OAuth
configuration but not the client secret.

1. From the Manage Microapps page, select the menu next to the integration that you want to
export.

2. Select Export Configuration.

The service.mapp file downloads.

Where to go next

Now that you have created and configured your custom integration, build your own microapps to
deliver the best end‑user experience that meets your needs and streamlines daily workflows. For
more information, see Create microapps.

Array data type

November 4, 2021
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Use the Array data type to configure multiple returns in your service action’s configured JSON body.
This is useful when developing your microapps to use the multiselect lookup component in page
builder.

To configure an array data type, follow these steps:

• Enter the name for your array.
• Select the array data type and choose the subtype for items in the array. Depending on your
multi select lookup requirements, the array subtype can be a primitive data type or an object
withmultiple parameters. Primitivedata types result in a list of values, andmultiple parameters
result in a list of objects with values.

• Use Add object parameter and add as many parameters as you require. For example, in the
following image, every object in the users array can contain userName and userEmail param‑
eters:

Configure JSON body

When configuring the JSON body of your array, use mustache tags to reference parameter and tem‑
plate variable names. For example, {{parameterName}}.

For extra configuration options, the JSON body supports handlebars formatting including helpers,
data variables as defined in the handlebars format in addition to context changing:

You can also test your configured JSON template by using the test with parameters feature. This
provides feedback on whether your JSON body is configured correctly and valid JSON is generated
during action execution.
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Mustache tags are either replaced with actual values and enquoted automatically if needed or re‑
placedwithnullduring JSONbody template processing. It is also possible to enforce value enquoting
with the enquote Handlebar helper.

Examples:

Array examples:

Create integration data structures in depth

September 30, 2020

When creating microapps you may find the requirement to access tables in your target System of
Record that are separated by more than two levels from the parent table. Owing to limitations cur‑
rently found in the HTTP integration, a solution around this is possible.

This article provides information on how to access tables in your target System of Record when this
use case arises. This solution is not straight forward, but if you follow the description below, you can
create deeper data structures.
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Use case

You want to build a microapp that allows a user to approve a request on ServiceNow. To use this
microapp, the user must be able to:

• receive and open a notification
• receive a page with a list of items to approve
• see each item’s details
• view who sent the request
• approve these requests

The details needed for building an action or page for each of these steps are stored in tables retrieved
via endpoints. However, the table with the data for the approver (the table with data containing the
item list) is further than two tables apart from another data locations.

Solution prerequisites

To create this workaround you need to use a combination of child API call‑chaining and tablemerging
described in Configure the integration.

Prerequisites:

• You have defined your end‑to‑end use case with the understanding of whatmust be run in your
microapp and what information your end user views and actions.

• You have created the endpoint to return the table data you need from your target System of
Record.

Note:

Configured tables and primary keys cannot be edited after initial set‑up.

• You have familiarized yourself with the add additional API calls and merge tables features
in HTTP integration.

View and build your data structure

When building your microapps, the conventional model supported by the Microapps Platform is for
between tables separated only by one step away (N+1model).

You can see this by checking your integration configuration set up during HTTP integration. For ex‑
ample, you can see that Ticket is one step away from tags, but neither is directly connected to com‑
ments_w_users.
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Some relationships are created automatically during endpoint configuration, and you see them in the
table reference of the integration. However, for this specific use case, you must create some manual
definitions to create the relationships between tables.

Data Structure Merge Strategy

When designing the data structure to build your microapps in this scenario, consider the following
important points:

• Choose the parent API call depending on the data structure you must achieve to build your mi‑
croapp. Consider how to use incremental sync for your data set and the API that will return only
the updated data structure. This API must be set as the parent.

• Where possible, configure only one‑to‑many rather than many‑to‑one. Many‑to‑one configura‑
tions result in repetitive API calls and will impact data sync efficiency.

• Consider the source of the notification you require and how it is configured so that your user
will receive only one notification in cases where table merging is configured and data can be
duplicated.

• The parent API must always be the most volatile object.

Use the following merge table methods for the specific cases:

• One‑to‑one ‑ Use Merge as detail. This results in only one record stored in the database that
contains all attributes from the parent and child APIs. The child values are used when the at‑
tribute is present in both parent and child API call.

• One‑to‑many ‑ UseMerge as sublist. All parent attributes are stored with every child record.
• Many‑to‑one ‑ Usually many‑to‑one is not a scenario for Child API calls. Youmust consider the
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most suitablemethod, whether to use tablemerging ormanual setup of the entity relationship
(no merging applied). If no merging is applied, only the first child is stored, other children are
ignored due to duplicated primary key detection.

Definemanual relationships

To define relationships manually, there must be a common column in both tables to use to build a
relationship. You can check this in the tables and relationships section of the data integration. If two
separated tables have a column in common, you canmanually create a relationship between them. If
there is no common column then youmust create relationships in the example shown in the following
procedure.

Advanced use case

If you cannot create data structures beyond n+1 using the common column relationship you can cre‑
ate a flattened data structure using a combination of API child calls and table merging. The general
‘advanced use case’ follows the basic principle of:

1. Set up your integration.
2. Edit you table structure.
3. Create your API call chains from your primary table to the table you want to combine to.
4. Merge tables via table merging in a top‑downmethod (for example, parent to child).
5. When your large table is created, return to the parent table and set ignore for all table entities.

For examplebuilding amicroappwithrequest-list>item list>item details>approver, the
microappmust be able to show the request and detail for the approver ‑ but is not able due to current
limitation of only n+1 relationships. You can use the table merging feature to fix this problem.

While building your data endpoint, propagate the table structure from the parent data endpoint
(request-list) to the child endpoint (approver) within the item list.

You can then set to merge everything from the parent data endpoint to this child API using a table
merging strategy. The result is that everything that was in the parent table, displays in the data struc‑
ture of the child API (item-list).

Configuring in this manner results in three levels of data being contained in one large database table.
This new table can be used to build the page as per the use case defined when you started to build
your microapps. This method can be used for as many levels are required.

API Child Call and Table Merge example

The following example illustrates the general workflow of creating a table structure to reach data be‑
yondann+1 relationship. Each individual usemust bebuilt basedon the individual use case youwant
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to build for yourmicroapp. Ensure you are familiar with your target integration System of Record and
you have a good understand of the outcome of your structure when using this method.

Create API call chain

1. Navigate to the Data Loading page for your integration:

2. Add as many child API calls from your root endpoint to the destination child endpoint as
required:
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When finished, you can view your data structure on the main Data Loading page.

Merge the parent to children API calls

Nowmerge the root / parent table to the child endpoints in sequence until you reach the destination
table:

1. Select edit from the ellipsis menu for your integration.
2. Select edit from the ellipsis menu for the child endpoint of your root integration.
3. Navigate to the bottomof the Edit Data Endpoint page and select Edit to select configure table

merging:

Repeat this process asmany timesasneeded for eachchild table in the sequenceuntil you reach
the destination table that will enable you to build your microapp.

Ignore repeated API calls

When you have finished the merge ‘chain’ return back to the root endpoint. Follow these steps:

1. Select edit.
2. Set all tables to the Ignored status:
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This stops the table from loading twice into the cache and therefore improve performance. You
can now use your chained / merged table to build your microapp.

Important Considerations

Always consider the following when building your data using this method:

• All parent and child API calls have their own data structure.
• These structures are different sets of data.
• If the data structure is merged (from parent to a child), all attributes show up in the child data
structure.

• If the full chain is kept, the data is stored “twice” ‑ ensure that the data structure in the parent
call is deleted completely as every attribute appears in the child data structure.

• Don’t leave the parent API call with the data structure as is ‑ delete it where possible.

Configure Webhook listeners

July 29, 2021

Configure webhook listeners (also known as HTTP push API) to enable your microapps to provide
near real‑time data to your end users. Configuring a webhook allows your apps to deliver data to
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other applications at amuch quicker rate than synchronization from theMicroapp platform side. The
maximum size of a webhook request body that can be handled by MA server is 64 kb.

Adding webhook listeners requires you to be familiar with your target application System of Record
andhave thenecessary tools andadministrationprivileges setup toconfigureyourwebhooks in those
locations.

Configure your webhooks after you have set up your integration via Data Loading and follow these
steps:

1. ClickWebhook Listeners on the left hand bar of the HTTP Integration screen:

2. Enter your desired webhook name.

3. Select Copy to copy the webhook URL for use in your target System of Record administration
interface.
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Authorizationmethod

You can select either the Token authorization method or None when configuring your authorization
method. To configure the tokenmethod follow these steps:

1. Select Token in the Authorizationmethodmenu.

2. Select Generate token and then select Copy to add the token to your clipboard for use in your
target System of Record administration interface.

3. Select read token from to choose from:

• Custom header
• Query parameter
• Authorization header

4. Define either theName or the Prefix depending on your selected readmethod.

The token is now set up.

Request methods

When configuring your Webhook listeners, use the following definitions to build your calls:

• PUT is used to update existing resource.
• POST creates new subordinate resources, therefore, POST methods are used to create a new
resource in the collection of resources.
Both PUT and POST deletes data from child tables using the primary key info fromof root table.
It then replaces an existing record or inserts a new one.

• DELETE is used to delete resources.
DELETE has two endpoints:

– { serviceUuid } /{ webhookListenerUuid } /{ recordId }whererecordId
is the value of the primary key of the record in the root table to be deleted. Records in the
child table are deleted accordingly.

– { serviceUuid } /{ webhookListenerUuid } /?id1=1&id2=1 where id1 and
id2 represent the values of the composite primary key of the record in the root table to
be deleted. Records in the child table are deleted accordingly.

• PATCH requests are used to make partial updates on a resource.

Define data structure

You can define your data structure in a similar method described when you Fetch data structure
during Data Loading configuration. For more information see Configure the integration.

To define your webhook data structure follow these steps:
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1. Set your desireddata retentionperiod. All entries that are older than this date are deleted. Each
saved entry contains its date and time of modification. That is lastModified. This date and
time is used to decide which entries to delete.

2. Select Generate Tables.

The Generate Tables screen opens.

Paste your JSON sample request from your target application System of Record here.

3. Set your base name of created tables.

4. (Optional) set the root path if necessary.

5. Select Generate.

With this process complete alongside the configuration measures completed in your target applica‑
tion System of Record administration, select Add.

Your webhook is now configured.

Scripting support

Webhook listeners support custom scripts configured in the HTTP integration scripting feature.

You can find additional information on developing and implementing your own scripts at the Citrix
Developer Portal.

ShowWebhook logs

UseWebhook logs to view a history of requests and errors fromall webhook endpoints. You can filter
by webhook name and state, such as success, error, or all. For the purposes of performance, only the
last 10 webhook log entries are kept for review in the webhook logs screen.

1. From theManageMicroapps page, select themenunext to the integration that youwant to view
integration logs for.

2. SelectWebhook logs.
3. Review the entries, and select from themenu to filter as required.

Createmicroapps

October 22, 2021

A key component of creating microapps is to plan your workflow with an understanding of the target
app’s database schema. With this, you can identify APIs to build your integration, which you need to
build a custom integration.
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There are countless applications that can be integrated into Citrix Workspace. Select a target appli‑
cation that holds information of interest to Citrix Workspace users. Of particular interest are appli‑
cations that are regularly used for quick tasks and are not intuitively accessible to users. Actionable
applications enabling users to directly interact from within Citrix Workspace have much more value
than applications that simply enable notification of users. Examples include approving, creating, and
adding items.

Next, identify key use‑cases for the selected target business application that you want to integrate
into Citrix Workspace. For example:

• Create PTO/Vacation request
• Approve PTO/Vacation request
• Find pending approvals
• Mark task complete
• Notify user of created or changed assigned tasks
• Approve invoice

Once use‑cases are known, the next step is to identify the APIs that will allow us to extract relevant
information from the target system or inject back into it.

Belowwe showa scenario of designing aworkflowusing an invoice approval use‑case. For full details,
see Sample scenario workflow design.

Important considerations

Review the following considerations and limitations before designing your workflow:

• You can access data on a page only one relation away. This means that when a page is built you
can address only directly related data.

• All personalizations aremade from the context of a user email. This means that if you are creat‑
ing notifications or creating personalized pages, the user email can be amaximum of one level
of relationship away.

• You can only set Go to Page action links for notifications to a page that is based on the same
table as the notification.

• A record based detail page (that is a page using a recordID) cannot be set as an action page.
Make sure that no component is mapped to a record value. For example, a Detail page should
not be set as an action page, unless it’s a pure input form, such as Add a Task.

• One change generates one notification. If the recipient is in the related table the relation must
be 1:1. 1:N relations are not supported.

• The primary table is the table upon which you build the notification event.
• We expect that there is at most one recipient. If the recipient is not in the primary table, make
sure that there is only one matching record in the non‑primary table for each record of the pri‑
mary table. For example, if you create a notification over the table pto_approval, but there
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can be two different approvers who can approve that request in the table pto_approver (so
called one‑to‑many relationship) and you want to notify them both, it is not possible. The noti‑
fication engine picks up only one approver randomly. If there are many such cases, the notifi‑
cation event is not evaluated at all.

• The expected relationship between the primary table and other tables is 1:1. This means that
for each record in the primary table there will be at most one record in the other table. Thus,
the notification event can never produce more notification messages than the number of rows
of the primary table. If this condition is violated and you have more than one record for some
records of the primary table, duplication in the underlying data will appear. The notification
engine will pick randomly only the first record and ignore the duplicates.

• If any value in the primary key column is missing or has an invalid type, the record is skipped
during synchronization and a log warning is generated.

• There are some hard limits to protect the infrastructure and also the admin users from defining
wrong notification events. The maximum ratio of the number of rows returned by the notifica‑
tion query compared to the number of rows of the primary table is 1.6:1. For example, let’s say
a primary table contains 130 rows, but the notification query returns 416 rows for some reason.
This would be 3.2 times more than expected and exceed this limit. In this case, the notification
event is not evaluated at all and a warning is printed to the log instead.

• The database structure must be narrow because of server limitations. This must be taken into
account when you are designing your endpoints and creating a database structure.

• Notificationmessages are generated after all the conditions are evaluated. Themaximumnum‑
ber of notification messages produced by one notification run is 100,000.

• The maximum number of records a notification query can return is 1,000,000.
• If you configured custom fields that contain highly sensitive data, such as credentials, API keys
or secrets, the data is not protected. Such data appear in debug logs and elsewhere.

Note:

All administrators with access to Citrix Workspace microapps have access to data that is in the
cache. Administrators do not have access to credentials for data sources.

Buildingmicroapps basics

Microapps are made up of pages or event notifications, and usually both.

• Notifications are event‑driven microapps that automatically notify users when something re‑
quires their attention, for example as a card in the Workspace activity feed. Such microapps
include New Expense Report for Approval and New Course Available for Registration. The follow‑
ing list shows available event trigger types:

– New records ‑ Sends a notification when a new record is created in the source of record
(SoR).
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– Changed records ‑ Sends a notification when an existing record is changed in the SoR.
– Matching record ‑ Sends a notification when recordsmatch a defined query at the specific
time in the SoR.

– Delete records ‑ Sends a notification when a current record is deleted in the SoR.
– Periodic notification ‑ (user action) Sends non‑data driven notifications periodically.
– Periodic report ‑ Sends periodic notifications with summarized report data (grouping) for
a specified time interval.

– Date reminder ‑ Sends a notification at the specified time before or after the records date
column value.

• Pages are user‑initiatedmicroapps that are available as actions in Workspace andmake it easy
to do initiate actions. For example, Request PTO, Submit a Help Desk Ticket, and Search the
Directory. The following list shows page type templates:

– Detail ‑ Create a page to show static details from an individual record from your SoR.
– Form ‑ Create an editable page to provide static details in addition to the ability to input
user data into your page.

– Table ‑ Create a page based on the multiple data tables loading from your target applica‑
tion SoR.

– Static content ‑ Create a page to show static, non‑actionable information such as head‑
lines, error messages, or reminders.

Add a newmicroapp

This procedure is the same for any blank microapp that you want to create.

Follow these steps:

1. From theMicroapp Integrations page or in the integration view (opened by selecting the inte‑
gration), select the menu next to the integration that you want to add the microapp to.

2. Select AddMicroapp.
3. Select Blank Template to build your ownmicroapp based on your business needs.

After you add the blank microapp, it appears under the related integration on the Microapp
Integrations page.

4. Return to the Manage Microapps page and select Blank Microapp from the list under the inte‑
gration.
The Properties page opens.

5. Give it an appropriate name and description.
6. Select Microapp Icon and choose an appropriate icon from the menu. There are App Icons,

Action and Notification Icons, andMicroapps and Data icons fromwhich you can select.
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Clone amicroapp

You can also clone an existing microapp to create a new microapp. This microapp exists in the same
integration. You must give the new microapp a unique name as no two microapps in the same inte‑
gration can have the same name.

1. From theMicroapp Integrations page or in the integration view (opened by selecting the inte‑
gration), select the menu next to the microapp that you want to copy, and then select Clone.

2. Enter aNewmicroapp name in the field, and select Clone.

The newmicroapp is added to the list of microapps.

Note:

You can also export and import a new version of the microapp from the same menu. For more
information on these capabilities, see Export and import integrations andmicroapps.

Sample scenario workflow design

You have an invoice approval system, and you need to accommodate the following use‑cases into our
workflow:

• Approvers must be notified when there are new approvals.
• Requestors must be notified when their request is approved or denied.
• Approvers need information about invoices, including status, total price, requestor details
(name/email/phone), and a list of line item details (name/price/quantity).

• Requestors need information about invoices, including total price, list of approvers details
(names/emails/phones), and a list of line item details (name/price/quantity).

Now let’s have a look at our database, and their table relationships:
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Design yourmicroapp

From this you know that you need four notifications and five pages.

You need to build four notifications, two for approvers and two for requestors. The approver and
requestor email is in the user tablewhich has a direct relationwithapprovers andinvoice-detail
tables.

You need to build five pages, one for each of these: approvers invoice list, approvers invoice detail,
requestors invoice list, requestors invoice detail, and approvers and requestors line item detail.

Build your notifications

Start by creating the notifications. All of the considerations and limitations apply to notifications.
Notifications must be sent by the user. The user email needs to be in the table or a maximum of one
level of relationship away.

Build the notifications for approvers on the approvers table:

• notification for new record in the table
• notification for status change

Build the notifications for requestors on the invoice_detail table:

• notification for new record in the table
• notification for status change

Design limitations (approvers)

Data for the approver feed card can only be taken from these tables:

• approvers (primary table)
• invoice-detail (invoice_id relation)
• users (only approver_id relation)

This means that you cannot get any data about the requestor to the feed card because personaliza‑
tions aremade from the context of a user email. For example, if youwant to have the requestor name
youmust change the database schema and add the requestor name to the invoice_detail table.

Design limitations (requestors)

Data for the requestor feed card can only be taken from these tables:

• invoice-detail (primary table)
• users (only requestor_id relation)
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This means that you cannot get any data from line_items and approvers because the relation is
1:N. For example, feed card text Your request was approved by manager@company.com is not possi‑
ble. If you need this information, youmust change the database schema and add this information to
invoice_detail.

Conclusions

From this you can determine that there must be two invoice_detail pages:

• Invoice Detail Approver that you build on the approvers table
• Invoice Detail Requestor that you build on the table invoice_detailtable

You can recognize now that you have a limitation here with the Invoice Detail Approver page. You
can add all data from the approvers (primary table), invoice-detail (invoice_id relation), and
users (only approver_id relation) tables. However, you have the same problem as with the notifi‑
cation. There is missing requestor information and the line_items table is too far away, that is two
levels of relation.

Workaround

There is a workaround to get data from a table two levels of relation away.

Option 1 Use GotoPage. You can add a third button, such as See details and move your users from
this page to the Invoice Detail Requestor page. You built that page on the invoice-detail table,
so the requestor and line_items tables are only one level away.

Option2Use theunbound table component: Unselect theUseRecordsRelatedtoDetailPage toggle
and you can select line_items. This creates a table with all items. You need to add a filter to select
only items for the particular invoice. line_items invoice_id = approvers invoice_id. You can use
a similar approach for the requestor. As the table is over the line_items, you can also add data
from a table which has 1:1 or N:1 relation with line_items.

Build your pages

You need to build five pages, one for each of these tables:

• approvers invoice list
• approvers invoice detail
• requestors invoice list
• requestors invoice detail
• approvers and requestors line item detail

If you need to allow for detailed permissions based on user assignments, use a separate microapp.
For example, your workflowmight require only certain users to access a create page. For a complete
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overview of the page builder UI and its components, see Page builder components. The cookbook
below has detailed steps that leverage useful components to build detail and list type pages.

Microapps cookbook

Follow these examples of common types of notifications and pages you can build with a list of ingre‑
dients (components) provided.

Notifications

Build a notification to push new or changed items from your workflow to users. Select from the event
trigger types, shown below, then customize the event in the builder. For more information, see Build
event notifications.

Event triggers:

• New records ‑ Sends a notification when a new record is created in the source of record (SoR).
• Changed records ‑ Sends a notification when an existing record is changed in the SoR.
• Matching record ‑ Sends a notification when recordsmatch a defined query at the specific time
in the SoR.

• Delete records ‑ Sends a notification when a current record is deleted in the SoR.
• Periodic notification ‑ (user action) Sends non‑data driven notifications periodically.
• Periodic report ‑ Sendsperiodicnotificationswith summarized reportdata (grouping) for a spec‑
ified time interval.

• Date reminder ‑ Sendsanotificationat the specified timebeforeorafter the recordsdatecolumn
value.

List page

Build a list page to showall itemsavailable in yourworkflow. Start byusing the following components.
For a look at the finished page and step‑by‑step details to reproduce it, see Build a list page.

Components:

• Table ‑ Add a table by defining table source, filters, and defining columns. Page link actions can
be added. Personalized queries must be set to limit data exposure.

• Text Input ‑ Define text source by specifying the data table, column, and value to load to the
page entered by the user. Component can bemarked as optional. Field width can bemodified.
Validation rules can be configured based on a minimum or maximum length or text pattern to
identify user input.
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Detail page

Build a list page to view details of one item that is available in your workflow. Start by using the fol‑
lowing components. For a look at the finished page and complete steps to reproduce it, see Build a
detail page.

Components:

• Text ‑ Define text source and formatting to load from the cache to the page.
• Back Button ‑ Allows users to go back to previous page.
• Static Text ‑ Define static text to appear the page.
• FlexibleGrid ‑ Gives youmore control over the positioning of components on your pages. Help‑
ful when you’re designing pages intended for devices with larger screens. Set the label and the
total number of cells you want in your grid.

• Table ‑ Add a table by defining table source, filters, and defining columns. Page link actions can
be added. Personalized queries based on users’ emails may be set to limit data exposure.

Create page

Build a create page to add items into your workflow. Start by using the following components. For a
look at the finished page and complete steps to reproduce it, see Build a create page.

Components:

• Static Text ‑ Define static text to appear the page.
• Flexible Grid ‑ Gives you more control over the positioning of components on your pages.
Helpful when you’re designing pages intended for devices with larger screens. Consists of Grid
Items. Set the label and the total number of cells you want in your grid.

• Text Input ‑ Define text source by specifying the data table, column, and value to load to the
page entered by the user. Component can bemarked as optional. Field width can bemodified.
Validation rules can be configured based on a minimum or maximum length or text pattern to
identify user input.

• Select ‑ Allows users to choose from a set list of values. Populated by data from the source
system or you can enter the list of values manually. Actions can be added.

• Lookup ‑ Allows users to search though a large quantity of values and allows users to select a
value by searching for something else.

• Button ‑ Add a clickable component on the page with actions and logic.

Embed

The Embed page template renders an iframe for embedding customwebpages. The size of the iframe
is adjusted automatically to the available space on the page. The Embed page has no components,
and is not bound to a database table, similarly to the Static Content page. This also means that the
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URL for the Embed page cannot make use of template variables as there is no connected database
table. For information on the embed component see Embed component.

Other resources

Checkout this overviewof CitrixWorkspace Intelligence and theMicroapps service at Video: Microapp
Overview.

Learn about creating custom integrations andmicroapps at Video: Microapp Custom Integrations.

Find out more about getting a test instance at Citrix Workspace Developer Portal.

Here’s a quick guide to setting up an RSS microapp: Get notifications when there is a Citrix security
bulletin.

Visit the Microapps Discussions Forum.

Page builder

November 4, 2021

Familiarize yourself with the Page Builder and its components to enable you to create action pages.
The different components and sections of the page builder are described in the following sections.
You add and customize extra fields and buttons depending on your own requirements.

Page builder walkthrough

The screenshot below shows the complete page builder with sections called out. Descriptions follow
below referencing the numbered sections:
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1. The top bar has selectable breadcrumbs on the left. Selecting the page name (in bold with an
openmenu icon on the right) allows you to quickly jump between pages. In themiddle you can
select either standardmonitor ormobile view. On the right you have preview options. Preview
page presents a view of this page you’re viewing in the builder. Preview microapp delivers a
mock workflow of the microapp actions where you can open all pages and view notifications
and their actions.

2. The left‑hand sidehasquick navigationoptions to screens in themicroapp. From top tobottom,
you can jump to a list of all Notifications or Pages in this microapp, the Localization screen,
and the Properties screen where you can modify the name, description, and icon. For more
information, see

• Build a notification
• Localize microapps
• Add a newmicroapp

3. Components are in the left pane. Select and drag them to the builder canvas in the middle sec‑
tion of the screen. See Page builder components. Components are divided into Input, Display,
and Layout.

• Input components create actionable sections on your page including buttons, text input,
and radio buttons.

• Display components deliver information to your end users of microapps including tables,
static text, and images.

• Layout component provides the grid component for setting the layout of your page.

4. Thebuilder canvas is themiddle section. You canmove the components aroundhere to arrange
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them as you require. Select the component here to enable component properties, actions, and
other tabs that are visible in the right pane.

5. Customize the components and addpage details in the right pane. The PageDetails tab lets you
configure thepage youare creatingby enteringname, setting filters for information, andadding
logic to page components. Also, use the informational debugging feature. This tab remains the
same for the page and this tab does not depend on the selected component. Other tabs differ
depending on the component that is selected. Available tabs include:

• Properties: Each page builder component has its own specific properties menu with vari‑
ous options to choose from depending on the component.

• Input validation rules: Some components enable their own specific validation rules.
• Actions: Different actions are available depending on the components. Actions allow the
microapp recipients (Workspace user) to respond with actionable input.

Other tabs that are unique for one component are fully describedwith the relevant component
below under the Display components and Layout component sections.

For a complete list and description of available component property fields, toggles, and selectable
elements, see Component properties.

Page templates

When creating a page, you can select from the following basic page layouts depending on the infor‑
mation you want. Each template is intended only to speed up your activity to produce the page you
want.

• Detail ‑ Page template that provides static details and is connected to a particular record from
the cache.

• Form ‑ Create a page that provides static details in addition to the ability to input user data into
your page.

• Table ‑ Create a page listingmultiple records based on the data tables loading from your target
application integration.

• Static content ‑ Set up page components that provide static, non‑actionable, information such
as headlines, error messages, reminders.

• Embed ‑ Create a page that renders an iframe for embedding custom webpages in your mi‑
croapps.

Page builder components

The PageBuilder lets you choose fromvarious page components that let you customize and configure
your microapp output, information, and display. Use these components described below to build a
pagemicroappbasedonyour expectations andneeds. For example, if youwant to showa list of users,
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you use the Table component to build it. The different template pages have different component
features available by default. The following lists cover all available options that are available.

Input components

Input section provides components that create actionable sections on your page including buttons,
text input, radio buttons and so on.

Button

Add a clickable component on the page with actions and logic. Button size and style can be adjusted.
There are actions as options to Run Service Action, Go to URL, and Run Notification Trigger. For ex‑
ample, using actions the button can direct users to another page or submit an entry. For more about
button actions, see Actions.

Text input

Define the text source of the displayed data by specifying the data table, column, and value that a
user seeson thepage. Component canbemarkedasoptional. Fieldwidthcanbemodified. Validation
rules canbe configuredbasedonaminimumormaximum lengthor text pattern to identify user input.
For an example of this component in use, see Build a create page and Build a list page.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 472

https://docs.citrix.com/en-us/citrix-microapps/create-microapps/page-builder-components.html#actions
https://docs.citrix.com/en-us/citrix-microapps/create-microapps/build-a-create-page.html
https://docs.citrix.com/en-us/citrix-microapps/create-microapps/build-a-list-page.html


Microapps

Text area

Define the text source of displayed data by specifying the data table, column, and value that a user
sees on the page. Component can be marked as optional. Validation rules can be configured based
on aminimum or maximum length or text pattern to identify user input.

Num. input

Define source of displayed data by specifying the data table and column that a user sees on the page.
You can define the format such as time, date, and so on Component can be marked as optional and
field width can be modified. Validation rules can be configured based on a minimum or maximum
lengthor textpattern to identifyuser input. Precisiondefines thenumberof totaldigits. Scaledefines
the number of digits to the right of the decimal point.

Select

Allows users to choose froma set list of values (limit is 100 values). Populated by data from the source
system or you can enter the list of values manually. Component can be marked as optional and field
width can bemodified. You can define the format such as time, date, and so on For an example of this
component in use, see Build a create page.

Lookup

Allowsusers to search througha largequantityof valuesandallowsusers to selectavaluebysearching
for something else. Youmust specifywhere the data is being pooled from. Component canbemarked
as optional. For an example of this component in use, see Build a create page.

Note

Configuring the Lookup component with the ‘Contains’ strategy can result in long load times for
a search term. We recommend you test with a large sample of data to check whether there is an
impact on performance and user experience. Alternatively you can use the ‘Starts with’ strategy
to improve performance, but only records that start with the search term are returned.

Multiselect lookup

Multiselect lookupworks in a similar manner to the Lookup component and allows users to search
through, and select a large quantity of values by searching for an alternative value.

For example users can search and add multiple users or user emails when scheduling a meeting, or
add multiple labels when creating a Jira ticket. To specify where your data is pooled for use by the
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multi select lookup component you must configure the array data type during service action config‑
uration in your HTTP integration.

Example use cases for multi select:

• Webex ‑ Select multiple users to send ameeting invite.
• Smartsheet ‑ Select multiple users to share a sheet.
• Jira ‑ Select multiple labels to assign to a single Jira ticket.
• Office 365 Calendar ‑ Select multiple attendees when scheduling an event.
• Office 365 E‑mail ‑ Select multiple email recipients.

Configuration

Configuration is similar to Lookup but has two more configuration options: “Max items count” and
“Can create new items”. Apart from the standard page builder configuration options, define the fol‑
lowing to configure Multiselect lookup:

Mapto recordvalue ‑ defines thedata source for preselected values and is available only on thedetail
page (a record id is required). Unlike Select, Multiselect lookup is not restricted to a single value.

Data source for options ‑ defines the data source for options of the drop‑down list.

Search termmatching strategy ‑ selects whether the search termmatches the start of the database
value or anywhere inside the database value.

Max items count ‑ sets the maximum number of items selected during a search.

Cancreatenew items ‑ enables users to create items that are not yet available in the lookup selection
(for example, add new labels to a Jira ticket).

Integrity Check

The integrity check works the same as lookup but the maximum number of items selected must be
non‑negative. The data source table must exist and table columns for value, display value, and addi‑
tional data must be correctly mapped to a data table with a foreign key.

For more information on configuring your arrays to return multiple entries, see Data types.

Checkbox

Add a selectable component on the page by defining source (data table and column), and default
(either selected or disabled). Component can bemarked as optional.
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Radio

Add a set of optionswhere only one can be selected. Populated by data from the source systemor you
can enter the list of values manually. Component can bemarked as optional.

Date/Time

Define either date, time, or date and time to display in the microapp, and default time (the time dis‑
played before selection) to load to the page. Component can be marked as optional and field width
can bemodified.

File upload component

Allows uploading raw files to the SoR during submit or update actions. To enable this action, create a
special service action that supports file upload.

This component enables user workflows for uploading files to SoR as attachments to existing records
and as attachments when creating records. For example:

• Jira: Upload log files and screenshots and attach them to an issue ticket.
• Salesforce: Upload a discovery agreement document, and attach it to an account or opportu‑
nity.

• SAP Concur: Attach a receipt whenmanaging expense reports.
• ServiceNow: Upload an attachment as part of a submission workflow.

Create service action

Toenable file uploads, scriptingmustbeused toconfigurea serviceaction. There is aFILESparameter
type to support this capability. For a general overview, see HTTP integration scripting.

Before you begin

• Ready your script that you want to import via the Microapp administration interface.
• Scriptsmust be written in the javascript language edited in your preferred text editor / develop‑
ment tool.

• When ready, import the script via the integrations tab in the Microapps admin interface or op‑
tionally you can enter your script directly into the text editor provided in the scripting feature.

• When imported, test the script.

The following is an example of a service action which uploadsmultiple files at once to JIRA. For more
scripts, see this Script repository.
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1 ```javascript
2 function addAttachmentsSingleRequest({
3 client, actionParameters }
4 ) {
5
6 console.log(`attaching file(s) to issue ${
7 actionParameters.issueKey }
8 `);
9 const formData = new FormData();

10 const url = `/rest/api/2/issue/${
11 actionParameters.issueKey }
12 /attachments`;
13 actionParameters.attachments.forEach(file => {
14
15 formData.append("file", file);
16 }
17 );
18 const response = client.fetchSync(url, {
19
20 method: 'POST',
21 headers: {
22
23 "Content-Type": "multipart/form-data",
24 "X-Atlassian-Token": "nocheck"
25 }
26 ,
27 body: formData
28 }
29 );
30 if (response.ok) {
31
32 console.log('Attachment(s) posted');
33 }
34 else {
35
36 const errorMessage = `Request failed(${
37 response.status }
38 : ${
39 response.statusText }
40 )`
41 console.error(errorMessage)
42 throw new Error(errorMessage)
43 }
44
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45 }
46
47 <!--NeedCopy--> ```

Import the script

To import your prepared script, follow these steps:

1. From the integration configuration screenof the integration, selectScripting from the left‑hand
navigation.

2. Select Upload script. Alternatively, you can input your script directly into the text area by se‑
lecting Edit.

3. Drag your script onto the import pop‑up.
4. The script is parsed and validated.
5. Select Import.
6. Your script is imported.

More information about scripting

• To get started developing scripts, see Citrix Developer Portal.
• For an end‑to‑endprocess of setting up a custom integration using scripting, seeGetting started
with Microapps scripting.

• For examples of Microapps scripts, see Microapps script SDK.

Configure the File upload component

Now return to the page in themicroapp for this integration that youwant to create for uploading files.
After dropping the File upload component in the builder, complete the File upload properties.

1. Modify the value for Label if desired. By default, this is File upload. No label is required. This
value appears above the drop frame in Citrix Workspace.

2. Modify the value forMax files count if necessary. By default, this is 1. This value appears next
to File upload limit under the drop frame in CitrixWorkspace. Whenmultiple files are selected,
metadata upload and content upload for each file occurs independently. This capability is lim‑
ited by the SoR.

3. Modify the value forMax file size MB if necessary. By default, this is 5. This value appears next
to Total size limit under the drop frame in Citrix Workspace. File size is limited by the SoR. We
recommend configuring themaximum file size to what is actually needed to prevent a waste of
resources.

4. Enter a value for File extensions (e.g. .jpeg, .png, .pdf). No value is required. This value
appears next to Accepted file formats under the drop frame in Citrix Workspace. This field is
not case sensitive and does not accept special characters.
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5. Enable the Required toggle if adding a file is required to submit this page. A This field is re‑
quired label is shown above the drop frame in Citrix Workspace.

6. Disable the Enabled toggle if you want the drop frame to appear dimmed and unavailable in
Citrix Workspace.

7. Disable the Visible toggle if you want to hide the drop frame in Citrix Workspace.

Considerations

Users should consider the following limitations when uploading content:

• The file name must end with one of the allowed suffixes. All characters are allowed except for
null byte \0.

• Microapps service does not provide file storage. Files are uploaded directly to the SoR. During
theuploadprocessMicroapps service first transfers the file fromausers computer to secure tem‑
porary storage and then immediately streams the file to the SoR. Processed files on the tempo‑
rary storage are from that point not accessible for any purpose to anyone and are deleted after
a short period of time.

• Users can remove a file that they have previously selected and pre‑uploaded before confirming
the upload.

• The file type (mime type) is detected by the browser based on the file’s extension. Microapps
service does not use the file type for any checks.

Display components

Display section provides components that deliver information to your end users of microapps includ‑
ing tables, static text, and images and so on. Wherever you can select user email as a variable to
extract datawhen building an action page, you can use an Active Directory user principal name (UPN)
attribute. This includes page and component filters, constraints, and service action parameters.
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Table

Add a table to display a list of records by defining table source, filters, and defining columns. Page link
actions can be added which direct the user to another page. Alignment can bemodified.

A Columns tab is enabled in the right pane after selecting this component. Add as many columns
as required with these settings: Column title, Data type, Data table, Data column, Format, and
Conditional format. See Component properties for explanations of these fields.

Personalizedqueriesmust be set to limit data exposure. A tablewithout apersonalizedquery exposes
all records that match a table filter regardless of the data relation to subscribers. Your potentially
sensitive data may be exposed to all microapp users unless you limit data exposure. Control data
access for pages using theData filter feature. Select the table in the component builder pane. Select
Table Properties and then Data filter. Select +Add Condition and add the constraints as required.
For an example of this component in use, see Build a detail page.

List/Grid

Displays a list of data to users in Citrix Workspace. Select from preconfigured layouts to surface the
right information in a way that suits your data the best. You can define items in the list manually or
pull them from the cache.
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Under the List properties tab, select either:

• Data table to pull data from the cache. The List data source, List items data source, and
Layout & Style tabs are available. Property descriptions for List data source and List items
data source are available in Component properties.

• Specify manually to define items in the list. List items and Layout & Style tabs are available.
For List items, define what items you want in your list. Property descriptions are available in
Component properties.

The Layout & Style tab is available for both types of list properties. The Layout menu provides a
selection of preconfigured layouts. Choose the layout that best suits your needs from the following
options:

• List ‑ accordion: Displays expandable text only content units.
• List ‑ basic: Displays text only lists.
• List ‑ bulleted: Displays unordered, bulleted text only lists.
• List ‑ ordered: Displays ordered, numbered text only lists.
• List ‑ thumbnail: Displays lists with thumbnails and styles.
• Grid ‑ hero image card side: Displays cards with a large image on the side.
• Grid ‑ hero image card top: Displays cards with a large image on the top.
• Grid ‑ image: Displays multi‑columned image units.
• Grid ‑ thumbnail side: Displays multi‑columned lists with thumbnails.
• Grid ‑ thumbnail top: Displays center‑aligned content units.

Text only layouts allow you to toggle Show title and Showdescription. You can disable one of these,
but not both options. Thumbnail layouts open a Show image toggle and other formatting options for
images. Other property descriptions are available in Component properties.

Text

Define text source from tables and formatting to load to the page. Data Source, Table, Column are
all selected for the text to populate. A text format such as time, date, and so on can be given or a
conditional one based on parameters. You can add actions to go to a Page, URL, Send Email, or Call
Phone. For an example of this component in use, see Build a detail page.

TheText component is designed todisplay a single database value. An Integrity check is run andalerts
users if a page relies on a record ID. For detail or form type page that is set as an action page, a page
data filter is required to call on a unique record. We show this message to alert you of this issue. Your
microappmight work as is, but the component can display the wrong data if the unique record is not
passed over to the page.
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Static text

Define static text to appear on the page. Actions can be added. Alignment can be modified. You can
make a distinction if the text is a header. Font style of bold and italics are available. Font size can be
changed from Normal, Light, Small, and Small Light. You can add actions to go to a Page, URL, Send
Email, or Call Phone. For an example of this component in use, see Build a create page and Build a
detail page.

Static image

Display a static image referenced from a predefined static URL source. Image size and alignment can
be specified. No actions can be added.

Image

Display an image using its URL stored in the cache (data table and column) and formatting to display
on the page. Add text to display if image cannot load. Image formatting such as alignment, size, and
shape can be configured.

Line divider

Use the divider to separate unrelated and group related information. No properties can bemodified.

Back button

Allows users to go back to previous page. A variable can be specified; that is data table, data column,
and format. For an example of this component in use, see Build a detail page.

Power BI

Displays a BI report in Workspace. Define source and formatting. When a user views this Power BI
component in Citrix Workspace, they are first prompted with a Power BI login.

A Power BI component properties tab is enabled in the right pane after selecting this component.
When this component is first added, no service actions are selected and you cannot edit the compo‑
nent. You must set up service actions for user authorization. After setting up service actions, set up
authorization in the component. For complete steps, see Configure Power BI component service ac‑
tions.
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Concur receipt viewer

Displays a receipt image. Define sourcewith data table and data column, and formatting. The Concur
receipt viewer component is only visible in Concur integration template.

Tableau

Displays a Tableau report. Define source with data table and column.

HTML content

Displays HTML content frompulled sources (for example RSS feeds) to display HTML correctly. Define
source with data table and column. Basic text elements are supported. The allowed elements are:

• “p”, “div”, “h1”, “h2”, “h3”, “h4”, “h5”, “h6”, “ul”, “ol”, “li”, “blockquote”, “b”, “i”, “font”, “s”, “u”, “o”,
“sup”, “sub”, “ins”, “del”, “strong”, “strike”, “tt”, “code”, “big”, “small”, “br”, “span”, and “em”.

• “a” element only with attributes “target” and “href”.
• “img” element only with attributes “height”, “width”, “src”.
• Also, the “style” attribute is allowed on any element.

Attachments

Lists attachments fromdata source and allows end users to download attachments. Images and PDFs
can be previewed directly. Define source by specifying the data table, data column for URL, and data
column for name.

• If data mime type (media type) is not configured, then attachment preview icon appears as ?.
• If file size is not configured, then attachment preview shows 0B as the size.

Select Attachment URL security option:

• Inherited: Attachments must be housed on the same domain that the integration accesses. If
not, the attachment does not display and cannot be downloaded. For example, this is a known
issue for Google integrations.

• Public: Public attachments fromother domains canbedisplayed if they donot need an authen‑
tication method.

Embed

Allows webpages to be embedded in your microapps using the builder and then displayed in Citrix
Workspace. Supported content includes: public YouTube videos, Google maps, Podio/Google/Mi‑
crosoft forms, most public responsive webpages, and any content designed by its provider to be em‑
bedded into a website and displayed in an iframe.
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Someexternal content is not designedwith embedding inmindor it is strictly prohibited. For example

• Webpages that explicitly forbid embedding by sending the X-Frame-Options "SAMEORIGIN
"; header. A notable example is https://google.com.

• Webpages that redirect to a different domain than what is specified in the component configu‑
ration in the page builder.

• Webpages that require authentication can run into problems when embedded. Administrators
must test carefully.

• Webpages that contain cookie consent (for example, for GDPR requirements) do not have their
selections cached in the embed component. If a user accesses the embedded site again, they
must reconfirm cookie consent each time unless the site uses the SameSite: none; secure
=true cookie attributes.

Configure the Embed component

After dropping the Embed component in the builder, complete the Embed Properties.

Note

To successfully embed content from some websites you must use the embed code generated
directly from the website (as opposed to a direct URL or share link).
For example, when generating an embed link on Google Maps via the Share option, use the link
generated from Embed amap rather than Send a link.

1. Enter theURL of the content that you want to embed.

2. Select one of the Height mode options to choose how the embedded content size is deter‑
mined.

• Width multiplier: Enables a Multiplier (in percents) field. Enter a percentage value in
relation to thewidth of the embedded content. For example, if you enter 50, the displayed
content is half the height of its width.

• Fixed: Enables an Absolute height (in pixels) field. Enter a pixel count to determine the
height of the embedded content.

Embedded content previews are not available in the builder. Select Preview microapp to see how
the embedded content looks.
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Considerations

Consider the following when embedding content:

• Use embeddable versions of webpages when possible. These pages have already been opti‑
mized for embedding by the content provider. For example, a YouTube videowith id XXX can be
accessed at https://www.youtube.com/watch?v=XXX and https://www.youtube.com
/embed/XXX. The first URL leads to the full site and the second to the embeddable video.

• When specifying a URL, you can use template variables to pass a parameter over to the remote
URL. For the same YouTube example and assuming you have a data table called video_id
containing video IDs, enter https://www.youtube.com/embed/{ video_id } into the
URL field. The string { video_id }will be substituted by the row value from your table.

• The embedded page is displayed in a sandboxed iframe with the following attributes:
allow-scripts allow-same-origin allow-popups allow-popups-to-escape-
sandbox allow-forms allow-pointer-lock allow-downloads. These flags ensure
complete isolation of the third party content from Citrix Workspace, but can cause some
functionality on the remote page to be broken.

• The Embed component cannot display documents which require custombrowser plug‑ins. For
this reason, PDFs cannot be shown within the Embed component.
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Layout component

Layout section provides the grid component for setting the layout of your page.

• Flexible grid ‑ Gives you more control over the positioning of components on your pages as
allows for an easier “snap‑in” of the components. This option is helpful when you are designing
pages intended for devices with larger screens.

A Flexible grid properties tab opens in the right pane after selecting this component. Set the
number of columns and rows that youwant in your grid and customize alignment. For an exam‑
ple of this component in use, see Build a create page and Build a detail page.

Page details

Configure the page you are creating by entering name, setting filters for information, and adding logic
to page components. Also, use informational debugging features:

• Page name ‑ Set the name of the page.
• Data filter ‑ Use to set constraints on the action data.
• Show SQL ‑ Use this to display the SQL for debugging purposes.
• Logic ‑ Use this to add and display the component logic. Find details of Add logic in the follow‑
ing section.

Add logic

Select the Add logic button under the Page Details tab to open the logic configuration. This enables
you to configure the logic for your particular page component. Specify the behavior or appearance of
the components on this page. Create conditions using standard logic arguments to achieve various
outcomes depending on the desired behavior of your component. You can add multiple, stacked ac‑
tions toany singlebutton to createmultiple actioneffectswitha single click. Wheneach serviceaction
runs successfully, the system moves through the chain of actions until all are completed. Available
actions include:
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• Evaluate condition ‑ Set and edit condition via a logical argument.
• Set component value ‑ Set the component value for the button to commit an action.
• Show component ‑ Configure conditions to show the component.
• Hide component ‑ Configure conditions to hide the component.
• Enable component ‑ Configure conditions to enable the component.
• Disable component ‑ Configure conditions to disable the component.
• Set component to required ‑ Configure conditions to require the component.
• Set component to not required ‑ Configure conditions to exclude the component.

Component properties

Each page builder component has its own specific properties menu with various options to choose
from depending on the component including:

• Label ‑ Customize the label of the button, text, image, and so on.

• Placeholder text – Explain to user how to use this component. For example, list attributes that
a user can search with.

• Content – Enter static text to show end user.

• Alignment – Set alignment of displayed text or image.

• Text type – Set text size of displayed text.

• Font style – Set font style of displayed text.

• Font size – Set font size of displayed text.

• Field width – Set howwide a component displays.

• Format – Define how data is formatted when displaying to users. For example, date, time, dec‑
imal, percent, and so forth.

• Default value – Used for the Input components to set default value manually or by using vari‑
ables.

• Style ‑ Used for the Button component to switch between different predefined colors and for‑
mats.

• Use records related to the page – Use for the Table component to filter records related to the
record displayed on the page. For example, you have a page displaying data about an account
and you want to display the table with a list of contacts related to this particular account.

• Map to recordvalue –Toggle todisplay data for aparticular record from the cache for the Input
components. For example, enable this toggle when you create an Edit type page because you
want to display actual data to end users before these values are changed. On the other hand, if
youare creatingaCreateRecord typepage, donot enableMap to record valuebecause this page
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is not tied to any existing record. Thus, it does notmake sense tomap your Input components
to any record.

• Select type – Select source of options for the Select component and Radio component.

– If Enter values manually is selected, then Value and Labelmust be completed. Value is
then used in the service action and Label is what the end user sees in Citrix Workspace.

– If Select from database is selected, then you must complete these fields: Data source
for options,Data table for options,Data column for option label, andData column for
option value. Data column for option value is then used in the service action and Data
column for option label is what the end user sees in Citrix Workspace.

– AcombinationofSelect type andMap to recordvalue canbeused for different use cases.
For example, Select from database together with enabled Map to record value is usually
used for Edit type pages. In this scenario, Data table and Data column is used to display
current data, Data source for options, Data table for options, Data column for option label,
and Data column for option value is used to display all other available options from the
cache which the end user can use while editing a record.

• Data source ‑ Select the data source for the displayed element.

– Use Column value if you want to display one particular column from the cache.
– Use Template if you want to display a string of various attributes from the cache. For ex‑
ample, account address is split in the cache into 3 columns, but you want to display them
all together in one component.

• Data table ‑ Select the data table for the displayed element.

• Data column ‑ Select the data column for the displayed element.

• Conditional format ‑ Configure conditional formatting for the element.

• Insert variables ‑ Add variable to the page element to automatically display application inte‑
gration data.

• Data filter ‑ Set constraints of displayeddata. SelectSet filter, thenAdd, andadd the condition
constraints as required.

• Data order/Order – Set order of displayed data. Select Set order, then Add rule, and the rule
constraints as required.

• Display additional data column toggle – Used for the Lookup component to define an extra
column to be shown to users while performing search.

• Search termmatching strategy – Used for the Lookup component to define search strategy.

– Starts with ‑ This search method is the fastest as it does not overload the cache. It
searches first characters of values in the defined cache attribute. This search method is
satisfactory for most use cases.
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– Contains – Depending on the size of your data collection, this search method can be very
slow. It searches through all characters of values in the defined cache attribute.

• Field width ‑ Used for Input components to define the width of the input field.

• Required toggle ‑ Used for Input components so that the end user is prompted to enter data
before the button with configured service action is actionable.

• Enabled toggle ‑ Used for Input components to display data for a particular record that you do
not want end users to have the ability to change.

• Visible toggle ‑ Used in case you need extra data for Page logic, Go To Page and so forth, but you
don’t want this information to be shown to the end user.

• Hide if empty – Used for some Display componentswhen you do not want to show this com‑
ponent at all to end user if no data is available.

• Alt. text/Alt attribute – Used for Image component. Enter the text that shows if there is a
problem displaying the image.

• URLprefix – Used for Image component to configure static prefix for a URLwhile the rest of the
URL is taken from Data table and Data column fields.

• Image size – Select the size of the displayed image. For example, Thumbnail or Full width.

• Image shape – Select the shape of the image. For example, Circle or Rounded corners.

• Layout ‑ Select from preconfigured layouts for the List component.

Input validation rules

Add rules for some input components to restrict format of data user can type in. Each component has
its own specific validation rules available. There is always a minimum andmaximum option to set.

This tab is available for these components: Text input, Date/Time, Text area, and Num. input. See
each component description for more details.

Actions

The actionsmenu is available for theButton component to allow themicroapp recipients (Workspace
user) to respond with actionable input. Different actions are present for different components.

Enable Page action button

Enable thePageactionbutton toggle todisplay thebutton component in the footer of thepageblade
in Citrix Workspace. A different subset of actions is available for the Button component based on this
toggle. Consider the following:
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• If the button is displayed in the blade footer, the blade is automatically closed after the user
selects the footer button in Citrix Workspace.

• If you want to add actions such as Go To Page or Go to URL, you don’t want to show buttons
in the blade footer so that Citrix Workspace can navigate end users to the next screen. Such
actions are not available if you enable this toggle.

Add action

Define the action that the button runs from the configured service actions that you configured in the
integration. Actions include:

• Run service action ‑ Define the action that the button runs fromconfigured service actions that
are set up in the integration. See Configure Service action parameters for an example.

• Send email ‑ Sends an email based on pre‑configured attributes. See Add a Send Email action
for an example.

• Add G Suite event ‑ Creates Google Calendar events based on pre‑configured attributes.
• Back ‑ Navigates user to the previous page.
• Go to page ‑ Navigates user to a pre‑configuredmicroapp page. See Add a Go to Page action for
an example.

• Go toURL ‑ Navigates user to a pre‑configured URL. See Add a Go to URL action for an example.
• Run notification trigger ‑ Runs a pre‑configured notification event. See Add a Run notification
trigger action for an example.

Add a Go to Page action

Define an action to send users to a pre‑configuredmicroapp page.

1. After adding a Button component to the builder and giving it a name under the Button prop‑
erties tab, select the Actions tab.

2. Disable the Page action button toggle. In the Add action field, select Go to Page.
3. Select Go to page under Actions. Action label field, App selector, and Page selector open.
4. Under App, select the microapp that you want to choose the page from.
5. Under Page, select the page that you want the button to open.
6. (Optional) Under Target page record select Set conditions if you want to filter data in the con‑

figured page. For example, a user is viewing a pagewith account data. The user selects a button
labeledOpportunities and, based on the target page record conditions, is navigated to the page
with a list of all related opportunities with expected value higher than a certain value.

7. (Optional) Under Populate target page select Edit fields if you want to pre‑populate fields in
the target page. For example, a user is viewing a Jira ticket andwants to create a new one in the
same project. The user selects a button labeledNew and is navigated to pagewhere the Project
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field is pre‑populated with the value from the previous page but all other attributes must be
enteredmanually.

Add a Run notification trigger action

Define an action to trigger a notification to run an evaluation of notification events and send notifica‑
tion messages to the target audience. This action can be displayed in the page body or in the blade
footer.

1. After adding a Button component to the builder and giving it a name under the Button prop‑
erties tab, select the Actions tab.

2. Leave the Page action button toggle enabled to show the button in the footer of the page. Dis‑
able the toggle to show the button in the body of the page.

3. In the Add action field, select Run notification trigger.
4. Select Run notification trigger under Actions.
5. UnderEvents, select the event trigger that youwant to run. You can selectmore than one event

for this button.

Use component values as parameters

You can use component values as parameters in Send Email and Go To URL actions. This feature
allows:

• (Send Email) Workspace users can enter email recipients in aWorkspace field for a given action.
• (Go ToURL)User’s input fromaWorkspace formcanbeused as a part of aURL template opened
in Workspace.

Follow the steps below according to your use‑case.

Add a Send Email action

1. After adding a Button component to the builder and naming under Button properties, select
the Actions tab.

2. Disable the Page action button toggle. In the Add action field, select Send Email.

3. Under To, select INSERT VARIABLE.
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4. On the Insert Variable screen, from the Typemenu select Component value.

5. UnderComponent, select your required input component thatauserenterson theirWorkspace
form. The To field populates with the component ID.

6. Add a Subject and Body for the message as required.
In Workspace, users can enter an email address in the field enabled by this component. When
they submit the email address, their email opens with a prepopulated message that can be
modified if necessary and sent.

Add a Go to URL action

1. After adding a Button component to the builder and naming under Button properties, select
the Actions tab.

2. Leave the Page action button toggle enabled. In the Add action field, select Go To URL.
3. In theURL Template field, enter the URL of target site that you want to open.
4. UnderURL Template field, select INSERT VARIABLE.
5. On the Insert Variable screen, from the Typemenu select Component value.
6. Under Component, select your required component. The URL Template field populates with

the component ID added to the URL you entered.
InWorkspace, users can enter a value in the field enabledby this component. When they submit
the query, the selected component value is used as a variable in the URL that is opened in their
browser.
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Note:

Select the info icon next to a template field to viewdetailed annotation about used components.

Configure Power BI component service actions

The out‑of‑the‑box microapps that come with the Power BI template have the components config‑
ured as needed. If you want to make changes or add other microapps, follow these steps as a model.
Important considerations include:

• To display a report the first time, users must log in to Power BI.
• There is a limit to thenumberof embed tokens aPowerBImaster account cangenerate. You can
purchase more capacity. For more information, see https://docs.microsoft.com/en‑us/power‑
bi/developer/embedded/embedded‑faq#technical.

• ASAzureorASOnPremliveconnection reportsmayexperienceadelayafter rebinding. Formore
information, see: https://docs.microsoft.com/en‑us/rest/api/power‑bi/reports/RebindReport.

The Power BI component setup is needed to authorize the logged in user before they can view a dash‑
board, report, or tile. To set this up, you need to configure a service action to generate a token for the
user. Configure this for Dashboards, Reports, and Tiles. Authorization works as a regular Service Ac‑
tion. For example, if you have a separatedOAuth 2.0 authenticationmethod for Service Actions setup,
the user is asked to log in to Power BI and only then the component will show the desired content.

1. In the Edit screen for an integration, or from themenu, select Service Actions from the left side
navigation column.

2. Configure these new service actions as required using these Power BI endpoints:

• Dashboards https://docs.microsoft.com/en-us/rest/api/power-bi/
embedtoken/dashboards_generatetokeningroup

• Reports https://docs.microsoft.com/en-us/rest/api/power-bi/embedtoken
/reports_generatetokeningroup

• Tiles https://docs.microsoft.com/en-us/rest/api/power-bi/embedtoken/
tiles_generatetokeningroup

3. Select Add service action. This action needs groupId and dashboardId, reportId, and tileId
parameters. Use the model below as an example:

4. Under Action execution select the BODY tab. Select JSON from the Content type list.

{
“accessLevel”: “View”
}

Now set up authorization in the component using this newly configured service action. Follow
the general example below:
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5. In themicroapp, for example amicroappwhere you are pulling data for dashboards, select any
page where you have the Power BI component.

6. Select the Power BI component, and then the Power BI Authorization tab on the right‑hand
side.

7. Select Edit parameters, and complete the fields as you see below:

8. Select Save to finish.

Build a list page

April 28, 2021

Build a list page to show all records available in your system of record. This can be defined, for exam‑
ple, as all issues belonging to a particular user (personalized) or all in a particular project. This article
assumes that you have already created yourmicroapp for this workflow. For step‑by‑step details, see
Add a newmicroapp.

To add a list page for your microapp, select from the starting templates then customize the page in
the builder. For this List page, start with a Table template which has the Table builder components
already available. Then add aText Input component to search the table. This page uses the following
builder components:

• Table ‑ Add a table by defining table source, filters, and defining columns. Page link actions can
be added. Personalized queries must be set to limit data exposure.

• Text Input ‑Use this componentasa search input. Thismeans that youdonotdefine text source
or default.

The following image shows an example list page showing ticket details with a link to a detail page that
we built with the components listed above:
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Important:

A table without a personalized query exposes all records that match a table filter regardless of
the data relation to subscribers. Your potentially sensitive data may be exposed to all microapp
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users unless you limit data exposure. Control data access for pages using theData filter feature.

In a page, select the table in the component builder pane. Select Table Properties and select
Data filter. Then select +Add Condition and add the constraints as required.

Follow these steps:

1. Select the microapp that you want to add a page to. Select Pages, and Add New Page.

2. Give the Page a name, select the Table template.

3. Confirm your Data source and select the Data table you want the records in the table to be
from. Select Select Fields to choose fields that populate your page. Select Add.

The new page is added to the Pages list and is ready to be customized. The builder page popu‑
lates with the fields we selected. Now let’s customize the page.

4. To add a search box, drag a Text Input component to the builder and place it above the table
component.

• Select the Text Input Properties tab. In the Label field, enter Search.
• Disable theMap to Data Column toggle.
• Do not set a Default Value.
• For this field, do not activate the Required toggle.

5. Select the Table component that is already available in the builder.

• Select the Table Properties tab. In the Label field, enter Tickets.
• Select theData Table that youwant the table to show. Youmust add the columns that you
want to display in the table. See the screenshot above for amodel ofwhatwewant to add.

• Under Data Filter, select SET FILTER to map to the columns where the search is per‑
formed.
a) Select Add.
b) Select a value for Select column.
c) Select contains for Action. This retrieves more results for partial or unfinished string

inputs.
d) Select component value for Value type.
e) Select Search Text input for Component.
f) EnableOnly with value toggle.
g) (Optional) You can add additional filters. For example, filter for active records. Also,

you can combine the filter rules either by selectingALL,ONEOFF, or bywriting logical
expressions.

h) Select Save.
• Select Columns, and select the first item you see listed. Under Column Title give the col‑
umn a name. For example, we’ll name the column Ticket Number, but the data column
wemap to is labeled issue_key. Select a value forData Table, which is pre‑populated, and
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Data Column to map to the correct column.
• Select +, and repeat for the following columns that we label: Description, Issue Type, and
Priority.

• Select the Actions tab, and select the Details page we already created. This places a View
Details link on the right‑hand side, and builds a link to a page populated with details of
the given issue.

You finished building the list page. As a final step, let’s select this page as the action page for the
microapp, andmake it visible in the list of actions for this integration.

6. Select Properties. This is the cog on the left when you are in the builder.

7. UnderActions, select theEnableasAction toggleandselect thispage in theActionpagemenu.

This list page is now ready.

Build a detail page

April 28, 2021

Build a detail page to view details of one record that is available in your system of record. Remember,
you can design and customize these pages for your needs. This article assumes that you have already
created your microapp for this workflow. For step‑by‑step details, see Add a newmicroapp.

To add a detail page for your microapp, select from the starting templates then customize the page
in the builder. For this Detail page, start with a Detail template which pre‑populates the builder with
Text components showing the fields we selected. Use the following components to build this sample
detail page.

• Text ‑ Define text source and formatting to load from the cache to the page.
• Back Button ‑ Allows users to go back to previous page.
• Static Text ‑ Define static text to appear on the page.
• FlexibleGrid ‑ Gives youmore control over the positioning of components on your pages. Help‑
ful when you’re designing pages intended for devices with larger screens. Set the label and the
total number of cells you want in your grid.

• Table ‑ Add a table by defining table source, filters, and defining columns. Page link actions can
be added. Personalized queries based on users’ emails may be set to limit data exposure.

The following image shows an example detail page showing ticket details that we built with the com‑
ponents listed above:
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Follow these steps:

1. Select the microapp that you want to add a page to. Select Pages, and Add New Page.

2. Give the Page a name and select the Detail template.

3. Confirm your Data source and select the Data table you want the records in the table to be
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from. Select Select Fields to choose fields that populate your page. Select Add.

The new page is added to the Pages list and is ready to be customized. The builder page popu‑
lates with the fields we selected. Now let’s customize the page.

4. Select and drag the Back Button element to the top of the builder panel.

5. Select and drag the Static Text element to the top of the builder panel under the back button.

• Select Static Text Properties, and in the Content field, enter Ticket Detail.
• Under Text Type, selectHeader.

6. Select and drag the Flexible Grid element to the builder panel. Use theGrid Items to place our
existing Text components.

• We need to add new cells. Select the Flexible Grid Properties tab, and under Total Num‑
ber of Cells change the value to 8.

• Select and drag the existing Text components to the location in the Flexible Grid where
you want to place them.

7. Next, select and drag a Table component to the builder. Place it at the bottom.

• Select the Table Properties tab. In the Label field, enter Comments.
• Activate theUse Records Related to Detail Page toggle.
• Select the Data Table that you want the table to show. In this case Comments
Youmust add the columns that youwant to display in the table. See the screenshot above
for a model of what we want to add.

• Select Columns, and select the first item you see listed. Under Column Title give the col‑
umn a name. For example, let’s name the column Author Name. Select a value for Data
Table, which is pre‑populated, and select theData Column tomap to the correct column.

• Select +, and repeat for the following columns that we will label: Body and Created Date.
For the date column, select Format to specify the time format used. You can, for example,
build an action to a comment detail page, if necessary.

• Select Set Filter if you need to filter data in your table based on certain conditions.
• Select Set Order to view your table items in a desired order.

This detail page is now ready.

Build a create page

April 28, 2021

Build a create page to add records into your system of record. This article assumes that you have
already created your microapp for this workflow. For step‑by‑step details, see Add a newmicroapp.
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We recommend housing this page in a separate microapp for these reasons. Keep these considera‑
tions in mind when designing your workflow:

• You canhave only one action permicroapp. Meaning, you cannot have a search page and create
page in the samemicroapp if you want them both as actions.

• To allow for different user permission settings, if needed.

Note:

Create functionality is limited based on API write‑back access.

For this Create page, start with a Form template, and then use the following builder components:

• Static Text ‑ Define static text to appear the page.
• Flexible Grid ‑ Gives you more control over the positioning of components on your pages.
Helpful when you’re designing pages intended for devices with larger screens. Consists of Grid
Items. Set the label and the total number of cells you want in your grid.

• Text Input ‑ Define text source by specifying the data table, column, and value to load to the
page entered by the user. Component can bemarked as optional. Field width can bemodified.
Validation rules can be configured based on a minimum or maximum length or text pattern to
identify user input. If this component is notmapped to record value, users use the field to input
text.

• Select ‑ Allows users to choose from a set list of values. Populated by data from the source
system or you can enter the list of values manually. Actions can be added.

• Lookup ‑ Allows users to search though a large quantity of values and allows users to select a
value by searching for something else.

• Button ‑ Add a clickable component on the page with actions and logic.

The following image shows an example create page showing details mapped to the data columns
listed below that we built with the components listed above. For this page, andmicroapp, we need to
map to the following data columns:

• project
• issue type
• priority
• assignee name
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Follow these steps:

1. After you have added the microapp specifically for this create action, select that microapp. For
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step‑by‑step details, see Add a newmicroapp. Select Pages, and Add New Page.

2. Give the Page a name, and select the Form template.

3. Confirm your Data source and select the Data table that you want to access. Select Add.

The new page is added to the Pages list and is ready to be customized. The builder page popu‑
lates with the fields we selected. Now let’s customize the page.

4. Select and drag the Static Text element to the top of the builder panel.

• Select Static Text Properties, and in the Content field, enter Create Ticket.
• Under Text Type, selectHeader.

5. Select and drag the Flexible Grid element to the builder panel. Use theGrid Items to place our
other components. You need to add new cells. Select the Flexible Grid Properties tab, and
under Total Number of Cells change the value to 8.

6. To add a Title field, drag a Text Input component to the top‑left Grid Item.

• Select the Text Input Properties tab. In the Label field, enter Title.
• Disable theMap to Record Value toggle.
• Activate the Required toggle.

7. To add a Project drop‑down selector, drag a Select component to the top‑right Grid Item.

• Select the Select Properties tab. In the Label field, enter Projects.
• Under Select Type, select Select from Database.
• Disable theMap to Record Value toggle.
• Select Data Table, Data Column from themenus. In our case, project and id.
• Activate the Required toggle.

8. To addan Issue typedrop‑down selector, drag aSelect component to themiddle‑leftGrid Item.

• Select the Select Properties tab. In the Label field, enter Issue Type.
• Under Select Type, select Select from Database.
• Disable theMap to Record Value toggle.
• Select Data Table, Data Column from themenus. In our case, issue_type and name.
• Activate the Required toggle.

9. To add an Assignee name searchable field, drag a Lookup component to the middle‑right Grid
Item. Use this component because it allows users to search easily though a large quantity of
values.

• Select the Lookup Properties tab. In the Label field, enter Assignee Name.
• Under Select Type, select Select from Database.
• Select Data Table to Search, Data Column to Search, and Data Column to Use as Value
from themenus. In our case, user and display_name.

• Disable the Display Additional Data Column toggle.
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10. To add a Description field, drag a Text Input component to the lower‑middle‑left Grid Item.

• Select the Text Input Properties tab. In the Label field, enter Description.
• Disable theMap to Record Value toggle.
• For this field, do not activate the Required toggle to automatically add an (optional) tag
to the field.

11. To add a Priority drop‑down selector, drag a Select component to the lower‑middle‑right Grid
Item.

• Select the Select Properties tab. In the Label field, enter Priority.
• Under Select Type, select Select from Database.
• Disable theMap to Record Value toggle.
• Select Data Table, Data Column from themenus. In our case, priority and name.
• For this field, do not activate the Required toggle. This automatically adds an (optional)
tag to the field.

12. To add a Create button, drag a Button component to the bottom‑left Grid Item.

• Select the Button Properties tab. In the Label field, enter Create.
• Leave the Style option as Primary to make it a blue option button.
• Select the Actions tab. Ensure the Page Action Button toggle is enabled. This displays
the button in the footer of the blade and closes the Workspace blade after the action is
completed.

• Click the Add Action drop‑down and select Run Service Action.
• Click the Run Service Action text. Click the Data drop‑down, and select the integration
you want to connect to. Click the Action drop‑down, and select the action you want to
take, in this case Create Issue.

• Select EDIT PARAMETERS, and complete all required parameters based on the fields you
created for the page. You canmodel yours after this example:
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13. To add a Cancel button, drag a Button component to the bottom‑right Grid Item. This allows
users to reload the page without submitting changes.

• Select the Button Properties tab. In the Label field, enter Cancel.
• Select the Style option as Secondary to make it a gray option button.
• Select theActions tab. Click theAddAction drop‑down and selectGo to page. Select this
microapp for App and the name of this page you are creating for Page to make this page
refresh itself when you select cancel.

You finished building the create page. As a final step, let’s select this page as the action page for
the microapp, andmake it visible in the list of actions for this integration.

14. Select Properties. This is the cog on the left when you are in the builder.

15. UnderActions, select theEnableasAction toggleandselect thispage in theActionpagemenu.

This create page is now ready.

Build event notifications

November 2, 2021

Create triggers for events to be sent to the client application, such as new PTO request or notifica‑
tion that a record changed. Select from the template types, then customize the event in the builder.
This article assumes that you have already created yourmicroapp for this workflow. For step‑by‑step
details, see Add a newmicroapp.

Follow these steps to build an event notification:

• Create the conditions to send the notification/action and the target subscribers.
• Configure the notification card for subscribers.
• Configure action items.
• Set the expiration condition and time period.

Note:

When editing the settings of an existing notification, stop all synchronization for that particular
integration before trying to save.

Create a notification

When setting a Periodic Notification, Periodic Report or Date Reminder the following behavior ap‑
plies:
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• When scheduling a time interval, the interval is set to run upon completion of the previous run.
For example, a notification is set to 5minutes, the notification runs at 10.00, completes at 10.02,
and then runs again at 10.07.

• When scheduling adailynotification, the notification runs at a random time selectedwithin the
time frame. For example, a notification is set to run at 14.00, the run begins randomly between
14.00 and 14.05.

1. Select the microapp that you want to add an event to. Select Add Notification at the top‑right
of the page.

2. Enter aNotification name for the notification event.

3. Select your desired trigger and notification type from the following. The set‑up steps differ
slightly depending on the specific event trigger type you select:

• New records ‑ Sends a notification when a new record is created in the source of record
(SoR).

• Changed records ‑ Sends a notification when an existing record is changed in the SoR.
• Matching record ‑ Sends anotificationwhen recordsmatch adefinedquery at the specific
time in the SoR.

• Delete records ‑ Sends a notification when a current record is deleted in the SoR.
• Periodic notification ‑ (user action) Sends non‑data driven notifications periodically.
• Periodic report ‑ Sends periodic notificationswith summarized report data (grouping) for
a specified time interval.

• Date reminder ‑ Sends a notification at the specified time before or after the records date
column value.
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4. Confirm your Data source and select the Data table from which you want to track changes.
Select Add. The new notification is added to the Notifications list and is ready to be configured.

Note:

As Citrix Workspace Microapps supports cross‑integration microapps, the Select data
source list shows all available integration data sources.

The Edit Notification screen opens. Follow the steps below to configure the notification. When your
notification is configured correctly, youmust scroll to the top of the page and select Save.

Notification name

NotificationName lets you input thenotificationnameandoptionally selectwhether thenotification
event is run immediately after synchronization of your target application integration.
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Content

Content lets you configure the informationdisplayedon your notification. Here you can configure the
notification icon, notification title, and body content in addition to the display card image. You can
optionally enter variables to incorporate elements generated fromyour target application integration.

Target Page

Target Page lets you choose the page that is shown when the notification is selected. You can select
the target microapp, target page, and optionally preview the page to see what your microapp recipi‑
ents receive.
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Settings

Settings let you define the trigger conditions of your notification and the notification recipients. Se‑
lect Audience to define the recipients of your notification from your integration and Add conditions
to set what conditions trigger the notification for your users. After at least one condition is set, there
is an option to Edit conditions.

Note:

Complex boolean expressions are simplified when parsed internally after definition and are
stripped of redundant formatting if applicable.
For example, defining 1 AND (2 AND 3) OR (4 AND 5) results in displaying 1 AND 2 AND 3 OR 4
AND 5 as the redundant brackets are removed from the definition.

Increase notification threshold

For better performance, the Microapps service limits themaximum number of notification cards that
are generated per user per notification job. By default, this is set to 50, and any notification cards
generated above this amount are lost.

Usingadvancedsettingsoptions, youcan increase this value. However, a largenumberofnotifications
can floodWorkspace users’ Activity Feed. Doing this candilute the value of generating the notification
cards and increases the chance that they are not read at all. Consider your users and their Workspace
experience before increasing this value. The maximum value permitted is 300.

For example, you have an integration with a synchronization time set to every 10 minutes. Each sub‑
scribed user receives as many notifications as changes that occur during this time period, up to the
threshold; be it the default 50 or up to 300 if youmodify this value. Any additional changes that occur
over this value are not generated as notifications for users’ Activity Feed. After this period between
synchronization elapses (10 minutes in our example), a new synchronization runs and captures the
next 50/300 changes, according to this setting.

1. Under Settings, select All subscribers from the Audience menu. Advanced settings are only
visible when the audience is set to all subscribers.

2. Enable the Show advanced settings toggle.
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3. Under Notification generation threshold for a single user, select Edit. The default value of
50 is prefilled.

4. Enter a new value. Do not exceed the maximum: 300.

5. Select Save at the top of the page to save all changes. The field will be disabled, and you must
select Edit to enable the field again.

Grouping ‑ Periodic report notifications

ForPeriodic reportnotifications, there is a grouping featureunder settings. Use this feature to collect
multiple events into one notification. For example:

• A user receives 10 work tickets during a given period (such as a day), but you want users to
receive just one notification.

• A user clears many approvals during a work day, but you want them to receive a notification of
any remaining approvals at the end of the day.

Choose a data column value for Group data by, and select a Time period. The Time period field
defines the period of time from when you set the event to run in the Run frequency field above. For
example, Todaymeans that the group of notifications is sent the same day the event trigger is run. If
you select Custom Interval, detailed from and to fields open.
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Send a reminder ‑ Date reminder notifications

For Date reminder notifications, the Run frequency field near the top of the page defines when the
synchronization is run. The Send a reminder field under Settings defines how long before or after
the event the notification is sent.

Expiration

Expiration lets you define any of the conditions to remove the notification. You can set to expire the
notification when the record in your integration is no longer available. You can expire the notification
after a defined interval. You can also configure integration trigger conditions to expire the notification
when there is a change in data in your target integration.

When your notification is configured correctly, scroll to the top of the page and select Save.

Run event

Select Run Event in the top bar of the notification builder to manually trigger this event notification
to run. Select Show Event Log to view a history of changes categorized by severity. You can also Run
all events from the top bar of the Notifications overview screen of the microapp.

Clear all notifications

To remove all notifications from a microapp, select Clear all notifications on the individual notifi‑
cation’s edit menu on the Notifications overview screen of the microapp. This feature deletes your
notifications when you need to reorganize or regenerate your notifications (for example, when test‑
ing) when using a newer data structure.

You can also remove all notifications in all microapps in an integration. From theMicroapp integra‑
tions overview page, select themenu next to the integration for which you want to delete all notifica‑
tions. Select Clear all notifications, and confirm.
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Localize microapps

May 26, 2020

Citrix Workspace Microapps allows you to export and import translated JSON files for the purposes
of localization. With microapp localization options you can export these files, edit them with the re‑
quired localized language and import the localizedmicroapp file back into themicroapp platform for
use by your microapp users.

Localization currently only supports a defined set of languages:

• English (default, fall back language for microapp)
• Chinese (simplified)
• Dutch
• French
• German
• Japanese
• Spanish
• Brazilian Portuguese
• Italian

Extra language support will be added in future updates. Once a microapp is localized to your desired
language, the language is displayed based of the end user’s browser locale.

Using the localization feature for your microapps involves the following:

1. Export your desired microapp configuration file.
2. Edit the file and translate the entities to the required language.
3. Import the translated file back into the microapp platform.

Export files for translation

To export a localization file, open themicroapp edit screen by selecting the relevant microapp’s ham‑
burger button.

Follow these steps:

1. Select Localization in the left column

The Localization page opens that displays all the currently localized languages.
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2. Select Export.

3. Select the languages you want to export for localization, and whether you want to export only
missing translation strings.

4. Select Export

The JSON files download to your local machine.

Working with localization files

You can then open and edit the desired localization JSON file with your preferred text editor and once
ready, save the file in the JSON format ready for import back to the microapp admin console.

Import localization

When you have prepared your localized JSON files, import them back into the microapp platform.

Follow these steps:

1. Select import.

The import translation file blade opens.

2. Select your required localization language from the available languages.

3. Drag the translated JSON file:
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4. Select import.

Your translation file is now imported and the app is available in that language for subscribers:

Configure User providers

October 13, 2021

Configure user providers increases administration efficiency by removing the need to replicate and
synchronize user groups created and maintained in your System of Record’s (SoR) identity providers
configuration settings.

Microapps admins can configure user providers to collect user and user groupdata fromyour SoR and
use this data to managemicroapp subscriptions in all integrations. To configure user providers, your
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application SoR must provide APIs that expose users/user groups, for example ServiceNow, Sales‑
force, Jira, and so on.

Create user provider

You can either create a new user provider manually or import a user provider that is already config‑
ured.

Follow these steps:

1. From theMicroapp Integrations page, select the User Providers tab in the top bar.

2. Choose a user provider type. Select Create a newuser provider fromyour HTTPweb service
to configure this user provider manually. You can also Import a previously configured user
provider. For more information on importing, see Import.

3. Enter aUser provider name for the connection.

4. Enter the user provider Base URL.

5. Select an Icon for the user provider from the Icon Library, or leave this as the default icon.

6. Select the Service authenticationmethod, and complete all required details based on the au‑
thentication method that you use. For more information on authentication methods, see Set
up Service Authentication.

7. (Optional) Enable the Enable request rate limiting toggle if needed and enter a Number of
requests and a Time interval.

8. (Optional) Enter a value for Request timeout if needed.

9. Select Add to finish creating the user provider.
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Now you import a script to finish.

Import script

Using theUser provider script capability in Microapps, you need to upload a script to finish the user
provider setup. We’ve provided script requirements and a JavaScript model below. See Prepare your
script. For general information about scripting, see HTTP integration scripting.

After you added the user provider (in the previous procedure), the page openswith a viewof your user
providers. Follow these steps to add the script.

1. Select Add script under Status.

2. Select Import script.

3. Drag your script onto the import pop‑up, or browse for the file. The script must be a .js file no
larger than 1 MB.

The script is parsed and validated.

4. Select Import to finish.

You can see scripting details under Script handlers in theUser provider script view of the user
provider. To see requests made by the script, select the menu next to the user provider entry
and select Sync log.

Your new user provider is now available when assigning subscribers. For more information, see Man‑
age subscribers.
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Prepare your script

When preparing your script, consider the following requirements:

• The import script must start by loading the built‑in library microapp‑user‑groups. This
library defines the objects that must be stored in the database: const { User, Group,
UserGroupMapping } = library.load("microapp-user-groups");

• Objects have the following structure/properties:

– User(accountName, displayName, email, domain, userPrincipalName,
userId) Email addresses must be unique within user provider

– Group(accountName, displayName, domain, userPrincipalName, groupId,
parentGroupId) Group hierarchy is also defined using parentGroupId

– UserGroupMapping(userId, groupId)Maps users to groups

• All properties are of data type STRING.

• User.email has to match the email of a user logged in to Citrix Workspace.

Model script

Use the following JavaScript code as a model.

Note

The followingmodel is written specifically for the ServiceNow SoR. This script is not compatible
with other services.
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1 const {
2 User, Group, UserGroupMapping }
3 = library.load("microapp-user-groups");
4
5 function fullSync(params) {
6
7 fullSyncUsers(params);
8 fullSyncGroups(params);
9 fullSyncUserGroupMapping(params);

10 }
11
12
13 function fullSyncUsers({
14 client, dataStore }
15 ) {
16
17 let offset = 0;
18 do {
19
20 const response = client.fetchSync(
21 `/api/now/table/sys_user?sysparm_fields=sys_domain_path%2

Cname%2C%20sys_id%2Cuser_name%2Cemail&sysparm_query=
emailISNOTEMPTY^active%3Dtrue&sysparm_limit=100&
sysparm_offset=${

22 offset }
23 `
24 );
25 if (!response.ok) {
26
27 console.log("Error status:", response.status, response.

statusText);
28 console.log("Error body:", response.textSync());
29 throw new Error("Network response was not ok");
30 }
31
32 console.log("fetch done");
33
34 const users = response.jsonSync().result;
35 console.log("users");
36
37 users.map((user) =>
38 console.log(
39 user.user_name,
40 user.name,
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41 user.email,
42 user.sys_domain_path,
43 user.name,
44 user.sys_id
45 )
46 );
47 dataStore.save(
48 User.tableModel,
49 users.map(
50 (user) =>
51 new User(
52 user.user_name,
53 user.name,
54 user.email,
55 user.sys_domain_path,
56 user.user_name,
57 user.sys_id
58 )
59 )
60 );
61
62 offset = offset + 100;
63 console.log(`offset: ${
64 offset }
65 `);
66 }
67 while (offset < 300);
68 }
69
70
71 function fullSyncGroups({
72 client, dataStore }
73 ) {
74
75 let offset = 0;
76 do {
77
78 const response = client.fetchSync(
79 `/api/now/table/sys_user_group?sysparm_query=active%3Dtrue&

sysparm_limit=100&sysparm_offset=${
80 offset }
81 `
82 );
83 if (!response.ok) {
84
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85 console.log("Error status:", response.status, response.
statusText);

86 console.log("Error body:", response.textSync());
87 throw new Error("Network response was not ok");
88 }
89
90
91 const groups = response.jsonSync().result;
92 groups.map((group) =>
93 console.log(
94 group.name,
95 group.name,
96 "/",
97 group.name,
98 group.sys_id,
99 group.parent.value

100 )
101 );
102 dataStore.save(
103 Group.tableModel,
104 groups.map(
105 (group) =>
106 new Group(
107 group.name,
108 group.name,
109 "/",
110 group.name,
111 group.sys_id,
112 group.parent.value
113 )
114 )
115 );
116 offset = offset + 100;
117 console.log(`offset: ${
118 offset }
119 `);
120 }
121 while (offset < 400);
122 }
123
124
125 function fullSyncUserGroupMapping({
126 client, dataStore }
127 ) {
128
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129 let offset = 0;
130 do {
131
132 const response = client.fetchSync(
133 `/api/now/table/sys_user_grmember?&sysparm_limit=100&

sysparm_offset=${
134 offset }
135 `
136 );
137 if (!response.ok) {
138
139 console.log("Error status:", response.status, response.

statusText);
140 console.log("Error body:", response.textSync());
141 throw new Error("Network response was not ok");
142 }
143
144
145 const mappings = response.jsonSync().result;
146 mappings.map((mapping) =>
147 console.log(mapping.user.value, mapping.group.value)
148 );
149 dataStore.save(
150 UserGroupMapping.tableModel,
151 mappings.map(
152 (mapping) =>
153 new UserGroupMapping(mapping.user.value, mapping.group.

value)
154 )
155 );
156 offset = offset + 100;
157 console.log(`offset: ${
158 offset }
159 `);
160 }
161 while (offset < 400);
162 }
163
164
165 integration.define({
166
167 synchronizations: [
168 {
169
170 name: "snowUserGroups", // Logical name
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171 fullSyncFunction: fullSync,
172 }
173 ,
174 ],
175 model: {
176
177 tables: [User.tableModel, Group.tableModel, UserGroupMapping.

tableModel],
178 }
179 ,
180 }
181 );
182 <!--NeedCopy-->

Synchronize data

April 26, 2021

As an administrator, you have detailed control on the synchronization schedules that you set. How‑
ever, you must pay attention to how you set the synchronization times to avoid jobs missing their
schedule. As a measure to help prevent this from occurring, we have randomized timetables for the
same time periods.

There are three types of jobs that are relevant:

• Full synchronization ‑ Optimized for huge data volumes which may take a lot of time to com‑
plete.

• Incremental synchronization ‑ Optimized for small but frequent updates.
• Notification jobs ‑ Evaluation of notification events and sending notification messages to the
target audience. Notification jobs run after each full synchronization, incremental synchroniza‑
tion, after service actions, and also independently.

Synchronization rules

To get started, for any given integration one full synchronization must finish successfully before any
incremental synchronization can run.

Only one type of job can run at any time for any given integration. For example, while a full synchro‑
nization is running, there cannot be an incremental synchronization running nor any notification job
running. It is the same situation for incremental synchronization and notification jobs.

However, several notification jobs can run at the same time. The maximum number of jobs for all
integrations combined is three per instance of Microapps service.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 520



Microapps

Itmight happen that the schedules for full synchronization and incremental synchronization overlap.
It is not possible topredictwhich succeedsandwhich fails. There areno rules governing this situation.
In this case, we rely on randomization and the limited throughput of three jobs per instance which
decreases theodds that a full synchronization and incremental synchronization start at the same time
and collide.

Synchronization that does notmeet its schedule

If a job doesn’t run on schedule, it is marked as misfired and the system attempts to schedule the
misfired job as soon as possible. Reasons youmight miss the schedule:

• There are already three other jobs currently running on this instance.
• A job takes longer to complete than what is set in the repeat interval. For example, you set
incremental synchronization for every 15minutes, but the job takes 20minutes to complete for
some reason.

Note

If any value in the primary key column is missing or has an invalid type, the record is skipped
during synchronization and a log warning is generated.

Veto rules in detail

Every time a job starts, the veto rules that can cancel the job are checked. Veto rules are different for
different types of jobs.

• For full synchronization, a job is vetoed if another notification/synchronization job is already
running for the same data integration. In this case, the job is retriggered in 5 seconds.

• For incremental synchronization, if there’s never been a successful full synchronization for the
integration the scheduler starts a full sync instead as a one‑time job. Also, as with the above,
a job is vetoed if another notification/sync job is already running for the same data integration
and the job is retriggered in 5 seconds.

• For notification events, a job is vetoed if there’s never been a successful full synchronization for
the integration. Notification jobs run concurrently. This means that several notification jobs
can run at the same time. However there is only one changelog table for each primary table for
optimization reasons. Therefore, there can only be one notification job updating the changelog
table at a time. As a result, while one notification job updates the changelog table, other notifi‑
cation jobs wait. When this is complete, the other notification jobs can run.

Set data synchronization

Pull data from your integrated applications to the Microapps platform so that a comparison can be
made to the cache. As a best practice, full synchronization is performed every 24 hours and incremen‑
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tal syncs can be configured to pull every five minutes.

Scheduled synchronization jobs run at the interval defined after the last successful run. For example,
if the interval is set to 5 minutes the job starts at 10.05, runs (for example for 15 minutes) and once
successful pauses for an interval of five minutes and starts again. Therefore the job starts at 10.05,
runs successfully until 10.20, and then starts again at 10.25.

1. From the Manage Microapps page, select the menu next to the integration for which you want
to set synchronization.

2. Select Synchronization.

3. Set Full and Incremental data synchronization values.

• Full Drops the local cache and pulls all data from the source system.

Important:

Running full synchronization can take a long time. We recommend running full syn‑
chronization at night or generally during off hours. You can cancel a data synchro‑
nization that is in progress at any time by selecting the X icon.

• Incremental Pulls only changed (new and updated) records. Does not load deleted data.

Important:

Not all APIs support incremental synchronization.

When you define daily orweekly synchronization, synchronization occurs randomly
within the timeslot that youselect. Forexample, selecting00‑04daily full synchronize
will run a full synchronize at a randomly selected time in that period.

4. Select Save.
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Note:

You can also select the arrow icons to run the integrations on demand if necessary.

Customization scenarios

December 12, 2019

After you set up your integration, customize your microapps. The following table shows four key use‑
case scenarios and the needed activities. You can review an overview of the following use‑case sce‑
narios, or follow the link to the appropriate scenario.

Create a microapp for
a template
integration

Customize an existing
microapp for a

template integration

Create a microapp for
a custom integration
that you built using
the HTTP Connector Import a microapp

Verify needed table
entities and add new
entities if necessary

Verify needed table
entities and add new
entities if necessary

Add entities, as
needed

Verify needed table
entities and add new
entities if necessary

Add a blank microapp Already exists Add a blank microapp Import a microapp

Create pages or
notifications or both

Create pages or
notifications or both,

or open existing
pages or notifications

Create pages or
notifications or both

Create pages or
notifications or both,

or open existing
pages or notifications

Customize the pages
and notifications

using the builder, and
customize

notification cards

Customize the pages
and notifications

using the builder, and
customize

notification cards

Customize the pages
and notifications

using the builder, and
customize

notification cards

Customize the pages
and notifications

using the builder, and
customize

notification cards

Manage access and
subscriptions

Manage access and
subscriptions

Manage access and
subscriptions

Manage access and
subscriptions

Create a microapp for
a template
integration

Customize an existing
microapp for a

template integration

Create a microapp for
a custom integration
that you built using
the HTTP Connector

Import a microapp
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Create amicroapp for a template integration

Add a microapp to suit your business needs. The template integration comes with a robust database
connection. Ensure the required table entities are already available, then use the Microapps builder
to create a microapp from scratch. Add new pages and notifications and then populate them.

Follow these steps:

• Verify needed table entities and add new entities if necessary
• Add the microapp
• Add pages or notifications or both
• Customize the pages and notifications using the builder
• Manage access
• Manage subscriptions

For full scenario details, see Create a microapp for a template integration.

Customize an existingmicroapp for a template integration

As with creating a microapp, you can add new pages and notifications. In this case, you can also edit
existing notifications and pages using the Microapps builder.

Follow these steps:

• Verify needed table entities and add new entities if necessary
• Add pages or notifications or both, or open existing pages or notifications
• Customize the pages and notifications using the builder
• Manage access
• Manage subscriptions

For full scenario details, see Customize an existing microapp for a template integration.

Create amicroapp for a custom integration that you built using the HTTP Connector

In this case, youhave tomanually adddatabase connections for custom integrations, then addanapp
and use the builder to create a microapp from scratch.

Follow these steps:

• Add entities, as needed
• Add the microapp
• Add pages or notifications or both
• Customize the pages and notifications using the builder
• Manage access
• Manage subscriptions
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For full scenario details, see Create amicroapp for a custom integration that you built using the HTTP
Connector.

Import amicroapp

Import amicroapp that you created in another instance. Then edit an existingmicroapp or add pages
and notifications.

Follow these steps:

• Upload the .mapp file containing the microapp to the Application Integration
• Verify needed table entities and add new entities if necessary
• Add pages or notifications or both, or open existing pages or notifications
• Customize the pages and notifications using the builder
• Manage access
• Manage subscriptions

For full scenario details, see Import a microapp.

Create a newmicroapp for a template integration

April 28, 2021

You can add a new microapp to suit your business needs. The template integration comes with a
robust database connection. Ensure the required table entities are already available, then use the
Microapps builder to create amicroapp from scratch. Add new pages and notifications and then pop‑
ulate them.

Follow these steps:

1. Verify needed table entities. Add new entities if necessary.
2. Add the microapp.
3. Add pages or notifications or both.
4. Customize the pages and notifications using the builder.
5. Manage access.
6. Manage subscriptions.

Verify needed table entities and add new entities if necessary

Check an existing integration to ensure that the tables that you require exist already in Microapps.
If you find a required table missing, you must add it. For more information, see Map database table
entities.
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1. From the Integrations page, select the menu next to the integration to which you want to add
amicroapp.

2. Select Edit.

The Tables page opens with an overview of how the database is divided into database tables.

3. To find your required table, select Edit Schema, and filter for the required entity and confirm
that it exists.

You are ready to add amicroapp.

Add amicroapp

Select from out‑of‑the‑box microapps or create a microapp from scratch. Once you add a new mi‑
croapp, it appears under the related integration on the Integrations page.

Before you begin, make sure you verified or added required table entities.

1. From the Integrations page, select the menu next to the integration to which you want to add
amicroapp.

2. Select AddMicroapp.

3. Choose one of the out‑of‑the‑box microapps or select Blank Template to build your own mi‑
croapp based on your business needs.
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After you add the blankmicroapp, it appears under the related integration on the Integrations
page.

4. Return to the Integrations page and selectBlankMicroapp from the list under the integration.

The Properties page opens.

5. Give it an appropriate name and description.

6. SelectMicroapp Icon and choose an appropriate icon frommenu. There are App Icons, Action
and Notification Icons, andMicroapps and Data icons fromwhich you can select.

You are ready to add a Page or Notification.

Add new pages and notifications

After you have your microapp ready and database entities prepared, you need to create Action Pages
or Notifications or both.
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Add Action Pages

Add an action page for this microapp. Select from the starting templates, then customize the page in
the builder.

Follow these steps:

1. Select the microapp to which you want to add a page.
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2. Select Pages, and Add New Page.

3. Give the Page a name.

4. Select a starting template for the page:

• Detail
• Form
• Table
• Static content

The following screenshot shows what the New Page screen looks like:

5. To set the table columns that you want your page to be prepopulated with, click Select Fields
and select related field names.

6. Select Set Columns, and Add.

The new page is added to the Pages list and is ready to be customized.

Add Event Notifications

Create triggers for events to be sent to the client application, such as new PTO request or notification
that a record changed. Select from the template types, then customize the event in the builder.

Follow these steps:

1. Select the microapp to which you want to add an event.

2. Select Create NewNotification at the bottom of the page.
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3. Give the Notification a name.

4. Select your desired trigger and notification type from the following:

• New Records ‑ Send notification when a new record is created.
• Changed records
• Matching record
• Delete records
• Periodic report
• Periodic notification (user action)
• Date reminder

The following screenshot shows what the NewNotification screen looks like:

5. Verify the data source and select your data table.

6. Select Add.

The new notification is added to theNotifications list and is ready to be configured.
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Customize the pages and notifications using the builder

For more information about customizing pages and notifications, see Page builder components and
Build event notifications.

Manage subscriptions

Managemicroapp subscribers to enable themicroapps for specific users and user groups within your
organization. For more information, see Assign subscribers.

Customize an existingmicroapp for a template integration

April 28, 2021

As with creating a newmicroapp, you can add new pages and notifications. In this case, you can also
edit existing notifications and pages using the Microapps builder.

Follow these steps:

1. Verify needed table entities. Add new entities if necessary.
2. Add pages or notifications or both or open existing pages or notifications.
3. Customize the pages and notifications using the builder.
4. Manage access.
5. Manage subscriptions.

Verify needed table entities and add new entities if necessary

Check an existing integration to ensure that the tables that you require exist already in Microapps.
If you find a required table missing, you must add it. For more information, see Map database table
entities.
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1. From the Integrations page, select the menu next to the integration to which you want to add
amicroapp.

2. Select Edit.

The Tables page opens with an overview of how the database is divided into database tables.

3. To find your required table, select Edit Schema, and filter for the required entity and confirm
that it exists.

You are ready to customize your microapp.

Add new pages and notifications

After you verify needed entities, you need to create Action Pages or Notifications or both.
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Add Action Pages

Add an action page for this microapp. Select from the starting templates, then customize the page in
the builder.

Follow these steps:

1. Select the microapp to which you want to add a page.
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2. Select Pages, and Add New Page.

3. Give the Page a name.

4. Select a starting template for the page:

• Detail
• Form
• Table
• Static content

The following screenshot shows what the New Page screen looks like:

5. To set the table columns that you want your page to be prepopulated with, click Select Fields
and select related field names.

6. Select Set Columns, and Add.

The new page is added to the Pages list and is ready to be customized.

Add Event Notifications

Create triggers for events to be sent to the client application, such as new PTO request or notification
that a record changed. Select from the template types, then customize the event in the builder.

Follow these steps:

1. Select the microapp to which you want to add an event.

2. Select Create NewNotification at the bottom of the page.
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3. Give the Notification a name.

4. Select your desired trigger and notification type from the following:

• New Records ‑ Send notification. when a new record is created.
• Changed records
• Matching record
• Delete records
• Periodic report
• Periodic notification (user action)
• Date reminder

The following screenshot shows what the NewNotification screen looks like:

5. Verify the data source and select your data table.

6. Select Add.

The new notification is added to theNotifications list and is ready to be configured.
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Customize the pages and notifications

For more information about customizing pages and notifications, see Page builder components and
Build event notifications.

Manage subscriptions

Managemicroapp subscribers to enable themicroapps for specific users and user groups within your
organization. For more information, see Assign subscribers.

Create a newmicroapp for a custom integration that you built using the
HTTP Connector

April 28, 2021

In this case, you have to manually add database connections for custom integrations, then add a mi‑
croapp and use the Microapps builder to create a microapp from scratch.

Follow these steps:

1. Add entities, as needed.
2. Add the microapp.
3. Add pages or notifications or both.
4. Customize the pages and notifications using the builder.
5. Manage access.
6. Manage subscriptions.

Add entities

Since you added this integration, youneed to add all required entities. Formore information, seeMap
database table entities.
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Add amicroapp

Select from out‑of‑the‑box microapps or create a microapp from scratch. Once you add a new mi‑
croapp, it appears under the related integration on the Integrations page.

Before you begin, make sure you verified or added required table entities.

1. From the Integrations page, select the menu next to the integration to which you want to add
amicroapp.

2. Select AddMicroapp.

3. Choose one of the out‑of‑the‑box microapps or select Blank Template to build your own mi‑
croapp based on your business needs.

After you add the blankmicroapp, it appears under the related integration on the Integrations
page.

4. Return to the Integrations page and selectBlankMicroapp from the list under the integration.

The Properties page opens.

5. Give it an appropriate name and description.

6. SelectMicroapp Icon and choose an appropriate icon frommenu. There are App Icons, Action
and Notification Icons, andMicroapps and Data icons fromwhich you can select.
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You are ready to add a Page or Notification.

Add new pages and notifications

After you have your microapp ready and database entities prepared, you need to create Action Pages
or Notifications or both.
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Add Action Pages

Add an action page for this microapp. Select from the starting templates, then customize the page in
the builder.

Follow these steps:

1. Select the microapp to which you want to add a page.

2. Select Pages, and Add New Page.

3. Give the Page a name.

4. Select a starting template for the page:

• Detail
• Form
• Table
• Static content

The following screenshot shows what the New Page screen looks like:

5. To set the table columns that you want your page to be prepopulated with, click Select Fields
and select related field names.

6. Select Set Columns, and Add.

The new page is added to the Pages list and is ready to be customized.
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Add Event Notifications

Create triggers for events to be sent to the client application, such as new PTO request or notification
that a record changed. Select from the template types, then customize the event in the builder.

Follow these steps:

1. Select the microapp to which you want to add an event.

2. Select Create NewNotification at the bottom of the page.

3. Give the Notification a name.

4. Select your desired trigger and notification type from the following:

• New Records ‑ Send notification. when a new record is created.
• Changed records
• Matching record
• Delete records
• Periodic report
• Periodic notification (user action)
• Date reminder

The following screenshot shows what the NewNotification screen looks like:
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5. Verify the data source and select your data table.

6. Select Add.

The new notification is added to theNotifications list and is ready to be configured.

Customize the pages and notifications using the builder

For more information about customizing pages and notifications, see Page builder components and
Build event notifications.

Manage subscriptions

Managemicroapp subscribers to enable themicroapps for specific users and user groups within your
organization. For more information, see Assign subscribers.
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Import amicroapp

April 28, 2021

Import a microapp that you created in another instance. You can then edit or add pages or notifica‑
tions or both.

Follow these steps:

1. Upload the .mapp file containing the microapp to the Application Integration.
2. Verify needed table entities. Add new entities if necessary.
3. Add pages or notifications or both or open existing pages or notifications.
4. Customize the pages and notifications using the builder.
5. Manage access.

Upload .mapp file containing themicroapp to the Application Integration

After youupload thenewmicroapp, it appearsunder the related integrationon the Integrationspage.

1. From the Integrations page, select the menu next to the integration to which you want to add
amicroapp.

2. Select Import, choose a microapp file that you have available in .mapp format, and drag it to
the import panel.

After you add the imported microapp, it appears under the related integration on the Integrations
page.

1. To modify details for the microapp, return to the Integrations page and select the newly im‑
portedmicroapp from the list under the integration.

The Properties page opens.

2. Change the microapp’s name and description if needed.

3. If needed, select Microapp Icon and choose an appropriate icon from menu. There are App
Icons, Action and Notification Icons, and Microapps and Data icons from which you can se‑
lect.

You are ready to verify and add required table entities.
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Verify needed table entities and add new entities if necessary

Check an existing integration to ensure that the tables that you require exist already in Microapps.
If you find a required table missing, you must add it. For more information, see Map database table
entities.

1. From the Integrations page, select the menu next to the integration to which you want to add
amicroapp.

2. Select Edit.

The Tables page opens with an overview of how the database is divided into database tables.

3. To find your required table, select Edit Schema, and filter for the required entity and confirm
that it exists.

You are ready to customize your microapp.

Add new pages and notifications

After you verify needed entities, you need to create Action Pages or Notifications or both.

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 543

https://docs.citrix.com/en-us/citrix-microapps/add-a-custom-application-integration/map-database-table-entities.html
https://docs.citrix.com/en-us/citrix-microapps/add-a-custom-application-integration/map-database-table-entities.html


Microapps

Add Action Pages

Add an action page for this microapp. Select from the starting templates, then customize the page in
the builder.

Follow these steps:

1. Select the microapp to which you want to add a page.
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2. Select Pages, and Add New Page.

3. Give the Page a name.

4. Select a starting template for the page:

• Detail
• Form
• Table
• Static content

The following screenshot shows what the New Page screen looks like:

5. To set the table columns that you want your page to be prepopulated with, click Select Fields
and select related field names.

6. Select Set Columns, and Add.

The new page is added to the Pages list and is ready to be customized.

Add Event Notifications

Create triggers for events to be sent to the client application, such as new PTO request or notification
that a record changed. Select from the template types, then customize the event in the builder.

Follow these steps:

1. Select the microapp to which you want to add an event.

2. Select Create NewNotification at the bottom of the page.
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3. Give the Notification a name.

4. Select your desired trigger and notification type from the following:

• New Records ‑ Send notification. when a new record is created.
• Changed records
• Matching record
• Delete records
• Periodic report
• Periodic notification (user action)
• Date reminder

The following screenshot shows what the NewNotification screen looks like:

5. Verify the data source and select your data table.

6. Select Add.

The new notification is added to theNotifications list and is ready to be configured.
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Customize the pages and notifications using the builder

For more information about customizing pages and notifications, see Page builder components and
Build event notifications.

Manage subscriptions

Managemicroapp subscribers to enable themicroapps for specific users and user groups within your
organization. For more information, see Assign subscribers.

Assign subscribers

April 28, 2021

Manage your microapps’ subscribers to enable the microapp pages and notifications for specific
users and user groups within your organization. Subscriptions are managed as individual users
or as groups. Subscriptions are managed at the microapp level and assigned to each microapp
individually.

Enable administrator access

Before you begin, grant correct administrator access to add subscribers to your microapps. Use this
delegated permissions process to enable administrators to add subscribers.

1. After signing in to Citrix Cloud, select Identity and Access Management from the menu, and
select Administrators.

The console shows all the current administrators in the account.

2. Locate the administrator that youwant tomanage, select themenu (ellipsis) button, and select
Edit Access.

3. Select Custom access.

4. Ensure the following check boxes are selected and then select Save:

• Under General Management, select Domains and Library.
• UndermicroappsNew, select Administrator, Full Access.
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Repeat this procedure for all administrators who need to add subscribers. For more information
about managing administrators including adding new administrators, see Add administrators to a
Citrix Cloud account.

Note:

Granting domains and library admin access allows administrators to assign resources. Formore
information, see Assign users and groups to service offerings using Library.

Manage subscribers

Now add specific users and user groups within your organization. Remember, subscriptions areman‑
aged at themicroapp level and assigned to eachmicroapp individually. To subscribe users to a subset
of functionalities it is better to separate applications into multiple microapps.

Follow these steps:

1. From the Integrations page, select themicroapp that youwant to add subscribers to, and select
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Subscriptions.

2. UnderStep1: Chooseadomain, select thedomain that youwould like touse for thismicroapp.

3. UnderStep 2: Choose a groupor user, use the search to find the groups or users that youwant
to subscribe to the microapp. Select one or more groups or users.

Subscribers are shown in the following subscribers list. You can check to make sure that their status
shows as Subscribed.
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Note:

After you unsubscribe users or groups from a microapp, there is a delay of approximately five
minutes until changes take effect in Citrix Workspace. During this time, users can still access
these affectedmicroapps in Citrix Workspace.

Where to go next

To learn more about defining identity providers and accounts, see Identity and Access Management.

Optimize workflows

March 31, 2022

Simplify valuable workflows with Citrix Workspace, harnessingmicroapp technology with out‑of‑the‑
box templates available today. These use cases give employees a consistent andmodern experience
independent of the legacy systems they leverage, providing a simplified and effective way to perform
important departmental workflows.

Workspace Tools Starter Pack

With Citrix Workspace, companies can provide a consistent work experience on any device, enabling
employees to quickly find the IT resources that they need, when they need them. Leveraging a new
portfolio of employee engagement and self‑service microapps within the workspace, organizations
can reduce time spent by employees on IT tasks, improve overall employee NPS for IT services, and
consistently communicate and share relevant information with employees.

This starter pack is our guide for IT admins leveraging Citrix Workspace to improve employee experi‑
ence and offers easy tools provided by Citrix to engage employees, monitor usage and feedback and

© 1999–2023 Cloud Software Group, Inc. All rights reserved. 550

https://docs.citrix.com/en-us/citrix-cloud/citrix-cloud-management/identity-access-management.html


Microapps

measure theROI of investing in abest class digital experience as you roll outWorkspace to employees.

Integration options include Citrix Cloud admin status, Citrix DaaS self‑service apps, employee broad‑
cast, FAQ and surveys to measure engagement, get feedback and understand employee satisfaction
with Citrix Workspace.

Recommended apps and integrations:

• Citrix Cloud admin status
• Citrix DaaS self‑service
• Employee Broadcast
• Employee FAQ
• Employee Experience Survey

To find out more, see Workspace Tools Starter Pack.

IT Self‑service

IT Self‑serviceworkflows enable employees to quickly find the IT resources that they need, when they
need them. Leveraging this newportfolio of IT Self‑servicemicroappswithin theworkspace, organiza‑
tions can reduce time spent by employees on IT tasks, improve overall employee NPS for IT services,
and reduce IT case volume.

This use case is available through the Microapps service via our out‑of‑the‑box template integrations
with:

• ServiceNow integration: Submit Incident microapp and Incidents microapp
• Zendesk integration: Add Ticket microapp and Tickets microapp
• Jira: Create Ticket microapp and Tickets microapp

To find out more, see IT Self‑service.

HR Self‑service

It is more essential than ever that businesses rethink their people strategies, placing new emphasis
on delivering a best‑in‑class employee experience that differentiates and elevates the business. Us‑
ing this new portfolio of HR self‑service microapps within the workspace, organizations can improve
process efficiency, time savings and reduce HR case volume.

This use case is available through the Microapps service via our out‑of‑the‑box template integrations
with:

• Workday integration: Create PTO Request microapp and PTO Balance microapp
• SAP SuccessFactors: Directory microapp and Learning microapp
• Kronos Workforce Central: Request Time Offmicroapp and My Accrual Balance microapp

To find out more, see HR Self‑service.
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Sales Productivity

Your Sales teams are critical to your organization. Empower them to spend more time driving busi‑
ness, and less time searching for information and inputting notes across multiple systems. Using the
new Sales Productivity microapps within the workspace, organizations can accelerate time‑to‑close
through greater account insights, increase visibility of sales exceptions and process delays, and re‑
duce time spent on administrative tasks. Simplify workflows like lead creation, opportunity conver‑
sion, and task management.

This use case is available through the Microapps service via our out‑of‑the‑box template integrations
with:

• Salesforce integration: Create Lead, Create Contact, Create Contract, Create Opportunity, Cre‑
ate Task, Contracts, and Opportunities microapps

• MS Dynamics CRM integration: Create Lead, Create Contact, Create Opportunity, Create Task,
and Opportunities microapps

To find out more, see Sales Productivity.

EmployeeWell‑being

Deliver aworkspace that integrateswell‑being into theway people like towork. There’s no doubt that
employeescanbenefit fromwell‑being tools thathelp themmanage the stressandcomplexitiesof the
workday. The challenge is getting those tools to employees without adding yet another item to their
to‑do list. Teams can use CitrixWorkspace technology to improve the overall employee experience by
delivering well‑being tools and resources within an intelligent feed.

This use case is available through the Microapps service via our out‑of‑the‑box template integrations
with Citrix Podio. Available microapps include:

• Broadcastmicroapps –Customize and sendadynamicmessage to employees’ intelligent feeds.
• FAQmicroapp – Compile a list of FAQs or table of information, communicated and expandable
within employees’ intelligent feeds.

To find out more, see Employee Well‑being.

Video resources

Check out these videos for demos of these workflows:

IT Self‑service microapp Demo

HR Self‑service microapp Demo

Sales Productivity microapp Demo

Employee Well‑being Demo
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