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Secure Access extension

Secure access to SSH apps within the browser

July 29, 2026

Citrix Secure Private Access is integrated with Chrome Enterprise Premium to enable secure SSH ses-
sions directly within the browser. This integration enhances security and streamlines access for ad-
ministrators and users.

Organizations require secure remote administration of SSH-based systems. Traditional methods us-
ing standalone SSH clients pose risks by exposing endpoints to unmanaged environments and lacking
robust Data Loss Prevention (DLP) enforcement, making compliance challenging.

The SSH sessions are now launched within the Chrome browser instead of standalone SSH clients,
reducing dependency on local installations and improving compliance.

Note:
+ This feature is applicable for Chrome Enterprise Premium integrated Secure Private Access
setup for hybrid and cloud deployments. For details, see the following topics:

+ You must have admin rights to configure Secure Private Access and Chrome Enterprise Pre-
mium policies.

+ Connections to FreeBSD servers are not supported.

Benefits of this integration

This integration offers the following key benefits:

« Enhanced security: Eliminates reliance on unmanaged SSH clients, reducing exposure to se-
curity risks.

« Simplified access: Provides browser-native access, removing the need for additional software
installations.

« Compliance: Enforces corporate DLP policies directly within the browser, helping meet regula-
tory requirements.

+ Operational efficiency: Reduces IT overhead associated with endpoint management and
client deployment.

Use cases

This feature supports various use cases such as:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 2



Secure Access extension

+ Healthcare kiosks: Enables secure SSH access for device troubleshooting without installing
native clients.

+ IT administration: Allows administrators to securely access Linux servers from managed
Chrome browsers with enforced DLP policies.

+ Contractor access: Provides temporary SSH access for third-party vendors without compro-
mising the organization’s security posture.

System requirements

Ensure that your environment meets the following requirements:

« Latest version of Chrome Enterprise Premium.
« Citrix Secure Private Access is configured for the integration.
« Access policies to allow SSH traffic must be created in the Secure Private Access admin console.

Prerequisites

Ensure that the following prerequisites are met for enabling secure access to SSH applications:

« Citrix Secure Private Access is configured with Google Chrome Enterprise Premium integration.
For details, see Integration with Google Chrome Enterprise Premium.

« The end user has installed the latest Google Chrome browser with the Citrix Secure Access
browser extension.

« For the deployment specific prerequisites, see the following topics:

+ Cloud deployment - Get started with Citrix Secure Private Access
« Hybrid deployment —System requirements and prerequisites

Configure Secure Private Access for SSH access

1. Login to Citrix Cloud and then click Secure Private Access.
2. Inthe admin console, Click Applications > App Configuration, and then click Add an app.

3. Configure the SSH app as a TCP/UDP app within Secure Private Access.

« The app can have an exact IP address or a range, FQDN, or host name of the server.
« SSHis supported over default and non-default ports.

4. Assign access to relevant user groups.
For detailed information on creating a TCP/UDP app, see the following topics.

+ Cloud deployment - Support for TCP/UDP apps
+ Hybrid deployment —Support for TCP/UDP apps
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Access the SSH app

The SSH app access button is visible to the end-user in the extension Ul irrespective of whether it is

configured or not. If not configured, the user cannot access the SSH-based application.

» Type CitrixSSHand hittabin the URL bar, then enter the IP address and hit enter to start an

SSH session.
v & Newtab X +

C (G citrixssh

« Alternatively, you can click the extension icon and click SSH from the menu.

v & New tab X ar
c G Search Google or type a URL
cifnx
‘G' Secure Access
Tool
N & ®
S ’ € SSH Client Remote Deskt..
<

+ Port 22 s filled in by default. You can choose to change the port number as required.

Note:

Enter your user name and password. Only the user name and password-based authentica-

tion is supported.
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v @ CiuixSSH X+

G % sshnetscalergateway.net/citrixssh/SSH.html

= cirix

SSH Client

Connect to SSH Client

¥ Favourites

w

No favourites added yet

* ® o @ 00

& Connection Details

Enter Hostname/IP address

E.g. 10.30.40.50
Username
Enter Username

Password

Enter Password

Y8 Add as favourite

22

© work

« You can also save sessions as favorites.

Add to Favorites

Favorite Name:

[ Mail Server

IP Address / Hostname:

10.20.30.40:22

“ Cancel

Secure access to RDP apps within the browser

July 29, 2026
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Citrix Secure Private Access is integrated with Chrome Enterprise Premium to enable secure RDP ses-
sions directly within the browser. This integration enhances security and streamlines access for ad-
ministrators and users.

Traditional remote desktop access often relies on native RDP clients, which typically lack browser-
based DLP enforcement. This deficiency can increase security risks, especially in unmanaged environ-
ments, and make compliance challenging. Organizations require a secure, compliant, and simplified
solution for remote access that addresses these concerns.

This integration enables admins to enforce enterprise-grade DLP controls such as clipboard control
and screenshot prevention.

Note:

+ This feature is applicable for Chrome Enterprise Premium integrated Secure Private Access
setup for hybrid and cloud deployments. For details, see the following topics:

+ You must have admin rights to configure Secure Private Access and Chrome Enterprise Pre-

mium policies.

Unsupported features:

The following features are not supported:

+ Clipboard sharing
+ Audio/WebCam/SmartCard/USB redirection
« Two-factor and biometric authentication

Benefits of this integration

This integration offers the following key benefits:

+ Security: Prevents data leakage during remote sessions by enforcing granular DLP policies.

« Compliance: Helps meet regulatory requirements for sensitive environments through robust
security controls.

« Ease of use: Eliminates the need for installing separate RDP clients, simplifying user access and
deployment.

+ Flexibility: Supports secure RDP access from managed Chrome browsers, providing a consis-
tent and secure experience.

Use cases

This feature supports various use cases such as:
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+ Enterprise contractors: Provides secure remote desktop access for third-party vendors with-
out compromising internal security.

» Healthcare staff: Enables secure access to Windows systems from kiosks or shared worksta-
tions in healthcare settings.

« IT support: Allows IT personnel to troubleshoot remote desktops without requiring additional
software installations.

System requirements

Ensure that your environment meets the following requirements:

« Latest version of Chrome Enterprise Premium.
« Citrix Secure Private Access is configured for the integration.
+ Access policies to allow RDP traffic must be created in the Secure Private Access admin console.

Prerequisites

Ensure that the following prerequisites are met for enabling secure access to RDP applications:

« Citrix Secure Private Access is configured with Google Chrome Enterprise Premium integration.
For details, see Integration with Google Chrome Enterprise Premium.

« The end user has installed the latest Google Chrome browser with the Citrix Secure Access
browser extension.

« For the deployment specific prerequisites, see the following topics:

+ Cloud deployment - Get started with Citrix Secure Private Access
« Hybrid deployment —System requirements and prerequisites

Configure Secure Private Access for RDP access

1. Login to Citrix Cloud and then click Secure Private Access.
2. Inthe admin console, Click Applications > App Configuration, and then click Add an app.

3. Configure the RDP app as a TCP/UDP app within Secure Private Access.

« The app can have an exact IP address or a range, FQDN, or host name of the server.
« RDP is supported over default and non-default ports.

4. Assign access to relevant user groups.
For detailed information on creating a TCP/UDP app, see the following topics.

+ Cloud deployment - Support for TCP/UDP apps
+ Hybrid deployment —Support for TCP/UDP apps
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Access the RDP app

The RDP app access button is visible to the end-user in the extension Ul irrespective of whether it is
configured or not. If not configured, the user cannot access the RDP-based application.

« Users can access the Remote Desktop app directly from the extension Ul.

v & Newtab X +

c G Search Google or type a URL ® O

Gitrix
‘i' Secure Access

Tools

Gioegle=

+ Users are presented with a login screen to authenticate.

2|

Remote Deskt

Note:

Only the user name and password-based authentication is supported. You can also enter
the domain name for the authentication.

v @ CitrixROP x O = a 3

[¢] 23  rdp.netscalergateway.net/citrixrdp/RDP.html| o W @ o0 0 @ O °ww

cifrix

Remote Desktop

Connect to Remote Desktop

v Favourites & Connection Details

S 7 Server Address

10.222.102.35 3389
No favourites added yet

Username

administrator

Password

Domain (Optional)

Enter Domain name

8 Add as favourite

gnneci

+ Users can save the frequently used Remote Desktop connections as favorites for quick access.
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Add to Favorites

Favorite Name:

{ Mail Server 1

Server Address:

10.20.30.40:3389

“ Cancel

Anti-keylogging control

August 3, 2026

Cybercriminals use malicious software such as keyloggers to steal sensitive information, such as pass-
words, credit card numbers, and confidential company data.

The Citrix Secure Access browser extension for Chrome Enterprise Premium (CEP) supports anti-
keylogging to help protect your data. This feature scrambles keystrokes so that if a malicious
program attempts to capture typed input, it records only unreadable characters while the actual text
is securely delivered to your work applications.

Supported deployments: Citrix Secure Private Access service and hybrid deployments.
Supported platforms: Windows 11 and later.

Note:

Anti-keylogging is not supported for native RDP sessions.

Prerequisites

Ensure that the following prerequisites are met before enabling anti-keylogging:

« CWA version 2603 and later is installed.
« Integration between Citrix Secure Access and Chrome Enterprise Premium (CEP) is complete.
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Configure the anti-keylogging policy

=

. Login to the Secure Private Access admin console.
2. Go to Policies > Browser Policies, and then click Create browser policy.
3. Select Anti-keylogging, and then click Manage.

4. Click Add Rule to add rules for the users to enable anti-keylogging.

a) Enter the name for the rule and click Next.

b) Select conditions based on your requirement such as user or group. You can also add con-
ditions such as Geo-location, Network location, and Device posture check.

c) Click Next.

5. Click Save.

The number of rules configured for the anti-keylogging policy appears in the Browser Policies
> Anti-keylogging tab.

Clipboard container control

August 3, 2026

Deployments that use Chrome for web access and VDI for native applications can use the Clipboard
container feature to control data sharing between the browser and VDI sessions. Clipboard data is
transferred directly between Citrix sessions without being written to the local endpoint clipboard.
This improves security while still giving users flexibility to work across both environments.

Supported deployments: Secure Private Access service and hybrid deployments.

Supported platforms: Windows.

Prerequisites

Ensure that the following prerequisites are met:

« Citrix Workspace app 2603.10 or later.
« Windows VDA running 2507 LTSR ot later.

« For existing Citrix Virtual Apps and Desktops environments, enable the following:

« Cross clipboard container with Daa$ feature. For details, see Cross clipboard container
with DaaS. This feature is currently available as a preview in DaaS.
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+ Clipboard Sharing Scope registry. For details, see Enable the Clipboard Sharing Scope
registry.

Enable Clipboard Container control

[y

. Login to the Secure Private Access admin console.

2. Go to Policies > Browser Policies, and then click Create browser policy.

w

. Select Clipboard container, and then click Manage.

N

. Click Add Rule to add rules for the clipboard share between VDA and browser.

a) Enter the name for the rule and click Next.

b) Select conditions based on your requirement such as user or group. You can also add con-
ditions such as Geo-location, Network location, and Device posture check.

c) Click Next.
d) Define the URL and Secure Private Access applications to allow clipboard sharing.

e) Select the policy scope.

+ Apply to entire browser —The policy governs all clipboard activity in the managed pro-
file.

« Apply to specific applications and URLs —The policy is limited to selected applications
and the URL/domain patterns entered.

+ Select Application —Select the specific published applications using the application
picker.
« URL or Domain - Enter the URL or the domains of the specific application.
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Edit Rule X
Rule details Step 3: Actions
Conditions
STORE
Actions com -
cepspastagingdema.cloudburrito.com
(4) Summary pepestagned
cepspastagingdemo? cloudburrito.com
s
Policy scope
Apply to entire brawser
@ Apoly to specific applications and URLS
Applications
Select application Select
[ elect oslcar Q) Comin )
URL or Domain
cnn.com”
%
Copy from Virtual Apps & Desktops to Web ADPPs [/ @
Enable users to copy content from virtual apps and paste into web browsers or SeaS
applications
Policy scope
Q Select
application
hitps: vy 3schools. com™
%
(-

5. Click Save.

The number of rules configured for the clipboard container policy appears in the Browser Poli-

cies > Clipboard container tab.

Enable the Clipboard Sharing Scope registry

Perform the following steps to enable the Clipboard Sharing Scope registry:

1. Open the Windows Registry Editor using regedit.exe.

2. Navigate to HKEY_LOCAL_MACHINE\Software\Citrix\Clipboard.
3. Create a REG_DWORD [DWORD (32 bit)] value named ClipboardSharingScope.

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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ﬁ Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Clipboard

v Citrix
Citrix Virtual Desk
CitrixUpgradeAgt
Clipboard
CtxExceptionHan
CtxHook
Director
FileTransfer
Graphics
GroupPolicy
HDX-Direct
HDXMediaStrean
Ica
IcaConfigTool
Icalme
lcak2m
ImageAnalysis
Install
InstalledProducts

A || Name Type

Data

(value not set)

ab| (Default REG SZ
2! ClipboardSharingScope REG_DWORD

(x00000002 (2) |

The ClipboardSharingScope policy controls where VDA clipboard data can be shared. Until the new

DDC policy is available, this setting can be configured using the preceding registry key.

Supported value

0

Scope

Unlimited

VDA only

CEP only

VDA and CEP

Description

Clipboard data is copied to the
client system clipboard and can
be accessed by the Client, VDA,
and CEP.

Clipboard data is accessible
only to the VDA. The client
system clipboard and CEP
cannot access the clipboard
content.

Clipboard data is accessible
only to CEP. The client system
clipboard and VDA cannot
access the clipboard content.
Clipboard data is accessible to
both the VDA and CEP. The
client system clipboard cannot
access the clipboard content.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

13



Secure Access extension

h
B Reoit =
File Edit View Favorites Help
Clomputer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Clipboard
v Citrix ~ || Name Type Data
Ef"f":"‘"‘::“ 28] (Default) REG_SZ (value not set)
|?r|x pgradeAge uCIlpbcavdShanngSmpe REG_DWORD 0x00000002 (2)
Clipboard
CtxExceptionHan
CtxHook
Director Edit DWORD (32-bit) Value X
FileTransfer - )
Graphics #"m'
GroupPolicy |Chpboad5hang§oope
HDX-Direct Value data: Base
edeSueen 2 SIS
lca
Decimal
IcaConfigTool o
Icalme
Icak2m Cancel
ImageAnalysis
Install
InstalledProducts
Note:

« The CEP only (2) and VDA and CEP (3) modes are designed to work with the Clipboard Con-
tainer feature in the CEP extension.

« When the Clipboard Container policy is enabled, only administrator-configured URLs are
allowed to exchange clipboard data with the VDI.

« Content copied from the approved web applications can be pasted into the VDI.

+ Content copied from the VDI can be pasted only into administrator-configured,
paste-allowed URLs.

« Ifauserattempts to paste VDI clipboard contentinto a website thatis notincluded
in the policy, the paste operation is blocked and an error message appears.

Domain suffix for web applications

August 3, 2026

In scenarios where users enter short, internal host names in the browser (for example, sw or
server001), the domain suffix feature automatically appends the DNS suffix and converts them
into Fully Qualified Domain Names (FQDNs) using browser-managed DNS suffix policies instead of
relying on the operating system’s DNS suffix configuration.

The DNS suffix feature is supported on both Windows and macOS platforms, and consistently applies
across common URL entry formats, including:

o SW
« http://sw
« https://sw/
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o sw/
« http:
« https:

Supported deployments: Secure Private Access service and hybrid deployments.
Supported platforms: Windows and macOS.

Prerequisites

Ensure that the integration of Citrix Secure Access with Chrome Enterprise is configured. For details,
see Integration with Google Chrome Enterprise Premium.

Configure DNS suffix

[a—y

. Login to the Secure Private Access admin console.

N

a) Go to Policies > Browser Policies, and then click Create browser policy.

w

. Select DNS suffix, and then click Manage.

N

. Click Add Rule to add rules for the domain to be added to your URL.

a) Enter the name for the rule and click Next.

b) Select conditions based on your requirement such as user or group. You can also add con-
ditions such as Geo-location, Network location and Device posture check.

c) Click Next.

d) Define the domain that you want to append for access.

Add Rule X

Rule details Step 3: Actions
DNS suffix ™
Conditions
test.com
Actions Specify the DNS suffix to append to hostnames

without fully qualified domain names. Enter the

(+) Summary

5. Click Save.

The number of rules configured for the DNS suffix policy appears in the Browser Policies > DNS
suffix tab.

Session recording control

July 31, 2026

© 1997-2026 Citrix Systems, Inc. All rights reserved. 15


https://docs.citrix.com/en-us/citrix-secure-private-access/service/secure-private-access-integration-with-cep.html

Secure Access extension

Session recording records, catalogs, and archives sessions for retrieval and playback.

Session recording offers the following key benefits:

+ Provides flexible policies to trigger recordings of application and desktop sessions automati-
cally.

« Enables IT personnel to monitor and examine user activity, and supports internal controls for
regulatory compliance and security monitoring.

« Aids technical support by speeding up problem identification and reducing time-to-resolution.

For details, see Benefits.
Supported deployments: Secure Private Access service and hybrid deployments.
Note:

Session recording for web/SaaS apps is not supported for ARM64 deployments.

Supported platforms: Windows

Pre-requisites

« Citrix Workspace app for Windows 2603.10 or later
« Endpoint analysis (EPA) version: 26.5.1.7 and later

Configure session recording

1. Set up Citrix Session Recording service. For details, see Citrix Session Recording service.

2. Configure session recording in Secure Private Access.

a) Login to the Secure Private Access admin console.

b) Go to Policies > Browser Policies, and then click Create browser policy.
c) Select Session recording, and then click Manage.

d) Click Add Rule to add rules for enabling session recording.

i. Enter the name for the rule and click Next.
ii. Select conditions based on your requirement such as user or group. You can also add
conditions such as Geo-location, Network location and Device posture check.
iii. Click Next.

The policy scope applies to the entire managed profile of the Google Chrome browser.

e) Click Save.
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The number of rules configured for the session recording policy appears in the Browser Policies
> Session recording tab.

View your recordings

You can view your recordings in the same console where you configured the session recording. For
details, see View recordings.

What is recorded?

All windows of the user’s work profile are recorded. All windows refer to windows of the user’s work
profile in Google Chrome. The following scenarios describe recording behavior:

+ Multiple windows on a single monitor: All windows are recorded.

« Multiple windows on multiple monitors: All windows are recorded.

+ Windows notin focus: All windows are recorded regardless of whether they are in focus on the
user’s screen.

+ Partially visible or covered windows: The entire window is still recorded even if it is partially
visible or covered by another app. A window cannot be hidden behind another app to avoid
recording.

+ Minimized windows: The recording displays a black rectangle instead of the window content.

 Anti-screen capture enabled: If anti-screen capture is enabled for the active website in a win-
dow, the recording displays a black rectangle instead of the window content.

Browser session reauthentication control

July 31, 2026

Citrix Secure Private Access allows administrators to enforce session timeout policies for Chrome En-
terprise Premium (CEP) browser sessions. Users are required to re-authenticate after a configured
session duration, regardless of browser activity. This strengthens Zero Trust access controls for appli-
cations accessed through the Google Chrome work profile.

Once a session expires, users must re-authenticate with enterprise credentials and multifactor au-
thentication (MFA). Successful reauthentication restores their last active page and restarts the session
timer.

Supported deployments: Secure Private Access service and hybrid deployments.

Supported platforms: Windows, macOS, Linux, ChromeOS.
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Enable Browser session reauthentication control

=

. Login to the Secure Private Access admin console.
2. Go to Policies > Browser Policies, and then click Create browser policy.
3. Select Browser session reauthentication, and then click Manage.

. Click Add Rule to add rules to enable browser session reauthentication.

N

a) Enterthe name for the rule and click Next.

b) Select conditions based on your requirement such as user or group. You can also add con-
ditions such as Geo-location, Network location, and Device posture check.

c) Click Next.

d) Configure the following:

+ Reauthentication interval: The duration of a browser session before the user is required
tore-authenticate. Theinterval can be set between 5 minutes and 14 days, and configured
in minutes, hours, or days.

+ First warning banner time: A dismissible warning banner to be displayed to the user be-
fore their browser session expires. The value can be set between 5 and 60 minutes before
expiry. A second warning banner appears when 2 minutes are left, followed by a session-
expired overlay when the session ends.

« Identity provider domains: The fully qualified domain names (FQDNs) of your identity
providers as comma-separated values. You can specify between 1 and 25 domains. Ses-
sion banners and blocking overlays are suppressed on IdP pages to ensure that the au-
thentication flow remains uninterrupted. Cookies for these domains are cleared when the
session expires to ensure that the old session is fully removed. Wildcards are supported
(for example, *.auth0.com).

© 1997-2026 Citrix Systems, Inc. All rights reserved. 18



Add Rule ¢

¥) Ruledetails Step 3: Actions

Configure the reauthentication interval, when warning banners appear before session expiry, and which identity provider
®) Conditions domains should be excluded from session expiry overlays.

Reauthentication interval

e Actions How long a browser session lasts before the end user is required to log back in (minimum 5 minutes, maximum 14 days)

24 ]

hours v/ }

(4) Summary

First warning banner time

A dismissible information banner shown to the end user before their browser session expires (minimum 5 minutes, maximum 60
minutes). A final warning banner appears at 2 minutes remaining (also dismissible), followed by the browser session expired
overlay when the session ends.

minutes before logout

Identity provider domains

Enter the fully qualified domain names (FQDNs) of your identity providers as comma-separated values (minimum 1 domain,
maximum 25 domains). IDP pages never show session banners or blocking overlays, even during session expiry. This ensures the
authentication flow remains accessible. Cookies for these domains will also be cleared so the old session is fully removed.
Wildcards are supported (such as *.authO.com).

*.auth0.com

' Cancel } ( Back ) @

5. Click Next and then click Save.

The number of rules configured for the clipboard container policy appears in the Browser Poli-
cies > Browser session reauthentication tab.
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