Configure Bitrise for Single Sign-On

Configuring Bitrise for single sign-on (SSO) enables administrators to manage users of Citrix ADC.
Users can securely log on to Bitrise by using the enterprise credentials.

Prerequisite
Browser Requirements: Internet Explorer 11 and above
To configure Bitrise for SSO by using SAML:

1. Inabrowser, type https://app.bitrise.io/users/sign in and press Enter.

2. Type your Bitrise admin account credentials (Email or Username and Password) and click
Log In.

Email or Username

Password

@ Forgot your password?

Sign up for free!

3. Inthe dashboard page, click the user account in the top-right corner and select Account
settings.

Q Dashboard Integrations ‘@ REFER YOUR FRIENDS FOR MORE BUILD TIME
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You haven't added an app yet.

Setup takes only a few minutes, and then you are ready
to run your first build. Let's go!

Add your first app

& =p

[ Logout



https://app.bitrise.io/users/sign_in
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5.

In the left pane, click the organization name.

Dashboard Integrations ‘@ REFER YOUR FRIENDS FOR MORE BUILD TIME

Security >
Billing >
Test devices >
Notifications >
Referrals >

L
members

+ New Organization
STATUS: ALL SYSTEMS OPERATIONAL [IERVISETRITEIIT] Docs AP| Pricing Security Terms Privacy Cookie

In the left pane, click Single Sign On.

G)  searcht Dashboard  Integrations @ REFER YOUR FRIENDS FOR MORE BUILD TIME

Overview >

Billing > 5400 2 1000 20
seconds concurrent builds builds each month team members
Single Sign On >
>

People
Groups >
Apps >

Connected Accounts >

IE

+ Add owner
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6. Enter the values for the following fields:

Required Description

Information

Single Sign-On URL IdP logon URL

Identity provider sign- | IdP logon URL

settings for your app.

on URL

Certificate Copy and paste the IdP certificate. The IdP certificate must begin and
end with
----- Begin Certificate- - - - - and - - - - -End Certificate- - - - -

Note: The I[dP metadata is provided by Citrix and can be accessed
from the link below. The link is displayed while configuring SSO

https://gateway.cloud.com /idp/saml/<citrixcloudcust id>/<app id>

/idp metadata.xml

Enable Single Sign-On

] To connect Bitrise to your SSO provider, log in to your identity provider and
add Bitrise as an application.
For getting the required credentials, you'll need the URL below.

Single Sign-On URL

https://app.bitrise.io/users/auth /saml/callback?organizat... Copy Link

{ , ) Add your Single Sign-On credentials here. You've received a URL and a

Certificate from your provider, paste those below.

Identity provider sign-on URL:

Certificate:

After pressing Configure SSO, all the members of this Org will be signed out
and be prompted to sign in again via the added SSO service.

Configure SSO



https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml
https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml

7. Finally, click Configure SSO.



