Configure Dome9 Arc for Single Sign-On

Configuring Dome9 Arc for SSO enables administrators to manage their users using Citrix Gateway
service. Users can securely log on to Dome9 Arc using their enterprise credentials.

To configure Dome9 Arc for SSO through SAML, follow the steps below:

1. Inabrowser, type the URL, https://secure.dome9.com/v2/login and press Enter.

2. Type the credentials and click Login.
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Don't have a Dome9 account? Create account

3. On the Landing page, navigate to Administration > Users.
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4. Click on the Actions drop-down list against the required user and click Connect to SSO.


https://secure.dome9.com/v2/login

Note: Administrator can configure the SSO settings but cannot perform the SSO
authentication. Administrator can add users and enable SSO authentication for them.
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5. Navigate to Administration > Account Settings.
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6. On the SSO page, click Enable.
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7. On the SSO Configuration page, specify the following details:
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Oortain the following items from the Identity Provider and enter them below @
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i Account ID: Enter the account ID.

ii.  Issuer: Type a unique issuer ID.

iii. ~ Idp endpoint url: Enter the IdP URL, SAML 2.0 endpoint, for example,

https://example.com/saml/login

iv.  X.509 certificate: To upload the certificate:

a. Remotely access your NetScaler instance using PuTTY.
b. Navigate to /nsconfig/ssl folder (using shell command cd

/nsconfig/ssl) and press Enter.

c. Type cat <certificate-name> and press Enter.
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d. Copy the text between
CERTIFICATE-----

8. Click Save.

The SSO configuration is saved.




