Configure HackerOne for Single Sign-
On

Configuring HackerOne for single sign-on (SSO) enables administrators to manage users of Citrix
ADC. Users can securely log on to HackerOne by using the enterprise credentials.

Prerequisite
Browser Requirements: Internet Explorer 11 and above
To configure HackerOne for SSO by using SAML:

1. Inabrowser, type https://hackerone.com/users/sign in and press Enter.

2. Type your HackerOne admin account credentials (Email address and Password) and click
Sign in.

Signin to HackerOne
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https://hackerone.com/users/sign_in

3. Inthe dashboard page, click Team Settings > Authentication.

4. Inthe SAML section, click Add SAML Settings and enter the values for the following fields:

Required Description

Information

Email Domain Email domain

Single Sign On URL IdP logon URL

X509 Certificate Copy and paste the IdP certificate. The IdP certificate must begin and
end with
----- Begin Certificate- - - - - and - - - - -End Certificate- - - - -

Note: The I[dP metadata is provided by Citrix and can be accessed
from the link below. The link is displayed while configuring SSO
settings for your app.
https://gateway.cloud.com/idp/saml/<citrixcloudcust id>/<app id>
/idp metadata.xml

®
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5. Click Save.


https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml
https://gateway.cloud.com/idp/saml/%3ccitrixcloudcust_id%3e/%3capp_id%3e/idp_metadata.xml

6. Click Run test.

Authentication Settings
SAML
Note: It is possible that by using SAML, the existence of an invitation-only program on HackerOne can be discovered.
SAML settings « Edit Status Action
Email Domain
Single Sign-On URL
— —
Provider X.509 Certificate Fingerprint

— O — ]

Click here to learn more about setting up SAML.

IP Whitelisting
Interested in having IP whitelisting for who can access your team? Contact us for more information.

Note: This launches a new window that allows a test login.

7. After the testlogin succeeds, click Request Verification to request approval of your

settings.

Authentication Settings
SAML

Note: It is possible that by using SAML, the existence of an invitation-only program on HackerOne can be discovered.

SAML settings « Edit Status Action

Email Domain

- — Last test status:
Single Sign-On URL fuecess Request
9
migrate your users -
o ' to SAML, . or
un another test
Provider X.509 Certificate Fingerprint HackerOne needs to
verify your settings.

Click here to learn more about setting up SAML.

IP Whitelisting

Interested in having IP whitelisting for who can your team? Contact us for more information.

8. You can migrate your users after HackerOne approves your request.



9. C(lick Migrate Users to enable SAML for your users.

Authentication Settings
SAML

Note: It is possible that by using SAML, the existence of an invitation-only program on HackerOne can be discovered.

SAML settings « Status Action
Email Domain
Single Sign-On URL Request approved
Migrate Users
- migrate your users
to SAML at anytime.

10. SAML is successfully enabled.

Authentication Settings
SAML

Note: It is possible that by using SAML, the existence of an invitation-only program on HackerOne can be discovered.

SAML settings « Status Action
Email Domain
Single Sign-On URL Enabled
-— _— —— Your t2am has 2 Disable
-— users using SAML.




